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 [START_REF] Klapez | Application-level performance of ieee 802.11 p in safety-related v2x field trials[END_REF]. Indeed, four access categories with different priorities are defined, each having its parameters: the minimum contention 1.1 Introduction window (CWmin), the maximum contention window (CWmax), the arbitration inter-frame space number (AIFSN), and the transmission opportunity (TXOP).

Yet, unlike IEEE 802.11e, IEEE 802.11p sets the TXOP to zero for all Access Categories (AC), which implies that ACs shall send one packet per channel access.

The Federal Communications Commission (FCC) allocates the frequency spectrums to be used by intelligent transportation systems under the Dedicated Short-Range Communication (DSRC) channel. The DSRC forms the basis of IEEE 802.11p. The DSRC composes seven channels of 10 MHz frequency currently distributed across the spectrum between 5.850 and 5.925 GHz in bands, numbered between 172 and 184 [START_REF] Liu | An empirical study on performance of dsrc and lte-4g for vehicular communications[END_REF]. The Channel 178, the Control Channel (CCH) has limited use and is used to transmit safety data, control and management messages. While channels 174, 176, 180, and 182 are for reporting insecure cases. The first and seventh channels, 172 and 184, are used for particular purposes.

Nevertheless, networks of vehicles have own constraints and specificities such as high mobility and communication delay [START_REF] Eze | Vehicular ad hoc networks (vanets): Current state, challenges, potentials and way forward[END_REF]. Therefore, a little delay in Vehicle to Vehicle (V2V) communication brings many problems (accidents, congestion, etc.). Accidents can be avoided by 60% if drivers receive a warning message in half of second before the accident [START_REF] Malin | Accident risk of road and weather conditions on different road types[END_REF]. Several reasons affect the delay and the drop of packets. In this PhD thesis, we propose an approach that tries to cope with all these problems. More specifically, we propose algorithms to enhance routing relying on QoS parameters at access layer and routing layers.

In high traffic, a large number of vehicles transmit beacon messages at high frequency, which can easily lead to CCH congestion. Spamming beacon messages cause a storm problem in C-ITS. It is very crucial to keep the CCH free from congestion to guarantee timely and reliable delivery of urgent safety messages. To avoid congestion, drop, and delay of urgent safety messages, a reliable and efficient performance analysis is primordial [START_REF] Singh | Congestion control in vehicular ad hoc network: A review[END_REF]]. Several solutions have been proposed to deal with this challenge, where most of them are based on
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optimization methods or performance evaluation mechanisms. In this Ph.D, we propose two novel method to avoid the congestion on the control channel in order to guarantee the real time transfer and reliability of urgent safety messages. The first method depends on adapting the rate of periodic messages according to a buffer state. In the second method, we Use the Radial Basis Function Neural network (RBFNN) according to various input parameters (priority, sensitivity of road, etc.).

On the other hand, in C-ITS, the QoS is also affected by the following: the routing process mechanism, the effect of protocol overhead on the available bandwidth and the selection of different channels that target the diminish of the interference level [START_REF] Choe | A robust channel access using cooperative reinforcement learning for congested vehicular networks[END_REF]; [START_REF] Oche | Vanets qos-based routing protocols based on multi-constrained ability to support its infotainment services[END_REF]. Hence, due to the strict interference among multiple transmissions, QoS routing is considered a challenging task in multi-hop vehicular networks. The routing protocols, proposed for vehicular networks, are generally designed to find the best path for end-to-end packet delivery, which can satisfy the QoS requirements by considering the number of relay nodes and the link lifetime. These protocols suffer from the scalability, congestion and overall network performance. To tackle this problem, we propose two routing protocols, in order to select different channels, one for each hop on the path, to take the overall Signal to Interference Ratio (SIR) maximization for the connections between the sources and the destinations.

The highly dynamic connections, sensitive information sharing, and timesensitivity of this network make it an eye-catching field for attackers. Vehicular networks usually face too many attacks. Therefore, the security of these networks should be ensured to assure predictable services. These attacks target the key network security assets including confidentiality, authentication, and integrity. Therefore, confirming the security of these networks is necessary to guarantee the expected services. Different attacks (sybil attack, fabrication attack, denial of service attack, etc.) could expose the VANET's performance from a security point of view [START_REF] Azees | Comprehensive survey on security services in vehicular ad-hoc networks[END_REF]; [START_REF] Bibliography Mohamed | Beyond passive detection of sybil attacks in vanet[END_REF]; [START_REF] Sheikh | A comprehensive survey on vanet security services in traffic management system[END_REF]. There are a lot of security challenges related to the vehicular environment such as the large number of communicating vehicles, different manufacturers and suppliers, high mobility of vehicles, wireless communication, multi-hop 1.2 Organization of the manuscript transmission mode (V2V communication), critical time constraints, very low tolerance of errors and trade-off authentication vs privacy [START_REF] Tobin | An approach to mitigate black hole attacks on vehicular wireless networks[END_REF]; [START_REF] Li | Denial of service (dos) attack detection: Performance comparison of supervised machine learning algorithms[END_REF]. We propose in this Ph.D thesis, three algorithms to protect the MAC and the network layer from several attacks. The main contributions of this thesis are summarized below: Contribution 1: A buffer state method to resolve the congestion problem on control channel. 

Organization of the manuscript

The present chapter has introduced the context of our thesis and has briefly described our contributions. The rest of this manuscript is organized as follows:

In the second chapter, we provide an overview on the special features of vehicular networks. After that, we classify VANET communication patterns according to their requirements and functions. Finally, we describe the the EDCA mechanism at the MAC layer.

In the third chapter, we propose to adapt and control the rate of safety messages in CCH, by modifying the EDCA back-off parameters (i.e., contention window and arbitrary inter-frame space) for each frame, to guarantee the delivery of urgent messages to the receiver whatever the condition of the network is. We focus our work on controlling the size of CW and AIFS using two methods. In the first one, CW and AIFS are adapted according to the buffer state. After that, we analyze the probability of transmission according to the buffer state using 2-D Markov chain. In the second method, we use RBFNN to predict the CW value, in order to reduce the data exchange delay in real time according to the following four 1. GENERAL INTRODUCTION parameters: the priority of message (P), the sensitivity of road (S), the threshold of buffer (T), and the type of vehicle (V).

In the fourth chapter, our work targets the management of interference in the MAC sub-layer and the network layer of the vehicular environment. We propose novel routing protocols for vehicular communications. These protocols depend on the SIR and catch the advantages of the change allocation of the DSRC spectrum, to reduce the interference level covered by mobile nodes. Our work is generally built on a cross-layer method for managing the interference in VANET.

A new metric has been realized, depending on the evaluation of the SIR level in diverse channels on a multi-channel. Specifically, on the first we target to select the different channels, one for each hop on the path, to take the overall SIR maximization for the connections between the sources and the destinations.

We also use the Backup SIR value to reduce the number of channel updates on each node. Whereas in the second protocol, we propose a new routing protocol named Prediction based on Signal to Interference Ratio (PSIR). It relies on the Markov chain model and has the role of predicting the future value of SIR in the next round. Accordingly, we set an analytical model for the time of the channel update.

In the fifth chapter, we focus our work in detecting three types of attacks at the routing and MAC layer in a vehicular environment.

In the first algorithm, we propose a novel detecting algorithm that discovers the fabrication of source address done by an intermediate node. Packets after fabrication will be sent to their desired destination but will not reach the real source since it is changed by the malicious node, the anti-attack depends on creating a key-value variable to detect if the changing of the source address, if so, the node will be consider as malicious and remove from routing table request will be broadcasted to all the nodes in the network.

In the second algorithm, we focus our work in detecting the attacks done by an intermediate node on the destination address, we implement the anti-attack algorithm by creating a buffer that contains the input destination address and output destination address, every periodic time T we checked the buffer of each 1.2 Organization of the manuscript node, if the percentage of the changed destination addresses is greater than 10% then the node is considered as malicious.

In the third algorithm, we focus our work to detect the attack on the signal to interference ratio (SIR), it is categorized into three categories: the first one is changing the SIR itself by applying a mathematical operation on its value, in the second category, the power received is modified by sending a non-real distance to the current node from its neighbors, in the third category, the attack is done by modifying the power transmitted of the node.

Finally, in the seventh chapter, we provide concluding remarks, and an outlook on future research perspectives. The organisation of the manuscript is shown in 

VEHICULAR ADHOC NETWORKS

Recent advances in wireless communications and networks have given birth to a new type of mobile phone network known as VANET. The roles of this type are to improve vehicle safety, traffic efficiency, and comfort for both drivers and pedestrians. VANETs, nowadays, are evolving the evolution of transportation systems as new technologies to make these systems smarter.

Introduction

Recently, with the different issues encountered in road mobility, the presence and development of the VANETs have become a necessity. VANETs are seen now as an infrastructure for an intelligent transportation system with the increasing number of autonomous vehicles and any activity requiring Internet connectivity in a smart city.

VANETs considered as a subclass of Mobile Ad hoc NETworks (MANETs), where it is developed by moving vehicles. Both are characterized by mobility and selforganization of nodes, but they also differ in some respects, such as the components of the network infrastructure and the highly dynamic topology [START_REF] Maratha | Performance study of manet routing protocols in vanet[END_REF]. VANET offers different types of wireless communications such as vehicle to vehicle and vehicle to Road-Side Unit (RSU), where RSU is a wireless transceiver. RSU possesses multiple functionalities like routing, data storage, and computing potential. However, the development of vehicular communication increased security threats and weaknesses [START_REF] Rmayti | Denial of service (dos) attacks detection in manets using bayesian classifiers[END_REF]; [START_REF] Gu | Support vector machine (svm) based sybil attack detection in vehicular networks[END_REF].

Vehicular communication is exposed to several vulnerabilities such as Denial of Service attacks (DoS), Black hole attack, Sybil attack and fabrication attacks [START_REF] Tobin | An approach to mitigate black hole attacks on vehicular wireless networks[END_REF]; [START_REF] Bibliography Mohamed | Beyond passive detection of sybil attacks in vanet[END_REF]. These attack consists of a malicious node that modifies information in the packet causing critical damage in the network such as congestion and high delay.

In this chapter, we explain more clearly the context of this thesis by giving an overview of the VANETs and their features. Then, we classify VANET communication patterns according to their requirements and functions. After that, we describe the communication standardization. Finally, we describe the the EDCA mechanism at the MAC layer. 

VANET Communication Patterns

The use of VANET enables the use of several applications from safety to nonsafety applications. These applications exchange messages over VANETs and they are used for different proposes. In the VANET they are four different communication pattern identified [START_REF] Bibliography Sun | Zone-based greedy perimeter stateless routing for vanet[END_REF], [START_REF] Yu | Ffrdv: fastest-ferry routing in dtn-enabled vehicular ad hoc networks[END_REF]. Although other communication pattern exists such as (multimedia access, location based services, etc.).
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• Vehicle-to-Vehicle (V2V) Warning Broadcast: This communication pattern is useful in a unicast or multicast situation, where message is been sent to a specific or a group of vehicles. For example and emergency vehicle is approaching, a message can be sent to vehicles coming; this will create an easy passage for the emergency vehicle, or when an accident is detected, a message can be sent to arriving vehicles to warn them and also increase safety on the road [START_REF] Strin | Vehicle-to-vehicle emergency message dissemination through the wibro network[END_REF].

• Vehicle-to-Vehicle (V2V) Group Communication: In this communication pattern, only vehicles that share similar features can participate in the communication. Such features can be static or dynamic in nature, that is vehicles of the same manufacture or enterprise (static nature) or vehicles that appears to be in the same area in a particular time interval (dynamic nature) [START_REF] Yang | Broadcasting with prediction and selective forwarding in vehicular networks[END_REF]].

• Vehicle-to-Vehicle (V2V) Beaconing: Under this pattern, messages are sent periodically to vehicles that are nearby. These messages contain breaking use, heading, current speed, bend negotiation etc. of the sender or transmitting vehicle. The V2V beaconing communication messages are only sent to 1-hop communication vehicle that is the messages are not forwarded after receiving. This is helpful because the message enables vehicles to discover and access the best neighbor to route a message.

• Infrastructure-to-Vehicle/Vehicle-to-Infrastructure Warning:

Messages are relayed either from the infrastructure Road Side Units (RSUs), or from a vehicle to RSUs when a vehicle or RSU spots a potential danger. For example a warning message can be sent from or by the RSU to approaching vehicles heading towards an intersection that a possible collision could happen [START_REF] Singh | Communication architecture for vehicular ad hoc networks, with blockchain security[END_REF]. This communication pattern is very useful for enhancing road safety Figure 2.1. 

Characteristics

Characteristics

Compared with other types of MANETs, VANETs have the following unique characteristics. These characteristics are critical in the study of security, privacy, and trust management in VANETs as we will show in the following sections [START_REF] Lu | A survey on recent advances in vehicular network security, trust, and privacy[END_REF]; [START_REF] Jameel | A survey of device-to-device communications: Research issues and challenges[END_REF]; [START_REF] Hussain | Autonomous cars: Research results, issues, and future challenges[END_REF]].

• Mobility: Vehicles in VANETs are normally moving at high speed. Therefore, a little delay in V2V communication can results in many problems.

• Dynamic Network Topology: The topology of VANETs changes quickly due to high mobility of the vehicles. This makes the VANETs vulnerable to attacks and it is difficult to identify malicious vehicles.

• Real-time Constraints: The transmission of information in VANETs has a particular time limit range. This is designed to give the receiver sufficient
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time to make decisions and take corresponding actions promptly.

• Computing and Storage Capability: It is ordinary to process large amount of information among vehicles and infrastructures in VANETs.

Thus, the computing and storage capability is absolutely a challenging issue.

• Volatility: It is normal that the connections between two nodes in VANETs occur just once because of their mobility. The connections between nodes would remain for a limited period of time within a few wireless hops. Thus, it would be difficult to ensure the security of personal contacts in VANETs.

• Sufficient Energy: The nodes have huge power source, because the vehicles run on their own battery. There is no limited power supply for the corresponding components to function properly. This cause demanding techniques to be used by VANET.

Standards

Communication system of VANETs is standardized to integrate all the features from the physical to the application layer. The main standards dealing with VANETs includes dedicated short range communications (DSRC), Wireless Access in Vehicular Environments (WAVE) and IEEE 802.11p.

Dedicated Short Range Communications (DSRC)

The Federal Communications Commission (FCC) has assigned the frequency spectrum for vehicle communications under DSRC [START_REF] Guan | Adaptive rate control of dedicated short range communications based vehicle networks for road safety applications[END_REF]; [START_REF] Liu | An empirical study on performance of dsrc and lte-4g for vehicular communications[END_REF]. DSRC is divided into seven 10 MHz channels, which are currently distributed across the spectrum between 5.850 and 5.925 GHz in bands, numbered between 172 and 184 (Figure 2.2). The channel numbered 178 is used only for secure communication and is named the control channel, while there are four service channels numbered 174, 176, 180 and 182 are for reporting an insecure case. However, the first and seventh channels (172, 184) used for particular purposes.

Standards

Wireless Access in Vehicular Environments (WAVE)

The WAVE IEEE 1609 family defines an architecture and a complementary set of standardized protocols, services and interfaces to establish communications of V2V and V2I. The security services as well as a wide set of applications for transportation are also defined in WAVE [START_REF] Hamato | Overview of wireless access in vehicular environment (wave) protocols and standards[END_REF]. 

DSRC Protocol

VANETs Applications

VANETs Applications

Initially, VANET networks were deployed to increase traffic safety and efficiency by reducing the risk of road accidents. Nowadays, these networks are used for a wide range of applications which can be divided into the following three categories: safety services, traffic management and user-oriented services Figure 2.4.

In the following, we will briefly discuss each type of application, using significant examples.

• Safety Applications: These applications aim to reduce the number of accidents and enhance driver and passenger safety by enabling each vehicle to provide a warning in real time when a critical event is detected [START_REF] Sharma | Vehicular ad-hoc network: An overview[END_REF]. The warning message can be either through a seat vibration, tone or visual display or combinations of these indicators. • Check the state of the channel. If it is idle and stays idle for AIFS, then the packet can be transmitted equation (2.1).

AIF S[AC

] = AIF SN [AC] × T s + SIF S (2.1) 
• Sense the channel. If it is busy, AC stays checking the channel. When it becomes idle and stays idle for AIFS [AC], AC invokes the back-off procedure.

• In back-off procedure, we select back-off counter k between 0 and CW where the value of CW equals CW min at initial.

• The back-off counter is decremented in case the channel is idle, while it freezes when this channel becomes busy. AC continues decrementing k only when it senses that the channel has been idle for at least AIF S.

• When the back-off counter reaches zero and the channel is sensed idle, AC can transmit its packet.

• Upon unsuccessful transmission, AC will attempt to retransmit the packet.

At each retransmission, the contention window is doubled and a new backoff procedure is invoked.

• After many falling packets, CW reaches CW max . In this case, AC uses CW max for the upcoming retransmissions.
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• When the retransmission limit (R) is reached, the packet is dropped and CW is reset to CW min . Note that when k reaches 0 and the channel is sensed busy, AC invokes the back-off procedure without changing the value of CW (i.e., busy channel at zero).

Conclusion

Research on VANETs has gained increasing interest and space in recent years due to its ability to improve road safety using vehicle-to-vehicle communication. However, a difficult problem when planning communication protocols in VANETs is dealing with high vehicle mobility, which causes many changes in the network topology and leads to frequent communication drops. In this chapter, we described the features of VANET and its different types of vehicle connections. We categorized vehicle applications into three main categories based on their improvement in road safety and their requirements in terms of delay and packet ratio. Furthermore, we described the mechanism of EDCA in the MAC layer.

In Chapter 3, we will deal with the MAC layer in VANETs with special attention to Enhanced Distributed Channel Access (EDCA) mechanism. We will suggest two methods to adapt the rate and reduce the delay of urgent safety messages in the control channel. 

Introduction

VANETs have various positive impacts on vehicular safety, road security, traffic management, drivers' comfort and passengers' convenience. However, the expansion in the world's population has led to enormous traffic congestion on multiple roads. This congestion results in uncontrollable delays affecting economics, society and the environment. In this chapter, we propose two methods in order to ensure the delivery of urgent safety messages to the receiver whatever the situation of the network.

Introduction

With their ability to play many roles, today vehicular networks are considered as an efficient technology to deliver safety and comfort to drivers as well as pedes- We assume two major access categories (ACs): AC0 and AC1 at MAC layer.

AC0 is a higher priority class for warning messages (e.g., urgent messages),

IEEE 802.11P PERFORMANCE ENHANCEMENT FOR SAFETY APPLICATIONS

whereas AC1, is a lower priority class for periodic messages with different parameters to compete for a channel (minimum contention window CWmin, maximum contention window CWmax, arbitration inter-frame space (AIFS), and re-transmission limit value) [Togou et al., 2017a].

To accurately analyze the performance of the IEEE 802.11p EDCA mechanism for V2V infotainment applications, we need to consider the factors below:

• Parameters: we consider the minimum and maximum contention windows, and the arbitration inter-frame space. In the case of AC0, the values of these parameters are constants, while in the case of AC1 they are variables depending on the state of the buffer.

• Back-off procedure: it is the method used by ACs to timely order their transmissions when detecting a busy channel. It largely depends on the parameters of each AC.

• Back-off counter: it is decremented when the channel is idle, and stopped when the channel is busy; it continues decrementing when the channel is idle.

• Collision: it occurs when AC0 and AC1 are initiating simultaneous packet transmissions in the same state. This is solved by doubling the contention window (CW) for both AC0 and AC1 and then invoking the back-off procedure. In this way, ACs with high priorities are always the first to access the channel.

The objective of this chapter is to adapt the rate and reduce the delay in exchanging safety data, by modifying the EDCA back-off parameters (i.e., contention window and arbitrary inter-frame space) for each frame, in order to guarantee the delivery of urgent messages to the receiver whatever the condition of the network is. We focus on controlling the size of CW and AIFS using two methods. In the first one, CW and AIFS are adapted according to the buffer state. In the second method, we use a neural network model to predict the value of CW according to the following four parameters: the priority of message (P), the sensitivity of road (S), the threshold of buffer (T), and the type of vehicle (V).

Related Work and Main Contribution

The remaining of this chapter is organized as follows: Section 3.2 describes the state of the art. Section 3.3 explains the proposed work. Section 3.4 includes the simulation results. Finally, section 3.5 concludes this chapter.

Related Work and Main Contribution

Several schemes have been proposed to ensure messages delivery in safety and non-safety applications in vehicular networks. In this section, we analyze the research works on the implementation of the artificial neural network and Markov chain to modify the EDCA parameters in IEEE 802.11p.

Related Works Using Markov Chain

In [Togou et 

ϕ i (X i ) = 1 1 + e -xi (3.1)
In MLP, one or more layers of hidden neurons exist. Figure 3.1 shows the structure of MLP neural network which contains two layers of hidden neurons. 

Radial Basis Function Neural Network

ϕ i (X j ) = e -(X j -T i ) 2 σ 2 (3.2)
Y k = h i=1 w ki ϕ i (X j ). (3.3)
Where X j is the jth input vector of the RBFNN. T i (t i1 , t i2 , t i3 , t i4 , ....., t ip ) Is the center vector of the ith hidden neuron (Mean) and σ i (Variance) is the width parameter of this hidden neuron, which is related to the spread of this function around its center. All the network parameters like weight, mean, and variance (w i , t ip , σ i ) must be adapted on the training data Figure 3.2. 

Comparison between RBF and MLP

Related Work and Main Contribution

Main Contribution of Our Work

The main contribution of this chapter is to adapt and to control the rate of safety messages, by modifying the EDCA back-off parameters (i.e., contention window and arbitrary inter-frame space) for each frame, to ensure the delivery of urgent messages to the receiver whatever the condition of the network is. Our contribution is divided into 3 parts.

1) New way of adapting CW and AIFS according to the buffer state.

2) Analyzing the probability of transmission according to the buffer state using 2-D Markov chain.

3) Adapting CW according to the following parameters: the buffer state, the type of message, the sensitivity of road and the type of vehicle.

Proposed Work

In this section, we introduce our proposed methods to adjust and to control the rate of safety messages by modifying the two back-off EDCA parameters (CW and AIFS) for each frame, according to the buffer state. This method ensures the delivery of urgent messages to the receiver whatever the network status is.

Buffer State Adaptation

We consider that the packets from the different queues in EDCA can contend to access the medium. We assume that event-driven warning messages (i.e., urgent messages which are high priority events) access on AC0, while beacon messages (i.e., lowest priority packets which are retransmitted or discarded if a maximal number of retries is reached) access on AC1. This method aims to control the congestion of beacon messages to prevent the dropping of event-driven warning messages. Table 3.2 shows the difference between EDCA back-off parameters of the two traffic classes considered in our study.

We note that the back off parameters CW min , CW max , and AIFS (3, 7, and 2 respectively) are fixed in case of AC0, to deliver an urgent message in a very short 3.3 Proposed Work time. While in AC1, the values of these parameters are adapted depending on the buffer threshold for a better controlling of the rate of beacon messages.

• CW thr min : is the minimum contention window size of AC.

• CW thr max : is the maximum contention window size of AC.

• AIF S thr : is the arbitrary inter frame space. After monitoring the buffer, each node reads the state of the buffer.

• If the buffer size of the node is less than or equal to the minimum threshold, thus, low congestion is considered and the values from Table 3.2 are considered.

• If the buffer size of the node is between the minimum threshold and the maximum threshold, then the node is considered in moderated congestion and the rate of beacon messages is computed as follows.

CW thr min = a * CW thr min (3.4)

CW thr max = a * CW thr max (3.5) AIF S thr = i * AIF S thr (3.6)
Where a and i are values used to increase both the contention window and AIFS, leading to rise the delay of beacon messages, and thus to minimize the rate of these messages.

• If the buffer size is higher than the maximum threshold, then we should decrease the rate of beacon messages.

CW thr min = a 1 * CW thr min (3.7) Where a 1 and i 1 are constants used to increase both the contention window and the AIFS (a 1 > a and i 1 > i), leading to increase the delay of beacon messages and to reduce the rate of these messages.

Analytical model

We analyze the probability of transmission considering the parameters used in In Equation (3.17), we consider that the back-off stage is returned to 0 after reaching R [START_REF] Zheng | Performance modeling and analysis of the ieee 802.11 p edca mechanism for vanet[END_REF]. In this case, the packet may be transmitted successfully or dropped. To calculate the probability of transmission T, two conditions should be achieved:

• The back off-counter k is equal to 0 a(0, 0).

• The channel is sensed idle (P idle ).

Referring to the Markov chain in Figure 3.3, a transmission occurs when k = 0 and the channel is idle. Therefore:

T = P idle R c=0
x(c, 0). (3.17)

Where x(c, 0) denotes the stationary probability of state(c, 0). By using Equation (3.12) , we can express x(c, 0) as follows:

x(c, 0) = x(c -1, 0)P Col f or1 ≤ c ≤ R (3.18)
By recurring Equation (3.18), we have

R c=0 x(c, 0) = x(0, 0) R c=0 P Col . (3.19)
Since the sum of all states in the Markov chain is equal to one, we have: ≤ R, we obtain:

W thr 1 -1 k=0 x(c, k) = (W thr c -1)P Col c (1 + P bs )x(0, 0) 2(1 -P bs ) + x(c, 0) (3.21)

Proposed Work

For c=0, and using Equation (3.17)-Equation (3.19) and Equation (3.21), we get:

W thr 1 -1 k=0 x(c, k) = (W thr c -1)(1 + P bs )x(0, 0) 2(1 -P bs ) + x(0, 0) (3.22)
Combining Equation (3.21) and Equation (3.22), we can compute x(0, 0) as follows:

x(0, 0) = 2(1 -P bs ) (1 + P bs ) W thres 0 m-1 c=0 2 b P Col c + W thres m R c=m P Col c -(1 -2P bs ) R c=0 P Col c -1 (3.23) Hence T = 2(1 -P bs ) R c=0 P Col c (1 + P bs ) W thres 0 m-1 c=0 2 c P Col c + W thres m R c=m P Col c -(1 -2P bs ) R c=0 P Col b -1
(3.24) Figure 3.3 describes the back-off procedure of AC. We assume that a pair of integers (c, k) discusses each state in the Markov chain; where c, is the back-off stage initiated at 0 and is incremented by 1 whenever a collision occurs. When c reaches the re-transmission limit R, the packet is dropped if a collision happens, then c is reset to 0, where the back-off counter k is initialized to a value uniformly distributed between [0, CW thr min ] and is decremented by 1 whenever the channel is sensed idle.

Neural Network Adaptation

Radial Basis Function (RBF) is considered as a robust neural network approach to solve complex problems, e.g., processing learning nonlinear functions based on supervised mode [START_REF] Pazouki | An efficient learning method for rbf neural networks[END_REF], [START_REF] Lei | Generalization performance of radial basis function networks[END_REF] and [START_REF] Kabalan | Adaptive parameters of an enhanced backoff method by using an artificial neural network between mobiles in an industrial domain[END_REF]. Moreover, RBF provides a high efficiency in approximation functions, 
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Neural Model

In our work, we choose the radial basis function neural network (RBFNN) method to select the best value a to adapt the back-off parameter (CW ). Where (a), is the value used to modify the contention window in order to prevent the dropping of event-driven warning messages [Kabalan et al., 2012a]. This is achieved according to the following input parameters: the priority of message (P), the sensitivity of road (S), the threshold of buffer (T), and the type of vehicle (V) as shown in Table 3 
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[0,1] Threshold Input [0,1] Vehicle Input [0,1] a Output [1,2]
Priority (P): It is the priority of the safety message in the vehicular network. We give a high priority for urgent messages (e.g., accident, congestion, maintenance) and a low priority for beacon messages (e.g., periodic messages). The values of this parameter vary between 0 and 1, as shown in Table 3.5.

Sensitivity of Road (S):

It indicates the type of road where the vehicle is located (Highway, Major, etc.). The values of this parameter vary between 0 and 1, as represented in Table 3.6.

Vehicles (V):

It specifies the type of the vehicle that sends the message, as listed in Table 3.7.

Threshold (T):

It specifies the buffer state at the sender. We classify the buffer threshold into ten parts as shown in Table 3.8.

Learning Strategies in RBF

In this section, we discuss the RBF learning strategies; then, we describe the suitable strategy.

• Fixed Centers Selected at Random: One simplest way is to assume fixed radial-basis functions defining the activation functions of the hidden units.

The positions of the centers may be selected randomly from the training data set. This is considered to be a "sensible" method, providing that the training data are dispersed in a representative manner for the problem at hand [START_REF] Lei | Generalization performance of radial basis function networks[END_REF]. For the radial-basis functions themselves, we may employ an isotropic Gaussian function whose standard deviation is fixed according to the spread of the centers. Specifically, a (normalized) radial- Event message -report about protest events (demonstration, protestation...) 0.9
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Animal message -informs that animals are crossing the road. 1

Periodic message -contains the acceleration, direction, and speed.

basis function centered at t i is defined as:

G||X -t i || = e n 1 ||X-t i || 2 d 2 max (3.26)
Where d max is the maximum distance between the chosen centers, n 1 is the number of centers, X is the input data and t i is the mean. The standard deviation (i.e.,σ) of all activation radial basis functions is fixed at Equation (3.27).

σ = n 1 d 2 max (3.27)
This formula guarantees that the individual radial-basis functions are neither too peaked nor too flat; both of these two extreme conditions should be
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Table 3.6: Road Sensitivity Sensitivity (S) Road 0.2 Highway road -it is an important road that leads from one country to another consisting of at least four lanes. 0.4

Main national road -it is an important road that leads from one town to another; most national primary roads are of at least two lane standard. 0.6

Major road -a road that is commonly used and that goes through the main part of a city, town, etc. 0.8

Minor road -less in number of passed vehicles and importance than the major road. 1

Old town road -it is an old road with very few cars passing by every day.

avoided. As an alternative to Equation (3.27), we use individually scaled centers with wider widths in areas with low data density, which requires experimentation with the training data. The only parameters that should be learned in this approach are the linear weights in the output layer of the network. A direct procedure for doing this is to use the pseudo-inverse method as shown in Equation (3.28). Police -a message sent by a police vehicle. 0.9

W = G + d (3.28)
Vehicle -it is a normal vehicle that sends messages. High congestion-the buffer is filled between 70% and 80%. 0.9
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Very high congestion -the buffer is filled between 80% and 90%. 1

Full congestion-the buffer is filled between 90% and 100%.

Where d is the desired response vector in the training set. The matrix G + is the pseudo inverse of the matrix G, which is defined in Equation (3.29):

G = g ji (3.29)
Where g ji is the gaussian function, X j is the input vector of the training sample and i is the number of centers. Equation (3.30).

g ji = e n 1 ||X j -t i || 2 d 2 max j = 1, 2, 3, 4; i = 1, 2, . . . . . . , n1; (3.30) 
• Self-Organized Selection of Centers: The main problem with the method of fixed centers is that it may require a large training set for a satisfactory level For the self-organized learning process, we need a clustering algorithm that divides the given set of data points into subgroups, each of which should be as homogeneous as possible. One such algorithm is the k-means clustering algorithm, which places the centers of the radial-basis functions in only those regions of the input space x and where significant data are present.

Let m 1 denotes the number of radial-basis functions; the determination of a suitable value for m 1 may require experimentation. Let t k (n) denotes the centers of the radial-basis functions at iteration n of the algorithm. Then, the k-means clustering algorithm proceeds as follows:

(1) Initialization: select random values for the initial centers t k (0); the only restriction is that these initial values should be different. It may also be desirable to keep the Euclidean norm of the centers small.

(2) Sampling: draw a sample vector x from the input space within a certain probability. The vector x is the input of the algorithm at iteration n.

(3) Similarity matching: let k(x) denotes the index of the best-matching (winning) center for input vector x. We attempt to find k(x) at the iteration n by using the minimum-distance Euclidean criterion, as described hereafter

Equation (3.31). k(x) = arg min ||x(n) -t k (n)||, k = 1, 2, 3. (3.31)
Where t k (n) is the center of the radial basis function at iteration n and k is the number of centers.

(4) Updating: adjust the centers of the radial basis functions using the update rule.

(5) Continuation: increment n by 1, go back to step 2, and continue the procedure until no noticeable changes are observed in the centers.

The k-means clustering algorithm just described is, in fact, a special
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case of a competitive (winner-takes-all) learning process known as the eelorganizing map. This algorithm also lends itself for implementing the selforganized learning stage.

• Supervised selection of centers: in the third approach, the centers of the radial-basis functions and all other free parameters of the network undergo a supervised learning process; in other words, the RBF network takes on its most generalized form. A natural candidate for such a process is error-correction learning, which is most conveniently implemented using a gradient-descent procedure that represents a generalization of the LMS algorithm. Training the RBFNN aims to determine a=(w i , t i , σ i ) where the error function E (i.e., mean square error (MSE)) is given by Equation (3.32):

E = 1 2 N j=1 e 2 j (3.32)
And In Equation (3.33), e j is the error calculated as:

e j = a dk (j) -a K (j) (3.33)
Where N is the number of training inputs and a dk (j) is the k th element of the desired output vector. a dk (j) = (a d1 , a d2 , a d3 , . 

w i (n + 1) = w i (n) -µ 1 ∂ E ∂ w i ; i = 1, 2, . . . . . . , n1 (3.34) 
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where

w i (n + 1) is the new weight, w i (n) is the old weight , ∂ E ∂w i
is the partial derivative of the error with respect to the weights (linear weights) and i is the number of centers.

σ i (n + 1) = σi(n) -µ 2 ∂ E ∂ σ i ; i = 1, 2, . . . . . . , n1 (3.35) 
σ i (n + 1) is the new variance, σ i (n) is the old variance, ∂ E ∂σ i
is the partial derivative of the error with respect to the variance (spread of centers) and i is the number of centers.

t i (n + 1) = t i (n) -µ 3 ∂ E ∂ t i ; i = 1, 2, . . . . . . , n1 (3.36) 
t i (n + 1) is the new mean, t i (n) is the old mean, ∂ E ∂t i
is the partial derivative of the error with respect to the mean (position of centers), i is the number of centers and µ 1 , µ 2 and µ 3 are different learning-rate parameters.

• 

Supervised Selection of Centers for Contention Window Adaptation

The flowchart in Figure 3.4 describes the learning strategy of the supervised selection of centers. We get the input parameters (priority, threshold, sensitivity, type of vehicles), and then we specify the activation function which is the Gaussian function. To calculate the Gaussian function, we need to obtain the mean, the variance, and the input. To compute the output, we should multiply the Gaussian function with the weight. In order to get the error, we subtract the desired output from the calculated output. Then, we calculate the mean square error and check whether the mean square error > 5%, if it is the case, then we adjust the weight otherwise, we reach our goal by getting a low error and an ideal weight. The pseudo code of Algorithm 1 explains the learning strategy steps of the supervised selection of centers.
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Algorithm 1: Supervised Selection of Centers Input: for

x[0] priority; x[1] threshold; x[2] sensitivity; x[3] type of vehicles; V ariance = 1; l = 0; a = 0; k = 0; //
(k = 0; k < 600; k + +) do for (i = 0; i < 30; i + +) do t[i] = get.mean[i]; W [i] = get.weight[i]; for (j = 0; j < 4; j + +) do l+ = exp(pow(x[j] -t[i], 2)); end G[i] = l/pow(variance, 2); a -output[i] = G[i]W [i]; error[i] = (a -desired -output[i]) -(a -output[i]); end CalculateM SE(k) end 3.3.6.

Mathematical Calculation of the Supervised Selection of Centers

We consider in Table X the values of the input parameters (i.e., Priority (P ), Threshold (T h), Sensitivity (S), Vehicle (V )) and the desired output (a) values.

The supervised selection of centers is achieved as follows:

(1) Get the input parameter values.

(2) Obtain the mean (t) and the variance (σ). (3) Calculate the activation function which is the Gaussian function (ϕ i (X j )).
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(4) Calculate the output (a) by multiplying the Gaussian function with the weight.

(5) Subtract the desired output from the calculated output to get the error(e).

• Inputs layer: ), Threshold (Th), Sensitivity (S), and Vehicle (V)].

X j =[X 1 , X 2 , X 3 , X 4 ]= [Priority (P
• Hidden layer:

G(X[j])[i]=ϕ i (X j )=[ϕ 1 (X j ), ϕ 2 (X j ), ϕ 3 (X j ), ϕ 4 (X j ), ϕ 5 (X j )] W i =[W 1 , W 2 , W 3 , W 4 , W 5 ].
• Output layer:

a output[k] =[W 1 ϕ 1 (X j ) + W 2 ϕ 2 (X j ) + W 3 ϕ 3 (X j ) + W 4 ϕ 4 (X j ) + W 5 ϕ 5 (X j )].
• Calculation: We take σ = 1 and mean(t i ). In the learning phase, we calculated the mean square error (MSE) by subtracting the output a from the desired output a refer to Equation (3.32). We still adjust the weight value to get the optimum MSE near 0%.

ϕ 1 (X j ) = e -(X j -t 1 ) 2 σ 2 ϕ 1 (X j ) = e -(X 1 -t 1 +(X 2 -t 1 +(X 3 -t 1 +(X 4 -t 1 ) 2 σ 2 ϕ 1 (X j ) = e -(0.1-0)+(0.2-0)+(0.9-0)+(0.4-0)) 2 σ 2 W 1 = 0.01, W 2 = 0.02 ,W 3 = 0.3,W 4 = 0.4,W 5 = 0.5. a output 1 = [0.1 * ϕ 1 (X j )+0.2 * ϕ 2 (X j )+0.3 * ϕ 3 (X j )+0.4 * ϕ 4 (X j )+0.5 * ϕ 5 (X j )]

Data Set

We divide our data set into two phases: training and testing records, for each record representing the optimal value of a, to adapt the CW according to input values Equation (3.25). These ideal values are obtained through many simulations using the Network Simulator (NS-2.34); the idea is to use these values as data set in the learning phase as shown in Table 3.9.

After obtaining all the results of the 

Training-Testing Procedure

We used MATLAB R2014a to achieve the training-testing procedure. To implement the training and do the testing, we divide the set of data into two parts:

58% for training and 42% for testing. The training data set contains a matrix; each record is represented by the following vector: (priority (P ), threshold (T H), sensitivity (S), type of vehicle(V )) and the desired output (a). Where a, is the value used to modify the size of the contention window. In the testing phase, we calculated the mean square error (MSE) as shown in Figure 3.5, knowing that the optimum MSE is equal to 5%. Figure 3.5 shows the optimal results of the mean square error in terms of varying the variance value. We observe that with a variance equals to 0.1, the percentage of mean square error is very high (18%).

When the value of variance increases to 0.2, the mean square error decreases to 7%. However, the increase in variance to 0.5 leads to a little decrease in MSE to 6%. After that, when we increase the variance from 0.5 to 1, the MSE value remains constant.

SIMULATION

In this section, we present the results of the extensive simulation having realized variation of MAC IEEE 802.11p: IEEE 802.11p, threshold 802.11p, and neural 802.11p, explained hereafter. In the threshold model, we adapt the back-off parameters CW and AIF S according the buffer state. While in neural 802.11p model, we adapt only the back-off parameter CW with respect to four input parameters (priority, threshold, type of vehicle, and sensitivity).

In our simulation, we download Hamra file from Open Street Map (OSM), then we used this map file in SUMO 0.22 simulator to create a real time scenario as 

Simulation Parameters

The performance of the proposed solution is analyzed according to several performance metrics. These metrics are useful for assessing the performance of vehicular communication using the proposed methods (i.e., threshold 802.11p and neural 802.11p) and in the (IEEE 802.11p). The following performance metrics are employed: Packet delivery ratio, Throughput, and end-to-end delay. To verify the repeatability of the obtained results, the simulations were repeated 5 times and the average and standard deviation of the aforementioned parameters were reported.

Table 3.10 shows the parameters used in the simulation

Simulation Results

This subsection presents and discusses the obtained results. All the plotted graphs show the error bars of the parameters upon repeating the simulations up to 5 times. The points and the bars represent respectively the average value (mean) and the variation (standard deviation) of the parameters. 802.11p, while in the 802.11p, the rate is 840 kb/s. This indicates that the Neural IEEE 802.11p gives better results in throughput ratio in all cases (i.e., 48, 52, 54, 56, 60 and 64). We note that the highest variation of standard deviation is in the Neural method compared to other methods (Neural between (7 kb/s and 11 kb/s), Threshold between (6 kb/s and 9 kb/s) and 802.11p between (4 kb/s and 7 kb/s)). increases, the end-to-end delay decreases. However, Neural 802.11p still performs better than Threshold and 802.11 in the cases of 56, 60, 64 and 68 vehicles. This improvement is achieved as a result of rate adaptation of messages in order to avoid the buffer saturation that leads to decreasing the number of dropping packets. We indicate that the variation of the standard deviation in the Neural method is higher compared to Threshold and 802.11p, but in all cases, therefore, the end-to-end delay depends partially on the packet delivery ratio. we observe that at time 70 sec, the delivery rate in the Neural method is around 80%, while 79% for the Threshold method and 76% for 802.11p . This improvement is achieved thanks to the rate adaptation applied to vehicular messages leading to avoid the buffer saturation and decreasing the number of dropped packets. We note that the variation of standard deviation in the Neural method is higher compared to Threshold and 802.11p, but in all cases, it is less than 1%. in Threshold 802.11p and 695 kb/s in Neural 802.11p). On the other hand, increasing the time to 70 and 80, leads to a decreasing rate in all methods. We observe at time 80 sec, the throughput rate is 640 kb/s for Neural 802.11p and 630 kb/s for Threshold 802.11p, while in the 802.11p the rate is 590 kb/s. This indicates that Neural IEEE 802.11p gives better results in throughput ratio in some cases (i.e., 30, 40, 50 and 60) and a decreasing result in throughput ratio in other cases (i.e., time > 60 sec).

Conclusion

In this Chapter, we proposed two complementary methods to ensure that urgent safety messages are delivered to destinations regardless of the state of the road environment conditions. In the first method, we adapted the rate of the periodic message in the control channel by modifying the EDCA back-off parameters.

In the second method, we used radial basis function neural network to adjust the EDCA back-off, using the following parameters: the priority of message, the sensitivity of road, the threshold of buffer, and the type of vehicle. The simulation results demonstrated that the proposed solution shows good performance compared to the IEEE 802.11p in terms of packet delivery, throughput, and endto-end delay.

In Chapter 4, we will target interference management at the MAC sub-layer and the network layer of the vehicular environment. We will propose two routing protocols based on the SIR level to reduce the level of interference covered by the nodes.

A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANET

In this chapter, we propose two routing protocols in order to reduce the interference level between each pair of nodes. Both protocols have a role in maximizing the overall SIR between the source and destination to determine the optimal path. Besides, they differ from each other in that the first calculate the SIR level, while the second predicts the SIR level using the Markov chain model.

Introduction

VANETs provide wireless communication between vehicles and vehicle to road side unit (RSU). RSU is a wireless transceivers and has the capability of data storage, computing power, and routing. Communication performance and quality of service (QoS) strongly depend on how the routing takes place in the network, on how protocol overhead affects the available bandwidth and on how different channels are selected in order to minimize interference levels. Our work in this chapter targets the management of interference in the MAC sub-layer and the network layer of the vehicular environment. The main difference between these layers is that in the MAC sub-layer, each vehicle evaluates the interference locally on its channel. However, in the routing layer, the path interference is evaluated.

We propose two novel routing protocols for vehicular ad hoc networks. These protocols depend on the signal to interference and catch the advantages of the change allocation of the DSRC spectrum, to reduce the interference level covered by nodes.

Our work is generally built on a cross-layer method for managing the interference in VANET. A new metric has been realized, depending on the evaluation of the signal-to-interference (SIR) level in diverse channels on a multi-channel. The first proposed (SIR) routing protocol targets to select the different channels, one for each hop on the path, to take the overall SIR maximization for the connections between the sources and the destinations. We also use the Backup SIR value to reduce the number of channel updates on each node. While we proposed a second protocol named Prediction based on Signal to Interference Ratio (PSIR), its relies on Markov chain model and has the role of predicting the future value of SIR.

Related Work

We organize the rest of the chapter as follows. Section 4.2 presents a review of related works. Section 4.3 describes our two proposed protocols namely, the SIR and the PSIR protocols. In Section 4.4, the performance of our proposal is studied as we compare our approach with an existing protocol. Lastly, Section 4.5 concludes the chapter.

Related Work

A literature review is presented in the following subsections, regarding the latest work in the MAC sub-layer and the network layer at vehicular networks. [Sultanuddin & Ali Hussain, 2020] proposed a token agent-based route planning protocol for reaching reliable routing. This token system consists of a token agent that monitors and manages the entire network. Tokens are responsible for collecting nodes action information such as mobile node power, node location, and speed. Subsequently, its current and past information are updated and inmate to the token agent for further operation in the network. The proposed scheme finds the shortest route based on gathering the information.

VANETs MAC Layer

VANETs Network Layer

Reactive Routing Protocol

Reactive routing protocols are on-demand routing protocols. During the routing process, such protocols begin to discover paths when a source node needs to send a packet to the destination node. These protocols neither maintain any routing data nor perform any routing action on network nodes if there is no communication between source and destination [START_REF] Abrougui | An efficient fault tolerant location based service discovery protocol for vehicular networks[END_REF].

As for the route finding-method, the broadcasting of the Route REQuest (RREQ) packets begins at the source and continues between neighbors until the destination is reached 
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• Select a maximum SIR value at each node and send it with the RREP packet.

• Choose a Backup SIR value at each node to replace the maximum SIR in case the latter has value less than the threshold.

• Check the SIR level after a periodic time t.

• Consider a predictive method with its ability to create a decision on the channel selection relying on future SIR values.

Proposed Work

In this section, we introduce two protocols SIR and PSIR. SIR has the role of choosing the best route according to the maximum SIR level and to minimize the number of channel update process. PSIR relies on Markov chain model and has the role of predicting the future value of SIR in the next round, and accordingly, we set an analytical model for the time of the channel update. The symbols used in our models are described in Table 4.1.

SIR Proposed Protocol

In this subsection, we are going to consider a reactive routing mechanism. This mechanism depends on the route discovery process. A specific request message RREQ is flooded to the neighbors to catch an optimal route from the source vehicle to the destination vehicle. Then, the destination or the intermediate vehicle that knows the path to the destination sends a reply RREP packet, after which the source receives many RREP packets to report the different routes.

Thus, the best path is determined by the source according to the bandwidth or the traffic flow.

In our first proposed protocol (SIR), a different method was taken into account to choose the optimal route based on certain benefits. These benefits can be determined by considering different interference levels on different channels. The novel idea targets to calculate the SIR level on each available channel for every vehicle in the topology Equation (4.1). The calculation of the SIR level is based where c is the current vehicle, R is the number of neighbor vehicles, P trans is the transmission power and P rec is the received power.

A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANET

Equation (4.2) presents the P rec on current vehicle on channel chj due to the transmission of of the neighbor vehicle. Note: the P trans is similar for each vehicle and for each channel, while the received power changes [START_REF] Zang | An error model for inter-vehicle communications in highway scenarios at 5.9 ghz[END_REF],

P rec = P trans 4π 2 dist nj c λ chj c 1 + n 2 + 2 cos 4πh 2 λ chj c * dist nj c (4.2)
where dist nj c is the distance from the current vehicle to each neighbor vehicle, λ chj c is the wavelength related to the carrier frequency of channel chj, n is the reflection coefficient and h is the height of antenna. Equation (4.3) represents the optimal path between source (S) and destination

(D), p S,D best = index max y (M IN SIR y ) y = 1, ...., k (4.3) 
where M IN SIR y is the minimum SIR registered on a link of y-th path between S and D. The y term is the number of discovered paths from source S to destination D and max y (M IN SIR y ) is the maximum between all minimums. Equation (4.4)

indicates the maximum SIR value at the current vehicle between its available channels chj,

SIR ch max = index max(SIR chj c ), j = 1, ...., 6 (4.4) 
Where c is the current vehicle and j is the number of the available channel. Therefore, the SIR ch max is sent in the reply message, however the backup SIR belonging to chj is kept in the vehicle.
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Elsewhere, the route reply will be discarded. This proposed method will be repeated respectively on each vehicle, where the maximum SIR value will be
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compared with the SIR ch max value obtained from the RREP . The minimum defined between the previous two maximums will be considered as the new max SIR that will be sent in the new route reply. 

Channel Update Algorithm

Algorithm 2 represents the channel update after a periodic time t. During this process, the SIR level has to update its value on each period (t) in case the SIR ch max value at each vehicle is smaller than the SIR threshold (σ threshold). Therefore, the vehicle has to go through the channel revitalizing that will result in a new maximum SIR value. The algorithm checks the SIR ch backup value (the role of the backup SIR is to minimize the number of SIR calculations after periodic time t. If the backup SIR value is less than the minimum SIR threshold, the received power from each neighbor vehicle of the current vehicle is calculated in Equation (4.2). Then, for each current channel belonging to CH, the SIR value level is calculated in Equation (4.1), where the optimal channel is chosen.

Lastly, a Change Request (CREQ) packet Figure 4.4, having information about the channel and its new SIR value, is sent to neighbors vehicles. However, if the SIR ch backup is greater than the minimum SIR threshold, the backup channel, related to the backup SIR, is chosen followed by the final step. 
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PSIR Protocol

In this section, our work is also based on the SIR mechanism, in which the maximum SIR is determined among others and thus the best path is concluded.

In addition, we propose a new reactive routing protocol PSIR based on Markov chain model which has the role of predicting the future value of SIR in the next round and upon that we set the waiting time for channel update. Channels are set upon the route reply, besides we use the periodic channel update process to fetch the perfect channel. To avoid these periodic processes, the Markov chain model was proposed. The stages of our approach are organized in Figure 4.5.

Figure 4.7 demonstrates the different steps of our explanation and that are more detailed in the sub-sections below.

Monitoring SIR level

A vehicle monitors its SIR level on each available channel during a predefined interval 'T'. At the end of each interval, each vehicle predicts the SIR level of its available channel. Different states may occur as we represent in Figure 4.6:

• If SIR is lower or equal to SIR minimum Threshold (T h min ), after that the Markov state is set to '0'.

• If SIR is between T h min and 2 * T h min , then the Markov state is set to '1'.

• SIR is between 2 * T h min and 3 * T h min , after that the Markov state is set • If the SIR is between 3 * T h min and 4 * T h min , then the Markov state is set to '3'. 
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Predicting the SIR Level

In this subsection, each vehicle executes the Markov chain to evaluate its SIR value in the next interval T, then decides to adopt its periodic update process time based on the Markov chain results as showed in Figure 4.6.

Our Markov chain states are as following:

• State (0): SIR <= T h min , set T = 1 period.

• State (1): T h min < SIR <= 2 * T h min , set T = 2 * period.

• State (2): 2 *T h min < SIR <= 3 * T h min , set T = 3 * period. 1. If SIR is less than or equal to the threshold T h min , then the period T is set to 1.

If SIR between T h min and 2 *

T h min , then we assign a value of 2 to the period T.

3. If SIR is between 2 * T h min and 3 * T h min , then T = 3. Note: every vehicle executes individually this algorithm. Note: After several simulations and for simplicity given the fact that we did not encounter any SIR value greater than four. We have chosen to assign any value of SIR greater than four to state three.
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Analytical model

In this subsection, we analyze the probability of the channel update process by considering the parameters used in Table 4.2. 

T th =          4T, if 3T h < SIR ≤ 4T h; 3T, if 2T h < SIR ≤ 3T h; 2T, if 1T h < SIR ≤ 2T h; 1T, if 0 < SIR ≤ 1T h; (4.5) 
Equation (4.6) shows that when the time counter k freezes to its current value in the case where SIR is greater than or equal to the threshold of the current stage.

For 0 < k < T th the transition probability is

P (c, k|c, k) = P samestate (4.6)
Equation (4.7) the time counter is decremented when the SIR is less than or equal to the threshold of the current stage. P (c, k|c, 0) = P samestate T th (4.9)

The update process will be invoked after the period is equal to 0 and the update process is triggered Equation (4.10).

P (0, k|R, 0) = 1 T th (4.10) 
As the update process may be triggered successfully or not, and to calculate the probability of update process T, two conditions should be achieved:

• The time counter k is equal to 0 a(0,0).

• The period is equal to 0.

Referring to the Markov chain in Figure 4.8, an update process occurs when k=0 and the period is equal to 0 Equation (4.11). Therefore:

T = T th * x(R -1, 0). (4.11)
Where x(R-1,0), denotes the stationary probability of state (R-1,0) which is the final stage.

SIMULATION

Simulation Scenario

In this section, we compare our two proposed protocols to some of the existing protocols (PAIR, IAR, SPIAR, CLWPR) [START_REF] Fazio | A predictive cross-layered interference management in a multichannel mac with reactive routing in vanet[END_REF]] and [Katsaros et al., 
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Simulation Results

This subsection presents and discusses the obtained results. All the plotted graphs show the average value (mean) of the parameters upon repeating the simulations up to 5 times. Figure 4.9 demonstrates an enhancement in packet delivery ratio in both SIR and PSIR protocols. We detect that with 40 vehicles on the road, the packet delivery ratio of the PSIR is 96%, while the PIAR is 93%, SIR is 91%, IAR is 89%, SPIAR is 87% and CLWPR is 85%. When the number of vehicles increases to 120, the packet delivery ratio decreases in all methods (78% in PSIR, 71% in PIAR, 67% in SIR, 63% in IAR, 59% in SPIAR, 52% in CLWPR). However, our proposed methods still perform better. This indicates that the PSIR gives better results in packet delivery ratio in all cases, while SIR gives better results than IAR, SPIAR and CLWPR. 12 demonstrates an enhancement in the packet delivery ratio in both SIR and PSIR protocols. We detect that with vehicles at a speed of 5 m/s on the road, the packet delivery ratio of PSIR is 70%, while PIAR is 68%, SIR is 66%, IAR is 64%, SPIAR is 62% and CLWPR is 60%. When the speed of vehicles increases to 25 m/s, the packet delivery ratio decreases in all methods (61% in PSIR, 58% in PIAR, 55.8% in SIR, 53.5% in IAR, 51.2% in SPIAR, 47.6% in CLWPR). However, our proposed methods still perform better. This indicates that PSIR gives better results in almost cases, while SIR gives better results than IAR, SPIAR and CLWPR. We notice that with vehicles running at a speed of 10 m/s on the road, the end to end delay of PSIR is 170 ms, while for PIAR it is 180 ms, for SIR it is 193 ms, for IAR it is 202 ms, for SPIAR it is 221 ms and finally 219 ms for CLWPR. When the speed of vehicles increases to 30 m/s, the end to end delay increases in all methods (219 ms in PSIR, 225 ms in PIAR, 238 ms in SIR, 243 ms in IAR, 263 ms in SPIAR and 255 ms in CLWPR). However, our proposed methods still perform better. This indicates that PSIR gives better results in almost situations, while SIR gives better results than IAR, SPIAR and CLWPR.

Conclusion

Vehicle communication is considered as an important area nowadays to guarantee the safety for the drivers by providing data about state traffic and road conditions.

In this chapter, we proposed new routing protocols: SIR and PSIR, targeting to choose the best routing path from a source to a destination. Both protocols differ from the previous protocols by proposing a new metric that depends on evaluating the signal to interference at each available channel of each path's node from the source to the destination. We conducted extensive simulations, where we compared our protocols to CLWPR, IAR, SPIAR and PIAR protocols.

A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANET

The indicated results show that the improvement was achieved in our proposed protocols according to various parameters: end to end delay, packet delivery ratio, overhead and throughput.

In Chapter 5, we will aim to protect the MAC sub-layer and network layer from various fabricating attacks. We propose three anti-attack algorithms to detect malicious attacks on the source address, destination address, and SIR level. 

Conclusion

Introduction

In this chapter, we propose three novel security algorithms acting as counterattacks for layers 2 and 3. These attacks are applied to Reactive routing Protocols.

The first algorithm aims to detect the fabrication attack on the source S IP address at layer 3. In the second algorithm, the behavior point is to detect the fabrication of the destination D IP address at layer 3. Finally, the third algorithm objective is to detect the attack on the SIR field in layers 2 and 3. the vehicle chooses the maximum SIR SIR ch max value. The previously stated max SIR value is compared with the minimum SIR threshold (σ threshold). If the SIR ch max value is greater than the σ threshold, the maximum SIR is sent in the reply packet. Else, the route reply is discarded. These steps are repeated on each vehicle, where the SIR ch max value is compared with the SIR ch max value obtained from the RREP . The minimum defined between the previous two maxima is considered as the new max SIR that is sent in the new route reply. Finally, when S receives many RREP s with different SIR value, the selection criterion is for the max SIR value.

Introduction

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

We focus our work in this chapter on detecting three types of attacks that occur at the routing layer and the MAC layer in the vehicle to reduce end-to-end delays and overhead as well as to increase the packet delivery ratio.

In the first algorithm, we work to detect the fabrication of S address done by an intermediate vehicle, the packet after fabrication will be sent to its desired D but will not reach the real IP S since it has been changed by the malicious vehicle, the counter-attack depends on creating a cache at each vehicle to detect if the S IP address was changed if yes, the vehicle is considered as malicious and an urgent message will be broadcast to the neighbor vehicles in order to remove it from the routing table.

In the second algorithm, we focus on detecting the attacks launched by an intermediate vehicle on the IP D address. We implemented the counter-attack algorithm by creating list at each vehicle that contains the input IP D address and the output IP D address. Each vehicle will check its list after a time T . If the percentage of modified D addresses is greater than 10%, then the vehicle is considered as malicious.

In the third algorithm, we focus on detecting attacks on the Signal to Interference Ratio (SIR) which falls into three categories: the first one is changing the SIR itself by applying a mathematical operation on its value, in the second category, the power received is modified by sending an incorrect distance to the current vehicle from its neighbors, and in the third category, the attack is done by modifying the power transmitted by the vehicle.

We organize the rest of the chapter as follows: Section 5.2 describes the security attacks on VANETs. Section 5.3 presents a review of the related works. Section 5.4 describes our three proposed algorithms namely, the source counter attack, the destination counter-attack and the SIR counter attack. In Section 5.5, we evaluate the performance of our proposed solutions. Finally, Section 5.6 concludes this chapter.

Security Attacks

Security Attacks

The driving force behind VANETs is to provide comfort and safety to drivers and In Figure 5.1, the services and their corresponding threats and attacks are listed, which will be detailed in this section.

Availability

Availability ensures that the network and applications remain operational even in the presence of faulty or malicious conditions [START_REF] Qian | Design of secure and application-oriented vanets[END_REF] • Jamming Attack: The attacker disrupts the communications channel by using a strong signal with the equivalent frequency.

• Broadcast Tampering Attack: Inside attackers may broadcast fake warning messages, which will conceal the correct safety messages to authorized vehicles.

• Black Hole Attack: When a malicious user enters into the network and stops forwarding messages to the next vehicles by dropping all messages [START_REF] Cherkaoui | Variable control chart for detecting black hole attack in vehicular ad-hoc networks[END_REF]; [START_REF] Khatoun | A reputation system for detection of black hole attack in vehicular networking[END_REF].

• Gray Hole Attack: This attack occurs if some vehicles drop a certain percentage, for (instance 50%), of the packets and sending the rest percentage by altering the message. In this way, harduous and wrong information
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are broadcast.

• Greedy Behavior Attack: The malicious vehicles abuse the media access control (MAC) protocol by increasing its bandwidth at the cost of other vehicles [Mejri & Ben-Othman, 2014].

• Spamming Attack: The attacker injects large amount of spam messages in the VANETs system, which will occupy the bandwidth to cause collisions [START_REF] Sabahi | The security of vehicular adhoc networks[END_REF].

Confidentiality

Confidentiality guarantees that only the designated receiver can access the data while outside vehicles cannot read confidential information that pertains to each entity [Mejri et al., 2014].

• Eavesdropping Attack: Eavesdropping aims at extracting confidential information from the protected data. For example, stealing identity information or tracking the target vehicle through collecting location data [START_REF] Lu | Pseudonym changing at social spots: An effective strategy for location privacy in vanets[END_REF].

• Traffic Analysis Attack: The attacker listens to the message transmission and then analyzes its frequency and duration to gather confidential information [START_REF] Sheikh | A comprehensive survey on vanet security services in traffic management system[END_REF].

Authenticity

Authentication is a mechanism to protect the VANETs against malicious entities, and is considered to be the first line of defense against various attacks in VANETs.

• Sybil Attack: A Sybil vehicle can forge many fake identities to disrupt the normal operations of VANETs. It falsely informs other vehicles that there is a traffic jam and enforces them to change their routes and leave the road clear [START_REF] Valarmathi | Robust sybil attack detection mechanism for social networks-a survey[END_REF] and [START_REF] Gu | Vehicle driving pattern based sybil attack detection[END_REF].

Security Attacks

• Tunneling Attack: A tunneling attack is similar to the wormhole attack • Free-Riding Attack: In cooperative authentication scheme, selfish vehicles may take advantages of others' authentication contributions without making their own. Such selfish behavior is called free-riding attack, it will bring serious threats to cooperative message authentication.

• Masquerading Attack: The masquerading attacker can use the stolen passwords to access VANETs as a valid user in order to broadcast false messages [Al-Kahtani, 2012].

Integrity

Integrity ensures that the content of a message is not modified during transmission, which protects against the unauthorized creation, destruction or modification of data.

• Fabrication Attack: An attacker can make this attack by sending wrong information into the system such as changing the D address, the S address and the hop count. The information could be wrong or the transmitter could assert that it is another person. This attack incorporates delete messages, warnings, declarations and personalities.

• Replay Attack: The attackers may continuously re-inject previously received beacons and messages back on to the network, which will confuse the traffic authorities when identifying vehicles in emergency incidents [START_REF] Abassi | Vanet security and forensics: Challenges and opportunities[END_REF]. 
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Non-Repudiation

Non-repudiation ensures that the sender and the receiver of messages cannot deny their transmission and reception in case of dispute [START_REF] Malik | An overview of security challenges in vehicular ad-hoc networks[END_REF].

• Repudiation Attack: The attacker may deny the fact of sending or receiving critical messages in case of dispute.

Related Work and Main Contribution

In this section, we present a review of some of the most recent solutions aimed at detecting several types of attacks on vehicular networks.

Related Work and Main Contribution

Related Works

Highly significant researches on the routing issues and their security for vehicular networks were proposed in the literature. Hereafter, we present some of these works.

[ [START_REF] Chhoeun | A novel message fabrication detection for beaconless routing in vanets[END_REF] proposed a novel scheme called MEssage FAbrication Detection (MEFAD). This scheme is designed to recognize vehicles which generate false information in VANETs. This technique is employed in the context of beaconless-based routing so-called Contention-Based Routing (CBR). The goal of this approach is to prevent malicious vehicles or trusted vehicles from intercepting transmitted packets. This is achieved by allowing moving vehicles to collaborate with each other in order to select a trustworthy vehicle to forward the packets to a destination D. [ [START_REF] Bibliography Punal | Experimental characterization and modeling of rf jamming attacks on vanets[END_REF] evaluated the performance of 802.11p-based vehicular communications in the presence of Radio Frequency (RF) jamming attacks. Specifically, they characterized the transmission success rate of a car-to-car link subject to constant, periodic, and reactive RF jamming. Furthermore, they observed that
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constant, periodic, but also reactive jamming can hinder communications over large propagation areas, which would threaten road safety.

[ [START_REF] Lyamin | Ai-based malicious network traffic detection in vanets[END_REF] proposed a hybrid jamming detector that combines statistical network traffic analysis with data mining methods. This combination achieves acceptable performance even when random jitter accompanies the generation of CAMs, which increases the complexity of the analysis of the reasons for their packet loss in VANETs. [ [START_REF] So | Integrating plausibility checks and machine learning for misbehavior detection in vanet[END_REF] proposed a framework that uses plausibility checks as a feature vector for machine learning models that was applied to detect and classify misbehavior. Using K-Nearest Neighbors (KNN) and Support Vector Machine (SVM), the results show an improvement in the overall detection precision of the plausibility checks used in the feature vectors by over 20%, while maintaining a recall within 5%. Classifying the misbehavior types will allow more accurate and specific action steps to counteract the attacks, hence improving the ability to recover safety and security in the system. [START_REF] Gao | A distributed network intrusion detection system for distributed denial of service attacks in vehicular ad hoc network[END_REF] proposed a network intrusion detection system based on big data technology. The proposed detection system consists of two main components: a real-time network traffic collection module and a network traffic detection module. In the network collection module, a micro-batch data processing model is used to improve the real-time performance of traffic feature collection. In the traffic detection module, a classification algorithm based on Random Forest (RF) is adopted. The experimental results showed that the proposed detection algorithm reached an accuracy rate between 98.75% and 99.95%. [START_REF] Syed | Merged technique to prevent sybil attacks in vanets[END_REF] proposed a security mechanism consisting of two phases to give a reliable solution in identifying and blocking the Sybil attack vehicles, in order to secure the information, providing safety and trusting in the application.

In the first phase, Public Key Infrastructure (PKI) was taken and in the second phase, a hash function was considered. Simulation results were achieved by increasing the normalized throughput packet delivery ratio and decreasing the end to end delay. [START_REF] Hamdan | Hybrid algorithm to detect the sybil attacks in vanet[END_REF]] proposed a hybrid system that inherits the advantage of footprint and Privacy-Preserving Detection of Abuses of Pseudonyms (P2DAP)

Proposed Work

• Calculating the SIR level at each available channel in order to select the best path between S and D.

• Select the maximum SIR value at each vehicle and send it with the RREP packet.

• Send periodic message containing the property values such as velocity, acceleration, location, etc.

• Checking the distance with the communication range, and accordingly identifying the sender vehicle as malicious or not.

• Using a variable cache to store the SIR value.

Proposed Work

In this section, we aim to protect our network from multiple attacks. These attacks target the key network security assets, including confidentiality, authentication, integrity and non-repudiation. In that context, we present three algorithms to protect both the MAC and the network layer against malicious behaviors. We describe the main ideas of these algorithms below:

• Detect the modification of the S address done by an intermediate vehicle.

• Detect the modification of the D address done by an intermediate vehicle.

• Detect the alteration attack on the signal to interference ratio (SIR) by changing the SIR level.

The symbols used in our proposed algorithms are described in Table 5.1.

Fabrication Attack-1

This algorithm detects the fabrication attack, which can be realized by an intermediate vehicle on the S address field. This type of attack will affect the entire network and cause a lot of damage. The main idea of the algorithm is listed below. 
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Proposed Work

• The RREQ packet which contains the S and the D addresses, the SIR level and the hop count.

• The M V selects randomly from the R T a S address, that is different from the input S address and the current vehicle address.

• Each vehicle creates a cache filled with the input S address and the output S address.

• Each vehicle compares the input S address and the output S address, thus defining the vehicle as M V or not.

• Broadcast an Urgent Message U M .

• Remove the M V from the R T .

• Update the R T at each vehicle.

Source Fabrication Attack

In this subsection, we introduce a new source attack algorithm that fabricates the S address of the input RREQ at the intermediate vehicle. Our proposed algorithm starts by broadcasting an RREQ packet from S to D to find the different possible paths. Then, the D vehicle sends, in the reverse path, a route reply packet.

In the source attack algorithm (Algorithm 3), when an intermediate vehicle receives a packet. Then, the algorithm checks the type of the input packet, if it is not an RREQ packet, the process will ends here, otherwise the M V selects a distinct random S address. Following the context before, it checks the input S address and the random S address at the vehicle and save them in the cache as key and value, if they are different, the vehicle switches between the S of the RREQ packet with the selected random S address. After that, the M V forwards the RREQ packet to the D address. The source attack process has a great bad impact in the network, it increases the congestion by sending unneeded packets.

Besides, it decreases the packet delivery ratio because of replying the packets to the fabricated S. • Check if the percentage of the changed D addresses is greater than 10%, then the vehicle is considered as a M V .

• Update the R T at each vehicle.

Destination Fabrication Attack

In this work, we consider a reactive routing protocol which relies on the route discovery process by flooding a specific request packet (i.e., RREQ packet) to neighbors in order to find a route from S to D. This packet contains the S address, the D address, the SIR level, and the hop count. When the packet reaches D, the latter sends an RREP packet that contains the optimal path between S and D. However, an M V can easily launch a fabrication attack by modifying the RREQ packet and then sends it to the neighboring vehicle. As a result, the D vehicle will send in the reverse path a route reply packet containing false information.

As shown in Figure 5.4, vehicle A needs to send packets to vehicle H. To do this, vehicle A needs to discover the route to reach the vehicle H. Upon that, vehicle
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A sends an RREQ packet to its neighbors. In this case, vehicle B will receive an RREQ packet from vehicle A. Vehicle B broadcasts the RREQ packet to all its neighbors having H as a D address. All the vehicles in the network will broadcast the RREQ packet to their neighbors in order to reach the destination H.

As shown in Figure 5.5, vehicle A needs to send packets to vehicle H. To do this, vehicle A needs to discover the route to reach the vehicle H. Upon that, vehicle A sends an RREQ packet to its neighbors. In this case, vehicle B will receive an RREQ packet from vehicle A. vehicle B broadcasts the RREQ packet to all its neighbors having H as a D address. All the vehicles in the network will broadcast the RREQ packet to their neighbors, while the attacking vehicles (C, D) also broadcast the RREQ packet, but with G as a false D address. This fabrication will cause multiple RREP packets to arrive to the S vehicle A from vehicles G and H. In this case, vehicle A will send the data packets to G and H. Therefore, the impact of the fabrication process starts here. This process severely affects the network, and increases the congestion by sending unneeded packets. Besides, this process also increases the end-to-end delay. shows, and if so, a count variable is incremented. Else, nothing happens and the loop continues. Each vehicle calculates the ratio R dif f of different entries in the list by multiplying the N dif f by 100 and then divide the result by the list Size as depicted in Equation (5.2). If the variable count is less than the threshold, then this vehicle is not M V . However, if the count variable is greater than or equal to the threshold, the vehicle is classified as M V as shown in Equation (5.3). After that, an urgent packet is broadcasted to the other vehicles notifying them that this vehicle is M V . The M V will also be removed from the vehicles' R T .

In Equation (5.1), N dif f shows the number of different entries in the list where the input addresses are compared to the output addresses,

N dif f = list Size i=0 (list[i][0] ̸ = list[i][1]) (5.1) 
where list Size is the size of the list, list[i][0] represents the input D address and

list[i][1] represents the output D address. Equation (5.2) indicates the ratio R dif f of different entries in the list, R dif f = N dif f * 100 list Size (5.2) 
Equation (5.3) shows the formula for identifying M V ,

V State = Decision M V , if >=T hreshold not M V , if <Threshold (5.3) 
where T hreshold is equal to 10%. In fact, in our work, we have studied only the two T hresholds of 10% and 15% of fabricated messages. However, we are aware

Proposed Work

Algorithm 6: (pseudo code) Destination Fabrication Counter-Attack Algorithm.

Result: Detect the M V .

N dif f = 0; for i = 1; i <= list Size; i + + do if list[i][0]! = list[i][1] then N dif f + +; end end R dif f = (N dif f * 100)/list Size; if R dif f >= 10% then
Identify the vehicle as M V .

Send a U M to the receiving neighbor; Remove U M from R T ; end Clean list; and the hop count.

• The periodic message which contains the property values such as velocity, acceleration, location etc.

• The σ threshold which is the minimum accepted value of SIR.

• The use of cache to check the transmitted power.

• Check the Euclidean distance Ec d with the Communication range and accordingly we identify the sending vehicle as M V or not.

• Calculate the P rec .

• Calculate the SIR chj c level.

• Each vehicle select a maximum SIR value and send it in the RREP packet.
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SIR Attack

The SIR protocol begins by flooding a route request message from the source to detect several possible paths to the destination. After that, the destination vehicle sends in the reverse path a route reply (RREP ) packet As shown in ). The previously stated value, the SIR ch max will be compared with the σ threshold. In case of SIR ch max values is greater than the min SIR threshold (we assume that σ threshold=10). Therefore, the SIR ch max is sent in the reply message (vehicles C and H), elsewhere, the route reply will be discarded (vehicle F). This method will be repeated respectively on each vehicle, where the SIR ch max value will be compared with the SIR ch max value obtained from the RREP . The minimum defined between the previous two maximums will be considered as the new max SIR that will be sent in the new route reply (vehicle B will select [START_REF] Zhou | Evolutionary v2x technologies toward the internet of vehicles: Challenges and opportunities[END_REF] and vehicle G will select (18)). Finally, the source (S) will receive two RREP , the first with MIN SIR [START_REF] Ac Parameters | A.2 Parameter Ranges[END_REF] = 16 while the second with MIN SIR [3] = 18. From the proposed algorithm in chapter 4 (SIR), we prefer that the best route is P S,D 3 , because it is the path with the maximum SIR value. As a special case, when the source receives many RREP s with equal SIR values, the selection criterion is gone to the shortest path.

In the SIR attack, we calculate the SIR value on the available channels. Then, we select the maximum SIR and send it through a Route Reply packet. During the attack scenario on SIR, three types of information are considered namely, P trans , P rec and SIR chj c . P trans is the transmitted power which is normally constant for all the vehicles and it does not require calculation. However, an M V modifies P trans by applying a mathematical operation on it, which will lead to a different value for P trans . This modification is considered to be a part of fabrication but it also has a strong-jamming impact because the increase or decrease in the transmitted power prevents the other vehicles from receiving the signal. In contrast, P rec is the received power from neighbor vehicles at a specific channel.

Proposed Work

During the attack scenario and while receiving a periodic message carrying the position (x,y) of the neighbor vehicle, the received values of x and y are modified by the M V which will cause the value of P rec to change. SIR is the signal to interference ratio and is calculated by dividing P trans over the sum of P rec among the surrounding vehicles. After calculating the SIR, the M V changed the SIR. on the available channels (CH). Later, each vehicle will choose the SIR ch max . The previously stated value, the SIR ch max will be compared with the σ threshold.

In case of SIR ch max value is greater σ threshold. The SIR ch max is sent in the reply (SIR), we prefer that the best route is P S,D 2 , because it is the path with the maximum SIR value. This process severely affects the network very badly by increasing the level of interference between vehicles that results from incorrect maximization of the overall SIR between source and destination to determine the 5.5 Performance evaluation optimal path.
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SIR Counter Attack

In this subsection, we describe the SIR counter-attack scheme (Algorithm 7).

Each vehicle contains cache variables to store temporary the calculated value of SIR on each channel, and checked before sending the RREP packet. If the calculated value of SIR is not equal to the received one, then the vehicle is classified as M V and an U V is sent to inform the other vehicles that this vehicle is M V and then the vehicle is removed from the R T . As for P trans , Each vehicle uses one variable to store its initial value. In each vehicle, before calculating the SIR, the field P trans (P trans is the normally constant value for all vehicles and we assume that is equal to 10) must be checked. If P trans is not equal to the stored P trans value in the variable, then this vehicle is classified as M V . The same steps are followed and an U V is sent to inform the other vehicles that this vehicle is M V and then the vehicle is removed from the R T . Concerning the P rec , the element to be modified is the distance between the sending vehicle and the receiving one. The counter-attack process proceeds as follows. In the first step, each vehicle calculates the Euclidean distance Ec d between the S and D.

If the communication range is less than the Euclidean distance, then classify the vehicle as M V due to the position adjustment (x,y). An U V is then sent and the vehicle is removed from the R T . As a second step, calculate P rec and the Ec d , if P rec is less than 5 and the Ec d is very small, the vehicle is classified as M V due to the position adjustment (x,y). An U V is then sent and the others vehicles is removed from the R T . Else, if P rec is greater than 5, and the Ec d is large, the neighboring vehicle is classified as M V due to the position adjustment (x,y).

Performance evaluation

In this section, we present the results of extensive simulations performed to evaluate the efficacy of the three proposed algorithms. In the first type of attack, the M V behavior focuses on changing the S of a packet, the counter-attack process 5.5 Performance evaluation is achieved thanks to the use of a cache variable that compares the input and the output values to prevent modification. In the second type of attack, the M V behavior focuses on changing the D of a packet. The counter-attack uses a function that compares the list input and output values after time t. The third attack considers changing the SIR value. The counter-attack algorithm is based on: i) checking the distance between S and D, and ii) using a cache variable to store the SIR value and preventing it from being changed. We demonstrate the performance of the three proposed algorithms by using SUMO simulator and Network Simulator [START_REF] Krajzewicz | Recent development and applications of sumo-simulation of urban mobility[END_REF]; [START_REF] Bedogni | The bologna ringway dataset: Improving road network conversion in sumo and validating urban mobility via navigation services[END_REF]; [START_REF] Samatha | Design and simulation of vehicular adhoc network using sumo and ns2[END_REF];

[Di Felice et al., 2012].
We analyzed the performance of the three algorithms using several performance metrics such as packet delivery ratio, overhead, and End to End (E2E) delay. To analyze the performance, different trials of simulations were run. Regarding the number of vehicles, the percentage of M V and the speed of vehicles.

• Packet delivery ratio: It is the ratio of the number of packets received at D to the number of packets sent from S.

• Overhead: It is the ratio between the additional routing packets and the received data packets at target vehicles. The lower overhead indicates the better performance of the network.

• End to End delay (E2E): It refers to the time taken for a packet to be transmitted across a network from S to D.

Simulation Parameters

To verify the reproducibility of the obtained results, we repeated the simulations test for 5 times and calculated the average (mean) of the parameters mentioned earlier. Table 5.2 shows the parameters used in the simulation tests.

Simulation Results

This subsection presents and discusses the obtained results. All the plotted graphs show the parameters upon repeating the simulations up to 5 times. The points Figure 5.8(a) shows the variation of the PDR in both attack and counter-attack algorithms with respect to the percentage of M V s. We observe that the PDR in the counter-attack scenario is greater than that in the attack scenario. As the number of M V increases to 30%, the PDR decreases in both algorithms, while the counter-attack performs better. This dominance is due to the impact

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

Performance evaluation

of the counter-attack algorithm, since the M V s were captured by the algorithm.

Besides, the PDR increases by decreasing malicious behavior. Therefore, more packets will be delivered from a S to a D. shows the variation of the overhead with respect to the percentage of M V s. We observe that the overhead in the counter-attack scenario is less than that in the attack scenario in all cases. This decrease is due to the impact of the counter-attack algorithm. In the attack scenario, when the percentage of M V increases, the number of false messages increases, because the routing process is applied to the same message on both the main S and the fabricated one.

This creates a large number of non-useful data and routing packets. Besides, the overhead decreases by the decreasing of malicious behavior.

Figure 5.8(c) shows the variation of E2E delay with respect to the percentage of M V s. We observe that when the percentage of M V increases, the E2E delay increases in both algorithms. Besides, the E2E in the counter-attack scenario is less than that in the attack scenario. This decrease is a positive indicator for the counter-attack algorithm. In the attack scenario, the message delay from S to D increases, because of the huge number of messages in the traffic of the network.

Besides, the E2E delay decreases when the malicious behavior decreases.

Figure 5.9 shows the effect of increasing the number of vehicles on the source attack and on the source counter-attack approaches based on PDR, overhead and E2E.

Figure 5.9(a) shows the variation of PDR at 80, 100 and 120 vehicles. In the source counter-attack scenario, the PDR is greater than that in the attack scenario. As the number of vehicles increases from 80 to 120, the PDR is decreased in both the attack and the counter-attack scenarios. This is due to the large number of messages that are exchanged when the number of vehicles is increased.

It is also caused by the deception of the M V which yields a very low value of PDR. As a result, this increases the number of messages in the source attack scenario will have a negative impact on the PDR. Moreover, the attack scenario will broadcast new messages in the network, which will have a very bad effect.

Figure 5.9(b) shows the variation of overhead with 80, 100 and 120 vehicles. We observe that the overhead in the source counter-attack scenario, is less than that in the source attack scenario. This decrease is due to the impact of the counterattack algorithm. In the attack scenario, the number of messages is increased because the routing process is applied to the same message on both the main source and the fabricated one. This creates a large number of non-useful data and routing packets (due to the large number of messages that are exchanged when the number of vehicles is increased). Besides, the overhead decreases by the decreasing of malicious behavior. Therefore, no more non-useful packets will be sent across the network. Figure 5.9(c) shows the variation of E2E delay at 80, 100 and 120 vehicles. We observe that the E2E delay in the counter-attack scenario is less than that in the attack scenario. This is due to the impact of the counter-attack algorithm. In the attack scenario, the message delay from S to D is increased because of the huge traffic in the network. Besides, E2E delay decreases by the decreasing of malicious behavior. that the overhead in the counter-attack scenario is less than that in the attack scenario in all cases. This decrease is due to the impact of the counter-attack algorithm. In the attack scenario, the number of messages is increased because the routing process is applied to the same message on both the main source and the fabricated one. Besides, the overhead decreases by the decreasing of malicious behavior. and 30%, the PDR of the destination counter-attack scenario is greater than that in the destination attack scenario. This dominance is due to the impact of the counter-attack algorithm, since the M V s were captured by the algorithm and of the behavior of the network is back into normality. Besides, the PDR decreases by the increasing malicious behaviour that will affect the entire network and cause a lot of damage. This is normal because as the number of M V s increases, the number of unneeded packets in the traffic increases.
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Figure 5.11(b) shows the variation of the overhead in the attack and the counterattack algorithms. We observe that when the percentage of M V s is 10%, 20% and 30%, the overhead of the destination counter-attack scenario is less than that in the destination attack scenario. In the attack scenario, the number of messages is increased because the routing process is applied to the same message on both the main D and the fabricated one. Moreover, the overhead decreases by the decreasing of malicious behavior. Therefore, no more non-useful packets will be sent across the network. Figure 5.12(a) shows the variation of PDR at 80, 100 and 120 vehicles. In the destination counter-attack scenario, the PDR is greater than that in the attack scenario. This is due to the large number of messages that are exchanged when the number of vehicles are increased which is also rived by the deception by the M V which will create a very low value of PDR, this increase in the number of messages in the attack scenario has a very bad impact on PDR. As the number of vehicles increases from 80 to 120, the PDR is decreased in both the attack and counter-attack scenarios.

Figure 5.12(b) shows the variation of overhead when the number of vehicles is 80, 100, and 120. When the number of vehicles is 80, 100 and 120, the overhead in the destination anti-attack scenario is lower than that in the destination attack scenario. This decrease is due to the impact of the counter-attack algorithm. In the attack scenario, the number of messages increases because the routing process is applied on the same message on both the main D and the fake D and because of the large number of messages that are exchanged when the number of vehicles increases. scenario is less than that in attack scenario. This decrease is due to the impact of the counter-attack algorithm. In the attack scenario, the number of messages is increased because routing process is applied on the same message on both the main source and the fabricated one. This creates a large number of non-useful Figure 5.14 illustrates the effect of increasing the percentage of M V s on both SIR attack and SIR counter-attack approaches based on PDR, overhead and E2E delay. Figure 5.14(a) shows the variation of the PDR in the SIR attack and the SIR counter-attack scenarios. In attack scenario, PDR decreases and is affected by three parameters P trans , P rec and SIR. When changing P rec or SIR, the vehicle is removed from best path which will reduce the number of messages exchanged between this vehicle and the others, with respect to changing P trans , it cuts off the communication between the M V and all the other vehicles, thus greatly reducing messages exchange. In the counter-attack scenario, the algorithm searches for the M V s and removes them from R T and network. When the percentage of M V s is ranging from 10%, 20% and 30%, the PDR in the counter-attack scenario is greater than that in the attack scenario. This dominance is due to the effect of the counter-attack algorithm, and since the vehicles are captured as

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

malicious by the algorithm. besides increasing the PDR by reducing malicious behavior, it will leads more packets that will be delivered to the S and D. In the attack scenario, as explained above SIR and P rec when changed will result in confusion of best routing. In the counter-attack scenario, the algorithm detects whether the current vehicle is malicious or if the neighboring vehicle is malicious. When the percentage of M V s is 10%, 20% and 30%, the overhead in the counter-attack scenario is less than that in attack scenario, this decrease is a positive indicator and is due to the impact of the counter-attack algorithm. In the attack scenario, the number of messages are increased because routing process is applied on the M V as well as its neighbors. In this case, if the number of its neighbors is M then the number of flooded messages to the network is (M ) * (K -1) which generates a lot of traffic in the network.

Figure 5.14(c) shows the variation of E2E delay in SIR attack and SIR counterattack scenarios. In the attack scenario as explained above SIR and P rec when changed will result in confusion of best routing, thus the time for message from S to D is increased since best route is modified. In the counter-attack scenario, the algorithm detects the M V and remove it from the network which will leads to the reservation of best routes in the network, this reservation will re-decrease the E2E delay to its suitable value. For the variation of percentage of M V s at 10, 20 and 30, When the percentage of M V s is 10%, 20% and 30%, E2E delay in the counter-attack scenario is less than that in attack scenario. In the attack scenario the message delay from S to D increased because of huge traffic in the network. Figure 5.15 illustrates the effect of increasing the number of vehicles on the SIR attack and SIR counter-attack approaches based on PDR, overhead, and E2E.

shows the variation of P DR for the attack and counter-attack scenarios. For the attack scenario, P DR decreases and it is affected by three parameters P trans , P rec , and SIR. After changing P rec or SIR, the vehicle is removed from the best route and consequently, the number of exchanged messages between this vehicle and others is null, while the changing of P trans This reservation will decrease the E2E delay further to its suitable value. When the speed of vehicles is 10, 20 and 30, the overhead in the counter-attack scenario is less than that in attack scenario, this decrease is a positive indicator and is due to the impact of the counter-attack algorithm. Besides, overhead decreases by the decreasing of malicious behavior and therefore no more non-useful packets will be sent across the network. When the speed of vehicles is 10, 20 and 30 E2E delay in the counter-attack scenario is less than that in attack scenario. In the attack scenario, the message delay from S to D increased. Besides E2E delay decreases by the decreasing of malicious behavior and therefore packets will be delivered from S to D on the expected time.

Conclusion

Analysis of Results

We presented three counter-attack algorithms. The first algorithm detects the modification at the S address, while the second algorithm discovers the modification at the D address. Finally, the third algorithm is based on SIR detection.

The destination counter attack yields better results in terms of PDR, overhead, and E2E than the other algorithms. The destination counter-attack dominates the source counter attack, since the first algorithm detects the attack in a precised accurately using the list, while the second algorithm uses a cache technique to detects the M V . On the other hand, both algorithms S and D in comparison with SIR, form a dominance which is based on the fact that the detection occurred at the M V , which floods an urgent warning message to the network and consequently the number of flooded messages to the network is k-1. While in the SIR attack, the detection occurs on the M V as well as on its neighbors. In this case, if the number of its neighbors is M then the number of flooded messages to the network is (M ) * (K -1) which generates a lot of traffic in the network.

Conclusion

Vehicular communications have become an active area of research and standardization but this type of network faces several challenges. The most important challenge is the security of the network. In this chapter, we proposed three counter-attack algorithms.

In the first one, the aim was to detect any modification to the source address done by an M V . This malicious behaviour was detected by using a cache variable mechanism on each vehicle, that contains the input and the output source addresses. If it is not equal, then the vehicle is considered as malicious and an U V is sent all over the network to inform them about the identity of the M V .

In the second one, the goal was to detect any modification to the D address of a packet by a M V . This malicious behavior was detected by using a list on
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each vehicle, that records input and output D addresses and checks for differences if it is greater than 10%. In these simulations we fixed the value of the threshold of fabricated messages to 10 % and 15%. However, this threshold value should be chosen in relation to the True Positives (TP) and False Positives (FP).

Consequently, multiple Receiver Operating Characteristic (ROC) curves showing the detection performance as a function of each threshold value must be done in order to choose the better value for this threshold. We then choose the threshold giving a high True Positive Rate (TPR) and low False Positive Rate (FPR) This is planned to be done in the very near future.

In the third one, the aim was to detect the modification of SIR at each vehicle that involves changing the SIR value, the transmitted power, or the distance between S and D.

The obtained simulation results have demonstrated an improvement in terms of end to end delay, packet delivery ratio, and overhead. For future work, we plan to explore a predictive algorithm that classifies and detects the M V in the first period of the attack. This thesis addressed the problem of delaying and dropping packets in vehicular environments, as well as protecting the vehicular infrastructure. First, a novel method was proposed to avoid congestion and adapt the rate of safety message according to the buffer state. Then this method was extended using a neural network, allowing us to minimize the delay according to several input parameters.

Next, two routing protocols were proposed to select the optimal path between source and destination according to SIR level. Finally, three anti-attack algorithms were introduced to protect our proposed protocols from various attacks. In this chapter, a summary of contributions is provided, along with some future research perspectives.

6. CONCLUSION

Summary of Contributions

The presented work in this thesis tackled the drop and the delay of packets in vehicular ad-hoc networks, and carried several contributions to the domain, summarized in the following.

First, there are many issues that prevent safety messages from being delivered to the receiver in real time such as congestion and collision. In order to overcome these problems, we proposed in chapter 3 two novel methods. In the first method, we aimed to avoid the congestion in CCH caused by the broadcast of periodic message. Therefore, we adapted the back off parameters CW and AIFS according to the buffer state. In the second method, our work was aimed at reducing the real-time data exchange delay caused by a collision in the transmission state. For this reason, we predicted CW according to several criteria such as message priority, road sensitivity, buffer state, and vehicle type. The simulation results demonstrated that the proposed solution shows good performance compared to the IEEE 802.11p in terms of packet delivery, throughput, and end to end delay.

Second, to overcome the problem of interference between each pair of nodes, two routing protocol that depends on the SIR were proposed in chapter 4. Both protocols were created to maximize the overall SIR between source and destination in order to select the optimal path. They differ from each other in that the first evaluates the SIR level, while in the second, we used a Markov chain model to predict the SIR level. The results showed that these proposed protocols perform better compared to the CLWPR, IAR, SPIAR and PIAR protocols, in terms of overhead, packet delivery ratio, throughput, and end-to-end delay.

Finally, in order to protect these protocols from various attacks, we proposed three anti-attack algorithms in Chapter 5. A novel technique was presented to detect malicious node that worked on fabricate the content of the message. In the first anti-attack algorithm, a key-value variable was created to detect the fabrication of the source address at the intermediate node. In the second antiattack algorithm, a buffer was created and checked at each period time to detect the malicious node occurring at the destination field. The third algorithm was 6.2 Perspectives used to detect three types of attacks on three different parameters: (1) SIR, (2) transmitted energy and (3) received energy. This algorithm differs from other algorithms by detecting whether the node itself or the neighbor is malicious.

The results indicated efficient attack detection in our three proposed algorithms.

Moreover, the destination anti-attack algorithm proved to be more accurate than the other algorithms according to the results obtained regarding packet delivery ratio, overhead and end to end delay.

Perspectives

In this thesis, several solutions were provided for improving the packet delivery ratio and the end to end delay in vehicular networks. As part of future research, we would like to investigate the following aspects concerning improvements of our proposed methods.

• Exploring the machine learning algorithms We plan to explore enhanced machine learning methods to deal with the scalability problem of urgent safety messages delivery in vehicular environment.

• Deep Learning Algorithm We plan to use in our future work the deep learning method, which is more advanced than classical machine learning methods. In deep learning, we can extend the Data collection for the deep analysis of data. Extending the unstructured data used in city traffic can bring out better performance of the mobility model in urban traffic scenarios. • CW thr min : est la taille minimale de la fenêtre de contention de l'AC.

• CW thr max : est la taille maximale de la fenêtre de contention de la AC.

• AIF S thr : est l'espace inter-trame arbitraire. Les états de notre chaîne de Markov sont les suivants:

• État (0) : SIR <= T h !min , fixé à T = 1 période.

• État (1): T h min < SIR <= 2 * T h min , set T = 2 * période.

• État (2) : 2 * T h !min < SIR <= 3 * T h min , définir T = 3 * période.

• Alors que dans l'attaque SIR, la détection se produit sur le véhicule malveillant et aussi sur ses voisins. Dans ce cas, si le nombre de ses voisins est de M , le nombre de messages envoyés au réseau sera de (M ) * (K -1), ce qui générera un trafic énorme dans le réseau. 

A.6 General Conclusion

  attack algorithms: (a) PDR (b) Overhead (c) E2E delay . . . . . 5.9 Effect of number of vehicles on source attack and source counterattack: (a) PDR (b) Overhead (c) E2E delay . . . . . . . . . . . . 5.10 Effect of speed of vehicles on source attack and on source counterattack: (a) PDR (b) Overhead (c) E2E delay . . . . . . . . . . . . 5.11 Effect of percentage of M V on both destination attack and destination counter-attack: (a) PDR (b) Overhead (c) E2E delay . . 5.12 Effect of number of vehicles on destination attack and destination counter-attack: (a) PDR (b) Overhead (c) E2E delay . . . . . . . 5.13 Effect of speed of vehicles on destination attack and destination counter-attack: (a) PDR (b) Overhead (c) E2E delay . . . . . . . 5.14 Effect of percentage of M V on SIR attack and SIR counter-attack: (a) PDR (b) overhead (c) E2E delay . . . . . . . . . . . . . . . . 5.15 Effect of number of vehicles on SIR attack and SIR counter-attack: (a) PDR (b) Overhead (c) E2E delay . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1.2 Organization of the manuscript . . . . . . . . . . . . . 1.3 Publications . . . . . . . . . . . . . . . . . . . . . . . . . 1. GENERAL INTRODUCTION 1.1 Introduction The huge increase in road traffic accidents in worldwide cities has motivated the development of Intelligent Transportation Systems (ITS) and Cooperative Intelligent Transportation Systems (C-ITS) to enhance roads safety by exchanging emergency alerts and traffic information. A network of vehicles is created through vehicles that are equipped with wireless devices called On Board Unit (OBU) [Jat et al., 2019]; [Guerrero-Ibanez et al., 2015]. In C-ITS communications can either be Vehicle-to-Vehicle (V2V) or Vehicle-to-Infrastructure (V2I). Recently, the C-ITS has attracted a lot of attention of the research community and automobile industries due to their promising applications especially in safety and comfort of driving [Hamdi et al., 2020]. In this context, the strategy of the European Commission aims to create the conditions (projects, funding, committees and initiatives) for a massive deployment of C-ITS infrastructures and services from 2019. Japan is the most advanced country in the deployment of C-ITS. A lot of Japanese projects use V2I services based on DSRC technology operating in the 5.8 GHz band. However, this system does not offer V2V services. In China, an open road test of LTE-V2X was conducted in September 2018 by Ford in Wuxi. Since October 2018, the 5905-5925 MHz band has been reserved for LTE-V2X technology. In the United States, the 5850-5925 GHz band is reserved for DSRC. LTE-V2X can have experimental access in well-defined geographical areas. In Europe, the C-Roads Platform brings together 16 European countries deploying cooperative ITS. In Germany, Volkswagen announced a massive ITS-G5 deployment in 2019 while BMW is actively working on LTE-V2X. All these activities show the importance of the promising services of C-ITS [Chen et al., 2020]; [Zhou et al., 2020]. IEEE 802.11p is an approved amendment to the IEEE 802.11 standard adapted to a vehicular communication system. It identifies the improvements to 802.11 that are required to support Intelligent Transport Systems (ITS) applications. The Medium Access Control (MAC) protocol in IEEE 802.11p uses the Enhanced Distributed Channel Access (EDCA) scheme to support different levels of Quality of Service (QoS)
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 2 A Radial Basis Function Neural Network (RBFNN)-based method to resolve the delay of exchanging safety message at control channel. Contribution 3: Two Signal to Interference Ratio (SIR)-based routing algorithms to reduce the interference. Contribution 4: New algorithms to detect the fabrication attacks.
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 2 Vanet Components 2.2 Vanet Components VANETs consist of two major components: OBU and RSU. OBU of each vehicle is connected with a sensor network to exchange velocity, steering information, etc. and can communicate with other vehicles' OBUs and nearby RSUs [Al-Sultan et al., 2014]. All RSUs along the road are interconnected with each other. • On board Unit (OBU): An OBU is equipped in every vehicle as a transceiver to communicate with other vehicles' OBUs and RSUs. An OBU consists of a resource command processor (RCP), storage, network device, and sensors. Sensors such as Global Positioning System (GPS) collect information to send to the OBU. Then the OBU monitors and gathers the information to form messages, which are sent to neighboring vehicles and RSUs through wireless medium [Yang et al., 2014]. • Roadside Unit (RSU): The RSUs are generally stationary devices deployed along the road or at dedicated locations such as at intersections or parking lots [Al-Sultan et al., 2014]. The RSUs have network devices for dedicated short range communication (DSRC) as well as communication with the infrastructural network. The main functions of RSUs include: (i) Extending the communication range of VANETs by relaying the messages to other OBUs and RSUs. (ii) Running safety applications such as traffic condition reporting or accident warning. (iii) Providing Internet connectivity to OBUs.
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 21 Figure 2.1: VANET Communication.
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 22 Figure 2.2: Control and Service Channels.
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 223 Figure 2.3 shows the DSRC protocol architecture, layer one and part of layer two use the IEEE 802.11p as the basic radio standard for DSRC. Moreover, a sublayer at layer two is specified in IEEE 1609.4 and dedicated to controlling the upper multi-channel operation control and Service channels. As the remaining part of OSI layer two, the logical link control (LLC) layer follows the IEEE 802.2 standard, sits right on top of IEEE 1609.4. In particular, at the level of the OSI layers three (Network) and four (Transport), IEEE 1609.3 for network service
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 24 Figure 2.4: VANET Applications.
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 2525 Figure 2.5: Safety.

RBFNN networks have been

  successfully implemented to solve some of the various challenging problems, especially in learning nonlinear multidimensional functions, by training them in a supervised manner using an extremely popular algorithm known as the gradient descent algorithm [Pazouki et al., 2015]; [Filippov et al., 2019]. The activation function of the hidden layer is called the symmetric Gaussian function as shown in Equation (3.2); the kth 1 ≤ k ≤ q output of the RBFNN is represented in Equation (3.3):
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 331 Figure 3.1: Multi-Layer Perceptron Neural Network.
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 32 Figure 3.2: Radial Basis Function Neural Network.
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 003153 ≤ c ≤ R. P (c, k|c -1, 0) = P Col W thr c (3.13) Equation (3.14) indicates that when the back-off counter k = 0 and the channel is sensed busy, the back-off procedure is invoked while keeping the same value of c. For 0 ≤ k ≤ W thr c and 0 ≤ c ≤ R. P (c, k|c, 15) shows that when the packet is successfully transmitted and the back-off procedure is invoked with a back-off stage c = 0. For 0 ≤ k ≤ W thr c and 0 ≤ c ≤ R. P (0, k|c, 0) = 1 -P Col W thr IEEE 802.11P PERFORMANCE ENHANCEMENT FOR SAFETY APPLICATIONS Equation (3.16) specifies that the back-off procedure is invoked after reaching the re-transmission limit, regardless of the status of the previous packet. For 0 ≤ k ≤ W thr c and 0 ≤ c ≤ R. P (0, k|R,

  Equation (3.14)-Equation (3.16) and Equation (3.18), for 0 < c
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 33 Figure 3.3: Markov chain model for the back-off procedure of AC.
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 4 Equation (3.25) indicates the contention window adaptation concerning the neural parameters. CW N r = a * CW (3.25)

3. 3

 3 Proposed Work of performance. One way of overcoming this limitation is to use a hybrid learning process, consisting of two different stages (Moody and Darken). a) Self-organized learning stage: it estimates appropriate locations for the centers of the radial basis functions in the hidden layer. b) Supervised learning stage: it completes the design of the network by estimating the linear weights of the output layer.

  . . ) T corresponds to the k th training input, and a k (j) is the element of the calculated output vector. a k (j) = (a 1 , a 2 , a 3 , . . . ) T of the RBFNN. The only variable to be optimized is the parameter a. The training of the RBFNN is done by the record, where every record contains the training inputs. After every epoch, the rival penalized algorithm is executed to choose a pertinent set of centers. It is only a rough guide that provides a starting point for the width calculation connections and the width parameters in the opposite direction of the respective partial derivative of the error. The n th correction of these parameters is described in Equation (3.34) which calculates the weight, Equation (3.35) that computes the variance, and Equation (3.36) which calculates the mean.

  Conclusion of the learning strategies: In the first learning strategy, "Fixed Centers Selected at Random", the locations of the centers are chosen randomly for the training phase; thus, it is difficult to get a good result in reducing the error. Moreover, it may require a large training. The second learning strategy, "Self-Organized Selection of Centers", divides the output into clusters, thus it may not be ideal to apply it in our case because our work is based on approximation. While in the third strategy, "Supervised Selection of Centers", we should know the desired output before making the training. When considering the three learning strategies, we chose the "supervised selection of centers" strategy because in our case, we knew the desired output before the training stage. Based on the training error value, we can adjust the radial basis function parameters.
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 334 Figure 3.4: Supervised Selection of Centers Flow Chart.
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 31113 Proposed Work e .37) e 1 = 1.275 -1.238 = 0.037; e 2 = 1.4 -1.352 = 0.048; e 3 = 1.525 -1.497 = 0.028;. . . . . . .e k = 1.775 -1.528 = 0.247.
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 35 Figure 3.5: Mean Square Error (MSE) with respect to Variance.

3. 4

 4 SIMULATION shown in Figure 3.6, The mobility of traffic data is generated in SUMO trace exporter [Krajzewicz et al., 2012], [Bedogni et al., 2015], [Samatha et al., 2017] and [Di Felice et al., 2012]; this is exported to NS2 simulator using awk script file as shown in Figure 3.7. The performance of the proposed models (threshold 802.11p and neural 802.11p) was highlighted using Network Simulator NS-2.34 [Sharma & Chaudhary, 2020]; [Deshmukh et al., 2020].
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 37 Figure 3.7: Simulation Structure.
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 3 Figure 3.8 shows an improvement in packet delivery ratio in both Neural
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 38 Figure 3.8: Packet delivery ratios with respect to the number of vehicles.
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 3 Figure 3.10 shows an improvement in end-to-end delay in Neural 802.11p and Threshold 802.11p when the communication range is around 100. We observe that with 48 vehicles, the end-to-end delay of the 802.11p is 14.1 ms, while in IEEE 802.11p Threshold and Neural it is respectively, 11.04 ms and 9.37 ms. When the number of vehicles increases to 52 vehicles, the end-to-end delay increases in the three methods, (16.2 ms in 802.11p while 13.2 ms in Threshold and 11.3 ms in 802.11 Neural); this is normal because as the simulation time
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 39 Figure 3.9: Throughput with respect to the number of vehicles.
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 3 Figure 3.11 shows an improvement in packet delivery ratio in both Neural 802.11p and Threshold 802.11p methods till time 60 sec, after that the packet delivery ratio has shown a decrease till 80 sec. We observe that Neural and Threshold methods have a better packet delivery ratio (around 75% for Neural and 74% for Threshold) compared to the 802.11p (70%), as the time increases from 30 to 60 sec. After 60 sec the packet delivery ratio starts to decrease,
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 310 Figure 3.10: End-to-end delay with respect to the number of vehicles.

Figure 3 .

 3 Figure 3.12 shows the variation of the throughput in the IEEE 802.11p, Threshold IEEE 802.11p and Neural IEEE 802.11p methods with respect to the simulation time. We observe that at time 30 sec on the road, the rate of the 802.11p is 595 kb/s, while the throughput in IEEE 802.11p Threshold and Neural is respectively, 610 kb/s and 635 kb/s. When the time increases to 60s, the throughput increases in all methods (625 kb/s in 802.11p, 660 kb/s

Figure 3 . 11 :

 311 Figure 3.11: Packet Delivery Ratio with respect to time.
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 312 Figure 3.12: Throughput with respect to Simulation Time.
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  [START_REF] Campolo | Modeling prioritized broadcasting in multichannel vehicular networks[END_REF] proposed novel analytical approach accounts for mutual influence among nodes, frequent periodic updates of broadcasted data, standard network advertisement procedures, and 802.11p prioritized channel access with multi channel related phenomena under various link quality conditions.[[START_REF] Asefi | A mobility-aware and qualitydriven retransmission limit adaptation scheme for video streaming over vanets[END_REF] presented an adaptive medium access control (MAC) retransmission limit selection scheme is proposed to improve the performance of IEEE 802.11p standard MAC protocol for video streaming applications over vehicular adhoc networks. A multi-objective optimization framework, which jointly minimizes the probability of playback freezes and start-up delay of the streamed video at the destination vehicle by tuning the MAC retransmission limit with respect to channel statistics as well as packet transmission rate, is applied at the road side unit. [Bazzi et al., 2014] proposed a novel protocol, denoted as Orthogonal Frequency-Division Multiple-Access (OFDMA) based MAC protocol for VANETs, and compared it with other MAC protocols taken as benchmarks. To verify the feasibility and the performance of the proposed algorithm, they proposed an analytical model in a simplified scenario, and then, developed exhaustive simulations in realistic scenarios, considering both urban and highway environments. [Ma et al., 2018] proposed an Improved Coordinated Media Access Control (IC-MAC) scheme by efficient use of idle service channels. An enhanced 4. A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANET mechanism for service channel reservation and service message transmission was introduced in the proposed IC-MAC scheme. In this context, the idle service channel of the reservation time can be used to transmit service messages when the quality-of-service of safety messages is guaranteed. [Chbib et al., 2019] focused on the back-off parameters to propose a new process that will assure urgent safety messages delivery. They were able to regulate the number of beacon messages in the control channel through acclimating the contention window and Arbitration Inter-Frame Spacing. [Lin & Tang, 2019] proposed an adaptive frame schema at the level of control channel and service channel, this added value improved two dimensions of channel access performance. Firstly, the time slot utilization of the broadcasting period was improved with ensuring the vehicle can access the control channel quickly. Secondly, the throughput of the service channel was increased without generating excessive overhead. [Zheng & Wang, 2019] presented a new MAC broadcasting process using the Markov chain. The process relies on the control of the message amount in the MAC protocol as well as the channel access back-off process in a way to analyze the back-off process of urgent message broadcasting. They also altered the periodic message rate in large traffic situations to bypass channel congestion.The process performance was conducted based on two attributes, the message delivery and the delay of transmission.[START_REF] Cao | An adaptive highthroughput multichannel mac protocol for vanets[END_REF] proposed an adaptive high-throughput multi-channel medium access control (MAC) protocol named as AHT-MAC, which can effectively handle the data transmissions over SCHs. With AHT-MAC, the data transmission range (TR) is adjusted according to the beacon TR over the CCH so that a transmitting node can determine proper communication candidates and prepare available resources for both communication nodes before transmissions. Moreover, the communication coordination is done through a two-way handshake. During the handshake, adaptive resource reservation is noticed following the proposed resource sharing mechanism, where nodes first employ as much resource as possible and then share them with others proactively. To increase the success probability of the communication handshake, a request conflict resolution mechanism is also designed to nullify improper handshakes.

4. 2

 2 Related WorkTherefore, AHT-MAC can reduce the resource wastage due to handshake failures and extra overheads for re-transmission requests.[[START_REF] Nguyen | Performance analysis of adaptive mac protocol in vanets considering the potential impact on throughput and transmission delays[END_REF] presented the impact of throughput and transmission delay of danger messages on the adjusting multi channel MAC protocol including the variable control channel interval MAC protocols, connectivity-aware MAC, adaptive multi-priority distributed MAC and multi-priority supported p-persistent MAC.

[

  [START_REF] Abrougui | An efficient fault tolerant location based service discovery protocol for vehicular networks[END_REF] proposed a fault-tolerant discovery protocol based on location services for vehicular networks. The main advantages of this protocol are as follows: the capability to tolerate service provider disaster, communication hookup collapse and roadside router collapse.[START_REF] Fazio | A distance vector routing protocol for vanet environment with dynamic frequency assignment[END_REF] presented an interference aware routing protocol in vehicular networks. The protocol is based on maximizing the average SIR level of the link between a source and a destination.[[START_REF] Katsaros | Clwpr-a novel cross-layer optimized position based routing protocol for vanets[END_REF] developed a new cross-layer method for routing protocol in VANETs. The method uses the estimation of vehicles position and direction information. Besides, they increased the efficiency of their proposed method using the frame error rate supplied from the link layer.[[START_REF] Toutouh | Intelligent olsr routing protocol optimization for vanets[END_REF] studied a series of meta-heuristic algorithms (particle swarm optimization, differential evolution, genetic algorithm, and simulated annealing); to find automatically optimal configurations of this routing protocol. In addition, a set of realistic VANET scenarios have been defined to accurately evaluate the performance of the network under our automatic OLSR.[[START_REF] Merah | Vehicular movement patterns: a prediction-based route discovery technique for vanets[END_REF] proposed a predictive technique based on sequential patterns and two mechanisms used to prepare data for this technique, as well as some performance evaluation for these mechanisms to determine the most feasible choice in terms of communication overhead. From the experiments, it can be noticed that one of the data collecting schemes has proven to be more efficient when travelling at different speeds.

4 .

 4 A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANETIn[START_REF] Aljeri | A performance evaluation of load balancing and qos-aware gateway discovery protocol for vanets[END_REF], the efficiency of a balanced load is presented where a new QoS gateway detection process is developed. The proposed protocol allows the connection to heterogeneous wireless networks. Results demonstrate the efficiency of the method in assuring load balance at gateways and at the routing paths.[START_REF] Lai | Pbmp: priority-based multi-path packet routing for vehicular ad hoc network system in city environment[END_REF] proposed a new routing strategy based on geographic orientation.Real-time traffic flow information was collected, moreover they derived connectivity probability function to efficiently identify road intersections for transmission, and to reduce the path sensitivity of the track to vehicle movements. They achieved the goal by increasing the packet delivery ratio and reducing the endto-end delay.[[START_REF] Awang | Routing in vehicular ad-hoc networks: a survey on single-and cross-layer design techniques, and perspectives[END_REF] presented a review of the routing approaches at single-layer and cross-layer vehicular networks have been introduced. The review focused on the cross-layer routing protocols where knowledge from the physical layer, network layer is required.[START_REF] Chbib | Improvement of olsr protocol by using bacis up mpr and routing table mechanisms[END_REF] presented two methods to diminish the MPR execution number in a way to minimize control message congestion in OLSR. Results revealed the accuracy of the proposed method in rising both packet delivery and throughput while decreasing the communication overhead.[[START_REF] Ahamed | Impact of direction parameter in performance of modified aodv in vanet[END_REF] proposed a modification in the Ad hoc On-Demand Distance Vector (AODV) routing protocol to reduce the number of route request (RREQ) and route reply (RREP) messages by adding direction parameters (speed, position) and two-step filtering. The two-step filtering process reduces the number of RREQ and RREP packets, the packet overhead and helps to select the stable route.[START_REF] Haghighi | Highly anonymous mobilitytolerant location-based onion routing for vanets[END_REF] proposed a novel anonymous routing protocol for highly mobile vehicular networks. Unlike the traditional routing algorithms, they used dynamic clusters of vehicles that bound to location as relays. Therefore, it does not rely on specific nodes to estimate the path, this makes it more robust to topology changes. To further increasing its robustness, it also takes advantage of multipath forwarding, in which more than one copy of the message is transmitted through the network. [Wu et al., 2020] introduced a novel routing protocol for urban VANETs called 4.2 Related Work RSU-assisted Q-learning-based Traffic-Aware Routing (QTAR). Combining the advantages of geographic routing with the static road map information, QTAR learns the road segment traffic information based on the Q-learning algorithm. In QTAR, a routing path consists of multiple dynamically selected high-reliability connection road segments that enable packets to reach their destination effectively.
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 41 Then, the destination or the intermediate node that knows the route to the destination will send a Route REPly packet to inform the source about the path Figure 4.2. There are many ways for a source to determine the optimal path, and they depend on the routing protocol. Vehicular Reactive Protocol (VRR), Ad hoc On-Demand Distance Vector (AODV), and Stable CDS-Based Routing Protocol (SCRP) are examples of Reactive Routing Protocols [Abrougui et al., 2010], [Merah et al., 2012], [Chbib et al., 2018].
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 431 Figure 4.3: Route discovery procedure in the proposed protocol.
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 41133 Figure 4.3 presents the route discovery procedure for the source (S), which needs to communicate with the destination (D). In our case there are two possible paths y=2, P S,D y
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 44 Figure 4.4: Change REQuest (CREQ) Message.

Figure 4 . 5 :

 45 Figure 4.5: Periodic Process Control Steps.
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 46 Figure 4.6: Markov chain states.
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 47 Figure 4.7: Channel Update Procedure with respect to SIR Level.

4 .

 4 If the SIR is between 3 * T h min and 4 * T h min , then we put T = 4.

Figure 4 .

 4 Figure 4.8 demonstrates the 2-D Markov chain to analyze the time to wait for

4 .

 4 A CROSS LAYERED SCHEME FOR MULTICHANNEL IN VANET P (c, k -1|c, k) = 1 -P samestate = P nextstate (4.7) Equation (4.8) indicates that the stage counter is incremented after the finishing of one period. For 0 ≤ k < W th T P (c, k|c -1, 0) = P f inish T th (4.8) When the time counter k = 0 and the SIR level is greater than the threshold of the stage, thus we remain at the same stage which means the same value of c Equation (4.9).
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 4 Figure 4.10 shows an enhancement in throughput in both SIR and PSIR proto-
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 49 Figure 4.9: Packet Delivery Ratio with respect to number of nodes.

Figure 4 . 10 :

 410 Figure 4.10: Throughput with respect to number of nodes.
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 4 Figure 4.12 demonstrates an enhancement in the packet delivery ratio in both

Figure 4 .

 4 Figure 4.13 shows an achievement in the delay for both SIR and PSIR protocols.
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 411 Figure 4.11: Overhead ratio with respect to number of nodes.
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 412 Figure 4.12: Packet Delivery Ratio with respect to speed of nodes.

  Vehicular communication is recently being considered as one of the key future technologies to improve road safety, efficiency of traffic and comfort for both drivers and pedestrians. However, the development of vehicular communication opens up security threats and weaknesses. Vehicular communication is exposed to several threats such as Denial of Service attacks (DoS), Black hole attack, Sybil attack, and fabrication attacks. In a fabrication attack, a malicious vehicle modifies information in the packet causing critical damage such as congestion and high delay in the network. We based our work in this chapter on a reactive routing protocol that begins by flooding a Route REQuest (RREQ) packet from the source (S) in order to detect several possible paths to the destination (D). Next, D sends in the reverse path a Route REPly (RREP ) packet. During the reply state, the intermediate vehicle measures the signal to interference ratio on the available channels (CH). Then

  passengers. Therefore, effective security mechanisms should be designed to ensure the appropriate operation of VANETs. The key security services are availability, confidentiality, authenticity data integrity and non repudiation [Sheikh & Liang, 2019]; [Isaac et al., 2010]; [Mansouri et al., 2013]; [Contreras-Castillo et al., 2017].

  ]; [Bourass et al., 2017]. • Denial of Service (DoS) Attack: Inside or outside attackers perform the DoS by jamming the communication channel or overriding the resources in VANETs. The attackers may be distributed, which is called a distributed denial of service (DDoS). The main goal is to prevent authorized vehicles from accessing the services [Azees et al., 2016] and [Guleria et al., 2019].

[

  Zeadally et al., 2012]. The attackers connect two far-away parts in VANETs through a tunnel or an extra communication channel. As a result, the longdistance vehicles can communicate as neighbors. • GPS Spoofing: An attacker can generate false GPS signals stronger than the original signals from the trusted satellites, to deceive the vehicles that are available in a different location [Ahmad et al., 2019].
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 51 Figure 5.1: Security services and the corresponding threats and attacks.

[

  Biswas et al., 2012] proposed mitigation techniques to avoid synchronizationbased attack and analyze the prospect of such an attack in vehicular communications. They analyzed mathematically the proposed techniques on a VANET using a small group of attackers. Moreover, the mitigation techniques require modification of the Media Access Control (MAC) layer's Contention Window (CW) size and/or randomization of the provider's message inter-arrival time for broadcasting the periodic beacons. [Alturkostani & Krings, 2014] investigated the impact of jamming on a thresholdbased agreement in Vehicular Ad hoc Networks (VANET). It was shown that jamming drastically reduces the correctness of the voted upon decision. They considered the Emergency Electronic Brake Lights (EEBL) safety application, and demonstrated how jammer position and power affect the correctness of the decision. Furthermore, they showed how the number of vehicles impacts the correctness of decisions in the presence of jamming. Finally, a new adaptive threshold algorithm is introduced which improves the resilience against jamming attacks compared to algorithms presented in previous research.

[

  scheme uses the convolution neural network, and differentiates neural dictionary to accelerate the learning speed for the VANETs with dynamic topology. Simulation results showed an increase in the packet delivery rate and a reduce of the
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 53 Figure 5.3: Source Fabrication Attack.
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 54 Figure 5.4: Route Discovery before Destination Attack
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 55 Figure 5.5: Destination Fabrication Attack.

5. 4

 4 Proposed Work 5.4.2.2 Destination Fabrication Counter Attack In Algorithm 5, when a vehicle receives a RREQ packet then the algorithm checks the type of the input packet. If it is not an RREQ packet, the algorithm ends here, else it inserts the input D address in the first column of the list (list[i][0]represents the input D address). Next, the output D address is added to the second column of the list (list[i][START_REF] Ac Parameters | A.2 Parameter Ranges[END_REF] represents the input D address). In Algorithm 6, after a periodic time each vehicle checks all the list entries, loops over them, and check if any of the input or output D addresses are not equal, as Equation(5.1) 
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 56 Figure 5.6. During the reply state, vehicle C, F and H calculate the received power on each available channel Equation (4.2). Then, calculates the signal to interference SIR chj c
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 511 Figure 5.6 presents the route discovery procedure for the source (S), which needs to communicate with the destination (D). In our case there are two possible paths from source to the destination, P S,D y

Figure 5 . 6 :

 56 Figure 5.6: Route discovery before SIR attack.
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 5 Figure 5.7 shows that during the reply state, vehicle C, F and H calculates the signal to interference SIR chj c
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 573 Figure 5.7: SIR Fabrication Attack.
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 58 Figure 5.8: Effect of percentage of M V on source attack and source counter-attack algorithms: (a) PDR (b) Overhead (c) E2E delay
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 5 Figure 5.8 shows the effect of increasing the percentage of M V on the source attack and on the source counter-attack approaches based on PDR, overhead and E2E.
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 5 Figure 5.8(b) shows the variation of the overhead with respect to the percentage
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 59 Figure 5.9: Effect of number of vehicles on source attack and source counter-attack: (a) PDR (b) Overhead (c) E2E delay

Figure 5 .

 5 Figure 5.10 illustrates the effect of increasing the speed of vehicles on both the source attack and on the counter-attack approaches based on PDR, Overhead and E2E.
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 5510 Figure 5.10(a) shows the variation of PDR at 10, 20 and 30 m/s. In the counterattack scenario, PDR is greater than that in the attack scenario. As the speed of vehicles increased from 10 to 30, PDR is decreased in both the attack and

Figure 5 .

 5 Figure 5.10(b) shows the variation of overhead at 10, 20 and 30 m/s. We observe

Figure 5 .

 5 Figure 5.10(c) shows the variation of E2E delay at 10, 20 and 30 m/s. When the speed of vehicles increases, the E2E delay in the counter-attack scenario is less than that in the attack scenario. This decrease is a positive indicator for the counter-attack algorithm. In the attack scenario, the message delay from S to D increased because of the presence of huge traffic in the network.

Figure 5 .

 5 Figure 5.11 illustrates the effect of increasing the percentage of M V s on both destination attack and destination counter-attack approaches based on PDR, overhead and E2E.
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 5511 Figure 5.11(a) shows the variation of the PDR in the attack and the counterattack algorithms. We observe that when the percentage of M V s is 10%, 20%

Figure 5 .Figure 5 . 12 :

 5512 Figure 5.11(c) shows the variation of the E2E delay in the attack and the counterattack concerning the percentage of M V s. When the percentage of M V s is 10%, 20% and 30%, the E2E delay of the destination counter-attack scenario is less than that in the destination attack scenario. In the attack scenario, the message delay from S to D increased; this is normal because as the number of M V s

Figure 5 .

 5 Figure 5.12 illustrates the effect of increasing the number of vehicles on both destination attack and destination counter-attack approaches based on PDR, Overhead and E2E.
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 513 Figure 5.13: Effect of speed of vehicles on destination attack and destination counter-attack: (a) PDR (b) Overhead (c) E2E delay

Figure 5 .

 5 Figure 5.12(c) shows the variation of E2E delay with number of vehicles. Whenthe number of vehicles is 80, 100 and 120, the E2E delay in the counter-attack scenario is lower than that in attack scenario. This decrease is due to the impact of the counter-attack algorithm. In the attack scenario the time it takes for the message to reach the D increases because of a lot of traffic in the network. Besides, the E2E delay decreases when the malicious behavior decreases and therefore packets are delivered from the S to the D within the expected time.

Figure 5 .

 5 Figure 5.13 shows the effect of increasing the speed of vehicles on the source attack and counter-attack approaches based on PDR, overhead and E2E.

Figure 5 .

 5 Figure 5.13(a) shows the variation of PDR at 10, 20 and 30 m/s. In the counterattack scenario, PDR is greater than that in the attack scenario. As the speed of vehicles increased from 10 m/s to 30 m/s, PDR is decreased in both the attack and counter-attack scenarios. This decrease is derived by the increasing of the speed of vehicles that leads to unstable change in the topology of the network.

Figure 5 .

 5 Figure 5.13(b) shows the variation of overhead at 10, 20 and 30 m/s. When the speed of vehicles is 10, 20 and 30 m/s, the overhead in the counter-attack

Figure 5 .

 5 Figure 5.14: Effect of percentage of M V on SIR attack and SIR counter-attack: (a) PDR (b) overhead (c) E2E delay

Figure 5 .

 5 Figure 5.13(c) shows the variation of E2E delay at 10, 20 and 30 m/s. When the speed of vehicles increases the E2E delay in the counter-attack scenario is less than that in the attack scenario. This decrease is a positive indicator for the counter-attack algorithm. In the attack scenario, the message delay from S to D increased because of huge traffic. Besides, the E2E delay decreases by the decreasing of malicious behavior.
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 5 Figure 5.14(b) shows the variation of overhead between attack and counter-attack scenarios. In the attack scenario, as explained above SIR and P rec when changed
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 515 Figure 5.15: Effect of number of vehicles on SIR attack and SIR counter-attack: (a) PDR (b) Overhead (c) E2E delay

Figure 5 .

 5 Figure 5.15(b) shows the variation of the overhead for the attack and the counter-attack scenarios. In the attack scenario, as we have explained earlier, when SIR and P rec change the number of routing messages increases which will lead to an increase in the overhead results. In the counter-attack scenario, the algorithm detects and removes the M V from the network which removes the communication between the network vehicles and the M V s. As a result data and routing packets are balanced gradually over time.

Figure 5 .

 5 Figure 5.15(c) shows the variation of E2E delay for the attack and counter-attack scenarios. In the SIR attack scenario, when P rec and SIR change, the time taken for the message to travel from the S to the D increases because the best route is modified. Moreover, when the number of vehicles increases the number of exchanging message increase which also causes the E2E delay. In the counter-attack scenario, the algorithm detects the M V and removes it from the network which will lead to the reservation of the best routes in the network.

Figure 5 .

 5 Figure 5.16 illustrates the effect of increasing the speed of vehicles on the SIR attack and SIR counter-attack approaches based on PDR, Overhead and E2E.

Figure 5 .Figure 5 . 16 :

 5516 Figure 5.16(a) shows the variation of PDR at 10m/s, 20m/s and 30m/s. In the

Figure 5 .

 5 Figure 5.16(b) shows the variation of Overhead at 10 m/s, 20m/s and 30m/s.

Figure 5 .

 5 Figure 5.16(c) shows the variation of E2E delay at 10m/s, 20m/s and 30m/s.
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 1142 Figure A.1: Route discovery procedure in the proposed protocol.
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 2 Figure A.2: Étapes du contrôle périodique des processus.
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 333 Figure A.3: Markov chain states.

  Cette thèse aborde le problème des retards et des abandons de paquets dans les environnements véhiculaires. Tout d'abord, une nouvelle méthode a été proposée pour éviter la congestion et adapter le taux de sécurité des messages en fonction A. R ÉSUM É DE LA TH ÈSE de l'état de la mémoire liste. Ensuite, cette méthode a été étendue en utilisant un type de réseau de neurones, permettant de minimiser le retard en fonction de plusieurs paramètres d'entrée. Ensuite, deux protocoles de routage ont été proposés pour sélectionner le chemin optimal entre la source et la destination en fonction du niveau de SIR. Enfin, trois algorithmes anti-attaque ont été introduits pour protéger nos protocoles proposés contre diverses attaques.A.6.1 Contributions principalesLe travail présenté dans cette thèse s'est attaqué à la chute et au retard des paquets dans les réseaux ad-hoc véhiculaires, et a apporté plusieurs contributions au domaine, résumées dans ce qui suit. Tout d'abord, il existe de nombreux problèmes qui empêchent les messages de sécurité d'être délivrés au récepteur en temps réel, tels que la congestion et la collision. Afin de surmonter ces problèmes, nous avons proposé dans la section A.3 deux nouvelles méthodes. Dans la première méthode, nous avons cherché à éviter l'encombrement de la CCH causé par la diffusion du message périodique. Par conséquent, nous avons adapté les paramètres de back-off CW et AIFS en fonction de l'état de la mémoire liste. Dans la deuxième méthode, notre travail visait à réduire le délai d'échange de données en temps réel causé par une collision dans l'état de transmission. Pour cette raison, nous avons prédit CW en fonction de plusieurs critères tels que la priorité du message, la sensibilité de la route, l'état du liste et le type de véhicule. Les résultats de la simulation ont montré que la solution proposée présente de bonnes performances par rapport à la norme IEEE 802.11p en termes de livraison de paquets, de débit et de délai de bout en bout. Deuxièmement, pour surmonter le problème d'interférence entre chaque paire de véhicules, deux protocoles de routage qui dépendent du SIR ont été proposés dans la section A.4. Les deux protocoles ont été créés pour maximiser le SIR global entre la source et la destination afin de sélectionner le chemin optimal. Ils diffèrent l'un de l'autre en ce que le premier évalue le niveau de SIR, tandis que dans le second, nous avons utilisé un modèle de chaîne de Markov pour prédire le niveau A.6 General Conclusion de SIR. Les résultats montrent que les protocoles proposés sont plus performants que les protocoles CLWPR, IAR, SPIAR et PIAR, en termes de surcharge, de taux de livraison des paquets, de débit et de délai de bout en bout. Enfin, afin de protéger ces protocoles contre diverses attaques, nous avons proposé trois algorithmes anti-attaque dans la section A.5. Une nouvelle technique a été présentée pour détecter les véhicules malveillants qui fabriquent le contenu du message. Dans le premier algorithme anti-attaque, une variable clé-valeur a été créé pour détecter la fabrication de l'adresse source au niveau du véhicule intermédiaire. Dans le deuxième algorithme anti-attaque, un liste a été créé et vérifié à chaque période pour détecter les véhicules malveillants dans le champ de destination. Le troisième algorithme a été utilisé pour détecter trois types d'attaques sur trois paramètres différents : (1) SIR, (2) puissance émise et (3) puissance reçue. Cet algorithme diffère des autres algorithmes en détectant si le véhicule lui-même ou le voisin est malveillant. Les résultats indiquent une détection efficace des attaques dans nos trois algorithmes proposés. De plus, l'algorithme anti-attaque de destination s'est avéré plus précis que les autres algorithmes d'après les résultats obtenus concernant le taux de livraison des paquets, l'overhead et le délai de bout en bout. Une architecture croisée et sécurisée pour les véhicules connectés Les réseaux ad hoc de véhicules (VANET), sont déployés pour minimiser le risque d'accidents de la route et améliorer le confort des passagers. Cette thèse traite le problème de l'abandon et du retard des paquets dans les VANET en réduisant le temps d'échange des données et en améliorant le taux de livraison des paquets. Elle traite également la problématique de protection de l'architecture véhiculaire. D'abord, nous proposons une méthode pour éviter la congestion sur le canal de contrôle afin de garantir le transfert en temps réel et la fiabilité des messages de sécurité urgents. En outre, nous utilisons un réseau de neurones pour réduire le temps d'échange des données de sécurité. Deuxièmement, nous proposons deux protocoles de routage basés sur le rapport Signal/Interférence (SIR). Dans les deux protocoles, notre objectif est de maximiser le SIR global entre la source et la destination afin de sélectionner le chemin optimal. Dans le premier protocole, nous évaluons le niveau de SIR, tandis que dans le second, nous utilisons une chaîne de Markov pour prédire le niveau de SIR. Enfin, nous protégeons ces protocoles contre diverses attaques grâce à trois algorithmes anti-attaque. Dans le premier algorithme, nous créons une variable clé-valeur pour détecter la fabrication de l'adresse source au niveau du noeud intermédiaire. Dans le deuxième, nous créons un tampon et le vérifions périodiquement afin d'attraper le noeud malveillant dans le champ de destination. Enfin, le but du dernier algorithme est de découvrir l'attaque au niveau du SIR. Mots clés : réseaux ad hoc de véhicules -apprentissage supervisé (intelligence artificielle) -routes, mesures de sécurité -routage (informatique). NETworks, known as VANETs, are deployed to minimize the risk of road accidents as well as to improve passengers comfort. This thesis deals with the problem of dropping and delaying packets in VANETs by reducing the time of exchanging data, improving the packet delivery ratio, as well as securing the vehicular architecture. First, we propose a novel method to avoid the congestion on the control channel in order to guarantee the real time transfer and the reliability of urgent safety messages. In addition, we extend the proposed method by using a neural network with various parameters such as priority of the message, sensitivity of road, type of vehicle and buffer state to reduce the time of exchanging safety data. Second, we propose two routing protocols based on signal to interference ratio (SIR). Our target in both is to maximize the overall SIR between source and destination with the aim to select the optimal path. In the first one, we evaluate the SIR level, while in the second, we use a Markov chain model to predict the SIR level. Finally, we protect these protocols from various attacks through three anti-attack algorithms. In the first algorithm, we create a key-value variable to detect the fabrication of the source address at the intermediate node. In the second one, we create a buffer and check it periodically in order to catch out the malicious node occurring at the destination field. In the last one, we discover the attack at the SIR level. Keywords: vehicular ad hoc networks (computer networks) -supervised learning (machine learning) -roads, safety measures -routing (computer network management).
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Table 3

 3 

	.1, shows the essential differences between MLP and RBF neural methods
	such as structure and applications [Filippov et al., 2019]; [Wang et al., 2019];
	[Singh & Banerjee, 2019].

Table 3 . 1 :

 31 Difference between RBF and MLP

	Radial Basis function (RBF)	Multi-Layer Perceptron (MLP)
	1-An RBF network has a single hidden	1-MLPs can have any number of hid-
	layer.	den layers.
	2-In RBF networks,the hidden layer	2-In MLPs the computation nodes
	(basis functions) operates very differ-	(processing units) in different lay-
	ently, and has a very different purpose,	ers share a common neuronal model,
	to the output layer.	though not necessarily the same acti-
		vation function.
	3-RBF networks are usually trained	3-MLPs are usually trained with a sin-
	one layer at a time with the first layer	gle global supervised algorithm
	unsupervised.	
	4-High efficiency in approximation	4-Low efficiency in approximation
	function, data and curve fitting.	function, data and curve fitting.
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	.2: AC Parameters
	CW thr min	CW thr max	AIF S thr
	AC0 3	7	2
	AC1 15	1023	9

Table 3 .

 3 

		3. Figure 3.3 illustrates the 2-D Markov chain in order to describe the
	back-off procedure of AC [Wu & Zheng, 2014]; [Chang et al., 2015]; [Haouari
	et al., 2017] and [Chbib et al., 2019]. Where c, is the back-off stage initiated to
	0 and is incremented by 1 whenever a collision occurs. Where k, is the back-off
	counter initialized to a value uniformly distributed between [0, CW thr min ].
	Equation (3.10) indicates the contention window with respect to buffer threshold,
	at the back-off stage c.		
		W thr c	=	  CW thr min + 1, if c = 0;  aCW thr 0 , if 1≤c<L-1;	(3.10)
				  CW thr max + 1, if L≤c≤R
	Equation (3.11) illustrates the back-off process when the back-off counter k freezes
	at its current value in the case where the channel is busy. For 0 < k ≤ W thr c	and
	0 ≤ c ≤ R the transition probability is:
				P (c, k|c, k) = P bs	(3.11)
	Equation (3.12) indicates that the back-off counter is decremented, when the
	channel is sensed idle [Kaabi et al., 2010]; [Priyanka & Kumar, 2017]. For 0 < k
	≤ W thr c	and 0 ≤ c ≤ R.		
		P (c, k -1|c, k) = 1 -P bs = P idle	(3.12)
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 3 

		.3: Notation Definitions
	Notation Definition
	c	Back-off stage.
	k	Back-off counter.
	CW thr min	Minimum contention window size of AC with respect to threshold.
	CW thr max	Maximum contention window size of AC with respect to threshold.
	W thr c	Contention window size of AC at a back-off stage c.
	P bs	Probability of busy channel in a slot.
	P idle	Probability of idle channel in a slot.
	P col	Probability of collision of AC in a slot.
	T	Transmission Probability of AC.
	L	Back-off stage where CW thr min = CW thr max .
	R	Retransmission limit.
	T s	Time slot.
	SIF S	Length of the short inter frame space.
	Equation (3.13)indicates that the back-off stage increments after collision. For 0
	≤ k ≤ W thr	

Table 3 . 4 :

 34 Parameter Ranges

	Parameter	Type	Range
	Priority	Input	[0,1]
	Sensitivity of road	Input	

Table 3 .
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		5: Safety Messages Priorities
	Priority (P) Safety Messages
	0.1	Accident message -aims to notify about cars
		accident.
	0.2	Congestion message -reports about traffic
		congestion.
	0.3	Maintenance message-informs about main-
		tenance of road.
	0.4	Fuel message -aims to notify about fuel leak-
		age on the road cars.
	0.5	Weather message -informs about weather
		conditions (storm, water falls).
	0.6	Activity message -report about zone activi-
		ties (festival, sports activity...).
	0.7	Check point message -report about police
		check point.
	0.8	
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		.7: Vehicle Types
	Vehicle (V) Type of vehicle
	0.3	Ambulance -a message sent by ambulance vehicle.
	0.6	
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		.8: Buffer Threshold
	Threshold(Th) Buffer State
	0.1	No congestion -the buffer is filled between
		0% and 10%.
	0.2	Very low congestion -the buffer is filled be-
		tween 10% and 20%.
	0.3	Low congestion -the buffer is filled between
		20% and 30%.
	0.4	Low moderate-the buffer is filled between
		30% and 40%.
	0.5	Moderate congestion -the buffer is filled be-
		tween 40% and 50%.
	0.6	So moderate congestion -the buffer is filled
		between 50% and 60%.
	0.7	High moderate-the buffer is filled between
		60% and 70%.
	0.8	

Table 3
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		.9: Input and Output Values	
	Priority	Threshold	Sensitivity	Vehicle	a k
	(P)	(Th)	(S)	(V)	
	0.1	0.2	0.9	0.4	1.257
	0.1	0.3	0.3	0.4	1.025
	0.1	0.3	0.6	0.6	1.15
	...	...	...	...	...
	0.1	0.3	0.9	0.8	1.257

Table 3 .

 3 10: Simulation Parameters

	Parameters	Value
	Network Simulator	NS
	Traffic Simulator	SUMO
	Simulation Map dimension	1,200 x 1,000 m 2
	Wireless communication	IEEE 802.11 p
	Propagation model	Nakagami
	Frequency band	5.9 MHz
	Channel width	10 MHz
	Number of vehicles	[48, 68]
	Transmitting coverage radius 100 m
	Packet size	200 bytes
	Simulation time	140 sec

802.11p and Threshold 802.11p methods. We observe that Neural and Threshold methods have better packet delivery ratio (83.26% for Neural and 80.92% for Threshold) compared to the 802.11p (76.96%), as the number of vehicle increases to 68 the packet delivery ratio ( 72.1% for Neural, 69.28% for Threshold and 62.18% for 802.11p). The Neural 802.11p remains the best of the three methods.

This improvement is achieved thanks to the rate adaptation applied to vehicular messages leading to avoid the buffer saturation and decreasing the number of dropped packets. We note that the variation of standard deviation in the Neural method is higher compared to Threshold and 802.11p, but in all cases, it is less than 1%. leads to an increasing rate in all methods. However, the proposed methods still perform better with rate 898 kb/s for Neural 802.11p and 880 kb/s for Threshold
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	Parameters Value
	S	Source node
	D	Destination node
	N y x	x-th node on the y-th path between S and D
	P S,D y	y-th path from source (S) to destination (D)
	P S,D	Set of all possible paths from S to D
	P S,D best	Best route between S and D
	SIR chj c	SIR value on channel chj for current node
	SIR ch max	Maximum SIR value between available chan-
		nels for current node
	SIR ch backup	backup SIR number has to be the closest one
		to the maximum SIR.
	σ threshold	Minimum SIR value
	P trans	Transmission power which is the same in all
		vehicles
	P rec	Received power on current vehicle on channel
		ch due to the transmission of vehicle nj
	λ chj c	Wavelength related to the carrier frequency
		of channel chj
	dist nj c	Distance from the current vehicle to each
		neighbor vehicle
	h	Antenna height
	n	Reflection coefficient
	RREQ	Route request message (broadcast message)
		to request a route from S to D
	RREP	A path reply message (unicast message) in-
		forms the source about the possible paths to
		the destination.
	CREQ	Change request message used to inform
		about the new transmission and SIR respec-
		tively

  Channel Update Algorithm Input: CH: set of available channels with their respective SIR. SIR ch max is the maximum SIR and the SIR ch backup is the second maximum excluding SIR ch max . σ threshold: minimum threshold defined. CREQ: charge request message. Result: Update process for each vehicle. for period t = t, 2t, 3t, ..., 10t do if SIR ch max < σ threshold then if SIR ch backup < σ threshold then for each vehicle n neighbor to the current vehicle do Calculate P rec ; for each current channel ∈ CH do

		4.3 Proposed Work
	Algorithm 2: Calculate SIR chj c	level;
	Choose best channel related to the best SIR chj c ;
	end	
	end	
	Send a CREQ packet to the receiving neighbor;
	return;	
	else	
	Choose the Backup channel related to the SIR ch backup ;
	Send a CREQ packet to the receiving neighbor;
	return;	
	end	
	else	
	return;	
	end	
	end	
	to '2'.	

•

  State (3): 3 * T h min < SIR <= 4 * T h min , set T = 4 * period.

	4.3 Proposed Work
	 P 00 P 01 P 02 P 03 
	   P 10 P 11 P 12 P 13 P 20 P 21 P 22 P 23   
	P 30 P 31 P 32 P 33
	In our execution, we conducted several simulations to calculate the various transi-
	tion probabilities, and we calculate the average number of update channel process
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	Parameter Definition
	c	Stage counter
	k	Time counter
	T th	Periodic time specified according to SIR level
	P samestate	Probability of same state, when SIR >
		Threshold
	P nextstate	Probability of next state, when SIR <
		Threshold
	P f inish	Probability of finish
	T	Channel update probability
	R	Number of stages
	T	

s Time slot the channel update procedure. Where c, is the stage counter initiated to 0 and is incremented when we move to the next stage. k is the time counter initialized to a periodic time specifically to the SIR value and is decremented when SIR is less than or equal to the threshold of the current stage

[Chbib et al., 2019]

. In this procedure, we are predicting the time to wait until the next channel update process is triggered. Equation (4.5) indicates the periodic time according to the SIR level with respect to SIR threshold.

Table 4 .

 4 

		3: Simulation Parameters
	Parameter	Definition
	Parameters	Value
	Network Simulator	NS
	Traffic Simulator	SUMO
	Map size	1,500 m x 1,500 m
	Wireless communication IEEE 802.11 p
	Propagation model	Nakagami
	Frequency band	5.9 GHz
	Number of vehicles	[40, 120]
	Simulation time	1000 sec
	Communication range	300 m

pare our two proposed protocols to some of the existing protocols (PAIR, IAR, SPIAR, CLWPR)

[START_REF] Fazio | A predictive cross-layered interference management in a multichannel mac with reactive routing in vanet[END_REF] 

and

[START_REF] Katsaros | Clwpr-a novel cross-layer optimized position based routing protocol for vanets[END_REF]

. Table

4

.3 illustrates the parameters used in our simulations.

  End to end delay with respect to speed of nodes.
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 51 Notation's Definition

	Parameters	Value
	S	Source vehicle
	D	Destination vehicle
	RREQ	Route REQuest packet (broadcast packet) to request a
		route from S to D
	RREP	A Route REPly packet (unicast packet) to inform S
		about the possible paths to D
	N dif f	Number of different entries in the list where the input
		addresses are compared to the output addresses
	list Size	Size of the list
	R dif f	Ratio of different entries in the list
	V State	Identify the state of vehicle if malicious or not
	P trans	Transmission power which is the same in all vehicles
	P rec	Received power on the channel chj of the current vehicle
		due to the transmission of vehicle nj
	SIR chj c	SIR value on the channel chj of the current vehicle
	SIR ch max	Maximum SIR value between the available channels of
		the current vehicle
	P S,D y	y-th path from S to destination D
	σ threshold	Minimum SIR threshold value
	src1	input S address from the incoming RREQ
	src1	Output S address from the out coming RREQ
	Dest1	input D address from the incoming RREQ
	Dest2	Output D address from the out coming RREQ
	receive.packet() Packet received by the vehicle.
	Cr	Communication range
	Ec d	Euclidean distance
	U M	Urgent message
	R T	Routing table
	M V	Malicious Vehicle

Table 5 . 2 :

 52 Simulation Parameters-3

	Parameters	Value
	Network Simulator	NS
	Traffic Simulator	SUMO
	Map size	1,500 m x 1,500 m
	Wireless communication IEEE 802.11p
	Propagation model	Nakagami
	Frequency band	5.9 GHz
	Number of vehicles	[80, 120]
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  Sybil Counter-Attack Schema In our future work, we plan to propose cyber security schemes to tackle Sybil attack. The latter is characterized by a vehicle that assumes more than one identity. Due to this, other vehicles in the network cannot verify if the received data originates from one or Protéger nos protocoles proposés contre les attaques multiples. Nous fournissons trois algorithmes anti-attaque dans la section 5 pour détecter diverses attaques dans les réseaux. Dans le premier, nous détectons la fabrication dans l'adresse source en utilisant la variable valeur-Clé. Dans le deuxième, nous détectons la fabrication dans l'adresse de destination en utilisant un liste. Enfin, nous détectons la fabrication dans la valeur SIR. Le tableau TableA.1 montre la différence entre les paramètres de back-off EDCA des deux classes de trafic considérées dans notre étude.On note que les paramètres de back off CW min , CW max , et AIFS (3, 7, et 2 respectivement) sont fixés dans le cas de AC0, pour délivrer un message urgent dans un temps très court. Alors qu'en AC1, les valeurs de ces paramètres sont adaptées en fonction du seuil du buffer pour un meilleur contrôle du taux de messages de balises.

		A.3 Amélioration des performances de l'IEEE 802.11p pour les
	A. R ÉSUM É DE LA TH ÈSE	A.1 Introduction applications de sécurité
	A.1 Introduction norme IEEE 802.11p. Il se compose de sept canaux de 10 MHz de fréquence vie du lien. Bien que ces protocoles puissent atteindre une bonne performance sélectionner le chemin optimal entre la source et la destination. Les deux proto-
	actuellement répartis sur le spectre entre 5,850 et 5,925 GHz dans des bandes, en termes de métriques étudiées, ils ne sont pas simultanément optimisés pour coles ont pour rôle de maximiser le SIR global entre la source et la destination
	De nos jours, nous passons beaucoup de temps en voiture pour le travail ou les numérotées entre 172 et 184 [Liu et al., 2018]. Le canal 178, le canal de contrôle maximiser la performance globale du réseau. pour déterminer le chemin optimal. En outre, ils diffèrent l'un de l'autre en ce
	loisirs. Pour cette raison, les constructeurs automobiles sont conduits à con-cevoir leurs véhicules comme leurs espaces de vie. Leurs efforts visent à rendre les véhicules plus sûrs et plus confortables, grâce à l'adoption de technologies avancées dans différents secteurs de l'ingénierie. Récemment, la communica-tion véhiculaire est considérée comme l'une des technologies clés de demain pour améliorer la sécurité des véhicules, l'efficacité du trafic et le confort des conduc-(CCH) a une utilisation limitée et est utilisé pour transmettre des données de sécurité, des messages de contrôle et de gestion. Tandis que les canaux 174, 176, que le premier calcule le niveau de SIR, tandis que le second prédit le niveau de Enfin, les connexions hautement dynamiques, le partage d'informations sensi-SIR en utilisant le modèle de chaîne de Markov. bles et la sensibilité au temps de ce réseau en font un terrain de choix pour 180 et 182 servent à signaler les cas d'insécurité. Dans les réseaux VANET, les véhicules se déplacent normalement à grande vitesse. Par conséquent, un petit retard dans la communication entre véhicules (V2V) peut entraîner de nombreux problèmes (accident, congestion, etc.). Les accidents peuvent être évités à 60% si les conducteurs reçoivent un message les attaquants. Les réseaux véhiculaires sont généralement confrontés à de trop nombreuses attaques. Par conséquent, la sécurité de ces réseaux doit être as-surée pour garantir des services prévisibles [Sheikh & Liang, 2019]. Ces attaques visent les principaux actifs de sécurité du réseau, notamment la confidentialité, l'authentification et l'intégrité. Objectif 3: A.3 Amélioration des performances de
		l'IEEE 802.11p pour les applications de
		sécurité
	2019].	Dans cette section, nous présentons les méthodes que nous proposons pour ajuster et contrôler le taux de messages de sécurité en modifiant les deux paramètres
	La norme IEEE 802.11p est une modification approuvée de la norme IEEE 802.11 EDCA de back-off (CW et AIFS) pour chaque trame, en fonction de l'état du
	pour ajouter l'accès sans fil dans les environnements véhiculaires (WAVE). Elle tampon. Cette méthode assure la livraison des messages urgents au récepteur
	prend en compte les améliorations à la norme 802.11 qui sont nécessaires pour quel que soit l'état du réseau.
	prendre en charge les applications des systèmes de transport intelligents [Klapez En second, l'efficacité de la communication et la qualité de service dans les réseaux
	et al., 2020]. Le protocole de contrôle d'accès au support (MAC) de la norme VANET sont affectées par les aspects suivants : le mécanisme du processus la probabilité de transmission en fonction de l'état de la mémoire tampon à A.3.1 Adaptation de l'état de la mémoire tampon
	multiple vehicles. One of the solutions could be analyzing driver's pattern to detect a Sybil attack. Driving pattern analysis needs Machine Learning and enhanced clustering methods to be detected. Research results to prevent IEEE 802.11p utilise le schéma EDCA (Enhanced Distributed Channel Access) pour prendre en charge différents niveaux de qualité de service (QoS). Quatre différentes catégories sont définies : la fenêtre de contention minimale (CWmin), la fenêtre de contention maximale (CWmax), le numéro d'espace inter-trame d'arbitrage (AIFSN) et l'opportunité de transmission (TXOP). l'aide d'une chaîne de Markov bidimensionnelle. Dans la deuxième méthode, de routage, l'effet de la surcharge du protocole sur la surcharge disponible et la sélection de différents canaux qui visent à diminuer le niveau d'interférence [Awang et al., 2017]. Par conséquent, en raison de l'interférence stricte entre les transmissions multiples, le routage de la qualité de service est considéré comme une tâche difficile dans les réseaux de véhicules à bonds multiples. Les protocoles Nous considérons que les paquets des différentes files d'attente de l'EDCA nous utilisons RBFNN pour prédire la valeur de CW, afin de réduire le délai peuvent se combattre pour accéder au MAC. Nous supposons que les messages d'échange de données en temps réel en fonction des quatre paramètres suivants : d'avertissement liés à des événements (c'est-à-dire les messages urgents qui la priorité du message (P), la sensibilité de la route (S), le seuil du tampon (T) sont des événements de haute priorité) accèdent à la catégorie AC0, tandis et le type de véhicule (V). que les messages de balise (c'est-à-dire les paquets de plus faible priorité qui
	and detect this attack do exist but they are not completely satisfactory. La Commission Fédérale des Communications (FCC) attribue les spectres de de routage, proposés pour les VANET, sont généralement conçus pour trouver le Objectif 2: Résoudre le problème de l'interférence entre chaque paire de sont retransmis ou rejetés si un nombre maximal de tentatives est atteint)
	fréquences à utiliser par les systèmes de transport intelligents sous le canal DSRC véhicules. Pour faire face à cet obstacle, nous proposons dans la section 4
	(Dedicated Short-Range Communication). Le DSRC constitue la base de la deux protocoles de routage réactif basés sur le rapport signal/interférence pour

teurs et des piétons. Le concept de Réseaux ad hoc de véhicules (VANET) a été introduit pour désigner un réseau dont les véhicules sont représentés par des véhicules. Le modèle VANETs ressemble à une nouvelle plateforme pour la communication entre véhicules sans la présence de l'infrastructure : [Hamdi et al., 2020]; [Eze et al., 2014]. Ces réseaux présentent des caractéristiques importantes, notamment une grande mobilité et une grande évolutivité, qui leur permettent de fournir des services de communication aux conducteurs et aux passagers. Ces services comprennent les alertes d'accident et les conditions de circulation pour le conducteur et une connexion Internet fiable pour les passagers [Jat et al., d'avertissement une demi-seconde avant l'accident [Malin et al., 2019]. Plusieurs raisons affectent le retard et la chute des paquets. Le travail effectué dans cette thèse aborde les questions suivantes: Tout d'abord, en cas de trafic élevé, un grand nombre de véhicules transmettent des messages de balisage à une fréquence élevée, ce qui peut facilement conduire à la congestion de la CCH [Singh & Singh, 2018]. Le spamming de messages de balise cause un problème de tempête dans les VANETs. Il est très important de ne pas congestionner la CCH pour garantir la livraison fiable et en temps voulu des messages de sécurité urgents. Pour éviter la congestion, la perte et le retard des messages de sécurité urgents, une analyse de performance fiable et efficace est primordiale. meilleur chemin pour la livraison des paquets de bout en bout, qui peut satisfaire les exigences de QoS en considérant le nombre de véhicules relais et la durée de A.2 Objectifs Dans ce travail, nous proposons plusieurs mécanismes qui pourront aider à réduire le délai, augmenter le taux de livraison des paquets dans les VANETs, et protéger l'infrastructure véhiculaire. Les principaux objectifs de cette thèse sont résumés ci-dessous: Objectif 1: Résoudre le problème de la congestion au niveau de la CCH et le retard de l'échange de données en temps réel entre les véhicules. Ainsi, nous proposons dans la section 3 deux méthodes pour garantir la livraison des messages urgents au récepteur quel que soit l'état du réseau. Dans la première, CW et AIFS sont adaptés en fonction de l'état de la mémoire tampon. Ensuite, nous analysons accèdent à la catégorie AC1. Cette méthode vise à contrôler l'encombrement des messages de balise afin d'éviter l'abandon des messages d'avertissement liés à des événements.

  Si la taille de la mémoire tampon du véhicule est comprise entre le seuil minimum et le seuil maximum, le véhicule est considéré comme étant en congestion modérée et le taux de messages de balise est calculé comme suit. Un système multicouche pour le multicanal dans les réseaux VANET. Équation (A.12) et une valeur de SIR de secours SIR ch mbackup (la valeur du SIR de secours doit être la plus proche du SIR maximal et supérieure à la valeur minimale du SIR). Les valeurs indiquées précédemment, le SIR maximum et le SIR de secours seront comparés au seuil minimum du SIR Figure A.1. Dans le cas où les deux valeurs sont supérieures au seuil du SIR minimum (seuil σ = 10). Par conséquent, le SIR maximum SIR ch max est envoyé dans le message de réponse, mais le SIR de secours appartenant à chj est conservé dans le véhicule. Ailleurs, la réponse de route sera rejetée. Cette méthode proposée sera répétée respectivement sur chaque véhicule, où la valeur SIR maximale sera comparée à

	A.4 Un système multicouche pour le multicanal dans les réseaux
			VANET.
	l'ensemble des données en deux parties : 58% pour la formation et 42% pour
	les tests. L'ensemble de données d'apprentissage contient une matrice ; chaque enregistrement est représenté par le vecteur suivant : (priorité (P ), seuil (T H), P rec = P trans 4π 2 dist nj c λ ch c 1 + 2 cos 4πh 2 λ ch c c * dist nj (A.10)
	sensibilité (S), type de véhicule(V )) et la sortie souhaitée (a). Où a, est la valeur
	utilisée pour modifier la taille de la fenêtre de contention. Dans la phase de L'équation (A.11) représente le chemin optimal entre la Source A et la Destina-
	test, nous avons calculé l'erreur quadratique moyenne (EQM) comme le montre tion G (y signifie chemin y).
	la figure reffig:MSE, sachant que l'EQM optimale est égale à 5%.
	A.3.3 Conclusion p S,D best = index max(M IN SIR), if y = 1, ...., k	(A.11)
	Equation (A.12) choisit la valeur SIR maximale du véhicule actuel dans son canal
	disponible chj, où j est le numéro du canal disponible.
	SIR ch max = index max(SIR chj m ), if j = 1, ...., 6	(A.12)
	Table A.1: AC Parameters
	CW thr min Notre premier protocole proposé commence par l'inondation d'un message de CW thr max AIF S thr
	AC0 3 demande de route depuis la source afin de détecter plusieurs chemins possibles 7 2
	AC1 15 vers la destination (P S,D y	1023 ). Après cela, le véhicule de destination envoie dans 9
	le chemin inverse un message de réponse de route (RREP). Pendant l'état de
	Après avoir surveillé le tampon, chaque véhicule lit l'état du tampon. réponse, le véhicule (N y !x ) étant égal à P = P S,D y -1, nous calculons la puissance
	reçue sur chaque canal disponible (Equation (A.10)). Ensuite, nous mesurons le
	rapport signal/interférence SIR ch m (Equation (A.9)) sur les canaux disponibles
	(CH). Ensuite, le véhicule (N y x ) choisira la valeur maximale du SIR SIR ch max
	A.4 Un système multicouche pour le multicanal
	CW thr min = a * CW thr min dans les réseaux VANET.	(A.1)
	CW thr Dans cette section, nous présentons deux protocoles SIR et PSIR. SIR a pour max = a * CW thr max (A.2) rôle de choisir la meilleure route en fonction du niveau maximum de SIR et de
	AIF S thr = i * AIF S thr	(A.3)

• Si la taille de la mémoire tampon du véhicule est inférieure ou égale au seuil minimum, on considère alors qu'il y a une faible congestion et les valeurs du Tableau A.1 sont prises en compte.

•

Dans cette section, nous avons proposé deux méthodes complémentaires pour garantir que les messages de sécurité urgents sont délivrés aux destinations, quel que soit l'état des conditions de l'environnement routier. Dans la première méthode, nous avons adapté le débit du message périodique dans le canal de contrôle en modifiant les paramètres de back-off de l'EDCA. Dans la deuxième méthode, nous avons utilisé un réseau de neurones fonction de base radiale pour ajuster le back-off EDCA, en utilisant les paramètres suivants : la priorité du message, la sensibilité de la route, le seuil de la mémoire tampon et le type de véhicule. Les résultats de la simulation ont montré que la solution proposée présente de bonnes performances par rapport à l'IEEE 802.11p en termes de livraison de paquets, de débit et de délai de bout en bout. En section ??, nous allons cibler la gestion des interférences au niveau de la sous-couche MAC et de la couche réseau de l'environnement véhiculaire. Nous proposerons deux protocoles de routage basés sur le niveau de SIR pour réduire le niveau d'interférence couvert par les véhicules. minimiser le nombre de processus de mise à jour du canal. PSIR s'appuie sur le modèle de la chaîne de Markov et a pour rôle de prédire la valeur future de SIR A.
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Research Contributions of this Chapter

In this subsection, we will explain our new idea of proposing a new metric defined in the multi-channel and applying it to the path discovery process to take care of the level of interference of the neighbors. We summarize our research contributions as follows.

• Competent management of the multiple channels of the WAVE standard relies on the routing level by choosing the channel depends on signal-tointerference.

• Execute a channel sample to determine the optimal route from the transmitting node to the receiving node.

• SIR threshold value which will be the minimum accepted value of SIR. To verify the repeatability of the obtained results, the simulations were repeated 5 times and the average of the aforementioned parameters were reported.

The performance of our work is analyzed using several metrics (Packet delivery ratio, overhead, Throughput and end-to-end delay). In our simulation, we com-

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

methods. P2DAP performs better than footprint when the number of vehicles increases. On the other hand, the footprint algorithm performs better when the speed of vehicles increases. The proposed scheme depends on the encrypted authentication and on the trajectory of the vehicle. The proposed scheme is a hybrid algorithm of P2DAP and footprint, when the speed of the vehicle increases footprint is applied, otherwise, P2DAP is applied. The indicated results showed a comparison between three algorithms with respect to detection rate according to hybrid, P2DAP and footprint. 

Research Contributions of this Chapter

The main contribution of our work aims to protect the MAC and the Network layer from fabrication attacks. We propose three counter-attack algorithms to detect fabrication attacks on the S address, the D address and the SIR level.

The contributions of our work are as follows.

• Checking the input S address with the output at the RREQ packet packet.

• Using a cache to store the S address.

• Creation of a list filled with the input D address and the output D address. 

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

A SECURE SCHEME FOR VEHICLE-TO-VEHICLE ROUTING PROTOCOLS

Algorithm 4: (pseudo code): Source Counter-Attack Algorithm Input: Src.input: key Field that contain the src1. Src.output: value field that contain the src2.

Source Fabrication Counter-Attack

In (Algorithm 4), we are using cache as an in-memory storage for different source addresses. This cache contains rows of key-value variables. Each value is determined by its unique key, which means if the cache wants to search for a specific row, it searches for that row by key, then the value will be extracted. In our case, it checks if the scr1 in key field is different from the src2 in value field, if yes, it detects the vehicle as a M V . After that, drives a broadcast urgent message U M to inform other vehicles to remove the M V from their R T . It is an intelligent process since it is minimizing the time cost for detecting the malicious node by checking the size of the cache.

Fabrication Attack-2

Another algorithm detects the fabrication attack, which can be realized by an intermediate vehicle on the D address field. We describe the main ideas of this algorithm below.

• The RREQ packet contains the S and D addresses, the SIR and the hop count.

• Create a list filled with the input D address and the output D address. 
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SIR Attack-3

In this subsection, we present the SIR attack and the SIR counter-attack algorithms. These attacks are divided into 3 classes: the first one changes the SIR itself by applying a mathematical operation on its value. In the second attack, the received power is modified by sending a non-real distance in the periodic message to the current vehicle from its neighbors. The third attack modifies the transmitted power of a vehicle. This type of attack covers both fabrication and jamming attacks. We describe below the main ideas of this algorithm. 

A.3 Amélioration des performances de l'IEEE 802.11p pour les applications de sécurité

Où a et i sont des valeurs utilisées pour augmenter à la fois la fenêtre de contention et l'AIFS, ce qui conduit à augmenter le délai des messages de balise, et donc à minimiser le taux de ces messages.

• Si la taille de la mémoire tampon est supérieure au seuil maximal, nous devons diminuer le taux de messages de balisage.

CW