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Abstract

The prominence of autonomous vehicles has imposed the need for more secure road
traffic data (i.e., events related to accidents, traffic state, attack report, etc.) man-
agement in VANET (Vehicular Ad hoc NETworks). Traditional centralized sys-
tems address this need by leveraging remote servers far from the vehicles. That is
not an optimal solution as road traffic data must be distributed and securely cached
close to cars to enhance performance and reduce bandwidth overhead. Blockchain
technology offers a promising solution thanks to its decentralization property. But
some questions remain unanswered: how to design blockchain-adapted traffic data
validation, which is more complex than an economic transaction? What is the
performance in real-world VANET scenarios?

This thesis addresses those questions by designing blockchain-adapted traffic
data management. The performance analysis and the validation of the proposed
schemes are conducted through various simulations of real scenarios.

We first adapt the PoW (Proof of Work) consensus mechanism to the VANET
context whereby the RSUs (Road Side Units) maintain the decentralized database
of road traffic data. After that, the proposed scheme is evaluated in the presence of
malicious vehicles. The results show that the proposed approach enables a secure
and decentralized database of road traffic data at the RSUs level.

Next, motivated by our findings, we adopt PBFT (Practical Byzantine Fault
Tolerance), a voting-based consensus mechanism, to reduce the blockchain latency.
The traffic data validators are dynamically selected based on traffic event appear-
ance location. Finally, we propose a novel blockchain replication scheme between
RSUs. This scheme offers a trade-off between the blockchain latency and replica-
tion frequency. Simulation results show better performance when the validators
(i.e., RSUs) are minimized.

Finally, we propose a trust model to minimize the validators without com-
promising the decentralization and fairness of block-creation. This trust model
leverages the geographical distance and the RSUs trust to dynamically form a
group of validators for each block in the blockchain. We formalize and evaluate
this trust model, considering various scenarios with malicious RSUs. Results
show the efficiency of the proposed model to minimize the validators group while
isolating malicious RSUs.
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Synthese

La sécurité routiere est un enjeu social majeur depuis de nombreuses années. Les
progres technologiques dans les domaines des communications et des systémes
d’information favorisent le déploiement des Systemes de Transport Intelligents
(STT). Les STI sont censés optimiser les services de transport ainsi que la gestion
et la sécurité du trafic routier. Cependant, la question de la cybersécurité dans
les STI reste un défi majeur. Les solutions de sécurité existantes continueront
d’évoluer pour faire face a I’évolution des attaques et des vulnérabilités, mais les
problemes critiques nécessitent encore la définition de nouvelles solutions inno-
vantes et efficaces.

Le développent des technologies sans fils a accentué les capacités de commu-
nication et de connectivité des véhicules, avec des infrastructures routieres, avec
des infrastructures télécoms et avec d’autres véhicules. On parle alors de sys-
temes hybrides véhiculaires dont une partie est constituée d’un réseau autonome
appelé VANET (réseaux ad hoc véhicules), qui est le composant central des STI.
Au cours des deux dernieres décennies, les académiciens ainsi que les industriels
automobiles se sont intéressés sur plusieurs applications VANET pour la sécurité
et I'optimisation du transport.

En outre, la maturité des technologies véhiculaires notamment des logiciels et
capteurs embarqués permettront aux véhicules du futur de collecter et de partager
des données sur ’état du trafic routier. Ces données pourront étre utilisées, pour
proposer des recommandations d’itinéraires optimisés, permettant de réduire la
consommation de carburant, les émissions de CO2, et les accidents. Toutefois, il est
primordial de sécuriser les données en amont pour que ces dernieres puissent étre
exploiter sans crainte. Plus précisément, plusieurs exigences de sécurité doivent
étre satisfaites, notamment le partage et le stockage des données fiables ainsi que
la garantie de leur disponibilité sans oublier la protection de la vie privée des
véhicules.

La blockchain grace a ses caractéristiques de décentralisation, d'utilisation de
la cryptographie, d’auditabilité, de transparence et d’immuabilité apparait comme
une technologie intéressante a étre explorée dans le cadre des Systemes de Trans-
port Intelligents. En effet, elle permet principalement de stocker et d’échanger
I'information de maniére sécurisée et transparente, sans avoir besoin de recourir a
un organe de controle ou un tiers de confiance.

Les travaux de la theése rapportés ici, se sont focalisés particulierement a la con-
ception et a I'étude d’une gestion décentralisée des évenements du trafic routier
au moyen de la technologie blockchain. Ces travaux prennent en compte les con-
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traintes de transparence, de décentralisation, et de la robustesse en termes de
sécurité tout en considérant les caractéristiques des données échangées dans le
réseau VANET et les exigences de ces applications.

La these est organisée en huit chapitres. Le premier introduit le contexte
général de la these en décrivant les différentes facettes liées a la problématique
traitée, qui est la sécurité et la gestion des données du trafic routier.

Le chapitre 2 présente un apercu sur les VANETSs ainsi que sur la technologie
blockchain. Il vise a positionner les problemes de recherche et dresse un état de
Iart sur les VANETS ainsi que sur la technologie blockchain. Le chapitre débute
par une description des modeles d’architectures associés aux VANETS, leurs car-
actéristiques et les problemes de sécurité ciblant aujourd’hui ces systémes. La
deuxieéme partie introduit la technologie blockchain a travers ses propriétés, ses
différents types, les applications supportées, ses principaux mécanismes et les dé-
fis associés. A travers ce chapitre, on motive I'exploration de I'intégration de la
technologie blockchain dans les réseaux véhiculaires.

Le chapitre 3 dresse une analyse de l'intégration de la technologie blockchain
dans le domaine des réseaux véhiculaires en mettant en exergue ses limites vis-a-vis
de la problématique de la sécurisation de la gestion des données du trafic routier.
Trois modeles d’architectures ont été ainsi analysés : architectures centralisées,
architectures distribuées et architectures décentralisées ou basé sur la blockchain.
Nous analysons et soulignons les avantages et les inconvénients de chaque modele.
Aussi, nous justifions le choix d’adopter ’approche décentralisée en ciblant comme
objectifs d’améliorer la sécurité, de traiter le passage a 1’échelle et de fournir une
analyse de performances plus avancée.

Le chapitre 4 est consacré a la premiere contribution. Elle commence par
étudier I'utilisation d’une blockchain de type Bitcoin pour sécuriser le stockage
des données de trafic. L’algorithme PoW (preuve de travail) est utilisé comme
mécanisme de consensus. Différentes étapes ont été analysé afin d’évaluer la fais-
abilité de cette intégration en commencant par resituer le modele architectural
composé de trois couches. Il s’agit de la :

« couche ad hoc constituée de véhicules interconnectés entre eux via des com-
munications sans fil (IEEE 802.11p ou ITS-G5);

« couche constituée par les unités bord de route (RSUs) interconnectées entre
elles et

« couche constituée par le centre de gestion de trafic routier appartenant a des
opérateurs routiers publics ou privés.
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Les idées avancées dans ce chapitre ont été implémentées et testées a travers
le simulateur NS-3 en considérant des scénarios de trafic réel. Plusieurs métriques
ont été utilisées pour évaluer les performances de la solution proposée, il s’agit du
débit (nombre d’évenements par seconde), de la latence, de la difficulté de PoW
en fonction de la variation du nombre de RSUs et le taux d’arrivée des éveénements
de trafic. Pour la sécurité et la fiabilité, celles-ci ont été évalué au moyen de taux
de blocs invalides et de la taille de fork la plus longue.

Dans le chapitre 5, la robustesse de la solution proposée dans le chapitre
précédent est étudiée vis-a-vis des comportements malveillants des véhicules. Ce
chapitre s’est penché également sur la partie validation des évenements du trafic
routier envoyés par les véhicules avant qu’ils ne soient enregistrés dans la blockchain
et disséminés par la suite dans le réseau des RSUs. L’approche utilisée est basée
sur l'utilisation d’un seuil. Une analyse par simulation a été réalisée, en se focal-
isant sur l'effet de faux évenements, sur le délai de confirmation d’un évenement,
I'effet du seuil, sur le nombre de faux évenements, sur la latence et aussi le taux
de blocs non valides en faisant varier le seuil.

Le chapitre 6 présente un nouveau protocole en changeant le mécanisme de
consensus en 'occurrence PBFT (tolérance de panne byzantine pratique) qui ré-
duirait la latence. Nous avons commencé par présenter les micro-transactions afin
de controler la réplication des blocs, le modele de données est ensuite fourni avant
de présenter une description détaillée du protocole. L’idée clé de cette contribu-
tion est celle de regrouper dynamiquement les k RSUs basés sur la localisation
des évenements pour améliorer la validation des évenements. Le parametre k est
considéré comme la taille du groupe de consensus. Le simulateur développé dans le
chapitre 4 est utilisé pour réaliser I'implémentation et la validation par simulation
du protocole en considérant un large volume d’événements. Les métriques évaluées
sont la latence, les surcharge de communication et de stockage en faisant varier
les parametres essentiels du protocole a savoir k, le taux d’arrivée des évenements,
le schéma de réplication. Une comparaison avec certains protocoles de 'état de
Iart a été également effectuée. Les résultats obtenus dans ce chapitre montrent de
bonnes performances avec un nombre réduit de RSUs.

Le chapitre 7 se concentre sur la définition d’'un modele de confiance pour isoler
les RSUs malicieux et maintenir le nombre de RSUs validateurs des événements
réduit. Pour ce faire, nous proposons de combiner la notion de proximité des RSUs
a I’évenement et la réputation des RSUs. L’approche a été validée par simulation.

Le chapitre 8 conclut la these et évoque les perspectives.
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1.1 Intelligent Transportation Systems

Transportation systems have undergone massive development over the past decade
due to rapid industrialization and urbanization. This transformation is driven by
trends in advanced communication technologies and intelligence integration into
transportation models. The result improves safety and security in the transporta-
tion sector and makes its services more intelligent and convenient: this is Intel-
ligent Transportation Systems (ITS). According to EU Directive 2010/40/EU (7
July 2010), ITS is expected to optimize services in all transportation applications,
especially traffic management, security, safety, and monitoring applications.

In addition, besides safety, security, and the global transportation Quality of
Service (QoS) enhancement, ITS is also part of the sustainable development. It
promotes green car models and modes of transport to cope with the environmental
and climate challenges. This last point is subject to intense economic competition
worldwide. Furthermore, with Internet of Things (IoT) and Smart solutions inte-
gration, ITS is experiencing massive growth in the market. According to Grand
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View Research. Inc, the ITS market size is estimated to be USD 37.64 billion by
2027 [1].

Driven by innovation, ITS is growing worldwide and has become the focus
of policy and legislative initiatives in the USA and Europe. Consequently, ITS
standards had been defined by the U.S. Department of Transportation (USDOT),
the European standard ETSI, and the ISO TC204 standard to promote future
ITS deployment. Among elements of these standards, wireless communication
technologies, sensors, and Vehicular Ad hoc NETworks (VANET) architectures
and applications play a critical role.

1.2 Context and Motivation

VANET as a central component of I'TS, supports road traffic services development
and human safety. Each year, about 1.35 million people die, and more than 20
million are injured on the roads [2]. In addition, traffic jams result in massive loss
of time and fuel, which affects human health and pollutes the environment.

Over the past two decades, scientists, governments, and the automotive in-
dustry have given attention to VANET to propose several applications for road
safety and traffic efficiency. VANET provides Vehicle-to-Infrastructure (V2I) and
Vehicle-to-Vehicle (V2V) communications that enable vehicles to share informa-
tion that can be used to enhance human safety, optimize trips plans, and reduce
CO2 emissions.

Before VANET can be deployed for real applications, its enabling technologies
must be well studied and standardized. Many vehicular network projects and con-
sortia were dedicated to that concern. For example, VSC and CAMP /VSC-2 were
launched in the USA, SmartWay in Japan, Car to Car Communication Consor-
tium (C2C-CC) and COOPERS in Europe. They discuss VANET architectures,
standards, and protocols while defining its applications and challenges. When de-
signing VANET applications, distinctive characteristics such as vehicle mobility
and rapid topology change are the first concerns. But also, road traffic data secu-
rity and reliability are among the major challenges in improving road safety and
efficiency.

With the maturity of sensor and wireless communication technologies, vehicles
are becoming more intelligent. Modern vehicles are equipped with sophisticated
devices, sensors, and communication modules, enabling them to sense and share
traffic data (e.g., road state). This data can be used, for instance, to propose opti-
mized route recommendations. Traffic jams thus can be minimized, reducing fuel
consumption, CO2 emissions, and accidents resulting from traffic jams. However,
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the traffic data must be secured first; specific security requirements must be met.
Secure sharing and storage are the main concerns [3-6]. A reliable and trustwor-
thy database of traffic data is needed to feed VANET applications. This database
must ensure data integrity, traceability, availability, and vehicle privacy [6, 7].

Existing traditional architectures store and manage traffic data relying on a
trusted central cloud [8]. However, such a centralized architecture is prone to pri-
vacy issues high bandwidth consumption, leading to severe network congestion [9]
that will increase data access delay. Because of this increase in delay, centralized
architecture cannot meet the required QoS when there are a huge number of re-
quests from vehicles [10]. Furthermore, centralized architectures are subject to
single-point-of-failure issues [11, 12].

The Edge Cloud Computing (ECC) paradigm was proposed to mitigate the
centralized architecture performance limitations. It consists of splitting the cloud
and bringing it closer to the end devices [9]. Bringing facilities closer to vehicles
reduces network congestion and bandwidth usage. As a result, vehicular data pro-
cessing delay will be minimized, and VANET applications QoS will be enhanced.
However, although ECC attenuates the latency issues in the centralized architec-
ture, it raises further security concerns. Because, unlike the central cloud, which is
equipped with sophisticated security mechanisms, Edge facilities are widely spread
and are more vulnerable to physical attack [13, 14]. Consequently, maintaining a
consistent database at the Edge Cloud level is a challenge by itself [14]. In other
words, ensuring a transparent state between widely distributed Edge devices while
remaining secure against attacks is a must.

Because of its exciting properties such as decentralization, immutability, and
high fault tolerance, blockchain appears as an exciting technology to be investi-
gated for traffic data management. This technology has recently attracted much
attention from both scientists and industrials and has found use cases in a large
set of domains [15], in the last few years.

Essentially, blockchain consists of a peer-to-peer network coordinated by a
consensus algorithm to agree on the state of a distributed ledger. From a data
structure perspective, a blockchain is a linked list of blocks, where each block stores
the previous block’s hash. Blockchain technology has emerged with revolutionary
promises towards more secure applications design due to its exciting properties.
This technology by design offers decentralization of the network, transparency of
all actions, and immutability of data once written in the ledger. It also ensures
high robustness in an untrusted environment without relying on a single central
authority [16]. These properties stem from the consensus mechanism orchestrated
between all or parts of the blockchain network.

Recently, blockchain technology was relied upon to build a secure and reliable
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database of traffic data [15, 17]. However, the adaptability of this technology to
road traffic data management is not yet mature; further study of this technology
for VANET applications is needed. Several aspects need to be considered in that
journey, including the VANET network specificities and VANET applications se-
curity and performance requirements.

1.3 Problem Statement

This thesis addresses the following question:

How to build a secure history of road traffic data in VANET, while data integrity
and reliability are guaranteed within reasonable delays?

We decompose this research problem into three sub-problems:

o First, How to build a distributed and decentralized database of road traffic
messages while ensuring data integrity, availability, and transparency?

e Second, given the increase in cyber-attacks, how to build a system with high
fault tolerance and robustness against attacking vehicles and RSUs?

o Finally, how to respond to the above requirements in a reasonable delay to
meet the time-critical nature of VANET applications and their QoS require-
ments?

1.4 Contributions

The main contributions of this thesis are summarized as follows :

1. We conduct a comprehensive literature review on traffic data management
systems while describing their properties. In addition, we present an in-
depth study of existing blockchain-based approaches for secure road events
(e.g., accidents, traffic state, attack reports, etc.) management. Finally, we
position our work based on the current state-of-the-art.

2. We propose a blockchain-based architecture for traffic event management.
The aim is to integrate blockchain into VANET without compromising vehi-
cle tasks such as broadcasting safety-critical announcements. The proposed
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scheme is based on Proof of Work (PoW) consensus mechanism [18] orches-
trated by the RSUs. Finally, we conduct a performance analysis of the pro-
posed protocol through simulation; its effectiveness and robustness against
attacking (i.e., malicious) vehicles are evaluated and discussed.

3. We propose a more scalable protocol to secure traffic messages in VANET.
Instead of PoW, we rely on Practical Byzantine Fault Tolerance (PBFT) al-
gorithm [19], a voting-based consensus mechanism, performed by the RSUs.
The RSUs are dynamically selected based on their proximity to event oc-
currence location to ensure decentralization. Moreover, we introduce the
concept of micro-transactions to minimize the consensus costs (i.e., com-
putation, storage, and communication). Finally, we conduct an extensive
performance study of the proposed protocol and evaluate the efficiency of
micro-transactions. We also compare this contribution with comparative ap-
proaches in the state-of-the-art.

4. We propose a trust model to complement the previous contribution. The
objective is to minimize the consensus group without compromising the
decentralization of block-creation and the robustness of events validation.
Therefore, besides RSUs proximity to the event location, we consider their
reputation. Finally, the effectiveness of this proposal is evaluated under var-
ious scenarios of malicious RSUs.

5. We developed a blockchain simulator wherein we conduct extensive perfor-
mance evaluations and simulate various configurations to validate our contri-
butions. We consider complete scenarios where we capture vehicle mobility
and V2I communications. We also simulate attacking vehicles and RSUs and
study the robustness of the proposed protocols in handling such situations.

1.5 Thesis Organization
The thesis is organized into 8 chapters which are summarized below :

o Chapter 1 presents the context and research motivations of the thesis.

e Chapter 2 gives background knowledge on VANET and blockchain tech-
nology. It first provides an overview of VANET architecture, applications
requirements, and challenges. It then introduces blockchain technology: its
properties, applications, and challenges.
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o Chapter 3 presents existing solutions for road traffic data management. It
gives a comprehensive overview of existing architectures and discusses their
design and limitations. Finally, the state-of-the-art gap is identified, and our
contributions are positioned.

e Chapter 4 presents our first contribution, a blockchain-based architecture for
secure storage of road traffic data. This contribution is based on the Proof
of Work (PoW) consensus mechanism.

o Chapter 5 evaluates the impact of the proposed protocol in chapter 4 against
malicious vehicles (i.e., vehicles spreading erroneous messages).

o Chapter 6 presents a secure and scalable framework for traffic event man-
agement based on Practical Byzantine Fault Tolerance (PBFT) consensus
mechanism. In this protocol, a group of RSUs is dynamically formed based
on the event appearance location to improve the road event validation.

o Chapter 7 presents a trust model that enhances the blockchain performance
and isolates malicious RSUs. The goal is to ensure decentralized block cre-
ation while minimizing block validators’ group size.

o Chapter 8 concludes this thesis and discusses the perspectives.
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2.1 Introduction

This chapter starts with the basics on Vehicular Ad hoc NETworks (VANET)
architecture and goes through VANET characteristics, applications, and security
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challenges. It also provides a general overview of blockchain concepts such as the
consensus mechanism, blockchain properties, applications, and challenges.

2.2 VANET

Vehicular Ad hoc NETworks (VANET) is based on the Mobile Ad hoc NETwork
(MANET), which is an infrastructure-free and self-configuring network of wireless
mobile devices. VANET typical architecture is composed of three important actors
: The Trusted Authority (TA), RSUs, and the vehicles as shown in Figure 2.1.

Trusted ,Authority (TA)

Road Side Unit (RSU)

@)

Figure 2.1: A typical VANET architecture

The TA is a trusted third party that controls and monitors the Vehicular
Network (VN); it can revoke vehicles from the VN and help track misbehaving
vehicles. The second element is the RSUs, which is, regularly, network infrastruc-
tures supporting vehicles with connectivity, computation, and storage resource.
RSUs can act as base stations (e.g., WiFi, WiMAX) to be the intermediate layer
between the TA and the vehicles. Finally, the vehicle, as the leading actor of
VANET, is equipped with sensors that allow it to evaluate the traffic situation. It
is also equipped with the Dedicated Short Range Communications (DSRC) mod-
ule, which enables communication with the RSUs and other vehicles. In addition,
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DSRC provides Wireless Access in Vehicular Environments (WAVE) capability
using the IEEE 802.11p standard, providing medium access control (MAC) and
physical (PHY) layers [20]. With this standard, a vehicle can communicate within
a 1 km radius with transmission speeds ranging from 6 to 27 Mbps. DSRC is
adopted in the USA standard; its equivalent is ITS-G5 in the European standard
for Intelligent Transportation Systems (ITS).

In Vehicular Ad hoc NETworks (VANET), we can distinguish three types
of vehicle-originated communications : Vehicle-to-Vehicle (V2V), Vehicle-to-
Infrastructure (V2I). Vehicle-to-Anything (V2X) extends vehicle communications
to all entities, such as pedestrians. There are also communication scenarios such
as Anything-to-Infrastructure (X2I).

TA, RSUs, and vehicles form a Cooperative Intelligent Transportation System
(C-ITS) that aims to improve the safety and efficiency of the transportation sector.

2.2.1 General characteristics

VANET has specific characteristics that need to be considered when designing its
applications and protocols.

e Dynamic network: vehicles are very dynamic and change their position
and speed rapidly, making the network topology dynamic. This significant
change in the network will impact communication performance. It also leads
to network partitioning. Generally RSUs are relied upon for better connec-
tivity.

¢ Predictable mobility: vehicle mobility is limited by road topology, traffic
signs, and signals. Therefore, defining a mobility model is essential and has
an impact on the whole system.

o Large scale: VANET is large in dense urban areas. This increases the
communication load between the vehicles and also increase the requests load
to the RSUs.

e High computational ability : vehicles are outfitted with modern sensors,
GPS devices, and advanced antenna technology. They are also supplied with
AT functions, allowing them to assess exact data regarding their environment
(current position, speed, and direction) in real-time. Thus, they can predict
immediate close danger.

e No critical energy constraint : although vehicles have limited resources,
they are less resource-constrained than most MANET configurations. They
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have the computation and storage power to run a wide range of applications.
However, the supported applications should not be so resource-intensive that
it compromises vehicles’ primary task: sensing their environment and dis-
seminating relevant information to improve road safety and efficiency.

o Different QoS requirements : in VANET, the QoS is crucial. There is no
better if all services could be in real-time. However, some services are more
time-critical than the rest. For instance, services related to road safety need
a real-time response while other services are more flexible, such as traffic
efficiency and driver comfort-related services.

o Central registration : vehicles as well as RSUs are registered with the TA
and have unique identity (i.e., certificate).

The above specific characteristics make the context unique and exciting to
investigate. Therefore, VANET applications based on their specialization must
consider the above characteristics.

2.2.2 Applications

The advance in electronics and the current trend in wireless networks enable dif-
ferent deployments of Vehicular Network (VN). VN can be configured for various
environments and to support multitudes of applications. These applications are
meant to improve the safety and comfort of each entity in the transportation sys-
tem (e.g., drivers, pedestrians, etc.). VANET can be classified into three broad
categories: safety applications, efficiency applications, and comfort applications
based on their essential objectives :

o Safety applications: are specialized in accident avoiding; they are based on
emergency-related messages distribution to avoid accidents. These applica-
tions are very time-critical and generally represent inter-vehicular communi-
cations. They rely on CAM (Cooperative Awareness Messages), which gives
the vehicle’s current state (i.e., position, speed, direction, etc.) to predict an
accident. A typical use case of such applications is advertising a hazardous
event (e.g., sudden break) to approaching vehicles.

o Efficiency applications: this category of applications focuses on improving
traffic efficiency and is less time-sensitive than security applications. There
are many examples of such applications. To name a few, mobility applica-
tions: aim to optimize decision-making for drivers; environmental applica-
tions: provide real-time support for environment-friendly activities such as
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eco-driving; travel plan optimization: reduce time, cost, and CO2 emissions;
real-time traffic monitoring; and urban city surveillance.

This class of applications requires high availability and reliability. Its primary
focus is traffic management and traveling services improvement.

« Comfort applications: this class of VANET applications concerns en-
tertainment and comfort services; its main focus is to improve driver and
passengers’ comfort. Comfort applications provide accommodation services,
restaurants, gas stations, tourist information, city and parking information,
and sales announcements during a trip.

Proposed solutions in this thesis aim to make VANET applications more secure.
In the coming section, we highlight the security requirement of these applications.

2.2.3 Security requirements

VANET applications are meant to provide all required services for a safer and
more convenient transportation system. However, to secure these services, specific
security requirements must be satisfied. In summary, these requirements are [21] :

e Authentication : the service provider should be authenticated and legiti-
mate

e Availability : the service should be available and accessible
« Flexibility and efficiency : response delay must be minimized

o Data integrity : provided data must not have been altered, and its trust-
worthiness should be verifiable

e Error detection : detecting malfunctioning and attacks
e Non-reputation : service provider can’t deny its actions
e Confidentiality : communication channel must be secure

e Vehicle privacy must be guaranteed

VANET is prone to security and privacy attacks that threaten human life
and cause other social and economic disasters. These attacks are from authen-
ticated entities (insiders), taking advantage of their knowledge of the network
configuration to spread paddle, or from non-authenticated entities (outsiders),
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seeking to penetrate the network and perform malicious actions. In addition,
both vehicles and RSUs are subject to vulnerabilities. RSUs are widely spread
with no protection and are prone to attacks that compromise their credibility.
As results, RSUs can be malicious and disseminate erroneous information in the
Vehicular Network (VN) [21]. In what follows, we briefly cite examples of attacks
that might compromise the above-mentioned security requirements.

Attacks on integrity: attacks on integrity consist of falsifying exchanged
data between the system entities (i.e., vehicles and RSUs), which disturbs road
traffic safety. A typical example of these attacks is the Bogus Information Attack,
wherein a vehicle/RSU spreads wrong messages to other entities of the network
for its profit. For instance, a car A could send "There is a jam on the road R,"
aiming to free the road for itself [22]. Therefore, ensuring that traffic-related
messages have not been altered is primordial to avoid disorders and accidents on
the road. Another attack that affects data integrity in VANET is Timing Attack.
This attack delays warning message dissemination [23].

Attacks on availability: vehicles and RSUs can perform Spamming attacks,
i.e., sending spam messages in intention to increase traffic-messages transmission
latency. Besides, they can be inefficient or unresponsive due to an overload of
dummy messages, resulting from DoS Attacks [24]. Furthermore, the network
can be subject to Malware attacks, where malicious software contaminates other
nodes in the network and potentially turns them down. Moreover, nodes can
reject participating in data dissemination throughout the system, causing loss of
data; this is known as Back Hole attack [24].

Attacks on authentication : secure node authentication is vital for the
security and the trustworthiness of the shared data in the VN; therefore, the
system must avoid identity falsification. Various attacks can arise from authen-
tication. A typical example is Sybil Attack which consists of sending numerous
wrong messages using fake identities [25]. As a consequence, the attacker can
misguide vehicles for its profit. Another attack that affects the authentication is
the Position Faking Attack, in which the attacker can falsify its real position and
takes that advantage to report wrong events [25]. Furthermore, when nodes do
not have unique and tamper-proof identities, during messages exchange between
two entities, the receiver can modify the message content before broadcasting it
throughout the system as if it was the originator of the original message. This is
known as Node impersonation attack [25].
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Attacks on confidentiality: an attacker can perform the Favesdropping
Attack, seeking to sniff the communication between two nodes and to intercept
and steal confidential information [25]. Therefore, it is essential to secure the
communication channel.

In summary, there are vulnerabilities at both the Ad hoc layer (vehicles) and
the RSUs layer. Therefore, securing VANET services is an essential step towards
more secure transportation systems.

Therefore, this thesis focuses on proposing more robust traffic efficiency appli-
cations. Data integrity and availability are the primary goals of this work. We
believe that blockchain technology has the potential to meet these requirements if
it is well adapted to VANET.

2.3 Blockchain Technology

As the name suggests, blockchain refers to a chain of blocks linked by a cryp-
tographic hash. This data organization concept was first introduced in 1990
by Haber and Stornetta in their paper entitled “How to Time-Stamp a Digital Doc-
ument” [26]. However, blockchain technology was put prominent by Nakamoto, at
the end of 2008, as the underlying technology of Bitcoin [18]: the first blockchain-
based cryptocurrency. Since then, this technology has promised to revolution-
ize the financial market. Four years later, Ethereum [27] took its place as the
first blockchain platform supporting no economic assets through Smart contracts
(which can define any type of information). That was a big boost for blockchain
technology adaptation and opened horizons to new applications. Over the past
decade, blockchain technology has demonstrated its ability to reconfigure the econ-
omy and has promised to revolutionize the industry, politics, and legal systems [28].
The blockchain market size was estimated at USD 3.67 billion in 2020 [29]. On
the academic side, institutions such as Stanford University (USA) and Beijing
University of Aeronautics (China) have embarked on a race to develop blockchain
technology and its applications towards maturity [30].

2.3.1 Basic structure of blockchain

From a data structure perspective, a blockchain is essentially an ordered history
of transactions (e.g., atomic data) organized in blocks. As illustrated in Fig-
ure 2.2, each block encompasses a set of transactions, and each block is linked
to its predecessor by a cryptographic pointer (hash). Transactions within a block
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Figure 2.2: Typical structure of a Blockchain

are compressed into a single hash called the merkle root, which is calculated by
pairwise hashing until only one hash remains. This hash is later used with the rest
of the block header fields (e.g., timestamp, previous hash, etc.) to compute the
block hash. Subsequently, the resulting hash will be included in the next block as
previous hash to form a cryptographical link between the blocks. To summarize,
a blockchain, in its simple presentation, is a distributed ledger that is immutable.
This property is crucial for transparency and public verifiability of the ledger. Nev-
ertheless, none of these properties can be guaranteed in a trustless environment
without a secure consensus mechanism.

2.3.2 Consensus

The consensus is the primary component dictating the security and performance
of a blockchain system. Its goal is to ensure a synchronized ledger between
blockchain nodes in the presence of a bounded number of Byzantine faults (i.e.,
malicious/arbitrary malfunctioning). Formally, a resilient consensus protocol must
meet the following three properties [31] : 1. Consistency: a final agreement is
reached; 2. Validity/Integrity: all correct nodes decide the same value; 3. Termi-
nation: eventually, each consensus node decides some value. The aim behind a
consensus is to solve the General Byzantine Problem which was formalized by Lam-
port et al. [32] in 1982. The authors concluded: this is a difficult problem, and
its solution seems to inherently require many message exchanges. In fact, a solu-
tion to this problem exists only under some hypothesis [33]. Below, the general
assumptions that can be made based on the communication reliability.

e Synchrony: communication delays and process speeds are bounded, and
the upper bounds are known.

« Partial synchrony (Weak synchrony): there exist unknown time slots
during which the system is synchronous.

24



2.3. BLOCKCHAIN TECHNOLOGY

e Asynchronous: communication delays can be infinite. the same for the
process delays.

Although the last assumption is more realistic, Fischer et al. proved that con-
sensus could not be achieved in an asynchronous network with the presence of one
fault process: it is the FLP impossibility result [33]. Therefore, partial synchrony
was introduced by Dwork et al. [34] to deviate from the FLP impossibility.

Traditional consensus algorithms, such as Paxos [35], do not support arbitrary
faults (Byzantine faults); only benign (crash) faults are allowed. However, in a
trustless network, consensus participants may intentionally broadcast wrong infor-
mation to attack the system. Therefore, in the last 20 years, consensus algorithms
supporting Byzantine faults have been the focus of the distributed systems’ com-
munity [19, 36, 37].

Particularly in the blockchain context, several consensus protocols have been
proposed. They can be classified into two categories: voting-based consensus
mechanisms and proof-based consensus mechanisms.

The proof-based consensus protocols are based on a competition between
consensus participants. Examples of such protocols are the Proof of Work (PoW),
Proof of Stake (PoS), Proof of Elapsed Time (PoET), and Proof of Authority
(PoA).

o Proof of Work (PoW) also called “The Nakamoto consensus,” has been
widely adopted since its prominence as the underlying consensus mechanism
of Bitcoin. PoW consists of a cryptographic puzzle-solving, whereby miners
(i.e., consensus participants) race to propose the next block of the blockchain.
More explicitly, miners allocate their dedicated CPUs to find a block with a
hash verifying a specific pattern. Then, the puzzle winner proposes the next
block, which contains the previous block’s hash. Next, the winner appends
the block to its local copy of the blockchain and then forwards the block to
its peers. Finally, the block is easily verified by the network by performing
a hash comparison. PoW-solving generally requires an incentive system to
encourage miners in maintaining the blockchain.

Forks:

Sometimes, a block can be created by different miners at the same time so
that these blocks are valid and have the same parent block. However, this
eventual collision engenders inconsistency in the blockchain. Because when
these two blocks are propagated in the network, both blocks are appended
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Figure 2.3: Blockchain fork

to the blockchain. In this particular situation, the blockchain is in a fork,
as illustrated in Figure 2.3. Note that the same transaction can be in both
blocks; therefore, to ensure consistency in the ledger, only one block should
be considered. The other blocks will be dropped, and their transactions will
be saved back in the miner’s memepool (stores all unconfirmed transactions)
for the next blocks.

In Bitcoin, for example, forks are resolved following the longest chain rule:
the main chain is the one that has the most significant PoW effort invested
in it [18]. Blocks not belonging to the longest chain are called “stale blocks.”
Although these blocks are valid, they are wasted and will be dropped from
the blockchain. Moreover, from the security standpoint, stale blocks increase
the advantage of the adversary in the blockchain network [38]. Fork resolving
takes time; i.e., transactions cannot be considered immediately persistent in
a PoW-based blockchain, no immediate transaction confirmation (finality).
As a result, this directly affects the latency of the PoW protocol. PoW-based
consensus protocol requires a transaction to be sufficiently old before being
spendable/exploitable. For instance, in Bitcoin, it’s suggested to wait for 6
blocks before considering a consistent block. i.e., a transaction has to wait
an hour to be spendable.

When implementing PoW, balancing the PoW difficulty (i.e., the average
time for a new block to appear) and fork appearance is essential. Indeed,
the easier the PoW puzzle, the higher the fork probability. This is why,
in Bitcoin, the PoW difficulty is configured so that it takes 10 minutes on
average to mine a block .

Regarding security, PoW was initially supposed to be secure as long the
adversary does not hold more than 50% of the system’s total computational

! Bitcoin wiki: https://en.bitcoin.it/wiki/Mining
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power [18]. However, years later, it was shown by Eyal and Sirer [39] that
even if the adversary has only 25% of the computing power, bitcoin mining
becomes vulnerable.

« Proof of Stake (PoS) emerged as a solution to the PoW’s high computa-
tional load cost. Instead of cryptographical puzzle-solving, PoS uses stake
(e.g., a share deposit) so as block mining chances are proportional to the
miner’s stake. The reliability of PoS lay on the miner’s interest to behave
correctly to protect its stake and eventually gain the mining reward. In the
opposite case, its deposit will be lost. PoS is resource-friendly compared to
PoW, which involves high computational and energy costs. However, PoS
is not completely mature; among its current challenges, the miner election.
For example, the mining criteria cannot be based on the highest deposit.
Otherwise, that will lead to a monopoly of high-stake holders and therefore
affects the fairness and decentralization of the blockchain. As a matter of
fact, the block miner must be random and unpredictable to avoid malicious
miners to bias the election process. Therefore, techniques such as coin-age
are relied on to randomly elect a miner among stakeholders [40, 41]. How-
ever, generally, these techniques require a synchronous network [42].

o Proof of Elapsed Time (PoET) replaces the PoW-puzzle solving by a
random waiting time. The aim is to impose miners a random waiting de-
lay before proposing a new block. To do so, an especial environment called
Trusted Execution Environment (TEE) that enables isolated and secure ex-
ecution of trusted applications is relied on. Moreover, sophisticated software
such as Intel Software Guard Extensions (XGS) is required to generate the
random waiting period for miners as well as a proof of their waiting time.
Basically, POET works in two phases: each validator is assigned a random
waiting period by the network (trusted code source) [43]. The validator with
the shortest time wins and gets a certification to append a new block to the
chain. PoET is optimal as for communication, energy costs. Nevertheless,
the XGS provider (Intel) should be trusted [44].

o Proof of Authority (PoA) relies on identified and trusted validators called
authorities or sealers, whereas the majority of them are honest. Authorities
are formed based on their reputation. PoA is supposed to support t = n/2
Byzantine faults from n fixed authorities. However, this complies with the
impossibility to solve consensus when ¢ > n/3 [45]. Therefore, PoA requires
synchrony to be secure [46].

On the other hand, we have the voting-based consensus mechanism or Byzan-
tine Fault Tolerance (BFT) consensus family. Such protocols require authenticated
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participants. And work on rounds of communications to reach an agreement be-
tween this latter. Examples of such consensus mechanisms are Practical Byzantine
Fault Tolerance (PBFT) [45], Ripple consensus [47] and Stellar Consensus Proto-
col (SCP) [48].

« Practical Byzantine Fault Tolerance (PBFT) was the adopted consen-
sus protocol by IBM in its famous blockchain platform Hyperledger Fabric.
PBFT is similar to Paxos [35] with an extra round of communication, en-
abling it to support Byzantine faults. Effectively, PBFT has been proven
to be safe under an upper bound of ¢ < n/3 Byzantine faults of a n con-
sensus participants, which is shown to be optimal [45]. PBFT works by
rounds, such as in each round, nodes perform three rounds of communica-
tion (Pre—prepare, Prepare, and Commit) to reach a consensus on a given
value. Initially, a node is elected as leader (primary) to lead the voting pro-
cess, whereas other replicas act as backups as indicated in Figure 2.4. The
consensus leader could fail. In that case, the backups nodes perform a change
view, and the current leader will failover with one of the backups. The change
view process is mandatory to ensure the progress of the system. PBFT guar-
antees both liveliness and security under these three assumptions [19]:

i {Pre-prepare| Prepare | Commit |
Primary b ] 1 :
R0 : o
NN
Backup, - b 1l
| \\ 9 d
| ke X P )
: \ R TN A
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AT
| N
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Figure 2.4: Practical Byzantine Fault Tolerance (PBFT) three phases of
communication [19].

1. Bound on faults :  faulty replicas don’t exceed t = (n—1)/3 over a
lifetime of the system, where n is the total number of nodes participating
in the consensus.

2. Strong Cryptography : consensus nodes are unable to subvert the
adopted cryptographic techniques.

3. Weak synchrony : exchanged messages between consensus nodes can’t
be delayed more than a configurable asymptotic upper bound.
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In PBFT, consensus participants identities must be known to ensure ex-
changed messages authenticity. Initially, in Pre — prepare, the leader mul-
ticasts a pre — prepare message to the backup nodes. After receiving a
pre — prepare message, a backup node broadcasts a prepare message to all
nodes during the Prepare phase, including the leader. This phase ensures
that the leader sends the same prepare message to the correct backups. Af-
ter receiving 2t + 1 prepare messages matching the pre — prepare message
received earlier from different nodes, a node will broadcast a commit message
and moves to the Commat phase. Like the Prepare phase, after receiving
2t 4+ 1 commits corresponding to the pre — prepare message, all valid nodes
will add the block to their local copy of the blockchain. See Figure 2.4.

Note that PBFT requires O(n?) messages exchange in the normal scenario
and O(n?) for the change view, where n is the size of the consensus group.
This communication cost affects the performance of PBFT.

Ripple is a blockchain platform that uses a voting-based consensus. Al-
though Ripple’s consensus protocol is voting-based, it’s different from PBFT.
In the former, a transaction has to be approved by 80% of the network.
Therefore, each consensus node needs to maintain a Unique Node List (UNL),
such as this list’s intersection with any other list from another consensus node
is at least 1/5 of the total nodes [47]. From security perspective, Ripple’s
consensus mechanism does not support more than (n—1)/5 Byzantine faults
among n consensus nodes, which are far from optimal.

Stellar Consensus Protocol (SCP) is another different voting-based con-
sensus algorithm. It uses a special hierarchical connection between the con-
sensus nodes to form groups (quorum slices). These quorum slices are formed
based on the trust between the consensus nodes [48]. Mazieres [48] claimed
that Stellar achieves optimal resilience against Byzantine nodes (supports
n/3 Byzantine faults). However, Stellar relies on individual trust decisions
between the consensus nodes that orchestrate the consensus on their behalf.

2.3.3 Types of blockchains

Existing blockchains can be classified into two broad categories based on writing
access: permissionless and permissioned blockchains. The former is suitable for
public networks, as no authentication is required for consensus nodes. Bitcoin
and Ethereum are examples of these open/permissionless blockchains since miners
can join and leave the network at any time with no restrictions. However, unlike
open blockchains, permissioned blockchains require authorization for consensus
participation. Typical examples of such platforms are Hyperledger Fabric [49],
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Quorum [50], and Corda [51]. This classification could be detailed further into
public blockchains, consortium blockchains, and private blockchains as shown in
Figure 2.5

Blockchain types

|

Permissionless blockchains Permissioned blockchains

[ Permissionless public blockchains ‘ Permissioned public blockchains Consortium blockchains Private blockchains

Figure 2.5: Types of blockchains

Public permissioned blockchains: ecach node has read access to the
blockchain and has the freedom to join/leave the network. However, to become
a miner (writer), specific conditions should be fulfilled. For example, reaching
certain credibility or owning a particular stake over the network.

Public perimissioneless blockchains: no permission is required to become
a consensus node. The read access is granted to everybody, and each consensus
node has the total access to the blockchain.

The shared point between public permissioned and public pemissioneless
blockchains is that each node in the network has read access to the blockchain. In
addition, each node can potentially grant the writing access by fulfilling certain
conditions. Therefore, they are highly decentralized.

Private blockchains: an authority can unilaterally change the blockchain
rules. This type of blockchains can be useful in case of a large organization treating
with various partners as subcontractors. The organization can unilaterally validate
its subcontractors services or decide to end the contract. For example, private
blockchains are highly adopted in healthcare systems because of critical data access
and management policies that may involve the government [52].

Consortium blockchains: entities sharing interests define the blockchain
rules. Thus, the blockchain is maintained between this group, wherein each par-
ticipant represents its shares and contributes to the system’s progress—any update
on the blockchain rules need approval from the majority.
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2.3.4 Applications

Blockchain Applications
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Figure 2.6: Types of blockchains

Over the past decade, blockchain technology has demonstrated its ability to
reconfigure the economy, politics, and legal systems. Based on its application do-
mains, the blockchain technology evolution is classified as follows: Blockchain 1.0,
2.0, 3.0, and 4.0 [53]. Figure 2.6 illustrates blockchain applications in various areas.
Blockchain 1.0 concerns the financial economy, i.e., cryptocurrencies and related
applications such as digital payment systems and money transfer. Blockchain 2.0 is
about contracts, where more complex data than monetary transaction are involved,
i.e., titles, digital assets, smart properties, and smart contracts. Ethereum leads
this generation of blockchain with the famous concept of smart contracts (i.e., digi-
tal agreements). Blockchain 3.0 covers applications beyond finance and economics,
such as health, government, science, culture, and art. Although this generation
is still preparing for mass adoption, we have already talked about Blockchain 4.0,
which processes real-time applications-based blockchains. This gives an insight
into the potential of blockchain to divert sectors of activities, such as in industry
4.0.
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2.3.5 Properties

» Decentralization : blockchain technology allows transactions to be vali-
dated without relying on a central authority, thanks to the decentralization
property. This latter enables each node in the blockchain network to provide
the system’s state, independently. As a result, services remain available to
users even with the presence of attackers and crashes. It also mitigates the
risk of single-point failure by limiting requests to a centralized data center.
Moreover, the decentralization reduces the performance bottleneck at the
central agency level [54].

» Transparency/Public verifiability : the blockchain state is indepen-
dently verifiable by each node of the network (maintaining the blockchain).
As such, the database’s state is updated without the need to communicate
or trust any central authority.

o Immutability /Tamper-resistant : blockchain is a chain of blocks linked
by a cryptographic hash from the last block to the first block of the chain
(genesis block). Thus, any modification of a block’s content breaks the chain
and is easily detected, hence its immutability.

* Redundancy : the blockchain is replicated on each node of the network, i.e.,
each miner (consensus participant) stores and maintains a local copy of the
blockchain. That increases the fault tolerance and, therefore, the robustness
of the system.

o Integrity : by transparency and immutability, the blockchain also guar-
antees data integrity as long as a secure consensus mechanism powers it.
All/part of the network approves all blocks through a transparent consensus
mechanism.

e Non-repudiation : transactions are signed, relying on digital signatures,
before being added into the blockchain and becoming persistent. As a result,
no entity can deny its activities towards the system.

2.3.6 Challenges

With these properties, blockchain technology has almost found applications in
all fields. However, despite having numerous advantages, most of the existing
blockchain-based protocols face scalability limitations: high transaction confirma-
tion time, storage, and computation overhead, which hinder the complete adop-
tion of this technology for many use cases. Therefore, much research has been
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conducted in that regard; and various solutions have been proposed. Some have
focused on introducing more optimized consensus algorithms [55, 56]. Others pro-
posed to shard the network [57, 58], i.e., partitioning consensus participants into
multiple subgroups working in parallel. Differently, processing transactions out-
side the main chain have also been suggested; it is known as the off-chain ap-
proaches [59]. Furthermore, DAG (Directed Acyclic Graphs) [60], another form
of a distributed ledger, was introduced as an alternative to the traditional linked
list of blocks structure, aiming to process more transactions in parallel. Finally,
federated approaches, also called committee-based solutions, have been proposed.
They consist mainly of minimizing the consensus group size. See Figure 2.7.

Sharding

Blockchain
scaling Solutions

Federated solutions

Figure 2.7: Blockchain scaling solutions

The primary distinction of committee-based schemes is on how committees are
formed. For instance, Byzcoin [61] uses a fixed sliding window size of recent proof-
of-work block miners to form a committee dynamically. In Tendermint [62], nodes
join a committee by positioning a bond-deposit. And Algorand [63] relies on a
random function to form a committee. In these approaches, committee forming
requires proof of membership, which is satisfied by performing PoW or PoS. How-
ever, in our proposal, there is no need for proof-of-membership since consensus
participants are authenticated in advance. More details about the protocol will be
provided in subsequent sections.

In addition, committee-based approaches are usually built on a voting-based
consensus algorithm. Byzantine Fault Tolerance (BFT) consensus algorithms are
widely adopted for that purpose, as they offer low latency and high consistency [64].
Practical Byzantine Fault Tolerance (PBFT) is a typical example of BFT algo-
rithms. Hyperledger Fabric [49] was the first platform to implement PBFT in
the blockchain framework; since then, many other blockchain platforms have been
built on PBFT.

In this work, committee-based approaches were relied upon to enhance our
adapted blockchain for road traffic data management.
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2.4 Conclusion

This chapter gives general background for a better understanding of the upcom-
ing chapters; it is twofold: Vehicular Ad hoc NETworks (VANET) and blockchain
technology. The first part of this chapter is dedicated to VANET. VANET architec-
ture is introduced, and its characteristics, application requirements, and security
challenges are presented. The last part introduces blockchain technology and gives
general knowledge about its properties, applications, and challenges. Throughout
this chapter, we briefly related our contribution to the background knowledge.

The next chapter will give a thorough review on blockchain technology adoption
in Vehicular Network (VN).
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3.1. INTRODUCTION

3.1 Introduction

This chapter reviews blockchain technology adoption in Vehicular Network (VN);
it gives a taxonomy of Vehicular Ad hoc NETworks (VANET) architecture evo-
lution up to blockchain technology integration. The taxonomy classifies existing
VANET architectures into three broad categories as shown in Figure 3.1: cen-
tralized, distributed, and decentralized schemes. Adapting blockchain into VN
context is none-trivial, and several attempts have been made. This chapter dis-
cusses each of these architectures and highlights its limitations toward secure traffic
data management. Moreover, blockchain adoption in the VN, as well as the gaps
in the state-of-art, are discussed.

Centralized architectures

VN architectures Distributed architectures

Decentralized architectures

Figure 3.1: VN architectures

3.2 Centralized Architectures

Autonomous vehicles are equipped with numerous sensors, cameras, and LiDAR
sensors, which generate a massive amount of data for each car. The rate of vehicu-
lar data generation is increasing dramatically. For example, Google’s autonomous
car generates a data stream between 1.4 TB/hr and 19 TB/hr [10, 65]. This
huge amount of data is crucial for improving road traffic safety and efficiency. An
autonomous vehicle needs to analyze and process a huge amount of data sensed
through its embedded sensors or handed by surrounding vehicles to make safe de-
cisions.

Over the past decade, Cloud Computing (CC) has emerged as a promising so-
lution for large-scale data storage and computation [66, 67]. In particular, VANET
architectures depended on cloud computing to cope with vehicular data [68-71].
The primary benefit of coupling the cloud with VANET is to reduce the com-
putation and storage load on vehicles by offloading heavy tasks to the cloud. In
addition, CC provides unlimited computing and storage services through remote
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servers. These servers function as a central datacenter that gives anywhere and
anytime access to authorized vehicles.

In addition to computing and storage, the cloud offers other services such as
Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), and Infrastructure-as-
a-Service (IaaS). From an economic standpoint, these services allow a pay-as-you-
go model [72, 73], making them more attractive for automakers. For example,
Toyota relies on Microsoft Azure HDInsight to manage and process the astronom-
ical amount of data generated by its vehicles [10][p. 16]. As a result, Toyota can
offer services to its cars on-demand, directly via the internet.

This concept of offloading tasks to the cloud has been introduced with the emer-
gence of the Mobile Cloud Computing (MCM) paradigm. The aim is to mitigate
mobile devices performance and resource obstacles (e.g., battery life, storage, and
bandwidth), environment (e.g., heterogeneity, scalability, availability), and secu-
rity (e.g., reliability and privacy) [10, 74]. Similarly, this idea has been driven into
VN to support vehicles with unlimited storage and computation resource through
CC. This concept is known as Vehicles using the Cloud (VuC); it improves Intelli-
gent Transportation Systems (ITS) applications such as real-time traffic prediction
and enables various web services [71, 75].

3.2.1 Vehicles using Clouds (VuC)

Cloud layer

Figure 3.2: Vehicles using Cloud (VuC)
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As shown in Figure 3.2, the VuC architecture is defined so that vehicles can
interact with the cloud, directly or through RSUs serving as gateways. Thus, ve-
hicles contribute with valuable data that will be processed and analyzed by the
cloud for decision making. After processing the vehicular data, the cloud provides
real-time traffic information and infotainment services to authorized vehicles. In
addition to big data analytics and traffic messages advertising, many practical ap-
plications have relied upon the VuC concept. To cite just a few, Hyundai [76, 77]
relies on a central structure to monitor configuration and performance of its ve-
hicles; the goal is to improve its customers’ experience and service quality. Note
that in such applications, vehicle privacy is a serious concern. Furthermore, Hus-
sain et al. [78] introduced the VWaa$S (Vehicles Witness as a Service) to monitor
and report accidents and other dangerous events in road traffic. The proposed
application enables vehicles to upload accident images to the cloud so that these
latter can be used as forensic evidence to law enforcement and insurance agencies.
Moreover, Bitam and Mellouk [79] proposed a traffic data dissemination protocol
relying on the cloud. This approach aims to reduce the burden on vehicles while
processing traffic information transmitted from other cars.

VuC design is attractive because the cloud provides valuable services to ve-
hicles and reduces the storage and computation load on them. However, VuC
inherent convention clouds security and performance limitations which prevent it
from meeting VANET applications requirements. These limitations are mainly
due to the distance between the cloud and the vehicles, which causes a lack of
mobility support, geo-distribution, location awareness, low latency, and security
attacks because of long-distance transmission.

3.2.2 Vehicular Cloud Computing (VCC)

Vehicular Cloud Computing (VCC) has emerged as a new paradigm that leverages
underutilized vehicle resources to form a cloud. Instead of relying on traditional
cloud providers such as Amazon or Google, as is the case for VuC, in VCC vehicles
create a shared cloud. For example, a fleet of dynamic cars (e.g., cars with similar
mobility patterns) or stationary cars (e.g., cars in shopping malls or parking lots)
can leverage their unused storage and computation resources to cooperate by form-
ing a cloud system as illustrated in Figure 3.3. The formed VCC enables various
valuable such as Storage-as-a-Service (StaaS), Computation-as-a-Service (CaaS),
Network-as-a-Service (NaaS), and Sensing-as-a-Service (SaaS) [80]. Thus, vehicles
can request the vehicular cloud to access traffic information and other services.
VCC has many advantages over conventional Cloud Computing (CC) [81]. One
of the key properties of VCC over VuC is its ability to reduce vehicle requests
processing latency.
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@! Vehicular Cloud

Figure 3.3: Vehicular Cloud Computing (VCC)

VCC is supposed to offer valuable services such as traffic safety management,
road traffic information dissemination, infotainment, and disaster management |71,
81]. For example, a group of vehicles can form a cloud wherein they exchange and
maintain traffic information without uploading the data to a remote cloud. As a
consequence, that minimizes long-distance data transmission; however, VCC raises
critical security threads [82] that compromise data integrity, services availability,
and confidentiality. For example, a malicious vehicle, as authenticated node in
the VCC, can falsify data, disclose information, or intentionally stop its services,
leading to data volatility. Furthermore, with a dynamic fleet of vehicles, partition
and packet loss makes the VCC unpractical. For these reasons, the VCC is not
suitable for road-traffic data management.

3.2.3 Hybrid Vehicular Cloud (HVC)

Cloud integration in the vehicular network has taken a step further, with Hybrid
Vehicular Cloud (HVC) architecture which combines VCC and VuC [70]. The goal
of this paradigm is to leverage both approaches simultaneously as shows Figure 3.4.
HVC is useful when processed data can either be uploaded to a third-party cloud
or kept locally in the vehicular cloud. In this type of design, the vehicle request
is first submitted to the vehicular cloud before requesting the third-party cloud
service. In this case, the benefits of both the VCC and VuC are found in HVC.
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Figure 3.4: Hybrid Vehicular Cloud

3.2.4 Limitations of VANET-based Cloud Computing (V-
CC)

V-CC is a rapidly growing concept. However, it is still in an immature stage,
with many security and performance challenges that prevent meeting VANET
applications requirements; especially, for road traffic data management, which
requires high integrity and availability.

Security issues : cloud-enabled vehicular networks have some security and
privacy issues. Due to the sensitivity of shared data between vehicles, there is a
growing concern about vehicle privacy. Also, due to the high dynamic in cloud par-
ticipants, in the case of VCC and HVC, authentication causes permanent weakness.
A non-authenticated or malicious vehicle intrusion could cause loss of time and
money, or even death. Therefore, much research has been conducted to solve the
problems of intrusion, authentication, and vehicle privacy violation [11, 12, 83, 84].
However, there are still security and privacy issues in vehicular cloud comput-
ing [71][p 17] that affect data integrity. For example, in VCC, vehicles must rely
on information from other vehicles or the cloud for navigation. Nevertheless, any
distortion of the information can cause damage. That is likely to happen in the
presence of malicious vehicles. Also, due to the lack of location awareness, it is
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challenging to evaluate traffic information.

Performance issues : the increase in autonomous vehicles will imply exces-
sive requests for traffic services. That will lead to network congestion and cause
significant delays in accessing cloud services. Furthermore, the distance between
the cloud and the vehicles will induce consequent data transmission delay. There-
fore, V-CC can not satisfy the required low-delay response.

Moreover, excessive bandwidth and storage costs are implied from data upload-
ing to the cloud, which increases network access devices’ energy consumption. As
a result, it becomes challenging for the cloud to keep up with the communication
and computational demands with the continuous growth of vehicular data. For
these reasons, V-CC architectures failed to meet VANET applications’ QoS re-
quirements, especially when it comes to traffic data management and sharing [10].

3.3 Distributed Architectures

Mobile Edge Computing (MEC), or similar paradigms such as Fog Computing and
Cloudlets, are promising solutions to the above V-CC performance problems [9, 14,
85]. The key idea behind MEC is to bring the cloud closer to users. The goal is to
minimize data offloading costs (e.g., bandwidth and energy) and reduce latency.
For that end, cloud resources (i.e., computation and energy) must be split and
distributed to edge servers located at the network’s edge. Hence, the distribution
property of the MEC-based architecture.

Over the past decade, MEC has attracted much attention in academia [86-89).
The MEC paradigm is well accepted by the research community. It is also consid-
ered as the practical solution to deal with the exorbitant mass of data generated
by IoT devices. And for the specific, MEC has been introduced in the vehicular
network as Vehicular Edge Computing (VEC), a revolution of the V-CC.

3.3.1 Vehicular Edge Cloud (VEC)

VEC enables MEC in the vehicular network, whereby cloud computing and stor-
age services are brought closer to vehicles. That improves the QoS of the cloud
by reducing the load on the network infrastructure and the bandwidth cost. For
this reason, VEC holds promise for addressing the exceptional growth in vehicle
demands and application requirements. The main property of VEC is its ability to
reduce cloud resources accessing delay. In addition, VEC is, by design, distributed
in opposite to V-CC, which is centralized [90]. Moreover, VEC enables data lo-
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cation awareness, thanks to the proximity of the edge nodes. As a consequence,
this makes it more efficient for road traffic data assessment compared to V-CC
architectures.

On the other hand, VEC also helps balance data offloading and vehicle requests
processing to mitigate potential network congestion. Although vehicles have high
sensing capacity and moderate computation and storage resources, they still can-
not effectively manage traffic data. Therefore, resource-intensive tasks must be
uploaded to the cloud, whereby the result can be requested within a minimum
delay to meet VANET applications specifics. In VEC, close edge nodes handle
vehicle requests without needing the central cloud, thanks to optimized caching
politics. As a result, the final delay is minimized, as well as the bandwidth and
energy costs.

3.3.2 Architecture

As shown in Figure 3.5, a typical VEC architecture is composed of three layers:
the vehicular layer, the Edge servers layer, and the cloud layer.

Cloud layer
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Figure 3.5: A typical VEC architecture

Vehicular layer : vehicles can process, analyze and store the necessary in-
formation perceived by its embedded sensors. However, they have limited com-
putation and storage resources (cf.2.2.1); therefore, the need to offload ressource-
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incentive tasks to more appropriate nodes (i.e., edge servers). The offloading
process is through V2I communications.

Edge servers layer : Edge servers are often located at the RSUs layer. They
support RSUs with enough computation and storage resources to process the ve-
hicular data. In addition, if necessary, RSUs may forward tasks to the central
cloud to access cloud services. Thus, the RSUs as well the conventional cloud
work together to make the transportation system more convenient.

Cloud layer : The cloud layer comprises remote cloud servers operating as a
central cloud with unlimited resources (i.e., computation and storage). Thus, it
can cover a larger area than the edge servers. Finally, the cloud coexists with the
edge servers to effectively reduce the load on them. For example, if cashed-out
data at the edge is no longer relevant, it can be offloaded and transferred to the
central cloud. In addition, the cloud can provide centralized control for optimal
decisions.

3.3.3 Vehicular data management in VEC

An astronomical amount of traffic data is expected from vehicles. This informa-
tion must be effectively analyzed, validated, securely stored, and disseminated.
Attempts have been made in that regard while relying on the VEC architecture.
For example, in a recent work Lai et al. [91] presented a VEC-based framework for
an efficient and responsive vehicle requests processing. Furthermore, Hagenauer
et al. [92] introduced micro clouds as edge servers that process and analyze the
data before transferring it to a remote datacenter. Lai et al. [93] pushed the above-
cited work further with a two-level threshold approach to dynamically optimize
data transmission volume. Finally, Darwish and Bakar [94] proposed a combined
massive data analysis with intelligent computing to enable real-time data process-
ing in vehicles using fog computing.

VEC optimizes the overall QoS of VANET applications by minimizing band-
width, energy, and cloud services accessing delay [85] . In recent years, many con-
tributions have been made regarding VEC [95-100]. Ongoing research projects are
investigating the inclusion of new technologies such as Software Defined Network-
ing (SDN) [101-103] and Artificial Intelligence (AI) [104-106] seeking to further
optimize VEC capacity. For example, given the limited resources of edge nodes,
AT may be practical for optimizing resource caching.
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3.3.4 Security challenges of VEC

Despite a low cloud service accessing delay, VEC comes along with security issues.
Because of the high distribution of the edge nodes, they are difficult to protect.
Consequently, edge servers might be malicious and thus compromise trust, confi-
dentiality, data integrity, and transparency [85, 107] of the VEC system.

Trust and confidentiality : although vehicles, through their embedded sen-
sors, provide relevant data to improve the transportation system, these data must
be validated. With the explosive increase in the number of vehicles, those with
malicious or faulty behavior overwhelm the safety and feasibility of the Vehic-
ular Network (VN). Vehicle reputation management and authentication are the
key measures to effectively assess the reliability of vehicles [85, 108]. Through a
good reputation model, benign cars can build a strong credibility, and attacking
ones can be detected and isolated. Therefore, an effective reputation management
system will prevent potential attacks and thus increase the reliability and per-
formance of the system. Researchers are working on designing an optimized and
effective vehicle reputation management system [109-111]. These works focus on
how to effectively develop an efficient reward /punishment model to update vehicle
credibility. Less attention was given to potential vulnerability at the RSUs layer.
Nevertheless, RSUs which are supplied with edge nodes are prone to attacks and
errors (cf. 2.2.3) and therefore are not trusted.

Data integrity and transparency : RSUs are deployed in public places
without any protection, making them prone to attacks and therefore not entirely
reliable [85]. That said, to maintain data integrity between such a distributed and
trustless system, data must be verified by a sufficient number of non-malicious
RSUs [14]. Furthermore, ensuring transparency between these RSUs in an un-
trusted network is a major challenge [9, 14].

To sum up, VEC drastically reduces cloud resources accessing delay, which is
a consequential added value for road-traffic services. However, it raises along the
way new security challenges, such as the difficulty (i.e., expensive to supervise and
maintain) to protect the edge servers located at the RSUs layer. To address these
security issues, it is indispensable to ensure reliable and transparent communica-
tion between the edge servers.

We believe that blockchain technology, with its capacity to ensure data integrity
and transparency in an untrusted network, is a promising solution to overcome
VEC security limitations.
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3.4 Decentralized Architectures

Blockchain technology properties, such as decentralization, tamper resistance,
redundancy, and self-healing, can help achieve crucial security goals (cf.2.3.5).
Therefore, its integration into Vehicular Network (VN) has gained considerable
interest, lately [17, 112, 113].

3.4.1 Blockchain in Vehicular Network (VN) : Motivation

VN is ever vulnerable to attacks due to the high heterogeneity at different lay-
ers of the network and the intensive communication between the components of
the system. Blockchain is a promising solution that can bring more robustness
and transparency in most vehicular network applications. The adoption of this
technology in the vehicular network will provide trust and error reduction through
public verification and transparency. Given the importance of traffic data toward
improving ITS, a promising technology like blockchain should be exploited.

The main difference between the blockchain-based scheme and the above ar-
chitectures (i.e., VANET-based Cloud Computing (V-CC) and Vehicular Edge
Computing (VEC)) is the decentralization property of the former. The decentral-
ization allows VN entities to cooperate and make decisions independently without
trusting each other. Thus, reliance on third-party entities such as control centers
and trusted intermediaries will be eliminated.

In addition, the adoption of blockchain in VN will mitigate security threats
such as availability and single-point-of-failure vulnerability. Through replication
and synchronization of blockchain state across the network, the system can support
and address potential security issues (cf.2.3.5). As a matter of fact, road-traffic
related services remain available, even in the presence of attackers. That feature
coupled with standard security measures such as modern cryptographic techniques
will be a major asset in securing VN.

Finally, the immutability property inherited from the blockchain will prevent
traffic information altering. That, therefore, allows for accurate auditing and track-
ing of the road traffic data.

Both centralized and distributed architectures have failed to ensure secure traf-
fic data management. Recently, attempts have been made relying upon blockchain
technology. However, blockchain inclusion in VANET remains at its early stages.
We classify existing approaches based on how blockchain is integrated within VN
into three categories: vehicle-centric, RSU-centric, and cloud-centric blockchains.
We also present a typical architecture of each type and discuss the advantages and
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disadvantages of each.

3.4.2 Vehicles as blockchain nodes

In this category, the blockchain is enabled at the ad hoc layer, whereby vehi-
cles maintain the blockchain and orchestrate the consensus. Various vehicles sup-
porting blockchain schemes have been proposed seeking to secure VN applica-
tions. Alouache et al. [114] proposed a blockchain-based approach for credit pay-
ment in Vehicular Cloud Computing (VCC). The proposed scheme aims to ensure
secure and transparent collaboration between vehicles while forming a vehicular
cloud. The authors claim that their solution alleviates the problem of selfish cars;
they also believe that their proposed Bitcoin-based incentive model will motivate
vehicles to exchange data and services with other vehicles through V2V commu-
nications.

Moreover, Singh and Kim [115] presented a blockchain-based framework for
secure data sharing and trust management for Intelligent Vehicles (IVs). This
framework intends to securely store the details related to IV communications.
In [115], vehicles solve the PoW puzzle, participate in consensus, and maintain a
blockchain of their communications history and trust points.

In addition, Shrestha et al. [116] proposed a blockchain-based model for traffic
messages and vehicle trust value storage. All vehicles download, store, and update
the blockchain. As a result, each car independently manages the complete history
of vehicles trust and road traffic messages. The blockchain integrity is ensured by a
PoW consensus mechanism orchestrated by the cars. The authors have mentioned
the scalability limitations of their scheme and suggested zoning techniques coupled
with edge computing as a prospect to reduce block mining load on the vehicles.
An implementation is needed to validate their model.

Wagner and McMillin [117] provided a more detailed protocol for a vehicle-
based blockchain scheme, wherein vehicles within the same platoon maintain a
collaborative blockchain. Their proposed method requires each car to maintain
a blockchain updated by downloading the newly joined platoon state. However,
although the authors emphasized the importance of verifying road traffic events
by vehicles on the road, the proposed scheme is infeasible due to the high latency
for a car to join a platoon and synchronize its blockchain with that platoon.

Similarly, Awais Hassan et al. [118] proposed a blockchain-based framework to
secure warning messages exchanged between vehicles without the need for RSUs.
The proposed scheme considers important road traffic warning messages such as
lane change, forward collision warning, and hard braking warning messages. The
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authors claim that messages exchanged between vehicles through a blockchain
system could help distinguish malicious vehicles. However, no details on the
blockchain protocol were provided; hence, it is challenging to assess the suitability
of their proposal for road traffic data management.

The above-cited approaches are attractive because of their high decentraliza-
tion and their ability to provide direct V2V communication without relying on
any infrastructure. This last point, of course, minimizes the RSUs deployment
and maintenance costs. Nevertheless, such schemes will not be able to accom-
modate the required QoS for road traffic data management [119]. Due to vehicle
mobility, it is difficult to achieve consensus among mobile nodes due to potential
communication problems. In addition, blockchain consensus mechanisms are gen-
erally resource-intensive (i.e., high computation or communication requirements),
which adds a heavy load on vehicles and therefore disturbs their primary task of
sensing and disseminating road traffic data [120].

Mostafa [121] attempted to minimize the consensus load on mining vehicles,
leveraging on a mini-blockchain scheme [122]. The aim is to prune the blockchain
(i.e., remove outdated blocks) to keep the size of the blockchain manageable. How-
ever, the latency and computational load issues are still unsolved.

3.4.3 RSUs as blockchain nodes

In different works, RSUs were relied upon as blockchain nodes. In such a configu-
ration, the consensus load (i.e., storage and computation) will be alleviated from
the vehicles. That will leave them with the full potential to efficiently sense and
forward relevant traffic warnings.

Yang et al. [123] introduced a blockchain-based system to verify and validate
collected traffic data while trusting the RSUs. In [123], vehicles upload traffic
data to the RSUs that validate it relying on passing cars’ trust. The validated
data is then securely protected by a blockchain maintained between the RSUs.
Furthermore, in [123] a new consensus protocol, named Proof of Event (PoE), was
introduced to validate traffic events. Nevertheless, the proposed scheme does not
consider potential attacks on the RSUs, which is a strong assumption (cf.2.2.3).

Moreover, Lasla et al. [124] used a blockchain to propose a fully distributed
system to mitigate security vulnerabilities and overheads in centralized authenti-
cation systems. The proposed solution relies on a set of RSUs that decide whether
to admit or revoke vehicles based on predefined rules. Once consensus is reached,
a blockchain of vehicle membership status is updated and maintained between
the RSUs. Later, when a vehicle receives a message, the authentication can be
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performed by the RSUs. This application is interesting, but its feasibility must
be proven with a performance study. Furthermore, details regarding the adopted
consensus algorithm must be provided.

In the same context, van der Heijden et al. [125] have presented a blockchain
that enables revocation of misbehaving vehicles without requiring centralized trust.
Their proposed architecture is based on RSUs maintaining a blockchain of vehi-
cles misbehaviour evidence. The misbehaviour authorities will later access the
blockchain data for potential punishment (e.g., certificate revocation).

The above-cited approaches will fail to meet the required storage and com-
putation to maintain a blockchain of road traffic because the RSUs do not have
the needed resources. Furthermore, enabling decentralized services at the RSUs
through a blockchain requires an efficient Big data processing method and opti-
mization techniques that are computation and memory-intensive. Therefore, the
RSUs need to be enhanced to support applications such as traffic data manage-
ment.

3.4.4 Vehicular Edge Cloud (VEC) enabled blockchain

In other approaches, the blockchain had been coupled with the Vehicular Edge
Computing (VEC) architecture [126, 127]. In such an architecture, RSUs are
supported by edge nodes providing the needed storage and computation to manage
a blockchain of road traffic data.

Li et al. [128] proposed a carpooling scheme relying on blockchain-assisted
fog computing. The proposed solution relies on a private blockchain to record
carpooling processes while maintaining vehicle and user privacy. The authors
claim that their proposed solution is secure if RSUs allow fog nodes to be semi-
trusted (i.e., they can only probe user data). However, this is a strong assumption
and may conflict with the need for blockchain in the first place.

In addition, Kang et al. [129] proposed a blockchain for secure storage of ve-
hicular data. The authors assume that their system enables safe and efficient data
storage, relying on RSUs equipped with edge nodes. Multiple RSUs are grouped
to form edge clusters that temporarily store vehicular data before uploading it to
the central cloud.

RSUs supplied edge nodes for blockchain support is the most feasible and
promising architecture among those mentioned above. Equipping RSUs with edge
servers gives them the resources to handle vehicle requests alongside the blockchain
support. Even though edge nodes have limited resources, they can improve RSUs
ability to provide the most relevant data through caching to improve the trans-
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portation system. Therefore, VEC enabled blockchain is the adopted architecture
in all contributions of the thesis.

3.4.5 Consensus protocols for RSUs as blockchain nodes

This section discusses consensus protocols for RSUs as blockchain nodes. PoW
and PBFT are the most adopted consensus mechanisms [113] due to their well-
established security guarantees. However, some few works relied upon other con-
sensus mechanisms, such as PoA and PoS. These latter are less secure than PoW
and PBFT and require synchrony (i.e., messages are delivered within a limited time
frame). However, the RSUs network is not reliable, and such an assertion cannot
always be guaranteed (cf.2.2.3). Brand-new consensus schemes were introduced
specifically for VN; for example, Proof-of-Event (PoE) [130] and Proof-of-Driving
(PoD) [115]. These consensus protocols are not reliable because of lack of security
guarantees. In what follows, we review PoW and PBFT-based blockchains enabled
at the RSUs layer.

PoW based protocols

Attempts have been made to build a secure, immutable, and decentralized traffic
records history relying on PoW consensus. Zhang et al. [131] proposed a blockchain
scheme to establish a secure, distributed, and decentralized database of vehicle
messages on the Internet of Vehicles (IoV). The main objective is to support traffic
announcement messages in a large region. The proposed architecture divides the
area into subregions, whereby each region has an auxiliary blockchain that stores
message specific to its geographical zone. In addition, the auxiliary blockchains
are managed by a parent blockchain that ensures the data consistency between
these latter. In [131], vehicles are supposed to be powerful enough to solve the
PoW alongside the RSUs. However, mining vehicles raise performance issues, as
in vehicles blockchain nodes schemes (cf.3.4.2). Zhang et al. [131] did not provide
any performance measures to support the feasibility of their approach.

Other approaches have preferred to leverage exclusively on RSUs or exter-
nal computation providers (e.g., Edge computing nodes) aimed to alleviate the
PoW load on vehicles. For instance, Leiding et al. [132] have introduced a public
blockchain to implement VANET services without mining vehicles. The proposed
infrastructure relies on smart contracts to deploy important VANET applications
in the Ethereum blockchain. These applications concern traffic regulation, vehi-
cle tax, vehicle insurance, and other applications that enforce network rules and
regulations. Finally, each car is linked to an Ethereum account and pays a fee
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(e.g., ethers) to access the blockchain services. Thus, cars are only Ethereum
clients; they do not participate in the consensus. Instead, mining should be done
by RSUs or by external computation providers. This approach is practical for
service-oriented applications as insurance and vehicle tax payment, where the la-
tency of several days may be acceptable; nevertheless, it is not suitable for traffic
data management due to its time-criticality.

The previous works lack a thorough study on the PoW-based blockchains adap-
tation for traffic data management; they also do not provide performance evalua-
tion of their protocols. Performance metrics such as the required delay to confirm a
road traffic message or the blockchain throughput are crucial to validate blockchain
adaptability in VN. Therefore, with respect to existing works, more study is needed
toward PoW adaptation for real-world VANET scenarios.

PBFT-based protocols

PBEFT is the other most relied upon consensus protocol alongside PoW; it is a well-
studied and proven correct consensus algorithm [133]. A PBFT-based blockchain
requires all consensus participants to be authenticated, which does not conflict
with VN system since RSUs are authenticated. Such a blockchain protocol is
called permissioned blockchain, and sometimes consortium blockchains (cf.2.3.3)
since each RSU protects its interest (e.g., its reputation) in the blockchain network.

Zhang and Chen [134] relied on PBFT to propose a consortium blockchain for
data storage and sharing in VANET. The proposed scheme relies on a pre-selected
RSUs managed by the TMA, which is fully trusted. The proposed blockchain is
orchestrated between those selected RSUs, which validate and forge new blocks of
traffic data. However, such a scheme has centralization issues because the same
RSUs validate the blockchain data. Furthermore, road traffic event validation
won’t be efficient if validating RSUs are located far from the event appearance
location. For example, if there is a traffic jam at a given zone, this event should
be confirmed by close RSUs through vehicles in that specific zone. In addition,
the proposed scheme has considerable latency (10 minutes for block confirmation),
partly resulting from using PoW for PBFT leader election.

Recently, Firdaus and Rhee [135] proposed a blockchain scheme to secure data
sharing in Vehicular Edge computing. A PBFT between RSUs was relied on to
reach an agreement between RSUs. A network of 10 RSUs was simulated, and the
evaluated metrics were related to network metrics such as packets delivery ratio
to the RSUs, packets receiving rate, and MAC/PHY layer overhead.

Instead of PBFT, Kang et al. [129] proposed a consortium blockchain to secure
traffic data leveraging on a different voting-based pattern. Authors claim that
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their proposed consortium blockchain ensures secure and efficient data storage
and sharing in Vehicular Edge Computing and Networks (VECONs). In [129] a
new voting-based consensus pattern that works in four rounds of communications
was introduced. The proposed consensus pattern relies heavily on the leader, as
illustrated in Figure 3.6; that highly exposes the leader to DoS attacks compared
to PBFT. Also, PBFT operates one communication round less (cf.2.3.2).
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Figure 3.6: The consensus pattern presented in [129],
DAG (data aggregator in VECONSs by the RSUs)

Most of those consortium-based blockchain schemes do not provide performance
details about the consensus protocol, nor how it can be adapted to deal with traf-
fic messages in VANET. From a theoretical standpoint, PBFT performance and
security principles have been extensively discussed in the literature [38, 64], but
mostly for currency-based use cases such as Bitcoin; however, traffic events differ
from Bitcoin transactions. The latter rely entirely on the history (i.e., committed
data) for transaction validation, while traffic records need to be approved by the
witnesses of the concerned events. It is therefore essential to study the adapt-
ability of widely adopted consensus protocols, such as PoW and PBFT, to build
secure traffic records sharing system in VN. More performance studies are needed
regarding the throughput and latency, as well as, the size of the blockchain when
real-world VANET settings are considered.

Furthermore, we believe that the decentralization and efficiency of existing
PBFT-based blockchains can be improved. Events validation efficiency can be
improved by dynamically selecting the validators based on event location.
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3.4.6 Limitations

Blockchain integration into Vehicular Network (VN) will improve VN applications
security. However, blockchain properties such as decentralization, data integrity,
and transparency are not directly inherited. Blockchain technology can compro-
mise confidentiality due to data replication between the network participants and
its high transparency. In addition, this technology is known to have scalability
limitations in handling large amounts of data, which hinders its adaptation into

VN.

o Adaptation : The adaptability of blockchain in VN is still immature. Most
of the existing works only present the basic concept of blockchain-enabled
VN; further investigation is still needed:

— Road traffic data are typically cyber-physical, so their validation must
be considered during the blockchain consensus for effective road traffic
data validation.

— How to cope with the massive amount of information such road-traffic
data.

— VANET communications and configurations must be considered.

— Also, vulnerabilities of vehicles as well as RSUs must be considered and
countered.

e Security: the blockchain security properties stem from the consensus pro-
tocol it uses. For example, the PoW consensus mechanism is based on the
computational power of the blockchain network; it guarantees the security
of the blockchain as long as the adversary (i.e., faulty /malicious nodes) does
not hold the majority of the overall computational power. In such a pro-
tocol, the higher the number of RSUs, the more secure the blockchain. For
instance, using PoW on a small number of RSUs may not give the same secu-
rity level as in Bitcoin, which is secured thanks to its high number of miners
(cf.2.3.2). Furthermore, although introducing a new consensus mechanism
is interesting as in [129], it should be followed by thorough security analy-
sis and guarantees. Some existing works [123, 129] assume that RSUs are
trustworthy. However, due to their wide distribution RSUs are vulnerable
(cf.2.2.3).

Therefore, aimed to propose a blockchain-based system for traffic data man-
agement, we make no such assumption. Instead, we consider that vehicles
and RSUs are potentially malicious at specific limits and evaluate their im-
pact on the robustness of the blockchain.
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Note that vehicle privacy-preserving is a challenge for blockchain inclusion
within VN. Due to the blockchain’s high transparency and data replication,
the anonymity property is not guaranteed. Nevertheless, attempts have been
made to solve the problem of vehicle privacy in blockchain-enabled VN. Using
anonymous identities is recurrent as a solution that would protect vehicle
privacy. Research is underway to improve vehicle privacy when relying on a
blockchain in VN [113, 136, 137].

Scalability: Blockchain technology, due to its decentralization property,
operates without any trust. FEach node in the chain must independently
verify the system state, implying performance limitations in the blockchain
protocol. Numerous solutions have been proposed to overcome this scalabil-
ity problem (cf.2.3.6). Especially in vehicular networks, some of those ap-
proaches have been adapted to blockchain-enabled VN. For example, shard-
ing or clustering techniques have been relied upon to scale blockchain-based
Internet of Vehicles (IoV) [131]. Moreover, various consensus protocols have
been used to minimize the overall resource costs of the blockchain system
and optimize performance in VN [131]. However, these works are still in the
early stage and are often centralized or based on strong assumptions or do
not cover the actual potential attacks in vehicular networks.

In this work, we leverage the specificities of road traffic data to minimize
blockchain resource costs and optimize performance without sacrificing some
crucial properties of the blockchain, such as decentralization and the consen-
sus mechanism’s reliability.

Performance: road traffic applications depend on a massive amount of data
provided by vehicles. The existing blockchain-based VN cannot cope with
such a large amount of data while meeting the delay requirements. Moreover,
due to the high level of mistrust in VN, the blockchain performance will get
lower. For example, vehicles are subject to attacks, so the data they provide
must be verified based on their credibility, which is a complex protocol added
to the blockchain protocol. In addition, RSUs cannot be trusted due to their
wide distribution and lack of protection. Because of these vulnerabilities,
rigorous verification is needed for traffic data. This verification will work as
part of the blockchain protocol. Therefore, blockchain-based VN evaluation
needs special attention. Metrics such as traffic data validation delay, com-
munication, and storage costs must be assessed and discussed. However, to
the best of our knowledge, there is no performance evaluation of blockchain-
based VN [112, 120]. Therefore, a benchmarking platform of these solutions
is necessary to evaluate and study their feasibility [112][p.14].

We developed a blockchain simulator to assess the diverse configurations of
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our models. Extensive performance studies were conducted and discussed.
Attacking vehicles and RSUs and their impact on the robustness of the pro-
posed solutions were also investigated.

3.5 Conclusion

This chapter presented existing vehicular network architectures, classified into
three categories: centralized, distributed, and decentralized. Each architecture was
defined, and its advantages and limitations in securing traffic data were discussed.
The conducted review showed that while the distributed architecture mitigates the
security and privacy issues of centralized schemes, it poses other security issues
because widely distributed edge servers are subject to attacks and cannot be fully
trusted. These distributed servers must be synchronized without trust. Therefore,
decentralized architecture steps in to solve this challenge by leveraging blockchain
technology.

Throughout the review, we developed decentralized approaches wherein
blockchain technology is enabled for Vehicular Network (VN). We structured
existing schemes into three categories based on how blockchain is integrated into
VN while discussing each approach. The main gaps in the current state-of-the-art
of blockchain-enabled VN are security (e.g., RSUs must not be trusted), scalabil-
ity, and lack of performance evaluation.

This thesis aims to securely and efficiently adapt blockchain for road traffic data
management. Two protocols have been proposed: PoW-based and k-replication.
An exhaustive performance study was conducted to validate these protocols in real
VANET scenarios.
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4.1. INTRODUCTION

4.1 Introduction

As the first blockchain application, Bitcoin has proven its robustness. Deployed
in an open network, Bitcoin has shown high resilience to attacks, making it the
most secure open and decentralized database the world has ever known. Bitcoin’s
security, as the case for any blockchain protocol, is dictated by its consensus mech-
anism: Proof of Work (PoW).

The reasonable question to ask is: can PoW-based blockchain be adapted to
secure traffic data while inheriting all its security properties? What are the chal-
lenges, constraints, and performance outcomes?

Bitcoin is designed to allow its clients to maintain a wallet with their Bitcoin
balance and in which they can transfer Bit-coins to other clients without third-
party intervention. In Bitcoin, each miner apparently and independently verifies all
transactions. This verification concerns account balance verification (i.e., if there
are sufficient Bit-coins in the account to allow the transfer) and the transaction
format (i.e., if a Bitcoin client correctly signed the transaction) [18].

However, traffic records validation is more complex; it does not depend entirely
on the history (i.e., the blockchain data). Therefore, the only effective way to
assess event relevance is through vehicles that pass near the event’s appearance
and witness it with their dedicated devices.

In this chapter, we investigate the adaptability of a PoW-based protocol to
secure traffic events. The proposed scheme is validated with rigorous study of
performance (i.e., throughput and latency).

The remainder of this chapter is organized as follows. Section 4.2 presents
VANET architecture enabled a PoW-based blockchain. Section 4.3 details the
proposed protocol. Section 4.4 describes the simulation environment. Section 4.5
evaluates the performance of the proposed system. Finally, section 4.6 concludes
this chapter.

4.2 Pow-based Blockchain Architecture

This section shows how the blockchain is adapted into VANET for secure storage
of road traffic events. It starts with the definition of VANET components’ role in
the proposed protocol. Then, we present the event validation methodology and
discuss the security model.
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Figure 4.1: Pow-based blockchain architecture

4.2.1 VANET components roles

As illustrated in Figure 4.1, the main components of VANET architecture can be
separated into three layers: the ad hoc layer, the RSUs layer, and the last layer

is the Traffic Management Authority (TMA) (cf.2.2). In what follows, we discuss
the role of each layer adapted blockchain for road traffic events management.

The ad hoc layer defines vehicles supplied with Dedicated Short Range Com-
munications (DSRC) modules, easing their communication with their environment.
Vehicles can communicate with other vehicles (V2V) equally with nearby RSUs
(V2I) via their DSRC modules (cf.2.2). Besides, vehicles are equipped with smart
devices that allow them to collect information about road conditions. For in-
stance, they can record traffic jams, accidents, weather conditions, etc. This data,
if proven relevant and trustworthy, will improve the transportation system.

In the proposed protocol, vehicles upload traffic records directly to neighboring
RSUs for verification and validation. Later, we detail how uploaded messages are
validated. We also assume that vehicles do not solve the PoW puzzle. By doing
so, vehicles retain all their capabilities to detect and broadcast traffic data to the

RSUs.
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The RSU layer consists of RSUs maintaining a Peer-to-Peer (P2P) network
between them and a blockchain of traffic events as shown in Figure 4.1. The RSUs
are equipped with Edge nodes that provide them with the necessary computation
and storage resources to maintain the blockchain. Incorporating the Edge cloud
paradigm into the VANET architecture is essential to meet the needed computation
to solve the PoW puzzle, as well as the high storage space requirement (cf.3.4.3).

The RSUs play an important role in traffic events assessment. As the reported
events may be erroneous, their trustworthiness must be validated to ensure
the reliability of the blockchain data. Therefore, we rely on a threshold-based
methodology to validate traffic events. More details are given later in section 4.2.2.

The TMA layer represents the Traffic Management Authority (TMA); it is a
trusted organization generating cryptographic credentials to newly joining vehicles
and RSUs. The provided certificates must be anonymous to protect vehicle privacy.
In this work, we simplify the certification process, and assume that generated
certificates are anonymous and does not compromise vehicle privacy.

The TMA also monitors the blockchain and inflicts punishment to misbe-
haviour actions. e.g., the trust authority can identify vehicle misbehaviour through
the blockchain and consequently take the appropriate decision such as vehicle cer-
tificate revocation to protect the VANET.

4.2.2 traffic events validation

An efficient traffic event validation is crucial for blockchain data reliability. For
example, vehicles could report fictitious events intentionally, trying to jam the
system, or due to software crash (cf.2.2.3). Therefore, validation of messages
coming from vehicles is the first step toward trustworthy and reliable traffic records
sharing and storage.

We rely on the RSUs to assess the traffic data. More precisely, after receiving
a message reporting a traffic event, a RSU waits for a threshold of confirmation
messages from passing cars before considering the event plausible. If necessary, a
RSU would request confirmations from nearby vehicles as illustrated in Figure 4.2.
A valid road traffic event must be confirmed by a given number of vehicles that
witnessed the event. The identities of these vehicles will be included in the valid
event and stored in the RSU. Later, validated events will be securely included in
the blockchain through the PoW mechanism. Thus, a RSU-level blockchain will be
built to realize a decentralized, transparent, immutable, and secure system related
to traffic in the VANET. In the following, we will describe the blockchain-based
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traffic message storage protocol in detail.
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Figure 4.2: RSU-centric events validation

4.3 Protocol Description

This section describes the proposed scheme for secure traffic data validation, stor-
age, and sharing. In Figure 4.3, we present a diagram flow of the proposed model,
which consists of 6 steps. We also provide pseudocodes describing block mining
and block confirmation processes.

e 1. Message upload :
o I 2 £ - Misbehavior report

- Traffic condition

- Accident report

2. ARSU may request
confirmation from
surroinding vehicles

3. RSU validate
reported events after
getting a treshold of

confirmations

4. Block Mining

5. The block is spread
on the network

6. Receive block and
update the blockchain

Figure 4.3: Model flow

We consider the scenario illustrated in Figure 4.3, where vehicles upload the
road state to nearby RSUs. We recall here that the goal is to establish a secure
and reliable database of traffic records. The proposed protocol works in 6 steps,
as shown in Figure 4.3.
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o The first step is traffic messages collection. This phase consists mainly of
vehicles reporting hazardous traffic events sensed through their embedded
smart devices. The witnessed events are then sent to nearby RSUs. An
event is defined by a type, location, description, timestamp, severity, the
signature of the message issuer, and its public key. When received by the
RSU, its format is validated (i.e., hash and signature) before being stored
into the RSU’s mempool as depicted in Figure 4.4. The aim is to exploit
this event later to optimize the transportation system; however, its accuracy
must be assessed first.

%

|
F Sense road event
|
1
|

Create new event

Uploading event message

Message format
verification

Event Storage in
the mempool

Figure 4.4: traffic messages collection

e So, steps 2 and 3 are devoted to event validation. Once an event message is
received by a RSU it will be stored under a pending state, waiting to be val-
idated. The validation is done through a threshold of confirmations received
from vehicles. More explicitly, let V;cn denotes the vehicles and M,y their
associated messages to report a given event e, and thr, the threshold (i.e.,
the required confirmation messages). For example, if V{ uploads an event
message My, the RSUs that received My will wait for thr of M;cn+ before
considering e to be valid and relevant. RSUs can also request event confir-
mation from passing vehicles (Figure 4.3, step 2). In case the threshold is
not reached after a certain delay, the corresponding event will be discarded
from the RSUs” memepools as shows Figure 4.5. Finally, a valid event must
contain all identities of vehicles that contributed to its validation. Thus,
vehicles interaction with the system could be traced and malicious vehicles
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(e.g., vehicles that sent erroneous messages) could be identified in posteriori
thanks to the Traffic Management Authority (TMA).

A N

Pending event validation

Request confirmation

L4

Event message

Whaiting for confirmations

[ If the threshold was reached |

Turn the event to valid

Discard the event

Figure 4.5: Traffic event validation flow

e Step 4 consists of block mining. At this stage, RSUs leverage their compu-
tation power to solve the Proof of Work (PoW) puzzle. Algorithm 1 depicts
how RSUs mine blocks.

e In step 5, the mined block will be disseminated in the network in a P2P
manner. After reception and verification, each RSU adds the block to its
local copy of the blockchain and then transmits the block to its peers (except
the source). Thus, the block will be distributed to all RSUs.
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Algorithm 1 Block Mining

Input :

mempool : mempool,
blockchain : chain ;

peers : peers;

block time out : blockiime:

PoW difficulty : d

1: b+« createBlock()
nonce < 0
tries <— 10000
repeat
b.set Block N once(nonce)
b.calculate BlockHash();
if b.getHash().get LeadingZeros() > d then
break
else if chain.getHeight() < b.getHeight() then
break
end if
nonce <— nonce + 1
- until nonce < tries
. if nonce < tries then
b.shuf fleTransactions()
. else
chain.addBlock(b)
mempool.update()
. end if
: wait(blockiime) > wait for block spreading delay
. Repeat|() > Repeat the mining process

[ I N R e T e e T S S e S

o Finally, step 6 is block verification at reception. When a RSU receives a
new block, it verifies if the block has been correctly signed, if the PoW was
correctly solved, and finally, if the required threshold of confirmations was
reached for each event within the block. Once the block is verified as correct,
the RSU stops trying to mine a block with the same height (i.e., order in
the blockchain) and appends the block to its local blockchain as shown in
Algorithm 2.
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Algorithm 2 Receive Block

Input :

mempool : mempool
chain : blockchain
block: block

peers : peers

d :

— =
w2

14:
15:
16:
17:
18:

19:
20:
21:
22:

PoW difficulty
if chain.hasBlock(block.getHash()) then

return
end if
height < block.get Height ()
if 1IsVALIDBLOCK (block) then
stopMinig(height)
chain.addBlock()
chain.update()
sendT o(peers)
mine(height + 1) > Start mining the next block

. end if
: function 1SVALIDBLOCK (block)

hash < block.concAttributes() > Concatenate all block atrributes except
block hash
if SHA256(hash) <> hash then
return FALSE
else if hash.getLeadingZeros() < d then
return FALSE
else if not block.reachedThreshold() then > Test if has enough
confirmations from vehicles
return FALSE
end if
return TRUE
end function

4.3.1 Security model

PoW security is based on the global computing power within the system; it is
considered secure as long as adversary miners do not hold 51% of the total com-
putation power [18]—the more the miners, the securer the blockchain. Thus, the
more RSUs participate in the consensus, the more secure the blockchain.

For example, in Bitcoin, over 1 million miners make it challenging to gain
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51% power over the network. In our context, we might not need to share traffic
state further than a specific city; therefore, it seems easier to obtain 51% of the
computation power. However, RSUs cooperate within a private network, unlike in
Bitcoin, which is deployed in an open network. Therefore, the challenge of 51%
attack is still relevant.

Besides the 51% attack, forks increase the advantage of the adversary in the
network [38]. Essentially, the higher the number of forks, the less secure the
blockchain. Therefore, in the evaluation section, we assess the impact of forks on
the overall performance of the adapted PoW-based blockchain.

4.4 Blockchain Simulator

To evaluate the proposed protocol, we implemented the blockchain components:
blocks, transactions (which are traffic events), and the PoW as in Algorithm 1.
We then set the VANET environment using NS-3 [138, 139], a discrete-event net-
work simulator. A RSU represents a node in NS-3 running an instance of the
blockchain. RSUs are positioned following a grid topology such as the average
distance between them is 8 — 11 km, and each RSU has between 2 to /N TCP
connections generated randomly where N is the number of RSUs. Moreover, com-
munications are encrypted using Schnorr signature [140] implemented using the
OpenSSL library. Finally, SHA-256 is used as a hash function to hash transactions
and blocks.

The presented simulator is used to picture the life cycle of traffic events, from
reception, validation to being persistent in the ledger.

4.4.1 Simulation environment

The simulated scenario was set to mimic real scenarios. For example, we have
analysed a dataset of alert messages from the city of San Francisco for the year
2019 [141]. The traffic warnings arrival rate is 60 events per day, which is not
representative of road traffic data. Indeed, the frequency of traffic alert arrival
will increase with autonomous vehicles. Therefore, we vary the events’ arrival rate
from 1 to 500 event/s following a Poisson distribution to capture low and heavy
traffic. In addition, regarding the network, RSUs can be communicating using
WiMAX [142], which offers a coverage distance of 15 km with a communication
bandwidth of 100 Mbps [142]. Consequently, less than 24 RSUs is enough to cover
San Francisco, whose area is 121,4 km?. Therefore, the communication speed
between the RSUs is set to 100 Mbps and the N the number of RSUs is set to 20.
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4.4.2 Evaluated metrics

The evaluated metrics are the average number of events confirmed per second (i.e.,
the throughput(event/s)) of the blockchain, the average delay between traffic
event creation time to event confirmation (i.e., the latency(s)). Furthermore,
the impact of the PoW puzzle difficulty (d), the number of RSUs, and traffic
event arrival rate f(event/s) on system performance are assessed. Finally, the
blockchain reliability and security were measured through the rate of stale blocks
(i.e., frequency of forks) and the longest fork size (cf.2.3.2). Figure 4.6 illustrates
the simulation workflow.

Protocol
[ Parameters 0{‘3 Results
* Events arrival rate * Throughput
* PoW difficulty * Latency

* Rate of stale blocks
* Longest fork size

Figure 4.6: Simulation workflow

In this study, the road event size is 800 bytes, as defined in the [134, 143]. The
traffic is assumed to be dense enough to validate an event (reach the threshold of
confirmations from passing vehicles) within 500 ms. Moreover, blocktime, which
corresponds to the waiting time between block mining, is set to 500 ms. That
required correct RSUs to wait for enough road events to be included in a block.
Also, the block size is limited to 1000 events (0.8 MB). These two last parameters
have been set after a multitude of tests. In addition, road traffic events are gen-
erated during the first 60s; the simulation stops after the events have been added
to the blockchain.

4.5 Evaluation

This section evaluates various instances of the PoW enabled traffic data man-
agement protocol using a server with the following settings: Dell R640 server,
Intel(R) Xeon(R) Silver 4112; CPU 2.60GHz; 8 core CPU; 64 GB RAM, and
running Ubuntu 18.04. The plotted results represent end-to-end measurements
from all RSUs. The throughput (event/s) is the total confirmed events divided
by the simulation time. As for latency, the creation timestamp is subtracted from
the confirmation timestamp for each event, then the average delay is calculated.
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Finally, each experiment is repeated 10x with different seeds, and the mean is
plotted with errors, using the 95% confidence interval.

PoW difficulty | Delay
(leading zeros) (s)

2 0.0014

4 0.2635

6 91.5003

Table 4.1: PoW solving delay.

We evaluate the PoW puzzle-solving delay by launching multiple instances of
PoW with various difficulties (2, 4, and 6). For each difficulty (d), we repeat the
simulation 100X to obtain enough granularity. All those 100 PoW puzzle-solving
delays are stored in a file through which the RSUs read the PoW delays. Table 4.1
represents the mean of the filtered results from the file mentioned above. Results
show that the PoW delay increases exponentially with d.

4.5.1 The impact of events arrival rate and the PoW diffi-
culty on the blockchain performance

Figure 4.7 depicts the system performance with the increasing event arrival rate
(f). Results show that reducing the PoW difficulty (d) from 6 to 4 enhances the
performance. When d is set to 4, the system can process up to 300 event/s out of
500 event/s generated. And the latency does not exceed 2s, which is acceptable
for advertising announcements such as road congestion, weather condition. Lower
performance is measured when d = 6 as the throughput does not exceed 106 event /s
and the latency can attain 18s (9x). This significant difference of performance
comes from PoW solving’ high delay when d=6. Therefore, d should be reduced
for practical latency; nonetheless, doing so may affect the blockchain security.

4.5.2 The blockchain security

Therefore, in Figure 4.8 and Figure 4.9 we assess the impact of the PoW
difficulty(d) on the blockchain data reliability. Figure 4.8 depicts the rate of stale
blocks in the blockchain. Results show that if d =4, rs can attain 34%. i.e., RSUs
waste 34% of their resources (i.e., computation and bandwidth) on processing
blocks that won’t be part of the blockchain. That is because the lower d, the
more the PoW puzzle is solved at the same time by the RSUs. Thus, more than
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one block is forged for the same height of the blockchain. Hence, leading to an
inconsistency in the blockchain, finally, only one block is considered the others
are forgotten. The more often this phenomenon happens, the less reliable the
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blockchain is. Figure 4.8 also shows that when d = 6, blocks are immediately
confirmed after being added to the blockchain. Nevertheless, in return, the gained
time will be exhausted on PoW solving (cf. Figure 4.7).

To measure the inconsistency in blockchain due to reducing the PoW difficulty
(d), Figure 4.9 plots the most extended fork size, i.e., the longest branch that does
not belong to the blockchain while varying d. The most extended fork corresponds
to the needed oldness (number of previous blocks) before considering a block per-
sistent in the blockchain. The obtained results show that reducing d increases the
forks’ size because the RSUs is likely to solve the PoW at the same time. For
example, in case d = 4, the most extended fork is equal to 2 blocks, while for d =6,
there are no forks.

4.5.3 The impact of the number of RSUs on the blockchain

performance
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Figure 4.10: Performance (throughput, latency) vs. Number of RSUs (V)

Figure 4.10 shows the impact of the number of RSUs on the system per-
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formance. As can be seen, the performance decreases against the increasing
number of RSUs when d is low. For example, if d = 4, increasing the number
of RSUs from 4 to 24 decreases the throughput by 141 event/s, on average. In
opposite, if d =6, the blockchain performance gets better when increasing the
number of RSUs. For instance, increasing the number of RSUs by 20 reduces the
event confirmation latency by 8s, which is significant; nevertheless, the latency
remains high (> 16s) when compared to the case d =4 (< 2s). Accordingly, the
PoW solving delay should be reduced to reach a practical event confirmation delay.

The drop in performance while increasing the number of RSUs, for d =4, is
partially due to the block spreading delay, which increases with the network size;
nevertheless, it is not the leading cause. Because when the number of RSUs is
high, there are more collisions, i.e., RSUs solving the PoW puzzle at the same
time. Figure 4.11 confirms that hypothesis, the number of stale blocks increases
with the number of RSUs. For instance, increasing the number of RSUs from 4 to
24 induce around 38% of mined blocks to be stale; consequently, higher delay is
required to confirm traffic events.
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Figure 4.11: Stale blocks (%) vs. Number of RSUs
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4.5.4 Results discussion

Results showed that reducing the PoW difficulty would minimize the event con-
firmation delay; nevertheless, that implies a significant number of forks, which
disturbs the blockchain’s consistency. Moreover, forks cause a massive waste of
computation and bandwidth. On the other hand, a greater PoW difficulty induces
a considerable delay due to the PoW puzzle solving. Finally, a trade-off between
security and performance must be considered when deploying the proposed proto-
col.

The proposed scheme provides reliable data of the road traffic state at the
RSUs. This data can be exploited by TMA as well as the RSUs to adjust the
traffic and provide services to vehicles. This latter should tolerate seconds of
latency. Also, vehicles need to implement a lightweight verification system of the
information provided by the RSUs.

4.6 Summary

In this chapter, we adapted Proof of Work (PoW) based blockchain for decen-
tralized and secure storage of road traffic events. We considered a real scenario
and evaluated different instances of the studied protocol. This study shows how
PoW based blockchain can be adapted to enable secure and reliable road traffic
history and discusses the performance and security outcomes. The assessed perfor-
mance metrics are the number of events processed by the blockchain (throughput)
and road traffic event confirmation in the blockchain latency. In addition, forks are
measured to evaluate blockchain security and reliability. Results showed that PoW
could be adapted to build secure and decentralized traffic messages management in
VANET. Furthermore, from a performance point of view, results showed that the
proposed protocol achieves good performance for traffic efficiency applications by
reducing the PoW puzzle difficulty. However, it also was revealed that minimizing
the PoW difficulty engenders a significant number of stale blocks, which weakens
the security and induces extra resource costs (communication and computation

load).

The conducted study in this chapter focused more on the RSUs and the
blockchain protocol. In the next chapter, we complete the study by considering
the interaction of vehicles with the blockchain. We study the impact of vehicles
sending erroneous road events on the blockchain data reliability.
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5.1 Introduction

Vehicles are subject to attacks and can spread false information in the vehicular
network. If not countered by an efficient traffic data validation system, the erro-
neous information will be included in the blockchain, which affects the reliability
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of the blockchain. In the previous chapter, we introduced a threshold-based event
validation method. In this chapter, we study the effectiveness of this latter in
countering erroneous messages from vehicles. That is crucial because the data
stored in the blockchain must be reliable, i.e., consistent and trustworthy, so that
it can be exploited to improve the transportation system.

In addition, we study the impact of the event validation protocol on the overall
system performance. Finally, we mimic a real-world scenario that captures vehicle
mobility and the V2V communication.

The remainder of this chapter is organized as follows. Section 5.2 presents the
threat model, which highlights the considered attacks. Section 5.3 details how
events are validated. Section 5.4 describes the simulated scenario. Section 5.5
presents the evaluation results. Finally, section 5.6 concludes this chapter.

5.2 Threat Model

As illustrated in Figure 5.1, we consider the same architecture as in chapter 4.
However, the focus is to study the impact of faulty/malicious vehicles on the
overall system performance and security.

———————————————————————————————————————————————————————————————————————————————————————————————

RSUs layer

R R
R
| —

—————————————————————————

Ad hoc layer

i
! Event1: Event2: Event 3 : 1 i
! Msg 1 Msg 1 Msg 1
! Msg2 Msg2 o e Msg 2

____________________________________________________________________________________

Figure 5.1: Traffic events collection

In general, VANET can be subject to attacks, which can disrupt and degrade
the transportation system. Attacks can be perpetrated by authenticated vehicles
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or RSUs or by an external entity attempting to infiltrate the network. Therefore,
to ensure the security and reliability of the network, both internal and external
vulnerabilities must be mitigated. More explicitly, a percentage of vehicles could be
compromised (malicious) and deliberately spread false messages in the network.
Such attacks are known as Bogus information attack in the literature [22], and
they directly affect the integrity of the system. If not effectively countered, false
messages related to traffic events can cause significant damage on the road [22].
In the studied protocol, messages from vehicles are validated by witness vehicles
and must be immutably included in the blockchain; thus, the effect of malicious
vehicles could be attenuated. In the experimental part, we evaluate the impact of
faulty vehicles (i.e., vehicles carrying out bogus information attacks) on the system
reliability and performance implications.

5.3 Traffic Events Validation

An efficient traffic event validation protocol combined with a secure blockchain
protocol provides a robust, reliable, and transparent database of traffic events.
The former is crucial to filter erroneous messages from inclusion in the blockchain.
This section describes how events are validated by RSUs and prepared for inclusion
in the blockchain.

At this level, the event is considered trustworthy and is stored in the RSU's mempool

Msg 1 . -
Eventis valid

Msg 2

true
Msg 3 d

Messages related to a same event i= threshold

false A delay is waited before removing the event and its related messages

Msgi

Eventis pending
Figure 5.2: Event validation process

As shown in figure 5.2, messages reporting the same traffic event are grouped
to form a single event. A given event is alerted by vehicles that witnessed it with
their dedicated sensors. For example, if a vehicle is in a traffic jam or on an icy
road, it sends an alert message to nearby RSUs. Depending on the density of
the road, several vehicles may witness the same event, and thus announce the
event to the nearby RSUs. These alert messages confirm the event, so the more
of them there are, the more the plausibility of the reported event. Furthermore,
all messages confirming the same event are merged, and the public keys of all
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vehicles that have uploaded an event must be included in the event. In this way,
the traceability of vehicle behaviour toward the system could be achieved, and a
vehicle trustworthiness could be measured in posteriori.

Once an event has obtained a defined threshold of confirmations from vehicles,
it becomes valid and is therefore included in the blockchain as soon as possible.
However, events that have not reached the confirmation threshold remain invalid
and have to wait in the RSUs mempools in a state of waiting for confirmations. The
configuration of the threshold will directly impact the reliability of the blockchain
and the event confirmation latency, i.e., the time needed to definitively include an
event in the blockchain. For this reason, in the experimental section, we evaluate
the impact of the threshold on the reliability of the blockchain in the case of
malicious vehicles and its effect on event confirmation latency.

5.4 Simulation Scenario

In this section, we present the simulated scenario and assess the proposed scheme
for secure traffic-events management.

Figure 5.3: SUMO : map of the considered region (the white points indicate the
positions of the RSUs)

For our simulation campaign, we have implemented VANET environment in
NS-3, a discrete event network simulator. We have created a scenario that tries to
recreate a region of the Les Ulis, a municipality in the Ile-de-France region. We
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have first recreated a set of Les Ulis road junctions, and the associated vehicle
traffic, using the dedicated software SUMO (Simulation of Urban MObility) [144].
SUMO is known to create traces that mimic real-world traffic. We have then
extracted the mobility traces and integrated them in NS-3, alongside the RSUs.
In the considered scenario, there are 10 RSUs and 20 vehicles. A map of the
junction can be seen in Figure 5.3.

Vehicles and RSUs networking is rendered through Wireless Access in Vehic-
ular Environments (WAVE) that, in turn, is implemented in NS-3 according to
802.11p @ 10MHz protocol to express V21 communications. The vehicle-to-RSU
communications channel data rate is set to 27 Mbps. RSUs are connected by a
point-to-point channel, simulating a ground P2P network. All communications are
encrypted using Schnorr signature [140], implemented using the OpenSSL library.

We have evaluated the rate of the wrong (erroneous) events included in the
blockchain, the impact of malicious vehicles on number of confirmed events and
latency of the blockchain enabled secure traffic records storage. We also assess
the effect of number of incoming events on event confirmation latency. Some
parameters of the simulator have been fixed. For instance, alert messages size
800 bytes as defined in [143]. Also, the frequency of generated messages by vehicles
is set to 10 messages per second generated by following a Poisson distribution. A
summary of the simulation parameters is displayed in Table 5.1.

Description Value(s)

# of RSUs 10

# of vehicles 20

PoW puzzle difficulty 4 leading zeros
block size unlimited

message size 800 bytes

max # events in a block unlimited

RSUs link speed : p2p link speed 1 Gbps

warning message generation frequency | 10 event/s

vehicle average speed 28.8 —36 km/h
Threshold 30% (6)
Percentage of faulty vehicles (%) [0,5,10,15, 20,25,30]
MAC type [EEE 802.11p
physical mode OFDM (27 Mbps rate)
channel bandwidth 10 MHz

Table 5.1: PoW-based protocol simulation parameters
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Unless otherwise stated, the threshold is set to 30% (i.e., 30% of vehicles should
confirm an event before it is considered valid). And no faulty /malicious vehicles
are considered by default.

5.5 Results

The results represent end-to-end measurements from all RSUs. The throughput
is examined by dividing the total confirmed transactions by the consensus time,
and, for the transaction latency, we subtract the creation timestamp from the
confirmation one. Each experiment is repeated for 5x with different seeds, and
the mean is plotted. Confidence intervals are omitted for visualization purposes.

5.5.1 Event confirmation delay vs. malicious vehicles

In order to study the impact of malicious vehicles spreading wrong events through
the network on the robustness of the blockchain protocols, we simulate instances
with attacks by varying the threshold to 5%, 15%, and 30% of the number of
vehicles (20), and then measure the number of wrong events that could not be
detected by the blockchain protocol.

[
Faulty vehicles = 0% ——
5 ||Faulty vehicles = 15% ——
Faulty vehicles = 30%

0 I I I I
10 30 50 70 90 100
Number of events

Figure 5.4: Event confirmation delay (latency) vs. Number of generated events

Figure 5.4 illustrates the impact of faulty vehicles on event confirmation latency.
The results show that the time to confirm an event increases with the number
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of faulty vehicles. For example, in the worst case, where 30% of the vehicles are
malicious, the latency for confirming an event is over 5s, whereas it remains around
1.3s when there are no faulty vehicles. This increase in event confirmation latency
is because the higher the number of attacking vehicles, the more time is lost in
processing erroneous events, which increases the system’s workload.

In addition to the extra delay, wrong events will also impact the effectiveness
of the blockchain in providing relevant information to improve the transportation
system. As a result, countering faulty vehicles is a primary subject that must be
dealt with from both a latency, and information correctness points of view.

5.5.2 The effectiveness of the threshold on countering
wrong events

§5O
45|
=40 |
% 35 | Threshold = 5% ——
Tg 30 Threshold = 15% ——

Threshold = 30%

% 5% 0% 15%  20%  25%  30%

Number of malicious vehicles (%)

Figure 5.5: Wrong events added in the blockchain vs. Percentage of malicious
vehicles in the system

Figure 5.5 shows the effectiveness of the event validation method, i.e., the
impact of the set threshold against wrong events. The results show that the
higher the threshold, the safer and more efficient the blockchain is in dealing with
false events. For example, if the threshold is low, in the worst case (faulty vehicles
= 30%), incorrect events could reach 50% of the total confirmed events in the
blockchain. However, if the threshold is 30% (i.e., at least 6 of the 20 vehicles are
required to validate an event), no erroneous events are confirmed in the blockchain.
Therefore, it is crucial to set the threshold high enough to mitigate faulty vehicles’
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impact on the blockchain’s reliability. However, this could induce an additional
latency on the event confirmation time; therefore, it is interesting to assess the
effect of a high threshold on the event confirmation time.

5.5.3 The impact of the threshold on the latency

Threshold = 5%
5 | Threshold = 15%
Threshold = 30%

0 ! ! ! !
10 30 50 70 90 100

Number of events

Figure 5.6: Event confirmation delay vs. Number of generated events

Figure 5.6 depicts the impact of the increasing threshold (i.e., the number of
vehicles required to validate a given traffic event) on the latency of the blockchain.
The plotted results show that a high threshold harms the time taken to confirm
the event. For example, if the threshold is 5%, the latency does not exceed 1s;
on the other hand, if the threshold is 30%, the latency is much higher, exceeding
5s. This increase in the required time to confirm an event is because when the
threshold is high, it takes much longer to collect all the necessary confirmations
from vehicles to validate an event. At the same time, as previously indicated, the
higher the threshold, the more efficient the system is when it comes to handling
incorrect events, as shown in the Figure 5.5. Therefore, there is a trade-off between
the required security and the desired low latency.
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Figure 5.7: The impact of the threshold on the stale blocks

5.5.4 The impact of the threshold on the blockchain secu-
rity

In Figure 5.7, we measure the percentage of stale blocks in the blockchain while
increasing the threshold to validate an event. As the results show, a low threshold
generates a massive amount of stale blocks. For example, if the threshold is low
5%, the number of stale blocks reaches 49% of the total blocks in the blockchain.
This implies a high inconsistency in the blockchain and affects the overall safety
of the blockchain. Therefore, although lowering the threshold reduces event con-
firmation time, it raises many safety issues, which affect the overall robustness of
the blockchain protocol.

5.5.5 Delays on the studied protocol

In order to indicate which stage causes the most delay in the proposed protocol,
Figure 5.8 plots the latency for both event validation and the consensus protocol.
The event validation delay represents the latency between the event’s creation time
and the moment when the confirmation threshold is reached. And the consensus
delay reflects the time needed to confirm valid events in the blockchain. As can
be seen, the highest delay comes from the consensus protocol and represents more
than 50% of the total latency for confirming an event. The results also show that
the event validation delay increases with the number of events to be validated.
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Figure 5.8: Impact of the threshold on the percentage of stale blocks

Therefore, it is crucial to reduce the necessary confirmation threshold without
compromising the blockchain security.

5.6 Conclusion

This chapter evaluated the impact of malicious vehicles on blockchain perfor-
mance and reliability. The simulation results showed that vehicles diffusing in-
correct events in the network increase the latency of events confirmation in the
blockchain. In addition, a stronger event validation model (e.g., increasing the re-
quired threshold of confirmations) would reduce the percentage of erroneous data
in the blockchain and improve its reliability. However, that will induce additional
delay on the overall latency. Results also showed that relaxing the threshold im-
plies a high percentage of stale blocks (i.e., forks), affecting the security of the
blockchain. In addition, results showed that PoW induces the highest delay in the
overall system. In the next chapter, we build on a different consensus while taking
advantage of the event traffic validation characteristics to minimize the latency.
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6.1. INTRODUCTION

6.1 Introduction

The previous two chapters were based on the Proof of Work (PoW) consensus
mechanism, a highly decentralized protocol. Nevertheless, a lower delay is needed
to reach more time-critical applications. Therefore, in this chapter, we rely on
PBFT, a voting-based consensus mechanism. PBFT achieves low latency for a
handful of consensus participants. In this work, we leverage the validation proper-
ties of traffic events to maintain the system’s decentralization while reducing the
overall system delay. In addition, we introduce the notion of micro-transactions
to minimize the communication delay and storage of the blockchain. The goal is
to provide a secure and verifiable history of road traffic data at the RSUs while
achieving lower delay and resource costs.

The rest of this chapter is organized as follows. Section 6.2 describes the pro-
posed scheme in detail. Section 6.3 presents the simulation environment, evaluates
the protocol’s performance, and gives a comprehensive comparison with similar
works in the state-of-art. Section 6.4 discusses the results while section 6.5 con-
cludes this chapter.

6.2 Protocol Description

We aim to propose a scalable, secure, and decentralized database for traffic events
in VANET. Our goal is to achieve high throughput, low transaction confirmation
time (latency) while minimizing the storage and communication overhead. We
start with section 6.2.1 that defines the micro-transactions concept. Then, sec-
tion 6.2.2 presents the blockchain data model. Next, section 6.2.3 describes in
detail the proposed scheme. And Finally, section 6.2.4 discusses the security of
the proposed protocol.

6.2.1 Micro-transactions

A micro-transaction is a truncated transaction, which contains only the minimum
to describe a traffic event. For example, let’s suppose that a transaction includes
the following details (hash, nature of event, description, location, signature, source,
creation time). The associated micro-transaction will only contain (micro-hash,
hash, nature of event, location) as depicted in Figure 6.1. The micro-hash corre-
sponds to the hash of the micro-transaction; note that it is essential to verify its
integrity. To summarize, a micro-transaction is a valid transaction that contains
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Figure 6.1: Transaction versus micro-transaction

enough data to help a RSU decide whether to request the complete transaction.
We refer to a block containing only micro-transactions as a micro-block. The pro-
posed blockchain will be a combination of micro-blocks and complete blocks.

6.2.2 Data model

lt——] g < R —
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hash previous hash hash previous hash
height timestamp height timestamp
merkle micro merkle merkle || micro merkle
body micro-block body
transactions micro-transactions
(rsu_pk,, signature,) (rsu_pk,, signature,)
(rsu_pk,, signature,) (rsu_pk,, signature,)

Figure 6.2: Chain of blocks and micro-blocks.

The proposed solution uses the same data structure as the original Bitcoin
paper [18]: a list of chained blocks, where each block contains a set of transactions.
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However, a new field, micro merkle, which represents the Merkle root of micro-
transactions, is added to the block. This field ensures the integrity of the micro-
transaction. Figure 6.2 shows how complete blocks and micro-blocks coexist.

Historical data is not always needed to approve a road traffic event. For ex-
ample, verifying an accident’s accuracy does not require a history of accidents.
Therefore, it is not necessary to permanently store the complete blockchain every-
where. This justifies the usage of micro-transactions to control block replication.
Note that the replication must be sufficient to ensure the system’s resilience.

With micro-transactions, a RSU may store only the micro-block in which the
identities of the corresponding full block holders are defined. Thus, transactions
can easily be requested if needed.

6.2.3 Protocol description

This section provides details on the main processes of the proposed protocol: sys-
tem initialization, block creation, and block verification.

System initialization : initially, before joining the network, the Traffic
Management Authority (TMA) has to certify the network participants, i.e., RSUs
and vehicles. The certification process consists of generating a pair of private and
public keys using the Schnorr signatures [140]. Nevertheless, other asymmetric
cryptographic algorithms such as ECDSA could be adopted too.

Block creation : the main difference between blockchain-based protocols is
how a new block is created. This process mostly involves the whole network, such
as in Bitcoin or a restricted group, trying to reach consensus, as is the case for
permissioned blockchain platforms. In the proposed model, the consensus works
by rounds. In each round, an elected leader forges the next block. Note that the
leader election is an important part of the consensus process. In the literature, we
can cite various approaches such as PoW (solving a cryptographic puzzle), Trusted
Execution Environment (TEE) [44], and Round-robin as in Tendermint [62]. We
consider both the PoW for leader election (PBFT-PoW) and the simple Round
Robin (PBFT-ROBIN) and discuss them in the evaluation section.

The algorithm 3 describes the block creation process. It includes the consensus
leader election, new block creation, block validation by a consensus protocol, and
block confirmation in the blockchain. For more details, the block creation workflow
is described in the following six steps:

1. A RSU is elected as consensus leader, relying on the Round-robin mechanism.

2. The leader creates the next block using the traffic events in its mempool
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respecting some conditions. For example, fixed block size should not be
exceeded. Also, transactions within a block must be related to events in
the same area (i.e., only events occurring at close geographical positions are
collected in the same block). If there are not enough transactions in mempool,
a RSU has to wait for a defined delay ty;,. before creating the block. This
delay should be chosen so that the RSU does not wait too long for a sufficient
number of transactions in the mempool (which may not come). At the same
time, tp;0cr Sshould not be too short, so as not to rush towards the consensus
without reaching the maximum block size.

. To define the consensus group (i.e., block validators of the newly created
block), we consider the geographical distance between the RSUs and events’
appearance locations. We assume that the closer the validators are to event
appearance location, the more plausible the validation process will be. With
that in mind, for each RSU, rsu;, we associate a rank, rank; based on the
block. As so, the closer the RSU is to an event, the better its rank. In
doing so, we get closer to a realistic context concerning event validation in
VANET. Let’s denote by e;cn the traffic events packed in a newly created
block b. The rank of a given RSU, rsu; is computed as follows:

Zd(eg,rusi)
ranky, = “——
where b denotes the newly created block; d() calculates the Cartesian distance
between the location of the event and the rsu; position. And N represents
the number of events in block b. Once the RSUs are ranked, the next step
is to select the highest ranked k — 1.

. Next, the leader RSU initiates the consensus by sending a pre-prepare mes-
sage, including the newly created block, to the k—1 selected RSUs. Doing so
increases the events’ trustworthiness. The closer the RSUs are to the event
location, the more important their chances to adequately verify the relevance
of this latter.

. The k —1 nearby RSUs and the leader validate and agree upon the block
during the consensus phase. This latter should contain the identities and sig-
natures of the consensus participants. Hence, easing the public verifiability
of the block. Finally, the & RSUs that participated in the consensus append
the block to their local copy of the blockchain.

. If the protocol is set to Full-replication, a full block is spread out through
the network to non-consensus RSUs. Differently, in the case of micro-
transactions, a micro-block is sent instead of a full block. Consequently, for
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each round of the consensus, only £ RSUs store the complete blocks, whereas
non-consensus (n — k) keep the associated micro-blocks as illustrated in
Figure 6.3.
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Figure 6.3: k-Replication versus Full-replication (RSUs =6, k =4)

Block verification : besides block creation, block verification is no less im-
portant; it ensures the blockchain’s reliability and transparency. As illustrated in
Algorithm 4, the first step of block verification is to check if £ RSUs have correctly
validated and signed the block. Block signers are easily accessible since RSUs’
public keys are ordered and known in advance; thus, only a bitmap referring to
their order is stored. That avoids storing public keys in the block and hence min-
imizing block size. The next step is to verify that the validators have correctly
signed the block’s hash. If it is the case, the hash should be re-calculated and
compared to the block’s actual hash as demonstrated in Algorithm 4.

6.2.4 Security model

By design, blockchain technology raises a trade-off between decentralization, se-
curity, and scalability [145]; this is known as the blockchain trilemma. Therefore,
it’s interesting to balance the security requirements and expected performance
(i.e., throughput and latency). The proposed scheme relies on PBFT as a con-
sensus, where a group of k RSUs validates and agrees on the next block. PBFT
can support up to (n—1)/3 malicious nodes, where n is the number of consensus
participants [19]. Therefore, our model can operate under (1/3)k malicious RSUs.
The bigger the k, the more secure the system and the poor the performance is.
We focus on balancing the security, resource costs, and the system’s performance.
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Algorithm 3 Next Block Creation

Input:
prevHash : previous block hash
tnow : timestamp
height : blockchain height > number of the last block in the blockchain
rsui 2. k-1 : dynamically selected RSUs
thlock - block timeout
bs : fixed block size
pks=pksi 2, ., : RSUs public keys
pk . public key
1: for each round do

2: leader = (round+ height) modulo n > Leader Election
3: if pk = pksieqder then
4: events = mempool.get Events(bs)
5: if events.size() < bs then
6: wait@block)
7: end if
8: events = mempool.get Events(bs)
9: block = Block() > Creating new Block
10: block.set Events(events)
11: block.set M erkle Root(events)
12: block.set MicroMerkle(events)
13: block.setCreationTime(tnow)
14: block.setSource(pk)
15: block.set Block Hash(S H A256(prevH ash||block.get M erkle Root ()
||block.get MicroMekle()||tnow))
16: pbftThreePhases(rsuy o, k—1,block) > PBFT three phases of
consensus
17: if valid PBFT then > If PBFT three phases are correctly achieved
18: if protocol is micro-transactions then
19: broadcast MicroBlock(block.get MicroBlock())
20: else if protocol is full-replication then
21: broadcastBlock(block) > Broadcast full block
22: end if
23: end if
24: end if
25: end for

Micro-transactions do not affect the number of supported faulty/malicious
RSUs. k RSUs validate blocks through PBFT; as long as less than (1/3)k are
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Algorithm 4 Block Verification

Input block : Block
Output isValid : boolean variable

pki 2.k = block.get Block Holders() > Get block holders public key
for pk in pkq o j do > Verify that the block was signed by each block holder
if not VerifySig(block.getSig(pk),pk) then
isValid = FALSE
return isValid
end if
end for
blockerkie Root = computeMerkle Root(block.get Events())
blockicronerkle = compute MicroMerkle(block.get Events())
blockpeader= createHeader (blockerkie Roots DlOCkmicronerkie, block.getSig(),
block.getSource(),block.getCreationTime())
11: result= SH A256(blockpeqder) ; > Calculate the hashed value
12: if result = block.get BlockHash() then
13: isValid = TRUE
14: else
15: isValid = FALSE
16: end if
17: return isValid

,_
@

not compromised, the availability of complete blocks is ensured. Micro-blocks are
only spread to the n —k that did not participate in the consensus. Therefore,
partial replication has no impact on the security model. In the next section, we
assess the impact of the replication factor k on the latency, throughput, bandwidth
usage, and storage cost.

6.3 Protocol Evaluation

The proposed scheme is implemented and plugged in the presented simulator in
chapter 4 to study its performance. Also, the simulation has been conducted on
the same machine as in previous chapters.

The change in the simulation environment is that f, the events arrival rate,
is increased to vary from 200 event/s to 5000 event/s to cover hectic traffic. In
addition, k is introduced as the consensus group size, and its impact on the perfor-
mance and resource overhead is measured. Moreover, the block size, bs, is assessed
to get the best configuration that maximizes the system performance. Finally, the

96



6.3. PROTOCOL EVALUATION

network latency is varied to emphasize the effect of micro-transactions on the sys-
tem performance. Table 6.1 summarizes the simulation parameters.

Description

Value(s)

N : # of RSUs
k : consensus group size
f : events arrival rate
transaction size
micro-transaction size
max # of transactions per block
speed : p2p link speed
latency : p2p link latency
tyiock - block timeout

bs :

20
[4,7,10,13,16,19,20]
[200, 500, 1000, 2000,3000, 4000, 5000]
800 bytes
300 bytes
2000,5000, 0o

100 Mbps

1 ms, 10 ms, 20 ms
500 ms

Table 6.1: Simulation parameters
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Figure 6.4: Simulation workflow

The simulation workflow is depicted in Figure 6.4. As can be seen, alongside
the adapted PoW-based protocol (PoW) proposed in chapter 4, we extend the
blockchain simulator with the k-Replication protocol which has two configurations :
Full-Replication (FULL) and Micro-transactions (MICRO). The proposed protocol
is assessed by computing several performance indicators such as the throughput of
the blockchain, its latency, and robustness. In addition, a performance comparison
between the k-Replication protocol and the PoW-based blockchain has been made

and discussed.

We start this section by the impact of block size (bs) on the performance.
By this latter, we refer to the number of transactions validated per second (i.e.
throughput), as well as the average time required to confirm a transaction (i.e.

latency).
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6.3.1 The impact of block size on the system performance

4000 : ! | | ! 14
Throughput[ s = 2000] ]

3500 - Latency[bs = 2000] —<- 2 12
) Throughput[bs = 5000] XX g
53000 i Latency[bs = 5000] - &

£ 9500 Throughput[bs = o0] §§ 110 =
L Latency[bs = c0] - % _
52000 ¥ 18 §
= 2
B & <
%01500 3 e S
5 1000 % g}
g 14
00 -
" mwéﬁ g

2 o2 9, v 9
0000000000000

Events arrival rate - f (event/s)

Figure 6.5: The impact of block size (bs) and the events’ arrival rate (f)
on the performance (i.e., latency and throughput).

To determine the best setting for the block size, in Figure 6.5 we plot the
impact of the size of a block (bs) and events arrival rate (f) on system performance
(i.e., throughput and latency). The results show that bs = oo achieves the best
performance compared to other configurations where bs is set at 2000 and 5000.
For example, when f = 5000, the measured event confirmation delays are : 3s, 5s
and 12s for bs = oo, bs = 5000 and bs = 2000 respectively.

That is justified by the high speed of the network (100 Mbps). Thus, sending a
heavy block does not induce significant latency. Moreover, even if an RSU has to
wait for tp;oer = H00ms the required number of events before proceeding to block
creation, the results show that increasing bs leads to better performances. Indeed,
after tpoc1, the RSU forges the block anyway, even if it is empty.

6.3.2 Effectiveness of micro-transactions

This section evaluates the efficiency of micro-transactions in terms of throughput
and latency. Two configurations of our protocol are assessed; in the first, the entire
blockchain is replicated across all RSUs (FULL), and in the other, only to RSUs
that participated in the consensus. Non-consensus RSUs will only store micro-
blocks (MICRO). We vary the number of RSUs participating in the consensus
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(k) and set bs = co (since this is the optimal parameter when f = 2000) and the
network latency to 10ms.
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Figure 6.6: The impact of micro-transactions on the replication (k),
network latency = 10ms

As can be seen from Figure 6.6, results show that when £ is equal to 4 among
20 RSUs, the throughput of the “FULL" version is less than the “MICRQO". That is
because fewer communications are made between the validator RSUs when micro-
blocks are exchanged. Moreover, fewer communications are made in the whole
network, making the validator nodes only focus on the validation process rather
than wasting their time in broadcasting blocks to non-validator RSU. Additionally,
results indicate the same performance for both settings (“MICRO" and “FULL")
when k = 20; that is because k = 20 means that all RSUs participate in the con-
sensus. Therefore, there are no micro-transactions to transmit to non-consensus

RSUs; thus, “MICRQO" is the same as “FULL."

Furthermore, results show an overall decrease in the performance of the “MI-
CRO" setting with the increasing of k; this is because increasing the number of
RSUs to validate a block (k) decreases the number of non-consensus RSUs for ev-
ery phase of the consensus. Hence, more full blocks are exchanged throughout the
network; therefore, minimizing the effect of micro-transactions, and as a result,
worsening the system’s performance.

Figure 6.7, and Figure 6.8 depict the gain respectively in terms of latency and
throughput when adopting the micro-transactions concept, against the network
latency (latency). Results show that the effectiveness of using micro-transactions
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becomes more important with the increasing latency.
latency = 20ms and k = 7 results show that micro-transactions outperforms the
full-replication protocol by ~ 219 event/s regarding throughput and ~ 1.8s for
the latency. It can be noticed from the above results that using micro-blocks
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Figure 6.7: The impact of the network latency on the effectiveness of
micro-transactions in latency
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Figure 6.8: The impact of the network latency on the effectiveness of
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100

For instance, when



6.3. PROTOCOL EVALUATION

relatively enhances the overall performance of the proposed protocol. That
optimized efficiency will undoubtedly broaden the spectrum of the use cases where
the proposed protocol can be applied. Besides, it reduces resources cost since the
consensus communications are restrained to a few nodes. That will become more
important in a larger vehicular network.

6.3.3 Micro-transactions protocol
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Figure 6.9: The impact of the events’ arrival rate (f) and the replication factor
(k) on the performance (i.e., latency and throughput).

Figure 6.9 illustrates the performance (i.e., throughput and latency) of the
micro-transactions protocol for k£ =4, k=10, and k = 20 against the increasing
rate of transaction generation (f). As expected, results show that the smaller
the size of the consensus group (k), the better the performance. For example,
for k =4, the system throughput can reach ~ 5207 event/s with an average event
confirmation time less than 900ms. While in the worst case (k = 20), the system
throughput does not exceed 2056 event/s, and the latency can reach 7s, which
may not be suitable for some VANET applications. Note that the smaller the k,
the more vulnerable the system is; therefore, trade-offs between required security
and excepted performance should be decided on.
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6.3.4 Communication load and storage overhead

In Figure 6.10 and Figure 6.11, we assess the impact of micro-transactions on
the communication load (i.e., the amount of exchanged data between RSUs) and
the storage overhead, respectively. In both figures, we plot the two protocols,
“Full replication” and “k-Replication,” aiming to show the latter’s effectiveness
regarding communication and storage load.
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Figure 6.10: The communication load vs. consensus group size - k

Figure 6.10 shows that the communication load increases with k. Increasing k
from 4 to 20 increases the amount of data exchanged between RSUs from 388 MB
to 426 MB (38 MB) and 1034 MB to 1138 MB (104 MB) for respectively when
the protocol is set to micro-transactions and the Full-replication. This is because
a higher k requires more communications during the consensus phase (O(k?)).
Surprisingly, the communication load increases only slightly with the increasing
k; this is because RSUs multicast blocks directly to their peers, without asking if
they have already received the same block, aiming to speed up the time to spread a
block throughout the network. Hence, the high communication cost. Results also
show that using micro-transactions minimizes the communication costs; that was
expected, since micro-blocks are transmitted to non-consensus participants (n — k)
instead of a full block. On average, the communication load is ~ 2.6x lesser when
using micro-transactions, which corresponds to the ratio between transaction and
micro-transaction sizes.

Figure 6.11 measures the blockchain size with the increasing consensus partic-
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ipants number (k). The plotted results represent the average size in MB of the
local copy of the blockchain stored by the RSUs.
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Figure 6.11: The storage cost vs. consensus group size - k

The size of the blockchain is calculated by this formula : BC size = (n—k) %
(bSmicro) + k * (bs), where bspcro indicates the average size of the micro-blocks.
As can be seen, when the consensus group size (k) increases, the blockchain size
increases. This increase is due to the increase in the number of nodes storing
complete blocks resulting from the increase in the number of nodes involved in
the consensus. For example, by increasing k& from 4 to 20, the blockchain’s size
increases from 3.2 MB to 6.4 MB (x2). The results also show that if k£ = 20, the
blockchain’s size becomes equal to Full-replication. That is because all the nodes
have become consensus nodes; thus, they store a complete copy of the blockchain
rather than partial data through truncated events (i.e., micro-transactions). On
the other hand, for full replication, the blockchain’s size (BC size) remains invari-
ant because blocks are replicated across all RSUs. We wait until all generated
transactions are finalized before measuring the size of the blockchain.

6.3.5 The k-Replication vs. the PoW-based protocol

In Figure 6.12, we depict the throughput and latency of the PoW-based protocol
proposed in chapter 4 and the k-Replication protocol while varying the number
of traffic events generated per second (f). We compare the performance of two
configurations of these protocols, a PoW-based blockchain of a difficulty d =4 and
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a k-Replication protocol where k = 7. Both PoW (PBFT-PoW) and round-robin
(PBFT-Robin) for the leader election are considered for the latter.
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Figure 6.12: Comparison between the performance of PBFT and PoW

Figure 6.12 shows that using a Round-robin for leader election in the
k-Replication protocol increases the number of traffic events that can be vali-
dated and added to the blockchain per second. However, this compromises the
blockchain ability to withstand DDoS attacks against the leader. Therefore, it is
essential to randomly select the leader, using a random mechanism that makes
the next block proposer unknown, to minimize DDoS attacks on its resources.

Finally, as can be seen from Figure 6.12, the PBFT-based protocol has always
better throughput and less latency in comparison with PoW. That is because
PoW implies a significant delay in puzzle solving. However, from a security point
of view, the PoW might be better than PBFT (k=7), which supports only 2 (7/3)
Byzantine RSUs.

6.3.6 Comparison with existing works

To our knowledge, DSSCB [134] and paper [135] are the closest protocols to ours.
We rely on the same consensus algorithm, PBFT, which is a proven correct-voting-
based consensus algorithm [133]. Therefore, these two works have been selected
for comparison with the proposed protocol.There are other related works that we
have omitted due to the difference in the consensus mechanism and the security
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guarantees (cf.3.4.5). For example, Kang et al. [129] introduced a protocol similar
to the one proposed in this paper; nevertheless, the voting consensus model was
different. They introduced a new voting-based consensus model that operates in
four rounds of communications (one round more than PBFT). In addition, the
consensus protocol relies heavily on the consensus leader to progress; this makes
it more vulnerable to DDoS attacks on the leader. To summarize, the proposed
consensus scheme needs to be positioned with respect of PBFT, mainly regarding
security guarantees.

This section compares these schemes with the two configurations of the pro-
posed scheme: Full-Replication and k-Replication (micro-transactions protocol).
Table 6.2 illustrates this comparison while focusing on our key contributions: de-
centralization, latency, communication and storage costs, and road traffic event
validation efficiency.

Commu-
nication Valida-
Protocols Decentralization | Latency and tion
storage efficiency
costs
DSSCB [134] + 10 minutes +++ +
Paper [135] + - +++ +
Full-Replication +++ < 1 minute +++ +++
k-Replication ++ < 1 minute + +++

Table 6.2: Comparative table between the proposed protocol and close approaches
in the literature

e Decentralization : the robustness and reliability of blockchain protocols
rely heavily on the decentralization property. This property ensures
transparency and enhances the robustness of the system. For example,
in DSSCB [134], centrally pre-selected RSUs orchestrate block validation,
so the consensus RSUs are known in advance and thus make them more
vulnerable to DoS attacks. Similarly, in [135] a PBFT-based protocol
was adopted in which pre-selected RSUs (chosen by the Department of
Transportation and consortium members) were selected. Like the previous
protocol, this one has centralization issues, and the pre-selected RSUs will
be the target of DoS attacks, which will affect the progress of the blockchain.
We mitigate these centralization issues, in our work, by dynamically se-
lecting the consensus RSUs for each new block. More importantly, unlike
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in the mentioned protocols, consensus RSUs blocks are not designated
by any central authority. We recall here that the central authority is
relied on only for authentication credentials generation in our proposal.
Furthermore, all RSUs can participate in the consensus, which allows for
greater decentralization and network resilience. Finally, the k-Replication
configuration of our protocol restricts block replications to consensus RSUs.
Therefore, it is less decentralized because the non-consensus RSUs do not
store the full block (only micro-blocks).

Regarding the number of supported faulty/malicious RSUs, all these proto-
cols support the same number of malicious RSUs, which is the 33% of the
consensus RSUs.

o Latency : in terms of latency, the proposed protocol outperforms both
DSSCB and the proposed scheme in [135]. In the latter, the evaluated met-
rics are related to packets delivery ratio over RSUs, packets receiving rate,
and MAC/PHY layer overhead. No performance metrics such as latency
were provided. On the other hand, the DSSCB protocol has a transaction
confirmation delay of 10 minutes. This delay will limit the adoption of such
a protocol for road traffic events validation. We proposed a more scalable
protocol by relying on Round-robin protocol instead of PoW when electing
PBFT consensus leader. We also were able to reduce the latency further
through micro-transactions in the k-Replication configuration.

« Communication and storage costs : these four protocols rely on PBFT.
Thus, consensus RSUs must process 3 rounds of communication to reach an
agreement on the next block to be added to the blockchain. This process
implies significant communication overhead. Moreover, the storage require-
ments are consequential in the case where each RSU maintains the entire
blockchain. In the k-Replication setup, we reduced both the communication
and storage costs required to maintain the blockchain. This is done by rely-
ing on micro-transactions.

o Validation efficiency : traffic events validation is more complex than sim-
ply verifying signatures. Evaluating the plausibility of a traffic event requires
the testimony of passing vehicles around the event location. With its detec-
tion devices, a vehicle can witness a relevant event and inform nearby RSUs.
Therefore, the closer a RSU is to an event, the sooner it is reported of that
event. For this reason, consensus established by a fixed pre-selected RSUs,
as is the case in DSSCB [134] and paper [135], may require sharing event
appearance evidence to these pre-selected RSUs. That will imply additional
delay and communication load on the RSUs layer. Instead, we simplify this
process by considering event appearance location so as event validation is
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orchestrated by geographically closer k RSUs (see section 6.2.3). Thus, it is
unnecessary to disseminate the evidence related to road traffic events to all
RSUs.

6.4 Results Discussion

The above results showed that the k-Replication protocol, in it best configura-
tion, can validate traffic event in less than 900 ms. This delay is good enough to
efficiently advertise traffic announcements. Results have also indicated that the
proposed protocol outperforms the adapted PoW protocol in the chapter 4. This
is without compromising the decentralization property of the blockchain as it is
the case in [134, 135], since in the k-Replication protocol all RSUs participate into
the consensus protocol dynamically.

Furthermore, results have pointed out that besides minimizing the storage and
communication cost of the overall system, micro-transactions enhance the perfor-
mance of the blockchain, especially when the network latency is significant.

Finally, results showed that the performance of k-Replication decreases with
the increasing consensus group size (k). k is directly related to the robustness and
security of the protocol, so that the larger k is, the more the supported malicious
RSUs. Therefore, minimizing the size of the consensus group leads to a trade-off
between the system performance and security.

6.5 Conclusion

This chapter presented a new blockchain-based protocol to secure traffic messages
in VANET. The RSUs are used as blockchain nodes; they receive traffic events
from vehicles and validate their trustworthiness using a dynamic PBF'T protocol.
The proposed scheme dynamically selects RSUs to participate in the consensus.
The selection is based on the proximity of RSUs from the traffic events themselves.
Furthermore, micro-transactions which are compressed versions of the original traf-
fic events, reduce communication and storage costs.

We evaluate different instances of the studied protocol and assess several met-
rics such as the throughput, latency, storage, and communication load. Finally, a
performance comparison between the k-Replication protocol and the PoW-based
protocol in chapter 4 is conducted; the obtained results have shown that the k-
Replication protocol drastically reduces the event confirmation delay without re-
lying on a pre-defined consensus group.
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The k-Replication protocol achieves its best performance when the consensus
group is minimized. However, in such a configuration, the number of supported
malicious RSUs is reduced. It is interesting to keep the consensus group minimized
without compromising the reliability of the consensus group. The next chapter
proposes a trust and distance-based model to elect the most efficient consensus
group considering event appearance location.
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7.1 Introduction

This chapter proposes a trust model to improve the security of the proposed pro-
tocol in chapter 6. As a reminder, in chapter 6, we presented the k-Replication
protocol, which is based on & RSUs elected dynamically according to their prox-
imity to traffic events appearance. Results showed that k£ must be kept minimum
to minimize traffic event confirmation latency. But that deteriorates the system
security. Therefore, we propose to select the most reliable consensus participants
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(validators) based on a trust model. This latter is validated by simulation, and
its efficiency regarding decentralization and fairness of block-creation is assessed
under various attacking scenarios.

The remainder of this remainder is organized as follows. Section 7.2 presents
related works. Section 7.3 details the proposed trust model. Section 7.4 discusses
the security model. Finally, section 7.5 concludes this chapter.

7.2 Related Works

Various trust models have been proposed in Vehicular Network (VN). Most of
them are designed for vehicular trust management Siddiqui et al. [146]. For ex-
ample, Minhas et al. [147] proposed a trust model that detects erroneous data
generated by vehicles. In their proposed protocol, each vehicle maintains the trust
of its neighbours, helping to assess received messages from them. But it is difficult
to determine a vehicle’s overall trust due to the high mobility. As a solution, Mar-
mol and Pérez [148] relied on RSUs to evaluate vehicle trust and isolate malicious
or selfish cars from spreading inaccurate information. That is an exciting scheme,
as the vehicle’s global trust is accessible at the RSUs level.

However, recent studies have highlighted the problem of vehicle trust storage,
as neither vehicles nor RSUs are fully reliable. These studies use a blockchain to
maintain a decentralized database of vehicle trust to address the challenge. For
instance, Lu et al. [149] proposed a blockchain that records all the broadcasted
messages by the vehicles. The goal is to enable persistent evidence to trace vehicle
reputation. In Lu et al. [149], vehicles are the global consensus providers through
PoW, which induces significant latency in updating vehicle trust. To alleviate that
issue, Yang et al. [143] propose a RSUs-based blockchain of vehicle trust; they rely
upon a combined PoW and PoS consensus mechanism. That reduces the consensus
burden on vehicles by uploading it to the RSUs, which has more resources.

In this work, we don’t manage vehicle trust. Instead, we focus on the trust of
block validators, which are the RSUs. The goal is to leverage that trust to select
the most appropriate validators for each block. Not only. The event appearance
is also as well taken into consideration.

7.3 Trust Model

This section presents the proposed scheme: a trust model designed to improve
the reliability of block validators without compromising the decentralization of
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block-creation. It starts with the definition of RSU trust, in section 7.3.1. Then,
section 7.3.2 elaborates the adopted methodology to select block validators. Fi-
nally, section 7.3.3 details the complete system workflow.

7.3.1 RSU trust

To choose a set of block validators, we define a trust score for each RSU. This
score increases with correctly validated traffic events and decreases if a RSU fails
to propose a valid block. RSU trust is updated based on the following rules:

Let ¢; be the trust value of RSU ¢. And N the number of traffic events in the
current block to be validated.

cici+acxT ; T= NN and a, € [0,1]

max

Where Njuq. is the maximum number of events allowed in one block, and a
is the system parameter indicating the increasing speed of the trust value.

On the flip side, when a RSU fails to create a block, its trust decreases according
to the following formula :

ci < ci—PexT ;5 B €10,1]

Where (. is the system parameter defining the decreasing speed of the trust
value.

7.3.2 Validators selection

The trust is a crucial parameter to filter out faulty /malicious RSUs when selecting
block validators. But also, the geographical distance between the validating RSUs
and the event occurrence location must be considered. The aim is to form the
most reliable validators group. Note, the closer a RSU is to an event appearance
location, the higher its probability of having evidence related to that event. There-
fore, in addition to RSUs trust, we consider their proximity to events. We define
a score value associated to each block, considering both the RSUs trust and their
proximity to event occurrence location. This score is calculated as follows:

First, let’s consider block b the current block to be validated and the set
{e1,e2,...,en}, its composing road traffic events. The proximity of a given rsu; to
block b is computed by :
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db-—i]zvjd(e rsu;)
i N,= ]

Where d(e,rsu;) defines the Cartesian distance between the location of the
event k£ and the rsu;.

Let assume C; = {r{}/k # i and D? = {rd}/k # i are respectively the sorted
list of RSUs according to their trust scores, and their proximity to block b. The
index ¢ corresponds to the block proposer, which is a validator by default. Cj is
sorted ascending such as the RSU with the highest trust score have the highest
rank. And D? is sorted decreasing, such as the RSU with the lowest d? is ranked
last.

Next, to each potential validator rsujz;, we associate a couple (TJC',T?) €

(C",D?) such that 7§ defines the rank of the RSU j based on its trust, and 7’? its
rank based on its proximity to b. These two values are used to compute a score
s;j corresponding to chances of rsu;.; to be selected as validator of the block b.

sj is expressed based on 7§ and r;-l as follows.

Sj:a*T]Q—{—ﬁ*T? ;a,f€0,1] and a+5=1

Where « and (8 are the system parameters representing the weight of reputa-
tion and proximity to events, respectively.

Finally, we define S; = —x2— to normalize s; in [0,1]. S; is the probability
r— Sk’
of the rsu; to validate the bklolck b. The block validators are chosen based on

this probability. As illustrated in Algorithm 5 the RSUs with the highest S; are
selected such as the cumulative sum of their S; do not exceed a fixed threshold
Sip- This latter represents the required security level in the system. For example,
If S, =1, then all RSUs will validate all blocks, which opposes the main goal to
minimize block validators. Consequently, Sy, should be controlled as a trade-off
between the validators size (k) and the blockchain security.

7.3.3 Scheme description
This section details how the trust model is integrated into the blockchain system.

The following five steps outline the system’s workflow from the selection of block
proposer to the blockchain update.
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Algorithm 5 Validators Selection

Input :

L: a collection of RSUs with their associated scores sorted decreasing
St © The threshold

Output :

v: list of elected validators

v+ {} > Initialisation
S<+0
repeat
tmp < L.pop()
S < S+tmp.getScore()
v.append(tmp.get RSU())
until S >= 5,
return v

e Step 1 : a round-robin selection is used to determine the next block pro-

poser. However, there are conditions based on the RSUs trust. To propose
a block, a RSU trust score must be greater than a fixed parameter ¢,,;,. In
addition, if a RSU fails to create a block, it will be skipped for the following
bskip blocks. cpmin and by, are parameters of the trust model; they must be
adjusted to minimize the risk of selecting a faulty/malicious RSU as block
proposer. Note that the selection of a trusted RSU as a block proposer is
a crucial step for successful block creation. Therefore, RSUs with low trust
scores must gain more trust before becoming eligible for block proposing.
That is possible since even with a trust score below ¢in, a RSU is still eli-
gible for block validation and thus can gain more trust. The goal is to filter
out malicious RSUs from proposing blocks while ensuring the decentraliza-
tion and fairness of the block proposition process.

The RSUs trust scores are initialized to ¢p,,. Furthermore, To avoid col-
lisions, RSUs with the same trust scores are sorted based on their public
identity.

Step 2 : at this level, one RSU has the token to propose the next block in
the blockchain. Thus, it creates a block of time-stamped road traffic events

and then selects validators according to the methodology described in section
7.3.2.

Step 3 : Once the block proposer has selected the validators, it is time to
proceed with the consensus (PBFT). At the end of the consensus, the block
will be validated and signed by each validator, including the block proposer.
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Next, the block will be shared to the rest of the RSUs (non-validators) (cf.
6.2.3).

e Step 4 : This step consists of block verification once received by the non-
validators. It includes checking the block format and then updating RSUs
trust. As described in the algorithm 6, the block verification starts by check-
ing the block proposer trust. If it is not greater than c¢y,,, the block is
rejected by the correct RSUs. Next, the block score Sy is calculated and
must be less than the threshold Sy;,. Finally, the validators selection process
is reverse-engineered to verify whether it was according to the trust model
rules. If the result is negative, the block proposer is not rewarded. Other-
wise, the validators, including the block proposer, are rewarded equally.

It is possible that the block proposer is not responsible for not following
validators selection rules. However, in this study, we do not address this
scenario. Instead, we assume that malicious RSUs attack when they are
block proposers; therefore, only the block author is punished if the trust
model rules are not followed.

7.4 Security Model

The main objective of the proposed trust model is to reduce the number of RSUs
involved in block validation; and that without compromising the decentralization
or security of the blockchain. Reducing the number of block validators certainly
improves the performance of the blockchain, as it takes less time to reach a con-
sensus within a small group. However, on the other hand, the security of the
blockchain will worsen. Therefore, the validators group should be as trustworthy
as possible to cope with that.

The proposed solution chooses the most reliable RSUs (based on their con-
tribution in the blockchain and their proximity to events location) to participate
in the consensus. This reliability is expressed by a system parameter Sy, which
represents the desired security level. For example, Sy, = 33% corresponds to 1/3
of the RSUs voting power. That means the third most appropriate RSUs validate
blocks. Later, in the evaluation section, Sy, is varied to study its impact on the
trust model.
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Algorithm 6 Block Verification based on Trust Model rules

Input:

1 : block proposer index
b : Block

k : block validators size
Workflow:

Verify block format : hashes and signatures
Verity ¢; >= cpin
Sy 22555 j € b.getValidators()
Verify that S, < Sy,
Compute sorted list {.S;.;} of the RSU scores based on the block b
punish= FALSE
for each j € b.getValidators() do
if rank(j,{S;%}) <k—1 then
cjcjtacxT > Reward validators
else if not punish then
punish= TRUE
end if
: end for
: if punish then
Ci ¢ — PexT > Punish the block proposer
: end if

[ s T e S = S S SO Y
D Ty 72

7.5 Evaluation

To evaluate the proposed model, this section simulates various instances of the
trust protocol. The evaluated parameters are fairness (i.e., all well-behaving RSUs
have equal chances to propose the next block and are also equally rewarded), the
decentralization of the proposed model, and its effectiveness in reducing block
validators size (k) are measured. Note, k is directly linked to the performance of
the blockchain. The lower it is, the better the performance.

The proposed trust model is implemented using a server with the following
properties: Dell R640 server, Intel(R) Xeon(R) Silver 4112, 2.60 GHz CPU, 8-core
CPU, 64 GB RAM, and running Ubuntu 18.04. Some simulator metrics are fixed
to study others. For instance, o and [ are set to 0.5. i.e., the RSUs trust and
proximity of events have the same weight. In addition, . : the increase rate of
RSU reward is set to 0.1 and 3. : the punishment coefficient to —1. Thus, it takes
time to build solid trust, and any misbehaving is strongly punished. Moreover, T’
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and by, are set to 1, the number of RSUs is set 20, and ¢y, to 0.5.

On the other hand, the threshold Sy, takes the values 33%, 50% and 66%.
These latter, correspond to the 1/3, 1/2; and 2/3 RSUs with the highest global
score (trust and distance combined). Table 7.1 summarizes the simulation param-
eters. Unless otherwise mentioned, sy, = 33%.

The simulation mimics the proposed protocol from block proposal to blockchain
update. We generate 1000 blocks while recording the average validators size (k)
and RSUs trust scores after each block. This process is repeated 20x with different
seeds, and then the means are plotted. For simplicity, we do not capture the exact
event occurrence location. Instead, we randomly shuffle the RSUs ranks regarding
block proximity.

Parameters Value(s)
# of generated block [1:1000]
# of RSUs 20
« 0.5
3 0.5
Qe 0.1
ﬁc —1
T 1
bskip 1
Cmin 0.5
Sth 33%, 50%, 66%

Table 7.1: Trust model simulation parameters

7.5.1 Results

This section evaluates the effectiveness of the proposed trust model. We consider
three scenarios. In Scenario 1, all RSUs are considered benign, i.e., all RSUs pro-
pose valid blocks. In scenario 2, 33% (6) of the RSUs are malicious; they propose
incorrect blocks whenever they are elected as block proposers. Finally, scenario
3 considers a more complex attack in which 33% of RSUs randomly propose an
invalid block when they are block proposers.

For each scenario, the effectiveness of the trust model in minimizing the number
of validators (k) is evaluated. Similarly, its ability to isolate malicious RSUs is
examined.
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Scenario 1:
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Figure 7.1: Evolution of RSUs trust scores (Scenario 1)
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Figure 7.2: Number of proposed blocks

To evaluate the decentralization of the trust model, Figure 7.1 trace the evo-
lution of the RSUs trust scores with the increasing number of blocks. The results
show that all RSUs trust increase with time. That is because all RSUs are behav-
ing correctly and thus getting rewarded for block validation.

Results also show that the RSU1 trust score is 47 units of trust higher than the
RSU20 trust score. This is because the system initialization made the RSU1 the
first block proposer. Also, besides being the most trusted among the RSUs since
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the early stage, RSU1 had the chance to be well ranked related to the distance.
On the other hand, the RSU20 trust is low because of similar reasons.

The fairness of the proposed model is evaluated in Figure 7.2; it is expressed by
the number of proposed blocks by each RSU. The results show the fairness of the
block-creation process. For example, when there are 1000 blocks in the blockchain,
each RSU proposes 50 as shown in Figure 7.2. This is because all RSUs are correct
and always eligible to create blocks.

12 T T T T
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8 "
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4 L
Sip =33% ——
2. Sy, = 50%
Sy, = 66%
0 I I I i
0 200 400 600 800 1000

Number of blocks

Figure 7.3: Block validators size evolution (Scenario 1)

Figure 7.3 evaluates the effectiveness of the trust model in minimizing the
validators group. As can be seen in Figure 7.3, the validators group size (k)
increases with increasing Sy,. For example, when Sy, = 66% the block validators
are between 10 and 11, while if Sy, = 33% only 5 to 6 validators are sufficient.
In this last case, even if 1 RSU is malicious, the protocol is still secure, thanks
to the PBFT. Note that minimizing k is crucial in improving blockchain global
performance.

Finally, the proposed model can reduce the number of block validators by
prioritizing the most reliable and suitable (trustworthiness and distance combined)

RSUs.
Scenario 2 & 3

The above results showed the decentralization, fairness, and efficiency of the
proposed model to minimize the size of block validators. However, malicious RSUs
were not considered. This section focuses on evaluating the trust model in the
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Figure 7.4: Evolution of RSUs trust (Scenario 2)
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Figure 7.5: Evolution of RSUs trust (Scenario 3)

presence of attacks. We consider the two attack scenarios defined above (Scenario
2 and 3) and assess the same metrics as in Scenario 1. In the forthcoming graphs,
RSU15,RSU16,..,RSU20 are considered malicious according to these two scenarios.

Figures 7.4 and 7.5 show the evolution of RSUs trust scores respectively in
Scenario 2 and Scenario 3. As can be seen in both scenarios, the malicious RSUs
have been isolated from block validation and proposition. That shows the efficiency
of the proposed model in dealing with attacks.

Moreover, from the decentralization and fairness point of view, the results are
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positive as the trust values of the correct RSUs continue to grow while the trust
values of the attackers remain low, thus preventing them from harming the system.
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Figure 7.6: Block validators size (Scenario 2)
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Figure 7.7: Block validators size (Scenario 3)

Figure 7.6 and Figure 7.7 show the average size of block validators (k) respec-
tively in Scenario2 and 3. The results show that even in the presence of malicious
RSUs, the proposed trust system successfully minimizes k. For example, in both
scenarios 2 and 3, k is less than 5 if Sy, = 33%. Consequently, thanks to the trust
model, the blockchain system can achieve good performance even in the presence
of malicious RSUs.

From a security perspective, Sy, = 33% means that the most appropriate 1/3 of
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RSUs based on distance and trust level are required to validate a block. Depending
on the expected security level, this threshold can be increased. For example, as
show Figure 7.6 and Figure 7.7, increasing Sy, from 33% to 50% increases k by 2
validators. Therefore, S;;, = 50% could be preferred since it increases the reliability
of the block-creation without affecting the performance as much (2 additional
validators).

Moreover, the number of supported malicious RSUs by PBFT (F' = %(N —1),
where N is the number of consensus participants) can be exploited to further
minimize k. For example, £ =5 and k =6 can be reduced to k=4 and k=7 and
k =8 to 7 whitout affecting the consensus security.

7.6 Conclusion

This chapter proposed a trust model that allows the most appropriate group of
RSUs to validate road traffic events. The RSUs trust scores and the road traffic
events locations were relied on to build this group of validators. The decentral-
ization and efficiency of the proposed protocol were evaluated through simulation
of various scenarios. The results showed the capacity of the proposed model in
filtering out malicious RSUs while ensuring decentralization and fairness of block
validation. Moreover, results showed that the block validators size was reduced
while choosing the best validators group for each block. These two last points
enhance the security and performance of the proposed protocol in chapter 6.
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This chapter concludes the thesis. Section 8.1 summarizes the thesis contribu-
tions, and section 8.2 gives perspective for future works.

8.1 Conclusion

Advances in wireless and sensor technologies have enabled autonomous vehicles
to detect and report traffic events (e.g., accidents, traffic state, attack reports,
etc.). However, these reported data must be available to vehicles and transparently
verifiable so that they can be exploited to improve the transportation system.
This thesis addresses the obstacles to providing a decentralized, transparent, and
attack-resistant system for road traffic data management. The proposed solutions
are based on blockchain technology because of its exciting properties in enabling
transparency and decentralization in an untrusted network like VANET.

In chapter 2, we laid the background knowledge on the blockchain technology,
its properties and challenges. We also presented VANET architecture, character-
istics, applications requirements and challenges.
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Blockchain integration into VANET

In chapter 3, we conducted a literature review on existing VANET architec-
tures and highlighted the limits of each one. We provided a taxonomy of
existing traffic data management architectures. We started with centralized,
passed by distributed, and ended with decentralized architectures. We shed
light on the limitations of each architecture while giving a particular focus on
blockchain integration into VANET. The review showed the immaturity of existing
blockchain-enabled VANET architectures—the main impediments are adaptability,
scalability, and performance evaluation. Furthermore, blockchain integration into
VANET is none trivial; different approaches exist. We proposed to rely on the
RSUs as the blockchain maintainers instead of the vehicles.

Blockchain simulator

Throughout the thesis, we have built a blockchain simulator to emulate VANET-
enabled blockchain scenarios. The implemented simulator is built on NS-3, a
network simulator. We were able to reproduce different VANET communications,
and vehicle mobility was captured using real traces. The components of the pro-
posed blockchain system were implemented and integrated as modules into NS-3.

Our objective was to address the issue of performance metrics to validate the in-
tegration of blockchain into VANET.

PoW-based blockchain adaptation in VANET

In chapter 4, we proposed a Proof of Work (PoW)-based blockchain to build a
secure and decentralized database of traffic events. Although traffic events vali-
dation is more complex compared to financial transaction, the proposed scheme
inherits all essential properties of the blockchain. The proposed protocol is vali-
dated through simulation, considering a blockchain deployed for a whole city. The
evaluated metrics were the system performance (the throughput and latency). The

results showed good performance for traffic efficiency applications by reducing the
PoW difficulty.

The impact of attacking vehicles on the blockchain

In chapter 5, we investigated the impact of vehicles disseminating wrong events on
the data reliability and the security of the blockchain. We used a threshold-based
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method for event validation, where sufficient cars need to witness the event before
validation. The results showed that the reliability of the blockchain data depends
on the event validation approach. They also showed that relaxing the threshold
induces more forks, which affects the consistency and security of the blockchain.

Scalable blockchain-adapted for road traffic data management

To minimize event confirmation in the blockchain latency, in chapter 6, we re-
placed the consensus mechanism Proof of Work (PoW) with Practical Byzantine
Fault Tolerance (PBFT), which is less decentralized. However, we ensured the sys-
tem’s decentralization by dynamically selecting traffic event validators based on
their proximity to the traffic event occurrence location. In addition, we were able
to control the replication of the blockchain through micro-transactions. Micro-
transactions minimize communication and storage cost of the blockchain. Finally,
the proposed protocol has been deeply evaluated.

Trust model to isolate malicious validators

In chapter 7, we proposed a trust model to enhance the reliability of the traffic
event validators, which are the RSUs. The proposed trust model is based on
RSUs proximity to traffic events location and the RSUs reputation. The proposed
approach was validated by simulation. The results have shown its decentralization
and efficiency in minimizing the validators group without compromising the system
security.

8.2 Perspectives

The thesis’ contributions answer many questions towards blockchain inclusion in
VANET. I believe that the proposed approaches advance towards more secure
VANET applications and a better transportation system. However, the presented
solutions could further be improved. We suggest a few improvements as follows:

« Scaling the blockchain for a wide region, such as a whole country. Clustering
techniques, as in these studies [57, 58], cloud be explored. The challenge will
be to ensure synchronization between different clusters in a reasonable delay.

o Introducing vehicles trust system to counter malicious vehicles from affecting
the blockchain’s data. There could be a trust-based blockchain coexisting
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alongside the traffic data blockchain. In that way, the trust will be included
at each layer of the Vehicular Network (VN).

o Prioritizing road traffic events based on their criticality to minimize road
safety events’ validation delay. In addition, the blockchain could be param-
eterized so that each class of events has its validation requirement.

o Investigating higher throughput distributed ledger. For example, DAG-based
blockchains [150] could improve the processing of event validation and thus
broaden the application area of the proposed approaches.
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Résumé: La prolifération des véhicules autonomes
a imposé la nécessité d'une gestion plus sécurisée
des données du trafic routier (c'est-a-dire les
événements liés aux accidents, I'état de la cir-
culation, le rapport d'attaque, etc.) dans les
réseaux Ad hoc pour véhicules (VANET). Les sys-
témes centralisés traditionnels répondent a ce be-
soin en exploitant des serveurs distants éloignés des
véhicules. Cette solution n'est pas optimale, car les
données relatives au trafic routier doivent étre dis-
tribuées et mises en cache de maniére sécurisée a
proximité des véhicules. Cela améliore la latence et
réduit la surcharge sur la bande passante du réseau
de communication.

La technologie Blockchain est apparue comme une
solution prometteuse grace a sa propriété de deé-
centralisation. Certaines questions restent néan-
moins sans réponse. Comment concevoir une vali-
dation appropriée des données du trafic routier par
blockchain, qui semble plus complexe qu'une trans-
action financiére? Quelles sont les performances
attendues dans les scénarios VANET?

Cette thése offre des réponses a ces questions en
concevant une gestion des données du trafic routier
adaptée aux contraintes imposée par la blockchain.
La performance ainsi que la validité des protocoles
proposés sont ensuite évaluées a travers diverses
simulations de scénarios pris d'un trafic routier réel.
Nous proposons d'abord une adaptation du mécan-
isme de consensus Preuve de Travail (PoW) dans
un réseau VANET, ou les infrastructures situées
aux bords de routes (RSUs) maintiennent une base
de données décentralisée des données du trafic
routier. Ensuite, une évaluation rigoureuse des

panne byzantine pratique (PBFT)

performances en présence de véhicules malveil-
lants est réalisée. Les résultats ont montré que
le schéma proposé permet de construire une base
de données sécurisée et décentralisée des données
du trafic routier au niveau des RSUs.

Ensuite, motivés par nos résultats, nous utilisons
PBFT (Practical Byzantine Fault Tolerance), un
mécanisme de consensus établi grace au vote, pour
réduire la latence dans le processus de validation
dans une blockchain. Les RSUs validatrices de
données de trafic sont sélectionnées dynamique-
ment en fonction de la localisation des événements
du trafic. Nous proposons un nouveau schéma de
réplication de la blockchain entre les RSUs. Cette
réplication choisit un compromis entre les perfor-
mances en termes de latence et la fréquence de
réplication des blocs de la chaine. Les résultats de
simulation montrent de meilleures performances,
lorsque les RSUs validatrices, sont réduites au min-
imum.

Dans la derniére partie de la thése, nous proposons
un modéle de confiance pour réduire au minimum
le nombre de validatrices sans compromettre la dé-
centralisation et |'équité de la création de blocs.
Ce modéle de confiance s'appuie sur la distance
géographique et la confiance des RSUs pour for-
mer dynamiquement un groupe de validateurs pour
chaque bloc de la chaine. Nous formalisons et
évaluons ce modéle de réputation, en considérant
divers scénarios avec des RSUs malicieuses. Les
résultats démontrent |'efficacité de la proposition
pour minimiser le groupe de validateurs tout en
isolant les RSUs malicieuses.
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Abstract: The prominence of autonomous vehi-
cles has imposed the need for more secure road
traffic data (i.e., events related to accidents, traffic
state, attack report, etc.) management in VANET
(Vehicular Ad hoc NETworks). Traditional cen-
tralized systems address this need by leveraging
remote servers far from the vehicles. That is not
an optimal solution as road traffic data must be
distributed and securely cached close to cars to
enhance performance and reduce bandwidth over-
head. Blockchain technology offers a promising so-
lution thanks to its decentralization property. But
some questions remain unanswered: how to design
blockchain-adapted traffic data validation, which
is more complex than an economic transaction?
What is the performance in real-world VANET sce-
narios?

This thesis addresses those questions by design-
ing blockchain-adapted traffic data management.
The performance analysis and the validation of the
proposed schemes are conducted through various
simulations of real scenarios.

We first adapt the PoW (Proof of Work) consen-
sus mechanism to the VANET context whereby the
RSUs (Road Side Units) maintain the decentral-
ized database of road traffic data. After that, the

proposed scheme is evaluated in the presence of
malicious vehicles. The results show that the pro-
posed approach enables a secure and decentralized
database of road traffic data at the RSUs level.
Next, motivated by our findings, we adopt
PBFT (Practical Byzantine Fault Tolerance), a
voting-based consensus mechanism, to reduce the
blockchain latency. The traffic data validators are
dynamically selected based on traffic event ap-
pearance location. Finally, we propose a novel
blockchain replication scheme between RSUs. This
scheme offers a trade-off between the blockchain
latency and replication frequency. Simulation re-
sults show better performance when the validators
(i.e., RSUs) are minimized.

Finally, we propose a trust model to minimize the
validators without compromising the decentraliza-
tion and fairness of block-creation. This trust
model leverages the geographical distance and the
RSUs trust to dynamically form a group of valida-
tors for each block in the blockchain. We formalize
and evaluate this trust model, considering various
scenarios with malicious RSUs. Results show the
efficiency of the proposed model to minimize the
validators group while isolating malicious RSUs.
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