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Abstract

Cloud-based data storage and sharing services have been proven a successful paradigm for both
individual and organizational purposes since the last decades. The underlying business model
of such services helps users not to expensively spend on hardware to store data while they are
still able to access data anywhere and whenever they desire in possession of any devices with an
Internet connection. In addition, service providers can attract an increasing number of users
due to the low cost of highly convenient services, resulting in a growth in revenue. All the
provided advantages, however, come at the expense of the security that plays a vital role in
protecting both the users and their resources.

In terms of outsourced data, service providers responsibly take security measures to ensure
data availability and data confidentiality. While data availability serves the main purpose of the
service, data confidentiality protection is also highly needed to protect sensitive data from any
potential leakage. Generally, data should be encrypted while being stored and only available
to authorized users. In fact, data confidentiality can be achieved in different ways depending
on the chosen encryption approach. Each encryption approach may offer different security
guarantees and user experience. The most adopted approach is that service providers encrypt
data and hold decryption keys in secret which will be used on user requests for data retrieval.
This relieves users from the key management. To reduce reliance on the service provider, it is
recommended encrypting the data on the user side before outsourcing. This, however, causes
the complexity in the key management in the collaborative scenario in which a data owner
needs to securely distribute the decryption key to a group of authorized users. This process
gets more complex when the group is dynamic. That is, users can join and depart from the
group at any point in time.

Regarding user privacy, they are required to prove who they are to access their own resources
hosted by service providers. This can be achieved via a secure authentication protocol. The
authorization of a user is then verified by the service provider based on the user’s credential
and the predefined access control policy associated to the requested data. However, showing
credentials enables the service provider to detect who shares data with whom or even build a
profile for each user based on traced information. In some contexts, i.e., data censorship, the
service provider can block access or remove all the data pertaining to some specific users. For
that reason, user privacy should be an optional requirement when designing the appropriate
authentication protocols used in the context of data storage and data sharing.

In this thesis, we aim at constructing efficient and secure data sharing platforms. For this
purpose, we not only build authentication protocols and encryption schemes which are the
main components composing such platforms but also create a privacy-preserving decentralized
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data sharing platform as an independent and complete work. Moreover, the efficiency and
effectiveness of all proposals are taken into account when compared to existing solutions which
may not support some of the functionalities which our proposals offer.

First of all, conventional secure authentication protocols are mainly based on two cate-
gories that are the symmetric setting and the asymmetric setting. In the former one, two
or many communicating participants authenticate one another based on a pre-shared secret,
which could be a password or a strong cryptographic key. Due to the low entropy, password
is human-memorable and not necessarily stored on user devices. Designing a secure password-
based authentication protocol is, however, much more complex than a cryptographic key-based
protocol. In the asymmetric setting, widely-adopted protocols are mainly built on Public Key
Infrastructure (PKI), which falls into two approaches: Certificate Authority (CA)-based and
Web of Trust (WoT)-based. The two approaches diverge in the way that trust is established
between users. In practice, the architectural simplicity of the CA-based approach eases the de-
sign of authentication protocols. Nevertheless, CA-based PKIs have two inherent shortcomings,
namely centralized trust and expensive operation cost. On the other hand, the WoT-based ap-
proach requires users to obtain signatures on their identities from existing users in the system,
thus removing the centralized trust existing in CA-based PKIs. However, in such system, users
must have technical knowledge about the underlying system to correctly use it, which restricts
its practical adoption. To address the problems in the existing solutions, we propose the first
contribution, namely Password-based Signcryption Authenticated Key Exchange, a lightweight
and provably secure authentication protocol allowing two parties to mutually authenticate one
another based on a human-memorable password and then establish a high entropy session
key. The second contribution is a Privacy-Enhancing Decentralized Public Key Infrastructure
(DPKI) which is purposely designed to mitigate the centralized trust of CA-based PKIs and
give the control over identities to owners. The practicability of the proposed DPKI is demon-
strated by constructions of standard authentication and key exchange protocols especially in
the contexts where user privacy is needed.

As mentioned above, data should be encrypted on the user side before being outsourced to
protect data confidentiality against third parties. In this regard, Ciphertext-Policy Attribute
Based Encryption (CP-ABE) has been emerging as a promising outsourcing solution due to its
rich set of features including data confidentiality protection, fine-grained data access manage-
ment, and effective key management. CP-ABE schemes enable a data owner to encrypt data
under a desired access structure before outsourcing. Only those who own a certified attribute
set which satisfies the access structure can decrypt the encrypted data. Therefore, we propose
Forward-Secure Data Outsourcing Based on Attribute-Based Encryption as the third contribu-
tion in this thesis. Compared to the existing CP-ABE schemes, our proposal allows efficiently
revoking users and their attributes at will. Moreover, it also guarantees the forward-secrecy
requirement in which revoked users are no longer able to decrypt the data shared in the past.

As the fourth contribution, we propose a Privacy-Preserving Blockchain-based Data Shar-
ing Platform based on Decentralized Storage Systems as a complete solution. The platform
is designed to simultaneously guarantee data confidentiality, data access control policy, data
availability, and user privacy. In addition to data confidentiality and data access control which
are generally basic guarantees offered by any centralized data sharing services, we also aim at
enhancing data availability and user privacy. While the former can be achieved by building
a platform on effective decentralized storage systems, the latter is obtained by our proposed
cryptographic mechanisms.
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Cloud-based services have witnessed a growing interest due to the business model that
benefits both end users and service providers since the last decades. Such operational benefits
continually accelerate the growth and the development of the market. Indeed, a great number
of end users and organizations have been moving towards cloud-based storage solutions to
avoid spending on expensive hardware that is in charge of locally storing a huge volume of
data. Traditionally, in addition to the cost of hardware, users are usually responsible for
all maintenance and security costs. Indeed, storage hardware needs to be securely protected
against any potential risks not to leak the data stored on it to the outside world. However, if
hardware has been corrupted due to any internal hardware-related issues, users have no way of
recovering the stored data. By contrast, cloud-based solutions allow users to use any devices
with the Internet connection to access their own data hosted by service providers. Moreover,
they can also share data with other users in the system without fear of data loss. That is, service
providers often deploy internally distributed systems to replicate users’ data on multiple nodes
physically located at different locations to offer them a high level of data redundancy at a
reduced cost. All these conveniences, however, come at the cost of data security and user
privacy as service providers are in charge of taking security measures to ensure the safety of
data and users. Intuitively, user identity verification is performed by the service provider before
the user having access to the requested data. If the verification succeeds, the user can retrieve
the data at least in the encrypted form. More clearly, the verification is often realized via a
secure mutual authentication and key exchange protocol. The latter allows two communicating
entities to authenticate each other then negotiate a secret key which is used to secure then
subsequent communications. Afterwards, the authorized user is granted access to the data.
If the data has been encrypted before being outsourced, the retrieved data is evidently still
encrypted. However, if the data encryption mechanism is carried out by the service provider,
the received data is in the plain from transferred via the established secure channel. With that
said, when designing an effective data storage and sharing platform, there is an obvious trade-
off between data confidentiality and user experience to deal with. Most traditional platforms
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Chapter 1. Introduction

take an approach in which service providers are responsible for encrypting and decrypting data.
This approach will relieve users from dealing with complex key management especially when
data is shared between a dynamic group of users. However, this also requires users to fully
trust the service provider for data confidentiality.

In this regard, we envision two necessary modular components for building a secure data
storage and sharing platform which is the main objective of the thesis. These components are
authentication and key exchange protocols and secure data sharing schemes. Conceptually,
the authentication and key exchange protocols help verify user identities as well as establish a
secure communication channel between users and service providers over public environments.
On the other hand, the data sharing schemes aim at facilitating specifying data access policies
over outsourced data and protecting data confidentiality against unauthorized parties so that
only authorized users are able to read the plain data. Optionally, these two components could
be designed to support user privacy as well.

1.1 Towards Trusted and Privacy-Preserving Data Shar-

ing Platform

1.1.1 Authenticated Key Exchange Protocols

Authenticated key exchange protocols represent the most important building block to ensure the
safety of communications between remote users. Such protocols allow users to know with whom
they are communicating before engaging in exchanging information. To effectively integrate
such protocols in any larger infrastructure, i.e, a data storage and sharing platform, one needs
to assess them basing on different factors, including security, scalability, and user experience.
In practice, the widely-used authentication protocols mainly fall into two different categories,
those using a symmetric setting and those using an asymmetric setting [1–3]. We briefly present
functional models, advantages, and shortcomings of each of these categories:

Technically, the symmetric setting indicates scenarios where two or many participants agree
upon a shared secret before running a protocol execution. The secret is used for the partic-
ipants to authenticate one another then negotiate a session key which will be used to secure
communications between them. Clearly, the protocols in this setting may offer security and
user experience but have a difficulty satisfying scalability. The reason is that the participants
in the protocols must know each other beforehand to negotiate a secret necessary to run the
protocols. The shared secret can simply be a password, a PIN code, or a strong cryptographic
key.

• Password-based authenticated key exchange protocols: Despite the underlying weaknesses
pertaining to the low entropy of chosen passwords, these protocols still remain as one of
the most practical protocols. These are convenient for both ordinary users and service
providers due to their natural simplicity in use and in implementation. As such, in order
to make these protocols a standard approach, more security investigations are needed
to strengthen the security model to capture all the potential attacks. For this purpose,
many security models [4, 5] have been rigorously investigated and proposed in the lit-
erature to offer the standards to password-based protocol designs. The complexity of
the models, however, often results in decreasing performance, thus affecting user experi-
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ence. Therefore, an effective protocol design also needs to take protocol performance into
consideration.

• Authenticated key exchange protocols based on strong cryptographic keys [6–8]: Protocols
in this category generally benefit from the simplicity in design and high security level
without fear of dealing with low entropy keys. However, unlike password-based protocols,
users are required to securely store keys in local hardware which will be used at the time
of running the protocols. That is, the hardware needs to be securely designed to prevent
an adversary from easily extracting the stored key. While this requirement is affordable
in some specific contexts, it is not in the others when ordinary users do not want to carry
such devices to everywhere they tend to perform an authentication.

On the contrary, the asymmetric setting can generally offer security and scalability while having
issues when it comes to user experience. Practically, the protocols in this setting are commonly
built on top of Public Key Infrastructures (PKI) [9–11], which are classified into two different
approaches: the Certificate Authority (CA)-based approach and the Web of Trust (WoT)-
based approach. The common role of all PKIs is to issue certificates which attest to the
bindings between users’ identity data and their corresponding public keys. The possession of
the legitimate certificates facilitates the design of authenticated key exchange protocols without
the communicating parties having to agree upon a secret beforehand.

• In CA-based PKIs, CAs act as trusted parties to issue and manage user certificates. To
prove its identity to other parties, a user simply proves the ownership of the certificate by
using the associated private key. Due to the centralization property of such systems, users
are required to fully rely on the CAs for all security concerns. Thus, if any of the CAs gets
compromised, the whole system will fall apart as the attacker can use the CA’s private
key to sign fraudulent certificates to impersonate others. For example, a high-profile
Dutch corporation, named DigiNotar CA, had a security breach in 2011. This resulted
in fraudulent issuing of hundreds of certificates, including a *.google.com certificate [12].
Besides, the expensive processes in issuing, managing, and revoking certificates are also
not convenient for ordinary users.

• Pretty Good Privacy (PGP) [13] is a prominent standard leveraging the Web of Trust
(WoT) model [14] to build an entirely decentralized PKI. In this model, users are able to
designate others as trustworthy by signing their public key certificates. By doing so, a
user accumulates digital signatures for its certificate from entities that have been deemed
to be trustworthy. The certificate is then trusted by a third party if the certificate
has been signed by a person that the third party entrusts. Clearly, this model offers
the decentralization feature in certificate issuance which, however, comes at the cost
of user-friendliness. For a user to be widely visible (trusted) on the network, it needs
to accumulate signatures given by a large number of well-known entities. In addition,
certificate revocation is also a critical issue to be properly solved in such model. In
practice, all issued certificates are uploaded onto the key servers which are supposed to
play the information role only. If anyone is interested in verifying the public key of a user,
they must send a lookup request to one of the key servers to retrieve the desired certificate.
Similarly, in order to revoke a certificate, the certificate owner can publish a revocation
certificate on the key servers as a request to stop broadcasting its certificate. The log
servers are voluntarily run by the PGP community which does not have any economic
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incentive. However, even under the assumption that the key servers act honestly and do
not hide revocation information from users, delay in certificate synchronization between
them may already cause a huge damage to the system. These reasons therefore hinder
the adoption of the model in practice which is actually limited to secure email exchanges.

1.1.2 Secure Data Sharing Schemes

Secure data sharing schemes are composed of two tasks: (1) allowing data owners to freely
specify access policies as well as authorized users to retrieve the shared data, and (2) protecting
data confidentiality against unauthorized users. In practice, most service providers take the
simple yet effective approach in which they are in charge of both tasks, thus relieving users from
the complexity of key management and technical knowledge requirements. That is, they do not
need to handle a complex decryption key distribution while having a convenient user interface
to determine with whom they want to share data. There exist, however, two notions that we
should clarify and enhance from traditional systems. We define these notions as follows:

• Data Transferability: This means that authorized users are enabled to retrieve the shared
data at least in the encrypted form. This notion differs from the data availability in
the sense that data could be always available on the cloud but the service provider stops
sending data for some unexpected reasons that are out of control of authorized users. This
notion seems to be quite obvious and should be satisfied once user identity verification
has been finalized by the authenticated key exchange protocols. However, it is not always
guaranteed in sensitive contexts where user privacy matters. Indeed, we observe that
outsourcing data to a cloud-based storage service partially deprives a data owner of the
ownership. Users must rely on the service provider maintaining the consistency and
operations in accordance with user-defined access control policy. However, due to legal
reasons, such as data censorship, the service can block access to data of an individual or
a group of users. Even worse, the service can remove all data related to some specific
users. Moreover, a user has to provide its identity to the service for verification before
being granted access to the requested data. This leads to the user being traceable in
the system. The lack of user privacy enables the service provider to trace all activities
of any targeted users or discover the relationship between data stakeholders, i.e., who
shares data with whom. This is not desired in many scenarios, for example, in healthcare
systems, in which patients prefer concealing their identities while sharing their sensitive
Electronic Medical Records (EMR) to healthcare institutions. Despite its importance,
user privacy is rarely taken into account in the context of data sharing.

• Data Confidentiality: For security reasons, data is often stored on the cloud in encrypted
form. To simplify the complex key management, many service providers usually adopt a
strategy in which they control decryption keys and keep them safe in the system. That is,
every time an authorized user requests the shared data, the service provider decrypts the
data and sends it to the user. Thus, the user does not need to decrypt the data nor store
the decryption key on its own side. The communication between two parties is generally
secured by the authenticated key exchange protocols. The actual approach works well
under the assumption that service providers are fully trusted and do not leak users data
and harm user privacy. This is not, however, always guaranteed in real life. In an attempt
to reduce the reliance on service providers with respect to data confidentiality, one may
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totally put on the Certificate Authorities (CAs), which are structured in a hierarchical manner.
The compromise of any of these CAs results in the collapse of the whole system. Second, the
PKI requires huge resources for construction and maintenance over time. Moreover, the size
of a certificate and computationally expensive operations of a PKI-based authentication proto-
col are not favorable for resource-constrained devices. To address these challenges, we propose
Password-based Signcryption Authenticated Key Exchange, a lightweight protocol allowing two
parties to mutually authenticate one another based on a human-memorable password and then
establish a high entropy session key. The latter will be used to secure communications between
them. This is a response to the first question How to design an effective and secure password-
based authenticated key exchange protocol ? The proposed protocol is then provably secure in
the Find-then-Guess model, a standard security model.

Second, the next contribution relates to the questions of How to overcome the centralized
trust in the traditional PKIs to implement secure authenticated key exchange protocol? And
How to optionally impose user privacy requirements in the construction of a data storage and
sharing platform? For this purpose, we propose a Privacy-Enhancing Decentralized Public Key
Infrastructure (DPKI) to mitigate the centralized trust of the traditional PKI design and put
the control over identities to the identity owners. The proposal allows a user to register a
digital identity with a public blockchain, namely Ethereum. This provides users with a way
of managing their identities, such as revocation and update, in a transparent and publicly
verifiable manner. This is far more different than traditional PKIs in which all these operations
are centrally handled by CAs. By contrast, the transparency of the Ethereum blockchain may
make it a central point to correlate all activities of a user. The proposed DPKI incorporates
key decoupling and anonymous identity registration mechanisms to offer a strong user privacy
guarantee, preventing others from correlating Internet activities to registered user identities.

Third, in centralized storage systems, in order to protect data confidentiality and integrity,
data should be encrypted on the user side before being outsourced into the cloud. In this sense,
Ciphertext-Policy Attribute Based Encryption (CP-ABE) has been emerging as a promising
outsourcing solution due to its rich feature set including data confidentiality protection and fine-
grained data access management without relying on the cloud. CP-ABE schemes enable a data
owner to encrypt data under a desired access structure before outsourcing it. Only those who
own a certified attribute set which matches with the access structure, can decrypt the encrypted
data. Despite the advantages over conventional encryption algorithms, attribute and user re-
vocations of CP-ABE schemes remain challenging. Firstly, existing revocation mechanisms
cannot thoroughly solve the problem as they raise security issues and increase the computa-
tional and communication overheads. Secondly, forward secrecy, in which revoked users are
unable to decrypt data shared in the past, is not rigorously taken into account. We investigate
these problems and design two CP-ABE schemes that allow both efficient user and attribute
revocations. The forward secrecy requirement of the proposed schemes is guaranteed by inte-
grating re-encryption techniques. As such, this contribution answers the question of How to
design an encryption scheme with underlying effective key management? To demonstrate the
feasibility of the proposals, both performance evaluation and security analysis are conducted
and provided.

Fourth, we propose a Privacy-Preserving Blockchain-based Data Sharing Platform based on
Decentralized Storage System to enhance data confidentiality, data access control, data avail-
ability, and user privacy. In fact, the contribution departs from an entirely different approach
which leverage the blockchain technology to build the proposed platform on the InterPlanetary
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File System (IPFS), a content-addressable peer-to-peer storage system. We consider this con-
tribution as a complete solution for data sharing which incorporates the two above-mentioned
components while offering a higher level of data availability. As such, it is the succinct answer
to all of the five raised questions.

1.3 Thesis Organization

This dissertation shows how to tackle all the identified issues on secure data sharing on the
cloud-based context by improving existing solutions and introducing completely different ap-
proaches. The organization of the thesis is as follows:

Chapter 2 introduces the first contribution, named Password-based Signcryption Authenti-
cated Key Exchange (PSKE). The contribution not only aims at improving existing password-
based protocols in terms of computational performance and communication but also creating
a new paradigm to design such protocols by applying a signcryption scheme. The security of
the proposed protocol is then validated in the Find-then-Guess model under standard compu-
tational hardness assumptions.

Chapter 3 presents the second contribution, namely Privacy-Enhancing Decentralized Public
Key Infrastructure, which purposely removes the centralized trust put on Certificate Authorities
in traditional Public Key Infrastructure and mitigates technical problems encountered in the
Web of Trust model. In addition, user privacy is taken into account in the construction of
the DPKI to facilitate the designs of authentication protocols that also guarantee user privacy
requirements. This idea is materialized by a discussion about the adoption of the proposal in
different contexts.

Chapter 4 describes Forward-Secure Data Outsourcing Based on Revocable Attribute-Based
Encryptionn as the third contribution. The main purposes of this contribution is to strengthen
the security of centralized data outsourcing solutions and provide an efficient key management
in the group-based sharing. It also features an effective revocation mechanism to handle the
dynamics of the group in which members can join and leave at anytime. More specifically, the
forward secrecy requirement which prevents revoked users from reading data shared in the past,
is guaranteed in the design of the contribution.

Chapter 5 presents a completely different approach to design a secure data storage and
sharing platform. Besides data confidentiality and secure data access control, we look to provide
high data availability and user privacy in the fourth contribution. Data availability could be
obtained by building a platform on a decentralized storage network where nodes are financially
incentivized and punished according to their behavior in the system. On the other hand,
user privacy in the context of data sharing, to the best of our knowledge, has never been
thoroughly solved. In this contribution, we leverage the blockchain technology along with
advanced cryptographic mechanisms, such as ring signature, hidden access control policy, and
predicate encryption, to provide this privacy requirement without having negative impacts on
other factors.
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2.1 Foreword

Along with the explosive growth of Internet applications during the last decade, the security
plays a vital role in protecting users against data leakage. More specifically, before engaging in
any exchanges with others, users must ensure that they are actually communicating with the
right entities, i.e. other individual users or remote servers, and that their communication must
be secured against data alteration, modification, and leakage. To this end, there are many
effective approaches relying on various advanced technologies, i.e., Public Key Infrastructure
(PKI), Identity-Based Cryptography (IBC) [17], or symmetric key exchange. These technologies
can be used as standalone solutions as well as being part of hybrid solutions in combination with
other authentication factors for reinforced security. For example, a secure channel is first built
based on these technologies over which passwords or biometric information are transmitted
between communicating parties. The common shortcoming of these solutions is the need for
additional physical equipment to store strong cryptographic secrets. Regarding PKI and IBC,
the costs of deployment and maintenance likely make them impractical in some constrained
environments.

13



Chapter 2. Password-based Signcryption Authenticated Key Exchange

In this context, Bellovin et al. [18] put forward a new direction of developing authentication
protocols only based on low entropy secrets, such as code pin or passwords to achieve a better
trade-off between security and user experience. These are generally called Password-based
Authenticated Key Exchange (PAKE). By definition, PAKE protocols allow two remote entities
to authenticate each other over an adversarially-controlled environment then negotiate a strong
cryptographic key to protect their subsequent communication. Arguably, due to the low entropy
of passwords, PAKE protocols could be highly vulnerable to classical attacks such as dictionary
attacks. If the protocols are not securely designed, any partial information leakage about
users’ passwords helps adversaries significantly reduce the time of successfully mounting these
attacks [19–21]. We state that using cryptographic keys obviously facilitates the design of
protocols to eliminate these attacks as they are required to fulfill weaker security models.
Moreover, storing a cryptographic key implicitly provides an additional authentication factor
as users are required to possess the hardware at the time of executing the protocol. In some
cases, these greatly fit user expectations about security but they do not in other cases where
users are still satisfied with password-based protocols and feel uncomfortable to physically carry
small hardware to anywhere they want to run the protocol. Therefore, to take advantage of
the compelling positives of PAKE, there have been many variants proposed in the literature to
enhance the security and performance of PAKE. However, as described in 2.2, none of these is
fully satisfactory, thus calling for improvements.

In the first contribution, we create a new paradigm to design PAKE-like protocols by lever-
aging the signcryption technique. The reason for building such a paradigm is to further opti-
mize the protocol execution cost while still keeping the protocol provably secure. Concretely,
compared to existing protocols, the proposed Password-based Signcryption Authenticated Key
Exchange (PSKE) is also more efficient in terms of communication and computation while
being provably secure in the random oracle model. The security and efficiency of PSKE also
make it more suitable for constrained environments such as the Internet of Things.

2.2 Related Works

In the literature, the PAKE protocols could be categorized into two classes: the Balanced
PAKE (B-PAKE) and the Augmented PAKE (A-PAKE). These are discussed in the following.

2.2.1 Balanced Password Authenticated Key Exchange

B-PAKE takes place in the context that user and intended server share the same password-
derived value H(PW) that could be computed by performing a secure one-way function. The
parties use this value to authenticate each other. However, when the server is compromised
and the password file is leaked, an attacker who knows H(PW) will be able to impersonate the
user without knowing the plain-text password of the user.

The first B-PAKE construction protocol is the password-based Encrypted Key Exchange
(EKE) that was introduced by Bellovin et al. in [22] with some informal security analyses.
The authors covered three different variants including: RSA-EKE, Elgamal-EKE, and DH-
EKE. Even though these solutions were found insecure in [23], they became a basis for many
following researches.

Jablon et al. [24] derived a new scheme called Simple Password Exponential Key Exchange
(SPEKE), which uses a password to generate the base for exponentiation over a cyclic group.
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This solution subsequently was also pointed out to be insecure in [25,26] as it allows an active
adversary to test multiple passwords in one dishonest execution. In fact, there is literally no
way to prevent active attackers from trying to impersonate a legitimate user with adaptively
selected passwords. However, a secure PAKE protocol requires that such an attack only allows
the adversary to test one password per session. Moreover, one can mitigate active attacks
by putting restrictions on the number of consecutive failed authentication attempts pertaining
to a user. In order to formally analyze the security of PAKE protocols, Bellare et al. [4]
presented a formal security model for the first time. Then, they also presented a modified
EKE protocol, thus called EKE2, and claimed that EKE2 is secure in the ideal-cipher model.
Additionally, the authors sketched a generic way to add mutual authentication to all PAKE
schemes. In fact, Ballare et al.’s model is extended from [8] which defines a security model for
mutual authentication and authenticated key exchange in a two-party symmetric setting. The
extension is to deal with attacks which are generally tied to password-based authentication
protocols.

Since then, many other studies have been continuously presented which were proved secure in
different security models, thus resulting in different protocol performances. For example, Boyko
et al. [27] introduced the PAK protocol which is provably secure in the random oracle model
under the Decisional Diffie-Hellman assumption. In an attempt to construct secure PAKE
protocols in the standard model, the works in [28–33] have made use of the common string
model (CRS), which assumes that the communicating parties agree on a securely generated
set of public parameters even before running the protocol executions. While the CRS model
facilitates the design of the PAKE protocols, the assumption about the secure generation of
public parameters seems too strong and is not practically easy to deal with. Indeed, such
parameter generation is usually carried out via complex multiparty computation protocols [34]
which are expensive in terms of communication and computation.

A practical scheme, called J-PAKE, is presented in [35] by leveraging the zero knowledge
proof technique. The protocol is then proved secure in the random oracle model by Abdalla et
al. [36] and is added into the OpenSSL library for use. From the computation point of view, J-
PAKE requires each party to perform up to 14 modular exponentiations. Our scheme PSKE in
this contribution aims at providing better communication and computation costs while keeping
the protocol provably secure.

2.2.2 Augmented Password Authenticated Key Exchange

As an enhanced version of B-PAKE, A-PAKE requires servers to keep password verifiers which
are computed from users’ passwords. The leakage of the verifiers in case of server compromise
will not allow an adversary to impersonate the users. Arguably, there is nothing preventing the
attacker from conducting time-consuming brute-force attacks based on the verifiers to retrieve
the corresponding passwords. However, the main purpose of B-PAKE is to give the servers
enough time to react and inform the users about the attacks. Bellovin and Merritt [37] are the
first ones to present an A-PAKE scheme with some informal analyses. Briefly, the proposed
protocol, called A-DHEKE, requires a server to store both a password-derived value H(PW )
and a password verifier, which is in the form of a public key PK generated from PW for each
user. In the first phase of the protocol, H(PW ) is first used to run a B-PAKE execution,
which is precisely the DH-EKE protocol as described in [22] so that the two parties agree on
a negotiated key K. In the second phase, the user additionally proves the knowledge of PW
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by applying a verifiable one-way function F that takes PW and K as inputs. Concretely, the
user sends out EncK(F (K, PW )) which can only be validated by the password verifier stored
on the server. Many other works [24,30,37–42] have followed this strategy to propose different
protocols proven secure in either the random oracle or standard model. For those secure in the
standard models, i.e. [30, 39], they have adapted the CRS model, thus being impractical for
use. A work which does not follow this strategy is secure remote password (SRP). The first
version of the protocol is SRP-3, which was firstly published in [43]. Unfortunately, this version
suffers from various potential attacks including the two-for-one guessing attack. After many
changes, the author finally introduced SRP-6, the version that fixes these security concerns.
This version nevertheless does not enable an instantiation over elliptic curve (EC) and therefore
keeps a high computational complexity.

The PSKE protocol, which we propose in this contribution, does not also follow this two-
phase strategy. We encapsulate both key exchange and mutual authentication in one phase
to provide more efficient protocol in terms of communication and computation. Later, in the
section 2.7, we will demonstrate the efficiency of the PSKE protocol over the presented protocols
above as well as its adaptability in resource-constrained contexts.

2.3 Security Model

In this section, we present the security assumptions and the security model which we use to
prove the security of PSKE.

2.3.1 Security Assumptions

Considering a multiplicative cyclic group G =<g> of prime order q where g is its generator,
we recall the following security assumptions:

Definition 2.1 (Computational Diffie-Hellman (CDH) Assumption). Given an instance (g, ga, gb)
where a and b are randomly picked over Z

∗
q, the probability Succcdh

g,G(t) that a probabilistic poly-
nomial time adversary can find out gab is negligible within time t.

Definition 2.2 (Decisional Diffie-Hellman (DDH) Assumption). Given an instance (g, ga, gb, gc)
where a, b, c are randomly selected over Z

∗
q, the probability Succddh

g,G(t) that a probabilistic poly-
nomial time adversary can decide whether gab = gc is negligible within time t.

Definition 2.3 (Gap Diffie-Hellman (GDH) Assumption). Given the DDH problem is solvable
in G, the CDH problem is still hard for a probabilistic polynomial time adversary. The GDH
assumption states that Succgdh

g,G(t) ≤ ε with t/ε not too high.

2.3.2 Security Model

Due to the widespread use of secure authentication and key exchange protocols in network
security standards [1–3], it is necessary to have an extensively investigated security model to
capture all the potential attacks. Bellare and Rogaway [8] presented the first formal security
model for entity authentication and key exchange in the symmetric two-party setting. Later,
they proposed an extension to this model to capture the three-party setting [44]. Afterwards,
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Blake-Wilson et al. [45] further extended the model to cover the asymmetric setting. Indepen-
dently, the work in [4] presented extensions to the model to allow for password authentication.
The works in [46, 47] introduced models which include both passwords and asymmetric keys.
That is, the targeted protocols rely on both user’s password and server’s public key. In this con-
tribution, we use the extensively investigated security model defined in [4] and its extension [38]
to handle the forward secrecy requirement in order to prove the security of PSKE.

PSKE Execution: The protocol is message-driven and takes place between two partic-
ipants denoted by U (i.e., user) and S (i.e., remote servers) in the presence of an adversary.
Upon completion of a protocol execution, the participants agree on a secure session key which
will be used to secure their consequent communication. Conceptually, U owns a secret password
pw and keeps it in private while S only holds some values derived from pw. Practically, pw is
uniformly drawn from a Dictionary of size N . In order to prove the security of the protocol
which implies the privacy of the negotiated session key we use a simulation in which the capa-
bilities of an adversary in real attacks are exactly modeled via some oracle queries. At the end
of the simulation, the protocol is deemed secure if the adversary only has a negligible advantage
in distinguishing the real session key from a random key. Let U i and Sj respectively denote an
instance of U and S during a protocol execution, we detail the oracle queries as follows:

• Execute(U i, Sj): This query models passive attacks where the adversary is able to eaves-
drop exchanges between the user instance U i and the server instance Si. The output of
this query is the messages exchanged during the protocol execution.

• Send(Ai, m): This query models active attacks by allowing the adversary to send a mes-
sage m to an instance Ai and then get a response generated appropriately according to
the PSKE design. The query Send(Sj, start) allows to initialize an execution of PSKE.

• Reveal(Ai): This query models the misuse of the agreed session key which has been
generated from an honest execution between Ai and its communicating partner. If no
session key is defined for Ai or a Test query, which is defined below, has been sent to Ai

or its partner, the output of the query is ⊥. Otherwise, the output is the session key held
by Ai.

PSKE-Security: To prove the semantic security of a session key generated by PSKE, we
use the query type called Test(Ai):

• Test(Ai): This query models the adversary’s capability of distinguishing a session key
from a random one. This query is only asked to a fresh instance Ai. In order to respond
to the query, the oracle flips a private coin b and then forwards the session key to the
adversary if b = 1. Otherwise (b = 0), the oracle replies with a random key. We note
that a Test query can only be made at most once by the adversary to a fresh instance
of a participant. Given a communication between an instance Ai and its partner Ai′

,
the instance Ai is considered as fresh if the two following conditions are satisfied: (1) Ai

had accepted a session key with Ai′

; (2) The adversary has never asked Reveal(Ai) and
Reveal(Ai′

) queries.

At the end of the simulation, the objective of the adversary is to correctly guess the hidden bit
b in the Test query by outputting the bit b′. If b = b′, we say that the adversary is capable of
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breaking the security of the protocol. We denote by Pr[Succ] the probability of such an event,
we measure the advantage of the adversary PSKE-advantage as follows:

Advpske = 2Pr[Succ] − 1.

PSKE-Forward Secrecy: The forward secrecy guarantee of PSKE aims at protecting past
communications between a pair of participants even in case that their long-term keys will be
leaked in the future. That is, there is a negligible probability for the adversary to recover the
session keys generated in the past sessions by using the compromised long-term keys. In order
to prove this security guarantee, we make use of an additional query, namely Corrupt:

• Corrupt(A): This query models the physical attack on a participant A and then the
adversary is returned with A’s long-term key. In case of PSKE, the query receives A’s
password as the response. We assume that the internal states of all instances of A are
not revealed to the adversary.

This new query type, however, requires an extension to the definition of the freshness notion.
Concretely, a third condition to be satisfied for an instance of a participant to be considered as
fresh: (3) There is no Corrupt query asked by the adversary since the start of the experiment.
In other words, the adversary can only make a Test query to a fresh instance Ai before A is
corrupted.

We denote by Pr[Succ] the probability of the event in which the adversary with additional
access to the Corrupt oracle correctly guesses the hidden bit b used by the Test oracle. The
FS-PSKE advantage of the adversary is defined as:

Advfs-pske = 2Pr[Succ] − 1.

The PSKE protocol is considered as (t, ε)-secure if the advantage of any adversary which is
running with time t is smaller than ε.

2.4 Signcryption overview, proposed extension, and se-

curity analysis

2.4.1 Signcryption overview

The most widespread application of cryptography is to build a secure channel which offers data
confidentiality and authenticity between remote communicating parties over public environ-
ments. Basically, these two security requirements can be achieved by composing encryption
and signature or Message Authentication Coding (MAC) functions in different ways. Practi-
cally, there have been two proposed approaches based on different assumptions pertaining to
communicating parties.

The first approach is implemented in the symmetric setting in which two parties trust each
other and share a common secret. The realizations of this approach are compositions of an
encryption and a MAC function which were usually referred to as authenticated encryption
and were extensively studied in the works of [48–51]. More specifically, they introduced dif-
ferent security notions for authenticated encryption schemes and proved whether the proposed

18



2.4. Signcryption overview, proposed extension, and security analysis

compositions, which are Encrypt-then-MAC (EtM), MAC-then-Encrypt (MtE), and Encrypt-
and-MAC (EaM), meet these notions. Moreover, they also studied the amplification of confiden-
tiality achieved in these compositions. From this perspective, EtM is secure against a chosen-
ciphertext attack (CCA2) even with the base encryption only secure against chosen-plaintext
attack (CPA). Thus, this composition is generically preferable to the others in practice.

The second approach is constructed in the asymmetric setting in which each party has a
pair of keys, a public and a private key. The natural analogues to the above compositions in
this setting are Encrypt-then-Sign (EtS) and Sign-then-Encrypt (StE). The security of these
compositions were also investigated by An et al. [52]. The definition of signcryption was first
introduced by Zheng in [53], which is a variant of the Encrypt-and-Sign (EaS) composition.
This scheme was originally constructed to achieve better performance compared to the simple
sequential compositions like EtS and StE. According to Zheng, the signcryption constructions
in [53] may save 50% in computational cost and 85% in communication cost when compared
to traditional StE or EtS schemes. Because of the necessity of confidentiality and authenticity
in general communication, it is reasonable to design tailored schemes which yield gains in
performance. However, due to the complexity of EaS composition, the need for new security
notions was raised in [52,54]. In fact, the security of Zheng’s scheme was only proven secure ten
years after its publication by Baek et al. [55] in the oracle model under the Gap Diffie-Hellman
assumption [56]. Since then, signcryption has rapidly become a new paradigm in the field of
public key cryptography, leading to many variants built on different computational hardness
assumptions [57–66]. In this chapter, signcryption is considered as a building block to construct
the PSKE protocol.

Signcryption security: The security of signcryption is composed of two distinct notions,
including indistinguishability against chosen-ciphertext attack (IND-CCA2) and existential un-
forgeability against chosen message attack (UF-CMA). These notions are differently considered
in the two-user setting and the multi-user setting under the insider and outsider security mod-
els [52, 67]. The multi-user setting describes a context where a sender sends a signcrypted
message to different users, creating challenges pertaining to users’ identities and requiring more
intricate security model. In the context of PSKE, we, however, only consider the two-user set-
ting in which the aim of two communicating parties is to authenticate each other. We explain
more clearly about the insider and outsider security models:

• Outsider security model: The primary aim of this security model is to capture network
attacks. That is, the security of signcryption is protected against an adversarial outsider
to the system who does not know either the sender’s private key or the recipient’s private
key with respect to the above-mentioned security notions, which are guaranteed against
the adversary.

• Insider security model: The primary aim of this model is to capture attacks based on
the corrupted party which is either the sender or the recipient of a communication. That
is, an adversary manages to corrupt either party and then uses the corrupted one’s private
key to break the security of the signcryption scheme. In this model, a signcryption scheme
needs to guarantee two requirements. On one hand (1), knowing the sender’s private key
does not allow the adversary to decrypt the messages previously signcrypted by the sender.
This requirement is needed in providing forward-secrecy. On the other hand (2), knowing
the receiver’s private key does not allow the adversary to signcrypt a random message
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g over Zp so that p is also a prime number and q|(p − 1). EncK , DecK , KDF(K), HK and
KHK are, respectively, the symmetric encryption/decryption functions, a secure key derivation
function, the key-ed hash functions on the input of a private key K.

(SK, PK) ← Keygen(PP ): Sender (S) and Recipient (R) respectively generate their own
long-term key pairs:

SKS = x
R

←− Z
∗
q PKS = gx

SKR = y
R

←− Z
∗
q PKR = gy

(C, R, S) ← Signcrypt(SKS, PKS, PKR, M): S takes his key pair (SKS and PKS), the
public key PKR of R and a message M as input to generate a signcrypted message. S first

randomly chooses z
R

←− Z
∗
q, then computes:

Step 1: K = (gy)z and (k1, k2) = KDF(K)

Step 2: r1 = KHk1(M) and r = gr1 , t = Hk1(M)

Step 3: s = z/(r1 + x)

Step 4: c = Enck2(M)

Then, S transmits (c, s, r, t) to R.

M ← Unsigncrypt(SKR, PKR, PKS, c, s, r, t): On input of its key pair and S’s public key,
R unsigncrypts (c, s, r, t) to obtain the original message:

Step 1: K = (gx.r)y.s = gyz

Step 2: (k1, k2) = KDF(K)

Step 3: M = Deck2(c)

Step 4: Verify t = Hk1(M). If the condition is satisfied, R obviously accepts M . In contrast,
M is considered invalid.

2.4.3 Security analysis

2.4.3.1 Security Proof

We briefly show that the modified scheme MSE guarantees the security requirements achieved
by Zheng’s original scheme [53], including the authenticity and the confidentiality. We first
clarify the main differences between these two schemes:

• In our modified scheme: a signcrypted message is in form of SMSE = (c, s, r, t).

• In Zheng’s scheme, a signcrypted message is in form of SZheng = (c, s, r1).

We prove the security of MSE by reduction without relying on any additional computational
hardness assumption. With regards to these two mentioned above security requirements,
Zheng’s scheme was formally demonstrated secure [53], we reduce the security of Zheng’s scheme
to that of MSE. We achieve this goal by comparing SZheng to SMSE. Indeed, with the input of
SZheng = (c, s, r1), one easily computes r = gr1 . Now, the difference between the two schemes
comes from that between r1 = KHk1(M) in Zheng’s scheme and t = Hk1(M) in MSE. These
two values serve as the validation codes. We note that both two key-ed hash functions (KHk

and Hk) are collision-resistant, an attacker can thus only deduce the same information from
both Hk1(M) and KHk1(M) in the random oracle model. Therefore, the attacker can break the
security of MSE if and only if it can break Zheng’s scheme’s security with the same probability.
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2.4.3.2 Forward Secrecy Proof

With regard to the forward secrecy of MSE, we handle passive attacks in which adversaries
manage to know the long-term private key of the sender and try to deduce the session keys
of the past protocol executions. We formally prove that such an attack is at least as hard as
breaking the DDH assumption in the random oracle model. That is, if an adversary A has
an advantage δ of breaking the forward secrecy of MSE, we can construct an adversary B to
successfully break the DDH assumption with the same advantage δ. We remind a DDH attack
wherein on input of a tuple (ga, gb, gc), B has to successfully guess whether gab = gc with a
non-negligible probability. To do so, we construct an interaction between A and B, in which
the latter plays a role of a challenger, as follows:

Assume that B’s and Recipient’s key pairs are (SKS = x, PKS = gx) and (SKR = b, PKR =
gb), respectively. B signcrypts a random message M under its private key x and Recipient’s
public key gb as follows:

Step 1: B computes K = gc and (k1, k2) = KDF(K).
Step 2: t = Hk1(M).
Step 3: B randomly selects s ∈ Z

∗
q and computes: r = gr1 = g

a
s g−x.

Step 4: cp = Enck2(M).
The adversary A eavesdrops the signcrypted message T = (cp, s, r, t) in the communication

between B and the Recipient. Note that A’s view in the model is identical to its view in the
real attack model. In the context of forward security, we suppose that A somehow knows B’s
private key x. Given (T, x, gy) to unsigncrypt T, A has to retrieve K = gab. Therefore, if A
can break MSE (successfully unsigncrypt T), B can determine that gc = gab, thus breaking the
DDH assumption. Therefore, the forward secrecy of MSE is proven.

2.5 Efficient Password-Based Authenticated Key Exchange

After having presented the modified signcryption scheme, we now describe in detail the PSKE
protocol, which consists of 3 phases as follows:
Setup Phase: During the setup phase, the server is responsible for distributing all the public
system parameters to users. Given the security parameter l, the server generates a cyclic group
G = <g> of prime order q. Let g be a generator of G. The cryptographic hash functions are
defined as: H0: {0, 1}∗ → G, H1: {0, 1}∗ → Z

∗
q, H2: {0, 1}∗ → {0, 1}l, H3: {0, 1}∗ → {0, 1}l,

and KDF: {0, 1}∗ → Z
∗
q × Z

∗
q. Precisely, H0, H1, H2, H3 and KDF are respectively the hash

functions and the key derivation function used to generate authentication codes and private
keys in the protocol.
Registration Phase: To be part of the system, the user must register with the server. The
user sends a registration request to the server that replies with the supported cipher suite and a
secure salt. Next, the user computes a password verifier P = gp where p = H1(pw||salt) along
with a password-derived value D = H0(IDu||IDs||pw). Lastly, the server inserts the tuple of
(salt, identity, P , and D) of the user into its database.
Authentication Phase: This essential phase is illustrated in Figure 2.2. This one describes
the workflow of our protocol that permits the user and the server to authenticate each other
and establish a shared session key over an insecure network; as explained hereafter:
Message 1 (User → Server): At the start of a new session, the user prepares a new authen-
tication request and sends it to the server. This request only contains the user’s identity.
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queries and qHi
hash-queries where i = 0, 1, 2, 3 within the time t:

Advfs−pske(A) ≤ 8N × Succgdh
g,G(t + 3τe)

+
4(qsendU

+ qsendS
)

N
+

(qexecute + qsend)2

q

+
2qH0

q
+

q2
KDF + (qH0 + qH1 + qH2 + qH3)2

q

(2.1)

where τe is the computation time of an exponentiation on G and qsendS
, qsendU

are the number
of Send-queries to S and U, respectively.

We reach our goal by using a sequence of games, starting from the game G0 and ending
up at the game G5. The probability of each event in these games is bounded according to the
Shoup’s difference lemma [70]. We denote by Si an event where an adversary correctly guesses
the hidden bit b in a Test-query in the game i.
Game G0: This game describes the original protocol where the event S0 means that the
adversary successfully guesses the hidden bit b in the Test-query:

Advfs−pske(A) = 2Pr[S0] − 1. (2.2)

Game G1: In this game, we simulate all the hash oracles KDF and Hj (for j = 0, 1, 2, 3) and
the corresponding private oracles H′

j (for j = 2, 3) by maintaining all the hash lists (LKDF, LHj
)

and (LH′

j
). We will introduce in more detail the private oracles in the game G3.

• KDF(K): If there is a record (K, k1, k2) in the list LKDF, the oracle returns (k1, k2) as the
answer. Otherwise, it chooses two random numbers k1, k2 ∈ Z

∗
q and adds a new record

(K, k1, k2) to LKDF. Finally, the oracle answers with (k1, k2).

• H0(q): If there is a record (q, r) in the list LH0 , the oracle returns r as the answer.
Otherwise, it chooses a random number r ∈ G and adds a new record (q, r) to LH0 .
Finally, the oracle answers with r.

• H1(q): If there is a record (q, r) in the list LH1 , the oracle returns r as the answer.
Otherwise, it chooses a random number r ∈ Z

∗
q and adds a record (q, r) to LH1 . Finally,

the oracle answers with r.

• H2(q), H3(q): If there is a record (q, r) in the lists LH2 , LH3 , the oracle returns r as the
answer. Otherwise, it chooses a random number r ∈ {0, 1}l and adds a new record (q, r)
to LH2 , LH3 . Finally, the oracle answers with r.

• H′
2(q), H′

3(q): If there is a record (q, r) in the lists LH′

2
, LH′

3
, the oracle returns r as the

answer. Otherwise, it chooses a random number r ∈ {0, 1}l and adds a new record (q, r)
to LH′

2
, LH′

3
. Finally, the oracle answers with r.

In addition, we also simulate all the instances of the participants, which we enable the ad-
versary to make the queries defined in the section 2.3.2. Thus, the simulation is completely
indistinguishable from the real attack.

Pr[S0] = Pr[S1]. (2.3)

Game G2: In this game, we cancel all the games where the collisions may appear:
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• Collision on the transcript ((IDU, T), (IDS, Z)).

• Collision on the output of KDF and Hj.

Let Coll2 denote the event where any of the above collisions happens. We bound the probability
of these collisions using the birthday attack:

Pr[Coll2] =
(qexecute + qsend)2

2q

+
q2

KDF + (qH0 + qH1 + qH2 + qH3)2

2q
.

(2.4)

Game G3: In this game, we make some changes to the authentication codes r, AC (see Figure
2.2) by using the private oracles H′

2 and H′
3:

• Hash function H2(IDU||IDS||s||gr1||Z||SK||K||pw): On input of (IDU||IDS||s||gr1||Z||SK||K
||pw), the oracle returns the result of H′

2(IDU||IDS||s||gr1 ||Z).

• Hash function H3(IDU||IDS||T||Z||SK||K||P ): On input of (IDU||IDS||T||Z||SK||K||P ),
the oracle returns the result of H′

3(IDU||IDS||T||Z).

We note that the private hash functions H′
2 and H′

3 are not available to the simulation.
By using H′

2 and H′
3, the authentication codes r, AC are independent from not only the hash

functions (H2, H3) but also the password pw and the session key SK. The games G2 and
G3 are now indistinguishable unless the adversary has already asked respectively H2, H3

on (IDU||IDS||s||gr1||Z||SK||K||pw) and (IDU||IDS||T||Z||SK||K||P ) in accepted sessions. We
need to prove that the probability of such an event is negligible. Unfortunately, this goal can
only be achieved if the password has not been revealed to the adversary before the protocol has
started. Since in case that one of the participants is corrupted, the adversary may know x or
y and then K, SK using the revealed password pw. Now, we need to make H2, H3 return the
same answers as the private hash functions H′

2, H′
3 for sessions accepted after the corruption.

We modify the functions of H2 and H3 as follows:
◮ Hash function H2(IDU||IDS||s||gr1||Z||SK||K||pw):

• Before the corruption, choose r ∈ {0, 1}l

• After the corruption, we check:

– The password pw is correct.

– IDU, T, IDS, Z corresponds to the session ID of a session accepted after the corrup-
tion.

– Derive gx = (gpgr1)s and gy = Z/D.

– Verify whether or not K = CDHg,G(gx, gy) (using the DDH oracle).

and then let H′
2(IDU||IDS||s||gr1||Z) = r.

◮ Hash function H3(IDU||IDS||T ||Z||SK||K||P ):

• Before the corruption, choose r ∈ {0, 1}l.
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• After the corruption, we check:

– P is correct.

– IDU, T, IDS, Z corresponds to the session ID of an session accepted after the cor-
ruption.

– Derive gx = (gpgr1)s and gy = Z/D.

– Verify whether or not K = CDHg,G(gx, gy) (using the DDH oracle).

and then let H′
3(IDU||IDS||T||Z) = r.

We state that the games G2 and G3 are perfectly indistinguishable unless the adversary queried
H2, H3 on some execution transcript (IDU||IDS||s||gr1||Z||SK||K||pw) and (IDU||IDS||T ||Z||SK||K||P )
before the password corruption. We call this event AskH. We then define:

AskH3 = AskH23 ∨ AskH33.

- AskH23: The adversary queried the oracle H2 on some transcript (IDU||IDS||s||gr1||Z||SK||K||pw).
- AskH33: The adversary queried the oracle H3 on some transcript (IDU||IDS||T ||Z||SK||K||P )
but AskH23 has not supposedly happened yet.

Pr[AskH3] ≤ Pr[AskH23] + Pr[AskH3w13]. (2.5)

To facilitate the security proof, the event AskH2 can be split into 3 sub-cases:
- AskH2-Passive3: The transcript is generated from an execution of PSKE between two

legitimate instances U i and Sj. In this case, both two instances are simulated.
- AskH2-ActiveU3: The transcript is generated from an execution between an adversary and

an instance U i. In this case, U i is simulated.
- AskH2-ActiveS3: The transcript is generated from an execution between an adversary and

an instance Sj. In this case, Sj is simulated.
We now evaluate the success probability of the adversary in this game. For clarity, we

consider both passive and active adversaries. For a passive adversary, the session key SK is
randomly selected over {0, 1}l and is encrypted by a secure symmetric encryption mechanism,
the passive adversary cannot correctly guess the hidden bit used in the Test-oracle with a
probability greater than 1/2. For an active attack, we consider two scenarios in which either the
adversary impersonates the user or the adversary impersonates the server. In the case that the
adversary impersonates the user, according to the simulation, the adversary randomly chooses
the session key SK over {0, 1}l. However, the session key can only be approved by the server if
the adversary can correctly distinguish r, which is computed by the private hash function H′

2,
from a random number in {0, 1}l. Similarly, in the case that the adversary impersonates the
server, it needs to correctly distinguish AC, which is computed by the private hash function
H′

3, from a random number in {0, 1}l. As the private hash functions H′
2, H′

3 are not available
to the simulation and the outputs of these functions are independent of the password and
the session key, the probability for the active adversary to correctly distinguish r1, AC from a
random number over {0, 1}l is not greater than 1/2. We conclude the success probability of
the adversary in this game:

Pr[S3] =
1

2
. (2.6)
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Game G4: In this game, we make use of a Diffie-Hellman instance (P, Q ∈ G) as follows:
- We modify the function of H0: Upon input of q, if q = (IDU||IDS||∗), we choose a random

number k ∈ Z
∗
q and return r = P −k. The record (q, r) is added in the list LH0 .

- In the third round, in response to the message from Si, U i sends out T = (s, r, c, Qr1) such
that s is selected at random from Z

∗
q.

As we have excluded the case where k = 0, we then have:

|Pr(AskH24) − Pr(AskH23)| ≤
qH0

q
. (2.7)

Game G5: We now evaluate the probability of the AskH event. To do so, we cancel the games
where for some transcript (IDU, T, IDS, Z), there are two different passwords pw1 and pw2 such
that (IDU, IDS, s, Qr1 , Z, SK, K, pw) lies in the hash list LH2 .

Intuitively, we observe that T = (s, r, c, Qr1) is a signcrypted message generated by our mod-
ified signcryption scheme, namely MSE. As MSE provides the same security guarantees as the
original version of Zheng, i.e, internal non-repudiation. That is, it is computationally impossi-
ble to generate the same signcrypted message T from two different private keys (pw1, pw2) on
the same message SK under the Gap Diffie-Hellman assumption. For the sake of completeness,
we also prove this in the following.

Lemma 2.1. For any transcript (IDU, T, IDS, Z) involved in an accepted session, there is at
most one password such that (IDU, IDS, s, Qr1 , Z, pw, SK, K = CDHg,G[(gpQr1)s, Z.P k]) is in
the list LH2, unless one can solve the Diffie-Hellman problem:

Pr[CollH5] ≤ N × Succgdh
g,G(t + 3τe). (2.8)

Proof: Assume that there is a tuple (s, Qr1 , Z) involved in an accepted communication such
that the two following tuples (for i = 1, 2) are in the list LH2 :

(IDU, IDS, s, Qr1 , Z, pw, SK, K = CDHg,G[(gpiQr1)s, Z = Z.P ki ].

Since (s, gr1 , Z) involved in an execution of PSKE (from Send-queries or Execute-queries),
we have (s, Qr1) or Z that have been simulated. Therefore, at least r1 or y is known. We
suppose that r1 is known:

Ki = CDHg,G[Qsr1 , Z] × CDHg,G[P, Q]sr1ki × Zspi

×P kipis

K1/K2 = P s(p1k1−p2k2) × CDHg,G[P, Q]sr1(k1−k2)

×Zs(p1−p2)

CDHg,G[P, Q] = [Zu1 × P u2 × K1/K2]
u3

where u1 = s(p2 − p1), u2 = s(p2k2 − p1k1) and u3 are the inverse of sr1(k1 − k2) in Zq.
We analyze the three sub-cases AskH2-Passive5, AskH2-ActiveU5 and AskH2-ActiveS5:
- AskH2-Passive5: In order to bound this event, we state the Lemma 2.2

Lemma 2.2. For any transcript (s, Qr1 , Z) involved in an accepted session, there is no password
pw such that (IDU, IDS, s, Qr1 , Z, pw, SK, K = CDHg,G[(gpQr1)s, Z.P k]) lies in LH2, unless an
adversary can solve the Diffie-Hellman problem:

Pr[AskH2 − Passive5] = N × Succgdh
g,G(t + 3τe). (2.9)
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Proof : We suppose that there exist (s, Qr1 , Z) involved in a passive transcript of an accepted
session, and D = P −k such that (IDU, IDS, s, Qr1 , Z, pw, SK, K) lies in LH2 . Since both r1 and
y are known, we have:

K = (gpQr1)s.y × P s.k.p× CDHg,G[P, Q]s.k.r1

CDHg,G[P, Q] = (K × (gpQr1)u1 × P u2)u3

where u1 = −s.y, u2 = −s.k.p and u3 is the inverse of s.k.r1 in Zq.
- AskH1-ActiveU5: As stated above, with each transcript (s, Qr1 , Z) involved in an execution

with an instance U i, there is at most one password so that (s, Qr1 , Z, pw, k1, SK, K) lies in LH2 ,
we thus have:

Pr[AskH2 − ActiveU] =
qsendS

N
. (2.10)

- AskH1-ActiveS5: Similarly, with each transcript (s, Qr1 , Z) involved in an execution with
an instance Sj, there is at most one password so that (s, Qr1 , Z, pw, k1, SK, K) lies in the list
LH2 , we thus have:

Pr[AskH2 − ActiveS] =
qsendU

N
. (2.11)

We do exactly the same analysis for AskH3 that should reach the following result:

Pr[AskH35] ≤ 2N × Succgdh
g,G(t + 3τe) +

qsendU

N
+

qsendS

N
. (2.12)

Combining (2.2), (2.3), (2.4), (2.6), (2.7), (2.8), (2.9), (2.10), (2.11), and (2.12), we have the
result in (2.1).

2.7 Performance Evaluation

In this section, we perform the relative communication and computational cost measurements
of PSKE and then make a comparison with other widely deployed protocols in the field.

2.7.1 Computational Performance Evaluation

The computational evaluation is based on the total cost of all cryptographic operations. From
the computational point of view, a modular exponentiation, which is composed of repetitions
of modular multiplication, is much more expensive than other operations such as: division,
subtraction, multiplication, hash operation, or even symmetric encryption [71]. For simplicity,
we only take into account the number of modular exponentiations and use it as a comparison
factor among the protocols. The performance of all protocols is evaluated in Table 2.1.

According to Table 2.1, DH-EKE and SPEKE seem to be as efficient as ours which requires
only two modular exponentiations for each party. However, the cost of executing a modular
exponentiation linearly depends on the exponent length. To be able to resist the partition
attack, DH-EKE and SPEKE require the participants to choose large exponents from Z

∗
q where

q typically is a large prime number of 3072 bits. On the other hand, PSKE demands the
participants to only select exponents distributed from a subgroup Z

∗
q where q is just a number

of at least 256 bits. Our protocol is hence computationally much cheaper than DH-EKE and
SPEKE and is obviously the most computationally efficient solution in the PAKE family.

With the emergence of the elliptic curve (EC) cryptography [72], we are able to significantly
save the cost of protocols based on Discrete Logarithm. Indeed, a protocol built on top of a
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Table 2.1: Performance Evaluation of 2-PAKE protocols

Category PAKE protocol No. ME at User No. ME at Server Supported over EC No. of Rounds Mutual Authentication

B-PAKE
DH-EKE [22] 2 2 Yes 5 Yes
SPEKE [24] 2 2 Yes 4 Yes
J-PAKE [35] 14 14 Yes 4 No

A-PAKE

AUCPACE [75] 3 4 Yes 8 Yes
A-DHEKE [37] 3 4 Yes 6 Yes
B-SPEKE [76] 3 4 Yes 4 Yes

SRP [43] 3 3 No 4 Yes
VB-EKE [38] 3 4 Yes 2 No

VTBPEKE [30] 4 4 Yes 3 No
PSKE 2 2 Yes 4 Yes

ME: Modular exponentiation; EC: Elliptic Curve

multiplicative cyclic group can be easily converted into a variant based on an additive cyclic
group on EC over a finite field Fp. According to [73], a system based on EC using a smaller key
size can achieve the same security level as the RSA system. For example, a RSA 3072-bits key
provides a comparable strength as a 256-bits key over EC. That is why we mark EC support as
a comparison factor in Table 2.1. In fact, unlike a widely-used protocol, such as SRP which is
not supported on EC, implementation of PSKE over EC is obviously feasible and then makes
itself much more efficient.

2.7.2 Communication Performance Evaluation

In terms of the communication cost, we simply count the number of rounds that are necessary
to accomplish the mutual authentication and the key exchange phases. As stated in Table 2.1,
some protocols such as J-PAKE and VB-EKE do not originally provide mutual authentication.
In order to achieve the strictest security, we have to add this feature by requiring each party
to send at most one extra round containing an authentication code as suggested in [74].

In practice, a PAKE execution is initiated by a user. If the user is required to perform
cryptographic operations as soon as in the first round, the user first needs to know the cipher
suites supported by the server. It is the case of all protocols listed in Table 2.1 other than PSKE.
To obtain the cipher suite configuration, the mentioned protocols require two extra rounds (one
for a request from the user, one for a response from the server). Interestingly, PSKE allows
a user to start the protocol by simply sending its identity to the server without knowing the
supported cipher suites. The cipher suites configurations could be included in a message sent
from the server in the second round. Hence, PSKE does not need any additional round to be
adopted. More generally, we conclude that in order for a PAKE protocol to support the mutual
authentication and to be deployable in practice, 4 exchange rounds is definitely minimal, as in
PSKE.

2.8 Conclusions

In this chapter, we have presented a new lightweight password-based authenticated key exchange
protocol to solve the authentication problem in environments where resource constraints exist.
Our proposal, PSKE, provides mutual authentication and secure key exchange between remote
entities. While PSKE is designed as a standalone solution, it can be integrated into certificate-
based authentication protocols, such as TLS, to resist the phishing attacks. We formally proved
the security of PSKE in the find-then-guess model, which has been well investigated in the
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literature. We also showed that PSKE is more efficient than other widely-used protocols such
as EKE, J-PAKE, or SRP in terms of both the computational and the communication costs.
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3.1 Foreword

Digital Identity is the most valuable data of users on the Internet as it allows the users to
prove who they are before engaging in any transactions with others. In this regard, Public
Key Infrastructure (PKI) has been proven a successful solution which is involved in various
applications such as Internet Banking, E-commerce, etc. The two common approaches of PKI
are categorized as Certificate Authority (CA)-based and Web of Trust (WoT)-based. A common
role of a general PKI is to issue certificates which attest to the bindings between users identity
data and their corresponding public keys. In CA-based PKIs, CAs act as trusted parties to
issue and manage user certificates. Due to the centralization property, users are required to
fully rely on the CAs for all security concerns. In an attempt to improve the trustability of such
an approach, a project called Certificate Transparency (CT) [77] was invented by Google to
improve the transparency of certificate issuance and help quickly detect rogue certificates. CT
consists of a network of log servers and auditors. The log servers usually receive newly issued
certificates from CAs and add them into the append-only log. CT is, however, pointed out to
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replica of the fast-growing blockchain. For thin clients who have limited storage capacity, they
are only required to store block headers which serve verifying information retrieved from the
validators. Even though the DPKI approach has been discussed in the blockchain community
for a long time, it still has technical challenges to be properly addressed. Indeed, whereas the
blockchain is maintained by a large set of economically-incentivized validators, it is a shared
place to publicly store all decentralized identities. This makes all operations on users identities
transparent, thus making the blockchain a potential correlation point of all activities of users
and possibly undermining their privacy. In the well-known DPKI design proposed in [79], each
user possesses an identity key pair which is tied to the identity data, and an online key pair
which is used to authenticate with others, i.e., service providers. The main purpose of identity
keys is to introduce, update, and revoke the online keys. This dual key model guarantees the
safety of identity keys by keeping them disconnected from the Internet most of the time and
only used in case of necessity. Even though the approach seems to be efficient and secure, the
linkings between the online keys and the identity data are, however, visible to everyone, thus
violating user privacy. Consider a scenario where a user authenticates itself to a service provider
by using its registered public online key. In order to validate the online key, the service provider
requests its revocation status from blockchain validators. Clearly, this allows the blockchain
validators to trace the identity data and the activities of the user based on its online key, such as
which service providers the user is visiting. A costly way to mitigate this privacy vulnerability
with regard to the blockchain validators is that each service provider also stores a replica of the
blockchain to locally perform the key revocation checking. We argue that it is very unlikely
for service providers to store a real-time updated fast-growing replica of the blockchain. Even
if it is the case, the user privacy risk still exists because of the possibility that some service
providers collude to correlate the online keys of some targeted users, therefore being able to
trace their online activities which may be used for data analytics purposes without user explicit
permission.

In this chapter, we propose a privacy-enhancing decentralized public key infrastructure
which exactly targets these user privacy vulnerabilities. We introduce an architectural design
and cryptographic mechanisms to decouple online keys from user identity data and user identity
key to avoid the blockchain validators from identifying the identity data associated with an
online key. In our proposal, a user uses a different online key pair to authenticate with each
service provider. The linking between an online public key and the identity key of a user can
only be revealed to the corresponding service provider only if the user wants to do so. However,
revealing the linking between a public online key and the identity key does not help adversaries
reveal the linking between the identity key and other online keys. To illustrate the applicability
of the proposed DPKI, we also discuss some applications in different contexts, including data
storage and sharing.

3.2 Related Works

Due to the critical shortcomings of the traditional PKI approaches, we first present the im-
provements brought to by both academia and industry. We then discuss a variety of DPKI
proposals which leverage the blockchain technology.

There have been many works in [80–82], which leverage the blockchain technology to mit-
igate the split-world attack, which was detected in the Certificate Transparency project [78]
as mentioned above. Even though the proposed works use different blockchain platforms to
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build their systems, they, however, share similar ideas to achieve the same objectives. In [80]
and [81], the common idea is to build their systems on the smart contract-enabled blockchain
platforms such as Ethereum and Hyperledger [83] in which each CA controls a dedicated smart
contract to store two arrays of hashes. The first one is to store the hashes of all issued cer-
tificates and the second one is to store the hashes of all revoked certificates. The conception
could be migrated to any other provably secure smart contract platforms such as Cardano [84],
Algorand [85] depending on the chosen trade-off between security, decentralization, and scala-
bility. The three factors constitute a well-known blockchain trilemma [86] and lead to different
consensus protocol designs [87]. By contrast, Chen et al. [82] worked on improving efficiency by
leveraging the Namecoin blockchain [88] for enhancing the transparency of the CA-based PKI.
Namecoin is part of the first blockchain generation which does not support smart contracts.
Due to the lack of smart contract support, one has no direct access to the newest status of a
certificate that is stored and gradually updated on the blockchain. Therefore, in order to audit
the operations made on a certificate, an auditor needs to traverse the blockchain to retrieve
relevant information. The authors improved the efficiency by defining an X509-like operation
format which not only includes the related information and a specific operation, such as re-
vocation or update, made on a certificate, but also encompasses a pointer to the block height
where the latest operation on the certificate has been stored. By doing so, the auditor only
needs to traverse the blockchain to get the latest operation on the certificate then can have
direct access to previous operations, making the auditing process more efficient. Matsumoto
et al. [89] leveraged the blockchain technology to automate responses to rogue certificates is-
sued by CAs which, therefore, implicitly incentivized CAs to behave correctly. That is, each
domain registers domain certificate policies (DCPs) into the blockchain so that any CA issuing
a certificate that does not meet the registered DCPs will be financially sanctioned according
to pre-negotiated Reaction Policies (RP). Any entity that triggers the mismatching detection
automatically receives a reward from the dishonest CA. To simultaneously reduce the risk of
single points of failure and improve the transparency of CAs, Dykcik et al. [90] proposed a
blockchain-based architecture which consists of 3 types of smart contract, namely the central
contract, the domain contract, and the storage contract. The central contract is deployed once
to receive all certificate requests that explicitly specify the authorized CAs which will sign the
requested certificates. Once a certificate request is posted on the central contract, a new in-
stance of certificate contract is automatically deployed on the blockchain which is implemented
to ensure the execution of the signing procedure. The certificate data and resulting signature
are also stored on a newly deployed storage contract. In practice, the authorized CAs run
the multi-signature protocol based on the Schnorr signature [91] to sign the certificate. The
goal of using the multi-signature protocol is to keep the resulting signature length compact, or
precisely equal to the length of an individual signature. We observe that the Schnoor-based
multi-signature protocol is interactive. That is, the signers have to interact with one another
during the execution of the protocol, thus making the protocol expensive in communication.
We suggest using the BLS multi-signature [92] instead, which is based on bilinear pairing over
elliptic curves, for efficiency improvement. The utilization of BLS multi-signature protocol is
twofold. First, the signing procedure is non-interactive. Second, a BLS multi-signature length
is smaller than a Schnorr-based multi-signature length.

In the context of PGP Web-of-Trust, Yakubov et al. [93] proposed a blockchain-based Pretty
Good Privacy framework in which they attempted to mitigate the security concerns regarding
key servers. The proposed framework requires adding a user’s Ethereum (ETH) address into
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the Comment Field of its PGP certificate. The rights of a user over its certificate, such as
introduction and revocation, within a system are considered based on the embedded ETH
address. To introduce a certificate of an entity, the introducer signs and uploads the certificate
into the global smart contract. The owner of the certificate has the right to verify and approve
the introduction or just refuse it. The user also has the right to revoke the certificate by proving
the ownership of the ETH address associated with the certificate. Similarly, Al-Bassam et
al. [94] proposed a system in which each user deploys an individual smart contract to manage
its identity and attributes. The smart contract is programmed with functions allowing other
entities to sign the attributes of the contract owner who can subsequently approve or revoke
the signatures.

Certcoin [79] is the first paper to employ the blockchain technology to create a decentralized
public key infrastructure. Certcoin allows users to freely register their identities with the
blockchain and have full control over them. More specifically, a user initially generates two key
pairs, including an online key pair and an offline key pair. While the online key pair is used
as an identifier to access services on the Internet, the offline key pair is kept secret and only
be used to revoke or update online key pairs. However, Certcoin does not take user privacy
into account, making user identity a central correlation point of all activities. Improved upon
Certcoin, Qin et al. [95] add an identity verification via a challenge-response procedure during
the identity registration. For instance, a user who wants to prove the ownership of a domain
receives a challenge which requires posting a document on its domain. Once the verification
succeeds, the binding of its public key and identity data will be registered on the blockchain.

With regard to the DPKI designs preserving user privacy, Axon et al. [96] presented a
system where the binding of the public key and the identity data of a user which is posted
on the blockchain is not recognizable by the public. The idea of the system is that the user
first posts the initial public key and the identity data on the blockchain. Subsequently, it
posts a new public key which is cryptographically bound to the initial key. While the binding
is not visible to the public, the user is still able to prove the fact in case of necessity. The
new public key is then used to authenticate the user to other parties. The introduction of
a new public key systematically invalidates the old one. Therefore, only one key is valid at
a time, thus making the user unable to access different services using different identifiers at
the same time. The user repeats the process in case that it wants to introduce a new key.
In the system, the auditing process, which aims at proving the binding of the current public
key to the identity, i.e., for legal reasons, requires the user to reveal all the old public keys,
thus completely destroying user privacy. In [97], Jiang et al. proposed a system based on
Certcoin which supports privacy for thin clients. To be more specific, the system allows a thin
client to retrieve the public key associated with an identity without the blockchain validators
learning the identity nor the public key. This is achieved by using Private Information Retrieve
(PIR) [98]. Roughly speaking, PIR is a multi-server protocol in which each server stores a copy
of the shared database. If a user wants to retrieve the data associated with an index, the user
runs an interactive protocol with the servers so that at the end of the protocol, the user retrieves
the desired data and the servers do not know exactly what the data and the index are. In [97],
due to the limited storage capacity to store a replica of the blockchain, a thin client makes use
of PIR to retrieve the public key of a user identity without the blockchain validators learning
the identity of the user. However, PIR requires that all the blockchain validators engaging in
the protocol are honest and follow exactly the prescribed protocol. Otherwise, the user ends up
receiving the false public key. This assumption seems to be unrealistic in the context of DPKI
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as the number of decentralized identities increases exponentially and a huge number of queries
make the blockchain validators vulnerable to DDoS attacks [99]. Moreover, the proposed DPKI
only deals with user privacy with regard to the blockchain validators and does not provide a
mechanism to avoid the collusion between the service providers that the user has accessed by
using its decentralized identity. Our proposed solution aims at thoroughly solving these privacy
issues.

3.3 System and Threat Models

3.3.1 System Model

The proposed platform includes 2 primary entities, including users and a smart contract-enabled
blockchain:

Blockchain: is a growing chain of blocks which are validated and chained together. The
blockchain is maintained by a great number of economically-incentivized validators. Since be-
ing introduced in 2008 [100] as the underlying technology of Bitcoin, the blockchain technology
has attracted great interest from both industry and academia. Later, Ethereum [101] appeared
as the next blockchain generation, which allows for deployment of smart contracts. A smart
contract is a self-executing computer program stored on the blockchain, and is run by miners
in a trustless way. Once being deployed on the blockchain, a smart contract cannot be modi-
fied. This provides users with integrity, transparency, and autonomy guarantees. Even though
Ethereum is actually only able to process around 15 transactions per second, the number will
be improved greatly when Ethereum upgrades the network to Ethereum 2.0, which is known as
Serenity. The proposed DPKI leverages the Ethereum blockchain to allow users to use smart
contracts for digital identity management.

User: is any entity, i.e., service providers or ordinary users, on the Internet that wants
to register decentralized identities on the blockchain. The users are provided with necessary
software to interact with the blockchain. Conceptually, each user possesses an identity key pair
(iPK, iSK) which is bound to the user identity data and a set of online key pairs (nPK, nSK)
used to interact with different service providers. The identity data could be any data which
describes the user, i.e., username or a URI pointing to a location where the user data is stored.
Moreover, the user data can be updated and modified by the owner.

3.3.2 Threat Model

The main purpose of our work is to propose a DPKI architectural design that ensures the two-
level privacy guarantee. That is, we separately investigate privacy vulnerabilities with respect
to blockchain validators and to third parties. The latter could be identity verifiers, such as
service providers, which authenticate users based on their decentralized identities. We first
present the security assumptions which we make use of to prove the privacy guarantees then
present in detail the different privacy requirements.

3.3.2.1 Security Assumptions

Considering a multiplicative cyclic group G =<g> of prime order p where g is its generator,
we formalize the following security assumptions:
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Definition 3.1 (Computational Diffie-Hellman (CDH) Assumption). Given an instance (g, ga, gb)
where a and b are randomly picked over Z

∗
p, the probability Succcdh

g,G(t) that a probabilistic poly-
nomial time adversary can find out gab is negligible within time t.

Definition 3.2 (Decisional Diffie-Hellman (DDH) Assumption). Given an instance (g, ga, gb, gc)
where a, b, c are randomly selected over Z

∗
p, the probability Succddh

g,G(t) that a probabilistic poly-
nomial time adversary can decide whether gab = gc is negligible within time t.

3.3.2.2 Privacy Vulnerabilities with respect to Blockchain Validators

Due to the large size of the fast-growing Ethereum blockchain, there is little chance that identity
verifiers, such as service providers, store a real-time synchronized replica of the blockchain to
locally perform lookups of key or of revocation information associated with certain identities.
To alleviate the storage burden, they only need to store block headers which are much more
compact but still useful. Indeed, when the identity verifiers retrieve information stored on
the blockchain from the blockchain validators, the block headers serve as proofs to check the
correctness of retrieved information. Even though the approach is efficient in terms of storage,
it, unfortunately, causes privacy risks. Specifically, the inherent transparency characteristic
of the blockchain technology potentially makes it a correlation point of users’ activities. For
example, in order to authenticate a user, a service provider requests revocation information of
the user’s identity from the blockchain validators. Therefore, the latter obviously gain some
information related to the user, i.e., which service the user is actually accessing.

3.3.2.3 Privacy Vulnerabilities with respect to Third Parties

In order to make the proposed DPKI more flexible and become a tool for many scenarios, we
also take into account user privacy with respect to third parties.

In our model, each user has one identity key pair tied to the identity data but can have a set
of online key pairs. The user uses a different public online key as its identifier to authenticate
with a service provider. The privacy requirement must require that the service provider cannot,
by default, link a public online key with the public identity key, hence being unable to read
the associated identity data. Our decoupling mechanism allows cryptographically hiding the
linking between an online key pair with the identity key pair. In practice, there are service
providers that require no or the least user personal information, i.e., self-claimed data, to grant
access to the provided services. Nevertheless, they still require an identifier for each user so
that they can maintain the previous sessions of the same user. This is naturally suitable to our
design due to the decoupling of an online key pair and the identity key pair.

In case of necessity, a user is, however, still able to cryptographically disclose the hidden
linkings between its online keys and the identity key pair to the service provider if the user
wants to do so. In this context, we need to ensure that if a user uses different public online
keys to access different services, the service providers are unable to determine whether these
online keys belong to the same user. However, if the user has ever shown the linkings between
the identity key and some online keys to some service providers, there will be a risk that these
service providers can come all together and correlate the activities of the user. Such a risk is
still reasonable in many contexts. Typically, a user should be blocked from using the services
due to legal reasons or violating some of the privacy and security rules imposed by the service
providers. The linking disclosure prevents the user from registering new online key pairs to
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On the user side, a user is provided with software which allows interacting with 4 following
internal components to register and manage its decentralized identity:

• Digital Identity Engine: This engine allows making key generation requests to Cryp-
toEngine, specifying the anonymous key registration procedure as well as defining key
recovery policies for identity keys in case of loss.

• Crypto Engine: is responsible for all cryptographic operations on the user side. This
allows generating key pairs, anonymously registering public online keys on the blockchain
via a ring signature scheme, committing to secret, and issuing zero-knowledge proofs
of possession of keys and identity data while authenticating with other parties. In the
proposed DPKI, commitment schemes and zero-knowledge proofs involve many operations
on users’ identities such as revocation, update.

• KeyManager: is responsible for storing and retrieving keys from the database in an
authenticated way.

• Key Database: is a secure store of keys on the user side.

3.5 The CryptoEngine and KeyManager Components

For ease of understanding the functioning of the proposed DPKI, we describe in detail the
CryptoEngine and KeyManager which contain our main cryptographic contributions.

3.5.1 KeyManager

KeyManager involves storing and retrieving keys from the Key Database. In the platform, we
classify 2 types of key, each of which has a public key (PK) and a private key (SK):

• Identity Keys (iPK, iSK): In order to register with the DPKI, a user deploys an
instance of the personal identity smart contract. Then, it generates an identity key pair
and sends its identity data along with the public identity key iPK to the smart contract.

• Online Keys (nPK, nSK): A user can have many online keys which are anonymously
introduced into the system by the private identity key. That is, the online keys and the
identity data are cryptographically decoupled with respect to others. Each public online
key nPK serves as an identifier to authenticate with a service provider. This mechanism
aims to ensure the safety of the private identity key by keeping it disconnected from the
Internet and only be used in urgent cases such as loss of online keys, which blocks users
from accessing the services. In such cases, the private identity key helps revoke old online
keys and introduce new ones, thus allowing the users to regain access without losing their
accounts on the services.

3.5.2 CryptoEngine

The CryptoEngine plays a vital role in the platform due to its responsibility for all crypto-
graphic computations. We now describe the functionalities that it supports. The usage of each
functionality in the proposed DPKI will be discussed in the next section.
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3.5.2.1 Identity, Online Keys Generation

The main difference among online and identity keys lies in their usage purposes as outlined
above. These keys are, however, generated in the same way. Given a multiplicative cyclic
group G of prime order p, which is generated by a generator g, Algorithm 3.1 depicts the
generation of identity keys. We remark that some systems propose a different approach so that
a user derives online keys from the identity key pair so that the user only needs to protect the
private identity key. In fact, the user may use a different online key to establish a connection
to each service provider. Therefore, if an adversary can steal the private identity key, it can
impersonate the user to all services that the user has accessed.

In our approach, online and identity keys are independently generated. Therefore, a com-
promise of the private identity key does not allow impersonating the user to service providers.
In fact, knowing the private identity key only enables an adversary to revoke and update online
keys owned by the user as we shall see later. However, such operations can be detected easily
due to the transparency of the blockchain technology.

Algorithm 3.1. Generating Identity Key

Input: Given a multiplicative cyclic group G of order p, generated by g.
Output: A identity key pair iSK, iPK.

1: Chooses a random number x ∈ Z
∗
p and assigns iSK = x.

2: Computes iPK = gx.
3: return iSK, iPK

3.5.2.2 Ring Signature

Ring Signature was first introduced by Rivest et al. in [102]. Its formal security model was
further studied in [103]. Practically speaking, ring signature is a type of digital signature that
allows a user to sign a message on behalf of a group of users, which is arbitrarily formed by
the signer at the signing time. A verifier can only verify whether the signature comes from the
group, without knowing exactly the identity of the signer. Therefore, ring signature provides
users with anonymity guarantee whose extent completely depends on the ring size. More
specifically, a signer takes its private key SKs and all public keys S = (PK1, ..PKs, ..PKn)
of all members in a group of size n to sign a message. A verifier checks the validity of the
signature to determine whether the message was anonymously signed by a member of S. Due
to a variety of applications, such as ad-hoc anonymous identification schemes, there have been
many ring signature schemes proposed in the literature, which are based on the intractability
of different computational hardness problems [104–106]. In this contribution, we purposely use
the ring signature scheme of Herranz et al. [104]. This scheme was proven computationally
efficient and is existential unforgeability under adaptive chosen-message attacks in the random
oracle model. Second, this scheme is based on Discrete Logarithm (DL) assumption, making it
compatible with the current cryptosystem in the Ethereum blockchain and removing the need
for deploying another cryptosystem, i.e., RSA-like system, on the user side. The detail of the
ring signature scheme is described in detail as following:

Setup(1l): Given a security parameter l and (p, q) are two large prime numbers so that
q|p − 1, the system generates a multiplicative subgroup G of order q on Zp, which is generated
by g. Let H denote a collision-resistant hash function H: {0, 1}∗ → Z

∗
q.
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Each user i generates a key pair, including a private key SKi = xi ∈ Zq and a public key
PKi = gxi .

Sign(m, R, SKk): To sign a message m, a signer k forms a ring consisting of n members,
including itself. The set of member public keys is denoted by R = (PK1,...PKn). Then, the
signer follows the singing procedure in Algorithm 3.2 to obtain the signature σ.

Algorithm 3.2. Signing Algorithm

Input: m, SKk, R.
Output: σ.

1: ∀i ∈ {1..n}/{k}, choose ai ∈ Z
∗
q and compute Ri = gai .

2: Choose a random number a ∈ Z
∗
q.

3: Compute Rk = ga ∏
i6=k g−H(m,Ri)xi . If Rk = 1 or Rk = Ri for some i 6= k then go back to

Step 2.
4: Compute α = a +

∑
i6=k ai + xkH(m, Rk) mod q.

5: Construct the signature:
σ = (m, α, R1, ...Rn, h1, ...hn).

6: return σ

Verify(m, R, σ): In order to check the validity (val) of a ring signature, the verifier follows
the procedure in Algorithm 3.3.

Algorithm 3.3. Verifying Algorithm

Input: m, σ, R.
Output: val.

1: Verify whether ∀i ∈ 1, .., n, hi = H(m, Ri).
2: Verify whether gα =

∏n
i=1 Rig

hixi .
3: if (1) and (2) are fulfilled then
4: val = true.
5: else
6: val = false.
7: end if
8: return val.

3.5.2.3 Zero Knowledge Proofs

Before defining zero-knowledge proofs, we recall the definition of an interactive proof system.
An interactive proof system [107] is a two-party game where a prover P tries to convince a
verifier V about the validity of a statement, i.e., a statement x belongs to a NP-language L.
In such a system, P supposedly has infinite computing power whereas V is polynomial-time.
At the end of the game, V outputs a result about the proof which is either accept or reject.
Formally, interactive proof systems must satisfy the two following conditions:

• Completeness: If x ∈ L then the probability that (P , V) rejects x is negligible.

• Soundness: If x /∈ L then for any prover, the probability that (P , V) accepts x is negligible
in the length of x.
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Loosely speaking, the two conditions ensure that an honest prover can always convince
a verifier about a true statement but there is no proving strategy which allows convincing
the verifier about false statements. In the literature, there exist some variants of interactive
proof systems such as interactive argument systems, public-coin proof systems, and proofs of
knowledge. Introduced by Brassard, Chaum and Crépeau [108], interactive argument systems
relaxed the soundness condition by only considering polynomial-time provers. Public-coin proof
system, which is also known as Arthur-Merlin game, was introduced by Babai [109]. The system
is a special case of interactive proofs in which the verifier must send the outcome of any coin it
tosses. With regard to proofs of knowledge systems, a prover claims to know some secret piece
of information and tries to convince a verifier about it. A typical example of such a system is
a proof of knowledge of discrete logarithm. We refer to the work of Bellare et al. [110] for a
formal definition.

Zero-knowledge was formally introduced in the seminal work of Goldwasser, Micali and
Rackoff [111] as an extra property for an interactive proof system and its variants:

• Zero-knowledge: Using whatever strategy and prior knowledge, a verifier cannot gain
more information than the fact about the proved statement, which is true or false.

The intuition is formalized through a simulation approach: We say that a protocol is zero-
knowledge if there exists a simulator which does not interact with the prover but can simulate
a malicious verifier’s output. In addition, the simulated manuscript is indistinguishable from
real transcript between the prover and the verifier. The existence of such a simulator implies
that if an adversary succeeds in learning extra information after having communicated with a
prover, then the adversary would have reached the same result without the help of the prover.

Goldreich, Micali, and Wigderson [112] showed a notable result about zero-knowledge proofs.
That is, assuming the existence of commitment schemes, which we will describe in more detail
in the next section, one can construct zero-knowledge proofs for any NP-set, thus opening the
usability of zero-knowledge proofs in many applications. These range from payment systems
[113,114], privacy-preserving identification system [115] to voting system [116]. Zero-knowledge
proofs are originally interactive and involve exchanging messages between a prover and a verifier.
However, there have been many works [117–121] aiming at turning them into non-interactive
protocols. More specifically, a non-interactive zero-knowledge proof (NIZK) only has a single
flow which consists of a message prepared and sent by the prover to the verifier in this model.
Although NIZK proofs are clearly more practical but, unfortunately, it was shown that NIZK
proofs in the plain model only exist for trivial languages in BPP [119]. Then, Blum et al. [117]
defined NIZK proofs in the common random string (CRS) model. In this model, a common
string is generated by a trusted party and is accessible to both provers and verifiers before
running the protocol. Similarly, the works in [120, 121] defined NIZKs in the pre-processing
and secret-key models. Fiat-Shamir heuristic [122] can also be used for efficiently transforming
public-coin interactive zero-knowledge proofs into NIZK arguments by using a cryptographic
hash function to compute the verifier’s challenges. This methodology can only be proven in
the random oracle model. However, we remark that there are several examples of protocols
that are secure in the random oracle model but are insecure when being instantiated with
any concrete hash function [106, 123, 124]. With the line of works from Groth, Ostrovsky, and
Sahai [125–127], NIZK proofs can be instantiated more efficiently in the standard model using
the pairing-based cryptography.

In the proposed DPKI, we mainly use zero-knowledge proofs of knowledge for discrete
logarithm or similar statements. The purpose of using these proofs is to disclose the linking
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between an online key to an identity key as well as prove the knowledge of private keys. We
will detail this in more detail in the next sections. Let G =< g > be a cyclic group of prime
order q, and is generated by g. We reuse a general expression introduced in [128] like:

ZKP [(α, β, γ) : y1 = gα
1 gβ

2 ∧ y2 = yα
1 gγ

3 ] where (g1, g2, g3) ∈ G
3

to denote a zero-knowledge proof of knowledge of α, β, γ such that the relations on the right hand
side are satisfied. Given y = gx ∈ G, we describe two proofs of knowledge of discrete logarithm
in Figure 3.3. The first proof in Figure 3.3a was introduced by Schnorr [129] and is interactive.
This proof of knowledge system is only known to be honest-verifier zero-knowledge in which the
verifier is assumed to behave honestly. The reason is that if the malicious verifier adaptively
chooses the challenges c, we do not know whether the verifier can extract more value from x.
In other words, we cannot construct an efficient simulation which can anticipate the challenges
adaptively chosen by the malicious verifier. In order to make the system zero-knowledge in the
standard definition, we can make use of the Fiat-Shamir heuristic technique [122] to transform
it to a non-interactive proof system [130] as shown in Figure 3.3b. The main difference between
the two proof systems is that the random challenge from the verifier is replaced by a hash
computed by the prover.

(a) Proof of knowledge of discrete loga-
rithm

(b) Zero-knowledge proof of knowledge of dis-
crete logarithm

Figure 3.3: Proofs of knowledge of discrete logarithm

3.5.2.4 Commitment Schemes

The notion of commitment scheme was introduced by Blum et al. [131] and Even et al. [132].
Loosely speaking, a commitment scheme allows a user to choose a value from a very large set
and commit to this value so that the user cannot change it anymore. Such a scheme also allows
the user to hide the chosen value and only reveal it to other parties at a later time. More
intuitively, we consider a protocol between two parties, a sender S and a receiver R that follow
the steps below [133]:

Step 1: S chooses a value x from a large set, writes it on a piece of paper, then locks it into
a box so that no one can read the value.

Step 2: S sends the box to R.
Step 3: S opens the commitment and reveals x to R.
In order to present commitment schemes more clearly, we consider a practical example,

namely coin flipping by telephone, introduced by Blum et al. [131]. In the underlying model,
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two parties Peggy and Victor who do not trust each other try to play the game. To ensure the
integrity of the game, the two parties follow the steps below:

Step 1: Peggy first selects his bet on Heads or Tails which are represented by a bit b of
information. If Peggy chooses Heads, b is set to be 0. In the other case, b is set to be 1. Then
Peggy commits to b and sends the commitment to Victor.

Step 2: Victor tosses a coin then announces the result.
Step 3: Peggy reveals the committed value b.
More formally, a commitment scheme is a two-phase protocol between two players S and

R. The scheme consists of 3 algorithms:
Setup(1k): Given a security parameter k, the algorithm generates the public parameters.
Commit(m, r): Given a message m, S takes some random value r to commit to m. The

outputs of the algorithm are the commitment c and an open value d.
Decommit(c, m, d): Given a commitment c, a message m, and an open value d, R rejects

or accepts them as a true tuple.
It is not hard to realize that a commitment scheme must satisfy two essential properties

which are binding and hiding. The binding property ensures that S cannot change the com-
mitted after the commitment phase. The hiding property ensures that R cannot read the
committed value before the decommitment phase. Both properties come in two flavors:

• Computational binding: This security notion means that a cheating sender S∗ cannot open
the commitment to two different values except with a negligible probability. This can be
expressed as the probability of breaking a hardness problem which is computationally
hard to be solved.

• Unconditional binding: This security notion means that even if a cheating sender S∗ has
infinite computing power, it cannot open the commitment in two different ways.

• Computational hiding: This security notion means that an adversarial polynomial-time
receiver R∗ cannot successfully guess the committed value in a commitment except with
a negligible probability.

• Unconditional hiding: This security notion means that even if an adversarial receiver R∗

has infinite computing power, it cannot successfully guess the committed value.

For computational binding and computational hiding, the hardness of computational prob-
lems increases in the size of the security parameter k used in the setup phase. It is, however,
well-known that a commitment scheme cannot achieve both unconditional binding and uncon-
ditional hiding [133].

Since its inception, commitment scheme has become a fundamental primitive for many cryp-
tographic applications especially in secure multi-party computations and privacy-preserving
technology. In this chapter, we use the Pedersen commitment scheme [134] for constructing a
zero-knowledge proof of knowledge system. In fact, the Pedersen commitment scheme has been
proven to be perfectly hiding and computational binding. The binding property relies on the
discrete logarithm assumption:

Let us consider G =< g >, a cyclic group of primer order q. Let g, h ∈ G be two generators
of the group. The Pedersen commitment scheme consists of two following phases:

Commit(x, r): In order to commit to a value x ∈ Zq, S randomly chooses a number r ∈ Z
∗
q

then computes the commitment c = gxhr.
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Decommit(c, x, r): In this phase, in order to open the commitment, S simply reveals (x, r)
to R. The latter verifies whether c = gxhr to accept or refuse the opening value.

In the context of the proposed DPKI, the Pedersen commitment scheme is employed to
achieve some desired privacy guarantees related to revocation tokens associated with public
online keys. For the decommit phase, we do not want S to directly reveal (x, r) to R. Instead,
we create a zero-knowledge proof of knowledge of (x, r) for this purpose. Such a proof allows
S to prove that it knows the committed and opening values without revealing them to R. Our
purpose can be described by the following expression:

ZKP [(x, r) : y = gxhr]

In Figure 3.4, S plays the role of a prover while R plays the role of a verifier. The proof system
is both non-interactive and zero-knowledge.

Figure 3.4: Zero-knowledge proof of knowledge of Pedersen commitment

3.5.2.5 Revocation Token

We introduce an additional notion, namely revocation token. In practice, each public online
key is stored along with a revocation token computed by the identity owner on a GISC. As the
name suggests, a revocation token allows revoking the associated public online key in case of
necessity. Specifically, in order to revoke a public online key nPK, a user is provided with two
options: either it proves the knowledge of the private online key nSK or it proves the knowledge
of its private identity key iSK in a zero-knowledge way. The first option seems to be obvious
and can be carried out by following the zero-knowledge proof of knowledge of discrete logarithm
in Figure 3.3b. The reason we need the second option is that the private online key is active
most of the time, thus facing a huge risk of loss. In such a case, the second option should
be used to perform the task of revoking nPK. However, due to the decoupling mechanism
between nPK and the identity key iSK, enabling the user to revoke nPK by using iSK seems
a bit contradictory. This is where our zero-knowledge proof of knowledge comes into play.
More clearly, at the time of registering an online public key in the GISC, the user computes a
revocation token according to Algorithm 3.4. In fact, the token is a result of committing to the
private identity key iSK. The pair of nPK and T are stored in the GISC. On one hand, due
to the hiding property, an adversary cannot extract any information from the token unless it
can break the discrete logarithm assumption. On the other hand, the zero-knowledge proof of
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knowledge described in Figure 3.4 allows the user to prove the knowledge of (x, r), thus being
able to revoke nPK. As we shall see in the next section, revocation token also plays a vital
role in helping a user disclose linkings between its public online keys and public identity key.

Algorithm 3.4. Generating Revocation Token

Input: iSK = x and iPK = gx

Public parameters g, h ∈ Zq

Output: A revocation token T .
1: Chooses a random number r ∈ Z

∗
q.

2: Computes T = gxhr.
3: return T

3.6 Privacy-Enhancing Decentralized Public Key Infras-

tructure

In this section, we describe the operations which are necessarily supported in the proposed
DPKI, including identity registration, key and identity data update, key revocation as well as
key recovery.

3.6.1 Identity Registration

In order to register a decentralized identity with the blockchain, a user generates an identity
key pair (iPK, iSK) on its local device. Then, the user deploys an instance of PISC and sends
its identity data, denoted by ID, along with the public identity key iPK to the contract.

In fact, ID could be simply a username or a URI pointing to the location where a user’s
identity data is stored. In fact, storing valuable data, i.e, certified identity data, even in an
encrypted form directly on the blockchain is neither secure nor practical. Indeed, with a rapid
evolution of the quantum technology, adversaries can decrypt all the encrypted data stored
on the blockchain which will never be removed. Moreover, storing data on the Ethereum
blockchain is also extremely expensive. In the case of the URI, a URI may point to a container
of data records which relates to the user. Each record contains data in one of the different
types according to the different levels of trust as follows:

• Self-Assertion: This type involves data which is claimed by the user itself.

• Peer Assertion: This type involves data which is signed by other users in the system. In
fact, this approach underlies the Web of Trust model.

• High Trust Assertion: This type involves data which is signed by institutions, i.e., banks,
universities, or governments, which can provide a high trust level to the data.

Each data record is signed to bind the data record to the address of the corresponding PISC.
This is to ensure that if the user wants to update its identity keys, it does not need to request
new signatures for its data records again. Moreover, periodic key rotation is a common practice
to reduce the power of cryptographic keys in the long term. In the traditional CA-based PKIs,
a user always needs to request new signatures from certificate authorities in this context.
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should not know each other to avoid that k entities out of them curiously reconstruct iSK
without an explicit permission from the user.

3.6.4 Revealing hidden linking between online and identity keys

In the proposed DPKI, linkings between a user’s public online keys {nPKi} and public identity
key iPK is hidden by default. In practice, a user may only have one identity key pair but
it can have many online key pairs at a time. Revealing the hidden linking between a public
online key nPKi and iPK does not allow discovering the linkings between iPK and the other
online keys. In order words, if a user discloses the linking between its identity key and one of
the online keys to a service provider, namely A, other service providers cannot gain additional
knowledge from it, even with the help of A.

For this purpose, it is sufficient that the user can prove the hidden relation between iPK
and the revocation token T which is stored along with nPKi in the GISC. More specifically, if
the user can somehow prove that T and iPK are owned by the same user, i.e, they are generated
from the same identity private key iSK, this linking disclosure process succeeds. Practically,
this process can be realized via a zero-knowledge proof of knowledge system which is described
by the following expression:

ZKP [(x, r) : C = gx ∧ V = gxhr]

where C is the public identity key iPK, V is the revocation token associated with the given
public online key, x is the user’s private identity key iSK, and r is an opening value of V .

In practice, we can efficiently transform the above proof system into another which can be
realized more easily via the following expression:

ZKP [(x, r) : C = gx ∧ V C−1 = hr]

We now remark that the transformed proof system consists of two zero-knowledge proof of
discrete logarithm systems, which we described in Figure 3.3b.

3.7 Discussion about the applicability of the proposed

DPKI

3.7.1 Construction of a mutual authentication and key exchange
protocol

In this section, we discuss some applications of the proposed DPKI in data storage and sharing
platforms and other contexts. The first use case that one can think of is building an authentica-
tion and key exchange protocol (MAKE) between users and service providers. Practically, users
can authenticate themselves with a cloud-based service provider by using their public online
keys. Moreover, depending on the context, a user may choose to reveal the linking between its
online and identity keys. In practice, MAKE protocols are integral to secure communication
between entities over insecure channels. Simply put, MAKE protocols allow two parties to
authenticate each other over public channels and then mutually agree upon a session key which
will be used to secure their communications. Due to the great importance of such protocols,
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of nPKu from the blockchain validators. If nPKu has been revoked, S aborts the protocol. We
note that S needs to sample a subset of available blockchain validators for information request.
This is to prevent some dishonest validators from trying to manipulate the final result. If the
results from the selected validators are identical, U can believe in the accuracy of the result.
Otherwise, U samples another subset of validators to get the accurate and coherent result.

Step 4: S checks the validity of σ1. If the latter is not valid, S aborts the protocol.
Otherwise, S also picks a random number k2 over Zp. Similar to k1, the main role of k2 is to
contribute to the composition of the session key.

Step 5: Then, S signs gk2 by using its private identity key iSKs. The resulting signature
σ2 is sent to U for verification.

Step 6: Upon receiving the message from S, U verifies the revocation status of iPKs. If it
has been revoked, U aborts the protocol. Otherwise, it proceeds to the next step.

Step 7: U verifies the validity of σ2. If the latter is not valid, U aborts the protocol.
Otherwise, U continues computing h1 as an authentication code by using the hash function H1.

Step 8: U sends h1 to S for verification.
Step 9: S recomputes h1 and compares it with the value received in Step 8. If they are not

equal, S aborts the protocol. Otherwise, S computes another authentication code h2 using the
hash function H2.

Step 10: S sends the authentication code h2 to S for verification.
Step 11: U checks the validity of h2. At this stage, if both h1 and h2 have been correctly

computed, the two parties know that they are mutually authenticated and agree on the same
session key K. The communication between the two parties is subsequently encrypted by the
session key.

Step 12(optional): This step is optional and dependent on the context in which U wants to
disclose the linking between nPKu and its public identity key as well as some data records {ri}.
For this purpose, U generates a witness π for the linking and sends it with the corresponding
private keys skri

which are used to symmetrically encrypt the related data records.
Step 13(optional): S uses the session key to decrypt the received message, resulting the

witness and the private keys.

3.7.2 Construction of a mutual authentication and key exchange
protocol for a group of users

Beyond such a simple authentication and key exchange protocol, we may also think of a multi-
party setting in which a group of users may also directly use their public online keys to build a
private channel which is secure against any outsider adversaries and even the service provider.
The channel is then used to securely exchange data between the involved parties. This ap-
proach has been broadly deployed in many real-life applications, i.e., instant messaging, video
conference, with the common name: end-to-end encryption. We refer to [142–144] for some
typical examples of such an approach.

3.7.3 Applications in contexts where user privacy is a necessity

Besides, the proposed DPKI can be adopted in different contexts where user privacy is a
desirable property. We re-examine the use case in which a university offers different services
to its students. In reality, a student still needs to show some of its identity data, such as data
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indicating that the student belongs to the university, to be eligible to join the system via the
anonymous key registration procedure and benefit from the proposed services. However, the
university cannot learn who is using which service as each student has multiple public online
keys as their identifiers to these services. In this case, all public online keys of all the students
should be managed by only one instance of GISC. However, if a student has violated some of
the rules predefined by one of the services, the user can still be banned and cannot register a
new public online key for that service. We observe that in the proposed DPKI, user privacy
guarantee is a priority and unless the students chose to reveal their identity public keys, there
is no way for the university to know such information. To mitigate the problem, we consider
two different approaches which can be programmed in the GISC owned by the university. The
first one is based on a trusted party, namely an inspector. More specifically, at the time of the
online key registration, a student also needs to generate a proof π for the linking disclosure.
This proof is then encrypted and sent to the inspector such that only the inspector can decrypt
and verify the proof. The inspector is supposed to work honestly. That is, upon receipt of a
proof, the inspector checks its validity and sends the result to the GISC. If the result is true, the
registration is completed. Otherwise, it failed and the student’s online key is not included in
the GISC. Moreover, in case that the student violates some predetermined rules, the inspector
will reveal the linking to the GISC to prevent it from registering a new online key. The other
approach is more heuristic but does not involve a trusted party. Intuitively, the university can
encode an economic model in the GISC so that at the time of key registration, the student
also needs to lock some ETHs, the cryptocurrency underlying the Ethereum blockchain. In
the case that the student violates the rules, the service provider can trigger a function in the
GISC so that the student is given some time to send a valid proof of the linking. If the student
fails to do so, the service provider will take the locked ETHs from the student. Besides, the
student can also unlock its ETHs in case that it has not violated any rules and does not want
to continue using these services.

3.8 Privacy Analysis

In this section, we examine the security and privacy guarantees of the proposed DPKI with
regard to blockchain validators and third parties.

3.8.1 Privacy Vulnerabilities with respect to Blockchain Validators

We prove that the blockchain validators (BVs), which are responsible for maintaining the
blockchain, are unable to correlate users activities based on user information publicly available
on the blockchain.

In the proposed infrastructure, we employed a dual key model in which each user has an
identity key pair and a set of online key pairs. In order to ensure the cryptographically hidden
linking between a public online key and a public identity key, we used two cryptographic
mechanisms, namely ring signature and token revocation. The former one allows an eligible
user to anonymously register a new public online key into a deployed GISC without revealing
its real identity. The latter one allows for key revocation, update, and especially revealing
the hidden linking in case that the user decides to do so. In fact, we used the ring signature
scheme proposed by Herranz et al. [104] which was proven to be existential unforgeability under
adaptive chosen-message attacks in the random oracle. With regard to revocation token, which
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is technically a Pedersen commitment [134] to the user’s private identity key. In fact, the
scheme is also perfectly hiding, thus making it impossible to extract private information from
it even for adversaries which have infinite computing power.

Moreover, a user uses a different online key pair to authenticate with each service provider.
BVs are responsible for replying to revocation information requests concerning the public online
keys from the service providers. Due to the proposed decoupling mechanism between the public
identity key and public online keys, BVs have no way of correlating the user’s activities such
as where the user has visited.

3.8.2 Privacy Vulnerabilities with respect to Third Parties

As a user can use different online key pairs (nPKi, nSKi) to authenticate with each service
provider, we observe that the latter gains no advantage over the blockchain validators when
it comes to correlating the user’s activities based on information publicly available on the
blockchain. In addition, eligible users register their public online keys via the anonymous key
registration procedure. This prevents the service provider from identifying users who are using
the service while being ensured that they are eligible.

However, in the case that the user has disclosed linkings between the public identity key
iPK and some of the public online keys nPKi, this potentially offers the service providers a
means of correlating the user’s activities. We stress that the disclosure can only be realized if
the user wants to do so. In some contexts, it is also needed to prevent the user from violating
the rules imposed by the service providers. In practice, the disclosure process is realized via a
zero-knowledge proof of knowledge system described in the section 3.6.4. The security of the
proof relies on the discrete logarithm assumption. At a higher level, the proof is based on the
fact that the user owns both the revocation token and the public identity key. We remark that
each online public key is stored with a different revocation token which is generated by the user
by committing to its private identity key using a different opening value. Therefore, revealing
the linking between iPK and a public online key does not help discover the linkings between
iPK and other public online keys.

3.9 Performance Evaluation

In this section, we experimentally evaluate the performance of the proposed DPKI by measuring
the computational costs of the computationally heavyweight operations performed by users as
well as the costs of deploying the smart contracts on the Ethereum blockchain.

3.9.1 Evaluation of the Smart Contract Deployment Cost

The Ethereum blockchain is maintained by an increasing number of miners that are incentivized
by the underlying economic model to verify and add transactions to the blockchain. There-
fore, users have to pay the miners to execute all types of operations, including smart contract
deployment and executing functions in the deployed smart contracts. The more complex the
operation we want to execute, the more fees we have to pay. In fact, these operations are
initiated by broadcasting the corresponding transactions to the network. Depending on the
type of transaction, the miners will act accordingly. In the Ethereum blockchain, gas is used
as a unit of measurement that defines the amount of computational effort needed to execute an
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Table 3.1: Deployment costs of smart contracts

Contracts Transaction Cost (gas) Execution Cost (gas) Total Deployment Cost (gas)
GISC 1734598 1586541 3321139
PISC 1489091 1267811 2756902
Ring Signature Contract 2442294 1802498 4244792

operation. Generally, to initiate a transaction, a sender must specify two variables: gas limit
and gas price. The former indicates the maximum amount of gas that the sender is willing
to pay for the transaction while the latter indicates the price of gas. For example, a standard
ETH transfer requires a gas limit of 21, 000 units of gas. The gas price is set based on ETH,
the underlying cryptocurrency of the Ethereum blockchain. More specifically, 1 ETH is divided
into smaller units, namely wei (1 ETH = 1018wei). In fact, some wallets and service providers
which facilitate interactions between users and some specific smart contracts automatically set
gas limits and gas prices. However, users can still adjust these values. We remark that if we
set the gas price too low, the miner could ignore our transaction and make it stuck for a long
time.

In the platform, there are 2 main types of contract, namely PISC and GISC, which are
written in the Solidity language. In the proposed DPKI, one instance of GISC can be used
to globally manage all users for a federation of services. With regard to PISC, each user has
to deploy one instance of PISC to manage their identity key and identity data. The identity
management involves operations such as registration, revocation, update. We also deploy one
instance of the Ring Signature contract which is called by the GISC whenever it wants to check
the validity of a ring signature made by a user. Table 3.1 shows the deployment cost of these
smart contracts.

3.9.2 Evaluation of Computationally Heavyweight Operations

On the user side, the main computational burden is caused by the cryptographic operations
which are performed on their devices such as PC or mobile. We observe that the generation of
keys or revocation tokens requires a small number of lightweight operations, including additions
and multiplications. Therefore, we concentrate on the computation costs of the heavyweight
operations which can also vary and depend on the context: the ring signature. With regard
to the ring signature scheme, it consists of signing and verifying algorithms. The cost of these
algorithms is linearly dependent on the number of public keys that the signer takes to create a
ring signature. In the proposed DPKI, these operations are needed whenever a user wants to
introduce a new public online key in the GISC. More specifically, the signing operation is per-
formed on the user side whereas the verifying operation is performed by the blockchain miners
and is implemented in the Ring Signature contract. Due to the huge computation capacity of
the blockchain miners, the verifying operation can be done nearly instantly. However, for the
completeness of the demonstration, we show the costs of both operations when being carried
out on the experimental computer.

We implement the ring signature scheme on a computer with Core i7 2.81GHz processor
and 8Gb RAM. The ring signature scheme is implemented on the curve ECSecp256k. As
illustrated in Figure 3.10, the ring signature scheme is practical as it takes less than 2.5s to
create a signature on behalf of a large group of 100 members. Moreover, the signature verifying
algorithm respectively only requires 1s for such a signature. This scheme is, therefore, efficient
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Figure 3.10: Time execution measurement of the ring signature

to be adopted in the proposed DPKI.

3.10 Conclusions

In this chapter, we proposed a privacy-enhancing decentralized public key infrastructure to
overcome the security and privacy problems that we encounter in the traditional PKI approaches
as well as in the existing DPKIs in the literature. Like other existing DPKIs proposals, we
constructed our DPKI on a smart contract platform which is the Ethereum blockchain in our
case. Whereas the blockchain facilitates the deployment of a user-centric identity management
system, it potentially turns into a central point of correlation, thus allowing unauthorized parties
to correlate activities related to a targeted user. Therefore, we proposed a key decoupling
mechanism to prevent such attacks. In practice, the application of the proposed DPKI in the
authentication protocols allows preserving user privacy with respect to blockchain validators
as well as third parties by default. However, users are also allowed to choose to reveal its
identity key to some of the third parties if they want to do so. In order to demonstrate the
applicability of the proposed DPKI, we also discuss some applications in different contexts.
We also experimentally measure the computation cost of heavyweight operations as well as the
deployment cost of the global identity smart contract and the individual identity smart contract,
which are the two primary components of the proposed DPKI, in the Ethereum blockchain.
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4.1 Foreword

Cloud-based storage has become an increasingly popular solution providing data availability and
data access management for both personal and organizational purposes. For the sake of users’
protection, many widely-used data storage platforms often take the responsibility to ensure data
confidentiality. From the security perspective, data owners have to rely on the service providers,
which are generally not fully trusted. To address this issue, it is highly recommended to encrypt
data on the user side before outsourcing. This, however, leads to an important complexity in
the key management when it comes to group-based data sharing in which group members
change dynamically over time. Indeed, anytime a data owner initiates a sharing, it generates
a secret key to encrypt the shared data. To enable authorized users to decrypt the data, the
data owner has to securely communicate the key to the corresponding group members in which
some of them might not be always reachable at some point in time. Moreover, the group
dynamicity significantly increases the complexity of key management as revoked users might
lose the capacity of decrypting the shared data. In this context, Bethencourt et al. introduced
the first Ciphertext-Policy Attribute Based Encryption (CP-ABE) scheme [145], a user-centric
approach, to efficiently handle both the data confidentiality and fine-grained access control.
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decryption and encryption computational costs of our proposals are independent of the number
of revoked users in the system, making them suitable for resource-constrained environments.
Secondly, we integrate proxy re-encryption techniques to make the proposed schemes forward-
secure and keep them user-centric.

4.2 Related Work

In this section, we first present the design principles of the existing provably secure attribute-
based encryption schemes and their underlying security models. We then describe the method-
ologies for integrating revocation mechanisms into these schemes. Finally, we present some
concrete realizations of the methodologies proposed in the literature as well as a high level
intuition of our proposals.

4.2.1 Attribute-Based Encryption

Attribute-Based Encryption was first introduced by Sahai and Waters [149] in which user
private key and ciphertext are independently associated with two different sets of attributes
S and S ′. During the key request, a threshold parameter k is also embedded into the user
private key via a k-degree polynomial. For a user to be able to decrypt a ciphertext, there
must be at least k attributes overlapped between two attributes sets (|S

⋂
S ′| ≥ k), which are

associated with the ciphertext and the user private key. This construction is often referred
to as Threshold ABE. Consequently, there have been two approaches developed to improve
the expressiveness of Threshold ABE. The first one is Key Policy Attribute-Based Encryption
(KP-ABE) introduced by Goyal et al. [150]. In this model, a user key is associated with an
access structure whereas a ciphertext is associated with a set of attributes. If a user’s attributes
satisfy an access structure, it will be able to decrypt the associated ciphertext. The second
approach introduced by Bethencourt et al. [145], which is Ciphertext-Policy Attribute Based
Encryption (CP-ABE), follows the inverse direction. That is, a ciphertext is associated with an
access structure and a user key is associated with a set of attributes. Clearly, CP-ABE better
fits the Attribute-Based Access Control (ABAC) model, which is practically adopted by most
organizations. According to Gartner’s research [151], there will be 70% of all organizations
migrating to the ABAC model by 2020. Due to the high interest in the CP-ABE approach,
there have been many other variants proposed in the literature which aim at improving security
as well as adding more features into their schemes.

As observed by Waters in [152], the main difficulty in designing CP-ABE schemes lies in
programming the system’s public parameters in the challenge Game between an adversary
and a programmed simulator. That is, the system public parameters must be appropriately
programmed so that the simulator can correctly reply to all key queries from the adversary.
This challenge leads to different choices of security models when designing CP-ABE schemes.
More concretely, Bethencourt et al. [145] proved their scheme in the generic group model [153].
This model implies the impossibility of extracting the special structure of the group which the
scheme is implemented on. In the simulation language, the adversary needs to access an oracle
to perform any operations on the group.

Waters developed three different CP-ABE schemes in [152] based on standard assumptions
in the selective model, which was introduced by Canetti et al. in [154, 155]. The selective
model is a well-known efficient methodology to prove the security of related attribute-based
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encryption systems [17, 149, 152, 156]. More specifically, in CP-ABE systems, the adversary is
required to declare the access structure it wants to attack even before receiving the system
public parameters. The knowledge of the access structure helps the simulator to program the
system public parameters so that it can correctly reply to all private key queries except those
that can decrypt the challenge message. From the view of the adversary, it is impossible to
distinguish the simulation from the real system. Without selectivity, this requirement could
not be achieved because the simulator cannot anticipate which keys the adversary will ask for,
thus resulting in the wide use of the selective model.

In order to remove the limitations of traditional security proofs in prior works, the dual
system encryption methodology is proposed in [157, 158] to enhance the traditional security
models. The aim of this methodology is to provide a convenient way to achieve a fully secure
attribute based encryption system. In his work [157], Waters refers to the traditional method-
ology as the partition reduction in which the simulator partitions the keys it can produce based
on the access structure declared by the adversary and the keys that it cannot produce. The lat-
ter are those that can trivially decrypt the challenge message. The advantage of the adversary
in this Game is equivalent to the advantage of the simulator to break the underlying hardness
assumptions. Moving beyond this traditional approach, the proposed dual system encryption
methodology consists of a series of Games. We briefly explain the high level intuition of the
methodology as follows. In the system, there are two types of keys and ciphertexts, called
normal and semi-functional. Both normal and semi-functional keys can successfully decrypt
normal ciphertexts. Semi-functional ciphertexts are only decryptable with normal keys. There
is a negligible probability that a semi-functional key can decrypt a semi-functional ciphertext.
In contrast to the partition reduction, the simulator in this new methodology is so powerful
that it can reply to all key and ciphertext queries without the need for selectivity. At the
initial Game of the methodology, all keys and ciphertexts are normal and are distributed ac-
cording to the real system. Next, the ciphertext is changed from normal to semi-functional.
Then, all the private keys are gradually changed to semi-functional one by one. At the end of
the sequence of Games, all keys and ciphertexts are semi-functional and the security proof is
straightforward. Under underlying hardness assumptions, the probability for an adversary to
distinguish the modifications between Games is negligible. Lewko et al. [159] proposed the first
fully secure CP-ABE scheme by leveraging the dual system methodology. The complexity of
the security proof methodology often results in poorer system performance. Indeed, in order
to achieve a fully secure CP-ABE scheme, Lewko et al. constructed it on groups of composite
orders. It is well-known that group operations and pairing over groups of composite order are
very expensive and sometimes they are not even worth using.

The huge potential of CP-ABE in practice leads to construction of many variants. In
[160–162], the authors tried to extend the original setting of CP-ABE to a multi-authority
setting in which there were multiple Key Distribution Centers (KDCs). In this extended sys-
tem, a user can decrypt a ciphertext if its attributes distributed by multiple authorities match
the underlying access structure. Matthew et al. [163] worked on improving the efficiency of a
decrypting ciphertext which grows linearly to the complexity of the associated access structure.
The idea of the proposed technique is to allow a third party, i.e, a computationally powerful
storage provider, to blindly translate an ABE ciphertext to a constant-sized Elgamal-like ci-
phertext [164]. While the third party cannot extract any useful information about the plaintext,
the method helps to significantly reduce the decryption workload on the user side.
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4.2.2 Attribute-Based Encryption With Revocation

The common issue of all variants of CP-ABE schemes is the revocation as raised in [145, 152],
there have been two primary revocation approaches emerging in designing CP-ABE schemes,
namely direct and indirect revocations. In the indirect revocation approach [145,165,166], the
KDC periodically runs a key renewal algorithm and distributes new private keys to unrevoked
users. Despite its simplicity in design, this approach encounters a tricky tradeoff between
security and system performance. Indeed, if the time interval is set too large, the revoked users
are still able to use their private keys to decrypt data until a predetermined key expiration date.
On the other hand, if the time interval is too small, it will cause a key distribution workload to
the KDC. Besides, the time-based revocation approach makes CP-ABE schemes inappropriate
for high security requirement systems.

In the direct revocation class, the works in [146, 167, 168] are designed with the aim of
instantly revoking users without any key renewals from the KDC. Specifically, the authors have
employed two different broadcast encryption techniques [169,170] in conjunction with the CP-
ABE scheme of Waters [152] to construct two revocable CP-ABE schemes. The first scheme
requires an encryptor to locally keep a list of unrevoked users which would be subsequently
embedded into ciphertexts. However, the scheme is no longer solely attribute-based as all the
unrevoked users are explicitly identified in the system due to the built-in broadcast technique.
On the other hand, the second scheme requires an encryptor to embed an up-to-date list of
revoked users into ciphertext so that only unrevoked users can decrypt it. As the system
grows over time, keeping such a long list in local could be a burden to users. In addition, in
this scheme, encryptors and decryptors have to perform an extra number of group operations
linearly to the number of revoked users on the list. In [171], Yu et al. presented a new CP-ABE
scheme with efficient direct revocation capability. However, the scheme is less expressive as it
only supports access structures consisting of AND operators.

The works in [148, 172–175] have recently leveraged cloud-assisted revocation mechanisms.
The underlying idea of these solutions relies on the trustworthiness of the service provider. To
revoke a set of users, the service provider is responsible for re-encrypting all shared data using
a newly generated private key. The latter is only used to decrypt the shared data for unrevoked
users. Nevertheless, if the service provider is compromised and the re-encryption key is leaked,
the revoked users can decrypt all data that has even been outsourced after their revocations.

4.2.3 Proxy Re-Encryption

In order to prevent revoked users from decrypting data previously shared with them, the sim-
plest strategy is to require an unrevoked user to download then re-encrypt all the shared data
before re-outsourcing the data to the cloud. However, the approach seems not to be com-
putationally efficient as the amount of shared data could be huge. The alternative solutions
in [148, 172–174] rely on the service provider to re-encrypt data using its own private key.
Thereafter, the service provider has to authenticate users and only partially decrypts the re-
encrypted data to unrevoked users. These solutions have some inherent drawbacks. First,
the service provider manages revocation, removing the user-centric characteristic of CP-ABE.
Second, re-encryption keys are persistently kept by the service provider for partial data decryp-
tion. If the provider is attacked by an adversary (i.e., revoked users), it can decrypt all the
re-encrypted data. In an independent line of work, Liang et al. [176] have taken the initiative
to integrate proxy re-encryption techniques into CP-ABE schemes. Roughly speaking, proxy
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4.3.1 Monotone Access Structure

As indicated above, the common intuition in the design of CP-ABE schemes is that a user
private key associates with a set of attributes whereas a ciphertext associates with an access
structure composed of a set of attributes. In this contribution, we only deal with the CP-ABE
schemes supporting monotone access structure which includes the attributes of positive literals.

Definition 4.1 (Monotone Access Structure). Let {P1, P2..Pn} be a set of parties. A collection
of A ⊆ 2{P1,P2,..Pn} is monotone if ∀B, C : if B ∈ A and B ⊆ C then C ∈ A. A monotone
access structure A is a monotone collection A of non-empty subsets of {P1, P2, ..Pn}, i.e.,
A ⊆ 2{P1,P2,..Pn}. The sets in A are called the authorized sets, the sets not in A are called the
unauthorized sets.

Ito et al. [185] showed that every monotone access structure or a monotone boolean formula
has a Linear Secret Sharing Scheme (LSSS) that realizes the access structure. The model of
LSSS is described as follows. We consider a system consisting of N parties {Pi, P2, ..Pn} and
a dealer D. The latter has a secret input x to be shared among N other parties. LSSS allows
D to generate N pieces of information from x so that a linear combination of a subset of N
enables it to reconstruct x. The cardinality of the subset is parameterized as one of the public
system parameters. The formal definition of LSSS is more specifically described in Definition
4.2.

Definition 4.2 (Linear Secret Sharing Scheme). Let K be a finite field, and
∏

be a secret
sharing scheme with the domain of secrets S ⊆ K realizing an access structure A. We say that∏

is a linear secret sharing scheme over K if:

• The piece of each party is a vector over K. That is, for every i, there exists a constant di

such that the piece of Pi is taken from Kdi. We denote by
∏

i,j(s, r) the j − th coordinate
in the piece of Pi (where s ∈ S is a secret and r ∈ R is the dealer’s random input).

• For every authorized set, the reconstruction function of the secret from the pieces is linear.
That is, for every G ∈ A, there exist constants {αi,j : Pi ∈ G, 1 ≤ j ≤ di}, such that for
every secret s ∈ S and every choice of random inputs r ∈ R:

s =
∑

Pi∈G

∑

1≤i≤dj

αi,j

∏

i,j

(s, r). (4.1)

The existence of a LSSS is equivalent to the existence of a span program [186], an efficient
algebra computation model. The definition of span programs is formally presented in [187].

Definition 4.3 (Span Program over Monotone Boolean Function). Let {P1, P2..Pn} be a set of
parties. A collection of A ⊆ 2{P1,P2,..Pn} is monotone if ∀B, C : if B ∈ A and B ⊆ C then C ∈ A.
A monotone access structure A is monotone collection A of non-empty subsets of {P1, P2, ..Pn},
i.e., A ⊆ 2{P1,P2,..Pn}. The sets in A are called the authorized sets, the sets not in A are called
the unauthorized sets.

Most practical CP-ABE schemes [145,152,159] make use of LSSS and span programs in one
way or another in the design.
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4.3.2 Bilinear Map

Let G and GT denote two cyclic groups of prime order q, where g is a generator of G. We say
that e is a bilinear map such that e : G × G → GT if e is efficiently computed over G and
satisfies the two following properties:

• Bilinearity: for all (u, v) ∈ G
2 and (a, b) ∈ Z

2
q, we have: e(ua, vb) = e(u, v)ab.

• Non-degeneracy: e(g, g) 6= 1.

We also present two standard security assumptions that we use to prove the security of the
proposed CP-ABE schemes:

Definition 4.4 (Decisional Diffie-Hellman Assumption (DDH)). Given a tuple (g, ga, gb) ∈ G,
the probability of distinguishing gab from a random element on G is negligible.

Definition 4.5 (Decisional Bilinear Diffie-Hellman Assumption (DBDH)). Given (g, ga, gb, gc)
for all (a, b, c) ∈ (Z∗

q)
3, the probability that an adversary succeeds in distinguishing e(g, g)abc

from a random element of GT is negligible.

4.3.3 Lagrange Interpolation

The Lagrange interpolation is a simple yet important mathematical component employed
by Shamir to design a t-out-of-n threshold secret sharing scheme [135]. By definition, the
technique allows reconstructing a polynomial P(x) of degree t from a set of (t + 1) points
S = {xi, P(xi)}i=0..t by the following formula:

P(x) =
t∑

i=0

P(xi)∆i,S(x)

where: ∆i,S(x) =
∏

i6=j;j∈[0,t]

x − xj

xi − xj

(4.2)

4.4 System and Threat Models

In this section, we detail the system model of our proposed CP-ABE schemes, called U-CPABE
and A-CPABE, and the adversarial model we consider in the system.

4.4.1 System Model

The system model is outlined in Figure 4.3. this one involves the 4 following entities:

• Key Distribution Center (KDC): is responsible for private keys generation. Upon
receiving the attributes of a user, the KDC first verifies the validity of the attributes and
then issues a corresponding private key and an initial unrevocation proof to the user. The
valid revocation proof enables the user to prove its current status, which is revoked or
unrevoked.
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Figure 4.3: A practical deployment scenario of the proposed CP-ABE schemes

• Cloud-Based Data Storage Provider: Serving as an intermediate party, which is
responsible for data storage, the service provider takes the responsibility to store and dis-
tribute encrypted data to authorized users. In principle, the provider can send encrypted
data to any users that require it because, without valid private keys, unauthorized users
have no way to decrypt the data. The approach removes the identity verification process
carried out by the service provider, thus avoiding leaking user personal information to a
third party. However, without restrictions on data retrievals, it makes the solution vul-
nerable to Distributed Denial of Service (DDoS), in which malicious actors send massively
data retrieval requests to the provider, making it unable to handle the requests. In order
to have a better trade-off between security and system performance, we adopt a strategy
in which users need to provide a set of attributes that satisfies the access structure, which
is used to encrypt the requested data, to the service provider for verification. We argue
that a user may have many attribute sets which meet this requirement and sometimes a
set of attributes is not sufficient to identify the real identity of the user. Besides, in case
of attributes or user revocations, the provider is also in charge of re-encrypting previously
shared data such that revoked users no longer have the ability to decrypt the data.

• Data Owner: In the system, a data owner is allowed to freely define access structures
over data before encrypting and outsourcing it to the cloud. In the case of revocation,
it may be in charge of generating a re-encryption key which will be then sent to the
service provider for re-encrypting the data. Conceptually, re-encryption generation could
be performed by either the data owner or authorized users with whom the data owner
shares the data.

• User: The term refers to any entities in the system. A user is only able to decrypt data
whose associated access structures are met by the user’s attributes.

The two proposed CP-ABE schemes are constructed based on the practical scheme proposed
by Bethencourt et al. [145], which is provably secure in the generic group model. The reason we
choose this scheme for a detailed construction over others [152,188] is due to its pioneering role
and high performance compared to the others. However, one can still integrate our revocation
and re-encryption mechanisms into similar schemes to achieve forward secrecy.

The entities in the system model are in charge of the following algorithms:
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(PK, MSK, MRK, PRK, URP) ← Setup(1l): Given a security parameter l, the KDC
outputs a system public key PK, a public revocation key PRK, a master key MSK, a master
revocation key MRK, and an initial unrevocation proof URPinit.

(SK, urk, URPinit) ← KeyGen(MSK, S): User submits its attribute set S to the KDC
which verifies and then securely delivers a corresponding private key SK, the initial unrevocation
proof URPinit along with an unrevocation key urk to the user. In the case of revocation, only
unrevoked users can generate a new URP based on their own urk and a public unrevocation
proof update delivered from the KDC.

CT ← Encrypt(M, PK, T , PRK): The data owner defines an access structure T to encrypt
data M before outsourcing it to the cloud-based storage service.

PU ← SKeyUpdate(MRK, L): Upon receiving a request to revoke a list of users L, the
KDC generates an unrevocation proof update PU and publicly broadcasts it to unrevoked users.

URPnew ← UKeyUpdate(PU, urk): Given an update PU, unrevoked users privately up-
date their unrevocation proof.

kre ← RKeyGen(URPnew, URPold): Given an updated unrevocation proof URPnew, an
unrevoked user computes a re-encryption key kre and securely sends it to the cloud.

CTre ← Re-encryption(CT, kre): Upon a re-encryption request, the service provider
translates the ciphertext CT to another version which all revoked users no longer have the
ability to decrypt. Then, kre is immediately removed for security purposes.

M ← Decryption(CT/CTre, URP, SK): Given a private key SK and an unrevocation
proof URP, a user decrypts a ciphertext CT/CTre to retrieve the underlying plaintext.

4.4.2 Threat Model

In the following, we formalize the security requirements that the proposed schemes must fulfill
to be secure in practice.

Data Confidentiality: In order to ensure data confidentiality, our aim is to prove the
security of the proposed schemes against Chosen-Plaintext Attacks (CPA) and then refer to
[189] for a generic way to convert these schemes into that semantically secure against Chosen-
Ciphertext Attacks (CCA). The CPA security of the proposed schemes is modeled by a challenge
Game in which an Adversary (A) and a Challenger (C) interact with one another as follows [145]:

Setup: Given a security parameter l, C generates system public parameters and makes them
available to the system.

Phase 1: A is allowed to make private key extraction queries according to its selected
attribute sets (S1, S2..Sq1) to C.

Challenge: Using the system public parameters, A outputs two different messages M1 and
M2 and gives them to the challenger. Next, C flips a coin in order to decide on which message
to encrypt and then returns an encryption of Mx where x ∈ {0, 1} to A.

Phase 2: Phase 1 is repeated so that A continues to adaptively make private key extraction
queries for the sets of attributes according to its selected attribute sets (Sq1+1, Sq1+2..Sq) to C.
We impose that none of the issued private keys successfully decrypts the challenge ciphertext.

Guess: Given encryption of Mx, A has to guess the underlying plaintext Mx′ . If Mx =
Mx′ , A wins the game.

The proposed schemes are said to be semantically secure if A has a negligible advantage to
win the game in this Challenge.

66



4.5. Our CP-ABE schemes

Secure Re-encryption: Given that re-encryption is performed by the service provider.
In order to avoid unnecessary security incidents, the prescribed protocol must allow the service
provider to remove the re-encryption key after the re-encryption operation. The aim of the
requirement is not to give adversaries more power even in the case that the service provider is
compromised. That is, the adversary has no means of recovering the re-encryption key in such
a case.

Collusion Resistance: Suppose that the service provider does not follow the prescribed
protocol and intentionally retains the re-encryption key after a re-encryption operation. In this
case, we ensure that if the service provider maliciously collaborates with revoked users, they
are only capable of decrypting data outsourced in advance but not after their revocations. We
argue that the capability of decrypting data outsourced before their revocations in such case is
trivial as the service provider could simply keep a copy of the original data that is decryptable
by the private keys of the revoked users.

4.5 Our CP-ABE schemes

In this section, we describe our two proposed CP-ABE schemes with user and attribute revo-
cation capability.

4.5.1 CP-ABE with user revocation capability

For the sake of clarity, we describe the special case, which allows revoking up to t users, where
t is predetermined during the Setup phase of the scheme. Then, the general case is presented
to support a revocation of an unbounded number of users.

4.5.1.1 U-CPABE with t users revocation capability: A special case

Let G and GT be two bilinear groups of prime order q. We denote by g a generator of G. Let e
be a pairing function such that e: G × G → GT is efficiently computed over G. Let H denote
a collusion-resistant hash function such that H: {0, 1}∗ → G. The construction involves the
following algorithms:
Setup(1l): The algorithm is executed by the KDC. Given the security level l, the KDC ran-
domly picks four exponents α, β, a, and z over Z

∗
q, and calculates a system public key:

PK = (G, g, h = gβ, f = g1/β, e(g, g)α) (4.3)

Next, the KDC chooses a maximal number t of revoked users and a random polynomial of
degree t:

P (x) =
t∑

i=0

pix
i where P (0) = p0 = z (4.4)

The KDC calculates a master revocation key MRK, a public revocation key PRK, and an initial
unrevocation proof URPinit:

MRK = z PRK = (hz, ha) and URPinit = haz (4.5)

The KDC is equipped with an incremental counter CT that reflects the number of users in the
system. The CT initially starts at zero and increases by 1 when a new user comes to the KDC
for a private key request. We denote by CT i the value assigned to the user i.
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KeyGen(MSK, S): The KDC takes an attribute set S of a user as input to issue a correspond-
ing private key SK. To do so, the KDC chooses a random number r and a random number rj

for each attribute j ∈ S over Z
∗
q. Then, it computes:

SK =(D = g(α+r)/β,

∀j ∈ S : Dj = grH(j)rj , D′
j = grj )

(4.6)

In addition, the user i is delivered with the initial unrevocation proof URPinit and an unrevo-
cation key urk:

urk = P (CT i) (4.7)

Encryption(M, PK, T , PRK): The encrypting algorithm starts by converting an access struc-
ture T into a monotonic access tree. The algorithm continues to choose a random number s
associated with the root node. For every node in the tree, the algorithm chooses a random
polynomial q(x) =

∏t
i=0 aix

i of the degree t which corresponds to the threshold of the node mi-
nus 1. The algorithm parses the tree in a top-down manner. For the root node, qr(0) = s. For
the children nodes, qx(0) = qparent(x)(index(x)). We note that the function parent(x) returns
the parent node of the node x, and index(x) returns the index of x in the children list of its
parent node. All the other coefficients of the polynomials are randomly selected over Z∗

q. Let Y
be the leaf node list, and att(y) represent the attribute tied to the node y ∈ Y , the algorithm
ends up generating a ciphertext CT:

CT =(T , C̃ = Me(g, g)αse(ha, hz)s, C = hs

∀y ∈ Y : Cy = gqy(0), C ′
y = H(att(y))qy(0))

(4.8)

SKeyUpdate(MRK, L): The algorithm is executed by the KDC which is requested to revoke
a list L of k users. Given that these k users are associated with a list of k corresponding
unrevocation keys Lurk = {urki|i = 1..k}, the KDC computes an unrevocation proof update as
follows:

If (k < t), the KDC picks (t − k) random numbers j, and then computes urkj = P (j)
such that j is never generated by the CT . Since then, the CT necessarily skips over all these
values in its operation. Finally, the KDC chooses a random exponent ã ∈ Z

∗
q and completes

the calculation of PU:
PU = (hã and {i, hã.urki}i=1..t) (4.9)

PU is publicly broadcasted to all unrevoked users.
UKeyUpdate(PU, urk): The algorithm is executed by all unrevoked users. An unrevoked
user takes its unrevocation key (urkx) and the unrevocation proof update as input to interpolate
a new unrevocation proof URP :

URPnew = hãz = h∆x,PU(0).ã.urkx

t∏

i=1

h∆i,PU(0).ã.urki (4.10)

Observe that revoked users do not have enough (t + 1) points (i, hã.urki) to interpolate the
URPnew. Our mechanism is thus secure against collusion of up to t revoked users.
RKeyGen(URPnew, URPold): The algorithm is executed by an unrevoked user. The user
randomly selects X ∈ GT, r ∈ Z

∗
q. It computes kre and sends it to the cloud:

kre = (h−azH(X), hr, Xe(hã, hz)
r
) (4.11)
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Re-encryption(CT, kre): Upon receiving a re-encryption request, the service provider trans-
forms the first element C̃ of the ciphertext into C̃re as follows:

C̃re = C̃e(h−azH(X), hs) (4.12)

The re-encrypted ciphertext contains the following elements:

CTre =(T , C̃re = Me(g, g)αse(H(X), hs),

C = hs, Cr = hr, Cx = Xe(hã, hz)
r
,

∀y ∈ Y : Cy = gqy(0), C ′
y = H(att(y))qy(0))

(4.13)

Then, the service provider removes kre to make sure that even if the provider is subsequently
controlled by an adversary, it is unable to decrypt the re-encrypted data.
Decryption(CT/CTre, URP, SK): The decryption combines two steps:

The first step: This step is applied to decrypt both an original ciphertext CT and a re-
encrypted ciphertext CTre. Given a private key SK which satisfies the access structure embed-
ded into the ciphertext, the algorithm parses the access tree T in a bottom-up manner. For
every leaf node x, let i = att(x) represent the attribute of the node, the algorithm proceeds as
follows:

DecryptNode(CT, SK, x) = Fx =
e(Di, Cx)

e(D′
i, C ′

x)

= e(g, g)rqx(0)

(4.14)

For a non-leaf node x, let Sx be its set of child nodes, the algorithm continues as follows:

DecryptNode(CT, SK, x) = Fx =
∏

z∈Sx

F
∆i,S′

x(0)
z (4.15)

where i = index(z) and S ′
x = {index(z) : z ∈ Sx}.

Likewise, at the root node of the tree, the algorithm achieves:

A = e(g, g)rs (4.16)

The second step: As the original ciphertext differs from the re-encrypted one, the user chooses
appropriately one of the following formulas:

- Ciphertext without re-encryption CT:

M =
C̃A

e(C, D)e(C, URP)
(4.17)

- Ciphertext with re-encryption CTre:
First, the user must achieve X by the following formula:

X =
Cx

e(Cr, URPnew)
=

Xe(hã, hz)
r

e(hr, hãz)
(4.18)

Then, the user completes the decryption process by computing:

M =
C̃reA

e(C, D)e(H(X), C)
(4.19)
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4.5.1.2 U-CPABE with unbounded users revocation capability: a general case

We now present the general case that allows revoking an unbounded number of users. Suppose
that there are N users in the system, and t is a maximum of users tied to a polynomial, where
t ≪ N . We express N by N = A.t + B, where 0 ≤ B < t. We define ⌈N

t
⌉ = A + 1 if B > 0,

and ⌈N
t
⌉ = A if B = 0. The KDC selects ⌈N

t
⌉ numbers zj ∈ Zq for ⌈N

t
⌉ following random

polynomials such that:

Pj(x) =
t∑

i=0

pix
i, ∀j ∈ {1, .., ⌈

N

t
⌉}

where Pj(0) = p0 = zj

(4.20)

Then, the KDC computes the sets of corresponding master revocation keys MRKj, public
revocation keys PRKj, and initial unrevocation proofs URPj

init:

MRKj = zj PRKj = (hzj , haj ) URPj
init = hajzj

∀j ∈ {1, .., ⌈
N

t
⌉}

(4.21)

The incremental counter CT held by the KDC increases by 1 for every new incoming user Ui.
The user i, assigned to the current value of CT i, is delivered with the private key SK as in
(4.6), a corresponding initial unrevocation proof, and an unrevocation key as follows:

URPj
init; urk = Pj(CT i) where j = ⌈

CT i

t
⌉ (4.22)

In the encryption phase, to encrypt a message M, a data owner is required to perform ⌈N
t
⌉ − 1

additional pairings:

CT = (T , C = hs

C̃j = Me(g, g)αse(haj , hzj )s, ∀j ∈ {1, .., ⌈
N

t
⌉}

∀y ∈ Y : Cy = gqy(0), C ′
y = H(att(y))qy(0))

(4.23)

In the decryption phase, the user picks the corresponding value C̃j which it can decrypt using
its unrevocation proof URPj. Observe that this phase does not require any extra computation
when compared to the special case. Regarding forward secrecy, we apply the same proxy
re-encryption technique to prevent revoked users from decrypting the data shared in the past.

4.5.2 CP-ABE with attribute revocation capability

If some of the attributes of a user have changed over time while the remaining attributes keep
valid, we need a mechanism to make the corresponding part of the private key, i.e. the one
related to the revoked attributes, useless in decrypting data. We first propose a scheme, namely
A-CPABE, which allows revoking attributes shared by at most t users. Furthermore, we apply
the same strategy proposed above such that the scheme allows revoking attributes shared by
an unbounded number of users. This scheme is highly required in cases where some common
attributes of many users change at the same time.
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4.5. Our CP-ABE schemes

In order to design A-CPABE, we make some changes to the first scheme supporting user
revocation capability as follows:
Setup(1l): Given the security level l, the KDC randomly picks two exponents α and β over Z∗

q

and calculates a system public key as:

PK = (G0, g, h = gβ, f = g1/β, e(g, g)α) (4.24)

For each attribute j in the attribute set Y used in the system, the KDC chooses a maximal
number t of revocations and generates a random polynomial of degree t:

Pj(x) =
t∑

i=0

pix
i where Pj(0) = p0 = zj (4.25)

Then, the KDC computes a master revocation key MRKj, a public revocation key PRKj, and
an initial unrevocation proof URPj

init:

∀j ∈ Y : MRKj = zj

PRKj = (hzj , haj ); URPj
init = hajzj

(4.26)

Now we change the way the incremental counter CT of the KDC works. Upon a key request
from a new user, CT increases by 1 for each of its attributes. As such, each attribute of each
user corresponds to a different value of CT . We denote by CT i,j the value tied to the jth

attribute of the ith user.
Let Enck and Deck denote respectively a symmetric encryption and decryption under a

private key k. Let H1 : {0, 1}∗ → {0, 1}l denote a collision-resistant hash function.
KeyGen(MSK, S): Given an attribute set S of a user i, the KDC issues a private key SK, a
set of secret unrevocation keys urk, and a set of initial unrevocation proofs URP:

SK = (D = g(α+r)/β,

∀j ∈ S : Dj = gr.H(j)rj , D′
j = grj )

∀j ∈ S : urki,j = Pj(CT i,j); URPj
init

(4.27)

Encryption(M, PK, T , URP): Unlike the encryption procedure of the first user revocable
scheme presented above, the algorithm binds Cy with ky = H1(URPj) such that j = att(y):

CT = (T , C̃ = Me(g, g)αs, C = hs,

∀y ∈ Y : Cy = gqy(0)ky , C ′
y = H(att(y))qy(0))

(4.28)

SKeyUpdate(MRK, L): If a shared attribute y of k users, which are related to an unrevocation
proof list Lurk = {urki,y|i = 1..k}, needs to be revoked, the KDC generates an unrevocation
proof update PUk and publicly broadcasts it to unrevoked users. If (k < t), the KDC picks
(t − k) random numbers j then computes urkj,k = Pk(j). Note that the randomly selected
values j will be skipped over in the operation of CT . The KDC selects ã ∈ Z

∗
q and computes:

PUy = (hãy and {i, hãy .urki,y}i=1..t) (4.29)

UKeyUpdate(PUy, urki,y): The unrevoked user i whose attribute y is still valid can update
its unrevocation proof using PUy:

URPy
new = h∆i,Py(0).ãy .urki,y

t∏

j=1

h∆j,Py(0).ãy .urkj,y

= hãyzy

(4.30)
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For revoked users, in possession of PUy, they do not have enough (t + 1) points (i, hãy .urki,y) to
interpolate URPy

new.
RKeyGen(URPy

new, URPy
old): The algorithm is executed by one of the users whose attribute

y is still valid in the system. The user randomly chooses p ∈ {0, 1}l and computes:

k̃y = H1(URPy
new), ky = H1(URPy

old)

kre = (kre1, kre2) = (Enck̃y
(p), p

k̃y

ky

)
(4.31)

The re-encryption key is securely sent to the cloud for a re-encryption phase.
Re-encryption(CT, kre): The algorithm is executed by the service provider which transforms
Cy of the ciphertext CT into C̃y:

C̃y = Ckre1
y = gqy(0).p.k̃y (4.32)

Let R denote a set of leaf nodes related to revoked attributes, the algorithm outputs the re-
encrypted ciphertext:

CTre = (T , C̃ = Me(g, g)αs, C = hs,

∀y ∈ R : Cp,y = Enck̃y
(p), C̃y = gqy(0).p.k̃y ,

C ′
y = H(att(y))qy(0)

∀y ∈ Y \R : Cy = gqy(0).ky , C ′
y = H(att(y))qy(0)))

(4.33)

Then, the service provider removes the re-encryption key kre.
Decryption(CT/CTre, URPj, SK): The algorithm involves two steps:

The first step: There are two subcases according to whether the ciphertext is re-encrypted
or not.

- Ciphertext without re-encryption, CT:

∀y ∈ Y : gqy(0) = Ck−1
y

y (4.34)

- Ciphertext with re-encryption, CTre: The user computes p = Deck̃y
(Cp,y). Then, it

computes:

∀y ∈ R : gqy(0) = C̃(p.k̃y)−1

y

∀y ∈ Y \R : gqy(0) = Ck−1
y

y

(4.35)

The second step: In both cases, the user obtains gqy(0), ∀y ∈ Y . Applying the same procedure
in the first step of U-CPABE, the user is returned with A = e(g, g)rs, then computes the original
message as follows:

M =
C̃A

e(C, D)
=

Me(g, g)αse(g, g)rs

e(hs, g(α+r)/β)
(4.36)

4.6 Security Analysis

In the following, we sequentially analyze the security requirements which are mentioned in the
section 4.4.2, of both U-CPABE and A-CPABE.

72



4.6. Security Analysis

4.6.1 CP-ABE with user revocation capability

4.6.1.1 Data confidentiality

We prove the semantic security of the U-CPABE scheme against an indistinguishable chosen-
plaintext attack. To facilitate the security proof, we first define the Basic Encryption scheme
as follows:

setup: Given a security parameter l, the KDC generates a public revocation key PRK and
an unrevocation proof URP:

PRK = (h, hz, ha) and URP = haz (4.37)

encrypt: One who wants to encrypt a message M can simply select a random number
r ∈ Z

∗
q and computes:

C = (C1, C2) = (hr, Me(hz, ha)r) (4.38)

decrypt: Upon receiving a ciphertext C, one makes use of the unrevocation proof to retrieve
the underlying message M:

M =
C2

e(URP, C1)
=

Me(hz, ha)r

e(haz, hr)
(4.39)

The Basic Encryption scheme should be regarded as a revocation mechanism integrated into the
U-CPABE scheme. Indeed, U-CPABE is conceptually a combination of the Basic Encryption
scheme and Bethencourt et al.’s scheme [145]. To be able to decrypt the ciphertext, in addition
to the private keys of [145], authorized users also need to know the unrevocation proof URP =
haz. The latter is adaptively updated based on the revocations in the U-CPABE system. More
intuitively, one can say that encrypting data with U-CPABE is like making it go through the
double encryption system composed of [145] and the Basic Encryption scheme.

Lemma 4.1. Suppose that a probabilistic polynomial time algorithm A has an advantage of
ǫ2(k) against the Basic Encryption scheme, there is an adversary B who can break the DBDH
assumption with an advantage of ǫ2(k).

Proof : Given the system public parameters 〈G, h, e〉 and a DBDH tuple 〈ha, hb, hc〉, where
a, b, c are randomly selected over Z∗

q, the adversary B has to find e(h, h)abc with a non-negligible
probability. In order for B to achieve the purpose, we construct interactions between B and A
as follows:

Setup: B publishes PRK = (ha, hb) as a public revocation key to A.

Challenge: A chooses two random messages M0 and M1 and sends them to B. The latter
flips a coin to select the message Mb with x ∈ {0, 1} that will be encrypted. Next, B returns a
ciphertext C = (hc, Mxe(h, h)abc) = (C1, C2) to A. As such, A’s view is exactly its view in the
real attack model. As soon as A successfully guesses the underlying plaintext Mx′ = Mx, B
can resolve DBDH as e(h, h)abc = C2/Mx′ .

We say that the semantic security of U-CPABE is completely dependent on that of [145]
and the Basic Encryption scheme. The former is provably secure in the generic group model
[145] whereas the Basic Revocation scheme, as demonstrated above, is secure under DBDH
assumption. Our first construction U-CPABE is thus semantically secure.
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4.6.1.2 Secure Re-encryption

When a re-encryption operation is completed, the private re-encryption key is immediately
removed. Hence, a revoked user, who wants to decrypt the re-encrypted data, has to obtain
e(H(X), hs) or the new unrevocation proof URPnew = hãz. The former is unachievable because
the re-encryption key is removed by the service provider, thus remaining unknown to the revoked
user. Meanwhile, the latter cannot be computationally derived from the public parameters
(h, hã, hz) due to the DDH assumption. The confidentiality of the re-encrypted data is thus
protected against revoked users.

4.6.1.3 Collusion Resistance

We ensure that collusion between the service provider and revoked users does not allow learning
the new unrevocation proof URPnew (hãz) to decrypt newly outsourced data. Observe that the
only additional information for the revoked users is the re-encryption key which is not removed
by the dishonest provider:

kre = (h−azH(X), hr, Xe(hã, hz)
r
) (4.40)

Given the expired unrevocation proof haz, kre and the public parameters (hã, hz, hr), both
revoked users and dishonest service provider cannot extract the new unrevocation proof hãz

due to the DBDH assumption. Therefore, our construction is secure against collusion.

4.6.2 CP-ABE with attribute revocation capability

4.6.2.1 Data confidentiality

Similarly to U-CPABE, we employ the same underlying idea to provide a CP-ABE scheme
to support attribute-level revocations. Based on [145], we propose to bind each ciphertext
component Cy to a corresponding unrevocation proof URP = ky so that only unrevoked users
know this value. In addition, URP is also gradually updated based on the revocations in the
system.

Cy = gqy(0).ky (4.41)

Anyone who wants to break the A-CPABE scheme needs to derive gqy(0) from Cy, and then break
the scheme of [145] to obtain the underlying plaintext. However, computing gqy(0) from Cy is not
computationally feasible under the Discrete Logarithm assumption. Moreover, Bethencourt’s
scheme is provably secure. From the two latter, we derive that A-CPABE is thus semantically
secure.

4.6.2.2 Secure Re-encryption

After the service provider has finished a re-encryption operation, the private key component
related to the revoked attribute of the user is useless in participating in decrypting the data
shared in the past. Indeed, to do so, the user needs to know the re-encryption key to induce gqy(0)

from gqy(0).p.k̃y . As the re-encryption key is supposed to be removed by the service provider,
this task is computationally impossible under the Discrete Logarithm problem. Therefore,
A-CPABE has a secure re-encryption mechanism.
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4.7. Performance Evaluation

Table 4.1: Relative communication and computational costs comparison

CP-ABE schemes Type of revocation
Additional encryption cost Additional decryption cost

Additional ciphertext length
EXP P EXP P

BCP-ABE2 [146] User 2R 0 R 2R 2R|G|
DUR-CP-ABE [147] User 2R|Y|+R-2|Y| 0 R|Y|-|Y| 2|Y|(R-1) (2R|Y|-2R)|G|
Liu’s scheme [168] User R+K+2 0 R 3 2|G|

U-CPABE User 1 1 0 1 0
A-CPABE Attribute 0 0 |Y| 0 0
EXP: exponentiation operation; P: pairing operation; R: number of users in the revocation list L; |Y| denotes the number of leaf nodes;

|G| denotes the length of an element in G; K is the number of elements representing for a time period.

4.6.2.3 Collusion resistance

The proposed scheme prevents collusion between the service provider and users sharing a re-
voked attribute from learning the newly updated unrevocation proof URPy

new or k̃y = H1(URPy
new),

which is needed to decrypt any data outsourced after the revocation of their attribute. Indeed,
the additional available information for these revoked users in this scenario is the re-encryption
key kre, which the provider has been retaining after the re-encryption phase:

kre = (kre1, kre2) = (Enck̃y
(p), p

k̃y

ky

) (4.42)

To obtain k̃y from kre2, they need to derive p. However, this one is symmetrically encrypted
under the hash of the new unrevocation proof and thus cannot be retrieved. Therefore, collusion
is failed to achieve its goal.

4.7 Performance Evaluation

To adopt CP-ABE schemes in practice, besides the necessary security guarantees, the compu-
tational and communication overheads of these schemes should be taken into account. Due
to the complexity of access structures along with the costly cryptographic operations, the im-
plementation of these schemes could be a critical issue. Indeed, the most expensive functions
in the CP-ABE schemes are encryption and decryption. These functions are performed by
users and data owners who can use any resource-constrained devices, i.e., smartphone or pc,
on their own. Therefore, we concentrate on evaluating the performance of these functions. We
first theoretically compare our proposals to the well-known schemes with regards to compu-
tational and communication overheads. To be clear, we only use the schemes which provide
instant revocation without the aid of an additional trusted party. Also, we have conducted an
implementation of the proposals on a computer to exhibit their performance.

4.7.1 Theoretical performance evaluation

The theoretical comparison between the proposed schemes and other related schemes is illus-
trated in Table 4.1. Note that the schemes used in the comparison are primarily developed on
the inefficiently revocable ABE schemes [145,152]. In order to have a clear comparison, we only
count the additional computational costs in the encryption and decryption algorithms caused by
the implemented revocation mechanisms. These are approximately measured based on the num-
ber of expensive cryptographic operations such as exponentiation and pairing. Observe that our
first proposal, U-CPABE, computationally outperforms the well-known schemes [146,147,168].
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In addition, unlike the others, the costs of the encryption and decryption algorithms in our
proposals are completely independent of the number of revoked users. On the other hand, our
second scheme, A-CPABE, is the only one supporting the direct attribute revocation. When
compared to the basic scheme [145], A-CPABE requires no additional exponentiation or pairing
in the encryption phase, and only adds |Y| extra exponentiations in the decryption phase, where
|Y| is the number of attributes in the access structures. In terms of communication overhead,
unlike the other schemes, our proposals do not cause any extra length to the original ciphertext
in [145].

(a) Encryption time of the proposed schemes (b) Decryption time of the proposed schemes

Figure 4.4: Time execution measurement of the proposed CP-ABE schemes.

4.7.2 Performance evaluation on computer

The widespread adoption of a security solution not only depends on the provided security
level but also the underlying efficiency. Indeed, the re-encryption techniques introduced in the
proposed schemes also attempt to achieve better efficiency compared to traditional solutions.
To experimentally evaluate the performance of the proposals, we have implemented them on
a computer with an Intel(R) Core(TM) i7-6600CPU 2.81GHz processor and 8Gb RAM. We
made use of the JPBC library [190] to carry out the cryptographic operations in the proposals.
With regards to pairing operation, we used the pairing of type A which is constructed on the
curve y2 = x3 + x over the finite field Fq for some q = 3 mod 4 [191]. The security level of
the curve is defined by the lengths of the prime order r and the field q. In this experiment, the
length of q is 512 bits whereas the length of r is 160 bits.

Let RA-CPABE and RU-CPABE respectively denote the cases where attribute and user
revocations occur, and the ciphertexts are subsequently re-encrypted. Figure 4.4 illustrates
the execution time of the encryption and decryption algorithms in the proposals according to
the number of attributes in access structures. As shown in Figure 4.4, we vary the number
of attributes from 1 to 100. In fact, 100 attributes are very likely to be enough to describe
most access structures in any practical application. Observe that even in the worst case (100
attributes), the encryption and decryption algorithms only take around 5.5s and 2.5s, respec-
tively. These low values demonstrate the feasibility of our proposals on the given computer.
With regard to the re-encryption operation, which is delegated to the service provider, the
execution cost is highly efficient in both proposals since it is completely independent of the
number of attributes in access structures. Indeed, in U-CPABE, the re-encryption operation
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only involves one group multiplication and one pairing operation. On the other hand, in A-
CPABE, the service provider is only required to carry out one modular exponentiation. We
argue that making re-encryption low cost is indispensable in this context because the task is
assumed by a centralized party, the service provider, which has to serve many requests from
many users in the whole system. Therefore, our solutions fulfill this efficiency requirement.

4.8 Conclusions

The enforcement of user and attribute revocations is a challenging problem of Ciphertext-Policy
Attribute-Based Encryption. In this chapter, we have designed two novel CP-ABE schemes
with the direct user and attribute revocation capability. The proposed schemes efficiently
overcome the constraints of the existing solutions in the literature in terms of efficiency and
security. Besides, we integrated the proxy re-encryption techniques into our schemes to securely
relieve unrevoked users of the re-encryption workload. The security analysis and performance
evaluation demonstrate the feasibility of these schemes in practice.
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5.1 Foreword

Cloud-based storage services have been widely adopted for facilitating data storage and data
sharing between remote users. Since data is stored on a platform governed by a centralized
third party which is not fully trusted, there are generally four critical issues to be solved: (1)
data confidentiality, (2) data access control, (3) user privacy, and (4) data availability. The
advent of advanced encryption schemes, such as attribute-based encryption [145,152], provides
a user-centric model, which can be used to encrypt data before outsourcing to ensure data
confidentiality. However, the other issues remain unsolved. First, outsourcing data to a cloud-
based storage service partially deprives a data owner of the ownership. Users must rely on the
service maintaining consistency and operations in accordance with a user-defined access control
policy (2). However, due to legal reasons, for example, data censorship, the service can block
access to data of an individual or a group of users. Even worse, the service can remove all data
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related to some specific users. Second, regarding user privacy (3), a user has to provide its
identity to the service for verification before being granted access to the requested data. This,
however, leads to the user being traceable in the system. The lack of user privacy enables the
service provider to trace all activities of any targeted user or discover the relationship between
data stakeholders, i.e., who shares data with whom. This is not desired in many scenarios, for
example, in healthcare systems, in which patients prefer concealing their identities while sharing
their sensitive Electronic Medical Records (EMR) to healthcare institutions. Observe that
simultaneously preserving data confidentiality (1) and user anonymity (3) is also an efficient
way of resisting data censorship. Indeed, from a philosophical point of view, we state that
if storage nodes have knowledge about neither the content of data nor the real identities of
data stakeholders, they will have no incentives to deny authorized parties access or accept
unauthorized ones access to the data. Hence, the only way for a storage service provider to
remove data pertaining to a certain user is to destroy all data of the whole system that is,
in most cases, not worth doing. The user anonymity is, however, not a trivial work in the
context of data sharing where the data owner has to specify users with whom it wants to
share data, and authorized users need to prove their right before accessing the data. Third,
with the proliferation of applications, such as Internet of Things applications, where a huge
daily volume of data is transferred, stored, and accessed by different actors, such a centralized
approach seems insufficient to handle all data-related requests at peak times, thus decreasing
data availability (4) or potentially leading to a single point of failure (SPOF).

With that being said, we need to rethink the way of efficiently storing, sharing, and pro-
cessing data to give back data ownership in the hands of users as well as protect both user and
data security. This implies a powerful data censorship resistance mechanism. The emergence
of the blockchain technology, which has offered many disruptive solutions in various industries,
makes it a prominent solution in this context. In this chapter, we propose a privacy-preserving
blockchain-based data sharing platform for the InterPlanetary File System (IPFS). The de-
ployment of IPFS [192], which inherits the advantages of many peer-to-peer systems, allows
simultaneously retrieving data from multiple storage nodes, thus removing the risk of SPOF
and improving data availability. The proposed platform is built on top of the public blockchain
and includes three main novel components:

• We propose a revocable predicate encryption scheme for a data owner to ensure data
confidentiality while sharing data with other users. While the private key of each user is
separately computed and given by the data owner to decrypt the data, the data owner is
able to revoke the private keys at will. The scheme incorporates the proxy re-encryption
technique allowing delegating re-encryption tasks to the storage nodes in case that the
data owner wants to revoke some users. This makes the revoked users unable to decrypt
the re-encrypted data.

• We propose a novel mechanism of hiding auditable data access control lists that are stored
on the blockchain and fully managed by the data owners. A user can anonymously prove
its access right over the shared data, without revealing its identity, to request a data
retrieval.

• We present the notation of hidden transaction that prevents adversaries from analyzing
the sender and the recipient that are involved in this one.
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5.2 Related Work

There have been several works targeting user anonymity in the field of peer-to-peer content
distribution networks, such as Freenet [193] and Free Haven [194]. While Freenet allows data
owners to encrypt data with their own names, Free Haven does not provide such an encryption
mechanism to protect data confidentiality against storage hosts. Users in Freenet and Free
Haven can query the networks to retrieve the desired data. The routing protocols in these
systems, which are used to pass requests to data hosts and return the data to requesters,
allow protecting the identities of the data owners and the data retriever at the network layer.
However, these systems do not support any data access control mechanism, making the data
owners unable to restrict access to specific users. Therefore, user revocation, which happens
when the data owners want to update access control lists, cannot be featured in such systems.

In the context of cloud-based storage, Shen et al. [195] attempt to solve user anonymity by
using the group signature technique. In group signature, the group manager computes a master
key (MK) and a system public key (PK). Each user joining the group receives a private key
generated based on MK by the group manager. To access the shared data, a member creates a
signature δ on behalf of the group using its private key. The storage provider verifies the validity
of δ by using PK before granting the user access to the requested data. Verifying δ only allows
the storage provider to determine whether it has been created by a group member, without
revealing the real identity of the signer. This approach, however, has two main drawbacks.
First, group members need to directly interact with the group manager to receive their private
keys before being able to prove their data retrieval right. Second, in this case, the data access
policy is simplified by PK that is used to verify group signatures. Storing access control policy
requires to fully rely on the storage service for enforcement and further updates.

The works in [196, 197] aim at blockchain-based access control solutions, but none of them
rigorously takes user privacy into account. These simply solve data access auditability, mean-
ing that the blockchain engages in recording access control lists and data access activities in
chronological order so that the data owner can audit this information later. However, trivially
storing access control lists on a blockchain, which is accessible to everyone, obviously violates
the privacy of the data stakeholders. In [198, 199], the authors make use of Ciphertext-Policy
Attribute-Based Encryption (CP-ABE), which allows directly enforcing access control lists into
ciphertexts, to protect data confidentiality. The utilization of CP-ABE is promising but still
falls short in preserving user privacy. Indeed, in the CP-ABE schemes, a private key is associ-
ated with a set of attributes while a ciphertext is associated with an access policy. If a user’s
attributes match the access policy, the user is able to decrypt the data by using its private
key. However, the ciphertext must be stored along with the associated access policy which
indicates to the data stakeholders the right way of decrypting the data. In storage systems,
access policies, however, allow deducing sensitive information about the data stakeholders, thus
putting user privacy at risk.

5.3 System and Threat Models

5.3.1 System Model

Our proposed privacy-preserving blockchain-based data sharing platform includes 4 entities
illustrated in Figure 5.1.
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Figure 5.1: The system model of the proposed platform

• Blockchain: is a growing chain of blocks that are validated and chained together. Since
being introduced in 2008 [100] as the underlying technology of Bitcoin, the blockchain
paradigm has attracted great interest from both industry and academia. Later, Ethereum
[101] appeared as the next blockchain generation, which allows for the deployment of
smart contracts. A smart contract is a self-executing computer program stored on the
blockchain and is run by the miners in a trustless way. Once being deployed on the
blockchain, a smart contract cannot be modified. The blockchain and smart contracts
provide the users with integrity, transparency, and autonomy guarantees. Our proposed
platform leverages the use of the Ethereum blockchain to allow users to create smart
contracts for data sharing management.

• InterPlanetary File System (IPFS): is a peer-to-peer protocol [192] using a content-
based addressing technique to enable people worldwide to upload, download, and share
data together in a fast and safe way. IPFS combines the advantages from the success-
ful peer-to-peer systems such as Kademlia Distributed Hash Table [200], Bittorent [201],
Git, and Self-Certified File system [202,203], thus making it a robust decentralized storage
platform, providing quick data block retrieval. Recently, Filecoin [204] has been devel-
oped to expand IPFS to global decentralized storage. Specifically, Filecoin integrates
an economic incentive mechanism into IPFS, allowing users to set a price and rent out
unused disks for storing data of others.

• Data Owner: is any user that stores data on the IPFS. It has the ability to encrypt,
anonymously delegate access rights, and revoke access over the data. Once some users
are revoked, the data owner computes a re-encryption key and sends it to the storage
nodes for re-encrypting the data. Thus, the revoked users are no longer able to decrypt
the data.

• Data Consumer: is anyone authorized to use data shared by data owners.

5.3.2 Threat Model

We formalize the security and privacy requirements that the proposed data sharing platform is
supposed to achieve in the following:
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5.3.2.1 Data Confidentiality

Our model assumes that data is encrypted before outsourcing, making adversaries unable to
decrypt it without the decryption key that is only known to authorized users. In case of
revocation, the shared data is re-encrypted by the proposed proxy re-encryption technique,
preventing the revoked users from decrypting the data. This is also known as forward-secrecy
requirement. It represents the data confidentiality requirement that we aim at protecting.

5.3.2.2 User Privacy

Data owners and consumers anonymously share data in the system without anyone learning any
personal information about them. This also disallows detecting whether two specific users have
ever shared data. This is the targeted user privacy requirement in the design of the proposed
platform.

5.3.2.3 User Unlinkability

User unlinkability implies the impossibility of linking activities made by the same user. For
example, one cannot say whether a user has accessed shared data several times or how many
data sharings that a data owner has made.

5.3.2.4 User-Data Unlinkability

The user-data unlinkability avoids linking any user with any data shared on the proposed
platform.

5.4 The Architecture

This section highlights the main architectural building blocks constituting the platform as
depicted in Figure 5.2.

Figure 5.2: The architecture of the proposed data sharing platform

On the user side, a user interacts with the 4 following internal components to anonymously
share data with others:
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• Data Sharing Engine: This component allows a data owner to specify the data con-
sumers with whom it wants to share the data. It also allows the data owner to construct
as well as update the corresponding auditable hidden access control list L, which is then
stored on the blockchain. The platform is designed as an asynchronous model, mean-
ing that the data consumers are not required to be active (online) when the data owner
shares the data. This component helps the data consumers to detect new data sharing
from others using L.

• CryptoEngine: This component is responsible for all cryptographic operations in the
platform. It computes hidden access control lists following the requests of the Data Shar-
ing Engine and allows encrypting as well as decrypting data to protect data confidentiality.
For data consumers, the component is used to issue proofs of eligibility to access shared
data. Moreover, it also allows constructing hidden transactions among users to protect
their identities.

• KeyManager: This component is responsible for storing and retrieving keys from the
database in an authenticated way.

• Key Database: This component is a secure store of keys on the user side.

On the blockchain side, the platform has two main types of smart contracts:

• Identity Key Smart Contract: The platform has a common contract for users to
register their identity public keys that are anonymously bound to their real identities.
This reassures data owners about the existence of data consumers in the platform before
sharing data with them. In practice, users exchange their public identity keys over a
secure out-of-band channel before sharing data. In case that a user wants to change its
own identity keys, it is required to sign the new public identity key with the old private
identity key and send both the new public key and the resulting signature to the contract.
The mining nodes verify the validity of the signature to update the user’s new public key.

• Data Sharing Smart Contract: A data sharing smart contract is created by a data
owner to manage the location of the shared data on the IPFS and the hidden access
control list that anonymously indicates who has the right to access the data. The data
owner can audit and make changes to the hidden access control list over time. Data
retrieval requests by the data consumers are registered into the contract. These ensure
the transparency and auditability of the activities over the shared data.

5.5 The CryptoEngine and KeyManager Components

For ease of understanding the functioning of the platform, we describe in detail the Cryp-
toEngine and KeyManager. Indeed, these two components contain our main cryptographic
contributions.

5.5.1 KeyManager

The KeyManager component aims at storing and retrieving keys from the Key Database. In
the platform, we classify 4 types of key pairs, each of which has a public key (PK) and a private
key (SK):
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• Identity Keys (iPK, iSK): Each user has one iPK and one iSK which are bound to its
identity in the system. Users exchange their public identity keys in a secure out-of-band
channel to avoid violating their privacy.

• Smart Contract Keys (sPK, sSK): A user can have many smart contract keys which
are used to deploy and manage data sharing contracts. However, one private smart
contract key sSK is allowed to deploy only one smart contract.

• Ephemeral Keys (ePK, eSK): An ephemeral key is a one-time key used to sign all
kinds of transactions, except transactions needing to be signed by sSK.

• Hidden Keys (hPKs−r, hSKs−r): The aim of hidden keys is to obscure the identities of
participants in a transaction with respect to third parties.

5.5.2 CryptoEngine

The CryptoEngine plays a vital role in the platform due to its responsibility for all cryptographic
computations. So, let us describe the functionalities that it supports:

5.5.2.1 Key Generation, Hidden Transaction, and Hidden Auditable Access Con-
trol List

a) Identity, Smart Contract, and Ephemeral Keys Generation:
These three types of keys are generated as depicted in Algorithm 5.1, which depicts the

case of identity keys. The main difference among them lies in their usage purposes as outlined
above.

Algorithm 5.1. Identity Key Generating Algorithm

Input: Given a cyclic group G of order p, generated by G.
Output: iPK, iSK

1: Chooses at random a number x ∈ Z
∗
p.

2: Sets iSK = x and iPK = xG.
3: return iPK, iSK

b) Hidden Key and Hidden Transaction:
In any transaction, the platform aims to protect the identities of both the Sender (S) and

the Recipient (R). Observe that it is straightforward to protect the identity of S by allowing
it to sign the transaction with an ephemeral key. However, preserving the identity of R is
non-trivial work. Intuitively, the transaction needs to be sent to a random address so that
only R can determine that the transaction is intended for it. In our context, R also needs
to know the identity of the sender, thus making the problem more challenging. For example,
upon receipt of a shared data, a data consumer needs to know exactly the identity of the data
owner to determine the corresponding PRE private key for decryption. Therefore, we make
use of hidden keys and hidden transactions to effectively overcome the problem. We assume
that a Sender (S) wants to make a hidden transaction with a Receiver (R). To this end, S
first generates an ephemeral key pair (eSKs = e and ePKs = eG). Next, S takes as input the
public identity key iPKr of R and eSKs, then follows Algorithm 5.2 to obtain a public hidden
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key hPKs−r. Next, S creates a transaction, signs it with the private ephemeral key eSKs, and
sends it to the address of the resulting public hidden key hPKs−r.

Algorithm 5.2. Public Hidden Key Generating Algorithm

Input: eSKs = e and iPKr = xrG
Let H be a collision-resistant hash function: {0, 1}∗ → Z

∗
p

Output: hPKs−r

1: Computes z = H(e.xr.G)
2: Computes hPKs−r = zG + xrG
3: return hPKs−r

R needs to scan the blockchain to determine whether a new hidden transaction inserted
into the blockchain is intended for it. That is, R must be able to correctly compute the
corresponding private hidden key hSKs−r. Given the public ephemeral key ePKs of the hidden
transaction, R uses its private identity key iSKr to compute hPK ′

s−r = H(ePKs.iSKr)G +
iPKr = H(e.xr.G)G + xrG. If (hPK ′

s−r = hPKs−r), the hidden transaction is intended for R,
who can then compute the corresponding private hidden key, hSKs−r = H(e.xr.G) + xr. In
contrast, third parties cannot recompute hSKs−r without iSKr, thus they cannot identify the
receiver of the transaction.

In order for R to know the sender of the hidden transaction, S needs to encrypt its public
identity key iPKs with the public hidden key and embed it into the transaction. Hence, R
computes the private hidden key to decrypt iPKs.

c) Auditable Hidden Access Control List:

An auditable hidden access control list L is composed of a set of hidden public keys of all
the data consumers. The data owner adds or revokes data consumers by adding or removing
their public hidden keys to or from L, respectively. A data consumer wanting to access the
shared data has to issue a proof stating the existence of its hidden key in the list so that the
proof reveals nothing about the consumer’s identity. We achieve this by using a ring signature
scheme which is presented in the following.

5.5.2.2 Ring Signature

Ring signature is a type of digital signature that allows a user to sign a message on behalf of a
group of users, which is arbitrarily formed by the signer at the signing time [103]. A verifier can
only verify whether the signature comes from the group, without knowing exactly the identity of
the signer. Therefore, ring signature provides users with an anonymity guarantee whose extent
completely depends on the ring size. More specifically, a signer takes its private key SKs and all
public keys S = (PK1, ..PKs, ..PKN) of all members in a group of size N to sign a message. A
verifier checks the validity of the signature to determine whether the message was anonymously
signed by a member of S. In this contribution, we purposely use the ring signature scheme of
Herranz et al. [104]. This scheme has been proven computationally efficient and secure in the
random oracle model. Second, this scheme is based on Discrete Logarithm (DL) assumption,
making it compatible with the current cryptosystem in the Ethereum blockchain and removing
the need of deploying another cryptosystem on the user side.

In the platform, the ring signature scheme is used by data consumers to issue proofs of
eligibility to anonymously access the shared data. The intuition behind the proof is that given
an auditable hidden access control list consisting of hidden public keys (R = {hPKi}), an
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authorized data consumer issues a ring signature on a random nonce on behalf of R. While
the resulting signature allows verifying the eligibility of the consumer, it allows neither learning
the consumer’s identity nor linking its sessions. The latter is achieved due to the randomness
of the ring signature, meaning that the signatures of the same consumer are uniformly random
and unlinkable.

5.5.2.3 Predicate Encryption

Ciphertext-Policy Attribute Based Encryption (CP-ABE) is an advanced cryptographic primi-
tive deployed in many data sharing platforms [198,199], and our work described in Chapter 4.
Despite its natural suitability for data sharing systems, CP-ABE incurs privacy issues which
could be a challenge hindering the wide adoption of this encryption approach. Specifically, in
CP-ABE, user private key is associated with its attributes set (S), i.e., age, name, while data is
encrypted with a monotone access structure (P ) realizing a boolean formula that is composed
of attributes and logical operators. Any user with an attribute set matching with P is able
to decrypt the ciphertext. This mechanism thus allows for fine-grained access control over en-
crypted data. However, such an encryption scheme requires storing P along with the ciphertext
to help the user to decrypt it correctly. However, storing P that contains user attributes on
a dishonest storage node obviously violates the privacy of data stakeholders. To overcome the
privacy issue of CP-ABE while still benefiting from its advantages, we build a CP-ABE scheme
supporting hidden access policies from revocable predicate encryption.

a) Introduction of Predicate Encryption:
Predicate Encryption (PE) is generalizing many advanced cryptographic primitives, such

as Identity-Based Encryption (IBE) and CP-ABE. We refer to [205] for its formal definition.
Generally, in a PE scheme, a user private key SKf is associated with a predicate f , whereas
a ciphertext is associated with a set of attributes S. A user can decrypt the ciphertext by
using its private key if S matches the predicate f , i.e, f(S) = 1. In [206], Katz et al. intro-
duce a PE scheme supporting conjunctions, disjunctions, and inner product, which enables the
constructions supporting the evaluations of polynomials, CNF/DNF formulas.

The formal definition of predicate encryption is described as follows [206]:

Definition 5.1. Predicate encryption for the class of predicate F over the set of attributes
∑

consists of 4 following Probabilistic Polynomial Time (PPT) algorithms:

• Setup(1n): The algorithm takes as input the security parameter 1n and outputs a system
public key PK and a master secret key MSK.

• GenKey(MSK): The algorithm takes as input the master secret key SK and a predicate
f ∈ F to output a corresponding key SKf .

• Enc(M, I): The algorithm takes as input the public key PK, an attribute I ∈
∑

, and a
message M in some associated message space. It returns a ciphertext C ← EncP K(I, M).

• Dec(C, SKf): The algorithm takes as input a secret key SKf and a ciphertext C. It
outputs either a message M or ⊥ depending on whether the predicate accepts, i.e., f(I) =
1.

In addition to the payload-hiding, which means data confidentiality protection, the authors
also introduce a new security notion, called attribute-hiding. In fact, this notion was informally
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identified in the context of IBE, which is a subcase of PE. That is, upon receiving a ciphertext
C, the adversary cannot identify the identity for which the message has been encrypted. The
first practical IBE construction proposed by Boneh et al. achieves this notion, which is not
however observed in the original paper. Later, this security notion is described in [207, 208]
which explore the relation between Searchable Encryption and Anonymous IBE (or Attribute-
Hiding IBE). They propose a generic way to transfer an Anonymous IBE into a Searchable
Encryption. Katz et al. further generalize this security notion in PE by the following game
between an adversary and a simulator in the selective model.

• Init: The adversary submits two attributes I0, I1 ∈
∑

, which it wants to attack.

• Setup(1n): The simulator runs the setup algorithm to generate the master key MSK and
the system public key PK. The latter is made available to the public.

• Phase 1 : The adversary adaptively sends key queries according to the predicate f1, f2, .., fn

under the restriction that ∀ifi(I0) = fi(I1). The simulator computes the corresponding
private keys SKfi

= KeyGen(MSK, fi).

• Challenge: A sends two different messages of equal length M0, M1 to the simulator. The
simulator verifies whether there exists an i such that fi(I0) = fi(I1) then M0 = M1.
Otherwise, the simulator chooses a random bit b and sends an encryption of Mb back to
the adversary Cb = EncP K(Ib, Mb).

• Phase 2 : The adversary repeats the phase 1.

• Guess: The adversary guesses the message Mb′ was encrypted. If Mb = Mb′ , the adversary
wins the game.

The high level intuition behind the security game is that the polynomial bounded adver-
sary is unable to guess which message/attribute has been used to construct Cb.

The above security game can be slightly modified to achieve payload-hiding notion. More
specifically, in the Init phase, the adversary only submits one attribute, i.e., I0 = I1.
And in the key query Phase 1 and 2, the adversary is not allowed to ask for private keys
corresponding to a predicate f so that f(I) = 1.

Clearly, developing a CP-ABE scheme from the PE scheme [206] helps solve the privacy issue.
However, such an extended scheme lacks an efficient revocation mechanism to revoke users’
private keys while necessary. This feature is indispensable in data sharing. In this contribution,
we develop a new PE scheme, called Revocable Predicate Encryption (RPE), as an extension
to [206]. The integrated revocation mechanism allows revoking private keys of users. We achieve
it by adapting an efficient proxy re-encryption technique into the scheme. Moreover, RPE also
fulfills the forward secrecy requirement. That is, when a data owner revokes some users, it
computes a re-encryption key and securely sends it to the storage nodes for re-encrypting the
shared data. Thus, the revoked users are no longer able to decrypt the re-encrypted data even
if the storage nodes are physically corrupted afterward. The computation of a re-encryption
key is computationally lightweight. Therefore, this approach relieves the data owner from the
workload of downloading and re-encrypting the shared data. We now detail our RPE scheme
and then introduce a way of building a CP-ABE scheme supporting hidden access policies from
RPE.

b) Revocable Predicate Encryption (RPE):
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Definition 5.2. The Lagrange interpolation allows rebuilding a polynomial P(x) of degree t
from a set of (t + 1) points S = {xi, P(xi)}i=0..t through the following formula:

P(x) =
t∑

i=0

P(xi)∆i,S(x); ∆i,S(x) =
∏

i6=j;j∈[0,t]

x − xj

xi − xj

The RPE scheme consists of the following functions:
Setup(1k): Given a security parameter k, the system generates a cyclic group G of compos-

ite order N = p.q.r where p, q, r are large prime numbers. Let Gp,Gq,Gr be groups generated
by gp, gq, gr, respectively. Let ê be an efficient pairing function over G such that ê : G×G → GT.
Let H be a collison-resistant hash function such that H : {0, 1}∗ → G.

To generate the master key (MSK) and pubic key (PK), the system randomly chooses
R1,i, R2,i ∈ Gr and h1,i, h2,i ∈ Gp. Next, it chooses γ ∈ Z

∗
p, h ∈ Gp and computes:

MSK =(p, q, r, gq, h−γ, {h1,i, h2,i}
n
i=1)

PK =(gp, gr, Q = gqR0, P = ê(gp, h)γ,

{H1,i = h1,iR1,i, H2,i = h2,iR2,i}
n
i=1)

(5.1)

To support revocation, the system first chooses a random number z ∈ Z
∗
p, then forms a random

polynomial P of degree t, which allows simultaneously revoking t users:

P (x) =
t∑

i=0

pix
i where: P (0) = z. (5.2)

The system chooses a random number a ∈ Z
∗
p then computes a master revocation key MRK,

an initial unrevocation proof URP, a public revocation key PRK:

MRK = z; PRK = (gz
p, ga

p); URP = gaz
p (5.3)

Encrypt(x, M , PRK): To encrypt a message m with a vector x = (x1, x2, .., xn), where xi ∈ Z
∗
N ,

the algorithm randomly selects s, α, β ∈ Z
∗
N and R3,i, R4,i ∈ Gr, computes:

C =(C ′ = mP sê(gz
p, ga

p)s, C1 = gs
p,

{C1,i = Hs
1,iQ

αxiR3,i, C2,i = Hs
2,iQ

βxiR4,i}
n
i=1)

(5.4)

KeyGen(v, MSK): To generate a private key for a user associated with a vector v = (v1, v2, .., vn),
the algorithm chooses random numbers r1,i, r2,i ∈ Z

∗
p, where i = 1..n. Then, it continues picking

randomly f1, f2 ∈ Z
∗
q, R5 ∈ Gr and Q6 ∈ Gq. It generates the private key for the user:

SKv =(K = R5Q6h
−γ

n∏

i=1

h
−r1,i

1,i h
−r2,i

2,i ,

{K1,i = gr1,i
p gf1vi

q , K2,i = gr2,i
p gf2vi

q }n
i=1)

(5.5)

The algorithm associates each user with a unique number num. It also sends to the user the
initial unrevocation proof URPinit and an unrevocation key urk. The unrevocation proof URP
is a complementary element used to decrypt data, and will be securely updated by the user
using urk as soon as a new revocation happens. The urk of the user is computed:

urk = P (num) (5.6)
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SKeyUpdate(MRK, L): Suppose that the system wants to revoke n users associated to a list
of n unrevocation keys L = {urki}i=1..n. If (n < t), the system picks (t − n) random numbers
j, such these numbers were and will be never used again, and computes urkj = P (j). Next,
the system chooses ã ∈ Z

∗
p and computes an unrevocation update PU:

PU = (hã, {i, hãurki}i=1..t) (5.7)

UKeyUpdate(PU, urkx): Given PU, an unrevoked user x uses its unrevocation key urkx to
update the unrevocation proof according to the Lagrange Interpolation. This function does not
work for revoked users.

URPnew = gãz
p = g

∆x,PU(0).ã.urkx

p

t∏

i=1

g
∆i,PU(0).ã.urki

p (5.8)

RKeyGen(URPold = gaz
p , URPnew = gãz

p ): To compute a re-encryption key, an unrevoked
user takes URPold and URPnew as inputs, then selects random numbers X ∈ GT, r ∈ Z

∗
N and

computes a re-encryption key:

kre = (g−az
p H(X), gr

p, Xê(gã
p , gz

p)r) (5.9)

Re-encryption(C, kre): Using a re-encryption key, the storage node re-encrypts the ciphertext
by converting the element C ′ in the original ciphetext C into C ′

re:

C ′
re = C ′ê(g−az

p H(X), C1) = mP sê(H(X), gs
p) (5.10)

The re-encrypted ciphertext would be:

Cre = (C ′
re = mP sê(H(X), gs

p),

C1 = gs
p, Cr = gr

p, Cx = Xê(gã
p , gz

p)r,

{C1,i = Hs
1,iQ

αxiR3,i, C2,i = Hs
2,iQ

βxiR4,i}
n
i=1)

(5.11)

Decryption(C/Cre, SKv, URP): Depending on the type of ciphertext, a user decrypts it by
using its private key.

- To decrypt an original ciphertext C, the user follows the below formula:

m̃ =
C ′ê(C1, K)

∏n
i=1 ê(C1,i, K1,i)ê(C2,i, K2,i)

ê(URP, C1)

= mê(gq, gq)
(αf1+βf2)<x,v>

(5.12)

- To decrypt a re-encrypted ciphertext Cre, an unrevoked user uses the updated unrevocation
proof URPnew to compute:

X =
Cx

ê(URPnew, Cr)
=

Xê(gã
p , gz

p)r

ê(gãz
p , gr

p)
(5.13)

Then, the user derives the message from the formula:

m̃ =
C ′

reê(C1, K)
∏n

i=1 ê(C1,i, K1,i)ê(C2,i, K2,i)

ê(H(X), C1)

= mê(gq, gq)
(αf1+βf2)<x,v>

(5.14)
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We observe that if < x, v >= 0, the user obtains m̃ = m, the exact plaintext.
c) Constructing CP-ABE scheme supporting hidden policy:
In a CP-ABE scheme, the ciphertext is associated with an access policy while the private

key of a user is associated with its identifying attributes. Therefore, to construct a CP-ABE
scheme supporting hidden policies from RPE, we only need a preprocessing stage to efficiently
convert an access policy into an encryption vector x, and convert a set of attributes into a
key vector v. If the set of attributes matches the access policy, implying that < x, v >=
0, the user with the private key related to v can decrypt the data encrypted with x. To
this end, we adopt the conversion strategy proposed in [209] for converting arbitrary boolean
formulas and sets of attributes into 2d elements vectors over ZN in which d is the number
of attribute categories such as companies, departments, job positions, and seniority. Each
attribute category can be assigned to different values. An example of such boolean formula is:

A = (Department = Research) OR (Job Position = IT Engineer AND Seniority = Senior)
We now briefly describe the way of converting A composed of 3 attribute categories into a

23-element vector. Suppose that H is a collision-resistant hash function which maps an arbitrary
input to ZN : H : {0, 1}∗ → ZN . The multivariate polynomial is constructed as follows:

p(x1, x2, x3) = r(x1 − a1) + (x2 − a2)(x3 − a3).

= 0x1x2x3 + 0x1x2 + 0x1x3 + x2x3 + rx1 − a3x2 − a2x3 − ra1 + a2a3.
(5.15)

where r ∈ ZN , a1 = H(Department||Research), a2 = H(Job Position|| IT Engineer) and
a3 = H(Seniority||Senior).

The reason that we multiply (x1 −a1) with a randomly chosen number r is to avoid the fact
that p(x1, x2, x3) = 0 while neither (x1 − a1) nor (x2 − a2)(x3 − a3) is equal to 0. By uniformly
choosing r over ZN , such an event only happens with a negligible probability O( 1

N
).

v = [0, 0, 0, 1, r, −a3, −a2, a2a3 − ra1]. (5.16)

We suppose that a user has a set S of attributes, including Research, IT Engineer, and
Senior, we convert S into an 8-element vector as follows:

x = (a1a2a3, a1a2, a1a3, a2a3, a1, a2, a3, 1). (5.17)

From now, < x, v >= 0 which also means that the attribute set S satisfies the boolean
formula, thus enabling the user to decrypt the message encrypted with A.

5.6 Privacy-Preserving Blockchain-based Data Sharing

Platform

In this section, we detail the operations during data sharing in the platform.

5.6.1 User Registration

To use the platform, a user first needs to register with the public identity key smart contract
deployed on the blockchain. To this end, it creates a wallet containing a public and private
identity key (iPK, iSK) according to Algorithm 5.1. Then, the user sends iPK to the contract
for registration. We emphasize that the identity keys represent the user identity and as such
they should be carefully used not to violate user privacy.
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5.6.2 Sharing Key Distribution

A data owner uses RPE to encrypt the data shared with data consumers. Therefore, it needs
to share decryption keys with the data consumers for decryption. To this end, the data owner
specifies a set of attributes representing each of them. Then, for each attribute set, it runs
a KeyGen operation, as described in our RPE scheme, to obtain a RPE private key for the
consumer. Simply sending a transaction which includes the RPE private key to the public
identity key iPKc of the consumer will obviously violate its privacy. Moreover, there might
be many other data owners sending RPE private keys to the same consumer, making it an
appealing target to attackers. In order to deal with this concern, the data owner creates a
hidden transaction as described in Algorithm 5.3 and sends it to the blockchain. By scanning
the blockchain, the intended consumer knows the arrival of a hidden transaction. It then
computes the private hidden key hSKo−c which is used to decrypt σ1 and σ2 to obtain the
RPE private key and the public identity key iPKo of the data owner. Then, the consumer
inserts a pair of iPKo and the RPE private key into its local storage for future usage. By doing
so, even if third parties intensively analyze the hidden transaction, they cannot determine the
users involved in the transaction.

Algorithm 5.3. Constructing a key distribution transaction

Input: iPKc and a RPE private key.
Output: A hidden transaction.

1: Computes a public hidden key hPKo−c with the consumer.
2: Creates an encryption σ1 of iPKo under hPKo−c.
3: Creates an encryption σ2 of the RPE private key under hPKo−c.
4: Creates a transaction including (σ1, σ2) and signs it with a newly generated private

ephemeral key eSK.
5: return The resulting hidden transaction.

5.6.3 Data Uploading

Before uploading data to the storage network, a data owner first generates a smart contract
key pair (sPK and sSK). It then creates and deploys a new smart contract by using sSK on
the blockchain. In this contract, sPK is declared as the public key of the contract owner who
has all rights over it. In principle, one smart contract only manages one upload. An upload is
referred to as a set of data that is simultaneously encrypted under the same access policy using
RPE. Then, the data owner can start uploading the encrypted data onto the IPFS and, in turn,
receives the address where the data is stored. The address is a hash of the encrypted data and
can also be used to verify the integrity of the data. Finally, the data owner sends a transaction
signed by sSK to the smart contract to declare the address for future data retrieval.

5.6.4 Data Sharing

To share data with a set of data consumers, a data owner specifies a hidden access control list
LhP K corresponding to these consumers as illustrated in Figure 5.3 . Each element in the list
contains two objects. The first is a public hidden key hPKi corresponding to a consumer i,
computed from Algorithm 5.2. The second is an encryption of the public identity key iPKo

of the data owner with hPKi. This object is important for the data consumers to determine
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Next, a re-encryption key kre is generated by one of the legitimate consumers by carrying out
a RKeyGen operation. This key is encrypted with the public keys of the storage nodes and
is then sent to them for the re-encryption phase. The revoked consumers are then unable to
decrypt the re-encrypted data.

5.7 Security and Privacy Analysis

This section aims at proving that the proposed platform fulfills all the security and privacy
requirements defined in the section 5.3.2.

5.7.1 Data Confidentiality

5.7.1.1 Security Proof of the Revocable Predicate Encryption (PRE)

As we apply the same revocation mechanism as the one introduced earlier in Chapter 4, the same
security proof also applies in the context of PRE. This also shows how flexible our revocation
mechanism is to make it compatible with many attribute-based encryption schemes.

To ease the security proof of the RPE scheme, we first define a Basic Encryption scheme as
follows:

setup: Let G be a cyclic group of order p, generated by a generator gp. The system chooses
two random numbers a, z ∈ Z

∗
p, then computes a master revocation key MRK = z, a public

revocation key PRK = (gz
p, ga

p), and an unrevocation proof URP = gaz
p . Users knowing URP

will be considered legitimate and able to decrypt shared data whereas the others are considered
revoked.

encrypt: To encrypt a message m, one first picks at random s ∈ Z
∗
p and computes the

ciphertext

C = (gs, mê(ga
p , gz

p)s). (5.18)

decrypt: To decrypt the ciphertext, an authorized user uses its URP and computes:

m =
mê(ga

p , gz
p)s

ê(gs
p, gaz

p )
(5.19)

Revoked users who do not know URP need to compute ê(ga
p , gz

p)s from a tuple of (ê, gz
p, ga

p , gs
p).

However, the possibility of achieving that is negligible under the Decisional Bilinear Diffie-
Hellman (DBDH) assumption [210]. Thus, the Basic Encryption scheme is provably secure
under the DBDH assumption.

The RPE scheme is developed on the PE scheme in [206], and can be thought of as a
combination of two separate encryption schemes including the Basic Encryption scheme and the
PE scheme. The two systems are separate in design and all random secrets are independently
chosen at random for each scheme. Both schemes are securely proven under the standard
assumption, making RPE secure, too.

5.7.1.2 Forward Secrecy

This security requirement guarantees that revoked users are unable to decrypt the data shared
with them in the past even in the case that they can compromise the storage nodes and retrieve
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the encrypted data. In the platform, once some users are revoked access to encrypted data, the
data owner generates a re-encryption key and sends it to the storage nodes to re-encrypt the
data that only un-revoked users can decrypt by using their private keys. For revoked users to
decrypt the re-encrypted data, they need to compute X from the element Cx = Xê(gã

p , gz
p)r by

using related available information, a tuple of (gp, gã
p , gz

p, gr
p). This is, however, unfeasible under

the DBDH assumption.

5.7.2 User Privacy

To share data with a set of data consumers, the data owner S deploys a new data sharing
smart contract with a random smart contract key pair (sPK and sSK). The privacy of
the data owner is thus protected. To anonymously include a data consumer (R) into the
hidden access control list (L), S generates a public hidden key (hPKs−r) to R. Hereby, L
is composed of the public hidden keys of all the authorized data consumers, and is stored
on the blockchain. We now prove that hPKs−r does reveal any information about neither S
nor R. As described in Algorithm 5.2, hPKs−r is computed based on an ephemeral key pair
(eSKr = e; ePKr = eG) and the public identity key (iPKr = xrG) of R so that hPKs−r =
H(e.xr.G)+xrG. Therefore, in order to identify the data consumer who has been included into L
by hPKs−r, an adversary has to try the public identity keys {iPKk}k=1..N of all N candidates
to recompute the corresponding public hidden key hPKs−k and compare it with hPKs−r.
However, given the available information (ePKr = eG, hPKs−r) and {iPKk = xkG}k=1..N , it is
computationally infeasible to compute hPKs−k. Indeed, given (ePK = eG and iPKk = xkG),
the adversary cannot obtain e.xk.G, which is required in Step 1 of Algorithm 5.2, due to the
Discrete Logarithm Complexity assumption.

5.7.3 User Linkability

We prove that an adversary cannot link activities done by a specific user. For data sharing, a
data owner uses a different smart contract key pair (sPK, sSK), which are one-time keys, to
deploy a smart contract. This is, thus, impossible to link two contracts made by the same data
owner. Similarly, in each data sharing, a data consumer i is represented by a hidden key pair
(hPKi and hSKi), in which the public hidden key is stored on the blockchain and used to prove
the right to access the shared data. The hidden key pair is generated randomly for every data
consumer in every data sharing. In other words, if a data consumer is involved in N data sharing
contracts, it will have N hidden key pairs, which are computationally indistinguishable, thus
making data consumers anonymous across all the smart contracts. Within one smart contract,
the adversary cannot distinguish the access sessions of the same user due to the randomness
of the ring signature scheme. Hence, we conclude that it is impossible to link activities of the
same user over the whole system.

5.7.4 User and Data Linkability

This is the result of the combination of the above security and privacy guarantees. Indeed, both
the confidentiality of data and user privacy is protected, making it impossible to determine
which user has accessed which data.
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Table 5.1: Deployment cost measurement of smart contracts

Contracts Transaction Cost (gas) Execution Cost (gas) Total Deployment Cost (gas)
Identity Key Contract 641176 446080 1087256
Data Sharing Contract 1318303 951831 2270134
Ring Signature Contract 2442294 1802498 4244792

5.8 Performance Evaluation

In this section, we evaluate the performance of the platform by measuring the computational
costs of the computationally heavyweight operations performed by the users as well as the costs
of deploying the smart contracts on the blockchain.

5.8.1 Evaluation of the Smart Contract Deployment Cost

The Ethereum blockchain is maintained by miners that are responsible for verifying and adding
transactions into the blockchain. Therefore, all operations must be paid to the miners to be
executed on the blockchain. Specifically, gas is the unit of measurement that defines the amount
of computational effort needed to execute an operation. To initiate a transaction, a sender must
specify two variables: gas limit and gas price. The former indicates the maximum amount of
gas that the sender is willing to pay for the transaction while the latter indicates the price
of gas. The gas price is set based on ETH, the underlying cryptocurrency of the Ethereum
blockchain.

In the platform, there are 3 main types of contract: the Identity Key contract, the Data
Sharing contract, and the Ring Signature contract. All these are written in the Solidity lan-
guage. As explained above, the Identity Key contract allows new users to register to join the
sharing system. To outsource an upload, which could be a set of data, the data owner deploys
a Data Sharing contract that allows managing anonymous and auditable access control as well
as registering the location of the data on the IPFS network. We separately deploy a Ring
Signature contract which can be called by the Data Sharing contracts to verify the eligibility of
data consumers. The ring signature scheme is implemented on the curve ECSecp256k1, which
is standardized by SECG [211]. We also open the source code of the smart contracts in [212].
The deployment costs of the smart contracts are illustrated in Table 5.1.

5.8.2 Evaluation of Computationally Heavyweight Operations

(a) Execution time of the ring signature (b) Execution time of RPE

Figure 5.4: Time execution measurement of the ring signature and RPE schemes.
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On the user side, the main computational burden is caused by the cryptographic operations
which are performed on their devices such as PC or mobile. We observe that the generation of
keys or hidden access control lists requires a small number of lightweight operations, including
additions and multiplications. Therefore, we concentrate on the computation costs of the
heavyweight operations which can also vary and depend on the context: the ring signature and
revocable predicate encryption schemes. With regard to the ring signature scheme, it consists of
signing and verifying operations. While the former is performed by data consumers, the latter
is performed by the blockchain miners and is implemented in the Ring Signature contract given
in [212]. Due to the huge computation capacity of the blockchain miners, the verifying operation
can be done nearly instantly. However, for the completeness of the demonstration, we show the
costs of both operations when being carried out on the experimental computer.

We implement the RPE and the ring signature schemes on a computer with Core i7 2.81GHz
processor and 8Gb RAM. The ring signature scheme is implemented on the curve ECSecp256k1
as mentioned above whereas the revocation predicate encryption scheme is implemented on the
curve y2 = x3 + x over a field of composite order. In this experiment, the length of each
prime number composing the order is 512 bits. The curve allows performing pairing of type
A1, the pairing over a group of composite order, which is the core building block of RPE. The
performance of RPE is measured according to the dimension of encryption vectors whereas the
performance of the ring signature scheme is evaluated based on the number of members in a ring.
As illustrated in Figure 5.4, the ring signature scheme is practical as it takes less than 2.5s to
create a signature on behalf of a large group of 100 members. Moreover, the signature verifying
algorithm only requires 1s for such a signature, respectively. However, the revocable predicate
encryption is slightly inefficient as encrypting a message with a 10-dimensions vector requires 50s
and the decryption requires 7.5s, accordingly. The inefficiency of RPE is due to the expensive
cost of the cryptographic operations performed over a pairing group of composite order, such as
the pairing and the modular exponentiation. In [213], Freeman develops a method to convert
cryptosystems built on composite-order groups, including the original predicate encryption
scheme [206], to prime-order groups to improve performance. Applying this method in RPE
helps to greatly reduce the computational overhead. Indeed, on our given computer, performing
a pairing over a prime-order group is around 33 times faster than the same operation over a
comparable composite-order group (15ms versus 500ms). Similarly, 35 times is the improvement
factor with regard to the modular exponentiation.

5.9 Conclusions

In this chapter, we presented a data sharing platform to ensure four critical requirements
necessary for constituting a robust platform, which are data confidentiality, data access control,
user privacy, and data availability. To achieve these purposes, we leveraged the blockchain
technology as well as various cryptographic primitives. In the proposed platform, we not
only provided secure end-to-end encryption for data storage and sharing but the guaranteed
user privacy and auditable access control mechanism also added more value onto the platform,
making it more attractive compared to traditional systems especially in the contexts where user
privacy matters. In addition, the improvement of data availability is also achieved thanks to the
high performance content distribution system. To evaluate the practicability of the platform,
we succeeded to prove the privacy and security requirements as defined in the section 5.3.2.
We also implemented and measured the performance of the necessary smart contracts and the
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integrated cryptographic primitives built in concordance with the proposed architecture of our
privacy-preserving data sharing platform.
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6.1 Foreword

In this chapter, we summarize the contributions of this dissertation and highlight the possible
future extensions that could be promising to further develop our proposed solutions to make
them usable in other use cases.

6.2 Conclusion

In this dissertation, we present our different approaches to enable secure data storage and
data sharing which are fundamental in the nowadays digital transformation wave. To this end,
we concentrated on two of necessary components constituting such solutions: authentication
protocols and secure data sharing schemes. For each, we not only investigated the underly-
ing problems of existing solutions to propose effective improvements but also presented new
approaches, which include additional security and privacy features.

Password-based authentication protocols remain the most practical authentication method
regardless of the inherent vulnerability to dictionary attacks. Many efforts have been made to
make the protocols stronger by implementing them on the TLS protocol, which relies on CA-
based PKIs, or incorporating more authentication factors such as smartcard, and biometry. Our
first contribution in this dissertation was to leverage the signcryption technique to introduce a
new paradigm of designing PAKE protocols, which allow two parties to mutually authenticate
each other and negotiate a secure session key without relying on any additional centralized
infrastructure. We proved the security of the proposed protocol, namely PSKE, in the Find-
then-Guess Model which has been widely accepted and become a reference for PAKE protocol
designs. Moreover, we also showed that PSKE outperforms the existing PAKE protocols in
terms of both the communication and computational costs.
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Besides proposing improvements on the traditional authentication approach, as the second
contribution in this dissertation, we leveraged the blockchain technology to propose a privacy-
enhancing decentralized public key infrastructure for digital identity management. The pro-
posed infrastructure is then the base layer to design authentication protocols with desirable
security and privacy guarantees. More concretely, the proposal puts the management of identi-
ties to the hands of users. Users are responsible for all operations over their identities, including
registration, update, revocation, and recovery without relying on any centralized entities. All
these operations are then publicly verifiable by the identity owners due to the transparency
and consistency of the Ethereum blockchain, which is the smart contract platform chosen to
illustrate this contribution. Generally, the transparency of the blockchain paves the way for
harming user privacy if the infrastructure is not properly and securely designed. Our proposed
key decoupling mechanism and anonymous key registration allows avoiding these potential risks.
We also discussed some applications of the proposed DPKI in the context of data storage and
sharing and others.

The more people move towards data outsourcing solutions, the more complex security risks
concerning data access control that service providers need to deal with to ensure the safety
of a huge volume of data. To reduce reliance on the service providers with respect to data
confidentiality in the context of group-based data sharing, and as a third contribution of this
dissertation, we presented a forward-secure data outsourcing solution. The aim of the proposal
is to strengthen the security of existing systems by providing users with effective means of pro-
tecting data confidentiality which incorporates an additional security notion, called forward-
secrecy. Due to the flexibility of our proposed solutions, data owners have the right to flexibly
define access control policies on their outsourced data so that only authorized users can de-
crypt the data. In the system model, the service providers only play the intermediary role
of transferring encrypted data between users and they are incapable of decrypting the data
without the explicit permission from the data owners. In addition, the forward-secrecy notion
also reinforces the security of the system. It ensures that revoked users can no longer decrypt
the data previously shared with them.

Moving beyond the traditional approach, in the fourth contribution of this dissertation,
we leveraged the blockchain technology to present a new way that users outsource and share
data. The proposed data sharing platform was constructed to simultaneously ensure data
confidentiality, fair data access control, data availability, and user privacy. Whereas many
users are still hesitant to use centralized services due to potential risks concerning user privacy
and data availability, the combination of these four mentioned factors makes it a valuable
platform in practice, thus extending the user base. Indeed, the third contribution mainly
targets the data confidentiality protection for any arbitrarily-sized group of users, there still
exist issues related to user privacy, data censorship and even data availability in the centralized
approach. More specifically, the providers can still identify who is sharing data with whom
or the relation between parties involved in some outsourced data. The fourth contribution is
therefore introduced to effectively solve all these issues.

6.3 Future Work

In the dissertation, we focused on building two-party authentication and key exchange protocols,
including PSKE and protocols that can be built on top of the proposed DPKI. However, the
applicability of these protocols are evidently not limited to this context as digital authentication
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is mandatory in any applications in which user identity needs to be verified before being granted
access to required services. We discuss the possible extensions of the protocols which could lead
to more use cases.

With respect to PSKE, an extension to a three-party setting, in which the mutual authenti-
cation between two users are mediated by an honest-but-curious server, could be possible. More
specifically, two users share with the server two distinct passwords and try to authenticate each
other based on these passwords. The term honest-but-curious means the server follows the
prescribed protocol but tries to extract as much information as possible based on the available
information. The idea of the three-party setting has been investigated in the literature [214,215]
and formally refined by Abdalla et al. [5]. In addition to a formal security for PAKE proto-
cols in a three-party setting, Abdalla et al. also proposed a generic way to securely convert a
two-party PAKE to a three-party PAKE protocol. Our future work of PSKE could follow this
strategy and apply more performance optimizations to propose an efficient construction.

Regarding the privacy-enhancing decentralized public key infrastructure, we would like to
extend the infrastructure by integrating an anonymous credential system [216]. Specifically,
an anonymous credential system allows users to make assertions about their identity while
maintaining privacy. For example, a user receives a credential which contains a set of attributes
describing itself, i.e., name, age, country, and which is signed by the government, which is
commonly called credential issuer. The signing procedure in this context is realized via blind
signature schemes [113, 217]. This is to ensure that the credential issuer does not know what
it signs but is still convinced that the signing data is constructed correctly and valid. This
property of the blind signature schemes guarantees user privacy requirement even in the case
that the credential issuer and verifier collude to correlate the user’s activities. Moreover, an
anonymous credential system also supports minimal information disclosure. That is, the user
is allowed to show only necessary information which is required by the credential verifier while
hiding the rest of information in the credential. Advanced techniques like zero-knowledge proofs
and commitment schemes also allow proving that some attributes signed by the credential issuer
satisfy some conditions without revealing what these attributes are. A typical example of this
context is that a user can prove that its age is in a range, i.e., [18, 30], without revealing the
real age. As user privacy is a priority requirement in the proposed DPKI, the integration of an
anonymous credential system would help broaden the use cases of our proposal.

Both data sharing solutions proposed in the dissertation are quite complete. The potential
extensions to these works would lie in the implementation and deployment over a large scale
system to obtain better evaluation of the system performance and users satisfaction. In partic-
ular, the decentralized data sharing platform was designed to run on the Ethereum blockchain,
which is actually expensive in terms of storage and execution of the deployed smart contracts.
Even though Ethereum has been proven to be the leading technology in the smart contract
platform space due to many aspects, i.e., the global distribution of nodes participating in se-
curing the blockchain, a huge community supporting the platform, and a rich set of toolkits
facilitating the smart contract development, there have been many other promising platforms
emerging to compete each other. Cardano [84] and Algorand [85] are two of them, which apply
scientific approaches to provide provably secure consensus mechanisms. However, these are still
at early days of development compared to Ethereum. Once the developments are finished, the
migration of our platform to these blockchains with the aim of optimizing even more is also
part of our perspective.
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