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Titre : Méthodes d’apprentissage profond et avancements pour la crimi-
nalistique des images.
Mots-clés : Criminalistique des Images, Reconnaissance de Caméras, Compression basée sur

l’Intelligence Artificielle, Protocoles d’Évaluation, Contre-Criminalistique.

Résumé : Le volume de don-
nées visuelles numériques augmente
considérablement d’année en années.
En parallèle, l’édition d’images est
devenue plus facile et plus précise.
Les modifications malveillantes sont
donc plus accessibles. La criminal-
istique des images fournit des solu-
tions pour garantir l’authenticité des
données visuelles numériques. La
reconnaissance de la caméra source
et la détection des images falsi-
fiées sont notamment les tâches prin-
cipales. Tout d’abord, les solu-
tions étaient des méthodes clas-
siques basées sur les artéfacts pro-
duits lors de la création d’une im-
age numérique. Puis, comme pour
d’autres domaines du traitement
d’images, les méthodes sont passées
à l’apprentissage profond. Dans un
premier temps, nous présentons une
étude de l’état de l’art des méth-
odes d’apprentissage profond pour la
criminalistique des images. Notre
étude de l’état de l’art souligne le
besoin d’appliquer des modules de
pré-traitement pour extraire les arté-
facts cachés par le contenu des im-
ages. Nous avons aussi mis en

avant les problèmes concernant les
protocoles d’évaluation de la recon-
naissance d’image. De plus, nous
abordons la contre-criminalistique et
présentons la compression basée sur
l’intelligence artificielle, qui pour-
rait être pris en compte comme une
attaque. Dans un second temps,
cette thèse détaille trois protocoles
d’évaluation progressifs qui abordent
les problèmes de reconnaissance de
caméras. Le protocole final, plus fi-
able et reproductible, met en avant
l’impossibilité des méthodes de l’état
de l’art à reconnaître des caméras
dans un contexte difficile. Dans
un troisième temps, nous étudions
l’impact de la compression basée
sur l’intelligence artificielle sur deux
tâches analysant les artéfacts de com-
pression : la détection de falsifica-
tions et la reconnaissance du réseau
social. Les performances obtenues
montrent d’une part que cette com-
pression doit-être prise en compte
comme une attaque, mais qu’elle
mène à une baisse plus importante
que d’autres manipulations pour une
dégradation d’image équivalente.
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Abstract: The volume of digi-
tal visual data is increasing dramat-
ically year after year. At the same
time, image editing has become eas-
ier and more precise. Malicious mod-
ifications are therefore more accessi-
ble. Image forensics provides solu-
tions to ensure the authenticity of
digital visual data. Recognition of
the source camera and detection of
falsified images are among the main
tasks. At first, the solutions were
classical methods based on the arti-
facts produced during the creation of
a digital image. Then, as in other
areas of image processing, the meth-
ods moved to deep learning. First,
we present a state-of-the-art survey
of deep learning methods for im-
age forensics. Our state-of-the-art
survey highlights the need to ap-
ply pre-processing modules to ex-
tract artifacts hidden by image con-
tent. We also highlight the problems
concerning image recognition evalua-
tion protocols. Furthermore, we ad-
dress counter-forensics and present
compression based on artificial intel-

ligence, which could be considered as
an attack. In a second step, this the-
sis details three progressive evalua-
tion protocols that address camera
recognition problems. The final pro-
tocol, which is more reliable and re-
producible, highlights the impossibil-
ity of state-of-the-art methods to rec-
ognize cameras in a challenging con-
text. In a third step, we study the
impact of compression based on ar-
tificial intelligence on two tasks ana-
lyzing compression artifacts: tamper
detection and social network recog-
nition. The performances obtained
show on the one hand that this com-
pression must be taken into account
as an attack, but that it leads to a
more important decrease than other
manipulations for an equivalent im-
age degradation. Future perspec-
tives could be: i) the use of loss
functions dedicated to pair similar-
ity, such as contrastive of triplet; ii)
the creation of a database including
AI-based compression for the detec-
tion of double compression.
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1 INTRODUCTION

1 Introduction
Nowadays, the volume of digital visual data (images and videos) increases signif-
icantly year after year. Image statistics have tripled between the beginning and
the end of the last decade, from photos taken around the world to images posted
on social networks (see Fig. 1). This growth in digital visual data is due in part to
the development of new technologies (e.g., smartphones) and social media, which
are increasingly present in our daily lives. At the same time, photo editing soft-
ware are becoming more powerful and easier to use. With the rise of social media,
these tools are even integrated into some smartphone apps, such as Instagram or
Snapchat. When image editors first appeared, their purpose was to modify and
improve the quality of images by changing their mathematical statistics. With
their improvement, they were used to modify the content of digital visual data
(e.g., facial filters on Instagram). Thus, these image editors can be used to tamper
images by changing the semantic meaning of a photo or video (e.g., fake news).
Notably, deep fakes have been quite famous in recent years, with some examples
altering the reputation of American presidents.

Figure 1: Evolution of images statistics between the beginning and the end of the
last decade. Photo taken around the world and posted on Facebook. (numbers
from Statista)

Digital Image Forensics (DIF) (Redi et al. 2011) represents a relatively new
field whose objective is to guarantee the authenticity of digital visual data. DIF
provides tools to blindly analyze images and give information about their origin or
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content. In fact, among the tasks of DIF, two main objectives stand out, namely:
detection of forgeries and recognition of the source camera (i.e. sensor recognition).
Originally (i.e., around 2005), to achieve these goals, many classical methods were
designed, implemented and tested on different databases. Most of them were based
on the analysis of mathematical statistics of images. As in several other areas
of image processing, such as object detection or face recognition, new approaches
based on Deep Learning (DL) and mainly on Convolutional Neural Network (CNN)
have emerged and have surpassed the traditional approaches. The emergence of
Artificial Intelligence (AI) architectures for DIF applications appeared later than
for the other domains of image processing. However, the literature is already vast
and this thesis analyzes the impact and advances of the DL on the DIF.

Thesis Outline

This chapter presents the background of the two domains that are addressed in
this thesis: Deep Learning (DL) and Digital Image Forensics (DIF). The chapter
2 presents a comprehensive description of DL based approaches in terms of pre-
processing step (unlike most other domains, raw images are rarely used directly
as inputs), model architectures, databases, performances and associated metrics.
Anti- and counter-forensic methods, classical and based on DL, are also discussed
to provide a comprehensive overview. The chapter 3 is entirely devoted to camera
recognition, and notably protocols to address issues from the literature. The chap-
ter 4 tackles the impact of AI-based compression on DIF tasks, such as forgery
detection or social network recognition. The thesis ends in chapter 5, with con-
clusions and future perspectives.

1.1 Digital Image Forensics

Images and videos play an essential role in digital communication, and they can be
used as evidence for personal (social networking), legal (trial) or security (surveil-
lance, police investigation) purposes. Therefore, verifying their source and authen-
ticity is a crucial aspect to avoid any malicious use. However, as editing software
are easy to access and use, falsified contents are becoming more common and
increasingly difficult for humans to distinguish. Digital Image Forensics (DIF)
emerged as a new solution to this type of malicious image editing, providing tools
to blindly examine images and their mathematical statistics. The methods were
first based on the analysis of these mathematical statistics, called artifacts in the
literature. This section presents the main artifacts used by classical methods and
the main applications of DIF that we have discussed in this manuscript.
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1.1.1 Artifacts

Early approaches to the tasks were based on mathematical statistics of images.
In particular, these methods analyze the artifacts that remain inside the digital
image during its creation process, which consists of three steps: acquisition, post-
processing and storage (see Fig. 2).

Figure 2: Traces of the digital image creation pipeline, with their dedicated appli-
cation. 1Color Filter Array (CFA), 2aligned and 3non-aligned.

These artifacts are caused either by the camera that captured the picture or
by modifications of the image by users. The modifications can be harmless with
the sole purpose of improving the image and its visual quality. However, these
alterations can also be malicious, which leads to the analysis of artifacts to ensure
the authenticity of the images. These artifacts can be grouped into four classes.

Camera-based artifacts

Camera-based artifacts are introduced during the acquisition step by the camera
lens (Johnson and Farid 2006; K. S. Choi et al. 2006b, 2006a; Van et al. 2007), the
sensor with the Photo-Response Non-Uniformity (PRNU) (Lukas et al. 2006; M.
Chen et al. 2008) or the Color Filter Array (CFA). (Bayram et al. 2005; Popescu
and Farid 2005b; Ferrara et al. 2012; Gallagher and Chen 2008; Mahdian and
Saic 2008). Each of these elements plays a key role in digital image acquisition.
The camera lens transmits the light from the scene to the sensor in a single point
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and transforms it into pixels. The camera assigns a specific color to each pixel,
first through a mosaic of colors, then through an interpolated representation. This
thorough process produces some artifacts due to imperfections in the camera model
that captures the image. Therefore, these artifacts are mainly exploited for the
recognition of the source camera, they can also detect falsifications applied to the
content of an image.

Pixel-based artifacts

Pixel-based artifacts result from image modifications at the pixel level (Kirchner
and Fridrich 2010; H.-J. Lin et al. 2009). The main manipulations of DIF are
splicing, which merges a part of an image A into an image B ; cloning also called
copy-move (Bayram et al. 2009), which copies a part of an image on itself. Resam-
pling (Popescu and Farid 2005a) is also frequently used to match (resize, rotate,
etc.) a falsified region to an image. These falsifications create artifacts that can be
used to detect altered images. However, these artifacts can be hidden by applying
specific methods, either to mask the falsifications or to enhance the image. This
is why some detection methods focus on manipulations (Geradts et al. 2001).

Geometry and physics-based artifacts

Geometry and physics-based artifacts correspond to the inconsistencies that could
be created in a forgery. When an image is modified, by adding or removing an
element, the real features are rarely preserved. Indeed, light (2-D, 3-D, environ-
mental) or geometric parameters are usually neglected when falsifying an image,
which can be exploited to detect the falsification (Johnson and Farid 2005, 2007).
In addition, lighting inconsistencies can help to detect falsified images (Asati and
Pardhi 2014).

Format-based artifacts

Format-based artifacts represent information from a specific compression approach.
For example, during the quantization step, pixel blocks are converted to frequency
space by the Discrete Cosine Transform (DCT). Anomalies can be introduced
in the DCT coefficients (Z. Lin et al. 2009) and also in the Joint Photographic
Experts Group (JPEG) block (Ye et al. 2007; Farid 2009a; Krawetz 2007). After
a falsification, the image is usually recompressed and some inconsistencies can
appear (e.g., in the JPEG block or the quantization matrix) (F. Huang et al. 2010;
Luo et al. 2007; Kirchner and Gloe 2009).
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1.1.2 Application Tasks

These artifacts are essential to the analysis of the images, as they reveal useful
statistics about the images. Indeed, these statistics can help to determine the
origin of the images or to detect falsifications. Source camera recognition and
forgery detection are the main goals of DIF, even if the literature has addressed
other tasks. Thus, in our manuscript, we focus on forgery detection and source
camera recognition. However, we also address source social network recognition.

Forgery Detection

Altering an image can change its semantic meaning, and thus lead to potential
repercussions if it is shared on social media. Falsifications can be applied in differ-
ent ways by hiding (camouflage), deleting (removal) or adding information inside
the images. There are two methods to perform these alterations: the copy-move
(Popescu and Farid 2004) method, which is mainly used to remove or duplicate
an object (e.g., a bird); and splicing, which is applied for camouflage or to in-
clude new materials in the image. These falsifications can be detected by artifacts
that are essentially created or left behind during the post-processing or storage
phases (see Fig. 2). This task is called falsification detection, and with the evo-
lution of State-Of-The-Art (SOTA) methods, another specificity has been taken
into account: falsification localization.

Source Camera Recognition

Society is increasingly confronted with images. Thus, their role has evolved. They
can be seen as evidence, whether in a police investigation or a trial. It is therefore
interesting to clarify the provenance of the images. Camera source recognition ex-
ploits the artifacts created by the camera during acquisition to provide information
about the origin of the images. The literature shows different ways to recognize
cameras (see chapter 3 for more details). However, the literature has few problems
that we highlight and discuss deeper in our manuscript.

Social Network Recognition

Another task of DIF is dedicated to the clarification of the source of the im-
ages, based on their provenance from Social Network (SN)s. We also focus on
SN recognition, which is close to source camera recognition. The context is quite
similar: images can be identified as evidence of cybercrime, such as cyberbullying
or instigating crimes. Thus, recognition SN is an interesting task that should be
considered in our analysis of DIF applications.
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Digital Image Forensics (DIF) is a fairly recent field that emerged to au-
thenticate images in the growing context of image editors. The methods are
conducted by analyzing the artifacts that are created during the digital image
creation pipeline, which consists of three stages: acquisition, post-processing
and storage. Artifacts can be grouped into four groups: 1) camera-based; 2)
pixel-based; 3) geometry and physics-based; and 4) format-based. There are
two main tasks, which have their dedicated artifacts, to authenticate images:
forgery detection and camera recognition. Social Network (SN) recognition is
a task that we also consider in our manuscript.

1.2 Deep Learning

The first methods of DIF were based on mathematical statistics and the analysis of
dedicated artifacts. Then, with the emergence of architectures from Deep Learning
(DL), as for many other fields of image processing such as object detection, the
methods turned to Deep Neural Network (DNN). In particular, these methods were
based on Convolutional Neural Network (CNN), which are well suited to images.
In the following subsections, we present the background of CNN, and detail the
evolution from classical methods to DL through survey analysis.

1.2.1 Background

In the specific domain of image processing, DL-based methods are mainly based
on CNN. Yann LeCun proposed LeNet (Lecun et al. 1998), which is the oldest
model. Other models, such as AlexNet (Krizhevsky et al. 2012) and GoogLeNet
(Szegedy et al. 2015), are also well-known. These types of models are data-driven,
meaning that they are trained with a labeled dataset (i.e., categorized images),
which is usually divided into training, validation and test subsets (N.B. usually
80 : 10 : 10).

Network architecture

Deep Architectures and particularly CNN are built in a three-stage architecture:

• the input, which is usually a raw image (i.e. unprocessed).

• feature learning, which reduces the images to facilitate the process, with-
out losing essential information to obtain appropriate predictions. This part
consists of convolutional and pooling layers that, respectively, extract high-
level features (e.g., edges) and reduce the size of convolutional features. The
number of these layers depends mainly on the trade-off between computation
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time and accuracy. Convolutional layers are defined with additional parame-
ters that need to be defined, for each layer i, such as kernel Ki, padding Pi or
stride Si (see Eq.1, where Ni is the size of layer input) as well as activation
and normalization functions.

Ni+1 = 1 + (Ni + 2Pi −Ki)/Si (1)

The kernel represents the filter (size 3 × 3, see Fig. 3) that browses the
whole input image during the convolution. The padding consists of adding
zero pixels around the image (set to 1 in Fig. 3), and the stride is the step
between each convolution (set to 2 in Fig. 3).

Figure 3: Application diagram of a convolution to an image. (left) input image
5× 5 (center) kernel window (yellow) apply on image with the stride (orange) and
the padding (blue). (right) output image

The activation (e.g., Rectified Linear Unit (ReLU), Hyperbolic Tangent
(TanH), etc.) and normalization (batch or local-response) functions work
in pairs: the former must have nonlinear output and the latter controls un-
bounded values. For pooling layers, there are also kernel and stride param-
eters, but the most important is the function used. Indeed, this kind layer
reduces the size of convolutional features through a filter, like convolutions.
But, in this case, the whole window is replaced by a value defined by the
pooling function (max/min/average).

• The classification, which gives the label of the input image, i.e. the class
to which it belongs (e.g. cat in the case of animal classification or male in
the case of gender classification). The final output is obtained by a Fully-
Connected (FC) layer, which connects all neurons together. First, the feature
maps are flattened (i.e., the 3-D input from the feature training part is
transformed into 1-D output). Then, the vector is reduced to a size N, where
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N defines the number of classes, by sequential FC layers. This sequence is
often combined with a dropout function, which corresponds to the random
and temporal deletion of neurons (values are set to 0) in order to avoid
overfitting during the training step. Finally, an activation function called
Soft max is applied to set the best value of the group to 1 and the others to
0.

Training phase

After the creation of the architecture, the weights of the neurons are updated and
controlled during the learning phase. This process is called the backpropagation
(Fig. 4). This part is performed with a labeled dataset, and the goal is to update
the weights of the neurons to obtain a result as close as possible to the expected
one. Two elements must be defined: 1) the loss function (e.g. Cross Entropy,
Mean Squared Error (MSE), etc.) which defines how incorrect the results are;
2) the optimizer (e.g. Stochastic Gradient Descent (SGD), Nesterov-Accelerated
Adaptive Moment Estimation (Nadam), etc.) which performs the changes on the
weights.

Figure 4: Diagram of a back-propagation (red), with the connections between
neurons (circle), the expected output (green).

In addition, the training dataset is usually divided into different batches to feed
the network in order to avoid excess memory (too large dataset). This process is
conducted over several iterations to accomplish an epoch (i.e., the dataset is passed
back and forth in the model). For example, if there are 2, 000 images, they can
be divided into batches of 100 images to be used in the model for 20 iterations
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(20 ∗ 100 to complete the dataset) to complete 1 epoch. Moreover, to avoid over-
fitting (learning the dataset too accurately) or under-fitting (lack of learning), we
have to find the right compromise to obtain a high accuracy. Indeed, if the dataset
is small, the number of layers should be reduced, whereas it is the opposite for
wide datasets. Then, the model is ready to be evaluated with a labeled dataset to
obtain the performance results.

1.2.2 Existing Surveys

Various reviews have been published in the literature on classical and Deep Learn-
ing (DL)-based methods of DIF. Most of them are addressing classical methods and
are dealing about specific or complete techniques (artifacts or forgery). However,
surveys on Deep Learning (DL)-based reviews have been released more recently,
after the emergence of such architectures in DIF (see Tab. 1).

Table 1: Surveys dealing with digital image forensics. Order by year of release.

Survey Approach Objective Contribution
A Comprehensive Review of Deep-
Learning-Based Methods for Image
Forensics (Castillo Camacho and
Wang 2021) - 12 cit.

DL DIF and
deepfakes

Present a wide review of DL methods
for DIF.

Media forensics and deepfakes: an
overview (Verdoliva 2020) - 189 cit.

Classical
and DL

DIF and
deepfakes

Provides a comprehensive overview on
methods and databases for DIF and
deepfakes. In the case of DIF, classical
and DL techniques for forgery detection
are detailed.

Review of Imaging Device Identifi-
cation Based on Machine Learning
(J. Wu et al. 2020) - 6 cit.

Classical
and DL

Camera
Recognition

Present the different methods that have
been used for source camera recogni-
tion.

A survey of DL-based source image
forensics (Yang et al. 2020) - 35 cit.

DL Source image
forensics

Details the methods of various domains
from source image forensics as the de-
tection of recaptured images and the
recognition of source cameras. Another
part is dedicated to counter-forensic
methods.

A survey on digital image copy-
move techniques (Tan et al. 2019)
- 5 cit.

Classical
and DL

Copy-move Provides an overview of copy move de-
tection approaches using passive meth-
ods classified into three types: block-
based methods, key point-based meth-
ods and DL.

Image Forgery Detection: Survey
and Future Directions (Meena and
Tyagi 2019) - 28 cit.

Classical Forgery De-
tection

Depicts a comparison of 58 pixel-based
methods. A comparative study is made
according to 4 types of tampering:
image splicing, copy-move, resampling
and retouching.

Recent advances in passive digital
image security forensics: A brief
review (X. Lin et al. 2018) - 56 cit.

Classical Artifacts Details of recent techniques according
to the artifacts left in the digital image
during these pipeline steps: acquisition,
storage and editing.
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Survey Approach Objective Contribution
Digital image integrity – a survey
of protection and verification tech-
niques (Korus 2017) - 88 cit.

Classical Active pro-
tection and
forgery de-
tection

Summarizes various techniques of im-
age authentication domains and for DIF
the methods are classified according
to the traces exploited (noise, sensor,
etc.).

Large-scale evaluation of splicing
localization algorithms for web im-
ages (Zampoglou et al. 2016) - 145
cit.

Classical Splicing Presents classical methods for splicing
localization and conducts a compara-
tive study based on various datasets.

A bibliography of pixel-based blind
image forgery detection techniques
(Ali Qureshi and Deriche 2015) -
172 cit.

Classical Artifacts
and forgery
detection

Provides a comprehensive overview of
artifacts-based techniques as well as
forgery detection methods.

Pixel-based image forgery detec-
tion: A review (Ansari et al. 2014)
- 130 cit.

Classical Pixel-based
techniques

Gives an overview of pixel-based tech-
niques for image forgery detection.

A review on copy move image
forgery detection techniques (Ali
Qureshi and Deriche 2014) - 59 cit.

Classical Copy-move Gathers pixel-based techniques and es-
pecially summarizes copy-move detec-
tion methods.

Passive detection of copy-move
forgery in digital images: State-of-
the-art (Al-Qershi and Khoo 2013)
- 205 cit.

Classical Copy-move Focuses on copy-move detection algo-
rithms based on various artifacts (DCT,
key-points, etc.).

An evaluation of popular copy-
move forgery detection approaches
(Christlein et al. 2012) - 799 cit.

Classical Copy-move Presents copy-move detection algo-
rithms based on block-based and key-
point features.

Digital Image Forensics: A booklet
for beginners (Redi et al. 2011) -
377 cit.

Classical DIF Provides a complete overview on algo-
rithms for DIF. Methods are gathered
by their topics: camera identification,
forgery detection and counter-forensics.

A bibliography on blind methods
for identifying image forgery (Mah-
dian and Saic 2010) - 264 cit.

Classical Forgery de-
tection

Summarizes classical methods accord-
ing to 15 various artifacts (splicing, re-
compression, local noise, etc.).

Digital image forensics (Fridrich
2009) - 365 cit.

Classical Sensor-based
techniques

Gives a focused overview on sensor-
based artifacts used for the task of
forgery detection and camera identifi-
cation.

Image forgery detection (Farid
2009b) - 795 cit.

Classical Artifacts Provides a complete description of the
techniques exploited for image forgery
detection. The methods are presented
according to the type of artifacts.

Overview of state-of-the-art in dig-
ital image forensics (Sencar and
Memon 2008) - 195 cit.

Classical DIF Gives an overview of methods for dis-
crimination of synthetic images and of
various artifacts used for camera recog-
nition and forgery detection.

A survey on digital camera im-
age forensic methods (Van Lanh et
al. 2007) - 175 cit.

Classical DIF Describes various techniques for au-
thenticating camera and detecting
forgery. The techniques mentioned are
classified according to the artifacts ex-
ploited.

Classical Reviews

All these techniques based on artifact analysis have been classified and analyzed
in several review articles. These studies focus on the classical methods used to
authenticate a camera or detect tampering. Some of them are specific to a single
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artifact, such as sensor-based techniques (Fridrich 2009) or a particular manip-
ulation, such as splicing (Zampoglou et al. 2016). (Ansari et al. 2014) address
pixel-based techniques, while more articles are covering copy-move methods (Ali
Qureshi and Deriche 2014; Al-Qershi and Khoo 2013; Christlein et al. 2012).

Other surveys describe techniques for an entire objective, such as forgery detec-
tion (Mahdian and Saic 2010; Korus 2017; Meena and Tyagi 2019). For example,
(X. Lin et al. 2018; Farid 2009b) detail all types of artifacts that can be exploited
for DIF. Some of these articles address different topics to be more complete as (Ali
Qureshi and Deriche 2015), which present both artifacts and falsification detection
are studied.

Some surveys are also analyzing DIF in its entirety (Van Lanh et al. 2007; Redi
et al. 2011; Sencar and Memon 2008). In these reviews, each artifact, forgery and
classical method are tackled in respective sections.

DL-based Reviews

DL-based methods have also been discussed recently in a few surveys. (Tan et
al. 2019) is restricted to copy move operations, and DL is limited to a single sub-
section. (Yang et al. 2020) present subdomains of source image forensics in general.
For DIF, only recaptured image detection, source camera and SN recognition are
discussed. Part of this review also covers anti- and counter-forensic methods. (J.
Wu et al. 2020) also discuss the DL-based methods for source camera recognition
in a section. Therefore, DL-based techniques presented in these articles are specific
to the particular purpose of DIF.

(Verdoliva 2020) deal globally with DIF based on DL and also with deepfakes.
This survey is comprehensive as it presents methods and databases for both pur-
pose. Despite its undeniable contribution, this overview is not fully dedicated to
DIF and does not provide performance comparison. (Castillo Camacho and Wang
2021) is also addressing deepfakes and DIF. The review presents most of DL-based
methods that are used in DIF applications.

From classical to DL

The increase in DL studies is recent, as this domain emerged with the availability of
fast, parallel computing devices (e.g., Graphics Processing Unit (GPU)), and large,
high-quality labeled data sets. The methods have been applied to several domains
such as natural language processing, image classification or facial recognition. In
particular, the performances obtained for classification challenges such as Image
Large-Scale Visual Recognition Challenge (ILSVRC) (Russakovsky et al. 2015)
have proven the effectiveness of DL-based methods (in 2012 and 2015).

Since 2015, the application of Deep Neural Network (DNN) has emerged in the
field of DIF. As shown in Fig.5, articles using DNN have eclipsed traditional DIF
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publications in 2017. In the chapter 2, we examine DL-based methods for DIF with
other perspectives by analyzing preprocessing modules, detailing architectures and
databases. In addition, we also highlight some issues and opportunities from the
literature that have pushed our research in certain directions.

Figure 5: Number of publications in the field of DIF over the last 10 years. Data
were retrieved from the IEEE explore website, with the query Digital Image Foren-
sics for DIF and the queries Camera Identification Deep and Forgery Deep for
DNN-DIF. The red lines represent two years of achievement from DL methods in
ILSVRC (Russakovsky et al. 2015).

Deep Learning (DL) has emerged in Digital Image Forensics (DIF) as for other
image processing areas. Notably, Convolutional Neural Network (CNN) are
efficient for images and their architecture is built in three parts: 1) the input;
2) the features learning; 3) the classification. Existing surveys testify of the
recent interest, as only few of them are addressing DL. However, articles have
already switched from classical to DL-based methods since 2017.
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2 State-of-the-art Review

2.1 Pre-processing Modules

In recent years, many image processing tasks have used methods based on Deep
Learning (DL), especially Deep Neural Network (DNN). Some areas of image pro-
cessing such as face recognition or steganalysis have adopted these neural networks.
However, there are differences between these two examples. For face recognition,
digital images are fed directly into the network, which learns the features of the
pixels. In the case of steganalysis, a pre-processing step based on the filters of the
steganalysis rich model (also called Spatial Rich Model (SRM)) is applied (Chau-
mont 2019). Digital Image Forensics (DIF) is closer to this domain than to face
recognition, as the pre-processing modules must extract dedicated artifacts before
the network learns the features. In the following subsections, we explain the rea-
sons for the pre-processing step in the DL based methods and present the main
artifacts. There are two ways to apply these modules: before the network or in
the first layer of the network.

2.1.1 Artifacts Extraction

In a preliminary study, (J. Chen et al. 2015) attempted to authenticate raw images
directly with a DL-based method. Then, (Tuama et al. 2016) proposed to use a
High-Pass Filter (HPF) before the network to highlight relevant artefacts. In fact,
DNN does not learn key statistical properties relevant to forensic image analysis.
This means that forgery detection or any other type of image analysis cannot
be performed with the usual methods. In fact, traditional methods still rely on
relevant artifacts to detect fakes. Therefore, the equivalent process for DNN is the
extraction of traces left by forgeries. Without this crucial step, the network only
learns the features of the image content, resulting in disappointing performance in
detecting forgeries. To properly authenticate images, it must learn about hidden
artifacts that are masked by the image content. Pre-processing is therefore a
mandatory step in the methods. In the literature, two main artifacts are exploited
to perform an analysis : noise residues and the histograms of the Discrete Cosine
Transform (DCT) coefficients.

Noise Residues

Noise residues are one of the main artifacts extracted during the pre-processing
phase. Each image has a specific noise due to the camera that captured it and
the operations applied to the content. Indeed, an alteration frequently produces
noise, either to hide a previous operation or to modify the image. These residues
can therefore be used as elements for any task (e.g., tampering detection, camera
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recognition). However, these traces are often overshadowed by the image content.
Whatever the type of denoising filter, the technique to obtain the residues is sim-
ilar. It consists in subtracting the denoised image F(I) from the original image I
to obtain the desired artifact Ĩ (see Eq. 2).

Ĩn = In − F (In) (2)

Histograms of DCT coefficients

After falsifications, the tampered image is usually stored again by applying another
compression with a different Quality Factor (QF). This affects the distribution of
the histograms of the DCT coefficients. In the case of single compression, the
histograms follow approximately a generalized Gaussian distribution (regardless
of the QF) whereas the histograms show some anomalies for double compression.
These anomalies depend on the QF used for the two steps: i) if QF1 (1st compres-
sion) is larger than QF2 (2nd one), there will be peaks and valleys in the histogram;
ii) there will be missing values for the inverse (i.e., QF2 superior to QF1). These
differences illustrate the application of recompression and the consequence of pos-
sible alteration. Thus, the histograms of the DCT coefficients are mainly used to
detect recompressed images.

2.1.2 Classical techniques

The pre-processing module can be applied before the DNN, resulting in a two-
step model: first the artifact extraction, then the network. This way of applying
the pre-processing is close to the classical methods (i.e., without DL). Indeed, for
these methods, features are first extracted and then used to detect forgeries. In
the literature on DL for DIF, various techniques have been used, including residues
(noise or Median Filter (MF)) and histograms of DCT coefficients.

Noise Residues

(J. Chen et al. 2015) implemented the first pre-processing approach for DIF with
DL. This technique is also based on filtering (Median Filtering Residual (MFR)).
It aims to remove interference from irrelevant information, which are the edges
and textures of the image. The process is almost the same as for the application
of a denoising filter. The residuals d(i, j) are the results of the difference between
the output y(i, j), obtained by applying a w × w MF window on the image, and
the image x(i, j) (see Eq. 3).

d(i, j) = medw(x(i, j))− x(i, j) = y(i, j)− x(i, j) (3)
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The application of a High-Pass Filter (HPF) (Qian et al. 2015) represents
another way to isolate noise from the image. Different HPF have been used in
the State-Of-The-Art (SOTA) literature. (Tuama et al. 2016) used the HPF from
(Qian et al. 2015) prior to the network and they compared it to a wavelet-based
filter (Fridrich 2009).(Pengpeng et al. 2017) applied a Laplacian filter (3 × 3),
usually used for edge detection, on small patches (64 × 64) to detect recaptured
images. Indeed, the Laplacian filter is dedicated to the identification of regions
with fast intensity changes. Therefore, this technique is sensitive to noise because
it causes a wave effect on the image.

The SRM (Fridrich and Kodovsky 2012) is based on 30 basic HPFs, with non-
linear operations, from seven groups (1st, 2nd and 3rd orders, EDGE and SQUARE
with kernels of size 3 and 5). They are used in the calculation of residual maps,
and their results can be considered as a local noise descriptor.

Fsqrt5 =
1

12
∗


−1 2 −2 2 −1
2 −6 8 −6 2
−2 8 -12 8 −2
2 −6 8 −6 2
−1 2 −2 2 −1

 (4)

(Kim and Lee 2017) use one (SQUARE with a kernel of size 5, see Eq. 4) because
the input is on a single channel. In comparison, (Zhou et al. 2018) use three,
because their input is in RGB (2nd order, SQUARE with kernel size 3 and 5). In
both cases, they use as few filters as possible to reduce the computation time.

Histograms of DCT coefficients

(Wang and Zhang 2016) specify a fixed interval that solves the problem of variable
size for histograms of DCT coefficients, and reduces the computation with negli-
gible loss of information. (Amerini, Uricchio, Ballan, et al. 2017) also exploit this
technique, but with a different interval size (vectors of size 909× 1 against 9× 11
for the first).

(Barni, Bondi, et al. 2017) detail a CNN with "embedded histograms of DCT
coefficients". The network includes a first step devoted to pre-processing with the
calculation of histograms of coefficients. The network is fed with small raw patches
(64×64), which are then handled in the pre-processing step. This first part extracts
the self-learning artifacts without accessing the pixel values. Even if the network
can be considered as end-to-end, the pre-processing is somehow equivalent to a
classical technique because it is not impacted by the learning phase. It is therefore
an intermediate step between the techniques performed upstream of the network
and those integrated into it.
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2.1.3 Network incorporated techniques

The second type of techniques is implemented in the network and is subject to
the learning phase. Contrary to the previous ones, these methods automatically
extract the artifacts within the model. The extraction is applied in the first con-
volutional layer by changing its weights. The first layer is then considered as a
preprocessing layer. In fact, the network is forced to learn the particular artifacts
that cause the difference with the standard models.

Noise Residues

(Cozzolino et al. 2017) explain how to recast a residual-based local descriptor into
a CNN. First, the processing chain of a residual-based local descriptor consists of
several steps. Only the first one is dedicated to the extraction of the noise residues.
This phase is usually performed with a HPF to highlight the relevant artifacts. The
conversion of this model into a CNN is done in two phases: 1) from local features
to a feature bag paradigm; 2) then, to a CNN. However, only the extraction of
artifacts is related to pre-processing. Indeed, the noise residues R are obtained by
a group of shifted filters. This corresponds to a bank of N filters in the case of
Bag-of-Features, then to a convolutional layer in the case of CNN. Finally, they
replaced these filters by a convolutional layer that computes the residuals with the
same filter coefficients.

(Rao and Ni 2016) describe another technique, influenced by steganalysis, ap-
plying SRM to the weights of the first convolutional layer of the network. (Zhou
et al. 2018) have also used these filters in their classical pre-processing module, for
the computation of residual maps. Instead of only three, this technique exploits
30 basic HPFs, from seven ci classes, to initialize the weight of the convolutional
layer. The output of this first layer is a set of 30 feature maps. In the case of
a RGB input (three color channels), the outputs are obtained with three SRM
filters. For optimal results, the three filters used for the feature maps should be of
the same class category, but not identical (i.e. SQUARE 3, 5 and 7). Therefore,
the initialization strategy is to associate a set of three filters with each feature
map. Applying the SRM filters, even for weight initialization, highlights sharp
edges that are introduced by alteration operations such as splicing. In addition,
(Rao and Ni 2016) state that this initialization speeds up the convergence of the
network.

Constrained Convolutional Layer

Finally, the last preprocessing technique introduced in the literature is also a mod-
ification of the first convolutional layer. (Bayar and Stamm 2016) propose an in-
novative approach with the constrained convolutional layer. The first layer of the
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CNN is forced to extract features for manipulation detection. The key to this pro-
cess is still the same as previously presented with other pre-processing techniques:
isolate artifacts that are overshadowed by the image content. Therefore, the task
of this constrained convolutional layer is to remove irrelevant information, which
is accomplished by updating the weights. The precise artifacts retained by this
pre-processing layer are prediction error filters that provide the value of the center
pixel of the filter window. The weights w of each filter K are forced as follows:
the center value is set to −1 while the sum of the remaining pixels is set to 1 (Eq.
5). {

wk(0, 0) = −1∑
l,m̸=0 wk(l,m) = 1

(5)

This constraint is applied during the learning part of the network with a particular
sequence. The weights of each filter are randomly initialized, as is usually the case.
Then, a two-step iterative process is started with the back-propagation until the
value of the loss function is reached: the weights are first forced by the constraint,
and then updated according to the Stochastic Gradient Descent (SGD). As a
consequence, to this first article on the constrained convolutional network, a series
of papers have been published. (Bayar and Stamm 2017a) represent an innovation
of the preprocessing layer. It exploits a dual-stream filtering layer to capture
prediction error filters, as before, but also non-linear artifacts. The input image of
size 256×256×2 is processed separately by each pre-processing module. It passes
through the constrained convolutional layer and is processed in parallel, first with
a Median Filtering Residual (MFR), then with an identity convolutional layer.
The two outputs are then merged with a concatenated layer. As a result, this
preprocessing technique provides more artifacts and thus more accurate feature
extraction.

2.1.4 DIF Specificity

Unlike other areas of image processing, such as face recognition for example, DIF
is only at the beginning of the adoption of methods based on DL. Some pre-
processing techniques are inspired by steganalysis, such as the use of SRM filters.
Indeed, the objective is to highlight the artifacts dedicated to DL as it is done
with classical methods. Therefore, typical pre-processing techniques are based on
noise residues or compression traces. This section shows that pre-processing is an
essential step for camera recognition or tampering detection, whether it is applied
upstream of the network or integrated into it.

However, the techniques used inside the network benefit from the computa-
tional power of the Graphics Processing Unit (GPU) that are used with the DL-
based methods. The impact of each pre-processing is analyzed in the section 2.3
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with the comparison of some State-Of-The-Art (SOTA) methods. The architec-
tures used in these methods are also another element that affects performance,
and we detail their variety in the section 2.2.

Unlike other domains, images must be handled by pre-processing modules
before being fed into the network. There are two ways to apply it: before the
network or integrated to it. Noise residues and histograms of DCT coefficients
are the main artifacts extracted. With the DNNs, the extraction is performed
in the first layer, and the constrained convolutional layer is one of the most
efficient techniques.

2.2 Architectures

The main objective of Digital Image Forensics (DIF) is image authentication, which
can be achieved mainly by two means: camera recognition and forgery detection.
Initially, only classical methods were present to perform these tasks. Section 1.2
detailed the impact of Deep Learning (DL) in the literature with a radical change in
research. This change has led to the proposal of different architectures, which have
their own specificities from one to another. Since 2015, several papers describing
DL approaches for DIF have been published.

Regardless of their purpose, their architectures can be broadly similar or com-
pletely different and innovative. In this section, we detail the architectures used for
DIF. Even if the CNN represents the main network, as in almost all image-based
domains using DL, other Deep Neural Networks (DNNs) are used. They can be
based on innovative techniques or use the Convolutional Neural Network (CNN)
as a baseline. Thus, the description is divided into four parts, each dealing with a
type of architecture: 1) CNNs; 2) networks with improved features; 3) Two-Stream
Networks (TSNs); 4) other approaches.

2.2.1 CNNs

Convolutional Neural Network (CNN) was one of the first networks to be used
in the field of image processing. Convolutional layers are particularly effective
at learning relevant features from images. The relevant forensics features require
artifact extraction (see section 2.1). Along with pre-processing modules, CNNs
also perform well, and are thus quite exploited in the literature. This subsection
presents the essential parameters of these CNNs, which vary from one paper to
another.

Layers Number

A CNN is composed of several layers that are divided into two parts: feature
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extraction and classification. One of the differences between these networks is the
number of layers for both parts. In fact, the more layers, the better. But on
the other hand, training the model takes more time and the risk of over-fitting is
higher. Usually, there are between 3 and 5 convolutional layers and 2 or 3 Fully-
Connected (FC) layers. However, the most recent methods for image processing
tasks are using wide deep architectures (e.g. EfficientNet (Tan and Le 2019) or
ConvNet (Liu et al. 2022)). But in some cases, especially for small datasets,
increasing the feature learning layers and decreasing them in the classification
part offers a solution to avoid over-fitting. For example, (Rao and Ni 2016) use
respectively 8 layers and one for feature extraction and classification parts. (Y.
Wu et al. 2019) propose a method built with 12 convolutional layers, which is
higher than usual, and with a particular classification part. They proposed a
local anomaly detection network that extracts the anomalous features based on
the output of the extraction part. Therefore, one way to customize CNN for a
particular application is to change the classification part.

Classification

Notably, instead of using a FC layer, a machine learning classifier is an alternative
technique. (Bondi, Baroffio, et al. 2017) use a Support Vector Machine (SVM)
as a classifier, while (Bayar and Stamm 2017c, 2017a) propose an Extremely ran-
domized Trees (ET) and a FC layer in parallel. In both cases, the classifier is
applied after the second FC layer: the SVM uses the vector output to obtain the
final result and a deep feature strategy (Donahue et al. 2013) exploits the output
and passes it to the ET. However, most of the methods use FC layers for the
classification part.

Input Size

The input of the network is also an aspect that differs for each DNN. Mainly, images
are divided into patches (of sizes 64, 128, 256 or 512) because the computational
cost of a large image is too high. The smaller the patch, the more difficult it is
to classify. On the other hand, the use of smaller patches offers more accuracy
in locating falsifications. (Marra et al. 2020) propose a method that exploits a
complete image as input to an end-to-end CNN.

In summary, there are three essential aspects to analyze for the architecture of
the CNN. Some of these differences are described in Tab. 2. The convolutional
layer represents a baseline for images that is exploited in other architectures, re-
gardless of the objective (i.e., camera recognition or forgery detection).
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Reference Input Classification Database
Camera Recognition

(Tuama et al. 2016) 256× 256 FC layers Dresden
(Bondi, Baroffio, et al. 2017) 64× 64 SVM Dresden
(Bayar and Stamm 2017b) 256× 256 FC layers IEEE IFS-TC
(Bayar and Stamm 2017a) 256× 256 FC layers /ET Dresden
(Bayar and Stamm 2018b) 256× 256 FC layers Dresden

(Junior et al. 2019) 40× 40 Dresden, Vision
(Kirchner and Johnson 2020) 64× 64 Various (SVM, ET, etc.) Private datasets

Forgery Detection
(J. Chen et al. 2015) 64× 64 FC layers BOSSbase, UCID, Dresden

(Bayar and Stamm 2016) 256× 256 FC layers Private dataset
(Wang and Zhang 2016) 64× 64 FC layers UCID, Dresden

(Rao and Ni 2016) 128× 128 FC layers Cavias, Columbia gray
(Pengpeng et al. 2017) 512× 512 FC layers Private dataset
(Cozzolino et al. 2017) 128× 128 FC layers Private dataset
(Kim and Lee 2017) 256× 256 FC layers BOSSbase
(Bunk et al. 2017) 64× 64 FC layers NC16

(H. Choi et al. 2017) 64× 64 FC layers BOSSbase, Dresden
(Barni, Bondi, et al. 2017) 64× 64 FC layers Raise
(Bayar and Stamm 2017c) 256× 256 FC layers /ET Private dataset
(Bayar and Stamm 2018a) 256× 256 FC layers Dresden

(Y. Wu et al. 2019) 256× 256 Anomaly Detection Dresden, Kaggle
(Marra et al. 2020) Image FC layers Vision, UCID

Table 2: Architecture details of CNN methods. Information on input size, classi-
fication part and databases used.

2.2.2 Enhanced-features Networks

Pre-processing modules were used to highlight relevant artifacts that are often
overshadowed by the image content. In the same way, forensic features can be
emphasized inside the network. In fact, DNN can be customized to exploit other
features. CNNs are known to systematically go deeper into the extracted features.
This means that in the first layers, the output maps are low-level features, while
the last convolutional layers of the extraction part provide higher-level features.
On the other hand, features are set aside through each layer as they move from
low- to high-level. However, these low-level features may appear to contribute to
DIF.

Shorcut-based Networks

DenseNet Neural Network (DenseNet) and Residual Neural Network (ResNet) are
known in DL to preserve low-level features while computing convolutions to obtain
high-level features. The process is to skip i connections (i ≥ 1) between layers.
The output of the N layer will be added to the output of the N+i layer, without
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additional parameters or convolutional filters. Thus, the network learns features
while including the skipped parts (called residuals). Dense connectivity consists
of connecting each layer directly to successive layers. For example, the output
of the layers N and N+1 will be respectively connected to the layers N+i and
N+i+1 (i ≥ 1) and so on. Therefore, ResNet (Kuzin et al. 2018; Y. Chen et
al. 2017) and DenseNet (Ding et al. 2019) have been used for DIF applications.
(Y. Wu et al. 2018b) present RemNet, composed of Remnant blocks, which contain
3 successive convolutional layers in parallel with shortcut connections. (M. Zhao
et al. 2020) present a method that combines residual and regular convolutional
layers to extract features. Combining networks is also an approach discussed in
the literature.

Combination Networks

(Tang et al. 2017) also exploit this technique of shortcut connection, combining
the extraction of various features to extend the image analysis. Indeed, they ap-
plied multiscale convolutional layers and mlpconv layers (M. Lin et al. 2014). The
multiscale convolution consists in applying different kernels (1, 3 and 5) to obtain
correlations between adjacent pixels of different sizes. The mplconv connects the
input to the output features vector, with a MultiLayer Perceptron (MLP) that
consists of multiple FC layers with non-linear activation functions. (Zhong and
Pun 2020) address the combination of various features extraction and shortened
connections, with a pyramidal feature extractor. This block consists of four Dense-
InceptionNet layers and dense connectivity. The five outputs (input and output
of four layers) are then concatenated. The shortcut connections are also exploited
after each extractor.

Innovations

In comparison to classical CNNs, the enhanced-feature architectures present dif-
ferent ways to extract features, but also provide innovative classification parts (see
Tab. 3). A correlation matching module is used to improve the network output.
There is a triple classification based on FC layers, which comes directly from the
shortcut connections. The features, which are extracted at each step, are also used
for classification.

(Salloum et al. 2018) detail a Multi-task Fully Connected Network (MFCN)
that provides two mask outputs: one for edges and another for the surface. (Wei
et al. 2018) also propose an estimation of the mask for the classification. They
employed two CNNs accordingly: i) the first to roughly distinguish the altered
regions; 2) the second to refine the detection. These two networks are used suc-
cessively, but some methods use both at the same time. This type of architecture
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Reference Input Features extraction Classification Database
Camera Recognition

(Y. Chen et al. 2017) 256× 256 ResNet FC layers Dresden, private dataset
(Kuzin et al. 2018) 480× 480 DenseNet FC layers Kaggle
(Ding et al. 2019) 48× 48 ResNet Triple Classification Dresden

(M. Zhao et al. 2020) 48× 48 ResNet + CNN Triple Classification Dresden
(Rafi et al. 2019) 64× 64 Remnant Convolutional layers Dresden

Forgery Detection
(Tang et al. 2017) 64× 64 Multi-scale conv. and mlpconv FC layers BOSSbase, UCID
(Wei et al. 2018) Image C2R: 2 CNNs Mask Estimation Casia v2

(Salloum et al. 2018) Image Multi-task fully-connected network Mask Estimation Casias, Columbia color, NC16
(Y. Wu et al. 2018b) 256× 256 CNN + Pointwise feature extractor Mask Decoder Casias, private dataset

(Zhong and Pun 2020) Image Pyramid features extractor Correlation matching MICCs, GRIP, SUN, Coverage, CMH

Table 3: Architecture details of methods using enhanced convolutional network.
Information on input size, extraction and classification part and databases used.

is considered as TSNs. The following subsection details their use in the context of
DIF.

2.2.3 Two-Stream Networks

CNN represents a baseline for image processing applications based on DL. It is
usually used directly, but can also help to build a more creative architecture.
TSNs are built with two models that process in parallel. In general, CNN are used
as feature extractors in each stream, and then the classification part is applied to
both outputs. The feature extraction is relatively similar to the previous networks,
while the classification is really different. There are two types of TSNs, depending
on the goal: either to compare two inputs (with the same labels or not), or to
increase the diversity and the number of features of an image.

SNNs

Siamese Neural Networks (SNNs) are also built in two parts: extraction and sim-
ilarity comparison. The extraction part is made of similar models (same layers,
shared weights), called subnetworks, to obtain the same feature shape from input
images. Their outputs are then compared for a binary classification. (Mazumdar
et al. 2018) use a distance layer to compare the features and classify the images
into identical or different pairs. (Mandelli et al. 2020) propose the similarity net-
work, another method to classify two images. (Rao et al. 2020) is quite particular
because it uses a SNN as a local descriptor, which is used in parallel with a classical
CNN for feature extraction. This method is similar to the second type of TSN:
the two-domain network.

Two-domain Networks

Two-domain networks are more flexible because both subnetworks used for feature
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extraction can be different. Also, there is usually only one input image, which
is expressed in two different ways (one per subnetwork). The process is almost
the same as for SNNs: analyze two inputs and merge their features to predict
the final result. (Zhou et al. 2018) propose a two-way analysis method based on
noisy and original images. (Amerini, Uricchio, Ballan, et al. 2017) follow this
approach with two extractors that extract features from spatial and frequency
domain respectively. (H.-G. Kim et al. 2018) also use this architecture with a
regular CNN and a Markov network that processes the DCT coefficients. (Bondi,
Lameri, et al. 2017) propose a method based on two streams: 1) a regular CNN,
which provides a label for the input image; 2) another that gives a confidence score
(i.e., how much we can trust the result). A mask is estimated from both outputs.
For this type of double-stream architecture, the role of the classification part is to
merge the feature maps, with bilinear pooling or with FC layers.

Reference Input Features extraction Classification Database
Camera Recognition

(Mayer and Stamm 2018) 256× 256 SNN Similarity Dresden, private dataset
(Mandelli et al. 2020) 80× 80 SNN Similarity Dresden, Vision

(Mayer and Stamm 2020) 256× 256 SNN Similarity Dresden, private dataset
Forgery Detection

(Amerini, Uricchio, Ballan, et al. 2017) 64× 64 Spatial and frequency CNN FC layers UCID
(Bondi, Lameri, et al. 2017) 64× 64 CNN and Confidence network Mask Estimation Dresden

(Zhou et al. 2018) Image RGB and Noise CNNs Bilinear pooling Casias, Columbia, Coverage, NC16
(Y. Wu et al. 2018a) 256× 256 Similarity and Manipulation Fusion Casias, CoFoMoD

(Rao et al. 2020) 128× 128 SNN and CNN Fusion + SVM Casias, Carvalho, Columbia gray
(H.-G. Kim et al. 2018) 64× 64 CNN and Markov FC layers BOSSbase, Dresden, Raise
(Mazumdar et al. 2018) 64× 64 SNN Distance layer Dresden

(Cozzolino and Verdoliva 2018) 48× 48 SNN Distance Layer Dresden, SOCRatES, Vision
(Cozzolino and Verdoliva 2020) 48× 48 SNN Distance Layer Dresden, SOCRatES, Vision

Table 4: Architecture details of TSNs. Information on input size, extraction and
classification part and databases used.

Whatever the technique used, this type of architecture is more complex than
the CNN, but also more complete (flexible network) and can be very robust in
some cases (SNN). Indeed, it either predicts the label of an image with a better
accuracy (more features), or it classifies a pair of images according to their label
(see Tab. 4). Moreover, in the case of the SNN, since it does not learn specific
features (i.e., it is not dedicated to the detection of a particular forgery), it is more
robust to any CF method. (Bappy et al. 2019) presents a TSN consisting of an
Long-Short Term Memory (LSTM) and an encoder, followed by a fusion layer and
a decoder. These particular networks are also used in DIF, although this is rarely
the case.

2.2.4 Other Approaches

Auto-encoder

The auto-encoder is also a technique used in the fields of image processing. These
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networks are particularly dedicated to image compression. With the emergence of
DL, new solutions have appeared for this particular task. Most of them are based
on auto-encoders. This architecture consists of three parts: 1) the encoder that
reduces the size of the input image; 2) the bottleneck that contains the compressed
features; 3) and the decoder that reconstructs the image. However, these networks
are also employed for DIF tasks. (Cozzolino and Verdoliva 2016) detail a method
that first extracts features and then uses an auto-encoder to produce forgery de-
tection maps. (Zhang et al. 2016) present a stacked auto-encoder to detect regions
of tampering.

Transfer Learning

Other techniques are employed in DIF to obtain successful architectures. One of
them is transfer learning, a subfield of machine learning. The principle is to build
a network by copying some layers of a pre-trained model and randomly initializing
the remaining layers of the target model. (Zhan et al. 2017) explain that there are
two transfer methods: 1) one for the task (the most common transfer), which copies
only the first few layers; 2) another for the database, which uses the deep layers.
There is also a difference depending on the database used for the transfer. In the
task transfer, the database comes from another domain, whereas the database is
for the same application in the case of the database transfer.

In both cases, a reference model M1 is used to transfer the weights ((Xu et
al. 2016), here from steganalysis and a database B1 ). Fine-tuning of the target
model M2 (for the database B2 ) is necessary to adapt it to its new task. There
are three alternative strategies, depending on the size and similarity of the two
databases (B1 of the pre-trained model and B2 of the target model): 1) Full
network training (large B2 and different datasets); 2) Partial network training: A
few layers (large B2 and similar datasets) or several layers (small B2 and different
datasets); 3) Training only the classification part of the network (small B2 and
similar datasets).

(Al Banna et al. 2019) propose a method that applies full training to a CNN
pre-trained on ImageNet (from ILSVRC). The main advantage of this technique
is the speed of learning the network. Thanks to the already learned features, the
network only needs to be refined and, thus, the training phase is really faster.

Architectures play a key role for DL-based methods to innovate and be more
creative. However, behind this first aspect, the goal is to improve the performance
for DIF tasks. For DNN, performances are established with the help of metrics
and conducted through evaluations using dedicated databases. Moreover, it allows
comparing methods, and the section 2.3 addresses these points.
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Various architectures have been used by DL-based methods for DIF. CNNs
are particularly effective with images, and have been widely used in other
areas of image processing. As pre-processing modules are used to extract
essential artifacts, enhanced features networks are also particularly exploited.
Their purpose is to extend feature maps, using techniques such as shortcuts or
dense connections. Similarly, TSNs aim to extend features by analyzing two
different domains (i.e., one per stream), but can also provide robustness with
SNNs. Other networks such as auto-encoder or transfer learning approaches
can be applied.

2.3 Evaluation and Comparison

In many other areas of image processing, Deep Learning (DL)-based methods have
outperformed classical ones. The main reason for this is the large amount of data
(e.g., images in Digital Image Forensics (DIF)) that are used to train networks.
Above all, the key point of DL-based methods for DIF tasks lies in performance
improvement. In this section, we detail the databases that have been used in the
literature. We also provide the main metrics to evaluate these different methods,
and we even report some comparisons of their performances.

2.3.1 Databases

The database is an important element, especially in domains that deal with im-
ages, and even more for DL-based methods. In particular, DNNs are based on
learning features from images. Their performances are improved according to the
consistency between the desired and the real results. The outputs correspond
to the labels that are associated with each image in the dataset. The classifi-
cation is binary (e.g., forged or not) or multiple in some cases (e.g., cameras 1,
2, etc.). All of these images used for DL-based methods often come from public
databases and sometimes from private datasets. Most of the databases presented
in this subsection are dedicated to DIF. Therefore, the images are already labeled
with the purpose of the application (i.e., cameras, manipulations, etc.). However,
some datasets come from other domains such as steganalysis and are employed
with modifications to be exploited. In this subsection, we detail the specifics and
purpose of each database.

Camera Recognition Databases

The Dresden Image Database (Gloe and Böhme 2010) is perhaps the most popular
in the field of DIF. It is mainly dedicated to camera recognition, but it is also
used for forgery detection (with application of upstream manipulations). It is
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composed of more than 14, 000 images of various indoor and outdoor scenes that
were captured by 73 cameras (27 different models) in order to perfectly establish
their characteristics. SOCRatES (Galdi et al. 2019) is another database dedicated
to the recognition of cameras, especially smartphones. It consists of 9, 700 images
captured by 101 smartphones (62 different models). The images were captured by
different people in order to obtain a heterogeneous database that represents real
life scenarios well. The Forchheim Image Database (Hadwiger and Riess 2020) is
quite similar to SOCRatES as it is dedicated to smartphones, with over 23, 000
images from 143 scenes by 27 devices (25 different models). Each image is provided
in 6 qualities (original and from 5 social networks).

(Society 2018) hosted a challenge for camera recognition (with the Kaggle
database). The training dataset consists of 2, 750 images of arbitrary scenes from
10 cameras. The test dataset contains original images, as well as recompressed im-
ages with random JPEG quality, rescaling or gamma correction. Vision (Shullani
et al. 2017) was first released for video authentication, but can also be used for
camera recognition. It contains 34, 427 images and 1, 914 videos from 35 portable
devices. For these databases, the images are mainly in JPEG format (see Tab. 5),
in contrast to the databases dedicated to forgery detection. Indeed, whether for
copy-move or splicing, these databases contain uncompressed (i.e., Tagged Image
File Format (TIFF), Nikon Electronic File (NEF), BitMaP (BMP), etc.), lossless
(i.e., Portable Network Graphics (PNG)) or lossy (i.e., JPEG) compressed images.

Camera Recognition
Database Reference Size Format Composition
Dresden (Gloe and Böhme 2010) 3039× 2014 - 3900× 2616 JPEG, NEF 14K
Vision (Shullani et al. 2017) 960× 720 - 5248× 3696 JPEG 34K

Kaggle Camera (Society 2018) 1520× 2688 - 4160× 3120 JPEG 2750
SOCRatES (Galdi et al. 2019) 640× 680 - 5344× 3006 JPEG 9,700
Forchheim (Hadwiger and Riess 2020) 960× 540 - 4608× 3456 JPEG 23K

Table 5: Databases for camera recognition, sorted according to their released date.
Information of size, format and composition are given.

Copy-Move Databases

The detection of falsifications is the other main task of DIF. Thus, it also exists sev-
eral databases to this purpose and most of them are especially dedicated to copy-
move (see Tab. 6): Coverage (Wen et al. 2016), FAU (Christlein et al. 2012), GRIP
(Cozzolino et al. 2015), CMH (Silva et al. 2015) or CoMoFoD (Tralic et al. 2013).
Some of them like CoMoFoD are more complete because several post-processing
operations (JPEG compression, Additive White Gaussian Noise (AWGN), Gaus-
sian Blurring (GB), etc.) are applied to the images. Applying manipulations on
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a falsified image is double-edged because it can mask the falsification, but also
add other artifacts to the image. A series of databases dedicated to copy-move,
named MICC have been proposed with a progressive number of images: MICC-
F220, MICC-F600 (Amerini et al. 2013) and MICC-F2000, which has the largest
number of falsified images (i.e., 1300). For more information, (Amerini et al. 2011)
presents a review of these databases dedicated to copy-move.

Copy-move
Database Reference Size Format Composition Mask

MICC-F220 (Amerini et al. 2011) 722× 480 - 800× 600 JPEG 110/110 No
MICC-F2000 (Amerini et al. 2011) 2048× 1536 JPEG 1,300/700 No

FAU (Christlein et al. 2012) 2362× 1581 - 3888× 2592 PNG, JPG 68/69 No
MICC-F600 (Amerini et al. 2013) 800× 532 - 3888× 2592 JPEG 448/152 No
CoMoFoD (Tralic et al. 2013) 512× 512 - 3000× 2000 PNG 260/260 Yes

GRIP (Cozzolino et al. 2015) 768× 1024 PNG 80/80 No
CMH (Silva et al. 2015) 845× 634 - 1296× 972 PNG 108/108 Yes

Coverage (Wen et al. 2016) 400× 486 TIFF 100/100 Yes

Table 6: Databases specialized for copy-move, with information about ground-
truth masks.

Splicing Databases

Splicing is the other main falsification that has dedicated databases. However,
there are fewer databases than for copy-move (see Tab. 7).

Database Reference Size Format Composition Mask
Splicing

Columbia Gray (Ng and Chang 2004) 128× 128 BMP 933/912 Yes
Columbia Color (Hsu and Chang 2006) 757× 568 - 1152× 768 TIFF 183/180 Yes

Carvalho (de Carvalho et al. 2013) 2048× 1536 PNG 100/100 Yes
Casia v1 (Dong et al. 2013) 384× 256 JPEG 800/925 Yes

Table 7: Databases specialized for splicing, with information about ground-truth
masks.

There are two versions of the Columbia database: color (Hsu and Chang 2006)
and gray (Ng and Chang 2004). The gray dataset contains 912 falsified patches
(128 × 128) while the color dataset is composed of 183 images of different sizes.
The falsifications are quite old and were done in a rough way. Thus, they can be
easily visualized and detected by humans. Carvalho (de Carvalho et al. 2013) is a
newer and more realistic database that also deals with splicing, with 100 of high
resolution images (size 2048 × 1536). Another database, more realistic and with
more images, has been released: the Casia v1 (Dong et al. 2013), which includes
indoor and outdoor scenes of everyday life. The first version contains 925 of images
of size 384× 256 in JPEG format.
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Multi-Forgeries Databases

Casia v2 (Dong et al. 2013) contains 5, 123 forged, copy-move and splicing, of var-
ious sizes and formats. This database is quite realistic, and some post-processing
operations have been applied to cover the traces of forgeries. The Realistic Tam-
pered Dataset (RTD) is also dedicated to realistic tampering, with 220 splicing
and copy-move.

Other datasets have been created to meet specific needs, such as VIPP (Bianchi
and Piva 2012b). This dataset contains splicing to evaluate the detection of Double
JPEG-Compression (DJPEG-C). On the other hand, Wild Web (Zampoglou et
al. 2015) is devoted to real cases with a collection of images from the Internet.
There is no guaranteed information on forgeries, but different versions of the images
are provided to get the basic truths. Other databases are also comprehensive, as
they deal with various forgeries and have many images (see the tab 8).

Database Reference Size Format Composition Mask
Multi-Forgeries

VIPP (Bianchi and Piva 2012b) 300× 300 - 3456× 5184 TIFF 68/69 Yes
Casia v2 (Dong et al. 2013) 240× 160 - 900× 600 Raw, JPEG 7,491/5,123 Yes
WildWeb (Zampoglou et al. 2015) 72× 45 - 3000× 2222 BMP, PNG, JPEG 90/9,657 No

RTD (Korus and Huang 2017) 1920× 1080 TIFF 220/220 Yes
NIST NC16 (Guan et al. 2019) 500× 500 - 5616× 3744 JPEG 1,124/564 No
NIST NC17 (Guan et al. 2019) 60× 120 - 8000× 5320 Raw, PNG, JPEG 4,077/1,410 No

NIST MFC18 (Guan et al. 2019) 128× 104 - 7952× 5304 Raw, PNG, JPEG 14,156/3,265 No
NIST MFC19 (NIST 2019) 160× 120 - 2624× 1968 Raw, PNG, JPEG 10,279/5,750 No
DEFACTO (Mahfoudi et al. 2019) 240× 320 - 640× 640 TIFF -/229K Yes

NIST MFC20 (Fiscus et al. 2020) Raw, PNG, JPEG 17K No

Table 8: Databases dedicated to multi-forgeries, sorted according to released date.
Information on size, format, composition and ground-truth mask are given.

The National Institute of Standards and Technology (NIST) organized an
annual challenge called Media Forensics Challenge (MFC) that used different
databases each year. First, they created a pilot dataset, NIST16 (Guan et al. 2019),
which contains 564 of forged images. Each image is spliced with four separate oper-
ations (low/high qualities of JPEG compression and with/without post-processing
on falsifications) to evaluate their impact on performance. This process was aban-
doned for the following challenges (NC17, MFC18-20 (NIST 2019), (Fiscus et
al. 2020)). However, they have been built for multiple forensic applications, such
as forgery, manipulation or deepfake detection. As a result, these datasets con-
sist of various types of manipulation (blurring, intensity normalization, etc.) and
falsification (copying, splicing, etc.). In addition, falsified images may contain
multiple falsifications, making them difficult to detect. In summary, NIST has
provided several databases that contain various manipulations and falsifications.

DEFACTO (Mahfoudi et al. 2019) is another database dedicated to various
falsifications. It includes more than 200, 000 images, which are indoor and outdoor
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scenes or also faces, with a set of information about the location of the falsification
(annotations) and the alteration process. These images were generated by applying
four categories of tampering on the MS COCO database (T.-Y. Lin et al. 2014):
1) splicing (105, 000); 2) face morphing (80, 000); 3) object removal (25, 000); 4)
copy-move (19, 000). The databases presented so far are dedicated to DIF tasks,
but the way DEFACTO has been built shows that other types of datasets can be
used if falsifications are applied to them.

Other Tasks Databases

The MS COCO database deals with object detection and was used to create DE-
FACTO. MS COCO was created from complex images of everyday scenes in their
natural context. Each image is labeled with item segmentation to facilitate object
location applications. It contains 91 features with a total of 2.5 million labeled in-
stances in 328, 000 images. Scene UNderstanding (SUN) (Xiao et al. 2010) is also
dedicated to object detection by categorizing scenes, and has been exploited to
produce forgeries for DIF applications. It consists of 899 categories from 130, 519
images. Usually, these databases are exploited to create a synthetic dataset of
forged images through the accurate segmentation of their components.

Steganalysis, which is another important topic in forensics, has provided useful
databases for DIF (see Tab. 9). Bossbase (Sedighi et al. 2016), frequently used

Database Reference Size Format Composition
Object Detection

SUN (Xiao et al. 2010) 200× 200 JPEG 130K
MS COCO (T.-Y. Lin et al. 2014) - JPEG 330K

Steganalysis
BossBase (Sedighi et al. 2016) 512× 512 PGM 10K
Alaska#2 (Cogranne et al. 2019) 256× 256 and 512× 512 RAW 80K

Real World Images
NRCS (Macdonald 2004) 1500× 2100 TIFF, JPEG 11K
UCID (Schaefer and Stich 2004) 512× 384 and 384× 512 TIFF 1338
Raise (Dang-Nguyen et al. 2015) 4288× 2848 TIFF, NEF 8,156

Table 9: Databases from other domains that are used in DIF.

in steganography, contains 10K of images (512 × 512) captured by 7 cameras in
the format Portable GrayMap (PGM). There are very smooth, unclear and very
dark images, which shows the diversity of this dataset and thus its availability
as a standardized source. Alaska#2 (Cogranne et al. 2019) represents another
steganalysis challenge to provide a large and diverse dataset. Indeed, it is composed
of 80K of images from more than 40 cameras (smartphones, cameras, tablets, etc.)
that have been processed realistically. Moreover, this dataset is mainly designed
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for DL-based applications with the huge amount of data that can be exploited and
the heterogeneity of images that is a challenge.

There are other databases more focused on real-world scenes and certain raw
image formats. The Raise (Dang-Nguyen et al. 2015) database contains both TIFF
and NEF images. It consists of 8, 156 uncompressed and unprocessed images, cap-
tured by 3 different cameras. These images represent various indoor and outdoor
scenes in more than 80 locations in Europe. TIFF is also in Uncompressed Color
Image Database (UCID) (Schaefer and Stich 2004), which was built for content-
based image search. As the name implies, this database consists of 1, 338 uncom-
pressed images of outdoor and indoor scenes of different locations (e.g., natural
places, objects, etc.). Natural Resources Conservation Service (NRCS) (Macdon-
ald 2004) is also dedicated to TIFF images.

Finally, the mentioned databases have been exploited in AI-based methods, and
in particular Dresden and Casia have been widely used. A database is essential
to compare the models with each other, especially since 2015, as they are almost
all based on DL. Thus, the methods can be compared based on their architecture
and databases. To perform this comparison, methods must be evaluated using
dedicated metrics.

2.3.2 Evaluation metrics

Evaluation is mandatory to assess the effectiveness of a method, especially those
based on DL. Databases are used to train the methods, but are also necessary
to perform the evaluation. Therefore, the databases are divided into three data
sets: training - validation (during training) and testing. Experimental tests are
calculated using metrics to provide the performance of a method. These metrics
are the baseline for judging the quality of the results provided by a method.

Confusion Matrix

There are several scoring metrics, all of which are calculated from the confusion
matrix (see Tab. 10), which counts and classifies the different results. Indeed, the

Predicted Class
Forged Original

Actual Forged TP FN
Class Original FP TN

Table 10: Confusion matrix for a binary example in detection of manipulation

results, which are obtained by DL-based methods, are expressed in terms of four
values (for example, in the case of forgery detection): 1) the True Positive (TP)

46



2.3 Evaluation and Comparison 2 STATE-OF-THE-ART REVIEW

for images correctly detected as forged; 2) the False Negative (FN) for images
incorrectly detected as original; 3) the False Positive (FP) for images incorrectly
classified as forged; 4) and finally the True Negative (TN) for images correctly
classified as original. Several elements, which are exploited for metrics, can be
defined from this confusion matrix.

The first elements, defined as True Positive Rate (TPR) and False Positive
Rate (FPR), give an indication of the number of positive predictions (here forged)
with respect to the set of results. They correspond to the probability of predictions
(P ∈ [0, 1]) classified as forged with respect to the set of data labeled as original
(for FP and TN) and as forged (for TP and FN) (see Eq. 6 and 7).

TPR =
TP

TP + FN
(6) and FPR =

FP

FP + TN
(7)

Three other elements also derive from the confusion matrix: 1) sensitivity (also
called recall), which is identical to TPR (see Eq. 6); 2) specificity, which is the rate
of well-predicted negative results (see Eq. 8); 3) precision, which is the probability
of well-classified predictions as positive based on all positive results (see Eq. 9).
In fact, specificity is inversely proportional to sensitivity (i.e., if one increases, the
other decreases) while TPR and FPR are proportional (i.e., if one increases, the
other increases).

specificity =
TN

TN + FP
(8) and precision =

TP

TP + FP
(9)

Common Metrics

Some measures are based on the elements of the confusion matrix. The best
known evaluation measure is the accuracy (Acc ∈ [0, 1]), which is used in almost
all camera recognition literature and evaluates the probability of a good model
prediction (see Eq. 10).

Acc =
TP + TN

TP + FP + TN + FN
(10)

The F1 score is more robust than the accuracy because it takes into account
both parts of the confusion matrix. It is computed from recall and precision (Eq.
11), which are already elements computed from the elements of the confusion
matrix.

F1 = 2 ∗ precision ∗ recall
precision+ recall

(11)

Thus, F1 score is more precision than accuracy. Indeed, F1 score represents the
probability of positive elements according to the prediction and the labeled sets.
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Precision indicates the proportion of predicted positive elements that are rele-
vant (i.e. well-classified) while recall (TPR) gives the number of labeled positive
elements that are well ranked.

The other metrics are based on the rates resulting from the confusion ma-
trix. The Receiver Operating Characteristic (ROC) (Huang and Ling 2005) can
be calculated from TPR and FPR. This is a probability curve generally used in
classification problems to measure the model performance. The graph is obtained
by plotting the TPR against the FPR (see Fig. 6). The Area under the Curve
(AuC) is a scoring metric associated with the ROC that indicates how well the
model is able to distinguish classes. Thus, the higher the AuC, the better the
performance of the model.

Figure 6: Graphic of the ROC. (green line) ROC (gray area) AuC

Finally, there are several ways to evaluate the performance of a method, and all
the measures presented here have been used in SOTA publications. However, the
main techniques for comparing methods are the accuracy and the F1 score. The
F1 score is widely used for forgery detection, as it evaluates how well the output
mask matches the ground truth. In this case, precision and recall are computed
on a pixel basis.

2.3.3 Performance Assessment

Performance evaluation is an essential task, especially for making comparisons.
In this subsection, we present the results of some SOTA methods, applying a
criterion that allows a fair analysis. For camera recognition, we chose the database
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(i.e., Dresden) as the common element. For forgery detection, we chose methods
dedicated to manipulations (e.g., compression JPEG, resampling, etc.).

Camera Recognition

Camera recognition has been widely discussed in the literature. With the growth
of articles, new ideas and ways to recognize cameras have emerged. To date, cam-
era recognition has several ways of being applied, which prevents from comparing
methods on an equal footing. The first problem that makes it difficult to com-
pare methods is the diversity of protocols. On the one hand, this diversity is a
valuable aspect, as it contributes to the improvement and enrichment of camera
model identification. But, on the other hand, this variety of protocols reduces the
possibilities to compare methods and to evaluate their performance on an equal
footing. Several approaches exist for camera model identification, and three main
applications can be particularly identified in the literature: basic classification,
triple classification, and open-set classification. Among all these articles, we de-
cided to focus our analysis only on the methods that work on Dresden. Indeed,
Dresden is the most used database and is dedicated to camera recognition.

The basic scenario involves identifying the camera based on a label (brand,
model, or device) and is the most specific and discussed application. Most methods
for this scenario classify camera models (Bondi, Baroffio, et al. 2017). However,
even among these methods that use the same evaluation protocol, there is still a
problem with the number of cameras used in the experiments. (Tuama et al. 2016)
conduct a series of experiments to highlight the data dependency problem by
increasing the number of camera models in the dataset. The evaluation focuses
on the classification of a baseline model in three experiments with an increasing
number of camera models (12 - 14 - 33).

The triple classification is close to the basic scenario, as the goal is to identify
the camera according to a label. But, it classifies cameras according to the brand,
the model and the device. The triple classification aims to identify cameras based
on all labels and is more global (Y. Chen et al. 2017; M. Zhao et al. 2020).

Open-set classification is particular and addresses the robustness problem. The
objective of this approach is to evaluate the generalization of a method by classify-
ing unknown cameras. In this case, the network has never learned their character-
istics, which makes classification difficult. (Bondi, Baroffio, et al. 2017) approaches
the unknown camera problem with an additional experiment. (Mayer and Stamm
2018) fully addresses the problem of the open-set scenario, with a method to clas-
sify image pairs as either known or unknown cameras. For this application, the
evaluation was performed with a series of experiments based on three subsets ac-
cording to an image pair: 1) only known camera models; 2) one known and one
unknown model; 3) only unknown camera models. The evaluation protocol was
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performed with 65 camera models.
The aspect that stands out in the SOTA publications is the disparity of ap-

plications. Thus, the comparison is hard to index (see Tab. 11). Performance is
significantly correlated with the number of cameras: the larger the database, the
lower the performance. In addition, it is more difficult to authenticate cameras
that belong to the same model, because their fingerprints are more similar and thus
more difficult to identify. This phenomenon is well illustrated in papers dealing
with triple classification. The performance is decreasing from one label to another,
and is extremely low (less than 55%) for the devices. (Mandelli et al. 2020) present
a method based on SNN, which obtains a higher score (88%) as it predicts whether
two images come from the same device (1 − to − 1). Additional experiments can
be performed for camera recognition, such as the evaluation of robustness to ma-
nipulations (Ding et al. 2019; Mayer and Stamm 2020). Manipulations are also a
full-blown application, mostly tackled in forgery detection.

References Brand Model Device
Nbr. cameras Accuracy Nbr. cameras Accuracy Nbr. cameras Accuracy

Basic Classification

(Tuama et al. 2016)
12 98%
14 97.09%
33 91.9%

(Bondi, Baroffio, et al. 2017) 18 92.83%
(Bayar and Stamm 2017a) 26 98.58%

(Rafi et al. 2019) 27 97.03%
(Mandelli et al. 2020) 871 88.0%

Triple Classification

(Y. Chen et al. 2017) 13 99.12% 27 94.73% 74 45.81%191 97.73%
(Ding et al. 2019) 13 99.6% 27 97.2% 74 52.4%

(M. Zhao et al. 2020) 13 99.4% 27 96.1% 74 47.5%
Open-set Classification

(Bayar and Stamm 2018b) 10 99.06%
25 97.74%

(Mayer and Stamm 2018) 10 91.1%
(Mayer and Stamm 2020) 25 94.0%

Table 11: Performance of SOTA methods on Dresden for different applications of
camera recognition. 1 indicates the use of another dataset in addition.

Forgery Detection

The goal of falsification detection is to identify whether an image has been modified
by tampering. In particular, finding the location of modified areas is the task that
has been most discussed in the literature. In fact, locating tampering in images is
more difficult because it involves detection at the pixel-level. Several metrics are
used for this type of classification, such as the F1 score or AuC (see subsection
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2.3.2). In addition, there are many databases that deal with forgeries, such as
Casias or UCID (see subsection 2.3.1). This makes it quite difficult to make a
comparison with fair criteria.

However, many manipulations can be employed after falsifications, either to
conceal them or to enhance the image. These manipulations are applied for vari-
ous purposes: i) to degrade the forensic traces with MF used as a denoising filter,
Additive White Gaussian Noise (AWGN) or Gaussian Blurring (GB); ii) to im-
prove the quality with Contrast Enhancement (CE); iii) to match the falsified
area to the original image with resampling; iv) to store the falsified image with
JPEG compression. We therefore based our analysis on the detection of these
manipulations, as the performance of the SOTA methods is comparable.

All of these techniques required the adjustment of parameters such as the kernel
size for MF or the standard deviation for GB. Most DL-based methods deal with
parameters that are easier to classify. For example, MF is easier to detect with a
kernel of size 5 than with a kernel of size 3, as it leaves more obvious artifacts in
the image. (Cozzolino et al. 2017) address this particular classification problem,
examining various parameters for each manipulation. The article highlights the
correlation between difficult variables and decreased performance. However, it
is a binary classification, which is not comparable to multiple classification as it
provides better results.

Some methods from the literature deal with only one manipulation (binary clas-
sification) while others tackle the multi-classification problem. Multi-classification
consists in predicting the label associated to an image (here the manipulation) ac-
cording to a set of labels (different manipulations). Thus, this application is more
difficult than the binary classification. (Bayar and Stamm 2018a) report perfor-
mances for difficult parameters in the context of multi-classification. Moreover,
this method is globally more efficient than the other techniques on easy parame-
ters (see Tab. 12).

References Original MF Resampling GB AWGN JPEG CE
(Tang et al. 2017) 92.43% 97.90% 96.34% 97.39%1 97.93% 89.09%1

(Kim and Lee 2017) 90.92% 99.45% 95.98% 97.5% 99.48%
(Bayar and Stamm 2018a) 99.49% 99.77% 99.51% 99.46% 99.98% 99.79%
(Mazumdar et al. 2018) 99.35% 99.64% 99.26% 99.51% 96.61% 95.24%
(H.-G. Kim et al. 2018) 98.10% 99.23% 91.8% 88.34%
(Cozzolino et al. 2017) 99.75% 99.78% 96.56% 99.66% 94.54%

Table 12: Accuracy of forgery detection for various manipulations. 1 outlines the
use of challenging parameters.

(Bayar and Stamm 2018a) tackle a more realistic problem. Indeed, instead
of classifying a single manipulation, they have developed a database with images
that have been modified with a combination of two successive manipulations (i.e.,
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MF-GB). The classification of such images is interesting because an attacker would
have to modify an image with a forgery followed by various manipulations. Such
operations can be applied to improve the quality of the image, store it or concealing
artifacts. Among all these techniques, some are used to hide or degrade forensic
traces that are crucial for forgery detection. The application of manipulations
for this purpose corresponds to Counter-Forensics (CF), which is detailed in the
following section 2.4.

Evaluation of DL-based methods can be performed using metrics and databases.
The main metrics used in the literature are the accuracy and the F1 score,
which are often associated with camera recognition and false document detec-
tion, respectively. The SOTA methods have also exploited various databases,
from dedicated databases such as Dresden (camera recognition) or Casia v2
(forgery detection) to those from other image processing domains. We also
report the performance of methods for camera recognition on Dresden, and
for manipulation detection, which is a subtask of forgery detection.

2.4 Anti- and Counter-Forensics

Counter-Forensics (CF) is a topic that emerged in parallel to Digital Image Foren-
sics (DIF), aiming to improve the reliability of forensic methods by testing the ro-
bustness of models through attacks. These methods were designed in the context
of classical methods to hide forgeries and deceive forgery detectors. Anti-Counter-
Forensics (ACF) is the opposite domain, as it attempts to address the problem of
attackers. The goal is to detect images that have been modified by CF methods.
Since the advent of DNNs, the anti- and- counter-subdomains have also evolved
for DL-based methods. (Barni, Stamm, et al. 2018) specifically address these sub-
domains in a general review. There are also dedicated analyses, such as the study
of attacks against image tampering detectors (Gragnaniello et al. 2018) or against
camera recognition (Marra et al. 2018). This section details the classical and DL
approaches to these subdomains.

2.4.1 Classical Approaches

Compression traces

The main methods of CF are related to compression. Indeed, after falsification,
the image is usually restored, leaving artifacts such as inconsistencies in the Dis-
crete Cosine Transform (DCT) coefficients. For this reason, many CF measures
aim to hide the traces of any compression. Various methods are used to achieve
this by removing or masking different artifacts. (Stamm et al. 2010) attacks JPEG
blocking artifacts by applying a MF and adding Additive White Gaussian Noise
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(AWGN). (Sheng and Su 2014) propose to remove the traces left by the DCT
quantization. These approaches are effective in fooling compression detectors,
but they also leave other artifacts in the image. Indeed, Anti-Counter-Forensics
(ACF) have studied the impact of such modifications on the intra- and inter-blocks
of the JPEG compression. (Li et al. 2012) detail the detection of CF based on
the correlations between the JPEG blocks, while (Singh and Singh 2019) analyze
the co-occurrence matrix of these blocks. Other approaches are based on spatial
noise (Valenzise et al. 2011), high frequency AC (Alternative Current) coefficients
(Lai and Böhme 2011) or distortion caused by CF modifications (Valenzise et
al. 2013). (Wang et al. 2014) discuss wavelet compression with a study of the
Discrete Wavelet Transform (DWT) coefficients based on the Hough transform to
detect inconsistencies related to compression. To be more robust to these detec-
tions, the CF methods have been improved by adding a denoising step (Valenzise
et al. 2014) or by minimizing the distortion (Barni et al. 2016). Training a model
with adversarial images is a solution to these improvements of CF methods (Barni,
Nowroozi, et al. 2017). This method is very close to the basic ACF method for
DNNs (see subsection 2.4.2).

Camera traces

Camera recognition is one of the main objectives of DIF along with forgery de-
tection. Since compression traces are concerned by tampering, the other artifacts
studied for the methods are the camera fingerprints. (Karaküçük and Dirik 2015;
Dirik and Karaküçük 2014) detail a method to attack camera recognition through
the Photo-Response Non-Uniformity (PRNU). The objective is to remove the cam-
era fingerprints with a factor that depends on the images and their content. This
factor is therefore accurately estimated by an iterative search based on a denoising
filter (Wiener or wavelet). (Sameer et al. 2019) present an ACF method to manage
this adaptive search based on a denoising filter by using the local binary pattern
to authenticate a camera.

(Raj and Sankar 2019) present an attack that focuses on the PRNU, which
is specific to each camera and allows recognizing them. The method replaces
the fingerprints of the camera with the PRNU of another camera. In fact, the
PRNU contained in an image is removed by DWT. Then, a new fingerprint is
calculated from a set of images coming from another camera, and added to an
image considered as false. (Goljan et al. 2011) propose a method ACF to treat this
problem: the triangle test. Let I be the image to be tested, J the images supposed
to have been exploited for falsification and K the sure images. A conclusion can
be drawn by calculating the PRNU of each and examining the correlation between
them: if the correlation is higher between I and J than between I and K, then
image I has been used for falsification. (Marra et al. 2014) attack this method by
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proposing a compromise between the triangle test and the camera recognition to
fool both the correlation comparison and the camera recognition.

Others

Many other artifacts are attacked to hide deception from detectors. There is a
race between ACF and CF, as when one method of attack is proposed, another
to detect it is developed. (Kirchner and Bohme 2008) detail a double attack
based on a MF and geometrical distortions respectively for the low- and high-
frequency components. The objective is to hide the resampling traces, which are
usually characterized by periodic dependencies. To cope with this method CF, a
periodicity-based detection is first applied to discriminate the images that have
been attacked (Peng et al. 2015). This process is based on the analysis of the
partial auto-correlation with a threshold to decide whether an image is suspicious
or not.

MF is also an enhancement tool often applied after falsification, as it is a
noise removal filter. Therefore, hiding the application of the MF is a powerful
subject. (Z. Wu et al. 2013) explain that the distributions of pixel differences
are not the same between the forged and the original images. They proposed a
method to falsify the distribution of the forged images in order to reproduce the
original images by including noise. The detection of CF methods based on MF
has been addressed by two approaches. In the first one, (Zeng et al. 2014) explain
that the histogram of the horizontal difference of the pixels of the different rows
has a certain periodicity in the case of a falsified image. Therefore, they applied
a peak detection method to distinguish images that have been exposed to a CF
method. The second method (Kang et al. 2015) exposes artifacts in the histogram
distribution of Median Filtering Residual (MFR) for textured areas. In the case
of an original image, the central bin is much higher than its neighbors, which is
not the case for forged images.

(Costanzo et al. 2014) detail an attack and an ACF method on the analysis
of key-point suppression and injection Scale-Invariant Feature Transform (SIFT).
They proposed two key-point suppression detectors: 1) one based on the ratio
of key-points to corners; 2) another based on histograms of key-points in image
blocks of different variance levels. The injection of key-points in the image is
used to fill this weakness and completed according to the distribution of the key-
points. Other methods of ACF are detailed, such as Contrast Enhancement (CE)
detection based on the gray level co-occurrence matrix (De Rosa et al. 2015) or
SVM detector attack for global manipulations (Z. Chen et al. 2017).
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2.4.2 Deep Learning Methods

As far as classical methods are concerned, CF in DL addresses camera recognition
and other forensic features (see Tab. 13). However, one particular aspect is related
to DNN. There are two ways to apply an attack, known as the white- and black-
box cases. The major difference comes from the knowledge of the detector to
be deceived. In the white-box case, the network being fooled is known by the
attackers (weights, layers, etc.) and they exploit its information to compute the
method. The black-box case is more complicated because the attackers have no
clue about the method, even though they can use it in most cases (give an input
to the network and collect the output). On the other hand, the white-box scenario
is easier for attackers to handle and therefore more difficult for defenders. The
black-box case represents the exact opposite.

Counter-forensic
References Purpose Scenario Attack

(C. Chen et al. 2018) Camera recognition White-box GAN
(C. Chen et al. 2019) Camera recognition Black-box GAN
(Güera et al. 2017) Camera recognition White-box FGSM / JSMA
(D. Kim et al. 2018) MF Black-box GAN
(Mehrish et al. 2019) CE Black-box Adaptive CE
(W. Zhao et al. 2019) Recaptured images Black-box Cycle-GAN

(Barni, Kallas, et al. 2018) Adversarial transfer White-box FGSM / JSMA
Anti-counter-forensic

References Purpose Method
(Tariang et al. 2019) MF MFR + residual dense network
(Carrara et al. 2017) Adversarial images (FGSM/ L-BFGS) CNN + k-NN
(Carrara et al. 2019) Adversarial images (FGSM/ L-BFGS) CNN + k-NN
(Schöttle et al. 2018) Adversarial images (PGD) Linear filter

Table 13: Details of counter and anti-forensic methods. Scenario and attack are
given for anti-forensic, whereas the method is outlined for counter-anti-forensic.

White-box attacks

White-box attacks concern all DIF tasks, and in particular the recognition of
cameras. One attack is mainly exploited by the CF methods: the misclassification.
The goal of such an attack is to direct the network towards a wrong label.

(Güera et al. 2017) present two distinct methods that mislabel an image in the
context of attacks against camera recognition. The first is the Fast Gradient Sign
Method (FGSM) (Goodfellow et al. 2015), which generates adversarial examples
based on the loss function to emphasize their classification. As a result, these
images are systematically misclassified by the network. The second method is
the Jacobian based Salience Map Attack (JSMA) (Papernot et al. 2015), which
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aims to modify the input features that most significantly change the output of the
network. Both methods require the information of the model to be applied, as
they exploit the loss function and the input characteristics.

(Barni, Kallas, et al. 2018) also address both approaches in a study of transfer
for adversarial examples. They proposed two tasks: 1) the database transfer, where
they keep the same network with the same attack but with a different database;2)
the network transfer, where they keep the same database with the same attack
but with a different network. Their analysis proves that the adversarial examples
cannot be used in another context (different attack, different database, etc.).

(Carrara et al. 2017) present two methods (with a more elaborate version (Car-
rara et al. 2019)) for detecting adversarial images in the context of a white-box
scenario. Their method combines a regular Convolutional Neural Network (CNN)
with a k-Nearest Neighbors (k-NN) that respectively predicts a class and classifies
the image based on the deep features (of the CNN). They used two white-box ap-
proaches to generate the adversarial images: FGSM and box-constrained L-BFGS
(Szegedy et al. 2014). (Schöttle et al. 2018) detail another ACF method dedicated
to adversarial images. They used the method Projected Gradient Descent (PGD)
(Madry et al. 2019), a variant of FGSM, to generate attack images. The detection
method is based on a threshold. Indeed, the pixels of an original image can be
estimated from the values of its neighbors. Based on this assumption, they ap-
ply a linear filter, compute the average of the differences between the pixels and
compare it to a predefined threshold.

(C. Chen et al. 2018) propose a Generative Adversarial Networks (GAN) (Good-
fellow et al. 2014) that attacks CFA artifacts to fool camera recognition. They use
the attacked CNN as a discriminator to update the generator through classification
loss. GANs are widely used for black box attacks because network information is
not needed.

Black-box attacks

The main difference with the white-box comes from the discriminator, because the
attackers have no knowledge of the detector. Therefore, the generator cannot be
updated with the classification loss. (C. Chen et al. 2019) propose to include a
substitution network, to manage it by taking as inputs the original image and the
output label of the attacked CNN (obtained by a query). (D. Kim et al. 2018)
detail a GAN that restores MF images as original images. The generator produces
restored images from the MF image and the discriminator gives it its label (i.e.,
original or restored) and updates the generator to improve the forgery.

(Tariang et al. 2019) detail an ACF method for MF. They proposed a dense
residual network with a MFR layer to extract residual forensic features. (Mehrish
et al. 2019) present a method based on spatial and DCT domains to fool detectors
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of CE. Their method is based on various distributions to generate adaptive CE
images. (W. Zhao et al. 2019) detail a cyclic framework consisting of two generators
and two discriminators to attack a recaptured image detector. The two GANs are
processed in parallel, with one processing original and false-recaptured images,
while the other processes the recaptured and false-original images. The main
advantage of this cycle-GAN architecture comes from the loss function, which
contains the adversarial loss (like each GAN) but also the cycle consistency loss
(thanks to the cycle architecture).

Counter-Forensics (CF) is a sub-theme of DIF, which aims to attack DIF
methods. Classical attacks are mainly based on compression and camera
traces, while DL-based methods exploit misclassification techniques or GAN.
Anti-Counter-Forensics (ACF) is the adversary, as the goal is to detect these
attacks.

2.5 Perspectives and Issues

The analysis of the literature shows the difference with other fields of image pro-
cessing, as well as its evolution from classical toDeep Learning (DL)-based meth-
ods. We have detailed their variety in the last sections through their architectures,
their preprocessing modules and the databases used. In conclusion to this study,
this section highlights questions raised by the literature. In particular, we present
the problem of camera recognition protocols and the perspective with the future
Artificial Intelligence (AI)-based compression standard: JPEG-AI.

2.5.1 Issue of Camera Recognition Protocols

In the case of camera recognition, the study of the literature highlights the diffi-
culty of comparison, despite the numerous methods proposed. Taking the Dresden
database as a comparison criterion, the analysis is mainly limited to one task (ap-
plication, label and recognition type) and the same number of cameras. On the
one hand, task diversity is important because it broadens the scope of camera
recognition. On the other hand, it makes it impossible to compare methods that
have been used for different tasks. For the same task and with the use of the same
database (i.e. Dresden), the number of cameras varies too much to make a fair
comparison.

The first aspect is associated with the variety of camera recognition. However,
there is also another problem endemic to this topic: the variety of databases. In
fact, among all DL-based methods, few papers use more than one database (e.g.,
Dresden) and the second is often a private dataset. This evaluation is in contrast to
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other areas of image processing, which have conducted their evaluation on different
databases.

2.5.2 Perspective of AI-based Compression

It is interesting to note that some architectures take the whole image as input,
whereas usually the DNN is trained with patches to avoid resizing, which removes
forensic traces. Removing forensic traces is the goal of Counter-Forensics (CF)
methods, which are particularly dedicated to compression and camera traces. No-
tably, traces of double compression are exploited for forgery detection. Recently,
the JPEG organization launched an analysis of AI-based solutions for compression.
This study is part of a new compression standard that will be released in the next
few years: JPEG-AI.

As explained in the subsection 2.3.3, manipulations can affect the traces used
in DIF. These manipulations are exploited to assess the robustness of DL-based
methods. In particular, JPEG is one of the main manipulations studied. AI-based
compression should also be taken into account as an attack to remove or hide
forensic artifacts. Moreover, when images are compressed with DL-based methods,
especially auto-encoder or GAN, the traces could be degraded until decreasing
detection performances.

These two issues are handled in this manuscript with dedicated chapters. In
particular, we propose progressive protocols to address camera recognition prob-
lems in the chapter 3. In the chapter 4, we introduce AI-based compression and
present its impact on two DIF tasks: forgery detection and Social Network (SN)
recognition.

The literature review highlighted two main problems that we address in the
following chapters: 1) the difficulty of comparison for camera recognition
methods; 2) manipulations can hide forensic traces, and AI-based compres-
sion, with fairly recent solutions, must be considered. At the same time, video
forensics has started to develop recently and could be the next perspectives
for DIF.
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3 Progressive Protocols to Address Issues of Source
Camera Recognition

3.1 Source Camera Recognition

At the beginning of the century, with the development of digital devices (cameras,
cell phones, etc.), access to images and videos increased to the point of becom-
ing an important communication channel. At the same time, the modification of
digital images became easier thanks to free and accessible image editors. These
modifications can be applied to improve the quality of an image, but they can
sometimes be malicious. In some applications such as court cases or police investi-
gations, images are crucial evidence and their authenticity must be proven. Thus,
digital image retouching is a key issue, especially for proving the authenticity of
an image. At the same time, the recognition of the source camera, a field of Dig-
ital Image Forensics (DIF) (Redi et al. 2011), has proven to be a solution for the
detection of such falsifications.

3.1.1 Introduction

Camera Fingerprints

Camera recognition was first approached with classical methods based on the arti-
facts of the digital image creation pipeline. The set of these artifacts is often called
the camera fingerprint, similar to the human fingerprint, which is used to identify
a person. The camera fingerprint is composed of different elements, such as the
features created by the Color Filter Array (CFA) (Long and Huang 2006; Celiktu-
tan et al. 2006), or the chromatic aberration, due to the imperfections of the lens
(K. S. Choi et al. 2006b; Van et al. 2007). Other important components of the
camera fingerprint are the Sensor Pattern Noise (SPN) (Li 2010; Mahdian and Saic
2009) and the Photo-Response Non-Uniformity (PRNU) (Filler et al. 2008; Lukas
et al. 2006; M. Chen et al. 2008). Notably, the PRNU is due to the imperfections
of the silicon wafer during the manufacture of the sensor. These imperfections
result in different pixel sensitivity to light, generating a distinctive pattern unique
to each camera, refered as the digital camera fingerprint. Finally, the traces result-
ing from image enhancement (Tsai and Wu 2006; Kharrazi et al. 2004) or JPEG
quantization (Farid 2006), are also used for camera recognition.

Classification Levels

In particular, the SPN or the PRNU first allowed to establish the camera finger-
print. Then, with the democratization of DL, the performances were improved
notably thanks to Deep Neural Network (DNN). This architecture is made of
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three steps (see subsection 1.2). First, the CNN takes as input an image. Then,
the image is analyzed by the feature extractor, which generates an output map.
Finally, these output maps are used in the classification part. The purpose is to
assign a class to the studied image. There are especially different levels of image
classification depending on the camera. In this domain, cameras are defined by
three characteristics: the brand (e.g., Nikon), the model (e.g., Nikon D70 ), and
the camera itself, called the device (e.g., Nikon D70 by Bob). Thus, the recogni-
tion of the source camera can be done according to three levels of classification:
the brand, the model and the device. To this end, several techniques have been
developed, using the artifacts left during the acquisition of a digital image (Farid
2009b). Moreover, there are diverse recognition approaches.

3.1.2 Recognition Approaches

Among these DL methods, there are three different applications of recognition: i)
basic - this task is the most common, as it is also the first to be performed. The
goal is to recognize the source camera according to a classification level. Most of
the work in the literature focuses on the camera model. ii) triple - as the name
implies, the goal is to provide a prediction for all three classification levels. iii)
open-set - with recognition of both known and unknown cameras. For this task, the
cameras are distinguished between those used during the training of the network,
called known, and the others called unknown which are only used for testing. The
objective is to evaluate the ability of a model to generalize its performance to other
cameras (i.e. other databases) and to prove its robustness.

In image processing domains that involve recognition, such as face recognition,
there are two main approaches: identification (1 − to − N) and verification (1 −
to − 1). The principle of the first is to identify, among a group of N cameras,
the one associated with the studied image. For the verification, two images are
confronted together, in order to check if they come from the same camera or not.

3.1.3 Literature Issues

The analysis of the SOTA described in the chapter 2 has highlighted some prob-
lems. Indeed, the most obvious one is the difficulty of comparison between source
camera recognition methods. This problem comes from the lack of databases to
evaluate the performances of these methods, but also from the diversity of protocols
and applications. Moreover, recognition is rarely performed on a per-verification
basis, let alone on a per-device basis, which is the most difficult level of classi-
fication. Therefore, our work in the area of camera recognition has focused on
establishing protocols to solve these problems.

In a first time, we try to compare DL architectures and their robustness with
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a protocol based on transfer learning. The purpose is to evaluate the ability of
networks to generalize their performance for various cameras. Thus, we focus our
protocol on the open-set scenario. Based on the promising results, we expand
our study to multiple databases, as it is usually done in other image processing
fields. For this second protocol, we focus on the basic classification. Finally, to
address the most difficult task, which is the recognition of camera according to the
device, we propose a more reliable protocol based on verification. The following
subsections are detailing these protocols and the associated experiments.

Camera recognition is performed based on three levels: brand, model and
device. Then, there are three main tasks: basic classification (one level), triple
classification (three levels) and open-set classification (unknown cameras).
Finally, recognition can be applied by identification (1−to−N) or verification
(1− to− 1). We propose three successive protocols that address the problems
in the literature regarding camera recognition: 1) the robustness comparison
with transfer learning; 2) the lack of databases; 3) the most difficult label:
camera recognition with a verification protocol.

3.2 Robustness Study via Transfer Learning

Source camera recognition can be done according to the brand, the model or the
digital device itself. The identification of the camera model is the most studied
application in the literature. The principle is to recognize, among a group of
camera models, the one associated with the studied image. Several techniques
have been developed, using the artifacts left during the acquisition of a digital
image. Then, with the democratization of DL, the performances were improved, in
particular thanks to the CNN. These networks first analyze the artifacts and reduce
them via a feature extractor, while identification is performed by classification
layers.

However, even though these methods have proven to be effective in identifying
camera models, there is still a strong dependence on the data. In fact, each digital
camera has its own artifacts: the camera fingerprint. The camera fingerprint
depends notably on the PRNU, which is linked to physical inconsistencies. Thus,
cameras of the same brand have close digital fingerprints. The uniqueness of the
artifacts and the similarity of the fingerprints raise the question of performance
robustness. In this section, we exploit transfer learning to conduct a comparative
study on the robustness of DL-based methods for camera model identification.
Furthermore, this study is conducted with three well-known CNN architectures as
well as with the two main applications of source camera recognition: basic and
open-set classifications.
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This section 3.2 presents the protocol based on transfer learning through differ-
ent aspects. The following subsections explain the motivations of our comparative
study (subsection 3.2.1) and detail the architectures used as well as our protocol
(subsection 3.2.2).

3.2.1 Problem of Performance Generalization

The analysis of the State-Of-The-Art (SOTA) has raised some questions. In par-
ticular, the problem of performance generalization, which is addressed by open-set
classification. In this case, the evaluation is performed with unknown cameras,
which were not used during training, in order to generalize the performance. This
objective is critical due to the problem of similar digital fingerprints, and we pro-
pose to use transfer learning to evaluate the generalizability of DL-based methods.

Similar Digital Fingerprints

The identification of camera models is the most discussed topic in the literature.
Among these papers, the problem of similar digital fingerprints has been high-
lighted. (Tuama et al. 2016) tackle this issue through a series of three experi-
ments. The method is based on a CNN with a High-Pass Filter (HPF) used as a
pre-processing module. 1) The network was first evaluated with 12 cameras from
the Dresden Image Database. 2) Then, with 2 additional cameras of the same
brand to highlight the digital fingerprint similarity problem. 3) Finally, with all
cameras (33 models: 27 from Dresden + 6 private) to generalize this phenomenon.
(Bondi, Baroffio, et al. 2017) also address this similarity problem for camera mod-
els coming from the same brand. The method is based on a CNN for feature
extraction and a Support Vector Machine (SVM) for classification. In addition,
open-set classification is addressed in an experiment. The objective is to identify
the known and unknown cameras, which are used for training and only for testing,
respectively. This problem is an important topic in the literature, which focuses
on the robustness of DL-based methods. (Bayar and Stamm 2018b) conduct their
experiments on the open-set scenario with a method based on a CNN, whose first
layer is used as a pre-processing module. The objective of this approach is to
classify the images as coming from a known or unknown camera models.

Transfer Learning

The uniqueness of the digital fingerprints raises the question of the robustness for
the performance of SOTA methods. For example, a method with high performance
during an evaluation on a database B1 (used for training) could undergo a drop
in performance on a new database B2. Indeed, if the cameras in the database B2
are unknown to the network, the latter would not be able to classify the camera
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models correctly. In recent years, transfer learning, a field of DL, has been used to
develop new networks in a faster way without losing efficiency. Notably, it exists
three ways of fine-tuning networks (see 2.2.4): 1) Full network training; 2) Partial
network training; 3) Partial network training.

3.2.2 Robustness Protocol

To tackle this problem of performance generalization, associated with similar dig-
ital fingerprints, we propose a robustness protocol. In this subsection, we present
the architectures used for our assessment and the different experiments of our
protocol.

Architectures

With the emergence of the DL during the last decade, several challenges for im-
age processing have appeared, leading to the implementation of new architectures.
Some of them have become standards for image processing applications, especially
because of their performance. We decided to use three architectures with differ-
ent aspects: VGG19 (Simonyan and Zisserman 2014), which is a classical CNN;
ResNet50 (He et al. 2016), which is a CNN using shortcut connection layers to
widen the domain of studied features; and DenseNet201 (G. Huang et al. 2016),
which is a CNN connecting each layer with the following ones to obtain more com-
plete and diverse features. For each architecture, we replaced the classification
part with a flattening layer, two dense layers (of size 1028 and 512), two dropout
layers (set to 0.5) and an output of size N (the number of cameras, depending on
the experiment).

Protocol

The important aspect to consider for the evaluation protocol is the number of
camera models used for feature learning and for classification. Let j be the cameras
used for learning, referred as known cameras, to train the features extraction part
of the network. Let k be the unknown cameras, which have not been analyzed
by the network and should assess its robustness. Finally, let l be the number of
cameras (both known and unknown) for evaluation respectively. We addressed two
well-known topics in the literature: fingerprint uniqueness and unknown cameras.
We first obtained reference networks (one per architecture) from a re-training of
pre-trained networks on ImageNet (from ILSVRC). Our protocol consists of a
series of three experiments (see Tab. 14) using fine-tuning approaches.

1) First, we perform a simple evaluation using transfer learning with full train-
ing of the networks. 2) Then, we tackle the unknown camera problem. 3) Finally,
the last evaluation takes into account the two aspects studied: unknown cameras
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Protocol Pre-training Scenario Evaluation
Unknown Total

Experiment 1
j=8

Only known k = 0 l = 8
Experiment 2 Only unknown k = 8 l = 8
Experiment 3 Known + Unknown k = 19 l = 27

Table 14: Distribution of number of camera models.

and fingerprint uniqueness. The protocol is based on transfer learning, including
the three possibilities of fine-tuning the network (see subsection 3.2.1). Network
fine-tuning is an essential approach to transfer learning, and we evaluate all three
approaches for their impact on performance. We conduct our protocol on the
three presented architectures. The results and database of this study are detailed
in section 3.2.3.

3.2.3 Experimental Evaluation

Databases

In order to make a fair comparison, all reference networks were trained with the
Dresden Image Database (Gloe and Böhme 2010). It contains a total of 27 camera
models for over 14, 000 images, from which we extracted patches of size 128× 128
to fit the network inputs. Thus, the final dataset consists of 2.6 million patches,
which we divided images from known cameras into three subsets: training (80%),
validation (10%) and testing (10%). We defined unknown and known cameras ac-
cording to their model, in order to avoid having patches from unknown cameras for
the training. We used early stopping as recall (end of training if no improvement)
and Stochastic Gradient Descent (SGD) as optimizer.

Preliminary Study

Before applying our protocol, a preliminary study is conducted to show the recog-
nition problem related to unknown models and similar fingerprints. The objec-
tive is to compare the performance of each network (i.e., VGG19, ResNet50 and
Denset201) in three experiments. The first experiment is equivalent to a baseline
classification (8 known camera models) while the other two are considered as open
scenarios (8 and 19 unknown camera models). The training of the networks was
performed with transfer learning and fine-tuning of the classification part.

The results obtained (see Tab. 15) show a performance loss of about 10% of
accuracy between the first and the second experiment, with a similar number of
cameras (8 models). We therefore concluded that this loss of performance was due
to the unknown models used in the second experiment. This phenomenon is even
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more accentuated for the third experiment (19 unknown camera models) with a
decrease in accuracy of about 17% confirming our assumed problem.

Architectures Known Unknown Both
VGG 19 (Simonyan and Zisserman 2014) 98.47 % 88.52 % 82.66 %
ResNet50 (He et al. 2016) 99.46 % 87.78 % 81.68 %
DenseNet201 (G. Huang et al. 2016) 99.49 % 90.82 % 81.82 %
Mean 99.14% 89.04% 82.05%

Table 15: Accuracy results from the three evaluation protocol experiments for a
preliminary study.

Final Study

The final study is conducted with the same protocol to show the impact of different
transfer learning approaches on performance. Moreover, the goal is to observe
the behavior of the architectures when faced with the unknown camera problem.
For the three experiments, we included in the results the learning time of one
iteration as well as the accuracy of the networks in order to obtain a more complete
comparison. The results obtained show that each approach to fine-tuning the
networks after transfer learning has strengths and weaknesses (see Tab. 16).

Transfer Complete Partial Fine tuning
Min. Acc. Min. Acc. Min. Acc.

Unknown scenario
VGG19 21.3 98.02 % 17.7 97.69 % 16.6 88.52 %
ResNet50 21.2 97.65 % 17.7 93.84 % 14.3 87.78 %
DenseNet201 20.5 98.85 % 12 96.97 % 9.5 90.82 %
Mean 21 98.11% 15.8 96.17% 13.5 89.04%

Known - Unknown scenario
VGG 19 104 93.48 % 74.3 91.22 % 70.7 82.66 %
ResNet50 88.2 91.02 % 80.8 87.08 % 68.8 81.68 %
DenseNet201 93 92.58 % 59.3 90.05 % 57.8 81.82 %
Mean 95.1 92.36% 71.5 89.45% 65.8 82.05%

Table 16: Results (accuracy) for the selected architectures and transfer learning
approaches in training time per iteration.

The results follow the phenomenon of transfer learning already shown by the
literature: full training gives better results, but necessarily requires a longer train-
ing time, whereas it is the opposite for the fine-tuning of the classification part,
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which is faster, but also less accurate. Moreover, the partial fine-tuning offers
a compromise between these two approaches. The accuracy-duration difference
for full transfer versus partial fine-tuning is more advantageous for the unknown
scenario (2% better for 6 minutes longer, see 16 - top rows) than for the known-
unknown one (3% better for 25 minutes longer, see 16 - bottom rows), prompting
a preference for partial fine-tuning for larger databases. In terms of robustness,
VGG19 is more accurate, but takes longer to train against the DenseNet201 ar-
chitecture. The phenomenon is similar to that of the fine-tuning approaches: the
difference between accuracy and time for VGG19 versus DenseNet201 is more ad-
vantageous for the second experiment (0.7% better for 6 more minutes) than for
the third (1.2% better for 15 more minutes).

Finally, the results show that partial fine-tuning (last block of the feature
extractor and classification layers) is to be preferred over full training for large
databases in order to benefit from efficient understanding. The same observa-
tion can be made for DL architectures favoring DenseNet201 over VGG19. Our
preliminary study verifies the problem of unknown camera models and of similar
digital fingerprints. These elements are at the root of the difficulty in generaliz-
ing the performance. However, this first protocol is mainly aimed at highlighting
and confirming these problems rather than proposing a solution. The next section
addresses the generalization problem with a multi-database protocol.

Source camera recognition is an important area of DIF and camera model clas-
sification is the most discussed application. The study of SOTA shows a diffi-
culty in generalizing the performance. This aspect comes from the uniqueness
of the artifacts for each camera. Moreover, camera models of the same brand
show similarities in their digital fingerprints. Therefore, we propose a protocol
to study the robustness of three different architectures: VGG19, Denset201
and ResNet50. This protocol is realized via transfer learning, which offers an
interesting alternative to this problem. In particular, we exploit fine-tuning
approaches to fully evaluate the impact. The protocol consists of three exper-
iments, which merge unknown cameras and an increasing number of cameras
to be classified. The preliminary study confirms the performance generaliza-
tion problem, while the final evaluation shows that partial fine-tuning and
DenseNet201 are better suited for large databases.

3.3 Comparative Study with Multiple Databases

In the literature, most of the work focuses on the identification of camera mod-
els. With the democratization of DL, approaches improved their results thanks
to CNN. Regardless of the approach, these DL-based methods need databases
composed of camera or smartphone images to learn and be effective. Despite
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the availability of such databases, the Dresden Image Database (Gloe and Böhme
2010) is often the only one used in most publications (see fig. 7). In some cases,
private datasets are used as a second dataset, but they cannot be reused because
they are not publicly available. This evaluation process contrasts with other areas
of image processing, such as face recognition, where methods are typically trained
on a specific database and evaluated on other databases.

Figure 7: Statistics made among 13 articles linked to cameras: identification,
extraction of pattern, etc. (blue) publicly available database (red) private datasets
(not publicly available)

In this section, we provide a comprehensive comparative study to evaluate
State-Of-The-Art (SOTA) methods for camera model identification, which includes
two difficulties. The following subsection 3.3.1 introduces the issues raised by our
literature review (see chapter 2, subsections 2.3.3 and 2.5.1) and the elements of
our comparison protocol. The problem of database dependency is further detailed
in the subsection 3.3.2. The State-Of-The-Art (SOTA) methods that we replicated
for our performance evaluation are presented in the subsection 3.3.3. Finally, the
subsection 3.3.4 presents the databases and properly explains the protocol of our
evaluation with the results.
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3.3.1 Introduction

Despite the abundance of articles concerning the identification of camera models,
the literature presents some problems. The main problem remains the difficulty of
comparing methods.

Classification Diversity

The first is the diversity of classifications among methods: i) scenario (basic, triple
or open); ii) label (brand, model or device); iii) type (identification or verification).
This disparity prevents comparison, even when the same database is used. To
conduct our comparative study independently of this problem, we decided to focus
on the identification of the basic camera model, without considering additional
elements (brand, unknown, etc.).

Lack of Database

Most of the methods are evaluated on Dresden (see Fig. 7). Thus, the second
problem is the lack of database diversity prevalent in the literature. Evaluating
DL-based methods with a single database (i.e., Dresden) is not consistent with the
usual evaluation process in image processing and computer vision. The results of
such an evaluation are not reliable with respect to the diversity of the databases
and their different characteristics. This problem arises from the digital finger-
print of the cameras, which is used for identification and is unique to each device.
Therefore, classifying cameras from a database not used to train the network is
more difficult. This is because the network learns to extract a fingerprint from
an image, but cannot classify fingerprints that it has not analyzed. Thus, while
DL methods have proven effective for source camera recognition, there is a data
dependency problem specific to this topic.

Multi-Databases Protocol

Therefore, we conducted our comparative study on three complementary and pub-
licly available databases: SOCRatES (Galdi et al. 2019), Dresden (Gloe and
Böhme 2010) and Forchheim (Hadwiger and Riess 2020). They have as many
characteristics as possible: all types of cameras, a diverse distribution and a dif-
ferent number of cameras. Our evaluation will focus on the basic classification
of camera models. The evaluation protocol is based on transfer learning, and
peculiarly on fine-tuning the network to evaluate the methods on each database.
We applied our evaluation on four methods from the literature, based on various
architectures and performed for various applications. Essentially, this protocol
provides identification accuracy for these methods on an equal footing for various
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databases. This lack of diversity in the databases leads to unreliable and incom-
plete assessments. The diversity in classification also makes comparison difficult.
In the following subsection, we illustrate the issue of database dependency.

3.3.2 Database dependency

The open-set classification is particularly interesting, as it addresses the problem
of robustness. The evaluation of this aspect is difficult because each camera has
its own fingerprint, which corresponds to the combination of artifacts generated
during the creation of a digital image. Thus, the methods in the literature are
often dedicated to the cameras in the database used for their training.

Overuse of Dresden

This database dependency, illustrated by the use of Dresden in nearly 50% of
the literature, represents the second problem to overcome in comparing SOTA
methods. In fact, most methods use the Dresden Image Database (Gloe and Böhme
2010), which is a standard in terms of camera identification, containing 27 camera
models. This overuse represents an advantage for performance evaluation because
the methods can be compared on a comparable basis. However, except a few papers
using an equivalent number of camera models (i.e., 27) (Y. Chen et al. 2017; M.
Zhao et al. 2020) for triple classification, most methods classify disparate numbers
of camera models (see Tab. 11).

Robustness Problem

In addition, using a single database for performance evaluation poses another
problem related to robustness. In another area of image processing, the standard
method for evaluating methods requires the use of multiple databases. So far, the
performance evaluation has almost always been performed on the same database
as the training part and most often on a single database (N.B. Dresden). This
is understandable because the identification of the camera is done by its finger-
print, which is unique to each camera. Therefore, evaluating a method on another
database than the one used for training is too difficult and leads to a decrease in
performance. However, this allows to prove the robustness of a method from one
database to another.

Based on these peculiarities of the camera recognition literature, we decided to
propose our own comparative study to overcome the problems raised above. The
first aspect of our proposal is to provide a standard protocol for evaluating the
performance of methods for camera model identification. Thus, we replicated four
SOTA methods, which have their own peculiarities.
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3.3.3 Camera Model Identification Methods

We have selected four methods that have proven to be efficient in terms of per-
formance. There are several protocols discussed in the literature that we detailed
earlier. In particular, to cover the full diversity of camera model identification, we
took at least one method per scenario. Moreover, we have opted for different archi-
tectures in order to perform a complete evaluation. To be more specific, we chose
to focus on the constrained convolutional network (Bayar and Stamm 2016) first
introduced for tamper detection. This network is relatively new and has been an
important improvement for pre-processing modules in DL methods. (Berthet and
J.-L. Dugelay 2020). We also discussed Siamese Neural Network (SNN), which
is currently used in the literature, especially to overcome the robustness prob-
lem. The other architectures are respectively based on an improved pre-processing
module and a particular layer block inspired by residual neural networks (He et
al. 2016). Therefore, in this subsection, we describe the four SOTA methods that
we selected for our performance evaluation.

First Method

(Bayar and Stamm 2018b) present a constrained convolutional network for un-
known camera identification, which they first introduced for tamper detection. In
this architecture, the first layer is transformed from a convolutional layer into a
pre-processing module. The goal is to extract the desired artifacts from within
the network to achieve an end-to-end architecture. In fact, in many approaches,
a pre-processing module is included to isolate artifacts that are overshadowed by
the image content. In this network, artifacts are thus extracted by constraining
the weights of the first convolutional layer. First, these weights are randomly
initialized and then forced during back-propagation of the network to learn the
prediction error filters. The weights w of each filter K are forced as follows: the
center value is set to −1 while the sum of the remaining pixels is set to 1 (see Eq.
12). {

wk(0, 0) = −1∑
l,m̸=0 wk(l,m) = 1

(12)

The identification of unknown cameras was done with Dresden and a personal
data set. They defined the set T with two types of cameras: known for training
and unknown to classify. The set T consists of 10 different known camera models
from Dresden and 15 unknown camera models from their personal dataset. They
also defined a set T’, which represents the cameras to be classified that are not
in the base set T. The set T’ consists of 15 new unknown camera models from
their personal dataset. The evaluation was conducted using a protocol of three
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experiments: i) They used the T set for the first evaluation. ii) They used the
combination of the two sets T and T’. iii) The final experiment is a subset con-
sisting of the known cameras from the T set and the unknown cameras from the
T’ set. The architecture is divided into three parts: 1) the pre-processing module
with the constrained convolutional layer (Bayar and Stamm 2016); 2) the feature
extractor with four convolutional blocks consisting of a convolutional layer, batch
normalization, activation Hyperbolic Tangent (TanH), and pooling (max and av-
erage for the last one); 3) the classification with 3 FC layers with activation TanH
and soft max for the last one. Their results for each experiment are: 1) 99.38%;
2) 98.57%; 3) 97.74%.

Second Method

(Bayar and Stamm 2017a) also proposed a network based on this constrained con-
volution network. The only change in this architecture, compared to the previous
one, is the pre-processing module. They decided to augment the feature maps of
their model by combining two artifact extraction layers: the constrained convolu-
tional layer and a Median Filtering Residual (MFR). The goal was to evaluate the
robustness of this artifact fusion for camera model classification. They conducted
a series of experiments to compare their approach with other methods such as the
High-Pass Filter (HPF) based on CNN and the classical constrained convolutional
network. They evaluated the robustness of these methods with resampling (120%,
90%, 50%), resampling+JPEG (QF=90) and normal images. In most cases, the
proposed method showed the most efficient performance and, except one test (50%
resampling + QF=90), the accuracy was always above 90%.

Third Method

(Mayer and Stamm 2020) address the generalization of camera model identification
with a new approach. The objective is to propose a method to determine whether
two images come from the same camera without knowing their forensic traces.
Their method is based on the SNN: a feature extractor used twice in parallel to
produce deep features from two image patches and a similarity network to compare
them. For the feature extractor, they used only the constrained convolutional
network (Bayar and Stamm 2018a). It is mostly the same as before, except that
the classification consists of only 2 FC layers. The similarity network consists of
three parts: 1) a first FC layer for each branch; 2) then each branch as well as
their product passes through an artificial layer finter (Eq. 13); 3) a concatenation
layer, a FC layer and a sigmoid activation to obtain a similarity score.
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finter(X) = ϕ(
N∑
i=1

wk,i fi(X) + bk) (13)

For their experiments, they also treated aspects of the known and unknown camera
models to clearly evaluate the generalizability of their method. Accuracy was
calculated for three distinct cases: with the known camera models only (95.93%),
with the unknown and known camera models (93.72%), and with the unknown
camera models only (92.41%). They also evaluated the best configuration (patch
size, architecture, etc.) and the effects of other parameters (recompression, etc.)
for their method.

Fourth Method

(Ding et al. 2019) addresses multi-classification with the camera identification
according to the triple classification (brand, model and device). The method
relies on a pre-processing module based on domain knowledge and ResNet blocks.
The ResNet is known for its shortened layers that improve diversity by allowing
more exploration of the feature space. A ResNet block is defined as the merging
of features obtained in parallel by two consecutive 3 × 3 convolutional layers.
The architecture is developed in four parts: the pre-processing module and three
successive sections for each classification (brand, then model and device). Each
section consists of three consecutive ResNet blocks followed by a classification part
composed of a global average pooling, a FC layer and a soft max layer. The pre-
processing module is composed of three parts: 1) a multiscale HPF to obtain three
different residuals; 2) a convolutional layer and a ResNet block applied on the 4
elements (HPF and input); 3) a concatenation layer to obtain the final output.
They obtained an accuracy of 97.1% for camera model classification.

Methods Preprocessing Features extractor Classification
(Bayar and Stamm 2017a) Const. conv + MFR 4 conv. blocks 3 FC
(Bayar and Stamm 2018b) Const. conv. 4 conv. blocks 3 FC
(Mayer and Stamm 2020) Const. conv 4 conv. blocks + 2 FC Similary network
(Ding et al. 2019) multi-scale HPF 3 ResNet blocks 3 class. blocks

Table 17: Details of method architecture, according to the preprocessing, the
features extractor and the classification.

The table 17 completely summarizes the purpose of our choice. On the one
hand, we can observe four completely different methods, although three of them
use the constrained convolutional layer for pre-processing. However, it is difficult
to estimate which one is the most robust and efficient. Therefore, we performed
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a comprehensive evaluation of our protocol based on three databases, which we
detail in the next section 3.3.4.

3.3.4 Multi-Databases Protocol

To date, the methods from the literature have demonstrated a lack of diversity
for databases. Most methods have only used the Dresden Image Database. In
contrast, we decide to exploit three databases, dedicated to camera recognition,
for our protocol. We use Dresden (Gloe and Böhme 2010) because it is a standard
in the literature. In addition, we exploited SOCRatES (Galdi et al. 2019) and
the Forchheim Image Database (Hadwiger and Riess 2020) which are dedicated
to smartphone cameras. Our protocol is a two-stage evaluation based on transfer
learning and especially fine-tuning. In this subsection, we detail the contents of
each database and the steps of our multi-database protocol.

Databases

The Dresden Image Database (Gloe and Böhme 2010) is perhaps the most popular
database in the field of DIF. This database is mainly dedicated to the identification
of cameras, but it is also used for the detection of falsifications (with application
of manipulations to the images). It is composed of more than 14, 000 images of
various indoor and outdoor scenes that were captured by 74 cameras (14 differ-
ent brands and 27 models) in order to perfectly establish their characteristics.
As detailed in the paper, the development of forensic methods for camera model
identification requires many images per camera of the same scene to perform a
complete comparison of their forensic traces.

SOurce Camera REcognition on Smartphones (SOCRatES ) (Galdi et al. 2019)
is a database of images and videos. It is specially designed for the recognition of
the source camera on mobile devices. SOCRatES is currently one of the databases
with the largest number of different devices. It consists of approximately 9, 700
images and 1, 000 videos captured with 103 different smartphones (2 unclassified)
from 15 different brands and 62 different models. The acquisition was performed
under uncontrolled conditions. To collect the database, multiple individuals were
involved and asked to use their personal smartphones to collect a set of images.
Instructions were given to the participants, and they collected the set of pictures
independently. The reason for this choice is, on the one hand, to collect a hetero-
geneous image database and to maximize the number of devices employed, and, on
the other hand, to carefully reproduce the actual scenario of applying techniques
that will use this database as a reference.

The Forchheim Image Database (Hadwiger and Riess 2020) is also a database
dedicated to source camera recognition from smartphones. Forchheim is one of

73



3.3 Comparative Study with Multiple Databases 3 CAMERA RECOGNITION

the largest databases available for source camera identification, with over 23, 000
images from 143 scenes captured by 27 different smartphone cameras (9 brands and
25 models). All images were captured in or near the city of Forchheim, Germany
(hence the name) and each camera shows one image per scene. In addition, each
image is provided in 6 different qualities to assert a disparate quality: the original
version from the camera and 5 copies from Social Networks (SNs).

We chose these databases for their particularities in terms of variety - cameras
(Dresden) and smartphones (SOCRatES and Forchheim) - and composition with
different ratios of models per camera: i) 36.48% for 74 cameras (Dresden); ii)
61.39% for 101 cameras (SOCRatES ); ii) 92.59% for 27 cameras (Forchheim).
With three databases, we want to clearly observe the robustness of the methods
with our evaluation.

Protocol

The fine-tuning of the networks facilitates the evaluation of the methods from one
database to another (N.B. Dresden, SOCRatES and Forchheim). The protocol is
divided into two parts: 1) creation of a reference network for each database; 2)
transfer of the architecture and weights of the reference networks to obtain the
transferred networks.

The first step in our protocol is to create a reference network for each possi-
ble combination of method and database. Our study is based on three databases
(Dresden, SOCRatES and Forchheim) and four SOTA methods. So, we obtained a
total of 12 networks for the first step. On the one hand, this part gives indications
on the efficiency of a method depending on the database, but also on the most
difficult database. On the other hand, this first step allows us to obtain the refer-
ence networks necessary for the second step. The second step consists in refining
(i.e. re-training) the transferred network, with transfer learning and notably the
fine-tuning of the classification part, as we see in the previous section 3.2 that it
is the most challenging choice.

A transferred network is created for each database from the reference network.
We thus obtained 3 networks per method to be evaluated on each database (see
table 18). The goal of this second step is to analyze the robustness of each method,
but also to evaluate which database is the most efficient to create the reference
network.

3.3.5 Experimental Results

Training

The experimental study is conducted on the SOTA methods presented with the
previously detailed databases. To evaluate these methods with our protocol, we
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Reference Database (B1) Transferred Database (B2) Total

Dresden Dresden - SOCRatES (D-S) 3 networksDresden - Forchheim (D-F)

SOCRatES SOCRatES - Dresden (S-D) 3 networksSOCRatES - Forchheim (S-F)

Forchheim Forchheim - SOCRatES (F-S) 3 networksForchheim-Dresden (F-D)

Table 18: Scheme of the steps of the protocol with reference and transferred
databases.

divided each database into three datasets for training, validation and testing
(80 : 10 : 10). Then, from each image, we extracted patches of size 128 × 128
and applied numerous pre-processing operations to fit them to the input of the
networks. In particular, we applied successive Gaussian filters on the patches to
obtain 4 different inputs, as in the article (Ding et al. 2019). For the constrained
convolutional network (Bayar and Stamm 2018b), the pre-processing is included in
the first layer. However, we had to apply a Median Filter (MF) to the patches to
create the second entry of the enhanced constrained convolutional network (Bayar
and Stamm 2017a). We created pairs of patches for the SNN, which requires two
inputs (Mayer and Stamm 2020).

Finally, we obtained 2.5, 1.16M and 0.59M of patches from Dresden, Forchheim
and SOCRatES, respectively (same split). For the training, we selected the same
number of patches (based on the smallest set). Once the datasets were defined,
we trained the selected methods according to our protocol, i.e., in two parts: the
creation of reference networks and the transferred networks. For the creation of
reference networks, we trained the models for 30 epochs with the hyper-parameters
specific to each method. Then, we trained the transferred networks for 10 epochs
to limit the adaptation to the new database, with the hyper-parameters specific
to each method too.

Results

The results obtained with the accuracy give a complete overview of the camera
model identification (see table 19). Unlike the table 11, the methods can be com-
pared with each other independently of their approach. Therefore, comparative
study is possible, and some conclusions or discussions can be made. On the one
hand, (Ding et al. 2019) seems to propose the best method when changing the
database between training and testing (6 of the 9 best results). On the other
hand, (Mayer and Stamm 2020) obtain the best accuracy when the training and
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the test are performed on the same database. (Bayar and Stamm 2017a, 2018b)
show stability in performance regardless of the training database, but their results
are less convincing than those of Tab. 11. On the other hand, Dresden appears
to be the easiest database to handle (overall accuracy of 90.69%). These results
confirm that the evaluation of methods on a single database is not relevant and
that other databases are required.

Network (Bayar and Stamm 2018b) (Bayar and Stamm 2017a) (Mayer and Stamm 2020) (Ding et al. 2019)
Evaluation on Dresden

Dresden 91.78% 92.11% 96.17% 94.66%
S-D 90.20% 92.19% 86.01% 96.68%
F-D 89.08% 91.68% 80.42% 97.30%

Evaluation on SOCRatES
SOCRatES 75.20% 75.05% 92.31% 88.08%
D-S 79.43% 80.98% 75.37% 74.95%
F-S 73.97% 77.21% 81.82% 87.45%

Evaluation on Forchheim
Forchheim 56.14% 57.65% 80.18% 82.89%
D-F 58.44% 60.63% 66.67% 69.08%
S-F 57.01% 58.56% 79.90% 81.14%

Table 19: Results of each network according to the database of evaluation and the
method used.

Thus, we propose the first protocol to evaluate methods on several publicly
available databases: Dresden, SOCRatES and Forchheim. This evaluation takes
into account two crucial problems in the literature: the use of a single database and
the disparity of approaches between methods. Thus, comparative study is possible
across various databases and across method approaches. Furthermore, the results
show that the triple classification-based method outperforms the others in most
cases, while (Mayer and Stamm 2020) also performs well.
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Camera recognition is particularly dedicated to the identification of camera
models. However, DL-based methods address several scenarios: basic, triple
or open-set. Unlike other areas of image processing such as face recognition,
most of these methods are only evaluated on a single database (Dresden)
while a few others are publicly available. The available databases have a di-
versity in terms of content and camera distribution that is unique to each of
them and makes the use of a single database questionable. Therefore, we per-
formed extensive tests with different public databases (Dresden, SOCRatES,
and Forchheim) that combine enough features to make a viable comparison.
In addition, the different scenarios pose a disparity problem preventing com-
parisons. Therefore, we decided to focus only on the identification of the base
camera model. Our protocol is the first multi-database evaluation for camera
recognition in the literature.

3.4 More reliable and reproducible protocol

Most DL-based approaches recognize the camera according to its model - a task
called camera model recognition in the literature. However, this task is not suf-
ficient in most scenarios where the set of cameras considered contains at least 2
cameras of the same model. In this case, the recognition of the source camera must
be based on the specific features associated with the device - what we will call cam-
era device recognition. The literature on camera recognition shows the increasing
difficulty of classifying the camera according to the labels: brand, model, and de-
vice - where brand is the easiest and device the hardest to classify. This problem
stems from camera fingerprints, which are more likely to be close to each other
for cameras of the same brand and model. In the literature, DL-based methods
have largely addressed camera model recognition, while camera device recognition
is still under-studied. The few papers that deal with camera device recognition,
however, do not fully address the problem of close camera fingerprints.

In addition, the evaluation protocol adopted by these methods is that of iden-
tification (1− to−N) and the database most used in their experiments is Dresden
(Gloe and Böhme 2010) (see section 3.3). The following problems were identified
in this regard: i) the 1 − to − 1 verification protocol might be more appropriate
in some cases. When we want to know whether an illegal image was captured by
a certain device, we will compare it to the fingerprint of that device; ii) the dis-
tribution of cameras in the database (e.g., the number of cameras for each model)
is not controlled. Therefore, the different levels of difficulty of classification are
not highlighted as they depend on the distribution of cameras; iii) using a single
database for testing means having always the same exact composition of cameras,
which is not representative of real life since. For example, more than 1.6 billion
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capture devices were sold in 2020 (cameras1 and smartphones2).
Based on this, we decided to focus our work on the verification protocol (1 −

to− 1) and on a controlled selection of cameras, so that the distribution does not
depend on the distribution of the chosen database. We propose a reliable and
reproducible protocol to fully evaluate the SOTA methods. This protocol consists
of three levels of difficulty, namely basic, intermediate, and difficult. They respec-
tively correspond to the selection of cameras according to three camera character-
istics: brand, model, and device. To our knowledge, this was the first verification
protocol to comprehensively evaluate DL-based methods for camera recognition.
The subsection 3.4.1 presents the relevant methods of SOTA dealing with cam-
era recognition. In subsection 3.4.3, we explain our motivations and detail our
proposed protocol. The experimental evaluation is described in the subsection
3.4.5 with a special metric specifically designed to evaluate the impact of difficulty
levels.

3.4.1 Related Work

Regarding traditional source camera recognition approaches (i.e., not based on
DL), the most widely used and effective are those based on the analysis of Sensor
Pattern Noise (SPN), first introduced in 2006 (Lukas et al. 2006), and improved
by several works in the following years. This method is based on the analysis of
noise residuals. The challenge today is therefore to further improve the recognition
performance of cameras using DL, which has greatly improved the performance
of many image processing tasks so far. In the following, we present the literature
on camera device recognition with DL, analyzing their architecture and evaluation
protocol based on identification.

First Method

(Y. Chen et al. 2017) address multiple classification in three experiments to provide
performance for each label: brand, model, and device. Their method is based
on the Residual Neural Network (ResNet) (He et al. 2016), which is a network
that incorporates shortcut connections in its layers. The idea is to keep the low-
level features, while the convolutional layers process the images to obtain high-
level features. By combining both, the final result is more complete and includes
more information to recognize camera fingerprints. They achieved identification
accuracy for brands (99.12%), models (94.73%) and devices (45.81%).

1. https://www.statista.com/statistics/1172711/forecast-of-digital-camera-sales-volume/
2. https://www.statista.com/statistics/263437/global-smartphone-sales-to-end-users-since-

2007/
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Second Method

In the following two works, multiple classification is also addressed with a very
similar protocol, as they produce predictions for all three labels (brand, model and
device) with a single experiment. (Ding et al. 2019) use a pre-processing module,
which exploits a concatenation of 3 HPFs and the original image to obtain a greater
diversity in the features. The network is composed of three parts that are built
with three ResNet blocks followed by a classification layer to identify a single label:
first the brand, then the model, and finally the device. The ResNet blocks consist
of two consecutive convolutional layers in parallel with a single convolutional layer,
for high and low level feature extraction. They achieved identification accuracy
for brand (99.6%), model (97.1%) and device (52.4%).

Third Method

(M. Zhao et al. 2020) propose a method based on the combination of a ResNet
in parallel with a set of convolution layers, which extract respectively the camera
attributes and the relevant information from the image neighborhoods. They use
a recursive method with a cascading classification: predictions are given with
consecutive sub-classifiers (first the brand, then the model, and finally the device).
The sub-classifier can influence the parent-classifier to drop some features that are
valuable for the sub-classification. They achieved identification accuracy for brand
(99.4%), model (96.1%), and device (47.5%).

Model vs. Device

In these SOTA methods, evaluations were performed by identification (1−to−N).
They showed that recognition is increasingly difficult for devices sharing the same
brand and model. Thus, camera device recognition is the most difficult task (note
the drop in performance by up to half when classifying brands or models against
devices).

Regarding the recognition of devices sharing the same brand, the difficulty
of classifying them is confirmed. Indeed, Tab. 20 reports part of the confusion
matrices from SOTA methods for some camera models. The performance of camera
model recognition is lower for cameras of the same brand. The tab. 21 shows
the results of the same SOTA methods as before, but this time used for device
classification. The table shows the average accuracy for selected camera models,
which was calculated on 3 devices per model. The table also shows the overall
accuracy of the classification, which is much lower than for the model classification
(see Tab. 20 overall accuracy for comparison).

The drop in performance between the two tasks (model and device identifica-
tion) is surely due in part to the number of classes on which to classify cameras,
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Method (Y. Chen et al. 2017) (Ding et al. 2019) (M. Zhao et al. 2020)
Camera model CI55 CI70 CI55 CI70 CI55 CI70
Canon Ixus 55 56% 38% 76.5% 23.5% 90% 9%
Canon Ixus 70 6% 87% 0.6% 99.4% 4% 96%

Camera model ND70 ND70s ND70 ND70s ND70 ND70s
Nikon D70 58% 39% 69.6% 29.5% 64% 35%
Nikon D70s 42% 56% 53.2% 44.1% 41% 58%

Overall Accuracy 94.73% 97.1% 96.1%

Table 20: Confusion matrix for camera identification according to their model.
Performances in the original papers are assessed over 27 models. Here, only Canon
Ixus 55/70 and Nikon D70/D70s are reported.

Camera model (Y. Chen et al. 2017) (Ding et al. 2019) (M. Zhao et al. 2020)
FujiFilm FinePixJ50 48.14% 49% -

Olympus Mju-1050SW - 43.33% -
Sony DSC-T77 - 77.67% 64%
Samsung NV15 - - 47%
Casio EX-Z150 - - 35%

Overall Accuracy 45.81% 52.4% 47.5%

Table 21: Confusion matrix for camera device identification. Performances in the
original papers are assessed over 74 devices. Here, only some devices are selected.
Accuracy is averaged over three devices per model. Bold font indicates performance
values that are larger or smaller than the overall accuracy.

which is generally higher for the device than for the model (i.e., in a dataset, there
are generally more different camera devices than different camera models). It is
known that in DL, the accuracy and the number of classes are inversely correlated.
This decrease is also due to the fact that cameras of the same brand and model
have close fingerprints, which is further analyzed in the next subsection 3.4.2.

3.4.2 Close Camera Fingerprints

The literature has shown that camera recognition is becoming increasingly diffi-
cult as cameras of the same brand or model have similar digital features. (Ding
et al. 2019) illustrates the problem of similar camera fingerprints well with their
feature visualization graph extracted with t-Distributed Stochastic Neighbour Em-
bedding (t-SNE) (Fig. 8). This visualization highlights the similarity of camera
features based on their brand and model. For example, cameras Olympus mju
1050SW are quite difficult to group together. This graph also shows that cameras
of the same model can still be differentiated, such as the Sony DSC-T77, whose
features can be grouped for each camera of that model.
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Figure 8: Visualization of the similarity of different cameras in the feature space t-
SNE (Ding et al. 2019). (stars) Olympus; (circles) Sony; (asterisk) Canon; (cross)
Fuji; (square) Agfa.

The issue of close camera fingerprints has been mentioned in the literature of
DL-based methods for camera recognition, especially via confusion matrix anal-
ysis. However, it has never been fully addressed. In particular, SOTA methods
are always evaluated by identification (1 − to − N) on an entire database, which
does not highlight the challenge of the similarity of camera fingerprints. Indeed,
in this type of evaluation, the distribution of cameras is often, if not always, un-
controlled. Cameras of the same model (or brand) are mixed with many other
models (or brands). Thus, the difficulty of classification can be different from one
database to another. To overcome this problem, we propose to adopt a proto-
col that uses camera selection to create sets with controlled camera distribution.
Camera selection controls the presence of cameras with close digital fingerprints,
and thus controls the difficulty of classification. In addition, the protocol we pro-
pose in the following subsections is based on 1− to− 1 verification, as we believe
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that verification is more likely to be used in future applications (e.g., in police
investigations). In other words, the goal is to distinguish iPhone 11 of Bob from
iPhone 11 of Alice rather than recognizing it in a random group of smartphones.

3.4.3 Verification Protocol

Verification has already been adopted in some camera recognition work. For exam-
ple, (Mandelli et al. 2020) propose an Siamese Neural Network (SNN) for device
recognition, by evaluating the similarity of the camera fingerprint between pairs of
images. SNN is an architecture that has been used quite a bit for camera recogni-
tion and particularly in model classification. The network is composed of two twin
subnetworks whose weights are updated identically. They trained one part of the
network with coherent pairs and the other with non-coherent pairs. The residual
noise of an image associated with a device di is combined with the PRNUs of the
same device di and a dissimilar device dj to create coherent and non-coherent pairs,
respectively. The PRNU is obtained from a large set of images of each device to
obtain a more robust and reliable model. The idea is to extract and then compare
the PRNU using the SNN, each of which outputs an encoding of the input image
(e.g., a vector of size 1024). The network works in tandem on two different input
images to compute comparable output vectors.

Instead of asking "which class does the image come from?", SNNs answer
the question "do the two images belong to the same class?". We can draw a
parallel with biometric recognition by saying that single-stream networks perform
a 1−to−N comparison, and thus identification, while Two-Stream Network (TSN),
such as SNNs, perform a 1 − to − 1 comparison, and thus verification. In fact,
camera recognition is sometimes even called hardwaremetry (Galdi et al. 2015). A
major advantage of using SNNs is that, once trained, they are able to establish
whether two images are from the same class, even for unseen classes. The goal is
to determine whether two images are from the same camera. One of the SOTA
methods is based on SNN, and thus naturally involves evaluation by verification. In
addition, we propose to evaluate single-stream SOTA methods with a verification
protocol. To do so, the encoding of an image computed by the neural network
is extracted before the classification part, and compared to other encodings in a
1− to− 1 comparison by Euclidean distance.

3.4.4 Proposed Cameras Selection

Traditionally, the evaluation of camera recognition methods is performed on the
entire database without any particular camera selection strategy. However, using
the entire database as is does not take into account the problem of close camera
fingerprints. Ideally, databases for camera recognition should contain a large and
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balanced number of cameras of the same model, otherwise it would be unclear
whether a method actually classifies the camera based on camera model recognition
or camera device recognition. Along with biometric recognition, it would be like
having a database of only young women and elderly men, how do you establish
whether the model actually recognizes gender rather than age? Thus, we propose
a selection of cameras to have a clear control on their distribution, in order to
ensure that the recognition is performed for the device.

In practice, the currently available databases have a very limited number of
cameras sharing the same model. Our proposed protocol is based on a camera
selection that allows us to define subsets of the existing datasets to test SOTA
methods at different levels of difficulty. The selection strategy aims to select pairs
of cameras for 1 − to − 1 comparison, and notably for dissimilar pairs (i.e. same
camera for similar). We have to ensure that when dissimilar pairs are created,
they reflect a level of recognition difficulty associated to a camera label: brand,
model or device.

To confirm the problem of increasing difficulty in classifying from brand to
camera, we propose to create three levels: i) with only cameras of different brands
(basic); ii) with only cameras of the same brand and different models (intermedi-
ate); iii) with only cameras of the same brand and model (advanced). Even among
these levels of difficulty, some cameras may be easier to classify than others, as
shown in the confusion matrices in the subsection 3.4.1. (M. Zhao et al. 2020) pro-
pose a method that is able to distinguish well Canon Ixus 55 from Canon Ixus 70,
while this was not the case for Nikon D70 and Nikon D70s. Since the verification
is performed with pairs of images, these difficulty levels will represent the different
dissimilar pairs (see Fig. 9). The problem of database distribution is fixed to the
controlled selection of image pairs according to the three difficulty levels.

3.4.5 Experimental results

The protocol with our proposed camera selection is applied to 4 different methods
SOTA in order to have a complete analysis of camera recognition that suffer from
the problem of classifying devices with close camera fingerprints. Among the pre-
viously described camera recognition methods (see subsection 3.4.1), we selected
the most efficient (Ding et al. 2019). We also selected two methods for camera
model recognition, which were re-trained to perform camera device recognition, to
test other architectures. Both methods are based on constrained CNN: the first
(Bayar and Stamm 2017a) is the constrained CNN, and the second (Bayar and
Stamm 2018b) incorporates enhanced pre-processing. Finally, a method based on
SNN (Mayer and Stamm 2020) is also selected in order to test the robustness of
such architecture. The study is conducted on two databases, chosen for their dif-
ferent characteristics: SOCRatES and the Dresden Image Database. In the case of
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Figure 9: Diagram illustrating difficult and classical dissimilar pairs. (Red) Ad-
vanced; (Blue) Intermediate; (Green) Basic.

the methods originally designed for identification, the architecture is adapted for
verification by removing the classification layer and comparing the output feature
vectors (or coding) with the Euclidean distance.

Databases

SOCRatES (Galdi et al. 2019) is a database of images and videos specifically
designed for source camera recognition on smartphone devices. It is composed of
about 9, 700 images and 1, 000 videos captured with 101 different smartphones of
15 different brands and about 62 different models. The acquisition was performed
under uncontrolled conditions. The Dresden Image Database (Gloe and Böhme
2010) consists of over 14, 000 images of various indoor and outdoor scenes that
were captured by 74 cameras of 27 different models. Tab. 22 gives an overview of
the distribution of the two databases. A difference can already be made in terms
of variety of brand: there is an over-presence of Apple and Samsung cameras in
SOCRatES compared to the other brands, while for Dresden the distribution is
more uniform. In addition, there is another specificity at the device level: most
cameras have only one device in SOCRatES while in Dresden only a few cameras
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are represented with one device. Thus, these two databases have really different
camera compositions, which highlights the problem of using a single database for
evaluation. Furthermore, this compositional specificity will likely affect the results.

Dresden Image Database
AgfaPhoto Canon Nikon

DC-504 1 Ixus 55 1 Coolpix S710 5
DC-733s 1 Ixus 70 3 D70/D70s 2/2
DC-830i 1 PS A640 1 D200 2

Sensor 505-X/530s 1/1 Casio FujiFilm
Sony EX-Z150 5 FinePix J50 3

DSC-H50 2 Pentax Samsung
DSC-T77 4 Optio A40 4 L74wide 3

DSC-W170 2 Optio W60 1 NV15 3
Kodak Panasonic Rollei

M1063 5 DMC-FZ50 3 RCP-7325XS 3
Ricoh Olympus Praktica

Capilo GX100 5 1050SW 5 DCZ 5.9 5
Total brand 14 Total model 27 Total device 74

SOCRatES
Apple Asus HTC

iPhone 4s 3 Zenfone 2/3 3/1 One M8 1
iPhone 5/5s 1/2 Huawei Lenovo
iPhone 5c 6 P7/P8 Lite 1 S60 1

iPhone 6/6s/6s plus 8/3/1 Motorola Acer
iPhone 7 3 Moto G/G3 3/2 Liquid E700 1

iPhone SE 1 Moto X-Style 1 OnePlus
iPad Mini 2 1 X Play 1 X/One 1/1

Samsung LG Nokia
S3/S3 Neo 1/2 G3/G4 4/2 Lumia 635/930 1/1
S4/S4 mini 2/1 Nexus 5X/5 2/1 Wiko
S5/S5 mini 4/1 Spirit LTE 1 Rainbow 4G/Up 4G 1/1
S6/S6 Edge 1/1 K10 4G 1 Highway 4G 1

S7 Edge 2 Sony Birdy 4G 1
Core Max/Prime 1/2 Xperia Z/Z1 1/1 Vernee

Grand Plus/Prime 1/1 Xperia Z3/Z5 3/1 Thor 1
A3/A510 2/1 Xperia T3/E3/M4 1/1/1 Meizu
J7/Note 4 2/1 NEX-VG20 1 M3 Note 1

Total brand 15 Total model 62 Total device 101

Table 22: Details of the databases: the brand, model and the number of devices;
Some devices are on the same line (e.g. S3 and S3 Neo).
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Evaluation

Creating the datasets required two steps: establishing a dataset of patches and then
the pairs. First, we cropped each image in both databases by a window of size 128×
128 pixels. Then, we selected these patches based on their brightness, as dark and
saturated areas are not optimal for sensor noise extraction. We selected 2.7 million
and 630, 000 patches from the Dresden and SOCRatES databases, respectively.
We divided the two datasets into three subsets (80 : 10 : 10), corresponding
to training, validation, and testing, respectively. For training, we thus selected
patches according to the smaller set (i.e., SOCRatES ) to respect balance. The
training and validation sets are used to train the SOTA networks following their
original protocols, as described in the corresponding papers. The datasets for
each difficulty level are created with the test subset based on their respective pair
selection. The code used to generate the image patches and the different image
pair selections is available online 3 for reproducibility purposes.

Metrics

The performances of the SOTA methods are reported in terms of AuC of the ROC,
which plots the true positive rate (see Eq. 14) against the false positive rate (see
Eq. 15, with True Positive (TP), False Positive (FP), False Negative (FN), True
Negative (TN)).

TPR =
TP

TP + FN
(14) and FPR =

FP

FP + TN
(15)

An additional metric is used to show the relative drop in performance between
the basic and the advanced levels of difficulty (see Eq. 16). The higher the AuC
value, the better the classification capability of the method. The lower the drop
value, the more robust the classification method.

drop =
(AuCBASIC − AuCADV ANCED)

AuCBASIC

∗ 100 (16)

Since our camera selection strategy involves some randomness, the Monte Carlo
method (Kroese et al. 2014) is adopted for random sampling. Therefore, more than
50 repetitions of our protocol are performed, and the average scores are calculated.

Results

The results are presented in Tab. 23. (Ding et al. 2019) show the best results in
terms of relative drop, which means that the results are more stable over the three

3. https://gitlab.eurecom.fr/imagingsecuritypublic/eurecom_difficultdeviceevaluationprotocol
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difficulty levels, regardless of the database used for evaluation. The robustness of
this method probably comes from its architecture since it is designed to perform
a triple classification (i.e., brand, model and device). On the contrary, the other
SOTA methods perform better for the basic and intermediate levels, but the drop
for the advanced level is more important. Thus, they fail the test to determine
if they can actually distinguish between the different devices. (Bayar and Stamm
2018b) shows greater robustness with the enhanced processing compared to (Ba-
yar and Stamm 2017a) (without enhancement). Overall, the results obtained for
the advanced experiments, especially with Dresden, are far from what one should
expect. Indeed, for the verification (1 − to − 1), a score of 50% corresponds to
a random classifier. Our protocol shows that the current SOTA methods are not
able to perform the verification for cameras with close fingerprints.

Selection Basic Intermediate Advanced Drop (%)
Methods SOCRatES

(Ding et al. 2019) 67.5% 66.6% 62.5% 7.4
(Bayar and Stamm 2018b) 81.4% 77% 69.5% 14.62
(Bayar and Stamm 2017a) 82.4% 78% 68.5% 16.87
(Mayer and Stamm 2020) 97.4% 92.5% 76.2% 22.39

Methods Dresden
(Ding et al. 2019) 59.9% 58.9% 50.5% 15.69

(Bayar and Stamm 2018b) 87.8% 71.1% 50.3% 42.71
(Bayar and Stamm 2017a) 89.9% 74.9% 50.3% 44.05
(Mayer and Stamm 2020) 97.8% 75.2% 49.8% 49.08

Table 23: Results of camera device verification for four SOTA methods. The
reported metric is the AuC of the ROC in percentage: AuC ∗ 100.

Overall, the SOTA methods are more robust when camera device verification is
performed on SOCRatES than on Dresden: the relative drop is half as large. This
is due to their different characteristics: SOCRatES is highly diverse with a camera-
to-model ratio of 1.63 while Dresden has a ratio of 2.74. Furthermore, the t-SNE
feature space for some smartphones from SOCRatES (see Fig. 10) shows that
clusters can be more easily established than for Dresden (see Fig. 8). This may
explain the different performance decrease between the two databases. However,
even though it is smaller, the performance decrease on SOCRatES is also detected
through the protocol with our selection of cameras. This selection highlights the
fingerprints of close camera fingerprints, providing a more reliable assessment of
the source camera verification. In particular, if the performance decreases too
much from one difficulty level to another, it means that the method is not able
to classify according to the valid feature (e.g., model for intermediate and device
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for advanced). Therefore, effective methods must achieve stable performance in
each difficulty level. In addition, the higher the performance, the better (N.B. 50%
means random classification).

Figure 10: Visualization of the similarity of different cellphones in the feature space
t-SNE (Ding et al. 2019). (circle) iPhone; (square) Xiaomi; (asterisk) Samsung;
(star) Huawei.

Discussion

The results reveal a decrease in the performance of the tested SOTA methods in
the advanced scenario (i.e., cameras of the same model), especially on the Dresden
Image Database. Furthermore, with this protocol, the discrepancy between the
basic and advanced levels confirms the robustness problem of the SOTA methods
on different distributions of cameras in the dataset. Therefore, we defined a new,
reliable and reproducible evaluation protocol to evaluate the source camera recog-
nition methods. We analyzed and explained the problems with the evaluation
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protocols used in the literature, and proposed solutions to solve them.

Camera recognition is increasingly difficult as the label become more precise.
In the specific case of source camera recognition based on DL, literature has
widely addressed recognition of the camera model, while the recognition of
the instance of the camera (i.e. device) is currently under-studied. Moreover,
we have identified a lack of databases for performance assessment: State-
Of-The-Art (SOTA) methods are usually assessed on databases that have
specific compositions, such as the Dresden Image database (74 cameras of 27
models). However, using only one database for evaluation does not reflect
reality. It may be necessary to analyze different sets of devices that are more
or less difficult to classify. Also, for some scenarios, verification (1 − to − 1)
is better suited to camera recognition than identification (1− to−N). Based
on these elements, we propose a more reliable and reproducible protocol for
verification of the camera device. It is made of three different levels (basic,
intermediate and advanced) of increasing difficulty, based on camera labels
(brand, model and device). SOTA methods are tested with the proposed
protocol on the Dresden Image Database and SOCRatES. The obtained results
prove our assumptions, with a relative drop in performance, up to 49.08%
between the basic and advanced difficulty levels. Our protocol is able to
assess the robustness of methods for source camera recognition, as it tests
whether they are really able to correctly classify cameras in realistic contexts.
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4 AI-based Compression: a New Unintended At-
tack on DIF tasks

4.1 Compression Artifacts-based Tasks

With the rise of social networking and access to new technologies that make it eas-
ier to take them, pictures and videos have become commonplace in our daily lives.
In parallel to this phenomenon, image editors have developed and are now easy to
access and use, leading to potentially malicious modifications. These falsifications
can affect different aspects of our society (political, social, etc.). Moreover, they
are increasingly difficult to distinguish with the naked eye. Digital Image Foren-
sics (DIF) is a field that provides tools for the blind analysis of images and the
localization of certain falsifications. The main manipulations are splicing, where
part of an image A is merged with an image B; and copy-move, also called cloning,
where part of an image is copied onto itself. The location of these falsified re-
gions is done by analyzing the artifacts that result from the process of creating
a digital image. This process consists of three steps: acquisition, post-processing
and storage. Notably, the storage stage includes JPEG compression, which creates
artifacts in the image. The pixel blocks are converted to frequency space by the
Discrete Cosine Transform (DCT) during the quantization step.

4.1.1 Double Compression Artifacts

These artifacts have been particularly used in the literature to detect malicious
manipulation. Forgeries are created with image editors that often apply additional
JPEG compression when saving the forged image, leading to doubly compressed
images. As a result, the authentic and falsified areas do not have the same com-
pression statistics, as shown by (Lukas and Fridrich 2003). In this context, they
observed inconsistencies in the histograms of the DCT coefficients, with missing
values and peaks, in the case of the double compression (Z. Lin et al. 2009). How-
ever, these histograms should follow a normal Gaussian distribution in the case of
single compression. Based on these initial analyses, the detection of Double JPEG-
Compression (DJPEG-C) has become an important topic of discussion within the
forensic imaging community. Most of the methods were based on histogram anal-
ysis of the DCT coefficients.

There are different cases of double compression that have been discussed. In
fact, the artifacts of double compression change depending on the Quality Factors
(QFs) applied. The most likely case is when the 1st (QF1) is different from the
2nd (QF2). In the case of a similar quantization matrix (i.e., QF1 = QF2), no
anomalies exist in the histograms, making detection much more difficult. Since this
case is particularly difficult, there are a few papers on the identical quantization
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matrix (X. Huang et al. 2018). Similarly, there are two possibilities to apply double
compression depending on the position of the blocks DCT : Non Aligned-Double
JPEG-Compression (NA-DJPEG-C) (Bianchi and Piva 2012a) or Aligned-Double
JPEG-Compression (A-DJPEG-C). Since these DCT blocks are 8×8, there is only
one possibility for the 2nd to be aligned with the 1st (i.e., 63

64
are not aligned). Of

course, the double aligned compression JPEG is also a case to consider, although
it is less common.

4.1.2 AI-based Compression

The Counter-Forensics (CF) literature particularly targets double compression ar-
tifacts, as they are specific and widely used for DIF tasks. The analysis made in
the subsection 2.4 shows that compression traces are often targeted by attackers in
order to hide or even remove them (Stamm et al. 2010). Therefore, the emergence
of new solutions based on DL architectures for image compression, has opened
up some questions about their impact on the tasks DIF. The JPEG organization
has been investigating some of these AI-based methods in order to publish a new
compression standard, called JPEG-AI, in the coming years. Our main hypoth-
esis regarding the potential influences between AI-based compression and DIF is
the impact on performance for certain forensic tasks, such as forgery detection.
In fact, methods based on compression artifacts could be particularly affected by
these new AI-based solutions.

4.1.3 Social Network Recognition

In addition, we live in a society where SNs images have become an integral part
of our daily lives. Billions of images are exchanged every day on the Internet for a
variety of purposes, some of which include malicious activity. Cyberbullying, in-
citement to violence, and psychological harassment are sometimes linked to media
files exchanged via SNs such as, for example, WhatsApp, Facebook or Instagram.
When a smartphone is confiscated from a suspect, an image can become criminal
evidence, and therefore detecting the origin of that image can be really useful to
help the investigation. Source SN recognition is an area of DIF, whose goal is to
find out from which SN the images were downloaded. However, DL-based methods
rely on specific artifacts such as DCT coefficients or the PRNU. Thus, AI-based
compression could also affect the performance of these methods.

This chapter is studying the impact of AI-based compression on two particular
DIF tasks, whose dedicated methods are using compression artifacts: forgery local-
ization and SN recognition. The following subsections are detailing the elements
that we selected to conduct our analysis.
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The detection of falsified images is an important topic in the field of DIF.
There are two main types of forgery: copy-move and splicing. These forgeries
are created with image editors that apply a default JPEG compression when
saving the forged images. As a result, the authentic and forged areas have
different compression statistics, including histograms of DCT coefficients that
show inconsistencies in the case of Double JPEG-Compression (DJPEG-C).
There are different artifacts depending on how the double compression is
applied: i) aligned/unaligned; ii) same/different Quality Factor (QF). Since
the emergence of DL in image processing, AI-based compression methods have
been proposed. The JPEG organization has reviewed these solutions within
reach of a new compression standard: JPEG-AI. This could affect tasks based
on compression artifacts, such as forgery detection or SN recognition.

4.2 Impact on Forgery Detection

The analysis of statistics relating to JPEG compression is therefore an important
subject in DIF. Recently, with the rise of the Deep Learning (DL), some AI-based
compression methods have emerged. These solutions were mainly based on auto-
encoders, which are composed of two parts: 1) the encoder that reduces the input
to a bottleneck containing the main features; 2) and the decoder that reconstructs
the input from the bottleneck. With the emergence of an innovative compression
process, the JPEG organization decided to evaluate these AI-based compression
methods to create JPEG-AI4 as the next image coding standard.

The goal of this new compression standard is to provide better compression for
humans and machines. Thus, instead of having a single output (i.e., the recon-
structed image), JPEG-AI aims to provide three solutions: the standard recon-
struction, an image processing task (e.g., denoising) and a computer vision task
(e.g., image classification) (Ascenso et al. 2020). This new compression format is
expected to be available in the next few years (estimated in April 2024), as the
JPEG-AI proposals will be presented and discussed at the 96th JPEG meeting
(July 2022). As a result, the field of DIF could be impacted, and in particular
forensic image detectors that are based on JPEG artifacts. This new standard
based on DL (a trendy field) could become the next democratized compression
method. We are therefore the first to confront the two domains to study the im-
pact of AI-based compression on forensic image detectors that are based on JPEG
artifacts.

The purpose is to determine whether AI-based compression can be a potential
unintended attack, in anticipation of the future JPEG-AI standardization. In the

4. https://jpeg.org/jpegai/index.html

92

https://jpeg.org/jpegai/index.html


4.2 Impact on Forgery Detection 4 AI-BASED COMPRESSION

following subsection 4.2.1, we have reviewed the state of the art of such detectors
in order to determine the most optimized method for our study. In the subsection
4.2.2, we detail the process of our method, as well as the models selected for this
purpose. The results of our evaluation are presented in subsection 4.2.3.

4.2.1 Double Compression-based Forgery Detectors

The first methods based on compression artifacts, to locate falsifications, used the
detection of DJPEG-C as a solution to find the falsified areas. (Bianchi and Piva
2012b) have taken into account A- and NA-DJPEG-C with a method based on the
derivation of a unified statistical model characterizing the DCT coefficients to find
the falsified areas. The result is a likelihood map of the images indicating whether
the blocks are doubly compressed or not, which allows finding the falsified areas.
(Barni et al. 2010) address splicing localization using NA-DJPEG-C detection,
in the case of QF2 higher than QF1, with a region by region algorithm. With
the development of DL in the last decades, deep architectures have been used for
DIF, and thus for forgery detection. In particular, Convolutional Neural Network
(CNN) (Krizhevsky et al. 2012) have been widely used for this task, with some
pre-processing modules before or inside the network. In fact, DL-based methods
for DIF require a pre-processing module to extract relevant artifacts that are over-
shadowed by the image content. In this subsection, we detail the State-Of-The-Art
(SOTA) methods with their different architectures and pre-processing modules.

Aligned and Non-Aligned Double Compression Detection

(Wang and Zhang 2016) propose a method based on histograms of DCT coeffi-
cients, which are mainly used to detect DJPEG compressed images. As mentioned
in the paper, the artifacts are handcrafted by concatenating the histograms before
feeding the network. An interval is set to solve the problem of variable histogram
size and reduces the computation with negligible loss of information, resulting in
a vector of 99 × 1 to feed the network. Their architecture is based on a basic
CNN with convolutional layers followed by three Fully-Connected (FC) layers for
classification. Their model performed well in the case of NA-DJPEG-C, especially
when QF2 was superior to QF1 and even for small patches (64× 64).

(Barni, Bondi, et al. 2017) present the first method based on the CNN that
extracts the artifacts, thanks to a pre-processing module integrated in the network.
In fact, three pre-processing techniques are detailed: i) based on the pixel domain
with the subtraction of the image mean (handcrafted); ii) based on the noise
domain with the residual noise (handcrafted); iii) with the histograms of the DCT
coefficients (embedded). The results show that the network based on handcrafted
artifacts localizes better when it comes to A-DJPEG-C, while the CNN based on
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the embedded module is the best on NA-DJPEG-C. In addition, the embedded
module-based CNN is able to work even with some basic processing operations.

General Cases

Although previous methods performed well, this was only in specific cases (in-
cluding NA-DJPEG-C) and for certain quality factors (e.g. QF2 > QF1). (Park
et al. 2018) propose a solution to detect DJPEG-C in general cases with mixed
quality factors to localize splicing and copy-move. First, a new dataset dedicated
to the detection of DJPEG-C is detailed, with the objective of being more realis-
tic. They selected 1, 120 quantization tables (QF between 0 and 100) from JPEG
images. These images were extracted from their forensic tool, which guarantees
the authenticity of the images and is available on a public website to character-
ize real-world scenarios. To create their dataset, they applied single and double
compressions to raw images by randomly selecting from these 1, 120 quantization
tables. The method is based on histograms of DCT coefficients with an embedded
module, and quantization tables that are reshaped into vectors and added to the
classification part. These quantization tables, contained in the header file, are
generally not used for detection because the quality factor is fixed, which is not
the case here (QFs mixed). (Verma et al. 2020) follow the same process using the
DenseNet architecture, which is fed by histograms of DCT coefficients, whose size
has been calculated to be optimal.

The results obtained by the SOTA methods for DJPEG-C detection and the
performance for forgery localization are respectively performed on the dataset from
(Park et al. 2018) and on RAISE (Dang-Nguyen et al. 2015). All the results are
summarized in the Tab. 24.

Methods DJPEG-C (Acc.) Copy-move (F1) Blurring (F1)
(Wang and Zhang 2016) 73.05%

(Barni, Bondi, et al. 2017) 83.47% 0.6323 0.6450
(Park et al. 2018) 92.76% 0.7704 0.7428

(Verma et al. 2020) 94.49% 0.7992 0.7744

Table 24: Performance of the SOTA methods for DJPEG-C detection (accuracy)
and forgery localization (F1-score).

4.2.2 AI-based Compression and Forgery Detector

Proposed Framework

The objective is to provide a first study on the combination of two areas that have
never been confronted: DIF and compression based on AI. In particular, we want
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to analyze the impact of such recompression on forensic image detectors linked
to JPEG. Recompression can degrade the artifacts used in falsification detection.
This can occur when distributing images, either on SN or via messaging appli-
cations, as they apply compression. Thus, recompression, whether common (i.e.,
JPEG) or based on AI, is a non-malicious process, which could unfortunately affect
forgery detectors. On the other hand, other post-processing operations (e.g., MF,
GB, AWGN, etc.) are applied with the intention of degrading their performance.
In this section, we want to study the impact of a possible unintended attack on
forensic image detectors related to JPEG. Thus, we mainly focus on JPEG and
AI-based recompressions, which are considered benign. The objective is to se-
lect the best methods in each domain and to confront them with a framework to
evaluate whether AI-based compression can be considered as a new unintended
attack on forensic image detectors related to JPEG. Our framework is based on
three publicly available components: CAT-Net (detector5), HiFiC (compressor6)
and Casia v2 (database7).

Forgery Detector

CAT-Net (Kwon et al. 2021) is a detector capable of locating splicing and copy-
move, based on DJPEG-C detection (93.93% accuracy on the (Park et al. 2018)
dataset). It was evaluated on 6 databases for forgery detection and for robustness
to recompression (with 4 QFs) and outperformed several methods in the literature.
CAT-Net analyzes the DCT and RGB domains via two streams that respectively
process the raw DCT coefficients of the Y -channel with a quantization table and
the RGB image. Both streams use the HRNet architecture (Wang et al. 2020),
which maintains high resolution representations, and a fusion step is applied to
their outputs to obtain a prediction map. The RGB stream is the HRNet itself,
while its first step is replaced by a JPEG learning artifact module for the DCT
stream. We chose CAT-Net over the SOTA methods for three main aspects: 1)
the use of the DCT volume representation, which preserves spatial information
(better for localization); 2) the feeding of the network with raw DCT coefficients
(instead of histograms); 3) the pre-training of the DCT stream on the DJPEG-C
detection.

AI-based Compression

The literature on AI-based compression is quite recent. (Toderici et al. 2017) dis-
cuss compression with rational rates based on Recurrent Neural Networks (RNN)

5. https://github.com/mjkwon2021/CAT-Net
6. https://github.com/Justin-Tan/high-fidelity-generative-compression
7. https://github.com/namtpham/casia2groundtruth
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(LSTM, Gated Recurrent Unit (GRU), etc.) with a single training. (Ballé et
al. 2018) also present an end-to-end network to improve the quality of the com-
pression, especially the distortion rates. However, our choice is the High-Fidelity
Compression (HiFiC) (Mentzer et al. 2020), which is the first AI-based compres-
sion method using a Generative Adversarial Networks (GAN). They present three
aspects of their method that outperform the SOTA: 1) high perceptual fidelity
close to the input, with half the bit rate; 2) applicable to high resolution images;
3) optimization of the method with different metrics (Peak Signal to Noise Ratio
(PSNR), Multi-Scale Structural Similarity (MS-SSIM), etc.). In addition, they
propose three different models with increasing quality: low, medium and high.

Database

Methods from SOTA (section 4.2.1) have been tested on RAISE, which contains
only copy-move. However, Casia v2 is dedicated to forgery detection with both
splicing and copy-move. CASIA v2 database contains 7, 200 authentic images and
5, 123 forged images of various sizes (320× 240 to 800× 600). As stated in (Dong
et al. 2013), the ground-truth masks were available through a third party user
(Pham et al. 2019).

4.2.3 Experimental Results

Dataset

Based on these elements, we decided to apply AI-based and common recompres-
sions to images from Casia v2. All the original images are in JPEG format, which
allows for high detection performance with CAT-Net. In accordance with our
framework, we applied different versions of HiFiC, as well as JPEG compression
(N.B. QFs from 50 to 80, with a step of 5) to these images. We have also included
Additive White Gaussian Noise (AWGN) (sigma = 5.1), which affects the quality
of the image in the same way as HiFiC-high, to give a reference against malicious
operations.

Metrics

To evaluate our experiment, we used the same metrics as for CAT-Net (Kwon
et al. 2021), based on binary segmentation with True Positive (TP), False Positive
(FP), True Negative (TN) and False Negative (FN). Thus, we used the accuracy
(see Eq. 17) for authentic images, while we computed the F1 score (see Eq. 18)
which emphasizes the positive class for forged images. Because accuracy and F1

score depend on a fixed threshold, they also used Average Precision (AP) (area
under the recall -precision curve), which is a non-threshold performance.
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Acc =
TP + TN

TP + TN + FP + FN
(17) and F1 =

2TP

2TP + FN + FP
(18)

The Tab. 25 shows the results of our experiment on Casia v2. On the one hand,
the accuracy is quite high regardless of the compression quality, which means that
genuine images are not affected by recompression. On the other hand, according
to the F1 score, AI-based compression has a more negative impact than JPEG
compression. The AP gives additional insight into each operation, with varying
results depending on the parameters chosen. Low QFs have more impact on local-
ization than high ones for JPEG compression, while it is the opposite for AI-based
compression.

Operations Objective Quality Forged Image Authentic
PSNR (dB) SSIM AP F1 Accuracy (%)

No Compression 0.94 0.79 88.48

JP
E
G

50 33.7 0.915 0.45 0.35 83.88
55 33.9 0.92 0.46 0.33 86.44
60 34.14 0.926 0.49 0.32 86.67
65 34.41 0.932 0.58 0.37 90.76
70 34.78 0.938 0.96 0.40 91.24
75 35.19 0.945 0.90 0.38 87.98
80 35.81 0.954 0.84 0.43 91.56

HiFiC Low 31.9 0.787 0.67 0.17 92.11
High 33.75 0.901 0.20 0.12 92.25

AWGN σ = 5.1 33.81 0.861 0.3 0.28 80.97

Table 25: Results of forgery localization, with accuracy (%), F1 score and AP,
according to various operations. Objective quality of processed images is furnished
(PSNR, SSIM). original - important drop - the hugest drop.

Overall, when comparing the two compressions with equivalent objective image
quality (PSNR, Structural Similarity (SSIM)), localization performance is more
affected (at least twice as much) by AI-based compression than by JPEG or even
a malicious operation such as AWGN (orange vs. red in the Tab. 25). Moreover,
HiFiC has been optimized to reduce the bit rate (half as much as SOTA methods),
while preserving a high visual quality of the image (see Fig. 11). Therefore, HiFiC-
high is able to overcome the detector without compromising the image quality.

Conclusion

This is the first study to jointly address AI-based compression and Digital Image
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Figure 11: Comparison of visual image quality of each operation (same objective
quality) with a region of an image from Casia v2. (a) QF50 (b) AWGN (c) HiFiC-
high (d) original.

Forensics (DIF). We applied High-Fidelity Compression (HiFiC), JPEG compres-
sion and AWGN to Casia v2 images in order to compare their impact on false lo-
calization. Our result shows that HiFiC-high is the most effective operation to lead
to a considerable decrease in performance while maintaining high visual quality of
the images. AI-based compression is a new unintended attack for JPEG-related
forgery detectors and should be considered in future studies on image forensics. In
particular, the following sections evaluate its impact on the recognition of Social
Network (SN), which is another topic based on JPEG artifacts.
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The detection of DJPEG-C is an important topic for JPEG-related image
forensic detectors. Since the emergence of DL in image processing, AI-based
compression methods have been proposed. This study is the first to consider
AI-based compression with digital image analysis tools. The objective is to
understand whether AI-based compression can constitute a new unintended
attack for JPEG-related image forensic detectors. To test our hypothesis,
we selected the best detector to date, an AI-based compression method and
Casia v2 that contains both splicing and copy-move (all publicly available).
We focused our experiment on benign post-processing operations: JPEG and
AI-based recompressions (with different quality levels). The evaluation is
performed using different metrics (acrshortap, F1 score and accuracy) to take
into account both the impact on detection and image quality (PSNR, SSIM).
For similar image quality, AI-based recompression achieves at least twice the
performance reduction of JPEG, while maintaining high visual image quality.
Thus, AI-based compression is a new unintended attack, which can no longer
be ignored in future studies on DIF.

4.3 Two-stream Network for Social Network Recognition

The objective of this section is to propose and develop a methodology to identify
the source Social Network (SN) of an image. Each SN has its own fingerprint,
which depends on its processing algorithm. Therefore, the main idea is to analyze
the artifacts that are left on an image to identify the source. The identification
is done blindly, using only the data extracted from the image, without relying on
the image header data, which can be easily removed or edited without modifying
the image content.

The presented methodology uses two types of feature domains, where arti-
facts are more easily detectable: the DCT domain and the Photo-Response Non-
Uniformity (PRNU) domain. The identification is performed by a trained Deep
Neural Network (DNN) in two steps: the artifacts are first extracted, then used
for classification. The method is tested on three publicly available datasets. The
proposed DNN network is called two-stream network, because it takes as input
two sets of features (DCT and PRNU). First, the two feature sets are extracted
independently of each other. Then, they are concatenated, and finally used for the
classification of the source SN.

In the following subsections, we present methods from literature that performed
SN recognition (see subsection 4.3.1). Then, we detail the methodology of our
proposed network in subsections 4.3.3 and 4.3.2, as well as its architecture (see
subsection 4.3.4). Finally, the results are reported in the subsections 4.3.5 (single
stream) and 4.3.6 (two-stream).
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4.3.1 Related work

Many image processing tasks have achieved excellent performance using Deep
Learning (DL). (Roy et al. 2017; Agarwal et al. 2020; Pan et al. 2020). In partic-
ular, CNNs have shown great potential and are becoming the standard for solving
image problems (Shin et al. 2016). When considering origin recognition from an
image, the literature typically refers to camera recognition, rather than SN recogni-
tion. As we show in the chapter 3, the problem of recognizing the original camera
has been widely addressed by researchers in image forensics (Lukas et al. 2006;
Balamurugan et al. 2017; Galdi et al. 2019). DL have been adopted by the ma-
jority of the most successful methods (Roy et al. 2017; Cozzolino and Verdoliva
2020).

Non-Blind Approach

Source SN recognition from an image is a relatively new and unexplored area
of research. Some previous works approach the problem by considering different
features and are based on several assumptions. For example, (Giudice et al. 2017)
use the filename and metadata, as well as resizing and recompression factors, to
identify the source SN using a k-Nearest Neighbors (k-NN) classifier. In this case,
they assume that metadata and filenames can be trusted, thus proposing a so-
called non-blind approach. We are instead interested in a blind approach, which
trusts only the image content.

Blind Approaches

The number of blind SOTA approaches is very limited and all dedicated to SN
identification. Two works are based on the analysis of the characteristics of the
DCT blocks. The first one, (Caldelli et al. 2017) propose the use of DCT-block
features and a bagged decision tree classifier. The second (Amerini, Uricchio,
and Caldelli 2017) also use DCT-block features, but with a CNN. Another blind
approach is proposed, with the use of residual noise and a CNN to identify the
source SN (Caldelli et al. 2018).

SN processing

These methods are based on the assumption that once an image is uploaded to
a SN, it undergoes processing that leaves artifacts on it. These artifacts create
a distinctive pattern, usually called a fingerprint. For the DCT-block domain,
JPEG quantization causes a perturbation of the distribution of coefficients. For
the residual noise domain, the Photo-Response Non-Uniformity (PRNU) of the
image is modified by the processing proper to each SN.
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Two-Stream Network (TSN)

With respect to TSNs, articles from the literature dealing with source SN identi-
fication has not yet exploited this architecture. However, in other areas of DIF,
the TSN architecture has proven its efficiency. For example, (Amerini, Uricchio,
Ballan, et al. 2017) present a method for detecting DJPEG-C. It is based on the
analysis of two different features from the spatial and frequency domains, includ-
ing DCT-block features. (Zhou et al. 2018) propose another TSN for the detection
of image manipulations by analyzing the original image and its local noise fea-
tures. In the following subsections 4.3.2 and 4.3.3, we present two domains that
we exploit for our TSN.

4.3.2 DCT block domain

Computing DCT

The DCT-blocks can be generated with the Y -channel of the Y CbCr color space
of the input image. This one is divided into 8× 8 blocks of pixels, then the DCT
is calculated for each block. The original image can be reconstructed by applying
the reverse process, using the Inverse Discret Cosine Transform (IDCT). JPEG
compression uses this technique to reduce the size of the image on disk by storing
only the DCT-block coefficients instead of the plain RGB data. Before storing the
DCT coefficients, the JPEG compression applies quantization by dividing each
coefficient by a predetermined value in the quantization table. The results of the
division are then rounded to the nearest integer and compressed with Huffman
coding.

DCT coefficients

In our case, the crucial aspect of JPEG compression is the analysis of the distribu-
tion of the DCT-block coefficients, which allows us to detect quantization artifacts.
Each SN applies its own series of transformations, which modify the distribution
of the DCT coefficients (see Fig. 12). Thus, we can train our CNN on these types
of features to identify the source SN. However, feeding the network directly with
the raw DCT coefficients is not ideal. Indeed, the quantization leaves traces that
are difficult to detect by a CNN. It is therefore recommended that the DCT-block
coefficients be coded in a way that makes quantization artifacts more detectable
to the CNN.

Histograms of DCT

(Amerini, Uricchio, and Caldelli 2017) propose the use of a histogram-based ap-
proach that encodes the DCT coefficients by counting the occurrences of a given
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(a) Uncompressed (b) Facebook (c) Flickr

Figure 12: Comparison of the DCT-block features: (a) original; (b) after Facebook
processing; and (c) after Flickr processing.

value in the blocks (see figure 13). The image is first cropped into non-overlapping
patches of size N × N to avoid repercussions in the DCT, which are affected by
the content and size of the image under consideration (Wang and Zhang 2016).
The DCT is then computed for each patch. Finally, for each 8 × 8 DCT block,
the first 9 spatial frequencies in the zig-zag scan order are selected to compute the
histogram.

Figure 13: Example of DCT-block coefficient distribution histogram for the same
image processed by different SNs. Image taken from (Caldelli et al. 2017).

For each spatial frequency (i, j), the histogram h(i, j) representing the occur-
rences of a value of the quantized DCT coefficients is constructed. The histogram

102



4.3 Two-stream Network for Social Network Recognition 4 AI-BASED COMPRESSION

ranges from −50 to +50 (101 bins), because most of the coefficients fall within
these values. So, the output of the encoding is 101× 9 = 909 values. Coefficients
superior to 50 or inferior to −50 are counted in the last and first bin, respectively
(Caldelli et al. 2017). Thanks to this encoding, the pattern due to quantization is
extracted and made detectable for a CNN.

Enhanced Encodings

Even if the encoding proposed in the previous work (Amerini, Uricchio, and
Caldelli 2017) gives good results, we have studied other encoding methods in or-
der to further improve the performances. One of the limitations of the previously
proposed encoding is the loss of information about coefficients superior to +50
or inferior to −50. An easy solution would be to increase the range of the his-
togram, but this would not be ideal with a distribution of small number of values
for numerous bins.

We therefore developed a different encoding scheme that makes quantization
artifacts even more detectable and uses all values of the DCT-block. This en-
coding is based on normalizing the DCT coefficients in a limited range of values,
before the calculation of the histograms. The normalized value xn is defined from
a coefficient value x and a quantization factor q (see Eq. 19). The normalized
values range from: i) 0, indicating that it is likely that the x value was quantized
with the q factor; ii) to ±0.5, indicating that it is rather unlikely. We therefore
define the features by computing histograms of the DCT-block coefficients histp,f ,
for each patch p and spatial frequency f (see Eq. 20).

xn =
x

q
− round(

x

q
) (19) and histp,f (

xp,f

q
− round(

xp,f

q
)) (20)

Vector Size

The set of histograms extracted from a patch describes the quantization artifacts.
It can be used by the CNN to classify the source SN. The disadvantage of this
encoding procedure comes from the quantization factor, which is not known in
advance. Therefore, we have to try all possible values of the quantization factor q
up to 20 to detect artifacts. We selected only the first 9 spatial frequencies of the
DCT-block, as in the literature (Amerini, Uricchio, and Caldelli 2017). The values
of q for these coefficients are small, so we can set the maximum value to 20. For
each value of q (q = 1, 2, 3, ..., 20), we compute the histogram of the DCT-block
coefficients, ranging from −0.5 to 0.5 (see Eq. 20), with a number of bins equal to
11 (one bin for each decimal interval from [−0.5 to 0.5]). For each image patch,
the computed histograms are concatenated to form the feature vector. The final
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length of this encoding vector corresponds to 20 possible quantization factors by
11 bins by 9 spatial frequencies, which is equal to 1980 values. As demonstrated
by the experimental evaluation reported below, the proposed encoding procedure
achieves very good performances.

4.3.3 PRNU domain

PRNU Literature

The Photo-Response Non-Uniformity (PRNU) is a distinctive pattern due to im-
perfections in the silicon wafer during the manufacture of the sensor, different
even among cameras of the same model. These imperfections imply that the pix-
els have different sensitivities to light. PRNU is generally used for the recognition
of the source camera (Lukas et al. 2006; Balamurugan et al. 2017). For extrac-
tion of PRNU, a recent work provides a pre-trained CNN for image forensic task,
called Noiseprint (Cozzolino and Verdoliva 2020). Noiseprint generates a camera
fingerprint pattern that has proven to be very useful for image forgery detection.
Previous work (Caldelli et al. 2018) has shown that PRNU can be used for an
accurate classification of the source SN.

PRNU Modification

In fact, the processing algorithm of a SN affects and slightly modifies the PRNU
pattern (see figure 14), but not enough to remove it completely. Therefore, the
analysis of the PRNU can help detect artifacts to identify the SN source from
images. The features extracted in this domain are different and independent of
those from the DCT-blocks. Thus, the combination of both could improve the
classification of the source SN.

(a) Uncompressed (b) Facebook (c) Flickr

Figure 14: Comparison of a patch 64 × 64 from Noiseprint. (a) original, (b)
Facebook, (c) Flickr.
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PRNU Extraction

The PRNU is constant for images taken by the same camera sensor. Hence, the
standard approach for its extraction is to apply a denoising filter on multiple
images from the same camera. When averaging the extracted noise patterns, the
zero-mean Gaussian distributed noise tends to disappear, while only the Sensor
Pattern Noise (SPN) remains. There is a clear limitation to this method. To get
an accurate extraction of the PRNU, numerous images from the same sensor are
required. (Caldelli et al. 2018) apply the same approach and perform image source
SN identification based on residual noise extraction. In order to address this issue,
they use the residual noise from a single image. Exploiting this approach is quite
unstable. In fact, the residual noise is strongly affected by the image content.
Moreover, it contains a considerable amount of noise that does not come from the
SN uploading process. All these elements make the identification more difficult.

DL-based Extraction

We approach this problem differently by using Noiseprint (Cozzolino and Verdoliva
2020). The scene content is largely removed, and camera-related artifacts are
enhanced to create residual noise. Although Noiseprint does not directly extract
the PRNU, the generated pattern can be considered as related to the PRNU.
In fact, it correlates with the camera sensor artifacts present in the image. The
authors suggest that the Noiseprint pattern may be useful for image forensics
tasks. We therefore decided to test this network for the identification of SN. We
present the results of this evaluation as well as the comparison with previous work
based on residual noise (Caldelli et al. 2018) in the subsection 4.3.5. The next
subsection 4.3.4 presents the architecture based on the two domains: PRNU and
DCT coefficients.

4.3.4 Two-stream Network

We assume that the images uploaded to a SN undergo a certain processing, which
leaves particular traces. In particular, JPEG compression and resizing are the
most commonly used manipulations. The first is a lossy compression algorithm
that compresses the image by quantizing the coefficients of the DCT-block be-
fore storing them using the Huffman coding. JPEG quantization disturbs the
distribution of the DCT-block coefficients, creating artifacts that can be used to
determine the source SN. Resizing is the process of reducing the size of the im-
age into a smaller image through pixel interpolation. Although it is more subtle,
interpolation can also create artifacts. Sometimes additional manipulations can
be applied to compensate for other transformations that can cause blurring. All
of these types of processing generate artifacts in the resulting image, which may
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be more or less detectable depending on the area being analyzed. These artifacts
are usually extracted using pre-processing modules before being introduced into a
neural network. In this subsection, we detail the architecture chosen to deal with
the artifacts created by the processing of SN.

Proposed Method

Our proposed method combines two domains in which artifacts from image pro-
cessing of a SN can be detected: DCT-block and PRNU. We assume that the
combination of these two domains can improve the diversity of artifacts. CNN
is used to perform feature extraction for both domains. We call this approach
Two-Stream Network (TSN). Basically, two domains are analyzed separately and
their respective CNN are fed by two inputs from the same image. The two in-
puts pass through a separate and different set of convolutional layers before being
concatenated and classified (see figure 15).

Figure 15: Scheme of the proposed TSN.

CNN Design

The structure of the TSN is developed by firstly designing and evaluating each
stream separately. The proposed architecture is illustrated in Figure 16. The
design of each stream is different because the input data is of different nature and
size. Therefore, the size and number of layers are not the same. The datasets
were divided into training, validation and test (80 : 10 : 10). For the DCT stream,
both encoding methods (i.e., ours and SOTA) were tested. With this setup, we
conducted the hyperparameter tuning phase by introducing intuitive and random
changes. At each change, the performances were evaluated using the validation
set. The objective of this tuning is to find the best model structure.

The CNN has two inputs: an encoded DCT-block and an image patch of size
64× 64 (for Noiseprint). Each input passes through a series of convolution layers
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Figure 16: Proposed TSN architecture.

with 3 × 3 kernels, ReLU activation and max pooling layers. The number of
filters in the convolutional layer is increased at each max pooling layer. Batch
normalization is applied before each convolutional layer, except the first one. This
part of the network is based on CNN, which usually applies such layers. The two
streams are then flattened and concatenated before the classification layers. The
classification layers are Fully-Connected (FC) layers (also called Dense) and use
the activation function swish (see Eq. 21, where β is a constant).

swish(x) := x× sigmoid(βx) =
x

1 + e−βx
(21)

Dropout is applied before each FC layer, except for the first and last. The output of
the network is a FC layer with soft max activation and size N given by the number
of classes (3 in our experiments). The loss function is categorical crossentropy, and
the optimizer is Nesterov-Accelerated Adaptive Moment Estimation (Nadam).
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Database

The proposed method adopts a supervised learning technique. Therefore, a labeled
dataset is required to train the TSN. The number of publicly available labeled
datasets for the source SN is limited, as is the number of works addressing this
problem. For the sake of comparison with SOTA, we decided to use the same three
datasets as in the previous works.

UCID Social : this dataset is generated by taking the 1, 338 images from the
UCID database (Schaefer and Stich 2004). All images are compressed with 10
different JPEG Quality Factor (QF) (from 50 to 95 with steps of 5). The images
are then uploaded to three SNs (Facebook, Flickr and Twitter) and downloaded.
The number of images in the three classes is therefore: 1, 338× 10× 3 = 40, 140.
The dataset also contains multi-class images, which were first uploaded to one SN
(e.g., Facebook) and then downloaded and reloaded to another SN (e.g., Twitter).
These images can be used for multi-class origin identification, which is outside the
scope of this research.

IPLab8: this dataset is generated by taking 240 images and uploading them to
8 image sharing services, including SNs and messaging applications. The images
are then downloaded from these services. In our study, we use only three SNs for
our research, namely Facebook, Flickr and Twitter.

Social Public9: this dataset is generated by downloading 1, 000 images from
three target SNs (Facebook, Flickr, Twitter).

UCID Social and IPLab are controlled environment, meaning that the data was
generated by: i) taking a set of images and uploading them to each SN; ii) then
downloading them to create a dataset where each class contains the same original
images that have undergone different processing. Social Public is an uncontrolled
environment dataset, which means that the data was generated by downloading a
random set of images from the SNs. Thus, the set of images for each class (i.e.,
SN) is different.

Dataset balance

In order to train a DNN, it is advisable to have a balanced training set, where the
number of samples per class is equal for each class. Otherwise, the model might
converge by favoring the most represented class. In each of the three selected
datasets, the data are perfectly balanced in terms of images: i) 13, 380 images per
class in UCID Social ; ii) 1, 000 images per class in Social public; iii) 240 per class in
IPLab. However, since our training samples are patches of 64× 64 pixels, we need
to ensure that the datasets are equally balanced at the patch level. Processing

8. https://iplab.dmi.unict.it/popularitychallenge/
9. http://lci.micc.unifi.it/labd/2015/01/trustworthiness-and-social-forensic/
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through SNs can include resizing. Thus, the final number of patches extracted is
going to be different for each class (see figure 17). An unbalanced data set is not
ideal for training our TSN.

Figure 17: Number of patches per class, for each of the three datasets.

To solve this problem, for a given training dataset, we create an infinite-loop
generator for each class in the dataset (Facebook, Flickr, and Twitter). We then
interleave the three class generators, taking a sample from each class. In this way,
we create an infinite generator of perfectly balanced batches of training data. The
same problem of class balance can also arise for the validation and test sets, as
the measures used (e.g., recall and accuracy) can give misleading results if the
validation classes are not balanced. We therefore made the validation and test
results balanced by defining class weights.

A class weight is a multiplicative factor applied to the calculation of a metric
or loss function associated with each sample in a given class. For validation and
test sets, the total weight of each class is first calculated by summing the sample
weights. If the total class weights are different, a corrective class weight factor fk
is multiplied to each sample weight for each class. More details on class weights
will be given in the section 4.3.6.

109



4.3 Two-stream Network for Social Network Recognition 4 AI-BASED COMPRESSION

4.3.5 Single-stream Evaluation

Each dataset (UCID Social, Social Public, and IPLab) is split at the image level
in three subsets with the common split (80 : 10 : 10) and evaluated separately.

PRNU-based method

Before evaluating the TSN, the single streams are evaluated separately to validate
the developed methods. First, we verified our assumption regarding the use of
Noiseprint. Indeed, we want to be sure that the Noiseprint-based stream is ap-
propriate for identifying SN. We therefore evaluated its performance against the
residual noise based method (Caldelli et al. 2018). In order to provide a direct
comparison, we reproduced the protocol of the SOTA method. They evaluated
their method on the UCID Social dataset (Facebook, Flickr and Twitter) with the
metric precision (see Eq. 22, with True Positive (TP) and False Positive (FP)).

precision =
TP

TP + FP
(22)

The evaluation is performed on the test set of the patch-level dataset UCID Social.
The Stratified Repeated Random Sub-sampling Validation (SRRSV) is applied
with 5 iterations to validate the performance results. The Noiseprint-based stream
achieves an average accuracy of 90% and outperforms the SOTA method (about
80%) (see table 26). The results suggest that Noiseprint works very well as a
feature extractor for source SN identification.

UCID Social Facebook Flickr Twitter
(Caldelli et al. 2018) 72.80% 93.15% 72.49%
Single-stream Noiseprint 87.6% 95.8% 91.5%

Table 26: Comparison of patch-level classification on UCID Social between Single-
stream Noiseprint and (Caldelli et al. 2018).

DCT-based method

We also evaluate the DCT-block-based single-stream alone. For this evaluation,
the proposed method is compared to the DCT-based SOTA method (Amerini,
Uricchio, and Caldelli 2017). Both CNN are very similar, with a difference only
in the processing of DCT-based input. Therefore, we decided to determine which
of the two DCT-block encoding techniques performs better. We compared the
performance of the two encoding approaches with recall (see Eq. 23).

recall =
TP

TP + FN
(23)
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We recognize only a slight performance improvement (recall difference < 0.5%)
for our enhanced encoding approach. In addition, the convergence speed of the
model is faster when we use our encoding. It requires about 20% fewer epochs in
the training phase. Because of these two advantages, we adopt our encoding for
the TSN.

4.3.6 Two-stream Evaluation

For the evaluation of TSN, we follow a similar approach to the evaluation of the
single stream. We evaluate the classification performance for the three classes
(from the three databases): Facebook, Flickr and Twitter. In addition, for com-
parison purposes with SOTA, we adopt the same protocol as (Caldelli et al. 2018).
We also perform the evaluation in two steps: first, we evaluate the classification
performance at the patch level and then at the image level.

Patch-level evaluation

First, we present the results of the patch-level evaluation. For comparison with
the residual noise-based SOTA method, we report the classification accuracy in
the Tab. 27. The results show that our method achieves better performance
values than the SOTA method and has further improved the classification accuracy
compared to the single-stream Noiseprint method.

UCID Social Facebook Flickr Twitter
(Caldelli et al. 2018) 72.80% 93.15% 72.49%
TSN 99.32% 99.67% 97.83%

Table 27: Comparison of patch-level classification on UCID Social between TSN
and (Caldelli et al. 2018).

To have a direct comparison with the results of the DCT-based SOTA method
(Amerini, Uricchio, and Caldelli 2017), we provide the confusion matrices for the
three datasets. The results are validated with a 5-repeat SRRSV. The performance
of our TSN at the patch-level is superior to that of the method SOTA (see Tab.
28).

Image-level Evaluation

Considering the original question of source SN identification, we need to perform
the evaluation at the image-level. Thus, we simply extract all non-overlapping
patches of size 64× 64 from the image, and classify each of them using networks.
Then, we consider the majority-voted class as the predicted class for the whole
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UCID Social TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 97.60% 96.15% 0.20% 0.19% 2.20% 3.66%
Flickr 0.00% 0.03% 100% 99.79% 0.00% 0.18%

Twitter 0.67% 0.59% 0.13% 0.11% 99.30% 99.30%

Social Public TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 97.30% 94.00% 2.52% 6.00% 0.18% 0.00%
Flickr 7.11% 1.76% 89.61% 92.13% 3.28% 6.11%

Twitter 0.10% 0.00% 3.49% 13.47% 96.41% 86.53%

IPLab TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 97.30% 94.00% 2.52% 6.00% 0.18% 0.00%
Flickr 7.11% 1.76% 89.61% 92.13% 3.28% 6.11%

Twitter 0.10% 0.00% 3.49% 13.47% 96.41% 86.53%

Table 28: Confusion matrices of patch-level classification between TSN and
(Amerini, Uricchio, and Caldelli 2017), on three databases: UCID Social, Social
Public and IPLab.

image. However, the distribution of the number of patches per image (i.e., image
size) is different for each class (Facebook, Flickr, Twitter) in the three datasets
(see Figure 17). As a result, some classes may be underrepresented compared to
the others. For example, in Social Public, Twitter has a much lower overall number
of patches than the other SNs (see figure 18).

This unbalanced partition can lead to bias in the model, as it will learn features
from some classes over others. To address this problem, we change the weight of
each training sample to be inversely proportional to the number of N patches in
an image (i.e., 1

N
). However, since we want the overall weight to remain balanced

for each class, we also multiply the weight by the average number of patches per
image. The final weight for a sample wNk, from an image with N patches of class
k, is thus defined by the number of patches |Pk| and the total number of images
Ik of class k (see Eq. 24).

wNk =
|Pk|
|Ik|

· 1

N
(24)

Then, we again exploit the infinite-loop generator (introduced in subsection
4.3.4) to obtain an equal number of samples for each class in the dataset. The
definition of the weights should be modified by taking into account the frequency
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Figure 18: Comparison between the distribution of the number of patches per
image in the Facebook, Flickr, and Twitter classes of the Social Public dataset.
Flickr has many large (> 600 patches) images, while Twitter has only very small
images.

of occurrence of the generated patches. For example, the frequency of occurrence
Fk of a patch from an image in the training set is defined by its number N of
patches and its associated weight |Pk| (see Eq. 25).

Fk = N · 1

|Pk|
=

N

|Pk|
(25)

The goal is to balance the dataset based on the number of patches per image
per class with a new class weight factor fk (also mentioned in subsection 4.3.4). To
define fk, we combine this occurrence frequency Fk with the proposed weight wNk

(see Eq. 26). Therefore, the overall weight for all patches in a given image during
the training phase depends only on the number of images per class |Ik|, which is
perfectly balanced in our datasets. Thus, we obtain the same exact weight for each
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image during the learning phase, regardless of its class and number of patches.

fk = wNk ∗ Fk =
|Pk|
|Ik|

· 1

N
· N

|Pk|
=

1

|Ik|
(26)

We tested the proposed weighting technique by training the TSN without and
with the sample weights. The image-level performance increased from an average
89% to 95% recall when tested on Social Public and from 95% to 98% recall on
IPLab. The image-level comparison between our TSN and SOTA method (Caldelli
et al. 2018) is reported in the Tab. 29. As for the pixel-level performance, our
proposed method outperformed the PRNU-based method from the literature.

UCID Social Facebook Flickr Twitter
(Caldelli et al. 2018) 87.35% 97.42% 87.73%
Two-stream (Our) 100% 99.80% 98.62%

Table 29: Comparison of image-level classification on UCID Social between TSN
and (Caldelli et al. 2018).

The performance comparison at the image-level between our TSN and the other
SOTA method (Amerini, Uricchio, and Caldelli 2017) are reported in the Tab. 30.
Our proposed method outperforms for all tests except on Social Public for Twitter
class (100% against 98.74%).

Conclusion

We propose a TSN that achieves 98% correct classification of three SNs (Face-
book, Flickr and Twitter) on average over three test datasets. Our architecture
is based on two domains: PRNU and DCT coefficients. We have improved these
two features, with a new method to encode the DCT coefficients and the use of
Noiseprint. We propose solutions for problems related to unbalanced datasets,
from patch-level network training to image-level unbiased classification. Finally,
the results produced by our TSN outperform those of SOTA at both the patch-
and image-levels.
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UCID Social TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 98.20% 97.37% 0.20% 0.00% 1.40% 2.63%
Flickr 0.00% 0.00% 100% 100% 0.00% 0.00%

Twitter 0.00% 0.00% 0.00% 0.00% 100% 100%

Social Public TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 91.21% 88.24% 0.00% 0.00% 8.79% 11.76%
Flickr 0.00% 0.99% 98.15% 97.03% 1.85% 1.98%

Twitter 0.10% 0.00% 1.23% 0.00% 98.67% 100%

IPLab TSN SOTA TSN SOTA TSN SOTA
Facebook Flickr Twitter

Facebook 97.86% 96.01% 2.14% 3.99% 0.00% 0.00%
Flickr 2.45% 1.68% 97.55% 97.06% 3.28% 1.26%

Twitter 0.00% 0.00% 0.00% 1.26% 100% 98.74%

Table 30: Confusion matrices of image-level classification between TSN and
(Amerini, Uricchio, and Caldelli 2017), on three databases: UCID Social, Social
Public and IPLab.

Recognizing Social Network (SN) from an image is a relatively new area of
research in the field of DIF. Classification of SN may be a crucial element
for the growing number of social media crime cases, such as cyberbullying.
This study considers SOTA approaches addressing this problem and proposes
a new methodology to improve the results obtained to date. Our identifi-
cation technique is based on the idea that SNs perform some processing on
downloaded images. These operations, such as resizing or compression, leave
some artifacts on the images. We propose to use the DCT features and the
residual noise analysis of the images to detect these artifacts. A Two-Stream
Network (TSN), which combines inputs from both artifact domains, is trained
to classify the SN of the images. We performed the classification on three dif-
ferent datasets: UCID Social, Social Public, and IPLab. This section explores
two domains, proposes strategies for handling unbalanced datasets, provides
details on the SN. Finally, this section presents the results obtained which
outperform the current SOTA methods.
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4.4 Impact on Social Network Recognition

Recognition of Social Network (SN) is a topic of Digital Image Forensics (DIF),
which has been addressed by few methods based on Deep Learning (DL). The
previous section 4.3 introduces these State-Of-The-Art (SOTA) approaches ded-
icated to SN identification. The Two-Stream Network (TSN) that we propose
have outperformed them on three databases specialized for SN (with three classes:
Facebook, Twitter and Flickr). The recognition is notably performed by analyz-
ing the Discrete Cosine Transform (DCT) coefficients, which are modified by the
processing algorithms of SNs. Thus, AI-based compression could have an impact
on classification performances, as it is the case for forgery detection (see section
4.2).

This section study the impact of manipulations as attack on the recognition of
SN. The subsection 4.4.1 present the different attacks. The context of SN recog-
nition is detailed in the subsection 4.4.2. The proposed framework of evaluation
and the results are reported in the subsections 4.4.3 and 4.4.4.

4.4.1 Robustness to Counter-Forensics

Attacks in DIF

Most of the SOTA methods have based their classification on specific artifacts,
such as Photo-Response Non-Uniformity (PRNU) or DCT features. In fact, the
assumption behind these approaches is that SNs apply different processing ma-
nipulations when users download images. Most of these manipulations are JPEG
compression and resizing, which leave traces on the downloaded images. Each SN
has its own processing algorithm, resulting in unique traces from one SN to an-
other. This phenomenon is essential for identifying the source SN, but can also be
a point of attack to fool these recognition methods. In other areas of DIF, such as
source camera recognition, methods are often evaluated based on their robustness
to manipulations (i.e., post-processing operations). Most of these manipulations
are used as attacks to hide artifacts essential for identification. In the case of SN
recognition, JPEG compression could be one of the main attacks as it is expected
to impact DCT-based features.

JPEG-AI

Recently, the JPEG organization mentioned the upcoming new compression stan-
dard that will be based on DL architecture: JPEG-AI10. This announcement fol-
lows the emergence of recent AI-based compression methods, mainly composed
of auto-encoders. First, the JPEG organization evaluated these new compression

10. https://jpeg.org/jpegai/index.html
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solutions for standardization. Then, they presented more explanations about their
future standard, which will aim to provide better compression for humans and ma-
chines. The proposed architecture consists of an encoder, a bottleneck and three
outputs: the (usual) decoder and two others for image processing and computer
vision tasks. Finally, the proposals will be presented and discussed at the 96th

JPEG meeting (July 2022), and the JPEG-AI standard should be available in the
next few years (estimated in April 2024).

Robustness Issue

Robustness evaluation is important in DIF tasks, including SN recognition, because
classification is always based on artifacts. The application of manipulations could
mask or even remove traces that are unique to each individual SN. Classification
methods could be fooled and their performance affected. Despite its relevance,
there is no work to date addressing the topic of post-processing operations as an
attack on SN recognition. The objective of this study is to evaluate the impact
of such manipulations on SN recognition. This work is particularly focused on
AI-based compression, which will be the next standard of the JPEG organization
and will probably be democratized in the next few years to essential areas of image
processing. To evaluate its impact, we study the SOTA methods, in order to select
the best one to date (see subsection 4.4.2).

4.4.2 Context of Social Network Recognition

For a long time, DIF methods have used mathematical statistics to extract the ap-
propriate features for their tasks. With the emergence of the DL, their architecture
has moved towards the Convolutional Neural Networks (CNNs), rather known for
their efficiency in image analysis. In parallel to the CNNs, pre-processing modules
have often been added upstream of the models, in order to extract the essential
artifacts. Similarly, recognition methods for SNs are mainly based on DL. Despite
their recent novelty, they already reach high performances. These results mainly
come from the analysis of artifacts related to SN processing algorithms, such as
the PRNU and DCT features. In what follows, we summarize the three meth-
ods for recognizing SN that focus specifically on these artifacts (i.e., PRNU and
DCT features). These methods are detailed in the previous section (see subsection
4.3.1).

Literature

(Amerini, Uricchio, and Caldelli 2017) based their method on the analysis of DCT-
based features. The pipeline is quite similar to the one proposed by (Caldelli et
al. 2017), with an CNN of 2 convolutional layers followed by 3 Fully-Connected
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(FC) layers. The main difference comes from the pre-processing module, which is
dedicated to DCT-based feature patches. First, patches of size 64×64 are cropped
and the DCT coefficients are extracted from 8 × 8 blocks. Then, histograms
consisting of 101 bins (range −50 to +50 for the coefficients) are computed for
the first 9 spatial frequencies of the blocks. Finally, a vector of size 909 × 1 (101
bins and 9 spatial frequencies) is computed from these histograms and fed to the
network.

(Caldelli et al. 2018) propose to use PRNU to recognize SNs. Classification is
performed by a CNN of 4 convolution layers, followed by 2 Fully-Connected (FC)
layers. First, the residual noise is obtained using a PRNU extraction module, then
small patches of size 64× 64 are cropped and introduced into the network. Then,
the PRNU fingerprint hatK is computed from a group of M images by applying
a minimum variance estimator from their residual noises Wi. Finally, the residual
noise is obtained from the original Ii images and their noise-free versions Ideni (see
equations 27 and 28).

Wi = Ii − Ideni (27) and K̂ =

∑M
i=1 WiIi∑M
i=1(Ii)

2
(28)

Two-stream Network

The section 4.3 propose a method based on both DCT and PRNU features. The
objective of this work is to improve performance by combining two essential feature
domains: the DCT and PRNU features. Thus, the architecture is a TSN. The
subnetwork based on DCT is fed by a vector of size 1980, which is not made with
binary-limited histograms, and thus contains all their information. The PRNU-
based subnetwork is Noiseprint (Cozzolino and Verdoliva 2020), a noise extractor
based on CNN. Noiseprint is particularly well known and has already proven its
efficiency in DIF tasks. Compared to the common method of extracting PRNU,
Noiseprint is pre-trained, so it can provide the residual noise of any image. The
TSN obtained the best results in most cases compared to the DCT-based method
(Amerini, Uricchio, and Caldelli 2017) (see Tab. 30, without (Caldelli et al. 2018)
because it was not evaluated on all databases, and did not perform as well as the
others). Based on this analysis of the literature on SN recognition, we decided to
use TSN, as it obtained the best performance on several databases.

4.4.3 AI-based Compression and SN Recognition

Proposed Framework

The objective of our study is to provide a first evaluation of the impact of AI-
based image compression on the source SN recognition task. Thus, we set up a
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framework that brings together the best method for identifying SN to date, an
AI-based compression model, and three databases with at least three classes in
common. In addition, all elements of our framework are publicly available and
reproducible.

SN Detector

Based on the results of the State-Of-The-Art (SOTA) methods, which are illus-
trated in 4.4.2 (see subsection 4.3.1 for details), TSN11 is the best method to date.
This network improve two methods of the literature, respectively based on DCT
and PRNU features, and merge them into one TSN. They proved that each of the
subnetworks performed better than the SOTA CNN (see subsection 4.3.5). More-
over, the TSN method outperforms the literature methods, both at the pixel- and
image-level (see subsection 4.3.6). This method is based on two domains (PRNU
and DCT) which could be particularly affected by the application of manipula-
tions. We therefore decided to analyze the impact of AI-based compression on this
TSN.

AI-based Compression

When it comes to AI-based compression, the literature is vast, with many open
source solutions. However, the JPEG organization has reviewed early learning-
based compression solutions to summarize the progress made. We decided to
select the High-Fidelity Compression (HiFiC)12 (Mentzer et al. 2020), as it was
the first to use Generative Adversarial Networks (GAN). In addition, it provides
high perceptual fidelity for the reconstructed images. They explain that the HiFiC
was trained using several quality measures (Peak Signal to Noise Ratio (PSNR),
Multi-Scale Structural Similarity (MS-SSIM), etc.) while maintaining a low bit
rate (half that of SOTA methods). Moreover, this AI-based method can compress
images with three different quality levels: low, medium and high.

To perform a thorough analysis, we compare this new solution to the exist-
ing conventional solution: the JPEG compression. We also included three other
manipulations in our study: Additive White Gaussian Noise (AWGN), Gaussian
Blurring (GB) and Median Filter (MF). We chose these post-processing operations
because they have been particularly used in the DIF literature (Bayar and Stamm
2018a). As there are different image qualities for HiFiC, we selected two opposite
levels: 1) the one that can be considered as a strong attack (i.e. low), which
means with a decrease in image quality; 2) and the second one with a limited
visual degradation (i.e. high). This assumption is based on the image quality of

11. https://github.com/francescotescari/social
12. https://github.com/Justin-Tan/high-fidelity-generative-compression
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both compressions, obtained with the Structural Similarity (SSIM). In order to
have a fair comparison, we also selected two settings per manipulation, of equal
image quality in terms of SSIM.

Databases

For our evaluation, we chose the same databases as for the TSN: UCID Social,
Social Public, and IPLab; and in particular their three common classes: Facebook,
Flickr, and Twitter. The Social UCID is obtained from the Uncompressed Color
Image Database (UCID) (Schaefer and Stich 2004), which contains 1, 338 images
that were first compressed with 10 different JPEG QFs (50 to 95 with a step of 5),
and then uploaded to the desired SNs. This way of creating a database leads to a
dataset in a controlled environment, where images are first selected, then uploaded
to a SN, and finally downloaded. IPLab is also a controlled environment dataset
that was generated from 240 images, downloaded to 8 different SNs. In contrast,
Social Public is considered an uncontrolled environment dataset because it is com-
posed of images directly from the SNs. It contains 3, 000 images downloaded from
three different SNs.

4.4.4 Experimental Results

Based on these elements from our proposed framework, we have applied AI-based
and JPEG compressions, as well as the other manipulations, to images from the
selected databases. As we explained earlier, based on the resulting images quality
obtained with HiFiC-high and -low, we have selected two parameters for each
manipulation and created two groups that match the image qualities obtained
(see tab. 31).

Manipulations HiFiC JPEG AWGN GB MF
First group High QF = 25 σ = 2.5 size = 3 size = 3

SSIM 0.88 0.89 0.88 0.9 0.87
Second group Low QF = 10 σ = 6 size = 7 size = 5

SSIM 0.78 0.79 0.77 0.77 0.75

Table 31: Details of both level of quality for each manipulation, according to the
SSIM.

These groups are made according to an objective metrics (SSIM), but some
manipulations as HiFiC have less visual impact than other (see Fig. 19). The
first group corresponds to attacks with limited visual degradation and an average
SSIM of 0.88, while the second group corresponds to strong attacks resulting in
image degradation with an average SSIM of 0.77.
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Figure 19: Comparison of visual image quality of each manipulation (same ob-
jective quality) with a region of an image from IPLAB - Flickr. (a) original (b)
HiFiC-low (c) JPEG10 (d) AWGN6 (e) MF5 (f) GB7.

We conducted our evaluation on the three selected databases (IPLAB, UCID
Social, and Social Public) and for each manipulation to obtain the performances
of SN recognition, in the context of post-processing manipulations. The results
are reported in Tab. 32, according to the database, the SN and the manipulation
used. In order to compare all post-processing operations and their impact on
recognition performances, we also added the loss L, which is the average between
the recognition accuracies on the original images Acco and the manipulated images
Accm (see Eq. 29) of the SNs.

L =

∑K
i=1Acco(i)− Accm(i)

K
(29)

Moreover, as we selected various databases, in terms of composition of environ-
ment (i.e. controlled and uncontrolled), we have computed the mean drop, which
corresponds to the average of each loss along the three databases.

In a strong attack context, which means a degradation of the image quality
(i.e. the second group) and an average SSIM of 0.77, the chosen manipulation
does not matter. Indeed, with the exception of AWGN (σ = 6), all post-processing
operations have a similar impact on the recognition performance of SN, with an
average loss of accuracy percentage of 24 points. However, for the first group, the
performance drop is not the same from one manipulation to another. In an attack
context with limited visual degradation, HiFiC-high results in the largest drop in
performance. Indeed, the average loss of the percentage of accuracy is 20 points for
HiFiC-high against 10 for the other manipulations (more or less two times more).
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UCID Social Original HiFiC JPEG AWGN GB MF
High Low 25 10 2.5 6 3 7 3 5

Facebook 98.20% 76% 73.6% 89.9% 71.3% 86.9% 82.31% 97.3% 70.6% 92.6% 76.4%
Flickr 100% 71.3% 60.1% 89.5% 69.4% 95.9% 71.3% 81.3% 72% 84.1% 72.7%

Twitter 100% 76% 73.3% 90.6% 72% 94.3% 83% 86% 69.5% 89.4% 78.6%
Loss (of %) 24.97 30.4 9.4 28.5 7.03 20.53 11.2 28.7 10.7 23.5

Social Public Original HiFiC JPEG AWGN GB MF
High Low 25 10 2.5 6 3 7 3 5

Facebook 91.21% 80.6% 77.5% 82.8% 74.4% 93.1% 85.6% 83.5% 76.1% 85.4% 75.8%
Flickr 98.15% 70.6% 74% 80.9% 75.4% 93.3% 83.1% 80.8% 86% 91.5% 71.8%

Twitter 98.67% 66.9% 54.6% 78.6% 67.9% 91.2% 84.6% 78.7% 68.7% 81.5% 68.2%
Loss (of %) 23.31 27.31 14.91 23.44 3.48 11.58 15.01 19.08 9.88 24.08

IPLab Original HiFiC JPEG AWGN GB MF
High Low 25 10 2.5 6 3 7 3 5

Facebook 97.86% 70.6% 62% 86.2% 82.1% 98.9% 74.5% 87.6% 75.9% 78.5% 69.4%
Flickr 97.55% 91.4% 85.6% 86.4% 86.2% 73% 68.1% 92.1% 82% 87.2% 66%

Twitter 100% 95% 89.9% 91.8% 72.8% 88% 72.7% 76.7% 55.5% 74.1% 71.8%
Loss (of %) 12.80 19.30 10.34 18.1 11.84 26.70 13 27.34 18.54 29.40

Mean loss (of %) 20.36 25.67 11.55 23.35 7.45 19.6 13.07 25.04 13.04 25.66

Table 32: Results of TSN for image-wise classification, performed on UCID Social,
Social Public and IPLab with different manipulations.

The results obtained by our analysis show that to attack the recognition of SN
without degrading the quality of an image too much, AI-based compression is the
best choice.

Conclusion

For the first time, AI-based compression and SN recognition are studied together
to evaluate possible influences. The impact of AI-based compression on the perfor-
mance of SN identification is compared to traditional JPEG compression, as well
as to three other manipulations. We created two groups according to the quality of
the image obtained with SSIM: the first with limited visual degradation, and the
second with strong quality downgrades. In the context of high quality degradation,
all operations lead to a similar decrease in performance, while HiFiC-high achieves
the largest decrease in performance for attacks with limited degradation. There-
fore, AI-based compression should be included in the group of post-processing
operations to evaluate the robustness of DIF methods, and in particular for SN
recognition.
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The few methods of literature on SN recognition has already achieved high
performance. Unlike other DIF topics, there is no work that deals with counter
analysis for SN recognition. Thus, we analyzed the impact of image manip-
ulations on the performance of the TSN. In particular, we focused our study
on the AI-based compression, which tends to become the new compression so-
lution with the future standard JPEG-AI (from the JPEG organization). To
perform a fair analysis, we compared AI-based compression with conventional
JPEG compression, and also included three other manipulations: MF, GB,
and AWGN that are often used to evaluate the robustness of DIF methods.
From these manipulations, we created two groups based on the quality of the
image obtained by the SSIM, which correspond respectively to attacks with
high (average SSIM of 0.77) and low (average SSIM of 0.88) image degra-
dation. In the context of high image quality degradation, all manipulations
lead to a similar drop in performance, while for quality-preserving attacks,
AI-based compression is able to achieve a drop twice as large as the other
manipulations. Overall, this study is the first work to study the interference
between both AI-based methods that are SN recognition and image compres-
sion.
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5 Conclusion and Perspectives

5.1 Protocols for Issues of Camera Recognition

The study revealed some problems with camera recognition. All of these problems
are associated with camera fingerprints. In fact, they are unique to each camera,
which requires a robustness assessment. The open-set scenario is dedicated to this
phenomenon, but the literature has shown a lack of databases for the assessment.
Moreover, the most difficult task, camera device recognition, has been under-
studied. Therefore, one chapter of our thesis (see chapter 3) focuses on protocols
to tackle these issues.

Robustness Study

The open-set scenario is devoted to this aspect, with unknown cameras. However,
there are only a few articles that deal with this classification. Thus, the first
protocol we proposed is a robustness study for DL architectures, based on transfer
learning and fine-tuning approaches. The protocol is performed with Dresden and
is composed of three experiments: i) one for the basic classification; ii) two for
the open-set scenario. The results obtained show that DenseNet201 and partial
fine-tuning are to be preferred for large databases. The best contribution of this
protocol is to confirm the problem of camera fingerprints for two aspects: 1) it
is difficult to classify unknown cameras; ii) the more cameras there are, the more
difficult the classification is. This robustness study is not sufficient, especially
when compared with other areas of image processing. In fact, the use of a single
database does not correspond to a complete evaluation of methods based on DL.

Multi-databases Protocol

This phenomenon is even more crucial for camera recognition due to the uniqueness
of camera fingerprints. However, most of SOTA methods are evaluated only on
Dresden (and sometimes on a private dataset, not publicly available). Therefore,
we proposed a multi-database protocol to solve this problem for camera model iden-
tification, which is the most discussed application. We selected three databases
dedicated to camera recognition, with various and complementary parameters.
SOCRatES (62 models for 101 cameras) and Forchheim (25 models for 27 cam-
eras) are specialized in smartphones, while Dresden (27 models for 73 cameras)
consists of sensor cameras. In comparison to the Tab. 11, the comparison is
possible between the SOTA methods (see Tab. 19). The method dedicated to
triple classification (Ding et al. 2019) performed better than the others on most
experiments (6 out of 9). Moreover, the results are quite similar to those reported
in their paper and do not decrease too much depending on the databases. This
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robustness could come from its application (i.e., triple classification), where the
most difficult label is addressed (i.e., the device).

More reliable Protocol

Another problem is highlighted by the comparison of DL-based methods on Dres-
den (see Tab. 11). Indeed, only four methods, including one by basic classification,
deal with camera recognition. This is due to the difficulty of classifying camera
devices, according to the performance of the SOTA methods. In fact, this recog-
nition challenge is due to the similarity of camera fingerprints for devices of the
same model. This aspect has been highlighted in the literature, but has never been
fully addressed. We have proposed a more reliable protocol for device verification
(1−to−1) composed of three levels of difficulty: basic, intermediate and advanced.
The main contribution of this protocol is our camera selection based on these dif-
ficulty levels. In particular, this selection avoids the uncontrolled distribution of
cameras in the databases. Our results reveal the problem of SOTA methods to
perform in a difficult context (i.e. cameras of the same model). In particular,
they highlight that none of the best SOTA methods can be better than random
classification on Dresden, for the advanced level. Thus, our protocol composed
of three levels of difficulty should be used by the literature to perform a reliable
evaluation of their methods.

Comparison Modules

Future work for camera recognition could arise from the last proposed protocol.
Indeed, some particular loss functions could be used in the Siamese Neural Network
(SNN) comparison module, which could help to solve the problem of close camera
fingerprints. The principle is to compare two feature vectors to conclude whether
the input images are from the same camera. We consider two classification methods
for this similarity module that could be exploited. The goal of each of them is to
reduce the distance for coherent pairs (same device) and to increase it for non-
coherent pairs through a particular loss function.

The first module uses the contrastive loss, which is based on the ground truth
t, the score s and the margin set to 1 (Eq. 30). The margin represents the value
at which the pair is considered different. The contrastive loss is combined with
the Euclidean distance (Eq. 31) of the subarray outputs (e.g. xl and xr).

L =
1

2
ts2 +

1

2
(1− t)max(margin− s, 0)2 (30) and s = ∥xl − xr∥ (31)

According to the pair given as input, if the ground truth is equal to 1 (Eq. 32),
the distance s is minimized while it is maximized if it is equal to 0 (Eq. 33). The
margin is used to adjust the constraint, as it sets the allowed distance between two
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images to be considered as different. This parameter allows adapting the meaning
of positive and negative pairs.

L0 =
1

2
max(margin− s, 0)2 (32) and L1 =

1

2
ts2 (33)

The second similarity approach is really different, as it requires three objects. The
anchor a, which represents the point of comparison, the positive p and the negative
n, which are used to create respectively similar and dissimilar pairs with the anchor
object. The Euclidean distance of the two pairs dp and dn as well as the margin
are used in the calculation of the triplet loss (Eq. 34).

L = max(dp − dn +margin, 0) (34)

Using a positive and negative object in the loss function, the model follows two
strategies: minimize similar inputs and maximize dissimilar inputs. The margin is
also used to indicate the maximum distance to be reached between two dissimilar
objects. This similarity approach is even more complete than the contrastive
approach, as it includes a limiting parameter and moves positive objects closer
and negative objects further away, respectively.

Our research on camera recognition problems is divided into three phases,
each of which is devoted to a protocol. The robustness study highlighted
the challenge of classifying unknown cameras and the increasing difficulty
with the number of cameras. However, it was not sufficient, as other image
processing domains typically evaluate their methods on multiple databases.
Therefore, we proposed our multi-database protocol for camera model iden-
tification. The crucial element brought by this study is the possibility of a
fair comparison between SOTA methods. Notably, the triple classification-
based method outperformed the others (within the studied set), highlighting
the potential importance of classifying device. We therefore proposed our fi-
nal, more reliable protocol, consisting of three levels of increasing difficulty
(basic, intermediate and advanced). This protocol reveals the issue of SOTA
methods to recognize cameras in a difficult context, with performances simi-
lar to random classification on Dresden. A research perspective could concern
comparison modules for the Siamese network with the use of contrastive or
triplet loss functions. These are particularly dedicated to the discrimination
of negative and positive pairs.

5.2 Impact of AI-based Compression

The literature review shows an increase in counter-forensic approaches based on
Deep Learning (DL). Most of these approaches use misclassification or adversar-
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ial generation techniques. On the other hand, classical methods focus more on
particular artifacts, such as camera or compression traces. Some forgery detec-
tion methods have shown the potential negative impact of manipulation on their
performances. With the emergence of compression solutions based on Artificial
Intelligence (AI), we decided to study the potential impact of such compression on
certain tasks DIF.

Impact on Forgery Detection

The first task addressed in our thesis was forgery detection, which is one of the
main topics of DIF. In particular, compression artifacts are used by the methods to
detect falsifications. We therefore selected CAT-Net - the best JPEG-related de-
tector to date, High-Fidelity Compression (HiFiC) - a compression solution based
on AI and Casia v2 - a database that contains both splicing and copy-move. In
this first study, the goal was to understand whether such compression can be con-
sidered as an unintended attack. Indeed, recompression can be applied in a benign
manner (i.e., without the intention of counter-analysis). Our evaluation therefore
focused on JPEG and AI-based recompression. We also added a manipulation that
is usually applied as an attack to degrade forensic artifacts: Additive White Gaus-
sian Noise (AWGN). To perform a fair study, we set an image quality level with
SSIM. Our assumptions about AI-based compression were correct, as HiFiC-high
results in the largest drop in performance at the same image quality. Thus, HiFiC
and more generally AI-based compression should be considered for counter-forensic
as an unintended attack.

TSN for SN recognition

The second task using compression artifacts that we have discussed is Social Net-
work (SN) recognition. However, this task is quite new, and the methods are
limited. We therefore decided to propose a Two-Stream Network (TSN) to exploit
the PRNU and DCT features. We tried to improve these features with Noiseprint
and a new coding approach for the PRNU and DCT domains, respectively. To
perform fair evaluations, we selected the same databases as in the literature: UCID
Social, Social Public and IPLab, with three classes (Flickr, Facebook and Twitter).
First, we performed a single-stream evaluation to verify our proposed improve-
ments. Both subnetworks performed better than or similar to the respective SOTA
method. Then, we performed a two-stream evaluation and the overall results ex-
ceeded the literature results at the pixel- and image-level.

Impact on SN recognition

After having proposed a method for recognizing SN, we decided to evaluate the
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impact of AI-based compression on its performance. Indeed, this manipulation
proved to be an efficient attack on the detection of forgery, and we wanted to
extend our analysis to another task of DIF. Since we have already verified the po-
tential impact of this benign operation on compression artifacts, we expanded our
set of post-processing operations to five: 1) HiFiC; 2) JPEG compression; 3) Me-
dian Filter (MF); 4) Gaussian Blurring (GB); 5) Additive White Gaussian Noise
(AWGN). For this study, we performed two groups of manipulations according to
their image quality: i) strong image degradation with an average SSIM of 0.77;
ii) limited quality downgrade with an average SSIM of 0.88. The performances
obtained during our evaluation confirm the first hypothesis made on forgery de-
tection. In the context of image quality preserving attacks, HiFiC-high achieves a
drop twice as high as other manipulations. For attacks with high degradation, the
manipulation does not matter, as the performance drop is quite similar.

AI-based compression Database

Our evaluations of the impact of post-processing manipulations on DIF tasks have
shown the importance of AI-based compression as an unintended attack. With the
development of DL-based methods in image processing domains, other compression
solutions like HiFiC could be proposed. In addition, with the future JPEG-AI
compression standard, it will be more and more common to see images compressed
based on AI.

Our chapter on AI-based compression highlighted the importance of double
compression for forensic tasks. Indeed, compression artifacts are created during
such applications. Some articles in the literature are devoted to classify images as
single or double compressed. However, these methods only take into account JPEG
compression. It could be interesting to integrate AI-based compression into this
process, or even the future standard JPEG-AI. In fact, as the number of AI-based
compressed images will increase, mixed compressed images could appear. This
phenomenon may become more pronounced with the standardization of JPEG-
AI. For example, SNs will probably adopt this compression as a new standard for
their processing algorithm.

One prospect for future work is the creation of a database that mixes both
JPEG and AI-based compressions. The goal will be to create four different types
of double compression: 1) common double JPEG; 2) new double AI-based; 3)
first mix JPEG/AI-based; 4) second mix AI-based/JPEG. In this case, the way to
apply the detection of Double JPEG-Compression (DJPEG-C) will change. The
objective will be to identify these four different types of compression.
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5.3 Video Forensics

Another development path for DIF with DL concerns videos. Indeed, some meth-
ods have already tackled this subject with the detection and localization of fakes
like the copy-move (D’Amiano et al. 2019; D’Amiano et al. 2015) based on the
patch-match algorithm or the splicing (Mandelli et al. 2018). (Bakas et al. 2018)
tackle Moving Picture Experts Group (MPEG) double compression and (Gan et
al. 2019) expose a general method of forgery detection.

Camera recognition is also tackled with different approaches: (B. Hosler et
al. 2019) present a classical recognition, while (Mayer et al. 2020) address an open
video scenario (with unknown cameras). (Mullan et al. 2017) propose a residual-
based comparison method to detect forensic features for forgery detection and also
for camera recognition.

There are two main video databases for forensic analysis of digital video: Vision
(Shullani et al. 2017) (presented in 2.3.1) and the Video Authentication and Camera
Identification Database (Video-ACID) (B. C. Hosler et al. 2019). Vision contains
34, 427 images and 1, 914 videos from 35 portable devices. Video-ACID consists
of over 12, 000 videos from 46 physical devices. Although video forensics is a
topic that has already been addressed by many methods based on DL for various
purposes, there are still several tasks to be achieved.
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Our hypothesis for the research on AI-based compression is the possibility of
a new unintended attack against compression-related DIF tasks. We there-
fore conducted an initial study on forgery detection to test our assumption.
We compared two benign operations: AI-based and JPEG compressions. The
results obtained confirm the status of the AI-based compression as an unin-
tentional attack against forgery detection. Thus, we wanted to extend our
hypothesis to another task of DIF based on the analysis of compression arti-
facts: recognition of SN. First, we proposed a Two-Stream Network (TSN),
based on PRNU and DCT features. Our method outperformed the SOTA
methods on three databases dedicated to SN recognition. Next, we selected
five post-processing operations, including AI-based compression, to evaluate
their impact in two cases: 1) with strong image degradation; 2) with limited
quality downgrade. In the first case, the manipulation does not matter, while
in the second, AI-based compression leads to a decrease twice as important
as the other operations. A future work could concern the study of double
compression in mixed cases, as AI-based compression will become more and
more common. In fact, one prospect could be the creation of a database for
double compression detection, with four cases: 1) double JPEG; 2) double
AI-based; 3) JPEG/AI-based; 4) AI-based/JPEG.

5.4 Publications

This thesis gathers the work and the research of the past three years in the field of
Digital Image Forensics (DIF). We wrote an amount of seven publications, whose
five are already published, one is accepted and one is submitted. The first article to
be published is (Berthet and J.-L. Dugelay 2020) for Visual Communications and
Image Processing (VCIP), which detail and explain the different preprocessing
modules of the literature. The series of publications on camera recognition has
begun with the publication of the robustness study (Berthet and J. Dugelay 2021)
in the French colloquium COmpression et Representation des Signaux Audiovisuels
(CORESA). Then, the multiple databases (Berthet and J. Dugelay 2022) and the
more reliable protocols (Berthet et al. 2022) have been published consecutively.
The first one in Media, Watermarking and Security Forensics (MWSF) from the
Electronic Imaging (EI) symposium and the second in International Conference
on Pattern Recognition Application & Methods (ICPRAM). In parallel to these
works dedicated to camera recognition, we have published a first article on the
TSN for SN recognition (Berthet et al. 2021) in CyberWorlds (CW). The article
on the impact of AI-based compression on forgery detection has been accepted
in International Conference on Image Processing (ICIP) (2022). The one for the
impact on SN recognition should be submitted soon.
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