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Résumeé

L’un des aspects déléteres de I'évolution des technologies de l'information et de la com-
munication est la combinaison de l'efficacité et de l'efficience dans la propagation de codes
malveillants, ce qui constitue clairement une menace pour la sécurité des utilisateurs de ces
technologies. Le terme “utilisateur” recouvre ici les individus, les entreprises, les organisa-
tions gouvernementales ou non gouvernementales, les Etats, toute personne ou groupe de
personnes qui communique en utilisant les nouvelles technologies. Parmi ces menaces, on
peut citer les rumeurs dans un réseau social et le recrutement furtif d’utilisateurs naifs dans
une armée cyber-terroriste capable, par exemple, de causer de graves dommages a une en-
treprise dont les services sont utilisés par ces mémes utilisateurs. Dans ces deux cas, comme
dans beaucoup d’autres, les utilisateurs, trompés par des experts compétents, participent
contre leur gré et contre leur propre intérét a une cyberattaque dont ils ne sont pas con-
scients, le support de 'attaque étant la tromperie. De plus, les cybercriminels, contrairement
aux cyber-défenseurs, violent les regles de la vie privée et sont donc les mieux, voire les seuls,
informés de la vulnérabilité de la cible de I'influence.

Divers modeles issus de la théorie des jeux sont proposés dans la littérature afin d’aborder
le controle épidémique sous 'angle d’un probleme stratégique. Les jeux stochastiques (SGs)
sont les types de jeu les plus adéquats pour étudier ce genre de probleme pour deux principales
raisons : (1) ils s’intéressent au résultat global, appelé utilité, plutot qu’a la récompense de
I'étape courante de jeu ; (2) ils integrent l'incapacité des joueurs a controler ’évolution
du systeme, ce qui traduit la naiveté des utilisateurs. Lorsqu’ils tiennent aussi compte de
I’asymétrie liée au fait que les attaquants sont les seuls a connaitre de la vulnérabilité des
cibles potentielles, ces types de SG sont dits partiellement observables (POSGs).

L’existence d’'un processus de propagation épidémique (virus informatique) s’explique
par la naiveté des utilisateurs exploitée par des tricheurs. Un moyen d’arréter les tricheurs
est de leur tendre une embuscade. Puisque l'interaction entre les joueurs est répétée et les
assaillants connaissent a chaque coup le résultat de leur évaluation, nous proposons donc
d’utiliser une embuscade subtile dont la stratégie de positionnement ne sera pas inférée par
les cyber attaquants. Cette hypothese nous écarte des POSGs classiques a deux joueurs et
a somme nulle, dans lesquels le joueur qui connait I’état du systeme peut inférer ’action de
son adversaire.

Dans cette these, nous proposons un nouveau modele de jeu entre un défenseur trompant,
dans et par les moyens du cyberespace, un attaquant qui, dans et par les moyens du méeme
cyberespace, trompe les utilisateurs naifs. Il s’agit d'un POSG a deux joueurs et a somme



nulle dans lequel un seul joueur a une information compléte et aucun joueur n’a une infor-
mation parfaite. Nous abordons aussi la notion d’utilité maximale en tenant compte que
les joueurs sont intéressés non pas a la somme des résultats a chaque étape, mais plutot au
résultat le plus critique du processus. Nous proposons enfin un modele de jeu bayésien (BG)
qui prend en compte la topologie du réseau dans la résolution de la propagation active et
furtive de 1’épidémie.

Nous démontrons que 'algorithme de résolution des POSGs classiques peut étre utilisée
pour notre nouveau modele de POSG, méme lorsque 'utilité est vue comme la valeur la plus
critique du processus. De plus, nous résolvons le jeu bayésien, qui répond au probleme de
passage a ’échelle mieux que le jeu stochastique.

En plus d’améliorer la cybersécurité en intégrant la cybertromperie dans le controle
épidémique, le travail de cette these propose, d’une part, une idée originale pour la résolution
des jeux stochastiques dont 1'utilité est 'extremum, d’autre part, d’améliorer la scalabilité
de 'algorithme d’itération de valeur en transformant un SG sur un réseau en un jeu de
centralité.

Ces contributions sont résumées dans les articles que nous avons publiés au cours de
cette these, qui sont tous évalués par des pairs. Notre premier travail porte sur la définition
et la résolution d’'un modele de jeu qui rend compte des interactions entre un attaquant
qui tente d’infecter un réseau pour en prendre le controle et un défenseur qui tente de I'en
empécher. L’article “Partially Observable Stochastic Games for Cyber Deception against
Network Epidemic” construit un tel modele de jeu. Il fournit la premiere démonstration de
la convergence de l'algorithme d’itération de valeur dans un POSG a somme nulle a deux
joueurs lorsque aucun joueur ne dispose d’une information parfaite. Dans le cas particulier du
controle des épidémies, la récompense du défenseur est une somme de récompenses résultant
des transitions individuelles des noeuds entre les états infecté, sensible et résistant. Nous
généralisons cette récompense du défenseur a toute agrégation de récompenses partielles
fournies par des transitions individuelles dans “A Partially Observable Stochastic Zero-sum
Game for a Network Epidemic Control Problem”. Cette généralisation est, avec la preuve de
convergence de I'algorithme d’itération de valeur, le sujet du chapitre 5. La fonction d’utilité
est ici la somme actualisée. En considérant le facteur d’actualisation assez proche de I'unité,
et pour certains parametres des récompenses partielles, 'utilité de I'attaquant est presque
égale au pic épidémique.

Intéressés par cette utilité plus réaliste qu’est le pic épidémique, nous résolvons dans
larticle “Optimizing Intrusion Detection Systems Placement against Network Virus Spread-
ing using a Partially Observable Stochastic Minimum-Threat Path Game”, et ¢’est nouveau,
les POSGs pour lesquels 1'utilité d’'un des joueurs est égale a sa plus grande récompense.
Nous proposons ensuite un algorithme qui converge vers le pic épidémique optimal. Limités
par la non-scalabilité de I'algorithme d’itération de valeur, nous présentons des stratégies de
défense intelligentes dans 'article “Game-Theoretic Modeling of Cyber Deception Against
Epidemic Botnets in Internet of Things”. Ces deux articles sont discutés au chapitre 6.

L’article “A Network Centrality Game for Epidemic Control” repousse cette limite de
maniere significative avec une autre nouveauté, qui consiste a prendre en compte I'influence
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relative des nceuds dans la lutte pour le controle du réseau. Le jeu qui en résulte est un
jeu bayésien dans lequel les joueurs gagnent I'influence des nceuds qu’ils conquierent. Par
conséquent, la stratégie intelligente consiste a conquérir uniquement les noeuds les plus in-
fluents. Le chapitre 7 fournit les détails de ce résultat, qui nous a valu la mention honorable
du meilleur article a la conférence internationale GameSec 2022.
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Abstract

One of the deleterious aspects of the evolution of information and communication technolo-
gies is the combination of efficiency and effectiveness in the malware spread, which clearly
constitutes a threat to the security of the users of these technologies. The term “user” here
covers individuals, companies, governmental or non-governmental organizations, states, in
short, any person or group of persons who communicate using the new technologies. Among
these threats, we can cite rumors in a social network and the stealthy recruitment of naive
users into a cyber terrorist army capable, for example, of causing serious damage to a com-
pany whose services are used by these same users. In these two cases, as in many others,
users, tricked by skilled experts, participate against their will and against their own interest
in a cyber attack of which they are not aware, the bearer of the attack being deception. More-
over, cybercriminals, unlike cyber defenders, violate the rules of privacy and are therefore
the best, if not the only, informed of the vulnerability of the target of influence.

Various game models have been proposed in the literature that approach epidemic control
from a game theory perspective. Stochastic games (SGs) are the most appropriate for two
main reasons: (1) they focus on the global outcome, called utility, rather than the reward of
the current game stage; (2) they assume the inability of the players to control the evolution
of the system, which reflects the naivety of the users. When they also take into account
the asymmetry related to the fact that the attackers are the only ones to know about the
vulnerability of the potential targets, they are said to be partially observable (POSGs).

The existence of the epidemic can be explained by the naivety of the users, which is
exploited by cheaters. The only way to stop the cheaters is to ambush them. Since the
process is open-ended and the attackers know the result of their evaluation at each move,
we propose to use a subtle ambush whose positioning strategy will not be inferred by the
attackers. This assumption sets us apart from classical two-player zero-sum POSGs, in which
the player who knows the state of the system can infer the action of his opponent.

We propose a game model between a defender cyber deceiving an attacker who cyber de-
ceives naive users.This is a two-player zero-sum POSG in which only one player has complete
information and no player has perfect information. We also address the notion of utility by
taking into account that players are not interested in the sum of step outcomes, but rather in
the most critical outcome of the process. Finally, we propose a Bayesian game model (BG)
that is based on the topology of the network to solve the active and stealthy propagation of
the epidemic.

We show that the algorithm for solving classical POSGs holds for our new POSG model,
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even when utility is seen as the most critical value of the process, and then we significantly
increase the scalability of the solution by solving the Bayesian game.

In addition to improving cyber security by integrating cyber deception into epidemic
control, this work proposes, on the one hand, a novel idea for solving stochastic games
whose utility is the extremum, on the other hand, one to improve the scalability of the value
iteration algorithm by transforming an SG on a network into a centrality game.

These contributions are summarized in the papers we published during this thesis, all of
which are peer-reviewed. Our first work deals with the definition and resolution of a game
model that captures the interactions between an attacker who tries to infect a network to
take control of it and a defender who tries to prevent it. The paper “Partially Observable
Stochastic Games for Cyber Deception against Network Epidemic” builds such a game model.
It provides the first demonstration of the convergence of the VI algorithm in a two-player
zero-sum POSG when no player has perfect information. In the particular case of epidemic
control, the defender’s reward is a sum of rewards resulting from individual node transitions
between infected, susceptible and resistant states. We generalize this defender reward to any
aggregation of partial rewards provided by individual transitions in “A Partially Observable
Stochastic Zero-sum Game for a Network Epidemic Control Problem”. This generalization
is, together with the proof of convergence of Algorithm VI, the subject of chapter 5. The
utility function is here the discounted sum. Considering the discount factor close enough to
unity, and for some parameters of the partial rewards, the utility of the attacker is almost
equal to the epidemic peak.

Interested in this more realistic utility that is the epidemic peak, we solve in the paper
“Optimizing Intrusion Detection Systems Placement against Network Virus Spreading using
a Partially Observable Stochastic Minimum-Threat Path Game”, and this is new, the POSGs
for which the utility of one of the players is equal to its largest reward. We then propose
an algorithm that converges to the optimal epidemic peak. Limited by the non-scalability
of Algorithm VI, we present intelligent defense strategies in the paper “Game-Theoretic
Modeling of Cyber Deception Against Epidemic Botnets in Internet of Things”. These two
papers are discussed in chapter 6.

The paper “A Network Centrality Game for Epidemic Control” pushes this limitation
significantly with another novelty, which is to take into account the relative influence of
nodes in the struggle for network control. The resulting game is a Bayesian game in which
players win the influence of the nodes they conquer. As a result, the smart strategy is to
conquer only the most influential nodes. Chapter 7 provides the details of this result, which
earned us the Best Paper Honorable Mention at the GameSec 2022 international conference.
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1.1 Active and Furtive Spread of an Epidemic

According to a report presented by [29], “38% of companies that provide financial services
or operate online services for the public experienced a DDoS (distributed denial of service)
attack between April 2013 and May 2014.” Each incident cost an average of $52,000 for
small and medium-sized businesses and $444, 000 for large businesses. According to another
report, the number of attacks increased by 14% in 2021 compared to 2019, reaching a total
of 9.84 million DDoS. ' The fury of these attacks is largely due to the fact that many people
contribute to them without being aware of their involvement. Indeed, DDoS follows a furtive
preliminary recruitment of IoT devices into a zombie army called a botnet [47]. Armed with
their IoT device control system, highly organized hackers with little regard for privacy scan
normal users’ devices for vulnerabilities. Judicious exploitation of a vulnerability allows code
to be injected into the device to gain control of it. However, the device continues to behave
as usual, at least in appearance. Under the command of the above control system, it will
participate in scanning the devices connected to it and injecting code into one or more others,
according to the controller’s plans. This process has all the characteristics of an epidemic,
in which the subjects are the IoT devices and the pathogen is the code transmitted from
subject to subject. In addition, not all subjects have the same response to an exposure:
some are vulnerable and others are not. This spread of what is now called an epidemic
is the preliminary to the DDoS attack. Indeed, the army of zombies thus formed, once it

"Mttps://www.hipaajournal . com/2021-saw-record-numbers-of-ddos-attacks-on-the-
healthcare-industry/
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has reached a sufficiently large number, will be a foothold for a sufficiently large number of
requests to a device targeted in advance. As a result, the target device will have exhausted
all its resources or bandwidth and will no longer be able to provide all its services, as one
of which is targeted by the hackers. On April 2009, on Twitter, rumors falsely present pork
consumption as a vector for the spread of the HIN1 swine epidemic [11]. This time, the
pathogen is the rumor about the never proven, but easily acquired, link between flu and
pork. We assume that this kind of propagation is common in activities such as advertising
campaigns, where the subject, as in the above rumor, is the human, but the agent is the
desire for the promoted product.

Despite its resemblance to ordinary epidemics, the botnet epidemic differs from others
in three ways concerning the vector agent. Indeed, in the case of the botnet, the vector,
the team of hackers who control the propagation, is intelligent, rational and cunning. By
intelligent and rational, we mean that the actions will always be in line with their selfish
interests. Cunning is the expression of their stealth, their stratagem to silently spread the
threat. So this is a situation that can be approached from different angles: epidemic patterns,
adversity, relationships between subjects and deception. In other words, in addition to being
able to be addressed from the point of view of the mathematical study of epidemic models,
the mathematical theory of conflicts (game theory), graph theory and cyber deception.

The best response to a distributed attack is obviously a decentralized defense in which
nodes make decisions autonomously, as the authors suggest in [86]. However, if we consider
that each agent tries to respond to the threat as well as possible and thus design a scenario
with a very large number of rational decision makers, we are forced to allow the unrealistic
solution that consists in saying how many players of these decision makers should have a
given behavior, instead of telling each of them how he should behave [86]. Moreover, in
many networked epidemic attacks, most actors do not meet the requirement of rationality
and intelligence. Many IoT users do not rigorously evaluate their possible actions and may
not even take the best ones, even if they know it. On figure 1.1 for example, the attacker
could control the spreading of a virus in a network starting from an input device, and
taking control of the infected device each time. Thus, to better mitigate the actions of the
attacker, he must be opposed by an opponent who is also rational and intelligent. In other
words, effective and realistic control of such a spread requires a defender. In the case where
in addition the offensive action is carried out secretly on agents whose decision cannot be
controlled, the game theoretical model used should be that of the stochastic game (SG). SGs
are realistic because they compare players’ strategies, not step-by-step based on the score of
each step, but rather by taking into account an aggregation of all step scores of each player.
The aggregated score over long periods of time is called utility. The importance of the utility
is justified by the fact that the order produced is not a total order. In other words, a strategy
may be better at one stage and worse at another.

Generally speaking, SGs are not easy to solve. The author of [32] proposes a convergent
algorithm for solving two-player zero-sum partially observable stochastic games (POSGs) in
a context where one of the players does not know the state of the system in which he acts.
The value iteration algorithm proposed is a version of the same well known algorithm in
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the context of Markov decision processes (MDP) in [67]. It is used in a lateral movement
context, in which the player who knows the state of the network can infer the actions of
his opponent. This does not reduce the asymmetry resulting from the one-sidedness of the
observability of the system on the one hand, and from the stealthy nature of the attackers’
approach on the other.

1.2 Owur Contributions

The most general model of epidemic processes is the SR model. Indeed, on the one hand, the
S1S model and its corollary ST are deducible from STR by abstraction of the compartment R
of the withdrawn subjects. On the other hand, the other models are obtained by partitioning
one of the compartments S, I and R. The dynamics related to the evolution of an epidemic
in a network do not escape this compartmentation. Hackers must assess the vulnerabilities
of a device before attacking it. This is a reminder that some devices are invulnerable, i.e.,
resistant to their eventual assault. This corresponds to the R compartment. Hackers only
attack vulnerable devices, i.e., devices that are susceptible to infection. This corresponds
to the S compartment. Compartment [ is for infected devices with the malicious code
and therefore become part of the botnet. Removing a device from this compartment is
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equivalent to an etiological treatment of the device, after which the network user can, if he
or she chooses, take the action to make the device no longer vulnerable (like installing a
patch or an update of a software). Both of these decisions, i.e., moving from infected to
susceptible and moving from susceptible to resistant, are beyond the control of the decision
makers: those attacking the network and those protecting it. Under the assumption that the
attackers constitute one team and the protectors another team, we suppose that each team
equips itself with all the hardware and software resources to confront the other. We refer to
these teams and their arsenal as the attacker and defender respectively, and assume them to
be intelligent and rational. The attackers team (further called attacker) and the defenders
team (further called defender) thus faces each other in a battle whose object is epidemic
control, the first aiming at increasing the number of victims, the second aiming at reducing
it. Any situation like this, involving intelligent and rational individuals with antagonistic
interests, can be mathematically modeled and studied considering a game [61]. It is therefore
appropriate to approach epidemic control from the perspective of mathematical game theory.
In doing so, four essential aspects of the confrontation emerge from the presentation made
so far.

e The first aspect is the temporal structure of the interventions of our two intelligent and
rational actors, which game theory calls players. The players make their actions several
times and in a discontinuous way. We then model their interactions as a repeated game.

e Second, the two players are not the only actors in the confrontation, as the decisions of
the network users influence their outcomes and the conditions under which they make
their decisions. Because their decisions are not monitorable, we assume that they act
probabilistically and thus constitute a random decision entity that can influence the
course of the game. It follows that the game is stochastic, the system being the free
entity that the devices constitute.

e The third aspect concerns the satisfaction of the two players. Since their objectives
are exactly opposite, i.e., one wants to minimize what the other wants to maximize,
we are dealing with a zero-sum game.

e Finally, we have to take into account the relationship of each player to the observation.
The defender has incomplete and imperfect information, since he does not know the
state of the system and cannot infer the decision of the attacker. The attacker has
complete information, since he observes the state of the network before taking an
action.

We thus obtain a two-player, zero-sum, partially observable SG (POSG). Solutions of stan-
dard POSGs can be obtained by the value iteration (VI) algorithm [35]. Authors present an
asymmetric battle between a player with incomplete information, the defender, and a player
with complete information, the attacker. In the context of botnet propagation for example,
the incompleteness of the defender’s information comes from the privacy rules, which the
attacker overrides. In an effort to preserve an asymmetry to its advantage, the attacker



further complicates defensive action by hiding its presence from the IoT user. Because of
this obfuscation, the defender, even if he has a patch, cannot effectively convince users of
the need for that patch and, thus, may not always get their approval to fight a common
enemy. The target of this deception is the defender, and this strategy of the attacker is
cyber deception, i.e., deception in cyber space with an object in cyber space [73].

“If the attacker deceives the defender, let the defender also deceive the attacker!”

In an attempt to reduce the asymmetry, we propose that the defender responds to cyber
deception with cyber deception. The strategy will be to detect the transmissions and only
react when the attacker is confident that he has succeeded. Thanks to this mixing, the
attacker will not be able to infer the action of the defender and, therefore, there will be no
asymmetry in the quality of information, i.e. both players will have imperfect information.
This POSG model differs from the model solved in [35]. Nevertheless, we establish the
convergence of the VI algorithm for this singular model, which by the way, we did not find
in the literature. We then review the notion of utility in modeling threat propagation. The
utility studied in [35] is the discounted sum, which assumes that the step scores are summed
after being discounted. This utility has the advantage of being interchangeable with the
mean, but does not take into account the non-additivity of the threat. We are interested in
the utility seen as an extremum (minimum or maximum), which is realistic, but left aside
in the literature for its complexity. We prove that the VI algorithm is still converging but
not scalable. Looking for an answer to this non-scalability issue, we are interested in an
intelligent behavior of the players based on the evaluation of the influence of the nodes in
the network. The study of the influence of nodes in graph theory brings out the notion of
centrality. We thus transform epidemic control into a battle for centrality.

To the best of our knowledge, this work is the first to approach epidemic diffusion from
the perspective of POSGs, to study SGs by taking the extremum as a utility, and to propose
a smart control strategy based on network topology measures. Our contributions are as
follows:

(i) An SG model is defined to address the control of epidemics. This model offers the
advantage of taking into account the impossibility for the cyber defender to rely on
the collaboration of the network users.

(ii) A mathematical study of a two-player, zero-sum POSGs with extremum value as utility
function is given. We propose an algorithm converging to its solution. It is important
to recall that this issue concerned also Markov decision processes (MDPs). Because of
the non-interchangeability of the sum and the maximum, MDPs whose utility is given
by the sum were obsolete. Our resolution applies mutatis mutandis to them.

(iii) An answer to the cyber deception of hackers is proposed.

(iv) The use of cyber deception to thwart the active and stealthy propagation of an epidemic
is considered. It is therefore a response to cyber deception with cyber deception.



(v) An optimal strategy to obtain advantageous positions in a network in the sense of
better ensuring the propagation or control of a threat.

1.3 Strurcture of the Thesis

The remainder of this thesis is organized as follows: after the related work, the next two
chapters present the elements necessary to the understanding of this work. Chapter 3, is
a brief introduction to game theory. The game models we present here include, in order
to simplify the understanding, those we discuss above, while respecting the mathematical
thoroughness that must be attached to them. In Chapter 4 we review numerous cyber at-
tacks and present the basic principles of cyber security and cyber deception. The problem
we are solving is about epidemic control and therefore its understanding goes through the
understanding of epidemic processes. In Chapter 5, after a comprehensive and elicited clas-
sification of known epidemics, we identify the one that is the focus of our investigation and
then we integrate it into the framework of a new POSG framework that we solve. Thanks
to its resolution, in Chapter 6, we tackle the epidemic control problem in a more frontal
way, taking into account the non-additivity of the threat. We solve the POSGs whose utility
is the extremum value and, at the same time, we bring a realistic solution to the epidemic
control problem. We also suggest some intelligent behaviors for the defender. In Chapter 7,
to circumvent the non-scalability of the VI algorithm, we replace the epidemic control by
a Bayesian game of improved scalability. In the conclusion, we summarize the rules and
evidence that guided the choice of a stochastic game and a Bayesian game, and then open
perspectives on the exploitation and improvements of our solutions developed in this thesis.
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2.1 Non-Adversarial Study of Epidemics

In mathematics and computer science, a broad scale of epidemic study addresses the is-
sue of virus propagation as in biology, i.e., without consideration of the virus goal. In this
scope, [44] uses terms from mathematical modeling of infectious diseases, classifies epidemics
and study their propagation in a network through deferential analysis. The epidemic model
name relies on the possible compartments of the individuals, susceptible (), infectious (7),
recovered (R), and the possible transitions (S to I, I to R or others) of any individual from
one class to another. Intractable differential equations that apply not only in the domain
of computer network study put in relations the proportion of each compartment and their
evolution. Focusing on network diseases and attempting to immunize network systems, [17],
as well as [10,91], presents the Analytical Active Worm Propagation (AAWP) model, which
characterizes the propagation of worms that employ random scanning. This model differs
from the epidemiological model, which uses continuous time and never considers the patch-
ing rate nor the time it takes to a worm to infect a machine. Long before the attacker
releases the worm, she scans the system to find out vulnerable machines and establish a
“hitlist” of machines that she will further infect and use as “stepping stones” to infect other
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vulnerable machines. With random scanning, if there are m; vulnerable machines and n;

infected ones with a scanning rate of s, then the number of newly infected machines at the
1 SNy

following stage will be (m; —n;) |1 —(1— o2 in average. For many authors, there
exists an epidemic threshold under which the epidemic dies out. However, the description
via Markov chain shows the existence of absorbing states. This paradox suggested in [91]
an application of mean field approximation, which is called the N-intertwined model. For
the sake of effectiveness, an important aspect of the virus study is the immunization strate-
gies among which the targeted immunization strategy, which is based on immunizing the
highest betweenness centrality nodes or links. However, taking possible size of the network
that could be infected serves as the performance measure of the immunization procedure.
In [76], the authors introduce a method which is significantly more efficient in preventing dis-
ease spreading. Another type of immunization, namely random immunization, also presents
some weaknesses that [19] overcomes. On the one hand, almost all of the nodes need to be
immunized before an epidemic is stopped; on the other hand, when the most highly con-
nected nodes are targeted first, removal of just a small fraction of the nodes results in the
network’s disintegration. [19] presents an effective strategy based on the immunization of a
small fraction of random acquaintances of randomly selected nodes.

Unlike in Biology, network viruses, among which botnets (which are used in DDoS) have
targets and are discussed in the literature [2,47]. The Mirai botnet was first found in 2016
and has been used in some of the largest and most DDoS, including an attack in September
2016 on computer security journalist Brian Krebs’ website, an attack on French web host
OVH, and the October 2016 Dyn cyber attack. Studying DDoS activities from August
2016 to February 2017, Antonakakis et al. noticed a capability to infect more than 60,000
[oT devices in its first 20 hours and the existence of a steady state. Left apart a frequent
check for network status and new prospective target victims, the Mirai attack consists in six
steps including a brute-force attack to discover the default credentials of weakly configured
[oT devices, the report to the “report server”, the issuing of an infected command, the
loading in the target devices of an instruction to download the malware (which protects
the new recruited bot instances from other malware), (after a sufficient number of hosts is
achieved) an instruction to commence an attack against a target server, the attack against
the server. The victims range from game servers, telecoms, and anti-DDoS providers, to
political websites and relatively obscure Russian sites [2, p. 104].

2.2 Adversarial Study of Epidemics

By considering the intelligence and the rationality of the IoT and the social network actors,
it is unavoidable to go against virus propagation with the sight of game theory. Some results
permit such studies. For example, [58] generalizes the study in network games in which
not all players are connected, proves existence and uniqueness of Nash Equilibrium under
few assumptions and outlines the influence of any exogenous shock or addition of links on
the Nash equilibrium, under assumption of incomplete information. This Nash Equilibrium
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concept is used in [86, 87] to stop the spread of SIS (susceptible-infectious-susceptible)
epidemics and to optimize influence in competitive contexts. To compare the advantages of
centralized and decentralized protection of a network against threats, Trajanovski et al. [86]
discuss the price of anarchy (PoA) in single community, bipartite and multi-community
networks. They prove the existence of the Nash equilibrium and outline an algorithm to
find the NE in pure strategies. They bounded the PoA (particularly in single community
and bipartite networks) analytically and in concrete examples. The upper bound relies on
the costs of possible individual decisions (to invest for protection or not), on the number of
individuals in the communities and on the spreading rate. To address the issue of designing
an optimal network topology while balancing multiple, possibly conflicting objectives such
as cost, performance and resiliency to viruses, the authors in [87] model the SIS epidemic
with the N-intertwined mean field approximation and consider a network formation game
model. As result, they give a new upper bound of PoA, show that the prize of stability is
equal to 1 and the NE is achieved only if the graph is a star or a path graph.

Authors in [14,49] use game theory analysis to tackle virus spread in networks. [49]
optimizes the action of a defender monitoring normal nodes against the action of an attacker
monitoring attack nodes towards a target server. [14] on its side notices that the impact of the
attacker on monitoring scheduling strategy has been neglected in some woks. Thus, regarding
the balance between limited resources and scheduling monitoring needs to be considered, it
addresses the following problem: the outbreak of propagation process is dynamic and the
outbreak detection time is uncertain. It designs a Stackelberg game model (the defender
is the leader, the attacker is the follower) for adversarial outbreak detection, through the
probability of infection of each adjacent node and proves that the defender’s optimal response
is NP-hard. Nonetheless, it outlines an algorithm that approximates the optimal response
under the assumption that the detection of one infected node inhibits further attacks.

Another game ancient and broadly studied concept, termed stochastic game (SG), is used
to improve networks security. [82] generalizes to infinite games (and finite number of states),
the existence of equilibrium point proved by Nash in 1950. However some assumptions
(observability, reachability of information) generally do not concern network defenders. In
addition, there is no indication to draw an equilibrium point.

2.3 Games of Incomplete Information

There is also important studies [5,33,79] on games in which some players may not have
complete information on the game. Addressing the question of how players use the knowl-
edge of opponent’s actions to update his belief about the state, [5] proves the existence of
a saddle-point and of the non-equality of minmax and maxmin values. In [33], the authors
discuss partially observable stochastic games with public observation (PO-POSG) with two
players, i.e., each player has at each stage his private state, his own publicly known obser-
vations, his own transition function and his own belief over his opponent states. Motivated
by intractability to compute optimal strategies, the authors propose a novel algorithm for
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one-sided partially observable stochastic games that converge to the optimal values: the
algorithm draws a convenient approximation of the value. These works do not apply directly
to control of epidemic process over networks, in which the state is not private and some
players who study vulnerabilities of the system before their intrusion (the attackers) know
more information than the others (defenders) who observe what the attackers allow them to
observe. To overcome this asymmetry, it seems obvious that defenders have to implement
deceptive strategies.

2.4 Cyber Deception

Several methods of deception exist in the literature. The article [72] categorizes deception
methods based on techniques such as impersonation, delays, forgeries, camouflage, false ex-
cuses, and social engineering. Further on, [74], motivated by the observation that traditional
cyber security methods involve a never-ending cycle of detection and response to new vul-
nerabilities and threats, defines concepts related to game theory and clearly outlines eight
types of games. Better than humans, computers can examine the huge number of possible
threat scenarios in the cyber system. However, here no one is guaranteed to dominate the
information in terms of intelligence and accessibility. Hence the importance of game theory
for cyber security. The game models used can be static - then imperfect information - or
dynamic and help in many tasks such as risk assessment, worm response design, intrusion
detection modeling or interactions between attackers and defenders, among others. Their
limitations lie in the stringent assumptions (perfect information, fixed transition probabilities
and synchronization of player actions) and scalability with size and complexity. This study
of game theory and cyber deception is devoted to existing cyber security problems studied
from a game theory perspective. After a survey of the six types of deception (perturbation,
obfuscation, mixing, moving target, honey-X, and attacker engagement), [66] distinguishes
between the different types to allow for accurate game-theoretic modeling of each. It also
provides a clear understanding of the challenge of applying game theory to cyber security
and privacy and presents the nature of the proposed game concepts to achieve each type of
deception.

In the domain of lateral movement, the value iteration (VI) method is used to find the
solution of a game in terms of value. Replacing the worst case distinctiveness (wed) by the
more intuitive notion wed,, and the new expected-case distinctiveness (ecd), [96] proves the
existence of solutions. On the one hand, the wecd, which is the longest sequence of actions
such that even if it is known that agent is taking these actions to a certain pair of goals, the
precise goal remains not revealed. It is bases on observation of pairs of goals. On the other
hand, wed,, takes into consideration the set of all goals and ecd takes into account prior
information on the agent goals. [96] also proves that: wed,, is slightly faster than computing
wed and, in several occasions, ecd is reduced while the wed,, remains unchanged. Using an
heuristic search with the VI (HSVI), [34] replaces the representation of the beliefs of the
possible states with a summarised abstraction and increments strategy generation technique
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to iteratively expand the strategy space of players. However, HSVI does not serve only for
lateral movement.

2.5 Value Iteration in POSGs

The standpoint for mitigating an attack is obviously to get able to observe it. The need of this
ability explains the works on intrusion protection and detection systems proposed in [27,38].
Once an intrusion detection system is performed, the network becomes a battlefield with
repeated scenario between at least one attacker and one defender. The non-cooperative
game theoretic solution concept is generally the Nash equilibrium [48,61]. This solution is
approximated through the value iteration (VI) method in the domain of lateral movement
28]. Replacing the worst case distinctiveness (wed) by the more intuitive notion wed,, and
the new expected-case distinctiveness (ecd), [96] proves the existence of solutions. On the
one hand, the wed, which is the longest sequence of actions such that even if it is known
that the agent is taking these actions to a certain pair of goals, the precise goal remains
not revealed. It is based on observation of pairs of goals. On the other hand, wed,, takes
into consideration the set of all goals and ecd takes into account prior information on the
agent goals. [96] also proves that: wed,, is slightly faster than computing wed and, in
several occasions, ecd is reduced while the wcd,, remains unchanged. Using an Heuristic
Search with the Value Iteration principle (called HSVI), [34] replaces the representation of
the beliefs of the possible states with a summarized abstraction and increments strategy
generation technique to iteratively expand the strategy space of players. However, HSVI
does not serve only for lateral movement application. HSVI algorithm is discussed in the
study of POMDPs (see [78] for example) and, instead of looking for solutions in the value
space as usual, [30] searches solutions in the policy space and guarantees the convergence
after a finite number of states. This HSVI algorithm is generalized in [35] to the study of
OS-POSGs which respond to the undecidability of real-world security scenarios, that require
POSGs and no strictly defined horizon. Horak et al. use a contracting mapping over the
set of (possible) value functions to guarantee the convergence to the value of the game and
outline an algorithm that approximates optimal strategies in OS-POSGs. They assume the
worst case scenario when the attacker has complete observation. Later, to overcome the
complexity of representing, updating and reasoning about the uncertainty of the defender
on a very large state space, [31] improves the scalability of POSG algorithms by replacing
the representation of the beliefs by a characteristic vector that captures key information but
reduces the dimension of the beliefs. Algorithms are applicable in a network of 11 nodes with
not more than 1 GB of memory consumption are strategy found are very near the optimal
solutions for small cases.

There also exists games where players should not be viewed as optimizers, but where
one player (preciser) may be trying to have a precise value. [15] studies such games played
on a stochastic game arena, i.e. a graph whose vertices are partitioned into those controlled
by either of the players. It proves that: the condition of existence of winning strategies for
Preciser solves counter-strategy problem and discounted reward controller synthesis problem.
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The game is not determined and to apply it, one should know the value targeted by the
preciser, which is likely a non-realistic challenge.

2.6 Centrality measures

A wide range of real-world phenomena, from social and information to technological and
biological networks, can be described using complex networks which can be modeled using
graphs for their performance analysis [26]. Diffusion, as a means of studying a complex net-
work’s dynamic behaviors, has been one of the most important topics in this area. Diffusion
on the network is transferred from one node to another and it starts on a small scale and
then affects more neighbors. Moreover, in a diffusion scenario such as epidemic propagation,
the goal is to find influential nodes which have a higher diffusion power in comparison with
other nodes. Diffusion in complex networks has a lot of applications and based on the nature
of a problem, specific influential nodes can be used to accelerate, control or prevent diffusion.
For instance, in marketing on social networks, the highest amount of ads can be diffused
with the least amount of time and resources using influential nodes. In computer networks,
the spreading of viruses can be prevented by securing the most suitable nodes.

Since finding influential nodes is an NP-hard problem, some approximate methods called
centrality measures are used and can be divided into three types: Local measures, global
measures and semi-local measures [55].

e The first and simplest centrality measure in the category of local measures is the degree
centrality. In this measure, only the first-degree neighbors of a node are considered
important. In fact, a node is regarded as important if it has a higher degree. This
measure can determine a node’s importance to some extent but nodes with the same
degree do not necessarily have the same essential role in the graph. This measure
because of being local and ignoring the graph’s global information, and with a linear
time complexity of O(n), does not have high accuracy [26]. One of the popular measures
in the category of local measure is the degree centrality that Measures how many
neighbors a node contains. There are two types of degree centrality (in-degree and
out-degree) according to direction. It measures the immediate influence and it is used
to calculate the central nodes in the simulation network, assesses how difficult it would
be to isolate a given node (using edge disjoint k-path centrality), etc.

e In contrast, global measures need the entire graph’s information to do so, and therefore
have a higher accuracy and time complexity. As a result, they cannot be used for large-
scale networks. One of the important measures in the category of global measures is
the betweenness centrality. The goal of betweenness centrality is to determine the
importance of a node based on the information flow existing within the graph. It is
based on the number of times a node is located in the shortest paths among all the
pairs of nodes in the graph. The high betweenness centrality of a node indicates that
it is located between most of the shortest paths available in the graph [25].
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e In recent years, due to increases in the size of real-life networks, a need for measures
with high accuracy and low time complexity compared to global measures was felt.
Measures in the semi-local category have been introduced for this reason. One of the
most important and early semi-local measures is the LC measure. The LC centrality
is an advanced version of the degree measure in which, in addition to the first-degree
neighbors, second-degree neighbors are taken into consideration as well. Another mea-
sure recently developed in this category is measure based on clustering coefficient [104].

2.7 Bayesian Game

Chen [16] in his doctoral dissertation used game theoretic model to design the response for the
importance-scanning Internet worm attack. The main idea is that defenders can choose how
to deploy an application, that is the group distribution, when it is introduced to Internet to
minimize the worm propagation speed. The attacker can choose the optimal group scanning
distribution to maximize the infection speed. Thus a game would be played between the
attacker and the defender. The attacker should choose so as to maximize the minimum
speed of worm propagation, while defender wants to minimize the maximum speed of worm
propagation. By framing the problem this way it turns out to be a zero sum game and a
min-max problem. The optimal solution for this problem is that defender should deploy the
application uniformly in the entire IP-address space or in each enterprise network, so that
the best strategy that the attacker exploits is equivalent to random scanning strategy. This
work gave a game theoretical framework to design the locations of vulnerable and high value
hosts over a network.

Patcha et al. [65] proposed a game theoretic approach to model intrusion detection in
mobile ad-hoc networks. The authors viewed intrusion detection as a game played between
the attacker node and the IDS hosted on the target node. The objective of the attacker is
to send a malicious message with the intention of attacking the target node. The modeled
game is a basic signaling game which falls under the domain of multi-stage dynamic non-
cooperative game.

Bloem et al. [7] modeled intrusion response as a resource allocation problem based on
game theory. A cost is associated with attacks and responses. This problem, including im-
perfections in the sensor outputs, was first modeled as a continuous game. The strategies
are discretized both in time and intensity of actions, which eventually leads to a discretized
model. The reaction functions uniquely minimize the strictly convex cost functions. Af-
ter discretization, this becomes a constrained integer optimization problem. To solve this
they introduced their dynamic algorithm, Automatic or Administrator Response algorithm
(AOAR). They classified attacks into those resembling previous attacks and those that do
not, and many such intuitive classes with Kohonen self-organizing maps, a neural net, and
the response cost is minimized. The simulations captured variation in vulnerability, value
and cost of actions. Their results showed system performs improves after using AOAR.
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3.1 Introduction

In a general case of decision problems, one or more actors (the decision makers) have to choose
between more than one alternative (called action), with aim to optimize the outcome, that
relies on the choice of the decision makers. In this thesis, we pay interest only to rational,
intelligent decision makers, called agents — or players, if they are many. The set of agents
who do not meet this requirement is referred to as the system.! The adjective intellegent
here means that the decision maker “knows everything that we know” about the problem, and
“he can make any inferences about the situation that we can make”; the rationality means
that the decision maker “makes decisions consistently in pursuit of his own objectives” [61].
The different ways the system can influence the outcome of the decision makers is refered to
as states. Consider, for example, a firm that suspect a malicious activity that may exploit
[oT devices to launch a distributed denial of its service. The firm can be considered as an
agent, while the IoT users should be regarded as the system. To meet its objectives, the firm
may decide to choose two devices and monitor the data exchange between them (action).
The relevance of the decided action depends upon the influence and the vulnerability of the
pair of choosen nodes (state of the system).

A wide range of decision problems, say games, involve multiple agents, henceforth called
players, with conflicting interests. It is worth nothing to note that multiple agents who
share the same interests should be regarded at as a single agent. Precisely, a game is
“any social situation involving two or more agents” [61]. The social situation implies that
the decision of all player influences the outcome of other players. In addition, this decision
works against the interest of at least one other agent.

This chapter is about the description and the classification of discrete time games with
numeric outcomes and finite sets of players and actions. When the numerical outcome
represents a gain or a cost, we refer to it as a reward. More precisely, the reward of a player
is his outcome at the end of a period of the game. When actions are taken repeatedly, the
outcome may be more general and represent the overall satisfaction of the player at the end
of the process. We refer to this overall satisfaction as utility. The classification of a game
model relies on different considerations including, but not only, the number of players, the
reward structure, how the decision-making is scheduled, the influence of the system upon
the outcome, the knowledge of players about the system and reward structure, the number
of times the game is played.

3.2 Strategic-form Games

When each player reward is given at once, the game is said to be a one-stage one. The
reward and the utility are the same thing in this case. Like in [61], throughout this thesis,

'Unlike in [67] and since the state takes decisions (probabilistic transitions), we consider that the MDP
involves two decision makers, exactly one of whom is intelligent and rational. This decision maker is the
agent. The word “player” usually refers to a conflictual situation. The system is considered as an actor who
does not defend any interest. It is therefore assumed that it is made up of all the actors who are not players.
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it is admitted that odd-numbered players are male and even-numbered players are female.

3.2.1 Definition and Representation

When no player knows the mowve (i.e., the action decided) of her opponent at the moment
she makes her choice, the situation is the same as if all players act simultaneously, and the
game is said to be simultaneous; otherwise the game is said to be sequential. > In the
general case of n-player games with n > 2, a game is said to be sequential if players take
their decisions in any order, provided at the time he makes his move, no player is informed
of the decision of the players who decided before him. In case the state of the system is
unique and known to all players, and all players know how exactly how the overall decision
determine the players’ outcomes, the simultaneous game is called normal- (or strategic-)
form game. A normal-form game can be modelled by a tuple

N = (N7 A= (Ti)ieN)
where:
e N is the finite set of players;

e For all player i € N, A; is the set of actions (or action space) of player i. All tuple
a = (ai);cy representing an action for each player is referred to as action profile.

A= H A; is the set of action profiles.

i€EN

e For all player i € N, r;: A — R is the reward function, with r;(a) being the
reward generated to player ¢ by the system when action profile a was taken.

In the special case of two-player game, the set N of players can be brushed out of the
notation. If, in addition, the game is a zero-sum, i.e., the sum of players’ rewards always
takes the value 0, only the reward r» = r; accounts in the notation.

The same tuple N is used to represent an extensive-form game. In this case, however, it
should be supposed that player i takes his move before player ¢ + 1.

Example 3.2.1. Consider a network defender who, one week, will invest 400,000 francs
either on Saturday or Sunday to protect his network against an attack which will take place
on one of these two days and will cost the attacker 300,000 or 500,000 francs respectively.
Assume that the defense technique is efficient, and: a successful attack rewards 15 to the
attacker and incurs a cost of 8 to the defender, while an abortive attack results in nothing
for both players.

This situation is a game with two players, including the defender and the attacker, each
of them having Ay = Ay = {Saturday, Sunday} as action space.

In case defender and attacker make their decisions simultaneously, they are involved in
the strategic-form game represented by table 3.1.

2The sequential game is the subject of section 3.3.
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Attacker
Saturday | Sunday
Saturday | (—4,3) | (—12,10)
Sunday | (—12,12) | (=4, -5)

Defender

Table 3.1: Example of normal representation of normal-form game
The game is a matrix game.

3.2.2 Solution of a Game

A game is a joint optimization problem of several intelligent and rational actors, and the
most relevant solution concepts rely on dominance. If one action dominates another, i.e., it
gives a better result regardless of the actions played by the other players, there is no reason
for the player to play a dominated action. Thus, each player will prune out his dominated
strategies. Formally, we distinguish and define two levels of domination as follows:

Definition 3.2.1 (dominated action). Take any player i € N and any actions x;,y; € A;
of player 1.

1. Action x; is said to (weekly) dominate action y; if:

(a) For all action profile a_; € A_; of the other players (i.e., players in N\ {i}), it
holds: ri (a_;, x;) = ri(a_i, yi);

(b) The inequality is strict for at least one strategy profile of the other players, i.e.,
da_; € A_; such that r; (a_;, x;) > 1 (a_s, y;).

2. Action x; is said to strongly dominate action y; if, the inequality is always strict for
all action profile a_; € A_; of the other players (i.e., players in N \ {i}), it holds:

ri (i, x) > 1 (a—, yi).

Remark 3.2.1. For each profile a (with indices in N), we use a_; for the tuple (a;);cn
deprived of its i-th component. We also use A_; to denote the cartesian product of the list
(Ai);en deprived of its i-th set.

In the strategic-form game in example 3.2.1 (or table 3.1), the strategy Saturday of the
defender outperforms his strategy Sunday if the attacker plays Saturday, while the reverse
happens if the attacker plays Sunday. So, no defender strategy is dominated. One can note
that no attacker strategy either is dominated.

In order to integrate the dependence of each player’s outcome on the actions of all his
opponents, the solution of the game must be considered in terms of an irrefutable consensus.
The notion of dominance can therefore be extended to action profiles. It is said that an
action profile dominates another when one of the players would benefit from unilaterally
deviating from the second profile towards the first and would therefore not harm any other
player. This notion is known as Pareto-dominance and can be formalized as follows:
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Definition 3.2.2 (Pareto-dominated action). An action profile a Pareto-dominates an
action profile b if:

1. ¢ (a) = 1k (b) for all player k € N;
2. 1 (a) > r; (b) for all some player i € N.

The search for a solution in which each player avoids causing harm to his opponents fits
well with the intelligence of each player and the fact that this intelligence is known to all.
However, although it aims for a consensus freely accepted by all players, it contradicts their
rationality. Indeed, every intelligent and rational actor is selfish and accepts a consensus
only if he cannot do better. The balance thus proposed by John Forbes Nash Jr aims to
optimize each player’s regarding his opponents’ actions [62].

Definition 3.2.3 (best response). Take any player i € N, any action z; € A; of player i
and any action profile a_; € A_; of the other players.
The action x; is said to best respond, and called best response, to action profile a_; if

T (a—z‘, xz) = gleaji T (a—i; yz) )
i.e., for all y; € A;, it holds: r; (a_;,x;) = 1 (a_;,y;). The set of best responses of player i
to a_; is noted BR; (a_;). This is,

BR; (a—;) = argmaxr; (a_;, y;) - (3.1)

Yi€A;

Considering the intelligence and the rationality of all players, the solution of the game,
if it exists, is an action profile in which each player is best responding to his opponent’s
actions. Such an action is referred to as a Nash equilibrium.

Definition 3.2.4 (Nash equilibrium, NE). A Nash equilibrium (NE) is any action profile
a® such that for all player i € N, it holds:

af € BR; (a*,) . (3.2)
If the NE exists and is unique, no player can unilaterally benefit in deviating from it.
Indeed, for all action b; € A;, from equations (3.1) and (3.2), it comes:

—1 —19

ri (a;,b;) <1y (ay,af), (3.3)

i.e., playing any other action instead of a; can never increase his reward while the other
players play their actions a”;.

An NE should be viewed as a consensus from which no player will deviate if adopted. This
traduces the fact that all player is intelligent and rational and assumes that his opponents
will act intelligently and rationally. Hence, clearly, the game solution, if some exists, is
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necessarily an NE. However, it may be troublesome to have more than one NE. Indeed, two
different players may be assuming two different consensus, and this may result not in an NE.
Otherwise, in some situations like the strategic-form game in the above example, the NE
may not exist. The following subsection shows an approach such that each player does not
decide his actions, but rather states them from a probability distribution that best matches
his opponents’.

3.2.3 Mixed Action

So far, we have considered that a player’s decision consists in choosing an action among all
his actions. In this case, a decision means an action and is also called pure action. In the
case of non-existence of a Nash equilibrium, it is assumed that each player tries to optimize
his result in terms of mathematical expectation. In this case, a player’s decision would not
be to perform a specific action, but to establish a probability distribution over all of his
actions, which should guide his choice. The decision is then called mixed action.

Definition 3.2.5 (mixed action, decision). A mixed action (or decision) for playeri € N
is any application m; € A (A;), where A (X) is the set of probability distributions over any
set X.

Note that a pure action a; should be viewed as the mixed action z; — 1,,—,, that takes
its values in {0, 1}, where 1p is somehow the Kronecker delta for any proposition P, defined
by 1p = 1 if P is true .

0 if P is false
extended for mixed actions as follows:

That is, a pure action is a mixed action, and the NE can be

Definition 3.2.6 (NE, mixed-actions Nash equilibrium). e A decision profile is any
tuple m = (m;),cy of decision for each player, i.e., m; € A (A;).

o The expected reward of a player v when a decision profile w is played is also referred to
as his reward. In other words, the reward of player ¢ in the decision profile w is

ri(m) =Y _m@ria) = > [[m)ria)= > ma)r(t_a), (34)

a€A a€A jEN a;€A;

where r; (7_;,a;) = Z m_i(a_;)r; (a_;, a;) is the reward of player i playing action
a_;€EA_;
a; against decision w_; of his opponents.

o A best response of a player i to his opponents’ decisions m_; is any decision d; such
that

T (71',1', d;k) = dzrenAa&(‘Z) r; (71'71', dl) . (35)

As with pure actions, the set of best responses is noted BR; (7_;).

e A decision profile ©* is said to be an NE if each player best responds to his opponents
in .
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3.3 Extensive-form Games

Unlike in the previous section, there exists some games where not only some players may
have some information at the time they take their decision, in addition, each player’s turn
is unpredictable and is determined by the sequence of actions. Moreover, regarding some
conditions, the rules of the game may give some players the possibility to act several times
or impose to some others not to act at all during the process. It seems natural to represent
these sequences of actions by a figure that captures the decision epoch of every player.

3.3.1 Representation

A game in which players act sequentially may not be a sequential game, but can be repre-
sented by a rooted tree such that each edge ending to the root node represents an action of
the system, known as actor 0, each edge adjacent to an edge that represents an action of
actor ¢ represents an action of player i + 1 — note that actors 1 to |N| are players 1 to |N|.
The leafs represent the outcome profiles and each other node represents an actor at the mo-
ment he is taking his decision is called deciston node. The path from the root node to any
leaf node represents an action profile. See figure 3.1, as an illustration of possible scenarios
related to example 3.2.1. The game is then said to be described in the extensive form and
called extensive-form one. The tree is referred to as the extensive representation. In
this representation, for each player, two decision nodes at which the player has exactly the
same information are said to belong to the same information set of the player.

As depicted on figure 3.1 (compare for example 3.1a to 3.1b), the key difference between
sequential and extensive-form games is the “quality” of the information available to players.
In a sequential game, at the moment a player makes his decision (i.e., at the decision node),
he perfectly knows all the moves that have been made before. In other words, two distinct
decision nodes do not belong to the same information set. Hence, a sequential game is perfect
information, perfect recall game, where:

e An extensive-form game is said to be of perfect information if the action of each
agent is revealed to his followers before they make their decisions;

e An extensive-form game is said to be of perfect recall if each player remember all
the information he has collected at the time he makes his decision.

A strategic-form game can be described as an extremely imperfect information extensive-
form game with one move per player.

3.3.2 Game with Incomplete Information or Partial Observation

Perfect and imperfect information refer to the past moves of the actors. A player should
also pay interest in the rewards-relevant data, that capture the players’ preferences or the
decision of the state. When all the players’ preferences and the system state are common
knowledge, the game is said to be of full observation. Otherwise, the game is a Bayesian
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The defender acts first and his choice is revealed to and his choice is not

the attacker
(a) The attacker decides second

The defender acts first,
revealed to the attacker

(b) The attacker decides second

————————————

. \ System : . \ System !
Aida Aida
Saturd/ way Satw Nay
@ Defender! @ @ Defender |
Saturda/ \unday Saturda/ \unday Saturday/ \unday Saturda/ \unday
(_47 3) (_127 12) (_127 10) <_4> _5) <_4>3) (_127 10) <_127 12) (_4a _5)

The attacker acts first, and his choice is revealed to The attacker acts first, and his choice is not revealed
the defender to the defender

(¢) The defender decides second (d) The defender decides second

Figure 3.1: Example of extensive representation of a game
The dashed line indicates that at the moment the second makes her move, she does not know what action
has been taken before, i.e., she does not know at what of the two possible nodes she is. So, figures (b)and (d)
are extensive representations of a simultaneous game, while figures (a) and (c) represent a sequential game.

one [102]. When the state of the system is common knowledge, the game is said to be of
full observation.

3.3.3 Strategy

An intelligent and rational actor would certainly adapt his choices to the information at his
disposal. This information includes the actions and the system states he was informed of
and still know. In this section, we limit to player responses to the state of the system at the
time he makes his move in the case of complete information games with several states, or
to the history in the sequential games. We discuss the more general information in the next
section, along with the stochastic games.
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Definition 3.3.1 (strategy, Nash equilibrium strategy profile). 1. A pure strategy for
player i in strategic-form game (respectively, in sequential game) is any application

v Z — A; (respectively, 1: HA]- — A;), i.e., a rule that prescribes an action
5=0
when the state of the system (respectively, the history of the other actors’ move) is
- 3
given.

2. A mixed strategy for player i is any element of A (V;), i.e., a probability distribution
over his pure strategies.

3. A (behavioral) strategy for player i in strategic-form game (respectively, in sequen-

tial game) is any application o: Z — A (A;) (respectively, o: HAj — A(A)),
=0

i.€., a rule that prescribes a decision when the state of the system is given. The set of

strategies for player i is noted 3;, and the set of strategy profiles is noted ..

4. An NE in any of the above strateqy concepts (pure, mized or behavioral strategies)
is a strategy profile such that the strategy of each player is the best response to his
opponents’ strategies regarding the underlined strategy concept.

Some decision concepts are generalizations of some others. Another example is given by
the Kuhn’s theorem [1], that states the equivalence between mixed and behavioral strate-
gies. * All the generalizations are summarized in figure 3.2.

_____ / \ porfect oo

-

' action | ' mixed strategy i< > behavioral strategy
U ! recall b ‘

o |
> :
L 'Y means: z generalizes to y.

Figure 3.2: Decision concepts

37 stands for the state pace of the system. The set of pure strategies for player i is noted ¥;, and the
set of pure strategy profiles is noted V.
4The Kuhn’s theorem states that both strategies are equivalent if and only if the game is of perfect recall.
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3.4 Complementary Study of Game Classification

3.4.1 Maximin Game

When the rewards of all players always sum to 0, the game is referred to be zero-sum one.
In a two-player zero-sum game, the reward of each is exactly the opposite of his opponent’s.
For this reason, we define the reward of the game to be the reward of player 1. It turns
out that player 1 aims at maximizing the reward, while player 2 aims at minimizing it. The
two-player zero-sum game is therefore called maximin game.

Here are some important properties on maximin games:
1. A maximin game admit at least one NE.
2. The reward of each player in a maximin game NE is independent on the NE.

3. In a maximin game, there cannot exist more than one NE in pure strategy.

3.4.2 Dynamic Game

When the rules of a game allow one or more players to act several times, the game is said
to be dynamic; otherwise, the game is said to be static. Some dynamic games, referred to
as repeated games consist in repetitions of some “base game” called stage game. Each
occurrence of the stage game is equally called decision epoch, time, time-slot, instant
or period. ® A repeated game may be of finite horizon T, if the number of periods is
bounded by T, or of infinite horizon (or horizon co), otherwise.

3.4.3 Stochastic Game

In repeated games, it is assumed that the state of the system may change from one period
to another, and this is called a transition. When the system state transition is not pre-
dictable, it is assumed that the future state probabilistically depends on the current state
and the players move, and the game is said to be stochastic. Stochastic games constitute a
bridge between game theory and Markov decision processes (MDP). Indeed, although being
repeated games, they can be perceived as competitive MDPs in a situation of adversity [24].

3.4.4 Summary of Games Classification

Games classification is partially summarized in figure 3.3.

Some authors also refer to each occurrence as stage. However, we reserve another meaning for this word
(see subsection 5.2.3).
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' Static games | 3 Dynamic games i
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Players play simultaneously There exists a stage game

i Strategic-form games ' ' Extensive-form games | 3 Repeated games |

________ v 2 2

Complete information Perfect information and memory Transitions are probabilistic

Figure 3.3: Typology of game models

3.5 Two-Player Zero-Sum Partially Observable Stochas-
tic Games

When a POSG involves two players with opposite rewards, the game is a two-player zero-sum
stochastic game (SG). In this section, we present the key components of a maximin perfect
recall SGs in which player 1, only, may not know the state of the system, and no player
observes the moves of his opponent. Such games are therefore two-player zero-sum partially
observable stochastic games (POSGSs). The latest statement makes the underlined models
both-sided imperfect information games. We prove in chapter 5 that the result of the case
of perfect information on the player 2’s side hold in these frameworks. Finally, we make the
assumption that the game is with infinite horizon. This generalizes the finite horizon with
the condition that the reward is equal to 0 after the horizon.

3.5.1 Definition
A two-player zero-sum goal-POSG is any tuple

G = (Zv Oa A7 T7 Ty b07 Zgoals)

that, with the assumptions of common knowledge and rationality, represents the following
scenario infinitely repeated in the time divided in periods: two intelligent and rational in-
dividuals, call them players 1 and 2, act simultaneously and independently upon a system.
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Their actions induce opposite rewards to both players and probabilistically result in a tran-
sition of the system. However, for some particular state values called goal states, from the
period the state of the system takes any of these values onward, no effective transition will
happen and players will not be rewarded. When the set of goals is ignored, the goal-POSG
is called two-player zero-sum POSG. The state is always known to player 2 while player
1 may be unable to infer it, unless it is a goal state. In the above notation:

e 7 is the finite set of possible states of the system; Zy.s C Z is the set of goal states;

e A; i=1,2, is the finite action space of player i, and A = A; x Ay is the set of action
profiles;

O is the finite set of possible observations for player 1;

T: ZxA — A(Zx0) isthe transition function, with A (Z x O) denoting the
(Z,CL) — T('|Z7a)
set of probability distributions over the set Z x O;

e r: Z/xA — (]R,)Z stands for the stage reward function for player 1; °
(Z,CL) — T('|Z,CL)

b’ € A (Z) is the belief of player 1 over the state of the system at the beginning of the
game.

At the beginning of every period ¢t € {1,2,...}, each player i € {1,2} selects an action,

[t], from his action space A;. As a result of the action profile

[t+1]

which is consequently denoted a

%

alfl = (a[lﬂ, a[;]), taken in state 1, the state of the system transitions into the state z at

the end of the period and generates the observation ol to player 1, according to a probability
distribution P that satisfies: P (z”l =2 ol = o‘zm =zadf = a) = T (7,0|z,a); the sys-
tem also generates the reward rlth = ¢ (z[”” |z[t], a[t]) to player 1 and the reward u[t] = —pld
to player 2. Alternatively, one may not care the exact reward r (2|2, a) resulting from the
transition to state 2z’ when action profile a was taken in state z, and replace the exact reward

function r in the above tuple G by the expected reward function

R: ZxA — R
(z,a) — R(z,a)= Z T (2 ,0lz,a)-r(Z']2a).

(2',00€Zx0

Only one player, player 2, is always aware of the transition; player 1 only makes the observa-
tion o) € O and consequently updates his belief from b~ corresponding to the beginning
of period t to b corresponding to the end of the period. Without any loss of generality,

In the case of POSSPGs (see subsection 3.5.2) with empty goal state [88], the assuption “r (2’| z,a) <
0” can be relaxed without any risk of error. In the case of POSMPGs, we relax the strong assumption
“r(2'|2,a) < 0 until a goal state is reached” [85].
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we assume that this scenario is repeated at infinite horizon. However, for all z € Zyq1s and
2" € Z, the player 1’s reward is r (2'|z,a) = 0 and for a fixed observation oy, € O, the
1 if 0 = Opeaen, and 2/ = 2
0 otherwise

a goal state has been reached: (1) the system remains in that state thenceforth and (2) no
player no longer receive any reward.

transition probability is T' (2, 0|z, a) = . This means that once

o) o0

The sequences out; = (r[t])tzl, outy, = (u[t])zl, 0= (z[t],a[t],o[t])zl, 0, = <a[1ﬂ,0[ﬂ>

and 0y = (z[t],ag])

t=1
are random variables respectively equal to the players 1 and 2’s

t=1
outputs, the paths of the play and the players 1 and 2’s paths.
n— n—1
For all period n > 2, the prefixes ol = ((zm, altl, o[ﬂ)tfl1 ,Z["]>, an] = <a[1t], O[t}> and
= t=1
t=
the histories available to players 1 and 2 respectively at period n. At period n = 1, the
history of player 1 is “no observation”, that we denote 9%1] = ¢, and player 2’s history is the

0%”] = ((z[t], a[t])n:ll ,z[”]> are random variables representing the history of the play, and

state of the system, i.e., 0[21] — 2, For all possible history & of the play or of a player at

period n > 1 and all period t € {1,...,n}, wherever it exists, we use the notations z[t’h},

a[tvh] , a[t,ﬁ] ,

; ol Hl[t’ﬁ] and 0" respectively to refer to the state, the player i action, the action
profile, the player 1’s observation, the player i history and the play history at period ¢ if
the history at period n is h. The set of possible histories (respectively possible histories for

players 1 and 2) at period n is denoted H™ (respectively H{', Hj) while the overall set of
possible histories is H = U H' (respectively H; = U H! H, = U HY).
t=1 t=1

t=1

3.5.2 Minimum Threat and Shortest Path Games

The aim of each player is to realize the optimum output. However, the comparison criterion,
named the utility, widely depends on the situation. We discuss two criteria.

When the stage rewards of each player represent an involver, the utility is a particular
stage reward of the process. For example, in the context of malware propagation ordered
by player 2 trying to take control of the largest number of devices in a network, the reward
of player 2 can be seen as the current number of devices under the control of the malware.
In this context, the utility of the attacker’s output, outs, is the overall maximum level
Uy = max ul of the threat and the corresponding defender reward u; = min ¥ is the utility

t=>

of the defender. That is, the utility functions are the applications

up: (@) — t:}r}foomt and Up: (@) — t_slupoo X

Note that ,u[t] > 0 and r < 0. We refer to such game as a partially observable stochastic

minimum threat path game (POSMPG), and to u; and uy as extremum-utility
functions.
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When the rewards are additive, the rewards of each player are summed over the periods
of the game. However, the value (i.e., the degree of importance) of a reward may decrease
(or remain unchanged) over the time. To capture this consideration, we assume that some
A € (0,1], it is the same satisfaction for each player to be rewarded a quantity a at a given
period or to be rewarded Aa at the next period. So, for two consecutive periods at which he
received rewards a and b respectively, the utility as it should be estimated at the former one
is a + Ab. Therefore, the utility function is the application

x
. o0 t—1
up=ug=u: (), —> g ANy,
=1

with A € (0,1], and the game is called partially observable stochastic shortest path
game (POSSPG). If 0 < A < 1, the utility common function u is referred to as the A-
discounted sum of the rewards, and A is the discount factor. If A = 1 and the sequence

n o
<Z xt> converges, u is the sum of the rewards. The sum and the discounted sum are
t=1

= n=1
standard in the study MDPs and SGs.

3.5.3 Strategies

While studying stochastic games, we use the phrases stage strategy or decision rule
to name a strategy in the stage game, while the phrase (behavioral) strategy refers to
a strategy in the repeated game. Practically, at each period t, player 2 observes the state
2 of the system and takes a decision 7T£t] (-‘z[t]) € A (A,y) that consists in a probability
distribution over the possible actions; player 1 takes a decision (which is also a decision rule)
ﬂ” € A(A;). The set of possible stage strategies for player i is denoted II;. Note that
I, = A (Ay) and I, = A (4y)7.

Players’ behaviors can be smarter described. Each player ¢ makes a decision regarding
his history, i.e., his strategy is an application o; : H; —> A;. The set of possible strategies
for player ¢ is X;.

The behavioral strategy of any player may consist of a repetition, at all periods, of the
same step strategy. As a result, a stage strategy for player 1 can be viewed as a constant
behavioral strategy; a stage strategy for player 2 can be viewed as a behavioral strategy that
takes into account only the current state. So, behavioral strategy generalizes stage strategy.

3.5.4 Nash Equilibrium

Considering initial system state z, the expected utilities of players 1 and 2 associated with
the strategy profile 0 = (07, 09) are respectively U, (z) = EZ (u1) = E, (ul}z[l] = z) and
Usjo (2) = EZ (ug) = E, (ug‘zm = z). Clearly, these utilities are opposite numbers, so U,
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stands for the utility of strategy profile . Note that U, (z) = lim U (2), i.e.,

n—oo

t=1

U, (2) =EZ (min T[t]> (3.6a)
for the POSMPG, or
Ul (z) = E; (Z AHH“) (3.6b)

for the POSSPG, where
Ul (2) = E2 < Hllin r[t]> (3.7a)
for the POSMPG, or

Ul (z) = E2 (i )\tlr[t]> (3.7b)

t=1
for the POSSPG. This deﬁnition of the utility function broadens to the belief of the defender
over the network state as U" Z b(z) UM (2 = (b, UMy and U, (b) = Z b(2)U,
z2€Z z2€Z

(b,Uy,), where (-, ) is the scalar product.

The utility function is linear in the belief, i.e., U, € lina(z), where linx is the set of linear
functions over a linear space X.

The sets of actions A and states Z are finite. Then, for all action profile a and all

system state z, Rpm < R(2,a) < Ripar where Ron = ( r)nin R (z,a) and Rpee =
z,a)EZ XA

( Iglazx AR (z,a). Thus, the defender utility is also bounded, i.e., for strategy profile o and
zZ,a)E4 X

all belief b: . .
Zryt_lRmin < Uo (bo) < Zryt_lRmaaE-
t=1 t=1

Hence, we obtain the following lemma that summarizes important results in order to
build a resolution method.

Lemma 3.5.1. The utility function U, is linear in the initial belief b° and is bounded between
Romin R
Upin = — and U, g =
1—7 1-—
If player 1 decides to play a strategy oy, player 2 will play a strategy oy such that the
expected utility is minimal. Therefore, this minimal expected utility,

valg, (b) = min U, ) () (3.8)

02€EX2

= for strategy profile o and all belief b.
~

is referred to as the value of the strategy o, under the initial belief b, and val?" is the value
function of the strategy 1. So, the optimal utility, termed optimal value function, for
player 1 (and for the game) is

V*(b) = max val,, (b) = max min Uy, 0, (b) = min max U, ) (D). (3.9)

01€X, 01€X1 02€X2 02€X2 01€X
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The objective is to find out a Nash equilibrium (NE) strategy profile, i.e., a player 1’s
strategy o that maximizes val,, and a player 2’s best response to it. An NE is any strategy
profile o such that U, = V*.

3.5.5 Belief update

Player 1 with belief b at period ¢ at which he took action a; and received observation o,
knowing that player 2 ruled stage strategy my will update his belief it at period ¢t + 1 to the
belief 7 (b| ma, a1, 0) that satisfies the following proposition:

Proposition 3.5.1 (belief Update). At any period t, if player 1 has chosen an action a;
under a belief b, if, also, player 2 has played a strategy mo and afterwards the defender gets
an observation vector o, then the component of his updated belief at any state 2’ is given by:

1
7 (blay, m,0) (2) = B (o]ar) Z T (Z,0|z, a1,a2)b(z) m (az]2), (3.10)
2 1 (CLQ,Z)GAQXZ

where, given that player had the belief b upon the system state and know that player 2 ruled
stage strateqy o,

PY o (ola)=>_ Y T(Z 0]z a1,a2)b(2)m(az]2) (3.11)

2'€Z (a2,z)EAaxZ

is the probability (i.e., player 1’s belief) that the system generates observation o when player
1 played action a;.

Proof. For all 2’ € Z:

V(Z)=P (=2 =0d " =a)
1
T Pb t—1 _ t—1 _ 2
P>, (0 =o0,a, = al)
bt 11 t—1 t—1 t—1
E ]Pm(z:z,o =0,z =2z,a] =ai, a :aQ)

(CLQ ,Z)GAQ XZ

b t—1 — t—1 __
P2, (0 =0,a, = al)

On the one hand:

bt 1 t—1 - —~ t—1

P, (z =z,0 " =o0,2"" =2 a] =a, ay :ag)
=P? (zt:z, o zo‘zt_1 =z, ai_l = aq, aé‘l :a2) X

b t—1 _ b =1 bo( -1 t—1 _

x P, (al = al) P, (Z = z) P, (a2 = ay ‘ 2T = z) ,

and clearly

P’ (z'=2, 0" =0 | dr =z d T =a, di T =a) =T (0|2 a1, a0).
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On the other hand: ]me (ot_1 =o, a7t = 1) = ler? (ot_1 = o,

Then:
Y T(Z 0]z a1,a2)b(2) ™ (a2 2)

(az Z GAQXZ
Pb (ot =o, |ai" = a1)

al™t = al) P° (aﬁ_l = al) .

v (2) =

Now as Z v (2') =1, we obtain:

P’ (o' =o, | Tt =ay) = Z T (Z,0]z, ar,a2)b(z)m (az]2). (3.12)

(a2,z)€A2xZ
]

Note from equation (3.12) that the probability P? (0| a;) defined in the previous propo-
sition is a linear function in b € A (Z).
Player 1 also upgrades his belief over the history of the play as follows:

Proposition 3.5.2 (belief over a history). For any period n > 2 and any game history h,
the player 1’s belief over the history h over the commonly known strateqy o satisfies:

B0 (h) = IPZO (Q[n] ﬁT It h] olt—11 Z[t—l,h]7a[t—1,h]) o (a[t—Lh} ‘Q[t—l,h]) '
t=2

Proof (by induction). If n = 2,
PY (60 = ) = P (s = 00 gltl = g o) — oAl I _ L[z
= P (a2 = L2 glt) = G| L1 = I gl gl
<P (all) = gl | S0 = ) P# () — 1)
_ 0 (2[1,h]) T (Z[Z,h]’ ol | AL a[l,h]) o (a[l,h] ’9[1@) '

The equality holds.
Suppose it holds also for some n > 2, then take any period n 4 1 history A consider the
period 2 history & = ™" We get:

PZO (6["] = h) = ]PZ;O <9[’ﬂ] — 6[“,}7/}7 a[n] — a[l,f’b}7 O[n] — O[n’h], Z[n—o—l} _ Z[n+1’h])
_ 11320 (Z[n+1] = z[n—i-lﬁ],o[n] — olmh] ‘g[n] — Q[n,h}’a[n] _ a[n,h]) %

XY (ol = glt) [ glel = gint) P (gl = gin1)

and result falls from the hypothesis. m
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Chapter 4

Cyber Security and Cyber Deception
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4.1 Introduction

As mentioned in [81], the “Common Vulnerabilities and Exposure (CVE) published 16,555
vulnerabilities between January 1, 2018, and December 31, 2018” Cyber threats are a
big deal. Cyber attacks can cause electrical blackouts, failure of military equipment, and
breaches of national security secrets. They can result in the theft of valuable, sensitive data
like medical records. They can disrupt phone and computer networks or paralyze systems,
making data unavailable. The most important consequences encompass the financial looses,
among which the often underestimated Below-the-surface costs and the fines, the theft, and,
importantly, the reputation damage.
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4.2 The Basics of Cyber Security

4.2.1 Definition

Cyber Security

“Cyber security is the application of technologies, processes, and controls to protect systems,
networks, programs, devices and data from cyber attacks. It aims to reduce the risk of
cyber attacks and protect against the unauthorized exploitation of systems, networks, and
technologies.” ! Cyber security includes:

Critical infrastructure cyber security. Security of physical and cyber systems and assets
that are so critical that their incapacity or destruction would have a debilitating impact
on physical or economic security or public health or safety.

Network security. Address the vulnerabilities affecting operating systems and network
architecture, including servers and hosts, firewalls and wireless access points, and net-
work protocols.

Cloud computing security. Secure data, applications, and infrastructure in the Cloud.

IoT (Internet of Things) security. 10T is “an open and comprehensive network of
intelligent objects that have the capacity to auto-organize, share information, data and
resources, reacting and acting in face of situations and changes in the environment”. [56]
The aim of IoT security is to ensure the availability, integrity, and confidentiality of
[oT solutions.

Application security. Address the vulnerabilities resulting from insecure development
processes in designing, coding, and publishing software or a website.

Each cyber security activity should aim at the following goals, referred to as the CIA security
triad :

1.
2.
3.

Confidentiality: only authorized persons can read the information.
Integrity: only authorized persons can modify the information.

Awvailability: only authorized persons can denial the use of the information.

Cyber Attack

Under the following definition, as “any kind of malicious activity that attempts to collect,
disrupt, deny, degrade, or destroy information system resources or the information itself”, 2
cyber attacks history dates back to the seventies, before most people even had a computer.
These activities encompasses for example:

! https://www.itgovernance.co.uk/what-is-cybersecurity
2 See https://csrc.nist.gov/glossary/term/cyber_attack.
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Ransomware or the theft of intellectual property,

Attacks on the cloud,

The use of viruses and malware to illegally access emails, among other purposes,
Hacking into military computers,

The phone phreaking,

For the purpose of this thesis however, we consider the following definition of a cyber
attack: “an attack, via cyberspace, targeting an enterprise’s use of cyberspace for the
purpose of disrupting, disabling, destroying, or maliciously controlling a computing environ-
ment /infrastructure; or destroying the integrity of the data or stealing controlled informa-
tion”? [45].

Cyber attacks may be perpetrated by isolated individuals as by very structured orga-
nizations as well, including criminal organizations and sovereign states. The hackers are
so organized that they form a large community that benefits from their criminal activities.
Authors in [37] distinguish six types of hackers organizations:

1.

Aggregates, loosely organized groups of hackers engaged only in temporary collabo-
ration;

Swarms, constituted of hackers who collaborate without a real chain of command;
Hubs, that consists in core groups of hackers working with associates;

Clustered hybrids, hubs that combine online and offline activities and that focus on
specific activities or methods;

Extended hybrids, clustered hybrids with many associates and subgroups;

Hyrarchies, tradition organizations and criminal groups that advantage of online
technology to facilitate activities.

The activities of an organized group are minimally oriented toward:

1.

Operations risk and cost minimization alongside with revenue maximization, which
involves a good manage of the distribution process, an adequate selection of valuable
targets and strategies to hide from authorities in case necessary;

Human resource, i.e., training and recruitment of hackers;

Marketing and delivery, that aims for the marketplace, the reputation, the evaluation
of the value of vulnerabilities and the money laundering.
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4.2.2 The Cyber Attack Process

A cyber attack is a sophisticated process prepared step by step by the attacker, that ranges
from simple reconnaissance activities to a harm upon a victim. The process can be analyzed
in three stages:

The Survey

The prerequisite for any cyber attack is the existence of at least one vulnerability of the
system, i.e., a “weakness in the information system, system security procedures, internal
controls, or implementation that could be exploited or triggered by a threat source”. 3
Vulnerabilities include but are not limited to:

e Misconfiguration of application security tools,
e Unsecured application programming interfaces (A PIs),

e outdated or unpatched software, while software updates containing valuable and im-
portant security measures is released by vendor,

e Zero-day vulnerabilities, that is unknown to the enterprise and software vendor,

e Weak or stolen user credentials, when the user fails to create a unique and strong
password,

e Access control or unauthorized access, when for example members of a compagny are
granted more access than needed to perform their job functions.

When a vulnerability meets the requirements of operations risk, cost minimization and rev-
enue maximization, it is worth nothing to mention that cyber attackers will exploit it one
day or another. Indeed, even user errors can reveal information that can be used in attacks.
More inclusively, attackers use any mean to collect and assess any information about your
organisation’s computers, security systems and personnel. The means they use include:

e Open source information such as LinkedIn and Facebook, domain name management
and search services, and social media;

e Commodity toolkits and techniques, and standard network scanning tools. *

Once they have discovered the vulnerabilities, the hackers develop a program to exploit it
and force the system to behave in an unintended way.

3See https://csrc.nist.gov/glossary/term/vulnerability.
4 See https://www.ncsc.gov.uk/information/how-cyber-attacks-work.
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The Delivery

After the survey stage, the attackers look to get into a position where they can deliver the
exploitative program they have developed. From this position, they aim at exploiting the
vulnerabilities and gain some form of unauthorized access. One of the following mechanisms
support this delivery:

Physical infection The infection may be performed through the connection of a physical
medium, like the universal serial bus (USB) drives or port, to a targeted or intermediate
host.

Direct delivery The program may be downloaded through digital channels like SMS, and
emails.

Via Download While navigating on the web, a user may be driven to a compromised
website, from which he will be redirected to a specifically designed page. From this page, a
downloader will be installed on the machine of the user, that will establish a contact with
the Command and Control Server.

Software Distribution “An insider in any organization can pose threat if compromised.
There are cases when an employee was bribed to obtain privileged network information” [83].
This just goes to show at what extent an organization is susceptible to software distribution.
Technically, a malicious code will be attached to the software of a target device in the
enterprise. Once the adulterated software runs, the malicious code is executed to download
the exploitative program.

The Attack Itself

At this stage, the attackers have injected an exploitative program that allow them to achieve
their goal while they remain undetected. The goal may be for example to illegitimately
retrieve information, to make changing for their own benefit, or even to delete the operating
system. The list is not exhaustive. The attack may also be a multi-stage, i.e., attacking
the victim machine is actually an open door for subsequent attacks. This second type
includes: identifying other vulnerabilities to gain privileged access; controlling many devices
to overwhelm a target device and thereby escape control of a prohibited activity.

4.2.3 Classification of Cyber Attacks

Authors in [90] listed 5 classification modes of cyber attacks:

1. Legal Classification (see figure 4.1):
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(a) Cyber War: War conducted in and from computers and the networks connecting
them, waged by states or their proxies against other states. The first cyber war
probably took place in Estonia, from late April to mid-May 2007, during which
a series of cyber attacks were launched against government, media, banking and
political party websites [40].

(b) Cyber Terrorism: The convergence of cyberspace and terrorism, unlawful attacks
and threats of attacks against computers, networks and the information stored
therein when done to intimidate or coerce a government or its people in further-
ance of political or social objectives [97].

(¢) Cyber Espionage: Use of computer networks to gain unauthorized access to con-
fidential information. Cyber espionage activities can be planned and carried out
by individuals, organizations or nations to gain advantage through illicit access to
confidential information. They can cause a number of damages including infor-
mation leakage, financial and privacy losses, deterioration of system functionality,
destruction of facilities, legal confrontations, even wars and others [70].

(d) Cyber Crime: There are many definitions of the cyber crime, among which: Of-
fenses against the confidentiality, integrity, and availability of computer data and
system [63]. Cyber crime includes: °

e Offences against the confidentiality, integrity and availability of computer
data and systems:
— Illegal access, that results from:
* Inadequate and incomplete protection of computer systems
x Development of software tools to automate attacks
* The growing role of private computers as a target of hacking attacks

— Illegal data acquisition (illegal interception, data interference, system in-
terference)

e Content-related offenses, including but not limited to:
— Child pornography
— FErotic or pornographic material
— Racism, hate speech, glorification of violence
— Religious offenses

[llegal gambling and online games

— Libel and false information

— Spam and related threats
e Copyright- and trademark-related offenses
e Computer-related offenses:

— Fraud and computer-related fraud (the most common offenses include
online auction fraud and advance fee fraud)

°See https://www.itu.int/ITU-D/cyb/cybersecurity/legislation.html.
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— Computer-related forgery

— Identity theft. The most relevant data are social security and passport
numbers, date of birth, address and phone numbers, and passwords

— Misuse of devices

Cyber attack
Cyber war Cyber terrorism Cyber espionnage Cyber crime

Figure 4.1: Legal classification of cyber attacks

2. Classification Based on the Purpose (see figure 4.2):

(a) Reconnaissance Attack. Attempt to gain information about an organization’s
systems and networks without the explicit permission of the organization. Some
common examples of reconnaissance attacks include packet sniffing, ping sweeps,
port scanning, phishing, social engineering, and internet information queries. The
reconnaissance phase takes place in two stages:

e Pre-exploitation reconnaissance.

— Gathering information about the target infrastructure on the target sys-
tems (active or passive reconnaissance)

— Vulnerability discovery (through enumeration of specific details about a
particular system)

— Gathering information about the human targets selected for the initial
compromise phase

e Post-exploitation reconnaissance, that takes place after an initial foothold
on a target system has been established and further information has to be
collected in order to discover valuable assets by moving laterally within the
target network

(b) Access Attack. The attacker illegally procures ingress to a machine with the intent
to manipulate information [42]. Access attacks include:

e Password attack, i.e., attempt to access a file, folder, account, or computer
secured with a password. Authors in [69] count 7 types of password attack:

— Brute force attack, that consists in making numerous hit-or-miss attempts
to gain access

— Dictionary attack. Attempt to login to accounts by trying all possible
passwords, until they find the correct one [92].

— Shoulder Surfing. “The attacker observes the user, how he enters the
password, i.e., what keys of keyboard the user has pressed”
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— Replay attack. The attacker sends a message packet that been received
by the target host to spoof the system. The basic principle is to send the
previously eavesdropped data to the receiver without doing any change
[51,103].

— Phishing attack. Social engineering technique to steal victims’ sensitive
data, such as login credentials, personal details, and credit card num-
bers. ©

— Key logger attack. A spyware, the keylogger, records the user’s activity
by logging keyboard strokes.

— Video recording attack. Using a computer vision algorithm, the attacker
tracks fingertip motions from a video taken with a smartphone. It then
matches the locations of the tracked fingertips to a few candidate patterns
to test on the target device [100].

o Trust exploitation attack. An individual takes advantage of a trust relation-
ship within a network. In social networks for example, “even if you have
a high security setting, if you share your content with friends, and one of
your friends is hacked, your data will be exposed to the attacker. Thus, the
strength of your security level is as weak as that of your friend with the lowest
level of security.” [98]

e Port redirection attack. Use of a compromised host to gain access through
a firewall that would otherwise be blocked. This attack is based on trust
exploitation.

o Man-in-the middle attack. The attacker makes independent connection with
victims and relays messages between them making them believe that they are
in contact privately.

(¢) Denial of service (DoS) Attack. The attacker seeks to make a machine or net-
work resource unavailable to its intended users by disrupting services of a host
connected to a network. Authors in [68] group DoS attacks and representatives
regarding many criteria.

e Regarding the vulnerability exploited:

— Bug exploitation attack. Exploitation of bugs on a technical equipment
or software:

x Attack from inside. The attacker exploits a bug in some system to get
some kind of system control and then uses that control to affect the
desired service

x Attack from outside. The bug directly affects the targeted service

— Resource depletion attack. The attacker sends numerous queries to the

system, knowing that the system will allocate relevant resources to pro-
ceed each query. The system thereby stops working properly.

‘https://easydmarc.com/blog/12-types-of-phishing-attacks-and-how-to-identify-them/.
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« Classification based on the type of resource exhausted:

- Memory depletion attack. The attacker creates a situation where all
available memory is allocated for queries and there is not enough
memory for the new ones.

- Central processing unit (CPU) work depletion attack. The attacker
supplies incoming data which requires even more CPU work to ana-
lyze or process the query, then CPU gives excessive attention to this
one job and is unable to do other jobs.

« Classification based on the necessity to modify the packet:

- Semantic resource depletion attack, when systems use more resources
if incoming packets are modified.
- Brute-force resource depletion attack. The number of incoming queries
is sufficiently large the service will be denied.
— Bandwidth exhaustion attack. The attacker exhausts the bandwidth by
sending a huge data stream.
e Regarding the attacker size:
— (Single source) DoS attack. The attack is launched from a single machine.
— Distributed denial of service (DDoS) attack. Before launching the at-
tack, the attacker compromises numerous devices, making them zombie
machines or bots. The recruitment process ends with a network of ma-
chines under the orders of the attacker, the botnet, which constitutes the
army whose actions will be coordinated to deny the service. There are
four categories of army formation:
x Manual agent army formation. The attacker finds vulnerable machines
and installs malicious code into them himself.

x Semi-automatic agent army formation.

x  Automatic agent army formation. The formation equires human action
just to launch the tool which will do all necessary tasks to form the
agent army.

x Takeover of an existing agent army. “There are agent armies which
can be borrowed, rented or even stolen.”

3. Classification Based on the Scope:

(a) Malicious Large Scale

(b) Non-Malicious Small Scale

4. Classification Based on the Severity of Involvement:

(a) Passive Attacks. An eavesdropper attempts to obtain useful information by spying
on transmissions, without altering the information.
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Figure 4.2: Classification of cyber attacks based on the purpose

o Wiretap attack. The eavesdropper tries to resolve the source message by
wiretapping transmissions.

o Traffic Analysis Attack. The eavesdropper aims to extract additional infor-
mation, such as the identity and location of communicators, by observing and
analyzing traffic patterns. [54]

(b) Active Attacks. Hostile activities of an enemy to destroy or disturb normal com-
munications, such as masquerading as an authorized entity to access the network,
exhausting network resources by forwarding outdated packets, falsifying the con-
tent of packets, or injecting polluted packets into networks, etc.

5. Classification Based on the Network Type:

(a) Attacks in a Mobile Ad-Hoc Network (MANET). The common attacks can be
grouped regarding the protocol layer [59]:
e Physical layer: eavesdropping, jamming, interception
e Data link layer: monitoring, traffic analysis

e Network layer: Black hole, Wormhole, Gray hole, Byzantine, message tem-
pering, resource consumption, Flooding, location disclosure attacks

e Transport layer: SYN Flooding, Session hijacking
e multiple layers: man-in-the-middle attack, DoS
(b) Attacks in a Wireless Sensor Network (WSN). Authors in [77] enumerate the
attacks on each protocol layer:
e Physical layer: Jamming, Tampering
e Data link layer: Collision, Exhaustion
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e Network layer: Route Inform Manipulating, Selective, Forwarding, Sybil At-
tack, Sinkhole, Wormhole, Hello flood

e Transport layer: Flooding
e Application layer: Clone attack

4.2.4 The Pillars of Cyber Security

To be truly effective, it must take into account the strengths and weaknesses of the adversary
and offensive techniques, and prevent them upstream while countering them downstream.
Preventive measures include educating administrators and users, both on current regulations
and on the urgency of synergy in cyberspace, which is in fact a global village. These measures
must also concern the constitution of each network, from the choice of equipment to the data
exploitation protocols, and even anticipate intrusions into the system or manipulations of the
data. Like security in general, cybersecurity is based on three pillars: protection, detection
and response [21].

Protection

The efficiency of a cyber attack relies on it capability to illegitimately exploit or affect
systems, networks, programs, devices. The first principle for cyber security is therefore
the protection of these assets. Since human work cannot be perfect, the system to be
protected will always have vulnerabilities. It is therefore obvious that the best protection
inevitably includes a vulnerability management policy. The vulnerability management policy
is composed of six phases:

1. Asset inventory. Perhaps it is the forgotten asset that the attacker will target. It might
then be unfortunate to be surprised by its vulnerability and value.

2. Information management. Verify protocols for gathering, storing, distributing, and
deleting information.

3. Risk assessment. “Prioritize some vulnerabilities over others and allocate resources to
mitigate against them.” To this end:
(a) Identify the scope, i.e., the area to cover and the area not to cover,

(b) Collect data about the existing policies and procedures that are in place to safe-
guard the networks, applications, and systems that are covered in the scope.

(c) Verify that policies and procedures comply with user and administrator tasks.
(d) Evaluate the effectiveness of protective measures.

(e) Identify and classify threats based on the motivations and capabilities of potential
attackers.
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(f) Identify the procedures and security mechanisms that are still inadequate and
take corrective actions to update and improve them until they are adequate. This
means determining the recommended standards that the safeguards must meet.
Over time, analyze the acceptable risks and, if necessary, update the security
standards, until these risks no longer pose a threat.

Detection

One of the most effective and valuable security mechanisms for detecting malicious network
behavior is an Intrusion Detection System (IDS). Authors in [53,75] distinguish four classes of
IDS: host-based IDS (detecting suspicious activity based on single host monitoring), network-
based IDS (which is based on the detection of anomalies in the network and application
protocols), wireless-based IDS (which consists of monitoring the networking protocols in the
wireless traffic), network behavior analysis (which consists in ensuring the examination of
network traffic to identify threats that generate unusual traffic flows).

4.3 Cyber Deception

4.3.1 The Need of Cyber Deception

As seen in the previous section, cyber security is a sustained confrontation between cyber
attackers and cyber defenders, i.e., a warfare in the cyber space. As says the author in [89)],
“all warfare is based on deception”. Following his advice, the strategic cyber defender must
“hold out baits to entice” the cyber attacker, “feign disorder, and crush him”. Therefore, as
well as for military use, psychology, criminology and privacy advocacy, deception is a must to
achieve cyber security goals. In deceive, we should understand: “intentionally cause another
person to acquire or continue to have a false belief, or to be prevented from acquiring or
cease to have a true belief” [66]. However, to fit with the battlefield of cyber security, cyber
deception should be “deception in and using cyberspace” [73]. That is, practically, defensive
cyber deception is an adjustment of deception techniques in the cyber space for the cyber
security purpose. Since the same techniques are also investigated in the offensive side, cyber
deception involves a confrontation between rational, intelligent actors, resulting in the need
to be associated with game theory.

Knowledge of cyber deception is essential to be able to thwart the subterfuges used
by a potential enemy to attack the system. However, the knowledge of cyber tricks for
defensive purposes is not limited to this increase in the capacity of anticipation and deduction.
Indeed, in terms of protection, it can be used to divert the enemy’s attention from the
weaknesses he may use. It can also be used to push potential undetected attackers to reveal
themselves or at least their true intentions. Finally, in response to an attack, defensive
cyber deception can induce losses in the adversary that, if it had been considered before the
offensive was launched, would have discouraged the action in progress. This list is obviously
not exhaustive.
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4.3.2 Some Deception Techniques

The techniques are listed in [66].

Impersonation

Roughly, impersonation consists in operating with the permission of a different user account.
It happens in the cyber space when the attacker pretends to be someone else or impersonates
a legitimate user (or group of users), to gain access to information they are not authorized
to have. Via email, for example, the attacker impersonates a legitimate sender in order to
trick the recipient into clicking on a malicious link or attachment.

Delay

Making someone or a software take more time than necessary to accomplish a particular
task.

Fakes

Use an artifact to lead the adversary to a wrong conclusion upon the existence or some
property of something. For example: fake vulnerability (the subject appears to be vulnerable,
while it is not).

Anti-forensic

“Attempt to thwart intelligence gathering by forensic techniques” [73]. Its meyhods in-
clude [20]: data fabrication, contraception, hiding or destruction, program packers, encryp-
tion, data trial obfuscation and file system attack.

Camouflage

Camouflage is the concealment of the real. The technique can be used for example to:
e Let a patch figure out of the vulnerabilities,

e Fool the attacker on the real version of the operating system or on the operating system
itself,

e Secretly move information or keep its existence secret

False Excuses

“A false excuse is a deception disavowing wrongdoing so as to avoid harm to the self.” [36]
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Social Engineering

Social engineering is the psychological manipulation of people into performing actions or
divulging confidential information. The aim of the cyber attacker is to gain access to private
personal and financial information for the purpose of financial reward, or for reconnaissance
purposes to gather more detailed intelligence on a target organization. The stratagems used
for social engineering [4] include:

e Phishing. Promote a sense of seriousness, necessity, strangeness or panic in the targeted
person. When the fishing process encompass the selection of specific persons or groups,
it is referred to as spear phishing.

e Baiting. The attacker lures the victim into a trap by promising an attractive, hard-to-
refuse offer.

e Scareware. The attacker causes shock, anxiety, or the false perception of a threat.

e Pretexting. The attacker begins by developing as a co-worker, police, tax officials who
have the authority to know things.

4.3.3 Cyber Deception Taxonomy
The principle

To classify cyber deception techniques used in conflict situations, [66] examines them in four
modalities: the general attitude of the deceiver (telling the false or hiding the true), the
actors involved, the duration of the process, and the actions taken.

The Duration A cyber deception technique is either static or dynamic.

The Private Information A cryptic deception consists in hiding the truth, while a dy-
namic deception consists in telling the false.

The Actors A deception is intensive if the deceiver hides the subject by modifying it. If
the deceiver uses an outsider actor to hide the subject, the deception is extensive.

The Actions If the deceiver manipulated the data received about the property of the
subject, the deception is informational. Otherwise, i.e., if he modifies the properties of the
subjet over time, or if he realizes the property from a random variable, the deception is a
motive.

Perturbation

Cryptic, intensive and informational cyber deception technique, it consists in introducing a
noise in the data to limit the leakage of information.
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Obfuscation

Cryptic, extensive and informational cyber deception technique, it consists in using a decoy
to make the adversary have false value about the data.

Mixing
“Mixing strategies use exchange systems to prevent direct linkage between systems” [18].
Cryptic, extensive and motive cyber deception technique, it consists in

Moving target

Cryptic, intensive and motive cyber deception technique, it consists in “continuously chang-
ing a system’s attack surface through adaptation, thereby increasing the uncertainty, com-
plexity, and costs for the attacker” [94].

Honey-X

Mimetic and static cyber deception technique, it consists in making the attacker acquire
false data in a single-stage interaction.

Attacker engagement

Mimetic and dynamic cyber deception technique, it consists in making the attacker acquire
false data in a multi-stage interaction.

4.4 Conclusion

The cybersecurity context is very much a war context in which enemies can make strategic
alliances. Using any means necessary, they flout privacy rules and access sensitive informa-
tion. To deal with them effectively, administrators must develop cyber deception techniques
that the attackers themselves use. The different categories of cyber deception were presented,
taking into account the practical context of implementation. In the following chapter, we
present a context in which attackers use cyber deception and propose a proportionate re-
sponse to it.
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Chapter 5

Game Theoretic Modeling of Network
Epidemics
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5.1 Introduction

The framework considered in this work is a network epidemic problem in which an attacker is
trying to compromise computers in a network using a cyber-attack that propagates into the
network following an epidemic process. Such an attack might be a threat inside an Internet
of Things (IoT) network or any other network of devices, a rumor in a social network, etc.
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Worms propagate as an epidemic in a computer network whereas virus (or e-virus) does
not necessarily propagate. They can stay in the same computer or advance to a target as
a lateral movement [99]. Then our framework deals with worms into a computer network
but, by abuse of language, we use the term “virus” as our propagation model is based
on an epidemiological framework. Epidemic processes can be modeled using well-known
compartmental framework like the Susceptible-Infected-Resistant (SIR) framework [64]. In
this framework, each agent can be in one of the three states at any time: vulnerable non-
infected (or susceptible), infected, or removed (that are out of the reach of the threat).
Unlike in general problems in epidemiology, in our framework, the spread of an attack is
controlled by a rational player who is called the attacker. Cyber-attacks have various goals
encompassing distributed denial of services (DDoSs) [47], which are malicious ' attempts
to disrupt the normal traffic of a targeted server, service or network by overwhelming a
target or its surrounding infrastructure with a flood of traffic. One of the best defense
mechanisms against such a distributed attack is to consider decentralized techniques like
the uniform defense strategy as suggested in [86]. However, in a network epidemic attack
scenario, agents will not rigorously evaluate their strategies and may not even take the best
action. To better mitigate the attacker’s actions, one should envision the intervention of a
rational, intelligent defender. Game theory proposes the best mathematical tools to study
the defender’s strategy in a conflict against an attacker in a scenario of cyber-attacks over a
network. Our framework is based on a zero-sum game between an attacker and a defender
in order to control an epidemic process through a network of devices.

Some important features have to be considered when designing the game theoretic frame-
work that models the competitive scenario between intelligent and rational players for con-
trolling epidemic spreads over a network. This is true particularly in terms of information
available to each player. First, unlike the attacker, the defender cannot illegally brute force
or use any other unauthorized techniques of scanning in order to get the state of each device
on the network. So, he may ignore the state of some nodes and should be assumed to have
partial observability over the overall network state at each time. Second, even though nodes
are not intelligent and rational, they may take some actions based on their state. That is,
no player can monitor the state transitions; the game framework is by construction partially
observable. Moreover, a cyber-attacker may deploy probing techniques in order to get the
state of each agent on the network. Then, the partial observation assumption is assumed to
be true only for the defender. Finally, the goal of the defender corresponds to the opposite
of the attacker’s; and then our game is zero-sum. To summarize, the problem considered
in this thesis of controlling an epidemic over a network corresponds to a one-sided partially
observable stochastic zero-sum game (OS-POSG) which is a high complexity problem [6].

The resolution of OS-POSGs has been addressed recently in the literature for special
cases of information systems [12,33]. The solution is generally intractable for more than 5
nodes but the tractability is improved using the value iteration (VI) algorithm as proposed

IThe adjective “malicious” does not determine the attacker, but defines the a priori judgment of the
attempt to disrupt the flow of traffic in the network. The same adjective is used to describe the code used
by the attacker to control the devices to ensure the success of his endeavor.
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in [35]. The proof of the convergence of this algorithm is based on the assumption that the
attacker observes all the actions of the defender, i.e., the defender has a partial observabil-
ity (imperfect information) and cannot infer the attacker’s moves (incomplete information),
while the attacker has complete and perfect information. This assumption may not hold in
our context, where the defender makes use of intrusion detection systems like an IPS that
reveals transmissions of the virus between nodes. An IPS is a computer security mecha-
nism set to detect, deflect, or, in some manner, counteract attempts at unauthorized use of
information systems. The detection of a transmission implies a cure of the infected nodes
and the attacker cannot infer such action from the defender. The fact that the attacker is
not aware of defender’s action presents an important challenge within our POSG framework
compared to the classical one. Thus, our paper aims to answer how to solve this more com-
plicated OS-POSG framework with incomplete information assumption for the player with
full observation. To the best of our knowledge, [88] is the first work that tackle this issue.

5.2 A New Mathematical Model for the Controlling of
Active Spread of Epidemics

5.2.1 Compartmental Study of Epidemics

From epidemiological perspective, the population is divided into groups, called compart-
ments. The group compartment uses the same label with the state and is supposed not to
contain the same individuals throughout the spreading process. For example, in a population
subject to malaria [46], there are two compartments, I and S, respectively corresponding to
states infectious, of individuals who carry and can propagate the disease, and susceptible,
of individuals who do not carry the disease. All susceptible individual may contract the dis-
ease and become infectious: we denote such an individual state transition S — I (see figure
5.1a). When some individual is infected, he may recover and become susceptible again, and

~ 2 /
_— | >
| r >
\ /

(a) SIS epidemic model (b) Basic SIR epidemic model
E.g., malaria. The possible individual state Possible individual state transitions: S — I
transitions are S — [ and I — S. and I — R.

Figure 5.1: Dynamics in SIS and SIR epidemics
the individual state transition is denoted I — S. The epidemic is therefore said to be an
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SIS (susceptible-infected-susceptible) one. More generally, individual state transition
from any values X to Y is denoted X — Y| and the name the epidemic model relies on the
individual states and the dynamics involved. The dynamics make a difference between the
above S1.5 model and the ST model, in which only the transition S — I is possible.

The existence of an R (removed) compartment of individuals who cannot carry the
disease, either because they have been vaccinated or because they are dead, suggests the
basic SIR epidemic model (figure 5.1b) introduced in 1927 [84]. For instance, in the case
of tuberculosis without vaccination [8], there is no transition between the compartment S
and R, while an infected individual who recovers is longer susceptible. Accounting the
compartment S, [ and R, the statements:

1. No state is isolated, i.e., between two different states A and B, at least one of the
transitions A —+ B or B — A is possible

2. The transition R — [ is impossible, from the definition of removed individual
3. The transition S — [ is possible

induce the number of possible transitions between two states and further on permit to list all
possible epidemic models with these compartments. Indeed, in such an epidemic, we should
envision four hypotheses about the transitions between the states S and R: either there is
no possible transition, or only one transition is possible, or both transitions are possible.
Similarly, with statements 2 and 3, we should envision two hypotheses about the transitions
between the states S and I (S — I or both), and two hypotheses about the transitions
between the states I and R (I — R or none). This roughly yields 4 x 2 x 2 = 16 models.
Now, from statement 1, we remove the two models that isolate the state R and we obtain
the 14 models of figure 5.2. Note that in some cases, it is difficult to strictly account all
the possible transitions. That is, all these models are referred to under the same basic STR
name.

Variants of STR epidemic model are obtained by considering subclasses of its compart-
ments. For example, the STRV model distinguishes between the vaccinated individuals
(V' compartment) to susceptible and recovered (R) dead individuals [39]. One may also ad-
mit a maternally derived immunity (compartment M) or distinguish individuals who carry
the disease but cannot transmit it (C' for carrier or infected). These considerations yield
models like STRD, MSIR, SEIR, SEIS, MSEIR, MSEIRS for example.

5.2.2 Devices Transitions in Network SIR Epidemics
Rumor in Social Networks

The epidemics presented on figure 5.2 can also affect devices (or users) in network systems.
A rumor in social networks, for example, is viewed as an STR epidemic. The S compartment
represents the individuals who may believe the rumor if they are aware of it, while the R
compartment represents those who cannot believe it, and the I compartment consists of
individuals who believe the rumor. In [52], the authors survey models of rumor diffusion
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Figure 5.2: Epidemics with compartments S, I and R
The names rely on the available compartment and the possible individual transitions. All these models are
also referred to as STR epidemics. The transition R — S is a loss of immunity, while the transition I — S
may happen in case of incomplete recovery. No name applies in three cases.

that extend the variants of STR epidemic model presented on figures 5.2a, 5.2d and 5.2j, or
trim down the SIS (5.1a) to the ST model. These models are SETR (Susceptible-Exposed-
Infected-Removed), S-SEIR (single layer-SEIR), SCIR (SIR with “contacted” status),
irSIR (infection recovery SIR), F.SIR (fractional SIR [23]), and ESIS (emotion-based
SIS, [95]).
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Controlling the Network through Epidemic

Another type of epidemic is spread by an attacker aiming to take control of many devices.
In this category, ranges the Mirai botnet, an epidemic that was first found in 2016 and has
been used in some of the largest and most distributed denial of service (DDoS) [3].

Mirai has many variants that follow the same infection strategy. With the aim to take
control of numerous IoT devices, the strategy consists in injecting a malicious code from any
infected device to one or more vulnerable neighbors. The vulnerability of a device is due
to the fact that it still uses the default password, so it can be accessed through attempts
from a limited list of possible default passwords and get injected a code that makes it a bot
remotely controlled by some intruder. This is the transition S — I, where susceptibility
is vulnerability and the bot is an infected device, that can infect others, by executing the
instructions of the intruder. The remove (or resistant) compartment is that of devices
with customized password, that does not lie in the list held by the intruder. The transition
I — R from infected to this state is impossible because the default password is no longer
working, and the IoT user cannot infer the current one. However, when the device is not
infected, the transition to removed state is possible because since the attacker cannot control
the device activities, the IoT user has the power to change the password. Furthermore, once
the credentials have been customized, the IoT user can no longer return to the default one.
This disables the transition R — S. Finally, without any defense tool, the transition S — I,
is irreversible, and the dynamics are that of figures 5.3 and 5.2c.

@ infection :é customizing the password @
) (botnet’s decision) (node’s decision) i

Figure 5.3: Possible state transitions in botnet epidemics without protection

Adversarial study of SIR epidemics

To mitigate such an intelligent, rational and active epidemic propagation in the network,
we formulate the following adversarial scenario. An attacker is trying to take control of a
large number of devices of a network and make it a foothold to launch a fatal attack. This
attack may be for example to overload a server with a very large number of requests. Her
strategy consists in silently spreading over the network a worm that ensures her the control
of devices. She will propagate the worm until she has taken control of the desired number
of devices. She frequently makes a probe over the network and then knows which nodes
are vulnerable, which nodes are infected (and which nodes are resistant). To mitigate this
spread, a defender combines two solutions:

1. He offers patches for infected devices and incites them to accept it. He also incites
vulnerable, non-infected devices to customize their passwords and therefore become
resistant against any attack. However, the result of this initiative is not predictable,
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and the attacker knows it. Nevertheless, the defender knows the decision of any device,
i.e., he knows whenever a device has got patched or has customized its password.

2. The defender has at his disposal a fixed number of IPSs that he can deploy on edges
of the network. The validity of each IPS is one period. Note that the attacker does
not have the IPSs’ localization knowledge. The IPS can detect any attempt to use
a default password. So it detects any virus propagation that traverses the edge, and
then the defender strongly incites the device and the newly infected nodes to patch.

This scenario is repeated until the attacker has reached the targeted number of infected
devices ? or there is no infected device left in the network (the latter is an absorbing state
of the system, as the threat has totally disappeared). The dynamics are summarized on
figures 5.4 and 5.2e, and do not include the transitions R — S and I — R for the following

infection

attacker’s action 4 customizing the password
. ' S R
patching (node’s action)

(defender’s or node’s action)

Figure 5.4: Possible state transitions in botnet epidemics with protection

reasons:

1. Once a user has customized his password, he will very unlikely set back the default
password;

2. Once a device is infected, the attacker, who henceforth controls it, will give no chance
to actually customize the password, so that for the device to get resistant, a non-
circumventable way is to get patched, i.e., to get the malicious code removed.

Thus, notwithstanding this limitation in the number of transitions, this scenario is realistic
enough to include important cases of network protection against epidemic propagation.

Cyber Deception in the Actors’ Moves

As mentioned in [47], in the context of botnet propagation, the attacker’s action is to inject
malicious code that makes the device a zombie controlled by and communicating with the
command and control server without being detected by the system or the user. This is the
reason the user may not be interested in applying the corrective action proposed by the
defender, which by the way is not proven. In other words, the attacker implants a code

2The attacker has no incentive to continue the combat one she has obtained a foothold to launch the
attack she was preparing. However, this cannot be considered as a stopping criterion for the defender who
does not know its value. Among other contributions, the current chapter is a step, exploited in the next one
to circumvent this lack of information.
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into the device and makes sure that it is not detected. This is probably a cryptic, extensive
and informational cyber deception maneuver. It is: cryptic because the code is hidden,
extensive because the malicious code blends into the system, and informational because the
properties of the data returned by the code must be modified to better hide it. We deduce
that the attacker practices an obfuscation against the users, from which the defender suffers
the consequences.

This amplifies the asymmetric character of this conflict, in which the defender cannot
afford, like the attacker, to scan the devices to know their status.

To reduce this asymmetry, we propose that the defender also make use of cyber deception.
An IDS on a link would be sufficient to detect the transmission of the code and revoke the
transmission. This would result in revealing to the attacker the defensive action taken. To
hide this defensive action, we propose that the defender let the code reach its target, just
until the attacker knows it. Then, before the attacker’s next probe, the defender disinfects
the affected device. The tool thus used is called intrusion-proof system (IPS) in the
following. To kill two birds with one stone, the IPS also cleans the device through which the
malicious code was transmitted. Since every infected device is likely to accept the patch, the
attacker will see the transition, but cannot infer the cause. So the defender hides his action
by using the action itself and taking the time to reverse the truth received by the attacker.
This is a cryptic, intensive and motive cyber deception, i.e., a mixing.

5.2.3 A Game Theoretical Approach for the Mitigation of the Epi-
demic Spread

Summary of the Game Theoretic Framework

The above scenario involves two intelligent and rational agents (a defender and an attacker)
acting on a system (the network) whose transitions they cannot control (because they are
determined by the non-rational nodes), with one of the two actors aiming exactly at prevent-
ing the other from achieving its goal. Thus, we divide the time in periods, and we model the
dynamics with zero-sum stochastic game (SG) framework. Such a model is neither a classical
POSG [35], in which the attacker observes the defender’s actions, nor a private information
POSG, in which no player can observe the private state of another player [41]. Indeed:

1. The defender has partial observability of the network state, while the attacker knows
the state of each node, so the SG is one-sided partial observability (POSG);

2. However, the attacker cannot infer the actions of the defender.

Moreover, the epidemic aspect puts forward two additional parameters, the endogenous
probabilities of the transitions S — R and [ — S.
This results in the zero-sum one-sided POSG

g == (Za A7 07 T7 Ra b07 Zgoals) y

where:
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e Players 1 and 2 are respectively the defender and the attacker;
e The partial observability is on the side of player 2;

o 7, A;, A, O, T, R and b° respectively stand for the sets of states, player i actions,
action profiles, observations, the transition, reward functions, and belief of player 2 at
the beginning of the first period;

e The state is a goal one if and only if no node is infected.

These remainder of this subsection is dedicated to the description of the components of this
game model.

The System

The system is the network G = (V, F), a finite and non-directed graph with the set V'
of nodes (devices) and the set E of edges. To simplify, we say that nodes are indexed by

1,2, ...,4, ..., |V|. An edge u is any pair {7, j} of connected nodes. A node state can be
viewed either as a subset of V' (e.g., R is the set of all resistant nodes) or as a label S, I or
4

R. The state of each of the nodes define the global state, z = (2;),_;, of the network. Thus,
the state space of the system is Z = {5, I, R}V.

The Actions

The period is divided into two stages: the first stage consists of the players’ strategic actions,
and the second stage consists of the node’s probabilistic actions (see figure 5.5).

The Stake The defender’s action (figure 5.6a) consists in deploying IPSs on edges of his
choice, while the attacker’s action (figure 5.6b) consists in choosing through which edges she
will propagate the worm. Strategically, each of the underlined edges should link an infected
to a susceptible node. In other words, since edges are pairs of nodes, the edge u selected by
the attacker should contain an infected node, i.e., u NI # B, and a susceptible node, i.e.,
unNS # (. It turns out that if they know the state z of the system, both players should

consider the set '
unl
uﬂS;ﬁ(Z)}’ (5.1a)

that we refer to as the stake generated by the state z. However, the defender may not know
this state and should instead consider the feasible stake

SZ:{UEE

G, = U S, (5.1b)
z2€Z
b(z)#0

consisting of all possible edge members of the stake when the defender’s belief upon the
network state is b.
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First Stage

Second Stage

The defender places 2 IPSs, on
edges 4 <> 5 and 9 < 10; the
attacker launches contamination
1 - 3,2 — 6,4 — 5 and
4 — 8; the first three ones are
undetected while the last one is
detected.

TN

N susceptible node;
edge chosen by attacker;

a(z)
The propagation over nodes 3, 6
and 8 is not detected and there-
fore results in three new infected
nodes, whereas the defender has
intercepted an infection crossing
the edge 4 <+ 5. Then, nodes 4
and 5 states becomes susceptible.

@ = infected node; @ = resistant node; ___ = edge;
IPS = IPS edge.

With respect to probabilities
a and p, nodes 1, 8 and 6
transit I — S, node 5 tran-
sits S — R and the other
nodes do mot change their
states.

Figure 5.5: One period of the game: a possible scenario with 10 nodes.

- ? FOREN r
o o) 4
v, N

~ ~ -

N

(a) Defender’s action
s

N

N

©

S

= infected node (figure b) or state (figure c);

L
/

-

(b) Attacker’s action

detected transmission

(¢) Result in each node state

/' = susceptible node (figure b) or state (figure c); @ = resistant node;

e .
‘._7 = node in unknown state.

Figure 5.6: The first stage of a period

Players Actions Formally, an action of the defender is any subset

a; = W e ’Pgh (Sb)
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of at most h edge members of the feasible stake, where P<, (X)) denotes the set of all subsets
of at most = elements of a set X and h is the maximum number of IPSs the defender can
deploy at each period. An action for the attacker is a selection of a set of edges to susceptible
neighbor nodes for each infected node. Denoting by Tar; the set of edges through which the
attacker propagates the malicious code from node ¢, an action for the attacker is any sequence

ay = Tar = (Tar;) (5.2b)

iel
such that:
1. i € uwand u € S, for all infected node 7 and all target edge u € Tar;;

2. uNv = () whenever u € Tar; and v € Tar;, for all distinct infected nodes i and j. This
is, the attacker never takes the counterproductive decision to infect one node from two
distinct sources.

The defender places the IPSs before the attacker sets her action. However, the attacker does
not know the IPSs are allocated, and the game is therefore a simultaneous one.

The Transition Probability

The transition of nodes in one period happens in two steps:

First Intermediate Stage The players’ action profile a = (ay,ay) constitutes the first
stage of the period, which is therefore referred to as the strategic stage. These actions result
in a network state transition from z = (2;),.,,, at the beginning of the period, to

a(2) = (a(2))ev (5:3)

at the end of the stage, that uniquely relies on the action profile a (figure 5.6¢).

In case a node i is susceptible, its state changes (to infected) if and only if the attacker
launches an undetected transmission from an infected node to it. In case a node i is infected,
its state changes (to susceptible) if and only if the defender detects a transmission launched
from its position through an IPS edge to a susceptible node. Remember that resistant nodes
remain resistant. We introduce, for any collection X of sets, the union U (X) = U w of all

weX
sets in the collection X . Take also 0a; = aq, Jay = U Tar; and da = da;Ndas respectively as
iel

the footprints of respectively the defender and theeattacker actions, and public footprint
of the action profile. Note that the footprint of player i’s action can be partitioned into a
private footprint, da; \ Oa, and the public footprint. Now refer to U (da;) and U (Da) as
the borders of the player ¢ action and the public border of the action profile, respectively,
and pose U (0a;) = Va; and U (0a) = Va. As for the footprint, the border of player i’s
action can be partitioned into a private border, Va; \ Va, and the public footprint. Note
that:
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e a node i is a side of an infection (either the side propagating or receiving) if and only
if 1 € Vay, i.e., 7 is in the border of the attacker’s action;

e node i is a side of a detected infection if and only if i € Va, i.e., ¢ is in the public
border of the action profile;

e node i is a side of an undetected infection if and only if i € Vay \ Va, i.e., i is in the
private border of the attacker’s action.

The transition z — a (z) due to players’ action profile a can be explained as follows:

e the state of a susceptible node effectively transitions if and only if the node is in the
private border of the attacker’s action;

e the state of an infected node transitions if and only if the node is in the border of the
action profile.

In other words, for all node i:

=1 <= i€Va\Va
a(z),=8 <= i¢Vay\Va '’

I < i¢Va
a(z);=5 <= ieVa'’

Second Intermediate Stage At the second stage, as summarized in figure 5.7 and ta-
ble 5.1, each infected node performs the transition I — S at probability a while each

(6% ///‘\\ P
D 5@

2" = susceptible state; @ = resistant state; @ = infected state.

/
\

n

Figure 5.7: The second stage of a period

%
S I R
S|1l—p 0 p
a(z), | 1 a |[1—a |0
R 0 0 1

Table 5.1: Probabilities of nodes’ probabilistic state transitions
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susceptible node performs the transition S — R at probability p. The probabilities o and p
define the conditional probability P (2’ | a (z)) of final transition to any state z’ when the net-
work transitioned to the intermediate state a (z). To easily express the transition probability

1 0 0
P, take the node states as the column matrices S=| 0 |, /=] 1 |and R=| 0 |,
0 0 1

and define the nodes transition matrixz
1—p 0 p
T = a l1l—a 0 ]. (5.4)
0 0 1

Clearly, P (7 |a(2),) = (Z;)T -T-a(z),;, where (M)" stands for the transpose of a matrix M.
Assuming the independence of nodes’ transitions to each other, it comes that

P([a(2)) =[P (ila(z),) =[] T-a(2),. (5:5)

i€V icV
The Observations

The defender observation is composed of his knowledge on each node state at the end of each
period. In the general case, if the defender is aware of the final state 2., the observation is
0; = z,. Otherwise, there is no actual observation for the defender and we denote o; := X.
As shown in table 5.2, 13 case exist and the observation o; generated about a node 7 relies on
the action profile a and the state transition z; — 2 of the node. The difference between cases
5 and 9 for example resides only in the action involving the nodes. For a susceptible node

L1223 4567809 ]10]I1l
% I | I [T | T |S[S|S|S[S|SI|R
a NT or UT DT | DT | NT | NT | UT | UT | DT | DT | NT
a(z),| I | I |S|[S|S|[S|IT|T[S|S]|R
P I | S |S|RIS|R|IT|S|[S|RI|R
0; X | S |S|R|X|R|X|S|S|R|R

Table 5.2: Observation of the defender at the end of the period
UT = the node is involved in an undetected transmission and is not involved in any detected
transmission, DT = the node is involved in a detected transmission, NT = the node is not involved
in any detected transmission, X = the defender cannot infer the node’s state

whom state did not changed the defender observes the final state only in case of trapped
transmission. Case 5 is that of nodes 9 and 10 of figure 5.5, while case number 9 is the
one of node 5. In cases 1 and 1’ the node state remains infected during the period (nodes
1 and 2) and the defender cannot infer the final state. Finally, the observation space is

O ={S,R,x}", and we note

w(2')z,a) = (w (|2, a) (5.6)

diev
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the observation generated to the defender at the end of a period at which the action profile
a was taken in state z and the network transitioned to state z’. In table 5.2, the defender
does not make the observation only in cases 1, 1’, 5 and 7. It turns out that

w (7|2 a), = X if 2l = I or node 7 absolutely remains susceptible
»i ] 2z otherwise

, (5.7)

remaining susceptible mining that node ¢ was already susceptible at the beginning of the
period and did not benefit on the IPS deception.

The transition function

The transition function can be explicitly defined by

, [ P(Za(2) ifo=w(]z,a)
T(#,0]za) = { 0 otherwise (5.8a)
Then, by equation (5.5), it turns out that, if o = w (2|2, a), then
T(<0]za)=]]@)" T a(z),. (5.8b)

eV
The Rewards

The defender’s and the attacker’s rewards are opposite to each other, and, for the attacker,
it measures the increase of the satisfaction of progressing towards her objectives. This
means that the utility function is the sum (or the discounted sum). Other reward models
are discussed in chapters 7 and 6. From a general perspective, we define in the following
paragraphs the exact reward r of the defender as an aggregation through a function w of
marginal rewards p resulting in nodes’ individual transitions.

The marginal reward associated with any node’s individual transition from a state A at
the beginning of the period to a state B at the end of the period uniquely relies on the
states A and B, and is therefore noted p (A, B). Note that p: {S,I, R}> — R is a fixed
function, i.e., p is node and period independent. This is equivalent to associating the nodes’
state transitions with 6 parameters (see table 5.3). In matrix notation, the function u can
be rewritten p (z, 2') = 2T R2/, where

fto —p3 fla
R = M3 M1 0 (59)
0 0 2

is referred to as the reward matriz. Because they reflect an advantage of the defender,
the six parameters jo to py and p; must be assumed positive. In other words,
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End of period, state z;

S 1 R

S| po | —py 14

Beginnig of period, state z; | I | u3z | —py //
VAN 12

Table 5.3: Marginal rewards associated with a node’s state transition
The transitions R — S, R — I and I — R are impossible, so it is irrelevant to associate them with
any reward. It sounds intuitive that the five parameters pg to p4 are non-negative.

The global reward associated with the network transition from state z to state 2’ is a
w-aggregation of the marginal rewards (2, 2}), where w is a function from R to R. Which
means that

r(z,2)=w(u(z,2") =wopu(z7z), (5.11)

where 1 (z,2") = (11 (2, %)) ;- We assume that the more important the marginals are, the
most important the total is, i.e., w is an increasing function. In other words, for all p and ¢
in RV,

pi<qg YieR = w(p) <w(q). (5.12)
0 -1 0

Example 5.2.1. If the reward matriz isR=| 1 —1 0 | andw is the sum, thenr (z,2")
0O 0 O

18 the increase in the number of infected nodes when the system transitions from states z to
/

z.
Since he does not know the state of the network, the defender does not see this reward.
Instead of calculating the exact sum of the marginal rewards, the study of stochastic games
very often focuses on its mathematical expectation when the action profile and the state are
known. The defender reward associated with the action profile a taken in a network state z
is the expected value of the exact reward —r (z,2") generated if the network transitions to

state 2. That is,
R(z,0) =Y P(]a(2) r(z7). (5.13)

z'eZ

5.2.4 The Utility and the Value Function

In example 5.2.1, the negative sum of the rewards represents the total number of infected
nodes at the end of the game. Thus, defining the situation in which a sufficiently large
number of nodes are infected as a goal state ensures that the utility, seen as the sum of
the rewards, is, for the attacker, the peak of the epidemic. This is quite realistic. However,
solving a POSG with goal state relies on the convergence of the value iteration algorithm of
a POSG with discounted sum. This convergence was proved in [32] under the assumption
of perfect information of the attacker, an assumption that is not allowed in our model, since
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the attacker cannot infer the actions of the defender. We therefore show that the value
iteration algorithm remains convergent when we remove the perfect information assumption
from the perfect information player side. That is, the utility we consider in this chapter is
the discounted sum, with discount factor v € (0, 1).

Denote
% min = R (z,a)
¢ . (z,a)€Zx A Rmm
min — 5 = = 14
U, ;7 ((zglelngR (2 a)) T T (5.14a)
and
0 max R (z,a)
‘ (z,a)€Zx A Rma:c
Unaz ZW ((z,gleaZXxAR ( a)) 1—7 1—~ (5.14)

t=0

where R = min R (z,a;1,a2) and Rpe, = max R (z,a1,az2). It is clear each reward is
z,a1,a2 Z,a1,a2

bounded between R,,.;, and R,,... Consequently, each utility function, and then the optimal
value function, are bounded between U,,;, and U,,z.

We establish the convexity and Lipschitz continuity of the optimal value function V*
defined in equations (3.8) and (3.9). Consider the following ||.||;-norm over the belief space
as:

Iblls=>"b(2). (5.15)
zeZ
‘Umax - Umzn’ o Umaw - Umzn

Denote § = = 5 . The following lemmas are proven in [32] and

rewritten here for clarity.

Lemma 5.2.1 ( [32]). A function f: A(Z) — R is continuous and convex if and only if

f is a point-wise supremum over a set U of linear functions, i.e., f (b) =supa (b) for every
ael
b in A(Z). Furthermore, if for a certain k all a in T are k-Lipschitz continuous, then f is

k-Lipschitz continuous.

Lemma 5.2.2 ( [32]). Any function bounded over A (Z) between Upyn and U, is 0-
Lipschitz continuous.

Therefore, based on previous lemma we have the following direct result.

Lemma 5.2.3. The value function val,, of any fived strategy o1 of defender is 6-Lipschitz
continuous.

Proof. From lemma 3.5.1, val,, is linear. As it is bounded between U, and U, by
lemma 5.2.2, it is d-Lipschitz. n

Then, the following theorem gives the main result over the optimal value function V*.
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Theorem 5.2.1. The optimal value function V* of the game is convexr and &-Lipschitz
continuous in the belief vector b.

Proof. For any beliefs b and 0’ and for any strategy oy of defender, the §-Lipschiz property
of val,, (lemma (5.2.3)) gives: val,, (b) — val,, (V') < d||b —||1, then val,, (b) < val,, (V') +

8o — V'||;. So, for any beliefs b and ¥/, max val,, (b) < max (valy, (b') +8]b = V]|)) =
01€21 01€2

max (valy, (V') + 6]|b — V'||;. In other notations, V* (b) < V* (V') + d]|b — V'||;. Hence, V* is

g1 1

0-Lipschitz.
The convexity comes from the fact that V* is a point-wise maximum of the linear functions
val,,. Indeed, for any b, b’ € A(Z) and any X € [0, 1]:

AVE(D) + (1 =N V* (V') = X max val,, (b) + (1 — \) max val,, (V)

og1€X o1€X

= max Aval,, (b) + max (1 — \) val,, ()

01€31 01€3

< max (Aval,, () + (1 — X)val,, (b))

01€X,

= max val,, (Ab+ (1 — ) ) (by linearity)

o1€X,

Vb + (1= NV).
0

The result of the previous section (theorem 5.2.1) distinguishes the optimal value function
among functions A (Z) — R. So, to compute this optimum, we present it as the limit of
a converging sequence of such functions that we term value functions. The convergence is
further guarantied by a Lipschitz-continuous operator, the backup operator.

Definition 5.2.1 (value function). A value function of our game is any real valued func-
tion V : A(Z) — R. The set of the value functions of the game is denoted by V.

5.3 Computing the optimal strategies

5.3.1 Definition of the Value Backup Operator

Starting from any value function, the value backup operator updates iteratively the value
of the game. Assume that at a given period, the defender holds a belief vector b upon the
system state, and the optimal value V' of the next period onward is known to both players.
That is, the overall POSSPG is summarized in a (static) zero-sum strategic-form game with
action spaces A; and A,. In this game, players initially receive an immediate reward that
depends on their immediate actions. Then, since they know the optimal value of the subgame
of the stochastic game that starts in the next period, they receive the optimal reward for
subsequent actions, it is assumed that their behavior will be optimal. This second reward
can be estimated from the players’ stage strategies. This game is referred to as a stage
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game. ° The defender’s utility in this stage game when strategies m; and 7, are played is
given by:

Uy y (0) = R (D) + 4 REDS (b, V), (5.16a)
where
R;fll% (b) = Z b(z)m (ar) ms (ag | 2) R (z, (a1, az))
(a,2)EAXZ (516b)
= ) b(z)7(a|z)R(za)
(a,2)€EAXZ

is the reward in the stage game as defined in subsection 3.4.2, and

Ry (0,V)= Y m(a)P(o|bar,m) v(T (blay, 7, 0)) (5.16¢)
(al,o)EAl xO

is the reward in the subsequent game. Let us now define a stage game.

Definition 5.3.1 (stage game). For all belief b € A(Z) and value function V € V, the
stage game associated with the belief b and the value function V' is the zero-sum normal-form
game SG (b, V') with the two players, the defender as player 1 and the attacker as player 2,
and action sets Ay and As, respectively.

For all strategy profile (7, m,), the defender’s expected reward UY _ (b) is the result of

1,72
equations (5.16a). The optimal expected reward of the stage game is:
HV](b) = in UY . (b
[HVI(b) = max = min U ()
= max min [R™ (b)+ 772?1'?7?2 (b, V)], (5.16d)

T EA(A1) ma€A(A2)

which is the optimal value in belief b of the overall POSSPG, if it starts at the underlined
period. That is, H is an operator that returns the optimal value function of the POSSPG
at any period next to which the optimal function is known.

Definition 5.3.2 (value backup operator). The (value) backup operator is the appli-
cation H: V — V, where the value HV is defined by the optimal value function given in
equation (5.16d).

In order to compare the properties of any value function and its backup value function,
the stability of some subsets of value function is needed under the action of the operator H.
One way to prove this main result is to show that the value backup operator H preserves the
convexity and the Lipschitz continuity. In order to get these properties, we need the following
set of technical lemmas. In the first one, lemma 5.3.1, we state the interchangeability of the
sum and the supremum. The second one says that the value of the defender in the stage
game would be linear and bounded if any linear function replaced the subsequent reward.
Finally, the third one states the stability of some set of value functions under the backup
operator.

3See subsection 3.4.2.
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Lemma 5.3.1. For every non-empty sets M and N and every function a : M x N — R,

xeM
for every s € M and every j € NM | then it holds:

Zsupa(a:,y): sup Za(x,yx).

zeM yeN

if M is finite, and {a(s,y) :y € N} and {Z a(x,y,) 7€ NM} are bounded from above

In this lemma, § = (¥s),c,, 18 @ sequence of elements of N with indices in M.

Proof. Denote A = Z supa (z,y) and B = sup Z a(z,y,). Take any sequence 7 €
xeM yeN yeNM zeM
NM . The inequality a(z,y,) < supa(z,y) holds for any 2 € M. So, Za(x,yx) <
yen zeM
supa (z,y). Hence, B < A. To see the converse, consider the number |M| of elements
zeM yeN

£
in M and take any ¢ > 0. For any = € M, the inequality a (z,y,) = supa(z,y) — M
yeN
holds for at least one ¥, in N. Thus we have defined a sequence ¥ such that Z a(x,y,) =
zeM
Z supa (z,y) — £ ) = Z supa(z,y) — . Applying to the supremum, we get B >
eN | M| EN
zeM Y zeM Y
A — ¢ for every € > 0. Then B > A and, finally, B = A. ]
In the remainder of this chapter, we use the notation M to represent any (|A;],|O|)-

: al,o
matrix (M*°) . ea <o

Lemma 5.3.2. For all set " C lina(z) of linear value functions over A (Z), bounded between
Unin and U,,qr. For all sequence & € A0 of these value functions and all defender stage

strategy ™ € 11y, consider the function szl% : AZ) — R where, for
b —— min ug ., (@,b)
mo€lly

all defender belief b and all attacker stage strategy s,

Unpmy (A1) = e (@0) = > b(2)7w(al2)R(za)+
(a,2)EAXZ

+7 Z T (Z,0]z,a)b(z)7(a]z)a®° (). (5.17)
(a,2,2")€EAX Z?
Then szl% is linear and bounded between Uy, and U, (see lemma 3.5.1). It is therefore
0-Lipschitz continuous.

To better understand the function Vf;%. Define a two-player (defender and attacker)
zero-sum static one-sided partially observable a-stage game that defers from the stage

game defined in definition 5.3.1 uniquely in the reward. More precisely, for the a-stage
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game, the defender accumulates two rewards: the first is that of defintion 5.16a, but the
second reward is a® (Z) if the system transitions into state 2’ and generates observation
0. The expected reward associated with strategy profile 7 is u, (@, b), and Vf;% (b) is the
defender’s value associated with strategy 7 in the a-stage game.

Proof. We prove the Lipschitz property, then the linearity.

a = (a“l’o)(aho)eAlxo is a sequence of elements of T, i.e., for all (a;,0) € A; x O, the
function a®?: A (Z) — R is linear and bounded between U,,;;, and Usygy.

We have the following relationship:

ue(@b) = Y b@)m(alz)R(za)+y > m(a) PP (o]a)V(a1,0),

(a,2,2")EAXZ (a1,0)€A1 X0

Z T (Z,0]z,a1,a2) a™° (%)

tladh) ! A Z2 .
where V (a1, 0) = (02,2 2)€A2% is the expected second reward (be-

Z T (Z,0|z,a1,az)
(az,2,2")€A2%x Z?
fore the state transition) and P;? (0| a;) is the probability that the system generates obser-
vation o whe the defender took action a;. So, the boundedness of the a*°’s between implies
the boundedness of the V (ay,0), then that of (@,b) between the same limits. This is, for
any « and b:

Umin < Urm <a7 b) < Umax~

So, u, (@,-) and consequently VWSI% are bounded between U,,;, and U,,... Then from
lemma 5.2.2 the linearity of Vﬁsl% (if established) implies that Vf;% is also 0-Lipschitz con-
tinuous.

Now consider a defender’s strategy m; and a sequence a €

function u; (@, .) defined on vertices of A (Z) by:

'1%9 and consider the linear

uy, (@, z) = H(gn Ury ap (@, 2),
with
Ury,az (57 Z) = Z ™ (a1)R(z,a1,a2) +

(ar1,2")eA1XZ

+ Z m (a1) P (0] z,a1,a2)V (a1, 0)

(a1,0)€A1 xO
= Z ™ (a1) [ZR(%M,@)+’YZP(0’%GMCL2)V(@1,O)] :
a1€A1 Z'eZ 0€0

We can show that min ., ~, (@,b) = u, (@,b). In fact for any m € A(A,) we have:
2

Uny o (O, 2) Zm (ag | z) Z m (aq) [ZR Z, a1, as —|—’yZ]P (0] z,a1,a2)V (al,o)]

a1€A z'eZ 0€0
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2 ZTFQ(GQ‘Z)/U;U (572):1’[/;1 (672)'
a2z

Sou,. (@,b) < U, x, (@, D) holds for any b € A(Z). Now, we define a particular strategy 5 for
the attacker as follows. Consider the non-empty set das = {as € Ay : Un, o, (@, 2) = U, (@, 2)}
and say for any state z € Z and any attacker action ay € As:

X —— ifay€e A
™ (az]2) = {  |Oas] U
0 otherwise
For any z € Z, we get:
1

/
|a(12| uwl

(@, 2) =u,, (@,z).

Uy, m} (@,z) = Z 75 (a2 2) Ury,az (@,z) = Z

ag€As a2€0az

Then, U, - (@,b) = Z b(2) Uy s (A, 2) = Z b(z)u, (@, z) =uy, (@,b), which proves the
2€Z 2€Z
linearity of min g, , (@,b) in b € A(2). O
2

Lemma 5.3.3. The set of point-wise suprema of linear applications over A(Z) is stable
under the value backup operator H.

The lemma means that if a value function V' € V satisfies the following property:

dl’ C lina(z) such that Vbe A(Z), V(b)) =supa(b), (5.18)

ael
then, the backup value function HV satisfies the same property.

Proof. Suppose the value V' satisfies the property defined in equation (5.18) for some I' C
lina(z) and consider the stage game with value function V' and belief b. For any action profile
7, the reward of the subsequent game is:

Ry (B, V) = ) 7r1(al)]P?(0|a1)V(T(b|a1,7T2,0))

(al,o)GAl xO

- > m(wm)Pp (0|a1)sup0z(7 (b|a1,7r2,o))

(al,O)EAl xO a€l

= Z w1 (a1) Pp? (o] ar) x

(a1,0)€A1 xO
Z T(2/70’z7a)b(z)ﬂ-2 (&2|Z)Oé(2/)
a2€A3

X Sup (2,2')€Z?
o€l Py (o] a1)
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— Z SUPZ Z T(Z0|z,a)b(z)m(alz) | a(Z)

(al,O)EAl xO a€l 2'eZ (aQ,Z)EAQXZ

= sup Z Z T (2 |z,a)b(z)7(a]z) | a®°(2)
aer41xo /
(al,o)GAl x0 z'eZ (az,Z)EAQXZ
= sup Z T (Z,0]za)b(z)7(a]z)a™° (),
aeFAl xO B 2
(a,2,2')EAXZ

0eO

and the defender’s utility of the stage game is:

Uv () = sup Z b(z)m(a|2)R(z,a1,a2) +

~cTA1 X0
ael41x (a,2,2')€EAXZ

+y E T (' |z,a)b(z)7(a]z)a™ ()
(a,2,2')€EAX Z?
ocO
o=o(a,z,z")

= u, (a,b).
Then the value backup operator of V' is given by:

[HV](b) = max min sup Ur , (@,0).

mi€lly ma€llz g -pa;xo

The utility ur, -, (@, b) is linear in mo. Without any loss of generality, we assume the convexity
of T and consequently of 419 In fact, the point-wise supremum over a set of functions is
also the point-wise supremum over its convex hull. Hence, from the convexity of II,, Sion’s
minmax theorem applies [32] and then:

[HV](b) = max sup min g ., (@,b),
m el gepag xo ma€llz
= sup max min Ug ., (@,b).
acrAi xo mell meells
As the set I1; is convex, (FAlXO) x II; is also convex as well, and we get:
[HV](b) = sup max min g , (@,b)
acrA1xo mell m€lls

= sup MiN s, (@, b)
(m1,a@)€ll; <A1 x0 m2€lly

= sup VEC (b). (5.19)

T ,0
(71'1 ,a)el‘[l x[A1x0

Then HV satisfies property (5.18). O
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Based on these technical lemmas, the following theorem shows the convexity and the
0-Lipschitz continuity of the value backup operator H.

Theorem 5.3.1. The set of conver continuous value functions and the set of convex 0-
Lipschitz continuous value functions are stable under the operator H.

Proof. For the stability of the set of convex continuous value functions, take any convex
continuous value function V. Then, from lemmas 5.2.1 and 5.3.3, V satisfies the property
(5.18). So, from lemma (5.3.3), HV satisfies this property as well, i.e., HV is convex
continuous over the belief space A(Z).

For the stability of the set of convex d-Lipschitz continuous value functions, assume that
the value function V' is 0-Lipschitz continuous over the belief space A(Z) and consider the
set I' verifying lemma (5.2.1). All linear value function « in I" is -Lipschitz continuous.
Hence, from lemma 5.2.1, the value backup function HV is also ¢-Lipschitz continuous. [J

5.3.2 Properties of the Value Backup Operator

We now look at specific properties of the value backup operator HV in our partially observ-
able stochastic zero-sum game.

Lemma 5.3.4. Let V, W : A(Z) — R be two convezr continuous functions, b € A(Z) be
a belief such that [HV] (b) < [HW](b). Denote by ¥ and 7" Nash Equilibria of each stage
game with belief b and values V' and W respectively. If there exists a real non-negative number
C > 0 such that W (7 (blay, 73 ,0)) = V (7 (b|las, 7y ,0)) < C holds whenever w1} (a1) # 0,
then

[HW](b) — [HV](b) < 7C.

In other words, suppose that a period begins with defender’s belief b over the network
state, and it is not clear whether the value of the next period is V or W. However, the
attacker will play her NE decision of the stage game corresponding to V. If, for any action
supported by the defender’s NE decision of the stage game corresponding to W, the two
possible values of the subsequent games do not differ to more than C', then the current two
possible values do not deffer to more than yC'

Proof. By unilaterally deviating from an NE of any stage game, a player decreases his reward
by definition of a NE. Therefore, for the defender and the attacker, respectively:

Upp oy (0) STHV](0) and  [HW](b) < Uy -y (b).
Then we have:

[HW](0) = [HV](b) < 7 Y > i’ (a) Py (o] ar)
a1€A1 0€0

x (w (7 (blar, 7Y ,0)) =V (7 (b\al,@V,o)))
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< v Z Zwi/v(al)lPZ;/(o\al)szc.

a1€A] 0€0

O]

Based on the previous lemma, the following theorem is the main result of our theoretical
analysis of the value backup operator. This theorem shows that the value backup operator
H is a y-contracting mapping.

Theorem 5.3.2. The value backup operator H is ~y-Lipschitz continuous in the space of

convez continuous value functions under the maz-norm: ||Vl = bmﬁg) IV (b)||. Therefore,
S

iof the discounted factor v is strictly less than 1, the value backup operator H is a contraction
mapping.

Proof. Take two convex and continuous value functions V, W € V and denote C' = ||V —
Wll. By definition, the inequality |W (b) — V (b)| < C holds for all beliefs b, so for their
updates 7 (blay, 7y , 0) as well, provided " (a1) # 0. Then, from lemma 5.3.4, [HW] (b) —
[HV] (b) < 4C for all beliefs, i.e., |[HV — HW||oo < YC = ||V = W/ s 0

Henceforth, if v < 1, from the Banach fixed point theorem, the value backup operator H
admits a fixed point V*. Any sequence (V},), oy~ of convex continuous functions such that
Vi1 = HV, for every n converges to V*. We prove that the fixed point of H is the optimal
value of the game. And, as stated in the following proposition, any such sequence of value
functions converges to the optimum value function.

Proposition 5.3.1. The optimal value function V* is a stable point for the value backup
operator H.

Proof. From the definition (equation (3.9)), the optimal value function V* is the point wise
supremum over the set I'" = {val,, : o1 € 31} of values associated with defender strategies.
Take any @ € (I)*9 and suppose that for all (ay,0) € A; x O, the lincar function

a®? over A (Z) is the value associated with some defender strategy oa'’. Denote o5 =

(o7
(J%l’o)(aw)E A,xo the sequence of these defender strategies, and for each m; € II; consider
the defender strategy comp (7, 05) that coincides with m; at the first period, and consists
in the o strategy corresponding to his first action-observation, i.e., for all history h; for

the defender,

1 if hl = @
o2 (R)) if by = (ay,0,h)) "

«

comp (71, 0%) (b)) = { (5.20)

Assume that at period 1, the defender has the belief b and plays the strategy comp (71, 7%),

and the attacker plays strategy mo. The defender is rewarded Z b(z)m(a]z) R (z,a)
(a,2,2')EAXZ

immediately. For the subsequent game, if his effective move in the first period was a,

and he made observation o, then the subsequent reward is a®(2’). Hence, the defender’s
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reward at this sub-game is Z T (', 0|z,a)b(2) 7 (a|z) ™ (2'), and the total reward
(a,z,2')€AX Z?
associated with strategy 7o is u, (@, b). Since the attacker aims to minimize this reward, the

value of the strategy comp (m1,7%) in belief b is equal to miﬁl Ury .y (@, ), €., the value
mo€lle

of the defender strategy comp (m1,77) is exactly V3%. Clearly, each comp (m,7%) is some

strategy ;. Conversely, by admitting constant @’s in (aq,0), it appears that all defender

strategy is a comp (m,05). Thus, the set of comp (m,7%)’s is I, and V*, which is the

. . % - . . SG . .
point-wise supremum over I'*, is the point-wise supremum of the V>"Z’s. More precisely:

V*(b) = sup Valcomp(m 75) (b) = sup Vﬁ%(b) = [HV](b), where,
(m1,a@) €Il x (0*)A41 %0 (m1,a@)€elly x (I'*)A1%0
from equation (5.19), V' (b) = sup «a (b) = V* (b). O
acl™

5.3.3 Computation of the Backup Value

For the sake of scalability, let us restrict the computation of the value backup on pointwise
linear and convex (PWLC) functions over A (Z), i.e., point-wise suprema over finite sets of
linear functions. After a linear program, we prove that the resulting backup values remain
PWLC. In fact, for any PWLC function V' over the belief space, consider the finite set
{a1,as, ..., a,} of linear functions over which V is the point-wise supremum. Denote ' =

{Z Vi
i=1

(71,---,7) € R’ and Z% = 1} its convex hull. The function V is also

=1

the point-wise maximum over I'. The set T41*? is convex and the backup value is given by:
[HV](b) = max sup min Uy ., (@,0) = max max min Uy, 4 (@,b)
m€ll gopayxo ma€llz m1€ll1 erA41%0 ax€A2

= max min b(z) ( Z m (a1) R (z,a) +

a1€A,
S Telsama?) )
(a1,0,2")EAIXOXZ
The problem of computing the backup value [HV] (b) is equivalent to maximizing the
sum Z b(z) W (2) over m € I}, @ € I and W € V under the following condition for
all (ag,2) € Ay X Z:
Wi(z) < Z m (@) R (z,a) + 7 Z T (2| z,a) 7 (ar) a®°(2).
a1€A; (a1,0,2")EAIXOXZ

Then, our problem is equivalent to a two-player zero-sum game with strategy sets II; x T41%€
and As, and the defender’s reward is defined by the following max-min problem:

max min b(z) W (2).
m €Il az€A2
acr41xo 2€Z
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Henceforth, [HV] (b) is the solution of the following optimization problem:

max Z b(z) W (2) (5.21a)

n,W)El'leFAl XOx{L,...;n} y Y/ gy

=1,...,

subject to
W(z) < Z m (a1) R (2, a1, az2) +
a1€A,
+ Z T (2, 0|z,a1,a2) 7 (a1) @™ °(2) V(z,a9) € Z X Ag;
(a1,0,2")EAIXOXZ
(5.21b)
m (a1) =20 Va, € Ay; (5.21¢)
Y om(m) =1 (5.21d)
a1€A1
a™? (2 = Z A%y () V(ai,o0,2") € Ay x O x Z,; (5.21e)
i=1
DA =1 V(a1,0) € Ay x O; (5.21f)
i=1
AP >0  V(ap,0,i) € Ay xOx{1,...,n}. (5.21g)

This problem is not linear since it includes the products m; (a1) a®*° (2'), which involves
the products 7 (a1) A{"” of unknown variables. To make the problem linear, the following
“>a1,0

substitution 7 (a;) a®°(2') = a*°(2’) can be used. The resulting linear optimization
problem becomes:

max D b(z)W(2) (5.22a)

(W17<i>, . 7w)eH1XFA1><O><{i:1,M,n}XW 2€7
i=1,...,n

subject to
W(z) < Y m(a)R(za1,a2) +
a1€A1
+ 7 Z T (,0|z,a1,a0) @*° (2')  V(z,a9) € Z x Ay; (5.22Db)
(a1,0,2")EA1XOXZ
m(a1) 20  Vay € Ay (5.22¢)
Y om(m) =1 (5.22d)
a1€A1
a™? (2 = ZX?“O% (2 V(ay,0,2") € A1 x O X Z; (5.22¢)
i=1
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SN =m(a)  V(a1,0) € Ay x O (5.22f)
i=1
NS0 V(ar,0,0) € Ay x O x {1,...,n}. (5.22¢)

?lol| |

This is a linear optimization problem within the space R"™41 of vectors of the form

~a1 0 (a1,0)€(A1,0) )
(m, <)\i1’ ) ,W). Constraints ( 5.22b-5.22g) do not depend on b, so the con-

i=1,...,n
straint set and consequently the set () of its vertices do not depend on b as well. Meanwhile,
the maximum for each belief b is achieved at a vertex ¢ € ) and corresponds to the lin-
ear function 87 defined at pure beliefs by §?(z) = W (z). Finally, we obtain the following
expression for the value back operator:

[HV](b) = max minu,q ,, (@7, b) = max VEG . (), (5.23)

q€qQ a2 q€qQ

i.e., HV is the point-wise supremum over the finite subset {8?|¢ € @} of lina. Then, the
following proposition follows, as the problem can be described using a linear program.

Proposition 5.3.2. The subset Vpwrc of V of PWLC functions is stable under H.

The above program is obtained by considering that the defender is maximizing the func-
tion that is minimized by the attacker. The dual problem can be considered and yields a
simple optimization problem. Let us consider the following reward:

RGV) = S spYom@)| Y TE[nabE)malz) | a),

(a1,0)€A1 X0 acl zeZ (a2,2)€EA2xZ
o=o0(a,z,z")

We get that the utility is:

Uy ., () = Y b(2)m(az|2)R(za) +

(ag,z)EAQ X7

‘WZSUPZ Z T (2 |2z,a)b(2) 2 (az2|2) | a(Z)
oc0 @€l z'eZ \ (a2,2)€A2xZ
o=o0(a,z,z")

= Z 7y (ag AN 2) R (z,a) +

(az2,2)EA2xZ

+'stupZ Z T (| z,a)my(ag A z) | a(2),

00 U ez \ (an,2)eAoxz
o=o0(a,z,2")
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h 5 =b . Si HV|(b) = mi V. = mi v
where 75 (2 A as) (2) ma (ag| z). Since [HV](b) min max Ur o min max Upy o
the problem consists of minimizing a number W > max U, ;/1 - Then, [HV] (D) is the solution

a1€A: ’
of the following linear program:

min W (5.24a)
(w4, W)ef0,1)7* 42 xR
subject to
W > Z i (Z/\CLQ)R(Z,Gl,CL2>+")/Z/M7(CL1,O) Va; € A4
(a2,2)€A2xZ 0€0
(5.24b)
W (a1,0) > Z%(CHJQ,O) (2") a; (2)) V(ay,0,1) € Ay x O x {1,...,n} (5.24¢c)
Z'eZ
E(al,ﬁé,o) (") = Z T (2| za) 7 (as Az) V(a7 o) € A x[0,1]7* x O
(a2,2)€EA2xZ
o0=0(a,z,z")
(5.24d)
Z T (2 A ag) = b(2) VzeZ (5.24e)
az€Az
m(zNay) =20  V(z,a2) € Z x Ay (5.24f)

5.3.4 Value Backup Iteration

The authors in [35] proposes a point-wise iteration through algorithm (algorithm 1) which

Algorithm 1: HSVI algorithm for Discounted OS-POSGs [35]
1 while V (bo) -V (bo) > e do

2 L Explore(t°, 1)

3 procedure Explore(b'™', t)

4 if excess; (') > 0 then

5 7t <+ optimal strategy of player 1 in [HV] (bt_l)
6

7

75 < optimal strategy of player 2 in [HV] (b"")

b' « argmax Pyi1 7t 7t (@1,0) X excess; (T (bt_l, ay, T, 0))
(al,o)€A1 xO

8 Explore(b', t + 1)
Perform point-based update of V and V in b'~*

converges the optimal value V* is the fixed point of the backup function H defined for all
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function V: A (Z) — A(Z) by

T,
T1ET] T2ET2 12

[HV] (b) = max min (Eb R (z,a1,a2)] +

+’7 Z IPI;rl,ﬂ'g (alvO)V(T (b7 CLl,Tf‘Q,O))>.

(a1 ,O)EAl xO

The backup value, HV, is the result of the computation of the NE (lines 5 and 6) of the
stage game SG (b, V). Suppose that currently the belief of player 1 is b and the optimal value
function of the sub-game that begins at next period is V. If players have to run decision rules
7 of their choices, then player 1 is immediately rewarded E . [R (z,a1,a2)] in expectation.
Also, he will play some action a; and make some observation o at probability

P! . (ai,0) = > T (2, 0|z, a1,a2) b (2) 73 (az]2)

(2,2,a2)EZXZ X As

and update his belief to 7 (b, a;, 72, 0) defined by

1
7 (b,a1,m,0) () = Br (ar.0) > T(Z 0]z a1,a2) b(2) ™2 (a]2).
L (Z,ag)EZXAQ

1,72
In their algorithm, authors assume players 1 and 2 respectively and simultaneously per-
forming over time a point-based update of upper and lower bounds V' and V (line 9) of the
optimal value V* by the application of the backup operator. To control the propagation of
errors on the beliefs, the authors prove that the algorithm reaches the optimal value at some
period t at which the belief is b with precision € when the excess defined by
excess, (b) =V (b) — V. (b) — p (1)
does not exceed . The function p is a monotonically increasing and unbounded defined on
integer, positive numbers.

5.4 Simulations with Random Strategies

Some simple strategy simulations for both players are presented in this section, that assume
a confrontation between an attacker and a defender acting randomly. We consider an Erdds-
Réyni random graph with 50 nodes and a parameter 0.3 (probability to activate each edge),
and assume the defender’s resources limited at 3 [PSs. See figure 5.8. Both players’ strategy
is a fully random strategy without history. Meaning that the attacker chooses randomly
a susceptible device from an infected device uniformly, and the defender chooses randomly
the edges to allocate IPSs uniformly over the possible edges (edges that connect two not
resistant nodes). A single node, chosen randomly, is assumed infected at period 1 and all
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#i

Figure 5.8: High connected graph

the other nodes are susceptible. We set the probability of transitions I — R to the value
a = 0.5 and the discount factor v to p = 0.99, and we consider the following values of the
ps =1
parameters u; of the reward: g = 10
po = p1=p2 =70

To begin, we observe the impact of the probability to change the default password on the
defender’s utility and also on the extinction time of the worm. Figure 5.9 shows that utility
increases as the nodes are likely to become resistant.

Then, we set this probability of transitions to resistent state to p = 0.1. The simulations
are depicted on figure 5.10. The number of IPSs h also has an important impact on these
two performance measures. Other simulations, run 100 times with p = 0.1, show that the
average utility goes from 83.03 with a 99% confidence interval [23.38, 142.68] to 385.40 with
a 99% confidence interval [355.23, 415.58], when h goes from 3 to 10.

5.5 Conclusion

This chapter makes a census of all epidemic models with compartments S, I and R: 2 S1
models and 14 STR models. All epidemic models known so far are variants of these 16
models. For instance, many epidemics on networks, encompassing botnet spread, are STR
type, with transitions S — I, I — S and S — R. Nodes are not assumed intelligent and
rational, so, to mitigate the propagation actively controlled by an attacker, we oppose a
rational intelligent defender who will certainly play his optimal strategy. Both players are
therefore involved in an end-impredictable scenario, and the transitions are influenced by the
probabilistic decisions of network nodes. To solve the resulting POSSPG, we have proven
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Figure 5.9: Influence of likelihood of becoming resistant
Output of simulations with v =10.99, h=3, p=0.1, ro =1, r3 =10 and a = 0.5.

—o—Infected
——Susceptible u
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Cumulative number of
Infected (I), Susceptible (S) and Resistant (R) devices

140

iterations

Figure 5.10: Evolution of each state categories
Output of simulations with v =10.99, h=3, p=0.1, ro =1, r3 =10 and a = 0.5.

that the VI algorithm holds even when the attacker cannot infer the actions of the defender.
This algorithm, however, is not scalable even for less intricate lateral movement with two
node states, S and I. To circumvent this issue, we propose (chapter 7) an equivalent game
model that accounts the network topology. Another concern to rule out is the use of a
discounted the sum instead of the sum. This is why we propose (chapter 6) another model

83



in which the utility is an extremum reward.
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Chapter 6

Optimizing the IDPS Placement using
a Partially Observable Stochastic
Minimum-Threat Path Game
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6.1 Introduction

In Markov decision processes as in stochastic games, the importance of payoff is captured by
utility. Utility, viewed as a sum or discounted sum, has a computational advantage because of
its interchangeability with mean. Indeed, the probabilistic nature of the transitions prevents
calculations from being based on the exact rewards of the players, and thus requires that the
exact values of the stage rewards be replaced by their mathematical expectations. In this
way, the sum (be it discounted or not) of the mathematical expectation of the stage rewards
is equal, by interchangeability, to the mathematical expectation of the sum of rewards, which
is the utility. This is what guarantees the linearity of the utility function, then the meaning
of the Bellman equation and, finally, the results established in the previous chapter. The
author of [67] presents other utility functions in the framework of MDPs. However, since
the epidemic is a threat to be minimized, this chapter does not consider it as an additive
quantity, but rather expresses the threat as the attacker’s reward. This being the case, the
attacker’s reward over the whole process is not the sum of his stage rewards, on the contrary,
he will choose his strategy on the basis of the mathematical expectation of the maximum
reward. Since the mathematical expectation of the maximum is not equal to the maximum
of the mathematical expectations, this type of situation poses a still unsolved problem of
MDPs. We solve this problem in this chapter.

In sum, the contribution of this threefold:

e We propose a new game model for adversarial epidemic control;

e We study extremum-utility function for two-player zero-sum POSGs, and we set an
algorithm for optimal strategies;

e We prove the convergence of this algorithm in the context of adversarial SR epidemic
control. In fact, we prove this convergence for the more general case two-player zero-
sum POSG where the utility for one player is the overall maximum of the rewards.

The rest of the chapter is organized as follows. In the next section, we prove that a POSMPG
is equivalent to some POSSPG. That is, in Section 6.3, we derive the algorithm from the
algorithm of POSSPG. Then, in Section 6.4, we present the optimal control of the active
threat spread. We end with the conclusion.

6.2 Game Modification

Due to the non-interchangeability of the mean and the maximum, solving a POSG when the
utility is the maximum remains a challenge. However, the case where utility is the sum of
rewards is solved for the discounted sum and for POSSPGs. In order to take advantage of
the resolution of this second type of POSGs, we extend the state of the system by adding
a field that keeps in memory the player’s maximum global reward 2, thus transforming the
initial game into a POSSPG whose NE is that of the initial POSMPG G = (Z, AT, r, bo).
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6.2.1 State-Extended Game

In the remainder of this thesis, we denote M = {u(2'|z,a) : (?/,2,a) € Z x Z x A} the set
of possible rewards in game G. For all application ¢: Z — M, ! we call state @-extended

game or simply extended game, the POSSG G = (2, 0O, A, f, T, EO, Zgoals) defined as follows:
e The extended state space and set of goal states

Z =ZxM and 2goals = Zgoals X M; (61)

e The reward function due to the increase of memory and defined by 7 = —p, where
is defined for all (z,m), (2/,m') € Z x M and a € A by:

~ ’ - 0 if z € Zgoals
A&, m|z,m, a) = { max (m’ —m,0) otherwise ’ (6:2)
where = —r;
e The initial belief defined by:
~ v (2) ifm=p(z)
0 _ :
b (z,m) = { 0 otherwise ’ (6:3)
e The extended transition function defined for all 2 = (z,m) and 2’ = (2, m’) with

2,2 €8, mm €M, and for all a € A and o € O by:

/ < ’
- T (¢, 0lz,a) if { p(2)z,a) <m Or{ w(2|z,a) >m

T (2',m' olz,m,a) = m' =m m' = p(Z'z,a)

0 otherwise
(6.4)

A state of the system in the POSSPG corresponds to a state of the system in the POSMPG
with a number that represents a memory of the last maximum reward attained by player 2.
That is, at the end of each period, the memory is incremented with the eventual additional
reward as the current reward is compared to the last maximum reward attained and this
incremented reward is the reward for the POSSPG.

The following propositions respectively witness the straightforwardness and the impor-
tance of the above definition of the extended POSG.

Proposition 6.2.1. (a) Z is a finite set.
(b) For all (Z,a) € Z x A, T (:|Z,a) is a probability distribution on Z x A.

(c) All state in Zgoals is a goal state.

n the case of epidemic for example, ¢ (2) is the number of infected nodes in state z.
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Proof. From M is the image set of the function p defined on the finite set S x S x A, it
comes that the sets M then Z are finite. The proof of (b) is the following: (1) the obvious
non-negativity of 7" and (2): for all Z = (2,m) € Z and all a € A, we get:

Z T(7,0|Z,a) = Z T (z',m',0|z,m,q)

(7,0)€Z X0 (2 ,m’ ,0)€EZX MXO
- Z T (', m,o|z,m,a) + Z T (', (7|2 a),0lz,m,a)
(2',00€Zx0 (#',0)€Zx0
(2. <m (2. >m
= Z T (,0|z,a) + Z T (7, 0|z,a) = 1.
(2',0)€Zx0 (#',0)€Zx0
w(Z'|z,a)<m w(z'|z,a)>m

For the proof of (c), if (z,m) € Zgoals and m’ # m, from (6.4), T (z,m’, Oreact|2, M, @) # 0
only if u(z|z,a) > m. Since u(z|z,a) = 0, this last statement would contradict the non-
negativeness of the values in M. O]

Furthermore, the state extension makes the POSMPG a particular POSSPG as it is
shown in the following proposition.

Proposition 6.2.2. If the path h = (zt, at, ot)oo is realized in game G and genemtes the out-

put (pe)o, for player 2, then, by taking po = = llp, the associated path h= (z a',o )t )
in game G (with Zzy = (2, my)) and the resultmg output (fir),—, satisfy for all period t >
t—1
= Q= B (6.5)

Proof. By induction. The equations clearly hold for ¢ = 1.

From proposition 6.2.1.(c), if the equations hold until a goal state is reached, then it hold
onward.

Suppose it holds for some ¢ > 1 and no goal state is reached. Note that from (6.4), it
comes:

my if g (zeg1|2e, ar) <my
i { o (zee1l2e, ar) if Z Eztil;ztaatg >my (6.62)
then
My = max (my, fi) . (6.6b)
So, myi1 = r%axtun
From 6.2, if 2; € Zgoais, then
[y = M1 — My. (6.7)

In case z; € Zyouls, for all state 2’ € Z and action profile a € A, we get p(2|z,a) =0 < m
which from (6.4) implies m;; = m;. We also get p;1 = 0. So, equation (6.7) holds in any
¢

case, and my 1 = my + iy = Z Lhn- O
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Then, based on the previous result, we have that the supremum of rewards earned in the
POSMPG is the sum of the rewards earned in the POSSPG and, at the same time, the value
in memory.

6.2.2 Relation between the POSMPG and the POSSPG

We closely examine the relation between the two games, and we prove that their resolutions
are equivalent.

Proposition 6.2.3. Different POSMPGs extend to different POSSPGs.

Proof. Suppose games G = (Z,0,A,T,p,b°) and G' = (2,0, A", T', i/, b°) are equally
state-extended to G = (7, 0,AT,T, l_70>. Immediately, we get O = O = O’ and A =
A = A, and from equation (6.3) it comes b’ = B = b So, from equation (6.1), we
get Z = Z' and the equality of image sets M = {u(2'|z,a) : (2,2',a) € Z x Z x A} and
M = {i (Zz,a): (2,2 ,a) € Z x Z x A}, which, coupled to equation (6.6b), imply the
equality of the reward functions of both POSMPGs. From this equality and equation (6.4),
we get the equality of the transition functions 7" and 7". n

Respectively denote out;, outy and 0 the players 1 and 2 outputs and the history in game
G. Consider the natural projection s: (z,m) —s z of the state space Z of the POSSPG onto
the state space Z of the POSMPG, that consists in relaxing the memory. This projection
induces other projections, that we also denote s:

(i) A projection of the history set H in the POSSPG onto the corresponding history sets
in the POSMPG, defined by s ((z e ):_11 , z”,m”) = ((zt, al, ot)fz_ll , z");

(ii) A projection of the player 2 history set H, in the POSSPG onto the corresponding his-
tory sets in the POSMPG, defined by s ((zt, mt, a’;)?:_ll , 2" m”) = ((zt, a;)j;l ,z”).

Note that player 1 has the same history in both games. That is, each strategy o, for player 2
in the POSMPG induces the strategy o, o s. The converse is established in the following
proposition:

Proposition 6.2.4. For any periodn > 2 and any two histories h1 <(zt, mt, a’, ot);:ll , 2", m’f)

and hg = <(z mb,a', o )t 4 mz) in the POSSPG, if the equality m' = mb holds for
t =1, then it holds for all period t € {1,...,n}.

In other words, a history h in the POSSPG is uniquely determined by its projection
s(h) onto the POSMPG and its first value in memory m' (k). This is, the application

5:h—> (s (ﬁ) ,m? (ﬁ)) is an injection from H to H. It is a bijection by (6.6).
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Proof. By induction. Equation (6.6a) implies that at time ¢ where the system is in state z
with memory my, if action a; is taken and makes the system state transition to z;,1, the new
value m;;1 in memory is known. O]

In a mater of consequence, since a strategy profile ¢ in the POSSPG maps a decision
profile to any extended history, which is nothing but a couple (%, m) composed of a history
R, and its first value in memory m = m' (), for any m, the partial application & (-,m) is a
strategy profile in the POSMPG. Note that m' = ¢ (zl) That is, one strategy profile in the
POSMPG, note it ¢ (6) = 7 (-,m), is associated with the strategy profile o of the POSSPG.

Theorem 6.2.1. The two strategy profiles o and ¢ () bring on the same utility value.

Proof. Suppose the initial state in the POSMPG is z. The initial state is the POSSPG is
Z = (z,¢(z)). The utility value of player 2 is:

Uos (210 () = Es (Z i

= s (e

=

= ng (Z) .

T,

]

The operator ¢ is a bijection from the strategies of the POSSPG to the strategies of
the POSMPG. That is, the two games are played concurrently with equivalent outputs for
equivalent strategies and therefore same actions.

An NE ¢* of the POSSPG exists and is associated with the optimal value function
V* = Uz defined by V* (b) = maxmin Uz, 5,) (b). From the above theorem, V* is also the

o1 o9

optimal value function of the POSMPG, and V* = U,z. Therefore, the resolution of the
state POSSPG is mathematically equivalent to the resolution of the POSMPG. We choose
the computational resolution of the first one. Each player will play in the POSMPG the NE
strategy corresponding to the POSSPG NE.

6.3 Computing the NE of a POSMPG

6.3.1 Solving POSSPGs

An algorithm for POSSPGs is provided in [85] with the assumption that the reward of
player 2 is strictly positive until a goal state is reached. We prove that this assumption
can be relaxed when the POSSPG is the state-extension of game in which the utility is the
maximum. In the remaining of this section, we note

R(Z,a)= Y T(F 0z a)x7(Z%a). (6.8)

(Z',0)€Zx0
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In [85] the authors propose an algorithm that converges only when the instantaneous reward

admits some negative bound before a goal state is reached, i.e., for some Rmax, the inequality
R (z,a) < Rmax holds for all action profile a € A taken in all non-goal state 2 € Z \ Zgoals.
For all period k& > 1, they define the k-cutoff game as the k-period prefix of the POSSPG
with the recommendation that player 1 is forced to play uniform strategy o from period
k 4+ 1 onward. The utility of a strategy ¢ is defined by

S

where b* is the result of the successive updates of player 1’s belief at the end of each of the
k first periods. Authors prove the following results in the general case and use the strict
negativity of the reward of player 1 while no goal state is reached to bound V* — V*~

Theorem 6.3.1 ( [85]). For arbitrary period k > 1, it holds: valz_. < V*F= < V*.

Keeping in mind that V* is bounded, consider the k-horizon limited game of the POSSPG,
for which the utility of any strategy o is defined by

k
Uk (’6) —E (ZR al") ) (6.10)
We then get the following result:
Theorem 6.3.2. For an arbitrary period k > 1, it holds: V* < V%,

unif

Proof. Take any belief b and consider any strategy profile o of the infinite horizon POSSPG
and its restriction, also noted ¢ on the set of histories before period k£ 4+ 1. The negativity

of the function R implies Uz G) S UTH+ @), then Us (5) L Vs (E) So, for the NE %,
it comes V* @) = Uz« (Z) L VHhs <g> O

This result yields the boundedness Yok LV L VR

6.3.2 Algorithm for the Extended Game
Algorithm for the POSSPG with Discounted Sum

The algorithm for the resolution of the extremum-utility POSSPGs is adapted from the
algorithm for the resolution of sum-utility POSSPGs proposed in [35]. This algorithm is
adapted from the algorithm designed for discounted sum-utility POSGs (algorithm 2), with
discount factor any v € (0, 1), which approaches the optimal value V* as the fixed point of

the backup function H defined for all function V': A (Z) — A <Z ) by

(7] (B) = max min <E Bz a0)] +

m €1l ma€lla
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+ v X% Z Pj [ay, 0] x V(T (Z,al,%m))).

((11,0)6141 xO

The backup value, HV, is the result of the computation of the NE (lines 5 and 6) of the

Algorithm 2: HSVT algorithm for Discounted OS-POSGs [85]

Data: bo, v, V= V, V=V
Result: (%t) -1

while 7 ('502 v <b°> > ¢ do
t Explore(b°, 1)

=

N

procedure Explore (gt’l, t)

3

4 if excess; (gt_1> > 0 then

5 70 < optimal strategy of player 1 in [HV] <gt’1)

6 7, < optimal strategy of player 2 in [HV] (Zt’l)

7 b argmax Py, P (a1,0) X excess; i1 <T (Et_l, a, s, 0))
(a1,0)€A1 X0

8 Explore (bt, t+1)

9 | Perform point-based update of Vand V in b}

game termed stage game [HV] (Z) Suppose that currently the belief of player 1 is b and the
optimal value function of the sub-game that begins at next period is V. If players have to run
decision rules 7 of their choices, then player 1 is immediately rewarded EEﬁlﬁz [é (z,a1, aQ)]
in expectation. Also, he will play some action a; and make some observation o with proba-
bility

Pj+ #, la1,0] = > T (Z,0|Z,a1,a) x b(2) X 73 (as|?)

(7' ,Z,a0)EZ X Zx Ag

and update his belief to 7 (g, ai, T, 0) defined by

~ _ ™ 1 ~ _ ~ »
7 (b, a1,7r2,0> ()= > T(F.0lFa,a) xb(E) x T (as]7).

P:- - lay,0
b””m[ ’ ](z,@)ezmg

Authors of [85] assume optimistic players 1 and 2 respectively and simultaneously per-
forming over time a point-based update of upper and lower bounds V' and V (line 9) of the

optimal value V* by the application of the backup operator Player 2 starts with a point-wise
maximum V: b —> max <a b> = max Z a (%) x b (%) over some set T' of linear functions a

ael
zeZ
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termed a-vectors. The update of V adds an a-vector LI (Z) corresponding to an NE strat-

egy of player 1 in the game [HV] <Z> and expands the set I" of a-vectors to I'U {[H V] <E> }
Player 1 starts from an upper bound V of a restriction of the optimal value V* on a finite
set T of beliefs. The update of V at some belief b” consists in (1) updating the defini-
tion of V by V<g> < inf {V (E’) +(U—-1L) x ||g—g’||2}, where U = max R (Z,a),

b'eY (Za)eZx A
L= min R(Z a)and ||| is the euclidean norm, and in (2) expanding T to T U {g”}.
(Z,a)eZx A

The gap V — V_ converges to zero. However, to control the propagation of errors on the
beliefs, define the excess, by

excess (3) =V (1) - 1. (5) - o0

where p is a function defined on integer, positive numbers by

(1) = p(t+1):p(t>_27X5XD,

max R (-) — min R (-) (1—7)xe o

— e

2x (1-7) 2x46 77

p is monotonically increasing and unbounded. The algorithm reaches the optimal value at
some period ¢ when the excess does not exceed e.

5:

and D is any parameter that satisfy 0 < D <

Algorithm for the POSSPG

The boundedness of the value of the POSSPG established in theorems 6.3.1 and 6.3.2 suggests
that one can iteratively apply the value iteration algorithm on the upper and lower bounds
of V**+ and V**= to bound V*. However, the algoritm 2 applies only for discounted infinite
horizon POSGs while the k-cutoff and the k-horizon limited games are finite, and the reward
is not discounted. To adapt this algorithm to a N-horizon POSG with not discounted sum
Gl = (S,A,0,T, R,b°), authors of [85] make the problem an infinite-horizon POSG with
~v-discounted sum G7 = (SV,A,O,T"’,RW,I)O). For v € (0,1), the game G are defined as
follows:

e Games G™ and G have the action and observation sets;

e The set S] of possible states of G7 when n periods remain to be played in M n e
{0,... N} can be iteratively obtained as follows:

S% =supp (b°) x {N} = {(s,N)|s € S and t° (s) > 0}
Sy ={(s',n)| for some (s,n+1) € S}, the transition from s to s’ is possible in Q[N]} ’

2One can take Sy =SxN.
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e The transition function in G” respects the transition probabilities in G (v }, le.:

— T7(0,8',n|s,n+1,a) =T (0,5'|s,a)

— T7(0,s,0[s,0,a) = 1 for an arbitrary fixed observation 0, i.e., there is no effective
transition in G7 when it remains no period to play in GV

R(s,a)
v _
e About the reward function: RY(s,n,a) = AN=n

R (5,0,a) =0

ifne{l,...,N}

Both games have the same value function. So, the value iteration algorithm applies for
the k-cutoffs and the k-horizon limitations of the POSSPG.

Algoritm 3 leverages the boundedness of the value function of the POSSPG between the
finite horizon games to iteratively approach the value of this first value function. Therein,

Algorithm 3: HSVI algorithm for the POSSPG
V*O+

Data: t°, ¢, vals,_,
Result: (%t)t>1
1 k«1
2 Kk‘ —valz .
3 V]H — Y0+ > the zero function
4 while Vk+ <30> — V- (’50) >cand k< K do
5 Explore (ZO, iy
6 | k+—k+1

7 procedure Explore (gt_l, t)
8 if excess;, (gt’1> > 0 then

9 74 <+ optimal strategy of player 1 in [Hv(k_t)ﬂ (@5—1)
10 75 < optimal strategy of player 2 in [Hz(k_t)—] (gt_1>
11 bt argmax Py i - ~ (a1,0) X excessy; <7’ <Et_1, ay, T, o))
(al,O)GAlXO T2
12 Explore(d', t + 1)
13 | Perform point-based update of V(k_t)+ and V9~ in bt

players 1 and 2 respectively play the successive cutoff and limited games (lines 9, 10 and 13).
When a precision ¢ and a number K of periods are given, the algorithm terminates at the
K-th period, unless the precision ¢ is reached before (line 4). The lower and upper bounds
are respectively initialized in lines 2 and 3 at the value of uniform strategy of player 1 and
the zero function.
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We cannot guarantee the convergence of algoritm 3 but at least we can state the mono-
tonicity of the value of the uniform strategy and deduce that the algorithm does not take us
away from the solution.

oo

Theorem 6.3.3. For all belief b in the POSSPG, the sequence (valgunif (Z["])> increases

. n=0
mn.

So, either the sequence is stationary or it converges.

Proof. Recall % = b. Take lowermem, = min {m

(z,m) € supp (E[”}> for some z € Z},
i.e., lowermem,, is the minimum possible value in memory at period n. Player 1 knows that
the memory cannot decrease, so, lowermem,,;; > lowermem,, for all n. O

o~ o

In case (Valgunif (b["]>> is constant from some period N onward, the uniform strategy

=0

achieves the maximum exgected value of lim m" and is therefore the optimal strategy for
n—oo

player 1 from period N onward.

6.4 Algorithm for Defender optimal Strategy

We extend the POSMG with the above function ¢. So, the number of infected nodes at the
beginning of the game is the first value in memory. The game needs not reach the goal state
for the algorithm to terminate. Indeed, it is possible to check out if the uniform strategy
is stationary and from the underlined period onward, the defender should run this strategy.
Note that the defender might be not aware that his strategy m; is already stationary. So,
the algorithm terminates anyway. This verification is made in line 4 of algorithm 3 through
function ShouldContinue (see algorithm 4). To know if the value cannot be improved, the
algorithm checks if the POSMPG has returned to visited state while the maximum number
of infected nodes has not been improved (lines 9 to 18). From the finitude of the state space,
it comes that the algorithm converges. In case needed to force the algorithm to terminate
before the convergence, we keep the control k < K.

6.5 Smart Defense Strategies against Random Attack

Some simple strategy simulations for both players are presented in this section. The simplest
ones assume a confrontation between an attacker and a defender acting randomly, while in
the others at least one player thinks intelligently. We report here results of simulations we
have conducted in order to compare some offensive strategies.

6.5.1 Description

Our stochastic game is a static game, in the sense that both players, attacker and defender,
determine respectively at the beginning of the game which attack and which deception
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Algorithm 4: HSVI algorithm for Adversarial Epidemic Control

Data: b°, valz,_ ., V*Or
Result: (%t)
1 k+1
2 VF- « valumir
3 V' 0+ > the zero function

4 StuckStates <+ () > in the POSMG
5 CheckMemory < —1

6 while Vk+ <30> —Kk* (’50) > ¢ and k < K and ShouldContinue() do
7 Explore (ZO, 1)

t>1

k< k+1
9 Function ShouldContinue()
10 if new maximum number of infected nodes = CheckMemory then
11 if state € StuckStates then
12 ‘ return false
13 else
14 StuckStates <— StuckStates U {state}
15 return true
16 else
17 CheckMemory < ()
18 return true

19 procedure Explore (gt_l, t)
20 if excess; (gt_1> > ( then

21 70 < optimal strategy of player 1 in [HV(’“*H (gt_l)

22 7, < optimal strategy of player 2 in [Hz(k_t)*] (5“1)

23 b argmax Py, = ~ (a1,0) X excessy 1 (7’ (gtfl, ay, T, 0))
(a1,0)€A1 X0 2

24 Explore(b', t + 1)

25 | Perform point-based update of v+ and YD iy !

strategy to play. Then, the botnet propagation process is simulated considering these two
strategies, and two performance metrics are evaluated in order to illustrate the impact of

these strategies onto the system. These metrics are
devices and the botnet time to extinction.

: the maximum proportion of infected
The latter is defined as the smallest period

such that the number of infected devices is equal to 0, i.e. rggl{\ft] = 0}. Several IoT

network topologies are considered for simulations and several types of strategies for both
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players. In order to illustrate performances of simple cyber deception techniques against
epidemic botnet, our case studies are focused on random and smart deception strategies.
Moreover, the attacker’s strategy is restricted to random choice of targeted devices. Based on
these strategies of the attacker (targeted neighbor devices) and defender (IPSs localization),
epidemic propagation is simulated using a discrete events framework that follows:

e given a current state z of the system, for each infected device a targeted number of
susceptible neighbors is determined,

e [PSs edges are selected following the deception strategy used,
e intermediate state a(z) is computed based on previous actions,
e based on user’s probability reaction p and « the system reaches a new state 2’.

Every simulation is performed 500 times, and we plot at each time the 90% confidence
interval. In particular, based on [57], two extreme cases topologies with 50 devices and
different connectivity level are used. Network topologies have an important impact on the
botnet propagation process, as it is shown in the simulations. We consider the following
probabilistic reaction : p = 0.2 and @ = 0.1. It means that 20% of the devices change
their password and 10% of the infected devices accepts the patch. This number seems to
be realistic in botnet propagation, as in order to accept the patch, an IoT’s user has to be
aware that his device is corrupted, which is not usually the case with botnets.

6.5.2 Defense Deception Strategies

We consider several deception strategies for the defender and show their performances in
terms of maximum proportion of infected devices and time to extinction (TTE) of the epi-
demic. First, defender’s strategy is a fully random strategy without history. The deception
strategy is called the Randomized Deception Strategy (RDS). First, the defender de-
termines totally randomly and uniformly the edges on which to allocate IPSs on the overall
network topology. Second, the defender implements a more sophisticated strategy based on
his observation. In particular, once the defender observes an attack trough an IPS edge,
its strategy for the next period is to put an IPS on top of the infected device observed.
Specifically, if an attack from an infected device ¢ and a susceptible device 7 has been cap-
tured by an IPS at period ¢, then, at period ¢ + 1, the device ¢ is in the susceptible state
and the defender puts an IPS on an edge between device ¢ and one of his neighbor except
device j. This strategy is inspired by the one-by-one neighboring contamination process
employed by the botnet and noting that device j cannot be infected anymore from device 1.
A generalization of this deception defense strategy is to consider that the defender can place
several IPSs on top of the previous infected device i. We denote by k-Smart Deception
Strategy (k-SDS) the strategy which consists in placing & IPSs over the maximum A of
available IPSs, on top of any trapped infected device (i.e. an edge that linked any previous
infected device and a non-resistant one). The remaining h — k IPSs are randomly positioning
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on other edges of the network. Note that if the degree d of the trapped infected device is
strictly smaller than A, the h —d—1 remaining IPSs are used to discover new infected devices
randomly in the network.

6.5.3 Low Connected Network Topology

A sparsely connected topology has been generated as an Erdos-Réyni random graph with 50
devices and parameter 0.06 (probability to activate each edge). See figure 6.1. The average

L +28 #27
il 11 33

w23
1

«d0

w33 19
T

#25

Figure 6.1: Sparsely connected graph

degree is 3 and the total number of edges is 75.

Cyber Attack Strategies

Figure 6.2 illustrates the performances in terms of maximum proportion of infected devices
of the k-SDS deception mechanisms against three different cyber attack strategies: unicast,
half and broadcast. These spreading strategies are defined by the proportion of susceptible
neighbors infected by each infected node to which each node transmits the malware. The
unicast strategy consists in making each infected node infect a single susceptible neighbor; the
broadcast strategy consists in making each infected node infect all the susceptible neighbors;
the intermediate half cast strategy consists in making each infected node infect half of the
susceptible neighbors. As expected, the broadcast cyber attack yields the highest maximum
proportion of infected devices in average.

Initial infected devices set

The initial set I of infected devices has a strong influence on the performances of the k-SDS
deception mechanisms related to the maximum proportion of infected devices. In fact, on
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Figure 6.2: Maximum proportion of infected devices in the sparsely connected IoT network con-
sidering the k-SDS strategies with kK = 0,...,8 and h = 8 available IPSs at each period and single
initially infected device Iy = {19}. The cyber attack strategy has a big impact on the mazimum
proportion of infected devices.
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Figure 6.3: Maximum proportion of infected devices in the sparsely connected IoT network con-
sidering the k-SDS strategies with £k = 0,...,8 and h = 8 available IPSs at each period and the
broadcast cyber attack strategy. The deception strategy used has no big impact compared to the
initial infected devices set Ij.

figure 6.3 we observe that the curves are almost flat depending on h but at different levels.
In particular, it is between 35% and 45% when I is a singleton, and between 60% and 70%
for the other larger initial infected devices set. Note that the best deception strategy is the
2-SDS mechanism in this case.
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However, the k-SDS mechanisms do not have the same performance in terms of botnet
extinction time as illustrated on figure 6.4. Particularly, when the initial set of infected
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Figure 6.4: Time measured in periods to botnet extinction in the sparsely connected IoT network
varying k over the h = 8 IPSs available at each period with the broadcast cyber attack strategy.
For this metric, the deception strategy used has an important effect when more than one device is
initially infected: 1-SDS makes three times less periods to extinct the botnet compared to the 7-SDS
mechanism, when the initial set of infected devices is larger.

devices is larger, i.e. [y = {19,38,4,12,22,47}, the performance ratio between the 2-SDS
(best one) and 8-SDS (worst one) is around 3, meaning that it takes 3 times more iterations
in order to extinct the botnet. This observation means that the exploration usage of IPSs
is important in this case. In fact, IPSs are used to cure infected devices but also to discover
new infected devices in the network. Then, it is not optimal to put all IPSs around infected
devices.

6.5.4 High Connected Network Topology

Another Erdés-Réyni random graph with 50 devices and parameter 0.3 (probability to acti-
vate each edge) has been generated. The average degree is 15.36 and the network is composed
of 384 edges.

cyber attack strategies

A very interesting observation is that cyber attack strategies do not have the same impact
on the maximum proportion of infected devices in average, and specifically the broadcast
cyber attack does not lead to the higher value. Precisely (figure 6.6), the half cyber attack
strategy, which consists in choosing to propagate the botnet to half of the susceptible device
neighbors from each infected ones, yields to 60% of maximum proportion of infected devices
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Figure 6.5: High connected graph
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Figure 6.6: Maximum proportion of infected devices considering several cyber attack strategies.
Broadcast cyber attack does not lead to the worst scenario in terms of the maximum proportion of

infected devices. In fact, by contaminating too many devices, botnet can be more easily detected by
IPSs.

whereas the broadcast cyber attack only 40%. This can be explained as contaminating too
many devices, botnet can be more easily detected by IPSs.
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Initial infected devices set

The set I of initial infected devices has also an important impact on the performances of
the k-SDS. As illustrated on figure 6.7, the smallest maximum number of infected devices is
obtained with the 3-SDS mechanism when Iy = {19} is a singleton whereas it is the 7-SDS
mechanism when the initial set of infected devices is bigger, i.e. Iy = {19, 38,4,12,22,47}.
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Figure 6.7: Maximum proportion of infected devices in the high connected network considering
the k-SDS strategies with £ = 0,...,20 and h = 20 available IPSs at each period. An exploration-
exploitation type of phenomenon is observed and the optimal deception strategy seems to be the
3—SDS one.

Note also that, as expected as the epidemic has more sources and therefore has a more
powerful contamination strength, the smallest maximum number of infected devices obtained
in both cases has a ratio of around 50%, i.e. values are less than 30% for I, singleton and
60% for the other case. Finally, a last interesting observation is that there exists some kind
of plateau such that increasing k& does not lead significant improvement of the metric. This
phenomenon can be explained as when so much IPSs are placed around infected devices, less
are used to discover other infected devices in other places in the network. Do not forget that
IPSs have such a double goal, to cure for an infection and to discover infected devices.

Similar plateau is observed on the botnet time to extinction, on figure 6.8. In fact, as
we have seen in the model description, botnet epidemic is a stochastic process such that
when no device is infected, the botnet does no more exist. A very interesting observation
about this metric over the simulations is that the 6-SDS mechanism leads almost the same
performance in terms of botnet time to extinction for both initial infected devices sets.
The values obtained through the simulations are 87.85 and 102.89, which are pretty close,
whereas for the 20-SDS the gap is enormous (245.28 vs 1378) and also for the 0-SDS (104.5
vs 585.22) with both a ratio of 5. It shows that choosing a good deception mechanism has
an important impact on this metric and also that a medium value of k£ such that enough
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Figure 6.8: Time measured in periods to botnet extinction in the high connected network varying
k over the h = 20 IPSs available at each period. It takes 5 times more periods in order to eradicate
the botnet using the 18-SDS compared to using the 4-SDS.

IPSs are available to discover new infected devices, leads the best performances for this type
of deception strategies.

6.5.5 Comparison of RDS and k*-SDS for High Connected IoT
Network

We have observed that for each value of h available IPSs at each period, there is an optimal
value k* that minimizes our performance metric. Here the strategy of the attacker is fixed to
the unicast cyber attack which is one of the simplest cyber attack to implement because the
first neighbor device in the susceptible state can be targeted. Then, this section illustrates
the best-response strategy of the defender against such cyber attack over a particular set of
smart deception strategies. We denote by £*-SDS such optimal deception strategy in the set
of all k-SDS for a given value of h. The value k* means that k* IPSs are used to control
local infected devices on top of an infected one (exploitation), and h — k* IPSs are randomly
positioned in other edges in order to capture other cyber attacks of the botnet (exploration).

For both metric, performances of k*-SDS and RDS are pretty close when A is small, i.e.
h =1 (see figures 6.9 and 6.10). But, as we observe on figure 6.10 for the botnet time
to extinction, the performance of k*-SDS outperforms a lot the RDS mechanism when h
becomes larger.

Increasing the number of IPSs improves the number of periods in order to eradicate the
botnet with both £*-SDS and RDS strategies as observed in figure 6.10. But we can see
that even for small number of IPSs h = 4, the k*-SDS strategy is very efficient compared to
RDS. When Iy = {19, 38,4, 12,22,47} it takes only few hundreds of periods to eradicate the
botnet using 4-SDS, whereas it takes almost 6000 periods using RDS.
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Figure 6.9: Comparison of the maximum number of infected devices with the £*-SDS and RDS
deception mechanisms in the high connected network. When h is small, both k*-SDS and RDS have
similar performances for both initial infected devices scenarios. Whereas, as h is increasing, the

gain in terms of reduction of the mazximum number of infected devices is getting better and better
for the k*-SDS compared to RDS.
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Figure 6.10: Comparison of the time to epidemic extinction of the £*-SDS and RDS deception
mechanisms. k*-SDS outperforms significantly RDS when h becomes larger enough.

6.5.6 Comparison with Defense Techniques in the Literature

Finally, figure 6.11 illustrates the performances of our 6-SDS defense mechanism compared
to traditional defense techniques which are the user-based and the network-based approaches
[43], on the average number of infected devices for the highly connected network topology.
The user-based technique assumes that each infected device recovers itself, for example

104



by installing the patch. The network-based technique assumes that a network authority
disconnect the device in order to recover it. For the simulations, each infected device is
disconnected of the network during one period.

Our scheme outperforms largely this two traditional defense mechanisms. After only 50
periods, the number of infected devices is less than 5% with our technique compared to
more than 25% for the network-based approach and 65% for the user-based. The user-
based technique has very bad performances because only individual decisions are performed
and moreover, not all infected devices will be restored because it depends on the user’s
probability « to install the patch. For all the simulations, we have considered the same
probability e = 0.1 in order to be consistent for the comparison between the different
defense mechanisms. Then, we conclude that IPSs based cyber-deception defense technique
outperforms both traditional user-based and network-based approaches.
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Figure 6.11: Comparison between user-based, network-based defense mechanisms and our IPS
6-SDS mechanism with 20 IPSs. Our smart deception strategy outperforms largely both traditional
defense techniques.

6.6 Importance of the Degree

We supervised other simulations showing this time the impact of using an offensive strategy
taking into account the network topology. For this experiment, a graph of 50 nodes was
generated by the Erdos-Réyni method, each edge being activated with a probability of 0.3.
We assume that the defender plays a 2-SDS with 8 IPSs available. Here, we present the
result of simulations performed with two strategies for the attacker, which we refer to as
k-smart attack strategies (k-SAS). As presented on figures 6.12 and 6.13, the k-SAS consists
of propagating the worm from each infected node to a proportion of k£ of its likely higher
degree neighbors, the degree of a node being defined as the number of its neighbors. In
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Figure 6.12: 30-SAS against 2-SDS At each period, the attacker transmits the worm to 30% of the
higher degree susceptible neighbors of each infected nodes, while the defender allocate 2 IPSs for
exploitation and 6 IPSs for exploration. The epidemic reaches a peak of 13 nodes.
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Figure 6.13: 60-SAS against 2-SDS At each period, the attacker transmits the worm to 60% of the
higher degree susceptible neighbors of each infected nodes, while the defender allocate 2 IPSs for
exploitation and 6 IPSs for exploration. The epidemic reaches a peak of 8 nodes.

the trial conducted, the 0.3-SAS produced a peak of 13 infected nodes, higher than the
peak of 8 infected nodes produced by the more aggressive 0.6-SAS. This suggests that the
degree of the node the attacker chooses to infect plays an important role in the spread of
the epidemic, and that it is therefore counterproductive to attack any node without first
assessing its importance.
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6.7 Conclusions

The control of strategic ST R epidemic spread with opposite decision makers can be studied as
POSMPGs with infinite horizon two-player zero-sum POSGs with goal states. The outcome
of any player is captured by the overall extremum value in the instantaneous utility. The
overall maximum value in the outcome of the attacker is the peak of the threat, and the
defender aim to minimize it. To circumvent the non-interchangeability of the mean and the
maximum, we derive a POSSPG from the POSMPG that admits the same optimal strategy
profiles. Henceforth, the resolution of the first game may be done through the resolution
of the latest one. However, unlike in [85], our POSSPG may generate zero reward while
a goal state is not yet reached and, consequently, the boundedness of the optimal solution
determined by the previous authors is not proved in our context. Nevertheless, we iteratively
bound the optimal value of our POSMPG between the optimal values of two fine horizon
POSGs. In order to obtain the algorithm for our inferred POSSPG, we first transform the
finite horizon POSGs into infinite horizon discounted sum POSG, then the optimal value of
the infinite horizon game is iteratively approximated by the point-based update of the finite
bounds. We finally propose an algorithm that converges in the particular case of epidemic
control.
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Chapter 7

Using Graph Centrality for Smart
Defense
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7.1 Introduction

Chapters 5 and 6 propose two one-sided partially observable stochastic game framework to
determine an optimal strategy for the defender. The proposed value iteration (VI) algorithm
presents a major problem related to scalability (number of nodes for which the solution is
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applicable). To overcome this problem, some authors have developed in [31] a so-called
double oracle algorithm coupled with a compact representation of the defender belief. This
approach allows to increase the scalability of the solution up to 40 nodes in the context
of lateral movement problems with lower dimensional state and belief spaces. Meanwhile,
the epidemic control problem generally applies to networks with numerous devices and,
henceforth, requires more efficient tools.

To overcome this problem, we still model our epidemic process using well-known compart-
mental framework like the STR framework. However, rather than proposing history-based
strategies, and its high memory-consumption value iteration algorithm, we seek for a smart
defensive strategy based on the possibility of threat transmission. To this end, we take into
account the network topology, which consists in integrating the fact that the conflicting
agents take their actions regarding the importance of the nodes in the network. Several
metrics capture the importance of a node in a network, of which the degree, the eigenvalue
centrality, the betweenness centrality, the local centrality with coefficient and the closeness
centrality are among them [13,50].

The centrality of a node is interpreted here as the ease with which its position allows
the attacker to reach the greatest number of targets. This leads us to model the conflict
as a two-player game on a graph between the attacker and the defender. The attacker
sequentially chooses which hosts to attack, with the goal of increasing its reachability to as
many other nodes as possible, possibly in several hops. Knowing this, the defender opts for
an IPS deployment strategy that is supposed to minimize the potency that the attacker will
realize. It is important to remember that neither player can guess the other’s strategy unless
they know the equilibrium strategy profile. The purpose of this chapter is to determine the
Nash equilibrium of the game thus defined. The assumption of partial observability on the
attacker side, according to which only the attacker knows the state of the network, remains
valid.

Before the formal definition and clear resolution of this game, section 7.3, we introduce
the notion of centrality in a brief reminder on graph theory in the next section.

7.2 A Short Overview on Graph Theory

7.2.1 Definition of a Graph

A graph can be seen as a set of relations between elements, where the term relation can refer
to a social link, a communication channel or something else. In [9], authors formalize this
understanding of a graph as tuple G = (V, E, ¢), where V' and E are disjoint sets and ¢ is
an application from E to V2. However, this most general definition may be assigned to the
multigraph. More restricted notions of graph are given later in this subsection. Multiple
relationships may exist between two elements. ¢ (e) = (u,v) means that e is a relationship
from u to v. If applicable, u and v are called the ends of e, then u and v are neighbors
of each other or, equivalently, v and is said to be adjacent to u. e is called a self-loop
or a link, depending on whether u = v or u # v. A graph without self-loop is said to be
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simple. Elements of £ are referred to as edges, elements of V' are referred to as vertices
or nodes, and ¢ is called the tncidence function. For example, figure 7.1 represents
three multigraphs with the same set of vertices, V = {1,2,3,4}. On figure 7.1a, the set

3
(4] 31
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€5 €5
) /63\’ . . /\/ .
7/ \2/ -
W €1 )—’2)
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(a) A non-directed graph (b) A directed graph (¢) An undirected graph

Figure 7.1: Example of multigraphs

of edges is E = {ey, e, €3, €4, ¢35} and the incidence function ¢ is defined by ¢ (e;) = (3, 3),
o (e2) = (2,3), ¢(e3) = (1,2), ¢ (eq) = (1,2), ¢ (e5) = (2,1). Edge e; is a self-loop and the
other edges ares links.

When there is at most one relationship from any element a to any other element b, i.e., ¢
is an injection of E in V2, if in addition there is no self-loop, the graph is said to be directed:

Definition 7.2.1 (directed graph). A directed graph is any tuple G = (V, E) such that V
is any set and E C V*\ 6 (V), where § (V) = {(a,a) |a € V'} is the diagonal of V.

There is a one-to-one corespondance between finite directed graphs on V and |[V| x |V/|
matrices of coeficients in {0,1} and 0 in the diagonal. Such a matrix is called adjacency
matrixz. The coeficient at i-th line and j-th takes the value 1 iff j is adjacent to ¢. In
figure 7.1b for example, the edges are e; = (2,3), e, = (1,2) and e5 = (2,1), and the

0100

adjacency matrix is . A symmetric adjacency matrix means that (i, 7) is an

1 01 0
00 0O
00 00
edge iff (j,4) is an edge, and the graph is said to be directed.

Definition 7.2.2 (undirected graph). An undirected graph is any tuple G = (V, E) such
that V' is any set and E € Py (V) is any subset of E of two elements.

Except for this subsection, throughout this document, a graph is always undirected.
In figure 7.1c, the edges are e = {2,3}, er = {1,2} and es = {1,3}, and the symmetric
01 10

adjacency matrix is

O = =
oo

1
0
0

o O O
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The number of neighbors of a node j, i.e., the sum of coefficients in the j-th line of the
adjacency matrix, is the degre of the node. When all nodes have the same degree, the graph
is said regular.

7.2.2 Paths in a Graph

For all N € N*, any sequence w = (en)nN:1 of edges of a multigraph, for which there exists
a sequence (v,)" 1" of vertices such that ¢ (e,) = (vn,vn11) for all n € {1,..., N} is called
a finite walk. The walk is said closed if the two ends are equal, i.e., if v, 1 = vy; it is
called trail if no edge is repeated, i.e., if e,, # e, for all m # n in {1,..., N}. A trail for
which all vertices are different is called path. A closed trail is called cycle. In figure 7.1a
for example, (e5,e4,€2,€1) is an open trail with sequence of edges (2,1,2,3,3), (e5,€4) is a
cycle and (es, eq, €9, €1) is not a walk. Any link is a walk.

If the set of indices is N*, the walk is said semi-infinite, and is called a ray. If the set of
indices is Z, the walk is said infinite. For a sequence w taken in a graph, first check if any
edge is repeated 2k + 1 times (k € N*) consecutively and remove it k times. The sequence
w called walk if the remaining sequence w’ meets the property e}, Ne;, ., # 0 at all positions,
i.e., if the remaining consecutive edges are adjacent. A walk in a graph can be more simply

defined as any sequence of alternatively vertices and edges, i.e., ((vn, en)fj:l ,eN+1> [60] for

a finite walk, (v, e,),cn- for a semi-infinite walk, and (v, e,),,c, for a infinite walk, such
that it always holds e,, = {v,, v,411}. The length of a finite path is the number of its edges.
Two nodes are connected if they are the ends of some path. When all nodes are connected
to each other, the graph is said connected. If all nodes are neighbors, the graph is said
complete.

7.2.3 Graph Random Generation

One important thing while performing simulations in network study is the random generation
of a graph. The random generation involves an algorithm that will generate the graph, called
graph generator, and the rule that the generator will follow, called graph model. [22]
proposes a survey of these models. It defines a random graph for some set of vertices as
“any model wherein is specified a probability distribution over a set of graphs”. The model
used in this thesis is the Erd6s-Réyni one. In this model, the generator assumes that all
nodes are “non-activated”, then it activates nodes independently to each other with the same
probability. The model may be expressed with the probability p of each edge activation, and
noted G (v, p), or with the number N of edges to activate of each node, and noted G (v, N),
where v is the number of vertices.
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7.2.4 Graph Nodes Influence
General Definition of the Centrality, Degree Centrality

Degree can be used to measure the popularity of nodes in a graph [93], insofar as popularity
can be seen as the number of nodes with which the node is connected. The degree effectively
captures influence when nodes are in communication with each other, with each node com-
municating only with its immediate neighbors. This is the case, for example, in an attack
that consists of injecting a worm into a device that will be propagated to its immediate
neighbors to damage them. In this case, the attacker will give priority to the nodes with the
highest degree. If, on the other hand, the attacker has a specific target in the network, she
will target the nodes closest to it. In this case, importance is more a function of distance. If
the attacker has to scan the network to identify her target, she will look for the node that is
most influential in terms of its ability to reach any target. To propose a formal definition of
the influence, also called centrality, without loss of generality, we assume that all vertices of
the graph are positive integers.

Definition 7.2.3 (centrality). A centrality measure is any application c: Py (N*) —
(]R+)N , i.e., for all set E of pairs of positive integers, c¢(-| E) is an application from N* to
R.. For all positive integer i, the number ¢ (i | E) is the centrality value of i.

Intuitively, if F is the set of edges, then the set of vertices can be restricted to V = U e

eclk
and only these nodes may have a positive centrality. When the set E of edges is given, the

centrality measure will be simply noted ¢, and the centrality value of a node 7 will be noted
c (i) instead of ¢ (i | E).

The degree centrality for example is the centrality defined by c (i) = |N;|, where
N; ={j|j € E} is the set of node ¢ neighbors.

Some Other Centrality Measures

The closeness centrality of a node is the average distance between the node and all other
nodes in the graph. In the example above, which considers an attack on an unknown target,
the attacker will prioritize the nodes with the largest closeness centrality. Regarding this
measure, the more central a node is, the closer it is to all other nodes:

Ccloseness (Z) = Z ; (71)

jEE d(l7.])’

where d (i, 7) is the distance between nodes i and j, i.e., the length of the shortest path
between the two nodes.

The etgenvector centrality assigns relative scores to all nodes in the network, based on
the concept that connections to high-scoring nodes contribute more to the score of the node in
question than equal connections to low-scoring nodes. The centrality of a node is determined
from its direct connections with other nodes, and its power is derived from the centrality
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values of these neighbors directly and other nodes in the network indirectly. From the Perron-
Frobenius theorem, the adjacency matrix admits at least one positive eigenvalue [80]. Take
the largest one, A. If x is the vector whose components are the eigenvector centrality, then
x is the eigenvector associated with the eigenvalue A. Concretely, if x is the influence vector
of the nodes of the graph, Ax is the vector returning for each node the sum of the influences
of its neighbors. Thus, the equality

A=) (7.2)

means that by multiplying the influence of each node by the same constant A\, we obtain
the sum of the influences of its neighbors. This means that the influence of each node
is proportional to the sum of the influences of its neighbors. This measure is therefore
applicable if the influence of each node is only related to that of its neighbors, for example
for feature selection some affinity relationship is defined in the set of features [71].

Since information circulates in a network, if we admit that to go from a source to its
destination it will always go through the shortest path, then the importance of a node ¢

ot (1)

st
the minimal paths connecting s and t. The influence of a node seen as the sum of these values
on all pairs of the graph is called betweenness centrality. More precisely, the betweenness
centrality is defined by

relative to two vertices s and t is the proportion of the paths passing through ¢ among

Chetweenness (Z) = Z Ist (Z) ) (73)

o
s,tel st

sFEIFEL

where oy (i) is the number of minimal paths connecting s and ¢ through i, and oy is the
total number of minimal paths connecting s and t.

7.3 Centrality Game

7.3.1 Reward Associated with an Action Profile

The centrality game is the (static) two-player zero-sum partially observable game defined
as follows:

e The strategy makers and the actions are the same as in the stochastic game defined in
chapter 5, i.e.:

— The two players are the defender (player 1) and the attacker (player 2), and the
system is the network (with the nodes),

— the players actions are defined in equations (5.2), namely, defender actions are
of type W € P, (%) and an attacker actions in state z is any sequence Tar =
(Tar;),.; € (3.)" of edges such that any two edges with distinct infected ends are
disjoint, i.e., i # j should imply u N v = @ for all edges v and v members of Tar;
and Tar; respectively (see equations (5.1) for the stake),
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— After the players’ actions, each infected node transitions to susceptible state at
probability «, and each susceptible node transitions to resistant state at proba-
bility p;

e The rewards are determined by the nodes and are additive. Namely, each node rewards
with its centrality: the defender if it becomes susceptible, or the attacker if it becomes
infected.

When an action profile (W, Tar) € A; x Ay is taken, the centrality value of any node is
rewarded to the defender, if the node transits from infected to susceptible, or to the attacker,
if the node transits from susceptible to infected. The expected partial reward of the defender
is depicted in table 7.1, where ¢, stands for the centrality measure of node k. The reward

ATTACKER:
Propagate 1 — 57

Propagate No propagate
({i,j} € OTar) | ({i,j} & OTar)
Watch
) (1—p)ci 0
DEFENDER: Watch {i,}? {4} e W)
No watch (-a)e ;
({i.it ¢ W) e

Table 7.1: The defender’s expected reward resulting from a joint action (W, Tar) on one edge

associated with an action profile (W, Tar) € A; x A is

R (W, Tar | z) = E (1—p)c; — E (1—a)cy.
{i,j}eiﬁ‘:zﬂITar\W: {i,j}eﬂszr}Tar\W:
i€ i€

Remark 7.3.1. In case there are exactly or less than h edges in the stake, the centrality
game 1s no worth termed so since the defender will actually have no more than one option.
So, in the remaining of this section, we assume that the stake contains more than h edges.

7.3.2 Reward Associated with a Strategy Profile

Players play strategies m € A (A;) and 7 : Z — A (Ay). Denote II; the strategy space
for player i. The expected reward of the defender with belief b € A (Z) when the strategy

profile m = (71, m2) is R (7w|b) = Z b(z , where
z2€Z
R (n|z) = > m (W) (Tar|z) R (W, Tar| 2)
(W,Tar)EAl X Ag
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= > T (W) my (Tar|2) (1 — p) i +
(W,Tar)EAl X Ag
{i,5}€S%.NTar;NW:
i€l
+ > m (W) my (Tarlz) (0 — 1) ¢
(I/V,Tar)EAl X Ao
{i,7}€%.NTar; \W:
i€l
= Z Z m (W) me (Tar|z) (1 — p) ¢; +
{3,7}€%.: (W, Tar)€A1 x Az :
iel {i,j}eTar,N\W

+ > > m(W)m(Tarlz) (a — 1) ¢
{’i,j}ESZ: (W,Tar)EAl X Ag:
iel {i,j}€Tar,\W
= Z m ({7, 5}) m ({4, }Hz) (1 — p) ci +
{i,7}€%.:
i€l
+ Y (=m{i, ) m{ij}Hz) (= 1) ¢

{i,j}€5:
el

=Y ) m (i )]e) ((1 et (1-a) ) '

{i.j}e8::
iel
=Y —a)m{iit) e
{1,j}€8.:
icl
= > m{ijh) (Wl ({i,J}) ((1 —pei+(l-a) Cj) —(1-a) Cj>>
{1,j}€8.:
i€l
m (u) = Z m (W) and 7o (u|2) Z 7o (Tar|z) being respectively the probabilities
WeA;: Tarc As:

ueWw u€Tar
that the defender watches edge u and the attacker targets edge .

So, the expected reward associated with the strategy profile 7 under the defender belief
b is

Rl =" S m (fi ) me (0.5} ]2) b <>(< p)ci+(1—a)cj)

2€Z {i,j}€3;:
=Y > (—a)m{ij)b()g

iel
2€Z {i,j}€3,:
iel
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=Y Y m)be) <m (@) (A= et 1-a)g) - (1 -a) )

2€Z {i,j}€S3,:
i€l

or

R = 3 (i) m ({i.}D) ((1 _pa+(l-a) )

{i,j‘}EEISz:
- > (I—a)m ({i,j}b) ¢
{ij}es:
= > m{i,j}b) (m ({7, 7}) ((1 —pla+(l—a) cj> —(1-a) Cj>-
{i,7}€%.:

icl

One can also write

R(xb) = Y mi(u)er(ub,m) — Y (ulb,m2) (7.4)

ueﬂBz UESZ

= > m(ulb) g (ulm), (7.5)

ueSR,
where, for all edge u = {i,j} with i € I,
U1 (ulb, m2) = (1 — a) m2 (ulb) ¢

is the expected marginal loss of the defender for not protecting the edge u, (1 — p) m (u|b) ¢;
is a sort of attacker marginal “preserved advantage” if the defender does not protect the
edge u,

o ultms) = ) (1= s+ (1= )

is the defender’s marginal resulting unsatisfaction for not protecting the edge u,
pelulm) = m) (A= pet-a)g) - 1-a)g
= m - pa- (1-m W) 1

is the expected reward of the defender in case the attacker targets edge u, and

my (ulb) = ) ma (u]2) b (2)

UESZ
is the marginal probability that the attacker spreads the virus through edge u, given that
the defender’s belief b. Note that:
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1. Forall z € Z and all w € E\'$,, we have m (ulz) =0

2. Forall u € E\ S, with $, = U %., we have m (u) = 0, where

z€supp(b)
supp (b) ={z € Z : b(z) # 0}

is the support of the probability distribution b.

7.3.3 Best Responses to Players’ Strategies

Remember that the defender wishes to maximize the payoff, while the attacker wishes to
minimize it. This subsection advices each player when the opponent’s strategy is known.

Best Response of the Defender to the Attacker’s Strategy

A strategy 7 for the defender is a best response to some strategy my of the attacker when 7y
maximizes the reward R (7|b) = Z 1 (u) o1 (ulb, m2) Z 1 (u|b, m3). And the maximum

UESZ uGSBz
payoff for a fixed attacker strategy mo and consequently fixed coefficients ¢; (u|b, m2) and
11 (u|b, my) corresponds to the maximum of the Z m (u) ¢1 (ulb, m2)’s and is obtained by

ued,
taking m (u) = 0 whenever u is not top ranked according to ¢ (:|b, m2), i.e., the defender

does not have the greatest marginal unsatisfaction in expectation.

Note that the marginal probability distribution m; over %, should be consistent with
some probability distribution over A;, and this is true only if the number of edges to watch
is important enough to receive all the IPSs. In other words, the defender should focus on
the h-top ranked v € 5,. To express this mathematically, define over the stake the rank

r(ulb,m) =1+ ’{U € By : 1 (v]b,me) > @1 (ulb, m2) }‘ that should guide the choice for the

defender.

This done, m; best responds to my iff 1 (u) = 0 whenever r (ulb, m2) > h, i.e., iff 1 (u) =0
for all u not in the set SL; (7o) {U €8y 7 (v]b,m) < h} of the h-top ranked in the stake
according to ¢1 (+|b, m2). However, for all u € 8, w1 (u) = 0 iff

VW e A, veW=mW)=0.

Practically, this means that the defender focuses on edges u with maximal values of ¢ (u|b, m3)
and ignores the other edges, which is always possible. SL (73) is the short list for the de-
fender best responding to mo attacker strategy. The effective probability distribution over
this short list should meet some probability distribution over A and it is not excluded that
m1 (u) = 0 for some u € SL; (7).
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Best Response of the Attacker to the Defender’s Strategy

Similarly, a strategy mo for the attacker best responds to some strategy 7 of the defender
when 7y minimizes the reward R (7|b) = Z Z 7o (u|2) b (2) @2 (u|my). And the minimum

ueS; 2€Z
reward, for a fixed defender strategy m and consequently fixed coefficients o (u|m;) and

b(z), is realized if m (u]z) = 0 in any possible state z (b(z) # 0) in which s (u|m) is not
minimal, i.e., if, for all possible state z € Z, m (u|z) = 0 whenever u is not in the set
SLy (m1) = {v € 8y : Vo € By, o (x|m1) = a2 (v|m1)} of o (+|7m1)-minimally valued possibili-
ties in the stake. However, for all u € S, w5 (ulb) = 0 iff

Vz € supp (b) , m2 (ul2) = 0,
and 7 (u]z) = 0 iff
VTar € Ay, u € Tar = my (Tar|z) = 0.

Practically, this means that when the network state is z, the attacker may transmit the virus
through some edge u only if s (u|m) is minimal over the stake. In other words, the attacker
transmits the virus through the edges of lower expected reward for the defender. SLs () is
the short list for the attacker best responding to the defender’s strategy ;.

7.3.4 Nash Equilibria

At Nash equilibrium (NE) 7* = (7], 7;), each player best responds to his/her opponent’s
strategy and therefore, for all u ¢ SL,, (7_,), player n assigns the probability 0 to w.

Lemma 7.3.1. If SL; (73) # 3, then SLy (73) € SLo (7]).

At NE, unless the short list for the defender extends to the hole stake, all member of this
short list is in the short list for the attacker. In other words, unless the defender wishes to
watch all edges, he does not care attacker’s a priori irrelevant targets.

Proof. Suppose that SL; (73) # 8, and take any u = {i,j} € 5, \ SLy (7)), with i € I.
For all z € Z, if b(z) # 0, then 7 (u|z) = 0. So, for all z € Z, it holds ¢; (u|b,7;) =

75 (u]2) b (2) ((1 —pc+ (1—a) cj> = 0. That is, u is minimally ranked according to

¢1 (+|b, m3) because o1 (v[b,75) = 0, Vv € .
Since SL; (m3) # 3, at least one v € &, is not h-top ranked according to o1 (+|b, 75). As
©1 (v|b, m3) = 0, we conclude that, u & SLy (73). O

Lemma 7.3.2. 1. Forall{i,j} € SLy (73), all{k,l} € SLy (77)\SL1 (73) and all {z,y} €

* . ) ) Cj 20> ¢y
Sy \ SLo (77), with i,k,x € I, it holds: 6> o e ({i,j}) >0

2. For all pairs {k,l} ,{K '} in SLy (77) \ SL1 (75) with {k,k'} € I, it holds: ¢; = ¢y.
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At NE: (1) the defender protects centrality values down to a certain threshold #; while
the attacker targets centrality values down to a not more important threshold 6y; (2) all
possible attacker target nodes that the defender should not protect have the same centrality
value. Note that this lemma does not state that SLg (7]) \ SL; (73) is a non-empty set.

Proof. From {k,l} ¢ SL; (7}), it comes 7} ({k,(}) = 0. From {k,l} € SLs(77), it comes
that o ({k,1}|7]) = — (1 — @) ¢; is minimal. This point witnesses the second statement of
the lemma. Note that {z,y} & SLs(7]), and from lemma 7.3.1, {x,y} ¢ SL; (7). So,
71 ({z,y}) = 0. Then ¢, ({z,y}|7]) = — (1 — a) ¢, and, since @, ({k,l}|7]) = — (1 —a) ¢ is
minimal, it comes — (1 — ) ¢, < — (1 — «) ¢, and, consequently, ¢; > ¢,.

In addition, the minimality of oo ({k,[}|7]) also applies to ({i,7}) and, therefrom,

the equality 77 ({7,;}) ((1 —p)ci + (1 —a) cj) —(1—a)c; = — (1 —a)¢. Then, we get

m ({i,7}) ((1 —p)c+(1—a) cj) = (1 —«a)(¢; — ¢). The positivity of ¢; — ¢ relies on that
of (1—p)ei+ (1 —a)c;. O

Theorem 7.3.1. For some centrality values 6, and 65, it holds:
1. SL, (Wip) ={{i,j} €Sy jeS<c;20,}, forp=12;
2. 0y < 0y;
3. If 03 < 6, then no centrality value can lie in the interval (65, 6).

Proof. Consider 8, = min Ctarget, 0T p = 1,2. By this definition, ¢; > 0, for
{source,target}€SL,, (ﬂ’jp):
targeteS

any {7, j} € SL, (Wip). Conversely, on the one hand, take any {k,[} € $, such that ¢; > 6,.
The minimum value 6, is attained for some {k’,I'} € SLy. Then, from the inequality ¢; > ¢y
and lemma 7.3.2 (point 1), it comes {k,l} € SL, (7*,). Indeed, if {k,I} € &, \ SL, (7*,,),
then ¢; < ¢y. On the other hand, take any (7,5) € $ such that ¢; > 6;. Point 1 is proven.

Since SL; (73) C SLy (77) and from the definition of 8,, p = 1,2, we have 6, < 6; (and
more specifically 0y < 6 iff SL; (73) C SLy (77)). Point 2, is proven.

For the proof of point 3, let’s assume that there is {z,y} € SLy (7]) and {i,5} € 5,
with y,j5 € S such that 6, = ¢, and ¢; is in the space (62,60;). In this case, {i,j} €
SLy (77) \ SLy (73). Therefore, {i,j},{z,y} € SLy(n]) \ SL; (73) and, by lemma 7.3.2
(point 2), ¢; = #5. Which is absurd. Point 3 is proven. O

The above results establish a connection between the Nash equilibrium and the central-
ities to be protected or defended. It is important to be able to leverage them for the final
setting of the NE.
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7.4 Computation of the Nash Equilibria

We assume that the players are playing an NE strategy profile 7. That is, the supports
supp (m;), @ = 1,2 of their strategies m; are included in their respective shortlists SL; (7_;)
that depends upon respective thresholds 6;.

7.4.1 Shortlists Exploitation

In this subsection, we note s the minimum value of ¢s under the NE, i.e., s = mi{g 2 (u]my).
ue

Also, when the pair {7, j} represents an edge of the stake, by abuse, we admit that j is the

infected node.

Proposition 7.4.1. The shortlists and the NE strategies are subject to the following prop-
erties:

> . -
s 1-pa+(1—a)g 1l —«a
6,1291

1. s=—(1-a)

1
{ij}zegb (I-pa+1—-a)g
éj291

2. For all {i,j} €%,
{i,7} € SLy (m1) = @2 ({7, j}|Im1) = s and m ({4,7}) = (
{i,7} & SLa (m1) = w2 ({i,5}m) > s and m ({,5}) =0

cj—Ql h
s Z l1-pa+(l—-—a) 1—-a

s+(1—a)g
l—-pa+(1l—a)e -

{27]}€$b
cj 201
c; — 0, ) "
If 0, > 05, then E J _ Z ; _ |
{i.}ES I=plat(l-a)g {i.5}ESs (I=-pect(l-a)eg 1-a
€201 c;j =02

4. If Lasty, is any subset of { {i,7} €Sy ¢; > 91} consisting in h last ranked elements of
the plausible stake according to m ({i,j}), then:

. (h—1)h
>, migh = I

{i,j}€Lasty,

5. If s > 0 then 0; = min c;.
fs en 0, {gglen&c]

If s < 0 then the attacker infects a susceptible node j if and only if that for some
infected node i, it holds o (1, j|m) = s.
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Proof. The comparison of ¢y ({i,j}|m1) and s comes from the definition of the attacker’s
shortlist; in case {4, j} € SLy (7), the value of m ({7, 5}) comes from this comparison. The
point 2 is proven. Point 1 comes from the facts that the probabilities 7 ({4,7}) sum to
the number h of edges the defender chooses, and m; = 0 out of the defender’s shortlist.
The non-negativeness of m; implies (1 —a)c¢; > s then (1 —a)6; > s on the defender’s
shortlist. In case 6 > 65, for some (i,j) € SLy \ SLy, it holds ¢; = 65 and m ({i,j}) =
s+(1—a)eg
= pet(-ae
case, and s = (1 — «) 0 in case 0 > 5. This witnesses point 3. Point 4 is a condition that
comes from [101]. Note that it is equivalent to

= 0. So, we get s = (1 —a)b,. Thus, (1 —a)c; > s in the general

c; h
Z 1-—pa+(1l—a)g l—«

{zvjie‘ng
cj =201
—(1-a) Z i +(1—a)c,
—~ (I=pc+(1-0a)g
el (h—1)h
> > |
(—pea+(-ae Sl 1

{u,v}€Lasty,
(7.6)
For the proof of 5, suppose s > 0. That is, for any {i,j} € 5., we get successively:

o2 ({i Y Im1) > 0,
m i, J} (1= p) e+ (1—a)e;) — (1—a)e; >0,

>
{i,j} €5,
Cj>61.

Suppose on the other hand that s < 0. From the definition of the attacker’r shortlist,

it comes: R (7|b) = Z 7o ({i,7}0) o (i, 7]m1) = s Z 7o ({4,7}b). The

{i.jtes. {i.j}es-

p2(i,j|m1) is minimal p2(i,j|m1)=s
minimization of this result imposes maximization of the 7 ({7, 7}|b)’s whenever ¢y ({7, j }|m)
is minimal. O

C; 1
By taking p = Z / and ¢ = Z , Point 3

e T et (a7 2 T et (-a)g
Cj >601 Cj =601
h
p—big< s

of the above proposition can be rewritten: - h or, equivalently,

0 >0y =>p—thqg=

11—«
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h
{elw P=174

61>92:>92:9,where0: .

Suppose that 8; = 0. Then, #; = 6, because either, we get the inequality 6, > 65, and
from it, we derive its contradiction 6; = 0.

Conversely, suppose that 8, > 6. If 6; > 6,, then 6y = 0, and 0 is a centrality value.
Suppose now that 6; = 0, and 0 is the centrality value of some susceptible node in the stake,
i.e., for some {7,j} € Sp, it holds ¢; = 6. Note that s = — (1 —«a) 6. For {i,j} & SL; (m2),
we get m ({7,7}) = 0 and @9 ({i,5}/m) = — (1 —a)¢; = s, which contradict the above
proposition since {i,j} & SLy (7).

Proposition 7.4.2. The attacker targets susceptible nodes of centrality values above or equal
to 6.

7.4.2 Simulations

We performed simulations of the centrality set with the dual purpose of verifying whether
the NE of the centrality set is unique and whether this solution is more scalable than the
POSG solution. For this experiment, we assumed that the defender knows the state of the
network. Our method consists in considering beforehand that all the centrality values of
the nodes of the graph are possible values of #;. Then, to each possible value of 6, we
associate the possible values of s, p, ¢ and 6, and we eliminate the entries that do not meet
proposition 7.4.1. We find that a single entry satisfies all of this proposition, which implies
the relevance of Nash equilibria, in that a player’s outcome does not depend on the NE
strategy profile in which he is participating.

We observed the complete course of the game considering that centrality is the degree.
We also assumed that the graph contains 2000 nodes with 120 initially infected ones and
that the defender has 100 IPSs. We then performed 350 trials, each trial starting with a
new randomly generated graph following an Erdos-Réyni graph model, aiming at an average
degree of 8 per node. We observe that the 350 constructed graphs have an average degree
of about 8.00745, with a small relative standard deviation, of 6.36%.

The calculations involved a total of 8977.59 seconds, or about 25.6503 seconds per trial.
a = 0.1, and p = 0.5. Figure 7.2 shows an overview of the average result. The epidemic
reaches its peak, of 148, in the interval [146.735, 149.322] with a degree of confidence of 99%,
which corresponds to the 2nd period which, with the same degree of confidence, is in the
interval [2.01077,2.05781]. After the 4th period ([3.89515,3.97914]), i.e., at the 5 period, the
number of IPSs is no longer lower than the number of edges to protect, and the epidemic
is under control. All nodes are cleaned after the first 11 periods ([10.6675,11.224]) and all
nodes are resistant after 15 periods ([15.0343,15.6172]).

Similar simulations were performed using other centrality measures, including the be-
tweenness, the closeness, the eigenvector centralities, and the semi-local centrality with co-
efficient. It was found that the results obtained did not depend on the centrality measure.
This is a predictable result given the nature of the graph used. Indeed, the Erdds-Réyni
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Figure 7.2: Centrality game, simulations with 2000 nodes
Number of nodes: 2000, of which 120 initially infected nodes. Peak: 148.029, after 2.03429
periods. Under control after 3.93714 periods. Extinction after 10.9457 periods. Network safe after
15.3257 periods.

graph model leads to an almost regular graph and, if all the nodes have the same degree, it
is logical to think that all the above centrality measures are identical.

Finally, we performed a simulation on a graph generated by the same method, with
20000 nodes and an expected average degree of 20 per node. The generated graph has this
average degree. Keeping the same transition probabilities, we simulated a game where the
defender has 30 IPSs to protect the 20000 nodes network already containing 1000 infected
nodes. Performed with a computer with 8Gb RAM, the simulation lasted 23271.3 seconds
and rendered the figure 7.3. The peak, of 651 infected nodes, is reached in the 6th period
and almost reached again in the 9th period (649 nodes). The defender takes control of the
epidemic in period 235 and the epidemic dies out in period 238, 5 periods before all nodes
are resistant.

7.5 Conclusion

In order to circumvent the hardness of the value iteration algorithm, we study two smart
deception defense strategies against a random attack strategy and proved that the optimal
smart defense strategy outperforms the random defense strategy. Then, we propose a game
theoretic framework based on nodes’ centrality. At each period, each player optimizes the
centrality values of nodes under his/her control. The attacker and the defender are therefore
involved in a Bayesian game in which the type of attacker corresponds to the state of the
network. The NE corresponds to a situation where each player has fixed a threshold and pro-
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Figure 7.3: Simulation with 20000 nodes

tects/attacks only nodes of centrality bounded from below by this threshold, the defender’s
being at least equal to that of the attacker. These properties yield equations that allow
a computational resolution determination of the NE. Experiments prove that the game is
solved in a very short time, even for an important number of nodes, and the defender takes
control of the epidemic at the earlier stages of the confrontation. Our framework applies to
any centrality measure, and we used the degree of the nodes. We have solved the problem
in the case where the information is complete for both the defender and the attacker and
assuming that the agents play with the same centrality measures.
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8.1 Defensive Cyber Deception and Network Epidemics

8.1.1 Cyber Security and Network Epidemics

Taking into account the possible compartmentalization of a population and the possible
transitions of an individual between classes, a simple combinatorial analysis reveals 16 general
epidemic models, 14 of which are STR. One of these models describes the active and stealthy
diffusion of a threat in a network. After giving an understanding of cyber attacks and cyber
security rules, we present a defense technique in this post-penetration context, which consists
in trapping worm transmissions between devices, and we propose smart behaviors to stop
such a threat. To do so, we assume limited resources, and we examine the impact of network
exploration and exploitation of enemy vulnerabilities on the quality of the outcome. These
strategies are proposed taking into account different forms that attacker smartness could
take.
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8.1.2 Cyber Deception against Cyber Deception

To give an optimal response to the attack, we proceed to the formal description of the context
and the perpetrators’ action. The context gives the attacker the advantage of knowing the
state of the network. Secondly, they use obfuscation cyber deception to prevent collaboration
between the protectors and the users of the network. This results in a doubly asymmetric
battle. To reduce asymmetry, we propose that the defense performs mixing cyber deception.
The confrontation is then an SG with incomplete information on one side and imperfect
information on both sides. In line with our contribution to solving this type of game, we argue
that the proposed algorithm for classical POSGs suits it. We consider the non-additivity of
the threat and make the realistic assumption that protectors seek only to optimally minimize
the maximum threat.

8.2 Game Theoretical Solutions

Game theory is the of the essence point of view for an effective and efficient analysis of
conflicts between intelligent and rational individuals. Its optimal exploitation requires that
it be studied in its principles and that, eventually, the tools it proposes be adapted to the
particular context in which it is to be implemented. Its criterion par excellence for option
selection is the Nash equilibrium, which is defined as a strategy profile such that, if adopted,
no player has an advantage in deviating from it.

8.2.1 Review of Stochastic Game Resolution

In the case of a two-player stochastic zero-sum game, which involves an unmonitored transi-
tion of the system after each period, one player minimizes what the other player maximizes,
and the Nash equilibrium is the behavioral strategy profile that corresponds to the opti-
mal value. Some convergent value iteration algorithm describes the process of reaching the
optimal value of a POSG when both incomplete and imperfect information is assumed to
be one-way. Returning to the Bellman equation, we show that the VI algorithm remains
convergent when the imperfect information is two-sided. This is demonstrated when utility
is the sum of the gains or losses generated throughout the process, each gain discounted
beforehand, the discount factor being a number A € (0, 1). This assumption is inappropriate
when the maximizer is only motivated by the maximum payoff over the overall process. In
this case, thanks to an apt modification of the set of states of the system, we show that by
playing on the maximum-utility, the players play a parallel game of discounted sum-utility.
We deduce an algorithm converging to the solution of maximum-utility POSGs. We thus
exploit existing results of game theory to develop new ones, which improve the fight against
epidemics in cyber space.
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8.2.2 Graph Theory in support of Game Theory

To circumvent the non-scalability of the VI algorithm, we propose to study the confrontation
from the perspective of targeting devices with better potential to continue the propagation.
This implies taking into account the network topology. Graph theory is the discipline par
excellence for studying the importance of a node in a network. We briefly discuss it to give
a general definition of centrality, which is already known as a measure of influence. We
formulate a static game model for dynamic epidemic control. The game thus formulated is
Bayesian, i.e., a game with incomplete information. The information of at least one player is
thus a probability distribution over the different possibilities of the information. This requires
that the Nash equilibrium be sought among mixed strategies, i.e. probability distributions
over pure strategies. Solving this game allows to improve considerably the scalability.

8.3 Future Work

Through this diverse contribution, which harmoniously and in an original way combines
game theory, graph theory, the mathematical study of epidemic models and cyber deception
to safe the cyber space, our contribution opens the way to promising perspectives in cyber
security. Here are a few of them:

e We propose to deceive the attacker by letting him record a victory made transient
without her knowledge, which has the effect of further informing the defender about
the system state. Perhaps a deception should be applied that goes beyond a time
period and causes the attacker to launch his DDoS from a honey-net and/or even on
a fake machine.

e We solve the POSMPG by pairing it with the POSSPG. In this POSSPG, a number of
periods, an unlimited number in probability, can pass without a reward being recorded.
The sequence of non-zero rewards is consequently very sparse. An exploitation of this
sparsity will probably improve the scalability of the game.

e Game theory provides the right answer to an intelligent and rational opponent. This
brings a complication in its implementation in a context where the defender cannot
count on the rationality of the users who, by the way, are deceived by the attacker.
We have represented in terms of transition probabilities the result of his solicitation of
the users, and we have assumed these probabilities to be constant. By using machine
learning, we could know more about the users and give an even better response. More-
over, rather than getting bogged down in a search for an optimal strategy taking into
account all the history, one could make use of machine learning this time to improve
or circumvent the scalability of the VI algorithm.

e We replace a SG with a Bayesian game involving the centrality of nodes in a graph. This
option goes beyond the epidemic setting and applies to all two-player, zero-sum SGs.
The search for theoretical equivalence between the respective solutions of Bayesian and
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stochastic games will not only solve the scalability of SGs and MDPs on graphs, but
also answer the thorny question of the significance of a centrality measure. It will also
allow to improve learning algorithms, which rely on MDPs.
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