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Abstract

Today, a massive shift is ongoing in telecommunication networks with the emergence of soft-
warization and cloudification. Among the technologies which are assisting these shifts, one
of them is NFV (Network Function Virtualization). NFV is the network architecture that de-
couples network functions from hardware devices (middleboxes) with the help of a virtual
component known as VNF (Virtual Network Function). VNF has shifted the network tech-
nological paradigm. Before: Network Function was performed by physical equipment, and
service providers acquired its property for the lifetime of the relying hardware (instead counted
in years). Today, Network functions are software that service providers develop or acquire
purchasing licenses. A license defines software’s Right to Use (RTU).

Therefore, if licensing in NFV is not appropriately managed, service providers might (1) be
exposed to counterfeiting and risk heavy financial penalties due to non-compliance; (2) might
overbuy licenses to cover poorly estimated usages. Thus, mastering network function license
through implementing Software Asset Management and FinOps (Finance and DevOps) is es-
sential to control costs. In this research, our primary problem is to minimize the TCO (Total
Cost of Ownership) of software cost (VNF), providing Quality of Services (QoS) to a specific
amount of users. Software costs include various costs, from development to maintenance, inte-
gration to release management, and professional services. Our research focuses on proprietary
software (developed by a publisher and sold via a paid license). We considered that TCO con-
sists of the software license cost, the resources necessary to execute and operate SW, and the
energy consumed by this execution. In this research, first, we have identified the need for a
standardized VNF licensing model, which is highly dependent on the VNF provider’s creativ-
ity; This lack of standards places CSPs (Communication Service Providers) at risk of having to
delegate the management of rights to suppliers. Hence, we proposed a licensing model based
on the metrics, which help to quantify the usage of the VNFE. After estimating the license of
VNF, we estimated the license cost. Afterward, we presented several ways to minimize the
license cost depending upon the different use cases, which depend on the user’s scenario and

needs. Then after, with the help of industrial knowledge, we found that reducing resource con-
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sumption to minimize the TCO providing QoS affects the deployment of the VNF directly or
indirectly, which impacts the licensing. Thus, the licenses and resources are interdependent.
We used these costs to construct the software’s total cost. After that, we proposed several
ways to reduce the software’s total cost by fulfilling the client’s requirements. Then after, we
considered the energy and its associated cost of VNF. The energy consumption of the VNF is
dependent on resource consumption, and resources usages impact the license. Thus, we can see
that these three costs are interdependent: license, resources, and energy cost of VNF. Hence,
we consider these costs and constructed TCO. Minimizing TCO fulfilling the client’s require-
ments is challenging since it is a multi-parameter. Therefore, we proposed several heuristical
algorithms based on resource sharing and consolidation to reduce the TCO depending on the

license, resource preference, and the client’s scenarios.
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RESUME EN FRANCAIS

Aujourd’hui, un changement massif est en cours dans les réseaux de t€lécommunication avec
I’émergence de la softwarisation et de la cloudification. Parmi les technologies qui accom-
pagnent ces mutations, 1’'une d’elles est la NFV (Network Function Virtualization). NFV est
I’architecture réseau qui découple les fonctions réseau des périphériques matériels (middle-
boxes) a I’aide d’un composant virtuel appelé VNF (Virtual Network Function). VNF a changé
le paradigme technologique des réseaux. Avant : la fonction de réseau était assurée par un
équipement physique et les fournisseurs de services acquéraient sa propriété pour la durée de
vie du matériel de confiance (au lieu de compter en années). Aujourd’hui, les fonctions réseau
sont des logiciels que les fournisseurs de services développent ou acquierent en achetant des
licences. Une licence définit le droit d’utilisation (RTU) du logiciel.

Par conséquent, si I’octroi de licences dans la NFV n’est pas géré de maniere appropriée,
les fournisseurs de services pourraient (1) €tre exposés a la contrefacon et risquer de lourdes
sanctions financieres en cas de non-conformité ; (2) pourrait suracheter des licences pour cou-
vrir des usages mal estimés. Ainsi, la maitrise de la licence de fonction réseau via la mise
en place du Software Asset Management et du FinOps (Finance et DevOps) est indispensable
pour maitriser les colits. Dans cette recherche, notre probleme principal est de minimiser le
TCO (Total Cost of Ownership) du coft du logiciel (VNF), en fournissant une Qualité de Ser-
vices (QoS) a un nombre spécifique d’utilisateurs. Les colits des logiciels comprennent divers
colits, du développement a la maintenance, de 1’intégration a la gestion des versions et des
services professionnels. Nos recherches portent sur les logiciels propriétaires (développés par
un éditeur et vendus via une licence payante). Nous avons considéré que le TCO se compose
du colit de la licence du logiciel, des ressources nécessaires pour exécuter et faire fonctionner
le SW, et de I’énergie consommée par cette exécution. Dans cette recherche, premierement,
nous avons identifié le besoin d’un modele de licence VNF standardisé, qui dépend fortement
de la créativité du fournisseur VNF ; Cette absence de normes expose les CSP (Communi-
cation Service Providers) au risque de devoir déléguer la gestion des droits aux fournisseurs.

Par conséquent, nous avons proposé un modele de licence basé sur les métriques, qui aide a
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quantifier I'utilisation du VNF. Apres avoir estimé la licence de VNF, nous avons estimé le
cofit de la licence. Ensuite, nous avons présenté plusieurs fagcons de minimiser le cofit de la
licence en fonction des différents cas d’utilisation, qui dépendent du scénario et des besoins de
I’utilisateur. Puis apres, avec 1’aide des connaissances industrielles, nous avons constaté que la
réduction de la consommation de ressources pour minimiser le TCO fournissant la QoS affecte
le déploiement de la VNF directement ou indirectement, ce qui impacte 1’octroi de licences.
Ainsi, les licences et les ressources sont interdépendantes. Nous avons utilisé ces cofits pour
construire le cofit total du logiciel. Apres cela, nous avons proposé plusieurs facons de réduire
le colt total du logiciel en répondant aux exigences du client. Puis apres, nous avons considéré
I’énergie et son cofit associé de VNF. La consommation énergétique du VNF est dépendante de
la consommation des ressources, et les usages des ressources impactent la licence. Ainsi, on
voit que ces trois cofits sont interdépendants : licence, ressources et colit énergétique de VNF.
Par conséquent, nous considérons ces colts et le TCO construit. Minimiser le coft total de
possession en répondant aux exigences du client est un défi car il s’agit d’un multi-parametres.
Par conséquent, nous avons proposé plusieurs algorithmes heuristiques basés sur le partage et
la consolidation des ressources pour réduire le TCO en fonction de la licence, de la préférence

des ressources et des scénarios du client.
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Chapter

Introduction

“You are only entitled to the action,

never to its fruits.”

— Bhagavad Gita.
Contents
1.1  General Introduction . . . . . . . . . . .. 1
1.2 Problem Statement . . . . . . . . . ... 3
1.3 Contributions . . . . . . . . . . e 5

1.1 General Introduction

Virtualization and cloudification of telecom network architecture and IT infrastructure change
the traditional telecom network and IT infrastructure to a layered model by replacing physi-
cal equipment with virtual network functions running on standard servers platform [1]. Firmly
merging the Telco and IT infrastructure softwarization has revolutionized current network tech-
nologies and opened the gates for many opportunities and complexities. In present, Software
Define Networking (SDN) and Network Function Virtualization (NFV) are commonly practice
virtualization architecture.

NFV is proposed by European Telecommunication Standards Institute (ETSI) in 2012 [2]
with the promises that it will optimize Capital Expenditures (CAPEX) and Operational Ex-
penditures (OPEX). CAPEX is an investment invested by the company to acquire NFV and its
services. It stands for Capital Expenditures. OPEX is the operational cost paid by the enterprise
to operate the NFV. It stands for Operational Cost. NFV decouples the hardware and software,

which reduce vendor lock-in and bring agility to the services by efficient resources life cycle
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Virtualised Network Functions (VNFs)

VNF VNF VNF VNF VNF

NFV Infrastructure (NFVI) NFV
Virtual Virtual Virtual Ma“:ﬁg’“"“‘
St Network
e e ormee e Orchestration
[ Virtualisation Layer |
Compute Storage Network

Hardware resources

Figure 1.1: High level NFV framework
(3]

operation and management, engraving the way for virtualization of the network. VNF (Virtual
Network Function) is the virtual component of the NFV that is capable of operating network
functions in virtual manners such as Intrusion Detection System (IDS), firewall, and Network
Address Translation (NAT). It allows flexibility, efficient design, deployment, and management
of network services, and setting free the Telco industries from vendor syndicate and lock-in.
Furthermore, NFV help to separate the Control plane and Data plane, which play a crucial role
in the SDN (Software Defined Network). Optimal placement of the Control plane and Data
plane not only improves the Quality Of Services (QoS), such as latency, delays, and throughput
but also serves an important role in network security. NFV has three main layers or domains, as
shown in Figure 1.1. NFV Infrastructure (NFVI) is the combination of physical and virtualized
resources to support the execution of VNFs. Management and Orchestration (MANO) includes
the orchestration and life cycle management of virtual or physical resources (that support the
life cycle management of VNF), and VNF is the virtual component that implements network

function in software form.



1.2 Problem Statement

NFV market is projected to grow from 12.9bn in 2019 to 36.3bn dollars by 2024!. Service
providers and clients need to adapt to these shifts quickly and efficiently. Virtual Network
Function (VNF) is a virtual component of NFV that operates the network function in software
form with the help of NFVI. As networks become software failures controlling software spend-
ing destroys the promises of NFV efficiency. Today’s enterprises are investing a huge (around
30-50) percent of their investment in software; thus, proper software management is not an op-
tion. Understanding this, we considered our research major problem to minimize the cost, Total
Cost of Ownership (TCO) of software (VNF), by providing agreed QoS to the clients. TCO
consists of lots of costs from human resources to the application (software). In this research,
we considered the three different costs, license, resources, and energy.

It is vital to monitor the usage of VNFs based on the license agreement to obtain the eco-
nomic benefits of NFV long or short terms planning. To meet the continuity of the service,
usage of VNF licenses needs to be handled proactively. NFV-MANO uses the license for the
VNF instantiation and operation [1]. As SW (Software) is protected by Intellectual Property
Right (IPR) over a license, it becomes essential to ensure the compliance of SW deployments
regarding the acquired rights. Furthermore, optimizing license costs to obtain the benefits from
NFV for clients is also essential. For this, one of the standard practices in IT extending to the
network is to practice Software Assets Management (SAM). Implementing SAM guarantees
the avoidance of counterfeiting, waste, and risk of non-compliance.

SW license frames the rights and obligations of the Communication Service Providers
(CSP) to use SW. License is associated with a cost (License Cost (LC)) which depends on
the volume of rights granted. The volume granted and associated conditions of use are contrac-
tually defined by one or several metrics. There are currently no standards on metrics and their
definition; they depend on the creativity of software providers. It could facilitate every supplier
of VNF to propose their metrics, model, and tools.

In an industrial context, orange Telcom (it can be any telecom operator) does not want to
be controlled by a third party, a VNF provider. Thus, not to lose sovereignty, standardization
of metrics is essential. Therefore, we considered another research problem (sub-problem 1) to
ease these difficulties in modeling an efficient VNF licensing method.

Resources are required to operate the software, VNFE. For our study, we consider vCPU and
VRAM as resources. When resources are minimized to reduce TCO by providing agreed QoS,
this will affect the way the VNF is deployed and ultimately affect the VNF license. Also, based
on our observation of the telcos industries, VNF metrics can be linked, along with usage, re-

source allocation, and resource consumption. Thus, it is not wiser to consider LC and Resource

'hitps://www.f5.com/ fr sr/company/blog/why-nfv-is-more-relevant-than-ever



Cost (RC) independently, but we need to consider that LC can depend on resources and vice
versa. Thus, our next problem (sub-problem 2) is to minimize total cost considering resources
and evaluate its impact on the license depending on the scenario and the client’s needs.
Another aspect of TCO is energy. The energy consumption of VNF is associated with re-
source consumption and metrics. However, these metrics are mainly user-specific or resources
dependent. Moreover, energy consumption depends on the resources being used. Thus, to re-
duce energy resource uses need to be minimized. Therefore, we can see that TCO minimization
is not trivial and is multi-parameters. To address these problems, we formulate the following

Research Questions.

1.2.1 Research Problem (Questions) (Main Issues)

As we already stated, The problem statement of this Ph.D. is how to minimize the Total Cost
of Ownership of VNF software that satisfies a given Quality Of Services (QoS) for a fixed
number of users. Therefore, it appeared that the following Research Question (RQ) should be

investigated and solved;

* RQI) Software Costs formulation: VNF Software cost includes a wide range of costs
like software updates, maintenance cost, license cost, upgrade cost, resources (virtual,
hardware) cost required to run VNF, and human resources. So our question is, What are

the costs we will consider for the modulation of VNF software cost?

* RQ2) License module and cost formulation: How to compute efficient and authentic

licenses for VNF that can be used to estimate license and other costs?

* RQ3) Finding others interdependent cost: What are the other costs depending on the
license of VNF?

* RQ4) How to minimize Total cost and TCO: After determining the other interdepen-
dent costs like resources (virtual in our case) and energy, how can these costs be mini-

mized so that the Total Cost of Ownership (TCO) of software cost will minimize?

Our work is not only limited to licensing. We tried to work for the sovereignty of com-
panies. The current situation is that organizations must share their valuable data with the
VNF provider for proper software management, creating a cold environment between the
service provider, VNF provider, and VNF users. Organizations charged for using VNF
or VNF services are in the dark they do not know how they are being charged. Thus, with
our work, we are not only proposing estimating and minimizing TCO and other costs;

we are trying to provide confidence, sovereignty, and freedom to clients using the VNF.
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Also, our framework is not limited to NFV; it can be implemented on SDN, network

slicing, container, and different network services.

1.3 Contributions

This thesis focuses on software cost optimization in VNF, considering license cost and re-
sources cost. Our thesis can be categorized into three parts, first is analyzing the existing
literature, finding gaps, and pointing out future research directions for software cost in a virtual
network. The second is modeling the software cost using various scenarios or use cases for
VNE, and finally, minimizing the Total cost of ownership. The Scientific Contributions (SC) of

this thesis can be categorized as follow;

* (SC1) Reliable and efficient modules for license estimation and other interdepen-
dent costs: NFV revolutionized the way network services are deployed. It saves lots of
revenue by replacing lots of hardware with virtual functions, softwarization. One of the

major problems is how to license these virtual functions efficiently.

Thus, Our first contribution is we propose a possible efficient license model based on our
knowledge acquired from the industries using the SAU and BW metrics, use cases, and
scenarios. We show that licensing with these metrics will reduce the cost and work as a
convenient model to charge the clients, or VNF users can use it to estimate the license
cost and others costs. For this study, we have tried to explore the existing problems and
complications in VNF licensing/cost and recommend a novel idea using use cases that
help to optimize the VNF software cost. We present the different ways to minimize the
license and resources cost using different use-case and scenarios based on client needs

and requirements.

* (SC2) Cost model for telecom virtualized networks based on VNF: The telco industry
struggles to converge and standardize licensing and cost models. At risk: the network
cloudification benefits could be swept away by poor management of resources (hardware
and software). Also, very few works have dealt with the economic dimension of soft-
warisation. Thus we presented a preliminary model for optimizing the total cost of a
VNF based on the RC and LC. This analysis is inspired by measurement and licensing

practices commonly observed in the Telcos industries.

We estimate the license cost using our model based on the license and unit cost. Also,
in an industrial ecosystem, considering license cost independently is not logical because
the license is dependent on resource usage and vice versa. Thus, we formulate the total

software cost using license and resource costs.
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Figure 1.2: Chapters Arrangement

* (SC3) Heuristical models for minimization of Total cost of Ownership: Our third
contribution is reducing the Total Cost Of Ownership (TCO) based on resource sharing
and consolidation of VNF resources using a heuristic algorithm. TCO of software cost
of VNF is based on three crucial costs LC, RC, and EC.

LC is associated with software rights granted (and consumed) to the user. Therefore, RC
depends on the use of resources. The usage of resources determines the energy consump-
tion by the VNF, which helps to estimate the Energy Cost (EC). After modeling TCO,
we minimize the TCO by using the VNF resources sharing and consolidation technique.
The result from our simulation verified that depending upon the client’s needs, whether
it is to reduce license cost or resources cost, or both, they can choose any algorithm from
the three heuristic algorithms we proposed. We also presented the use case to show how
a user can minimize energy consumption based on various VNF providers minimizing

environment impact.

1.3.1 Report Structure

The chapters are grouped into six parts: Background and introduction, literature overview,
proposal of our algorithm, models, and end conclusion. The organization of the thesis is shown
in Figure 1.2.

Chapter 2 presents Virtual Network Function (VNF) introduction, significance, and his-
tory. First, we introduce the basic concepts of NFV and its virtual components, VNF, and
flavors. In this chapter, our focus is on the existing state of the software cost. We first present

a brief history of software cost evolution, from device lock software to softwarization. Then,
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we present the state of the art of VNF based on software cost and resource allocation. From
this, we identify the current research gaps in existing research and position our work in the
framework of software cost. Additionally, we present the foremost reason for undertaking the
software cost aspect of VNF and its licensing.

Chapter 3 Next, we module software costs with the help of LC and RC. Then, through our
different use cases, we show how the software cost of VNF can be minimized and how the users
can decide which VNF they need depending on their requirements, scenarios, and metrics.

Chapter 4 After presenting a way to minimize the software cost, we also present how to
formulate and minimize the total software cost. Then, we propose efficient ways to estimate
the necessary amount of licenses for the VNFs based on metrics. Afterward, with the help of
this estimated license, we analyzed LC and Resources cost (RC). Next, we implement these
modules in node and use cases that verify that these models help to minimize total software
cost.

Chapter 5 In this chapter, we present another contribution considering the energy attribute
of VNF. Energy has a significant impact on carbon footprint, and energy efficiency is one of
the benefits of NFV. Thus, we consider energy costs, licenses, and resources to construct our
software TCO. After formulating a model to estimate TCO, we proposed an algorithm that
is based on resource sharing and heuristic methods for the minimization of TCO. Finally, we
validate our methodologies using use cases and implementing them in the 5G core network.

Chapter 6 Finally, this chapter will conclude our research by presenting future perspectives
and conclusions. In this, we present the possible future research direction using our research
as footsteps. Also, we briefly analyze and present the possible challenges that need to be

addressed. Then, we conclude our research by presenting our research conclusion.

1.3.2 Accepted research publications

1. G. Bista, E. Caron, and A.-L. Vion. A study on optimizing VNF software cost. In
Global Information Infrastructure and Networking Symposium, Tunis, Tunisia (virtual
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2. G. Bista, E. Caron, and A.-L. Vion. Total cost modeling for VNF based on licenses
and resources. In Scitepress, editor, CLOSER 2022. 12th International conference on
Cloud computing and Service Science., ISBN 978-989-758-570-8, pages 246253, On-
line Streaming, 27-29 April 2022. 8 pages. hal number hal-03660857.

3. G. Bista, E. Caron, and A.-L. Vion “ VNF Software Cost Modeling Based on Telecom
Network™ Accepted in The Ninth International Conference on Software Defined Systems
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2.1 Introduction Network Function Virtualization (NFV)

In traditional networks, vendor-specific software and hardware is used as a combination for the
implementation of Network Functions (NFs). The term “middlebox” was widely used in the
networking universe to provide telecommunication and networking services for a few decades.
As networking services expand, the popularity and the use of middlebox increase. As a result,

complexities increase in services and middleboxes. In addition, scaling up or down to resources
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in the middle box is time-consuming and highly expensive [4]. Figure 2.1 shows how the NFV

changed the traditional model from hardware to virtual network function.

Traditional Model: Virtualised Model:
APPLIANCE APPROACH VIRTUAL APPLIANCE APPROACH
' }

STANDARD
HIGH VOLUME
SERVERS

Network Functions are based on tightly-coupled
specific HW&SW Network Functions are SW-based, independent from HW
One physical node per role Multiple roles over same HW

From This.... To This...

Figure 2.1: Network Function Virtualization

NFV-based architecture is expected to reduce OPEX and CAPEX by minimizing the use of
specialized hardware (middlebox). Also, it gives full or partial control to a service provider,
organization, and users to manage the network functionalities. The fundamental idea of NFV
is to replace hardware middleware such as firewalls, NAT, IDS, and proxy with virtualized
functions in a virtual infrastructure. NFV helps to decouple the software from the hardware;
this help to enable the software and hardware to progress separately. Furthermore, NFV assists
in flexible network function deployment since the software and hardware are detached; they
can perform different functions simultaneously. This help to deploy new services faster.

NFV architecture has different benefits, some of which are briefly listed below;

* Hardware Flexibility: In NFV, Telco or network operators can choose and build hard-
ware according to their requirements and needs because NFV uses Commercial-Off- The
Shelf (COTS) hardware.

* Efficient deployment: Network services can be deployed more quickly based on demand

and on-need of clients. Which is crucial to obtain or providing uninterrupted services

 Scalabilty: With NFV, network services can be easily scaled up or down depending upon

the demands.

* Reduce Capital Expenditures (CAPEX) and Operational Expenditures (OPEX):
Decreasing the use of hardware and increasing the automation operation by NFV help
to reduce CAPEX and OPEX

* Energy efficient: Proper consolidation and sharing of NFV resources help reduce energy

consumption and the service’s complexities.
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Figure 2.2: NFV Reference Architecture Framework

(3]

Figure 2.2 shows the NFV framework, which consists of different functional domains pre-
sented by ETSI.

Some of the important functional domains of NFV and their function are;

* VNF: This helps to implement network function as the software which operates over the
NFVIL

e NFVI: is the combination of virtual and physical resources that help operate the virtual

network functions.

* Element Management System (EMS): This helps to manage and controls the function-
ality of the VNF.

* NFV Management and Orchestration (NFV MANO): It includes the orchestration and
life-cycle management of physical and software resources that support the infrastructure
virtualization and life cycle of the VNFs. MANO includes the following functional do-

mains;

1. Virtualized Infrastructure Manager (VIM): It is the virtual infrastructure to perform

network services such as OpenStack or Kubernetes.
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2. VNF Managers: It manages the VNF life cycle, including VNF instantiation, up-

date, upgrading, scaling, and termination.

3. NFV Orchestrtion (NFVO): It helps to orchestrate the optimum uses of physical

hardware, NFVI, and software resources for efficient services.

Among different layers of NFV, VNF acts as software. VNF consists of VNF Components
(VNFC) which consist of many descriptions including Deployment Flavor (DF) (capacity, stor-
age, Virtual CPU (vCPU), Virtual RAM (VRAM) as shown in Figure 2.3. Which is generally
encapsulated in VNFD (VNF Descriptor). In our research, we use the DF for the VNF cost
analysis. VNFD defines VNF properties such as;

a) Resources needed.

b) Connectivity as External Connection Point (CP), Virtual Links Descriptor (VLD), Internal
Connection Points (CP).

¢) Life-cycle management characteristic (instantiation, scaling)
d) VNF specific Parameters affinity, anti-affinity.

Another significant and beneficial feature of VNF is VNF scaling. Scaling the VNF means
increasing or decreasing the capacity of the VNF, depending upon the situation and scenario.

VNF can be scaled in two ways:

* Scale up/down: It is known as vertical scaling. It is increasing or decreasing the resources
allocated to VNFC instances in the VNF instances.

* Scale out/in: It is adding/removing VNFC instances to a VNF instance.

Since there is always confusion and curiosity about SDN and NFV, we showed the high-level
difference and how they can complement each other. Nevertheless, the reader should not forget

that this is not our research objective; this is just for a clear understanding of two architectures.
* SDN decouples the control plane from the user/data/forwarding plane.
* NFV decouples the software from the hardware.

Let us see the high-level figure for the apparent difference. The figure presented below didn’t
include all the elements of both architectures.

In the Figures, we see that from Figure 2.4a to Figure 2.5b how traditional, NFV, and SDN
architecture are different from each other using Control Plane and Users Plane. SDN does not
need NFV and vice versa, but together they can complement each other

For more clearance and understanding. We include a few answers to FAQ from the ETSI [5];
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Figure 2.3: VNF Descriptor
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(a) Traditional Architecture
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Figure 2.4: Traditional to NFV

1. Will VNFs be soon replaced with CNFs?
No. The question should not be put in these terms. The VM- base VNF deployments will

be complemented with Container-based deployments. IT will give VNF designers and
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Figure 2.5: SDN and NFV

network operators more choices while using a common management system. CNF stands
for Cloud-native Network Function. CNF is a particular type of VNF. It’s a VNF that is
designed, deployed, and managed using cloud-native technologies. This, in practice,

means that the VNF is deployed using container technologies.

2. What is the best practice for VNF deployment? Is it VN base or container-based?
Most of the current Telco NFV deployments are based on VMs, which suits most of the
VNF implementations currently provided in the market. However, more recent imple-
mentations are starting to introduce VNFs based on containers. In addition, container-
based virtualization is getting more consideration due to the industry momentum intro-
duced by the requests for cloud-native VNFs. One benefit of container technologies is
that they can run more VNFC instances on the same physical host. These instances start

quicker since there is less overhead compared to VM-based technologies.

3. Does NFV focus only on virtualizing the telecom network functions?
Any enterprise or environment that shares the same characteristics and the requirements
of NFV (For example, carrier-grade performance, high availability, and telco-like work-
loads) can leverage the potentials of NFV and the framework defined by ETSI NFV.

4. Does PNF dependability differ from VNF resiliency?
The two terms cover the same concept: the ability to limit disruption and return to normal
or, at a minimum, acceptable service delivery level when facing a fault, failure, or even

that disrupts the regular operation.

Now, we know that VNF behaves as software; like the software protected by a license, VNF

is also protected by a license. Let us see about the software license.
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2.2 Software license

2.2.1 Introduction to software cost

There are multiple definitions of the software in use. For our research, the software is a set
of programmed instructions stored in memory that the processor executes. The first person to
come up with the theory of software in 1935 was Alan Turing '.

Traditionally software cost means the purchase price of the software. Users can buy and
use the software for as long as they want. Slowly concepts of software maintenance, updating,
upgrading, and licensing of software arise. Today software cost includes a wide range of costs
from HR to technical, professional services, updates (maintenance), upgrading, license cost,
and devices cost, as shown in Figure 2.6. In broader aspects, software costs include the cost
from when the software started to develop until the software is completely deployed in the
respective devices or nodes. In this research, we consider VNF, so the software cost of VNF
for us includes resources, license, and energy costs. We describe this in detail in upcoming
sections and chapters. In some cases, software cost has been used interchangeably with license

cost.

Professional Services

Maintenance

(Updates)

sSwW Upgrades & new
features fee

License

Figure 2.6: Software Cost Classification

Let see the few terminologies related with Software and its cost;

* Software license: It is the legal right to use the software under the terms and conditions

specified by the software licensor?.

* Software licensee: The person or organization granted a license to use a specific software

product?.

Thttps://www.iso.org/standard/63598.html
Zhttps://www.iso.org/obp/ui/iso:std:iso-iec:19770:-5:ed-2:v1:en, 3.41
3https://www.iso.org/obp/ui/iso:std:iso-iec:19770:-5:ed-2:v1:en, 3.42

14



* Software licensor: A person or organization holds the right to issue a software license
for a specific software package. This person or organization may or may not create the

software *.

* Software cost estimation: It is a complex activity that demands knowledge of several
key attributes about the projects for which the estimate is being constructed [6]. It is even
termed “parametric estimating” because many parameters that affect software outcomes
need to be understood to estimate software cost accurately. Parameters can be software
specifications, bugs or defects that are likely to be encountered, capabilities of the devel-
opment team, license, methodologies that will be utilized, cost and schedule, and metrics

constraints set by the client’s needs and scenarios.

Software cost estimating has been a crucial but problematic task since the beginning of
the computer era in the 1940s [6] as the size and importance of software applications
have grown. As a result, the need for accuracy in software cost estimating has grown
so much. In this research, VNF is software, and we use various methodologies to eval-
uate and optimize its software cost using different metrics, such as resource allocation,

consumption, and licenses.

* License Cost (LC): LC is the cost to use the software according to terms and rights.
Licensing is a very complex task. It depends on one or several metrics, scenario but the
irony of it is that it never receives proper recognition in the academic stream. Very few
researches have been conducted for the sole purpose of licensing. However, in contrast,
in the industrial disciple, it was, is, and most probably will be regarded as one of the

crucial factors for ROI (Return Of Investment).

Most researchers or people generally have a myopic view of the license; it is just a unit
cost. However, it is not just unit cost. It depends on various costs and factors of any
software. In our context, it is a VNF license. It can be seen in Figure 2.7. Where the tip
of the iceberg is compared to the other hidden cost or factors, the parameters it impacts,

and it gets the effect.

* Resource cost (RC): These are the cost related to the resources to operate the software.
It can be virtual resources or physical hardware. In our case, we include virtual resources
to serve the VNF that depend on the licensing of VNF, scenarios, and other metrics used

to measure the license or usage of VNF.

 Total cost: Total cost is an economic analysis that sums up all expenses, including the

production of a product and equipment. It is the combination of all fixed costs and

“https://www.iso.org/obp/uifiso:std:iso-iec:19770:-5:ed-2:v1:en, 3.43
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Figure 2.7: License Cost and its hidden impacts.

variable costs.

* Fixed Cost: These are costs that are fixed for a specific duration of time, generally 1 to
5 years. In NFV, these include license, software cost, and the components of Hardware
(HW) and Software (SW).

* Variables Cost: These are the cost that is not fixed. They keep changing frequently; this

can be traffic cost, link cost, Human Resource cost (HR), and offers by service providers.

In our research, the total cost is constructed using the License Cost (LC) and Resource
Cost (RC). We present the total cost in Chapter 3. LC can be considered here as the fixed
cost, but not always, and for RC, it is not so easy to classify between variable and fixed
because VNF resources can be scaled up and down quickly, which impact the license of
VNF. Thus, it is not convenient to classify LC and RC are fixed costs or variables; rather,

it depends on the contractual agreement between users and service providers.

* Total Cost Of Ownership (TCO): It includes all the associated costs acquired by a buy-
ing enterprise during purchasing goods or services from external providers [7]. It helps
quantify the purchase’s cost throughout the product’s lifecycle. It forms the factual basis
for determining the value cost vs Return On Investment (ROI). Overall, TCO consid-
ers all the direct and indirect costs during the software manufacturing process. It is an

essential tool to ensure the cost savings of an organization.

One of the essential benefits of NFV is that it helps to reduce the CAPEX and OPEX by

minimizing the use of hardware with virtual functions. In NFV, TCO is the summation of
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the CAPEX, and OPEX can be categorized as;
* The total cost of ownership OPEX and CAPEX
* OPEX = Services cost + Fixed cost + Variable cost
¢ Services cost = maintenance, software service, HW services, etc.
* Fixed cost = license + software cost + component of HW /SW etc
¢ Variable cost = Traffic cost + link cost + Services, offers, etc.

e CAPEX = Services cost + Fixed cost + Variable cost Services cost = maintenance, soft-

ware service, HW services, etc.
* Fixed cost = license + software cost + component of HW /SW etc.

* Variable cost = Traffic cost + link cost + Services, offers, etc., equipment cost.

Generally, TCOs are negotiated through the Request For Proposal (RFP process) (Sourcing)
for five years. We can see that TCO consists of various costs. TCO can be summarized as
shown in Figure 2.8. TCO is the summation of CAPEX and OPEX. For the convenience and
granular analysis of the costs in this research. The TCO is constructed using the LC, RC, and
EC summation, which we will see much more in Chapter 4.

Professional
Services

PS
Maintenance
(updates)

SW Upgrades & new
features fee

. License

Figure 2.8: OPEX and CAPEX General Classification

¥ m 7w » 0 ¥ m T O

2.3 History of Software license

If we trace back the history of software licensing. We will find that software licensing concerns
increase as technology expands its horizons. Around 1980 users needed to buy the products and
get a license to use them. However, from the early 90s, software licensing became a substantial
concern as floppy disks became popular. In the beginning, software licenses were often "node-

locked," so they would run only on one device. Still, in node-locking, complexities arose as
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the number of packages increased [8]. To ease these issues at the 1987 "networking license
server" by Apollo computer and in 1988, "FLEXIm" from Highland software was introduced
in the commercial license manager world [8]. As commercial licenses were getting a heat,
open-source software licenses, such as GNU and OpenBSD (Berkeley Software Distribution),
were also getting their market. By the end of 1999, software used had risen astronomically, so
organizations desperately needed tools that assisted in software management. From this point’s
need for SAM arose.

In 1999, N.F hosting et al. proposed a software probation model which helped to cate-
gorize the organization’s five existing problems that needed to be addressed [9]. They were
legal (counterfeiting), ethical (intellectual property proper respect), managerial and economic
issues (true-up cost), and technical (monitoring). Now, the scenario is gradually changing. The
software, which is coupled with hardware, is starting to decouple. That means the software
is no longer related to the hardware; they are all virtualized. As the technologies evolve, li-
censing models we are using today will not be sufficient because of the vastness of the traffic
and usage. Especially in NFV, there is a vast diversity of license management tools across the
software industries. Each VNF provider and service has a different licensing, enforcement, and
rate of charge for the software. It makes services provisioning and license renewal operations
more complex, error-prone, and time-consuming [10]. These issues can be resolved by using
the standard NFV license management architecture.

In point of a telco company, as an orange. The present situation is that we buy VNF from
VNF providers either they proposed their license tools, or we need to hire a third party, which
is trusted by both the VNF provider and the company, for the license management. Thus, the

problem that arises due to the lack of standardized methods are:
* We need to share our data with a third party.

* We don’t know how we (as an enterprise) are being charged, license management is like

a “black box” for the company in the present scenario.

* We lose our sovereignty and freedom. We need to invest extra investment for license

management which increases our expenses.

* Since a third party conducts license management, there is always the chance of a security
breach. Moreover, our valuable data might not be secure at all. Also, the average audit
takes 194 working hours and takes around 7 months to complete. These are the reasons

for orange, a telco company, to push these kinds of research.

A software license differs according to the rights granted to use the software. Classification
of license generally depends on the entitlement of license. In software licensing, there are two

crucial actor licensor and the licensee.
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* VNF licensor: It is the organization or the person who holds the right to issue a VNF
license for a specific VNF package [1].

* VNF licensee: They are the person or organizations granted a license to use a specific
VNF [1].

e License entitlement: A VNF license entitlement consists of the information about soft-
ware, in our case, VNF rights, limits, and agreed metrics between the licensor (VNF
provider or service provider) and the licensee (service provider, client). This licensee,

licensor, and actor can be further classified into three actors, as shown in Figure 2.9.

Service

provider(Telco)

End- User
(Client)

Figure 2.9: License Management Actors and Different Roles.

* VNF provider: These are the entity that provides the VNF. It develops and issues the

VNF packages to the service provider.

» Service Provider (SP): These entities provide the services on the VNF under license

entitlement.

* Clients: These are the actor using the services SP provides in VNF.
NOTE: Single entity can play several roles, VNF providers can be service providers, and
services providers can be clients. So in NFV, it is not easy to categorize. It depends on

several factors, such as scenario and metrics.

VNF license entitlement can evolve through transactions between VNF providers and ser-
vice providers. This evolution can be due to deployment or increasing/decreasing VNF

capacity. VNF license entitlement help to enforcement of the VNF license. There are
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different types of license entitlement enforcement among these declarative and nomina-

tive are popular in industries, we present briefly about these two here. Software licenses

are also distinguished by the way the compliance with the license entitlements is imple-

mented.

— Declarative: The term declarative license denotes a license in which the licensee is

responsible for implementing this compliance and demonstrating it to the licensor.

This is the preferred model for Orange (and already applied in IT with most pub-

lishers) because the SAM process must be in control to perform cost optimization.

— Nominative: In the nominative license (primarily used for public software), a li-

cense key is associated with the licensed software. Which allowed its authentica-

tion and also used by the licensor to authorize (or not!) the use of the software.

This method presents several risks (the most important being a risk of interruption

of service).

2.3.1

Different types of license classification

There are lots of business models for licenses today, and many of them can be used. Some of

them are depicted in Figure 2.10 in the context of NFV [1]. Generally, it can be subdivided into

two categories:

a) Open Sources software license.

b) Proprietary software license

GNU LGPL,
MPL
Mo Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yas Yes Mo
Yes Yes Yes Yes Often No Mo
Yes Yes Yes Yes Mo No No
Yes, under Yes, under Yes, under
Yes same license | same license | same license Often Ho No
Yes Yes No No Mo Mo Mo

Figure 2.10: Overall classification of software license .
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a)

b)

Open Source software license : These licenses allow the source code to be available accord-
ing to the license terms that would enable the licensee to use, modify, and distribute this
code. Based on the copyleft criteria, these licenses can be distinguished into three types.
Copyleft is based on copyright, which preserves the right of any user to use, modify and

distribute the software.

» Strong copyleft: This implies that if the software is modified completely, the software

is subject to the same license as the original copyleft software.

» Weak copyleft: It allows the composition of the copyleft software components with any
other software or modified software; only the original components keep the original

copyleft license.

» Without copyleft: After the software is modified license does not depend on the original

software. It can be any type, depending upon the person or enterprise that modified it.

Proprietary software license: This license type is for commercial use where the licensor
grants the use of one or multiple copies of software under the End-User License Agreement
(EULA). Based on the proprietary software license, commercial business models can be

constructed. Commercial business models are:

* Flat: It is a perpetual method. Where users purchase software at a fixed price, prices

depend upon the features of the license.

* Pay As You Grow (PAYG): For this type of business model, single or multiple metrics are
used to measure the growth of the usage of the software. As the services grow purchase

of software grows progressively.

* Subscription: It is right to use the software for a specific time, maybe a year or multiple.

At the end of subscription time, renewal of a license is necessary.

* Declarative software license: For this process, the business agreement is done before
using the software through negotiation. Then the licensor allows using of the software.
However, to ensure that the software has been used according to the license terms and
conditions offline audit will be performed. The VNF provider or third party can perform
the audit. Today’s practices are conducted by a third party trusted by the licensor and

licensee.

2.4 VNEF license

Software licenses are applicable in the different layers of NFV architectures example, Operation
Support System (OSS), Business Support System (BSS), MANO, VNF, and NFVI. However,
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licensing is complicated and risky in VNF because these are virtualized network functions
where many services are deployed. For a proper and deep understanding, we tried to answer
some questions;

Why licensing is important for VNF ?

a) To obtain the economic benefits of NFV, long or short-term planning, it is vital to monitor

the usage of VNFs based on the license agreement.
b) To meet the continuity of the service, usage of VNF licenses needs to be handled proactively.
¢) NFV- MANO uses the license for the VNF instantiation and operation.

d) VNF license needs to be implemented in a flexible and extensible way to receive the benefits

of the cost efficiency.
e) VNF is software, and protecting the software intellectual rights license is very important.
f) VNF providers need to know that their software is being used according to the terms agreed.

g) Service provider needs to know that any failure in license entitlements will not lead to a

service outage.

h) Currently, there are no standardized methods for licensing VNF; these have facilities for
many outside vendors to propose their model, which may or may not be profitable to service

provider or clients.

Thus, we can say that the VNF license is crucial and impacts different aspects of NFV. But
today, there is a vast diversity in VNF licensing. Therefore, there is a need to standardize the
VNF license management.

Why is there a need to standardize the VNF licensing?

 Standardization of VNF could facilitate services providers or VNF provider to software

is being used according to the agreed terms.
* It will avoid customizing license management for each type of VNF and VNF provider.

 Standardization creates the possibility for simplifying the acquisition of license manage-
ment, which will help scale the VNFs.

* It will reduce licensing errors, which could interrupt service continuity.
* It might help to create a competitive ecosystem for VNF service providers.

* Also, it helps to create uniformity in the VNF licensing.
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License management is performed by the VNF License Management Entity (LM) with the
help of NFVO. VNF LM is an entity that manages VNF license entitlement and also makes this
information available for other functions to use. According to ETSI, LM is supposed to be in
OS/BS (Operation System/ Business System). A high-level flow diagram between NFVO and

LM is shown below:

" F . . '] [ v -
License Manager - MAN C)|
License Request
License Release ‘ ‘
NFEVI- NFEVI- NFEVI-
PoP1 PoP2 PoP3

Figure 2.11: Information flow between NFV- MANO and License Manager.

Brief description of flow and figure 2.11;

* When there is a need for additional VNF instances in any NFVI-Points of Present (POPs),
NFVO will request an additional license to LM.

* If there are surplus VNF instances in NFVI-POPs, NFVO will shut down the instances

and release the license back to the pool.

* NFVO can move the VNF instances across the NFVI-POPs without consulting VNF LM

Thus, we see the role and importance of license management. One of the common practices for

license management in IT, right now extending towards telecommunication operators, is using
SAM.

2.5 SAM (Software Assets Management)

SAM is a tool used to assist and automated the process of software assets management [11].
SAM assists in the protection and control of software and information-related assets within an
organization which is crucial for the protection and control of the software assets. The defini-

tion given by the ISO for SAM can be stated as, "All of the process and infrastructure necessary
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for the effective management, control and protection of the software assets throughout their
life-cycle within an organization " [11].

The necessity of SAM in today’s time.

SAM enables the software tracking process with the finest possible granularity. The goal
of SAM is to monitor the real uses of software with usage rights acquired from the soft-
ware provider and service provider to optimize and control the risk of counterfeiting (non-
compliance). The foremost responsibility of the SAM is to manage the software throughout
its lifecycle accurately, the moment software instances are requested through procurement, de-
ployment, recycling, and retirement. SAM helps to lower the costs and handle the risks. It
reduces the cost by controlling overbuying software. SAM helps to find the exact quantity of
software needed for an organization that prevents the risk of non-compliance. SAM also helps
to find the under-buying software in an organization; when the organization uses more software
than contractual clauses, then the organization has to deal with counterfeiting. SAM tries to
eliminate the reliance on software editors for software license usage by providing the orga-
nization with an account of their software usage and licenses to minimize counterfeiting and
waste on software licenses. Thus, SAM can anticipate the requirement and non-requirements
of software within an organization. Due to all these beneficial features, SAM is not an option;
it is a requirement of today’s technologies. Due to the rapid evolution of the infrastructure
paradigm. The need for SAM is much more than ever now. Moving towards cloudification and
softwarizartion is challenging for the SAM due to a lack of metrics, usage acquisition, and stan-
dardization. With SDN/NFV and 5G, most network functions become software. This means
massive use of software in various activities to provide Telco services. Moreover, Telco services
are evolving towards on-demand services. This evolving context introduces new challenges for
the SAM processes of telecom operators. This paradigm shift brings breaks, changes, and chal-
lenges to SAM, as shown in Figure 2.12, which can directly impact the operator’s value chains
and economic performance. Some of the challenges due to cloudification and softwarization

are;

Network equipment is replaced by SW appliance deployed on the infra-cloud

* And so the notion of equipment ownership becomes a right to use a software

* The life cycle of this software is no longer related to the life of equipment but to that of
virtual services in a digital economy and is, therefore, likely to be shorter (which means

closer SW releases to be deployed by the operator).

* Since network SW is used directly in the value chain, it becomes crucial that the license

and metrics be well adapted to the operator’s business models and services.
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* But the most crucial point is undoubtedly related to operations: It is becoming increas-

ingly evident today that business process automation is one of the leverages that will

make this NFV transformation profitable. It is, therefore, essential to automate the li-

cense management, which will help manage the increased associated risks.
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Figure 2.12: Impacts in SAM due Cloudification and Softwarization.
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2.6 Conclusion

We can see that the emergence of software technologies has a significant impact on the licensing
of software. For the efficient management of the software, enterprises use the SAM. Effective
implementation of the SAM can save the organization from risks and loss. However, due to the
novel arrivals of the technologies such as NFV, SDN, and 5G. Effective and reliable implemen-
tation of licensing in software is becoming a challenge. An efficient method is required for the
accurate measurement of the usage of software so that it can be used to construct the license
analysis. Throughout this research, we tried to show how LC is not just unit cost, how much
it is essential and how it is related to other aspects of VNF. This chapter presents a literature
review of the evolution of software, technologies, and their benefits and current challenges.
Also, it shows the importance of licensing in software.

Chapter 3 present our proposal, contribution for methods to licensing VNF, and way to

minimize the software costs.
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Chapter

Modeling of Software Cost For VNF

"You cannot be lonely if you like the

person you’'re alone with."

— Wayne W. Dyer.
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3.1 Introduction

Network Functions Virtualization (NFV) is one of the promising technologies in network ar-
chitecture. It was launched as a leading network technology by networking and telco compa-
nies promising to lower Capital Expenditure (CAPEX) and Operational Expenditure (OPEX)
with greater flexibility to scale up/down and reduce the resources. VNF (Virtual Network
Function), on the other hand, is the virtual component of NFV whose functionalities, metrics,
rights, etc. are not yet thoroughly explored, which in turn services provisioning and licensing
complexes, error, and lethargic. We call this problem Virtualize Network Function Software
Cost (VNF-SO).

Licensing is a complex task. Currently, there is a vast, diverse licensing mechanism in
software industries that ultimately impact the license management, renewal of license contracts,

and monitoring usages. This could encourage VNF providers to come up with their licensing
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models, which could create confusion and insecurity for clients [10]. It may lead to clients for
non-compliance and risk of loss of a massive amount of money. Service providers want NFV to
provide services on NFV, but they want to get license arrangements as they want. At the present
moment, this desire of the client cannot be fulfilled due to the lack of a license model. A new
model needs to be implemented without being complicated so that it will meet new services
and demands.

Software cost includes more comprehensive costs, as mentioned in Chapter 2. But for this
study, we had license and resource costs. LC is the cost to use the software under agreed rights
and terms. RC is the cost of vCPU and vVRAM to operate the VNF.

In this study, we have explored the existing problems and complications in VNF licensing
and cost. Afterward, we propose a model to estimate the license requirement for the client
network system. Using the LC and RC, we formed the software cost. After that, we show a use
case of how a client can minimize their software cost. This study also discusses the challenges
that need to be addressed in the upcoming days. In the SAM field, usually, software cost and
software license costs are used interchangeably, so in this chapter, we also follow the same
trends.

Until this research was written, as far as our knowledge, there hasn’t been any comprehen-
sive research regarding VNF licensing costs and models. Most of the research published in the
past were focused on the problem in NFV traffic, networking, scheduling, and the overall cost,
not on licensing characteristics.

This chapter is organized as follows: Section 3.2 presents a state of the art of the total
cost of VNF, including software cost, total cost not including software cost, and others. Next,
section 3.3 describes our proposed use case for minimizing software cost, and Section 3.4

concludes the chapter.

3.2 Literature Review: Software cost and Existing State

Software cost is the cost to produce the software from the initial phase to till deployment of
the software. Thus, software costs include varieties of costs from HR, resources (virtual or
physical), and maintenance. In our work, we consider LC and RC as software costs. LC help
to protect the right of software to use, and RC charges the user as per the resource being used.
In the beginning, we tried to analyze the existing research to understand the current situation
of software cost and its trends.

This section provides a comprehensive literature review of software costs. In this research,
the authors categorize existing trends of VNF software cost in three parts A) Total cost includ-
ing software cost B) Total cost without including software cost C) Others (CPU allocation,
scheduling, etc.). This section shows how they relate to VNF license cost and missed covering
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software cost, metrics, and licensing.

* Total cost including software cost
There are lots of papers likes [4, 11, 12] that talk about the total cost of VNF is for de-
ployment and buying costs of VNF, but very little research has been conducted, including
license costs. In the paper [4] authors present a cost-efficient model for VNF chaining
placement. They forwarded some interesting ideas like centrality computer module; fit-
ness computes module, etc. to find the best and optimal placement of VNF in a way
that overall cost is minimized. This research focuses on overall costs concerning net-
work metrics, not software costs. In [12] authors purposed SET (Simple and Effective
Technique). This is the extension of [4] in which they used feasible permutation to find
optimal orders and placement of VNF. They find the order of VNF, after they used their
previously developed model, shows that orders of VNFs would help to minimize the total
cost. Again, here analysis was not based on software licensing features but more focused
on reducing overall cost. Article [11] presented how the SAM needs to change to adapt

to softwarization.

In article [13], they considered the VNF opening cost, which is the cost of running idle
VNF. It considered energy cost, cost of installing a VM, link, processing, and licensing
cost for each VNFE. In this paper also, they did not talk about software costs. It was
focused on VNF placement and chains. In article [14] authors presented a solution to
support service differentiation in terms of availability and delay minimizing the cost for
VNF placement. Generally, they forwarded two solutions ILP (Integer Linear Programs)
formulation and heuristic approaches to obtain near-optimal solutions. To estimate path
cost, they find the least path cost satisfying the QoS constraint according to the agreed
service chain SLA (Service Level Agreement); however, it fails to consider the software
cost. In article [15] placement of virtual Deep Packet Inspection (vDPI) was presented
and solved using a centrality-based greedy algorithm. The algorithm considered fitness
value composed of network resources cost and license cost of vDPI. Well, this manuscript
analyzed ILP and heuristic base, which were made to optimize the cost of vDPI and
placement. Although it considered a license cost, it did not fully explore the software

cost and metrics.

Thus, these papers presented above considered the few cost component, but they never

explore optimizing software cost and licensing of the VNF.

* Total cost without including software cost
For calculating proper CAPEX and OPEX software costs cannot be ignored. In arti-
cle [16] was the most comprehensive paper on the VNF orchestration problem. To opti-

mize the OPEX, they presented four components 1) VNF deployment cost 2) energy cost
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3) cost of forwarding traffic 4) and penalty for SLO (Service Level Objectives) violation.
Their second aim was to minimize resources, active servers, and links by the possibility
to increase accommodating more traffic on the same physical resources. Although it was
the finest paper, they didn’t consider software cost. In paper [17] the author proposed
mixed-integer linear programming presenting resource constraints, routing constraints,
and QoS constraints. They show that MMRQC (Multi-Source Multicast Routing with
QoS Constraints) was a Steiner tree problem to solve the proposed Multi-source Multi-
cast Tree Construction (MMTC). The algorithm estimated to find common links so that
it can place SFC (Service Function Chains), which will help to improve resource utiliza-

tion.

In artcile [18] they considered anti-affinity between VNFC (Virtual Network Function
Components), they used constraint-based heuristically applied in virtualized mobile net-
work infrastructure providing EPCaaS (Evolved Packet Core as Service). The cost of
deployment was measured in terms of DC (Data Center) utilization, such as compute and
networking. The two constraint-based strategies were VSD (Vertical Serial Deployment)
and HSD (Horizontal Serial Deployment). Using these two strategies, they measure the
load distribution performance on overall servers. Thus, all these articles were conducted

without considering software cost.

Others

Much research was focused on other aspects, such as resource allocation of CPU and
proper handling of network traffic; some were based on trust contracts, service chaining,
etc. In a paper [19], they focused on efficient NFV deployment in data center networks.
They try to slow down the growth of east-west traffic and minimize the data center re-
sources. They used solving bin packing problems in each node, classifying outputs bins
into good and bad. This process generated a tree structure that helps locate VNF to

control traffic growth. So basically, their algorithm was based on flow assignment.

The other research was concerned with smarts licensing as in [20] it presented a way to
decentralize and provides security on pay-as-you-grow models in an automated and flex-
ible way of using blockchains. Their system model was based on CSP and Network Soft-
ware Vendor (NSV) relationship. So this paper talked more about software management
based on its availability and flexibility using the Ethereum blockchain. In artcile [21],
for proper deployment configuration machine learning model was used. Affinity is es-
sential for maximizing performance and optimizing the number of allocation resources.
Article [21] incorporates resources affinity for the automation deployment. This paper

analyzed the VNF flavor configuration between Open vSwitch (OvS) and Single Root
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Input-Output Virtualization (SR-IOV) infrastructure. This helps to construct architecture
for selecting the best VNF flavor showing that VNFC were not memory or CPU bound.
With the help of Figure (3.1), we classified the VNF research.

Often software costs are carried out offline (static). In the offline process, all client
requirements are first analyzed depending on constraints, scenarios, and decisions. In

this work costs, we are presenting are offline.

VNF Researches

Total cost without
including software
cost

Total cost including
software cost

Others

Considered various

Consider : el Focus on resources
installation cost of s f.':u:ito cogmdm allocation rather
HW and SW upgrace, update than in SW cost

and license cost

Figure 3.1: Taxonomy of research in VNF

So, for these problems, what can be the probable solution?
Open Sourcing is the most pragmatic approach to developing a common network software
license management, a solution that must address the different concerns of ecosystem stake-
holders.

A function of software license management represents different issues depending on the

actors considered:

* For licensors, the issue is basically to ensure the revenue from the sale of licenses by

controlling the use of licensed software

* For the licensee, the issue is to ensure compliance with the license’s terms but also to
optimize the purchase and exploitation of these rights of use of software while keeping

the mastering on the use of their SW assets
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Both actors can, however, agree on common findings:

* Compliance with the license contract must be ensured
* A confidence in the process/tooling is mandatory
* No intrinsic market value in license management itself

Development by an open source community is the most pragmatic way to achieve the
standardization goals of the network software license management solution because this co-
construction will involve the different actors of the ecosystem, thus ensuring interoperability

while allowing to share of the costs.

3.3 Cost Modeling: RC, LC using Use-cases

To address the software cost and licensing problem. We named these existing problems of
software and licensed the VNF-SC problem. We present different use cases scenario that is
unique and crucial. We develop models for selecting a combination of VNF, with one of the
essential metrics, is SAU. Nevertheless, SAU is not the only metric used for analyzing VNF
licenses. Depending upon infrastructure, there are lots of other metrics. For example, core
telco uses active and attached users, transmission per second, since SAU is a widely accepted
and commonly used metric for VNF licensing. In this section, we focus our analysis on SAU.
Importance point here is not to be confused that SAU can behave as metrics, and usage, too; in
our case, SAU is metrics. Figure 3.2 show the example of SAU on the VEPC for Ericsson. This
figure shows how the VEPC is supported by the VNF and the measurement point for Ericsson.
It also represents that using SAU license reference can be estimated.

Domain Vendao o a onceptua BLrics pasurem ent points [Ericsso

MM NbractAtachedSub G (MMB2E),
BEEN attached users i NbréctAtachedSub U (MW/BZE),
WS M2 Nbr&tachedEcle G (M2WMI0T)

WS MM NbractAttachedSubE (MWB2B),

WWIME sal attached wzars WG MM NbractAttachedSubCati1 E M2WMACT),
Simultaneous WS.loT.MM.NbrActAttached Sub NB (M2ZMACT)
vEPC |Ericsson Attsched Usars.
- e e e o sgetlbrOfles,
WSEW | Formulabsssdon | SMBSPSUSEE | oo b ieg
thecritical metrics

povedpnéctivel peBearer,

WPEW attached uzers  |pgwetpnidivel edicatedE psBearer,
gosndpnictiveP dpContextCount

single usars registered
eFDG with at leastone FON (ePDG Active UE s Connected

COnnection

Figure 3.2: SAU Example on the vVEPC

e Figure 3.2 gives the example of the Simultaneous Active Users (SAU) metric specified
for the vEPC of Ericsson.
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e The calculation formula of the SAU considers the daily maximum of the hourly average

number of SAU as in Equation (3.1). Which is globalized on all deployed instances.

e The right column specifies the meters which must be used for the Ericsson vEPC solution

SAU = max( ) _ Hourly Average SAU) (3.1)

All VNF

Here we use SAU as metrics which is used to estimate the reference for a license, max is
maximum over the day, and all VNF is all concerned VNF instances in the network. Now let
us see different ways to minimize the software cost. Since we cannot present real value (cost)
in each table, the vendor provided to orange due to confidentiality. We considered arbitrary
values close to it in each use case. The formula is based on the maximum average value of each
VNF,; this formula benefits both VNF providers and VNF users. The main logic of the formula

is creating a profitable situation for providers and users. Now let see the use cases

3.3.1 Different VNF providers Use Case (Case I)

If an organization can choose to use different VNFs from different companies, it will lower
the prices, and the organization will reduce software costs. Our foundation idea is shown in
Figure 3.3. Different shapes of VNFs are used to differentiate different VNFs.

Ericsson

Cisco

Ericsson :
Juniper

N

Figure 3.3: Implementation of different VNF using different VNF provider Case I .

Figure 3.3 show the different VNF in chain. Figure 3.3 can be simplified in Table 3.1. We
can see that there are many choices to form the service chain that will provide similar quality
services. If the client requires to minimize the cost of each VNF, then we can see that users

can choose a cheap vendor, Cisco, for a firewall that is (50 €), for IDS, the user can choose
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Table 3.1: Cost of VNF function according to different VNF providers.

Companies Firewall IDS (Intrusion Detection System) Proxy
Ericsson | 60 € (Annual) 45 € (Annual) 50 € (Annual)
Cisco 50 € (Annual) 60 € (Annual) 60 € (Annual)
Juniper 55 € (Annual) 50 € (Annual) 50 € (Annual)

Ericsson (45 €), and for proxy, the user can select Ericsson or Juniper (50 €). Thus, selecting
different vendor organizations can optimize the software price.

This process sounds theoretically possible only, but an organization like Cisco is slowly
adapting this kind of model. Figure 3.4 show the NFV implementation approach by Cicso
where VNF from the different vendors has been used. Different colors indicates different 37

parties [22]. It is not only limited to VNF. It goes beyond on computational domain too.

QOpen and Modular w/mixed
VNFs & 3 party compute
Orchestration
Cisco VNFs VNF VNE - VNF

ViMm
Cisco VIM Compute
SDN Fabric

Cisco SDN Fabric

Figure 3.4: Different types of VNF and compute using third party in Cisco

Our case II is a use case based on flavor and a different range of costs.

3.3.2 Flavor based Use Case (Case II)

The Flavor of VNF generally means categorizing VNF depending upon its infrastructure ca-
pabilities. The flavor is based on the VNFC (vCPU and vRAM). Flavour can be classified as
small (DF1), medium (DF2), and large (DF3), as shown in Table (3.2). By using the deploy-
ment flavor, users can optimize the software cost. It can be shown in Figure 3.5.

If clients/users have lots of flavors available, then users can form the flavor’s combination
and check whether or not this combination can meet the client’s threshold QoS. Figure 3.5 is
further analysis in Table 3.3.

From Table 3.3 if the client need 2vCPU and 2GB RAM , then the organization can select
D2-Firewall, DF-2 Proxy, and DF-2 IDS. Clients who need 4vCPU and 4GB RAM can choose
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Table 3.2: Flavor classification.

Size Flavour | vCPU and VRAM

Small DF-1 | 1vCPU, 1GB vRAM
Medium | DF-2 | 2vCPU, 2GB vRAM

Large DF-3 | 4vCPU, 4GB vRAM

Figure 3.5: VNF implementation using different flavor.

Table 3.3: Relation of flavor with SAU.

Flavor/Function DF-1 DF-2 DF-3
Firewall 1vCPU | 1IGBRAM | 50 €(Annual) | 2vCPU | 2GBRAM | 60 € | 4vCPU | 4GBRAM | 55 €
IDS 1vCPU | 1IGBRAM | 60 €(Annual) | 2vCPU | 2GBRAM | 75 € | 4vCPU | 4GBRAM | 85 €
Proxy 1vCPU | 1IGBRAM | 45 €(Annual) | 2vCPU | 2GBRAM | 55 € | 4vCPU | 4GBRAM | 60 €

DF-3 for firewall, proxy, and IDS. Thus, we can see that clients can minimize software costs
by choosing different flavors depending on their QoS requirements.
We conducted experiments to analyze the relation between SAU and deployment flavor and

performed simulations, which is our case III.

3.3.3 Flavor and SAU combination Use Case (Case III)

This case is for the VNFs service chain. From Table 3.4, depending upon the client’s needs of
SAU and the system’s requirements, the client can select any flavor. For this experiment, we
suppose that the user’s need for SAU for the firewall is 100 to 200. Similarly, for IDS, SAU
is from 600 to 700, and for proxy, SAU is from 1000 to 1100. For this, we build the python
based simulator. Our simulation selected 100 for the firewall, which is DF-1; the simulator
chose the lowest one from the range if available if not, it suggests the highest. Likewise, for
IDS, it selects DF-2, and for proxy, it selects 1000, which is DF-2. Thus, the simulator makes
the combination of DF-1, DF-2, and DF-2 for firewall, IDS, and proxy, respectively.
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Table 3.4: Relation of flavor with SAU.

Flavour | SAU for Firewall | SAU for IDS | SAU for Proxy
DF-1 100 500 900
DE-2 200 600 1000
DF-3 300 700 1100

We presented this problem in different ways too. We can also consider the highest or
lowest combination of the sum of SAU for different flavors. For example, we can make a
combination of these functions such as (100, 500, 900), (100, 600, 1000), (100, 700, 1100),
and so on. We are calculating the combination of each function or flavor with each other. We
formed the combination following the specific order from the firewall, IDS, and proxy during
the combination. After the combination simulator selects the sum of each combination, if users
need the highest combination of SAU simulator will choose the highest combination of SAU. If
users need the lowest combination of SAU simulator selects a lower combination of SAU; also,
if users request the mean, it will serve a combination of the mean SAU. So using this simulator,
the client can choose the flavor depending upon the SAU, either the lowest or highest depending
upon the needs.

These operations can also be further diagnosed in different ways, which is our case IV.

3.3.4 SAU, Flavor and Cost combination Use Case (Case IV)

We can make a combination of flavor, SAU, and cost for each VNF; well, there is a lot of
software cost (maintenance cost, installation cost), but over here in Table 3.5 we take arbitrary

value for license cost only. However, it will not change if we consider the other costs.

Table 3.5: List of cost with SAU and flavour.

Flavour | SAU for Firewall Cost SAU for IDS Cost SAU for Proxy Cost Infrastructure Cost
DF-1 100 110.56 € 100 120.63 € 100 100.56 € 60 €
DF-2 500 110.56 € 500 120.63 € 500 100.56 € 80 €
DF-3 1000 60.16 € 1000 50.12 € 1000 40.56 € 100 €

We can analyze flavor according to SAU or cost. We build a simulator. That helps to select
according to price or SAU as per the need of the users. Users have to choose the highest or
lowest cost if the cost selected.

For example, let us say the user selects the lowest cost. It will be 60.16 € for the firewall.
It should be noted that if the user selects the lowest cost, it will have the highest SAU; in this
case, it is 1000. It is because we follow the current trends in the telecoms industries. Similarly,
users can use SAU for selecting suitable flavors; in these examples, we take the highest SAU,

i.e., 1000, and similarly for other VNFs too, which will help to choose the lowest cost.
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The most crucial point to be noted here is that when we have the highest SAU, we have
less cost, but our infrastructure cost (vCPU, vRAM) will increase. This is because license costs
remain unchanged after a certain number of licenses (license threshold), but infrastructure costs
keep growing; this is the current trend in industries. Moreover, it’s business policies to lucid
the customer. Since SAU is higher, so it obvious that more vCPU, and a larger size of vVRAM
is required.

Thus, clients and users must have their threshold cost and SAU before choosing the flavor

or service providers, and vice versa, which helps to optimize their software cost.

3.4 Conclusion

The implementation of NFV is rapidly increasing alongside 5G. Therefore, NFV is undoubt-
edly the future of networking architecture. Thus, standardized tools for licensing VNF are the
absolute need of the hour. In our study, we present a module for licensing and use it to construct
software costs. First, we gave the current state of the software cost and license, and then we
showed how they are not enough for VNF. After that, From our use-case scenario, we clearly
show that we can optimize the software cost using the VNF chain of different vendors. Also, a
combination of the cost of VNF helps to reduce the software cost. Similarly, a combination of
SAU and deployment flavor significantly reduces the software cost of the client acquiring the
threshold QoS.

Chapter 4 will see how this software cost can be used to form the software total cost and

minimization of the total cost based on various cases and scenarios.
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Chapter I

Total Cost Modeling For VNF Based On

Different Use Cases And Scenario

"You are an aperture through which the

universe is looking at and exploring

itself.”
— Alan W. Watts.
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4.1 Introduction

Due to the fast technological evolution, there are increasing new service user cases (10T,
eHealth, Smart cities, AR/VR (Augment Reality, Virtual Reality). Each use case imposes dif-
ferent network requirements related to speed, latency, and isolation. To deliver this demand at a
large scale, the underlying network needs to be software driven and automated. This is the rea-
son why we need NFV. Moving to NFV (Network Function Virtualization) and SDN (Software
Defined Network), Telco cloud architectures face four key challenges: interoperability, automa-

tion, reliability, and adaptability. All these challenges involve optimizing resources, whether
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increasing the utilization of hardware resources (virtualization) or delivering shared comput-
ing resources and functions in real-time (cloudification). The Softwarization of networks is a
consequence of telecom cloudification. Virtual Network Function (VNF) is protected by IPR
(Intellectual Property Right) like any software, ensured by a license describing usage rights and
restrictions at a given cost. Until now, limited studies have happened on the economic dimen-
sion linked to softwarisation. Currently, the telco industry struggles to converge and standardize
licensing and cost models. At risk: the network cloudification benefits could be swept away by
poor management of resources (Hardware and Software). This section presents a preliminary
model for optimizing the total cost of a VNF based on the Resource Cost (RC) and License Cost
(LC). This analysis is inspired by measurement and licensing practices commonly observed in
the Telcos industries, i.e., consumption and capacity.

NFV aims to increase automation and network reliability for better and quicker service
delivery. From the research and markets, the global NFV market is projected to grow from
12.9bn dollars in 2019 to 36.3bn dollars by 2024!. Also, it is predicted that between 2022- 2032
NFV market growth rate will be 6.6% 2. Service providers, specifically telco companies, must
adapt quickly and efficiently to this shift. More than only technological challenges, historical
telcos must face the arrival of large hyper-scalers, partners, and aggressive competitors. Service
Providers will benefit from NFV if they can enable new services with a faster time-to-market
and rapidly scale resources up and down, lowering the costs. The key challenges facing NFV
are thus linked with resource optimization. Also, success relies on the ability to monitor and
use standards and interoperable resources: in other words, to mix and match various software
components on standard COTS hardware.

As the network becomes software, failure in controlling software spending destroys the
promises of NFV efficiency. In addition, the paradigm shift from equipment property toward
Software (SW) Right To Use (SW RTU) adds complexity to resource management. As IPR
protects SW over a license, it becomes essential to ensure the compliance of SW deployments
regarding acquired rights. As well, it becomes necessary to optimize license costs. For this,
one of the standard practices in IT, extending to networks, is to practice SAM. Implementing
end-to-end SAM guarantees that users buy all the licenses user need; only the license needs: to
avoid counterfeiting and waste [11,23].

SW license frames the rights and obligations of the CSP to use SW. License is associated
with a cost (LC) which depends on the volume of rights granted. The volume given and associ-
ated conditions of use are contractually defined by one or several metrics. There are currently
no standards on metrics and their definition; they depend on the creativity of software providers.

This could facilitate every supplier of VNF to propose their metrics, model, and tools. More-

Thttps://www.f5.com/ f r f r/company/blog/why-nfv-ismore- relevant-than-ever
Zhttps://www.factmr.com/report/1327/nfv-market
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over, this is an intriguing and complex task for VNF service providers and users. Based on our
observation of the telcos industries, metrics can be linked with usage, resource allocation, and
resource consumption. Thus, it is not wiser to consider LC and RC independently, but we need
to consider that LC can depend on resources and vice versa.

One of the significant hurdles that exist till now is that end-users have to give access to their
valuable data to vendors or service providers to help optimize the licensing and total cost. This
creates doubts and fear among clients. As a result, there is a lack of sovereignty, motivation,
and confidence in clients and a lack of appropriate options for optimizing the total cost for
clients’ systems.

Thus, to address these and other related issues associate with VNF licensing. We propose
a model to evaluate and optimize the Total cost of VNF based on LC and RC. We base our
model on two metrics, SAU and BW, as we observed that they are well known in the telcos
industries and can fit both resource consumption, allocation. Total Cost (TC) is calculated
based on LC and RC. Although resources cost occasionally include LC and other costs such as
link, maintenance, upgrade, and hardware costs.

In this study, we considered only RC as VNF instances required to operate the necessary
amount of license (license reference). License is an agreement that comes with rights and
duties. The right is to use a certain amount of SAU or BW in the respective VNF, and the

responsibilities are to comply.

4.2 Related Works

In the past, some research was focused on optimizing the network cost and the network path
most of them included LC as a constant entity. In article [24], they have dealt with finding the
best place of VNF for a better routing path for each demand. This article helps our research for
finding the placement for SFC (Service Function Chain). Article [4] had a significant impact
on licensing, but the authors did not focus on the licensing cost or providing better options for
clients. In [25] they developed the VNFPRA problem, which finds the optimal placement of
VNFs in SDN/NFV-enabled MEC (Mobile Edge Computing) nodes to reduce the deployment
and resource cost using genetic and mixed-integer problems. From this article, we get an idea
about resource allocation. In [26] they focused on the placement of the VNF and traffic steering
using network cost, node cost, and VNF placement cost. However, this article did not discuss
the total cost and LC estimation and optimization but has illustrated an excellent insight into
the in-network cost.

In [27] formulated problems for joint optimization and traffic cost optimization using the
Markov Approximation (MA), in which they added their matching approach called SAMA.

This research helps us to get a good idea of VNF instances. Although this work was vast and
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concrete, they have not considered license cost or overall total cost. In [28], authors focused on
resource allocation of NFV components using Markov Decision Process and Bayesian learning,
which helped to allocate NFV components dynamically. In [29] solutions are based on a
flexible resource allocation focused on analyzing delay rather than optimizing cost. They have
dealt with the placement of chain VNF to minimize the delay between ends to end VNF using
the Mixed Integer Quadratically Constraint Program (MIQCP).

Article [30] was based on QoS of non-cooperative network domain using deep learning
to reduce the bidding price, network cost, network service chain optimization, and Forward
Graph (FG). This study is not focused on the license and its associated cost. Article [31]
performed research about resource allocation and VNF placement, where they used service
delay as a critical point performance. This research is not based on the cost analysis of NFV;
nevertheless, it gave us good insight into the delay and VNF placement. Research paper [32]
provides a survey article that talked about resource allocation in VNF. Categories in three-
stage VNF-CC (Chain Composition), VNF-FGE (Forward Graph Embedding), and VNF-SCH
(Scheduling). Thus, this research focus on various aspects, excluding the economic dimension
of the NFV.

All these articles mentioned above have no license cost or optimizing models for the soft-

ware cost. Nevertheless, these costs, LC, RC are significant for companies [4, 11,23].

4.3 Proposal Model

4.3.1 Traditional ways

There are many different pricing and cost models for the software still used in the Cloud, NFV,
and SDN. However, these models are not enough for current evolving technologies, which
increase different new use cases. The famous traditional cost models are a perpetual license,
pay-as-you-grow, and subscription. In this section, we use only two methods to compare with

our model;

e Perpetual license: In this system, the user has to pay upfront; then, the user has the
right to use the software. Depending upon the license entitlement, user can upgrade
and updates their software. Since it is a one-time payment, generally, it is costly. The
dimension parameters used for a perpetual license are:

— LC,y: One-time cost, upfront payment for the license.

— RC),;: One-time cost, upfront payment for resources.

- T'C,,; : Total cost for perpetual license.
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TChy = LCyy + RCyy (@.1)

e PAYG: In this model, end users must pay according to their consumption capacity incre-
ment. It can be used based on resources, services, or others. There are many pay-as-you
methods, such as pay-as-you-use, pay-as-you-eat, and pay-as-you-go, but we use it as
pay-as-you-grow and grow here in terms of SAU/BW. The dimension parameters used
for the PAYG license model are:

nbsay: Number of SAU at a time.

C'Spayca: Unit cost per SAU license.

— CSrpayc: Unit cost for Resource.

LC'spayq: License cost for SAU.

RC'spaya: Resource cost for SAU.

TCspaygq: Total cost for PAYG.

LCspaya = Cspaya X nbsav 4.2)
RCspaya = CSrpaya X nbsau (4.3)
TCspaya = LCspayec + RCspayc 4.4)

Now for the BW, dimension parameters are;

nbpy: number of SAU at a time.

C Bpayg: Unit cost per SAU license.

CBrpayq: Unit cost for Resource.

LC Bpayq: License cost for SAU.

RC Bpsya: Resource cost for SAU.

TCBpaygq: Total cost for PAYG.

LCBpayg = CBpaya X nbsau 4.5)
RCBpayc = CSrpaya X nbgau (4.6)
TCBpaye = LOCBpaya + RCBpayc 4.7)

e Subscription: In this model, licensing is done for a certain period (monthly or yearly) of
subscription time based on the number of SAU or BW. For example, 1000 SAU within
six months or 2 Gbps per month.
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One of the crucial points here not to forget is that these are business models, not actual
licensing models. They are only used as license models due to the lack of the standard license
model. To fill this gap, we conducted this research and proposed license models that ultimately

help construct business models in a virtual environment, VNF.

4.3.2 Cost model for Virtual Network Function

Our crucial challenge is to construct reliable and authentic methods for estimating license and
its associated costs for the VNF, which would ultimately help to optimize the total cost of VNFE.

We used two important license metrics to address this task: SAU and BW.

* SAU: SAU means simultaneous active users connected with VNF who are consuming

some resources and using services provided by VNF.
* BW: It is related to the amount of bandwidth-consuming/consumed by SAU.

* License Reference (LR): It helps estimate the number of licenses required for the VNF

system for a certain period and duration.

Since these parameters define the usage of VNF, these parameters fulfilled the preliminary
requirement to be license metrics and are also regarded as simple, scalable, and measurable pa-
rameters. Using these two metrics, we created two license references as; L Rg 4 Equation (4.8)

and L Ry Equation (4.9) respectively for SAU and bandwidth, they can be formulated as fol-

lows;
LRsay = max (Z avemge(SAUi)) (4.8)
vieV
Similarly for BW,
LRpw = max (Z avemge(BWi)) (4.9)
VieV

where, V = (1, 2,.....v) is a set of all concerned VNF (can be same or different type) in node.
We define H as a set of hours (1, 2, 3, ..., h), D as a set of days (1, 2, 3, ..., d) and R as a set of
License Reference (LR). LR corresponds to L Rg 4y or L Ry which we get from the equations
(4.8) and (4.9). Our assumption for this research was that all VNFs were properly deployed
in their respective places and functioning accurately at full capacity. These license references
helped to estimate an optimized total cost model, which includes license and resource costs

calculated as follows;
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Now, LC; and RC) can be calculated for capacity model for a day, j € D and r € R, as:

LCY = ¢ + 0p, T, (4.11)

RCS" = 0, + 6,75, (4.12)

LC; and RC| can be calculated for consumption model for a day, j € D, as:
LCP =75 x ay, (4.13)

RO =5 X By, (4.14)

where,

Table 4.1: Key Notation

Notation Description

r A License Reference. r € R,
o Pre-paid amount for License Reference (€),
T, Surpass or exceed License Reference r,
Q. Unit cost of license for License Reference r (€/SAU or Mbps),
o, License factor for License Reference r,
0 Prepaid amount for resources (€),
Oy Resources factor for License Reference 7,
o Unit cost of resources for License Reference 7,
V; License Reference for a day, j € D,

LC License cost for capacity,

RC Resources cost for capacity,

LC® License cost for consumption,

RC® Resources cost for consumption.

Now, after formulation these formula we implement these equations (4.8), (4.9) and (4.10)
in different scenario, such as i) VNF instances scenario ii) Users dependent iii) Using flavor in

nodes. These scenarios depend on users, usages, and nodes.

4.4 Use cases with different scenarios

This section presented different use cases in VNFs and showed how users could optimize li-

cense and resource costs.
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4.4.1 Scenario 1: VNF instances

For this scenario, we presented different available clients’ usages like; Web, VoIP, and Online
Game. We modified the table of [27] to adjust it to our model as shown in Table 4.4 for BW
and SAU. For this scenario, users need to be aware of their requirements based on SAU or
BW. Using SAU and BW the flavor base table is proposed on Table 4.2 and Table 4.3 which
is supposed to meet the user’s requirements. A Python-based simulator was built for this sce-
nario where the user can input their requirement. The simulator will provide the best available
options from tables according to the client’s needs. Importantly, license cost and resource cost

mentioned in our tables are LC“* and RC?, i.e., license capacity and resources capacity cost.

Table 4.2: BW Flavor Table for Scenario 1 (VNF instances)

Flavor BW LC (K€) | vStorage vRAM vCPU | Redundancy | Resources
(Mbps) (TB) cost
(K€)
A 15 200 2 2 GB 2 1 170
B 20 250 3 2GB 3 2 200
C 30 355 4 3GB 4 2 285
D 50 435 4 3GB 4 2 338
E 65 549 5 4 GB 4 2 420
F Customize your needs
Table 4.3: SAU Flavor Table for Scenario 1 (VNF instances)
Flavor SAU LC (K€) | vStorage | vVRAM vCPU Redundancy | Resources
(TB) cost (K€)
A 100 250 4 2GB 2 1 100
B 150 350 4 3GB 3 2 150
C 200 450 6 4 GB 4 2 215
D 250 550 7 5GB 5 2 275
E 350 650 8 5GB 5 2 325
F Customize your needs

Now, for example, let us consider first Bandwidth (BW) is the client requirement if the
traffic requirement is BW (65Mbps) for web services from Table 4.4 then for this service sim-
ulator proposed flavor E along with RC and LC from Table 4.2. If the use case is VoIP, then the
simulator will propose flavor D along with other parameters from Table 4.2. Whenever exact
traffic range requirement is not input by the client for such case simulator suggested higher
value flavor, and for the third use case, online game since users requirement is higher than the
available option. So users either can be satisfied with flavor D or the best option would be to

customize their requirements with the services provider, i.e., flavor E. In such a situation sim-
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Table 4.4:

Service chain of different client usages with BW

Client usage Service Chain Minimum Traffic | Minimum Traffic
Required (BW) Required (SAU)
Web Services NAT-FW-WOC- | 65Mbps 165
IDPS
VoIP NAT-FW-TM- 35Mbps 200
FW-NAT
Online Game NAT-FW-VOC- 150Mbps 300
WOC-IDPS

NAT: Network Address Translator, FW: Firewall, TM: Traffic Monitor, WOC: WAN
Optimization Controller, IDPS: Intrusion Detection Prevention System, VOC: Video
Optimization Controller

ulator proposed flavor D along with a note that the client can go for customization since their
given range of BW is beyond the option available in the table.

A similar phenomenon goes for SAU as well. If the use case is web services (165 SAU)
from Table 4.4 usage, our simulator proposed flavor C from Table 4.3 because the exact range
is not available, and it proposed a higher range flavor. Similarly, for VoIP, flavor C perfectly
matched the requirement of SAU, and for the online game, flavor E, covered the user’s need; in
this case, the simulator proposed a slightly higher range flavor.

Thus, using these flavors tables based on SAU and BW, the end-user can estimate license

and resource costs regarding these they can optimize the total cost.

4.4.2 Scenario 2: Users

Our second scenario depends on the nature of the users. Nature of users means the users have
exact or some knowledge regarding the resources in their system or not. In this research, we
categorized users into two types, @ Resources Know Users and @ Resources Unknown Users.

O Resources Known Users (RKU): These users have tentative knowledge about the num-
ber of resources in terms of SAU/BW required for their system. To estimate the need for
resources, clients might have to use paid or unpaid software such as OpTISAM (from Orange
free software)?, Cisco Asset Management (Cisco, paid) 4, and Ericsson adaptive inventory (Er-
icsson, paid)>. OpTISAM is a free software assets management developed by Orange. For this
scenario, a flavor table was created based on SAU, BW like in previous Table 4.2 and Table 4.3,
also in these tables, the total cost was introduced so that depending upon the user’s budget they

can choose flavors too.

3https://opensource.orange.com/fr/actualites/optisam-un-outil-optimise-pour-la-gestion-dactifs-logiciels/

“https://software.cisco.com/

Shttps://www.ericsson.com/en/press-releases/2015/6/ericsson-adaptive-inventory-redefines-network-and-
service-resource-management
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For this evaluation, a second simulator has been created named flavor selector, where users
can input the range of SAU, BW, and total cost depending upon their requirement then our sim-
ulator will propose the approximate flavor. For example, if the SAU range given by the client
is 100-120, our selector suggests flavor A from Table 4.5. Another case is a range between
130-160 then our selector suggests flavor B. Also, whenever the user inputs a higher value that
is not in the available range value, it will suggest customizing flavor, i.e., flavor F or the highest
flavor from the table, that is, flavor E. A similar goes for BW; for example, if the client provides
a range of bandwidth between 18-20 Mbps, the selector will propose flavor B from Table 4.6
since it is in the range (20 Mbps)

Another interesting case is using total cost. For the total cost, we added the value of the
Resources Cost (RC“*) and License Cost (LC“*) with the help of which we created the last
column (9*") in Table 4.5 and Table 4.6. Hence, depending on the customer’s budget simulator
proposed a flavor between SAU and BW. For example: if the client’s budget range is from
800-900k€, the simulator provides flavor D from Table 4.5. Furthermore, if the range is from
600-700k€, it could be from flavor C from the SAU or BW table. So, to avoid the confusion of
choosing between SAU and BW, the simulator asks about the client’s preference between SAU
and BW in the beginning. When the client chooses, their requirement is the total cost. Thus,
depending upon the client’s needs, the simulator provides the result either from BW, SAU, or
total cost.

Thus, using these two metrics and the total cost will give liberty to the client to choose
between different available options depending upon their needs, usages, and situation, which
helps to estimate and optimize VNF cost.

BOResources Unknown Users (RUU): Now, for the second type of users. These users don’t
have the estimated knowledge about their system’s resource requirements (SAU, BW). So for
these types of users, a third simulator was created to provide the users with several choices.
At first, users need to provide their range (between SAU, BW, and total cost), after which
the simulator will propose the least SAU value from the Table 4.5 along with other associate
parameters like storage, VRAM, vCPU, and cost. If the user is not satisfied with that proposal,
then they can process further simulator will propose from BW Table 4.6, least range from BW.

If this range is not satisfactory to the client’s requirement, then the simulator proposed the
mean value from the SAU flavor table. If this also fails to meet the user’s needs, the simulator
suggests the mean value from the BW flavor table. After this, the simulator proposed the
highest value of SAU and BW from SAU and BW flavor table, respectively. So the simulator
proposed from least to maximum flavor value from tables based on SAU, BW, and total cost.
Thus, our aim here is to provide the user with as many options as possible. Additionally, the
offer can be made concerning the total cost as performed in RKU. Figure 4.1 summarize the

overall users types.
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Users one :These Users two: These
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Figure 4.1: Taxonomy of Users Scenario
Table 4.5: SAU Flavor Table for Scenario 2
Flavor | SAU LC (K€) | vStorage | VRAM | vCPU | Redundancy| Resources | Total
(TB) cost (K€) cost
(K€)
A 100 250 4 2 GB 2 1 100 350
B 150 350 4 3GB 3 2 150 500
C 200 450 6 4 GB 4 2 215 665
D 250 550 7 5GB 5 2 275 825
E 350 650 8 5GB 5 2 325 975
F Customize your needs

4.4.3 Scenario 3: Nodes

We used the two techno-economic-friendly models for this scenario to estimate the LC and RC.
They are capacity and consumption. To adapt these models from a business point of view, we
have considered some thresholds and constraints related to licensing and resources like license

threshold, resources threshold, and license factors, as mentioned below;

» Capacity: Capacity means the amount of SAU or BW that can serve by the system
(VNF) at a specific time. The capacity analysis is similar to prepaid service, where a
certain amount of cost is paid upfront to a specific capacity (license reference for our
research) of VNF. When it surpasses the threshold , extra costs will be incurred. The
threshold can be a license or resource, or both. In this research, both LC and RC were
estimated using unit cost and license reference using Equations (4.11) and (4.13). In
this mode, once the capacity is increased, it cannot be reversed even if the consumption
(SAU/BW) is lower than the threshold.
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Table 4.6: BW Flavor Table for Scenario 2

Flavor | BW LC (K€) | vStorage | vVRAM vCPU Redundancy | Resources| Total
(Mbps) (TB) cost (K | cost
©) (K€)
A 15 200 2 2GB 2 1 170 370
B 20 250 3 2GB 3 2 200 450
C 30 355 4 3GB 4 2 285 640
D 50 435 4 3GB 4 2 338 773
E 65 549 5 4 GB 4 2 420 969
F Customize your needs

Consumption: It means amount of SAU or BW consumed at a time. Clients will pay
for the resources consumed during a specific time. Consequently, there is no contractual
threshold limiting the user’s ability to consume resources (SAU, BW). It was calculated
using Equations (4.13) and (4.14).

LC threshold: This is the threshold for calculating license costs. LC threshold was
implemented for LC“ It is defined at the contract’s negotiation time based on estimated
needs. If the uses exceed the threshold, the license cost is increased by 1.5, 2,3, ..., n,

known as license factor o. The license threshold is based on LR.

RC threshold: It is the threshold in the resources. Whenever a threshold is exceeded, it
requires a careful evaluation to understand whether the exceeded threshold can be cov-
ered by a single resource or more. If it can be covered with one resource, then our
research will use resources factor (9)=1, and if it requires more than one, it will be from
1.5,2,3,4,5, ..., n. This threshold is also dependent upon the LR. Similar to the LC
threshold, it can be negotiable between the VNF provider and the SP.

LC factor (0): It is a multiplicative factor after exceeding threshold, o= 1.5, 2, ..., n.
The license factor and resources factor were introduced here to create a proper business
model because whenever the threshold is exceeded in the capacity model, the service

provider will charge some extra amount.

RC factor (9): It is similar to the LC factor but in the resources aspect. 0=1.5, 2, 3, ...,

n.

So, now using all these metrics and equations (4.14) and (4.13) the total cost in consumption

model becomes:

max » (oy; + 5ry;) (4.15)

VjED

Similarly, from equations (4.12) and (4.11) total cost for capacity model became:
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max Y (¢, + o100 + 0, + 6,7.5,) (4.16)

VjeD
A presumption was made that it will meet the QoS threshold, T'Hy, i.e min T'C’ < T'H;.

T'Hy is not a numerical value but a condition.

4.4.4 Node scenario

The first analysis was performed in a single node and the second with multiple nodes because
we wanted to prove that our models could be adapted to almost any scenario. Also, in a single
node focus was on the nature of LR, and in multiple nodes, the focus was on two metrics, SAU

and BW, using two usages aspects of VNF, which are capacity and consumption.

4.4.4.1 Single Node

In this case, two different License References (LR) were generated as in Figure 4.2. One of
them is increasing steadily while another is increasing rapidly, and our models (Capacity and

Consumption) were applied to these data. For this case simulation adopted parameters are

given in Table 4.7.
Table 4.7: Simulation parameters for a single node
Parameters Value
License threshold for capacity model 500
Resource threshold for capacity model 300
o for both capacity and consumption models 1.5
0 for both capacity and consumption models 1.5
0 300€
¢ for capacity model 500€
a for LR and LR1 10€/LR
[ for LR and LR1 10€/resource

4.4.4.2 Result evaluation for single node

Figure 4.2 shows the two types of License References (LR and LR1 (License Reference) that
were generated in a single node. LRI is steadily increasing, whereas LR is rapidly growing
as days pass. When the research model was implemented in these two datasets, we obtained a
license cost as in Figure 4.3. LR and LR1 license costs for the capacity and consumption model
started and ended almost at the exact cost. The overall consumption model estimated the high-

est cost. Until the first 5 days, LR1 consumption cost was constant. However, after day 5 the
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Figure 4.3: Daily license cost for both license reference (LR, LR1)

cost started to increase slowly and ended at the exact cost as the consumption. LR capacity cost
started from the same cost as LR consumption, but after day 3 it overtook and surpassed the LR
consumption cost. Figure 4.4 and Figure 4.5 show the resource cost and summation of LC and
RC, respectively. They were similar in license cost. It can be seen for LR, the capacity model
generated less cost in the beginning days, but as days passed, the capacity model cost overtook
the consumption model cost. When data is slowly (LR1) increasing, the capacity model gener-

ates less cost (license, resources, summation) than consumption at the beginning but ends at a
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Figure 4.4: Daily resource cost for both license reference (LR, LR1)
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Figure 4.5: Daily summation of RC and LC (Daily Total cost) for both license reference (LR,
LR1)

slightly higher cost value than consumption. Whereas, when LR is rapidly increasing (LR), the
capacity model generates less cost only for a few days and quickly surpasses the consumption
model cost. Cumulative total cost was calculated as shown in Figure 4.6 from which it can be
interpreted that LR1 and LR consumption model estimated less cost than capacity. Thus, this

process offers the choice of models, either consumption or capacity, for users. That signifi-
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Figure 4.6: Total cost for both license reference (LR, LR1)

cantly impacted the total cost, and the choice of models depended on the nature of the license
reference.

The point here is that we want to prove that depending upon the nature of license reference,
different models give different outcomes. LR’s nature depends upon what metrics have been

used to estimate LR. It can be hourly average SAU or BW or other metrics.

4.4.4.3 Multiple Nodes

We considered a similar scenario for this situation as in [33] i.e., Intersection Collision Avoid-
ance (ICA). ICA is used in today’s cars. ICA issues the alert signal if any pair are about to
collide. All the parameters which were adapted to replicate the business models are given in
Table 5.5 and Table 4.9 for SAU and bandwidth. For the SAU, we choose a similar threshold
for license and resources for the convenience of the analysis; all the values for SAU or BW
are considered either from Request For Proposal (RFP), which the telco company received (in
our case Orange) or hit and trial base. This simulation is executed on the Intel(R) Core(TM)
17-6600U CPU @ 2.60GHz 2.81 GHz, 16GB RAM, Windows 10. For the sake of simplicity,
we assume that resources can be scaled easily. We generated SAU and BW randomly on each
virtual node, also known as Virtual Evolve Packets (VEPC) such as Mobile Management En-
tity (MME), Service Gateway (SGW), Packet Gateway (PGW). After the SAU and BW were
generated in each VEPC we implemented our license reference model as in Equations (4.8)
and (4.9) and obtain the Figures 4.8 and 4.12 for SAU and BW. After the estimation of license

reference, we estimated the license cost using the Equations (4.11) and (4.13), and its result is
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shown in the Figures 5.5 and 4.13. After successfully evaluating the LC, we analyze the RC
using the Equations (4.12) and (4.14) with the help of the license reference as shown in Figures
5.6 and 4.14. Further, we estimated the total cost using Equations (4.15) and (4.16) which were
shown in Figures 4.11 and 4.15. The experiment is carried out three times with three different

random values for thirty days, and its cumulative average results are presented in all figures.

Figure 4.7: VNF graph of the ICA service.

Table 4.8: Simulation parameter for SAU.

Parameters Value
License threshold for capacity 4725
Resource threshold for capacity 4725
o for both capacity for SAU 1.5 for LR less then 4725, 2 for LR > 4725
) 1.5 for SAU < 4725 and 2 for LR > 4725
0 33000 (€)
0] 40000 (€)
SAU 500 add random (0,50), random (0,100) and random (10,1000)
a for SAU 10€ per LR for License
B for SAU 6€ per LR for Resource
CSpava 0.01(€) per SAU
CSrpaya 0.04 (€) per SAU
LC,, 500 (€)
RC,y 800 (€)

4.4.4.4 Result Evaluation for multiple nodes

The main reason for undertaking this project is to develop a proper model that calculates the

license and cost model, which helps optimize the total cost of VNF software, which is validated
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Table 4.9: Simulation parameter for BW.

Parameters Value
License threshold for capacity 65
Resource threshold for capacity 70
o for both capacity for BW 1.5 for LR less then 65, 2 for LR > 65
4] 1.5 for SAU < 70 and 2 for LR > 70
0 700 (€)
) 600 (€)
BW random (5,10), random (10,20) and random (30,40)
a for BW 10€ per LR
5 for BW 6€ per Resource
CBpaya 0.01 (€) per BW
CBrpaya 0.04 (€) per BW
LC,y 500 (€)
RC,yy 800 (€)

License Reference and Daily SAU for SAU model
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Figure 4.8: License Reference for SAU

by illustrating different outcomes. Figure 4.8 and 4.12 show the estimated license reference
based on randomly generated SAU/BW. Randomly generated SAU/BW is also shown in the
figures, with the help of which pay-as-you-grow and perpetual licenses and their related cost
were estimated. We can see on both figures that daily SAU/BW is higher than the license
reference. It is due to licensing reference being based on hourly average, maximum over a day
from all concerned VNF from Equations (4.8) and (4.9). Not to be confused that daily SAU
and BW shown in the figures are 24 hours consumption by ICA service.

Figures 5.5 and 4.13, which are the cumulative license cost for 30 days, we can see that

55



Cumulative License Cost using SAU

3500000

3000000 -

2500000 -

2000000

1500000 -

License cost (€)

1000000

500000 -

0 .
LC1 LC2 LC3 LC4

EE LC1 pay as you grow = LC3 using Capacity
I LC2 using consumption B LC4 using Perpetual

Figure 4.9: Cumulative License cost using SAU
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Figure 4.10: Cumulative Resource cost using SAU

license cost using perpetual is lower, and license cost using pay as you grow higher. An in-
teresting case here is license cost using consumption and capacity methods. These are lower
than pay as you grow; among consumption and capacity, consumption has a lower cost than
capacity. One can argue that since the perpetual cost is lower, why not choose it? However, it

is not beneficiary for the VNF services provider. Because the perpetual model did not consider
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Figure 4.12: License Reference for BW

usage or resource consumption, it is not fair for the VNF services provider. Now, returning to
our figures in contrast with the LC of SAU, BW (Bandwidth) LC for consumption is higher,
and capacity is lower. Figures 5.6 and 4.14 show that the consumption model estimated the
lower resources cost than the capacity in both SAU and BW. Figures 4.11 and 4.15 show the

estimated total cost. Figure 4.11 is the total cost for the SAU here; we can see that the consump-
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Figure 4.14: Cumulative Resource cost using BW

tion model estimated a lower total cost than capacity. While the BW capacity model estimated
a lower cost than consumption, as shown in Figure 4.15.

One of the interesting points we can depict from these figures is that using SAU as a metric
with our model’s consumption model estimates lower costs. Nevertheless, in contrast, the

capacity model estimates lower costs when we use BW as a metric. This is because SAU and
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BW cannot be compared to each other as they are two different parameters; one is related to
the data plane (SAU), and another is the control plane (BW). Even though the SAU license
reference is higher than BW, we got BW’s total cost higher, which is because of the high unit
cost in BW (refer to the Table 4.9). For this topology, this study does not recommend either
SAU or BW is the best model but tries to present different available options to clients. In turn,
clients can choose any model according to their needs and circumstances. For example, if in
VNF]1 an active user is 1 and the user is consuming bandwidth 1Gbps. In VNF2, 10 users
consume 100 Mbps. If the SAU model is implemented in both VNFs, then VNF1’s total cost
will be far less than VNF2’s, even though the user in VNF1 consumes more bandwidth. Thus,
depending on the situation, it might be wise to use the bandwidth model in VNF1 and SAU
model in VNF2. Thus, as shown in Figure 4.11, if clients wish to choose the SAU model,
then for them to get optimum total cost, they can select the consumption process, and for BW,
as shown in Figure 4.15, they can choose the capacity method instead of pay-as-you-grow or

perpetual.

4.5 Conclusion

In this chapter, research was performed to analyze the drawbacks of existing VNF licensing and
propose a new idea to formulate a licensing and cost model that would eventually optimize the
software’s total cost. Based on the need of users, the study has tried to suggest several models

relevant to various scenarios. We have considered two categories of usage: theoretical usage
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(capacity) and observed usage (consumption), which are calculated with the help of SAU and
BW. Depending on the scenarios, different results were acquired using appropriate models that
would help to generate licenses reference and estimate optimized total cost. Also, these models
are applied in one network topology, which estimates the minimized total cost based on usage.

Furthermore, instead of proposing a single solution in this research, we have tried to propose
several options that fit the complex licensing models in the industries. However, we also know
that these models are non-exhaustive as they are still under consideration by standards and
suppliers. So, licensing is a complex task that depends not only on one factor or metrics but also
on several metrics, users, services, and many others. Therefore, we tried to include potential
metrics and constructed a novel model. Thus, we assume that our SAU and BW models are not
just limited to one scenario but could be implemented in different circumstances and topologies
and help to estimate the optimized total cost.

Our chapter 5 work will enhance this model using Deployment Flavor (DF) and green

energy and implement it in the more complex VNF scenarios.
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Chapter

VNF Software Cost Modeling Based On

Telecommunication Network

"The fire that warms us can also consume

us; it is not the fault of the fire."”

— Vivekananda
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5.1 Context

Network Functions Virtualization (NFV) extracts network functions, allowing software run-
ning on standardized compute nodes to install, control, and manipulate them. NFV integrates
cloud and virtualization technologies to rapidly develop new network services while enhancing
flexibility, scalability, and automation. The adoption and success of NFV are contingent on
managing software costs and resources. It involves multiple conflicting objectives to be ad-
dressed, such as energy, licenses, resource migration, and resource cost. That makes it harder
to implement resources, licenses, and cost management. Thus, to achieve this trade-off, this
chapter first module the TCO of software cost of VNF based on three crucial costs, LC, RC,

and EC. LC is associated with software rights granted (and consumed) to the user. RC depends
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on the use of resources. The usage of resources determines the energy consumption by the
VNEF, which helps to estimate the EC. After modeling TCO, we minimize the TCO by using
the VNF resources sharing and consolidation technique. We proposed this technique by includ-
ing LC and RC. Our evaluation results verify that considering RC, LC, and EC for VNF sharing
minimizes the TCO with optimum resource utilization thanks to the live migration feature of
NFV.

5.2 Introduction

Virtualization of networks introduced a novel way to imagine telco networks, initiating a tech-
nological shift from hardware to cloudification and softwarization, leveraging the emergence
of NFV. Virtualization appeared to be not only an IT topic but also a networking opportunity.
NFV help in the emergence of VEPC such as MME, Authentication Server Function (AUSF),
Access and Mobility Management Function (AMF), Cloud-RAN (C-RAN), and other compo-
nents, which are commonly referred to as Virtual Network Functions (VNF). NFV not only
paves the way for SDN but also works as a complementary entity to SDN and network slicing.
Undoubtedly, it will be a milestone for many upcoming generations [25]. Due to the virtu-
alization of the networks, the concept of the Network as a Service (NaaS) increased network
services commercialization [34].

We know that the use of NFV will increase due to its advancement and the different kinds
of survey statistics we presented in Chapters 1 and 2, such as IDC. VNF is a virtual compo-
nent of the NFV that can operate most telco functional entities. For example, Dynamic Host
Configuration Protocol (DHCP), Domain Name Service (DNS), and Intrusion Detection Al-
gorithm (IDA) in a virtualized manner as software that can run on generic hardware enabling
networks to become more flexible, agile, and operate at the least cost. Since VNF is software,
just as in software, TCO of software cost and management is necessary to achieve resources
and cost optimization so as in VNFE.

One of the common approaches to managing the software life-cycle management (deploy-
ment, changing, removing, updating, upgrading) and costs in IT is using SAM (Software Assets
Management) that is further expanding to telco and other network sectors. Although VNF act
as software, very few studies have been performed in terms of software cost [4,35], etc.

Software cost is not only the purchase price of software to be used. It includes various
other costs such as licenses, resources, software updates, upgrades, and maintenance. The
license gives the right to use the software. Hence it is an unavoidable constraint for software.
Licenses help frame CSPs’ rights and obligations to use the software. License cost depends
upon the amount of rights granted to use. The volume of rights granted is contractually defined

with the help of several metrics. License help to structure the users, and users determine the
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resource’s usage. Therefore, the demand for resources is linked with the client, whose nature
depends upon the nature of the license. Also, resource utilization is a crucial factor that affects
energy consumption [36].

Thus, we confirm that license, resources, and energy are interdependent. Since these three
components are linked, so does their cost. LC is associated with the cost of the license, RC
is the cost of resources, and EC is the cost of energy consumption during operation. All these
costs have a significant impact on software costs for NFV. Thus, proper estimation of TCO is
vital to businesses for immediate and long-term costs. TCO is also crucial for any ROI analysis.
Hence, we use these costs to estimate the TCO of software cost. Afterward, we minimized the
TCO using VNF sharing and consolidation techniques. In this work, VNF sharing includes
sharing its virtual resources, such as vCPU and VRAM.

Consolidation strategies mean shifting the VNF from one PoP or datacenter to another. The
decision for VNF sharing and consolidating VNF is based on the requirement of resources,
license, and both at SaaS and NaaS levels, which eventually help minimize the TCO with
optimum resource utilization. This research fundamental goal is to provide a cost model to
estimate the TCO of software for telecom (5G) architecture. After, we reduce the TCO using
different VNF sharing and consolidating techniques. Finally, this chapter tries to fill the gap in
scientific and academic research on software cost with a techno-economic analysis of VNF for
the 5G network.

The rest of the report is organized as follows: Section 5.3 present related work. Section 5.4
present our proposed models and Section 5.4.4 simulation and Section 5.5 concludes our chap-

ter.

5.3 Related Work

In this section, we briefly explore state of the art for the VNF resources allocation and cost

problems.

a) VNF resources allocation in general:
Resources allocation is one of the tedious problems in VNF. Article [37] categorizes the
VNF allocation problem in three-stage VNF-CC (Chain Composition), VNF-FGE (For-
ward Graph Embedding), and VNF-SCH (Scheduling). All these problems are related to
VNF resource allocation, which affects the software cost of the VNF, but they fail to con-
sider software cost. In articles, [38] and [39], they presented resource allocation based on
VNF forwarding graph embedding (VNF-FG). These articles are similar to those previously
shown; they focus on VNF mapping and network traffic. The only difference between these

two is that research [39] focused on 5G and beyond,; still, they didn’t consider the software
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b)

cost of VNF. In article [40] they studied the scheduling of VNF; this research helped us to
know the relation between users and VNF, but they didn’t consider VNF cost. Research [41]
presented the VNF service function chains (SFCs) placement problem with various algo-
rithms; this research helped us to build the service chain of VNF, but they did not provide

more information about VNF cost.

Thus, there are many types of research such as [24, 36,42, 43] that present various ways
for VNF placement latency, energy consumption, and optimization of resources; thus, these
show the importance of VNF resources. But they didn’t consider software cost. Some of
the research [34] even includes machine learning to reduce energy consumption. Thus, all
these above mentions and many more articles presented the importance of optimum resource
allocation on VNF. But, all this past research focuses much more on network traffic, traffic
steering, VNF placement, energy consumption, and load balancing than on the software cost
of VNF.

VNF cost in general:

In [44] article was based on QoS of the non-cooperative domain of the network using deep
learning to reduce the bidding price, cost of the network, optimization of Network Service
Chain, and Forward Graph (FG). So this research gave the idea for the formulation of our
resources cost. Article [33] provided the FlexShare algorithm, which gives near-optimal
deployment cost, but it did not consider the software cost perspective. In research [45] they
minimizes the end-to-end delay while reducing the overall deployment cost; this article
presented only the deployment cost of VNF. There are few research such as [46—48] that
presented the operational cost, which deals with cost, and network. They provide good
insight into the LC and RC budget of VNF but not the software cost.

Thus, we found a research gap in software cost; moreover, there is a lack of optimizing mod-
els for the software cost. Nevertheless, these costs are significant for companies. Therefore,

we are undertaking this research.

5.3.1 System Model

This section provided a system model for the VNF software cost and sharing. Resources shar-

ing and consolidation are well-known strategies for optimum use of resources, but using these

strategies for software sharing is a less explored area. Let us see the different parameters of

software cost adapted in this research.

5.3.1.1 Software cost Analysis

Now for the software cost analysis, we consider the following cost
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1. License cost (LC): Like any software, VNF is protected by IPR, which is ensured by
license usage rights and restrictions at a given cost. We construed our license cost based
on license reference. License Reference (LR) helps to determine license requirements
for the VNF at a considered duration. LR is based on Simultaneous Active User (SAU),

which is shown in Equation (5.1);

LRsay = @22}5 (v;/ average(SAU, p)) (5.1
p

where, V=(1,2,3,...,v) is a set of all concerned VNFs (VNFs can be the same or different
types) in the node. For example, D is a set of days (1,2,3,..., D). SAU are users who are
active in VNF, using services provided by VNF. Of course, there are other metrics for
estimating LR, such as transmission per second, bandwidth, and subscriber. However,
we choose SAU as it is much more relevant to our 5G network presented in this research.
After estimating the required licenses, we can calculate license costs in two ways based
on usage: capacity and consumption. We have discussed this in chapters 3, 4, and ar-
ticle [35] in detail. In the capacity module, there is pre-paid amount until the threshold
level; in our case, LR, if the threshold is exceeded, then extra cost will be added based
on unit cost. In consumption, users pay as they consume the resources. For this research,
we use the capacity module. We have the initial cost p up to the LR (threshold). The
extra cost will be incurred if the license’s demand exceeds the LR. Equation (5.2), (5.3)

show our LC.

if LRQ (License Required) is < LR

LCi=) p (5.2)
i=1
if LRQ (License Required) is > LR
LC; = (pi + Bi x wy) (5.3)
i=1

2. Resource Cost (RC): For this study, resources include the virtual resources that operate
VNF. Our virtual resources are mainly vCPU and vRAM, but they are not limited to
this. It includes data centers, Virtual Machines (VM), Virtual Network (VN) resources,
etc. We consider the total resources of VNF with 100% (this is not an assumption; it is
well practices in telecom industries like orange) in this research. In general practices in

industries, we found that resources can be used to a certain percentage, in our case 40%,
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up to which all users will get promised QoS, but after 40% to a certain percentage, in our
case, 60% QoS slowly decrease as shown in the Figure 5.1. In this figure, we can see that
latency started to increase as it across 40% and became worst after 60%. Thus, it depends
upon the client’s needs. If they wish to receive good QoS every time, they need to add
resources as VNF reaches 40%, but if they can compromise, they should add resources
after 60%. The percentage use over here can be different; it is not fixed to 40 or 60; it
can be different depending upon the VNF provider. With the help of Orange, France, we

use these values. Resource costs can be expressed as follows;

Latency as QoS

T T T T T T
0 20 40 60 80 100
Resource percentage

—— Latency

Figure 5.1: Latency (QoS) of a VNF

if LRQ (License Required) is < LR
RC; =) "n (5.4)
i=1
if LRQ (License Required) is > LR

RC; =Y (i + i x ;) (5.5)

i=1

Energy Cost (EC): It is the cost depends upon the resources of VNF. For this energy
consumption, we follow a similar way in ETSI [49]. It can be formulated as Equation
(5.6) depending upon power consumption and unit energy cost. It is measured in Joule
or kWh.
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EC; =) (i X &) (5.6)
i=1
4. Total Cost of Ownership (TCO): The total cost of ownership for software includes
indirect and direct costs incurred by the software, which plays a critical part in ROIL. As
for now, in this research, we only considered RC, LC, and EC for TCO because they
are three which have a significant impact on TCO. Licenses encompass the rights to use
the software. Resources determine the capacity of software performance, and energy
consumption depends on resources. From this, we can easily see that TCO helps to
quantify the cost of services at various levels of complexity in the supply chain. So,

using this information, we formulate our TCO as follows:

TCO =) (RC; + LC; + EC;) (5.7)

i=1

and our objective is to minimize this TCO providing the QoS T'Hy < Dy

min TCO =min » (RC; + LC; + EC;) (5.8)

i=1

D ;= Throughput, SAU, latency or any KIPs of clients needs

5. Power consumption of VNF: Estimating the energy consumption of the VNF, power
consumption of each VNF is very important. We follow a similar paradigm presented
by ETSI [49] as VNF is a software application in which energy consumption cannot be
measured separately concerning NFV. Hardware has the ideal power regardless of the
system activity. For this research, the power of VNF is set following the guideline given
by ETSI. The power module of VNF proposed by ETSI and given an arbitrary value to
each VNF. VNF Energy Efficiency (EE) is estimated as in Equation (5.9) which is related
to power.

P = Pioaqa — Pidie (5.9)

Where, P is the power consumption for the NFVI platform due to VNF deployment.
P44 1s the power consumption of the NFVI platform with VNF deployment.
P, q1¢ 1s the power consumption of the NFVI platform without VNF deployed.

It is measured in watts (W) and corresponds to the energy conversion rate.

6. VNF energy efficiency: In this work, we used VNF Energy Efficiency Ratio (EER) to

measure the relation between useful output and energy consumption of VNF using our
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algorithm. VNF’s EER is presented by ETSI, which is given as follows;

VN Fapn — Use fuloutput

5.10
POweTconsumption ( )
Usefuloutput can be expressed as Packets/s, subscribers, and transmission per second. In
our work, Use fulpypy: 1s the SAU server by VNF, and the power consumption of VNF

(Power consumption) 18 for the moment we use an arbitrary value.

5.3.2 Sharing and Consolidation Algorithm

VNF sharing and VNF consolidation are similar to many extents, but there are significant dif-

ferences;

* VNF sharing: It shares the VNFC (VNF Components) like vCPU, vRAM, and mem-
ory. In this research, we share the resources based on LC and RC. VNF license is the
right to use a VNF under terms and conditions pre-determine between client and service
providers. Similarly, RC is based on resources consumption. In our research, we share
the resources after 60% of resources have been consumed by implementing our heuristic

approach.

* Consolidation: Consolidating VNF means shifting the VNF from one datacenter to an-
other so that the previous data center can turn off and save resources and energy. The
fundamental objective of this research is to minimize the TCO; for that, we use VNF
sharing when VNF can share resources up to or more than 40%. In such a case, we
consolidate the VNF from one PoPs to another to reduce the costs of the resources. So,
for us, consolidation is a case during sharing. Below we present our heuristic approach

based on which we share and consolidate resources.

We classified software sharing and consolidation into two types:

— Vertical Sharing: It shares resources, virtual resources like vVCPU and vRAM with
other VNFs between two PoPs, data. These types of sharing are commonly referred
to as heterogeneous sharing. Only virtual resources can be shared in this sharing,
not the software’s license. Our research is based on this sharing. In similar ways,
we can subdivide consolidation into vertical consolidation. Vertical consolidation

is similar to vertical sharing.

— Horizontal Sharing:It is the method where resources and licenses of software can
be shared with other VNFs when necessary. It is commonly referred to as homo-

geneous sharing. The only difference between heterogeneous sharing is that the
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license can be shared with other VNFs, which means that VNFs have similar func-
tionalities. These methods are helpful where a replica of VNF is used for load
balancing and redundancy. Similarly, horizontal consolidation is also the process of

moving the VNF within the same network, Point-Of-Presence.

5.4 Proposed model

This section presents three types of sharing algorithms and one classic model for comparison.

We modified these algorithms to fit our models.

* Resources Methods for Share (RMS) : It is the method based on resources for consol-
idation. For this method, we shared resources with other VNFs based on the resources

required and available. A pseudo-algorithm for this process is shown in Algorithm 1.

At first, generated random users in each VNF, then calculated LR. Then in the second
step, again, users were generated; this time, we associated each user with some percent-
age of resources. The third step is to check the resource consumption of each VNF so to
find which VNF will be able to share and which VNF needs resources. In line 6, condi-
tions are checked if VNF can share resources; if V N F; can share a resource with another
VNF, V N F;. The resource requirement of V' /N F; must be lesser than the other VNF in
the network that requires resources. If the condition is satisfied, line 8 checks if VNF can
share resources more than or equal to 40%; if yes, then in such case, we consolidate the
VNF to the other PoPs where the RC requirement is less among others. Whereas if no,
only resources will be shared as in line 11. Another resource share is happening at line
13; line 13 is the summation of all resources available for sharing by each VNF. Thus,
sharing is taken place in two steps. Lines 6 and 13 One is with each VNF, and the other

is the summation of all VNFs.

This can be clarified with one example if the VNF3 resources requirement is 10% and
VNF1 and VNF2 can share 5% each, VNF1 and VNF2 individually can not fulfill the
requirement of VNF3, but the summation of VNFI and VNF2 can. If all the above
conditions can not be satisfied, then resources will not be shared, and the cost of resources
will be increased due to adding extra resources. All the cost LC, RC, EC and TCO is
determined using Equation (5.3) to Equation (5.7).

* License Method for Share (LMS): In this method, we share the resources of the VNF
based on the license required in the VNF. This process arranges the VNF to receive
resources in ascending order of license requirement. In this research, each user needed

to be licensed, and each user consumed some amount of resources. Thus there is a
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Algorithm 1: An algorithm for RMS

Data: User should be at any time > 0, Resource range = (a,b), Number of VNF can be

share= S

Result: Resource share and get TCO

1 Calculated the LR;

2 Find out the resources consumption and license in each VNF by each user;

3 After computing whether VNF can participate in resource sharing or receiving;
4 for Up to number of VNFs that can share (S) do

5
6
7

10
11

12

13
14

15
16

17
18

for Up to number of VNF's that can receive (R) do

if RS(t); > RN(t), then

Check if this VNF has the least resources required or not with all the VNF
in the system, such as RN (t); < RN (t);, RN ().

if yes check if resources can be shared > 40%

if yes consolidate VNF, and then share

Resources are shared with VNFRN (z); < Rs(z);;

if no share resources only Resources are shared with VNF
RN (z); + Rs(x);;

| TCOgrums = RCrus + LCryus + ECRrus;

elseif Y7 | RS(t); > RN(t), then

Check if this VNF has the least resources or not with all the VNF in the
system, such as RN (t); < RN(t);, RN (t)y.

if yes and Resources are shared with VNF RN (x); <— Rs(x);;

| TCOgrums = RCrus + LCryus + ECrus;

else
L Resource cannot be shared need of extra resources

relationship between license and resource consumption. A pseudo-algorithm for the LM
is shown in Algorithm 2. In this method, almost all the steps and process is similar to
RMS. Except that we share the resources between the VNF based on the least license

requirement in the VNF. Only line 6 and 13 is changed.

For example, if the license requirement in VNF1 is 10 and VNF?2 is 5, resources will be

in VNF?2 if they need resources because the license requirement is less.

License and Resource Methods For Sharing (LRMS): It is the combination of the
methods mentioned above; resources and licenses. Only lines 6 and 13 are changed. In
this method, resource sharing is possible in that VNFs have the least license and resource
requirements. This means that VNF arranges to receive the resources from the least

resources and licenses to the highest.

For example, if VNF1 requires 50% resources and the license requirement is 20%, but
in VNF2 resource requirement is 40%, and the license is 10%, then VNF2 will get the
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Algorithm 2: An algorithm for LMS
Data: User should be at any time > 0, Resource range = (a,b), Number of VNF can be
share= S
Result: Resource share and get TCO
1 Calculated the LR
2 Find out the resources consumption and license in each VNF by each user
3 After computing whether VNF can participate in resources sharing or receiving
4 for Up to number of VNFs that can share (S) do

5 for Up to number of VNF's that can receive (R) do
6 if RS(t); > RN(t), then
7 Check whether this VNF has the least license required or not with all the
VNF in a system such as LN (t)i < LN(t); and LN (t); < LN (),
8 if yes check if resources can be share > 40%
9 if yes consolidate VNF and then share
10 Resources are share with VNF RN (z); < Rs(x);;
11 if no share resources only Resources are share with VNF
RN (z); + Rs(x);;
12 | TCOrms = RCrus + LCpus + ECLus;
13 elseif Y7 | RS(t); > RN(t), then
14 Check if this VNF has least license required or not with all the VNF in a
system such as LN (t)i < LN(t); and LN (t)i < LN(t)y.
15 if yes and Resources are shared with VNF RN (x); <— Rs(x);;
16 | TCOrms = RCrys + LCrys + ECLus;
17 else
18 L Resource cannot be shared

resources to form VNF, which is sharing. A pseudo-code is presented in Algorithm 3.

* Classic Method (CLM): In this method, resources are shared without any constraint;
if VNF can share its resources, it will simply share with other VNFs as first come, first
serve. For this method, pseudo-code is presented in Algorithm 4. It is used to compare
with our models. We use the same methods in other sharing processes to calculate LC,
RC, and TOC. All these modules and algorithms are used in Section 5.4.4.

5.4.1 Deployment Flavor (DF)

In this study, we use the concept of flavor for the VNF. The flavor is based on VNFC (Virtual
Network Function Components) vCPU, vRAM, and Virtual Storage (vStorage). For this study,
we constructed the flavor based on vCPU and vRAM as shown in Table 5.1. Since different
flavors support a different amount of users and have different resources capacity, using the
different flavors of VNF has an impact on RC, LC, and resource sharing. Which ultimately
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Algorithm 3: An algorithm for LRMS
Data: User should be at any time > 0, R(x) = (a, b), Number of VNF can be share= S
Result: Resource share and get TCO

1 Calculated the LR;

2 Find out the resources consumption and license in each VNF by each user;

3 After computing whether VNF can participate in resource sharing or receiving;

4 for Up to number of VNFs that can share (S) do

5 for Up to number of VNF's that can receive (R) do
6 if RS(t); > RN(t), then
7 Check whether this VNF has the least resources and license required or not
with all the VNF in a system such as LN (¢); < LN(t), and
LN(t)i < LN(t);, and RN (t); < RN(t);, RN (t);andsoon.
8 if yes check if resources share > 40%
9 if yes consolidate VNF and then share
10 Resources are shared with VNF RN (z); < Rs(z);;
11 if no share resources only Resources are shared with VNF
RN (z); + Rs(x);;
12 B TCOrrms = RCLrms + LCLrus + ECLrus;
13 elseif Y7 | RS(t); > RN(t), then
14 Check if this VNF has the least resources and license required or not with
all the VNF in a system such as LN (t)i < LN(t); and LN (t)i < LN ()
and RN (t); < RN(t);, RN (t).
15 if yes and Resources are shared with VNF RN (z); < Rs(x);;
16 | TCOrrms = RCrLrms + LCLrMs + ECLRMS;
17 else
18 L Resource cannot be shared, add extra resources

affects software TCO. Thus, we have used DF along with resource sharing in our simulation
and presented its impacts.

5.4.2 Use case

The primary purpose of presenting this use case is that we want to show how the users can op-
timize energy costs and their impact on TCO and the environment. We adopted the 5G Gaming
use case from article [50]. For this use case, we consider different VNFs from different VNF
providers which offer the same function with different parameters. In addition, we consider
the server, which will consume different power depending upon the VNF provider. Company
A: 0.1Kw, Company B: 0.2 Kw, and Company C: 0.5 kW in an hour. C'oy emission per Kw is
0.709kg, and electric cost per Kw is 0.108€. Thus, we formed the TCO for a day as shown in
Table 5.3.
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Algorithm 4: An algorithm with Classic
Data: User should be at any time > 0, Resource range = (a,b)
Result: Resource share and get TCO
1 Calculated the LR;
2 Find out the resources consumption and license in each VNF by each user;
3 After computing whether VNF can participate in resource sharing or receiving;
4 for Up to number of VNFs that can share (S) do
5 for Up to number of VNF's that can receive (R) do
6 if RS(t); > N(t), then
7
8

Resources is share with VNF RN (z); < Rs(z); ;
| TCOcrm = RCorm + LCery + ECor

9 elseif >.7  RS(t); > RN(t), then

10 Resources are shared with VNF RN (t), < Rs(t);;
11 B TCOCLM = RCCLM+LCCLM+ECCLM;

12 else

13 L Resource cannot be shared, add extra resources

Table 5.1: DF table

Flavor Type vCPU | vRAM (GB)
A Small (S) 2 2
B Medium (M) 4 4
C Large (L) 8 8
D Extra Large (XL) 16 16

So from this case, we can see that different VNF provider provides the same services with
different TCO and carbon footprints. We can see from Table 5.3 that company A emits less
carbon in a day than any other VNF, but it provides less bandwidth. Also, we can see that
company C offers good performance with a bandwidth of 1 Gbps, but it comes with huge costs,
and its carbon footprint is higher than any other VNF. So it is up to the client what they want.
If they are not willing to contribute to the planet and only need the best performance, they can
go for company C VNF. Still, on the other hand, if they want to contribute to green energy and
also meet their requirements; then company B VNF can be a good solution. Thus, from this use
case scenario, we can see that carbon footprint depends on energy consumption and energy with
resources, license, and users requirement. Hence, all these costs are interdependent. Therefore,

reducing TCO and carbon footprint depends upon the client’s needs and systems.
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Table 5.2: Key Notation

Notation Description

is time slot

RS(t);  Resource to be share by VNF at time t
RN(t);  Resource needed for VNF at time t
LN(t); License needed for VNF at time t
(a, b) a is the lower limit and b is the upper limit for resource range
.kl VNF with different function i,j,1 € S
n The initial resources cost
p The initial license cost
y Resources exceeded
6] Unit cost for license after the threshold is surpass
) VNF Power consumption
w Number of license surpass the LR
@ Unit cost for the resources
[0) Unit cost for Energy
Thy QoS after reducing TCO
Dy QoS demanded by the clients

Table 5.3: Different VNF providers

(NAT: Network Address Translator, FW: Firewall, TM: Traffic Monitor, WOC: WAN
Optimization Controller, IDPS: Intrusion Detection Prevention System, VOC: Video

Optimization Controller)

Carbon
;’gfi dore| TvPE | SFCset i"K‘gprgl;r Bandwidth EC RC LC gfy()) (€Per
Kwh)
NAT-
Company . Fw-
A Gaming | VOC- 1.7016 50 Mbps | 0.259 10 20 30.259
WOC-
IDPS
NAT-
Company . FW-
B Gaming | VOC- 3.403 65 Mbps | 0.518 20 30 50.518
WOC-
IDPS
NAT-
Company . Fw-
C Gaming | VOC- 8.508 1 Gbps 1.296 30 35 66.296
WOC-
IDPS
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Table 5.4: VNF cost based on different methods

VNF Instances Unit cost (€) Cost/day Cost/month
VNF method 1 50 0.1 5 150 €
VNF method 2 | 50 (12 days), 10 (18 days) 0.1 5 (12days), 2 (18days) 96 €

5.4.3 Utility Based

It is another method for estimating the cost. Where the customer is charged according to
the time product is used, pay per use. This technique can be very much helpful in various
scenarios. For example, let us take a football stadium; in a football stadium, generally, the game
is on Friday, Saturday, and Sunday. It means the stadium needs more quality communication
network services on these three days. The number of users on different days is shown in
Figure 5.2. Here we can see that traffic is heavy on weekends. Now, let us consider that on the
weekend, the stadium needs 50 VNF instances (1 VNF instance = 1vCPU,1GB vRAM), and
on the other days, they require 20. Each instance costs 0.1€. Then we can see that considering
the maximum instance (50), it costs 50 x 0.1=5 €. The total cost for a month will be 30*5=
150€. However, if we use utility-based methods, we use 20 VNF instances for weekdays and
50 for the weekend. Thus, it takes only extra 30 (50-20) instances only for the weekend. If we
take 4 weekends in a month, that means 12 (4 x 3) days with 50 instances which will cost 12
x 50 x 0.1=60, and the remaining 18 days will be 20x 0.1 x 18=36€. The total cost will be
364+60= 96. This can be seen in table 5.4.

Number of users within week

500 4

400

300 4

Users

200

100 -

0 1 2 3 4 5 5}
Days
—— Number of users ‘

Figure 5.2: Traffic evolution in stadium with amount of users
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VNF method 1 does not use a utility-based process, and VNF method 2 uses a utility-based
method. We see the difference in the prices is a huge difference. This will help clients or VNF
providers to reduce cost expenses. When the stadium is not used, other clients can use those
resources, which means there is no need for extra resources to be added. This decreases the
energy consumption in data centers and will help reduce C'o, emission. This method not only

helps to reduce the cost of VNF users; it also assists in contributing to the green planet.

5.4.4 Simulation setup and evaluation

For our studies, we used the Mobile data core (EPC+5G Core) as shown in Figure 5.3. The
Mobile data core is the heart of the mobile network. Figure 5.3 shows the different genera-
tion mobile data core. It provides solutions for voice and data services: voice over LTE/WiFI,
M2M/10T/B2B, Enhanced Mobile Broadband (emBB), Massive Machine Type Communica-
tions (MMTC), Ultra Reliable Low Latency Communications (URLLC), QoS differentiation
and any IP application depending upon the generation (3G, 4G, 5G) it belong. In 5G Mobile,
the data core is divided into several NFs; each NF handles subscribers, sessions, or transactions.
For the VNF, each VNF consumes NFVI resources which are vCPU and vRAM.

Among different generations. We used the 5G architecture as shown in Figure 5.4 because
VNF is used in the 5G generation. Which we got from the telco industries, orange, France.
Our focus is on the SGC (core) network that is supported by VNFs. Which are Policy Control
Function (PCF), Unified Data Management (UDM), AUSF, AMF, and Session Management
Function (SMF). For each VNF, we calculate the LR using Equation (5.1). After estimating
LR in these VNFs, we considered that each user is consuming some % of resources, basically
from (0.1- 0.5)% and (1- 10)%. All the parameters used in this execution are presented in the
Table 5.5. All these values are closely related to the value we obtain from a different vendor in
our industry (Orange, France). Then associating resources to each VNF, we checked whether
the user (SAU) and resources exceeded the threshold. The threshold for the license is LR, and
for resources is 60% of resources. VNFs that have not exceeded their resources are the VNFs
that can share resources with the VNFs that need resources.

For sharing of resources, we implemented our methods and obtained the cumulative results
for 30 days as shown from Figure 5.5 to 5.10. For the software cost formulation, we consider
VNF has initial resources cost and license cost. If VNF can share its resources with other
VNFs, then resource cost will not increase, but if it cannot get resources from another VNF in
the system, then cost will be increased. Also, if the VNF can share more than 40%, then VNF
can be consolidated. For estimating the resources, license, energy, and TCO. We use Equations
(5.3) to (5.7). For the EE and latency, we consider that when the resources needed by VNF are
fulfilled by sharing between the VNF, then latency and EE will not degrade. DF used in the
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Table 5.5: Simulation parameter.

Parameters Value
License unit cost(/3) 5 €/SAU
Resource unit cost («) 7 €/resource
Energy unit cost(¢ ) 10 €/watt
Power consumption when consolidation S watt
Power consumption when sharing 7 watt
Power consumption without sharing 15 watt
User range between (1, 50), (1, 500) and (1, 5000)
Resource range (0.1, 0.5) and (1,10)
DF1 50 users (1-10)%
DF2 50 users (1-10)%
DF3 500 users (1-10)%
DF4 5000 users (1-10)%
Latency of each VNF (sharing) 0.1 [50]
Initial LC for CLM 1200 €
Initial RC for CLM 3500 €
Latency without sharing 0.5
p 2000
n 1000

simulation corresponds to vCPU and vRAM. DF1 is with 2 vCPU and 2 GB vRAM in which
each user consumes resources between (0.1-5), and DF2 is with 2vCPU and 2 GB vRAM in
which resources consumption is between (1-10)% by each user. DF3 is with 4GB vCPU and 4
GB vRAM with resources consumption between (1-10)% by each user. A similar goes for DF4
with 8GB vCPU and 8GB vRAM with (1-10)% resources consumption by each user. We use
(1-10)% resources in all three DF (DF2, DF3, DF4) for the simplicity of calculation only. We
found that when we keep changing resources % in CLM methods, cost increases significantly,

and in other methods, cost increases slowly.

5.4.4.1 Evaluation of Results

1. License cost. Our methods play a significant role in LC reduction. For example, Fig-
ure 5.5 shows cumulative license cost for 30 days with different flavors using different
methods. We can easily see that flavor has an impact on all of the methods. Another sig-
nificant result we can depict is that LRMS methods help reduce the license cost in DFI,
DF3, and DF4 except in DF2, which is a higher cost than others but less than classic.
This is because, at that instant in DF2, VNF required extra resources and licenses, which
was not fulfilled by sharing. Thus, VNF sharing in these cases didn’t happen. But CLM
has a high LC.
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Figure 5.6: Resource Cost Using Different Methods
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. Resource cost. RC is another parameter where our methods play a vital role in optimum
use and reducing RC. Figure 5.6 shows that LRMS estimated lower cost in almost all DF
except in DF1 and DF2; this is equal to the other two methods (LMS, RMS). Although
it is equal, it still estimates the lowest cost than CLM. Because, in DF1 and DF2, user
and resource consumption are both less; they did not surpass the VNF license or resource
usage at the same time, or even if they required the resources, it is not so much huge. Even
if they require resources, it is less. However, for the LMS and RMS methods, resources
cost is highest in DF3 and DF4; this is because VNF that required resources exceed the
license or resources threshold, respectively, so sharing is not possible and extra resources

are added. Also, we can see that our methods outperform the CLM method.

. Energy cost. Our energy cost is related to resources, so its nature in Figure 5.7 is similar
to RC. LRMS outperformed the other methods. This means fewer extra resources are
added, and more resource sharing is performed in each case for LRMS. Energy cost is less
when resources share, or consolidation has taken place. In LMS and RMS, energy cost
is similar because the license and resources required are either compensated by sharing
or adding resources simultaneously. However, CLM estimated the highest cost due lack

of the proper implementation of resource sharing.

. Total Cost Of Ownership. This is our primary objective to module the software TCO
and minimizes it. Figure 5.8 shows our TCO estimation by different methods using dif-
ferent flavors. We can see that using LRMS reduces the TCO, and the CLM method is
the worst among other techniques. This is because more VNFs required licenses and re-
sources at the same time. Whereas in LRMS resources are share properly. Also, we can
see that as DF changes, LRMS shows significant results because as DF changes resource
capacity, the number of users and quantity to share or need for resources is changed. Fi-
nally, we can see that both other resource (RMS) and license (LMS) methods are similar.
This happened because each user must be licensed and consumes some resources. Due

to this, we say that licenses and resources are interdependent and cannot be neglected.

. Energy Efficiency. It is the amount of SAU served per watt by VNF. From Figure 5.9
we can depict that in almost every case, LRMS outperforms the other methods. As the
DF keeps increasing, its efficiency gets better. This happens because more resources are
shared whenever resources share available and possible. Therefore, more numbers of
SAU are being served by consuming less energy. Also, as DF changes from DF1 to DF4

capacity of VNF increases. Thus more resources can serve more SAU and also sharing.

. Latency. Figure 5.10 shows the cumulative time for latency. From this, we can see

that when using the LRMS method, the system’s latency is better than other methods
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except in DF1. It is also due to the efficiently sharing of resources. In DF1, LRMS is
the worst among other methods because the license and resources required in VNF are
not fulfilled by sharing; thus, extra resources are added. As we mentioned earlier, our
latency depends upon the sharing. If sharing is possible, the cost will not augment if
sharing is not possible, it will increase. Because when sharing is not possible, they need

extra resources, so they may have to wait longer.

Thus, we can see that LMRS outperforms every method in flavor and cost. This is be-
cause SAU and resource consumption is related; license and resources are interdepen-
dent. Therefore, these two parameters should not be neglected. Also, as the DF changes,
capacity in terms of resources and licenses increases. Thus, it can share more or less
VNF breach the threshold (SAU, Resource).

5.5 Conclusion

In this chapter, we presented the study on VNF software cost based on a SG VNF use case. At
first, we constructed the total cost Of ownership for the software cost of VNF using very crucial
costs LC (License Cost), RC (Resource Cost), and EC (Energy Cost). Then, we proposed
several heuristic processes for resource sharing dynamically that have an impact on LC, RC,
and EC. We use these heuristics strategies along with Deployment Flavour (DF). Our results
show that it greatly impacts resource sharing and costs.

We also presented a 5G use case scenario showing that user requirements impact energy
and Total Cost Of Ownership (TCO). Moreover, user can minimize their costs considering
their carbon footprint. Through our simulation of the 5G scenario, we demonstrate that the
heuristic LRMS can efficiently share resources reducing the TCO depending upon the DF and
improving the energy efficiency and latency. Our results also conclude that software costs
and the reduction of TCO does not solely depend upon one parameter or factor, or metric.
It depends on several factors, such as scenarios, users’ requirements, requirements based on
budget, performance, and metrics used. Our future work will use these results among complex

and commercial 5G deployments.
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Chapter

Conclusion
"Nature does not hurry, yet everything is
accomplished."
— Lao Tzu.
Contents
6.1 Summary . . . ... 84
6.2 Contributions . . . . . . . ... 85
6.3 Future perspectives . . . . . . . . . .. 87

6.1 Summary

The evolution of softwarization and cloudification rapidly shifts current technologies towards
virtualized ones. Observing the current trends, we can now say that most technologies will be
virtual in the future. Thus, we need to be prepared for this shift, not only in terms of infras-
tructure. But also in terms of economic aspects. We need to be prepared in terms of the tools
and methods needed to generate maximum profit or revenue from them. As we already present
in this report, among many aspects of revenue, enterprise software cost has a significant role
among them. In the future, it will be much more, too, as we are shifting toward the softwarize
world. For example, software related to engineering are expensive. Licenses for typical engi-
neering applications cost from 1,500 - 4,000 dollars per license per years [51]. Thus, there is
the possibility of overspending if users are not on the top level of license management.
Among many virtual technologies, NFV is one of the current virtual technologies which
help to virtualize the network function. With the help of its virtual component, VNF. NFV

virtualizes the network function like Firewall, proxy, and NAT (Network Address Translation).
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Thus, VNF behaves as software, and like software, VNF needs to be licensed too. Licensing
in VNF is challenging due to the lack of proper models and metrics. Here in our research, we

address these challenges by focusing on the following topic;

* Estimating license with feasible metrics: In our research, after analyzing the present
situation of the software cost. We found that metrics are essential for estimating the usage
of VNEF. Thus, we used metrics SAU and BW. Using these metrics of VNF, we estimated

the license required for VNF under time consideration.

* Software cost: Traditionally and still today, software cost estimation is significant for
software users and provider. Because in an organization, roughly 40-50% investment is
on software, and as we know, in the future, it will increase more because of the replace-
ment of hardware with more complex software. It is crucial to estimate and minimize
the software cost so that companies will not suffer from a loss of revenue. Hence, in this

research we formulat the total software cost of VNF.

* License: Licensing is critical to track the usage of any software. The service provider
gives the VNF user the right to use the VNF in the agreed terms and conditions. i.e.,
license. License is crucial to check the compliance of software. Thus, the license is vital
for VNF. Furthermore, proper estimation of the license is essential to get control over the

software cost.

* Resource of VNF: The resource consumption of VNF by the user helps to determine
how the user needs to be licensed and charged. The resource is needed to run the ser-
vices or functions. Resource consumption depends on how many users are using the
VNF services. Resources consumption in terms of vCPU and vVRAM. The resource is

interdependent with the license, significantly impacting software cost.

6.2 Contributions

In this research, our primary contribution is the techno-economic analysis of VNE. We can

summarize our contribution in the following ways;

1. Licensing module for VNF.In our research, we use two simple but very efficient metrics.
First, we construct the model for licensing VNF. Two metrics are SAU and BW. These
are two separate metrics that help to track the usage of VNF. With the help of these
two metrics, first, we construct the license reference module based on the hourly average
maximum over a day (BW/SAU). After estimating license references, we estimate license
and resource costs, which ultimately form our software cost. This way, we show how

software costs can be constructed using license and resources cost.
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2. Implementing deployment flavor with license. In our research, we used the popular
concept of the industrial field, a flavor named Deployment Flavour (DF). In our context,
DF depends on the virtual resources, vCPU, and vVRAM. vCPU and VRAM determine
the number of Simultaneous Active Users (SAU) that can operate and the amount of
bandwidth (BW) it can serve to SAU.

In various use cases from Chapters 3 to 5, we implement the DF and show how license
cost and resources cost can be reduced using it. First, in chapter 3, we use DF alongside
SAU and different VNF providers to offer how a client can reduce software costs. Then,
in Chapter 4, using DF, we constructed the flavor table for SAU and BW and proposed
the various options to clients depending on their needs and scenarios. Finally, in chapter
5, we implement DF with VNF sharing and show the process of reducing the TCO using

various heuristic methods.

3. VNF sharing We implement VNF sharing in our research with different use cases and
scenarios. In Chapter 5, we implement the VNF sharing alongside VNF consolidation.
We used the VNF sharing with a heuristic algorithm based on resource, license, or both.
This helps to reduce the license and resource cost of VNF compared to classic methods.
We also show how VNF sharing helps reduce energy consumption. Thus, we use the

concept of VNF sharing with licensing resources to reduce the TCO of VNF.

4. License with QoS It is harder for most people to believe that QoS impact the license,
but it has. Our research’s main objective is the minimization of TCO providing QoS.
Although, we did not explore QoS much in this research because it is not our scope area.
QoS is necessary for software licensing when licensing is done with a floating license.
A floating license is sharing a limited number of licenses throughout the organization. A
floating license is cost-effective if it is appropriately managed. When the user runs the
application license manager provides the license as long as the pool is available. When
the user can not get a license, then the user receives a ’denial.” This means that the service
level will be down. For example, if the user asks for a license 20 times and gets it, then
we can say the QoS level is 100%, but if the user request is denied 10 times, QoS drops
to 90 %. Also, QoS information provides good information for clients or organizations

regarding licenses such like;

* Whether to renew a license or not, maintenance, procure an additional license

* How many licenses have been used at the same time? Furthermore, what is the

percentage of their usage time?

Thus, QoS help to understand whether the organization is under license or over the li-

cense, how many licenses are required to meet the desired QoS, or how many licenses
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they can get rid of to be in the desired QoS.

6.3 Future perspectives

Our work opens several perspectives regarding NFV and virtual software license management.

This section will discuss how our work opens new research areas.

* Different metrics for different types of Virtual Network Function
Our study uses SAU and BW to estimate license requirements in VNFs. These metrics
work perfectly for us, but for future research, we believe that to be more precise and
updated with fast-growing virtualization technologies. It may be better if different met-
rics for different VNFs depending upon the function they performed, were considered.
For examples for vVEPC domains, Simultaneous Active User (SAU) for MME/SPGW,
Active Users (AU) for PCRF and ePDG, vCPU/Instance for VNF Manager, this list is

non-exhausted.

Depending upon the evolution of technologies, metrics will be changed. We worked with
SAU and BW and got promising results. A more precise result may be gained by using
another metrics. Also, the formula we used for estimating the license reference, which
is hourly average, maximum over a day based on the SAU or BW, can be modified or
revised too. Therefore, future researchers should not limit themselves to these formulas

only.

* Deployment Flavour (DF) of VNFs
In our study, we use DF based on resources, vCPU, and vRAM but the future researcher
should not limit themselves to this. They can modify or use another Deployment Flavor.
DF can be based on the metrics, client’s needs, throughput, bandwidth, memory, and
types of VNFs.

* Green energy trade-off
Green energy is an essential and well-known topic at present. In Chapter 5, we consider
the energy aspect of VNF and show how it impacts the Total Cost Of Ownership (TCO)
and its relation with VNF resources and licenses. We have initiated considering VNF
energy to establish its link with resources and license in the context of VEPC, but there
is still much room for exploration. We only consider the impact of resources and license
with energy, and other parameters can be considered. Even the scenario may be changed;
it can be slicing, SDN, or others. Thus, future researchers should consider different

metrics and scenarios along with energy.
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* Machine learning and Artificial intelligence with flavor of VNF's
The present world will not be complete without mentioning ML and Al In our study, we
did not use ML or Al because there is a lack of datasets in the context of the metrics we
are considering: SAU and BW. We face a shortage of datasets because as much as NFV
has progressed in academics, it is ironic that it did not progress much in the industries.
Most projects are in the pilot phase, and some are just beginning. Nevertheless, we
believe future researchers will have adequate datasets in domains like NFV, SDN, and
other virtualized software. They can use these datasets and use it for future prediction.
One of the possible approaches we can suggest now is considering DF and enterprise.
The future researcher can use ML to classify different kinds of enterprises based on DF
and use reinforcement learning to provide feedback and suggestions for the future to their

clients.

Thus, many doors are open for the future researcher. Throughout this research, we observe
the importance of software cost, license, and resources of the VNF. Licensing and these costs
are not considered seriously. We show they are as engineering problems as others (traffic,
load balancing, etc.). Technologies are shifting rapidly from hardware to softwarization and
cloudification. Thus, we believe this is the correct time to initiate the thinking about licensing
and software costs of virtual technologies. If we do not commence this attitude toward software
cost, then we will not be able to yield the benefits promised by NFV, SDN, and other virtual

technologies.
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