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Spécification des Systemes Distribués Dynamiques Probabilistes Sécurisés
(Specification of Dynamic Probabilistic Secure Distributed Systems)

par Pierre Civit

Résumé (en francais)

Cette theése propose un modele hiérarchique naturel pour les systemes distribués dynamiques proba-
bilistes. Le modele étend de maniere intuitive les systemes de transition d’états étiquetés capturant
aussi simplement que possible 'intuition d’un objet se déplacant d’un état a un autre. Le modele
comprend 3 ingrédients essentiels : (1) une opération de composition paralléle, notée ||, permettant
de représenter un nouvel objet A||B issu de I'interaction entre deux objets A et B, (2) une relation
de préordre <, ou A < B signifie que I'objet A implémente 'objet B au sens d’une sémantique obser-
vationnelle, (3) la propriété de composabilité pour <, c’est-a-dire A < B = C||A < C||B (< est une
précongruence pour ||), (4) une structure hiérarchique, c’est-a-dire qu’un systéme X, composé d’objets
interagissant les uns avec les autres et pouvant rejoindre et quitter le systéme dynamiquement, est
lui aussi un objet du modele. De plus, la these discute des conditions nécessaires et suffisantes pour
obtenir (5) La monotonicité (avec <) de la création/destruction dynamique d’objets, c’est-a-dire que
si (i) A < Bet (ii) X4 et Xp ne different que par le fait que X 4 crée et détruit dynamiquement ’objet
A au lieu de créer et détruire dynamiquement 'objet B comme le fait Xp, alors (iii) X 4 < Xp. Un tel
résultat permet une méthodologie modulaire de conception et de raffinement basée uniquement sur la
notion de comportement observable de I'extérieur. Le modele est décliné en plusieurs variantes : asyn-
chrone, temporelle, bornée. Ces différentes variantes permettent de modéliser des systémes distribués
complexes faisant des hypothéses de synchronie ou d’adversaire borné, typiquement une "blockchain'.

Mots-clés

Automates, Algorithmique distribuée, Verification Formelle, Systemes Dynamiques

Abstract (in english)

This thesis proposes a natural hierarchical model for dynamic probabilistic distributed systems. The
model extends in an intuitive way the labeled transition systems that best capture the intuition of
an object moving from one state to another. The model consists of 3 essential ingredients : (1) a
parallel composition operation, noted ||, allowing to represent a new object A||B resulting from the
interaction between two objects A and B, (2) a pre-order relation <, where A < B means that the
object A implements the object B in the sense of an observational semantics, (3) the composability
property for <, that is A < B = C||A < C||B (< is a precongruence for ||), (4) a hierarchical
structure, i.e. a system X, composed of objects interacting with each other and able to join and leave
the system dynamically, is also an object of the model. Furthermore, the thesis discusses the necessary
and sufficient conditions to obtain (5) the monotonicity (with <) of dynamic creation/destruction of
objects, i.e., if (i) A < B and (ii) X4 and Xp differ only by the fact that X 4 dynamically creates and
destroys the object A instead of dynamically creating and destroying the object B as Xp does, then
(iii) X4 < Xp. Such a result allows a modular design and a refinement methodology based only on
the notion of externally observable behavior. The model is declined in several variants : asynchronous,
timed, and bounded. These different variants allow us to model complex distributed systems making
assumptions of synchrony or bounded adversary, typically a "blockchain".
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Symbols

LTS

Signature

10A

Probabilistic transition

PIOA

Dynamic signature
SIOA

PSIOA

Configuration
PCA

A
QA
(Qa, Fq.)
Prob(Qa, ]:QA)
qa
sig(A)
sig(A

~—

Labeled Transition System

A triple (in, out,int) of sets of input, output, and internal actions

Input Output Automata, a special kind of LTS equiped with a signature

A triple (s,a,n) where s is a state, a is an action and 7 is a probability
distribution over states, the final state being chosen according to n
Probabilistic IOA, a generalization of IOA with probabilistic transitions

A mapping from states to signatures

Signature IOA, a generalization of IOA with a dynamic signature
Probabilistic Signature IOA, an IOA that has both a dynamic signature and
probabilistic transitions

A finite set of PSIOA together with a local state for each PSIOA
Probabilistic Configuration Automata, a PSIOA equipped with a homomor-
phism from states to configurations which respects PSIOA creation and de-
struction, respects signatures, and respects probability distributions

PSIOA with id A

States of A

State space of A, Fg , being a sigma-field over Q 4

Set of probabilistic measures over (Q4,Fg ,)

Start state of A

Signature of A, maps each state to a signature

Signature of .4, maps each state to the union of actions of the signature sig(.A)
Input actions of A, maps each state to a set of input actions
Output actions of A, maps each state to a set of output actions
Internal actions of A, maps each state to a set of internal actions
External actions of A, maps each state ¢ € Q4 to
(in(A)(q), out(A))(q))

External actions of A, maps each state ¢ € Q4 to in(A)(q) U out(A))(q)
Local actions of A, maps each state ¢ € Q4 to the pair (out(A))(q), int(A))
Local actions of A, maps each state ¢ € Q4 to out(A))(q) U int(.A)
Universal set of actions of A, i.e. U sig(A)

q€Qa
Probabilistic transitions of A (a subset of Q4 x acts(A) x Prob(Qa, Fq,))

Steps of A, i.e. triplet (q,a,q¢') € Qa x acts(A) x Q4 s.t. I(q,a,n) € Dy,
n(q’) >0

Execution fragments of A, i.e. the set of alternating sequences ¢’a'q*a®q?...
of states and actions, starting with a state and not finishing with an action,
such that each (¢'', a’, ¢") € Steps(A)

Finite execution fragments of A

Infinite execution fragments of A

Executions of A, i.e. execution fragments starting with start state

Finite executions of A

Infinite executions of A

the pair
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trace 4 ()

Traces(A)
Traces* (A)
Traces”(A)
Reachable(A)
Ca
fstate(a)
Istate(c)
states(a)
actions(«)
|

I

X
®

Qconf
auts(C)
map(C)
sig(C)

in(C)

out(C)

int(C)

config(X)
created(X)(q)(a)
hidden-actions(X)

m <£>772
O[B/A]
C <un C’

Xa i
XA\ {4}

chonf q/

A
gR\A

qutrictq/

GBI

strictd
pot-out(X)(A)(q)

Asw

€o

viii

The trace of the execution « of automaton A, i.e. the projection of a over its
external actions only

Traces of A

Finite traces of A

Infinite traces of A

Reachable states of A

The set of all executions with « as prefix (called the cone of «)

First state of execution «

Last state of finite execution «

Set of states that occur in the execution «

Set of actions that occur in the execution «

Projection for states, executions

Parallel composition

Cartesian product, also overloaded as the composition operator for signatures
Product of measures, also overloaded as product of o-algebra

Set of configurations

The PSIOA that occur in configuration C

The mapping from each automata of auts(C) to its current state in C
Signature of configuration C, i.e., the product of the current signatures of the
PSIOA in C

Input actions of configuration C, i.e., the input actions of sig(C')

Output actions of configuration C, i.e., the output actions of sig(C')

Internal actions of configuration C), i.e., the internal actions of sig(C)

Maps each state ¢ of PCA X to a configuration

The PSIOA created by the execution of action a in state ¢ of PCA X

Maps each state ¢ of PCA X to the hidden actions of PCA X at state ¢
(hidden-actions(X) C out(config(X)(q)))

¢ is a measure-preserving bijection between distributions 7; and 7

The set of PSIOA that results from replacing A by B in the set of PSIOA &
C and C’ are the same configurations modulo A in C' being replaced by B in
Cl

X 4, Xp corresponding w.r.t. A, Bi.e., X4 and Xg differ only by the fact that
X 4 dynamically creates and destroys the automaton A instead of dynamically
creating and destroying the automaton B as Xg does

PCA X deprived of A, i.e. , A is removed from every configuration of X
The states ¢ and ¢’ are mapped to the same configuration (¢, ¢’ can be states
of different PCA’s that are implicit)

The states ¢ and ¢ are mapped to the same configuration if we ignore 4
The states g and ¢’ are mapped to the same components (configuration, hidden
actions, created automata for each action) of their respective PCA’s (may be
the same or different)

The states ¢ and ¢’ are mapped to the same components of their PCA’s if we
ignore A

The (potential) output actions of A in config(X)(q): the actual output actions
if A is in the configuration, and the empty set otherwise

Simpleton wrapper of A: A PCA that encapsulates A without changing any
behavior

Scheduler: entity that resolves pure non-determinism

Measure of probability on Ezecs(.A) generated by the scheduler o



env(A)

f—d’ist(g’_A)(O')

<
o B=F

<Szf

—¢€

A< B
proj...)

— /
@:%OJ

<So,p

A<5P B

(E€.AB8).f 7

Set of environments of A

Insight function: a function parametrized by a pair (£,.A) where A is an
automaton (PCA or PSIOA) and &€ € env(A), that captures the ability of the
environment to infer information about the behavior of A. The domain of
fie ) is Ezecs(E]|A).

Measure of probability on f(Ezecs(E||A)) generated by scheduler o for £ €
env(A)

o and ¢’ are balanced schedulers iff V¢ € range(fie ay) U range(fie 5)),

| f-dist (e 4y(0)(C) — f-diste 3y (0')(C)] < ¢

Implementation relation w.r.t. scheduler schema S, insight-function f, and
approximation €

VE € env(A) Nenv(B), Vo € S(E||A), 30" € S(E||B), 0B 4 )40

proj(.,) is an insight function such that for each automaton K, V€ € env(K),
Va € Erecs(E||K), proje ky(a) = a | £ That is, proje k) produces the pro-
jection of an execution of K ||€ onto the environment &€

Abbreviation for proj. )
Executions o and o of PCA X differ only on states and internal actions of
the PSIOA A, where A may occur in configurations of X.

The scheduler schema of creation-oblivious schedulers

FExact implementation relation w.r.t. scheduler schema S, and insight-function
p-

VE € env(A) Nenv(B), Vo € S,(€]|A), Fo' € So(E|IB), BT 45,7
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CHAPTER 1 : Introduction

1.1. Complex Systems

For reasons of performance and resilience, to meet the needs of different geographical locations, to allow
the governance of multiple users without a trusted entity, etc., modern systems are often distributed,
i.e. they consist of a number of physically distributed components that interact with each other. These
applications are dynamic in several respects. They involve a dynamic set of users, the number of which
is not known in advance, who may join and leave the system during its life cycle. These users will
exchange messages in a network whose topology will change over time, usually due to mobile failures.
During the execution, a part of the protocol can be downloaded and incorporated into computation on
the fly. In the meantime, a distributed algorithm uses randomization and sophisticated cryptography
(whose foundations lie down to a probabilistic computational model) to circumvent impossibility
results and/or enable scalability for enormous groups of processes. The infrastructures executing these
protocols follow instructions that sometimes cannot hold in less than 1 million lines of code, making
their implementation particularly error-prone, while simple tests cannot cover the immense number of
possibilities. Even in some simple toy examples, the (hyper)properties resulting from the interaction
of a few components can be counter-intuitive. Therefore, it is desirable to have a mathematical model
that is:

1. expressive enough to handle both dynamicity, randomization, and other ingredients that make
distributed systems successful, such as (i) different forms of synchrony (ii) the notion of security
against a polynomially bounded adversary (iii) non-sequential scheduling.

2. simple enough to be understood by a programmer with a background in distributed computing
3. based on already known and proven tools

Finally, to avoid overwhelming monolithic reasoning, a model must 4. allow for modular design, in a
sense elaborated in the next subsections.

1.1.1. Modeling

In the introduction of his famous book "Communicating Sequential Processes" [Hoa85], Tony Hoare
invites us to "think about objects in the world around us, which act and interact with us and with each
other in accordance with some characteristic pattern of behaviour." Of course, there are infinite ways
to formalize these objects. However, if we fix the expressiveness and simplicity of the frameworks,
some of them are more practical than others.

What are the desirable properties of a formalism?

— (composition) Each pair (A, B) of entities of the model that interact with each other can be
composed to obtain a new entity, noted A||B. Of course, this composition has to capture the
interaction in an intuitive way. It is convenient if the composition operator is both associative
and commutative and returns an entity of the same nature as A and B.

— (implementation) We want to be able to express in the model that a concrete, potentially very
sophisticated, object A is meeting the specification of an, usually simple, abstract object 13, noted
A < B. This relationship is usually called implementation (a.k.a. realization or emulation) and
is supposed to be a preorder (transitive and reflexive).

— (substitutability) Assume two objects A; and As respectively implement objects By and Ba, i.e.
Ay < By and Ay < By, We want to be able to deduce that their interaction implements the
interaction of By and Ba, i.e. A;|| A2 < By||Bs. Such a property allows modular reasoning, where
(1) a sophisticated specification B can be decomposed into several sub-specifications Bi, ..., B,
(2) we can find an implementation A; of each sub-specification B; and finally (3) all the concrete
implementations can be composed all together to implement B.



1.1 Complex Systems

One of the most well-known implementation relationships for non-probabilistic distributed systems
is trace inclusion. The idea is to characterize the specification of a system by its set of external
behaviors. To illustrate this concept, Lamport describes the famous example of the biscuit machine
[Lam]. The specification of a biscuit machine describes how the machine should behave, e.g. when a
coin is inserted and a button is pressed, a cookie is delivered. Such a description does not specify how
the machine checks the value of the coin. A natural tool of description is the notion of trace, where
a trace of an execution is the projection onto its external actions. Typically, if a concrete machine
executes a very sophisticated algorithm to check the validity of the coin, the details of this run are
hidden by the trace operator that just says that (i) a coin has been inserted, (ii) a cookie has been
delivered and (iii) the change has been given. We do not know if the machine has measured the
mass or the dimensions of the coin. In addition, since this specification allows (ii) the cookie to be
delivered and (iii) the change to be given in any order, a correct implementation could always (iii)
deliver the cookie first, then (ii) give change. Hence, a natural definition of implementation is trace
inclusion. A concrete object Ay is said to refine another abstract object Ao, noted Ay <p A, if
Traces(A1) C Traces(Asg), with Traces(.A) representing the set of traces of an automaton.

Let us note that the non-determinism about the order of different actions like (ii) delivering the cookie
and (iii) giving the change is at the core of distributed computing. This non-determinism is sometimes
called pure non-determinism (to underline the difference with the probabilistic non-determinism, a.k.a.
randomization). Pure non-determinism captures our ignorance about the relative speeds of different
entities to perform their respective computation. Most distributed systems are designed following
the guideline that no matter how the pure non-determinism is resolved, the system does what it is
supposed to do. Thus, the refinement relationship <7 can be interpreted as: "for any way of resolving
the pure non-determinism in the real world, there exists a way of resolving the pure non-determinism
in the ideal world, such that the external behaviors are the same."

A safety property that says nothing bad ever happens (e.g. the machine never gives more change
than it should) can be seen as a set of traces (a.k.a. trace property). The refinement relationship
<7 ensures the preservation of trace properties with composition: A; <r Ay = A;||B <r As||B.
This is very good news: if the machine is composed of different sub-modules, we can delegate the
concrete implementation of these sub-modules to different teams and finally merge them to obtain an
implementation of the entire specification, without questioning the validity of this composition.

Among the various approaches to model systems, Lamport acknowledges two major branches which,
for lack of better names, he calls the Hatfields (Hs) and the McCoys (Ms) ! [Lam].

(Hs): CSP [Hoa85], process algebra such as CCS [Mil80], ...
(Ms): Temporal logic [Lam94], Unity [CM88], I/O automata [LT87], ...

Roughly speaking, the Hatfields follow the tradition of structured operational semantics, which first
formally describe how the individual steps of a computation occur, before proving the desired prop-
erties from derivations of logical statements. On their side, the McCoys follow the tradition of de-
notational semantics, formalizing the meanings of distributed systems by constructing mathematical
objects (called denotations) that describe the meanings of what is a programm or what a program does.
Lamport confesses that he "does not really know what the fundamental difference between the Hat-
fields and McCoys is" and thinks that "the two approaches are good for abstracting different aspects of
a real system". In addition, some strong links have already been exhibited (e.g. [Vaa91, Seg93, DS95]).

Extending previous automata formalisms [Tut87, Seg95b, KLSV06, Mit07, AL16, CCK™07], this thesis
is clearly a descendant of McCoy’s family, where a specification consists of an abstract program written

1. The Hatfield-McCoy feud involved two rural American families in the 19th century. The quarrel has entered the
lexicon of American folklore as a metonymy for any rival party that argues bitterly.
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in some form of abstract programming language. "An obvious advantage of specifying a system as an
abstract program is that while few programmers are familiar with temporal logic, they are all familiar
with programs" [Lam93]. A priori, this approach does not have a precisely defined language, with
formal semantics, and proof rules, but some works filled the gap [Miil98, GL00, BGL02, LKLMO05,
ALL106, ALL108].

1.1.2. Randomization

The resolution of pure non-determinism can be conceptually delegated to an abstract entity called the
scheduler. This scheduler gives so much trouble to computer scientists that it is often called a demon.
Randomization is an incredibly powerful way of mitigating the power of this demoniac entity: it
allows circumventing impossibility results [FLP85, BO83], helps to increase the scalability of a system
[GKM ™19, CGMV18, CKS20], and is at the core of the foundational layer of simulation-based security
[PWO00, Can01, Can20, KTR20].

However, <t does not preserve [GHW11] hyperproperties [CS08] (e.g. security properties), which are
sets of sets of traces, potentially associated with a probability. It might be a problem for the termi-
nation of algorithm or the privacy of data that relies on probabilistic protocols [GHW11]. A more
sophisticated implementation relationship has been introduced by Roberto Segala (undeniably a mem-
ber of the McCoys): trace distribution precongruence, noted <pc [Seg95a, LSV03]. A concrete object
Aj is said to strongly observationally refines another abstract object Ao, noted A; <pc As, if, for every
entity £ that can interact with both A4; and As, for every way of resolving pure non-determinism in the
first world by a certain scheduler, there exists a way of resolving pure non-determinism in the second
world by another scheduler, such that every event is observed with the same probability by £ in the two
situations. This implementation relationship is composable, i.e. A <pc A2 = A1||B <pc A2||B,
and deals with hyperproperties.

Even if <p¢ is equivalent to a relationship called strong linearizability [AE19] which cannot be ensured
both asynchronously and deterministically for every object [AEW21], it makes sense to focus on <p¢c
as an implementation relationship since (1) randomized or partially synchronous implementation can
exist (e.g. via consensus [BO83, DNS88]), (2) restriction to subclasses of schedulers can be studied, (3)
approximated version of the implementation can be ensured [AEW22, ML07al, and (4) the reasoning
for different types of implementation relationships might be similar.

1.1.3. Dynamicity

Real-life systems are not always static, i.e. composed of a fixed set of entities with a fixed topology. It
seems to be fair to say they are sometimes dynamic, i.e. their components (including communication
links) may be created or destroyed during the system’s execution. For example, the cells of a living
being are created and destroyed, new companies are initiated while others go bankrupt in the same
economy, computers of a network crash and have to be replaced, etc.

Some frameworks have been proposed to model, specify, and verify dynamic systems. They mostly
have the form of discrete state machines [AL16, Kap09, Zim03, FHNT11, KPH15, Kurl5] sometimes
enriched with continuous steps capturing the passage of time, during which the variables can evolve
(e.g. according to some algebraic differential equations) [KSPLO06, Plal0, Plall, Plal2, CSS10].

These models can be used to handle a high variety of use cases such as self-organization of dynamic
systems [ADGRO05, ADPBR10], file systems [SADADJ05], glue code [DGHKO5]|, air-traffic control
[KSPLO06], distributed car control verification [Plal0], flight collision avoidance maneuver [Plall],
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peer-to-peer networks [DGVO06], reconfigurable systems [YSSY15], actor-based programming [KPH15],
etc.

In 2008, the famous Bitcoin protocol [Nak08] has made the study of dynamic systems fashionable
again. Indeed, its anonymous author known under the pseudonym "Nakamoto", popularized a "simple"
technique to handle Sybil attacks in an anonymous network, where a single malicious machine would
like to masquerade as many [AJ05]. This technique, called Proof-of-Work, depends on the assumption
that correct users possess a certain fraction of the total computational power of the system. This idea
has been modified into a multitude of different variants, generically called proof-of- X, whose resiliency
depends on the assumption that correct users possess a certain fraction of a physical quantity X that
cannot be duplicated for free. With such a mechanism, it is possible to implement anonymous and
decentralized applications without fearing that a malicious minority pretends to represent a majority
and behaves to tackle the desired properties of the system. The most well-known example is certainly
the double-spending attack, where an agent uses the same currency for two different transactions. A
huge literature followed. Most of them address the dynamicity of the membership [SKM17, SK17,
GKK*20, KT20, LTWW22, DZ22], following a long tradition of churn-based protocol analysis [DW93,
MRT*05, BBKR09, BBR11, BN11, KLW11, BBS11, BKLW12, IRS*13, KLW13, BPPb*16, KW19,
AKSW20, AKSW22]|, while a few also consider the dynamicity of the network [BNS22] or the proof-
of-X mechanism [GKO"20, Ter22, SW21]. In this paradigm, some new sophisticated security tasks
emerged, such as dynamic secret sharing [BDLO15, ZZM 19, GKM™20].

The challenge of specifying dynamic systems has already been addressed by the Hatfields and the
McCoys. Robin Milner, one of the most famous Hatfields, proposed m-calculus, offering an abundance
of operators, a rich algebraic structure, and a well-developed fixed point theory.

On their side, the McCoys, represented by Paul Attie and Nancy Lynch, proposed a (non-probabilistic)
hierarchical model where a system X, composed of objects interacting with each other and able to join
and leave the system dynamically, is also an object of the model, which in turn can be used to build a
system of a higher layer [AL16]. They proved (1) the stability of parallel composition || in their model
(if X and Y are objects of the model, then X||Y is an object of the model) and (2) the composability
of <p for dynamic systems. Furthermore, they proved (under technical minor assumptions) another
theorem of substitutivity: (3) the dynamic creation/destruction of objects is monotonic with <r, i.e.
if (i) A <p B and (ii) X4 and Xp differ only by the fact that X 4 dynamically creates and destroys the
object A instead of dynamically creating and destroying the object B as X does (we note X AAVBX B),

then (iii) X4 <p Xp.

Dynamicity and Randomization Substitutivity results save computer scientists a lot of hassle. To
describe, analyze, and verify complex systems rigorously, one needs an appropriate mathematical
foundation, handling both dynamicity [AL16] and randomization [Seg95b]. To be practical, such
a model has to naturally extend well-established ones, allowing the use of proven tools. Such a
formalism should clarify if issues coming from dynamicity and issues coming from randomization are
(1) independent or (2) can lead to new types of problems. This thesis gives answers in the direction of
the first case (1), namely for composability of implementation relationship, and others in the direction
of the second case (2), namely for monotonicity of creation/destruction of dynamic objects. Also, the
model should allow us to express formally what we mean when we claim that a problem is solved by a
dynamic protocol (evolving in a highly dynamic setting, using sophisticated cryptographic tools and
randomized subroutines, under some synchrony assumptions) and should give us greater confidence
to answer to the question: "Are we not missing something?"'. Here again, we believe that this thesis
takes a step in this direction.
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1.2. Thesis Overview (Short Version)

The chapter 2 lays down mathematical preliminaries. The sections that it contains should not be
critical to read the thesis. Its first section 2.1, contains basic notions of set and function notations. Its
second section 2.2, describes trajectories that are only used in chapter 5. Its third section 2.3 recalls
the foundations of probability theories, but the thesis can be read without a deep understanding of
it, since it only reminds the foundations to guarantee that we can properly define probabilities and
integrations on the set of executions of a system. The section 2.4 recalls a few formal definitions
related to Turing Machines that are not used outside of subsections 6.1.2 and 6.1.1 that provide sound
computational foundations for simulation-based security. Here again, an intuitive understanding of
Turing Machines is enough to use the framework of Chapter 6. Its last section 2.5 gives the definition
of labeled transition systems (LTS) and explains why different variations of I/O automata formalism
can be seen as particular cases of LTS with very few additional constraints and how to trivially move
from I/O automata to LTS and vice versa.

Chapter 3 describes our new model for dynamic probabilistic systems, which, we believe, achieves a
good tradeoff between expressiveness and simplicity. Basically, an entity of the model is a kind of LTS
with (i) actions that lead to probabilistic distributions on states instead of directly to some states
and (ii) a signature that can evolve during its life. The dynamicity is captured by (ii) and the fact
that (iii) it is possible to build a new object X from a dynamic set of existing objects A1, ..., 4;, ...
interacting with each other and able to join and leave the system dynamically. In that case, we
can see the new object X as a member of a certain layer n for some integer n, while the objects
Aj, ..., A;, ... belong to the layer n — 1. To formalize the construction, each state g of X is associated
with a "configuration", which is a photography of the system at the state ¢, i.e. a pair (A,S) where A
contains the objects of the layer n—1 at state ¢ and S represents the current states of the elements of A.
The elements of the layer 0 are called PSIOA for probabilistic signature input/output automata, while
the elements of a higher layer are called PCA for probabilistic configuration automata. A dynamic
probabilistic input/output automata (DPIOA) is either a PSIOA or a PCA. The closure of the model
under parallel compositions, (noted ||) is proved in section 3.5 in theorem 2 page 72. The inherent
non-determinism of the model is resolved by traditional schedulers, that (potentially randomly) trigger
the next action among the enabled ones. A classic notion of observational semantics is used, with a
family of implementation relationships of the form §f . An implementation relationship captures the
idea that a concrete real system is meeting the specification of an idealized system. Here, an object A
implements another object B, noted A Sf [ B, if for every external distinguisher £ that can interact
with both A and B , for every way (in S) of resolving the non-determinism in the A-world, there
exists a way (in S) of resolving the non-determinism in the B-world, s.t. every possible observation
via a function f is observed with the same probability in the two worlds, plus or minus €. The well-
established theory of probabilistic automata allows us to easily obtain good substitutability properties
for the implementation relationships, which are shown to be a precongruence for parallel composition
in theorem 5 page 80. Finally, we state the monotonicity of dynamic creation/destruction with a
particular, but very natural, implementation relationship gg""’ in theorem 7 page 87, i.e. if (1) X4
and Xp differ only by the fact that X 4 dynamically create/destroy A instead of B as Xz does, noted

XAAVBXB, and (2) A implements B (in the sense of A Sg"’p B), then (3) X 4 implements Xp (in the

sense of X 4 Sg"’p X5).

The chapter 4 contains a detailed modular homomorphic-based proof of theorem 7 stated a second time
in theorem 23 page 150. First, we define in section 4.1 the notion of "executions-matching" to capture
the idea that two automata have the same "comportment" 2 along with some corresponding executions.

2. The term is deliberately chosen to be vague.
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Basically an executions-matching from a PSIOA A to a PSIOA B is a morphism connecting their
respective sets of executions, preserving some properties. When the executions-matching is a bijection,
we say A and B are semantically equivalent (they differ only syntactically). Second, we defined the
notion of a PCA X 4 deprived of a PSIOA A, noted (X 4\{A}). Such an automaton corresponds to the
intuition of a similar automaton where A is systematically removed from the underlying configuration
of the original PCA. Thereafter we show that under technical minor assumptions X 4\ {A} and A*"
are "partially-compatible" where A*" and A are semantically equivalent. In fact, A% is the "simpleton
wrapper' of A, that is a PCA that only owns A in its attached underlying configuration. The notion of
partial compatibility corresponds to an extension of the usual compatibility condition on LTS, where
the compatibility revolves around reachable states only. Then we show that there is an (incomplete)
execution-matching from X 4 to (X4 \ {A})||A*. The domain of this executions-matching is the set of
executions where A is not (re-)created before the very last action. After this, we always try to reduce
any reasoning on X 4 (resp. Xz) on a reasoning on (X4 \ {A}D)||A%Y (resp. (Xg \ {B})||B*"). We
show that under certain reasonable technical assumptions, encapsulated in the definition of X AAVBX B,

(X4 \{A}) and (Xp \ {B}) are semantically-equivalent. We note Y an arbitrary PCA semantically-
equivalent to (X4 \ {A4}) and (Xp \ {B}) . Finally, a reasoning on £||X 4 (resp. &||Xp) can be
reduced to a reasoning on £'||A*Y (resp. £'||B*V) with & = £||Y. Since A** implements B*, we have
already some results on &'|| A% and &'||B** and so on &||X4 and &£||Xs. However, this reduction,
represented in figure 1.9b, is valid only for the subset of executions without the creation of neither
A nor B before the very last action. Ideally, we would like to decompose an "aggregated" class of
perception, with an arbitrary number of creations/destructions of A (resp. B)), into "atomic" classes
of perception without creation/destruction of A (resp. B)) before the last action. Some technical
precautions have to be taken to be allowed to paste these fragments together to finally say that A
implements B implies X 4 implements Xg. In fact, such a pasting is generally not possible for a perfect-
information online scheduler, that can trigger an action taking into account the whole history. This
observation motivated us to introduce the class S, of schedulers to manipulate independent atomic
classes of perception. This allowed us to prove monotonicity of dynamic creation/destruction with
implementation relationship for this class of schedulers only: if (1) X AAVBX B, and (2) A §§°’p B, then

(3) X4 gg >P Xp. We also discuss a special case of task-schedulers [CCK™ 18], a very user-friendly class
of fully-offline schedulers, that allows straightforward oblivious fair scheduling. Surprisingly, a naive
adaptation of task-schedulers, to the dynamic paradigm is not a subset of S,. We show how a more
sophisticated adaptation of task-based implementation relationship, called tenacious implementation,
noted Sff”, can allow obtaining monotonicity of dynamic creation/destruction of automata. This
result is stated in theorem 24 page 174: if (1) XAAVBXB, and (2) A <{™ B, then (3) X4 <{ Xp.

The chapters 5 and 6 explain how to extend the model with the notion of time and simulation-based
security respectively, using pre-existing well-established variations of the I/O Automata framework.
The associated models are still stable by composition and the new implementation relationships are
still precongruences.

In the end, we obtain a framework that

1. is expressive enough to model non-sequential scheduling, dynamicity, randomness, time, syn-
chrony, limited computational resources, and simulation-based security,

2. enjoys a sound modular design based on a classic observational semantic,
3. naturally extends the well-established framework of labeled transition systems,

4. is as simple as possible for a fixed expressiveness.
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1.3. Thesis Overview (Long Version)

1.3.1. Chapter 2: Mathematical Preliminaries

The chapter 2 lays down mathematical preliminaries. The sections that it contains should not be
critical to read the thesis. Its first section 2.1, contains basic notions of set and function notations.
Its second section 2.2, describes trajectories that are only used in chapter 5. Its third section 2.3
recalls the foundations of probability theory, but the thesis can be read without a deep understanding
of it, since it only gives the foundations to guarantee that we can properly define probabilities and
integrations on the set of executions of a system. The section 2.4 recalls a few formal definitions
related to Turing Machines that are not used outside of subsections 6.1.2 and 6.1.1 that provide sound
computational foundations for simulation-based security. Here again, an intuitive understanding of
Turing Machines is enough to use the framework of Chapter 6. Its last section 2.5 gives the definition
of labeled transition systems (LTS) and explains why different variations of I/O automata formalism
can be seen as simple particular cases of LTS and how to trivially move from I/O automata to LTS
and vice versa.

1.3.2. Chapter 3: Dynamic Probabilistic Automata

Chapter 3 describes our new model for dynamic probabilistic systems, which, we believe, achieves a
good tradeoff between expressiveness and simplicity.

Probabilistic Signature Input/Output Automata (PSIOA) The section 3.1 defines the notion of
probabilistic signature Input/Output automata (PSIOA). A PSIOA A is an automaton (an LTS) that
can move from one state to another through actions. The set of states of A is then denoted Q 4,
while we note g4 € @4 the unique start state of A. At each state ¢ € Q4 some actions can be
triggered in its signature sig(.4)(g). Such an action leads to a new state with a certain probability.
The measure of probability triggered by an action a in a state g is denoted 7(4,4,4)- The model aims
to allow the composition of several automata (noted A;l|...||A,) to capture the idea of an interaction
between them. That is why a signature is composed of three categories of actions: the input actions,
the output actions, and the internal actions. In practice, the input action of an automaton potentially
aims to be the output action of another automaton and vice-versa. Hence an automaton can influence
another one through shared action. The entire system is formalized by the automaton issued from the
composition of the automata of the system.

v e uny &
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Figure 1.1. — A representation of 2 automata U and V' and their composition at 2 different states with
2 different signatures
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After this, we can speak about an execution of an automaton, which is an alternating sequence of
states and actions. We can also speak about a trace of an automaton, which is the projection of an
execution on its external actions uniquely. This is a classic way to speak about what can we observe
from an outside point of view.
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Figure 1.2. — A tree of possible executions for a PSIOA A.

A priori, nothing allows to know which action has to be triggered between e and f after execution
0 1,z
q,d,q”

Scheduler We remarked in the example of figure 1.2, that inherent non-determinism has to be solved
to be able to define a measure of probability over the executions. This is the role of the scheduler,
which is a function o that (consistently) maps a finite execution fragment to a discrete sub-probability
distribution over the set of discrete transitions of the concerned PSIOA A. Loosely speaking, the
scheduler o decides (probabilistically) which transition to take after each finite execution fragment a.
Since this decision is a discrete sub-probability measure, it may be the case that ¢ chooses to halt
after o with non-zero probability.

A scheduler o generates a measure of probability over the set of executions. Hence, when a scheduler
is made explicit, we can state the probability that an event append or that a property holds in
temporal logic. The set of schedulers for the automaton A is denoted schedulers(A). We denote by
€r : Execs(A) — [0,1] the execution distribution generated by the scheduler o.

Environment, external behavior, implementation Now it is possible to define the crucial concept of
implementation that captures the idea that an automaton A is meeting the specification of another
automaton B. To do so, we use an environment £ which takes on the role of a "distinguisher" for A
and B. The set of environments of the automaton A is denoted env(A). The information used by an
environment to attempt a distinction between two automata A and B is captured by a function f(_
that we call insight function. In the literature, we very often deal with (i) f 4) = tracee 4y, the
trace function or (ii) projie 4) : @ € Evecs(E[|A) — a | €, the function that maps every execution to
its projection on the environment. The philosophy of the two approaches is the same.

For any insight function f_ ), we denote by f-diste 4(c) the image measure of €, under f¢ 4y. In-
tuitively, the probability measure f-distg 4(c) gives the probability of any observation that can be
made by the environment during its interaction with A, when the pure non-determinism has been
resolved by the scheduler . From here, this is classic to define the f-external behaviour of A, de-
noted Ea:tBehf; : € € env(A) — {f-distae(o)|o € schedulers(E||A)}. Such an object capture all
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the possible measures of probability on the possible external perceptions of the interaction of the con-
cerned automaton A and an arbitrary environment £. Finally we can say that A f-implements B if
VE € env(A)Nenv(B), E:ctBehﬁ(é') - E:ctBeh;;(E), i.e. for any "distinguisher" £ for A and B, for any
way of resolving the non-determinism of A-world, there exists a way of resolving the non-determinism
of B-world, such that the probability to observe a situation is the same in the two worlds. This is a
way to formalize that there is no way to distinguish A from B. (see figure 1.3).

However, the correctness of an algorithm may be based on some specific assumptions about the
scheduling policy that is used. Thus, in general, we are interested only in a subset of schedulers(E||.A).
A function S that maps any automaton to a subset of its schedulers is called a scheduler schema.
Among the most noteworthy examples are the fair schedulers, the off-line, a.k.a. oblivious schedulers,
defined in opposition with the online schedulers. So, we note ExtBehf:{S € € env(A) — {f-
dist pe(o)|o € S(E||A)} where S is a scheduler schema and we say that A f-implements B according
to a scheduler schema S, noted A §g’f B, if VE € env(A) N env(B), E:ctBehf:{S(S) C E:z:tBeh{g’S(E)
. In the remaining, we will have a great interest in two certain classes of oblivious schedulers, i.e. i)
the class S, of schedulers that do not take into account the internal past lives of sub-automata before
their last destruction to trigger an action and ii) the task-scheduler: a user-friendly off-line scheduler
already introduced in [CCKT18]. It is possible to formally define an e-approximated version of the
implementation relationship, noted §ES’f . The intuition is that an environment cannot distinguish the

1
real world from the ideal world with a probability greater than 3 +e.

£[|A £||B

Figure 1.3. — An environment £, which is nothing more than a PSIOA compatible with both A and
B, tries to distinguish A from B.

Probabilistic Configuration Automata (PCA) The section 3.2 introduces the notion of probabilistic
configuration automata (PCA). (see figure 1.4). A PCA corresponds to a PSIOA, but each state is
mapped to an underlying configuration C = (A, S) which is a pair constituted by a set A of PSIOA
and the current states of each member of the set (with a mapping function S: A € A — gq € Q).
The idea is that the composition of the attached set can change during the execution of a PCA, which
allows us to formalize the notion of dynamicity, that is the potential creation and potential destruction
of a PSIOA in a dynamic system. Some particular precautions have to be taken to make it consistent.

We state key results for a sound modular design.

10
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Figure 1.4. — PCA execution fragment

1. We show (theorem 2 page 72) the closure of the set of PCA under parallel composition

2. We show (theorem 5 page 80) that implementation relationship is a precongruence for parallel
composition, i.e. A <3/ B = A|lc <3/ B||C. <27 (for any scheduler schema, any e € [0,1],
any perception function f, which is an insight function with an additional property that captures
the idea that an environment £ does not have a greater power of distinction than another
environment &||E’ for some arbitrary £’).

3. We show (theorem 7 page 87) that, under certain technical conditions, dynamic creation/destruction
is monotonic with respect to external behavior inclusion, i.e. if a system X dynamically cre-
ates/destroys automaton A instead of dynamically creating/destroying automaton B and the
external behaviors of A are respective subsets of the external behaviors of B, then the set of
external behaviors of the overall system is possibly reduced, but not increased.

The results enable a design and refinement methodology based solely on the notion of externally
visible behavior, that is independent of specific methods of establishing external behavior inclusion.
It permits the refinement of components and subsystems in isolation from the entire system.

A dynamic probabilistic input/output automata (DPIOA) is either a PSIOA or a PCA.
1.3.3. Chapter 4: Road to monotonicity

The chapter 4 contains a detailed modular homomorphic-based proof of theorem 7 of monotonicity
stated a second time in theorem 23 page 150. To do so, we develop different mathematical tools.

Executions-matching First, we define in section 4.1, the notion of executions-matching (see figure
1.5) to capture the idea that two automata have the same "comportment' 3 along with some corre-

3. The term is deliberately chosen to be vague.

11
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sponding executions. Basically an execution-matching from a PSIOA A to a PSIOA B is a morphism
[ : Ezecs'y — Fxecs(B) where Fxecs'y C Execs(A) . This morphism preserves some properties
along the pair of matched executions: signature, transition, ... in such a way that for every pair
(a,d’) € Execs(A) x Execs(B) s.t. o = f(a), e;(a) = €,(a’) for every pair of scheduler (o, ")
(so-called alter ego) that are "very similar" in the sense they take into account only the "structure" of
the argument to return a sub-probability distribution, i.e. o/ = f**(«) implies o(a) = ¢’(a/). When
the executions-matching is a bijection function from Execs(A) to Execs(B), we say A and B are
semantically-equivalent (they differ only syntactically).

A PCA X 4 deprived of a PSIOA A  Second, we define in section 4.2 the notion of a PCA X4
deprived of a PSIOA A noted (X4 \ {A}) . Such an automaton corresponds to the intuition of a
similar automaton where A is systematically removed from the configuration of the original PCA (see
figure 1.6a and 1.6b).

Reconstruction: (X 4\ {A4})||A*®  Thereafter we show in section 4.3 that under technical minor
assumptions X 4 \ {A} and A" are composable where A%“ and A are semantically equivalent in the
sense loosely introduced in the section 1.3.3. In fact, A" is the simpleton wrapper of A, which is a
PCA that only owns A in its attached configuration (see figure 1.7). Let us note that if A implements

B, then A*“ implements B5.

Then we show that there is an (incomplete) execution-matching from X 4 to (X4 \ {A})|| A% (see
figure 1.8). The domain of this executions-matching is the set of executions where A is not (re-)created.

After this, we always try to reduce any reasoning on X 4 (resp. Xp ) on a reasoning on (X 4\ {A})| | A5
(resp. (X \ {B})[|B™).

Corresponding PCA  We show in section 4.4 that, under certain reasonable technical assumptions
(captured in the definition of corresponding PCA w.r.t. A, B), (X4 \ {A}) and (X5 \ {B}) are
semantically-equivalent. We can note Y an arbitrary PCA semantically-equivalent to (X 4\ {A}) and
(Xg \ {B}) . Finally, a reasoning on £||X_4 (resp. £||Xp ) can be reduced to a reasoning on &’[|.A%Y
(resp. &'||B*) with & = £||Y. Since A*“ implements B, we have already some results on & || A%
and &'||B* and so on &£||X4 and £||Xs. However, these results are a priori valid only for the subset
of executions without the creation of neither A nor B before the very last action). This reduction is
represented in figures 1.9a and 1.9b.

Cut-paste execution fragments creation at the endpoints The reduction, which is roughly described
in figures 1.9a and 1.9b, holds only for executions fragments that do not create the automata A and B
after their destruction (or at the very last action). Some technical precautions have to be taken to be
allowed to paste these fragments together to finally say that A implements BB implies X 4 implements
Xp. In fact, such a pasting is generally not possible for a perfect-information online scheduler, that can
trigger an action taking into account the whole history. This observation motivated us to introduce the
class S, of schedulers that outputs (randomly) a transition without taking into account the triggered
internal actions and the visited states of a sub-automaton A preceding its last destruction.

We prove the monotonicity of dynamic creation/destruction with external behavior inclusion for the
schema of schedulers in S, in Section 4.5. This result is encapsulated in Theorem 23 page 150: if (1)
XAAVBXB, and (2) A §g“’p B, then (3) X 4 §€“’P Xp. Figure 1.10 represents the issue with schedulers

absent from S,. We also discuss a special case of task-schedulers [CCK™ 18], a very user-friendly class

12
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of fully offline schedulers, that allows straightforward oblivious fair scheduling. Surprisingly, a naive
adaptation of task-schedulers, to the dynamic paradigm is not a subset of S,. We show how a more
sophisticated adaptation of task-based implementation relationship, called tenacious implementation,
noted <[, can allow obtaining monotonicity of dynamic creation/destruction of automata. This
result is stated in theorem 24 page 174: if (1) XAAVBXB, and (2) A <{™ B, then (3) X4 <I™ Xp.

1.3.4. Chapter 5: Extension with time

Previous chapters 3 and 4 deal with "asynchronous" systems. Based on these results, it is impossible to
express something like "two events are separated by at most a time ¢"', or apply synchrony assumptions
to prove the correctness of an algorithm. In chapter 5, we fill this gap by extending PSIOA (resp. PCA)
with a set of trajectories to obtain probabilistic timed signature input/output automata (PTSIOA-
(resp. probabilistic timed configuration automata (PTCA)), following the well-established theory of
timed I/O automata [KLSV06]. It would have been possible to use the "old-fashioned recipe for
real-time" [AL92] as in [Seg95b|, where actions can additionally contain real numbers to capture
the time elapsing. But, we would miss the opportunity to use the theory of timed I/O automata
[KLSV03, KLSV06], which is ready to use. For example, it provides some results to deal with liveness
under fairness assumptions (through notions of feasibility, responsiveness, progressiveness,...) that
might be more intuitive to express than in [AL92] and benefits of enabled tools [ALL*06, ALLT08]
to support system development with, for example, specification simulators, code generators, model
checking, and theorem proving support for analyzing specification, etc. Also, it has been extended
with a (continuous) probabilistic setting [Mit07, MLO7b], yielding Probabilistic Timed I/O automata
(PTIOA). Hence, the extension of the formalism to Probabilistic Timed Signature I/O automata
(PTSIOA) becomes an easy adaptation of PTIOA. We keep the continuous probabilistic setting of
Mitra and Lynch [MLO7b], since (1) their results are easily adaptable to our dynamic framework, and
(2) it would be convenient to potentially specify hybrid systems where we would like to model the
evolution of some physical quantities (force, mass, velocity, ...) with real numbers, that might be
dependent of some algebraic differential equations, typically for collision avoidance systems [KSPL06,
Plal0, Plall].

The big picture does not change significantly. Dynamic timed automata have to verify a new constraint
of trajectory preservation, that requires a strong link between the set of trajectories of the dynamic
automata and the ones of the associated configurations. Theorem 26 shows that the composition of
two pre-PTCA is a pre-PTCA itself, where a pre-PTCA is a PTCA that does not necessarily verify a
certain constraint of measurability, noted M. Theoretically, it is possible that the composition of two
PTCA with continuous state space does not verify M, which enables the definition of a probability
measure over its set of executions. However, such an example would be very artificial and should not
correspond to classic systems. The results of substitutability of the implementation relationship do
not change and do not require additional sophisticated treatment.

1.3.5. Chapter 6: Extension with simulation-based security

The chapter 6 explains how to extend the model of chapters 3 and 4 with the notion of simulation-
based security. Indeed, these two latter chapters deal with "unbounded" systems, in the sense that
nothing prevents, a priori, from performing steps that would require a huge amount of computa-
tional resources, which is assumed to be infeasible by classic cryptographic tools, assuming a (usually
polynomially) bounded adversary using a limited amount of computational resources. The achieved
security properties are then of the form, "for any adversary with a bounded computational power,
the probability of violating the security is negligible". Even if we would like to use a symbolic model,

13
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where operations are seen as functions in a space of symbolic (formal) expressions, its soundness will
rely on a randomized computational model. The most popular approach is simulation-based security.

In the simulation-based security, a.k.a. "real-ideal paradigm', the objective of the adversary is defined
only with respect to an "idealized" game, which can be seen as the specification of the task we want to
solve. Then, the security properties will be stated in the following form: for any adversary, there exists
a "simulator" (which is another "ideal" adversary), so that the "adversary in the real game" and the
"simulator in the ideal game" cannot be distinguished with more than a negligible probability by an
external observer (our environment which plays the role of a "distinguisher"). The idea is to say that
any attack that (i) can be made against the real game (ii) can also be made against the ideal game,
while we are satisfied with such an ideal world (ii). Such a paradigm has many interests. First, the
absence of an explicitly defined goal for the adversary prevents one from missing any subtle attacks
that might occur. Second, it allows for the correct definition of certain properties whose alternative
definitions might be cumbersome (e.g., the property of "not learning something more than something").

In this chapter 6, we extend DPIOA with simulation-based security as Canetti et al. [CCKT07] do with
static PIOA. The resulting model has some interests compared to classic frameworks for composable
simulation-based security, such as UC [CCK'18] or IITM [KTR20], where entities are modeled as
interactive Turing machines (ITMs).

simplicity and abstraction In practice, though entities in the system are defined by interactive Turing
machines (ITMs), a precise description would require too many low-level machine details. Hence the
entities are usually described using some type of pseudo-code, where it remains unknown how it
is supposed to be translated into a Turing Machine. According to Hofheinz and Shoup, "as long
as we restrict ourselves to models that are polynomial-time equivalent to Turing machines, none of
these details matter'[HS15]. In fact, detailed execution fragments of a system of ITMs seem to be
a non-necessary intricacy, that, combined with the sophistication of distributed algorithms, can lead
to an excessively hard-to-follow analysis. It seems that the overuse of the simulation-based security
paradigm, expressed with I'TMs, has participated in the respective misunderstanding between the
distributed computing and secure multiparty computing (MPC) communities. Labeled Transition
Systems (LTS) such as I/O automata allow not specify the exact computation of the state transition.
Furthermore, their manipulation is closer to the human intuition and classic informal reasoning that
often appear in distributed computing.

non-sequential scheduling The second interest is that sequential scheduling models are commonly
used in many cryptography frameworks (UC, IITM, etc), where multiple processes must not be active
simultaneously at any given point in time, and the active process activates the next process by produc-
ing and sending some message. Besides being a counter-intuitive modeling, sequential scheduling can
artificially introduce some constraints in the ordering of events, and so artificially restrict the power
of the adversary in comparison to the real world. For example, Canetti et al. [CCLP07] proved that
a beacon protocol preserves security under sequential scheduling (ITM) but not under non-sequential
scheduling, while Yoneyama [Yonl10] showed that the beacon protocol verifies indifferentiable secu-
rity (where public channels have to be considered as well as private channels) under the sequential
scheduling but not under the non-sequential scheduling.

time The ITMs-based frameworks are inherently asynchronous. It is possible to add a notion of time
and/or synchrony, assuming the access to an ideal functionality Forock that allows different parties
to synchronize [KMTZ13], but the result is not trivial to handle and does not necessarily correspond
to the human intuition of synchrony. Our model might propose something simpler. We see 3 different

14
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ways of adding time. First, the "old-fashioned recipe for real-time" [AL92], as used in [Seg95b]. Second,
we can use trajectories with a discrete-time axis. In this case, one unit of time corresponds to the
greatest common divisor of the clock periods (the reverse of clock rates) of all the processors. Then,
we can easily limit the number of steps per unit of time of an object of the model, following a similar
approach to that of Canetti et al. [CCKT08]. Third, we can use trajectories with a continuous time
axis (T = R) but we need to take precautions not to artificially give extra computational power.
Hence, we would restrict the set of continuous variables, to a particular set with type included in N,
the so-called clocks set. Hence, the restriction of a trajectory onto non-clock variables is a constant
function, while the restriction of a trajectory to clock variables is a simple function, where the number
of different values that can be taken is again defined by the greatest common divisor of the clock
periods (the reverse of clock rates) of all the processors.

structure In order to analyze cryptographic protocols Canetti & al. [CCKT07] extends probabilistic
Input/Output automata, with the notion of "structures', which classifies communications into two
categories: those with a distinguisher environment and those with an adversary". Then, they are able
to define a new implementation relationship, called "secure emulation" in the same way as traditional
simulation-based security ([KDMRO08, CCLP07, KTR20, RKC22] discuss the relationship between
different notions of simulation-based security). The composability of secure-emulation is then "easily"
derived from the composability of classic implementation relationship for PIOA. Even though the
formalism proposed in [CCK107] has been already used in the verification of various cryptographic
protocols [CCLP07, CMP07, YKOO07, JMMS10, Yon18], this formalism does not allow the modeling
of systems that "can dynamically create new protocol instances at run time'. For example, we would
like to cover blockchain systems where sub-chains can be created or destroyed at run time [RPG19).
Hence, on top of dynamic probabilistic I/O automata described in detail in chapters 3 and 4, we
propose an extension of the composable secure-emulation of Canetti et al. [CCK'07] to dynamic
settings. Our framework, composable dynamic secure emulation, enjoys the composability properties
of secure emulation of [CCK'07]. In terms of dynamicity, our work has closed a modeling problem
left open by the work of Canetti et al. [CCKT07]. That is, our framework allows the modeling of
environments (or structures) that can dynamically create new protocol instances at run time.

Most of the results of this chapter are straightforward adaptations of their "static" counterparts in
[CCKT07]. The main source of modification comes from (1) dealing with compatibility at every
reachable state instead of compatibility at each element of the Cartesian product of respective states
and (2) handling general schedulers instead of task-schedulers only. For sake of completeness, we
repeat the results with the required small modifications in the proofs.

1.3.6. Summary

We proposed a framework that

1. is expressive enough to model non-sequential scheduling, dynamicity, randomness, time/synchrony,
limited computational resources, and simulation-based security,

2. enjoys a sound modular design based on a classic observational semantic, where (1) the im-
plementation relationship is a precongruence for parallel composition and (2) dynamic cre-
ation/destruction of automata is monotonic with the implementation relationship,

3. naturally extends the well-established framework of labeled transition systems,

4. is, we believe, as simple as possible for the fixed expressiveness.
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Figure 1.5. — The respective executions tree of two automata A and B are linked by an executions-

matching.
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(b) Projection on PCA, part 2/2

The figure represents the PCA' Y = X \ {T'} while the original PCA X is represented in figure 1.6a. We can see
that the sub-automaton T' (in purple in figure 1.6a) has been systematically removed from the configurations
attached to the states visited by Y.

Figure 1.6. — PCA deprived of a sub-PSIOA
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The figure represents the simpleton wrapper A*Y of an automaton A. The automaton A" is a PCA
that only encapsulates one unique sub-automaton which is A. We can confuse A and A*"Y without

impact. Intuitively, we can see A*" as a wrapper of A that does not provide anything.
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The figure shows the similarities between two PCA X and Z = (X \ {V})||V*
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(a) Monotonicity reduction

The figure represents successive steps to reduce the problem of an environment £ that tries to distinguish two
PCA X 4 and Xp (represented in the first column) to a problem of an environment £p that tries to distinguish
the automata A and B (represented at last column).
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(b) Homomorphism based proof

Figure 1.9. — homomorphism-based-proof
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<< 8”||B '

Figure 1.10. — The necessity of a scheduler in S,,.

The reduction described before holds only for the set of executions that do not create either A or B
before the last action (represented on the left). What if the scheduler 0}42 breaks the independence
of probabilities between executing o' and executing o after o' ? In that case, we cannot cut-paste
the different reductions and the monotonicity of implementation does not hold, i.e. there is no reason
there exists a scheduler counterpart o s.t. that observing ¢ ¢’ (represented in blue and green) has
the same probability to occur in A-world and in B-world.
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CHAPTER 2 : Preliminaries

2.1. Sets and Functions

2.1.1. Sets and intervals

We use standard set theory.

Definition 1 (operations on sets). We use the usual symbols €,C,U,N,\, X for classic notions of set

theory:"is an element of", "is a subset of", union, intersection, set difference, and Cartesian product.

When universal set Q0 is clear in the context, the complement of a set S is denoted by S© = Q\ S.

The union of a collection {S;}icr of pairwise disjoint sets indexed by a set I is written as [+ S;. The
i€l
power set of a set S, is denoted P(S).

classic sets We note:
— R the set of real numbers, R=° £ R\ {z € R|z < 0}, R"? 2 R=2\ {0}
— N the set of natural integers, N>? £ N\ {0}
— @ the set of rational numbers, Q=° £ Q \ {z € R|z < 0}, Q°° £ Q=" \ {0}

intervals
— Vi,j €N, i< j, we denote by [i: j] £ {k € N|i <k < j} and sup([i : j]) £ j.
— Vz,y € R, z <y, we denote by
e [z,y] £ {2z € Rjz < z < y}, which is said to be a closed interval, right-closed, and left-closed.
2 [z,9] \ {z}, which is said to be a right-closed and left-open interval.

[

Jz, y]

o [z, y[é [z,y] \ {y}, which is said to be a left-closed and right-open interval.
Jz, yl

. 2 [x,9] \ {z,y}, which is said to be an open interval, right-open, and left-open.

Zz,

o sup([z,y]) = sup([z,y]) = sup(z,y]) £ sup(Jz,y[) £ y, the supremum of a fixed interval.
sequences The set of finite (resp. infinite) sequences of elements of a set ¥ is noted ¥* (resp. X%).

2.1.2. Functions

Let f be a function. The domain and the range of a function f are denoted by dom(f) and range(f),
dom(f) — range(f)

and we use the usual notation to describe such a function, i.e. f :
x = fz)

Definition 2 (restriction of a function). Let f be a function. For a set S C dom(f), we write f|S
S — range(f)

for the restriction of f to S, i.e. f[S: { o f(2)

Definition 3 (indicator function). Let Q be a set clear in the context and S C 2. The indicator
Q — {0,1}
function of S is the function 1g : 1 ifzes
xr = .
0 otherwise
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2.1 Sets and Functions

Definition 4 (parallel composition of functions). Let n € N. IfVi € [1 : n], f; : {

then we note fi||...|| fn : {

Definition 5 (coordinate). If f : {

fiQiz{

J — Ql X ..o X Qn

J — le...XQn

T

(fi(x), ..., fn(2)

) then, Vi € [1 : n], we write
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2.2. Trajectories

Most of the definitions in subsection can be found in the theory of timed input/output automata
[KLSV03, KLSV06] and in its partial extension to probabilistic setting [Mit07, MLO7b]. They are not
used outside the Chapter 5. A trajectory is used to model the evolution of a collection of states over
an interval of time.

Definition 6 (Time Axis). We define T = RZ°U{co} to be the time axis (RZ° can be replaced by N).

2.2.1. Basics

Definition 7 (Trajectory). Let Q be a set. A trajectory in @ is a function 7 : J — Q, where J
is a left closed interval in T with left endpoint 0. The set of trajectories in @Q is noted trajs(Q). A
trajectory T with dom(7) = {0} , and 7(0) = q, is called the point trajectory at q and is written as
0(q). A trajectory T is finite if dom(T) has finite length. It is closed if it is finite and dom(r) is right
closed. The first state of T, noted fstate(r) is 7(0) and the limit time of T, T.ltime, is sup{dom(7)}.
If T is closed then the limit state of T, noted lstate(r), is T(7.ltime). Given a set of trajectories T, we
denote the subset of trajectories starting from q by T(q), i.e. T(q) £ {7 € T|fstate(r) = ¢}.

2.2.2. Time shift, prefix, suffix, concatenation

Definition 8 (Time shift). Given a trajectory ™ and t € T, the time shifted function (7 + ¢) :
(dom(7) +t) — Q is defined as (1 +t)(t') = 7(t' —t), for each t' € {u + tju € dom(7)}.

Definition 9 (prefix of a trajectory). Given two trajectories 71 and 7o, 71 is a prefix of 1o, written
as 11 < 7o, if 71 = T2[dom(T1) (in the sense of definition 2). The relation < is obviously an order (<
is reflexive, antisymmetric, and transitive).

Definition 10 (suffix of a trajectory). Given two trajectories 71 and T2, 11 is a suffix of 7o if 7 =
(12[[t, 00]) — t, for some t € dom(Ts).

Definition 11 (concatenation of trajectories). If 71 is a closed trajectory with Ti.ltime = t and
fstate(ro) = lstate(my), then the function 11 7o : dom(7) U (dom(1e) +t) — X is defined as 11(t) if
t <u and To(t — u) otherwise.

2.2.3. Deteministic Trajectories

Definition 12 (deterministic set of trajectories). A set of trajectories T is deterministic if for every
q€Q, 11,7 € T(q), either 11 <19 or o < 11, d.e. if (T(q),<) is a total order.

Definition 13 (maximal trajectory). Let T be a set of trajectories. A trajectory T in T is said to
be maximal if it is the supremal element of T (fstate(r)). Obviously, a set of trajectories of the form
T(q) contains at most one maximal trajectory.

Definition 14 (maxtime and maxstate). Let Q be a set, let T be a set of trajectories in Q. We define:
Q — T

mazxtimer : o T.ltime  if there exists a closed mazimal trajectory T € T (q)
1 00 otherwise

Similarly, we define:
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2.2 Trajectories

Q — Q
mazstateT : = Istate(T) if there exists a closed mazximal trajectory T € T(q)
9 q otherwise

2.2.4. Trajectories sets composition and isomorphism

The following definitions are used to define the constraint of trajectory preservation for PTCA, which
are automata that model dynamic probabilistic timed systems.

Definition 15 (Trajectories with same domain). Let Q1, Q2 be sets. Let (T1,T2) € trajs(Q1) X
trajs(Qz). We note Ty ® T = {(11,72) € T1 X Taldom(11) = dom(12)}.

Definition 16 (Composition of sets of trajectories). Let Q1, Q2 be sets. Let (Th,T2) € trajs(Q1) x
trajs(Qa). We note T1||Ta = {(m1||m2)|(11,72) € Th ® Ta} = {7 € trajs(Q1 x Q2)| 7 L Q; € T; fori €
{1,2}} (in the sense of definitions 4 and 5).

Definition 17 (Homomorphism between sets of trajectories). Let Q1, Q2 be sets. Let (T1,T2) €
trajs(Q1) x trajs(Qz). Letu: T — T2, v: Q1 — Q2. We note Ty &5 Ty if w is a bijection from Ti
to T such that for every pair (11,72) with 7y = u(7e): (i) dom(r1) = dom(me) £ J and (ii) Vt € J,

v(m(t)) = 72(t).
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2.3. Probability Theory

We use standard measure theory, like in [Dud04]. An intuitive understanding of probability theory
is sufficient to read the thesis. However, we will define probability over the uncountable set of exe-
cutions of our different automata. Hence, some precautions are required to rigorously define such a
probabilistic space. The Chapter 5 extends a lot of concepts of the Chapter 3 with uncountable sets
instead of countable sets. Such an extension also requires some additional precautions, but here again,
it is possible to read the thesis assuming that all probabilistic spaces and all operators on them stay
well-defined.

2.3.1. Set Algebra

The o-algebra is the key object for rigorously defining measurable space. Some weaker algebraic
structures are useful for construction perspectives.
Definition 18 (semi-ring). A semi-ring on a set Q is a set € C P(Q) such that:
-bew
—ABe¥ — ANBc%
- A Be¥ = dne N>O, (Ci)ie[l:n} € Cf[l:n],A \ B = L—lj C;
i=1
Definition 19 (ring). A ring on a set Q is a set € C P(2) such that:
- 0e%
—ABe¥ — ANBe%
- ABe¥ — A\Be%

It is easy to show that a semi-ring on a set {2 is a ring on a set €.

Definition 20 (semi-field). A semi-field on a set Q is a semi-ring on Q that contains .
Definition 21 (field). A field on a set Q is a ring on Q that contains 2.
Definition 22 (c-algebra). A o-algebra (sometimes noted sigma-algebra when o is already used) on
Q is a set € C P(2) such that:

- 0,Qe%

- Aec¥ = Q\Ae¥?

— (A)ien e = |JAie?

€N

It is easy to show that a o-algebra is a field stable by countable union (and so by countable intersection).

Definition 23 (field(%)). The field generated by a family of sets €, denoted by field(€) is the smallest
field that contains €. The family € is called a generator for field(€).

Definition 24 (sigma(%)). The o-field generated by a family of sets €, denoted by sigma(€) is the
smallest o-field that contains €. The family € is called a generator for sigma(€).

A trivial property of a generator € is sigma(%) = sigma(field(€)).

The field generated by a family of sets can be obtained following a simple procedure.
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2.3 Probability Theory

Proposition 1 (field generation). Let €2 be a set. Let € C P(S2).
1. Let F1(%) be the family containing 0, and every C' C Q such that C € € or (Q\C) € €.
2. Let F5(%) be the family containing all finite intersections of elements of F1(%).
3. Let F5(%) be the family containing all finite unions of disjoint elements of F5(%).

Then field(€) = F3(€) .

This procedure will be used to construct a g-algebra for our set of executions in Section 3.6.

2.3.2. Measure Spaces

Definition 25 (measure). Let € be a set of sets with ) € €. We call measure on €, any map
n:% — [0,00] with the following properties:

—n0)=0
— (Ai)iGN S %N,A = L—lj A AeC — 7’](14) = Z’I](AJ
€N €N
Let us note that if € is a o-algebra on a set 0, the precondition A € € is necessarily verified in the
second item.

Definition 26 (measurable space). A measurable space is a pair (2, Fq) where Fq is a o-algebra
over €.

Definition 27 (measure space). A measure space is a triplet (2, Fq,n) where n is a measure on JFq
and (2, Fq) is a measurable space. In this case, we say that n is a measure on (2, Fq).

Definition 28 (probability and sub-probability). A probability measure (resp. sub-probability mea-
sure) on a measurable space (S, Fq) is a measure on (2, Fq) s. t. n(2) =1 (resp. n(2) <1). A
probability space (resp. sub-probability space ) is a measure space (2, Fa,n) such that n is a probabil-
ity (resp. sub-probability) measure on (Q, Fq). The set S is called the sample space, and the elements
of Fq are called events. The set of probability (resp. sub-probability) measures over (2, Fq) is denoted
by Prob(Q2, Fq) resp SubProb(2, Fq) .

2.3.3. Measurable Function

Definition 29 (measurable function). Let (Q, Fq) and (Q', Fqr) be two measurable spaces. A function
f:Q — Q is said to be a measurable function from (Q, Fq) to (', Fo) if VE' € For, fHE) € Fq .

The two next propositions are classic results in measure theory [Dud04].
Proposition 2. Let (2, Fq) and (2, Fqr) be two measurable spaces. If f is a measurable function
from (9, Fq) to (', For) and 1 is a measure on Fq, then the function g : E' € For — n(f H(E")) is

a measure on Fqr, called the image measure of n under f.

Proposition 3. Let (2, Fq) and (¥, Fqor) be two measurable spaces and let € be a generator of Foy.
Let f: Q — Q. Then f is measurable if VC € €, f~1(C) € Fa.
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2.3.4. Product of Measure Spaces

Definition 30 (Product of Measure Spaces). Let (21, Fq,,n1) and (22, Faq,,n2) be to measure spaces.
The product measure space (21, Fa,,n1) @ (Qa2, Fa,,n2) is the measure space (1 x Qa, Fo, @ Fa,, M1 @
n2), where Fq, @ Fa, = sigma({A x B|(A, B) € Fq, X Fq,}) is the smallest o-algebra generated by
sets of the form A x B for all A € Fq,,B € Fq, and n1 ® n2 is the unique measure s.t. for every
C1 € Fa,,C2 € Fo,, m @n2(C1 x C2) =n1(C1) - m2(Co).

2.3.5. Discrete probability space

Definition 31 (countable set). A set 2 is countable if there exists a bijection bij : Q@ — N. A set is
uncountable if it is not countable.

Definition 32 (Dlscrete measure). A discrete measure on a set S is a measure n on (2, P()), such

that, for each C C Q,n(C Z n({c}).
ceC

Definition 33 (Discrete probability). We define Disc(2) (resp. SubDisc(§2)) to be the set of discrete
probability (resp. sub-probability) measures on §Q.

Definition 34 (Dirac). Given set Q and a subset C C §2, the Dirac measure dc is the discrete
probability measure on §) that assigns probability 1 to C. For each element s € {1, we note o5 for dyy.
In the sequel, we often omit the set notation when we denote the measure of a singleton set.

2.3.6. Measure Spaces Isomorphism
It is convenient to exclude events of zero-probability in our reasoning. Hence, the notion of support
that represents the set of events with non-zero measure is useful.

Definition 35 (support). Let (2, Fq,n) be a measure space. The support of n, is the set noted
supp(n) = {F € Fa|n(F) # 0}, where the bar denotes the set closure.

In this thesis, to be as close as possible to the notation used in related works, we omit the singleton
notation and we note w € supp(n) to mean w € Q s.t. {w} € supp(n).

The next definition is used in Chapter 3 to define (in definition 68) PCA, which are automata that
model dynamic probabilistic systems. Then, this definition is amply in chapters 3 and 4 used during
the thesis to deduce a wide range of intermediate results.

Definition 36 (Measure Spaces Isomorphism). Let (21, Fqo,,m) and (2, Fq,,n2) be to measure
spaces. Let f : 0 — Qo. We note 11 %N ny if the following is verified: (1) the restriction f of fto
supp(n1) is a bijection from supp(ni) to supp(n2) and (2) Vs € supp(m), ni(s) = n2(f(s)).

2.3.7. Integration

The notion of integration is not used outside Chapter 5.

Definition 37 (simple function). A simple function f on a measureable space (S, Fg) is a function

of the form Z cile, with Vi € [1:n],¢; € RAC; € Fs where 1¢, is the indicator function of set
1€[1:n]

Ci 2 {sc dom(f)|f(s) = ¢;}. It means the range of a simple function consists of only finitely many

points: range(f) = {c1, ..., cn}.

28



2.3 Probability Theory

Definition 38 (integration of a simple function). Let i be a measure on (S, Fs), let f = Z cile,
1€[1:n]
be a simple function on (S, Fs) and E € Fg, then / fdn = Z ¢i-n(C;NE).
E i€[lm]
Definition 39 (integration of a measurable function). Consider a measureable space (S, Fs) and a
measure 1 on (S, Fs). If f: S — RZ is measurable and E € Fg the Lebesgue integral of f over E is

defined as fdn = sup f dn where the supremum is take over simple functions f . If the measure
f<r’E
n is clear in the context we note / f= / fdn.
E E

2.3.8. Carathéodory’s Extension Theorem

The next theorem [Dud04] says that it is possible to define a probability measure 1 on a measurable
space (2, Fq) by specifying n only on a generator of Fg.

Theorem 1 (Carathéodory’s Extension Theorem). Consider a set Q, a semi-ring € on Q and a

measure ) on €. There exists a unique measure n extending ' on the o-field generated by € (noted
sigma(€) ).
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2.4. Turing Machines

This section aims to provide a formal definition of Turing Machine. This notion is not used outside of
the Chapter 6 that handles simulation-based security which is necessarily based on a computational
model. However, a vague understanding of Turing Machines is largely enough to use the framework
of the Chapter 6. Indeed, those notions are only used to define what is a bounded automaton and a
few high level lemma to show that the composition of two automata stays bounded. Thereafter, those
notions are encapsulated in the definition of bounded-automata.

Turing machines are an abstract model of computation. They provide a precise, formal definition of
what it means for a function to be computable in a bounded fashion.

2.4.1. Deterministic Turing Machine

Definition 40 (Deterministic Turing Machine).

A deterministic Turing machine M is a tuple (3,Q,q, F, D,d), such that:

— X the finite alphabet of symbols that can be read on the tape of the deterministic Turing machine.
The two special elements 1,0 € ¥ represent the start and end of the tape. In Chapter 6, we
require that ¥ = {0,1, <, U}.

— @ a finite set of states

— q € Q the start state

— F = {halt,yes,no} C Q the finite set of final states. Intuitively, the machine halts if it is in a
state in F' and the interpreted returned value is either "yes" (resp. "no') if the machine is in
state yes (resp. no) or the bit string T on the tape (without special symbols <1,U) if the machine
is in state halt

— D = {+,—} the possible ways to move in relation to the tape. Intuitively, triggering < (resp.
— means moving to the left (resp. right) of the tape.

—§:QxX — QxXx D the transition function where §(q,s) = (¢, s',d) intuitively means that
when the machine is in state g and read the symbol s, it writes the symbol s’ on its tape, moves
in relation to the tape according to d, and jumps into state ¢'. It is assumed that the machine
never tries to overwrite the leftmost symbol on its tape nor to move to the left of it, that is
Vg € Q,0(q,<) = (¢, s, d) implies d #< and s’ =<1. The set of Turing Machines is noted TMs

Definition 41 (Configuration of deterministic Turing Machine). A configuration of a deterministic
Turing machine M = (X,Q, q, F, D,6) is a triple (z,q,k) € ¥* x Q x N where:

— T = x0,x1,...Tn—1 denotes the string on the tape, where n denotes he length of z, noted |x|. The
string x is required to begin with < and end with L. We note T = x1, ..., xn—2o the string written
in the tape without the special symbols <1, L.

— ¢ denotes the machine’s current state,

— k denotes the position of the machine on the tape, which is required to satisfy 0 < k < |x|.
The set of configurations of a deterministic Turing Machine M is noted Confs(M).
Definition 42 (Step of Turing Machine). A step of a deterministic Turing Machine M = (£,Q,q, F, D, )
captures the jump from one configuration to another one, respecting the constraint imposed by the tran-
sition function. Thus, a step of M is a pair ((z,q, k), (', ¢, k")) € C’onfs(M)2, such that M jump from
the state q to the state ¢, i.e. the equality 6(q,zr) = (¢',s',d) holds for some s and d, and verifies

'd
the following constraints, whose associated relation is noted (z,q, k) 24 (o', ¢ K):
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2.4 Turing Machines

— the string 2’ is obtained from x by changing xj, to s', and also appending LI to the end of x, if
the machine overwrites on the end of the tape, i.e.:
o ifk<|r|—1lork=|x|-1As=U, then 2’ =z, 21, ..., Tp_1, 8, Thy 1y o, Tr—1
o ifk=|x|—1ASs #U, then ' = g, ..., 25_2,5,
— the machine moves in relation to the tape according to d, i.e. k=k+1ifd=— and k =k —1
if d =+.
The set of steps of a Turing Machine M is noted Steps(M).

Definition 43 (Computation of a Turing Machine). A computation of a deterministic Turing Ma-
chine M = (%,Q,q, F,D,6) is a (potentially infinite) sequence of configurations o = C°,...,C", ... €
Confs(M)* U Confs(M)* such that:
— The first configuration C° = (qo, 2, k‘o) is a valid starting configuration, i.e. ¢° = q and k° = 0.
— each pair of consecutive configuration is a step of M, i.e. Vi € N,0 <i < |a| — 1, (Ci,Ci+l) €
Steps(M).
— We can remark that previous constraint implictly implies that Vi,0 < i < |a| -1, C' = (¢, 2, kY
is not a final configuration i.e. ¢* ¢ F.
— if || # oo, we note f = |a| — 1 and the last configuration C7 = (¢/,x' k7 is a valid final
configuration, i.e. ¢ € F. In that case, we say that M halts in time |a| — 1.

o If ¢/ = halt, we say that M returns T/, i.e. M returns the bit string written in the tape

without the special symbols <, L.

o [If qf = yes, we say that M returns "yes" and recognizes x°.

o If ¢/ = no, we say that M returns "no" and does not recognize z°.
We note returned(a) the returned value of o if «v is finite and /* otherwise.

The set of computations of a deterministic Turing Machine for a fized entry x° is noted Computations(M, o).
It is easy to remark that the computation of a deterministic Turing Machine is unique if we fiz z°,

i.e. Computations(M,xo) is a singleton. Hence, we note returned(M,z") the value returned(a) for

the unique computation o of Computations(M, xg).

2.4.2. Probabilistic Turing Machine

Definition 44 (Probabilistic Turing Machine).

A probabilistic Turing machine M is a tuple (3,Q,q, F, D, dy,d1), such that both (X,Q,q, F, D, dy, 1)
and (£,Q,q, F, D, dy) are deterministic Turing Machines. The intuition is that the machine is equipped
with an additional read-only tape with symbols in {0, 1} that provides an external source of randomness,
used by the machine to choose between 0y and 61 with probability 1/2.

A lot of equivalent alternative definitions are possible, for example we could have a machine M’ =
(3,Q,q, F,D,d01), where (3, Q, q, F, D) is defined as in definition 44, with § : @QxXx{0,1} — QxXxD
such that V(q,s) € Q x X, d01(g, s,0) = do(¢, s) and dp1(g, s,1) = d1(g, s). The intuition is more or less
the same, the next random bit of the read-only random tape is used as an argument of §o;.

Another alternative definition would be a tuple M" = (2, Q, g, F, D, 6,), where (X, Q, g, F, D) is defined
as in definition 44 and §, : Q X ¥ — Disc(Q x ¥ x D) yields a discrete probabilistic distribution over
@ x X x D. However, such a definition is less convenient to define encoding.

The definition of a configuration of a probabilistic Turing Machine is the same as the one of a deter-
ministic Turing Machine.
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Definition 45 (Configuration of probabilistic Turing Machine). A configuration of a probabilistic
Turing machine M = (X,Q, q, F, D, 0y, 1) is a configuration of M = (X,Q,q, F, D, dg) in the sense of
definition 45. Again, we note Confs(M) the set of configurations of M.

The definition of a step of a probabilistic Turing Machine is very close to the one of a deterministic
Turing Machine.

Definition 46 (Step of probabilistic Turing machine). A step of a probabilistic Turing Machine
M= (%,Q,q,F,D,d,01) captures a possible jump from one configuration to another one, respecting
the constraint imposed by the transition functions. Thus, a step of M is a pair ((z,q, k), (2',¢,K")) €
Confs(M)Q, such that there exists (¢',s',d) € {do(q,xr),01(q, 1) for some s and d, and verifies

(x,q,k) 4 (2',q,K') (in the sense of definition 42) as for a deterministic Turing machine.

The definition of a computation of a probabilistic Turing Machine is the same as the one of a deter-
ministic Turing Machine.

Definition 47 (Computation of a probabilistic Turing Machine). A computation of a probabilistic
Turing Machine M = (X,Q,q, F, D, o, 01) is a (potentially infinite) sequence of configurations o =
CY,...,C", ... € Confs(M)* U Confs(M)“ such that:
— The first configuration C° = (¢°,2°, k°) is a valid starting configuration, i.e. ¢° = @ and k° = 0.
— each pair of consecutive configuration is a step of M, i.e. Vi € N,0 <i < |a| — 1, (C”',C’”l) €
Steps(M).
— We can remark that previous constraint implictly implies that Vi,0 <1i < |af —1, C' = (qi, zt, k:z)
is not a final configuration i.e. ¢* ¢ F.
— if || # oo, we note f = |a| — 1 and the last configuration C¥ = (¢',x/ k7) is a valid final
configuration, i.e. ¢/ € F. In that case, we say that M halts in o in time |of — 1.

o If ¢/ = halt, we say that M returns &/, i.e. M returns the bit string written in the tape

without the special symbols <, L.

o If ¢/ = yes, we say that M returns "yes" and recognizes a°.

o If ¢/ = no, we say that M returns "no" and does not recognize z°.
We note returned(a) the returned value of o if «v is finite and /* otherwise.

The set of computations of a probabilistic Turing Machine for a fized entry z° is noted Computations(M, x).
However, if we fix the input 2°, this computation is not necessarily unique. Thus, we note returned (M, xo)
the set of values { returned(a)|oc € Computations(M,xo)} for the unique computation o of Computations(M, xg).

Moreover, we say that a probabilistic Turing Machine M returns a value in time at most b for an input
2V, if for every computation of M starting with configuration (q, :L“O,O), M returns a value in time at
most b.

2.4.3. Encoding

2.4.3.1. Encoded Sets

Q — {0,1}*

Definition 48 (encoding). An encoding of a set Q is injective function <>Q { ¢ <q>Q .

An encoded set (Q, ()9) is a set Q equipped with an encoding of Q.

When the set in clear in the context, we note (.) for ().
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N — {0,1}*
Definition 49 (encoding for integers). We note (.>N S8 n o bp_q1..biby s.t. n= Z b -2 .
i€[0:k—1]

Definition 50 (bounded encoded set). Let b € N. An encoded set (Q,(.)?) is b-bounded if Yq € Q,
()?] <.

Proposition 4. For every finite set Q of size |Q| < ok there exists an encoding of Q, with k bits
only.

Proof. We note Q = {q1, ..., q)q|}. We can choose ()9, such that Vn e [1:1Ql], (gn)@ = (n)N. O

The next function is a classic simple tool to avoid ambiguity when we "compose" several encodings.

Definition 51 (double). The function double: {0,1}* — {0,1}* is the function that maps each
sequence of k-bits by_1bg_s...by to the sequence of bits by_1bi_1bg_obp_s...bgby where each bit is repeated
twice.

The idea is two write bit-strings of the form b = double(b')01double(b?) such that there is a unique
way to extract b' and b? from b since we can browse the bit-string 2 by 2 until reaching the bit-string
01.

This well-known trick allows us to encode easily a Turing Machine. Also it allows obtaining the two
following trivial propositions that will be used in subsection 6.1.2 to show that the composition of two
bounded automata stay bounded with a linear factor.

Proposition 5. Let by, by € N. Let (Q1, (.)?') be a by-bounded encoded set and (Qa, (.)9?) be a by-

_ Q12 . Q1 xQ2 — {0,1}*
bounded encoded set. Let Q12 = Q1x Q2. Let (.)*<12: (L) double((q1>Q1)01d0uble((q2>Q2) .

Then (Q1z2, ()?12) is a 2 - (by 4 by + 1)-bounded encoded set.

Proof. Let q12 = (q1,2),d15 = (¢}, d5) € Q12, <q12>Q12 = <q32>Q12 = b. Because of property of double
function, there exists a unique sequence of bits 01 in b. Thus b = b;01b, with (q1>Q1 = <q’1)Q1 =0
and (g2)9? = (¢h)?? = by. The injectivity of both (.)¥! and (.)9? terminates the proof. O

In the same way:

Proposition 6. Let by,by € N. Let (Qy,(.)?!) be a bi-bounded encoded set and (Qa,(.)¥?) be a
ba-bounded encoded set. Let Q10 = Q1 U Q2.
QU2 — {01}
Let ()92 : 0(q)?) if g € Q"
q = Qo .
1(q)*%?) otherwise

Then (Qua, (.)912) is a (mazx(by, by) + 1)-bounded encoded set.

Proof. Let q,¢ € Qa, ()92 = (¢")?2 = ¥/b with ¥’ € {0,1} and b € {0,1}*. If ¥ = 0, then
()9 = (¢")9* = b and by injectivity of ()91, ¢ = ¢. If ¥ = 1, then (¢)?? = (¢)92 = b and by
injectivity of <.>Q2, g=4¢. O
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2.4.3.2. Encoding of Turing Machines

The practical feasibility of a concrete Turing Machine might depends of its size in a sense that remains
to be defined. Such a notion of size is usually defined by the number of bits of the string x returned by
an encoding function encoding : TMs — {0,1}*. Since, this encoding function is not unique, we gives
a possible example, which is supposed to be a reasonable tradeoff between simplicity and efficiency.

We stress that we can choose any (potentially more efficient) alternative encoding for this definition.

Definition 52 (encoding (arbitrary)). Let M = (3,Q,q, F,D,d) be a Turing Machine where Q,
Y and D are finite encoded sets with |Q| = i, |X| = j and |D| = 2. Let (q,s,q',s',d) such that
5(q,s) = (¢',s',d). The bit-string representation of (q,s,q',s',d) according to M, knowing i, j is the
sequence of bits (q,s,q’,s',d)% 2 (g)(s)(¢')(s')(d). The bit-string representation of M, knowing i, j
is the sequence of bits encoding; ;(M) =

/ / M
<q51 y 81y ey Sty del >’L,j

/ / M
<q€27 St qZ27 8527 dz2>i,j

M
<q€Lv St qu’ 52L7d€L>i,j
where (qe, s¢, qp, Sy, dg) denotes the (-th line in the transition table of M, representing the L < |Q|- |3
possible transitions (q,s,q',s',d) such that §(q,s) = (¢, s, d).

The bit string representation of a deterministic Turing Machine M is the sequence of bits encoding(M) £

double((i)) 01 double((5)™) 01 encoding; j(M) with i = [logs(|Q|)] and j = ([logs(|Z])]

The bit string representation of a probabilistic Turing Machine M = (X,Q,q,F, D, d,01) is the
sequence of bits encoding(M) = 0 ones(i) 0 ones(j) 0 encoding; j(My) encoding; j(My) with i =
[10g2(|Q|)-| and] = (Dog2(|z|)—|: MO = (27Q167 FvDa(SO) and M = (ZaQaqv FaDa(Sl)'

Definition 53 (bit-representation-size). Let M be a (deterministic or probabilistic) Turing Machine.
Its bit-representation size is the number of bits of its encoding encoding(M) for the encoding function
encoding described above.
Definition 54. Let b € N. A (deterministic or probabilistic) Turing Machine M is b-bounded if

— its bit-representation size s < b and

— for every input z° € {0,1}*, for every computation a € Computations(M,z°), |a| < b.

2.4.4. Decision

The next definitions make formal the definitions 208 and 207 of subsection 6.1.1.

Definition 55 (decision). Let M be a (deterministic or probabilistic) Turing Machine M. Let P :
{0,1}* — {true, false} be a predicate and X C {0,1}" be a set of bit-strings. We say that M decides
P (resp. given an element in X, M decides P) if for every input z° € {0,1}* (resp. 2° € X),
for every computation o € Computations(M, xo), M halts in «, returns either "yes" or "'no" and
returned(a) = "yes" <= P(x") = true.

Definition 56 (recognizable set). Let b € N. Let (S,(.)%) be an encoded set. A Turing Machine
M recognizes S if M decides the predicate P : x € {0,1}* — [3s € S, (s)° = z]. The set S is said
b-recognizable if there exists a b-bounded Turing machine M, such that M recognizes S.
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2.5. Labeled Transition System (LTS)

Here, we quickly survey the literature on I/O automata that led to PSIOA. We first present the very
well-known Labeled Transition Systems (LTS). Then we briefly discuss the new features brought by
I/O Automata, probabilistic I/O Automata, and signature I/O Automata.

2.5.1. Simple Labeled Transition System

Roberto Segala describes LTS as follows ([Seg95b], section 3.2, p. 37): "A Labeled Transition Sys-
tem is a state machine with labeled transitions. The labels, also called actions, are used to model
communication between a system and its external environment." A possible definition of a LTS, us-
ing notation of [LV95], is a tuple A = (Qu,qu, sig(A), steps(A)) where Q4 represents the states
of A, qu represents the start state of A, sig(A) = (ext(A),int(A)) represents the signature of A,
i.e. the set of actions that can be triggered, that are partitioned into external and internal ac-
tions, and steps(A) C Q4 X acts(A) x Q4 represent the possible transition of the transition with
acts(A) = ext(A) Uint(A). We can note enabled(A) : ¢ € Q4 — {a € acts(A)|3(q,a,q") € Steps(A)}
to model the actions enabled at a certain state. "The external actions model communication with the
external environment; the internal actions model internal communication, not visible from the external
environment." It is possible to make several LTS communicate with each other through shared exter-
nal actions in CSP [Hoa85] style. Typically, if A and B are two LTS s.t. the compatibility condition
acts(A) Nint(B) = acts(B) N int(A) = 0 is verified, we can define their composition, A||B with

— QuB = Qa %X Qs

— Qa5 = (44,98),

— sig(A||B) = (ext(A) U ext(B), int(A) Uint(B)),

— Steps(Al|B) = {((q4,48), a, (44, q5)) € Qs ¥ acts(A||B) x Q 45la € enabled(A)U enabled(B) N

VK € {A, B}, (ax, a, gc) ¢ Steps(K) == (a ¢ enabled(K) A qic = q)})-

An ezecution of an LTS A is an alternating sequence of states and actions ¢’a'q'a®... such that each
(¢ 1, a%,¢") € Steps(A). A trace is the restriction to external actions of an execution. A LTS A

implements another LTS B if Traces(A) C Traces(B), where Traces(K) represents the set of traces of
K.

2.5.2. 1/0 Automata

The input output Automata (IOA) [LT87] are LTS with the following additional points for some pair
(A,B) of IOA :
— (I/O partitioning) There is a partition (in(A), out(A)) of ext(A) where in(.A) denotes the input
actions and out(A) denotes the output actions. Moreover, loc(A) denotes the local actions.
— (Output compatibility) The compatibility condition requires out(.A) N out(B) = B in addition.
— (I/O composition) After composition, we have in addition out(A||B) = out(A) U out(B) and
in(A||B) = in(A) Uin(B) \ out(A||B)
— (Input enabling) Vg € Q 4, in(A) C enabled(A)(q)
The interests of these additional restrictions for formal verification are subtle (e.g. input enabling
can avoid trivial liveness property implementation, locality allows simple definitions of fairness and
oblivious scheduler, I/O partitioning allows the intuitive definition of forwarding, ...). However, they
do not add complexity to the analysis of this thesis. Typically, they are never required in the key
results of this thesis. Adapting this thesis to LTS is straightforward. We have kept I/O automata to
be as close as possible from [AL16] and [CCKT18].
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2.5.3. PIOA

The probabilistic input /output automata (PIOA) [WSS97] are kind of I/O automata where transitions
are randomized, i.e. triggering an action leads to a probability measure on states instead of a particular
state. The transitions of a PIOA A are then elements of D4 C Q4 X acts(A) x Disc(Q 4). Now, the set
of steps is Steps(A) = {(¢,a,¢)|3(g,a,n) € DaNq' € supp(n)}. To define a measure of probability on
the set of executions, it is convenient to call on a scheduler o that will resolve the non-determinism and
enable the construction of a measure of probability €, on executions. The notion of implementation
has to be adapted to a probabilistic setting to be relevant.

2.5.4. DIOA

The signature I/O automata (SIOA) [AL16] are a kind of I/O automata where the signature is evolving
during the time. This feature is particularly convenient to model dynamicity. The signature of the
automaton A becomes a function mapping each state ¢ to a signature sig(.A)(q).

A configuration automaton (CA) is a a kind of SIOA, linked to a configuration (which is a set of SIOA
associated with current states) whose membership can evolve along an execution of the CA. Some
constraints have to be respected tu ensure the consistency of the whole.

A dynamic I/O automaton (DIOA) is either a PSIOA or a CA.

2.5.5. TIOA

The timed I/O automata (TIOA) [KLSV06] are a kind of I/O automata, extended with trajectories
in their state space which capture the evolution of the state with real-time. The notion of trajectory
is presented in section 2.2. This notion of timed automata, uniquely used in Chapter 5, is developped
in the same chapter. Instead of being an alternate sequence of states and actions, an execution of a
timed automaton is an alternate sequence of trajectories and actions. Hence, an execution of a timed
automaton represents a succession of continuous and discrete transitions.

2.5.6. DPIOA
A PSIOA (resp. PCA, resp. DPIOA) is the result of the generalization of SIOA (resp. CA, resp.

DIOA) and PIOA. The framework of DPIOA is introduced in Chapter 3. The figure 1.4 gives a first
intuition of what is a DPIOA.

2.5.7. DPTIOA
A PTSIOA (resp. PTCA, resp. DPTIOA) is the result of the generalization of SIOA (resp. CA, resp.
DIOA) and PTIOA, where a PTIOA is the generalization of both PIOA and TIOA. The framework

of DPIOA is introduced in Chapter 3. We must underline that PTIOA have been introduced in the
Mitra’s thesis [Mit07].

2.5.8. Overwiev of the 1/O Automata framework

We summarize this section about I/O automata framework with the figure 2.1. In this thesis, we do
not cover the Hybrid I/O automata (HIOA) [LSVWO95] that extend TIOA and allow modelling hybrid

36



2.5 Labeled Transition System (LTS)

systems that can interact with shared external variables in addition of shared external actions. We
are not aware of a probabilistic (PHIOA) or a dynamic (DHIOA) extension of HIOA framework. The
work that would most closely resemble a DHIOA would be the quantified differential dynamic logic
for distributed hybrid systems from André Platzer [Plal0].

_ : :

static signature ' DPHIOA |

i i

| |

_— Pl B Rt
Dirac transitions only L T

—_—»
point trajectories only

—
no external variables

Figure 2.1. — the variations of the I/O Automata framework
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Dynamic Probablistic I/O Automata

This chapter introduces Dynamic Probabilistic Automata: a framework to reason about dynamic
probabilistic distributed systems.
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This chapter introduces Dynamic Probabilistic Automata: a framework to reason about dynamic
probabilistic distributed systems. We strongly encourage reading Subsection 1.3.2 page 8 to get a first
intuition about the content of this chapter 3.

In section 3.1 we define probabilistic signature I/O automata (PSIOA) as a kind of labeled transition
system (LTS) with (i) a signature that can evolve from one state to another, (ii) actions that lead to
a probabilistic distribution on states instead of directly to a state, (iii) external actions are separate
into input and output actions. Section 3.2 introduces probabilistic configuration automata (PCA), an
automaton (equivalent to a PSIOA) representing a dynamic distributed system that can create/destroy
dynamically PCA/PSIOA of a lower layer. Section 3.4 presents executions of a set of automata as
alternating sequences of states and actions. It allows defining reachable states of a set of automata,
that are said compatible if they are compatible at each reachable state (in the sense their signature
are compatible). The closure of the set of PCA under parallel compositions is proved in section 3.5.
Pure non-determinism is resolved in section 3.6, before defining the implementation relationship that
is shown to be composable. In section 3.7, we give a definition of what are corresponding automata
X 4, Xp w.r.t. PSIOA A,B, that differ only by the fact that X 4 dynamically creates/destroys A instead
of B as Xp does, noted X AAVBX 5. Finally, we give technical necessary conditions (partially captured

in the definition of X AAVBX ) to obtain monotonicity of dynamic creation/destruction of PSIOA with

implementation relationship.

3.1. Probabilistic Signature Input/Output Automata (PSIOA)

This section aims to introduce the first brick of our formalism: the probabilistic signature input/output
automata (PSIOA).

3.1.1. Action Signature

We use the signature approach from [AL16]. We assume the existence of a countable set Autids of
unique probabilistic signature input/output automata (PSIOA) identifiers, an underlying universal
set Auts of PSIOA, and a mapping aut : Autids — Auts. aut(A) is the PSIOA with identifier A.
We use "the automaton A" to mean "the PSIOA with identifier A". We use the letters A, B, possibly
subscripted or primed, for PSIOA identifiers. The executable actions of a PSIOA A are drawn from a
signature sig(A)(q) = (in(A)(q), out(A)(q), int(A)(q)), called the state signature, which is a function
of the current state ¢ of A.

in(A)(q),out(A)(q),int(A)(q) are pairwise disjoint sets of input, output, and internal actions, respec-
tively. We define ext(.A)(q), the external signature of A in state ¢, to be ext(.A)(¢q) = (in(A)(q), out(A)(q)).

We define loc(A)(q), the local signature of A in state ¢, to be loc(A)(q) = (out(A)(q),int(A)(q)).
For any signature component, generally, the 7 operator yields the union of sets of actions within
the signature, e.g., sig(A) : ¢ € Q — sig(A)(q) = in(A)(q) U out(A)(q) U int(A)(q). Also we
define acts(A) = U sig(A)(q), that is acts(A) is the "universal" set of all actions that A could

q€Q
possibly trigger, in any state. In the same way UI(A) = U in(A)(q), UO(A) = U out(A)(q),
q€@ q€Q
UH(A) = | int(A)(q), UL(A) = | loc(A)(a), UE(A) = | ext(A)(q).
q€Q q€Q q€Q
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3.1.2. PSIOA

We combine the SIOA of [AL16] with the PIOA of [WSS97, CCK ' 06a:

Definition 57 (PSIOA). A PSIOA A= (Qu,qa,sig(A), D), where:

— QA is a countable set of states, (Q 4, QQA) 1s the state space,
— 44 s the unique start state.

— sig(A) : g € Qa — sig(A)(q) = (in(A)(q), out(A)(q),int(A)(q)) is the signature function that
maps each state to a triplet of mutually disjoint countable set of actions, respectively called
input, output and internal actions.

— D C Qa x acts(A) x Disc(Q 4) is the set of probabilistic discrete transitions where ¥(q, a,n) €
Dy:ac gz\g(.A)(q) If (¢,a,n) is an element of Dy, we write ¢ % 1 and action a is said to
be enabled at q. We note enabled(A) : ¢ € Q4 — enabled(A)(q) where enabled(A)(q) denotes
the set of enabled actions at state q. We also note Steps(A) = {(q,a,q) € Qa x acts(A) x

Qa|3(g,a,n) € Da, ¢ € supp(n)}.

In addition A must satisfy the following conditions

— T (Transition determinism): For every ¢ € Q4 and a € sig(A)(q) there is at most one N(Aq,a) €
Disc(Q4), such that (g,a,m(4,4,q)) € Da-

— E (Enabled actions tracking): sig(A) = enabled(A).

The axiom E has been added for sake of simplicity. Indeed, for every state ¢ € Q4, s/z\g(A)(q) C
enabled(A)(q), while an adaptation of classic input enabling axiom would be ¢ € Q4, in(A)(q) C
enabled(A)(q). Since the signature is dynamic, for any PSIOA that does not verify E, it is always

possible to remove the non-enabled actions of its signature to obtain an equivalent PSIOA verifying
E.

Later, we will define execution fragments as alternating sequences of states and actions with classic
and natural consistency rules. But a subtlety will appear with the composability of a set of au-
tomata at reachable states. Hence, we will define execution fragments after "local composability" and
"probabilistic configuration automata'.

3.1.3. Local composition

The main aim of a formalism of concurrent systems is to compose several automata A = { A1, ..., A, }
and provide guarantees by composing the guarantees of the different elements of the system. Some
syntactical rules have to be satisfied before defining the composition operation.

Definition 58 (Compatible signatures). Let S = {sig; }icz be a set of signatures. Then S is compatible
iff, Yi,j € I, i # j, where sig; = (in;, out;,int;), sig; = (inj,out;,int;), we have: 1. (in; U out; U
int;) Nint; =0, and 2. out; Nout; = .

In the framework, automata communicate by shared external actions that cannot be locally triggered
at more than one place. Moreover, internal actions are not shared.

Definition 59 (Composition of Signatures). Let ¥ = (in,out,int) and X' = (in', out’,int’) be compat-
ible signatures. Then we define their composition ¥ x ¥ = (inUin’ — (outUout'), out Uout’, intUint') !

1. not to be confused with Cartesian product. We keep this notation to stay as close as possible to the literature.
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Signature composition is clearly commutative and associative.

Remark 1. Without a distinction between inputs and outputs, two signatures sig and sig’ would be
compatible (only) under the condition that internal actions are not shared. The resulting external
signature would be the same, i.e. the union of respective sets of external signatures. There is no
additional difference. In this thesis, we kept this notation to be as close as possible from [AL16], but
the entire framework and all the associated results can be translated to Dynamic Probabilistic Labeled
Transition Systems (without explicit distinction between input and output actions) in a straightforward
manner.

Now we can define the compatibility of several automata at a state with the compatibility of their
attached signatures. First, we define compatibility at a state and discrete transition for a set of
automata for a particular compatible state.

Definition 60 (compatibility at a state). Let A = {Ay,...,A,} be a set of PSIOA. A state of A
is an element ¢ = (q1,...,qn) € QA = Qa, X ... X Qa,. We note ¢ | A; = q;. We say Ay, ..., A,
are (or A is) compatible at state q if {sig(A1)(q1), ..., sig(An)(gn)} s a set of compatible signatures.
In this case we note sig(A)(q) %\sig(A1)(q1) X ... X s19(Ap)(qn) as per definition 59 and we note
NA,qa) € Disc(Qa), s.t. Va € sig(A)(q), NAga) = M @ ... ® np where Yj € [1,n], 0; = 0(4;,4,a)
if a € sig(A;)(q;) and n; = 6,4 otherwise. Moreover, we note steps(A) = {(¢q,a,q')|q,q' € Qa,a €
SZQ(A)(Q)7 q/ € SUPP(U(A,q,a))}- Finally, we note ga = (QAN ey qAn)

The probabilistic distribution 74 44) is the product of "independent" probabilistic distributions 7;
over respective sets of states (4, of the component A; of A, triggered by action a at their respective
state ¢ [ A; (with the convention of triggering a Dirac if a is not enabled). If A is compatible at state
q, it does not necessarily mean that A is compatible at every state in supp(n(a 4,4))- Such a condition
will characterize partial-compatibility of A introduced in section 3.4.

Let us note that an action a shared by two automata becomes an output action and not an internal
action after composition. First, it permits the possibility of further communication using a. Second, it
allows associativity. If this property is counter-intuitive, it is always possible to use the classic hiding
operator that "hides" the output actions transforming them into internal actions.

3.1.4. Hiding operator

Definition 61 (hiding operator). Let sig = (in, out, int) be a signature and H a set of actions. We
note hide(sig, H) = (in, out \ H, int U (out N H)).

Let A= (Qu,qa, sig(A), D4) be a PSIOA. Leth: ¢ € Q4+ h(q) C out(A)(q). We note hide(A,h) =
(Qa,qa,sig (A),D4), where sig (A) : ¢ € Qa — hide(sig(A)(q),h(q)). Clearly, hide(A,h) is a
PSIOA.

Lemma 1 (hiding and composition are commutative). Let sig, = (ing, outy, int,), sigy = (iny, outy, intp)
be compatible signature and H,, Hy, some set of actions, s.t.

— (H, Nouty) Nsigy, =0 and
— (Hp Nouty) N gz’zb =0,

then sigl, = hide(sig, H,) £ (inl, out,,int)) and sig, = hide(sigy, Hy) = (in}, out,,int,) are compati-
ble. Furthermore, if

— outy,NH, =0 ,and
— outy N Hy =10
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then sigl, x sig, = hide(sigq X sigy, Hy, U Hp).

Proof. — compatibility: After the hiding operation, we have:
o inl = ing, inj, = iny
e out, = out, \ Hy, out), = outy \ Hy
e int, = int, U (out, N Hy,), int, = int, U (out, N Hy)

Since out, N out, = 0, a fortiori out!, N out} = 0. int, N sig, = O, thus if (out, N Hy) N sig, = 0,
then int!, N sig, = ) and with the symetric argument, int; N sig, = (). Hence, sig), and sig; are
compatible.

— commutativity:
After composition of sig. = sig), x sig;, operation, we have:

e outl, = out, Uouty, = (out, \ Hy) U (outy \ Hyp). If outy, N Hy, = () and out, N Hy, = 0, then
outl, = (out, Uouty) \ (Hg U Hp).

e in, =in) Uiny \ out, = in, Uiny \ out.,
o intl, = int,Uint}, = int,U(out,NH,)int,U(outyNHy) = int,Uint,U(out,NH, ) U (outy N Hy).
If out, N H, = 0 and out, N Hy = ), then int., = int, Uint, U ((out, U outy) N (H, U Hy).

and after composition of sigy = sig, X sigs

e outy = outy U outy

e ing =ingUiny \ outy

e nty = int, Uinty
Finally, after hiding operation sig); = hide(sigq, H, U Hp) we have :

° WLZZ =1ing

e outl; = outy \ H, U Hy, = (out, Uouty) \ (Hy U Hp)

o int, = inty U (outy N (H, U Hy)) = (int, Uinty) U (outy N (Hy U Hy))
Thus, if out, N H, = 0 and out, N Hy =0

° Znil = anc

e outl; = out.,

o int, =int.
O

Remark 2. We can restrict the hiding operation to a set of actions included in the set of output actions
of the signature (H C out). In this case, since we already have out, Nouty = O by compatibility, we
immediately have out, N H, = () and out, N Hy, = (. Thus to obtain compatibility, we only need
iny N Hy, = 0 and in, N Hy = 0. Later, the compatibility of PCA will implicitly assume this predicate
(otherwise the PCA could not be compatible).

In our momentum, we introduce the classic “action renaming” operator.

3.1.5. Action renaming

Action renaming is useful to make automata compatible. This operator is used in the proof of theorem
4 of transitivity of implementation relationship.
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Definition 62 (Action renaming for PSIOA). Let A be a PSIOA and let r be a partial function on
Q4 X acts(A), s.t. Vg € Qa, r(q) is an injective mapping with sig(A)(q) as domain. Then r(A) is
the automata given by:

1. Gr(a) = qA-

2. Qria) = Qa.

3. Vg € Qu, sig(r(A))(q) = (in(r(A))(q) ,out(r(A)) (q) ,int(r(A))(q)) with

— out(r(A))(q) = r(out(A)(q)),
—in(r(A))(q) = r(in(A)(q)),
— int(r(A)(q) = r(int (A)(q)) .

4. Dyay = {(q,7(a),n)l(g,a,n)
equal to N(Aqa)-

Da} (we note 1(r(4),qr(a)) the element of Disc(Q(ay) which is

=
m

Intuitively, r(.A) is just the automaton where each action a has been replaced by action r(a).

Lemma 2 (PSIOA closure under action-renaming). Let A be a PSI Qﬁl and let r be a partial function
on Qa X acts(A), s.t. Yq € Qa, r(q) is an injective mapping with sig(A)(q) as domain. Then r(A)
is a PSIOA.

Proof. We need to show (1) ¥(q,a,n), (¢,a,7) € D, n =1 and a € sig(A)(q), (2) Vg € Qa,Va €
sig(A)(q), In € Disc(Qa), (¢;a,n) € Da and (3) Vg € Qa : in(A)(q) Nout(A)(s) = in(A)(q) N

int(A)(q) = out(A)(q) Nint(A)(q) = 0.

— Constraint 1: From definition 62, we have, for any ¢ € Q,(4): sig(r(A))(q) = out(r(A))(q) U
in(r(A)) (g) Uint(r(4))(g) = r(out(A)(q) Ur(in(A)(g) Ur(int(A)(q)) = r(sig(A)(q)). Since
A is a PSIOA, we have V(q,a,n),(¢,a,n7") € Dy : a € sig(A)(¢q) and n = n'. From defini-
tion 62, D,a) = {(¢,7(a),n)| (¢,a,m) € Da} Hence, if (¢,7(a),n), (¢,7(a),n’) are arbitrary
element of D,(4, then (q,a,m),(q,a,n') € Dy, and so n = 1 and a € S/ZE(.A)(q) Hence
r(a) € r(sig(A)(g)). Since r(sig(A)(q)) = sig(r(A))(g), we conclude r(a) € sig(r(A4))(q).
Hence, V(q,7(a),n), (¢,7(a),n') € Dya) : 7(a) € sig(r(A))(¢g) and n = »'. Thus, Constraint 1
holds for r(.A).

— Constraint 2: From definition 62, D, 4y = {(q,7(a),n)|(q,a,n) € Da}, Qpa) = Qa, and for
all ¢ € Qu),in(r(A))(q) = r(in(A)(q)). Let g be any state of r(A), and let q € sig(r(A))(q).
Then b = r(a) for some a € sig(A)(g). We have (¢,a,n) € D4 for some 7, by Constraint 2
of action enabling for .A. Hence (q,a,n) € D,4). Hence (q,b,n) € D,(4). Hence Constraint 2
holds for r(A).

— Constraint 3: A is a PSIOA and so satisfies Constraint 3. From this and definition 62 and the
requirement that r be injective, it is easy to see that r(.A) also satisfies Constraint 3.

O]
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3.2. Probabilistic Configuration Automata

In previous subsection, we gave a syntactical description of PSIOA, that are automata that probabilis-
tically move from one state to another through triggered actions that belong to a dynamic signature.
Before adressing the semantics of their interactions as we will do in section 3.4, we introduce some
syntactical tools to describe dynamic behaviors. We combine the notion of configuration of [AL16]
with the probabilistic setting of [WSS97, CCK'06a]. A configuration is a set of automata associated
with their current states. This will be a very useful tool to define dynamicity by mapping the state of
an automaton of a certain "layer" to a configuration of automata of the lower layer, where the set of
automata in the configuration can dynamically change from on state of the automaton of the upper
level to another one.

3.2.1. configuration

Definition 63 (Configuration). A configuration is a pair (A,S) where
— A={Ay,..., A} is a finite set of PSIOA identifiers and
— S maps each A € A to a state of Aj.

We note Qcony the set of configurations.

In distributed computing, configuration usually refers to the union of states of all the automata of
the "system'. Here, there is a subtlety, since it captures a set of some automata (A) in their current
state (S), but the set of automata of the systems will not be fixed in the time.

Proposition 7. The set Qcony of configurations is countable.

Proof. (1) {A € P(Autids)|A is finite} is countable since Autids is countable, (2) VA € Autids, Q4
is countable by definition 57 of PSIOA and (3) the cartesian product of countable sets is a countable
set. O

We can define compatibility of configuration in the obvious manner, in a consistent manner with
definition 60 of automata compatible at a state.

Definition 64 (Compatible configuration). A configuration (A,S), with A = {A4,..., A}, is com-
patible iff the set A is compatible at state (S(A1),...,S(Ay)) as per definition 60

For sake of convenience, we equip configurations with some useful methods.

Definition 65 (Intrinsic attributes of a configuration). Let C' = (A, S) be a compatible configuration.
Then we define

— auts(C) = A represents the automata of the configuration,

— map(C) = S maps each automaton of the configuration with its current state,
TS(C)=(S(A1),...,S(Ay)) yields the tuple of states of the automata of the configuration.

— sig(C) = (in(C), out(C),int(C)) = sig(auts(C))(TS(C)) in the sense of definition 60, is called

the intrinsic signature of the configuration

Here we define a reduced configuration as a configuration deprived of the automata that are in the
very particular state where their current signatures are the empty set. This mechanism will be used
later to capture the idea of the destruction of an automaton.
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Definition 66 (Reduced configuration). reduce(C) = (A’,S'), where A’ = {AJA € A and sig(A)(S(A)) #
0} and S’ is the restriction of S to A’, noted S | A’ in the remaining.

A configuration C' is a reduced configuration iff C' = reduce(C).

We will define some probabilistic transitions from configurations to others where some automata can
be destroyed or created. To define it properly, we start by defining "preserving transition' where no
automaton is neither created nor destroyed and then we define above this definition the notion of
configuration transition.

Definition 67 (From preserving distribution to intrinsic transition).
— (preserving distribution) Let n, € Disc(Qeont). We sayny is a preserving distribution if it exists
a finite set of automata A, called family support of 1, s.t. Y(A',S") € supp(n,), A = A'.
— (preserving configuration transition C - n,) Let C = (A,S) be a compatible configuration,
a € sig(C). Let n, be the unique preserving distribution of Disc(Qcons) such that (1) the family
support of n, is A and (2) np £Ad N(A,TS(C)a)- We say that (C,a, 1p) is a preserving configuration
transition, noted C' = Mp-

— (mp T @) Let np € Disc(Qeonf) be a preserving distribution with A as family support. Let ¢ be
a finite set of of PSIOA identifiers with ANy = 0. Let Cy, = (p,55) € Qeony wzth VA; €

©,8p(Aj) = qua;- We note i, 1 ¢ the unique element of Disc(Qcons) verifying mp < 5 (1)
with u : C' € supp(np) — (CUC,,).

— (distribution reduction) Let n € Disc(Qcony). We note reduce(n) the element of Disc(Qcont)
verifyz’ng Ve e Qconf; (Teduce(n))(c) = Z(c’ésupp(n),c:reduce(c’))n(cl)

— (intrinsic transition C ==, 1) Let C = (A,S) be a compatible configuration, let a € sig(C), let
© be a finite set of of PSIOA identifiers with ANe = (). We note C :a>g0 n, if n = reduce(n, T ¢)
with C = Np. In this case, we say that 7 is generated by 7, and ¢.

Preserving configuration transition (C,a, 1)) is the intuitive transition for configurations, correspond-
ing to the transition (T'S(C),a,N(quts(c),rs(C),a)) (see figure 3.1). The operator 1 ¢ describes the
deterministic creation of automata in ¢, who will appear at their respective start states. The reduce
operator enables to remove "destroyed" automata from the possibly returned configurations (see figure
3.2).

- (AMAE:ASJ

& ¢ = (A,8))
,D, ¢y = (A.S})
‘D @@ 0] ¢ -(as)

I;‘t:‘ @ @ @ ¢ -(as)

[0 o6 ot ﬂmw

a=(g,e9) oy

-

Figure 3.1. — Trivial homomorphism between preserving distribution and distribution on states of
automata of its family support.

The homomorphism holds between 7, and 1A 75(c),q«) With C' = (A, S) N
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Y= {"44:\'45}
C :a>50 n A‘, = (A23A35 A43A5)
A = (Ar, Az, As) A @ @O O] ci=(a's)

cee"

o K0 @0 0] ¢ =(A,S)

Figure 3.2. — An intrinsic transition

Automaton A; is destroyed deterministically and automata in ¢ = {A4, A5} are created determinis-

tically. First, we have the preserving distribution 7, s.t. C RN np With 7, EA N(A,TS(C),a)- Second, we
take into account the created automata in ¢, captured by the distribution 7, 1 ¢. Third, we remove
the automata in a particular state with an associated empty signature (A; in our example). This is
captured by distribution reduce(n, T ¢).

3.2.2. probabilistic configuration automata (PCA)

Now we are ready to define our probabilistic configuration automata (see figure 3.3). Such an automa-
ton is a kind of PSIOA that maintains a strong link with a dynamic configuration.

Definition 68 (Probabilistic Configuration Automaton). A probabilistic configuration automaton
(PCA) X consists of the following components:

— 1. A probabilistic signature I/O automaton psioa(X). For brevity, we define Qx = Qpsioa(x), Ix =
psioa(x)s S19(X) = sig(psioa(X)), Steps(X) = Steps(psioa(X)), and likewise for all attributes
of psioa(X).

— 2. A configuration mapping config(X) with domain Qx and such that, for all ¢ € Qx,
config(X)(q) is a reduced compatible configuration.

— 3. For each q € Qx, a mapping created(X)(q) with domain sig(X)(q) and such that Ya €
si9(X)(q), created(X)(q)(a) C Autids with created(X)(q)(a) finite.

— 4. A hidden-actions mapping hidden-actions(X) with domain Qx s.t. Yq € Qx hidden-
actions(X)(q) C out(config(X)(q)).

and satisfies the following constraints, for every q € Qx, C = config(X)(q), H = hidden-actions(X)(q).

— 1. (start states preservation) If config(X)(qx) = (A,S), then VA; € A, S(A;) = qa,.
2. (top/down transition preservation) If (q,a,7(xq4.4)) € Dx, then I € Disc(Qeony) s-t.
M(X,q,0) S o with C éw n', where ¢ = created(X)(q)(a) and c = config(X).

3. (bottom/up transition preservation) If ¢ € Qx and C :a><p n' for some action a, ¢ =
created(X)(q)(a), and reduced compatible probabilistic measure ' € Disc(Qconf),

then (q, CLJI(X,q,a)) € Dx, and N(X,q,a) TN n' where c = config(X).
— 4. (signature preservation modulo hiding) Vq € Qx , sig(X)(q) = hide(sig(C), H).

This definition, proposed in a deterministic fashion in [AL16], captures the dynamicity of the system.
Each state is linked with a configuration. The set of automata of the configuration can change during
execution. If A € created(X)(q)(a), the sub-automaton A is created from state ¢ by the triggering
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of action a. A sub-automaton A is destroyed if the non-reduced attached configuration distribution
leads to a configuration where A is in a state qi’l s.t. S/ZE(A)(qﬁ) = (). Then the corresponding reduced
configuration will not hold A. The last constraint states that the signature of a state ¢ of X must
be the same as the signature of its corresponding configuration config(X)(q), except for the possible
effects of hiding operators, so that some outputs of con fig(X)(¢) may be internal actions of X in state

q.

hidden-

config(X) actions(X)
a u c v e 2 uw | e
,,,,,,,, —> d}
»] 5 h «— % nle— {
a5, 3 orS b f
P
MNere) | °
a u c v e _}a v e
77777777 R, > > on {d}
i « "oe— | < O
Ie; b d f b b
(X .a2h)i THC? h) v .gih) = 54@‘
a = : a u a u
9 3 > 3 ’ ’ 0
b q C b b
Mxpni  Mew ¢ p=created(X)(g")) = (W)
. z i a U w a [ uw '
o IR G Pt W B e T L
b 0 q ct oy 2 i b ‘l -O
i

Figure 3.3. — A PCA life cycle.

As for PSIOA, we can define the hiding operator applied to PCA.

Definition 69 (hiding on PCA). Let X be a PCA. Let h : ¢ € Qx — h(q) C out(X)(q). We note
hide(X,h) the PCA X' that differs from X only on

— psioa(X'") = hide(psioa(X), h)
— sig(X') = hide(sig(X),h) and
— Vq € Qx = Qx, hidden-actions(X')(q) = hidden-actions(X)(q) U h(q).

The notion of local compatibility can be naturally extended to the set of PCA.

Definition 70 (PCA compatible at a state). Let X = {Xi,..., X} be a set of PCA. Let ¢ =
(g1, qn) € Qx, X ... X Qx,,. Let us note C; = (A;,S;) = config(X;)(¢), Vi € [1,n]. The PCA
in X are compatible at state q iﬁg:

1. PSIOA compatibility: psioa(X1), ..., psioa(X,) are compatible at gx.

2. Sub-automaton exclusivity: Vi,j € [1:n],i # j: A;NA; =0.

3. Creation exclusivity: Vi,j € [1: n],i # j,Va € sig(X;)(g;) N @(Xj)(Qj) :

created(X;)(q;)(a) N created(X;)(q;)(a) = 0.

If X is compatible at state ¢, for every action a € @(psioa(X))(q), we note 7x

and we extend this notation with 7x ) = dqif a ¢ sig(psioa(X))(q).

2. We can remark that the conjunction of PSIOA compatibility and sub-automata exclusivity implies the compatibility
of respective configurations as defined later in definition 76
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3.3. A Toy Example: Specification of a Dynamic Reliable Broadcast

We illustrate DPTIOA with the example of a distributed task: the Dynamic Byzantine Reliable Broad-
cast [GKK+20]. Intuitively, implementing this task would allow processes to reliably broadcast mes-
sages despite both (1) the presence of a certain fraction of malicious (Byzantine) processes that can
arbitraly deviate from the prescribed protocol and (2) a non-static set of participants that can dy-
namically evolve along the execution. The presentation is progressive. In subsection 3.3.1, we give the
specification of Static Byzantine Reliable Broadcast, where only one (potentially malicious) process
known by everyone can broadcast one unique message in a reliable manner among a known static set
of n participants. We also model an implementation of this task. Then, we very briefly discuss in
subsection 3.3.2 how randomization can appear in the model, with a randomized implementation of
the static Byzantine consensus problem, that guarantees that some processes can agree on a common
value despite the presence of a certain fraction of Byzantine processes. Thereafter, we describe the Dy-
namic Byzantine Reliable Broadcast Problem [GKK'20] and gives a specification in subsection 3.3.3.
Finally, we discuss how randomization can appear in an implementation of a relaxed specification of
the Dynamic Byzantine Reliable Broadcast Problem [GKM™19].

First of all, we explain the pseudo-language to describe an automaton. As in [KLSV06], we assume a
universal set V of variables. A variable represents a location within the state of a system. For each
variable v, we assume a (static) type, which gives the set of values it may take on. A valuation v for
V' C V is a function that associates with each variable v € V' a value in type(v). We write val(V') the
set of evaluations of V. Each automaton A presented in this section is associated with a set of variables
V4 and its set of states Q4 is a set of valuations for this set of variables, i.e. Q4 C val(V4). Each
action of an automaton A is associated with conditions on its set of variables V4. A precondition Pre
means that the action is enabled in the state ¢ € val(Vy) if and only if it corresponds to an evaluation
of the variables that verifies Pre. A postcondition Post means that if the action is triggered from a
state ¢ € val(Vy), then the next state ¢’ will be the evaluation of variables that corresponds to ¢ to
which we have applied the updates of Post. A post condition can be randomized. For example if there
is a variable v with type(v) = {0,1}, a postcondition can be written Post: v := rand(0 : 1) to says
that variable v will be updated according to a uniform distribution on {0, 1}, while the other variales
stay unchanged.

3.3.1. Modelisation of Byzantine Reliable Broadcast

Let us assume a static set of n processes P = {P;,, ..., P, } with known ids in a set Ids = {i1,...,in},
connected by a reliable point-to-point network, i.e. they can directly communicate by message-passing
with the certitude that any message sent will be eventually received. Among processes in P, a clearly
identified source Pj;.. for some src € Ids want to broadcast an important message. Ideally, we would
like that processes agree on this message. Of course, if there is no doubt that the source is honest,
it is enough for him to simply send a copy of this message to each participant (we say he broadcasts
its message). However, the processes suspect the presence of some traitors among them, that might
even be the source. How to proceed to ensure that (1) if the source is correct, every correct process
eventually deliver its message and (2) if one correct process delivers a message m, then every correct
process eventually delivers m and never deliver another different message, even if the source and some
of its friends are malicious?

This problem [LSP82], often called Byzantine Reliable Broadcast has been widely studied in the
litterature. Imbs and Raynal have proposed a very simple asynchronous solution [IR15] that tolerates
up to t < n/5 Byzantine failures, without randomization nor authentication. Imbs and Raynal present
the specification of the problem as follows:
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The reliable broadcast (denoted RB-broadcast) communication abstraction provides the processes with
two operations denoted RB-Broadcast() and RB-Deliver(). When a process invokes RB-Broadcast/(),
we say that it “RB-Broadcasts a message”. Similarly, when a process executes RB-Deliver(), we say
that it “RB-delivers a message”. RB-broadcast is defined by the following properties:

— RB-Validity. If a correct process RB-Delivers the message m from a correct process P;, then P;
RB-Broadcast m.

— RB-Integrity. A correct process RB-delivers at most one message from any process P;.

— RB-Agreement. Given a process P;, no two correct processes RB-Deliver distinct messages from
P;

— RB-Termination-1. If a correct process RB-Broadcast a message, all correct processes eventually
RB-Deliver this message.

— RB-Termination-2. If a correct process RB-Delivers a message from P; (possibly faulty) then all
correct processes eventually RB-Deliver a message from P;.

A description of this abstraction is given with a pseudo-language in figure 3.5. An intuition is given
with the figures 3.4 and 3.6.

The pseudo-code of the n/5-resilient solution of [IR15] is given in figure 3.7, while its automata-based
description is given in figure 3.8 . The automata-based description of the reliable point-to-point
network is given in figure 3.9.

In figure 3.6, we can see that the process F;, is the adversary for the real-world implementation. In
real-ideal paradigm [Linl7], we often compare this situation to an idealized-world, where the users
interact with an ideal specification that also interact with an idealized adversary called the simulator.
This simulator has a very limited power and is often invoked for sake of fair comparison. Its presence
becomes very useful to specify subtle security properties such as privacy.

The natural question, "does the protocol solve the problem?" can be reformulated as follows: 'is it
possible for an environment (here the users) to distinguish the ideal world from the real world?", where
the real world is composed of processes exchanging messages through a network to coordinate with
each other and reach a decision.

3.3.2. Static Consensus

The Byzantine Consensus Problem [PSL80] is another agreement problem where the different parties
(1) propose their inputs and (2) have to agree on a common value. Moreover, (3) if all correct parties
propose the same value, then this value has to be decided. It is well-known that a fully asynchronous
solution of this problem is necessarily randomized if it is resilient to at least one crash [FLP85]. The
first fully asynchronous solution of the binary version of the problem has been proposed by Ben-Or
[BO83]. The solution is resilient to up to t < n/5. The figures 3.10 and 3.11 underline the similarities
between distributed tasks (see figures 3.4 and 3.6) .

The solution of Ben-Or is given in figure 3.12. We do not provide the automata-based description
of this solution. We just give the part of the modelisation that concern the potentially probabilistic
transition of step (3)(c).
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(b) BRB real without failure

Figure 3.4. — Static Non-probabilistic Byzantine Reliable Broadcast
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Variables
corrupted C Ids, init: ()

Static Signature bcastReqCorr C M, init: ()

Input: O
becastReqByz C M, init: ()
{RBcastsc(m)|src € Ids,m € M} beastReq M, init: 0
Output: . ..
{Deliver;(src, m)|i, src € Ids,m € M} deliveredOnce C M, init: )
Steps B ’ ’ delivered C M x Ids, init: ()

always:

Output Deliver;
utput Deliver;(src, m) bcastReq = becastReqByz U becastReqCorr

Pre: m € bcastReq
A(m, 1) ¢ delivered
A(m' # m) ¢ deliveredOnce
Post: delivered.add(m, )
AdeliveredOnce.add(m)

Input D-RBcastg.(m)

Post: if src ¢ corruptedOnce
bcastReqCorr.add(m)
elif src € corrupted
bcastReqByz.add(m)

Figure 3.5. — Specification of Byzantine Reliable Broadcast

3.3.3. Dynamic Byzantine Reliable Broadcast

The Dynamic Byzantine Reliable Broadcast [GKK™120] is a primitive that extends the (static) Byzan-
tine Reliable Broadcast to the dynamic setting, where the set of participants is dynamically evolving
during the time. Hence, the specification is enriched with the following operations and callbacks:

— D-Join; used outside the system by user with id ¢ to join the system. The operation eventually
returns the associated acknowledgement D-Join-Ack;.

— D-Leave; used by a participating user with id i to leave the system. The operation eventually
returns the associated acknowledgement D-Leave-Ack;.

We also allow consider the case where it is possible to D-RBBcast and D-RBDeliver several messages.
To do so, a sequence number is associated to every message, and the protocol should guarantee that
two conflicting messages for the same source and the same sequence number cannot be D-BRDelivered
by two corret processes.

The figure 3.13 gives a first intuition of the structure of a potential implementation without any
failure. This implementation consists of the composition of the composition of two DIOA. The first
DIOA is the network (see specification in figure 3.18), while the second DIOA is the dynamic set
of processes. The specification (see figure 3.17) of the dynamic set of processes simply gives (1) the
initial configuration corresponding to the start state and (2) the mechanism of creation. Here, the
creation is always allowed by a passive automaton, called the manager, with one unique state and
all the inputs of the form D-join,() enabling the creation of new processes (see figure 3.15) within
the DIOA representing a dynamic set of processes. A possible automata-based specification of the
failure-free version of the primitive is given in figure 3.14.

Of course, the problem is more interesting with Byzantine failures. An intuition of a possible modelisa-
tion is given in figure 3.19. In this representation, an adversary can corrupt in the flight the processes.
It can also repair the corrupted processes and corrupt new ones. In our modelisation, the corruption
is not direct, but is performed by a kind of handshake. The manager has been replaced by the relay
(see figure 3.22) to handle this handshake. First, the adversary sends a request corrupt-ack; to the
relay. Then, the relay corrupts the process P; that is destroyed and finally the relay acknowledge the
adversary that can create a new process P/ that will send messages on behalf of the process P;. Such
an handshake allows the environment to be aware of the different corruptions and so to partition its
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Figure 3.6. — Static Non-probabilistic Byzantine Reliable Broadcast with Byzantine failures

operation RB_broadcast MSG(v;) is
(1) broadcast INIT(, v;).

when INIT(j, v) is received from p; do
(2) if (first reception of INIT(j, —) and WITNESS(j, —) not yet broadcast) then broadcast WITNESS(j, v) end if.

when WITNESS(4, v) is received do
(3) if (WITNESS(j,v) received from (n — 2t) different processes and WITNESS(j,v) not yet broadcast)

4) then broadcast WITNESS(7,v)

(5) endif;
(6) if (WITNESS(j,v) received from (n — t) different processes and MSG(j, —) not yet RB_delivered)

7 then RB_deliver MSG(j, v)
(8) endif.

Figure 3.7. — A simple solution from Imbs and Raynal to Byzantine Reliable Broadcast
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Static Signature

Input:

{BRBcast;(m)|m € M} if i = src
{rev;(j,m’)|j € Ids,m' € M x TAG}
Output:

{BRDeliver;(m)|m € M}
{send;(j,m")|j € Ids,m' € M x TAG}

Steps

Input BRBcast;(m)

Post: if (INIT,m’ # m) ¢ toBcast:
toBcast.add(INIT, m)

Input rcv;(j, (TAG, m))
Post:
if TAG = INIT:

if (WITNESS, m’ # m) ¢ toBcast:

toBcast.add(WITNESS, m)
it TAG = WITNESS:
witness[m].add(j)

if |witness[m]| = n — 2t + 1:
toBcast.add(WITNESS, m)
if |witness[m]| =n —t+ 1:

toDeliver.add(m)

Variables

toBcast C TAG x M
toDeliver € M

sent C Ids x TAG x M
delivered € {0, 1}

dict witness
witness.keys() € M
witness.values() C Ids

Constant

n = |Ids|

t<n/5

src € Ids

TAG = {INIT,WITNESS}

Output send,(j, (tag,m))
Pre: (tag,m) € toBcast

A(J, (tag,m)) ¢ sent
Post: sent.add(j, (tag, m))

Output BRDeliver;(m)
Pre: toDeliver = m A delivered = 0
Post: delivered = 1

Figure 3.8. — Local Protocol: Process P; following the solution proposed by Imbs and Raynal.

Static Signature

Input:

{send;(j,m)|i,j € Ids,m € M’}
Output:

{revi(j,m)i,j € Ids,m € M’}

Variables
multiset toSend C Ids® x M

Input send;(j, m)
Post: toSend.addInstance(z, j, m)

Output rcv;(j,m)
Pre: (j,i,m) € toSend
Post: toSend.removelnstance((7, 4, m))

Figure 3.9. — Static Network

observations into the 2 cases with or without an overcorrupted system. This modelisation can help to
show that the real system implements the ideal specification in the sense that an environment cannot
distinguish the two situations (see figure 3.20). We propose a specification of the problem (see figure
3.21) with a naive condition for the overcorruption. The solution proposed in [GKK™"20] does not
implement this exact specification, but something similar. This solution has a certain cost in term of
communication complexity. To improve its complexity, we could be tempted to relax the specification
with some probabilistic guarantees. Typically, it is possible to improve significantly the complexity
of (static) Byzantine Reliable Broadcast with randomization [GKM*19]. It is an open problem to
precisely specify and implement a combination of [GKK120] and [GKM*19] that would be a scalable
Dynamic Probabilistic Byzantine Reliable Broadcast.
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(b) Consensus real without failure

Figure 3.10. — Static Probabilistic Consensus without failure

95



CHAPTER 3 : Dynamic Probablistic I/O Automata

Users

User;, User;,| |User;, User;, User;,

Simulator

[y [y ~ ~ -~
x £ = Z] = Z = ) = ) E
' § i ] & ¥ & 3 & 3 P
! 2 3 i d | f 2| g -
1 ] z E) 4 E) o =) z 5 z
: g 3 = = = = = = = =
: Y Y Y Y Y
Consensus rjeal
(a) Consensus ideal with failures
Users
P
=
2
g User; User; User; User;, User;
B D—l 2 3 4 5 [
=
= x x x X X
, . = = Z = z = =z = g
i Yo |4 I | | £ I
' ! g 3 g g 5 g g g g g
: : g, ] B ] B -] = -] = -]
! ! ¥ v [ [ [
' : Pig Pig PT‘.:t Pis Piﬁ
: _ ) =% 3 3 &
v i i 4 s i v n v 4 =
Network

(b) Consensus real with Byzantine failures

Figure 3.11. — Static Probabilistic Consensus with Byzantine failures



3.3 A Toy Example: Specification of a Dynamic Reliable Broadcast

B — Bysantine Protocol
Process P: Initial value zp.
step 0: set r := 1.

step 1: Send the message (1,7,zp) to all the
processes.

step 2: Wait till messages of type (1,r,*) are
received from N — ¢ processes. If more than (N +
t)/2 messages have the same value v, then send
the message (2, 7, v, D) to all processes. Else send
the message (2, 7,?) to all processes.

step 3: Wait till messages of type (2,r,*) arrive
from N —t processes.

(a) If there are at least t-}1 D-messages (2, r, v, D),
then set zp 1= v.

(b) If there are more than (N + t)/2 D-messages
then decide v.

(c) Else set zp = 1 or 0 each with probability 4.
step 4: Set r := r +4 1 and go to step 1.

Constant
S={(0,D),(1,D),?}

N

t<N/5

Variables

round € N

Xp € {0, 1}

2dimension-table delivered2]][]
delivered2[r € N][s € S| C Ids

Steps
Input rcv,(j, (2,7,s))
Post: delivered2[r][s].add(j)
if |delivered2[r]| = N — t:
if (a):
if (b):

else xp :=rand(0 : 1)
round ++

Figure 3.12. — BenOr Consensus
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(a) DBRB: Initially 4 processes, but process Pj is about to leave
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(c) DBRB: process Pj joined the system
Figure 3.13. — Dynamic Byzantine Reliable Broadcast Real without-failure.

The Manager is just a passive automaton with one unique state and all the inputs of the form D-join,()
enabling the creation of new processes within the DIOA representing a dynamic set of processes.
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Universal Signature

Input:

{D-Join;(), D-Leave;()|i € Ids}
{D-RBcast;(s,m)|i € Ids,s € N,m € M}
Output:

{D-Join-Ack;, D-Leave-Ack;|i € Ids},

{D-RDeliver;(j,s,m)|i,j € Ids,s € Nym € M}

Steps

Output D-Join-Ack;

Pre: ¢ € entering

Post: installed.add(7)
Aentering.remove(7)

Output D-Leave-Ack;

Pre: i € leaving

Post: installed.remove(7)
ANleaving.remove()

Output D-RDeliver;(i, s, m)
Pre: j € inside
A(i, s,m) € beastReq
A(i,s,m,j) ¢ delivered
A(i, 8" # s,m) ¢ deliveredOnce
Post: delivered.add(i, s,m, j)
AdeliveredOnce.add (i, s, m)

Variables

installed C Ids, init: I°

entering C Ids, init: ()

leaving C Ids, init: ()

inside C Ids, init: I°

beastReq C Ids x N x M, init: ()
deliveredOnce C Ids x N x M, init: ()
delivered C Ids x N x M x Ids, init: ()
always:

inside = installed U entering U leaving

Input D-Join(),
Post: if i ¢ inside,
entering.add(7)

Input D-Leave(),
Post: if ¢ € installed,
leaving.add (i)

Input D-RBcast;(s, m)
Post: if i € intalled \ crashed
bcastReq.add(i, s, m)

Figure 3.14. — Specification of Dynamic Reliable Broadcast without failure: DRB;geq;

Universal Signature
Input:

D-Leave;()

{D-RBcast;(m)|m € M}
{revi(j,m)|j € Ids,m € M}
Output:

D-Join-Ack;, D-Leave-Ack;
{D-RDeliver;(m)|m € M}
{send;(j,m)|j € Ids,m € M}
Internal:

Variables
destroyed € {0, 1}, initially 0

Destruction
q.destroyed = 1 <— S/Z'\Q(Algi)(Q) =0

Steps

Output D-Leave-Ack;
Pre: UNSPECIFIED
Post: destroyed := 1

Figure 3.15. — Local protocol without failure: Process P;

The steps are unspecified

Universal Signature

Input:
D—Join,- ()

Steps
Input D-Join;()

Figure 3.16. — Manager
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Configurations

{C € Qconylauts(C) C P({Manager} U {P;|i € Ids})
initially, auts(Config(Processes)(gprocesses)) = {Manager} U P°

with PO = {P;|i € 1}

Creations

created(Processes)(q)(D-Join;()) = {P;}

Figure 3.17. — Dynamic Set of Processes (DPIOA)

Universal Signature

Input:

{D-Join;, D-Leave-Ack;|i € Ids}
{bcast;(m)|i € Ids,m € M}
{send;(j,m)|i,j € Ids,m € M}
Output:

{revi(j,m)|i,j € Ids,m € M}

Steps

Output rcv;(j,m)

Pre: (j,7,m) € toSend

Post: toSend.removelnstance((j, i, m))

Variables
inside C Ids
multiset toSend C Ids® x M

Steps
Input D-Join;
Post: inside.add(7)

Input D-Leave-Ack;
Post: inside.remove(%)

Input send;(j, m)
Post: toSend.addInstance(i, 7, m)

Input bcast;(m)
Post: for each j € inside :
toSend.addInstance(i, j, m)

Figure 3.18. — Network
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Universal Signature

Input:

{D-Join,(), D-Leave;()|i € Ids}
{D-RBcast;(s,m)|i € Ids,s € N,m € M}
{Corrupt-Req;, Repair-Req;|i € Ids}

Output:

{D-Join-Ack;, D-Leave-Ack;|i € Ids},
{D-RDeliver;(j,s,m)|i,j € Ids,s € N,m € M}
{Corrupt;, Corrupt-Ack;, Repair;|i € Ids}

Steps

Output Corrupt;

Pre: i € (inside N corruptReq) \ corrupted

Post: corruptedOnce.add (i)
Acorrupted.add (i)
AcorruptReq.remove(i)
AcorruptToAck.add(7)
AM := {(i, s,m) € bcastReqCorr}
AbcastReqByz.add(M)
AbcastReqCorr.remove(M)
A[|corruptedOnce N inside| > |installed|/3]
= overcorrupted :=1

Output CorruptAck;
Pre: i € corruptToAck
Post: corruptToAck.remove(7)

Output Repair,;
Pre: i € inside N corrupted N repairReq
Post: corrupted.remove(%)

A repairReq.remove(7)

Output D-Join-Ack;

Pre: i € entering

Post: installed.add ()
Aentering.remove(7)

Output D-Leave-Ack;

Pre: ¢ € leaving

Post: installed.remove(7)
Nleaving.remove(7)
Al|corruptedOnce N inside| > |installed| /3]
= overcorrupted := 1

Output D-RDeliver;(i, s, m)

Pre: j € inside
A(i,s,m) € bcastReq
A(i,s,m,j) ¢ delivered
A(i, 8" # s,m) ¢ deliveredOnce

Vovercorrupted == 1]

Post: delivered.add(i, s,m, j)

AdeliveredOnce.add (i, s, m)

Variables

installed C Ids, init: I°

entering C Ids, init: ()

leaving C Ids, init: ()

inside C Ids, init: I°

corruptReq C Ids, init: ()
corruptedOnce C Ids, init: (), init:
corrupted C Ids, init: ()

corruptToAck C Ids, init: ()
beastReqCorr C Ids x N x M, init: ()
beastReqByz C Ids x N x M, init: ()
bcastReq C Ids x N x M, init: ()
deliveredOnce C Ids x N x M, init: ()
delivered C Ids x N x M x Ids, init: ()
overcorrupted € {0, 1}, init: 0

always:

bcastReq = bcastReqByz U beastReqCorr
inside = installed U entering U leaving

Input CorruptReq;
Post: corruptReq.add(7)

Input RepairReq;
Post: repairReq.add(7)

Input D-Join(),
Post: if i ¢ inside,
entering.add(7)

Input D-Leave(),
Post: if ¢ € installed,
leaving.add(7)

Input D-RBcast;(s,m)

Post: if 7 € intalled \ corruptedOnce
bcastReqCorr.add(i, s, m)
elif 4 € inside N corruptedOnce
bcastReqByz.add (i, s, m)

Figure 3.21. — Dynamic Byzantine Reliable Broadcast Specification: DBRB;geq:
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Universal Signature

Input:

{D-Join;()|: € Ids}

{Corrupt-Req;, Repair-Req,|i € Ids}
Output:

{Corrupt;, Corrupt-Ack;, Repair;|i € Ids}

Variables
corruptReq C Ids, init: ()
corrupted C Ids, init: ()

Steps corruptToAck C Ids, init: ()

Output Corrupt;

Pre: i € corruptReq

Post: corruptReq.remove(7)
AcorruptToAck.add ()

Steps
Input CorruptReq;
Post: corruptReq.add(7)

Input RepairReq;

Output CorruptAck; Post: repairReq.add (i)

Pre: i € corruptToAck

Post: corruptToAck.remove(i) Input D-Join()
i

Output Repair;

Pre: ¢ € repairReq

Post: repairReq.remove(7)

Figure 3.22. — Relay
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3.4. Executions, reachable states, partially-compatible automata

3.4.1. Executions, reachable states, traces

In previous sections, we have described how to model probabilistic transitions that might lead to the
creation and destruction of some components of the system. In this section, we will define pseudo
execution fragments of a set of automata to model the run of a set A of several dynamic systems
interacting with each other. With such a definition, we will kill two birds with one stone, since it
will allow defining reachable states of A and then compatibility of A as compatibility of A at each
reachable state.

Definition 71 (pseudo execution, reachable states, partial-compatibility). Let A = { Ay, ..., A,} be a
finite set of PSIOA (resp. PCA). A pseudo execution fragment of A is a finite or infinite sequence

a=q%a'q'd®... of alternating states and actions, such that:

1. If « is finite, it ends with a state. In that case, we note lstate(a) the last state of c.

2. A is compatible at each state of o, with the potential exception of Istate(a) if o is finite.
=1 gt ¢') € steps(A).

The first state of a pseudo execution fragment « is noted fstate(a). A pseudo execution fragment v of
A is a pseudo execution of A if fstate(a) = ga. The length |a| of a finite pseudo execution fragment
« 1s the number of actions in a. A state q of A is said reachable if there is a pseudo execution « s.t.

Istate(a) = q. We note Reachable(A) the set of reachable states of A. If A is compatible at every
reachable state q, A is said partially-compatible.

3. for ever action a', (q

In [AL16], a compatible set of PCA is compatible at every (potentially non-reachable) state of the
associated Cartesian product. In addition to being slightly less restrictive, our definition has other
advantages. First, it could be more intuitive to model the movement of an agent A (a PSIOA) from
location X (a PCA) to another location Y (another PCA). Indeed, if both X and Y can create the
same PSIOA A, then X and Y could not be compatible according to the corresponding definition
in [AL16], while they can be partially-compatible according to definition 71. Second, this definition
allows the construction of the next chapter 4 which is the main contribution of this manuscript.

Definition 72 (executions, concatenations). Let A be an automaton. An execution fragment (resp.
execution) of A is a pseudo execution fragment (resp. pseudo execution) of {A}. We use Frags(A)
(resp., Frags*(A)) to denote the set of all (resp., all finite) execution fragments of A. Execs(A) (resp.
Ezecs™(A)) denotes the set of all (resp., all finite) executions of A.

We define a concatenation operator — for execution fragments as follows:

Ifa=q%"'q"...a"q" € Frags*(A) and o/ = ¢"a'’q"... € Frags*(A), we define oo & ¢%alqt...a"q"
aqV... only if S° = ¢", otherwise "o is undefined. Hence the notation oo implicitly means

fstate(a') = Istate().

Let a,a’ € Frags(A), then « is a proper prefix of o iff 3" € Frags(A) such that o/ = o~ a" with
a # o, In that case, we note a < o. We note a < o if o < o or o = o' and say that o is a prefiz
of . Finally, a, o’ are said comparable if either o < o or o < a.

Definition 73 (traces). The trace of an execution « represents its externally visible part, i.e. the
external actions. Let A be a PSIOA (resp. PCA). Let ¢° € Qu, (¢,a,¢) € Steps(A), a,a’ €
Execs*(A) x Ezecs(A) with fstate(a') = Istate(q).

trace4(q°) is the empty sequence, noted X,

a if a € ext(A)(q)
A otherwise.

7

trace4(qaq’) = {
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trace (o™ a’) = trace(a) " trace ()

We say that 8 is a trace of A if Ja € Execs(A) with B = tracea(a). We note Traces(A) (resp.
Traces™(A), resp. Traces”(A)) the set of traces (resp. finite traces, resp. infinite traces) of A. When
the automaton A is understood from context, we write simply trace,.

The projection of a pseudo-execution a on an automaton A4;, noted « [ A;, represents the contribution
of A; to this execution.

Definition 74 (projection). Let A be a set of PSIOA (resp. PCA), let A; € A. We define projection
operator | recursively as follows: For every (q,a,q’) € Steps(A), for every a,d’ being two pseudo
executions of A with fstate(a') = Istate(a).

nroa ) @A) a (d 1A ifa € sig(A) (g | A
(,0.4) T Ai = { (g1 Ai) = (¢ | A;) otherwise. ’

(@™a) T A= (a T A)" (o [ A)

3.4.2. PSIOA and PCA composition

We are ready to define the composition operator, the most important operator for concurrent systems.
Such a definition is normally simpler but a detour was necessary to integrate PCAs compatible at each
reachable state, but not necessarily at all states of the Cartesian product.

Definition 75 (PSIOA partial-composition). If A = {Ai,..., A,} is a partially-compatible set of
PSIOA, with A; = (Qa,,qa,, sig(Ai), D.a,), then their partial-composition Ai||...||Ayn, is defined to be
A= (Qa,q4,sig(A), Da), where:

— Qa4 = Reachable(A)

— qa = (qa;, - q4,)

— sig(A) : g € Qa > sig(A)(q) = sig(A)(q) as per definition 60.

— D4 ={(q, a,n(A’qva))|q €Qq,a€ s/ZE(A)(q)} as per definition 60.

The next definition describes the union of several configurations in the obvious way.

Definition 76 (Union of configurations). Let C; = (A1, S1) and Cy = (A2, S2) be configurations such
that A1 N Ag = 0. Then, the union of Cy and Co, denoted Cy U Cy, is the configuration C = (A,S)
where A = A1 U Ag and S agrees with S1 on A1, and with So on As. Moreover, if C7 U Cy is
a compatible configuration, we say that C1 and Cs are compatible configurations. It is clear that
configuration union is commutative and associative. Hence, we will freely use the n-ary notation
C1 U ...UC,y,, whenever Vi, j € [1:n],i# j,auts(C;) Nauts(Cj) = 0.

Lemma 3. Let C; = (A1,S1) and Cy = (A3, S2) be configurations such that A1 N Ay = 0. Let
C = (A,S) =C1UCy be a compatible configuration. Then sig(C) = sig(C1) x sig(Ca) (in the sense
of definition 59).

Proof.
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out(C) = U out(Ax)(S(Ax))
Ai€eA

=( U out(A)(SAN)U( [ out(A))(S(A))))

A €A Aj;eA>

=( J out(A)(S1(A))U( |J out(A))(S2(A))))
AiEA, A;€A,

= out(C1) U out(Cy)

in(C) = J in(Ap)(S(A)) \ out(C)
Ar€A

=( J n(A)SU)) U [ in(A4)(S(A)))) \ out(C)

A, €Aq Aj;eA>

=( U in(A)S1(A4))U( U in(A))(S2(4)))) \ out(C)
Ai€Aq Aj;€A2

=in(C1) Uin(Cq) \ (out(Ch) U out(Cs))

int(C) = | int(Ax)(S(AL))
ArEA

=( J int(A)SA)U( U int(4;)(S(4)))

Ai€eAq AjeAs

=( J mt(A)(Si1(A) U (| int(A))(S2(A))))
A €A AjeAr

= int(Cl) U int(Cg)

Partial-composition can be extended to PCA in the obvious manner.

Definition 77 (PCA partial-composition). If X = {X1, ..., X;,} is a partially-compatible set of PCA,
then their partial-composition X1||...||Xn, is defined to be the PCA X (proved in theorem 2 in section
3.5) s.t. psioa(X) = psioa(Xy)l|...||psioa(X,) and Vg € Qx:

— config(X)(q) = |J config(Xi)(q | Xi)

i€[l,n]
— Va e s/ig(X)(q), created(X)(q)(a) = U created(X;)(q | X;)(a),
1€[1,n]
with the convention created(X;)(¢:)(a) = 0 if a ¢ sig(X;)(q)
— hidden-actions(q) = U hidden-actions(X;)(q [ X5)
1€[1,n]
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3.5. Toolkit for configurations & PCA closure under composition

In this section, we define some tools to manipulate measure preserving bijections between probability

distributions (relations of the form 7 iR n'). These tools will be used to prove (1) the closure of PCA
under parallel composition (theorem 2) and (2) some intermediate results in the proof of monotonicity
of dynamic creation/destruction of PSIOA with implementation relationship.

Merge, join, split Next definition introduces join function that returns the product of of several
probabilistic distributions.

Definition 78 (join). Let 7 = (91, ...,Mn) € Disc(Q1) X ... X Disc(Qy) with each Q; being a set. We

define, join(i): { O o @ (m® .[?’é]nn><q>

The next lemma simply reduces the product measure of several measures over configurations into the
associated join measure over the associated union of configurations.

Lemma 4 (Joint preserving probability distribution for union of configuration). Let n € N, let

{Cr}repin) e a set of compatible configurations and Co = U Cy. Let (ng, e Mp) € Dz'sc(Qamf)”'F1
ke[1l:n]

s.t. Yk €[0:n], Cp = n]; if a € sig(Cy) and n]; = dc,, otherwise.

Then, ¥(C1,...,CL) € Q% ¢, s.t. Yk € [1 : n],aut(C},) = aut(Ck),

confr

m( J C=mye..en)(C,...Ch) .
ke[ln]

Proof. We note {Cy = (A, Sk)}re(i:n), Co = (Ao,S0), g = T'S(Cy) for every k € [0 : n]. We note

(Z,J) the partition of [1: n] s.t. Vi € Z,a € sig(C;) and Vj € J,a ¢ s/z\g(CJ) Since Ay = U Ay
ke(1in]

and Sg agrees with S; on A € Ay, for every k € [1 : n], we have na,.g0.0 = M(A1,q1,0) @ - @ DA gn,a)

with the convention 7a = dq;, Vj € J. Furthermore, for every k € [1,n], 77]]; EAY T(Ap,qp,a) that

5,0

is for every (Cy,q)) € é)cjonf X Qa, with q, = TS(C},), 775(0,2) = (A0 (@) Hence for every

((Civ 70;)7 (QL aqu)) € Q?onf X QAO with qa = TS(Ci)v "‘7q;L = TS(C’;L)7 n(Ao,qo,a)((Qia ,q;)) =

(N(Argr.a) @ - @ N(Agna)) (@15 00)) = (0 @ . @1 ((CF -, ) (%)

By definition of ng, V(Ch, 40) € Qeong X Qa,, with ¢y = T'S(Cy), 77(A07q07a)(q6) = 772(6‘6). Since we

deal with preserving distribution and Ay = U Ay, q is of the form (g1, ..., q,) with ¢}, € Qa, and
ke(lin

verifies C), = C] U ... U C}, with auts(C},) = Ak[ al}ld TS(Cy) = q; (*%).

Hence we compose (*) and (**) to obtain for every configuration C, = (A, S;), for every finite set of

configurations {C, = (A, Si) e, 5t Co = |J Ch then nd(Ch) = (n, @ ... @ n))((C1, ..., Cy))-

ke([lin]

O]

The merged measure introduced in next definition represents the probability to obtain a certain
configuration from the product of a tuple of several measures. Let us remark that a configuration can
be obtained by different union operations (e.g. (C1UC2)UCs = C1U(CoUCs) or C1UCy = CoUCH).
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Definition 79 (merge). Let 7 = (11,...) € Disc(Qeony)". We define
Qconf — [O 1]
merge(i): ¢ Z join(i)((Cy, ..., Cp)) - 1 (Cju..ucy)=C
(Ci’ o )chonf

Here, we give a few results for merging operation applied to preserving transitions triggered from
compatible configurations. In that case, every configuration C’ reacheable by the merge measure
merge(f),) with 7, = (77;, ..-,7,) can be obtained with a unique decomposition (C1, ..., Cy,) where each
element C/ is reacheable from the preserving distribution 77;. This unique decomposition is noted
splity, (C") and is a measure-preserving homomorphism between merge(7j,) and join(7,).

Lemma 5 (Preserving-merging). Let n € N, let {Ck}ic(1:n) be a set of compatible configurations. Let
np (np,. »Mp) € Disc(Qeony)". Assume Vk € [1:n], if a € S/Z'ZJ(C;C), then Cj, = 775 and otherwise,
T]p = 50k.

Then, YCyy € supp(merge(i,)), there exists a unique (C1, ..., Cy,), noted split;(Cp), s.t

(a) C} = U Cy, and (b) Yk € [1,n],C}, € supp(n;f).
ke[l:n]

supp(merge(n,)) — supp(n;) X ... X supp(ny)

We note split;; : { ! — splitﬁp(cé)

Moreover, merge(j,) < join(7,) with s = splity,

Proof. (Uniqueness) Let us imagine two candidates (C1,...,C,,) and (CY,...,C) verifying both (a)

and (b). Let k, ¢ € [1 : n],k # . First, by compatibility of Cy, ¢r N, = 0. Hence auts(Cy,) N

auts(C}) = auts(Cy) N auts(Cy) = 0. Since auts( U Cp) = auts( U Cr), Vk € [1 : n],
ke[l:n] ke[ln]

auts(C},) = auts(C}). By equality, Vk € [1 : n], map(C}) = map(C}Y) and so Vk € [1 : n],

C;. = C}. (Existence) By construction of merge. By uniqueness and existence properties, s = splitﬁp

is then a bijection from supp(merge(7),)) and supp(nzl)) X e X supp(ng) Let C}, € supp(merge(j,)).

By definition merge(),)(Cj) = Z join(ip)((C1, ..., Cp)) - 1 (Cu..ucy)=cy- By bijectivity,
(Ci’ 70/ )chonf
merge(iip) (Cp) = join(ijp)(splits, (Cp)). =

Here, we define deter-dest(C,a) that represents the set of automata that will be deterministically
destroyed from configuration C' if the action a is triggered.

Definition 80 (deter-dest). Let C' = (A, S) be a configuration. For every A € A, we note ¢ = S(A).
Let ¢ € P(Autids). We define deter-dest(C,a) = {A € Alnagsa = 6q¢} if a € sig(A)(q) and 0
A

otherwise.

This last definition allows a generalization of intrisinc transitions where the triggering of an action a
shared by two compatible configurations C; and Cy can deterministically destroys automaton A from
(4 and creates A in Oy at the same time. Such a mechanism is useful to describe the motion of an
agent A from one place to another one in one atomic step. The results of this subsection tolerates
this extension, but it can be ignored in a first reading.

The next lemma gives the main results used in the proof of theorem 2 of closure of PCA under
composition. It proves the soundness of several intuitive merging operations.
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Lemma 6 (Merging). Let n € N, Let (o1, ..., 0n) € P(Autids)" with Yk, ¢ € [1 : n], pr N e = 0.
Let {Cr}renm) be a set of compatible configurations. Let i) = (n1,...,10n) € Disc(Qcong)". Assume
Vk € [1 :n], ifa € @(Ck), then C}, :ahpk n* and otherwise, n* = dc,, and o, = (. We note

U pr and Cy = U Ck.
ke(1:n) ke[l:n]

1. Assume, Yk, € [1:n|, k # €, N auts(Cy) C deter-dest(Cy,a).
a) YC{ € supp(merge(n)), there exists a unique (Cy,...,Cl,), noted splitﬁ(C’(’)), s.t
(@) Cy= |J Ci and (b) Yk € [1,1],C} € supp(ne).
ke(1:n]

.| supp(merge(n)) — supp(ni) X ... X supp(ny)
We note split;; : { cl . splz'tﬁ(C’(’))

b) merge(7) < join(7) with s = split;;
c) merge(i) = reduce(merge(n,) T ¢o).
d) Co ==, merge(7) if a € 5ig(Cy) and merge(j) = d¢, otherwise.

2. Assume VC| € supp(merge(7})), Cl, is compatible. Then, Vk,0 € [1 : n],k # £, o N auts(Cy) C
deter-dest(Cy, a).

Proof. 1.

a) Indeed, let us imagine two candidates (C1,...,C,,) and (CY,...,CJ) verifying both (a) and
(b). Let k,¢ € [1 : n],k # (. By contradiction, let A € auts(C}) N auts(C;). By
compatibility, A ¢ auts(Cy) N auts(Cy). W.lo.g., A € pr Nauts(Cy). By assumption
A € deter-dest(Cy,a) and so mathcal A ¢ auts(C}) which leads to a contradiction. Hence,
Vk € [1 : n], auts(C},) = auts(C}). Since auts( U Cy.) = auts( U Ci), Yk € [1 : n],

ke[l:n] ke(l:n]
auts(C},) = auts(Cy). By equality, Vk € [1 : n], map(C},) = map(C}) and so Vk € [1 : n),
Cj. = C}. The existence comes from the construction of join.

b) The fact that s = split; is a bijection from supp(merge(7)) and supp(n1) x ... X supp(n1)
comes from the existence and the uniqueness of pre-image proved in item 1a. Let C}, €
supp(merge(7])).

By definition merge(i)(C)) = Z join(7)((Cy, ..., Ch)) - 1 (C}u...uct)=cy- By bi-
(€1, CR)EQ g
jectivity, merge(7)(Cp) = join(i) (split;(Cp)).

c) We want to show that merge(f]) = merge((reduce(n; T ¢1), ., (reduce(n, T ¢n)) =

reduce(merge(n,) T U o) = reduce(merge(ij,) T o). Intuitively, it comes from 1b
ke[l n]

that gives merge(ij) <> join(ij) with s = split; and Vk € [1 : n], n* = reduce(np 1 oK), with
Vi, € [1:n],k#L, o N =10. Let us elaborate
Let Cy € supp(merge(i)). merge(if)(Cy) = join(q)(split;(Cp)) by 1b.
Hence, merge(7)(Cp) = Myepm) (reduce(np T @r)(Cy) with split;(Cy) = (C1, ..., Cy,). Thus,
for every k: € [1,n], C’k = (A}, S};) with (i) A}, = A} Uy, (ii) VA € ¢k, Sp(A) = qa (iii)
VA € A}, S,.(A) # qA (). Th1s leads to merge( N(Ch) = Micfim (reduce(n;f))(cg) with
C — (AT'S) where I — S, | AL,
Hence, merge( M(Co) = Miepm)( Z 775(0,;’76)) where every Cy , = (A}, Sk ) €

1 " —
Cy preduce(Cy )=C}/

supp(nz) with reduce(Cy, ;) = Cy. verifies A} , = Ay and S, [ Ay = Si (¥%).
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Second, for every k € [1 : n], we note AY = deter-dest(Cy, a), 775761 the unique preserving
dlstrlbutlon such that nk dest 775,(1 with dest® : (A}, S,) — (A} \ AL S, | (AL \ AY)) and

we note 77p,d,T 77p,d 1 @i . We note 7, 4+ = (77;7dm o1 Tpap)- Clearly, (reduce(merge(i,) 1
o)) = (reduce(meTge(ﬁp,d,T))'

(reduce(merge(fp a+4))(Cp) = Z (merge(ﬁndﬁ))(Cé’d’é), where every C(,),d,lf =
Ch.q,pmeduce(CY 4 ,)=C
( '07(”, Sf),d,e) € supp((merge(fp.q,1)) with reduce(C('),d’K) = (| verifies Afw =Ap\ U Ai
k[1:n]

and S | A = Si
By lemma 5, for each £, (merge(7pa1))(C ) = splity dT(Cé,d,z) = eru:nmﬁdn(cﬁd,z),
with splztn dT(C(I),dyg) =S ( idg, nd@)
Moreover, every Cj g, = (Akd£7 kdz) € supp(nyq 1 wr)) with reduce(Cy 4,) = Cpa;
27“ = (A \ Az) U @k, Sk,d,é I A, = Sj,. We obtain (reduce(merge(ij,q+))(C)) =
> (jom(ﬁp,d,p(splz'tﬁp,d,T<06,d,f)>) and so

! ! — ’
Ch,a,0meduce(CY 4 ,)=Cy

(reduce(merge(fly a.4))(Cp) = Z (er[m](n,’.f,d,T)(Cé,d,e)) ().
Cé,d,E’Teduce(C(/),d,e):C(/)

dest

Clearly, for every k € [1: n], (17;; 1T oK) & nlzde
Combined with (**) and (***), we find merge(77)(Cy) = (reduce(merge(i,) 1T ¢))(Cp) for
every C{ € supp(merge(ij)), which ends the proof.

d) If a ¢ sig(Cy), the result is tr1v1al Assume a € szg(Co) Let 7, = (77;, ey ) € Dise(Qeong)”
st. Vk € [1 :n], Cp = np if a € sig(Cy) and np dc, otherwise. For every k €
[ n), 2*
A’ N A7 = 0. Hence, we can apply lemma 4 and we have Cj - merge(j,). Thus,

= reduce(np 1 k). By compatibility of Cy, for every k,¢ € [1,n],k # ¢,

Co ==, reduce(merge(7i,) T o). Finally, merge(7) = reduce(merge(i,) 1 o) by lc.

2. By contradiction. W.l.o.g., let us assume A € ¢ N auts(Cy) \ deter-dest(Cy,a). Since C' is
compatible, A ¢ Ay N Ay. By definition of deter-dest it exists (Cy,, Cy) € supp(ny) x supp(ne),
A € auts(Cy,)Nauts(C)) and C;,UC) is not compatible. So it exists (C1, ..., C},) € supp(m ®...Qny,)
s.t. (C{U...UC)) is not compatible.

O

trivial results about homomorphisms between probability measures Before tackling the theorem 2
of closure of PCA under composition, we gives a few trivial results about measure-preserving bijections
between two measures.

First, the relationship of measure-preserving bijection between two measures is shown to be transitive
and symmetric.

Lemma 7. Let (n1,7m2,n3) € Disc(Q1) X Disc(Q2) x Disc(Q3), with Q; being a set for eachi € {1,2,3}.

Let f: Q1 — Q2 and g : Q1 — Q2 defined on supp(n1) and supp(nz) respectively. Let f (resp. §)
denotes the restriction of f (resp. g) on supp(m) (resp. supp(nz)).

IFm & na and gy & s, then
1. m & ns where the restriction h of h on supp(n1) verifies h=gof and
2. 9 & m where the restriction k of k to supp(no) verifies k = f~1.
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Proof.

— (bijectivity) The composition of two bijections is a bijection and the reverse function of a bijection
is a bijection.

— (measure preservation) In the first case, Vg € supp(m),ni(q) = n2(f(q)) with f(q) € supp(n2
which means 72(f(q)) = 13(9(f(g))). In the second case ¥q' € supp(n2),3lq € supp(m),m(q) =
n2(¢" = f(q)) and hence ¥g' € supp(n2),m2(¢") = m(q = f~(¢)).

O

Second, the relationship of measure-preserving bijection between two measures is shown to be preserved
by join operation.

Lemma 8 (correspondence preservation for joint probability). Let 77 = (91, ...,1n) € Disc(Q1) X ... X
Disc(Qn), 71 = (07, ...,n,,) € Disc(Q}) x ... x Disc(Q.,) with each Q; (resp. Q}) being a set. For each

€ [1:n], let f; : Qi — Q, where dom(f;) C supp(n;), with n; @ k.

Q1 X ... xQn — range(f;) x ... x range(f,)

Then join(n) A join(ii') with f { (@1s ) (F1(21), s Fn(n)

Proof. The restriction f of f on supp(join(7i)) = supp(m) X ... X supp(n,) is still a bijection and

Vo = (21,...,2n) € dom(f1) x ... x dom(fyn), join(i)(z) = ni(x1) - .. - Mu(zn) = 01 (f1(z1)) -
Mo (fn(@n)) = join(i)(f (1, ... 2n)). -

PCA closure under composition Now we are ready to prove the theorem that claims that a compo-
sition of PCA is a PCA.

Theorem 2 (PCA closure under composition). Let X, ..., X,, be partially-compatible PCA. Then
X = Xq||...|| X is a PCA.

Proof. We need to show that X verifies all the constraints of definition 68.

— (Constraint) 1: The demonstration is the same as the one in [AL16], section 5.1, proposition
21, p 32-33. Let gx and (A,S) = config(X)(gx). By the composition of psioa, then gy =
(@xys - 4x,, ). By definition, config(X)(gx) = config(X1)(qx,) U ... Uconfig(Xy)(qx, ). Since
for every j € [1: n], X; is a configuration automaton, we apply constraint 1 to X; to conclude
S(A¢) = qa, for every Ay € auts(config(X;)(qx;)-

Since (auts(config(X1)(qx,), ..., auts(config(X,)(gx, )) is a partition of A by definition of com-
position, S(A¢) = g4, for every A, € A which ensures X verifies constraint 1.

— (Constraint 2)

Let (q,a,7(x,40) € Dx. We will establish 35" € Disc(Qcons) St 7(x,q,0) S 1 where ¢ =
config(X) and config(X)(q) ==, 1’ with ¢ = created(X)(q)(a).

For brevity, let P; = psioa(X;) for every i € [1 : n]. By definition 77 of PCA compositon,
psioa(X) = psioa(Xy)||...|[psioa(Xn) = Pil|...[|P,. By definition 196 of PSIOA composition,

q=(q1, - qn) €Qp, X ... x Qp,, while a € | sig(P)(q:) and nx,ga =nPiq.0 ® - ® NP, gna
1€[1:n]

with the convention np, ¢, o = 0g, if a ¢ sig(P)(g;)-
Let (Z,.7) be a partition of [1 : n] s.t. Vi € Z, a € sig(P;)(¢;) and Vj € T, a ¢ ng(P])(q]) Then
by PCA top/down transition preservation, it exists 7, € Disc(Qconf) S t- NX;,q:,a = MPigisa & n}
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with ¢; = config(X;) and config(X;)(q;) ==, n; with ¢; = created( i)(gi)(a). For every
Jj € J, we note p; =) and 77} = Oconfig(X;)(q;) that verifies dq; 7]] with ¢; = config(X;).

We note 7 = (n},...,m,,) and ¢ = U v;. By deﬁm‘mon 77 of PCA composition, ¢ =
1€[1:n]

created(X)(q)(a).

We have 1x 4.4 & n with ¢ : g = (q1,...,qn) = (c1(q1), .-, cn(qn)) by lemma 8.

Moreover merge(i) < join(7 ) with s = split;; by lemma 6, item 1b.
S0 Nx.g.a & merge(if') with ¢ = s~ o ¢ = con fig(X).
Moreover we have con fig(X)(qg) ==, merge(i’) by lemma 6, item 1d.
— (Constraint 3)
Let ¢ € Qx, C = config(X)(q), a € sig(X)(q), ¢ = created(X)(q)(a) that verify C =, 1.
We need to show that it exists (q,a,7(x,q.0)) € Dx s:t. 1(x,g,0) & ' with ¢ = config(X).

For brevity, let P; = psioa(X;) for every i € [1 : n]. By definition 77 of PCA composition
psioa(X) = psioa(Xl)H |lpsioa(Xy) = Pill...[| Py By definition 196 of PSIOA composition,

q=1(q1,.,qn) € Qp, X ... Xx Qp,, while a € U sig(P;)(q;).
1€[1:n]

Let (Z,J) be a partition [1 : n] st. Vi € Z, a € sig(P;)(¢;) and Vj € T, a ¢ EZE(PJ)(qJ)

For every i € Z, we note ¢; = created(X;)(g;)(a),while for every j € J, we note ¢; = () and

1 = Sconfig(X,)(q,) that verifies o, & n; with ¢ = config(X;).

We note ¢ = created(X)(q)(a). By pca-composition definition, ¢ = U ¢k For every k € [1
ke([l:n]

n], we note Cy = config(Xy)(qx) and for every i € Z, i, € Disc(Qeong) s.t. Ci ==, .. We

note 7' = (0}, ..., n,)

By constraint 3 (bottom/up transition preservation), Vi € Z, 3(¢;, @, 0x,,4:.a) € DX S.be DX, g0 <
ni with ¢; = config(X;). by lemma 8, Nx4a = NX1.q1.0 ® - @ NX, qn,a & me.en, =
join(i') with the convention 7x, 4,4 = d¢; for j € J and ¢ = (q1y.-yqn) € states(X) —

(c1(q1); -5 en(gn))-
By partial-compatibility, for every C" € supp(merge(ii')), C" is compatible. Hence we can apply
lemma 6, item 1b, which gives merge() < join(j') with s = splitz . Hence nx 4.4 & merge(i')
with ¢’ = s7'oc/, that is nx 4.4 < 1/ With ¢ = config(X) and the restriction of ¢’ on supp(nx.q.a)
is ¢. We can apply lemma 6 again, but for item 1d, which gives C ég, merge(i}').

— (Constraint 4).

Let ¢ = (q1,-.-,qn) € @Qx. For every i € [1,n], we note h; = hidden-actions(X;)(¢;), Ci =
config(X;)(qi), h = U hi and C' = config(X)(q). Since Xj, ..., X,, are compatible at state
1€[1,n]

g, we have both {C;|i € [1,n]} compatible and Vi, Vi,j € [1,n],in(C;) N h; = 0. By compatibility,
Vi, j € [1,n],i # j, out(C;) Nout(C;) = int(C; )Nsig(C i) = 0, which finally gives Vi, j € [1,n],i #
7, %(Cl) Nhj= 0.

Hence, we can apply lemma 1 of commutativity between hiding and composition to obtain
hide(sig(C1) X .... x sig(Cp), h1 U ... U hy,) = hide(sig(C1), h1) X ... X hide(sig(Cy,), hy) where X
has to be understood in the sense of definition 59 of signature composition.

That is sig(psioa(X))(q) = sig(psioa(X1))(q1)) X .... X sig(psioa(Xy))(qn)), as per definition
59, with sig(psioa(X))(q) = hide(sig(config(X)(x)),h). Furthermore h C out(config(X)(q)),
since Vi € [1,n], h; C out(C;). This terminates the proof.

O]
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3.6. Scheduler, measure on executions, implementation

In previous sections we have describe a semantics for the behaviours of interacting dynamic probabilis-
tic systems. Namely, we have shown theorem 2 that the composition of two PCA is a PCA and we gave
some tools to handle executions of a PCA. However, we are still unable to express the probability of
the occurrence of an event for a particular PCA. As a matter of fact, an inherent pure non-determinism
appears in concurrent systems. Indeed, after composition (or even before), it is natural to obtain a
state with several enabled actions. The most common case is the reception of two concurrent messages
in flight from two different processes. This pure non-determinism is desirable to capture our lack of
knowledge about the real worl, but it must be solved if we want to define a probability measure on
the automata executions and be able to say whether a situation is likely to occur or not. To solve the
pure non-determinism, we invoke the well-known scheduler, an abstract entity that chooses the next
enabled action to trigger after a certain finite execution. For example, if Alice broadcasts the same
message to Bob and Carol and the two possible orders of reception are possible, then this is the role
of the scheduler to specify who will first receive the message among Bob and Carol.

3.6.1. General definition and probabilistic space (Frags(A), Frrags(A); €ou)

A scheduler is hence a function that takes an execution fragment as input and outputs the probability
distribution on the set of transitions that will be triggered. We reuse the formalism from [Seg95b]
with the syntax from [CCK™18].

Definition 81 (scheduler). A scheduler of a PSIOA (resp. PCA) A is a function

o : Frags*(A) — SubDisc(D) such that (q,a,m) € supp(o(a)) implies ¢ = Istate(a). We note
schedulers(A) the set of schedulers of A.

Here SubDisc(D ) is the set of discrete sub-probability distributions on D 4. Loosely speaking, o
decides (probabilistically) which transition to take after each finite execution fragment a. Since this
decision is a discrete sub-probability measure, it may be the case that o chooses to halt after o with
non-zero probability: 1 — o(a)(D4) > 0. If we want a deterministic scheduler, it suffices to impose
that for each finite execution « the support of o(«) is a singleton.

Since the scheduler resolves the pure non-determinism, we are able to define a measure of probability
over the set of executions of an automaton.

Definition 82 (measure €, generated by a scheduler and a fragment). A scheduler o and a finite
ezecution fragment o generate a measure €5 on the sigma-algebra Frpgsa) generated by cones of
execution fragments, where each cone Cy is the set of ewecution fragments that have o' as a prefiz,
i.e. Cor = {a € Frags(A)|o/ < a} . The measure of a cone Cy is defined recursively as follows:

0 if both o £ o and o £ o
€ra(Cor) =:¢ 1 ifdd <a
Ea,a(ca”) . U<a”)(77(A,q/,a)) : n(A,q/,a) (q) Zf a < a// and a/ = a/IAq/aq

Intuitvely, we have fixed « as a known event, i.e. we assume that « occurs and we want to measure some
cones of execution. The first case says that a cone with o’ as prefix, where o’ is not comparable with
«, has a zero measure. It comes as no surprise since an execution in this cone would be incompatible
with o. The second case says that a cone with o/ as prefix, where o’ is a prefix of a, has a measure of
1. Here again, it comes as no surprise since assuming « occurs implies that o occurs. The third case

describes a simple conditional probability for o' = a”~¢'aq : the probability of having an execution in
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cone C is the probability of the conjunction of (1) having an execution in cone Cy, (2) the scheduler
triggers action a after o’ and (3) we reache the state ¢ from distribution M(Aq a)-

For the time being, we only gave a measure over cones of executions, but clearly, the set of cones of
executions is not a sigma-algebra.

Extend €, t0 Fppag4) Standard measure theoretic arguments [Seg95b] ensure that e, is well-
defined. The proof of [Seg95b] (terminating with theorem 4.2.10, section 4.2) is very general and
might appear discouraging for a brief reading. For sake of completeness, we adapt the construction of
[Seg95b)] to the formalism of [CCKT18] 3.

First, for every set € of subset of a set (2, we define Fi(€), Fa(€), F3(€¢) = field(¢) as in the
construction of proposition 1 and Fq £ sigma(F3(%)) = sigma(%).

If 11 is a measure on F3(C) = field(€¢), by famous Carathéodory’s extension theorem [Dud04], there
exists a unique extension y’ of u to the sigma-algebra Fq (defining 1/ ( H—J Ep) = Z w(Ey)).
keN keEN

Hence, we just need to make explicit the extension of €, to F3(C) = field(¢) with € = {Cw|a’ €
Frags(A)}.

Let ¢ = {Cwl|a’ € Frags(A)} be the set of cones. Clearly, € is a set of subsets of Frags(A). As
mentioned earlier, we define Fpy,45(4) as the sigma-algebra on Frags(A) generated by €.

Also, for every pair of execution fragments o; and ap, if a; and ay are non-comparable, then C,, UC,,
is not a cone, while if a; and a9 are comparable, Cy,, and C,, are not disjoint. Hence, sigma-additivity
is trivially ensured by €, on €. Now, let us generate the appropriate sigma-algebra Fryg4) On
Frags(A) and let us extend €50 t0 Frrggs(4)-

— Let F1(€) be the be the family containing (), Frags(A), and all C' C Frags(.A) such that either
C € € or Frags(A)\C € %.

There exists a unique extension ef,,a of €54 to F1(%). Indeed, there is a unique way to extend the
measure of the cones to their complements since for each o, ef,, o(Cor) +ef,7a(Fmgs(A) \Cy) =1.
Therefore €-.  coincides with €s,0 On the cones and €' s defined to be 1 — ¢ (Cy) for the

o,a o,x o,
complement of any cone C, . By countably branching structure of Frags(A) (Q4 and acts(.A)
are both countable), the complement of a cone is a countable union of cones. Indeed, let
o' € Frags*(A),Cy € €, then Frags(A)\Cy = U C,». Hence, o-additivity

o' € Frags* (A),o’' &a’ Ao/ Lo’
is preserved.

— Let F»(%€) be the family containing all finite intersections of elements of F;(%). There exists a
unique extension 6?@ of e;a to F»(%¢). Indeed, let us fix a pair of execution fragments «; and
ag, if a1 and ay are non-comparable, then Cy, N C,, = 0 is not a cone, while if o and ay are
comparable, let say a1 < ag, then Cy, N Cy, = C,,. Thus, the intersection of finitely many sets
of F}(%) is a countable union of cones. Therefore o-additivity enforces a unique measure on the
new sets of F1(%).

— Let F3(%) be the family containing all finite unions of disjoint elements of F5(%) .
There exists a unique extension eﬁ,”a of ef};a to F»(%). Indeed, there is a unique way of assigning
a measure to the finite union of disjoint sets whose measure is known, i.e., adding up their

measures. Since all the sets of F3(%’) are countable unions of cones, o-additivity is preserved.

3. We are not aware of such an adaptation in the literature. This concise presentation might have its own pedagogical
interest
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— Clearly, F3(%¢) is a field on Frags(A), i.e. it is a family of subsets of Frags(A) that contains
0, Frags(A), and that is closed under complementation and finite union. Fppggs(4y is defined as
the smallest sigma-algebra containing F3(%’). (This is also the smallest o-algebra containing €).
By famous Carathéodory’s extension theorem [Dud04], there exists a unique extension e, of
ef,”a to the sigma-algebra Fpqgs4) (defining ef;ja( H-J Ey) = Z eija(Ek))

keN keN

o . . . . )
In the remaining, we abuse the notation and use €, to denote its extension €, O F Frags( A)-

Limit We can remark that

— Vo' € Frags*(A),{a'} = Cy \ ( U Cyr).
o' € Frags* (A),a/ <a'
— Va' € Frags®(A),{d'} = Frags(A) \ (U U Cor).

i€N o’ € Frags* (A),o/|i<a’ o' |ip170" [i41

Hence Vo' € Frags(A),{c/} € Fpgsa)-

Necessarily, we have Va/ € Frags’(A), €, a(a’) = lim;€oa(a’l;). Let us note that the limit is
well-defined, since Vi € N, (1) €5.0(c|i+1) < €5.0(a’];) and (2) €50 (/i) > 0.

Notations We call the state fstate(o) the first state of €5, and denote it by fstate(esq). If o
consists of the start state g4 only, we call ¢, , a probabilistic execution of A. Let ;1 be a discrete
probability measure over F'rags*(A). We denote by ¢, ,, the measure Z p(a) - €54 and we say

a€supp(u)
that e, , is generated by o and p. We call the measure €,, a generalized probabilistic execution

fragment of A. If every execution fragment in supp(u) consists of a single state, then we call €, a
probabilistic execution fragment of A.

The collection F'(€pgecs(4)) of sets obtained by taking the intersection of each element in F3(%’) with
Ezecs(A) is a field in Ezecs(A). We note Fgyecq(4) the smallest sigma-algebra containing F'(€gyecs(4))-
In the remaining part of the thesis, we will mainly focus on probabilistic executions of A of the form
€ = €565, = €o,q4- Hence, we will deal with probablistic space of the form (Evecs(A), Fpecs(A)s €o)-

b
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Figure 3.23. — Non-deterministic execution requires a scheduler

The scheduler allows us to solve the pure non-determinism, by triggering an action among the enabled
ones. Typically after execution o = ¢° d ¢*%, the actions e and f are enabled and the probability to
take one transition is given by the scheduler o that computes o ().
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Scheduler Schema Without restriction, a scheduler could become a too powerful deamon for prac-
tical applications. Hence, it is common to only consider a subset of schedulers, called a scheduler
schema. Typically, a classic limitation is often described by a scheduler with "partial online informa-
tion". Some formalism has already been proposed in [Seg95b] (section 5.6) to impose the scheduler
that its choices are correlated for executions fragments in the same equivalence class where both the
equivalence relation and the correlation must to be defined. This idea has been reused and simplified
in [CCKT06b] that defines equivalence classes on actions, called tasks. Then, a task-scheduler (a.k.a.
"off-line" scheduler) selects a sequence of tasks 77, Ty, ... in advance that it cannot modify during the
execution of the automaton. After each transition, the next task T; triggers an enabled action if there
is no ambiguity and is ignored otherwise. One of our main contributions, the theorem of monotonic-
ity of dynamic creation/destrution of PSIOA with implementation relationship is ensured only for a
certain scheduler schema, so-called creation-oblivious. However, we will see that the practical set of
task schedulers is not composed of creation-oblivious schedulers only.

Definition 83 (scheduler schema). A scheduler schema is a function that maps every PSIOA (resp.
PCA) A to a subset of schedulers(A).

3.6.2. Implementation

In last subsection, we have defined a measure of probability on executions with the help of a scheduler
to resolve the pure non-determinism. Now we can define the notion of implementation. The intuition
behind this notion is the fact that any environment £ that would interact with both A and B, would
not be able to distinguish A from B. The classic use-case is to formally show that a (potentially very
sophisticated) algorithm implements a specification.

For us, an environment is simply a partially-compatible automaton, but in practice, he will play the
role of a "distinguisher".

Definition 84 (Environment). A probabilistic environment for PSIOA A is a PSIOA £ such that A
and € are partially-compatible. We note env(A) the set of environments of A.

Now we define insight function which is a function that captures the insights that could be obtained
by an external observer to attempt a distinction.

Definition 85 (insight function). An insight-function is a function f( ) parametrized by a pair (€, A)
of PSIOA where € € env(A) s.t. fe 4y is a measurable function from (Execs(E||A), Frpees(|la)) to
some measurable space (G(&A),]:G(&A)).

Some examples of insight-functions are the trace function and the environment projection function.
In cryptography, the insight function can be the occurence or the absence of an explicit "accept"
action triggered by the environment depending on whether he thinks he is interacting with the (real)
automaton A or the (ideal) automaton B.

Since an insight-function f(  is measurable, we can define the image measure of €, , under f(g 4),
i.e. the probability to obtain a certain external perception under a certain scheduler ¢ and a certain
probability distribution p on the starting executions.

Definition 86 (f-dist). Let f( y be an insight-function. Let (£,A) be a pair of PSIOA where £ €
env(A). Let pi be a probability measure on (Execs(E||A), Frgees(e||4)), and o € schedulers(E||A). We
define f-distc 4)(0, 1), to be the image measure of €5, under fc 4y (i.e. the function that maps any
C € FGpy to eo,u(f(_g}A)(C)) ) . We note f-distg a)(0) for f-distie 4)(0,0q..4)- We slightly abuse
the notation by defining f-diste 4)(0)(C) =0 if C & Fg , 4 -
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Now we define the notion of balanced schedulers, which will help to capture the incapacity of an
environment to distinguish two situations under two so-called balanced schedulers.

Definition 87 (balanced schedulers). Let f be an insight function. Let A and B be two PSIOA
(resp. PCA), let £ € env(A) Nenv(B), let o,0’ be schedulers of E||A and E||B respectively. Let
e € RZY. We note JB(%A,B),f‘T,’ if for every "external perception" ¢ € range(fe 4y) Urange(fe s));

|(f-dist e p)(0')(C) = f-diste a)(0)(Q))] < e.

We can remark schedulers are "perfectly balanced", noted O'B(Sg(? AB), fa’, if V¢ € range(fe ) U
range(fie py) » f-diste g)(0")(C) = f-diste ay(0)(C)-

Also, we could consider an alternative definition where O'B(S; AB) fa', if for every set of "external

perceptions' ¢ C range(f(s a)) Urange(fep)), |(f-dist py(o')(C) — f-distg 4y(c)(¢))| < e. Such a
definition might be more desirable for monotonicity of dynamic creation/destruction of PSIOA with
approximate implementation relationship.

<e
-

Next lemma simply states that the relationship B(g ) between balanced schedulers is transitive.

Lemma 9 (B(Sga. . transitivity). Let f be an insight function. Let A,B,C be three PSIOA (resp.

PCA), let € € env(A)Nenv(B)Nenv(C), let 0,0, 0" be schedulers of E||A, E||B, and E||C respectively.
Let €12, 93,613 € RZ0 with 13 = €12 + e23. If UB(SSE,XB),J”U/ and U’Bé‘f?’c)’fa”, then UB(SSE,XC)JUN

Proof. Let ¢ C range(f(e ay)Urange(f(e c)), then ¢ C range(f(e a))Urange(fe 5)) and ¢ C range(f(g ))U
range(f(sc))- By the triangle inequality, |( f-dist ¢ c) (a”)(g)—f—dist(&A)(a)(g))] < |(f—dist(g,c)(a”)(§)—

f-diste gy (a") ()4 |(f-diste py(0")(C) — f-dist(e ay(0)({))] < €12 + €23. O

We can see the next definition of f-implementation as the incapacity of an environment to distinguish
two automata if it uses only information filtered by the insight function f.

Definition 88 (f-implementation). Let f(_ ) be an insight-function. Let S be a scheduler schema. Let
¢ € RZ%. We say that A f-implements B according to S with approximation &, noted A Sf’f B, if

VE € env(A) Nenv(B), Vo € S(E||A), o’ € S(E]|B), UB(%; AB).fO

This definition is a formal generalisation of the informal definition of implementation that says that a
(real) system .4 implements a (ideal) system B iff for every way of resolving the pure non-determinism
in the A-world, there exists a way of resolving the pure non-determinism in the B-world, such that
the two worlds are undistinguishable from an external point of view.

We would like to state a natural sufficient condition to obtain composability of f-implementation.

Definition 89 (Possible definitions of stability by composition). Let f( ) be an insight-function. Here
are several possible definitions of "stability by composition".

1. for every triplet of PSIOA (resp. PCA) (A,B,£), s.t. B € env(A) and & € env(B||A), fep)a) =
feB)° feB.a-

2. for every quadruplet of PSIOA (resp. PCA) (A1, A2, B,E), s.t. B € env( A1) Nenv(Az) and € €
env(B||A1) Nenv(B||Az), for every (C1,Ca) € Frgees(e||BllA1) X FEvees(E||Bl|A2) f(€]1B,.41)(C1) =
fe118,42)(C2) = [f(e,8141)(C1) = [£,8]145)(C2).

3. for every triplet of PSIOA (resp. PCA) (A,B,€£), s.t. B € env(A) and € € env(B||.A), for every
C,C" € Frgeese||Bll4), fe8,4(C) = fe8.4)(C") = fe.814)(C) = fe,p.4)(C).
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4. for every quadruplet of PSIOA (resp. PCA) (A1, As,B,E), s.t. B € env(A1) Nenv(Az) and
& € env(B|| A1) Nenv(B||Az), for every o,0" scheduler of E||B||A1 and E||B|| Az respectively,
Ve € R, 0B 4y 4011 = OB mjas 114,
Lemma 10.  — (1) implies (2)
— (2) implies (3)

— (1) implies (4)

Proof.  — (1) implies (2) Let C1, Co € Frpecs(e||BllA1) X F Eecs(€]1B]142), We n0te D £ fe 4,)(C1) =
f(e)18,4,)(C2) by assumption. Hence, fie 5)1.4,)(C1) = (fe,8) © fie5,.4,))(C1) = f(e,5)(D), while
fie.B)142)(C2) = (fe,B) © fe)1B,42))(C2) = fie,5) (D), which gives the desired result.

— (3) implies (2) Take A; = A,
— (1) implies (4) Let ¢ € | J range(fepja,)- Let ¢ = f(_g?B)(C)' | f-dist (e gja,)(0)(C) — f-
ie{1,2}
dist (e g||ay) (0) ()] = | f-dist(g)3,4,)(0)(() — f-dist(g)p.a,)(0')(()] < €

O]

The expression 4 is what we want for composability of implementation, but property 3 is used in
lemma 46. for the monotonicity theorem. Moreover, the expression 1 is simple to understand. The
perception of € of the system W £ &||B||A is the perception of £ of the perception of £||B of the
system W. This why we keep this first expression.

If an insight function is stable by composition, it is said to be a perception-function.

Definition 90 (Perception function). A perception-function is an insight function f( ,, such that
for every triplet of PSIOA (resp. PCA) (A,B,£), s.t. B € env(A) and € € env(B||A), fiena) =

fe.B) © fe|B,4)-

This property captures the fact that an environment £ does not have a greater power of distinction
than & composed with another system B, which is quite intuitive. Any reasonable function that
captures the perception of an automaton A by an environment £ € env(A) should be a perception
function.

Substitutability We can restate the classic theorem of composability of implementation in a quite
general form.

Theorem 3 (Implementation composability). Let f( ) be a perception-function. Let ¢ € R=0 Let S
be a scheduler schema. Let Ay, As, B be PSIOA, s.t. Ay Sf’f Ao, If B € env(Ay) Nenv(As), then
Bl|A; <27 B]| As.

Proof. If £ is an environment for both B||.A; and B|| Az, then &' = £||B is an environment for both A;
and Ajy. By associativity of parallel composition, we have for every i € {1,2}, (£||B)||.A; = £||(B]|.A;).
Since A; <2 Ay, for any scheduler o € S((£||B)|]A1), there exists a corresponding scheduler
o € S((&]|B)||A2), s.t. GB(SSEHB,ALAQ)JUI' Thus, by stability by composition, for any scheduler

o € S(E]|(B]|A1)), there exists a corresponding schedule o’ € S(€]|(B||A2)), s.t. UB(SSEBHAl Bl A2) fo",
which ends the proof. O

We also want to restate the classic theorem of f-implementation transitivity in the same form.
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Theorem 4 (Implementation transitivity). Let S be a scheduler schema. Let f ) be an insight-
function. Let €19, 93,13 € RZY with e15 = €19 + €93. Let Ay, Ag, Az be PSIOA, s.t. Ay Sflg Ao and
As <5f As, then A; <Sf As.

—€23 —€13

Proof. Let € € env( A1) Nenv(As).
Case 1: € € env(Az). Let o1 € S(E]|A1) then, since A; <%/ A, there exists o2 € S(E||Az), s.t.

Sepn
<e : S, : <e
UlB(&,fl,Az),fUQand since As Sslg As, there exists o3 € S(£]||A3) s.t. 023(5’227A3)7f03and so for every

o1 € S(E]|A1) ,there exists o3 € S(E]]A3) s.t. alB(%j’l 4s),703 by lemma 9, ie. A <3S As.

—€13
Case 2: € ¢ env(Az). A renaming procedure has to be performed before applying Case 1.

Let A = {&, A1, Az, A3}. We note acts(A) = U acts(B). We use the special character ® for our
BeA
renaming which is assumed to not be present in any syntactical representation of any action in acts(A).

We note i, the action renaming fonction s.t. Vg € Qg, Va € sig(£)(q), if a € int(E)(q), then
rint(q)(a) = a@int and 7int(q)(a) = a otherwise. Then we note £ = r;,: ().

If & and As are not partially-compatible, it is only because of some reachable state (qe,qa,) €
Qe X Qa, s.t. out(A2)(qa,) Nout(E')(qe) # 0. Thus, we rename the actions for each state to avoid
this conflict.

We note 7oy the renaming function for £, s.t. Vge € Qe, Va € sig(€)(qe), rout(qe)(a) = a@out if
a € out(€)(ge) and a otherwise. In the same way, We note, for every i € {1,2,3} 7%, the renaming
function for A;, s.t. Vga, € Qu,, Va € @(Al)(q&) Tin(qa,)(a) = agout if a € in(A;)(qa,) and
a otherwise. By lemma 2, £&” £ r,(E') is a PSIOA. Finally, £&” and A = r!,(A;) are obviously
partially-compatible (and even compatible) for each i € {1, 2, 3}.

There is an obvious isomorphism between £”||A} and £||.A; and between £”||A% and £||.A3 that allows
us to apply case 1, which ends the proof.

O]

The two last theorems allow stating the classical theorem of substitutability.

Theorem 5 (Implementation substitutability). Let f( ) be a perception-function. Let S be a scheduler
schema. Let q4,6p,60c € RZY with e. = €4 + €. Let Ay, Ag, By, By be PSIOA (resp. PCA), s.t.
Aq Sf;f Ao and By SESZ;f Bs. If both By and By are partially compatible with both Ay and As then

Ai||Br <27 As)|Bs.

Proof. By theorem 3 of implementation composability, 41|51 <5f As||By and Al |B; <5 As||Bs.

—Eq —¢€p

By theorem 4 of implementation transitivity A;||B; <>/ Ay||Bs. O

—€c

Trace and projection on the environment are perception-functions

Proposition 8 (trace is measurable). Let A be a PSIOA (resp. PCA).

tracea : (Evecs(A), Fgpecs(a)) = (Traces(A), Frpraces(a)) is measurable.

Proof. This is enough to show that V3 € Traces™(A), trace;\l(CB) € Fhrecs(A)- Yet, trace;ll(CIg) =

U C,. Hence, this is a countable union of cones of executions of A, i.e. an element
o€ Ezecs™ (A),trace 4 (a)=p
of ]:Execs(.A)' O
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Proposition 9 (projection is measurable). Let A be a PSIOA (resp. PCA) and &€ € env(A).

p""Oj(&A) . { &Execs(gHA)?fExecs(SH.A)) : gEfzcs(g)vazecs(é')) is measurable.

Proof. This is enough to show that Vo € Evecs™(£), proj(;A)(Ca/) € FEpees(e)|A)- Yet, proj(jgl’A)(Ca/) =

U C\. Hence, this is a countable union of cones of executions of £||A, i.e. an element
a€Ezecs* (A),alE=a’
of ]:Execs(é'HA)' 0

Lemma 11 (projection is a perception function). The function proj.,) parametrized with PSIOA
E, A where £ € env(A) is a perception function.

Proof. — (measurability) Immediate by proposition 9.
— (stability by composition) in the sense 1 of definition 89 Let A be a PSIOA (resp. PCA). Let
B € env(A), € € env(B||A). Let a € Ezxecs(E||B||A), clearly a | € = (a | (€]|B)) | €.

O]

We have the same kind of result for the trace function, which is more often used for the perception
function in practice.

Lemma 12 (trace is a perception function). The function trace( ) parametrized with PSIOA £, A
where £ € env(A) (with tracee 4 = traceg| a)) is a perception function.

Proof. — Immediate by proposition 8.

— (stability by composition) in the sense 3 and 4 of definition 89. The result is even more trivial
since for every triplet of PSIOA (A, B,&), s.t. B € env(A), £ € env(B||A), tracee g4 =
lraceg||B,4)

O

Thus, given an environment & of A probability measure p1 on Fpgees(e|.4), and a scheduler o of (E]|.A)
we define pdist(g_ay(o, 1) = proj-diste 4)(o, 1), to be the image measure of €5, under proje 4y. We
note pdist g 4)(0) for pdist(g 4)(0, g/ 4)-

This choice that slightly differs from tdist(e ay(o,p) = trace-diste a)(o,p) used in [CCKT07], is
motivated by the achievement of monotonicity of p-implementation w.r.t. PSIOA creation.

The combination of theorems 2 and 5 allow to study dynamic probabilistic distributed systems in a
modular manner. For "horizontal interactions' in the "same layer"', we can substitute a specification
with a concrete protocol without losing hyper-properties. However, can we perform the same kind
of susbtitution for "vertical interactions" at "different layers"? This question is discussed in the next
section.
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3.7. Introduction on PCA corresponding w.r.t. PSIOA A, B to introduce
monotonicity

Here, we take an interest in PCA X 4 and Xpg that differ only on the fact that B supplants A in Xg.

3.7.1. An informal statement of the theorem

Definition 91 ((Informal) corresponding w.r.t. A, B). Intuitively, X 4 and Xp are corresponding
w.r.t. A, B, noted XAAVBXB if they differ only in that X 4 dynamically creates and destroys automaton

A instead of creating and destroying automaton B as Xp does. Some technical minor assumptions
have to be verified:

1. config(Xa)(gx,) <ap config(Xp)(Gxy): The associated configuration of respective start states
are identical except that the automaton B supplants A but with the same external signature.

2. X4, Xp are creation&hiding-corresponding w.r.t. A, B: the two PCA hide some output actions
and create some PSIOA in the same manner, excepting for the creation of B that supplants the
creation of A.

3. VK € {A,B}, Yq € Qx,. , for every K-exclusive action a at state q, created(Xi)(q)(a) = 0,
where a KC-exclusive action is an action which is in the signature of sub-automaton IC only.

4. (Technical)

a) VK € {A, B}, Xx is K-conservative: Fach state of Xy is perfectly defined by its configura-
tion deprived of sub-automaton K and external actions of K are not hidden.

b) VK € {A, B}, Xx is K-creation explicit: the creation of K is equivalent to the triggering of
an action in a dedicated set.

We would like to state the monotonicity of PSTOA creation with p-implementation. However, it holds
only for a specific class of schedulers, so-called creation-oblivious that do not take into account the
visited states and the triggered exclusive actions of a sub-automaton before its last destruction to
output the next action to trigger.

Definition 92 ((Informal) creation-oblivious scheduler). Let A be a PSIOA, W be a PCA, & €
schedulers(W). We say that 6 is A-creation oblivious if for every triplet (&y,ds,as) s.t. (1)
Istate(Gn) = Istate(aa) = fstate(as) and (2) &1 and &g differ only on A-exclusive actions and vis-
ited states of sub-automaton A, then (3) &(a] a3) = &(a5 as). A creation oblivious scheduler is a
A-creation oblivious for every PSIOA A. The scheduler schema that outputs only creation oblivious

oblivious scheduler is denoted S,.

The formal definitions of the two last concepts are defined in the remaining part of this section. It is
crucial to limit the power of the scheduler to decompose the measure of a class of comportment as a
function of measures of classes of shorter comportment where no creation of A or B occurs excepting
potentially at very last action. This reduction is more or less necessary to obtain monotonicity of
dynamic creation/destruction:

Theorem 6 (monotonicity with p-implementation Soso’p). Let A, B be PSIOA, let X4, Xg be PCA.Let
So be the schema of creation-oblivious schedulers and p = proj_ .

If (1) A <SP B and (2) Xa 9, X5, then (3) X <5o® X,
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3.7.2. Naive correspondence between two PCA

We formalize the idea that two configurations are identical except that the automaton B supplants A
but with the same external signature. The following definition comes from [AL16].

Definition 93 (< 4p-corresponding configurations). (see figure 4.11) Let ® C Autids, and A,B
be PSIOA identifiers. Then we define ®[B/A] = (¢ \ A) U{B} if A € &, and P[B/A] = & if
A ¢ ®. Let C,D be configurations. We define C' <ag D iff (1) auts(D) = auts(C)[B/A], (2)
for every A" ¢ auts(C) \ {A} : map(D)(A") = map(C)(A"), and (3) ext(A)(s) = ext(B)(t) where
s = map(C)(A),t = map(D)(B). That is, in <ag-corresponding configurations, the SIOA other than
A, B must be the same and must be in the same state. A and B must have the same external signature.
In the sequel, when we write ¥ = ®[B/A], we always assume that B ¢ ® and A ¢ V.

a N u c v e A P
o4 = - int:g int:h int:k
d 2 1 O. m

a ¢ " e )
3 - B £
D [= I int:g > int:h 3 int:n, o —>
e Y =) B> e

—/

Figure 3.24. — <45 corresponding-configuration

Remark 3. It is possible to have two configurations C, D s.t. C <qa D. That would mean that C
and D only differ on the state of A (s or t) that has even the same external signature in both cases

ext(A)(s) = ext(A)(t), while we would have int(A)(s) # int(A)(t).

Now, we formalize the fact that two PCA create some PSIOA in the same manner, except for B that
supplants A. Here again, this definition comes from [AL16].

Definition 94 (Creation corresponding configuration automata). Let X,Y be PCA and A,B be
PSIOA. We say that X,Y are creation-corresponding w.r.t. A, B iff
1. X never creates B and Y never creates A.

2. Let (a,m) € Exvecs™ (X)X Ezecs™(Y) s.t. tracea(a) = tracep(m). Let q = Istate(a), q = Istate(r).
Then Va € sig(X)(q) Nsig(Y)(q) : created(Y)(q')(a) = created(X)(q)(a)[B/A].

In the same way, as in definition 94, we formalize the fact that two PCA hide some output actions in
the same manner. Here again, this definition is inspired by [AL16].

Definition 95 (Hiding corresponding configuration automata). Let X,Y be PCA and A, B be PSIOA.
We say that X,Y are hiding-corresponding w.r.t. A, B iff

1. X never creates B and Y never creates A.

2. Let (o, ) € Ezecs™(X)x Ezecs*(Y) s.t. trace(a) = traceg(r). Let q = Istate(a), ¢’ = Istate(r).

=t
Then hidden-actions(Y)(q") = hidden-actions(X)(q).
Next definition is the immediate conjunction of the two previous ones.

Definition 96 (creation&hiding-corresponding). Let X,Y be PCA and A, B be PSIOA. We say that
XY are creation&hiding-corresponding w.r.t. A, B, if they are both creation-corresponding and hiding-
corresponding w.r.t. A, B
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Now we define the notion of A-exclusive action that corresponds to an action which is in the signature
of A only. This definition is motivated by the fact that monotonicity induces that A-exclusive (resp.
B-exclusive) actions do not create automata. Indeed, otherwise two internal actions a and a’ of A and
B respectively could create different automata C and D and break the correspondence.

Definition 97 (A-exclusive action). Let A € Autids, X be a PCA. Letq € Qx, (A,S) = config(X)(q),
act € sig(X)(q). We say that act is A-exclusive at state q if for every A € A\ {A}, act ¢
sig(A)(S(A")) (and so act € sig(A)(S(A)) only).

The previous definitions 93, 94, 95 and 97 allow us to define a first (naive) definition of PCA corre-
sponding w.r.t. A, B.

Definition 98 (naively corresponding w.r.t. A, B). Let A,B € Autids, X4 and Xg be PCA we say
that X4 and Xp are naively corresponding w.r.t. A, B, if they verify:

1. config(Xa)(qx,) <ap config(Xp)(qxy)-
2. X4, Xp are creation&hiding-corresponding w.r.t. A, B

3. (No ezclusive creation from A and B) for each KK € {A,B}, Vg € Qx, , for every K-exclusive
action a, created(Xx)(q)(a) =0

However, the PSIOA creation is not proved monotonic with the p-implementation relationship (in-
troduced in subsection 3.6.2) without some additional technical assumptions informally introduced in
defintion 91 and presented in next subsection 3.7.3. Roughly speaking, it allows to 1) define a PCA
Y = X \ {A} that corresponds to X "deprived" of A and 2) define the composition between Y and
A, 3) avoiding some ambiguities during the construction. In the first instance, the reader should skip
the next subsection 3.7.3 on conservatism and keep in mind the intuition only. This sub-section 3.7.3
can be used to know the assumptions of the theorems of monotonicity and use them as black boxes.
The assumptions will be recalled during the proof.

3.7.3. Conservatism: the additional assumption for relevant definition of
correspondence w.r.t. A, B

This subsection aims to define the notion of A-conservative PCA, informally introduced in definition
91, item 4a.

Some definitions relative to configurations In the remaining, it will often be useful to reason on
the configurations. This is why we introduce some definitions that will be used again and again in the
demonstrations.

The next definition captures the idea that two states of a certain layer represent the same situation
for the bottom layer.

Definition 99 (configuration-equivalence between two states). Let K, K’ be PCA and (q,q') € Qk %
Q. We say that q and ¢' are config-equivalent, noted qReonrq’, if config(K)(q) = config(K')(¢).
Furthermore, if

— config(K)(q) = config(K')(q),
— hidden-actions(K)(q) = hidden-actions(K')(q') and
- Va € sig(K)(a) = 5ig(K") (o), ereated(K) (q)(a) = ereated(K')(g')(a),

we say that ¢ and ¢’ are strictly-equivalent, noted qRstrictq -
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Now, we define a special subset of PCA that do not tolerate different configuration-equivalent states.

Definition 100 (Configuration-conflict-free PCA). Let K be a PCA. We say K is configuration-
conflict-free, if for every q,q¢' € Qg s.t. chonfq’, then q = ¢'. The current state of a configuration-
conflict-free PCA can be defined by its current attached configuration.

For some elaborate definitions, we found it useful to introduce the set of potential output actions of
A in a configuration config(X)(q) coming from a state ¢ of a PCA X:

Definition 101 (potential ouput). Let A € autids. Let X be a PCA. Let ¢ € Qx. We note pot-
out(X)(q)(A) the set of potential output actions of A in config(X)(q) that is

— pot-out(X)(q)(A) = 0 if A & auts(config(X)(q))

~ pot-out(X)(a)(A) = out(A) (map(con fig(X)(q))(A)) if A € auts(con fig(X)(q))

Here, we define a configuration C' deprived of an automaton A in the most natural way.

Definition 102 (C'\ {A} Configuration deprived of an automaton). C' = (A,S). C'\ {A} = (A’,S')
with A" = A\ {A} and S’ the restriction of S on A’

The two last definitions 101 and 102 allows us to define in compact way a new relation between states
that captures the idea that two states ¢ € Qx and ¢’ € Qy are equivalent modulo a difference uniquely
due to the presence of automaton A in config(X)(q) and config(Y)(q).

Definition 103 (RMA} relationship (equivalent if we forget A)). Let S = {Qx|X is a PCA } be the
set of states of any PCA. Let A € Autids. We defined the equivalence relation Rééﬁ and R(\:i;:lf} on S
defined by VX, Y PCA, ¥(qx,qv) € Qx x Qy :
A . .
— axRyllay <= config(X)(ax) \ {4} = config(¥)(ay) \ {A}

- qXR;f;?c}tqy <= the conjonction of the 3 following properties:

e xR ay

o Ya € 5ig(X)(gx) N 5ig(Y)(ar), ereated(Y)(ay)(a) \ {A} = ereated(X)(gx)(a) \ {A}
e hidden-actions(X)(qx)\pot-out(X)(qx)(A) = hidden-actions(Y)(qy ) \pot-out(Y)(qy)(A)

A-fair and A-conservative: necessary assumptions to authorize the construction used in the proof
Now, we are ready to define A-fairness and then .A-conservatism.

A A-fair PCA is a PCA s.t. we can deduce its current properties from its current configuration
deprived of A. This assumption will allow us to define Y = X \ {4} in the proof of monotonicity.

Definition 104 (A-fair PCA). Let A € Autids. Let X be a PCA. We say that X is A-fair if

— (configuration-conflict-free ) X is configuration-conflict-free.

— (no conflict for projection) Vqx,qx € Qx, s.t. qXRziff}q'X then qXR;{;?C];qg( .

— (no exclusive creation by A) Vgx € Qx, Va € sig(X)(qx) A-exclusive in qx,
created(X)(gx)(a) =0

This definition 104 allows the next definition 105 to be well-defined. A A-conservative PCA is a A-fair
PCA that does not hide any output action that could be an external action of A. This assumption
will allow us to define the composition between A and Y = X \ {A} in the proof of monotonicity.

Definition 105 (A-conservative PCA). Let X be a PCA, A be a PSIOA. We say that X is A-
conservative if it is A-fair and Vq € Qx, C = config(X)(q) s.t. A € auts(C) and map(C)(A) = q4,
hidden-actions(X)(q) Next(A)(qa) = 0.
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3.7.4. Corresponding w.r.t. A, B

We are closed to state all the technical assumptions to achieve monotonicity of PSIOA creation with
p-implementation. We introduce one last assumption so-called creation-explicitness, used in section
4.5 to reduce implementation of Xp by X 4 to implementation of B by A.

Intuitively, a PCA is A-creation-explicit if the creation of a sub-automaton A is equivalent to the
triggering of action in a dedicated set. This property will allow obtaining the reduction of lemma 56.

Definition 106 (creation-explicit PCA). Let A be a PSIOA and X be a PCA. We say that X is
A-creation-explicit iff: it exists a set of actions, noted creation-actions(X)(A), s.t. Vgx € Qx,
Va € sig(X)(gqx), if we note Ax = auts(config(X)(qx)) and ¢x = created(X)(qx)(a), then A ¢
Ax NA € px <= a € creation-actions(X)(A).

Now we can define new (non naive) correspondence w.r.t. PSIOA A, B to define (non naively)
monotonic relationship.

Definition 107 (XAAVBXB). Let A, B € Autids, X4 and Xg be PCA we say that X4 and Xg are
corresponding w.r.t. .A; B, noted XAAVBXB, if 1) they are naively corresponding w.r.t. A, B, 2) they

are A-conservative and B-conservative respectively and 8) they are A-creation explicit and B-creation
explicit respectively, i.e. they verify:

1. config(Xa)(gx,) <aB config(Xp)(qx,) in the sense of definition 93.
2. X 4, Xp are creation&hiding-corresponding w.r.t. A, B, in the sense of definition 96.

3. VK € {A,B}, Vq € Qx, , for every K-exclusive action a at state q (in the sense of definition
97), created(Xi)(q)(a) = 0.

4. (Technical)

a) VK € {A, B}, Xx is K-conservative in the sense of definition 105.
b) VK € {A, B}, Xk is K-creation explicit in the sense of definition 106.

Definition 108 (Preorder allowing monotonicity of PSIOA creation). Let P be a preorder on PSIOA
and PCA. We say that P allows monotonicity of PSIOA creation if for every pair of PSIOA (A, B) and
every pair of PCA (X 4, Xp), we have: (1) (A,B) € P and (2) XAAVBXB implies (3) (Xa,XB) € P.

We would like to claim that p-implementation allows monotonicity of PSIOA creation, but it holds
only for a certain class of schedulers, so-called creation-oblivious introduced in next subsection 3.7.5.

3.7.5. Creation-oblivious scheduler

Here we present a particular scheduler schema, that does not take into account previous exclusive
actions of a particular sub-automaton to output its probability over transitions to trigger.

We start by defining strict oblivious-schedulers that output the same transition with the same prob-
ability for pair of execution fragments that differ only by prefixes in the same class of equivalence.
This definition is inspired by the one provided in the Segala’s thesis but is more restrictive since we
require strict equality instead of a correlation (section 5.6.2 in [Seg95b]).

Definition 109 (oblivious scheduler). Let W be a PCA or a PSIOA, let 6 € schedulers(W) and let
= be an equivalence relation on Frags* (W) verifying Vai, és € Frags*(W) s.t. a1 = o, lstate(a;) =
Istate(ay) . We say that & is (=)-strictly oblivious if Yé, G, a3 € Frags*(W) s.t. 1) oq = ag and
2) fstate(as) = lstate(aa) = Istate(ay), then 6(a] a3) = 6(a, ag3).
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Now we define the relation of equivalence that defines our subset of creation-oblivious schedulers.
Intuitively, two executions fragments ending on A creation are in the same equivalence class if they
differ only in terms of exclusive actions of A.

Definition 110 (@ = &'). Let A be a PSIOA, and W be a PCA. For every &,&’ € Frags*(W), we
say & =4 & iff:
1. &,d both ends on A-creation.

2. & and & differ only in the A-exclusive actions and the states of A, i.e. p(a) = p(a') where
w@ = q%atq...a"q") € Frags* (W) is defined as follows:
— remove the A-exclusive actions
— replace each state §' by its configuration Config(W)(g) = (A%, SY)
— replace each configuration (A%, S%) by (A%, SY)\ {A}
— replace the (non-alternating) sequences of identical configurations (due to A-exclusiveness
of removed actions) by one unique configuration.

More formally, 1 can be recursively defined as follows:
= pl(@) = Config(W)(q) \ {A} if 6 =G € Qy
~ u(Gag) = { pw(@)a(Config(W) () \ {A}) if a is not A-exclusive

w(@) otherwise.
3. lstate(a) = lstate(&)

Remark 4. We can remark that the items 3 can be deduced from 1 and 2 if X is configuration-conflict-
free.

Definition 111 (creation-oblivious scheduler). Let A be a PSIOA, W be a PCA, & € schedulers(W).

We say that & is A-creation oblivious if it is (=4 )-strictly oblivious.

We say that & is creation-oblivious if it is A-creation oblivious for every sub-automaton A of W

(A € U auts(config(W)(q))). We note S, the function that maps any PCA W to the set of
qE€EQ

creation-oblivious schedulers of W.

We have formally defined our notion of creation-oblivious scheduler. This will be a key property
to ensure lemma 56 that allows reducing the measure of a class of comportment into a function of
measures of classes of shorter comportment where no creation of A or B occurs excepting potentially
at very last action. This reduction is more or less necessary to obtain monotonicity of implementation
relation:

Theorem 7 (SOS"’p allows monotonicity). Let A,B be PSIOA, let X4, Xp be PCA. Let S, be the
scheduler schema of creation-oblivious schedulers and p = proj_ .

If A ngp B and XAAVBXB, then X 4 gg"’p Xz.

The next chapter is dedicated to the proof of this theorem 7. We start by defining in section 4.1
a morphism between executions of automata, so-called ezecutions-matching, that preserves structure
and measure of probability under alter ego schedulers. Next, we define in section 4.2 the notion of an
automaton X 4 deprived of a PSIOA A, noted X 4\{.A}. Furthermore, we show in section 4.3 that there
is an executions-matching from a PCA X 4 to (X4 \ {A})||A*" where A*" is the simpleton wrapper
of A, i.e. a PCA that only handle A. The section 4.5 uses the morphism of section 4.3 to reduce the
implementation of Xz by X 4 to the implementation of B by A and finally obtain the monotonicity of
implementation w.r.t. PSIOA creation. Finally section 4.6 explains why the task-scheduler introduced
in [CCK107] is not creation-oblivious.
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3.8. Summary

In this chapter, we introduced Dynamic Probabilistic I/O Automata. The model naturally merges
Dynamic I/O Automata of Attie et Lynch [AL16] and Probabilistic I/O Automata of Segala et al.
[Seg95b, CCKT06b, CCK'18] with each other. The first main result is theorem 2 that ensures that
the composition of two (partially-compatible) dynamic automata is itself a dynamic automaton. This
comes with the associated constraints that link a dynamic automaton with a configuration, keeping
track of the evolving set of elements of a lower level with their associated current states. Then,
benefiting from well established probabilistic observational semantic [Seg95a, LSV03], it was easy to
reformulate composability results for dynamic automata, namely in theorem 5 of substitutability of
implementation relationship SES '/ for any "perception function" f(.,.), which is a function, characterizing
the observational semantic, that ensures the very natural property that an environment £ does not
have a power of perception greater than an environment £||B for an arbitrary automaton B (gf T s
then a precongruence for parallel composition ||). We exhibit two classic perception functions, the trace
function and the projection on the environment itself. Finally, we have defined (see definition 107) what
it means for two dynamic systems X 4 and Xp to differ only on the fact that X 4 dynamically creates
and destroys A instead of B as Xpg does. In that case, we say that X 4 and Xp are corresponding
w.r.t. A,B, noted XAAVBXB. We stated following theorem (see theorem 7): (i) XAAVBXB and (ii)

A §g°’p B implies X 4 ggf‘“P Xp, where p is the function that maps each execution to its projection on
the environment and S, represents the set of schedulers that do not take into account the exclusive
past lives of sub-automata before their last creation to trigger the next action. Hence, if A implements
B and X4 and Xp only differ on that X 4 dynamically creates and destroys A instead of B as Xp
does, then X 4 implements Xp. These results guarantee the soundness of modular design based on an
observational semantic.

In next chapter, we prove this last mentioned theorem 7.
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CHAPTER . 4:

Monotonicty of dynamic
creation/destruction of PSIOA with
implementation

This chapter contains the proof of the monotonicity of dynamic creation/destruction with implemen-
tation relationship.

Overview
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In previous chapter 3 we have introduced a framework to reason about dynamic probabilistic systems,
with two important theorems of stability and composability (theorem 2 page 72 and theorem 5 page
80). Moreover, we have stated the theorem 7 of monotonicity of dynamic creation/destruction of
PSIOA with <S"’p Xpg, ie. (i) XA \Y XB and (ii) A <; SoP R implies X4 <j So.P Xp. Informally, if A

implements B and X 4 and Xp only dlffer on that X 4 dynamically creates and destroys A instead of
B as X does, then X 4 implements Xg.

In this chapter, we give a detailed modular proof of theorem 7 of monotonicty of dynamic cre-
ation/destruction with implementation relationship. In order to get a first intuition about the content
of this chapter 4, we encourage taking a look at the figures of the Subsection 1.3.3 of thesis overview
that we recall here:

First, we define in section 4.1, the notion of executions-matching (see figure 1.5) to capture the idea that
two automata have the same "comportment"! along with some corresponding executions. Basically
an execution-matching from a PSIOA A to a PSIOA B is a morphism f°* : Execs'y — FEzecs(B)
where Erxecs’y C Execs(A) . This morphism preserves some properties along the pair of matched
executions: signature, transition, ... in such a way that for every pair (o, ') € Execs(A) x Execs(B)
st. o = f(a), e;(a) = e,(a) for every pair of scheduler (o,0’) (so-called alter ego) that are
"very similar" in the sense they take into account only the "structure" of the argument to return a
sub-probability distribution, i.e. o/ = f¢*(«) implies o(a) = o’(a’). When the executions-matching is
a bijection function from Execs(A) to Execs(B), we say A and B are semantically-equivalent (they
differ only syntactically).

Second, we define in section 4.2 the notion of a PCA X 4 deprived of a PSIOA A noted (X4 \ {A})
. Such an automaton corresponds to the intuition of a similar automaton where A is systematically
removed from the configuration of the original PCA (see figure 1.6a and 1.6b).

Thereafter we show in section 4.3 that under technical minor assumptions X4 \ {A} and A*" are
composable where A% and A are semantically equivalent in the sense loosely introduced in the section
1.3.3. In fact A% is the simpleton wrapper of A, which is a PCA that only owns A in its attached
configuration (see figure 1.7). Let us note that if A implements B, then A*“ implements B**.

Then we show that there is an (incomplete) execution-matching from X4 to (X4 \ {A})|| A% (see
figure 1.8). The domain of this executions-matching is the set of executions where A is not (re-)created.

After this, we always try to reduce any reasoning on X 4 (resp. Xp ) on a reasoning on (X 4\ {A})| | A5
(resp. (X5 \{B})[|B*").

We show in section 4.4 that, under certain reasonable technical assumptions (captured in the definition
of corresponding PCA w.r.t. A, B), (X4 \ {A}) and (Xp \ {B}) are semantically-equivalent. We can
note Y an arbitrary PCA semantically-equivalent to (X4 \ {A}) and (X \ {B}).

Finally, a reasoning on £||X 4 (resp. €|[Xp ) can be reduced to a reasoning on &'l |fisw (resp. &'||B*Y)
with £ = £||Y. Since A%¥ implements B, we have already some results on &'|| A% and &£'||B* and
soon £||X 4 and &|| Xp.

However, these results are a priori valid only for the subset of executions without the creation of
neither A nor B before the very last action). This reduction is represented in figures 1.9a and 1.9b.

The reduction, which is roughly described in figures 1.9a and 1.9b, holds only for executions fragments
that do not create the automata A and B after their destruction (or at the very last action). Some tech-
nical precautions have to be taken to be allowed to paste these fragments together to finally say that A
implements B implies X 4 implements Xg. In fact, such a pasting is generally not possible for a perfect-

1. The term is deliberately chosen to be vague.
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information online scheduler, that can trigger an action taking into account the whole history. This
observation motivated us to introduce the class S, of schedulers that outputs (randomly) a transition
without taking into account the triggered internal actions and the visited states of a sub-automaton
A preceding its last destruction. We prove the monotonicity of dynamic creation/destruction with
Sg"’p in Section 4.5. This result is encapsulated in Theorem 23 page 150: if (1) X AAVBX B, and (2) A

Sg"’p B, then (3) X 4 Soso’p Xp. The figure 1.10 represents the issue with schedulers absent from .S,.
We also discuss a special case of task-schedulers [CCK™ 18], a very user-friendly class of fully-offline
schedulers, that allows straightforward oblivious fair scheduling. Surprisingly, a naive adaptation of
task-schedulers, to the dynamic paradigm is not a subset of S,. We show how a more sophisticated
adaptation of task-based implementation relationship, called tenacious implementation, noted §66”,
can allow obtaining monotonicity of dynamic creation/destruction of automata. This result is stated
in theorem 24 page 174: if (1) XAAVBXB, and (2) A <{ B, then (3) X4 </ Xp.

4.1. Executions-matching

In this section, we introduce some tools to formalize the fact that two automata have the same com-
portment for the same scheduler. This section is composed of two sub-sections on PSIOA executions-
matching and PCA executions-matching. Basically, an executions-matching execution from an au-
tomaton A to another automaton B is a morphism f** from Ezecs(A) to Execs(B) that is structure-
preserving. In the remaining, we will often use an executions-matching to show that a pair of exe-
cutions (o, 7 = f(a)) € Ezecs(A) x Execs(B) have the same probability e,(a) = €,/(m) under a
pair of so-called alter-ego schedulers (o,0") € schedulers(A) x schedulers(B) that have corresponding
comportment after corresponding executions fragment (o/, 7" = f¢*(a/)) € Frags*(A) x Frags*(B).

4.1.1. PSIOA executions-matching and semantic equivalence

This first subsection is about PSIOA executions-matching.

matching execution An executions-matching need a states-matching (see definition 112) and a
transitions-matching (see definition 114) to be defined itself.

First, we define states-matching, which is a mapping between states of 2 automata that preserves
starting states and signatures modulo a possible hiding operation.

Definition 112 (states-matching). Let A and B be two PSIOA, let Q'y C Q4 and let f : Q'y — Qp
be a mapping that verifies:
— Starting state preservation: If ga € Q'y then f(qa) = s

— Signature preservation (modulo an hiding operation): Y(q,qd') € Q4 x Qp, s.t. ¢ = f(q),
sig(A)(q) = hide(sig(B)(¢'), h(q')) with h(¢') C out(B)(¢') (resp. with h(¢') = 0, that is
sig(A)(q) = sig(B)(q') )-

then we say that f is a weak (resp. strong) states-matching from A to B. If Q'y = Q.a, then we say
that f is a complete (weak or strong) states-matching from A to B.

Before being able to define transitions-matching, some requirements have to be ensured. A set of
transition that would ensure these requirements would be called eligible to transitions-matching.
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Definition 113 (transitions set eligible to transitions matching). Let A and B be two PSIOA,let
Q4 C Qa and let f: Q'y — Qp be a states-matching from A to B. Let D'y C Dy be a subset of
transition. If D'y verifies that ¥(q, a,N(Aga) € Dy:

— Matched states preservation: q € Q'y and

— Equitable corresponding distribution: Vq" € supp(n(A,q,a)), q" € Qs and M(A,q,a) <L> N(8,f(q),a)

then we say that D'y is eligible to transitions-matching domain from f. We omit to mention the
states-matching f when this is clear in the context.

Now, we are able to define a transitions-matching, which is a property-preserving mapping from a set
of transitions D;‘ C D4 to another set of transitions Dg C Dg.

Definition 114 (transitions-matching). Let A and B be two PSIOA, let Q' C Q4 and let f: Q'y —
Qp be a states-matching from A to B. Let D'y C D4 be a subset of transition eligible to transitions-
matching domain from f.

We define the transitions-matching (f, f'") from A to B induced by the states-matching f and the
subset of transition D'y s.t. fir D'y — Dg is defined by f"((q,a,n(A,q,a))) = (f(q),a, n(B,f(q),a)) If
f is complete and D'y = D 4, (f, f'") is said to be a complete transitions-matching. If f is weak (resp.
strong) (f, f") is said to be a weak (resp. strong) transitions-matching. If f is clear in the context,
with a slight abuse of notation, we say that f' is a transitions-matching.

The function f' needs to verify some constraints imposed by f, but if the set D'y of concerned
transitions is correctly-chosen to ensure the 2 properties of definition 113, then such a transitions-
matching is unique.

Now, we can easily define an executions-matching with a transitions-matching, which is a property-
preserving mapping from a set of execution fragments F’y C Frags(A) to another set of execution
fragments Fz C Frags(B).

Definition 115 (executions-matching). Let A and B be two PSIOA. Let (f, f'") be a transitions-
matching from A to B. Let F)y = {a 2 ¢®a'¢'...a"¢"... € Frags(A)|Vi € [0 : |a|-1], (¢, Gi+1,77(A7qi7ai+1)) €
dom(f")}. Let f : F)y — Frags(B), built from (f, ") st. Ya = q&alqh...a”qﬁ... € FY,
Fe(@) = flg)a' f(gh)--a" F(dh)-

We say that (f, f'", f¢*) is an executions-matching from A to B. Furthermore, if (f, f'") is complete
and Fy = Frags(A), (f, f, f) is said to be a complete executions-matching. If (f, f') is weak

(resp. strong) (f, f", f°) is said to be a weak (resp. strong) evecutions-matching. When (f, ') is
clear in the context, with a slight abuse of notation, we say that f* is an executions-matching.

The function f¢* is completely defined by (f, f'"), hence we call (f, ", f*) the executions-matching
induced by the transition matching (f, ") or the executions-matching induced by the states-matching
f and the subset of transitions dom(f).

The construction of f* allows us to see two executions mapped by an executions-mapping as a
sequence of pairs of transitions mapped by the attached transitions-matching. This result is formalised
in next lemma 13.

Lemma 13 (executions-matching seen as a sequence of transitions-matchings). Let A and B be two
PSIOA. Let (f, I, f¢*) be an executions-matching from A to B. Let oo = q&alqh...a”qﬁl... € dom(f*)

and = (@) = q%altt]%;...q"qg...l = f(¢%a' f(gY)...a"f(q%).... Then for everyi € [0 : |af — 1],
(> @™ s g5, i+1) = £ (@45 0 04 g at)))
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Proof. First, matched states preservation and action preservation are ensured by construction. By defi-
nition, for every i € [0 : |a|—1], (¢%4, a”l,n(A,quaiH)) € dom(f™). Wenote trg = f((q4, a’+1,n(A7qj47ai+1))).

By definition, tr% is of the form (f (qf4), att, n). But a transition of this form is unique, which means

triy = (f(qf4), a™t, n(B?f(qwﬂiH)) which ends the proof. O
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Figure 4.1. — Executions-matching

Here we define the states-matching f : Q4 — Qp with Q4 =

{d "y ¢ Qa st vk e [L9,f(¢") = ¢, and Dy =

{(q07 a, n(A,qO,a))7 (qla b, n(A,ql,b))a (qla Cy n(A,ql,c))7 (q27 d, n(A,qQ,d))v (q47 ¢, n(A,q4,e))’ (q57 I 77(A,q5,f))a (q77 h, n(A,q7,h))}'
We can define the executions-matching (f, ", f**) induced by f and D/4.

Now we overload the definition of executions-matching to be able to state the main result of this
paragraph i.e. theorem 8.

Definition 116 (executions-matching overload: pre-execution-distribution). Let A and B be two
PSIOA. Let (f, f", f*) be an executions-matching from A to B. Let (u,p') € Disc(Frags(A)) x

Disc(Frags(B)) s.t. i N 1. Then we say that (f, f'", f¢*) is an executions-matching from (A, p) to
(B, ')

In practice, we will often use executions-matching from (A, dg,) to (B, dg;)-

Continued executions-matching Motivated by PNSIOA creation that would break the states-matching
from a PCA X4 to the PCA Z4 = (X \ {A})||A®" defined in section 4.3, we introduce the notion
of continuation of executions-matching. This continuation will allow us to keep a matching for one
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additional step (after a new creation in practice), which will be convenient for copy-pasting operations
over execution fragments.

Definition 117 (Continued executions-matching). Let A and B be two PSIOA. Let (f, f'", f*) be
an evecutions-matching from A to B with dom(f) = Q4 C Q4 and dom(f*") & D'y C D 4.

Let f*: Q"% — Qp with Q" C Qa. Let D’y C D4 be a subset of transitions verifying for every
(¢, a,M(a,q,a)) € D4\ Dly:
— Matched states preservation: q € Q'y

+
— Extension of equitable corresponding distribution: ¥q" € supp(n(A7q7a)), q" € Q') and (A,q,a) <f—>
(8,1 (q),a)-
We define the (f*, D'})-continuation of ' as the function f'"* : D’4UD"y — Dg s.t. ¥(q,a, N(Aga) €
DLy UDY, 7 (g, a,m0a0.0) = (F(@); a5, 1(g),0))-

Let Fy = dom(f") U{a"qaq’ € Execs*(A)la € dom(f) A (q,a,m4,40)) € Da}. We define the
(f")-continuation of f as the function f** : Fy — Frags(B) s.t. Ya € dom(f), f* " (a) =
f(a) and Yo' = a”q,a,q" € F; \ dom(f°%), f=F(a) = f ()™ f(q),a, fT(d).

Then, we say that ((f, f1), fF, f<F) is the (ft, D’y)-continuation of (f, f'", f*) which is a con-
tinuation of (f, f'", f*) and a continued executions-matching from A to. B.

ex,+
Moreover, if (u, p') € Disc(Frags(A))xDisc(Frags(B)) s.t. u A ', then we say that ((f, f1), f7F, f&&F)
is a continued executions-matching from (A, p) to (B, ).

From executions-matching to probabilistic distribution preservation We want to states that a
(potentially-continued) executions-matching preserves measure of probability of the corresponding
executions.

To do so, we define alter egos schedulers to a certain executions-matching. Such pair of schedulers
are very similar in the sense that their outputs depends only on the semantic structure of the input,
preserved by the executions-matching.

Definition 118 ((f, f'", f¢*)-alter egos schedulers). Let A and B be two PSIOA. Let (f, f'", f*) be an
executions-matching from A to B. Let (,0) € schedulers(A) x schedulers(B). We say that (&,0) are
(f, f", f)-alter egos (or f-alter egos) if, and only if, for every (&,«) € Frags*(A) x Frags*(B)
s.t. o = fO(@) (which means sig(A)(q) = sig(B)(q) £ sig with § = Istate(a) and q = Istate(q)
by signature preservation property of the associated states-matching), Va € sig, 5(&)((q,a,M44,0))) =
o(a)((g a, n(B,q,a))) :

Let us remark that the previous definition implies that the probability of halting after corresponding
executions fragments (&, «v) is also the same.
Now we are ready to states an intuitive result that will be often used in the remaining.

Theorem 8 (Executions-matching preserves general probabilistic distribution). Let A and B be two
PSIOA. Let (ji,p) € Disc(Frags(A)) x Disc(Frags(B)). Let (f, ", f*) be an executions-matching
from (A, i) to (B,u) . Let (5,0) € schedulers(A) x schedulers(B), s.t. (&,0) are (f, f', f*)-alter
egos. Let (a,a) € Frags™(A) x Frags*(B) s.t. a = f“(a).

Then €5.73(Ca) = €5,u(Ca) and €5 (@) = €gpu(c).

Proof. First, by definition 116 of executions-matching, f* is a bijection from supp(fr) to supp(iu)
where V&, € supp(ii), u(f (&) = fi(do) (*). Second, by definition 82 of measure generated by a
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scheduler, Ga,u(ca’) = EaO€supp(,u)N(ao) * €0, (Ca/) and 657;1(05/) = ECMOGSUPP(}L) (5[0) €5 aO(C@/) (**)
Hence, by combining (*) and (**), we only need to show that for every (&, a,) € supp(ji) x supp(i)
with (@) = o, for every (&', ) € Frags*(A)x Frags*(B) with f**(&) = o/, we have €54, (Co) =
€5.a,(Ca) that we show by induction on the size s = |&| = |a]. We fix (&, ) € supp(ft) x supp(p
with [ (&,) = a,.

Basis: s =0

Let & = ¢ € Frags*(A), o/ = ¢ € Frags*(B) with o/ = f*(&'). We have |&'| = |a/| = 0. By
definition 82 of measure generated by a scheduler,

0 if both & £ &, and &, £ &
65’5[0(05/) = 1 if 65/ S do and

€58, (Ca) - G(A) (N Ag.a) - MNAGa) (@) if o <@ and @ =& Gagd

0 if both o € a, and @, £ o
€o,00(Cor) =14 1 if o < ay

€o,a, (Ca) ’ U(a)(n(lg,q,a)) “N(B,q,a) (q,) if oy, < o and o = Of\qaq/

Since |@'| = |o/| = 0 the third case is never met. The second case can be written: & < @&, (resp.
o < ap) iff fstate(a,) = G (resp. fstate(a,) = ¢'). Hence, for every (G, ) s.t. f(q,) = o,
€5.6,(Car) = €5.0,(CL) which ends the basis.

Induction: We assume the result to be true up to size s and we show it implies the result is true
for size s + 1. Let (&, &, a’,a) € Frags*(A)? x Frags*(B)? with @ = & gaq and o/ = o qaq’ s.t.
o = f(&) with |@'| = |o] = s+ 1. We want to show that €5 5(Ca) = €5,,(Cq). By definition 82 of
measure generated by a scheduler,

0 if both & £ @&, and a, £ &'
657540(05/) = 1 if O~/ S CNKO and

€5,60(Ca) - (&) (Naga) “ MNAga) (@) if o < dand &' =& Gad

0 if both o € a, and o, £ o
€o,00(Cor) =14 1 if o < ap

€o,00 (Ca) ' J(a)(n(37q,a)) “N(B,q,q) (q,> if a, < o and o = aﬁqaq/

Again, the executions-matching implies that i) both &' & &, and &, € & <= both o/ £ a, and o, %
o, i) a < a, = a < a, and iii) @& < & <= a, < a. Moreover, by induction assumption
€3,(Ca) = € (C). Hence we only need to show that #(@)(Iage) - Mage(@) = 0(0) (15 g0) -
N(B,q,a) (@) (F**). By definition of alter-ego schedulers, & (&)(1(4,5.0)) = () (N(B,g,0)) (j)- By definition
of executions-matching, 1(4,5.q)(7) = M(B,4,a)(¢') (j). Thus (j) and (jj) implies (***) which allows us
to terminate the induction to obtain €5 a,(Ca/) = €5.a,(Co)-

Finally, let sig = sig(A)(Istate(&')) = sig(A)(Istate(c)), then €5.6,(@) = €5,6,(Car) (1-Sqesigq (@) (a)) =
€000 (Cor) + (1 — Zaesigo(@)(a)) = €0, (), which ends the proof.

O]

We restate the previous theorem with continued executions-matching.

Theorem 9 (Continued executions-matching preserves general probabilistic distribution). Let A
and B be two PSIOA. Let (ji,u) € Disc(Frags(A)) x Disc(Frags(B)). Let (f, f", f) be an
executions-matching from (A, i) to (B, ) . Let ((f, f1), ffF, f%) be a continuation of (f, f", f*).
Let (5,0) € schedulers(A) x schedulers(B), s.t. (&,0) are (f, f", f*)-alter egos. Let (&,a) €
Frags*(A) x Frags*(B) s.t. a = f**(&). Then €5,:(Ca) = €5,u(Ca)-
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Proof. The proof is exactly the same than the one for theorem 8 O

Before dealing with composability of executions-matching, we prove two results about injectivity and
surjectivity of executions-matching in next lemma 14 and 15.

Lemma 14 (Injectivity of executions-matching). Let (f, f'", f*) be an executions-matching from A
to B and ((f, f1), fF, f<%) a continuation of (f, f", f¢*).

Let fF . Fiy C dom(f*> ") — Fg C range(f>T). Let f: Q"4 C dom(f) — Qg be the restriction of
f on a set Q") C dom(f).

1. If i) Va € FYy, fstate(a) € Q"4 and ii) f is injective, then f¢* is injective.

2. (Corollary) if F'y C Ezecs(A), f7F is injective.

Proof. 1. By induction on the size k of the prefix: Basis: By i) fstate(a), fstate(a') € Q'y,
by construction of T, f(fstate(a)) = f(fstate(o)) = fstate(n) and by ii) fstate(a) =
fstate(a’) Induction. We assume the injectivity of fe®* to be true for execution on size k
and we show this is also true for size k + 1. Let m = s%'s'..s"pF 1" € Fl TLet o =
QCatgt. a1 o = a1t R M € FY st f(a) = f(of) = . By construc-
tion of fF Vi € [1,n], b = a' = a". By construction of f&+ fert (g0 ¢, %) =
T (Palqt...¢F) = sals'...s¥. By induction assumption ¢°a’'¢t..¢*%) = ¢Cal¢t...¢". By
definition of execution, s**! e S'U,pp(T](Byskyak+l)). By equitable corresponding distribution, If
N(Agk,ak+1) € dom(f'), the restriction of f, f : supp(N(a,gh ak+1y) = SUPP(N(B.sk ok+1y) 18 bijec-
tive and 7 g gk g6+1) € dom(f %) \ dom(f'), the restriction of f+, f* : supp(n(a,qk ak+1y) —

k41 — ¢/**1 which ends the proof.

supp(n s+ qk-+1y) is bijective so g
2. We have |start(.A)| = 1. Hence the restriction of f on start(.A) is necessarily injective (ii). Let
a € Execs(A). By definition of execution, fstate(a) € start(A) (i). All the requirements of

lemma 14, first item are met, which ends the proof.

O

Lemma 15 (Surjectivity property preserved by continuation). Let A and B be two PSIOA. Let
(f, f7", f<°) be an executions-matching from A to B. Let ((f,f), f™F, f<*) be the (f*,D%)-
continuation of (f, ", f*) (where by definition D'y \ dom(f'") respect the properties of matched states
preservation and extension of equitable corresponding distribution from definition 117). If the restric-
tion € E'y C Execs(A) — Ep C Execs(B) is surjective, then f¢*F E;’;r ={d =a"qu,a,d4 €
Ezecs(A)|la € Ea,(qa,a,Mag40) € dom(f™1)} — Ef = {7 = 77qp,a,q5 € Execs(B)|r €
Ep,3a € () (m) N ElY, qa = Istate(), (qa, a,Nagua) € dom(f)} is surjective.

Proof. Let 7' € Eg. We have 7’ = 77 qp, a, g € Execs(B) s.t. m € Egand 3a € (f°) Y (n)NE'y, g4 =
lState(a) and (QAaa)n(A,qA,a)) € dom(fthr)- By (Q.A7a777.A,qA,a) € dom(ftr’Jr)) if i) (QA,G,HA,qA,a) €

It e e f
dom(f"T) \ dom(f'") NAgaa € NMBgs.e and if ii) (¢4, a,M4,g4.0) € dom (") NAga,a < MBgg.a- 1N
both cases, it exists ¢y € supp(Nagaa) s-t- [T (@ =a"qu,a,qy) =7 with o € E:f.

O

We finish this paragraph with the concept of semantic equivalence that describes a pair of PSIOA that
differ only syntactically.

Definition 119 (semantic equivalence). Let A and B be two PSIOA. We say that A and B are
semantically-equivalent if it exists f : Execs(A) — Execs(B) which is a complete bijective executions-
matching from A to B.
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Composability of executions-matching relationship Now we are looking for composability of executions-
matching. First we define natural extension of notions presented in previous paragraph for the au-
tomaton obtained after composition with another automaton £.

Definition 120 (E-extension). Let A and B be two PSIOA. Let € be partially-compatible with both
A and B.

1. Let Q'y C Qa. We call E-extension of Q4 the set of states Q;‘HS ={q€Quela | AcQy}

2. Let f : Q'A C Qa — Qp. We call £-extension of f the function g : Q;‘”g — @ X Q¢ s.t.
V(qa,qe) € Ques 9((aa,as)) = (f(qa). ge))

3. Let D'y C D4 a subset of transitions. We call €-extension of D'y the set Dﬁ4”5 =
{((ga.4¢), @, n((4).(ga.)) € Dajjelaa € QA [(ga; a,m(a4.0) € DV a & enabled(A)(qa)]}-

Now, we can start with the composability of states-matching.

Lemma 16 (Composability of states-matching). Let A and B be two PSIOA. Let £ be partially-
compatible with A and B. Let f: Q'y C Q4 — Qg be a states-matching. Let g be the E-extension of
f.

If range(g) C Qp)je, then g is a states-matching from A||E to B||E.

Proof. — Starting state preservation: if (g4, qe) € Q4))¢ then ga € @'y which means f(q4) = g,
thus g((dAvqg)) = ((jBaqg)'

— Signature preservation (modulo an hiding operation): Y((q4,q¢), (g5,4q¢)) € Q;l”s X Qp||e with

(am,6) = 9((q.,q6)), we have sig(A)(ga) = sig(B)(f(ax)) = hide(sig(B){gs), h(gs)) with
h(gg) C out(B)(gp). Since A and £ are partially-compatible, sig(A)(q4) = hide(sig(B)(qr), h(qB))
is compatible with sig(€)(ge) which means a fortiori sig(B)(¢g) is compatible with sig(&)(gs).
Namely Vact € h(gg),act ¢ in(€)(qe).

Hence sig((A,€))((q4), qe)) = hide(sig((B,€))((gs, a¢)), I (a5, ae)) with 7' ((gs, q¢)) = h(gs) <
out(B)(qr) C out(B||€)((¢s,ge)) which ends the proof.

O

The composability of states-matching is ensured under the condition range(g) C Qp||c where g is the
E-extension of the original states-matching f : Q4 C Q4 — Qp. In next lemma, we give a sufficient
condition to ensure range(g) C Qpjic. This is the one that we will use in practice.

Definition 121 (reachable-by and states of execution (recall)). Let A be a PSIOA or a PCA.
Let By C Execs(A). We note reachable-by(Ey) = {q € Qu|F3a € El,lstate(a) = q}. Let a =

°,at ¢t ..a", q", ... We note states(a) = U q.
i€lal

Lemma 17 (A sufficient condition to obtain range(g) C Qp¢). Let A and B be two PSIOA. Let £
be partially-compatible with both A and B. Let f : Q'y C Q4 — Qp be a states-matching. Let Q;\HS
be the E-extension of Q4.

Let Q') ie C Qe the set of states reachable by an evecution that counts only states in Qy g, i.e.
- EZUIS = {a € Execs(A||E)|states(a) C Q;mg}
_ QZ\IIS = reachable-by(EZ\HS)
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Let f" the restriction of f to set Q"4 = {qa = ((q4,q¢) | A)|(ga,qc) € Qﬁmg}.

Then the E-extension of f”, noted g" verifies range(g”) C Qpjje-

Proof. By induction on the minimum size of an execution & = ¢’a'...¢" with ¢* = ¢",Vi € [0,n],¢" €
Q}\II{' Basis (o] =0 = a = qu): we consider ¢* = q4. We have ¢((qa,qc)) = (f(qa),qc) =
(8, q¢) € Qp)e-

We assume this is true for & with Istate(&) = ¢ and we show this is also true for &’ = & qaq'.
By induction hypothesis ¢ € Qpje. Since ¢’ € Que, A and & are compatible at state (¢4, qg),

1

that is sig(A)(¢'4) and sig(€)(gg) are compatible, which means that a fortiori, (sig(B)(f”(¢'4)) and
sig(€)(ge) are compatible and so B and & are compatible at state (f”(¢'4),qc) = g”(¢'). Hence g"(¢')
is a reachable compatible state of (B,£) which means this is a state of B||£.

O

Now, we can continue with the composability of transitions-matching.

Lemma 18 (Composability of eligibility for transitions-matching). Let A and B be two PSIOA. Let £
be partially-compatible with A and B. Let f: Q'y C Q4 — QB be a states-matching and D'y a subset
of transitions eligible to transitions-matching domain from f. Let g be the £-extension of f and D;‘Hg
the €-extension of D 4.

If range(g) C Qp|e, then D;‘Hg is eligible to transitions-matching domain from g.

Proof. Let ((qA,4e), @ N((A,€),(qae).0) € Dajje-

By definition, g4 € QiA which means (g4, qs) € Qi‘\H £, so the matched states preservation is ensured.
We still need to ensure the equitable corresponding distribution.
— Let (¢4, q¢) € supp(n((a.),(gaqe)a))- I a € i/i\E(A)(qA), then ¢4 € supp(n(a,q,,0)) Which means
¢’y € Q4 and hence (¢}, q2) € Qi‘ng' If a ¢ sig(A), M(A,qa,a) = dqu» Which means dh=qa€Qy
and hence (¢}, q¢) € Qye- Thus for every (¢4, qz) € supp(N((a£).(quae)0)s (@45 0E) € Qe
= (AE)(ga.e).a) (T4 G8)) = (A q0.0)DNE e a) (A45 48) = N(Aqa.0) QL) 10(E ge.a) (4E) = 15, f(q0).0) (f (d4))-

(& qe,0) (98) = N(B.F(g.).0) DE ge.a) ([ (@), 48) = 0((8,6),9(a..9¢).0)(9(d4, @) which ends the proof
of equitable corresponding distribution.

O

Definition 122 (&-extension of an executions-matching). Let A and B be two PSIOA. Let £ be
partially-compatible with both A and B. Let (f, f'", f*) be an executions-matching from A to B. Let
g the E-extension of f. If range(g) C Qpe, then
1. we call the E-extension of f' the function ¢'" : (¢, a,m4)€,0,0)) € D;\IIS = (9(9), @, nB)|€,9(9),a))
where Di4||.£ is the &-extension of the domain dom(f'") of f'.

2. we call the E-extension of (f, f', f*) the matching-execution (g,g", g°*) from A||E to B||E
induced by g and dom(g'").

Finally we can states the main result of this paragraph, i.e. theorem 10 of executions-matching
composability.

Theorem 10 (Composability of executions-matching). Let A and B be two PSIOA. Let € be partially-
compatible with both A and B. Let (f, f'", f*) be an executions-matching from A to B where g rep-
resents the E-extension of f. If range(g) C Qpe, then the E-extension of (f, ", F¢%) is a matching-
execution (g,9", g°*) from A||E to B||E induced by g and dom(g™").
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Proof. We repeated the previous definition, while an executions-matching only need a states-matching
g and a set dom(g™") of transitions eligible to transitions-matching domain from g which is provided
by construction. O

Here we give some properties preserved by E-extension of an executions-matching.

Lemma 19 (Some properties preserved by E-extension of an executions-matching). Let A and B be
PSIOA. Let (f, f', f**) be an executions-matching from A to B.

1. If f is bijective and ' is complete, then for every PSIOA & partially-compatible with A, £ is
partially-compatible with B.

2. Let & partially-compatible with both A and B, let g be the E-extension of f.

a) If f is bijective and f~1 is complete, then range(g) = Qp|ie and so we can talk about the
E-extension of (f, f', f*)

b) If (f, f'7) is a bijective complete transition-matching, (g, g'") is a bijective complete transition-
matching. (And (f, f'", f*) and (g, 9", g°*) are bijective complete executions-matching. )

c) If f is strong, then g is strong

3. Let & partially-compatible with both A and B, let g be the E-extension of f. Let assume
range(g) € Qpe- Let (9,9'", g°) be the E-eatension of (f, f', f*)

a) If the restriction f : E'y C FExecs(A) — Ep C Ezecs(B) is surjective, then g : {a €
Execs(A|l€)|a | A€ EYy} — {m € Execs(B||E)|r | B € Eg} is surjective
b) If f is strong, g is strong.

Proof. 1. We need to show that every pseudo-execution of (B,€) ends on a compatible state. Let
T = qoalq1 a"q" be a finite pseudo-execution of (B, £). Wenote o = (f 1 (%), ¢2)a (f ' (¢f), qt)
a™(f N (qR), q®). The proof is in two steps.

First, we show by induction that a = (f71(¢%), ¢2)a' (f 1 (a5), ¢¢) -..a"(f 1 (¢R), q?) is an exe-
cution of A||E.
Second, we deduce that it means (f~'(gg), ¢%) is a compatible state of (A, £) which means that

a fortiori, (g3, qg¢) is a compatible state of (B,€) which ends the proof.
— First, we show by induction that « is an execution of A||£. We have (f~1(g5), Ge) = (G4, Gg)
which ends the basis.

Let assume (f~1(q%),q2)a'(f 1 (qh), at)...a*(f 7 (qk), ¢&) is an execution of A||£. Hence
(f~1(qk), ¢&) is a compatible state of (A, &) which means that a fortiori ¢* is a compatible
state of (B, &) because of signature preservation of f.

For the same reason, sig(B||€)(q") = sig(A, €)((f ™" (q5), 48)), so "' € sig(A, €)((f " (ah), af))-
Then we use the completeness of (f~1, (f*)™1), to obtain the fact that either (B.qs ak+1) €

dom((f")™1) or aF*1 ¢ szg( )(gg) (and we recall the convention that in this second case
Bk ak+l) = 5(11’%)' which means either (ffl(qf;),ak+17n(A’f_l(qg)7ak+1)) is a transition
of A that ensures Vq" € supp(ng, qg’akﬂ)),f_l(q") € supp(n(a y-1(q )ak+1)) or abtl ¢
sm)(f_l(qg)) (and we recall the convention that in this second case MAF 1 (gh)abt 1) =
Op-1(qy)- Thus for every (¢",q") € supp(ns g v ar+1))s (f Y, qd") =g 1((q ") €

supp(n(a,e),g-1(gh),ab+1)) namely for (q",q") = (q§+1,q§+l). Hence, (f~ (qgﬂ) qgﬂ) is
reachable by (A, £) which means the alternating sequence

(f (), a8)a (F~*(ap), az)--a"(F 7 (a5), af)a®(f 1 (a5), af)a"  (f " (g5™), ge ™) is anex-
ecution of A||€. Thus by induction « is an execution of A||E.
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— Since A and & are partially-compatible (f~!(qR), ¢2) is a state of A||E, so (f 7 (¢}), q2) is
a compatible state of (A, £) which means (ql]%, qlg) is a fortiori a compatible state of (B,€)
. Hence every reachable state of (B,€) is compatible which means B and &) are partially
compatible which ends the proof.

2. a) — Let(gp,qg) € Qp|e- This state is reachable, so we note 7 = (g%, q2)a (a5, qb)...a™ (g3, ¢2)
the execution of B||£. Thereafter, we note o = (f~(¢2), ¢2)a' (f~H(q5), ¢&)...a™(f ~*(q}), ¢?).
We can show by induction that « is an execution of A||E. The proof is exactly the
same than in 1.

Hence « is an execution of A||€ which means (f~!(q}), ¢2) is a state of A||€ and then

g((f_l(qg,), q¢)) = (g, q¢) to finally prove that it exists ¢* s.t. g(¢*) = (¢, ¢¢) which
means states(B||E) C dom(g).

We can reuse the proof of 1. to show that if ¢ € Q 4)¢, then g(q) € Qp||c which means
dom(g) € Qpje-
Hence dom(g) = Qpjje-

— We can apply the previous lemma 18 to obtain the eligibility of D 4¢.
b) Let assume (f, ") are bijective. The bijectivity of g is immediate g(.,.) = (f(.), Id(.)). The

))-
bijectivity of ¢'" is also immediate since g'" : NAgaa) @ NEqe,a) = ftT(TI(A,qA,a)) @ N
with f bijective.

»qua)

c) Immediate, since in this case sig(A)(qa) = sig(B)(f(qa)) implies sig(A||€)((qa,qe)) =
sig(B|€)((f(qa), qe))-
3. a) Letm = ((¢3,42),a", (a5, 4¢) .-, a", (4, 4¥)) € Ewecs(B||E) withw | B = gg, a', g, ..., a" , @ €
Ep, where the monotonic function & : [0,n] — [0, m], verifies Vi € [0,n], k(i) € [0,m], ¢ =
i) By surjectivity of £ we have & = ¢%,a',dYy,...,a™, ¢5 € Ey st. f(a) =7 | B.
We note a = (q&,qg)al(qh,q};)...a”(qﬁ,qg) where Vi € [0,n],q4 = Az(i). Hence, Vi €

[0,n],9((¢4 q5)) = (qg,qé). Moreover, by signature preservation, Vi € [0,n — 1],a €
sig(A)(¢'y) U sig(€)(gg). Furthermore, Vi € [0,n — 1]. (qﬁrl,qz«“) € supp(n(qufmai) ®
n(B,qg,ai)) since (q;sﬂ’ qé'+1) € Supp(n(B,qu,ai)®n(8,qi8,ai))7 (QZ%az?n(B,qu,ai)) = ftr(qi\’az?n(A,qi\,ai))
and gyt = f(g4"). Thus, a € Ezecs(A||€). Finally, by signature preservation of f,
Vi € [1,n)sig(A)(qa) = @(B)N(QB), which lead us to o | A = & € E';. So for every

7 € Execs(B||€) with 7 | B € Ep, it exists a € Ezecs(A||€) with a | A € E'4 which ends
the proof.

b) Immediate by rules of composition of signature: V(qa,qe) € states(A||lE), Y(gs,qs) €
states(B||E) if sig(A)(qa) = sig(B)(gn), then sig(A||€)(qa, qe) = sig(B||€))(gs, gs)-

O]

We are ready to states the composability of semantic equivalence.

Theorem 11 (composability of semantic equivalence). Let A and B be PSIOA semantically-equivalent.
Then for every PSIOA E:
— & is partially-compatible with A <= & is partially-compatible with B

— if € is partially-compatible with both A and B, then A||E and B||E are semantically-equivalent
PSIOA.

Proof. — The first item (& is partially-compatible with A <= £ is partially-compatible with B)
comes from lemma 19, first item.

101



CHAPTER 4 : Monotonicty of dynamic creation/destruction of PSIOA with implementation

— The second item (if £ is partially-compatible with both A and B, then A||€ and B||E are
semantically-equivalent PSIOA) comes from lemma 19, second item.

O]

A weak complete bijective transition-matching implies a weak complete bijective executions-matching
which means the two automata are completely sementically equivalent modulo some hiding operation
that implies that some PSIOA are partially-compatible with one of the automaton and not with the
other and that the traces are not necessarily the same ones.

composition of continuation of executions-matching Here we define E-extension of continued
executions-matching in the same way we defined £-extension of executions-matching just before.

Definition 123 (€-extension of continued executions-matching). Let A and B be two PSIOA. Let
£ be partially-compatible with both A and B. Let (f, f', f**) be an executions-matching from A
to B. Let ((f, f1), f'"T, f<=%) be the (f*,D'})-continuation of (f,f, f*) (where by definition
D'\ dom(f'") respect the properties of matched states preservation and extension of equitable corre-
sponding distribution from definition 117). If the respective &-extension of f and f+, noted g and
g, wverifie range(g) U range(g™) C (B||E), we define the E-extension of ((f, fT), [+, fF) as
((9:9%), g™+, g™ ), where

— (g, 9", g°%) is the E-extension of (f, f'", f¢)

= 977 (@ amae).0.0) € Diyie = (9(0); ana)ie) g(a).0) where Diyye is the E-eatension of dom(f*™F)

— Vo' = a7 q,a,q¢, with o/ € dom(g*), if (a; @ m(4|€),9,0) € dom(g'") ¢°**(a) = ¢°*(a) and if
(4, a,0(4)18),0.0) € dom(g™ ™) \ dom(g"™) g*** (') = g°"(@) " g(q). a, " (q)
Lemma 20 (Commutativity of continuation and extension). Let A and B be two PSIOA. Let £ be
partially-compatible with both A and B. Let (f, f'", f*) be an executions-matching from A to B. Let
((f, F5), £, £ be the (fT, D’))-continuation of (f, f, f) (where by definition D"y respect the

properties of matched states preservation and extension of equitable corresponding distribution from
definition 117). Let

— (9,9, 9°") be the E-extension of (f, f*, f°) verifying range(g) C Qpjje,
- D:ﬁ{‘(‘?e) the £-extension of dom(f"T), i.e. Diﬁt’ﬁfﬁie) = {((qa,9¢): & MA||E (qu.qe)a) € Dajelaa €
dom(f) A [(qa, a4 gaa) € dom(f7F)V a ¢ sig(A)(qa)]}-
- g(t ¢ be the E-extension of fT
Then

1. DZle \ dom(g'") wverifies matched states preservation and evtension of equitable corresponding
distribution.

2. the (g(te), (D::{‘(@e)))—continuation of (9,9",g%), noted ((g,g&’e)),gzzzg,gag) is equal to the &-
extension Of ((f’ f+)7 ftr7+> f€m7+)} noted ((97 ga;,c))? gzz::’;u gfzg_)

We show that the operation of continuation and extension are in fact commutative.

Proof. We start by showing Diﬁl’ﬁcg’e) \ dom(g'") verifies matched states preservation and extension of eq-

uitable corresponding distribution. By definition 117 of £-extension, D::{‘(lge) ={((qa,q¢),a, 77(AHgy(qA7q6)7a)) €

D gjelga € dom(f) A [(qa. a,nag.a) € dom(f)V a ¢ sig(A)(ga)]}, while dom(g")
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{((q.4, 92+ @y 4118 (quge).a) € Dajjelaa € dom(f) A [(qa, a,miaqua) € dom(f) V a ¢ sig(A)(ga)]}.

Thus DAHC;) \ dom(g") = {((a.4,8¢), @, Mg (gae).0) € Dajelaa € dom(f) Al(ga, @M gaa) €
dom(f"*)\ dom(f")]} (¥)
1",(c,e

Let tr = (g4, G2): @ 0 Aje).(qae)a) € D" \ dom(g™), then
— Matched states preservation: By (*) g4 € dom(f) which leads immediately to (g4, qe) € dom(g)

— Extension of equitable corresponding distribution: V(¢'s, ¢¢) € Supp(N(A||€,(qa,q¢)sa) )5 (4, q¢) €
supp(i(aga) © (e gea) With Naguay € dom(fF) \ dom(f") by (*) which means ¢4 €
dom(f*) and nag,.a)(d4) = NBrg).0) (fT(d4) and so (¢4, qf) € dom(g™) and 14 g,.a) @
N qea )(qA,Qg) = N qaa) (€4) e ge.0) (4€) = N8, 1(q0)0) (FT(@D) - e ge.0) (42) = N8, 5(q0).0) ©@
1 qe.a)(f T (d): qg) —n(sng,g(qA,qg) o) (97 (a4 42))

We have shown that D" AH p: \dom( i) verifies matched states preservation and extension of equitable
corresponding distribution.

Now, we show the second point.

— By definition 117 of continuation, g?; ) = gE" 0"

— We prove dom(g ET:)) = dom(gzzij)) D:ﬁlﬁcge) By definition 117 of continuation, dom(gzzzr)) =

dom(g"") U DAﬁg = {((q4,9¢), @, M AlI€ (qa,0),0) € Dajelaa € dom(f) A [(qa,a,na,q4,0)) €
dom(f"")Va ¢ Slg(\ N @) YU{((g4, ge), a;mea)ie (qage)a) € Dajelaa € dom(f)N[(qa; a,niaga) €
dom(f" )\Va ¢ sig(A)(qa)]} = {((q4: 4e), @M)€ (garae)a) € Dajelaa € dom(f)A[(qa, a;nagua) €
dom(f"+) v a ¢ sig(A)(qa)]} = D2

Parrallely, by definition 122 of £-extension, dom(g ( Ity =

cey) = {((qa, ge), @ najie (quae).a) € Dajjclaa €

dom () A (040, M aqua) € dom(f™)Va ¢ siglA)(qa)]} = D45, Thus dom(gll) =

tri\ . (ce)
dom(g(&c)) =D ¢

tr+ tr,+
— We prove 9(2,6> = 9<£,c> Let ((94,4e), @ neajie (qaae)0) € Dfitug-

By definition 122 of g'eXtenSiona gZ::) (((QAa qg)v a, 77(A|\€,(q,4,qg),a))) = (g(QAa qg)7 a, 77(A||€,g(qA,Qg),a)))a

. " . . tr,

while by definition 117 of continuation, g(z,j)(((qft, e ), @ N(AYIE (qaas).a)) = (9(QA5 G€)s @M A)IE g(qa.e).a)))-
We can remark that properties of equitable corresponding distribution are not conflicting since
dom(gee") \ dom(g™) = dom(g:") \ dom(g"™).

— g(eé,c) and ga;) are entirely defined by ((g,g(tc)), (g",gfgj))) and ((g,gzge)), (g r,gZ:))) that are

equal.

application for renaming Before dealing with PCA-executions-matching, we state an intuitive the-
orem of executions-matching after renaming.

Theorem 12. (weak complete bijective executions-matching after hiding) Let A be a PSIOA. Let h
defined on states(A), s.t. Vg € Qa,h(q) C out(A)(q). Let B = hiding(A,h). Let Id the iden-
tity function from states(A) to states(B) = Qa. Then (Id,Id",1d") is a weak complete bijective
executions-matching from A to B.
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Proof. By definition Id ensures starting state preservation and weak signature preservation. By defini-
tion Id is a complete bijection, which implies matched state preservation. The equitable corresponding
distribution is also ensured by definition of hiding. Hence, all the properties are ensured ]

4.1.2. PCA-matching execution

Here we extend the notion of executions-matching to PCA. In practice, we will build executions-
matchings that preserve the sequence of configurations visited by concerned executions. Hence, the
definition of PCA states-matching is slightly more restrictive to capture this notion of configuration
equivalence (modulo action hiding operation), while the other definitions are exactly the same ones.

matching execution

Definition 124 (PCA states-matching). Let X and Y be two PCA and let f : Q'x C Qx — Qy be a
mapping s.t. :

— Starting state preservation: If Gx € Q', then f(gx) = Gy -

— Configuration preservation (modulo hiding): ¥(q,q') € Q'xxQy, s.t. ¢ = f(q), if auts(config(X)(q)) =
(A1, ..., Ap), then auts(config(Y)(q)) = (A), ..., A)) where Vi € [1 : n], A; = hide(A., h;) with
hi defined on states(A}), s. t. hi(gar) € out(A;)(qA;) (resp. s.t. hi(qa) =0, that is A; = Ai)

— Hiding preservation (modulo hiding): ¥(q,q') € Q'x xQy, s.t. ¢ = f(q), hidden-actions(X)(q) =
hidden-actions(Y)(¢')UR™ (¢') where ht defined on states(Y), s. t. h™(qy) C out(Y)(qy) (resp.
s.t. ht(qy) =0, that is hidden-actions(X)(q) = hidden-actions(Y)(q'))

— Creation preservation ¥(q,q') € Qx x Qy, s.t. ¢ = f(q), Va € sig(X)(q) = sig(Y)(q),
created(X)(q)(a) = created(Y)(q')(a).

then we say that f is a weak (resp. strong) PCA states-matching from X to Y. If Qx = Qx, then
we say that f is a complete (weak or strong) PCA states-matching from X to'Y .

We naturally obtain that a PCA states-matching is a PSIOA states-matching:

Lemma 21 (A PCA states-matching is a PSIOA states-matching). If f is a weak (resp. strong) PCA
states-matching from X toY, then f is a PSIOA states-matching from psioa(X) to psioa(Y') (in the
sense of definition 112). (The converse is not necessarily true.)

Proof. The signature preservation immediately comes from the configuration preservation and the
hiding preservation. O

Now, all the definitions from definition 113 to definition 115 of previous subsections are the same that
is:

Definition 125 (PCA transitions-matching and PCA executions-matching). Let X and Y be two
PCA and let f : Q'y C Qx — Qy be a PCA states-matching from X toY .

— Let D'y C Dx be a subset of transitions, D' is eligible to PCA transitions-matching domain
from f if it is eligible to PSIOA transitions-matching domain from f according to definition 113.

— Let D'y C Dx be a subset of transitions eligible to PCA transitions-matching domain from f.
We define the PCA transitions-matching (f, f'") induced by the PCA states-matching f and
the subset of transitions D'y as the PSIOA transitions-matching induced by the PSIOA states-
matching f and the subset of transitions D’y according to definition 114.
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— Let f'" : D'y C Dx — Dy s.t. (f,f') is a PCA transitions-matching, we define the PCA
executions-matching (f, f'", f°) induced by (f, f'") (resp. by f and dom(f')) as the PSIOA
executions-matching (f, f', f*) induced by (f, f'") (resp. by f and dom(f*)) according to
definition 115. Furthermore, let (u,u') € Disc(Frags(X)) x Disc(Frags(Y)) s.t. for every
o € supp(p), o' € dom(f*) and u(a) = p' (f(c)). then we say that (f, f", f*) is a PCA
executions-matching from (X, u) to (Y, ') according to definition 116.

— The (f*, D%)-continuation of a PCA-executions-matching (f, f', f*) is the (f*, D%)- contin-
uation of (f, f", f*) in the according to definition 117.

We restate the theorem 8 and 9 for PCA executions-matching:

Theorem 13 (PCA-executions-matching preserves probabilsitic distribution). Let X and Y be two
PCA (u, 1) € Disc(Frags(X)) x Disc(Frags(Y)). Let (f, ", f¢*) be a PCA executions-matching
from (X, p) to (Y, 1) . Let (5,0) € schedulers(A) x schedulers(B), s.t. (&,0) are (f, f, f*)-alter
egos. Let (a, ) € dom(f*) x Frags(Y).

If 1 = (), then €53(Ca) = €5,u(Ca) and €5 ;(G) = €5 u(a).

Proof. We just re-apply the theorem 8, since (f, f'", f**) is a PSIOA executions-matching from
(psioa(X), u) to (psioa(Y), i'). O

Theorem 14 (Continued PCA executions-matching preserves general probabilistic distribution). Let
X and Y be two PCA (u,p/) € Disc(Frags(X)) x Disc(Frags(Y)). Let (f, f'", f¢*) be a PCA
executions-matching from (X, p) to (Y, ') . Let ((f, f1), f/F, f<F) be a continuation of (f, f", f°%).
Let (5,0) € schedulers(A) x schedulers(B), s.t. (&,0) are (f, ', f*)-alter egos. Let (a,n) €
dom(f¢**) x Frags(Y).

If = f*(a), then €5 5(Ca) = €5 u(Cy).

Proof. We just re-apply the theorem, 9 since ((f, f1), fF, f¢) is a continued PSIOA executions-
matching from (psioa(X), u) to (psioa(Y), ). O

Composability of executions-matching relationship Now we are looking for composability of PCA
executions-matching. Here again the notions are the same than the ones for PSIOA excepting for
states-matching and for partial-compatibility. Hence we only need to show that i) the £-extension
of a PCA states-matching is still a PCA states-matching (see lemma 22), ii) if f : Qx — Qy is a
bijective PCA states-matching and f~! is complete, then for every PCA & partial-compatible with X,
€ is partial-compatible Y (see lemma 23).

Lemma 22 (Composability of PCA states-matching). Let X and Y be two PCA. Let £ be partially-
compatible with both X and Y. Let f : Qx C Qx — Qy be a PCA states-matching. Let g be the
E-extension of f.

If range(g) C Qy)e, then g is a PCA states-matching from X||E to Y||E.

Proof. — If (gx, Ge) € Qx|je then gx € Q' which means f(qx) = gy, thus g((gx,e)) = (Ge, Ge)-
— V((gx. q¢), (av, ge)) € Qe ¥ Qy e With (qv,qe) = g((qx, ge)), we have

e Configuration preservation (modulo hiding): if auts(config(X)(¢x)) = (A1, ..., Ay), then
auts(config(Y)(qy)) = (A}, ..., A,,) where Vi € [1 : n], A; = hide(A}, h;) with h; defined on
states(A%), s. t. hi(qa;) € out(.A;)(qA;) (vesp. s.t. hi(ga;) = 0, that is A; = A). Hence if
auts(config(X||€)((ax,qe)) = (A1, ..., An, Bi, ..., By,), then auts(config(Y||€)((qy,qe)) =
(AL, . A, By .oy By) where Vi € [1: n], A; = hide(A], h;) with h; defined on states(A;}),
s. t. hi(ga) C out(Ag)(qA;) (resp. s.t. hi(ga;) =0, that is A; = Al).
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e Hidding preservation (modulo hiding): hidden-actions(X)(gx) = hidden-actions(Y')(qy)U
h*(qy) where h' defined on states(Y), s. t. h*(qy) C out(Y)(qy).

Hence hidden-actions(X||€)((¢x,qe)) = hidden-actions(X )(qx)Uhidden-actions(E)(qs) =
hidden-actions(Y )(qy )Uhidden-actions(E)(qe)Uh™ (gy) = hidden-actions(Y ||€)((qy, qg))U
h*'((gy, qe)) where ht' defined on states(Y||E),s. t. h'((qv,qe)) = ht(qy) C out(Y)(qy) C
out(Y1€)((gy, g¢))-

e Creation preservation Va € sig(X)(qx) = sig(Y)(qy), created(X)(gx)(a) = created(Y)(qy)(a).
Hence Ya € sig(X||E)((ax. d¢)) = 5ig(Y||€)((av ge)), either

— a € 5ig(X)(gx) = sig(Y)(qv) but a ¢ sig(€)(ge) and then created(X||€)((ax, g¢))(a) =
created(X)(gx)(a) = created(Y)(qy) = created(Y||€)((gy, q¢s))(a)

— ora ¢ 5ig(X)(ax) = 579(Y)(ay) but a € 57g(€)(ge) and then created(X||€) (ax ge)) (1) =
created(&)(qe)(a) = created(Y|E)((qv, ge))(a)

— ora € 5ig(X)(ax) = 579(Y)(ay) and a € 57g()(gz) and then created(X |1€) (qx, 42))(a) =
created(X)(gx)(a) Ucreated(E)(qe)(a) = created(Y)(qy) U created(E)(qe)(a) , i.e.

created(X||€)((gx, ge))(a) = created(Y|[€)((qv, g¢))(a)
Thus, Va € sig(X||€)((ax, g¢)) = sig(Y]|€)((av, ge)), we have
created(X||E)((gx, qs))(a) = created(Y||E)((qy, qs))(a).

We restate the theorem 10 of executions-matching composability.

Theorem 15 (Composability of PCA matching-execution). Let X and Y be two PCA. Let £ be
partially-compatible with both X and Y. Let (f, f'", f*) be a PCA executions-matching from X to
Y. Let g be the E-extension of f. If range(g) C Qy e, then the E-extension of (f, ", f¢%) is a PCA
executions-matching (g, 9", g°*) from X||€ to Y||E induced by g and dom(g™").

Proof. This comes immediately from theorem 10. O

We extend the lemma 19 but we have to take a little precaution for the partial-compatibility since
here the configurations have to be pairwise compatible, not only the signatures.

Lemma 23 (Some properties preserved by £-extension of a PCA executions-matching). Let X and
Y be two PCA. Let (f, f", f*) be a PCA executions-matching from X to Y.

1. If f is complete, then for every PSIOA & partially-compatible with X, £ is partially-compatible
with Y.

2. Let £ partially-compatible with both X and Y, let g be the E-extension of f.
a) If f is bijective and f~1 is complete, then range(g) = Qy|ie and so we can talk about the
E-extension of (f, f', f*)

b) If (f, f") is a bijective complete transition-matching, (g, g'") is a bijective complete transition-
matching. (And (f, f', f*) and (g, g"", g%*) are bijective complete executions-matching. )

c) If f is strong, then g is strong

Proof. 1. We need to show that every pseudo-execution of (Y, &) ends on a compatible state. Let

7 =q¢%"'q'...a"¢" be a finite pseudo-execution of (Y,€). We note « the alternating sequence

(ffl(qg/), qg)al(ffl(qil/),qé)...a"(ffl(qgﬁ),qg). The proof is in two steps.
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First, we show by induction that o = (f~1(¢¥),¢2)a' (f ' (qy), qt)...a™ (f 1 (¢}), qR) is an exe-

cution of X||€. Second, we deduce that it means (f~*(¢}),q2) is a compatible state of (X, &)
which means that a fortiori, (¢, ¢¢) is a compatible state of (Y, &) which ends the proof.
— First, we show by induction that a is an execution of X||£. We have (f~1(Gy), @) = (Gx, Ge)
which ends the basis.
Let assume (f72(g)), ¢2)a (f (g ), qt)...a*(f 71 (g¥), ¢¥) is an execution of X||£. Hence
(f1(g¥), k) is a compatible state of (X, &) which means that a fortiori ¢* is a compatible
state of (Y, &) because of signature preservation of f.

Similarly, sig(Y,€)(¢") = sig(X[|E)((f " (a}).a§)), so a"*! € sig(X,E)((f (a}), 48)).
Then we use the completeness of (f~1, (f")™1), to obtain the fact that either Nyl ab+1) €
dom((f")™1) or a**! ¢ SE(?) (¢%) (and we recall the convention that in this second case
Ny,gh ak+1y = (5q§). which means either (ffl(qlk/),akH,n(X,f_l(q@)?akH)) is a transition
of/X\that ensures Vq" € supp(n(yyq?akﬂ)), ") € Supp(n(x’f—l(qéc/)yakﬁ—l)) or a*tt ¢
sig(X)(f—l(qég)) (and we recall the convention that in this second case (X, f1(gh )ak+1) =
5f—1(q§/)). Thus for every (¢”,¢") € SUpp(n(ng%qk’ak#-l)), (Y. d") = g (", ¢"))

supp(1)(x £) g-1(q*).ar+1y) Damely for (¢”,¢"”) = (¢§™ . qf™). Hence, (f ' (g§™),qf™) i
reachable by (X, E) which means the alternating sequence

(FHav).a9)a’ (F (ay), a8)-a"(F 7 (aV), g8)a® (F 71 (@) af)a™ H (F 7 (gy™), g ™) isan ex-
ecution of X||€. Thus by induction « is an execution of X||€.

m

—
w0

— Since X and & are partially-compatible (f~1(q}), ¢2) is a state of X||€, so (f~1(g}), ¢2) is
a compatible state of (X, &) which means (¢}, ¢%) is a fortiori a compatible state of (Y, &)
. Hence every reachable state of (Y, &) is compatible which means Y and £ are partially
compatible which ends the proof.

2. This comes immediately from lemma 19 since (f, f", f¢*) is a PSIOA executions-matching from
psioa(X) to psioa(Y') by construction.

O

Finally, we restate the semantic-equivalence.

A strong complete bijective transitions-matching implies a strong complete bijective executions-matching
which means the two automata are completely semantically equivalent.

Definition 126 (PCA semantic equivalence). Let X an Y be two PCA. We say that X and Y are
semantically-equivalent if it exists a complete bijective strong PCA executions-matching from X to Y

Theorem 16 (composability of semantic equivalence). Let X and Y be PCA semantically-equivalent.
Then for every PSIOA E:

— & is partially-compatible with X <= & is partially-compatible with Y
— if € is an environment for both X andY, then X||€ and Y||E are PCA semantically-equivalent.

Proof. — The first item comes from lemma 23, first item

— The second item comes from lemma 23, second item

O]

A weak complete bijective PCA transitions-matching implies a weak complete bijective PCA executions-
matching which means the two automata are completely semantically equivalent modulo some hiding
operation that implies that some PSIOA are partially-compatible with one of the automaton and not
with the other one and that the traces are not necessarily the same ones.
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4.1.3. Digest

We have introduced the concept of executions-matching which is an homomorphism between 2 sets of
executions of two automata X and Y that preserves (modulo hiding operations):

— starting state
— signature at each pair of matched states
— measure of probability over matched states at each pair of matched transitions
— configuration at each pair of matched states
— created automata by each action of the common signature of each pair of matched states
Such an executions-matching is said:
— "strong" if no hiding opeartion was required for the correspondance, "weak" otherwise.
— "complete" if is domain covers the entire set of executions of X
If two automata are linked by a strong complete bijective executions-matching, we say they are

semantically-equivalent.

The key property of an executions-matching f between to automata X and Y is that for every
scheduler o of X, it is easy to define its f-alter ego o € schedulers(Y) such that the measures of
corresponding executions are preserved, i.e. €,(Cy) = €,/(Cy) and €,(a) = €,/(a’) for each pair of
executions (o, ') € Ezecs(X) x Ezecs(Y) linked by the executions-matching.

When an executions-matching f between to automata X and Y exists, it is possible (under minor
technical conditions) to define its E-extension, i.e. the executions-matching g between the automata
X||€ and Y||€ such that § deprived of its attributes relative to £ corresponds to f. All the good
properties are preserved by extension. In a certain sense, we can say that an extensions-matching is
composable.

We also introduced the concept of continued executions-matching, that allows the loss of some prop-
erties for the very last steps of the concerned executions. This will be a key notion for copy-pasting
operations over execution fragments, where an executions-matching might lose its properties upon the
(re-)creation of a sub-automaton.

Intuitively, we can say that the operations of continuation and extension commute.
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4.2. Projection

This section aims to formalize the idea of a PCA X 4 considered without an internal PSIOA A. This
PCA will be noted Y4 = X 4 \ {A}. The reader can already take a look on the figures 4.7 and 4.8 to
get an intuition on the desired result. This is an important step in our reasoning since we will be able
to formalise in which sense X 4 and psioa(X 4 \ {A})||A are similar.

We first define some notions of projection on configurations on subsection 4.2.1. Then we define
the notion of A-fair PCA X in subsection 4.2.2, which will be a sufficient condition to ensure that
Y = X \ {A4} is still a PCA, namely that it ensures the constraints of top/down and bottom/up
transition preservation, which is proved in the last subsection 4.2.3.

4.2.1. Projection on Configurations

In this subsection, we want to define formally o' € Disc(Qconys) that would be the result of n €
Disc(Qcons) "deprived of an automaton A". This is achieved in definition 130. This definition requires
particular precautions and motivate the next sequence of definitions, from definition 127 to 130.

The next definition captures the idea of a state deprived of a PSIOA A.
Definition 127 (State projection). Let A = {Ay,..., A,} be a set of PSIOA compatible at state
q=1(q1,,qn) € Qa, X ... xQa,. Let A° ={Aa,..., Asn}. We note :

- q \ {Ak} = (qlv vy Qk—15qk+1y -+ Qn) /I’f *Ak‘ € A and q \ {Ak} =(q otherwise.

— g\ A’ =(q\ {Asn})\ (A°\ {Asn}) (recursive extension of the previous item).

—qlA°=¢q\(A\A®%) if A° C A (recursive extension of the previous item). We can remark that
q 1 Ae=ar if A € A.

Since, | can be defined with \, the next sequence of definitions only handles \ but can be adapted to
support [ in an obvious way.

A = (A Ay, Ay, Ay, A5) A, = (A Ay)
q= (g, a0, 0. 44. 05) gl A= (g2, q4) o\ {A} = (@, a,05)

Figure 4.2. — State projection

The next definition captures the idea of a family transition deprived of a PSIOA A.

Definition 128 (Family transition projection). (see figure 4.3 first for an intuition) Let Ay be a set
of automata compatible at state q1 € Qa,. Let A° Ay = A1\ A° £ (. Let go = q1 \ A°. Let a be an
action. We note 1A, g1.0) \ A° = N(As,qs,a) With the convention 1A, q,.a) = Oq if @ & S/Z\g(Al)(qZ) for
each i € {1,2}.

Lemma 24 (family transition projection). Let Ay be a set of automata compatible at state g1 € QA, -
Let A°, Ay = A1\ A® £ 0. Let go = q1 \ A®. Let a be an action. Let 1 = n(a, g,a) and N2 =m1 \ A®
with the convention 1A, ¢,,a) = ¢ if @ & sig(A1)(q1).

Then Vg € Qa,, n2(dh) = > m(q)
q1€QA,q1 \A®=q}
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Proof. Comes from total probability law. If A* N A; =), Ay = Ay, the result is immediate. Assume

A°NA; #0. Let A3 =A\ Ay = A\ (A\ A% # 0. We note g3 = q1\A.2, n3 = m \ Az Then

Va1 € Qay, m(a1) = m2(gs) ® 13(qs) with ¢ = ¢f | A and Q3 = q1 | As. Hence Vg € Qa,,
m(qy) = > m2(gh) - m3(dh | As) = ma(gh) - D> ms(qs) = m2(gh), which

41€QA 91 \AS=q, q1€QA,,91 [A2=q, 95€QA4

ends the proof.

O
A, £ 04 A = (Ay, Az, A) - 0.4
a ’ .
e 06 q9= (9: a2,43) EI
0.6
A & 07
.L(:&}E-ig-lh-"}
g2
‘e 03
As AN A} = (AL A
*— - 1
@ >e [0 0] ot <aso\ (4
a & siglAs)(gs) ah A} = (g1, 3) “a

Figure 4.3. — total probability law for family transition projection

Then we apply this notation to preserving distributions.

Definition 129 (preserving transition projection). (see figure 4.4) Let A, A®, Ao = A\ A® be set of
automata, ¢ € Qa, and a be an action. Let np € Disc(Qcony) be the unique preserving distribution s.t.
Mp EAd N(A,q,a) With the conventz’on N(A,qa) = Oq ifa ¢ szg( )(q). We note n, \ A° the unique preserving
distribution s.t. (n, \ A® ) (U(A,q o) \A%) if Ay # 0 and np, = g gy otherwise.

Lemma 25 (preserving transition projection). Let A® be finite sets of PSIOA. Let a be an action.

For each i € {1,2}, let C; € Qconyf, Ci N 77;'7 if a € s/z\g(CZ) and 77;, = 0¢, otherwise. Let ﬁg = 77; \ A%
Assume Cy = C1 \ A®°. Then,

— =1, i.e. (C1\A®) - () \ A”).
— For every Cy € Qeong, 7, (Ch) = S(c1equons i\ A=) Tp(C1)

Proof.
— Immediate by definitions 67 and 129.

— For each 7 € {1,2}, we note A; = auts(C;), ¢; = T'S(C;). By definition, we have 77; B n(
with the convention 94, 4. 0) = ¢ if @ ¢ @(Al)(ql) Finally, we apply lemma 24.

Ai i 70‘)
O

Now we are able to define intrinsic transition deprived of a PSIOA A.

110



4.2 Projection

= (A1, Ay, Ag) 2 0.28 P C; = (A,8)) 028
,<> n,m} 0.4 ,[> oAy om 0.4
P &y
1= laee) ‘<> [0 ee] 0.2 ‘[> @00 i=(As) o4
¥ [0 @ 0] {)_13} " S [@ @@ c:-(as,) o018 o
AN { A} = (A, A)
@ 0.4 P Gy = (AN {A:},8)) 04
[0 e <>—<w, {42} ()
g\ {42} = (a1 0) "y [ o 0o RS [ o] Ci—(A\{4LS) o6

Figure 4.4. — total probability law for preserving configuration

Definition 130 (intrinsic transition projection). (see figure 4.5) Let A, A® be finite sets of automata,

q € Qa, and a be an action. Let n, E Dzsc(Qconf) be the unique preserving distribution s.t. n, <> TS

N(A,q,a) With the convention n(a g0y = 64 if a & szg( )(q). Let ¢ be a finite set of PSIOA identifiers
with aut() VA =0. Let n = reduce(np 1 ¢). We noten\ A® = reduce((n, \ A®) 1 (¢ \ A%)).

Lemma 26 (intrinsic transition projection). Let A® be finite sets of PSIOA. Let a be an action. For
each i € {1,2}, let ¢; be a ﬁnzte set of PSIOA zdentzﬁers let C; € Qeony, Ci :>% n' if a € sig(Cy)
and ' = 5¢, otherwise. Let > = n' \ A® and $* = o'\ A®. Assume Cy = C1 \ A®. Then,

1. 77 —7] and Py = g, i.e. (Cl\A):>¢l\As (77 \ A%).

2. For every Cy € Qeony, (1 1 92)(C3) = > (np T 01)(CY)
(Cichonf:Ci\AS:Cé)

3. For every Cy € Qeons, 17 (Cy) = S(c1e@uons cias—cy (C1)

Proof.
1. Immediate by definitions 67, 130 and lemma 25

2. Let O3 = C1 \ (auts(Cy) \ A®). We note p3 = @1 \ 2. By definition 67, for each i € {1,2,3},
for cach C! € Quong, (7, 1 95)(C]) = b0, (CL 1 91) - (C!\ i) with auts(Cy,) = p; and YA €

wi,map(Cy,)(A) = qa. By previous lemma, for every C5 € Qconr, 77;(05/) = Z T]Il,(Cf).
ClCI\AS=CY
Hence, (7 1 ¢2)(C5) = dc,,(Cy | @2) - > 1,(CY) and so (m; 1 ¢2)(Cy) =

C7,CY\A=(C3\p2)

> 8¢, (Ch T pa) - my(CY).
O .C\AS=(Ch\p2)

We remark that the conjunction of C7 € supp(n;), CY\ A% = (Cy\ p2) and Cf | @3 = C,
implies (C7 U Cyuy UCy,) \ Ag =C5 .
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Thus,
2 N / 1" 1/
(my 1 92)(Ch) = > 8¢, (Cy T p2) - 0c,, (C 1 @3) - mp(CY" \ 1)
I CPNAS=(C)
= > 0c,, (C1" 1 ¢2) - 6c,, (C1" 1 ¢3) -1, (CT"\ 1)
Cl O AS=(CY)
= Yo 8, (CF Ter)-ny(C"\ 1)
I CINAS=C),
= Z (77;1) T 1)
U AR=C,
3. By definition 67, for each i € {1,2}, for each C} € Qcony, n'(C}) = Z (n}i, i) (CF).
C! reduce(C}")=C!
By previous lemma, for every C5 € Qconf, nll,(Cé’) = Z (17; 1 ¢1)(CY"). Thus,
C£//7Ci,/\AS:Cé/
1’ (Cy) = (Y (ptec)

CY reduce(Cy)=Ch C1",C{"\As=CY

= (1, T ¢1)(CY")
CY' reduce(CY"\A®)=CY

= > (1, T 1)(CT")

C reduce(Cy")\As=CY

= > ((m, T 1)(CY)))
C1,CI\A3=C} CY reduce(Cy)=C}
= > ()

Y, CI\AS=C],

p = {44, A5} oA = {4}
A = (A Ay, A ) D A=) A" = (4, 4)
cl = (A',8]) : cr = (A",8])
[ E P
A (Ao A) - L AVAL - () +
e : ——
‘> [weece ; R
Cy = (A',Sh) : CY = (A",8%)
C =, : CVA, =S, 1) A,

Figure 4.5. — intrinsic transition projection

In next subsection, this lemma 26 will lead to lemma 27 which will be a key lemma to allow the
constructive definition 132 of PCA deprived of a (sub) PSIOA.
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4.2.2. A-fairness assumption, motivated by our definition of PCA deprived of an
internal PSIOA: X \ {A}

Here we recall in definition 131 the definition 104 of a A-fair PCA. Then we show lemma 27 (via
lemma 26) that will be used to enable the constructive definition of X \ {A}.

Definition 131 (A-fair PCA (recall)). Let A € Autids. Let X be a PCA. We say that X is A-fair
if it verifies the following constraints.
— (configuration-conflict-free) X is configuration-conflict-free, that is ¥q,q' € Qx, s.t. qReonfq
(i-e. config(X)(q) = config(X)(q")) then ¢ = ¢’
— (no conflict for projection) Vq,q' € Qx, s.t. quo{;;\f}
{4} = config(X)(q) \ {A}, then
o Va € sig(X)(q) N sig(X)(q), created(X)(q)(a) \ {A} = created(X)(¢')(a) \ {A}

e hidden-actions(X)(q)\pot-out(X)(q)(A) = hidden-actions(X)(q')\pot-out(X)(q')(A) where
for each ¢" € Qx:

— pot-out(X)(¢")(A) = 0 if A ¢ auts(config(X)(q")), and
— pot-out(X)(¢")(A) = out(A)(map(con fig(X)(q"))(A)) if A € auts(conig(X)(q").

— (no exclusive creation by A) Vg € Qx, Va € sig(X)(q) A-ezclusive in q, created(X)(q)(a) = 0
where A-exclusive means VB € auts(config(X)(q)), B # A, a ¢ sig(B)(map(config(X)(q))(B)).

q then qR;t{;?c}tq’. That is if config(X)(q) \

A A-fair PCA is a PCA s.t. we can deduce its current properties from its current configuration
deprived of A. This will allow the definition of X \ {4}, where X is a PCA, to be well-defined.

Now we give the second key lemma (after lemma 26) to allow the definition 132 of PCA deprived of a
(sub) PSIOA. Basically, this lemma states that if two states gx and gy are strictly equivalent modulo

the deprivation of a (sub) automaton P, noted qXleﬁgtqy, then the intrinsic configurations issued
from these states deprived of P are equal.

Lemma 27 (equality of intrinsic transition after deprivation of a sub-PSIOA). Let X1, X2 be two
PCA, (q1,92) € Qx, X Qx, s.t. qu;;{ﬁthQ. Let a be an action. For each i € {1,2}, we note
C; 2 config(X)(q), @i = created(X)(q:)(a), m; s.t. if a € sig(Cy), Ci ==, n; and 1; = dc,
otherwise. Then,

— Co £ G\ {P} = C2\ {P},

— w02 o1\ {P} =2\ {P},
—n=m\{P}=m\{P},

— Ifa € sig(Cy), Cy :a>so no and 1o = dc, otherwise.

Proof. The two first items comes directly from definition of R;frljgt. By lemma 26, if a € S/iE(CO), we

have both Cy ==, 11 \ { P} and Cy ==, 12\ { P}, while if a ¢ sig(Cp), we have both (11 \ {P}) = d¢,
and (n2 \ {P}) = d¢, . By uniqueness of intrinsic transition, we have n \ {P} = n2 \ {P}. O

Definition 132 (X \{P}). (see figure 4.6 for the constructive definition and figures 4.7 and 4.8 for the
desired result.) Let P € Autids. Let X be a P-fair PCA, with psioa(X) = (Qx, ¢x, sig(X), Dx). We
note X \ {P} the automaton Y equipped with the same attributes than a PCA (psioa, config, hidden-
actions, created), it : Qx — Qy and pf : Dx \ {N(x,4x,a) € Dxla is P-exclusive in qx} — Dy that
respect systematically the following rules:

— P-deprivation: Yqy € Qy, P ¢ config(Y)(qy), Va € sig(Y)(qy)(a), P ¢ created(Y)(gy)(a).
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\{P}

— b -correspondence: ¥(qx,qv) € Qx x Qy s.t. uf(qx) = qv, then qx R av .
- ,ug-correspondence: V((qy, a?ﬁ(Y,qy,ay))a (ar avn(X,qX,aX))) € Dx x Dy s.t. (QY, a777(Y,qy,ay)) =

:udp(quaan(X,qXﬂX)); then
o uf(ax)=av,
e ax = ay and

* Vay € Qv Nvigy.) (@) = Dy cQxmalal)=¢, N X.ax.0) (dx)-

and constructed (conjointly with the mapping ,uf and ,udP) as follows:

— (Partitioning):
We partition Qx in equivalence classes according to the equivalence relation Rzo{ff} that is we
obtain a partition (C})jejcn s.t. Vi € J, Vax,qx € Cj, qXRZif}q/X and by P-fair assumption,
RMEPY
AX Pogrictdx
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(Qy, sig(Y) and pf)): ‘
Vj € J, we construct i, € Qy and conjointly extend ,uf s.t. Vgx € Cj, ,uf(qX) = ¢}, verifying
the P-deprivation-rule and ,uf—correspondence rule, that is

config(Y)(q},) = config(X)(qx) \ {P},
hidden—actions(Y)(q{,) = hidden-actions(X)(qx) \ pot-out(X)(qx)(P),
sig(Y)(q{/) = hide(sig(config(Y)(q{,)), hidden—actz’ons(Y)(q{,))
Va € 5ig(Y)(a}), created(Y)(d].)(a) = created(X)(ax)(a) \ {P}.
e Furthermore Gy = pl (Gx).
(Dy and p}):
Vay € Qy, Ya € sig(Y)(qy) (and so Vax € (u) " (av), a € sig(X)(gx)) we construct ney g, a)

and conjointly extend pf s.t. Vax € (1) Nay), (av:a,Nvigy.ay)) = Hi (40X 00X gx 0x))-
verifies the ,ug—cor'respondence rule. We show this construction is possible:

o We note Cy = config(Y)(qy), ¢y = created(Y)(qy)(a), ny the unique element of Disc(Qcony)

s.t. Cy :a@y ny. Let (g% icren = (/1,5)7‘1((13/). For every i € I, we note C% =
config(X)(qyx), ¢x = created(X)(q¢)(a), nx the unique element of Disc(Qconf) St
C% == - By lemma 27, Vi € I, Cx \{P} = Cy, ¢' \{P} = py and yjx \{P} =ny .

o For every ¢ € (,uf)_l(qy), we partition SUPP(U(X,qg(,a)) in equivalence classes according

to the equivalence relation Réé:f} that is we obtain a partition (C;-)jejch st. Vi eJ,

Vi, qdx € C']'-, q’XRéif}ql)'( and by P-fair assumption, qS(R;fjgtq')'(. For each j € J', we

extract an arbitrary ¢ € Cj and qy = uf(dy). We fix Nvay,a)(@y) = 1y (Cy) with
Cy = config(Y)(ay)-

ny (Cy) = Z 773((03() by lemma 26
C,CL,=C\ \{P}
= > N(X.qi,.a)(@x) by bottom/up transition preservation
d'y ,Cy =config(X)(d )\{P}
= Z U(X,qg(,a)(QS() By uf—correspondence

d ay=nf (d)

Thus, the pk -correspondence constraint holds for all the possible ¢ € (uf) ™ qy).
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Figure 4.6. — constructive definition of PCA projection

constructive definition of ¥ = X \ {P}. First, we construct ¢° which is the initial state of V.

Then we partition supp(n(xqo’a)) = {qlf”“, qu“} U {qu“, qu“} s.t. qlx“RZiﬁ'ql“ and qu“Réiff} yo

Thereafter we construct ¢l* = ps(q'™) = ps(q'®) and qlv = s(q™*) = ps(¢*¥). Then, Ny.g0,a)

is defined s.t. n(y’q~07a)(qlx) = n(X,qO,a)(qlx“) + n(X,qO,a)(qlwv) and n(y7q~07a)(qu) = n(X,qO,a)(quu) +
0 X’qoya)(qu“). We perform another time this procedure. by partitioning supp(nx qivu q)) = {¢**} U
{q?~} or supp(1(x,qgtv.a)) = {®®, ¢*®} U {¢®¥, ¢*¥*} arbitrarily. Indeed the obtai,ed result is the
same: (i) ¢!V REC{HI; f} ¢*¥" since they are both pre-image of §*¥ by ps, which means (ii) ¢'¥ R;t{ﬁc}tqu“
since X is assumed to be P-fair. If we note C, = config(X)(¢*¥), C, = config(X)(¢'¥"), ¢u =
created(X)(q*")(c), vy = created(X)(¢"¥*)(c), Cu ==, My and Cy, ==, 1, we have j) C, \ {P} =
Co \ {P}, §ji) Cu \ {P} ==y \(py u \ {P} and jjj) Cu \ {P} =54, \(p} 10 \ {P} which implies jv)
mu \ {P} =m \ {P}.

In the remaining, if we consider a PCA X deprived of a PSIOA A we always implicitly assume that
X is A-fair.

4.23. Y = X\ {A} is a PCA if X is A-fair

Here we prove a sequence of lemma to show that Y = X \ {P} is indeed a PCA, by verifying all the
constraints.

Prepare the top/down transition preservation We show a useful lemma to show ¥ = X \ {4}
verifies the constraint 2 of top/down transition preservation.
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Figure 4.8. — Projection on PCA (part 2/2, the part 1/2 is in figure 4.7)
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4.2 Projection

Lemma 28 (corresponding transition after projection). Let A be a PSIOA. Let X be a A-fair PCA

and Y = X \ A. ((QXaaa 77X)a (QYaaa UY)) € Dx x Dy, s.t. (qY>a777(Y,qy,a)) = :ud(QXaaa n(X,qX,a))' For
each K € {X,Y}, we note Cx = config(K)(qk), pr = created(K)(qx)(a).

Let 'y the unique element of Disc(Qeony) 5.t £0) 1(x q4x.a) & nly with 1) ¢ = config(X) and 22)
C’X :a>t,0X n/X'

Let ny = n'x \ {A}. Then 0 verifies y0) N(Y.qv a) <C—/> ny with y1) ¢ = config(Y)(qy) and y2)
Config(Y)(qy) =4y -

Proof. We note (Qix)iez the partition of supp(nx qy.a) st. Vi € I, Yg'y, ¢ € QZX, q&szﬁqg’(. Viel,

we note C’i\{A} = config(q’)\{A} for an arbitrary element ¢% € Qi and C; = {C € supp(ny)|C\.A =
C’i\{A}}. Since x0) 7(x,4x a) 4 Ny with x1) f = config(X)(qx), (Ci)iez is a partition of supp(ny).
For every ¢ € Z, we note qu = us(¢y) for an arbitrary element ¢ € Q;X . By uf—correspondance,

config(ql) = Ci\{A} = config(gy) \ {A}

By ,uj‘—correspondence,

Ny a) (@) = B¢ (@)=, N X.ax.a) (0x)

= EZGIZ(]/X eQrLX“uS(q/)():qg/n(X,qx,a) (qu')

By assumption x0) and x1), 7(x ¢y ,a) & ny with ¢ = config(X), thus

Y.ay0(dy) = TieTEq) eQX puu(ql)=at, x (config(X) (dx))
= EiEIEC;(EC’i,CS(\A:config(qg,)an'(C_/X')

= EC&,C&\A:config(qg,)an (C_/X')

Therafter, we use the lemma 26 and get 7(y,q, a)(qy) = 1y (config(Y)(qy)) with 7y = n'x \ {A}. By
definition of Y, Config(Y)(qy = ps(qx)) = Config(X)(gx) \ {A}. We can apply lemma 26. Since
a € sig(config(X)(ax) \ {A}), Config(Y)(ay) ==, ny with 1y = nx \ {A} and gy = (ox \ {A}).
By p-correspondance, created(Y)(qy)(a) = created(X)(qx)(a)\{A}, thus py = created(Y)(gy)(a).
Finally the restriction of con fig(Y") on supp(n(y,qy a)) is @ bijection. Indeed, we note f1 : qy + QiX s.t.

{av} = us(QX), fo: QX = Ci f3: Cy C'i\A. By construction, f1 and f3 are bijection. By bijectivity
of the restriction of config(X) on supp(nx.qy.a), f2 is a bijection too. Moreover, the restriction f’ of
config(Y) on supp(ny.qy.a) is f1 © fa o f3 and hence this is a bijection too.

O]

Now we are able to demonstrate that the PCA set is closed under deprivation.

Theorem 17 (X \ {P} is a PCA). Let P € Autids. Let X be a P-fair PCA, then Y = X \ {P} is a
PCA.

Proof. — (Constraint 1) By construction of Y, gy = u2(gx) and by ps-correspondence rule,
config(Y)(qy) = config(X)(gx) \ {P}. Since constraint 1 is respected by X, it is a fortiori
respected by Y.
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— (Constraint 2) Let (gy, a,n(v,qy,a)) € Dy. By construction of Y, we know it 3(gx, @, 1(x,¢x,a)) €
Dx with 1y, .a) = 1d(N(x,qx,a)) a0d v = ps(qx). Then, because of constraint 2 ensured by X,
we obtain it exists a reduced configuration distribution 'y € Disc(Qconf) s-t- x0) (X ¢y a) Sl
with x1) ¢ = config(X) and x2) Config(X)(qx) ==,y nx Where px = created(X)(gx)(a).
We can apply lemma 28 to obtain that 73 = 7y \ {P} is a reduced configuration transition that
verifies y0) 7(v,¢y ,a) & ny with y1) ¢ = config(Y) and y2) config(Y)(qy) :ahpy 7y where
py = ox \ {P} = created(Y)(qy)(a).

This terminates the proof of constraint 2.

— (Constraint 3) Let gy € Qy,Cy = config(Y)(gy),a € sig(Cy), py = created(Y)(qy)(a), 1% €
Disc(Qeong) s-t. Oy == 1}

By construction of Y = X'\ {P}, if ¢y € Qy, Jgx € Qx, ps(qx) = qv, Cx = config(X)(qx),
Cx \{P} = Cy. Necessarily, a € sig(Cx) and by construction of Y = X \ {P}, ox \ {P} = ¢y
with ¢x = created(X)(gx)(a). We note n’y verifying Cy ==, 7y. By lemma 26, 7} =
x \ {A}

Because of constraint 3, it means (gx,a,mx gy,a) € Dx with x0) (x4 a) & ny with x1)
¢ = config(X). Since gy = ps(qy) and a € sig(Y)(qy), the construction of Dy implies
(qYa a, 77(Y,qy,a)) € Dy with (QYa a, 77(Y,qy,a)) = Mdp((QXa a, 77(X,qx7a)))-

We can apply lemma 28 to obtain that n} verifies y0) N(Y.qy a) & ny with y1) ¢ = config(Y)
and y2) Cy ==, 71}

This terminates the proof of constraint 3.

L

— (Constraint 4) Verified by construction (We recall that ¥(qy, ¢x) € Qy xQx, qy = it (ax), sig(Y)(qy)
hide(sig(config(Y)(qy), hidden-actions(Y)(qy))
where hidden-actions(Y)(qy) = hidden-actions(X)(qx) \ pot-out(X)(qx)(P).
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4.3 Reconstruction

4.3. Reconstruction

In the previous section, we have shown that Y = X \ A is a PCA (as long as X is A-fair ). In this
section, we will

1. introduce the concept of simpleton wrapper A*" that is a PCA that encapsulates A.
2. prove that X \ {A} and A® are partially-compatible (see theorem 18)

3. There is a strong executions-matching from X to (X \ {A})||A*" in a restricted set of executions
of X that do not create A (see theorem 19). Hence it is always possible to transfer a reasoning
on X into a reasoning on (X \ {A})||A*" if no re-creation of A occurs.

4. The operation of projection/deprivation and composition are commutative (see theorem 21).

4.3.1. Simpleton wrapper : A*”

Here we introduce simpleton wrapper A*Y, a PCA that only encapsulates A%
Definition 133 (Simpleton wrapper). (see figure 4.9) Let A be a PSIOA. We note A* the simpleton
wrapper of A as the following PCA:

— psioa(AS) = A

— config(A™)(¢%) = (0,0)

— Vg € Qua,qa # ¢y, config(A™)(q) = (A, {(A q)})

— Vg € Qu,Va € sig(A*”)(q), created(A**)(¢)(a) = 0

— Vg € Q4, hidden-actions(A%)(q) = 0
We can remark that when A™ enters in qzsw = qﬁ where @(Asw)(qzsw) = 0, this matches the
moment where A enters in qi where @(A)(qf‘) = (), s.t. the corresponding configuration is the empty
one.

A c A c
T o2 Oy > 0 e [
D —_ ct <« —
A G °) M I A —___0JS
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""T(j‘,..-‘ql:(.] et e
a A a A
— ] :
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0. §qf§ C;;',',_'E(@,@)

Figure 4.9. — Simpleton wrapper

4.3.2. Partial-compatibility of (X 4\ {A}) and A**

In this subsection, we show that (X 4\ {.A}) and A*" are partially-compatible and that (X 4\ {A})||A*"
mimics X 4 as long as no creation of A occurs (see figure 4.10).
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Figure 4.10. — Reconstruction of a PCA via Z = (X, X \ {V})

Map X and (X \ {A}, A°Y) We first introduce two functions to map X and (X \ {A}, A*%).

Definition 134 (u and p': mapping of reconstruction). Let A € Autids, X be a A-fair PCA,
Y = X\ A. Let A%Y be the simpleton wrapper of A. Let qfl € Qa the (assumed) unique state s.t.
sig(A)(g%) = 0. We note:
— The function X.pu2 : Qx = Qy X Q uw st VYax € Qx, X.put(ax) = (X.pf(qx), qa) with
ga = map(config(X)(gx))(A) if A € (auts(config(X)(¢x))) and g4 = qi’l otherwise.

— The function X.Mf that maps any alternating sequence ax = q())(,al,q}(,CLZ... of states and

actions of X, to p(ax) the alternating sequence oy = X2 (q%), o', X ut (%), a?, ....

The symbols A and X. are omitted when this is clear in the context.
Now, we recall definition 105 of A-conservative PCA, an additional condition to allow the compatibility
between X \ A and A*".

Definition 135 (A-conservative PCA (recall)). Let X be a PCA, A € Autids. We say that X is
A-conservative if it is A-fair and for every state qx € Qx, Cx = (Ax,Sx) = config(X)(qx) s.t.
A€ Ax and Sx(A) £ gy, hidden-actions(X)(qx) = hidden-actions(X)(qx) \ ext(A)(qga4)-
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A A-conservative PCA is a A-fair PCA that does not hide any output action that could be an external
action of A.

Preservation of properties Now we start a sequence of lemma (from lemma 29 to lemma 33) about
properties preserved after reconstruction to eventually show in theorem 18 that X \ A and A*" are
partially-compatible.

The next lemma shows that reconstruction preserves signature compatibility.

Lemma 29 (preservation of signature compatibility of configurations). Let A € Autids. Let X
be a A-conservative PCA, Y = X \ A. Let qx € Qx, Cx = (Ax,Sx) = config(X)(qx). Let
qy € Qy,qy = ps(gx). Let Cy = (Ay,Sy) = config(Y)(qy)-

If A€ Ax and ga = Sx(A), then sig(Cy) and sig(A*")(qa) are compatible and sig(Cx) = sig(Cy) x
sig(A*)(qa)-

If A¢ Ax, then sig(Cy) and Sig(«isw)(qﬁ) are compatible and sig(Cx) = sig(Cy) x sig(flsw)(qi).

Proof. Let A € Autids Let X and Y \ {A} be PCA. Let qx € Qx. Let Cx = config(X)(qx),
Ax = auts(Cx) and Sx = map(Cx). Let ¢y € Qv,qv = ps(gx). Let Cy = config(Y)(qy),
Ay = auts(Cy) and Sy = map(Cy). By definition of Y, Cy = Cx \ {A}.

Case 1: A€ Ax

Since X is a PCA, Cx is a compatible configuration, thus ((Ay,Sy) U (A,q4)) is a compatible

configuration. Finally sig(Cy) and sig(.A)(ga) are compatible with sig(A)(ga) = sig(ﬂsw)(qﬁ) .

By definition of intrinsinc attributes of a configuration, that are constructed with the attributes of
the automaton issued from the composition of the family of automata of the configuration, we have
Ax = Ay U{A} and sig(Cx) = sig(Cy) x sig(A)(qa), that is sig(Cx) = sig(Cy) x sig(A**")(qa)-

Case 2: A¢ Ax

Since X is a PCA, Cx is a compatible configuration, thus Cy = Cx is a compatible configuration.
Finally sig(Cy) and sig(A)(qfl) =(0,0,0) = sig(A)(ga) = sig(Asw)(Qf\) are compatible.

By definition of intrinsinc attributes of a configuration, that are constructed with the attributes of the
automaton issued from the composition of the family of automata of the configuration (here Ay and

Ax = Ay ), we have sig(Cx) = sig(Cy). Furthermore, sig(A*")(¢%) = sig(.A)(qﬁ) = (0,0,0). Thus
sig(Cx) = sig(Cy) x sig(A™)(¢%) O

The next lemma shows that reconstruction preserves signature.

Lemma 30 (preservation of signature). Let A € Autids. Let X be a A-conservative PCA, A €
Autids, Y = X \ {A}. For every qx € Qx, we have sig(X)(gx) = sig(Y)(qv) x sig(A*)(qa) with
(v ) = 2 (ax)-

Proof. We note Cx = config(X)(gx) and Cy = config(Y)(qy). The last lemma 29 tells us for
every qx € Qx, we have sig(Cx) = sig(Cy) x sig(A*®)(q4) with (qy,q4) = p-(gx). Since X is A-
conservative, we have (*) sig(X)(gx) = hide(sig(Cx), acts) where acts C (out(X)(gx)\ (ext(A)(ga)).
Hence sig(Y)(qy) = hide(sig(Cy ), acts). Since (**) actsNext(A)(qga) = 0, sig(Y)(gqy) and sig(.A)(qa)
are also compatible. We have sig(Cy) = sig(Cy) x sig(A)(qa) = sig(Cy) x sig(A*)(q4) which
gives because of (*) hide(sig(Cx),acts) = hide(sig(Cy ), acts) x sig(A)(qa), that is sig(X)(gx) =
sig(V)(av) x sig(A) () = sig(¥ ){av) x sig(A) ().
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O]

The next lemma shows that reconstruction preserves partial-compatibility at any reachable state.

Lemma 31 (preservation of compatibility at any reachable state). Let A € Autids, X be a A-
conservative PCA, Y = X \ {A}, Z = (Y, A*") Let q; = (av, G zsw) € Qv X Q fow and gx € Qx s.t.
1(gx) = qz. Then psioa(Y) and psioa(A**) are compatible. Moreover, by definition of Y = X\ { A}
and A*Y being the simpleton wrapper of A, the sub-automaton exclusivity and creation exclusivity of
definition 70 are necessarily ensured. Hence, Z is compatible at state qz.

Proof. Since X is a A-conservative PCA, the previous lemma 30 ensures that sig(Y")(gy) and sig(A)(qa) =
sig(A°")(qa) are compatible, thus by definition Z is compatible at state gz. O

Here, we show that reconstruction preserves the probabilistic distribution of the corresponding tran-
sition, as long as no creation of the concerned automaton occurs.

Lemma 32 (homomorp}}ic transition without creation). Let A € Autids, X be a A-conservative PCA,
Y =X\{A}, Z= (Y, A"). Let gz = (qv,q zow) € Qv X Q fou and gx € Qx s.t. (i) p.(qx) = qz.
Let a € sig(X)(qx) = sig(Y)(qy) x sig(A*")(q jsw) , verifying (ii): No creation from A, i.e. if a is
A-ezclusive in state qx ,then created(X)(qx)(a) =0, then

— If A is not created by a, i.e. if either
o A< auts(config(X)(¢x)), or
o A ¢ auts(config(X)(gx)) and A ¢ created(X)(gx)(a) (X does not create A with proba-
bility 1)
Then TI(X7QX70‘) % T’(quZ7a)
— If A is created by a i.e. A ¢ auts(config(X)(gx)) and A € created(X)(gx)(a) (X creates A
with probability 1)

i
Then N(x,qx.a) © Nzaza) Where [ qy € supp(nix.gx.a) = (X (dx), 05.0)-

Pra)of. By lemma 30, we have sig(X)(qx) = sig(Y)(qv) x sig(A)(qa) = sig(Y)(qy) % sig(A**)(§ jow =
qA)-

We note Cy = (Ax,Sx) = config(X)(qx), Cy = (Ay,Sy) = config(Y)(qy), Cjew = (A fow,S fow) =
config(A*)(q zsw). By construction of y., Cx = Cy U C z., with Cy and C 4., compatible configu-
ration (1).

We note px = created(X)(qx)(a), py = ox \ {A}, 1w =0, 072 = 0y U ¢ jow = @v.
— If a is A-exclusive in state gx, then px = py = ¢z = 0 by assumption.

— If A is not created by a, then px = ¢z,
— If A is created by a, then ox = pz U{A} and ¢z = px \ {A}

We note (nx,7y,1 jew) € Disc(Qx) x Disc(Qy) x Disc(Q zou) and (nx, 10y, N fow) € Dz’sc(Qamf)3
such that:

— X = (X,qx,a)
— Ny = N(y,gy,a) if @ € sig(Y)(qy) and ny = d4, otherwise

= NAsw = N Asw g 1e.a) if a € sig(fisw)(qf(sw) and 7 gsw = dq4,,, otherwise
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- CX :a>sox an
— Oy ==, 1y if a € sig(Y)(qy) and 1} = d¢, otherwise
= C jow :awAsw niisw if a € sig(flsw)(quw) and U:gsw = 0C 4., Otherwise
The constraint 2 of top/down transition preservation applied to PCA implies that:
X
— nx & 1y with ¢® = config(X) (2)

CY / . Y .
— ny < 1y with ¢© = config(Y) (3)

A : Asw . Asw
— Nisw < Njew With ¢ = config(A®) (4)

Since Y never creates A and A*" never contains an automaton different from A, the lemma 6 can be
applied with (1), (2), (3), and (4) as preconditions:

— by item 1b of lemma 6: merge((nzo.,ny)) TN Join((n jews ny)) with f°: C% = (Cy, C'.) sit.

Asw
) Ol = CY UC,,, i) A ¢ Cy and iii) VB £ A, B¢ C'r., (5)

— by item 1d of lemma 6: Cx ==, merge((n;isw,ng/)) (6)

zZ
Furthermore 1z,q,.a = 1y © 1l gou- 50 by (4), Mzg50 ¢ join((n/gn)) (**%) with 1% : gl =
(qg/7 qzz(sw) = (COang(Y) (Q:lew )7 confzg(Asw) (qiz(sw ))

Now we deal have to separate the treatment of the two cases:

— If A is not created by a, since ¢z = px, because of (6) and (3), merge((n'jsw,ng/)) =y
X
and because of (3) 7(x,qyx,a) AN merge((n;{w,n{/)) (7). Because of (7) and (5), 1(x,qx,a) <
§oin((ngow, my)) With g = f*o f¥.

Hence, if A is not created by a 1(x 4y .q) PN NZ,qz,a) With b = (fZ)_1 o f¥o fX = p. which
ends the proof for this case.

— If A is created by a, we have both
o Cx ==, merge((ngeu:1y))
o Ox ==,,004} Tx
which means Cy = n;) with
. merge((n;(sw, 1y )) generated by 7, and ¢z and
e 7’y generated by 7, and ¢z U {A}.
Thus 7'y <£> merge((n;isw,ng/)) with g% : C% = C} U C jew — Cy. where C 1., ({A},95.., :
A= @ ow)-

To summarize, we have:
X

4 n(X,qX,a) — an
/ 9¢ / /
o 7x < merge((n jowsMy))
f5o .
o merge((1) gows My)) ¢ J0in (0w ny))
..
® N(Zyqe.a) < JOIN((N fous M)

h . - .
Hence 1(x 4x,a) < M(Z,qz,0) With [ = (fZ) Lo fS0g®0 fX e,

o dy e supp(N(x,qx,a)) (X2t (dy), qfisw), which ends the proof for this case.
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O]

The second case where A is created will not be used before section 4.5.

We take advantage of the lemma 33 used for theorem 18 to introduce the notion of twin PCA and
extends directly the lemma 33 and theorem 18 to twin PCA.

Definition 136 (X
note X

qx ﬁq

QXANTX). Let X = (Qx,qx,sig(X), Dx) be a PSIOA and Gy € reachable(X). We
the PSIOA X' = (Qx,(jfx,sig(X),Dx).

Two PCA X and X' are A-twin if they differ only by their start state where one of them corresponds
to A-creation.

Definition 137 (A-twin). Let A € Autids. Let X, X' be PCA. We say that X' = X q,, is a A-
twin of X if it differs from X at most only by its start states gx+ reachable by X s.t. either X' = X or
A € config(X")(qx') and map(config(X')(gx))(A) = qa. If X" is a A-twin of X and Y = X \ {A}
and Y' = X"\ {A}, we slightly abuse the notation and say that Y’ is a A-twin of Y.

Lemma 33 (partial surjectivity 1). Let A € Autids. Let X be a PCA A-conservative and X' a
A-twin of X. Let Y = X'\ {A}. Let Y’ be a A-twin of Y. Let Z' = (Y', A°").

Let a = ¢°,a',....,a", ¢* be a pseudo execution of Z'. Let assume the presence of A in «, i.e. Vs €

Then 3@ € Execs(X'), s.t. X' .u (@) = a.

Proof. By induction on each prefix o = ¢°,a', ..., a%, ¢° with s < k.
Basis: case 1) A € config(X')(qx+): We have p1.(qx+) = (Gy’,qa). Hence pie(qx:) = (qv7,qa)-
case 2) A ¢ config(X')(qx), (necessarily X = X'): p.(gx/) = (Gy, qA) Hence p.(gx/) = ((jy/,qft).

Induction: we assume this is true for s and we show it implies this is true for s + 1. We note d;
s.t. pe(@®) = . We also note ¢° = Istate(@®) and we have by induction assumption u.(¢°) = ¢° =
(gy,q%). Because of preservation of signature compatibility, sig(X)(¢%)) = sig(Y)(gy)) x sig(A)(q%))-
Hence a*t1 € sig(X)(g°). Thereafter, by construction of X \ {A} there exists ¢°*' s.t. ¢! =

T8 ( 7°T1). Finally, since no creation of and from A occurs by assumption of presence of A, we can
use lemma 32 of homomorphic transition which give 7y gs as+1) & 1(Z,q%,as+1) Which means A=
supp(7(x,g° q++1)) Which ends the induction and so the proof. O

Before using lemma 33 and 31 to demonstrate theorem 18 of partial compatibility after reconstruction,
we take the opportunity to extend lemma 33:

Lemma 34 (partial surjectivity 2). Let A € Autids. Let X be a PCA A-conservative. Let Y = X\ A.

Let Y’ be a A-twin of Y. Let Z =Y'||A%".

Let o = ¢°,a', ...,a", ¢* be a an execution of Z. Let assume (a) Qo 7 qf‘ for every s € [0,k*] (b)

Qiisw = qisw for every s € [k* + 1,k] (c) for every s € [k* + 1,k — 1], for every ¢°, s.t. u.(q°) = ¢°,
A ¢ created(X)(G°)(a*™Y). Then 3a € Frags(X), s.t. pe(&) = a. If Y' =Y, 3& € Execs(X), s.t

fe(®) = a.

Proof. We already know this is true up to k™ because of lemma 33. We perform the same induction
as the one of the previous lemma on partial surjectivity: We note & s.t. ue(a®) = a®. We also note
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= [state(&®) and we have by induction assumption 1.(¢°) = ¢° = (gy, ¢4). Because of preservation
of signature compatibility, sig(X)(G%)) = sig(Y)(q3)) x sig(A)(¢%). Hence a**! € sig(X)(g°). Now
we use the assumption (c), that says that A ¢ created(X)(G*)(a*™) to be able to apply preservation
of transition since no creation of A can occurs. 0

Now we can use lemma 33 and 31 to demonstrate theorem 18 of partial compatibility after reconstruc-
tion.

Theorem 18 (Partial-compatibility after resconstruction). Let A € Autids. Let X be a PCA A-
conservative s.t. Yqx € Qx, for every action a A-exclusive in qx, created(X)(qx)(a) = 0. Let X' ba
a A-twin of X and Y' = X"\ {A}. ThenY' and A*" are partially-compatible.

Proof. Let Z' = (Y' A). Let a be a pseudo-execution of Z’ with Let Istate(a) = qz = (qy, quu,)
Case 1) q jow = q Tow The compatibility is immediate since szg(.Asw)(qisw) = (. Case 2) q fou # q G-
Since (*) A cannot be re-created after destruction by neither Y or A% and (**) Vgx € Qx, for
every action a A-exclusive in gx, created(X)(¢x)(a) = 0 we can use the previous lemma 33 to show
J a € Execs(X'), sit. pe(@) = a. Thus, Istate(a) = p,(lstate(@)) which means Z’ is partially-
compatible at Istate(«) by lemma 31. Hence Z is partially-compatible at every reachable state, which
means Y’ and A*" are partially-compatible. We can legitimately note 2’ = Y'||A%Y. O

Since Z' = (Y’, A%") is partially-compatible, we can legitimately note 2’ = Y”|| A%, which will be the
standard notation in the remaining.

4.3.3. Executions-matching from X to (X \ {A4})||A*"

In this subsection, we show in theorem 19 that X. ,uf is a (incomplete) PCA executions-matching from
X to (X \ {A4})]|A®" in a restricted set of executions of X that do not create A.

We start by defining the restricted set of executions of X that do not create A with definitions 138
and 139.

Definition 138 (execution without creation). Let A be a PSIOA. Let X be a PCA , we note
execs-without-creation(X)(A) the set of executions of X without creation of A, i.e. evecs-without-
creation(X)(A) = {a = ¢®a’¢*...d"¢* € Execs(X)|Vi € [0,]al], A ¢ auts(config(X)(¢')) = A ¢
auts(config(X)(q"*"))}.

Definition 139 (reachable-by). Let X be a PSIOA or a PCA. Let Execs’y C Ezecs(X). We note
reachable-by(Execs'y) the set of states of X reachable by an execution of Execs’y, i.e. reachable-
by(Ezxecs'y) = {q € Qx|Ja € Execs’y,lstate(a) = q}

The next 2 lemmas show that reconstruction preserves configuration and signature. They will be
sufficient to show that the restriction of i on reachable-by(execs-without-creation(X)(A)) is a PCA
executions-matching.

Lemma 35 (u. configuration preservation). Let A € Autids. Let X be a A-conservatiee PCA, Y =
X\A, Z=Y|[A. Let qx € Qx,q9z = (qy,qjsw) € Qz s.t. p2(qx) = qz. Then config(X)(qx) =
config(Z)(qz)-

Proof. By definition of composition of PCA, config(Z)(qz) = config(Y)(qy) U confz'g(flsw)(qjlsw).
(*)
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Also, by pZ*-correspondence, config(X)(gx) \ A = config(Y)(qy) (**).
We deal with the two cases gz'\g(flsw)(qjsw) =0 or gz'\g(flsw)(qjsw) £

— If sig(A 159)(q gow) = 0, then A ¢ aut(config(X)(gx)) which means, that config(X)(¢x) =
config(X)(gx) \ A (1). Furthermore, config(A*)(q z:v) = (0,0) (2) .Because of (**) and (1),
config(X)(gx) = config(Y)(qy) and because of (*) and (2), config(X)(qx) = config(Z)(qz).

- If szg(Asw)(qjsw) # 0, then A € aut(config(X)(gx)). We note Cq = config(A*")(q jow) =
({A},S : A map(config(X)(ax))(A). By (*). config(Z)(az) = config(Y)(ay)UCy and by
(**) co?f;'il(Y))(qy)UCA = config(X)(gx)\AUC4 = config(X)(qx). Hence, config(X)(qx) =
config(Z)(qz

Thus in all cases, config(X)(qx) = config(Z)(qz) which ends the proof.
O

Lemma 36 (u, signature-preservation). Let A € Autids. Let X be a A-conservatiee PCA,Y = X\ A,
Z =Y||A™. Let qx € Qx,qz = (@y,qjsw) € Qz 8.t. p-(ax) = qz. Then sig(X)(qx) = sig(Z)(qz).

Proof. By lemma 30 of preservation of signature sig(X)(¢x) = sig(Y)(qy) x szg(.Asw)(quw) By
definition of composition of PCA, sig(Z)(qz) = sig(Y)(qy ) x sig(A**)(g jo) which ends the proof. [

Now we can state our strong PCA executions-matching:
Definition 140. Let A be a PSIOA. Let X be a A-conservative PCA. Let Y = X \ {A} and Z =
Y[ A%.
We define (X.al, X s, X i) (noted (i, ik, il') when it is clear in the context) as follows:
— 2t the restriction of ut on reachable-by(execs-without-creation(X)(A)).

— f s (axs @ xgx.) € D o (B(0%), (7,54 (qx).a) where Dy = {(QX,am(qu, )) €
Dx|gx € reachable-by(execs-without-creation(X)(A)), (A ¢ auts(config(X)(¢x) = A ¢

created(X)(gx)(a))}.

— 2t the restriction of ut on execs-without-creation(X)(A).

Theorem 19 (executions-matching after reconstruction). Let A be a PSIOA. Let X be a A-conservative
PCA. Let Y = X \ {A}. The triplet (i, ik, i) is a strong PCA ezecutions-matching from X to
Y|[A*Y if A € auts(config(X.a)(start(X.4))) and from X to YHAZ_Lf’ s  otherwise.

A

sw —>quw

Proof. We note Z = Y ||A* and Z¢ = V|| A% "
Tasw =G 5w
- /];4 is a strong PCA-state-matching since
e starting state preservation is ensured by construction:
— A€ auts(config(Xa)(start(X ) : iz (ax) = dz
— A ¢ auts(config(X.a)(start(X ) ' (ax) = dze

e signature preservation is ensured V(gx,qz) € Qx X Qz s.t. qz = ﬂf(qx), si9(X)(gx) =
s19(Z)(qz) by lemma 36 of signature preservation of p,.

— DY 2 dom(fif) is eligible to PCA transition-matching (and thus (42, if>) is a strong PCA-
transition-matching) since
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e matched state preservation is ensured: Vnx ,.q) € DY, qx € dom(ﬂf) by construction of
D

e equitable corresponding distribution is ensured: V7(x ¢y .4) € D Vq" € supp(N(x,qx,a))>
NX.qx.0) (@) = N(Z,52(qx ),a) (i(¢")) by lemma 32 of homomorphic transition.

— (@, i, i) is the PCA-executions-matching induced by (a2, fi7t). and correctly verifies:

e For each state ¢ in an execution in ezecs-without-creation(X)(A), q € dom(fil).

Then, the triplet (ﬂf, [Lﬁ, ﬂ;‘) is a strong PCA-executions-matching from X to Z if A € auts(config(Xa)(qx,))
. i2(dx) = @z and from X to Z% otherwise.

O]

extension and continuation of (i, fi*, i) Now, we continue the executions-matching (i, i, i)
to deal with A creation at very last action.

Definition 141 (Preparing continuation of PCA executions-matching from X to Z). Let A be a
PSIOA. Let X be a A-conservative PCA. We define
— execs-with-only-one-creation-at-last-action(X)(A) = {a' = a"q,a,q € Execs(X)|a € execs-
without-creation(X)(A) A o’ ¢ execs-without-creation(X)(A)}.
— vt gx € reachable-by(execs-with-only-one-creation-at-last-action(X)(A)) — (ﬂf(qYA),qﬁ).
_A, . .
- Mtr+ : (qX7a777(X,qX,a)) € dOW(Mﬁ«) U D/)/( = (M?(qX)a a?ﬁ(X,ﬁg“(qx),a)) where
D% = {(ax,a,M(x 4x.0) € Dxlax € reachable-by(execs-without-creation-at-last-action(X)(A))A
A ¢ auts(config(X)(gx)) N A € created(X)(gx)(a)}

We show that dom(ﬂﬁn’Jr) \ dom/(fi{}) verifies the equitable corresponding property of definition 117.

Lemma 37 (Continuation of PCA transitions-matching from X to Z). Let A be a PSIOA. Let X be
a A-conservative PCA. Let Y = X \ {A} and Z =Y || A*".
it

V(qxa a, n(X,qX,a)) € dom( )\dom(ﬂé)7 vc]fX € SUPP(U(X,qX,a)); N(X,qx,a) (qu') = MZ,5lgx),a) (laf7+(QS())

Proof. By configuration preservation, Conf = config(X)(qx) = config(Z)(il(qx)). We have
Conf N(Conf,a),p- Moreover, by ps-correspondence rule, o x \{A} = pz, with px = created(X)(qx)(a)

and ¢z = created(Z) (i (gx))(a).

Hence Conf ==, nx with 7y generated by ¢x and n(cony.q)
generated by ¢z and N(Conf,a),p:

p>» while Con f :a>@z ny with 7,
Since A is created, for every Confy, = (A%, S) with A ¢ Ay, for every Confy = (Alx,S) with

'« = A, U{A} where S’y (A) = g4 and Sy agrees with S, on A, n’,(Conf},) = 0y (Confk), while
n'x (Confy) = 0 for every Confy = (A%,S%) s. t either A ¢ A% or A € A% but S%(A) # ga. So
(2720 (2T (dx)) = nz(config(Z) (i (dx))) = nx((config(X)(dx)) = Nixgx.a)(@x) which
ends the proof.

O

Since dom(ﬂﬁn’Jr) \ dom(ﬁﬁ) verifies the equitable corresponding property of definition 117, we can
define a continuation of (G, ik, i) that deal with A-creation at very last action.
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Definition 142 (Continuation of PCA executions-matching from X to Z). Let A be a PSIOA. Let X
be a A-conservative PCA. Let Y = X\ {A} and Z = Y||A**. Let D% = dom (i) \ dom(i'). Since

V(qx: 0, M(xax.0) € D Vi € supp(Nix.ax.0)) MXoaxa) (@) = Nz5A(gx).0) (32T (dx)) by previous
lemma 37, we can define:

A - A+ -~ ~ . ) A A~
(2, i), iy ™, b h) the (T, D%)-continuation of (32, fift, i)

We terminate this subsection by showing the £-extension of our continued PCA executions-matching
is always well-defined.

Theorem 20 (extension of continued executions-matching after reconstruction). Let A be a PSIOA.
Let X be a A-conservative PCA. Let Y = X \ {A} and Z = Y||A*". Let € partially-compatible with
both X and Z. The &-extension of the executions-matching (X.at, X.a%), X g, X.al') from X
to Z, noted (((€)|X).a, (€| X).a %), (E|1X).54, (E]|1X).5A), is a strong continued PCA executions-
matching from E||X to &£||Z.

Proof. By definition of [L:"—i_ and /1;4, we have

— ESHX = execs-without-creation(E|| X)(A)

— Ea‘X = execs-with-only-one-creation-at-last-action(E|| X ) (A)

— Ex = execs-without-creation(X)(A)
— E} = execs-with-only-one-creation-at-last-action(X)(A)
- QEHX = reachable-by(EgHX)

At — an
QSHX = reachable—by(EgllX)

— Qx = reachable-by(Ex)
_ Q} = reachable—by(E;})

— dom((E||X). i) = QF

This allows us to apply lemma 17 of "sufficient conditions to obtain range inclusion" to both E)1X).abt
and (€]|X).a which gives range((€]|X).at") C Qg7 and range((E||X).al) C Qg z Which allows
us to apply lemma 20.

The lemma 23 implies that the resulting executions-matching is a strong one.

4.3.4. Composition and projection are commutative

This section aims to show in theorem 21 that operation of projection/deprivation and composition are
commutative.

Theorem 21 ((X||€)\{A} and (X \ {A})||€ are semantically equivalent). Let A be a PSIOA. Let X
be a A-fair PCA partially-compatible with £ where both X, &, and X||E are configuration-conflict-free.
The PCA (X||E)\ {A} and (X \ {A})||€ are semantically equivalent.
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Proof. Wenote W = X||€, U = (X||E)\{A}, V = (X\{AD|E, pA = X.put, VA = W, To stay
simple, we note Id the identity function on any domain, that is we note Id for both Idg : g¢ € Qg — q¢
and Idy : qu € QU — qU-

The plan of the proof is the following one:

— We will construct two functions, isoyy : Qu — Qv and isoyy : Qv — Qu, s.t. isoyy(qu)
is the unique element of (uX4, Id)((u?V*) " (qr)) and isoyy((qy,qe)) is the unique element of
p A (A, 1d) " (gv s ge))-

— Then we will show that isoyy and isoyy are two bijections s.t. isoyy = isol}%/.

— Thereafter we will show that for every (qu, qv), (a7, q1,) € (states(U) x Qv), s.t. qv = isouv(qu)
and ¢}, = isopy(q};), then quRsirictqy, qir Rsrieedly and for every a € sig(U)(qu) = sig(V)(qv),
NU,qu.a) (QU0) = N(V.ay.a) (@)

— Finally, it will allow us to construct a strong complete bijective executions-matching induced by
isoyy and Dy (the set of discrete transitions of U) in bijection with a strong complete bijective
executions-matching induced by isoyy and Dy (the set of discrete transitions of V) .

First, we show that for every g = (¢x, ge) € reachable(W) C Qx xQg, the state gy £ (uX4 Id)(qW)
(11X (qx), qe) is an element of reachable(V) (*). We proceed by induction. Basis: (uX(Gx), )
is the initial state of V. Induction: Let qw = (qx,qe),qy = (dx,qt) € reachable(W), qv €

reachable(V),a € sig(W)(qw) s.t. ¢y € supp(N(wgw a)), V = (XA, 1d) (qw ), and ¢, = (54, Id) (glyy)
. There are two cases:

case 1) a is A-exclusive in gp. In this case qWR\{A}q{/V, which means ¢{, = gy and ends the proof

case 2) a € sig(V)(qv) N sig(W)(qw)

We need to show that gy € supp(1(v,qy,a))- This is easy to show. Indeed, qw € supp(n N(Wawa))
means (¢'y,qe) € supp(n(x,qxja) ® 77(57(]57&)) (with the convention N(X,qx,a) = Oqx if @ ¢ szg( )(gx))
and 1(g gp.0) = Oge if a ¢ 5ig(€)(qe))) which means gy € supp(n(x.qx.a) and ge € supp(n(e ge.a))-
So ux A (dx) € supp(iy,, x4y ) o) Which means (u>(d), ¢z) € Sy 4 ) 0) © e )

that is (12 (@), 48) € SUPP( 1y ) (WX A (gx)ge).a)) NE o) and thus @l € supp(nvgy a)) 50 a1 €
reachable(V) .

A

Second, we show that for every qy 2 (qy,qe) € reachable(V), 3 qw = (qx,qe) € reachable(W)
st. qy = (U5, Id)(qw) (**). The reasoning is the same, we proceed by induction. The basis is
performed with start state correspondence as before. Induction: Let q = (gv,qe), 4, = (¢4, qk) €

reachable(V), qw € reachable(W),a € sig(V)(qv) N sig(W)(qw) s.t. ¢} € supp(N(v,qy,a)) With qv =

(4, 1d) (qw).
We need to show that 3 qj, € supp(Mw,qu,a)) S-t- q, = (,uf’A,Id)(q{,V). This is easy to show

X, A
because of u;*-correspondence. For every qy 2 (¢4, qe) € Supp(n(u(qy7q£)7a)) , ¢y € supp(n(yﬂY’a)).
Because of uf’A—correspondance, 3 ¢y € supp(n(x.,qx.a)) With gy = XM ghy), thus 3 gly = (d, qk) €
SUpP(w (g qe).a)) St @y = (13 (dx), g¢) which ends the proof of this second point.

Now we can construct isoyy and isoy .

— 1soyy: for every qu € Qu, (,uZV’A)_l(qU) # ) by construction of U and for every qw £
W,A\—1 A
(ax,qe), dly 2 (d.de) € (W Hav), aw Ry diy

L],
which means for every qw 2 (qx,q¢e),qly 2 (d,qt) € (1Y aw), (4, 1d)((gx,qe)) =
(1A 1d) ((dx, ) and so (uA, Id)((u) A)_I(QU)) = {qv} where qy £ isoyy(qu) € Qv by
(*).
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— isoyy: for every qV 2 (gv,qe) € Qv, (X4 Id) " (qv) # 0 by (**). Furthermore for every

_ A . A
aw = (4x,ge), qw 2 (¢, qe) € (A, 1d) " (qv), qXth{m}tq’X, which means qWlem}tq’w and so

p A (A, 1d) " qv)) = {qu} where qu £ isoyu(qv) € Qu
Now we can show that ¢soyy is a bijection with isoyy = iso‘_/%].

— surjectivity of isoyv: Let qv = (qv, qe) € reachable(V'), we will show that 3 gy € reachable(U)
s.t. isopy(qu) = qv. Indeed, we already know that (*) 3 qw = (¢x,qe) € (LA, Id) " (qv) N
reachable(W). Let qu = p*(gw). By construction of U, we have qy € reachable(U) and
aw € (VN Hqu) and (uX4, Id)(qw) = qv which means isopy (qu) = gy and ends this item.

— injectivity of isoyy: Let gy € reachable(V), Let qu,qy € reachable(U) s.t. isoyv(qu) =

isoyy(qy) then qu = qy. Again for every qw,qy € (XA, Id)  qy), qWR;quW and so

w A gw) = " (diy). But for every qu,qp; € isopy(av), qu gy € pi Id) " (av)
which means qu = q(;.

Let (i) gqv = isoyv(qu) or (ii) qu = isoyy(qv) we will show that in both (i) and (ii) qy Rstrictqu- By
definition, {qv} = (u, Id) (") " (qu)).
W,.A)—l

In case (i) we note gy an arbitrary element of (u, (qu) # 0, while in case (ii) we note g an
arbitrary element of (uX** Id)~'(qv) # @ . In both cases, we have 1a) config(W)(qw) \ {A} =
config(U)(qu) and 1b) config(W)(qw) \ {A} = config(V)(qyv), which means 1c) config(U)(qu) =
config(V)(qv). Then we have 2a) hidden-actions(W)(qw )\pot-out(W)(qw)(A) = hidden-actions(U)(qu)\
pot-out(W)(qw)(A) = hidden-actions(U)(qu) and 2b) hidden-actions(W)(qw ) \pot-out(W)(qw )(A) =
hidden-actions(V')(qy) \ pot-out(W)(qw)(A) = hidden-actions(V)(qy), which means 2c) hidden-
actions(U)(qu) = hidden-actions(V)(qv). Thereafter we have 3a) for every action a € sig(W)(qw) N
sig(U)(qu), created(W)(gw)(a) \ {A} = created(U)(qu)(a) \ {A} = created(U)(qu)(a) and 3b) for
every action a € sig(W)(qw) N sig(V)(qv), created(W)(gw)(a) \ {A} = created(V)(qv)(a) \ {A} =
created(V)(qy)(a) which means 3c) for every action a € sig(U)(qu) = sig(V)(qv), created(U)(qv)(a)
created(V)(qv)(a). The conjonction of 3a), 3b) and 3c) lead us to qv Rstrictqu-

Now we can show that isoyy is the reverse function of isoyy: Let (qu,qv) € reachable(U) x
reachable(V') s.t. qv = isoyy(qu). We need to show that isoyy(¢v) = qu. The point is that 3!
g 2 isovu(qv) and we have gy Ryricrqu and qy Ryricegly which means gy Ruupicrgly and so qu = gjy by
assumption of configuration-conflict-free PCA. Hence isoyy = iso‘_/%].

The last point is to show that that for every (qu,qv), (g1, i) € reachable(U) x reachable(V), s.t.
qv = isoyy (qu) and qi, = isoyy(qy), then qu Rsirictqv, qp Rstrictqy, and for every a € sig(U)(qu) =
sig(V)(av)s Mgy .a)(a0) = 10vay 0y (@h)-

For every a € sig(U)(qu) = sig(V)(qy) we have a unique 7 s.t. C =%, n with C' = config(U)(qu) =
config(V)(qyv) and ¢ = created(U)(qu)(a) = created(V)(qy)(a). Hence for every configuration C’ €
supp(n), 3 (g, qy,) € reachable(U) x reachable(V) s.t. C" = config(U)(qy) = config(V)(qi ). Hence
isouv (qr) = qy and furthermore (g, a) (97) = N(vgy,0) (@) = 1(C).

Everything is ready to construct the PCA-executions-matching, which is (j) the PCA-executions-
matching induced by isoyy and Dy (the set of discrete transition of U) and (jj) the PCA-executions-
matching induced by isoy and Dy (the set of discrete transition of V')

O]
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4.4. PCA corresponding w.r.t. PSIOA A, B

In the previous section we have shown that X 4||€ and A%|[(X4 \ {A}||€) are linked by a strong
PCA executions-matching as long as A is not re-created by X 4. This also means that the probability
distribution of X 4||€ is preserved by A*[|(X \ {A}||€), as long as A is not re-created by X 4. We
can have the same reasoning to obtain a strong PCA executions-matching from Xg||€ and B**||(X5 \

{B}|€)

In this section we take an interest in PCA X 4 and Xp that differ only on the fact that B supplants A
in Xp. Hence, we recall the definitions of section 3.7. Then, we show that under slight assumptions,
XA\ {A} and Xp \ {B} are semantically equivalent (see theorem 22).

Combined with the result of previous section we will realise that we can obtain a strong PCA
executions-matching from (*) X4||€ to A™||(Y]|€) and (**) from X5||€ to B*||(Y]|€) where Y
is semantically equivalent to both X5\ {B} and X 4\ {A}. Hence if £’ = £||Y cannot distinguish A%
from B*Y, we will be able to show that £ cannot distinguish X 4 from Xz which will be the subject of
sections 4.5 to finally prove the monotonicity of p-implementation.

< ap-correspondence between two configurations We formalize the idea that two configurations are
the same excepting the fact that the automaton B supplants A but with the same external signature.
The next definition comes from [AL16].

Definition 143 (< 4p-corresponding configurations). (see figure 4.11) Let ® C Autids, and A,B
be PSIOA identifiers. Then we define ®[B/A] = (¢ \ A) U{B} if A € &, and ®[B/A] = & if
A ¢ &. Let C,D be configurations. We define C <ap D iff (1) auts(D) = auts(C)[B/A], (2)
for every A" ¢ auts(C) \ {A} : map(D)(A") = map(C)(A'), and (3) ext(A)(s) = ext(B)(t) where
s =map(C)(A),t = map(D)(B). That is, in <gp-corresponding configurations, the SIOA other than
A, B must be the same and must be in the same state. A and B must have the same external signature.
In the sequel, when we write ¥ = ®[B/A], we always assume that B ¢ ® and A ¢ V.

TR
u

a u c v e A )
c = ” int:g int:h int: k
O d O f O
b e = —J m
a u c v e 4 B ™ P
D = T int:g » int:n * intin o >
O d O f O
b S — m

Figure 4.11. — <145 corresponding-configuration

The next lemma states that <1 4p-corresponding configurations have the same external signature, which
is quite intuitive when we see the figure 4.11.

Proposition 10. Let C, D be configurations such that C <lap D. Then ext(C) = ext(D).
Proof. The proof is in [AL16], section 6, p. 38. We write the proof here to be complete:

If A ¢ C then C = D by definition , and we are done. Now suppose that A € C, so that C' =
(A U{A},S) for some set A of PSIOA identifiers s.t. A ¢ A, and let s = S(A). Then, by definition
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65 of attributes of configuration, out(C) = ( | out(4;)(S(4;))) U out(A)(s). From C <45 D and
A;eA
definition , we have D = (A U {B},S’), where S’ agrees with S on all A; € A, and t = S'(B) such
that ext(A)(s) = ext(B)(t). Hence out(A)(s) = out(B)(t) and in(A)(s) = in(B)(t). By definition 65
of configuration attributes, out(D) = ( U out(A;)(S'(A;))) U out(B)(t). Finally, out(C) = out(D)
A, €A
since S" agrees with S on all A € A and out(A)(s) = out(B)(t). We establish in(C) = in(D) in the
same manner, and omit the repetitive details. Hence ext(C) = ext(D). O

Remark 5. It is possible to have two configurations C, D s.t. C <iqa D. That would mean that C
and D only differ on the state of A (s or t) that has even the same external signature in both cases

ext(A)(s) = ext(A)(t), while we would potentially have int(A)(s) # int(A)(t).

The next lemma states that <14p-corresponding configurations are equal if we omit the automata A
and B.

Lemma 38 (Same configuration). Let A, B € Autids. Let X 4, Xp be A-fair and B-fair PCA respec-
tively, where X 4 never contains B and Xg never contains A. Let Y4 = X4\ {A}, Yz = X5\ {B}.

Let (aj{l,xb) € Qx, X Qx, s.t. config(X4)(ra) <ap config(Xp)(xp). Let yo = Xapl(za), yp =
Xoapg (p)

Then config(Ya)(ya) = config(Ye)(us).

Proof. By projection, we have config(Ya)(ya) <ap config(Yp)(ys) with each configuration that does
not contain A nor B, thus for config(Y4)(ya.) and config(Yg)(yp) contain the same set of automata
ids (rule (1) of <4p) and map each automaton of this set to the same state (rule (2) of <ap). O

same comportment of two PCA modulo A, B In this paragraph, we formalize the fact that two
PCA have the same comportment, except for B that supplants A.

First, we formalize the fact that two PCA create some PSIOA in the same manner, excepting for B
that supplants .A. Here again, this definition comes from [AL16].

Definition 144 (Creation corresponding configuration automata). Let X,Y be configuration au-
tomata and A, B be PSIOA. We say that X,Y are creation-corresponding w.r.t. A, B iff

1. X never creates B and Y mnever creates A.

2. ¥(a,m) € Execs™(X) X Execs™(Y) s.t tracea(a) = traceg(m), for x = lstate(a),y = Istate(r), we
have Then Va € sig(X)(z) N sig(Y)(y) : created(Y)(y)(a) = created(X)(x)(a)[B/A].

Naturally [B/A]-corresponding sets of created automata are deprived of A and B respectively, they
become equal, which is formalized in the next lemma.

Lemma 39 (Same creation after projection). Let A,B € Autids. Let X4, Xp be A-fair and B-
fair PCA respectively, where X 4 never contains B and Xp never contains A (B ¢ UA(X4) and
A¢UA(Xp)). Let Y4 = Xs\{A}, Y = Xp\{B}. Let (zq,2p) € Qx, XQx, and act € sig(Xa)(xq)N
sig()%g)(:z:b) s.t. created(Xg)(zp)(act) = created(X.4)(zq)(act)[B/A]. Let yo = Xapul(za), v =
XB.,U,S (xb)

Then created(Yg)(xp)(act) = created(Y 4)(xq)(act)

Proof. By definition of PCA projection, we have created(Yg)(xp)(act) = (created(Xg)(xp)(act))\ B =
(created(X 4)(zq)(act)[B/A]) \ B = created(X 4)(z4)(act) \ A = created(Y ) (zq)(act). O
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Second, we formalize the fact that two PCA hide their actions in the same manner. The definition is
strongly inspired by [AL16].

Definition 145 (Hiding corresponding configuration automata). Let X,Y be configuration automata
and A, B be PSIOA. We say that X,Y are hiding-corresponding w.r.t. A, B iff

1. X never creates B and Y never creates A.

2. ¥(a, ) € Ezecs™(X) x Execs™(Y) s.t trace4(a) = tracep(w), for x = Istate(a),y = Istate(n), we
have hidden-actions(Y')(y) = hidden-actions(X)(x).

Naturally if hidden actions of <i4p-corresponding states are equal, it remains true after respective
deprivation of A and B which is formalized in next lemma.

Lemma 40 (Same hidden-actions after projection). Let A,B € Autids. Let X4, Xp be A-fair and

B-fair PCA respectively, where X o never contains B and Xg never contains A (B ¢ UA(X 4) and

A¢ UA(Xp)). Let Yq = X4\ {A}, Y5 = Xp\ {B}. Let (za,25) € Qx, X Qxp> Yo = XA-p2(x0),
_ B

v = X5 (Tp) 8.t.

A .
- xaRz;inf}xb; .e. yaRconfyb

— hidden-actions(Xg)(xp) = hidden-actions(X 4)(zq)
Then hidden-actions(Yg)(yy) = hidden-actions(Y 4)(yq)

Proof. We note Cx, = config(Xa)(za), Cxz = config(Xp)(xs), Cy, = config(Ya)(ya), Cvsz =
config(Yg)(ys). By assumption, Cx, \ {A} = Cy, = Cy; = Cx, \ {B}.

We note hx , = hidden-actions(X 4)(xa), hx,; = hidden-actions(Xg)(xp), hy, = hidden-actions(Y4)(ya),
hy, = hidden-actions(Yg)(yp). By assumption, hx, = hxy, while by construction, hy, = hx , \ pot-
out(X 4)(A) and hy, = hx, \ pot-out(Xp)(B).

Case 1: pot-out(X 4)(A)(z,) = pot-out(Xg)(B)(xp), the result is immediate, Case 2: pot-out(X 4)(A)(z4)N
hx , = pot-out(Xg)(B)(xp) N hx,; = 0, the result is immediate.

Case 3: Without loss of generality, we assume act = pot-out(X 4)(A)(xze) N hx, # 0. For every
C € auts(Cyy), C € auts(Cy,) since Cy, = Cy; and C € auts(Cx,) since Cy, = Cx, \ {A}. By
compatibility of Cx ,, pot-out(X 4)(A)(xs) N pot-out(X 4)(C)(za) = 0.

Case 3a) B ¢ auts(Cx,), which means both i) act C hx,, ii) act Nout(Cx,) = 0 and iii) hx, C
out(Cx,) which is impossible. Thus we only consider

Case 3b) B € auts(Cxy). Sincej) for every C € auts(Cyy), pot-out(X 4)(A)(xq)pot-out(X 4)(C)(zq) =
0 and jj) hx, C out(Cxy), we have act C pot-out(Xg)(B)(xp).

For symmetrical reason, we have both pot-out(X4)(A)(z.) N hx, C pot-out(Xg)(B)(xy) and pot-

out(Xg)(B)(xzp) N hx, C pot-out(X 4)(A)(xa), which means hy, \ pot-out(Xg)(B)(xs) = hxy \ pot-
out(Xp)(B)(xp) and ends the proof

O]

Now we are ready to define corresponding PCA w.r.t. PSIOA A, B, that is two PCA X 4 and Xp that
differ only on the fact that B supplants A in Xg. Some additional assumptions are added to ensure
monotonicity later. This definition is still inspired by definitions of [AL16].

Definition 146 (corresponding w.r.t. A, B). Let A, B € Autids, X4 and Xg be PCA we say that X4
and Xg are corresponding w.r.t. A, B, if they verify:
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config(Xa)(gx,) <ap config(Xp)(qxy)-

— X 4 never contains B (B ¢ UA(X 4)), while Xp never contains A (A ¢ UA(Xg)).

— X4, Xp are creation-corresponding w.r.t. A, B.

— X4, X are hiding-corresponding w.r.t. A, B.

— Xy (resp. Xg) is a A-conservative (resp. B-conservative) PCA.

— (No exclusive creation from A and B)

o Vgx, € Qx, , for every action act A-exclusive, created(X 4)(qx ,)(act) =0 and similarly

e Vqx, € Qxp, for every action act’ B-exclusive, created(Xg)(qx,)(act’) =10

equivalent transitions to obtain semantic equivalence after projection In this last paragraph of
the section, we show that if two PCA X 4 Xz are corresponding w.r.t. A and B, then there respective
projection Y4 = X 4\ {A} and Yz = X\ {B} are semantically equivalents. To do so, we use notions of
equivalent transitions. the idea is to recursively show that any corresponding executions of Y4 and Yj
lead to strictly equivalent transitions to finally build the complete bijective PCA executions-matching
from Y4 to Yp.

We start by defining equivalent transitions.

Definition 147 (configuration-equivalence and strict-equivalence between two distributions). Let
K, K’ be PCA and (n,n') € Disc(states(K)) x Disc(states(K")).

— We say that n and 0 are config-equivalent, noted n <Lf> n', if there exists f : Qx — Qg s.t.
con

0 <L o with ¥q" € supp(n), 0" Reons F(d")-
— If additionally, Vq" € supp(n), ¢ Rstrict ("), then we say that n and 7' are strictly-equivalent,
noted n PN .

strict

Basically, equivalent transitions are transitions where the states with a non-zero probability to be
reached are mapped by a bijective function that preserves i) the probability to be reached and ii)
configuration. A stricter version preserves also iii) future-created automata and hidden actions.

The next lemma states that if we take two corresponding transitions from strict equivalent states,
then we obtain configuration equivalent transitions.

Lemma 41. (strictly-equivalent states implies config-equivalent transition) Let K, K' be PCA and
let (q,q') € Qg x Qg strictly-equivalent, i.e. qRsiricitq’ . Let a € sig(K)(q) = sig(K')(¢') and let
((¢,a, MK q,0)) (q/7a77'](K/,q/’a))) € Dk x Dgr. Then Nk qq) and 0 q.q) are config-equivalent, i.e.

E|f : QK — QK’ s.t. m <L> 77/.
conf

Proof. This is the direct consequence of constraints 2 and 3 of definition 68 of PCA. We note C' =
config(K)(q) = config(K')(¢') and ¢ = created(K)(q)(a) = created(K')(¢')(a). By constraint 2, ap-
plied to K, there exists 1 s.t. 1k 4.q) & nwith f& = config(K) and con fig(K)(q) écreated(K)(q)(a)
n By constraint 2, applied to K, there exists 7' s.t. 7(gs ¢ q) AR n with f& = config(K’) and
config(K')(q") == created(k")(q')(a) T -

Since qRtrictq’, C = config(K)(q) = config(K')(¢') and ¢ £ created(K)(q)(a) = created(K')(¢')(a).

Hence C éw n and C :a@, n' which means n = 7’.
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S0 N(K,qg,a) VRN MK q',a) With f= ("1 o f& where f (resp. f%, resp. f¥) is the restriction of f
(resp. ', resp. ) on supp(nscg.a)) (resp. supp(nircr ¢ a)), resD. supp(n(i g.a)))-

Thus, for every (§,q) € supp(n(r,qa) X supp(i(rr g.a) st @ = f(@), 5@ = f¥(q), that is
con fig(K)(G) = config(K')(q), i-e. GReonsq -

f .
Hence n(x 4.q) <0—nf> N(K’,q',a) Which ends the proof.

O]

Now we start a sequence of lemma (from lemma 42 to lemma 44) to finally show in theorem 22 that if
X4 and Xp are corresponding w.r.t. A, B then X4\ {A} and X\ {B} are semantically-equivalent.

The next lemma shows that we can always construct an execution @y € Ezecs(X) from an execution
ay € Ezecs(Y) with Y = X \ {A} that preserves the trace.

Lemma 42 (Ezecs(X \ {A}) can be obtained by Execs(X)). Let A € Autids, X a A-fair PCA,
Y =X\ {A4}.

Let ay = ¢¥,a', gy, ...,¢% € Execs(Y). Then there exists, ax = 4%, a',dx,...,40% € Execs(X) s.t.
Vi € [0,n], ¢} = pg'(dk)-

Proof. By induction on the size s = |a§| of prefix of = ¢¥,al, ¢4, ..., ¢35 .
Basis (Ja3-| = 0): By definition 132, gy = X.u2'(qx)

Induction: let assume the proposition is true for prefix o5 = ¢¥,a', ¢v, ..., ¢§ with s < |ay|. We will
show it is true for a$™'. We have ¢§ = X.uZ'(¢%). By construction of Dy provided by definition
132, there exists 7)(x g3 as+1) € Dx s.t. X'MJdA(n(X,qg(,aS“'l)) = (y,g5 a+1)- BY X .p-correspondence of

definition 132, W(Kq;,asﬂ)(Qf/H) = Z n(ngpasﬂ)(q}(). By definition of an execution,

d€Qx s (dy)=ay"

qf/H € supp(n(y’qsy,asﬂ)), which means there exists q§(+1 € Qx s.t. 1) ,u,f(qg(ﬂ) = qf,H and 2

q§(+1 € Supp(n(ng(’aerl)). Thus, it exist 07?1 L cjg(ﬂ € Execs(X)s.t. Vi € [0,s+1], ¢} =

O

M;“(cfx), which ends the induction and so the proof.

The next lemma states that, after projection, two configuration-equivalent states obtain via executions
with the same trace are strictly equivalent.

Lemma 43 (After projection, configuration-equivalence obtain after same trace implies strict equiva-
lence). Let X 4 and Xpg be two PCA corresponding w.r.t. A, B. Let Y 4 = X \{A} and Yz = Xp\{B}.
Let (ay,, my,) € Execs(Ya) x Execs(Yp) with lstate(ay,) = qy, and lstate(nyy) = qyy- If

- QYARcoanYB and

— trace(ay,) = trace(nyy) = f3,

then qy, RstrictQyy

Proof. By lemma 42, 3(ax,,7x;) € Evecs(X4) x Execs(Xp) s.t. (i) trace(ax,) = trace(ay,) =
trace(my,) = trace(fix,) and (ii) ¢y, = XA.,uf(QNXA) and qy,, = Xp.15(Gx,) where Gx, = Istate(7x,)
and ¢x , = Istate(ax ).

Since trace(dx ) = trace(fxy), we have j) hidden-actions(X 4)(qx ) = hidden-actions(Xg)(Gx;) by
hiding-correspondence of definition 95 and jj) Va € sig(X 4)(dx ,)Nsig(XB)(dx,), created(X 4)(Gx ,)(a) =
created(Xg)(dxy)(a)-
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By lemma 40 we have (*) hidden-actions(Ya)(qv,) = hidden-actions(Ys)(qyz) , and by lemma 39 we
have (**) Va € sig(Ya)(qv,) = sig(YB)(qyys)-

If we combine the definition gy, Reonfqy; with (*) and (**), we obtain gy, Rstrictqyy, which ends the
proof.

O]

Finally, the next lemma states that, after projection, two configuration-equivalent states obtain via
executions with the same trace lead necessarily to strictly equivalent transitions.

Lemma 44 (After projection, configuration-equivalence obtain after same trace implies strict equiv-
alent transitions). Let X 4 and Xg be two PCA corresponding w.r.t. A, B. Let Y4 = X4\ {A} and
Y = X\ {B}. Let (ay,,my,) € Execs(Y4) x Execs(Yp) with lstate(ay,) = qv, and Istate(my,) =
qvy- 1If

- QYARcoanYB and

— trace(ay,) = trace(ny,) = f3,
then for every a € EZZ(YA)(qYA) = @(YB)(qYB), (Y 4,0y 4,0) and (Vv a) OT€ strictly equivalent, i.e.

df 1 Qx — Qi s.t. 77<L>77'

strict

Proof. By previous lemma 43, qy, and gy, are strictly equivalent. Thus by previous lemma 41, there

. f .
exists [ s.t. MY aavg.0) <2 (Vi avg.a)- Let two corresponding states (qng,quB) € SUPP(U(YA,qYA,a)) X

nf
TI(YB,qu,a) s.t. f(qg/A) = Q§/B’ We have qg/ARconfqg/B(*)' Furthermore, since qYARstrictQYB’ Sig(YA)(QYA) =
s19(Ys)(qy ), namely ext(Ya)(qy,) = ext(Y5)(qyy), which means trace(ay, gy, agy, ) = trace(my, Gy, aqy,)-
So we can reapply previous lemma to obtain gy, Rstrictqy, which ends the proof.

O]

Now we can finally show that if X 4 and Xp are corresponding w.r.t. A, B then X 4\ {A} and Xp\{B}
are semantically-equivalent which was the main aim of this subsection.

Theorem 22 (X AAVBX g implies X 4\ {A} and Xp\{B} semantically-equivalent). Let A, B be PSIOA.
Let X4, XB be PCA. XAAVBXB implies (X4 \ {A}) and (Xp\ {B}) are semantically-equivalent.

Proof. We note Y4 = X4\ {A} and Yp = X \ {B}. We recursively construct a strong complete bi-
jective PCA executions-matching (fs, f"", f¢*) where fs : reachable<s(Y4) — reachable<s(Ys) and

S ’J S

[ {a € Execs(Ya)|la| < s} — {7 € Execs(Yp)||n| < s} s.t. f&(a) = mimplies Istate(a) Rgricel state(m).
Basis: s = 0, reachable<o(Y4) = {Gx 4}, while reachable<o(Ys) = {Gx}-

By definition 107 of corresponding automata con fig(X 4)(gx ,)<aconfig(Xp)(qxy), while (qv,, vz) =
(XA.M;“(QXA),XB.;L?(QXB)) by definition 132 of PCA projection, which gives gy, Reonfqy;; by lemma
38. Moreover tracey,(qy,) = traceys(qvz) = A (A denotes the empty sequence). Thus we can ap-
ply lemma 43 to obtain Gy, RstrictGQy- We construct fo(Gv,) = Gvg, fo" (Gvy) = Gvy- Clearly fo
is a bijection from reachableg(Y4) to reachableg(Yp), while f§* is a bijection from Ezecso(Y4) to
Execso(Yp)

Induction: We assume the result to be true for an integer s € N and we will show it is then true for
s+ 1. Let Execss(Ya) = {a € Execs(Y)||a| = s} and Execss(Yg) = {m € Execs(Yp)||n| = s}.
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We can build fs11 (resp. fs¥i) s.t. Vg € reachable<s(Ya), fo+1(q) = fs(q) (resp. s.t. Va €
Execs<s(Ya) fiii(a) = f{¥(@)) and Vg3, € reachablesi1(Ya), fs+1(q”) (resp. Va® € Bxecss(Ya),

¥1(a") ) is built as follows:

We note oI = aanAaq{}A (qv, = lstate(ay,)). We note 1y, = fe¥(ay,). By induction assumption,

Qv Rstrictqy with gy, = Istate(ay,) and gy, = Istate(myy). Hence sig(Ya)(qy,) = sig(YB)(qy;) and
j

by previous lemma 44, for every a € sig(Ya)(qv,) = si9(Y5)(qvz): Hgg, (Y a0 4-0) m N(Yiav,0)

ex a,j

Hence, we define fi7; : o™ = ay qv,aqy, — sefl(ayA)“fs(qu)agg(qng), while fs41 is natu-

rally defined via [y, e er every qi/A € reachables1(Y4), we note a® € Ezecsgy1(Y4) s.t.
Istate(a®) = ¢}, and fupa(al,) = lla,) = Istate( (a9)).

We finally define f¢° : ¢%'...a"¢"... = fo(¢®)a'...a"f,.(¢"), f : ¢ — fn(q) where q = Istate(¢®al...q™)
and 2 (4,0, 7(v4,q.0) = (F(@) @0, f(0).))-

Clearly (f, f", f°) is strong since for every pair (gy,,qvy), -t- f(qv.) = Qvys Qv Rstrictqvis-
Moreover, (f, f", f¢*) is complete since dom(f) = reachable(Y,4) = Qv,-
Finally, the bijectivity of f¢* is given by the inductive bijective construction.

Hence (f, f'", f¢*) is strong complete bijective PCA executions-matching from Y4 to Y3 which ends
the proof.

0
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4.5. Top/Down corresponding classes

In previous section 4.4, we have shown in theorem 22 that if X 4 and Xp are corresponding w.r.t.
A and B (in the sense of definition 107), then Y4 = X4 \ {4} and Yz = X \ {B} are semantically
equivalent. We can note Y an arbitrary PCA semantically equivalent with both Y, and Yj.

In section 4.3, we have shown in theorem 19 that for every PCA £ environment of both X 4 and X,
X 4||E and A*"||Y4||E (resp. Xp||E and B*“||Y3]||E ) are linked by a PCA executions-matching

It is time to combine these two results to realize that for every PCA & environment of both X4 and
Xp, X4||€ and A°"||E" (resp. Xp||E and B*||E’) are linked by a PCA executions-matching where
g =¢&|y.

Hence (*) if £ cannot distinguish A*“ from B*“, we will be able to show that £ cannot distinguish
X 4 from Xg.

In this section, we formalise (*) in theorem 23 of monotonicity of implementation relation. However,
some assumptions are required to reduce the implementation of Xz by X 4 into implementation of B
by A. These are all minor technical assumptions except for one: our implementation relation concerns
only a particular subset of schedulers so-called creation-oblivious, i.e. in order to compute (potentially
randomly) the next transition, they do not take into account the internal actions of a sub-automaton
preceding its last destruction.

4.5.1. Creation-oblivious scheduler

Here we recall the definition of creation-oblivious scheduler (already introduced in subsection 3.7.5),
which does not take into account previous internal actions of a particular sub-automaton to output
its probability over transitions to trigger.

We start by defining strict oblivious-schedulers that output the same transition with the same proba-
bility for pair of execution fragments that differ only by prefixes in the same class of equivalence. This
definition is inspired by the one provided in Segala’s thesis but is more restrictive since we require
strict equality instead of a correlation (section 5.6.2 in [Seg95b]).

Definition 148 (strict oblivious scheduler (recall)). Let W be a PCA or a PSIOA, let o € schedulers(W)
and let = be an equivalence relation on Frags* (W) wverifying Yoy, s € Frags®(W) s.t. a1 = ag,
Istate(ay) = lstate(ay) . We say that o is (=)-strictly oblivious if Yo, oo, a3 € Frags*(W) s.t. 1)
a1 = g and 2) fstate(as) = lstate(as) = Istate(ay), then o(a] as) = o(ag as).

Now we define the relation of equivalence that defines our subset of creation-oblivious schedulers.
Intuitively, two executions fragments ending on A creation are in the same equivalence class if they
differ only in terms of internal actions of A.

Definition 149. (& =% & (recall)). Let A be a PSIOA, W be a PCA, ¥&,&' € Frags*(W), we say
&= & iff:
1. &,&' both ends on A-creation.
2. & and & differ only in the A-exclusive actions and the states of A, i.e. u(@) = p(a@') where
(@ = q’atq...a"q") € Frags* (W) is defined as follows:
— remove the A-exclusive actions
— replace each state @ by its configuration Config(W)(q§) = (A*,S?)
— replace each configuration (A", S%) by (A*,S%) \ {A}
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— replace the (non-alternating) sequences of identical configurations (due to A-exclusiveness
of removed actions) by one unique configuration.

More formally, u can be recursively defined as follows:

= n(@) = Config(W)(a) \ {A} if 6 =7 € Qy
— u(Gag) = { w(@)a(ConfigW)(q) \ {A}) if a is not A-exclusive

(@) otherwise.
3. lstate(aq) = Istate(az)

We can remark that the items 3 can be deduced from 1 and 2 if X is configuration-conflict-free. We can
also remark that if 1 is a A-conservative PCA, we can replace (@) = u(@'), by p(@) | (W\ {A}) =
p(@) | (W \ {A}) but we want to be as general as possible for next definition of creation oblivious
scheduler:

Definition 150 (creation-oblivious scheduler). Let A be a PSIOA, W be a PCA, o € schedulers(W).
We say that o is A-creation oblivious if it is (=4 )-strictly oblivious.

We say that o is creation-oblivious if it is A-creation oblivious for every sub-automaton A of W
(A € U auts(config(W)(q))). We note S, the function that maps every PCA W to the set of
€Qw

creation-oblivious schedulers of W. If W is not a PCA but a PSIOA, So(W) = schedulers(W).

If o is A-creation oblivious, we can remark that Vo, € Ezecs” (W), a =4 o, Olo = 0| in the sense
of definition 151 stated immediately below.

Definition 151 (conditioned scheduler). Let A be a PSIOA, o € schedulers(A) and let ay €
Frags*(A). We note 0y, : {a2 € Frags™(A)|fstate(as) = Istate(ar)} — SubDisc(Dy) the sub-
scheduler conditioned by o and ay that verifies Voo € Frags®(A), fstate(as) = Istate(ar), 0o, (a2) =
ola] ag).

We take the opportunity to state a lemma of conditional probability that will be used later for lemma
58.

Lemma 45 (conditional measure law). Let A be a PSIOA, o € schedulers(.A) and let oy € Frags*(A)
and 0o, the sub-scheduler conditioned by o and a1. Let a,, g € Frags™(A), fstate(az) = Istate(a) =
q12. Then

€o,00 (Ca1) ) Eo\al,qu (Caz) if o ﬁ Qo

eglapai)(caz) if ap =i al

€a,ao(0afoz2) = {

Proof. We note a2 = a] aa.

L. aq £ ao:
a) a1 £ a, and a, £ ag:
This implies a2 £ a, and o, £ @iz thus €0,00(Caras) = €5,0,(Cay) = 0 which ends the
proof.
b) a, < ai:
This implies o, < a2 By induction on size s of aip. Basis: s = 0, i.e. ap = Istate(a1) = qia.
Thus, we meet the second case of definition of €0l 12 (Cay): a2 < @12, which means

€0y 12 (Cay) = 1 and terminates the basis. Induction: We assume the result to be
true up to size s € N and we want to show it is still true for size s + 1. Let as €
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Frags*(A), fstate(as) = lstate(ar) = qi2 with |as| = s+ 1. We note as = af ¢'ag and
oy = af . We have |ab| = s and «a, < o
By definition we have 60\a1,Q12 (Caz) = EU\al,qm (00/2) ’ U(O‘IZ)(U(A,q’,a)) “T(A,q',a) (Q)
In Parallel, by definition: €5 q,(Cais) = €o,a0 (C’a/12) . 0(0/12)(77(A,q/,a)) . 77(A7q',a)(Q) and by
induction assumption, €o,a0 (Cau) = €00, (COQ) ' 6c7|a1,t]12 (Cag) ' J(CV,12)<77(.A,(1’,a)) : n(A,q’,a) (q)
and s0 €5.0,(Cayy) = €0,0,(Cay) * €5, ,q12(Caz), Which ends the induction and so the case.
2. a, = af a,. By definition, €;4,(Ca,) =1

a) both ay2 € @, and a, £ ag2. This implies ay £ ) and o), £ ay Then, by definition,
€o,00 (Can) = €aay b (Cay) = 0.

b) ai2 < a,. This implies ap < ap. Then, by definition, €5,a,(Casz) = €5, a5 (Cay) =1

c) ao, < aqa:
We proceed by induction on size s of as.
Basis: s = 0, i.e. ag = ¢i2. Then by definition €, 4,(Caiy) = €5,0,(Ca;) = 1. Moreover
q12 < o), which means 60—|a11a/o(CO‘2) = 1, which ends the basis.
Induction:
We assume the result to be true up to size s € N and we want to show it is still true for
size s + 1. Let ag € Frags*(A), fstate(as) = lstate(a1) £ g2 with |ag| = s + 1. We note
as = oy q'aq and oy = a] o). We have |ab| = s and o, < o).
By definition we have €, a7 (Cas) = €5, a1, (Cay) - o(ah)(M(ag.a)) * Mg ) ()-
In Parallel, by definition: €5,0,(Caiz) = €0,00(Car,) - o(a19)(M(aq a)) * M(Aq,a)(q) and by
induction assumption, 60,040(00412) = €o,a0 (Cal) ’ EU\al,aﬁ,(Cag) : 0-(0/12)(77(,4@’,@)) “N(A,q a) (Q)
and $0 €g,0,(Caraz) = €ra,(Cay) * €0, 0, (Cay). Finally, since €5,q,(Ca;) = 1, we have
€0,00(Cars) = €, ,a;,(Cay) Which ends the induction, the case and so the proof.

O]

We have formally defined our notion of creation-oblivious scheduler. This will be a key property to
ensure lemma 56 that allows decomposing the measure of a class of comportment into a function of
measures of classes of shorter comportment where no creation of A or B occurs excepting potentially
at very last action. This reduction is more or less necessary to obtain monotonicity of dynamic
creation/destruction with implementation relation.

4.5.2. Tools: proxy function, creation-explicitness, classes

In this subsection, we introduce some tools frequently used during our proof of monotonicity. Later,
we will adopt a quite general approach to understand the key properties of a perception function to
ensure monotonicity. All these properties will be met by environment projection function proj , but
not by trace function.

First we introduce proxy function, which enables a generic reduction from automata (£||X4) to au-

tomata ((€]|Xa\ {A})[|A™)

Definition 152 (proxy). Let A be a PSIOA. Let f(_ ) be an insight function. The A-prozy function
of f, noted f(“f‘fmmy, is the insight function s.t. for every A-conservative PCA X, Y€ € env(X),

~ 5 A,proxy  ~ At~
Va e dom((E]|X). b ), f(&’;() Y(a) = Fo@x\qay), asw) (He (&)

Second, we define ordinary function, as functions capturing the fact that an environment obtain the
exact same insight from X 4 or from ((X 4\ {A})[|A*"). Any reasonable insight function is ordinary.
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Definition 153 (ordinary). Let f y be an insight function. We say f( ) is ordinary if for every
PSIOA A, for every A-conservative PCA X, V€ € env(X), Ya € dom((€]|X).uH), fex)(a) =

s
T evpap) Ay (e (@)

It is worthy to remark that for ordinary perception function, a common perception in the reduced
world implies a common perception in the original world. This fact will be used in the proof of lemma
54 of partitioning.

Lemma 46 (ordinary perception function). Let f be an ordinary perceptionjunction. Then for every
PSIOA A, for every A-conservative PCA X, Y€ € env(X), V&, &' € dom((E||X).u5F)

fé’?(n)omy(d) = f(ég)oxy(d/) = fie.x)(@) = [z x) (&)

Proof. By definition of proxy function, f &) x\(ap) dsw (uf’Jr(&)) = f((é||X\{A}),AS?f)(“:347+(d1))' By

)
definition of perception function, f(é,((X\{A})HAsw))(Mé47+(a)) = f(57((X\{A})‘|ASw))(/’Lé’Jr(d/))‘ By defi-
nition of ordinary function, fiz (&) = f(¢ x) (a@). O

Proposition 11. The environment projection function proj. ) (i.e. for each automaton K, VE €

oy

env(K), proje iy : a € Execs(E||K) — a | £) and the trace functions are ordinary function.
Proof. By definition O

Now, we introduce two new concepts. First, we introduce the notion of creation-explicitness, which
states that an automaton has a clear dedicated set of actions to create each sub-automaton. This
property of creation-explicitness will clarify the condition to obtain surjectivity of ,&,;4* since it suffices
to consider this function with a restricted range where no action of creation-actions(X)(A) appears
before the last action.

Definition 154 (creation-explicit PCA). Let A be a PSIOA and X be a PCA. We say that X is
A-creation-explicit iff: there exists a set of actions, noted creation-actions(X)(A), s.t. Vgx € Qx,
Va € sig(X)(qx), if we note Ax = auts(config(X)(qx)) and ¢x = created(X)(qx)(a), then A ¢
Ax NA € px < a € creation-actions(X)(A).

Second, we define classes of equivalence of some executions that imply the exact same perception from
the environment.

Definition 155 (class of equivalence). Let f be an insight function. Let A be a PSIOA. Let £ €

env(A). Let( € U range(fie g)). We note Class(E, A, f,() = {a € Ezecs(E||A)}|fe,a)(a) =
PSIOA B,Ecenv(B)

¢}

4.5.3. Homomorphism between simple classes

In this subsection, we exhibit the conditions such that /1;4’+ is a homomorphism between the perception
after reduction and the original perception. These conditions are met by the projection function.

First, we state that /1;4’+ is surjective if we consider a range constituted of executions that do not
create A before the very last action.
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Lemma 47 (Partial surjectivity with explicit creation). Let A be a PSIOA and X be a A-conservative
and A-creation-explicit PCA. Let € be partially-compatible with X. Let Y = X \ {A}. Let £4 =
EllY. Let (E1X).a2, (£]1X).ab), (SHX).ﬂﬁ’JF,((‘fHX).ﬂf’JF) be the continued executions match-
ing E-extension of ((X.[Lf,X.ﬂf’+),X.ﬂﬁ’+,X.ﬂf’+). Let a,o/ € Exzecs(E4||A™) s.t. creation-
actions(X)(A) Nactions(a) = ()

1) Then 3a € dom (i) s.t. iv*(a) = p(a) = a.

2) If o/ = o~ q, a1, ¢ with ay € creation-actions(X)(A), then 3@ € dom (") s.t. pbH(a) =o',

Proof. We proof the results in the same order they are stated in the lemma:

1. We note o = ¢°,a', ..., a", ¢"... and we proof the result by induction on the prefix size s. Basis:
the result trivially holds for any execution « of size 0 by construction of X \ {A} that requires
X gx) = dx\{A}- We assume the result holds up to prefix size s and we show it still holds
for prefix size s + 1. We note a, = ¢°,al,...,a*,¢° and &° € Ezecs(&||X) s.t. il (ds) = as.
By lemma 36 of signature preservation a*** € sig(£||X)(gs). Moreover, by assumption a®™! ¢
creation-actions(X)(,A) which means the application of lemma 32 of homomorphic transitions

i e A .
leads us t0 7((g),x) 4 ,ax+1) € M((£4||A5w), g5 as+1)- SO there exists ¢t e SUPP<77((5||X),Q7Q!)) with

1§ = q. So p(@s a1 ) = asy1. This ends the induction and so the proof of 1. .

2. We apply 1. and note & € Ezecs(E||X) s.t. il (@) = a. By lemma 36 of signature preservation
ar € sig(€]|1X)(q) with ¢ = Istate(a). Moreover, by lemma 32 of homomorphic transition,
A

»+
e L _ )
n(f\lX),(j,ag s U(SAHAS”),q,a[' So there exists q’ c supp(n(g”X)ﬁ@!) with M;“rﬁ‘(q/) — q/' S0
At (& Gard) = o which ends the proof.

0

Since we i) classify executions in some classes according to their projection on an environment and
ii) are concerned by the actions of the execution that create A, the next lemma will simplify this
classification. Tt states that if the projection e of an execution a € Execs(E4]|A*™) on the environment
&4 ends by an action a) € creation-actions(X)(A), then the execution necessarily ends by a; (without
additional suffix).

Then we define I'-delineated function f that verifies the fact that an execution a perceived in I’
through f implies o does not create A before very last action.

Definition 156 (delineated function). Let A be a PSIOA, X a A-conservative PCA, € € env(X),
Y = X\ {A}, €4 = E|lY. Let fi y be an insight function. Let T' C mnge(f(gA,Asw)). We say
that f is (I, €, X, A)-delineated if V¢ € T, Ya € FEzecs(E4||A%Y), f(gAjﬂsw)(oa) = (, implies o €
rangef (E]|X).ubt, i.e Vo! < a, actions(a’) N ereation-actions(X)(A) = 0.

It is worthy to remark that if the projection e of an execution a does not contain actions dedicated
to the creation of A before very last action, then o does not create A before the very last action.

Lemma 48 (projection is a delineated function with explicit creation). Let A be a PSIOA, X a
A-conservative PCA, € € env(X), Y = X\ {A}, €4 = E||IY. Let T £ {e € Ezecs(E4)|Ve <
e, actions(e')Nereation-actions(X)(A) = 0}. The projection function proj_y is (T, £, X, A)-delineated.
Proof. Let a € Execs(E4||A*™), (o | E4) = ¢ € T. Hence either |¢/| = 0 or ¢ = e qaid with
actions(e') N ereation-actions(X)(A) = 0. If actions(a) N ereation-actions(X)(A) = 0, the result is
immediate. Assume the opposite. We note o = o' ¢}, ay, q?”a2 with a) € creation-actions(X)(A).
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We have ¢ | A%V = qzsw. Indeed, let us assume the contrary: ¢} | A% # qzsw. Then ¢ | A%V # qzsw
for every state ¢ € a'. Since creation-actions(X)(A) N actions(e') = 0, creation-actions(X)(A) N
actions(al) = (0. Thus we apply lemma 47 of partial surjectivity with explicit creation to obtain,
there exists @' € Execs(€]|X) s.t. i (a@') = ol with both A € auts(config(X)(Istate(@') | X))
and a; € creation-actions(X)(A) N sig(X)(Istate(a&')) | X) which is impossible.

Since q | AW = qfisw, q | A% = Qi){sw for every state ¢ € a®. Hence, o = qj% to respect o |
&4 = €, which means a = ozl/\qé,ag,q]%. Since creation-actions(X)(A) N actions(e) = 0, creation-
actions(X)(A) Nactions(a') = (), which ends the proof.

O]

Now, we can clarify when ﬂf’+ is a bijection between "top/down" corresponding classes of equivalence.

Lemma 49. (i7" isa bijection from C toC). Let A be a PSIOA and let X be a A-conservative and
A-creation-explicit PCA. Let & € env(X). Let (((€ 1 X). i, (5\|X)./1;4’+),(5\|X).ﬂﬁ’+~, E1X). 54
be the E-extension of ((X.ﬂf,X.[L;A’+),X.ﬂ£’+,X.[L;4’+). LetY = X \{A}. Let E4=E&]|Y.

Let f be an ordinary perception function, (F,g, X, A)-delineated.
For every ( €T, (5~||X)ﬂ;4’+ is a bijection from C to C, where
— C = Class(€, X, fA’pmxy,C)
— C = Class(Eq, A%, £,0)

Proof. — Injectivity is immediate by lemma 14, item (2).
— Surjectivity: Let « € C. By definition, f(EA Asw)(a) = ¢ eT. Since fis (T, €, X, A)-delineated,
then Vo' < «, (actions(a’) N creation-actions(X)(A) = 0. Hence, we can apply lemma 47 of
partial surjectivity with explicit creation

O]

Hence, we obtain an equiprobability of top/down corresponding cones equipped with alter-ego sched-
ulers.

Lemma 50 (equiprobability of top/down corresponding cones). Let A be a PSIOA and X be a A-
conservative and A-creation-explicit PCA. Let £ € env(X). Let Y = X \ {A}. Let E4 = E||Y. Let

(EN1X).12 (ENX). A2, (ENX)-firy ™ (E1X). i) the E-emtension of (X2, X aT), X figy™, X ).

Let f be an ordinary perception function, (F,S,X, A)-delineated. Let ¢ € T, and
- C= C’lass(g,X, fA’pmxy,C)
— C = Class(Eq, A%, £,¢)
Then for every 6 € schedulers(€||X), for o (((E||X).a, (5“X).ﬂ;47+),(EN'HX).ﬂﬁ’”L,(SHX).ﬂf"")—

alter ego of &,

03160 (CO) = o gy (CC)

Proof. By lemma 49, i7" is a bijection from C to C. We note { (@, ;) Yier = C x C the related pairs of

3 ~~A7 ~N.) — . 3 ~) — —
executions s.t. 2" (&;) = a;. We obtain €6 .61.6, 1) (Cs) = ZEGI €.61,6, 1) (Ca,) and € da(e yam) (Ce) =
: :60—767 isw (Cai)'
per B CVU )
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Thus it is enough to show that Vi € I, €55 (Cq,;) which is given by theorem

Cs.) = _
‘1<s\|X>( ai) 70 (e 411.a5w)
9 that can be applied since ue "+ is a continued executions-matching by theorem 20.

4.5.4. Decomposition, pasting-friendly functions
In the last subsection, the dynamic creation/destruction of A has been discarded. It is time to
generalize the previous approach with dynamic creation/destruction of A.

We first define some tools to describe the decomposition of an execution into segments whose last
action is in the dedicated set to create A.

Definition 157. (n-building-vector for erecutions). Let o be an alternating sequence of states and
actions starting by state and ﬁmshmg by a state if o is ﬁmte Let n € NU{oco}. A n-building-vector

of a is a (potentially infinite) vector a = (al,...,at,..) of |a| = n alternating sequences of states and

actions starting by state and finishing by a state (excepting potentially the last one if it is infinite)

s.t. oo ma T = o (with Vi € [1, |a| — 1], fstate(ait1) = lstate(o;)). We note Building-

vectors(a,n) the set of n-building-vector of a and aato say o€ Building-vectors(a,n). We note

Building-vectors(a) = U Building-vectors(a,n) and o : o to say o € Building-vectors(c).
neNU{oco}

We note ali] = o' and al: i) = o'~ .. "a/~\. If W is an automaton, o € Ezxecs(W), a : a and f a

function with dom(f) C Frags(W), we note f(a) = [f(a[1]), ..., f(a[i]),...].

Definition 158. (o (X:A) a) Let W and X be two PCA s.t. X is A-creation-explicit, « € Frags(W).

)

We note o i @ (‘and o o when X is clear in the context) the (clearly unique) vector a €

”

Building-vectors(a) of execution fragments s.t.
1. Vi € [1,n], Vo! < c_f[i], actions(a') N creation-actions(X)(A) = 0 and
2. Vi € [1,n — 1], laction(al[i])) € creation-actions(X)(A).

TR A —n .. —
We write = :  or « : to indicate that |a| = n.

)

Definition 159. (A-decomposition) Let A be a PSIOA and X be a PCA. Let a = ¢’at...a"¢"... €
Frags(X). We say that

— « is a A-open-portion iff a does not create A, i.e. Vi € [1,|allA ¢ auts(config(X)(¢™1)) =
A ¢ auts(config(X)(q")).
— « is a A-closed-portion iff a does not create A excepting at very last last action, i.e. Vi €
[1, |al]A ¢ auts(config(X)(¢")) A A € auts(config(X)(q")) <= i = |al.
— « is a A-portion of X if it is either a A-open-portion or a A-closed-portion.
We call A-decomposition of o, noted A-decomposition(a), the unique vector (o', ...,a", ...) € Building-
vectors(a) s.t.
— Vi € [1, | A-decomposition(a)| — 1], ' is a A-closed-portion of X and
— if |A-decomposition(a)| =n € N, o™ is a A-portion of X.
Lemma 51. (o (X:A) o means o = A-decomposition(a)). Let A be a PSIOA and X be a A-creation-

)

n

explicit PCA. Let o € Frags(X). Let o = A-decomposition(c). Then o " o

)
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Proof. By definition, o € Building-vectors(a). Still by definition, Vi € [1, |A-decomposition(a)| — 1],
o' is a A-closed-portion of X, i.e. o does not create A excepting at very last last action laction(a;).
By definition of creation-explicitness, the two item of definition 158 are verified for every i € [1,|.A-
decomposition(a)| — 1]. Finally, by definition, if |A-decomposition(a)] = n € N, o™ is a A-portion of
X, i.e. a" does not create A excepting potentially at the very last action if o™ is finite. Again, by
definition of creation-explicitness, the first item of definition 158 is verified.

O]

Now, we introduce the crucial property, called pasting-friendly, required for a perception function f
.. So.f . . .

to ensure monotonicity of <;*’. This property allows to cut-paste a general class of equivalence into

a composition of smaller classes of equivalence, without the creation of A before the very last action,

where lemma 50 of equiprobability between top-down corresponding cones can be applied to each

smaller class.

Definition 160 (pasting friendly). Let I,) be an insight function. We say that f( is pasting-
friendly if for every PSIOA A, for every A-conservative and A-creation-explicit PCA X, Y€ € env(X),

R — S
V(¢ € U mnge(f(g’K)), V(¢ e proxy(()g’X’A then
K.£cenv(K)

5
= A-decomposition(a), o = A-decomposition(d’), f(g:{';’(”)”y(a) = fé%’xy(z') 2 ¢
. .= — 2 A . =, =l A g
implies |a| = |a| = || =n € NU{oo}A Vi € [1,n — 1], Istate(a[i]) = Istate( [i]) = ¢;.

2. We note £ X' =X, and Vi € [2,n], we note £ = gqg—>( ¢ 18) (resp X' = Xavo(gt 1x))-

4q; i—1

~ ~ —r
1. Va,d&, o

. ~. . . —
Vj € [Ln], Vol € Brees((€7]1X7)), fizI"¢r (@) = i, then

a) for every o < oy, actions(c;) N creation-actions(X)(A) = 0 and
b)ifjell,n—1], o = a}’\a!qu with a!j € creation(X)(A)

We state an intermediate lemma to show that projection on the environment is pasting-friendly (see
lemma 53).

Lemma 52 (chunks ending on creation). Let A be a PSIOA, let X be a A-conservative and A-creation-
explicit PCA and & partially-compatible with X. Let & € Frags(€]|X) and e € Frags(E]|X \ {A})
st (EN1X).uH (@) T ENX\{A}) =e.

Then
— laction(&) = ay € creation-actions(X)(A) = laction(e) = a) € creation-actions(X)(A).
— if & € dom(ji"T),

laction(&) = a) € creation-actions(X)(A) <= laction(e) = a) € creation-actions(X)(A).

Proof. We prove the two implications in the same order.

— =) Let assume a; = laction(d) € creation-actions(X)(A). Since X is A-creation-explicit,
we have & = &' ¢'aiq with A ¢ auts(config(X)(q')). Thus laction(e) = ay € creation-
actions(X)(A).

— <=) Let assume a; = laction(e) € creation-actions(X)(A). Thus a; € actions(@). Since X
is A-creation-explicit, it implies & = dl’\q},al,qff\éﬂ where A ¢ auts(config(X)(q})) and
Ae auts(config(X)(qJ%)). But @ € dom((&]|X).ab "), so & = q]% and hence laction(d) = a) €
creation-actions(X)(A)
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O]

Now, we are ready to show that projection on the environment is pasting-friendly.

Lemma 53. The projection function proj(.,.) (for each automaton K, VE € env(K), Projek) o €
Ezecs(E||K) — « | € is pasting friendly.

Proof. 1. Let A be a PSIOA, let X be a A-conservative PCA, let £ € env(X), let £4 = (E]|(X \
{A})). We note q; = Istate(a[i]) and Qi = Istate(a [i]), Cri = (Agi,Se;) = config(E]|X)(qe,i)
and Cy; = (A};,Sp,;) = config(g’”X)(qé’i). Let i € [1, |a]—1]. By construction of A-decomposition,

- A,proz A,prozx

S¢a(A) = S,(4) = @ (1) Moreover, FAZ*(@) = FATU(GE) & ¢ e, proje, g (@l) =
/

proj(gAAm)(E [4]), which means q; | €4 = q27i [ €4. Hence, Ay; \ {A} = A“ \{A4} 2 &i and

VB € AY;, Sei(B) = S;,(B) (2). By (1) and (2), Cy; = Cy;. Since X is configuration-conflict-
free, qp; = qé ;-

— s
2. Let j € [1,n], let &/ € Ewecs((£7]|X7)), f(g;p;?f)y( o)) = ([j] Let & € Ezecs(&||X), a =

—>
A-decomposition(&), o € (proy(g’gz‘)my) L.

a) Let us assume j € [1,n—1]. By construction of .A-decomposition, We have a[j] = a;ﬂ(a{ qg )
with actions(a;‘f) N creation-actions(X)(A) = 0 and a{ € creation-actions(X)(A). By
lemma 52, it implies, z[j] = e;f’\(a,qu I £) with actions(e ) N creation- actlons X)( ) =
0 and af € creation-actions(X)(A). By lemma 52, it unphes o = o (af ( 7)) with
actions(a;) N creation-actions(X)(A) = 0 and a,j € creation-actions(X )( ) (*) More-
over, let us assume n € N. For every a; < aln], actions(c,) Ncreation-actions(X)(A) = 0,
hence, for every e; < Z[n], actions(e),) N creation-actions(X)(A) = () and so for every
ay < ay, actions(a)) N creation-actions(X)(A) = 0.

b) Let j € [1,n—1]. By previous item, a; = oz;-’\(a,jqz') with actions(a/;)Nereation-actions(X ) (A)

— P and af € creation-actions(X)(A) (*). Moreover, by construction, we have proj“s7°™)(a;) =

(£,X)
pm]égxw)(a[j]) (**). We can apply the exact same reasoning as in item 1.

O

Before stating our first lemma 54 of decomposition, we define the set of vector proxies. This set
—k ~
contains all the explanations ¢ , from reduction, of a perception (.

—

Definition 161. (proxzy(¢)) Let f(,) be an insight function. Let A be a PSIOA, let X be a A-
conservative PCA, let € € env(X), Let { € U range(fie i) We note
K.Ecenv(K)

- —k ~ 1 TOT . ~ —k
proxy(()(aX’A’f) ={( |Fa e f(_é,X (&) A fg Ztp Y(A-decomposition(a)) = ¢ }.
When f is clear in the context, we omit f in the subscript.

Now, we can partition executions with a common perception ¢ into a sub-set of classes with more
details related to the reduction.
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Lemma 54. Let f be an ordinary perception function pasting friendly. Let A be a PSIOA, let X be
a A-conservative PCA, let € € env(X), Let { € U range(fig x))- Let Ct = Class(&, X, £,C).

K, £cenv(K)
~ 2"
¢ — H_J CcS  with
ok -+
¢ eprozy(C) s x, 4
—k ya

C¢ = Class(&, X, fAP7% o A-decomposition, ¢ )

Proof. The proof is immediate by construction, since A-decomposition is unique.

— (equality) We first show equality by double inclusion.

e (C) Let a € . We note o = A-decomposition(@). By construction, we have o 4 a&. We
—

note C = fég;oxy( a). Obviously, C Gpromy(()(gXA).

—k — —k 5
e (D) Let ¢ € proxy(C)(gXA) with n = \C ] let & € C¢ . We want to show that & € C°.
_>
Let o = A- decomposition(@). By definition of proxy(()(&X’A), Ja’ e f(_g%x)(o such that
Sk

FLProTy( A decomposition(d@’)) = ¢ . Let fix such a &'. Let o = A-decomposition(&').

£X
7P7‘093y(a) —

By construction f

which implies Vi € [1,n], fégfxy(a[z]) = fé”;fxy(a,[']) where £ and X* are defined as
in definition 160 of pasting frlendly functions. Since f is an ordlnary perception function,
we can apply lemma 46, which implies that Vi € [1,n], fEX( ali]) = fex(a /[])) and so
fex(@) = fz (@) =, that is @ e CC.

Skl Sk —k —L —k —L

— (partitioning) We show that V(¢ ,¢ ),( # C ce ﬂCC = 0. Let (&,&) € C° xCS .

—k
Let o L@ and o B o’. We have fg’ﬁ;)oxy( a)=( # C = f ’pmxy(a,). Thus o # o By

f g‘ ’)I;mmy( ) Moreover, f is assumed to be pasting friendly,

lemma 51, a = .A decomp031t1on( and = A-decomposition(&’), and so & # &'. Hence,
—k =4 =k —k

V(¢ ,¢ ), ¢ #c ce mc< = .
O

A ~ —k
Then, we perform our decomposition of C¢ = Class(€, X, fA’pmzy o A-decomposition, { ) into small

chunks.

Lemma 55 (decomposition into simple classes). Let f(.,.) be pasting friendly perception function. Let
A be a PSIOA, X be a A-conservative and A-creation- explzczt PCA and € pa'rtmlly compatzble with

X. Let E4 = E||(X\{A}). Let{ e U range(fie k) Let n € NU{oo}, let C Gproxy({)(&x’A)
K.£cenv(K)

— T ~ A —
with | (| =n. Let C¢ = Class(&, X, fAP o A-decomposition, ().

a %

Then, ® I with
1. CCll — C’lass(gi,Xi7fA’pmxyﬂz[i])
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2. Vo' € CC ifi € [1,n —1], oy = o ajq, with af € creation(X)(A) and if n € N Vo, <
un, actions(al,) N creation-actions(X)(A) = 0 (ensured by pasting friendship of f).

3. Vi € [1,n — 1], we note qé‘l the unique last state of every execution of(f“i] (ensured by pasting

friendship of f).

4. E' =€ andVie 2,n], ' =E.__ i , (as per definition 136), with q- = ¢¢~1 | €.
qe—qg & v

-1
)

5 X'=X and Vi€ [2,n], X' = X

ax—d

(as per definition 136) with ¢ = q}
n
6. RC' =C'oC®..0C"
i
7. C' @ C% = {a] as|a; € C, o € C?} (The concatenation is always defined by item 3)

Proof. The properties are ensured by the fact f is pasting-friendly. We prove equality by double
inclusion.

A? - s . Aprozy (7\ __ = .
— C) Let @ € C*, and. «a = A-decomposition(«), i.e. fSX (o) = (. By construction due
to A-decomposition, Vi € [2,n], fstate(al]i]) = lstate(ali — 1]) where afi — 1] ends on A-

creation (1). Moreover, since f is assumed to be pasting-friendly, each qé is well defined (2).
By (1) and (2), fstate(a[i]) = Ggi||xi Where &' and X" are defined like in the lemma (3). By

construction due to A-decomposition, a[] does not create A before its very last actlon ie.

Vol < ali], actions(a}) N creation-actions(X)(A) = 0 (4). Thus by (3) and (4), a € ®C<

— n —
Hence, C¢ C ®(?C 2
i

n — — — —
— D) Let a € ®CA<M Let o = (a1, 9, ..., ...) € CM 5 ¢Sl o x CCl x . st a:a. By
i

— —
construction, Vi € [1,n] fé;’?;’f)y(ai) = ([i]. Hence f(“gzp ;)fy(a) = (. It remains to show that

o = A-decomposition(c), which comes immediately from item 2.
O

A first trivial analysis of the measure of the big class of equivalence gives the following lemma

Lemma 56 (measure after partitioning and decomposition). Let A be a PSIOA, X be a A-conservative
and A-creation-explicit PCA and & partially-compatible with X. Let 4 = E||X \ {A}. Let ¢ €
U range(fie i) Let & € schedulers(E][X).

K.£cenv(K)
e5(Cpe) = > eg(c? y ).
?Gprowy(é)(é,x,f\) @C !
Proof. Immediate by two previous lemma 54 and 55 O

4.5.5. Creation oblivious scheduler applied to decomposition

Now we want to transform the term 65(0 S ) as a function of some terms €;: (Cé?[']) where ¢° must
C 7

_)

¢«

be defined. The critical point is that the occurrence of these events might not be independent with (*)

148



4.5 Top/Down corresponding classes

a perfect-information scheduler that chooses the measure of class C<l as a function of the concrete

prefix in class C<U<i. This observation enforced us to weaken the implementation definition to make
it monotonic w.r.t. PSIOA creation by handling only creation-oblivious schedulers that cannot make
the choice (*).

Here again, we exhibit a key property of a perception function to ensure monotonicity of implemen-
tation w.r.t. creation oblivious schedulers.

Definition 162 (creation oblivious function). Let f( y be an insight function. f is said creation-

oblivious, if for every PSIOA A, for every A-conservative and A creation- ea:plzczt PCA X, V€ €
env(X), V&,& € Ezecs(€]|X), a,& ends on A-creation, then f ’pr)oxy( Q&) = f(g’pmxy( a') implies

~ _cr ~f
A=y a.

In that case, for every A-creation-oblivious scheduler & of £||X, we can note Glac = dla for any

& € Ezecs(E||X) s.t. fg’g?))xy(&) =C.

This property is naturally verified by the environment projection function.

Lemma 57. Let proj(  the environment projection function i.e. for each automaton K, VE €
env(K), proje iy : @ € Evecs(E||K) = a [ E. Then proj. y is creation-oblivious.

Proof. Let A be a PSIOA, let X be a A-conservative and A—creatlon—exphclt PCA, let £ € env(X),

7p’f’OCL’y

let &, & € Brees(£||X), s.t. &,@& ends on A-creation and prog( X) (@) = pT’O](g’I;z;xy( &'). Then by
definition, (€]|X).a2(a) I (E]|(X \ {A}) = (€| X).52 (") T (£]|(X \ {A}) which meets the definition

—Cr

of a =9 &. ]

Finally, we can terminate our decomposition argument, assuming a creation oblivious scheduler.

Lemma 58 (measure after decomposition for oblivious creation scheduler). Let A be a PSIOA, X be a
A-conservative, A-creation-explicit PCA and € partially-compatible with X . Let f a creation-oblivious
insight function.
- — - . —
Let ¢ € U range(fie ). Let n € NU{oo}, let ¢ € proxy(()g x 4 with |(| = n. Let
K.£eenv(K)
& € schedulers(E||X) that is A-creation-oblivious.

Then e5(Cn — )= ﬁe&i(C ~ ) with Vi € [1,n],6° = oblivious — _(5).
®C’ ¢l i celi A, ¢ [1]

i

Proof. We recall the remark of definition 150 of A-creation-oblivious scheduler for a A-conservative
PCA that raises the fact that if an execution fragment & € Frags™((£]|X)) verifying

A,proxy
(€,X)
by & and & in the sense of definition 151. Then we simply apply lemma 45, which states that for

every a = a, a, € Frags*(€||X), for G|a, the sub-scheduler conditioned by & € schedulers(£||X)
and «, (in the sense of definition 151), for €5 generated by 7, €5(Cy) = €5(Ca,) - €50, (Cq,) with
Fla, (@) = 6(ay a;) for every o, with fstate(a,) = Istate(ay).

i) & ends on A-creation and ii) f (@) = (, then G4, = G}, the sub-scheduler conditioned

For every a € ®CAC i, for a = A — decomposition(q), €5(C) = ﬁéa— 5 (Cz[i]), with a1 :i—1] =

| [1:3—1]
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n
By A-creation-oblivious property of & and creation-oblivious of f, Heg . (C=,) =1es (C.)
| o [1:2—1] «a [7‘} [ | ¢ [1:i—1] O{[’L]
with C[l 1—1] = f(g’pmxy( afl :i—1]).
Hence, for every i € [1,n] we note 6° € schedulers(E'||X?) that matches 0|—>[1 iy OB C% for an

arbitrary o[l :i— 1].

1’L

This leads us to: Vo € ®é<[i], for o a, €5(Cq) = gz(C’a[l])

(X,A4)
Thus eé(Céé?m) = Z ] nﬁavi(cg;[i]) and by lemma 55,
' (X A) ®

4.5.6. Monotonicity of implementation

We use the previous decomposition to state the monotonicity of dynamic creation/destruction with
the implementation relationship.

Theorem 23 (monotonicity). Let A, B be PSIOA, let X 4, X be PCA. Let S, be the scheduler schema
of creation-oblivious schedulers. Let f( )= proj y the environment projection function i.e. for each
automaton K, VE € env(K), fe k) o € Ezecs(E||K) — a | E.

If A<37 B and X ¥ Xp, then X <5f Xp.

Proof. Let £ € env(Xa) Nenv(Xp). Let Y4 = Xa\ {A}, Y5 = Xp\ {B}, €4 = E||Ya, &5 = ||V
and £ an arbitrary PCA semantically equivalent to both £4 and g with £ € env(AY) N env(B*Y)
by theorem 22. We note p4¢ the (complete, strong and bijective) PCA executions-matching from €4
to £ and pep the (complete, strong and bijective) PCA executions-matching from & to &g. We also
note p1;- the (complete, strong and bijective) PCA executions-matching from &4||A™ to £]|A*" and
o the (complete, strong and bijective) PCA executions-matching from £||B* to Eg||B*".

In the remaining we note (£||X4)* the automaton (EHXA)‘?(SHXA)—”I (as per definition 136) where ¢
is the unique last state of every execution & s.t. f’z mxy)(d) = (. Respectively, we note (]| X3)% the
automaton (€]|X B)q< flixg (as per definition 136) where ¢ is the unique last state of every execution
ProTy [~

5 XB)(T(') = (. This notation is possible because f is pasting-friendly. Finally, Ve € Ezecs(£),

2% s
we note £¢ = gqgelstate(e)‘

T s.t.

Let & € S,(£]|X4). We need to show there exists 6" € S,(E]|X5) s.t
- Ve range(fie x ,)) U range(fig x,)), 65(Cc~§( ) = 65/(065”( )
A 5

— where C~§(A = Class(E, X 4, f, Z) and C~§(B = Class(€, Xp), f, CN)

~ — ~ —
Let ¢ € range(fig x ,)) Urange(fg x,,)). For every ¢ € prga:y(g)(é:’XA’A), Vi e [1:|(]], we note 7 Al
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the ((5||XA)¢?[:i]).ﬂA’+ alter-ego of ¢ — . For every ¢ € [1 : |Z|] a,a’ e (prmxy) (Z[ i]),
c |A, ¢ [1] (€,Xa)

Istate(d') = Istate(a") = q}fl since [ is pasting-friendly. We note & («, i) = de—ac(aV1EL)

We note 0¢ _ € schedulers(E(SD||A5) the 1%, alter-ego of & — .
A, C L (5 7IMA) the e 807 4

(*) Since A §§°’f B,3c% . e S,(& Z)Hlfa’sw) balanced with ¢¢ - | i.e.
B, ¢ [1i] A, L)

— V¢ € range(fei gon) U range(fiei gon), 06 = (Coo) =0 & (Cuo
¢ g (f(g A )) g (f(g B )) \A,C[:i}( Ci) \&C[:i]( Cg)
— where Cvjl = Class(E%, A%, f,¢') and Cg = Class(E4,B%, f, (')
We note o/ the %, alter-ego of 6@ _,
Bl P 18, ¢4
We build &' € S,(£||Xp) as follows:

~ ~ —
For every ( € mnge(f(gXB )\ mnge(f( X4) ) VC € proxy(C) ExgpBy Vi € [1:]|C]|], we require that
)

_>
~ ,prory
5 2y Ml (L. VG FERO(E) = Ll supp(@ () = 0).

~ ~ —
For every ¢ € mnge(f( £x )uU mnge(f(éXB)), VC € prgxy(()(g’XB,B), Vi € [1:|C]|], we require that

A)
& - anddo - are (|| Xg)SEN. a8+ alter-ego.
501 5.2 (€1 XB)* ). fig g

~ — ~
Let ¢ € range(fig x,)) U range(fig x,,)), let ¢ € prgscy(g)(gyxsﬁ) For every i € [1 |C|] =
— ) -
(fl%prowy)—l(g[; i]), Istate(7') = Istate(7') £ ¢, ' since f is pasting-friendly. We note gD =

(E»XB)
& Moreover 5'(Zl’i) = E(?’i) for every pair (Z Z,) s.be py (Z) = g (Z/)
as—use(q, ' 1€6)° ’ - yp 06 )y S fge = Hpc .
Now we show that & and &’ are balanced:
Let ¢ € range(fie x ,y) U range(fig x,)), (C € Ezecs(€)). Let
— C:i = Class(€,X 4, f,¢) and

— (?g = Class(€, Xg, f,)

We need to show that e5(Csc ) = €5/(Cxt ):
A

We apply lemma 56 to obtain:

—&5(Cpe) = > “(Cn 2.0
A — - - ®C.Aa
Cacprozy(Q) s x 4,.4) ¢
- 6&'(Cc~g) = > 65”(0(%)5?[,[@-])'
CbEprﬁxy(f)(g,xB,B) D

Since €4 and &g are semantically equivalent, the sets {¢* € Erecs(E4)|C* | € = ¢} and {Cb €
Execs(E)|C° | € = (} are in bijection. Hence, it is enough to show that V(¢%, (%) € Execs(E4) x
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~ ~ - —ac —be n
Ewees(€s) with ¢* = juac o pes(¢*) and ¢* | € = ¢* [ & = ¢ for ¢ % ¢ ¢ § (™ then
65(Cn —ac ) = 65/<Cn —be )
®(§f‘ [1] ®éé [i]

i

By definition, & is A-creation-oblivious, and by construction, 6’ is B-creation-oblivious. This allows
us to apply lemma 58 to obtain:

n .
— 6(C, —ac ) =Tz (C 2% ) with Vi € [1,n],6" = oblivious —ac  (6) =& —ac
v ¢

®cg ¢l A ¢ [:] A, ¢ [1]

n .
— €5(C, Sbe )= ezi(C —ac ) with Vi € [1,n],5" = oblivious e (6') =6 _pe .
Qcs 1 ¢ ¢s B,¢  [] IB,¢  []

—sac —be

— where Z[:4d] = Z[1]".."Z[i—1]for z € {C ,( }

ac
= —sac

= 65 = Class((€]| X 4)F¢ W), pAwrosy C )
—sbe

R . - —be be
_ ng 7] _ C’lass((EHXB)“ [:z])’fB,jm"oxy?Z> M)

Thus it is enough to show that Vi € [1,n], €5 (C 2o ) =€5i(C _be ). Let i € [1,n]
¢ v @BC [i]

By lemma 48 combined with lemma 50, we obtain:

— ~4 C ac = ac C
€5 é} [i]) 60|A,? M( (gA,A))

where:

ac ac
— — _sac

~ & 1D~ Class(e§ FA, £, ¢ i) and

—be —be —)bC

~ &, &) = Class(eg .8 5. C i)
— U|A . is the ((£]|X4)*¢ Fh.aA+ alter-ego of 5°.
—be
— o 4 s the ((€]|Xp)*C )58+ alter-ego of 5.
1B, ¢ [:]

Hence it is sufficient to show that e, _,. (C —ac ) =€, (C e ).
¢ g ¢lé P )
(E4A) B, ¢ [:1] (£5,B)

Finally, we find again our construction (*):

~ € e ( ) T - (C«?[m)
A, 7 R 3
A, ¢ [+ C(sA,A) |A, ¢ [:4] C(&A)
— €4 C _we )=¢€a C -
7 e «(< m)) 7= ( ole [i]))
B, ¢ [4] C(g&g) 1B, ¢ [:] (€,B)
— €g¢ — =€ _d C -
J|A?m( é(C[i})) 7 = _( Cv<<m>)
16l (£,A) 1B, ¢ [4] (€,B)
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where:

—ac —bc

— ¢ is the vector of (Frags*(E))" s.t. Vj € [1:n], 2[]] = piac(¢ [3]) = neg(¢ ).

- CV((EC%) = Class(EFD | A5, f,Z[z]) and

s ey ~ =
Cie ) = Class(€<D B £, ([i])

This leads us to €5 o (C —ac ) =€y (C' s ), which ends the proof.
¢t cle I Zoagbe o a(C D
(E4,A) |B, B [:i], ¢ [] (€8.B)
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4.6. Task schedule

We have shown in the previous section that dynamic creation/destruction of PSIOA is monotonic
with §g"’p relationship. In this section, we explain why, without cautious modifications, an easy-to-
use off-line scheduler introduced by Canetti et al. [CCKT06a, CCK™118], so-called task-scheduler, is
not a priori creation-oblivious which prevents us from obtaining the same result of monotinicity for
this particular schema.

4.6.1. Task-schedulers for PIOA

It is convenient to partition the properties required of a program into safety properties and liveness
properties [AS85]. A safety property says that nothing bad will ever happen and a liveness property,
says that something good will eventually happen. We can understand safety properties as allowed
behavior and liveness properties as required behavior. The same kind of partitioning can be done
for hyperproperties [CS08]. In distributed computing, the satisfaction of the most interesting liveness
properties can be ensured only if the pure non-determinism is resolved by a fair scheduler, which
does give the opportunity to every process to make computational progress infinitely often. We can
imagine a wide variety of fairness conditions imposed on a scheduler schema. The distinction between
input and output actions in the context of I/O automata has simplified the specification of such
fairness conditions [Tut87]. Indeed, such a distinction allows us to define local actions and simplify
the specification of "having the opportunity to make a computational progress". The original idea was
to classify the local actions of an I/O automaton A into tasks, where the set of the tasks of A is its
task-structure, noted R 4. The task-structure of the composition of two I/O automata A and B is
then R4 URpg. An example of the definition of "(weakly) fair execution" o can then be an execution
such as, for every task T of the task structure:

— no action of T' is enabled from Istate(«) if « is finite.

— If « is infinite, either actions from 7" appear infinitely often in « or states from which no action
of T' is enabled appear infinitely often in «

A fair scheduler is then a scheduler resolving the pure non-determinism such that the probability of
an unfair execution is 0. Finally, we can exclusively reason with fair schedulers to prove some liveness
properties.

Of course, fairness alone might be not sufficient. For example, a powerful perfect-information scheduler
can avoid termination of asynchronous randomized consensus protocols, based on the emulation of a
common coin, if it is immediately aware of the results of the local coin draws. Here again, the task
structure is useful to limit the power of the scheduler, by requiring him to only output tasks instead
of actions, without knowing the exact situation. This idea can be formalized easily with the task-
scheduler introduced by Canetti et al. [CCK'T06a, CCK™18]. Such a scheduler provides in advance
(a.k.a. off-line) a potentially infinite sequence p = 11,75, ... of tasks. Then the system continuously
makes progress by successively (i) triggering the unique enabled action of the next task if it exists, or (ii)
ignoring the task otherwise. This scheduler schema is easy to use and the associated implementation
relationships can be proved with well-established simulation relationships [CCK*06a, MLO0T7a).

4.6.2. Discussion on adaptation of task-structure in dynamic setting
We adapt the task structure of [CCK'T06a, CCK'18] to the dynamic setting. For any PSIOA
A = (Qa.qa, 5ig(A), Da), we note acts(A) = | sig(A)(q), UI(A) = |J in(A)(q), UOA) =

q€Qa q€Q A
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U out(A)(q), UH(A) = | int(A)(q), UL(A) = | local(A)(q), UE(A) = | ext(A)(q).

q€Q A q€Q A q€Q A q€Q A

In classic PIOA formalism [Seg95b], if an action a € O 4N I is an output action for A and an input
action for B, then a is an output for A||B and this does not depend on the current state of A||B.

In PSIOA formalism, if an action a € UO(A) N UI(B) is an output action for A at a certain state
g4, without being an input action of A at any other state, while this is an input action for B at some
state g, without being an output action of B at another state, then it does not say that a will never
be an input of A||B at a certain state ¢’ = (¢4, qg) where a € in(B)(qg) but a & out(A)(¢y).

To summarize, if an action can clearly and definitely be an input or an output in PIOA formalism
[Seg95b], this is not the case in PSIOA formalism where an action can be an input and becomes an
output and vice-versa.

a u c c v e a u c ¥ e a uiv €
int:g int:h int:g int:h > int: g,h
; () T O ¢ (9] Oj€ O
b b b l l
c d
IC
a u c v e | u 1 c v e a unv © o
) int: —> — 7 E > — i Int:g,h -
g int:h int:g int:h ¢ 0 he—
Q& 3 2y (o) 2T b f
" “ ¥
d

Figure 4.12. — Signature is not fixed

We represents the composition W = U||V of two automata U and V. At two different states
aw = (qu.qv) and gy = (qy,qy) where sig(U)(qy) = (in(U)(qu), out(U)(qu) \ {c},int(U)(qp))-
The different states are represented with different colors. The action c¢ is an output of W in ¢ but
an input of W' in qfy .

In [CCK™18], a task-structure R4 of a PIOA A is an equivalence class on local actions of A and a
task-schedule is a sequence of tasks. The task-structure is assumed to ensure next-action determinism,
that is for each state ¢ € Q4, for each task T' € R 4, there exists at most one (local) action a €
T Nlocal(A)(q) enabled in ¢q. A task-schedule can hence "resolve the non-determinism', leading to a
unique probabilistic measure on the executions. A nice property is that next-action determinism is
preserved by composition if the task-structure R of the parallel composition of task-PIOA (A, R.4)
and (B, Rp) is defined as R = R4 U Rp

In PSIOA formalism, the preservation of well-formdness after a composition is less obvious. If we
assume that a task is a set of actions ensuring (local action determinism) (that is for each state
q € Q 4, for each task T' € R 4, at most one local action a € T is enabled in ¢), this property will not be
preserved by the composition. Indeed let imagine PISOA A, B, (q4,qB) € Q4 X Qg with sig(A)(q4) =
({a}, {b},0), sig(B)(gg) = (0,{a},0) and T = {a,b} is a task of A. Then sig(A||B)(qa,q8) =
(0,{a,b},0) and both a and b can be enabled.

This observation motivates an additional assumption, called input partitioning. We assume the ex-
istence of a set of "atomic entities" Autidsy C Autids, s.t. for every A € Autidsgy, every action
a € acts(A), a € UI(A) = a ¢ UO(A). Since the vocation of an input a of A is to be triggered as
an output action of a compatible automaton B, this assumption is very conservative. Furthermore, in
[AL16], the composition is defined for automata where all the states are compatible. Hence nothing
is lost compared to the formalization of [AL16]. Now, we can assume that, for every A € Autidsy, for
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every action a € UI(A), for every task T"of A, a ¢ T.

This assumption is not preserved by the composition. Indeed, if ¢ is an output of A C Autidsy and an
input of B C Autidsg, we can have a task T = {a} of A, that would become a task of A||B, where a
can be an input of A||B. In fact, we will assume both input partitioning for Autidsy and local action
determinism and we will show that local action determinism is ensured by any PSIOA or PCA built
with atomic elements of Autidsg.

Another subtlety appears. In static setting, since the signature is unique and compatibility of A and B
means UL(A) NUL(B) = ), there is no ambiguity in defining a subset of tasks 17" = {T} } e x» among
the ones of A||B composed uniquely of tasks of A (or B symmetrically). In the dynamic setting, if
a task T is only a set of action labels, T' could be a task for different automata (not at the same
time). For example, T' could be triggered by the A "contribution" of A||B or by the B "contribution"
of A||B in alternative execution branches. The confusion can become much greater for a configuration
automaton X (formalized in section 4) where each state points to a configuration of dynamic set A x
of automata (with their own current state). What if the scheduler proposes a task 7" to a configuration
automaton X that goes successively into states gx and ¢’y pointing to configuration C'y and C% with
different set of automata A x and Ay where BeAx ‘and is in its current state gg and B € Ay and is
in its current state qg with B # B’ but loc(B)(qz) Nloc(B')(qs ) N'T # () 7 There are a lot of different
ways to deal with this source of ambiguity. To solve it, we have two motivations:

— Reuse the notion of projection of a schedule on an environment as in [CCK'07]

— Obtain our theorem of monocity,. To do so, we need to avoid that a task T" that was intended to
be triggered by an automaton A in a certain execution branch « and ignored in another branch
o' can be triggered by another automata A’ in an execution branch & with trace(a’) = trace(a’)

of a configuration automaton X that creates A’ instead of A.

Al G A§ G G G A G
o) ® o ° ° ® o e
Cx, v v v v V
E Y, b4
w0 OO OO ~
A.dest(A) Xy create(A')
X4lE |:| ........... D/ﬁ‘ul:‘ ............... D/'ﬁ‘\lj
€ <& <& & & <&
Ce A A A A A
® ® ° ® ®
H H H H H

Figure 4.13. — An execution with clones

An example of an execution & of a probabilistic configuration automata (PCA) X 4||€. At first, A is
a "member" (yellow dot) of X4 , then it is destroyed and finally a clone A’ is created (green dot) in
X 4. The formalism of [AL16] allows that A and A" are "members" of X 4 in two different states as
long as they cannot be members in the same state.

The monocity theorem is based on the fact that X 4|/€ mimics the behaviour of ASV||E with £ =
XA\ {A}||€ where A" is the simpleton wrapper of A (formalized in definition 133) and X4 \ {4}
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(formalized in definition 132) is the PCA X 4 deprived of A at each configuration (see figures 4.13 and
4.14). If we examine the succession of reduced configurations (configuration without automata with
empty signature) visited in & € Execs(X4||€) and in corresponding o € Ezecs(Al|EL), o = pf (@),
we obtain the same ones (see figure 4.15). Since our theorem takes advantage of the corresponding
successions of configurations, it is natural to make appear the ids of Autidsg, representing the "atomic"
entities among all the entities.

EX KN E
A O o7 e o o
A.dest(A)

Al l:‘ ............... D/‘\D --------------- D/‘\D

E::t- create(A')

PP o o GG
; =

Cx A A A A VAN
[ ] ® [ I [ ] ® @
g H g H G #H G #H g6 H A

Figure 4.14. — An execution with clones: The perspective of sub-automaton A

The corresponding execution o of A||£}, noted o = 7' (@). At first, A is "alive" (yellow dot), then it
goes forever into a "zombie state" qf‘ (black dot) where @(A)(qﬁ) = (). Finally a clone A’ is created
(green dot) in €. The formalism of [AL16] is not supposed to allow this composition since among
all the states of Q) 4 X Qg:‘/‘ , some of them are not compatible. However, it is possible to extend their
formalism and define a partial-compatibility where all reachable states of Q) 4 X Qg;{ are compatible.

Hl|€ = A2\ {ADIIE) = Alley

Cayer JANUETEITESPPRY A FANRRIETEEEER SRR A A
o e e o e e L N ] L N o e 0
A G H A G H G H G H A G H
o e e o e e L N ] L N o e 0
Cx e v ............... v v ............... v v

Figure 4.15. — homomorphism between PSIOA and PCA

As long as no creation of A occurs, the executions @ € Fxecs(X 4||€) and o € Fxecs(AJ|E'y) handle
the same succession of reduced configurations.

This formalism avoids the possibility for an atomic entity A to be a "member" of two different hier-
archies as it was already the case in [AL16] which is completely normal in I/O automata formalism.
However, contrary to [AL16], the notion of partial-compatibility does not prevent an automaton .4
to move from a configuration X to another configuration Y. Indeed we can imagine X and Y that
create and destroy 4 so that they are partially-compatible (while they cannot be compatible). We
can remark we are not dealing with a schedule of a specific automaton anymore, which differs from
[CCK™07]. However, the restriction of our definition to the "static' setting, where each automaton is
the composition of a finite set of automata in Autidsgy, matches their definition. It will be the respon-
sibility of the task-scheduler to choose a task-schedule p =T, ..., T}, ... that produces the probabilistic
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distribution that it wants.

According to our understanding, the fact that the set of tasks is not a set of equivalence classes for an
equivalence relation is not crucial for the model.

4.6.3. task-schedule for dynamic setting

We formalize the scheduler schema of task-schedulers that is a schema of off-line schedulers.

We assume the existence of a subset Autidsg C Autids that represents the "atomic entities" of our
formalism. Any automaton is the result of the composition of automata in Autidsg.

Definition 163 (Constitution). For every PSIOA or PCA A, we note

Qa — P(Autidsg) where P(Autidsy) denotes the power set of Autidsg

constitution(A) : { qg +— constitution(A)(q)

The function constitution is defined as follows:

— VA € Autidsg, Yq € Qa, constitution(A)(q) = {A}.

— VA ={A, ..., A} € (Autidsy)", Vg € Qa, if A is partially-compatible, then constitution(A1l]...||An)(q) =
A.

— The constitution of a PCA is defined recursively through its configuration. For every PCA X,
Vg € Qx, if we note (A,S) = config(X)(q), constitution(X)(q) = U constitution(A)(S(A)).
A€A

We can extend the principle of a partial function map (attached to a configuration) to the entire
constitution of a PCA or PSIOA.

Definition 164 (hierarchy mapping S*). Let X be a PCA or a PSIOA. Let ¢ € Qx We note
ST (X)(q)? the function that maps any PSIOA A; € constitution(X)(q) to a state qa, € Q. s.t.

—if X =Ai, qu, = q

— if X = Ay||..||Aill]...|| An, then g4, = q | A;

—if X is a PCA, qu, = S"(Y)(qy) where Y is the unique member of auts(config(X)(q)) s.t.
A; € constitution(Y)(qy) with gy = map(config(X)(q))(Y)

Anticipating the definition of an enabled task, we extend the definition of tasks of [CCK™18] with an
id of Autidsg.

Definition 165 (Task). A task T is a pair (id, actions) where id € Autidsg and actions C acts(aut(id))
is a set of action labels. Let T = (id, actions), we note id(T) = id and actions(T) = actions.

Now, we are ready to define the notion of enabled tasks.

Definition 166 (Enabled task). Let X be a PSIOA or a PCA. A task T is said enabled in state
q€Qx if

— 1d(T) € constitution(X)(q)

— there exists a unique local action a € l/o\c(A)(in) N actions(T) enabled at state ST (X)(q)(A) 7.

2. H stands for "hierarchy" and S refers to notation of mapping function of a configuration (A, S).
3. action enabling assumption implies that a € sig(A;)(S™(X)(q)(A)) = a enabled at state S (X)(¢)(A) (i.e.
3n € Disc(Qa) s.t. (S"(X)(q)(A),a,m) € D)
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All previous precautions allow us to define a task-schedule, which is a particular subclass of schedulers,
avoiding the technical problems mentioned in the previous subsection. We are not dealing with a task-
schedule of a specific automaton anymore, which differs from [CCK™18]. However, the restriction of
our definition to a "static" setting matches their definition.

Definition 167 (task-schedule). A task-schedule p = T1,T5,T3, ... is a (finite or infinite) sequence of
tasks.

Since our task-schedule is defined, we are ready to solve the non-determinism and define a probability
on the executions of a PSIOA. We use the measure of [CCK™18].

Definition 168. (task-based probability on executions: applya(w,p) : Frags(A) — [0,1]) Let A be a
PSIOA. Given p € Disc(Frags(A)) a discrete probability measure on the execution fragments and a
task schedule p, apply(u, p) is a probability measure on Frags(A). It is defined recursively as follows.

1. applys(p, \) := p. Here X\ denotes the empty sequence.
2. For every T and o € Frags*(A), apply(u, T)(«) := p1(a) + p2(«), where:

~ pi(a) = w( )y a(a)  if a=a"(a,q),q = lstate(a’) and a is triggered by T enabled after o
PrRay=1 o otherwise

~ paa) = w(e) if T is not enabled after o
P22 =1 0 otherwise

3. 8. If p is finite and of the form p'T, then applya(u, p) := applys(applya(u, p'),T).
4. 4. 1If p is infinite, let p; denote the length-i prefix of p and let pm; be applya(w,pi). Then
applya(p, p) = limpm.

Proposition 12. Let A be a PSIOA, For each measure j1 on Frags*(A) and task schedule p, there
exists a scheduler o for A such that apply(u, p) is the generalized probabilistic execution fragment €y .

Proof. The result has been proven in [CCK™ 18], appendix B.4. O

4.6.4. Why a task-scheduler is not creation-oblivious ?

Let us imagine the following example. The class C* is composed of two executions o*! and a™?, the
class CY is composed of two executions %! and o¥? and the class C* is composed of four executions
az,ll _ aa:,l/\ay,l, az,12 _ am’l’\ay’27 O{2:,21 — az,Zﬂay,l’ az,22 _ az,2r\ay,2' Let p = pl/\pQ be a
task-schedule. We do not have apply(., p)(C?)) = apply(., p')(C*) - apply(., p*)(C¥) ! Indeed, the
executions o' and a®? can differ s.t. they do not ignore the same tasks. Typically, p! could be
written p' = p¥ " p!? where the last action of o' is triggered by the last task of p"® and p'? is
"ignored by a®!. The issue comes if both apply(., p?)(CY) # 0 and apply(., p** " p*)(CY) # 0. The
point is that C* can be obtained with different cut-paste: cut-paste A: pb® for C* and p**~p? for CY
. cut-paste B: p! for C% and p? for CY.

There is room for finding the appropriate natural assumptions to obtain creation-obliviousness for
task-schedules in future work.
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Figure 4.16. — non-deterministic execution requires a (task ?) scheduler

Non-deterministic execution: The scheduler allows us to solve the non-determinism, by triggering an
action among the enabled one. We give an example with an automaton A = (Q 4, G4 = qo, sig(A), D4)
and the tasks 7,,7,,7,,T;, (for green, orange, pink, blue) with the respective actions
{a},{d},{b,V'},{c,c'}, and the tasks T,,,Tp, with the respective actions {a,d},{c,d,d}. At
state qo, sig(A)(qo) = (0,{a},{d}). Hence both a and d are enabled local action at gy, which means
both Tj and T, are enabled at state go, but T}, is not enabled at state go since it does not solve the
non-determinism (a and d are enabled local action at qg). At state qi, T}, is enabled but neither Tj, or
T,. We give some results: apply(dqo,Tg)(qO, a,¢"°) =1

apply(S,0, TyTp)(¢", a, ¢, b,¢*") = apply(apply(5p0, Ty), Tp)(¢%, a,¢",0,¢*") = 1/2
apply (6,0, TyTyTp) (4", a, ¢"",b,¢*" ¢, ¢*") = apply(apply(S,0, TyTy), Th) (%, a, q"*, b, ¢**, ¢, ¢*")
3/8

apply (640, TngTOTb)(qO, a, ¢4, b, ¢*", ¢, ¢>™) = 3/8, since T}, is not enabled at state ¢*.

4.7. Monotonicity of Tenacious Task-Implementation

To rescue the task-schedulers, we propose an alternative definition of implementation, called tenacious
implementation. In this definition, the equiprobability of corresponding classes for two "balanced'
task-schedulers p and p’ has to be preserved even if we "cut" the task-schedulers at some arbitrary
points.

First, we anticipate some technical issues and we adapt the definition of environment.

Definition 169 (Independent environment). Let V be a PCA (resp a PSIOA). An independent en-
vironment € for V is a PCA (resp. a PSIOA) partially-compatible with V s.t. UA(E) NUA(V) = 0.
We note ienv(V) the set of independent environment of V.

At first glance, we might think that such a new definition would prevent from applying the argument of
proof of theorem 3 for the composability of implementation. Indeed, if A and B are partially compatible
and € € ienv(A||B), we cannot say that £||B € ienv(A) since we could have UA(A) N UA(B) # 0
(typically, to model the movement of an agent from A to B and vice versa. But again, we can apply
a renaming operator to B, to obtain B’ € ienv(A) (and so &||B’ € ienv(A)) with A||B’ completely
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equivalent to A||B. Thus, this definition does not limit the expressiveness of the model.

The next definition 170 captures the idea that two schedulers implies the same probability measure
for corresponding classes of executions, with the same perception from the environment.

Definition 170 (SaEB)). Let A and B be two PSIOA or two PCA. Let (p,p') be two task-schedulers.
Let ¢ € RZ° We say that pSa:B)p' if V€ € ienv(A) Nienv(B), Ve € Execs(E),
’apply(gH.A) (5(75\\,471)7‘0]'(75%“4) (6)) - apply(SHB) (5q_g|\57pr0j(z‘1’8) (6))| Se.

For any environment, the probability to make a distinction between the two situations under the
1
respective schedulers p and p’ is not greater than 3 + ¢. We stress that the pair (p, p’) is fixed for all
the possible environments.
We can remark that schedulers are "perfectly balanced", noted pSa B) o, if VE € ienv(A) Nienv(B),
—1 —1
Ve € Execs(E), apply(e|.4)(9gs.4,Proj e g)(€)) = apply(e) ) (04 s Prod g g (€))-

Also, we could consider an alternative definition where pS(Sj 5) P if VE € ienv(A) Nienv(B), VE C

Ezxecs(E), |apply(g||A)(5qf£|‘A,proj(2A)(E)) - apply(gHB)(5qf£|‘6,proj(}%B)(E))| < &. Such a definition
might be more convenient for monotonicity of dynamic creation/destruction of PSIOA with approxi-
mate tenacious implementation.

4.7.1. schedule notations

Here, we give syntactical tools to manipulate easily task-schedules.

Definition 171 (simple schedule notation). Let p = TZ7 T“l, TP, ... be a schedule, i. e. a sequence
of tasks, beginning with T® and terminating by T" if p is finite with {,h € N*. For every q,q €
[0,h],q < ¢, we note:

— hi(p) = h the highest index in p (hi(p) = w if p is infinite)

— li(p) = £ the lowest index in p

= plg =17

— ply=T".. T
— Jlp=T0.T"..
- q‘p‘q’ =T1.T1

By doing so, we implicitly assume an indexation of p, ind(p) : ind € [li(p), hi(p)] — T™¢ € p. Hence
it p=1"4 7% .., 7F T 19,19t T =g lp, 0" =4 |p, then p” =, |p.

Definition 172 (Schedule partition and index). Let p be a schedule. A partition p of p is a sequence of

m m+1

schedules (finite or infinite) p = (p™, p™ T, ..., p",...) so that p can be written p = p™, p™ L, .. p", ...
We note min(p) = m and max(p) = card(p) + m — 1 (if p is infinite, max(p) = w).
A total ordered set (ind(p,p), <) C N? is defined as follows :
ind(p,p) = {(k,q) € (N)*|k € [min(p),maz(p)l,q € [li(p"), hi(p")]} For every £ = (k,q), ¢ =
(K. q) € ind(p,p):

— Ifk <K, thent </

—Ifk=Fk,q<d, thent <t

—Ifk=Fk and q= ¢, then ¢ = 1. If either £ <V or{ =1/, we note { < 1.
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For every { = (k,q) € ind(p,p), we note £ + 1 the smaller element (according to <) of ind(p,p) that
is greater than £. For convenience, we extend ind(p,p) with {(k,0) € (N*)?|k < card(p)} , where
(k+1,0) 2 (k,card(p)).

Definition 173 (Schedule notation). Let p be a schedule. Let p be a partition of p. For every
(= (k,q),0 = (K,q) € ind(p,p)?, we note (when this is allowed):

— plp. ] = Pk[Q]

- p!w =y

= @olo=(le"), -

k;/
- elpl(p,zf) = (gl0"), s (0" 19)
The symbol p of the partition is removed when it is clear in the context.

4.7.2. Tenacious Implementation

Before defining tenacious implementation, we take some precautions to properly partition the tasks
dedicated to the environment and the task dedicated to the analysed system.

Definition 174 (V-partition of a schedule). Let V be a PCA or a PSIOA. Let pye be a schedule. Let
p = (p, p2, p3, ps...) be the obmously unique partition of pys where (1) each kaH is a sequence of
tasks of UA(V) only, (2) each p¥ does not contain any task of UA(V), and (3) each p2* has a length
strictly greater than 0. We call such a partition, the V-partition of pys.

Thus, in the remaining, we say the V-partition of a schedule.

Definition 175 (Environment corresponding schedule). Let V and W be two PCA or two PSIOA.

Let pye and pywe be two schedules. Let (p)l,,pg,pi’;,pg .) (resp. pwe : (pll/v,p?;,pig’/v,pé,.. )) be the
V-partition (resp. W-partztzon} of pve ( resp. pywe ). We say that pys and pye are VVV-environment-
corresponding if for every k, pg = p% .

Environment corresponding schedules only differ on the tasks that do not concern the environment.

Definition 176 (Séen <)E) Let A and B be two PSIOA or two PCA. Let (p,p’) be two task-schedulers.
Let e € R=%. We say that pS&n;E ! if
— p and p' are (A, B)-environment-corresponding

- V[’E/ € ind(p,p) N ind(p/,p/) N (2N7 N); f07‘ p= (f|p|€’)7 ﬁ/ = (g|,0/|g/), ﬁS(Sj,B)ﬁ/

Definition 177 (Tenacious implementation). Let A and B be two PSIOA or two PCA. Let ¢ € R=Y.
We say that A e- tenaciously implements B, noted A <t6" B, if for every task-scheduler p, there exists

ten,<e /

a task-scheduler p’ such that pS( B P . If e =0, we say A tenaciously implements B

4.7.3. sub-classes according to a task schedule

It appeared that the monotonicity of PSIOA creation with </f" is not straightforward. The next 3
definitions will give us useful tools to address the demonstration in a modular way.

The next definition captures the idea that the last action of a given execution is triggered by the last
task of a task-schedule.
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Definition 178 (execution matching a schedule). Let X be an automaton, let o be an execution of
X, and p = p'T be a task-schedule. We say that a matches p iff o € supp(applyx (Ofsiate(a)s p)) but

o Qé Supp(applyX(éfstate(a)y pl))
If o € supp(applyx (0 state(a), A)), we say that o match A (the empty sequence).

Hence, the last action of « is triggered by the last task of p.

The next definition formalizes the idea that a prefix of a task-schedule is not useless to provoke an
execution. This definition has only a pedagogical interest to stress we do not require this kind of
"matching".

Definition 179 (execution strongly matching a schedule). Let X be an automaton, let o = ¢°a* "’

be an execution of X, and p = Tp' be a task-schedule. We say that o strongly matches p iff o matches
p and a' is triggered by T at state ¢°.

The idea is that T is not useless. In fact, we will see that this definition has no interest to obtain our
intermediate results. We introduced it only to explain why this form of matching is not relevant.

Now, we can introduce a notation to represent sub-sets of executions that matches a certain sub-
schedule. It is an important step before our partitioning.

Definition 180 (Notations for executions matching a schedule). Let K be a PCA or a PSIOA, let
a € erecs(K) and a C execs(K), s. t. a € a. Let p be a schedule, p be a fized partition of p,
01,09, 07, by €1 03 € ind(p,p) , we note :

— Q,,p) = {@ € al@ matches ple, }

— Q, 05,p) = & € al@ matches ¢,|ple,} (warning: # {& € ala strongly matches 4, |ple,} )

— Q5 65 = G € a3 €[4, 65], & matches ]ple,}

We can remark that if £y = min(ind(p,p)), then a, p) = Qe, 05,0) by definition.

L2,p
The next lemma states that for every task-schedule p a set a of executions can be partitioned with
sub-sets of the form a, , modulo some executions with zero-probability to occur under task-schedule

p

p

Lemma 59 (class-partitioning according to a schedule). Let X be a PSIOA or a PCA, o € execs(X)
and o C execs(X), s. t. a € a, p be a task-schedule, p be a fized partition of p.

Then {a g+, Nsupp(applyx (8 sstate(a): P))IET € ind(p, p)} is a partition of aNsupp(applyx (6 rsiate(a), P))}-

Proof. — empty intersection: Let £,¢ € ind(p,p). Let o € oy ,, we show that o ¢ oy ,. By contra-

diction, we assume the contrary: thus, a € supp(applyx (0 fstate(a)s Ple)), @ € supp(applyx (0 fstate(a)s Pler))
but a ¢ supp(applyx (fstate(a)s Ple—1)) and a & supp(applyx (6 fstate(a)> Ple—1))- I £ = ¢ +1or
¢' = ¢ + 1, the contradiction is immediate.
Without lost of generality, we assume £ < £+ 1. Since a € supp(applyx (0 ssiate(a), Ple)),
a € supp(applyx (fstate(a)> Pler)), all the tasks in py1[ple are not enabled in Istate(a), but
this is in contradiction with the fact that both a € supp(applyx (0tstate(a), pler)) and o ¢
supp(applyx (0 fstate(a)s Ple—1))-

— complete union: Let o' = o aq’ € supp(applyx (0 siate(a), £)), With ¢ = Istate(a"). We show
it exists £ € ind(p,p), so that o/ matches p|,. By contradiction, it means o’ matches p|, for
every { € ind(p, p), namely o’ matches p|o = A (the empty sequence) and that for every task T'
in p, T is not enabled in ¢”. Thus applyx (& Fstate(a)s M) (/) > 0, which is in contradiction with
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o # fstate(a). If o = ¢" and for every task T in p, T is not enabled in ¢°, then o/ matches
po = 0.

O]

Hence, for any task-schedule, each class of executions can be partitioned into sub-classes that match
one of the prefixes of p. This allows us to express a natural lemma of total probability law on all the
possible matchings.

Lemma 60 (Total probability law on all possible matchings). Let X be a PSIOA or a PCA, « €
erecs(X) and a C execs(X), s. t. a € a, p be a task-schedule, p be a fived partition of p.

applyx (5fstate(a)7 p) (Q) = Z applyx (5fstate(a) ) p) (Q(é"',p))
£t eind(p,p)

P?"OOf. {%‘*‘,pmsupp(apply)((6fstate(a)a P)) ’E+ = an(ﬂ,p)} is a partition Of@ﬂsupp(apply)((5fstate(oz)7 P))}:

which gives applyx (5fstate(a)) IO) (Q) = Z applyx (6fstate(a)) p) (Q(Z+,p)) that is the result. u
¢t eind(p,p)

We stress that the second argument of function apply(.,.)(.) in the right term is p and not p|+,

otherwise, the result would be applyX((sfstate(a)ap> (Q) = Z applyX((sfstate(a)ap’é*)(g(ﬁ“',p) n
£t eind(p,p)
Supp((sfstate(a) ) p))

We slightly anticipate the next subsection to reduce the problem to the probability measures of classes
of equivalence of executions without creation before the last action.

Lemma 61 (Express a cut with the entire class). Let X be a PSIOA or a PCA, o € execs(X) and
a Cezxecs(X), s. t. a € a, p be a task-schedule, p be a fixed partition of p.
=<t
Ve € ind(p, p); Z applyX((sfstate(oa) ) p) (gﬁ“',p) = applyX((sttate(a) ) p) (g)_applyX((sfstate(a)v p|2* )(Q)
£+ eind(p,p)

Proof. We simply apply the previous lemma twice, for both

applyx (5fstate(a)a P) (Q) = Z applyx (5fstate(o<)) ,0) (Qﬁ,p) and

Leind(p,p)
applyX(éfstate(a)a P|g— )(Q) = Z applyX((;fstate(a)a P) (Qﬂ,p) and the substraction gives the re-
t€ind(pl,— )
sult. O

We finish the current paragraph by introducing a sort of notion of "independence" between successive
executions:

Lemma 62 (independent successive executions for a split task-schedule). Let K be a PSIOA. Let
p=p"p? and a = o' a? € execs(K) with o matching p* where ¢° = fstate(a'), ¢' = Istate(a') =
fstate(a?), ¢* = Istate(a?).

Then apply (3,0, p)(ar) = apply (3,0, p1) () - apply (3,1, p*)(a?)

Proof. By induction on the size of ps.

Special case: py = A
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Case 1) o? = ¢'.

apply (6,0, p)(cr) = apply (6,0, p') (') while apply (6,1, p°)(a?) = 1

Case 2) o = a®"¢¥aq®. In this case, apply (6,1, p (a?) = apply (9,0, p)(a) =0
This ends the special case, we can start the induction.

We note p1 = apply((Sqo,pl)

Basis: po =T

We have:

apply(d40, p)(ar) = apply(p1, T) () = p1(e) + p2(a) with

- pi(a) = {

u1(a) if T is not enabled after o
0 otherwise

1(a) - 77K,q',a(q2) if a triggered by T enabled at ¢’ with a = o/ "¢ ag?
otherwise

SIS

— p2(a) =

and
2 2\ 2\ ./ 2 / 2 .
apply(d,1, p°)(a®) = apply (6,1, T)(a®) = pi(a”) + ph(a”) with

~ p(ad) = { o () -nK,qzl’a(qQ) if a triggered by T enabled at ¢¥ with o = o® " ¢%aq?
0

otherwise

_ ph(a?) = 5q1(a2) if T is not enabled after a?
2 0 otherwise

We have T enabled after o« <= T enabled after o
Case 1) o* =¢* =¢' i. e. a =o' and Ot (@®) =1.
Since o' is matching p', the factor ui(c/) of p; is necessarily equal to 0, which means p;(a) = 0.
Moreover, p}(a?) = 0 since |a?| = 0.

So apply(S,1, p*) () = py(a®), while apply(dy, p)(@) = pa(a) and we find apply(5y0, p)(a) = pr(a’) -
apply (6,1, p°)(0?).

Case 2) =0 ¢%ag?i. e. ¢ =¢¥, o/ =alt"a?

We have T enabled after o/ <= T enabled after o

If T not enabled after o, apply(d,1, p*)(a®) = 0, while apply(5,0, p)(cr) = apply(6,0,p")(a' ~ a*) =0
since a' matches p! and || > 0. and we find apply(6,0, p)(a) = p1(c h. apply((sql,pz)( 2y =0.

If T is enabled after «,

Case 2a) o = 2"f\qg”a ¢'. For the same reasons than in previous case, apply(d o, p)(a) = pr(at) -
apply (b1, p*)(a”
Case 2b) o? = ¢'ag?, i. e. a¥ = ¢' and @/ = o' and Ot (@) =1

We have apply(6,1, p°)(0?) = pj(e?), while apply(6,0, p) (@) = p1() = p1(a')-apply (5,1, p*)(0?) which
ends the basis.
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Induction: We assume the result to be true for task schedule p¥ and we show this also true for
pQ — p2/T
We note p19, = apply(éqo,plpzl) and pz = apply(S,, .

12a?) = apply (3,0, p1) () - apply(S,1, p*)(@?) = pi(al) - pos(a?)

By induction assumption, p19,(c
We have:

apply (50, p) () = apply(apply (340, p* p*), T) () = apply(pz, T)(cr) = pi (@) + ph(a) with
m12,(a’) i .a(q?) i a triggered by T enabled at ¢’ with o = o/~ ¢ ag?
0 otherwise

 pifa) = pi2/(a)  if T is not enabled after a
2 0 otherwise

and
apply (3,1, p*)(a?) = apply(apply(5,, p*), T)(a?) = apply(pa, T)(a?) = p)(a?) + pb(a?) with

— pj(a®) = { pior(a®) - mge g2 o(q*)  if a triggered by T enabled at ¢* with o = a® " ¢*ag?
0

otherwise

2 . . 2
; Qo if T is not enabled after «
B pJQ(OZ2) _ { :U’Q/( )

10 otherwise

Case 1) T not enabled after a® then apply(éql,p2)(a2) = ph(a?) = pg(a?), while apply(6q0, p)(a) =
1
) .

Q

po(a) = pra(a) = pi(at) - po(a?) by induction assumption which gives apply(6q0, p)(a) = pa(
apply(S,1, p°)(0?).
Case 2) T enabled after o

Case 2a) o = ¢* and so apply (6,0, p)(a) = 0 = apply(6q17p2)(oz2) which gives apply(dy,p)(a) =
pa(at) - apply(8g, p*)(a?)

Case 2b) o? = a® " ¢*aq®. Here again apply(5q1,p2)(a2) = pl(a?) = pg(a?), while apply(6,0,p)(a) =
pt(a) = pa(a’) = pi(at) - po(a’) by induction assumption which gives apply (640, p)(a) = g (at) -
apply (b1, p*) (@)

This ends the induction for all the cases and so the proof.

This lemma can remind the Bayes law for independent events.

Reduction to class without creation Now we want to express a variant of the lemma 58, i. e. being

LT -
able to express the measure of ®C [l under p as a function of measures of the classes C ¢ under

i
the different cuts p = |p|. This result is stated in lemma 64 and is the main step to rescuing the
monotonicity of dynamic creation/destruction with task-based implementation relationships.

The next definition introduce A-brief partition which is a generalisation of the definition 159 of A-
decomposition. This definition facilitates the proof of both lemma 64 and theorem 24 of monotonicity
of tenacious implementation.
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Definition 181 (A-brief-partition). Let A be a PSIOA, X be a PCA, and let p be a task-schedule.
1 2

Let o« € frags(X). Let a = (&° ,& ,..a"" ) = A-decomposition(c). A A-brief-partition of a is a
sequence (', a?,...,a"). s. t.

—a=a"a?".. "o

h:

— Vi€ [1,n], 3, k) € [1,m)%, o =&~ e

- Vie [1,n—1],€2-+1 =h;+1

Here, we prepare the lemma 64 by introducing a weaker version that states a total probability law for
one unique cut.

Lemma 63 (Total probability law with one cut). Let f( y = proj. ) (a pasting friendly perception

function). Let A be a PSIOA, X bea A—conservqtz’ve and A-creation-explicit PCA and & partially-

compatible with X. Let E4 = E||(X \ {A}). Let ¢ € U range(fig k). Let n € NU {oo}, let
K,£cenv(K)

C € proxy( )(SXA with |C| =n. Let CC = Class(é’ X, fAPTY o A-decomposition, C) # (0 and for

each i n] NN, CCH = Class(E, X?, fAProzy, ([ ) as defined in lemma 55, that claims that

—

€ |
¢¢ = R0
=1

1:
1

k — n — —

Let k€ [1:n]NN, ¢, = ®(fC[i] and Cy = ® Cell (trivially, c¢ =¢ ®(?2).
i=1 j=k+1

Let (al,oz2) € (f'l X (f’z. We note Ql = él, g2 = ég, al? =al™a? and o “ = (f'

Let p be a task-schedule.

0=<£1 <02

applyX(éfstate(am)yp)(gm) = Z apply(éfstate (al P’él)( (1 p)) apply(éfstate(a2)7(€1+l) |P)(Q2)
12

Proof. We note ¢' = fstate(a') = fstate(a'?) and ¢* = fstate(a?). Furthermore, we note ol =

{a'* € '35 € ind(p,p), ™" matches plez} and for every ol € o, we note ¢ 5. t. £ €

ind(p, p), o® matches plez.

applyx Og, p)(@?) = > apply(q,p)(@®*)= > > apply(Sp, p)(at ") since o' =
al2weql? alueal a2vea?

ol ® a? by lemma 55.

Then by lemma 60 we obtain

applyx (6z,p) (@) = Y YooY apply(Sp, p)(atTa®?).

£1€ind(p,p) als Iea(e ») a?vea?

By definition Va'* € Q%ﬁl,p)’ ab* matches ple, -

Hence, we can apply lemma 62 to obtain
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applyx (0, p)(@"?) = o> apply(Sp, ple) (@) - apply(Sz2.(,41) 1) (0™7)
01 €ind(p,p) alvzegb azvea?
(1,P)
= > > apply(Sq, ple)(@™®) - apply(Szz 0,41 1p) (@)
£1€ind(p,p) al’zegéel,p)
0=<01<4o
= Y > apply(540, pley) (M) - apply(Sg2.(, 41y 1) (@)
4] Eind(p’p) ozlvf”EgbZl’p)

because (*) " € ' cannot match \ since creation of A occurs at last action of o' and so |a*| > 1
which implies 0 < £; and (**) a®" € a? cannot match X since |o*¥| > 1 which implies £; < /5.
0=<01 <03
Finally applyx (67, p)(@'?) = > apply(Sz1, ple,) (@, ) - apPly(Sz250,41) 10) (@)
¢1€ind(p,p)

O]

Now, we can recursively use the previous lemma 63 to obtain a total probability law on all the possible
cuts s. t. each chunk of the A-brief partition matches one cut.

Lemma 64 (Total probability law with all the possible cuts). Let f(.) =proj..) (a pasting friendly
perception function). Let A be a PSIOA, X be a A-conservative and A-creation-explicit PCA and I3
partially-compatible with X. Let E4 = E||(X\{A}). Let ¢ € U range(fig ). Let n' € NU{oo},

K.£cenv(K)
—

— — N ~ —
let ¢ € proxy(()(aX’A) with || =n'. Let C¢ = Class(E, X, fAP% o A-decomposition, () # 0 and

Letn €N, kg =0, k1, ko, ....,kn_1 € [1: 0 |NN and k, = n" with kg < k1 < ko < ... < ky_1 < ky. For

kj N N n
every j € [1:n], we note C; = ® CCll. (Obviously, C¢ = ®éj)
i=kj_1+1 =1

<
Il

Let (o}, ...,a") € 1 x ... x C,. We note o/ = C; for each j € [1 : n] and for every j',5" € [1 : n],

j
a1 = o'~ ~ad" and o9 = ®@j,
Jj=J’
Let p be a task-schedule. Let £,, = maz(ind(p,p)) where p is any partition of p.

applyX(éfstate(a(lvn)) ) p) (Q(Ln))) =

Z F(O&l, gl’ )0) ’ [HiE[Z:n—l]F/(aiv éi_l, ei’ p)] ’ F//(an7 gn—lj P)
L1, b1
0<et <2< .=n=t<ey,

with
B F<a17 617 p) = applyX(5fstate(a1) ) p|51)(gél,p)7
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- F/(aiu €i717£i7 p) = applyX (6fstate(ai))(£i,1+1) ‘p‘fi)(gl('éifl,ﬁi,p))) and

B F//(anv en—17p) = applyx (5fstate(an)7(€n_1+1) ’P) (Qn)

Proof. By induction on the size of the brief-partition. The basis is true by the previous lemma. We
assume the predicate true for n — 1 and we show this implies the predicate is true for integer n.

Let (al, vl a™) be a A-brief-partition of abn),

We note a1 = o'~ (a?,...,a") is clearly a A-brief-partition of a®™ of size n — 1, (at, a(Q’"))

is a A-brief-partition of oM™ with size 2 lower or equal than n.

Now applyX(6fstate(a)> p) (Q(Ln)) =

Z applyx (5fstate(o¢1)7 P|£1 ) (Q%Zl,p)) - applyx (6fstate(a(2v”))7 (f1+1 |p)) (Q(Zn)))
1
0<6i<en

(*) by induction hypothesis.
We note p' =14, |p, and reuse the induction hypothesis, which gives
applyX((stmte(a(ln)) ) p/)(g(2’n))) =

> L(o®, 2, ) ) Wiyl (o, €710 T (0™, 07 )

427---7677.—1
0=62<..=em=1<g,

For every £'s. t. £ < €'y 110 =¢ii1 |(n41]p) =¢itq |p, while for every 2 < ¢* T(a? ¢2,p') = 0 thus
applyx((sfstate(a<27n)) ) p/)(g(2’n))) =
> (a2, 04, 0%, p) iggen - T (o, €74, €8, p)IT" (@, €771, )

loyiiln_1
<2< =<,

(**)
We compose the last two results (*) and (**) to obtain

applyx(éfstate(au,"))v P) (Q(Ln))) =

Z F(O&l, gl’ )0) ’ [HiE[Z:n—l]F/(aiv éi_l, ei’ p)] ’ F//(an7 gn—lj P)
L1, b1
0=t <2< =m=t<ey,

, which is the desired result.

This lemma 64 is very valuable since it will allow us to reduce the problem to classes without creation
before the last action.
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4.7.4. Preparation before monotonicity

Before starting the proof of monotonicity, we state two easy intermediate results.

The first one states that AB-environment-corresponding schedules are also X 4 Xp-environment-corresponding
schedules for X 4, Xp corresponding w.r.t. A, B. This is important to use pairs of balanced AB-
environment-corresponding schedules as essential elements of the implementation of Xp by X 4.

Lemma 65 (Corresponding-environment relation is preserved in the upper level ). (see figure 4.17)

Let A, B be PSIOA. Let X4, Xp be PCA corresponding w.r.t. A, B. Let p, p' be AB-environment-
corresponding schedules. p, p' are also X 4 Xg-environment-corresponding schedules.

Proof. We note Y4 = X4\ {A} and Y = X\ {B}. We note Uy = UA(Yy) = UA(Y5) =
UA(Xa) \ {A} = UA(Xg) \ {B}, Us the set of ids not in the ids of Uy and Ug the set of ids

different that the ones of A and B. We note (p}4, p?g, Pib pé, . ,pg ,pi{““, ..) the A-partition of p and
(p%;,p?,p%,pé,. ,p%k,p%kﬂ, ..) the B-partition of p'.

We partition each sub-schedule pg into tasks with id in Uy and tasks with id not in Uy, i. e. in

Ugs. Hence, p = pzlf 1, pikz, - p?f . 1,/)?? 217 ,/)?7 2t p% 20k where empty sequence is allowed

for p?f and p2k 2

. 2q+1 oy 2 2q+1
Soif we note (p ., P21, PX 1 PErs -ons PoT PT ,---)theXA partition of p and (pX, o, P PErs s Per's Py )

the Xg-partition of p/, for every j it exists (k,i) s. t. pg, = pf,] = p?f’zifl.

2q+1 2%k,2i

is either py~ 2k, 20 2k-+1

for some pair (k,i) or py " "*p ™ for some k or

is an empty sequence and similarly for pzqﬂ.

We can remark that each pY

2k,201 2k+1 2k-+2,2 2k+2,1 .
Py Py TPy T pe

The second lemma of this subsection is a general manipulation of sum and products that will naturally
occur when we will compute the difference between the probability of two corresponding classes that
can be expressed by the sum of products of elementary probabilities.

Lemma 66 (difference of products). Let n € N, (Xi)icnn € R", Yi)icnn € R". g Xi —

WicpmYi = D (Wiep g1 Xe)- (Xe=Ye) Weppi1,nY;) (with the convention Wiepy X = Wiy, Y; =
ke(l,n]
1)

Proof. The case n = 1 is immediate. Idem for n = 2. By induction.

Hie[l,n+1}Xi — HiG[IJH*l}Y = Hze[l n}X/ Hze[l n}YI where Vi € [1 n — 1]X/ X and Y/ = Y; while

1

X! =X, - X,11 and YTZ =Y, - Yo41. By induction assumption, e, }X e, n]Y

Z (Wiepn k-1 X37) - (X5, = Y5) - (W1 mY;) =
ke(l,n)

[ Y (Wiepp-Xi) - (X = Y3) - (Wepr1.mY))] + [(Wiepn-Xi) - (X5, = Y)] =
ke[l,n—1]

> (Wiepp—1Xi) - (X = Vi) - Wiepest e Ys] + Wigpne1Xe) - (Xn - Xng1) — (Yo - Yog1)) =
kel,n—1]
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[ > (Miep -1 Xa) - (Xk = Ya) - (Wieper1,n41 )] + Mg n—1X) - (Xn = Ya) - Yoy1) + X - (Xng1 —
ke[l,n—1]
Yn+1)) =

> Wiepp-1Xi) - (X — Yi) - WjeperrnY5)
kell,n+1]

4.7.5. Tenacious Implementation Monotonicity

After the proof of lemma 64, we are ready to obtain the theorem 24 of monotonicity of tenacious
implementation. The main step is the next lemma 67 that states that the good balance of two task-
schedule for two automata A and B is preserved in the upper level for PCA corresponding w. r. t. A,

B

Lemma 67 (monotonocity of dynamic creation/destruction with tenacious implementation: main
step). Let A, B be two PSIOA. Let p, p' be task-schedules s.t. pSfen <)Op'. Let X4, X be PCA

Sten <0 /

corresponding w.r.t. A, B. Then p (XA X5)P

Proof. First, because of lemma 65, p and p’ are also X 4 Xz-environment-corresponding.

Let f( )y = proj,) (a pasting friendly perception function). Let £ € env(Xy4) Nenv(Xg). Let
Ex=E|(X\{A}) and &z = E||(X \ {B}). Let £ € env(A) N env(B) semantically equivalent to both
&4 and Eg.

- -

Let € € U range(fig ry)- Let n € NU {oo}, let ¢ e proxzy(€) g x .4y Y prozy(€) g x, 5 with
K.£cenv(K)

€] =n.

Let CE{ = Class(€, X4, fA7% o A-decomposition, ¢) # 0 and for each i € [1 n] NN, CC[Z] =

Class(&Y, Xf4, fAprozy ?[]) as defined in lemma 55, that claims that CC = ®C< il
=1

Let CE = Class(E, Xg, fP7% o A-decomposition, ¢) # () and for each i € [1 : n] NN, CC[Z] =
C’lass(gi,Xlig,fB’pmxy,

—

e[i]) as defined in lemma 55, that claims that éé = ®él§ i

Let (at,...,a’,..) € C} FLUIN CAjm X ... Let (n!,..,7,...) € C§ <o x CAgm X .... We note

I~ " =0

ol = (fj[j] and 7/ = CB[]] for each 7 € [1 : n]. We note o = «
a=C§ and m = C§
Let Wy = XA||(§ and Wg = XBHS

We note p the A-partition of p and p’ the B-partition of p’. In the remaining, we note for every
0% € ind(p, p)

= Ty, (o8, p) = applyyy, (B fstateary, Pl ) (@ ),
= Ty, (. €02, p) = applyys, (O pstate()s(e1 +1) 101e2) (@ ¢2,))) and
= I, (. 0' p) = applyyy, (O pstate(a)s(e1 41) |0) (@)
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and for every £, 0% € ind(p’,p)
— Ty, (.0, ) = applyyy, (5 fstate(rr) £1e) (T ),
- F%B(mflﬂgapl) = applyyy,, (O pstate(r)s (1 +1) 19’ le2) (1 02 ry)) and
- F%}B (77,51,9/) = a’pplyVVB((sfstate(w)7(€1+1) ’P )()
We note Z = ind(p, p) Nind(p',p’) N (2N x N). We fix £,¢' € T and p =, |p|p and §' = |p|e-
We need to evaluate A~ = applyyi,, (O5state(a)> £)(@) — applyyy, (Opstate(r), 7)) ().
We have two cases: n =1 and n > 1. We treat only n > 1 since the former one is trivial.

Since for every i € [1,n — 1], o' (resp. 7') ends on A (resp. B) creation, the last action of o is
necessarily triggerd by a task 7' = p[¢;] with even index ¢; € ind(p,p) N (2N x N) , that is o' (resp.
7') cannot match pl,, (resp. p'|,) if £; = (2k; +1, ;) .

We note ¢y + 1 the first index of p and ' and ¢, the last index of j and p’

We apply lemma 64, to obtain

— apply(dsstate(a), P) (@) = > Wien Dy (@' Licr, i, )
(= 1>eL§§ " 1))
— apply (O fstate(r)s P )(T) = > i1 Dy (7 limr, iy )
((tn— 1>eL’(§_} "Zn)”
where
= L) = L= (luy o ) € ind(p, p) 7010 < Ly < Ly < < Ly < 6y}
—~ Q((ZZZ) ={l = by, ... L,) € ind(p,p") P70y < Ly < Lyy1 < ... < &, < 0,}
- Vie[l,n—1], f‘(04 bi1, i, p) = applywA(5fstate(ai) (Li—1+1) \P’e )( (i=141 éz,p)))
— Vi€ [Ln—1],0(x" li1, b, ') = applyyi, (8 fstate(riys(trs+1) 17 16) (Tlgim1 416 )
- fwA(a o1, Ln, p) = applyyy) , (Ostate(an)s(n_1+1) |Ple, ) (2")

B(?T ﬁn 1, n»p) = applyVVB (5fstate(7r”)v(€n,1+1) |ﬁ/|én)(ﬂn)

Let £ € Lg; ng )) (resp. £ € L((;Z )1)). Let k € [1 : n — 1]. Since o (resp. 7*) ends on A (resp. B)

creation, the last action of o (resp. m*) can be triggered only by a task T' = p[f] (resp. T = j'[{])
s. t. £ € (2N x N). Let fix £y € ind(p,p) (vesp. lp_1 € ind(p’,p'). For every k € [1,n — 1], for
every /F € ind(p,p) N (2N + 1,N) (resp. £* € ind(p,p') N (2N + 1,N)), FWA(ak,Ekfl,Kk,ﬁ) =0 (resp.

Ly, (5 0571 08 ) = 0).

Hence, the previous result can be written

- apply((sfstate(a)7ﬁ)(g) = Z Hie[l:n]f‘)f\}A (ai’gi—lagivﬁ)
(L= 1)€L<*l§1 Zn)l)
- apply((sfstate(ﬂ)7 ﬁ/)(ﬂ) = Z iG[l:n]fWB (Wiy bz, i, p,)
p(tn— 1)€Lz(1 Zn)l)
where

— LM = (= (L ) € IO D[l < €y < lypr <o < Ly < Ly}
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4.7 Monotonicity of Tenacious Task-Implementation

We will apply lemma 66

- Vkel[l,n|,Vy>k—1, VU—y—lVﬁeL(élg)),wenote
P = e, k_l]FWA(a =1 0% 5) (with the convention P° = 1)
(

- Vke[l,n,Ve<k,Vu=z+1,Vl e L(Zug)l) we note
Q¥ () = ]e[k+1,n]FWB (79,071 07 p) (with the convention Q"' = 1)
—Vke[Ln,Va<k—1Vy>kVu=a+1 Yo=y—1, vgegéjjg’;), we note
AT (k, £) = (Ty (@, 0571 0%, p) = Ty, (", 0571 0%, )
We apply the lemma 66 of difference of products to obtain

Ag’ — Z Z Pk 1 AF(]{J f) Qk—l-l(é) _

“(Ln-1) ke[ln
teLiy e keltnl

Z Z Z Z Pkfl(ﬁ(l,kfm).AF(k’E(kfl,k))_Qk+1(£(k+l,n71))
ke[l,n] 2k=1, k)eLT(k 1,k) p(Lk— Q)GL*(; fk 2i g(k+1n— 1)€L(¢<:z)n 1)

and so

A = [ > AT (e, L5V B (k) - Q(k) (4.1)

kE[l,n] £<k71’k>6£?é:’;i’)k)
with B(k) = | > P02 and Q(k) = | 3 QFHL (glk+1n=D)y)
p(Lk— 2>eL*(1 k—2) (k1= 1)€L*(k+l ;n—1)
=(o:lk—1) =Ly tn)

Even if it is not crucial, we can remark that:

~ 1,k—1
- ‘B(k) = apply(dfstate(a)vfo-i-l |p|ék 1)( éo—i—l éz 17p) <1

- Q(k) = apply(dfstate(wk+1 W+l ’p’f )( (L, n)) <1

This remark might be relevant for an adaptation to approximate version of the lemma.

Now we will show that Vk € [1,n], Z A" (k, 571K = 0

(k—1,k) oy *(k—1,k)
A GL( o)

We begin with k € [1,n — 1].
Y (i eh 6 ) — Dy (6 )] =

é(k lk)eL*(k 1,k)
=g

n)
L—1=4 _ L=l _
[0 > Ty, @ ep— Y Ty 7)) =
Lr_1€Z Leind(p,p) ' cind(p’,p')

[ Z ((applyWA (5fstate(ak)> p) (Qk) _applyWA (5fstate(ak) ) p|(€k_1))(gk)) - (applyWB (5fstate(7rk) ) p,)(ﬂk) -
l_1€T

applyyiz, (O pstate(xk)s P o)z *))] by lemma 61.

Thus 3 Ak, 05750 = 3™ Agpp(k) — ALy, (k. €e—1), with

Z(k 1, k)eLz(kel)k) lr_1€T
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CHAPTER 4 : Monotonicty of dynamic creation/destruction of PSIOA with implementation

- Aapp(k) = a’pplyWA (6fstate(a’“)7 p) (Qk) - a’pplyWB (5fstate(7rk)’ pl)(lk)7 and
- A;pp(ka 6) = applyWA (5fstate(ak)7 p’ﬂ)(gk) - applyWB (5fstate(7rk)7pl|€)(ﬂk)

r k—1,k —1
In the case k = n, g A (k',ﬁ( ’ )) = E Agpp(gn )
g(k—l,k)eL&(k;L)k) m—le
- ={£0:tn

with Agpp(g) = apply)/\}A (5fstat6(oc")7(€+1) ’ﬁ) (gn) - applyV\}B (5fstate(7r")7(€+1) |ﬁ/)(ﬂn)
It remains to show that V¢ € Z, Vk € [1,n — 1], Agpp(k) = AL (k,0) = ALl (¢) = 0.

app app

This comes from lemma 50 since (1) pSfo?)Op' (2) A task-scheduler is an alter-ego for himself from

Wy to E4||A% (resp. from Wy to Eg||B*™) (3) The executions-matching holds since we consider
executions without creation before last action (4) £4 and g are semantically equivalent .

Hence, AZ’ =0.

By lemma 54, A; = applyWA(éqWA,ﬁ)(@i)— applyWB(équ,ﬁ’)(ég) = Z A~ = 0 with Cq =

N
e €EProx
*)

Class(E,Xa, f,€), Cg = Class(€, Xp, f,é), and Prox = proxy(é)(gvaA) Uproxy(é)(g’XB,B)
This ends the proof.
]

Remark 6. We might think an adaptation of the theorem to the approximate version could be easy
with € being a negligible function compared to |Z|. Indeed, for the same reasons we would have
Dapp(k), Aoy (k, €), Ay, (€) < €. Moreover n < |I| since the creation of A and B comes necessar-
ily from a task T € pl[i] for some i € Z. So we would obtain A < e with &' = e - |Z|>. However, we

do not know how to generalize to As.

Finally we can use the preservation of S*™<C to show the monotonicity of tenacious implementation
<ten

Theorem 24 (Implementation monotonicity wrt creation/destruction). Let A, B be PSIOA. Let X 4,
Xp be PCA.
If A<E" B and X4 Vs Xp, then X4 <{™ Xp.

Proof. Let p be a task-schedule, Since A §6€" B there exists a task-schedule p s. t. pSff&’%Op’. By

te,<0 . This ends the proof. -

previous lemma pS( X 4. X5)
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Figure 4.17. — AB-environment-corresponding schedules are also X 4 Xpg-environment-corresponding
schedules.

Here, each task is represented by a colored square where the color corresponds to a set of id: yellow for
UAY)=UA(Xa\{A}) =UA(Xp\{B}), red for A, blue for B, orange for UA(X 1) = UA(Y)U{A},
green for UA(Xp) = UA(Y) U {B} and brown for the ones not in UA(Y) U {A, B}.
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CHAPTER 4 : Monotonicty of dynamic creation/destruction of PSIOA with implementation

4.8. Summary

We have proved the monotonicity of dynamic creation/destruction of automata with Sg P precongru-

ence, i.e. if (i) A implements B (A Sgo’p B), and (ii) X 4 and Xp only differ on that X 4 dynamically
creates and destroys A instead of B as Xp does, then (iii) X 4 implements Xz (X4 Sg"’p Xp), where
p is the function that maps each execution to its projection on the environment and S, represents the
set of schedulers that do not take into account the internal past lives before last creation to trigger
the next action. Since a naive adaptation of task-schedulers would not be a subset of S, we discussed
an alternative more sophisticated adaptation, the tenacious implementation Sf)e”, which also allows
monotonicity of dynamic creation/destruction of automata.

In addition to the results guaranteeing the soundness of modular design based on observational se-
mantics, the proof itself might be even more interesting. First, it is instructive for handling dynamic
systems. Second, its modularity allows it to be easily applied to certain variations of the model,
typically with the notion of time or security.
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CHAPTER . 5

Dynamic Probablistic Timed I/0
Automata

This chapter explains how to extend the framework with the notion of time
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CHAPTER 5 : Dynamic Probablistic Timed I/O Automata

Previous chapters 3 and 4 deal with "asynchronous" systems. For the moment, it is impossible to
express something like "two events are separated by at most a time t", or apply synchrony assumptions
to prove the correctness of an algorithm. In this chapter, we fill this gap by extending PSIOA (resp.
PCA) with sets of trajectories to obtain PTSIOA (resp. PTCA). It would have been possible to use
the "old-fashioned recipe for real-time" [AL92] as in [Seg95b], where actions can additionally contain
real numbers to capture the time elapsing. But, we would miss the opportunity to use the theory
of timed I/O automata [KLSV03, KLSV06], which is ready to use. For example, it provides some
results to deal with liveness under fairness assumptions (through notions of feasibility, responsiveness,
progressiveness,...) that might be more intuitive to express than in [AL92] and benefits of enabled tools
to support system development with, for example, specification simulators, code generators, model
checking and theorem proving support for analyzing specification, etc [ALLT06, ALLT08]. Also, it
has been extended with (continuous) probabilistic setting [Mit07, MLO7b]. Hence, the extension of
the formalism to Probabilistic Timed Signature I/O automata (PTSIOA) becomes an easy adaptation
of PTIOA. We keep the continuous probabilistic setting of Mitra and Lynch [MLO0O7b], since (1) their
results are easily adaptable to our dynamic framework and (2) It would be convenient to potentially
specify hybrid systems where we would like to model the evolution of some physical quantities (force,
mass, velocity, ...) with real numbers, that might be dependent of some algebraic differential equations.
The continuous space states require an additional work to verify the measurability of the different
operators. However, these details can be left aside for a first reading.

5.1. Probabilistic Timed Signature /0O Automata (PTSIOA)

This section aims to introduce the first brick of our formalism, i.e. the probabilistic timed signa-
ture input/output automata (PTSIOA). A PTSIOA is the result of the generalization of probabilistic
timed input/output automata (PTIOA) [Mit07, MLO7b] and signature input/output automata (SIOA)
[AL16]. A PTSIOA is thus an automaton that can deterministically L follow a trajectory before ran-
domly move from one state to another in response to some actions. The set of possible actions is the
signature of the automaton and is partitioned into input, output and internal actions. An action can
often be both the input of one automaton and the output of another one to capture the idea that the
behavior of an automaton can influence the behavior of another one. As for the SIOA [AL16], the
signature of a PTSIOA can change according to the current state of the automaton, which allows us
to formalize dynamicity later.

Again, we use the signature approach from [AL16]. We assume the existence of a countable set
Autids of unique probabilistic signature input/output automata (PTSIOA) identifiers, an underlying
universal set Auts of PTSIOA, and a mapping aut : Autids — Auts. aut(A) is the PTSIOA with
identifier A. We use "the automaton A" to mean "the PTSIOA with identifier A". We use the letters
A, B, possibly subscripted or primed, for PTSIOA identifiers.

Definition 182 (PTSIOA). A pre-PTSIOA A= ((Qa, FA),qa,sig(A),Da,Ta), where:

— Q4 is the set of states, (Qa,FA) is a measurable space called the state space,

— G4 ts the unique start state.

— sig(A) : g € Qa — sig(A)(q) = (in(A)(q),out(A)(q),int(A)(q)) is the signature function that
maps each state to a triplet of mutually disjoint countable set of actions, respectively called

input, output and internal actions. We note acts(A) = U sig(A)(q), which is assumed to be

q€Q A
countable.

1. This determinism will be removed later via a local scheduler that will solve the non-determinism.
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— There exists at most one state, noted qft such that @(A)(qf\) = 0. If such a state exists,

{d%} € Fa.

— Dy C Qa x acts(A) x Prob(Qa, Fg,) is the set of probabilistic transitions where ¥(g,a,n) €
Dy:ac S/ZE(A)(q) If (q,a,n) is an element of D4, we write ¢ = 1 and action a is said
to be enabled at q. The set of enabled actions at state q is noted enabled(A)(q).The set of
states in which at least one action from the set B C acts(A) is enabled is denoted by Ep. In
addition A must satisfy the axiom E of enabled actions tracking: s/z\g(.A) = enabled(A) We note

steps(A) = {(q,a,¢) € Qa x acts(A) x Qa|3(q,a,1) € Da,q" € supp(n)}.
— Ta is a set of trajectories in Q4 which is (i) closed under prefix, suffiz, concatenation, and (ii)
contains ©(q) for every q € Q4.

A PTSIOA A is a pre-PTSIOA that satisfies the following conditions:
— D (Determinism)
e D; (Trajectory determinism) 74 is deterministic.
For every R C R”? and every P C Q 4, we define:

— Erp = {q € Qalmaxtimer,(q¢) € R N mazxstater,(q) € P} the set of states from
which there exists a maximal trajectory with length in R and final state in P.

— Fr p = {mazstater,(q)|lq € Q4 N mazxtimer,(q) € R} the set of states reachable by a
maximal trajectory with length in R and starting from state in P.

e Dy (Time-action determinism) For any state ¢ at most one of the following may exist:
— alocal action a € acts(A) such that ¢ € E, and a € loc(A)(q)
— a non-point trajectory 7 € T4(q).

e D3 (Transition determinism) For every ¢ € Q 4 and a € enabled(.A)(q) there exists a unique
n € Prob(Qa, Fq,), such that (¢,a,n) € D4, and we note 14 4,q) this distribution 7. The
notation 74 4 4) implicitly means a € enabled(A)(q).

For every P C Q4, we note Hp = {¢' € supp(naqga)lg € P Na € int(A)(q)} the set of
reachable states by an internal action triggered from a state in P.
— M (Measurability)
e M; (Transitions Measurability) For all B C acts(.A), Ep is measurable.

e M, (Trajectory Measurability) For measurable sets R C R P e Fo s Er p is measur-
able, i.e. Erp € Fg,

Finally, we anticipate the issue of measurability of some perception functions.
A post-PTSIOA is a PTSIOA that satisfies:

e M’ (Measurability)
— M3 For measurable sets R C RZ%, P ¢ FQ 4> Frp is measurable, i.e. Frp € Fg,
— My For measurable set P € Fg ,, Hp is measurable, i.e. Hp € Fg,.

The axiom E was already present for PSIOA for sake of simplicity, since for any PTSIOA that does
not verify E, it is always possible to remove the non-enabled actions of its signature to obtain an
equivalent PTSIOA verifying E.

The axioms of measurability M and M’ are technical axioms to ensure that the required objects during
the proofs are well-defined.

The axiom Dg of transition determinism is the same than the one for PSIOA.
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Roughly speaking, the axioms of determinism D; and Dy mean that when a state g is reached by a
discrete transition, then the automaton evolves in a deterministic manner until reaching after a certain
time t (that can be 0) a state ¢’ with enabled local actions. At that moment, the time cannot elapse
without triggering an enabled local action. Such a restriction might appear problematic. Typically,
how could we model a partially synchronous distributed algorithm where (i) a decision might be
triggered by the expiration of a timer, while (ii) the fact that some messages are in flight means that
the reception of these messages are enabled 7 In that situation, the time could not elapse with in
flight messages. Intuitively, time-elapsing underlines the difference between two different notions of
pure non-determinism. The first one captures the lack of knowledge about "what is the next action
that will be triggered" 7 The second one captures the ignorance about "when the next action will
be triggered" 7 In fact, these axioms D; and Ds are relaxed in section 5.6 with automata that do
not verify D1 and Dy, while the pure non-determinism is resolved in two steps. First, we resolve the
pure non-determinism about "when the next action will be triggered?" by restricting the behaviours
of the automata with local schedulers, imposing axioms D; and Ds. Second, we resolve the pure
non-determinism about "what is the next action that will be triggered?" with the classic schedulers.
Of course, this resolution could have been performed in one unique step, but this separation allows to
reuse the concepts used for untimed PSIOA.

Trivial extension of some definitions We trivially extend definition 60 of compatibility at a state,
definition 61 of hiding operator, definition 62 of action renaming operator.

Definition 183 (compatibility at a state). Let A = {Ay,..., A} be a set of PTSIOA. A state of A
is an element ¢ = (q1,...,qn) € QA = Qa, X ... X Qa,. We say Ay, ..., A, are (or A is) compatible
at state ¢ if {sig(A1)(q1),...,si9(An)(qn)} is a set of compatible signatures. In this case we note
sig(A)(q) = sig(A1)(qr) X ... X sig(An)(qn) as per definition 59 and we note n(a 4 q) € Disc(Qa), s.t.
Va € sig(A)(q), NAga) = M & .. @0y where Vi € [1,n], j = 04,0 if @ € 5ig(A;j)(g5) and 1; = oy,
otherwise. Moreover, we note steps(A) = {(¢,a,q')|q,q" € Qa,a € sig(A)(q),qd € supp(naqga))}-
Finally, we note ga = (qa,,---,44,) and FQ, = FQu, ® - ®Fqu,

It is convenient for the remaining to define the composition of a set of trajectories of a set of PTSIOA.

Definition 184 (Composition of set of trajectories of a set of PTSIOA). Let A ={Ay,..., A} be
a set of PTSIOA. Let ¢ = (q1,...,qn) € Qa, we note Ta(q) = Ta, (q)|]---||T4, (qn). We note Ta =
Tal|---||Ta, where the composition (||) of a set of trajectories is defined in definition 16 in section 2.2.

The hiding and action renaming operator does not modify the set of trajectories, hence the extension
to PTSIOA is immediate.

Definition 185 (hiding and action renaming operator). Let A" = (Qa,qu, sig(A), D). Let A =
(A", Ta) be a PTSIOA with (Q,qa, sig(A), Da) = (Qu, g, sig(A), D).

— Let h: q € Qq — h(q) C out(A)(q). We note hide(A,h) = (hide(A',h),T4) as per definition
01.

— let v be a partial function on Q4 X acts(A), s.t. Vg € Qa, r(q) is an injective mapping with
sig(A)(q) as domain. Then r(A) = (r(A'),Ta) as per definition 62.
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5.2. Probabilistic Timed Configuration Automata

Here again, we trivially extend configurations and PCA to their timed version. A

Definition 186 (Timed configuration). A timed configuration is a pair (A,S) where
— A={A,..., A} is a finite set of PTSIOA identifiers and
— S maps each A, € A to a state s € Q4,-
Moreover, we note TS((A,S)) = (S(A1),...,S(Ay)), the tuple of states of the automata of the config-

uration.

Finally, the set of timed configurations is noted Qconf-

All the following definitions of section 3.2

— definition 64 of compatible configuration (with PTSIOA compatible at a state in the sense of
definition 183.)

— definition 65 of intrinsic attributes
— definition 66 of reduced configuration
can be adapted in the obvious way by replacing:
— configuration by timed configuration
— PSIOA by PTSIOA
When it is clear in the context, we omit the adjective "timed" for a configuration.

The discrete transitions have already been defined in definition 67 in section 3.2 of chapter 3. Here,
we characterize their continuous evolutions.

Definition 187 (intrinsic trajectories). Let C' = (A,S) be a timed configuration. We note To C
trajs(Qeons) such that there exists a bijection u from To to Ta(T'S(C)), verifying Te < Ta(TS(C))
with v =TS, i.e. for every pair (7,7') with 7" = u(7):

— dom(1) = dom(7') 2 J

—Vte J, TS(r(t)) =7'(t)
A trajectory starting from a configuration is a trajectory of the associated set of automata starting

from their attached states defined by the configuration. In such a trajectory, no automaton creation
is allowed.

5.2.1. Measurable space on configurations

The set Qtcons is not countable anymore. In this subsection, we define the appropriate measurable
spaces.

Definition 188 (Generators of measurable spaces for timed configurations). Let A = {A;1, ..., A, } be
a finite set of PTSIOA. We define:

- Qﬁonf = {C € Qiconflauts(C) = A} the set of configurations with A as set of automata
- %:oAnf = {C € Qiconflauts(C) C A} the set of configurations with a set of automata included in
A.

- %ﬁ‘(mf ={{C ¢ QQOHHTS(C') € Fi x .. x Fp}|(Fr, ..., Fy) € Fay X ... X Fa,} the collections
of subsets of timed configurations matching the parallelepipeds built with elements of respective
o-algebra of each automaton in A.
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t%;?lf {Ftconf € ‘KtconﬂA C A} the collection of subsets of thonf built with all the sets of

all the collections ‘Ktconf for all the A’ C A.

— Greonf = {Ft‘g‘(jnf € tconf‘A is a finite set of PTSIOA } the collection of subsets of thonf built
with all the sets of all the collections %tconf for all the finite sets of PTSIOA A'.

— ]:thonf = sigma(Giconys) the smallest o-algebra containing Cieon -

- thconf = sz’gma(‘étconf) the smallest o-algebra containing ‘Ktwnf
_ foc?nf = sigma(‘é%oAnf) the smallest o-algebra containing %conf

We often want to define union operation, thus we verify its measurability.

Lemma 68 (union is measurable). Let A%, AY and A = A%w A be finite sets of PTSIOA. The
function

(thonf? Xthonfstgma({F X Fb|(Fa Fb) S %tcmzf X %conf)}) — (thonf7‘FQ )

UNLON( A a : teonf
(A2,AP) { (01,02) — ClUCQ

is measurable.

Proof. We note A = {Ay,.., A, } A" = {Api1, ..., An}. Let F o € Glaonp, ie. Fiooyp = {C €
tconf’TS( YEFI X ... X Fy X Fppq X .. me} for some (F1, ..., Fp, Fot1, ..., Fiy) 6.7:,41 X Fp, X

‘FAnJrl X X ‘FAm' We have £ = ’LL’I’LZO’I’L(Aa Ab)(Ftconf) = {(Ca Cb) € thonf tconf|TS(Ca)

Fi X .. x Fy ATS(C?) € Fop1 X ... X Fip}. Thus E = {C% € Qe fITS(C®) € Fy x ... x F} x {C €
tmfyTS( DY € Fupq X .. X Fm} and so E = E% x E" with E® € G2, and E* € €/, ;. Thus

VFtconf € %Conf, umon(Aa A,,)(Ftconf) € {F* x Fb](F“,Fb) € Cﬁt’;mf X %tconf} By proposition 3,
union aa avy is measurable. O

In the same way

Lemma 69 (simple union is measurable). Let A%, and A° = A% W ¢ be finite sets of PTSIOA. Let
C, = (¢,S,) with VA € ¢, S,(A) = ¢%.

The function

. {(thonff@gznﬂ = (Qitons: Fope, )

umon(Aa): is measurable.
C = CUC,

Proof. The proof is exactly the same one as previous lemma. O
We want to define intrinsic transitions on (Qconf, FQueon)- This definition requires measurability of

reduce function.

Lemma 70. Let A be a finite set of PTSIOA. The function

A
) f % )
{ (C'thonf Qﬁonf) (thonf Qt“’"f is measurable.

reducep :
—  reduce(C')

Proof. We note A = {Ay, ..., A,}. Let mef € ‘Kt ie. Fg;‘;;nf € %ﬁ‘;nf for some A’ C A. Without
loss of generality, let us assume A’ = {A;,..., A} for k € [1 : n]. By definition, Ft%(;nf = {C' €

conf’

182
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tconf]TS( ') € Fy x ... x Fy} for some (F, ..., Fy) € Fa, X ... x Fa, Let E,fzonf = reducezl(thnf).
We have Ef,,; = {C € QftysITS(C) € Fi\ {5} x . x Fi \ {a%, } x {a%,,,} x - x {d%4,}} and
SO Etéonf ={C ¢ Q;%(mf\TS( ) € E1 X ... x E,} for some (Ey,...,E;) € Fa, X ... x Fa,. Hence
Ef; € Gy SOVF € 620

teon f> reducegl(F ) € ‘Ktﬁm - By proposition 3, reducen is measurable. [

Now we are ready to define intrinsic transitions for timed configurations

Definition 189 (From preserving distribution to intrinsic transition (continuous case)). Let A be a
finite set of PTSIOA.

— (preserving distribution) Let n, € Prob(Qéonf,fQﬁonf). We say my, is a preserving distribution
with family support A.

— (preserving configuration transition C - n,) Let C = (A, 'S) be a compatible timed configuration,
a € sig(C). Let Np € PTOb(Qéonfa}—Q;\wnf) such that n, EAY NATS(C)a)- We say that (C,a,np)
is a preserving configuration transition, noted C' - Mp-

— (np T @) Let ny € Prob(Qﬁonf,fozonf) be a preserving distribution with A as family support.
Let ¢ be a finite set of PTSIOA identifiers with A Ny = ().

Let C, = (¢,5,) € Qreong with VA € ¢, 8,(Aj) = qa;.- We note n, T ¢ the unique element of
Prob(Qttouff,fQﬁsff) verifying n, <+ (np T ¢) with u: F — {(CUC,)|C € F}.

— (distribution reduction) Let n € Prob(Qﬁonf,fQ? f) be a preserving distribution. We note
reduce(n) the image measure of n by reducea ,i.e. reduce(n) € Prob(thmf,]: ca ) with VF €
conf
F ca ,reduce(n)(F) = n(reducey (F)) = n({C € Qﬁonfh“educeA( ) € F}).
tcon f
— (intrinsic transition C ==, 1) Let C = (A,S) be a compatible timed configuration, let a €

s/z?}(C), let p be a finite set of PTSIOA identifiers with A N = (. We note C :a>¢ n, if
n = reduce(n, T ¢) with C & np- In this case, we say that n is generated by n, and ¢.

This definition 189 is nothing more than the extension of definition 67 to timed configurations with
continuous state spaces. We have used an heavy formalism to ensure that the definition 189 was well-
defined, but the intuition behind definition 67 remains the same. If C :a>@ n with n is generated by
np and ¢, it means triggering a lead to a probabilistic distribution that (i) agrees with 7, for PTSIOA
originally belonging to C, (ii) creates deterministically the PTSIOA in ¢, (iii) destroys the PTSIOA
with an empty signature.

5.2.2. Probabilistic Timed Configuration Automata

Here we define our probabilistic timed configuration automata (PTCA). Such an automaton defines
a strong link with a dynamic timed configuration.

First we need to extend the intrinsic measure.

The next lemma is not strictly necessary, but might be convenient to simplify mental representation.
Lemma 71. Let A be a finite set of PTSIOA. Vn € PTOb(Qéonf,fQA ), there exists a unique

measure 1 € Prob(thonf,]:Qtwnf) such that for every finite set of PTSIOA A, \V/Ftconf € %ﬂtconf?

_ _ | (A y) if A=A
F — con
(Fitons) { 0 otherwise
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Proof. The existence and uniqueness comes from the classic construction.

— Let F1(%Gicons) be the be the family containing 0, Qiconf, and all E C jeons such that either
E e %canf or thonf \ E e %

There exists a unique extension ' of 7 to Fy(%). Indeed, there is a unique way to extend the
measure since for each Ey € F1(Gicony), m(E1) = n(E1) if By € Gieony and we necessarily have
771(E1) =1- U(El) if thonf \ E, € €. Moreover VEhEi € Fl(cgtconf)’ E1U Ei € Fl(cgtconf)
only if By, B} € ‘Ktconf for some finite set of PTSIOA A’. If A’ = A, ' (FyUE}) = n(E,UE]) =

n(Ey) +n(E}) = n'(Fy) + n'(E}) by o-additivity of n. If A’ # A, '/ (ELUE;)=0=0+0 =
nl(El) + 1! (E}) so o-additivity is preserved.

— Let F5(%icons) be the family containing all finite intersections of elements of Fi(%jcons). There
exists a unique extension n? of n' to F>(Cieony). Let EQ, . Ey a sequence of elements of
F5(€icony) and Eo their intersection. If one element E% is an element Cgtc(mf for some A’
then either Fs = () or Fs is an element of ‘Ktc(mf too. In that case, n*(Ez) = n'(FEs). If all
elements EJ can be written Qtcons \ EY . then n?(Ey) =1 — Z n'(E).

jE€[l:n]

— Let F3(%cons) be the family containing all finite unions of disjoint elements of F5(%icony) - There
exists a unique extension 7% of n° to F3(icony)- Indeed, there is a unique way of assigning a
measure to the finite union of disjoint sets whose measure is known, i.e., adding up their measures
Le. n°( 14 EJ) = > ¥ (E3) for every finite set of disjoint elements E} of Fo(Gieony)-

j€[ln] jE€[lin]

— Clearly, F3(%iconf) is a field on Gieony, i-e. it is a family of subsets of %Conf that contains
0, €icont, and that is closed under complementation and finite union. Fg, . = ; 2 sigma(Greon F) =
sigma(F3(Greony)). By famous Carathéodory’s extension theorem [Dud04], there exists a unique
extension 7 of n® to the sigma-algebra Fg, ; (defining 7( L—H Eg) = Z 773(E'§) for every count-

) JEN JEN
able set of disjoint elements E? of F3(Gjconys))-

This detail might appear unnecessarily cumbersome. Moreover, we can remark that the identity
function is a bijection between generators of non-zero measurement of 1 and 7 i.e. from supp(7)NCieons
and supp(n) N C@‘;n - In the remaining, we often abuse the notation and use 7 to denote its extension

n. O
Lemma 72. Let A be a finite set of PTSIOA. ¥n € Prob(QtC(mf,]: ca ), there exists a unique

tconf

measure 7 € Prob(thonf»]:Qmonf) such that for every finite set of PTSIOA A’, YF, conf € Cgtcanf;
_ o n(Ftconf) Zf A/ < A
M Fioons) = { 0 otherwise

Proof. The proof is the same as previous lemma. ]

Definition 190 (extension). Let A be a finite set of PTSIOA.
- Vne Prob(QQonf,}"Q? ), we note 7 the unique measure in Prob(Qiconfs FQieons) Such that for

FA ) if Al =
every finite set of PTSIOA A’, VF, conf € Cftwnf, (Ftconf) { 70’(0;;(767;{32'3‘;(

—Vne Prob(Qtamf,]: ca ), we note 7 the unique measure in Prob(Qiconfs FQueons) Such that for

tconf
n(Ftﬁonf> lfA/ - A

every finite set of PTSIOA A/, VFtconf € %conf} (Fta;nf) = { 0 othorsise
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Now,

we are able to define PTCA. The definition is basically the same as the definition 68 of PCA

where (i) the associated PSIOA is replaced by a PTSIOA, (ii) the configuration mapping yields timed
configurations, but with one additional constraint, so-called trajectory preservation.

Definition 191 (Probabilistic Timed Configuration Automaton (PTCA)). A probabilistic timed con-
figuration automaton (PTCA) (resp. pre-PTCA, resp. post-PTCA) X consists of the following com-
ponents:

1. A probabilistic signature I/0 automaton (resp. pre-PTSIOA, resp. post-PTSIOA) ptsioa(X)
. For brevity, we define Qx = Qpisioa(x), IX = ptsioa(x), 519(X) = sig(ptsioa(X)) and likewise
for all other (sub)components and attributes of ptsioa(X).

2. A configuration mapping con fig(X) with domain Qx and such that config(X)(q) is a reduced
compatible configuration for all ¢ € Qx.

3. For each ¢ € Qx, a mapping created(X)(q) with domain @(X)(q) and such that Ya €
si9(X)(q), created(X)(q)(a) C Autids with created(X)(q)(a) finite.

4. A hidden-actions mapping hidden-actions(X) with domain Qx and such that ¥q € Qx,
hidden-actions(X)(q) C out(config(X)(q)).

and satisfies the following constraints

1. (start states preservation) If config(X)(qx) = (A,S), then VA; € A, S(A;) = qa,
2. (top/down transition preservation) If (¢, a,1(x q,a)) € Dx then there exists 7 € Prob(Qiconf FQrcont)
8.t (X ,q,a) = 7 with i) ¢ = config(X) and ii) config(X)(q) ==, ', where p = created(X)(q)(a)
3. (bottom/up transition preservation) If ¢ € Qx and config(X)(q) ==, 1 for some action a,
¢ = created(X)(q)(a), and reduced compatible probabilistic measure ', then (q, a, N(x,q.0) € QX
and 1(x.q,a) < i with ¢ = config(X) .
4. (signature preservation modulo hiding)
For all g € Qx , sig(X)(q) = hide(sig(config(X)(q)), hidden-actions(q)).
5. (trajectory preservation) For every pair (¢,C) € Qx X Qeons with C = config(X)(q),
Tx (q) «& T with ¢ = config(X), i.e.
There is a bijection u from Tx(q) to T such that for every pair (1,7") with 7' = u(7):
e dom(7) = dom(7') £ J
o Vt e J, config(X)(r(t)) =7'(t)

Compared to definition 68, we only added the constraint of trajectory preservation, which requires
that trajectories of the PTCA are linked in an obvious manner with the trajectories of the associated
configurations.

We can remark that the requirement of reduced configuration for each state, implies that a continuous
trajectory cannot lead to the destruction of a sub-automaton. Hence, sub-automaton destruction can
only occur during discrete transitions.

Yet again, compatibility of a set of PTCA at a particular state (resp. hiding on PTCA) is defined as
in definition 70 (resp. definition 69), where the PCA are replaced by PTCA and configurations are
replaced by timed configurations.
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5.3. Executions

In this section, we adapt the definitions of section 3.4 with time elapsing. In this way, executions
become alternating sequences of actions and trajectories. It captures a run that is an alternation of
discrete and continuous transitions.

Definition 192 (pseudo execution fragment of a finite set of PTSIOA). Let A = {Ay,..., A,} be a
finite set of PTSIOA (resp. PTCA). A pseudo execution fragment of A is a finite or infinite sequence

a = 1%atria?... of alternating trajectories and actions, such that:

1. If « is finite, it ends with a trajectory. In that case, we note Istate(a) the last state of the last
trajectory of a.

2. At the potential exception of lstate(a)' if a is finite, for every trajectory T°, for every time
t € dom(7"), A is compatible at state T'(t).

3. for ever action a', (7' Listate,a’, T'.fstate) € steps(A)

The first state of a pseudo execution fragment «, fstate(c), is fstate(r°). A pseudo execution fragment
a of A is a pseudo execution of A if fstate(a) = ga. The length |a| of a finite pseudo execution
fragment « is the number of actions in . A pseudo execution fragment o« is closed if it is a finite

sequence and the last trajectory is closed. Given a closed execution fragment o = t%al7a®...7", its

n
ltmit time is defined to be ZTi.ltime. A state q of A is said reachable if there is a pseudo execution

i=0
a s.t. Istate(a) = q. We note Reachable(A) the set of reachable states of A. If A is compatible at
every reachable state q, A is said partially-compatible.

Definition 193 (executions, concatenations). Let A be an automaton. An execution fragment (resp.
execution) of A is a pseudo execution fragment (resp. pseudo execution) of {A}. We use Frags(A)
(resp., Frags*(A)) to denote the set of all (resp., all finite) execution fragments of A. Execs(A) (resp.
Ezecs*(A)) denotes the set of all (resp., all finite) executions of A.

Let o be an execution fragment of A. The length |a| of a finite execution fragment « is the number of
transitions along a.

We define a concatenation operator — for execution fragments as follows:
Ifa=1%"r"..a"t" € Frags*(A) and o/ = 7%’ 77 ... € Prags*(A), we definea” o’ = r%a’rt.. .a" "™

7_0/&1/7_1/‘“

Let o, € Frags(A), then o is a proper prefiz of o iff 3o € Frags(A) such that o/ = o~ a" with
a # o, In that case, we note a < . We note a < o if o < o or a = o' and say that « is a prefic
of o.

The trace of an execution represents its externally visible part, namely the external actions and time
passage. It is obtained by removing internal actions, concatenating consecutive trajectories, and
replacing all the trajectories with their limit times.

Definition 194 (traces). Let A be a PTSIOA or a PTCA, let o € Ezxecs(A).

We recursively define the function trace 4 with dom(tracey) = Execs(A), such asVa € Ezxecs(A),VT €
Ta,Va € acts(A):

traceo(a) = T.ltime if o« = 7 € trajs(Qa),

trace(a)ar.ltime if a € ext(A)(Istate(c))

t =
racea(aar) { B (7" 7). ltime where traces(a) = B'T'.ltime otherwise.
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We say that B is a trace of A if there is o € Ezecs(A) with = trace(a). We note Traces(A) the set
of traces of A.

The projection of a pseudo-execution « on an automaton A4;, noted « [ A;, represents the contribution
of A; to this execution.

Definition 195 (projection). Let A be a set of PTSIOA (resp. PTCA), let A; € A. We define

projection operator | recursively such as for every pseudo-execution o of A, for every T € trajs(Qa):
al Ai=71Qu ifa=1
(car) | A = { (o [ Ap)a(r | Ai) if a € sig(A)(g | Ay)

7' (7" (7 | A;)) where a | A; = 7'’ otherwise.

Having defined executions, traces and projection, we state the final axiom for PTSIOA. This axiom
is more or less necessary to prove the measurability of a perception function. Henceforth, we assume
that a PTSIOA satisfies

P (Progressive) A never generates infinitely many locally controlled actions within a finite time inter-
val, i.e. Ya € Execs 4, with a.ltime < oo, a has finite local actions.
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5.4. Global composition

Finally, we can formally define our operation of composition.

5.4.1. PTSIOA composition

Definition 196 (partially-compatible PTSIOA composition). Let A = {Ay,..., A} be a set of pre-
PTSIOA, with ¥i € [1,n], A = ((Qa;» FQu,), 44 519(Ai), Da,, Ta,). The automata in A are said
partially-compatible if A is compatible at each reachable state q of A. In that case, their partial-
composition, noted Ai||...||An, is defined to be A= ((Qa,FQ,),qA,si9(A), Da,Ta), where:

— Qa4 = Reachable(A)

— Fou = sigma({F = F| x ... x Fp,|(F1, ..., Fy,) € Fg, x ... x Fg, NF C Reachable(A))

— qa=(q4ss - q4,)

— sig(A) : ¢ € Qa — sig(A)(q) = sig(A)(q)

— Da={(2,0,M(aqa)|q € Qu,a € sig(A)(q)}
~ Tu= U Ta (a1 AT [ An)

q€Q A

Theorem 25 (pre-PTSIOA closure under composition). Let Aj, Ay be partially-compatible pre-PTSIOA.
Let A = Ay||A2. Then A is a pre-PTSIOA. Furthermore, if Ay and As satisfy D, then A satisfies D
too.

Proof. — Vg € Q4, sig(A)(q) is a triplet of mutually disjoint set by definition of composition of
signatures.

— Axiom E of enabled actions tracking is trivially preserved by construction since D 4 is constructed
with all the transitions of A; for i € {1,2} that also satisfy E.

— Let 7 € T4. Then 7 = (71||72) for some (71, 72) € T4, ® T4,. A prefix (resp. suffix) 7’ of 7, can
be written (71]|75) where 7/ is a prefix (resp. suffix) of 7; for each i € {1,2}. Since Ty, is closed
under prefix (resp. suffix) for each i € {1,2}, 7/ € T4. Hence T4 is closed under prefix (resp.
suffix). In the same way, 74 is closed under concatenation and Vg € Q 4, p(q) € Ta.

— Dy: Let ¢ € Q4. Then 3(q1,q2) € Quy X Quayy ¢ = (q1,q2) Let 7,7 € Ta(q). Then 7 =
(11||m2), 7" = (1||73) for some (71,72),(7],75) € Ta,(q1) ® Ta,(q2). By trajectory determinism
satisfied by A; and As, (1) either 7{ < 71 or 71 < 7{ and (2) either 7%, < 7 or 7» < 75. Moreover,
dom(r1) = dom(72) and dom(7]) = dom(rs). Thus either (a) 7{ < 7 and 7% < 75 or (b) 7 < 7/
and 7 < Té. Hence either 7/ < 7 or 7 < 7.

— Dg: Let g € Q4. Then 3(q1,q2) € Qa, X Qa,, ¢ = (q1,q2) Let 7 € Ta(q). Then 7 = (71||12) for
some (7-17 7—2) S TA1 (ql) ® TAz (QQ)'

Suppose some local action a € loc(A)(q)Nenabled(A)(q). Let us assume without loss of generality
that a € loc(A1)(q1) \ loc(A2)(g2). Then a € enabled(A;)(q1) and since A; satisfies Dg, there

does not exist any non-point trajectory in 74,(q1) (and therefore in 74(q)) that starts from g¢;.
Likewise, if there exists a non-point trajectory starting from ¢, then no local action is enabled

at g or at ga (loc(A1)(q1) N enabled(A1)(q1) = loc(A1)(q1) N enabled(As)(g2) = () which leads
to loc(A)(q) Nenabled(A)(q) =0 .

— D3 Immediate by construction
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Remark 7. Why My is not necessarily preserved by composition? Since EX (resp. E2?) satisfies
M;, E{fl € FQu, (resp. chb € ]:QAQ)~ Moreover, by definition of sigma-field, Qa, € FQu, and
Qu, € Fq,,- Hence (%) (EM % Qua,), (B2 x Qu,) € {(F1 x Fy)|Vie {1,2},F; e FQu,} - Moreover,
(**) (EM X Qu,)U(EL2 xQu,) € F where F' is a sigma-field generated by {(Fy x Fy)|Vi € {1,2}, F; €
fQAi} .

Let E{fl C Qa, (resp. ngb C Qua,) be the set of states of Ay (resp. Az) where a is enabled.
The set of states of A where a is enabled is Ef = {(q1,02) € Qulqr € E;‘l V gy € E;‘Q} Hence

EA = [(BM x Qua,) U (B2 x Qu,)] N Qa. However, the reachability of sets (E2 x Qu,) and
(E;42 X Q4,) remains unclear and so it is unclear if these sets are in Fg ,.

5.4.2. Configuration composition

Union of timed configurations and compatible timed configurations are defined as in definition 76,
where configurations are replaced by timed configurations. Composition of partially-compatible PTCA
is defined as in definition 77.

Proposition 13. Let C; = (A1,S1) and Cy = (Ag,S2) be compatible configurations such that Aj N
Ay =10. Let C = (A,S) = C1 UCy be a compatible configuration. Then sig(C) = sig(Ch) x sig(C2),
as per Definition 59.

Proof. The proof is the same one as the proof of lemma 3. O

The next lemma exhibits a direct homomorphism between (i) the pair of sets of trajectories of a pair
of configuration (C7,C3) and (ii) the resulting set of trajectories of the configuration C; U Cs.

Lemma 73 (union is an homomorphism from 7o, ® 7o, to To). Let C1 = (A1,S1) and Cy =
(A2,S2) be compatible configurations such that Ay N Ay = (. Let C = (A,S) = C1 Uy be a
compatible configuration. Then, there is a bijection u from To, ® Te, to T such that ¥((11,72),T) €
(Tey, ® Tey) X Te, with T = u(m1, m2) we have :

— dom(7y) = dom(7e) = dom(7) & J

—VteJ, 7(t) = m(t) Uma(t)

w1,v1 w2,v2

Proof. By definition, we have T &% Ta(T'S(C)), To, &' Ta, (TS(CL)), To, ‘&% Ta,(T'S(Cy)) with
v=v =v=T85.

Also, by definition, Ta(T'S(C)) = Ta,(T'S(C1))||Ta,(TS(Cs)) = {(r1l|m)|(11,73) € Ta,(T'S(C1)) ®
Ta,(TS(C2))}

Moreover (71||75) = (71||7%) implies 7{ = 7 and 74 = 75

Thus, the function

tuple’ Ta,(TS(C) ® Tao(TS(C2)) — Ta(TS(C) . o bijection
"\ (r1,73) = Tl '
Toy, ®Tc, — o

~ is a bijection.
(7)) = w(wi (7)]|wa(ra)) !

Hence f : {

By definition, w, wy, wy preserves the domain of related functions.

It remains to show that ¥(r1,m) € To, ® Tc,, the trajectory 7 2 w™ (wy(71)||wa(12)) verifies 7 =
u(t1,72), i.e. Vt € dom(my) = dom(m) = J, 7(t) = 71 (t) UT(t).
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Since w is a bijection, it is equivalent to show that V(71,72) € To, ® T, the trajectory 7/ £
(wy(71)||wa(72)) verifies 77 = w(u(7)), i.e.
vt € J, (wi(m)||wa(m2))(t) = w(u(rm, 72))(¢).

By definition (wy(m1)||w2(72))(t) = (T'S(71(t)),TS(m2(t))) and w(u(r,72))(
Finally, the definition of union of configuration ensures (7'S(7(t)),T'S(m2(t
which allows us to conclude the expected result.

)

t) = TS(ri(t) U ma(t)).
)))

TS(ri(t) Uae(t))

O]

We can extend the theorem 2 of closure of the set of the PCA under composition to pre-PTCA, where
we just have to show that trajectory preservation is preserved by composition.

Theorem 26 (pre-PTCA closure under composition). Let X1, X9 be partially-compatible pre-PTCA.
Let X = X1||X2. Then X is a pre-PTCA.

Proof. By theorem 25, ptsioa(X) is a pre-PTSIOA. We need to show that the constraints of the
definition of pre-PTCA are still verified.

— The preservation of constraint of (i) start state preservation, (ii) transition preservation, (iii)
signature preservation, have been proved in the proof of theorem 2.

— constraint of trajectory preservation:
Let (¢ = (¢1,42),C) € Qx X Qeons s.t. C = config(X)((q1,92)). We need to show that
Tx (q) < To with ¢ = config(X).
We note C1 = config(X1)(¢q1) and Co = config(X2)(g2). Clearly C = C; U Cs.
Since X7 and X9 are both PTCA, they both satisfy the constraint of trajectory preservation.
Hence, Tx,(q1) ‘&% To, and T, (q2) &5 T, with ¢; = config(X1) and ¢; = config(Xy).
We will prove the expected result with u : 7 € Tx(q) — (u1(7 | Qx,) U (ua(7 | Qx,)), where
(rf Um)(t) = 7i(t) Ura(t).
By definition of COHlpOSitiOH of PTSIOA, TX(Q) = TX1 (QI)HTXZ (QQ) £ {(T1H7'2)|<T1, 7'2) S TX1 (q1)®
Txx(q2)} -
Moreover, Y(11,72), (11,79) € Tx,(q1) ® Tx,(q2), (11||73) = (71||72) implies (71,79) = (71, T2).
Thus,
;e { Tx(@) — Txi(a) ® Tx,(a2)

T = (T\LQX17T~LQX2)

is a bijection.

By lemma 73
. TCl ® TCQ - Tc . e .
: { (. 7) - U is a bijection.
Tx(@) — Te , L
Hence w : is a bijection.
{T = (ua(T L Qxy) U (u2(7 4 Qxs)) )

Let (7,7') € Tx(q) x To with 7/ = u(r) and t € dom(r) = dom(7') £ J. We need to show that
c(r(t)) = 7'(t). We note (11, 72) = f(7), 71 = u1(m1), 7 = us(m2), 7 = g(7{, ) We have 7'(t) = 7{(t)U
75(t) = c1(n1(t)) U ea(ma(t)) = config(X1)(mi(t)) U config(Xs)(ma(t)) = config(X1)((m | @x,)(t)) U
config(Xa)((T | Qx,)(t) = config(X)(7(t)) = c(7(t)) which ends the proof.

O]

Corollary 1. Let X1, Xy be partially-compatible PTCA (resp. post-PTCA). Let X = X1||Xo. If X
satisfies aziom M (resp. M and M) of measurability, then X is a PTCA (resp. post-PTCA).
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5.5. Measure over executions, scheduler, implementation

In this section, we adapt the section 7.4 of Sayan Mitra PhD thesis [Mit07]. Basically, there are not a
lot of differences. We choose a more general scheduler and a more general implementation definition.
The sigma-field over executions (generated by cylinders of executions instead of cones of executions)
is the same. However, the measurability of a perception function defined on this o-field is proved only
for post-PTCA (i.e. under additional measurability axiom M’) and a particular class of environment,
called closing environment, because of the dynamicity of the signature.

5.5.1. Ring on Executions and Traces Definition

The continuity of the involved state spaces and the the continuity of the time axis require more efforts
to build a o-algebra on the executions of the automata. This o-algebra will be generated by basic
sets, a.k.a. cylinders, of executions instead of cones.

Definition 197 (base). A base for a pre-PTSIOA (resp. pre-PTCA) A is a finite sequence of the form
A = QoRoQyA1Q1R1Q1 A2Q2...Q), 1 A Qm R Q. where for every i € {0,...,m}, Qi,Q; € Fg,, R
is a measurable set in R=° and for every i € {1,...,m}, A; C acts(A). The length of a base is the
number of sets of actions in the sequence. The set of bases for A is noted Bases(A).

Definition 198 (basic set). Let A be a pre-PTSIOA (resp. pre-PTCA). The basic set (a.k.a. cylinder)
corresponding to a base A € Bases(A) is a set of execution fragments of A, Cy = {roa171...7,, oo €
Frags 4, 7. fstate € Qo,Vi € {0,...,m}, 7;.ltime € R;, 7;.lstate € Q;,Vi € {1,....,m},a; € A;}. The set
of basic sets is noted Cyls(A) = {Cx|A € Bases(A)}.

If A = Q0R0Q6Q;n_1AQORmQ;n y Al = QQRoQé...Q;n_lAQO, and A2 = QoRoQé...Q;n_l, we
will abbreviate A as Ay R,,Q", or as Ao Ay QR Q).

Lemma 74 (Ring over Fragsa). The collection Cyls(A) of all basic sets of A is a ring.
Proof. See [Mit07], lemma 7.9, section 7.4, pages 143-144. O

The o-algebra generated by Cyls(A) is denoted by Frrqgs, - The collection of sets obtained by taking
the intersection of each element in Cyls(A) with Execsy is a ring in Ezecss. We denote the o-
algebra generated by this ring by Frrees,» 1-€. FEzees, = sigma({C N Execs4|C € Cyls(A)}). We
define the measurable space of executions of A to be (Execsa, Frgees,). By restricting basic sets
to finite execution fragments, we define finite basic sets. The collection of all finite basic sets forms
a semi-ring over set Frags’ of finite execution fragments of A. The o-algebra on Frags’, and the
measurable space (Execs’y, F, Emcs;‘) of finite executions are defined in a manner identical to the above
constructions.

Aside concerning traces It is possible to define a o-algebra on the traces of an automaton in a
similar way

Definition 199. A trace base is a finite sequence of the form A = RoFE1R1FEs...R,,_1E, where Vi €
{O,....,n — 1}, Ry, is a measurable set in R=® and ¥j € {1,...,n}, E; C U ext(A)(q). The length of

qEQ A
such a trace base is defined to be n. The trace basic set corresponding to the base A is a set of traces

of A defined as: Cp = {m%'71...a"B € Traces4|Vi € {0, ...,n},7".ltime € R;,Vi € {1,....n},a € E;} .
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The collection 2 of all trace basic sets of A is a semi-ring. The o-algebra Frraces 0N the set of traces
of A is defined as the o-algebra generated by the collection of trace basic sets; the measurable space of
traces is denoted by (Traces s, Frraces,)-

In Mitra’s thesis [Mit07] (theorem 7.14, section 7.4.3, page 151.), it is proved that the trace function
traceq : (Execs o, Fppees,) — (Iraces o, Frraces,) is measurable where A is a PTIOA, i.e. a DPTIOA
with a static signature. However, the proof of this theorem cannot be adapted directly. Hence, we
propose to prove the measurability of the projection function under additional axioms. We stress that
the theorem 27 of measurability of projection, and all the intermediate lemma to prove it are a direct
adaptation of Mitra’s thesis [Mit07] (section 7.4.3, page 147-151).

Measurability of projection function First, we define the closed environment.

Definition 200 (closed environment). Let A be a pre-PTSIOA (resp. PTSIOA, resp. post-PTSIOA,resp.
pre-PTCA,resp. PTCA,resp. post-PTCA). A closing environment € of A is a pre-PTSIOA (resp. PT-
SIOA, resp. post-PTSIOA,resp. pre-PTCA,resp. PTCA,resp. post-PTCA) partially-compatible with
A such that ¥q € Qg|4, Ya € sig(E]A)(q),

a€ext(A)(q A) = acext(E)(q]E).

We note cenv(A), the set of closing environment of A.

Such an environment never misses an external action of 4. We can remark that a good start to allow
the existence of closing environment of A4 is to require that the signature of A does not increase along
a trajectory and after an internal action. The point would be always warning a modification of its
signature to its environment.

We can adapt the proof of Mitra [Mit07] to the projection function.

First, we define canonical bases in the same way as Mitra does for canonical trace bases (definition
7.10 p148 in [Mit07]).

Definition 201 (canonical base). A base of the form A= QoRoQLA1Q1R1Q1A2Q2...Q) 1 A QR Qly
is said canonical if Vi € [1 : m], R; = [0,b;[ with b; € R=°. We note Canons(A) the set of canonical
bases of a PTSIOA (resp. PTCA) A.

The next lemma 75 (like lemma 7.11 p148 in [Mit07]) will simplify the task.

Lemma 75 (measurability on canonical basic sets is enough). Let A, & be partially-compatible pre-
PTSIOA (resp. PTSIOA, resp. post-PTSIOA,resp. pre-PTCA,resp. PTCA,resp. post-PTCA). Let
[ (Execs(gH'A)vszecs(SHA)) — (Emecs(5)7szecs(5))' If VA € Canons(EHA), f_l(cf\) € ‘FExecs(é'HA);
then VYA € Bases(E||A), f71(Cy) € F Brecs(€||A) -

Proof. The proof adapts the strategy of lemma 7.11 p148 in [Mit07].

We note € £ {E C Ezecs(E||A)|fHE) € FEnees(€]|A) 1+ 1t is easy to show that ¢ is a o-algebra on
Ezecs(E]|A):

— Y (Bzecs(E)) = Ezecs(E||A) € F Bzecs(g]|.4) and o =0¢ FErecs(e||4)- Thus, 0, Ezecs(€) €
€

- VE € %7 f_l(ExeCS((c;) \ E) = (Execs(é’HA) \ f_l(E)) € szecs(SH.A) since sz:ecs(SH.A) is a
o-algebra, and so, is stable by complementation. Hence VE € €, (Ezecs(E) \ E) € €.
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o \V/(EZ)ZEN € (%)N’ f71<U E U f 6 ‘FE:L'eCS(SH.A) since FEzecs(SH.A) is a o-algebra, and
1€EN 1€EN
50, is stable by countable union. Hence Y(E;)ien € (%)Y, U E €%.
1€N

Next, we show that if YA € Canons(E||A), fHCR) € F Eecs(€]|.A)» then VA € Bases(E||A), ey
F Bzecs(€||A)» that is, if VA € Canons(E||A), C; € €, then VA € Bases(E||A), Cp € €.

We show the result for base length of 1.

The assumption implies that for every canonical base A} = QoRoQpA1Q1 € Canons(&), Cy, €.

First, we will show that for every base A[b’oo[ = PySoP)B1 Py € Bases(€), with Sy = [b, 00|, C ool €C.
1

It is enough to remark that C, .01 = U N 0.1 N\ C AL with A[lo’x[ = P[0, z[P{B1 Py € Canons(E)
1

€N
for each x € NU {b}. So Cp> € ¥ since € is a o-algebra and cylinders corresponding to canonical

bases are assumed to belong to €.

Second, we show that for every base A[O’b] = PySoP)B1 Py € Bases(E), with Sy = [0,b], C AL €%.
To do so, we choose (b;)icn € (R>O) with hm b; = b, Vi € N b; < b;11. Then, it suffices to remarks
that C Al = ﬂ c, o3l where Vi € N, A[Ob[ Pol0,b;[PB1 Py € Canons(E).

Third, for every base A[la’ b _ PySoPyB1P; € Bases(€), with Sy = |[a, b], CA[a,b] = CA[O,b] nC Alosee! € e,
1 1

where A" = P[0, 8] P)B1 P and A" = Pya, oo P} By Py.

Fourth, for every base Aga’b[ = PySoPyB1 Py € Bases(€), with Sy = [a,b[, C, o) = C

A A[O bl mC [a oo %,
where A = P[0, b[P) B, Py and Al = Py[a, oo P,B, Py

Fifth, for every base A]la’b] = PySoP,B1 P, € Bases(€), with Sy =]a, b], Aot = ﬂ Al ) € C,
€N
where A[lai’b] = Pyla;, b|PyB1 Py for each i, and (a;)ien € (REO)N with lim a; = a, Vi € N,a; > a;41

71— 00
and ag = b.

Sixth, for every base A]la’b[ = PySoP\B1 P, € Bases(€), with Sy =]a, b], CA]a,b[ = CA[a,b[ nc Alost €%,
1 1

where A"l = Pyja, [P, B, P, and A" = Pyla,b]P,B, P,.

So, for every A1 = QoRoQ(A1Q1 € Bases(E), Cy, € €.

The result for any base length m € N is obtained with the same construction applied to every R;. The
operations performed in a countable fashion in the case m = 1, are then still performed in a countable
fashion for every m € N.

O]

Thanks to previous lemma 75, we can focus on canonical basic sets only.

We want to establish the measurability of percpetion function for canonical basic sets of Cyls(E) only.
To do so, we need to obtain a counterpart in Cyls(£[|.A) such that the executions in this counterpart
can "explain" the executions in a canonical basic set of Cyls(E). This counterpart will be built with the
set Q, » defined in the next definition 202, strongly inspired by definition 7.11 p 149 in [Mit07]. The
dynamic signatures led us to introduce the axioms M3 and My for post-PTSIOA (resp. post-PTCA).

Definition 202 (m-explanation of a canonical base). Let A be a post-PTSIOA or a post-PTCA. Let
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£ € cenv(A). Let Ay = Q2R2QPALQL € Canons(&) with R = [0,7[ and r € R™°. For every m € N
a m-explanation of A1 is a base of length m of the form:

_ 0 0 41 Al 1 42 A2 I(m—1) -
At ama, = Qeyalan, 01Q) aAg) aQs ala2, B1Q%) 4 Ag) 4Q% 4+ [0ms 4] Q) 4 AE| AQE] 4 with:

— (specified edges)
[ ] AgIHA = A(]é’ N aCtS(A)
o QSHA = Qg X QA
« Qi Y =00 xQu
.« QL= QLxQu
— (unspecified intermediate states)

o Vje[0:m—2], QgHA (in the sense of axiom Ms of post-PTSIOA)

[QJ+17qJ+1] Q“:HA

o Vje[l:m—1] QJEHA = H (in the sense of axiom My of post-PTSIOA)

El|A

(no shared action before A%A)
evjell:im—1],AL = |J int(A)qlA)

75—1
quSHA

(partially specified time control)
e Vje[l:m],qq; € Q=0
e Vje[l:m],q <]

Z qj<r

j€[1:m]

A
We note Q. = U Cpmr
Q1 (1 ----- am, q
Q1,0 e rGm @l €QZ0 ! m

The next lemma shows that perception function is measurable for the canonical basic sets with one
action only. This lemma and its proof corresponds to the lemma 7.12 p. 150 in [Mit07].

Lemma 76 (perception is measureable on canonical basic sets with length 1). Let A be a post-
PTSIOA or a post-PTCA. Let £ € cenv(A). Let Ay = Q2R2QPALQL € Canons(E) with R = [0, 7]
and r € R™Y.

proj g .A U Qunr
meN

Proof. First, we show that U Qmyr C proj(_glA)(C’/-h). Let a € Q , for some m € N. The constraints
meN 7
imposes o = a’ap(qé”A) with

—ac A}

— g 1 € € Qe
Istate(a) | € € Q¥
fstate(a) | € € Q2

— a.ltime € [0, Z q;] and so a.ltime € [0, 7]
jE€[1:m]

194



5.5 Measure over executions, scheduler, implementation

— actions(a') N sig(€)(fstate(a) | €) = 0. This last claim comes from the fact that £ and A are
partially-compatible and so the internal signature of A and the signature of £ are disjoint for
any reachable state.

It follows that (a [ £) € Cf, .
Second, we show that proy(gA (Cz,) € U Q-
meN

Let o € Ezecs((£]|A)), such that ae = (a | £) € Cy, Since ag.ltime < r and a.ltime = ag.ltime, we
have a.ltime < r. The axiom P of progressiveness implies that o counts m actions for some m € N.
Moreover, since ag € Cj , ag counts only one action a™ € A}g and so a = o/amp(qéu 1) Where

- QéHA | € € Qg

— fstate(o!) | £ € Q2

— Istate(a’) | € € QP
actions(a) = 7% ..7™"1 with Vj €l:m-— 1]a’ € int(A)(lstate(ijl) [ A). This comes from
the fact that £ € cenv(A). Thus if a’ € ext(A)(Istate(r7™1) | A), then o’ € ext(A)(Istate(t? 1) |
£) and so ag ¢ Cy .

r — a.ltime
We note o = 7%at 7t .a™ (g} 4). We note e = —————. By density of Q= in R=°, Vj € [0, m—1],
£lla m+1
g1, q11) € Q=Y such that 77.itime € [gj1, 1) With [q}q — 77 Itime| < ¢ and so Z g <.
jell:m]
Hence, a € Cy with A = A™", , that is o € Q. O

q1,G] s Gms

The next lemma 77 is just the generalization of lemma 76 for any length m. Here again, this lemma
and its proof are strongly inspired by lemma 7.13 p. 150 in [Mit07].

Lemma 77 (perception is measureable on canonical basic sets) Let A be a post-PTSIOA or a post-
PTCA. Let € € cenv(A). Let Ay = QRR2QP AL Qe REQF AZQ%... AFQYE € Canons(E) with Vj € [1
m] R. = [0,7; and r; € R™".

pT’Oj(_g% 4)(CR,,.) € Fhsecs(llA)-

Proof. By induction.

Basis: by previous lemma 76.

Induction: We assume the result to be true up to a particular m € N and we show it implies it is
true for m + 1. Let Ayq1 = Ap REQEAZTIQEH! with R = [0, 7] for some r € R=?. By induction
hypothesis, we know that pTOj(a_A)(CAm) € FErecs(€|A), 1-€- proj(;A)(C;\m) = U Cp, for some basic
sets (A;)ien € Bases(EHA) Here, the A; are concatenation of explanation b;esIZs for the sets in A,

(one per chunk QJ R’ Q J A’ HQ] +1) Hence, following the construction of the proof of previous lemma,
we have:

woigy@)=UU U Cawnr

/
41,47 --»am 4
1ENMEN (g1,q47,-,qm @b, ) EGm b mim

with G = {(q1, ¢}y v, s @) € (QZ0)2™MV5 € [1: ml,q; < q} A Z q; <r}.
jE[L:m]

Hence, proj (_gl A (C/—\mﬂ) is a countable union of basic sets which means proj(_; A) (C /_&m+1) € FErecs(€||A)-
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We finally obtained the measurability of projection function.

Theorem 27 (p is measurable). Let A be a post-PTSIOA or a post-PTCA. Let £ € cenv(A). The
function proje 4 : (Ezecs(E||A), Fppecs(e]|A) — (Brecs(E), Fpgecs(s)) is measurable.

Proof. By conjunction of lemma 75 and lemma 77. O

5.5.2. Probability Measure

Definition 203 (scheduler). Let A be a PTSIOA or a PTCA. A scheduler is a function o that maps
each execution fragment o € Frags®y to a probability measure n € Disc(enabled(A)(lstate(c))). The
set of schedulers of A is noted scheduler(A).

Let o be a scheduler. We define the probabilistic measure on (Execs 4, FEgecs ,) generated by o, noted
€, as follows:

1. ¢(Cp) =1 if ga€ P and 0 otherwise.
2. a) er(Crnp) = / 15, . (Istate(a)) - ep(a) da
. Lee

acCp

b) 6U(CABP) = / / U(a)(a) ’ n(A,lstate(a),a)(P) : 60(04) dov
aeCy Jaesupp(o(a))NB

where B C acts(A), P C Q4 and R is a Borel set of R=°.

Item 1 states that any execution fragment that does not start with the start state has a measure of
the probability of 0, while the measure of Execs 4 is 1.

Item 2 describes the measure recursively.

The item 2a, says that the measure of cylinder Cypp is the measure of all executions in cylinder Cy
that ends in a state so that the trajectory starting from this state ends in a state in P after a time in
R. Let us note that the definition implicitly requires axiom My of measurability of Fr p.

Item 2b, says that the measure of cylinder C gp is a double weighted sum on (1) executions in cylinder
Cy and (2) actions, triggered by the scheduler after the executions, that are in B. Let us note that
the definition implicitly requires axiom M;.

This double sum is weighted by the product of (i) the probability o(«)(a) that the scheduler triggers a
after o, (ii) the probability 74 istate(a),a)(P) of reaching a state in P after triggering a from Istate(a),
and (iii) the measure €, (o) of a.

Theorem 28. ¢, is a probability measure on (Execs, Fpzecs)-

Proof. For any base A, ¢;(Ca) > 0, ¢;(Execsa) = €,(Cyg,y) = 1 and if Cp = 0, ¢,(Ca) = 0. Next,
we consider a countable disjoint collection of bases {A;};cr. For any i,j € I, at least one of the sets
in the sequence A; must be disjoint with the corresponding set in A; . (If A; and A; are of different
lengths, say A; is shorter than Aj;, then there must exist a disjoint set in the prefix of the A; that
equals in length to A;.) Therefore, eU(H-J Cy,) = ZGJ(CAZ,) by additivity of integral. Thus €, is a

iel iel
probability measure over the ring {C' N Execs4|C € Cyls(A)} defined by the collection of all basic
sets of executions. It follows that €, is a probability measure on (Execs, Frzecs)- O

In summary, each scheduler for A gives rise to a probabilistic execution, which is a probability measure
on the space (Execs, Fpgees). A set of schedulers gives a set of probabilistic executions.
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5.5.3. Implementation
Definition of environment, perception function, f-dist, balanced schedulers, implementation relation-

ship are the same ones than in section 3.6.2. All the results still hold since they are independent of
the sigma-field and the definition of executions.
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5.6. Local Scheduler

This section is a straightforward adaptation of [Mit07, MLO7b] where a probabilistic semantic for
the PTSIOA (resp. PTCA) that do not necessarily satisfy the determinism axioms D; and Dg, is
developed. This development relies on local schedulers which are PTSIOA (resp. PTCA) that do
satisfy the determinism axioms D; and Da.

Definition 204 (Generalized PTSIOA). A generalized PTSIOA A is a pre-PTSIOA, satisfying axiom
M; of transitions measurability, axiom Dgs of transition determinism, but not necessarily axiom Dy
and Do of trajectory determinism and time-action determinism.

Thus, from a given state ¢ € Q4 of a generalized PTSIOA A, there may be a non-deterministic
choice of actions that could be performed and also a choice of distinct trajectories starting from gq.
A local scheduler for generalized PTSIOA A, is a PTSIOA ((Qa,Fq,),qAa, sig(A), D'y, T}) that is
identical to A except that D’y € D, T4 C Ta. A local scheduler satisfies D; and Dy and has
deterministic trajectories. A probabilistic system captures the notion of possible ways of resolving the
non-determinism in a generalized PTSIOA. Formally, a probabilistic-system is a pair M = (A, L),
where A is a generalized PTSIOA and L is a set of local schedulers for A. An environment for M is
any PTSIOA € € env(A). We note env(M) the set of environment for M

A probabilistic execution for M is defined to be any probabilistic execution of L, for any L € L.

Compatibility and composition of generalized PTSIOA are defined in the same way as in the case of
PTSIOA. We remind the reader that the composition A = A;||.As of partially-compatible generalized
PTSIOA A; and As, is also a generalized PTSIOA only if A satisfies M1 and M. In order to avoid
restating this condition in all our definitions and results, we assume that whenever two compatible
generalized PTSIOA are composed, their composition satisfies M1 and My, and hence is a generalized
PTSIOA.

Definition 205 (implementation relationship for probabilistic systems). Let My = (A1, L1) and
My = (A, L3) be probabilistic systems. Let f be a perception function, S be a scheduler schema and
e € RZY. Then, My <3/ My if Y€ € env(My) Nenv(My), YL, € Ly, Yor € S(E||L1), ILy € Lo,
<

doy € S(E||L2) such that O'lB(_‘;Ll’LZ),fO'Q
This definition can be understood as, for every distinguisher £, for every way of resolving the non-
determinism for the first probabilistic system interacting with &£, there exists a way of resolving the
non-determinism for the second probabilistic system interacting with £, such that the distinguisher is
unable to distinguish the two situations with a probability greater than e.

Two probabilistic systems My = (A1, £1) and My = (Ag, L2) are compatible if A; and Ay are
compatible, and their composition M;||My is defined as (A1||Asz, £), where £ = {L1||L2|(L1, L2) €
,Cl X £2}

Theorem 29. Let e € RZ°. Let f be a perception-function. Let S be a scheduler schema.

Let My = (A1, L1), Mo = (Az, L2) and M3 = (As, L3) be 3 probabilistic systems satisfying: Ms is
partially compatible with both My and Mas. Then the following holds.

If My <57 My, then Ms||My <3 M;||Ms.

Proof. Consider any environment £ for M3||M; = (A3|| A1, L31) and M3|| My = (As||As2, L32). We
must show that, for every L3y € L31, for every scheduler 031 € S(E||Ls1), there is a local scheduler
L3y € L32 and a scheduler o33 € S(E]|L32) such that angggjcagg. To show this we fix L3; € L31
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and 031 € S(€||Ls1). By definition, 3(Ls, L1) € L3 x Ly, such that Ls; = Ls||L;. Hence, 031 €
S((&]|L3)||L1). Yet, My <3/ My and (€]|L3) is an environment for both M; and Ms. Thus, there
exists Ly € L9 and 032 € S((£]|L3)||L2) such that 0313(%?' Ls),f032- Finally, stability by composition
of f gives 031B(S55 £)032 which ends the proof.

]

Theorem 30 (Transitivity). Let €12,£923,€13 € R20 with e15 = e12+¢23. Let f be an insight-function.
Let S be a scheduler schema.

Let My = (A1, L), My = (A2, Ly) and M3 = (As, L3) be 3 probabilistic systems. If M Sf{{ Mo
and My <31 Mg, then My <55 Ms

—€23 —€13

Proof. Let € € env(M;i) N env(Ms).
Case 1: Let us assume & € env(Ms). Let Ly € Ly, 01 € S(E||L1). Since M, <5F Mo, 3Ly € Lo,

—€12

03 € S(E||La), 1B 1) 02 Since Mo <5 Mg, 3L3 € Ly, 03 € S(E||Ls), 02BF 3 | ) 03 By

lemma 9, 0'1B(§,;1L31 Lg),£03 which ends the proof for this case.

Case 2: Let us assume £ ¢ env(Mz). A renaming procedure like in the proof of theorem 4 allows us
to fall back to case 1. O
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5.7. Summary

We have shown how to merge PSIOA (resp. PCA) with the timed setting of Mitra and Lynch to
obtain PTSIOA (resp. PTC). The big picture did not change significantly. Dynamic timed automata
have to verify a new constraint of trajectory preservation, that requires a strong link between the set
of trajectories of the dynamic automata and the ones of the associated configurations. Theorem 26
shows that the composition of two pre-PTCA is a pre-PTCA itself. The results of substitutability of
implementation relationship do not change and do not require an additional treatment. Handling both
dynamicity and continuous states spaces requires some precautions to define the associated measures.
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CHAPTER . 6

Dynamic Secure Emulation

This chapter explains how to extend the framework with simulation-based security.

Overview

6.1. Polynomial-Bounded automata: formalizing implementation by compu-
tational indistinguishability . . . . . . . ... ...

6.1.1. time-bounded automata . . . . . . . . .. ..o
6.1.2. Boundedness preservation by usual operators . . . . . . .. ... .00
6.1.3. Bounded Scheduling . . . . . . . . ...
6.1.4. Implementation . . . . . . . . . . ..o
6.2. Security Layer . . . . . . . . . L e
6.2.1. Structured dynamic I/O Automata . . . . . . . . . ...
6.2.2. Adversary for structured automata . . . . . .. ..o oL L
6.2.3. Dynamic Secure-Emulation . . . . . . .. ... 000000000
6.3. SUMMATY . . . . . . . . . e e e e e e e e e e e e e e e
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Previous chapters 3 and 4 deal with "unbounded" systems,in the sense, that nothing prevents, a priori,
from performing steps that would require a huge amount of computational resources. However, mod-
ern applications often rely on sophisticated cryptographic tools, assuming an (a priori polynomially)
bounded adversary using a limited amount of computational resources. The achieved security prop-
erties are then of the form, "for any adversary with a bounded computational power, the probability
of violating the security is negligible". Very often, distributed secure systems are analyzed in the
symbolic model [DY83], where cryptographic operations are seen as functions on a space of symbolic
(formal) expressions. In such a model, it does not make any sense for an adversary to see a signed
message as a sequence of bits. It is just a pair (message, signature) where each element is an atomic
entity of the symbolic space. Although such a model is very powerful for automated proof [BPWO03], it
does not a priori carry any cryptographic computational security guarantees. Several formal analysis
frameworks linking the two aspects have been proposed. For example, one approach is to connect
symbolic security and computational security with soundness (e.g.[AR00, MWO05, CW05, CH11]). If
soundness is guaranteed, a security proof by a symbolic analysis also holds against computational ad-
versaries. This kind of connection is often delicate and requires a foundational computational model.
The most popular approach is simulation-based security introduced in [GM84, GMRS85] (a tutorial
can be found in [Linl7]).

In the simulation-based security, a.k.a. "real-ideal paradigm', the objective of the adversary is defined
only with respect to an "idealized" game, which can be seen as the specification of the task we want to
solve. Then, the security properties will be stated in the following form: for any adversary, there exists
a "simulator" (which is another "ideal" adversary), so that the "adversary in the real game" and the
"simulator in the ideal game" cannot be distinguished with more than a negligible probability by an
external observer (our environment which plays the role of a "distinguisher"). The idea is to say that
any attack that (i) can be made against the real game (ii) can also be made against the ideal game,
while we are satisfied with such an ideal world. Such a paradigm has many interests. First, the absence
of an explicitly defined goal for the adversary prevents one from missing any subtle attacks that might
occur. Second, it allows for the correct definition of certain properties whose alternative definitions
might be cumbersome (e.g., the property of "not learning something more than something").

Composable simulation-based security has been pioneering at the beginning of the century (e.g.
[Can01, PWO00]), with a lot of extensions and restrictions. A unified model, embedding UC-framework
[Can01, Can20] has been proposed [RKC22], using inexhaustible interactive Turing machines (IITM)
[KTR20]. This model (1) allows relating a large number of different notions of simulation-based secu-
rity, (2) enjoys a great expressivity, with its own notion of dynamicity, via an operation of creation,
called "bang" operator (noted "!") following the common terminology of process calculus [Mil80]. It is
even possible to add the notion of synchrony to the UC framework (which is inherently asynchronous)
assuming the access to an ideal functionality Forock that allows different parties to synchronize
[KMTZ13].

In this chapter, we extend DPIOA with simulation-based security as Canetti et al. [CCKT07] do with
static PIOA. But what is the interest if the model of IITM [KTR20] is so expressive? Here are some
thoughts:

simplicity and abstraction In practice, though entities in the system are defined by interactive Turing
machines (ITMs), a precise description would require too many low-level machine details. Hence the
entities are usually described using some type of pseudo-code, where it remains unknown how it is
supposed to be translated into a Turing Machine. According to Hofheinz and Shoup [HS15], "as long as
we restrict ourselves to models that are polynomial-time equivalent to Turing machines, none of these
details matter". In fact, detailed execution fragments of a system of I'TMs seem to be a non-necessary
intricacy, that, combined with the sophistication of distributed algorithms, can lead to an excessively
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hard-to-follow analysis. It seems that the overuse of the simulation-based security paradigm, expressed
with ITMs, has participated in the respective misunderstanding between the distributed computing
and secure multi-party computing (MPC) communities. Labeled Transition Systems (LTS) such as
I/0 automata allow not to specify the exact computation of the state transition. Furthermore, their
manipulation is closer to the human intuition and classic informal reasoning that often appear in
distributed computing.

non-sequential scheduling The second interest is that sequential scheduling models are commonly
used in many cryptography frameworks (UC, IITM, etc), where multiple processes must not be active
simultaneously at any given point in time, and the active process activates the next process by produc-
ing and sending some message. Besides being a counter-intuitive modelization, sequential scheduling
can artificially introduce some constraints in the ordering of events, and so artificially restrict the power
of the adversary in comparison to the real world. For example, Canetti et al. [CCLP07] proved that
a beacon protocol preserves security under sequential scheduling (ITM) but not under non-sequential
scheduling, while Yoneyama [Yonl10] showed that the beacon protocol verifies indifferentiable secu-
rity (where public channels have to be considered as well as private channels) under the sequential
scheduling but not under the non-sequential scheduling. An extension of LTS like our model does not
suffer from the problems of sequential scheduling.

time The ITMs-based frameworks are inherently asynchronous. It is possible to add the notion of
time and synchrony, assuming the access to an ideal functionality Forock that allows different parties
to synchronize [KMTZ13], but the result is not trivial to handle and does not necessarily correspond
to the human intuition of synchrony. Our model proposes something simpler. We can add time in 3
different manners.

1. Use the "old-fashioned recipe for real-time" [AL92], as used in [Seg95b].

2. Use trajectories with discrete time axis (T = N). In this case, one unit of time corresponds to the
greatest common divisor of the clock periods (the reverse of clock rates) of all the processors.
Then, we can easily bound the number of steps per unit of time of an object of the model,
following a similar approach as in [CCK'08].

3. Use trajectories with a continuous time axis (T = R) but we need to take precautions not to
artificially give extra computational power. Indeed, with such a solution, the set of variables
evolving along trajectories, are called clocks and cannot visit a too high number of different states
in a certain time window. In this way, the restriction of a trajectory to non-clock variables is
a constant function, while the restriction of a trajectory to clock variables is a simple function,
where the number of different values that can be taken is again defined by the greatest common
divisor of the clock periods (the reverse of clock rates) of all the processors.

Each solution is promising to a simple modelization of time.

In order to analyze cryptographic protocols, Canetti & al. [CCK'07] extends probabilistic In-
put/Output automata, with the notion of "structures", which classifies communications into two
categories: those with a distinguisher environment and those with an adversary (whose respective
roles are those of the real-ideal paradigm described above). Then, they are able to define a new
implementation relationship, called "secure emulation" in the same way as traditional simulation-
based security ([KDMRO08, CCLP07, KTR20, RKC22] discuss the relationship between different no-
tions of simulation-based security). Composability of secure emulation is then "easily" derived from
the composability of classic implementation relationship for PIOA. Even though the formalism pro-
posed in [CCK'07] has been already used in the verification of various cryptographic protocols
[CCLP07, CMPO07, YKOO7, JMMS10, Yonl18], this formalism does not allow to model systems that
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"can dynamically create new protocol instances at run time". For example, we would like to cover
blockchain systems where subchains can be created or destroyed at run time [RPG19]. Hence, on
top of dynamic probabilistic I/O automata described in detail in chapters 3 and 4, we propose an
extension of the composable secure emulation of Canetti et al. [CCK"07] to dynamic settings. Our
framework, composable dynamic secure emulation, enjoys the composability properties of secure em-
ulation of [CCKT07]. In terms of dynamicity, our work closes a modelization problem left open by
the work of Canetti et al. [CCKT07]. That is, our framework allows us to model environments (or
structures) that can dynamically create new protocol instances at run time.

Most of the results of this chapter are straightforward adaptations of their "static" counterparts in
[CCK™07]. The main source of modification comes from dealing with compatibility at every reachable
state instead of compatibility at each element of the Cartesian product of respective sets of states.
For sake of completeness, we repeat the results with the required small modifications in the proofs.

6.1. Polynomial-Bounded automata: formalizing implementation by
computational indistinguishability

In this section, we extend the approximate implementation relation defined in [CCK*07] to dynamic
settings, to express the idea that every behavior of one family of dynamic automata is computationally
indistinguishable from some behavior of another dynamic automata family.

We adopt a standard bit-representation where we note (q), (a), (tr), (C) the respective bit-string
representations of state ¢, action a, discrete transition ¢r and configuration C.

Definition 206 (bounded Turing Machine). Let b € N. A (probabilistic or deterministic) Turing
Machine is said b-bounded if it always runs in time at most b and can be described using a bit string
length of at most b, according to some standard encoding of Turing machines. The formal definitions
associated to Turing Machines, can be found in Section 2.4.

6.1.1. time-bounded automata

In the following, we extend the definition of time-bounded PIOA [CCK107] to dynamic settings.
We define bounded PSIOA and then bounded PCA. The idea is to both limit the memory and the
computational power of the concerned PSIOA. Typically, we prohibit transitions that would implicitly
violate some computational hardness assumptions. Details about the meaning of a Turing Machine
deciding a predicate can be found in Section 2.4, namely in definitions 55 and 56 in subsection 2.4.4.

Definition 207 (PSIOA b-bounded). PSIOA A is said to be b-bounded, where b € N=°, provided that:

1. Automaton parts: The length of the bit-string representation of every action, state, and the
transition is at most b.

2. Decoding: There exist b-bounded deterministic Turing Machines Mgates, Mstart, Mact, Min,
Mout; Mint; Mtrans; Mstep so that:

— given the representation (q) of a candidate state q, Msiqtes decides whether q € Q 4,

— given the representation (q) of a state q, Msart decides whether q is the unique start state
qa of A,
— given the representation (a) of a candidate action a, My decides whether a € acts(A),

— given the representation (q) of a state q € Q 4, given the representation {a) of an action that
is a candidate input action, (resp. output action, resp. internal action) M, (resp. Moy,
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resp. Mint) decides whether a € in(A)(q) (resp. a € out(A)(q), resp. a € int(A)(q)).
we note Mg the deterministic Turing Machine that given the representation (q) of a state
q € Qa, that given the representation (a) of an action that is a candidate enabled action,
decides whether a € sig(A)(q).

— given the representation (q) of a state ¢ € Qa, the representation (a) of an action a €
sig(A)(q) and the representation (tr) of tr = (q,a,n), Mirans decides whether tr € D4 and

3. Determining the next state: There is a b-bounded probabilistic Turing machine Mgqie that, given
the representation (q) of a state q of A, and the representation {a) of an action a € sig(A)(q)
that is enabled in q, produces the representation (¢') of the next state ¢’ resulting from the unique
transition of A of the form (q,a,n).

We naturally extend the last definition 207 to PCA, that are PSIOA equipped with additional tools
to define constraints.

Definition 208 (PCA b-bounded). PCA X s said to be b-bounded, where b € N=°, provided that:
psioa(X) is b-bounded as per definition 207.

We extend these definitions 207 and 208 to automata families in the obvious manner. An automata
family (Ag)ren is b-bounded with b € NV, if Vk € N, Ay, is b(k)-bounded. Finally, An automata family
(Ak)ken is polynomially-bounded if it is b-bounded with a polynomial b.

For sake of conciseness, we introduce the following opeartor.

Definition 209 (universal set). For every PSIOA or PCA A for every mapping m(.A) with dom(m(A))
Q A, we note m(A) = U m(A)(q).

q€Qa

6.1.2. Boundedness preservation by usual operators

As for bounded PIOA [CCK™07], the composition of two time-bounded PSIOA (resp. PCA) is also
time-bounded, with a bound that is a linear combination of the bounds for the two components.

Lemma 78 (composition of bounded PSIOA is bounded). There exists a constant Ccomp such that the
following holds. Suppose Ay is a bi-time-bounded PSIOA (resp. PCA) and Az is a by-time-bounded
PSIOA (resp. PCA), where by, by > 1. Then A1|| Az is a ccomp - (b1 +b2)-bounded PSIOA (resp. PCA).

Proof. We describe how the different bounds of definition 207 combine when we compose A; and As.
Details about encoding of the cartesian product (resp. union) of two encoded sets can be found in
2.4.3.1, namely in proposition 5 (resp. 6).

1. Automaton parts: Every action has a standard representation which is the same as its rep-
resentation in A; or Ay. The length of this representation is, therefore, at most max (b1, b2).
Every state of A;||.Ay can be represented with a 2 - (b1 4+ ba) + 2 < 3 - (b1 + ba)-bit string, by
following each bit of the bit-string representations of the states of A; and A with a zero, and
then concatenating the results, separating them with the string 11. Likewise, every transition
of Aj|| Az can be represented as a 3 - (b; + b2)-bit string, by combining the representations of
transitions of one or both of the component automata.

2. Decoding: It is possible to decide whether a candidate state ¢ = (qi1,q2) is the start state of
Ai|| A2 by checking if ¢; is the start state of A; and ¢y is the start state of As. Given the
representation ((q1,¢z)) of a state (q1,q2) € Q.4,|j4,, it is possible to decide if a candidate
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input action is an element of in(A1[|.A2)(q1,g2) by checking if it is an element of in(A;)(¢1) or
in(As2)(g2) but not an element of in(A;)(q1) or in(Az2)(g2). Given the representation ((q1,g2))
of a state (q1,q2) € @ Ai|lAz» 1t is possible to decide if a candidate action is an element of
out(A1]|A2)(q1, q2) (resp. int(A1]|A2)(q1, q2)) by checking if it is either an element of out(A1)(q1)
or out(Az)(q2) (resp. int(A1)(q1) or int(Az) (g2)) All these verifications can be done in time
O(b1 + ba).

Given the representations ((q1,¢2)) and (a) of a state (q1,q2) € Q 4,4, and an action a €

sig(A1]]A2)((q1,¢2)), it is possible to decide whether a candidate transition tr = ((q1, g2), a, 71 ®
72) is a transition of Aj || A2 by checking if tr1 = (q1,a, 1) is a transition of A; or tre = (g2, a,n2)
is a transition of Ay after having extracted the bit-string representation of qi, g2, tr1,tre with
time O(by + ba).

3. Determining the next state: Assume Mgiqre1 and Mgiqteo are the probabilistic Turing Machines
described in last item of definition 207 for .4; and Ay respectively. We define Mgqte for A;pl|]Asg
as the probabilistic Turing machine that, given state ¢ = (q1,¢2) of A1|| A2 where ¢1 = ¢ | A1
and g2 = q [ Az and action a € gz’E(A)(q), outputs the next state of A;|| A2 as ¢ = (¢}, ),
where ¢] is the next state of A; and ¢} is the next state of Ay. The state ¢’ is computed as
follows: If a € %(Al)(ql), then ¢} is the output of Mgate1(q1,a), while ¢j = ¢ otherwise. If
a € sig(As)(gz) then ¢b is the output of Myatea(qa, a), while gh = go otherwise. Mqre always
operates within time O(by + by): this time is sufficient to determine whether a € sig(A1)(q1)
and/or a € S/ZE(AQ)(QQ), to extract the needed parts of ¢ to run Mgae1 and/or Mgigreo. Using
standard Turing machine encoding, each of the needed Turing machines can be represented using
O(by + b2) bits.

Of course, the result holds for PCA.

Lemma 79 (composition of bounded PCA is a bounded). There exists a constant c’comp such that
the following holds. Suppose X1 is a bi-time-bounded PCA and X5 is a by-time-bounded PCA, where

bi,by > 1. Then X;|| X2 is a c, (b1 + b2)-bounded PCA.

comp
Proof. psioa(X1]|X2) = psioa(X1)||psioa(X2) which implies psioa(X1||X2) is a ¢ - (b + ba)-bounded
PSIOA.
O

The hiding operator does not affect the boundedness of an automaton.

Definition 210 (b-recognizable function). Let h : Q@ — P(A) where Q and A are encoded sets.
The function h is b-recognizable if there exists a b-bounded Turing Machine M, such that, given the

representation (q) of a state q € Q, given the representation (a) € {0,1}* of a candidate action, M
decides if a € h(q).

Details on decision can be found in subsection 2.4.4, namely in definition 55.

Lemma 80 (hiding of bounded automata is bounded). There exists a constant cpiqe Such that the
following holds. Suppose A is a b-time-bounded PSIOA (resp. PCA), where b € N, b > 1. Let h be
a V' -time recognizable function with Q4 as domain. Then hide(A,h) is a cpige - (b + b')-time-bounded
PSIOA (resp. PCA).
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Proof. All properties for B = hide(A, S) are straightforward to check, except for the output actions
and the internal actions. Let (¢) be the bit-string representation of ¢ € Q. Let (a) be the bit-string
representation of a candidate action a.

1. Output actions: To check whether a is an element of out(B)(q), we use the fact that a is an element
of out(B)(q) if and only if a is an element of out(.A)(q) and is not in S(q). So, to determine whether a
is an element of out(B)(q), we can use the procedure for checking whether a is an element of out(A)(q),
followed by checking whether a is in S(q).

2. Internal actions: To check whether a is an element of int(B)(q), we use the fact that a is an element
of int(B)(q) if and only if a is an element of int(A)(q) or is in S(g). So, to determine whether a is
an element of int(B)(q), we can use the procedure for checking whether a is an element of int(A)(q),
followed by checking whether a is in S(q).

using a reserved special bit constant-sized sequence of bits b* for concatenation, it the bit-string
representation of hidden-actions(B)(q) can easily have a size of O(b + V') bits.

In all cases, the total time is proportional to b + b'. Using standard Turing machine encodings, each
of the needed Turing machines can be represented using a number of bits that is proportional to
b+, O

6.1.3. Bounded Scheduling

In the previous section, we adapted the boundness of I/O automata from [CCKT07] into the dynamic
setting. However, at the moment, there is no bound imposed on the number of transitions that a
PSIOA or a PCA may perform, which could lead to a potentially unbounded behavior and so to a
potentially too important computational power.

Therefore [CCKT07] introduced a final restriction on runtime imposed only for comparison of the
behaviors of different PSIOA (resp. PCA) using implementation relations, by adding bounds on the
number of activations.

In this thesis, we are slightly less restrictive than [CCK™07], since we tolerate a broader set of sched-
ulers instead of only accepting task-schedulers [CCK™ 18] which generalizes fully off-line schedulers
that decide in advance order of "tasks" to perform, where a task is an equivalence class on actions. In
addition to the obtained generality, the advantages are as follows:

— We do not have to formalize the extension of task-structures to the dynamic setting with the
attached issues mentioned in section 4.6.2.

— We can define a scheduler schema that is oblivious in the sufficient sense to ensure the correctness
of the studied emulation candidate.

— We can define a creation-oblivious scheduler schema. This property has been shown in section 4.5
to be necessary to ensure that the implementation relation is monotonic w.r.t. PSIOA creation,
ie. if PCA X4 and Xp differ only in that X 4 dynamically creates and destroys PSIOA A
instead of creating and destroying PSIOA B as Xp does, and if A implements B (in the sense
they cannot be distinguished by any external observer), then X 4 implements Xpg. This property
will allow us to obtain monotonicity w.r.t. PSIOA creation for the relation of secure emulation
in future work.

Definition 211 (bounded scheduler). Let A be an automaton, let b € N. Let o € schedulers(A), we
say that o is b-time bounded if Voo € Execs(A) with |a] > b, supp(o(«)) =0, i.e. the scheduler never
executes more than b actions.
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We could require that (*) the scheduler has to be a bounded automaton, but this precision is at the
discretion of the designers of the solution. The results remain true if (*) is required or not.

6.1.4. Implementation

In this section, we adapt the approximate implementation to the bounded setting following the same
methodology as in [CCKT07].

Strongly inspired by classic literature of cryptography, the choice of perception-function f( ) in
[CCK™07] is the function accept that, given an execution «, outputs 1 if a special action acc ap-
pears in trace(a) and 0 otherwise. This function captures the idea that the environment distinguishes
the real world from the idealized one. This is at the discretion of the user of the framework to
choose a particular perception-function. But we let it as general as possible to be also able to use the
perception-function of environment projection proj ) that is particularly well-suited to obtain the
monotonicity w.r.t PSIOA creation of implementation (see section 4.5). In future work, we want to
use the perception-function proj ) to extend this monotonicity result to secure emulation.

We recall that a scheduler of a PSIOA (resp. PCA) A is a function that maps each execution fragment
to a probability on the enabled transitions, i.e. o : Frags*(A) — SubDisc(D ) such that (q,a,n) €
supp(o(«)) implies ¢ = Istate(a).

Definition 212 (scheduler). A scheduler of a PSIOA (resp. PCA) A is a function

o : Frags*(A) — SubDisc(D4) such that (q,a,m) € supp(o(a)) implies q = Istate(er). Here
SubDisc(D 4) is the set of discrete sub-probability distributions on D 4. Loosely speaking, o decides
(probabilistically) which transition to take after each finite execution fragment «. Since this decision
is a discrete sub-probability measure, it may be the case that o chooses to halt after o with non-zero
probability: 1 — o(a)(D4) > 0. We note schedulers(.A) the set of schedulers of A.

Now we are ready to extend the approximate implementation of [CCKT07] to both bounded and
dynamic settings.

Definition 213 (approximate implementation). Let S be a scheduler schema and f be an insight
function. Let A and B be two PSIOA (resp. PCA). Lete € R=%, (p, q1,q2) € N3. We note A §i’£’q275 B
if for every p-bounded € € env(A)Nenv(B), for every qi-bounded o € S(E||A), there exists a ga-bounded
o € S(&||B) s.t. O'B(S,;A7B)7f0'/ in the sense of definition 176. We extend this definition to scheduler

families as follows:

Let A = (Ag)ken and B = (By)ken be two PSIOA (resp. PCA) families, p,q1,q2 € NV ande: N =

20 S7f ) Svf
R=". We note A <) ., B ifVk € N, A Sp(k)7q1(k)7q2(k)7€(k) By.
Finally, we note A Sg;ﬁ{],pt B if there exists polynomial functions p,qi,qe and a negligible function e
Sl A Zpgigae B

Lemma 81 (Implementation transitivity). Let S be a scheduler schema. Let €12,€23,€13 € ]Rgo,p, q1,92,q3 €
N with €13 = €12 + €23, Let f ) be an insight-function. Let Ay, As, A3 be PSIOA (resp. PCA), s.t.

A Ss’f Ao and As SS’f As, then Ay Ss’f As.

Pyq1,q2,€12 P:42,43,623 P-01,43,613
Proof. Let € € env(A;) Nenv(As) be p-bounded.

Case 1: € € env(Ag2). Let o1 € S(€|| A1) ¢1-bounded, then, since A; Si’ghqmm Ao there exists
o2 € S(€||A2) ga-bounded s.t. UlB(ngfl,AQ),f(’—?' and since As Si’é’qng As, there exists o3 €
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S(E]]As3) gs-bounded s.t. O'QB(E 2y As), ;03 and so, by lemma 9 of transitivity of relation B( g for
every o1 € S(E||A1) q1-bounded, there exists o3 € S(E||A3) g3-bounded s.t. alB(g i A, 03 > L€

S
A <5 gl,qs,am As.
Case 2: € ¢ env(Az). The same renaming procedure as in the proof of theorem 4 can be applied
before applying Case 1. O

Theorem 31 (Implementation transitivity). Let S be a scheduler schema. Let f ) be an insight-
function.

Let .Al, Ay and As be PSIOAs (resp. PCA) families satisfying:
~A1 —neg pt A27 and “42 neg pt ‘A3 then Al neg pt A3

Proof. Immediate by lemma 81. O
Lemma 82 (composability <§¢{1 . .). Let € € R=° and p,ps, q1, 2 € N be given. Let f be a
perception-function.

Let S be a scheduler schema. Let Ay, Ay and As be 3 PSIOA (resp. PCA) satisfying: As has
p3-bounded description and is partially compatible with both Ay and As. Then the following holds:

S7f
If Al ~—Ccomp (p+p3) q1,92,&
parallel composition (see lemma 78 ), then As||A; <

Aa, where ceomp s the constant factor associated with description bounds in

As||As.

p ‘117‘12 3

Proof. Fix Ay, Ay and A3z and all the constants as in the hypotheses. Consider any p-time-bounded
environment & for Ajs||.A; and Ajz||.A2. We must show that, for every ¢;-time- bounded scheduler o; €
S(E||As||A1), there is a go-time-bounded scheduler oy € S(EHA3H./42) such that O'B(g Ao || A1 As || As). f

To show this, fix 1 to be any ¢;-time-bounded scheduler in S(€||As||.A1). The composition 5||.A3 is
an environment for both A and Ay. Moreover, lemma 78 implies that £||A3 is ccomp - (p + p3)-time-
bounded. Since A4; < Cmmp (b+b3), b1, bo Az, E||A3 is a ceomp(b+b3)-time-bounded environment for A; and
A, and o7 is a ¢1-time-bounded scheduler for £||A3]|.A; , we know that there is a go-time-bounded
scheduler oy for £||As||A2 such that alB(S;H A Ao Ar), 02 Finally, the stability by composition of f

gives UlB(S;,AgllAl,Ag\\Az),f@ which ends the proof.
O

Lemma 83 (composability <§¢{ a, ) Lete : N — R=2% and p,ps,q1,q2 € NV be given. Let S be

a scheduler schema. Let f y be a perception—functz’on. Let A, B and C be 8 PSIOA (resp. PCA)
families satisfying: C has ps-bounded description and is partially compatible with both A and B. Let
Ceomp De the constant factor associated with description bounds in parallel composition (see lemma 78)
Then the following holds.

If A< B, then C||A <57 C||B.

—Ccomp(p+p3) q1,92,€ =P,q1,q42,€

Proof. Fix A= (Ag)ken, B = (Bk)ken, Q = (C)ken and all the functions as in the hypotheses.

By definition 213, for every k € N, A, < )q1(k) g (k) By, with p" = (ceomp - (p + p3)),

Thus, Vk € N, (C||Ax) < Cr||Bk) by lemma 82.

=p k’)ql( ),q2(k) (

Finally, we obtain that C||A <5, q,4.,c C||B, as needed, applying definition 213 once again. O
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Theorem 32 (composability <5 Let S be a scheduler schema. Let f(_ y be a perception-function.

neg pt)

Let A, Ay and A3 be PSIOAs (resp. PCA) families satisfying: As has pg—bounded description where
p3 s a polynomial and s partz'ally compatible with both A; and As. Then the following holds.

If A, < neg ot A, then Asl|A; < neg ot As||As. Observe that, by induction, the theorem generalizes to
any constant number of substitutions.

Proof. Suppose A;, A,, A; and all the functlons as in the hypotheses. Fix polynomial ps such that A5
is ps-time-bounded. To show that As||A; < ne%pt Asl| Ay, we fix polynomlals p and ¢1; we must obtain

<SS e As||Ay. Define p' to be the
polynomial ccomp(p + p3). Since A; < neg ot Ao, there exist a polynomlal g2 and a negligible function
e such that A; < A,. Lemma 83 then implies that Aj||A; < Asl| Ay, as needed.

a polynomial go and a negligible functlon e such that As||A4; <

p (11 q2,& P (I17(I25

O]

Theorem 33 (substitutability of §s€]; pt) Let S be a scheduler schema. Let f be a perception function.

Let (Al,Az,Ag,A4) be a quadruplet of families of PSIOA (resp. PCA).

If A < negpt Ay, Az < negpt Ay and As, Ay are both partially compatible with both Ay, Ay, then
ASHAI —neg,pt A4HA2

Observe that, by induction, the theorem generalizes to any constant number of substitutions.

Proof. By theorem of composabﬂlty Asl|A; < neg ot Asl|Ag and Ayl[A; < neg ot Asl|As. By theorem of

transitivity As||.4; < —neg,pt Ayl|As. O
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6.2. Security Layer

In this section, we adapt the security layer of [CCK™07], on top of the foundational layer introduced in
previous sections. This layer follows the general outline of simulation-based security. In this approach,
computational security is captured within the model itself.

6.2.1. Structured dynamic 1/O Automata

First, we extend the PSIOA definition with an additional attribute called the environment action
mapping FActy : ¢ € Qa4 — FEActa(q) C ext(A)(q) , that captures the idea that some actions are
intended to be accessible by the environment while others by the adversary.

Definition 214 (Structured PSIOA). A structured PSIOA A is a n-uplet ((Q 4, qa, sig(A), D), EAct4)
where (Qa,qa, sig(A), D) is a PSIOA and EAct 4 is a mapping function with domain Q 4 such that
Vg € Qa, EActa(q) € ext(A)(q).

The adversary action mapping of A is AAct4:q € Qa1+ e/x\t(A)(q) \ EActa(q).

For convenience, we also define:
1. EIp:q € Qa— EActa(q) Nin(A)(q) (environment inputs),
2. EO4q:q€ Qa— EActa(q) Nout(A)(q)
3. Alp:q€ Qar— AActa(q) Nin(A)(q) (adversary inputs) and
4. A0y :q € Qq— AActao(q) Nout(A)(q) (adversary outputs).
Let Sq:q € Qa v Sa(q) C out(A)(q). We note EActa\ Sa:q € Qa— EActa(q)\ Salq)). We
note hide((A, EAct4),Sa) = (hide(A, S4), EAct s\ Sa)

When this is clear in the context, we slightly abuse the notation and call a structured PSIOA a PSIOA.

(environment outputs),

Observe that nothing prevent us to require that ( U EAct4(q), U AAct4(q)) is a partition of

q€Qa q€QA
acts(A) s.t. an action a cannot be an environment action in a state and become an adversary action

in another state.

We state the compatibility conditions and the composability operation for compatible structured
PSIOA.

Definition 215 (Compatible structured PSIOA). Two structured PSIOA (A1, EAct 4,) and (Aa, EAct 4,)
are compatible at state (q1,q2) € Qa, X Qa, if A1 and Ay are compatible at state (q1,q2) € Qa, X Q 4,
and sig(A1)(q1) Nsig(Az)(q2) = EAct 4, (q1)NEActa,(q2). Furthermore, they are partially-compatible
if A1 and Az are partially-compatible and (A1, EActa,) and (Ag, EAct4,) are compatible at every

reachable state of (A1, A2). That is, every shared action must be an environment action of both
structured PSIOA.

Definition 216 (Structured PSIOA composition). Given partially-compatible structured PSIOA (A1, EAct 4,)
and (Ag, EActa,), their partial-composition (A, EActa,)||(Ag2, EActa,) is the structured PSIOA
(A1l A2, EAct 4, U E Act 4,) where EAct o, UEAct 4, : (q1,q2) € Q 4,14, — EActa,(q1) UEAct 4,(q2).

We can also extend the previous definition to PCA:

Definition 217 (Structured configuration). A structured configuration is a pair (A,S) where A
is a family of structured PSIOA and S is a mapping function with domain A such that for every
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A € A/S(A) € Q4. Furthermore, in addition of attributes of definition 65, we note EAct(C) =

| EActa(S(A)).
AcA

Definition 218 (Compatible structured configuration). A structured configuration (A,S) is compat-
ible iff, for all A,B € A, A+# B, A, B are compatible at state (S(A),S(B))

Definition 219 (Structured PCA). A structured PCA X is a PCA s.t. (1) the attached PSIOA is
replaced by a structured PSIOA, (2) config(X) is a function that maps every q € Qx to a compatible
structured configuration config(X)(q) and (3) X is associated with the mapping EActx with domain

Qx s.t. Vg € Qx, FActx(q) = EActpgioqx)(q) = EAct(config(X)(q)) \ hidden-actions(X)(q)

We can naturally define the composition of partially-compatible structured PCA which is the same as
the one of definition 216. Such a composition naturally yields a structured PCA.

Lemma 84 (Closure of structured PCA under composition). Let X7 and Xy be partially-compatible
structured PCA. Then X1|| X2 is a structured PCA.

Proof. Let X = X1||X2. For every ¢ € Qx (resp. ¢; € Qx, with i € {1,2}), we note h(q) = hidden-
actions(X)(q) (resp. hi(q;) = hidden-actions(X;)(g;) with ¢ € {1,2}). In the same way, for every
q € Qx (resp. ¢ € Qx, with i € {1,2}), we note C(q) = Config(X)(q) (resp. Ci(q:) = Ci(Xi)(q)
with i € {1,2}).

The closure under composition is ensured if the new restriction V(q1,¢2) € Qx N (Qx, X Qx,) ,
EActx((q1,92)) = EAct(C((q1,42))) \ h((q1,q2)) is still ensured after composition.

Let (q1,42) € Qx N(Qx, X Qx,) , EActx((q1,q2)) = EAct(C((q1,42))) \ h((q1,92)). We need to show
that FActx,(q1) U EActx,(q2) = (EAct(Ci(q1)) \ hi(q1)) U (EAct(Ca(q2)) \ ha(q2)) = EAct(Ci(q1)
U C2(q2)) \ (h1(X1)(q1) U ha(gz2)). This constraint is ensured for the same reason that the fourth
one. Indeed, let a be a pseudo execution of (Xi, X3) ending on state (qi1,q2). Since X; and X,
are partially-compatible by assumption, (i) the signatures sig(C1(q1)) and sig(Ca(q2)) are compatible
and (ii) sig(X1)(q1) and sig(X2)(g2) are compatible. The conjonction of (i) and (ii) implies %1 (q1)
N sig(X2)(q2) = ha(g2) N sig(X1)(g1) = 0. This is enough to ensure (EAct(Ci(q1)) \ hi(q1)) U
(EAct(Ca(g2)) \ ha(q2)) = EAct(Ci(q1) U Ca(q2)) \ (h1(q1) Uha(gz)) which terminates the proof. [

6.2.2. Adversary for structured automata

In the following, we extend the notion of adversary introduced in [CCK'07] to the adversary for
structured PSIOA.

Definition 220 (Adversary for structured automaton). An adversary Adv for a structured PSIOA
(resp. PCA) (A, EACT ) is a PSIOA (resp. PCA) s.t.
— Adv s partially-compatible with A
— For every ¢ = (q4,qadv) € Q4| Adv)>
o [A4(qa) C out(Adv)(qady)
o EAct(qa) N sig(Adv)(gaaw) =0

We extend the definition to an automata family: An adversary Adv for a structured PSIOA (resp.
PCA) family (A, EActp) = (Ag, EActa, )ken s a family (Advg)gen of PSIOA (resp. PCA) s.t.
Vk € N, Advy is an adversary of Ax
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Lemma 85 (An advesary for A||B is an adversary for A). Suppose A and B are compatible structured
PSIOA (resp. PCA), and Adv is an adversary for A||B. Then Adv is an adversary for A. Also, if
A and B are compatible structured PSIOA (resp. PCA) families, and Adv is an adversary family for
Al||B. Then Adv is an adversary family for B.

Proof. Suppose A and B are compatible structured PSIOA and Adv is an adversary for A||B. We
observe that the conditions of definition 220 are satisfied.

1. Adv is compatible with A. This follows from the fact that Adv is compatible with A||B.

2. Let ¢' = (g4, qadv) € Qajjady)- Then there exists ¢ = (¢4, 5, qadv) € Qa)|B||Adv)- Since Adv is
an adversary for A||B we know that:

— TAA(qa) UTAB(ge) C out(Adv)(qady), which means that TA4(q4) C out(Adv)(qadgy)-
— EAct g(q4)UEAct(qg)Nsig(Adv)(qag,) = 0, which means that EAct 4(q.4)Nsig(Adv)(qady)
0.

The extension to structured automata families and adversaries families is straightforward. O

6.2.3. Dynamic Secure-Emulation

The framework is finally expressive enough to define secure-emulation [CCK™07] for distributed sys-
tems with (i) non-sequential scheduling and (ii) dynamic creation/destruction of automata. This
relation will be shown to be (iii) composable, which is the main contribution of this chapter.

Definition 221 (Secure Emulation). Let A and B be two structured PSIOA (resp. PCA) families.
Let S be a scheduler schema and f(_ ) be an insight function.

We say that A secure-emulates B w.r.t. S and f (denoted A S‘gg B) if, for every polynomially bounded
adversary family Adv for A with, there is a polynomially bounded adversary family Sim for B such
that:

hide(A||Adv, AActy) <

n;z{;,pt hide(B||Sim, AActg). Transitivity of ggg follows immediately from

transitivity of §,Sl’ejg7pt .

Dummy Adversary To prove the composability of secure-emulation, we use the well-known technique,
introduced by Canetti [Can01], based on dummy-adversary which plays the role of a forwarder between
a structured PSIOA (resp. PCA) A and another (potentially more sophisticated) adversary of g(.A)
where ¢ is an action-renaming function.

Let A be a structured PSIOA family and, for each k& € N, let g be a partial function defined on
QA x acts(A) s.t. Vg € Qa, gx(q) is a bijection from AAct 4, to a set of fresh action names. We refer
to g = {gk }ren as a renaming of adversary actions for A4, and we write g(A) for the result of applying
gi to Ay, for every k € N. a

Definition 222 (Dummy Adversary). Let A be a PSIOA (resp. PCA) and g be a bijection from
AAct 4 to a set of fresh action names. Then Dummy(A,g) is the PSIOA (resp. PCA) Adv' defined
as follows:

— (States) Every state q of Adv' is described by its unique variable q.pending € A(v)AUg(A?A)U{L}
— (Start state) Gagy -pending = L
— (Signature) Yq € Q aqy -

o in(Adv')(q) = in(Adv') = AO.4 U g(AL)
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o int(Adv')(q) =0

{a}  ifgla) = q.pending € g(Ala)
o out(Adv')(q) =< {g(a)} if a= qpending € AO4

0 if g.pending = L

— (Transition) ¥q € Qaqw, Ya € sig(Adv')(q), supp(nadw g.a)) = {d'} s.t.:
o ifa € in(Adv')(q), ¢ .pending = a
e if a € out(Adv')(q), ¢ .pending = L
We extend this definition to families: Let A be a structured PSIOA (resp. PCA) family { Ay }ren. Let

9 = {9k }ren be a family of bijection from AAct 4, to a set of fresh action names. Then Dummy(A, g) =
{Dummy(Ag, gk) tken is a dummy adversary family for A.

The following lemma 86 shows that dummy adversaries can be transparently added between a struc-
tured PSIOA (resp. PCA) and an adversary for that structured PSIOA (resp. PCA). This fact is used
in the proof of composability of secure-emulation, with the classic decomposition technique introduced
by Canetti [Can01]. Additional work is required compared to [CCK107] since we have to deal with
a more general definition that enables schedulers that are not task-schedules. However, the approach
follows the same methodology, i.e. when the scheduler ¢ instructs to trigger an action shared by g(.A)
and Adv, the corresponding balanced scheduler ¢’ successively orders to trigger the corresponding
action (modulo a potential renaming) and the attached forward by the dummy adversary. The proof
of this lemma 86 introduces two natural constructions F orwardf A9, Adv) and Forwardf Ag,Adv)s 1O

formalise the fact that the dummy adversary forwards the actions between A and Adv. A pair (S, f)
made up of a scheduler and an insight function that allow these very natural constructions, is said
brave. For sake of simplicity, these natural constructions Forwardzj A.g,Adv) and Forwardf Ag,Ady) 1€
defined in the proof itself.

Lemma 86 (Dummy adversary insertion). Let (S, f) be a brave pair made of a scheduler schema S and
an insight-function f. Let A be a structured PSIOA (resp. PCA) family {Ay}ren. Let g = {9k }ren

be a family of bijection from AthAk to a set of fresh action names. Let Adv = {Advg}ren be an
adversary for both g(A) and hide(A||Dummy(A, g), AActs). Then,

9(A)||Adv <5, hide(Al| Dummy(A, g), AAct 1)|| Adu

—neg,pt

Proof. Let q1 be any polynomial and set qo := 2 - ¢q;. Let p,q be any polynomials and ¢ be the
constant zero function, i. e. Vk € N,e(k) = 0. Fix k € N, we note D = Dummy(Ag,gx), H, =
hide(Ag|| Dy, AAct 4,) and D = (Dy)ken and H = (Hy)gen. Let £ be an environment for gi,(Ay)|| Advy
and for Ag||Hy||Advy. Let o € Sch(&||gr(Ax)||Advg) be a g1 bounded scheduler.

We are going to construct o’ € Sch(&||Hy||Advy) balanced with o and g2 bounded scheduler in the
intuitive way.

First, we partition the functions depending if they are triggered by the environment or by the adversary.

Hence, Vg = (ge, A, qadv) € Q(e|lgn(ar) || Advr), for every ¢* = (e, q4, 4D, adv) € Q|1 Advr)s WE
note:

— E(g) = BE(q") = sig(&llge(Ar)l|Advr) ((ge, g, qaan)) \ ([ext(gr(Ar))(ga) N ext(Advr)(gags)] U
ext(Dy)(gp)), i. e. the actions not dedicated to the dummy adversary.

— o Fu(q) = [out(gr(Ax))(ga) Nin(Advg)(gadw)] Nin(Dk)(gp),
® Faav(q) = [in(gr(Ax))(qa) Nout(Advg)(qadn)] Nin(Dk)(gp)
e F'(q) = Falq) U Faav(q)
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o Fi(¢") =in(Dr)(ap) Nout(Ar)(qa)
 Fiy(q") = in(Dy)(ap) Nout(Adv)(qaa)
o F(q) = Fj(q) UFjy(q)
each set holds actions that have to be forwarded by the dummy adversary.
— Va € Fj(q"),origin(a) = gr(a) and forward(a) = gk(a). Ygr(b) € Fiy,(q"), origin(gr(b)) =
gr(b) and forward(gx(b)) = b. When an action a is received by the dummy adversary, origin(a)

returns the corresponding action shared by gp(Ax) and Advg, while forward(a) returns the
action forwarded by the dummy adversary with potential gg-renaming.

— G (q") = sig(&]|A)||Dil|Advr) (g, g4 apGadw)) \ [ET (¢F) UF*(gT)]. These actions corre-
sponds to a scenario where a new action is received by the dummy adversary before the appro-
priate forward. These actions will never be triggered by o’.

Now, we define a relationship between executions, noted a ~ o/, that captures the fact that the latter
member o’ of the relation corresponds to the former one a when each action shared by gx(Ax) and
Advy, is correctly forwarded by dummy adversary in o’.
V(a, ') € frags™(E||ge(Ar)||Advy) x frags*(E||Hg||Advy) we note o ~ o iff:
— (initialisation): o = start(E||Hy, AAct 4, )||Advi) and o = start(E||g(Ax)||Advy,)
— (environment side) @ = (ge, g4, @adv) @ (de+ 44 Caao)s @ = (¢e, 94,405 qaa) @ (g, a5 4> Cadv)
with a € E((ge, ¢4, q4dv))

— (forward) o = (gg, g4, gadw) @ (g, ¢4, Cagn)s & = (ae, 94, 9D, qadw) b (ag. 045 dps daaw) V' (ae, a4 a0 Caaw)
with a = origin(b) € F((qs,qa,qadv)): b € F1((ge, 94,90, qaaw)), V' = forward(b).

I=a2m man

— (generalization) a = « a", o = "™ and Vi € [1,n], o ~ o

We note Forward{, , 1qy)(c) the (clearly) unique o st.a~d.

Now we recursively define o' = Forward{, , 44,)(0) as follows: Let (o, @) € frags™(€||gr(Ax)||Advy)
x frags*(E||Hg||Advy), o’ mimics o, i. e.
— if a ~ o, Vb € sig(E||Hy||Aduy)(Istate(a)),
o if b € ET(Istate(d)), o’ (a’)(b) = o(a)(b)
e if b € GT(Istate(d)), o' (a')(b) = 0
o if b € Ft(Istate()), o' (/)(b) = o(a)(origin(b))
— if o’ = a7 bq’ with a ~ o’ and b € F*(Istate(a)), then o/(a/) = S forward(b)-
By construction, for every o’ s.t. |&/| > qa2(k), o’(a’) = 0.
The construction ensures €,(a) = €,(a’) for a ~ o' and €,/(a) = 0 if there is no o” with o' as
prefix with |@”| = || + 1 s.t. there exists an execution « verifying o ~ o”. Since, by bravery
property, for every pair (o, ') with a ~ o/, we have J (&, Hy || Adwy) (@) = f(gk:gk(Ak)HAdvk)(al)? we obtain
f-dist (g, g (Ap)|| Advy) (0) = f-dist g, m | Aduy) (07).

O]

We can use the previous lemma 86 to use the technique of reduction to dummy adversary introduced
by Canetti [Can01].

Theorem 34 (Composability of dynamic secure-emulation). Let (S, f) be a brave pair made of a
scheduler schema S and a perception-function f. Let b € N. Let A', A%, ..., A" and B',B%,..., B
be pair-wise partially-compatible polynomial-time-bounded structured PSIOA (resp. PCA) families,
with A gg’f B! for every i € [1,b]. Then, we have A <sg B with A = AIHAQH...HAZ’ and B =
BY|B%|..| 8"
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Proof. Let Adv be an adversary family for A with polynomially bounded description. We need to
construct an adversary family Sim for B with polynomially bounded description such that:
hide(A||Adv, AAct) <>J ., hide(B||Sim, AAct).

—neg,pt

For every (i,k) € [1,b] x N. We note gj an arbitrary bijection from AAct A1 to a set of fresh action
names, i. e. gi ={ g,i}keN is a renaming of adversary actions for A?. These functions induce a renaming
for A: g = {gr}ren withVk €N, g = gi U...Ugh, i. e. Vg € Q4 , Va € AAct5(q), gi(a) = gi(a) iff
= 4 A Fal

a € AAct A (q | A%). We recall that cthe ompatibility definition for structured PSIOA requires that
shared actions of two automata cannot be adversary actions of their composition.

Let Dum = Dummy(A', g")||... Dummy(A®, ¢°). Let i € [1,b]. Since A" <gp B, then IDSim’ s.t.
hide(A"|| Dummy(A*, g*), AActh)

<pegpt hide(B'||DSim’, AActié).

We note DSim = DSim'||...||DSim?.
We observe the following:

. n _S7f
hide(A||Adv, AACtAA) “neg,pt

hide(g(A)||g(Adv), g(AAct ) <pi

—neg,pt

. TR =Y S
hide(A|| Duml||g(Adv), g(AAct 3) U AAct 3) <pif s

~neg,pt

hide(B|| DSim||g(Adv), g(AAct ) U AActg) =)

hide(B||hide(DSim||g(Adv), g(AAct 7)), AActg)

Here, the first relation follows from the property of renaming, the second from lemma 86, the third
from theorem 33, and the last from the properties of the hiding operator.

We define Sim = hide(D/S?an(@),g(AActz))

Hence we have shown that for every adversary family Adw for A with polynomially bounded description
there exists a polynomially bounded adversary Sim for B such that: hide(A||Adv, AAct;\) <57

—neg,pt
hide(B||Sim, AActg), which ends the proof.

O]
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6.3. Summary

We have shown how to merge PSIOA (resp. PCA) with computational restrictions and structures of
Canetti et al. [CCK™07] to enable simulation-based security. Here again, the good foundations of
chapter 3 have prevented any particular challenge from appearing.

However, some limitations appear. First, the theorem 34 of composability of dynamic secure emulation
only holds for a constant number of compositions, while we might be expected a polynomial number
of compositions. This limitation should not be too difficult to circumvent, by using a classic hybrid
argument [CCKT07]. For example, using the task-based scheduler mentioned in chapter 3, combined
with the hybrid argument of [CCK'07], should directly give the result. Second, fixed polynomial
runtime has been criticized in compositional simulation-based security literature [HMQU09, KTR20]
and is addressed with an alternative, quite sophisticated definition. It would be interesting to show
how to address this issue in a more simple LTS-based model like I/O Automata.
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Conclusion

Results

We have presented Dynamic Probabilistic I/O Automata. A framework extending in a natural manner
from previous I/O automata frameworks [Tut87, Seg95b, KLSV06, Mit07, AL16, CCK™07] to reason
on complex dynamic probabilistic systems, where features such as the notion of time and simulation-
based security can be easily added. In Chapter 3, the model has been shown (see theorem 2) to
be closed under parallel composition ||. Also, inheriting from previous composability results on trace
distribution precongruence <pc [Seg95b], our implementation relationship SES / is shown (see theorem
5) to be composable (i.e. a precongruence) for any scheduler schema S, any approximation € and any
perception function f (e.g. trace or projection on the environment). In addition, these results of
closure and composabilty have been demonstrated for the timed setting in Chapter 5 (see theorems
26, 27, 29, 30) and for the secured setting in Chapter 6 (see lemma 79 and theorem 34).

Moreover, in Chapter 4, we proposed a generic proof of monotonicity of dynamic creation/destruction
of automata with Sg"’p, where p is the function of projection on the environment and S, is the set
of schedulers that triggers actions without taking into account the triggered internal actions and the
visited states of automata before their last destruction. Hence if (1) A implements B and (2) X 4 and
Xp only differ in the fact that X 4 dynamically creates/destroys A instead of B as X does then (3)

X 4 implements Xpg. Formally, Theorem 23 states that:
if (1) A Soso,p B and (2) X4 AVB Xp, then (3) X4 Sgo,P X5

A similar theorem 24 of monotonicity has been proven for a new task-based implementation relation-
ship <K, called tenacious implementation:

if (1) A<{™ B and (2) X4 AVB Xp, then (3) X4 <k Xp.

Such a task-based framework might be more user-friendly to specify a fair and oblivious scheduler for
cyber-secure applications. The generic structure of the proof should allow the application of the same
reasoning to extensions of the framework with time and/or simulation-based security.

All these results allow a sound modular design of dynamic complex systems, based only on the exter-
nally visible behavior of each component.

Future Directions

Complementary Results Some questions remain open.

First, we do not know the simulation relationships necessary and/or sufficient to guarantee gﬁ“"’

(and even more generally to guarantee Sf’f for any scheduler schema S, perception function f and
approximation €). The similarity with <pc [Seg95a] suggests that such a simulation relationship
should be similar to the probabilistic forward simulation relationship [LSV03], but in which formal
sense? We stress that this question remains open even for the static setting and is linked with strong
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linearizability [GHW11, HHW12], where (1) the hyperproperties preservation depends on the choice
of the scheduler schema S and (2) some notions of approximate strong linearizability [AEW22] might
be defined. A source of inspiration can be found in [MLO07a] that introduces expanded approximate
simulation for probabilistic input/output automata.

Second, we do not know if the dynamic creation/destruction of automata is monotonic with approxi-
mate implementation relationships such as §§°’p or <fem (*) i.e.

if (1) A <%P B (resp. A <" B) A (2) X4 A XB, do we have (3) X4 §go’p Xp (resp. X4 <L Xp)?

Third, if (*) turns out to be true, can we extend it to dynamic secure-emulation. Indeed, the definition
of secure-emulation implies a correspondence of one particular simulator for one particular adversary.
However, adapting the structure of the proof of monotonicity of chapter 4 to secure-emulation would
make appear a tree of different adversaries, which means that the dynamic simulator should find a
way to "track" all these different adversaries in a polynomial time. There is nothing to say, a priori,
that such an adaptation is possible.

Fourth, the possibility of adapting our monotonicity results to the timed setting also remains open.
Here, we are more confident, as we do not see any conceptual differences between timed and untimed
implementations. Typically, all the homomorphisms introduced in Chapter 4 can be trivially extended
to timed executions, while the copy-pasting operations in Section 4.5 should be adaptable to timed
executions as well. Of course, these intuitions do not constitute a proof and a rigorous proof is required
here.

Finally, it would be interesting to establish the set of consistency criteria (weaker than (strong)
linearizability) [Per16] whose implementation allows monotonicity of dynamic creation/destruction of
automata. Here again, the generic structure of the proof of Chapter 4 might help to give a generic
answer.

Verification of concrete dynamic distributed protocols In future work, we would like to give for-
mal and modular proofs of concrete distributed algorithms that manipulate notions of dynamicity,
randomization, partial synchrony, and cryptography. Such a venture should be faced in a gradual
manner. First, we could exhibit non-randomized simulation relationships [LV95] for non-randomized
dynamic protocols [DW93, MRT105, BBKR09, BBR11, BN11, KLW11, BBS11, IRS*13, KLW13,
KW19, AKSW20, AKSW22] in a DIOA-based formalism. Second, we could exhibit probabilistic (for-
ward) simulation relationships [LSV03] for randomized dynamic protocols [BKLW12]. Third, such an
investigation could be extended to approximate simulations [ML07a] for randomized dynamic protocols
(in the symbolic model [DY83]) with a non-zero probability of failure, such as Algorand [CGMV18] or a
dynamic scalable Byzantine reliable broadcast, typically obtained from the combination of [GKM™19]
and [GKK™120]. Finally, the symbolic model could be replaced by a computational model to obtain a
composable simulation-based security analysis [CCK107]. This would allow the composable analysis of
some sophisticated tasks such as dynamic secret sharing [BDLO15, ZZM™119, GKM+20] or side-chains
protocols that instantiates new blockchains on-the-fly on the top of the main blockchain [RPG19].

Parallelly, the Dynamic Automata framework gives a simple way to model mobile Byzantine processes
[Gar94, BDNPB16, BPPb™ 16, Del17]. Each process X; is a PCA with a unique underlying PSIOA A;
representing the program executed by the process, that additionally admits at each state a countable
set of input actions of the form corruptg,, such that triggering corrupts, both creates B; and destroys
A; in X; at the same time. In addition, we require that every malicious program B; additionally
admits at each state the input repair; such that triggering repair; both creates A; and destroys B; in
X; at the same time. Analyzing protocols resilient to mobile Byzantine processes with this framework
is an interesting direction of research.
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6.3 Summary

Sybil-Attack resistance mechanisms Another direction would be the investigation of relationships
between Sybil-Attack resistance mechanisms for group membership in the permissionless model [LPR21].
For example, what can be the exact guarantees provided by a Proof-of-Work [GKO™20] mecha-
nism versus a Proof-of-Stake [SW21], versus a Proof-of-Elapsed-time [PK21], versus a Proof-of-Space
[TZDC21], etc. Can we compose them in an intuitive sense? Do we need hybrid automata [Mit07] to
model properly the physical assumptions?

Also, we can identify different approaches to solving distributed tasks in the permissionless model. A
first approach is to ensure a kind of agreement and a Sybil-Attack resistance at once [Nak08], while
a second approach separates these two sub-tasks: (1) first, using a proof-of-X mechanism to elect a
committee of size n = o(m) among an enormous set of m processes that will then (2) implements a
classic Byzantine distributed task (e.g. consensus) on behalf of the other anonymous nodes [PS17].
This second technique allows scalability against a slight concession in terms of security. It seems
easier to reason on distributed tasks in the permissionless model if these two different sub-problems
are solved independently. Maybe the first achievement holds additional properties that can be used
by the second sub-protocol to improve its efficiency. The different pairings between (1) and (2) should
be investigated.

Simulation-based security Clearly, Universal-Composable (UC) framework [Can01, Can20] is the
most widely adopted model to analyze cryptographic systems with composable simulation-based secu-
rity. Both UC and alternative models [HS15, KTR20] proposed to overcome some weaknesses of UC
are sequential, i.e. pure-non determinism is resolved implicitly via a "master machine" that will select
the next machine to activate. It has been shown that non-sequential and sequential scheduling can
lead to different notions of security [CCLP07, Yonl10]. Hence, a clarification of the potential results
of equivalency between the two models would be welcome. In which situations can we simulate UC
(or IITM [KTR20] or GNUC [HS15]) with Automata and vice-versa? The same kind of clarifications
would be appreciated for timed systems. The frameworks based on sequential Interactive Turing
Machines (ITMs) need extra efforts to handle timing assumptions [KMTZ13], while the notion of
trajectory [KLSV06, CCK™"08] seems more user-friendly. Hence, what are the relationships between
these timed frameworks? Finally, what would be the translation of the non-fixed polynomial-runtime
[HMQUO09] to the non-sequential scheduling?

Final word In this thesis, we provided new tools and new results to reason in a modular and rigorous
way about dynamic probabilistic distributed systems. We believe it is a relevant approach to face the
vertiginous complexity of modern systems. Such an undertaking should improve the understanding,
verification, and synthesis of current and forthcoming real complex systems.
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APPENDIX A.

Second Part of the thesis: Byzantine
Distributed Tasks

A.1. Overview

The second part of the thesis addresses the implementation of Byzantine distributed tasks. Here, we
briefly present the associated contributions.

Decision task A decision task is a distributed input-output problem between n processes interacting
by message-passing, in which each process starts with its input value and eventually produces its output
value. In this second part of the thesis, we are particularly interested in non-synchronous protocols:
protocols that operate in an environment without (permanent) timely communication. A protocol is
said to be a tg-resilient implementation of a distributed task if it meets the specification of the task
despite the presence of ¢ < ty Byzantine processes that collude and perform arbitrary (Byzantine)
failures. Unfortunately, for interesting tasks, it is impossible to design a tp-resilient algorithm that
avoids safety violations in the presence of a coalition of t > n — 2ty Byzantine processes, even in the
authenticated setting. This comes from a classic partition argument (see for example the proof of
theorem 4.4 of [DNS88]).

Accountability By contrast, only recently did the community discover that some of these distributed
protocols can be made accountable [HKD07, HK09] by ensuring that correct processes irrevocably
detect some faulty processes responsible for any safety violation. This realization is particularly
surprising (and positive) given that accountability is a powerful tool to mitigate safety violations
in distributed protocols. Indeed, exposing crimes and introducing punishments naturally incentivize
exemplarity. A protocol is said to be a typ-resilient accountable implementation of a distributed tasks
D if (1) it is a tp-resilient accountable implementation of D and (2) in case of a safety violation,
every correct process eventually outputs an irrefutable proof of misbehavior against at least n — 2ty
Byzantine processes.

Consensus Among these tasks, consensus is a fundamental problem of distributed computing which
enables processes to agree on a common value despite Byzantine failures. The Byzantine consensus
problem is defined among n processes, out of which some processes can behave arbitrarily; processes
that follow their protocol are correct, whereas processes that do not are faulty.

Each correct process initially proposes its value and may eventually produce an irrevocable decision
on some value. The Byzantine consensus problem is characterized by the following properties:
— Agreement: No two correct processes decide different values.

— Validity: If all correct processes propose the same value v, then no correct process decides a
value v' # v.
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— Termination: Every correct process eventually decides.

This problem is one of the most important problems in distributed computing since it is equivalent
to (1) the problem of atomicity, which provides the illusion that a set of distributed machines acts
as (emulates) a unique machine, equivalent itself to (2) problem of state machine replication, where
several nodes can observe the same execution of a state machine, even if this machine is emulated by
geographically separated processes.

Contributions This part of the thesis is the result of a collaboration with the Distributed Computing
Lab (DCL) of EPFL, the Concurrent Systems Research Group (CSRG) of the University of Sydney,
and the Department of Computer Science: Algorithms and Theory of NUS Computing, under the
respective supervision of Professor Rachid Guerraoui, Professor Vincent Gramoli and Professor Seth
Gilbert. This cooperation led to the following 4 publications:

— Polygraph: Accountable Byzantine Agreement. P. Civit, S. Gilbert and V. Gramoli. 41st IEEE
International Conference on Distributed Computing Systems (ICDCS), 2021.

— As easy as ABC: Optimal (A)ccountable (B)yzantine (C)onsensus is easy! P. Civit, S. Gilbert,
V. Gramoli, R. Guerraoui, and J. Komatovic. 2022 IEEE International Parallel and Distributed
Processing Symposium (IPDPS), 2022.

(Best Paper Award)
— Crime and Punishment in Distributed Byzantine Decision Tasks. P. Civit, S. Gilbert, V.

Gramoli, R. Guerraoui, J. Komatovic and A. Seredinschi. 42nd IEEE International Confer-
ence on Distributed Computing Systems (ICDCS), 2022.

(Best Paper Award)
— Byzantine Consensus is ©(n?): The Dolev-Reischuk Bound is Tight even in Partial Synchrony!

P. Civit, M. A. Dzulfikar, S. Gilbert, V. Gramoli, R. Guerraoui, J. Komatovic and M. Vidigueira.
36th International Symposium on Distributed Computing (DISC), 2022.

(Best Student Paper Award)

A.2. Polygraph: Accountable Byzantine Agreement.

In this paper, we present Polygraph [CGG20, CGG21], the first accountable consensus protocol (with
optimal [g] — l-resiliency). The paper also shows why a large class of "leader-based" Byzantine

consensus protocols cannot be made accountable by a naive transformation. We deployed blockchains
based on Polygraph on up to n = 80 c4.xlarge AWS virtual machines, located in 5 availability zones
on two continents: Frankfurt, Ireland, London, North California, and North Virginia.

A.3. As easy as ABC: Optimal (A)ccountable (B)yzantine (C)onsensus is
easy!

In this paper [CGG122a], we present the following contributions:
— We introduce ABC: a simple yet efficient transformation of any Byzantine consensus protocol to

an accountable one. ABC introduces an overhead of only two all-to-all communication rounds
and O(n?) additional bits in executions with up to ¢ faults (i.e., in the common case).
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A.4 Crime and Punishment in Distributed Byzantine Decision Tasks.

— We define accountability complexity, a complexity metric representing the number of accountability-
specific messages that correct processes must send. Furthermore, we prove a tight lower bound.
In particular, we show that any accountable Byzantine consensus protocol incurs cubic ac-
countability complexity. Moreover, we illustrate that the bound is tight by applying the ABC
transformation to any Byzantine consensus protocol.

— We demonstrate that, when applied to an optimal Byzantine consensus protocol, ABC constructs
an accountable Byzantine consensus protocol that is (1) optimal with respect to the communica-
tion complexity in solving consensus whenever consensus is solvable, and (2) optimal with respect
to the accountability complexity in obtaining accountability whenever disagreement occurs.

— We generalize ABC to other distributed computing problems besides the classic consensus prob-
lem. We characterize a class of agreement tasks, including reliable and consistent broadcast,
that ABC renders accountable.

A.4. Crime and Punishment in Distributed Byzantine Decision Tasks.

In this paper [CGGT22b], we propose the first generic transformation, called 7., of any non-
synchronous distributed protocol solving a decision task into its accountable version. Our 7s., trans-
formation is built upon the well-studied simulation of crash failures on top of Byzantine failures and
increases the communication complexity by a quadratic multiplicative factor in the worst case.

First, we show that one must be able to detect commission faults — faults that occur once a faulty
process invalidly sends a message — in order to achieve accountability in a non-synchronous setting.
Indeed, we prove that (1) every irrevocable detection must be based on a detected commission fault
(otherwise, a correct process can falsely be detected), and (2) (luckily for accountability!) whenever
safety is violated, “enough” processes have committed commission faults.

Furthermore, we separate all commission faults into (1) equivocation faults, faults associated with
an act of claiming conflicting statements, and (2) evasion faults, faults that occur once a faulty
process sends a message which cannot be sent given the previously received messages. Then, we
illustrate that detecting equivocation faults is easier in non-synchronous settings than detecting evasion
faults, concluding that equivocation faults are preferable means of violating safety in non-synchronous
distributed protocols.

Finally, we observe that the approach exploited by the well-studied simulation of crash failures on
top of Byzantine failures can be modified to ensure that evasion faults are masked (i.e., their effect is
eliminated), thus allowing only equivocation faults to violate safety.

Such a simulation is achieved using the secure broadcast primitive [MMROO0]: (1) each originally sent
message is secure-broadcast, and (2) no secure-delivered message “affects” the receiver before a correct
causal past of the message has been established. Hence, no message that is a product of an evasion
fault influences a correct process (even if the system is entirely corrupted), implying that any safety
violation is necessarily the consequence of some equivocation faults. We base the 75, transformation
on the aforementioned approach based on the secure broadcast. Due to the complexity of the secure
broadcast primitive, our transformation increases the communication and message complexities of the
original protocol by an O(n?) multiplicative factor.
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A.5. Byzantine Consensus is O(n?): The Dolev-Reischuk Bound is Tight
even in Partial Synchrony!

The Dolev-Reischuk bound says that any deterministic Byzantine consensus protocol has (at least)
quadratic communication complexity in the worst case. While it has been shown that the bound is
tight in synchronous environments, it was still unknown whether a consensus protocol with quadratic
communication complexity can be obtained in partial synchrony, where a bound on time of message
exists but holds only eventually. Until now, the most efficient known solutions for Byzantine consensus
in partially synchronous settings had cubic communication complexity (e.g., HotStuff, binary DBFT).

This paper [CDG™22] closes the existing gap by introducing SQUAD, a partially synchronous Byzan-
tine consensus protocol with quadratic worst-case communication complexity. In addition, SQUAD
is optimally-resilient and achieves linear worst-case latency complexity. The key technical contribu-
tion underlying SQUAD lies in the way we solve view synchronization, the problem of bringing all
correct processes to the same view with a correct leader for sufficiently long. Concretely, we present
RARESYNC, a view synchronization protocol with quadratic communication complexity and linear
latency complexity, which we utilize in order to obtain SQUAD.
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