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The many good times shared made this period pleasant and joyful. Cyber-risk Risk that is derived from the interaction of information technology and or in the cyber-space.

Cyber-space

The global collection of electronic circuits which allow people and systems to connect without physical proximity or connectivity.

Critical National

Infrastructure

These are assets that are categorised as extremely important to a Nation for its survival and overall functioning capabilities Cyber-weapon A malicious software that can be used to access a target device or network for the purpose of gathering strategic information or to cause disruption in the activities of the target, basically compromising either one of the CIA triad.

Disruption

Conditions that will cause an event, process or activity to vary beyond its thresholds of normality.

Risk

Exposure or lack of protection to danger harm or loss from a Disruptive Event. This exposure is created by the structure of the process, as risk is a static concept, and varies from different events [Rand, 2017].

Spoofing A type of cyber-attack technique where a cyberthreat actor successfully achieves its aim by posing as a different person by falsifying some data, to gain illegitimate advantages.

Zero-Day

Vulnerability

Outside publicly known common vulnerabilities, an undisclosed or unknown vulnerability in computer software that becomes known only when cyberthreat actors make use it to cause adverse effects. It is called zero-day because, due to lack of information, the software author has no time (zeroday) to develop a patch for protection against it.

xii Information System Any device or group of interconnected or related devices, one or more of which uses a programme, and performs automatic processing of computer data, stored, processed, retrieved or transmitted. This for the purpose of operational use, protection and maintenance. For example: a computer or a server. Cybersecurity is the art of protecting assets, data, and activities carried out in cyberspace from unauthorized access, and the practice of ensuring confidentiality, integrity and availability of information [START_REF]What is Cybersecurity?[END_REF].

1.0.1 Overview:

In the early stages of the millennium, most digital assets, networks and computers used in governments were operational on specific and dedicated networks. This made them easier to protect with less attack surface areas as they had less contact with the outside world. In this current day and age, this is no longer the case as cyber assets and networks have become highly decentralized and its complexities are implemented in both public and private sectors. With all the user-friendly innovations in technology and its promises, the 'flip-side-of-the-coin' implications now constitutes a host of cybersecurity risks which has evolved from basic localized protections to entire organization, sectors, and government protections as a whole.

Living in an age where virtually everything is networked together, right from personal internet banking, all the way to government infrastructure, network security is no longer a luxury option. In May 2017, the WannaCry ransomware cyber-attack launched globally using hacking tools widely believed to have been developed by the US National Security Agency infected more than 300,00 computers in over 150 countries [2]. Focusing a major attack on one of the Critical National Infrastructure in the UK being the National Health Insurance Scheme (NHS), suffered a great loss via systems and networks denial of services, and loss of critical Patients records as well. Though many countries may have not recorded any cases, so far, officially, this underlines the importance of the early nature and acceptance structure available as well as frameworks for reporting any cybersecurity related issues cutting across all sectors of the Critical National Infrastructure.

The issues related to Cybersecurity are seamless and thorough, regardless of the size and or organizational stands. Given that computer networks and cyber assets are always the target of criminals, it can be argued that the dangers of Cybersecurity attacks will only be on the rise in the future as networks continue to expand [3]. According to [4], a recent study carried out in the University of Maryland showed that cyberthreat actors launched attacks on systems and The overall purpose of this research is finding the right level of preparation and specialist assistance that is vital to minimizing and controlling the damage, and recover from breaches and its consequences, as well as reviewing cybersecurity cases.

1.0.2 The Research Aim and Objectives:

In the context of modern day society and its implementation IT infrastructure and security protection measures, Cyber resilience completes the cycle of cyber security measures in detail, from the initial breach point, to the prevention point. Cyber resilience takes different dimensions in terms of its life cycle and process when adapting to known and unknown challenges, crises and threats. With the main goal of cyber resilience being its ability to help organizations thrive in extreme and emergency conditions, the main dimensions include Evaluation/Identification, Protection, Detection, Response, and Recovery. The evaluation process being the first dimension in the cyber resilience life cycle, provides the bedrock for which cyber resilience in its entirety in founded upon. Furthermore, with a foundational perspective of providing the current security posture in which cyber infrastructures are categorized, and used in other dimensions of cyber resilience.

CHAPTER 1: INTRODUCTION

Research aim:

The research aim is to evaluate the readiness and degree of implementation feasibility of the cybersecurity in Mobile Field Hospitals (temporary hospital support structures) which in turn may help other National Critical Infrastructure. In addition, then develop an improved and most effective assessment method from professionally certified frameworks for Hospitals to achieve maximum implementation, in terms of Protection, Awareness, Response and Investigations.

And as such, this thesis aims at providing a feasible implementation process of the first dimension (evaluation), in a specific context of Critical National Infrastructure (CNI), and its accompanying effective methods.

Research Objectives:

In cybersecurity, networked assets and their technological capacities relate directly or indirectly to both social and political challenges which are at the core of the 21 st century challenges. The incorporation and implementation of advancements in technology in various aspects and sectors poses a host of new security challenges evolving, as the current protective infrastructure and level of cybersecurity know-how by the security actors is at an unprepared and inadequate level.

In this thesis, the aims are to present contributions to the existing body of knowledge tailored towards the assessment and evaluation of cyber assets in mobile field hospitals. In essence, the aims are to explore the cyber-resiliency levels and its applications in both the mobile field hospitals specifically, and the health sector in general. The research will also bridge the gap between the ever-growing digitization of the Hospital Records and use of Medical Devices, its adoption, and its Security implications, with relevance to achievement of the maximum Cyber Security strategy implementation. The highlights of the objectives of the research include the following:

Primary Objective: Evaluate the methodologies associated with the Cyber Resilience frameworks, and their relevance to Assessing and securing the digital cyber space of the Mobile Field Hospitals (MFH), its cyber infrastructure and its stakeholders.

The primary research objective of this thesis aims to examine critically the existing cybersecurity assessment frameworks, their usage, and possible implementation in assessing the cyber resilience posture currently existing in the MFH. Existing literature focuses on areas 1.0 CHAPTER 1: INTRODUCTION of mostly medical expertise, logistical management, and some usage of digitized medical records storage and processing. Rather, it lacks the security dimension to protect its Critical information infrastructure (CII), its computer and technological assets, and specific cybercrime targets such as data protection, privacy, surveillance and social media interactions.

Secondary Objectives: Develop an effective and improved cost-effective strategy for achieving a maximum implementation process of cyber resilience evaluation and risk posture for prevention and response of cyber threats. Furthermore, this objective aims also to Provide and foundational platform and plan for training and role-playing exercises, with real-life scenario immersion of mobile filed hospital stakeholders in experiencing the effects of cyber-attacks before the happen.

These objectives serve as guides towards proffering solutions to the primary objective. The first aspect covers the part of the thesis that proposes a solution based on the options derived from the implementation of the primary objective. This also involves part of the solutions including the cyber resilience assessment model, its components, definitions, applications and relevant risk and security approaches.

The second aspect proceeds from the first, covering training aspects of the MFH in the form of carefully curated custom table-top exercises. With limited data on this niche aspect of cybersecurity in the healthcare sector, the need for a more practical and real-life scenario based immersion style training exercise serves as the main rationale in taking this approach.

1.0.3 Research Questions:

The research questions provide a set of questions based on the aims and objectives of the thesis.

These answers, methodology and results to which the research questions are followed forms the main efforts in achieving the solutions to the research questions. The thesis research questions are:

Are Mobile Field Hospitals SAFE from Cyber-attacks? This question aims to explore the inquire about the feasibility and actual possibilities of the MFH being safe or susceptible to cyber-attacks. To answer this research question, the thesis explores empirical and historical data of cyber-attacks in the health sector in general, which includes both traditional hospitals 1.0 CHAPTER 1: INTRODUCTION and MFH. The thesis also explores the current cybersecurity posture in terms of the cyber resilience readiness (protection, prevention and response) considering the cyber security landscape and trends with the available cyber infrastructure and policies implemented. The thesis attempts to provide a more foundational aspect of the research area, to which other methods applied can be improved.

How can Field Hospitals protect patients, infrastructure (IT/cyber assets) and its business continuity from cyber-attacks, in terms of prevention, recovery and response to Cyber-attacks?

This explores a more in-depth analysis of the link between the protection mechanisms in place in FHs and its processes covering the cyber resilience life cycle.

To answer these questions, this thesis explores and proposes areas for improvement in the cyber infrastructure deployed, and the preparation of personnel deployed in hospitals locally, and in the international context.

Thesis Contributions Summary

In the course of the thesis, the outlined research aim, objectives and research questions are followed with the process and methods to which these tasks are achieved. This is in the form of contributions, that aim to answer the research questions from their respective methods and results. In this thesis, the contributions presented are majorly categorised in to three main areas;

The Mobile Field Hospital Cyber Resilience Assessment Framework (MFH CRAF); the Cyber the MFH CRAF and the Cyber TTX to provide it with specific data to perform penetration tests that are realistic and impact the functioning of the infrastructure. These penetration testrs are carried out in real-life scenarios that may cause harm or disruption, as if it were attacked by a real cyber threat actor. This will provide a better understanding of the vulnerabilities of the infrastructure and the information from the results will provide data for prevention and planning.

In turn, the results from the penetration tests are used to update the MFH CRAF, and also provide more avenues and scenarios to be included in the Cyber TTX contributions as well.

This way, all three contributions are linked with either providing foundational aspects to performance, or improvement capabilities.

Definition of Key Concepts:

In understanding the main aspects of the research focused on evaluation, safety and training of stakeholders in the field of cybersecurity to achieve resilience, the key concepts need to be identified and defined. This is done to provide a better understanding of the technical cybersecurity language, and ease the understanding of the concepts and their applications in the thesis. Some of these concepts include: the introduction to cybersecurity and its applications, the information security triad, and resilience concepts.

Introduction to Cybersecurity:

With the ever-increasing number of digital users, devices, and programs in the modern environment, together with the increase in the volume of data generated, the security of these data devices becomes more necessary [4]. Cybersecurity, arguably being one of the most inappropriately used terms in the technology landscape, creates issues. According to Cyber-Tech Giants, Kaspersky Labs in the US, Cybersecurity can be described as the practice of defending computers, servers, mobile devices, electronic systems, networks, and data from malicious attacks [5]. Its application contextually can be applied in different aspects such as Network security, Application security, Information security, Operational security, Disaster
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recovery/Business continuity and the End-user education. In addition cybersecurity comes along with certain elements that make it an active practice, which are referred to as cyberthreats.

With a good understanding of the definition and contextual application of basic cybersecurity, arises certain types of applications in the real world scenarios in the form of Cyberthreats.

These cyberthreats types are discussed below.

• Cybercrime:

There is no unanimously agreed definition of what cybercrime constitutes. As noted by [START_REF] Chang | Cybercrime in the greater China region: Regulatory responses and crime prevention across the Taiwan Strait[END_REF],

terms such as "cybercrime", "cybercrime", "computer crime", "computer-related crime", "hitech" crime," "technology-enabled crime", "e-crime", and "cyberspace crime" are often used in place of one another and also interchangeably. The definition of Cybercrime may be better understood as a general-umbrella word covering different sets of activities such as online child exploitation, state sponsored hacking and theft of hardware /software. Some of these crimes can also be classified based on whether a computer is used as an instrument, target or even incidental to a crime [START_REF] Smith | Cyber criminals on trial[END_REF].

• Cyber-Attack:

This refers to unwelcome attacks to achieve unauthorised access to information, in order to steal, expose, alter or destroy [100]. In addition to cybercrime threats, cyber-attacks are associated with cyber warfare or cyberterrorism, such as hacktivists. Generally, motivations vary, and as such, there are three main categories: criminal, political and personal [100].

Criminally motivated attackers pursue financial gain via theft of money, theft of data or seeking ways to impact and cause business disruption. Likewise, the personally motivated, such as disgruntled employees, may opt to pursue financial gains, data or a business continuity disruption, but in this case it may take unforeseeable perspectives such as seeking fun, achieving street credibility online, or even capability testing reasons. However, the most common aim is to usually seek retribution and settle scores of some sort. Socio-political motivated attackers may be for the reason of attention-seeking and publicity, which may result in making their attacks known to publiclywhich is also known as hacktivism. In addition, other forms of motivation for cyber-attacks may include cyber-espionage, spying, intellectual challenges, games with other treat actors and even state-sponsored assignments [100].
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• Cyberterrorism:

Cybertrerrorism as intended by [5] to undermine the cyber infrastructure with the aim of inflicting fear and causing panic. Cyberterrorism is usually a premeditated and politically motivated attack on cyber infrastructure [4] & [101]. The U.S Federal Bureau of Investigations (FBI) refers to cyberterrorism as a form of cyberthreat that is specifically designed to cause harm [101]. In other cases, many cyber experts consider cyberterrorism when it eventually results in the loss of lives or physical harm, directly or indirectly via the process of causing damage to critical infrastructure with the aid of IT tools and equipment. Thus, some of the possible target of cyberterrorism include power plants, health facility equipment, military bases, banking industry, water industrial control systems etc.

Cyberthreat actors make use of these cyberthreats to gain control of computers, networks, and other aspects of the cyber infrastructure. This is done with the aid of certain methods for execution, which include:

• Malware:

Malware is also known as a short form for representing 'malicious software. This is a file, code or software that infiltrates via infection, to explore, steal or perform virtually any required actions by cyberthreat actors [START_REF]Malware | What is Malware & How to Stay Protected from Malware Attacks[END_REF]. With malware coming in so many forms and variations, its objectives are mainly to provide remote access for a cyberthreat actor to use, deliver spam from the infected machine to other unsuspecting targets, investigate the infected user's local network and other connected peripherals on the network, and also exfiltrate sensitive data [START_REF]Malware | What is Malware & How to Stay Protected from Malware Attacks[END_REF]. Generally, malware is an umbrella term used to describe viruses, trojans, spyware, ransomware, botnets and adware.

• Virus:

Viruses are types of malicious codes or programs developed to change the way a target operates and devised to spread from one target to another. Viruses operates by attaching itself to a legitimate program or document that supports macros in order to execute its code [104]. Thus, possessing the ability to cause unexpected or destructive effects, such as damaging the target program, corrupting or destroying data.

Once a virus has successfully attached to a program, file, or document, the virus will lie dormant until circumstances cause the computer or device to execute its code. In order for a virus to infect your computer, you have to run the infected program, which in turn causes the • Trojan:

The Trojan horse attacks or trojans are a type of malware that uses the deception technique by using social engineering to pretend as other things to make unsuspecting users into running superficially nonthreatening executable programs that hide malicious ulterior motives [START_REF] Malwarebytes | Trojan Horse Virus | Trojan Horse Malware | What is a Trojan Virus[END_REF].

Even though trojans are technically not viruses, rather a distinct usage of malware. Viruses and worms are rather different as they need to be attached to certain files or programs, or even selfreplicate, but trojans aren't dependent on other programs, depending on the cyberthreat actor's intent. Trojans can be like a Swiss Army knife malware as they usually act as a bit of standalone malware, or as a tool for other activities, such as conveying potential payloads, collaborating with the cyberthreat actor at a later time [START_REF] Malwarebytes | Trojan Horse Virus | Trojan Horse Malware | What is a Trojan Virus[END_REF].

• Spyware:

Spyware is a category of malware, that is malicious and developed to intrude a target to gather data about the target, and forward it to a third-party without any consent [106]. Spyware are also legitimate programs that monitors target's data for commercial purposes like advertising, usually by big social corporations. Though, malicious spyware is plainly used to profit from stolen data, spyware's surveillance action leaves targets vulnerable to data breaches and data misuse [106].

All spyware peeks into your data and all your computer activitywhether authorized or not.

However, many trusted computer services and applications use "spyware-like" tracking tools.

As such, the spyware definition is reserved mostly for malicious applications nowadays.

Malicious spyware is a type of malware specifically installed without the target's consent by first infiltrating through an app install package, malicious website, or file attachment. Then is proceeds monitor and capture the data through keystrokes or screen captures [106].
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Consequently, it proceeds to revert and send the retrieved data to the author, which can now be used for sale or other purposes.

• Ransomware:

Ransomware is a form of malware that encrypts a victim's files and folders, as the attacker then proceeds to demand for a ransom from the victim in order to restore access to the files after acknowledging receipt of payment [START_REF] Fruhlinger | Ransomware explained: How it works and how to remove it[END_REF]. Target victims are provided with step-by-step instructions on the methods of payment of the fee to get the decryption key, which ranges from a few hundred dollars to thousands, to be paid to cyberthreat actors.

In the evolving world of IT and cybercrime, several vectors of delivering ransomware are constantly being developed and improvised. One of the most popular delivery methods is an instance where malicious attachments are sent to targets via email, and once downloaded and opened, it is then executed and infected. Some other, more aggressive forms of ransomware, like NotPetya, exploit security holes to infect computers without needing to trick users [START_REF] Fruhlinger | Ransomware explained: How it works and how to remove it[END_REF].

At the end of the process of ransomware infections, files are not able to be decrypted without a mathematical key known only by the cyberthreat actors. The user is presented with a message explaining that their files are now inaccessible and will only be decrypted if the victim sends an untraceable Bitcoin payment to the attacker.

• Adware:

Adware is also referred to as advertisement-supported software. This aids in generating revenue for its creators by automatically producing adverts on your screen, usually within the context of a web browser [108]. Adware usually pops up in computers, but can also affect other devices such as mobile devices, thus extending its reach to even more targets. In addition, some types of adware are may prove to be harmful, in cases where backdoors are created for the opportunity to launch proceeding malicious programs [108]. Majorly, adware causes targets some kind of level of irritation in the form of pop-ups and surprising advertisements, which usually finds its way to targets via free software installations with attached adware. More so, it can affect targets by means of an available vulnerability present in existing installed software that cyberthreat actor exploit.

In essence, these methods by which cyberthreat actors use for execution, require a means of delivery to which it reaches the required target. These processes of delivery include:

1.0 CHAPTER 1: INTRODUCTION • SQL Injection (SQLI):
This is also known as SQLI (Structured Query Language Injection), which is a delivery attack vector that leverages on the use of malicious database code for backend databases to manipulate or access unauthorised data.

The impacts of an SQLI attack may be very harmful, and may result in the unauthorized viewing of user lists, the deletion of entire tables and, in certain cases, the cyberthreat actors gaining administrative rights to the main source database, all of which are highly detrimental to an organization [START_REF]What is SQL Injection | SQLI Attack Example & Prevention Methods[END_REF]. With impacts resulting in majorly loss of control and loss of stakeholders' data and trust, other sensitive data may also be lost due to this form of attack delivery, which mostly affects website with backend databases.

• Phishing:

This refers to the use of fraudulent e-mails and web pages/sites that look very similar to the legitimate and original websites in order to commit financial fraud [110]. It also involves cyberthreat actors masquerading as another entity or person in email or other forms of communication, while distributing malicious emails, links or attachments that can perform a variety of functions. Depending on each case, some of these links extract login credentials or account information from targets, as it is far easier to trick someone into clicking a malicious link in a seemingly legitimate phishing email than it is to penetrate or bypass a target's defence mechanism. Usually, a target will receive an email or a message that supposedly from a known contact or organization, carrying along a malicious file attachment, or through links connecting to malicious websites [START_REF] Searchsecurity | What is Phishing? How it Works and How to Prevent it[END_REF]. However, the main aim is to deliver and install malware on the target device or redirect targets to a fake website set up to trick them into divulging personal and sensitive data, such as passwords, login IDs or credit card data.

Generally, phishing emails may not be professionally written, but cyberthreat actors still deploy the same techniques as well.

• Man-in-the-middle Attack: The man-in-the-middle attack (MitM)

A MitM attack is a general term describing the actions of cyberthreat actors intercepting communication between a stakeholder and an application. This usually in the form of eavesdropping or to impersonating one of the parties, making it appear as if a normal exchange
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of information is underway [START_REF]What is MITM (Man in the Middle) Attack | Imperva[END_REF]. The aim of the MitM is to steal sensitive information, such as login credentials, account data and financial data.

In MitM, it typically involves three parties including the target, the entity/application in which the victim is trying to communicate with, and the "man in the middle," which is the cyberthreat actor intercepting the communications [113]. It usually initiates from receiving an email that appeared to be from your legitimate source, asking permission to log in confirm your contact information. Just by clicking on the attached link in the email redirects the target to a seemingly original website, where all actions are recorded and sent to the cyberthreat actors.

• Denial-of-Service Attack (DoS):

A DoS attack refers to a form of cyber-attack to shut down a target's on-going process mechanism (which may be a computer system or a network), rendering it unavailable to its stakeholders and users [START_REF]What is a denial of service attack (DoS) ?[END_REF]. This is carried out by overflowing the target with enormous traffic, that is above its capacity, causing it to suspend its services or eventually crash. The aim of the DoS attack is to deny its users the ability to have access to the service or resource, at a level which is expected.

Nonetheless, DoS attacks do not usually end in the theft or loss of significant information, they can cost the target a significant amount of time loss and efficiency which. May be harmful in the larger landscape of business continuity.

Distributed denial of service (DDoS) attacks are a subclass of denial of service (DoS) attacks that involve multiple connected online devices, working in unison to launch simultaneous DoS attacks to overwhelm a target website with bogus traffic [START_REF]What does DDoS Mean?[END_REF]. Peculiarly, DDoS attacks cause far more disruptions than DoS attacks, in a larger scale and for longer periods.

With the application of all these types, methods, modes of execution, and processes of delivery in place, and successfully applied in the real world, there have been certain aspects that have been making waves in the cyberthreat landscape. Some of these event aspects and techniques that have been identified which are applied in the course and context of this research include:

• Romance Scams: Usually involve the luring method of cyberthreat actors to attract vulnerable targets with the use of love charms, relationship promises, financial bait promises. This is mainly carried out with targets online via emails or other social media platforms in the beginning, which later on escalates to other platforms for better the attachments triggers the Dridex to execute and infect its targets.

These concepts discussed provide the basic concepts for the introduction to cybersecurity and its applications. This helps to ease the technical understanding of the concepts applied in the thesis.

The Information Security Triad:

The cybersecurity goal is to safeguard the confidentiality, integrity, and availability of its cyber infrastructure, dependencies and its processes. This is the main reason why security policies aim to limit and encourage certain categories of practices to maintain the optimum level of processes and performance [120]. Although cybersecurity focuses on protecting cyber assets from cyber-attacks, information security is a superset of cybersecurity that includes physically securing information assets in to particular principles. In turn, these principles are called "The CIA Triad" for short, representing Confidentiality, Integrity and Availability respectively [START_REF] Brathwaite | What are the 3 principles of Information Security? -SecurityMadeSimple[END_REF]. refers to safeguarding and ensuring access to certain information is only carried out by authorized users only [START_REF] Brathwaite | What are the 3 principles of Information Security? -SecurityMadeSimple[END_REF]. It generally provides a control to the accessibility of information to stakeholders, by limiting the amount and type of information according to the level or category of stakeholders. This provides a layer of check and security with the use of identity access management, strong user credentials and encryption to ensure the right users access the required information. As such, this prevent the chances of access to information by unauthorised users or stakeholders.

Integrity:

Integrity refers to the process of maintaining data in its correct state without the ability to improperly modify it, maliciously or accidentally. When the protection of access to information by unauthorised users is compromised (confidentiality), this may result in information being modified by these unauthorized people. This, in turn, compromises the accuracy and trustworthiness of the information, which is its integrity. The modification of information by someone that isn't authorized to do so, whether it was someone inside the company or outside, has tampered with the information's integrity [START_REF] Brathwaite | What are the 3 principles of Information Security? -SecurityMadeSimple[END_REF]. For example, a nurse sends a document to be examined or reviewed by the doctor or surgeon in a hospital, and a cyberthreat actor intercepts and increases the age or adds a disease to the report. This compromises the integrity of the report which may lead to a wrong diagnoses. In any case, there is a need to have the means of detecting any document modification (maintaining integrity) which is implemented in most information sharing platforms that enables the process of trusting the document's integrity.

This concept refers to process of ensuring accountability in terms of processes and actions performed, by tracking and recording each process or action as it is carried out [b]. This ensures accountability across board with real-time and digital evidence of all processes performed by account logging and monitoring, digital signatures and use of read receipts.

The combination of the CIA triad with non-repudiation make up the 4 main principles of information security. These are majorly important to mention, as their applications and usage are applied in Chapter 4 in detecting the category of impact on the cyber infrastructure. Also, its application in Chapter 5 for determining the category in which each test is categorized in terms of how the attack vectors affect the general functioning of the processes and physical cyber infrastructure.

1.0.6 Resilience:

Resilience generally, has an evolving range of definitions that has attracted a lot of research interests and policies into ways to promote resilient systems. Resilience is a popular yet often a misunderstood concept, but with differences in opinions across many professional disciplines with different point of views and complex concepts. For such reason, a range of definitions from different literatures are reviewed.

Firstly, the ecologist C.S Holling, who is considered to be the first to provide a system-level definition of resilience by many, defined Resilience as "a measure of the persistence of systems and of their ability to absorb change and disturbance and still maintain the same relationships between populations or state variables" [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF]. After this revelation, others have also defined

Resilience in certain specific sectors or domains as well.

In a socio-ecological context, resilience is the ability of a system to maintain its identity in the face of change and external shocks and disturbances. Components of the system, the relationship among these components and the ability of these components and relationships to maintain themselves constitutes system identity [9]. Furthermore, it is a measure of the persistence of systems and their ability to absorb change and disturbance and still maintain the same relationships between populations or state variables [10].

According to the Stockholm Resilience Centre, Resilience is the capacity of a system to deal with change and continue to develop [START_REF]What is resilience?[END_REF]. General Resilience can also be defined as "the ability of a system to resist, absorb, recover or adapt to disturbances and diminish the consequences as well as to recover quickly and effectively" [12]. Another definition of Resilience, as 1.0 CHAPTER 1: INTRODUCTION described by Hollnagel, is "the ability of an organization to react and recover from disturbances at an early stage with minimal effect on its dynamic stability" [START_REF] Hollnagel | Resilience Engineering: A New Understanding of Safety[END_REF]. [START_REF] Jackson | Towards a Method to Describe Resilience to Assist System Specification[END_REF] defines resilience as a combination of avoidance, survival and recovery and considers brittleness as the opposite of resilience.

Moreover, from a different point of view, in terms of an organizational Systems, it can also be defined as the ability recognize and adapt to handle perturbations that call into question the model of competence, and demand a shift of process, strategies and coordination [START_REF] Hollnagel | The Fukushima Disaster: Systemic Failures as the Lack of Resilience[END_REF]. Another definition in an organizational sense is the organizations ability to recognize threats and hazards and make adjustments that will improve future protection efforts and risk reduction measures [START_REF]CRITICAL INFRASTRUCTURE RESILIENCE FINAL REPORT AND RECOMMENDATIONS[END_REF].

In disaster research, resilience in practice is considered as a double adaptive processboth as an entity coping with the unexpected or unplanned, and as a phenomenon that shifts along a core value ladder during pressure regarding both fundamental objectives, functions, resources, structure, and system boundaries [START_REF] Lundberg | Systemic resilience model[END_REF]. Also, resilience may be characterized as being both behaviours of pro-active and re-active, suggesting a need for some requisite imagination and interpretation. In the 'SyRes Model' developed by a merger of Lundberg and Johansson [START_REF] Lundberg | Systemic resilience model[END_REF],

they compiled different conceptual models from disaster and crisis response resilience that departs from the idea that the activity of coping with an unwanted event. This can be seen as a downward spiral that activates certain basic resilience functions (anticipation, monitoring, responding, recovery, learning and self-monitoring) and their associated strategies. More examples of how resilience definitions are applied in the real world, and in different scenarios reviewed in order to help understand more of how a system can cope with disturbances. In other medical practice fields where resilience is applied, such as psychology and psychopathology, interdisciplinary definitions have evolved over time. According to the 1.0 CHAPTER 1: INTRODUCTION [START_REF] Southwick | Resilience definitions, theory, and challenges: interdisciplinary perspectives[END_REF], resilience is defined as the process of adapting well in the face of adversity, trauma, tragedy, threats or even significant sources of stress. A psychological pathologist Dr George Bonanno also defined resilience in the field of psychopathology as a stable trajectory of healthy functioning after a highly adverse event [START_REF] Southwick | Resilience definitions, theory, and challenges: interdisciplinary perspectives[END_REF].

On the other hand, resilience emphasizes a system's ability to anticipate and absorb potential disruptions, develop adaptive changes to accommodate within or around the system, and establish response behaviours aimed at either building the capacity to withstand the disruption or recover as quickly as possible after an impact [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF].

In the context of infrastructure, which explains resilience in a different and important perspective, resilience is the ability to reduce the magnitude and/or duration of disruptive events which depends on its ability to anticipate, absorb, adapt to, and/or rapidly recover from a potentially disruptive event [START_REF] Berkeley | A Framework for Establishing Critical Infrastructure Resilience Goals[END_REF]. It may also be defined in terms of critical infrastructure as a series of coordinated planning across sectors and networks for responsive and timely recovery measures, as well as the development of an organizational culture that has the ability to provide minimum level of service during interruptions, emergencies and disasters, and return to full operations quickly [START_REF] Marczuk | Australia's Approach to Resilience[END_REF].

All these definitions suggest that resilient systems are able to manage disastrous situations, and as such, relating it to systems already in place in terms of the cyber space resilience and the term "Cyber resilience" coined.

Adopting the Resilience Definition:

In the context of this research resilience has to be considered in terms of the application of resilience and how the structure fits in terms of implementing the definition in the cyberresilience scenario, as well as how it will adapt with a more specific scenario of the thesis. The following are some of the definitions that may be adopted, in the meantime:

Resilience may be defined as a system's ability to anticipate and absorb potential disruptions, develop adaptive changes to accommodate within or around the system, and establish response behaviours aimed at either building the capacity to withstand the disruption or recover as quickly as possible after an impact [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF]. Comparing this definition of resilience with that of

McCarthy JA, who defined resilience as the ability of a system to recover from adversity, either back to its original state or an adjusted state based on new requirements; which requires longterm effort and re-engineering fundamental processes both technical and social [START_REF] Kates | Sustainability science[END_REF]. Hence

shows that resilience according to [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF] starts from pre-event planning in terms of anticipation
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of any disturbance to the response and recovery processes, while according to McCarthy which views it from a critical infrastructure point of view, starts mainly in response to a disturbance or event, and adapts accordingly as well as planning for future occurrences.

Cyber resilience:

According to the 2012 World Economic Forum meeting in Davos, Cyber resilience hasn't only been an area of importance to businesses, societies and individuals, but as a concept that has attracted recognition and importance as well [START_REF] Www | Partnering for Cyber Resilience, Risk and Responsibility in a Hyperconnected World -Principles and Guidelines[END_REF].

Even though the cybersecurity concept is now used extensively in the information security practitioners, politics, and businesses, cyber resilience as an academic research subject is at an infancy stage. Thus the importance of fully understanding the concept in relation with traditional resilience and cyber security as well, reviewing earlier attempts to define these concepts.

This concept of resilience (as mentioned previously) combined and implemented in cyberspace refers to the concept of Cyber resilience. The U.S Presidential Directive 21 (PPD-21): Critical

Infrastructure Security Resilience defines resilience as "the ability to prepare for and adapt to changing conditions and withstand and recover rapidly from disruptions" [START_REF] Wold | Cybersecurity Resilience Planning Handbook[END_REF]. From a sectoral and organizational perspective, Cyber resilience refers to the ability to continuously deliver the intended outcome despite adverse cyber events. It also refers to the ability to continuously deliver the intended outcome despite adverse cyber events [START_REF] Report | Cyber Resiliency Engineering Framework Approved By[END_REF]. In this case, the terms from the resilience concepts explained the following points:

• Ability is considered at various levels, with different challenges, methods, and controls in relation to cyber resilience.

• Continuously refers to the intended outcome to be working even if regular delivery mechanisms fail after an incident or security breach, as well as restore the failed delivery mechanisms after such incidents.

• Intended outcome means the normal business processes or service delivery by an online/offline service or system.

• Adverse cyber events refer to any events that may compromise or negatively impact the CIA model (Confidentiality, Integrity and Availability) of systems.

While the main aim of cyber security as explained earlier, is to protect assets available in the cyberspace, cyber resilience focuses on higher levels of ensuring service-delivery and 1.0 CHAPTER 1: INTRODUCTION continuity. Consequently, a system is to be cyber-resilient when it is able to deliver effective service value, even in the face of adversity, and as result all efforts must take in to consideration the process in which the Health sector delivers its services, as the main goal of achieving this.

Figure 2c: Cyber resilience process [START_REF]The Rise of Cyber Resilience[END_REF] Also, any definition of Resilience and Cyber resilience to be adopted must contain the key words; Prepare, protect/defend, detect, respond and recover, as shown in Figure 2 above, in order to achieve the best possible results for the objectives of the thesis. According to [START_REF]The Rise of Cyber Resilience[END_REF] and Figure 2, 'Prepare' refers to the stage in which the organizations performs actions to strategize for the eventualities and different scenarios. The general assessments results are usually used as a basis to learn from past incidents, for a better planning process. Secondly, the protection and detection stages are usually implemented side-by-side in terms usage of incident data and alerts, as they deploy the use of technical measures for the general defence of the cyber infrastructure and its stakeholders. This is followed by the response stage, where a series of actions, manual and automated, are carried out in order to respond to the data passed on by the detection stage. Specific actions depend on the scenarios in which the data is presented, for better response results and handling. Finally, the recovery stage proffers general solutions to the overall data from all other stages of the cyber resilience life-cycle, in order to take all actions necessary to return to the normal functioning process and ensure process continuity. The thesis is based on the combination of qualitative researchwhere several data was analysed from a variety of resourcesand quantitative research which required careful experimental procedures with data capturing and analysis. This approach enables the examination of cybersecurity based on both documentary analysis, in which case reviews of relevant academic literature was performed to provide a solid foundation for the research and also advance the theoretical aspects of the cybersecurity frameworks. With the thesis being inter-disciplinary aligning the MFH medical responses to emergencies and the security implications to its cyber infrastructure, the use of resources from a variety of scientific origins with theoretical basis spanning different academic niches, with sociological, legal and geopolitical insights.

Thus, to efficiently select, identify, discuss and make a conclusion based on both the documentary research and experimental data, the use of a mixture of a primary research approach and secondary approach is used. This section expatiates more on the underlying research methodology by discussing the process used to answer the thesis research questions.

The thesis also consists of four main perspectives, which are the state of the art, the cyber resilience assessment, the After introducing the thesis perspectives, the Figure 3 above shows a summarized methodical process in which the research followed, with linkage from state of the art, to the scenario engineering of emergencies. Furthermore, it also shows linkage to the context of healthcare facilities, and to the final contributions to the general body of knowledge. As a summary figure of the thesis research process, it shows how the research starts with in-depth background study on cybersecurity and resilience concepts, which gives rise to the convergence of cyber resilience. With this Convergence, a relational approach to assessing cyber resilience in terms of the scenario to be set and the context for which the contributions would be produced, is shown.

In addition to the general body of the thesis, the research also digs in to the historical data of traditional Hospital's Cyber Security usage, implications, implementation progress, policies, regulations and strategic action plan. This is with regards to both the mobile field hospitals and general Health Sector's Systems. Another supporting source of data for the research will include extensive desk research through the different published and unpublished materials.

This also includes the French Government Health Sector Publications, the French Mobile Field Hospitals which is also called the "Element de Security Civile Rapide d'Intervention Medical" (ESCRIM), other NGOs and United Nations' Publications.
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The issues explored using the secondary research method, with the use of structured questionnaires, document reviews, focus groups and interviews, include:

• A review of Cyber Security education and personnel development in the Mobile Field Hospital and generally the Health Sector systems in France.

• A review of the strategic position of French Cyber Security policy within the global context of Cyberspace and its implementation in securing the Mobile Field Hospital Systems currently in use.

• Details covering investment, penetration, and application and usage of Cybersecurity tools in the protection of the Mobile Field Hospital categorised as part of the Health Sector's National Critical Infrastructure.

• Details of French MFH Cybersecurity infrastructure with respect to third party devices and systems that have been implemented or deployed to be used in the mobile field hospital's infrastructure or with patients.

Additionally, the following French MDAs are selected for data collection used in the thesis: Equally, demographic data such as level of Cyber Security awareness, response and investigations is gathered and analysed within the specified data collection points, and within the scope of the research.

1.1 I.T in Healthcare:

In an increasing world of digitization and usage of digital devices and data, there is an emergent acknowledgement that the use of information technologies (I.T) is crucial in the health sector.

ICT is critical to guarantee the effectiveness of the healthcare amenities and to improve its usage of health systems. With precautions to secure personal privacy, analyses of Health data which are contributors to research and health awareness. Deployment of eHealth, Electronic health records (EHR), and Electronic Protected Health Records (ePHI) also improves the ability of healthcare service providers to plan and deliver care services in order to supports the devolution of healthcare systems. With the gradual recognition of the importance of eHealth, organizations are progressively developing policies, tactics and frameworks for its development [START_REF]eHealth -ICT Application in Healthcare | International Social Security Association (ISSA)[END_REF].

In hospitals and other healthcare facilities, the applications and solutions are now implemented in the Healthcare systems, in terms of their technological, social, organizational dimensions. A survey of the present status in relation organizations and Government covers the leading countries in ICT-based developments in these sectors [START_REF] Furdu | ICT Applications and Solutions in Healthcare[END_REF]. The authors present the most important solutions regarding the implementation and administration of a wide range of applications, with certain issues concerning EHR), pharmacy and e-prescription systems, administration of patient and payment solutions, intensive-care unit systems, homecare and telecare applications, radiology and laboratory information systems, and bioinformatics outlined. Up and running ICT projects according to European Commission policies for health, ageing well, inclusion, and governance are also presented [START_REF] Furdu | ICT Applications and Solutions in Healthcare[END_REF].

These show that the level of aid and efficiency that I.T brings along to the healthcare sector improves its service delivery in many aspects of the industry.
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Conventional Hospital and MFH:

Conventional hospitals provide general healthcare services, as well as focus-based services that emphasize on diseases and conditions such as orthopaedics specialty hospitals. This comes with different units or departments that specialize in certain aspects of medical expertise ranging from emergency unit, to general hospitalization, to surgery, etc. The conventional hospitals are usually structures that are more permanent and static in terms of mobility, as they usually offer a wide range of services. A Conventional or traditional hospital, as a health care service provider has been defined in diverse terms as an institution involved in preventive, curative/ameliorative, palliative or rehabilitative services [START_REF]Cyber Attacks: In the Healthcare Sector[END_REF]. However, the definition provided by the World Health Organisation is quite comprehensive and exclusive, in which a hospital is defined as 'an integral part of the medical and social organisation which is to provide for the population complete health care, both curative and preventive; and whose out-patient services reach out into the family in its home environment. The hospital is also a centre for the training of health workers and for bio-social research' [START_REF]Cyber Attacks: In the Healthcare Sector[END_REF].

On the other hand, a MFH is a much reduced version of the conventional hospital. This is usually in terms of its mobilityin which has the ability to be assembled and dissembled easily and the healthcare services provided are much more less. This comes with different units or departments, separated in cells, that specialize in certain aspects of medical expertise ranging from triage, to hospitalization, to resuscitation, etc. With respect to its comparison to the conventional hospitals, it is more of a symbiotic relationship. Some MFHs depend on the conventional hospitals for complicated surgeries in mostly fields that may not be available in terms of medical competence, especially in rare cases. Also, MFHs may depend on conventional hospitals to get access to important EMR/EHR, as well as the need to later update the EMR database with data collected from the field back to the main database at the main conventional hospitals.

On the other hand, traditional hospitals also depend on MFHs to provide their services in times on critical need (disasters, wars, terrorists attacks, virus outbreak etc.), and to remote locations, due to its mobile capabilities, as well as time constraints.
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Cybersecurity in Healthcare

The evolution and growth of cyber-attacks with Commercial losses and Public operation disruption with the possibility of extortion aside, attacks may force Major critical sectors such as Hospitals to take actions on regulation, claims of negligence, with the inability to meet staff/patients contractual obligations leading to standing loss of trust. More so, attacks are highly unlikely to slow down, with new avenues surfacing, such as the cloud third-party migration of data that may cause harm due to the creation of an epicentre that may give misappropriation opportunities, health care systems are no different in terms of the vulnerabilities. With technical innovation, comes new dangers, with mobile phones, tablets and wearables becoming more targets and machine-to-machine (M2M) used globally, both privately and in healthcare, coupled with the evolution of the Internet of Things to Internet of everything, which will eventually be responsible for a boost in information misuse.

General Security Threats in MFH:

As the healthcare sector continues to evolve and provide life-critical healthcare services, the sector continues in improving the efficiency towards patient care and patient treatments. This is carried out with the aid and implementation if Information technology and new technology.

In turn, this opens up new avenues for cyber threat actors and criminals to explore the weakness in the cyber infrastructure of health sector by exploiting vulnerabilities that emerge with these new innovations. These new avenues leading to cyber vulnerabilities range from malware infections which compromises the integrity of the healthcare information systems and privacy of patients, to a more targeted distributed denial of service (DDoS) attacks that aim to cause major disruptions in the service delivery processes.

While other critical infrastructure sectors experience these types of attacks, the nature of the healthcare industry's mission poses unique challenges. For healthcare, cyber-attacks can have ramifications beyond financial loss and breach of privacy [START_REF]Cyber Attacks: In the Healthcare Sector[END_REF]. For example, a ransomware attack on a healthcare facility information system cripples the capability of the healthcare personnel to carry out critical services to patients. In addition, it also compromises the privacy of the patients, and exposes their EHR to external threats.
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1.2 Need for Assessment and Testing:

Cybersecurity in MFH and the healthcare sector in general, has become one of the significant threats in the healthcare industry [START_REF] Culbertson | Council Post: Increased Cyberattacks On Healthcare Institutions Shows The Need For Greater Cybersecurity[END_REF]. Thus, I.T experts must persistently aim to address healthcare cybersecurity issues, due to prevention of attacks and safety of patients and specific legislations such as the ones outlined in the health insurance portability and accountability act (HIPAA) in the United States laws. It also applies to the ethical commitment of the healthcare organisations and the MFH to help patients and the damage that healthcare security breaches can have on their lives [START_REF] Culbertson | Council Post: Increased Cyberattacks On Healthcare Institutions Shows The Need For Greater Cybersecurity[END_REF]. With these in mind, there is a need to assess and test the current security posture, in order to firstly know the current level of the MFH's cybersecurity posture, and secondly to prove that the current security posture is accurate. This will then provide a platform for more understanding of the threats, and vulnerable areas to which MFH needs to be improved to prevent any imminent of future security threats.

Need to Assess

The current atmosphere in terms of the protection capabilities of the MFH and other healthcare facilities, as compared to the increasingly-growing number of cyber-attack launched are enormous. Even though emergency events such as the Covid-19 outbreak has given birth to newer and evolved cyber threat actors, the number of cyber incidents reported in healthcare increased for the fifth straight year in 2020, jumping 42% [START_REF] Culbertson | Council Post: Increased Cyberattacks On Healthcare Institutions Shows The Need For Greater Cybersecurity[END_REF]. This also comprised of more than last year's data breaches of patients to increase to 62% from 2019 [START_REF] Culbertson | Council Post: Increased Cyberattacks On Healthcare Institutions Shows The Need For Greater Cybersecurity[END_REF].

With the protection capabilities of the MFH implemented without security in mind, the importantly pressing need for a well-structured cybersecurity infrastructure assessment is paramount to maintaining its full functionality of its services delivery and processes.

Need to Test

With the aftermath cybersecurity assessments of the healthcare sector and the MFH, this only limits its resilience to the current stance and capabilities in place to protect its cyber infrastructure. Hence, the introduction of Routine tests, physically and technically, in order to critically analyse the weakness and vulnerabilities of the MFH's cyber infrastructure. With cyber-attacks in 2020 being particularly brutal, data from the U.S department of Health and human services show that almost every month last year, more than 1 million people were affected by data breaches in healthcare service providing organizations [START_REF] Culbertson | Council Post: Increased Cyberattacks On Healthcare Institutions Shows The Need For Greater Cybersecurity[END_REF]. These unsettling figures serve as very good indicators of how cyber threat actors breach healthcare institutions,
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thus emphasizing the need to test the implemented security measures (if any) to improve the general resiliency of its cyber infrastructure.

SWOT Analysis as a method of Evaluation:

SWOT analysis is a method used to evaluate and identify the strengths, weaknesses, opportunities and threats of organisations or projects [31b]. This technique is one of the most popularly used methods in data-driven factors, both internally and externally, to extensively look at its major strengths and weaknesses. This technique was first created by Albert Humphrey in the 1960's [31c].

Generally, the implementation of Information technology in the MFH, the Hospitals, and the health sector as a whole has been solely to improve healthcare service delivery more efficiently and aid in accurately convenient planning procedures and management. Health information systems usually comprise of the health workforce and computer systems with medical devices and their interplay. But as it has impacted very positively in achieving its aim, so does the accompanying constraints it comes with, consisting some major and minor weaknesses in the system and or its implementation and procedures.

Using the SWOT analysis will aim to evaluate and highlight the strengths, weaknesses, challenges and the opportunities of the different IT infrastructure implementation embedded in a mobile field hospital, as summarized in Table 1 below. This method is used by analysts to assess and analyse systems or organization or individuals with specific objectives to try and identify the external and internal factors, both favourable and unfavourable [56].

This analysis is performed in detail in Chapter 2, efficiently implanting the SWOT analysis method of evaluating the major aspects of the thesis context. This is also followed by the review and description of evaluation analysis method and its results, including the provision of other options to the SWOT analysis. Chapter 3 specifies the problem addressed in the context of the thesis work and details the first contribution, the cyber resilience assessment model. With regard to the elements of the state of the art and the limits that have been highlighted, the chapter introduces the methodology and major frameworks reviewed, the model, and its adoption. In the case and chapter, the implementation approach used to develop an automated software based on the model is introduced. This implementation stage is quite technical, and even though simplified, it required some level of technical understanding of programming and database design concepts to fully understand.

Chapter 4 is dedicated to developing and performing the Cyber TTX, recording and collecting data from the exercise lessons in the form recorded reactions and processes. This is followed by analysing the data collected using different TTX data analysis methods.

Chapter 5 deals with technical activities of carrying out penetration tests on the MFH infrastructure. This highlights the methodology of the penetration tests, the setup, processes and the identified scenarios to be used. It also presents a scientific method of collating and analysing the results obtained to provide a tangible and numeric value to the cybersecurity posture.
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Chapter 6 offers an illustrated methodological summary of the thesis contributions approach, based on the MFH infrastructure settings and scenarios. A discussion is included on the contributions and limitations of our thesis, and the resulting perspectives and recommendations concludes the manuscript.

Conclusion:

This introductory chapter ushers in the general overview of the initial aspects of the thesis, starting with the introductions to the basics of cybersecurity in general. It then introduces the cybersecurity landscape of recent events affecting organizations across different spheres and sectors, with focus on its impacts on the infrastructural aspect as well is its stakeholders.

Furthermore, a realization of the main framework and scope of the thesis comprising of the research aim, the research objectives, including the primary and secondary objectives, as well as the main research questions. These will consequently serve as the guide for the research process in terms of the ways in which data is sourced and analysed to achieve answers to the research questions and objectives.

The chapter also introduced the definitions to some of the key concepts that are going to be used all through the course of the research process, within the context of the aims and objectives. In addition, the chapter also provided a linkage between the key concepts of cybersecurity and resilience, as well is the product-concept cyber resilience and its life cycle processes. The methodology which the research follows is presented in terms of the context and its proceeding contributions. This approach provides a stepping stone to which guides the research process, from the introduction, to the contributions and to the conclusion. In this thesis, the focus will be on the swinging along the French Mobile Field Hospital, with its modern-day understanding of both French and European security, as a direct consequence of actions and attacks in the last century faced by the respective healthcare service providers.

However, cyber threats are not static concepts that affect only the health sector and its infrastructure. Instead, it is a cross-sector issue, which makes it vital to link the understanding of both threat and security to situationsemergency and existentialin order to have clear views on both the evaluation procedures and its actionable results. The evaluation of the current stature (as-is) of the MFH as a subsector of the health sector provides a foundational pedestal, where the parameters used in deriving significant reconnaissance data can be valuable in the prevention stages.

This chapter serves as a key introductory aspect to the entire thesis, as it mounts the concepts of cybersecurity evaluation, in order to provide the groundwork in enhancing the understanding of the growing challenges. In this chapter, an outline of the key cybersecurity evaluation concepts and frameworks to institute the argument regarding the theoretical implementation of evaluation methods. This analytical footing is based the information collected through qualitative methods involving emergency response experts, academic medical personnel.

MFH

Mobile Field Hospitals (MFH) can be described according to the Farlex Dictionary, as the Hospital medical unit designed for the purposes of service provision and deployment in the field, which can be moved from place to place to meet up with the demands of certain situations such as emergencies, combat situations, disaster response purposes etc. [START_REF]mobile hospital[END_REF]. This Particular category of hospitals is unique due to its ability to be mobile in terms of transferring medical supply and medical services swiftly and still preserve the quality of services to a considerable standard. It may be transported via airplane, rail, tractor, trailer, helicopter sling, and is usually parachute-deployable.

Its set up requires a minimum of few minutes to deploy, depending on the size of the MFH.

Some MFHs may also have digital capability of management, in terms of managing the Electronic Medical Records/Electronic Health Records (EHR/EMR). This involves the use of tools such as computers/tablets, routers, barcode printers, barcode readers, electrical and network cabling etc.

In a nutshell, the major reasons for the application and deployment of MFH is to provide emergency medical services to remotely located areas, war-torn areas, terrorist attack areas, virus out-breaks, natural disasters or even provision to the less privileged citizens that lack access to basic healthcare services.

French MFH and other NGO's:

The French MFH, known as the ESCRIM (Element of Civil Security Response Medical Intervention), is a deployable field hospital of the French Civil Society. It is also made up of the Firefighters of Nimes and the Members of the Civil Security. According to its website 1 , it is part of the Institutional Response for international assistance for the benefit and request of the French Ministry of Foreign Affairs that works with other European relief detachments to offer Medical assistance where needed [START_REF]WHO ranks IDF field hospital as world's best -ISRAEL21c[END_REF]. Out of the 75 people that serve include personal ranging from doctors, pharmacists, nurses, logisticians, to the firefighters that take charge of medical explorations and the surgical centre [START_REF]WHO ranks IDF field hospital as world's best -ISRAEL21c[END_REF].

MFH Stakeholders:

The MFH consist of a variety of personnel for its operation, deployment, usage, and management. These personnel are identified to be Users of both medical, logistical and cyber assets and services, and include:

• Management which are usually Local Authorities, or foreign authorities depending on the mission with which the MFH is deployed. They are in charge of the general decision-making in terms of oversight.

• Administration is made up of Logisticians -Supply, medical equipment management, maintenance of power, water, energy consumption, HVAC (Heating, Ventilation & Air conditioning), that deploy and set up of the structure of the MFH.

1 https://escrim.org/

• Medical are trained personnel with knowledge of emergency response and are skilled in making use of the limited resources of the MFH to perform tasks. They include Physicians, Surgeons, Anaesthetists, Nurses, Anaesthetic, Operating room Nurses etc.

• Other personnel may include care-givers and local support from the host community that are directly involved in the activities of the MFH.

MFH Services and Sectors:

The MFH consists of various sectors or cells (appendix A-1), that provide their specific service, ranging from administrative service, to healthcare services. These sectors include:

• Administrative Reception Post that provides the source of data generation and collection of patients arriving or discharged, and is used as the central data access point for other sectors to access form different posts.

• Orientation Post that provide the basic medical preparation delivery.

• Medical Triage post used for the processing of patients, assessing and prioritizing the patients based on the type and urgency of the patients' conditions.

• Consultation care post used for patient examination and close in-depth discovery of the patients conditions and symptoms.

• Trauma Resuscitation post for patients resuscitation and recovery from emergency conditions.

• Radiography post used to examine the diagnostic scans and imaging of patients.

• Ultrasound post used to perform high frequency tests for live image capturing.

• Operating post used for carrying out operation procedures in requiring patients.

• Induction reawakening post used to perform the induction reawakening procedure for requiring patients.

• Hospitalization posts used to deliver care to patients admitted to be settled and accommodated for further medical attention and supervision.

• Isolation posts used to seclude patients that may have symptoms of communicable nature.

• Childbirth post used for pregnant mothers requiring medical attention for child delivery.

• Mortuary post used to keep and store the remains of the patients that lost their lives.

• Laboratory post used to carry out tests, required by other cells and sections of the MFH. The importance of IT systems in all facets of life cannot be over-emphasized, as almost all aspects of process-driven services are being digitized and taken over by I.T. These reasons, include making medical tasks easier, much difficult tasks that take time to be completed to be carried out faster, especially in cases of emergencies etc. Cyber Assets and technical equipment that are deployed in various MFHs may include, but not limited to the following:

• Reception workstation which is set-up with a Computer, a printer, and or a tablet, that is used to process and capture data of patients, and preparation of barcodes and tags.

• Local Area Network (LAN) used a base of internal network connectivity, for both the internet and intranet access from other cells the access the data from the database.

• Local Database Storage/Connectivity Server which is the central point from which all generated data is stored, and accessed by other cells via the LAN access.

• Router/Hub used for accessing and analysing any request for data packets to and from the local database and connectivity server.

• Barcode reader and printer used to print out hard copies of barcodes generated, as the reader is used to decode the barcode to readable texts.

• Barcode paper/Tags: these are documents or tags on which the barcode data is printed on, in form of paper bracelets.

• Storage devices used to store large amounts of data such External Hard drives, USB Flash drives etc.

• Internet connectivity.

• Access to EMR/EHR records/system which are login details to the local software used for managing the Electronic health records of patients.

• Emailsare the communication medium with which the users and stakeholders use for local/external communications.

• Network Connected medical devices that are connected to the LAN used for off-site monitoring.

• Stand-alone medical devices with open ports: are those medical devices not connected to the LAN, but have their ports misconfigured.

• Paper records/files which are the paper documents with important data (GDPR compliant) of the patients, usually stored as a backup to the HER software and database.

• HVAC and power refers to the heating, ventilations and air-conditioning system deployed in the MFH as an environmental control system.

• Patient medical records system OR Patient tracking system, stand alone and connected to the local network via Wi-Fi and cable.

All mentioned assets are assumed, in the context of this thesis, to be either connected to a LAN, the internet or are stand-alone systems with transferable memory or have connection options.

These may vary depending on the type of MFH belonging to a particular organization, but as it is in the ESCRIM. Also, the I.T systems help in introducing order in usually chaotic situations and enabled adequate utilization of scarce medical resources by always gathering information for tracking and presenting it to the external services as well as the command & control. They also help in managing the supply/demand chain of medical treatment and facilities continuity of care, and for logistics purposes as well.

It has also been established that paper records are also available, and are usually used as a first line of backup to the EHR/EMR software.

The Figure 3a, 3b and Figure 3c above illustrate the architecture of the MFH's IT infrastructure in terms of layer and entities respectively. Figure 3a shows the IT infrastructure in terms of layers, showing and grouping the assets according the related to accessing the MFH applications, the assets related to functioning and access to the network, and also assets related to data management and storage. On the other hand, Figure 3b illustrates various levels of the internal departments/cells in the MFH, and their corresponding IT assets deployed for specific purposes. These are also linked with the communication process between each of the cells and the central server and database. The Israeli IDF mobile field hospital is recognized as the leader in field medicine, emergency response and disaster relief, as it became the first field hospital ever to achieve a Type 3 rating 2 , according to a W.H.O scale [START_REF]WHO ranks IDF field hospital as world's best -ISRAEL21c[END_REF]. One of the factors considered in this ranking is the capacity to deploy new and emerging technofixes to boost their emergency response capabilities, as shown in the Figure 4, include the use of the following: • PACS -Patient archiving & communication system: which is usually an Open source PACS/K-PACS that is in combination with the digital x-ray machine distribution.

• WIISARD -Wireless Internet Information technology system which is used for medical and response in disasters, with external wide-range antennas.

• The use of all-in-one tablets used for data collection, retrieval, access to WIISARD, transmission to central archive and Database, and report generation feature.

Trends and Motivations

Review of recent Impacts of Cyberattacks in the health sector:

Generally, Healthcare technologies are equipped with the prospective capability to save and enhance lives. With the use of technologies ranging from the ones that provide processing and storage of EHRs, to medical devices that aid in the monitoring patients' health and medication delivery [START_REF] Dimitrov | Medical Internet of Things and Big Data in Healthcare[END_REF]. As it is traditionally standalone, many are now evolving to be integrated into the healthcare facility's network. In the case of US hospitals, there are currently 10-15 connected devices per bed [START_REF] Walker | Interoperability a must for hospitals, but it comes with risks[END_REF]. Unfortunately, these important innovations, however advantageous, introduces new cybersecurity vulnerabilities and challenges. As Cybersecurity's aim is concerned with protection of digital devices, networks and the information they contain from unlawful access and malicious disruption, there are growing concerns that the healthcare sector is not sufficiently secure. This has already resulted in a lack of medical information confidentiality [START_REF] Kruse | Cybersecurity in healthcare: A systematic review of modern threats and trends[END_REF] and integrity of data [START_REF] Ross | Rethinking Security through Systems Security Engineering[END_REF][START_REF] Solans Fernández | Shared Medical Record, Personal Health Folder and Health and Social Integrated Care in Catalonia: ICT Services for Integrated Care[END_REF].

Certainly, breaches in privacy, are still valid concerns even preceding the materialisation of electronic health records. However, the availability of these data and infrastructure delivers multiple potential avenues, the ability to be accessed remotely, whilst paper records historically would be secured within the vicinity of the hospitals. This makes them only accessible alternatively through physical breaches and attacks. According to past events, cases of missing traditional or paper records, or a missing laptop may have exposed an enormous number of patient data to a potential data breach. However, the availability of these data to be accessed with the use of emerging technologies increases the potential damages to affect millions of people [START_REF] Kam | The human risk factor of a healthcare data breach -Community Blog[END_REF]. As demonstrated by breach reports in the media, cybersecurity challenges and vulnerabilities are being exploited especially in the Healthcare sector, which is currently amongst the most targeted sectors. The reports emphasize the evolution of cyberattacks and the steady rise in medical identity theft -with millions of medical records stolen globally [START_REF] Filkins | Privacy and security in the era of digital health: what should translational researchers know and do about it?[END_REF][START_REF] Abelson | Anthem hacking points to security vulnerabilities of healthcare industry[END_REF][START_REF] Bell | Health Care and Cyber Security[END_REF][START_REF]Sixth Annual Benchmark Study on Privacy & Security of Healthcare Data[END_REF]. The intrusions may result from hacking, malware and insider threats.

Hacking is defined as unauthorised access to a computer system to gain information or cause disruption [START_REF] Williams | Cybersecurity vulnerabilities in medical devices: a complex environment and multifaceted problem[END_REF]. In addition, the insider threats are usually challenges that originate by chance, mistakes or methodical actions of stakeholder with access (e.g., by taking action in response to phishing emailswhich is a social engineering cyber-attack technique used in extracting user credentials or to launching a malware attack).

Recently some of the major breaches in the global health sector includes a cyberattack that potentially compromised medical records of 105,309 individuals at Boys Town National

Research Hospital in Omaha, Nebraska [START_REF]Boys Town hospital cyberattack affects records of 105,000 patients[END_REF]. One of the major attacks that swept the global health information systems was the malicious piece of blackmails software called the WannaCry that used the stolen NSA Hacking tool to infect computers, encrypt their files and demand bitcoin ransoms of hundreds of euros or more per computer [48]. This infected over 140 hospitals across the UK, and more over Europe. Another very serious case recorded in the US was the cyber-attack that forced the Lutheran Hospital in Fort Wayne Indiana to cancel all elective surgeries and re-directed all ambulances elsewhere, even though the IT staff managed to stop the virus, phones and computers were shut down as a precaution [START_REF] Spitzer | 5 most-read cybersecurity stories in[END_REF]. Another attack known as Medjack ("Medical Device Hijack") is an exploit that injects malware into unprotected medical devices to move across the hospital network [START_REF] Storm | MEDJACK: Hackers hijacking medical devices to create backdoors in hospital networks[END_REF]. worried about an imminent cyber-attack on their organization or instalment [51]. In terms of the amount of data ex-filtrated, a report from cloud security vendor Bitglass shows that the total number of records exposed 2018 at 11.5 million, doubling that of 2017 [51]. [51] also

shows that Healthcare organizations also take a longer time to identify a breach, averagely about 255 days from incident to discovery, making it the second longest for any industry.

In the case of breaches and attacks on MFHswhich are miniature versions of support healthcare facilitiesthere is very little or no cases of reported breaches that have occurred directly from or to the MFHs. Although most MFHs may be affected if the Traditional Hospitals are affected by such, being an independent sub-component in the thread of EHR/EMR transfer and privacy. Thus, this emphasizes the importance and the need to implement cyber resilience in MFHs. As a well-known saying in cybersecurity goes "As long as you have the slightest relevance, you WILL be attacked, if not already, but just a matter of when" 3 . Thus, for MFH especially those owned by Governments and well-known large corporate international NGOs, if they have not already been attacked without them even realizing, then it is just a matter of 'when' it will happen.

Furthermore, with no record of any form of analysis and assessment of the MFH's cyber infrastructure, it strongly expresses the immediate need for method with which the cyber resilience of the entire MFH can be used for the assessment of its current posture.

System Assessment

Why Assess:

Cyber-attacks have become the leading source of healthcare data breaches from 2015 [52], with other forms of attack such as malware infections and ransomware leading the way. As cyber threat actors continue to take advantage of sloppy security measures in place, to exfiltrate medical health records, deny access to health services or cause intentional harm, the last few 3 James Comey, Former Director of the Federal Bureau of Investigations (FBI) years the health sector has experienced a dramatic rise in the number and size of data breaches [START_REF] Bell | Health Care and Cyber Security[END_REF][START_REF]Sixth Annual Benchmark Study on Privacy & Security of Healthcare Data[END_REF][START_REF]Ransomware and HIPAA[END_REF]. Breaches usually end up in a financial loss, damage in reputation and or exposed/reduced safety of patients. The Ponemon Institute recently reported the average price (in the black-market) for each lost or exfiltrated and exposed healthcare record that has sensitive and confidential information as $380 (USD) [START_REF]Cost of Data Breach Study: United States[END_REF]. Hence, without any assessment in terms of its cyber resilience and readiness, such similar attack are bound to occur, as the MFH possesses critical and sensitive health data in-demand by cyberthreat actors.

These attacks have a devastating effect on both human and reputational images. As Risk continues to grow without the required cybersecurity mechanisms in place, the need for the evaluation of requirements and current security posture of the MFH is required. This is to adequately be aware of the instances and current capabilities in terms of its resilience to cyberattacks, and adequately prepare it for future planning in response these attacks.

Assessment Data Collection:

For assessments of the MFH cyber infrastructure and IT equipment deployed, structured and informal meetings with the MFH I.T personnel as well as questionnaires answered by selected and available stakeholders were used to build the base data for this section of the thesis. The questionnaire samples (appendix B1-B2) include questions ranging from the basic requirement for deployment of I.T equipment, to other specifications of the digital and medical devices, to basic cybersecurity mechanisms and practices involved in the MFH life-cycle. These form the basis for which the data collection process to be used for the assessment process begins, for as much accuracy in the final result as possible.

Analysis and Evaluation MFH Processes and Stakeholders:

This section of the thesis outlines the various techniques used in evaluating the stakeholders/people/users of the MFH, the processes, and the technologies deployed. These techniques include the use of the 'Strengths, weaknesses, opportunities, and threats' (SWOT)

analysis technique; and the use of the Stakeholder mapping technique. These evaluation techniques serve as a foundation to achieve the basic analysis of the MFH requirements and its current cybersecurity posture (as-is model).

SWOT Analysis:

As a method for gathering data, an interview questionnaire was prepared and used, answered by both technical users and non-technical users to provide both points of view. Also, a literature review on the general processes on the interactions and interplay between the stakeholders and the IT support infrastructure as well as the data transfer and communications. In addition, lessons learnt from a recent visit to an event that aims to simulate a real life scenario deployment of the MFH both in the real world and a simulated response was also taken into account in the delivery of input for the SWOT analysis.

The main aim of using the SWOT analysis is to form a basis and an effective baseline and foundation to analysing the impacts that deployment of IT has on the MFH, and how it affects its users, stakeholders and general workflow effectiveness.

Strengths:

The Strengths of the MFH are those attributes associated with the systems to achieve the aim of the deployment, and or improvements and effectiveness of the MFH. These are the internal characteristics of the system compared with other modern systems to visualize the relative strength, which include:

• Knowledge of data collection: Majority of users of the MFH (including Medical staff)

have a sound knowledge of the data collection and sharing methods. This usually entails the processes in which victims'/patients' data are collected and recorded for effective administrative purposes or otherwise, as well as the sharing of the data with different departments and stakeholders as required by the MFH's workflow from arrival to discharge points.

• Data collection Tools: Basic data collection tools are available on site for set up and maintenance by technical staff. These tools include the tablet system, the laptop PC, the barcode reader and generator, as well as connectivity.

• Reporting: A reporting feature is available on the software system implemented, in the form of a digitized document to replace physical paper reports for easy and fast access, storage and processing. This is usually to enable the MFH users and stakeholders to have access to more accurately generated and automated reports that follow the standard templates required for medical and other reasons.

• Report sharing: Reports generated can be received and used at the C&C (Command & Control) centre for usage by other stakeholders such as governments, Logistics etc. for planning of future MFH deployments.

• Computer Equipment: Computers/Work stations are available for a simple setup and usage, including a barcode setup for easy tracking and patient data retrieval by imitating the functions of a keyboard to save time and avoid mistakes. The IT staff usually has access to all tools required such as pre-installed operating systems, software and hardware devices to aid in the simple deployment in the MFH, faster and more effectively.

• Data storage: Data generated and reports are stored and retrieved from a central workstation and stored in a simple MYSQL database locally. This database helps in achieving the concept of automated centralization for the MFH in terms of ease of access to data and other resources required by its users and stakeholders.

• Network Availability: A simple network setup with WAN (wireless access network) is available for local access with the aid of the MFH's external antenna. Also, the availability of MFH-issued USB devices for transfer of downloaded data/reports for external use, and google Drive functions for sharing of data with other stakeholders.

• Connectivity: Limited or no internet availability in the MFH reduces the attack surface area to malicious intent, thus reduce the risk of any security incidents.

Weaknesses:

The Weaknesses of the MFH are the attributes associated with the system that are detrimental or may prevent from achieving the main aim of the MFH deployment. They are also internal characteristics of the MFH's system that needs to be addressed, and these are:

• Operational Policies: Lack of a good and well prescribed operational policies and standards of operating the MFH's IT infrastructure. Though the current IT policy is available, but it covers only the basics of operations, and lacks up-to-date operational guidelines, and security-driven basis.

• Data Collection: Medical devices deployed in the MFH generate data that is not efficiently leveraged for better decision-making, due to lack of homogeneity in collection. It is either not collected at all, or collected randomly, from random and different sources, at different times.

• Data de-centralization: The fragmentation of the patient medical records systems for collection different data from different departments of the MFH. Data from external stakeholders as well as internal stakeholders are sourced from different de-centralized source points.

• GDPR Compliance: The inadequate compliance to EU GDPR in terms of general data collection and sharing with the MFH stakeholders, when transferred, in transit or in storage in the MFH's MYSQL database.

• Knowledge of Data processing: MFH Users have very limited knowledge on efficient data processing, analysis and interpretation or utilization of data due to either insufficient training, increased stress levels of usage, poor work ethics towards IT systems, or understaffing. All of which may cause more attention to the medical aspects while creating an attention deficit in terms of the supporting the IT infrastructure of the MFH.

• Specialized Staff: Lack of dedicated and specialized staff for maintaining critical aspects of the MFHs IT infrastructure against credible and modern unforeseen threats that may jeopardize patients' data or health.

• Connectivity: There is very limited or no internet connectivity of the IT infrastructure available in the MFH, considering that largely prominent advantages of the internet in data transfers, communication, and decision making, it limits the extent to which data can be retrieved or shared with other MFH stakeholders.

• Access: Lack of access management in terms of both the MFH personnel or users allowed physically into the various departments of the MFH, and the software system access to certain data to certain users.

• Credibility of reports: Lack of credibility to generated reports by the MFH software, as there is no mechanism to ratify and confirm the reports which are downloaded manually and shared physically with possible mishandlings in the process as a whole.

• Network segregation: Several other stakeholders (such as NGOs) working in various facilities all having a separate network and infrastructure from the MFH, for data collection and reporting that may cause inconsistencies from lack of centralization or homogeneity.

• The general security of the data collection and tracking software itself, which has no option for a possible integrated upgrade/update mechanism available to meet up with rapidly growing concerns and the MFH user requirements as well.

• Maintenance: Due to extenuating circumstances (such as over-stressed staff or similar reasons) there is a poor maintenance culture of IT infrastructure in terms of its hardware and software and OS patch management, to be carried out regularly, which may possibly inconvenience some MFH staff involved.

• In-built security: The security of medical devices that have existing vulnerabilities and are still deployed in the MFH, and the grave effects of the USB stick for data transfer all accrue to a major cyber risk to both data and health of patients/victims in an emergency situation.

Opportunities:

These are mostly political, social, economic, technical, or legal conditions that assist in achieving the main aim of the MFH's deployment. They are also external elements and chances to make greater inputs to the MFH IT infrastructure. These include:

• Political Support: Political will to support and improve the service efficiency of the MFH program, consistently, by both the owners of the MFH and its hosts.

• Funding: Support and funding from more donors for more MFH manpower in terms of users/staff, maintenance and of hardware and software, and research to improve and strengthen service delivery.

• Awareness: General awareness in terms of educating and motivating the MFH users and stakeholders towards the impacts and importance of IT support structures, as well as its adverse effects and consequences when neglected.

• Updates: Capability to update the MFH's data collection, monitoring and tracking system while still maintaining a high level simplicity and usability to all users.

• Maintenance Culture: Good maintenance culture embedded in to the daily working of the MFH users, as well as a general IT situational awareness training to be carried out regularly.

• Digitization: Digitized access management and tracking of MFH users, and the data collected by all other users to improve the integrity of data.

• Reports: Report generation and sharing with an automated function can be a plus to the MFH's software, as well as a possible secure internet connection for more secure and efficient communication.

• Testing: A habit of checking medical devices and testing for vulnerabilities before deployment, in different scenarios by the MFH's IT staff.

• Network design: Expansion of the MFH's Network and segmentation, with limitation towards localized LAN wired.

Threats:

These are also mostly political, social, economic, technical, or legal conditions that are detrimental to the process of achieving the main aim of the MFH's Deployment. They are also external elements in the environment that may cause problems to the MFH IT infrastructure.

These include:

• Data sharing capability: Security concerns of newer and older medical devices deployed in the MFH, with its communication and data sharing capabilities still provide a vulnerable platform for exploiting the devices.

• Barcode: The data reading barcode technology used by the MFH users has security concerns in terms of its deployments, which may be used as a weapon for local exfiltration/destruction of data.

• Political Willingness: Political willingness to recognize the importance of the MFH's IT infrastructure and the data generated, shared, and stored may be compromised easily when there is none.

• Motives: Questioning the motives of any unforeseen threats, without preparing to deal with different life threatening and detrimental scenarios of the MFH and its assets especially in an already emergency situation.

• Awareness: Unwillingness to properly invest in awareness of MFH users and stakeholders, as well as adequate support in terms on infrastructure to counter any possible unforeseen threats.

Table 1: SWOT Analysis Matrix Summary

The SWOT analysis performed has highlighted the various strengths to which the stakeholders and users of the MFH possess. At the same time, exposing certain weakness of its infrastructure and processes, which can be used as part of the thesis to leverage in using the opportunities and threats for the assessments and penetration test data inputs.

Other options of State of the Art Analysis method:

Building on the SWOT method of analysis performed in Chapter 1, this provides an in-depth insight of the internal and external environment. This may not always prioritize results which can lead to an improper strategic action as suggested earlier in the first meeting. Thus, the need for another method of evaluation and analysis of cyber resilience in MFHs.

Stakeholder Mapping for French MFH (ESCRIM)

Stakeholder as a term has been in practice for the past 20 years, as most reviewed literature mostly laid more emphasis on individual stakeholder relationships with a certain organization as a focal point [START_REF] Mishra | Applications of Stakeholder Theory in Information Systems and Technology[END_REF]. A stakeholder basically refers to persons, groups or organizations that must somehow be taken into account by leaders, managers and front-line staff [START_REF] Bryson | What to do when Stakeholders matter[END_REF]. According to [START_REF] Bryson | What to do when Stakeholders matter[END_REF] a stakeholder can be 'any group or individual who can affect or is affected by the achievement of the organization's objectives'. These stakeholders have a direct relationship and dependency with each other depending on the context and or scenario, conceptually [START_REF] Andriof | Unfolding Stakeholder Engagement[END_REF].

Stakeholder identification and analysis:

Stakeholder mapping has proved to be very important especially in this ever growing interconnected global community. The need to critically identify and map key stakeholders in the French MFH in order to use the inventory to assess its capabilities and weakness as the research progresses, which was a combination of research and several discussions with experienced management of the French MFH with several perspectives in order to compare with the stakeholders listed earlier. As major stakeholders have already been identified, a review of the major categories from the research and discussions provided a more categorized list, as follows:

• Medical Staff (primary impact? In sense of quality of care)

• The ESCRIM Management • Logisticians • Command & Control (C&C)
• France EMT

• EMT C&C (With Dependents)

• National & Local Government • Patients/Victims • General Public/Host Community • Civic Societies/NGOs • Health Regulators • Media • Security & Intelligent Agencies • Suppliers • Law Makers (EU) • Legal Unit
Stakeholder Categories:

Stakeholders are divided into two main types -Primary and secondary stakeholders. These are expanded further as:

Primary Stakeholders: These are stakeholders of the MFH deployment that depend on the resources and services provided by and used for the achievement of the main aims of the deployment to the specific location. These stakeholders are also considered to be vital to the core deployment and service delivery in the MFH, as well as the more likely stakeholders that may be influenced/affected or by the likelihood or the result of a cyber event happening. These Stakeholder mapping is a way of determining which stakeholders have the most impact, positively or negatively, or the stakeholder that is most affected by the effort provided in order to plan for future engagements. This usually involves some parameter such as power/influence, or interest/importance. Other Considerations to be taken into account in categorizing the impact of the stakeholders as High, Medium or Low, in detail and in terms of influence or effect on an unlikely cyber event, include:

• Authorityfor Decision making

• Responsibilityfor facing challenges This will help in clearly providing information about critical aspects of the MFH, as well as its communication with all its stakeholders, as shown in Figure 5 above. This is in order to properly plan measures on how to maintain and tackle issues and possible scenarios from sources internally and externally. All stakeholders play a role in the efficient and successful deployment of the MFH, thus, stresses the fact that all stakeholders with both direct and indirect access to the MFH may/may not possess a certain degree of risk that might compromise its physical and cyber resilience.

Results of SWOT analysis:

From the matrix, the results and categorization of stakeholders into Importance Vs Influence table is to be carried out on low or high stages. Also, Stakeholder participation table is to be drawn as well.

From the above analysis matrix, it shows that in the unlikely occurrence of a cyber event, the Victims/patients, medical staff and the management are impacted the most, due to either their direct dealing with affected areas, or general management responsibility effect. On the other hand, the I.T staff and the Security/Intelligence agencies have more influence in cases of emergency response to cyber events due to a more technically inclined perspective and understanding of various I.T infrastructure deployed and from past events/experiences to support in the overall impact assessment and future actions.

In a nutshell, the organisational analysis of the stakeholders and its infrastructure carried out, may be theoretical and mainly focusing on the non-technical aspects of assessments. In this case, more research is carried out on the technical aspects assessments in terms of the existing cybersecurity assessment frameworks

Cybersecurity Assessment Frameworks

With security ratings providing a good way to show the level of cyber health of an organization, there is the need for a more standardized and industry-based process that adheres to the regulations and best practices [START_REF] Cisternelli | 7 Cybersecurity Frameworks To Reduce Cyber Risk[END_REF]. A cybersecurity framework can help in making long-term informed decision about the infrastructure's security posture. Some of the frameworks discussed and analysed in this section, highlight the applicable cybersecurity frameworks that best fit the health sector based on the MFH specifications and requirements.

Cyber Resilience Self-Assessment Framework:

The Cyber Resilience assessment methods, as a follow-up and complementary effort to the basic foundational assessment methods implemented earlier, including the SWOT analysis, the Ponemon Cyber-indicator. Other standardized methodology of assessing cyber resilience, as well as its maturity level which include both the main industry standard as well as scientific/academic methodologies are reviewed. • Cyber Resilience Core: Plan &Prepare, Detect, Absorb, Recover, and Adapt.

A. Cyber Resilience

• Items: Physical, information, Cognitive, and Social.

These metrics were developed from the afore mentioned partnership between the WEF, the Linkov Framework, the Global State of Information Security Survey (GSISS) from PriceWaterHouseCoopers (PWC) that collected information from 10,000 executives from different sectors in 127 countries globally. Thus the results were drawn from this, to develop a matrix to map with cyber resilience according the most answered data collected. Even though the data was quite massive, but a challenge encountered was that many organizations that usually collect cyber incidents' data do not publish it publicly due to issues of privacy and proprietary purposes, thus limiting more important data that could be applied [START_REF] Linkov | Resilience metrics for cyber systems Environment Systems and Decisions[END_REF].

In addition, limited data available may be due to the nature or type of cyber event, as there might sometimes be delays between the event's occurrence and its detection and reporting. In addition, some vulnerabilities may continue unidentified for quite a while with limited visibility especially when the use of dependencies on third party infrastructure is used. Hence this stresses the fact that possible weakness in the cyber resilience of organizations cannot be fully quantifiable.

Table 2: NIST Framework extract [START_REF] Nist | [END_REF] & MFH parameters

The NIST Published the framework that focuses on the utilization of an organization's business process to guide its cyber security activities [START_REF] Nist | [END_REF]. The framework also clearly explains that it is highly customizable to fit an organizations business process, thus making it more flexible

and not a 'one-size-fits-all' objective, as shown in Table 2 above. NIST leverages the use and adoption of already existing cyber security best practices such as ISO 27001/2, SP800-53, COBIT5, ISA 99 etc. [START_REF] Nist | [END_REF].

Considering that the concept of Resilience is a fairly new in the area of cybersecurity, the NIST framework has been widely used across sectors and governmental agencies as well. The categories of the matrix further explained, in terms of the Resilience component of Linkov et al's framework:

• Plan & Prepare: defined as a foundation to keep services functioning during a cyber event.

• Detect: defined as the immediate response and recognition of a cyber event to trigger response procedures.

• Absorb: defined as the continuation of services during a cyber event and to isolate/repel the event.

• Recover: defined as the process of returning back to normal services.

• Adapt: defined as the utilization of experience learnt from a cyber event to improve resilience for future events.

In terms of the rows and items identified in categories:

• Physical domain comprises of the physical resources, with the design capabilities.

• Information domain comprises of the data and data development with the physical domain.

• Cognitive domain comprises of the use of physical and information domains for decision making.

• Social domain comprises of the organization structure and communication in order to perform cognitive decisions.

Implementation: Possible scenarios:

For each cell in the matrix that seeks to measure cyber resilience of an organization, the interrelation and influence of each other aids in achieving the required results. Hence, depending on the scenario deployed, the parameters input in the framework shows the corresponding activities performed in each category and stage.

Table 3: NIST Framework implementation in MFH scenario across Resilience life-cycle

Tiers: From the Table 3 above, determining the organization's tier is often the second step in adoption. The tiers are a useful tool and they provide context on how an organization views cybersecurity risk and the processes in place to manage that risk. There are four tiers 4 :

4 NIST Cybersecurity Framework Tiers, updated December 2013.

• Tier 1 -Partial: This tier has organizational risk management processes that are not formalised, where the risks are being managed in a reactive manner or an ad-hoc manner. It also has limited cybersecurity awareness at its organizational level, as it has no organization-wide method of risk management established.

• Tier 2 -Risk-informed: This tier entails its risk management processes available and approved by management, even though its organisation-wide policy is not yet established. Also, this tier is aware of its role in the larger ecosystem, but has not yet formalised its external information sharing abilities.

• Tier 3 -Repeatable: In this Tier, there is already an establishment of an organisationwide method of its risk management, with policies and procedures being defined and validated. In the same vein, it has formalised its external information sharing abilities with its dependencies and partners.

• Tier 4 -Adaptive: This Tier adapts its processes according to the lessons learnt and other predictive parameters. It also has an established risk management method, as well as its information sharing abilities deployed effectively before an event occurs.

The tiers do provide a solid tool for organizational management to realistically evaluate the cybersecurity program and make rational, pragmatic, informed business decisions for improvements going forward. (Tier implemented in the excel sheet for NIST Maturity appendix B3).

The NIST framework suffices in most of the capabilities of adaptation to most organizations it is implemented in, but in many cases there are certain drawback and challenges that also comes with it. Some of these challenges include:

• Even though it mostly provides very high-level requirements that allows organizations to perform security assessment, the depth of the assessment is open to organizational interpretation and preference [117]. The assessments performed produce results that may have some undetected weaknesses, which provides the organization a false sense of its current cybersecurity posture and risk exposure.

• Its control categories (as shown in Table 2 and Table 3) provided with NIST are available, but the implementation to certain types and categories of organizations such as the MFH are difficult align as it is. This is because each control and its application to the attack vectors or risks is not specifically direct and clear on how the categories improve the assessment results, in the end.

B. Cyber Resilience Maturity Model: FFIEC Assessment tool:

Another Option is the direct assessment of the Cyber security maturity to determine the MFH's current State [START_REF]Cybersecurity Assessment Tool[END_REF] including both at the Organizational point of view as well as the technical point of view.

Its benefits include its ability the help in identifying factors contributing to institution's overall cyber risk, assessing the its cybersecurity preparedness and its alignment with its risks, and determining practices and controls that could be enhanced and actions to be taken. The process of determining the current state of preparedness represented in maturity levels across five domains, namely:

1. Cyber Risk Management and Oversight • Governance: which is made up of oversight activities, policy & strategy, IT asset management, governance of cybersecurity program.

• Risk Management: which is made up of a risk management program, risk assessment process, and audits to manage key controls of risk management.

• Resources: which is made up of Staff, tools, process of budget for staff experience and knowledge with respect to the MFH's risk profile.

• Training & Culture: which is made up of staff training and awareness programs, to cultivate a culture of risk prevention.

Threat Intelligence and collaboration:

This addresses the processes of effective discovery and analysis of threats, as well as information sharing both internally and with other third-party stakeholders. Its assessment factors include:

• Threat Intelligence: which is made up of the acquisition & analysis of information to identify, track and predict cyber capabilities, intentions, and activities that proffer options that provide possible solutions for better decision making.

• Monitoring and analysing: which is made up of the way the MFH monitors sources of threat and its analysis from different intelligence streams.

• Information sharing: refers mainly to the way threat information is shared within peers and forums and the process in which it is communicated with stakeholders.

Cybersecurity controls:

This addresses the practices used to protect infrastructure and information via continuous automated monitoring and protection. Its assessment factors include:

• Preventive Controls: which is made up of assets put in place for prevention of cyber-attacks, management of infrastructure, access management, end-point security, and secure development/coding.

• Detective controls: which is made up of controls for threat and vulnerability detection, abnormal/anomalous activity detection, with alert functions for cyber events.

• Corrective controls: which is made up of controls for resolving threats, vulnerabilities, and remediation of issues from results of vulnerability and penetration tests. • Connections: which is made up of monitoring and management of external connections and data flow streams with other third-party stakeholders.

• Relationship management: which is made up of due diligence, contracts, and monitoring of other activities that contribute to the MFH's cyber security program.

5. Cyber incident management and resilience: This addresses the aspects of identification and analysis of cyber events, with procedures on containment and mitigation, as well as prioritization and escalation of reports to assigned stakeholders.

It also requires the aspects of planning, testing and recovery of normal activities during and after a cyber event. Its assessment factors include:

• Incident Resilience Planning & Strategy: which is made up of series of planning and testing disaster recovery and business continuity plans, in order to minimize impacts or any disruption, and or destruction of data.

• Detection, Response & Mitigation: which is made up of steps to identify, prioritize, respond and prevent the effects of any cyber event.

• Escalation & Reporting: which is made up of communication of information to key stakeholders on the impacts of a cyber event, with the inclusion of other stakeholders such as health regulators, law enforcement, and patients as well.

After the identification of each domain, with its accompanying assessment factors, each maturity level also includes a set of declarative statements that shows the practices and processes that the MFH can perform to get desired outcomes.

This starts from a baseline maturity level and progresses to the highest maturity level, the innovative level. These maturity levels can be described as follows:

• Baseline: Baseline maturity shows the minimum expectations required by law and regulations or as recommended in guidance. It includes an evaluated guidance reviewed by the management, which is compliance-driven.

• Evolving: Evolving maturity shows a formal documentation of the policies and procedures that are not yet required, but are also risk-driven. It covers not only patients and users, but also its information/data assets and infrastructure.

• Intermediate: Intermediate maturity shows more details and formal processes and with validation and consistency with integration of risk management practices and analysis in to operational strategies.

• Advanced: Advanced maturity shows cyber security practices and analysis across the line of operations with automated risk management and continuous improvement of processes. Formally assigned risk decisions for accountability purposes.

• Innovative: Innovative maturity shows high level of innovation in users, processes, technology and the organization to manage cyber risks. The incorporation of newer tools and controls with real-time automated predictive analytics.

Implementing the Cybersecurity Maturity:

For each domain and maturity level, there is a set of declarative statements with the assessment factors. Components introduced aid in following common themes of maturity levels with similar declarative statements for easier assessment. An example to show the implementation of these, is shown below: Analysing Assessment results:

There can be a review of the MFH's risk profile in relation to its Cybersecurity Maturity results

for each domain to understand the alignment. To better understand the relationship between the cyber risk profile and the domain's maturity levels (even though there is no single expected level for any organization), as cyber risk rises, the Maturity level should also increase, as shown in the table below: Using this table to establish an inherent risk Profile, to establish target maturity level, and also to compare the actual maturity level with the target maturity level. There also has to be a determination of action items in order to fill the gap between the actual and the target. This process includes these components:

Inherent Risk Profiles -1. Technologies and Connection Types: Some certain connections and technology types pose a higher inherent risk depending on its connections, maturity, complexity. This may include the number of network service providers or any other third-party connections, hosted internally or externally. Some of these include; the use of wireless access, number of network devices, end-of-life equipment, and use of personal devices.

2. Delivery Channels: Certain services and products pose a higher inherent risk depending on the nature of the specific product or service implemented. This is because as Inherent risk increases, the difference and amount of delivery channels also increases. This addresses the options of products and services availability via online/offline methods. The FFIEC framework, its processes, parameters and inherent risk profiles of adapting different categories of input information to provide an assessment result is a good option for customisation. The only constraint is that it focuses on mainly larger organisational characteristics, with fully functional infrastructure implemented. This may not fully provide all the necessary and most accurate assessment result on its own, but may require the use of other frameworks in combination.

Online/Mobile

C. ENISA Cyber Resilience Assessment/Metrics:

Engineering and operational decisions to improve cyber resilience need adequate support from suitable metrics and assessment processes, as well as helping in providing a more in-depth understanding. Resilience metrics according to a dimension of domains or disciplines that are measured to express resilience. Metrics domains are group of metrics used for measuring the different aspects of the same resilience property (ENISA, 2011).

According to ENISA [65], Metric Taxonomies are grouped according to:

• Time with regards to an incident occurring (metrics that are usually active before, during and after an incident)

• Technical domain to which the metric belongs to (e.g. Authentication, physical security etc.)

• Other possibilities such as the security control objectives defined by standards (ISO/IEC 27001:2005) as defined in CIS security metrics:

The two-dimensional Taxonomy groupings, as proposed by ENISA, for organizing resilience metrics include:

Resilience metrics according to time dimension: which entails;

• Preparation phase: where resilience provisions are usually implemented to prepare the network/services to cope with challenges, thus measuring its preparedness.

• Service Delivery phase: where the network/service is operational and challenges are detected, thus, measuring the service difference level before, during and after the occurrence.

• Recovery phase: where the network/service is no longer at an acceptable level, thus measuring how fast the restoration process of services occurs.

The ENISA metrics Challenges :

The ENISA cyber resilience assessment metrics proffers favourable recommendations and advantages, but at the same time there are certain challenges faced in its implementations.

Challenges:

• Difficulty in finding a unified metric for different domains and components of resilience. (Systems Vs thresholds)

• Not a single acceptable resilience metric or Scenario.

• Security metrics are considered to be better defined, but far more difficult to measure.

• There is no general consensus on good practice and standardized and generally accepted metrics.

Overall, the NIST framework provides both its advantageous adaptive features in terms of data collection, representation and in-depth refencing of standards. Also the FFIEC framework and its inherent risk profiles presents adapting and different categories of input information to provide an assessment result for another good option for customised assessment. The ENISA cyber resilience provides its metrics system and standardised taxonomy in phases of time to adapt better in complex environments. The use of all these standard assessment t frameworks are to be based on the specific requirement of the target organisation, as well has its capability to adapt in to the parameter of the frameworks.

Conclusion:

This chapter reviews and discusses the various methods and techniques used in evaluating the MFH technological and cyber infrastructure by firstly re viewing its makeup and setup, and then analysing its current technical architecture. Furthermore, considering the current trends available in the health sector in general, as well as the possible motivations behind the cyberattacks. In addition, it discusses the various reasons for the need for assessing and evaluating the MFH, with the use of techniques such as the SWOT analysis and the Stakeholder-mapping techniques. These serve as a bedrock to review various cybersecurity assessment frameworks such as the NIST framework, the ISO 27001, and the FFIEC cybersecurity assessment tool, with the aim to carefully analyse their pros and cons in order to select the best possible method of evaluating the MFH.

With all the underlying challenges discussed, the trends in cyber-attacks on healthcare services, and the lack of cybersecurity capabilities in place, the need for the evaluation of the MFH's security infrastructure is paramount. This will enable the cybersecurity experts and other stakeholders to better prepare for planning and preparation of actions and mechanisms to be implanted. The evaluation of the cybersecurity posture of the MFH is peculiar due to infrastructural design and purpose of deployment, and as such, requires a more specific and custom approach to its evaluation processes. In many instances in healthcare, there is mostly a lack of understanding in the information and security risks and implications, due to its technical-level sphere in contrast with the medical field let alone knowing where to begin in terms of improvement of the cyber security posture.

The increasing number of healthcare assets that take advantage of the cyberspace to increase efficiency and convenience also leave them exposed to the public domain, and in turn vulnerable to attacks. In the main stream hospitals, there are several breaches that have occurred worldwide. Some of these have a very detrimental impact on the hospitals, and the stakeholders (e.g. patients), depending on the data or breach type. Also, these attacks usually fall under greyarea regulations, while others fall under some adequate regulations such as the European GDPR [START_REF] Mishra | Applications of Stakeholder Theory in Information Systems and Technology[END_REF].

To guide and protect the health sector's cyber space and usage, the United States Federal Bureau of Investigations (FBI) issued a warning indicating that "The healthcare industry is not as resilient to cyber intrusions as compared to the financial and retail sectors, therefore the possibility of increased cyber intrusions is likely." [START_REF] Bryson | What to do when Stakeholders matter[END_REF]. These might not fully apply to cases such as that of a Mobile Field Hospital (MFH) due to its nature and services especially in an emergency situation. This is because it is a healthcare subsystem of the healthcare sector and traditional hospitals. These emergency situations where the MFH is deployed to help render services in support of local medical facilities, which a cyber-secure MFH prevents a possible secondary emergency situation from occurring. Thus, the importance of protection of assets and personal data in the health sector, more than any other sector, should be considered. In France, according to [START_REF] Gurudutt | Cyber Security Framework for Healthcare (online) SogetiLabs[END_REF], this requires critical operators to reinforce the security of systems, but has been focused on Defence and National Security identifying cyber-attacks as one of the main threats to defence and security.

The developed research aims to provide the assessment of cyber resilience in the MFH deployed in an emergency situation with its cyber assets. After this brief introduction, a short description of the cyber resilience context for the cyber assets deployed is provided and its categorization as a Critical National Infrastructure in order to warrant its resilience assessment.

Methodology: Scientific approach to develop our model/CR assessment opportunities:

There exists research and a range of tools and frameworks to achieve cyber resiliency, and as a guide for other organizations to use these frameworks. Informatively, the Network and Information Systems Security (NIS) directive, being the first legal act of the EU to set up a global approach to cover the common minimum cybersecurity requirements to essential services. This allows for effective response to the challenges of security of network and information systems. Hence, the healthcare sector is included in scope operators that offer healthcare services in member states, with guidance on the implementation of certain security frameworks and capabilities [START_REF]1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across the Union[END_REF].

According to [START_REF]Trends in Security Framework Adoption: A Survey of IT and Security Professionals[END_REF], the adoption of at least one of the cyber security frameworks was found to be used, however, the healthcare industry encompassing the MFH, had the lowest adoption percentage (61%). For instance, the adoption of the NIST framework is expected to grow from 29% to 43% by the end of 2016. This survey also reported that 97% of respondents adopted the top four security frameworks including:

i. 

A. Major Frameworks

Implementation of the security assessment frameworks in a MFH also poses challenges in terms of the requirements for significant investments needed to ensure its complete implementation and conformance, while at the same time considering the assigned budget allocation to a subset of the healthcare industry to be deployed abroad. More so, the assessment frameworks mentioned earlier do not directly apply for implementation in a MFH Security Assessment scenario, as there are no direct payment platforms (PCI-DSS), with little or no internet connectivity (CIS controls), this rules out two of the major four security assessment trends, leaving the NIST Framework and the ISO/IEC 27001/27002.

The NIST Framework:

The NIST Framework aims to enable organizations to manage cybersecurity risks, especially in critical national infrastructure [START_REF]Content of Premarket Submissions for Management of Cybersecurity in Medical Devices: Guidance for Industry and Food and Drug Administration Staff[END_REF], [START_REF]Postmarket Management of Cybersecurity in Medical Devices: Guidance for Industry and Food and Drug Administration Staff[END_REF]. It establishes structure in terms of a hierarchy with five core functions to organize basic cybersecurity activities: Identify, Protect, Detect, Respond and Recover. Sub-categories represent specific technical or management activities or outcomes, with informative references to provide users with guidelines, standards and practices that are common in critical national infrastructure sectors. Its flexibility is the main reasons for its adoption recommendation in the MFH.

The ISO/IEC 27001/27002:

ISO 27001 provides controls for information security and focuses on stakeholders' information confidentiality, and maintains the integrity by preventing unauthorized access and modifications, and its availability to authorized personnel [START_REF] Allport | ISO 27001 vs NIST Cybersecurity Framework[END_REF]. This basically maintains the CIA Cybersecurity model (Confidentiality, Integrity and Availability), considering the MFH has quite a limited data stream and less connection of its cyber assets to the external networks or internet. Generally, ISO27002 and other standards included in the ISO 27000 family are considered to be supporting documents to the ISO27001 that provide guidance on its implementations [START_REF] Dionach | What is the difference between ISO 27001 and ISO 27002?[END_REF].

Specifically, for the MFH, adopting the ISO27001 section which is the ISO27799:2016 for Health informatics provides the guidance for its implementation. Considering the MFH as a repository of information or data, and deploying cyber assets for printing, generating, collecting and storing images and data (in storage or transit) over computer networks, this also qualifies a framework widely used by other healthcare organizations and possibly the MFH to ensure minimum security level is attained [START_REF]ISO 27799 ISMS for healthcare[END_REF].

B. Other Frameworks

The major frameworks they may not necessarily cover the requirements from most organizational cyber infrastructure and set up. Thus, as such, the exploration and extension of the research to other frameworks is an added advantage to support the major frameworks.

There are a large number of available cybersecurity risks and resilience assessment frameworks. These frameworks are designed and developed by several teams of experts over a span of time and resources to achieve specific needs resilience of the healthcare facility or organization. Some of these are in the form of either spreadsheet to be completed, surveys to be answered, or even automated software to provide a level or measure via a final report. Some of these frameworks are adopted to assess cyber resilience of a MFH, and its cyber assets include:

i. The CAT helps organizations to identify cyber risks and effectively determines its cybersecurity preparedness. It provides a measurable and repeatable procedure and guide to measure cyber security preparedness over a period of time [START_REF] Ffiec | FFIEC Cybersecurity Awareness[END_REF].

The process of determining the current state of preparedness represented in maturity levels across five domains include: (i) Cyber Risk Management and Oversight, (ii) Threat Intelligence and collaboration, (iii) Cybersecurity controls, (iv) External dependency management, and (v)

Cyber incident management and resilience.

According to the FFIEC, CAT guidelines on the implementation of Maturity levels, each of the above domains contains assessment factors and components that describe activities to support each factor at each maturity level, as illustrated in Tables 34.

Using the data collected from the background questionnaires and information, and state of the art, the implementation of this assessment was carried out. The results of this implementation in the case of an MFH setting is illustrated in the Appendix B:4 -I.

ii. The CIIP:

The CIIP) is a dedicated regulatory framework established by the French Cybersecurity regulatory agency (ANSII), after acknowledging the increasing number of cyber-attacks against its Critical National Infrastructure (CNI) [START_REF] Anssi | The French CIIP Framework[END_REF].

The CIIP framework aims to establish a common minimum cybersecurity level for all critical sectors, in which its security requirements apply to the most 'critical information systems' identified. These critical systems refer to those supporting vital functions of the operators and "whose unavailability could strongly threaten the economical or military potential, the security or the resilience of the Nation". Not every information systems of critical operators therefore falls within this category [START_REF] Anssi | The French CIIP Framework[END_REF].

Apart from providing security rules and cyber hygiene measures to critical sectors, the CIIP also provides security incident notification framework to respond to cyber threats, and information sharing. The CIIP obliges the sector to notify an incident to the ANSII immediately after an adverse cyber event occurs. The ANSII then provides the required support and recommended steps to take, as it shares anonymized information and feedback with stakeholders, third-parties, Government agencies and other critical sectors. Currently, the reporting and communication framework procedures are not compliant in comparison to the CIIP framework procedures. The MFH reporting procedure rather focuses on directly transferring un-anonymized reports to both local and national command & control Center, which may later be shared with government agencies.

iii. The ENISA CSIRT Tool:

The ENISA CSIRT Maturity self-assessment tool helps organizations to self-assess their cyber assets' maturity in terms of 44 parameters of the Security Incident Response Management Maturity Model (SIM3). This is a community driven effort to measure maturity by a Cyber Security Incidence Response Team (CSIRT). For several parameters, ENISA CSIRT maturity assessment model requires higher assessment level due to NIS Directive mentioned earlier that is required, which consists of three tier measurement of CSIRT capabilities across organizational, human, tools and processes parameters. All parameters are evaluated to determine level of maturity (basic, intermediate or advanced) [START_REF]CSIRT Maturity -Self-assessment Tool[END_REF].

Adopting the ENISA CSIRT Maturity self-assessment tool to the MFH and its cyber assets was carried out even though the MFH does not have a dedicated CSIRT. This procedure was performed with the assumption that the MFH I.T. team are currently acting as the CSIRT of the facility. Even though the tool was not particularly designed to be fully adoptable with the MFH's infrastructural design and capabilities of its cyber assets, the results of this assessment shows the score as 'Not Basic', meaning that the maturity level is below the acceptable baseline as well.

Using the data collected from the background questionnaires and information, and state of the art, the implementation of this assessment was carried out. The results of this implementation in the case of an MFH setting is illustrated in the Appendix B:4 -II.

iv. The SRA Tool:

The SRA tool developed by the ONC (Office of the National Coordinator) for Health IT in the US helps organizations conduct a cybersecurity risk assessment of their infrastructure in compliance with the HIPAA Act (Health Insurance Portability and Accountability Act) and its administrative, physical and technical guides [START_REF]Security Risk Assessment Tool[END_REF]. This also concentrates on steps taken to secure patients' and users' electronically generated and stored data.

The tool includes its installer pack and tablet application from apps stores, which makes it mobile and handy. Its compatibility on windows makes it more acceptable to non-technical users as well, to perform assessments on the go.

Using the data collected from the background questionnaires and information, and state of the art, the implementation of this assessment was carried out. The results of this implementation in the case of an MFH setting is illustrated in the Appendix B:4 -III.

v. The US-CERT CSET:

The Cyber Security Evaluation Tool (CSET) developed by CISA (Cyber Infrastructure Security Agency) for its CERT (Computer Emergency Response Team) delivers a systematic, disciplined, and repeatable approach for evaluating an organization's security posture. CSET, being a desktop software tool, aides asset owners and operators through a step-by-step process to evaluate network security practices in industrial control system (ICS) and information technology (IT). Users can perform cybersecurity evaluation on their own cybersecurity infrastructure with the use of reputable government and industry standards and recommendations [START_REF]ICS-CERT Landing | CISA[END_REF].

The frameworks discussed have been expressed in terms of their functional requirements which include: self-usability, application of assessment guidelines, support and maintenance, openness of guidelines, adoption flexibility, its scalability, and its ability to provide reports from assessments.

Using the data collected from the background questionnaires and information, and state of the art, the implementation of this assessment was carried out. The results of this implementation in the case of an MFH setting is illustrated in the Appendix B:4 -IV.

Methodology: Scientific approach to develop our model

Most of the security risks and vulnerabilities attributed to the MFH's cyber assets require fixes, patches, improvements and (or) updates to both its physical assets and its assessment of the organizational procedures, processes and stakeholders. Currently, there are no standardized and internationally accepted security assessment frameworks dedicated to the MFH with its uniquely setup architecture of its cyber assets, thus, providing the room for opportunities in exploring and developing one.

In the short term, the use and improvements or risk management practices may help protect these cyber assets and patients as well. But the need for a more robust, yet requiring less technical capabilities. Thus, to implement security assessment framework that will be adopted and tailored to the requirement of an MFH is needed to fully achieve the cyber resilience required in a CNI. At this stage, we consider three strategies to develop a model for cyber resilience assessment, which include direct adoption, combination, customization and building a new model.

Direct Adoption

The adoption of each of the trending and most used and efficient security assessment frameworks directly, as described previously, can be considered. This usually involves the original framework adoption without changing any sections or aspects of the framework itself.

Also, this means going through and implementing all aspects including those that are not necessarily applicable to the MFH or any other organization or sector. As the case may apply, this usually provides an estimated measurement or hint about the security assessment result or posture as it is (as-is), which may have a higher margin of error from the exact security assessment result. For instance, adopting the FFIEC framework for the MFH would provide a wide range for the margin of error, since its implementation on the MFH cyber assets cover more categories and sections that are not applicable to MFH infrastructure. Thus, this serves as an opportunity to include false responses to the affected sections of the framework. On the other hand, if the requirements of other organizations are fulfilled with the capabilities of the framework, then the approach of direct adoption would be the best possible solution for the assessment needs.

Considering the limited cyber assets deployed in the MFH, and the limited number of users and stakeholders involved in a mission deployment of the facility, the direct adoption of the trending security frameworks as they are may usually consume more time than required.

Therefore, this reduces the overall number of valid responses in the section of the framework, which will in turn affect the final assessment result.

Combination/Hybrid Adoption

The combination of one or more security assessment frameworks is also a possibility. This involves producing a hybrid framework through leveraging of existing frameworks by choosing specific sections and controls that meet MFH's requirements. [START_REF] Southwick | Resilience definitions, theory, and challenges: interdisciplinary perspectives[END_REF]. For example, the NIST framework and ISO 27000 series are both used in the healthcare sector, selecting and adopting sections such as the NIST SP 1800-1A that applies to specific needs and requirement for the healthcare security capabilities and combined with ISO 27799:2016 that provides guidelines for healthcare information security to ensure a minimum requisite level of security.

Several frameworks have characteristics that may not apply to the MFH, and security strategies have to include mapping certain controls to satisfy requirements with other security assessment frameworks and standards. The MFH could, for instance, use a combination of ISO 27001, NIST 800-53 and the security maturity section of the FFIEC framework, selecting and mapping only the controls that best meet the best options for both general and self-assessment of the MFH's organizational behaviours and its cyber assets [START_REF] Southwick | Resilience definitions, theory, and challenges: interdisciplinary perspectives[END_REF]. This will ensure that the resulting security assessment result provides a more accurate final score with lesser margins of error.

The flip side of the coin is that, there may be a clash and repetition in terms of the capabilities of the combined frameworks, especially in the overlapping functions. This may cause the results of the assessment to have several outputs with the same function performed.

Customized Adoption

The customization involves only selecting specific majority sections of certain frameworks adopted, leaving out the other aspects that do not necessarily apply to the MFH's ad-hoc security infrastructure and its setup and connectivity of its cyber assets. Sections that are not applicable are removed and or changed, and the requirements of the security assessment framework have reduced to adequately fit in to the MFH's organizational setup and cyber assets network design. The condition is that acceptable sections or areas of the framework need to be more than the removed/reduced sections, so as to preserve and maintain the backbone of the main security assessment framework. The main difference between the hybrid and the customization adoption is the addition and removal of components that are not applicable to the target scenarios. For example, the NIST framework under the Function of Response; category of analysis which comprises guides on the analysis capabilities and actions required in response to adverse cyber events that may occur in the MFH. This does not apply due to the primary services delivered are majorly medical and the nature of circumstances in which these services are delivered in emergency situations. It also does not provide the required time and resources to cover such a section of the framework. In the same vein, the ISO/IEC 27001; Annex A section comprises of the guides on the secure areas in the MFH, and may not necessarily apply due to its ad-hoc structure setup that comprises permanent and portable tent-structure assembly. This makes it harder to adopt the section as the MFH design was not developed to fully provide segregation and permanent physical security to access of areas within its premises.

Thus, a one-size-fits-all approach to security does not exist. Each framework has its pros and cons; different sub-sectors of the healthcare sector vary in their complexity and maturity, from small, niche infrastructure like the MFH, to larger hospitals and healthcare centres. This stresses the importance of research for the available security frameworks and balances the benefits, drawbacks and applicability of each assessment framework approaches. A hybrid framework or customized framework can help sub-sectors such as the MFH meet their unique organizational service-delivery security assessment objectives and standardized compliance requirements. It also aids in flexibility and ensures continued assessment as the technology and threat landscapes changes rapidly. In a more precise vein, the main difference between the combination/hybrid adoption with the customised adoption is that the former makes use of the capabilities and functions from two or more frameworks. While the customised adoption takes advantage of a chosen framework, and then selects the appropriate and applicable functions and capabilities to suit the context.

Building New Model

Another future option in the categories is the option to develop a new framework or at least a new security assessment scoring system for smaller/ad-hoc specific infrastructures such as the MFH. Though it might be a herculean task in terms of gathering requirements, which may have to be usually on site during its deployment overseas, factors of time consumption and resources may be measured against the main aim of its development.

In any case, whichever framework or combination of frameworks selected for the MFH, a comprehensive strategy to defend against potential threats to the MFH's cyber assets and keeping patient data secure now become increasingly crucial to secure.

Discussion

To be in compliance with the Annex II of the NIS Directive for the healthcare sector, and to ensure information security of patients' data, it is recommended for healthcare organizations and all sub-sectors to adopt at least a framework from the ones discussed in this thesis, as recommended by ENISA and ANSSI [START_REF]CRITICAL INFRASTRUCTURE RESILIENCE FINAL REPORT AND RECOMMENDATIONS[END_REF], [START_REF] Lundberg | Systemic resilience model[END_REF].

Out of the frameworks reviewed in this thesis, the ISO 27001 and NIST CSF both offer options in terms of sections that directly support the implementation in healthcare systems. Also, for healthcare sub-sectors selecting either of the frameworks will give good results. However, there is no clear choice in terms of content, with each framework offering different options and categories of assessment methodology options that are adaptable.

Although ISO 27001 is recognized internationally and is a safer option from a marketing point of view, it is not unique to healthcare and is a technologically neutral and industry standard.

ISO is regarded in most countries as the established framework for information security. NIST CSF provides a combination of best practices from various other frameworks and has a healthcare specific special publication section (SP 1800-1); it has the highest growing adoption rate as mentioned earlier.

With respect to the functional requirements for the adoption of these frameworks reviewed, this clearly elaborates on the strengths and weaknesses possessed by the frameworks. Also, it

shows that the adoption of NIST CSF, the ISO 27001 and the FFIEC is more prevalent in terms of its conformity with a more comprehensive general security posture. This ensures that each framework fulfils the major security requirements to be implemented in cyber domain of an MFH infrastructure. This can be effectively carried out by using the proposed strategic methods of a hybrid adoption, by combining selected applicable sections of the selected frameworks. In addition, customizing the properties and scaling to the MFH's design, and personnel can also be included to achieve the best possible CR assessment results. The difficulties faced with the ability to select and adopt a cyber-resilience assessment method specifically for an MFH as addressed require a more 'technical-requirements' approach, rather than direct adoption. The current work concentrates on selecting the option of combination/hybrid adoption, as well as customization in terms of the frameworks adopted (NIST CSF, ISO27001 and FFIEC subcategories) to develop the best CR assessment for the MFH. After directly adopting the various frameworks as they are, with several sections being either unused or not applicable.

Further work should be done to improve the selection and adoption capabilities for cyber resilience in terms of the fourth option of Adoption (develop new) which may follow similar framework building methodologies to incorporate main aspects of the MFH infrastructure.

Also, it may add options or sub-categories of mobility of cyber assets to be assessed, in terms of the way its ad-hoc style of infrastructure is designed to be deployed. Finally, other data protection laws or regulations (apart from the GDPR Directive) should be considered, especially regulations that apply to the host communities for the deployment of the MFH.

Evaluation of the MFH using the Cyber resilience assessment Framework (CRAF) Model:

The evaluation MFH using the proposed MFH Cyber resilience assessment Framework (CRAF) model in Figure 6, is performed with the use of the explanatory aspects of the input assessment methods and their definitions. • Category: this is the sub-section of the functions, that further species more details about the function. This is usually divided in to several parts of the function. For example ID-AM meaning in Identification Function, and Asset Management (AM) Category. This gives a broader perspective to the way the rest of the model is built on.

• The subcategory: this subcategorizes further the category section into numbers according to each of their required functions. For example, ID-AM-1, specifies Identify under Asset management number 1 (which focuses on whether physical devices and systems of the MFH are inventoried).

• More information: this section provides a broader explanation of the subcategory, by expatiating further with more information.

• Gaps: this aspects identifies the possible problem that arise within the category, with the use of information already gathered in the state of the art, in terms of specific details.

Such details include: IT infrastructure usage, stakeholder awareness levels from SWOT analysis, communication methods from stakeholder mapping etc.

• Action Plans: These are a set of best possible solutions to be applied to a specific gaps, based on its unique aspects.

• Informative references: The informative references included all the input assessment frameworks applied for a specific function, category, subcategory, gap, and action plan.

Scoring:

The scoring involves the use of a simple operator to combine the required parameters generated during the assessment process. The main reason for adopting the scoring system is due to its simplicity as it uses the mainstream scoring method in most frameworks and models.

According to [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF] the simplest scoring system is usually and mostly the best suggested system to be adopted, as it provides more clarity in the final assessment results for more audience. The calculation is carried out by totalling all the number of values for both the current practice and predicted practice of each subcategory used as shown in Figure 8 above. The target score is only set at the beginning as a marker (static) for comparison purposes.

For example, using the below formula to calculate the only subcategory of AM's Current practice or predicted practice.

AM= Asset management Subcategory n= number of real values of each subcategory

In the same vein, the calculation for the overall subcategories of all the current practice and predicted practices of all is:

ID/PR/DE/RS/RC= represents all the required major variable of the functions n= number of real values of each subcategory

Interpretation:

In terms of interpreting the resulting values, the use of the incorporation of a guided maturity level was done. This was based on the policies and practices available to the MFH at the time of this thesis work. Thus the levels are defined, based on the information available during this time. In addition, policy maturity level involves the aspects of principle and guides existing and provided for each maturity level, while process maturity involves the aspects of actions required and performed in accordance to each maturity level.

∑ 𝐴𝑀 = 𝐴𝑀1+𝐴𝑀2+𝐴𝑀3+𝐴𝑀4+𝐴𝑀5 𝑛 ∑ 𝑜𝑣𝑒𝑟𝑎𝑙𝑙 = ∑ 𝐼𝐷+ ∑ 𝑃𝑅 + ∑ 𝐷𝐸 + ∑ 𝑅𝑆 + ∑ 𝑅𝐶 𝑛 Figure 9: Maturity Levels
The level 1 maturity is defined to an initial aspect, which may be considered that particular practice in the MFH does not exist yet, or is not approved to be used formally in the MFH. This means that the MFH does not have practice or standard in place, and also has nothing similar to act in its place. On the other hand, the level 2 represents a more repeatable practice that is performed in the MFH. As the third level is more defined practice approved by the MFH management, and is documented, the fourth level follows a more formalized process that is also documented with details and metrics of the practice and process with minimal targets established. The Level 5 maturity is more optimized towards its usage and implementation of the practice formally as well as its documentations.

In its application, the assessor takes advantage of the maturity levels and its corresponding definitions to know where the final result of the assessment lies. This gives a broader perspective in terms of what the assessment result means and its interpretation, which in turn helps in decision making in the preparation stage of the cyber resilience life cycle. This application primarily takes advantage of the model design, by using the hybrid adoption approach, to populate the applications skeletal functions to which the inputs and processes rely on. The main goal of this application is to provide a way for organizations to assess their cybersecurity level. As the process proceeds, after answering all the questions of the frameworks, the final results are presented under 2 categories:

• Inherent Risk Profile: reflects the company's inherent risk level with a total of 5 levels (Least, Minimal, Moderate, Significant, Most)

• Cybersecurity Maturity: reflects the company's current risk maturity, also with 5 levels 

Installation:

Clone the repository at: https://github.com/zarathustre/cybersecurity-assessment-tool For Linux based operating systems, follow the instructions on the home page.

How-To Guide:

After signing up and logging in with an encrypted password, the user can then perform 2 tests separately which will lead to 2 final scores which can then be reviewed.

Cybersecurity maturity: after answering all the questions (yes, no, yes with compensating controls), the number of 'yes' answers is then counted for each sub-category (baseline, evolving, intermediate, advanced, innovative). The sub-category with the most 'yes' answers

determines the final maturity level of the test.

Inherent risk profile: similarly, the number of answers in each answer category is counted.

Possible answers are: least, minimal, moderate, significant, most. The category with the most points determines the final cyber risk level.

To explain better, the backend, the following processes their libraries and design methods were implemented: The user interface is written in tkinter, a library that comes with python. Other libraries that need to be installed are included in the 'requirements.txt' file.

Process

IMPORTANT: After cloning the repository, go to the file 'source/db.py' and change the rp variable to include your MySQL root password, otherwise authentication will not work (because the database is hosted locally, it is kept this way for now, however, this will be changed later on to reflect a more secure way of authentication).

To get this working on ubuntu (tested on 20.04.3 LTS) heading to the file 'source/main.py' and comment the line 'self.iconbitmap(default='resources/cyber.ico')' in the 'Main_App' class.

Because ubuntu does not handle .ico files, you have to change this line if you want an icon for the window. This will get it working on ubuntu, however, some quality improvements in its installation processes are needed:

• Fonts used are a bit unclear as this was mainly designed for windows

• Events are handled differently on ubuntu, and while the scrollbars present do function when dragged with the mouse, event bindings need to be changed to get the mouse wheel working (i.e. look for widget.bind('Mousewheel', do_something) and replace 'Mousewheel' with 'Button-4' and 'Button-5' for ubuntu (different bindings for MacOS)).

The basic and initial design of the application's backbone also serves as the foundation in which the user interface was based on, and designed upon. Other aspects of the design interface, as well as the source code and functional capabilities are available and attached in Appendix C2-C3 respectively, as discussed below.

Source Code Structure & design:

When it comes to the source code, there is a total of 40 classes split into 12 modules. Each module is responsible for handling a major function of the application, with each class within a module handling a smaller part of that function. Here's a summary of the 12 modules:

1-Main Module:

This module contains the main loop and a single class that is responsible for drawing the main window of the application when it is launched by the user. The class sets a fixed size for the window, and decides what page to display first alongside the exit functionality.

2-Database Module:

This module contains 7 functions that handle all the interactions with the database, from establishing a server connection to creating tables and executing queries. Additionally, the module contains a few lines of code that execute only once upon the first launch on a machine, creating the main tables in the database.

3-Data Module:

This module is a relatively simple one, containing all the data of the framework. Questions and their respective possible answers are stored in dictionaries with each one referencing a category or a subcategory of the model.

4-Login Module:

This is the first page displayed on launch. It contains 2 main classes and 1 minor one. The Login class handles the user authentication process, from drawing the fields where the user can enter their credentials to confirming the validity of the entered password and displaying error messages when it's not.

The Register class handles user registration of new accounts, organizing all the required fields, and applying all the constraints when applicable (unsecure password, username already exists, etc.).

The minor class, Tooltip, is responsible for displaying additional information to the user when he hovers over certain elements of the user interface, as shown in the Figures 10a and10b below. The last class in this module called Final handles all the calculation and scoring of the inherent risk profile assessment. After the user submits his answers, this class will determine a final score, display it to the user, and save it in the database.

7-11-CSM (Cybersecurity Maturity) Domains Modules:

These modules are all responsible for the cybersecurity maturity assessment, but are split into different modules for organizational / structural reasons based on the CRAF proposed model. The last module brings together all the cybersecurity maturity categories and handles the calculation and scoring of all the questions of this assessment. Finally, it handles saving the results in the database.

Other aspects of the tool that were implemented to support and improve the general functionality of the processes. These aspects include main components such as encryption and security, database design, results calculation adoption and the general process flowchart are discussed below.

Encryption and Security:

Encryption and password hashing are handled by the "bcrypt" function which is based on "Blowfish", a symmetric-key block cipher. Bcrypt uses a salt in the hashing process to protect against rainbow table attacks. Furthermore, the function is adaptive allowing the iteration count to be easily increased making it slower, and thereby resistant to brute-force search attacks even with increasing computational power.

Database Tables design:

There are a total of 3 relational database tables. Each table contains a unique identifier as an integer number, represented as the "primary key", used for distinguishing between all the stored data.

The table called "users" stores all the information that relates to user-made accounts.

Information such as first name, last name, contact information, etc. are used to associate each user with the assessments they perform. Additionally, this table stores the user credentials (password & salt) as hashed values.

Figure 10h: Database table fields

Another table called "irp" stores everything related to the Inherent Risk Profile. Information such as a unique name given to the assessment, the date it was performed, the different scores for each category and the final risk level are combined with a user-specific identifier, represented as a "foreign key", to link the assessment with the user.

Figure 10i: Database table fields 2

The final table, called "csm" contains everything related to the Cybersecurity Maturity. Similar to the "irp" table, this one also stores the information needed to uniquely represent the assessment and link it to the user that performed it, alongside all the answers under each category, and the final maturity level.

Figure 10j: Database table fields 3

Calculation & Results:

When it comes to the final results, each type of assessment yields a separate score.

The Inherent Risk Profile is split into 5 major categories, and every possible answer can fall under one of them, representing the risk level from lowest to highest: "Least", "Minimal", "Moderate", "Significant", "Most". The final score is calculated by taking the total sum of all the answers under each category and comparing the results. The category with the most answers represents the risk level of the assessment.

In a case where 2 or more categories with the most answers have an equal number, the one that represents the highest (worst) risk level is appointed.

On the other hand, the Cybersecurity maturity has a less complex array of possible answers (Yes, Yes with compensating controls, No) but a more complex categorization. Seeing as most questions answered with a "Yes" would represent a more mature cybersecurity model, only the "Yes" answers were taken into consideration in the calculation. As such, the category with the highest total of "Yes" answers determines the maturity level, represented from lowest to highest: "Baseline", "Evolving", "Intermediate", "Advanced", "Innovative".

In contrast to the inherent risk profile, if 2 or more categories have an equal highest total of "Yes" answers, the lowest (worst) maturity level is appointed.

Flowchart Diagram:

The CRAF flow diagram shows a diagrammatic representation of the full processes that occurs during the usage of the CRAF tool starting from the launch pf the tool, to registration and login, until the display of results and logout processes. This is shown in the Figure 10k below. This chapter introduces the concepts of cyber resilience evaluation, its methods and processes, and its application in the context of the MFH. It also provides different scientific approaches in order to develop a cyber resilience assessment method, and/or model. This provides a platform in giving options in terms of explaining the existing major cybersecurity assessment framework, and in addition, other CR assessment frameworks that supplement the capabilities of the major frameworks in terms of their corresponding capabilities, functions and adaptabilities to different contexts. Furthermore, a more logical aspect of the process in which these frameworks are adopted is introduced. This entails the different adoption approaches from the direct adoption, to the approach of building a new model from scratch. As the hybrid/combination approach was adopted with justifiable means, this was implemented in the process of developing a proposed model for the evaluation of the CR in the context of the MFH cyber infrastructure.

It also went further to provide details on the evaluation of the cyber resilience assessment of the MFH with the use of the proposed model, explaining the scoring system adopted and its impact on the interpretation of the assessment results. Finally, in introduced the major aspects of the technical implementation of the proposed python-based assessment model developed.

This helps in automating the process of the CR assessment procedure with the use of a digital stand-alone software, built for the purpose of implementing the features if the model. Overall, this chapter provides the theoretical and technical assessment capabilities. With a more practical based method, and using real-life scenarios, the next chapter discusses how table-top exercises can be used as a more practical assessment method to support the theoretical aspects.

CHAPTER 4: Cyber chapter. Chapter 3 also provided a perspective in terms of the current security posture assessment of the MFH's cyber infrastructure and its stakeholder. However, this chapter provides a more practical approach towards not only assessing the security posture and readiness, but also focusing on the MFH users/stakeholders.

Cyber Tabletop Exercise (TTX):

A Cyber TTX is considered to be one of the best and most effective ways to evaluate a variety of emergency response situations and incident response plans [START_REF]Cyber Tabletop Exercises -What are they & why you need[END_REF]. The simplest way to describe this exercise is as a verbally-simulated scenario that presents specific emergency scenarios and allows participants to react, which can have a serious impact on the overall response actions of an organisation were it to occur in reality. In essence, this Cyber TTX only differs from the traditional TTX in terms of the cyber-attack scenario involved, which affects the category of participants and the roles played.

Generally, during a TTX, attendees have to act, think and make decisions as if the scenario was real. This approach places the attendees in a life-like situation and exposes any loopholes in the incident response plan and in the organisational communication and collaboration frameworks [START_REF]Cyber Tabletop Exercises -What are they & why you need[END_REF].

Some of the key importance of any TTX that is efficient in training its stakeholder towards the anticipation of a cyber-attack, include:

• A TTX that always focuses on more realistic and business-impacting attack scenarios that are relevant, such that when the scenarios are played out in front of the stakeholders and participants, they can act as an eye-opener for many.

• A TTX that aims to create a scenario where people are put under intense pressure and are allowed to re-think on how they would actually react in a real-life crisis or emergency scenario, where the decision-making becomes faster as the worst-case scenario has already been practiced for.

• A TTX that is low-budget, and a cost-effective way of improving cyber defences without creating any disruption to normal business processes or any cyber infrastructure.

• A TTX that contains a final report is usually prepared at the end of a cyber tabletop exercise, which clearly shows the strengths and weaknesses of the processes, the stakeholders' combined capability to respond and act. This report can then become a solid draft for which other capabilities can be derived.

Table Top Simulation Planning

Exercise organization & development

The planning and organization of an effective TTX outlines the processes involved in planning an effective and useful exercises for the stakeholders. The development processes starts with introducing and explaining the aims, objectives, schedule, style, guidelines, assumptions, stakeholders/participants and methodology.

Aim

The MFH Cyber Table Top Exercise (TTX) as part of the exercise to be implemented in the health industry's Cyber assets testing is an unclassified and both formal/informal exercise. The purpose of this MFH TTX is as follows:

• For the involved and defined MFH stakeholders to participate as part of the MFH's operational life-cycle (exercise stage).

• To examine Cybersecurity considerations associated with the general Cyber resilience in terms of the interruptions of healthcare operations that are initiated with Cyber disruptions.

• Explore and address Cyber security challenges.

• Help in further understanding of the relationships and dependencies between the IT assets, the MFH operations & logistics, the medical service delivery, the physical security & access management.

• To test and evaluate the Cyber incident response capability, its shortfalls, and the collective decision-making process of participants and stakeholders.

Even though physical consequences of the interruptions may be relevant, they are not the main goal of the exercise, as it focuses on the MFH's internal and external incident response capabilities and communications in the case of a simulated cyber incident.

This exercise will provide the participants an opportunity to know and improve understanding of key issues associated with a more focused Cyber-attack on the MFH with coordination and communications with other stakeholders in response to such attack scenarios.

In the exercise, the following materials will be developed and made available to support the full implementation of the exercise:

• Exercise support Materials: These include the guide and format of the exercise and the agenda for both the participants and the facilitator.

• PowerPoint Presentation (PPT): This will help the process of explaining the steps, scenarios and discussions.

• Feedback forms: These include the participants feedback forms, evaluation forms and exercise feedback forms, used for key outcomes & improvements in order to develop an after-action report afterwards.

Finally, all the technical details of the scenarios are scientifically plausible and is intended for the exercise and training purposes only, because exact details will depend on very technical and environmental factors which might be beyond the scope of this exercise.

Objectives of the Cyber TTX :

The objectives of the exercise is to fulfil both the life-cycle of the MFH before and after deployment, as well as its importance in terms of planning, policies and general operational procedures. These objectives are to:

• Determine and evaluate the level of cyber security and cyber resilience capability of the MFH in the unlikely occurrence of an adverse cyber event, to assess the readiness and awareness of the MFH stakeholders.

• Examine the communication processes, plans and protocols used in information sharing between the stakeholders of the MFH before, during and after a cyber event.

• Assess the organization's cyber education and awareness levels of the MFH's stakeholders.

• Improve the understanding of potential impacts and multiplying effects of cyber events that occur with the MFH can have in the Health sector.

Schedule of the Cyber TTX:

There will be some required time to brief participants on the exercise, the procedures, and roles of each participant, as well as the contribution to the feedback and evaluation procedures. Total time is planned to be a maximum of 2 hours. This schedule follows the traditional schedule of normal table top exercises 5 , which is as follows:

• Introduction is planned to last about 10 minutes

• Primary Scenarios -Usually the main scenarios of MFH Emergency is planned to last about 10 minutes

• Secondary Scenario -Usually the sub scenarios of cyber Emergency is planned to last about 10 minutes

• Discussionis planned to last about 15 minutes

• Secondary Scenario 2is planned to last about 10 minutes

• Discussionis planned to last about 15 minutes

• Closing / Debriefing / Evaluationis planned to last about 40 minutes.

Exercise Style:

This MFH TTX is majorly a combination of an informal delivery with the documentation in a formal format, and will be in a stress-free and pressure-free environment.

It is an open discussion format involving more of exchange of ideas as the exercise progresses with its simulated scenarios of the cyber incidents. It will definitely help in general awareness of the current cyber resilience.

The exercise will have dynamic scenarios which will allow changes and corrections as it progresses, and new scenarios can also be added during or after the exercise.

Guidelines:

The following are the guidelines for conducting the table top exercise as it follows the traditional TTX guidelines, which are as follows:

• Different viewpoints are encouraged and welcome as there is no wrong answer.

• Decisions or results may not fully reflect the MFH final position or cyber resilience posture, as it's an exercise to propose possibilities and solutions.

• Assumption of stakeholders that are not participating in the exercise or representing any scenario to be positively cooperating (hypothetically).

• The designed exercise is not limited to the information provided in terms of plans and policies, and can be changed and evolved during the exercise to make it better in the forms of making it better and as realistic as possible through the discussions.

Assumptions:

In cases and scenarios where there is an obvious disconnect from reality and what can be achieved, certain assumptions are made to maintain its real-life scenario expectancies. It is also made to justify certain actions performed within the exercise scenario that are relevant to the context of the overall aim of the exercise. These assumptions include:

• The scenarios occur only as they are presented, and plausible.

• No trick questions, no wrong answers.

• Information is given to all participants at the same time.

• Participants can make new assumptions as long as they are reasonable and related to the MFH's cyber security scope

• The findings derived from the exercise are subject to corrections.

• Participants should assume that as the exercise is in progress and response actions are carried out, other stakeholders that are not participating are executing their own actions as required and applicable.

Stakeholders/Participants:

The TTX comprises of certain human factors that make up the exercise actions and execution.

These stakeholders are comprised of the available human resources at the disposal of the exercise organisers. They are with diverse backgrounds and exposures, but are assigned to perform tasks as close to their knowledge-realm for better results of the exercise, as describes and illustrated in appendix D1 & D2. These include:

• Players or Participants: follows the exercise and scenarios as presented by the facilitator, to execute the options, actions or plans as appropriately required at each stage from their knowledge and experience.

• Facilitators: explains and keeps the presentation and discussion of the entire exercise while tracking the objectives and keeping to time allocated.

• Observers/Data collectors: may observe the entire exercise, and may also gather relevant data (such as participants' reactions and comments) from discussions during the exercise, to contribute to the final report. The HSEEP exercise cycle in Figure 11 includes details to guide organisers in terms of design and development, the conduct of the exercise, its evaluation, and improvement planning. It also provides specific guidelines on usage and implementation of its paradigm. The input-actionoutput paradigm includes:

• Input: Includes the scenarios used, data from background research, reports from other external sources.

• Action: includes the numerous processes used for assessing situations, assumptions, implications, resources available, and actions taken.

• Output: includes the reports from the feedback forms, as well as the recommendations proposed.

Scenarios:

The three cyber events or scenarios proposed in this exercise were developed to provide a common and qualitative description to some of the recurring and critical vulnerabilities in the health sector in general. Each scenario addresses a different cyber security issue in the healthcare industry, as described and illustrated further in appendix D2, which are:

Primary Scenario: MFH deployment scenario in this case, a terrorist attack in need of an emergency response.

Secondary Scenario: Cyber-physical events/disturbance:

-Inject 1: Compromise/Corrupted Electronic Medical Records (EMR): This scenario shows the events leading up to the eventual compromise of medical records in the MFH database.

-Inject 2: Network DoS (Denial of Service): this scenario inject shows the event where an attack occurs which drastically affects the functioning and efficiency of the MFH's network connectivity, with several disruptions.

-Inject 3 Medical device compromise/malfunction: this scenario inject shows the event where a medical device in attacked, causing a series of malfunctions on the device and its subsequent effects.

At the End

Debrief:

Immediately after the exercise, a debrief will take place to get feedback from participants as well as a self-assessment time-frame. Participant feedback forms are also distributed to be completed for the general assessment of the entire exercise to seek for improvements in terms of issues identified, which are all to be used for the development of the final report. This is the point where the organiser hands out the participation forms and evaluation forms, that are used to examine both the exercise outcomes and the evaluation of the exercise participation and quality. These participation forms and exercise evaluation form are attached in appendix D.

Collection of Data & Analysis:

Data gathered from participants by the facilitator in the form of notes, suggestions, feedback and other required forms designed for the exercise are collected. These may include decisions made by participants, ideas recommended, and issues raised for future improvements, all collected after the exercise has been concluded.

After collecting all the data from the participants of the exercise, a few preliminary questions to be met include:

• Were the Objectives of the exercise met?

• Were the participants able to provide useful feedback?

• Did the discussions help in stimulating the achievement of the objectives?

• Was the exercise plans and procedures generally easily understandable by the participants?

These questions are all able to be answered both by reviewing the exercise materials as well as the observations of the facilitator, comparisons between the notes and discussion sessions ideas and recommendations provided, actions or in-actions in terms of tangible feedback to identify or resolve issues.

Lessons learned:

According to [83] lessons learned refer to both positive and negative experience and knowledge gained from observations and historical study of operations, training and exercise, referring to a summary of aspects that worked well and those that didn't work well, with changes and recommendations to improve in terms of the general plans, policies and setup and exercise coordination.

More importantly, this MFH TTX is compliant with the HSEEP policy and methodology (Homeland Security Exercise and Evaluation Program). This was adopted as it covers majorly the aspects involved in the health sector resilience aspects and categories that apply to the implementation and development for the Mobile Field Hospital infrastructure and its stakeholders.

Experimental Scenario and Metrics

A group of carefully selected laboratory participantsselected based on interestswere used to perform a TTX research involving a team of Resilience experts, Emergency response experts, cybersecurity experts and Logisticians onto first, a COVID-19 crisis scenario serving as a primary scenario, and secondly a cyberattack scenario on the emergency response of a Field Hospital.

MFH Scenario Definition:

The Cyber-attack Scenario storyboard involves the immersion of the stakeholders/players in a setting from the health emergency primary scenario, to a cyber-attack scenario involving a local espionage group. This group is equipped with both traditional and cyber-terrorism capabilities, with their primary targets being the field hospitals cyber infrastructure and data. This scenario uses the cyber-attack vectors to serve as the method of delivery of the injects. These injects include:

• Inject1 -EMR/EHR network fluctuation: Delivered with the use of physical attack vector, to affect the network performance.

• Inject2 -Network DDoS: Delivered with the use of network attack vector to affect accessibility.

• Inject3 -Medical Device Malfunction: delivered with an evolving physical attack vector to affect the performance of medical devices.

• Inject4 -Data encryption: Delivered with both physical and network attack vectors to cause the loss of access to data.

• Inject4.1 -Information mal-handling: Delivered with Infodemic attack vector to affect the information dissemination.

The team is subjected to a series of Table top exercises (TTX) in the COVID-19 crisis scenario to evaluate and record their various responses to each inject introduced. Injects of different classic physical cyber-attacks were introduced, and responses from participants were recorded with data sets and metrics such as:

• protection capabilities: showing the level of protection and prevention infrastructure measures and usage in place;

• detection capabilities: showing the level of detection infrastructure measures and usage in place;

• detection time: describing the approximate time taken to detect threats;

• response capabilities: showing the level of response mechanisms in place to sufficiently respond to threats;

• response time: describing the approximate time taken to respond to threats;

• knowledge on cyberthreats: describes the level on knowledge that stakeholders'/players possess on cyberthreats;

• situational awareness: the perception of the stakeholders'/players on the cybersecurity posture and the environment;

• policies and access to infrastructure and assets, for the likelihood measurement.

Also, data sets and metrics for the impact measurement include:

• data creation & entry,

• barcode creation/encoding/printing,

• data access & update,

• barcode decoding,

• data transfer/sharing,

• data storage,

• external data sharing, health of patients and organisational reputation.

Data:

In the Data generation and recording process, the experts underwent four separate TTX exercises in the same scenario, to evaluate the capabilities of the healthcare facilityin this case a Field Hospitaland its stakeholders. The evaluation metrics recorded as the various injects were introduced include parameters and their measurement metrics.

These parameters are recorded in the metrics measurement and impacts ranging from the category of severe, significant, moderate, minor and minimal, with corresponding values from 5 to 0 respectively. A summary of the parameters' metric measurement is shown in the Table 6. The TTX focused on certain critical aspects of the Field hospital for measurement in terms of its impact categories as shown in Table 7, such as:

• Degradation,

• Disruption,

• Destructions,

• Data Compromise, and

• Data Theft.
The inject scenarios are carefully curated to fulfil the metrics measurement, which include an EMR software fluctuation (inject1), a network DoS (Denial of Service) (inject2), a medical device malfunction (inject3), Data encryption/loss of access (inject4), and information malhandling (inject4.1).

The results:

Analysing the results from the cyber TTX as described in Fig 12, the data results displayed in the impact and likelihood matrix shows that injects such as causing network fluctuations (labelled INJECT1) by the threat actor. Also, physically accessing one of the locally networked devices to install a malicious file that caused the network access to slow down is shown as a low sophistication and likelihood level but with moderate impact level. This is due to the relative ease to which simple malware is accessible for minor attacks and resolving the attack was carried out by a technical personnel by restarting the network, thus only causing a short business disruption. The graph data also shows another inject where cyberthreat actor causes a malfunction in one of the medical devices used on patients (labelled INJECT3), and categorizing the inject based on the results as having a significant impact (as a result if a possible injury complications /or death) on the field hospital but with a low/unlikely likelihood value. This may be due to the possible sophistication of the cyberthreat that requires much technical knowledge, physical access and ample time to prepare for the attack type. Other injects highlighted in the study also includes a scenario where a cyberthreat actor limits or stops availability to all data and networked devices for a specific period of time. This DoS is categorised to have a moderate impact on the field hospital, with also a moderate degree of likelihood, which may be due to the metrics of response capability and response time in terms of restoration to normal service being achieved after a brief general restart of the network. The study also shows none of the injects to have either 'severe' impact or 'almost certain' likelihood, mostly because of its limited exposure to the external internet infrastructure, hence limiting its attack surface area. This is because of the nature of the Field Hospital's cyber infrastructural setup, which allows very limited or no internet connectivity to its assets. A case study of a typical sample size of engineering students from the IMT Mines Ales Campus, where the TTX basically hinges on a simulation of a plausible scenario. This occurs in a MFH, as it gathers participants with different roles (doctor in chief, surgeon, IT expert, radiologist, technician, supply chain officers etc.) and leads them to face several cyberattacks, followed by specific questions. Their answers, strategies and solutions are recorded via a questionnaire given at the beginning of the exercise.

Hence the characterization of the TTX is followed through 2 aspects : the process of the TTX (how to build it, how to lead it, when to ask questions, how to explain and detail roles) and the treatment of data (drawn from the questionnaire) once the exercise is over.

In this chapter, a structured method is introduced that explains through a BPMN (Business Process Modelling Notation) model on how to lead a TTX Simulation and TTX organization.

This is used to simplify the illustration of the simulation process in a diagrammatic form. This BPMN model, as illustrated in appendix D5, details the different steps of the organization of a TTX that simulates a cyber-attack on a MFH, both the 'as-is' and 'to-be' models.

The TTX permits to obtain different kinds of data which are textual and statistical through a questionnaire that will be filled by the participants during the simulation TTX. This questionnaire permits to obtain written answers and the time of response of the different participants of the simulation.

The TTX is followed by a data treatment phase which will detail this important part and present the results obtained after leading the TTX. In this case, various phases and data treatment approaches are used to analyse the collected data. The statistical phase uses Excel and the data mining software Orange Data Mining to see the dependence of three indicators which are the number of words in every answer, the category of the questions and the time of response via

Chi-2 tests.

The textual treatment phase uses the text mining software Iramuteq to lead different analysis on the statistics of the text that gathers the overall answers of the TTX, a correspondence analysis or an analysis on similarities.

The process approach:

As stated previously, the first part of the method hinges on the conduct of a TTX and its organization described by a BPMN diagram in appendix D5 Firstly, the process starts with a preliminary phases common to all TTX, which are defining the objectives, a definition of the basic rules, a description of the links between participants (teamwork) and timing predictions.

Afterwards, the second phase is to display and expose the specificities inherent to each role, the assignation of each role. The logistics part is quite particular in so far as it involves two different roles (in the same field) : the Head of Logistics and the supply chain officer. Therefore there must be focus on the respective features when depicting the roles' specificities.

Then the introduction of the scenario and its features : the disaster itself, a geographical description of the damaged area, the rules associated to this specific TTX, and potentially some information about the geopolitical situation. A time length is naturally allowed so as to step into the characters' shoes. After this, the questionnaires are shared to the participants to start the simulation. Meanwhile, the measure of specific Key Performance Indicators (KPI), namely : the response time per question, the number of words for each answer. These data are analysed once the TTX done, with respect to the process described in the BPMN diagram entitled "Data treatment" in appendix D5. The simulation unfolds, the participants fill the questionnaire, the attacks succeed each other. Finally, once the simulation's over, the last phase takes place :

debriefing phase, where conversation is led and hinges on feedbacks, impressions and improvements that the organizer can keep in mind and implement.

The BPMN Data treatment:

The decision to do a new BPMN for the Data Treatment because it only concerns the TTX Organizers and not all the participants. This BPMN model describes the Data treatment part which is an important aspect of the TTX and how to lead it. This part is divided in two treatments of data realized in parallel but first the data collected with the questionnaire must be well structured to be treated. The two different treatments are the statistical treatment and the textual treatment.

Statistical treatment : data approach

The first part of this treatment focuses on statistical tools. Where there is the need to measure the response time (merged from all the response times of each participant per answer) and the number of words per answer (merged as well). Then the combination of values of the target For the textual approach, the use of the Iramuteq application, which is a text mining free software, in order to provide a structure to the textual data, and perform treatment as well.

Also, Iramuteq only accepts to treat the texts that respects the Alceste formattingwhich ensures modalities and processing of textual data, as shown in Figure 13 below. The structured the data is in the form of corpus which corresponds to a player, and each corpus is divided in a thematic form that corresponds to the questions [START_REF] Ferrara | Partie 2 : Les types d'analyses (iramuteq)[END_REF].

Figure 13: Example of Alceste formatting for the textual data [START_REF] Ferrara | Partie 2 : Les types d'analyses (iramuteq)[END_REF].

After importing the text in Iramuteq, a statistic analysis on the text that provides some more information, and a corresponding analysis that permits to link the input fields with the players/participants that used them. Next, is the part of performing a similarities analysis that gives the relations between the words used by the players before the analysis is done, where it only chooses the active forms to obtain the essential results. This is to maintain and avoid any unused fields and errors. All of these analyses can be made for a specific player or a specific phase or both to analyse a specific part of the cyber TTX that is of interest by using the subcorpuses of Iramuteq to:

• Analyse the textual answers / decisions of the players;

• Have a global view on the vocabulary of each player (Correspondence Analysis);

• Obtain graphics that sums up the TTX (Similarities Analysis);

• Prepare the debriefing phase;

Debriefing phase:

The debriefing phase is the last part of the TTX and is the most important. In this part, the entire TTX data and discussion with the players is carried out to know their feedbacks and their critics. The treated data could be presented in this part to analyze the decisions of the players and how they deal with the different inject of the simulation.

Results of the Cyber TTX Case study

Statistical approach:

The use of the Orange Data Mining, shown to achieve the binary decision tree below in Figure 14, with relation to the statistical approach described previously. Most importantly in terms of the analysis, its usefulness and relevance for the TTX, decision trees obtained via the CHAID-Method realize an allocation of the population according to the values of variables.

Figure 14 : Results binary decision tree

In details, Figure 14 shows the data couple (QC, RT) displayed as the highest Chi-2, with RT being the "segmentation" variable, which is the most relevant to start the tree's construction.

Furthermore, the software begins with the small coloured circle aspects that indicates the allocation of questions at the starting point. Among the 16 questions, 8 of them (50%) are categorized as "Urgency" questions, 4 of them are categorized as "Technical" and 4 of them are categorized as "External Env.". The software then chooses a specific value to realize, physically the allocation : 277s, with 10 questions having a RT lower than 277s and among them, 5 are "Urgency" questions, 1 of them is "Technical" and 4 of them are "External Env."

While the 6 questions remaining are placed in the ">277s" pool, with 3 of them categorized as "Technical" and 3 of them as "Urgency".

Then there is a repeat of the Chi-2 calculations with the couple (QC, RT) showing the highest Chi-2 again. The principle is the same and yet, the value is now 182s, with starting from the questions (10 questions) having a RT lower than 277s. out of these, 5 have a RT lower than 182s and 5 of them have a RT higher than 182s. This implies that 5 questions among the 16 have a RT lower than 277s and then 182s, namely lower than 182s.

This also implies that 5 of the 16 that have a RT lower than 277s but higher than 182s, within those among these last ones, 60 of them are categorized as "Urgency" questions.

It's simpler and easier when the data is not large, but the construction of binary decision trees via the CHAID-Method becomes really interesting and relevant as soon as the amount of data starts to increase. From Figure 15 and Figure 16, it shows that the statistical analysis permits to obtain tables of the number of appearances of active forms and additional forms. For example, words like the, of, with, etc. and the total active forms and additional forms as well. It also displays a graph that shows in abscissa the range of a words and in order of the number of appearance of the word, with a hint that it's a logarithmic scale in abscissa and ordered. The number of text is the number of corpuses defined in the .txt document, and corresponds to the number of players in the structure of data. The number of forms refers to the total number of the forms in the corpus, where each form contains the different forms of a same lemma. The number of occurrences and the number of forms depends on whether there is an application of a lemmatization or not.

It is highly recommend to apply a lemmatization to corpuses when Iramuteq asks in order to improve the relevance of the analysis. The last number given by this analysis is the number of hapaxes in Figure18 which are the words that appear only one time in the data, as it is applied in this analysis of the results.

Correspondence Analysis:

This analysis permits to obtain data like the type of words (name, adjective, adverb, etc.) used by a specific player/participant and the frequency of the use of this word. It mainly allows to obtain a two-dimensional graph that shows which words are mainly used by each player. It is highly recommended to apply a lemmatization and do this analysis on the active forms only. to technical devices and they follow the orders of the heads, according to the keywords " report ", " head " and " logistic " show that they are common terms of these two roles. The Surgeon is located in the bottom right corner and it is visible that many terms related to the medical personnel like " nurse ", " doctor " and " patient " were frequently used. Figure 17 also provides details to the left related to the decisions / actions, to the top correspond to technical problem, the bottom is the medical area.

Discussion:

With the use of this method, the formalization of the TTX process and the treatment of its data have been rendered possible. But the method can be looked at with hindsight. Firstly, some signs of subjectivity can be witnessed in the processes. This is linked to the fact that TTX took advantage of the current participants' impressions and interpretations other ongoing research work and re-create the TTX with description in a different way while maintaining the processes and the general conduct.

Secondly, the relevance of the tools used in this method are purely experimental and exclusive to the usage in the context of the MFH implementation. Indeed, the method is built by merging a variety of existing skills (such as statistics, decision trees, BPMN) and other newer skills (such as textual skills). This case study example, is considered as a specific way of treatment, and not the basis that one must take into account, with strong encouragement to future cyber TTX improvements to adapt to the process/method to meet other various needs and expectations. The textual data treatment could be improved by working with specialized Data scientists in order to improve the text mining with other method and deepen the interpretation of the results.

Finally, this method to organize and analyse a TTX was specifically designed for Mobile Field Hospital in case of Cyber-attack. The goal of this is to prepare generally personnel of MFH in the unlikely eventuality of facing off with cyber-attacks. The BPMN model that describes the organization of a TTX shouldn't be used for business continuity in the MFH or the health sector without some modifications. The data collected with the questionnaire are adapted to the method in order to analyse data and interpret it. The goal of Business Continuity for traditional hospitals is different because the roles and the organizations are not exactly the same as the goal of the TTX. But with some improved modifications on the roles and some particular activities, the general method could suit to business continuity of traditional hospitals and healthcare organizations.

More importantly, the case study Table Top Exercises that are at the basis of this research, and were led and realized with participants who don't belong to the medical field. Although some of them are seasoned TTX organizers, none of them practices a job in the medical sector or in a Mobile Field Hospital. The relevance of the answers given can be consequently called into question. Nonetheless, these answers were less meaningful , and more importantly the method used to treat data drawn from the TTX. The involvement of professionals coming from the medical field is a relevant decision and could only lead to the improvement, the refinement and the enrichment of the method in any case.

Conclusion:

This chapter introduces and the concept of cyber TTX, though similar to the traditional TTX except for certain aspects, with the aim of providing more practical perspective. It also highlights the importance of using TTX to impact more towards the assessment of the stakeholders/users of the MFH in terms of their awareness and readiness. In addition, it provides the planning aspects of a TTX with its aim, materials, objectives, and basic scheduling of the TTX. Consequently, it showed the exercise style used with its assumptions, as well as the stakeholder/participant definitions. The HSEEP methodology implemented was highlighted with its exercise cycle, and application of different cyber scenarios and injects.

Afterwards, it showed the aftermath of the TTX in terms of the debrief process, collection of data, analysis of the data, and lessons learnt. It added the case of an experimental scenario of a cyber TTX with its set of cyber scenarios and data metric measurements, based on the defined parameters applied to its accompanying TTX results.

In addition, the proposed method to design TTX was created for Mobile Field Hospitals in case of Cyber-attack where several TTX were carried out to understand the outcomes and the elements to analyse. Thus, a meaningful thing to do was to define the key performance indicators, that will collate with the questionnaire of the TTX. Afterwards, the treatment of data gathered a statistical analysis and a textual one. This treatment rests upon the simultaneous use of decision trees (via Orange Data Mining) and textual analysis (via Iramuteq) with algorithms like CA method, Similarities analysis. However, a warm argument was made to urge future of other TTX to improve and change the method and process. For instance several statistical methods exist (CART Method) and can bring other classification / decision trees that can expose different distinctive features. Also, the CHAID Method explained can also be reinforced by the study of non-binary trees. A comparison might then be made between the results drawn from these 2 kinds of decision trees.

Moreover, the use of Iramuteq to treat textual data but other software permits different textual analysis with other text mining method like Alceste or Nvivo. By the same token, another aspect of BPMN Process can be explored, even though the construction of the TTX scenario hasn't been handled in the case study. Therefore, this dimension can be an added developed that will enrich the BPMN Process offered.

Overall, this chapter provides a more practical perspective to assessing the security posture of the MFH, thus, building on the foundation laid with the CR assessment model and providing an opportunity for a more technical perspective of assessment in the form of penetration testing.

CHAPTER 6: Conclusion & Perspectives:

Introduction

Cybersecurity in healthcare is currently already on the rise, and continues to be, as long as there is the existence and generation of the in-demand electronic health records available. This chapter concludes the work carried out in this thesis. It summarizes the contributions presented in the manuscript and underline their added value and limitations. This will, in turn, help in subsequently identifying different work prospects in the future.

First, a review and analysis the current trends, which highlighted the different cyberthreat actors, motives, targets, and vectors of the healthcare sector and the related literature.

The review of the cybersecurity landscape of recent events affecting organizations across different spheres and sectors, with focus on its impacts on the infrastructural aspect as well is its stakeholders. Furthermore, a realization and explanation of the main aim of the research, which is to evaluate the readiness and degree of implementation feasibility of the cybersecurity in Mobile Field Hospitals. Various organizational, operational (usability of results) and technical (quantity and quality of information) issues related to the implementation of the objectives that have been identified.

Majority of the methods applied in the research are geared towards collecting and capitalizing on specific knowledge associated with past situations, exploring the trends and past incidences in many instances. This is to highlight and re-iterate the lessons learnt, and not learnt, from previous incidents, with their backgrounds with the aim of analysing the trend and linking it with the context of the research for better comprehension. The process in which the trends are presented and analysed are in order to extract and enrich the knowledge repertoire of the MFH and its stakeholders. Likewise, the imperfect nature of the analysis of certain information, is due to the challenges, which will be highlighted in this concluding chapter, leading to some aspects rarely examined. In the light of this analysis, the work concentrated in particular on a typology of following the main objectives, divided in to one primary objective, and two secondary objectives. The primary research objective is followed by principally examining critically the existing cybersecurity assessment frameworks, their usage, and possible implementation in assessing the cyber resilience posture currently existing in the MFH. Also, the existing literature reviewed was focused on areas of mostly medical expertise, logistical management, and some usage of digitized medical records storage and processing. Rather, this

shows that the MFH typically lacks the security dimension to protect its critical information infrastructure, its computer and technological assets, and specific cyber-crime targets such as data protection, privacy, surveillance and social media interactions.

The secondary objective were also followed by developing an effective and improved strategy that can be used in evaluating the cyber resilience and risk posture of the MFH for prevention and response of cyber threats, as the first part. The second part followed the steps taken to provide a foundation with which data and results can be used in planning of the cyber TTX as well as the technical penetration tests that followed. The purpose of this secondary objective is to support the theoretical aspects of the first objective, using practical experiments that can explain the performance observations in implementing the CRAF model and their relationships. It was proposed to identify these relationships and results in performing the exercises and tests in immersed real life scenarios that can be interpreted into lessons. However, these lessons are indicators making it possible, in the resolution of a similar emergency situation, to draw attention to possible deviations from the objectives, and to underline the correction on which to concentrate as a priority.

In addition, the introductory aspects of the thesis provides a linkage between the key concepts of cybersecurity and resilience, as well is the product-concept cyber resilience and its life cycle processes. The methodology which the research follows is presented in terms of the context and its proceeding contributions. This approach provides a stepping stone to which guides the research process, from the introduction, to the contributions and to the conclusion.

The main contributions to the implementation of this approach and their limitations are summarized below.

The proposed approach consequently follows the review of the main existing cyber resilience assessment frameworks, and adopt the most suitable CR framework(s) to be implemented in the context of the MFH cyber infrastructure. This Adoption process is based on (N. B Ahmed et al, 2020) [START_REF] Ahmed | Improving Cyber Resilience in Mobile Field Hospitals: Towards an Assessment Model[END_REF] following the approaches of Direct Adoption, the Hybrid/Combination approach, the Customised approach and Building a new model from scratch approach.

Justifiably, the Hybrid/Combination approach was adopted, with a view to future exploitation and use in the context of the use of the MFH processes, its cyber infrastructure design and its stakeholders. At the end of the adoption and selection process, the CRAF Model was proposed (Figure 6) which summarises the implementation process of the cyber resilience assessment of the MFH. This model being the first contribution in the thesis, is further put in to use by implementing the details required by the proposed model as described in Figure 7, thus evaluating the applied aspects of the MFH infrastructure, processes and stakeholders. The resulting data generated (as shown in Figure 8) shows the eventual 'low' score provided with the application of the adopted scoring format (described in Figure 8) and its interpretation as 'Level 3' according to the maturity level in Figure 9. With this eventual, initial and theoretical assessment of the MFH cyber infrastructure at hand, showing that its current security posture is at a 'low' level, there was a need to provide a more practical method in which can back up the results from the assessment performed with the use pf the proposed model. This is one of the major challenges in only implementing a theoretical assessment method. Thus the use of a practical form of the practical cyber TTX was proposed.

The use of the cyber TTX takes its preliminary aspects from the results obtained from the evaluation and assessment of the MFH using the proposed model. This provides a more solid and fact-based foundation to the development and implementation of a cyber TTX with the workings of the MFH. The cyber TTX consists of a series of exercise simulations that are carried out, with a laid out aim, materials, objectives, and basic scheduling, with the details of its participants/players together with their assigned roles. As the importance of using the cyber TTX is to impact more towards the assessment of the stakeholders/users of the MFH in terms of their awareness and readiness, the immersion of scenarios and injects, with specified assumptions, allows it to take a more realistic perspective. Indeed, its implementation is carried out scientifically, using the HSEEP methodology described in Figure 11. This provides a systematics process by which details and parameters (described in Table 6) are used in the data collected in the course of the TTX. The analysis of the data in terms of the results is provided and presented in terms of the impacts and likelihood metrics (Figure 12) of the actions performed in response to each inject introduced during the TTX. This data analysis procedure is further explored with the use of other tools such as BPMN process approach, and the statistical data treatment with Iramuteq, all of which the data is extracted from a case study TTX performed within the IMT Mines Ales scenario setting. Overall, the analysis of the collected TTX data all point towards the high-likelihood and high-impact result index.

Furthermore, this supports the results obtained from the initial assessment of the MFH. The overall design and implementation process applied in the development and usage of the cyber TTX in the context of the MFH, highlighting the strengths and weakness of the MFH stakeholders in terms of their readiness, presents the second contribution of this thesis. The main challenge of this contribution is that the eventual results focuses on mostly the human aspect of the overall MFH security architecture, with minimal impact on the assessment as well the technological adoptions. Therefore, this presented the opportunity to propose a more technical perspective, in performing a technical penetration test on the MFH cyber architecture.

This will inevitably support the results provided by both the proposed CRAF model assessment, and the cyber TTX, re-assuring the outcome of the results.

The technical penetration tests performed are a series of technical actions carried out on the MFH cyber infrastructure including both its hardware and applications. These PTs carried out by performing simulated versions of real-life possible scenarios, in order to identify vulnerabilities. This is done in order recommend the best possible solutions for efficient prevention of future attacks or for planning purposes. Starting by reviewing the major existing PT frameworks, the pros and cons in terms of its implementation in the MFH context was considered and selected appropriately (as described in Table 9). The test itself included an OSSTMM guided steps that were taken to attack the cyber infrastructure as though it was a cyberthreat actor that was performing the actions. The OSSTMM methodology implemented, requires a clear scope and completion criteria to get the best possible results, with assumptions specified and a description of the real life simulated scenarios. The main PT is performed deploying a set of skills and attack categories that apply to the possible and eventual compromise of the MFH cyber infrastructure. These carefully selected categories of attack techniques include the use of SQL injection techniques, data manipulation, barcode manipulation, data exfiltration, denial of service attacks, and command injections. These are all based on the research performed in chapters 1 and 2, as well as building on the processes and contributions in chapters 3 and 4. The attack scenarios range from directly launching an attack on the infrastructure externally or internally, to gaining access to the MFH infrastructure physically first, then launching the cyber-attack after. All these possibilities are performed in order to cover the current cyberthreat landscape, while also staying within the scope of the research. The results obtained from both successful and failed attempts of the attacks are analyzed and presented with the use of the OSSTMM RAV calculator. This provides a more scientific method of analyzing and present PT results, which shows that the MFH has for far too few controls with respect to its operations and limitations in terms of its quantitative balance (Table 7). This result also provides a similar outlook to previous tests, assessments and exercises performed.

Overall, the PT set-up, planning, development and execution to obtain results that back up and support the results obtained from the CRAF model assessment and the cyber TTX forms the third contribution of this research. Furthermore, on the basis of this evaluation, we wanted to identify, among the evaluation criteria, those which can be improved. To meet this objective, we proposed to identify these criteria of interest indirectly by mobilizing the proposed CRAF model (N. B Ahmed et al, 2021) [START_REF] Ahmed | Improving Cyber Resilience in Mobile Field Hospitals: Towards an Assessment Model[END_REF], and more particularly its applications aspects, for automation. A procedure for determining development and integration of the CRAF assessment model in to simplified, digital version of the theoretical model. This was carried with the use of python programming language and an SQL database to store the frameworks and the results from each assessment.

With its user interface (appendix A) assessments can be performed with a guided processes of clicking and election of option to suit the required context. The assessment processes is then performed automatically based on the parameters provided, and results displayed and stored.

This stand-alone automated CRAF assessment software constitutes the fourth contribution of this research.

Challenges:

The MFH being a unique structure of a healthcare system, its access and background literature, as well as documentation of its infrastructure and processes are not easily accessible or available publicly. One of the main challenges was developing a review of the MFH physical and cyber infrastructure. This proved to be challenging as the availability in the academic sphere was virtually non-existent. Also, there no available publications, journals, articles or even news about any history of cyber-attack directly carried out on any MFH. This challenge had to influence several inferences to the MFH being a sub-sector of the healthcare sector, and as such, its vulnerabilities and history of attacks may also apply to it as well. However, the MFH physical infrastructure being a miniature version of the traditional hospitals, the complexity induced by its functions; warrant the categorisations as its deployment is mainly due to emergency response scenarios. The relevance of this can be considered with regard to the initial challenge of the MFH, as not being a permanently deployed structure for day-to-day applications.

In addition, the MFH infrastructure's limited access to the main physical structure itself was a challenge. As this MFH in France (ESCRIM) is a governmental assets, and as such, needs a series of processes and approval mechanisms to be followed, limited the opportunity to have a first-hand experience and implementation of the contributions directly on the original structure, instead of simulated setup. This would have improved the understanding of the MFH processes and its infrastructure, thus, improving the results of this research.

Another challenge faced was gaining access to the MFH stakeholders and staff. With the stakeholders being deployed during the COVID-19 pandemic, at the time of writing this thesis, it was rather a daunting task to get hold of any stakeholder in order to get more information via interviews and structured discussions. This, in turn affect the quality of the results of the thesis in the long term, as the research progresses.
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123 Also, the adoption and selection processes ranging from the adoption of resilience definition, to assessment frameworks selection, to adoption approaches, to PT framework selections, all of which proved to be a challenge. This was due to the MFH design and architecture, with which its stakeholder apply to perform the processes with the use the cyber infrastructure. In other words, choosing a specific framework or adoption approach that would work seamlessly with the MFH context was difficult in terms of the decision making process. This is also due to fact that there has not been any history of its implementations, as well as any publicly available literature or manual to use a guide in the decision making process.

Finally, the automation of the proposed CRAF model in detail with more features and simplification was a challenge due to the time limit required to complete this thesis. Even though the main functionalities of the CRAF assessment software are available and functional, certain aspects such as the user interface and database storage could have been improved. Also, this challenge is also due to the limited capability in using advanced techniques of python programming to improve further the functionality of the software. In addition, the software was developed majorly with the sole purpose of its functionality in mind, rather due to time constraints, secure programming techniques were omitted in certain aspects of the source code.

Also, in certain cases of the source code review afterwards, a small number of observations, where the choice of programming language approach was questionable, but was overlooked as time could not permit a re-construction of the whole automation process.

To practically put in contrast, the more details on the contributions of this thesis as well as the challenges faced in the course of the research gives it more in terms of its broad range pf perspectives provided.

Future work & Recommendations:

This work has studied new avenues in order to contribute to the improvement of cybersecurity readiness of the MFH in terms of evaluation, assessment and testing. Simplifying contributions could be considered as first developments, in addition to an in-depth evaluation that deserve to be carried out. The assessment of the contributions and the analysis of their limitations allows us to evoke different avenues for improvement and work prospects.

In the future, the plan to keep studying Internet threats has to proceed and continue. As cyberthreats become more sophisticated, so do the techniques needed to fight them, which will have to be more advanced as well. In particular, as attacks become more targeted towards the MFH with higher profile techniques, it will not be possible to leverage the scale as done in this thesis only to fight them. Some of the elements that is proposed, such as the CRAF model of assessment, could however be adapted to assess these new threats. In the future work, there should be a plan to explore the use of other developed assessment methods, other cyber TTX methodologies and scenarios, PT techniques and tools, in order to prevent the occurrence of targeted attacks such. On the software side, combining different programming languages, coupled with routine source code inspection should be part of the methods needed to improve the system. This concluding chapter does not mark the end of the research concerning the cyber-security assessments, exercises, tests, and practices. Instead, this study should be an opportunity that has opened up further research areas which need to be explored. In future research, further investigation in to the application and adaptability of the CRAF model and its practicality should be explored. In addition, the research is focused on the context of the MFH infrastructure and processes in the European region of France. However, the argument that the model developed here could be implemented in an international, national and local levels, cyber resilience practices are intertwined. The deliberations discussed reveal new avenues of research objectives which need to be outlined to cover a broader range of cyber-security challenges.

Future research could be extended to other critical sectors, such as the Oil and Gas sector, the Environmental sector, all of which have similar challenges. Moreover, all of these research areas are able provide a foundation for more articulate future research agenda. Outlined are recommendations that are useful to implement beyond this thesis, as described in the Table 16. This contains supporting documents, diagrams, and screenshots to further explain the point and procedures carried out.

Appendix A:

1 -A diagrammatic representation of the MFH, showing its cells and sectors.

This system of color codes will aid the medical personnel to work effectively to save lives and prevent the disorder characterized to an event.

The color tags/bracelets given to the victims are done based on the observed symptoms and vital signs upon arrival of the first responders to the scene of the attack. Victims unable to move but still breathing are given the color tags based on their category, those able to walk are of less urgency, those who are immobilized and have stopped breathing are pronounced dead and tagged appropriately.

The reception cell focuses on the easy flow of patients and documentations to conserve and track the availability of resources, to prevent over-crowding of the hospital and most importantly to save more lives. This system guarantees that the outpatients do not linger in beds that would be assigned to the critically ill, this goes a long way to reduce the stress on the medical team and the therefore the hospital.

C2 -Hospitalization + mother / child pole

This cell is responsible for the admission and routine care for patients who have undergone surgery or are in recovery from severe injuries sustained and would require check-ups from the attending doctor. This cell also serves as the mother and child care section of the field hospital where a midwife would be on call to attend to pregnant women and a pediatrician available for Patients would remain in hospitalization until they are fit and ready to be discharged or referred to another hospital. The admittance of more patients would require an availability of beds, it is therefore necessary that as soon as patients are fit, they will be discharged and scanned out, thus beds made available for incoming patients to avoid overcrowding the hospital ward.

The hospitalization cell is charged with the responsibility of:

• Rapidly discharging the inpatients who can safely continue their care at home or in other alternate facilities,

A-Logistics Cell

Medical logistics is the logistics of pharmaceuticals, medical and surgical supplies, medical devices and equipment, and other products needed to support doctors, nurses, and other health care providers. Because its final customers are responsible for the lives and health of their patients, medical logistics is unique in that it seeks to optimize effectiveness rather than efficiency. To drive costs out of the health-care sector, medical logistics providers are adopting supply chain management theories and checking the amount of patients treated with different treatments from the database workstation for easier tracking of supplies.

There are 3 logisticians each of whom has personal responsibility and role. for all these are done via email (personal) and telephone (personal).

B-Command Cell

There is only 1 Chief Physician, who manages the whole operations and procedures. He is a doctor with huge management experience that helps in organizing, directing and coordinating medical and health services in compliance with the government regulations and policies.

However, in this case, he does not treat patients, is mainly involved in management but he advises to doctors from his medical point of view, with main duties such as: Even though most attacks are usually in the form of the traditional techniques of warfare and battle, the high number of military security personnel deployed to protect the facility is enormous, thus making the BH insurgents to retreat and have a re-think to their attack strategies. The BH structure has always included different people from different scopes of life, ranging from retired military personnel to highly training computer scientist, to medical professionals, to former politicians. Hence, a more technically advanced and deadlier approach that has less risk and probably more effectiveness than the traditional means always used -Cyber.

➢
In the past, cyber actors with malicious intent have already been able to target institutions, companies, and even hospitals, with effects proving to be very detrimental and effective. Whilst the MFH has not recorded any of such cyber events, it is important to make considerations of its high possibility, due to the level of security implemented on its assets, as well as the cyber awareness and capabilities of its stakeholders and users.

PRIMARY SCENARIO October 29, 2015 -10:00am

On the second day of the successful deployment and running of the MFH at Borno State, Nigeria, another fresh attack on a nearby town of CHIBOK where 1 suicide bomber exploded in a primary school, and several gunshots, all occurred at around 10:00am. The school just started classes and was at full capacity with at least 90 people including women and children, teachers and students.

The military personnel were dispatched to respond to this incident, with an ambulance (with paramedics) also among the responders that were trying to evacuate some survivors and attend to the injured, while the military was also exchanging fire with the insurgents. This incident left at least 6 fatalities and massive casualties.

In this area, there was only a few media coverage and social media reports concerning the attack. In order to provide the response in an efficient and timely manner, crisis response teams had to effectively manage the crisis to prevent more damage. The MFH now started receiving casualties at around 11:00am. The MFH receives and starts processing, documenting, tagging, and treating casualties.

Amongst the casualties that has been seriously injured is a High ranking Military officer (Maj.Gen.OSAMA), who has been recently declared by the BH as a key target due to the damage he has caused to their insurgency efforts. After documenting the patient and tagged with a barcode bracelet, he is then transferred to the triage cell, and may need some tests, and emergency surgery (to surgery cell) to treat the bullet wounds, as well as some need for some extra blood and fluids to be delivered with infusion pumps while monitoring the situation (Hospitalisation cell). After the enormous work on the several victims for the day, it was a bit calmer in the evening, while there were some few patients that required close monitoring. The Nurse on duty 5. If the device malfunction is not resolved on time, what is the immediate plan?

6. Is there availability of a ready-to-use replacement device immediately?

7. How do you prevent the device from malfunctioning again?

Any other suggestions?

Media questions: Chief Doctor/Head of Mission:

1. It has been rumoured that Maj.Gen.OSAMA's recovery from his serious injuries has been specifically the target of a cyber-attack to kill him, as they could not fully succeed via traditional means. What can you say about this?

2. Reports from international media have said that the BH have grown their cyber capabilities over the years, is this one of their hand work?

3. The social media has been buzzing about the ease at which it is to penetrate and harm patients in hospitals via the network and medical devices. Do you still think the Nigerian Government should allow the MFH to continue its deployment mission in the BH affected region? Why? 
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  39 seconds per attack. Figure1also describes the 86.2% of the organizations in the survey were successfully affected by each cyber-attack.
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 13 Organization of the Manuscript:This organization and structure of the manuscript according to chapters, and specific annotations and explanations to the contents and technicalities. The manuscript is organized as follows:Chapter 2 introduces the state of the art, with essential notions associated with existing knowledge, available frameworks, and cybersecurity technical representations. This chapter also clarifies the definitions technical functions and processes used in the thesis. The main methods proposed in the literature to support the activities performed in other chapters. This chapter also presents the concept of mobile field hospitals and their stakeholders. A second part focuses on the presentation of data collection methods, essential for the reasons and implementation of other concepts. The existing cyber resilience assessment frameworks and their usage, is introduced.
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 2 State of the Art 1.0 Introduction: Cybersecurity takes into consideration the global growth in social, economic and geo-political threat landscape that is continuously evolving with the advent of efficient technologies in the health sector. The general understanding of security continues to evolve swiftly, especially over the last century which has resulted in influencing the widely used risk-based security paradigm.
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  stakeholders include: Medical Staff, the ESCRIM Management, Patients/Victims, Logisticians. Secondary Stakeholders: These are the other stakeholders of the MFH deployment that may affect a relationship or influence primary stakeholders towards a particular objective or aim, usually with an interest as well as the less likely stakeholders that may be influenced/affected or by the likelihood or the result of a cyber event happening. These include: Command & Control (C&C), France EMT, EMT C&C (With Dependents), National & Local Government, General Public/ Host Community, Civic Societies/NGOs, Health Regulators, Media, Security & Intelligent Agencies, Suppliers, Law Makers (EU), Legal Unit Stakeholder mapping:

•

  Interestaffected by decisions • Rightsfor treatment: legal/moral • Capacityability/know-how • Contributionfor resources/funds • Impactinfluence on outcome CHAPTER 2: State of the Art 50 These parameters that have been derived from a template introduced in the CASCADE (Collaborative Action towards Societal Challenges through Awareness, Development, andEducation) project that aimed at achieving a foundation for future development of stakeholder maps and analysis, majorly for the South Asian countries[START_REF] Haigh | South Asian regional position paper on Horizon 2020 societal challenges[END_REF]. This was made to maintain a consistency of the inventory and activities form stakeholders and future implications of actions as well.

Figure 5 :

 5 Figure 5: French MFH Stakeholder Map

  Self-Assessment: NIST Framework: NIST (National Institute of Standards and Technology) based on Linkov et al and partnership with the World Economic Forum (WEF), to produce the shell of the matrix for the 'Framework for Improving Critical National Infrastructure' [62]. The columns on the top indicate the major aspects of the adopted definition (in this thesis) of Cyber Resilience, as well as the categories of disaster Resilience from the National Academy of Sciences. The rows indicate the discussed and proposed 'items', which usually the major operational domains of Network-related cyber cases and scenarios.

5 . 1 .

 51 Cyber incident management and resilience According to the FFIEC (Federal Financial Institutions Examinations Council) cybersecurity assessment tool guidelines on the implementation of Maturity levels, each of the above domains contains assessment factors and components that describe activities to support each factor at each maturity level. Cyber Risk Management and Oversight: This addresses the boards oversight and management's development and implementation of policies (if any) and an enterprisewide cybersecurity program and procedures to make the appropriate oversight. Its assessment factors include:

4 .

 4 External dependency management: This addresses the establishment of maintenance of external connections and other third-party communications involving I.T assets and information. Its assessment factors include:

  Products Technology Services: Different technology services provided by organisations pose a higher inherent risk based on the nature of the specific service provided. This includes different methods of payment services and merchant acquiring activities. It also incorporates the consideration of organisations that provide technology services to other organisations. 4. Organizational Characteristics: This category provides organisational aspects, such as the number of direct employees and cybersecurity contractors, changes in security employees, access of users with privileges, changes in technology environment and locations of operations and data storage. 5. External Threats: The amount and type of attacks (successful or attempted) may affect an organisations inherent risk. This considers the amount and sophistication of the attacks targeting the organisation.

CHAPTER 3 :

 3 Evaluation of Cyber Resilience in MFH 3.0 Introduction.

Figure 6 :

 6 Figure 6: Model Diagram

Figure 7 :

 7 Figure 7: MFH CRAF preview

Figure 8 :

 8 Figure 8: Adopted Scoring Format

3. 4

 4 Technical Model: Implementation of Python-based automated software: This technical implementation of the assessment model explores the work carried out in this thesis chapter in attempting to create a python-based software that automates the process of the MFH or any other stakeholder or company to perform its own CR-assessment.

(

  Baseline, Evolving, Intermediate, Advanced, Innovative) Software Name: Cybersecurity Assessment Tool Software Version: 1.0 Technical Information: Python, MySQL server, Open-source Software Summary: This tool is based on the National Institute for Standards and Technology (NIST) framework for cybersecurity, and the Federal Financial Institutions Examination Council (FFIEC) cybersecurity assessment tool. The main goal is to allow companies to perform an assessment of their cybersecurity. The final yield is a set of two scores: one representing cybersecurity maturity, and another representing the company's cyber risk level.

Figure 10a :

 10a Figure 10a: CRAF MFH Login page

Figure 10c :

 10c Figure 10c: CRAF Home page

Figure 10d: sample results display summary 6 -

 6 Figure 10d: sample results display summary

Figure 10e :

 10e Figure 10e: IRP module summary

The 5

 5 modules reflect the 5 domains of the cybersecurity maturity. Each module is further split into classes, with each class representing a subcategory of each domain. Much like the inherent risk profile, each class here will find, organize and display the questions and possible answers that are relevant to it.

Figure 10g: CSM module domains 12 -

 12 Figure 10g: CSM module domains

Figure 10k: CRAF tool flowchart CHAPTER 3 : 92 3. 5

 3925 Figure 10k: CRAF tool flowchart

4. 1 . 9

 19 Methodology: The methodology implemented in the exercise to achieve the objectives is based on the inputaction-output paradigm of the HSEEP [83]. The Homeland Security Exercise and Evaluation Program (HSEEP) is a capabilities and performance based program used for guidance in a standardized exercise development, as it has cyber events that have physical implications in critical national infrastructure in terms of emergency management [83].

Figure 11 :

 11 Figure 11: The HSEEP Methodology [83]

Figure 12 :

 12 Figure 12: Impact/likelihood graph of TTX injects

Figure 15 :

 15 Figure 15 : Statistical analysis on the textual data

Figure 16 :

 16 Figure 16 : Statistics analysis on the textual data 2

Figure 17 :

 17 Figure 17: Graphs given by the Correspondence Analysis with Iramuteq

Figure 24 :

 24 Figure 24: Contribution summary diagram

Future Research Areas Recommendation 1 A 2 3

 123 key recommendation for future research would be empirical research on specific MFH cyber-attack problems, aimed at investigating and documenting any security practices applied for future references. Recommendation Progress the proposed CRAF model further: Further research is needed to create a more sustainable assessment model to cover more instances and scenarios considering nature of cyber-space. More case studies in different areas are needed to be analysed in-depth, in order to create an clearer process in adoption on CR frameworks. Recommendation Further improvement of the cyber TTX scenarios and injects: It is important to improve the cyber TTX scenarios and injects in order to provide a wider range of implementation in terms of practices and processes in other security areas. There is a need to explore creative scenarios, as the cyberthreat actors are already evolving, so should the cyber resilience practices. Particular research in awareness raising and education, and situational awareness should be integrated into exclusive a mandatory practices embedded in all cyber TTXs. increasing inclusion of private actors, in subcontracting certain security responsibilities such as end-user protection, external training etc., has revealed another research area. The investigation into the motivation of individual actors to get involved in the security participation sphere, as they move to invest resources and knowledge, that may or may not be solely a profit-oriented perspective. The development and improvement of more advanced assessment tools, such as improving the functionality and user interface of the automated CRAF model. Such improvements, though require investment of time and resources, eventually proves to save time and improve accuracy of assessment results, in the long term.

➢➢

  children care and treatment. The emergency team at the field hospital provides assessment and care for children aged between 0 to 16 years, and up to 18 years in cases of pre-existing chronic conditions and mental health conditions. Patients' bracelets are scanned and are admitted to the wards of the MFH for several reasons which include; ➢ For scheduled tests, ➢ For surgeries, For administration of medications, For stabilization or monitoring of an existing condition.

1 . 2 . 3 .

 123 Head of Logistics Department (general and medical supplies and maintenance) Utilities such as water distribution, waste disposal, and environmental control of patient treatment areas -HVAC Power and vehicle maintenance; equipment records and repair parts; fuel distribution; and transportation Sourcing of equipment, necessary products, medicine, and arrangement of medical staff and their transportation to the MFH are organised precisely by the Logistics cell. Communications

➢➢➢➢➢➢➢

  Decisions of treating a patient or not; Recovery of information from other cells; Daily reporting (from data generated); Arrangement of meetings; ➢ Interviews.A chief nurse is mandated by the hospital administration to maintain clinical and patient-care standards. This includes ensuring that the patients are safe in the hospital and have access to the right medical care. Besides having above mentioned duties, he or she should have additional features or roles, which ease a whole procedure of a field hospital: Liaison with PhysiciansThe Commanding Officer of a field hospital will need to use a wide variety of team building tools and techniques to ensure the effective creation of a unit able to deliver a high standard clinical performance.C-I.T officer/Technicians/Technical engineerThis subsection logistics cell helps in the overall setup of the entire MFH, both in terms of the structure and its facilities, as well as its IT assets which aid in improving the delivery of service of the MFH more effectively especially in emergency situations.Majorly, its primary objectives are to mainly setup and manage the cyber assets deployed within the MFH. These objectives include ➢ Setup of IT assets ➢ Configuration of the IT assets ➢ Assigning and documenting the IT assets ➢ Managing and maintaining the availability of services for IT assets ➢ Monitoring the usage and availability of IT assets ➢ Reporting to Head of Logistics for re-stocking IT assets ➢ Reporting to Head of Logistics for issues with IT assets (Network or Cyber incidents inclusive) Respond and provide technical support to issues or cyber incidents ➢ Installation of useful software, antiviruses, hardware etc. Maintaining the MFH EMR software ➢ Checking/taking the backup at prescribed times ➢ Transmission of data to required stakeholders The roles of the IT section are applied the IT/cyber assets; these assets include: ➢ Reception workstation: Computer, printer ➢ Local Area Network (LAN) ➢ Local Database Storage/Connectivity Server ➢ Router/Hub ➢ Barcode reader and printer ➢ Barcode paper/Tags ➢ External HD / USB Flash drives ➢ Internet connectivity (in personal cases) Access to EMR/EHR records/system ➢ Emailslocal/external (in some cases) ➢ Network Connected medical devices: ➢ Stand-alone medical devices with open ports: ➢ Paper records/files with important data (GDPR compliant) ➢ HVAC, power, and environmental control system (Network/local) ➢ Patient medical records system OR Patient tracking system, stand alone and connected to the local network via Wi-Fi and cable.2 -Cyber TTX Scenario and InjectsBACKGROUNDThe recent news of the massive up rise of a new insurgent and terrorist group in the far Northeastern region of Nigeria have been destabilizing the region with attacks on lives and property of the residents. This insurgency has been growing and has been leaving a large number of causalities behind everywhere they explore, thus creating a very large humanitarian crisis.But with the latest efforts by the Nigerian Governments' Armed forces and the help of the international community armed forces, it has been able to stabilize the region's violence. More help has arrived from the United Nations, as well as the French Government, who have been a strong ally to the Nigerian Government over the past few years, agreed to help with causalities and deploy its state of the art Mobile Field Hospital infrastructure (ESCRIM) in the State of Borno, which is a central location to the towns affected by the crisis. The estimated arrival of the MFH is in 5 days, with a deployment time of 1 day.

Extra - 1 :

 1 NOTE:The ESCRIM currently has a total of 75 personnel working in this structure, 33 of which are the doctors, nurses, pharmacists, logisticians and health auxiliaries, mostly in charge pf surgical and medical explorations, including 1 chief medical doctor. Other 42 personnel are from the Civil Protection Intervention unit & firefighters. Earlier in the evening of the day, when the situation with responses and treatments was calmer, one of the insurgents managed to past the first line of security personnel, disguised as a local volunteer to have access to the toilets used by the MFH personnel. A very flashy USB drive was clearly dropped on the ground, containing a file called "CT scan report from Command". Extra -2: During the rapid response and high influx of patients, the same person took advantage of the havoc diversion of attention to the arriving victims to plug in an unknown device to one of the networked workstations, waited a few minutes, unplugged it and exited without anyone noticing.

INJECT 1 :INJECT 2 :INJECT 3 :

 123 EMR Network FluctuationOctober29, 2015 -11:15am A few minutes to the arrival of the patients from the attack destination to the MFH, and as the admin/reception staff (Mr.Frank) was preparing for receiving victims, some initial fluctuation in the network connectivity of the EMR system was encountered, but normalised after a few minutes. Then the arrivals started, and the normal procedures continued as normal. Network DoS October 29, 2015 -12:15pmThe admin/reception staff (Mr.Frank) discovered that he could no longer have access to the server/workstation that stores the patient data, hence could not register and generate any patient barcode bracelet for other arriving victims, some of which are very injured and need to be attended to. He immediately contacts the IT officer (Mr.Sandoop) to have a look and troubleshoot for any issues. He discovers that the network is fluctuating heavily, more than usual and it eventually crashes the network, forcing a general reboot of all networking equipment. Medical device malfunctionOctober 29, 2015 -8:00pm 

4 . 5 . 6 .

 456 What message do you have for the supposed new line of cyber terrorism that the BH have engaged with? What is your message to the general public on the safety of the victims treated at the MFH facility? Are the data being collected from victims being safely stored in compliance with EU GDPR or the Nigerian NDPR? the MFH meet the required legal or regulatory requirements for Data Protection (HIPAA and GDPR)? +1 concern Yes No Does the MFH agree to protect and defend customer legal rights and will provide reasonable and timely support (such as connection logs, communication logs, etc.) to defend against legal claims from stakeholers and patients? +1 resilience Yes No Does the MFH provide compensation for losses involving their patients or any service regardless of fault being theirs or a subsequent third party (attack)? +1 concern Yes No Is the MFH insured for up to the cost of replacing its service infrastructure in case of accident or malicious attacks (the MFH require all data from the its patients and stakeeholders, both offsite and within the structure, is transported and stored by a sufficiently the MFH maintain regular and timely back-ups and restoration process of all collected data and configurations? +1 concern Yes No Does the MFH maintain a record of all interactions with the data with time, date, and type with ready access to recover the MFH provide assurance of complete and total destruction of all records not related to patients or other +1 trust +1 exposure regulatory or legal requirements at a request of patients or stakeholders? Yes No Does the MFH maintain low visibility of operations by not sharing or disclosing specific operational information about its deployment such as location, core operations personnel, network maps and info, security processes, or lists of the MFH restrict all patient data and services within the borders of the country of origin or the host community? +1 integrity Yes No Does the MFH run regular and timely checks on the authenticity and integrity of stored data and information with a recovery process in place for corruptions whether accidental or malicious? +1 exposure Yes No Does the MFH have a process to provide legal entities access for eDiscovery and forensics in the case of criminal or regulatory scenarios? +1 exposure Yes No Does the MFH provide a reasonable process of immediate notification of damages, threats, or any incident response action taken due to issues surrounding the safety or security of patients and data regardless if digital or the MFH provide an immediate notification through an alternate channel from how the request was made of any IT support, administrative or operational +1 exposure changes (including a change in the MFH's leadership). 23 Yes No Does the MFH restrict physical access to server rooms or on-site access for services to vetted, trusted personnel only. -Linux screenshot of the available network drivers & interfaces detected
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top Exercises (Cyber TTX); and the technical Penetration Tests (PT). These contributions are illustrated in the Figure 2/24 below.

  In essence, viruses can remain inactive on the target, silently, but once infected, it infects other targets on the same network. The effect of some viruses can be humorous in intent and effect, others may have overwhelming and destructive effects such as data loss or permanent hard drive physical damage.In the modern day technological society, virus may spread in several ways, some more obvious than others. Viruses can be spread through email and text message attachments, Internet file downloads, and social media scam links. Viruses can hide hidden as attachments on social media sharing platforms such as funny images, greeting cards, or audio and video files[104].

1.0 CHAPTER 1: INTRODUCTION virus code to be executed.

  Its main target is usually Windows Operating systems, and is delivered with the aid of spam email campaigns. Theses emails contain attachments such as Word or Excel files with Dridex malware embedded in the attachments. Clicking and opening

	1.0 CHAPTER 1: INTRODUCTION
	visibility and communication between the cyberthreat actors and the targets when
	delivering malware or other harmful attack techniques.
	• Dridex Malware: This is a variation of malware that targets its victim's banking
	information which is classified as a Trojan [116]. The main aim of Dridex is to exfiltrate
	sensitive data from its target's financial institution accounts, such as login credentials
	and account IDs.

  The medical devices CHAPTER 2: State of the Art Infected serve as the weak links in hospital security architecture, including diagnostic equipment such as MRI (Magnetic Resonance Imaging) machines, infusion pumps, and other life support equipment such as ventilators. According to a recent survey commissioned by Imperva, a cybersecurity firm, suggests that about 77% of healthcare IT professionals a really

Table 3 :

 3 

FFIEC Cyber Security Maturity for with Declarative statements

The above table shows an example explaining that the declarative statement from management of the MFH that best fits its practices. Also, all declarative statements in each maturity level must be attained to achieve the domain's maturity level, with attained options to be affirmed by indicating 'Y' for Yes (or 'Y[c]' for Yes compensating controls) or 'N' for No if not attained.

Table 4 :

 4 

Cyber security Maturity for Domain and Risk levels Based on Type, Volume and Complexity of operations and threats directed: Least Inherent, Minimal, Moderate, Significant, Most.

Table 5 :

 5 The CR Assessment model Software processes Before cloning the repository, make sure the following requirements are installed:

		Library	Design
	User Interface	Tkinter	Simplistic flat design
	Database	MySQL server	Relational model -3 tables: Users Cybersecurity maturity
			Inherent risk profile
	Security	Bcrypt	Password encryption using Blowfish cipher algorithm
	Programming approach Python	Object-oriented and functional programming

• Python 3.9.5 -https://www.python.org/ • MySQL Server 8.0.26 -https://dev.mysql.com/downloads/mysql/ • MySQL ConnectorPython 8.0.26 https://dev.mysql.com/downloads/connector/python/ This application was developed and tested on Windows 10 Pro version 1903 build 18362.30.

  Table Top Simulation Exercise 4.0 Introduction: Emergency situations and emergency response procedures the possibility of falling short and becoming victims of a cyber-attack. With some healthcare sector infrastructures having robust security infrastructure in place, and others such as the MFH having very limited amounts, a well-aware staff situationally and in cyber incident knowledge are the essential ways in which the healthcare structure can ensure of good defences in place against a cyber-attack. However, the use of the cyber training and table top exercises are limited to a certain level knowledge based data, with practicability, thus, can be buttressed with the use of both the CR assessment methods (discussed in Chapter 3) and the Cyber Table top Exercises (TTX) discussed in this

Table 6 :

 6 Parameters/Metric Measurement

Table 7 :

 7 Description of Other Parameters 2

Table 9 :

 9 TTX Questionnaire Data

	3 / 12	Urgency	125	46
	3 / 14	Urgency	240	65
	3 / 15	Urgency	182	61
	3 / 16	Urgency	240	66
	3 / 18	Urgency	360	86
	Textual treatment : data approach		

Table 16 :

 16 Future research areasThese recommendations described in Table16above, show immediate perspective towards the underpinning rationale for advancing the contributions of this thesis. A combination of both qualitative and quantitative empirical studies are possibilities that could be explored in future research areas, as this thesis serves as a guideline for developing a comprehensive understanding of cyberthreats beyond this thesis.

	to	conduct	them	regularly?.	[online]	Available	at:	<https://apmg-
	international.com/article/cyber-tabletop-exercises-what-are-they-why-you-need-conduct-
	them-regularly> [Accessed 4 October 2021].				
	[83]. FEMA.GOV. 2021. Homeland Security Exercise and Evaluation Program. [online]
	Available	at:	<https://www.fema.gov/emergency-managers/national-

preparedness/exercises/hseep> [Accessed 4 October 2021].

-Assessment data collection questionnaire 2 APPENDICES/ANNEX:

-CR Preliminary analysis: (I) Implementation of the FFIEC CAT in an MFH case

-CR Preliminary analysis: (II) Implementation of the ENISA CSIRT in an MFH case

-CR Preliminary analysis: (III) Implementation of the SRA Tool in an MFH case 4 -CR Preliminary analysis: (IV) Implementation of the CSET Tool in an MFH case

-Cyber TTX participation questionnaire

-Cyber TTX organization based on MFH BPMN diagram

-Kali-Linux screenshot of other interfaces detected

-Kali-Linux airmon.ng start-up

-Kali-Linux screenshot of detected wireless networks available

-Kali-Linux screenshot of detected wireless user de-authentication and interception

-Setup and configuration of the wireless AP and Wi-Fi pineapple

-Result of the setup and configuration of the wireless AP and Wi-Fi pineapple

-Ducky script for scanning user credentials

-Ducky script online encoder for payload generation

-USB payload execution 2

-Configuration of the bash-bunny payloads

-Payload configuration of ducky scripts for ransomware

-The properties of the files also show that the process is completed as its options

-The hardcoded credentials including web interface IP address and default IP address

-The hardcoded credentials including SSID and default keys

-Configuring the Barcode using BarTender

-Barcode usage types

-Configuring Burp suite

-Test 10 attack details

-Beacon attack of tablet network 1

TABLE OF ANNEX/Appendix

Appendix A: -A diagrammatic representation of the MFH, showing its cells and sectors.

-Kali-Linux screenshot of the start-up of the krackattack toolkit -Kali-Linux screenshot of krackattack toolkit injection of packets and interception -Kali-Linux screenshot of krackattack toolkit injection of packets and interception 2

Availability refers to the ability to ensure that the information is accessible to authorized people whenever it is needed [START_REF] Brathwaite | What are the 3 principles of Information Security? -SecurityMadeSimple[END_REF]. For example, hospitals need access to the patients database which without this access, causes a disruption services and business continuity of the hospital. To ensure availability, practices such as taking backups, available redundancies, virtualization, and having a disaster recovery plan helps in overcoming the issues of availability.

In addition to these three principles of the CIA triad, there is a fourth principle that is very adds value in terms of ensuring the goals of information security, which is called Non-repudiation.

CHAPTER 1: INTRODUCTION

(the question's category-QC) and the values of the descriptive variables (response time-RT and number of words-NW) in an Excel table. Once this is done, an Orange Data Mining Software file is opened. The program is built in a manner that will enables translation of raw data entry into binary decision trees. The software uses the Chi-2 variables to estimate the statistical link between variables (the influence of a variable upon another) and the CHAID-Method so as to build the trees [START_REF] Pierre | functionalities of the IRaMuTeQ[END_REF]. This process enables the ability to :

• Know and observe the allocation of questions;

• Have a deep understanding of the link between variables and categories;

• Spot the categories that require much time and a great amount of words;

• Keep these conclusions in mind to improve the future organization.

The Table 9 below gathers the results of the TTX successfully completed, from the cyber TTX participation questionnaire as illustrated in appendix D6 -Earthquake in the Kashmir, Srinagar.

The emergency scenario is inspired by this allocation and this way of splitting variables. Once this kind of table has been realized in an Excel file, the launch of the Orange Data Mining application is initiated, by creating a new project. Afterwards, the modules are put together where the software realizes all the calculation on its own and ends the simulation by displaying the binary decision tree that the organizer will be able to analyse, as shown in Table 9 • The role designation is to register, sort, send patients to the appropriate destination, provide a barcode bracelet for easy information capture when moving from cell to cell.

• Consultation and ambulatory care.

The objectives of this cell include:

• To maintain the continuous and efficient flow of patients from the trauma and making sure the medical personnel is well informed of the case of the patients, this is done in a timely and efficient manner;

• To create and maintain order and prevent the chaos in the MFH by keeping a track record of every new case reported to the hospital and to handle effectively outpatients and ambulatory care for patients as well as victims of all attacks, via a workstation and data stored in a networked workstation/server.

Missions and roles:

The casualties would be classified based on the severity of their injuries and using the START (Simple Triage And Rapid Treatment) scale to color code the patients using barcode bracelets with designated colors such as:

➢ Black for deceased casualties, ➢ Red for victims in critical conditions, ➢ Yellow for victims with non-fatal injuries, ➢ Green for the victims with minor injuries.

• Cancelling elective surgeries and procedures with the reassignment to more critical casualties,

• Expanding the critical care capacity by converting other free spaces such as canteen and waiting rooms to hospitalization wards to accommodate patients

• Handling staff scheduling and shifts to maximize the number of medical personnel available

• Provision of special care to burn victims or intensive care patients C3 -Block, resuscitation, sterilization, Pre/post Hospitalization

The main objective of the department is to make sure that the fatalities coming to the field hospital is treated well with care and hygiene. The MFH is designed to admit, sort and temporarily hospitalize wounded persons with mild to severe injury. It provides professional surgical aid. Its equipment makes it possible to carry cut major operations on limbs and chest and miner operations on head.

Block and Sterilization

• It is the principal working place.

• Consists of surgical as well as sterilization room.

• Maximizing the operational efficiency.

• Major and minor operations are done.

• Only 2 operations at a time are processed.

• Surgical instruments are washed and sterilized for the surgery room.

• Utilization sterilization equipment.

Resuscitation Department

• Treatment of patients with shock (Defibrillator) for life threatening.

• Causalities with cardiac problem are treated.

• Cardio pulmonary resuscitation are given to those who affect from heart problem.

• Equipped with sinks, pails, tables for medical instruments, rests and stands for stretchers and other instruments necessary for the function of the department.

Pre/Post Hospitalization

• Patients may be re-located to the hospital ward after treatment

• Patients will be send to home if injury is minor.

• Send to other hospitals for very serious injuries.

APPENDICES/ANNEX:

156 C4 -Pharmacy + lab, X-ray Medical response group:

• Coordinate and control the mobilization of all health,

• Responses to emergencies, when emergency/counter,

• Disasters arrangement is activated, including:

Public health response:

• Environmental health including health advice to refuse disposal, sewage and vector control.

Recovery group:

• Medicines and poisons.

• Hygiene and sanitation aspects of emergency shelter and housing.

• Personal hygiene, disinfection and coordination and control of all health information responses.

Disease control including:

• Communicable disease risk assessment