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Abstract

Boosted by modern technologies such as the Internet of Things (IoT), artificial intelligence
(Al), Cloud, and so on, an innovative shift in economic models towards collaborative and
dynamically constructed productions processes is being shaped worldwide, including in the
context of supply chains. Nonetheless, current systems are incapable of managing/analyzing
the massive amounts of incoming data as proposed in centralized situations. Consequently,
the current network infrastructure cannot fully harness the Internet of Things’ potential,
resulting in data loss. Besides, the proliferation of IoT devices in the market increases the
need for platforms that support data transparency to enforce full trust in information sharing
and enable collaboration among the various partners. Existing supply chains have several
drawbacks as a result of independent partners’ lack of cooperation and mistrust. Blockchain,
the distributed ledger technology (DLT), is a promising solution for the new technological
business challenges. Based on a cryptographically decentralized platform, it ensures business
applications’ productivity enhancement and the removal of many limitations such as a lack of
trust and data transparency. However, with the massive influx of 10T data, Blockchain faces
numerous major challenges that prevent it from integrating into the supply chain. Directed
ayclic graph (DAG) DL]T, as an alternative to Blockchain, can address all of the drawbacks of
Blockchain. Still, it has additional constraints such as smart contract limitations and a lack
of task allocation mechanism. To that end, the purpose of this thesis is to define a new supply
chain framework that considers the proliferation of 10T and the needs of new collaboration
models through the integration of DLT technologies. We propose combining Blockchain and
DAG into a single platform to respond to new supply chain requirements while bridging the
gaps caused by these DLTs’ drawbacks. Furthermore, we propose a distributed algorithm
that runs on the DAG side to reallocate the numerous tasks among the various IoT devices,
resulting in a high-performing system. Moreover, the DLT transparency feature shows unease
with data privacy and supply chain control. Therefore, we investigate and analyse the DLT
transparency impacts by shedding light on the existing supply chain projects. The study
comes up with several mechanisms that could be used to achieve the supply chain goal and
conclude that our DLT proposal has the suitable infrastructure for the required enhancements.
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Chapter 1
Introduction

Today’s modern business models have paved the way in production and successfully made
progress using technological advances [1] such as the internet of things (I0T), cloud comput-
ing, artificial intelligence (Al), etc. Applying these technologies in a critical business system
like the industrial supply chain is vital to overall improvements and human business advance-
ments. As a result, depending on these current sophisticated technologies enhances output,
lowers costs, collects vast amounts of data, and promotes product variety and innovation
throughout the supply chain’s geographic locations. Distinctly, IoT technology is involved in
all business sectors and has a substantial influence on the advancement of corporate output.
It converts the physical world into a massive information system by empowering any "Thing"
to connect and communicate. The proliferation of these devices transforms human life and
contributes to vast economic benefits. 10T technology can deliver the collected records from
all the networks to improve productivity and traceability of the supply chain. Hence, recently,
the [oT has become an increasingly indispensable partner in the supply chain processes [2, 3].

Although IoT technology ameliorates the production progress of any supply chain,
helping the fabrication part and providing high control, it charges servers and peripheral
devices with high data volume [4]. According to the Cisco report, [5], the increasing number
and diversity of IoT devices will increase supply chain complexities [6—8]. Unfortunately, the
present network infrastructure cannot fully harness the Internet of Things’ potential, resulting
in some data loss. Current systems cannot manage/analyze vast incoming data as envisioned
under centralized settings [9]. As aresult, further data charges will encircle the supply chain
where the exchange of this data leads, on the one hand, to problems with data consistency
and platform scalability. On the other hand, intermittent data affects collaboration, which is
the engine of a successful supply chain. Hence, this data structure undermines partner and
consumer trust.

In fact, effective collaboration among the different stakeholders requires a supply chain
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with a high degree of transparency [10]. Data transparency enables the different participants in
the supply chain to have complete visibility on data, services, and products being introduced
and exchanged. Furthermore, it enriches the clients with more detailed information regarding
the goods, including quality of service, manufacturing source, safety, conformity documents,
etc. One of the solution to respond to the business requirements is to use cloud based
applications. However, the cloud does not address the IoT impairment and does not promote

trust and collaboration among stakeholders, as required by the supply chain.

A recent platform called distributed ledger technology (DLT) is introduced to decentralize
applications and remove third-party services. Blockchain [11] is the first DLT platform that
underlies the first cryptocurrency known as "Bitcoin." Rapidly, the Blockchain is developed
to underly different dApps (decentralized applications) to replace the traditional centralized
systems. Blockchain becomes of great importance as it turns into a center of interest in many
business sectors [12] since it mitigates the issue of the massive IoT data. It assures to business
applications the productivity enhancement and the overcoming of many limitations such
as lack of trust and data transparency, based on great added values of Blockchain platform
features [13]. The main characteristics of Blockchain that benefit the supply chain are:

1. Decentralized technology: Blockchain is a distributed ledger among its nodes. Thereby,

no governing authority or single party takes charge of the process.

2. Consensus-based: the consensus manages the exchanged messages and decisions of

every single transaction to provide network consistency and maintain the whole system.

3. Immutability: once a transaction is recorded in the ledger, there is no way to alter or

remove it.

4. Secure: the Blockchain data is cryptographically hashed, which prohibits frauds and
hides the original nature of the data in the network.

5. Transparent Ledger: Every transaction in the ledger is time-stamped and accessible by

all the participants’ nodes, which facilitates traceability.

6. Automation: The smart contact introduced in Blockhain enables the participants to

create and deploy particular transactions to be executed under specific conditions.

These features are considered attractive to businesses because they respond to market
expectations and their technical requests. Data records immutability encourages companies
to store vital information on the Blockchain platform, such as essential documents, cryp-

tocurrencies, contracts, or other valuable digital assets. The data transparency feature of
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Blockchain becomes the spotlight of many trading companies to enforce trust among supply
chain partners and their end-users/clients. Moreover, in a trading environment, Blockchain
aids the participants, including the clients, in tracking their goods/services using their private
keys. So, the decentralized system provides people with control and clear view over their

assets.

1.1 Thesis Objective

The main goal of this thesis is to define a new supply chain framework that takes into account
the proliferation of 10T as well as the requirements of the new collaboration models via the

integration of DLT technologies. Hence, the key sub-objectives are:

* Objective 1: Humiliate all the obstacles of the Blockchain that hinder the integration
of the supply chain. This is done through a profound study showing the benefit of
using Blockchain to address the supply chain challenges giving attention to IoT and

data transparency in the first place.

* Objective 2: Investigate the different DLT solutions, including the interoperable DLT
homogenous/heterogeneous platforms that can overcome the existing Blockchain-

based supply chains limitations, and best fit the business requirements.

* Objective 3: Analyse the overall outcome data, including existing DLTs and DLT-
based supply chains. Thereafter, set the ideal requirements/characteristics of the typical
platform as a preliminary step toward planning and proposing the appropriate platform

solution.

Moreover, the integration of the loT-based supply chain with Blockchain becomes of great
importance for overall improvements in general and for transparency purposes in particular.
However, the use of Blockchain in current supply chain systems encounters several technical

limitations, as detailed in the problem statement section.

1.2 Problem Statement

Although the integration of both Blockchain and IoT technologies brings many benefits to
the supply chain, it has some limitations [14]. Blockchains, in general, are computationally

expensive and involve high bandwidth overhead and delays, which are unsuitable for most
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IoT devices [15]. Each participant node has to store the whole ledger in order to validate
the transactions. Most IoT devices have no storage capability, and they are distributed in
different geolocations with inadequate network coverage. Besides, the Blockchain structure
that opens one block at a time and the minimal block capacity hinder the accomplishment of
processing millions of transactions in a real-time fashion. The scalability is mainly affected
by the linear block structure and consensus algorithms. Additionally, the proliferation of
IoT devices in the market requires an advanced Blockchain system to tackle the current
performance and ledger volume issues.

These limitations are considered as an obstruction of Blockchain utilization in IoT-based
industrial context [16]. Currently, the researchers direct their focus towards facilitating the
Blockchain integration within the industry through the fourth upcoming version. Most of the
researches work either on storage optimizing or Blockchain redesigning. The latter focuses
on improving the consensus algorithm, which is the core engine of the Blockchain. A typical
consensus algorithm increases the speed of the Transactions’ validation and speeds up their
storage in the current open block. Indeed, such storage and computing resolutions partially
improve the Blockchain performance. In fact, they do not solve the drawbacks permanently
due to the extremely high number of incoming transactions which leads to a decrease in

performance and an increase in latency and size.

Fortunately, another DLT based on the DAG (Directed Acyclic Graph) is introduced
to tackle the Blockchain drawbacks [17] . The DAG technology is found to treat IoT’s
scalability issue, enable micropayments, reduce ledger size, and resist quantum computing
algorithms. Contrarily to Blockchain, the DAG’s performance increases when the number of
transactions is abundant. It consists of transactions only, where neither block nor chain exists.
The DAG-based architecture enables processing large transactions simultaneously, which
nominates it as a scalable DLT system [18]. However, DAG technology experiences some
limitations as it does not perfectly applies smart contract [19] the same way Blockchain does.
Also, it requires attaining certain transaction numbers to be secure and fully decentralized.
Besides, we observe another limitation to DAG that hinders the overall system’s performance.
The IoT devices are distinguished by their resource capacities, and thereby the weak nodes
cannot directly participate in the DLT network. Instead, those weak nodes seek help from
the other highly resourced nodes to issue their transactions. Currently, no efficient algorithm
organizes the huge weak nodes’ requests. Hence, to largely allocate the full nodes’ resources,
an efficient mechanism within the DAG platform must replace the existing manual one. To

this end, we conclude that no one DLT is considered a typical solution for the supply chain if
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used solely. To resume, below are the main drawbacks of the current DLT solutions for the

IoT-based supply chains:

* Current supply chain systems lack trust, transparency, and efficient collaboration

* Blockchain has many drawbacks that hinder its integration with the supply chain:

Block structure

Mining and competition

High transaction fees

Scalability issue

Uncontrolled data transparency
* The existing Blockchain-based solutions do not solve all the above highlighted aspects
e DAG, the alternative to Blockchain, has other kind of drawbacks:

— Smart contract limitation

— Manual resource allocation

1.3 Research Proposal

To respond to the aforementioned supply chain challenges and limitations during its inte-
gration with Blockchain, we have developed a research methodology illustrating the thesis

structure, as depicted in figure 1.1. The suggested solution is a set of the following actions:

* State of the art sets a profound revision of the related works on the existing supply
chains and the Blockchain-based supply chains. The studies indicate that Blockchain
features represent the best solutions for the supply chain but it is not ready for this

mission as it has crucial technical limitations.

* We focus on the Blockchain limitations and show how they can be solved. The study
demonstrates that the issue lies at the core of the Blockchain, despite improvements on
several layers. we focus our research on a sophisticated alternative Blockchain platform
that offers equivalent Blockchain added values. As a result, the study concludes that
the alternative DLT meets the requirements better, although it has another type of

constraint.



Introduction

» We discovered that the technical details of two heterogeneous DLTs are complimentary
in terms of features and downsides after analyzing their technical details. We then
identified the need to provide a solution for a typical DLT platform for an loT-based
environment by combining these two DLTs in a single platform with a suitable ar-
chitecture to eliminate their constraints. The suggested platform is used for the first

portion of the thesis research project.

* In a second stage of our study, we aim to improve the DAG mechanism by resolving
dispersed IoT tasks across nodes and providing load balancing. In this way, we enhance

the maximum proliferation of IoT in the platform.

* In the third stage, we study the new data transparency feature that DLT brings to
the supply chain in a collaborative environment in order to ensure confidentiality of

operations and control access to sensitive data.

DLT platform for loT-based Environment

Case study: The supply chain

DLT Transparency for supply
chain

Proposed architecture

Functional A
architecture State of the art analysis

10TA Integratin
Distributed R i g DLT-based supply chains Transparency Our proposal
resource different ; : o
connector , and their tools Techniques efficiency
allocation DLTs

Fig. 1.1 Thesis structure
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1.4 Thesis Contributions and Organization

This thesis consists of developing a typical DLT platform for IoT-based collaborative envi-

ronment while ensuring scalability, privacy and high transparency. In this context, we mainly

focus on supply chain system as a case study.

The contributions of this thesis are illustrated in figure 1.1 and given as follows:

1.

We have conducted a thorough study to show necessity of Blockchain in the supply
chain and highlight the Blockchain challenges. The study is done on three levels: DLT,
supply chain, and DLT interconnection. On the DLT level, we discussed Blockchain
and DAG technologies, as well as the differences between their ledgers structures. On
the supply chain level, we reviewed existing Blockchain-based supply chain projects,
illustrated/investigated their contributions and limitations, and demonstrated their
comprehensive technical sides. On the DLT interconnection level, we evaluated and
classified the various DLT interoperability types and proposed a new heterogeneous
type that fulfills our DLT interconnection idea.

. New DLT platform suitable for IoT-based system: We proposed a DLT platform to

tackle the issues behind the massive loT devices in a supply chain system. The proposed
platform is a combination of Blockchain with DAG, in which the latter represents
the front-end application, where Blockchain represents the back-end platform and a

connector part intermediates both DLT technologies.

. Distributed connector: To provide the connectivity between the different parties of

the platform we built a distributed connector software running on several DAG nodes.
The connector’s role is to translate the transactions types from Tangle into Blockchain
and vice versa. The connector implementation is based on the zeroMQ (zero message

queuing) and Ethereum web3 protocols.

. DAG resource allocation scheme: We introduced an efficient mechanism to distribute

the tasks fairly among full nodes and hence achieve load balancing. To do so, we
considered the task allocation between the nodes by introducing an enhanced resource
allocation scheme based on the weight least connection algorithm (WLC).

. Investigation of DLT transparency for the supply chain: We elaborated a state of art on

DLT transparency for the supply chain. We highlighted the supply chain transparency
requirements and challenges. We showed how different projects and applications
tackled data transparency issues by involving the Blockchain in their core platform

in different manners. We concluded that further enhancements are needed to set a
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balance between data transparency and process opacity required by different partners
to assure the confidentiality of their processes and to control access to sensitive data.
In addition, our proposed architecture has the suitable infrastructure for the required
enhancements.

The rest of this thesis is organized as follows:

Chapter 2:
This chapter provides an overview of Blockchain and DAG DLTs and describes
interested interconnected DLTs. The technical details provided represent a precursor

to the presentation of our proposal, which is based on these technologies.

Chapter 3:
In this chapter, we present the different projects and applications tackled the adoption
of DLT-based supply chain. These projects show significant contributions in developing

the DLT system to facilitate its integration, and solve its scalability issue.

Chapter 4:

In this chapter, we propose a new decentralized architecture in which Blockchain and
DAG are combined to increase the IoT functionality and enhance storage while keeping
a high level of reliability, data accessibility, integrity, and security. We also highlight

connector’s role, architecture and implementation.

Chapter 5:

In this chapter, we propose a resource allocation scheme to fairly redistribute the
decentralized computing loads between the DAG full nodes. The target is to balance
the computing tasks among all full nodes. This can be achieved by the collaboration

between the nodes to maintain the efficient system performance.

Chapter 6:

Since transparency is essential for a successful supply chain, we specify this chapter
to highlight the DLT-based supply chain that enhances transparency. We survey the
existing DLT-based supply chain projects leveling data transparency and we investigate
the techniques utilized in the data transparency enhancement process including our
proposed architecture. We Then shed light on the importance of transparency and
borders between transparency and opacity through access control to successfully
integrate Blockchain into a supply chain.

Chapter 7:
Conclusion and future works are presented in this chapter.



Chapter 2

State of the art on DLT

2.1 Introduction

Supply chain system refers to the entire process to produce and distribute a specific product
including every stage from the supply of materials and the manufacture of the goods to
their distribution to the consumer. Innovative technologies will enable the supply chain
systems to perform their tasks rapidly and efficiently. IoT and DLT are interesting recent
technologies that may help in improving the collaborative supply chain systems. In fact, in
an overly simplistic way, [oT devices can serve as data collectors and transmitters, and DLT
can act as a decentralized database. Nevertheless, these technologies bring many challenges
to the overall system. This chapter mainly deals with Blockchain and DAG distributed
ledger technologies. It provides a comprehensive technical introduction to both technologies
included in our research. Thereafter, it discusses the interested interconnected DLTs and their
adopted approaches. Furthermore, we introduce DLT-based supply chains and the challenges

they face and define the requirements of a typical supply chain DLT platform.

2.2 Background: Overview on Blockchain

Blockchain is a distributed ledger that records all the transactions that have occurred among
the participants of its network [13]. It is a peer-to-peer (P2P) Network with data storage
composed of a sequence of interconnected "blocks," such as every block contains a set of
encrypted and mutually hashed data. Therefore, the majority of the participants should
validate the transactions to be involved in the ledger. The Blockchain runs upon four main
layers that determine the data flow within a fully decentralized P2P system, as illustrated
in figure 2.1. It is composed of connected nodes that might be end-users represented
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by wallet applications running Blockchain-compatible software. It could be any device
running software for mining purposes that help reach an agreement known by a consensus
mechanism. Blocks are "chained" and secured by this consensus mechanism based on
asymmetric cryptography and a cryptographic hash function. The Blockchain contains the
timestamp of the chained blocks maintained by every participating node. Consequently, the
historical transactions stored on Blockchain cannot be deleted or altered without invalidating
the whole chain of hashed data [20].

Application layer Script code Smart contract

Consensus mechanism

Application layer

POW POS PBFT POA
Transmission mechanism Transmission Protocol
Network layer
P2P Network
Data Block Chain structure
Data layer =

o

Hash function | Timestamp Merkle tree symmg ne

encryption

Fig. 2.1 Basic framework of Blockchain

Figure 2.2 depicts the Blockchain data structure that consists of an infinite chain of blocks
started with the main block known as ‘Genesis.” All the blocks consist of a header and
a body. The latter contains the validated transactions, where the header contains various
fields responsible for maintaining the chain. The header fields are mainly composed of block
version, the hash of previous block header, timestamp, and Merkle tree hash representing the
hash value of all the transactions in the block.
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Fig. 2.2 Blockchain Structure

Blockchain technology is based on a cryptographic concept called a Merkle tree (AKA
a binary hash tree). Merkle tree enables a binary tree data structure to generate a set of
single-use signatures related to a single public key. Thus, a Merkle tree is a binary tree with
an associated value for each node where each one is the hash of its children [10]. These data
structures are useful for Blockchain technology in order to use transactions’ hash inside the
blocks. As a result, it allows a Blockchain part verification without downloading the whole
of it. Figure 2.3 shows a simplified Merkle tree linked to a given block where T presents a
transaction and H presents a hash. The block of all transactions hash is obtained by hashing
each transaction, grouping them two-by-two and hashing the concatenation, then this action
is repeated until we obtain only one hash representing the final hash of the block. If there is
an odd number of transactions, one of them is doubled, and its hash is concatenated to itself.

Root Hash
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Fig. 2.3 Merkle tree structure
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Table 2.1 Blockchain types

Mainly, there are four types of Blockchain [21] as shown in table 2.1 : Public Blockchain
(permissionless) is available for anyone, such as bitcoin. Public Blockchain (permissioned)
is open to anyone for data reading but restricted for data input, consortium Blockchain is a
network of predefined organizations, and private Blockchain (permissioned) is limited to one

enterprise.

2.2.1 Consensus mechanism

Contrarily to the centralized systems where trusted central authority maintains and controls
the database, Blockchains are decentralized without any single authority. Furthermore, the
nodes participating to a Blockchain are often non-trusted and/or anonymous. Hence, it
is required a secure and fault-tolerant mechanism that allows authenticating transactions
and maintaining a unique and shared view of the database among all the participants. In
Blockchain terms, this mechanism is called "consensus." A consensus mechanism is used in
a Blockchain to achieve the agreement on the Blockchain’s state periodically. It is governed
by a set of rules that regulate the contributions of the different nodes in order to maintain the
Blockchain’ state.

The consensus protocol is the essential component of Blockchain that generates and links
the blocks to each other. It validates transactions within a pure P2P environment without
relying on any trusted third party. Reaching consensus among non-trusted nodes is the core
idea of decentralization. The Proof of Work (PoW) [11] is the first introduced consensus
mechanism used in the Bitcoin system, which uses a mathematical riddle added to block
hash. Only nodes with certain computation capability (or other selected criteria) can find the

block validation hash in a reasonable lapse of time. The node that first resolves the riddle is
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qualified for block validation and is rewarded specifically (paid in bitcoin). However, this

whole mining mechanism needs high energy consumption and a longer processing time.

Proof of Stake (PoS) [22] is an alternative consensus algorithm with less energy and
time consumption. PoS employs the stake of each node and a lucky factor to decide the
block appending one. Using stake as proof has the advantage that the one who owns
much stake would be more trustful. PoW and PoS consensus algorithms are the most
popular ones used in research and applications. Besides these two well-known consensus
algorithms, many proposed algorithms have considerable influence on the performance and
security of the Blockchain. Proof of Capacity (PoC) [23], proof of authority (PoA) [24], and
Practical Byzantine Fault Tolerance (PBFT) [25] are yet other exciting algorithm that are
used nowadays on a large scale. The PoC mechanism is based on the storage capacity of
the nodes. In this algorithm, the more storage space a node has, the more permissions are
granted to add a new block. In the PoA consensus algorithm, a set of nodes are selected for
the Blockchain management process. The nodes should prove their authority to generate a
new block. In general, such an algorithm is used in a private Blockchain and proves high
performance compared to other Blockchain types. PBFT algorithm guarantees network safety
even when some nodes are faulty or malicious, as long as a minimum percentage of nodes

are connected, behaving honestly, and working properly.

2.2.2 Smart contract

In the global market, companies use a massive of manual documentation to organize their
relationships and execute their deals. The challenges of such complex processes urge the
automated execution of the actual contract for improving business process execution. To
tackle this issue, the concept of "Smart Contract" was introduced. This term was initially
proposed in the early 90s for e-commerce applications [26]. Recently, it has been widely
used in DLT and, in particular, Blockchain technologies [27].

A smart contract is a computer program intended to enforce a deal between two or more
parties and guarantee its execution. In Blockchain, a smart contract is a computer program
stored in the ledger and executed by some participant nodes. In this context, the Smart
contract presents the relations, conditions, and rules that organize the business relationship.
According to [28], a smart contract is an automatable and enforceable agreement executed
on a computer and may require human input and control. A smart contract has a legal signifi-
cance and a legal effect [29]. However, the recognition of the legal status of smart contracts
currently represents a considerable debate. A smart contract can automatically implement
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the content of a separate agreement, expressed in natural language. In this case, the smart
contract may provide evidence for the agreement’s existence and content between the parties
[29]. Otherwise, when no other existing documents record the agreement, the smart contract
itself embodies the binding expression of that agreement [29]. Smart Contracts are often
written using dedicated languages. They are then compiled into bytecode and embedded
in self-contained and self-enforced virtual machines or containers deployed in any node in
the Blockchain. Blockchain-based smart contracts languages have been developed using
general-purpose programming languages to fit the specific context of distributed transactions
execution. For instance, we can mention Solidity [30], LLL (Low-Level Lisp) [31] and
Serpent [32].

Solidity is an object-oriented static-typing language based on JavaScript to write smart-
contracts for several blockchains like Ethereum [33], Tendermint [34], Zeppelin [35] and
Counterparty [36]. A smart contract written using Solidity is compiled and embedded in
an Ethereum Virtual Machine EVM. LLL language is similar to the assembler that came to
add a low-level layer before the EVM. The language adopts the syntax of Lisp. It is used
when there is a need to have direct access to memory and storage. This can be explained by
the need for optimization or resolution of a particular problem that is, by nature, low-level.
The Serpent is a contract writing language close to Python. It is designed to encompass the
benefits of Python in its simplicity, minimalism, and dynamic typing. The Serpent code is
first compiled into LLL and then bytecoded into the EVM when building the executable.

2.3 Background: Overview on DAG Technology

DAG is another form of DLT composed of individual transactions linked to multiple other
transactions that do entirely away with blocks. Two different DAG-based DLTs were
introduced recently: IOTA and Hashgraph. The latter is primarily designed as private DLT,
and it does not fit with the primary goal requirement of our research. Hence, the remaining
study highlights the IOTA, a public DLT that fits with the massive [oT data of the supply

chain.

2.3.1 IOTA Infrastructure

The IOTA Foundation has developed the Tangle as an alternative to the Blockchain to tackle
most of the current Blockchain drawbacks [17]. IOTA conception has two main motives:

1. the necessity of a scalable ledger because of the massive transactions sent by large 1oT
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devices and ii. the micro-payments of these devices. IOTA is based on DAG [37], where
the transaction is the only IOTA element. Precisely, neither a block nor a chain is available.
DAG is a mathematical graph approach, which consists of an edge and a vertex. The edge is
a unidirectional vector between two vertices with no loop back to the initial vertex.

As shown in Figure 2.4, a transaction represents the vertex of DAG, which is charged by
the validation of two transactions as a condition to be issued. Thus, to issue a transaction,
the intended node should establish two direct connections to two different transactions.
Connecting these transactions in this binary form and attaching the upcoming transactions to
the network determine the shape of the Tangle, as shown on the right side of Figure 2.4. The

genesis is the first transaction of the Tangle where tokens are created.

Transaction Details Tangle Shape
Synonym
Vertex, site

Transaction
Genesis :-/
\\ Transaction

Transaction e

Fig. 2.4 IOTA DAG Structure.

Physically, each participating node communicates with its neighbor nodes to replicate
their data, where all the nodes share the same ledger. The new transaction, which is recently
attached to the Tangle and is not validated yet by any node, is called "tip," and is highly
recommended to be selected by other nodes. A node that aims to issue a transaction selects
two transactions from its up-to-date ledger to be validated; thereby, it will approve or decline
them based on the ledger content. The lazy node is defined as the node that aims to pick
approved transactions rather than tips. Selecting transactions, which are already validated,
will leave behind many tips orphaned and impact the overall system performance. Therefore,
it is recommended to eliminate the lazy nodes in the first step, or encourage the nodes to

select tips rather than non-tips transactions.

2.3.1.1 Coordinator

The Tangle’s security is primarily based on the high frequency of transactions that allow
a considerable amount of nodes to participate in the transaction validation. The Tangle
turns to be more secure when more transactions are issued. However, the current Tangle

network’s size is not large enough to achieve robust protection against several attacks where
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double-spending is possible. Thus a third party is required to be installed temporarily for
security purposes. Accordingly, the coordinator [37] is the temporarily trusted third party
implemented to check the Tangle health periodically. It is a centralized application operated
by the IOTA foundation to protect the Tangle from different kinds of attacks and double-
check the validation of the transactions. The coordinator issues a milestone transaction
every two minutes to validate the transactions. All the approved transactions have immediate
confirmation confidence of 100% where the second transaction of a double-spending will
not be accepted if any. Each transaction attached to the Tangle has its parameter values [37]
that the coordinator uses to determine its path, and thereby, the honest transactions have a
higher probability of being validated. In contrast, the lazy nodes which do not validate the

new transactions (named tips) are punished.

2.3.1.2 IOTA Address

Each node’s user has their wallet composed of a “seed” address that generates an unlimited
number of public or private addresses. The newly generated addresses are retrieved from the
combination of a seed plus address indexes. The address index is a positive integer starting
from “0”. Consequently, the “seed” is a random combination of 81 characters (letters A-Z)
and the number nine that represents the secret account key, which should not be disclosed
by anyone except the wallet owner. When a user publishes a transaction to the network,
transaction will be signed based on Winternitz-One-Time-Signature-Scheme [38], and a part
of their private key address is disclosed to the public.

2.3.1.3 Creation Transaction Mechanism

For a successful transaction issuing, a node is responsible for applying three steps sequentially:

creating a bundle, selecting and validating two tips, and performing PoW:

e Create a bundle: Whenever a node wants to add a transaction to the network, it should
create a bundle of transactions called sub-transactions. A normal transaction is a
bundle of four sub-transactions that are indexed from O to 3. Index O is the recipient’s
address “output” of the external wallet with the amount to be sent. Index 1 is the sum
of all the amounts inside the sender wallet called “inputs” and has half of the sender’s
signature. Index 2 represents the second half of the sender’s signature. Index 3 is the
remainder “output” that must return to the sender’s wallet, which is the output minus
the input. Accordingly, successful bundle results in an equal number of transactions
in both output and input. The bundle is atomic so that either all its transactions are

accepted or none of them.
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» Select tips: Before attaching a transaction (bundle of transactions) to the Tangle, the

node should select the two newest tips and approve them.

Building a robust “select tip algorithm™ is mandatory in a DAG-based decentralized
environment. The motivations behind designing such an algorithm are based on
pushing nodes to select the unapproved transactions (tips) and checking the conflict of
transactions, double spending, and falsifying. There are three main algorithms that the
coordinator can use to trigger the node to select tips [39]: unweighted, random walk,
weighted random walk, and Markov Chain Monte Carlo (MCMC).

* Local Proof of work (PoW): Contrarily to the Blockchain PoW consensus, the IOTA
PoW is done locally by the imitator node without interchanging the result with the
other nodes. Thus, this PoW type does not share mathematical puzzle and avoid the
competition among the nodes. Performing local PoW is the node’s last task before
issuing its transaction. Once the bundle is created, signed, and tips are attached to
the bundle, the node performs PoW for each transaction of the bundle. The PoW is a
sophisticated mathematical approach represented by the node’s computational effort to
achieve a predefined minimum weight magnitude (MWM) of the hash function Curl
[38]. An MWM is the number of zeros included in a nonce to be accepted. During the
execution of PoW, a nonce is found by combining a specific counter with transaction
data that fit with the MWM. The PoW process is hard to achieve, but it is easy to verify
the answer. Thus, the PoW validation will be the node task that signalizes this tip, and
so on. Once PoW is performed, the bundle is attached to the Tangle as a new tip and

broadcasted to the whole network to be validated by some node(s) later.

2.3.2 1OTA Updates

From the very beginning, the IOTA foundation recognizes the necessity of eliminating the
coordinator to be a fully decentralized system once the network becomes big enough. The
coordinator plays significant roles in security and achieving consensus, so the core network
will witness major enhancements over Tangle components to shut it down. Thereby, they are
working on fixing several drawbacks in the next release by introducing “the Coordicide” [40].
The coordicide includes the below new features that reshape the next IOTA structure:

* Autopeering: Currently, the process that allows nodes to join the network is applied
manually, but it probably subjects the nodes to various attacks, such as the eclipse
attack. Where the adversary can control the entire neighbor’s node, the autopeering

mechanism is required to facilitate the neighboring operations and hinder attacker
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activities from targeting specific nodes. Autopeering consists of “peer discovery” and
“neighbor selection” mechanisms. Peer discovery uses the authentication ping-pong

protocol that allows every node to impart or perceive other network participants.

Voting and Consensus: Tangle can comprise conflicting transactions due to the network
propagation delay. Thus, it is required to reach a consensus on those conflicting
transactions, which are currently applied by the tip selection algorithm. However, this
algorithm is considered slow in solving the conflict since it uses random walking bias
via honest nodes that leave conflicting branches behind. In addition, the transactions
that select the wrong branch will be orphaned and reattached to a large number of
transactions of the proper branch. Therefore, a consensus mechanism called “Shimmer”
[40] is introduced in the new release of IOTA. Hence, nodes query other nodes about
their current opinion of the ledger and adjust their opinion based on the proportion
of other opinions. Two voting mechanisms, fast probabilistic consensus (FPC) [41]
and cellular automata (CA) [42] are used to allow nodes communicate and decide
on transactions status. There is a possibility of requiring a combination of both

mechanisms to add flexibility to the voting process.

Adaptive PoW: I0TA proposed this new algorithm [40] to allow devices with low
computing resources to be involved in the attaching transactions’ process to the Tangle.
Additionally, it seeks to limit the devices with high resources from attaching an
infinite number of transactions. IOTA defines new parameters on each node. The
basic difficulty represents the threshold difficulty level that fits with any small device
capacity. The adaptive rate is calculated based on mana owned by the node [40] and the
number of transactions issued by this node within a time w. Each node’s new difficulty
is equal to the basic difficulty plus the adaptive rate multiplied by the number of issued
transactions within a time interval w. Thus, the more a node issues transactions, the
more the difficulty increases, and the allowed number of transactions is adjusted. On
the other side, this algorithm empowers the low-resource devices to issue transactions

with a minimal degree of difficulty;

Tip selection: Represents a crucial part of the IOTA network that pushes nodes to verify
the Tangle transactions. Currently, the biased random walk used by the coordinator
has computational drawbacks, as it adds complexity over the orphaned transactions
and obligates nodes to reattach them later on. The new consensus mechanism is
independent of the tip selection algorithms (TSA), so the current TSA algorithms can
be enhanced to select faster tips and incentivize non-lazy nodes. Furthermore, the
limitation behind the biased random walk behavior is improved by pushing the node to
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select from non-lazy nodes only while lazy nodes still have a chance to be promoted
and approved if their issuer intends to. There is no direct intervention in the selection

process, and at the same time, the selection becomes faster;

¢ Global node identities: in the new coordicide architecture, each node in the network
has its identity that must be well protected. The identity is based on a new common
public-key cryptography created by the IOTA foundation to sign transactions and link
it to the issuing node in a tamper-proof way. Additionally, the issuing node adds its
public key to every signed transaction. On the other side, introducing identities leads to
a Sybil attack [43]. By introducing “mana”, this kind of attack is mitigated. “Mana” is
a reputation value that is equivalent to the total funds transferred within the transaction.

In that way, the more mana, the more contributions in the network and vice versa.

2.4 State of the art: Interconnected DLT

After presenting the main features of Blockchain and IOTA, we consider the works related to
the DLTs’ integration topic in this section. While some forms of interaction and communica-
tion are possible today, the interoperability between different DLT technologies is still under

investigation.

2.4.1 DLT’s Interoperability

There are many Blockchain types, all of which have different characteristics such as the
transactions’ forms, crypto algorithms, and consensus algorithms [44]. The problem is
further increased by different networks and organizations running completely different DLT
technology versions and governance rules. It resulted in unconnected platforms and siloed,
which affected the organizations from reaching their full potential and achieving their goals.
Different interoperability solutions are introduced to connect various ledgers and mitigate
the gap behind the decentralization concept. As the disparate DLT types and directions, their
interconnections are also disparate with different aims and architectures. We distinguish
between two main DLT interoperability types: homogenous and heterogeneous, as illustrated
in figure 2.5. In the homogenous type, the DLTs are either Blockchain or DAG platforms.
The interconnected DLT's belong to different architectures such as Blockchain, off-chain, or

DAG in the heterogenous type. Below are the most exciting interoperability solutions:

* Sidechain [45] is a homogenous solution innovated in 2014 for Blockchains’ inter-
operability and easiness of asset transfer between different cryptocurrencies. It is
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Fig. 2.5 Interoperability DLT Structure

represented by a second Blockchain connected to the main one through two-way

pegged. It is not designed to make different Blockchains communicate with each other.

Cosmos [46] is an interoperability solution for Blockchains that aims to link them to
each other at a large scale. The Cosmos platform relies heavily on smart contracts,
where its architecture is based on the "hub-and-spoke’ system. A series of ’spoke’
chains connect to the hub central through inter-blockchain communication. They build
IBC (Inter Blockchain Communication) protocol to communicate between the hub and
the other chains linked to the network.

Interledger [47] is an open-source protocol developed by the W3C Interledger Com-
munity Group. It is designed to be working within an open network to facilitate
interconnection between different parties. Its core protocol ILP, (InterLedger Protocol),
inspired from the internet protocol (IP), is somehow similar to the internet concept.
Connectors of interledger work as internet routers where ILP protocol turns all trans-
actions into the same ILP packet size. The main goal of interledger is to remove
the barriers between Cryptocurrencies and allow payments throughout a predefined
network set of connectors. A connector is a participant that has an account on the two

different ledgers.

Interactive Multiple Blockchain [48] is another proposal to tackle heterogeneous

Blockchain integration based on a network of multiple Blockchains called router
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Blockchain. Any node that joins the network becomes the router of this specific
blockchain system. Routers share a dynamic routing table that is updated whenever a
node leaves or enters the network. Since different Blockchains have different trans-
action formats, a unified cross-chain transaction is introduced for all systems. Two
functions are used to fulfill the conversion process, pack and unpack. A transaction
generated by blockchain A will be packed by its router and forwarded to Blockchain
B. To this end, B’s router will unpack the transaction, and thereby,it will be either ac-
cepted or denied based on the validation result. The router node transmits transactions

according to the routing table written in the router Blockchain.

* Polkadot [49] is a Blockchain network that aims to solve blockchain extendibility
and scalability. It is composed of a relay chain and parachains, where each parachain
represents an independent blockchain. The relay chain is the connector that links
these parachains and streams the message between them. With Polkadot, a parachain
like "Ethereum" can apply its smart contract to other ones through the relay chain

connector.

* Oneledger [50] is a heterogeneous connector that aims to connect centralized and de-
centralized applications and remove barriers between these two worlds. It is a gateway
for organizations to their decentralized applications composed of API, protocol, and
sidechains. Oneledger is called the Blockchain of Blockchains, and it provides com-
munication between many independent Blockchains. The consensus is built upon three
stages to enable effective integration with these different blockchain products: business
initialization, channel consensus, and public chain consensus. Technically, it consists
of a business center, consensus protocol, identity management system, intelligence

engine, and blockchains with sidechains attached directly to their core networks.

* Chainlink [51] is an interoperability solution for heterogeneous DLT. It facilitates
communications between disparate Blockchain platforms. The resources suppose
off-chain data to enable smart contracts and outputs like established payment systems.
This solution is vital for Blockchains that do not have to interact with other Blockchain

protocols but require external inputs and outputs.

In addition to the above frameworks, the integration of Blockchain and DAG is not well
investigated. W. Jiang et al. [52] propose a cross-chain interactive decentralized 10T data
access model that integrates Blockchain consortium and IOTA to address the 10T scalability
and usability. Their provided solution is a combination of Blockchain, tangle, IPFS storage,

and notary nodes. IoT devices mainly work on tangle or sub-tangle platforms; however, [oT
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devices can work on any Blockchain platform such as Ethereum, Hyperledger, and FISCO
BCOS. 10T devices are grouped into sidechains, where each one represents an independent
network. Blockchain acts as a controller with a primary role to connect multiple sidechains
through notaries. The latter is a group of nodes that resides between Blockchain and the
sidechain, acts as a gateway for transaction flows between Blockchains. The notary network
confirms each cross-chain transaction by the voting mechanism, and the transaction is
approved when the signatures of more than 2/3 notaries in the network are collected. [oT data
is stored in IPFS storage, while the Blockchain stores only the hash of these IPFS files. They
make use of BigChainDB to address the authentication drawback of IPFS. In comparison to
single Blockchain utilization,this solution provides scalability for IoT devices. and offers an
explicit integration between the DLTs mentioned above to enable inter-communication. Such
explicit integration is considered as a limitation for the case where users are from the Tangle
side only.

To overcome the limitations of the above solutions that tend to interconnect DLT's, we
propose in chapter 4 an efficient solution where the inclusion of tangle-based applications
is implicitly done with a backend Blockchain storage. Besides, while the existing solutions
use IPFS based on the participants’ devices, our proposal provides Blockchain as a service

running on stable cloud nodes providing a robust and secure environment.

2.5 Background DLT-based Supply Chain

The Supply Chain field greatly influences the whole production ecosystem. The global
target is to create a valuable supply chain platform while synchronizing business needs
with new technologies such as DLT and IoT. To achieve this target, the management of key
relationships and processes must integrate the whole chain seamlessly. In the following
subsection, we present the current challenges related to supply chain, IoT, and DLT. We then

summarize the DLT requirements for a typical supply chain platform in the next subsection.

2.5.1 Supply Chain Challenges

Globalization led supply chains to span the globe, integrating stakeholders from different
companies, cultures, habits, and values. Putting aside the many benefits this change has
brought, the supply chain is now encountered by a set of new challenges, such as the lack
of standardization between entities, limited visibility over the whole supply chain, and the

ever-increasing demand for transparency by the last consumers. In fact, in a collaborative
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supply chain, participating stakeholders might be subjected and/or accustomed to different
ways of collecting, storing, and exchanging data (in some cases, complex physical documents
are still being used [53]). This procedure leads to different data types, latency, and data
unreliability throughout the chain. Consequently, many inadequate decisions may be made,
bringing down all the advantages of collaboration.

To improve the supply chain in collaborative environment, it is necessary to accurately
collect relevant data, securely store them, and then provide transparent access to the intended
information in a tamper-resilient manner. In other words, we need an efficient platform
that can provide products’ end-to-end traceability so that stakeholders get the necessary
information about the products component’s provenance, distributors, certificates, storage,
and manufacturing conditions at the right time. In this context, [oT and Blockchain are used

to improve the supply chain systems.

2.5.1.1 IoT-based supply chain challenges

The enormous variations in the supply chain increases the demands on implementing IoT
technology within the supply chain. Due to the current supply chain infrastructure, which
constitutes multi-centralized independent platforms, the supply chains are surcharged with
high loads, leading to information loss [9]. These systems, such as Walmart and Cisco [54],
depend profoundly on standalone, often different, and centralized platforms [55]. The group
of databases involved in the production are autonomous, heterogeneous, and distributed [56].
Therefore, the inflexibility in interchanging data among these databases is referred to as the
hard-coded nature of different data form standards. The collaboration would be limited due to
the organizations’ desire to use their platforms and control their data and different protocols
and workarounds are used to enable interoperability to a particular supply chain. XML,
ebXMB, and UDDI are some workarounds used to facilitate interoperability, but they are
ineffective in heterogeneous databases due to different standards of databases. File transfer
that uses fix format such as XQuery is the only protocol used to interchange data between
organizations [56]. The uncontrolled informational data of the centralized systems causes

outsize counterfeit, huge information loss, and bad business reputation.

Besides, data traffic is the primary concern referring to the distributed nature of the IoT-
based partners. In other words, these [oT devices collect enormous data which the centralized
stakeholders cannot fully manage. A product that passes across several geographical areas
includes many critical documents such as invoices, ISO certificates, letters, proofs, customs,
etc., requiring different levels of communications between partners. A study displayed that

two hundred connections are needed to realize a single product delivery [57]. On a large scale,
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traditional systems suffer from high traffic connections. Unfortunately, the current solutions
do not guarantee safety, integrity, and on-time delivery of goods/documents, which leads
to data loss and confusion. Furthermore, the current systems are vulnerable to exploitation
and attack on a large scale due to their widespread and lack of control [55]. The character-

istics of [oT devices and their challenges in the supply chain are listed in the below subsection.

2.5.1.1.1 IoT characteristics and challenges
The widespread of 10T adoption is triggering profound changes in global manufacturing
and supply chains [58]. IoT technology has the potential to affect every piece of daily human

life. The following characterizes the loT:

* Low-cost and high-performance: IoT devices are heterogeneous in nature with different
hardware platforms and capacities. Most of them are sensors of small size and limited
computing resources, storage, and communication. These devices are classically low in
cost and can be extensively positioned on large scales to collect temperature, pressure,
humidity, and medical/chemistry parameters.

* Massive nodes and enormous collected data: The number of IoT devices participating
in the different areas is continuously increasing, and it is expected to increase up to
140.94 billion by the year 2030 billion [59]. Besides, the massive presence, [oT gathers
significant numeric data volume instantly and with highly accurate information.

* Decentralization: due to their heterogeneity and their wide geographical distribution,
IoT devices can belong to different systems and applications. The IoT devices run
in a decentralized manner to avoid processing data at the same time. Decentralized
clustering algorithms in wireless sensor networks (WSN), for example, contribute to
IoT’s capacity and scalability [60].

Although IoT technology facilitates the production progress by helping the fabrication
part and providing high control, it charges peripheral devices and servers with high data
load [4]. The current network infrastructure fails to employ the IoT’s full potential and
manage the enormous received data within such centralized situations [9]. In that way,
considerable IoT power is dismissed. Unfortunately, centralized solutions fail to manage
and control the enormous incoming data as they were designed for [9]. Nowadays, there
are no reliable frameworks or infrastructures intended to connect the massive heteroge-
neous and disparate IoT devices and their connected services, not to mention data analysis

and aggregation [61]. The current standalone supply chain systems ineffectively contend
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to provide some of the requirements in the means of trusted third parties and workarounds [9].

2.5.1.2 Blockchain challenges in the supply chain

Blockchain has another kind of shortcomings as it does not cover all the supply chain
requirements. The Blockchain-based supply chain systems encounter new significant issues
due to the decentralized nature and the structure of each Blockchain. The scalability is the
primary concern of Blockchain applications, and it is referred to the delay in responding to
the numerous requirements caused by the decentralized P2P system structure. The instability
of the IoT’ networks integrated with supply chain and the low throughput multiply the
scalability issue. Blockchain transaction relies on different factors. Reaching consensus
among non-trusted nodes is the core idea of decentralization. The consensus protocol is
the essential component of Blockchain that generates and links the blocks to each other
and validates transactions within a pure P2P environment without relying on any trusted
third party. Despite its precise and vital role in protecting the businesses among non-trusted
nodes, the consensus protocol is the major Blockchain component that directly impacts
scalability. Furthermore, Blockchain decelerates the application by its design and restrains
the transaction with internal cryptographic rules that reduce the transaction propagation
speed to an unaccepted rate. In the previous sections, we distinguished between the different
consensus algorithms with reference to their performance and scalability. The second factor
of scalability is the single shared ledger -the Blockchain engine- that contains the blocks,
where each block is a set of validated transactions [13]. The block creation and transaction
validation processes consume time and limit/control the propagation of the overall operations
to get in the ledger. These processes hinder the system performance. The ledger size, the
numbers of validator nodes, and the network status of nodes all over the supply chain also
directly impact the processing time and performance.

With decentralization, participants are involved in rigorous computing tasks to maintain
the distributed ledger. Power resources and CPU capacity are the main challenges of IoT
devices. Such devices struggle to save energy by sleep mode [62] in idle time, for example.
In this manner, the mentioned devices cannot contribute to computing P2P missions the same
way as a dedicated server-miner. Consensus algorithms, such as POW and the cryptographic
activities (encrypt, decrypt, hash, etc..), are not applied on most IoT devices [63] that
are running on economic power [64], especially in a supply chain that contains millions
of resource-limited peripheral devices. Thus, the transaction cost is relatively increased.
IoT devices are installed for particular tasks and distributed at a large scale to gather data

accurately. The ledger size, which is being stored on every node of the network, increases
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with time. Thereby, they are very limited in storage capacity [65][66]. Most devices are
sensors and detectors; thus, finding an [oT node with accepted memory storage is rare. Hence,
reliance on these devices to store the distributed ledger is a considerable challenge that affects
the whole system. Furthermore, every transaction is stored permanently on the Blockchain
ledger, while storing low-value information is futile. The inability to compact or reduce the
ledger’s undesired data augments the challenges.

Network infrastructure is likewise a primary factor for a successful Blockchain. All nodes
involved in the DLT system should be continuously connected and synchronized to maintain
the P2P network. However, high network requirement is inconvenient with IoT’s nature.
Mainly, most of the supply chains distribute their IoT devices in different geolocations.
Providing good throughput is costly and unstable, which poses security risks and/or data
instability. Conjointly, transaction fees are still a significant drawback in Blockchain resulting
in transaction delays in the process [67].

2.5.2 Supply chain requirements

In this subsection, we set the typical DLT-based supply chain requirements to clarify and
facilitate the future proposal options. The leading technologies that compose the modern
supply chain applications are DLT (mainly Blockchain) and IoT systems. DLT, 10T, and
supply chain platforms altogether compose the robust body of the future supply chain.
Thus, considering the combination of these factors [9] while investigating supply chain
shortcomings is a must. As seen in the previous section, traditional systems encounter
many issues and require profound alignment to cope with business expansion. We have also
seen that Blockchain is not free of limitations and drawbacks, where regular supply chain
integrated with IoT and Blockchain contains drawbacks and limitations [9][63]. In short, it
is like a compatibility matter between the regular supply chain and [oT from one side and
between the supply chain and Blockchain from the other side. Hereafter we investigate the
relations between supply chain, IoT, and DLT that determine the strength of the modern
supply chain. We then list the requirements for the typical platform system and the strategy
of the upcoming works, where scalability, traceability/transparency, and overall visibility
are the core benefits of a proposed system. We raise the flag of the typical supply chain so
that decentralization is the crucial answer [68][69], taking into account the diversity of the
IoT devices to exempt the weak devices from being charged with heavy tasks. This study
is conducted to obtain the maximum benefit and advantages from the current DLT and IoT
technologies without paying high workload taxes from the peripheral device’s resources.
The Blockchain requirements for any supply chain system are decentralization, traceability,
the immutability of the ledger, fault tolerance, and data security. Besides, smart contract
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technology running on top of the Blockchain platform introduces process automation and
improves the integration of the IoT systems [55]. Table 2.2 groups the best practices of
computing, storage, and transaction fees related to the above Blockchain problems. The
table points out the typical values of the three drawbacks of Blockchain under the typical
Blockchain conditions. Each table entry determines the perfect situation, which may be out of
reach in many cases. However, these inputs assist in constructing the next faultless platform
and are almost free of limitations. Computing is the primary factor in a DLT P2P system to
validate transactions, achieve consensus, and build blocks securely. The P2P system should
consider the computing resources of devices not to consume more than a predetermined
margin of a participant node resources. Fulfilling the computing tasks requires nodes to be
online and synchronized continuously, which is not well-conditioned for most [oT devices in
terms of power, network, and device health status.

Besides, the supply chain system is already designed to achieve large complex tasks,
so the consensus algorithm and its mining process associated with the DLT system should
not affect the production progress. Eliminating high computing is possible, but it supposes
conditions and major changes such as diving into permissioned DLT or using specific
consensus algorithms such as POA. Storage is another major factor in a successful DLT
system. As a P2P system, the ledger is stored basically on peripheral devices that surcharge
them by the ever-increasing size. The best practice in a supply chain system is to exempt

participants from being charged with high load.

BLOCKCHAIN REQUIREMENTS
| Computing || Storage || Feasible Transaction
Not rely on IoT devices Extendable size Consider micropayments
Avoid continuous Not rely on IoT device disks Feasible transaction fees
synchronizations Accessible anywhere Not limited to some currencies
No high power consumption High throughput Consider IoT device status
No high network consumption Secure (data encrypted)
Light mining system
Light & secure consensus protocol

Table 2.2 Ideal Blockchain requirements for supply chain

The alternative storage solution should provide extendable storage to avoid the disk
space problems and be located outside the participants’ devices (on the cloud, for example)
so that the IoT devices can access the data securely and with an acceptable throughput.
When it comes to transaction costs, it is highly recommended to consider the micropayment
transaction fees. In other terms, the recommended fees system should be very low, feasible for

different payment types and currencies. Also, consider the peripheral devices that are working
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offline or using internet service intermittently to provide the ability to issue offline payments
and join the ledger after being online. Minimizing the impacts of computing, storage, and
transaction fees is an uneasy mission, and it is based on each use case’s requirements and
capabilities in managing its parameters. In short, the terms mentioned earlier should be
managed so that each case’s primary goal is achieved with no negative impacts on the platform.
Ideally, the [oT technology should attain all the Blockchain advantages without being charged
with computing, storage, and network replication tasks. Currently, this milestone is not well-
achieved with the current Blockchain systems.

2.6 Conclusion

This chapter paved the way for a better understanding of the various DLT technologies,
which are essential for this research. It helps with the comprehension portion of the thesis’s
first objective. We began by providing the necessary technical background for Blockchain
and DAG technologies, and then we highlighted the various existing frameworks aimed at
different interconnecting DLTs. We also investigated the possibility of connecting Blockchain
and DAG systems, as in [52], and discovered that the proposed interconnection is limited
and insufficient for the case where users are only from the DAG side. To progress further in
the DLT-based supply chain while ultimately achieving part of the second thesis’ objective,
this chapter introduced also the DLT for the supply chain, their challenges, and the DLT
requirements to acquire a typical platform. In the next chapter, we will investigate the most
critical DLT-based supply chains and their tools and architectures.



Chapter 3

DLT-based Supply Chain in the literature

In the previous chapter, we achieved the majority of the thesis first objective and part of the
second one by presenting a detailed overview of the two different DLT types and covering
the state of the art of the integration/interoperability of the DLTs platforms. Also, we
highlighted the existing supply chain challenges and depicted the DLT requirements for
supply chain. In this chapter, we continue in achieving the second thesis objective by listing
the existing DLT-based supply chain projects and investigating the well-known tools involved
in the supply chain projects. Besides, we investigate other projects that are external to the
supply chain environment and also address the Blockchain drawbacks. The analyses of the
tools/mechanisms mixed up with these projects lead us to propose a completely new DLT
platform suitable for the supply chain.

In the literature, few surveys and studies highlight the integration of Blockchain with the
supply chain environment. Table 3.1 displays the current surveys that tackle the Blockchain-
based supply chain entirely or partially and provide a clear perception/understanding of the
Blockchain and supply chain challenges and their impacts on different case studies.
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Surveys Roles

[70,71] | Reviews industrial applications across different domains.

(72. 73] Surveys the enabling and constraining roles of the technology from a
business/ management-oriented perspective.

(74, 75] Organizes the theoretical implications of adopting Blockchain in supply
chains.

1761 Analyzes the impact of Blockchain on different supply chain flows
through case studies.

(7] Offers a systematic mapping study focusing on the research aspect of
Blockchains, recognize challenges that remain unsolved.

78] Conducts a brief literature review to introduce the Blockchain technology
and utilizations.

1791 Adopts Blockchain in several organizations and host in their work sum-
mary statistics useful in benchmarking the current practice.

[80] Evaluates the applicability of Blockchains in the supply chain domain.

(56] Categorizes the different scalability solutions into different layers, in-
cluding on-chain and off-chain, and compares their impacts.

Table 3.1 Existing surveys on Blockchain-based supply chain

However, these surveys do not consider the alternative DLT solutions that could enhance
the supply chain and cover the typical supply chain requirements within the decentralized
platforms. In addition to the above surveys, many projects run on the new supply chain
DLT-based concept to somehow introduce many tools in their proposals. We will present
these tools during the next section to be enrolled in the design of future proposals, and we
focus on the exciting projects and their tools.

3.1 Existing DLT-Based Supply Chain Solutions

The DLT integration with the productions and their different partners aims to renovate
the global supply chain with the help of smart contracts, other Blockchain features, and
IoT technology. Many DLT-based projects aim to provide scalability and reduce the time
and cost by investigating new platforms based on DLT. Many challenges encounter these
projects, including the type of supply chain business, the main goals of the new platform,
and the DLT challenges mentioned above. Ucl CBT report [81] mentions around a hundred

projects integrated with DLT and IoT and characterized them upon four natures: healthcare,
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grocery, fashion, and supply chain. Most of these projects are based on the Ethereum public
Blockchain and API interfaces but have no detailed technical references or clear publishments.
This section aims to present a considerable number of studies and projects that invest in the
DLT for the supply chain and display their technical part if any. We First shed light on the
five projects with valuable contributions in this field. Then we list the remaining projects in
subsection 3.1.2.6 .

3.1.1 Existing Tools to Achieve the Typical Supply Chain Platform

Before introducing the existing solutions, we list the important tools that are somehow
involved in enhancing the DLT platform. The proposals of the developed DLT-based supply
chain include some tools and solutions. We investigate these projects and retrieve the existing
tools that could be used to fulfill the scalability requirements related to the supply chain
progress. It is meaningful to filter them out to design and figure out the future supply chain
platform. It is worth noting that no one tool alone helps to achieve the ideal supply chain

platform. Instead, a combination of many solutions has an advantage in this situation.

Tools Data Size Tx Speed Tx Cost
Tx Ledger | Consensus | Block Tx Computing
Rate Size Algorithm | Structure Fees
Off-Chain v v X X X X
Sharding X v X X X X
BaaS v v X X X v
Consortium/ Pri- « « Y « v Y
vate
Modify BC Core X X v v X X
Editable BC X v X X X X
Alter DLT system X X v v v v
Involvement of
IoT Device X v X X X v

Table 3.2 Tools” impacts on Blockchain Scalability

The displayed tools are listed to address the most significant Blockchain problems, where
each one treats a single problem. Furthermore, each mechanism has its advantages and
drawbacks; thereby, the ideal proposed solution afterward should reap only the features as
maximum as possible. Table 3.2 depicts the tools’ impacts on the three scalability metrics:

data size, transaction speed, and transaction cost. Below are the most valuable tools:

1. Off-Chain Solution:

Although Blockchain is an immutable, secure, trusted, and linked-time solution for
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any application,it ends up putting a huge data on its board. Off-chain comes as an exit
to benefit from the Blockchain features while the data are processed and stored outside
the Blockchain ledger [68]. In this case, Blockchain is responsible for monitoring
the overall transaction processes by storing hashed transaction values inside its ledger
[69]. Besides, smart contracts can be implemented inside the Blockchain for off-chain
services. By doing so, the Blockchain will not be overloaded, and at the same time,
data are processed outside the block policies. Thereby, this solution provides scalability
and data reliability for the off-chain applications while maintaining the decentralization
concept. Off-chain can be decentralized but not a DLT-based platform that can be
integrated with other DLT platforms; the case of [82].

. Sharding Blockchain:

The increase in participants that share a single Blockchain ledger causes the unreliable
distribution of blocks among vast nodes affects scalability. The sharding technique is a
solution that aims to divide blocks between nodes [83][84]. In other words, nodes will
be grouped into shards (limit number of nodes), and each shard contains a different part
of the ledger. The transaction process, including validation and reaching consensus,
and storage location, is limited to the intended shard only. Using this technique in a
massive Blockchain environment achieves scalability [85] and prevents high latency
[86] following block distribution across all nodes.

. Blockchain as a Service (BaaS):

Cloud services are adopted to facilitate the IoT functions, storage, and data processing
[87], and fog computing technology helps distribute IoT services at a massive scale [88].
However, cryptographic algorithms are not enough to secure such a great workload
regarding security and transparency. In addition, with the absence of transparency, data
could be corrupted, doubled, or altered due to data spread in different geolocations
and distribution on billions of devices. Accordingly, running Blockchain on top of
cloud services and edge computing peripherals solves the security and privacy issues
throughout the immutable, transparent, and reliable ledger. Besides,the cloud plays
the role of the big shared extendable storage of the Blockchain instead of relying on
the users’ devices [89][69]. The successful implementation of edge computing servers
[88] for a supply chain empowers the [oT devices to exchange data quickly and with

minimum latency.

. Private/Hybrid Blockchain:

A hybrid Blockchain is a particular Blockchain that lies between private and public
Blockchains. It is also called the public-private Blockchain. It is mainly used to restrict



3.1 Existing DLT-Based Supply Chain Solutions 33

the information’s visibility in the network. The hybrid Blockchain is represented
by partial integration of Blockchain in the workload while keeping a considerable
part outside the Blockchain access and control. This type of Blockchain integration
is welcomed by systems that do not fully support DLT or insist on keeping part of
their application(s) under their centralized control. Multi-chain, such as Cosmos [90],
lightning networks, and payment channels use hybrid models. Furthermore, private
[91] or consortium Blockchains are closed of permissioned systems where peers deal
with transactions upon predefined rules, and the transaction validators are limited to
preselected authorized users. The permissioned Blockchain is attractive in terms of
performance and scalability since the validators are limited in numbers and device
types. With permissioned Blockchain, there is no need for complicated algorithm
protocols such as POW or POS. Instead, POA or any other light protocol will be useful

and secure in this case.

5. Editable Blockchain:

The well-known immutability and irreversibility features of Blockchain are a two-
edged sword. Although these features provide the supply chain with many benefits,
they bring some drawbacks. Blockchain suffers from the inability to cope with the
high incoming information of the vast [oT environment because of the components that
compose its structure. The data recorded in a ledger is permanent, negatively reflecting
on the ledger size and pushing all nodes to store the negligible data forever. The
feasibility of having an editable Blockchain [92] is not available yet, as it still requires
more research. Editing or removing a block(s) due to mistakes, typos, attack impacts,
temporary records, or negligible data without breaking the chain enhance Blockchain
adoption and scalability. Authors of [92][93] propose a redactable Blockchain using
the Chameleon hash function, which helps to reduce the data size, especially for
unimportant data like those related to food after being consumed. This bold move
toward editable Blockchain is critical and requires strict governance rules to avoid
exploitation and fraud facilities.

6. Blockchain core improvement:
The P2P Blockchain system encumbers [oT devices with computing tasks and high
storage demand [94]. In the cryptocurrency field, there are several full nodes prepared
with high capacities for the purpose of mining and validation, which is not the case
with the massive supply chain IoT devices. Thus, it is required to adapt the main
characteristics of Blockchain to boost the association of IoT devices with their circum-

stances. Minimizing the block size, adjusting the consensus algorithms, and reducing
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block creation time, are the most changing and adjusting Blockchain areas to fit IoT

requirements.

. Non-Blockchain DLT Platform:

The success of Blockchain encourages researches in this domain. A directed acyclic
graph (DAG) [95] technology DLT-based named IOTA [40] is found to tackle [oT
devices’ scalability and transaction fees where transactions are treated simultaneously.
IOTA (or Tangle) is similar to Blockchain in terms of decentralization features, but it
differs in structure and behavior. It neither has block, chain, nor transaction fees. The
transaction is the only unit in the scene where the node is responsible for validating
two previous transactions to get into the Tangle. Running a DAG-based application
on IoT devices will overcome the Blockchain shortcomings, but we cannot rely on
DAG technology alone (at least for the time being) in managing the whole system.
Another DLT system is the Autonomous Decentralized P2P Telemetry (ADEPT) [96],
provided by Samsung and IBM. ADEPT categorizes the [oT devices into three types:
weak to strong, including light peer, standard peer, and exchange peer. A peer list that
is shared among devices permits each device to define its level. The use of lightweight
network protocols for IoT devices helps in achieving streaming communication. Also,
Hashgraph [97] is a new DLT type, asynchronous Byzantine Fault Tolerance (aBZT)
consensus algorithm based on a virtual voting algorithm and the gossip protocol to

achieve consensus quickly, fairly, efficiently, and securely.

. Involvement of IoT Device

IoT device has two main functions: It captures the data and delivers it to its endpoints.
Thus, IoT has two main challenges, the storage and the security of these data. Also,
the integration with DLT, end device generates transactions of raw sensory data,
verifies transactions, and even mines blocks. It is worth working on improving the IoT
manufacturers to be suitable with Blockchain requirements. IOTA [40] categorizes the
IoT nodes upon their capacities [98, 99], so there are the full and light nodes. However,
the light node still needs to validate transactions to satisfy the system requirements. It
is also quite important to mention the necessity of the "loT for Blockchain" concept.
In other terms, to improve the IoT end devices as maximum as possible to fit with DLT
requirements in terms of CPU, disks, network, and power. In that way, some of the

projects listed in the next section have contributions to the IoT hardware improvements.
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. Tools Sharding Off-Chain Cloud-Based Blockchain - Core  Im- IoT Involvement
projet provement
Subchains
are working
. . . . Consensus POST | RFID enhance-
Waltonchain [100] Not applied as off—chafn Not applied (POS+POW-+ POL) ments
of the main
parentchain
ODN: . De- Blockchain
centralized laver can be
Origintrail [82] Not applied system com- Y Not applied Not applied
the cloud
posed of 4 .
service
node types
Vechainthor is New fields t.o .transactlon Upgrade tra-
Reed- format to mitigate a bun- | ..
. . BaaS for the . ditional IoT
Vechain [101] Solomon(RS) | No applied . dle of issues Added new .
. supply chain w . | equipment on the
algorithm . payment method “multi .
projects . " chip layer
transaction payment
Custom Ethereum | Introduce new ef-
Ambrosus [102] Not applied IPFS(storage) | Not applied blockchain Introdl.lce fect1v§ sensors to
smart contract require- | trace internal and
ment /measurement external data
Introduce
. . . . “modum tem-
Modum [103] Not applied Not applied Not applied Not applied perature logger”
shipment

Table 3.3 Existing tools for supply chain

3.1.2 DLT-based Supply Chain projects

This section highlights five DLT-based supply chain projects with good contributions and
optimizes parts of the supply chain components. The five DLT-based supply chain projects
are involved in the evolution of the modern supply chain integrated with IoT technology.
Each project includes a short description and a figure inspired by its whitepaper. Moreover,
this study highlights the tools used in each project, the problems encountered, and how far
they are practically distinctive from the typical supply chain. Table 3.3 resumes the essential

tools of these projects and their different techniques.

3.1.2.1 WaltonChain

WaltonChain [100] is a particular Blockchain designed for the supply chain to track the
RFID-based transactions by multi partners. As illustrated in figure 3.1, it is composed of
parent chain and sub-chains with cryptocurrency named WTC running and mined on the
parent chain. A sub-chain is working separately after being created and registered inside
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the parent chain. The parent ledger contains only detailed information related to the sub-
chains. Each sub-chain has its ledger and can be created and registered any time under the
parent chain network. Parent chain consensus is a combination of POW, POS, and POL.
Besides, its block creation time is 60 seconds. Its ledger size is not affected by the number
of sub-chains since the parent chain runs independently of sub-chains. Thus, the parent
chain is considered scalable and secure. In addition, the smart contract is the foundation
of waltonchain that builds and maintains the underlying logic platform. The waltonchain
block contains up to 255 transaction records. It is made up of Block’s depth and timestamp,
block identity, block account ID and public key, the identity of the previous block and the
hash value, the total number of tokens of the transactions contained in the block and byte fee,
the transaction information contained in the block, Block payload length and payload hash
value, The generated signature of the block, Accumulated coinage difficulty of the block. An
updated version of POS called proof of stake trust (POST) is used to achieve the consensus
of the waltonchain parent blockchain. With the assistance of RFID, Blockchain involved
the reputation of nodes to track their behavior and select the honest nodes as coinage nodes.
The POST mechanism strengthens the security of the Blockchain. The subchains are free
to choose either POS or POST or any other consensus algorithm that fits their application

requirements.
Stakeholders Waltonchain Applications
Sub Chains SubChain 1 SubChain 2
Independent blockchains BlockChain Type: Bitcoin BlockChain Type: Ethereum
Consensus: POW Consensus: POS
Token: BTC Token: ETH
Storage _ : o
SubChains’ Ledgers i 2 x L s
A -
Subchain Customized Features '
1
Y Lottt [}
§ : . - e ,l
rd L] &
CO re Level BlockChain Type: ParentChain : : 'd‘
Consensus: PoST Company f ; I
Token: WTC - Node ". B -
Company |-" = " - Company lw"
Node | &S i : - Node | Smart i
. - m

Company | )
Contract
Storage Parent Chain Data + SubChains MetaData

Parent Chain

Fig. 3.1 WaltonChain Architecture
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To create a subchain, the creator consumes WTC on the parent chain, so basic information
regarding the new subchain is registered in the current parent block. The creation of a new
subchain can be customized based on its nature and conditions. Subchain features mainly
include WTC token, subchain token, cross subchain token transactions, smart contract,
account control, data storage, etc.

Waltonchain considers the 10T side tool by developing the RFID chips to integrate
Blockchain better while tagging assets. However, this development is limited to 10T func-
tionality, and it does not tackle the IoT weaknesses mentioned above (computing resources
and storage). The block creation time is about one minute, which will inhibit the scalability
of the vast IoT involved within the system. The POST consensus algorithm is the walton-
chain invented tool to be used within their parentchain platform. The interaction between
stakeholders is hard and complicated because subchains have a wide variety of consensus to
select. This design does not take into consideration scalability and real-time performance as

well as the storage ledger size, network, and computing resources concerns.

3.1.2.2 OriginTrail

OriginTrail [82] is a supply chain solution that integrates different partner applications,
off-chain networks, and Blockchain. It makes use of different nodes, as shown in figure
3.2. Some nodes, which are not DLT-based, implement off-chain within the decentralized
environment. Some other nodes are involved in the Blockchain platform. The off-chain
network is known by ODN (OriginTrail Decentralized Network), which is composed of
data and network layers. The architecture is thus the stakeholders’ applications, the non-
blockchain decentralized ODN, and the Blockchain platform. Using a Blockchain platform
stores the data fingerprint, ensuring integrity and transparency of records and providing an
immutable supply chain system. OriginTrail protocol uses the consensus check mechanism to
validate data provided by different stakeholders. The consensus check mechanism consists of
three steps: Stepl: approve the stakeholder by the previous one. Step 2: verify the matching
stakeholders. Step 3: verify the matching transactional data and timestamps. OriginalTrail
uses the zero-knowledge mechanism to prove private information without revealing them.
Four node types are involved in the OriginTrail ODN structures distinguished by their roles:
Data provider (DP): represented by the stakeholders, organizations, or consumers with data
input to be shared with the supply chain. Data Creator (DC): it is the entry node toward the
OriginTrail network. DC nodes receive the data from its provider and link it with data holder
nodes. The DC controls and maintains the data process until it is executed. In addition, it
checks the availability of the data during service time.

Data Holder (DH): DH nodes store the data provided by DC for a specific time and
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Fig. 3.2 OriginTrail architecture

ensure the data will not be altered. DH nodes are highly available to overcome bandwidth
bottlenecks and the single point of failure. DH nodes share the data that is received from
DCs in order to reply to some interested parties. DH nodes are compensated by the token"
TRAC" for their efforts. A DC is dealing with DH through a smart contract that determines a
set of conditions written by DC in addition to the minimum amount of stakes the DH should
have. The amount of stakes owned by DHs guarantees its honesty in the execution of the
required service. In addition to the stake, the reputation of DH and other factors are taken
into consideration during the selection phase by DC. Data viewer (DV): DV is the entity
that requests the data from other nodes with the ability to verify the integrity of the data by
running the litigation procedure against the provided data. The nodes request their services
by forming a bid between them (requesters) and the executors (other nodes). Therefore, DCs
broadcast their offers to the network that is received by the interested DH nodes. The offer
contains the requested services in addition to the criteria of the DH nodes. These criteria
are the number of stakes, service price per data unit, the time elapsed to execute the service,
and the candidate nodes’ reputation. DC selects the storage node (DH) based on its hash
value, where the closest hash value is preferable. This selection is automatically made to
avoid the DC-specific selection of DH node(s). Off-chain is the most prominent invented
tool of OriginTrail that is represented by the ODN network. The decentralized ODN nodes
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employ the Blockchain platform to ensure their immutability and data integrity. In this
context, Blockchain can be a cloud-based platform that facilitates communication between
the different nodes of ODN. The none DLT-based solution provides scalability for the system
as it discharges nodes from the computing and power consumption tasks. However, the
system is exposed to a vulnerability attack if Blockchain and ODN are disconnected or being

forcibly isolated.

3.1.2.3 Vechain

Vechain [101] is a supply chain solution composed of vechain supply chain projects and
vechainthor blockchain-based platform as shown in Figure 3.3. Vechainthor is an enhanced
version of Blockchain. It is forked and improved based on the Ethereum codebase. Below

are the enhancements:
1. transaction format includes three new fields: ID, DependsOn, Blockref, and Expiration;

2. Each transaction has its own ID; thereby, the application deals with a single transaction
instead of a transaction bundle of transactions;

3. Blockref delivers additional information about the previous, current, and next block.
Also, it gives info about transaction creation time. It will be helpful for financial
purposes in case of acceptance delay, for example;

4. Expiration is added to the transaction to avoid stacking for a long time. In addition,
a transaction can do additional POW to speed up the validation time (it can consume

more to track miners’ attention, but the extra pow will compensate its loss);

5. Multi-task transaction: a transaction is composed of many small transactions to address

the complex business payments.

Vechain uses Proof of Authority "POA" as a consensus algorithm that considers both
stake and reputation. The maximum transaction speed announced is 10k transaction per
second. As future work, they are looking for involving side chains to enhance the scalability
of the vechain system. Vechainthor introduces the new multilayer payment model to ensure
the token stability price. Two tokens are utilized to fulfill the transaction process: VET and
VTHO. VET is the main token or" smart money" that represents the amounts been held by
users. VET generates VTHO to cover the cost of smart contracts and transaction payments.
Using this payment method will stabilize the cost of the token. Vechain uses Reed-Solomon
(RS) algorithm to shard objects into many parts, and then it reliably reconstructs the data

from the remaining drives. Thus, Vechain reduces the size of the data significantly. Besides,
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Vechain considers IoT diversity and categorizes them upon their resources and functionalities
to best employ their capabilities with Blockchain. Vechain connects the technologies RFID,
QR codes, NFC, and bar codes to Blockchain to tag the items by a universally readable
identity. This allows tracing the origin of items and prevents counterfeiting since Blockchain
records cannot be alternated or duplicated. Altering block structure and sharding are the
main tools used by Vechain to enhance the Blockchain platform. It also considers the [oT
side and categorizes them based on their capabilities. POA consensus algorithm used in
Vechain is more diacritical than POW and POS in terms of the validation process, and it does
not require computing efforts. However, in a vast supply chain system, the validators become
an easy target for adversaries. On the other side, the way the validators are identified renders
the platform from being entirely decentralized. In an extensive supply chain project where
IoT devices spread in many areas, Vechain does not provide a real solution to protect such
weak devices from being surcharged by computing tasks.

3.1.2.4 Ambrosus

Ambrosus [102] project is to track products throughout their circulation in the market. It is
a supply chain, Blockchain-based, dedicated mainly to protect and control pharmaceutical
products and food values. This solution is principally composed of a customized version
of Ethereum-Blockchain integrated with a data storage solution named interplanetary file
system "IPFS" as illustrated in figure 3.4. To avoid the high cost of running the transactions
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on the main Ethereum platform, Ambrosus develops its independent customized version
of Ethereum. Besides, Ambrosus does not rely on Ethereum storage to store the supply
chain data as it is limited in capacity. It makes use of IPFS as the main storage for their
large transactions to provide scalability and high throughput for the clients. Ambrosus takes
advantage of the Merkle tree hash cryptography in their transactional processes. With this

tree algorithm, users can quickly find their data and filter out the wrong inputs.
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Measurement Smart Contract
BackEnd

& son

IPFS =0 == O
D‘E:Eg:i%i :: : — % —— Requirement [

Contract

Smart

BlockChain

Fig. 3.4 Ambrosus architecture

Two types of smart contracts are introduced: the requirement smart contract to describe
quality standards to be directly compared to items inside the Measurements Smart Contract.
The measurement smart contract holds the list of the Merkle tree root hash, ambrosus-certified
devices, and the collected attributes throughout the supply chain to note the variation of
compositions’ quality, if any. The Merkle tree data is uploaded periodically to the main
Ethereum network to reduce network problems and improve scalability. The main structure
of the Ambrosus network consists of three main layers: layer 1 contains the Ethereum
blockchain and the IPFS storage. Layer 2 represents the supply chains and smart contracts,
offline verification, and off-chain operations. Layer 3 represents the application and the
Ambrosus javascript protocol. Ambrosus uses [oT hardware and sensors to tag products,
thereby it tracks goods through the supply chain and ensures the full integrity. In addition
to the environmental detectors such as temperature, humidity, Ambrosus has an advanced
sensitive sensor. Several types of sensors or Biosensors have been developed to detect and
analyze particular cases related to food and medicaments. For example, they can detect pH

levels, allergens, DNA, and other types of physical properties. Ambrosus considers the [oT
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side by introducing new high-level detector sensors. Besides, it is a customized blockchain
that supports off-chain integration. The main ledger stores the Merkle tree roots to ensure
that the data cannot be changed once written into a contract. Moreover, the idea behind the
Requirements Smart Contract sounds goods, as it determines if a product continuously meets
standards defined by intended participants in the Ambrosus network. This is to control the
IoT detectors to get accurate results. On the other side, the structure of the nodes that form
the customized Blockchain and the consensus algorithm used or the block creation time are
questionable. Furthermore, the IPFS storage solution of Ambrosus is not a DLT-based system.
It relies on participants’ capacities to store the data, including IoT devices. Ambrosus does
not respond to computing and storage concerns to enhance IoT integration with the supply

chain.

3.1.2.5 Modum

Modum [103] is a supply chain for monitoring solutions that control the distribution of
immense volumes of sensitive goods, especially pharmaceutical ones. It comprises the
Ethereum blockchain network, the API applications, and a specific sensor called modum
temperature logger. Modum architecture constitutes of frontend and backend phases, as
illustrated in figure 3.5. The backend comprises an Ethereum network, smart contracts, and
a specific server connected directly to external users. The frontend comprises sensors and
mobile applications connected to the HTTPS server in the backend via REST API and JSON.
The SensorTag (Logger) is the top added value that is used to measure the environmental
conditions of the shipments. Each logger owns a unique MAC address represented in QR
code and each shipment has its unique QR named "track and trace." Both QR codes will be
scanned by the user’s mobile applications and sent to the server. In case the server is not
available, data will be stored on the logger’s internal memory. Once received the combination
QR codes, the server broadcasts the smart contract, then store the ID of the smart contract
on the sensor. Then the client scans the "track and trace" code and requests the temperature
measurements from the sensor via BLE "Bluetooth Low Energy." The smart contract obtains
the data for verification purposes and sends back a report to the mobile client. It certifies data
authenticity at every change of ownership. The evaluation results are immutably stored in a
Blockchain as of proof-of-existence. In this way, opening the package to verify the content
become useless.

The "modum temperature logger" sensor is used to precisely track the temperature of
drugs periodically alongside the supply chain. Logger uses the NFC plate to connect with
the shipment ID, where each one has a unique smart contract. By using NFC, the Logger

alerts the team in case of problems during transport. Furthermore, they can add other sensors
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related to different monitoring tasks like motion detection for fragile goods, such as evolving
their platform to fit different products and partners. Modum considers the IoT side "tool"
by introducing a new sensor involved directly in the tracking process. It uses the public
Ethereum for data verification with a specific HTTP server as a full Ethereum node that
stores smart contracts and data users. However, this server is considered a single point of
failure since it is not decentralized. Furthermore, scalability is not considered. It relies on
Ethereum efficacity; thereby, improvements over computing and storage are not targeted by

this project.

3.1.2.6 Additional DLT-based supply chain

Beside the aformentionned five projects, there are a considerable amount of projects that
tackcle the DLT integration with the supply chain. In this subsection, we resume the
maximum number of projects that interact with DLT and IoT technologies:

 Shipchain [104] is a fully integrated system of the entire supply chain that is specialized
in tracking the shipments from the moment of leaving the factory to the final receiver
customer’s. Shipchain is running on Ethereum public blockchain using mainly smart
contract techniques and side-chain. All the Records are stored on the Ethereum

database, while side chain data are stored and validated on the organizations’ network
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for cost-saving purposes. Thereby, the data is located either on Ethereum public ledger
or in the side chain ledgers where no intermediary is engaged. Moreover, shipchain
contains a web platform that enables shippers to connect directly to carriers without
passing by the traditional brokerage models.

Devery [105] is an open-source protocol based on the Blockchain Ethereum network
for verification services. This protocol is used to build applications for verification
purposes where sellers can allocate unique signatures to their products. The signatures
are stored on the Ethereum ledger and used in verifying a product throughout the
application queries. Devery protocol consists of three data structures that interact
with Ethereum through DeveryRegistery.sol and DeveryTrust.sol smart contracts. The
three data structures are StructApp, unique identifier, and account. StructBrand is
used to register a brand public key alongside the unique identifier of an application
and store the brand information. Struct Product contains the app account, brand
account, and product information. The hash of the product information determines
the individual identifier for each product stored on the Blockchain and allows lookup
via the check (address item) method. Devery uses the EVE token (Entry Verification
Engine) for payments and charges. The consumers of the application service must
pay the application host for the product verification service using’ Bokky’s Token
Teleportation Service’ (BTTS), which permits consumers to not interact directly with
EVE or gas tokens.

Cargox [106] is a decentralized solution that tackles the bill of lading documents
implemented on the Ethereum Blockchain. Cargox is specialized in supply chain
logistic trading worldwide. Users communicate via the API interface of the Cargox
DApp and create their smart bill of lading. It has payment flexibility, so users can either

consume cargo token "CXQO" directly or utilize the USD/CXO conversion mechanism.

CargoCoin [107] is a decentralized supply chain platform based on the Ethereum
network that aims to encapsulate all cargoes, transport them into a unique platform,
and then link them to the intended traders. To achieve this objective, both the services’
platform and the smart contracts are utilized within the Blockchain. The platform
allows for a range of communication channels between stakeholders involved in
the supply chain progression, providing a method of sending/receiving, approving,

rejecting or signing documentation.

Bext360 [108] platform uses the blockchain system to track agriculture products
throughout each step in the supply chain. Bext360 provides product traceability and
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management of payments and smart contracts. It is based on a RESTful API that allows
wholesalers and retailers to insert the technology into their own websites, point-of-sale

systems, or supply chain management tools.

» Tael (WaBI) [109] is a decentralized application that creates a secure link between
partners. It is an independent blockchain installed on user mobile to validate their
product through a mobile application. WaBI includes a mining process that incentivizes
the users. The incentive process is done throughout the scanning process, where users
perform proof of purchase for each scan. The name of Wabi refers to the Walimai
organization and supports the "Walimai label," which is applied at a designated ’point
of origin’ along with the supply chain system. The registered products of the "Walimai

system" consume WaBI tokens for their protection.

* TE-FOOD [110] is represented by one ecosystem that involves all partners of the food
fabrication (Farmer, producer, transporter, and consumer) corresponding to successful
farm-to-table food traceability. TE-FOOD fights against Food frauds and mistrustful
supply chains. It introduces a utility token called TFD, blockchain protocol, smart con-
tracts, and 1D/2D and RFID tools for identification purposes. Two types of Blockchain
are involved in the progress: the public Ethereum blockchain used for the payment
process with TFD token and a second private Blockchain used to store the transactional
data. Therefore, supply chain organizations have two types of wallets: Ethereum net-
work wallet, which can be used directly or through the TE-FOOD mobile application,
and Transaction wallet on the private network, which the TE-FOOD mobile application

can use.

e FarmaTrust [111] provides a solid cloud-based platform that aims to track pharma-
ceutical products via a supply chain that relies on digital systems to the physical
pharmaceuticals. FarmaTrust is based on the Ethereum public Blockchain with a POA
consensus algorithm to enhance the scalability. The API and blockchain layers are

separated, and the database layer is based on MongoDB and Cassandra.

* BlockGrain [112] is a decentralized platform using Ethereum Blockchain for the
agriculture supply chain. BlockGrain is structured into three main layers: public
Blockchain, Private Blockchain, and applications. The main data, smart contracts, and
transaction Agri tokens are located on the public Blockchain, while buyers utilize the
private Blockchain to reduce the costs of both transactions and waiting time associated
with a public blockchain. The Blockchains are managed through the applications Layer
of the BlockGrain Platform.
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ZERO defects [113] is a DAG-based platform in order to track supply chain products.
It is announced through a collaboration between Pickert (ISO certified company) and
the IOTA Foundation. Each product is identified using its serial number, and all the
data is safe, immutably stored, and accessible in the IOTA Tangle.

Blockverify [114] is an anti-counterfeit Blockchain-based solution for luxury supply
chain items. Blockverify constitutes the combination of Bitcoin and a permissioned
Blockchain to store public and private information within the public and private ledgers
successively. Each product tracked by Blockverify has a unique special tag along the

supply chain, where the customer itself determines the transparency level.

Chronicled [115] integrates smart tags and the Chronicled application to track the
physical products and link them to the Blockchain using "identity inlays and tamper-
evident cryptographic seals." The Smart Tag is a cryptographically secured chip
containing details about the physical good linked with a private key.

Everledger [116, 117] is specialized in protecting the integrity of diamond products
using two Blockchain platforms. It uses the private Blockchain ‘Hyperledger’ and
Ethereum public Blockchain to ensure the transaction history’s immutability rather

than scale up the system.

3.2 Discussion on DLT integration with the supply chain

Previously, we have mentioned various solutions targeting the IoT-based supply chain im-

provement integrated with Blockchain that enriches the system with trust, complete visibility,

and traceability. Blockchain limitations are manifest to all of these projects, although their

technologies and requirements vary markedly. These projects associate the Blockchain within

their platforms to overwhelm the downsides and add value to the current DLT systems. In this

section, we present a deep analysis of the current Blockchain limitations in the supply chain.

Such limitations include high computing, storage size, and massive loT data. We discuss

the related challenges with reference to the on-chain and off-chain solutions, as shown in

figure 3.6. Table 3.4 depicts the approaches’ taxonomy to solve the DLT-based supply chain’s

challenges using tools based on the on-chain, off-chain, and application layers.
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Fig. 3.6 On-chain/Off-chain solutions for the supply chain challenges

Layers Tool mechanism Supply chain Projects
Modify Consensus algorithm Waltonchain [100]
Vechain [101] (Reed-
Sharding technology Solomon algorithm), Pro-
ductChain [118]
On-chain Move to DAG platform ZERO Defects [113], Trade-
Markea [119]
Cloud-based FarmTrust [111]
Transaction format Vechain [101]
WaltonChain [100], Ambro-
IoT enhancement
sus [102], Modum [103]
Private/Consortium Blockchain ProductChain [118]
Side-chain Waltonchain [100]
Multiple System Hybrid
. Modum [103]
Blockchain
Multiple WaltonChain [100], Block-
Blockchain Grain [112], Blockver-
Public/Private ify [114], Everledger [117]
IPFS Ambrosus [102]
ODN OriginTrail [82]
Off-chain External Storage ProductChain [118]
PostgreSQL Modum [103]
BigChainDB Feng [120]
Application Web interface Devery [121], Bext360 [122],

Modum [103]

Table 3.4 Taxonomy of the supply chain DLT tools.
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The on-chain solutions enhance the Blockchain components while all the transaction
data stream on the P2P decentralized system. They are mainly focusing on enhancing the
computing side to provide Blockchain scalability. The off-chain solutions focus on offloading
part of the workload outside the Blockchain platform using centralized or decentralized
systems. In a supply chain, the off-chain tool is proposed primarily within the DLT-based

supply chain to reduce Blockchain’s storage and speed up the transaction process.

3.2.1 Computing Challenges

The computing, which has the highest impact on the supply chain scalability, is concerned
directly with the consensus algorithm type utilized in a Blockchain. In fact, there are many
proposed consensus algorithms [123] within the on-chain solutions to enhance Blockchain
performance. Tools such as private and hybrid Blockchain overcome the scalability issue
by reducing the number of validated nodes. Ambrosus, for example, used these tools and
introduced apollo Nodes with the relevant authority in its network to validate the transactions.
Vechain utilizes the POA consensus algorithm to improve data circulation with around a 10k
transaction rate per second. However, the private and hybrid Blockchains are not suitable
platforms for the global supply chain. Another customized consensus algorithm called POST
is a combination of different algorithms (POW, POS, POL) introduced by Waltonchain.
POST is appropriate in a supply chain with one central Blockchain where its role is limited
to Blockchains’ management purpose. It is not designed to deal with huge transaction loads
as its block confirmation time is about one minute, hindering IoT devices’ proliferation.
Besides, running part of the computing load on off-chain relieves the Blockchain process and

enhances the overall performance.

3.2.2 Storage limitations

The on-chain ledger size is considered the significant challenge of any supply chain where
most devices cannot hold such large data volume according to their limited resources. The
ledger’s data size should be considerably controlled from exceeding the limited size. The
listed projects earnestly consider controlling the ledger’s data size and propose several

solutions to manage this concern.The below subsections discuss the available solutions.

3.2.2.1 Sharding as a solution for the ledger size

Sharding is one of the proposed solutions to manage the ledger size. In the literature, there

are many sharding proposals (table 3.5). In the supply chain environment, the Vechain project
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uses the sharding technique to distribute the ledger volume to many locations using the RS
algorithm. Nevertheless, Sharing does not permanently solve the storage problem because
all data is still stored on the Blockchain. It only distributes data to different places, further
complicating the supply chain at a large scale.

3.2.2.2 BaasS as a solution for the ledger size

One of the on-chain solutions for scalability and ledger volume is to run a Blockchain in
the cloud or use the Blockchain as a service "BaaS." The participants and the peripheral
devices will be out of the computing and data storing tasks as both storage ledger, and
computing charges will be offloaded on the cloud. Thus, when Blockchain runs on a Cloud,
there is no need to utilize the peripheral device capacity, and there is no need to be fully
synchronized. In addition, the edge computing facility over the cloud service enforces
scalability, streamlines the data, and empowers 10T devices to exchange their information
with low latency. The cloud computing solution behind BaaS facilitates access to a global
shared pool of configurable computing resources such as storage services and applications
[4]. The stakeholder’s cooperation issue is a significant concern in which cloud computing
can be considered the important solution [124]. The IoT applications mainly reside in cloud
storage and are accessed remotely via mobile application-based running on smartphones or
any other devices [125]. Thereby, the cloud improves real-time applications, saves time and
cost, and enhances machine-to-machine (M2M) interactions.

3.2.2.3 Off-chain solutions to reduce ledger volume

Many solutions have been proposed to solve the Blockchain-based supply chain projects.
Ambrosus project uses the well-know IPFS (Interplanetary File System) decentralized storage
system to offload the massive data outside the Blockchain so that the cost and the ledger size
are reduced. Nevertheless, IPFS is not secure since the IPFS files are accessible to anyone in
the network. Also, IPFS is inflexible with corresponding data. Another distributed scenario
introduced by OriginTrail called ODN which creates an independent decentralized platform
to decentralize the transaction processes outside the Blockchain ledger. At the same time,
ODN is managed by Blockchain smart contracts to ensure controlling the whole system’s
integrity. In this regard, all ODN nodes are controlled by Blockchain while offloading a large
amount of data outside the DLT ledger. Besides, many other off-chain solutions could be
tested within the supply chain.
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3.2.2.4 10TA snapshot as a solution to reduce ledger volume

IOTA introduced a local snapshot mechanism to reduce the size of the ledger on the node
level. Local snapshot prunes old transactions from node’ disk regularly, and the resulting
balances are consolidated into a new genesis state. This state allows for the nodes to start
over with an empty database. At the same time, nodes with good resources defined as
Permanodes are excluded from the snapshot process, so they store the whole ledger volume.
This mechanism is attractive for the loT-based supply chain, where the devices’ capacities

are generally deficient.

3.2.2.5 Editable Blockchain as a future solution

Although cloud is considered a suitable place for large ledger size, some data are meaning-
lessly stored, such as records related to food after consumption. Wherefore, they must be
removed. The editing block of a Blockchain ledger breaks the immutability rule of the new
decentralization. Nevertheless, Editing blocks is necessary in many cases. Using Chameleon
Hash Function [92] could help compress the ledger, but it is still not applied, neither as a
pilot nor in production supply chain projects. Suppose the Blockchain becomes editable in
the future without risking the integrity of the data. In that case, it will ease off the supply
chain from a large amount of undesired/old data, thereby compressing the ledger size as

either on-cloud or on local nodes.

3.2.3 IoT limitations

The integration of Blockchain with the 10T technologies brings many added values for
the IoT systems. Blockchain helps address some of the IoT drawbacks as it provides a
shared distributed database and adds another security layer to prevent many kinds of attacks.
However, massive amounts of data produced from large 1oT devices can bottleneck an IoT
system, resulting in poor quality of service (QoS) [126]. The main challenges of integrating

IoT systems on the Blockchain are:

* Computing resources: The high computational power required to run Blockchain
algorithms has slowed down the advancement of these technology-based applications

on resource-constrained devices [127].

* Real-time data and throughput issue: Blockchain throughput is limited due to its

cryptographic security protocol and consensus mechanisms. In time, the IoT devices
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continuously stream data, resulting in high concurrency [128]. Therefore, the real chal-
lenge is to increase Blockchain’s throughput to meet the need for frequent transactions
in IoT systems.

* Handling massive data size: Participants in the Blockchain network should maintain a
local copy of the whole ledger in order to validate each block. Although this mechanism
improves efficiency, solves the bottleneck problem, and removes the need for trusted
third parties, the management of IoT data on the Blockchain puts a burden on the [oT

devices’ storage space.

3.2.4 Existing solutions outside the supply chain

Besides the improvements/proposals of the above Blockchain-based supply chain projects,
several solutions outside the supply chain environment can help achieve scalability if applied
to the supply chain. These solutions can be widely used within the public Blockchain, which
is the most preferable for the supply chain. In addition, these solutions are categorized
into on-chain and off-chain solutions. Table 3.5, which is inspired from [56], presents the
available scalability involved within different approaches. Based on their testing, they have a
significant effect on Blockchain performance. The size of the block is one of the major factors
since it is related to the number of transactions in a block. The larger the size of the block,
the more transactions it receives, leading to high throughput. However, increasing the block
size leads to slow propagation and forks in the network. Another solution is represented by
involving different sharding technologies to mitigate the ledger volume. Therefore, different

sharding technology [129, 56] are surveyed based on the various consensus algorithms.



52

DLT-based Supply Chain in the literature

Layers Blockchain solutions Project Role and Benefits Limitations
N N Handle large Tx number
Litecoin [130]
- - Many orphaned blocks
The time block is 2.5 second
Block size modification - Throughput is 56 TPS
SegWit
(Segregated X L
) Remove part of the Transactions Complexity in the management of the blocks
Witness)
[131]
Divide the block into two: base
block and extended block
Bitcoin Cash . -
[132] Increase the block to 32 MB Large block brings back the centralization
Jidar [133] The node stores the Txs needed only | Not all the data are located on the node disk
On-Chain keeps Merkle tree image of the
whole block
Sharding
Based on X . . . .
Elastico [83] Designed for public blockchains Security challenge
PoW and
PBFT
Tolerate one-fourth fraction of
. Throughput 40 TPS
byzantine faults
Omniledger Use bias resistant randomness proto- - o
Resilient only 25% to Byzantine faults
[134] col
Rapid Chain . . X L.
[86] Kademlia routing algorithm Tolerate up to 33% of malicious/faulty
Throughput 7380 TPS P
Partitioning attack
Ostraka [135] | Shards are the nodes themselves
Multiple inter/intra shard commu- | Smart contract limitation
nication techniques are used to in-
crease the bandwidth
Throughput 400 kTPS
Sharding
Based on PoS Zilliga [136] Execute parallel Txs Susceptible to single shard takeover attacks
and PBFT
Throughput is 2828 TPS
Harmony .
[137] Supports state sharding Throughput 500 TPS
Ethereum Executed in three phases: Beacon
Sharding 2.0 | Chain, Shard Chain, and State Exe- | N/A
[138] cution.
Sharding . . . : i
. Linear scaling using asynchronous | Asynchronous system hinders the overall data repli-
Based on Monoxide [? ] .
consensus zones cation
Consensus
Independent zones, and each one is
responsible for its data
Mining and transaction confirmation are limited to
cach zone
Use Axios delegated PBFT consen-
Logos [139] . Throughput 2500 TPS
sus algorithm
NXT  [140],
Nano [141]
Bytball
[142], Inclu-
DAG (alter- sive [143], A
Enable low-cost micropayments and ) . L
nate DLT SPECTRE . Need high traffic for its functioning
High throughput
platform) [144], PHAN-
TOM [145],
Conflux
[146],Dagcoin
[147]
Accumulation of unconfirmed Txs
Smart contract challenges
. Outsource the computations to a ver- ) ) .
Truebit [148] . . Add complexity to the implementation
ified third-party
. Third-party called ’solver’ is based
Computation
on smart contract
Off-Chain - -
Challenger is another third party to
verify the work done by a solver.
Arbitrum Performs the verification of smart
[149] contract off-chain
Reducing Ethereum Gas Costs and
Increasing Throughput
Polkadot [49] Network . of many independent
X Blockchains
Cross-chain — e -
Provide interoperability between dif-
Cosmos [90] .
ferent Blockchains
Achieve high scalability

Table 3.5 Scalability solutions outside the supply chain
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3.3 Conclusion of the analysis

This section briefs the analyses above and highlights the key components of the proposal
in the next chapter. Table 3.6 depicts the tools solution for the Blockchain challenges in
terms of the DLT requirements for the supply chain. Minimum computing and storage
and feasible transaction requirements face many limitations of Blockchain structure, and
in return, they have various tools to overcome these challenges. Based on the above study,
many scenarios could be applied to reach a typical supply chain environment by combining
different tools listed in Table 3.2. Some of these tools like sharding, off-chain tools, IoT
involvement, and private/hybrid Blockchains serve particular supply chain cases. Other
tools can commonly be used with different supply chains like BaaS, Editable Blockchain,
and Blockchain core improvement. It is noteworthy that all supply chain projects focus on
enhancing the Blockchain using the above tools while ignoring any alternative DLT platform

presented as an “alter DLT system” tool.

Supply chain requirements | Blockchain challenges Tools
Off-Chain
Low Scalability
BaaS

Consensus mechanism
Minimal Computing Modity BC core
Block structure
Consortium/private BC
IoT integration

Alter DLT system
Sharding
Large ledger size BaaS
Minimal Storage
[oT resource capacity Off-Chain
Editable BC

Consortium/private BC
Feasible Transaction High transaction fees
Alter DLT system

Table 3.6 Tools classification to address challenges and requirements

While many improvements over Blockchain are under development, testing, or creation,
it is worth highlighting the alternative DLT DAG-based platform shown in Table 3.5. DAG
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system, especially IOTA is designed to tackle many Blockchain drawbacks. Contrarily to
Blockchain, IOTA fits all the supply chain requirements. It has no scalability problem and
can involve a huge amount of participants in its network, including the IoT devices. Besides,
IOTA reduces the ledger size using the snapshot technique, reduces the transaction fees to a
negligible value, and introduces the ability to work offline features. Thus, we dig the IOTA
DLT platform in our proposal that targets the typical supply chain. Nevertheless, the DAG-
based projects are very few compared to the Blockchain-based ones. They are constrained by
many drawbacks, like the need for a centralized coordinator (to be removed when the network
becomes large enough) and the smart contract challenges. These limitations are not included
in Blockchain. From an analysis point of view, amalgamating these two heterogeneous
DLTs into one platform helps to attain more significant advantages [69] and advance the IoT

integration within the decentralized supply chain.

3.4 Conclusion

This chapter overviews the existing DLT-based supply chain projects and details their tech-
nical side and their main contribution to enhancing the Blockchain platform, as mentioned
in the thesis’ second objective. The analysis depicts considerable efforts to address the
Blockchain drawbacks and reveals different innovative tools used for this purpose. Nonethe-
less, Blockchain is not yet ready to fully meet typical supply chain requirements and replace
centralized and traditional supply chains. We broaden the analysis to include other DLT
projects that could somehow benefit the supply chain. The investigation findings lead to
considering DAG-Based IOTA, the alternative of Blockchain, as the suitable DLT platform
for the supply chain. IOTA can overcome the drawbacks of Blockchain while meeting the
needs of the entire supply chain. However, IOTA has additional drawbacks that Blockchain
does not have. In the following chapter, we will use "alter Blockchain system" and "BaaS"
tools in our proposal to combine Blockchain and IOTA into a single platform suitable for the

supply chain.



Chapter 4

DAG with Blockchain Architecture

4.1 Introduction

Based on the analysis and the state of the art of Blockchain and DAG efficiency in the
supply chain, we suggest combining both DLT platforms into one end-to-end platform,
fulfilling the central part of the thesis’s third objective. The proposed platform comprises
the DAG-based IOTA, which represents the front-end application, Blockchain represents the
backend platform, and a connector part intermediates both DLT technologies. The proposed
platform brings many benefits to the supply chain instead of using only one of the DLT's
mentioned early. The decentralized applications (Dapps) run over the IOTA platform to
achieve scalability so that the massive 10T integration becomes supportable. The incoming
traffic is duplicated on the Blockchain backend side to be stored permanently on its ledger.
Also, the proposed architecture allows the nodes to work offline and run the smart contracts
on the Blockchain platform towards [oT nodes. These features advance decentralized systems,
especially in complex IoT environments such as supply chains. Furthermore, this architecture
eliminates the need to keep IoT nodes online since the data is always up and running on the
backend. The following subsection details the motivations behind the new platform. Besides,
the chapter includes experiments that validate the integration of Blockchain and DAG in the

first stage and the smart contract feasibility in the second stage.

4.1.1 Proposal motivation

In addition to the aforementioned supply chain limitations and requirements, the follow-
ing features and drawbacks of the two heterogeneous decentralized systems represent the

technical motivations for our new platform proposal.
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DAG with Blockchain Architecture

4.1.1.1 Blockchain Drawbacks

IoT device capabilities: Blockchain relies mainly on their participants’ resources to
achieve the decentralized goal. Most IoT devices are constrained by their limited
computing and storage resources, which hinder their integration with the Blockchain

system.

Block structure: All the transactional data that come at a specific time should be stored
in the last open block. This block is available for a determined time, and then another
block should close it and replace it, and so on. This block serialization process is
incompatible with billions of integrated devices, leading to a performance issue with
the vast loT data.

Mining and competition: Blockchain is based on reaching consensus among its active
nodes, resulting in competition in the network. Many alternative consensus algo-
rithms succeeded in reducing mining and the utilized powers. However, the way the
Blockchain reaches the consensus requires inter-communications between the nodes,

which is unsuitable for billions of IoT devices.

High Transaction fees of Blockchain: The block structure, the mining process, the
competition, and the transaction/block incentives elevate the cost per transaction. On
the other side, the [oT devices’ functionalities produce huge micropayments while
interacting, leading to significant constraints with Blockchain utilization.

4.1.1.2 IOTA Features

DAG structure: the DAG platform can process multiple transactions simultaneously.
This parallel data processing fits with the vast IoT environment, so DAG can treat these
incoming data without the need to put them in a specific block. This feature nominates
IOTA as a scalable DLT for loT-based systems.

Iota low transaction fees: contrarily to Blockchain structure, the participants’ nodes in
IOTA perform local POW without competing with any other nodes. Thus, there is no
mining or competition among participants. Such a method decreases the transaction

cost to a nominal price and encourages proliferation of micropayment transactions.

Ability to work offline: IOTA, which does not rely too much on timestamp transaction
and block creation time, allows the node to create their transactions offline and register
them when they come back online. Working offline is a good feature suitable for [oT

devices such as sensors and data collectors with a bad or non-stable connection.
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4.1.1.3 I0OTA Drawbacks

* DAG-based smart contract issue: the DAG structure in nature encounters problems
while applying smart contract. IOTA struggles nowadays to achieve smart contract the
same way the Blockchain does. Still, many constraints in this subject. Such critical
drawback prevent the IoT-based environment from applying IOTA for their underly
platform.

* DAG security concern: IOTA platform should reach a considerable network size to
be secure enough. It relies on third-party software to cover the security weakness
until it becomes big enough. In an IoT-based business system, the security concern
should be considered within a fully decentralized platform from the beginning, when

the platform enters the service.

4.2 Proposal: DAG with Blockchain for supply chain

We propose a new decentralized architecture to achieve storage independence, enhance
scalability, and provide data sustainability and availability at a time. The system is composed
of the Blockchain platform, the tangle-based platform, and the independent connectors that
separate the two platforms, as shown in Figure 4.1.
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Fig. 4.1 Proposal structure
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The Blockchain platform is installed in the backend, representing the permanent ledger
and data storage. The backend can be deployed in the cloud to provide better connectivity to
the frontend IOTA applications. The Blockchain creates multiple ledgers where each one
is referred to a supply chain application. Ledgers in our backend platform play the role of
data storage and backup in the first stage. In the second stage, ledgers have several functions

regarding security, privacy, and smart contract.

Create Bundle Data
Tasks —POW locally | Attach—m Communication
Select tips protocol - Communication protocol
Network - F
‘ Communication [ Communication protocol
protaocol

Request

Broadcast

Smart contract

Connect:

Tangle network

Communication
protocol

Trigger

EVM
smart contract

Fig. 4.2 Functional architecture

The second main platform is composed of several independent tangle-based applications
distributed along with the IOTA applications. Each application has its own tangle-based
ledger. The connector can communicate with two ledgers and passes the IOTA transactions
towards Blockchain ledger, the permanent destination of the data. From a high-level view,
we propose combining two heterogenic DLT types and integrating each other implicitly to
provide a single end-to-end solution. Figure 4.2 represents the functional architecture of the
proposal where users will generally be dealing with one DLT platform, while the second
platform will be embedded within the provided solution via a distributed connector.

Figures 4.3 and 4.4 detail the proposal mechanism of how a Tangle-based node issues
a transaction. In the Blockchainless Tangle, the node should prepare its transaction inside
a new bundle (data, recipient address, transactions details, etc.), sign it, select/validate two
previous transactions and perform POW locally. Thereafter, the nodes attaches the new

bundle of transactions to the Tangle to be broadcasted to the remaining nodes. The bundle
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is still invalidated until some node selects and validates it. A connector that placed next to
IOTA node receives the new bundle to converts it into Blockchain form and deliver it to the
Blockchain nodes. Once received, the transaction is subjected to further verification by these
nodes and stored permanently in the Blockchain ledger. In the below three subsections, we

present the three proposal components.
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4.2.1 FrontEnd: Tangle-Based Application

The Tangle approach improves the IoT devices’ affinity with the decentralization concept. It
empowers nodes to save energy since they are not involved in creating blocks and mining.
Furthermore, the Tangle considers the various type of IoT devices and categorizes them
into full and light nodes. Thereby, the light node with limited resource can be directly
connected to a full node to perform its computing tasks. Besides, Tangle empowers the
IoT devices to work offline in case of emergency and network disconnection; therefore, the
issued transactions must be attached to the Tangle, later on, to be validated by the peers.
Allowing nodes to issue offline transactions is quite necessary for IoT society since most of
these devices span many geolocations with unstable network connectivity. These new DLT
features motivate IoT technology proliferation and reduce faulty incidents during issuing
transactions in a massive supply chain environment. It is worth mentioning that the supply
chain partners have options to build their applications on top of private or public Tangle DLT
systems. Subsequently, all partners’ data are stored in one Blockchain ledger and treated as

one supply chain database.

4.2.2 BackEnd: Blockchain Platform

Blockchain is employed in the backend of our architecture to store the incoming IoT data
permanently. It is a managed Blockchain platform allowing the clients to build their apps
and services effortlessly with built-in connection systems and maintenance support. Our
architecture clients use Blockchain ledger to store their incoming data from the Tangle-
based applications. Usually, the structure of a BaaS allows clients to benefit from the DLT
services without being involved in the Blockchain tasks like storage, computing, mining,
etc. Thereby, a participant in a Tangle application is not engaged directly in the Blockchain
platform. The Blockchain nodes are independent of Tangle nodes and the number of [oT
devices participating in a Tangle-based application. The number of arrival transactions is the
most crucial parameter that should be considered in such combination. Consequently, the
best practice is to run the BaaS in the cloud with edge computing availability to facilitate
the connectivity between Tangle nodes and Blockchain [88] and to avoid latency during
transaction propagation. Many Blockchain providers nowadays provide BaaS, such as
Microsoft Azure, IBM, Hyperledger Fabric, and others. Mainly, they are running on the cloud
to provide both public and consortium Blockchain services. Accordingly, the application
owner must subscribe to one of these providers to bind its Tangle-based application with the
Blockchain system. Based on our experiment results, it is worth mentioning that any type of

Blockchain can be integrated with a Tangle-based application.
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4.2.3 Connector

With the aim of binding Tangle and Blockchain DLT systems into one platform, a decentral-
ized middleware connector is developed and installed on each Tangle node. The connector’s
role is to translate the transactions types from Tangle into Blockchain and vice versa. The
connector is a separate decentralized application triggered each time a node wishes to attach
transaction on the Tangle. Once the transaction is attached to the Tangle, the node’s connector
deals with it to be transferred to the Blockchain side and get into the Blockchain ledger.

Generally, the software connector is the first-class element of the software architec-
ture [150], defined by interactions between different components’ systems. The interacted
component services are categorized under communication, coordination, conversion, and
facilities. Each category includes many connector types: procedure call, event, data access,
linkage, stream, arbitrator, adapter, and distributor. Connectors, in general, have different
roles: middleware, interaction modeling, architectural styles, and distributed systems. In a
heterogeneous system, the connector tends to be the adapter type, as it supports interaction
between different components that are not designed for interoperation. It involves inter-
action protocols to match the different parties and mitigate the gap between the different
communication channels. The process is done through conversion tasks to synchronize the
parties.

Concerning the connector types listed above, our proposed connector is classified under
adapter type that relies on the conversion process to convert Tangle-based transactions to be
readable by the Blockchain platform. The connector is oriented to implicitly bridge Tangle
and Blockchain. It is logically situated between Tangle and Blockchain ledgers. Physically,
it can either reside on Blockchain or Tangle nodes. Also, it can be installed on independent
nodes and behaves as distributed connector system. The records of a given Tangle-based
application are propagated and replicated to a Blockchain ledger. In other words, each
record will be stored twice within the two different DLT ledgers. Transactions validated
by Tangle nodes and recorded within the Tangle ledger are immediately forwarded to the
nearest connector. The received transaction will be submitted to exact format change to fit

with Blockchain architecture.

4.3 Architecture of the connector

There are two main ways to construct the connector: we either agree on a uniform transaction
format [48] to be used by both DLTs or build a separate connector that plays the role of

translator between DLTs. However, using a uniform transaction format adds many constraints
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to the system. Due to various application data types, one transaction form will not fit all DLT
requirements involved at any given time. Therefore, we adopt translating transactions option,
and we use the IOTA javascript package named " @iota/transaction-converter" to achieve
the translation. This package represents the methods used for calculating transaction hashes
and converting transaction objects to transaction trytes and vice versa. The Tangle-based
transactions are subjected to the IOTA function "asTransactionObject" to translate them
to "object type" that Blockchain is readable. In the opposite sense, "asTransactionTrytes"
function is employed to translate object transactions of Blockchain directed to the Tangle.
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Fig. 4.5 Connector’s Architecture

The proposed connector comprises two types of communication channels, zeroMQ (zero
message queuing) and Ethereum web3, as illustrated in figure 4.5. Unlike the communication
protocols such as TCP, UDP, and Websocket, the message queuing approach provides
processing data in a queue, either in FIFO (first in first out) or according to a priority
policy. The main idea is that the data is added to a queue system and executed whenever
the caller is ready. ZeroMQ has crucial roles in large-scale distributed systems and enables
asynchronous communication [151]. Compared to the single-threaded and multi-threaded
queue approaches, ZeroMQ can handle the largest number of users, provides immunity
against distributed denial of service attack (DDoS), and is scalable [151]. Additionally, it
enables working offline with the guarantee that no single record will be lost. This feature
enforces the built-in working offline of a DAG-based environment and adds more reliability
and flexibility to the system.
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Besides, the Blockchain transactions exploit the ZeroMQ feature of being able to work
offline. For example, in a non-stable [oT system, a disconnected node that has triggered a
smart contract payment in Blockchain can resume its task when it goes back online without
losing the initiated transaction.

On the other side, Web3 is a set of communication protocols that allows Blockchain to
distribute peer-to-peer transactions without intermediaries. It can interact with Ethereum
nodes through HTTP or IPC connections. Using the web3 JavaScript libraries, the connector
can interact with smart contracts and retrieve many information such as user accounts, send

transactions, and more.
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Fig. 4.6 Proposed sequence diagram

Figure 4.6 details the mechanism of issuing transactions by the Tangle-based node and
mirroring them to the Blockchain ledger. The connector establishes its HTTP connections
with both DLTs’ nodes at the initial stage. It then establishes a TCP connection with the
Tangle nodes for the ZMQ protocol. These connections put the connector in listening mode
for both DLTs. The IOTA full node prepares its bundle of transactions (signature, validates
two previous transactions, and POW locally) and attaches it to the Tangle. The connector
receives the new transaction through the ZMQ protocol and immediately converts it into
Blockchain format. Blockchain nodes listening to the web3 connector interface receive the

new transaction to validate and store it in the last block.
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The designed connector’s primary role is to unify Blockchain and Tangle into one plat-
form suitable for large environments. In addition, it could be used in open collaboration
among different DLTs to achieve interoperability. For example, a Dapp Ethereum can com-
municate with one of the Tangle applications through its connectors. The guest Blockchain
benefits from mirroring their transactions with the Tangle application to the main Blockchain.
Achieving this kind of interoperability requires adding new connection parameters for the
guest DLT similar to the existing ones.

Each Tangle application has its group of connectors, which are independent of the other
applications. Connectors are distributed on several nodes alongside the Tangle nodes areas.
The connectors can run on top of a private Tangle ledger to guarantee its security and

transaction propagation speed.

4.4 Enable Smart Contract

The smart contract is an executable program that should be deployed on the Blockchain level
and running on top of its platform. Generally, a Blockchain-based node triggers the deployed
smart contract directly on the Blockchain to fulfill its intended objectives and conditions. The
smart contracts are broadcasted similar to regular transactions, validated by the participant
nodes, and stored on the Blockchain ledger. In our proposal, since IOTA has limitations with
smart contracts, they should be deployed and stored on the Blockchain and executed on the
Tangle. There are two main challenges in this implementation.

The first challenge is that our connector streams the transactions from IOTA towards
Blockchain only, as illustrated in figure 4.7 . The second challenge is the Tangle-based nodes
have no direct connectivity to the Blockchain. Thus, it is required to upgrade the connector
to be running on the opposite side, from Blockchain toward IOTA, and translate the smart
contract transactions into tryte format.

We go with two main approaches to run the smart contract on The Blockchain while the
IOTA nodes request it. The first approach represents most of the nodes located behind the
Tangle without access to the Blockchain. We create an API function parallel to the connector
includes the smart contract code. As illustrated in figure 4.8, the normal node calls the API to
trigger the smart contract to be executed on the Blockchain. The API then translates the smart
contract result into tryte format and sends it back to the Tangle then to the initiator node.
At this point, the Tangle re-sends the smart contract result to the Blockchain for permanent

registration.
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> Tangle Blockchain

(a) Normal direction

- Tangle Blockchain

(b) Smart contract direction

Fig. 4.7 Normal direction versus smart contract direction: the two different directions of a
and b illustrates the next challenge of running smart contract in our proposal, which requires
additional developments in order to reply to the smart contract requirements.
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Fig. 4.8 Normal node calls for smart contract

In the second approach, we assume the presence of a supernode that has direct connectivity
to the Blockchain and is located on the same level as the connector, as illustrated in figure
4.9. In this case, the node triggers the smart contract directly on the Blockchain and forwards
the result back to the Tangle. The smart contract transaction will be stored on the Tangle
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after being transformed to tryte format via the superuser. The connector will then receive it

and register it in the Blockchain ledger.
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Fig. 4.9 Super node calls for smart contract

4.4.1 End to end Smart Contract

In the first phase of our architecture, we verified the feasibility of connecting the two
intended heterogenous DLTs, Blockchain and DAG. Nevertheless, the proposed connector, in
its current situation is not ready to manage the whole data flow in a supply chain, especially
when it comes to smart contract utilization. Moreover, the distribution of the connector nodes
along the DAG network requires involving the connector in parsing transactions to add more
reliability to the proposed platform. Thus, we adapt the connector to rely mainly on the smart
contract in sending and receiving transactions.

In this subsection, we continue to promote smart contract working better in the DAG-
Blockchain environment through engaging the DAG-based client and the intermediate con-
nector at the core of smart contract initiation. This is a new approach with the objective
to avoid using the API call and enable the end-to-end smart contract from the IOTA client
to Blockchain through the connector directly. This is done by upgrading the connector to
have three new main functions. First, it can send the data flow on the inverse side from

Blockchain toward DAG. The second connector function is represented by its ability to parse
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the DAG request types and distinguish between the different smart contract functions and
forward the exact requests to the Blockchain. The third function is to monitor and explore
the executed smart contract results before sending them to the initiator node. Figure 4.10
represents a sequence diagram of a DAG node that triggers a smart contract. It prepares the
request in a bundle and attaches it to the tangle. The tangle receives the request as a normal
transaction in the tryte format. The connector detects the new transactions and pulls them
immediately. Once detected, the connector investigates the data type and in this case, it infers
the smart contract transaction and relays it to the intended function, and sends the update
request to the Blockchain. The latter triggers the smart contract in question and executes the
required functions and the results are registered within the Blockchain ledger. At this stage,
the connector monitors the smart contract results and translates them into DAG format, and
sends them back to be registered in the tangle. Lastly, the initiator node receives the result.
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Fig. 4.10 Updated connector: end to end smart contract

4.5 Proposal benefits

Involving IOTA in the frontend applications ensures the system’s high scalability and nominal
transaction fees features. Besides, the benefits of integrating Blockchain and IOTA are
remarkable:

* Involve the maximum number of [0oT devices directly into the decentralization plat-
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forms with minimum computing and data storing tasks. Also, the number of Tangle

nodes is independent of Blockchain nodes.

* Data are recorded on two ledgers. IOTA ledger or the Tangle conserves recent records
and snapshots (delete the old ones), while the Blockchain ledger stores the entire

records.

* Data storage becomes of no concern regarding availability and physical location since
it is doubled and distributed throughout the Blockchain ledger.

* Participants are not relying hardly on each other to execute queries since they have two

different data sources, which adds flexibility to the Tangle nodes.

¢ The disconnected IoT nodes can work offline, initiate transactions and be broadcasted

whenever they go back online.

e The smart contract will run on the IOTA environment while initiated and stored on the
Blockchain.

4.6 Experiments: DLTs combination

As illustrated in the figure 4.11, we deployed three virtual machines to simulate the connector
and test its functionality among DLTs. On the Linux-based VM1, two private IOTA instances
were installed and configured to share the same Tangle ledger. Each IOTA instance runs
through a configuration file (*.ini*) that includes a UDP port for Tangle inter-communication,
zmgq port, and other parameters related to the Tangle structure. The Ethereum Geth node
is installed on VM3. The Genesis and all the Blockchain transactions are stored locally on
the VM3 disk. On VM2, the connector is installed as a javascript program that includes all
required IOTA, ZMQ, and web3 libraries. We create a NodeJS-based application to generate
random values towards Tangle 2. Both Tangle 1 and 2 replicate data instantly after being
verified and attached to the ledger. The connector is linked to Tangle 1 through HTTP to
provide connectivity and through TCP to listen to the data traffic by ZMQ port. On the other
side, it is connected to the Geth node through HTTP.

The connector code includes the below different javascript libraries that allow connecting
both DLTs:

const sender=require(’dgram’);

const Iota = require(’Qiota/core’);
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const Extract = require(’Qiota/extract-json’);

let zmq = require(’zeromq’);

let sock = zmq.socket(’sub’);

const txconverter= require(’Q@iota/transaction-converter’);
const converter=require(’Qiota/converter’);

const fs =require(’fs’);

var Web3 = require(’web3’);

var Promise = require(’promise’);
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Fig. 4.11 Implementation bloc scheme

below is the function used to mirror the transaction in the Blockchain:

const txobj = txconverter.asTransactionObject(datall);

const writtable_data=JSON.stringify(txobj,null,4);

The results of different tests show the flexibility to merge both DLTs using ZMQ protocol
that enriches the new platform with reliability and enforces the offline working feature.
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4.6.1 Smart Contract Implementation

The test environment is composed of the Ethereum Remix web with its plugin named Remixd
and the Ethereum wallet called Mist, as shown in the figure 4.12. Remix web is used to
develop the smart contract code and interact with the Blockchain. It can work with Web3
objects and can send directly to the "Mist" application. Remix web is typically the best-used
application for testing contracts [152]. The Remix would be replaced by a standard EVM
(Ethereum Virtual Machine) in a real environment. In our test, Remixd is installed and
activated on the Geth node to be in listening mode through port 65520 to receive the smart
contract and transfer it to the wallet "Mist." Afterward, Remix web application is connected
to the local Geth node via Remixd plugin.
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Fig. 4.12 Smart contract implementation

To check the doability of running smart contracts inside IOTA, we simulate two dif-
ferent experiments of the aforementioned approaches. The first experiment validates the
scenario when a super node is located at the same connector level, connecting to Tangle and
Blockchain. In this scenario, the node can trigger the smart contract directly via Blockchain
EVM and transfer it back to the connector. The latter converts it into tryte format and attaches
it to the Tangle. Again, the smart contract results will be forwarded as a simple transaction
to the Blockchain ledger via the regular connector. In the second experiment, we treat the
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normal scenario where Tangle-based node triggers smart contracts while having no direct
connectivity to the Blockchain. This scenario simulates the majority of the Tangle-based
nodes which are connecting to their Tangle only. A connector REST API is created to
collect all the smart contracts deployed on the Blockchain to achieve this scenario. Thus, the
node calls the API, which has its specific smart contract, and the latter executes it on the
Blockchain level. Therefore, in detail, the request will pass and be attached firstly inside
the Tangle, the connector receives and converts it into Blockchain format immediately, and
forward to Blockchain EVM (or Remix) for execution. In the final stage, the results will go

back to the nodes through the connector and be transferred to the Blockchain for registration.

In our second experiment related to the end-to-end smart contracts, we added two main
functions to the initial connector, which are specialized in delivering transactions from
Blockchain to Tangle and exploring ongoing/outgoing transactions. We define a new smart
contract on the Blockchain with three functions: login(), store(), and get() in order to test
their functionality from the IOTA client side. The upgraded connector has the ability to verify
the incoming data type and which smart contract function(s) is triggered by the IOTA client
and thus it forwards the exact request to the Blockchain. in the opposite side when the data
is treated by the smart contract, the connector explores the returned smart contract results
before transforming them into tryte format and delivers them to the requestor node. Parsing

smart contract data on the connector level will be further developed in future work.

4.7 Conclusion

This chapter addresses the solution that is the center of the thesis’s objective by establishing
a platform that facilitates the integration of IoT-based supply chains with the Distributed
technology. The proposed solution combines Blockchain and IOTA technologies into one
platform where the decentralized applications can be installed in the Tangle, the frontend
component. In the backend, the Blockchain is installed to mirror and store the data per-
manently. In the middleware, a connector is responsible for managing the Tangle traffic
towards Blockchain. We highlight the connector component and detail its architecture and
implementation. The experiments show that the connector’s efficiency in connecting both
DLTs allows us to integrate many [oT devices and enable the smart contract on the DAG
side. Also, we reap other features such as high scalability, the ability to work offline, and
low transaction fees. In vast incoming data, three parameters are responsible for tackling
the system stability: the buffering feature of IOTA including ZMQ protocol, the number

of distributed connectors, and the Blockchain computing mechanism, which is represented
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mainly by the consensus algorithm. To further enhance the proposed solution of the third the-
sis objective , we investigate in the next chapter how low-resources IoT devices will interact
with the DAG-based application to validate and attach their transactions to the Tangle.



Chapter 5

IOTA Computing Resource Allocation

5.1 Introduction

In the previous chapter, we proposed a new decentralized architecture with the Blockchain
platform, the tangle-based platform, and the connectors between the two platforms. This
chapter aims to enhance the proposed platform of the thesis’s third objective in order to
reach a highly performed DLT environment. The DAG-based IOTA platform consists mainly
of various IoT devices, PCs, and servers distinguished by their hardware resources. IOTA
categorizes its network participants into full and light nodes. The full node stores the IOTA
ledger, computes transactions and attaches them to the Tangle directly. The light node is a
device with low resources that requires utilizing full node resources to validate and attach
its transaction to the Tangle. Hence, an efficient mechanism within the IOTA platform to
allocate full nodes’ resources is required. In this chapter, we propose a resource allocation
mechanism to allocate the full nodes’ resources to the light node while maintaining a load

balancing. Such proposal is motivated by the following points:

. A light node is not directly connected to the Tangle; instead, it is connected to a full
node. Light nodes consume the full node’s resources arbitrarily to validate and attach

their transactions to the tangle [69].

* The light nodes connections are not distributed fairly between full nodes. It happens
that a full node has a high number of linked connections than others. Thus, it performs
huge computing tasks while other full nodes are in idle state, leading to a performance

issue during the peak time;
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. The established connection between light and full node is unstable since the latter is
not replicated, and it is not guaranteed to be online all the time. This type of connection

is considered as a single point of failure.

Therefore, an efficient mechanism is required to allocate the full nodes’ resources with
load balancing. This chapter proposes a resource allocation scheme to fairly redistribute the
decentralized computing loads between the IOTA full nodes. The target is to balance the
computing tasks among all full nodes. This can be achieved by the collaboration between the

nodes to maintain the maximum system performance.

5.1.1 Related Work

In the context of IoT, few nodes with high capacity can perform more transactions quickly.
However, many devices with poor computing resources may not be capable of performing
the POW difficulty. The root cause refers to the POW difficulty is fix for all nodes. Reducing
the POW difficulty would help the small devices, but it undoubtedly leads to spam issues and
network congestion. To avoid such circumstances and push full nodes to issue transactions
fairly, IOTA introduces recently the adaptive POW [153] in the coordicide [40]. The adaptive
PoW algorithm allows all nodes to issue transactions while penalizing any spamming actions.
IOTA defines three new parameters on each node: basic difficulty, adaptive rate, and the
number of transactions. The basic difficulty represents the threshold difficulty level that fits
with any small device capacity. The adaptive rate is calculated based on mana owned by
the node [40] and the number of transactions which is issued by this node within a time w.
The new difficulty of each node equal the basic difficulty plus the adaptive rate multiplied
by the number of issued transactions within a time interval w. Thus, the more a node issues
transactions, the more its difficulty increases, and the allowed number of transactions is
adjusted to be more complex and vice versa. The main advantage of such an algorithm is
illustrated by empowering the low-resource devices to issue transactions with low difficulty.
They participate directly in the main Tangle network. The algorithm allows different levels of
POW difficulties to run upon various devices’ specs. These devices must respect a margin of
issued transactions number that end up with load balancing the computing resources. From
our point of view, allowing low POW in some participant nodes is not the best practice or
ideal solution as it reduces the Tangle’s security. Our proposal hits almost the same goal of
balancing the transactions load on each neighbor list while keeping the same POW difficulty

level.
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5.2 Resource Allocation Proposal

IOTA network consists mainly of various IoT devices, PCs, and servers distinguished by
their hardware resources, including computing power and storage capacities. IOTA depends
on these resources to run the platform with considerable performance. Therefore, IOTA
categorizes the devices participating in the network into full and light nodes. The full node
stores the IOTA ledger (Tangle), computes transactions and attaches them to the Tangle
directly. The light node is a device with low resources linked indirectly to the Tangle through
any active full node. The light nodes randomly try to select their full nodes. As a result,
many light nodes connect to a few full nodes while other full nodes are almost idle, as
illustrated in Figure 5.1, the current light node situation. Noticeably, this random connection
does not consider the capacity of the selected full nodes. Thus, it affects the whole system
performance and encourages us to propose a new mechanism to redistribute the loads equally
among full nodes, as shown in figure 5.1, based on their different resources. Before dive
into the proposal, we reclassify the IoT nodes into three main types to fit with our proposal

requirements:

* Full node: is similar to the full node categorized by IOTA. Such nodes are essential in
the P2P system and are characterized by the full ledger size and high computing power.
Full nodes are the only components of the IOTA network to attach the transactions to

the Tangle.

* Light node: also similar to the light nodes categorized by the IOTA; it is the node that
has computing capacity much less than the full nodes and higher than the zero nodes
(defined below). The light node can create and sign transaction, but it does not store

the ledger or attach its transaction to the Tangle directly.

» Zero node: the node that does not share its resource with any node and requests

assistance from other nodes to attach its transaction(s) to the Tangle.

Zero nodes are divided into two categories: permanent and temporary. The permanent
zero nodes represent the weak IoT devices that cannot perform computing effort or
store ledger information. This type of zero nodes does not participate in the Tangle
network directly. However, they are attached to one of the active nodes. They are
similar to the lightweight node in the current IOTA classification and assigned to nearly
similar tasks. The second category is a temporary zero node that is one of either full
nodes or light nodes which stops sharing their resources with other nodes and decides
to request assistance from other nodes according to our algorithm rules. An active full

node is turned into a temporary zero node in the below cases:
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I« High traffic: an active node with a high number of transactions that bypasses a

predefined limit. It forcibly turns into a temporary zero node and redistributes

the incoming transactions to all other nodes based on the proposed resource

allocation algorithm;

Y Offline status: in case of maintenance, loss of connection, or any other hardware

failure, the node will be suppressed from all the neighbor lists. However, it can

generate offline transactions in some cases;

Y Owner decision: The user can manually turn off the share node activities.

Current light Node behavior

Full node

-

Full node

@

Full node

Initial status Load balacing status

Light node

Task

redlstrlbutlon

Proposed Load Balancer role

Light node

Light node

Full node

Full node

O

Light node Full node

Full node

Ne)

Full node Full node

Fig. 5.1 Load balancer role: each node should act as a load balancer to distribute the incoming
random tasks fairly among full nodes.

Table 5.2 shows our classification versus the current IOTA classification in terms of the

main network tasks. The new classification adds flexibility to the network by empowering

full nodes to manage the computing requests and share their free resources with other nodes.

For example, in a cluster of different neighbor nodes, the full nodes cooperate according

to a new resource allocation algorithm to perform the transaction requests from the light,

permanent, and temporary zero nodes.
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IOTA Structure Proposed Structure
F . . ) Temporary Permanent
unctions Full Light Full Light
Zero Zero
Node Node Node Node
Node Node
Stores the Tangle v X v X v X
Communicate
. . v X v X v X
with neighbors
Bundle, create,
. v v v v v v
sign tx
Tip selection v X v X v X
Validation v X v X v X
POW locally v v v X v X
Attach to Tangle v X v X v X
Receive Transac-
v X v X X X

tion request

5.2.1 Resource allocation with load balancing

In this subsection we briefly overview the algorithms related to the allocation with load
balancing. Load balancing algorithms are broadly classified into dynamic and static cat-
egories [154]. The latter depends on the load at the time of node selection, whereas it is
achieved by providing preliminary information about the system. This approach does not
consider the system’s current state while making allocation decisions, and, therefore, it weak-
ens the overall system performance [155]. Obviously, the static approach is unsuitable for
DLT systems since the participant nodes frequently enter and exit the network without prior
notifications. Dynamic load balancing algorithms perform load distribution at runtime [156]
and monitor any alteration of the system workload to redistribute the tasks based on the
current state of the whole system. Usually, dynamic load balancing is considered a central
solution that acts as a proxy between end-users and servers.

In the literature, there are several types of dynamic load balancers. For example, round-
robin scheduling [157] directs the application requests from the network to nodes in a
round-robin manner. It is widely used and easy to implement. However, it considers all

nodes are equals in terms of resources and number of connections and unsuitable for our case.
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Weighted round-robin is an improved version of round-robin where a weighted coefficient is
assigned to the node according to its capacity. Nevertheless, such weight estimation does not
take into account the number of current connections. Another algorithm based on the number
of active connections is the least-connection scheduling algorithm that assigns the received
requests from the network to the node with the least number of established connections. In our
case, the limitation of this algorithm refers to neglecting the nodes’ resources. The weighted
least-connection scheduling is a developed version of the least-connection scheduling that
considers both the capability of the node and the number of current connections to prevent
overloading and achieve load balancing. Thus, our proposed resource allocation scheme to
distribute computing loads between the IOTA full nodes is based on WLC.
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Fig. 5.2 Centralized versus decentralized WLC.
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5.2.2 The proposed WLC Algorithm

WLC algorithm considers a superset of active connections on each node and its assigned
weight based on the node processing capabilities [158]. This algorithm is used in a centralized
environment, such as web server, SQL Server, etc., as illustrated in figure 5.2a to load
balancing the incoming traffic from the clients’ side. In our use case, the contest is to adapt
WLC to a decentralized system where no one node can dominate the load balancing role and
task distribution as depicted in figure 5.2b.

The network nodes share their nodes and connection number with their neighbors to
achieve the WLC load balancing in such decentralized environment. Nevertheless, each
neighbor list is up to nine nodes maximum [17][159]. This is a good point to limit the
negative impact of the overhead due to the communications.

Each node of the system uses its hardware resources to retrieve the initial weight and uses
the number of connections and the sum of its neighbors’ connections parameters. Hence,
each node in the network, considered as a load balancer, will be active whenever it is assigned
to an external task. Therefore, at the time of request arrival, the node runs the WLC algorithm
against its weight and other nodes’ resources to assign the request.

Once the request is assigned, the remaining weight value of the assigned node decreases
to be checked with the next incoming request, and so on. In this way, all the nodes contribute
to balancing the loads among them and fulfill the scalability and performance enhancements
without a central load balancer.

Supposing the neighbor set of n nodes in a network 1is:
I1={1,2,3....,n}

Node i has W; Weight and C; number of connections. The sum of current connection

numbers is:

Csum = Lic1Ci
The incoming network connection will be directed to the node j, in which

c;,/C C;/C
i/ SUM:miniEI{ /Csum
W; Wi

}

Since the Cgypy 1s a constant in this lookup, there is no need to divide C; by the Csyps
value. Thus, it can be reduced to be as below:

C; i C;
Wjj :mmig{WIi} (5.1)
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The weight of a node is equivalent to its computing resources and can be captured as a
digit number. Let V; be the processing speed of the CPU of the node i (in MHz) and Cy, be
the consumed capacity of the CPU of the node i. Thus, Vr; the idle processing ratio of the
node i CPU is given by: Vr; =1—(Cy,/V;).

Let M; be the Memory size of the node i (in MB) and Cy, be the consumed part of the
memory of the node i. Thus Mr; the free memory ratio of the node i: Mr; = 1 — (Cpr,/M;).

The weight of node i is given as follows:

Wi = (0 x Vri+ (1 — @) x Mr;) x 100 (5.2)

This weight W; is a load indicator between 0 and 100. Higher value of the weight reflects
that the node is able to accept new request. 0 < o < 1 is a weight coefficient of the CPU idle
ratio and (1 — ) is a weight coefficient of the free memory ratio.

The component diagram of Figure 5.3 depicts the behavior of a new node that aims to
join the network and initiate a new transaction. The node could be zero, light, or full. The
network system filters out the device with weak resources, nominates it as a permanent zero
node, and establishes a direct connection with one of the active full nodes based on the WLC
algorithm. The zero node has no WLC algorithm running locally; instead, it triggers the
full node to attach its transaction to the Tangle. The non-weak devices are either full or
light nodes, where the full ones join the main Tangle network. The light node can possess
the WLC algorithm and run it to select a suitable node. Then, the full node that receives
the request runs the WLC to double-check that it is the best node in the group. Otherwise,
the request will be directed to the best node. In the case of the active full node, the WLC
permits to assign the transaction to the node itself if its workloads are below certain limits.
Otherwise, the active node is considered fully charged and will not be considered in the
current selection. It also turns into a temporary zero node for a while, and its transaction will
be assigned to another available node according to the WLC rules. As per the peer-to-peer
concept, all the nodes are free to leave and rejoin the network at any time. Therefore, the
active node can turn into a temporary zero node for any reason such as maintenance mode,
network disconnection, etc. Moreover, the selected node by the WLC algorithm can accept
or refuse the computing request. Once a node accepts the task, it increases its connections
by one and publishes the updated load balancer parameter to be available to the next node
request and accessible by all the neighbors’ list members. This mechanism of a node, while
initiating transactions, is repeated instantly for each node within its neighbors’ list to achieve
the load balance of the computing tasks all over the neighbors’ lists of the DLT system.
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Fig. 5.3 Flowchart diagram of the proposed solution.

5.3 Experiments and Results

The WLC implementation can be performed with different scenarios. It can be installed
either on the light node, on the full node, or both. We start by testing the WLC algorithm
on the light node against a few Tangle nodes. The WLC is implemented in a private Tangle
network consisting of several virtual machines that act as full nodes with different specs,
and one virtual machine works as a light node. All the nodes are connected to the same
network. The light node is represented by IOTA wallet software that can create and sign
transaction only. Therefore, it should be connected to a full node to perform PoW tasks and
attach its transaction to the Tangle. In this scenario, the light node runs the WLC algorithm of
[158] to connect to one of the nodes in the list. Thus, load balance is achieved based on the
WLC decision. In addition to the experiment done above, the WLC algorithm is evaluated
on the full nodes using a simulation environment through a Java-Based tool, demonstrating
the effectiveness of the load balancing algorithm. « is the coefficient rate to determine the
CPU/Memory resources importance of a node. For example, setting & to 0.25 means that

when calculating the weight of a node, we give less importance to the CPU rate than the
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memory, and so on. In our evaluation, we set @ = 0.5 (CPU and memory are equal), and we
distinguish between different scenarios. Below is the algorithm used in our proposal. The
condition introduced in statement 5 contains the sum of connections for each network to

allow running the algorithm within environment of multiple networks.

Algorithm 1 Select the node ;.

1. N: number of nodes in a neighbor’ list
2. for j«~0toN;N>1doj+ j+1

3. if W; >0 then

4, fori=j+1;i<Ndo

5. if C; x CSUM; x W; > C; x CSUM; x W, then
6. j=i

7. end if

8. end for

9. return j
10.  endif
11. end for

12. return null

5.3.1 Implementation: WLC in a Private Tangle

In this experiment, the proposed algorithm is embedded within the light node, as shown
in Figure 5.4a, that runs against the full nodes to select the best available node. In this
scenario, the light node is the only part that determines its connection. The light node
runs the directly involved WLC algorithm within the Tangle. Inspired by IOTA client load
balancer [160], we create a node js application that replaces the random selection method
(RandomWalkStrategy.js) with the WLC algorithm. We use the IOTA libraries to build the
load balance algorithm that can be installed on light and full nodes. The libraries include
@iota/core, iota/client-load-balancer, iota/converter. Besides, we use the “node-os-utils”
library to determine the load information of each full node. The experiment’s result that is
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limited to a few nodes within a private Tangle network shows the tasks are distributed based
on the highest weight and least connection of the WLC algorithm.
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Fig. 5.4 WLC implementation with zero node and light node scenarios. With zero node
scenario, the WLC is running on the full node network only. With light node scenario, WLC
is running on light node directly.

5.3.2 Simulation: Decentralized WLC

We use a simulation environment based on the Java compiler to build a network of consider-
able Tangle nodes receiving huge data that simulates the WLC behavior within a decentralized
environment. We first build the datacenter class to store all the network components. The
simulation code is available on GitHub repository [161]. The class node generates nodes
with random CPU values ranging from 1 KHZ to 6 GHZ and random RAM ranging from
500 MB to 16 GB. Furthermore, a JSON file is introduced to manually determine the values
of the resources. This file permits us to create nodes either with similar or different resources
to test different scenarios, as shown in the next section. Each connection consumes a fixed
amount of resources and deducts the same value from any assigned node. Accordingly, the
weight of that node is updated according to Equation (2). We set the connection request
parameters to 10 MHZ as CPU and 50 MB as RAM in all the below tests. The performance
indicators resulting from the simulations are: the weight of the node that reflects the available
resource of the node and the ratio indicator C;/W; that reflects the load of the node.
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Fig. 5.5 Validation of the WLC algorithm using 16 similar nodes. the WLC behavior

demonstrates the validity of the WLC algorithm.
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5.3.2.1 Nodes with Similar Resources

In this scenario, we validate the implemented WLC algorithm and consider a network of
16 nodes where all of which have same CPU and RAM resources as shown in Figure 5.5a
with 1000 Mhz for the CPU and 4000 MB for the RAM. The initial network is built upon
one default connection assigned to all nodes in the first place to distinguish the different
initial resource weights. Without losing generality, this test assumes that all the incoming
connections require the same resources in terms of CPU and RAM. We activate the WLC
algorithm for the nodes of different incoming requests ranging from 50 to 1000 and record
the snapshots output. Before any connection request, the maximum initial weight of each
node, which represents their resource consumption and maximum capacity ratio, is close
to 100. This number reflects that the nodes are still in an idle state. After being assigned
to connection requests, the nodes’ resources decrease, and thereby, their weights decrease
relatively, i.e., the available resources of the node decrease. As illustrated in Figure 5.5b,
connections are distributed evenly over the nodes, and all nodes’ remaining weights decrease
in a similar way because they all have similar capacities. Figure 5.5¢ highlights the weights of
the nodes when the number of connections is between 50 and 65. Thus, the WLC algorithm

distributes the tasks orderly and fairly.

5.3.2.2 Nodes with Different Resources

Afterward, the second test distinguishes 16 nodes with variable weights as depicted in
Figure 5.6a. We also assume that all the incoming connections require the same resources
in terms of CPU and RAM. The target of this test is to generate the maximum traffic and
monitor the WLC behaviors in terms of the remaining node resources. Accordingly, the
number of connections is progressively increased, as illustrated in Figure 5.6b. For further
clarification, Figure 5.6¢ details 25 successive incoming connections to these different nodes
and shows the WLC behavior precisely. It is noted that with every new connection, the node
with high weight and least connections is selected.

As the nodes are with different resources, we also plot the indicator C;/W; in Figure 5.7a
to illustrate loads of the different nodes within the system. Based on the WLC algorithm,
the node with the minimum load is selected when receiving a request. One can see that the
values of this indicator for the different nodes are close to each other. The result shows that
the traffic is distributed equally among the 16 nodes based on their remaining weights and
previous active connections. With the traffic increase, all nodes’ remaining weights decrease
proportionally, demonstrating the elimination of the node overloading aspect. Figure 5.7b
details the WLC behavior of the different nodes with connections ranging from 200 and 225.
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This test’s microscopic view is another proof of the nodes’ response to the WLC distributed

load balancer.

18000

16000

14000

12000

10000

8000

6000

4000

2000

100 o

Weights

100

99.5

97.5

a) Initial Resources for all nodes at initial state

T T T T T T T T T T
I CPU Power
I A1 capacity

Node

b) Weight behaviors with high traffic
T T

node-14
node-15
node-16

100

200 300 400 500 600 700 800 00 1000
Connections

c) Details of weight behavior between 200 and 225 connections

a7
200

l |
205 210 215 220 225
Connections
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5.3.3 Extension to a Tangle with Multiple Networks

In this case, the Tangle is composed of multiple networks each node has its own neighbor list
based on the node distribution across their locations and their network addresses. Figure 5.8
depicts an example of a few full nodes distributed in three network clusters.

Node i has a neighbor list that contains all nodes so that all these nodes have node i as
a common neighbor in their lists. Node j belongs to two neighbor lists, so its visibility is

limited to list 1 and 3 only. Thus, Node j can assign tasks or it can be assigned to tasks by
these two lists’ nodes.
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Fig. 5.8 Neighbor lists of the adjacent nodes.

However, other nodes like s,0 have different neighbors that have, in turn, different
neighbor nodes. Such behavior represents the main characteristic of decentralization where
the information propagates from one node to another following the Gossip protocol [162].
The difference in these lists is normal in a P2P network that contains enormous number
of participants. In addition, the neighbor list on each node is periodically updated since
participants enter and leave the network randomly. The peer-to-peer system can scale to
millions of processes, each of which can join or leave whenever it pleases without seriously
disrupting the system’s quality of service [163].

To best manage the massive workload within the huge number of networks while assuring
the load balancing of the incoming traffic, we distinguish between different neighbor lists
by a different sum of connections Csy,. In this case, the sum of connection should not be
reduced, as it is not the same for the whole network. Thus, the WLC is implemented in each
network where Cgyypy, is the sum of the connections in the network 1, Csypy, 1s the sum of
the connection in the network 2 and Csyy, is the sum of the connections in the network 3.
As j belongs to two neighbor lists, when running WLC, Node j uses Min(Csy py, , Csums)-
Additionally, Node s uses Min(Csyu,,Csums ), Node o uses Min(Csyy, , Csum;) and Node
i uses Min(Csyu, , Csum,,Csum,)- We simulate the three networks where the 16 nodes are
with similar resources to validate the ability of the proposed mechanism to load balance
the incoming connections. The simulation generates 1000 connections towards the three
networks. In the beginning, the nodes have the same weight, and each network has an equal
number of nodes, so the Csyp,,Csum,, Csum, are equal. Once a connection is assigned to a
node, the node’s resources and weight are updated, and the Cgyyy, of the network i where
the node exists will increase.

Figure 5.9 shows the increasing number of connections per network. One can see that the
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connection loads are distributed efficiently among the multiple networks. For example, in the
case of 1000 connections, the results show a load balancing between networks and nodes
where each node is allocated to around 63 or 64 connections. Note that the total number
of connections is greater than 1000 because the connections of the node j are counted in
network 1 and also in network 3. Similar remarks for the nodes o, s, and i according to the

corresponding networks.
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Fig. 5.9 Multiple networks running distributed WLC.

5.4 Conclusion

This chapter aims to improve the main platform proposal in relation to the thesis’s third
objective. We enhanced the tasks distribution among different nodes of the IOTA platform as
a part of the architecture proposed in chapter 4 regarding low resources [oT devices. The
enhancement is done by introducing a resource allocation scheme to handle the incoming
workload transactions. Our proposal is based on the WLC scheduling load balancing
algorithm, which distributes the incoming external requests fairly among nodes based on
their resource capacities (weights) and connection numbers. Consequently, we modified the
original WLC algorithm by distinguishing between the different "sum of connections" in
multiple decentralized networks. The proposed algorithm is tested in a private Tangle and
through simulations. The results denote an efficient selection of the suitable node based on

the available resources and active connections in different circumstances.






Chapter 6

Data Transparency in the supply chain

6.1 Introduction

In previous chapters, we addressed the three thesis’ objectives and arrived at a new archi-
tecture proposal that addresses the major drawbacks of integrating DLT with the supply
chain. This proposal has a positive impact on the supply chain because it offers unique
features and advances the supply chain’s progress. Nonetheless, the new data transparency
feature merits further investigation in order to achieve the thesis’s primary goal of defining a
typical DLT-based platform appropriate for the supply chain. Data transparency is one of the
DLT features demanded by the supply chain to achieve traceability and high collaboration
among stakeholders. However, the DLT transparency feature remarkably reveals all of the
data, including stakeholders’ undesired information. In this context, we observe that the
transparency feature could hinder the DLT integration with the supply chain. Therefore, we
investigated the existing projects’ behaviors concerned with data transparency subject and
collected the available technique that boosts the transparency. Besides, we investigated our
proposal platform for an enhancements over existing DLT transparency. After working on
a detailed analysis, we highlighted several existing mechanisms that could help achieving
the goal and we concluded that transparency must be in control. this chapter includes the

following points:

* We surveyed the existing DLT-based supply chain projects leveling data transparency;
* We investigated the techniques utilized in the data transparency enhancement process;

* We shed light on the importance of transparency and borders between transparency and
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opacity through access control to successfully integrate Blockchain into a

supply chain;

* We highlighted the smart contract and IoT technology roles in achieving controllable

data transparency, and call for further investments;

* We show up the importance of our proposal that provides one platform supporting IoT
and smart contract technologies. Thus, the data transparency can be well improved in

our proposal rather than the other Blockchain-based platforms.

6.1.1 Transparency versus traceability in supply chain

Transparency enables the different participants in the supply chain to obtain full visibility
in terms of the data, services, and products being introduced and exchanged. Different
works in the literature have used the terms transparency and traceability to describe this
feature. However, these two terms designate two related yet different features [164]. Data
transparency is defined [165] as the ability to easily access and work with data, independently
of where they are located or what application has created them. On the other hand, traceability
in a supply chain is described by ISO 9000:2005 as the ability to identify a product at any
stage in the supply chain. It is also defined as a process of tracking the products’ provenance
and their inputs from the start phase to the end-use. From our perspective, transparency in
the supply chain refers to the disclosure of information to trading partners, shareholders,
customers, consumers, and regulatory bodies. It captures high-level information along the
supply chain, such as product components, suppliers’ names, the different locations involved,
and associated certificates. Referring to the previous definitions, we conclude that traceability
is a prerequisite to transparency realization. Traceability provides opportunities to determine
supply chain efficiency, meet regulatory requirements, and verify sustainability claims. To
this end, many modern supply chain projects use a different technical solution to achieve
traceability, and hence achieve a high level of transparency.

In addition, trust is an essential requirement in a transparent supply chain. Research
studies [166—168] show that mistrust among the partners of a supply chain is a significant
issue, which hinders collaboration [169, 170]. The supply chain is composed of independent
partners, each of which represents a standalone centralized system. Consequently, data trans-
parency may be compromised by a lack of trust among the partners and require more solid
trust to be developed [171, 172]. Furthermore, consumers may request details concerning
the products, including manufacturing origin, quality of service, and proof of safety. Thus,

building trust is achieved by enabling transparency along the chain so that individuals and
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companies can trace their products back to their origin. This can be achieved using Internet
of Things (IoT) technology [2, 173].

6.1.2 DLT transparency and related works

In order to overcome the issues related to trust, Blockchain and, more generally, Distributed
Ledger Technology (DLT), is a good candidate which enables the full transparency of data
records. It enhances trust between partners through a cryptographic-based, peer-to-peer
decentralized platform that underlies a supply chain [174]. Using the Blockchain platform
for the supply chain eliminates the ambiguity behind the group of independent databases
of traditional supply chain systems, as all records are stored within the ledger on every
stakeholder system. Furthermore, Blockchain is immutable against the altering or removal
of any records without leaving traces. This is because all partners have a copy of the same
updated ledger that leads to a clear vision over the ledger contents. According to many
studies [175, 79, 70] that have surveyed the critical aspects of implementing Blockchain
solutions, Blockchain is a convenient tool to overcome trust and collaboration issues in a
supply chain. It is called the “truth machine” [53], and discourages companies from any
misconduct. Moreover, many proofs-of-concept (POCs) or piloting schemes have been
developed in recent years using technology to study supply chains for traceability and
transparency purposes [70]. Data transparency is a built-in feature of Blockchain due to the
decentralized nature of the platform. In this context, the ability to control data privacy or
opacity within the public Blockchain is questionable, while stakeholders in the supply chain
have sensitive data that should not be disclosed to the public.

Sources Roles

[176] Elaborates the role of NGO’s brand collaboration in enhancing the supply chain transparency

[177] Develops system architecture to integrate Blockchain, IoT, and data analytics to provide sustainable products
[178] Studies the relevance of supply chain transparency to supply chain sustainability governance

[179] Conducts the Adoption of Blockchain for supply chain transparency

[74] Reviews transparency/traceability of supply chain Blockchain-based in the litterature
[180] Develops smart contracts to mitigate directly the supply chain transparency
[181] Proposes multi-chain platform to enhance cross-border e-commerce supply chain traceability

Table 6.1 Existing studies related to Blockchain-based supply chain data transparency

Supply chain projects go far beyond the offered transparency and add their enhancement
preferences in addition to the current Blockchain transparency feature. Despite its high
importance in building the modern supply chain, there are no comprehensive studies that
categorize and analyze the Blockchain-based supply chain’s data transparency. There are a

few of the intended projects shown in table 6.1 that shed light on this topic.
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6.2 Supply Chain Transparency Challenges and Processes

6.2.1 Data Transparency Challenges

At present, the global supply chain consists of a complex network of stakeholders across
industries to coordinate collaborative tasks and achieve mutual agreements. Figure 6.1
depicts the significant supply chain challenges that has direct and indirect negative impacts
on the data transparency achievements: centralized systems, lack of transparency, scalability,

challenges to IoT integration and the upcoming technologies.
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Fig. 6.1 Technical Supply Chain Challenges.

The existing centralized supply chain systems struggle unproductively to provide a portion
of the vital requirements using workarounds and trusted third parties [9], in addition to the
great integration of new technologies. Such independent databases have trust issues resulting
in negative customer feedback and dissatisfaction. In addition, there is no reliable shared
information within most of the supply chain, and that is the main transparency issue with a
centralized system. Lack of transparency leads to traceability and trust issues, in addition to
negative feedback from customers. Furthermore, as mentioned in chapter 3, scalability is
a major problem of the supply chain [57], which leads to security and performance issues.
Therefore, these cause counterfeits in the data of the intended products and, in many cases,
data loss. Moreover, the current supply chain infrastructure cannot exploit IoT’s full potential
and manage/analyze the massive incoming data well within the centralized circumstances [9].
In this way, a considerable portion of the IoT power is dismissed. Currently, there are

unreliable frameworks and infrastructures designed to connect billions of heterogeneous
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and disparate [oT devices and their associated services, as well as data aggregation and data

analysis [61].

6.2.2 Data Transparency Motivation

The supply chain has encountered enormous changes over time due to the high demands for
supply chain transparency and traceability. These demands represent the main motivations
for creating transparent systems. For example, when consumers increasingly wonder about
where and how their clothes are made, or just how sustainable their potential new electric
vehicle might be, given the raw materials required to make it, transparency in global supply
chains becomes a notable issue, which needs to be addressed [182]. Moreover, the supply
chain has become increasingly involved in the diversity of partners, products, and customer
desires. Recently, the challenges have ranged from the heterogeneity of the systems to the
additional technological requirements. Thus, besides the above challenges, the motivations
behind supply chain transparency are the following:

* Independent Database: The current supply chain infrastructure is a group of centralized-
based systems where each stakeholder represents a centralized system which belongs to
one or more supply chains. These systems rely heavily on centralized, often disparate,
and standalone information management platforms [79]. The group of databases in-
volved in the production process is distributed, heterogeneous, and autonomous [183].
Therefore, data interchange between different databases is inflexible, due to the hard-
coded nature of different data standards; Walmart and Cisco are two obvious exam-
ples [54]. Practically, the organizations’ tendency to use their platform and control

their data would limit collaboration.

* Lack of cooperation: The supply chain challenges are mainly related to the hetero-
geneity of the involved stakeholders, different data forms and lack of communications
among the involved systems. Collaborative relationships determine how data are shared
between companies, and project them to the underlying business processes. Collabora-
tion is an opportunity for modern businesses to optimize their relationships with their
trading partners. However, achieving collaboration poses complex contests between
the supply chain actors. In this setting, there is a broad spectrum of collaborative
initiatives, disparate standards for communication, and various levels of trading partner

competencies and business processes [184].

* Data Loss: The widespread of IoT adoption triggers profound changes in global man-

ufacturing [58]. The IoT systems are usually heterogeneous and categorized under
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different administrative domains [185]. IoT technology ameliorates the production
progress and provides a high level of control that advances transparency, but it charges
servers and peripheral devices with a high data volume [4]. The current network infras-
tructure cannot exploit the full IoT potential and cannot thoroughly manage/analyze
the massive incoming data well within the centralized circumstances. Investing in
IoT technologies in the current supply chain infrastructure surcharges these traditional
systems with high data load, so part of the information is considered lost [9]. Moreover,
most valuable products are controlled and tagged electronically; these tags may be
cleared/replaced during the transition between stakeholders without leaving traces,
leading to trust and security concerns. The probability of data alteration is very high
through the current supply chain processes [186, 187], where data loss and fraud are

likely to happen in many situations.

* Product Complexities: Today’s products and services’ dispersed natures require their
supply chains to be adequately visible to avoid obscurity and provide transparency
and traceability features [70]. However, many manufacturers and sellers encounter
information insufficiency, and therefore fail to provide customers with the required
information due to lack of transparency. Hence, the supply chain complexity is
increasingly evolving, as the diversity of the products and requirements requires the
integration of many multi-tier supply chains. The availability of high transparency
achieves a multi-tier supply chain and manages the different supply chain network
parties. Thus, the centralized system’s uncontrolled informational data leads to massive

counterfeit, massive trade losses and bad business reputations.

6.2.3 Security Challenges

Many different security factors challenge the supply chain in a way that may hinder the

whole production processes.

* 10T technology proliferation: It is involved in most supply chain chain productions
and processing tasks. Their proliferation will exceed half-trillion within the next few
years [188]. The IoT devices communicate among themselves, servers and storages,
producing massive transaction numbers along with supply chain production lines,
leading to to numerous security challenges to protect the devices and the sensitive data

from any leakage or attack.

* Data opacity requirement: Usually, the manufacturing processes are accompanied by

several private aspects, including proper planning, recipes, manufacturing intelligence,
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etc. Data privacy is one of the apparent concerns of the supply chain areas. Therefore,
all systems may face data breaches, theft, leaks, unauthorized access, eavesdropping,
etc. Accordingly, data opacity must be maintained by all the stakeholders that form
a supply chain. By definition, a system is opaque if an external observer is unable
to infer a “secret” about the system behavior [189]. Consequently, the decentralized

platform that manage the supply chain should consider the opacity requirements.

6.2.4 Supply Chain Policy Enforcement

To achieve the supply chain transparency target as planned, a deep understanding of the
intended goods and their requirements is desired. Furthermore, it is required to map suppliers
and processes and clarify information gaps. Unfortunately, there is unclear description
of the transparency processes that illustrate the road-map of a supply chain project in the
literature. In [190] a practical guide to defining, understanding, and building supply chain
transparency in a global economy is presented. It is done by: identifying and visualizing risk,
using transparency levers to close information gaps, managing, and finally monitoring. In
the below, we set the transparency processes for a supply chain to be well employed within

better conditions:

* Self-identification: this is the first step that should be settled for a supply chain to
identify the environment’s overall components, including suppliers and sub-suppliers.
Consequently, they should define each component issue and the common intersection
among the partners. Accordingly, the risks and the goals are determined afterward,
based on the different regulations and rules of the internal/external stakeholders in
addition to the common factor impact on the business success.

* Collect information: Collecting data about the production processes, goods, gaps
and others, practically on sites, is the most sensitive step. Nowadays, companies
increasingly require more data from their suppliers. Collecting accurate data, in this

step, is significantly crucial and impacts directly the overall supply chain transparency.

» Expose: the decisions are taken in the last step where the company has a complete
picture of the supply chain. The decision takes into account meeting the relevant
regulatory requirements and internal/external stakeholders’ demands. Furthermore, the
company should clarify how the information is disclosed.
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6.3 DLT-Based Supply Chain Benefits

Blockchain is a good candidate to address the above supply chain issues. It is a technology
used for storing and transmitting data, which guarantees its integrity and transparency. A DLT
platform that works without a trusted third party contains the history of the data exchanged in
the network. This secure database is replicated in all the network nodes. Blockchain contains
a chained set of blocks; each block contains a list of transactions and some other specific
data. It is a fully decentralized P2P (peer-to-peer) system that guarantees trust between the
non-trusted partners [13]. The main features of Blockchains are their decentralization, shared
ledger, tamper evidence, tamper resistance, record-keeping, immutability, distributed trust,
multiple-party consensus and independent validation [191].

The Blockchain serves the supply chain against many limitations and improves its

functionalities in reference to the features mentioned below:

* Decentralization: The distributed ledger of a Blockchain-based supply chain empowers
the involved partners to detect any deterioration of information. Thus, Blockchain
tackles data corruption, hacking, or crashing issues in the centralized and independent
systems and increases the information validity [192]. Moreover, this decentralized
system can be inexpensively implemented among the suppliers [193];

* Trust: transparency is the main consequence of the distributed ledger technology where
participants have a complete vision of the current contemporary information. Further-
more, privacy and anonymity are enabled because of the cryptography system [194].
Thus, it is unnecessary to evaluate the trustworthiness of the participants in the network
with a decentralized supply chain. Evaluating trust between participants is due to the
Blockchain’s underlying technology, which guarantees the integrity of data records
even in the presence of fraudulent nodes. Therefore, participants recognize that the
information is accurate because each involved party has the same data, which cannot
be altered or deleted. For this reason, resolving trust issues is discussed as one of the

main arguments of the DLT implementation [195];

* Automation: Blockchain applications are mainly based on smart contracts to verify
the execution of transactions between two or more parties relying on predefined rules
and conditions. The smart contract is a self-executed program or script, which is
located on Blockchain ledger [196]. It executes its code once triggered, either from
a participant node or from another smart contract. Then, it broadcasts the content
to all network nodes for validation and updates the ledgers accordingly in case the
contractual terms agree. This automated process reduces the apprehension behind the
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traditional contract of a supply chain where there is no need for human intervention

and trusted intermediaries [197].

6.4 DLT Techniques for the Supply Chain Transparency

The emerged DLT-based supply chain proposals involve several techniques and solutions
on top of their decentralized platforms. These techniques are presented in this section to be
reused solely or unitedly by researchers for their under-construction supply chain systems.
Then, in Section 6.5, we explore existing projects, and we show how they use the existing
techniques related to data transparency and traceability to achieve the modern supply chain

requirements. Below are the most valuable techniques:

6.4.1 Blockchain Core Improvement

The peer-to-peer system surcharges IoT devices with computing tasks and high storage
demands. Many nodes are designed and prepared with top resources for computing and
transaction validation in the mining and cryptocurrency field, which is not the case with
heterogeneous [oT devices. Modifying some critical Blockchain characteristics boosts the
integration of IoT devices with the DLT technology. Block size, creation time, and consensus
algorithm are the areas where altering and adjusting the Blockchain in accordance with IoT
requirements occur. In terms of data transparency, the enhancements of the transaction format
have a significant impact compared to the others. The transaction in its current status lacks
many essential details. Thus, developing the transaction format to include some real identity,
references, blockinfo, etc., will increase the challenges related to the data transparency.

6.4.2 Smart Contract

Smart contracts are automated contracts embedded in the Blockchain, which make the entire
process decentralized. Upon the deployment of the smart contracts, it is almost impossible to
alter its code. Smart contract is a recent term that is widely used to refer to low-level code
scripts running on an Ethereum Blockchain Smart contracts have recently attracted interest
due to their importance in business applications and supply chains. In addition to the smart
contract’s role in ensuring the contract progress, it is also considered an excellent tool to
enhance the data supply chain transparency [180]. When a smart contract is executed, all the
intended parties within the supply chain are informed of the result and, therefore, they can

trace and monitor their products, which increases the transparency level.
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6.4.3 Involvement of IoT Device

At present, IoT technology represents one of the core elements of any modern supply
chain. It has two main functions: capturing data from media and transmitting them to
their destination. Moreover, 10T devices play a central role in ensuring the success of
the supply chain’s product traceability. Exerting additional efforts has an extensive role in
improving the IoT functionalities, to make them suitable for Blockchain-based manufacturers’
requirements. Considering the [oT side by the DLT system and its application is the best
practice. Some projects [100, 109, 82, 103] mentioned in this study have contributed to
the IoT improvements in terms of detecting data accurately, to improve the visibility of the
data. The transparency is enhanced, and the traceability will be more efficient with the loT
technology involved in the DLT-based supply chain [79].

6.4.4 Merkle Tree Tool

The Merkle tree structure [13] is a binary tree with an associated value for each node, where
each one is the hash of its children. These data structure trees are created by repeatedly
hashing pairs of nodes until only one hash is left. The last node of a tree (leaf) is a hash
of transactional data where other nodes are hash of their previous hashes. This allows any
party to quickly verify the validity of data in a branch or leaf using the tree’s root hash.
Blockchain, and especially Bitcoin and Ethereum, fundamentally use it. Merkle tree has
three main advantages over transactional processing. First, it guarantees the integrity and
validity of the data. Second, it consumes less memory and CPU resources, as the proofs are
computationally easy. Third, Merkle processing requires tiny data to be sent over the network
and stored on disks. We involved the Merkle tree in the list of transparency techniques due to
its importance in traceability within a supply chain.

6.4.5 Zero-Knowledge Proof

Zero-knowledge proof (ZKP) [198] is an encryption scheme where service providers do not
recognize the data stored on their servers. The Prover can prove that a specific statement is
true to the other verifier party without revealing any additional information. It can be used in
messaging, authentication, storage protection, and for any other sensitive information. ZKP
can also be integrated with Blockchain and, more specifically, with the private Blockchain,
so that whatever the number of Blockchain nodes, ZKP adds a robust layer of security to the
data ledger. Integrating ZKP with Blockchain encourages the supply chain to increase its
transparency level, while their data confidentiality is preserved [199].
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6.4.6 Our proposal: Blockchain and DAG combination

We have proposed in chapter 4 a new platform that mitigates many gaps behind Blockchain
limitations within the supply chain. The proposal that combines IOTA and Blockhain into one
platform enforces IoT devices to run on a DAG platform instead of a block system. Also, it
enables smart contracts on peripheral DAG-based devices. This combination technique allows

the enhancements of data transparency throughout the IoT and smart contract technologies.

6.5 Existing DLT-Based Supply Chain Solutions

The integration of DLT into legacy industries and different stakeholders aims to revolutionize
the global supply chain with decentralization features, smart contracts, and IoT technology.
Currently, many DLT-based projects seek to acquire trust, transparency, collaboration, and
cost/time-saving throughout their innovative DLT platforms. In chapter 3, we presented
several supply chain projects and shown their technical details. We analyze these projects
in terms of data transparency and depict their enhancements in this topic. In the literature,
many business projects integrate DLT into their platform. Still, Most of them consist of
API interfaces run on Ethereum, the well-known global Blockchain, but they do not have
explicit technical references or detailed publications. [81] listed, for example, around 105
DLT-based projects integrated with IoT since 2008 and categorized them into four types
without revealing their technical sides. This section sheds light on the DLT-based supply
chain projects while focusing on data transparency and traceability. Therefore, in addition
to the projects listed in chapter 3, some interesting projects tackle data transparency and
enhance overall privacy. Below are the intended projects that employ DLT in their supply

chain:

* Dietrich et al. [180]: proposes an academic framework designed to tackle supply chain
transparency by employing a new smart contract approach. The authors achieve their
goals by following three steps. In the first step, the framework identifies and enlists
all the partners involved in the manufacturing process. The first step is not an easy
mission in a complex supply chain, but it is necessary to simplify the manufactured
product’s concrete process affiliation and composition. This framework assumes that
each asset should have a unique identifier. Accordingly, a link is established between
each physical asset and the Block-chain platform by generating smart contract’s unique
identification numbers. These numbers are called virtual identities or Hash’ID, where
each one is mapped to a unique physical asset. Hash IDs can also refer to licenses,

certificates, or other types of non-physical assets. They are attached to a bar-code
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form such as Radio Frequency Identification (RFID) or Quick Response (QR) code to
link these numbers to the Blockchain. The proposal introduces two types of players
in the framework, the supplier and the Certifier. The certifier’s role is to assign
certification to suppliers in order to create the Hash’IDs. Depending on the supply
chain’s characteristics, the Certifier’s role can be taken over by the manufacturer and
other independent organizations. In the second step, they logically attach all the supply
chain processes logically into the Blockchain platform through the smart contract.
Furthermore, the last step makes the final decision based on a multiple smart contract

recorded on the immutable Blockchain ledger.

CoC [200] refers to “Chain on Blockchain”, a supply chain management platform
based on hybrid Blockchain to mainly tackle the trust issue of multiple entities. In
general, in an authorized network, some nodes are promoted for block creation and
validation. CoC distinguishes between the record submission and block-building using
a hybrid model to organize the underlying distributed ledger. Submitted records are
limited to users, third-party users, and supporting entities only, while building blocks
are opened to the public users, named helpers. CoC invented an approach to build a
distributed ledger called "Two-Step Block Construction" within their hybrid platform.
Step 1 is the generation of reservation blocks by users, and step 2 is to generate data
blocks. In step 1, a user submits a request to reserve predictive blocks. The request
includes requester information, the fee the user wants to pay for the block, the helper’s
identity and who creates it, and other essential information. The helpers have to reach
a consensus to reserve the block. In step 2, the user uses their reserved block(s) to
send data to the ledger. There is no proof-of-work computation effort for the reserved
block in this step, since helpers already validate it at the reservation time. The two-step
block reservation does not reduce the latency for the overall performance. It provides a
mechanism to shift the latency as long as a user has enough reservation. The latency of
adding a new supply chain record can be very low. In short, CoC proposes a new DLT
hybrid mechanism, but in terms of transparency, it relies on the embedded Blockchain

features only.

Aqua-Chain [201] is a traceable system for the water supply chain management based
on Blockchain and can be implemented by either Ethereum or hyperledger Blockchains.
The data transparency is guaranteed, since [oT devices collect data along the supply
chain and store them within the Blockchain ledger. Therefore, Aqua-chain software is
adapted to provide full traceability to their customers under the classical notion “from-

supplier-to-buyer.” It is composed of a layered architecture that relies on Blockchain
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and IoT to achieve traceability. Aqua-chain can be integrated into existing traditional
systems such as ERP and CRM. The front-end layer is composed of API REST
applications that can easily be integrated with other software. The middle layer is
called the controller. It is responsible for transforming the high-level function call into
a low-level Blockchain call, and vice versa. Aqua-Chain enables integrating IoT and
DLT technologies, and creating transparent, fault-tolerance, immutable and auditable

records that can be used for the water traceability system.

* ProductChain [118] is a consortium Blockchain, introduced to enhance the traceability
of the food supply chain (FSC), taking into account the speeding up the transaction
rate into less than one second. It mainly relies on a three-tiered sharding architecture
to improve scalability and ensure data availability to consumers. It also introduces
the Access Control List (ACL) to limit access to competitive partners, collectively
managed by consortium members, and provides read and write access. In addition to
its improvement over scalability, it introduces transaction vocabulary to store different
types of information and interactions, which encompass all FSC processes. The
transaction vocabulary can link the final product to multiple raw ingredients relevant
to a broad range of SCs. Productchain enhancements provide data transparency so that
a user can quickly trace it back to specific key ingredients and a consortium-governed
access control, which guarantees that no participant controls the Blockchain;

* Bext360 [122] is a supply chain platform used to enhance the global food commodities
and provide full transparency from farmer to table. It is a software as a service (SaaS),
which integrates Blockchain and sustainability measurements to provide a traceable
fingerprint from manufacturers to consumers. It runs a RESTful API that allows
retailers and wholesalers to insert the technology into their websites, point-of-sale
systems, or supply chain management tools. The SaaS platform allows each stakeholder
to track food products independently throughout each phase of their supply chain and

enhances its overall transparency;

* Fr8 [202] is a supply chain network that aims to modernize logistics with an improved
solution for the industry in general, leveraging Blockchain technology at its core. It is
based on coupling shipment tracking IDs, RFIDs, and other documentation to create
meaningful relationships among multiple datapoints. The Fr8 protocol is composed of
five layers. The transport document layer contains the data and metadata of a shipment.
The permission & ID Layer manages data integrity and permissions. The interface
Layer exchanges data between the document layer and the service Layer. The service

Layer connects the Fr8 Protocol with applications. The application Layer works with
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services and interface layers to display the data. To ensure transparency, Fr8 relies
heavily on the Blockchain principle as a single source of truth for shipment data. All of
the involved stakeholders will have unprecedented visibility into shipments and their
associated data;

» NextPakk [203] is a delivery service that tackles the last mile issues based on Stellar’s
Blockchain due to its speed and scale. It allows customers to schedule delivery
within an hour at home when the package arrives. Furthermore, NextPakk uses
Blockchain technology to track packages while protecting customer identity and
ensuring a punctual delivery This adds transparency to the delivered goods, where
customers can instantly track their packages online. Nextpakk involves Blockchain in
elaborating the entire last mile, so that the consumers can track the driver and obtain

complete transparent information on their packages’ exact arrival time.

6.6 Discussion

Production stakeholders seek collaboration to optimize the supply chain processes and main-
tain robust relationships with trading partners. Collaboration among different independent
systems challenges the supply chain partners, as there is a broad range of collaborative initia-
tives, disparate communications, and numerous levels of trading competencies and business
processes. A collaborative supply chain requires suppliers and sub-suppliers to share data
within a fully transparent environmental media to entirely realize the benefits of collaborative
business. Before Blockchain, one of the well-known methods used to achieve transparency
is called one step up, one step down. Many supply chains use this principle for traceability
purposes [204]. This principle requires each supplier to share their information between
the other adjacent ones. In other words, it is a chain of shared information where each
supplier receives enough information on the incoming commodity, and then they thoroughly
deliver the complete information to all the involved suppliers. It is a neighboring process
for actors to share the information among themselves. However, this method is limited to
two strides of visibility and, therefore, the transparency is not fully achieved. Furthermore,
FarmaTrust [111] finds that technologies, such as holographic tamper-proof labels and unique
serial numbers, are not sufficiently effective within the current centralized supply chains. In
addition, the challenges mentioned in Section ?? necessitate the intervention of a decentral-
ized Blockchain, coinciding with the development of many other technologies, such as loT
and others. Certainly, Blockchain is a quantum leap toward a new supply chain concept. The
new supply chain data are collected differently and added to the decentralized chronological

system, which is immutable, anti-counterfeit, transparent, and trusted. Nevertheless, as
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transparency represents the core of a successful supply chain, what else can be done to the
standard traits of any Blockchain network?

We have previously mentioned various solutions targeting the modern supply chain
improvements integrated with Blockchain, which enriches the system with trust, transparency,
and traceability. These projects integrate the Blockchain within their platforms to overcome
the trust issue at the first stage and obtain the other DLT systems’ added values. Besides the
excellent facilities of Blockchain, the listed techniques in Section 6.4 are used/introduced
by several projects and implemented in various ways to achieve more flexibility in data
transparency and traceability. Table 6.2 shows that these projects’ techniques are used to
enhance product traceability and data transparency. Referring to the above classification,
the most utilized techniques involve IoT device and the smart contract. Most of the projects
use these two techniques differently based on their requirements. 10T technology is often
used for tracking and tracing items using technologies, such as QR codes, smart tags, RFID
tags, NEC, and mobile applications. Moreover, there are some additional IoT devices which
are essentially constructed for supply chain transparency purposes. Some projects utilize
the smart contract as it was programmed with Blockchain, such as Ethereum. Furthermore,
the smart contract is developed to ensure the transparency of off-chain networks outside
the Blockchain environment. Some smart contract enhancement tools are represented by
assigning different roles or defining multiple smart contracts within the same project, such
as setting the standard requirements and measurements of Ambrosus [102]. The Merkle
tree algorithm is a technique used to quickly and accurately filter out the wrong data inputs
using the crypto-hash functions. The zero-knowledge proof is used to protect sensitive
data and enhance transparency. At the level of Blockchain core improvements, one of the
techniques used is changing the Blockchain transaction format to include additional fields,
which enhance transparency and facilitate traceability.

The Blockchain integration with the supply chain radically solves the data transparency
and provides end-to-end traceability, with clear visibility of all the platform components.
Moreover, some of these projects employ extra efforts and propose an additional layer of
transparency. They target data traceability, by introducing mechanisms with added values
over the current Blockchain features. Different enhanced tracking methods are deployed,
ranging from involving new sensors to tags and tracers, as shown in Table 6.2. Vechain and
Ambrosus are notable projects, which employ different methods. Ambrosus takes advantage
of the Merkle tree in their transactional processes, since it is based on hash cryptography.
With this tree algorithm, users can immediately find their data and filter out the wrong inputs.
The tree algorithm can also be used with other IoT devices or mobile scanner applications

that distinguish between massive Blockchain records. In other terms, it enhances the tracing
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Project Name

Transparency Technique

Tool

Ambrosus [102]

Merkle Tree Algorithm

Hash-based data structure

Smart contract

Measurement and requirement smart contracts

Modum [103] IoT device involvement "track and trace" QR code
IoT device involvement Modum temperature logger
Smart contract Normal utilization
Vechain [101] Blockchain core improvement Block transaction format (ID, DependsOn, Blockref)
Smart contract Normal utilization
Chronicled [115] IoT device involvement Smart tag (cryptographically secured chip)

WaltonChain [100]

10T device involvement

RFID tag IC

Smart contract

Manage parent chain and sub-chains contracts

Devery [105]

Smart contract

Smart contracts for registration and verification

OriginTrail [82]

Smart contract

Off-chain utilization

Zero-Knowledge Proof

Sensitive data protection

Cargocoin [107]

Smart contract

Normal utilization

Bext360 [122] Smart contract Normal utilization
Shipchain [104] Smart contract Normal utilization
WABI [109] IoT device involvement RFID cryptographically secured chip
TE-Food [110] IoT device involvement Plastic security seals (1D/2D barcodes)
Smart contract Normal utilization
FarmaTrust [111] Smart contract Normal utilization

IoT device involvement

QR code scanner via mobile
SMS/voice label code on traditional mobile

ProductChain [118]

10T device involvement

Transaction vocabulary

BlockGrain [112] Smart contract Public/private Blockchain managment

Zero defects [113] Blockchain core improvement IOTA DLT platform

Everledger [117] IoT device involvement Inteliggent Labelelling: RFID, NFC
FR8 [202] IoT device involvement Combines RFID, ID, product information

Our proposal [69]

IoT device involvement and smart contract

Combines DAG and Blockchain

Table 6.2 Transparency techniques of supply chain DLT-based Projects

function of the supply chain and speeds up the transparency process. Vechain is moving

towards the improvement in the core of Blockchain for additional service refinements. This

modifies Blockchain’s transaction format by defining new fields: ID, DependsOn, Blockref,

and Expiration for each transaction. From a logical standpoint, the Vechain proposal can

be commonly used within any DLT-based supply chain. The new fields of vechain can

be classified under tracking parameters that can be used with any DLT platforms without

challenging their functions. These parameters improve the data transparency and aid in the

perfect traceability achievement. However, most Blockchain-based supply chain projects

support smart contracts, but no one boosts the proliferation of IoT devices at a large scale.

Our proposal supports both IoT and smart contract to run on the supply chain platform,

thereby providing a suitable environment for the data transparency enhancement.
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6.6.1 IoT for Transparency Enhancement

The importance of 0T integration with Blockchain to enhance supply chain transparency
and traceability rises with IoT technology development. The IoT devices’ prominent features
are represented by collecting accurate data, quick adaptation, and always-on availability
services compared to traditional manual methods. Under the current central structure, [oT
experiences the difficulty of achieving a genuine cooperation because the relevant parties
of such cooperation often belong to different suppliers with complex or uncertain trust
relationships. Therefore, the collaboration of the current IoT devices can only be employed in
a trusted environment. As a technology that offers the service of trust, Blockchain can ensure
the authenticity of data on the network. 10T ensures the true effectiveness of information
when uploaded from the original source. The combination of IoT with Blockchain opens up
a road of innovation, with unlimited possibilities. It can be used primarily to track the history
of different goods. Thus, 10T technology is essential for new business systems. Furthermore,
the 10T helps to establish a harmonious relationship between Blockchain and the world, as
IoT devices are the physical interfaces that collect data. In addition, the IoT technology
can reduce the disturbing factors from the source to ensure the data’s actual effectiveness.
Mainly there are five IoT techniques involved in the industrial field [4]: RFID, wireless sensor
network (WSN), middleware, cloud computing, and 10T software. In contrast to human
abilities, 10T techniques assist producers in collecting data accurately, such as perceiving
temperature variation, calculating the elapsed time, and the color degree [205].

Many projects enforce the transparency of the supply chain by introducing the 1oT
technology within their projects, as illustrated in Table 6.3. Each project utilizes this
technology differently. Waltonchain is directly related to the inventor of RFID technology.
It introduces an enhanced RFID version for a Blockchain-based supply chain that provides
tamper-resistance, reliability, anti-counterfeiting, and traceability to the business system.
Thus, in addition to Blockchain features, the Waltonchain project includes an RFID tag IC and
reader IC, appropriate for Blockchain applications. The ICs are characterized by integrating
an elliptic curve and decryption acceleration module based on the existing RFID technology
and a communication interface protocol for Blockchain applications. Waltonchain solves
major [oT problems in Blockchain-based applications. It exempts tags from data storage
and limits its responsibility to signature verification. Tags automatically generate random
public keys private keys to ensure that the IoT application tag is unique, authentic, and
tamper-resistant. Thereby, tags can reduce the amount of information stored to solve overload
with large amounts of data in [oT applications. Moreover, tags solve the problem of slow
encryption and decryption in asymmetric encryption technology. Modum fabricates another
RFID IoT device called Modum logger temperature. The logger is an [oT temperature sensor
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designed for medical products that do not require active cooling during transport. During
the shipment process, the monitored temperature is stored in the logger memory. Using
Bluetooth technology, the shipment can be checked without opening it. The results of each
evaluation are stored in a smart contract inside the immutable Blockchain. This combination
of IoT, Bluetooth and smart contract demonstrates that drugs have not been exposed to
conditions which may compromise their quality and integrity. Vechain upgrades the chip
layer of a traditional IoT component by adding personal identification with an asymmetric key
algorithm. It generates random IDs of 20 bytes, hashes and transforms them into In this way,
every loT equipment is defined by a unique ID and asymmetric key. These IDs are managed
by smart contracts and permanently stored on the Blockchain. Different technologies can be
used to achieve the same goal. Wabi and Everledger are both interested in linking digital and

physical assets through IoT and Blockchain. However, they use different 10T tag devices.

Project IoT technology IoT role Technology Base
Modum [103] Modum temperature Trac.e drug tempera- Smart contract and BLE
logger ture instantly
IOT-RU20

WaltonChain Upload data direct to | (;pyp o 0 4 oid Smart REID Read-
Blockchain and real-

[100] (RFID tag IC . . . er/Writer
izes Anti-counterfeit

and reader IC)

Encrypted chips tag

Vechain [101] || technology develop- | Monitor and trace

Adds ID and asymmetric keys to IoT

devices
ment
Links digital and Secure RFID label
Wabi [109] Walimai physical assets Authentication is done

through RFID labels | through mobile consumers

. . L1nk§ digital - and NFC, RFID beacons, and synthetic
Intelligent Labeleing | physical assets | oy

through RFID, NFC,
Table 6.3 IoT-enabled DLT-based supply chain projects

Everledger
[117]

6.6.2 Smart Contract for Transparency Enhancement

The complex manufacturing networks’ structures challenge the supply chain transparency
and affect the overall collaborative system. The smart contract can reasonably tackle the
transparency gap and organize the collaboration. In addition to its central role in drawing
legal contracts among Blockchain members, a smart contract enforces the tracking and
monitoring of the content of the intended product’s data. Some of the Blockchain-based
supply chain projects listed in Table 6.2 use smart contracts for transparency enhancement

purposes. They integrate it differently, based on their infrastructure needs. In [180], a
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smart contract is used for transparency by proposing a framework that interconnects the
smart contracts and the manufacturing supply chain’ assets. In this proposal, each asset is
assigned a unique identification number by generating a particular smart contract stored on
the Blockchain. Therefore, the Blockchain ledger can be seen as a database of timestamps
that offers anyone the ability to notice that a certain thing has occurred. Ambrosus involves
smart contracts in a novel way by introducing two types of smart contracts: measurement and
requirement. All the assets and standards are periodically used in the measurement contracts,
and the smart contract requirements determine whether a product continuously meets the
standards defined by an interested participant in the network. In this framework, the smart
contract is utilized as a new protocol to set quality standards and compared directly to the
Measurements Smart Contract items. Vechain uses Ethereum virtual machine (EVM) with
additional extensions on the contracts called built-ins. It has six smart contract extensions for
further data reliability.

Generally, the complexities of attaining transparency are caused by the stakeholder’s
incompatibility in rules and conditions, leading to difficulties in reconciling transparency
requirements. The partners experience the obstacle of not revealing private data while
attaining intended transparency. The smart contract is a trusted tool that plays a significant
role in achieving transparency and some data privacy. All regulations, rules, and conditions
related to different supply chain partners should be collected at the first step to identify the
risks and goals. Hence, a smart contract transcribes/records and stores all the regulations,
conditions, and risks on the immutable Blockchain ledger. It is committed to executing
the partners’ recommendations by literally and intelligently following their predefined code
content. The smart contract can then help achieve the planning requirement, and can assist it
in reaching its targets successfully. Coupling smart contracts with IoT technology interacts
directly with the sensors to ensure precise execution. The registered data represent a source
of trust for all partners, since it is recorded on an authentic ledger. Finally, the decisions to
expose data are taken through a dynamic and trusted platform, considering all the supply

chain’ network complexities.

6.6.3 Transparency Versus Opacity: Access Control

In addition to the above-mentioned technical limitations, there are further obstacles that would
affect the ability to achieve full transparency. Full (uncontrolled) transparency goes against
the opacity and privacy required by stakeholders that intend to hide sensitive information
such as plans, cost, secret ingredients, etc. In a Blockchain-based supply chain, and since
its introduction, Blockchain ensures the use of multiple keys for signing transactions so
that, each time, a new key is generated and used once. This method protects user privacy
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on the cryptography level. However, it requires an advanced method to enable parties to
customize their transparency and opacity levels based on their requirements and regulations.
For example, some sensitive data are shared among partners/companies only for collaboration
purposes in a supply chain. Thus, the decentralized platform is requested to protect such data
from leakage and provide certain opacity using access control. At this level, questions are
raised about the effectiveness of the aforementioned techniques on transparency control. How
can we mitigate the gap behind Blockchain data transparency and obtain access control?

In this context, the fully decentralized system (public Blockchain) prevents partners from
controlling their data as if it were in the centralized systems. This inability to control opacity
leads the partners to prefer the private Blockchain to the public one, knowing that the latter is
much more recommended for the global supply chain. Hence, there is a need to accomplish
the access control feature within the global Blockchain. Table 6.4 depicts the techniques’
impacts on the transparency access control, their advantages, and limitations. Starting with
the public Blockchain, the ZKP promises to preserve their privacy, encouraging them to
go public. Other cryptographic proposals would also have a large impact on data privacy,
such as homomorphic encryption integrated with Blockchain [206]. These algorithms protect
privacy and advance public Blockchain usage. However, they have a medium impact on data
transparency and opacity control. The Merkle tree technique facilitates traceability without
exerting a significant impact on the control side. Regarding transparency, smart contracts and
IoT techniques can significantly provide access control if employed precisely. The recent
projects listed above, which investigated smart contract development, ignore the transparency
access control and concentrate on their functionality part only.

To satisfy both transparency and opacity requirements, a hybrid Blockchain is an appro-
priate solution to regain partners’ confidence in the supply chain decentralization. On the
one hand, partners are able to run and store their sensitive data off-chain, thus achieving
opacity. On the other hand, partners could publish different data to the Blockchain to ensure
transparency. In addition, a hybrid smart contract [207] was recently proposed, which permits
the control of off-chain data and lets partners build smart contracts that cover both on-chain
and off-chain data. In the context of data opacity, improving data transparency leads to
more control over data and therefore more control over opacity. Our proposal contributes in

providing suitable platform for data transparency enhancements and opacity control.

6.6.4 Summary and Open Issue

The aforementioned projects lack transparency standards to manage and organize the data
transparency requirements within the new DLT technology. This study does not prompt actors
to choose between different projects (like Vechain, Ambrosus, OriginTrail, etc.). Instead, it
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Transparency
Techniques Access Control Benefits Limitations
Impact
Zero- Ensure privacy in public
. P y P Unable to recover lost user
Knowledge- Medium Blockchain and encourage .
. ) credentials
Proof merging supply chains
. Facilitate extract and track- | Hash collision and over-
Merkle tree Medium . )
ing data head syncing
: Facilitate the access con- | Have no direct impact un-
Blockchain ) i .
. trol in case of improv- | less the improvements be-
core improve- Low . .
ment ing transaction format and | come related to data trans-
roles parency
Apply conditioning access .
Smart  Con- . Complexity in a scalable
Very High control and automate the P Y
tract o environment
traceability process
Involvement of Hich Rapid data correlation and | Unable to be managed in a
loT devices £ facilitate automation vast centralized system

Table 6.4 Current techniques impacts on transparency access control

sheds light on the available techniques. It drives stakeholders to integrate more techniques in
different ways to mitigate the gap behind the transparency concerns of the newly introducing
DLT-based supply chain. Another goal is to highlight the transparency access control topic
and its influence on decentralized supply chain projects. The analyses highlight the open
issue related to inventing more tools to improve transparency in general and advance the
progress in the transparency/opacity access control in specific. Besides, other cryptographic
techniques, such as the ZKP, encourage enterprises to accord with the public Blockchain
while conserving their privacy. This technique may drive the adoption of open supply chain
platforms in the future. We define three policy enforcement steps to define the transparency
requirements and clarify the whole process. After that, any supply chain planning to move
into Blockchain could pass through the above policy enforcement steps for the required
validation to recognize the best-fit Blockchain type and techniques. Consequently, it can

explore the techniques mentioned above that fit its requirements.

As a result of these analyses, the Blockchain offers an attractive embedded transparency
feature to the entire supply chain and improves the overall processes. Furthermore, the
techniques presented in this study assist in the achievement of further transparency and
support supply chain actors in building their platforms. The current Blockchain-based

supply chain solutions lack transparency access control, and thus, restructuring their platform
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is required. The techniques that could be used are very different. Obviously, the smart
contract and IoT techniques have the highest impacts on transparency access control. The
IoT technology integrated with smart contracts automates the traceability process to enhance
transparency and reduce the overall risks. Nevertheless, the existing Blockchain projects
do not have a severe solution to the high proliferation of IoT devices which hinders the
IoT/smart contract techniques in enhancing transparency. In this context, our proposal, which
is a combination of DAG and Blockchain, enforces the proliferation of IoT devices with
smart contracts. Thus, the proposal provides feasible infrastructure and paves the way for a

typical DLT platform with data transparency improvements.

6.7 Conclusions

This work highlights essential questions related to the Blockchain-based supply chains’ data
transparency. It considers the transparency challenges, the DLT transparency techniques, and
additional measures that can be employed. Accordingly, the existing projects are presented
with their adopted techniques. It is noted that some of them implement standard Blockchain
features, including transparency and traceability. However, some other projects exploit
additional techniques to enhance transparency and satisfy their requirements. We highlight
these techniques and analyze them to investigate their impacts on a Blockchain-based supply
chain and to achieve the thesis main goal of typical DLT-based platform for the supply chain.
Few projects use alternative methods, such as involving cryptographic tools like Merkle
tree and zero-knowledge. IoT technology and an advanced smart contract are the most-used
techniques to achieve more transparency, as well as what Blockchain provides. our proposal,
which is a combination of DAG and Blockchain, enforces the proliferation of IoT devices
with smart contracts. Thus, the proposal provides feasible infrastructure and paves the way
for a typical DLT platform with data transparency improvements. We conclude that further
enhancements are needed to achieve the required data transparency in the supply chain and

to control unlimited access to sensitive data according to the opacity requirements.



Chapter 7
Conclusion and Future Works

DLT is considered a promising solution that addresses the existing supply chain drawbacks,
such as independent stakeholders, lack of transparency, and visibility, which lead to trace-
ability issue. While existing centralized supply chains suffer from such limitations, the
innovative Blockchain-based supply chain projects do not provide a typical platform suitable
for the scalability requirements of huge participants, including the IoT devices. The main
problem is that all of the current solutions adopt Blockchain as a decentralized platform
and put efforts into addressing its shortcomings. Yet, improving Blockchain components is
essential but still cannot be relied on its platform to fully manage the supply chains because
the main Blockchain issue is related to its linear block structure, where transactions flow
into its ledger are governed by the block rule and consensus mechanism. Therefore, the
enormous incoming transactions are objected to latency problem. Previously, we introduced
IOTA, the alternative Blockchain which is based on the DAG mechanism. Although the IOTA
platform’s high scalability and its suitability for [oT environments, the research on running
supply chains on the DAG platform are very rare. This refers to the new decentralized
concept that is still not ready for the supply chain as it is not entirely decentralized and the
smart contract limitation. At this point, we proposed in chapter four a new platform that
combines both Blockchain and IOTA as their benefits/drawbacks complement each other.
The proposal includes distributed connector which intermediates both DLTs to translate
the transaction formats and provide connectivity among Tangle users and their Blockchain
ledger. The proposed platform comprises a Tangle application and connector in the front
end and a Blockchain running implicitly in the backend. It is worth noting that the supply
chain users’ visibility is limited to their Tangle platform, where no access is granted to the
Blockchain side. Besides, we proposed a resource allocation mechanism that addresses the
IOTA distribution tasks and provides load balancing among its nodes.

Once the proposed architecture is settled and validated, we address the transparency
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feature and its negative influence on the supply chain that lead to sensitive data revelation
with no control. In the last chapter, we analyze all the related works and highlight the
transparency impacts. The analysis provides some mechanisms that could be used to enhance
transparency. However, the main issue behind this feature is not well-addressed, and further

effort is required.

7.1 Contributions

The current Ph.D. thesis contributes to proposing a new DLT platform that tackles the issues
behind the massive IoT devices in a supply chain system. The new platform is embodied
in a combination of Blockchain and IOTA in which the latter represents the frontend appli-
cation, and the former represents the backend Blockchain service. Our thesis proposed a
distributed connector software running in the middleware for a successful combination. The
proposal allows smart contracts to run on the DAG applications while they are executed on
the Blockchain ledger. Also, an efficient resource allocation scheme has been introduced
to distribute the tasks fairly among IOTA nodes, and it is based on the Weight least Con-
nection load balancing algorithm. Due to many challenges faced by transparency in the
supply chain, we elaborated state of art to highlight its requirements and challenges. We
also presented how different projects and applications tackled data transparency issues by
involving the Blockchain in their core platform differently. Furthermore, we analyzed the
projects’ techniques and tools utilized to customize transparency. We concluded that further
enhancements are needed to set a balance between data transparency and process opacity
required by different partners to assure the confidentiality of their processes and control

access to sensitive data.

7.2 Discussions and Future Work

Apart from DAG scalability and negligible transaction fees suitable for IoT environments,
the combination of Blockchain and IOTA brings many benefits. The 10T data is spread on
two different ledgers, which empowers applications to rely on Tangle or Blockchain to get
the required data. IOTA takes into consideration the weak IoT resource capabilities and
performs snapshots every specific time so that not all data can be found on Tangle. The
IoT data are stored on the Tangle ledger and streamed toward the Blockchain ledger, the
permanent destination. The permanent database stored in the Blockchain consists of all data
starting from genesis until the last transaction. That is, we have no worries about data storage

in terms of availability and physical location since it is doubled and distributed throughout
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the Blockchain ledger. Therefore, the application investigates the Tangle ledger first for the
required data then the Blockchain ledger in case the required data are no longer available
on the Tangle. It can be said that the [oT application and its database are partially separated
since it has a permanent online full copy in the Blockchain ledger. Furthermore, the latter
plays the data backup role for the Tangle nodes in case of corruption or security breaches.

Transactions flow from the application site towards its final destination inside the
Blockchain ledger. Hence, Tangle rules will be applied first. That is, Tangle will force
Blockchain to follow its footsteps, and as a result, the Tangle is chaining Blockchain. In
other words, the features of Tangle are still available, as well as the Blockchain benefits.
The ability to work offline is one of the added values of Tangle, where offline nodes create
TXs and broadcast them later to the network. On the Blockchain side, Enabling smart
contracts on Tangle network is possible, although DAG does not have the concept of time
series. The smart contract will be running on the Blockchain platform towards IoT nodes.
Besides, This combination eliminates the need for keeping 10T nodes online since storage is
a decentralized up and running service. The proposed system supports all IoT devices to be
entirely disconnected or powered off during a specific time.

Contrarily to single DLT -either Blockchain or Tangle- users are not relying hardly
on each other to execute queries since they have two different data sources, which adds
flexibility to the Tangle nodes. In other words, the number of Tangle nodes is independent
of Blockchain nodes, and their proliferation does not affect the Blockchain functionality as
these nodes are not involved directly in the Blockchain scheme in either mining or block
creation. Precisely, Blockchain is only constrained by the number of arrival TXs into its
ledger, which could hinder the whole process or suppose delays in TX processes. Finally, the
proposal leads us to further future investigations in terms of scalability and the security topic

and others. The Below subsections present the topics of our future research:

7.2.1 Rate Control

Every communication network aims to handle the injected traffic of its nodes to control the
data system better and to avoid any unpleasant situations. Decentralized systems are similar
to any other network in terms of congestions and bottlenecks when it comes to traffic load
larger than what the network can manage.

Generally, the proposed connector processes and delivers the incoming transactions
immediately to the Blockchain. In high traffic, the transactions are generally processed on the
Tangle side with high performance compared to the low traffic because of the DAG nature.
Accordingly, the Tangle-based application will not be affected. On the Blockchain side, high
transactions could overcharge the Blockchain ledger with high loads and result in further
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delays. Actually, the Blockchain is not involved in real-time processing since the application
is running on the Tangle. Therefore, the proposal tolerates the delays that occurred to the
transactions after being attached to the Tangle. Additionally, the connector can buffer the
data to a certain limit if the Blockchain is busy or unavailable.

Ideally, when data streamlines double DLT systems, they should meet an acceptable
transaction rate to guarantee the continuity of the platform. The goal is to keep both Tangle
and Blockchain in a maximum synchronizing state. The rule of thumb is to respect that
the amount of issued Tangle-based TXs does not exceed the Blockchain nodes’ capacities
too much. The cloud may play an essential role in providing the flexibility of adding nodes
on demand and enhancing the Blockchain network to fit the Tangle loads. Also, the tools
described previously, such as modifying the core of Blockchain by involving a light consensus
algorithm, can provide an accepted performance without troublesome delays. In future work,
we will be working on enhancing the transaction rate between Blockchain and IOTA and set
the ideal requirements to reach this target. Also, we will sets a synchronization mechanism

among these DLT's to negotiate the transaction status.

7.2.2 Security

With the adoption of Blockchain and IOTA across the supply chain ecosystem, we need
to ensure that all DLT-related security risks are identified and addressed to maintain the
system’s safety and stability. During our study, analysis, and implementation of our proposal,
we referred to the default security provided by both DLTs. They are considered secure with
high immunity against several types of attacks. However, decentralization is usually more
vulnerable to security attacks due to its newness or absence of control. On the security level,
the connector can be adjusted in our future work to only deliver the high-priority transactions

rather than the immediate delivery of tips.

7.3 Publications
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