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Résumé: L'objet de cette thése est la concep-
tion de protocoles pour |'entrainement de modéles
d'apprentissage automatique avec protection des
données d'entrainement. Pour ce faire, nous nous
sommes concentrés sur deux outils de confidential-
ité, la confidentialité différentielle et le chiffrement
homomorphe. Alors que la confidentialité différen-
tielle permet de fournir un modéle fonctionnel pro-
tégé des attaques sur la confidentialité par les util-
isateurs finaux, le chiffrement homomorphe permet
d'utiliser un serveur comme intermédiaire totale-
ment aveugle entre les propriétaires des données,
qui fournit des ressources de calcul sans aucun ac-
cés aux informations en clair. Cependant, ces deux
techniques sont de natures totalement différentes
et impliquent toutes deux leurs propres contraintes
qui peuvent interférer : la confidentialité différen-
tielle nécessite généralement I'utilisation d'un bruit
continu et non borné, tandis que le chiffrement
homomorphe ne peut traiter que des nombres en-
codés avec un nombre limité de bits. Les travaux
présentés visent a faire fonctionner ensemble ces
deux outils de confidentialité en gérant leurs inter-
férences et méme en les exploitant afin que les deux
techniques puissent bénéficier I'une de I'autre.
Dans notre premier travail, SPEED, nous éten-
dons le modéle de menace du protocole PATE (Pri-

vate Aggregation of Teacher Ensembles) au cas
d'un serveur honnéte mais curieux en protégeant
les calculs du serveur par une couche homomorphe.
Nous définissons soigneusement quelles opérations
sont effectuées homomorphiquement pour faire le
moins de calculs possible dans le domaine chiffré
trés coliteux tout en révélant suffisamment peu
d'informations en clair pour étre facilement pro-
tégé par la confidentialité différentielle. Ce com-
promis nous contraint & réaliser une opération
argmax dans le domaine chiffré, qui, méme si elle
est raisonnable, reste coiliteuse. C'est pourquoi
nous proposons SHIELD dans une autre contri-
bution, un opérateur argmax volontairement im-
précis, a la fois pour satisfaire la confidentialité
différentielle et alléger le calcul homomorphe. La
derniére contribution présentée combine la confi-
dentialité différentielle et le chiffrement homomor-
phe pour sécuriser un protocole d'apprentissage
federé. Le principal défi de cette combinaison
provient de la discrétisation nécessaire du bruit in-
duite par le chiffrement, qui complique I'analyse
des garanties de confidentialité différentielle et
justifie la conception et [I'utilisation d'un nou-
vel opérateur de quantification qui commute avec
I'agrégation.
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Abstract: The purpose of this PhD is to design
protocols to collaboratively train machine learning
models while keeping the training data private. To
do so, we focused on two privacy tools, namely
differential privacy and homomorphic encryption.
While differential privacy enables to deliver a func-
tional model immune to attacks on the training
data privacy by end-users, homomorphic encryp-
tion allows to make use of a server as a totally
blind intermediary between the data owners, that
provides computational resource without any ac-
cess to clear information. Yet, these two tech-
niques are of totally different natures and both en-
tail their own constraints that may interfere: differ-
ential privacy generally requires the use of contin-
uous and unbounded noise whereas homomorphic
encryption can only deal with numbers encoded
with a quite limited number of bits. The pre-
sented contributions make these two privacy tools
work together by coping with their interferences
and even leveraging them so that the two tech-
niques may benefit from each other.

In our first work, SPEED, we built on Private

Aggregation of Teacher Ensembles (PATE) frame-
work and extend the threat model to deal with
an honest-but-curious server by covering the server
computations with a homomorphic layer. We care-
fully define which operations are realised homo-
morphically to make as less computation as possi-
ble in the costly encrypted domain while revealing
little enough information in clear to be easily pro-
tected by differential privacy. This trade-off forced
us to realise an argmax operation in the encrypted
domain, which, even if reasonable, remained ex-
pensive. That is why we propose SHIELD in an-
other contribution, an argmax operator made inac-
curate on purpose, both to satisfy differential pri-
vacy and lighten the homomorphic computation.
The last presented contribution combines differen-
tial privacy and homomorphic encryption to secure
a federated learning protocol. The main challenge
of this combination comes from the fact that the
encryption induces a quantisation of the noise, that
complicates the differential privacy analysis and
justifies the design and use of a novel quantisation
operator that commutes with the aggregation.
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Synthése en francais

L'objet de cette thése est la conception de protocoles pour |'entrainement collaboratif de modéles
d'apprentissage automatique avec protection des données d'entrainement. Pour ce faire, nous nous sommes
concentrés sur deux outils de confidentialité, la confidentialité différentielle et le chiffrement homomorphe.
La confidentialité différentielle utilise du bruit aléatoire pour cacher I'information sensible des individus.
Grace a celle-ci, il est possible de fournir un modéle fonctionnel protégé des éventuelles attaques sur la
confidentialité par les utilisateurs finaux. Le chiffrement homomorphe, quant a lui, désigne un ensemble
de techniques cryptographiques qui permettent de réaliser des opérations sur des données chiffrées. En
employant ce type de chiffrement, on peut utiliser un serveur comme intermédiaire totalement aveugle entre
les propriétaires des données, qui fournit des ressources de calcul sans aucun accés aux informations en clair.
Cependant, ces deux outils sont de natures totalement différentes et impliquent tous deux leurs propres
contraintes qui peuvent interférer : la confidentialité différentielle nécessite généralement I'utilisation d'un
bruit continu et non borné, tandis que le chiffrement homomorphe ne peut traiter que des nombres encodés
avec un nombre limité de bits. Les travaux présentés visent a faire fonctionner ensemble ces deux outils de
confidentialité en composant avec leurs interférences et méme en les exploitant afin que les deux techniques
puissent bénéficier I'une de I'autre.

Dans notre premier travail SPEED (Secure, PrivatE, and Efficient Deep learning, soit apprentissage
profond sécurisé, confidentiel et rapide), une base de données publique est étiquetée en agrégeant le savoir
de plusieurs modéles professeurs, via un serveur qui choisit la réponse la plus fréquente parmi les réponses
des professeurs, qui sont vues comme des votes. La base de données publique, ainsi étiquetée, est utilisée
pour entrainer un modéle étudiant. SPEED est inspiré du protocole PATE (Private Aggregation of Teacher
Ensembles, soit agrégation confidentielle d'ensembles de professeurs) mais, contrairement au modéle de
menaces de celui-ci, le serveur est considéré comme une menace pour la confidentialité des données des
professeurs. Les calculs du serveur sont donc protégés par une couche homomorphe. Nous définissons
soigneusement quelles opérations sont effectuées homomorphiquement pour faire le moins de calculs possible
dans le domaine chiffré, trés coliteux, tout en révélant suffisamment peu d'informations en clair pour que
les données soient facilement protégées par la confidentialité différentielle. Ce compromis nous contraint a
réaliser une opération argmax dans le domaine chiffré, qui, méme si elle est raisonnable, reste coliteuse.

C'est pourquoi, dans une autre contribution, nous proposons SHIELD (Secure and Homomorphic Im-
perfect Election via Lightweight Design, soit élection imparfaite sécurisée et homomorphe de conception
algorithmique légére), un opérateur de sélection du vote le plus fréquent volontairement imprécis, a la fois
pour satisfaire la confidentialité différentielle et alléger le calcul homomorphe. |l est particuliérement appro-
prié au protocole SPEED mais son champ d’application se veut plus général puisqu'il pourrait étre utilisé
pour des élections avec garanties de confidentialité. La sortie de |'opérateur SHIELD est obtenue en tirant
aléatoirement parmi les votes et |'opérateur est ainsi intrinséquement probabiliste. Un résultat crucial de
cette contribution est que ce comportement probabiliste donne & SHIELD des garanties de confidentialité
différentielle sans nécessiter une addition de bruit aléatoire. Pour améliorer la précision, I'entropie de la
distribution des votes est réduite grace a un nombre paramétrable d'additions et de multipilcations homo-
morphes, moins coiiteuses a réaliser qu'un argmax homomorphe exact. Par construction, cet opérateur
dépasse les compromis classiques de la cryptographie et de la confidentialité différentielle, respectivement



sécurité-performance et confidentialité-précision, en alignant les objectifs de performance et de confidential-
ité : relacher les paramétres permet des calculs efficaces tout en offrant “gratuitement” des garanties de
confidentialité.

La derniére contribution présentée combine la confidentialité différentielle et le chiffrement homomorphe
pour sécuriser un protocole d'apprentissage fédéré. Le principal défi de cette combinaison provient de la
discrétisation nécessaire du bruit induite par le chiffrement. En effet, pour garder des garanties de confiden-
tialité différentielle du point de vue du serveur, les clients se chargent eux-mémes de bruiter leurs mises a jour
avant de les envoyer au serveur, de sorte que le bruit total aprés agrégation fournisse les garanties de confi-
dentialité requises. Une discrétisation classique induit un bruit agrégé suivant une distribution complexe ne
permettant pas une analyse de confidentialité simple. Ceci justifie la conception et |'utilisation d'un nouvel
opérateur de discrétisation, fondé sur la distribution de Poisson, et qui commute avec |'agrégation. Etant
ainsi équivalente a un post-traitement, la discrétisation n'a aucun impact sur les garanties de confidentialité
qui s'avérent donc étre les mémes que celles du trés classique mécanisme gaussien.
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Introduction

Machine Learning (ML) techniques have become ubiquitous in almost all fields of industry
and our daily lives. The used algorithms, and especially neural networks, the most popular ones
in many applications among which image processing and natural language processing, require
massive amounts of data to get trained and reach the impressive accuracy that made their
success. This huge need for data together with the omnipresence of the Internet and the boom
of communication exchanges made data the "new oil" (Clive Humby, 2006).

In parallel, confidentiality has raised greater and greater concerns as evidenced by the new
regulations on data privacy (e.g. GDPR [1] in the EU). The COVID crisis has entailed an
increase of personal data sharing and people tracking with the goal of limiting the spread of
the virus. In reaction, the interest and questionings about privacy have become more and
more vivid. While all kinds of data might be considered as private, some fields like healthcare
(e.g. HIPAA [40] in the USA), finance, commercial strategy are especially sensitive to privacy
breaches. In this context, it is well known that, once trained, a machine learning model may
indirectly release some information about its training data [37]. Many researchers have exhibited
attacks on machine learning models, assuming that the adversary, e.g. an end-user of the model,
has access to the parameters of the model (white-box access) or even only to the output of
the inference on some queries it made to the model (black-box access) [73, 158, 167]. These
attacks are even more likely with the emergence of machine learning as a service [151] in recent
years: an adversary, by playing the role of a customer, can have access to many trained models
and learn information about their training data along the queries.

A general trend of the recent advances in machine learning is to train a model using knowl-
edge from several independent entities that take part in the training process. We call this kind
of learning framework collaborative learning. Besides the end-users, other potential adversaries
appear in the context of collaborative learning. Indeed, a learning framework involving several
data owners usually resorts to a server that gathers and computes information from the data
owners. This information access may jeopardise the training data privacy if the server is not
to be trusted. Furthermore, federated learning, a collaborative learning paradigm introduced
in 2016 by McMahan et al. [126] to protect the data by keeping them on the owner's device,
actually brings in a new kind of adversary - the data owners themselves, known as clients.
Indeed, at each round of the iterative learning process, the clients get some information derived
from all the training data, thus giving any client the opportunity to retrieve information from
the other clients.

To deal with these issues, one of the most popular approaches to data privacy is Differen-
tial Privacy (DP), introduced by Dwork et al. [63], which quantifies the amount of information
leaked by the output of a mechanism about its input. This notion of privacy implies that the
considered mechanism is probabilistic, which is often achieved by applying carefully parame-
terised random noise to a deterministic mechanism. Since 2006, DP has been actively studied
in the context of machine learning (see e.g. [102]).

Cryptography is another field that helps providing protection to sensitive data, in particular
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at training time, especially since the recent emergence of techniques for computing directly over
encrypted data like Homomorphic Encryption (HE) [149,189] and multi-party computation [134]
(and in particular secure aggregation [25]). As such, these techniques allow a server to perform
secure, blind computations without access to the inputs, and, in the case of HE, to the outputs
either. While this thesis focuses on the threats coming from honest-but-curious adversaries, i.e.
adversaries that properly execute their tasks, HE can also be associated in some cases to tools
such as verifiable computing to bring additional computation integrity guarantees, including in
the context of federated learning [122].

The revolution of Al and especially deep learning that poses great challenges in terms of
privacy together with the discovery of novel tools in cryptography and statistics to enhance
data privacy give rise to an exciting new research field. The interest for privacy-preserving
machine learning boosts research efforts about privacy-enhancing techniques while allowing Al
applications to flourish in the respect of people's right to privacy.

Summary of the thesis: The purpose of this PhD is to design protocols to collaboratively
train machine learning models while keeping the training data private. To do so, we focused
on two privacy tools, namely DP and HE. While DP enables to deliver a functional model
immune to attacks on the training data privacy by end-users, HE allows to make use of a
server as a totally blind intermediary between the data owners, that provides computational
resources without any access to clear information. Yet, these two techniques are of totally
different natures and both entail their own constraints that may interfere: for example, DP
generally requires the use of continuous and unbounded noise whereas HE can only deal with
numbers encoded with a quite limited number of bits. The presented contributions make these
two privacy tools work together by coping with their interferences and even leveraging them so
that the two techniques may benefit from each other.

In our first work, SPEED, for Secure, PrivatE, and Efficient Deep learning, a public unla-
belled database is labelled by aggregating the knowledge of several teacher models, via a server
that applies the plurality rule on the teachers’ answers, seen as votes. The public database,
once labelled, is used to train a student model. Both the end-users of the student model and
the server are deemed honest-but-curious adversaries. We cover the server computations by a
homomorphic layer and carefully define which operations are realised homomorphically to make
as less computations as possible in the computationally costly homomorphic domain while re-
vealing little enough information in clear to be easily protected by DP. In fact, revealing the
histogram of the teachers’ votes in clear would have required to apply too much noise to main-
tain reasonable DP guarantees, that is why the argmax operation is realised in the encrypted
domain.

In another contribution, we propose SHIELD, Secure and Homomorphic Imperfect Election
via Lightweight Design, an argmax operator which is made inaccurate on purpose, both to
satisfy DP and lighten the homomorphic computations. It is particularly appropriate to SPEED
framework but may have more general applications. SHIELD obtains its output by sampling
in the teachers’ votes distribution and, as such, is inherently probabilistic. A crucial result of
this contribution is that this probabilistic behaviour makes SHIELD differential private, without
need for noise addition. To increase the accuracy, the entropy of the teachers’ votes distri-
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bution is lowered thanks to a limited and parameterisable number of homomorphic additions
and multiplications, simpler to compute than an exact homomorphic argmax. By construc-
tion, this operator goes beyond the classical trade-offs in cryptography and DP, respectively
security-performance and privacy-utility, by aligning the performance and privacy objectives:
loose parameters that allows for efficient computations also offer privacy “for free".

The last contribution of this manuscript combines DP and HE to secure a federated learning
protocol. The main challenge of this combination comes from the necessary quantisation of the
noise induced by encryption. Indeed, to keep the training differentially private from the point
of view of the server, the clients are in charge of noising their updates before sending them
to the server, so that the total noise after aggregation ensures the required DP guarantees.
Classical quantisation results in a complex aggregated noise that does not allow for a simple
DP analysis. This justifies the design and use of a novel stochastic quantisation operator, based
on the Poisson distribution, that commutes with the aggregation and, being equivalent to a
post-processing, does not have any influence on the DP analysis that boils down to the vanilla
Gaussian mechanism analysis.

Outline of the manuscript: In the first part of this manuscript, we introduce the context
and state of the art, along with some technical background. In a first chapter, we reflect on
the possible reasons of the importance of data privacy in our society, giving examples of privacy
breaches that would clearly need to be addressed, according to a large consensus. We also
present some of the mainstream regulations about data privacy in the world, most of them being
quite recent, before detailing the terminology about privacy concerns in the different relevant
fields. After summarising the notations that will be employed throughout the manuscript,
Chapter 2 presents the technical tools usually used in privacy-preserving machine learning. We
introduce DP, mixing technical definitions and properties with intuitive insight, along with toy
examples, research works and real-life use-cases. A second section deals with cryptographic
primitives and most importantly HE and its several flavours. We briefly mention some works of
the literature. Finally, we compare cryptographic security and DP, seen as different levels of the
privacy-utility trade-off. In the last chapter of this part, we introduce federated learning and
especially the federated averaging algorithm before reviewing the literature about collaborative
learning protocols that protect the training data privacy, most of the works involving federated
learning as it is currently the most popular collaborative learning framework. We focus on
protocols that combine DP and cryptographic primitives to get the best of both worlds.

In a second part, we thoroughly present our three main contributions, named after the
corresponding articles that we summarised above: SPEED: Secure, PrivatE, and Efficient Deep
learning, When approximate design for fast homomorphic computation provides differential
privacy guarantees and Combining homomorphic encryption and differential privacy in federated
learning.

The manuscript is concluded by an overview of how our contributions can help in addressing
the issues presented in the first part. We also propose perspectives on applications of our works
as well as more theoretical lines of research.
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1 - On the importance of data privacy

In 1889, the emergence of photography and sensational journalism urged attorney Samuel
Warren and future U.S. Supreme Court Justice Louis Brandeis to write an article about the right
to privacy, defined as “the right to be let alone” [183]. 117 years later, while machine learning
was about to explode, mathematician and entrepreneur Clive Humby pronounced his famous
sentence “data is the new oil”. The following years confirmed Humby's quote. Nowadays, the
GAFAM, whose market capitalisation is of the order of magnitude of a trillion dollars, have
access to tremendous amounts of data about their users - habits, decision-making, preferences.
They can use these data to improve their recommendation systems, their search engines, target
the advertisements, turning them to always be more attractive, more and more used and then
giving them access to more and more data. But this virtuous circle and the eagerness for
personal data it entails is dangerous for people's privacy.

1.1 . Why must some information remain private?

Our society greatly values privacy. Is there an ethical, moral reason that justifies this care
about privacy? Far from claiming to exhaustively study the difficult philosophical question of
privacy, we rather ask some questions and present some very basic ideas to raise the awareness
on an issue which is not as obvious as one may think a priori. It seems indeed quite reasonable to
ask these questions before extensively discussing technical ways of ensuring privacy throughout
this manuscript.

1.1.1 . Individuals’ privacy

First of all, let us clarify what is meant by privacy. In this chapter, and in general in this
thesis, the term privacy will refer to the control over information about oneself and over whom
or what can have access to it. This being stated, we may now wonder why we care about
privacy.

The most obvious, and perhaps more relevant in practise, answer comes from the utilitarian’
point of view: some information may be used maliciously. For instance, one may want to hide
some goods or the fact that one owns these goods for fear from being stolen, as well as keep its
bank password secret. More specifically to the Internet era, cookies that track an individual's
activity on the web might be used to increase the price of goods or services the individual is
interested in (plane tickets is a famous example). One may also want to keep its location private
to prevent an aggression. In this view, privacy is useful to prevent a danger or a prejudice.

Fairness can also be a justification for privacy. The fight against discrimination of any kind
may need the hiding of some information when, unfortunately, someone in charge of judging
a person or a person's work is suspected from being biased (this threat justifies anonymised
exams, blind reviews for scientific papers).

'Utilitarianism is a doctrine that states that something’s value must be measured by its useful-
ness.
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More generally, it seems that human beings are often reluctant to share personal information
because of a vague distrust towards whom could get this information, not necessarily knowing
what could happen in case of revelation, as if the revelation of private information made us
more exposed to harm. The physical counterpart of this distrust includes a certain coyness
to show nudity and, also, information regarding health status, another exemplar application of
privacy techniques. Indeed, knowing that somebody is ill is knowing this person is vulnerable.
Hence, considering medical data as sensitive might be an heritage of the fear of showing its
vulnerability, which could constitute an incentive to aggression?.

In fact, knowing one's weaknesses, or, in general, having a detailed vision of one's person-
ality, gives a lot of power: personal data can be used by an adversary to manipulate people.
Indeed, if one knows somebody's political orientations or religious beliefs, it will be easier to
convince him/her to have a particular behaviour. The scandal of Cambridge Analytica illus-
trates this risk quite well. The consulting company Cambridge Analytica designed a personality
quiz and prompted people to answer it by offering money and pretending it was for scientific
purposes. Once someone had answered the quiz, she had to access her Facebook profile to get
the financial reward. Cambridge Analytica then had access to the general information and the
likes from her Facebook profile and her Facebook friends’ profiles. The company also bought,
sometimes illegally, additional information about its victims (subscriptions to magazines, travel
tickets). Thanks to this information, Cambridge Analytica sent targeted messages via social
networks to the most persuadable of its victims in order to manipulate them. Among the clients
of Cambridge Analytica were republican supporters during the US presidential election of 2016
when Cambridge Analytica's messages influenced people so that either they vote for Donald
Trump, or, if they were deemed too hard to convince, they do not vote for the election.

Privacy also allows an individual to act without fearing any judgement, influence, threat
or retaliation, which is the rationale for vote secrecy in democracy for example. This leads
us to a more abstract view of privacy: some authors [59, 162] make the hypothesis that we
value privacy because it allows us to act more freely, in a kind of bubble protected from the
interference and influence of other people. Of course, this argument can be reversed: without
being seen by anybody, one might do any bad action with impunity, as suggests Plato’s myth of
the ring of Gyges. Nevertheless, it seems reasonable to think that some privacy is necessary to
keep individuals' independence and identity. Without it, the least action would be constrained
by social norms and we may argue that this would greatly harm creativity: an idea that would
be considered as shameful, taboo or simply weird might evolve in a disruptive innovation.
Westin [184] also argues that social life is stressful and we need moments to rest from this
pressure and the urge of social role-playing. Actually, people also need privacy to keep this very
social role-playing intact by hiding their flaws: people always want to appear better than they
are.

For whom does not want to bother with or is not convinced by a reflection about the
possible intrinsic value of privacy, it may simply be argued that privacy inherits its value from
the value of information. Prosaically, it is for the very fact that information is of great economic

2A more trivial argument is that being aware of a client's illness makes insurance companies
increase their price for this client.
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value nowadays that it should be protected from curious ears: “if people can make money out
of my data, | want my piece of the cake and | will keep my data private until someone buys me
the right to access them, at due price”.

1.1.2 . Non-individual confidentiality

Whereas privacy refers to limiting the access of information about an individual, confi-
dentiality amounts to the non-divulgation of information in a more general context, possibly
beyond the individual sphere. In the military domain, one of the important application fields
of privacy in computer science, the confidentiality of a state is involved and the disclosure of,
say, technologies or strategic moves may endanger the sovereignty of a country, and, unfortu-
nately, human lives. A famous illustration of the crucial importance of military confidentiality is
the breaking of the German cryptographic system Enigma by Alan Turing during WWII: some
experts estimated that this cryptanalysis shortened the war by two years. While this privacy
breach helped to shorten the war, one easily imagines the terrible consequences of strategic
information leakage in other circumstances. Confidentiality is also crucial in any context that
involves competition like, for example, industry and the fight against industrial espionage, based
on companies’ confidentiality.

The techniques explored in this manuscript may help to protect individuals' privacy or
confidentiality of bigger entities, depending on the application but we will invariably use the
word privacy to refer to the non-disclosure of sensitive information.

1.2 . Regulations on data privacy

In the European Union, the General Data Protection Regulation (GDPR) gives a unified
legal framework for personal data collection and processing in the European Union since 2018.
Personal data is defined as any information concerning an identified or identifiable physical
person. GDPR is based on several principles:

« finality and minimisation: any data collected must be needed for a specific purpose and
any data that is not required by a purpose must not be collected

* transparency: individuals must be informed of which of their data are revealed, of the
use that is made of these data and of their rights concerning their data

* a company that has access to an individual's personal data must facilitate the access,
modification or removal by the individual

+ personal data must be deleted, anonymised or archived after a clearly defined amount of
time

* privacy by design: a company having access to personal data must take all useful mea-
sures to guarantee the security of these data, during all the life cycle of the data, from
collection to deletion

* privacy by default: by default, the highest level of privacy must be enforced
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With the adoption of GDPR, Europe has kickstarted a wave of data privacy regulations
around the world. Indeed, to be able to keep on trading with EU a country now requires to
be GDPR-compliant. A few countries outside Europe are considered as such by the European
Commission, among which Canada, Japan, New-Zealand, Argentina.

In the USA, there is no privacy regulation on the federal level but the states have their
own privacy laws, like the California Consumer Privacy Act (CCPA) which is quite similar to
GDPR. Still in the USA, the Health Insurance Portability and Accountability Act (HIPAA),
which was actually promulgated 22 years before GDPR, made the Department of Health and
Human Services (HHS) promulgate five rules to regulate the exchange of individually identifiable
health information between the actors of the medical field.

These regulations, and in particular the two last aforementioned GDPR principles, justify
the use of privacy tools and privacy-preserving protocols like the ones studied in this thesis. Yet,
one might also imagine that the increasing practicality of such tools will enable data trading with
even more privacy constraints than the ones stated in the current laws, for example compelling
servers to process only encrypted data as HE would allow. In addition to the law-to-technology
push, we may thus observe in the future a technology-to-law push, making data exchange more
private than it would have been thought possible.

1.3 . Deanonymisation: Breach privacy can be easier than you think

Anonymisation is the fact of removing from the columns of a database the information that
may (obviously) allow to identify an individual, such as name, address, social security number.
Several events have shown the weakness of this concept to protect people’s privacy.

In [138], Ohm recalls how, as early as the mid-1990s, Latanya Sweeney theatrically invali-
dated the anonymisation guarantees. In Massachusetts, USA, the Group Insurance Commission
had released anonymised medical records of state employees. William Weld, Governor of Mas-
sachusetts, claimed that the employees’ privacy was guaranteed by the removal of identifiers.
Thanks to the combination of ZIP code, birth date and sex data, Sweeney was able to identify
patients from the GIC data, including Weld, to whom she sent his own health records at his
office.

Another example, quite famous, is the Netflix Prize scandal. In 2006, Netflix released the
ratings and date of ratings of nearly half a million of its users, after duly anonymising them.
Nevertheless, Narayanan and Shmatikov soon published a research paper [136] showing that,
by combining the Netflix Prize data with the public, not anonymised, Internet Movie Database
(IMDb), it was easy to reidentify the users behind the ratings. Even if Netflix sincerely thought
that its users' privacy was protected, the data release could actually reveal, after reidentification,
personal information such as political and sexual orientations, or religious beliefs.

Several other examples of unexpected deanonymisation have been published in the following
years - in a telephone database using four geolocation points [57], in a credit card database
using four places and dates of transactions [58] - and, nowadays, no serious institution trusts
sole anonymisation to protect data.

More recently, in 2019, Garfinkel et al. [75] showed that, using the statistics published by
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the U.S. Census, it was possible to reconstruct records of address, age, gender and ethnicity.
John Abowd, chief scientist at the U.S. Census Bureau, announced that almost half of the U.S.
population records had been reconstructed with this attack [180].

1.4 . Formalisation of privacy

1.4.1 . On the terminology of privacy

In cybersecurity, the term security covers three aspects, gathered in the acronym CIA:
* Confidentiality: only authorised entities can view sensitive information

* Integrity: the data remain intact

* Availability: the data are readily available to their users.

Nevertheless, in the common language of cryptographers, the term security is generally used to
refer to confidentiality in particular.

In machine learning, the community employs the term privacy to refer to the non-disclosure
of sensitive information. In the remainder of this manuscript, the term privacy will be used, for
the sake of consistency.

1.4.2 . Four shades of privacy

Several notions are associated to privacy, and apply in different contexts:

* anonymity: a subject is anonymous from an attacker if the attacker cannot identify the
subject within a set of subjects, called the anonymity set

* unlinkability: two or more items are said unlinkable if the attacker cannot determine
whether they are related or not, given the access to a particular amount of information

* undetectability: an item is undetectable if the attacker cannot decide whether it exists
or not

+ pseudonymity: a subject is pseudonymous if it is identified by a pseudonym instead of
its real name

As clarified by these concepts, privacy is not necessarily the total absence of information
but it has often to do with breaking the links between objects and in particular between a
subject’s characteristics and the identity of this subject. The first three aspects of privacy can
be achieved via DP, a powerful privacy tool that will be introduced in Section 2.1.

1.4.3 . Privacy in cryptography

As early as 1949, Shannon [164] defined the perfect secrecy of a cryptosystem as the
property that the distribution of probability of the cleartext knowing one of its encryption is
equal to the a priori distribution of probability of the messages. Goldwasser and Micali [79]
took a more computationally oriented point of view and relaxed this definition by restricting it
to polynomially bounded adversaries, introducing what they called semantic security.
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These two notions of security gave birth to the two principal trends in modern cryptogra-
phy: information-theoretic security derived from Shannon's perfect secrecy and computational
security derived from Goldwasser and Micali's semantic security.

In computational security, the security of a cryptosystem is based on the computational
complexity of problems that are conjectured as hard i.e. non-solvable in polynomial time (in
NP\ P) 3.

Goldwasser and Micali's semantic security is equivalent to the satisfaction of what modern
cryptographers call IND-CPA (for indistinguishability under chosen plaintext attack) for which
the adversary is assumed to have access to an oracle (or directly the encryption key in a public-
key cryptosystem) that gives it the encryption of any message that it requests. A stronger
security class is IND-CCA (for indistinguishability under chosen ciphertext attack) whereby the
adversary is not only supposed to have access to an encryption oracle but also to an oracle that,
given a ciphertext, returns the output of the decryption function, which is not necessarily a valid
plaintext if the ciphertext was not the result of an encryption but may release information about
the decryption key. IND-CCA is divided into two classes, IND-CCA1 and IND-CCA2 which is
stronger. It has been proved that HE cryptosystems cannot be IND-CCA2 (as IND-CCA2 is
equivalent to non-malleability) and whether a fully homomorphic encryption cryptosystem can
be IND-CCAL is an open question, at least from a practical point of view. All currently used
fully homomorphic encryption cryptosystems are only IND-CPA.

Unfortunately, in computational security, the perfect equality of the a priori and a posteriori
distributions is unreachable and an adversary might derive some information about the message
from the ciphertext (for instance by using the encryption oracle with brute force). What
needs to be ensured is that, within the computational bounds of the adversary, this amount of
information is negligible. Thus, the system is said secure (for IND-CPA or IND-CCA depending
on the hypothesis on the adversary's capabilities) if the difference between prior and posterior
probabilities, known as the adversary’s advantage, cannot exceed 2~* without performing O(2*)
computations, where X is the security parameter of the cryptosystem.

3If P # NP, NPC'is a strict subset of NP \ P that is why the considered problems are not
necessarily conjectured to be NP-complete.
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2 - Privacy tools

In this section, we present some technical tools that are used to ensure privacy, especially in
machine learning, and give some formal background as well as intuitive insights to understand
these tools. This presentation does not at all aim at being exhaustive and will focus on the two
tools that we employed in our contributions, namely DP and HE.

2.1 . Differential privacy

The word hazard originally comes from Arabic az-zahr, the die. According to some authors,
az-zahr may come from a word meaning flower, because a flower was drawn on one of the
faces of dice. The etymological meaning is then close to the neutral meaning of randomness,
that remains in other languages like French or Spanish. Nevertheless, usage has given the
English word the derogatory connotation of risk, because uncertainty has often worried humans.
However, many scientific discoveries have proven randomness useful, and DP, which protects
data privacy by delivering noised information to the adversary, is one of them.

DP is defined in a context where an adversary has access to the output of a mechanism
and wants to know the input database, hesitating between two databases that differ by only
one individual, called the adversary's victim. By adding enough random noise to the output
of the mechanism, it is possible to “blur” the print of the differing individual that remained in
the output so that the adversary will not be able to decide which database was the input with
a significant advantage over guessing. A corollary is that the noise obfuscates the information
about the victim that the adversary could have retrieved from the output. Figure 2.1 illustrates
the training of a model under DP guarantees. Note that the adversary that hesitates between
the two databases may know everything about the non-differing individuals.

2.1.1 . Basic definitions

Three years after Nissim and Dinur proved in 2003 that, to be private, a database cannot
answer queries exactly but needs to introduce some noise [61], Dwork et al. proposed and
formalised a novel paradigm to protect data privacy, known as differential privacy (DP) [65]. DP
is now a gold standard concept in privacy-preserving data analysis. It provides a guarantee that,
under a reasonable privacy cost ¢, two adjacent databases produce statistically indistinguishable
results.

The notion of adjacency varies among authors. In our collaborative frameworks, the term
database denotes the concatenation of all the agents’ datasets and two databases are adjacent
if they have the same number of agents and differ on a single agent (being called teacher
or client depending on the situation), all the others remaining unchanged. Yet, the differing
agents may have totally different data, making our notion of adjacency quite conservative (this
is called user-level privacy). Indeed, user-level privacy protects all the data of a single agent,
making this kind of privacy stronger than sample-level privacy for which two databases are
adjacent when they differ on a single sample.

33



PRIVATE DOMAIN PUBLIC DOMAIN

! @
-

Trained model

B

g )

Training Training with

database noise injection End-user

Even by retro-engineering,
the end-user will not be able
to retrieve information
about its victim.

Figure 2.1: Differentially private training. Image reproduced from [168], with the kind authorisa-
tion of Florent Robert from Industrie et Technologies.

Let us formally define DP and the privacy cost.

Definition 1 (Pure differential privacy). Given ¢ € R, a probabilistic mechanism A with
output range R satisfies (or is) e-DP if, for any two adjacent databases d, d’ and for any subset
S C R, one has

PlA(d) € S] < eP[A(d) € 5] .

This notion, rarely applicable in practise, was soon extended to the notion of approximate
differential privacy [63].

Definition 2 (Approximate differential privacy). Given (e, ) € (R4)? a probabilistic mech-
anism A with output range R satisfies (or is) (e, §)-DP if, for any two adjacent databases d, d’
and for any subset S C R, one has

PA(d) € S] < eP[A(d) € S] +6.
(€,9) is called the privacy cost.

In the case where § = 0, we are back to the original notion of Definition 1, that is usually
called pure DP. Unless the contrary is explicitly stated, we will hereafter refer to approximate
DP as, simply, DP.

One easily sees that the lower are € and §, the closer are the output distributions and the
more private is the mechanism. Besides, the mechanism A cannot be deterministic otherwise
the only way to get a finite privacy cost would be to give the same output to two adjacent
databases leading, by transitivity, to a constant mechanism that would be totally useless.

Some differentially private (DP) mechanisms are probabilistic by construction (see Chapter 2
from Part Il) but most of them derives from deterministic functions on which random noise is
applied. One of the most widely used DP mechanism is the Gaussian mechanism, which simply
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adds a Gaussian noise of mean 0 and standard deviation o0 € R* , to each component of the
output. Laplace mechanism, with Laplace noise, is also frequently used and has the advantage
of yielding pure DP guarantees.

A fundamental notion in DP is the sensitivity, defined below. When the considered mech-
anism is obtained by adding random noise on a deterministic function, the sensitivity measures
the influence of any single sample (resp. agent) - and thus typically the adversary's victim - on
the output of the function. It somehow plays the role of a Lipschitz constant with respect to
the adjacency relation.

Definition 3. Let A be a randomised mechanism obtained by adding random noise on a
deterministic function f. Given a norm || - ||, the || - ||-sensitivity of f is

S = max Hf(d)_f(d/)H

N d,d’ adjacent
where the maximum is taken over all pairs of adjacent databases.

The sensitivity is used in works involving DP to scale the added noise (or, more properly,
its standard deviation): the more sensitive to the input data the deterministic function is, the
more noise we will need to add to protect these data.

Figure 2.2 illustrates the role of sensitivity in a randomised mechanism, namely the Laplace
mechanism. Clearly, the greater the sensitivity is, the greater is the shift between the two
distributions and the higher is the ratio of probabilities to bound. This ratio is actually constant
on R in the case of the Laplace mechanism. The DP guarantee ¢ is then null while € is equal
to the logarithm of this constant ratio.

Several alternative notions of DP have appeared in the literature [60] to keep track of
the privacy cost more tightly or account for the specificity of some problems; among the
most famous are concentrated DP [67], Rényi DP [132], computational DP [133]. Authors
generally provide connections between these alternative notions and the original definition,
such as implications from one notion to the other.

2.1.2 . Differential privacy in examples

To give a more concrete grasp of how DP can be applied in practise, let us present two
examples that use quite different techniques.

As a first example, let us explain the randomised response algorithm, described in [66] to
introduce DP. A statistical agency conducts a survey in order to estimate the number of illegal
drug consumers in a country. Simply asking to each person if he or she consumes illegal drugs
seems difficult since many consumers would not want to answer the truth. A solution, actually
used in social sciences, is to tell the respondents to answer the truth with a certain probability
P, % < p < 1. In that case, whatever is the respondent’s answer, it can never be known with
certainty whether this respondent consumes drugs or not. But, if p is large enough, the noised
number of consumers obtained from the survey ((2p — 1)c+ (1 — p)n in expectation if n is the
total number of respondents and ¢ the number of respondents that consume drugs) is close to
the true number of drug consumers.
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The second example is closer to most of the works in the literature and the works that will
be presented in this manuscript (except Chapter 2 from Part Il) and deals with a randomised
mechanism constituted by a deterministic function on which a random noise is added. We
suppose that one asks for the average age of the inhabitants of a small village of, say, 100
people. It is besides assumed that the asking entity may be an adversary that knows the age of
everybody in the village but one person, called its victim. The goal of the adversary's query is
to learn its victim's age. Indeed, given the average age, the adversary only needs to multiply it
by 100 and subtract the ages of all the villagers except its victim. The result will be its victim’s
age. If we consider the villagers' ages as sensitive information, we face an issue of privacy
violation. Hence, the idea is to noise the average age before delivering it to the querying entity.
For instance, we can add a Gaussian noise of standard deviation, say 6 months (i.e. 0.5 year), to
the average. Such a noise would not harm the useful information too much, since six months
is quite a short time compared to the age of a person. However, the adversary would get,
after multiplication by 100 and subtraction of the known ages, its victim's age plus a noise of
standard deviation 100 x 0.5 = 50 years, which would totally obfuscate the victim's age'. The
efficiency of DP in this example stems from the gap between the amount of noise added to
the sensitive information and the one induced on the useful information. The ratio between
the two standard deviations is equal to the number of villagers. Actually, it is a general fact in
DP that hiding the information from one single individual among a population becomes easier

"To derive actual DP guarantees, one would need to bound the victim’s age to get a sensitivity
value.
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when the population is greater.

Obviously, machine learning is currently one of the main application fields of DP. In most
cases, one wants to protect the training data privacy so the mechanism to sanitise is the function
that takes the training dataset as input and outputs an inference result. To do so, some noise is
added in the training process or at inference time. Since this thesis focuses on this application
field, we give further details in a devoted section (Section 2.1.7).

2.1.3 . Almost-omniscient adversary

The classical assumption of DP that the adversary may perfectly know all the individuals of
the database except its victim (let us say in this case that the adversary is almost-omniscient)
might seem a bit exaggerated at first sight. The justification is that it is the most conservative
assumption for an adversary that has a victim it wants to learn about, i.e. any adversary that
knows less will a fortiori be defended against by the DP mechanism. Moreover, making this
assumption greatly simplifies the DP analysis in most cases.

Under this assumption of almost-omniscience, one may find superfluous to even give any
new information to the adversary since this new DP information is supposed not to reveal
anything (or rather not to reveal much) about the victim and hence, could already be deduced
by the almost-omniscient adversary. In the example of the average age, the almost-omniscient
adversary could obtain a rather accurate average age by computing the average of the ages of
all the inhabitants except its victim.

But a DP-protected output can be seen as the common reasonable answer to two types of
queries corresponding to two types of queriers, when the data owner does not know which type
she is facing:

* a genuine query from someone who does not know much (or anything) about the dataset
and wants to have a statistic on it

* a malicious query from an almost-omniscient adversary that wants to infer some infor-
mation about an individual of the database; in this case the adversary will not get much
new useful information from the answer since the noised mechanism is precisely designed
to give an output that is practically indistinguishable if the victim was or was not involved

Note that the DP-protected output is also a reasonable answer to any intermediary querier
between these two types (typically an adversary that may know something about the database
but that is not almost-omniscient).

The data owner wants to give the almost-omniscient adversary the information it already
has, and nothing more. Why then not giving it the exact statistic, with all the individuals except
its victim as an input? This is because the data owner does not know who is the adversary's
victim. The data owner then has to give the adversary an answer that does not leak much
information, whoever is its victim.

2.1.4 . Composition across multiple queries

It is clear that the privacy cost that we introduced in Definition 2 is associated to the
information of a single drawing of the output distribution and, hence, to a single query. If the
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adversary queries the probabilistic mechanism several times, it will get more information about
the output distribution and, at the limit of an infinite number of queries, it will be able to
reconstruct this distribution exactly and deduce the input database.

That is why, to determine the privacy cost of a protocol, a two-fold approach is traditionally
adopted. First of all, one determines the privacy cost per query and, in a second step, one
composes the privacy costs of each query to get the overall cost. The classical composition
theorem (see e.g. [66]) states that the guarantees € and § of sequential queries add up. Nev-
ertheless, training a deep neural network, even with a collaborative framework, requires a large
amount of calls to the databases, precluding the use of this classical composition. Therefore,
to obtain reasonable DP guarantees, one needs to keep track of the privacy cost with a more
refined tool. The one that we will use in our contributions is the moments accountant [2], that
we introduce here.

Definition 4. The moments accountant is defined for any | € N* as

PlA(aux,d) = o :
aa(l) == max log (EONA(auzw [<P[[./4((aux,d’)) = 0]}> D

where the maximum is taken over any auxiliary input aux and any pair of adjacent databases
(d,d").

The moments accountant (which is closely related to Rényi DP [132]) allows for a new DP
composition. In fact, Theorem 1 shows that the moments accountant of adaptive queries sum

up.

Theorem 1 ([2]). Letp € N*. Letus consider a mechanism A defined on a set D that consists of
a sequence of adaptive mechanisms Ay, ..., A, where, foranyi € {1,...,p}, A;: H;.;ll R x
D +— R;. Then, for any | € N¥,

P
aal) <Y au(l).
i=1

Finally, once ¢ is chosen, the DP guarantee is derived from the overall moments accountant
applying the tail bound property, stated in Theorem 2 from [2]. Note that a mechanism like
the Laplace mechanism that gives pure DP guarantees for one query will lose this advantage
when the moments accountant method is used for composition.

Theorem 2 ( [2]). For any e € R*, the mechanism A is (e, 6)-differentially private for § =
mingen+ exp(aq(l) — le).

In practice, composing the moments accountant and getting back to the standard DP
guarantees afterwards gives far better results than the traditional method. For instance, in [2],
d = 107° being fixed, the moment accountant technique allows to pass from ¢ = 9.34 to
€ = 1.26 for the training of a neural network via DP-SGD (Differentially Private Stochastic
Gradient Descent) for image classification.
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2.1.5 . Post-processing

It is both intuitive and well-known that applying a function, deterministic or probabilistic,
does not increase the amount of information: the output contains less (or the same quantity
of) information than the input®. This translates in the immunity of DP to post-processing, as
stated below.

Proposition 1 ([66]). Let A be a probabilistic mechanism, with output range R, that is (e, §)-
differentially private, with (¢,8) € (R4)? Let ¢: R — R’ be an arbitrary probabilistic map-
ping. Then ¢ o A s (e, )-differentially private.

This property is a key advantage of DP and is widely used in the literature to analyse
complex mechanisms.

2.1.6 . Differential privacy and information theory

The concept of DP can be linked to information theory in the sense that it aims at reducing
the amount of information about an individual given to the adversary by the output of a
mechanism. [177] proposes a tutorial that surveys how current works view DP in the information-
theoretic scope, building bridges between DP and tools from information theory like mutual
information, min entropy, Kullback-Leibler divergence, rate-distortion function. Among these
works, Mir [131] shows that DP arises from information-theoretic optimisations: the mechanism
that minimises mutual information between the output and the input, given a distortion rate, is
the exponential mechanism, which is DP. Similarly, the mechanism that follows the minimum
discrimination information principle, given a distortion rate, is also the exponential mechanism.
Using the graph structure properties of the adjacency relation, Alvim et al. [9] prove that (pure)
DP implies an upper bound for information leakage (measured by Rényi min entropy) for all
the databases and for a single individual.

2.1.7 . Differential privacy in machine learning

DP has become an inescapable tool in machine learning for whoever wants to protect the
training data privacy. Indeed, it has been shown that an adversary that has ac