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RÉSUMÉ EN FRANÇAIS

Introduction

La quantité de données collectées continue de croître chaque jour [START_REF] Stephens | Big data: astronomical or genomical?[END_REF]. Selon les archives de l'Institut européen de bioinformatique (EBI), fin 2020, les données brutes atteignaient plus de 390 pétaoctets de stockage de données [START_REF] Cantelli | The european bioinformatics institute (EMBL-EBI) in 2021[END_REF]. Les avancées biotechnologiques telles que les technologies de nouvelle génération (NGS: Next-Generation Sequencing) ont contribué à cette croissance [START_REF] Shekhar Pareek | Sequencing technologies and genome sequencing[END_REF]. Par exemple, le séquençage d'un génome entier ne nécessite aujourd'hui qu'une seule journée, contrairement aux plus de dix années investies dans le Human Genome Project (HGP: Human Genome Project) entre 1990 et 2003 [START_REF] Behjati | What is next generation sequencing?[END_REF]. Par conséquent, les données biomédicales, en particulier les données génétiques, sont volumineuses et souvent trop difficiles ou coûteuses à transférer, stocker et analyser sur un seul site [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF].

Le modèle architectural prédominant aujourd'hui pour les analyses collaboratives biomédicales consiste à centraliser les données sous-jacentes et à effectuer des analyses via des superordinateurs ou des infrastructures de cluster situées dans une seule ou un petit nombre d'organisations [START_REF] Schadt | Computational solutions to large-scale data management and analysis[END_REF]. De plus, ce modèle collaboratif est très restrictif et rigide. Récemment, le besoin de collaborations plus largement distribuées a été noté [START_REF] Boujdad | Constructive privacy for shared genetic data[END_REF][START_REF] Boujdad | On distributed collaboration for biomedical analyses[END_REF][START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF][START_REF] Li | A novel workflow-level data placement strategy for datasharing scientific cloud workflows[END_REF]. Plusieurs arguments plaident en faveur d'un degré de diffusion plus élevé : de plus en plus d'organisations disposent d'infrastructures performantes pour des analyses à grande échelle, les données biomédicales locales doivent rester privées et les transferts massifs de données sont trop chronophages. Nous appelons analyses biomédicales ces flux de travail composés de plusieurs étapes, même distribuées, pour analyser les données issues d'applications médicales : images, dossiers médicaux et données issues d'analyses génomiques.

Les approches et les outils permettant d'effectuer des analyses biomédicales collaboratives entièrement distribuées sont rares aujourd'hui. La plupart des approches et outils existants traitent les données à des emplacements individuels ou sur un petit nombre d'emplacements en utilisant des cadres efficaces pour les calculs à grande échelle, tels que MapReduce [START_REF] Cattaneo | An effective extension of the applicability of alignment-free biological sequence comparison algorithms with Hadoop[END_REF][START_REF] Salloum | Big data analytics on Apache Spark[END_REF][START_REF] Guo | Bioinformatics applications on apache spark[END_REF]]. Les frameworks basés sur MapReduce comme Hadoop et Spark sont très efficaces pour le traitement distribué sur un grand nombre de machines orchestré par un noeud central. Mais ces cadres ont des limites lors du traitement de données géographiquement distribuées tout en conservant des attributs de qualité tels que l'évolutivité, la cohérence et les performances [START_REF] Dolev | A survey on geographically distributed big-data processing using MapReduce[END_REF]. De même, les systèmes de workflow, un autre outil populaire utilisé dans le domaine biomédical, permettent aux scientifiques de définir des analyses en termes de tâches ainsi que de dépendances de tâches et de flux de données [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. Ils prennent également fréquemment en charge la portabilité entre différents environnements d'exécution tels que les grilles et les clusters [START_REF] Yu | A taxonomy of workflow management systems for grid computing[END_REF][START_REF] Rodriguez | Scientific workflow management system for clouds[END_REF]. Toutefois, les systèmes de flux de travail actuels ne prennent pas en charge les scénarios FDC car ils sont conçus pour s'adapter à l'infrastructure de pointe actuelle. Ils ne sont pas non plus conçus pour répondre aux exigences complexes de la coopération biomédicale internationale, faute de mécanismes de décentralisation, de calculs distribués et d'exigences de sécurité/confidentialité [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF]. et des infrastructures disponibles localement. Ainsi, les FDC nécessitent une collaboration au-delà des collaborations sociales/juridiques traditionnelles, telles que des accords de confidentialité ou des contrats de droits d'auteur.

Dans cette thèse, nous apportons les contributions suivantes :

Nous encourageons l'utilisation de scénarios FDC comme une amélioration des analyses biomédicales centralisées [START_REF] Boujdad | On distributed collaboration for biomedical analyses[END_REF]. Nous montrons les limites et contraintes actuelles dans le cadre du projet ICAN [START_REF] Anr | IntraCranial ANeurysms: From familial forms to pathophysiological mechanisms -I-CAN[END_REF], un grand projet collaboratif qui implique 34 hôpitaux et centres de recherche français travaillant ensemble pour comprendre la pathologie des anévrismes intracrâniens.

Nous présentons une taxonomie d'outils et de systèmes pour le traitement distribué des données génomiques [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF]. La taxonomie classe selon trois perspectives différentes : (i) les problèmes biomédicaux résolus à partir de données génomiques, (ii) le support outil fourni pour les analyses biomédicales, et (iii) le support à la coopération distribuée, notamment en termes de types de distribution proposés, de propriétés d'interopérabilité, et les propriétés de reproductibilité.

Nous proposons l'algorithme MuSiForest pour construire un modèle collaboratif entre plusieurs sites à travers différentes stratégies d'agrégation de modèles appliquant différents niveaux de sécurité. L'algorithme prend en charge la collaboration entre plusieurs centres de recherche géo-distribués impliquant des données biomédicales distribuées et des infrastructures informatiques. De plus, la mise en oeuvre propose des stratégies pour gérer les biais dans le modèle collaboratif formé partageant des données partielles en toute sécurité.

Nous proposons également un langage déclaratif pour spécifier l'analyse basée sur FDC. Le langage de flux de travail déclaratif, FeDeRa, spécifie l'analyse biomédicale collaborative et est implémenté sur plusieurs sites géo-distribués. En outre, le langage adopte des mécanismes de concurrence et distribués pour atténuer les restrictions actuelles du langage de flux de travail, améliorant ainsi les définitions d'analyse au niveau des spécifications requises par les utilisateurs biomédicaux.

Enfin, nous proposons des analyses multi-sites exécutées dans un contexte international entre la Colombie et la France pour évaluer notre algorithme et le langage de spécification proposé. Chaque site dispose de données privées et les infrastructures de calcul et de stockage des différents sites sont hétérogènes. L'analyse collaborative est définie comme un flux de travail sur les étapes de calcul et les mouvements de données. L'algorithme MuSiForest est déployé sur des sites géo-distribués et, grâce à la collaboration, nous formons un modèle collaboratif, qui est évalué par rapport à une formation centralisée coûteuse et irréalisable. De plus, nous avons spécifié ce scénario avec notre langage déclaratif contrastant le niveau d'expressivité et les mécanismes de déploiement fournis par rapport à certains langages de workflow.

À l'instar du projet ICAN, la coopération dans le monde réel et le corpus de travaux scientifiques correspondant dans presque tous les cas actuels sont fortement limités. La plupart des calculs sont mis en oeuvre sur des infrastructures sur un seul site, et peu de données sont effectivement partagées sans contraintes, notamment dans un contexte international. Les raisons des restrictions actuelles sont multiples, techniques mais aussi juridiques.

Contraintes techniques

Les coopérations biomédicales sont soumises à des défis techniques importants. Par exemple, le projet ICAN nécessite de traiter de gros volumes de données et d'effectuer des calculs complexes et chronophages. Ainsi, les données sont centralisées et traitées uniquement sur deux sites car les autres sites ne disposent pas des infrastructures matérielles et logicielles nécessaires. Les volumes de données augmentent au moins linéairement avec le nombre de patients concernés. Dans ce contexte, des goulots d'étranglement de stockage et de communication apparaissent facilement [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF], conduisant à des questions importantes liées à la localisation/placement des calculs et des données, notamment pour des raisons de performances.

Le projet ICAN utilise une architecture de collaboration distribuée simple, car les données sont générées sur tous les sites, mais ensuite centralisées et traitées sur seulement deux sites sur 34. Des architectures plus largement distribuées entre les sites participants auraient conduit à des exécutions distribuées plus importantes d'analyses effectuant moins d'analyses. mouvements de données et aurait ainsi pu être plus efficace et plus rentable. Ils n'ont cependant pas pu être utilisés en raison de l'insuffisance des installations informatiques sur de nombreux sites. Actuellement, les infrastructures informatiques et les méthodes de stockage de données ne prennent pas en charge le traitement distribué efficace de données biomédicales massives [START_REF] Fan | Challenges of big data analysis[END_REF].

Troisièmement, en raison de son architecture d'exécution essentiellement centralisée, le projet ICAN présente une architecture simple en termes de sécurité et de confidentialité, où les services de sécurité sont délégués à la couche infrastructure. Cependant, en général, les analyses biomédicales doivent satisfaire à des propriétés de sécurité et de confidentialité bien plus fortes que celles applicables à d'autres domaines et doivent être appliquées dans des environnements hétérogènes (informatiques et réglementaires) [START_REF] Gje De Moor | Privacy enhancing techniques[END_REF][START_REF] Parks | Healthcare information privacy research: Iusses, gaps and what next?[END_REF][START_REF] Claerhout | Privacy protection for clinical and genomic data: The use of privacy-enhancing techniques in medicine[END_REF].

Contraintes légales

Les données biomédicales et les projets qui les utilisent sont le plus souvent soumis à des restrictions juridiques plus strictes. Comme nous l'avons déjà évoqué, certaines réglementations sont beaucoup plus strictes en matière de données biomédicales que d'autres qui les considèrent uniquement comme des données personnelles. En plus des règles standard visant à garantir et préserver la confidentialité des données, les données biomédicales doivent faire l'objet d'un stockage, d'un transfert et d'un contrôle d'accès plus stricts en raison des restrictions de niveau de sensibilité.

Le projet ICAN est limité par la réglementation française qui impose plusieurs contraintes sur le partage de données biomédicales, même entre institutions situées à l'intérieur du pays et par les restrictions définies par le GDPR. La réglementation française impose des contraintes strictes en matière de préservation de la vie privée en cas de partage de données avec des tiers : les infrastructures de cloud public ne peuvent être utilisées que dans des circonstances exceptionnelles et après avoir fait l'objet de procédures d'accréditation spécifiques. Actuellement, les partenaires de l'ICAN envisagent d'étendre leur partenariat international à travers et au-delà de l'Union européenne. Toutefois, pour des coopérations plus profondément intégrées, la situation réglementaire devient beaucoup plus compliquée en raison des différentes lois régissant la confidentialité des données en général et des données liées à la santé dans les différents pays. Conscients des avantages potentiels de telles coopérations, les gouvernements ont fait des efforts pour réglementer la confidentialité des données sans affecter la flexibilité des initiatives de recherche [START_REF] Federer | Biomedical data sharing and reuse: attitudes and practices of clinical and scientific research staff[END_REF].

Collaborations Entièrement Distribuées (FDCs: Fully

Distributed Collaborations)

Afin de répondre à ces restrictions, nous proposons des collaborations entièrement distribuées (appelées FDC) pour traiter les données biomédicales. Les FDC sont des efforts de recherche qui exploitent et analysent des informations biomédicales massives de manière collaborative sur des infrastructures géodistribuées. Ainsi, les FDC nécessitent des outils et des techniques de collaboration capables d'utiliser des architectures distribuées avancées (données et calcul) pour faire face aux contraintes socio-techniques complexes et aux réseaux hétérogènes. Les FDC promettent de permettre des analyses biomédicales plus puissantes définies dans des flux de travail distribués fonctionnant sur de grands volumes de données publiques et privées partagées. Les analyses FDC favoriseront la coopération entre des groupes ou organisations de recherche géo-répartis, chacun étant généralement soumis à des contraintes, éventuellement locales, découlant des cadres juridiques, des contraintes de sécurité, des données privées sensibles et des infrastructures disponibles localement. Ainsi, les FDC nécessitent une collaboration au-delà des collaborations sociales/juridiques traditionnelles, telles que des accords de confidentialité ou des contrats de droits d'auteur.

France et la loi « habeas data » en Colombie [START_REF]Congress of Colombia, Colombian Data Protection Law[END_REF]. Dans ce scénario, les analyses FDC satisfont aux exigences de chaque membre de la réglementation. La loi colombienne considère le partage responsable des données avec les pays qui disposent de réglementations clairement définies, comme le GDPR. Par conséquent, le flux de travail proposé peut être raisonnable grâce à l'analyse FDC tout en respectant les restrictions légales. L'approche FDC prend en charge trois propriétés architecturales importantes pour satisfaire des flux de travail complexes et hétérogènes:

Placement des données et des calculs: dans les scénarios traditionnels, les données sont déplacées vers le site informatique, généralement un site centralisé ; au contraire, nous proposons que les calculs soient effectués vers/sont effectués sur les sites propriétaires des données, gardant ainsi les données complètement privées.

Confidentialité et sécurité: Le transfert de données vers des sites de traitement centraux génère des risques liés à la confidentialité et à la sécurité des données biomédicales. Nous proposons des mécanismes de sécurité lorsque le partage de données est nécessaire entre sites lors des analyses FDC. Les données transférées peuvent être des résultats intermédiaires obtenus lors de l'exécution du flux de travail.

Performances et évolutivité: les scénarios traditionnels ignorent les installations informatiques installées sur chaque site, ce qui entraîne souvent une surcharge de calcul importante sur le site central. En revanche, nous proposons d'utiliser l'infrastructure locale disponible sur chaque site, permettant l'intégration de tâches hétérogènes supportées par différents évolutifs. architectures.

Forêt Aléatoire Multisite (MuSiForest: Multi-Site Random Forest)

Suivant l'idée du FDC, nous proposons une approche pour analyser les données biomédicales dans un environnement entièrement distribué, un algorithme MuSiForest. Un scénario basé sur FDC met en oeuvre un algorithme d'apprentissage supervisé pour analyser les données biomédicales de manière collaborative. Le scénario FDC considère la formation globale d'un modèle Random Forests via l'agrégation de modèles formés localement sans partager entièrement les données [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. Random Forests [START_REF] Breiman | Random forests[END_REF] est un modèle d'apprentissage populaire appliqué aux données biomédicales pour des problèmes de classification et de prédiction [START_REF] Benjamin A Goldstein | Random forests for genetic association studies[END_REF][START_REF] Chen | Random forests for genomic data analysis[END_REF][START_REF] Boulesteix | Overview of random forest methodology and practical guidance with emphasis on computational biology and bioinformatics[END_REF].

MuSiForest est une approche de collaboration entièrement distribuée construite sur un algorithme de forêt aléatoire. Notre approche conforme FDC, MuSiForest (Multi-Site Random Forest), peut être utilisée pour mettre en oeuvre une collaboration de plusieurs centres de recherche géographiquement répartis avec leurs propres données et leur propre infrastructure informatique. Nous étudions des techniques et des outils permettant de créer des modèles distribués sans violer les restrictions de partage, contrairement aux techniques traditionnelles qui nécessitent un accès complet aux données. Les principales contributions de MuSiForest sont :

Un algorithme de forêt aléatoire entièrement distribué pour analyser les données de manière collaborative sur plusieurs sites tout en garantissant une stricte confidentialité et les propriétés de propriété des données biomédicales.

Une implémentation logicielle de l'algorithme MuSiForest proposé pour construire une forêt de classification globale avec la participation de plusieurs sites.

Stratégies de partage de données partielles afin de réduire les biais dans le modèle collaboratif.

Expériences avec l'algorithme proposé analysant les données étiquetées correspondant aux niveaux d'expression génique (RNA-Seq) pour classer les échantillons de patients parmi cinq types de cancer.

Expériences utilisant les stratégies de sécurité proposées assouplissant les contraintes de partage pour résoudre les biais de correction dans le modèle collaboratif.

Structure de l'algorithme MuSiForest

Une forêt aléatoire est un ensemble de plusieurs arbres entraînés où chaque arbre prédit la classe d'une instance spécifique. En raison de la composition de la forêt, la formation de chaque arbre peut être calculée en parallèle et chaque arbre peut être formé à partir d'un échantillon de données bootstrap indépendant. La méthodologie MuSiForest utilise la stratégie Bagging [START_REF] Breiman | Bagging predictors[END_REF].

Nous avons mené des expériences pour vérifier les défis de la mise en oeuvre de forêts aléatoires multi-sites. Nous comparons les résultats correspondants avec un algorithme de formation centralisé traditionnel qui stocke toutes les données sur un seul site. Cela nécessite que la propriété soit convaincue que les données biomédicales peuvent être librement déplacées et partagées sur un site central. Nous avons évalué les prochains défis obtenus grâce à ce résultat : i. Mise en oeuvre de stratégies d'apprentissage d'ensemble appliquées aux architectures entièrement distribuées: Notre algorithme est conçu et mis en oeuvre via des composants architecturaux qui prennent en charge une exécution indépendante et hautement distribuée. De plus, l'implémentation prend en charge des topologies telles que les topologies hiérarchiques et entièrement distribuées utilisées dans Federated Learning qui peuvent être combinées pour tirer pleinement parti des ressources distribuées sur chaque site. Par conséquent, notre implémentation s'approprie les fonctionnalités du FDC pour fournir une puissante analyse multi-sites des données biomédicales.

ii. Agréger les meilleurs arbres sur chaque site pour avoir un modèle global avec des performances d'apprentissage similaires à la version centralisée : Les stratégies d'agrégation proposées sélectionnent les meilleurs arbres de chaque site pour construire des modèles collaboratifs. En conséquence, la précision de notre modèle collaboratif est inférieure à celle du modèle centralisé coûteux. Nous considérons cependant la différence comme acceptable concernant les autres bénéfices obtenus avec notre algorithme. Par exemple, notre modèle collaboratif peut aider aux décisions médicales et étayer les hypothèses médicales. Cependant, nous n'envisageons jamais de substituer l'expert médical car c'est lui qui sera toujours responsable de la décision finale du patient. Cependant, nous avons mis en oeuvre une stratégie de correction de biais partageant des données partielles sécurisées, et notre modèle collaboratif améliore les performances de précision.

iii. Concevoir des flux de travail distribués flexibles et évolutifs pour analyser les données biomédicales: L'architecture mise en oeuvre répond à deux principes : flexibilité et évolutivité. Notre proposition est flexible puisqu'elle s'adapte aux capacités hétérogènes des sites et aux capacités de communication. Les topologies mises en oeuvre fournissent des analyses flexibles qui peuvent s'adapter aux conditions du site. D'autre part, l'indépendance des composants les rend très évolutifs pour satisfaire la capacité de traitement sur site. De plus, les tâches sur les contrôleurs peuvent être exécutées en tirant parti du traitement distribué sur chaque site. Par conséquent, notre implémentation est plus robuste avec ces deux principes face à des workflows de traitement hétérogènes entre plusieurs sites.

iv. Intégrer des stratégies de partage tout en préservant la confidentialité et la sécurité des données: Notre mise en oeuvre est étendue à travers trois stratégies visant à améliorer l'apprentissage des performances du modèle, en cherchant à réduire les biais. En phase expérimentale, nous avons montré qu'une des stratégies améliore la précision du modèle grâce au partage sécurisé de données partielles. Les trois stratégies proposées s'appuient sur des techniques existantes pour partager en toute sécurité des données biomédicales. Par conséquent, nous utilisons ces techniques sécurisées pour enrichir notre approche de création de modèles collaboratifs.

Ces défis sont relevés dans les expériences de notre mise en oeuvre. En particulier, nous évaluer trois aspects:

1. Les performances du modèle de classification telles qu'évaluées à l'aide de mesures d'apprentissage des scores: Les performances d'apprentissage du modèle collaboratif, métrique FScore, sont inférieures entre 0,2 et 0,4 points à celles de la version centralisée. La meilleure valeur du modèle centralisé est due à la réalisation d'une formation de modèle basée sur toutes les données agrégées sur un seul site.

Le modèle centralisé présente une formation coûteuse en termes de capacités de calcul et de restrictions de communication pour déplacer toutes les données. Notre algorithme réduit considérablement la capacité de calcul nécessaire pour entraîner le modèle sur chaque site.

2. La taille des données partagées par les modèles formés: Notre algorithme réduit considérablement la quantité de données partagées grâce au partage uniquement de modèles entraînés. De plus, les stratégies d'agrégation proposées réduisent considérablement la quantité d'informations partagées, contrairement au processus souvent irréalisable consistant à déplacer toutes les données vers un seul site.

La capacité de calcul requise sur chaque site pour entraîner les modèles en privé:

L'algorithme MuSiForest réduit le temps de calcul requis en utilisant la capacité de calcul locale installée sur chaque site. Le dernier aspect constitue un autre avantage de l'analyse des données à l'aide de notre approche FDC.

Enfin, nous avons également expérimenté une stratégie de correction de biais pour améliorer le score de précision du modèle collaboratif grâce à une stratégie Secure Data Containers (SDC). Cette stratégie montre une amélioration de la métrique d'apprentissage par rapport au modèle centralisé. La stratégie SDC considère un site agrégateur de confiance avec un ensemble de données global. Cet ensemble de données contient le nombre d'échantillons de chaque site, mais les échantillons de données sont stockés de manière privée sur chaque site. Bien que l'ensemble global dispose d'un identifiant correspondant à chaque échantillon sur chaque site, ce numéro ne constitue pas une donnée sensible. Cela correspond simplement à une valeur numérique unique dans l'ensemble de données global.

Langage de Workflow pour FDCs (FeDeRa: Fully En-richeD languagE for distRibuted Analysis)

SUMMARY IN ENGLISH

Introduction

The amount of data collected continues to grow every day [START_REF] Stephens | Big data: astronomical or genomical?[END_REF]. According to the European Bioinformatics Institute (EBI) archive, at the end of 2020, raw data reached over 390 petabytes of data storage [START_REF] Cantelli | The european bioinformatics institute (EMBL-EBI) in 2021[END_REF]. Biotechnological advances like Next-Generation technologies have contributed to this growth [START_REF] Shekhar Pareek | Sequencing technologies and genome sequencing[END_REF]. For example, sequencing a whole genome nowadays requires only one day, in contrast to the more than ten years invested in the Human Genome Project (HGP) between 1990 and 2003 [START_REF] Behjati | What is next generation sequencing?[END_REF]. Therefore, biomedical data, particularly genetic data, is voluminous and often too difficult or costly to transfer, store at, and analyze on a single site [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF].

Today's predominant architectural model for biomedical collaborative analyses consists of centralizing the underlying data and performing analyses through supercomputers or cluster infrastructures located at a single or a small number of organizations [START_REF] Schadt | Computational solutions to large-scale data management and analysis[END_REF]. Furthermore, this collaborative model is very restrictive and rigid. Recently, the need for more widely distributed collaborations has been noted [BS18; Bou+19; PCA15; Li+16]. Several arguments favor a higher degree of distribution: more and more organizations dispose of high-performance infrastructures for large-scale analyses, biomedical local data should be kept private, and massive data transfers are too time-consuming. We refer to biomedical analyses as those workflows composed of multiple steps, even distributed, to analyze data from medical applications: images, medical records, and data resulting from genomics analyses.

Approaches and tools for fully distributed collaborative biomedical analyses are rare today. Most existing approaches and tools process data at individual or a small number of locations using efficient frameworks for large-scale computations, such as MapReduce [START_REF] Cattaneo | An effective extension of the applicability of alignment-free biological sequence comparison algorithms with Hadoop[END_REF][START_REF] Salloum | Big data analytics on Apache Spark[END_REF][START_REF] Guo | Bioinformatics applications on apache spark[END_REF]. MapReduce-based frameworks like Hadoop and Spark are highly efficient for distributed processing across a large number of machines orchestrated by a central node. However, these frameworks have limitations when processing geographically distributed data while maintaining quality attributes such as scalability, consistency, and performance [START_REF] Dolev | A survey on geographically distributed big-data processing using MapReduce[END_REF]. Similarly, workflow systems, another popular tool used in the biomedical field, allow scientists to define analyses in terms of tasks as well as task dependencies and dataflows [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. They also frequently support portability across different execution environments like grids and clusters [START_REF] Yu | A taxonomy of workflow management systems for grid computing[END_REF][START_REF] Rodriguez | Scientific workflow management system for clouds[END_REF]. But, current workflow systems do not support FDC scenarios because they are designed to cope with current state-of-the-art infrastructure. They are also not designed to cope with the complex requirements of international biomedical cooperation, lacking mechanisms for decentralization, distributed computations, and security/privacy requirements [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF].

These restrictions on computational capacity and processing mechanisms are complemented by security/privacy requirements and data-sharing restrictions on biomedical data. Security and privacy risks include data leakage and re-identification concerns [Are+18]. Therefore, different governments and official entities are trying to regulate biomedical data sharing. A prime example is the GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF], implemented in 2018 by the European Union. The GDPR defines rules for the treatment and sharing of personal data, including, among others, health data, genetic, and biometric data.

In order to address these restrictions, we propose fully-distributed collaborations (denoted as FDCs) to process biomedical data. FDCs are research endeavors that harness means to exploit and analyze massive biomedical information collaboratively over geodistributed infrastructures. Thus, FDCs require tools and techniques for collaboration that can use advanced distributed (data and computation) architectures to cope with complex socio-technical constraints and heterogeneous networks. FDCs promise to enable more powerful biomedical analyses defined in distributed workflows operating over large volumes of shared public and private data. FDC analyses will promote cooperation among geo-distributed research groups or organizations, each typically subject to, possibly local, constraints stemming from legal frameworks, security constraints, sensitive private data, and locally available infrastructures. Thus, FDCs require collaboration beyond traditional social/legal ones, such as confidentiality agreements or copyright contracts.

In this thesis, we provide the following contributions:

We motivate the use of FDC scenarios as an improvement of centralized biomedical analyses [START_REF] Boujdad | On distributed collaboration for biomedical analyses[END_REF]. We show current limitations and constraints in the context of the ICAN project [START_REF] Anr | IntraCranial ANeurysms: From familial forms to pathophysiological mechanisms -I-CAN[END_REF], a large collaborative project that involves 34 French hospitals and research centers working together to understand the pathology of intracranial aneurysms.

We present a taxonomy of tools and systems for distributed genomic data process-ing [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF]. The taxonomy classifies from three different perspectives: (i) biomedical problems being solved on genomic data, (ii) the tool support provided for biomedical analyses, and (iii) support for distributed cooperation, notably in terms of types of distribution offered, interoperability properties, and reproducibility properties.

We propose the MuSiForest algorithm to build a collaborative model between multiple sites through different model aggregation strategies applying different security levels. The algorithm supports the collaboration among several geo-distributed research centers involving distributed biomedical data and computational infrastructures. Furthermore, the implementation offers some strategies to handle the bias in the trained collaborative model sharing partial data securely.

We also propose declarative language to specify FDC-based analysis. The declarative workflow language, FeDeRa, specifies collaborative biomedical analysis and is implemented across multiple geo-distributed sites. Furthermore, the language adopts concurrency and distributed mechanisms to mitigate current workflow language restrictions, enhancing the specification-level analysis definitions required by biomedical users.

Finally, we propose multi-site analyses executed in an international context between Colombia and France to evaluate our algorithm and the proposed specification language. Each site disposes of private data, and computing and storage infrastructures at the different sites are heterogeneous. The collaborative analysis is defined as a workflow over computations steps and data movements. The MuSiForest algorithm is deployed among geo-distributed sites, and through collaboration, we train a collaborative model, which is evaluated against expensive and unfeasible centralized training. Furthermore, we have specified this scenario with our declarative language, contrasting the expressiveness level and deployment mechanisms provided versus some workflow languages.

The (ICAN) IntraCranial ANeurysm Project

Individuals or single organizations often can no longer analyze such amounts of data. Researchers are thus organizing collaborative research efforts to address this issue. An example of such an effort is the ICAN project [Bou+17; ANR19], a collaboration of more than 30 French medical institutions in a research project that targets pathologies about intracranial aneurysms. In the ICAN project, each participant shares large amounts of biomedical data (including clinical records, medical images, and genomic data from the sequencing of biological samples). Although multiple institutions provide data, the biomedical data is analyzed by only a small number (2) of participating entities.

Technical Constraints

Biomedical cooperations are subject to significant technical challenges. For example, the ICAN project requires processing large volumes of data and performing complex and time-consuming computations. Therefore, the data is centralized and processed only in two sites because the other sites do not dispose of the necessary hardware and software infrastructures. The data volumes grow at least linearly with the number of involved patients. In this context, storage and communication bottlenecks arise easily [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF], leading to significant questions related to the localization/placement of computation and data, notably for performance reasons.

The ICAN project uses a simple distributed collaboration architecture because data is generated at all sites but then centralized and processed at only two sites out of 34. More widely distributed architectures between the participating sites would have led to larger distributed executions of analyses performing fewer data movements and thus could have been more efficient and cost-effective. They could, however, not be employed because of insufficient computational facilities at many sites. Currently, computational infrastructures and data storage methods lack support for the efficient distributed processing of massive biomedical data [START_REF] Fan | Challenges of big data analysis[END_REF].

Third, because of its mostly centralized execution architecture, the ICAN project has a simple architecture in terms of security and privacy, where security services are delegated to the infrastructure layer. However, in general, biomedical analyses must satisfy security and privacy properties that are much stronger than those applicable to other domains and have to be enforced in heterogeneous (computational and regulatory) environments [DCD03; PCX11; CD05].

Legal Constraints

Biomedical data and the projects using them are most frequently subject to stronger legal restrictions. As already discussed, some regulations are much stricter with biomedical data than others that consider it just personal data. In addition to standard rules to ensure and preserve data privacy, biomedical-related data must have stricter storage, transfer, and access control due to sensitivity level restrictions.

The ICAN project is limited by French regulations that impose several constraints on biomedical data sharing, even between institutions located inside the country and the restrictions defined by the GDPR. French regulations impose stringent constraints on privacy preservation if data is shared with third parties: public cloud infrastructures can only be used in exceptional circumstances and after undergoing specific accreditation procedures. Currently, the ICAN partners are considering an extension to an international partnership across and beyond the European Union. However, for more deeply integrated cooperations, the regulatory situation becomes much more complicated because of the different laws governing data privacy in general and health-related data in different countries. Since governments are aware of the potential benefits of such cooperations, they have made efforts to regulate data privacy without affecting the flexibility of the research initiatives [START_REF] Federer | Biomedical data sharing and reuse: attitudes and practices of clinical and scientific research staff[END_REF].

Fully Distributed Collaborations (FDCs)

In order to address these restrictions, we propose fully-distributed collaborations (denoted as FDCs) to process biomedical data. FDCs are research endeavors that harness means to exploit and analyze massive biomedical information collaboratively over geodistributed infrastructures. Thus, FDCs require tools and techniques for collaboration that can use advanced distributed (data and computation) architectures to cope with complex socio-technical constraints and heterogeneous networks. FDCs promise to enable more powerful biomedical analyses defined in distributed workflows operating over large volumes of shared public and private data. FDC analyses will promote cooperation among geo-distributed research groups or organizations, each typically subject to, possibly local, constraints stemming from legal frameworks, security constraints, sensitive private data, and locally-available infrastructures. Thus, FDCs require collaboration beyond traditional social/legal ones, such as confidentiality agreements or copyright contracts.

We argue that new tools for scientific collaboration should be supported by geographically distributed architectures that support distribution, concurrency, and security mechanisms driven by data needs. We thus propose a method for scientific collaboration called Fully Distributed Collaborations (FDCs). In summary, FDCs are research endeavors that harness means to exploit and analyze massive amounts of information collaboratively over geo-distributed infrastructures while respecting information ownership, data privacy, and social and legal constraints.

The workflow involves the participation of two countries that cannot (reasonably) be implemented through traditional systems due to centralized dependence on data placement and computer processing. This workflow may correspond to the extension proposed for the ICAN project. In the workflow, France has three member sites processing data located in Nantes, Rennes, and Paris, while Colombia has a single site processing data in Bogotá. Each of the two countries applies its own restrictions on sharing data, such as the GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] in France and the "habeas data" law in Colombia [START_REF]Congress of Colombia, Colombian Data Protection Law[END_REF]. In this scenario, the FDC analyses satisfy each regulation member's requirements. Colombian law considers responsible data sharing with countries that dispose of clearly defined regulations, such as the GDPR. Therefore, the proposed workflow can be reasonable through FDC analysis while complying with legal restrictions. The FDC approach supports three significant architectural properties to satisfy complex and heterogeneous workflows: Data and computation placement: in traditional scenarios, data moves to the computing site, typically a centralized site; on the contrary, we propose that computations move to/are performed at data-owning sites, thus keeping data completely private.

Privacy and security:

Transferring data to central processing sites generates risks associated with the privacy and security of biomedical data. We propose security mechanisms when data sharing is necessary between sites during the FDC analyses. The transferred data may be intermediate results obtained during the workflow execution.

Performance and Scalability: Traditional scenarios ignore computational facilities installed at each site, often resulting in a large computational overhead at the central site. In contrast, we propose using the local infrastructure available at each site, allowing the integration of heterogeneous tasks supported by different scalable architectures.

Multi-Site Random Forest (MuSiForest)

Following the FDC idea, we propose an approach to analyze biomedical data in a fully distributed setting, a MuSiForest algorithm. An FDC-based scenario implements a supervised learning algorithm to analyze biomedical data collaboratively. The FDC scenario considers the global training of a Random Forests model through the aggregation of models trained locally without sharing data entirely [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. Random Forests [START_REF] Breiman | Random forests[END_REF] is a popular learning model applied to biomedical data for classification and prediction problems [START_REF] Benjamin A Goldstein | Random forests for genetic association studies[END_REF][START_REF] Chen | Random forests for genomic data analysis[END_REF][START_REF] Boulesteix | Overview of random forest methodology and practical guidance with emphasis on computational biology and bioinformatics[END_REF].

MuSiForest is an approach to Fully Distributed Collaboration built on top of a Random Forest algorithm. Our FDC-compliant approach, MuSiForest (Multi-Site Random Forest), can be used to implement a collaboration of several geographically distributed research centers with their own data and their own computational infrastructure. We investigate techniques and tools to build distributed models without violating sharing restrictions, in contrast to traditional techniques that require full data access. The major contributions of MuSiForest are:

A Fully Distributed Random Forest algorithm to analyze data collaboratively across sites while ensuring strict confidentiality and ownership properties of biomedical data.

A software implementation of the proposed MuSiForest algorithm to build a global classification forest with the participation of multiple sites.

Strategies for sharing partial data to reduce bias in the collaborative model.

Experiments with the proposed algorithm analyzing labeled data corresponding to gene expression levels (RNA-Seq) to classify patient samples among five cancer types.

Experiments using the proposed security strategies relaxing the sharing constraints to address bias correction in the collaborative model.

MuSiForest Algorithm Structure

A random forest is a set of multiple trained trees where each tree predicts the class of a specific instance. Due to the forest's composition, the training of each tree can be computed in parallel, and each tree can be trained from an independent bootstrapped data sample. The MuSiForest methodology uses the Bagging strategy [START_REF] Breiman | Bagging predictors[END_REF]. But in a multi-site scenario, where each site builds the forest locally, we propose the following: First, the trees are aggregated locally using three strategies into ensemble diverse forests.

Next, the forests are shared to be aggregated and build a collaborative forest.

Finally, each site has a collaborative forest trained jointly and a local forest trained privately and does not collect information from the other sites. We conducted the experiments to verify the challenges of multi-site random forest implementations. We contrast the corresponding results with a traditional centralized training algorithm that stores all data at a single site. This requires the property to be satisfied that biomedical data can be freely moved and shared on a central site. We evaluated the next challenges obtained as a result:

i. Implementing ensemble learning strategies applied to fully distributed architectures:

Our algorithm is designed and implemented through architectural components that support independent and highly distributed execution. Furthermore, the implementation supports topologies such as hierarchical and fully distributed ones used in Federated Learning that can be combined to take full advantage of the distributed resources at each site. Therefore, our implementation appropriates the FDC features to provide a powerful multi-site analysis over biomedical data.

ii. Aggregating the best trees to each site to have a global model with similar learning performance to the centralized version: The proposed aggregation strategies select the best trees from each site to build collaborative models. As a result, the precision of our collaborative model is lower than the expensive centralized model. However, we consider the difference acceptable concerning the other benefits obtained with our algorithm. For example, our collaborative model can assist medical decisions and support medical hypotheses. Nevertheless, we never consider substituting the medical expert because the expert will always be responsible for the patient's final decision. However, we implemented one bias-correction strategy sharing secure partial data, and our collaborative model improves the precision performance.

iii. Designing flexible and scalable distributed workflows to analyze biomedical data: The architecture implemented complies with two principles: flexibility and scalability. Our proposal is flexible since it adjusts to the sites' heterogeneous capabilities and communication capacities. The implemented topologies provide flexible analyses that can adapt to site conditions. On the other hand, the independence of the components makes them highly scalable to satisfy the processing capacity on site. Additionally, tasks on the controllers can be executed by leveraging distributed processing at each site. Therefore, our implementation is more robust with these two principles in the face of heterogeneous processing workflows between multiple sites.

iv. Incorporating sharing strategies while preserving data privacy and security: Our implementation is extended through three strategies to improve the performance learning of the model, seeking to reduce bias. In the experimental phase, we showed that one of the strategies improves the precision of the model through the secure sharing of partial data. The three proposed strategies are based on existing techniques for securely sharing biomedical data. Therefore, we use these secure techniques to enrich our approach to building collaborative models.

These challenges are fulfilled in the experiments of our implementation. In particular, we evaluate three aspects:

1. The performance of the classification model as evaluated using score learning metrics: The collaborative model's learning performance, FScore metric, is between 0.2 and 0.4 points lower than that of the centralized version. The better value of the centralized model is due to performing model training based on all data aggregated on one site.

The centralized model shows expensive training in terms of computation capacities and communication restrictions moving all data. Our algorithm significantly reduces the computing capacity required to train the model on each site.

2. The size of data shared by trained models: Our algorithm significantly reduces the amount of data shared due to sharing only trained models. Furthermore, the aggregation strategies proposed significantly reduce the amount of information shared, in contrast to the often infeasible process of moving all the data to one site.

The computing capacity required at each site to train the models privately:

The MuSiForest algorithm reduces the computational time required by using the local computation capacity installed at each site. The last aspect constitutes another advantage of analyzing data using our FDC approach.

Finally, We also experimented with one bias-correction strategy to improve the precision score of the collaborative model by a Secure Data Containers (SDC) strategy. This strategy shows an improvement in the learning metric compared to the centralized model. The SDC strategy considers a trusted, aggregator site with a global data set. This data set has the number of samples from each site, but the data samples are stored privately on each site. Although the global set has an identifier corresponding to each sample at each site, this number is not sensitive data. It simply corresponds to a unique numerical value in the global data set.

Workflow Language for FDCs (FeDeRa)

We complement this algorithm with an enriched language to specify instructions declaratively. The language syntax offers means to improve expressiveness and interpretability that are very useful for biomedical users.

Current workflow systems offer mechanisms to specify scientific analyses, but they have limited means for configuring deployments on complex and heterogeneous distributed environments. In particular, they lack mechanisms to support geo-distributed processing. In this sense, FDC-compliant workflows must provide intuitive and flexible distributed workflow specification languages suitable to be used by researchers who are not experts in computer science. Based on these shortcomings, we propose FeDeRa, a language to specify multi-site analyses. The FeDeRa language also provides abstractions to fine-tune the deployment across distributed machines. FeDeRa enables, in particular, the definition of workflows between multiple sites. FeDeRa is implemented as a Python library that provides a declarative programming language for specifying multi-site analyses. FeDeRa provides control-flow and dataflow programming strategies, treating data as a first-class citizen. Our language is complemented with two features: dataflow programming and declarative concurrency.

FeDeRa uses specialized libraries to ensure data sharing between sites through variable dataflow, using message-passing patterns, and achieving point-to-point communication between each site. The syntax offered in FeDeRa is transformed into executable code in Python, which is deployed in a controlled way on each site. The architecture provided is flexible and aligned to multi-site analysis like those previously presented in FDC sys-tems. Finally, we present a qualitative evaluation of our approach to specifying distributed analyses versus other workflow systems based on three properties: expressiveness, concurrency, and distribution. By comparing three current systems, we identified benefits in our language in each property, which are appropriate for biomedical analysis and their participants. The mechanisms provided in our language make it easy to specify analyses and deploy them in multi-site environments.

RESUMEN

Introducción

La cantidad de datos recopilados sigue creciendo cada día [START_REF] Stephens | Big data: astronomical or genomical?[END_REF]. Según el archivo del Instituto Europeo de Bioinformática (EBI), a finales de 2020, los datos brutos alcanzaban más de 390 petabytes de almacenamiento [START_REF] Cantelli | The european bioinformatics institute (EMBL-EBI) in 2021[END_REF]. Los avances biotecnológicos, como las tecnologías de secuenciación (NGS: Next-Generation Sequencing), han contribuido a este crecimiento [START_REF] Shekhar Pareek | Sequencing technologies and genome sequencing[END_REF]. Por ejemplo, hoy en día secuenciar un genoma completo requiere sólo un día, en contraste con los más de diez años invertidos en el Proyecto Genoma Humano (HGP: Human Genome Project) entre 1990 y 2003 [START_REF] Behjati | What is next generation sequencing?[END_REF]. Por lo tanto, los datos biomédicos, en particular los datos genéticos, son voluminosos y, a menudo, demasiado difíciles o limitados de transferir, almacenar y analizar en un solo sitio [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF].

El modelo arquitectónico predominante hoy en día para los análisis colaborativos biomédicos consiste en centralizar los datos subyacentes y realizar análisis a través de supercomputadoras o infraestructuras de clúster ubicadas en una sola o en un pequeño número de organizaciones [START_REF] Schadt | Computational solutions to large-scale data management and analysis[END_REF]. Además, este modelo colaborativo es muy restrictivo y rígido. Recientemente, se ha observado la necesidad de colaboraciones más ampliamente distribuidas [BS18; Bou+19; PCA15; Li+16]. Varios argumentos favorecen un mayor grado de distribución: cada vez más organizaciones disponen de infraestructuras de alto rendimiento para análisis a gran escala, los datos biomédicos locales deberían mantenerse privados y las transferencias masivas de datos consumen demasiado tiempo. Nos referimos a los análisis biomédicos como aquellos flujos de trabajo compuestos por múltiples pasos, incluso distribuidos, para analizar datos de aplicaciones médicas: imágenes, registros médicos y datos resultantes de análisis genómicos.

Las propuestas y herramientas para análisis biomédicos colaborativos totalmente distribuidos son escasos en la actualidad. La mayoría de los enfoques y herramientas existentes procesan datos en ubicaciones individuales o en una pequeña cantidad de ubicaciones utilizando marcos eficientes para cálculos a gran escala, como MapReduce [START_REF] Cattaneo | An effective extension of the applicability of alignment-free biological sequence comparison algorithms with Hadoop[END_REF][START_REF] Salloum | Big data analytics on Apache Spark[END_REF][START_REF] Guo | Bioinformatics applications on apache spark[END_REF]. Los marcos basados en MapReduce como Hadoop y Spark son muy eficientes para el procesamiento distribuido en una gran cantidad de máquinas orques-tadas por un nodo central. Sin embargo, estos marcos tienen limitaciones al procesar datos distribuidos geográficamente y al mismo tiempo mantener atributos de calidad como escalabilidad, coherencia y rendimiento [START_REF] Dolev | A survey on geographically distributed big-data processing using MapReduce[END_REF]. De manera similar, los sistemas de flujo de trabajo, otra herramienta popular utilizada en el campo biomédico, permiten a los científicos definir análisis en términos de tareas, dependencias entre tareas y flujos de datos [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. También suelen admitir la portabilidad entre diferentes entornos de ejecución, como redes y clústeres [YB05; RB17]. Sin embargo, los sistemas de flujo de trabajo actuales no admiten escenarios FDC porque están diseñados para hacer frente a la infraestructura de última generación actual. Tampoco están diseñados para hacer frente a los complejos requisitos de la cooperación biomédica internacional, ya que carecen de mecanismos de descentralización, cálculos distribuidos y requisitos de seguridad/privacidad [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF].

Estas restricciones relacionados con la capacidad computacional y los mecanismos de procesamiento se complementan con requisitos de seguridad/privacidad, y restricciones en el intercambio de datos biomédicos. Los riesgos de seguridad y privacidad incluyen la fuga de datos y las preocupaciones sobre la reidentificación [Are+18]. Por ello, diferentes gobiernos y entidades oficiales están intentando regular el intercambio de datos biomédicos. Un buen ejemplo es la regulación GDPR (General Data Protection Regulation) [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF], implementado en 2018 por la Unión Europea. La GDPR define reglas para el tratamiento y el intercambio de datos personales, incluidos, entre otros, datos de salud, genéticos y biométricos.

Para abordar estas restricciones, proponemos colaboraciones totalmente distribuidas (denominadas FDCs: Fully Distributed Collaborations) para procesar datos biomédicos. Los FDC son esfuerzos de investigación que aprovechan los medios para explotar y analizar información biomédica masiva de forma colaborativa a través de infraestructuras geodistribuidas. Por lo tanto, los FDC requieren herramientas y técnicas de colaboración que puedan utilizar arquitecturas distribuidas avanzadas (datos y computación) para hacer frente a restricciones sociotécnicas complejas y redes heterogéneas. Los FDC prometen permitir análisis biomédicos más potentes definidos en flujos de trabajo distribuidos que operan sobre grandes volúmenes de datos públicos y privados compartidos. Los análisis de la FDC promoverán la cooperación entre grupos u organizaciones de investigación geodistribuidos, cada uno de los cuales suele estar sujeto a limitaciones, posiblemente locales, derivadas de marcos legales, limitaciones de seguridad, datos privados confidenciales e infraestructuras disponibles localmente. Por lo tanto, los FDC requieren colaboración más allá de las tradicionales sociales/legales, como acuerdos de confidencialidad o contratos de derechos de autor.

Con el desarrollo de esta tesis, logramos las siguientes contribuciones:

Motivamos el uso de escenarios FDC como mejora de los análisis biomédicos centralizados [START_REF] Boujdad | On distributed collaboration for biomedical analyses[END_REF]. Mostramos las limitaciones y resitrcciones actuales en el contexto del proyecto ICAN [START_REF] Anr | IntraCranial ANeurysms: From familial forms to pathophysiological mechanisms -I-CAN[END_REF], un proyecto colaborativo que involucra a 34 hospitales y centros de investigación franceses que trabajan juntos para comprender la patología de los aneurismas intracraneales.

Presentamos una taxonomía de herramientas y sistemas para el procesamiento distribuido de datos genómicos [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF]. La taxonomía clasifica desde tres perspectivas diferentes: (i) los problemas biomédicos que se resuelven a partir de datos genómicos, (ii) el soporte de herramientas proporcionado para los análisis biomédicos y (iii) el soporte para la cooperación distribuida, especialmente en términos de tipos de distribución ofrecidos y propiedades de interoperabilidad. y propiedades de reproducibilidad.

Proponemos el algoritmo MuSiForest para construir un modelo colaborativo entre múltiples sitios a través de diferentes estrategias de agregación de modelos aplicando diferentes niveles de seguridad. El algoritmo respalda la colaboración entre varios centros de investigación geodistribuidos que involucran datos biomédicos distribuidos e infraestructuras computacionales. Además, la implementación ofrece algunas estrategias para manejar el sesgo en el modelo colaborativo entrenado compartiendo datos parciales de forma segura.

También proponemos un lenguaje declarativo para especificar el análisis basado en FDC. El lenguaje de flujo de trabajo declarativo, FeDeRa, especifica el análisis biomédico colaborativo y se implementa en múltiples sitios distribuidos geográficamente. Además, el lenguaje adopta mecanismos distribuidos y de concurrencia para mitigar las restricciones actuales del lenguaje de flujo de trabajo, mejorando las definiciones de análisis a nivel de especificación requeridas por los usuarios biomédicos.

Finalmente, proponemos análisis multisitio ejecutados en un contexto internacional entre Colombia y Francia para evaluar nuestro algoritmo y el lenguaje de especificación propuesto. Cada sitio dispone de datos privados y las infraestructuras infor-máticas y de almacenamiento en los diferentes sitios son heterogéneas. El análisis colaborativo se define como un flujo de trabajo sobre pasos de cálculo y movimientos de datos. El algoritmo MuSiForest se implementa entre sitios geodistribuidos y, a través de la colaboración, entrenamos un modelo colaborativo, que se evalúa frente a una capacitación centralizada costosa e inviable. Además, hemos especificado este escenario con nuestro lenguaje declarativo contrastando el nivel de expresividad y los mecanismos de implementación proporcionados con algunos lenguajes de flujo de trabajo.

El proyecto ICAN (IntraCranial ANeurysm)

Al igual que en el proyecto ICAN, la cooperación en el mundo real y el correspondiente conjunto de trabajos científicos en casi todos los casos actuales son muy limitados. La mayoría de los cálculos se implementan en la infraestructura de un solo sitio y pocos datos se comparten de manera efectiva y sin restricciones, especialmente en entornos internacionales. Las restricciones actuales se deben a múltiples motivos, tanto técnicos como legales.

Restricciones técnicas

Las cooperaciones biomédicas están sujetas a importantes desafíos técnicos. Por ejemplo, el proyecto ICAN requiere procesar grandes volúmenes de datos y realizar cálculos complejos y que requieren mucho tiempo. Por lo tanto, los datos se centralizan y procesan sólo en dos sitios porque los otros sitios no disponen de las infraestructuras de hardware y software necesarias. Los volúmenes de datos crecen al menos linealmente con el número de pacientes involucrados. En este contexto, surgen fácilmente cuellos de botella en el almacenamiento y la comunicación [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF], lo que genera importantes cuestiones relacionadas con la localización/ubicación de la computación y los datos, especialmente por razones de rendimiento.

El proyecto ICAN utiliza una arquitectura de colaboración distribuida simple porque los datos se generan en todos los sitios pero luego se centralizan y procesan en solo dos sitios de 34. Arquitecturas más ampliamente distribuidas entre los sitios participantes habrían llevado a ejecuciones distribuidas más grandes de análisis que realizarían menos movimientos de datos y, por lo tanto, podría haber sido más eficiente y rentable. Sin embargo, no pudieron emplearse debido a que en muchos sitios no había suficientes medios computacionales. Actualmente, las infraestructuras computacionales y los métodos de almacenamiento de datos carecen de soporte para el procesamiento distribuido eficiente de datos biomédicos masivos [START_REF] Fan | Challenges of big data analysis[END_REF].

En tercer lugar, debido a su arquitectura de ejecución mayoritariamente centralizada, el proyecto ICAN tiene una arquitectura simple en términos de seguridad y privacidad, donde los servicios de seguridad se delegan a la capa de infraestructura. Sin embargo, en general, los análisis biomédicos deben satisfacer propiedades de seguridad y privacidad que son mucho más sólidas que las aplicables a otros dominios y deben aplicarse en entornos heterogéneos (computacionales y regulatorios) [DCD03; PCX11; CD05].

Restricciones legales

Los datos biomédicos y los proyectos que los utilizan suelen estar sujetos a restricciones legales más estrictas. Como ya se ha comentado, algunas normativas son mucho más estrictas con los datos biomédicos que otras que los consideran solo datos personales. Además de las reglas estándar para garantizar y preservar la privacidad de los datos, los datos biomédicos deben tener un almacenamiento, transferencia y control de acceso más estrictos debido a restricciones de nivel de sensibilidad.

El proyecto ICAN está limitado por la normativa francesa que impone varias limitaciones al intercambio de datos biomédicos, incluso entre instituciones ubicadas dentro del país y las restricciones definidas por el GDPR. La normativa francesa impone estrictas restricciones a la preservación de la privacidad si los datos se comparten con terceros: las infraestructuras de nube pública sólo pueden utilizarse en circunstancias excepcionales y después de someterse a procedimientos de acreditación específicos. Actualmente, los socios de ICAN están considerando una extensión de una asociación internacional a través y más allá de la Unión Europea. Sin embargo, para cooperaciones más profundamente integradas, la situación regulatoria se vuelve mucho más complicada debido a las diferentes leyes que rigen la privacidad de los datos en general y los datos relacionados con la salud en los diferentes países. Dado que los gobiernos son conscientes de los beneficios potenciales de tales cooperaciones, se han esforzado por regular la privacidad de los datos sin afectar la flexibilidad de las iniciativas de investigación [START_REF] Federer | Biomedical data sharing and reuse: attitudes and practices of clinical and scientific research staff[END_REF].

Colaboraciones Totalmente Distribuidas (FDCs: Fully

Distributed Collaborations)

Para abordar estas restricciones, proponemos colaboraciones totalmente distribuidas (denominadas FDC) para procesar datos biomédicos. Los FDC son esfuerzos de investigación que aprovechan los medios para explotar y analizar información biomédica masiva de forma colaborativa a través de infraestructuras geodistribuidas. Por lo tanto, los FDC requieren herramientas y técnicas de colaboración que puedan utilizar arquitecturas distribuidas avanzadas (datos y computación) para hacer frente a restricciones sociotécnicas complejas y redes heterogéneas. Los FDC prometen permitir análisis biomédicos más potentes definidos en flujos de trabajo distribuidos que operan sobre grandes volúmenes de datos públicos y privados compartidos. Los análisis de la FDC promoverán la cooperación entre grupos u organizaciones de investigación geodistribuidos, cada uno de los cuales suele estar sujeto a limitaciones, posiblemente locales, derivadas de marcos legales, limitaciones de seguridad, datos privados confidenciales e infraestructuras disponibles localmente. Por lo tanto, los FDC requieren colaboración más allá de las tradicionales sociales/legales, como acuerdos de confidencialidad o contratos de derechos de autor.

Argumentamos que las nuevas herramientas para la colaboración científica deben estar respaldadas por arquitecturas distribuidas geográficamente que respalden mecanismos de distribución, concurrencia y seguridad impulsados por las necesidades de datos. Por lo tanto, proponemos un método de colaboración científica llamado Colaboraciones Totalmente Distribuidas (FDCs: Fully Distributed Collaborations). En resumen, los FDC son esfuerzos de investigación que aprovechan los medios para explotar y analizar cantidades masivas de información de manera colaborativa a través de infraestructuras geodistribuidas, respetando al mismo tiempo la propiedad de la información, la privacidad de los datos y las limitaciones sociales y legales.

El flujo de trabajo implica la participación de dos países que no pueden (razonablemente) implementarse a través de sistemas tradicionales debido a la dependencia centralizada de la ubicación de datos y el procesamiento informático. Este flujo de trabajo puede corresponder a la extensión propuesta para el proyecto ICAN. En el flujo de trabajo, Francia tiene tres sitios miembros que procesan datos ubicados en Nantes, Rennes y París, mientras que Colombia tiene un único sitio que procesa datos en Bogotá. Cada uno de los dos países aplica sus propias restricciones a la hora de compartir datos, como el GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] en Francia y la ley de "hábeas data" en Colombia [START_REF]Congress of Colombia, Colombian Data Protection Law[END_REF]. En este esce-nario, los análisis de la FDC satisfacen los requisitos de cada miembro de la regulación. La ley colombiana considera el intercambio responsable de datos con países que disponen de regulaciones claramente definidas, como el GDPR. Por lo tanto, el flujo de trabajo propuesto puede ser razonable mediante el análisis FDC y al mismo tiempo cumplir con las restricciones legales. El enfoque FDC admite tres propiedades arquitectónicas importantes para satisfacer flujos de trabajo complejos y heterogéneos: Ubicación de datos y computación: en escenarios tradicionales, los datos se mueven al sitio de computación, generalmente un sitio centralizado; por el contrario, proponemos que los cálculos se trasladen o se realicen en sitios propietarios de datos, manteniendo así los datos completamente privados.

Privacidad y seguridad: La transferencia de datos a sitios centrales de procesamiento genera riesgos asociados con la privacidad y seguridad de los datos biomédicos. Proponemos mecanismos de seguridad cuando es necesario compartir datos entre sitios durante los análisis de FDC. Los datos transferidos pueden ser resultados intermedios obtenidos durante la ejecución del flujo de trabajo.

Rendimiento y escalabilidad: los escenarios tradicionales ignoran las instalaciones computacionales instaladas en cada sitio, lo que a menudo resulta en una gran sobrecarga computacional en el sitio central. Por el contrario, proponemos utilizar la infraestructura local disponible en cada sitio, permitiendo la integración de tareas heterogéneas soportadas por diferentes escalables. arquitecturas.

Bosques Aleatorios Multi-sitio (MuSiForest: Multi-Site

Random Forest)

Siguiendo la idea de la FDC, proponemos un enfoque para analizar datos biomédicos en un entorno totalmente distribuido, un algoritmo MuSiForest. Un escenario basado en FDC implementa un algoritmo de aprendizaje supervisado para analizar datos biomédicos de forma colaborativa. El escenario FDC considera el entrenamiento global de un modelo de Random Forests mediante la agregación de modelos entrenados localmente sin compartir datos por completo [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. Random Forests [START_REF] Breiman | Random forests[END_REF] es un modelo de aprendizaje popular aplicado a datos biomédicos para problemas de clasificación y predicción [GPB11; CI12; Bou+12].

MuSiForest es un enfoque de colaboración totalmente distribuida construido sobre un algoritmo de bosque aleatorio. Nuestro enfoque compatible con FDC, MuSiForest (Multi-Site Random Forest), se puede utilizar para implementar una colaboración de varios centros de investigación distribuidos geográficamente con sus propios datos y su propia infraestructura computacional. Investigamos técnicas y herramientas para construir modelos distribuidos sin violar las restricciones de uso compartido, a diferencia de las técnicas tradicionales que requieren acceso total a los datos. Las principales contribuciones de MuSiForest son:

Un algoritmo de bosque aleatorio totalmente distribuido para analizar datos de forma colaborativa entre sitios y al mismo tiempo garantizar una estricta confidencialidad y propiedades de propiedad de los datos biomédicos.

Una implementación de software del algoritmo MuSiForest propuesto para construir un bosque de clasificación global con la participación de múltiples sitios.

Estrategias para compartir datos parciales para reducir sesgos en el modelo colaborativo.

Experimentos con el algoritmo propuesto analizando datos etiquetados correspondientes a niveles de expresión génica (RNA-Seq) para clasificar muestras de pacientes entre cinco tipos de cáncer.

Experimentos que utilizan las estrategias de seguridad propuestas para relajar las restricciones de uso compartido para abordar la corrección de sesgos en el modelo colaborativo.

Estructura del algoritmo MuSiForest

Un bosque aleatorio es un conjunto de múltiples árboles entrenados donde cada árbol predice la clase de una instancia específica. Debido a la composición del bosque, el entrenamiento de cada árbol se puede calcular en paralelo y cada árbol se puede entrenar a partir de una muestra de datos de arranque independiente. La metodología MuSiForest utiliza la estrategia Bagging [START_REF] Breiman | Bagging predictors[END_REF].

Realizamos los experimentos para verificar los desafíos de las implementaciones forestales aleatorias en múltiples sitios. Contrastamos los resultados correspondientes con un algoritmo de entrenamiento centralizado tradicional que almacena todos los datos en un solo sitio. Esto requiere que la propiedad esté convencida de que los datos biomédicos se pueden mover y compartir libremente en un sitio central. Evaluamos los próximos desafíos obtenidos como resultado: i. Implementar estrategias de aprendizaje conjunto aplicadas a arquitecturas totalmente distribuidas: Nuestro algoritmo está diseñado e implementado a través de componentes arquitectónicos que admiten una ejecución independiente y altamente distribuida. Además, la implementación admite topologías como las jerárquicas y totalmente distribuidas utilizadas en el aprendizaje federado que se pueden combinar para aprovechar al máximo los recursos distribuidos en cada sitio. Por lo tanto, nuestra implementación se apropia de las características de FDC para proporcionar un potente análisis multisitio de datos biomédicos.

ii. Agregar los mejores árboles a cada sitio para tener un modelo global con un rendimiento de aprendizaje similar al de la versión centralizada: Las estrategias de agregación propuestas seleccionan los mejores árboles de cada sitio para construir modelos colaborativos. Como resultado, la precisión de nuestro modelo colaborativo es menor que la del costoso modelo centralizado. Sin embargo, consideramos aceptable la diferencia con respecto a los demás beneficios obtenidos con nuestro algoritmo. Por ejemplo, nuestro modelo colaborativo puede ayudar en las decisiones médicas y respaldar hipótesis médicas. Sin embargo, nunca nos planteamos sustituir al perito médico porque el perito siempre será el responsable de la decisión final del paciente. Sin embargo, implementamos una estrategia de corrección de sesgos que comparte datos parciales seguros y nuestro modelo colaborativo mejora el rendimiento de precisión.

iii. Diseño de flujos de trabajo distribuidos flexibles y escalables para analizar datos biomédicos: La arquitectura implementada cumple con dos principios: flexibilidad y escalabilidad. Nuestra propuesta es flexible ya que se ajusta a las heterogéneas capacidades y capacidades de comunicación de los sitios. Las topologías implementadas proporcionan análisis flexibles que pueden adaptarse a las condiciones del sitio. Por otro lado, la independencia de los componentes los hace altamente escalables para satisfacer la capacidad de procesamiento en sitio. Además, las tareas en los controladores se pueden ejecutar aprovechando el procesamiento distribuido en cada sitio.

Por lo tanto, nuestra implementación es más sólida con estos dos principios frente a flujos de trabajo de procesamiento heterogéneos entre múltiples sitios.

iv. Incorporar estrategias de intercambio preservando la privacidad y seguridad de los datos: Nuestra implementación se extiende a través de tres estrategias para mejorar el aprendizaje del desempeño del modelo, buscando reducir el sesgo. En la fase experimental, demostramos que una de las estrategias mejora la precisión del modelo mediante el intercambio seguro de datos parciales. Las tres estrategias propuestas se basan en técnicas existentes para compartir datos biomédicos de forma segura.

Por lo tanto, utilizamos estas técnicas seguras para enriquecer nuestro enfoque en la construcción de modelos colaborativos.

Estos desafíos se cumplen en los experimentos de nuestra implementación. En particular, evaluamos tres aspectos:

1. El desempeño del modelo de clasificación evaluado utilizando métricas de aprendizaje de puntaje: El rendimiento de aprendizaje del modelo colaborativo, métrica FScore, es entre 0,2 y 0,4 puntos inferior al de la versión centralizada. El mejor valor del modelo centralizado se debe a que realiza el entrenamiento del modelo basado en todos los datos agregados en un sitio.

El modelo centralizado muestra una capacitación costosa en términos de capacidades de cómputo y restricciones de comunicación para mover todos los datos. Nuestro algoritmo reduce significativamente la capacidad informática necesaria para entrenar el modelo en cada sitio.

2. El tamaño de los datos compartidos por los modelos entrenados: Nuestro algoritmo reduce significativamente la cantidad de datos compartidos al compartir solo modelos entrenados. Además, las estrategias de agregación propuestas reducen significativamente la cantidad de información compartida, en contraste con el proceso, a menudo inviable, de mover todos los datos a un solo sitio.

3. La capacidad informática requerida en cada sitio para entrenar los modelos de forma privada: El algoritmo MuSiForest reduce el tiempo de cálculo requerido al utilizar la capacidad de cálculo local instalada en cada sitio. El último aspecto constituye otra ventaja de analizar datos utilizando nuestro enfoque FDC.

Finalmente, también experimentamos con una estrategia de corrección de sesgos para mejorar la puntuación de precisión del modelo colaborativo mediante una estrategia de Contenedores de datos seguros (SDC). Esta estrategia muestra una mejora en la métrica de aprendizaje en comparación con el modelo centralizado. La estrategia de COSUDE considera un sitio agregador confiable con un conjunto de datos global. Este conjunto de datos tiene la cantidad de muestras de cada sitio, pero las muestras de datos se almacenan de forma privada en cada sitio. Aunque el conjunto global tiene un identificador correspondiente a cada muestra en cada sitio, este número no es un dato sensible. Simplemente corresponde a un valor numérico único en el conjunto de datos global.

Lenguaje de Flujo de Trabajo para FDCs (FeDeRa: Fully EnricheD languagE for distRibuted Analysis)

Complementamos este algoritmo con un lenguaje enriquecido para especificar instrucciones de forma declarativa. La sintaxis del lenguaje ofrece medios para mejorar la expresividad y la interpretabilidad que son muy útiles para los usuarios biomédicos.

Los sistemas de flujo de trabajo actuales ofrecen mecanismos para especificar análisis científicos, pero tienen medios limitados para configurar implementaciones en entornos distribuidos complejos y heterogéneos. En particular, carecen de mecanismos para respaldar el procesamiento geodistribuido. En este sentido, los flujos de trabajo compatibles con FDC deben proporcionar lenguajes de especificación de flujos de trabajo distribuidos, intuitivos y flexibles, adecuados para ser utilizados por investigadores que no son expertos en informática. Sobre la base de estas deficiencias, proponemos FeDeRa, un lenguaje para especificar análisis de múltiples sitios. El lenguaje FeDeRa también proporciona abstracciones para ajustar la implementación en máquinas distribuidas. FeDeRa permite, en particular, la definición de flujos de trabajo entre múltiples sitios. FeDeRa se implementa como una biblioteca Python que proporciona un lenguaje de programación declarativo para especificar análisis de múltiples sitios. FeDeRa proporciona estrategias de programación de flujo de control y flujo de datos, tratando los datos como ciudadanos de primera clase. Nuestro lenguaje se complementa con dos funcionalidades: programación de flujo de datos y concurrencia declarativa.

FeDeRa utiliza bibliotecas especializadas para garantizar el intercambio de datos entre sitios a través de un flujo de datos variable, utilizando patrones de paso de mensajes y logrando una comunicación punto a punto entre cada sitio. La sintaxis ofrecida en FeDeRa se transforma en código ejecutable en Python, el cual se implementa de forma controlada en cada sitio. La arquitectura proporcionada es flexible y está alineada con el análisis de múltiples sitios como los presentados anteriormente en los sistemas FDC.

Finalmente, presentamos una evaluación cualitativa de nuestro enfoque para especificar análisis distribuidos versus otros sistemas de flujo de trabajo basado en tres propiedades: expresividad, concurrencia y distribución. Al comparar tres sistemas actuales, identificamos beneficios en nuestro idioma en cada inmueble, que son apropiados para el análisis biomédico y sus participantes. Los mecanismos proporcionados en nuestro idioma facilitan la especificación de análisis y su implementación en entornos de múltiples sitios. 

Extending

INTRODUCTION

Context and Motivation

The amount of data collected continues to grow every day [START_REF] Stephens | Big data: astronomical or genomical?[END_REF]. According to the European Bioinformatics Institute (EBI) archive, at the end of 2020, raw data reached over 390 petabytes of data storage [START_REF] Cantelli | The european bioinformatics institute (EMBL-EBI) in 2021[END_REF]. Biotechnological advances like Next-Generation Sequencing (NGS) technologies have contributed to this growth [START_REF] Shekhar Pareek | Sequencing technologies and genome sequencing[END_REF]. For example, sequencing a whole genome nowadays requires only one day, in contrast to the more than ten years invested in the Human Genome Project (HGP) between 1990 and 2003 [START_REF] Behjati | What is next generation sequencing?[END_REF]. Therefore, biomedical data, particularly genetic data, is voluminous and often too difficult or costly to transfer, store at, and analyze on a single site [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF].

Today's predominant architectural model for biomedical collaborative analyses consist of centralizing the underlying data and performing analyses through supercomputers or cluster infrastructures located at a single or a small number of organizations [START_REF] Schadt | Computational solutions to large-scale data management and analysis[END_REF]. Furthermore, this collaborative model is very restrictive and rigid. Recently, the need for more widely distributed collaborations has been noted [BS18; Bou+19; PCA15; Li+16]. Several arguments favor a higher degree of distribution: more and more organizations dispose of high-performance infrastructures for large-scale analyses, biomedical local data should be kept private, and massive data transfers are too time-consuming. We refer to biomedical analyses as those workflows composed of multiple steps, even distributed, to analyze data from medical applications: images, medical records, and data resulting from genomics analyses.

Approaches and tools for fully distributed collaborative biomedical analyses are rare today. Most existing approaches and tools process data at individual or a small number of locations using efficient frameworks for large-scale computations, such as MapReduce [START_REF] Cattaneo | An effective extension of the applicability of alignment-free biological sequence comparison algorithms with Hadoop[END_REF][START_REF] Salloum | Big data analytics on Apache Spark[END_REF][START_REF] Guo | Bioinformatics applications on apache spark[END_REF]. MapReduce-based frameworks like Hadoop and Spark are highly efficient for distributed processing across a large number of machines orchestrated by a central node. But, these frameworks have limitations when processing geographically distributed data while maintaining quality attributes such as scalability, consistency, and performance [START_REF] Dolev | A survey on geographically distributed big-data processing using MapReduce[END_REF]. Similarly, workflow systems, another popular tool used in the biomedical field, allow scientists to define analyses in terms of tasks as well as task dependencies and dataflows [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. They also frequently support portability across different execution environments like grids and clusters [YB05; RB17]. But, current workflow systems do not support FDC scenarios because they are designed to cope with current stateof-the-art infrastructure. They are also not designed to cope with the complex requirements of international biomedical cooperation, lacking mechanisms for decentralization, distributed computations, and security/privacy requirements [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF].

These restrictions on computational capacity and processing mechanisms are complemented by security/privacy requirements and data-sharing restrictions on biomedical data. Security and privacy risks include data leakage and re-identification concerns [Are+18]. Therefore, different governments and official entities are trying to regulate biomedical data sharing. A prime example is the General Data Protection Regulation (GDPR) [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF], implemented in 2018 by the European Union. The GDPR defines rules for the treatment and sharing of personal data, including, among others, health data, genetic, and biometric data.

In order to address these restrictions, we propose fully-distributed collaborations (denoted as FDCs) to process biomedical data. FDCs are research endeavors that harness means to exploit and analyze massive biomedical information collaboratively over geodistributed infrastructures. Thus, FDCs require tools and techniques for collaboration that can use advanced distributed (data and computation) architectures to cope with complex socio-technical constraints and heterogeneous networks. FDCs promise to enable more powerful biomedical analyses defined in distributed workflows operating over large volumes of shared public and private data. FDC analyses will promote cooperation among geo-distributed research groups or organizations, each typically subject to, possibly local, constraints stemming from legal frameworks, security constraints, sensitive private data, and locally-available infrastructures. Thus, FDCs require collaboration beyond traditional social/legal ones, such as confidentiality agreements or copyrights contracts.

In this thesis, we propose an approach to analyze biomedical data in a fully distributed setting. An FDC-based scenario implements a supervised learning algorithm to analyze biomedical data collaboratively. The FDC scenario considers the global training of a Random Forests model through the aggregation of models trained locally without sharing data entirely [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. Random Forests [START_REF] Breiman | Random forests[END_REF] is a popular learning model applied to biomedical data for classification and prediction problems [GPB11; CI12; Bou+12]. We implement this FDC-based scenario and experiment with data resulting from the analysis of genomic data. Additionally, we complement this algorithm with an enriched language to specify instructions declaratively. The language syntax offers means to improve expressiveness and interpretability that are very useful for biomedical users.

Contributions and structure of the thesis

In this thesis, we provide the following contributions:

We motivate the use of FDC scenarios as an improvement of centralized biomedical analyses. We show current limitations and constraints in the context of the ICAN project [START_REF] Anr | IntraCranial ANeurysms: From familial forms to pathophysiological mechanisms -I-CAN[END_REF], a large collaborative project that involves 34 french hospitals and research centers working together to understand the pathology of intracranial aneurysms.

We present a taxonomy of tools and systems for distributed genomic data processing. The taxonomy classifies from three different perspectives: (i) biomedical problems being solved on genomic data, (ii) the tool support provided for biomedical analyses, and (iii) support for distributed cooperation, notably in terms of types of distribution offered, interoperability properties, and reproducibility properties.

We propose the MuSiForest algorithm to build a collaborative model between multiple sites through different model aggregation strategies applying different security levels. The algorithm supports the collaboration among several geo-distributed research centers involving distributed biomedical data and computational infrastructures. Furthermore, the implementation offers some strategies to handle the bias in the trained collaborative model sharing partial data securely.

Finally, we propose multi-site analyses executed in an international context between Colombia and France to evaluate our algorithm and the proposed specification language. Each site disposes of private data, and computing and storage infrastructures at the different sites are heterogeneous. The collaborative analysis is defined as a workflow over computations steps and data movements. The MuSiForest algorithm is deployed among geo-distributed sites, and through collaboration, we train a collaborative model, which is evaluated against expensive and unfeasible centralized training. Furthermore, we have specified this scenario with our declarative language contrasting the expressiveness level and deployment mechanisms provided versus some workflow languages. This thesis comprises two parts in seven chapters:

Part I: The first part, we present the related work and basic concepts to comprehend the thesis in two chapters. Chapter 2 presents relevant features in the problem of global collaboration in biomedical analyses. We also present a motivational case based on real biomedical scenarios. Next, Chapter 3 presents the state and concepts related to distributed biomedical analyses with traditional analysis and based on Distributed Machine Learning strategies.

Part II:

The second part presents the three contributions of the thesis. First, chapter 4 presents Fully-Distributed Collaborations (FDCs) and their relevant processing features. We then present a collaborative learning approach following the FDC concept in Chapter 5. Thirdly, Chapter 6 describes the distributed workflow specification language for biomedical analyses. Finally, we present the dissertation's conclusion and potential directions for future work in Chapter 7.

Publications

The thesis's development has led to papers, some in revision and others in co-authorship, through collaborative research on topics of interest in this dissertation.

Chapter 2

THE PROBLEM OF GLOBAL COLLABORATION IN BIOMEDICAL ANALYSES

The volume of biomedical information collected is growing every day [START_REF] Stephens | Big data: astronomical or genomical?[END_REF]. Individuals or single organizations often can no longer analyze such amounts of data. Researchers are thus organizing collaborative research efforts to address this issue. An example of such an effort is the ICAN project [Bou+17; ANR19], a collaboration of more than 30 French medical institutions in a research project that targets pathologies pertaining to intracranial aneurysms. In the ICAN project, each participant shares large amounts of biomedical data (including clinical records, medical images, and genomic data from the sequencing of biological samples). Although multiple institutions provide data, the biomedical data is analyzed by only a small number (2) of participating entities.

In this thesis, we consider biomedical analyses defined as distributed workflows employed to analyze data from medical applications: images, medical records, and data resulting from genomics analyses, such as gene expression levels 1 . Analyzing this data, even in a collaborative manner, will allow insights from complex and voluminous data to help researchers and health professionals make evidence-based decisions to improve human health.

Biomedical data is subject to more numerous and more severe limitations on data sharing than most other kinds of information. Governments and other organizations are frequently imposing regulations and policies to protect biomedical data, such as the European Union's General Data Protection Regulation (GDPR) [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF]. However, such restrictions frequently make conducting research collaborations more difficult.

In this chapter we investigate how to address the data protection problem while provid-1. Gene expression levels determine how genes are transcribed into functional gene products such as functional RNA or proteins [START_REF] Korpelainen | RNA-seq data analysis: a practical approach[END_REF][START_REF] Liñares | Differential gene expression analysis of RNAseq data using machine learning for Cancer research[END_REF].

ing flexible means for distributed data analyses. In Sec. 2.1, we study the characteristics of biomedical data, notably limitations pertaining to the privacy, protection, and the sharing limitations of such data. In Sec. 2.2, we present the ICAN project in detail as a case study how such affect research efforts. Section 2.3 highlights and classifies the problems of research collaboration into three categories: technical constraints, legal constraints, and socio-economic constraints. Section 2.4 discusses how another research collaboration scenario among several geo-distributed parties may benefit from more flexible tools for collaboration. Finally, Sec. 2.5 presents a conclusion.

Data Sharing, Privacy and Protection in Biomedical Analyses

Sharing biomedical data presents considerable challenges due to its privacy and confidentiality requirements compared to other data types. Governments and research organizations have promoted policies and practices to share data responsibly to meet these requirements. For example, the Genomic Data Sharing (GDS) policy [START_REF]NIH Genomic Data Sharing[END_REF] and the Strategic Plan for Data Science (SPDS) [START_REF]NIH strategic plan for data science[END_REF], both proposed by the National Institutes of Health (NIH) in the U.S. The GDS policy is an initiative to share genomic data among NIH-funded projects. While the SPDS aims to interconnect data generated from different NIH projects integrating and standardizing tools and algorithms to manage the data efficiently. Other research agencies have taken similar initiatives as ELIXIR-EXCELERATE [ELI14], proposed in 2015 by ELIXIR, which seeks to integrate several bioinformatics resources supporting research and development in the European community. Other actors are governments or government-like entities that often define policies to limit data sharing. The most relevant regulation is the EU's GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] which defines rules on sharing and processing data from Europeans. In the U.S, the California Consumer Privacy Act (CCPA) [Leg] defines California residents' privacy guarantees and protection mechanisms. Therefore, collaborative biomedical data analyses must consider government policies while favoring those practices defined by research funding agencies.

Data sharing regulations also limit international biomedical cooperations. A notable example are Genome-wide association studies (Genome-Wide Association (GWA)) that help scientists identify genes associated with a particular disease. GWAS operate on a group of patients' entire genome set (i.e., DNA), analyzing small variations called Single Nucleotide Polymorphisms (SNPs). The GWAS catalog [START_REF] Buniello | The NHGRI-EBI GWAS Catalog of published genome-wide association studies, targeted arrays and summary statistics 2019[END_REF] contains a vast amount of genomic data such as SNPs associations. It is managed by the NHGRI (National Human Genome Research Institute) and the EBI (European Bioinformatics Institute). The data is hosted on central sites managed by them, but they facilitate the participation of researchers by sharing and downloading statistical analyzes of genomic data. The General Data Protection Regulation (GDPR) also restricts genomic data sharing such as those contained in the GWAS catalog due to strict rules for de-identification and consent [START_REF] Peloquin | Disruptive and avoidable: GDPR challenges to secondary research uses of data[END_REF]. These restriction rules are motivated by case studies that have shown a direct linkage with patients from GWAS data, such as analysis from summary statistics [START_REF] Homer | Resolving individuals contributing trace amounts of DNA to highly complex mixtures using high-density SNP genotyping microarrays[END_REF] or quantitative traits [START_REF] Kyung | On sharing quantitative trait GWAS results in an era of multiple-omics data and the limits of genomic privacy[END_REF]. However, researchers have sought practices to promote international cooperation taking into account data sharing restrictions as defining codes of conduct for genomic data sharing [START_REF] Molnár-Gábor | Genomic data sharing in Europe is stumbling-Could a code of conduct prevent its fall?[END_REF]. The codes of conduct seek to respect regulations to delegate genomic research institutes as those responsible for their control and processing. Nevertheless, the definition of these codes has required a significant dedication of time and resources because, in many cases, it is not clear how to resolve the differences in data-sharing responsibilities between the parties [Uff+21].

Biomedical Data Categories

Many Data sharing regulations, such as the GDPR, define how data is shared based on categories of biomedical data. Therefore, it is important to know the different types of biomedical data because some of these regulations handle different types differently.

Personal Identifiable Data

Personal Identifiable Data (PID) is a set of information (attributes) that directly or indirectly permits to identification a person, as defined by the GDPR Article 4. In the U.S., this kind of data is known as Personal Identifiable Information (PII) [START_REF]Guidance on the Protection of Personal Identifiable Information[END_REF]. Some examples of identifiable data are attributes such as name and identification number that directly identify a person. However, other data, such as demographic information, also permits the identification of individuals. For example, Sweeney et al.. [START_REF] Sweeney | Simple demographics often identify people uniquely[END_REF] identified part of the U.S. population by combining demographic data such as gender, date of birth, and zip code. They thus demonstrated that, while such data is not sensitive, it can be used to determine a person's identity.

Sensitive Data

Sensitive data is a special case of personal data that should have a greater protection because it reveals sensitive information, and its disclosure is limited. The GDPR in articles 9 and 10 defines various types of sensitive data such as racial/ethnic, genetic and biometric data to identify a natural person uniquely, and information concerning health data. Sensitive data is subject to specific processing according to GDPR conditions. These conditions are a set of rules that apply to sensitive data before processing, such as anonymizing, pseudonymizing, or encrypting the data whenever possible. The GDPR suggests defining a data controller responsible for defining the methods and practices to process sensitive data. The controller is the principal researcher or the funding entity that regulates how sensitive data should be processed. On the other hand, the data processor is the one who processes them on behalf of the controller.

Anonymous Data

According to recital 26 of the GDPR, anonymous data does not lead to the identification of persons. The scope of the GDPR is outside of anonymous data. Therefore, biomedical analyses must implement efficient anonymization methods to offer more freedom to process biomedical data collaboratively. These methods consider various strategies and seek to keep the data anonymous.

De-identification methods. The first approach is based on de-identification strategies seeking to avoid revealing a patient's identity, such as removing patient identifiers from data. The de-identification methods comply with HIPAA rules to preserve the patient's identity. These rules suggest excluding specific identifiers from the data before sharing. HIPAA rules recommend removing as many as 18 identifiers from the data, such as patient names, demographic information, unique numbers like IDs or phones, and biometric identifiers, including finger and voiceprints. Nevertheless, de-identifying patient information does not always guarantee to keep the data secure because these methods only partially anonymize the data. Anonymization methods. These methods seek to preserve personal data by removing or encoding attributes that can lead to identifying a natural person. The application of these techniques should maintain the inherent knowledge of the attributes of the data set as far as possible. For example, anonymization techniques are inappropriate when the analysis result seeks to guide or personalize a specific treatment because the data is modified in an anonymized version.

Pseudonymous Data

Pseudonymization is a method to exchange the original value by a pseudonym. The methods reduce the risk of sharing sensitive data. Regulations such as the GDPR promote pseudonymization to preserve the intrinsic relationship between the attributes while allowing researchers to extract knowledge from pseudonymous data (Article 4, GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF]). Pseudonymization methods are reversible and allow de-identification of the raw data. In contrast, anonymization limits the reversion process because breaks the relationships between the attributes. A simple example of a pseudonymization algorithm might be to change a patient's first and last name to an encrypted numeric value, that is, replace these two attributes with a pseudonym value. .1 illustrates the most relevant protection regulations on data sharing worldwide and the status of each one, implemented or under study. The information presented comes from different sources such as data-privacy reports [Glo; Sana; Sanb; Map] and the website of each illustrated regulation. Some of these regulations are discussed in this section.

The General Data Protection Regulation (GDPR)

In 2018, in Europe, the General Data Protection Regulation (GDPR) [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] was proposed as the first data regulation worldwide. The GDPR defines directives and rules concerning the data privacy of the personal data of European Union residents. The GDPR has replaced the Data Protection Directive 95/46/E.C. [START_REF]European Parliament and Council, Data Protection Directive[END_REF] introduced in the E.U. in 1995. The evolution of the directive resulted from more than four years of work between the European Parliament and the European Council.

The GDPR establishes good practices for handling personal data that lead to people's direct or indirect identification. These practices are proposed through nine principles: legality, equity, transparency, purpose limitation, data minimization, accuracy, storage limitation, integrity and confidentiality, and accountability. The main objective is to safeguard the privacy of European data, being strict with the free processing by laboratories and companies.

GDPR has a world scope since it regulates how non-European research groups must analyze European patient information. Therefore, international cooperations including research teams and medical institutions must define protect-internal frameworks to respect these regulations. The non-compliance with GDPR directives leads to penalties for companies and research teams, such as monetary sanctions. The restriction also extends to international websites that must strive for compliance with the GDPR. A notable case was the Los Angeles Times newspapers that blocked European users' access. In addition to the legal impact, the GDPR recognizes the importance of implementing systems that adopt these legal frameworks to regulate the sharing of personal data.

Data Privacy Laws in the U.S.

The U.S., in the 1970s, pioneered federal restrictions on how government entities access data using database systems due to its popularity. Two decades later, the NIH has promoted the collaborative analyses of biomedical data satisfying the privacy rules formalized as part of the HIPAA (Health Insurance Portability and Accountability Act) [START_REF] Peter F Edemekong | Health insurance portability and accountability act[END_REF], encouraging companies to adopt good handling practices. Additionally, each state is defining its regulations. For example, the California Consumer Privacy Act (CCPA) [Leg] gives California residents the right to know what companies know about them, and they can disagree when companies seek economic benefits from their data. CCPA was the first state-level regulation in the United States and turned into effect on January 1, 2020. The CCPA recognizes as personal information all information that makes it possible to identify a California resident. Biomedical information such as biometric and health data are part of this category. The law applies to California residents who act individually or as a family but it excludes those who sell data in business contexts. However, residents can know, suppress, and revoke prior consent on handling their data, in addition to other rights, such as ensuring non-discrimination and personal safety. Entities that process data of California residents must define good practices of applying the CCPA standard, thus ensuring compliance and complete protection of the personal data of their residents.

Similarly, the Virginia Consumer Data Protection Act (CDPA) [START_REF]Virginia's Legislative, Consumer Data Protection Act[END_REF], will come into 2022 and applies to all companies or institutions that manage the data of citizens of Virginia state. The law is flexible and excludes all organizations except government, financial, education, or research laboratories. The CDPA only considers direct personal data of the person that leads to the identification omitting aside indirect data or derived data. Genetic or biometric data are considered sensitive and therefore regulated. In addition, the law regulates the sale of personal data, such as exchanging personal data for monetary gain by controlling the maximums permitted during annual transactions.

The Brazilian General Data Protection Law (BGDPL)

In South America, a relevant regulation is the Brazilian General Data Protection Law [START_REF]Presidência da República du Brasil[END_REF] in force since 2020. Brazilian law also covers companies and institutes that process the personal data of their residents inside and outside Brazil. The BGDPL defines personal information, similarly to GDPR, as any direct or indirect data that leads to the identification of a person, including data processed electronically. The Brazilian regulation extends the GDPR concerning research data and medical procedures, considering, among others, that research teams must guarantee the anonymization of personal data whenever possible. Furthermore, data protection applies to the result of medical procedures in Brazil. Regarding data transfer, it maintains the provisions of the GDPR. However, it makes international sharing more flexible as long as an inter-institutional agreement guarantees responsible comparison, respecting the privacy management established in Brazilian law [START_REF] Eu | What is the LGPD? Brazil's version of the GDPR[END_REF].

The Act on the Protection of Personal Information (APPI)

The Act on the Protection of Personal Information (APPI) in Japan [START_REF]Act on the Protection of Personal Information[END_REF], proposed in 2017, follows the world's concerns about data protection. The law applies to national and foreign institutions that process data of Japanese citizens. The APPI and GDPR have defined a reciprocal adaptation agreement on restrictions to protect their residents' data in each territory [Eur20; GG20]. The E.U. considers a security list of Japanese companies that responsibly protect data, and reciprocally, Japan has created a list of trusted E.U. companies. The APPI seeks to protect the personal data of living Japanese residents and personal data such as race, social creed, and medical records. The processing of personal data must be regulated, and the informed consent of each Japanese citizen must define the scope. However, the regulation establishes an exception to consent in the different cases determined by the government, such as protecting any risk to life or national security and improving public health policies. The law focuses on commercial companies and defines some as the notification or publication of the purpose of personal data through informed consent.

The Protection of Personal Information Act (POPIA)

Finally, the Protection of Personal Information (POPIA) in South Africa [START_REF]Constitution of the Republic of South Africa, Protection of Personal Information Act (POPI Act)[END_REF] was enacted in 2020. POPIA regulates living persons' data and considers data of juridic persons domiciled in South Africa. It considers medical and biometric information as personal data. However, POPIA does not refer to the handling of genetic data obtained from biological samples or derived from genomic data. POPIA does not directly reference data generated from scientific research or data obtained from the analysis for research purposes. Unlike the GDPR, the law does not consider pseudonymization mechanisms. The legislation does not indicate the transfer of cross-border data. The POPIA regulation has significant gaps compared to others, nor does it indicate how foreign companies should process data from their citizens.

Discussion

GDPR is the most complete regulation on data privacy and has been used as a reference worldwide. It was the first example of how data controllers and processors should protect the data of citizens inside and outside a territory. Many countries have defined less strict and vague regulations in this same direction. In contrast, state-level legislation in Virginia prioritizes business interests such as sales and economic remuneration. On the other hand, the legislation in China defines rules of common interests for the government where the policies seem to serve a totalitarian purpose. To conclude, there is a diversity of regulations, but many neglect specific policies on biomedical data, while others are quite rigorous. Nevertheless, research organizations should promote practices for responsible data sharing within international cooperations aligned with data privacy regulations, and computational tools must be flexible enough to accommodate easily those considerations.

Guiding Principles for Data-Sharing

During the last few years, there has been a notable interest in sharing genomic data to achieve remarkable advances in science for the benefit of human health. Sharing biomedical data is governed by legal restrictions and a lack of interoperability protocols. The need to share responsible data inspired the genomics research community to establish the Global Alliance for Genomics and Health (GA4GH) in 2014 [START_REF] Terry | The global alliance for genomics & health[END_REF]. The major goal of GA4GH is to benefit genomics and health science through standard policies for sharing scientific data responsibly. As part of GA4GH's commitments, they have adopted the FAIR principles to promote standard protocols in data sharing.

The FAIR Guiding Principles

The FAIR guiding principles provide guidelines to improve the findability, accessibility, interoperability, and reuse of scientific data.

Findable: Advancement in research benefits when researchers can find data and metadata from other scientific analyses. Finding the data should be an easy task for scientists in an automated way. findable is one of the most important qualities in FAIR principles for the consequences tasks after the discovery.

Accessible:

The researchers must access the data found, possible through controlled access with prior registration.

Interoperable:

The data must be integrated with other data sources or external applications to enable more extensive analyses due to the participation of different sources. The data must follow standards that permit reuse and exchange with others.

Reusable:

The reusable data allows new findings or the refutation of previous research results. Therefore, data and metadata must be annotated to be understood by other researchers.

The FAIR principles ignore technology aspects of scientific data analyses. This responsibility is delegated to the researchers and the entity responsible for financing the project. Nonetheless, in 2016, the G20 member countries endorsed the principles as a relevant guiding force for research data. Similarly, research funding entities have been motivated to follow FAIR principles on research in scientific data. In addition, the FAIR principles have been adopted in various international initiatives for managing and sharing biomedical data. For example, the NIH Big Data to Knowledge (BD2K) initiative [START_REF] Margolis | The National Institutes of Health's Big Data to Knowledge (BD2K) initiative: capitalizing on biomedical big data[END_REF] adopts the principles to maximize the use of biomedical data to extract knowledge (value added to raw data) for individual researchers and the scientific community as a whole. Since the NIH is a part of the world's data ecosystem, this kind of effort between research project funding organizations and policy-making entities will lead to standard models to manage data and obtain new knowledge collaboratively. Similarly, in Europe, ELIXIR [START_REF] Elixir | European Research Infrastructure for Data in Life Sciences[END_REF] comply with the FAIR principles as part of its effort for the efficient management of biomedical data by publicly funded projects. All these efforts demonstrate the interest of different entities to open data responsibly while promoting research.

The ICAN project: a Case of Collaborative Biomedical Analyses

The volumes of biomedical data, in particular genomic data, have grown remarkably [START_REF] Stephens | Big data: astronomical or genomical?[END_REF], such as the data collected in the EMBL-EBI (European Bioinformatics Institute) archive, including clinical and genomic data [START_REF] Cantelli | The european bioinformatics institute (EMBL-EBI) in 2021[END_REF]. The EMBL-EBI reached over 390 PetaBytes of raw data storage by the end of 2020, from approximately 70 PB in 2015 and 160 PB in 2018 [START_REF] Cook | The European Bioinformatics Institute in 2018: tools, infrastructure and training[END_REF]. The availability of such data presents new opportunities and challenges to extract actionable insights from data for biomedical research.

Biomedical collaborations can have a global scope, such as the GWA studies, but are also highly relevant in national and regional scenarios. One corresponding example is the IntraCranial ANeurysm ICAN project [START_REF] Bourcier | Understanding the pathophysiology of intracranial aneurysm: the ICAN project[END_REF] project in France. This project involves 34 collaborating French hospitals. Although the project is a French national effort financed by the government, data sharing with non-project members is severely restricted by legal restrictions and technical challenges. Part of these challenges can be mitigated by an extension of the ICAN project's distributed computing infrastructure supported by the idea of multi-site analyses discussed in this thesis.

The IntraCranial ANeurysm ICAN project

The project aims at developing diagnostic and predictive tools for the risk of intracranial aneurysm formation and rupture from three types of data [START_REF] Bourcier | Understanding the pathophysiology of intracranial aneurysm: the ICAN project[END_REF]: clinical data (data related to environmental risk factors are collected for each included patient), imaging data (MRI/MRA data2 from imaging scans), and biological samples (blood samples taken from each patient whose genetic information has been sequenced). sharing platform [START_REF] Barillot | Shanoir: applying the software as a service distribution model to manage brain imaging research repositories[END_REF], and these are managed and stored on an imaging platform (Neurinfo) in Rennes. Subsequently, the images are transferred to Nantes. In Nantes, the analysis occurs at two places: at the university hospital and on a supercomputing cluster BiRD (Bioinformatics institute Research and Development) of an independent research institution.

The BiRD platform also enables the analysis of transferred images and processes genetic data. Genetic data is obtained on-site through High-Throughput Sequencing and array genotyping techniques from biological samples sent by all hospitals. Thus, although the ICAN project involves multiple hospitals, the data analysis process is performed at only two sites. As discussed below, the project structure described above already poses several technical, legal, and socioeconomic challenges, foremost related to data storage, data sharing, and computational requirements. In addition, replicating the study abroad or sharing data with other countries would require overcoming legal constraints and considering alternatives to centralizing storage and processing.

Constraints on Biomedical Collaborations

Similar to the ICAN project, real-world cooperations and the corresponding body of scientific work in almost all of today's cases are strongly limited. Most calculations are implemented on infrastructure on a single site, and few data are effectively shared without constraints, especially in international settings. There are multiple reasons for the current restrictions, technical ones but also legal ones discussed below based on the ICAN project.

Technical Constraints

Biomedical cooperations are subject to significant technical challenges. For example, the ICAN project requires processing large volumes of data and performing complex and time-consuming computations. Therefore, the data is centralized and processed only in two sites (illustrated in Figure 2.3) because the other sites do not dispose of the necessary hardware and software infrastructures. The data volumes grow at least linearly with the number of involved patients. In this context, storage, and communication bottlenecks arise easily [START_REF] Papageorgiou | Genomic big data hitting the storage bottleneck[END_REF], leading to major questions related to the localization/placement of computation and data, notably for performance reasons.

Second, the ICAN project uses a simple distributed collaboration architecture because data is generated at all sites but then centralized and processed at only two sites out of 34. More widely distributed architectures between the participating sites would have led to larger distributed executions of analyses performing less data movements and thus could have been more efficient and cost-effective. They could, however, not be employed because of insufficient computational facilities at many sites. In general, current computational infrastructures and data storage methods lack support for the efficient distributed processing of massive biomedical data [START_REF] Fan | Challenges of big data analysis[END_REF].

Third, because of its mostly centralized execution architecture, the ICAN project has a simple architecture in terms of security and privacy where security services are delegated to the infrastructure layer. However, in general, biomedical analyses must satisfy security and privacy properties that are much stronger than those applicable to other domains and have to be enforced in heterogeneous (computational and regulatory) environments [DCD03; PCX11; CD05].

Legal Constraints

Biomedical data and the projects using them are most frequently subject to much stronger legal restrictions, as described in the previous section. As already discussed, some regulations are much stricter with biomedical data than others that consider it just personal data. In addition to standard rules to ensure and preserve data privacy, biomedical-related data must have stricter storage, transfer, and access control due to sensitivity level restrictions.

The ICAN project is limited by French regulations that impose several constraints on biomedical data sharing, even between institutions located inside the country, in addition to the restrictions defined by the GDPR. French regulations impose stringent constraints on privacy preservation if data is shared with third parties: public cloud infrastructures can only be used in exceptional circumstances and after undergoing specific accreditation procedures. Currently, the ICAN partners are considering an extension to an international partnership across and beyond the European Union. However, for more deeply integrated cooperations, the regulatory situation becomes much more complicated because of the different laws governing data privacy in general and health-related data in different countries. Since governments are aware of the potential benefits of such cooperations, they have made efforts to regulate data privacy without affecting the flexibility of the research initiatives [START_REF] Federer | Biomedical data sharing and reuse: attitudes and practices of clinical and scientific research staff[END_REF].

Extending I-CAN to EU and non-EU partners

Collaborative analyses through international cohorts can help collect more information about a disease, in particular aneurysm risks. However, the technical and legal restrictions on moving human data are still more severe. As a continuation of the ICAN project, an extension to EU and non-EU partners is currently in preparation.

With our partners from Nantes University Hospital, we have investigated the following extension scenario, presented in the form of a distributed workflow:

1. In France, medical images are analyzed to select interesting patients, 2. The genetic information of the selected patients is shared with partners with whom data-sharing agreements exist. Otherwise, learning models trained on local data can be shared without sharing raw data.

3. In both cases, the shared information of these relevant genomes could build an international study cohort for aneurysm research.

Figure 2.4 presents such an international cooperation as a distributed workflow analysis, in the presence of data sharing restrictions on biomedical data. This scenario does not stem from a real project but has been defined in terms of realistic constraints that apply to international cooperations and has been validated by our medical partners. The figure shows a workflow involving four sites, three in France, and one in Colombia, where each site disposes of local data, and the computing and storage infrastructures at the different sites are heterogeneous. 
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- The analysis considers training models on local data. Local models are shared to build a global model to determine the likelihood of a patient having a disease, such as an aneurysm. The left part in Figure 2.4 shows a distributed multi-site workflow constructed from nine steps, each represented by a different color. It aggregates local models by building a collaborative learning model [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. The analysis is defined as a workflow over computations and data movements. On the right-hand side, the four sites are separated into two groups according to region-specific rules governing the cooperation, such as datasharing restrictions, policies for data privacy protection, and data ownership. For example, the sites located in France may share data as in the genomes of the patients in the ICAN project. Similarly, European sites may cooperate under standard rules like the GDPR. In this scenario, a collaborative analysis must also be compatible with Colombian data protection law. Colombian law allows the transfer of personal data only to countries with defined data protection standards [START_REF]Congress of Colombia, Colombian Data Protection Law[END_REF], such as members of the European Union.

In addition, each site has different computing and network access capacities. Sharing data on a central site is also inappropriate due to technical restrictions such as computing capacity and bandwidth limitations. For example, the memory capacity required to train a model is notably affected by the size of the data, and the execution time further increases rapidly with increasing data size [START_REF] Yu | Large linear classification when data cannot fit in memory[END_REF]. Moreover, transferring raw data versus trained models makes a significant difference in terms of network capacity. For instance, 1.7 TB of data may lead to a trained (compressed) model of 400 MB [START_REF] Cano | Towards geo-distributed machine learning[END_REF], which corresponds to a noticeable reduction in the amount of data transferred.

The illustrated scenario avoids sharing raw data among sites, as it was required by the prevailing models for data analysis. On the contrary, the multi-site scenario contemplates training a model that shares only the data of learning models. These trained models use much less space than raw data. Therefore, sharing models reduce data transfer by at least 80% compared to moving raw data (as will be presented in Chapter 5). This remarkable reduction impacts the transfer times and reduces the requirements for the channel's capacity.

Generally, such workflows have to respect numerous constraints, including data ownership, bandwidth limits, infrastructure heterogeneity, and availability, as well as security risks. An FDC-based analysis workflow should facilitate the automation of such complex workflow under the corresponding restrictions. Support for FDCs requires mechanisms to deal with such constraints, and biomedical analysis tools should thus provide them. From these considerations, we propose three architectural key features to support our FDC approach: Data and Computation Placement. Frequently moving complete datasets between sites is inefficient due to constraints on network capacity and bandwidth costs. Alternatively, data can be processed locally and only partially transferred. Similarly, different sites may share computational resources to optimize computations.

Privacy and Security. Distributed biomedical analyses must ensure strong security and privacy properties, notably confidentiality and integrity properties throughout the complete processes. However, delegating security checks to third parties, e.g., cloud providers, is frequently insufficient because of non-compliance with legal constraints and robust privacy requirements. Third parties provide other mechanisms to address security and confidentiality, such as confidentiality agreements, but these do not grant data privacy and confidentiality when data is moved to third-party facilities.

Performance and Scalability. In multi-site scenarios, computational resources and requirements may differ at each site. Thus, scaling biomedical computations represents a serious challenge. Biomedical analysis tools designers have frequently opted to rely on infrastructure scaling capabilities to address the issue, e.g., elastic computing in the cloud.

We consider these three features fundamental for FDCs. This motivational case will serve to present the thesis contributions. The approach proposed in this thesis is to support biomedical analyses through distributed workflows that share models trained privately from local data.

Conclusions

Data sharing goes beyond the data sets available for analysis. Effective sharing is achieved by overcoming legal and technical restrictions on biomedical data to analyze it collaboratively. The legal restrictions include regulations that strictly limit medicalsource data, and others define rules on personal data in a general way. The reference regulation for many worldwide countries has been the GDPR which defines rules for the treatment and sharing of personal data, including, among others, health data, in particular genetic and biometric data. Meanwhile, research funding entities such as NIH promote policies to share data responsibly, at least data corresponding to self-funded research projects. In the same sense, strategies such as the FAIR principles have been defined to promote more accessible biomedical data for the progress of science. Technical challenges complement legal restrictions due to the size and time required to move large amounts of data to a central site. A real biomedical case where such restrictions apply is the ICAN project which involves the participation of multiple sites, but the analysis occurs in two of them. The project will be favored by collaboration between medical sites interested in understanding the pathology of intracranial aneurysms. The collaboration is focused on collecting knowledge relevant from other patients to make remarkable progress in studying the disease. We propose to analyze data through Fully-Distributed Collaborations (FDCs) mitigating the restrictions on moving and sharing biomedical data. The FDC analyses promise to improve biomedical analysis supported by distributed techniques that favor multi-site collaborative research. The FDC-based analysis will dynamically coordinate the execution of complete workflows exploiting and combining heterogeneous computing facilities.

Chapter 3

DISTRIBUTED BIOMEDICAL ANALYSES

Biomedical data acquisition has reached surprising volumes in recent years, comparable to astronomical data and social networks. Zachary et al. [START_REF] Stephens | Big data: astronomical or genomical?[END_REF] estimate that genomic data will require between 2 and 40 exabytes of storage capacity, exceeding astronomical data projections for 2025. This accelerated growth has created new data collection, storage, analysis, and processing challenges. Analyzing and processing such amounts of information poses big challenges to researchers and the infrastructure supporting the experiments. Traditional centralized data analysis scenarios are no longer appropriate due to the constraints discussed in the previous chapter.

In this chapter, we present a taxonomy of existing Biomedical Analytical Tools and Techniques (BATTs) and classify them concerning three different essential criteria for collaborative research focusing on distributed processing: First, we study tools and techniques for genomic data analyses, such as SNP identification and gene expression analysis.

We then investigate how workflow systems support collaborative research regarding workflow specification tasks, interoperability properties, and computational reproducibility1 . Finally, we classify BATTs according to three architectural features identified in the motivation section: data and computation placement support, privacy and security properties, as well as scalability and performance properties.

Finally, as a complement to these BATTs, we examine proposals for distributed analyses based on learning models, which have been widely used in recent years. Techniques based on distributed learning emerged in the last decade and could mitigate some of the technical and legal restrictions on collaborative research. However, it is a very active field with diverse challenges that are discussed in this chapter. This chapter is structured as follows. Section 3.1 presents a taxonomy focusing on tools and approaches for genomics data analyses. Section 3.2 introduces relevant Machine Learning concepts to understand the collaborative training process. We present, in particular, current learning approaches based on the random forest model in multi-site scenarios. Finally, Section 3.3 concludes the review process's conclusions on distributed biomedical analyses.

Distributed Biomedical Analyses

This section presents a taxonomy of existing Biomedical Analytical Tools and Techniques (BATTs) for distributed genomic analyses. We have restricted the study of biomedical analysis to genomics due to its importance in biomedical research, the vast amount of unprocessed data that has been generated in recent years, and because we think it is representative enough of the practices of research collaborations in the entire biomedical field. We denote as biomedical analyses those supported by distributed workflows, that is, formulated in terms of the execution of steps between multiple processing sites. 

Biomedical problems, data analytic techniques, and tools

We classify the data analysis techniques and tools biomedical researchers use to solve common problems when processing genomic data. Such processes can generally be represented by the High-Throughput Sequencing workflow, as shown in Figure 3.1, and consist of three processing steps:

In the first stage, researchers prepare the tissue samples using biophysical and biochemical methods (for more details on these methods, see [START_REF] Han | Genome Data Analysis[END_REF]). These samples are then sequenced to create libraries of millions of reads sequences that are stored in computer files (see [De +12] for a detailed explanation).

In the next stage, data processing, the reads are assembled to generate a genome sequence. If the studied organism is not associated with any known genome, then "de novo" assembly and sequence analysis techniques are used to search links with some known species and better approximate the studied sequence. In contrast, if a reference genome is available, the mapping sequence reads techniques are used to generate the sequence.

Finally, the researchers have enough organized data to test biomedical hypotheses through different genome data analyses in the third stage. For example, researchers may study the relation of specific genes with particular diseases employing Single Nucleotide Polymorphism (SNP) identification or Gene Expression Analysis.

Table 3.1 -Characterization of BATTs for genomic data analyses

Problem

Analytic Technique BATT

Gene expression analysis

Statistical methods

ExAtlas [START_REF] Sharov | ExAtlas: An interactive online tool for meta-analysis of gene expression data[END_REF] Myrna [START_REF] Langmead | Cloud-scale RNAsequencing differential expression analysis with Myrna[END_REF] Sparkhit [START_REF] Huang | Analyzing large scale genomic data on the cloud with Sparkhit[END_REF] SEQSpark [START_REF] Zhang | SEQSpark: a complete analysis tool for large-scale rare variant association studies using whole-genome and exome sequence data[END_REF] Gene data sets YunBe [START_REF] Zhang | Gene set analysis in the cloud[END_REF] Clustering methods VariantSpark [START_REF] Aidan | VariantSpark: population scale clustering of genotype information[END_REF] Sparkhit

SNP identification

Haplotype blocks

CloudTSS [START_REF] Hung | CloudTSS: a TagSNP selection approach on cloud computing[END_REF] Bayesian approaches SOAPsnp [START_REF] Li | SNP detection for massively parallel whole-genome resequencing[END_REF] Crossbow [START_REF] Langmead | Searching for SNPs with cloud computing[END_REF] Sequencing methods Crossbow GATK [START_REF] Mckenna | The Genome Analysis Toolkit: a MapReduce framework for analyzing next-generation DNA sequencing data[END_REF] p-value test BlueSNP [START_REF] Huang | BlueSNP: R package for highly scalable genome-wide association studies using Hadoop clusters[END_REF] Gene expression is the process by which the instructions encoded in a gene are converted into a functional product, such as a protein. Gene expression analysis is widely used in modern biology to investigate the transcriptional behavior of systems and classify diseased cells [START_REF] Lovén | Revisiting global gene expression analysis[END_REF]. Microarray and RNA sequencing (RNA-Seq) are the most widely used transcriptome methods. The microarray method is based on DNA hybridization rules on a solid-based platform (i.e., a glass slide), and then the microarray is scanned to measure the expression of each gene. The RNA-Seq methods have further advantages due to not being limited by the printed material on the microarray. Furthermore, RNA-Seq methods are becoming more popular due to the remarkable development of Next-Generation Sequencing technologies (an extensive discussion on transcriptomic technologies is presented in [START_REF] Zhou | Gene Expression and Profiling[END_REF]).

Nowadays, there are different analytic techniques for gene expression analysis, some of them are classified in Table 3.1, but an extensive review of these is presented in [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF]. These techniques must evolve for collaborative research to support processing such voluminous data and promote cooperation among geo-distributed research groups. Regarding the computational architecture supported by the reviewed BATTs, they consider analyzing data using sequential or parallel cluster-based strategies. These computational features are discussed below, and the shortcomings reveal opportunities to improve processing strategies, especially by distributing data and computations, notably as part of FDC scenarios.

Support for Research Collaborations

Nowadays, global multi-party collaborations are crucial in multiple biomedical domains, such as cancer treatment [START_REF] Kuhn | The cancer biomedical informatics grid (caBIG™): Infrastructure and applications for a worldwide research community[END_REF]. Such collaborations require large geo-distributed analyses to be applied to huge amounts of distributed data. Furthermore, they should be reproducible to support independent validation by the biomedical community. In order to support such collaborations, BATTs must provide mechanisms and abstractions for the application of algorithms in distributed data and support the participation of independent and partially competing researchers. Therefore, we argue that the appropriate tools must possess at least the following three corresponding characteristics: They must provide a workflow description language, providing a common interaction language for users with different backgrounds.

They must provide explicit computational abilities means to reproduce experiments. Thus, the definition must include enough information for other teams to replicate the experiment based on computational settings.

The tools must provide interoperability mechanisms such as Application Programming Interfaces (APIs).

In the following we investigate how Scientific Workflow Management Systems (SWFMSs), popular tools in biomedical research, meet these research collaboration characteristics.

Workflow Description Language

The most common way of defining data-driven biomedical analyses is using workflow description languages (WDLs). A workflow definition uses atomic tasks that perform specific calculations on available data [Zha+12b; Atk+17] and the execution order of (atomic and composed) tasks. The tasks may be executed sequentially or concurrently depending on the definition of the WDL, the orchestration components available and the infrastructure capabilities. The workflow is represented using a directed graph. The nodes represent the tasks, and the edges represent the control flow. Biomedical analyses also require the definition of data flows between tasks. Most data flow definitions are implicit, that is, atomic tasks assume that their input data is ready for processing via the corresponding data sources when their tasks are invoked. The input data for a specific task may be prepared by the previous task. This is, however, not always the case: in general, the workflow (control flow) edges represent data flows (or better data dependencies) only implicitly.

The workflow specification form depends on each system and can be done in two ways: by a graphical interface or textual. The specification form is relevant since end-users usually have limited technical capabilities, making it more accessible through graphic means. For example, some workflow description languages provide a graphical user interface (see Galaxy [START_REF] Goecks | Galaxy: a comprehensive approach for supporting accessible, reproducible, and transparent computational research in the life sciences[END_REF] and Kepler [START_REF] Barseghian | Workflows and extensions to the Kepler scientific workflow system to support environmental sensor data access and analysis[END_REF]), while others, such as Snakemake [START_REF] Köster | Snakemake-a scalable bioinformatics workflow engine[END_REF] and Nextflow [Di +17], use scripting languages. Table 3.2 shows the most important workflow systems, classified with respect to the type of graph supported for the definition of the workflows, their user interface, and the specification language used or generated by the tool. The column Workflow graph indicates if the tool supports the definition of workflows using Directed acyclic graphs (DAG) or Directed Cyclic Graphs (DCG). The user interface column indicates how the workflow definition is specified via a textual interface or a graphical one to represent the tasks and the control flow. Finally, the Spec. Language column indicates the language used for the specification or the language generated by the graphical tool to specify and store the workflow. For example, Snakemake provides a scripting language that is built on Python.

Taverna [START_REF] Wolstencroft | The Taverna workflow suite: designing and executing workflows of Web Services on the desktop, web or in the cloud[END_REF] supports data flows expressed in terms of the Simple Conceptual Unified Flow Language (SCUFL), an XML-based language. SCUFL provides three main abstractions: processors, data links, and restrictions applied during the workflow execution. The Nextflow [Di +17] specification is based on the Groovy programming language, and its syntax thus is Java-compatible. Finally, Wings [START_REF] Gil | Wings: Intelligent workflow-based design of computational experiments[END_REF] uses the Web Ontology Language (OWL) to model tasks and workflow constraints. OWL was proposed by the World Wide Web Consortium (W3C) and is a computational logic-based language for representing and sharing computational ontologies.

Experiment Reproducibility

Experiment reproducibility is an important feature in any research field. It is essential for global research collaborations studying biomedical questions. However, designing reproducible experiments with biological data has proven to be challenging. Some researchers even claim that life sciences are experiencing a reproducibility crisis [START_REF] Stephen V Frye | Tackling reproducibility in academic preclinical drug discovery[END_REF]. The non-reproducibility of experiments nowadays may lead to the rejection of otherwise sound research papers. For example, in 2007, researchers from the M.D. Anderson Cancer Center 2 found inconsistencies due to data handling errors in an acclaimed paper on cancer treatment from the previous year [START_REF] Hutson | Data handling errors spur debate over clinical trial[END_REF].

Since then, the research community has put a lot of pressure on researchers to ensure that their experiments and results are reproducible [START_REF] Huang | Comparability and reproducibility of biomedical data[END_REF]. Funding agencies, in particular, have established policies to promote reproducibility, such as NIH guidance for addressing rigor and reproducibility in their funded projects [START_REF]Guidance: rigor and reproducibility in grant applications[END_REF]. Similarly, the European Union's Horizon 2020 program has implemented measures to make research data accessible for reproduction by others.

Executing analyses in distributed environments increases difficulties for the reproducibility of experiments; for instance, distributed systems consist of many components working together, and in those systems cause challenging problems such as heterogeneity, scale, and instability [WCW08; Wan06]. In the case of FDC-based analyses, reproducibility is particularly challenging because multiple sites host executions, each potentially with different, computing capacity, dynamically-changing topologies, security, and privacy parameters. These technical challenges limit the capacity of current tools to support the reproducibility of geo-distributed analyses.

This section investigates the level of reproducibility provided by the workflow systems that have been considered above. We start from two different reproducibility perspectives advocated by various research initiatives, namely, computational reproducibility and experiment reproducibility. We then then describe the approaches and present a taxonomy to classify and understand the current state of the tools. We discuss computational reproducibility putting a focus on three main relevant features: data provenance management, support for the export of workflow components for reuse in another systems, and the ability to document or modify analyses phases by means of annotations.

Several papers have evaluated the computational reproducibility in scientific workflows [Coh+17; SP15; GFI16; FBS12; LZ11]. These studies have concluded that for the reproduction of data analysis experiments, researchers need at least three things: the workflow description, the data, and the description of the technical configuration of the experiment. The findings seem natural and sound; however, we argue that the last requirement, technical configuration of the experiment, needs some discussion. In particular, it is essential to note that the information of "technical configuration" is required for performance comparisons and for the detection of possible sources of errors. However, the reproduction of the analysis must be independent from the hardware and middleware configuration. Workflows describe a computation performed over input data, and are, in principle, independent from the hardware and middleware on which they are executed. Thus, it is important to differentiate the configuration of the underlying hardware and middleware (for example, the operating system) from that of the active components of the analysis, for example, a deep learning engine.

Other researchers have studied reproducibility from a more abstract perspective, emphasizing experiment (analysis) reproducibility [START_REF] Deelman | Workflows and e-Science: An overview of workflow system features and capabilities[END_REF]. These researchers advocate for a more general set of requirements for reproducibility: data provenance information, workflow exchange mechanisms, and workflow annotations. Data provenance information documents where data came from and what transformations it has suffered. The exchange mechanisms describe the standards and methods supported to define workflows, and workflow annotations provide information about the execution of the scientific analysis. We think that this last perspective is more suitable for the study of experiment reproducibility over FDCs. In particular, because it addresses the problem from the perspective of knowledge transfer and abstract computations (workflows). In other words, it allows for a suitably high-level description of the design and the execution of the scientific analyses. Interestingly, these issues are similar to those commonly investigated in the software development community, where design documentation and algorithm definition are crucial for reproducibility. For instance, design documentation via annotations in the workflow, metadata to track transformation in scientific data sets, and standard platforms for "code/experiment" sharing have already been studied by the software engineering community [Dee+09; Kar+18; Coh+17]. Industry standards and corresponding platforms, such as myExperiment, BioSharing, and WorkflowHub, improve communication among researchers and facilitate exchanging knowledge. 3.3 presents the three features that characterize the support for experiment reproducibility in the SWFMSs. The first column indicates if the system provides some data provenance mechanism. SWFMSs labeled with 'Yes' comply in some way with practices and recommendations, like those proposed by World Wide Web Consortium (W3C) [START_REF] Moreau | PROV-N: The provenance notation[END_REF], or they provide some proprietary provenance strategy. For example, Taverna represents metadata at the dataflow level based on the PROV3 language defined by W3C. However, the information stored does not provide details of intermediate data during the workflow analysis [START_REF] Soiland-Reyes | Tracking workflow execution with TavernaProv[END_REF]. On the other hand, Kepler records all details during the workflow execution, including data evolution and step details. Provenance features also enable researchers to debug transformations, e.g., to search for errors. However, there are still many open challenges regarding data provenance; for example, incomplete data provenance records limit the reproducibility of workflows [START_REF] Zaib | Sharing interoperable workflow provenance: A review of best practices and their practical application in CWLProv[END_REF].

The column "WF Exchange" shows the supported formats for exchanging workflow definitions or their components. Pegasus abstractly describes the workflow using a DAX format (Directed Acyclic Graph in XML) up to version 4.0, and the following versions use a serialization format YAML. Galaxy is based on a format that is not readable and a more recent, experimental one. In Taverna, the workflow and its components are represented using the SCUFL language based on the XML format. Kepler exports the workflow components to the Kepler Archive (KAR) file based on the JAR file format from Java. Knime exports to format KNWF; it is a KNIME Workflow data based on an XML/JSON format. Nextflow has its own format that represents the specification of the workflow based on the Groovy programming language. Swift, through the Swift language, represents the workflows in a format based on C-like syntax. Triana defines the workflows using files based on XML representing the name, specifications, and parameters. Snakemake uses Snakefiles, Python-based rules including input and output data between them. Wings expresses the workflow components and dependencies in workflow templates using the Resource Description Framework (RDF) and the Semantic Web Rule Language (SWRL). Finally, the table shows if a platform supports annotations in the workflow. Annotations help scientists to understand the design of the experiment. For example, Taverna and Galaxy provide means to annotate the workflow using free text or labels, in contrast to Nextflow, which does not offer an annotation mechanism.

The table shows that support for experiment reproducibility is still limited in the current workflow systems. In fact, in 2017, Kanwal et al. studied reproducibility and provenance tracking in workflows for genomic analyses and pointed out that there is still an incomplete understanding of reproducibility requirements, and thus a lack of support on current tools. They also remarked the complexity of reproducibility of distributed workflows as an open research problem. Similarly, other researchers have identified workflow decay [De +11;[START_REF] Zhao | Why workflows break-Understanding and combating decay in Taverna workflows[END_REF] due to volatile third-party resources, missing example data, missing information about execution environments, and insufficient descriptions of workflows as a complication for experiment reproducibility.

Workflow System's Interoperability

We define interoperability as the ability of workflow systems to communicate with other systems to exchange data, share functionality, or delegate responsibility. SWFMSs may interoperate by providing language bindings or by exposing an API at runtime. Programming language bindings allow scientists to use their preferred programming languages to create complex analytical routines to extend, enhance, or leverage native functionality. On the other hand, an exposed API helps scientists to interconnect several analytical engines to delegate responsibilities to specialized hardware and software. For example, a scientific workflow may execute most of its computations in local infrastructure and delegate a specialized machine learning computation to a GPU cluster deployed in the cloud.

In this section, we investigate interoperability mechanisms by identifying each tool's different programming language bindings and by studying the presence and reach of an API exposed to be invoked at runtime. In particular, we have studied the presence of REST APIs and the exposed functionality. Some tools provide APIs to support execution monitoring, while others allow full control of the workflow life cycle (definition, debugging, deployment, and execution). During the discussion, we use the term API to refer mostly to the programming interface provided via libraries for specific languages (language bindings). REST API refers to the functionality exposed at runtime using REST web services. 3.4 presents the classification of SWFMSs with respect to their interoperability mechanisms. The second column, Language Binding, lists the programming languages that are supported by each tool. A system with more language bindings is supposed to provide better interoperability properties. For example, Galaxy provides Python, PHP, Java, and JavaScript libraries, allowing researchers to define their analytical experiments in their preferred language. Knime, on the other hand, supports the inclusion of Python scripts as custom code in the workflow steps defined in their graphical user interface but does not provide language bindings to use the tool from a programming language. Similarly, Taverna and Triana enable customizing Java code through the graphical interface during the workflow design. In contrast, Nextflow and Swift do not provide libraries to extend to programming languages, and they use their proprietary specification language to define workflows.

The third column, REST API, provides information on interoperability with external sources through REST services. Galaxy's API supports the interaction with external programs or libraries at runtime. The Galaxy API allows interaction with data sets, executing and monitoring workflows, and monitoring relevant information. Secure communication is achieved by supporting the HTTPS protocol. Galaxy is migrating the current version of the API to an improved version supporting the standard of FastAPI 

Distributed Architectural Features

We now investigate the support of BATTs for the architectural features required to address fully distributed collaborations. Concretely, we will investigate how the current tools address data and computation placement, privacy and security, and performance and scalability.

Data and Computation Placement

Analyzing large amounts of data scattered over several sites requires transferring the data to a single site for analysis, delegating computations to the sites where data is stored, or a hybrid solution that partially distributes storage and computations. The choice of the strategy to use depends entirely on the specific context of the collaboration. The first column refers to a platform supported based on MapReduce or workflow system. Data placement covers three strategies: only local data, allocation by a simple partition strategy (+), and dynamic allocation of data (++). Computing placement allocates resources to process data before execution (static) or reallocate during execution (dynamic). Privacy and Security cover three mechanisms: a simple (delegated in the cloud or locally), complement delegate security with own functionalities (+), and advanced strategies (++). Finally, the architecture implemented and the abstraction level supported by each one, explicit or delegated.

The problem of allocating storage, bandwidth, and computational resources to optimize the performance of a specific scientific workflow has been amply studied generally for cluster and grid computing settings. A common strategy is to address the problem of data placement in order to minimize total data transfer cost and optimize the execution time (computation time) in a given architecture, as proposed, for instance, by Van Huang and Chuanhe [START_REF] Van | An effective data placement strategy in main-memory database cluster[END_REF] as well as by Cope et al. [START_REF] Cope | Robust data placement in urgent computing environments[END_REF]. In contrast, Li et al. [START_REF] Li | A novel workflow-level data placement strategy for datasharing scientific cloud workflows[END_REF] claim that such cost minimization strategies are insufficient and propose a two-stage approach, first preallocating datasets to specific data centers during workflow build-time, and then dynamically distributing newly generated datasets at runtime. Other authors have proposed other heuristics to address the placement problem [Ebr+15; Zha+16; Che+21; Xie08]. However, finding the optimal data placement strategy is an NP-hard problem [START_REF] Liu | Towards intelligent data placement for scientific workflows in collaborative cloud environment[END_REF]. Studies on computation placement are rare: very few approaches address the problem of selecting the best computation facility for a given task, and most rely on cloud environments guaranteeing the availability of (almost) arbitrary computational resources required by collaborative scenarios. Similarly, studies relying on MapReduce and workflow systems lack the functionality necessary for multi-site processing [Dol+17b; PCA15]. Therefore, current approaches are not appropriate for FDCs for biomedical analyses for two reasons: They do not support geo-distributed architectures that constitute a much more complex setting for computation and data placement [PCA15; Liu+18; Pin+16; Liu+17].

They do not consider the larger set of constraints of biomedical applications that involve legal and socio-economic constraints. This problem is manifest because most BATTs harness partitioning data simply by distributing equal chunks among multiple nodes. Data is often loaded onto a single node and then split into chunks stored and distributed on a cluster of nodes using randomization strategies [START_REF] Xie | Improving mapreduce performance through data placement in heterogeneous hadoop clusters[END_REF]. Table 3.5 starts by classifying the BATTs according to the paradigm and data location type offered. For example, Halvade or BioPig use such strategies based on Hadoop. Others use different frameworks, notably Spark, but use similar data and computation placement strategies. Sparkhit [START_REF] Huang | Analyzing large scale genomic data on the cloud with Sparkhit[END_REF] can process data from different clusters located in three geographic regions, but the data needs to be moved to one place. MetaSpark [START_REF] Zhou | MetaSpark: a spark-based distributed processing tool to recruit metagenomic reads to reference genomes[END_REF], SparkBlast [START_REF] Castro | SparkBLAST: scalable BLAST processing using in-memory operations[END_REF], VariantSpark [START_REF] Aidan | VariantSpark: population scale clustering of genotype information[END_REF], and SparkSW [START_REF] Zhao | SparkSW: scalable distributed computing system for large-scale biological sequence alignment[END_REF] are also based on Spark architecture. By contrast, a few BATTs, like S-MART [START_REF] Zytnicki | S-MART, a software toolbox to aid RNA-Seq data analysis[END_REF] or CAFE [START_REF] Young | CAFE: a C celerated A lignment-F r E e sequence analysis[END_REF], harness sequential analysis without any distributed process-ing. Therefore, all these BATTs lack the functionality to support fully distributed and collaborative work, especially to process data across different geographic sites.

Other tools as workflow systems have more explicit data and computation placement features. For instance, Pegasus [START_REF] Deelman | Pegasus, a workflow management system for science automation[END_REF] supports three data placement approaches, shared file systems, remote ones and non-shared ones. In addition, Pegasus uses DAG-Man [START_REF] Tannenbaum | Condor: a distributed job scheduler[END_REF] and HTCondor [START_REF] Thain | Distributed computing in practice: the Condor experience[END_REF] to model task-based workflows submitted to a pool of resources in HPC clusters. Kepler [START_REF] Barseghian | Workflows and extensions to the Kepler scientific workflow system to support environmental sensor data access and analysis[END_REF] includes prebuilt components (referred to as actors) to model external data sources and grid facilities. Finally, Taverna uses the SCUFL language to explicitly define the data flow between processors to model the passing of data between services associated with bioinformatic atomic tasks. Pegasus and Triana implement the strategy "replica location service" [START_REF] Yuan | A data placement strategy in scientific cloud workflows[END_REF] that allows access to information about copies in different physical locations to support scalability, reliability, and security during distributed executions. The same approach is used by the Giggle (GIGa-scale Global Location Engine) framework [START_REF] Chervenak | Giggle: A framework for constructing scalable replica location services[END_REF].

The second column of Table 3.5 shows the classification of BATTs according to their data location and computation strategies. The data placement column indicates if the corresponding BATT supports local data processing (label loc). If, for example, the local data placement strategy may distribute data in a cluster, such as in Hadoop, we add a plus symbol (+). If the tool supports even more sophisticated methods, such as dynamic allocation offered by Spark, we add a doubled plus symbol (label ++). Finally, the label ext shows if the BATT can handle external data sources located, for example, in cloud repositories like Amazon's S3 cloud. The column Placement -Computing describes how computing resources are allocated. If the tool allocates computing resources at definition or configuration time, we classify it as employing static allocation. If the allocation or reallocation of resources is done at execution time, we classify the tool as having dynamic allocation. The dynamic and static labels are related to each workflow system's workflow scheduling strategy. For example, Swift, Galaxy, and Triana systems exploit different dynamic scheduling strategies based on publish/subscribe patterns or adaptive methods during workflow execution [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. In contrast, systems like Pegasus provide mechanisms resulting in static scheduling [START_REF] Bux | Parallelization in scientific workflow management systems[END_REF], without automated strategies to adapt computing resources during execution across multiple nodes.

Privacy and security

Distributed biomedical analyses are subject to many security risks and, frequently, to a much higher risk of privacy issues than other domains since the potential loss of personal and sensitive information implies more severe consequences. Security and privacy-related properties that have to be satisfied comprise, but are not limited to, authentication, authorization, integrity during access and control of biomedical data. BATTs, therefore, have to provide means for the stringent enforcement of security and privacy-preservation properties, or at least be able to harness corresponding means that are provided by their environments.

In Table 3.5 (on page 89), we classify BATTs according to the security mechanisms provided or delegated (either in the cloud or locally). If a BATT provides simple security mechanisms, we mark it with a single plus symbol (+). Taverna, for example, provides simple security mechanisms, such as authentication based on web services. Similarly, Galaxy offers limited capabilities such as libraries to make a secure connection through a web API.

If the tool provides a more advanced security mechanism, we mark it with two-plus symbols (++). For example, some BATTs provide explicit mechanisms to secure data during storage, transfer, and processing. For instance, in Kepler, the Security Analysis Package (SAP) provides information security mechanisms such as input validation, data integrity, and remote access validation. The package triggers an alarm when a potential alteration of the information is detected [START_REF] Kim | Assessing run-time overhead of Securing Kepler[END_REF]. However, some researchers have pointed out that the SAP package is not yet part of the current release of Kepler due to its runtime overhead [START_REF] Rynge | Integrity protection for scientific workflow data: Motivation and initial experiences[END_REF]. Similarly, in Pegasus, the Scientific Workflow Integrity Project 5 (SWIP), proposed by NSF, seeks to ensure integrity and security during workflow execution. The SWIP project implements some cryptographic mechanisms to check provenance metadata to detect input and output data changes during the workflow execution.

Many BATTs delegate security to the hosting (cloud or local) infrastructure provider; this is indicated in the table by delegated. For example, Snakemake, Knime, Sparkhit, and MetaSpark do not offer mechanisms to analyze data securely. The security aspects are delegated to the infrastructure provider. In contrast, Taverna and Galaxy endow the API with authentication strategies through REST services, although the premise is that the processing nodes are part of trusted environments.

Overall, the table shows that only a few BATTs provide specialized advanced security and privacy mechanisms. Moreover, security and privacy issues have also to be handled 5. https://cacr.iu.edu/projects/swip/index.html at other levels, such as storage, sharing, processing, and publication of results. The first BATTs were designed to work with distributed file systems, such as GPFS [START_REF] Frank | GPFS: A Shared-Disk File System for Large Computing Clusters[END_REF] or PVFS [START_REF] Robert B Ross | PVFS: A parallel file system for Linux clusters[END_REF], and had to provide simple interfaces to high-performance environments implemented on top of grids [START_REF] Liu | Parallelization of scientific workflows in the cloud[END_REF]. In such scenarios, information security and privacy were often ensured by not sharing data and strongly limiting access to research facilities. Later on, the exponential growth of biomedical data and the emergence of accessible cloud infrastructures motivated BATT systems to redesign their architecture. However, most of them tried to achieve this by minimal changes to adopt the cloud as a preferred execution environment and delegating security to the cloud providers. For example, tools implementing a MapReduce strategy, such as CloudBurst or MetaSpark, delegate security features to the infrastructure provider. In addition, privacy and security are major concerns of its own in cloud environments. There are still many open challenges to comprehensive security during FDC analyzes involving shared computing facilities and data storage. Some initiatives, though limited, address security with a higher priority, such as the SWIP project. However, these challenges are most frequently present because of a lack of support for security concerns in most workflow systems [Kar+18; NV08].

Architecture and Quality Attributes

Flexible and robust architectures are needed to support FDC scenarios. In this section, we study the architectural features of BATTs, focusing on two distinctive characteristics, namely the support for distributed architectures and the mechanisms provided to address complex quality attributes such as performance and scalability. Concretely, we classify them first according to their execution architecture, identifying those that support standalone execution, distributed execution on clusters of computers, and distribution over several geographically separated sites.

We then study how those tools support complex quality attributes, identifying if they provide explicit mechanisms to address them or if they delegate the final configuration to the deployment phase, where engineers rely on the capabilities of the underlying infrastructure. Here, we are interested in the explicit support for distribution from within the tool. For example, as part of a complex workflow, a complex algorithm may be configured at deployment time to be executed in high-performance computing services on Amazon Web Services (AWS). However, we are interested in tools providing explicit means to model and manipulate such high-performance computation facilities. Table 3.5 presents our findings. First, the column Architecture shows if the tools are stand-alone, run on a parallel cluster, or support complex distributed architectures. By complex distributed architectures, we mean complex workflows deployed on top of the complex geo-distributed infrastructure. The next column shows if complex quality attributes are supported explicitly by abstractions provided by the tool or if they are delegated to the deployment phase and the underlying computing infrastructure. The remainder of this section provides additional insights on this classification.

Stand-alone Solutions on a Single Machine

Stand-alone applications are used to process small datasets on a single machine. For example, CAFE implements alignment-free sequence analysis on single-machine architectures. Decades ago, DNA sequences were aligned using algorithms based on dynamic programming, but this strategy turned out to be inefficient over time due to the length of the investigated sequences. More generally, due to a large amount of data to be analyzed in many cases, stand-alone applications are limited. Therefore, implementations based on parallel approaches such as MPI techniques, GPU computing, or MapReduce frameworks are preferred nowadays. Table 3.6 -Sequential and cluster-based BATTs for genomic data (complements Table 3.1) Architecture BATTs

Sequential ExAtlas

Cluster-based VariantSpark, CloudTSS, BlueSNP, Myrna, Sparkhit, SEQSpark, Crossbow, GATK Table 3.1 is complemented by Table 3.6, where we present the main processing architecture differentiating the BATTs that use sequential computations and those that support processing on parallel clusters.

Cluster-based Distribution

Most current BATTs are implemented on top of popular frameworks such as Hadoop and Spark. These tools are extensively used for cluster-based processing of large data sets. For instance, Halvade executes pipelines parallelly on a multi-node architecture or in a multi-core configuration using Spark on a cluster and storing data in files using the Hadoop Distributed File System (HDFS). Similarly, DistMap and Myrna use Hadoop to execute statistical models on multiple processors in cluster scenarios. Several other tools follow similar approaches providing parallel execution over a computing cluster, including CloudTSS, SEQSpark, VariantSpark, CloudBLAST, CloudSW, or CloudBurst.

The MapReduce paradigm has also been integrated into workflow systems. For example, Kepler over Hadoop provides an architecture that supports the execution of MapReduce applications during the workflow execution in Kepler [START_REF] Wang | Kepler+ Hadoop: a general architecture facilitating data-intensive applications in scientific workflow systems[END_REF]. Similarly, Hi-WAY executes scientific workflows using Hadoop YARN [START_REF] Bux | Hi-way: Execution of scientific workflows on hadoop yarn[END_REF]. Other SWFMSs employ naive ad hoc strategies to parallelize tasks and distribute data over available resources [START_REF] Bux | Parallelization in scientific workflow management systems[END_REF]. These strategies are specific for each system and are usually provided by the task management layer of each workflow system. The corresponding BATTs that we have surveyed are categorized in Table 3.6 as cluster-based architecture.

Distribution of Computations over Several Sites

One may argue that some of the tools harnessing parallel infrastructures can support fully distributed collaborations by exploiting, in addition, direct manipulation of the underlying distributed infrastructures such as those based on MapReduce. However, we have identified several limitations as part of our analysis. Most importantly, the tools rely on the configuration at deployment time to address complex collaborations, resulting in a complex deployment phase that restricts flexibility and reproducibility. For example, Taverna provides components supporting remote execution of locally defined workflows that are published and controlled by web services. Taverna can be executed on clusters, grids, and clouds, and it can be made to interoperate with other workflows like Galaxy. However, those configurations require extensive technical knowledge by the deployer and flexible features from the underlying infrastructure.

Kepler supports the use of programs written in R or C for remote execution, harnessing distributed execution threads via web and grid services. In the same way, Nextflow [Di +17] and Snakemake [START_REF] Köster | Snakemake-a scalable bioinformatics workflow engine[END_REF] support GRID platforms, e.g., SGE (Sun Grid Engine) or LSF (Load Sharing Facility). In addition, Snakemake supports the interaction with other tools via web services executing jobs in distributed environments, such as clusters or batch systems. But again, most of these tools rely on the configuration knowledge of the deployer. Pegasus has taken a more explicit approach for distribution and supports execution on individual machines, remote clusters, distributed infrastructures, and clouds. Nevertheless, Pegasus does support such architectures with explicit abstractions or components. For example, it incorporates HTCondor to enable the management of resources in dedicated or distributed computers. Also, Pegasus incorporates the Glideins component that allows adding machines from different domains and HPC centers.

Researchers have noted that BATTs must adapt their architectures for processing in multi-site scenarios, such as multi-cloud technologies. Nevertheless, it is necessary to have an orchestrator between the workflow layers and the cloud architectures. This way, the technical challenges of distributed computing, such as resource allocation, virtualized systems, fault tolerance, and task monitoring, can be supported [Zha+15c; Sen+18]. or supported by multiple schedulers (distributed). Data management indicates the strategies during data processing, moving it to a centralized site, mediated by a distributed data management system, and transferring data point-to-point in a P2P fashion. The partitioning process generates workflow fragments where each is defined to be executed on a specific site or time. The last column, Distribution Level distinguishes between three possible options: Limited, Partial, or Fully Distributed.

Distributed Workflow Systems

In this section, we study the use of workflow systems for distributed collaborative scenarios. Table 3.7 presents additional information about SWFMSs, classifying them by workflow scheduling approach, data management strategy, support of workflow partitioning, and fully distributed collaboration.

Workflow scheduling strategies. Workflow scheduling strategies allocate tasks to computational resources such as processing nodes during workflow execution [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. Yu and Buyya [START_REF] Yu | A taxonomy of workflow management systems for grid computing[END_REF] present two scheduling strategies for workflow systems. In contrast to centralized scheduling architectures, decentralized ones enable multiple schedulers to manage tasks. They highlight the importance of scheduling schemes to achieve scalability and performance in workflow systems. They survey Galaxy, Nextflow, Swift, and Triana as examples of decentralized architectures. For instance, Galaxy implements the GridWay framework to provide multiple schedulers, and Swift integrates the Karajan workflow engine [START_REF] Wilde | Swift: A language for distributed parallel scripting[END_REF]. In [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF], centralized architectures are identified as having bottlenecks in the master node, and peer-to-peer (P2P) systems are proposed to mitigate this problem. The first column in Table 3.7 shows the systems' workflow scheduling strategies of the surveyed SWFMSs Data Management. Another critical feature for FDC support is the data management strategy. Yu et al. [START_REF] Yu | A taxonomy of workflow management systems for grid computing[END_REF] study three mechanisms: centralized, mediated, and P2P-based data management. In a centralized data management strategy, a master node manages the data; mediated strategy, the underlying system is responsible for data management; a P2P-based scenario, data is distributed among all available nodes without an intermediary. Some SWFMSs offer several strategies, for example, Kepler. Triana implements a decentralized architecture applying two distribution policies for parallel and pipeline execution [START_REF] Taylor | The triana workflow environment: Architecture and applications[END_REF]. The data management strategies are summarized in the second column of Table 3.7.

Workflow Partitioning.

Clustering is a technique using several tasks to partition a workflow horizontally. This technique may improve the performance in distributed scenarios. For instance, Pegasus [START_REF] Deelman | Pegasus, a workflow management system for science automation[END_REF] implements different clustering techniques that improve the execution time significantly for short tasks. Following Liu et al. [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF], the partitioning process generates workflow fragments where each one is programmed to be executed on a specific site.

Discussion

The taxonomy presented in this section concludes with the classification of the workflow systems with respect to their support for fully-distributed collaborations. As discussed during the section, existing tools, and approaches for distributed biomedical analysis limit functionality that supports the three architectural features for analyzing data in an FDC setting: data and computation placement, privacy and security, and performance and scalability. Additionally, the functionality provided by workflow systems is also limited around interoperability and reproducibility. Therefore, we identified an opportunity in designing systems to analyze data in multi-site environments, such as FDC scenarios, due to the limited support of current ones in collaborative research and geo-distributed processing.

As discussed in this section, existing tools and approaches for distributed biomedical analysis limit the functionality of the three main features for FDC analyses: data and computation placement, privacy and security, as well as performance and scalability. Additionally, the functionality provided by workflow systems is also limited with respect to interoperability and reproducibility. The last column in Table 3.7 classifies current workflow systems in three categories according to the functionality provided by each one focused on FDC features: limited, partial, and fully distributed. Finally, we have identified opportunities in analyzing biomedical data across multiple sites, such as FDC-based analyses. Current biomedical tools and workflow systems must redesign their architecture and processing strategies adopting multi-site distribution strategies due to limitations in centralized processing. This is reaffirmed by the classification presented throughout the section.

Machine Learning-Based Analysis

Artificial Intelligence (AI) techniques, which emerged in the 50s, recently have been much developed as well as proven popular and useful in many domains. In the medical field, AI systems have emerged, starting from expert systems. A generation of rule-based expert systems assisted and supported medical diagnoses [Mil94; SPS88; Sho12]. The rule-based systems were a great success for the problems of the time, such as diagnosing diseases and defining treatments, leading in many cases to hypotheses to be explored through clinical and medical research. However, the heterogeneity in the data collected over time revealed shortcomings with the rule-based systems of the time. Today, machine Learning algorithms aim to provide the machine with the power of inference from data via AI techniques. ML algorithms are already frequently used in computer vision, speech and image recognition, natural language processing, prediction, and recommender systems.

In the biomedical domain, machine learning has recently also become popular, mainly due to the widespread application of machine learning models. The popularity stems from recent advances in computing technologies to scale computing resources to train models on large-scale sets of now available biomedical data. ML techniques have been applied to diagnose and prognose of different diseases using various biomedical data sources, such as genomes, images, clinical records [Ver+20; LN15; YBK18].

Over the years, technological progress and new biomedical problems motivated the development of learning techniques to alleviate the challenges faced by heterogeneous and high-dimensional data [START_REF] Yu | Artificial intelligence in healthcare[END_REF]. For example, learning implementations assist the medical imaging diagnosis in radiology, dermatology, and ophthalmology [START_REF] Esteva | A guide to deep learning in healthcare[END_REF], such as early detection of breast cancer based on prediction models analyzing tomographic images [START_REF] Cicero | Training and validating a deep convolutional neural network for computer-aided detection and classification of abnormalities on frontal chest radiographs[END_REF][START_REF] Kooi | Large scale deep learning for computer aided detection of mammographic lesions[END_REF]. Similarly, the interpretation of genomes [START_REF] Maxwell | Machine learning applications in genetics and genomics[END_REF] has benefited from ML because the volume of available genomic data has much increased over the last years. For instance, learning algorithms are employed to predict the cancer type from biopsies [START_REF] Cristiano | Genome-wide cell-free DNA fragmentation in patients with cancer[END_REF] and how a certain kinds of cancer progress in patients [START_REF] Caravagna | Detecting repeated cancer evolution from multiregion tumor sequencing data[END_REF].

However, there are multiple challenges for learning-based analyses, in particular, reducing the computing capacity needed to train large volumes of data for neural networks. Another important issue consists in the need of removing noise from data, while preserving inherent relationships among data attributes [START_REF] Fan | Challenges of big data analysis[END_REF].

Understanding Supervised Learning

Machine learning encompasses quite different algorithms to learn (infer knowledge) from large volumes of data. Traditionally learning algorithms required that all the data was stored centralized on a single site. However, centralized algorithms are inappropriate for many analyses of biomedical data due to the data-sharing restrictions discussed in the previous chapter (see Sec. 2.3). Therefore, it is necessary to propose learning techniques that promote the distributed participation of multiple sites aligned with the current restrictions for processing and sharing biomedical data. This section presents basic concepts to understand the training of supervised models. First, we explain the general learning process from the data, then supervised learning, how to evaluate a model, and the possible biases of the trained model. We then explain the ensemble learning strategy by composing multiple supervised models. Finally, we present models based on random forests that we use later on.

Learning from Data

Learning from data is the process of discovering underlying knowledge from large datasets [START_REF] Yaser S Abu-Mostafa | Learning from data[END_REF]. For instance, data may contain input values, such as a symptoms, and outputs indicate explicitly (as part of supervised learning that we employ, see Fig. 3.3) whether patients have or have not a specific disease. The input values are also known as attributes or features, and the output is typically expressed using labels or class values that are associated with each set of features. Learning then means inferring a relationship between the input data and the output variable, assuming that the output is related to the input attributes. The relationship inferred from the data is called a learning model. The learned model can be represented as a function M : X → Y that approximates an unknown target function g(x), where X is the input set (features), Y the output set (value classes). The labeled dataset D is composed of sets of input and output values, denoted as X and Y , as well as D = {(x j , y j )} m j=1 = {(x 1 , y 1 ), ..., (x m , y m )}, where m is the number of records, x j ∈ X, y j ∈ Y . In D, each record x j has one output value y j , where 1 ≤ j ≤ m.

Figure 3.2 shows a general approach to learning from data. First, the learning process (algorithm) selects M from a set of candidates under multiple considerations called a hypothesis (hyp) [START_REF] Yaser S Abu-Mostafa | Learning from data[END_REF]. Then, the inferred function M corresponds to the best mapping from the hypotheses, considered as the best hypothesis, hyp B . The objective of the learning process is to infer a learning model, the best hypothesis, from the data set.

Scoring a Learning Model. The main objective of learning is to determine the best model from the data, i.e., that best maps the input space onto the output space. The For each sample, x j , of the data set, D = {(x j , y j )} m j=1 , it is possible to predict (classify) the output value class with the learned model, such that, M (x j ) = ŷj . The value of ŷj corresponds to the predicted value for the record x j using the model represented by the function M. Based on this premise, the output of M (x j ) = ŷj should be the most similar value to the true class, the value of y j . The classification error in supervised learning seeks to minimize the error defined as:

Error(g) = E {X,Y } I Y, f (X) (3.1)
where E(X) is the expected value of X, and I is the indicator function defined as:

I Y, f (X) =      0 if Y = f (X) 1 if Y = f (X) (3.2)
Using the Equation 3.2, the classification error can also be defined as:

Error(g) = E {X,Y } I g(X) = f (X) (3.3)
It is calculated after training the model for a subset of D denoted as the testing data set, D TE . From this error, it is possible to calculate the model's classification score, which corresponds to the portion of well-classified samples, calculated as predAcc = 1 -Error.

Bias in Machine Learning

In Machine Learning, bias is the deviation of model predictions from true values or desired outcomes. The bias problem exists because the training data is skewed, leading to a model based on incorrect assumptions and inaccurate predictions. For example, if most of the training data corresponds to information from a minority group, the trained model will be biased toward people from that group. The bias in machine learning models leads to unfair predictions due to the deviation of the model from the training data [START_REF] Tom | The need for biases in learning generalizations[END_REF].

In geo-distributed processing, bias can appear in trained models, for example, associated with the location of data, where knowledge underlies the geographic location of the samples. However, this knowledge cannot be common to other geographic regions. The bias can affect the trained model, especially under our proposal to compose privately and collaboratively trained models on the data of each geographically distributed site.

The bias problem has been studied in traditional scenarios, some bias-correction strategies have been explored in federated models [START_REF] Bian | Mp2sda: Multi-party parallelized sparse discriminant learning[END_REF]. In this thesis, we propose strategies for bias correction by securely sharing partial data to have a fairer collaborative model. However, there is a paradox in training a collaborative model: Collaborative scenarios provide greater diversity in the global model by promoting data protection for each organization participating while sacrificing, to some extent, the aggregate model's fairness and accuracy.

Ensemble Learning

Ensemble learning trains a model composed of multiple supervised models (classifiers), and the final prediction of each sample is by a combination of the results of each classifier in the ensemble. The main idea of ensemble learning is that combining multiple models compensates for the error induced by a single supervised model. Their combination can improve the prediction by aggregating multiple simple classifiers [START_REF] Sagi | Ensemble learning: A survey[END_REF], due to delegate the learning to a single classifier tends to build models with low accuracy compared to combining multiple trained models [START_REF] Zhou | Ensemble Learning[END_REF].

The ensemble training starts from an initial data set, D, from which random samples of data sets are generated to train the multiple classifiers that make up the ensemble model. Each data set to train each classifier is obtained using resampling techniques such as the statistical strategy Bagging (Bootstrap AGGregatING), proposed by Breiman [START_REF] Breiman | Bagging predictors[END_REF]. Bagging refers to two tasks, bootstrapping and aggregating, for vari-{x 1 ,y 1 } = (x 11 ,x 12 ,...,x 1n ,y 1 ) {x 2 ,y 2 } = (x 21 ,x 22 ,...,x 2n ,y 2 ) {x 3 ,y 3 } = (x 31 ,x 32 ,...,x 3n ,y 3 ) {x m ,y m }=(x m1 ,x m2 ,...,x mn ,y m ) is used to make predictions, and a combination of the outputs determines the final prediction. Computationally, the ensemble learning approach is highly parallelizable due to the random sampling from the data, it is generated independently during the construction of each classifier. A popular ensemble learning method is known as Random Forest. It is an ensemble composed of multiple individual classifiers known as decision trees.

Decision Trees

Decision trees are represented by a hierarchical structure composed of nodes representing rules and leaves indicating classes. It is a supervised learning model and has been widely applied for two decades [START_REF] Rasoul | A survey of decision tree classifier methodology[END_REF].

root x 2 <1
x 2 ≥1

x 1 ≥1.5

x 1 <1.5

x 1 <0.75 x 1 ≥0.75

x 2 <1.5 x 2 ≥1.5 Figure 3.6 is a simple example of a decision tree representing a data set with two attributes, (x 1 , x 2 ), and one binary class, {+, -}. The tree has five paths from the root to the leaves. A rule of conditions represents each path, for example, path 1 can be defined as: x 2 < 1 and x 1 ≥ 1.5, then the class value is, +.

Graphically, on the right-hand side, the decision tree divides the features (attributes) space into axis-parallel regions, where each one is associated with the tree paths. The classification of new records using the decision tree is performed by traversing the tree from the root to the leaf with the class; the path depends on satisfying each node's conditions. For instance, the record, (x 1 = 0.8, x 2 = 0.2), is classified as negative '-' following the path 2. The challenge of building a decision tree is determining the tree levels and the split values at each node to define the left and right attributes. The construction of optimal trees is an NP-complete problem. Therefore, the levels and the split values are computed using heuristics based on statistical measurements to build near-optimal trees.

Random Forests

A forest is a group of trees, and they seek together to improve a single tree's learning score. Random Forests (RF) [START_REF] Breiman | Random forests[END_REF], proposed in 2001, is an ensemble machine-learning algorithm composed of individual decision trees. RF has been widely used to analyze biomedical data [GPB11; CI12] and mainly to perform two tasks [START_REF] Boulesteix | Overview of random forest methodology and practical guidance with emphasis on computational biology and bioinformatics[END_REF]: build a classifier model and obtain ranking variables by their importance level calculated during the tree's construction. The Random Forests algorithm has been very popular in analyzing biomedical data mainly for three reasons [START_REF] Benjamin A Goldstein | Random forests for genetic association studies[END_REF]:

1. The final classification has high precision due to the composition of randomized decision trees.

2. RF is robust with respect to parameter settings, usually requiring three values, ntree (number of trees), mtry (number of attributes considered in each division), and depth (size of trees). The parameter selection affects the precision of the model.

3. The model is interpretable due to its individual hierarchical structure: non-experts can understand the decisions of each tree based on its structure, contrary to some learning models that are black boxes [START_REF] Freitas | Comprehensible classification models: a position paper[END_REF]. Each tree is built from the bootstrap dataset of the original ensemble (using a bagging strategy) and a random sampling of features, each contributing to the error classification of the forest. If the class type of the data is a numeric value, then the training corresponds to a regression task, and the final consensus of the forest is achieved by averaging the results of each tree. On the contrary, if the class corresponds to a discrete value, it is a classification task. The final prediction is calculated by voting among the individual predictions of each tree.

Random forest mitigates the shortcomings of a single decision tree. RF improves instability by building a more accurate and diverse model considering the prediction of multiple randomized decision trees. The above aggregation considers all decisions with the same weight during the final prediction. However, the final prediction can be modified such that the prediction of each tree has a different weight to achieve a weighted decision of the forest (an extensive discussion of voting mechanisms is presented in [Rok09; BS16]). Table 3.8 describes five classification methods using six properties to compare different kinds of models (and motivate the importance of random forests): predictive power, interpretability, scalability, computation speed, and ability to adjust to overfitting and underfitting. These last two refer to an undesired effect in the model. Overfitting is when the trained model perfectly fits the training data but cannot satisfactorily predict unknown/future samples. While underfitting refers to the poor generalization of the model from the training data, the inferred function does not satisfactorily capture the relationship underlying the data [START_REF] Christopher | Pattern recognition and machine learning[END_REF]. These two effects can be treated in some models using parameters or by the nature of each model. For example, Random Forests by resampling, as Bagging, controls overfitting due to having more randomization trees. The symbol {+, -} indicates how much the model favors the considered property, and the computational column indicates the cost during the construction and application of each model.

Multi-Site Forests

Very few Random Forests implementations have been proposed for the collaboration of geo-distributed trees. Here, we present three proposals with similar objectives as our approach implemented in this thesis.

Federated Forests [START_REF] Liu | Federated forest[END_REF] build the global model between multiple sites that share client IDs, but each site maintains different client attributes. A central site, known as the master, coordinates the model construction and stores all the data that is going to be distributed to the sites. The master first sends randomly chosen samples and attributes to each site. Then each site determines the best split attribute for the data returning the gained information value. The attribute's name and the gained information value are then shared with the master. Finally, the master compares the clients' values, identifying the highest value and the respective name of the split attribute. This process is between all sites to define the levels of each tree until the forest is completely trained. The master is responsible for coordinating the process by choosing the best attribute for each tree and performing the complete construction of the forest. Storing data in a centralized is not appropriate for analyzing biomedical data. This kind of implementation does not satisfy the current restrictions regarding biomedical data processing nor the collaborative analysis of biomedical data between multiple sites.

DfedForest [START_REF] Airam | DFedForest: Decentralized federated forest[END_REF] is a distributed machine-learning system to build and share decision trees. The proposal trains models under Breiman's strategy of sharing models between the parties. They use blockchain technology to prevent malicious participants from altering the model during sharing. Before combining the local model with the one shared by others, the received (shared) model is validated on the local data. The validation determines if the received model increases the local model's accuracy. If so, the two models are combined, otherwise, it is omitted. The idea of omitting trees from other sites can disregard inherent knowledge in each site's data, leading to bias in the federated model. For instance, suppose that site i trains an unstable model M i due to training data sets of small size. The site i then shares M i with site j, but M i can have a large variance in the probability of misclassification on data of the site j [START_REF] Skurichina | Bagging for linear classifiers[END_REF]. Thus, M i is omitted due to its low accuracy on the data of j. However, part of the M i model can be useful to build the collaborative model. The model M i can still represent knowledge of patterns associated with the data of site i. Other limitations associated with blockchain as the construction of trees that must be ordered sequentially and inefficiency due to multiple users performing concurrent operations over large volumes of data [START_REF] Golosova | The advantages and disadvantages of the blockchain technology[END_REF].

Multicenter Random Forest (MRF) [START_REF] Li | A multicenter random forest model for effective prognosis prediction in collaborative clinical research network[END_REF] implements RF at multiple sites to predict the prognosis of clinical data. MRF generates synthetic data from local data based on Generative Adversarial Networks (GAN) and then shares it with other sites to validate each local model. The sharing process employs DP combined with the GANs known as DPGAN methods. Each local model is validated using synthetic data to find parameters that provide better model accuracy. However, generating synthetic data using GAN methods requires various preprocessing steps that affect the quality of the synthetic data [START_REF] Mirza | Conditional generative adversarial nets[END_REF]. Besides, DPGAN-based methods control data leakage, but there must be a trade-off between preserving privacy and the quality of synthetic data. Furthermore, DPGAN methods do not provide precise techniques to resolve all security risks during synthetic data generation [START_REF] Steven M Bellovin | Privacy and synthetic datasets[END_REF].

Therefore, MRF has limitations introduced by the generation of synthetic data, which can affect the construction of the model. Unlike our approach, which does not use synthetic generation methods, it only shares models with the trained trees at each site. Our approach is complemented by three strategies to securely share data to correct bias without generating synthetic data.

Discussion and Main Challenges

Learning techniques are an emerging area widely used in the biomedical domain. Current restrictions on sharing biomedical data have promoted federated initiatives to keep the data on each site. As a result, the trained models can be diverse and even have an ensemble model composed of diverse classifiers. This subsection presents the reasons for implementing Random Forests mainly due to their properties and application over biomedical data. Additionally, we present relevant identified challenges regarding the training of the collaborative forest and the state of the art.

Finally, we identified an opportunity to implement RF in multi-site scenarios due to its popularity for analyzing biomedical data and the current state of multi-site random forests. The multi-site RF implementation poses several challenges: (i) implementing ensemble learning strategies applied to fully distributed architectures, (ii) aggregating the best trees to each site to have a global model with similar learning performance to the centralized version, (iii) designing flexible and scalable distributed workflows to analyze biomedical data, (iv) incorporating sharing strategies while preserving data privacy and security.

The implementation chapter considers the above challenges to validate that our collaborative forest approach satisfies those identified in existing multi-site random forests.

Distributed Machine Learning

Distributed Machine Learning (DML) has emerged as an alternative to analyze data in a distributed way, between multiple sites, avoiding sharing data to a central processing site [Ver+20; PG13], motivated mainly by three reasons: the ability to scale computational resources for the training of models, the use of distributed and parallelization strategies during the learning process, and the need to ensure data privacy during the training of model. The distributed learning considers the participation of multiple sites through two collaborative strategies by sharing intermediate model parameters and sharing trained models privately at each site [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. In the first strategy, each site trains a local model and shares the parameters of its model with others. Then, through parameter aggregation, one site aggregate all parameters to build a global model based on these parameters shared by all. In contrast, the second aggregates local models shared by each site, at the end, a global model is built by the participation of multiple sites. Figure 3.8 presents a general aggregation strategy, where the steps 3 and 4 change depending on the selected strategy. Federated Learning (FL) [START_REF] Mcmahan | Communication-efficient learning of deep networks from decentralized data[END_REF] is a notable example of a distributed learning based on the first strategy, parameter aggregation. In FL, the collaborative model is adjusted by sharing the parameters of each local model by participation rounds. This strategy considers the collaboration between the sites to share parameters such as, for example, the weights of a deep neural network and thus, at the end, have a trained neural network by sharing local model parameters.

On the other hand, model aggregation can considers the execution of heterogeneous workflows between multiple sites that share partial information, such as trained supervised models privately. For instance, train a global random forests by aggregating trained forests at each site. The sites are heterogeneous, and therefore models at each site are trained on different machine capabilities where data-sharing and communication have different restrictions and capacities. Data Parallelism is appropriate for horizontally partitioned data, where multiple sites contribute with intermediate parameters to build the final model. Horizontal data partitioning works on the same feature space over different samples at each site. Figure 3.9 illustrates the horizontal data partition strategy in federated scenarios. Assuming that three sites have the same attributes (feature space), but the samples correspond to unique patients from each site. For example, three sites analyze symptoms variables (x 1 , x 2 , x 3 ) of a given disease y (yes or not), but the attributes correspond to exclusive patient samples from each site (unique sample IDs). Each site trains a local model on its privately partitioned data; then, it can be shared to be aggregated globally. The execution on each device is independent from the other tasks. Model Parallelism is suitable for vertically partitioned data, where each of the sites trains the model on different feature space to share knowledge from each set of attributes. Each site is thus similar to an independent processing device. Figure 3.10 shows the vertical data partition strategy. Three sites use the sample ID space but differ in the attributes (different feature space). For example, three independent medical institutions have samples from the same patients, but variables correspond to different data; i.e., the data comes from different sources. In the end, the global model collectively generalizes relevant knowledge for each patient sample. Hybrid Parallelism. A hybrid approach combines the two previously-discussed parallelism strategies to train the model collaboratively, meeting the conditions of each approach. Different implementations take advantage of data and model parallelism during collaborative training models such as Stochastic Gradient Descent (SGD) [START_REF] Dean | Large scale distributed deep networks[END_REF] and distributed deep networks framework [START_REF] Shrivastava | A data and model-parallel, distributed and scalable framework for training of deep networks in apache spark[END_REF]. They partition the data between different machines, and the processing on independent data in each one contributes to the parameters of the global model.

Data Privacy in Distributed Machine Learning

One of the benefits of Distributed Machine Learning is minimizing the privacy and security risks of biomedical data in its storage and sharing. The aggregation strategies do not consider sharing raw data, only shared intermediate data such as parameters or models. Furthermore, these strategies can incorporate security techniques. Privacy risks are reduced by not sharing sensitive data between the parties. The shared intermediate information can adopt security techniques to shield leakage of this data during collaboration. An important premise during data aggregation is that all sites are considered trusted parties.

Security methods over data encompass different levels depending on the type of processing. The methods may contemplate strategies to safeguard the privacy of the data from its storage, processing, and sharing. For example, secure collaboration between sites is facilitated in distributed learning scenarios because the DML strategies avoid sharing sensitive data like confidential patient information [START_REF] Li | Federated learning: Challenges, methods, and future directions[END_REF]. Furthermore, distributed scenarios can preserve the privacy of shared data through techniques applied to these prior to sharing, such as Differential Privacy (DP) or based on Homomorphic Encryption (HE) techniques. Moreover, the collaboration can also be done through the participation of a trusted third-party site to share partial information, such as implemented in Secure Multi-Party Computation (SMC). These strategies are briefly explained below, but we present details of each one in Chapter 5.3. There, these strategies are detailed as a complement to the fully distributed implementation proposed in this dissertation. Implementing these techniques is not exclusive; therefore, we combine them to improve security and guarantee data privacy [START_REF] Hao | Towards efficient and privacy-preserving federated deep learning[END_REF][START_REF] Zhang | Batchcrypt: Efficient homomorphic encryption for cross-silo federated learning[END_REF]. [START_REF] Dwork | Calibrating noise to sensitivity in private data analysis[END_REF] introduces noise to the training set. The goal is to introduce values that distort the original data value in a controlled form. The noise introduction is controlled and seeks to maintain the precision of the learning models as if they were trained on original data. DP techniques are applied to select records to generate training set noisily but without losing intrinsic knowledge about the data. This strategy has been widely implemented in Distributed Machine Learning algorithms [START_REF] Abadi | Deep learning with differential privacy[END_REF][START_REF] Dwork | Differential privacy: A survey of results[END_REF] to mislead the adversary in the face of improper access. However, the great challenge in differential privacy techniques is to guarantee performance of model training in the presence of noise.

Differential Privacy (DP). Differential Privacy

Homomorphic Encryption (HE).

Homomorphic Encryption [START_REF] Ronald L Rivest | On data banks and privacy homomorphisms[END_REF] was proposed in the 70s to compute ciphertext without applying decryption techniques. HE techniques have been used to perform calculations on encrypted values [START_REF] Van Dijk | Fully homomorphic encryption over the integers[END_REF]. For example, sharing numerical values of model parameters during training as gradient values. Analyses based on HE techniques share encrypted numerical values to be analyzed during the collaboration [START_REF] Mandal | PrivFL: Practical privacy-preserving federated regressions on high-dimensional data over mobile networks[END_REF]. If an intruder obtains part of the shared data, these values are completely encrypted. There are three main HE schemes based on the definition and complexity of the mathematical functions proposed in each one (a broad explanation is presented in [START_REF] Yang | Federated learning[END_REF]).

Secure Multi-Party Computation (SMC).

Secure multi-party computation [START_REF] Andrew | How to generate and exchange secrets[END_REF] was proposed in the 80s and used to train collaborative models. SMC techniques allow for secure computing between multiple parties through the participation of a trusted third party during model training [START_REF] Feng | Securegbm: Secure multi-party gradient boosting[END_REF][START_REF] Ohrimenko | Oblivious multi-party machine learning on trusted processors[END_REF]. The process involves the participation of keys with public and private values to each site, which is not entirely shared but partially ensures security. However, SMC techniques have not been much used in training models on large volumes of data due to computational inefficiency due to the time and capacity required to share data with the third party. Finally, some implementations combined between DP and SMC offer better security guarantees than only the SMC techniques [GX15; Ria+18]. Nevertheless, they have the limitation of efficiency due to the cost of transferring big data among the participation of multiple sites.

Conclusions

Most of the analytical tools and techniques reviewed provide only mechanisms for partial collaboration among geo-distributed sites. Most of them are based on collaborative strategies where one of the sites acts as a central master and the others are slaves nodes. There are still numerous open issues, including explicit data and computation placement management, dynamic scheduling of resources, robust security and privacy features, and flexible data placement strategies. Additionally, ethical and legal constraints must be considered during the execution of biomedical analyses [START_REF] Corpas | A FAIR guide for data providers to maximise sharing of human genomic data[END_REF][START_REF] Bradley A Malin | Biomedical data privacy: problems, perspectives, and recent advances[END_REF]. As a solution to these issues, we have advocated Fully-Distributed Collaborations (FDCs) in this dissertation. The FDC analyses are appropriate for processing biomedical data geo-distributedly, respecting the restrictions and promoting collaborative work. This section presents the open issues in detail, which motivate the following chapters corresponding to the thesis's contribution.

Data and Computation Placement

To address the problem of data and computation placement, tools must place data and computations in the optimal location according to specific criteria, e.g., putting data in the infrastructure best suited to analyze it or moving data while preserving data locality and security constraints. This problem is known to be NP-hard in computational complexity, and it is still actively studied [START_REF] Liu | Towards intelligent data placement for scientific workflows in collaborative cloud environment[END_REF].

The development of heuristics with efficient implementations for data and computation placement is an ongoing endeavor. As we have shown before, current BATTs offer only some basic strategies such as data analysis in a centralized setting, uniform data partition among multiple nodes, and computation based on cluster distribution on homogeneous nodes. Therefore, other research directions consist in providing relevant abstractions to handle multi-site biomedical data analyses.

A recent and exciting field of research is the application of Machine Learning techniques to optimize distributed computations on scattered data that cannot be shared. The application of learning models on these data without moving them to a central site. On the contrary, consider sharing local model parameters or trained local models without revealing sensitive data [START_REF] Liu | A systematic literature review on federated learning: From a model quality perspective[END_REF]. A prime example, federated learning [START_REF] Xing | Petuum: A new platform for distributed machine learning on big data[END_REF][START_REF] Mcmahan | Communication-efficient learning of deep networks from decentralized data[END_REF], has been applied to analyze large genomic data sets spread over multiple sites worldwide. However, there are many challenges, such as communication latency, systems heterogeneity, heterogeneous data, and privacy preservation. Nowadays, Distributed Machine Learning [Ver+20; PG13] seems a promising future research domain.

Research collaborations must comply with strict security policies imposed by governments over biomedical data. These policies may be enforced in a national context (as those implemented by national governments), supranational (e.g., policies enforced by the European Union), or even globally. However, as we have shown before, the current set of tools and techniques used to analyze biomedical data address the problem of security and privacy only partially. They either delegate security to the computing infrastructure (e.g., a cloud provider) or provide very basic mechanisms. Therefore, biomedical researchers must address security by means external to the tools they use. In order to support FDCs, BATTs have to better support privacy concerns. Thus, several researchers are investigating more sophisticated security mechanisms. For example, secure containers encapsulating confidential data allow data to be used in complex computations without exposing participating stakeholders [START_REF] Boujdad | Constructive privacy for shared genetic data[END_REF]. Other approaches investigate data watermarking techniques augmented with encryption and cryptography operations [START_REF] Boujdad | A Hybrid Cloud Deployment Architecture for Privacy-Preserving Collaborative Genome-Wide Association Studies[END_REF]. However, the security in BATTs is still a great challenge, especially by security and privacy risks encompassing large parts of complex workflows, as mentioned by the authors from the NSF's SWIP project.

Scalability and Performance

The exponential growth of biomedical data has forced scientists to scale their experiments and applications. Several techniques have been used to address the problem of scaling up these analytical experiments. A common practice consists in implementing dedicated High-Performance Computing (HPC) systems. Most of the world's supercomputers belong to this category. Another common technique to improve performance and scalability is deploying scientific experiments on clusters of computers, on on-premise facilities, or in the cloud. Some authors propose to mimic the architectures for massive computations, and data storage proposed by internet corporations such as Amazon, Facebook, or Google to create Data-Intensive Scalable Computing (DISC) facilities for scientific applications [START_REF] Bondiombouy | Query processing in multistore systems: an overview[END_REF][START_REF] Valduriez | Scientific data analysis using data-intensive scalable computing: The scidisc project[END_REF].

Each strategy has its benefits and drawbacks. For example, HPC systems offer centralized computing resources focused on high-performance applications with many floatingpoint operations. But it requires all the data to be available for the computation, and it also requires a significant investment in infrastructure. These infrastructures may also be costly to maintain, and they can pose problems regarding data ownership and confidentiality. On the other hand, private and hybrid clouds for the deployment of scientific experiments constitute flexible means to configure multiple computing scenarios. However, data ownership, security, and legal restrictions hinder the implementation of massive biomedical experiments on the cloud. On the other hand, DISC systems, e.g., based on Hadoop and Spark, enable processing large volumes of data and the distribution and scaling of resources in clusters or clouds. They include fault-tolerance mechanisms and are generally controlled by the owner of the DISC system. However, these infrastructures may be costly to maintain and pose problems regarding data ownership, data confidentiality, and data localization. None of the above-discussed systems will support Fully-Distributed Collaborations (FDCs) as presented in Section 3.1.3. Instead, they all propose some essentially centralized solution. They lack the means to address the three FDC requirements: decentralized computations and flexible data placement, compliance with security and data protection policies, and performance and scalability based on the interests of participating sites. Thus, numerous research opportunities exist to develop solutions addressing these requirements while providing performance and scalability benefits.

We found some computational approaches that may support basic, Fully-Distributed patterns. For example, hybrid strategies, exploiting the MapReduce benefits in the cloud [HKS18; ZLS15; Cha+12; Xu+17b]. Similarly, some workflow systems also have adopted combinations of these paradigms [Liu+15; Wol+13; Tay+07b]. However, as seen in the review, these solutions address some primitive form of technical flexibility, and few provide explicit abstractions to handle all the desired requirements. Our taxonomy also revealed another opportunity, for example, to strive to implement flexibly configurable systems that enable high scalability. The current methods to address high scalability and performance require some form of centralized control.

Need for Fully Distributed Collaborations

This chapter has identified several research opportunities in data and computation placement, data privacy and security, and performance and scalability. These areas of investigation make sense for fully distributed collaborations only when they are considered together. In the discussion, we explain how to achieve fully distributed collaborations.

First, the CAP theorem [START_REF] Gilbert | Brewer's conjecture and the feasibility of consistent, available, partition-tolerant web services[END_REF] applied in the same logic to distributed systems indicates that it is impossible simultaneously to have the three properties in a distributed system: consistency, availability, and partition tolerance. Therefore, a trade-off has to be enacted between the three properties to achieve a practical system supporting a distributed database in an FDC system. Similarly, the scalability trilemma [START_REF] Bez | The scalability challenge of ethereum: An initial quantitative analysis[END_REF] states that highly distributed systems cannot simultaneously combine: decentralization, scalability, and security. Therefore, again, there should be a balance between the levels of support for each of these three properties. The classification presented in Tables 3.5 and 3.7 categorizes the tools and approaches into properties such as resource location, privacy and security, and scalability. It is clear that many cover two of the three properties; therefore, there is an open question about solving them together. There is still a great challenge to achieve all three simultaneously because researchers seek to compensate for two of the properties indicated in the CAP theorem or the scalability trilemma.

Nevertheless, not only technical constraints will affect the development of FDCs. Legal and socio-economic misconceptions should be overcome before having a full implementation. We expect that in FDCs scientists will not have to disregard security or legal restriction to achieve high scalability and performance. On the contrary, an FDC solution will coordinate dynamically the execution of complete workflows exploiting and combining heterogeneous computing facilities.

Introduction

There have been many forms of cooperation among interdisciplinary groups that involve sharing knowledge and the collaborative generation of results [START_REF] Maojo | Bioinformatics and medical informatics: collaborations on the road to genomic medicine?[END_REF][START_REF] Perry | Opportunities at the intersection of bioinformatics and health informatics: a case study[END_REF]. For instance, the BIOINFOMED [START_REF] Martin-Sanchez | Synergy between medical informatics and bioinformatics: facilitating genomic medicine for future health care[END_REF] project is an initiative funded by the European Commission (EC) to facilitate the collaboration between experts in medical informatics and bioinformatics. Similarly, the ICAN project [START_REF] Anr | IntraCranial ANeurysms: From familial forms to pathophysiological mechanisms -I-CAN[END_REF] (presented in Section 2.2.1) involves collaborative work between 34 French entities where each member provides clinical records, medical images, and genetic data collected from patients, notably through biological samples [START_REF] Bourcier | Understanding the pathophysiology of intracranial aneurysm: the ICAN project[END_REF]. However, the predominant architectural model for biomedical collaborative analyses still consist of centralizing and sharing the underlying data and performing analyses through supercomputers or cluster infrastructures at a single or small number of organizations [START_REF] Schadt | Computational solutions to large-scale data management and analysis[END_REF].

Recently, the need for more widely distributed collaborations has been noted [BS18; Bou+19; PCA15]. Several arguments favor a higher degree of distribution: more and more organizations dispose of high-performance infrastructures for large-scale analyses, local data may be preferred to be kept private, massive data transfers are too timeconsuming, etc. During the last years, federated analyses have emerged as a strategy to train models on mobile devices without the need to centralize data [Kon+16a; Kon+16b]. These initiatives promote collaborative analysis and protect sensitive information such as biomedical data. In this chapter, we argue that these kinds of collaborations are part of a wider spectrum of collaborations that we call Fully Distributed Collaborations (FDCs).

FDCs are research endeavors that harness means to exploit and analyze massive amounts of information collaboratively over geo-distributed infrastructures while respecting social, human, and legal constraints. Thus, FDCs require tools and techniques for collaboration that can use advanced distributed (data and computation) architectures while coping with complex sociotechnical constraints and heterogeneous networks. FDCs promise to enable more powerful biomedical analyses defined in terms of distributed workflows operating over large volumes of private data. FDC approaches will support cooperation between geo-distributed research groups or organizations that are generally subject to several restrictions derived from legal frameworks, data privacy regulations, and available local computing infrastructures. This chapter introduces the concept of Fully Distributed Collaborations and investigates their characteristics and the features needed by tools supporting such research endeavors. Concretely, The chapter is structured as follows. Section 4.1 presents the definition of Fully Distributed Collaborations (FDCs). Section 4.2 describes collaborative research cases that may be supported by FDCs, including some based on machine Learning algorithms. Section 4.3 presents the distributed architectures supported by FDCs. Finally, Section 4.4 describes the security strategies enforced by FDCs, and the conclusions are presented in Section 4.5.

The FDC concept

Nowadays, analyzing data in multi-site scenarios is common in real projects due to known restrictions on transferring biomedical data to central processing sites. Traditional data analyses are processed in centralized environments, which are often too limited for the current needs for biomedical data analyses. Overcoming these restrictions in collaborative research settings requires improving tools, applications, and infrastructures for research collaboration. We argue that new tools for scientific collaboration should be supported by geographically distributed architectures that support distribution, concurrency, and security mechanisms driven by data needs. We thus propose a method for scientific collaboration called Fully Distributed Collaborations (FDCs). As stated previously, FDCs are research endeavors that harness means to exploit and analyze massive amounts of information collaboratively over geo-distributed infrastructures while respecting information ownership, data privacy, and social and legal constraints.

FDC Properties

We advocate more flexible and dynamic research cooperations through FDC analyses. FDCs involve several geographically distributed research centers with their biomedical data, and their computational infrastructure. The central role of FDC analyses is to model tasks across heterogeneous cross-site workflows. An example of these heterogeneous analysis workflows is illustrated in Figure 4.1. The workflow involves the participation of two countries that cannot (reasonably) be implemented through traditional systems due to centralized dependence on data placement and computer processing. This workflow may correspond to the extension proposed for the ICAN project (discussed on page 72). In the workflow, France has three member sites processing data located in Nantes, Rennes, and Paris, while Colombia has a single site processing data in Bogotá. Each of the two countries applies its own restrictions on sharing data, such as the GDPR [START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] in France and the "habeas data" law in Colombia [START_REF]Congress of Colombia, Colombian Data Protection Law[END_REF]. In this scenario, the FDC analyses satisfy each regulation member's requirements. Colombian law considers responsible data sharing with countries that dispose of clearly defined regulations, such as the GDPR. Therefore, the proposed workflow can be reasonable through FDC analysis while complying with legal restrictions. The scenario illustrated in Figure 4.1 can consider sharing models trained from the private data of each site. Assume that each site has genomic data corresponding to its private patient samples. For example, Bogotá stores 1 .7TB of data corresponding to Colombian samples, while in France, Paris, Nantes, and Rennes store 3 .0TB, 1 .2TB, and 1 .0TB, respectively. One relevant consideration, from 1 .7TB of raw data, the compressed trained model can be stored in 400MB [START_REF] Cano | Towards geo-distributed machine learning[END_REF]. Therefore, if Bogotá wants to share information with France, it does not need to share almost 2 .0TB; on the contrary, Bogotá needs to share only 400MB through learning models. This notable data size reduction impacts the French sites similarly due to the notable reduction in sharing raw data versus trained models. In addition, the reduced size of shared data favorably impacts technical aspects such as communication channel capacity and required transfer time. Regarding legal aspects, multi-site analyses are limited by the agreements established in such regulations. Therefore, an FDC-based analysis should facilitate the automation of complex workflows, such as the one presented between France and Colombia, while respecting diverse restrictions.

Our FDC proposal aims to alleviate legal and technical considerations to analyze data collaboratively, like the scenario illustrated previously. The FDC approach supports three significant architectural properties to satisfy complex and heterogeneous workflows: Data and computation placement: in traditional scenarios, data moves to the computing site, typically a centralized site; on the contrary, we propose that computations move to/are performed at data-owning sites, thus keeping data completely private.

Privacy and Security: transferring data to central processing sites generates risks associated with the privacy and security of biomedical data. We propose security mechanisms when data sharing is necessary between sites during the FDC analyses. The transferred data may be intermediate results obtained during the workflow execution.

Performance and Scalability: traditional scenarios ignore computational facilities installed at each site, often resulting in a large computational overhead at the central site. In contrast, we propose using the local infrastructure available at each site, allowing the integration of heterogeneous tasks supported by different scalable architectures.

These three properties are essential to satisfy the analysis based on FDCs and are taken into account in the context of the implementation of our algorithm: Dataflow-oriented programming guarantees communication based on data availability between independent tasks, that is, analyses by data-driven execution.

Declarative concurrency extends the declarative model to deal with concurrency, mainly designing workflows on demand for data on independent tasks.

Message passing patterns between independent and active tasks that interact via messages asynchronously.

Distributed programming mechanisms ensure communication and interaction between tasks; although they are located in independent sites, they can depend on data availability to fulfill their execution.

Data as first-class citizens

In a programming language, a first-class citizen refers to an entity that supports other entities' operational properties [START_REF] Lee | Programming language pragmatics[END_REF]. However, in treating data as first-class, workflowbased analyses do not always have this consideration. Therefore, in FDCs, data as firstclass citizens means that data can be passed as an argument, returned in workflow steps, and assigned as a value to a variable, even across multiple sites. Therefore, the data is treated as a first-class citizen, and their flow drives the analysis execution. The sites can require sharing information during the execution through dataflow variables. These variables pass data as arguments to other steps and can also be returned and assigned by the site responsible for its creation. This behavior is inspired by processing based on dataflow modeling.

The FDC approach implements data-driven modeling with the need to drive execution and avoid errors due to the unavailability of data. External tasks must wait for the owner's data to bind them and continue executing the paused task. Treating data as a first-class citizen is advantageous compared to current biomedical data analysis systems, which require external routines and complex custom plugins to indicate the interaction with other processing devices.

Relevant Dataflow Features

We support sharing different kinds of data during the analysis, raw data, trained models, or partial results to be operated by other sites. Our approach to FDC analysis incorporates relevant dataflow modeling features into the workflow analysis execution: Data on demand. The interaction between the site that owns the data (who provides it) and those who need it (who require it) is on demand. The owner site publishes the data while the requester consumes it as input to the local process. The data can be consumed as long as it is made available by the owner.

Immutable data.

The data shared from one site with others is immutable. The site owner binds the data and is responsible for publishing it to others. The immutability property minimizes errors due to different values for the same variable. For example, if multiple sites access the same variable, the same variable may have different values due to multiple assignments in parallel. Therefore, the immutability of variables guarantees secure operations in terms of the uniqueness of the shared information.

Dynamic and heterogeneous analysis. This characteristic suggests that the execution of the local tasks is independent and must be adjusted to the capabilities of each site. The execution does not depend on what happens on other sites unless others require the data. If the local execution throws an error in any site, the site that provides data must guarantee data availability for those who require it. Furthermore, each site may have different configurations, e.g., machine capacity, and installed base software. Therefore, FDC systems need to be scalable and flexible for heterogeneous on-site installations.

Semi-synchronous mechanisms. This mechanism provides mediation through intra-site or inter-site depending on the workflow task type. Our FDC approach implements features of synchronous and asynchronous communication. For example, intra-site tasks take advantage of synchronous communication since local execution at each site does not usually require external resources. In this sense, the tasks are executed at each site regardless of what is happening at the other sites. In contrast, inter-site communication adopts asynchronous communication. The interactions with other sites use asynchronous mechanisms, where data availability activates on-demand tasks that require external data. The execution of FDC-based workflows employs both mechanisms.

FDC-based analyses supported

FDCs support diverse types of analysis as long as it takes advantage of the local computing at each site while respecting data-sharing restrictions. These analyses involve tasks that run sequentially at each site or in a distributed manner where participants can share information, such as trained models in the case of machine Learning algorithms. We present abstract cases of FDCs covering various dimensions based on learning analyses and traditional scenarios such as single-site processing to cross-site analysis.

Based on Learning models

Retaking the collaborative scenario illustrated in Figure 4.1 between Colombia and France. The outcome analysis can correspond to training a federated model to improve specific disease prevention. The collaborative model refers to a federated classifier to predict the risk of having or not having a specific disease. For example, the ICAN project extension can consider international cooperation to share knowledge and geo-distributed data from patients with aneurysm disease around the world (see Sec. 2.4). In this sense, Figure 4.2 presents four sites where various learning steps are computed within the workflow analysis. The four sites have tasks unique to each site and other tasks requiring external data from other parties. Therefore, some tasks like site1 occur sequentially, while others occur in parallel and partially share data. The distributed workflow scenario illustrated corresponds to a specific analysis case based on machine learning techniques that seek to build a final federated model as part of a biomedical collaboration. However, FDC-based analyses also comprise simple cases to more complex analysis scenarios. For example, processing at a single site through local distribution, adding more sites for new cooperation partners and reaching more complex scenarios over multi-site workflows. This scenario is also preferred compared to the previous one (see Figure 4.1) for the data size kept during the training of the models, impacting the technical restrictions favorably due to the amount of data to be shared. FDC-based analyses are adaptable to particular needs regarding biomedical data, considering the data type to be shared, local infrastructures, and the number of sites participating in the process.

A Collaborative analysis between multiple sites

The analysis between multiple sites often requires sharing information securely between them. A collaborative analysis can train an ensemble learning model between multiple geo-distributed sites [START_REF] Zhou | Ensemble Learning[END_REF]. The first site trains a classifier, such as Random Forests, while the others train classifiers as Support Vector Machine (or any model described in Table 3.8). Each one trains a classifier on local data private to each site. After the local training of each classifier, one of the sites is responsible for aggregating the models to build a collaborative model. The data type at each site may be different; for example, some sites may have genetic information while others have medical images. Although these data types are different, they are useful for studying specific diseases, such as the ICAN project. The outcome is an aggregated model that brings together knowledge from the two parties to predict future disease cases from two different data types.

FDC-based analyses are most useful in this case with many sites; each site has a local workflow and does not depend on the executions on other sites. However, there may be data dependencies between sites. In addition, FDC allows for different computation capacities. Therefore, some sites may have to share their data with another site to be analyzed. The multiple sites may have different computing capabilities corresponding to each site's infrastructure. Heterogeneous factors such as each site's computing capacity and the diversity of the biomedical data. Our proposal to analyze biomedical data through workflows such as those supported by FDC considers the previous two factors, such as the geo-distributed scenario illustrated in Fig. 4.1. Additionally, we support variety in the local tasks executed in each site, following the analysis driven by data sharing information securely among all. The FDC analyses are heterogeneous and seek to expand the constraints of current workflow systems and applications used to analyze biomedical data because they provide limited support to the geo-distributed analysis and even support heterogeneous data and architectures [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF].

FDCs also provide flexible and friendly management and configuration mechanisms by extending a specification language (presented in Chapter 6). Usually, biomedical tools require custom routines designed by computer experts to deploy distributed analysis, which is an obstacle for biomedical experts designing biomedical analyzes. For example, heterogeneous software environments, diverse computing devices, and complex analyses 

The Architecture of FDCs

FDC systems support traditional collaboration architectures such as sequential and hierarchical ones. Furthermore, FDCs support fully distributed topologies, as illustrated in Figure 4.3. The FDC-based architectures are inspired by traditional topologies in distributed environments [START_REF] Baran | On distributed communications networks[END_REF][START_REF] Verbraeken | A survey on distributed machine learning[END_REF]. They seek to support heterogenous complex analysis and computational capacities that are installed on different site. The Fully-Distributed architecture performs point-to-point communications between the sites that all have the same role. Therefore, all sites have the same importance during the process. A fully distributed analysis scenario can share transformed data as trained models with each neighbor's site to achieve full participation and construct a global model. This architecture is more scalable than sequential and hierarchical one; it also eliminates dependencies on a single site in the event of possible failures during the process.

Fully Distributed Architecture

Privacy and Security

Our FDC approach considers sharing information secure satisfying legal privacy restrictions during the analysis. Technologies based on encryption and cryptography methods safeguard data privacy during storage, processing, and sharing. For example, public-key encryption methods to securely store and share genomic data [START_REF] Kantarcioglu | A cryptographic approach to securely share and query genomic sequences[END_REF], as well as based on homomorphic encryption techniques to protect biomedical data [START_REF] Louis | Protecting privacy and security of genomic data in i2b2 with homomorphic encryption and differential privacy[END_REF] during their sharing and processing. FDC-based analyses include strategies that seek to satisfy data privacy depending on the type of information to be shared and privacy-enhancing technologies over biomedical data [Are+18]. These strategies are presented in the next chapter on the implementation of a Fully Distributed Machine Learning algorithm.

Conclusions

This chapter described our FDC approach, collaborative research endeavors that enforce confidentiality and ownership properties of biomedical data while providing means to exploit and analyze information collaboratively. FDCs take advantage of current architecture for distributed processing adaptable to multi-site biomedical analysis. The objective is to support real biomedical projects that involve the participation of geo-distributed research groups and entities. FDCs go beyond simple human solutions such as confidentiality agreements or copyrights contracts. We are looking to provide computational tools for research collaboration respecting all the technical, legal, and socioeconomic restrictions imposed on biomedical data while maintaining high computational efficiency, flexibility, and ease of use. FDC analyses offer different ways to analyze data using traditional scenarios and multi-site collaborations. Moreover, we propose the adoption of analyzes based on machine learning models through the participation of multiple sites. The construction of federated models is a trending topic due to its primary benefit of reducing the risk of sharing sensitive data. Our approach proposes workflow analysis driven by data need, where the data is considered as a first-class citizen. Data-driven features differ from the current biomedical distributed systems, especially to analyze biomedical data in geo-distributed settings. The analysis through FDC systems will enhance biomedical data processing by promoting collaborative and secure research and promoting current restrictions by sharing data, supporting the real needs in biomedical projects.

Introduction

During the last two decades, there has been remarkable growth in the usage of Machine Learning (ML) for data analyses. Machine learning analyses have notably impacted areas such as healthcare and biomedical research. For example, ML techniques have been applied to model diagnoses and prognoses of different diseases by analyzing various biomedical data sources such as genomes, images, and clinical records [LN15; YBK18]. Machine learning is particularly attractive because it uses methods such as inferential statistics, accelerated computing, and distributed computing to efficiently process and extract knowledge from large amounts of data.

However, despite the rapid evolution of ML techniques, collaboration for the exploitation of large amounts of data is still hindered by social and technical constraints. Thus, instead of exploiting parallel computations on globally distributed environments or elastically scaling resources on global cloud providers, several of the current approaches for ML rely on sharing full data sets.

During the last few years, there has been a need to adopt mechanisms to analyze data using learning algorithms and distributed computing while maintaining data at its original location and respecting data ownership constraints. Distributed machine learning has emerged as a strategy to analyze geo-distributed data [START_REF] Peteiro | A survey of methods for distributed machine learning[END_REF][START_REF] Verbraeken | A survey on distributed machine learning[END_REF]. In 2016, the first geo-distributed analysis proposed was Federated Learning [Kon+16a; Kon+16b] to train a collaborative model from data hosted on several mobile devices. However, current approaches do not completely support FDCs due to the inherent restrictions in biomedical data and the computational capacity required to analyze large volumes of data. Therefore, FDC-compliant methods require novel technical approaches, tools, methodologies, and collaboration strategies. This chapter presents an approach to Fully Distributed Collaboration built on top of a Random Forest algorithm. Our FDC-compliant approach, MuSiForest (Multi-Site Random Forest), can be used to implement a collaboration of several geographically distributed research centers with their own data and their own computational infrastructure. We investigate techniques and tools to build distributed models without violating sharing restrictions, in contrast to traditional techniques that require full data access. The major contributions of this chapter are the following:

A Fully Distributed Random Forest algorithm to analyze data collaboratively across sites while ensuring strict confidentiality and ownership properties of biomedical data.

A software implementation of the proposed MuSiForest algorithm to build a global classification forest with the participation of multiple sites.

Strategies for sharing partial data to reduce bias in the collaborative model.

Experiments with the proposed algorithm analyzing labeled data corresponding to gene expression levels (RNA-Seq) to classify patient samples among five cancer types.

Experiments using the proposed security strategies relaxing the sharing constraints to address bias correction in the collaborative model. This chapter is structured as follows. Section 5.1, presents an overview of the construction process of models based on Random Forests. Section 5.2, describes the proposed MuSiForest distributed algorithm to train a collaboration forest. Section 5.3, presents strategies to secure bias correction. Section 5.4, details the implementation and the architecture of the prototype, and discusses some of the more common deployment topologies. Section 5.5 presents the experiments and corresponding results. Finally, Section 5.6 presents the conclusions of the chapter.

Random Forests Training

In Chapter 3, we introduced machine learning concepts to explain the process of learning from data using supervised models such as decision trees (see page 99). This section extends these concepts and explains the relevant steps necessary to train a random forest model. A random forest model is a classifier composed of multiple decision trees. Using an ensemble of trees for the model has several benefits, namely, it is a way of reducing the risk of overfitting, we can use distributed and parallel computing to train the model, and the resulting model is highly interpretable by users because its hierarchical structure is comprehensible and its structure indicates the level of importance among the data variables.

Training a Model

Training a model follows the learning process illustrated in Figure 3.2 and seeks to infer a model that best represents the underlying knowledge from the labeled data set, D = {X, Y}, where X is a set of attributes, and Y is a set of labels for each one. Usually, a proportion of records from D is used to train a model (often 70% of random samples), and the remainder to evaluate the model. Therefore, the data set D is split into training (D TR ) and testing (D TE ) data sets. This section describes the construction (training) and application (test) tasks of each decision tree that makes up the forest. Finally, we present the computational complexity of training a decision tree.

Building a Decision Tree

The decision tree is built top-down recursively by partitioning the attributed spaces of the training set. Thus, the construction strategy is based on divide and conquer. The data set attributes contribute to the tree levels and the cut-off value at each node that determines the subsequent levels (see explanation in Section 3.2.2). The root node is the most important attribute, and subsequent levels are defined by decreasing levels of importance in the remaining attributes. Statistical measurements determine each attribute's importance level: the most commonly used ones are the Gini index and entropy measurements [START_REF] Elena | Theoretical comparison between the gini index and information gain criteria[END_REF]. The decision tree construction is presented below as Algorithm 1, which follows similar strategies as those presented in [START_REF] Oded | Data mining with decision trees: theory and applications[END_REF].

Growing the tree

Algorithm 1 implements the idea of training a decision tree where the required data set has the form, D = {X, Y } = {(x j , y j )} m j=1 , composed of m samples. From these data, the tree growth is based on the following steps: end for 12: end if 13: return tree The algorithm trains a decision tree. The process starts from the training data set, determining the level of importance of each attribute and resulting in a trained model, a decision tree.

1. Select the best attribute x i in D, employing statistical measurements.

2. Define the cut-off value from x i to divide D into two subsets (left and right branches).

3. Repeat the previous steps until the stop condition is fulfilled, i.e., the samples in the partitioned subset have the same class or no more records to be divided exist.

The main challenge of these steps is determining the best attribute to split and its cut-off value. We now present two relevant strategies for measuring the attributes and determining the cut-off value based on statistical measurements to identify the best attributes.

Splitting Attributes

Selecting the best attributes leads to identifying the tree levels, a recursively applied process until reaching the stop criteria, e.g., the nodes are purity. Purity means that all samples of the left have the same class, and the right node contains the records of the other class, i.e., a pure node groups all samples of the same class at each node. After finding the first split attribute, the data is split into two subsets, each with one or more classes. Then, the process is repeated until the nodes are pure in terms of the resulting class. The best attribute is selected through the following statistical measurements that determine the Information Gain (IG) level of each attribute in the data set:

1. Gini impurity is the probability of incorrectly classifying a randomly chosen sample if it was randomly classified according to the class distribution. Given the data set D = {(x 1 , y 1 ), ..., (x m , y m )}, y i ∈ classes. For each value class c, the dataset D c is defined as D c = {(x 1 , c), ..., (x k , c)}, where y i = c, and D c ⊂ D. Gini impurity value is defined as:

Gini(D) = C j=1 p j 1 -p j , (5.1)
where C is the number of classes present in a node; p j is the portion of samples in D with class value j, that is,

p j = |D j | |D| .
Assuming the dataset D is split into two subsets D 1 and D 2 according to attribute A, Gini impurity is defined as: During this document, without loss of generality, the operations ∪ (union) and ∩ (intersection) follow the traditional operations between sets, defined as:

Gini A (D) = |D 1 | |D| • Gini(D 1 ) + |D 2 | |D| • Gini(D 2 ) , ( 5 
A ∪ B = {x : x ∈ A or x ∈ B} (5.3a) A ∩ B = {x : x ∈ A and x ∈ B} (5.3b)
The Equation 5.2 is applied recursively to the dataset's attributes until the stopping criterion is fulfilled. The selection of each node performed according to the lowest Gini value, and the root represents the attribute with the lowest value. The root is statistically the most important attribute. The process is repeated with part or all of the attributes until the decision tree is built. Algorithm 2 presents how to compute the Gini impurity value [START_REF] Loh | Classification and regression trees[END_REF]. Determine the percentage of samples in D i 3:

Entropy

for each class c in D i do 4:

Calculate the probability of class c in D i 5:

Calculate the Gini(D i ) value as in Equation 5.1

6:
end for 7: end for 8: Calculate Gini A (D) following the Equation 5.2 9: return Gini A (D) The algorithm presents the strategy to calculate the value of the Gini impurity. The process assumes a data set D and estimates the statistical measurement for the attribute A. The process is repeated for each of the attributes in D.

is defined as

Entropy(D) = S(D) = - C j=1 p j log 2 (p j ), (5.4) 
where p j is the portion of samples in D with class value j as defined before. The process of calculating entropy is presented in the instructions in Algorithm 3.

Algorithm 3 Entropy estimation

Input: The partitioned subsets D 1 and D 2 by A.

Output: Entropy value

1: for each subset D i in {D 1 , D 2 } do 2:
Determine the percentage of samples in D i

3:

for each class c in D i do

4:

Calculate the probability of class c in D i

5:

Multiply the probability in logarithmic value by (-1)

6:
end for 7: end for 8: Calculate Entropy(D) as the Equation 5. Compute the expected information as Equation 5.5 4: end for 5: Find the highest IG value and the respective attribute highest_a 6: return highest_IG, highest_a The algorithm presents the strategy to calculate the Information Gain (IG) value. The process assumes a data set D and estimates the IG for the attribute A. The process is repeated for each of the attributes in D.

Algorithm 4 presents a procedure for calculating information gain value. Algorithms 3 and 4 are based on current literature on decision trees' impurity measure estimations [MR14; Has+09].

Decision Tree Application

After the tree construction, the tree is used to classify (predict) data using the trained model. The application of the model consists of predicting the classes for (in particular, testing) records to determine if the predicted class is equal to the true class. The prediction is based on the decision tree's hierarchical structure, the predicted class is reached by traversing from the root to the leaf while performing the intermediate node validations. Figure 5.1 presents a tree trained from real data corresponding to gene expression levels for thousands of genes, almost 20 thousand attributes with a labeled class. The data is labeled and correspond to five types of cancer represented by the leaves of the tree with an integer value class between 1 and 5. The hierarchical structure provides information about the trained model. Each complete path corresponds to one conditional rule. The figure also shows relevant information for the construction of the tree. For example, information such as the Gini value, the number of records analyzed, the distribution of records by class analyzed, and the predominant class in each node. The root node corresponds to the best attribute (gen10896) with a Gini value of 0.758, from 252 of five classes with predominant class 1. Similarly, the remaining nodes present this information based on The tree application (prediction process) traverses the tree from the root to a leaf. Suppose, we are interested in classifying the sample record x into one of the classes using the constructed tree: x = (att_8906 = 0.21, att_6737 = 0.18, att_3223 = 0.415, att_15799 = 0.52, att_10896 = 0.02, att_217 = 0.12). The process starts from the root and chooses the corresponding path based on the values of each attribute of x. In this case, the root chooses the left branch until it reaches the leaf represented with path 2. Therefore, the record x is classified with a class value 1.

Estimating the Prediction Error

As explained in Section 3.2.2.1, a random forest is composed of multiple trees, each trained following the previously presented algorithm. In the random forest, each tree can be used independently. The forest prediction is achieved by a majority vote.

The prediction (classification) error in the Random Forest model is calculated based on the error of each decision tree. The classification error is defined as:

error(RF, D T E ) = 1 |D T E | (x i ,y i )∈D T E I y i = RF (x i ) , (5.6)
where RF is the forest, and D TE is the testing data set. Remember that the forest is built from labeled records, the record x i has a known class, y i (a true class for each record). The value of RF(x i ) corresponds to the predicted value determined by most trees for the record x i . We refer to this value as ŷi (a predicted class).

The main objective of training a model is that the value of y i is close to or equal to the value of ŷi , for each record, x i , of the testing set. Thus, the classification error of the forest can be redefined as:

error(RF, D T E ) = 1 |D T E | (x i ,y i )∈D T E I y i = ŷi , (5.7)
where ŷi is the most frequent class predicted by the trees of the forest for each record

x i , and |D TE | is the number of records in dataset D TE . From this classification error, it is possible to calculate the classification accuracy as: classAcc = 1 -error. However, there are different classification metrics to evaluate the model. We consider to four of them, the most popular measurements in classification models: accuracy, precision, recall, and F-score, which will be used in the experimental phase.

Metrics for Classification Models

The results of the classification models can be visualized through a matrix represented by two dimensions, "Actual" and "Prediction". The matrix rows indicate the actual class (a true class: y i ), and the columns determine the class predicted by the model, ŷi . Based on these four values, the total number of correct predictions is given by TP + TN and the total number of incorrect predictions by FP + FN. The matrix gives an intuitive visualization of the results of the classification model applied to testing records. Nevertheless, the confusion matrix is not a performance measure. However, classification metrics can be defined based on the confusion matrix values (an extensive discussion on these metrics is explained in [START_REF] Sokolova | A systematic analysis of performance measures for classification tasks[END_REF]). We use four classification metrices, which are presented later in the implementation section, to evaluate the trained models.

Accuracy

Accuracy is the proportion of samples for which the model predicts the correct result. It can be defined as:

accuracy(y, ŷ) = 1 n samples n samples i=1 I ŷi = y i , (5.8)
Remember that before training the forest, the Bagging (Bootstrap AGGregatING) strategy is applied to select a different resampling data set to build each tree independently (see explanation in Section 3.2.2). A bootstrapped set consists of random samples with replacements from the initial training set (D TR ). Approximately two-thirds of the training records are used to train each tree (inBag set), and the remainder is left Out-Of-Bag (OOB set) to evaluate each local tree independently.
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Each oob i set is used to evaluate each tree DT i independently. The aggregation of each local evaluation leads to the estimation of the forest error.
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Figure 5.2 -An illustration of OOB error estimation for each decision tree

Breiman [START_REF] Breiman | Out-of-bag estimation[END_REF] proposed the out-of-bag estimation procedure to compute the ensemble tree's classification error based on two data sets, inBag and OOB. The procedure illustrated in Figure 5.2 computes the error for each tree individually. From the training data set, multiple bootstrapping samples are selected according to the number of trees in the forest. In the example, the forest has three trees, therefore, a pair of sets inBag and OOB is necessary for each tree. Each inBag set leads to training each tree, and each OOB set is a validation set for each trained tree. This OOB set works as a testing set.

To estimate the Out-of-Bag error, first, each tree predicts each sample from OOB, then the true class is compared against the predicate class, and finally, the classification quality is estimated for each tree. The training and testing process occurs independently for each tree. The sets inBag and OOB are specific to each tree. This strategy seeks to evaluate the local precision of each tree from the records not used for training each tree.

Complexity of Random Forests

Several parameters may influence the construction of decision trees. For example, one may tune parameters such as the measurement impurity function (i.e., Gini impurity or Entropy), depth (maximum depth of the tree), and mtry (the number of features to consider for the best split). The runtime complexity of the decision tree depends on these parameters. Assuming a dataset with numerical values, the runtime complexity of building a decision tree is O(n•m•log (m)), where m is the number of samples, and n is the number of attributes. The time complexity of testing a DT model is determined by the depth of the tree, O(depth) (number of edges from the root to the leaf node).

Random forest implementations also consider tuning parameters such as measurement impurity functions (e.g., Gini or Entropy), depth (maximum tree depth), and mtry (the number of features to consider for the best split). Remember that the complexity of training a single tree is given by the Equation O(n • m • log (m)) with m samples and n attributes. Thus, if the forest has n t trees, then the time complexity for building the forest is O(n t • n • m • log (m)). Therefore, the time complexity applying a random forest model is given by the number of trees and the depth of the tree O(n t • depth).

A Fully Distributed Random Forests Algorithm

We propose a Fully Distributed Random Forests Algorithm (MuSiForest) to build a federated and collaborative model from data located in multiple sites. The proposal's main objective is to train a classification model while ensuring confidentiality and ownership properties of biomedical data. This section presents the MuSiForest algorithm's methodology with its phases and the corresponding steps composing each phase. Furthermore, the proposed strategies to aggregate independent trees, the way to share the model, and how to apply and evaluate the collaborative forests.

MuSiForest Methodology

A random forest is a set of multiple trained trees where each tree predicts the class of a specific instance. Due to the forest's composition, the training of each tree can be computed in parallel, each tree can be trained from an independent bootstrapped data sample, as presented in Algorithm 5 (based on Bagging, discussed on page 102). The MuSiForest methodology uses the Bagging strategy. But in a multi-site scenario, where each site builds the forest locally, we propose the following: First, the trees are aggregated locally using three strategies into ensemble diverse forests.

Next, the forests are shared to be aggregated and build a collaborative forest.

Finally, each site has a collaborative forest trained jointly and a local forest trained privately and does not collect information from the other sites. 

The MuSiForest Algorithm

Datasets: Assume there are s geo-distributed sites, and each has a dataset denoted as

D i , (1 ≤ i ≤ s).
Each site has a strict data-sharing policy, so they cannot share any raw data. The dataset D i contains information for m i samples and n i attributes. The samples at each site are unique and private, but they may have common attributes (following the horizontal partition depicted in Figure 3.9). Consider, for example, a group of medical institutions interested in building a collaborative model to predict cancer types from gene expression levels. Each hospital has private samples from its patients, but the samples have common information, such as the expression level for each gene in the human genome.

Retaking the collaborative case between France and Colombia introduced in Section 2.4 as an extension idea of the ICAN project. Each participating member has private information about their patients. However, the samples have data in common (attributes). In this case, the samples have common attributes, the genes, but they correspond to different patients, unique to each site.

The model construction and application process are based on traditional learning models. However, it is complemented with the proposed aggregation strategies to obtain a diverse and precise collaborative forest, mainly by: Construction of the local forest, Aggregation of trees to produce diverse forests, and Evaluation of local and collaborative forests.

These phases belong to the proposed algorithm, MuSiForest, and are detailed below, along with the steps to meet the desired objective in each phase.

Local Model Construction

The first phase of the algorithm, the construction of the local forest, follows two steps, the traditional training of the forest, next the evaluation of local data.

Step1: Model Training

The dataset has the form D i = {(x i j , y i j )} m i j=1 = {(x i 1 , y i 1 ), ..., (x i m i , y i m i )} on each site i, where X i j is a vector of attributes, and Y i j is the vector class (target variable) for the j th record. Two new sets are generated from this data set D i , training (D TR ) and testing (D TE ) sets, following the explained above (see section 5.1.1).

Algorithm 5 presents the instructions for training each tree in the the forest. The algorithm follows the traditional training in learning models [START_REF] Oded | Data mining with decision trees: theory and applications[END_REF]. The data partition between training and testing is presented in line 1 in the function split_into_training_testing. The bagging strategy generates a bootstrapped dataset (bstrap) from D TR to build each tree, it is implemented in line 4, and the remainder is an Out-Of-Bag set (OOB) used to evaluate each tree individually. The evaluation of each tree is using the OOB set to determine an error value for each one. Line 6 computes the internal error rate for each tree tree j ← build_DT (bstrap, f eat, mtry, depth)

6:
oobError j ← tree_prediction_error(tree j , oob)

7:
RF ← RF ∪ (tree j , oobError j ) 8: end 9: return RF, D T E The algorithm presents the instructions to train the forest. The input required is the dataset, number of trees, number of attributes, maximum depth of each tree, and number of attributes to consider at each split. The algorithm returns the trained forest and the testing set for the subsequent evaluation of the models.

(oobError). The oobError is calculated using the dataset bstrap, and the trained tree following the explained in the Out-Of-Bag procedure (see subsection 5.1.2.2). The algorithm ends at line 7, appending information from each tree, where RF represents the forest. The union operation, ∪, follows the traditional on sets, defined in Equation 5.3a. Due to the design of the algorithm, this is highly parallelizable during the construction of the forest. Therefore, the construction process can take advantage of the computing facilities at each site by efficiently exploiting distributed resources on site. In summary, the local forest training consists of: At the end of the execution of these steps, the forest RF is composed of trees denoted as

RF i = {t 1 , t 2 , .
. . , t n } composed of with n trees for the site i. The algorithm finally returns the testing set, D TE , that will be used to evaluate all random forest models (local and collaborative), using the same data set to obtain comparable metrics.

Step2: Model Evaluation

The testing dataset, D TE , is used to evaluate the trained forest, where D T E ⊆ D i , thus, the elements have the same structure {X i j , Y i j }. The n trees of the forest are used to evaluate the classification error of the trained model. Remember that the classification for each test sample is done by consensus among all trees (see Section 5.1.2 for more details). This process is done for each trained forest, both for the locally trained model and the collaborative versions. The details about the construction of the collaborative versions is explained later. In summary, the evaluation of the trained model RF = {t 1 , t 2 , . . . , t n } consists of:

(i) The n trees of the forest RF are applied on each record x i ∈ D TE to predict n classes, { Ŷ1 , Ŷ2 , ..., Ŷn }, one for each record x i .

(ii) From these classes, the majority class, Ŷi , is computed to determine the predicted value for the record x i .

(iii) The classification error is computed based on the predicted classes Ŷi , the computation is based on Equation 3.1.

The two previous steps, model training and evaluation, lead to reaching the first phase of the MuSiForest scenario. The construction of the forest from the training set and evaluation process using a testing set of the forest at each site. These steps are applied independently on each site on the local data without sharing any information.

Model Aggregation

The construction of the collaborative model groups the best locally trained trees based on the oobError of each tree at each site (see Out-of-Bag error estimation procedure explained on page 143). The proposed approach to aggregating local trees addresses five relevant aspects: Building an ensemble model via site collaboration.

Having a classification scoring similar to other federated proposals.

Minimizing data leakage risks by sharing models and not raw data.

Taking advantage of the computational facilities at each site.

Reducing the amount of information transferred between the parties.

The model aggregation process consists of three steps. The first step groups the best local trees by employing three strategies. The second shares the grouped models with other sites. Lastly, the generation of collaborative models by aggregating the trees in a global forest. The generation of collaborative models leads to three versions according to the strategies of the first step. The details of the second phase steps are illustrated in Figure 5.3 (on page 146) and explained below.

Step1: Grouping Trees

After the first phase, the local construction of each forest, each site i has the forest

RF i = {t 1 , t 2 , . . . , t n }.
The local aggregation groups the best locally trained trees through three strategies based on the local evaluation of each tree using the oobError calculated in line 6 of Algorithm 5. Based on this evaluation metric, the three aggregation strategies are: joining without distinction (aggregating all local trees), choosing a percentage of the best trees, and those whose precision is higher than the median accuracy value.

1. Joining without distinction: the trees are aggregated together following the natural idea of the random forest algorithm. The aggregation groups all local trees following Breiman's approach to produce the RF i model at each site.

2. Joining by percentage: the trees have associated the values oobError and classAcc calculated during the construction phase. This strategy selects a percentage of the best local trees of each site by its classAcc value. We leave out the worst trees for the individual oobError of each one. We denote this set of trees in site i as Best Per Trees i .

3.

Joining by median value: this strategy selects those whose precision is higher than the forest's median classification value. We use the median value since it represents the best value of central data distribution, especially when the distribution is skewed and has outliers. The forest built with this strategy is denoted as Best Mdn Trees i for site i.

At the end of this grouping step, the local trees on each site have been grouped by three strategies: RF, BestPerc and BestMdn. They are, respectively, denoted as LocV1, LocV2, and LocV3 in Figure 5.3 on page 146. Algorithm 6 presents the strategies implemented to generate three forest versions on each site.

Algorithm 6 Model Aggregation

Input: perc: percentage of best trees, Random Forest RF, RF = {(tree j , oobError j )}, where 1 ≤ j ≤ NoSites. Output: Three aggregated forests from local trees 1: medianclassAcc ← get_median_accuracy_trees(RF) 2: threshold ← get_threshold_best_perc_trees(RF) end if 12: end for 13: return RF, BestPerc, BestMdn From the trained forest composed of trees and the classification error of each one, three versions of the forest are aggregated (RF, BestPerc, BestMdn), leaving the worst trees out of the collaborative models.

Step2. Sharing the Grouped Models

The MuSiForest algorithm shares models from multiple sites to the aggregating site. The location of the aggregator depends on the deployed architecture and is detailed in the next section. The selection of the aggregator depends on the desired level of distribution and conditions of the sites, such as:

(i) One site may have better computer capacity installed than others. The site configurations can be heterogeneous due to processing and communication capacity. This ability allows dynamically assigning the aggregator site like the one with the best computing facilities.

(ii) A site equidistant from others. Grouping sites can favor aggregation due to their geographical location to improve transmission. The aggregator site can be the one most central to all in terms of channel capacity.

(iii) By agreements between some sites to share information responsibly. The aggregator may be according to any specific region, respecting the regional data-sharing restrictions.

Under these considerations, the architecture is determined and, therefore, the number of aggregating sites. The shared information corresponds to trained models whose structure is the hierarchical structure represented in decision trees. The model's structure corresponds to the tree's levels by the nodes and the conditions in each of the branches. The tree level are represented from the root (most significant attribute) to the leaves (dataset classes). The information share in trained models do not reveal sensitive patient data [START_REF] Yin | Data mining: Concepts, methods and applications in management and engineering design[END_REF]. The data privacy of patient samples is preserved because it is not part of the trained model. Similarly, if we consider sharing statistical information during tree construction, such as sum and average, it does not compromise sensitive patient information [START_REF] Agrawal | Privacy-preserving data mining[END_REF].

Step3: Aggregating the Collaborative Model

The responsible site for receiving the models also aggregates them to build the collaborative model. The aggregator site receives three forests from each site: RF i , and Best Per Trees i , and Best Mdn Trees i . These models are sets of individual trees. Next, it creates three different collaborative models joining the forests of each type: Algorithm 7 presents the generation of these collaborative models. The algorithm is executed on the aggregation site depending on the deployed architecture. Figure 5.3 (on page 146) illustrates these three collaborative versions, such as CMJoin, CMPerc, and

CMJoin = s i=1 F i ,

CMMdian.

The idea of aggregating local trees by the individual level of precision is presented in [START_REF] Croux | Trimmed bagging[END_REF]. They discard some of the worst trees to build a model called Trimmed Bagging. Based on experimental results, they show better precision than the traditional forest but in a local site, without collaboration with others. We apply this idea of selecting the best local trees on each site to next aggregate into collaborative forests. We seek an optimal classification close to the central one but only share knowledge inherent to data location without risking data confidentiality. Finally, the aggregator site returns the collaborative models to each site to be evaluated and applied to the local data to complete the aggregation step.

Algorithm 7 Generate Collaborative RF

Input: Set of RF models {(RF j , BestPerc j , BestMdn j )} , where 1 ≤ j ≤ NoSites Output: Collaborative RF models 1: CMJoin, CMPerc, CMMdian ← empty_sets 2: for i ← 1 to NoSites do 3:

CMJoin ← CMJoin ∪ {RF i } // ∪ operator defined in 5.3a

4:

CMPerc ← CMPerc ∪ {BestPerc i } 5:
CMMdian ← CMMdian ∪ {BestMdn i } 6: end for 7: sendToAll CMJoin, CMPerc, CMMdian The aggregator site makes the aggregate from the models aggregated and shared by each site to form three forest models from the three proposed strategies. In the end, the aggregator sends the three collaborative forests to each site: CMJoin, CMPerc, CMMdian.

Evaluating the Collaborative Model

At this point, each site has received three collaborative forests from the aggregation site. Therefore, each site has four models, one built locally, RF i , and three by collaboration:

CMJoin, CMPerc, and CMMdian. Next, the four models are evaluated separately on the testing dataset D TE i . The evaluation follows the process explained in the section on model evaluation, see Step3 in 5.2.2.1.

Discussion

The MuSiForest algorithm comprises three main phases: local construction, aggregation models, and application and evaluation of each model. Due to the nature of training an ensemble model as a random forest, the three phases are highly parallelizable by its design computing on distributed infrastructures at each site. Moreover, our strategies for aggregating the collaborative models are also highly parallelizable through the multi-site distribution, according to the steps presented in the algorithms discussed above. The experimentation and results address the challenges presented at the beginning of the chapter (listed on page 109). We show favorability in each of them by implementing the MuSi-Forest algorithm to analyze geographically distributed data; as a first scenario, we train a collaborative forest to classify and predict samples.

Privacy-Preserving Bias Correction

Bias in machine learning is a phenomenon that affects the training process, as explained previously (see Sec 3.2.1). Bias leads to inaccurate models due to incorrect data assumptions during training. These assumptions can be caused by data with a dominant class, which induces a bias in the learned model towards such classes. Moreover, the training can lead to bias due to the characteristics of the geographical location of the patients. Consequently, a multi-site analysis can be affected by these two reasons. Some sites have majority classes and others particular values due to the geographical location of the samples. The bias is evidenced in the experimental results by achieving less accurate models between more distributed sites than the centralized model over all data, as will be shown later.

This section presents three strategies for bias correction induced by each site's data in the collaborative model. These strategies seek a balance between the collaborative model's privacy and accuracy. The strategies consider sharing partial data securely by implementing known techniques for the collaborative model based on privacy-enhancing technologies over biomedical data [Are+18].

However, there is a paradox behind a collaborative model: collaboration leads to diversity by gathering knowledge from all sites and promoting data security and confidentiality. The collaborative model can also induce biases that affect the prediction of the results in contrast to the traditional centralized training.

The three bias-correction strategies are:

1. The first strategy is based on secure data containers. It considers a global data set referencing the samples at each site, but the samples are stored private at each site. The idea is to generate and collect resampling samples of the global references from each site's records and then follow the bagging strategy to train the global forest.

2. The second strategy considers the collaborative construction of each tree, level by level, through the aggregator. The construction of each tree requires information gain, a statistical measurement of each set of attributes locally. This strategy considers two sharing approaches: a trusted aggregator without encrypting the values and an untrusted aggregator requiring homomorphic encryption operations.

3. Finally, the third strategy combines the misclassified samples at each site during the evaluation phase. These samples are securely shared with neighbors' sites via public and private keys. These samples are part of the validation data set to be safely shared with others. The goal of sharing a validation dataset is to extend the diversity of the global forest by aggregating misclassified samples. This strategy is based on the idea of privacy-preserving classification proposed by Raphael et al. [START_REF] Bost | Machine learning classification over encrypted data[END_REF].

These strategies seek aim at sharing partial data while preserving the privacy and confidentiality of the information.

Secure Data Containers (SDCs)

The first proposed strategy is named Secure Data Containers (SDC) due to sharing securely partial data during the collaborative training. The secure data container is a means for securing data and learning models that are shared with others. The aggregator site has information about the number of records for each site, which are kept privately stored in each one. Further, the aggregator has a consolidated data set with pointers (references) to identifiers of the records of each site. The identifiers can be consecutive numbers, but they are not sensitive to patient information. The consolidated data set stores each pointer referenced to each site's sample identifiers. The objective of this consolidated set is to apply the bagging strategy to determine the random sampling of pointers and then safely share each site with these samples that will comprise the training set. Figure 5.4 represents the aggregator site with the consolidated set with only the pointers to each site's records. This bias-correction strategy is illustrated in Figure 5.4 and follows three steps:

1. The aggregator site stores all records to each site's identifiers (RecId). Identifiers are unique values to identify each site sample, but they are not sensitive data values. From this set, the aggregator chooses a random sample of references using the bagging strategy to build a set of random references pointing to each site's identifier records. Then, based on this set of references, the aggregator site sends the required records, RecId, to each indicated site.

2. After receiving the list of identifiers required by the aggregator, each site generates a data set with the required samples from such identifiers. Then, each site packages the data required in a container and, applying some encryption techniques, gets a secure container to be shared with the aggregator. The container is encapsulated based on biomedical encryption techniques such as those presented in [Azi+19; Are+18].

3. Finally, after receiving the secure data containers from each site, the aggregator is responsible for aggregating the consolidated data set from the samples received from each site. For this, the aggregator must decrypt the samples to generate that will be the training set of the collaborative forests. Then, the aggregator trains the forest using the three strategies of the MuSiForest algorithm. In the end, it sends back the three collaborative forests to apply privately to all data at each site.

After applying the SDC strategy, each site has four models, the one built locally and the three collaborative versions shared by the aggregator. The encrypted data shared by the aggregator does not correspond to the total records. It is only a portion of the records according to the bagging technique.

The Secure Data Container strategy can reduce the model's bias by having a higher representation of the data distribution for each site. The collaborative models better generalize the sample population from the sites through statistical sampling mechanisms such as bagging. Moreover, the models increase the diversity compared to the version trained on each site. One site is limited to knowing the data of another site, but this is exclusive to the aggregator site, which accesses the partial records securely.

In summary, the SDC strategy can reduce the bias of the collaborative model due to the greater availability of data to train the forest at a single site. However, this strategy requires more flexibility in terms of security between the sites to ensure the sharing of containers.

Secure Tree Data (STD)

The second strategy considers the collaborative construction of each tree in the forest among all the sites. Remember that each tree has a hierarchical structure comprised of levels from the root to the leaves. The tree hierarchy is defined based on statistical measurements to determine the gain of information on the attributes of each site, following the explained in Section 5.1.1.1. This second strategy, STD, involves two approaches to sharing data. The first approach is to encrypt the data with Fully Homomorphic Encryption (FHE) techniques on each site before sharing data. The encrypted data corresponds to the statistical measurement, assuming the non-existence of a trusted third party. While the second is to share the values without encryption, assuming the existence of a trusted site. These two approaches increase the sharing scenarios depending on the level of security offered and the computing facilities of each site that does collaborative analysis.

FHE-based Sharing

The FHE-based approach applies when there is no trusted third-party site to share data. For instance, the aggregator is not part of the collaborating members, but it can be used for its high computing capacity appropriate for the analysis. Encryption based on fully homomorphic techniques supports mathematical operations such as addition, multiplication, and comparing encrypted data [START_REF] Van Dijk | Fully homomorphic encryption over the integers[END_REF]. However, homomorphic operations are computationally-intensive, decreasing the performance. Nevertheless, the FHE-based approach can be considered to share encrypted numerical values with the non-existence of a trusted site. The tree-level values are encrypted with a local key to be shared with the aggregator

The aggregator compares the values per level, comparing encrypted values to build global trees

The aggregator sends back the global encrypted tree to each site This approach applies FHE techniques based on other homomorphic techniques (as presented in [START_REF] Akavia | Privacy-preserving decision trees training and prediction[END_REF]) based on the construction of each tree in the forest described in 5.1.1.1. The main idea is to share encrypted statistical values with the aggregator (untrusted site) to build each tree level by level. Then, the aggregator builds each tree from the statistical information shared by each attribute (identifier, gain level, and split value). This strategy is illustrated in Figure 5.5, and the idea is summarized in the following steps.

1. Assume that two sites want to build a collaborative model, tree by tree. Each site shares tree-level values by training each tree from local data. The tree-level values, Information Gain (IG), result from the splitting procedure (see explanation in 5.1.1.1). The values resulting are the most important attributes and their splitting values. This information is represented by the set IG s = {att 1 , . . . , att p } that represents the information for p attributes in the site s. Each one of the elements of IG (att t ) contains the identifier (id t ), the Information Gain (ig t ), and the split value (cv t ) for the attribute t.

First, each site creates the respective data set, IG 1 and IG 2 , for its local data set.

Next, create an encrypted version from these values using a local key to be shared with the aggregator.

2. The aggregator receives the encrypted values from two sites and compares the gain values ig 1 t and ig 2 t , selecting the major value. This value corresponds to each level of the global tree. This procedure is applied until it reaches each tree's depth.

3. Finally, the aggregator sends the global encrypted tree back to each site. The previous process is repeated, and the collaboration finishes until the forest is complete.

As already mentioned, this approach assumes data sharing with an untrusted site. Therefore, the data shared is encrypted. However, this strategy can increase the latency time between the sites because the collaboration is done level by level for each tree. Moreover, FHE techniques are subject to some limitations in handling large numbers because of the computational effort required by the homomorphic evaluation [START_REF] Zhang | A review of homomorphic encryption and its applications[END_REF].

TrustedSite-based Sharing

This strategy follows the explanation of the previous part, but it is applied to cases when the aggregator is trusted. Therefore, this scenario does not consider encrypting the data to be shared. Instead, the process follows the collaborative construction of each tree level, sharing information about the statistical gain from each site (as explained in Section 5.1.1.1). The sites only share unencrypted information about the hierarchical structure of the trees. The strategy does not consider sharing raw data. The idea is the same as illustrated in Figure 5.5, but removing the encryption process on each site because the aggregator is a trusted site. In the end, The aggregator site has a global model composed of each tree to be sent back to each site.

Secure Validation Dataset (SVD)

The last strategy, SVD, seeks to create a global validation data set from the misclassified samples in each site forest. This global validation set will be the training set to apply the MuSiForest algorithm. The idea of having a global validation dataset aims to gather misclassified samples to have a dataset with more knowledge from data from all sites. Gathering this diverse knowledge will be a way to correct the bias of the collaborative model. The SVD strategy is based on the idea of privacy-preserving classification proposed by Raphael et al. [START_REF] Bost | Machine learning classification over encrypted data[END_REF]. This strategy is illustrated in Figure 5.6, composed of two main phases, evaluating the local forest with external test samples and receiving the validation dataset from the other site to retrain the models. Assuming that the strategy is applied between two sites (site 1 and site 2 ), these two phases proceed as follows:

1. In the first step, site 1 receives from site 2 the encrypted testing samples D 2 TE . With these samples, site 1 predicts with the encrypted forest RF 1 e each testing sample x 2 e from site 2 to obtain ŷ2 e . Similarly, site 2 receives the encrypted testing samples x 1 e from site 1 to apply the local forest RF 2 e . The encryption and privacy classification is based on Raphael et al. [START_REF] Bost | Machine learning classification over encrypted data[END_REF].

At this point, each site obtains predicted classes encrypted with the opposite RF on its testing samples. For instance, site 1 has the predicted classes for site 2 , such that, RF 1 e (x 2 e ) = ŷ2 e , and vice-versa, site 2 has the predicted classes for site 1 , as RF 2 e (x 1 e ) = ŷ1 e .

2. Each site sends the predicted classes to the respective site. For instance, site 1 privately receives the predicted classes ŷ1 e from site 2 , and site 2 sends ŷ1 e to site 1 . The two sites keep the model and samples encrypted; neither site learns anything from the other because the RF model and samples are always encrypted.

3. On each site, the predicted class is compared against the true class of each record to identify misclassified records. The set of misclassified records constitutes a validation dataset. For instance, D VAL 1 is shared encrypted with site 2 , and D VAL 2 with site 1 . The bias-correction strategy, SVD, seeks to improve model bias by extending the original dataset with partial data from other sites. The diversity in the new training dataset will lead to an unbiased model by collecting more samples from other sites extending the local knowledge of the samples with data from other geo-located patients. Moreover, the third strategy uses a recent method for machine learning classification over encrypted data, a promising area in the coming years to use global encrypted models without moving data to predict unknown records, such as machine learning as a service [Bos+14; GLN13; Fri+18].

Discussion

The fairness1 of model training is an open question in Federated Learning [START_REF] Kairouz | Advances and open problems in federated learning[END_REF]. The models must meet current regulations for data sharing and improve fairness and accuracy without having access to private data at each site. Nowadays, few approaches have been proposed to build fairness models. For example, agnostic federated learning [START_REF] Mohri | Agnostic federated learning[END_REF] attempts to train a centralized model optimized for any possible target distribution conformed by a mixture of client distributions. PATE [START_REF] Papernot | Scalable private learning with pate[END_REF] combines multiple trained models applying DP techniques by introducing controlled noise into the data. Federated fairness is an open field of study. One starting point is to validate whether the centralized bias correction methods apply to geo-distributed environments and determine each method's assumptions. Regarding learning model bias, there is a trade-off between privacy, fairness, and precision, where the local models offer guarantees to comply with these features, limiting collaborative efforts. In our experiments, we implement one of the three bias correction techniques proposed and show how the classification scoring of the model improved sharing of partial data securely.

These three scenarios are applied to realistic projects analyzing biomedical data, such as the proposed collaboration between Colombia and France (see Sec. 2.4). These collaborative scenarios will improve the model's scoring by reducing the bias by collecting more information specific to the site of each patient through one of the three strategies described. Furthermore, the three techniques enrich the MuSiForest algorithm through encryption, sharing, and data processing techniques. These bias-correction strategies enrich this type of international cooperation favoring privacy in biomedical data and promoting collaborative research.

Architecture and Implementation

The MuSiForest engine's architecture aims for high scalability and flexibility despite the workload distribution and heterogeneity properties for the processing among multiple participants. Figure 5.7 presents the architecture with the components installed in each site and their interactions. The interaction between these components supports the deployment in three distributed processing topologies: sequential, hierarchical, and fully distributed. These topologies are based on the architecture described in FDCs (see Section 

4.3).

As shown in the Figure, the architecture includes three components (site, model, and distribution controller) that are part of each site and the aggregator site. These components are installed on each site, and it is possible to configure aggregator roles before deploying a multi-site analysis. The execution of these components is based on data-driven demand as an advantage of our FDC approach. Therefore, these components are independent at each site and are adjusted to each configuration and computational capacity. These tasks are presented in three main processes illustrated in Figure 5.7. They interact through two processes: models' construction (blue arrow) and their application (red arrow) over data from each site. The deployment of these components supports the MuSiForest algorithm execution offering a flexible processing architecture adjusted to heterogeneous conditions of a multi-site analysis, such as the collaborative scenario between France and Colombia.

Component-based Architecture

The FDC architecture uses independent components between functional and logical modules based on data-driven demand. The architecture components contribute to modular, reusable, and extensible deployment scenarios. In our system, the FDC architecture supports these properties, considering three specific controllers:

The Site Controller (SC) is responsible for local tasks such as building local trees and grouping them by the three aggregation strategies proposed (RF, BestPerc, BestMdn). Furthermore, the SC is exclusively responsible for accessing the data to build the models at each site. Finally, it is responsible for applying the models (local and collaborative versions) to obtain the evaluation and the results over local data.

The Model Controller (MC) oversees the aggregation of local models during the ensemble process. Furthermore, it aggregates the local models with those received from other sites. The MC is an intermediary between the SC and the following component, Distribution Controller (DC), responsible for interacting with others.

The Distribution Controller (DC) is responsible for distributing and communicating with other sites. It also ensures the exchange of local aggregated models and receives the collaborative models. In addition, the DC controller is responsible for the interaction for data sharing between the sites. The models that others share are received by the DC controller and delivered to the MC component. and global construction process, while the second sends back the collaborative models and ensures the application of these on local data. In Figure 5.8, the three main processes are detailed in tasks (numbered from a. to g.) delegated to each controller. These controllers communicate through interfaces ensuring interoperability between them. The componentbased architecture of our system provides a higher level of abstraction appropriate for the distribution level considered in the FDC architectures. Each of the three controllers makes up a processing site of the multi-site system, and their integration permits the execution of the MuSiForest algorithm. Figure 5.9 shows the installation at each site, where they all have the same components communicated through a channel. The Figure shows an abstraction of a deployment scenario with three sites (the deployment model applies to N sites without loss of generality). The sites collaborate through the interface provided by the distributed controller to build a shared model. The architecture may involve a trusted communication channel between the parties. However, the shared data can also be secured using the techniques described in Section 5.3. The communication can be done differently depending on the desired deployment model, such as using point-to-point or one-to-many connections.

System Implementation

Our system is implemented through Python 3.7 in well-defined modules packaged according to the responsibility of each architecture component. The components incorporate specialized libraries according to the tasks of each controller. For instance, the site controller tasks extend the Scikit-learn2 library by our native implementation to incorporate the strategies proposed during the trees' construction and their classification metrics.

Scikit-learn is a popular library used for machine-learning tasks in Python. Moreover, in this component, we have implemented some routines in parallel during forest construction, such as building the trees and estimating the corresponding errors. The following controller, MC, incorporates native programming to implement the ensemble strategies proposed in the MuSiForest algorithm. In the first data flow (arrows depicted in Figure 5.8), the implementation groups the local models to be shared by the DC controller. In the other flow, it is also in charge of aggregating the models received with the local models to be applied by the site controller. Finally, the distribution controller communicates, shares, and interacts with other sites through the three libraries: ZeroMQ3 is used to pass messages between the sites according to the availability of shared data. p2pNetwork4 allows decentralized peer-to-peer communication among all sites.

Redis5 is a distributed data store used for sharing data between sites.

Our system's implementation includes native code and integrates the four popular Python libraries mentioned: Scikit-learn, ZeroMQ, p2pNetwork, and Redis. The implementation ensures the correct execution of the MuSiForest algorithm in the two flows (construction and application) during the phases proposed in our approach.

MuSiForest Topologies

Our system architecture supports three distributed topologies adapted to multi-site scenarios to analyze biomedical data. The topologies presented are a particular analysis scenario conforming to the FDC architectures discussed in Section 4.3: Sequential, Hierarchical, and Fully Distributed processing. Federated Learning has adopted these processing topologies proposed in distributed communications decades ago [START_REF] Baran | On distributed communications networks[END_REF]. Furthermore, the aggregation strategies in federated training consider different data partitioning strategies (as discussed in Section 3.2.4) and processing architectures, as discussed in this thesis. Therefore, the three proposed topologies are based on traditional federated processing and have been widely discussed by others, as presented in [Liu+22; Ver+20; Li+20b].

The MuSiForest algorithm can be deployed on each architecture, changing the form of communication and aggregation between multiple processing nodes. Each node can be a single computational device or a sub-network of geographically distributed nodes. The main nodes of each topology can have two roles: processing and aggregator site, or even both. Each topology maintains the three software components discussed: site, model, and distribution controllers. The difference in each is due to the form of communication and sharing between them. In this subsection, we investigate three configurations based on the strategy used to ensemble the collaborative models: Sequential: in this topology, the aggregation strategies are executed sequentially between all sites. The sequential topology is similar to a pipeline execution, orchestrated by the sequential execution of site-by-site tasks.

Hierarchical: this topology considers the aggregation of the model in a more decentralized way than in the previous case. Hierarchical aggregation considers processing nodes for partial and intermediate aggregation of collaborative models.

Fully Distributed: this strategy considers fully distributed participation among all sites, similar to peer-to-peer communication until everyone participates during the construction of collaborative models.

Each proposed topology is associated with the proposed aggregation strategies in our MuSiForest algorithm, previously discussed in Section 5.2.2.2. Hence, each topology is discussed and detailed below based on the three indicated aggregation strategies.

Sequential Aggregation

In the sequential topology (pipe), the model aggregation is executed sequentially over the sites, as shown in Figure 5.10. The first site shares its local trees with the second one. Then, the second one aggregates them with its local versions and then shares the new aggregated model with the third site, and so on, until the s sites are participated in building the aggregated models. In the end, the site s is responsible for sharing the aggregated model with all sites via each other's distributed controller.

An application case of this topology can consider the training of the forest by building each tree level by level. For example, consider a scenario where each site provides the information for each tree level and sequentially defines each tree level for each tree that composes the forest. The algorithm's execution by sequential topology has an important property extended to all topologies, the independent composition; that is, regardless of the sequence order of the sites, the aggregate model will always be the same.

The operation applied during the grouping models (before sharing) justifies the independence property. Remember that the models are grouped through the three forms of aggregation (see explanation in Section 5.2.2.2) employing the union of local trees. The union operation on sets always satisfies the associative property. Therefore, if three sites have the forests RF 1 , RF 2 , and RF 3 , respectively, then the aggregated model conformed by the union of all as (RF 1 ∪ RF 2 ) ∪ RF 3 is equivalent to RF 1 ∪ (RF 2 ∪ RF 3 ) . Therefore, the execution order (aggregation) does not matter because the collaborative models will always be the same. The independence property is maintained even when the percentage of trees in each site changes because the collaborative forest follows the associative property during the aggregation process. Our algorithm's associative property on sets and independence composition leads to a faster model ensemble by considering partial aggregations as in the following topology, maintaining the final result, the final collaborative model.

Hierarchical Aggregation

Hierarchical aggregation is illustrated in Figure 5.11. The model aggregation is implemented in a more decentralized way than in the previous case. The aggregation process uses intermediate sites responsible for partially aggregating the model on its delegated sites. The collaborative model is shared with all sites when the process covers all levels to the top. The topology provides different levels generating a hierarchy. A hierarchical deployment can be used if some criteria can group sites. For example, in Figure 5.11, sites 1 and 2 can communicate efficiently as sites s -1 and s , for technical reasons or by geographic location. Then each pair aggregates the model through the intermediate site and so on until all sites are collaborating. For example, in the collaborative scenario between Colombia and France (detailed in Section 2.4), the final aggregation can be responsible for an equidistant site located in France, which has the aggregator role and receives the regional models. This topology preserves the compositional independence property. Regardless of the number of intermediaries or the hierarchy established during aggregation, the final collaborative model will always be the same. As discussed in the topology above, the associative property argues the reason for the union of sets.

Fully Distributed Aggregation

An example of a fully distributed architecture is illustrated in Figure 5.12. This scenario aggregates the model in a fully distributed way to build the collaboration model where all sites have the same role during the process. The scenario removes the hierarchy and intermediate sites from the previous scenario. When all the sites have participated in the process, each has a version of the collaboration model applied locally. The sites communicate using peer-to-peer protocols. Therefore, this topology is completely decen-tralized than the two presented above. The fully distributed topology considers the same role for all the sites. If all the sites participate in the collaboration, the global model still complies with the independence property. The only way to not fulfill the property is if a site fails to participate during the collaboration for some technical reason. Otherwise, this topology also satisfies the set-associative property, fulfilling the independence execution property.

Fully Distributed Aggregation

Discussion

The architecture of our system considers diverse topologies where sites can be deployed in three different ways depending on the analysis type and its restrictions. In each topology, a site is a processing node where local tasks can be processed in a distributed way, such as those delegated to the site controller during model building and evaluation. The data demand drives the communication between the sites. When external information is required, the local execution stops until the site offering the data fulfills the required information. The three proposed topologies provide flexibility and scalability to our MuSi-Forest algorithm's execution, such as the Fully Distributed approach, even for large-scale processing data.

Additionally, the topologies preserve the independence property allowing optimal model aggregation during the collaboration. For example, it is possible to consider the geograph-ical distances among sites. Furthermore, the participation order of sites is indifferent to the final global model during the analysis deployment since the independence property guarantees the same aggregation of the final model during the indistinct participation of all sites. Finally, the topology selection depends on on-site computing capacity, communication channels, geographical location, and legal considerations. The architecture and topologies proposed are completely aligned with FDCs; therefore, these three topologies are highly appropriate for multi-site biomedical analysis.

Experiments and Results

We conducted the experiments to verify that the challenges of multi-site random forest implementations, see Sec. These challenges are fulfilled in the experiments of our implementation, in particular, we seek to evaluate three aspects:

1. The performance of the classification model as evaluated using metrics (see Sec. 5.1.2.1).

2. The size of data shared by trained models.

3. The computing capacity required at each site to train the models privately.

We contrast the corresponding results with a traditional centralized training algorithm, that stores all data at a single site. This requires the property to be satisfied that biomedical data can be freely moved and shared on a central site.

The models trained in our experiments correspond to a supervised classification problem. The dataset used is labeled and corresponds to gene expression levels for five types of cancer (RNA-seq data). Our learning objective is to train a multiclass classification model to predict the cancer type from numerical values corresponding to gene expression levels.

Concretely, the experiment compares the training of prediction models using a random forest on a centralized setting versus collaborative models built using the MuSiForest implementation in a distributed setting. The distributed environments use configurations of 3, 5, and 8 geo-distributed sites. Execution environments (algorithms, data, . . . ) have been deployed on the grid-cluster platform for distributed systems Grid'5000 6 (G5K ) [START_REF] Cappello | Grid'5000: a large scale, reconfigurable, controlable and monitorable Grid platform[END_REF].

Dataset Description

The experimented data (RNA-Seq) correspond to gene expression levels for five types of cancer: Breast (BRCA), Renal Kidney (KIRC), Colon (COAD), Lung (LUAD), and Prostate (PRAD). The dataset is a part of the information published in the PCAWG (Pan-Cancer Analysis of Whole Genomes) project [START_REF]ICGC Data Portal, The Pan-Cancer Analysis of Whole Genomes (PCAWG) study[END_REF][START_REF]The ICGC/TCGA Pan-Cancer Analysis of Whole Genomes Consortium, «Pan-cancer analysis of whole genomes[END_REF]. The experimental dataset has gene expression levels of 20, 531 genes (attributes) for 10, 400 patient samples stored in approximately 1.8 Gigabytes.

The gene expression levels correspond to values associated with the degree of transcription of each gene. Each value is obtained by applying quantification methods on biological tissues over normal and mutated cells (see [START_REF] Korpelainen | RNA-seq data analysis: a practical approach[END_REF][START_REF] Liñares | Differential gene expression analysis of RNAseq data using machine learning for Cancer research[END_REF] for more details about these quantification methods). Gene expression analysis allows to understand the biological principles to establish variations in the phenotypes related to human diseases.

For the centralized scenario, all the data is stored on one site for model training. In the distributed environments, the patient samples are randomly horizontally partitioned into smaller data sets used to train the models on each site.

The Grid'5000 testbed

Grid'5000 7 (G5K ) is a large-scale, geo-distributed, highly re-configurable experimental grid testbed for computer science experiments, scientific algorithms, and distributed infrastructures. G5K is maintained and financed by the French and European informatics communities, notably through the EU project and infrastructure slices. Figure 5.13 presents the physical architecture of G5K hosted at (currently) 12 sites in France and Luxembourg. At each site one or a small number of clusters is installed, totaling approximately 6. https://www.grid5000.fr/ 7. https://www.grid5000.fr/ 800 compute nodes and 15000 cores. Employing advanced virtualization techniques, geodistributed applications can be executed practically and efficiently on hundreds of thousands of virtual machines. Therefore, G5K allows us to simulate geo-distributed biomedical analyses in a controlled environment.

Deploying on Grid'5000 (G5K )

The execution time of our experiments on G5K was, on average, between 3 and 5 days.

The duration depends on the size of the data and the number of sites deployed. We complement our implementation with a module to deploy the experiments in a controlled and automated way employing the execo8 library. Execo provides an API for local or remote, standalone or parallel, process execution and also enables large-scale running experiments on distributed systems. With this deployment module, we reserve the desired number of sites and the number of nodes per site to simulate the geo-distributed environment. Each site and each node can have a different configuration which we support through our deployment module on G5K. The machine's reservation in G5K is associated with jobs, and they have a duration in time. We monitored each site and its nodes to have information on the process status and guarantee the complete execution of tasks. Our deployment module supports controlled execution between the different sites between France and Luxembourg supported on G5K.

Experimental Setup

We deployed and executed the experiments on Grid'5000. With our deployment module, we load configuration files and deploy all the FDC dependencies on each geo-distributed site in G5K. First, we set up the geo-distributed environment with each node's initialization. Next, we install the FDC components on each node. Finally, Next, we move the libraries required and install them on each node deployed. At this point, the geodistributed environment is ready to analyze data according to the multi-site workflow design.

We used a hierarchical topology with one aggregator site for the experiments with distributed architectures. The hierarchical deployment allows the experimentation of the collaborative scenario between Colombia and France, which considers regional grouping in each country and global aggregation in any of the sites. However, without loss of generality, the deployed scenario can consider any of the topologies supported by our system architecture explained in the previous section.

We deploy our experiments on machines with Intel E5 Xeon Processor 2.2GHz with 32CPUs, each running Ubuntu 18. This configuration is the same for all sites, even for the centralized scenario. Each machine's system is installed, including our architecture based on the three components. The experimental data is randomly divided for each distributed configuration, and each site keeps the data private by never sharing patient samples. Moreover, each site has a local configuration file to specify hyper-parameters learning (e.g., number of trees) and connection parameters (e.g., IP addresses).

The experimentation contemplates executing the MuSiForest algorithm following the methodology explained for the aggregation and construction of the collaborative models (explained in Section 5.2.2). The deployment environments consider three distributed settings with the participation of 3, 5, and 8 sites. The first scenario, with 3 sites, has two forest configurations with 100 and 1000 trees, while the centralized version independently trains models with 300 and 3000 trees on the aggregated data. The second comprises 5 sites that train a forest with 200 trees. Finally, the last scenario, with 8 sites, trains each local forest with 125 trees. The total number of aggregated trees equals the number of trees in the centralized model, 3000 trees, to compare different forests under the same conditions.

The idea of the deployed experiment is presented in Figure 5.14. It follows the MuSi-Forest phases detailed in Section 5.2.2. First, each site trains the random forest model locally following the MuSiForest algorithm. Then, the construction of each model starts using training data, D TR i , and the testing set D TE i , is used to evaluate the model. Each site trains local RF models and then groups them using the three strategies to be shared with the responsible site. The experiment considers the hierarchical topology to aggregate the model. However, the aggregator's role can be randomly assigned under any other architecture since any site can run as the aggregating site during the algorithm's execution.

Experimental Results

The experiments focused on three relevant aspects to show the advantages of FDC analyses versus the centralized scenario:

(i) evaluation of each collaborative model, (ii) size of data shared during collaboration, and (iii) computational required time for model training.

Evaluating these three aspects, we partially alleviate the challenges in the current implementations of multi-site forests. The implementation and the proposed deployment topologies complemented the full achievement of these challenges discussed at the end of the experimental results.

Models Evaluation

We conducted experiments for different distributed environments by changing the number of sites and setting up random forests with different numbers of trees. The evaluation of the models considered four classification metrics: accuracy, precision, recall, and FScore, which were explained in Section 5.1.2.1. 5.15 presents these four metrics for the experiment deployed on three sites. In this experiment, each site builds a forest of 100 local trees, and the size of the collaborative model is 300 trees. Similarly, the centralized model comprises 300 trees but is trained over aggregated data on one site. The x-axis indicates the number of iterations, corresponding to the number of times each model was trained independently. The centralized model does better on all four metrics than the collaborative model because it trains the model on all the aggregated data on one site. However, the movement and central processing are highly costly, as we will show later based on the experimental results. Figure 5.15 shows a difference between 0.2 and 0.4 points between the centralized and collaborative models' for the FScore. We consider this difference tolerable due to the unfeasibility and expensive centralized training as shown by the experimental results.

To compare the classification performance of the models, we select the FScore to find a balance between precision and recall using a single metric. Remember that precision refers to how the model behaves regarding the number of predicted positives. However, the precision does not include how many observations of actual positive classes were predicted to be in the negative class. In contrast, recall measures the ability to find all the relevant cases within a data set. Therefore, the selected metric, FScore, seeks to compare performance by combining precision and recall to mitigate the impact of false positives and false negatives calculated between multiple iterations. distributed scenarios, the evaluation metrics always show a better result in the centralized model versus the collaborative version. Furthermore, while the number of sites increases, the difference with the centralized model also increases.

Table 5.2 presents the FScore metrics for the three collaborative model versions compared to the centralized training. The evaluation considered different forest configurations determined by the number of trees (DTs). The table shows forests with different tree sizes due to the threshold value determined during the execution to select the best trees in each site according to the three aggregation strategies. The collaborative model version that showed the best precision is BestMedn, which reduces the difference with respect to the centralized model. In the Table, the first record value in bold indicates that the best score obtained from the BestMdn version was 89.78% versus 93.88% for the centralized model. The delta value, the difference between the precision of the centralized model and the MuSiForest algorithm, is almost four points, with the centralized slightly better. However, the difference is minimal, in contrast to the MuSiForest versions. Figure 5.17 presents more detail on these FScores between the central and collaborative models. The three plotted results show each of the three aggregation strategies of our algorithm against the respective version of the central forest. The difference between centralized and collaborative versions lies between 0.3 and 0.6 points, depending on the number of distributed sites. While the number of distributed sites increases, the difference between the two precision scores is the same as the delta value. The main reason is the degree of distribution of the data; more distribution leads to a model with lesser generalization capabilities than the centralized model.

Shared Data Size

The second aspect evaluated corresponds to the amount of data shared through the MuSi-Forest strategies and the centralized one. The MuSiForest algorithm considers sharing Figure 5.18 -Amount of data shared between collaborative models and moved raw data in the centralized case.

The evaluation of the distributed scenarios considers different forest compositions due to the corresponding number of decision trees. The centralized model has been handled using the same conditions: aggregate data set, forest composition, and machine configuration conditions. The join version shares trained models between 60MB and 70MB of data, and data sharing of the best version amounts to 49MB and 55MB.

In contrast to sharing models, the centralized version requires moving all the data to a single site, in our case, almost 2Gb of data. Our proposal to share models significantly reduces the size of the shared data. The model's size is directly related to the number of trees in the forest. As a result, the stored space in the forest is also much smaller than the size of the shared raw data. The data size also impacts the required time and bandwidth capacity to move the data (models) depending on the learning scenario. This notable reduction has to be a trade-off against the model's precision score, the cost of moving raw data to a single site, and potential legal restrictions.

Computational Time

The last aspect evaluated is the training time of each model version in each distributed setting and centralized one. The time required to train the MuSiForest versions and the centralized model is presented in Figure 5.19. The computational training time of models at different sites significantly reduces the computational resources required compared to the central forest. Figure 5.19 illustrates the computational time required to train the models in the two scenarios. The first scenario, the distributed one, corresponds to our algorithm deployed among several sites, and the second contrast the forest trained traditionally in a central site on aggregated data. The centralized model requires more computation time to train the model. We have evaluated all cases with the same conditions concerning machine configuration and model parameters in both scenarios. The MuSiForest algorithm reduces the computational time required by taking advantage of the local computation capacity installed at each site. The last aspect constitutes another advantage of analyzing data using our FDC approach. 

Bias-Correction Evaluation

The last challenge to evaluate is the scenario where partial data is shared securely to mitigate the bias of the fully distributed trained model according to the last challenge: incorporating sharing strategies while preserving data privacy and security. Therefore, we implement the first proposed strategy for bias correction, defined as Secure Data Containers (SDC) in Section 5.3.

In brief, the strategy considers a trusted site, an aggregator, with a global data set. This data set has the number of samples from each site, but the data samples are stored privately on each site. Although the global set has an identifier corresponding to each sample at each site, this number is not sensitive data. It simply corresponds to a unique numerical value in the global data set.

The aggregator starts the process by resampling all these identifiers, then sends the required identifiers to each site. Next, each site selects the samples with that identifiers and packages and encrypts them to be shared with the aggregator. Finally, the aggregator follows the traditional training model with the decrypted data and generates models from the three aggregation strategies. We used the same data set described at the beginning of the section and held the random partitioning at each site.

We implement the strategy with three sites. The objective is to compare the training model's learning performance using the secure data container strategy versus the collaborative model aggregated with MuSiForest. The Python implementation uses the Fernet 9 library to generate encrypted samples. As the aggregator is a secure site, then each site shares the key with the aggregator to consolidate the global set and generate the training samples.

Dataset Description

The data set is the same used in the experiments described in the previous section. The dataset samples correspond to 1.8Gb of gene expression levels for five types of cancer comprised of 10, 471 samples and 20, 533 genes. In our experiment, we consider three sites where the data is randomly partitioned based on the horizontal data strategy. 5.3 presents the description of each site's datasets and the information of required data sets (unencrypted and encrypted). The required data sets corresponding to the total number of samples resampled by the aggregator at each site corresponds to 70% of the samples, which follows the traditional training model learning. The data size per site is averaged based on the number of sites. The number of samples required corresponds to 9. https://cryptography.io/en/latest/fernet/ 70% of samples randomly determined by the aggregator. The table shows different data sizes, but only encrypted data is shared with the aggregator. In our experiment, the data transferred by each site corresponds to an average of 370MB. This size results from an average of 68% of the raw data stored on each site. These figures regarding the number of samples and genes correspond to the horizontal partitioning strategy on all data and the data set used for centralized training. The data set encrypted by each site is shared with the aggregator to train the model following the three aggregation strategies proposed with our MuSiForest algorithm. In Figure 5.20, the lower part shows the result of the model trained using the SDC strategy versus the local model trained at each site. The SDC model shows a better performance concerning the locally trained ones compared to our MuSiForest approach. The SDC model shows a better performance concerning the locally trained ones and is also better with respect to the one trained without data sharing, our MuSiForest approach.

Discussion

As a result of the experiments and the evaluation outcomes, the following insights can be emphasized:

The learning performance, FScore metric, of the collaborative model is between 0.2 and 0.4 points lower than that of the centralized version. The better value of the centralized model is due to performing model training based on all data aggregated on one site.

The centralized model shows expensive training in terms of computation capacities and communication restrictions moving all data. Our algorithm significantly reduces the computing capacity required to train the model on each site.

Our algorithm significantly reduces the amount of data shared due to sharing only trained models. Furthermore, the aggregation strategies proposed significantly re-duces the amount of information shared, in contrast to the often infeasible process of moving all the data to one site.

We have experimented with one bias-correction strategy to improve the precision score of the collaborative model (Secure Data Containers strategy, see Sec. 5.3). This strategy shows an improvement the learning metric compared to the centralized model.

To improve our classification performance, we propose strategies to share partial data securely, experimentally showing that it improves classification performance.

Our experimental results are similar to current approaches to training multi-site random forests [START_REF] Liu | Federated forest[END_REF][START_REF] Airam | DFedForest: Decentralized federated forest[END_REF]. The central model always has better precision than the multi-site. However, training on aggregated data is computationally expensive and infeasible due to restrictions on biomedical data.

According to Giacomelli et al. [START_REF] Giacomelli | Privacy-preserving collaborative prediction using random forests[END_REF], our difference values with the centralized model are similar for models trained collaboratively, centrally, and entirely locally without data sharing.

Our FDC-based Forest training approach offers computational relief and guarantees data confidentiality but maintains lower learning performance than the costly and unfeasible centralized training. Moreover, due to the previously mentioned insights, the approach is beneficial to promote collaborations around training prediction models based on ensemble learning techniques. Furthermore, the experimental results fulfill the challenges stated at the beginning of Section 3.2.3 (copied below and shown in italics) with respect to existing multi-site Random Forest implementations:

(i) Implementing ensemble learning strategies applied to fully distributed architectures.

Our algorithm is designed and implemented through architectural components that support independent and highly distributed execution. Furthermore, the implementation supports topologies such as hierarchical and fully distributed ones used in Federated Learning that can be combined to take full advantage of the distributed resources at each site. Therefore, our implementation appropriates the FDC features to provide a powerful multi-site analysis over biomedical data.

(ii) Aggregating the best trees to each site to have a global model with similar learning performance to the centralized version.

The proposed aggregation strategies select the best trees from each site to build collaborative models. As a result, the precision of our collaborative model is lower than the expensive centralized model. However, we consider the difference acceptable concerning the other benefits obtained with our algorithm. For example, our collaborative model can assist medical decisions and supports medical hypotheses. Nevertheless, we never consider substituting the medical expert because the expert will always be responsible for the patient's final decision. However, we implemented one bias-correction strategy sharing secure partial data, and our collaborative model improves the precision performance.

(iii) Designing flexible and scalable distributed workflows to analyze biomedical data.

The architecture implemented complies with two principles: flexibility and scalability. Our proposal is flexible since it adjusts to the sites' heterogeneous capabilities and communication capacities. The implemented topologies provide flexible analyses with the ability to adapt to site conditions. On the other hand, the independence of the components makes them highly scalable to satisfy the processing capacity on site. Additionally, tasks on the controllers can be executed by leveraging distributed processing at each site. Therefore, our implementation is more robust with these two principles in the face of heterogeneous processing workflows between multiple sites.

(iv) Incorporating sharing strategies while preserving data privacy and security.

Our implementation is extended through three strategies to improve the performance learning of the model seeking to reduce bias. In the experimental phase, we showed that one of the strategies improves the precision of the model through the secure sharing of partial data. The three proposed strategies are based on existing techniques for securely sharing biomedical data. Therefore, we use these secure techniques to enrich our approach to building collaborative models.

In conclusion, the MuSiForest implementation offers favorable properties for analyzing biomedical data supported by a flexible and scalable architecture compared to traditional centralized training. Furthermore, the FDC features alleviate data sharing restrictions, reduce the computational time training centralized models, minimize the amount and type of data sharing, and favor biomedical data privacy. Therefore, the FDC-based analyses offer a good balance of these aspects versus the expensive training in a centralized way.

Conclusions

In this chapter, we propose a novel approach, MuSiForest, to build a collaborative model in terms of forests composed of multiple trees that are trained privately among multiple sites. We have performed, evaluated and analyzed multiple experiments consisting of analyses over labeled data over gene expression levels in order to classify patient samples among five cancer types. We include three strategies to collaborate between the parties that share models without revealing sensible data from each site. We only use partial data represented in trees to collaborate among all and build a global model. The proposed approach mitigates restrictions on sharing data, such as technical, legal, and ethical ones. In addition, we proposed bias correction techniques to improve the precision of models seeking to be fair in learning with more representation of the knowledge of the sites. Experiments have shown a reduced amount of shared data, decreased computational overhead, and a noticeable reduction with our distributed processing approach. However, this minimal difference with the expensive centralized training does not affect the prediction results since these learning models seek to assist the medical experts based on insights from the data analysis. Therefore, the trained models will never replace medical experts because they are only assistance tools. For this reason, we consider having an efficient training approach in a distributed setting, respecting data privacy restrictions, and providing more rapid data processing than the time-consuming and non-viable centralized training over biomedical data. FDC-based analyses are a promising solution for collaborative data processing, such as the proposal presented in this chapter, the MuSiForest algorithm, as opposed to expensive and often inappropriate centralized processing. our language to other workflow languages. Finally, in Section 6.6, we present a conclusion.

Workflow Languages for Biomedical Analyses

Workflow systems are popular tools used to analyze biomedical data, allowing scientists to define tasks as well as dependencies between tasks [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. The workflow task definitions and their dependencies define the steps and the execution order of those steps, required to complete a data analysis. The workflow specification can be represented in graphical form or using scripting text-based languages. Workflow languages typically adopt one of two strategies to task dependencies [START_REF] Taylor | Workflows for e-Science: scientific workflows for grids[END_REF]. The data-flow strategy defines interactions in terms of data provided by one task and needed by others. The controlflow strategy defines task dependencies in terms of the transfer of control between tasks. Typical control-oriented operators execute tasks sequentially, depending on conditions or iteratively [START_REF] Zhao | Why workflows break-Understanding and combating decay in Taverna workflows[END_REF].

The popularity of workflow systems has increased remarkably in recent years. For instance, the Common Workflow Language (CWL) website1 lists over 200 workflow systems. Biomedical data processing contributes to this popularity. Workflow languages support, in particular, the management and automation of analysis pipelines. The researchers can modularize their pipelines, facilitating problem-solving and maintainability. Moreover, some workflow languages integrate specialized libraries for common tasks, such as sanitizing data or particular genomic tasks. These benefits can reduce the time required to code pipelines, supporting more complex but also more comprehensible designs as well as supporting reproducible analyses.

The diversity in workflow systems has proliferated in diverse specification languages since there is no standard specification language among all systems. Therefore, each workflow system offers different ways of specifying and how analyses are executed and processed, some systems and their properties were discussed in Section 3.1.2.1. Therefore, researchers can choose the most appropriate one according to particular needs.

Distributed Workflow Languages

Workflow systems for geo-distributed processing involving biomedical data have to observe data-sharing restrictions. Nowadays, workflow systems support distributed pro-cessing between different cloud sites and distributed infrastructures. For example, Taverna [START_REF] Wolstencroft | The Taverna workflow suite: designing and executing workflows of Web Services on the desktop, web or in the cloud[END_REF] can be executed on clusters, grids, and clouds. However, those configurations require extensive technical knowledge by the deployer. Nextflow [Di +17] and Snakemake [START_REF] Köster | Snakemake-a scalable bioinformatics workflow engine[END_REF] support grid platforms, e.g., SGE (Sun Grid Engine) and LSF (Load Sharing Facility). Pegasus [START_REF] Deelman | Pegasus, a workflow management system for science automation[END_REF] has taken a more explicit approach to distribution and supports execution on individual machines, remote clusters, distributed infrastructures, and clouds. The execution on multiple sites is usually harnessing the platforms' virtualization properties [START_REF] Liu | Multisite Management of Data-intensive Scientific Workflows in the Cloud[END_REF]. The processing of biomedical data across multiple sites has to be taken into account limitations related to the definition and execution of distributed workflows. The high-level specification means partially depend on the other workflow system layers, for instance, on operational aspects, such as resource allocation. A major resulting limitation, pointed out by different studies, consists in the limited functionality to support geographically distributed processing in workflow systems, notably among geo-distributed cloud sites [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF]. These features directly impact the ability to specify biomedical analyses among multiple sites.

Baseline Workflow Languages

Due to the wide variety of workflow systems, we select three of them: Swift [START_REF] Wilde | Swift: A language for distributed parallel scripting[END_REF], Snakemake [START_REF] Köster | Snakemake-a scalable bioinformatics workflow engine[END_REF], and Pegasus [START_REF] Deelman | Pegasus, a workflow management system for science automation[END_REF], which have been regularly used for biomedical analyses, such as processing genomics data [START_REF] Nicolas | Scientific Workflows for Hadoop[END_REF]. We want to compare our specification proposal against the mechanisms offered by these three widespread systems. The main objective is to show the advantages of our proposal, especially concerning multi-site analyses, such as those supported by FDCs.

Systems like Snakemake and Swift offer much more lightweight text-based specification languages than complex systems like Pegasus [START_REF] Bux | Hi-way: Execution of scientific workflows on hadoop yarn[END_REF]. Snakemake is based on the GNU make tool that supports the definition of task-oriented workflows. While Swift, through its scripting language, allows the simple definition of parallel instructions on the data. These specification forms allow the scalable execution of workflows on distributed architectures but leave out features such as data partitioning, as is supported by Pegasus. Pegasus provides distributed execution capabilities to efficiently use installed resources for distribution, monitoring, and groupings [START_REF] Nicolas | Scientific Workflows for Hadoop[END_REF]. In the following we provide the main characteristics of Swift, Snakemake, and Pegasus (so that we can later compare them to our proposal).

Swift

Swift [START_REF] Wilde | Swift: A language for distributed parallel scripting[END_REF] offers a scripting language that supports large-scale and parallel/distributed workflows. Swift has been widely used for biomedical analyses, notably by taking advantage of on-site distributed processing [START_REF] Wilde | Parallel scripting for applications at the petascale and beyond[END_REF][START_REF] Debartolo | Protein structure prediction enhanced with evolutionary diversity: SPEED[END_REF]. The workflow execution translates the steps into executing tasks, which can be performed distributively through the Turbine distributed run-time system. However, the tasks access the data by reading or writing on a shared data system, leading to a bottleneck for large-scale processing. Swift specifications are based on the C language, that is, instructions are defined in an imperative style, a control-flow oriented style, as opposed to dataflow-based analysis.

Snakemake

The Snakemake [START_REF] Köster | Snakemake-a scalable bioinformatics workflow engine[END_REF] workflow system supports the creation of reproducible and scalable data analyses. For example, different biomedical data analyses have been implemented in Snakemake, such as analyses of cancer genomics data [START_REF] Meyerson | Advances in understanding cancer genomes through second-generation sequencing[END_REF]. Snakemake specifies workflows in Snakefiles that describe rules with Python-like syntax, including input and output data between them. However, Snakemake does not provide its own distributed execution environment. Therefore, distributed workflow analyzes lead to complex specifications due to the interaction between multiple files between their rules and dependencies. The Snakemake specifications harnesses the benefits of Python syntax; however, configuring multi-site workflows are very difficult to define because each site must be defined by one rules file.

Pegasus

Pegasus [START_REF] Deelman | Pegasus, a workflow management system for science automation[END_REF] is a scalable workflow management system that takes a more explicit approach to distribution, supporting the execution on local machines, remote clusters, distributed computing environments, and clouds. Pegasus has also been used in several biomedical tasks, such as analyzing genomic data. Although Pegasus supports multiple distributed environments, it is limited in specifying and executing workflows or parts of them across different geo-distributed distributed sites.

Workflow Languages Problems

The three workflow systems described above provide different mechanisms to implement tasks between multiple machines on-site and specification forms according to the execution capabilities of each system. However, the limitation of workflow systems to process multi-site analysis across sites leads to limitations in specifying workflow across geo-distributed sites. For instance, specifying collaborative analyses is complex due to the lack of mechanisms to combine rules with external data sources required during an analysis. Additionally, the complexity of specifying and allocating distributed computing resources requires highly-specialized technical expertise. This constitutes a prime motivation to equip our FDC approach with a new specification language that supports the definition of collaborative workflows for expert and non-expert users. An extensive discussion of the functionality and limitations of multi-site workflows is presented in [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF].

Finally, workflow systems should provide mechanisms for experiment reproducibility, which is essential for collaborative research studying biomedical issues. Some researchers even claim that the life sciences are experiencing a reproducibility crisis [START_REF] Stephen V Frye | Tackling reproducibility in academic preclinical drug discovery[END_REF]. The research community has pressured researchers to ensure their experiments and results are reproducible [START_REF] Huang | Comparability and reproducibility of biomedical data[END_REF]. Current workflow mechanisms have limitations in specifying geo-distributed analyses and limit the reproducibility of experiments due to the distribution of multiple resources, leading to problems such as heterogeneity, scale, and instability [START_REF] Wang | Automating experimentation with distributed systems using generative techniques[END_REF][START_REF] Wang | Four enhancements to automated distributed system experimentation methods[END_REF]. Therefore, reproducibility is another property to consider besides specifying multi-site workflow analyses.

Workflow-based Machine Learning Analysis

In order to concretely motivate our language contribution, we reconsider the collaborative scenario between Colombia and France (that has been first presented on page 72). The scenario contemplates a collaborative training of local random forest models, sharing partial information between the sites. However, this collaborative analysis is challenging for current workflow systems because they lack mechanisms for multi-site analysis on heterogeneous architectures. Similarly, workflow specification languages between multiple geo-distributed sites are lacking coordination mechanisms for decentralization and distributed computations (also see the discussion in Chapter 3). This collaborative scenario comprises different sites with differing communication capacities and, potentially, heterogeneous infrastructures. We use this scenario to show the benefits of our declarative approach compared to the specification mechanisms offered by other workflow systems. of distributed models based on the execution of tasks in each site and some collaborations. The workflow illustrated is heterogeneous, from executing the steps at each site to combining results and supporting different data types. This kind of workflow is dynamic and has a heterogeneous behavior.

The illustrated workflow has two local flows within site 4 . On that site, in the right flow, Colombia participates with France to analyze common data, for example, genomic data. As part of the other flow (left side), site 4 can consider other types of analysis for local patient samples, such as SNP identification analysis. The parallel and independent analyses triggered in site 4 can be extended to other sites and combines various data sources to complement the analysis of local heterogeneous samples, such as genomics data and SNP information. The four sites include steps/tasks that are executed in an entirely local fashion without data sharing, but others involve cooperation.

A cooperation case is presented in four collaboration steps during the analyses that we denoted as C 1 , C 2 , C 3 , and C 4 . The collaboration steps share data between the tasks at each site. For example, in the collaboration denoted as C 1 , site 1 aggregates the models of the other French sites in the merge models step (MMD1). site 1 can be selected due to having more computing capacity than the other two sites. In another step C 3 , site 3 requires the collaboration of site 2 to complete the analysis because site 3 does not dispose of the necessary infrastructure. However, it can share data with site 2 due to agreements established between the parties. In summary, the proposed scenario involves different tasks between the four sites, which are executed partially sequentially, partially in a parallel fashion between different parts of the analysis workflow. The execution of each task is specific to each site, and the collaboration is achieved by sharing data during the multi-site analysis.

FeDeRa: Distributed and Declarative Workflow Language

We propose the FeDeRa language (Fully EnricheD languagE for distRibuted Analysis) to specify workflow-based analyses on FDCs. FeDeRa enables, in particular, the definition of workflows between multiple sites. FeDeRa is implemented as a Python library that provides a declarative programming language for specifying multi-site analyses. FeDeRa provides control-flow and data flow programming strategies, treating data as a first-class citizen. It also provides special concurrency and distribution mechanisms to support the execution of tasks. FeDeRa implements data flows by means of a shared information store that is accessible by all sites involved in the data flow. A workflow task can provide the data to a participating site that requires it by using a shared variable that will be consumed by said site that requires the data.

The FeDeRa language presents three abstractions to support declarative specifications based on the dataflow during analysis:

We incorporate future variables to share information between cross-site tasks. The interaction is done through data-driven tasks mediated by a variable shared common to all sites.

We implement the binding operator that allows to fill data required by others by data-need during collaborative execution.

Finally, we synchronize through controlled and synchronous waits according to the availability of the data.

These abstractions are made explicit in the language's syntax and are transformed into executable Python code. The workflow tasks at different sites are executed independently; local execution does not affect the execution of the other sites. With these abstractions, we seek to provide three capabilities that are very rarely supported by other workflow languages:

1. User-friendly specification through declarative statements focused on non-expert users, notably biomedical engineers and techniciens.

2. Natural transformation from diagram-expressed workflows into FeDeRa syntax without using complex constructions.

3. High level of expressiveness for defining tasks on multiple sites and their dependencies compared to other specification approaches.

Finally, we also consider deadlocks detection since it can occur due to mutual dependency between sites, such as between data flow variables. Therefore, we have harnessed a graph-based strategy for deadlock detection [START_REF] Ajay | Distributed computing: principles, algorithms, and systems[END_REF] to build a global graph representing the tasks deployed across all sites and the dependencies between dataflow variables. This construction is usually feasible in the case of biomedical collaborations due to a mutual agreement between all the participants that typically must be established prior to the cooperation. Furthermore, requiring dependencies to be known in advance allows potential deadlocks to be identified and removed before starting the collaborative analysis.

FeDeRa Language Features

In order to realize the above abstractions and capabilities, we propose a language incorporating dataflow programming and declarative concurrency mechanisms.

Dataflow Programming

Workflows almost always define tasks in terms of control, indicating that a task can be executed only after completing the previous task. In contrast, using data-driven flows, task execution is triggered by the data required availability. Therefore, the data-driven approach also fits the definition of multiple concurrent tasks well. Nowadays, the most popular data processing systems based on a data flow approach are those based on MapReduce. However, current control flow-based and dataflow-based approaches are subject to limitations concerning multi-site analyses and do not support geo-distributed analyses [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF][START_REF] Dolev | A survey on geographically distributed big-data processing using MapReduce[END_REF]. Therefore, dataflow programming drives the execution through a series of operations and transformations on the data. The data flow can be represented by a directed graph where the nodes represent the operations, and the edges between them show how data flows among operations. For example, a node executes an operation when its input data is available and produces output data for the next node. .2 is a part of the collaborative workflow proposed between France and Colombia (illustrated in Figure 6.1). Figure 6.2 presents a dataflow between multiple sites that execute independent tasks but sometimes require collaboration. The left part of the dataflow corresponds to the French sites and the right side to the Colombian process. The French sites can share data and models as indicated in each step. Some steps are executed on a specific site according to the installed computing capacity or data-sharing agreements. For instance, the Colombian site requires the variable E, and a French site binds that variable. Once E is bound, the Colombian site continues with the local process. The variable E is a one-time modifiable entity, that is immutable after the initial binding. It is the owner's responsibility to bind its value. In other terms, the variable E is a so-called future that supplies a value for a "hole" on another site.

Dataflow-based tasks may be executed in parallel if each of them does not depend on the output data of the other. This often allows many tasks in dataflow-based workflows to be executed in parallel. This relationship between parallel and dataflow programming enables us to provide mechanisms appropriate for multi-site analysis. Dataflow-based parallelism provides a natural specification means, in particular, for non-expert users.

Declarative Concurrency

FeDeRa also includes declarative concurrent programming features. It adopts relevant mechanisms focused on concurrent processing and distributed mechanisms, such as those proposed in the Oz language [START_REF] Henz | Oz-a programming language for multi-agent systems[END_REF] and its computation model [START_REF]The Mozart Programming System[END_REF][START_REF] Van | Concepts, techniques, and models of computer programming[END_REF]. FeD-eRa combines declarative and concurrency techniques seeking to maintain instructions independently, satisfying the needs of each site during multi-site analyses.

Concurrency extends the functionality to perform analyses independently across multiple sites, where they interact only when necessary. The interactions are performed through single-share variables referenced in a common space accessible to all. Dataflow variables are stored on an external site called the Single-Share Store (SSS). These variables have two states: initially, they are undefined and their status is unbound. Next, the status changes to bound when a value is assigned to the variable.

The Single Share Store (SSS)

FeDeRa implements a variable store, a common space to share information between participating sites. Variables in the SSS are initially declared and have no initial value assigned. The purpose of these variables is to share the required information between the sites to support multi-site analyses. The SSS stores dataflow variables that maintain the unbound (defined) and bound (assigned) states. These variables are assignable only once and then immutable. The site that defines the dataflow variable is the only one responsible for changing its value. The value assigned can correspond to a primitive type, a learning model, a data set, or an encrypted object. The location of the SSS store can be fixed to one of the participating members (that is, for instance, located approximately "in the middle" of all participants) or a third party trusted by the parties.

The SSS store can constitute a bottleneck during processing due to thousands of requests from geo-distributed sites, which generate latency and communication problems. Nevertheless, we think that real biomedical problems almost always involve fewer participants than in other areas, such as business or social media. For example, the ICAN project involves 34 participating sites. Our scheme can be improved upon if bottlenecks arise by splitting the SSS into several such spaces that manage subsets of the shared variables whose users are, for example, located close to one another. We do not consider this, relatively straightforward, extension further in this thesis.

Futures

Futures are dataflow variables that share information between parties, enabling on-demand data analysis. The future variables are implicitly defined during the workflow specification, and the synchronization is done during the call for sites that require it. The adoption of future variables increase the independence between calculations that require values from other sites and takes advantage of local computing facilities installed at each site. These features, directly related to declarative and dataflow-oriented concurrency programming, are included in the FeDeRa language implementation to facilitate the specification of biomedical analyses at multiple sites and mitigate some of the specification problems in current workflow systems.

Syntax and Semantics

We define the FeDeRa syntax by extending the provided for Python2 . First, FeDeRa's syntax defines the most important properties of our language. Next, the semantics is defined in terms of transformations from our declarative programming instructions into Python standard programs.

FeDeRa Instructions

The syntax of the FeDeRa language is presented in Figure 6.3. The grammar is defined using Extended Backus-Naur Form (EBNF) and Parsing Expression Grammar (PEG). The syntax is similar to the Python grammar. In particular, the syntax statements in our To show how to use the FeDeRa syntax, we use the workflow diagram illustrated in Figure 6.4. This workflow is a part of the collaborative analysis discussed on page 124, which will be defined later. The workflow illustrated in Figure 6.4 represents an analysis among three sites. They share data at different times through dataflow variables (represented by C 1 , C 2 , C 3 , and C 4 ). The scenario consists of three steps: BLM (Build Local Model) runs entirely local on each site, while the steps MMD (Merge Models) and MEO (Model Evaluation and Outcomes) share data between sites. The step MMD1 requires two models, the local one, from Site 1 , and the other from Site 2 . For communication, Site 1 requires the future variable C 2 , bound by Site 2 . Therefore, the execution of the MMD1 task must wait until the value of C 2 is assigned. This collaborative workflow among three sites is specified using FeDeRa's syntax, as shown in Figure 6.5. The specification has two parts, a global part for all the sites and a part specific for each one. First, the global workflow definition provides the information required by all sites, see lines 2-5 in Figure 6.5. The second part corresponds to the algorithm executed on each workflow site. For the case study, three sites are declared separately. In Figure 6.5, the flows on the three sites are defined in lines 9-33.

The languages capabilities offered are used as follows in this context. We define four dataflow variables in line 3. These dataflow variables allow communication between the sites in order to share information required by the parties during the multi-site execution of tasks. On line 4, we start three tasks on three different sites. During the execution, they communicate through passing message patterns and share future variables using a single share store.

Then come three flow definitions for the three sites (lines 9-33). On each site, the flow In Figure 6.7, we present the transformation of the SSS into Python code that uses message passing between the sites and the site responsible for the store. The synchronization of declares and binds operations is through publisher and subscriber patterns. We implement this functionality based on the asynchronous messaging library, ZeroMQ 4 . Future assignment (:=) is the second relevant feature of our language. This bind operation is defined in the syntax as DFVarDeclaration and DFVarBindings. The operator Implementation of the bind operator ':=' for the dataflow variable varName Figure 6.8 -Implementation of the subscriber site to the dataflow variable varName as Python code ':=' is transformed into the 'wait_needed()' Python function as presented in Figure 6.8. The function subscribes to the site interested in accessing the future named varName. When a site requires the variable and is not bound, the site waits until the variable's state is bound. Otherwise, the subscriber continues the local execution if the future variable is bound.

Implementation of the bind operation for the dataflow variable varName with the value result Figure 6.9 -Implementation for binding a dataflow variable in Python code

The binding operator is implemented using a function 'bind_variable()' presented in Figure 6.9. The function publishes the result in the future varName. The binding process is done through the publisher patterns. The future varName binding is implicit whenever some function refers to it. For example, the 'call_function()' implicitly assigns a varName the result value.

Finally, as we already mentioned, the keyword workflow defines the parallel composition of the flows, and flow is transformed into executable routines in Python. The workflow definition allows deploying the analysis between the multiple sites indicated as arguments. In contrast, the flow corresponds to the executable code composed of Python and FeDeRa statements executed on each site.

Specification of the Collaborative Scenario

As a second workflow case to specify, we reconsider the collaborative scenario illustrated in Figure 6.1 (on page 192). The corresponding FeDeRa specification is also composed of two parts. The first part corresponds to the global specification illustrated in Figure 6.10. The second part defines once again each site's flow steps, represented in Figure 6.11 for the Colombian and Figure 6.12 for the French sites. The Colombian and French sites dispose of information derived from genomic data, such as gene expression levels. Moreover, Site 4 processes another independent task that does not depend on third parties, such as analyzing SNP information to complement the analyses of the samples of Colombian patients. For this reason, in Figure 6.1, Site 4 has two local processes, as explained above.

The global specification, presented in Figure 6.10, defines the participation of four sites that compose the collaborative analysis. In the specification, line 4 defines four dataflow variables used during the collaborative analysis to share data and accomplish the process according to the workflow diagram. Next, line 6 refers to the different process sites, and the last value, Site4b, is the independent process in Colombia that, in particular, processes SNP information. For the specification on the Colombian site, Figure 6.11 defines two parallel workflows. The workflow described in the Site4a routine corresponds to the collaboration with France. All steps are defined using new FeDeRa constructs or standard Python code. In this specification, all steps call routines that are defined in Python. In contrast, line 9 uses the dataflow variable C 2 , bound by Site 1 . The variable C 2 corresponds to a future to share information.

Finally, the specification of the three French sites is shown in Figure 6.12. They are also composed of calls to routines defined in native Python code. For example, lines 7, 16, 23, and 31 refer to the variables C 1 , C 2 , C 3 defined in the single share store to share required information. The binding operations of these variables occur in lines 9, 19, and 29.

Until now, we have specified two collaborative workflows using our provided syntax. The specification is based on the simplicity provided by Python. The workflow illustrated in Figure 6.4 was defined as the FeDeRa code shown in Figure 6.5. Second, the collaborative case introduced at the beginning of the thesis, diagrammed in Figure 6.1 was transformed into the FeDeRa syntax shown in Figures 6.10, 6.11, and 6.12.

In both cases, the specification form from the workflow diagram shows one of the ben- Figure 6.12 -FeDeRa specification for French sites in the collaborative scenario presented in Figure 6.1 efits desired with our language, mentioned at the beginning when we define our language (on page 193). The natural transformation from diagrammed workflow into FeDeRa syntax without using complex elements. These specification features are complemented later in the experimental stage, comparing other capabilities of FeDeRa with respect to other workflow specification languages.

Architecture and Implementation

FeDeRa language implementation supports FDCs with two main features: datafloworiented workflows supported by declarative means to handle concurrency. FeDeRa has been implemented using Python (version 3.7) and some specialized libraries to achieve the desired functionality mentioned in this section. Our implementation offers high portability, a relevant feature in biomedical analysis since there is no standard platform for distributed analyses.

Implementation overview

The Single Shared Store (SSS ) supports communication between all sites through the interaction between data flow variables. The SSS can be configured and located at an arbitrary site that participates in the analysis or a separated trusted third party. The interaction between the SSS and the sites is handled via message passing using an asynchronous messaging library (ZeroMQ 5 ). ZeroMQ is a concurrent library that provides brokerless messaging through an asynchronous message queue. In addition, the ZeroMQ library also handles low-level tasks such as managing system-level communication sockets. Figure 6.13 presents the interaction with the SSS through three sites. First, Site1 defines the variable varName to be used as a future for others. Site2 is responsible for hosting the Single Share Store. Finally, Site3 requires the content of varName at some point during the workflow execution.

We mainly rely on the Publisher/Subscriber pattern for interactions that use different ports for different variables. The Publisher/Subscriber functionality is implemented using the functions wait_needed and bind_variable introduced in previous section (on page 202). The implementation supports point-to-point communication that is well aligned with the distributed topologies supported by FDCs. Finally, the concurrent functionality is implemented through the asyncio library 6 , which provides high-level functionality to 5. https://zeromq.org/ 6. https://docs.python.org/es/3/library/asyncio.html ensure asynchronous tasks during the communication.

Handling deadlocks

Distributed processing involves sharing resources in FeDeRa-based FDC systems, such as dataflow variables. At some point, there can be competition for access to these variables, generating deadlocks. For example, a deadlock in FeDeRa specification can occur when a workflow task requires dataflow variables held by another site. Potential deadlocks are unavoidable and difficult to avoid, and they are always latent in distributed and concurrent systems such as FDCs. Therefore, we propose using a well-known deadlock identification employing cyclic dependencies in global directed graphs, known as Wait-For-Graph (WFG) [START_REF] Ajay | Distributed computing: principles, algorithms, and systems[END_REF].
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Step 34 Figure 6.14 -Example of a Wait-For-Graph (WFG) strategy for handling deadlocks between three sites.

This approach is useful in the context of FDCs for biomedical analyses -and typically feasible in contrast to other domains where distributed algorithms are harnessedbecause their stringent security and privacy requirements entail that complete knowledge about the system is available at some point. As a consequence, the dependency graph can effectively be constructed.

A multi-site distributed analysis can be modeled through a directed graph whose nodes represent tasks, and the edges represent directed communications between them. Nodes can have two possible states running or waiting. The running status corresponds to the correct assignment of resources to finish the task. In contrast, waiting indicates that the step is acquiring some future value. The form of representation of the WFG corresponds to the indicated in the literature handling deadlocks using graphs [START_REF] Singhal | Deadlock detection in distributed systems[END_REF]. Figure 6.14 shows a WFG graph composed of tasks at three sites, where the nodes are tasks, and the edges represent the wait state for the resource. For instance, the directed edge from node 

FeDeRa Runtime Architecture

The FeDeRa runtime architecture supports the execution of multi-site analyses collaboratively and coordinatedly. Figure 6.15 illustrates the distributed runtime architecture of FeDeRa and its handling of interactions between multiple sites. At each site, the implemented FeDeRa code is deployed, and the specialized libraries to achieve local execution and synchronization between sites are defined. In the distributed runtime architecture, the sites communicate through the availability of variables hosted in the Single Share Store (SSS ). The SSS is initialized in one site that communicates with all to share future data.

The communication between sites can be point-to-point when the sites require some direct communication. The services implemented in the architecture support multi-site execution of the analyses specified with the FeDeRa language.

The mentioned libraries in the runtime architecture correspond to specialized tasks supported in Python. For example, the message queue on each site is implemented through the ZeroMQ library. Point-to-point communication is performed through the p2pnetwork library7 . It supports peer-to-peer connection and the modeling of dynamic networks, such as the workflows supported by FDC systems. Finally, Figure 6.16 corresponds to the distributed architecture between the sites, where the SSS can be located at one of the sites participating in the process or even at trusted third party during the execution of the distributed analysis.

Deployment

We are interested in deploying FeDeRa in multi-cloud environments over distributed sites in order to support FDC analyses. Its implementation library can be deployed on an arbitrary number of sites. After installation of some configuration files and the setup and parameterization of the single share store on a trustworthy site, FDC applications are ready to be executed.

Expressiveness refers to the capability of how natural and concise multi-site analyses can be defined with the new language mechanisms. Concurrency strategies to specify multi-site tasks in the presence of data-flow dependencies during collaborations among sites.

Distribution mechanisms to specify the use and share of resources required for processing between multiple sites. The comparison among FeDeRa and the three baseline workflows employ the same workflow analysis common to all, represented in Figure 6.19, and specified separately in each syntax provided. The workflow splits an input file into several independent tasks. Later, the number of frequencies of the words is counted in each file. Then the frequency counts are returned and aggregated into a single output file. This workflow can be used to because learning the syntax can be complex compared to other languages, such as FeD-eRa. The complexity of learning the Swift language can be a barrier for non-technical users [START_REF] Azza | Managing genomic variant calling workflows with Swift/T[END_REF]. In addition, another drawback is the complex configuration and technical knowledge required to implement analyses in distributed environments using Swift. Figure 6.21 corresponds to the specification in Snakemake for the workflow presented in Figure 6.19. The specification presented is also from the documentation provided on the Snakemake website 9 . The specification shows the essence of the Snakemake syntax, the rule-based Snakefile. The workflow defines the analysis of the data from rules, composed of a name, input files, output files, parameters, and the shell responsible for generating the output from the input. The syntax provided by Snakemake is based on Python, which makes the language easy to write, read and maintain. However, the relationship between the rules can be difficult for complex analyses since the connection between the input and output of the rules directs the workflow execution. In addition, if the analysis requires more than one Snakefile, the biomedical engineer is responsible for correctly designing 9. https://snakemake.readthedocs.io/ the workflow among requirements between rules in multiple files, dealing with the dependencies between them and the particularities of the execution of each one. Therefore, this creates difficulties in deploying complex analyses such as multi-site and distributed analyses supported by the FDCs. The last baseline workflow specification is based on Pegasus, presented in Figure 6.22. The specification assumes execution on a single site. Therefore partitioning and file merging can be parallelized on-site. The specification presented is based on the documentation provided by Pegasus10 . Pegasus abstractly describes the workflow using a DAX (Directed Acyclic Graph in XML) format based on diverse programming languages such as Python and Java. Pegasus supports dependency management of complex tasks through explicit configuration, e.g., a user-produced file in XML format. Pegasus has taken a more explicit approach to distribution and supports running on single machines, remote clusters, distributed infrastructures, and clouds. Therefore, it is usually optimal for execution in HPC environments. However, the specification form for multi-site analysis is complex, as the configuration for multi-site deployments requires detailed technical knowledge. Finally, we specify the same workflow using FeDeRa, illustrated in Figure 6.23. Our specification assumes that a global site is responsible for splitting the files, sending these to each site, and then receiving them back for aggregation. We share the information between the four sites and the aggregator through future variables, defined on line 4, and each is filled in within each site. The execution on line 10 follows the natural execution of the workflow after each site sends the information about the local count. Finally, this information is combined in a single output file. The routines, split, wordfreq, and genresults are external scripts specialized in a particular task, similar to invoke in each rule in Snakemake. This specification provides for a natural formulation using the features of our language, the future variables, their declaration, and filling during the workflow execution.

Workflow Diagram Representation

Expressiveness Level

FeDeRa seeks to offer a high level of expressiveness and ease of use than current workflow languages. We evaluate this property based on two principles proposed by Kiepusewski et al. [START_REF] Kiepusewski | Expressiveness and suitability of languages for control flow modelling in workflows[END_REF] to achieve a good modeling language: Suitability is related to the level of knowledge the user is required to possess in order to specify the workflow steps, that is, how natural it is to specify programs with the syntax provided.

Expressiveness is the ability to provide domain-specific notations and constructs through language specification.

Due to the diversity of workflow systems, there is no standard way to compare them; they lack standards in the design, specification, and execution of workflows. Therefore, our evaluation corresponds to a subjective assessment, as used also by other authors [START_REF] Kiepuszewski | On structured workflow modelling[END_REF][START_REF] Wratten | Reproducible, scalable, and shareable analysis pipelines with bioinformatics workflow managers[END_REF]. A means to evaluate the expressiveness level can be to determine the suitability of the language's mechanisms versus the concepts required from the problem domain. In our case, transforming graphical workflow diagrams into workflows is the most natural procedure: FeDeRa directly supports this method because it does not require complex knowledge of the language or computation to realize such transformations. Only the three language abstractions we have introduced and Python code blocks are required.

The level of expressiveness is obvious from the different scenarios shown in this chapter. First, the collaborative scenario illustrated in Figure 6.4 and expressed using FeDeRa in Figure 6.5 shows a natural way to transform the graphical workflow into FeDeRa syntax.

Second, the split/merge workflow specified in the three baselines workflows (respectively presented in Figures 6.22,6.21,6.20) shows the benefits of our specification form. For example, in contrast to Swift, FeDeRa allows to define the steps more intuitively without requiring programming concepts like in C language. Similarly, with respect to Snakemake, although we have a similar syntax based on Python, the relationships between rules and their requirements can be a problem. This problem is if we consider multi-site analysis, where the manipulation of Snakefiles and its dependencies often become very complex. Finally, regarding the Pegasus scenario, the simplicity of writing is similar. However, communicating tasks between multiple sites requires complex middleware configurations, which is highly complex to perform for non-technical users. Therefore, our proposal uses futures between the sites frees users from responsibilities since the Single Share Store coordinates and mediates the data during workflow execution. This type of future sharing is not provided in current workflow systems, which require previously defining resources such as data in each site. In addition, our functionality allows for more comfortable sharing data (i.e., raw data or learning models) between multiple sites, improving the ability to specify and configure versus others. Finally, the level of expressiveness and abstraction provided allows the creation of reusable, scalable, and flexible modules, which is highly convenient for biomedical users. Although the level of expressiveness is one feature provided in our proposal, there are other aspects to consider since the configuration required to deploy multi-site analysis is also relevant, especially for the thesis scope, our interest in processing data in FDCs. Overall, our approach allows for a more efficient and understandable multi-site workflow design for biomedical users.

Concurrency and Distribution

The last two features desired with our language are concurrency and distribution mechanisms. According to concurrency, our specification supports using data flow variables that can be executed in different sites, and, in the end, the analysis preserves the final result. Therefore, the multi-site task specification allows for adding concurrency mechanisms without stressing about data races between sites. Instead, each site interacts with others through the controlled passage of messages through the single share store. Additionally, the scenarios specified in our language, including the collaborative analysis between Colombia and France (presented on page 72), show an example of the use of futures supporting concurrent operations such as splits and joins.

Distributed processing is favored by some of the benefits of the mechanisms provided in the language. FeDeRa's syntax and its mechanisms provided for deployment in multi-site environments allow controlled execution of multi-site analyses where sites communicate with each other by the need of data. The specified analyses can run in distributed environments where each site can have a different configuration. The concurrency mechanisms are aligned with distributed processing between sites. Our multi-site specification considers the distribution of tasks, resources, and data sharing through a common space. Each site can have its local resources, even those different from others. FeDeRa supports flexible and hybrid designs where some tasks can be decentralized and others entirely localized.

Nevertheless, a limitation in the availability of distributed resources can generate deadlocks. One way to manage this is to build a global graph (Wait-For-Graph explained on page 207) from the steps of all sites, including the required resources at each one. From this graph, cycles, and deadlocks are previously calculated and then corrected before starting the analysis. Therefore, our language provides mechanisms in favor of distributed processing, such as distributed computation models, distribution of declarative data, and commonly distributed processing architectures.

Finally, the controlled deployment of multi-site analysis in the G5K deployment case shows the ease of supporting FDCs, which require a simple configuration file (explained on page 211). We also offer a model for controlled deployment across multiple G5K sites to complement our language.

Conclusion

This chapter presents some workflow systems and their forms to specify distributed analysis, especially focused on expressiveness, concurrency, and distribution mechanisms relevant to multi-site analysis. From our survey, we identified shortcomings in such mechanisms. For example, Snakemake defines the analysis using association rules in text files, limiting multi-site analysis due to multiple dependencies between those rules. Swift offers a C language-based syntax, which is hard to understand, nor does it make it easy to distribute the analysis across multiple sites. Pegasus supports multiple distributed environments but is limited in specifying and executing workflows or parts of them across different geo-distributed distributed sites. Finally, these systems lack mechanisms that facilitate easy deployment in cloud environments, often requiring technical knowledge from the user to achieve such deployment.

Based on these shortcomings, we propose FeDeRa, a language to specify multi-site analyses. The FeDeRa language also provides abstractions to fine-tune the deployment across distributed machines. FeDeRa enables, in particular, the definition of workflows between multiple sites. FeDeRa is implemented as a Python library that provides a declarative programming language for specifying multi-site analyses. FeDeRa provides control-flow and dataflow programming strategies, treating data as a first-class citizen. Our language is complemented with two features: dataflow programming and declarative concurrency.

FeDeRa uses specialized libraries to ensure data sharing between sites through variable dataflow, using message-passing patterns, and achieving point-to-point communication between each site. The syntax offered in FeDeRa is transformed into executable code in Python, which is deployed in a controlled way on each site. The architecture provided is flexible and aligned to multi-site analysis, like those previously presented in FDC systems.

Finally, we present a qualitative evaluation of our approach to specifying distributed analyzes versus other workflow systems based on three properties: expressiveness, concurrency, and distribution. By comparing three current systems, we identified benefits in our language in each property, which are appropriate for biomedical analysis and their participants. The mechanisms provided in our language make it easy to specify analyses and deploy them in multi-site environments.

Chapter 7

CONCLUSIONS

This thesis addresses the problem of designing, implementing, and deploying information systems to analyze massive amounts of biomedical data using a globally distributed infrastructure while respecting data ownership and privacy. Concretely, we argue that due to the amount of biomedical data, and the legal and socio-economic restrictions on these data, scientific analyses can no longer be done by individuals or single organizations. Instead, researchers need to design Fully Distributed Collaborations which are research endeavors that harness means to exploit and analyze massive biomedical information collaboratively over geo-distributed infrastructures. However, in their current state, computer tools are not prepared to support such collaborations. In particular, they do not provide means to address legal and socio-economic restrictions on data. In most cases, researchers are forced to request full access to the data of all parties involved in the collaboration, and they design their experiments under this assumption.

In chapter 2, we first investigated the issues and challenges of collaborative research on biomedical data. We studied different types of biomedical data and the restrictions that apply to each. We also summarized the global landscape of current data-sharing regulations, which determine how and when to share personal data, including biomedical information. We also presented biomedical projects that involve collaboration between geo-distributed teams, their restrictions, and the opportunities associated with the current tools for biomedical analysis, such as workflow systems. Finally, we presented in detail a collaborative scenario involving the participation of sites in Colombia and France. This scenario is used during the thesis development to present and discuss our contributions.

In chapter 3, we presented the state of the art of Biomedical Analytical Tools and Techniques. First, we investigated how these analytical tools were used to solve biomedical problems. In particular, we investigated how they were used to solve five relevant problems during the DNA sequencing process. We then categorized a subset of these tools, namely workflow systems, into three categories: the specification of tasks, the ability to reproduce experiments, and interoperability properties. Finally, we studied them from the perspective of three architectural features: data and computation placement, privacy and security, and architecture and distribution level. During the investigation, we found limited support to address the needs and requirements of FDCs.

From the revision of the literature, we identify several research opportunities for the distributed processing of biomedical data [START_REF] Garzón | A taxonomy of tools and approaches for distributed genomic analyses[END_REF]. Current tools and systems for distributed genomic analyses have several limitations, including implementing efficient heuristics for the placement of computations and data according to the restrictions specific to each experiment. Similarly, regarding privacy and security, most current systems do not provide native means to address security issues and delegate responsibility to the computing infrastructure (e.g., the cloud infrastructure). Finally, the scalability and performance quality attributes have limited support to configure and execute complex distribution patterns over heterogeneous infrastructure and across data privacy and ownership boundaries. They use efficient frameworks to analyze data in distributed environments but neglect biomedical, legal, and socio-economic considerations. Thus, in Chapter 4, we introduce the concept of Fully Distributed collaborations (FDCs), which constitute collaborative research endeavors where the confidentiality and ownership of biomedical data are satisfied while providing means to analyze and exploit the information collaboratively. FDC-based analyses take advantage of local computing facilities at each site, minimize security risks in sharing data, and favor global biomedical data restrictions. FDCs promise to enable more powerful biomedical analyzes defined in distributed workflows operating over large volumes of shared public and private data. Three topologies complement our collaborative approach for distributed processing based on sequential, hierarchical, and fully distributed architectures. We also extend our FDC approach with two security strategies for sharing data when it is necessary to share data securely between the parties. The first is to share data in secure containers, and the second is to share and operate over the encrypted data, maintaining the data encrypted. The FDC features mitigate technical, legal, and socio-economic constraints by adopting secure mechanisms, expressive definition languages, and a rich set of architectural features that promote reliable collaborations.

Chapter 5 proposes a biomedical analysis algorithm compliant with the FDC requirements and based on Random Forest. The scenario considers a novel implementation of the Random Forests algorithm in a fully distributed multi-site setting. Our fully distributed random forest algorithm (MuSiForest) offers strategies to use private data to train models at each site without sharing raw information and aggregate and optimize them accord-ing to the distributed processing topology. MuSiForest shows better results regarding the shared information size and the required computation infrastructure. The performance learning rate is close to but lower than centralized versions of the Random Forest algorithm. We also present strategies to improve the performance of the MuSiForest model by sharing partial information securely. Allowing the algorithm to share partial information produce models with less bias than the initial proposal of not sharing data between sites. We experiment with geo-distributed data corresponding to gene expression levels for five types of cancer. The goal is to build a global model for prediction from the aggregation of privately trained local models at each site. Our algorithm was efficient in computing overhead and amount of shared data, and our learning performance was close to expensive and unfeasible centralized training.

Finally, Chapter 6 presents a language to specify fully distributed collaborative analyses in a declarative way. Our language combines FeDeRa and Python statements, where the need for the data drives the analysis. FeDeRa is a language to support FDCs with two main features: declarative and concurrent, extending Python with share assignment variables and dataflow variables as futures. The language provides instructions that are transformed into executable code to be interpreted in Python. The language was tested against three current workflow systems to assess the level of expressiveness and distributed and concurrency mechanisms. Our experiments found that the syntax and way of specifying and deploying multi-site analysis are appropriate for biomedical users in contrast to the technical knowledge required in current systems to configure and deploy analysis in multi-site environments. The results also show that workflows are defined more simply and naturally than the other workflow languages. For example, a notable reduction in the number of instructions to specify analysis with our proposal compared to others shows expressiveness benefits. As result, we offer a user-friendly approach, eliminating the complex practices that current systems provide for specifying multi-site analyses.

Future work

The results of this dissertation reveal opportunities for future research in biomedical data analysis in geo-distributed environments. Here we discuss possible future works in three categories: the implementation of fully distributed algorithms for data analysis, automated compilation from FeDeRa into Python code, more expressiveness in workflow languages, and secure sharing of biomedical data.

Fully distributed processing algorithms

The global restrictions on sharing biomedical data motivate research on more fully distributed processing algorithms, such as those based on distributed and federated learning. In this thesis, we presented a strategy based on vertical data partitioning. However, as a complement, new approaches can be based on horizontal and hybrid data partitions. In addition, combining other data sources on the same samples can reveal more findings in the study of each patient, such as jointly processing images and genomic data.

As a future implementation, other FDC scenarios can consider the composition of other local models (classifiers) resulting from algorithms such as Support Vector Machines [START_REF] Hearst | Support vector machines[END_REF], K-Nearest Neighbor [START_REF] Cover | Nearest neighbor pattern classification[END_REF], and Neural Networks [START_REF] Anil K Jain | Artificial neural networks: A tutorial[END_REF]. This composition generates different aggregated models, which could improve the precision due to the training strategy of each algorithm. This idea would seek to combine the benefits of each classifier to train a global model that best approximates the performance of centralized training.

Finally, during the prediction process, a weighted voting mechanisms strategy could be implemented [START_REF] Stacey J Winham | A weighted random forests approach to improve predictive performance[END_REF][START_REF] Zhu | Class weights random forest algorithm for processing class imbalanced medical data[END_REF] in contrast to our approach, where all trees have the same weight during the prediction. The weight could be determined by the level of contribution of each site. For example, the weight used during the global model could be determined based on the number of samples from each site. However, the collaborative model can explore other statistical measurements to find the best voting mechanism during the prediction phase.

Improve FeDeRa functionalities

We have applied the transformation manually for each of the FeDeRa statements into Python code. In future work, we propose the automated generation of executable code from our declarative specifications. To achieve this, it must be necessary to define the automatic compilation with the validation of our syntax and the correct transformation of our instructions into native code to be executed by the Python interpreter. In addition, we propose the automated implementation of deadlock handling mechanisms as future work. This implementation will permit early detection of deadlocks between resources required from multiple sites.

Moreover, improving the expressiveness of language mechanisms in terms of supporting more distributed processing environments is necessary. For example, we implemented a module to deploy automated geo-distributed analyses in Grid'5000 (G5K ), but it is important to propose other scripts for automated deployment in popular cloud environments. Finally, we consider to improve our specification forms to have more expressiveness, such as designing graphical user interfaces, but without requiring the configuration of specialized routines through the interface, as in traditional workflow systems.

Secure sharing of biomedical data

As evaluated in state of the art, current tools and workflow systems partially address security and privacy issues. They either delegate security to the computing infrastructure (e.g., a cloud provider) or provide basic mechanisms. Therefore, it is necessary to improve the ways to protect the data during processing during all analysis phases, from the collection to results generation. These efforts should be focused on multi-site analysis, where recently, there have been more and more restrictions to sharing biomedical data. Furthermore, the analysis must consider processing encrypted data using complementary techniques to the costly homomorphic encryption. Such as training models from encrypted data focused on global supervised services where consumers send encrypted samples, and the model is also applied in an encrypted way [START_REF] Bost | Machine learning classification over encrypted data[END_REF]. The idea is to extend various models through machine learning as a service approach [START_REF] Ahmad P Tafti | Machine learning-as-a-service and its application to medical informatics[END_REF]. Résumé: Ces dernières années, la quantité de données biomédicales collectées et stockées a considérablement augmenté. L'analyse de ces grandes quantités de données ne peut plus être effectuée par des individus ou des organisations uniques. Ainsi, la communauté scientifique crée des efforts de collaboration mondiaux pour étudier ces données. Cependant, les données biomédicales sont soumises à plusieurs restrictions légales et socio-économiques entravant les possibilités de collaboration en recherche.

Dans cette thèse, nous étudions et montrons d'abord que les chercheurs ont besoin de nouveaux outils et techniques pour répondre aux restrictions et aux besoins des collaborations scientifiques mondiales sur les données biomédicales géodistribuées. En particulier, nous identifions trois types de contraintes liées aux collaborations mondiales, à savoir les contraintes techniques, juridiques et socio-économiques. Nous étudions également l'état de l'art des outils actuels d'analyses biomédicales globales distribuées, y compris les outils utilisant des techniques d'apprentissage automatique, et montrons leurs limites.

À partir de ces résultats, nous proposons des collaborations entièrement distribuées (FDC), qui sont des efforts de recherche qui exploitent des moyens pour exploiter et analyser de manière collaborative des informations biomédicales massives tout en respectant les restrictions légales et socioéconomiques. Ici, nous étudions le concept, les propriétés et les fonctionnalités des FDC, ainsi que les exigences architecturales et les besoins en matière de sécurité et de confidentialité. Comme premier exemple de conception d'outils basés sur FDC, nous proposons une stratégie d'apprentissage automatique entièrement distribuée. La stratégie considère un algorithme de formation de forêt aléatoire où plusieurs sites géo-distribués, avec leurs propres données privées, calculent un modèle global en collaboration sans partager d'informations privées. L'algorithme proposé, appelé MuSiForest, s'améliore par rapport aux autres approches forestières multi-sites existantes en améliorant le temps de calcul et en réduisant la quantité de données partagées tout en ayant une précision d'apprentissage proche de celle des techniques forestières aléatoires centralisées.

Enfin, nous étudions comment les systèmes de workflow ont été largement utilisés pour spécifier les analyses de données biomédicales, et nous montrons les limites actuelles de ces outils. Nous montrons comment ils offrent des moyens limités pour définir, déployer et exécuter des études multi-sites dans l'infrastructure distribuée d'aujourd'hui tout en respectant la propriété des données et les restrictions de confidentialité. Nous proposons ensuite FeDeRa, un langage pour spécifier, déployer et exécuter des workflows scientifiques multi-sites conformes à la FDC. Le langage est enrichi d'abstractions pour déployer l'analyse dans des infrastructures cloud géodistribuées et d'abstractions pour définir des modèles de flux de travail complexes à travers les frontières multi-sites. FeDeRa prend en charge la programmation par flux de données et la concurrence déclarative de manière native. Nous présentons également l'implémentation d'un moteur d'exécution supportant l'exécution des workflows FeDeRa et des expérimentations déployées sur une infrastructure cloud. Title: Secure distributed workflows for biomedical data analysis Keywords: Distributed biomedical analyses, fully distributed collaborations, workflow specification language, multi-site analyses, distributed workflow analyses.

Abstract: In recent years, the amount of biomedical data collected and stored has grown significantly. Analyzing these extensive amounts of data can no longer be done by individuals or single organizations. Thus, the scientific community is creating global collaborative efforts to study these data. However, biomedical data is subject to several legal and socioeconomic restrictions hindering the possibilities for research collaboration.

In this thesis, we first investigate and show that researchers require new tools and techniques to address the restrictions and needs of global scientific collaborations over geodistributed biomedical data. In particular, we identify three kinds of constraints related to global collaborations, namely, technical, legal, and socioeconomic constraints. We also investigate the state of the art of current tools for distributed global biomedical analyses, including tools using machine learning techniques, and show their limitations.

From these findings, we propose Fully Distributed Collaborations (FDC), which are research endeavors that harness means to exploit and analyze massive biomedical information collaboratively while respecting legal and socioeconomic restrictions. Here, we investigate the concept, properties, and features of FDCs, as well as the architectural requirements and security and privacy needs. As a first example of the design of FDC-based tools, we propose a fully distributed machine learning strategy. The strategy considers a random forest training algorithm where multiple geo-distributed sites, with their own private data, compute a global model collaboratively without sharing private information. The proposed algorithm, called MuSiForest, improves over other existing multi-site forest approaches by ameliorating computation time and reducing the amount of shared data while having a training precision close to that of centralized random forest techniques.

Finally, we investigate how workflow systems have been widely used to specify biomedical data analyses, and we show the current limitations of those tools. We show how they offer limited means to define, deploy, and execute multi-site studies in today's distributed infrastructure while respecting data ownership and privacy restrictions. We then propose FeDeRa, a language to specify, deploy, and execute FDC-compliant multi-site scientific workflows. The language is enriched with abstractions to deploy analysis in geodistributed cloud infrastructures and with abstractions to define complex workflow patterns across multi-site boundaries. FeDeRa supports dataflow programming and declarative concurrency natively. We also present the implementation of a runtime engine supporting the execution of FeDeRa workflows and experiments deployed on cloud infrastructure.
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 5 Figure 5.3 shows the phases of the proposed methodology (upper line) and the corresponding steps (remaining part).
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 2 Figure 2.1 illustrates the most relevant protection regulations on data sharing worldwide and the status of each one, implemented or under study. The information presented comes from different sources such as data-privacy reports [Glo; Sana; Sanb; Map] and
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 2 Figure 2.2 -Hospitals, data flows and processing sites of the ICAN project
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 2323 Figure 2.3 details the process performed on computing platforms (different clusters) located in Nantes and Rennes. The medical images and their metadata are uploaded using the Shanoir-NG (SHAring iN vivO Imaging Resources, Next Generation) neuroimage data
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 24 Figure 2.4 -Scenario for distributed processing analysis in Fully Distributed Collaborations across four sites
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 3 Figure 3.1 -High-Throughput Sequencing (HTS) data analysis protocol (based on [De +12])
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 32 Figure 3.2 -General idea of the learning process approach.
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 33 Figure 3.3 -Supervised and unsupervised learning. Supervised learning trains a model to best separate two classes {+, -}. Unsupervised learning seeks to cluster samples based on common features.
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 35 Figure 3.5 -Bagging strategy for training and evaluating multiple classifiers in an ensemble learning model.
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 3 Figure 3.5 presents the bagging strategy with an ensemble model composed of k classifiers. The first part generates independent bootstrapped data sets to train each classifier. Each classifier, Model i , is trained from each bootstrapped dataset, D i . Next, each model
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 36 Figure 3.6 -Representation of a data set, in two forms, by a decision tree with two attributes (x 1 , x 2 ) and one binary class {+, -}, and by decision boundaries.
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 3 Figure 3.7 -Random Forests algorithm.
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 3 Figure 3.7 presents the idea of training and applying the random forest algorithm. Each tree is built from the bootstrap dataset of the original ensemble (using a bagging strategy) and a random sampling of features, each contributing to the error classification of the forest. If the class type of the data is a numeric value, then the training corresponds to a regression task, and the final consensus of the forest is achieved by averaging the results of each tree. On the contrary, if the class corresponds to a discrete value, it is a classification task. The final prediction is calculated by voting among the individual predictions of each tree.
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 3 Figure 3.8 -Distributed Machine Learning aggregation strategies.

  For today's biomedical data analysis needs, distributed machine learning is an active and relevant area in the coming years with many challenges such as improving traditional statistical techniques, ensuring efficient communication between multiple sites, enhancing current privacy and security techniques, enabling the processing of heterogeneous sites, and seeking a good precision of the global model [Ver+20; LWH; Xu+21]. Parallelism Strategies for DML Different initiatives have been proposed to alleviate the workload training on large volumes of data, such as applying parallelism strategies during different phases of the learning process, parallelism at the level of data, models, and hybrid techniques [Ver+20; Liu+22; Yan+19]. Data Parallelism. The most intuitive way to apply parallelism is on the data. The training is applied in parallel on different machines from each dataset. Model training is data-centric, and during training, multiple independent devices can communicate synchronously or asynchronously to train the global model. The communication considers the sharing of parameters or intermediate models between the parallel devices; for example, implementations based on MapReduce have synchronous communication, while the parameter server architecture trains asynchronously. The communication does not consider sharing raw data between the parties, only intermediate values or models to apply some aggregation strategy to train the global model.
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 3 Figure 3.9 -Horizontal Data Partitioning.
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 3 Figure 3.10 -Vertical Data Partitioning.
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 4 Figure 4.1 -FDC analysis between four cities distributed in two countries.
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 4 Figure 4.2 -FDC Machine Learning over multi-site workflows.
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 3 The Architecture of FDCs require specialized workflow languages.
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 43 Figure 4.3 -FDC Fully-Distributed Architecture.

Algorithm 1 3 :else 5 :

 135 Building a Decision Tree Input: Dataset D with samples and a list of attributes (variables) A. Output: Decision Tree 1: TreeGrowing(D,A) 2: if stop_condition(D) then return leaf with the most common value of class in D as a label. 4: bestA ← best_split_attribute(D, A) 6: tree ← new tree with root bestA 7: for each value v k in bestA do 8: D exs ← {e : e ∈ A and e.bestA = v k } 9: child ← T reeGrowing(D exs , A -bestA) 10: add child a branch to tree with label (A = v k ) 11:

  .2) where D = D 1 ∪ D 2 , D 1 ∩ D 2 = ∅ , and |D i | denotes the number of samples in D i .

4 9:Algorithm 4

 44 return Entropy(D)The algorithm describes the strategy to calculate the Entropy value. The process assumes a dataset D and estimates the Entropy for the attribute A.Consequently, the Information Gain uses the Entropy Equation 5.4 to be defined as:IG(D, A) = S(D) -S(D|A), (5.5) where S(D|A) corresponds to the entropy value in the data set resulting from dividing the data set D by the attribute A. Information Gain estimation Input: Dataset D and list of attributes A. Output: IG value, Attribute 1: entropy ← Entropy(D) 2: for each attribute a in A do 3:
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 51 Figure 5.1 -Decision tree modeling a data training process with thousands of genes, multiple classes, and five paths from the root to leaves.
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 51 Confusion matrix for a binary classification problem. an example of a confusion matrix for a binary classification problem with only two output classes (e.g., positive and negative). The four entries are calculated based on the correct and incorrect records predicted by the model: TP (True Positive) is the number of predictions in which the model correctly predicts the positive class. TN (True Negative) is the number of predictions where the model correctly predicts the negative class. FP (False Positive) is the number of incorrect predictions, where the model incorrectly predicts the positive class when the actual class is negative. FN (False Negative) is the number of incorrect predictions, where the model incorrectly predicts the negative class when it is positive.
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 53 Figure 5.3 -Construction and evaluation of the RF model under Fully Distributed Collaborations. The process involves s sites. From each dataset a training (D TR ) and testing (D TE ) set are generated that are used on the local and collaborative models privately.
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 5 Figure 5.3 shows the phases of the proposed methodology (upper line) and the corresponding steps (remaining part).

Algorithm 5 4 :

 54 Model Training Input: Dataset D i composed of m i labeled samples {(x 1 , y 1 ), ..., (x m , y m )}, ntree: number of trees, f eat: number of features, depth: maximum depth reaches, mtry: number of attributes considered at each split Output: RF Model, D TE 1: D T R , D T E ← split_into_training_testing(D i ) 2: RF ← empty_set 3: do in parallel {for each tree in RF } bstrap, oob ← generate_bootstrap_sample(D T R ) 5:

  (i) Generating a training dataset D TR , by choosing a percentage of random samples from the local dataset D i , (ii) Resampling n different bootstrap samples, bstrap, to train each tree separately from the training dataset D TR , (iii) Training each tree to find a function RF that better maps the input values, bstrap, to the class.
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 54 Figure 5.4 -Secure Data Container strategy to share partial data securely.
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 55 Figure 5.5 -Secure Tree Data strategy based on FHE to build each level tree securely.

Phase1: 5 5

 5 Share the encrypted test samples to be classified with the other RF model Evaluate the local forest with external test samples. The forest and test samples are encrypted. versus true class, and store misclassification samples in D VAL Receive the misclassified testing samples (D VAL ) to retrain the local forest 5 Apply the MuSiFores algorithm on the aggregated data sets D and D VAL from the other site to retrain the RF model.
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 56 Figure 5.6 -Bias-correction strategy based on a secure global validation dataset.

4 .

 4 Next, site 1 receives the validation set from site 2 , D VAL 2 , and site 2 receives the D VAL 1 dataset from site 1 . Each validation set comprises samples from the other site misclassified by each local forest, where the local model was wrong in those predictions. 5. Finally, site 1 expands the initial dataset D 1 with D VAL 2 . This new dataset is used to train the collaborative model based on the MuSiForest algorithm. Similarly, datasets D 2 and D VAL 1 are joined for use in site 2 . The local data and validation set from the other site are combined privately to train the forest following our approach illustrated in Figure 5.3 (on page 146).
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 57 Figure 5.7 -Architecture of the MuSiForest engine.
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 5 Figure 5.8 -Execution Architecture the MuSiForest algorithm.
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 5 Figure 5.8 complements the architecture diagram presenting the execution flow between the system components. The diagram illustrates the execution architecture of the MuSiForest algorithm. The figure details the architecture components with two execution flow between the site and the aggregator. The first flow is in charge of the model's local and global construction process, while the second sends back the collaborative models and ensures the application of these on local data. In Figure5.8, the three main processes are detailed in tasks (numbered from a. to g.) delegated to each controller. These controllers
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 59 Figure 5.9 -Diagram of deployment components among three sites.
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 5 Figure 5.10 -Sequential aggregation, each site builds the local model and shares it with others until all sites participate sequentially.

Figure 5 .

 5 Figure 5.11 -Hierarchical aggregation with one intermediate level, each site builds a local model and shares with the intermediate sites. The intermediary collects the models to the top and then shares the collaborative model with all sites.

Figure 5 .

 5 Figure 5.12 -Example of Fully distributed aggregation, through peer-to-peer communication, the sites share the models until the participation of all results in the collaborative version.

  3.2.3, are met: (i) implementing ensemble learning strategies applied to fully distributed architectures, (ii) aggregating the best trees to each site to have a global model with similar learning performance to the centralized version, (iii) designing flexible and scalable distributed workflows to analyze biomedical data, (iv) incorporating sharing strategies while preserving data privacy and security.
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 5 Figure 5.13 -Grid'5000 (G5K ) nodes distribution.
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 5 Figure 5.14 -Experiments deployed with the participation of s sites versus the centralized training.

  for collaborative and centralized models in 3 Sites
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 515 Figure 5.15 -Comparison of metrics for collaborative and centralized models in 3 Sites.

Figure

  Figure 5.15 presents these four metrics for the experiment deployed on three sites. In this experiment, each site builds a forest of 100 local trees, and the size of the collaborative model is 300 trees. Similarly, the centralized model comprises 300 trees but is trained over aggregated data on one site. The x-axis indicates the number of iterations, corresponding to the number of times each model was trained independently. The centralized model does better on all four metrics than the collaborative model because it trains the model

Figure 5 .

 5 Figure 5.16 -Comparison of metrics for the models: BestPercCollaborative (BCoM) and Centralized (CeM) in different distributed scenarios.

Figure 5 .

 5 Figure 5.16 presents these classification metrics for more distributed experiments for two random forest versions, Best Median Collaborative (BCoM) and Centralized Model (CeM). The x-axis values indicate the number of deployed sites and the configuration of each forest represented by Hundreds (H) or Thousands (K) of trees. In these other

Figure 5 .

 5 Figure 5.19 -Computational Time Training a Model: centralized versus collaborative versions.

Figure 5 .

 5 Figure 5.20 -Comparison of local models per site versus the Secure Data Containers (SDC) strategy for three sites.

Figure 5 .

 5 Figure 5.20 presents the model's performance trained on a central and collaborative version versus the Secure Data Containers (SDC) strategy between three sites. The upper part shows three models: the centralized (trained over aggregated data), the trained

  ). The difference corresponds to 2 or 3 percentage points. In contrast, we compared the central model with the proposed secure model (purple line) and found a reduction in the difference between these two learning performances.The central model continues with better performance, but the difference is reduced compared with the SDC model and the MuSiForest proposal. The difference corresponds to between 0.3 and 1.4 points. This performance learning result improves the model aggregated by secure sharing SDC versus the collaborative MuSiForest model. Therefore, our safe sharing strategy to improve the bias of the global model is feasible according to these experimental figures. Since the performance of the SDC model (purple line) is improved versus the fully distributed proposal, the MuSiForest algorithm (blue line).
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 661 Figure 6.1 shows a workflow representation of the scenario, which considers the training
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 62 Figure 6.2 -Dataflow representation between French and Colombian sites that share information on one variable E.

Figure 6

 6 Figure 6.2 is a part of the collaborative workflow proposed between France and Colombia (illustrated in Figure6.1). Figure6.2 presents a dataflow between multiple sites that execute independent tasks but sometimes require collaboration. The left part of the dataflow corresponds to the French sites and the right side to the Colombian process. The French sites can share data and models as indicated in each step. Some steps are
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 464 Figure 6.4 -A distributed machine learning scenario among three sites applying the steps: Build a Local Model (BLM), Merge Models (MMD), and Model Evaluation (MEO).
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 6667 Figure 6.6 -FeDeRa compilation process.
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 356 Figure 6.10 -FeDeRa specification for the global conditions of the collaborative scenario presented in Figure 6.1 (introduced on page 72)
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 6 Figure 6.11 -FeDeRa specification for Colombian site in the collaborative scenario illustrated in Figure 6.1
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 6 Figure 6.13 -Communication between two sites via the Single Share Store SSS.
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 615 Figure 6.15 -FeDeRa distributed runtime architecture.
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 6 Figure 6.16 -FeDeRa communication distributed architecture.
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 6 Figure 6.19 -Workflow to split a single input into four independent files on which word frequencies are calculated output as a single file.

Figure 6 .

 6 Figure 6.21 -Specification in Snakemake for the workflow analysis presented in Figure 6.19 .
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  Figure 6.22 -Specification in Pegasus for the workflow analysis presented in Figure 6.19 .
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 6 Figure 6.23 -Specification in FeDeRa for the workflow analysis presented in Figure 6.19 .
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Table 3 .

 3 2 -Workflow description characteristics of the SWFMSs

	SWFM	Workflow Graph User Interface	Spec. Language
	Galaxy	cyclic graph	graphic	N/A
	Kepler	cyclic graph	graphic	XML-based
	Knime	acyclic graph	graphic	N/A
	Nextflow	acyclic graph	textual	Groovy-based
	Pegasus	acyclic graph	textual	XML-based
	Swift	cyclic graph	textual	Objective-C-based
	Taverna	acyclic graph	both	SCUFL-based
	Triana	cyclic graph	graphic	XML-based
	Snakemake	acyclic graph	textual	Python-based
	Wings	acyclic graph	graphic	OWL-based

Table 3 .

 3 

	3 -Computational reproducibility characteristics in the SWFMSs
	SWFM	Data Provenance WF Exchange	Annotations
	Galaxy	Yes	GA(v19), Format2 (>v19)	Yes
	Kepler	Yes	KAR	Yes
	Knime	No	KNWF	No
	Nextflow	No	NF	No
	Pegasus	No	DAX(v4.0) and YAML(v5.0)	No
	Swift	Yes	Swift	Yes
	Taverna	Yes	SCUFL	Yes
	Triana	No	XML	No
	Snakemake	No	Snakefiles	No
	Wings	Yes	RDF/SWRL	Yes
	Table			

Table 3 .

 3 

		4 -Interoperability properties in the SWFMSs
	SWFM	Language Binding	REST API capabilities
	Galaxy	Python, PHP, Java, JavaScript	Low-level: interact with data,
			runtime tools and WFs, handling
			histories
	Kepler	Java, R	No
	Knime	Python scripts via UI	Interaction by UI for Extract,
			Transform, and Load (ETL), and
			score a model for analysis predic-
			tion
	Nextflow	No	No
	Pegasus	Python, Java, R	Monitoring, defining and execut-
			ing workflows.
	Swift	No	No
	Taverna	Java scripts via UI	Monitoring and executing work-
			flows
	Triana	Java scripts via UI	No
	Snakemake Python	No
	Wings	Java, Matlab, and Python scripts	No
		via UI	
	Table		

  4 . Knime provides interoperability mechanisms, although limitedly, through the licensed component Knime Server. It enables calling web services as part of the workflow design by means of a graphical interface. Knime performs ETL (Extract, Transform, Load) operations via REST services and integrates with external visualization tools. Finally, Pegasus and Taverna provide functionalities through REST web services to support monitoring, design, and specification of workflows.The table shows that interoperability mechanisms are limited in current workflow systems. Other researchers have identified these shortcomings; see the research presented in [EHT10; AIG12; Sil+17]. Sarah et al.[START_REF] Cohen-Boulakia | Scientific workflows for computational reproducibility in the life sciences: Status, challenges and opportunities[END_REF] also identified interoperability between workflow systems as an open challenge, suggesting a standard intermediate model between the specification and execution layers to interoperate between different workflow systems.

Table 3 .

 3 5 -A categorization of BATTs and SWFMSs according to our architectural features proposed

	Name	Paradigm	D/C Placement Data Computation	Privacy and Security	Perform & Scalability Architecture Abstraction
	Taverna	Workflow	loc+, ext	dynamic	+	distribut	explicit
	Galaxy	Workflow	loc+, ext	dynamic	+	distribut	explicit
	Kepler	Workflow	loc++	dynamic	++	distribut	explicit
	Knime	Workflow	local	static	delegated	distribut	explicit
	Nextflow	Workflow	loc+, ext	dynamic	delegated	distribut	delegated
	Pegasus	Workflow	loc+, ext	static	++	distribut	delegated
	Swift	Workflow	loc++, ext	dynamic	delegated	distribut	delegated
	Triana	Workflow	loc++	dynamic	delegated	distribut	delegated
	Snakemake	Workflow	loc+, ext	dynamic	delegated	distribut	delegated
	Wings	Workflow	loc+	static	delegated	distribut	minimal
	Sparkhit	MapReduce	loc++	dynamic	delegated	PCluster	explicit
	Crossbow	MapReduce	loc+	static	delegated	PCluster	delegated
	MetaSpark	MapReduce	loc++	static	delegated	PCluster	explicit
	CloudBurst	MapReduce	loc+	static	delegated	PCluster	explicit
	Halvade	MapReduce	loc+	static	delegated	PCluster	delegated
	DistMap	MapReduce	loc+	static	delegated	PCluster	delegated
	Myrna	MapReduce	loc+	static	delegated	PCluster	delegated
	SparkBLAST MapReduce	loc++	static	delegated	PCluster	delegated
	K-mulus	MapReduce	loc	static	delegated	PCluster	delegated
	CloudSW	MapReduce	loc++	static	delegated	PCluster	explicit
	SOAPsnp	Sequential	loc	local	N/A	standalone	N/A
	S-MART	Sequential	loc	local	N/A	standalone	N/A
	CAFE	Sequential	loc	local	N/A	standalone	N/A

Table 3 .

 3 7 -Classification of SWFMSs according to the level of distribution offered.

	SWFM	WF Scheduling Data Management WF Partitioning Distribution Level
	Taverna	centralized	centralized	Yes	Partial
	Galaxy	centralized	centralized	Yes	Partial
	Kepler	centralized	all		Partial
	Knime	centralized	centralized	Yes	Limited
	Nextflow	centralized	centralized	Yes	Partial
	Pegasus	centralized	mediated	Yes	Limited
	Swift	decentralized	all		Fully
	Triana	decentralized	peer-to-peer		Fully
	Snakemake centralized	centralized	Yes	Partial
	Wings	centralized	mediated	No	Partial
	The first column represents the workflow scheduling architecture: central workflow (centralized)

  Bootstrapping strategy, from the initial dataset D with m records, then m samples are selected with replacements to generate one bootstrapped data set.ance reduction of the ensemble model. Bootstrapping is a statistical manner to evaluate the accuracy of a prediction through resampling samples from a single dataset to create multiple datasets[START_REF] Hastie | The elements of statistical learning: data mining, inference, and prediction[END_REF]. Figure 3.4 illustrates the bootstrapping method. There is an initial data set D with m records. bootstrapping generates a new data set with m records by sampling from D uniformly and with replacement. The new data set by resampling has m records and can consider repeated records of the initial data set. For example, in the figure, the record {x 2 , y 2 } is repeated in the generated data set, but the total number of records, m, is equal to the initial data set. The resampling data set is known as the bootstrapped data set. For each classifier in the ensemble model, it is necessary to generate multiple bootstrapped data sets, one for each classifier. Finally, aggregating combines the prediction results of each classifier through a joint decision of the models.

	Initial dataset with m records		Bootstrapping with replacement		Bootstrapped dataset with m records
			randomly selects m records	{x 4 ,y 4 } = (x 41 ,x 42 ,...,x 4n ,y 4 ) {x m ,y m }=(x m1 ,x m2 ,...,x mn ,y m ) {x 2 ,y 2 } = (x 21 ,x 22 ,...,x 2n ,y 2 )
				{x 2 ,y 2 } = (x 21 ,x 22 ,...,x 2n ,y 2 )
	Figure 3.4 -Dataset Aggregating Bagging Bootstrap	D 2 D 1	Model 2 Model 1	Pred 2 Pred 1	Final
					Prediction
		D K			
			Model k	Pred K	

Table 3 .

 3 8 -Comparison of some Supervised Machine Learning models

	Model	Description	Pred. Inter. Scal. Comp.	Over. Under.
	Decision	Builds a hierarchi-	-	++	++ fast	sensible sensible
	Trees	cal flow (tree) and				
		classifies traversing				
		from root to leaves.				
	K-	Estimates the simi-	+	-	-	expensive sensible sensible
	Nearest	larity between data				
	Neigh-	vectors by choosing				
	bors	the nearest neigh-				
		bors.					
	Random	Sets of decision	+	+	++ fast	treatable treatable
	Forests	trees as weak clas-				
		sifiers aggregating				
		the	individual				
		results of each tree.				
	Support	Computes the most	++	-	-	high	treatable treatable
	Vector	optimal hyperplane				memory
	Machines	to separate classes.				
	Deep	Multiple	layers	++	-	-	expensive treatable treatable
	Neural	with weighted con-				
	Networks	nections produce				
		an output from				
		input data.				

  determines the degree of uncertainty in a data set. Entropy is used to calculate the Information Gain (IG) to characterize the impurity of a dataset. The IG measure seeks to minimize the entropy level in the data set. During the tree construction, the attributes preferred are those with the lowest IG value. Entropy Algorithm 2 Gini Impurity estimation Input: The partitioned subsets D 1 and D 2 by A. Output: Gini impurity value 1: for each subset D i in {D 1 , D 2 } do

	2:

  is a large forest composed of the forests for s sites.

	CMPerc = s i=1 Best Per Trees i ,
	CMMdian = s i=1 Best

Mdn Trees i .

Table 5 .

 5 2 -Evaluation of the FScore metric for the trained models

	FScore

  that are trained privately, while the centralized one requires moving all raw data to a single site. Figure5.18 illustrates the shared data sizes during model training for the different distributed settings. Each site has part of the data due to the initial partitioning process of the experimental data, in total, corresponds to 1.8Gb.
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	Figure 5.17 -FScore metrics for collaborative and centralized models in different dis-
	tributed settings (H:Hundreds, K:Thousands) based from Table 5.2.

models

Table 5 .

 5 3 -Description of each data set in each site experimented in the Secure Data Containers' strategy.

	Data Description	Size	No.Samples No.Genes
	Central Data	1.8Gb	10471
	Data per site	∼549MB	∼3491
	Data required per site	∼84KB	20533
	Data unencrypted per site ∼280MB	∼2400
	Data encrypted per site	∼370MB	

Table

  

  Step 11 to node Step 21 means Step 11 is blocked and is waiting for Step 21 to bind a variable. WFG representation allows identifying if the system has deadlocks as long as there is a cycle between nodes. For example, Step 11 , Step 21 , and Step 31 form a cycle. Therefore, these steps form a deadlock. Algorithms, for instance, that are presented in[START_REF] Ajay | Distributed computing: principles, algorithms, and systems[END_REF], must satisfy two conditions: i. detection of deadlocks in a finite time, avoiding the occurrence of new deadlocks, ii. ensure that it is a real lock and does not correspond to false deadlocks.
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Ces restrictions sur la capacité de calcul et les mécanismes de traitement sont complétées par des exigences de sécurité/confidentialité et des restrictions de partage de données biomédicales. Les risques en matière de sécurité et de confidentialité incluent les problèmes de fuite de données et de réidentification[Are+18]. Par conséquent, différents gouvernements et entités officielles tentent de réglementer le partage de données biomédicales. Un bon exemple est le GDPR (General Data Protection Regulation)[START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF], mis en oeuvre en 2018 par l'Union européenne. Le GDPR définit les règles de traitement et de partage des données personnelles, parmi lesquelles, entre autres, les données de santé, les données génétiques et biométriques. Afin de répondre à ces restrictions, nous proposons des collaborations entièrement distribuées (appelées FDCs: Fully Distributed Collaborations) pour traiter les données biomédicales. Les FDC sont des efforts de recherche qui exploitent et analysent des informations biomédicales massives de manière collaborative sur des infrastructures géodistribuées. Ainsi, les FDC nécessitent des outils et des techniques de collaboration capables d'utiliser des architectures distribuées avancées (données et calcul) pour faire face aux contraintes sociotechniques complexes et aux réseaux hétérogènes. Les FDC promettent de permettre des analyses biomédicales plus puissantes définies dans des flux de travail distribués fonctionnant sur de grands volumes de données publiques et privées partagées. Les analyses FDC favoriseront la coopération entre des groupes ou organisations de recherche géo-répartis, chacun étant généralement soumis à des contraintes, éventuellement locales, découlant des cadres juridiques, des contraintes de sécurité, des données privées sensibles

Nous soutenons que les nouveaux outils de collaboration scientifique devraient être soutenus par des architectures géographiquement distribuées qui prennent en charge les mécanismes de distribution, de concurrence et de sécurité pilotés par les besoins en données. Nous proposons ainsi une méthode de collaboration scientifique appelée Fully Distributed Collaborations (FDCs: Fully Distributed Collaborations). En résumé, les FDC sont des projets de recherche qui exploitent et analysent des quantités massives d'informations de manière collaborative sur des infrastructures géodistribuées tout en respectant la propriété de l'information, la confidentialité des données et les contraintes sociales et juridiques.Le flux de travail implique la participation de deux pays qui ne peuvent pas (raisonnablement) être mis en oeuvre par les systèmes traditionnels en raison de la dépendance centralisée à l'égard du placement des données et du traitement informatique. Ce workflow peut correspondre à l'extension proposée pour le projet ICAN. Dans le workflow, la France compte trois sites membres traitant les données situés à Nantes, Rennes et Paris, tandis que la Colombie dispose d'un seul site traitant les données à Bogota. Chacun des deux pays applique ses propres restrictions sur le partage de données, comme le GDPR[START_REF]ropean Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data[END_REF] en

Nous complétons cet algorithme par un langage enrichi pour spécifier les instructions de manière déclarative. La syntaxe du langage offre des moyens d'améliorer l'expressivité et l'interprétabilité qui sont très utiles pour les utilisateurs biomédicaux.Les systèmes de workflow actuels offrent des mécanismes pour spécifier des analyses scientifiques, mais ils disposent de moyens limités pour configurer des déploiements sur des environnements distribués complexes et hétérogènes. En particulier, ils manquent de mécanismes pour prendre en charge le traitement géo-distribué. En ce sens, les flux de travail compatibles FDC doivent fournir des langages de spécification de flux de travail distribués intuitifs et flexibles, adaptés à une utilisation par des chercheurs qui ne sont pas des experts en informatique. Sur la base de ces lacunes, nous proposons FeDeRa, un langage permettant de spécifier des analyses multi-sites. Le langage FeDeRa fournit également des abstractions pour affiner le déploiement sur des machines distribuées. FeDeRa permet notamment de définir des workflows entre plusieurs sites. FeDeRa est implémenté en tant que bibliothèque Python qui fournit un langage de programmation déclaratif pour spécifier des analyses multi-sites. FeDeRa propose des stratégies de programmation de flux de contrôle et de flux de données, traitant les données comme un citoyen de première classe. Notre langage est complété par deux fonctionnalités : la programmation de flux de données et la concurrence déclarative.FeDeRa utilise des bibliothèques spécialisées pour garantir le partage de données entre les sites via un flux de données variable, en utilisant des modèles de transmission de

Types of magnetic resonance examinations: MRI (Magnetic Resonance Imaging) and MRA (Magnetic Resonance Angiography).

Computational reproducibility refers to the system's properties to ensure that experiments can be executed repeatedly in different computational environments.

https://www.mdanderson.org/

See https://www.w3.org/TR/prov-overview/ for information on PROV.

https://fastapi.tiangolo.com/

We refer to fairness as the absence of generalization about the training data and the model's preference for a particular set of features.

https://scikit-learn.org/

https://zeromq.org/

https://pypi.org/project/p2pnetwork/

https://redis.io/

http://execo.gforge.inria.fr/

https://www.commonwl.org/

https://docs.python.org/3/reference/grammar.html

https://peps.python.org/pep-0008/

https://zeromq.org/

https://github.com/macsnoeren/python-p2p-network
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The second part describes the contributions of this thesis which are presented in the remaining chapters.

Chapter 4 presents the general motivation for Fully Distributed Collaborative biomedical analyses, defined as Fully Distributed Collaborations (FDCs). The case presented motivates the need to process biomedical data following the FDC approach. During the chapter, we present relevant FDC features, distributed processing architectures, security and privacy mechanisms.

Chapter 5 describes the MuSiForest algorithm, which implements a particular scenario that adopts the FDC properties. The MuSiForest algorithm takes advantage of distributed collaborative learning strategies. The development of the chapter presents relevant concepts associated with distributed machine learning, followed by the technical components of the implementation, and complemented by the experimentation and results for the proposed scenario.

Chapter 6 introduces the language to specify distributed and collaborative analysis. The distributed workflow specification language is defined as FeDeRa. The language supports the specification of analyzes driven by the need for data. FeDeRa is enriched with mechanisms to specify multi-site analyses that are more expressive and intuitive.

Chapter 5

FULLY DISTRIBUTED RANDOM FORESTS (MUSIFOREST)

where y i is the true class, and ŷi is the predicted class for the record x i . The accuracy can also be defined from the confusion matrix as:

In contrast, the classification error can also be defined as follows using the matrix entries:

Precision

Precision is defined as the portion of positive samples correctly classified divided by the total number of samples classified as positive. This metric measures how many samples predicted as positive are actually positive, defined as:

Recall

Recall indicates the number of positive samples classified as positive by the model. The recall value is the ratio between all well-predicted positive samples divided by the total number of positives, defined as: recall = T P T P + F N (5.12)

F-score

Also known as F-measure, it combines the previous metrics, Precision and Recall, into a single value. F-score is defined as:

Out-of-Bag (OOB) Error Estimation

The four classification metrics defined above evaluate the random forest and estimate a measure of the quality of the prediction of the trained model. However, it is possible to determine the error of each tree independently without the need to evaluate all trees in the forest together.

Chapter 6

WORKFLOW LANGUAGE FOR FDCS (FEDERA)

Introduction

Workflow systems are frequently used in biomedical research to model scientific experiments. They enable scientists, who are often laymen in informatics, to model analyses in terms of tasks, dependencies, and dataflows [START_REF] Liu | A survey of data-intensive scientific workflow management[END_REF]. Workflow systems also frequently support portability across different execution environments, such as grids and clusters [YB05; RB17]. However, current workflow systems do not support global multi-site collaborations, such as FDCs, because they lack coordination mechanisms for decentralization, distributed computations, and security and privacy models [START_REF] Pineda-Morales | Towards multi-site metadata management for geographically distributed cloud workflows[END_REF].

Current workflow systems offer mechanisms to specify scientific analyses, but they have limited means for configuring deployments on complex and heterogeneous distributed environments. In particular, they lack mechanisms to support geo-distributed processing. In this sense, FDC-compliant workflows must provide intuitive and flexible distributed workflow specification languages suitable to be used by researchers that are not experts in computer science.

In this chapter, we first investigate the expressiveness level and ease of use of current workflow specification languages. We then identify shortcomings in current workflow languages to specify workflow analysis in multi-site scenarios. Based on this analysis, we propose FeDeRa, a language to specify multi-site analyses. The FeDeRa language also provides abstractions to fine-tune the deployment across distributed machines. This chapter is structured as follows. Section 6.1 introduces workflow languages and presents some popular workflow systems used in biomedical analyses. Section 6.2 presents a workflow involving a multi-site machine learning scenario. Section 6.3 introduces our distributed and declarative language with its features, syntax, and semantics. Section 6.4 presents the implementation, architecture, and deployment features. Section 6.5 compares language follow Python's indentation rules 3 to delimit structure, establish code blocks, and take advantage of the benefits of code readability.

The grammar mainly introduces three statements that enrich our language for multisite analyses: parallel composition of multi-site workflows (represented by the grammar non-terminal WorkflowDef ), local flow declaration (non-terminal FlowDecl), dataflow variables declaration (DFVarDeclaration), and a binding operation for dataflow variables (DFVarBindings). The parallel composition between multi-site workflows is synchronized through the shared variables implemented in our language. statement in form of Python-style programs. Finally, the dataflow variables are bound (using FeDeRa's binding operator operator ':=') on lines 12, 21 and 30.

Transformational semantics of FeDeRa instructions

The FeDeRa statements are defined by transforming the FeDeRa's new constructs into executable (standard) Python code. The main idea of this semantics is to define the future-based by-need execution among multiple sites. 

Deploying on Grid'5000 (G5K )

Following the deployment mentioned in the previous chapter in Section 5.5.2 (on page 171), FeDeRa-specified analyses were also deployed in the Grid'5000 environment. The deployment is automated and controlled through the execo library. This library supports the automated execution from the local console on hundreds of nodes deployable on G5K. .17 -Grid'5000 (G5K) nodes distribution with FeDeRa and FDC components.

We first initialize each node required during the multi-site analysis from the specification in FeDeRa. Next, we set up the geo-distributed environment based on the nodes specified. We then move and install the FeDeRa and FDC components on each node. Finally, we start the execution according to the multi-site workflow specification. Figure 6.17 presents the distributed deployment of the modules and FeDeRa components installed in each site, where they can communicate point-to-point using the networkx library. 

Environment settings

The deployment is handled mainly by means of a configuration file that enables customizing the relevant site data, such as the arrangement of nodes and the configuration of the machines involved in the multi-site analysis. On each node, it is possible to indicate the operating system and the required libraries. The environment is first initialized at each site, and then the base software is installed. Finally, each site executes the specified workflow that implements the FDC. Figure 6.18 presents a part of the configuration file (in XML format) for deployment between multiple sites members of G5K. This per-site file may define the following fields:

ProviderName: is the name of the environment to implement the distributed analysis. Until now, we only have considered G5K, but other geo-distributed environments could be considered an extension of the language.

NoSites: total number of sites on which the FDC is deployed.

Site: name or ID of each site (in our case, the cities providing G5K clusters).

NoNodes: number of nodes to be deployed on each site. OS : operating system to set up and configure on each node.

Requisites: list of desired packages and libraries to install on each node.

The configuration file is required prior to the deployment of the analysis. This setup reduces the required technical knowledge for deploying current multi-site analyses in distributed processing environments such as G5K. Current analyses, such as those based on distributed workflow systems, require intricate specialized code to achieve similar deployment types. In this way, our language offers another advantage, reducing the complex technical knowledge of multi-site deployments required in traditional workflow systems.

Evaluation and Results

In this section, we evaluate the new features of FeDeRa by comparison with the three baseline workflow languages Swift, Snakemake, and Pegasus, mentioned in this chapter on page 189. We specify a workflow common to all and then present a qualitative evaluation of the abstractions provided by our language versus the specification of the three baseline systems. We focus on three properties: parallelize across multiple compute resources, allowing multiple jobs to run independently. For example, processing large data sets or sharing trained models across multiple sites, such as the FDC-based learning approach. Figure 6.20 presents the specification in Swift for the workflow illustrated in Figure 6.19. The specification presented is from the documentation provided by the Swift language workflow 8 . The syntax is based on scripting language similar to C-syntax, and each statement acts as a "shell" language instruction, a syntax highly suitable for developers. However, this is a disadvantage for non-technical users, such as biomedical researchers,