N
N

N

HAL

open science

Design and Cryptanalysis in Multivariate Quantum-Safe
Cryptography

Jocelyn Ryckeghem

» To cite this version:

Jocelyn Ryckeghem. Design and Cryptanalysis in Multivariate Quantum-Safe Cryptography. Cryp-

tography and Security [cs.CR]. Sorbonne Université, 2021. English. NNT: 2021SORUS577 .

04326611

HAL Id: tel-04326611
https://theses.hal.science/tel-04326611

Submitted on 24 May 2024

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.


https://theses.hal.science/tel-04326611
https://hal.archives-ouvertes.fr

CREATEURS DE FUTURS

"\ SORBONNE :
S UNIVERSITE /7/
DEPUIS 1257 DGA

Sorbonne Université

Ecole Doctorale Informatique, Télécommunications et Electronique de Paris
Laboratoire d’Informatique de Sorbonne Université / EquipéolSys

Cryptographie post-quantique :
conception et analyse en cryptographie multivariée

Par Jocelyn Ryckeghem
These de doctorat d’Informatique

Dirigée par Jean-Charledraugere et Ludovic Perret

Présentée et soutenue publiquement le lundi 8 février 2021

Devant un jury composé de :

M. Jean-GuillaumeDumas Professeur Rapporteur

M. Jean-CharlesFaugére Directeur de recherche Directeur de these
M™e Aline Gouget Morin Directrice en cryptographie Examinatrice

M. Pierre Loidreau DGA et chercheur associé Examinateur

M. Ludovic Perret Maitre de conférences Directeur de these
M. Mohab Safey EI Din Professeur Président

M. Daniel Smith-Tone NIST and associate professor Rapporteur






To cite this PhD thesis

Jocelyn Ryckeghem. Cryptographie post-quantique : conception et analyse en cryptographie
multivariée. PhD dissertation, Sorbonne Université, February 2021. English, 284 pages.
Alternate title

Design and Cryptanalysis in Multivariate Quantum-Safe Cryptography

Funding

This work is financially supported by the French / Cette thése est soutenue financiérement par le

Ministére des armées — Direction Générale de I’Armement.

License

Except where otherwise noted, this work is licensed under

@ @ @ @ Creative Commons License CC-BY-NC-ND 3.0.

https://creativecommons.org/licenses/by-nc-nd/3.0/

Printing this book

Color printing of pages 205, 206 and 207 is recommended. The cover page could also be considered.
The corresponding absolute page numbers are 239, 240 and 241 (if the cover page number is 1).

Note of the author

This PhD thesis presents theMQsoft software toolkit, which was entirely implemented by Jocelyn
Ryckeghem (2017-2020). The latter announces his decision to cease the development of this
toolkit. However, a larger project initiated by the author, the HP FA (High-Performance Finite
Field Arithmetic) library, could include equivalent features in the future.

Keywords Mots clés
multivariate cryptography cryptographie multivariée
eldient software implementation implémentation logicielle eldace
GeMSS GeMSS
DualModeMS DualModeMS
HFE HFE

Approximate MQ AMQ
MQsoft MQsoft
root finding recherche de racines

binary field corps binaire


https://creativecommons.org/licenses/by-nc-nd/3.0/
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Chapter 1

Introduction

In a world where Internet is omnipresent, the security of communications is a fundamental stake.
The rise of quantum computers has shaken the modern public-key cryptography, which is based
on the integer factorization problem [147] or discrete logarithm problem [149]. These problems
will be solved with Shor’s algorithm [152] when quantum computers are powerful enough. As a
consequence, the Transport Layer Security TLS) cryptographic protocol will become insecure.TLS

is widely used nowadays, via theHTTPS protocol. To prevent this danger, National Institute of
Standards and Technology (NIST) started a Post-Quantum Cryptography (PQC) standardization
process. This is the first public-key cryptography standardization process for more than thirty
years. In December 2016, NIST called for proposals [127]. It resulted that eighty-two proposals
were submitted to the PQC standardization process on November 30, 2017. Among these pro-
posals, sixty-nine candidates met the minimum acceptance criteria considered by NIST. These
candidates were published on the NIST webpage on December 20, 2017 [128]. This was the be-
ginning of the first round of the NIST PQC standardization process. Candidates were divided
into two groups: forty-nine public-key encryption schemes and twenty digital signature schemes.
With my PhD advisors, we have submitted two digital signature schemes to the PQC standard-
ization process: GeMSS, a Great Multivariate Short Signature [48] (Chapter 7), and DualModeMS,

a Dual Mode for Multivariate-Based Signature [83] (Chapter 8). The GeMSS team includes other
members: A. Casanova, G. Macario-Rat and J. Patarin. GeMSS is a multivariate-based signature
scheme (Chapter 2). The public-key is a boolean multivariate quadratic system, following the
hash-and-sign paradigm. The verification of a signed document consists in evaluating this system
in the signature, and verifying if this signature is equal to the hash value (or digest) of the signed
document. The signing process consists in signing the hash value of the documentGeMss is a
HFEv--based signature scheme (Section 2.4.1). This means that the signature is obtained as the
root of a secret univariate polynomial in an extension field F5....). Another HFEv--based signature
scheme,Gui [62], was proposed to the PQC standardization process. Both schemes are similar and
vary according to the selected security parameters. NIST selectedeMSS to move to the second
round. Other multivariate-based signature schemes were also proposed.U0V (Lifted Unbalanced
Oil and Vinegar) [26] (Section 2.4.2) andRainbow [63] (Section 2.4.3) are schemes rather similar
to GeMSS. The fundamental dilérence is in the signing process, which consists in solving a secret
linear system. TheLUOV sighature scheme was broken during the second round [66], because of the
lifted character of this scheme, and so did not move to the third round. These four schemes share a
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classical property of multivariate-based schemes. The public-key is rather large, because the latter
is a multivariate quadratic system, whereas signatures are the shortest of the NIST PQC standard-
ization process. InDualModeMS, the dual mode of GeMSS, we propose to invert this trade-ol] The
dual mode [157, 25] is a compression technique of public-key (Chapter 3). It is based on a proven
secure dual transformation, which allows to decrease the public-key size. On the other hand, the
signature size is large, but the sum of both sizes is smaller than the original. The technique used
in DualModeMS was very recent (July 2017 for a submission end of November). So, we proposed
the first practical implementation, based on HFEv--based signature schemes. The latter was very
challenging. The keypair generation was very long, with a time of seven hundred seconds, whereas
the signing process takes at least several seconds. Moreover, the secret-key size is about eighteen
megabytes. All these drawbacks explain thatDualModeMS did not move to the second round of
the NIST PQC standardization process. We propose drastic improvements of the dual mode in the
thesis (Chapter 8), with in particular the dual mode of Rainbow, so-calledDual Rainbow. The latter
has a very interesting trade-olCbetween memory and practical performance. Finally, we mention a
last kind of cryptography multivariate: these which are based on the Fiat—Shamir transform [85].
MQDSS (MQ Digital Signature Scheme) [54] is a scheme of this kind. This signature size is larger
than traditional multivariate schemes, but the public-key is much shorter. NIST chose to move
MQDSS to the second round, but not to the third round. The latter knew new attacks, implying to
increase security parameters. This decreased performance, and made it uncompetitive.

Among the sixty-nine candidates, five were withdrawn during the first round. On January 30,
2019, twenty-six candidates moved to the second round of the NIST PQC standardization process
[129]. Among these candidates, nine are digital signature schemes, and four are multivariate-based
(GeMSs, LUQV, Rainbow, MQDSS). NIST proposed to submit improvements and tweaks of parameters,
until April 1 S, 2019. To respond to the comments of NIST [2], we proposed the creation GledGeMSS
and BlueGeVMSS [49]. These are faster variants ofzeMSS. The Rainbow team proposed the creation
of cyclic Rainbow and compressed Rainbow [64]. In cyclic Rainbow, a part of the public-key is
generated from a seed. This implies a smaller public-key size. Then, the compressed version allows
to generate a part of the secret-key from a seed. Instead of storing the secret-key, the seed is used
to generate the secret-key again during each signature generation. We have been using this idea
since April 15, 2020, last deadline to submit improvements before the selection for the third round.
With this change, GeMSS is the candidate with the smallest secret-key and signature. In return,
GeMSS also has the largest public-key.

On July 22, 2020, NIST announced candidates which moved to the third round [130]. Here,
two kinds of candidates were considered. Seven candidates moved as finalist candidates, including
among themRainbow [65]. They will be considered for standardization at the end of the third round.
Then, eight candidates moved as alternate candidates, including among theraeMss [50]. Alternate
candidates have a potential for standardization. They are still considered for standardization, but
will probably not be standardized at the end of the third round. Some of these candidates will be
selected for the fourth round, to keep studying them. Both, third and fourth rounds, should be
achieved in twelve or eighteen months.

On October 15, 2020, improvements and tweaks of parameters were submitted to the third
round of the NIST PQC standardization process. ForGeMSS, our goal was to improve performance,
in particular on low-end devices.



1.1 Previous Work

GeMSS [48], Gui [62], Rainbow [63] and LUOV [26] areMI-based signature schemes [119] (Chapter 2).
The public-key is a multivariate quadratic system p € Fg[X1,...,Xn,.]™ having the following form:

p=ToFoS,

g o O o0
with S, 7T € ADEL Fq xAO,T Fq being two invertible afe transformations, and F € Fg[x1, ...,

xnm]m' being a multivariate quadratic system easily invertible thanks to a special shape. The
security of these schemes rely on the hardness of ttevSSo problem.

Problem 1. Polynomial System Solving(PoSSo(q, M, Ny.r, D)). Let g, m,n,.. and D be integers.
Given p a system of m degreeD multivariate polynomials in Fg[X1,...,Xn,.]™, the problem is to
find, if any, a vector Xs in Fgw such thatp(xs)=(0,...,0) = Om.

In this thesis, we focus onHFE-based signature schemes [133] (Section 2.4.1). The central map
F is generated from a univariate polynomialF defined in a degreed.,; extension field of Fy. The
signing process requires invertingS and 7, as well as inverting F. This implies finding roots of
F. The verifying process requires evaluating the public-keyp € Fg[x1,. .. ,xnm]m', a multivariate
guadratic system.

QUARTZ [134], Gui [144] andGeMSS [48] areHFE-based signature schemes. The signatures require
only several hundred bits, whereas the public-key is large (several hundred kilobytes (kB)). The
verifying process is very fast (several hundred nanoseconds), unlike the signing process which can
take up to several seconds. The root finding step is the core of the signing process. We use
Berlekamp’s algorithm [161, Algorithm 14.15], which is divided into three steps.

1. Computation of the Frobenius map,i.e. R, = X% — X modF ¢ Foer [X].

2. Computation of G € Fy...[X] the GCD of Rz and F. G is split and squarefree, and contains
exclusively the roots ofF.

3. Computation of the roots of G with a split root finding algorithm.

In [157], the authors introduced a technique to invert the trade-ollbetween public-key size
and signature size, so-called SBP transformation (Chapter 3). This technique applies tolI-based
schemes such a8FE [133] andRainbow [69]. DualModeMS [83] is the direct application of the SBP
transformation to GeMSS, and was submitted to the first round of the NIST PQC standardization
process [128]. We also submitted the first implementation of the SBP transformation, which was
rather challenging to make. For example, the keypair generation obualModeVs is achieved in 708
seconds for a 128-bit security level. No method is presented in [157] to implement elgiently the
SBP transformation. In this thesis, we introduce methods to make an eldient dual mode, and we
study the SBP transformation of HFE-based schemes an#ainbow-based schemes.

Moreover, the SBP transformation relies on the hardness of solving a new problem: Approximate
MQ [157].



Problem 3. Approximate MQ (AMQ(q, G, M, Nyar,T)).

Input. A set of quadratic polynomialsp = (pz,...,Pm) € Fg[X1,..., Xn,. 1",
o vectorsyy,...,Ye € Fg' and r € N such thatr < min(m, 0).
Question. Find Xg,...,Xg € Fg such that

O

O
dim Vec p(x1) —Y1,....p(Xs) = Yo <1,
where Vec stands for the vector space generated by(x1) — Y1,-..,p(Xs) — Yo-

When r = 0, the AMQ problem is an instance ofPoSSo and so is hard to solve. Whenr > 0,
the authors of [157] proposed several attacks supporting that solvingMQ should be exponential in
m — r. In particular, an instance of AMQ with m equations can be solved as an instance ®0oSSo
with m —r equations. However, the question of the hardness afMQ is an open question. We will
demonstrate in Chapter 10 that AMQ is hard to solve (.e. NP-complete).

1.2 Organization of the Document

The structure of this thesis is depicted in Figure 1.1. We introduce theMI-based cryptography, as
well as HFE, in Chapter 2. In Chapter 3, we present the SBP transformation applied to MI-based
signature schemes. Then, the attacks against thélFE-based schemes and the SBP transformation
are studied in Chapter 4. In Chapter 5, we describe arithmetic in polynomial rings, whereas
supplemental techniques are deferred to Appendix B. This is followed by a description of important
considerations about software implementations and hardware operations (Chapter 6). In Chapters
7 and 8, we present respectively the NIST submissioneeMSS and DualModeMS. These schemes are
implemented eldiently thanks to MQsoft: a fast multivariate cryptography library (Chapter 9).
Finally, we study the hardness of the APoSSo problem, on which the security of DualModeMs is
based (Chapter 10).

/_\ “-““_,‘-“ ....."."u)
Chapter 2 —)[ Chapter 3 ])[ Chapter 4 ] [ Chapter 5 ] [ Chapter 6 ]

[ Chapter 7 ]—)[ Chapter 8 ] [ Chapter 9 ] [Chapter 10]

Figure 1.1: Dependencies between the chapters.
The dotted arrows represent partial dependencies.



1.3 Contributions

Design and cryptanalysis. The design of secure cryptosystems such a&&MSS and DualModeMS
requires studying attacks. The security of GeMSS is based on a vast state-of-the-art of twenty years
of cryptanalysis on HFE (Chapter 4), including exhaustive search, direct attack and key recovery.
In Section 7.7, we show how to select security parameters @feMsS. In particular, a fundamental
point is the choice of modifiers ofHFE, i.e. in the case ofGeMSS, the minus and vinegar modifiers.
We study the impact of such modifiers on the security ofHFE against Grébner basis attacks, then
we deduce an experimental rule to select them. We use the Grébner basis solver framagma [34] to
perform these experiments. The security ofDualModeMs is based on theAMQ problem (Problem 3),
that we generalize asAPoSSo problem (Chapter 10). We introduce several new reductions. On the
one hand, the APoSSo problem can be reduced to theGeneralized MinRank and PoSSo problems.
This allows to attack APoSSo by using known attacks againstGeneralized MinRank and PoSSo,
i.e. Grobner basis attacks. We also obtain the dimension ofiPoSSo (Corollary 2), which we permit
to know the number of variables to fix to solve APoSSo in dimension zero. The Grobner basis
algorithms are more eldient in dimension zero.

Corollary 2. Let g, m, ny.,, D,0 and r < min(o, m) be integers,p € Fy[X1,...,Xn,..]" be a system
of m degreeb polynomials in n,.. variables, andp* € F4[X1,...,Xn,. ]™ bep without its constant
terms. If the polynomials of p* are Fy-linearly independent, and if - ny., > (6 —r)(m —r), then
the dimension of APoSSo(q, 0, M, Nyar, D, 1) instantiated with p is 0 Nyey — (0 —r1)(M —71).

On the other hand, we reducePoSSo to APoSSo in polynomial time, implying an important result:
APoSSo is NP-complete. The question of the hardness ofPoSSo was an open question. Finally, the
double reduction betweenPoSSo and APoSSo highlights an interesting link between these two prob-
lems. The hardness ofoSSo having m equations is similar to the hardness ofoAPoSSo instantiated
with a system of m — r equations, wherer is the target rank of APoSSo (Theorem 15).

Theorem 15. Let g,m, Ny, D,0 and r < min(o,m) be integers,p € Fgy[X1,...,%n,..]" be a
system of m degreeb polynomials in ny., variables, c € Fg' be the vector of constant terms ofp,
and y1,...,Yg € Fg‘ If ¢,y1,...,Yr are linearly independent, then APoSSo(q, 0, M, Nyar, D, 1) =
PoSSo(g,m—r, Ny, D).

The APoSSo problem can be solved as the minus variant oPoSSo. These results are confirmed by
experiments using Grobner basis.

Eldient algorithms. In Chapter 5, we present a large number of state-of-the-art algorithms
useful for arithmetic in Fyi... and univariate root finding over Fge.... In Chapter 9, we propose
improved algorithms for the public-key generation of HFEv-, as well as for the Frobenius map which
is the core of the root finding algorithm. Then, we improve the constant-time algorithm for GCD,
and we propose a constant-time root finding of split polynomials.

¢ In Section 7.4, we propose to accelerate the public-key generation ¢fFE polynomials. We
study two methods. The evaluation-interpolation strategy seems the most el@ient on modern
computers. Its eldiency is based on a fast evaluation of quadratic forms. Moreover, we
improve the state-of-the-art by taking advantage of the structure of evaluation points, which
have their Hamming weight less or equal to two. Then, we also improve the direct computation
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of the public-key, i.e. to directly compute:
p(x) = (1o T oFoS)(x) € Fg[x]™.

In particular, we note that for HFEv-, it is faster to compute firstly mo 7 o F, because the
minus variant decreases the number of equations of the system. This computation requires the
knowledge of 7, which is the multivariate representation of a HFEv polynomial. We improve
this step with a smart use of matrix representations of quadratic forms.

In Section 9.3.3, we study dilérent methods to improve the modular reduction of polynomials
over Fg.... We staft by highlighting that modular reduction by HFE polynomials requires
only O D Iogq(D)2 field operations, due to theHFE structure. Then, we introduce a method
to modify HFE polynomials which accelerates the modular reduction when the dividend is a
square. We improve it by a factor at most two. We also make some experiments to show that
this change is secure against direct attack. This technique directly improves the Frobenius
map based on repeated squaring.

In Section 7.4.12, we propose a constant-time implementation of root finding algorithm over
Fo..., When the operand is a split polynomial of degree one, two or three. To do it, we
study the existing solvers of degree-two and degree-three polynomials. For degree-two split
polynomials, the so-called half trace can be used ifl.,. is odd. Else, we compute the roots
with just one vector-matrix product over F,. For degree-three split polynomials, we build a
matrix whose kernel is a basis of solutions.

Design of a MI-based library. During this thesis, we have elaborated then improvediQsoft [84]
(Chapter 9). MQsoft is an elgdient C library using vector instruction sets via intrinsics. This library
outperforms the state-of-the-art, i.e. NTL [153] andMagma for arithmetic in Faa... and Foa...[X ], and
the Gui implementation [62] submitted to the first round of the NIST PQC standardization process
for HFEv--based signature schemes.

MQsoft is based on an elgdient arithmetic in F,u... (Section 9.2). We present our imple-

mentation choices about squaring, multiplication, field modular reduction and inversion. The

arithmetic is state-of-the-art, and is on average four times faster thanNTL. For the square and

the multiplication, the selected method depends on the processor. For the modular reduction,
we study a large number of ways to improve the modular reduction by the field polynomial.

We use irreducible trinomials or pentanomials.

Based on the previous arithmetic,MQsoft proposes an eldient algorithm of root finding over
Fouee (Section 9.3). Our implementation of the root finding of HFEv- polynomials is very
eldient: between six to thirteen times faster than NTL. The core of the root finding is the
Frobenius map. On the one hand, the use of sparse Euclidean division improves the Frobenius
map. On the other hand, the modular composition based on an eldient implementation of
Karatsuba's multiplication algorithm allows more speed-ups.

In Section 9.5, we implement eldiently the multipoint evaluation of univariate polynomials
over a small extension ofF,. This operation is important because used in all operations of
the dual mode. In function of the instances of the multipoint evaluation, we adapt our way
to implement it.



¢ In Section 9.4, we study eldient evaluations of multivariate quadratic systems. Over F;,
our variable-time evaluation is state-of-the-art, whereas we generate speed-ups of 10% for the
constant-time evaluation, on Skylake processors. In practice, evaluations are more elgient
when data are 8-bit aligned. This is not always possible, in particular when the data is
packed. So, we study the hybrid representation of the public-key. We store a large number of
equations from the public-key with an optimal format for evaluation, without loosing one bit.
Then, we study the optimal way to store the remaining equations. We take into account the
time to unpack these equations, plus the time to perform nhite evaluations for each equation.
When g € {16, 256}, we propose an eldient implementation of the multipoint evaluation of a
multivariate polynomial over Fqy (Section 9.4.5). To do it, we use amonomial representation
of the points.

¢ In Section 9.6, we conclude by the performance afQsoft. We study the obtained performance
of GeMSS and Gui, with a detailed cost of the main steps of the keypair generation. Since the
beginning of this thesis, we have obtained large speed-ups ogeMSS. We also have large
speed-ups on the first round implementation of Gui, which seems to be the best elgient
implementation of HFEv--based signature schemes i€ language. The keypair generation
of MQsoft is between thirty and ninety times faster than the round 1 implementation. For
the signing and verifying processes, we obtain respectively factors 2.5 and 1.8. Then, we
study the performance of DualModeMS and Dual Rainbow. The performance of DualModeMS
becomes reasonable (some seconds for the keypair generation and signature generation). Our
implementation of Dual Rainbow iS very competitive with NIST digital signature proposals.

The structure of MQsoft is depicted in Figure 1.2, and summarizes the main tasks required for each
cryptographic operation. The critical part of an operation is represented by a plain arrow, whereas
less important operations are represented by dotted arrows.

Keypair generation | e Signing process """, Verifying process
(Sections 2.3.1and 7.1.2) ] . (Sections 2.3.2and 7.1.3) ) e (Sections 2.3.3 and 7.1.4)

. I o |

’ G
Computation or Root finding over Fyq,,. vz Evaluation of a MQ
evaluation of F (Sections 9.3 and 9.3.7) system (Section 9.4)

(Sections 9.4.1 and 7.4.7) .

in Faqoe [X ]

Frobenius map
(Section 9.3.5)

GCD in Fya,, [X] ] [*

(Section 9.3.6) Split root finding over ]

Fod., (Section 5.4.7)

4
[Multlpllcatlo N Fodepe ]( ......... Inverspn in Fly . —[ Multi-squaring in = o .
- (Section 9.2.6) (Section 9.2.5)

|

X L |
Multiplication in  F2[x] Modular reduction in
(Section 9.2.2) F,[x] (Section 9.2.3) <—[ Squaring in Fya.,. ]_, Squaring in F2[x]
(Section 9.2.1)

Figure 1.2: Dependencies between the dileérent operations performed iNQsoft.



We show in Table 1.1 (respectively Table 1.2 and 1.3) the evolution of the performance of
GeMSS128 (respectively RedGeMSS128 and BlueGeMSS256). The slow-downs between NIST round 2
and NIST round 2 (V2) are due to an improvement of the implementation about the size of the
public-key, as well as the compression of a secret-key in a seed. For the signing processafss128,
the round 3 implementation of the signing process is slightly slower, due to an enhancement of the
security of the implementation.

operation NIST round 1 | NIST round 2 | NIST round 2 (V2) | NIST round 3
keypair generation 118 Mc x 3.07 x 3.05 x 6.03
signing process 1270 Mc x 1.69 x 2.39 x 2.09
verifying process 0.166 Mc x 2.03 x 1.57 x 1.57

Table 1.1: Performance ofGeMSS128 at the first round of the NIST PQC standardization process,
followed by the speed-up between the other rounds and the first round. For each round, we use the
correspondingM@soft version with a Skylake processor (LaptopS). Mc stands for megacycles. The
results have three significant digits. For example,x3.05 means a performance ofl18 3.05 = 38.7
Mc with the NIST round 2 (V2) implementation of MQsoft, for the keypair generation.

operation NIST round 2 | NIST round 2 (V2) | NIST round 3
keypair generation 39.2 Mc x 0.992 x 2.41
signing process 2.79 Mc x 1.20 x 1.36
verifying process 0.109 Mc x 0.772 x 0.774

Table 1.2: Performance ofRedGeMSS128 at the second round of the NIST PQC standardization
process, followed by the speed-up between the other rounds and the second round. For each round,
we use the correspondingMQsoft version with a Skylake processor (LaptopS). Mc stands for
megacycles. The results have three significant digits. For examplex2.41 means a performance of
39.2/2.41 = 16.3 Mc with the NIST round 3 implementation of MQsoft, for the keypair generation.

operation NIST round 2 | NIST round 2 (V2) | NIST round 3
keypair generation 529 Mc x 0.998 x 3.47
signing process 545 Mc x 1.37 x 2.20
verifying process 0.583 Mc x 0.852 x 0.857

Table 1.3: Performance ofBlueGeMSS256 at the second round of the NIST PQC standardization
process, followed by the speed-up between the other rounds and the second round. For each round,
we use the correspondingMQsoft version with a Skylake processor (LaptopS). Mc stands for
megacycles. The results have three significant digits. For examplex3.47 means a performance of
529 3.47 = 152 Mc with the NIST round 3 implementation of MQsoft, for the keypair generation.



In Table 1.4, we show the evolution of the performance ofieMSS and Gui since the first round
of the NIST PQC standardization process. The speed-ups are obtained with the final version of
MQsoft. For GeMSS, the scheme has evolved during the NIST PQC standardization process. The
obtained factors are larger in the conditions of the original scheme, but we decrease the performance
to minimize the keys size.

scheme key gen. sign verify
GeMsSs128 | 19.6 x 6.03| 608 x 2.09 | 0.106 x 1.57
GeMSS192 69.4 x 7.9 | 1760 x 1.83| 0.304 x 1.47
GeMSS256 158 x 9.32 | 2490 x 2.16 | 0.665 x 1.76
FGeMSS(266) | 53.7 x 8.22| 44 x 2.9 | 0.0365 x 2.64
Gui-184 235 x 31.7| 285 x 2.6 | 0.0712 x 1.89
Gui-312 116 x 41.9 | 308 x 2.53 | 0.161 x 1.85
Gui-448 356 x 91.7 | 5710 x 3.44| 0.562 x 1.62

Table 1.4: Number of megacycles (Mc) for each cryptographic operation with our library for a
Skylake processor (LaptopS), followed by the speed-up between the best implementation provided
for the NIST submissions (Table 7.37) versus our implementation. For example| 19.6 x 6.03
means a performance of 19.6 Mc withMQsoft, and a performance 0f19.6 x 6.03 = 118 Mc for the
NIST implementations.

Finally, we present the evolution on DualModeMS since [84] (Table 1.5). We obtain large speed-
ups thanks to MQsoft.

scheme key gen. sign verify
DualModeMS128 | 3710 x 512 | 2800 x 1.97 | 0.643 x 15.6
DualModeMS192 | 6770 x 1010 | 8470 x 2.23 | 1.73 x 10.5
DualModeMS256 | 12700 x 1360 | 38000 x 2.53 | 3.95 x 7.69

Table 1.5: Number of megacycles (Mc) for each cryptographic operation obualModeMS with our
implementation, for a Skylake processor (LaptopS), followed by the speed-up between the Skylake
implementation from [84] versus our implementation. For example,[ 3710 x 512 means a per-
formance of 3710 Mc with our implementation, and a performance of3710x 512 = 1900 000Mc
for [84]. Note that [84] is similar to the first round implementation of DualModeMS, except for the
signing process which is faster.
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Chapter 2

Multivariate Cryptography

In this chapter, we introduce basic concepts on the public-key cryptography and its security (Section
2.1), then we introduce the public-key multivariate cryptography based on Matsumoto and Imai
[119] (Section 2.2). In Section 2.3, we describe theI-based digital signature schemes. Finally, we
present the most important MI-based signature schemes in Section 2.4.

2.1 Public-Key Cryptography and NP-Completeness

In public-key cryptography, we distinguish two important kinds of algorithms: the public-key en-
cryption and the digital signature. The encryption of a plaintext and the verification of the signature

of a document are public operations, which require the knowledge of a public-key. The decryption of
a ciphertext and the generation of the signature of a document are secret operations, which require
the knowledge of a secret-key. The security of a cryptosystem is based on the hardness of perform-
ing the secret operation without the knowledge of the secret-key. In general, this is equivalent to
solving a specific problem. On the one hand, solving this problem has to be infeasible in practice.
On the other hand, we need to perform elgiently the cryptographic operations for concrete uses.
The class of NP-complete problems [94] satisfies both properties.

Definition 1 (NP-completeness). A problem of decisionl1 is NP-complete if:
e« Misin NP, i.e. a candidate solution of N can be verified in polynomial time,

e I is NP-hard: all problems in NP can be reduced intd1 in polynomial time.

On the one hand, NP-complete problem is in NP. We can verify a solution quickly {.e. in
polynomial time). On the other hand, the problem is NP-hard. This implies that the problem is
hard to solve. Indeed, if we can solve it in polynomial time, then we will be able to solve all problems
in NP in polynomial time. For the moment, the best algorithms solve NP-complete problems in
exponential time.

The modern cryptography is based on the integer factorization problem [147] or discrete log-
arithm problem [149]. Nowadays, no algorithm is known to solve them in polynomial time on
classical computers, but we do not know if these problems are NP-complete. In contrast, these
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problems can be solved in polynomial time on quantum computers [152], making them insecure.
In this thesis, we consider cryptosystems based on NP-complete problems, which are in particular
more secure against quantum computers.

2.2 Introduction to Multivariate Cryptography

Introduced by T. Matsumoto and H. Imai in 1988 [119], MI-based multivariate cryptography is
based on the hardness of solving a system ofi non-linear polynomials in n,,,. variables. This
problem is calledPoSSo (Problem 1).

Problem 1. Polynomial System Solving(PoSSo(q, m, ny.r, D)). Let q,m,n,., and D be integers.
Given p a system of m degreeD multivariate polynomials in Fgy[X1,...,Xs,..]", the problem is to
find, if any, a vector xs in Fgw such thatp(xs) =(0,...,0) = On.

The PoSSo problem was demonstrated NP-complete [135] when solved over a finite field with
D > 2. The NP-completeness implies thatPoSSo is hard to solve for worst-case instances (Section
2.1). However, this does not necessarily make secure a cryptosystem, because easy-to-solve instances
of PoSSo could be used. So, we need a careful study of best attacks against concrete instances of
PoSSo. We study them in Sections 4.3 and 4.4.

Based on thePoSSo problem, the public-key of MI-based cryptography is a systenp € Fy[x1, ...,
Xn.,..J" of m equations inn,,, variables. Whenq = 2, the public operation (encryption or signature
verification) is the evaluation of p in the bits of a plaintext or a signature. Then, the secret
operation (decryption or signature generation) cannot be performed elGiently (i.e. in polynomial
time) because this is equivalent to solving an instance oPoSSo. Therefore, we need to introduce a
secret which will allow to invert eldiently p.

For the moment, let m’ = m. The idea of T. Matsumoto and H. Imai [119] is to generate
p € Fy[X1,...,Xn,,.]™ with the following structure:

p=ToFoS, 2.1)

with 8,7 € AO; Y DFqu AD;}DIFqueing two invertible ale transformations, and F € Fy[X4, ...,
xnm]m' being a multivariate system easily invertible thanks to a special shape.F is called the
central map of p. The alde transformations are used to hide the structure of the central map.
S corresponds to a change of variables, whereds mixes equations. There exist few choices in
the literature for constructing F. For example, 7 can be generated from a univariate polynomial
F € Fym/[X] (Section 2.4.1), or 7 can be a multivariate system with an oil and vinegar structure
(Section 2.4.2), which can be coupled to a triangular structure (Section 2.4.3).

The structure of p induces another category of attacks. Given the public-keyp, an adversary
can try to recover its secret structure. This problem is called Extended Isomorphism of Polynomials
[133], and is NP-complete [133].

Problem 2. Extended Isomorphism of PolynomialgEIP). Let g, m’, n,,, and D be integers. Given
p a system of m’ degreeb muItivBriaée polynOﬂﬂaés in Fg[xa,... ,xnm]m/, and a target shape, the
problem is to find S, 7 € AO, Y Fq x AD,) Fq and F € FglXq, ..., Xn,. ]" having the target
shape, such thatp = 7 o Fo S.
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As for PoSSo, the hardness of this problem depends on the target shape. We evaluate the complexity
of solving it for specific shapes in Section 4.6.

In this thesis, we often considerS and 7 in GanDIFqu GLm,DIFqDas being secret linear
transformations, instead of al@e transformations. The concept of equivalent keys (Section 4.6.1)
allows this change without any impagt pn the segurify. We representS and 7 respectively by
invertible matrices Sand T in GL,,,, Fq x GLy/ Fq . Thus, we can write Equation (2.1) as:

p(x)= F(x-S)-T.

Moreover, we consider the possibility to use the minus variant [151]. Lem’ > m. This consists in
discarding the lastA = m’ —m > 0 equations from7 o F o S. So,p € F4[X1,...,Xn,.]™ has the
following form:

p=ToToFoS, (2.2)

where 1t: Fg[X1, ... Xn ™ — Fq[X1,...,%Xn,.]™ is the projection map keeping the firstm equa-
tions. The name of schemes using the minus variantie. A > 0) are followed by the - symbol (e.g.
HFE-).

We start by presenting the MI-based digital signature in Section 2.3, then we present some
trapdoors for F in Section 2.4.

2.3 MI-Based Public-Key Cryptography

Here, we present the digital signature based on Matsumoto—Imai. The digital signature schemes
are divided into three operations: keypair generation (Section 2.3.1), signing process (Section 2.3.2)
and verifying process (Section 2.3.3).

2.3.1 Keypair Generation

We summarize the public-key/secret-key generation in Algorithm 1. This algorithm takes the
unary representation of A, i.e. 1*, and returns a couple secret-key public-key ofiI-based schemes.
This unary representation is only used in theory, to explgin that cryptography agiacks have to be
exponential in A. The linear transformations S € %—n@ Fq aﬁd E € GLy Fq are respectively
represented as invertible matricesSand T in GLy,,, Fq xGLn: Fq . Their generation is explained

in Section 7.4.3. Then, letH be the set of elements allowing to generateF € Fy[Xy,... ,xnm]m’
and to easily invert it. The nature of % depends on the trapdoor ¢fF (Section 2i4). Ve randgmiy
sampleF in H, and the final secret-key corresponds toF, S, T~1 € HxGLy,, Fq xGLm: Fq .
Here, the matricesS and T are only used during the generation of the public-key. After, we are only
using the inverse of these matrices, it is why we store them instead db and T. Several strategies
are possible to generatep = (pz,...,pm) € Fg[X1,...,Xn,..]" and are described in Sections 7.4.6
and 7.4.7. In particular, Steps 5 and 6 can be merged by removing the lagk columns of T during
the vector-matrix product.
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Algorithm 1 Keypair generation of MI-based schemes.

1: function origin.KeyGenulA - 00 00
2 Randomly sample(S,T) € GLp,,, Fq x GLy Fq .
3 Randemly samplef; € # in functign gf the shapeof 7.
4: sk« F,S71LT7! e¢H xGL,
5
6

e Fqg X GLpy Fy OSections 7.4.3 and 7.4.4.
(P1,.--sPm/) T oFoS eFylxy,... ,xnm]m' OSections 7.4.6, 7.4.7 and 9.4.1.
Pk <~ p =(P1,...,Pm) € Fg[X1, ..., Xn,.]" OTake the first m = m’ — A polynomials

computed in Step 5.
7 return (sk, pk)
8: end function

O O
The secret-key size is given by the size of invertible matrices,n2,. + m’2 - log,(q) bits, plus
the size of F. The latter depends on the trapdoor (Section 2.4). Then, the public-key size is
mN log,(qg) bits, where N is the number of monomials of a quadratic multivariate polynomial in

FqlX1, .. Xno )/ (X7 = Xi)1<i<n..- When g > 2, N is given by the classical formula:
O o 0O O
Dj nvar+i_1 nvar+d
N = _ = | , (2.3)
i=0 :
.0
where D‘T '=1” corresponds to the number of monomials of degree exactly and d corresponds to

the degree of the multivariate polynomial (which is two here). Whenqg=2 and d > 2, the terms
x2 have to be removed. We obtain:

Dn N dD
N = q — Nyar- (2.4)
2.3.2 Signing Process
The main step of the signing process requires inverting the public-key polynomialp = (p1,--.,Pm)

in Fg[X1,...,%Xn,]™, i.€. solving:

p1(X1,..+, Xn,..) —d1=0,...,pm(X1,...,%Xn,,) —dm =0
ford:(dl,...,dm)GIFg‘.

To do so, we take advantage of the structure ofp. We randomly sampler = (ry,...,rp) € Fﬁ
and append it to d. This givesd’ = (d,r) € FT''. Thus, we can computey = 7-%(d’) € FJ'.
Then, we randomly samplev = (V1,...,Vn,..—m’) € Fgm‘m/, and if F(X1,...,Xm+,V) = ¥y has at
least one solution, we randomly choose € Fg“ one of the solutions and we returnS—(z,v) € Fg.
Else, we can choose to try again to solveF(Xy,...,Xm+,V) = y with a new random v, or we can
choose to randomly sample another by keeping the samev. We can also randomly sample both
r and v. In Algorithm 2, we choose the latter possibility.
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Algorithm 2 Inverse map of the public-key. _ _ -

- t H t [ i
function Invp, d e Fy',sk= F,S™L,T' € H xGLy,, Fq x GLn: Fq
repeat
r er Fﬁ OThe notation €r stands for randomly sampling.

1:
2
3
4 d’ +(d,r) e F
5
6
7

y«d T-1eFy
V €Rr ngarm’
Lsol « Solvé F(X1,...,Xm+, V) = y) OUse the special shape o with the knowledge of
F to solve eldiently this system. The result is the list of solutions.
until Lgg 7 ]
9: Z €r Lsg
10 return (z,v)-S!eFg
11: end function

©

We can now present a way to define the signature algorithm (Algorithm 3), leading to a signa-
ture of size n,., 109,(0) bits. The signature is obtained by signing the hash value of a document,
Hi:{0,1}* — Fg§ being the used hash function. In Section 4.2, we present the Feistel-Patarin
construction which generalizes Algorithm 3 with an iterative process.

Algorithm 3 Signing process oMI-based schemes.

) . .o g i 8
1: function origin.Sign1 M € {0,1}*,ske H x GLn,, Fq x GLm/ Fq ,Invp
22 D1« Hi(M) 0D, e Fy.
3 (S1,X1) < Invp(D1,8K) 0S1 € FM and X1 € Fjw—m.

4: return sm=(S;,X,) € IE‘Q
5: end function

2.3.3 \Verifying Process

The corresponding verification process is described in Algorithm 4.

Algorithm 4 Verifying process ofMI-based schemes.

—

1: function origin.Verifyl uM € {0,1}*,sme Fg pk = p € Fg[X1,...,Xn,..]" -

2: (Sj_, X 1) < sSm

3 Dl%Hl(M) DD]_EF?
4: return VALID if p(Si1,X1) = D1 and INVALID otherwise OSections 9.4.2, 9.4.3 and 9.4.4.
5. end function

2.4 Families of Trapdoor

Here, we study the main classes of trapdoors. For each of them, the size of the secfete H is
computed in Appendix A.
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2.4.1 Big Field Family
In this part, we consider m’ = dey., Where de,. is the degree of an extension field df,. We start by
assumin%thatnvar :Ddexﬁ The idea of the big field family is to build 7 from a map 7* € Fya... [X].
LetO= 6,...,64,, € Fuo “* be a basis OfF gu.r. OVEr Fg. We set

e

0:E= 06 €Fgu — ¢(E)=(01,...,0q,,) € FG= (2.5)
k=1

ext

an isomorphism betweenF ... and [Fg Then, we can write F = ¢ o F* o ¢ ~1. For such a family,
JF* is represented by a degre® univariate polynomial over the extension field Fy... . Its inversion
is the problem of finding the roots of a degredd univariate polynomial, which can be solved in
guasi-linear time in D (Section 5.4.8).

The C* scheme. The first scheme using a univariate polynomial,C*, was introduced by T. Mat-

sumoto and H. Imai [119]. They consiglered the univafiate polynomialX o’ +1 (0 € 9 < deg).

The integer 9 is chosen such thatGCD o® +1,¢%= —1 = 1. Thus, ¢® +1 is invertible modulo

g+ — 1, allowing to compute a (g° + 1) -th root in Fqe Dy raising an element to the power of
(g° +1) ! mod g — 1. As a consequence, we can eldiently invertF (i.e. in polynomial time in 9)

with this special choice of univariate polynomial, and in particular when 3 is close tod.,;. However,
C* was broken by J. Patarin [132], who introduced its generalization: Hidden Field Equations §FE)

[133].

Hidden Field Equations. In the HFE scheme, the univariate polynomial has the following form:
g D i
Ay X994+ B X% + C € Fyou[X], (2.6)
0<j <i<d exe 0<i<d oxe
q+d <D q' <D

with Aj; ,Bi,C € Fg..., and Aj; =0 whenq=2. The choice of non-zero terms directly impacts
the degree of 7. Since F = ¢ o F* o ¢ 1, we replaceX by ¢ ~*(x1,...,Xq,,) in F and we obtain a
multivariate polynomial. In particular, we have that

ext

O Oy
i e T
X9 = B Xk = 8 -xi mod (x{ —x1,...,x} _—X,,) fori €N, (2.7
k=1 k=1
is linear. Thus,
0 g Ogi
o e T T e 4
X q+q = ek . Xk . Gk . Xk
k=1 k=1
= o6 xixe mod (x§ = xq,..., X9 —xn.) forij €N, (2.8)
1<K s

1<k’ <dexe

is quadratic (or linear if q=2 andi = j). By using (2.8), we know that a HFE polynomial has
a multivariate quadratic representation if D > 2 whenq # 2, or if D > 3 otherwise. In the HFE
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scheme, the inversion ofF is equivalent to finding a root of a HFE polynomial. This can be computed
eldiently with a root finding algorithm (Section 5.4.8) when the degree is small enough. We will
see in Chapter 7 how to selecD.

Vinegar variant. Now, we assumen,,, > dey. In [110], the authors proposed theHFEv variant
of HFE, based on the idea ofuov (Section 2.4.2). In this variant, we consider aHFEv polynomial
defined by

0 .0 i

Aij X +d 4 Bi(vi, ..., W) XY +y(vy,...,W) € Feer [X, V1, ..., W], (2.9)
0<j <i<d oxs 0<i<d oxe
q+qg <D q <D

where Ajj € Fgio.., With Ajj =0 whenq= 2, eachf;: IF‘é — Fqoer IS linear andy: IF‘é — Fgoexe IS
guadratic modulo viq —V;. The variablesvs, ..., v, are calledvinegar variables We shall say that a
polynomial F € Fyo.r [X, V1, ..., W] with the form of (2.9) has a HFEv-shape The particularity of a
polynomial F(X,v1,...,V,) with HFEv-shape is that for any specialization of the vinegar variables,
the polynomial F becomes aHFE polynomial (Equation (2.6)). By abuse of notation, we will
refer to D as the degree of theHFEv polynomial. We also make the correspondence between
(Xdoge#1 s -+ s Xnyoe) @NA (V, ..., Wy).

The special structure of (2.9) is chosen such that its multivariate representation over the base
field Fq is composed of quadratic polynomials inFg[X1,...,Xn,..]. When the exponents chosen in
X have a decomposition in base& of Hamming weight equal to two, its multivariate representation
is quadratic in Xy, ...,Xq,,.. When the Hamming weight is equal to one, the monomials are multi-
plied by linear terms in vy, ..., Vv, thus its multivariate representation is quadratic in Xi,...,Xn,,,-
Finally, when the exponent is zero, the monomial is multiplied by quadratic terms in vy,..., Vv,
implying its multivariate representation is quadratic in v, ..., Vy.

Security and modifiers. The original HFE scheme is broken [96]. A fundamental element in
the design of securéiFE-based schemes is the introduction of perturbations. Here, we give some of
them. More perturbations can be found in [164].

e The vinegar modifier [110] consists in using &iFEv polynomial (Equation (2.9)) with v vinegar
variables. The obtained scheme iSIFEv.

e The minus modifier [151, 133] consists in removind\ = d.,; — m equations from the public-
key. This change corresponds to the projection maptin Equation (2.2). The obtained scheme
is HFE-, and the A removed equations are calledninus equations Here, de, > m .

* The plus modifier [133, 162] consists in addinga = m — dex rangionyquadratic equations in
Fg[X1,...,%n,.] to F oS, then mixing equations with 7 € GLy, Fy . The obtained scheme
iS HFE+. Here, m > d ..

The minus and vinegar variants ofHFE, i.e. HFE-, HFEv and HFEv-, are still secure. Their security has
been extensively studied for more than twenty years. Currently, theHFEv--based signature scheme
GeMSS (Chapter 7) is an alternate candidate of the third round of the NIST PQC standardization
process [130].
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About the probability of finding s roots from a HFE polynomial.  The cost of the inversion
of the public-key (Algorithm 2) depends on the distribution of the number of roots of a univariate
polynomial. A HFE polynomial has a HFE-shape (Equation (2.6)). As a consequence, its roots
correspond to the zeros of a system af.,. equations in d.,. variables. In [88], the authors studied
the distribution of the number of zeros of algebraic systems. In particular, a random system of
dex: degreed equations ind.y; variables in Fy has exactly s solutions with probability exp(—1)- $
when q is prime and d > 2 [88, Corollary 2]. Although F is not random, experiments ford = 2,
D =4097,d., = 13 and g = 2 (Table 2.1) show that the probability of finding s roots seems to
coincide with exp(—1) - 5 We also obtain this result for dense polynomials.

S 0 1 2 3 4 5 34
exp(—1) - & 36.79% | 36.79% | 18.39% | 6.13% | 1.53% | 0.31% | 271292

dense polynomial | 37.04% | 37.09% | 18.10% | 6.09% | 1.27% | 0.35% 0

HFE polynomial | 36.47% | 36.71% | 18.69% | 6.28% | 1.51% | 0.28% 0

Table 2.1: Theoretical probability of finding s distinct roots for a random HFE polynomial in an
extension field (s < D), followed by experimental tests. We study the distribution of the number
of roots of 10000 random polynomials generated withMagma (Section 6.2.1).

2.4.2 Unbalanced Oil and Vinegar (  U0V)

The U0V scheme [110] is based on the use of two types of variables: oil and vinegar. The se-
cret map F corresponds to a multivariate system ofm’ equations in the n,,, = m’ + v variables

O1,...,0m/,V1,...,Vy = X1,...,Xn,,,. This system is quadratic in the v vinegar variables but linear
in the m’ oil variables. Each equation is as follows:
O O O O
vij vivi + By vig+  pivit  Big+C, (2.10)
1< <igv 1<igv 1<igv 1<i<m’
1< <m’

with v;i; , Bij , Mi, Bi and Cdn Has and yi; =0 whenqg = 2. Then, the structure of F is hidden
with the use of S € GL,,,,, Fq (Section 2.2). The latter mixes the oil variables with the vinegar
variables. The security of the UOV scheme is based on the assumption that ip (Equation (2.1)),
the oil variables are indistinguishable from the vinegar variables. For this reasony € GLm/ Fy is
set to the identity map and we havep = Fo S.

The map F is quadratic. The strategy of UOV is to randomly sample the vinegar variables. Thus,
the new (square) system becomes linear, and the oil variables can be elg@iently computed with a
Gaussian elimination. However, all linear systems do not necessarily admit a solution. When the
set of solutions is empty, the vinegar variables have to be changed (similarly to Algorithm 2).

Lifted Unbalanced Oil and Vinegar ( Luov). In [24], the authors proposedLUOV: a variant of
the U0V scheme. That is also a NIST candidate [26]. The public and secret maps are generated
in Fq, but are used as maps in a degree-extension of Fy. Compared to a classicalU0V scheme in
Fq , this transformation allows to divide by r the size of the public and secret maps. However, this
scheme was broken in [66], and was not selected to the third round. The authors were able to take
advantage of the structure to speed up known attacks.
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2.4.3 Rainbow

The Rainbow scheme [69] is a generalization of th&0v scheme, based on the use of severabv
layers. In the UOV scheme, we have one quadratic system, which once specified in the vinegar
variables, becomes linear and so the oil variables can be found. In thRainbow scheme, we have
a lower triangular system by block. Each of theu blocks is auQv system. They share the same
vinegar variablesxy, ..., Xy,. Then, the oil variables are divided into u groups of variables. Letoy
be the size of thek-th group of variables, and let vx.1 = vk + 0¢ be the number of variables of
the k-th block. The k-th block is a system ofox equations invy + o variables, which has the first
k groups of oil variables. We consider that the firstvy variables are vinegar, whereas the lasby
variables are oil. Each equation of thek-th block is given by:

O O O O

Vij Xixj +  Bij Xixj +  Hixi+  Bixi+C,

1<) ik 1<igvk 1<iKvie v+l <ive+ o
Vi +1 <) v+ ok

with vi; ,Bij , i, B and C in Fy, and y;; =0 whenqg=2. The coeldients y;; and ; correspond
to the vinegar variables, wherea$;; is a mix between oil and vinegar variables, and; corresponds
to the oil variables.

The public map of Rainbow is a multivariate quadratic system of m’ = v, — vi equations
iN Nyay = Vy41 variables. Here, we considetF(Xy,+1, ..., Xn,.,» X1, .., Xy, ) 10 be consistent with
Algorithm 2 which randomly samples the last v, variabjgs.j\Vhenu = 1, we obtain the U0V scheme,
but unlike UQV, the ale transformation 7 € AO,7 Fq in Rainbow is not set to the identity
transformation. When u = 2, we obtain the Rainbow signature scheme [69, 65], which is a finalist
candidate of the third round of the NIST PQC standardization process [130].

We will use Rainbow in Chapter 8, as inner layer of the so-calledDual Rainbow Signature
scheme.
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Chapter 3

Public-Key Compression of
Signature Schemes

In Chapter 2, we presentedMI-based signature schemes. For typical parameters (Chapter 7), the
public-key of such schemes is large whereas the signatures are very short. In this chapter, we study
a transformation which provides a dual trade-oeading to a small public-key but a large signature
size. This transformation is composed of two distinct layers. The first one (inner layer) is a classical
MI-like multivariate scheme (Chapter 2). The second part (outer layer) is the core of the method
proposed by A. Szepieniec, W. Beullens and B. Preneel (SBP) in [157].

The Szepieniec, Beullens and Preneel (SBP) technique [157] allows to transform the public-key
origin.pk = p € Fy[X1,...,%n,.]™ of the inner layer into a new public-key pk that is going to be the
root of one (or several) binary tree (Section 3.1). The new secret-key sk will include the original
secret-key and public-key of the inner layer. The new signature process (Section 3.2) will require
generating 6 > 1 signatures from the inner layer. A (new) signature from the outer layer will also
include a set ofa random linear combinations h € Fy[xy,...,Xn,. ]* from p, together with a set of
nodes allowing to check thath has been correctly derived fromp (Section 3.4).

The security of the SBP transformation is based on the security of the inner layer, as well as on
the hardness of a new problem: Approximate MQ AMQ) (Section 3.5).

3.1 Dual Keypair Generation

We describe the generation of the secret-key and public-key in the SBP transformation. This process
uses the function origin.KeyGen (Algorithm 1) that returns the secretkey and public-key of the
inner MI-based scheme. That igorigin.sk, origin.pk) « origin.KeyGen 1* ~with:

- g ., 0 o od g O
originsk«+— F,S™, T €H xGLy,, Fq xGLy Fqy ,

origin.pk <~ p = (p1,...,Pm) € FglX1,..., Xn, . ™.

The signature process in the outer layer requires generating signatures from origin.Signl (Algo-
rithm 3). In addition, a signature will also include a set of random linear combinations

h=(hy,...,hq) € Fg[X1,..., Xn, ]° I <a<m
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of origin.pk. A key point in the construction of [157] is a mechanism allowing to check that
h € Fy[X1,...,%n,.]* has been indeed correctly derived from origin.pk. To do so, SBP introduced
the concept of MAC (Message Authentication Code) polynomial. TheMAC polynomial is a univariate
polynomial obtained from a mumfﬁiate polynomial by taking its N coeldients (Equation (2.3))
by block of k elerﬂsrﬁs to build - elements inFg<. This yields a polynomial in Fq« [y] of degree
Duac, With Dmpc = - — 1. This process is described in Algorithm 5.

Algorithm 5  Construction of a MAC polynomial.

1: function MacPonLli € IFq[xl,...,xnv‘_ﬂ]u

2: L coefs Iisﬁof all coeldients of f, sorted according to a fixed monomial order
3 DMAC — x = 1

4: for i from 0to Dy do

5: C < Castlcoessli -K+1,...,(i +1) - K] to Fye

6 end f@r _

7 e Moy eFglyl]

8: return f

9: end function

The MAC polynomials have an important property. The transformation is invariant under linear
combinations: R O 0O
h=p-t=h=p-t, forallt € Mnq Fq ,

where p € Fy[y]™ and h e Fq« [y]* are respectively theMAC polynomials of p and h. So, if h is
derived from p, then p and h have to coincide. This is verified by evaluating theMAC polynomials
on a random subsetO C Z, whereZ C Fy« is a set oft points whose evaluations in the polynomial
system p are publicly known. The evaluations of p on Z could be the public-key, but its size
would be larger than the inner public-key. Thus, this set of points is compressed in &erkle tree
[122]. Let d € N be a parameter. Whend = 0, the function Merkle.generate tree (Algorithm 8,
Section 3.3) takes a set oft elements inFg. and constructs the corresponding Merkle tree. Else,
the function Merkle.generate tree returns 2° Merkle subtrees, each corresponding to a Merkle tree
of 1/ 2% elements. These trees can be considered as an incomplete Merkle tree, or truncated Merkle
tree. The leaves of the truncated Merkle tree are elements ifi'ge whilst the inner nodes are digests.
The root of the 25 Merkle trees is published instead of thet evaluations of the MAC polynomials of
p, whereas the other nodes are stored in the secret-key.

We now have all the tools to describe the public-key/secret-key generation process in the dual
mode (Algorithm 6). The public-key is the root of 25 Merkle trees, which implies storing2® digests
for a small & > 0. On the other hand, the secret is large since it will include — in particular —
the truncated Merkle tree containing 2t — 2°*1 digests (typically, T > 218), but also the inner
public-key.

3.2 Dual Signing Process
The signature process of the dual mode is derived from origin.Signl (Algorithm 3, Chapter 2),

which returns the signature of the inner layer. The novelty in new.Sign (Algorithm 7) is the use of
a Merkle tree that provides an authentication tag. In particular, the function Merkle.path takes a
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truncated Merkle tree and a leaf of this tree, and returns a list of nodes allowing to compute the
corresponding node of the public-key from its leaf (Algorithm 9, Section 3.3).

Algorithm 6  Keypair generation in the dual mode.
[}

. )
function new.KeyGen 1*

1:

2 (origin.sk, origin.pk) «+ origin.KeyGenD1A -

3 p < origin.pk = (pP1,...,Pm) € Fo[X1,..., Xn,.]"

4 for i from 1to m do

5: pi + MacPoly(p;) OAlgorithm 5.
6: end for

7 P (Pr.-oiBm)

8 Z + choose a set of distirm:t points Zy, ..., Zr € Foe

9: mt < Merkle.generate tree {p(z),cz } OAlgorithm 8.
10: pk < Merkle.roots(mt) OThe (new) public-key is the root of 22 Merkle trees.

11: sk « (origin.sk, origin.pk, mt)  OThe truncated Merkle tree is stored without its 2° roots.
12: return (sk, pk)
13: end function

The signature process is described in Algorithm 7.0 inner signatures are computed from the
digest of small variations of a messag® < {0,1}*. Then, the derived systemh € Fg[X1,...,Xn,..]"
is obtained by linear combinations of the polynomial$ofp € Fg[x,...,Xn,, ]™. The corresponding
map is represented by a full-rank matrixt € Mpm o Fq , which can be generated from a deterministic
random bytes generator such asSHAKE [126]. This generator is also used to create a random s@
of v points from Z. Finally, the evaluations of p in the points of O are computed and stored in the

signature, as well as the corresponding authentication paths.

Algorithm 7 Signing process in the dual mode.

—

|| ]
function new.Sign M € {0, 1}*, sk = ( origin.sk, origin.pk, mt)

1

2 p < origin.pk = (P1,...,Pm) € Fg[X1,..., Xn,.]"

3 for i from Oto o—@&do 0

4 Si < origin.Signl M ||i, origin.sk, Inv OGet o signatures from the inner layer.

5 end for 00

6:  t <« castmalog,(q) bits of SHAKE(M |[[sol| - - - [|Sg—1) into a full-rank matrix in- Mmq Fq

7 h=(hy,...,hg) < p-t €Fy[Xq,...,Xn,..J°

8 i1,...,1y < castvlog,(t) bits of SHAKE(M ||So|| - - - ||Ss—1]/h) into a set of v integers, each in
[0,T — 1], not necessarily distinct

9: O« @zil, .z, CZ 0 OA random subset of Z C Fy« of sizev.

10: p « MacPoly(p,),...,MacPoly(pm)
11: for j from 1to v do OGet the list of digests allowing to generate a Merkle path from
each of thev leaves.

O O
12: L mpli ] < Merkle.path mt, p(z;,) OAlgorithm 9.
13: end for 0
14: return sm= Sp,...,Sq—1,h,p(z,),....P(z,), Lmp

15: end function
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The size of a signature is then:
o - |origin.sm|+(a-N + v-m-K) -log,(g) + v - (log,(t) — J) - 2\ bits, (3.1)

where |origin.sm| corresponds to the size in bits of an inner signature. In generallorigin.sm| is
equal to n., 10g,(0Q) bits, or ny,, log,(g) + 128 bits when a 128-bit salt is added (Section 7.6.2).

3.3 Merkle Tree

As mentioned above, the SBP transformation requires the use of Merkle trees [122] to guarantee
the validity of MAC polynomials. Merkle trees are compression trees. Givedy,...,dr—; in {0,1}*
and T a power of two, the corresponding Merkle tree is built by setting thei-th leaf to the hash
value of d; (Figure 3.1). Then, each parent node is the hash of the concatenation of these two child
nodes. The root of the Merkle tree is a single digest which contains information about all digests.

—_

Hy Ha Ha(do)[Ha(dy) THy Hy(do)[Ha(ds)

Hy Ha(do)H1(dy) Hy H1(dy)|[H1(ds) |

Ha (co)

Figure 3.1: Merkle tree. H; is a hash function.

To check if a bit sequenced] for 0 < i < T corresponds tod;, the Merkle tree can be used as
follows. We compute thei-th leaf of the Merkle tree with df instead of d;. Then, we build a path
in the tree until the root node. This requires the knowledge of all sibling nodes. Finally, we check
that the computed root corresponds to the public-key.

We present this principle in Figure 3.1 fori = 1. The receiver needs to received;, as well
as the authentication path composed ofH,(dy) and Hi(H1(d2)||H1(ds)). Then, he can compute
Hl(dl), Hl(H 1(d0)HH1(d1)) and H]_(H 1(H 1(d0)||H1(d1)) HH]_(H 1(d2)||H1(d3))) Finally, he verifies
that H{(H,(H l(dO)HHl(dl)) ||H]_(H 1(d2)||H1(d3))) is the public-key.

We can also truncate the Merkle tree, and publish the floor containing2® nodes instead of
the root, for & € N. For exaqple, the publig-key—orrespondingto Figure 3.1 andd = 1 is the
floor having 2! nodes,i.e. H; H1(do)|[H1(d1) , H1 Hi(dp)||[H1(d3) . This increases the size of the
public-key, but decreases the size of paths in the truncated Merkle tree. We present the process
of generation of a truncated Merkle tree in Algorithm 8. The truncated Merkle tree is a tree of
2t — 20 digests of size2\ bits.
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Algorithm 8  Generation of 2° Merkle trees as a truncated Merkle tree.

1: function Merkle.generate_treeu{do, R _1}LI
2: for i from Oto T —1do

3 mt[i] <+ Hy(d)

4: end for

5: j <0

6 for i from 1 tgq2t — —2%do @Each node is the hash of the concatenation of these leaves.
7 mt[i] < Hy mt[j ]4mt[j + 1]

8 j+—]+t2

9 end for

10: return mt OReturn a truncated Merkle tree with T leaves and2® roots.
11: end function

In Algorithm 9, we generate an authentication path. From a leaf of the Merkle tree, the user
has to be able to generate a branch until the2®-node floor. To do it, at each floor of the tree, the
user has to know the couple of digests allowing to generate the digest of the next floor. At the end,
he will be able to verify if the obtained digest at the 25-node floor corresponds to the public-key.
This process is described in Algorithm 10.

Algorithm 9 Generation of an authentication path.

1: function Merkle.path(mt, leaf)

2: ind < index of leaf in mt

3 0«0 OlIndex of the beginning of thei-th floor.

4: for i from 0Oto log,(t1) —6—1do OFor each floor of the truncated Merkle tree (without
the 29 roots).

5: mpli] < mt[+ (ind XOR 1)] O Sibling node of the current node.
6: O« O+ 2‘—, OAdd the size of the current floor.
7: ind < |ind/ 2]

8: end for

9: return mp

10: end function

3.4 Dual Verifying Process

The verification process in the outer layer is described in Algorithm 11. We need to verify the validity
of signatures from the inner layer, the validity of h € Fy[X1,...,Xn,.]%, as well as the validity of
evaluations of p € Fy [y]™. To do so, we verify each point step by step. We start by verifying the
inner signatures by assuming thath is derived from linear combinations ofp € Fg[X1,...,Xn, . ]™.
In a similar way, we verify h by evaluating h e Fq« [y]* in random points, then by comparing the
result to the evaluations of p. Finally, we verify the previous evaluations by using the function
Merkle.verify (Algorithm 10), that takes the root of 2% Merkle trees and a set of nodes, and checks
that the root can be indeed generated from the nodes.

27



Algorithm 10 Verification of a leaf via its authentication path and the roots.

1
2:
3
4.

10:
11:
12:
13:
14:
15:
16:
17:

function Merkle.verify(pk , mp, dinq)
h_1 < H1(ding)
ind < index of h_1 in mt
for i from Oto log,(t) —d—1do OFor each floor of the truncated Merkle tree (without
the 20 roots).
if ind mod 2+ O then
hi < Ha hy_1|/mpli]
else 0 0
hi ¢ H1 mpli]jh_s
end if
ind « |ind/ 2|
end for
if h|ogz(T),5,1 = pk[lnd] then
return VALID
else
return INVALID
end if
end function

Algorithm 11 Verlfyng:)rocess in the dual mode.

1
2
3:
4
5

10:
11:

12:
13:
14:
15:
16:
17:
18:
19:
20:

funcDuon new.Verify M € {0,1}*,sm, pk S {0,112

S0, .-+ So— 1,h p(zl1) "!p(zlv) me < sm 00
t < castma log,(q) bits of SHAKE(M ||Sg]| - - - ||Sg—1) into a full-rank matrix in Mmq Fq
for i from Oto o —1do
Di <~ Hi(M i) € Fg OThe field element has to be generated according the method

used in origin.Sign1.

if h(si) # D -t then
return INVALID

end if OWe use the verification process of the inner mode witth as a public-key.
end for 0
h < MacPoly(h1),...,MacPoly(hy) OAlgorithm 5.
i1,...,1y < castvlog,(t) bits of SHAKE(M ||So|| - - - ||Ss—1]/h) into a set of v integers, each in

[0, T — 1], not necessarily distinct
O+ {z,,...,z,} CZ
for j from 1to v do
mMpP < Lmp[i ] 0 R
if Merkle.verify pk,mp,p(z,) = INVALID or h(z,) # p(z;,) -t then OAlgorithm 10.
return INVALID
end if
end for
return VALID
end function
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3.5 Security

The SBP transformation is proven secure, and has the Existential UnForgeability against Chosen
Message Attack (EUF-CMA) property (Chapter 4). This property is given by Theorem 1 [157],
when the number of inner signaturesoc = 1. The authors of [157] considere® = 0.

Theorem 1. Let o = 1 be the number of inner signatures included in a signature of the outer
layer. If there is an adversary A against the EUF-CMA property of the outer layer of the SBP
transformation in time T with Q random oracle queries and with success probability) then there
exists an adversaryB” against the EUF-CMA property of the inner layer in time O(T) with success
probability at least

Og,o Oy

TQFD (@D T —(Q+1)-

2t -1
1 22)\ :

When o > 1, the security of the SBP transformation relies then on a new hard problem, so-called
Approximate MQ (AMQ) problem, which is defined below.

Problem 3. Approximate MQ (AMQ(Q, G, M, Nyar,T)).

Input. A set of quadratic polynomialsp = (p1,...,Pm) € Fg[X1,...,Xn,.]",
O vectorsyi,...,Yg € Fg‘ and r € N such thatr < min(m, g).
Question. Find X1,...,Xg € Fg such that

0

O
dim Vec p(X1) —Y1,...,p(Xs) = Yo <,
where Vec stands for the vector space generated by(x1) — Y1,-..,p(Xs) — Yo-

Under the assumption that AMQ is hard for a fixed o and r, we obtain Theorem 2 [157].

Theorem 2. If there is an adversary A against the EUF-CMA property of the outer layer of the
SBP transformation in time T with Q random oracle queries and with success probability] and if
AMQ(q, 0, m, Ny.r, 1) is hard, then there exists an adversaryB” against the EUF-CMA property of
the inner layer in time O(T) with success probability at least

Og,o Oy
0 (Q¥D) g (@Y. <t (@2t
T 22

In Figure 3.2, we propose a simplified vision of the security model of the SBP transformation
(Theorem 2). We do not consider the EUF-CMA property, but we provide more details than in
[157, 25] about why the transformation is secure. In particular, we explain how an adversary can
perform a signature forgery in practice. In the security model of SBP, we assume that an adversary
does not know the inner secret-key, but knows the inner public-key and so the Merkle tree. This
implies that he can always provide a correct(h’, pz,,...,pz,,L’). This assumption is important,
because each valid signature reveals information about the innewlﬁplic—key. In particular, an
adversary can recoverp by multivariate interpolation with at least - distinct valid signatures,
thanks t@D h?lir_rper signatures. He can also recovep (and so p) by univariate interpolation with

at least ~uc== distinct valid signatures, thanks to the evaluations of p.
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p(s)) = Hi(M [li)

AY/e5/ \@A;s s/ is not a valid inner signature.

Attack of the inner mode. \ h'(s]) Z Hy(M [li) -t

Ye \Q? = h’# h is forged to pass the test.
Attack of AMQ. Fv(zij E: Pz, -t

Ye No = pz; 7 p(z,) is forged.

]Attack of PIT. \ ]Attack of the Merkle tree. \

Figure 3.2: Security model of the dual mode. We verify sn+ (sg,...,S;_4,h’,pz,,...,pz,,L’)
provided by an adversary. PIT means Polynomial Identity Testing (Equations (3.2) and (3.3)).

Now, we present possible attacks with this assumption.

» The adversary forges correct inner signatures, and provides a corre¢h’,pz,,...,pz,,L’).
This forgery requires attacking the inner mode, which should have aA-bit security level.
Automatically, the three tests of the verifying process (Algorithm 11) are passed with success.

» The adversary provides incorrect random inner signatures and a corredth’, pz,, ...,pz,,L’).
In this case, the probability of passing the testh’(s/) 2 Hi(M i) -t isq9%.
The adversary can also choose a non-negative integer< min(o, m) and forge sy, ...,S;_;

by solving the instance of AMQ(q, 0, m, Ny, I +1) associated top andy = Hy(M |ji) - t. This

implies that each forged inner signature can be generated from a basis of+ 1 signatures.
As a consequence, if these + 1 signatures pass the test, then theo signatures pass the test.
This occurs with probability gD @,

« The adversary provides incorrect inner signatures, forged’ by multivariate interpolation
to pass the first test, provides random valuespz,,...,pz, and a correctL’. In this case,
h’ # p -t implies that at least one univariate polynomial of h’ — p - t is dilérent from zero.
Its maximum number of roots is bounded by its degree. So, the maximum probability that
h’ —p -t vanishes onv distinct random points is

a d
2 08,0

e
i:1T 1—i

: (3.2)

which is bounded by the maximum probability that h' — p -t vanishes onv random points
(not necessarily distinct), i.e.
og,o Oy
N1

- (3.3)

Sincel’ is correct, the last test is always passed with success.
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» The adversary provides incorrect inner signatures, and forge¢h’, pz,,...,pz,,L’). As pre-
viously, a multivariate interpolation gives h’. Then, he can forgepz ,, ..., pz, as a solution of
the classical linear algebra problenh’(z;) = pz, -t for 1 <j <v. Finally, the authentication
paths have to be forged to lead to a root equal to the public-key. This implies attacking the
Merkle tree (Section 3.3) and so the underlying hash function. The latter should have &A-bit
security level against the second preimage search.

We deduce from the previous attacks (.e. Theorem 2) a method to choose the parameters.
Firstly, k, v and T have to be chosen such that Equation (3.3) is lower bounded bp—*. Secondly,
a and o have to be chosen such thafg=%° is lower bounded by2—*, assuming the instance ofaAMQ
is hard to solve forr < min(o, m) (Section 4.5). Naturally, this assumption is true for 0 = 1 since
AMQ with r =0 becomes an instance oPoSSo (Problem 1).

3.6 SBP Transformation of MI-Based Signature Schemes

In Table 3.1, we summarize the practical sizes of the SBP transformation [157, 25] oMI-based
schemes.

Dual mode of HFEv-. Gui [144] is aHFEv--based sighature scheme (Section 2.4.1). Its dual
transformation allows to obtain a dual signature nine or ten times smaller than the inner public-
key. However, this result relies on stronger assumptions since > 1 (Theorem 2). The security of
Gui is based on a new parameter, nbte, that we will study in Section 4.2. However, we note that
the designers ofGui set this parameter to four, whereas SBP [157] set this parameter to one (this
parameter is not mentioned in [157], but we can deduce its value). This makes insecure the inner
layer.

Public-key compression from a seed. Here, we present the method to compress a part of the
public-key from a seed, foruov (Section 2.4.2) andRainbow (Section 2.4.3). This method is used
by SBP [157, 25].

In [141, 142], the authors proposed cyclid&lov, which is based on a compression trick to reduce
the public-key size of theUOV-based schemes. The main idéais to generate a part of the public-
key from a public seed. Then, we can deducé by evaluation-interpolation principle (Equation
(2.1)), and finally compute the remaining part of the public-key. By using this method on the
guadratic terms of p, up to M + v,0, monomials can be saved. This bound is exactly the
number of quadratic terms of F: the evaluation-interpolation principle implies that each fixed term
in p = F oS implies fixing a term in F.

Then, this principle was extended foru = 2 with cyclic Rainbow [143]. Based on the previous
compression trick, this method saves about*“2™2. + v;0; elements ofFJ' (similarly to cyclic UOV)

and % elements of[Fg?. The authors noted that this compression trick can be generalized for
u> 2.

1In fact, a partially cyclic public-key was used. A part of the terms from the first equation were randomly sampled
and stored in the public-key. Then, the corresponding terms in other equations were computed via a circular shift of
the previous equation (and were not stored). Unlike the partially cyclic public-key, the generation of a non structured
public-key from a public seed [64], sometimes called circumzenithal variant [65], does not have any impact on the
security.
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Dual U0V and dual Rainbow. In[157], the authors noted an interesting fact: the SBP transforma-
tion is perfectly compatible with the cyclic version of U0V. We can use it to generate% + V101
monomials from a public seed, whereas the remaining part of the public-key can be compressed
with the SBP transformation. In this case, we can apply Equations (3.1), (3.2) and (3.3) with

N — % — v10; instead of N, which generates smaller parameters and signature sizes. As
mentioned in [25], this is also true forRainbow. The only dilérence is that the SBP transformation

is (partially) compatible with cyclic Rainbow. The compression trick allows to compress more than
% + v10; monomials, but this would not be compatible with the SBP transformation. This is
due to the dual verifying process (Algorithm 11). The monomials which are not present inh have
to be generated from the public seed. We need to know the monomials from each equation, in order
to complete h. In the case of Rainbow, the public seed allows to generate the‘% monomials
of the last 0, equations. This is not enough to generate the corresponding monomials in.

In Table 3.1, the dual transformation is applied to U0vrand [139], which is cyclic. The dual
transformation of UOVrand allows to obtain a dual signature two times smaller than the inner
public-key. Unlike dual Gui, this transformation is proven secure without assumptions relied on the
hardness ofAMQ (Theorem 1). For dual Rainbow-IIIc, we have the same result. We note that the
compression trick was not used in the originaRainbow-IIIc scheme [63] from the first round of the
NIST PQC standardization process. Finally, another version of dualRainbow-IIIc iS proposed,
based on stronger security assumptions. Here, the factor between the inner public-key size and the
dual signature size is eleven, which is similar to duatui.

Public-key compression of constrained linear signature schemes. In [25], the authors gen-
eralize the SBP transformation for constrained linear signature schemes. The SBP transformation
can be applied to other categories of signature schemes such as code-based schemes and lattices-
based schemes, under the assumption that the public-key can be represented as an alfie system.
Of course, this assumption is true for theMI-based schemes since the public-key is the sum of
monomials. In [25], the SBP transformation is applied toRainbow. The proposed parameters target
a 128-bit quantum security level (we refer to Section 8.5.1 about quantum EUF-CMA). The inner
scheme used i®ainbow-IIIc, which targets at least a 192-bit classical security level, and at least
a 128-bit quantum security level. However, the authors did not have an elGient implementation
permitting to adapt the parameters to a practical application. So, we propose an implementation
of the dual mode of Rainbow in MQsoft (Chapter 9) to have practical running times, and we use
them to set the parameters.

Smaller signatures. In Section 8.5.5, we show that by removing redundant digests in the au-
thentication paths, we can slightly decrease the signature size. By applying this idea on Table 3.1,
we obtain the following signature sizes (via Equation (8.8)):

* 5.48 kB and 11.6 kB respectively for dualGui-94 and dual Gui-127,
e 24.1 kB, 76.6 kB and 179.3 kB for dualuovrand,
e 179.2 kB and 29.0 kB for dualRainbow-IIIc.
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scheme security parameters sec. Ivl. A |pK| |sign|
Gui-94 4=2,0exe =94,D =17 80 54.6 kB? | 98 bits
(HFEv-) A=4,v=4nb_ite=1W
dual Gui-94 0=80,a=1,k=21,v=7 807 160 bits 6.04 kB®
Gui-127 =2,0er =127,D =9 120 | 137.0kB?| 133 bits®
(HFEv-) A=4,v=6,nb_ite=1W
dual Gui-127 0=120,a0=1,k=21,v=11 120? 240 bits 13.3 kB®
Uovrand q=256,v; =90,0, =45 128 46.6 kB 1080 bits
dual vovrand o=1,a=16,k=3,v=12 128 384 bits 26.0 kB®)
Uovrand q=256,v; =140,0; =70 192 174.0 kB 1680 bits
dual uovrand c=1,0=24,k=3,v=19 192 576 bits 82.1 kB®
Uovrand q=256,v; =190,0; =95 256 433.2 kB 2280 bits
dual vovrand 0=1,a=32,k=3,v=28 256 768 bits 190.0 kB®)
Rainbow-IIIc q=256,v; =68,00 = 0, =36 128 365.5 kB 1120 bits®
dual Rainbow-IIIc o=1,0=32,k=3,v=25 128 512 bits 184.0 kB
dual Rainbow-IIIc 0=16,0=2,k=3,v=25 128? 512 bits 33.8 kB

(@ The original scheme [144] considers nb_ite = 4, but the signature size from [157] indicates that the authors
consider nb_ite = 1.

@ The public-key sizes of [144, Table 9] are wrong. We have corrected them.

@) The formula of signature size in [157] is wrong, and was corrected in [25]. We have updated the signature
sizes accordingly (cf. Equation (3.1)).

“) We have corrected the signature size from [157], which was 123 bits.

®) The 128-bit salt is not considered here.

Table 3.1: Comparison of the inner and outer layers oMI-based schemes, as proposed in [157, 25].
For all parameter sets, T = 22° and & = 0. We note that for Uovrand [139] and Rainbow-IIIc
[63], the authors of [157, 25] only considered the quadratic terms of the inner public-key, unlike
original schemes. Rainbow-IIIc targets a 192-bit classical security level and a 128-bit quantum
security level. It is used by compressing‘% + v10; monomials from a public seed of 32 bytes,
and without the 128-bit salt in the signature. We have also corrected some errors from [157]. In

particular, we have replaced the digest size by2A bits instead of A bits.
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Chapter 4

Cryptanalysis Technigues

This chapter provides a summary of the main attacks against theHFE-based signature schemes
(Section 2.3), as well as the known attacks against the SBP transformation (Chapter 3). In cryp-
tography, attacks against signature schemes are traditionally divided into four categories. An
adversary who can perform one of them can perform all the previous ones.

e Existential forgery.  An adversary can generate a valid couple message-signature.

« Selective forgery. An adversary can select a message prior to the attack, then forge its
signature.

¢ Universal forgery.  An adversary can sigh any message.

« Total break. An adversary recovers the secret-key for a given public-key, allowing to sign
any message.

In Section 4.1, we present several metrics to evaluate the cost of attacks. Then, we consider
existential forgery for signature schemes having a very short signature (Section 4.2). In Sections
4.3, 4.4 and 4.5, we study selective forgery and universal forgery by inverting the public-key for a
fixed message. This includes, in particular, the analysis of known quantum attacks (Sections 4.3.1
and 4.4.2) and Grobner basis attacks (Section 4.4). In Section 4.6, we consider the total break with
key-recovery attacks, including solving the MinRank problem (Problem 5). Finally, the physical
information leakages of an implementation can lead to side-channel attacks (Section 4.7), going to
the total break.

The attacks against the HFE-based signature schemes (Section 2.4.1) that we here present will
allow to evaluate the security and set precisely the parameters of our NIST submissionsGeMSS
(Chapter 7) and DualModeMS (Chapter 8).

4.1 Metrics and NIST Security Strength Categories
The security of a cryptosystem is evaluated by counting the number of operations required to forge

a valid signature. These operations can be for example evaluations of a certain map, arithmetic
operations or binary operations. In general, the security of a cryptosystem is quantified by the
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number of bit operations, or logical gates, required to forge a valid signature. A cryptosystem
reaches aA-bit security level if the best attack requires at least 2* bit operations. The cost of an
attack is also quantified by the maximal quantity of memory used to perform it, and by the number
of calls to an oracle of signature in the case of existential forgery under chosen message attack.
The security against quantum computers is slightly dilérent from classical (binary) comput-
ers. The cost of quantum algorithms is measured by counting the number of quantum logical
gates (similarly to classical gates on binary architectures). It can also be important to count the
qubits (quantum bits) required by these algorithms. The number of available qubits on quantum
architectures is so far limited, due to questions about instabilities and quantum entanglement.

In the NIST PQC standardization process [127], six categories of security strength are intro-
duced. NIST defines these categories with respect to existing NIST standards in symmetric cryp-
tography (Table 4.1).

security strength security description
I At least as hard to break asAES128 (exhaustive key search)
I At least as hard to break asSHA3-256 (collision search)
1" At least as hard to break asAES192 (exhaustive key search)

v At least as hard to break asSHA3-384 (collision search)
\% At least as hard to break asAES256 (exhaustive key search)
VI At least as hard to break asSHA3-512 (collision search)

Table 4.1: NIST security strength categories.

The definition of these levels requires specifying the security level ofES and SHA-3. We sum-
marize in Table 4.2 the estimations given by NIST [127], for both classical security and quantum
security.

security strength | underlying standard | classical attack quantum attack
| AES128 2143 gates 2170/ MAXDEPTH gates
Il SHA3-256 2146 gates
I AES192 2207 gates 2233/ MAXDEPTH gates
v SHA3-384 2210 gates
\% AES256 2212 gates 2298 MAXDEPTH gates
Vi SHA3-512 2274 gates

Table 4.2: Estimation of NIST security strength categories. MAXDEPTH is the circuit depth.

For the classical security, exhaustive key search (respectively collision search) requir@s?® calls
to AES128 (respectively SHA3-256) for the level | (respectively Il). Then, the number of gates is
obtained by multiplying 2% by the cost of evaluating AES128 (respectively SHA3-256). The method
is similar for other levels. The cost of evaluating is estimated t02'® (classical) gates forAES128
and AES192, 216 gates for AES256, and 2'8 gates for SHA-3.

36



For the quantum security, the cost of exhaustive search against\ES is given in [98]. In Table
4.2, the number of quantum gates is multiplied by the circuit depth (both from [98, Table 5]), then
the result is divided by MAXDEPTH. NIST takes into account that too large circuit depths may not
be usable in practice, due to quantum instabilities. Instead, several smaller circuits can be run
in parallel. The parameter MAXDEPTH is introduced to quantify a fixed circuit depth, or running
time. NIST considers that this value can be chosen betweer2*® and 2%, in function of certain
assumptions on the running time.

4.2 Generic Attack and Feistel-Patarin Construction

The MI-based signature schemes presented in Section 2.3 follow the hash-and-sign paradigm. Let
G: Fg= — g be a trapdoor function and H;: {0,1}* — F§' be a hash function. Roughly, the
signature sme g of a messagel € {0, 1}* is obtained as

sm= G‘lDH (d)D
= 1(d)

When mlog,(0q) is strictly less than 2\, these schemes are vulnerable to collision attacks on the
hash function. As proposed in [58], the attack requires generating from random inputs, a first hash
table of q%m hash values and a second hash table mﬁm evaluations of G. Thanks to the birthday
paradox, the intersection of these tables should be non-empty, creating an existential forgery since
we obtain (x,y) € Fg= x {0,1}* such that G(x) = Hi(y). This method requires computing gz™
evaluations of G and H,. The memory cost has the same order of magnitude (note that only one
hash table really needs to be stored). To circumvent this issue, we can choose to i log,(q) > 2A,
but this choice implies lower bounding the public-key sizes which are large, as well as the signature
sizes which could be even smaller.

In order to avoid both the attack and such a countermeasure, J. Patarin introduced an iterative
construction [133]. The latter was extended by [58] and called Feistel-Patarin construction. Based
on the Feistel scheme, the inversion process(is repeated rite times as explained in Algorithm 12.
The signature size is m + nb_ite - (Nyar — M) - l0g,(0) bits.

Algorithm 12 MI-based signature process using the Feistel-Patarin construction.
|| [ ]
function sign_Feistel Patarin M € {0,1}*,G™*: F — Fg-=

1:

2 So < Om

3 for i from Oto nb_ite — 1 do Olterations with the Feistel-Patarin scheme.
4: Bi+1 (—le |||) 0 0 ODj+1 EF&”.
5: Si+1,Xi+s1 <G 1S —Din O0Siv1 € Fg, Xis1 € Fgr=—™.
6 end for 0 0

7 return sm= Spp_ite , Xnb_ite s Xnb_ite =1, - - -» X1

8: end function

The corresponding verification process is given in Algorithm 13.
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Algorithm 13 MI-based verification process using the Feistel-Patarin construction.
] ]

1: funthion verify _Feistel Patarin M ED{O, 1}, sme Fg e (Nveemm) For= — Fy

2 Shb_ite » X nb_ite s Xnb_ite =15+ - -, X1 <= SM

3 for i from nb_ite —1to Oby —1do

4: Di (—d"l(M ||I) [ ODi+1 EF?.
5: S <G Sj+1,Xi+1 +Ding

6 end for

7 return VALID if Sp = O, and INVALID otherwise

8: end function

In [58], the author proved that an attack can be mounted in

o .
O go®a™ evaluations of G and H1,

with a memory cost of 0

a v
O qnbnljﬂﬁm nvar IOgZ(q) )

This generic attack was firstly proposed by J. Patarin for nb_ite = 2 [133, Remark 2]. He also noted
the possibility to increase the number of iterations [133, Remark 3], and its impact on the generic
attack.

In HFEv--based signature schemes such &@JARTZ, Gui and GeMSS (Chapter 2), the Feistel-
Patarin construction is used because the signature size is very short. In Section 7.7.2, we propose a
more accurate study of the generic attack, slightly decreasing its cost. Our results allow to improve
the performance ofGeMSS.

4.3 Direct Signature Forgery Attacks

The public-key of MI-based signature schemes is given by a set of non-linear equatiofs =
(P1,---,Pm) € FqlXa,...,xn,]" (Chapter 2). Given a digest (dy,...,dn) € Fg', the problem
of forging a signature (Section 2.3.2) is equivalent to solving the following system of non-linear
equations: 0

pl(Xl,...,Xnvar)7d]_=O,...,pm(X1,...,Xnvar)7 m =O,
x{—x1=0,...,x8 —Xq,.. =0,

Nvar

4.1)

where xiq —X%; =0 for 1 <i < ny,, are called field equations, because it is equivalent tx; € Fj.
Stated diérently, the task is to invert the public map without the knowledge of the secret-key.

For HFE-based schemes (Section 2.4.1) arkhinbow (Section 2.4.3), the system is under-defined,
i.e. Nny.r > M. As a consequence, we can randomly fix,.,., — m variables in (4.1) (let r =
(ri,...,f,,-m) € Fg="" be these random values) and try to solve for the remaining variables.
Note that this is similar to the (legitimate) signature process which requires randomly fixing vari-
ables.
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Thus, the problem of forging a signature is reduced to solving a system oh quadratic equations
in m variables overFy:

O
X1,y Xm,)—d1 =0,..., X1+ Xm, ) —dm =0,
p(lq( 1 m ) ; 1 pm( 1 m ) m (4.2)
X1 —X1=0,..., Xy, —Xm =0.
4.3.1 Exhaustive Search
Classical Exhaustive Search. Equation (4.2) can be solved by evaluating the system in the

g™ possible inputs, then by verifying if each evaluation is equal to the digest. This requireO(q™)
operations in Fy.

In [38], the authors describe a faster exhaustive search for solving systems of boolean quadratic
equations. They also provide a detailed cost analysis of their approach. To recover a solution of
(4.2), the approach from [38, Theorem 2] requires:

4log,(m) - 2™ binary operations. (4.3)

Quantum Exhaustive Search. Exhaustive search can be improved with quantum computers.
Grover's algorithm [102] is a quantum algorithm which, given a function having;a domain of sizek,
and a target output, returns an input producing this output with only © vk evaluations of this
function. Grover's algorithm requires ©(qz) evaluations of the public polynomialsp to solve (4.2).
[150] demonstrated that we can solve a system ah — 1 binary quadratic equations in n,,, — 1

binary variables usingm + n,.. + 2 qubits and evaluating a circuit of:
0 0 , o O

2m- ns _+2n,,, +1 quantum gates. (4.4)

var

N var

272

They also describe a variant using less qubitsj.e. 3 + n.. + [log,(m)] qubits, but requiring to
evaluate a larger circuit, i.e. with:
nee OO o U
2 +2n,. +1 quantum gates. (4.5)

~2x22 - 2m- n

var

4.3.2 Approximation Algorithm

The authors of [117] proposed an algorithm for solving systems of non-linear equations that is faster
than a direct exhaustive search. The technique from [117] uses an approximation of a non-linear
system, such as (4.2), by a single high-degree multivariate polynomiaP € Fgy[X1,...,Xm,] with
mo < m. The polynomial P is constructed such that it vanishes on the same zeros as the original
non-linear system with high probability. We then perform an exhaustive search onP to recover,
with high probability, the zeros of the non-linear system. This leads to an algorithm for solving
(4.2) whose asymptotic complexity is

O O
o* 20.8765m (46)
whenq=2 [117, Theorem 1.1]. TheO* notation omits polynomial factors.
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4.4 Grobner Bases

To date, the best methods for solving non-linear equations, including the signature forgery (System
(4.1)), utilize Grobner bases [45, 46]. The historical method for computing such bases — known as
Buchberger’s algorithm — has been introduced by B. Buchberger in his PhD thesis [45, 46]. Many
improvements on Buchberger’s algorithm have been done leading — in particular — to more elgient
algorithms such as the F4 and F5 algorithms of J.-C. Faugére [76, 77]. The F4 algorithm, for
example, is the default algorithm for computing Grébner bases in the computer algebra software
Magma [34]. The F5 algorithm, which is available through the FGb [79] software, provides today
the state-of-the-art method for computing Grobner bases.

Besides F4 and F5, there is a large literature of algorithms computing Grobner bases. We
mention for instance PolyBory [43] which is a general framework to compute Grdbner basis in
Fa[X1, ..., Xn, J/ (X2 —Xi)1<i<n,,.- It uses a specific data structure — dedicated to the Boolean ring
— for computing Grobner basis on top of a tweaked Buchberger's algorithih  Another technique
proposed in cryptography is the XL algorithm [60]. It is now clearly established that XL is a special
case of Grébner basis algorithm [7]. More recently, a zoo of algorithms such av [91], GVW [92],
... flourished building on the core ideas of F4 and F5. This literature is vast and we refer to [75]
for a recent survey of these algorithms.

Despite this important algorithmic literature, it is fair to say that Magma and FGb remain the
reference softwares for polynomial system solving over finite fields. We have choseérgma to
perform practical experiments requiring Grobner basis computations.

4.4.1 Practically Fast Algorithms

The direct attack described in [78, 82] provides reference tools for evaluating the security dfFE

and HFEv- against a direct message-recovery attack. This attack uses the F5 algorithm [77, 12] and
has the following complexity: 0 0
O poly(m, Ny, )®Pres | 4.7

with 2 < w < 3 being the so-calledlinear algebra constant[161], i.e. the smallest constantw such
that two matrices of size N x N over a field F can be multiplied in O(N ) arithmetic operations
over F. The best current bound is w < 2.3728639[90]. The poly(m,n,,,) notation means the
complexity is polynomial in m and ny,,.

Complexity (4.7) is exponential in the degree of regularity Dyeg [9, 14, 11]. However, this
degree of regularity can be dildult to predict in general; as dildult as computing a Grobner basis.
Fortunately, there is a particular class of systems for which this degree can be computed elGiently
and explicitly: semi-regular sequence$9, 14, 11]. This notion is supposed to capture the behavior
of a random system of non-linear equations. In order to set the parameters faFE and variants as
well as for performing meaningful experiments on the degree of regularity, we can assume that no
algebraic system has a degree of regularity higher than a semi-regular sequence.

In F,, the degree of regularity of a semi-regular system of quadratic boolean equations in
Nyar Variables is the smallest indexi such that the term z' of the Hilbert series G (Equation (4.8))
is non-positive (i.e. negative or null) [14, Proposition 10].

1+ N yar
o T

Ihttp://www-polsys.1lip6.fr/~jcf/FGb/index.html
2http://polybori.sourceforge.net

(4.8)
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In Table 4.3, we provide these degrees of regularity when,,, = m, for various values ofm.

O

m

reg

4<mx<8 3
9<m<«15 4
16< m <23 5
24<m<<31 6
32<m <40 7
41<m <48 8
49<m <57 9
58<m <66 10
154<m < 163| 20
234<m <243 | 28
316<m<325| 36

Table 4.3: Degree of regularity ofm semi-regular quadratic boolean equations irm variables.
The field equations are used.

In the case ofHFE, when g = 2, the degree of regularity for solving (4.2) has been experimentally
shown to be smaller thanlog,(D) [78, 82]. This behavior has been further demonstrated in [96, 74].
In particular, [96, Theorem 1] claims that the degree of regularity reached inHFE is asymptotically
upper bounded by:

o ot o_0 g 0
2+ 0. 1— 3/4 -min m,log,(D) ,

for all > O. (4.9)
This bound is obtained by estimating the degree of regularity of a semi-regular system &/log,(D)]
quadratic equations in 2[log,(D)] variables. We emphasize that an asymptotic bound such as (4.9)
is not necessarily tight for specified values of the parameters. Thus, (4.9) cannot be directly used
to derive actual parameters but still provides a meaningful asymptotic trend.

Indeed, the behavior ofHFE algebraic systems is then much dilérent from a semi-regular system
of m quadratic boolean equations inm variables where the degree of regularity increases linearly
with m. Roughly, D¢y grows like m/ 1111 in the semi-regular case [9, 14, 11].

We report below the degree of regularityDrEE;E]p observed in practice forHFE. These bounds
are only meaningful for a suldiently large m which is given in the first column. Indeed, as we
already explained, we can assume that the values from Table 4.3 are upper bounds on the degree
of regularity of any algebraic system of boolean equations.

m HFE degreeD | DR
=>4 3<D 16 3
>9 | 17<D <128 4
>16 | 129< D <512 5
> 24 | 513< D < 4096 6
> 32 4097< D =7

Table 4.4: Degree of regularity in the case ofiFE algebraic systems.
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Following [82], we lower bound the complexity of F5 againstiFE, i.e. for solving System (4.2).
The principle [14] is to only consider the cost of performing a row-echelon computation on a full-
rank-subrmatrix of the biggest matfix ogeurring in F5. At the degree of regularity, this sub-matrix
has Dr:’eg columns and (at least) D:g rows. Thus, we can bound the complexity of a Grobner
basis computation againstHFE by:

[ 0,0

m . .
O operations in [F,. (4.10)
Dreg

This is a conservative estimate on the cost of solving (4.2). This represents the minimum compu-
tation that has to be done in F5. We can also assume that the linear algebra constant is 2; the
smallest possible value.

From Table 4.4, we can see that ndiFE has a degree of regularity suldiently large to be used in
practical applications. For Dy = 7, more than 220 equations and variables are required to reach a
128-bit level of security, implying a public-key size of2%° bits. So, we need to use modifiers GfiFE
(Section 2.4.1) for increasing the degree of regularity.

In particular, the practical eléct of the minus and vinegar modifiers have been considered in
[78, 82]. This has been further investigated in [67, 71] who presented a theoretical upper bound on
the degree of regularity arising inHFEv-. Let A be the number of minus equationsy the number of
vinegar variables andRq = [logy(D —1)] + 1. Then, the degree of regularity for HFEv- is bounded
from above by

O
E (49— 1)(Rq +2A+ v-1 +2, if qis even andRq +A is odd,
(4.11)

g Q- 1)(Rq2+ A+ V), 2, otherwise

We observe that the degree of regularity seems to increase linearly with,,, — m. This is the sum
of the modifiers: number of minus equations plus number of vinegar variables.

[140] derived an experimentallower bound on the degree of regularity inHFEv-. The authors
[140] obtained that the degree of regularity forHFEv- when g =2 should be at least:

0 0
Ry+A+ v+1

. +2. (4.12)

4.4.2 Asymptotically Fast Algorithms

BooleanSolve [13] is the fastest asymptotic algorithm for solving systems of non-linear boolean
equations. BooleanSolve is a hybrid approach that combines exhaustive search and Grébner bases
techniques. For a system with the same number of eggations gnd variables), the deterministic
variant of BooleanSolve has complexity bounded by O 20-84M " while a Las Vegas variant has
expected complexity

O O
O 20:792m (4.13)
It is mentioned in [13] that BooleanSolve is better than exhaustive search wherm > 200, This is

due to the fact that large constants are hidden in the big Oh notation. As a conservative choice,
we lower bound the cost of this attack by 2°-7%?™ in GeMSs (Section 7.7.1).
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QuantumBooleanSolve. In [81], the authors present a quantum version ofBooleanSolve that
takes advantages of Grover's quantum algorithm [102]. QuantumBooleanSolve is a Las Vegas
guantum algorithm allowing to solve a system ofm boolean equations inm variables. It usesO(m)
gubits and requires the evaluation of, on average,

a a
O 20462M  quantum gates. (4.14)

This complexity is obtained under certain algebraic assumptions. Note that [18] also proposed a hew
(Grébner-based) quantum algorithm for solving quadratic equations with a complexity comparable
to QuantumBooleanSolve (we refer to [81] for further details).

4.5 Direct Attack against Approximate PoSSo

The security of the SBP transformation (Chapter 3) depends on theAMQ problem (Problem 3).
Here, we generalizeAMQ by considering degreed equations instead of quadratic equations. We call
APoSSo this new problem.

Problem 4. Approximate PoSSo (APoSSo(Q, 0, M, Ny, D,r)). Let q,m,n,.,,D,0 and r be non-
negative integers such thatr < min(o,m). Given p a degreeb multivariate polynomial system
in Fq[X1,...,Xn,.J" and y1,...,y¥g in Fg‘ the problem is to find vectorsxy,...,Xg in IFQ such
that the dimension of the vector space generated gy(x1) —y1,...,P(Xs) — Yo is less or equal tor.

Whenr =0, it is clear that APoSSo corresponds toc independent instances ofPoSSo (Problem 1),
and so can be solved as such. When> 0, the authors of [157] present three attacks againstMQ,
that we generalize forAPoSSo.

1. Exhaustive search. Randomly choose the values oky,...,X; in ]ngar. Then, forr<i <o,
randomly samplex; € Fg~= until p(x;) —yi is a linear combination ofp(x;) —y; for 1 <j <r.
A correct value x; is found with probability ¢~ (™), Therefore, this strategy requires roughly
r+(o rygn—r evaluations ofp and ¢- (o — r)g" " + O r2.(ny. —r) operations inFq, for
C=0Tr -(Nyor—1) .

2. Quantum exhaustive search. As in Section 4.3.1, the exhaustive search gan be accelerated
. . . . 1 .
with Grover’s algorithm. This strategy requires roughly © /o —r - qz{(™~") evaluations of

p.
3. Algebraic attack. Here, we write the rank condition for each variablex; forr <i < o.
For any i, we introduce r new variableszy, ...,z . Then, we have that p(x;) —y; is a linear
combination of p(x;) —y; means
O
z(p(x;) =y + p(xi) —yi = On. (4.15)

j=1

The authors proposed two strategies. We can directly solve the system generated by Equation
(4.15) forr <i < o. This system is an instance ofPoSSo(q,(0 —r)m,oNyy +(0—r)r,D +1)
(Problem 1). We can also randomly fix the values ofxq,...,X,. After applying a linear
transformation, we obtain values ofz,, ...,z such that r elements of Equation (4.15) vanish
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on them. In this case, Equation (4.15) becomes a system ah — r equations in only n,.,
variables. Applying this strategy for each variablex; forr <i < o, we obtain o—r independent
instances ofPoSSo(q, M —r, Ny, D).

These attacks show that solvingAPoSSo should be exponential inm —r. In Chapter 10, we
study this problem more accurately.

4.6 Key-Recovery Attacks against HFE

We conclude attacks againstiFE by covering key-recovery attacks. This part discusses the so-called
Kipnis—Shamir attack [111] (Section 4.6.3) based on thelinRank problem (Section 4.6.2). The
Section 4.6.1 deals with equivalent keys. The existence of equivalent keys does not make dangerous
an exhaustive search, but this concept is a practical tool to simplify attacks and implementations
via the use of normal forms of the secret-key.

4.6.1 Exhaustive Search and Equivalent Keys

The secret-key of anyMI-based scheme can be attacked with an exhaustive search. At first glance,
this attack is very ineldient because the size of the key spage is very large. Just by considering
the alde transformations 5 & ADn_v::, Fq and 7 € A0} Fq , and by using that the number of
invertible matrices in M, Fq [116] is

we obtain a lower bound on the number of secret-keys, which is slightly less thag!v* st m™“+m’,
However, the authors of [165] introduced the notion of equivalent keys. Indeed, we can remark that
several distinct secret-keys can lead to the same public-key. In this case, these secret-keys are called
equivalent keys.

o _ 0 o O O, .00
Refinition 2 (Fquivalentkeys). Two secret-keys S, 7,7 and &', F,T' in AO." Fg= x
Fow — F? x AO,7T FT'  are equivalent if

Pp=ToFoS=T oF oS

By using this concept, the authors of [165] demonstrated that forHFEv--based schemes, each secret-
key has at least

0 0, 10 Odg-0 o
Qs - qA+2 Oext+ Vdexe | qdext -1 . qv _ ql . qdm _ ql equwalent keys.
i=0 i=m-1

The size of the key space without these equivalent keys is too large to make dangerous an exhaustive
search. However, the use of equivalent keys allows to restrict attacks to a specific type of keys. In
particular, for each couple of alfie transformations S’ and 77, there exists an equivalent secret-key
where § and 7 are linear transformations (cf. the additive sustainer in [165]). For this reason, the
ale part of &’ and 7’ are not considered in both implementation and attack. Moreover, we can
use the concept of equivalent keys to choose a moniFEv polynomial, as explained in Section 7.4.2.
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46.2 MinRank

The MinRank problem was firstly studied in [47] where authors demonstrated its NP-completengss
in Fq. The p~roblem~is as follows: given integersy, n,k,r and a matrix M in M, FqU{ty,... , t} ,
find, if any, tq,...,tx € Fq such that

0 n .

rank M tq,...,tx <.

Then, MinRank was re-stated in [57], as follows.

Problem 5. MinRank(MinRank(g, m,n,kK,r)). Let g,m,n, k and r be integers. LetMqg,M1,..., M
be matrices in Mnn Fq . Find, if any, elements ty,...,tx € Fq such that the rank of

M = tiM; — Mo,
i=1

is at mostr.

The MinRank problem is crucial for key-recovery attacks againstiFE. We present in the next section
the best known attacks whenr is very small compared tomin(m, n).

4.6.3 Kipnis—Shamir Attack

In [111], A. Kipnis and A. Shamir demonstrated that the key-recovery in HFE is essentially equivalent
to the problem of finding a low-rank linear combination of a set ofm matrices of sizen .. X Ny,; IN
Fq. This is a particular instance of the MinRank problem (Problem 5).
We briefly review the principle of this attack for HFE. In the context of this attack, we can
assume, without loss of generality, that theHFE polynomial has a simpler form:
a o
Aij X9 € Py [X]. (4.16)
0<j <i<d et
q+q <D
O
Let X = X, X 9,X%, ... X9

dext —1

. We can then write (4.16) in matrix form, which is:

X -F-XT,

O O
where X T stands for transpose ofX and F € My_, Fyee IS @ symmetric matrix if ¢ is odd, and

is triangular otherwise. Since the degree of is bounded by D, it is easy to see thatF has rank
at most [logy(D)]. This implies that there exists a linear combinations of rank [log,(D)] of the
public matrices representing the public quadratic forms [22]. Then, the secret-key can be easily
recovered from a solution ofMinRank(q, eyt Jexts Jext, ﬂogq(Dﬂ) [111, 22].

In [22], the authors evaluated the cost of the Kipnis—Shamir key-recovery attack with the best
known tools [76, 77] for solving the instance oMinRank(q, tyt, dext, ext ﬂogq(D)D that occurs in
HFE. Following [22], the cost of the Kipnis—Shamir attack againstHFE can be estimated to:

0

O 0,5
O dext + I—Iogq(D)—‘ +1 @

[logy(D)] +1

w( [log,(D)]+1
~0 dex(t d ) ,
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where w is the linear algebra constant andD is the degree of the secret univariate polynomial.

When one equation is removed from the public-key, there is a method of reconstructing the
removed equation during the Kipnis—Shamir key-recovery attack [160]. Until recently, it was not
clear how to apply the key-recovery attack from [111, 22] toHFE- when at least two equations
are removed. In [160], the authors explained how to extendiinRank-based key-recovery for all
parameters of HFE-. Their results can be summarized as follows. From key-recovery point of view,
HFE- with d.,. variables based on a secret univariate polynomial of degre® is equivalent to a HFE
with m variables based on a secret univariate polynomial of degreB - 2*. Combining with [22],
we obtain aMinRank((, .yt dext, M, A+ [log,(D)1)-based key-recovery attack againsHFE- whose
cost is then:

s o, O O
m+A+ |—|qu(D)~| +1 @ ~0 mw(A+ ﬂogq(D)—Hl)

© A+ [logy(D)]+1

For MinRank-based key-recovery, the minus modifier has then a strong impact on the security.

In the case ofHFEv, one can see that the rank of the corresponding matrix (see, for example
[144]) will be increased by the number of vinegar variables. Combining with the previous result,
the cost of solvingMinRank in the case ofHFEv- is then:

0 O O

0 0o
m+ v+A+ [log,(D)]+1 ~ 0 me(via+ flogg()1+1) (4.17)

v+A+ Jlogy(D)]+1

where D is the degree of the secret univariate polynomial. Here, we consider an instance of
MinRank((, byt + V,0exe + V, M,V + A+ ﬂogq(Dﬂ).

4.7 Side-Channel Attacks

In the previous sections, we study the hardness of solving mathematical problems. This is not
enough to guarantee security because hardware and software implementations can have physical
information leakages. Side-channel attacks are based on these leakages. They can be leaded,
for example, by exploiting power consumption measurements, or by generating fault injections
[32, 8]. A famous side-channel attack [113] breaks the implementation of the square-and-multiply
exponentiation algorithm (Algorithm 14) used in the RSA cryptosystem. Let K be a secret exponent.
At each step of Algorithm 14, a square is computed. But if thei-th bit of K is one, an extra
multiplication is performed. Thus, the number of operations depends on the secret-key. We can
then try to exploit time measurements or power consumption to recover the secret-key. For the
power consumption attack, the adversary requires a physical access to obtain measurements. For a
timing attack, these measurements can be obtained remotely, for example by measuring the response
time of a server. This attack can seem unrealistic because of dil@érent instabilities €.g. fluctuation

of the Internet connection, swap of the current process). In 2005, D. Brumley and D. Boneh [44]
succeed to remotely attack theRSA implementation of the famous OpenSSL library.
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In Algorithm 14, a timing attack is based on the fact that a conditional statement depends on a
secret integer, generating a dil@rence in the time used to perform one step. Another famous type of
timing attack is the cache-timing attack. Here, the timing leakage is due to the delay of a memory
access (Section 6.1.2), which can be usexlg. to recover the index of a lookup table. If the memory
access depends on secret data, then the secret can be compromise. This type of attacks was used
to break the OpenSSL library in 2005 [16].

Algorithm 14 Left-to-right square-and-multiply exponentiation. R is a ring.
1: function Exp(A € R,K € N¥)

2: Ax + A

3 for i from |log,(K)|] —1to Oby —1do

4: AKDQ_D% OSquare.
5: if 5 mod2=1then OExtraction of the i-th bit of K.
6: Ak <+ Ak xA O And multiply.
7: end if

8: end for

o: return A OA K.

10: end function

Nowadays, the timing attacks are considered as very dangerous, and are still present. In 2019,
the authors of [3] broke the keypair generation of theRSA implementation from the OpenSSL library.
To do it, they used the fact that the operations performed during the binary GCD algorithm depend
on the binary representation of the inputs. They motivated the danger of their attack by a typical
application: the generation of certificates for the websites using theTLS protocol. On well-known
and widely deployed services, the keys are often generated on shared cloud environments. Malicious
adversaries could be present and measure the time of keypair generation to recover the secret-key.
All in all, it is mandatory that all operations involving secret data are performed in constant-time
(Section 6.3). This can generate an additional cost, as in Algorithm 15 where we replace the
conditional statement of Algorithm 14 by a mathematical formula. Our library M@soft (Chapter 9)
takes into consideration these criteria about security and performance evaluation. We minimize the
penalty generated by the protection of secret data.

Algorithm 15  Constant-time left-to-right square-and-multiply exponentiation. R is a ring.

1: function CstExgA € R,K € N¥)
2: Al—A-1

3: Ax + A

4: for i from |log,(K)| —1to Oby —1do

5: Ak t[ﬁ]% OSquare.
6: b« 5 mod?2 OExtraction of the i-th bit of K.
7. Ak <« Ax x (A’ xb+1) O Conditional multiplication by A.
8: end for

o: return  Ag OA K.

10: end function
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We conclude by noting that other attacks, and in particular fault attacks [8], can really be
dangerous in some contexts. With a simple laser, fault attacks can be generated and used to break
the use of cryptography on smart cards. The first fault attacks were introduced by the authors of
[32], demonstrating the major impact of fault attacks. The authors presented several attacks on
RSA:

e on a typical implementation of the RSA-based signature schemes, the complete secret-key
can be recovered with only a correct signature and a faulty signature, both from the same
document,

< with a fairly large number of faulty encryptions, the secret exponent ofRSA implementations
using Algorithm 14 can be recovered.

No fault attacks were reported against our implementations submitted to the NIST PQC standard-
ization process [128].

48



Chapter 5

Arithmetic

In this chapter, we present arithmetic in polynomial rings, as well as the representation of finite field
extensions. Arithmetic is crucial for the performance ofMI-based schemes (Chapter 2) and their
dual mode (Chapter 3). In particular, the HFE-based schemes (Section 2.4.1) require arithmetic
operations in F... and a root finding algorithm in F...[X]. In Section 5.1, we present arithmetic
operations in Fy[x]. Then, we study dil@rent representations of extension fields in Section 5.2. We
use the polynomial basis inM@soft (Chapter 9), whose operations are these described in Section
5.1. When the finite field is F.q.,. (Section 5.3), we present some classical optimizations to improve
arithmetic from Section 5.1. This field is used inGeMSS (Chapter 7) and DualModeMS (Chapter 8),
and we will study an eldient implementation of field operations in Chapter 9. Once arithmetic

in Fye... is defined, we can define basic operations ifiy...[X] as in Section 5.1 (by replacingq by
g®=). In Section 5.4, we define advanced operations iffgo... [X]. These operations are parts of the
root finding algorithm (Section 5.4.8), except for the polynomial evaluations which are used in the
dual mode.

Let p be a prime number, the prime fieldF, is defined as:
Fp = ZI (pZ).

F, is obtained from the integer ring by adding the relationship p = 0. Then, we can define a
degreek extension field of F, by adding a a root of an irreducible polynomial f of degreek in
Fy[x], i.e. we add the relationshipf (a) = 0. We obtain:

Fo = Fplol/ (f (@), k> 1.

In this chapter, we present arithmetic in Fq[x] for g= p= 0> 1, or in Fqoex [X] When the extension
degree has a major role in the studied operation€.g. the Frobenius map, Section 5.4.5). The prime
p corresponds to the characteristic of this field. The dependencies between the dilérent arithmetic
operations are depicted in Figure 5.1. Then, we summarize the complexity of main polynomial
operations in Fya.,. [X] (Table 5.1).
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Root finding over T qdext
(Section 5.4.8)

Frobenius trace in Spll'[ root finding over ]

dexe [X ] (Section 5.4.5)

|

Modular composition in
Fgaexe [X] (Section 5.4.3)

Division in Fua .y [X]

Multiplication in  Fa ., [X ] <
(Section 5.1.4)

(Section 5.1.2)

Frobenius map in
Fyden [X] (Section 5.4. 6) Fyde.e (Section 5.4.7)

Squaring in Fyd e [X ]

GCD in Fudow [X]
(Section 5.1.3)

(Section 5.4.1)

] [
l ><
[ Inversion in IE‘

(Section 5.4. 2)
Modular reduction in ] [ Squaring in Fq[x]

Multiplication in  Fq[x]

[ Multiplication in = Fqd.. ] [ Squaring in Fud... ]

Figure 5.1: Dependencies between the dil@rent arithmetic operations in characteristic two.

operation Section method complexity
addition 5.1.1 classical d+1 (field additions)
classical M(d) = O(d?)
multiplication 5.1.2 Karatsuba’s M(d) = O(d*®%%)
fast M(d) = O(dlog(d))
classical o(d?)
5.1.3
square g is even d+1 (field squarings)
H 2
Euclidean division 5.14 cla;zzcal O?I\SIc(j d)))
classical O(d?)
GCD 54.1
fast O(M(d)log(d))
modular composition | 5.4.3 Homer Ce(d) = OM(d) 'd)wl
Brent-Kung Ce(d) = O(d*SM(d) + d ™2 )
classical Cr = O((dext — [logy(d)]) log,(g)M( d))
Frobenius map 5.4.5 mod. comp. Cr = O(Iogz(dext)cc(d)+ dext 109, (Q) - d)
multi-squaring = O(q - d? + e . d- (d+ k' log,(q)))
- classical O(Cr + d2) (on average)
t find 5.4.8
rootinding fast O(M(d)(durs 0g,(q) + log( d))) (on average)

Table 5.1: Complexity of main operations on degreed elements offF ... [X], in number of operations

in Fae.. The integer k' is a parameter such thatl < k’ < dexs.
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5.1 Basic Arithmetic in the Polynomial Ring [Fy[X]

In this section, we present elementary operations inly[x], for g a prime number or a power of a
prime number. We note that arithmetic in Fqy for g = p*, with p a prime number andk > 1, can
be built recursively thanks to arithmetic in Fy[x] (Section 5.2).
Let A and B be polynomials in Fg[x], with ny > ny > 1, such that:

nE|71 Efl

A= ax', B = hx'.

i=0 i=0
In the next parts, we study operations betweenA and B. For convenience, letd, = n, — 1 and
dp, = np,—1 be respectively the degree oA and B. We introduce the same notations for the quotient
Q and the remainder R of the Euclidean division (Section 5.1.4):

-t -1
Q= gx', R= rix'.
i=0 i=0

5.1.1 Addition and Subtraction

The polynomial addition [161, Algorithm 2.2] of A and B is the termwise addition of the coeldients,
which has a cost ofny field additions.
0 o 0 0
Mor—1 _ Ma-1
A+B= (& + b)x' + ax'

i=0 i=np
The principle is similar for the subtraction, which costs ny, field subtractions, with n, — np extra
negations for the computation of B — A.

5.1.2 Multiplication

With the addition, the polynomial multiplication is the most crucial operation. The complexity of

all algorithms used after, such as the fast Euclidean division algorithm, the fast GCD algorithms
and the polynomial modular composition (respectively Sections 5.1.4, 5.4.1 and 5.4.3), relies on it.
We denote by M(d) the number of field operations to multiply two degree-d polynomials in Fq[x].

Classical multiplication. The classical multiplication [161, Algorithm 2.3] of A by B consists in
computing the sum of all ajlg x'*) for 0<i<n z and 0 <j <n p. Here, we propose a formulation

which allows to compute all terms of the result from x° to x"a*"v—2,
0 o O 0
r@—lD ) r@—l r@—l ) r@—l nbﬁi—l )
AxB=10 a_jhx'd+0 a_jgx't+0 an,—1-j b+ x"e 0 (5.1)
i=0 j=0 i=np j=0 i=1  j=1

The cost of the classical multiplication is quadratic: exactly nyny, field multiplications and (n, —
1)(ny, — 1) field additions are required. When[ is a degreetlextension field represented in polyno-
mial basis (Section 5.2.1), we can accumulate the products, then only perform, + n, — 1 modular
reductions by the irreducible field polynomial. Therefore, the number of modular reductions is lin-
ear. We apply the same idea on Karatsuba'’s algorithm and the Euclidean division (Section 5.1.4).
In this way, the modular reduction is completely negligible compared to the multiplication.
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Karatsuba’'s multiplication algorithm. The cost of the classical multiplication is quadratic.
Historically, Karatsuba’s multiplication algorithm [161, Algorithm 8.1] is the first algorithm sub-
guadratic in the degree. The idea is the following. Let:

A= A+ ApxL ], B = Bo+ ByxL% ],

o d O O
with A B g -coelGient polynomials in Fy[x] and Ay, B 5 -coel@ient polynomials in Fg[x].

A classical approach would be to computeA x B with four products:
AxB=ABo+(ABh+ AnBoxLF] + ApBx2L% .
Karatsuba computes it with only three multiplications, which are:
P1 = Agx B P2 = Ay x By and P3 = (Apg+ Ap) x (Bog+ By).

In particular, he remarks that P; = P; + P, + (AB, + ALB). The latter product is exactly the
middle term of A x B. So, we obtain that A x B can be written with P, P>, P3 and some additions:

0 age .
AxB=P+ P3_(P1+ PZ) XLTJ'F P,x LTJ

In one step of Karatsuba, three half-degree multiplications are required to multiply A by B. Now,
this process can be applied recursively to comput®,, P, and P3. At each step, the degree of each
operand is divided by two. When the degree is small enoughi.e. strictly smaller than a fixed
threshold t > 0), we can choose to stop the recursive calls and use the classical multiplication to
mgtiply the operﬁnds. Ehis case is commonly called base case. Where 1, this approach requires

O ng92®  ~ 0 nL%5 field operations [161, Theorem 8.3].

Karatsuba-like formulae. When the number of coeldients is not a power of two, the number
of multiplications is not minimal. For a power of three, we can use the three-term Karatsuba-
like formulae [124] (Section B.1), which allows to multiply two degree-two polynomials with only
six multiplications (instead of seven with the previous method). This method allows to improve
multiplications in F,[x] on certain processors (Section 9.2.2).

Faster multiplications. Other methods, such as the Toom—Cook multiplication [112], allow
to decrease the exponent of the complexity of the multiplication. With Toom—Cook algorithm,

we can multiply two degree-two polynomials with five multiplications instead of six for a three-
term Karatsuba-like formula. Nowadays, the best multiplication algorithm is the fast convolution

algorithm [161, Algorithm 8.16] that uses Fast Fourier Transform (FFT). The complexity is quasi-

linear in the number of coel@ients. However, this method is based on the existence of a primitive
2¢-th root of unity. In binary fields, such roots do not exist. A variant based on a primitive 3¢-th

root of unity can be used [161, Algorithm 8.30], but is considerably slower than the standard FFT.
For this reason, we do not consider the FFT-based multiplications in our implementation.
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5.1.3 Squaring

The computation of a square is a particular case of the multiplication. The symmetry of the
operands allows to divide by two (approximately) the number of field multiplications. From Equa-
tion (5.1) with A = B, we obtain

0 0 O » o 0O N O
n@71 _ rE|71 tFJ _ rE|72 L—TJ )
A? = a’x?  + HZ ai_j a,-x'H + HZ @n, —1-j ai+jx”a*1+'H . (5.2
i=0 i=1 j=0 =1 j=0

In characteristic two, the computation of the square is linear, costing only n, field squarings
(cf. Equation (5.2) by specifying 2 = 0). This property is due to the linearity of the Frobenius
endomorphism:

(a+ b9 =a%+ b, with a,b€ Foau, deoxe > 1. (5.3)

5.1.4 Euclidean Division

Euclidean division of A by B [161, Algorithm 2.5] consists in finding Q,R in F4[x] such that
A = BQ+ R with deg(R) < deg(B). The polynomial Q corresponds to the quotient of the Euclidean
division, whereasR corresponds to the remainder. Euclidean division is crucial to compute the GCD
and perform the extended Euclidean algorithm (Section 5.4.1). In particular, the computation of
the remainder is crucial to perform the modular multiplication in the extension fields represented
with the polynomial basis (Section 5.2.1), as well as to compute the modular composition (Section
5.4.3), and the Frobenius map and trace (Sections 5.4.5 and 5.4.6) during the root finding algorithm
(Section 5.4.8).

We present in Algorithm 16 the Euclidean division with remainder. We repeat the process of
adding to A a multiple of B such that the current leading term of A will vanish. Since this term
vanishes, we do not compute it {.e. we replaceB by B — by, x% in Algorithm 16), but we directly
set it to zero. Algorithm 16 is strictly equivalent to computing R = A —BQ, by taking into account
that Q is computed asbgb1 x Q’, for any Q" € Fqy[x]. In the worst case, Algorithm 16 requires
computing one inverse inF, (dy — dp + 1)(dy + 1) field multiplications and (d, — dy + 1) d,, field
subtractions.

Algorithm 16  Polynomial Euclidean division with remainder.

1: function EuclideanDivRererlA e Fqlx],B € IFq[x]*l_I
22 c byt

3 Q«0

4: R+ A

5: for i from d, to dy by —1do

6

7

8

9

G-d, < Ti XC 0 OUpdate of the quotient.
R+ R—-g_g, x B —lyx% xi—%
ri <0 OThe new R has a degree at most — 1.
end for
10: return (Q,R)
11: end function
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Naturally, the computation of the quotient can be separated from the computation of the re-
mainder, because the quotient depends only on the higher degree termsAf We can firstly compute
the quotient without updating the d, smallest degree terms ofA, then secondly compute the re-
mainder as(A — B x Q) mod x%. The remainder can be computed withM(dp) field operations and
accelerated by using a fast multiplication (Section 5.1.2). The computation of the quotient can be
performed without the computation of the remainder (Section B.2). However, Algorithm 16 does
not allow to use fast multiplications. Thus, we present the principle of the fast Euclidean division
[161, Algorithm 9.5].

Let Reg(A) = x' - A(1/x) be the reciprocal polynomial of A. The fast Euclidean division
(Algorithm 17) of A by B consists in writing A = BQ + R with Q, R € F4[x], and remarking that:

Reg, (A) = Recg, (B) Recy, —g, (Q) + x% ~®** Regy, _1(R). (5.4)

Because the degree of) is at most d, — d,, we can compute Equation (5.4) modulox9—%*1  So,
we obtain the following formula for Q:

Req, _q,(Q) = Recy, (A) Regy, (B) ™ mod x% ~%*1 (5.5)

Equation (5.5) requires computing Recy, (B)~! modulo a power ofx. This can be performed
eldiently with Newton iteration (Section B.3), requiring at most 3M(d; — dy) + O(d, — dy) field
operations [161, Exercise 9.6]. Note thatRecy,(B)~! can be precomputed one time for several
Euclidean division by B. Then, Q is obtained with one polynomial multiplication and by reversing
the order of coeldients, costing M(d, — dy) field operations. Finally, the fast Euclidean division
with remainder can be computed with 4M(d; — dp) + M( dp) + O(d, — dy) field operations.

Algorithm 17  Fast Euclidean division with remainder. _
[ ]
function FastEuclideanDivRenA € Fy[x], B € Fqy[x]*

1:

2 recB inv + Reg, (B) ! mod x9%a ~db+1 ONewton iteration [161, Algorithm 9.3].

3 recQ+« Regy, (A) - recB_inv mod x% —d+1 ORec, 4,(Q).

4: Q + Reg, _q,(recQ

5 R+ A —B -Q modx% OThe modular reduction saves computations.
6 return (Q,R)

7: end function

5.2 Representation of Finite Field Extensions

Each elementC of Fy... can be represented by using a basis = Deo, e, edm,lmof Fqoere OVEr Fy.
We can write:
d—l
C= G, (5.6)
i=0
andvec =(¢p,C1,...,Cq,,—1) € Fgm is a representation ofC over 5. Here, we present the common

representations ofF ... = Fg[a]/ (f (a)) with f € Fg[x]. When q= 2, the polynomial representation
(Section 5.2.1) seems optimal on Haswell processors and later. The normal representation (Section
5.2.2) may be faster when the available vector instructions are limited (Section 6.1.3).
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5.2.1 Polynomial Representation

Let g€ Fooe be agot of f. Then, 1,a,02,03, ..., a% 1 are linearly independent overFs... and
B= 6o,...,0,_ ., Wwith & = a'is the canonical basis. The representation of anyC € Fya... over
B is called polynomial representation becaus€ is a degreefd.,; — 1) polynomial in Fgy[a].

With such a representation, the operations inFg... can be naturally performed with the op-
erations in Fg[x] presented in Section 5.1, Moreover, when a product iff... is computed, the
result C can be represented agco, C1, ..., Cd,,,—2). Then, an unlimited number of products can
be accumulated with this representation, before performing the modular reduction byf to ob-
tain a dex¢-coeldient representation. The accumulation of coeldients allows to perform the main
operations in F... [X] with a complexity linear in the number of field modular reductions in Fy.. .

5.2.2 Representation using Normal Bases

_ O O
Let B € Fyoere. When B, B9, .. .,Bqdm " are linearly independent overFua..., B= 6o,...,60,  _,

with 8 = B9 is a normal basis OfF go.re OVErFy. Let C,D € Fyaere, andve, Vp € Fg be respectively
their normal representation over 3. The operations in Fy... can be performed as follows:

e C+ D is represented byvc + vp,

d

O
« C x D is represented byvc - M - v[ for a specific matrix M € Mgy, Fq ,

O
. CU = ?;g* Ci—k mod d.. - & IS represented by the right circular shift by k positions of vc.

The g-exponentiation is eldient in the normal basis, because it corresponds to a circular shift of
the coeldients. The multiplication can be performed as a vector-matrix-vector product, once M is
known. The matrix M depends only onf and can be precomputed [106]. In fact, the computation
of ve - M -vg is the evaluation of a MQ polynomial py € Fglco, ..., Cq,,,—1,do,...,dq,,,—1]. Itis
well-known that for g = 2, the number of ones inM , which is also the number of non-zero terms of
Pwm , IS greater or equal to2d.,; — 1 [125]. When this bound is reached 5 is called optimal normal
basis [125], since it minimizes the cost of the sparse evaluation @f, .

5.3 Arithmetic in Binary Fields

In this section, we study how to perform eldiently arithmetic in  Fa..,. When the polynomial repre-
sentation is used (Section 5.2.1). The elements are represented as coeldient vectors ify and can
be easily added in parallel (Section 5.3.1). Once elements are multiplied as degrées,. — 1) binary
polynomials (via Sections 5.1.2 or 5.1.3), the modular reduction can be performed elgiently by
using sparse field polynomials (Section 5.3.3) or cyclotomic field polynomials (Section 5.3.4). For
an elgient arithmetic in small binary fields, we refer to Sections 7.4.9 and 9.5.1. For a complete
arithmetic in F,.,. with implementation techniques and timings, we refer to Section 9.2.
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5.3.1 Boolean Arithmetic

We summarize the main operations inF, in Table 5.2. The addition corresponds to theX0R boolean
operator, whereas the multiplication corresponds to theAND boolean operator. The squaring does
not require any computation. These boolean operations are computed elGiently in parallel on all
classical architectures (Section 6.1.3).

a|bla®b|axb|a?
0|0 0 0 0
0|1 1 0 0
10 1 0 1
111 0 1 1

Table 5.2: Main operations in IF».

5.3.2 Irreducibility Conditions of Binary Polynomials

The choice of the irreducible polynomialf of degreed.,; defining F,u... is important for the per-
formance of the modular reduction, when the polynomial representation is used (Section 5.2.1). It
is well-known that sparse polynomials are more elgient (Section 5.3.3). In this section, we study
properties on these irreducible polynomials.

Let f = o iD:O XK € Fo[x] for 0 < kg < ki1 < -+ <K= dege. FOr dege > 1, we know that f is
irreducible only if ko = 0 and [is even (respectively because zero and one are not rootsfof. This
implies that the mpst sparse irreducible polynomials overfF, are trinomials. When it exits, we can
choosek; < th (sinceReq,,, (f) is irreducible). Else, we can choose an irreducible pentanomial.
For d.,; > 4, it is conjectured that an irreducible pentanomial of degreed.,. exists. Therefore, the
use of irreducible trinomials and pentanomials is enough to representoa.,. for all dexs > 1.

In cryptography, when a cryptosystem is being designed, the designer can choosk,; which
optimizes the performances. In particular, he can choosél.,; such that an irreducible trinomial
f of degreed.,; exists. But between dil@rent trinomials, some values ofd.,, and k; are more
eldient in practice. Therefore, we propose to study what are the possible values. If a trinomial f
is irreducible over IF,, then the following properties are verified:

1. dext # 0 mod 8.

2. If k1 =0 mod 2, then dexe =1 mod 2.

3. If k;y =0 mod 4, then doxr = =1 mod 8

4. If dexr — ki =0 mod 4, then dexr = +1 mod 8

5. If dexe — 2k; =0 mod 8, then k; =1 mod 8 or k; =3 mod 8.

These properties are obtained from a reformulation of [156, Corollary 5]. The latter enumerates
all cases wherd has an even number of factors (and hence is reducible) ovét,. We will show in
Section 9.2.3 that the modular reduction can be accelerated whed,,, K1, dext — K1 O dexe — 2K1
are multiple of eight.
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5.3.3 Modular Reduction by Sparse Polynomials over F,

O .
In this section, we want to reduceR = izfg“‘z rix' the result of a multiplication/squaring in  Faq.,.,

when the polynomial representation is used (Section 5.2.1). The choice of the irreducible polynomial
f defining F,4... (Section 5.3.2) is important for the modular reduction: it is faster when f is a
trinomial or pentanomial [101, 6, 5]. The classical method to perform the sparse modular reduction
is to specify the classical Euclidean division (Algorithm 16) for a sparse polynomial. Naturally, the
computation of the remainder is equivalent to computingR —fQ for any Q € F,[x] with a classical
polynomial multiplication (Section 5.1.4). -The pultiplication of f by Q is a multipfication by a
sparse polynomial, which requires onlyO d.,.[] operations in IF, instead of O d?,, for a dense
polynomial. Then, we remark that when 2(kp_1 — 1) < d 4, the order of operations can be easily
changed to optimize the computation with the polynomial representation (Section 5.2.1). This is
due to the fact that Reg (f)~! mod x9=~1 is very sparse (Section 5.1.4), sinc®ecy,_, (f)~! =

Reg,,. (f) =1 mod x%=—ki-1 We specify this behavior for trinomials.
Modular reduction by a trinomial. Here, we explain the grinciple of n}gdular reduction by
Etrinomial. Let f3 = x%= + xK +1 such that 0 < k; < %= . Let Rg = id:g_lrix', Rk, =
izfe(;‘;:kl_l rixi—des and Sy, = izf;‘a:_kl rix' —2de=* ki we have:
0
R= Ro+ Ry, + S x%=ki xlest, (5.7)

We perform a first step of reduction by f 3 by replacing x%= by f3 — x%< in (5.7). We obtain:
a o O a
R=Ro+ Ry, + S x%= 1 + R, x¥ + 5 x% modfs.

We iterate a new step of reduction:
O O

R = Ro+ Ry, + S, x%+ K1 + R xK1 + S f3—x%+ modfs. (5.8)

O O
In Equation (5.8), the degree ofR is max dey; — 1,2(k; — 1) . So,R is reduced modulof 3 if and
only if 2(ky —1) < dexs. In two steps of regiictign, we have then a method to compute the modular
reduction for all trinomial such that k; < 9g=

Remark 1. When k; =1, S, =0 and R is reduced in only one step.

Modular reduction by a sparse polynomial. Similagly te;trinomials, we explain the prin-
ciple of modular reduction by f_for kg = 1 and kg1 < dT . Let Ry = id;"o‘_lrix', Ry, =
a0 pixi e and § = 292 rixi =2tk for j e [1,0- 1], we have:
0
R=Ro+ Ry + Sy x%s78 xdesr, (5.9)

We perfoHn a first step ofDreﬁucEPn by f ﬁ)y replacing x%= by f — x%= in Equation (5.9). We
d —k; -1 ki . . K .
compute Ry + S x4 x 1+ xS by multiplying the left operand by x*i forj € [1, 3-1],

and we choosg =1 when we multiply the left operand by 1. We obtain:

O 0 gri0 O
R=Ro+ Ry, + S x%= + Ri, X + S x% modf.
j=1
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We iterate a new step of reduction:

Br1 [l D@l
R=Ro+ Ry, + Siox%= 1+ R xM + f —x%= g modf. (5.10)
j=1 j=1

O O
In Equation (5.10), the degree ofR is max dext — 1,2(Kp-1 — 1) . So, R is reduced modulof if
and only if 2(kg-1 — 1) < dex. In two steps of reductien, we have then a method to compute the
modular reduction for all polynomial such that kg ; < th .

Remark 2. When k; =1, S, =0 and Equation (5.10) can be simplified accordingly.

5.3.4 Modular Reduction by Cyclotomic Polynomials over F,

In the previous section, we study how to take advantage of the sparse polynomials to improve the
field modular reductions. But we can also take advantage of structured polynomials. In this section,
we deal with irreducible cyclotomic polynomial, also called All One Polynomial (AOP) [109, 154],
and s-Equally Spaced Polynomial s-ESP) [109] its generalization 6 € N*). An AOP is a one-ESP.
In polynomial basis, the cyclotomic polynomials allow to perform modular reductions faster than
by using trinomials. However, the conditions ond., for that the degree-d.,. cyclotomic polynomial
is irreducible are strong.

Straightforward modular reduction. The s-ESP of degreed,,: is:
dext
f _ ﬁxs‘i _ Xdext+s -1
xs—1

Thus, we obtain that:
dext+ S O S 0
x9S 1= x>—1 -f =0 mod f.

So, the modular reduction is straightforward in polynomial basis. All terms greater or equal to
x%=*S can be reduced with a right shift by dex; + s of the coel@ients. Finally, the terms greater
or equal to x%= are just the product of a s-coel@ient polynomial by the (dex, — S)-degrees-ESP.

Irreducibility condition. Wah and Wang introduced the following lemma [109, Lemma 1] to
know if an AOP is irreducible, then a theorem [109, Theorem 3] for the irreducibility of s-ESP.

Lemma 1. An AOP of degree d.,; is irreducible over I, if and only if (dex +1) is a prime and 2
is the generator of Fy ., , where F§ , is the multiplicative group in Fq_+1 .

Theorem 3. A s-ESP of degreed.,. = sn is irreducible over F, if and plﬂzly if the n-degree AOP
is irreducible over F, and for some integert, s=(n+1)'=* and 2"("*) "™ %1 mod (n +1)t.

So, we obtain that the degreed,.,; AOP is reducible whend,.,; > 1is odd. Moreover, the quadratic
reciprocity theorem [156] implies that 2 is a square modulal.,.+1 if and only if d,;+1 = +1 mod 8
In this case, 2 is not a generator oﬂFde+1 . We deduce that if the degreed.,. AOP is irreducible,
then dey; = 2 mod 8 or de,t = 4 mod 8. This condition is clearly stronger than for irreducible
trinomials. For d.,, from 2 to 576, only 44 AOPs and 55s-ESPs are irreducible (with 52 distinct
degrees), whereas there exist irreducible trinomials for 320 values af,. (cf. Section B.9).
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5.4 Advanced Arithmetic in [Fy[Xx]

In this section, we study arithmetic operations which will allow to introduce a root finding algorithm

in Fqo... [X] (Section 5.4.8), as for example the Euclidean algorithm (Section 5.4.1), the modular
composition (Section 5.4.3) and the Frobenius map (Section 5.4.5). We also study the evaluation
of univariate polynomials in one or several points (Sections 5.4.3 and 5.4.4), which are crucial for
the performance of the dual mode (Chapter 3). For each operation, we present dilérent strategies
to perform them, and we study the number of field operations.

Similarly to Section 5.1, let F, G and H be respectively degreed , degreedy and degreed,
polynomials in Fqy[x], such that:

A 9 G
F = fix', G= gx', H = hix'.
i=0 i=0 i=0
In Sections 5.4.5, 5.4.6, 5.4.7 and 5.4.8, we study the impact of the extension degree on the current
operation. Therefore, we consideiF, G and H in Fg...[X] instead of Fy[x] for these sections.

5.4.1 Extended Euclidean Algorithm

The computation of the Greatest Common Divisor (GCD) of F and H in [F4[x], via Euclidean
algorithm [161, Section 3], is a central operation infq[x]. This is particularly useful for root finding
(Section 5.4.8) and split root finding algorithms (Section 5.4.7). Moreover, the extended version of
the Euclidean algorithm allows to build a Bezout relationship betweenF and H, i.e. finding U and
V in Fq4[x] such that:

FU+ HV =GCD(F,H).
The Bezout relationship permits to compute the inverse ofF modulo H when the latter exists

(Section 5.4.2). We present in this section Euclidean algorithm and its extended version. In
particular, we remark that less popular methods are eldient for small degree inputs.

Euclidean algorithm. Euclidean algorithm [161, Algorithm 3.5] is based on the following rela-
tionship:

GCD(F,H)=GCD( H,F modH).
By repeating this process (Algorithm 18), we compute the remainders of the successive Euclidean
divisions of F by H, until GCD(G, 0) = G. The last non-null remainder is GCD(F,H).

Algorithm 18  Traditional Euclidean algorithm.

1: function EAuF € Fg[x],H € Fq[x]u
2 Ro, R: +~ F,H

3 i+ 1

4 while R; Z0 do

5: Ri+1 + Ri_1 mod R;
6

7

8

9:

i+—i+1
end while
return Rj_; OGCD(F,H)=GCD( R;j_1,0) = Rj _3.
end function

59



The core of Algorithm 18 is the computation of R;_; mod R;. This step can be optimized or
modified by using properties on GCD. Assume we want to computedc mod H. We can consider
the following methods:

1. directly compute the Euclidean division of F by H,
O O
2. useGCD(F,H)=GCD F, hd_th to obtain a monic divisor,

3. use the Euclid—Stevin strategy [155, 19]. GiverF and H such that di > d,, we compute
F = hg, F —fg Hx% ~9 until di <dp. Let F; be the last computed value ofF. We have:

GCD(F,H) = GCD( H,F1).

By using the classical Euclidean algorithm (Algorithm 16), Methods 1 and 2 require one inversion in
Fg, then Method 1 multiplies the quotient by the inverse, whereas Method 2 multiplies the divisor
by the inverse. So, Method 1 requireqd; —d, +1)(dy +1) field multiplications whereas Method 2

requires (df — dy + 2)dy field multiplications. Method 2 is strictly better when 2d, — 1 > dg¢,

which is rare in practice. Method 3 requires at most(di — dy + 1)(dr + dy — 1) — (G =g =D(d —dn)

field multiplications, but no inversion in Fg. This method is the best when the inversion inFg is

expensive compared to the field multiplication.

Extended Euclidean algorithm. It is well-known that Euclidean algorithm can be extended
to compute Bezout coeldients [161, Algorithm 3.6]. We present it in Algorithm 19.

Algorithm 19  Traditional extended Euclidean algorithm.
[ [
. function EEAF € Fy[x],H € Fqy[x]

1

2: Rg,R1 +~ F,H

3: Ug,U; < 1,0

4 Vo,V1 + 0,1

5: i1

6 while R; #0 do

7 Qi + Ri_1/Rj OQuotient of the Euclidean division.
8 Ri+1 + Ri_1 — QiR; ORemainder of the Euclidean division.
o: Ui+1 U1 —QiY;

10: Vise < Vier — Qi

11 i+—i+1

12: end while

13: return (Ri—ll Ui_]_,Vi_]_) FU;_1+HVi_1 = Rj_1 = GCD( F,H )

14: end function

Fast extended Euclidean algorithm. The extended Euclidean algorithm can be performed by
doing giant stepsin the list of successive remainders, by using the so-called half-GCD algorithm
([161, Algorithm 11.6], [36, Algorithm 6.9]). Coupled to a divide-and-conquer approach, we obtain
a fast extended Euclidean algorithm ([161, Algorithm 11.8], [36, Algorithm 6.8]). Its complexity
is O(M(d)log(dr)) field multiplications and additions plus at most dr + 2 inversions in Fg [161,
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Corollary 11.9]. In 2019, the authors of [19] introduced a fast constant-time GCD. Its complexity
is ©(M(ds)log(ds)) field multiplications and additions. Unlike the previous fast GCD which is
based on polynomial multiplications and Euclidean divisions, the method of [19] is only based on
the polynomial multiplication.

5.4.2 Modular Inversion

The inversion of F mod H is the problem of finding, if any, a polynomial G such that F x G =

1 modH, i.e. G= F~t modH. This operation is critical to compute the inverse in the extension
fields. There are mainly two strategies to compute it: the extended Euclidean algorithm [161,
Theorem 4.1] and the modular exponentiation via Fermat [161, Section 4.4]. These methods can
be easily adapted to compute inverses in prime fields (by taking= € F, and H = p).

Euclid-based inversion. By definition of the inverse, we searchG such that FG + HV =1,
with V € Fg[x]. In other words, we want to write 1 with a Bezout relationship betweenF and H.
This relationship exists if and only if GCD(F,H) = k for k € Fy. When F is invertible, the Bezout
relationship betweenF and H is:

FU+ HV = GCD(F,H) = k, with U,V € Fq[x].

In this case, k"'FU = 1 mod H and k—!U is the inverse of F mod H. Naturally, the Euclidean

algorithm (Section 5.4.1) applied to F and H allows to know if the inverse exists, and can be
computed with its extended version. The latter can be improved by computing only the first
Bezout coelgient.

Fermat-based inversion. When H is irreducible, Fy[x]/ (H) is the field having g elements.
Based on Fermat's little theorem, we have:

FI = F modH,

and whenF #0 mod H,

FI" -2 = F~1 mod H. (5.11)
So, F ~! can be computed with a modular exponentiation. The latter can be performed elGiently
by using the Itoh—Tsujii Multiplicative Inversion Algorithm (Sections 9.2.6 and B.6).

5.4.3 Univariate Evaluation and Modular Composition

In this section, we present the polynomial evaluation ofG € F4[x] in an elementa € R, for R a
ring. We denete By 1z the zero element of the multiplicative group of R. This ring can be Fq,
Fq[x)/ (H), M Fq , ... When R = Fqy[x])/ (H), the computation of G(a) mod H is called modular
composition. The latter is useful to compute x modH for k € N, which appears during the
Fermat-based modular inversion (Section 5.4.2) and during the Frobenius map (Section 5.4.5).

Dot product strategy. A classical strategy to perform the evaluation is to compute the vector
of the powers ofa, then compute jts dot product with the vegtpr gf coel@ients of G. The powers
of a can be computed with %—;1 multiplications in R and %9 squarings inR. Then, the dot

product requires dg — 1 additions in R, one scalar addition anddgy scalar multiplications.
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Horner’s rule. The polynomial evaluation can be performed without the computation of the
powers ofa, by using Horner's rule:

G(@)=((--((9ay -a+ gdy—1-1r) xa+ gg;—2-1g)---) xa+ g -1g) xa+ g - 1z.

This rule is well-known to minimize the number of additions and multiplications, which is dg.
However, dy — 1 multiplications (denoted by x) are computed in R, whereas the other operations
are scalar. WhenR is not a subset ofFFy, the operations in R are more expensive than the scalar
operations. So, we study other strategies which minimize the number of these operations.

Baby-Step Giant-Step approach. The number of operations inR can go down to OED %D
To do it, M. Paterson and L. Stockmeyer proposed to use a Baby-Step Giant-Step approach [136,
Algorithm B]. The idea is to split G into b blocks of s-coeldient polynomials, evaluate each block,
then evaluate G which is become ab-coeldient polynomial in R[x]. In Algorithm 20, we present
this strategy by introducing a matrix-vector product. This idea is an adaptation of the Brent and
Kung algorithm [42, Algorithm 2.1]. R. Brent and H. Kung remarked that when R = F4[x]/(H),
the matrix-vector product can be written as a matrix product over Fy, allowing to use fast ma-
trix products during the modular composition. Algorithm 20 is a generalization of the previous
approaches. Algorithm 20 with b = 1 corresponds to the dot product strategy, whereasb = dg
corresponds to the direct use of Horner’s rule.

Algorithm 20  Polynomial evaluation using the baby-step giant-step approach.
Input: G € Fy[x],a € R,be N* such that b < dy.
Output: G(a).

o 0 O O

0 0
0. Lets= %g and G(x) = ibz_ol Gi(x) - xSH + Ops - X5, with G; € Fy[x], deg(Gi) <s.

1. Compute a?,a3,...,a° (e.g. with Algorithm 45). These are the baby steps.

2. Re-use them to evaluateGg,...,Gyp_1 in a. These evaluations can be performed with the
following matrix-vector product:
a D D D a a
B 0 Os-1 Go(a)
Os 925 1 E E E E 1(3) E
Ob-2)s “*° g(b 1)s—1 Gp- 2(a)
Ob-1)s “°°  Obs—1 Gp-1(a) + gps - &°

3. Compute G(a) as:

g O

b2 0.0 O O o.g,
Gi(a) x a + Gp_i(a)+ gps-a° x a ) (5.12)

i=0

Equation (5.12) can be performed with Horner’s rule ¢f. Algorithm 46), which allows to save
the computation of the powers ofas. These are the giant steps.
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m_0O o__
By choosingb=D dy , we can minimize the complexity, with approximately % dg multipli-
cations in R, and % dy squarings inR. Independently, Step 2 requires roughlyd, multiplications
between elements off\y; and R. In Section B.4, we propose a variant with a similar complexity.

About evaluation of polynomial systems. In the case where several polynomials are evaluated
in a, some optimizations can be applied to Algorithm 20. Step 1 should be performed only one
time. Step 3 can be optimized by precomputing one time the powers ofa’)' for i < b, then by
replacing Horner’s rule by a dot product.

5.4.4 Multipoint Evaluation of Univariate Polynomial Systems

In all cryptographic operations of the dual mode (Chapter 3), we have to evaluate a univariate
polynomial system whose coelGients live in Fy«, a small extension ofFy. The number of equations
and evaluation points depends on the cryptographic operations, so we need to adapt the strategies
used accordingly. Here, we present several strategies.

Classical polynomial and multipolynomial evaluation. The simplest method is to use the
strategies described in Section 5.4.3. We note that:

e The powers of a point should be computed only one time for all polynomials of the system,
and can be performed in parallel.

¢ During the matrix-vector product, the multiplications do not require modular reductions and
can be performed in parallel. Forg = 2, the size ofFy is small enough to directly compute the
multiplication with one call to PCLMULQDQ (Section 6.1.3). So, avoiding the modular reduction
improves drastically the implementation.

Fast multipoint evaluation of polynomial systems. Let M(d) be the cost of multiplying
two degreed polynomials. The evaluation of a degreed polynomial in d points can be achieved in
O(M(d)log(d)) field multiplications with the fast multipoint evaluation algorithm [161, Algorithm
10.7]. For a polynomial system, the subproduct tree can be computed one time for all polynomials.
When the point set can be chosen, the previous algorithm can be improved. With a geometric
sequence, this can be solved i@(M(d)) field multiplications [37].

Additive FFT in binary fields. When the evaluation point set is large, it can be interesting to
evaluate polynomials with the Fast Fourier Transform. The classical FFT uses a divide-and-conquer
approach by splitting a polynomial f € Fg« [X] into fo(X2)+ Xf 1(X 2), with fo and f; half-degree
polynomials. So, computingf (a) and f (—a) for a a field element is reduced to computingf o(a?)
and f1(a?). However, this classical approach cannot be applied in characteristic two, sinca and
—a are the same element. So, S. Gao and T. Mateer [93] introduced the additive FFT. The main
idea is to split f € Fa<[X] into fo(X 2 —X)+ Xf1(X?—X), becauseX * — Xis the field eqation
of F,. Then, computing f (a) and f (a+ 1) is reduced to computingf, a> —a andf, a®> —a . For
the classical FFT, fo (respectively f 1) is generated from the even (respectively odd) degree terms
of f . For the additive FFT, the computation is a bit more complicated, but is performed elgiently
with the so-called radix conversion. The complexity of the additive FFT [17] is (k — 1)2¢*1 +1
multiplications in Fg« and (k + 3)k2¢~2 — 2¢~1 additions in Fq<. Since 2010, several tricks have
been proposed to decrease the number of operations [17].
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5.4.5 Frobenius Map

An important step during the univariate root finding (Section 5.4.8) is to compute x9 mod H , for

k > 1. This problem is so-called Frobenius map. Several strategies are possible to compute it. Note
that for each of them, when the fast Euclidean division (Section 5.1.4) is usedRecy, (H)~* mod
x9 —1 can be computed one time for all modular reductions.

Classical repeated squaring algorithm. We can computexqk mod H by using the square-and-
multiply algorithm (Algorithm 14). Let d = ¢<~°%a(@)1 By remarking that x4 *“"’'~1 s already
reduced moduloH , this method requires one modular reduction to compute<qﬂog T mod H , then
|log,(d) | modular squarings andHw(d) —1 modular multiplications in Fga... [X]/ (H), whereHw stands
for Hamming weight. We can also just repeatk — [Iogq(dhﬂ times the modular exponentiation to
the power g. Note that these methods are dilérent only in odd characteristic.

Use of the modular composition. We can computexqk mod H by using the following property:
| Hgr B g 0.g _ 0.0
G(x)¥ modH = gx' = g’ x¥ =6 x¥ modH, (5.13)
i=0 i=0

i) _ a1 g, ; ;
where Gli)(x) = izo O X' € Fpu[X]. Thus, we can use the square-and-multiply algorithm

to compute ¢ instead of x4 modH. Oncek is decomposed in base two with the square-and-
multiply method, the power k’ in x4 can be multiplied by two by using j = k/’ and G(x) =
x4 modH in Equation (5.13), whereas the addition with any k” is obtained by usingj = k” and

G(x) = x@ mod H in Equation (5.13). This idea was already proposed in [161, Algorithm 14.55],
and recently used in [120] to improve the root finding of HFE polynomials. Both use a right-to-

left square-and-multiply algorithm on g¢ (Section B.5). However, this strategy does not minimize
the number of modular compositions. Therefore, we perform a left-to-right square-and-multiply
exponentiation on g¢. We present this method in Algorithm 21, which is currently used in NTL.

Algorithm 21 Frobenius map using the left-to-right square-and-multiply algorithm on q-.
LT [}
function FrobMapLRH € F..[X],k € N*

1
2 r < |log,(K) |
0
3 Xo <+ X9 modH DXO:Xqz modH.
4 for i from 1to r do )
_k 2|k
5 Xiﬁﬁgf"'*l J)oxi,l mod H 0 Square: X; = x@ Lot ] mod H .
6 if 5% mod2=1 then
—k |4
7: Xi < X modH 0 And multiply: X; = xquZ'_”1 I mod H .
_k
8: end if OHere, X; = quz'_‘J modH.
9: end for )
10: return X, O =rand X, = x9 modH.

11: end function
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Algorithm 21 requires [log,(k)] modular compositions in Fya...[X], (k — HW(k)) - dy exponentia-
tions to the power qin Fye... (Or [log,(K)] - dn calls to Algorithm 22, via |log,(k)] multi-squaring
tables) and HW(k) —1 modular exponentiations to the powerqin Fy... [x]/ (H). Note that these expo-

nentiations can also be computed with the modular composition, by writingX ? = )@i(l) oXgmodH.

Repeated squaring algorithm using multi-squaring tables. Here, the idea is to performk’
times the g-exponentiation in one step, as presented in Algorithm 22. This can be computed eld
ciently by remarking that the linearity of the Frobenius endomorphism (Equation (5.3)) implies that

a dy-coe@ient polynomial raised to the power of ¢ has onlyk’ non-zero terms. The corresponding
monomials can be computed once and for all moduléd (Step 1). This is the multi-squaring table
of H [33, 159]. Then, eactgt -exponentiation can be performed as the dot product of the vector of
ok -powers of the input coel@ients by the vector of monomials modulo H (Step 2).

Algorithm 22 Frobenius map using a multi-squaring table.
Input: H € Fyaoe [X], k € N*, K <K.
Output: x4 mod H.

0 a 0 0

0 O .
0. Let O= dgk—,l o= Tlogy(dh —1) ,1qg= *g* andl, = k—jomodk’.

1. Compute T; = x4 mod H, then Tj = i modH for 1 <j<d . Notethat Tj = xia®’
without the modular reduction by H for j <O

2. SetXJ0+ k! = quD = quo+k mod
For 2<i < lg, let Xjou(ionir = (% G and compute:
: ,wn
k’ K K K
Xjoriks = )aj(0+)(i_1)k’oxq modH = Cg + C]-q T

j=1
Note that deg(Xj,+ik’) < dn without computing the modular reduction by H.

3. Return Xy = (X,—o+|qk/)q" mod H, computed with the classical repeated squaring algorithm.

We start by measuring the cost of Step 1 in Lemma 2. This step is quadratic ind, and
polynomial in g, so only small values ofk’ are interesting in practice. However, this step can be
precomputed whenH is known, which is the case for the field modular reductions. From a memory
point of view, the multi-squaring table costs (dy, — 1 — 0d, field elements, which is quadratic indj,.

Lemma 2 (Cost of generating a multi-squaring table). Step1 of Algorithm 22 takes at most
one g¢’-exponentiation in Fya...[x)/ (H), (dh —1—D(dn +1) ¢ field multiplications, (dn —1—)dn o’
field subtractions and one inverse infFX

qdext
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Proof. Step 1 costs oneg< -exponentiation for the computation of T, if 0= 0, else the cost is null
becausex® s already reduced moduloH . Else, the modular reduction is performed to compute
Tj for j > 0. In thig,case, T; cap be computed asT; _1qu/, which is a shift of coeldients, then

we reduce a degreed, — 1+ ¢’ polynomial by a degreed, polynomial. This can be computed
with the classical Euclidean division (Algorithm 16), requiring one inverse inIE‘quext, o' (dn +1) field

multiplications and ¢*'dy field subtractions. Finally, the number of these Euclidean divisions is
dy —1— 0 implying (dn —1—D(dn +1) g’ field multiplications, (dn —1— Ddnof field subtractions

but only one inverse in IFqum since the divisorH does not change. O

Then, we evaluate the cost of Steps 2 and 3, which corresponds to the cost of Algorithm 22
when the multi-squaring table of H is precomputed.

Lemma 3 (Cost of the Frobenius map with a precomputed table). Steps 2 and 3 of Al-
gorithm 22 take at most (I — 1)dy field exponentiations to the powergt’, |, exponentiations to the
power g in Fgo... [X]/ (H), (Iq — 1)(dn — 1 — 0dy field multiplications and (I4 — 1)Ofield additions.

Proof.  Step 2 requiresl 4 — 1 steps of multi-squarings. Each step costsl, field exponentiations to
the power ¢’ dy, — 1— Omultiplications of a scalar by a degreed, polynomial and Cfield additions.
Then, Step 3 requiresl; exponentiations to the powerqin Fge...[X]/ (H). By multiplying 14— 1 by
the cost of one multi-squaring, and by adding the cost of Step 3, we obtain the announced resut.

When d, is small enough compared td, the cost of generating the multi-squaring table is small
enough to make attractive the steps of sizek’. Otherwise, doing steps of size one with the classical
repeated squaring algorithm is the most interesting method. For both methods, we can use the
modular composition to reduce the number of steps. Each modular composition divides by two the
number of steps that we will perform with one of both previous methods.

5.4.6 Frobenius Trace
The problem of the Frobenius trace is to compute

k-1
Tr(x) = x9 mod H,
i=0
or more generally, Tr (X ) for X = rgx and rg € IFqu The Frobenius trace is particularly useful
to compute the roots of split and squarefree polynomials in characteristic two (Section 5.4.7).
Moreover, we have a direct link between Frobenius map and Frobenius trace:

xd¢ —x=Tr k(X)) — Tr(x).

We can adapt the strategies of Section 5.4.5 to compute the trace.

Repeated squaring algorithm. The powersq of x can be computed withk — 1 — [logy(dhn)]
modular exponentiations to the powerq in Fy...[X]/ (H). Then, the trace is obtained by summing
them.
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Big step in the repeated squaring algorithm. Try(x) is a polynomial whose all non-zero
coeldients are one. As in Algorithm 21, we can double the degree offr(x) by using the modular
composition [161, Algorithm 14.55]. To do it, the following properties based on the linearity of the
Frobenius endomorphism (Equation (5.3)) are useful:

O
Trok(x)=Tr k(x)qk +Tr (x) mod H

(5.14)
Try+1 (X) = Tr (x)9+ x mod H.

We propose Algorithm 23 which is an adaptation of [161, Algorithm 14.55] for computing the
trace. This version computes the Frobenius map to perform theg-exponentiation with the modular
composition. The latter can be replaced by repeated}-exponentiations (cf. Section B.6) or by using
a multi-squaring approach (Section 5.4.5).

Algorithm 23  Frobenius trace using the left-to-right square-and-multiply algorithm on k — 1.
This requires 2r — 2 modular compositions.
]

=]
1: function FrobTraceLRrg e F
2 r < |log,(k — 1)

H € Fgoen [X], k € N*

X
qdext?

3: Y < IoX
4: Yo+ VY

O =1.
5: Xo + x%modH
6: Y1 < y%+ ymodH O Square step.
7. by E 0
8: b, gr_,ll
9 if bp mod 2 =1 then OMultiply step.
10: Y1 « Y+ y mod H OTrp, () =Trp,—1(y)3 + .
11: end if
12: for i from 2to r do
13: Xi_1 + ﬂ(ﬁ,f) oXi_> modH 00 Square step fromi — 1.
14 if b_; mod2=1 then OMultiply step from i — 1.
15: Xi_1 + X1, modH
16: end if O Square step.
o Y e O oXit Vi OTran () =T 6, (& +Tr g, ().
18: b + 5,%%
19: if b mod2 =1 then OMultiply step.
20: Y «+ Y%+ y mod H OTrp (Y)=Tr b _1(y)d+y.
21 end if
22: end for
23: return Y, O =randy, =Tr «(rox) mod H.

24: end function
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5.4.7 Split Root Finding in Characteristic Two

In this section, the root finding algorithms are dedicated to split and squarefree polynomials in
characteristic two [161, Exercise 14.16]. Algorithms in odd characteristic can be found in [161,
Algorithms 14.8 and 14.10]. Algorithm 24 finds the roots of a degree polynomial with O((dext +
log(s))M( s) log(s)) operations in ... [161, Theorem 14.11 adapted for = sandd =1].

Algorithm 24 Algorithm to find the roots of a split and squarefree monic univariate polynomial
in characteristic two.

— —

] [ ]
function FindRootsSplitH € Fad.,. [X]

1

2 if degH) < 1then

3 return 0

4 else if degH) =1 then

5: return List(hg) OWe create a list with the root of H and return it.

6 else

7 repeat

8 rer Fo.. OThe notation €g stands for randomly sampling.

o: T < Trg,,.(rx) mod H

10: P« GCD(H,T) OWe can assume thatP is chosen monic.

11 until P is a non trivial divisor of H

12: Q < H/P O Quotient of the Euclidean division.

13: return Concaf{FindRootsSpliP),FindRootsSplifQ)) [The concatenation of the lists is
returned.

14: end if

15: end function

Solving X?+ X + A =0 with the half-trace. Algorithm 24 can be accelerated by optimizing
the base cases. Whetml,,. is odd, the degree-two polynomials can be solved more elgiently [159].
To do it, note that solving an equation x? + Bx + C = 0, with B € FJ,,, and C € Fau.., is
equivalent to solving X2+ X + A =0 with BX = x and A = CB 2. If R is a solution of this new
equation, then R + 1 is the other root by linearity of the Frobenius endomorphism. When dey: is
odd, R is the so-called half-trace [159]:
dfft—l dﬁft—l
(A) = A = A% (5.15)
i=0 i=0

R=HTr 4

ext

The latter can be computed eldiently with the strategies of Section 5.4.6 (by considering R =
Tr seerr (A) with g =4). Finally, the roots of the initial equation are BR and BR + B.
2

Solving X2+ X + A =0 as a linear system over F,. Here, the idea is to search the binary
coeldients of ¢(R) (Equation (2.5)). Let:
d—l d—l

R= rig, A= a6, with ry,a € Fo.
i=0 i=0
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We searchR such that R + R = A. This implies that:

dgg—1 dig—1 0 0 dig—1
ri6 + r7ef = re+6 = a6
i=0 i=0 i=0
So, let M, be the following matrix:
O t, o 0O o 0,00
¢Ps+ By ¢fop
¢ 6+ 6 o 6 00
M2 = : = lg,. + . € Mgy, Fr. (5.16)
o, : O, -
¢ 6, 1% B2 b 6,1
Thus, we can find R by solving the following classical linear algebra problem:
O O O O
ro r - Tdg-1 -M2= @ a -+ ag,-1 -

With this method, R is obtained by solving a linear system whose matrix depends only on the field
representation (Section 5.2) and so can be precomputed. Note thatnk(M3;) = dexs —1 SinceR+1
is also solution. 00

Then, we can slightly modify M, to obtain an invertible matrix M, e GlLg,,, F2 . Its inverse
can be precomputed, then re-used to findR with a vector-matrix product over F,. In practice, B
is the canonical basis. This implies that the first row of M5 is null. To obtain an invertible matrix
which gives R from A, we set one of the coeldients of this row to one. We remark that for the
irreducible trinomials or pentanomials used to defineF,... (Section 5.3.3), if dey; is 0dd then we
can set the coeldient (0,0) of M, to one. Else, we can set the coeldient (0, dexy — k1) of M» to
one. We refer to Section B.7 for more details.

Solving X3+ sX + p=0 as a linear system over F,. Now, we study how to find the roots
of a degree-three split polynomialx® + Bx? + Cx + D € Fu.,.[X]. By using the classical change of
variable X = x + B, we obtain X3+ sX + p=0 with s= B2+ C andp= D + BC. Then, we
multiply X3+ sX + p by X to obtain X“+ sX?2+ pX. The result is F,-linear: all powers of X are
powers of two. Similarly to the previous method, we can solveX 4 + sX 2 + pX with linear algebra.

Here, we obtain: 0 0, 0 0
o9 + s& + péop
¢ 6f + s6f + p6y 0O
M3 = . € Mg, F2 .
0 .
¢ 8, 2% S&, 1+ Pl
Then, a solution R of X+ sX?2 + pX is given by
O 0 O 0
fo r1 -+ Tfd -1 -Mz= 0 0 --- O,

i.e. R is in the kernel of M3. On the one hand, the extra solutionX =0 is absorbed by the kernel
of M3. On the other hand, zero cannot be solution ofX 2+ sX + p. Indeed, p = 0 would imply that
X 2+ sX admits a double (or triple) root, which is impossible sincex®+ Bx2+ Cx + D is assumed
split. So, the non-zero solutions ofX 4 + sX2 + pX are the solutions ofX 3 + sX + p. This implies
that the dimension of the kernel of M 3 is two, and its basis allows to generate the three (distinct)
roots of X 3+ sX + p.
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5.4.8 Root Finding

Finally, we have all tools to introduce a root finding algorithm of H € Fge...[X]. Algorithm 25
describes Berlekamp’s algorithm [161, Algorithm 14.15]. The main idea is to remark thak ™ —x
vanishes on all elements oF .... We can then computeG the GCD of H and x4 _x. G has the
same roots asH but with a minimum degree (which is the number of roots). In general, the degree
of G is small. The strategy is then to apply the so-called equal-degree factorization, which returns
the factorization in irreducible polynomials of equal degree. Used in Berlekamp’s algorithm, we
obtained degree-one factors, and so all roots db. Fhis is turned to be cheap. Indegd, lets be the
degree ofG, the equal-degree factorization cost® (d,: log(q) +log( s))M( s)log(s) operations in

Fyoee [161, Theorem 14.11 adapted for = s and d = 1]. Because the degree k9™ — x is big,

we reducexd’ ™ — x by H by using methods described in Section 5.4.5, before computing the GCD
(Section 5.4.1).

Algorithm 25  Algorithm to find the roots of a univariate polynomial.

. . = &
function FindRootsH € Fya... [X]

1

2 R, + x4 — x mod H 0 Computation of the Frobenius map.

3 G «+ GCD(H,R3) O Computation of the GCD.

4 s <+ deg(G) ONumber of roots of H.

5 if s> 0then

6: L.oots < list of all roots of G, computed by the equal-degree factorization algorithm
described in [161, Section 14.3] OlIn characteristic two, call to Algorithm 24.

7 return (S, Lyoots)

8: end if

o: return (s, 0)

10: end function

The complexity of Algorithm 25 is given by the following general result [161, Corollary 14.16].

Theorem 4. Let Fy be a finite field, and Mq(D) be the number of operations inFq to multiply two
polynomials of degree less or equal t®. Given f € Fy[x] of degreeD, we can find all roots of f
in [Fq using an expected number of

0 0
O Mq(D)log(D)log(Dq)

[ O o
or ® D log(q) operations in Fy.
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Chapter 6

Software Implementation

In this chapter, we present important considerations [104] about the processor and memory caches,
allowing to write an el@ient code (Section 6.1). Then, we describe the methodology of benchmark-
ing, as well as state-of-the-art libraries (Section 6.2). Finally, we present classical techniques to
make constant-time our implementation (Section 6.3). We use secret data in constant-time to be
immune against timing attacks (Section 4.7).

6.1 Hardware Considerations

In this section, we study the processor and the cache hierarchy (Sections 6.1.1 and 6.1.2). We high-
light crucial points which impact security and performance. Then, we introduce vector instructions
that we use to improve the performance by significant speed-ups (Section 6.1.3). We conclude by
the use of the compiler (Section 6.1.4). The compiler flags directly impact security and performance.

6.1.1 Processor

Here, we give a simplified view of how processors work. A processor has a fixed numberwbit
registers, w depending on the architecture (typically, w= 64 on modern computers). These registers
can be filled with a 1oad instruction, and saved with a store instruction, both by using a memory
access. Then, operations between registers are hardware instructions. These instructions flow in a
pipeline, which processes them one by one like an assembly line. The latter is divided into several
stages. For example, the classical RISC pipeline [104] contains the following five stages:

1. Instruction fetch: the instruction is loaded from the L1 instruction cache (Section 6.1.2),

2. Instruction decode: the instruction is decoded and the registers corresponding to operands
are read from the register file (register fetch),

3. Execute: alogical or arithmetic instruction is executed here, or a memory address is computed
for the load and store instructions,

4. Memory access: the memory access oflaad or store instruction is executed here,
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5. Register write back: the result of the instruction is written in the register file. This stage
does not have eléct for astore instruction, because the latter does not have result.

At each cycle, one instruction is performed for each stage. In practice, the cost of one stage can
be slower than one cycle. In particular, the number of cycles to perform Stage 3 depends on the
instruction. This number is commonly called Cycle Per Instruction (CPI) or throughput. Then,
once one instruction is executed, the result is not instantly available. The required number of cycles
to obtain the result is called latency, and is specific to each instruction. If an instruction requires
the result of a previous instruction, these instructions have a data dependency. In this case, the
instruction is not launched while the result is not available, and no-op (no operation) instructions
are placed before this instruction. So, data dependency instructions can penalize performance,
particularly if the first dependent instruction has a large latency.

6.1.2 Memory Cache

In the previous section, we do not consider the number of cycles to load and store data. The
memory is managed according a complex system of memory hierarchy.

Concept and use of the memory hierarchy. Here again, we give a simplified view, assuming
that the processor has a memory cache.

« When a load instruction is performed, the data is sought in the first level of cache (L1 data
cache). If the data is present, it is a cache hit. The data is loaded, costing a small number
of cycles. If the data is missing, it is a cache miss. In this case, the data is sought in the
upper memory level (in general, it is the L2 cache). If the data is present in the L2 cache,
it is a cache hit. Then the sought data, as well as some contiguous data, are transferred in
the L1 cache. This generates a larger cycle penalty than a L1 cache memory access. If the
data is missing in the L2 cache, it is a cache miss and the principle described here is applied
recursively, increasing each time the penalty cache to transfer data from a levell+ 1 to a
level 0

¢ When instructions have to be fetched, they are sought in the L1 instruction cache. If the
instruction is missing, the previous process is applied. Note that for certain processors, data
and instructions are stored is the same L1 cache.

« When a store instruction is performed, the process used to update dilérent memory levels
is slightly more complex [104], and is not described here.

Derived principles. All'in all, these lead to the following general rules. Firstly, we know that the
memory complexity of an algorithm has an impact on the performance, depending on the highest
memory level which is required to load and store all data used. The size of data and caches directly
impacts the performance. Secondly, we know that the data are loaded by contiguous data block.
So, contiguous memory accesses are really eldient and have to be preferred. Finally, the time
of accessing a table from a secret index depends on this secret data, and so reveals information.
Cache-timing attacks exploit this kind of information leakage (Sections 4.7 and 6.3.3).
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Multicore processor and cache. Modern processors often have three levels of cache. On
modern Intel processors, including these of our experimental platform (Section 6.2.2), all cores
have a dedicated L1 instruction cache, L1 data cache and L2 cache, whereas the L3 cache is unique
and shared by all cores.

6.1.3 \Vector Instructions

On a w-bit architecture (typically, w = 64 on modern computers), the hardware instructions are
performed on w-bit registers. However, almost all modern processors have Single Instruction on
Multiple Data (SIMD) instruction sets. These instructions compute independent instructions in
parallel on larger registers, allowing to accelerate the implementations. InMQsoft (Chapter 9),
we exploit vector instructions. We use C intrinsics which generate vector instructions during the
compilation step. Unlike assembly code, the use of intrinsics does not depend on the targeted
architecture. This makes the code portable.

Intel processors. Nowadays, Intel processors are widely used and propose a large number of
SIMD instruction sets [107]. The main instruction sets are:

e The Streaming SIMD Extensions (SSE) family. The computations are performed on 128-
bit registers. The SSE instruction set only supports floating-point data whereas the SSE2
instruction set supports floating-point and integer data. The SSE3, SSSE3, SSE4.1 and SSE4.2
instruction sets provide new instructions to improve performances of certain operations.

e The Advanced Vector Extensions (AVX) family. The computations are performed on 256-
bit registers, or on 128-bit registers thanks to the backward compatibility. As for the SSE
instruction set, the AVX instruction set only supports floating-point data whereas the AVX2
instruction set supports floating-point and integer data.

e The AVX-512 family. As indicated by its name, the computations are performed on 512-bit
registers. The AVX-512 instruction set is divided into subsets of instructions. Each of them
has a specific feature.

In MQsoft, we exploit the SSE and AVX families of instruction set, as well as certain non parallel
instructions (e.g. POPCNT and PCLMULQDQ).

Main vector instructions. All classical operations on 64-bit registers, such as the logical bit
shifts, the mathematical operators ADD, SUB, MUL, the bitwise logical AND, OR, XOR operators, and the
equality and comparison tests, can be performed in parallel on larger registers. Here, we explain
other vector instructions® that MQsoft exploits.

« POPCNT?: this instruction counts the number of bits set to one in 64-bit integers. It is used to
speed up the dot product of vectors inlFs.

« PCLMULQDQ? (carry-less multiplication): this instruction computes the product of two binary
polynomials such that their degree is strictly less than 64. Inputs and output are 128-bit
registers.

1For further information, we refer to the Intel Intrinsics Guide ( https://software.intel.com/sites/landingpa
ge/IntrinsicsGuide/#).
2This instruction is available in a instruction set of one instruction.
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« PSLLDQ® and PSRLDQ?: these instructions from SSE2 compute respectively the logical left shift
and logical right shift of a 128-bit register by a multiple of eight bits.

« PALIGNR®: this instruction from SSSE3 concatenates two 128-bit registers, shifts the concate-
nation to the right by a multiple of eight bits, then returns the 128 lower bits of the result.

« PSHUFBS: this instruction from SSSE3 takes sixteen indices on four bits, and looks up the
corresponding 8-bit elements in a 16-byte lookup table. In fact, each index is on eight bits,
but only the four lower bits are considered. However, if the highest bit is set, then the
corresponding output will be null.

e VPERMQ: this instruction from AVX2 permutes the 64-bit parts of a 256-bit register. In par-
ticular, it can duplicate one 64-bit part four times.

e VPMASKMOVQ: when called with two operands, this instruction from AVX2 loads four contiguous
64-bit integers from an array, then applies a mask which permits to set to zero some of these
64-bit integers. VPMASKMOVQ can also be called with three operands. In this case, the third
operand is stored as four contiguous 64-bit integers in an array. Here, the mask allows to
choose what integers are stored. Th&PMASKMOVQ instruction may not be constant-time, in
particular if the execution of the 1oad instruction depends on the mask.

The prefix P (respectively VP) of an instruction means that it is a part of the SSE (respectively
AVX) family. The sulXes B, W, D, Q and DQ, respectively for Byte, Word, Doubleword, Quadword
and Double Quadword, mean that registers are respectively used as 8-bit, 16-bit, 32-bit, 64-bit and
128-bit data blocks. When two sulXes are used, the first corresponds to the input, whereas the
second corresponds to the output. For examplePCLMULQDQ computes the carry-less multiplication
(CLMUL) of two quadwords, which generates a double quadword. So, the sulXQDQ is used.

The PCLMULQDQ instruction is a crucial instruction for multiplying in  F,[x]. This instruction can
be performed two or four times in parallel with the VPCLMULQDQ? instruction. Unlike the previous
instructions, the VPCLMULQDQ instruction requires the use of AVX-512. This instruction is recent
(September 2019 on Ice Lake Intel processors) and we do not consider it MQsoft.

Performance of vector instructions. Most of instructions require one cycle per instruction,
then the result is available after one cycle of latency. In Table 6.1, we highlight faster and slower
instructions on Intel processors. The processors Ivy Bridge, Haswell, Broadwell and Skylake are
respectively the third, fourth, fifth and sixth generations of Intel processor. The bitwise logical
operators are the fastest instructions. They cost one third of cycle per instruction. This means
that in one cycle, the same instruction can be computed up to three times in parallel. This also
means that one instruction alone costs one complete cycle per instruction. In order to improve
the performances of a software, we can take advantage of this behavior to decrease the practical
number of cycles. Then, we remark that the cost of certain instructions €.g. PCLMULQDQ) varies in
function of the processors. In this case, the implementation should be specialized for each kind of
processor. Finally, the large latency should be covered by calling instructions independent of the
result, when it is possible.

3This instruction can be performed two times in parallel in AVX (and four times in AVX-512). The corresponding
name takes the letter V at the beginning of the instruction name.
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instruction processor | latency | CPI
PAND, POR, PXOR all 1 1/3
PSLLx*, PSRL* Skylake 1 1/2
* € {W, D, Q} Haswell 1 1

Skylake 1 1
PSLLDQ, PSRLDQ Haswell 1 i
PCMPEQ{B, W, D, Q} | all 1 1/2

Skylake 6 1

Broadwell 5 1
PCLMULADQ Haswell 7 2

Ivy Bridge 14 8
POPCNT all 3 1
VPERMQ all 3 1
VPMASKMOVQ Skylake 8 1/2
(load) Haswell 8 2
VPMASKMOVQ Skylake 6 1
(store) Haswell - 2

Table 6.1: Cost of vector instructions on Intel processors. ThePSLL*
and PSRL+* instructions correspond to logical shifts by block, whereas
PCMPEQ{B, W, D, Q} is the equality test by block.

6.1.4 Compiler Flags

In the previous sections, we studied how to optimize the instructions on a processor. IMQsoft, we
use aC implementation. Therefore, the generation of these instructions is done by the compiler. In
our tests, we use the GNU Compiler Collection (GCC). Here, we study the options which firstly,
allow the compiler to interpret the intrinsics, then secondly, improve the el@iency of the generated
code. We also note that the optimization options can impact the security of the implementation.

-msse, -msse2, -msse3, -mssse3, -msse4.1, -msse4.2, -mavx, -mavx2, -mpclmul and
-mpopcnt: these flags enable the vector instruction sets described in Section 6.1.3.

-march=native: this flag enables all available vector instruction sets on the current machine.

-mtune=native: this flag optimizes the use of instructions in function of the targeted archi-
tecture. The target native can be replaced byhaswell, skylake or other architectures.

-01, -02, -03 and -04: these flags provide four levels of optimization of the code by the
compiler. Each of them combines a set of options to accelerate the generated code. The use
of these options modifies the initial implementation, and can generate insecure instructions
against timing attacks.

-funroll-loops: this flag unrolls loops whose number of iterations is known. The code
becomes larger and may or may not run faster.
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6.2 Experimental Platform and Tools

6.2.1 Library and Software

The MQsoft library [84] requires external supports for random bytes generation and hash functions.
Natively, we use the following C libraries.

e XKCP (Extended Keccak Code Package) [89].XKCP is a software interface for Keccak-based
functions. This implementation is immune against timing attacks (Section 4.7). MQsoft uses
it mainly for the SHA-3 hash functions andSHAKE extendable-output hash functions [126].

e OpenSSL [146]. OpenSSL is a cryptographic toolkit implementing, in particular, the Transport
Layer Security (TLS) protocol. We use OpenSSL for compatibility with the deterministic
random bytes generator provided by NIST during the PQC standardization process (which
is based onAES from OpenSSL). We also propose options inMQsoft to use the SHA-1, SHA-2,
SHA-3 and SHAKE functions from OpenSSL.

The performance ofMQsoft is based on an el@ient arithmetic (Chapter 5). In the next chapters,
we will benchmark our software toolkit against the following softwares or libraries, which are state-
of-the-art about computer algebra.

e Magma [34, version 2.23-6]. Magma iS a computer algebra software, well-known to be very
eldient over finite fields. Magma is also a reference to compute Grobner bases (Section 4.4).
In Section 9.3, we use the version 2.24-2 for benchmarks.

e NTL [153, version 10.5.0], installed withGMP [97, version 6.1.2].NTL is one of the best libraries
for number theory. It is implemented in C++ programming language. In Section 9.3, we use
the last versions of NTL and GMP, which are respectively 11.4.3 and 6.2.0. We will conclude
that our library MQsoft is still faster than NTL.

« gf2x* [41, version 1.2]. gf2x is a C implementation of the state-of-the-art multiplications in
F,[x]. The multiplication algorithm depends on the degree of the operands and the available
vector instruction sets. An option of MQsoft allows to use thegf2x multiplication instead of
the native multiplication. This is especially useful to accelerate the implementation when the
PCLMULQDQ instruction is not available. However, some multiplications of the software are not
implemented in constant-time. For example, the generic64 implementation is vulnerable to
cache-timing attacks (Section 4.7).

We have also studied the performance ofLINT [103, version 2.5.3], which is a fastC library for
number theory. However, its use is irrelevant in our context, because the implementation is not
optimized for binary fields.

Some of the softwares used can be optimized during the installation process. We use the Haswell
implementation of the XKCP to improve performances ofMQsoft by using the AVX2 instruction set.
Magma is used with magma.avx64.dyn.exe to take advantage of vector instructions. In our tests,
the avx64 version mainly optimizes the performance of multiplication in binary fields.

“https://gitlab.inria.fr/gf2x/gf2x
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6.2.2 Platform and Benchmarking Methodology

computer | processor cores | frequency | max freq. | architecture
LaptopS | Intel Core i7-6600U CPU 2 2.6 GHz | 3.4 GHz Skylake
ServerH Intel Xeon CPU E3-1275 v3 4 3.5GHz | 3.9GHz Haswell
DesktopS | Intel Core i7-6700 CPU 4 3.4GHz | 4.0 GHz Skylake

Table 6.2: Processors.

computer | operating system L1d L1i L2 L3 RAM
LaptopS | Ubuntu 16.04.5 LTS . . . 4 MiB 32 GB
ServerH | CentOS Linux 7 (Core) | 32 KiB | 32 KiB | 256 KiB 8 MiB

DesktopS | Debian GNU/Linux 9 16 GB

Table 6.3: OS and memory. All cores have the same cache size. The L3 cache is shared.

Tables 6.2 and 6.3 summarize the main information about the platform used in the experimen-
tal measurements. The measurements used one core of the CPU, and tiltecode was compiled
with gcc -03 -mavx2 -mpclmul -mpopcnt -funroll-loops. We used the version 6.4.0 of GCC.
Turbo Boost and Enhanced Intel Speedstep Technology were disabled to have more accurate mea-
surements, except when we used DesktopS. Turbo Boost allows the processor to reach its maximum
frequency while its temperature is less than its physical limit. As soon as this limit is reached, the
frequency decreases drastically to permit its cooling. Enhanced Intel Speedstep Technology allows
the operating system to modify the frequency, in order to optimize the threshold between power
consumption and performance. Disabling Turbo Boost decreases performances whilst disabling En-
hanced Intel Speedstep Technology increases power consumption. On the other hand, the frequency
of the processor remains constant, which stabilizes running time measurements. In practice, Turbo
Boost generates a speed-up of 1.2 on LaptopS and 1.1 on ServerH.

6.3 Constant-Time Implementation

Here, we present classical methods to circumvent some timing attacks (Section 4.7). We use similar
techniques to makeM@soft constant-time. In particular, we explain in Section 7.4.4 how to remove
the information leakages of the Gaussian elimination (operation used, for instance, iGeMSS during
the keypair generation, Chapter 7), due to the null pivots. In Section 7.4.11, we present the
constant-time GCD algorithm (key step in GeMSS signing process) which was only introduced in
2019 [19]. Our adaptation of this GCD algorithm for GeMSS is detailed in Section B.8.

6.3.1 Variable-Time Instructions

In Section 6.1.1, we remarked that the number of spent cycles depends on the instruction used. On
certain architectures and for certain instructions, the number of cycles depends on the inputs. This
behavior is dangerous when secret data are used, and so these instructions should be prohibited in
this context. Here, we list some instructions which are not always implemented in constant-time:

77



« Mathematical functions, such ascos sin, tan, ... but in general, these instructions are not
used in cryptography.

« Integer multiplications. This operation is crucial for arithmetic in odd prime fields and their
extension fields [51].

« Integer and floating-point divisions. These operations can be used for arithmetic in odd prime
fields and their extension fields.

In MQsoft, we avoid using these instructions with secret data.

6.3.2 Constant-Time Conditional Statements

In Algorithm 15, we removed the information leakage of the square-and-multiply algorithm via a
constant-time conditional multiplication. Here, we study a typical example of insecure algorithm
against timing attacks on conditional statements. Let Algorithm 26 be a possible implementation
of the conditional move (cmov) instruction.

Algorithm 26  Variable-time conditional move from a to ¢, with x a boolean.

1: function cmov var(c, a, x)
2: if x=1 then

3 c«+a
4: end if
5 return c¢

6: end function

Algorithm 26 generates an information leakage orx because of the conditional statement. The
latter can be easily avoided with the following formula:

c=a-x+c-(1-—x).
When x is one, the right operand is null andc is replaced bya, whereas whenx is zero, the left
operand is null andc is replaced byc. This method allows to choose one operand in constant-time.
It can be accelerated by replacing the addition by the bitwise0OR, and by replacing the multiplication
by the bitwise AND and by using a mask. Ifx is a boolean, and ifx is stored with two’'s complement,
then the memory representation of —x is the boolean duplicated on each bit. We obtain:
a t 0 |

c= a AND (—x) OR C AND (x —1) .

In practice, it seems slightly better to implement the cmov instruction as follows:

O O
c=cCc XOR (a XOR c) AND (—X) . (6.1)

When x is one, c is replaced byc X0R a XOR c¢ which is equal to a, whereas whenx is zero, c is
replaced byc.
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The strategy of Equation (6.1) can be used to implement a conditional swap of two elements
(Algorithm 27). We use it for constant-time implementations of sort [17] required in Section 7.1.3
and GCD required in Section 7.4.11 and detailed in Section B.8.

Algorithm 27  Constant-time conditional swap. Swapa and c if x is one.

1: function cswagda, c,x)

2: S« (a XOR €) AND (—X)
3: a< a X0rR s

4 C< C XOR s

5: return (a,c)

6: end function

Remark 3. We often generate a maskn € {—1, 0} from the i-th bit of a w-bitword ¢, for0<i<w.
This can be achieved in constant-time as follows:

0 0
e m+«+ — (c>i) AND 1, where > stands for logical right shift,
a a
e M+ ck(W—1-i) >, (w-1), where >, stands for arithmetic right shift.

The latter is particularly el@ient to generate a mask from the sign bit of a signed integer, since
this is equivalent to ¢ >, (w— 1). In this thesis, we only use logical shifts.

6.3.3 Constant-Time Use of Tables

Accessing a table reveals information about the index, which can be exploited by cache-timing
attacks (Section 4.7). This leakage can be avoided by reading all elements of the table, and by
selecting the targeted element with a conditional move. By optimizing the conditional move, we
obtain Algorithm 28. Here, == is the equality operator of the C programming language, which
returns 1 for true and O for false. This instruction is constant-time, but the compiler can replace
it by a dangerous conditional statement. So in practice, this instruction (as well as the compiler)
should be used carefully.

Algorithm 28  Constant-time access to thej -th element from a table T of Oelements.

1: function accessTabler, [Jj )
2: a+<o0

3 for i from Oto 0O—1do

4 a<a O0R (T[i] AND — (j ==1)) 0 Optimized conditional move.
5: end for

6 return a

7: end function

In a variable-time implementation, the use of lookup tables allows to obtain the result in only
one memory access. A constant-time implementation such as Algorithm 28 makes this strategy
slow, with Omemory accesses instead of one.
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Chapter 7

GeMSS - a Gr eat Multivariate
Short Signature

The purpose of this chapter is to presentGeMSS: a Great Multivariate Short Signature. GeMSS [50] is
an alternate candidate of the third round of the NIST PQC standardization process [130]. As sug-
gested by its name,GelMSs is a multivariate-based (Chapter 2) signature scheme producing small sig-
natures. It has a fast verification process, and a medium/large public-key.GeMSS is in direct lineage
from QUARTZ [134] and borrows some design rationale of theui multivariate signature scheme [144].
The former schemes are built from theHidden Field Equations cryptosystem (HFE) [133, published
in 1996] by using the so-called minus and vinegar modifiers,e. HFEv- [110] (Section 2.4.1). It is fair
to say that HFE, and its variants, are the most studied schemes in multivariate cryptography. QUARTZ
produces signatures of 128 bits for a security level of 80 bits and was submitted to the NESSIE
competition [145] for public-key signatures. In contrast to many multivariate schemes, no practical
attack has been reported againstQUARTZ. This is remarkable knowing the intense activity in the
cryptanalysis of multivariate schemes,e.g.[132, 111, 78, 82, 96, 95, 73, 86, 70, 29, 39, 22, 137, 160, 68]
(Chapter 4). The best known attack remains [82] (Section 4.4) that serves as a reference to set the
parameters for GeMSS.

GeMss is a fast variant of QUARTZ that incorporates the latest results in multivariate cryptography
to reach higher security levels thanQUARTZ whilst improving el@iency. The main sections of this
chapter follow the algorithm specification and supporting documentation from the call for proposals
[127].

7.1 General Algorithm Specification (Round 3)

7.1.1 Parameter Space
The main parameters involved in GeMSS are:
e A, the security level of GeMss,

» D, a positive integer that is the degree of a secret polynomial.D is such that D = 21 for
i>0,0orD=2"+2!fori#j andi,j >0,

83



« m, the number of equations in the public-key,

* Nyar, the number of variables in the public-key,

« nb_ite > 0, the number of iterations in the signature and verification processes (Section 4.2),
¢ dexs, the degree of an extension field of,

« v, the number of vinegar variables (the number of variables in the public-key i9.r = dexe* V),

« A, the number of minus equations (the number of equations in the public-key isn = dext —A).
In Section 7.2, we specify precisely these parameters to achieve a security levek {128 192, 256}.

7.1.2 Secret-Key and Public-Key

The public-key in GeMSS is a setps,...,pm € Fa[Xi1,...,Xn,. ] of m quadratic equations in Ny,,
variables. These equations are derived from a multivariate polynomialF € Fod.,. [X,V1,..., W]
with a specific form — as recalled in (7.1) — such that generating a signature is essentially equivalent
to finding the roots of F (Section 2.4.1).

O o OO
Secret-key. It is composed of a couple of invertible matrices(S,T) € GL,,,, F» x GLg,, F»
and a polynomial F € Fau...[X,V1,..., V] with the following structure:
O .0 i
Aij X272 4 Bi(va, . W) X2 Y(Ve, W) € Foowe [X, Vi, W (7.1)
0j<i<d  oxt 0<i<d ext
21+21 <D 2'<D

where Ajj € Fpu..., €achBi: F — Fa.,. is linear andy: F} — Fa.,. is quadratic modulo vZ — v;.
The variables vy, ...,v, are calledvinegar variables A polynomial F € Faq.,.[X,V1,...,V] with
the form of (7.1) has aHFEv-shape By abuse of notation, we will call degree ofF the (max) degree
of its correspondingHFE polynomial, i.e. D.

Remark 4. The particularity of a polynomial F(X,vs,...,Vv,) with HFEv-shape is that for any
specialization of the vinegar variables, the polynomialF becomes aHFE polynomial (Equation
(2.6), Section 2.4.1).

The special structure of (7.1) is chosen such that itamultivariate representation over the base
field F, is composed of quadratic polynomials inF»[Xxi,...,Xn,, ]. This is due to the special expo-
nents chosen inX (Equations (2.7) and (2.8)) that have all a binary decomposition of Hamming
weight at mest two.

o 0O 0. )
Let 0= 61,...,64, € Fo... ° be abasis off,.. over[F,. We set
s ;
¢ E= O - O € Fodere —> O(E)=(01,...,0q,,) € Fy.

k=1
We can now define a set of multivariate polynomialsf = (f1,...,fq,.) € Fo[Xq,...,Xn,, % derived
from a HFEv polynomial F € Fou... [X,V1,..., W] by:

O O
D . D ﬂxt Ext .
F o “(X1,...,Xd,,.),V1,-..,Ww = F Xk - Bk, V1, oo, W = fr-6= o7 (F). (7.2)
k=1 k=1
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To ease notations, we now identify the vinegar variablegvy, ..., W) = ( Xd,,+1 - -+ Xn,..). AlSO, we
shall say that the polynomialsf,...,fq,,, € F2[X1,...,Xn,,.] are the componentsof F over F,.

Public-key. It is given by a set of m square-free quadratic polynomials inn, ., variables overF,.
That is, the public-key is p = (p1,...,Pm) € Fa[X1,...,Xn,. 7. It is obtained from the secret-key
by taking the first m = d.,. — A polynomials of:

U o 0 0
fi (X2, Xny) - S oo o, (X1,.o00Xn,,)-S - T,

and reducing it modulo the field equations,i.e. modulo (x2 —x1,...,X2

f... —Xn,..). We denote these
polynomials by p = (p1,...,Pm) € F2[X1, ..., Xn, . ]™.

Keypair generation. We summarize the public-key/secret-key generation in Algorithm 29. It

takes the unary representation of the security parametei\ as input. As we will see in Section 7.7, the
security level of GeMSS will be a function of D, A, v and m. For more details on the implementation,

we refer to Section 7.4.

Algorithm 29  Keypair generation in GeMsSs.

function GeMSS.KeyGen r

1:
2 Randomly sample(S,T) € GanDIE‘Z x GlLg,,, D]FZD. O Section 7.4.3.
3 Randemly samplef € Faaeo [X, V1, ..., W] with HFEy-shape of degreed. [ Section 7.4.5.
4 sk« F,S7L,T71 ¢ dem[x Vi,...,W] x GLn,. F2 x GLg,, F2 0 Section 7.4.4.
5 Compute f = (fl, oo fa,) € Faxq, ..., Xn,, ]%= such that:

D@n . Bixe

F Xk~9k,V1,...,V\, = fk~6k.
k=1 k=1

O See Section 9.4.1 for details on Step 5.
6: Compute (p1, ..., Pd.,.) =

u O O
fi (X1, o Xnw) S oo fane (X1, Xn) S - T mod (X2 —Xq,..., X3 — Xn,..)
which lives in Fa[X1, ..., Xn,, [0, O Sections 7.4.6 and 7.4.7.
7. Pk <~ p =(P1,.-.,Pm) € Fa[X1, ..., Xn, . ]" OTake the first m = dex — A polynomials
computed in Step 6.
8: return (sk, pk) OThe format is further detailed in Sections 7.4.1 and 7.4.8.

9: end function
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7.1.3 Signing Process

The main step of the signature process requires solving:
p1(X1,..-,Xn,,) —d1=0,...,pm(X1,...,%Xn,,) —dm =0

for d = (dy,...,dn) € FJ'. To do so, we randomly sampler = (ry,...,ld,.-m) %Fgm‘m and
append it to d. This givesd’ =(d,r) € th We then compute Y = ¢ 2 d’-T~! € Fa... and
try to find a root (Z, v) € Fuu... x FY of the multivariate equation:

F(OK Xt s+ -9 Xny) — Y =0,

To solve this equation, we take advantage of the specia@iFEv-shape. That is, we randomly sample
v € F¥ and consider the univariate polynomial F (X, v) € F,u.,.[X]. This yields a HFE polynomial
according to Remark 4. We then find the roots of the univariate equation:

F(X,v)—Y =0.

If there is a root Z € Faa.,., We return D¢(Z),VD~ S leF)~-.

The core part of the signature generation is to compute the roots ofy (X) = F(X,v) =Y. To
do so, we use Berlekamp’s algorithm as described in Algorithm 25, Section 5.4.8. For= 2%, we
get that finding all the roots of a polynomial of degreeD can be done in (expected) quasi-linear

time (Theorem 4, Section 5.4.8),i.e.: 0

[]
@D'dext .

We can now present the inversion function (Algorithm 30).

Algorithm 30  Inversion in GeMSS.

, 3 q 5 SHE
1 functign geMss.Invp d € F',sk = F,S7L,T7' € Faoel[X,Vy,...,W] x GLy,,, F2 x
GLg,, F2

ext

2 repeat

3 reg B2 OThe notation €r stands for randomly sampling.
4 d’ « (d, By € F§=

5; Y—¢1d T ! €Fotun

6 v er FY

7 Fy(X) < F(X,v) =Y

8 (N, L yo0ts) < FindRoOtgFy ) OSections 5.4.8, 7.4.12 and 9.3.
9 until n#0 OF v hasn roots.

10: Z €R L@ts 0
11 return  ¢(Z),v -SleFy=
12: end function

Remark 5. We always sample a root at Step 10 in the same way. Firstly, we sort the elements
of L,ots @S Unsigned integersi(e. § < 6;:+1 in the chosen representation ofF,4... (Section 5.2))
in ascending order. We then computeSHA-3(Y), and take Hg4 the first 64 bits of this digest. We
considerHg, as an unsigned integer, and finally return the(Hg4 mod n)-th element in L oo1s-
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Let d € FJ' and xs <« GeMSS.Invad,sk = DF, S—l,T—lm € F5=. By construction, we have
p(xs) = d, wherep is the public-key associated to sk. Thusxs € F5* could be directly used as
a signature for the corresponding digestd € F5' (Algorithm 3). In the case of GeMSS, m is small
enough to make the cost of simple birthday-paradox attack (Section 4.2) against the hash function
more eldient than all possible attacks (as those listed in Section 7.7). This problem was already
identified in QUARTZ and Gui [134, 58, 59, 144]. Their authors proposed to handle this issue by
using the so-calledreistel-Patarin scheme [58] (Section 4.2).

The basic principle of the Feistel-Patarin scheme is to roughly iterate Algorithm 30 several
times. The number of iterations is a parameter nh ite that will be discussed in Section 7.6.1.

Algorithm 31  Signing process inGeMss.

& g g
1: function geMss.Sign M € {0,1}",sk € Fpw[X,V1,...,W] x GLn,,, F2 x GlLg,, F2 ,
GeMss.Inv,

2 Sp + Om
3 for i from Oto nb_ite — 1 do Olterations of the Feistel-Patarin scheme.
4 h « SHA-3(M ||i) OSection 7.4.13.
5: Bi+1 « firsgym bitsof h 0 ODi« €FY.
6 Si+1,Xi+ < GeMSs.Inv Si + Dj+1,8k O0Siv1 € FD and X4 EFS“’_m.
7 end for 0 0
8 return Sm= Spp jte , Xnb_ite s Xnb_ite =1+ -+, X 1
9: end function

7.1.4 \Verification Process

Naturally, the verifying process is also iterative as shown in Algorithm 32.

Algorithm 32 Verifying process in GeMss. _

] ]

1: funthion ceMss.Verify M € {0, 1}*,5Dm e e py = b€ FalXq, ..., X, I™
2 Shb_ite » X nb_ite s Xnb_ite =15+ - -, X1 <= SM
3 for i from nb_ite —1to Oby —1do
4 h < SHA-3(M ||i) OSection 7.4.13.
5 Di+1 «first m bits;of h ODi« €FY.
6: S < p S+1,Xij+1 +Dijs OSections 9.4.2, 9.4.3 and 9.4.4
7 end for
8 return VALID if Sp = O, and INVALID otherwise
9: end function

7.2 List of Parameter Sets

Following the analysis of Section 7.7, we propose several parameters for 128, 192 and 256 bits
of classical security. Namely, we propose six sets of parameter&eMSS, BlueGeMSS, RedGeMSS,
WhiteGeMSS, CyanGeMSS and MagentaGeMSS. GeMSS corresponds to the same parameters that those
proposed for the first round. This choice is conservative in term of security. As advised in [2] for
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the second round, we explored more aggressive choice of parameters. This leaded to more el@ient
schemes: BlueGeMSS and RedGeMSS (especially, regarding the signing timings). The parameters
were extracted from Section 7.8.10 where we propose a rather exhaustive choice of possible pa-
rameters and trade-o[s between public-key size, signature size and eldiency. For the third round,
[1] suggested evaluating the cost of the generic attack against the Feistel-Patarin scheme more
accurately (Section 7.6.1), in order to improve performance ofeMSS. Following this analysis, we
introduce WhiteGeMSS, CyanGeMSS and MagentaGeMSS. These schemes are respectively variants of
GeMSS, BlueGeMSS, RedGeMSS, where nb _ite is set to three (instead of four). Compared to param-
eters from Section 7.8.10, we choose a smaller nite thanks to a more accurate lower bound of
the generic attack against the Feistel-Patarin scheme. The other security parameters are adjusted
accordingly.

7.2.1 Parameter Sets for a Security of 228 (Level I)

. key gen. | sign | verify pk sk sign

scheme (D, dexe, &, vinb_ite) | =y | Moy | (ko) (|kB)| (l|3its|) lbits)|
GeMSS128 (513,174,12,12,4) 19.6 608 106 | 352.19 258
BlueGeMSS128 (129,175 13,14,4) 18.4 67.2 | 134 | 363.61| 128 270
RedGeMSS128 (17,177,15,15,4) 16.3 2.05 | 141 | 375.21 282
WhiteGeMSS128 (513,17512,12,3) 20 436 | 91.7 | 358.17 235
CyanGeMSS128 (129,177,14,13,3) 18.5 49.8 91 | 369.72| 128 244
MagentaGeMSS128 (17,178 15,15, 3) 16.7 1.82 | 101 | 381.46 253

Table 7.1: Performance ofGeMSS for a 128-bit security level (A = 128), with MQsoft. We use a
Skylake processor (LaptopS). Mc (respectively kc) stands for megacycles (respectively kilocycles).
The results have three significant digits.

7.2.2 Parameter Sets for a Security of 292 (Level IIl)

. key gen. | sign | verify pk sk sign

scheme (D, dexs, &, vimb_ite) | =y o™ | Me) | (ko) (‘kB)‘ (k‘Jits|) ibits)|
GeMSS192 (513,265 22,20, 4) 69.4 | 1760 | 304 | 1237.96 411
BlueGeMSS192 (129, 265,22, 23, 4) 65 173 | 325 | 1264.12| 192 | 423
RedGeMSS192 (17,266, 23, 25, 4) 57.1 555 | 335 | 1290.54 435
WhiteGeMSS192 (513,268 21,21, 3) 73.1 1330 | 263 | 1293.85 373
CyanGeMSS192 (129,270,23,22,3) 68.2 131 | 269 | 1320.80| 192 | 382
MagentaGeMSS192 | (17,271, 24,24,3) 60.3 453 | 274 | 1348.03 391

Table 7.2: Performance ofGeMSS for a 192-bit security level A = 192), with MQsoft. We use a
Skylake processor (LaptopS). Mc (respectively kc) stands for megacycles (respectively kilocycles).
The results have three significant digits.
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7.2.3 Parameter Sets for a Security of 2% (Level V)

. key gen. | sign | verify pk sk sign

scheme (Dydexs, &, vimb_ite) | =y ™ 1 Me) | (ko) (‘kB)‘ (k‘Jitsl) ibits)|
GeMSS256 (513,354, 30,33 4) 158 2490 | 665 | 3040.70 576
BlueGeMSS256 (129,358 34,32, 4) 152 248 680 | 3087.96| 256 588
RedGeMSS256 (17,358 34, 35,4) 143 8.76 709 | 3135.59 600
WhiteGeMSS256 (513,364, 31, 29,3) 163 1920 | 516 | 3222.69 513
CyanGeMSS256 (129,364, 31, 32,3) 159 190 535 | 3272.02| 256 522
MagentaGeMSS256 (17,366 33,33, 3) 148 7.61 535 | 3321.72 531

Table 7.3: Performance ofGeMSS for a 256-bit security level (A = 256), with MQsoft. We use a
Skylake processor (LaptopS). Mc (respectively kc) stands for megacycles (respectively kilocycles).
The results have three significant digits.

7.3 Design Rationale

A multivariate scheme. The first design rational of GeMSS is to construct a signature scheme pro-
ducing short signatures. It is well-known that multivariate cryptography [164, 29, 70] (Chapter 2)
provides the schemes with the smallest signatures among all post-quantum schemes. Multivariate-
based signature schemes are even competitive with ECC-based, pre-quantum, signature schemes
(see, for example [31, 123]). This explains the choice of a multivariate cryptosystem faeMSS.

A HFE-based scheme. HFE [133] (Section 2.4.1) is probably the most popular multivariate cryp-
tosystem. Its security has been extensively studied for more than twenty years. The complexity of
the best known attacks againstHFE are all exponential in O log,(D) (Sections 4.4 and 4.6), where
D is the degree of the secret univariate polynomial. WherD is too smgjl, then HFE can be broken,
e.g. [111, 82, 22]. In contrast, solvingHFE is NP-hard when D = O 2%= [111]. However, the
complexity of the signature generation — which requires finding the roots of a univariate polynomial
— is quasi-linear in D (Theorem 4). All in all, there is essentially one parameter, the degreeD
of the univariate secret polynomial, which governs the security and eldiency of HFE. The design
challenge IinHFE is to find a proper trade-oCbetween eldiency and security.

Variants of HFE. A fundamental element in the design of secure signature schemes based on
HFE is the introduction of perturbations. These create manyvariants of the scheme (Section 2.4.1).
Classical perturbations include theminus modifier (HFE-, [151, 133]) and thevinegar modifier (HFEv,
[110, 134]). Typically, QUARTZ is a HFEv- signature scheme wherd =129, =2,dey; = 103,v=4
vinegar variables andA = 3 minus equations. The resistance, up to now, ofUARTZ against all
known attacks illustrates that minus and vinegar variants permit to indeed strengthen the security

of a HFE-based signature. Anude HFE, i.e. without any perturbation, with D =129 and d.,; = 103
would be insecure whilst no practical attack againstQUARTZ has been reported in the literature.
The best known attack is [82] that serves as a reference to set the parameters fGeMSS. Besides,
[68] gave new insights on how to choose the vinegar and minus modifiers.
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QUARTZ has the reputation to be solid but with a rather slow signature generation process. The
authors of [134] reported a signature generation process taking about a minute. Today, the same
parameters will take less than one hundred milliseconds. This is partly due to the technological
progress on the speed of processors. In fact, it is mostly due to a deeper understanding on algorithms
finding the roots of univariate polynomials. This is further detailed in Section 9.3.

Large set of parameters. We propose a general methodology to derive parameters (Section
7.7). This permits to derive a large selection of parameters with various trade-olS between sizes
and eldiency (Section 7.8.10).

7.4 Implementation

Here, we detail some of the choices we have made for implementirggMss.

7.4.1 Data Representation

Compressed secret-key. The size of the secret-key, as computed in Appendix A, can be drasti-
cally reduced. For that, we expand the secret-key from a random seed. This is classical and implies
considering a new attack: the exhaustive search of the seed. Thus, we set the size of the seedto
bits to reach a A-bit security level. This change increases the cost of the signing process, since the
secret-key has to be generated for each operation. However, the expansion of the seed is negligible
in comparison to the cost of the root finding algorithm.

In M@soft (Chapter 9) and in the NIST submission of GeMSS [50], the use of a seed is controlled
with the ENABLED_SEED_SK macro (set to 1 by default) from config HFE.h. When enabled, the
seed is expanded withSHAKE (Section 6.2.1).

Data structure for MQ systems. The first idea [56] is to seem equations ofFa[Xy, ..., Xn,,.] @S
one element infFom [Xq, ... ,x,@]. 'E?e second idea is to use quadratic forms. Lex = (X1,...,Xn,..),
c € Fom and Q,Q’ € M,,,.. Fom , then a square-free quadratic polynomial inFom [X1,...,Xn,..]

can be written as
c+x-Q'-xT,

where xT stands for transpose ofx. The coelGient Qf; corresponds to the termx;x; in the
polynomial. Sincex? = x;, the linear term can be stored on the diagonal ofQ’. To minimize the
size,Q’ can be transformed into an upper triangular matrix Q. By construction, Qi”j and Qj"i are
the coeldients of the same term x;X; (i Z j). The matrix Q is such that:

O
EQ{J if i = |,
Qij = EQi’,j +Qj ifi<]
0 otherwise.

7.4.2 Representation of the Secret-Key

The existence of equivalent keys (Section 4.6.1) allows to choose a representation of the secret-key.
Here, we present our choice foGeMSS.
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Additive sustainer. In [165], the authors introduced the additive sustainer. Applied to HFEv-,
we have that for any Cs, C; € Fa.,. and a HFEv polynomial F € Foa... [X,V1,..., W], there exist
two equivalent keys corresponding toF (X ) and F(X + Cs) + C;. So, for any randomF, we can
chooseCs and C; to have a unique representation of the secret-key. We can easily show [165] that
we can chooseCs and C; to have linear transformations S and 7 instead of alde transformations.

Big sustainer. Similarly to the additive sustainer, the big sustainer [165] gives the existence of
equivalent keys betweenF (X ) and By - F(Bs - X) for any Bs,B; € F,, .. So, for any random
F € Foue [X,V1,...,W], We can setBs to one and B to the inverse of the leading coeldient of F
to obtain a monic HFEv polynomial. We generate monicHFEv polynomials in GeMSS, and so we do

not store its leading term.

Remark 6. AssumeD =2' +27J for 0< J <| . With a smart choice of B and B;, we could set
the term X ° and one of termsXP~2 " (1> 0andJ # | — 1) or XP—2'"" (J > 0) of F to one.

7.4.3 Generating Invertible Matrices

O 0
AIgoritﬂm§9 requires, at Step 2, generating a pair of invertible matrices(S,T) € GL,,,, F, x
GLg,,, F2 . This problem was already discussed in [119]. The authors presented two (natural)
methods to generate invertible matrices.

Trial and error. The first one (trial and erfgr ;;samples random matrices until one is invertible.
The probability that a random matrix in M, Fy is invertible [116] is given by
L o
1-q! .

This probability is especially small whenqis small, implying a large number oferrors before finding
an invertible matrix. For n =128 and g = 2, the probability of success is 28.9%.

LU decomposition. The second one uses the so-called LU decomposition [99]. This method has
the advantage to directly return an invertible matrix. It is as 5ollows.

O
¢ Generate a rancﬁ)rrhlower triangular matrix L € GL, F, and a random upper triangular
matrix U € GL, F, , both with ones on the diagonal (to have a non-zero determinant).

O ad
e Return L -U e GL, F, .

It is known [119] that this method is slightly biased. A small part of the invertible matrices cannot
be generated with this method. For a square matrix of sizen, the number of invertible upper

triangular matrices is 2(n*—n)/2 (the exponent is in;ll i). So, the number of matrices that can be

generated with the LU decomposition is2"° =" Still, this does not reduce the search space on the
secret matrices suldiently to impact the security of GeMSS.

In MQsoft (Chapter 9) and in the NIST submission of GeMSS [50], we have implemented both
generation methods. The implementation gives the possibility to switch the method with the
GEN_INVERTIBLE MATRIX_LU macrg, Which is in thefile config HFE.h. Itis set to 1 by default.

The matrices (S,T) € GL,,,, F, x GLg,, F, are only used during the generation of the
public-key. After, we are only using the inverse of these matrices. S&~* and T ~! are computed
during the generation and stored in the secret-key (except when the secret-key is compressed).
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Computation of L -U and inversion. During the keypair generation, we generate random
invertible matrices and their inverse (when the secret-key is compressed, the inverses are generated
during the signing process). When the LU decomposition is used, several ways to compute- U
and (L - U)~?! are possible.

« L -U can be directly computed with a matrix product. Similarly, (L -U)~* can be computed
asU-1.L-1

¢ By using the fact that the Gaussian elimination applied on L - U gives U, and that the

operations used are stored irL, we can revegse this Gaussian elimination to obtairL. - U from

H. Similzﬁly, we know that we can obtain | (L -U)~! from a Gaussian elimination on
L-U | . So, we can usd then U to transform the identity matrix to (L - U) 2.

In our implementation, we compute L - U with a matrix product, whereas (L - U)~! is computed
with the Gaussian elimination. When the secret-key is compressed, we assume that the matrix
product is faster than the Gaussian elimination. So, we modify the previous process by usinig—?!
and Ut instead of L and U (the seed directly generatesd. ! and U~ for the signing process).

7.4.4 Constant-Time Gaussian Elimination

The trial and error method (Section 7.4.3) requires the generation and inversion of two boolean
invertible matrices. The classical way to do it is to use a Gaussian elimination. Unlike the LU
decomposition, the main problem is that the pivot may be null. Searching a row with a non-zero
pivot reveals information on the matrix. The operation allowing to select one row ofM has to be
performed on all rows, in order to avoid information leakages [{Sestion 4.7). In [17], the authors
proposed a constant-time Gaussian elimination. LetM € M, F, . The idea is to multiply (in
constant-time) each row of M by a boolean, then add them to the pivot row. This boolean is used
as a switch. While the pivot is null, this switch is set to one and the next row will be added to the
pivot row. But as soon as the pivot is not null, the switch is definitely set to zero, implying that
the pivot row will no longer be modified. We propose a possible implementation of this strategy in
Algorithm 33. According to Section 6.3.2, the multiplications in F, have to be replaced by the use
of masks.
HH

Algorithm 33  Constant-time Gaussian elimination on the rows of a matrix in M, F, .

M [i] Cgrrespondg torrEhei-th row of M, and M [i][j] corresponds toM;;; .

- [ O
function cstGaussM € M, F»

1

2 for i from 1to n—1do

3 for j from i+1 tgyn do 0 OWe search a non-zero pivot for the pivot row.

4 M[i] < MJ[il+ 1—-MJili] -M[j] M [i][i] is the pivot.

5 end for

6 for j from i+1 to ndo [OWe eliminate the coeldients of the i-th column with the
pivot row.

£ MGl M[G]-M[Ii]-M(i]

8: end for ONote that both loops could be merged.

9 end for

10: return M

11: end function
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7.4.5 Generating HFEv Polynomials

Algorithm 29 requires, at Step 3, the generation of a polynomialF € Faa.,.[X,V1,...,V] with a
HFEv-shape of degredd (Equation (7.1)). The polynomial F can be considered as a polynomial in
X whose coeldients live in Foa...[V1,...,W]. We randomly generate and store theNp ,, » terms of
F (Equation (A.1)). In fact, we only store Np, 2 — 1 terms. The polynomial F is chosen monic
and so the leading coeldient is not stored (Section 7.4.2). This choice makes easier the root finding
part (Algorithm 25).

7.4.6 Public-Key Generation via Quadratic Forms

According to Sectign(7.4.1,f € Fa[X1,. 5, Xn,,.]°His stored asc + ¥ Q - X7 € Faueee [X1, ..., Xn,,.]-
We first compute f1 (X1,...,%Xn,.) S, .., fd,. (X1,...,Xn,.) - S (Step 6, Algorithm 29) with
our representation. To do so, we just replacex by x - S. The linear change of variablesS can be
represented as:

C+ X Q' -X" €Fopuue[X1, .+ 0y Xn,,]

for Q' = S-Q-ST. We then symmetrize the matrix Q' as in Section 7.4.1 to get an upper triangular
matrix. To obtain the public-key, we now need to perform linear combinations with the matrix T.
With our representation, this is equivalent to multiplying ¢ of each coeldient by T (by removing
its last A columns) to obtain the public-key in the form:

Cok + X - Qpk - X' € Fom [X1, ..., Xn,..],
g d
with cpx € Fom and Qpx € My, Fom
In this form, the evaluation of the public-key is reduced to a matrix-vector product and a dot
product. However, the practical use of this representation is not optimal in memory whenm is not
a multiple of eight. So, we have to pack the bits of the public-key (Section 7.4.8).

7.4.7 Public-Key Generation by Evaluation-Interpolation

As mentioned in the seminal paper of Matsumoto—Imai [119], the public-key polynomialsp =
(P1,-.-,Pm) € Fa[Xq,...,%n,,.]™ can be generated by evaluation-interpolation:p is evaluated in N
distinct evaluation points in F5*=, then a multivariate interpolation allows to find the coelgients
of p. Sincep is not yet known, each evaluation ofp in a € F5* is computed from the secret-key
as follows:

p(@)=(moToFoS)a)= F(a-S) - FeFT,

where P is T without its last A columns (cf. Equation (2.2)). This method can be easily simplified
with a smart choice of the evaluation points. In [119], the authors consider points having their
Hammingweight less or equal to two. Lete; be the i-th row of I, the identity matrix in
M,... Fo , and let p be as follows:

[Mar [T1 [Mar
Pk = Cij XiXj + GXxi+ ceFolxq,..., Xn, .1,
i=1 j=1 i=1
with Gj ,¢,ceFp, forall i,j, 1<j<i < Nyar.
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Then, we have:
1. pk(On,,.) = ¢,
2. pk(e)=c+ g, foralli, 1 <i < Nyap,
3. pk(ei+e)=c+c+g+og;,foralij 1<j<i <Nyar.

We easily deduce the coelgients of the public-key. This method is adapted for low-end devices
(Section 7.8.7), since quadratic terms of the public-key can be computed one by one.

Remark 7. As mentioned in [163], the multiplication by S is trivial since the Hamming weight
of the vectors is less or equal to two. We just sum thei-th and j-th rows of S. Note that the
evaluation points are public and so do not require a constant-time use.

Remark 8. In the implementation, we compute F o S by evaluation-interpolation instead of p.
Then, we apply ¥ on each coelgient to obtain the public-key.

Evaluation of a HFEv polynomial. = The evaluation-interpolation strategy requires evaluating N
times the map F. To do it, we need an eldient multipoint evaluation of HFEv polynomial. We use
the matrix representation of F (Equation (9.3)) that we will present in Section 9.4.1.

Remark 9. When a quadratic form (e.g. 7 and F) is evaluated in several points, some computa-
tions can be re-used to accelerate its evaluation in a linear combination of these points.

7.4.8 Packed Representation of the Public-Key

The implementation of GeMSS submitted to the second round of the NIST PQC standardization
process used the monomial representation of the public-key (Section 7.4.1). However, the latter
does not reach the minimum theoretical size. We have solved this problem in our implementation
for the third round. We use a public-key format allowing to pack the bits of the public-key, while
maintaining a quick use during the verifying process. On one hand, we save up to 18% of the
public-key size. On the other hand, the verifying process is slightly slower (up to 31%).

This format is based on the so-calledhybrid representation [84]. Let m = 8 x k + r be the
Euclidean division of m by 8. We store the first 8k equations with the monomial representation
(Section 9.4.4), then we store the lastr equations one by one (Section 9.4.2). This process is
illustrated by Figure 7.1. Firstly, we pack monomial by monomial the coeldients of the first 8k
equations. This corresponds to take the vertical rectangles from left to right, then take coelgients
from up to down. Secondly, we pack equation by equation the coeldients of the lastr equations.
This corresponds to take the horizontal rectangles from up to down, then take coeldients from left
to right.

Our aim is to decrease the cost of unpacking the bits of the public-key during the verifying
process. With our format, a big part of the public-key uses the monomial representation. At the
beginning of the second round, this representation was used to store the equations (instead of8k
equations). So, the evaluation of the first8k equations is performed as elGiently as before. They
do not need to be unpacked. This implies that only the lastr equations generate an additional
cost, which is slight (r < 7 is small compared to8k). These equations can be evaluated packed, but
when nb_ite > 1, unpacking them permits to accelerate the evaluation (which is repeated nhite
times).
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1 ]l [l 1
¢+ p(l,)le * Py 9X1X2 + Py 3X1X3 + p(z,)zX§ + p(z,éxzxa + p(s,)3X3

2 2 2 2 2 2
@+ pPx3 + [pxax2 + Phxaxs + PayX3 + [ aK2xs + [pS4x3

3 3 3 3 3 3
c® |+ p(l,)le + p(l,)lexz + p(l,)3x1X3 + p(z,)zX§ + p(z,éxzxa + p(s,)3X§

4 4 4 4 4 4
<@+ px + [pixaxa + pithxaxs + Posx3 + [p5aKaxs + p5ax3

5 5 5 5 5 5
c® |+ px2 + pxaxa + [pThK1xs + PoyX3 + pSaxaxs + [P ax3

6 6 6 6 6 6
O+ pPx3 + [pPhxix2 + Phxixs + PosX3 + [ KaXs + S ax3

7 7 7 7 7 7
P+ pix2 + P hxaxa + [ 4K 1xs + PSox3 + pSaxoxs + [Py Ax3

8 8 8 8 8 8
c® |+ pPx2 + piPxaxa + [phx1xs + PEAK3 + pShxoxs + [pEax3

9 9 9 9 9
D2XiXz + P3oX3 + PLaXaXs + PosXaXs + Pax3

¢ + pPixi + p

10 10 10 10 10 10
c19 + plPx2 + pliY xaxo + phY X3 + pllg xaxa + P53 xoxs + pliY xj

Figure 7.1: Example of hybrid representation of a MQ system of 10 equations in 3 variables.

Each row corresponds to one equation, and thex) and pi(';() are inIF, for 1 < k < 10.

Implementation details. An important point in our implementation is the memory alignment.
All data have to be 8-bit aligned. This permits to have simpler and more eldient implementations.
In the previous implementation, we used a zero padding when necessary. However, this implied
that the theoretical size was not reached.

Firstly, the first 8k equations are stored without loss. Since for each monomiaBk coeldients
in F, are packed, we obtain thatk bytes are required to store them. So, we do not require padding
to align data to 8 bits. The monomials are stored in the graded lexicographic order (as on Figure
7.1). Secondly, the lastr equations are stored in the graded reverse lexicographic order (as on
Figure 7.1). Each equation requires storingN elements ofF,. The alignment of the equations
requires using a zero padding wherN is not multiple of eight. In this case, the padding size is
Np =8 —(N mod 8) bits. We solve this problem by using the last(r —1)N, bits of the last equation
to fill the padding of the r — 1 other equations. In particular, we take these last bits by pack ofN,
and the Oth pack is used to fill the padding of the (8k + [J-th equation. For example, on Figure
7.1, the 9-th equation contains 7 coeldients. So, with our process, we would removqi)(;g) from the

10-th equation to store it just after pg?)g. Thus, the 10-th equation would be 8-bit aligned.

Remark 10. If rN, < ((8—(rN mod 8)) mod 8), then the minimum size of the public-key (rounded
up to the next byte) is also reached by using the zero padding of each equation.
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7.4.9 Parallel Arithmetic in F,,Fig and Fosg

Here, we study the classical strategies to perform operations in parallel iy, for q € {2, 16, 256}.
We uselF, for GeMSS, whereaslF1 and Fos are used for low-end devices (Section 7.8.7). The fields
F16 and Fo56 are also used inRainbow (Section 7.10).

Tower fields defining i and F.s6. Here, we present how we defind’,, F1g and Fosg. These
representations [56] are the same that these used iRainbow [64], which allows a compatibility
between theRainbow implementations and our implementation of its dual mode (Section 8.6.3).

. . 0 O
+ Ty, is (necessarily)Foe;)/ €+ e +1 ,

_ 0 0
e Fip ISF4[€‘2]/ e%"’ €+ e,

, O O
o Fase is Figles)/ €5+ es+ exey .

We can perform eldiently arithmetic operations in parallel via vector instructions (Section 6.1.3).
By defining F1¢ and Fo56 with tower fields, we can take advantage of subfields to accelerate field
operations, in particular the (general) multiplication in F,56. Other operations that we present
here do not require defining fields with tower fields. In fact, we can use any representation of
Fq (g € {2,16,256} here), if the representation of all its elements corresponds to the same basis
B of Fy over F» (Section 5.2). This is true for tower fields respecting Equation (5.6) €.9. B =
(1,e1,e, €160, €63, €163, 6063, €16€3) if Fy,F15 and s are represented with the canonical basis).
Except for the (general) multiplication in F,se, these parallel operations can also be used iR for

1 <k < log,(g) (with a relevant data alignment).

Packed representation. The elements oflF,, F15 and Fa56 require respectively one bit, four bits
and one byte. Naturally, we store elements as a vector of bytes, with in particular two elements of
F16 by byte. By using 128-bit registers available in SSE, we can storer-(% elements ofFy, which

makes 128, 32 and 16 elements respectively fd, Fi1g and Fase.

Addition.  The addition in [y corresponds to the bitwise logicalXOR, since each element is a

binary polynomial. With the PXOR instruction, Ioglf?q) additions can be performed in parallel.

Squaring.  The square inFq can be computed with one or two calls to thePSHUFB instruction.

Parallel multiplication by a scalar. In F,, the multiplication of 128 elements ag, ..., a;»7 by
a scalarc € F, can be easily implemented. To do it, we duplicatec in a 128-bit register, then
the multiplication is performed via the PAND instruction. The duplication of c is performed by
duplicating it firstly on each 64-bit block, then by computing —c in parallel on each block. This can
be computed as0 — c via the PSUB instruction from SSE2. However, we remark that the equality
test c==1 via the (constant-time) PCMPEQ instruction from SSE4.1 seems faster.

In Fi6, the idea [51] is to use multiplication tables coupled to the PSHUFB instruction. This
instruction takes 16 indices on 4 bits, and looks up the corresponding 8-bit elements in a 16-byte
lookup table. Since each result only uses 4 bits, we can multiply by one or two scalars in one call
to PSHUFB [51]. Let ag,...,a15 € F1, and let T; (respectively T.q4) be the lookup table whose
i-th index corresponds to thei-th element of F1g multiplied by c (respectively c and d) in Fye.
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The PSHUFB instruction permits to perform the 16 multiplications by c¢ (respectively ¢ and d) in
one instruction (once the coeldients and T. (respectively T.q4) are loaded in 128-bit registers).
Here, note that the loaded table depends orc,d € Fi6. So, this implementation is variable-time
about ¢ and d (Section 6.3.3). Naturally, the same method applied tolF, permits to perform 32
multiplications by one or two scalars, in one instruction (and 64 multiplications for ).

In Fas56, the idea [51] is similar toF36. We just split the memory representation of each element
of 56 into two packs of four bits, then we use one lookup table by pack. Letag,...,a;s € Fasg,
and let P be the map which generates an element of s from its memory representation: an
integer in [0, 255]. For 0 <i < 15, let b+ P~1(a) € [0, 255 be the memory representation ofa .
We havea = P(bh mod 16) + P(16- % ). Let T, (respectively U;) be the lookup table whosei-th
index corresponds toP(i) (respectively P(16-i}) myltiplied by cin Fase. The 16 multiplications by
c € [F256 can be performed bﬁ spl'ﬁtin@]h into f—a ,b mod 16 for 0 < i < 15, by multiplying each
P(b mod 16) (respectively P 16- 5—6 ) by cwith T; (respectively U;) and one call to the PSHUFB
instruction, then by summing both results with the PXOR instruction.

General multiplication. In F,, the multiplication corresponds to the bitwise logical AND. The
PAND instruction permits to compute 128 multiplications in parallel.

In Fy6, the strategy [56] is to remark that for a,b € F), a-b = ¢ @09 ¢® "\where g is
a generator of the multiplicative group F;5. The Zech logarithm representation [35] consists in
writing any non-zero element of a finite field Fy as the power of a generator of the multiplicative
group, and allows to perform the multiplication as the addition of powers moduloq— 1. There-
fore, the multiplication can be parallelized with logarithm and exponential tahles, coupled to the
PSHUFB instruction. Here, we just set log,(0) to 256 — 42, and we put s+ & as input of the
PSHUFB instruction, for s = (log 4(a) +log 4(b)) mod 256. If a and b are not zero, thenPSHUFB only
considers the first four bits of this 8-bit block in input, and returns the corresponding block from
the exponential table. Otherwise, the last bit of the 8-bit block is one and the peculiar property
of PSHUFB implies that a null block is returned. This strategy is more expensive than the previous
methods, but is constant-time.

In Fas6, the strategy [56] is to perform Karatsuba's multiplication algorithm (Section 5.1.2) on
degree-one elements off;g[e3] via the tower field representation. The three products in Fy5 are
computed via logarithm and exponential tables, and the resulting degree-two term is multiplied by
€3 + ee;. By using notations from Section 5.1.2, the result isP; + P, - e,e; + (P71 + P3)es. The
multiplication of P, € F1¢ by the public scalar e;e; € Fig can be performed with one call to the
PSHUFB instruction, but it is more eldient to directly compute P, - e;e; instead of computing P,
then P -exe;. Todo it, let P, = a-bfor a,be Fi6, and use a logarithm table returning logy(a- exe1)
from a during the computation of P, in order to directly compute P, - ese;.

Remark 11. By using the AVX2 instruction set, all previous 128-bit instructions can be performed
two times in parallel, improving the performance of arithmetic operations in Fg.
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7.4.10 Choice of the Field Polynomial for IF ot ene

Keypair generation and signing process require arithmetic operations iff,4... (Section 9.2). In the
implementation, the field F,u... is defined asFs[a]/ (f (a)) with f being an irreducible trinomial of
degreed.,; in Fy[x] (Section 9.1). In Table 7.4, we present our implementation choice foGeMSss.
This choice does not impact the security.

Oext | 174 | 175 | 177 | 178 | 265 | 266 | 268 | 270 | 271 | 354 | 358 | 364 | 366 | 537
k1 13 | 16 8 31 | 42 | 47 | 25 | 53 | 58 | 99 | 57 9 29 | 94

Table 7.4: Irreducible trinomials x%= + xk1 + 1 defining Fq.,. for GeMSS.

7.4.11 Constant-Time GCD of Polynomials

During the GCD algorithm (Section 5.4.1), the potential jumps in the degree of the successive re-
mainders generate an information leakage (Section 4.7). In [19], the authors introduced a constant-
time GCD. The latter is based on the Euclid—Stevin relationship [155] (Section 5.4.1). GiverF and
H in Fpa... [X ] of degreesds > dy respectively, we computeF = hg, F —f4, HX 9 ~9 until df <dp,.
Let F; be the last computed value ofF. Thus, we have GCD(F,H) = GCD( H,F;). The idea
of [19] is to use this relationship in constant-time. This implies computingd; + d, Euclid—Stevin
relationship, by swapping F and H in constant-time when d; <dy. In practice, the constant-time
version of the Euclid—Stevin algorithm is a bit more tricky and we refer to [19] for more details.

7.4.12 Constant-Time Root Finding

We propose to modify the GeMSS implementation to obtain a constant-time signing process. The
root finding algorithm (Algorithm 25) is currently implemented with a constant-time Frobenius
map and a constant-time GCD (Section 7.4.11), but the root finding of split polynomials (Section
5.4.7) has a time that depends on the degree (which is the number of roots). IQUARTZ [134] and
Gui (round 1 candidate), the strategy is to select one root only if the latter is unique. However, this
method generates a theoretical slow-down factor of 1.72 [88] (Table 2.1), compared to the selection
of roots when they exist.

So, we propose to extend this strategy by introducing constant-time solvers for degree-two and
degree-three split polynomials inF..,. [X ]. By selecting roots only if there are one or two roots, the
theoretical slow-down factor drops to 1.15. Then, an additional slow-down is due to the fact that
solving degree-one polynomials has to be as slow as solving degree-two polynomials. This process
can also be performed by selecting roots only if there are one, two or three roots. In this case, the
theoretical slow-down factor drops to 1.03. In return, the cost of solving degree-three polynomials
in constant-time is larger than degree-two polynomials, which can give worse performance than the
previous method. Therefore, the best strategy between allowed one or two roots, or one, two or
three roots, should be chosen in function of the available implementation and security parameters.
Note that the rate of signature failure is still very small (Section 7.6.3).

Solvers of degree-two and degree-three split polynomials can be implemented with linear algebra,
respectively by using that X2 + X + A and X4+ sX?2+ pX = X - (X2 + sX + p) are F,-linear
(Section 5.4.7). For degree-two split polynomials, we can also use the half-trace (Equation (5.15))
when do is odd.
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7.4.13 About the Use of Hash Functions

In GeMSS, we use theSHA3-256 function for security levels | and Il (Section 4.1), the SHA3-384
function for security levels Il and 1V, and the SHA3-512 function for security levels V and VI.
When the secret-key is generated from a seed (Section 7.4.1), we USRAKE128 (Section 6.2.1) for
security levels | and Il, and SHAKE256 for security levels I, IV, V and VI.

Remark 12. For nb_ite > 1 and a large messagéM , the repeated computation of SHA-3(M |[|i)
penalizes Algorithms 31 and 32. In this case, the implementation should store relevant results
during the computation of SHA-3(M ), then use them to computeSHA-3(M ||i) for 0 < i < nb_ite.

If this option is not suitable (for example, because a third library is used for SHA-3), then the
classical strategy consists in precomputingy < SHA-3(M ), then computing SHA-3(hy ||i) instead
of SHA-3(M [}i).

7.5 Detailed Performance Analysis

7.5.1 Experimental Platform

The measurements in Sections 7.5.3, 7.5.4, 7.5.5 and 7.5.6 are f&MSS. For signature, it signs
and verifies a document of 32 bytes. For the measurements, it runs a number of tests such that
the elapsed time is greater than 2 seconds, and this time is divided by the number of tests. For
the signature, the lower bound of the number of tests is 256. The times of the signing process are
unstable, since it depends on the probability of finding a root of a univariate polynomial (Table 2.1).
So, we have taken a large number of signatures.

The measurements used one core of the CPU, and the reference implementation was compiled
with gcc -02 -msse2 -msse3 -mssse3 -msse4.l -mpclmul. The SIMD is enabled only to inline
the (potential) vector multiplication functions from the gf2x library (Section 6.2.1). The reference
implementation does not exploit these instruction sets. For the optimized and additional imple-
mentations, the code was compiled withgcc -03 -mavx2 -mpclmul -mpopcnt -funroll-loops.
Turbo Boost and Enhanced Intel Speedstep Technology are disabled to have more accurate mea-
surements (Section 6.2.2).

7.5.2 Third-Party Open Source Library

For all implementations, we have used theSHA-3 and SHAKE functions from the Extended Keccak
Code Package (Section 6.2.1). Th&IFE-based schemes require using arithmetic iff,q... [X ] (Section
9.3). In particular, the multiplication in  F,a... iS the most critical operation. In the optimized and
additional implementations, we have implemented this operation by using thePCLMULQDQ instruction
(Section 6.1.3). This instruction computes the product of two binary polynomials such that their
degree is strictly less than 64. In the reference implementation, we use the fast multiplications of
binary polynomials implemented in the gf2x library. In all implementations, the use of the gf2x
library can be enabled (or disabled) by setting to 1 (or 0) the ENABLED_GF2X macro from arch.h.
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7.5.3 Reference Implementation

In Table 7.5, we summarize timings of the reference implementation.

scheme (A\,D,dexs, A, v, nb_ite) | key gen. (Mc) | sign (Mc) | verify (kc)
GeMSS128 (128,513 174,12,12,4) 140 2420 211
BlueGeMSS128 | (128,129 17513 14,4) 108 473 236
RedGeMSS128 (128,17,177,15,15,4) 89.2 494 242
GeMSS192 (192,513 265 22, 20, 4) 600 6310 591
BlueGeMSS192 (192,129 265 22,23, 4) 506 1290 603
RedGeMSS192 (192,17, 266 23, 25, 4) 413 121 596
GeMSS256 (256,513 354,30, 33,4) 1660 10600 1140
BlueGeMSS256 (256,129 358 34,32, 4) 1500 2060 1180
RedGeMSS256 (256,17,358 34,35, 4) 1290 200 1170
WhiteGeMSS128 | (128,513 1751212 3) 138 1810 163
CyanGeMSS128 (128,129 177,14,13,3) 117 383 172
MagentaGeMSS128 | (128 17,178 15,15, 3) 924 37 170
WhiteGeMSS192 | (192 513 268 21,21, 3) 620 4940 464
CyanGeMSS192 (192,129 270,23, 22, 3) 529 929 468
MagentaGeMSS192 | (192 17,271, 24,24, 3) 433 86 464
WhiteGeMSS256 | (256,513 364, 31,29, 3) 1740 8020 956
CyanGeMSS256 (256,129 364, 31,32, 3) 1540 1700 990
MagentaGeMSS256 | (256,17, 366, 33,33, 3) 1350 157 985

Table 7.5: Performance of the reference implementation. We use a Skylake processor (LaptopS). Mc
(respectively kc) stands for megacycles (respectively kilocycles). The results have three significant

digits.
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7.5.4 Optimized (Haswell) Implementation

In Table 7.6, we summarize timings of the optimized implementation. The use of the evaluation-
interpolation method (Section 7.4.7) for generating the public-key is rather elgient for small degrees
such as 17. For large degrees such as 129 and 513, we use the round 2 keypair generation (Section
7.4.6). To do it, we set to zero the INTERPOLATE_PK_HFE macro in the file sign_keypairHFE.c.

scheme (A, D,d ey, A, v, nb_ite) | key gen. (Mc) | sign (Mc) | verify (kc)
GeMSS128 (128,513 174,12, 12, 4) 51.6 1340 163
BlueGeMSS128 (128,129,175, 13 14, 4) 52.1 195 168
RedGeMSS128 (128,17,177,15,15,4) 40.5 4.93 179
GeMSS192 (192,513 265,22, 20, 4) 270 3550 455
BlueGeMSS192 (192,129,265, 22,23, 4) 268 474 468
RedGeMSS192 (192,17, 266,23, 25, 4) 228 12.8 477
GeMSS256 (256,513 354, 30, 33,4) 816 5670 979
BlueGeMSS256 (256,129,358 34,32 4) 810 736 990
RedGeMSS256 (256,17, 358 34, 35,4) 793 20.4 1010
WhiteGeMSS128 | (128,513 17512 12 3) 52.4 997 118
CyanGeMSS128 (128,129,177,14,13,3) 53.5 157 125
MagentaGeMSS128 | (128,17,178 15,15, 3) 41.3 4.03 129
WhiteGeMSS192 | (192,513 268 21,21, 3) 281 2640 357
CyanGeMSS192 (192,129,270, 23,22, 3) 281 370 364
MagentaGeMSS192 | (192,117,271, 24,24,3) 231 9.93 368
WhiteGeMSS256 | (256,513 364 31, 29, 3) 844 4400 819
CyanGeMSS256 (256,129,364, 31, 32, 3) 846 553 833
MagentaGeMSS256 | (256,17, 366 33,33, 3) 770 16.4 845

Table 7.6: Performance of the optimized implementation. We use a Haswell processor (ServerH). Mc
(respectively kc) stands for megacycles (respectively kilocycles). The results have three significant

digits.
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7.5.5 Additional (Skylake) Implementation

In Table 7.7, we summarize timings of the additional implementation. The additional and optimized
implementations are based on the same implementation. We have only set tHeROC_SKYLAKE macro
to 1, whereas in the optimized implementation, we set thePROC_HASWELL macro to 1. These macros

from arch.h impact mainly the multiplication in  Foa.,. .

scheme (A\,D,dexs,A,v,nb_ite) | key gen. (Mc) | sign (Mc) | verify (kc)
GeMSS128 (128,513 174,12,12,4) 51.9 1080 163
BlueGeMSS128 (128,129,175 13, 14, 4) 51.5 154 174
RedGeMSS128 (128,17,177,15,15,4) 41.1 4.37 183
GeMSS192 (192,513 265,22, 20, 4) 274 3170 495
BlueGeMSS192 (192,129,265, 22,23, 4) 262 445 509
RedGeMSS192 (192,17, 266,23, 25, 4) 221 12 514
GeMSS256 (256,513 354 30, 33,4) 915 5300 1120
BlueGeMSS256 (256,129,358 34,32 4) 856 658 1130
RedGeMSS256 (256,17, 358 34, 35,4) 765 19.5 1140
WhiteGeMSS128 | (128,513 17512 12 3) 52.9 815 112
CyanGeMSS128 (128,129,177,14,13 3) 54.4 119 116
MagentaGeMSS128 | (128,17,178 15,15, 3) 41.9 351 125
WhiteGeMSS192 | (192,513 268 21,21, 3) 287 2380 388
CyanGeMSS192 (192,129,270, 23,22, 3) 289 339 396
MagentaGeMSS192 | (192,117,271, 24,24,3) 223 9.38 401
WhiteGeMSS256 | (256,513 364 31, 29, 3) 960 3910 914
CyanGeMSS256 (256,129,364, 31, 32, 3) 963 529 911
MagentaGeMSS256 | (256,17, 366 33,33, 3) 750 15.6 936

Table 7.7: Performance of the additional implementation. We use a Skylake processor (LaptopS).
Mc (respectively kc) stands for megacycles (respectively kilocycles). The results have three signifi-
cant digits.
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7.5.6 MQsoft

MQsoft [84] (Chapter 9) is a new elgient library in C programming language forHFE-based schemes
such asGeMSS, Gui and DualModeMS. In [84], we improved the complexity of several fundamental
building blocks for such schemes and improved the protection against timing attacks. This gives
the best implementation of the GeMss family. Here, we give the timings (Tables 7.8 and 7.9) with
the final version of M@soft that uses the SSE2, SSSE3, SSE4.1 and AVX2 instruction sets to be

faster.

scheme (A\,D,dexs, A, v, nb_ite) | key gen. (Mc) | sign (Mc) | verify (kc)
GeMSS128 (128,513 174,12,12,4) 19.6 608 106
BlueGeMSS128 (128,129 175,13, 14,4) 18.4 67.2 134
RedGeNMSS128 (128,17,177,15, 15, 4) 16.3 2.05 (1.57) 141
GeMSS192 (192,513 265, 22, 20, 4) 69.4 1760 304
BlueGeMSS192 (192,129 265 22,23 4) 65 173 325
RedGeMSS192 (192,17, 266, 23, 25, 4) 57.1 5.55 (3.88) 335
GeMSS256 (256,513 354 30,33 4) 158 2490 665
BlueGeMSS256 (256,129 358 34,32 4) 152 248 680
RedGeMSS256 (256,17,358 34, 35,4) 143 8.76 (5.32) 709
WhiteGeMSS128 | (128,513 175 12,12 3) 20 436 91.7
CyanGeMSS128 (128,129,177,14,133) 18.5 49.8 91
MagentaGeMSS128 | (128, 17,178 15,15, 3) 16.7 1.82 (1.27) 101
WhiteGeMSS192 | (192,513 268 21,21, 3) 73.1 1330 263
CyanGeMSS192 (192,129,270, 23,22, 3) 68.2 131 269
MagentaGeMSS192 | (192, 17,271, 24,24, 3) 60.3 4.53 (2.84) 274
WhiteGeMSS256 | (256,513 364 31,29, 3) 163 1920 516
CyanGeMSS256 (256,129 364, 31,32,3) 159 190 535
MagentaGeMSS256 | (256,17, 366, 33,33, 3) 148 7.61 (4.07) 535

Table 7.8: Performance ofMQsoft. We use a Skylake processor (LaptopS). Mc (respectively kc)
stands for megacycles (respectively kilocycles). The results have three significant digits. The second
value of the signing process corresponds to the time to sign without decompressing the secret-key.
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scheme (A, D,d ey, A, v, nb_ite) | key gen. (Mc) | sign (Mc) | verify (kc)
GeMSS128 (128,513 174,12,12, 4) 18.8 809 95.1
BlueGeMSS128 | (128,129 17513 14,4) 18.6 88.2 116
RedGeMSS128 (128,17,177,15,15,4) 15.7 2.31 121
GeMSS192 (192,513 265 22,20, 4) 69.6 2280 289
BlueGeMSS192 (192,129 265 22,23 4) 65.8 220 309
RedGeMSS192 (192,17, 266,23, 25, 4) 57.3 6.01 309
GEMSS256 (256,513 354, 30, 33,4) 167 3030 617
BlueGeMSS256 (256,129 358 34, 32, 4) 159 300 620
RedGeMSS256 (256, 17,358 34, 35,4) 145 8.86 636
WhiteGeMSS128 | (128,513 1751212, 3) 18.9 589 77.2
CyanGeMSS128 (128,129,177,14,13 3) 17.7 65.3 78.5
MagentaGeMSS128 | (128,17,178 15,15, 3) 16.2 191 85.8
WhiteGeMSS192 | (192,513 268 21,21, 3) 72.8 1740 245
CyanGeMSS192 (192,129 270, 23,22, 3) 67.7 170 247
MagentaGeMSS192 | (192 17,271, 24,24, 3) 58.8 4.81 255
WhiteGeMSS256 | (256,513 364 31, 29, 3) 173 2360 487
CyanGeMSS256 (256,129 364,31, 32, 3) 166 228 491
MagentaGeMSS256 | (256,17, 366, 33, 33, 3) 150 7.34 494

Table 7.9: Performance ofMQsoft. We use a Haswell processor (ServerH). Mc (respectively kc)

stands for megacycles (respectively kilocycles). The results have three significant digits.
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7.5.7 Space

In Table 7.10, we provide the sizes of the public-key, secret-key and signature. Since the secret-key
is generated from a seed (Section 7.4.1), the secret-key is very small: just several hundred bits. In
contrast, the decompressed secret-key size is between 10 and 80 kB (Table A.1).

scheme (A, D, d ey, A, v, nb_ite) Ipk| (kB) |sk| (B) | |sign| (B)
GeMSS128 (128,513 174,12,12,4) 352.188 32.25
BlueGeMSS128 (128,129,175 13,14, 4) 363.609 33.75
RedGeMSS128 (128,17,177,15,15,4) 375.21225 16 35.25
WhiteGeMSS128 | (128,513 175 12,12,3) | 358.172125 29.375
CyanGeMSS128 (128,129 177,14,13, 3) 369.72475 30.5
MagentaGeMSS128 | (128,17,178 15,15,3) 381.46075 31.625
GeMSS192 (192,513 265 22, 20, 4) 1237.9635 51.375
BlueGeMSS192 (192,129,265 22,23 4) | 1264.116375 52.875
RedGeMSS192 (192,17,266, 23, 25,4) | 1290.542625 o4 54.375
WhiteGeMSS192 (192,513 268 21,21,3) | 1293.84775 46.625
CyanGeMSS192 (192,129,270,23,22,3) | 1320.801625 47.75
MagentaGeMSS192 | (192,17,271,24,24,3) | 1348.033375 48.875
GeMSS256 (256,513 354,30,33,4) | 3040.6995 72
BlueGeMSS256 (256,129,358 34, 32,4) 3087.963 73.5
RedGeMSS256 (256, 17,358 34, 35,4) 3135.591 32 75
WhiteGeMSS256 (256,513 364,31,29,3) | 3222.69075 64.125
CyanGeMSS256 (256,129 364,31,32,3) | 3272.016375 65.25
MagentaGeMSS256 | (256,17, 366 33,33,3) | 3321.716625 66.375

Table 7.10: Memory cost ofGeMSS. 1 kB is 1000 bytes.

7.5.8 How Parameters Aléct Performance

Signature generation is mainly alécted by d.,. and the degreeD of the secret univariate polynomial.
According to Theorem 4, we can find the roots ofF € Foe...[X]in ®(D - dey:) binary operations.
So, dext: and D are the main parameters which influence the el@iency. In Section 7.7, we will see
how to choose these parameters in function of the other security parameters.

7.6 Expected Strength in General

We review in this part known results on the provable security of GeMSS. This includes the required
number of iterations in the Feistel-Patarin scheme (Section 7.6.1) as well as the security (Section
7.6.2) in the sense of the existential unforgeability against adaptive chosen-message attack (EUF-
CMA). Finally, we demonstrate in Section 7.6.3 that the failure probability of the signing process
is completely negligible.
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7.6.1 Number of lterations

Here, we explain how the number of iterations nbite > 0 has to be chosen in Algorithms 31 and
32. Until round 3, we used the following result from QUARTZ [134, 58].

Theorem 5. The number of iterations nb_ite has to be chosen such that

nb__ite

2m e M > M

We used this result to derive the number of iterations for GeMSS, BlueGeMSS and RedGeMSS.

The round 3 report [1] pointed that “It is possible that there may yet be additional trade-ols
to further improve performance. In particular, the consideration of the number of bit operations
involved in a hash collision attack may warrant a reevaluation of the number of iterations required
in the Feistel-Patarin transformation” We study this point in Section 7.7.2.

7.6.2 Existential Unforgeability against Chosen Message Attack

EUF-CMA of HFEv--based signature schemes, such @&VMSs, has been mainly investigated in [148].
The authors demonstrated that a minor, but costly, modification of Inv, (Algorithm 2), permits to
achieve EUF-CMA for HFEv-. In fact, the result of [148] applies to Algorithms 3 and 4,i.e. when
nb_ite is equal to one. In this case, the EUF-CMA of (modified) HFEv--based signature schemes
follows easily from [148].

We first formalize (in the random oracle model) the existential unforgeability of any signature
scheme against chosen message attacks [148, Definition 2].

Definition 3.  We say that a signature schemégKeyGen, Sign, Verify) is DEﬂ)\),t()\), H @r),ﬂs()\)m-
secure if there is no forger A who takes a public-keypk generated via(-, pk) < KeyGen 1* | after
at most ¢4 (A) queries to the random oracle,gs(A) signature queries, andt(\) processing time, then
outputs a valid signature with probability at least{A).

We want to provably reduce the EUF-CMA of any MI-based signature scheme to the hardness of
inverting the public-key of this one. Formally [148, Definition 6]:

0 O
Definition 4. We say that theMI-based function generatororigin.KeyGen is E{A),t(Ah-sEcure if
there is no inverting algorithm that takespk = p generated via(-, pk) < origin.KeyGen 1* and a
challenged €r Fg', then finds a preimagexs € g~ such that

p(xs) = d
at t(A) processing time with probability at least[{A).

Following [148], we now explain how to modify HFEv--based signing and verifying processes for
proving EUF-CMA. Recall that D is degree of the secret polynomial withHFEv-shape. The main
modification proposed by [148] is roughly to repeatD times the inversion step described in Algo-
rithm 2. Let Obe the length (in bits) of a random salt. The modified inversion process is given in
Algorithm 34.
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Algorithm 34 Modified inverse map of the public-key forHFEv--based signature schemes.

—

- | H & [
1 functigp gpvg M€ {01} sk = F,STLT™1 € FyulX,V1,..., W] x GLn,,, Fq X

Gld,,. Fq
2: V €R ngar*dext OThe notation €r stands for randomly sampling.
3: repeat
4: r er Fg
5: salt eg {0, 1}"
6: h < SHA-3(M ||salt)
7: d « first [mlog,(qg)] bits of h 0d <+ Hy(M [[salt) € Fg'.
8: d’e(d,r@eﬂ?gextm
9: Y« o¢td T €Fge
10: Fy (X))« F(X,v)-Y
11: (N, L 1o0ts) < FindRootgFy ) O Algorithm 25.
12: uer [1.D]
13: until 1<u<n [F y hasn roots.

14: Z + Lm@s[u] 0
15 return  salt, (¢(Z),v) -S™t € {0,1}"x Fg=
16: end function

Given Algorithm 34, we can define origin.Signt as the signature algorithm 3 instantiated with
Inv;, and including the salt in the signature. This increases the signature size bylbits. Since
d is computed in Algorithm 34, Algorithm 3 has to be modified by giving directly M as first
argument of Inv; (because nhite = 1, we obtain that origin.Sign1” is exactly Inv; here). Similarly,
origin.Verifyl™ is the verification algorithm 4, by computing d in accordance with Algorithm 34.
The same modifications could be applied to the signing and verifying processes 6&MSs, with the

possibility to use a unique salt for nh _ite inversion steps.

Theorem 6. [148, Theorem 2]. Let SignHFEv-* be the modified HFEv--based signature scheme
defiped @y(origin.KeyGen,origin.Sigrml*,origin.\ﬂarifyl ). If the function generator origin.KeyGen
is [t -secure, thenSignHFEv-* is [)t,qn,Q -Secure, where:

_ O + g +1)
1— (0 + 0)gs27

t=1t"— (g4 + G+ 1)(tyres- + O(1)),

and tgrg,- IS running time to evaluate the public-key.

The modified scheme introduces three major changes. Firstinv, is more costly than Inv,. The

expected number of calls to the root finding algorithm (Step 11) inlnv; is D [148]. InInvp, the

average number of calls to the root finding algorithm (Step 8) isﬁ ~ 1.58. In GeMSS, we are

typically considering D between 17 and 513. For eldiency reasons, we did not incorporate this
modification in our implementation.
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Remark 13. The threshold D at Step 12 ofInv corresponds to a bound on the number of roots
of the univariate polynomial Fy at Step 11. As shown in Table 2.1, the probability of finding a
large number of roots is almost null. Thus, as also mentioned in [148], the threshol® at Step 12
can be theoretically much decreased without compromising the proof of Theorem 6. The authors
of [148] mentioned a value around 30 for the threshold.

Remark 14. For a fairly large messageM , we can use Remark 12 to decrease the cost of repeating
SHA-3(M ||salt) in Inv;. However, we note that precomputinghy < SHA-3(M), then computing
SHA-3(hy ||salt) instead of SHA-3(M ||salt), necessarily decreases the performance of the verifying
process (because nbte = 1).

The second change is the use of a salt, which increases the signature sizéJbfts. From Theorem 6,
the authors of [148] considered that the length of the salt has to bdl=log, G - (g4 + G) bits.
Since NIST proposed to consider that any adversary has access to signatures for no more thatf
chosen messages, independently of the security level [127], we consider 128-bit salts.

The last change is about the number of iterations. The treatment of [148] did not include the use
of a Feistel-Patarin transform (Section 4.2). It is an interesting open problem of formally proving
the EUF-CMA for nb _ite > 1.

7.6.3 Signature Failure

This analysis is essentially similar to the one performed forQUARTZ [134]. A failure can occur in
Invp (Algorithm 2) if Lsq = @ forall (r,v) € ]Fﬁ x Fy. For HFEv-, the probability that L s, is empty
for a given (d’,v) € Fgm x [y is exp(—1) (Table 2.1). Thus, Algorithm 2 fails with probability
exp(—g"=""). Finally, Inv, is called nb_ite times during the signing process. By using that
(1—a" >1—naforneNandae€ R such that a < 2, the probability of failure is then:

U 0 CHhb_ite _ 0 0
1— 1—exp —q'v="" < nb_ite -exp —q"v=""

This probability is completely negligible. For q > 2,A+ v > 8 and nb_ite < 4, this probability is
less than 22256/ In() < 2-367  For GeMSS128, the failure probability is less than 224204404

Similarly, the failure probability of origin.Signl * (Section 7.6.2) is that oflnv;, which is:

0 -DD 0 | 0
exp —min 2-,q" gt

In Section 7.4.12, we propose (for example) to select one root only if the latter is unique. In this
case, the probability of failure for the signing process is upper bounded by:

an var —m

N yar —M

.o _ g O
nb_ite - 1 — exp(—1) < nb_ite - exp —q"="" . 2

7.7 Security

Here, we study the choice of security parameters in function of known attacks presented in Chapter
4, in order to achieve the NIST security levels (Section 4.1). We deduce a general protocol to design
a secureHFEv--based signature scheme. In this part, we study the security oeMss, but also that

of Inner.DualModeMS (Chapter 8) which is based on another set of parameters.
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7.7.1 Minimum Number of Equations

We start by studying constraints on the number of equations. To do it, we evaluate the cost of all
attacks implying only m (and linear in nb_ite). These attacks have to be repeated nbite times
because we use the Feistel-Patarin construction (Section 4.2), so we take a lower bound by setting
nb_ite to one. We obtain that BooleanSolve is the most dangerous attack. This implies thatm
cannot be smaller than 162, 243 and 324 respectively to reach 128-bit, 192-bit and 256-bit security
level. Of course, we considered that the constant in thebig Oh notation is one (Section 4.4.2).
In practice, the constant is large, and in particular larger than the cost of the SHA-3 function.
Therefore, settingm to 162, 243 and 324 permits to reach respectively the security level Il, IV and
VI. We summarize in Tables 7.11 and 7.12 the cost of best attacks for these values pf. We also
considerm = 2\ for A € {128 192 256}, that we use in Inner.DualModeMS. The exhaustive search
attacks are considered in Table 7.11. The given costs are exact, unlike Table 7.12 where the cost
of attacks is a lower bound. These attacks are asymptotically better, which means they are more
eldient only from a threshold value of m. We note that for m = 2, the security is largely satisfied,
even assuming that the constant in the big Oh notation is one.

m | fast ex. search (4.3)| quantum ex. search (4.4) | quantum ex. search (4.5)
162 2166.87 2104.56 328 qubits ~ 210556 | 174 qubits
243 2247.98 2146.80 490 qubits A 2147.80 255 qubits
324 2329.06 2188.54 652 qubits A 2189.54 337 qubits
256 2261 215352 516 qubits ~ 215452 | 269 qubits
384 2389.10 2219.27 772 qubits A 222027 397 qubits
512 2517.16 2284.51 1028 qubits A 228551 526 qubits

Table 7.11: Complexity of solving a multivariate quadratic system of m equations in m variables
in F,, with the exhaustive search. In practice, these attacks have to be repeated nlite times.

m | approximation (4.6) | BooleanSolve (4.13) | QuantumBooleanSolve (4.14)
162 2141.99 2128.30 274.84 O(m) QUbitS
243 2212.98 2192.45 2112.26 O(m) quitS
324 2283.98 2256.60 2149.68 O(m) QUbitS
256 2224.38 2202.75 2118.27 O(m) qubits
384 2336.57 2304.12 2177.40 O(m) qubits
512 2448.76 2405.50 2236.54 O(m) qubits

Table 7.12: Lower bound on the complexity of solving a multivariate quadratic system ofm equa-
tions in m variables in F,, with asymptotically fast algorithms. In practice, these attacks have to
be repeated nh ite times.
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7.7.2 Trade-Olbetween Number of Equations and Number of Iterations
Now, we study the cost of the generic attack described in Section 4.2, in order to seh and nb_ite.
Slight improvement of the generic attack. Following [133, Remark 2], as well as the idea of

the proof of [58], we describe a way to implement the generic attack in Algorithm 35, as well as its
cost in Lemma 4.

Algorithm 35  Generic attack against the Feistel-Patarin construction.
Input: a function G: Fg= — Fg', and an integer Usuch that 1 < O< .
Output: a message and its signature respecting the Feistel-Patarin construction associated G.

0. Let F be a hash table such thatF [i] returns a value corresponding to the indexi if the latter
exists (note that several values can have the same index).

1. Let sg,...,50 be random elements ofFg~= and set F[G(s;)] = si for 1 <i < 0 F is an
inversion table of the G function.

2. Try to sign a random messaged by using Algorithm 12. Perform each inversion by G by
using the inversion table. If a use of the inversion table fails to return a result, then abort
and repeat this step with a new random message.

3. Return d and the forged signature at Step 2.

Lemma 4. Let Hy: {0,1}* — Fg' be a hash function, andG: Fg= — Fg' be a function. Then,
Algorithm 35 requires storing L{m + n..,) l0g,(q) bits, computing Oevaluations of G and on average

npyite J o Unb_ite +1 —i

i=1 O

evaluations of H;.

m

Proof.  For convenience, letx = %. Step 1 requires generating a hash table dficouples of index
and evaluation, which requires computing Oevaluations of G and storing [{m + ny,,)log,(q) bits.
Then, the probability of successfully inverting nb_ite times G, for a random input, is x—"°-1
So, Step 2 requires on average™ - attempts to succeed the forge of a valid signature, implying
to evaluate H; for x™-® messages. If the inversion fails, then Step 2 aborts. The probability of
successfully inverting one random message is 1. So,x"™- —1 messages succeed to continue Step 2.
Repeating this process, we obtain thatx"™-® 1 evaluations ofH1, then x"°-® =2 evaluations ofH,

. until x evaluations of H; are computed. We also have thatx® = 1 message succeeds the final
inversion. So, Algorithm 35 requires on averagex™-©*1 =i evaluations of H, for 1 < i < nb_ite,
which concludes the proof. O

b m Chb_ite nb_te
The generic attack of [58] only considersl= 9 = gm e " because this value balances
the number of evaluation of H; and G for nb_ite = 1. In practice, these evaluations have probably
dilérent costs. Moreover, multipoint evaluation can be used to minimize the practical cost (e.qg.
Remark 12), it is why each complexity was given in function of the number of evaluation. So,J
should be chosen to minimize the overall cost of Algorithm 35, and by taking account the required
memory.
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Theoretical estimation of the cost of G. Here, we consider thatG is p in Algorithm 35, and
H1 is SHA-3 in Lemma 4. On the one hand, we gstimate the cost of the evaluation of a multivariate
quadratic system over[F, as follows. Letn,,. = "z . On average, the evaluation vector has;

var var

or nl_. + (Nysy mod 2) non-null components. We deduce the number of non-null monomials is on
average: 0 0
N = N, .. +(Nyay mod 2) (nf,, +1) 1~ }N
2 4

Thus, we can lower bound the average cost of an evaluation gf by mN’ bit operations. On the
other hand, the cost of the evaluation ofSHA-3 is estimated to 2! gates (Section 4.1). With these
estimations, we can now use Lemma 4 to estimate the cost of Algorithm 35.

For n,.r > m > 128 the cost of the evaluation ofp is greater than that of SHA-3. Therefore, a
generic attack requiring 2* evaluations is necessarily more expensive against amf-based signature
scheme than againstsHA-3, for A € {128 192 256}. This allows to achieve a security level I, IV
or VI if the cost of generic attack is greater or equal to2* evaluations. Thus, we can propose
a simple way to choosem and nb_ite. We lower bound the cost of the generic attack by using

nb__ite

O=2mw-x ™ since the latter balances evaluations op and SHA-3. Then, we can lower bound the

cost of Algorithm 35 by 2% ™ evaluations of SHA-3, which implies choosingm and nb_ite such

that )
nb_ite

= nb_ite + 1
This method was used to seim and nb_ite in GeMSS and Inner.DualModeMS. For GeMSS, we consider
the minimum value of m to obtain the smallest public-key size. This implies setting nh ite to 4.
For Inner.DualModeMS, necessarily, nbite has to be set to one. So, the number of equations i2A.
In Table 7.13, we propose to study the minimum cost of generic attacks more accurately. Since
the number of variables depends on the underlying scheme, we give lower bounds by considering
N.,er = M. Moreover, we lower bound the cost given by Lemma 4 by

O U om Dnb_ite b

i [ R .
min Cg - [+ Cy, 5 , (7.4)

(7.3)

where Cg is the cost of evaluatingG and Cy, is the cost of computingH .

m | nb_ite | evaluation | optimal | generic attack | memory (bits)
162 219.04 2129.79 2149.15 2137.13
243 4 220.79 2194.24 2215.35 2202.17
324 222.03 2258.79 228114 2267.13

’ 168 ‘ 3 ‘ 219.19 2126.10 2145.70 2133.49
256 221.01 2126.49 2148.50 2134.49
384 1 222.76 2189.62 2213.38 2198.20
512 224.01 2253.00 2278.00 2262.00

Table 7.13: Lower bound on the comple@ ﬁfinding a collision with a generic attack (Lemma 4).

Here, we considem,,, = m, Ocallsto p, =5 P calls to the hash function, and a memory cost
of I bits. The cost of evaluating p is lower bounded bymN '’ bit operations.
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. o H N B N
The optimal Ois given by 0= 0] or O= [O], for 0 = nb_ite - Cy, - Cgt - 2mmb-ite "wie=
For GeMSS and Inner.DualModeMS, the generic attack is slightly harder to perform than on SHA-3,
confirming the correctness to use Equation (7.3). ForGui-184, the authors fixed m to 168, and
our lower bound is too small to achieve the level Il of security. So, we consider a more accurate
lower bound by consideringn,.. = m + 32. This implies the generic attack requires246-%® gates
and 213336 pits (with 0= 212597 and Cg = 219-69), which allows to reach the level Il of security,

and confirms the choice to set nbite to three, despite the fact that ;1%te . m = 126 < 128

Practical estimation of the cost of G. In Table 7.14, we summarize some experiments to
estimate the ratio Cg/C,. We compare our best and state-of-the-art (variable-time) evaluation
function (in AVX2) to the best implementations of SHA-3 from XKCP (i.e. the Haswell implemen-
tation). We consider the hash value of%-bit sequences wherSHA3-A is used. We useSHA3-256
(respectively SHA3-384 and SHA3-512) for level | (respectively Il and V). The minimum ratio re-
quired to reach the given security level (third column) is obtained from Equation (7.4) by taking
nb_ite = 3, Cy, = 21 and the value of Ominimizing Cg (cf. Lemma 5 by taking g from Table 4.2).
The experimental (exp.) ratio corresponds to the ratio of the running time of our public-key eval-
uation by that of SHA-3. Sequential means thatCy, corresponds to the running time to compute
one SHA-3 hash (in AVX2), whereas the parallel version considers the cost of computing fougHA-3
hashes (in AVX2), divided by four to obtain the cost of one SHA-3 hash.

level | m | Col 2! (7.4) experimental Cs/Ch,
sequential SHA-3 | parallel SHA-3

162 12 10.87 26.79
163 6
164 3
165 15 > 10.87 > 26.79
166 0.75
243 241.90 24.47 60.60
244 120.95

i 245 60.48
246 30.24 > 2447 > 60.60
247 15.12
248 7.56
324 12288 55.20 135.15

v 332 48
333 24 > 5520 > 13515
334 12

Table 7.14: Minimum ratio of the cost of evaluating a boolean system ofm equations inm variables

by that of SHA-3. For example, form = 163, 6 means that SHA-3 should be at least 6 times faster
than evaluating a boolean system ofm polynomials in m variables to reach the first security level.

We give the experimental ratio on a Skylake processor (LaptopS) using the AVX2 instruction set.
We consider the sequential and parallel versions a§HA-3 from the Extended Keccak Code Package
(XKCP), both using the AVX2 instruction set.
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From Table 7.14, we see that slightly increasing the number of equations allows to reduce the
number of iterations to three. The results are summarized in Table 7.15. We assume thaty, =218,
and we give the minimum ratio Cg/C , (cf. Lemma 5) required to reach security levels I, 11l and
V. These parameters are used in Sections 7.8.4, 7.8.5 and 7.8.6, where we introdwts teGeMSs,
MagentaGeMSS and CyanGeMSS.

m | nb_ite | Cc/Cy, | optimal 0| generic attack | memory (bits)
163 6 2122 2143 2129.35
247 3 15.12 o184+ % 2207 2192.62
333 24 2249 2272 2257.38

Table 7.15: Lower bound on the complexity of finding a Eglli jon with the generic attack, i.e.

Equation (7.4). Here, we considerCy, = 28, [calls to p, 5 P-' calls to the hash function,
and a memory cost ofih bits.

Lemma 5. If (7.4) is equal tog € R}, then e N* minimizing Cg is U= |0 or O= [], for

m—zm-D(nb ite+1) -C gl R
- — Hy 0 € Ry.

7.7.3 Experimental Results for ~ HFEv-

The main question in the design ofGeMSS is to quantify, as precisely as possible, the eléct of
the modifiers (Section 2.4.1) on the degree of regularity (Section 4.4.1). To do so, we performed
experimental results on the behavior of a direct attack againstHFEv-, i.e. computing a Groébner
basis of (4.2). We mention that similar experiments were performed in [144].

We first consider v = 0, and denote by A the number of minus equations,i.e. M = deyt — A.
According to the upper bound (4.11), the degree of regularity should increase by 1 when 2 equations
are removed. In Tables 7.16 and 7.17, we report the degree of regularity Fegp reached during a
Grobner basis computation of a system ofm = d.,, — A equations in m variables coming from a
HFE- public-key, generated from a univariate polynomial inFoa.,. [X ] of degreeD. We also reported
the degree of regularityDrTehgeo of a semi-regular system of the same size (as in Table 4.3).

The experimental results onHFE-, no vinegar, are not completely conclusive. Whilst the degree
of regularity appears to increase, it seems dildult to predict its behavior in function of the number
of minus equations. This was also observed in [144] where the authors advised against using the
minus modifier alone. Thus, the minus modifier should not be used alone.

We now consider the opposite situation,i.e. no minus equations and we increase the number
of vinegar variables, i.e. HFEv. In Tables 7.18, 7.19 and 7.20Dr%’ép corresponds to the degree of
regularity reached during a Grébner basis computation of a system ofn = n,., — v equations in
m variables coming fromHFEv public-key, generated from a univariate polynomial in Fyu...[X] of
degreeD.

The experimental results are more stable. In all cases, we need to add 3 vinegar variables to
increase the degree of regularity by 1.

We also performed experimental results with a combination of vinegar and minus. Similarly to
[144], we observed that the behavior obtained seems similar fafFEv- with A =0 and v vinegar
variables than for a HFEv- with A = v/2 and v/ 2 vinegar variables.
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dexe | A | m | D | DFE° | DRY

32 |0 3

33| 1 (32| 4 7 3

34 | 2 3

35 [ 3 4

36 | 4 4

22 2 24 ! j daxe | A | m | D | D¥° | DRP

39 | 7 4 41 | 0 3
42 141 4 8 3

40 | 8 S 43 | 2 3

210 : 3 :

a3 11 32| 4 7 = 45 | 4 4
46 | 5 | 41| 4 8 4

44 [ 12 5

45 [ 13 5 ar 1 6 4
48 [ 7 4

46 | 14 6

47 [ 15 6

48 | 16 6

49 [ 17 | 32| 4 7 6

50 | 18 6

51 | 19 6

52 | 20 6

Table 7.16: HFE- with D =4; 32 and 41 equations.

Jeee |A | M | D | DR° | DEY

32 0 4 Theo Exp

33 13217 7 2 Jexe | A | m | D | Drg® | Dreg

3 o 7 41 |0 4

= 3 5 42 [ 1] 41|17 8 4
43 [ 2 4

% T4 32|17 7 : = L :

37 5 6 75 7 41 | 17 8 5

38 | 6 | 32| 17 7 6

39 [ 7 6

Table 7.17: HFE- with D = 17; 32 and 41 equations.
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Nuar | V | M=Nyr—Vv | D | DEE° | DRY
32 [0 32 6 7 3

[ 39 [ 7 ] 32 6] 7 | 5 ]
40 | 8 6
41 | 9 32 6 7 6
42 | 10 6
43 [ 11 7
44 |12 32 6 ! 7

| 47 [ 15 ] 32 6] 7 [ 7 |

Table 7.18: HFEv with D = 6 and 32 equations.

nvar \% m = nvar -V D D;I'eféeo Dll’gtf?]p
25 [0 25 9 6 3
26 |1 4
27 [ 2 25 9 6 4
28 |3 4
29 [ 4 5
30 [5 25 9 6 5
31 [6 5
[32 [ 7] 25 [9] 6 [ 6 |

Table 7.19: HFEv with D =9 and 25 equations.

Nuar | V| M| D | Dig® | DRY

25 [0 | 25] 16 6 3 Nar |V | M | D | Diag® | DRP
26 |1 4 32 [ 0] 32]16 7 3
27 | 2| 25| 16 6 4 33 |1 4
28 | 3 4 34 | 213216 7 4
59 | 4 5 35 | 3 4
30 5] 25| 16 6 5 36 | 4 5
31 [ 6 5 37 (5132|186 7 5
32 [7]25]16] 6 | 6 |

Table 7.20: HFEv with D = 16; 25 and 32 equations.
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7.7.4 Minimum Number of Vinegar Variables

In Tables 7.21 and 7.22, we study values o¥ which achieve the security levels againsMinRank-

based attacks. In particular, we considerMinRank-based attacks with projections [68]. In Table
7.21, we takeA = v. In Table 7.22, we takeA = 0 . Both behaviors seem similar, except for the
project-then-MinRank attack. The latter implies upper bounding the number of vinegar variables

for A = 0, which can be dangerous for practical values oA + v. So, we advise against using the
vinegar modifier alone. However, we note that the security can be achieved by increasirg.

(level,m,D) | MinRank (4.17) | MinRank-then-project [68] | project-then-MinRank [68]
(11,162 17) A+ v>10 A= v>=5 A= v>=14
(IV, 243 17) A+ v>16 A= v>8 A= v>=7
(VI1,324,17) A+ v =22 A= v>11 A= v>=9
(I, 256,17) A+ v>8 A= v>=14 A= v>=3
(1V,384,17) A+ v>13 A= v>6 A= v>=5
(V1,512 17) A+ v>18 A= v>=9 A= v>8

Table 7.21: Values ofA and v which achieve the security levels againsMinRank-based attacks.

(level,m,D) | MinRank (4.17) | MinRank-then-project [68] | project-then-MinRank [68]
(11,162 17) v > 10 v>9 8<v<29
(IV,24317) v > 16 v>15 14<v <32
(VI,324,17) v > 22 v>21 19<v <33
(I1,256,17) v>8 v>7 6<vL<37
(v, 384 17) v >13 v >12 11<v 42
(V1,512 17) v > 18 v > 17 16 <v <46

Table 7.22: Values ofv which achieve the security levels againsMinRank-based attacks, forA =0 .

In [10], the authors introduced the Support Minors technique to solve theMinRank-based prob-
lems. The complexity of this attack against parameters of round 2 proposals afeMSs is as presented
in Table 7.23. This technique is more eldient than all previous MinRank-based attacks. However,
the degree of minors equations is already bigger than the degree of regularity considered in a direct
attack. So, we can just choose parameters secure against the direct attack to be immune against
the Support Minors technique.

7.7.5 Choice of Degree and Number of Modifiers

At this stage, we have a methodology for fixing the minimum number of equationam (Table 7.12),
as well as the number of iterations nh ite (Table 7.13). We now need to derive the number of vinegar
variables v and minus equationsA required to achieve the degree of regularity corresponding to a
given security level (Table 7.24). This is the most delicate point. According to the experiments
performed in Section 7.7.3, and the insight provided by the key-recovery attacks (Section 7.7.4), we
make the choice to balancev and A.
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(level, D,dexs, A, V) | Support Minors technique [10]
(11,513 174,12, 12) 2158
(IV,513 265 22, 20) 2224
(V1,513 354, 30, 33) 2304
(11,129 175 13, 14) 2162
(IV, 129 265 22, 23) 2229
(V1,129 358 34,32) 2305
(1,217,177, 15, 15) 2160
(IV, 17,266 23, 25) 2227
(VI,17,358 34, 35) 2305

Table 7.23: Lower bound on the complexity of the Support Minors technique against parameters
of round 2 proposals ofGeMSS. Here, we consider that the constant in the big Oh notation is one.

In addition, we need to fix the degreeD of the HFEv polynomial. This will give the initial degree
of regularity for a nude HFE (Table 4.4). For GeMSS, we consider a secret univariate polynomial of
degreeD =513. This corresponds to a degree of regularity of six for a nudélFE, i.e. without any
modifier. The variants consider smaller degrees, in order to speed up the signing process.

From our experiments, we consider that 3 modifiers allow to increase the degree of regularity
by one. Independently of theGeMSS submission [48], the author of [140] also derived a similar rule;
as one can see from (4.12). In Table 7.25, we then derive the number of modifiers required as
A+ v =3 x Gap, Gap being the targeted degree of regularity minus the initial degree of regularity.
We consider the number of equationan and the targeted degree of regularity as in Table 7.24. The
last column of Table 7.25 gives the number of modifiers required. We present below the results for
GeMSS, RedGeMSS, BlueGeMSS, WhiteGeMSS, MagentaGeMSS, CyanGeMSS and FGeMSS.

. . lower bound on the cost of a Grébner basis|
m | minimum D4 required ) .
as given in (4.10)

162 14 2131.16
243 20 2192.51
324 27 2260.86
333 26 2256.07
256 12 2133.57
384 17 2194.17
512 23 2263.64

Table 7.24: Smallest degree of regularity required ¢ = 2). In practice, the Grébner basis attack
has to be repeated nbite times.

117



scheme m D Gap A+ v

GeMSS128 513 14-6=8 24
BlueGeMSS128 162 | 129 | 14-5=9 27
RedGeMSS128 17 | 14-4=10 30

GeMSS192 513 | 20—-6=14 42
BlueGeMSS192 243 | 129 | 20—-5=15 45
RedGeMSS192 17 | 20-4=16 48

GEMSS256 513 | 27-6=21 63
BlueGeMSS256 324 | 129 | 27—-5=22 66
RedGeMSS256 17 | 27—-4=23 69

WhiteGeMSS256 513 | 26—-6=20 60
CyanGeMSS256 333| 129 | 26-5=21 63
MagentaGeMSS256 17 | 26—-4=22 66
FGeMSS(266) _
Tnner DualllodeMSiog | 256 | 120 | 1275=7 21
Inner.RedDualModeMS128 17 12—-4=8 24
FGeMSS(402) 640 | 17—6=11 | 331
Inner.DualModeMS192 384 | 129 | 17—-5=12 36
Inner.RedDualModeMS192 17 17—-4=13 39
FGeMSS(537) 1152 | 23-6 =17 51
Inner.DualModeMS256 512 | 129 | 23-5=18 54
Inner.RedDualModeMS256 17 23—-4=19 57

@ Here, A+ v > 33is required. But the scheme uses A+ v =36.

Table 7.25: Number of modifiers required inGeMSS. Except for the level V of security, the number
of modifiers of WhiteGeMSS, CyanGeMSS and MagentaGeMSS are respectively obtained as these of
GeMSS, BlueGeMSS and RedGeMSS.

7.8 Design

In [2, 1], NIST announced the second round and third round candidates. They also provided some
recommendations for the selected candidates. The goal of this part is to address the comments from
[2, 1] regardingGeMSS. The parameters proposed folGeMSs in the first round were very conservative

in term of security. [2, 1] suggested exploring dil@rent parameters in order to improve elgiency.
We address this comment as follows.

« We suggest six sets of parameters for each security level with several trade-olS. This in-
cludes the initial parameters of GeMSS proposed for the first round, and two new more aggres-
sive parameters BlueGeMSS and RedGeMSS). We also introduce WhiteGeMSS, CyanGeMSS and
MagentaGeMsS thanks to a tighter analysis of the Feistel-Patarin construction (Section 7.7.2).

¢ In Section 7.8.7, we propose a slight modification of the extension degree to improve multi-
plications in F,a.,. on low-end devices.

* We then design a family of parameters that depends on only one parametet,,.. We call this
family FGeMSS(d.,:) (Section 7.8.8).
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In Section 7.8.9, we explore the use of sparse polynomials eMSS to improve the eldiency
of the signing process.

Finally, we present an exhaustive table including possible parameters and the corresponding

timings in Section 7.8.10.

7.8.1 Set 1 of Parameters: GeMSS

The first set, that we call GeMSS (Table 7.26), was the parameters proposed for the first round.

scheme | (A,D,dey, A, v,nb_ite,m,nyay) | |PK| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
GeMSS128 | (128,513 174,12,12,4,162 186) 352.19 13.44 16 32.25
GeMSS192 | (192,513 265,22, 20,4,243 285) | 1237.96 34.07 24 51.375
GeMSS256 | (256,513 354, 30,33,4,324,387) | 3040.70 75.89 32 72

Table 7.26: Summary of the parameters ofzeMss.

7.8.2 Set 2 of Parameters: RedGeMSS

We call RedGeMSS the schemes described in Table 7.27. The public-key ofedGeMSS128 is 1.065
times larger than GeMSS128, the time to sign with RedGeMSS128 is 296 times faster thanGeMSS128.
This is because we use a smalldb.

scheme (A, D, dext, A, v, nb_ite, m, Nyay) | |PK| (KB) | |Sk| (kB) | |seed (B) | |sign| (B)
RedGeMSS128 | (128,17,177,15,15,4,162 192) 375.21 13.10 16 35.25
RedGeMSS192 | (192, 17,266, 23,25,4,243 291) | 1290.54 34.79 24 54.375
RedGeMSS256 | (256,17,358 34, 35,4,324,393) | 3135.59 71.89 32 75

7.8.3 Set 3 of Parameters:

Table 7.27: Summary of the parameters ofRedGeMSS.

BlueGeEMSS

We call BlueGeMSS the schemes described in Table 7.28. The public-key #1ueGeMSS128 is 1.032
times larger than GeMSS128, the time to sign with BlueGeMSS128 is 9.05 times faster thanGeMSS128.
This is because we use a smalldb.

scheme (A,D,dexs, A, v,nb_ite, m, nyay) | |pK| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
BlueGeMSS128 | (128,129 175 13,14,4,162 189) | 363.61 13.70 16 33.75
BlueGeMSS192 | (192,129 265 22,23,4,243 288) | 1264.12 35.38 24 52.875
BlueGeMSS256 | (256,129 358 34,32, 4,324,390) | 3087.96 71.46 32 73.5

Table 7.28: Summary of the parameters ofBlueGeMSS.
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7.8.4 Set 4 of parameters: WhiteGeMSS

We call whiteGeMSS the schemes described in Table 7.29.

scheme (A, D,dexe, A, v,nb_ite,m,nya;) | |PK| (kB) | |SK (kB) | |seed (B) | |sign| (B)
WhiteGeMSS128 | (128,513 175 12,12 3,163 187) | 358.17 13.56 16 29.375
WhiteGeMSS192 | (192,513 268 21,21, 3,247,289) | 1293.85 | 35.77 24 46.625
WhiteGeMSS256 | (256,513 364, 31,293,333 393) | 3222.69 | 70.99 32 64.125

Table 7.29: Summary of the parameters ofWhiteGeMSS.

7.8.5 Set 5 of parameters: MagentaGeMSS

We call MagentaGeMSS the schemes described in Table 7.30.

scheme (A, D, dext, A, v, nb_ite, M, Nyayr) | [PK| (kB) | |Sk| (kB) | |seed (B) | |sign| (B)
MagentaGeMSS128 | (128,17,178 15,15,3,163 193) | 381.46 13.22 16 31.625
MagentaGeMSS192 | (192, 17,271, 24,24, 3,247,295) | 1348.03 | 34.69 24 48.875
MagentaGeMSS256 | (256,17,366,33,33,3,333399) | 3321.72 | 70.41 32 66.375

Table 7.30: Summary of the parameters oMagentaGeMSS.

7.8.6 Set 6 of parameters: CyanGeMSS

We call CyanGeMSS the schemes described in Table 7.31.

scheme (A,D,dexs, A, v,nb_ite, m, nyay) | |pK| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
CyanGeMSS128 | (128,129 177,14,13,3,163 190) | 369.72 13.41 16 30.5
CyanGeMSS192 | (192,129 270,23,22,3,247,292) | 1320.80 | 35.26 24 47.75
CyanGeMSS256 | (256,129 364,31, 32, 3,333 396) | 3272.02 73.20 32 65.25

Table 7.31: Summary of the parameters ofCyanGelMsSs.

7.8.7 A Family of Parameters for Low-End Devices

The multiplication in Fs.,. is a crucial operation for the performance ofGeMSS. On low-end devices,
this operation is naturally very expensive. So, we design new parameters especially for these devices.
It is well-known that multiplications in 15 and Fs¢ can be eldiently computed in parallel, with
vector instructions and logarithm tables (Section 7.4.9). A solution to improve performance of the
multiplication in F,a.,. is to choosed,,, multiple of four or eight. This allows to use an isomorphism
betweenF,a... and Fygac. s OF Fosga.ws. We base our new parameters on these @&eMSS, by slightly
modifying the balance between minus and vinegar. We obtain Table 7.32.

These parameters are a proposal to improve the performance Gé€MSS on low-end devices. We do
not have implementations exploiting the tower field representation ofF,.,.. Therefore, we cannot
estimate obtained speed-ups whePCLMULQDQ is not available.
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level | nb_ite | m D A+ V | dexe =0mod 4,A,V | dext =0 mod 8,A,v
513 24 172,10,14 176,14,10
I 162 | 129 27 176, 14,13
17 30 176,14, 16
513 42 264, 21,21
11 4 243 | 129 45 264,21,24
17 48 268 25,23 264,21,27
513 63 356 32,31 352 28,35
\% 324 | 129 66 356 32,34 360 36,30
17 69 360 36, 33

Table 7.32: Slight modification of GeMSS for low-end devices.

7.8.8 FGeMSS(dqyxs)

In multivariate schemes, we have many parameters that can be adjusted. This is an advantage since,
for example, we can decrease the time to sign for a given security level if we increase the length of
the public-key, i.e. some interesting trade-o(s are possible. However, when a new cryptanalysis idea
is found, it is not always easy for a non multivariate specialist to see how to adjust the parameters
in order to maintain a given security level against the best known attacks. For example, when
RSA-512 was factored, it was natural to suggest using a larger modula and looking at what value

of n should be used from the best known attacks (instead of designing another scheme). But when
an attack on QUARTZ was published with a security expected [82] to be slightly smaller thar2®?, it
was not so easy to adjust the security parameters since we have many possibilities here. Therefore,
we see that it is sometime convenient to have alimension 1 family instead of a single point (like
QUARTZ) or a many dimension family (like the variants of HFE).

Here, we present suchdimension 1 family, called FGeMSS(d.,:). It is such that:
* nb_ite =1,

¢ deyy IS @gainm +A

0 O 4, U Oy, O
e A+ v=21+ 011 (dexy —266) ,A= +2v andv = %,

O O
¢ D is the largest sum of two powers of two less or equal td29 + 4.2 - (dgyy — 266) .

The public-key is a system ofm = d.,. — A equations in n,,; = dexe + Vv variables overF,. For
example, we obtain the following parameters.

scheme (A, D,d exs, A, v, nb_ite,m,ny.) | |PK| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
FGeMSS(266) | (128,129 266,10,11,1,256 277) | 1232.13 24.55 16 34.625
FGeMSS(402) | (192,640,402 18,18,1,384,420) | 4243.73 62.60 24 52.5
FGeMSS(537) | (256,1152 537, 25,26,1,512 563) | 10161.09| 122.72 32 70.375

Table 7.33: Parameters ofFGeMSS.
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It can be emphasized thatFGeMSS can be nicely combined withDualModeMS [83] (Chapter 8).
In the case of FGeMSS(266), we will typically get a public-key of 512 bytes with a signature size of
about 32 kB.

7.8.9 SparseGeMSS

In this section, we introduce s, a new security parameter. We propose to remove terms in Foa.,. [X ]
from the HFEv polynomial to improve the el@iency of the signing process, as introduced in Section
9.3.3. Whens is small, we think the security is not impacted by this change, whereas we can obtain
a factor at most two for the signing process. This method is new and so a new analysis of security
is required. We will present some experiments in Section 9.3.3.

The improvement is based on the fact that during the computation of the Frobenius map, a
degree2D — 2) square inFyu.,.[X] is computed, then is reduced moduloH , a HFE polynomial in
Foi... [X]. In binary fields, all odd degree terms of a square are null, thanks to the linearity of the
Frobenius endomorphism. Then, we remark that the Euclidean division of a squard by a square
implies that the quotient Q is a square.H is not a square because it contains the term& 2’ and
X2+l for 0<i <k = |log,(D)]. However, the gap between the odd degree® +1 and 2*! +1
is 2. This gap increases quickly whenj increases. So, if we takeD = 2K + 2, then we remove
the s largest odd degrees € < k), we obtain a HFE polynomial H = Hg + X 272 Hi for Hg a
degree(2k—s + 1) polynomial and H; a degreeg2k — 2¢—5) square. By removing only one term {.e.
s =1), the higher half of H is a square.

Now, we exploit the fact that H; is a square. This impliesQ = Qg + X 2k*SQl for Qo a degree-
(2k—s—1) polynomial and Q1 a degreef2k —2k—s) square. Moreover, the classical Euclidean division
algorithm (Algorithm 16) is equivalent to performing the classical multiplication of Q by H, then
add it to B. So, if Q; is a square, we avoid the half of the multiplications for this part of Q. The
size of Q; is 2 — 2=S + 1, so we avoid2¢—! — | 2k=S—1| multiplications in Fya.,..

With our sparse trick, all previous families of GeMSS could become more eldient by using their
sparseversion. To apply this transformation, we increment D if D is odd and we sets = 3. In this
way, we avoid 43.75% of the field multiplications (forD = 2% +2) during the modular reduction by
H. The speed-up forD > 2¢ + 2 is di@rent because our trick improves the modular reduction for
s=0 (becauseQ = Qo + X 2°Q; with Q; a degree(D — 2X — 2) square, SO we avoid%k*2 >0
multiplications in F....). We take a small value ofs to be secure, but large enough to obtain an
interesting speed-up. The Frobenius map is the core of the signing process, so this factor remains
approximately the same for the signing process. However, this method is not interesting for small
degrees, because the Frobenius map can be computed more quickly with multi-squaring tables
(Algorithm 22). Experimentally, we keep the previous speed-up forD > 514 we loose a part for
D =130 and d.,+ > 196 and the method is completely useless fob < 34. For this reason, we give
the possibility to use SparseGeMSS only for D > 128 (Tables 7.34, 7.35 and 7.36).

7.8.10 An Exhaustive Table for the Choice of the Parameters

Here, we propose a large number of security parameters. For dil@rent values dD and for nb_ite
from 1 to 4, we take the smallestm such that (m, nb_ite) respects (7.3). Then, we deduce the
number of modifiers, and soA and v. Finally, for D > 128 we takes =0 then s =3 (as described
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in Section 7.8.9). In Tables 7.34, 7.35 and 7.36, we give the performance of these parameters with
the final version of MQsoft (Chapter 9).

For nb_ite < 3, the number of equations is a multiple of eight. So, the public-key is naturally
stored with the packed representation (Section 7.4.8). This implies the theoretical size of the public-
key is reached without decreasing performances. For the other values afi, the performance of the
verifying process decreases whem mod 8 increases.

key gen. | sign | verify | |pk| | [sK | |sign|

(A, D,dexe, A, v, nb_ite, s) (Mc) (Mc) | (kc) | (kB) | (B) | (bits)

(128,17,268 12,12,1,0) 47.4 2.15 38 1260 | 16 280
(128,17,204 12,15, 2,0) 20.2 1.89 | 535 | 578 | 16 246
(128,17,186, 15,15, 3,0) 18.6 181 | 951 | 434 | 16 261
(128,17,177,15,15,4,0) 16.3 205 | 141 | 375 | 16 282
(128,33,268 12,12,1,0) 49.3 459 | 38.4 | 1260 | 16 280
(128,33,204 12,15, 2,0) 20.8 479 | 53.9 | 578 | 16 246
(128,33,186 15,15, 3,0) 19.7 478 | 953 | 434 | 16 261
(128,33,177,15,15,4,0) 171 5.78 | 142 375 | 16 282

(128,129,266 10, 11,1, 0) 54.1 441 | 38.2 | 1230 | 16 277
(128,130,266 10, 11,1, 3) 54.9 344 | 36.8 | 1230| 16 277
(128,129,204, 12,12,2,0) 21.4 53.7 | 514 | 562 | 16 240
(128,130,204, 12,12, 2, 3) 21.4 39.1| 516 | 562 | 16 240
(128,129,185 14,13, 3,0) 20.9 51.7 | 106 | 421 | 16 252
(128,130,185,14,13,3,3) 20.9 39.3 | 107 | 421 | 16 252
(128,129,175,13,14,4,0) 18.4 67.2 | 134 | 364 | 16 270
(128,130,17513,14,4,3) 18.4 49 138 | 364 | 16 270
(128,513 2659,9,1,0) 57.6 442 | 36.2 | 1210 | 16 274
(128,514,2659,9,1, 3) 57 293 | 36.2 | 1210| 16 274
(128,513 202 10,11, 2,0) 22.2 494 | 50.2 | 547 | 16 234
(128,514 202 10,11, 2, 3) 21.6 297 | 499 | 547 | 16 234
(128,513 183 12,12,3,0) 22.6 452 102 | 408 | 16 243
(128,514,183 12,12,3,3) 22.2 303 104 | 408 | 16 243
(128,513,174,12,12,4,0) 19.6 608 106 | 352 | 16 258
(128,514,174,12,12,4,3) 19.8 372 107 352 | 16 258

Table 7.34: Performance of an exhaustive set of security parameters achieving the level I,
with MQsoft. We use a Skylake processor (LaptopS). The results have three significant
digits. The parameters in bold correspond toRedGeMSS, BlueGeMSS and GeMSS.
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key gen. | sign | verify | |pk| | |sk| | |sign|

A D dexe &, vinbite,s) | =y Moy | ko) | kB) | (B) | (bits)

(192,117,404 20,19,1,0) 180 561 | 126 | 4300 | 24 | 423
(192,17,310 22,23,2,0) 85 425 | 159 | 2000| 24 | 378
(192,17,279 23,25, 3,0) 61.3 445 | 202 | 1480 | 24 | 400
(192,17, 266, 23, 25, 4,0) 57.1 555 | 335 | 1290 | 24 | 435
(192, 33,404, 20,19,1,0) 190 10.1 | 125 | 4300 | 24 | 423
(192,33,310,22,23,2,0) 90.1 8.87 | 159 | 2000| 24 | 378
(192,33,279 23,25, 3,0) 65.1 119 | 199 | 1480 | 24 | 400
(192, 33,266, 23, 25,4, 0) 61.3 15 336 | 1290 | 24 | 435
(192,129 402 18,18, 1, 0) 204 89.2 | 124 | 4240 | 24 | 420
(192,130,402 18,181, 3) 204 73.7 | 125 | 4240 | 24 | 420
(192,640,402 18,18, 1, 0) 224 1560 | 122 | 4240 | 24 | 420
(192,640,402 18,18, 1, 3) 223 999 123 | 4240 | 24 | 420

(192,129 308 20, 22, 2, 0) 96.1 88.2 | 159 | 1970| 24 | 372
(192,130,308 20, 22,2, 3) 96.1 727 | 160 | 1970| 24 | 372
(192,129 278 22,23, 3,0) 70.4 139 191 | 1450 | 24 | 391
(192,130,278 22,23, 3, 3) 70.7 114 195 | 1450 | 24 | 391
(192,129, 265, 22, 23, 4,0) 65 173 325 | 1260 | 24 | 423

(192,130, 265, 22, 23, 4, 3) 66 141 323 | 1260 | 24 | 423
(192,513 399 15,18, 1, 0) 219 960 119 | 4180 | 24 | 417
(192,514,399 15,18, 1, 3) 219 795 120 | 4180 | 24 | 417
(192,513 308 20, 19, 2, 0) 101 864 155 | 1930 | 24 | 366
(192,514,308 20, 19, 2, 3) 102 604 154 | 1930| 24 | 366

(192,513 276,20, 22, 3,0) 75.3 1360 | 198 | 1430| 24 | 382
(192,514,276, 20, 22, 3, 3) 75.3 905 191 | 1430| 24 | 382
(192,513, 265, 22, 20, 4,0) 69.4 1760 | 304 | 1240 | 24 | 411
(192,514,265 22, 20,4, 3) 69.9 1180 | 304 | 1240 | 24 | 411

Table 7.35: Performance of an exhaustive set of security parameters achieving the level lll,
with MQ@soft. We use a Skylake processor (LaptopS). The results have three significant
digits. The parameters in bold correspond toRedGeMSS, BlueGeMSS and GeMSS.
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. key gen. | sign | veri k sk sign

(AD,dext, 8, v, nb_ite, s) ()I(/Ig) (Mgi:) (kc;y (|IE)B)| ‘(B)| lbi?s)‘
(256, 17,540, 28,29, 1, 0) 545 10 380 | 10400| 32 569
(256, 17, 415,31, 32,2, 0) 221 759 | 380 | 4810 | 32 | 510
(256, 17, 375,33, 33,3, 0) 159 7.36 | 605 | 3570 | 32 | 540
(256, 17,358, 34, 35, 4, 0) 143 8.76 | 709 | 3140 | 32 | 600
(256, 33,540, 28, 29, 1, 0) 569 18.7 | 380 | 10400| 32 | 569
(256, 33,415, 31, 32,2, 0) 233 16.4 | 385 | 4810 | 32 | 510
(256, 33,375, 33, 33,3, 0) 164 17.3 | 609 | 3570 | 32 | 540
(256, 33, 358 34, 35, 4, 0) 149 219 | 697 | 3140 | 32 | 600
(256, 129,540, 28, 26, 1, 0) 607 153 | 379 | 10300| 32 | 566
(256, 130,540, 28, 26, 1, 3) 603 133 | 382 | 10300| 32 | 566
(256, 129, 414, 30, 30, 2, 0) 246 185 | 379 | 4740 | 32 | 504
(256, 130, 414, 30, 30, 2, 3) 245 139 | 369 | 4740 | 32 | 504
(256,129,372, 30, 33, 3,0) 171 191 | 579 | 3510 | 32 | 531
(256,130,372, 30,33, 3, 3) 169 154 | 596 | 3510 | 32 | 531
(256,129, 358, 34,32, 4, 0) 152 248 | 680 | 3090 | 32 | 588
(256,130,358 34, 32,4, 3) 153 202 682 3090 | 32 588
(256,513 537,25, 26, 1, 0) 651 1630 | 364 | 10200| 32 563
(256,514,537, 25,26, 1, 3) 645 1520 | 369 | 10200| 32 563
(256, 1152 537, 25, 26, 1, 0) 674 7430 | 367 | 10200| 32 563
(256, 1152 537, 25, 26, 1, 3) 672 4870 | 360 | 10200| 32 563
(256,513 414, 30, 27, 2,0) 258 1830 | 361 4680 | 32 498
(256,514,414, 30,27, 2,3) 261 1450 | 364 4680 | 32 498
(256,513 372 30, 30, 3,0) 175 1990 | 565 3460 | 32 522
(256,514,372, 30, 30, 3, 3) 175 | 1420| 573 | 3460 | 32 | 522
(256,513,354, 30, 33,4,0) 158 2490 | 665 3040 | 32 576
(256,514, 354,30, 33,4, 3) 159 1800 | 663 3040 | 32 576

Table 7.36: Performance of an exhaustive set of security parameters achieving the level V,
with MQsoft. We use a Skylake processor (LaptopS). The results have three significant
digits. The parameters in bold correspond toRedGeMSS, BlueGeMSS and GeMSS.
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7.9 Advantages and Limitations

Since the first scheme of Matsumoto and Imai [119] in 1988, almost thirty years ago, multivariate-
based cryptosystems have been extensively analyzed in the literature. We have design€dMSs
using this knowledge and derive a general methodology to derive parameters. We then proposed
three sets of parameters:GeMSS, the most conservative, andBlueGeMSS/ RedGeMSS that are more
eldient (but also, more aggressive in term of security). We also performed practical experiments
using the best known tools for computing Grobner bases.

From a practical point of view, the main drawback of GeMSS is the size of the public-key. However,
we mention that the generation of a (public-key, secret-key) remains rather eldient in GeMSS. The
main advantages ofGeMSS are the size of the signatures generated, abou®A bits, and the fast
verification process.

7.10 MI-Based Cryptography in the NIST Post-Quantum
Cryptography Standardization Process

SeveralMI-based signature schemes were proposed to the NIST PQC standardization process [128].
e GeMSS [50], aHFEv--based scheme which is currently an alternate candidate of the third round.
e Gui [62], another HFEv--based scheme not selected to the second round.

e DualModeMS [83], a HFEv--based scheme using the transformation described in Chapter 3.
DualModeMS can be considered as the dual mode @feMss. It did not go to the second round.

e LUOV [27]. This variant of UQV (Section 2.4.2) was broken in [66] and so did not go to the
third round.

* Rainbow [65], a Rainbow-based scheme (Section 2.4.3) using = 2. Currently, Rainbow is a
finalist candidate of the third round.

We summarize security parameters and sizes of these candidate in Tables 7.38 and 7.39. The
exact sizes are available in Appendix A.QUARTZ [134] is aHFEv--based signature scheme submitted
to the NESSIE project [145]. This scheme was broken because the number of minus equations and
vinegar variables used was too small.Gui has large public-keys. The goal ofGui is to minimize
the signature size as well as the running time of signing and verifying processes. Unlikgui,
GeMSS minimizes the public-key size by setting nh ite to four. This allows to minimize the number
of equations, which also minimizes the number of variables. The originabui-184 scheme used
nb_ite = 2, which is insecure. The generic attack from Section 7.7.2 breaks it i2'1? evaluations
of the public-key. So, the submitters incremented nhite to reach the announced security level.
DualModeMS is a signature scheme with two layers (Chapter 3). The inner layer is &lFEv--based
signature scheme, which can be used to have a large public-key but a small signature. Because
of a particularity of the outer layer, the inner layer cannot use the Feistel-Patarin construction,
implying to set nb_ite to one.

Table 7.39 summarizes the parameters and sizes 8hinbow during the NIST PQC standardiza-
tion process. For the first round of this processRainbow [63] was proposed as described in Section
2.4.3, for the fieldsFi6, F31 and Fos6. The roman numbers correspond to the NIST security level
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(Section 4.1), whereasa, b and c correspond respectively toFig,F3; and Fos6. We note that S
and 7 were alie transformations. Then, some changes were announced for the second round [64].
Only one field was kept by security level, then two new variants were proposed:

e cyclic Rainbow, Which uses the trick described in Section 3.6 to decrease the public-key size
by generating a part from a public seed,

e compressed Rainbow, which applies the technique from Section 7.4.1 tacyclic Rainbow for
generating the (decompressed) secret-key from a secret seed. The public seed is also stored in
the secret-key, because it is used during the signing process for generating the (decompressed)
secret-key again.

We note another changes. The secret seed is also stored and usedkiinbow and cyclic Rainbow.
Then, § and 7 are linear transformations with a special structure. Moreover, the authors only
considered the quadratic terms of 7. Coupled to linear transf&rmatigns, this choice leads to a
public map p without linear and constant terms, implying N = Vg*l . For the third round [65],
the parameters were modified to take into account new attacks [10]. Theyclic Rainbow variant
becomesCZ-Rainbow (circumzenithal Rainbow).

Table 7.37 summarizes the performance measurements 6€MSS additional (best) implementa-
tion and Gui PCLMULQDQ implementation which were submitted to the NIST PQC standardization
process (first round). The implementations ofGeMSS have been corrected since the submission. The
parameter D was mistakenly set to 512 in the implementation. Because the Frobenius map was not
implemented in constant-time (Section 6.3),D = 512 allowed to save 27% of computations in the
critical part of the signature generation (cf. Table 9.14). We refer to Section 6.2 about experimental
platform and third libraries used.

scheme (level,q, dxt, D, A,v,nb_ite) | key gen. | sign | verify
GeMSsS128 (1,2,174,513 12,12, 4) 118 1270 | 0.166
GeMSS192 (11,2,265513 22,20, 4) 549 3220 | 0.448

GeMSS256 (V, 2,354,513 30,33,4) 1470 5380 | 1.17

FGeMSS(266

Inner.Duall\/Eodel\iSlQS (1,2,266,129 10, 11,1) 442 128 | 0.0964
Gui-184 (I1,2,184,33,16,16,2) 732 24.9 | 0.0911
Gui-184 (updated) (I1,2,184,33,16,16, 3) 744 74.3 | 0.134
Gui-312 (IV, 2,312 129 24, 20, 2) 4860 781 | 0.298
Gui-448 (VI,2,448 513 32,28, 2) 32600 | 19700| 0.910

Table 7.37: Performance in megacycles afeMSS and Gui best implementations submitted to the
first round of the NIST PQC standardization process. We use a Skylake processor (LaptopS). The
results have three significant digits.

GeMSS has much bigger public-key sizes and much slower signing processes theainbow (Table
9.28). In return, its signature size is slightly smaller. The public-key size is the main drawback
of the MI-based cryptography, which gives an advantage tRainbow. Therefore, NIST selected
Rainbow as finalist candidate, whereasGeMss is an alternate candidate. We note that new attacks
would compromise the possible standardization oRainbow and GeMSS.
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scheme (level, g, dext, D, A, v, nb_ite) | |pk| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
QUARTZ (80, 2,103, 129, 3, 4, 4) 72.24% 3.733% 16 16
Gui-184 (¥, 2,184, 33,16, 16, 2) 42219 14989 | o seed 299
Gui-184 (updated) (I1,2,184,33,16,16,3) 339
Gui-312 (IV, 2,312,129, 24, 20,2) 1990 41.75¥ | no seed 470
Gui-448 (VI, 2,448,513 32,28, 2) 5903% 94.76® | no seed 670
GeMSS128 (1,2,174,513, 12,12, 4) 352.2 13.44 32.25
BlueGeMSS128 (1,2,175,129, 13,14, 4) 363.6 13.70 33.75
RedGeMSS128 (1,2,177,17,15,15,4) 375.2 13.10 16 35.25
WhiteGeMSS128 (1,2,175,513,12,12, 3) 358.2 13.56 29.375
CyanGeMSS128 (1,2,177,129,14,13,3) 369.7 13.41 30.5
MagentaGeMSS128 (1,2,178,17,15,15,3) 381.5 13.22 31.625
GeMSS192 (11, 2,265,513, 22, 20, 4) 1238 34.07 51.375
BlueGeMSS192 (111, 2,265,129, 22,23, 4) 1264 35.38 52.875
RedGeMSS192 (111, 2, 266,17, 23, 25, 4) 1291 34.79 24 54.375
WhiteGeMSS192 (11,2,268,513, 21,21, 3) 1294 35.77 46.625
CyanGeMSS192 (11, 2,270,129, 23,22, 3) 1321 35.26 47.75
MagentaGeMSS192 (111, 2,271,17, 24, 24, 3) 1348 34.69 48.875
GeMSS256 (V, 2,354,513 30,33, 4) 3041 75.89 72
BlueGeMSS256 (V, 2,358,129, 34,32, 4) 3088 71.46 735
RedGeMSS256 (V,2,358,17,34,35,4) 3136 71.89 32 75
WhiteGeMSS256 (V, 2,364,513 31,29, 3) 3223 70.99 64.125
CyanGeMSS256 (V,2,364,129,31,32,3) 3272 73.20 65.25
MagentaGeMSS256 (V,2,366,17,33,33,3) 3322 70.41 66.375
FGeMSS(266)
T DTN 3VST38 (1,2,266,129 10,11, 1) 1232 24.55 16 34.625
FGeMSS(402) (11, 2,402,640, 18, 18, 1) 4244 62.60 04 52 &
Inner.DualModeMS192 (1, 2,402,129, 18,18, 1) 59.59
FGeMSS(537) (V, 2,537,1152 25,26, 1) 10161 122.7 32 70.375
Inner.DualModeMS256 (V, 2,540,129, 28, 26,1)" 10270 116.3 70.75

@ Original security level in bits, but  QUARTZ was broken.

@ The authors did not provide the exact size, and seemed to consider the linear terms of p. We compute the
public-key size without these terms to be consistent with other schemes.

() The authors did not provide the exact size. However, they claimed to use 30497 random bitsfo generate the
secret-key fromﬂheﬁeed, when the LU decomposition is used. They considered 7 in AO n_vlar Fq , but in reality

T isin ADd*;t Fq . So, the correct number is 29657 bits. We deduce the secret-key size by adding 210 bits,
corresponding to the fact that the LU decomposition in I, allows to save the random generation of the diagonal.
@ The original security level was 128 bits, but the generic attack from Section 7.7.2 breaks itin 2112 evaluations.
® The sizes of [62, Table 2] are wrong. In particular, the public-key size contains the size of quadratic terms ~ x?.
The sizes that we compute here are consistent with the practical implementation provided by [62] (by removing

an extra useless byte from this implementation).

©®) The signature size is given without the 128-hit salt.

(™ The original scheme used de,: = 544 and A = v = 32. However, the correction of an error in [83, Table 13]
implies A+ v =54 instead of 64. So, we update parameters according the philosophy of GeMSS.

Table 7.38: Size of the keys and signature of th#FEv--based schemes submitted to the NIST PQC
standardization process, as well aQUARTZ from the NESSIE project [145].
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round scheme (9,v1,01,02) Ipk| (kB) | |sk| (kB) | |seed (B) | |sign| (B)
Rainbow-Ia (16, 32,32,32) 152.1 100.2 64
Rainbow-Ib (31, 36, 28, 28) 151.6 106.2 78
Rainbow-Ic (256, 40, 24, 24) 192.2 143.4 104

Rainbow-IIIb (31,64, 32,48) 524.4 380.4 112
1 Rainbow-IIIc (256,68,36,36) | 720.8 537.8 no seed 156
Rainbow-IVa (16, 56, 48, 48) 565.5 376.1 92
Rainbow-Vc (256, 92, 48, 48) 1724 1274 204
Rainbow-VIa (16, 76, 64, 64) 1351 892.1 118
Rainbow-VIb (31, 84,56, 56) 1353 944.6 147
Rainbow-Ia (16,32, 32, 32) 149.0 92.99 no seed 64

cyclic Rainbow-Ia 58.14 642

: 1D
Rainbou-lc o (256,40,24,24) ;:85'2 132.6 ”O;‘fjd 104
2 cyclic Rainbow-Ic .

Rainbow-IIIc (256, 68, 36, 36) 710.6 5115 no seed 156

cyclic Rainbow-IIIc 206.7 64
Rainbow-Vc (256,92, 48, 48) 1706 1227 no seed 204

cyclic Rainbow-Vc 491.9 64

y

Rainbow-Ia (16,36, 32, 32) 161.6 103.6 no seed 66

CZ-Rainbow-Ia® 60.19 64
3 Rainbow-IIIc (256, 68, 32, 48) 882.1 626.0 no seed 164

CZ-Rainbow-IIIc® 264.6 642
Rainbow-Vc (256, 96, 36, 64) 1931 1409 no seed 212

CZ-Rainbow-Vc® 536.1 64

(@) Rainbow-Ic is not submitted to the second round of the NIST PQC standardization process. However,
this implementation is available in the submitted implementation. We use this scheme in Section 8.6.3.

@ The secret-key contains the 32-byte public seed. The latter is also stored in the public-key.

®) circumzenithal Rainbow, new name of cyclic Rainbow.

Table 7.39: Size of the keys and signature ckainbow submitted to the NIST PQC standardization

process. We consider the evolution of these schemes during the three rounds.
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Chapter 8

DualModeMS — a Dual Mode for
Multivariate-Based Signatures

The purpose of this chapter is to presentbualModeMS [83]; a multivariate-based signature scheme
with a rather peculiar property. Its public-key is small whilst the signature is large. This is in
sharp contrast with traditional multivariate signature schemes (Chapter 2) based on the so-called
Matsumoto and Imai (MI) construction [119], such asQUARTZ [134] orGui [144], that produce short
signatures but have larger public-keys.

DualModeMS is based on the method proposed by A. Szepieniec, W. Beullens, and B. Preneel
(SBP) in [157] (Chapter 3) who describe a generic technique permitting to transform anyMI-
based multivariate signature scheme into a new scheme with much shorter public-key but larger
signatures. We emphasize that the technique from [157] can be viewed aswode of operationsthat
olérs a new flexibility for MI-like signature schemes. ThusDualModeMS is also useful for others
multivariate-based signature candidates proposed to NIST.

DualModeMS is composed of two distinct layers. The first one {nner.DualModeMs), that we
shall call inner layer, is a classicalMI-like multivariate scheme based orHFEv- (Section 2.4.1). The
second part, outer layer, is the mode of operations specified in [157] (Chapter 3).

This submission is somewhat a complement to another multivariate-based signature scheme
proposed to NIST: GeMSS [48] (Chapter 7). In particular, the security analysis for Inner.DualModeMS
is largely similar to the one performed forGeMSS. In fact, Inner.DualModeMs is a re-parametrization
of GeMSS imposed by a specificity of SBP [157].

The main sections of this chapter follow the algorithm specification and supporting documen-
tation from the call for proposals [127].

8.1 General Algorithm Specification

8.1.1 Parameter Space

The main parameters involved in Inner.DualModeMS are:
e A, the security level of Inner.DualModeMS (and DualModeMS),

* @, a prime or a power prime that is the order of the finite field Fq,
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+ D, a positive integer that is the degree of a secret polynomial.D is such that D = q for
i>0,orD=d+¢d fori,j >0,

¢ m, the number of equations in the public-key,

* Ny, the number of variables in the public-key,

« nb_ite =1, the number of iterations in the signature and verification processes,

* dexe, the degree of an extension field of,

« v, the number of vinegar variables (the number of variables in the public-key i9,.; = deyxe+ V),

« A, the number of minus equations (the number of equations in the public-key isn = dgyx —A).
Then, the main parameters involved in DualModeMS are:
¢ 0, the number of signatures ofInner.DualModeMS included in a final signature of DualModeMS,

¢ a, the number of MQ polynomials included in a sighature of DualModeMS,

« T > 1, the size of an evaluation point set; must be a power of two,

* K, the degree of the extension field foMAC polynomials (Algorithm 5); constrained by ¢ > 1,
e v, the number of Merkle paths that are opened during the signing and verifying processes,

« N, number of square-free monomials im,,, variables of degree< 2 (Equation (2.3) or (2.4)).
In Section 8.2, we specify precisely these parameters to achieve a security levek {128 192 256}.

8.1.2 Cryptographic Operations

For the inner layer, we refer to Section 7.1. The keypair generation, signing process and verifying
process are respectively described in Algorithms 29, 3 and 4. We setto two and nb_ite to one.
For the outer layer, we refer to Chapter 3. The keypair generation, signing process and verifying
process are respectively described in Algorithms 6, 7 and 1H; is SHA-3 (we follow Section 7.4.13).

8.1.3 Implementation

For the inner layer, we refer to Section 7.4. For the outer layer, we have proposed new techniques
since the submission ofbualModeMs [83] to the NIST PQC standardization process. Two crucial
operations are present in all cryptographic operations of the outer layer: the multipoint evaluation
of MAC polynomials (Algorithm 5) and the computation of the digests for Merkle trees (Section 3.3).
In Section 9.5, we improve the multipoint evaluations of MAC polynomials. Then, the computation
of Merkle trees can be naturally parallelized. We use the hash functions as described in Section
7.4.13. In particular, we use a parallel implementation in AVX2 of the SHA-3 and SHAKE functions.
These functions compute four hash values in parallel, and are based on th&CP (Section 6.2.1).
We note that the XKCP only provides an implementation of the core ofSHA-3 and SHAKE (function
KeccakP1600times4_PermuteAll 24rounds). So, we have implemented an interface allowing to
use this implementation. A similar work can be found e.g. in the shake256-avx2 implementation

of SPHINCS* [105]. For DualModeMS, we have also specified our implementation for inputs ofAA
bits. This further accelerates the implementation of Merkle trees, since each node of siZ& bits is
the hash value of the concatenation of its two child nodes.
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8.2 List of Parameter Sets

In Inner.DualModeMS, we considerq= 2. New schemes are proposed in Section 8.6, based on the
inner layers GeMSS and Rainbow, as well as a variant of Inner.DualModeMS for D = 17.

8.2.1 Parameter Sets for a Security of 228 (Level I)

We chooseD = 129,d., = 266,A =10 and v =31. This gives M = 256, Nyar = 277 and A = 128.
The extension field is defined asfu... = Fo[a]/ a%= + a%” +1 . For Inner.DualModeMS128, the
public-key size is then 1232.128 kB and the signature size is 277 bits.

For the outer layer, we chogsen = 2,0 =§4,1 = 218 k=21,v =18 and =4. The extension
field is defined asFo« = Fy[a]/ o + a?+1 . For DualModeMS128, this gives a public-key of 512
bytes and a signature of 32.002 kB.

8.2.2 Parameter Sets for a Security of 2192 (Level Ill)

We chooseD = 129,d.,« =402,A=18 andv +18. This gives fp =384, Ny = 420 and A = 192.
The extension field is defined asf,s... = Fo[a]/ a%= + o'’ +1 . For Inner.DualModeMS192, this
gives a public-key of 4243.728 kB and a signature of 420 bits.

For the outer layer, we chopsea = 2,0 5P6,1 = 218 k =20,v =33 and 5=15. The extension
field is defined asFo« = F,[a]/ aX + a®+1 . For DualModeMS192, this gives a public-key of 1536
bytes and a signature of 79.41475 kB.

8.2.3 Parameter Sets for a Security of  22%¢ (Level V), Version 1

We chooseD = 129, d.,« = 544,A =32 and VT 32. This gives m 7512, Nyar = 576 and A = 256.
The extension field is defined aF ... = Fa[a]/ o=+ o+ as+a+1 . For Inner.DualModeMS256"?,
this gives a public-key of 10635.328 kB and a signature of 576 bits.

For the outer layer, we chopsea = 1,0 7256, 1 = 218 k =20,v =52 and 8=75. The extension
field is defined asFx = F,[a]/ o+ a®+1 . For DualModeMS256'1, this gives a public-key of 2048
bytes and a signature of 149.028125 kB.

O O
Remark 15. In the final version of MQsoft, we useF,... = Fo[a]/ ad= + al®®+ a®+ a+1 to
speed up the field modular reduction (Section 9.2.4).

8.2.4 Corrected Parameter Sets for a Security of 226 (Level V)

The original DualModeMS256 scheme usedl.,; = 544 and A = v = 32. However, the correction
of an error in [83, Table 13] impliesA+ v = 54 instead of 64. So, we update parameters follow-
ing the methodology of Section 7.7 (Table 7.36). The lower number of monomials in the inner
public-key allows to decrementv (Equation (3.3)). We note that the security level of the original
DualModeMS256 scheme is not impacted by the error.

We chooseD = 129,d.,: = 540,A =28 and v = 2b. This givgs m = 512,n,,r = 566 and
A = 256. The extension field is defined a&,a.,. = Fo[a]/ a%=+ a°+1 . For Inner.DualModeMS256,
this gives a public-key of 10269.568 kB and a signature of 566 bits.

For the outer layer, we chogsen = 1,0 =256,T = 218 k =20,v =51 and 8=5. The extension
field is defined asFo« = F,[a]/ aX + a®+1 . For DualModeMS256, this gives a public-key of 2048
bytes and a signature of 145.88175 kB.
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8.3 Design Rationale

The main design rationale of DualModeMs is to propose SBP [157] (Chapter 3) as anode of op-
erations for multivariate schemes (Chapter 2). In order to demonstrate the drastic eléct of SBP
on public-key sizes, we tailored a specifitnner multivariate-based scheme. Inner.DualModeVs is

a HFEv--based scheme [133, 110, 134] since [157] identified that such a family is well suited in the
context for SBP.

The design of Inner.DualModeMs follows from the analysis performed forGeMSS (Chapter 7), a
HFEv--based scheme, proposed in [48]. The SBP imposes to have a scheme without the iterative
procedure proposed inGeMSS (Sections 7.1.3 and 7.1.4). It is then rather natural (Equation (7.3))
to take the number of equationsm equals the double of the security level ofilnner.DualModeMS. We
then use the methodology proposed irteMSs (Section 7.7 and Tables 7.34, 7.35 and 7.36) to derive se-
cure parameters. A signature of SBP requires generating many signatures fromner.DualModeMS.
This leads toward the choice of a smalD = 129 to make the signature process ofinner.DualModeMS
eldient. We detail these choices in Section 8.5.

8.4 Detailed Performance Analysis
8.4.1 Time

Here, we consider the parameters obualModeMS128. The implementation submitted to NIST does
not support DualModeMS192 and DualModeMS256Y:. We refer to Section 7.5 about experimental
conditions. The only dil@rence is that the time measurements are obtained on LaptopS with Turbo
Boost enabled. Here are our performance results:

» For the reference implementation, we do not give measurements. We estimate that the keypair
generation requires several days to be achieved.

< For the optimized implementation, the keypair generation takes 797 seconds, the time to sign
is 2.31 seconds, and the verification takes 2.69 milliseconds.

< For the additional implementation, the keypair generation takes 552 seconds, the time to sign
is 2.05 seconds, and the verification takes 2.84 milliseconds.

Since the submission ofbualModeMS to the NIST PQC standardization process, we have run the
additional implementation on LaptopS by disabling Turbo Boost. The keypair generation takes 1990
gigacycles (708 seconds), the time to sign is 7870 megacycles (2.80 seconds), and the verification
takes 9.87 megacycles (3.51 milliseconds).

implementation | Turbo Boost | key gen. | sign verify
optimized enabled 797s | 231s| 2.69 ms

enabled 552 s | 2.05s| 2.84 ms

disabled 708 s | 2.80s| 3.51 ms

additional

Table 8.1: Performance ofDualModeMS128 at the first round of the NIST PQC standardization
process. We use a Skylake processor (LaptopS).
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8.4.2 Time (Updated)

In [84], we extendedMQ@soft (Chapter 9) to support DualModeMS192 and DualModeMS256Y:. We
also improved the inner layer, which mainly impacts the performance of the dual signing process.
We report the time measurements in Table 8.2. They are obtained in the conditions described in
Section 6.2.

scheme key gen. sign | verify
DualModeMS128 1900000 | 5530 | 10.0
DualModeMS192 | 6860000 | 18900 | 18.1
DualModeMS256Yt | 17 300000| 95900| 30.4

Table 8.2: Number of megacycles for each cryptographic operation dfualModeMs with the version
of MQsoft used in [84]. We use a Skylake processor (LaptopS). Turbo Boost is disabled.

8.4.3 Time (Final Version)

Since the implementation used in [84], we have drastically improved the inner and outer layers. In
Table 8.3, we report our best time measurements. For the signing process, the largest part of the
speed-up is obtained by using the Frobenius map based on the modular composition (Section 9.3.5).
Sinced.,: is large compared toD, this method is very eldient. The remaining part of the speed-up

is due to our new multipoint evaluation of MAC polynomials in random points (Section 9.5.3). This
new evaluation also improves the verifying process. The keypair generation is drastically faster.
This is due to the multipoint evaluation of MAC polynomials in structured points via the additive
FFT (Section 9.5.2). Then, the parallel implementation of SHA-3 amplifies the obtained speed-up
(Section 8.1.3). This implementation also improves the verifying process.

scheme key gen. sign verify
DualModeMS128 | 3710 x 512 | 2800 x 1.97 | 0.643 x 15.6
DualModeMS192 | 6770 x 1010 | 8470 x 2.23 | 1.73 x 10.5
DualModeMS256 | 12700 x 1360 | 38000 x 2.53 | 3.95 x 7.69

Table 8.3: Number of megacycles (Mc) for each cryptographic operation obualModeMS with our
implementation, for a Skylake processor (LaptopS), followed by the speed-up between the Skylake
implementation from [84] versus our implementation. For example,[ 3710 x 512| means a per-
formance of 3710 Mc with our implementation, and a performance of3710x 512 = 1900 000Mc
for [84]. Note that [84] is similar to the first round implementation of DualModeMS, except for the
signing process which is faster.

8.4.4 Space

In Table 8.4, we present the theoretical sizes of public-key, secret-key and signature. The imple-
mentation does not optimize the size, so it explains the dilérence with theoretical sizes. For the
practical sizes of DualModeMS128, we have: public-key is 512 bytes, secret-key is 18038184 bytes,
signatures are 32640 bytes. In Section 8.6.4, we propose a technique to decrease the secret-key size.
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scheme (A, 0,0,K, log,(1),v,0) | |pk]| (B) |sk| (kB) |sign| (kB)
DualModeMS128 (128,64,2,21,18,18,4) 512 18032.889625  32.002
DualModeMS192 (192,96, 2,20, 18, 33,5) 1536 29466.09075| 79.41475
DualModeMS256Y* | (256,256, 1, 20, 18,52, 5) 2048 44319.512 | 149.028125
DualModeMS256 | (256,256 1, 20,18 51,5) 2048 43819.936 | 145.88175

Table 8.4: Memory cost of DualModeMS. 1 kB is 1000 bytes.

8.5 Security and Selection of Parameters

In Section 7.7, we studied the security of the inner layer. In this part, we study the security of the
outer layer. We obtain rules for selecting security parameters. In particular, we prove in Section
8.5.3 that the generic attack against the inner layer can be avoided by increasing the number of inner
signatures, as if their generation was a Feistel-Patarin construction. In Sections 8.5.4 and 8.5.5, we
study the trade-o[between signature size, public-key size and size public-key plus signature.

8.5.1 Existential Unforgeability against Chosen Message Attack

We consider the EUF-CMA property of DualModeMS. Both fundamental theorems are derived from
[157, 25]. Note that these theorems are more advanced than in Section 3.5.

Theorem 7. Let 0 = 1 be the number of signatures ofInner.DualModeMS included in a signa-
ture of DualModeMS. If there is an adversary A against the EUF-CMA property of DualModeMS
in time T with Q random oracle queries (respectively® quantum random oracle queries) and
with success probability[] then there exists an adversaryB” against the EUF-CMA property of
Inner.DualModeMS in time O(T) with success probability at least
a 0
By D%D— 1 21 — 2
0-(Q+1)-g" —(Q+1) - -t —(Q"'l)'ZT (8.1)

in the classical random oracle model, and respectively at least
O 0, o Op 0, DD&D_lDVD O 0, 2r—25D
—a K
0-e d&+1 .q -0 d+1 e — -0 d+1 =2
1 22\
in the quantum random oracle model.

Here, we consider aA-bit classical security level and a%—bit quantum security level. Theorem 7
provides a guidance for choosing the various parameters involved ibualModeMS. The last term in
(8.1) corresponds to the probability of finding a second preimage for one of th€2t — 2°) nodes of
the Merkle tree. We generalize the original result of [157, 25] which have consideredi= 0. The

third term in (8.1) is the probability that an invalid set of polynomials h’ € Fqy[x4,...,Xn,,.]* passes
the test of the dual verifying process (Algorithm 11). Thus, we need to choose the parameters such
that: Ono o O
LI
K <27M, (8.2)

T
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When o =1, Theorem 7 impliesa -log,(q) > A. Otherwise, Theorem 7 is meaningless. The security
of the SBP transform relies then on a new hard problem, so-called\pproximate PoSSo (APoSSo)
problem (Section 4.5), that is defined below.

Problem 4. Approximate PoSSo (APoSSo(q, 0, m, N, D,r)). Let q,m,n,..,D,0 and r be non-
negative integers such thatr < min(og, m). Given p a degreeD multivariate polynomial system
in Fg[Xa,...,%n, " and y1,...,yq in Fg', the problem is to find vectorsxy,...,Xq in Fgw= such
that the dimension of the vector space generated y(x1) —vy1,...,P(Xg) — Yo is less or equal tor.

Under the assumption that APoSSo is hard for a fixed g and r, we obtain Theorem 8.

Theorem 8. If there is an adversary A against the EUF-CMA property of DualModeMS in time T
with Q random oracle queries (respectively® quantum random oracle queries) and with success
probability [J and if APoSSo(q,d, m, .., D,r) is hard, then there exists an adversaryB” against
the EUF-CMA property of Inner.DualModeMS in time O(T) with success probability at least

og,o Oy
—-(Q+1)-q —(Q+1) - -1 -(Q )ZT
in the classical random oracle model, and respectively at least
0 0 O Og o 0,0 O O
. e —a-(r+1) . - D'l —1 ’ - - 2t -2
0-e &+1 .q - d&+1 . e -—0 @+1 o

in the quantum random oracle model.

Thus, we need to choosey >r and m >r such that APoSSo is hard for small values ofr > 0, i.e:

d O
A

o - log, ()

The hardness ofAPoSSo is discussed in Chapter 10. Some classical attacks were presented in Section
4.5. In Section 8.5.2, we choosea and o for practical parameters.

(8.3)

8.5.2 Approximate PoSSo and Selection of Parameters

For o > 1, we need to assume the hardness dfPoSSo for r respecting Equation (8.3). Indeed,
if the best attack against APoSSo is the exhaustive search from Section 4.5, then we repeat this
attack-pn averageq® fjtimes to break the dual mode, requiring at leastg™ (1" evaluations of p
(or © gz (M*(a=11) for the quantum exhaustive search). This attack is more expensive than to
break the inner layer. Therefore, the initial security is not impacted.

For our parameters, a equals 1 or 2, which minimizes the signature size. Precisely, is strictly
bounded by o equals 64, 96 and 256 respectively for the-three pajameter sets proposed in Section

8.2. We make the assumption thatAPoSSo is hard for o = GIOQW . It can also be mentioned that

APoSSo is related to the so-calledGeneralized MinRank ([80], Problem 7). Given a matrix whose
coeldients are multivariate polynomials, the goal is to find an assignment of the variables that
makes the rank of the matrix smaller than a given rank. Thus, we have a problem which is in some
sense harder than the Kipnis—Shamir attack described in Section 4.6.3APoSSo iS Generalized
MinRank with o - n,,, variables, a matrix of sizec x m and a target rank r (Chapter 10). [80]
provides then the degree of regularity for solving the corresponding determinantal system.
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8.5.3 Safe Extension of the Dual Mode for Vulnerable Inner Layers

The Feistel-Patarin construction (Section 4.2) is not compatible with the SBP transform. So, we
designedDualModeMS without using such a construction, i.e. nb_ite = 1 in the inner layer. This
implies m - log,(q) > 2A. In this section, we show that by slightly increasing o, we can apply the
SBP transform on GeMSS by setting nb_ite to four in the inner layer. The main idea is to remark
that a generic attack on o signatures is similar to an attack on nb_ite signatures. If both attacks are
identical, then by taking o+ nb_ite — 1 inner signatures, an adversary can break at most nbite — 1 of
them and we obtain the original security. In practice, the forgery of nb_ite inner signatures among
o + nb_ite — 1 is slightly easier than among nb ite inner signatures. We introduce Theorem 9 to
evaluate the cost of this attack. Then, we obtain by Corollary 1 that generating o + nb_ite inner
signatures instead ofc seems enough to be immune against this new generic attack.

Theorem 9. Let x € [1,0] be an integer, andP = q% € D0, 1D. If the inner layer is a MI-based
signature scheme (without the Feistel-Patarin construction, and during the verifying process, the
evaluation of p has to be compared to a unique digest for a fixed document), and d is negligible
against P 1, then at least x inner signatures of the outer layer can be forged in approximately
O
O= qﬁm .

O_ a1
0-_1 X +1

.1 (8.4)

evaluations of the inner pubjic-key, with a memory cost of.{m + (fyar) 109,(d) bits. The number of
digests required iscH P - 0—x+1+(x—-2)1-(1-P)°**! L[ OP-(c—1). Whenaois
not negligible againstP —!, Equation (8.4) is only a lower bound on the cost of this generic attack.
Note that the generic attack is not completely balanced since the number of digests is greater thHan

Proof. The proofis similar to this of Lemma 4. Here, we extend the generic attack for an adversary
forging x < o inner signatures instead ofx = o.

Assume that an adversary uses a generic attack to generate an outer signature such that
among the ¢ inner signatures are valid. Then, he can proceed as follows. He starts by building
an inversion table of Jelements. Since the hash function is modelized as a random oracle, this
implies that the probability of inverting the public-key is P = Q—E. Then, he iterates the following
process. He chooses a document, and tries to sign it as one of tleinner signatures. If he fails,
the document is changed. Else, the adversary knows one valid inner signature. Thus, he keeps
the current document, and tries to forge at leastx — 1 inner signatures from the o — 1 remaining
signatures. Since the hash function is modelized as a random oracle (note that once the first
ﬂ'gnaturﬁsis fﬁund, the other digests are fixed and independent), this event occHers \ﬁth probability

o-1 — —1

1 H 11— . . . . 1
P'(1-P)°~*~'. We can write this probability in the form P*=*. '~ .S, for

i=x—1 i
O 0,0 O
i — 1+ -1 _ ) ) O
S= X S oix PLL-P)* < P+(1-P)

[
i=0

[b—x

_ 0 0,0 0O
So, this event has to be repeated P*~1 . w1 S times on average to succeed at least — 1
forgeries. Now, we balance the cost of the inversion table and the cost of forging at least inner
signatures, by solving:
0 Oy, O 0_ Ug O U
qm x—1 o—1 1 O O

= LI . .g-1. 2 4+ —Xx+1+ _ _ _ o—x+1 ) ]
0= 5 1 S = +0-x+14(x-2) 1-(1-P) (8.5)
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Here, we consider that if the adversary fails to forge at least one signature among — x + 1, then
he does not try to forge the x — 2 remaining signatures. We multiply by ¥ in Equation (8.5),
then we apply the (x + 1) -th root. Since we assume thato is negligible againstP —*, we obtain
approximately: 0 0

1
X . o—1 T 1
D:qmm. « 1 .S T

which coincides with the announced result wherS =1. For x =1 and x = g, S =1 and we obtain
the cost of the standard generic attack (Section 4.2). 0

0 —X D
Now, we show thatS is close to 1. We lower boundS =T by (1-P)<T >1-s,fors= %=X .p

i x+1
We obtain that: ) s
1<S @ L1+ .
1-s

Therefore, @*ﬁ — 1@< Ofor > 0. Thus, we have that if s < ¢ is negligible againstP —1, then

1.
S™x1 s close to 1. O

Corollary 1. Let x > 1 be the smallest integer such that

U_ 1

o+x—-2 *1
x—-1

gor ™. > 2\, (8.6)

If the inner layer is a MI-based signature scheme, having A-bit security level except against the
generic attack, and if Theorem 9 describes the best generic attack against the outer layer, then the
SBP transform is safe by takingo + x — 1 inner signatures, where g is the number of required
signatures for a safe outer layer based on a safe inner layer (including a safe choice ob_ite).

Proof. Assume that an adversary wants to generate at leasy > 1 valid inner signatures among
the o+ x — 1 inner signatures. Since the inner layer is safe except against the generic attack, the
adversary has to use the generic attack. We assume that Theorem 9 provides the best generic attack
against the outer layer. By applying Equation (8.4) with y instead of x and 6 + y — 1 instead of
o, we obtain the left part of Equation (8.6) (with y instead of x). This implies that if y > x, the
attack necessarily fails. Ify is chosen strictly smaller thanx, the generic attack can be performed.
Then, the y forged signatures only impact the probability of passing the verification ofo + x — 1
inner signatures with the derived public-key (cf. Figure 3.2). By removing thesey signatures, we
obtain a dual mode havingo + x — 1 —y > o inner signatures, immune against generic attacks,
where the document is fixed. Moreover, directly solvingAPoSSo(q, 0+ X — 1, m, Ny, D, 1) is harder
than solving APoSSo(q, 0, m, N, D, r) for r <o . Therefore, we obtain a reduction to the original
security level of the outer layer (based on a safe inner layer). O

Corollary 1 allows to apply the SBP transform on signature schemes having a smaller public-key,
as GeMSs (Section 8.6.2). This improves drastically the performance of the dual mode. Indeed, by
taking a smaller m, we decreasen,,, and soN, which is quadratic in n,,,. This directly decreases
the size of inner signatures, polynomials from the derived public-key and evaluations db, as well
as the probability that an invalid set of polynomials passes the PIT (Equation (8.2)). So,v can be
chosen smaller for fixedk and t. Smaller parameters imply faster cryptographic operations.

However, Corollary 1 cannot be coupled to the use of saltd.g. Section 7.6.2) without drastically
increasingx or m. Theorem 9 requires the verification of a unique digest for a fixed document,

139



whereas the concatenation of the document and a (variable) salt generates a large number of
possible digests. This would imply a standard generic attack (Section 4.2) independent of each
inner signature, requiring Oevaluations and Ohash values ford= /X - qz"™. Corollary 1 could be
used by replacing Equation (8.6) byd> 2", in particular for small values of x (e.g.q or ¢?).

8.5.4 Minimizing the Size Public-Key Plus Signature

Initially, the authors of [157] took the Merkle root as a public-key. Then, they proposed to decrease
the size of the signature by taking shorter authentication paths, but by multiplying by 22 the
public-key size. This process is described in Section 3.3. In this part, we show two options for
minimizing the size public-key plus signature. We can choosé& minimizing it (option 1). Then we
can modify this option to decrease the public-key size (option 2). For the first option, we introduce
Lemma 6.

Lemma 6. 6= [log,(v)] € N minimizes the size public-key plus signature of the outer layer.

Proof. On the one hand, the public-key contains2® digests. On the other hand, the signature
containsv € N* authentication paths of log, (1) — & digests. The value ofd which minimizes the size
of both is given by the minimum of f () = 2°% — &v. We compute it by looking when the derivative
of f is equal to zero,i.e. we solve:
In(2) - 2° —v = 0.

Let u € R% be the solution of the previous equation. We have that|log,(v) | <u < [log,(v)] +1.
Moreover, f is continuous, decreasing beforai and increasing after; So, wehave three integers
Wﬂich could miﬂimize f. We conclude this proof by comparingf |[log,(v)| ,f [log,(v)] and
f [log,(v)]+1 . We have:
0 a a 0 |
f Tlogy(v)] = f [logy(v)] +2102) —v,

f logy(v)] +1 = f Tlogy(v)] +209:(T v,
We know that 21°9:()] < v and 2/°9:()1 > v, s08 = [log,(v)] is the integer which minimizesf .

For the second option, we propose a technique which allows to decrease the public-key size with
a slight impact on the size public-key plus signature, whenl < d < [log,(v)]. Let & be an integer
in [0,5— 1]. We propose to add the public-key in the signature, then take2?’ nodes of the Merkle
tree as a new public-key. Compared to the possibility to taked = &, the user traces shorter Merkle
paths. In return, he verifies that the old public-key of 2% nodes leads to the2® nodes of the new
public-key. With this process, we remark that d only impacts the signature size. So, we can take
the value of  which minimizes the size of the new signature. As explained previously (Lemma 6),
this value is [log,(v)]. For the new public-key of size2% - 2\ bits, we can minimize its size by
setting & = 0. However, someone who would also wish to accelerate the verifying process should
choosed’ > 0.

With the first option, when we minimize the size public-key plus signature (.e. d = [log,(v)]),
the latter is:

. 0 +
o -|origin.sm|+ (o -N + v-m-K)-logy(q)+ 2191+ v. TJog,(1) — [log,(v)] -2\ bits. (8.7)
With the second option, we can choose to have a smaller public-key of siz&’ - 2\ bits. In this

case, we kee = [log,(v)], and we just modify the verifying process by checking if the2®-element
Merkle floor leads to the new public-key. The signature size is also given by Equation (8.7).
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8.5.5 Smaller Signatures

During the outer signing process, we remark that certain nodes from the Merkle tree appear several
times, in particular for the nodes close to the root. These nodes are redundant. During the outer
verifying process, other nodes are redundant because we compute them thanks to thesvaluations.
The first traced paths provide useful nodes for verifying other evaluations. Each redundant node
allows to speed up the verification, since redundant nodes should be computed only one time.
The outer cryptographic operations could be easily modified to speed up the verifying process and
minimize the number of necessary digests. Lemma 7 provides the largest signature size with this
consideration.

Lemma 7 (Maximum number of nodes required to verify the Merkle leaves).

Let 1> 1 be a power of two,v € [1,T], x € [1, 5] and y € [0,x] be integers such thatv = x +y.

If v distinct nodes in the largest floor of a Merkle tree of size&2t — 1 are known, if y is the number
of known couples of sibling nodes in this floor, and if the root of the Merkle tree is known, then
the maximum number of new nodex that requires the verification of the v nodes by tracing their
corresponding path until the root is less or equal to; —y.

Proof. We use a proof by induction onlog,(t) > 1. For Tt = 2, we have two possibilities. Ifv =1,
then y = 0 and the verification requires the sibling node. Elsey =2 and we know a node and its
sibling node, soy = 1 and no new node is required. In both caseg = 5 —y.

Now, we assume that Lemma 7 is true for a tree of siz€t — 1, and we consider a tree of size
4t — 1. We study z in function of the t1-element floor. Letx € [1,1] be the number of distinct
nodes of this floor that we have to compute for the verification of thev nodes. This implies that
the 2t-element floor hasv = x + y known nodes fory € [0, x], and requires storingx —y new nodes
for this floor. Note that y is the number of known couples of sibling nodes in th&t-element floor.
Let x’ € [1,5] and y’ € [0,x’] be integers such thatx = x’ + y’. By induction hypothesis, we
obtainz< 5 —y' +x—-y=5+x"—y. Thus,z<1 —y. O

For any outer signature, Lemma 7 allows to decrease the number of digests corresponding to
the n+1 smallest floors (which correspond to a tree of siz€-2" — 1) of the Merkle tree. For d <n,
we can replacev - (n — 9) digests by af most 2" —1 digests ip the outer;signature. The values ofn
minimizing the signature size aremin |log,(v)| +2,log,(t) and min [log,(v)] + 1,log,(t) . For
n = [log,(v)] +1 < log,(t), we obtain the following signature size:

u 0 H
o-|origin.sm/+(a-N+v-m-k)-log,(g)+ 2191+ y. Jog,(1) —[log,(v)]—1 -2 bits. (8.8)

In this case, Lemma 7 saves at least —2° digests in the size public-key plus signature compared
to the first option, and saves at leastv digests in the outer signatures compared to the second option
(defined in Section 8.5.4). The size of the public-key i2® digests for anyd € [0, [log,(v)]]. We
canghoose to simplify thejcryptographic operations by removing redundant digests only from the
min [log,(v)] + 1,log,(t) — & — 1 smallest floors (the 5+ 1 smallest floors are removed), or we
can remove all redundant digests for decreasing the signature size on average. In both cases, the
signature size is upper bpunded by Equatien (8.8). The verifying process requires computing at
most 2109:(M) T — 2% + vy . "log, (1) — [log,(v)] digests from 4\-bit sequences.
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8.6 Design

In [83] (Section 8.2), we proposed three sets of parameters f@ualModeMS. In this section, we
propose new parameters:

« In Section 8.6.1, we seD to 17 to accelerate the signing process. We obtaiRedDualModeMs.

* In Section 8.6.2, we apply the technique from Section 8.5.3. We remark that for our param-
eters, if nb_ite > 1 is chosen to avoid the generic attack against the inner layer, then we can
set nb_ite = 1 if we take o + nb_ite inner signatures instead ofc. Therefore, we can apply
the SBP transform to GeMSS and improve drastically both signature size and performance.

e Then, we propose security parameters for the dual mode okainbow in Section 8.6.3.

« Finally, we introduce a new parameter to control the trade-o[between secret-key size and
performance of the signing process in Section 8.6.4.

In this part, we compress the inner secret-key ofiIFEv--based schemes from a seed, as described in
Section 7.4.1. We use the technique from Section 8.5.5 which minimizes the size public-key plus
signature. We reach a public-key size oA bits by setting d to zero. The signature size is given by
Equation (8.8). Performance measurements are available in Sections 8.7 and 9.6.3.

8.6.1 RedDualModeMS

In Section 7.8.2, we proposed a red version ofeMSS. The idea is to setD to 17 to speed up
the signing process. We propose to apply this idea orbualModeMS. The obtained scheme is
called RedDualModeMs, and is described in Table 8.5. The parameters ofnner.RedDualModeVMS are
extracted from Tables 7.34, 7.35 and 7.36. Fok = 18, the field polynomial defining F,« is the
degreek 9-ESP (.e. a'® + a® + 1), but could also be the degreex AOP (Section 5.3.4).

inner layer (A, D,dexs, A, v,nb_ite) | |pk| (MB) |sk| (B) |sign| (bits)
Inner.DualModeMS128 (128,129 266,10,11,1) 1.23 16 277
Inner.RedDualModeMS128 (128,117,268 12,12,1) 1.26 280
Inner.DualModeMS192 (192,129 402 18,18,1) 4.24 24 420
Inner.RedDualModeMS192 (192,17,404,20,19,1) 4.30 423
Inner.DualModeMS256 (256, 129 540, 28, 26, 1) 10.3 32 566
Inner.RedDualModeMS256 (256, 17,540, 28,29,1) 10.4 569

outer layer (A, 0,0,K, log,(T),Vv, ) Ipk| (B) |sk| (MB) | |sign| (kB)
DualModeMS128 (128,64,2,21,18,18,0) 32 18.0 31.9
RedDualModeMS128 (128,128 1,18,18,19,0) 18.0 28.7
DualModeMS192 (192,96, 2,20,18,33,0) 48 29.4 79.3
RedDualModeMS192 (192,192 1,18, 18,34,0) 29.5 71.8
DualModeMS256 (256,256,1, 20, 18,51, 0) 64 43.8 143
RedDualModeMS256 (256,256,1,18,18,53,0) 43.9 141

Table 8.5: Size of the keys and signature of the inner and dual modes. We compress the inner
secret-key from a seed (Section 7.4.1).
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8.6.2 Dual GeMSS

Here, we apply the idea from Section 8.5.3 ogeMSS. We choose nbite > 1 providing a safe inner
layer, then we remove the Feistel-Patarin construction in the inner layer when we use it in the
outer layer. For our practical values of m, we obtain that when ¢ = g X = nb_ite + 1 satisfies
Corollary 1. Thus, we obtain a very eldient dual mode of GeMSS (Table 8.6). The use of the dual
mode of GeMSS allows a faster signing process tharbualModeMS (Since dey; iS smaller), as well as
smaller signature sizes (sincen and n,., are smaller). The signature sizes obual RedGeMSS are
between 1.38 and 1.51 times smaller than these dfedDualModeMS. For Kk = 19, the extension field
is defined asFa = Fy[a]/ (a¥ + a®+ a®+ a +1). For k = 18, we refer to Section 8.6.1.

scheme (A.0,0,K, 10g,(1),v,8) | K| (B) [ skl (MB) | [sign] (kB)
Dual BlueGeMSS128 | (128,68, 2,18 18, 16,0) 32 17.1 20.2
Dual RedGeMSS128 (128,68, 2,19,18,16,0) 17.2 20.7
Dual BlueGeMSS192 26.4 49.5
Dual RedGeMSS192 (192' 1961,18,18,29, 0) 48 26.5 49.7
Dual BlueGeMSS256 36.6 93.5
Dual RedGeMSS256 (256,260,1, 18,18, 44,0) 64 36.7 93.8

Table 8.6: Size of the keys and signature of the dual mode d&lueGeMSS and RedGeMSS. We remove
the Feistel-Patarin construction in the inner layer.

8.6.3 Dual Rainbow

In Table 8.7, we propose new parameters for the dual mode dainbow (Section 2.4.3), calledDual
Rainbow. The parameters proposed in [25] (Section 3.6) target a 128-bit quantum security level
(and a 192-bit classical security level), whereas we consider%@l—bit quantum security level. We have
considered theRainbow schemes [64] submitted to the second round of the NIST PQC standard-
ization process, as well aRainbow-Ic which is supported by the second round implementation.
This choice allows to study the impact of g on the dual mode of Rainbow. The parameters and
sizes of the inner layer ofRainbow are described in Table 7.39 (Section 7.10). As in [25], we could
also propose the dual mode okyclic Rainbow to reduce the size of the outer signature (Section
3.6). This possibility is not supported by M@soft (Chapter 9). In Section 9.6.3, we present the
performance ofDual Rainbow with MQsoft.

We defineF16 and Fos6 as in Section 7.4.9. Fork = 5, the extension field is defined adFg« =
Fis[a]/ (0% + a? +1). For kK = 3, the extension field is defined affose« = Fosg[a]/ (0 + o +1).

scheme (A 0,0,K, l0g,(1),v,0) | |pk| (B) | skl (MB) | |sign| (kB)
Dual Rainbow-Ia (128,32,1,5,18,16,0) 32 17.0 141
Dual Rainbow-Ic (128,16,1, 3,18,17,0) 32 17.1 15.6
Dual Rainbow-IIIc | (192 24,1,3,18 310) 48 26.4 39.7
Dual Rainbow-Vc (256,321, 3,18,47,0) 64 36.5 75.0

Table 8.7: Size of the keys and signature of the dual mode dfainbow.
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8.6.4 Performance with a Smaller Secret-Key

In this section, we introducey € N, a new parameter corresponding to the number of floors, from
the leaves of the Merkle tree, that we remove from the secret-key. This divides the size of the tree
(approximately) by 2Y. In return, we generate again these floors during the signing process. So, this
process only impacts the signing processz -2¥ evaluations ofm MAC polynomials, v -(2¥Y — 1) digests
from (MK log,())-bit sequences andv - (2¥ — 1 —y) digests from4A-bit sequences are required. For
small values ofy, we obtain interesting trade-o(sS between size of secret-key and performance of the
signing process (Table 8.8).

Y
0 1 2 3 4 5 6

secret-key (MB) | 18.0| 9.62 | 543 | 3.33| 2.28| 1.76 | 1.49
signing process | 1.00 | 1.00 | 1.00 | 1.01| 1.02 | 1.04 | 1.09
secret-key (MB) | 18.0| 9.65| 5.45| 3.36 | 2.31| 1.78 | 1.52
signing process | 1.00 | 1.05| 1.14 | 1.33 | 1.67 | 2.38 | 3.80
secret-key (MB) | 17.0 | 8.63 | 4.44 | 2.34| 1.29 | 0.766 | 0.504
signing process | 1.00 | 1.21 | 1.63 | 2.43 | 4.03 | 7.21 | 13.6
secret-key (MB) | 17.1| 8.71| 451 | 2.42 | 1.37 | 0.845| 0.583
signing process | 1.00 | 1.27 | 1.81 | 2.85| 5.00 | 9.22 | 17.7

DualModeMS128

RedDualModeMS128

Dual Rainbow-Ia

Dual Rainbow-Ic

Table 8.8: Performance of the dual mode in function ofy. For the signing process, we give the
slow-down factor compared toy equals 0. We use a Skylake processor (LaptopS), witRCLMULQDQ
and the AVX2 instruction set. Turbo Boost is not used.

Remark 16. The inner secret-key ofRainbow can be generated from a small seed (Section 7.4.1),
permitting to decrease the size of the dual secret-key. As for th&FE-based schemes, the secret-key
can be decompressed one time fay inner signatures.

8.7 Comparison of DualModeMS to Other Signature Schemes

In Table 8.9, we compareDualModeMS and Dual Rainbow to the other second round signature
schemes of the NIST PQC standardization process.GeMSS, picnic and SPHINCS® are currently
alternate candidates of the third round, whereasMQDSS [55] was not selected for the third round.
Clearly, Dual Rainbow is very competitive compared to the other second round schemes. It has the
fastest verifying process, and the signing process is one of the fastest. The compromise between
speed and signature size seems optimal. Moreover, the inner layer ®lual Rainbow is currently

a finalist candidate of the third round (except Rainbow-Ic that we take from the first round).
DualModeMS would be competitive by using the dual mode ofGeMSS as proposed in Section 8.6.2.
The secret-key sizes are very large, but can be drastically reduced by setting> 0 (Section 8.6.4).
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scheme key gen. | sign | verify | |pk| (B) |sk| |sign| (kB)

DualModeMS128 3740 2800 | 0.684 32 18 MB 31.9
RedDualModeMS128 3790 136 | 0.801 32 18 MB 28.7
Dual Rainbow-Ia 998 3.20 | 0.296 32 17 MB 14.1
Dual Rainbow-Ic 995 5.54 | 0.338 32 17.1 MB 15.6
picnic-L1-FS 0.0170 | 5.87 | 4.61 32 16 B! 34.0
picnic-L1-UR 0.0170 | 7.03 | 5.66 32 16 B! 54.0
picnic2-L1-FS 0.0167 254 115 32 16 B! 13.8
SPHINCS* -SHAKE256-128s-5 141 | 2260 | 4.53 32 32 B! 8.08
SPHINCS™ -SHAKE256-128s-r 276 4100 | 8.40 32 32 B! 8.08
SPHINCS* -SHAKE256-128f-s 4.47 145 10.0 32 32 B! 17.0
SPHINCS* -SHAKE256-128f-r 8.83 270 20.4 32 32 B! 17.0
MQDSS-31-482 0.916 | 4.49 | 2.80 46 16 B 28.4
PKP-DSS-128 0.0775 | 2.67 | 1.01 57 16 B 20.9

1 The public-key is used during the signing process, but its size is not included in the secret-key size.

2 Version 2.1.

Table 8.9: Comparison of the dual mode to the second round candidates (excepKP-DSS [23]), for

a 128-bit security level. Here, the dual mode minimizes the size of the public-keyd(= 0, cf. Section
8.5.5). The cryptographic operations are measured in megacycles. We use a Skylake processor
(LaptopS), with PCLMULQDQ and the AVX2 instruction set. Turbo Boost is not used.

8.8 Advantages and Limitations

The SBP construction allows to greatly decrease the public-key size ofinner.DualModeMS and
Rainbow. In return, the signature size is larger, but much smaller than the inner public-key size.

The secret-key size is much bigger, but can be reduced. The time to sign/verify is larger, but
this provides very interesting trade-ol$ for multivariate schemes. The obtained schemes are very
competitive with the NIST candidates. Dual Rainbow is faster than DualModeMS and has smaller
signature sizes, but the use obual GeMSS allows to reduce this gap. Finally, the SBP construction

can be applied to other categories of signature schemes [25] such as code-based schemes and lattices-
based schemes.
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Chapter 9

MQsoft — a Fast Multivariate
Cryptography Library

Here, we present software tools [84] that allow the eldient implementation of HFE-based schemes
(using arithmetic in Fau.,. ). In particular, our software tools allow to speed up the GeMss [50] (Chap-
ter 7), Gui [62] andDualModeMs [83] (Chapter 8) signature schemes, which are candidates submitted
to the NIST post-quantum cryptography standardization process [128]. The advantage of5q.,. iS
that each element can be represented as a vector of bits, which corresponds to the architecture
of binary computers and can be naturally improved by vector instructions (Section 6.1.3). The
signature generation requires arithmetic inF..,.[X ], and its implementation is already provided
by various libraries. Among the best, NTL [153] (Section 6.2.1) provides high-quality implementa-
tions of state-of-the-art algorithms. But these algorithms are not dedicated to sparse polynomials.
Moreover, the implementations are not constant-time (Section 6.3) and so are vulnerable to timing
attacks (Section 4.7). For these reasons, we need to adapt the algorithms used. We have chosen
to create a new library, which is based on constant-time arithmetic inFa.,.. Unlike NTL, which
olérs a general implementation, the value ofd.,; can be fixed in the code of our library, allowing

a more elgient arithmetic. Moreover, we exploit the sparse polynomial structure to improve the
performance. More generally, our implementation uses the Intel vector instructions (Section 6.1.3)
to obtain interesting speed-ups.

Our library supports DualModeMS [83] (Chapter 8), which is one of the candidates of the NIST
PQC standardization process. By improving the implementation of HFE-based schemes, we au-
tomatically improve the implementation of DualModeMS. The main results of this chapter were
published in [84]. Compared to [84], we propose crucial improvements. Firstly, we improve our
implementation of polynomial multiplication (Section 9.3.2), in order to add an el@ient modular
composition (Section 9.3.4), used to speed up the Frobenius map (Section 9.3.5). Secondly, we
implement the constant-time GCD of [19] (Section 9.3.6). Thirdly, the performance results ofHFE
(Section 9.6.1) are based on an eldient keypair generation via evaluation-interpolation (Section
7.4.7). Fourth, we propose more implementations of arithmetic inF,q.,., including Haswell proces-
sors. Finally, we introduce new algorithms (Sections 9.4.5 and 9.5) to improve the performance of
all cryptographic operations of DualModeMS and Dual Rainbow (Section 8.6.3).
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Evaluation of multivariate quadratic systems. Many multivariate cryptosystems (Chapter
2) require evaluating a multivariate quadratic system to encrypt data or verify a signature (e.qg.
[62, 50, 53]). Encryption uses secret data and should be performed in constant-time (Section 6.3),
whereas verification is a public process and does not have this constraint. IHFEv- signature
schemes (Section 2.4.1), the evaluation step is the main part of verification. Eldient implementa-
tions of evaluation were studied in [15, 51, 53, 56]. The authors of [15] proposed dilérent strategies
for the evaluation over F,, F16 and Fos6. In [51], the evaluation over 31, F1g and Fase is vectorized
with SSSE3 instructions. In [53], the authors proposed to optimize the evaluation oveif3; and IF,
by evaluating the public-key equations one by one. Their implementation is vectorized with the
AVX2 instruction set. In [56], the authors presented a faster evaluation overF, with the same in-
struction set. To do so, they used amonomial representation of the public-key: for each monomial,
the corresponding coeldients in each equation are stored together. We optimize the evaluation
with this representation to obtain new speed records.

Root finding of a HFE polynomial. The main part of the signature generation inGui and GeMSS

is to find the roots of a polynomial F over F.q... With a specific form. Root finding (Section 5.4.8)
is a fundamental problem in computer algebra with various applications in discrete mathematics.
A survey of the main root finding methods can be found in [161]. Recently, the successive resultant
algorithm (SRA) [138] has been proposed to find the roots of a polynomial in small characteristic.
In [61], SRA has been extended to arbitrary finite fields. In particular, root finding is improved for
split and separable polynomials, when the cardinality of the multiplicative group is smooth.

In the case of theHFE polynomial F € F,u...[X], F has a sparse structure and its coeldients
are in a field of small characteristic. Moreover, the number of roots is generally small (it is almost
always less than ten for our parameters). The main challenge is to exploit the sparse structure &f
to improve the complexity of the root finding: it should depend on the number of coeldients of F
and not on its degree. In practice, Berlekamp’s algorithm [161, Algorithm 14.15], which computes
GCD(F, X 2 —X mod F), is used. The most costly task is the computation ofX 2**** mod F, also
called Frobenius map, and theHFE structure of F can be exploited during the modular reduction.
In [144], the authors proposed a method to compute the Frobenius map (Section 5.4.5) with multi-
squaring tables, which is interesting when the degree df is (approximately) smaller than de... We
study how to implement the Frobenius map eldiently, optimizing as a function of the parameters.

Arithmetic in Fou... Arithmetic in F,a... (Section 5.3) is a critical part of the root finding algo-
rithm, because all operations inF,q.,. [X ] require it, and is studied in [6, 5, 159, 30]. In particular,
multiplication in F.u.. is the most critical operation. This is a well-known task and is studied in
[41, 72, 121, 52]. Here, we choose to use tHRELMULQDQ instruction (Section 6.1.3) to obtain an
eldient implementation. This instruction computes the product of two binary polynomials, each

of degree strictly less than 64.

Organization of the Chapter and Main Results

We presentMQsoft [84]: an eldient library in C programming language forHFE-based schemes such
as GeMSS, Gui and DualModeMS. MQsoft is an improved version of theGeMSS additional implemen-
tation submitted to the NIST post-quantum cryptography competition [128]. Our library permits

to improve the fastest known implementations for GeMSS, Gui and DualModeMS. The performance
results are studied in Section 9.6. Table 9.1 summarizes the obtained speed-ups.
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The structure of MQsoft is depicted in Figure 9.1 which summarizes the main tasks required
for each cryptographic operation. The critical part of an operation is represented by a plain arrow,
whereas less important operations are represented by dotted arrows.

Keypair generation ] e Signing process ", Verifying process
(Sections 2.3.1 and 7.1.2) J . (Sections 2.3.2 and 7.1.3) ) . (Sections 2.3.3 and 7.1.4)
l “““““ J/ T N ....."J l

Evaluation of a MQ
evaluation of F (Sections 9.3 and 9.3.7) system (Section 9.4)

Sections 9.4.1 and 7.4.7)

[ Computation or ] [ Root finding over Fq.,, ]
(

in FZd ext [X]
(Section 9.3.5)

Frobenius map
GCD in Fpuyy, [X]
(Section 9.3.6)

Split root finding over
Fod., (Section 5.4.7)

Inversion in F
2dext

&
[Multiplicatio i Foa. ]< .........
. (Section 9.2.6)

__; Multi-squa_ring N Fodey
(Section 9.2.5)

|

Multiplication in  F2[x]
(Section 9.2.2)

Modular reduction in
F2[x] (Section 9.2.3) (—[ Squaring in Fad . ]__>[

Squaring in Fz[x]
(Section 9.2.1)

Figure 9.1: Dependencies between the dilérent operations performed iNQsoft.

scheme key gen. sign verify
GeMSS128 19.6 x 6.03| 608 x 2.09 | 0.106 x 1.57
GeMSS192 69.4 x 7.90| 1760 x 1.83| 0.304 x 1.47
GeMSS256 158 x 9.32 | 2490 x 2.16 | 0.665 x 1.76
FGeMSS(266) 53.7 x 822 | 44 x 290 | 0.0365 x 2.64
DualModeMS128 | 3710 x 537 | 2800 x 2.81| 0.643 x 15.3
Gui-184 235 x 31.7| 285 x 2.60 | 0.0712 x 1.89
Gui-312 116 x 41.9 | 308 x 2.53 | 0.161 x 1.85
Gui-448 356 x 91.7 | 5710 x 3.44| 0.562 x 1.62

Table 9.1: Number of megacycles (Mc) for each cryptographic operation with our library for a

Skylake processor (LaptopS), followed by the speed-up between the best implementation provided
for the NIST submissions (Table 7.37) versus our implementation. For example
means a performance of 19.6 Mc withMQsoft, and a performance 0f19.6 x 6.03 = 118 Mc for the
NIST implementations.
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It is clear from Figure 9.1 that HFE-based schemes require an eldient implementation of arith-
metic in Faa.,. [X ] and so inF,a.,.. This is studied in Section 9.2. We have implemented state-of-the-
art algorithms for arithmetic in Fa.,. that use vectorization (SSE2 and AVX2) and the PCLMULQDQ
instruction to improve multiplication in  F,a.. (Section 9.2.2). The multiplication is computed
with the schoolbook algorithm by block of 64 bits or with Karatsuba’s algorithm, in function of
the number of blocks and the processor used. WheRCLMULQDQ is not available, MQsoft uses the
multiplication in F,[x] of the gf2x library (Section 6.2.1). MQ@soft also proposes straightforward
algorithms to assure a constant-time implementation, but the performance could be improved. The
modular inverse is computed with the Itoh—Tsuijii Multiplicative Inversion Algorithm (Section 9.2.6)
together with multi-squaring tables (Section 9.2.5).

To optimize the arithmetic in F,a..., the choice ofd.,; has to be made before the compilation.
This permits the specialization of the implementation. The library is flexible and allows the choice of
any dexr < 576. Fou.,. is built as F, quotiented by an irreducible polynomial f of degreede,.. When
it is possible, we choose an irreducible trinomial forf to accelerate the modular reduction (Section
9.2.3). The modular reduction by f is vectorized for trinomials such that the degree off — x%= is
strictly less than 128, and for the parameters of studied schemes. We have vectorized the modular
reduction by a pentanomial exclusively ford.,. € {184, 312 448 544} (Section 9.2.4), because they
are the parameters ofGui and DualModeMS256Yt. Otherwise, the modular reduction is implemented
for pentanomials such that the degree of —x%= is strictly less than 33. For dex; < 576, 56% of the
finite fields can be created with an irreducible trinomial (cf. Section B.9). Our library vectorizes
modular reduction for 92% of these cases. We obtain approximately a speed-up of a factor of four
compared to the arithmetic in Foa.,, Of NTL.

In Section 9.4, the verifying process is accelerated via an elgdient evaluation of multivariate
guadratic systems using AVX2 instruction set. We obtain new speed records for the constant-
time and variable-time evaluations of binary multivariate polynomials. To do it, we have chosen
to use the monomial representation as in [S56 We have stored MQ systems @h equations in
Fa[X1,...,Xn,..] as apair(C,Q) € Fom x M, .. Fom , whereQ is an upper triangular matrix such
that Q;; corresponds to the termx;x;, and C is the constant term. Since the MQ systems will be
evaluated overF,, x? = x; and so, the linear termx; is stored with the term x2 of Q. With this
representation, the evaluation inx € F3* is computed asC + x - Q - x". For 256 equations in 256
variables overF,, our variable-time evaluation is 1.38 times faster than in [56]. To obtain this, we
use unrolled loops and a specific way to extract the terms;. For the constant-time evaluation,
we obtain a performance similar to [56], which targets Haswell processors. However, on Skylake
processors, the evaluation can be faster by using vector instructions in a specific way, as explained
in Section 9.4.4. This method saves a factor 1.1 on Skylake (for 256 equations in 256 variables).

The core of the signing process is to find the roots of a univariat®éfFE polynomial F in Fau.,. [X],
which has a special structure. In particular, F is in the following note:

0 i O .
j i
Aij X222+ B X% + C € Fa..[X].
0gj<i<d  ext 0<i<d ext
21+21 <D 2'<D

Our goal is to exploit this structure to accelerate the root finding. We address this question in
Section 9.3. We have been able to tweak Berlekamp’s algorithm [161, Algorithm 14.15] to take
advantage of the sparse structure of-.
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When D > d ., the computation of X 2'* mod F is done with the repeated squaring algorithm
[161, Algorithm 4.8]. The core of this algorithm is to compute the modular reduction of the square
of an elementB € Fy...[X] by F. The classical Euclidean division ofB2 by F requires computing
B2 —QF, where Qs the quotient of this division. With a naive implementation, the multiplication
of Qby F cqﬁtso D2 fiﬁld multiplications. Using a sparse representation of, the multiplication
only costsO D log,(D)? field multiplications.

So, with a sparse polynomial, the computation of the roots is faster. This suggests considering
sparseHFE polynomials. In Theorem 10, we prove that makingF more sparse improves the com-
plexity. BecauseF is a part of the secret-key, the nature of this change requires a new analysis of
security. We observe in practice that removing a small number of odd degree terms appears not to
aléct the security. However, the security of this method has to be studied in depth. With Theorem
10, we can save 43.75% of the computations we would have done, by removing only three terms
having an odd degree inF. The general idea to makeF more sparse has already been proposed
in HFEBoost!, but independently of this, the proof of Theorem 10 f. Section 9.3.3) provides a
concrete method to improve the complexity. It has the advantage of being in constant-time because
the useless computations are known and so can be avoided.

Theorem 10. Let H be aHFE polynomial of degreeD in F..[X] where thes terms of highest
odd degree have been remove® < s < [log,(D)]), and let A € F...[X] be a square of degree
at most 2D — 2. If D and q are even, then the computation obéhe classical Euclidean division
(Algorithm 37) of A by H can be accelerated by a facto(D — 1)/ 3 + [qg/'®9a(P)1=s=2]"

When D < d ., the strategy of [144] becomes more eldient for computing the Frobenius map.
The idea is to compute a lookup table ofX 2 mod F to accelerate the modular reduction. Thus,
the squaring modulo F is computed by multiplying its i-th coel@ient by the element X 2 mod F
from the table for i € [0,D — 1]. The authors of [144] also suggest doing several squarings in one
step, with multi-squaring tables. In Section 5.4.5, we describe an explicit strategy for doing this
eldiently, and how to choose the number of squarings to perform before the modular reduction. In
Section 9.3.5, we show the results obtained by exploiting théIFE structure of F when it is possible.

The performance of both strategies described above depends on the required number of field
multiplications. The accurate number of multiplications of each method which is given in Section
5.4.5 allows to choose the best strategy as a function of the parameters. Finally, whed is small
enough compared tod.,;, both previous strategies can be embedded with the use of modular
composition (Section 9.3.4). This method generates speed-ups which are proportional to the gap
betweenD and dey:.

9.1 Data Structure

Here, we describe the data structure used to store elements @a.,. and F,u..[X]. This represen-
tation is crucial for the eldiency of our implementation. This is especially true for binary fields
since operations inlF, can be naturally vectorized (Section 5.3.1). Arithmetic in Faq...[X ] is used
during the root finding of a HFE polynomial. To be eldient, it is important to distinguish dense
polynomials which appear during the computation of the Frobenius map and the GCD, from aHFE
polynomial which is used to redugeX 2'== _ % . \We can notice that the HFE polynomial is sparse
since it only hasK = O log,(D)? non-zero coelGients.

Ihttps://www-polsys.lip6.fr/Links/hfeboost.html
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Representation of elements in Foiee. The field Fou.,. is defined asF,[a]/ (f (a)) with f being
an irreducible polynomial of degreed.,. in F,[x]. We have chosen the polynomial basis (Section
5.2.1). An element ofF,.... is represented by a polynomjal inF;[a] of degree at mostde,; — 1. The
coeldients are stored as a vector of bits, requiring dw—t words, wherew is the word sizﬁ (indaits).
The j -th bit of the i-th word is the coeldient of the term of degree wi + j, for i € [0, d;;t —1]
andj € [0,w — 1]. It is set to zero when (Wi + j) > dexs.

Example 1 (Storing a binary polynomial). Let w=64 and P = a%0 + a* € Fw. To simplify
the notations, we represent vectors of bits as 64-bit integersP is stored as0x0000001000000010.
In particular, the bits from 37 to 63 are set to zero.

Representation of dense polynomials in Foiee [X].  An element of Faa... [X ] is represented by
its degreed and a vector ofd + 1 coeldients. The coeldients are stored from lower to higher
degree of the corresponding terms in an array. The degree is stored in a local variable, except, for
the implementation of the fast GCD in Section 9.3.6, because it requires matrices itMy Foa... [X] .

In this case, we use & structure to store the degree and the pointer toward the array of coelgients.

Example 2 (Storing a dense polynomial). Let P = X8+ aX "+(a+1) X8+ X5+ aX € F4[X].
P is stored as8,(0,0,0,0,0,1,a+1,qa,1).

Representation of HFE polynomials in  Foa...[X]. In HFEv-based schemes, th#FEv polynomial
is a part of the secret-key. During the signature generation ¢f. Section 2.3.2), the vinegar variables
of the HFEv polynomial are evaluated to obtain a HFE polynomial. Its degreeD is a parameter of
security and is assumed to be known. It is defined by thee directive #define. A HFE polynomial in
Faa... [X ] is represented as a vector of coelGients where only termsX ©, X 2 and X 2 *2’ are stored.
It is chosen monic and so the leading term is not stored. IP is in Fya...[X ], we denote byPygg its
HFE representation.

Example 3 (Storing a  HFE polynomial). Let P = X + aX 2+ (a+ 1) X0+ aX & Fy[X].
Pyre is stored as(0,0,0,0,0,0,0,0,0,a +1,a). Only the coeldients of terms with a degree in
{0,1,2,3,4,5,6,8,9,10, 12} are stored.

9.2 Arithmetic In Fou.,.

Arithmetic in Fy... is the core of the signature generation (Section 7.1.3) and keypair generation
(Section 7.1.2). In Section 9.4.1, we exp{ain how to generatg elgiently the inner secret polynomials
of f (EqE@tion (7.2)). This requires 8 dext 10g4(D) l0g,(0) squa}ﬂngs iN Fd o (precomputation
step), O dext 109, (D)(Nvar +10g4(D)) operations in Fg[x] and O dext(Nvar +10g4(D)) modular
reductiens. Hp Section 7.4.7, we generate the public-key by evaluation-interpolation. This requires
N = O n2,, evaluations of aHFEv polynomial. Once the vinegaryariables are evalyated, we have
to evaluﬁe a HFE pql_r}/nomial, which implies ap, overall C(ﬁt ofO N log,(D)log,(q) squarings in
Fgtere, O N Iogq(D)2 operations inFq[x] and O N log,(D) modulaﬁreductions. With aﬁwltipoint
evaluation &Section 7.4.7), the computatiﬂn of FoS requires onlyodwvar log,(D) log,(a) ﬁquarings
iN Fyoexss O Nyar Iogq(D)-dnvarHogq(D)) operationsin%q[x] and O Nyar-(Nvar+10g4(D)) modular
reductions, as well asO Ny, dexeV - (Nyar + V +10Q QEP)) oaerationﬁin Fmdue to the vinegar part,
and the extra memory cost is approximatelynya, - v+2 - logy(D) +1 elements ofFy....
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In Section 9.3, the signature @eneration can be perfﬁrmed witIODnb_ite . %ZDfield operations,
Odqb_ite ey D Iogq(Dh2 log,(0) operations in Fy[x], O nb_ite ﬁiextD IogZ@) squarings inFq[x],
O nb_ite - dextD l0g,(g) modular reductions and (optionally) O nb_ite - D field inversions.

In GeMSS, g = 2. We use the polynomial representation defined in Section 9.1. It is the most
eldient representation when PCLMULQDQ is available [159]. To compute the square (respectively the
multiplication) of B in F....., we choose to compute the square (respectively the multiplication) of
B in F,[x] before performing the reduction by the univariate polynomial defining the extension.

architecture Skylake | Broadwell | Haswell | vy Bridge
latency 6 5 7 14
throughput (CPI) 1 1 2 8

Table 9.2: Performance of thePCLMULQDQ instruction in function of the architecture, as
presented in the Intel Intrinsics Guide. We note that the latency on Skylake was evaluated
to 7 until early 2020. This explains why we find this value in older articles, as in [84, 62, 72].

Table 9.2 presents the cost ofPCLMULQDQ in function of the architecture. The choice of the
best algorithm of multiplication in F,..,. depends on the processor. Our choices target the Skylake
processors, which use only one CPI (Cycle Per Instruction) to performPCLMULQDQ. We have also
extended MQsoft to support Haswell processors, because it is the most studied architecture in the
scientific world. On Haswell, PCLMULQDQ requires two CPI. This makes optimal methods using less
calls to PCLMULQDQ.

This section contains mainly the results of [84]. We have added some details on the best methods
to compute the square and the multiplication in F.,4.,, on Haswell, which are currently used in the
optimized implementation of GeMSS (Section 7.5.4). We have gpmpleted Table 9.3. In [84], the
AVX2 implementation of the squaring was available only for "g—f =0 mod 4. We also improve the
modular reduction for specific trinomials (Table 9.9), and we give the performance of the reduction
modular by pentanomials that we use (Table 9.10), based on several kinds of optimization.

9.2.1 Polynomial Squaring over I,

Squaring is used during the root finding algorithm (Section 5.4.8) which is the core of the signature
generation (Section 7.1.3). It is also used during the so-called Itoh—Tsujii Multiplicative Inversion
Algorithm which computes the modular inverse inF., . (Section 9.2.6).

In binary fields, the squaring of B = id;’g_lhai € Fa... can be performed ﬂ] linear time
(Section 5.1.3). The linearity of the Frobenius endomorphism implies thatB? = id:g’lbam.

Since we have stored as a vector of bits, squaring corresponds to insert a null bit between each
bit of B.

Example 4 (Square of a binary polynomial). Let B = a®+ a?+1 € F,.. B is stored as the
binary integer 1101. Its square isB2 = a® + o+ 1, which is represented asl010001.

To compute the square of ad.,.-bit element on Skylake processors and newer, we divide it into
words of 64 bits. For each one, the’CLMULQDQ instruction directly computgs the binary polynomial
multiplication of the 64-bit element by itself. This method requires dg—zt calls to PCLMULQDQ.
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On Haswell processors, we use the previous method foDrdgf D< 3. For Ddgztm> 4, the use of
lookup tables [5] is faster (in AVX2). We have implemented Algorithm 1 of [5] which uses SSE2
instructions and PSHUFB from SSSE3, and a variant in AVX2 that uses the VPSHUFB instruction.
The PSHUFB instruction performs the lookup of the square of 16 elements on 4 bits in a lookup table
in constant-time, and the VPSHUFB instruction performs two times PSHUFB (Section 6.1.3).

Table 9.3 summarizes the performance of squaring functions which are proposed in our library.
The experimental process consists in computing the square of elements from a small array, then
measuring the average cost of one operation. We have added the SSE2 column to highlight the
impact of the PSHUFB instruction. This SSE2 implementation emulates our specific use oPSHUFB
by using some shifts,X0R instructions and masks (we start by inserting two null bits between each
pair of bits, then we insert one pyll bit between each bit). For the squaring usingVVPSHUFB, the
implementation for odd values of dg—zt is slower than for the even values. It is due to theload and
store instructions, which are less eldient. On the Skylake processors, the best squaring is the one
using the PCLMULQDQ instruction: this instruction costs only one cycle of throughput, but six cycles
of latency (Table 9.2). However, the latency can be used to run other instructions, which improves

the performance.

0, O Skylake Haswell

64 SSE2 | PSHUFB | VPSHUFB | PCLMULQDQ || SSE2 | PSHUFB | VPSHUFB | PCLMULQDQ
1 5.9 5.7 5.9 2.2 4.9 4.9 51 2.1
2 8.7 5.7 5.6 5.0 8.2 5.9 53 4.9
3 13.0 8.0 8.1 6.2 12.2 7.0 7.8 6.9
4 16.1 9.0 7.5 6.3 14.9 8.8 7.4 8.4
5 19.7 12.2 9.3 7.2 19.5 10.6 8.9 10.5
6 23.7 13.3 9.1 7.9 21.4 12.4 9.7 12.4
7 27.3 16.6 13.8 9.4 26.4 14.5 12.9 14.6
8 30.9 17.6 11.3 10.6 29.9 16.3 12.1 16.3
9 35.7 20.8 14.7 11.8 35.3 18.5 14.2 18.7

Table 9.3: Number of cycles for computing the square of an element df,[x] of degreede.. — 1,
with MQ@soft. We use a Skylake processor (LaptopS) then a Haswell processor (ServerH).

9.2.2 Polynomial Multiplication over I,

The multiplication of two distinct elements in F.q... iS @ central operation involved in the keypair
generation and the signing process. IMQsoft, we adapt the multiplication algorithm in function

of dext. Weg start by optimizing it on the Skylake processors.

When dg;;t € {1,2,3,5,6}, we use a schoolbook multiﬁlication by block of 64 bits. We use the

PCLMULQDQ instruction for multiplying each block. Then, dg—zt calls to PCLMULQDQ are required.

This method is naturally constant-time. Our implementation uses PCLMULQDQ which implies the use
of SSE2 instructions. We also use the?ALIGNR instruction from SSSE3 to improve the implemen-
tation. This instruction concatenates two 128-bit registers, shifts the concatenation to the right by

a multiple of eight bits, then returns the 128 lower bits of the result. We use it to align the output

of PCLMULQDQ (which is at least 64-bit aligned) to 128 bits. When PALIGNR is not available, we use
SHUFPD (or SHUFPS) for this kind of alignment.
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O, 0O
When dg—f € {4,7,8,9}, Karatsuba’s multiplication algorithm (Section 5.1.2) becomes faster
than the schoolppok method. We use the schoolbook multiplication as base case for size words 2, 3
and 5. For dg—;“ = 8, we call three times Karatsuba’s method on four words, the Iaﬁ%r aﬁo calling

three times Karatsuba's meth orﬁwo words. The number of calls taPCLMULQDQ for dg—zt € {4,8}

is respectively 12 and 36. For dg—z‘ € {7,9}, we split each input in two: the 256 lower bits create
a degree-255 polynomial, and the remaining bits create a degrdek,. — 257) polynomial. Thus,
Karatsuba's algorithm requires one multiplication of degree-255 polynomials, one multiplication of
degreefdex, — 257) polynomials and one multipligationof degreemax(255, dexg— 2§7) polynomials.
This method requires 33 calls toPCLMULQDQ for deT =7 and 62 call$ for "6—4 = 9. Here, the
way to split inputs is important. The k lower bits have to generate ak-bit polynomial such that k
is a multiple of 128. This allows to eldiently add it to the higher part of the input, without any
use of shifts. Moreover, the result of each recursive call will also be 128-bit aligned, simplifying the
recombination step.

The trade-o[between the schoolbook multiplication and Karatsuba’'s algorithm depends on the
performance of PCLMULQDQ (Table 9.2). For the Skylake processors, this instruction costs one CPI,
which makes schoolbook multiplication more eldient for 6-word multiplication. For the Haswell
processors PCLMULQDQ costs{woLPI. This decreases the trade-o[because each call tBCLMULQDQ
is more penalizing. When dgf is equal to 3, we remark that the Karatsuba multiplication is
already faster on Haswell. We have compared the schoolbook multiplication to the three-term
Karatsuba-like formulae described in Section B.1. The latter is slightly faster and requires only 6

calls to PCLMULQDQ.

Then, we proceed as follows for Haswell. Fodeg—ztD: 8, we call KaratsuBrTs ﬁlgorithm recur-
sively until a base case on one word. This requires 27 calls ®CLMULQDQ. For dé“‘*ﬁt € {4,5,6,7,9},
we use base cases on two words (usingthe schoolbook method) and three words (using the three-
term Karatsuba-like formula). The case dg;;t equals ﬁ(re&pectively 6) is computed with 3 calls
to the 2-word (respectively 3-word) multiplication. For % =5, we split each input in two: the
128 lower bits create a degree-127 polynomial, and the remaining bits create a degréa;, — 129)
polynomial. This method requires 2 calls to the 3-word multiplications and 1 call to the 2-word
multiplication. Finally, for dg—zﬁ € {7,9}, we use the same strategy that for Skylake. We just
perform the base cases with Haswell multiplications instead of Skylake multiplications.

Table 9.4 compares our multiplication to gf2x. As in Section 9.2.1, we measure the average cost
of multiplying elements from a small array. The multiplication of gf2x is sometimes abnormally
slow. This is probably due to the fact that the implementation uses vector and no vector instructions
in the same function, which penalizes it. This is the first reason to explain that our multiplication is
faster. The second reason is thagf2x uses Karatsuba'’s algorithm, which is slower than schoolbook
multiplication for 6-word multiplications on Skylake. The gf2x code may target Haswell processors.
We have also remarked that installing NTL with gf2x slightly decreases the performance. For this
reason,NTL is not installed with gf2x on our experimental platform.

2The use of a 8-word multiplication followed by a classical multiplication for each last block may be slightly faster.
This requires 53 calls to PCLMULQDQ.
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0, .0 Skylake Haswell
64 gf2x | MQsoft gf2x | MQsoft
3.2 3.2 2.1 2.1

7.7 6.8 8.5 8.5

37.0 155 34.2 18.4
23.1 19.9 27.6 24.6
47.0 34.9 52.2 43.7
54.3 45.7 58.1 57.3
142.2| 554 136.2| 73.2
91.1 59.9 1106 | 87.4
131.8| 913 146.2 | 1175

O ONOO OB W NP~

Table 9.4: Number of cycles to multiply two elements oflF;[x] of degreed.,. — 1. We use a Skylake
processor (LaptopS) then a Haswell processor (ServerH).

9.2.3 Modular Reduction by Trinomials over F, and Field Product

0 .
In this section, we want to reduceR = izfg“’zrix' the result %the previous multiplication or
squaring in Fy[x]. The choice of the irreducible polynomialf = iD=0 x4 (kg =0 <ki<---<

kg = dey:) defining Fau.,.. (Section 9.1) is important for the modular reduction. In Section 5.3.3,
we presented classical techniques wheh is sparse. For trinomials, we optimize the computation of

(5.8) by factoring by f3 — x%=. In this way, we can write R as:
OO a

ext —k O d
R=Rg+ Sklx ext TR 4 Rk1+Sk1 - fz3—x%* modfs. (9.1)

For k; < %’ezxtm, ther% are mainl)htwo methods [30] to compute (9.1). The first is the shift-and-add
strategy: Ry, + Sk, - fz—x%< is computed asQ+ Q-x** with Q = Ry, + Sk,. The second is the
mul-and-add strategy: the multiplication by f3 —xdeﬁ is gpmputed with the PCLMULQDQ instruction.
In this case, it is recommended to choosé; + 64 - % — dexe Strictly less than 64. In this way,
f3 —x%= can be shifted then used for multiplying 64-bit blocks ofR via the PCLMULQDQ instruction.

We choose the first method because it requires a small number of low-cost instructions.

Shift-and-add strategy in practice. For the shift-and-add strategy, the main operations are
shifts of coeldients. This operation is not trivial. When a binary polynomial is stored on several
registers, we need the bits coming out of a register are coming into the next register. Moreover, the
use of parallel shifts implies that the bits coming out of a block are not coming into the next block.
We study the shifts of coel@ients for 128-bit registers. Firstly, the shift by a multiple of eight
coeldients is native. We can do it with the PSLLDQ and PSRLDQ instructions, or with the PALIGNR
instruction. Secondly, when we require a shift by64k + j positions fork € {0,1} and0<j < 64,
we start by using a shift by 8 bytes only if k = 1, then we use g -bit shift by block of 64 bits ( PSLLQ
or PSRLQ). However, aj-bit shift implies loosing j bits between each block. Fork = 0, we need
to compute thesej bits with a complementary shift, then we xor them to the previous result. The
complementary shift requires a shift by 8 bytes followed by a shift by64 — j bits in the opposite
direction. For shifts of successive registers, we USRALIGNR instead of PSLLDQ and PSRLDQ. When
PALIGNR is not available, we perform shifts by 8 bytes with SHUFPD (or SHUFPS). Now, we propose
to study irreducible polynomials which simply the use of shifts.
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Optimization for specific values of dexe and ki. The shift-and-add and mul-and-add methods
can be optimized for specific values ok; and d.,.. Firstly, the case k; = 1 permits to avoid
computations becauseSy, = 0. Secondly, we previously note that shifting by a multiple of eight
bits is faster, thanks to the PSLLDQ, PSRLDQ and PALIGNR instructions. Here, we list cases where
these instructions could be used:

« for the extraction of Sy, from R when 2d.,. — k1 is a multiple of eight,
+ to obtain Sy, x%="*1 from S, when d.,. — k; is a multiple of eight,
« for the multiplication by xX: whenk; is a multiple of eight,

+ for the extraction of Ry, + Sklxdm—kl from R when d.,. is a multiple of eight. However,
irreducible trinomials such that d.,. is a multiple of eight do not exist (Section 5.3.2).

D D:D D ’
For the shift-and-add strategy, we can also compute Ry, + Sy, f3z — x%= as XQTl + Q' with
Q' = Ry, x*t + Sy, xk1. In this case, the bytewise shifts improve the implementation in the following
cases:

« for the extraction of Rklxkl from R when d.,; — k1 is a multiple of eight,

« for the extraction of Sklxkl from R when 2d.,; — 2k; is a multiple of eight,
+ to obtain Sy, x%<—ki from Sy, xk1 when d.,, — 2k; is a multiple of eight,

« for the division by x¥* when k; is a multiple of eight.

Note that the previous shifts can be completely removed when the value is a multiple of the register
size. In this case, a shift corresponds to a choice of register. WheR is a square, we use similar
optimizations by removing useless shifts ite. whose result is necessarily zero due to the square
structure, as in [131, Algorithm 2]). A shift by one bit using PSLLQ (respectively PSRLQ) does not
require a complementary shift if and only if the highest (respectively lowest) bit of each block is
null. In this case, we improve the shifts by8k+ j bitsfor j =1 orj =7 (since8k+7 =8( k+1) —1).

Results. We have implemented the shift-and-add method for trinomials with dil@érent SIMD
instruction sets. SSSES3 is used to improve the implementation with thePALIGNR instruction. We
have also implemented the shift-and-add method for pentanomials, but it is vectorized only for
doxt € {184,312 448 544}, because they are the parameters ofiui and DualModeMS256Y:. The
method used is described in Section 9.2.4. For the design @f*E-based schemes, we choosk,.
such that there exists an irreducible trinomial of degreed,,.; (Section 7.4.10).

The performance of the modular reduction depends on the context. In Table 9.5, we reduce
products from a small array, then we measure the cost of one modular reduction on average. Here
(including Tables 9.5, 9.6, 9.7, 9.8 and 9.11), we do not exploit the values af.,. and k; (as explained
abeye) tp improve the implementation. This allows to have comparable measurements in function
of "g—f . In practice, they are used (for example, the SSSE3 modular reduction fod.,, = 177
and k; = 8 takes 8.7 cycles on Skylake with these optimizations). The SSSE3 version is two times
faster than without vector instructions because SSE2 permits to perform two 64-bit instructions in
one instruction. On Skylake, the AVX2 implementation is slightly faster than the SSSE3 version,
probably because the AVX2 is faster to load and store data.
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(oe, K1) Skylake Haswell

' no SIMD | SSSE3| AVX2 no SIMD | SSSE3| AVX2
(62,29) 6.6 6.6 X 5.3 5.3 X
(126, 21) 10.0 7.1 X 10.6 6.9 X
(186,11) 145 10.5 10.7 14.8 104 111
(252, 15) 18.4 111 10.4 18.8 10.8 115
(314, 15) 23.9 14.9 X 23.5 13.7 X
(366, 29) 28.6 15.0 X 28.3 13.9 X
(425,12) 33.5 18.4 X 32.5 18.0 X
(506, 23) 37.9 19.2 175 36.9 18.1 20.7
(574, 13) 40.6 24.0 X 38.3 23.5 X

Table 9.5: Number of cycles to compute the modular reduction of an element oF,[x] of degree
20exe — 2 by x%= + xk1 + 1, with MQsoft. We use a Skylake processor (LaptopS) then a Haswell
processor (ServerH).

In Table 9.6, the modular reduction is also measured when it is used with multiplication in
F,[x]. The performance of multiplication in F..... depends on the context. For this reason, we
measure it in two ways:

* Left value: we measure the cost of one field multiplication on average during the computation
of the naive exponentiation function (x' is computed asx' ~* - x). Each result depends on the
previous result, and the data are already loaded.

¢ Right value: we measure the cost of one field multiplication on average to compute the
multiplication of elements of two arrays. The data are independent but each multiplication
requires loading input and storing output.

Skylake Haswell
(dext, K1) SSSE3 AVX2 SSSE3 AVX2
exp. | array | exp. | array || exp. | array | exp. | array
(62,29) | 174 9.3 X X 17.0 8.9 X X
(126,21) | 26.4 15.2 X X 27.1 22.2 X X

(186,11) | 32.1 245 | 443| 253 32.7 30.4 47.7 | 33.7
(252,15) | 39.8 34.7 | 524 | 37.0 44.8 55.4 50.8 | 74.3

(314,15) | 54.0 50.2 X X 53.0 55.6 X X
(366,29) | 66.3 63.8 X X 68.2 72.4 X X
(425,12) | 78.4 79.9 X X 85.2 89.1 X X
(506,23) | 84.7 87.4 | 95.5| 90.1 949 | 111.1 | 109.0| 1125
(574,13) | 112.2 | 118.3 X X 127.2 | 140.9 X X

Table 9.6: Number of cycles to compute the multiplication in F,a... in function of the modular
reduction, with MQsoft. We use a Skylake processor (LaptopS) then a Haswell processor (ServerH).
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We remark that for Ddt.j—j;DIess or equal to 6, the multiplication on independent data is faster on
Skylake. It is probably due to the latency of the PCLMULQDQ instruction. The field multiplication

with modular reduction using SSE? is the fastest, because theCLMULQDQ instruction requires using
128-bit registers. When SSE2 is used with AVX2, the implementation pays a penalty. But this

problem should be solved with theVPCLMULQDQ instruction on Ice Lake processors (Section 6.1.3).

(o K1) _PSHUFB _VPSHUFB P_CLMULQDQ PCLMULQDQ, AVX2
Xt multi-sqr | array | multi-sqr | array | multi-sqr | array | multi-sqr | array
(62, 29) 14.1 8.8 X X 17.4 8.0 X X

(126,21) 18.5 12.1 X X 21.3 10.5 X X

(186,11) 21.8 17.4 32.5 19.1 21.1 14.4 35.0 15.6
(252, 15) 25.2 19.9 30.6 17.0 22.3 155 37.1 16.4

(314, 15) 28.1 25.5 X X 25.9 21.1 X X
(366, 29) 30.6 26.9 X X 26.9 20.4 X X
(425,12) 35.3 33.6 X X 27.0 24.3 X X
(5086, 23) 37.7 37.7 36.5 27.6 28.1 24.2 40.4 29.5
(574, 13) 43.4 43.2 X X 29.8 31.0 X X

Table 9.7: Number of cycles to compute the squaring iff,.... in function of the enabled instructions,
with MQ@soft. We use a Skylake processor (LaptopS).

(dore K1) _PSHUFB _VPSHUFB P_CLMULQDQ PCLMULQDQ, AVX2
exe multi-sqr | array | multi-sqr | array | multi-sqr | array | multi-sqr | array
(62, 29) 13.0 8.1 X X 17.0 8.5 X X

(126,21) 16.5 11.5 X X 21.0 12.5 X X

(186,11) 19.8 16.6 34.1 18.2 22.9 18.0 35.5 17.5
(252, 15) 20.4 18.1 29.9 17.3 25.4 19.9 38.3 19.9

(314,15) 23.9 24.5 X X 28.7 27.3 X X
(366, 29) 27.7 26.0 X X 30.4 29.2 X X
(425,12) 32.9 32.3 X X 35.1 354 X X
(5086, 23) 36.0 38.0 34.4 28.1 37.8 37.2 44.0 36.7
(574,13) | 40.1 41.8 x x 43.1 43.6 x x

Table 9.8: Number of cycles to compute the squaring iff,.... in function of the enabled instructions,
with MQsoft. We use a Haswell processor (ServerH).

In Tables 9.7 and 9.8, the modular reduction is measured when it is used with squaring ifi;[x].
As for the multiplication in F.4.,., the performance of squaring depends on the context. For this
reason, we measure it in two ways:

* Left value: we measure the cost of one field squaring on average during the raising of an
element of Fq.,. to the power of 2 (x? is computed as(x? )2). Each result depends on the
previous result, and the data are already loaded.
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« Right value: we measure the cost of one field squaring on average to compute the squaring
of elements of one array. The data are independent but each squaring requires loading input
and storing output.

Table 9.7 shows the performance of squaring iff,... on Skylake. The squaring usingPCLMULQDQ
is the most eldient. For the same reasons that for the multiplication in Fa.,., the best modular
squaring is the one using only SSE2 modular reduction. This is the default setting iMQsoft. On
Haswell (Table 9.8), the squaring usingPSHUFB is the most eldient, and could be improved with
the AVX2 instruction set.

Advanced results. Now, we exploit the values ofd.,; and k; to improve the implementation.
In Table 9.9, we present some results, comparing several kinds of optimization. In particular, we
highlight the improvements due to the square structure (e, = 7 mod 8 or k; = +1 mod 8).

(doe, K1) remsqr sql.JarePSHUFB Squa}re PCLMULQDQ | inv ITMIA
array | multi-sgr | array | multi-sqr | array array

(172,1) 8.3 16.5 13.4 17.6 10.7 32909

(172, 7) 10.5 21.8 17.5 21.1 14.5 41609
(174,13) | 107 21.9 17.5 21.1 14.5 2120

(17457) | 9.9 212 | 155 | 218 | 133 | 2110
(175,6) | 9.3 189 | 155 | 188 | 128 | 2031
(175,16) | 7.7 169 | 125 | 165 | 97 1890
(177,8) | 87 193 | 141 | 197 | 117 | 1930
| (239,36) | 99 | 223 [ 182 | 207 | 139 | 5540Y |

(265,42) 16.0 28.4 25.8 26.1 21.3 3610
(265,127) 12.8 26.0 22.1 22.1 16.9 3440
(266,47) 16.0 28.4 25.8 26.1 21.6 3720

(354,99) 151 31.1 26.3 27.3 20.3 5088
(358,57) 13.9 30.6 24.6 25.3 18.3 5230

(402,171) 20.5 36.0 34.5 28.5 25.7 6470

(409, 87) 18.6 34.2 30.6 24.7 23.4 113006Y
@ 1TMIA without multi-squaring tables (  cf. Sections 9.2.5 and 9.2.6).

Table 9.9: Number of cycles to compute the modular reduction of a square, the squaring ifi'sa..
and the inverse inF,,_ ., in function of d... and ki, with M@soft. We use a Skylake processor

(LaptopS). Here, the AVX2 instruction set is used only for the multi-squaring tables. The bold
values allow a speed-up due to the division by or the multiplication by x*:.

The modular reduction of a square is important for multi-squaring algorithm. The latter is
the main algorithm where the products cannot be accumulated inF,[x], justifying the importance
of improving the modular reduction. In Table 9.9, we obtain that several irreducible trinomials
are very eldient. Using x172 + x + 1 is naturally a bit faster since Sy, = 0, but for squares, the
computation of Ry, xX is just a left shift by one bit (without 8-bit alignments), because d., is
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even. Usingx!™ + x6 + 1 is naturally faster sincek,; = 0 mod 8, and the property de,; =7 mod 8

improves the division by x%= for squares. We also note that our strategy has applications for elliptic
curves [30]. Arithmetic for de, = 239 can be improved independently ofk;, sinced.,; =7 mod 8.

For d.,x = 409, the choice ofk; = 87 allows a speed-up sincel.,; is odd andk; = 7 mod 8. We

emphasize that all functions measured in this section are implemented in constant-time.

9.2.4 Modular Reduction by Pentanomials over F,

Similarly to trin&mials (Section 9'2'3&! we stzﬁ by optimizing the COﬁmuEition of (5.10). We
compute Ry, + ]E;l Ry, x4 asRy, - f —x%= modx%=. For kn1 < 9%+, we can write R as:

m o1 DD 0 g

R = R+ S x%=—ki + Ri, + Siu + S - f —x% modx®+ modf.
j=2

a O od .
The product Ry, + S, + =2 Sk, - f —x%= " can be computed with the same methods that for

trinomials: directly with several calls to the PCLMULQDQ instruction, or else with the shift-and-add
strategy. From now, we consider0= 4, i.e. pentanomials. Our library uses the shift-and-add
strategy which has the advantage to be portable since it does not requir@CLMULQDQ.

Optimization for specific values of dexte @and ki, kz,ks. As for trinomials, we study dilérent
choices of pentanomials. Firstly, we always choos&s; such that the modular reduction requires
two steps (Section 5.3.3). The part greater or equal tox%= during the first step of reduction has
to be reduced during the second step. This part isSx, + Sk, + Sk,. Naturally, when we compute
the highest terms strictly less than x%=, we compute the lowest terms ofRk, + Sk; + Sk, + Sk,
(because we extractRg arH Rk, by keeping useless bits on the last 125—bit block to be faster). In
fact, we compute exactly (Ry, + Sk, + Sk, + Sk,) mod ﬁ”%%%dm . x9 if d., = 0 mod 8.
So, we can save some instructions whek; — 1 < 128- ‘ig;; — dext. The extraction of the last
block of Ry, followed by a multiplication by fs — x%= generatesR, + Sk, + Sk, + Sk, in the first
block of Ry, , then we conclude the first step by extracting the remaining blocks ofRy, (which was
transformed into Ry, + Sk, + Sk, + Sk,). The technique of updating R during the modular reduction
is classical (Algorithm 16). Secondly, the authors of [30] noted that the multiplication by f 5 — x%e=
can be optimized. By computing one time the operand Ry, + Sk, + Sk, + Sk, here) multiplied
by x®, we can avoid repeating an operation of alignment for each of three shifts. We note that
the use of bytewise shifts does not require this alignment. Then, we remark that the alignment to
64 bits can be replaced by an alignment tat bits (respectively to 128—t bits) for t € {16, 32, 64},
thanks to shifts by block of t bits instead of 64 bits. This is possible whenk; # 0 mod 8 implies
ki € [0,t] (respectively k; € [128—t,128]) for 1 < i < 3: the multiplication by xX is coupled
to the division of the aligned data by x!=% (respectively x'28—ki), both using shifts by block of
t bits. In addition, this alignment is already computed if ks = t (respectively k; = 128 — t) or
if t = dexs mod 128 (respectively t = —d.s mod 128. For the latter, the input provides only
Ry, -x%= put the previous method allows to replaceRg, by Ry, + Sk, + Sk, + Sk, without any
extra computation. Thirdly, multiplying by fs — x%= = 1+ xX1 + xk2 + x*s can be accelerated
whenks = ki + ko. The authors of [4] remarked thatfs —x%= = (1+ x*1)(1+ x*2), which requires
two multiplications (or shifts) instead of three. This method is not compatible with the previous
one, except fort = +d.,; mod 128 which saves only one alignment. Fourth, the methods used for
trinomials can be adapted for pentanomials, by taking into account the previous techniques.

161



Selection of irreducible pentanomials. The parameters of Gui and DualModeMS256"! require
the use of irreducible pentanomials, becausd,,; is a multiple of 8. This constraint allows to speed
up the extraction of Ry, from R by using bytewise shifts (PSRLDQ and PALIGNR instructions). We
have chosenx184 + X16 + X9 + X7 + 1, X312 + X128 + X15 + X5 + 1' X448 + X64 + X39 + X33 +1
and x> + x128 + x3 + x +1. For dey; = 184, we chooseks = 16 because it is a multiple of 8.
This permits to improve the multiplication by x® by using bytewise shifts ¢SLLDQ and PALIGNR
instructions). Moreover, we save two alignments (sincek, < 16) thanks to shifts by block of 16
bits. For deyy = 312 and d.,. = 544, we choosek; = 128. This improves the multiplication by
x128  which does not require shifts when the data are stored on 64-bit or 128-bit registers. For
dext = 544, the input provides Ry, - x32, which is used for saving two alignments (sincek, < 32)
thanks to shifts by block of 32 bits. For d.,; = 448, we choosek; = 64 becaused.,; is a multiple of
64. The multiplication of Ry, by x® is already available in the input. Once that Sy, + Sk, + Sk,
is added, we obtain the multiplication by x2 = x5, which saves two alignments.

Results. In Table 9.10, we summarize the results forde,, € {184,312 448 544}, and we com-
pare them to the modular reduction by trinomials for similar sizes (without specific optimizations
depending ond.,; or ki). We also propose implementations of the strategy usingks = ki + k.
Both methods seem to have the same eldiency, and are approximately 23% slower than by using
trinomials. For d... = 184, the use ofk; = 16 for saving two alignments is as eldient as ks = kj + k.

(doxe, K3, k2, K1) | SSSE3][ SSSE3[ (dexe, k1)
(184,16,9,7) | 13.9

(184,16,9,7) | 13.9 10.5 | (186,11)
(312,12,9,3) | 18.6
(312,128,155) | 18.8
(448,64,39,33) | 227 || 18.4 | (42512)
(544,128,3,1) | 275 || 24.0 | (574,13)

14.9 | (314,15)

Table 9.10: Number of cycles to compute the modular reduction of an element df,[x] of degree
20exe — 2 by x%er + xKe + xk2 + xk1 +1 or x9e= + xK1 + 1, with MQsoft and the SSSE3 instruction
set. We use a Skylake processor (LaptopS). The bold values allow a speed-up due to the division
by x%= or the multiplication by x*3. We also exploit (dex. mod 128) € {32, 64}.

9.2.5 Multi-Squaring in  Fou.,.

The multi-squaring [159] is an operation computing successively several squarings. This operation
is important to compute the inverse in F,_ . (in Section 9.2.6), as well as the Frobenius map

based on multi-squaring or on modular composition (Section 5.4.5). These algorithms require

computing szl, for B € F,.,. and various values ofk’. This is exactly a computation of Frobenius
map, whereH = f is the degreed,.,. field polynomial defining Fyu.... For small values of k’,
the best way is to raise B to the power of two k’ times (as in Table 9.7). For larger values of
k’, the best method is to use Algerithm 22 with k = k’ and with precomputed multi-squaring
tables to save Step 1. LetB = ;’;xg—lqw € Fode fOr Fou. = Fo[a]/ (f (a)) (Section 9.1),

’ D . ’ . !
then B2 = ?;’g_l b a2 modf. The idea of multi-squaring tables is to storeai modf for
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0 < ]_< dext —1. Then, multi-squaring is e&uivalent to the dot product of the vectors (b, ..., by, 1)

and 1,02 modf,...,a @="12"" modf . The table requires storingde.; — 1 elements inFys... (1
is not formally stored), and the multi-squaring requires d., — 1 multiplications between elements of
F, and Fad.,. , and dex, — 1 additions in Fa.,.. In @ variable-time implementation, the multiplication
by b can be done by a conditional statement. In a constant-time implementation, the value ofh
is duplicated in the mask variable to replace the multiplication by a bitwise AND with this mask.

In a variable-time implementation, the performance can be improved with larger tables [118].

Instead of computing qw’ 2" modf coelient by coeldient, the coeldients can be grouped by

block of b, and the 2° possibilities of jbz_ol Db+ j a®+)12*" can be precomputed for0 < i < d—bt -1
This method cannot be used in a constant-time implementation because of the timing attack on
the memory latency (Section 4.7). It permits to attack the index of the lookup table. Moreover,
the classical countermeasure (Section 6.3.3) makes this strategy exponentially slower I since
each element of the2®-element table has to be used. So, we use a constant-time implementation of
multi-squaring without larger tables. Note that this choice is dilérent from setting b= 1, since the
latter requires storing d.,, extra null field elements.

9.2.6 Modular Inverse in et

The computation of the inverse in ), . is often required for the arithmetic in Faa...[X]. In our

case, it is required to compute the GCD (Algorithm 18) and the split root finding (Section 5.4.7).
To compute the modular inverse of A € FJ, ., there are mainly two methods (Section 5.4.2).

The first is to use the constant-time extended Euclid—Stevin algorithm [19]. We have coded a
first version of this algorithm (optimized for F,), but the latter seems naturally slow. Maybe an
implementation of the fast version could be better. The second is to computeA—1 = A2**~2 py
Fermat'’s little theorem. The exponentiation can be done with the square-and-multiply method
(Algorithm 14), costing dex; — 1 squarings andd.,, — 2 multiplications in Fd... The Itoh—Tsuijii
Multiplicative Inversion Algorithm (- ITMIA) [108] permits to modify the way to gompute the power
with an addition chain. It requires de,; — 1 squarings and only O log,(dey:) multiplications in
Foa... . The number of multiplications depends on the length of the chosen addition chains.

Algorithm 36  ITMIA for a specific addition chain.
]

. [
function InverseA € FX

L doxe

2 m+«—1 ? OCasei = |l0g,(dexs — 1)].
3 Ax «A A 2" 1= A,
4 for i from [log,(dext —1)] —1to O by —1do

5: Q « AZ O Multi-squaring to obtain A2*" —2"
6 Ak <1Q X A 0A 27 -1,
7 m ¢ dee—1

8 if mmod 2 =1 then 0. .0

9 A «+ AZ x A 0 A" 1% A= A7 L
10: end if

11 end for M = do, — 1 and SOA, = A2 -1,
122 return A% DA 22 = A1,

13: end function
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ITMIA is described in Algorithm 36 for a specific addition chain which consists in reading the
bits of d.,; — 1 from left to right. It requires computing m successive squarings. The multi-squaring
can be computed more quickly with lookup tables (Section 9.2.5).

Algorithm 36 is useful because it automatically proposes an addition chain for all values ofi,.,
but it is not always optimal. The choice of the best addition chain is not easy, because it depends
on the performance of multiplication, squaring and multi-squaring. Moreover, there is a large set of
addition chains. This problem is studied in [118], which proposes a software generating an elgient
C++ inversion code. This software searches the addition chain which maximizes the performance of
the generated code. However, the generator does not propose implementations of multi-squaring
tables in constant-time. For the moment, MQsoft uses Algorithm 36, but we propose in Appendix
C examples of addition chains chosen to minimize the number of field multiplications. We have
improved Algorithm 36 with multi-squaring tables to compute the variable Q wheni is zero or one.
Because multi-squaring tables are huge, we use them only for the parameters of certain schemes as
GeMSS, DualModeMS and Gui, and for the values ofd.,; used to evaluate the performance ofQsoft.

The corresponding file inMQsoft requires 4.5 MB. We could dechease the size. As for the FFT
dext 1 . ’ dext
(Section 5.4.4), we could computeB2 as L_O bp; o 2y gt JL_O I bpj +1 a2 modf .

For one extra field multiplication, we only need the half of the table (which is used two times).
Obviously, we could also use Horner's rule by block (Sections 5.4.3 and 9.5.3).

9.2.7 Performance of the Arithmetic in IFod s

Table 9.11 compares the performance of arithmetic operations in our library with respect to several
open source libraries (listed in Section 6.2.1). We choose the irreducible trinomidl = x%x + x*1 +1
with ki € [2,3]] to create the field Fo.,.. All operations use modular reduction. We have measured
the performance of FLINT, but the times are not relevant in our context. It turns out that for
dext =252, NTL is 100 to 200 times faster thanFLINT. The main reason is thatFLINT does not have
a special implementation for binary fields. We have used the typefq nmod_t which stores each
element of F,4... as a polynomial in F,[x] where each coeldient is stored on one word (instead of
one bit). Magma is also taken into account. The results are not significant becaus®agna is slowed
down by its user interface. We remark that the squarings and multiplications of NTL are faster for
dext = 126 than for d.,. = 62. It can probably be explained by the fact that NTL does not use a
trinomial for dex; = 62. Our implementation is 3.5 to 4.5 times faster than NTL for multiplication
and 5 to 6 times faster for squaring. We think that NTL is slowed down by its interface. For the
inversion, the measurements are not comparable becauségL is not implemented in constant-time.
However, we have a speed-up of two on average.

We now compareMQ@soft to the constant-time arithmetic of [30], when trinomials are used to
build Fy... (Table 9.12). In Fy2:, they compute the squaring in 18 cycles and the multiplication
in 38 cycles. We have approximately the same performance fall.,, = 239: 13.9-20.7 cycles for
squaring and 34.7-39.8 cycles for multiplying (on LaptopS) MQsoft is slower with dependencies but
faster with arrays. We note that the processor of [30] is a Haswell, which penalizes the performance,
but is 31% faster than this of LaptopS. In F,«s, they compute the square in 28 cycles and the
multiplication in 97 cycles. MQsoft is slightly faster, with 23.4-24.7 cycles for squaring and 78.1—
81.2 cycles for multiplying. For the inversion, [30] is approximately two times slower. Our library
takes advantage of the use of multi-squaring tables. We replacd.,. — 1 squarings by approximately
%dext squarings and two multi-squarings.
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(dext, K1) | operation | Magma NTL gg;zazggggmm ;g\;xz)

squaring 416 220 14.1 8.0

(62,29) mul 444 231 17.4 9.3
inverse 13183 | 1868 X 1154

squaring 440 105 18.5 10.5

(126, 21) mul 494 124 26.4 15.2
inverse 27353 | 3457 X 1509

squaring 437 119 21.1 14.4

(186,11) mul 529 144 32.1 24.5
inverse 40200 | 4918 X 2281

squaring 455 128 22.3 155

(252,15) mul 558 169 39.8 34.7
inverse 51720 | 7809 X 3166

squaring 480 139 25.9 21.1

(314, 15) mul 629 211 54.0 50.2
inverse 66220 | 9515 X 4345

squaring 490 150 26.9 20.4

(366, 29) mul 653 238 66.3 63.8
inverse 76704 | 11813 X 5352

squaring 500 163 27.0 24.3

(425,12) mul 714 286 78.4 79.9
inverse 94846 | 14974 X 6562

squaring 510 174 28.1 24.2

(5086, 23) mul 761 320 84.7 87.4
inverse | 115681 | 18601 X 7778

squaring 521 201 29.8 31.0
(574,13) mul 922 579 112.2 118.3
inverse | 129266| 23185 X 11467

Table 9.11: Number of cycles by operation infF...... We use a Skylake processor (LaptopS).

dext | Implementation | squaring | multiplication | inversion
233 [30] 18 38 6074
239 MQsoft 13.9-20.7 34.7-39.8 < 3166
409 [30] 28 97 15182
MQsoft 23.4-24.7 78.1-81.2 6470

Table 9.12: Number of cycles by operation inFyq.,., for [30] (Haswell Core i7-4770 CPU at 3.4
GHz) and M@soft (LaptopS).

165



9.3 Eldient Implementation of Root Finding over IF 5dase

The most expensive part of the signature generation is to find the roots of aHFE polynomial
F € F....[X] as defined in Equation (2.6). F is a degreeD monic polynomial which is sparse
because it has approximately%logz(D)2 non-zero coeldients. We have chosen to implement
Berlgkamp’s algorithm [161, Algorithm14.15] which finds the roots with an asymptotic complexity®
of O dexeD? + (dexe +l0g(s))s?log(s) operations in Fu..., Where s is the number of reots of F
[161, Theorem 14.11 adapted fOﬁ = sandd=1]. Fgr HFE polynomials, the factor O d.,.D?
can be easily transformed intoO d.,.D log,(D)? + D2 operations in F,a..., by using the sparse
strycture of F during the glassical Frobenius map (Section 5.4.5). We can also transform it into
O 100, (Uext) D298+ d D operations inF.,. by using the modular composition coupled to Karat-
suba’s polynomial multiplication algorithm. Moreover, the HFE polynomighdoes not have many
roots; SO we can assume thaﬁjs negligible, yielding a final complexity of O d.,:D log,(D)? + D2
or O 109,(dey:)D 298 + d,,.D operations in Faa.,..

For the generald)olynomials,ﬁhe author of [138] proposed the successive restlltant algoritﬂm
(SRA). It requires O d3 D2+ d? . operations inTF; tgfind roots. Fast SRA requires® d2, D+ d3,,

operations in F, with fast arithmetic. The step in O d%, (or & d3,, ) can be precomputed for a
fixed finite field. In comparison to Berlekamp, SRA is interesting only when the polynomial has many
roots. In our case,HFE polynomials do not have many roots (Table 2.1). In [100] and [61], the root
finding is improved for split and separable polynomials, when the cardinality of the multiplicative

group (2% — 1 here) is smooth.

Improving root finding for sparse polynomials is a hard task. In [28], the authors proposed the
first sub-linear (in q) algorithm which detects the existence of roots fort-monomials overFy. Its
complexity is 4'*°M q%“’(” bit operations. This method is not interesting for HFE polynomial
because it is not sparse enough and because in practidg,; is greater than the level of security. It
costs approximately 4°(1) 2dex+ 0(dex) D 1092 (D) pit operations in our case.

In this section, we study the performance of our implementation of Berlekamp’s algorithm. For
each operation required, we study dilérent strategies and compare their practical performance to
choose the best, in function of security parameters. Since the version dfQsoft used in [84], we
have obtained important speed-ups. The results described in this section have been updated. In
particular, we introduce the use of modular composition to speed up the Frobenius map, and the
GCD is implemented in constant-time via the Euclid—Stevin algorithm.

9.3.1 Polynomial Squaring over  Fad..

The computations of Frobenius map (Section 5.4.5) and trace (Section 5.4.6) require computing
repeated squarings inF.q... [X ]. As explained in Section 5.1.3, squaring is linear. For & -coeldient
polynomial, this operation requires D squarings inF,4.... This fact is confirmed in practice (Table
9.13). For dext = 175 and k; = 16, squaring in F,4.,. requires approximately 9.7 cycles (Table 9.9).
The cost of squaring inF,....[X] is approximately 9.7-D cycles. ForD = 4097, the performance is
rather 19.4-D cycles. It is due to the size of the input, which is greater than the L1 cachei(e. 32
KiB). This generates cache misses (Section 6.1.2).

3More generally, the complexity is  O((dexs + l0g( D))M( D) + ( dexs + log( s))M( s) log(s)) operations in Fod ey -
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9.3.2 Polynomial Multiplication over L

Fast algorithms which are presented in Sections 5.1.4, 5.4.1, 5.4.3 and 5.4.5 require fast polynomial
multiplications. As explained in Section 5.1.2, the main fast multiplication in binary fields is
Karatsuba’'s method. In M@soft, we propose eldient implementations of the classical multiplication
and Karatsuba’s algorithm over Fod.,. .

Optimized implementation of Karatsuba's algorithm. Let Obe the number of coeldients

of the input polynomials. Karatsuba’s multiplication algorithm is well-known when [Ois a power of
two [161, Algorithm 8.1], and can be easily extended for all degrees (Section 5.1.2). We allocate
an array before the first call to Karatsuba'’s algorithm to save a subquadratic number of memory
allocations. Here, the order of recursive calls is important to minimize the required memory. For
each call to Karatsuba'’s algorithm, we store the result of the first two recursive calls P; and Py)

in the original output. Then, the third recursive call requires storing its result ( P3), as well as the
sum of the lower part and higher part of each input. We use the first half of this array for this. For
the three recursive calls, we use the second half as a new array in the recursive call.

When Ois a power of two, an allocation of40coeldients for the array is enough. Else, we
need to allocate some extra coeldients.fFagh fecursive call requires one extra coeldient when the
current number of coeldients is odd ( ED = ED +1). Thus, we assume the worst case. We consider
0= 23% — 1 as a reasonable maximum value, which corresponds to the case where all recursive calls
have an odd number of coeldients. Each recursive call requires one extra coeldient to store both
sums of half-inputs, as well as for the result. So we need three extra coeldients during a recursive
call. For 30 recursive calls, we require allocating 90 coeldients. So, we upper bound the allocation
size of the array by 400+ 90. Of course, this bound can be adapted in function of the Hamming
weight of [J and in function of the threshold where the classical multiplication is called instead
of Karatsuba’s algorithm. In our implementation, we use an inlined classical multiplication for
polynomials having a degree strictly less than four.

Minimizing the number of modular reductions. For the classical multiplication and Karat-
suba’s algorithm, we perform multiplications in F,a.. without the field modular reduction, and

we accumulate the results (as a dot product overF,.,.). Finally, each coeldient of the output

is reduced, when it is necessary. Indeed, in some contexts, we can also accumulate products in
Fai... [X], @and accumulate their coel@ients in F,a... without the field modular reduction (as for

a dot product over F....[X]). This strategy doubles the cost of additions, as well as this of the
memory allocation of coeldients for Karatsuba's algorithm. In return, we avoid a quadratic (or
subquadratic) number of modular reductions, which accelerates the polynomial multiplication.

About multiplications of dilérent degree operands. Sometimes, fast algorithms require
multiplications of two polynomials having dilérent degrees (Section 5.4.1). To multiply A,B in
Faa... [X ] respectively of degreed,, dy such that d, > dp, we just split A into blocks of sized, +1 in
order to apply the multiplication of each block by B. In practice, it is slightly faster to compute the
product of the last block with a recursive call, since the latter can have less thard, + 1 coelgients.

Results. We summarize in Table 9.13 the performance of the multiplication of two equal-degree
polynomials. We recall that the cost of one multiplication in F,[x], for polynomials requiring three
64-bit words, is approximately 15.5 cycles (Table 9.4). Our multiplications are very elGient. The
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classical multiplication costs approximately 155 - D? cycles, whereas Karatsuba’s multiplication
algorithm costs approximately 15.5 - 3D'°9:(®) | Karatsuba’s algorithm is always faster than the
classical multiplication. We use it to have an eldient modular composition (Section 9.3.4). NTL is
on average four times slower thanMQsoft. We have also tested the multiplication of Magma. The
latter is on average three times slower thanNTL.

d D squaring classical mul. Karatsuba's mul.
oxt MQsoft NTL MQsoft NTL MQsoft NTL
17 | 0.000179 | 0.00219| 0.00564 | 0.0246 | 0.00492 | 0.0209
129 | 0.00131 0.0163 | 0.277 | 0.410 | 0.113 1.16
513 | 0.00515 0.0691 4.34 19.8 0.989 3.60
4097 | 0.0811 0.528 275 1170 25.9 87.2

175

Table 9.13: Number of megacycles to compute the multiplication of twoD -coeldient polynomials
over Fu.... We use a Skylake processor (LaptopS).

9.3.3 Polynomial Euclidean Division over Fy... and Sparse Divisors

In this section, we generalize our results foff ... instead of F,..... During the root finding algorithm
(Algorithm 25), the Frobenius map can be computed with de.. g-exponentiations in Fya...[X]/ (H)
(Section 5.4.5). In characteristic two, this corresponds tod.,: 10g,(q) modular squarings. A square
has the property that all odd degree terms are null. We propose to exploit this property to speed
up the modular reduction by H. Moreover, the HFE-based schemes require finding the roots of a
HFE polynomial. In this case,H is aHFE polynomial, which is sparse. Here, we study how to exploit
the structure of H, then we propose to modify it to improve the Euclidean division of a square
by H. In this section, we assume that we want to perform the Euclidean division of a degred;
polynomial A by a degreeel, polynomial H over Fy.... When H is a HFE polynomial, we call D
its degree. Except in Algorithm 37 which introduces the classical way to perform a sparse modular
reduction, the results are specialized in characteristic two. Here, we list the use of the modular
reduction by a HFE polynomial during the signing process:

¢ during the Frobenius map (Section 5.4.5) using the classical repeated squaring algorithm,

¢ during the Frobenius map using the modular composition by aHFE polynomial (Algorithm
21),

¢ during the generation of the multi-squaring table in Algorithm 22.

Classical Euclidean division by a sparse polynomial. The classical Euclidean division (Al-
gorithm 16) is naturally faster when the divisor is sparse. LetK be the number of non-zero
coeldients of H. For a fixed i, each term ofH —hg, -x% is multiplied by —q _g, -x'~9 . Then, the
result is added toR. When H is monic, one step of Algorithm 16 requireK —1 field multiplications
and additions. So, the total complexity is (d; — dn +1)( K — 1) field multiplications and additions,
and the number of field modular reductions can go down tad, +1 with the accumulator principle.
When H is not monic, Algorithm 16 costsd, —dy +1 additional field multiplications and one inverse
in qudm. This additional cost can be avoided by precomputinghd—h1 “H.
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During the signing process ofHFEv--based schemes, we reduce a product or a square modulo
H. So, we can consided, = 2dy — 2, implying a cost of (dy, — 1)(K — 1) field multiplications and
additions for each modular reduction.

Algorithm 37  Polynomial Euclidean division of A by a degreeb HFE polynomial over F.,. .

H t
function EuclideanDivReEMHFEA € Fuaer [X], H € Fgaen [X]*

1
2 ¢ + LeadingCoelGient(H)*
3 Q«+0
4: R+ A
5 for k from d, to D by —1do
6 Ck-p < TIk-C 0 0
O Sparse computation ofR — gg_p - H —c™1.xP .xk-D,
7: R+ R—-qg_p -C-xkP O Constant term of H.
8: for i from Oto [logy(D)] —1do
9: R+ R—0p -Bj-x¥ .xk-D OLinear term of H.
10: for j from Oto i do o OQuadratic terms of H.
11: R+ R -0 p-Aj -x9+d .xk-D
12: end for
13: end for
14 i < [logy(D)]
15: if D% ¢ then v OlIn this part, the leading term is avoided.
16: R+ R—0p -Bi ¥ -x8 OLinear term of H.
17: for j from Oto log, D —d —1do O Quadratic terms of H.
18: R+ R0 p-Aj -x9+d .xk-D
19: end for
20: end if
21: r« <0 OThe new R has a degree at mosk — 1.

22: end for
23: return (Q,R)
24: end function

When H is aHFE polynomial (Equation (2.6}2], we obtaind\lgorithm 37. Since K = Omlogq(D)2D
coel@ients, this Euclidean division requires O D Iogqg))zD field operations (by consideringd, =
2D — 2 here). This bound is much better than the O D? field operations required by the dense
divisors. It seems hard to propose better algorithms. Firstly, the fast Euclidean division of dense
inputs cannot be better than ®(D) field operations. The complexity of the naive approach is already
close to this bound, and moreover, the fast multiplications (in particular the FFT) are slower in
characteristic two. Secondly, the fast algorithms do not exploit the structure of inputs, in general.
Therefore, we propose some methods to improve the number of operations by constant factors.

Improving the Euclidean division of a square by special HFE polynomials. Here, we
exploit the fact that the dividend is a square to improve Algorithm 37 (for d, = 2D — 2). All terms
of odd degree are null. We show that the complexity can be divided by a maximum factor of two.
This factor depends on the largest odd degree such that the corresponding term in the divisor is
non-null. We introduce a new notation to define such an integer. LetQ be a univariate polynomial.
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We denote by D(Q) the largest odd integeri such that the degreet term of Q is not null (i.e.
g #0). If it does not exist, we set D(Q) = —oo. The following lemma permits to demonstrate the
main result (Theorem 10) of this part.

Lemma 8. Let A € Fyi...[X] be a polynomial of degree at mosgD — 2, H € Fg...[X] be of degree
D, Q,R € Fyu. [X] be respectively the quotient and remainder of the Euclidean division oA by H
and d= D(H). If D(A)= —occ and if D is even, thenD(Q) <d-— 2.

Proof. LetH = . jD:O h; x and Q = . jD:gzq xI. By definition of D, D(Q) < d — 2 is equivalent
to g =0 for all odd i such thati>d — 2. By definition of Q, g =0 fori< Oandi>D -2, so
we show the lemma for the values ofy such that D — 2 > i> max(—1,d — 2).

To do it, we use a proof by induction on an oddj suchthatD —1>j> max(—1,d—2). The
base casej = D — 1, is trivial since g =0 for j > D — 2. Now, assume thatg, = 0 for all odd k
suchthat D —1 > k >j > max(—1,d—2), and consider the cogf(H) notation which corresponds to
the coelGient of the power j of x in H. To show that ¢ = 0, firstly we show these two properties:

(1) coeb;(HQ)=0
(2) coep+;(HQ)= g hp.
Proof of these two properties:

(1) By definition, A = HQ + R and soA — R = HQ. BecauseD(A) = —oo by hypothesis,
:D(A—R): D(R)<D-—-1<D +j andD + j is odd so coef+; (A —R) =

O, Opsi
(2) HQ = EDO 2, qhr X', so coeh+j (HQ) = B:OJDthDH-,D. But qu=0 for >D —2
andhp.;_p=0forD+j —[>D, socoeh.i(HQ)= D_quhm _o When > is odd,
i j | i—
o= 0 by induction hypothﬁys When Ois even,hp+j_n=0 becauseD + j — Uis odd and
D(H)=d<D +j -0So . ;*qhp+; 0= gho.

These two properties imply coef +j (HQ) = g hp =0. Becausehp 70, this implies that ¢ =0.g
We can now demonstrate Theorem 10.

Theorem 10. Let H be aHFE polynomial of degreeD in Fy..[X] where thes terms of highest
odd degree have been removed < s < ﬂogq(D)}), and let A € Fyo...[X] be a square of degree
at most 2D — 2. If D and q are even, then the computation othe classical Euclidean division
(Algorithm 37) of A by H can be accelerated by a factoD — 1)/ |g'e9a(P)]=s=2|~

Proof. During Algorithm 37, A is a square andq is even soD(A) = —oco, and so Lemma 8 can
be applied. Letd = D(H), the iterations for k odd and strictly greater-than D + d — 2 can-be
rem(a'ed besausek o = 0. So, the number of iterations fork odd is max (0+d=2-) 41,0 =
max 1 ,0, wﬁereas the number of iterations fork even |s— So, Algorithm 37 can be used with
max "d 1, D “iterations.

Then, H is a HFE polynomial and q is even, sod = —co,d=1 ord= ¢ +1 fori > 0. Assume
s < [logy(D)], implying d > 0. By removing the degreefq +1) terms for i from [logy(D)] —1to
[logy(D)]—s by —1, dis equal to 1 orq/®9(P)1=s=1+1  This implies that the number of iterations
can be written as 2 + [/'°%(P)1=5=2] " Note that the floor of g/'®9a(P)1=5=2 js useful only if d < 1
which makes% iterations. This number cannot be smaller: all odd degree terms of the quotient
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are null. Now, assume thats = [logy(D)], implying d = —co. As previously stated, we cannot do
better than 2 iterations. So, the previous formula is still correct.

Finally, AIgont 37 requires D — Hiterations, so the proposed modification accelerates it of a
factor (D — 1)/ 2 + [g'®9a(P)1=5=2] " This factor is at most two. 0

Let K be the number of terms of theHFE polynomial (without removed terms), and s be the
number of removed terms. Fors = 0, the modular reduction costs (D — 1)(K — 1) multiplica-
t|onsD§nd add|t5ms in Fyeeee, Whereas by removing terms (with an even value oD), the cost is

*d-1 D (K —1-s) field multiplications and additions. The main gain is due to the smaller
number of Ioop rounds during Algorithm 37, which is given by Theorem 10. However, there is also
a slight speed-up generated by the fact that terms are removed. Algorithm 37 has to be slightly
modified to take into account this remark (j can start to one instead of zero when is greater or
equal to [logy(D)] —s).

Security and performance. When H has no term of odd degree, we obtain that during the
computation of x4"** mod H, no odd degree term appears becaud® = A —HQ and A,H and Q
do not have odd degree terms. This result allows to perform computations only for even degree
terms, dividing by two the cost of the squaring and this of the modular reduction. But in practice,
removing all terms of odd degree of theHFE polynomial decreasgg the security. By using the
Frobenius sustainer [165], there exists an equivalent key betweeH xz and H (x) forq=2. So,
the security is equivalent to a degree» HFE polynomial. We will show in Table 9.14 that in this
case,D has to be multiplied by two to obtain the original security. We note that for q >D2 ﬂ
remove all odd degree terms as well ag?, then there exists an equivalent key betweerH x and
H (x). This fact implies a security corresponding to a degree% HFE polynomial.

Table 9.14 studies the impact ofd = D(H) on both the security and the theoretical speed-up
over the classical Euclidean division compared to the casB = 513. We have done an experimental
test to analyze the degree of regularity [82, 11, 14, 22] (Section 4.4.1) in function of the number
of removed terms. We measure it during the Grobner basis attack orHFE for d.,. = m = 30.
We observe that removing a small number of odd degree terms appears not to aléct the security.
The security decreases as soon as eight terms are removed. The results confirm that the security
to attack H of degreeD without odd degree terms is the same as attacking &FE polynomial of
degree%: the degree of regularity increases betvveer% =512 and % =513. The cased =1 seems
to have the same behavior, but in the general case, the degree of regularity does not necessarily
decrease (forD = 130, the degree of regularity is 4 ford= —oo but 5 for d =1, cf. Table 9.15).

The column speed-up onk corresponds to the obtained speed-up by decreasing the number of
iterations during Algorithm 37. The other speed-up column is the overall speed-up, which uses
the fact that removing terms decreases the number of multiplications for one iteration. Removing
the highest terms generates the main part of the overall speed-up. In Section 7.8.9, we propose to
chooses =3 for D > 128

Degree of regularity. We have measured theD Fgép observed in practice forHFE in function of s.
The results are summarized in Table 9.15. Whers is small, the degree of regularity is not impacted.
For the largest values ofs, the degree of regularity decrements. As soon ab is multiplied by two,

we have observed that the degree of regularity does not decrement anymore.
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D d removed terms DrEegp nb. of it. | speed-up onk | speed-up

512 | 257 | none 5 384 25% 27%
513 | 513 | none 6 512 reference ref.
257 | x518 385 25% 25%

129 | x518 x257 321 37% 39%

65 | x518 x257 x129 289 44% 46%

33 | x5, . x% 6 273 47% 50%

514 | 17 | x518,... x% 265 48% 53%
9 x%18 . x17 261 49% 54%

5 | x53,...,x° 259 49% 56%

3 [ x53,...,x5 258 50% 57%

1 x%18, ., x8 ) 257 50% 58%

—oco | all odds 257 50% 59%

1024 1 x%18 ., x8 5 512 0% 0%
—oo | all odds 512 0% 2%
1026 1 x1025 . x3 6 513 0% —4%
—oo | all odds 513 0% —2%

Table 9.14: Impact ofd = D(H) on both the cost of Algorithm 37 and D,%"gp the degree of regularity
of the correspondingHFE algebraic system of 30 equations in 30 variables ovefr,.

minimum m | D s DRP
>9 17 0 4
=15 18 s<3 4
160>m >5 4<s<5b 3
> 16 129 0 5
> 16 s<5 5
> 18 6 5
> 723 130 7 5
70>m2>9 8 4
> 24 513 0 6
> 24 s<6 6
> 25 514 7 6
3%5>m>16 8<s<10 5
> 32 4097 0 7
> 32 s< 10 7
> 33 4098 11 7
35>m=>24 12<s <13 6

Table 9.15: Degree of regularity in the case ofiFE algebraic systems ofm equations in m variables
over IF,, in function of s. The maximum value of s is [log,(D)].
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About the MinRank attacks. The security of HFE against the Kipnis—Shamir attack (Section
4.6.3) seems not to be impacted by the parametes. Compared to a plain HFE polynomial (i.e.
s=0), we set to zero the lasts coeldients in the first column of F (Figure 9.2). However, the first
coel@ient of F corresponds tox? which has an even degree, so the rank does not decrease. We
also remark that the last row of F is not null, since the leading coeldient corresponding to x2'+2

is present.

O O
*+ 0 0 0 O
*+ x 0 O

F=KO0O x x 0 O
0 « x *x 0
0 = 00O

O O
Figure 9.2: Example of (truncated) matrix F € Mg Fou,.. for D =18
and s = 3. The three removed coeldients are in bold.

Removing even degree terms in characteristic two. We can also remove some even degree
terms. AssumeD = ¢ +1 for | > 0. Thus, by removing the terms of highest even degree, a part
of even degree terms in the quotient becomes null. Similarly to theD notation, we introduce De,
which corresponds to the largest even integer instead of odd integer in the definition ab.

Lemma 9. Let A € Fyi...[X] be a polynomial of degree at mosgD — 2, H € Fge...[X] be of degree
D, Q,R € Fy...[X] be respectively the quotient and remainder of the Euclidean division oA by H
and d= Dg(H). If D(A)= —oco and if D is odd, then De(Q) < d— 2.

Proof. The proof (Section B.10) is similar to this of Lemma 8. The fundamental idea is to remark
that the first odd degree term appearing in the current remainder during the Euclidean division is
xP —2*d_To make it vanish, we use the termx?~2 in the quotient, which will be the first even degree
term appearing. So, terms of odd degree strictly greater thanD — 2 + d are null in the current
remainder, implying terms of even degree strictly greater thand — 2 are null in the quotient. O

With Lemma 9, we obtain that at most maxD%, %Dterms of the quotient are not null,
as when we removed odd degree terms. However, the default of this method is the value df
Whereas by removing one odd degree term (withD even), D(H) = % (P)1-2 + 1 we need
removing [log,(D)] — 1 terms to obtain De(H) = g'°%(P)1=2 S0, it is faster to remove odd degree
terms with an even D. Moreover, removing even degree terms could be dangerous for the security,

. Llo (D)) . . . .
especially because the ternxd " ° ° corresponds to vinegar variables in theiFEv polynomial.

Results. In MQ@soft, we have implemented in constant-time the classical Euclidean division and
its fast version (Section 5.1.4). Then we have implemented Algorithm 37 which exploits the sparse
structure of HFE polynomials. In Table 9.16, we compare these methods. The classical Euclidean
division requires approximately D2 multiplications, like the classical multiplication. So, times are
similar to these of Table 9.13. For the fast Euclidean division, we do not take into account the time
to generate the inverse of the reciprocal polynomial of the divisor. In our practical applications,
the latter can be computed one time for all modular reductions. So, the fast Euclidean division
requires the lower half of the result of two multiplications. Except for D =17, we use Karatsuba’'s
multiplication algorithm. The obtained timings correspond approximately to two times these of
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Table 9.13. Then, when the dividend is a square, one of the two multiplications has a square
as operand. We take advantage of this in our implementation of Karatsuba's algorithm, which
divides (approximately) by two the cost of the corresponding multiplication. The obtained timings
correspond to 1.5 times these of Table 9.13, which is consistent with our improvement.

Finally, we compare our general Euclidean divisions with the division by a spars&FE polynomial.
The latter is very eldient because it requires approximately %D log,(D)? multiplications, and a
speed-up of approximately 44% is obtained by removing three terms in th&FE polynomial. We do
not succeed to obtain a speed-up with the fast Euclidean division. This is explained by the use of
Karatsuba’'s multiplication algorithm. The cost of the latter is not quasi-linear, compared to the
%D log,(D)? multiplications of the sparse Euclidean division.

o D Euclidean div. fast Euclidean div. | HFE Euclidean div.

div. div. sqr. div. div. sqr.
17 0.00509 0.00575| 0.00465 | 0.00392 X
175 129 0.274 0.214 0.171 0.0700 | 0.0383
513 4.28 1.92 1.54 0.436 0.237
4097 274 51.1 41.0 5.81 3.30

Table 9.16: Number of megacycles to compute the remainder of the Euclidean division of a degree-
(2D — 2) polynomial by a degreeb monic polynomial over F,4.... We use a Skylake processor
(LaptopS). In the div. sgr. column, we consider the division of a square. For the division by aHFE
polynomial, we incrementD and considers = 3.

9.3.4 Modular Composition of Polynomials over Fode:

We have implemented our adaptation (Algorithm 20) of the modular composition of polynomials
of Brent and Kung [42] over Fad..., Without using matrix product over F,... Coupled to our
eldient implementation of Karatsuba’'s multiplication algorithm (Section 9.3.2), we obtain the
results described in Table 9.17. Our modular composition is on average seven or eight times faster
than the CompMod function from NTL. As for the polynomial multiplication over Fo.,., Magnma is
three times slower thanNTL (we used theModularComposition function). Finally, we have studied
the performance fors = 3, meaning we remove the terms of degree 33, 65 and 129 (respectively
129, 257 and 513) in theHFEv polynomial for D = 130 (respectively D = 514). We obtain a very
small speed-up, due to the improvement of the modular reduction of polynomials ovefs... when
operands are squares (Section 9.3.3).

9.3.5 Frobenius Map in Faa..[X]

The core of Algorithm 25 (Section 5.4.8) is to computeX 2’ mod H. In Section 5.4.5, we show that
this computation can be done with the classical repeated squaring algorithm, using or not multi-
squaring tables as in Section 9.2.5. The main dilérence with Section 9.2.5 is that the coeldients
are in F,4.,.. instead of F,. So, the tables are too large to be precomputed. However, they can be
computed more quickly whenH is a HFE polynomial. Then, these two strategies can be embedded
with the use of modular composition (Algorithm 21). We can replace the IastdeTxt squarings by

dext

a modular composition, coupled to a272" -exponentiation of the coeldients. For the first "z—t
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squarings, we can repeat this process recursively by replacing the half of squarings by a modular
composition, as done previously. So, an eldient modular composition allows interesting speed-ups
on the computation of the Frobenius map. Ford.,; < 576and D < 514, we use up to three modular
compositions to speed up the repeated squaring algorithm.

modular composition
Oext D S

Magma | NTL | M@soft (b

17 | 0| 1.07 | 0.304 | 0.0474 (4)

129 | 0| 64.0 26.4 3.49 (8)
130 | 3| 628 | 30.8 | 327 (11
1757513 (0| 510 | 444 | 565 (16)
514 | 3 499 501 53.0 (20)
4097 | 0 | 94300 | 30400| 3590 (50)
4098 | 3 | 93900 | 30600 | 3400 (50)

Table 9.17: Number of megacycles to compute the modular composition of tw® -coelGient poly-
nomials modulo a monic HFE polynomial of degreeD over Fj.... We use a Skylake processor
(LaptopS). (b) corresponds to the chosen number of blocks for Algorithm 20. FoD = 33, we
recommendb=4.

Let C¢ be the cost of the Frobenius map inFy...[X ]. When the input is a HFE polynomial, we
have three possible complexities, which correspond respectively to the classical Frobenius map, this
based on the modular composition, and finally the Frobenius map using multi-squaring tables:

0 m O ,0 o
%OD dext — [l0gg(D)] - l0g,(q) - D Iogq(%) operations in Fse. ,
o = ODIogz(dext) D295 + dyy - log,(g) - D operations in Foo..,
=
/ O
%O ¢ - D log,(D)* + d;’/‘t -D - D + K'log,(0) operations in Foo...

These complexities are obtained from Section 5.4.5, by repfacingthe cost of the modular reduction
by this of Algorithm 37. The factor D?%5 corresponds toO D%® uses of Karatsuba’s polynomial
multiplication algorithm over Fgo....

Table 9.18 summarizes the performance of both strategies for the Frobenius map, and com-
pares our implementation to NTL and Magma. We use the Modexp function from Magma and the
PlainFrobeniusMap and ComposeFrobeniusMap functions from NTL, both computing X 2" mod
H. We have also studied the strategy from Section 9.3.3 which permits to improve the Frobenius
map by removing odd degree terms in thedFE polynomial. We remove three terms whenD = 130
or D = 514. The results confirm the theoretical speed-ups: when the classical Frobenius map is
used without the modular composition, MQsoft saves approximately 44% of computations by re-
moving three terms. Magma is also improved by this trick, probably because it also uses the classical
Euclidean division, and does not compute multiplication by zero. It is not the case forNTL because
it uses the fast Euclidean division (Algorithm 17).

The multi-squaring strategy is the fastest whenD is small compared tod.,., and is improved
thanks to modular composition. When D is larger, we find a threshold where the classical Frobenius
map with modular composition is faster than the use of multi-squaring tables. Finally, we observe
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a last threshold where the use of modular composition is clearly ineldient becauseD is too large.
Removing odd degree terms is interesting foHFE-based NIST submissions which us® equals 129
or more. This implies increasing by one the original parameters® = 129 and D = 513). Without
taking into account this change, our best Frobenius map is 6 to 14 times faster thamiTL. Magma is
faster than NTL for fairly large degrees such as 513.

d D |s Magma NTL MQ@soft (rep. sqr) | MQsoft (multi-sqr)
ext Modexp | normal | comp. | normal | comp. | normal comp.
17 | 0 11.3 4.46 2.12 0.696 0.280 0.274 0.204

129 | 0 159 130 123 12.0 9.30 11.2 9.88
175|130 3 101 146 134 6.73 6.65 11.2 9.67

513| 0 957 1050 1870 | 74.9 92.6 151 139

514 | 3 606 1150 2050 | 41.6 73.4 150 135

17 | 0 36.5 15.0 4.31 3.95 0.892 1.43 0.694

129 | 0 539 466 257 72.0 35.5 61.7 37.9

358 | 130 | 3 329 524 280 39.4 26.8 61.2 36.5

513 | 0| 3260 3460 3950 447 364 853 614

514 | 3| 1980 3860 | 4260 245 256 845 600

Table 9.18: Number of megacycles to compute the Frobenius map modulo BFE polynomial over
Faoi... . We use a Skylake processor (LaptopS).

9.3.6 Greatest Common Divisor of Polynomials over Foders

The second most important step of the root finding algorithm (Algorithm 25) is the computation
of the GCD of two degreeb polynomials over Fa.,. (Sections 5.4.1, 7.4.11 @nd-B.8). We have
implemented variable-time and constant-time GCD algorithms which require O D? field multipli-
cations. We have also implemented the half-GCD algorithm ([161, Algorithm 11.8], [36, Algorithm
6.8]), which usesO M(D)log(D) field multiplications. Our implementation is based on Karat-
suba’s polynomial multiplication algorithm (Section 9.3.2) and the fast Euclidean division. The
half-GCD algorithm is variable-time, and is not interesting for a degree 514 or less. So, we do not
consider it here. All algorithms used are implemented with a constant-time arithmetic, but the
variable-time GCD algorithm is variable because of the variable number of successive remainders.
We use Methods 1 and 3 from Section 5.4.1 in Algorithm 18. Its constant-time implementation
follows the principle of Algorithm 53, with optimizations due to the characteristic two.

Jext | D | Magma | NTL | MQsoft (var.) | MQsoft (cst)
17 | 0.716 | 0.236 0.0137 0.0213

175|129 | 10.0 | 3.94 0.649 1.17
513 | 125 | 40.6 7.42 15.6
17 | 1.71 | 0.597 0.0389 0.0528

358 | 129 | 215 | 7.94 1.76 3.14
513 | 228 75.0 20.7 39.5

Table 9.19: Number of megacycles to compute the GCD of two polynomials of degréd@ and D — 1

over Foa.... We use a Skylake processor (LaptopS).
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Table 9.19 compares the performance of GCD algorithms. Our classical variable-time GCD is 3.5
to 4.5 times better than NTL. This results of the dilérence of performance between our operations
in Foa..., except for small degrees such as 17 where we obtain a factor 15 or 17. In this case, the
use of the Euclid-Stevin strategy which does not compute inverse iff',, . is really elGient. This

strategy is rather recent (2019), which can explain thatNTL does not use it for the moment.

9.3.7 Performance of the Root Finding Algorithm over IF ot exe

Table 9.20 compares the best implementation of root finding algorithm of each library for the
parameters ofGeMSS and Gui. The results are similar to the performance of Frobenius map, which
is the critical part of the root finding algorithm. MQ@soft is six to thirteen times faster than NTL.

Oext | D | S| Magma | NTL | MQ@soft
177 | 17 | 0| 13.8 | 2.49 | 0.241
266 | 17 | 0| 27.3 | 4.03 | 0.604
358 | 17 | 0| 40.7 | 527 | 0.835
184 | 33 | 0| 40.6 | 9.11 | 0.901
175 129 | 0| 174 136 10.5
130 | 3| 114 145 7.89
265 129 | 0| 380 216 27.9
130 | 3| 241 226 22.4
312 129 | 0 | 437 235 28.4
130 | 3| 275 236 22.5
358 129 | 0| 571 273 39.3
130 | 3| 356 274 30.5
174 513| 0| 1140 | 1120| 91.1
514 | 3| 769 | 1140| 58.7
265 513 | 0| 2410 | 2360 | 281
514 | 3| 1580 | 2380 | 183
354 513 | 0| 3690 | 4520 | 399
514 | 3 | 2340 | 4550 | 285
448 513 | 0| 4700 | 5560 | 580
514 | 3 | 2850 | 5430 | 457

Table 9.20: Number of megacycles to find the roots of &FE polynomial of degreeD over Fau.,. .
We use a Skylake processor (LaptopS).

We have presented in this section the main algorithms that we have implemented iMQsoft to
find the roots of HFE polynomials eldiently. However, our library proposes extra functions. The
half-GCD requires implementing Karatsuba’s polynomial multiplication algorithm and the fast
Euclidean division overF..... S0, we propose a fast version of the root finding algorithm, based on
a Frobenius map using the fast Euclidean division. This permits to have an elgdient implementation
of root finding for general applications, using a constant-time arithmetic in the base field.
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9.4 Generation and Evaluation of MQ Systems

In this section, we study how to implement elGiently important steps of the keypair generation
(Algorithm 29) and verifying process (Algorithm 32) of GeMSS, as well as for the verifying process
(Algorithm 11) of DualModeMS. These steps are based on multivariate quadratic (MQ) systems that
we represent as quadratic forms.

In Section 9.4.1, we compute the multivariate representation (inn.., variables) of HFEv poly-
nomials. Then, we study eldient implementations about multivariate quadratic systems. The
evaluation can be implemented in variable-time to evaluate the public-key, unlike theHFEv poly-
nomial where the evaluation of the vinegar part has to be achieved in constant-time. We also note
that for multivariate-based encryption schemes, we can re-use our constant-time implementation
to evaluate the public-key. In addition, the performance of an evaluation depends mainly on the
storage format. It is often faster to use padding to align data, but this increases the required size
to store the multivariate quadratic system. To obtain the smallest size of public-key, we can pack
data, then unpack it before performing the evaluation. However, the extra cost of unpacking can
significantly impact the performance. So, we propose two kinds of algorithms. The first allows to
directly evaluate the system, whereas the second minimizes the time to unpack and evaluate the
system. Especially during the verifying process, we take into account that a system is sometimes
unpacked one time for several evaluations.

Finally, the inner verifying process (Algorithm 4) cannot be re-used during the dual verifying
process (Algorithm 11). It is due to the number of equations, which falls toa < 2 equations instead
of m. Moreover, this small number of equations is evaluated a large number of times. In Section
9.4.5, we introduce the idea of multipoint evaluation via a monomial representation of points. This
method turns to be very eldient over small fields in characteristic two, such as F1g and Fasg, but
ineldient over F,. Over F,, we evaluate each equation in each point with the technique described
in Section 9.4.2.

9.4.1 Generating the Components of a  HFEv Polynomial

Here, we explain how to obtain the multivariate polynomials f1,...,fq,, € Fq[X1,...,Xn,,.] Of f
from a HFEmd)olynomial F e que@x,vl, ..., W] (Section 7.1.2). The principle is to symbolically
compute F d“t 1 Xk 8, Ve, oW € Foae[X1, ..., Xn,,, ] In the form 27 T -6 (Equation (7.2)).

To doit, we start by mtro&ucmg the matrix representation of F overIquext based on quadratic forms.

Then, we replaceX by ke“ Xk - B to obtain the multivariate representation of F. This method
is described in [84].

Matrix representation of HFEv polynomials as quadratic forms. HFE polynomials (Equa-
tion (2.6)) can be naturally represented by using the matrix representation of quadratic forms [111]
(Section 4.6.3), as for multivariate quadratic systems (Section 7.4.1). LeR = |log,(D)| +1 and

|:| 2 3 R*lD
X = X,X94X% X, . X

Then, we have:
F(X)=X-Q-XT+L-XT+C, (9.2)
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a O
with L =@Bo, ol Br-1) € M1r Fg.. representing the linear terms ofF, and where the matrix
Q € Mg Fy.. is upper triangular such that:

O
HAi ifi=jandq¥2,

Qi = @Aj,i ifi<j,
0 otherwise.
Now, we extend this definition to include vinegar variables. Letv = (vy,...,Vy) be the vector
of vinegar variables. They(vi,...,v,) map (Equation (2.9)) is quadratic in the vinegar variables.

So, we can write it as
y(v)= v-W-vl +V.vT +C,

O
whereW € My Fuaee ,V € M1y Fyee and C € Fao.e cOrrespond respectively to the quadratic,
linear and constant terms ofy, and W is upper triangular. Similarly, the {;(v) are linear in the
vinegar variables, and can be written as

Bi(v)= V) .vT + B, for 0<i<R,

, a O
whereVQ') € My Fqﬁt arﬁi Bi € Fq... COrrespond respectively to the linear and constant terms

of Bi. Let Vx € Mry Fg.. be the matrix generated from the row vectorsV)Ei). Thus, Equation
(9.2) becomes:

DQ VXDD o 0 00 G

0 O
F(X,v)= X v Our W - X v + LV .X v +C. (9.3)

Note that the matrix of quadratic terms of F is upper triangular.

Matrix representation of F from F. Now, we know the matrix representation of F, and we
want to deduce this of 7. We start by replacmghx byD¢ Y(x) in F. By using Equation (2.7), it is

easy to check thatX = x - wherel" € Mg, r Fqoee issuchthatl; = 9ﬁ+l So, we deduce the
multivariate quadratic form of F from Equation (9.3):
O O
FDq)_l(x),vD: Dx VD- r-Q-rt IV -Dx VE+ + DL T VD- Ijx v[Jr +C. (9.4)
OVydexr, W
. . g g .

Note that the matrix of quadratic terms of F ¢ ~1(x),v can be chosen upper triangular. To do
it, we take the matrix generated by the lower triangular terms (without the diagonal) of - Q-T'T,
and we add its transposed tof; - rr.

Finally, we obtzﬁn F as q)d: ¢~1(x),v , which is equivalent to applying ¢ on each of theN
field elements ofF ¢ ~1(x),v .

O O
Complexity. We start by evaluating the cost of computing F ¢ —1(x) via Equation (9.4), when
no vinegar variable is considered.

O O
* Firstly, the computation of T requires O d.y log,(D) field g-exponentiations. This ma-
trix goes not depend onF and so can be precomputed. The memory cost of storing is
oyt Uogq(D)J +1 elements OfF ... .
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O O o O
+ Secondly, the computation ofL - I'T require%) ext Iogq(la) operations in Fy[x] and O dey:
modular reductions (which is better than O dey l0gy(D) operations in Fyo... ).

0 O
e Then, we com%lter Q Withﬁ classical matrix product, requiring O deys Iogq(D)2 operations
in Fg[X] and O dexs logy(D) modular reductions.

O O
. FinaIIwae ﬁ]ultiply the previous result by I'T, requiring O d2,, logy(D) operations in Fg[X]

and O d2., modular reductions.

ext

Now, we consider vinegar variables. We add the following step.

O O 0 O
* The computation of I'-Vx requiresO d.;:Vvlog,(D) operations inFq[x]and O de,cv modular
reductions.

O O
By removing the precomputaﬁion step which requiresO dﬁt log,(D) log,(q) operatiﬂws iN Fooex ,
we obtairhan overall cost ofO deyt Iogq(D)-(nvar+Iogq(D)) operations inFy[x] and O deyy - (Nyar +
log,(D)) modular reductions.

Remark 17. For certain choices off, the computation of I', as well as the computations using it,
could be less expensive. In the implementation oéeMSs, O is the canonical basis off..,., and the
field polynomial f of F.a.,. is a trinomial. This implies that the elements of I' are sparse, which
simplifies the multiplication. When f is a field AOP (Section 5.3.4), the (field) multiplication by

xid = xid mod dextl mod f s roughly a left (circular) shift by i-g mod (dex + 1) positions.

9.4.2 Evaluation of a MQ Polynomial over F,

Here, we describe how to evaluate eldiently a multivariate quadratic polynomial p, such that
O O g 0

Mer O e
p=U pij Xix; O + piXi  + €€ FglXe, ..., Xn,.].
i=1 j=1 i1

This operation is used during the verifying process oflI-based schemes (Section 2.3.3), in particular
when we use the hybrid representation of the public-key (Section 7.4.8). We also use it during the
dual verifying process, when we verify the validity of o inner signatures with a derived public-key
of a < 2 equations (Section 3.4).
By using the matrix representation of quadratic forms, we can write p as
O O
p(x)= x- Q-x" +x-LT +c, (9.5)

wherece Fq, L € Myp,,, D]FqDand Qe My, D]Fqus a lower triangular matrix. We emphasize that
Q is not upper triangular here. This choice allows to improve the performance when théntuitive
strategy is used. Thus, we store thei-th row of Q over [F, as an,,.-bit integer for 1 <i < Ny
From now, we considerqg= 2, and we storeL on the diagonal of Q. An intuitive constant-time
strategy is to directly compute Equation (9.5). In order to compute elGiently Q-xT, we storeQ in
the row-major order such that each row is a vector of bits. Thus, each dot product can be computed
with a bitwise logical AND, followed by the computation of the parity bit of the Hamming weight.
However, the latter is rather expensive compared to a simple logicalND. So, we do not compute it
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fully. For each row of Q, we xor the products (which useAND) in a w-bit register, then we directly
multiply this non-reduced result by the corresponding value fromx. We accumulate vectors ofw
bits instead of bits, and at the end of the evaluation, we compute only one time the parity bit of
the Hamming weight. The latter can be computed by repeating the process of aligning the lower
and higher parts, then xoring them, until a 64-bit (or 32-bit) vector is obtained. For these sizes,
we could continue to repeat the previous dichotomic process, but the use of thROPCNT instruction
(which computes the Hamming weight) is faster. When this instruction is not available, we can
use the variable-precision SWAR (SIMD Within A Register) algorithm, our variant computing the
parity of the Hamming weight, or the PCLMULQDQ instruction to multiply the 64-bit vector (as a
binary polynomial) by the degree-63 binary AOP, followed by a logical right shift by 63 positions.

Algorithm 38  Classical 64-bit implementation in C programming language of the SWAR algorithm.

1: /* n is the input, a 64-bit register. */
2. /* n is the output. n contains the Hamming weight of the input. */
3. #define COUNTBITS64_SWAR(n) \
4. n-= (n > 1) & ((uint64_t)0x5555555555555555); /* HW of each 2-bit block */\
n= (n & ((uint64_t)0x3333333333333333))\

+((n > 2) & ((uint64_t)0x3333333333333333));/* HW of each 4-bit block */\
n=(((n + (n > 4)) & ((uint64_t)O0xFOFOFOFOFOFOFOF)) /* HW of each byte */\

* ((uint64_t)0x101010101010101)) >> 56; /* sum of the 8 HWs */

© N o’

9. #define PARITY_COUNTBITS64_SWAR(n) /* our variant computing the parity bit */\
10: n”=n >> 1; /* parity of the HW of each 2-bit block */\

11: n”"=n >> 2; /* parity of the HW of each 4-bit block */\

122 n=((n&((uint64_t)0x1111111111111111))\

13: *  ((uint64_t)0x8888888888888888)) >> 63;/* sum of the 16 HWs modulo 2 */

The evaluation of p can be optimized with an unpacked representation ofQ, where each row of
Q is aligned to the used register size, with a zero padding. Compared to a packed representation,
this avoids having to align x" for each dot product and turns to be more eldient. However, a
packed representation minimizes the required memory. So, the unpacked representation implies a
memory penalty or adding an unpacking step, which can be expensive. We study this point in
Section 7.4.8.

We note that [53] proposed a method which balances the size of the rows f. We denote this
idea the diagonal strategy since adiagonal representation of Q is used. The idea is to generate a
matrix Q" whosei-th few is  the diagonal of sizen,., —fof Q (from up to down) followed by this
of sizei, for 0 <i < ™= . The obtained matrix has "= +1 plain rows. This representation
can seem better, since the number of rows is divided by two, and the alapgced rows make easier
the memory management. However, this representation requires shifting ™= times the vector of
variables during the evaluation. The implementation of this operation is rather slow overF,. That
is why we use the intuitive strategy.

In our variable-time implementation over F,, we improve the intuitive strategy by using the fact
that a random value of x; is null with probability 0.5. We know that each row of Q - x' will be
multiplied by x;. So, whenx; = 0, we do not compute the corresponding row. When the rows of
have to be unpacked, we can avoid unpacking it$-th row if x; = 0, also improving the unpacking
step.

181



9.4.3 Variable-Time Evaluation of MQ Systems over Fq

Now, we study how to take advantage of the structure of a multivariate quadratic system to evaluate
it eldiently. The evaluation of MQ systems in variable-time is important for the verifying process
of MI-based schemes (Section 2.3.3). Similarly to the previous section, lgt € Fgm [X1,...,Xn,,.] be
the monomial representation of a MQ system ofm equations in n,, variables overFy, such that

p(x)= x-Q-x"+L-x"+c,

O O o O
wherec € Fgm ,L € Myp,,. Fgm and Q € My, Fgn is upper triangular. We can write p as:
0 0
p(x)= x- Q-x"+LT +ec.

In variable-time, and when g is small enough, the classical trick [15] is to look the value ok; € Fq
before computing thei-th row of Q-xT + L. If x; is null, then we do not compute thei-th row since
the latter will be multiplied by zero. This happens with probability % for a random value ofx;. Else,

the computation of the i-th row requires multiplying the i-th row of Q by xT. Here again, we can
optimize the multiplication by Xx; € Fq fori <j < ny.r. If Xj is null, then the multiplication can be
avoided. We also note that whenx; or x; is equal to one (or minus one), the multiplication becomes
trivial. This strategy is very eldient on [, (Algorithm 39), because approximately a quarter of the
monomials are non-null. The average cost of this strategy is approximatelyn - fer(lertD) (- 1)2
multiplications in Fq. In our implementation, this strategy seems to give apparent speed- ups for
g < 16. We also observe that the verification ofx; alone can be more eldient.

Algorithm 39  Variable-time evalugtion of a MQ system of m equations in Ny, varigbles overFs.

1: function Evaluation_Mststemup € Fom [X1, ..., Xn,u Y = (Y1, -+ -2 ¥Yn,.) € Fgmu

2 acc«+ ¢ O Constant term of p.
3 for i from 1to n,.. do

4 if yi =1 then

5: acc+ acc+ p; OLinear term of p.
6 for j from i+1 to ny.. do

7 if yj =1 then

8 acc+— acc+ pij; 0 Quadratic term of p.
9: end if

10: end for

11: end if

12: end for

13: return acc

14: end function

The previous method exploits the potential low Hamming weight of x. However, this method
is expensive for large Hamming weights. The authors of [15] proposed a dil@rential trick oveifs.
Let L1(x) be the following multivariate linear polynomial over Fy:

O . O
[ar F1 [ar

O O
Lix)=c—p 1., - 2-pii + pii * pij Xi.
i=1 j=1 j=i+l
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Thus, we have the following dilérential property:
0 0
pP(X) —p X+ 1n, = Lai(x).

So, the dil@rence betweenp(x) and p(x + 1,,.) is linear. This property is well-known for MQ
polynomials [58], by replacingl,, by any vector over Fy. However, the choice ofl,,  allows the
following strategy-[15Ho evaluatep over F. If the Hamming weight of x is smaller than a certain
threshold t (e.g. "g= ), then p(x) is directly computed. Else, p(x + 1,,.)+ L1(x) is computed.
We summarize this strategy in Algorithm 40. The interest of Algorithm 40 is that Step 0 can be
precomputed for a fixed public-keyp. This requires storingm - (n,.. + 1) bits.

Algorithm 40 Variable-time evaluation of a MQ system overIF, using the dil@érential trick.

Input: p € Fom [X1,..-,Xn,.1,Y =(Y1,---,Yn,.) € F3=,t € N.
Output: p(y) € Fom.

o oo, M, ., 0, U
0. PrecomputeL1(x) = ¢ —p 1o, — 2f o Pii ¥ I Py Xi. The latter depends
only on p.

1. Compute h the Hamming weight of y, e.g. with several calls to the POPCNT instruction or the
SWAR algorithm 38.

2. If h <t, then return p(y) by using Algorithm 39.

O O
3. Else, returnp y+ 1, + Li(y) by using Algorithm 39. Note that the computation of L;(y)
can be trivially included in the evaluation of p.

However, Algorithm 40 does not speed up the evaluation of the public-key ireMSS. We think this
is due to the Hamming weight, which is close to™s= for random vectors. Finally, we emphasize
that we cannot use specific values ok; to speed up a constant-time implementation.

9.4.4 Implementing an Eldient Evaluation of MQ Systems over F,

Here, we study how to implement eldiently the evaluation of multivariate quadratic systems over
F,. The evaluation of the public-key is the main part of the verifying process ofGeMSS (Section
7.1.4). ltis iterated nb_ite times. Since the verification is a public process, it does not need to be
protected against timing attacks. As in Section 9.4.3, we can exploit the fact that for a random
input, the evaluation of a monomial x;x; in F, is null with probability 0.75, and so avoid 75% of
computations. However, the evaluation in constant-time is required during the signature generation
(Section 7.1.3) and keypair generation by evaluation-interpolation (Section 7.4.7) to evaluate they
map of the HFEv polynomial (Equation (7.1)), which is quadratic in the vinegar variables. It is also
used in other contexts, for example to encrypt a message for thBFE-based encryption schemes. In
this section, we study both variable-time evaluation and constant-time evaluation.

To evaluate the public-key p, we can use dilérent representations. The representation by equa-
tion consists in storing the m equations ofp separately (p € Fz[x1,...,Xn,..]™), Whereas the rep-

var

resentation by monomial consists in storing the monomials op separately (p € Fom [X1,...,Xn,..])-
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In the previous section, we studied the fast evaluation of [53], which applies naturally on the
representation by equation (with a diagonal representation of each equation). In [56], the authors
presented a faster evaluation. To do so, they used a monomial representation of the public-key.
Both, [53] and [56], used the AVX2 instruction set. We have chosen the monomial representation
as in [56], because it naturally exploits the fact that on average, 75% of monomials are null.

Our variable-time evaluation only uses the classical method [15], as presented in Algorithm 39.
We initialize an accumulator accto the constant term ¢ € Fon of p, and for each term p;; X;Xx;
with pj; € Fom for 1 <i<j < nya, we addp;; to accif and only if x; = xj = 1.

Then, we have vectorized Algorithm 39. To do it, we just store accwith 256-bit registers, and
e gse 256-bitload, store and bitwise XOR instructions to perform vectorial computations. When

&z s not a multiple of four, we sometimes add the use of 64-bit or 128-bit registers to speed up
the implementation. Algorithm 39 is vulnerable to timing attacks (Section 4.7), since the bitwise
XOR is used if and only ifx; = x; = 1. The traditional way to avoid this attack (Section 6.3.2) is
to replace the conditional statement by a multiplication by x; (respectively x;). But x; and x; are
in F,, so the multiplication can be accelerated: it is equivalent to applying a mask which is the
duplication of x; (respectively x;) m times. With this strategy, we obtain Algorithm 41.

Algorithm 41  Constant-time evaluation of a MQ system of m equations inn,,, variables ovngFz.

1: function Cst—time_evaluation_Mststemup € Fom [X1,.. s Xn LY = (Y1,-- -, ¥Yn,.,) € Fgmu

2: for i from 1to ny, do

3 Trmask[i] < —i ODuplicate the bit y; to create a mask.
4 end for

5 acc<-C 0 Constant term of p.
6 for i from 1to ny., do

7 L < pj

8 for j from i1 to n,rdo

o: L+ L+ pij AND Tmas[j] OApply the mask on p;; (compute pj; y;).
10: end for 0

11: acc<+ acc+ L AND Tas[i] OApply the mask on L (compute L -y;).

12: end for
13: return acc
14: end function

To vectorize Algorithm 41, accand L are stored in 256-bit registers. However, the optimal way
to put each mask in a 256-bit register is not trivial. On the one hand, we can store 256-bit masks
in the array T.sk- In this way, the load instruction permits to create the 256-bit register. On the
other hand, we can store 64-bit masks in the arrayT,,.sx. The creation of the 256-bit register is
done by one call toVPBROADCASTQ, which duplicates a 64-bit mask in a 256-bit register. This idea
is described in Algorithm 42. We propose a new idea, described in Algorithm 43. Firstly, we unroll
with a depth four the loop in j. Secondly, we store 64-bit masks in the arrayT .k, but we load
four 64-bit masks in one 256-bit register. Then, to create a 256-bit mask from one of the four 64-bit
masks, we use the/PERMQ instruction. It permits to create a 256-bit register where each 64-bit part
is one of the four 64-bit part of the input. In particular, we use it to duplicate one 64-bit part of
the input (which is a mask) in a 256-bit register. This method is the best: it requires only one load
for four masks, unlike the two previous methods which require four loads (four 256-bit loads for the
first method and four 64-bit loads for the second method).
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Then, to apply the mask on p;; , we remark that the VPMASKMOVQ instruction permits to load
data and apply the mask in only one instruction. It permits to accelerate the evaluation.

More generally, our new method usingVPERMQ permits to improve the constant-time vector-
matrix product over F,, but is interesting only when the variable T, iS computed one time
for several products sharing the same vector. We remark that this method is faster on Skylake
processors, but on Haswell processors, the use BWPBROADCASTQ (Algorithm 42) remains faster.

Algorithm 42  Improvement of Algorithm 41 with AVX2, VPMASKMOVQ and VPBROADCASTQ.

g: for j from i+1 to ny, do
9: L < L + VPMASKMOVQ(pi;j , VPBROADCASTQ(Tmask[j 1)) OCompute pij V; -
10: end for

Algorithm 43  Improvement of Algorithm 41 with AVX2, VPMASKMOVQ and VPERMQ.

g for j from i+1 to n,,, —3 by 4do
9: Y64X4 — VMOVDQU(Tmask + ] ) OLoad Tmask[j ], Tmask[j + 1]: Tmask[j + 2] and Tmask[j + 3]

10:  yO « VPERMQ(y64x4, 0x00) ODuplicate Tmask[j]-
11:  y1 < VPERMQ(y64x4, 0x55) ODuplicate Tmask[j +1].
12: y2 < VPERMQ(y64x4, OxAA) ODuplicate Trask[] +2].
13:  y3 < VPERMQ(y64x4, OxFF) UDuplicate Tmask[i +3].
14: L < L + VPMASKMOVQ(pij , yO) OLoad p;; and apply the mask (computepi; y;).
15: L < L + VPMASKMOVQ(Pij +1,y1) OCompute pjj +1 Yj+1 -
16: L < L + VPMASKMOVQ(pij +2 , y2) OCompute pij +2 Yj+2 -
17: L + L + VPMASKMOVQ(Pij +3,¥3) OCompute pij +3Yj+3 -
18: end for

19: for j from j to n,,, do

20: L < L + VPMASKMOVQ(Pij , VPBROADCASTQ(Tmask[i 1)) OCompute pj; ;-
21: end for

Table 9.21 shows the performance of the evaluation that uses the AVX2 instruction set. To im-
prove the performance, we use the-funroll-loops option of GCC which unrolls loops to improve
the use of the pipeline. The factor of performance between variable-time and constant-time imple-
mentation depends onm: the factor is two for small values of m and four for larger values. The
performance is alécted by cache penalties when the public-key is too large. Fan = n, ., = 256, we
compare our code with the elgdient implementation of [56], by using a similar processor (ServerH).
We have similar times for the constant-time evaluation, and a speed-up of 1.38 for the variable-time
evaluation. This speed-up is mainly due to unrolled loops. Moreover, we have split the loop
(respectively the loopj) into two loops with an Euclidean division by 64: the first is a loop for iq
from 0 to ¢; , and the second is a loop forir from O to 63. In this way, for extracting x; which
is the i-th bit from a vector of 64-bit words, we take the ir -th bit of the ig-th word. It permits to
simplify the extraction of bits from 64-bit registers.

For the constant-time evaluation, we have obtained our best times on Haswell by using Algorithm
42. However, on Skylake, Algorithm 43 is faster. For a MQ system of 256 equations in 256 variables
over F, (cf. Table 9.22), we obtain 61.4 kc with Algorithm 42 against 55.5 kc with Algorithm 43.
Since Algorithm 42 is state-of-the-art on Haswell, we have obtained a new speed record on Skylake,
by a factor 1.1. For comparison, we obtain 23.2 kc for the variable-time evaluation.
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For m requiring one 64-bit word (respectively two 64-bit words), we use the 256-bit registers to
perform computations in Fom by pack of four elements (respectively two elements). This method
implies the use of masks to computep;; x; for four (respectively two) successive values of. Opti-
mizing the caseam requiring one or two 64-bit words permits to use a new strategy of parallelization:
with k cores, the public-key can be split intok packets of 64 equations (respectively 128 equations),
and each core can apply one time the evaluation for its part of the public-key. In a general wayn
can be split in the way to use evaluation algorithms for smaller number of equations.

m 64 | 128 | 192 | 256 | 320 | 384 | 448 | 512
constant-time | 2.01 | 14.1 | 44.7 | 89.1 | 196 | 318 | 478 | 853
variable-time | 1.15| 6.46 | 17.1 | 37.3| 74.5| 120 | 191 | 205

Table 9.21: Number of kilocycles to evaluate a MQ system ofn equations in m variables overF,.
We use a Haswell processor (ServerH) with the AVX2 instruction set. Turbo Boost is not used.

m 64 128 | 192 | 256 | 320 | 384 | 448 | 512
constant-time | 1.49 | 7.04| 30.1 | 55.5| 142 | 202 | 341 | 610
variable-time | 0.841| 3.87 | 12.3| 23.2 | 51.0| 75.5| 133 | 144

Table 9.22: Number of kilocycles to evaluate a MQ system ofn equations in m variables over[F,.
We use a Skylake processor (DesktopS) with the AVX2 instruction set. Turbo Boost is used.

9.4.5 Multipoint Evaluation of a MQ Polynomial

Here, we study how to perform eldiently the evaluation of a multivariate quadratic polynomial

O O 0
Mar [Tar [Mar
p=U pij Xix; O + piXi + €€ FglXq,...,Xn,..]
i=1 j=i i=1
in a set of evaluation points zy, ...,zs € Fg~. This operation is used when we verify the validity

of o inner signatures with a derived public-key ofa < 2 equations (Section 3.4). For the sake of
simplicity, we only consider the evaluation of the quadratic terms. As in Section 9.4.3, the quadratic
terms of g cap be written as a quadratic form, i.e. x -Q-xT, whereQ is an upper triangular matrix
in My, Fq such that for 1 <i <j < nyar, the coelBient (i,j ) of Q corresponds to the monomial
XjX; of p. We have:

o = P i<k

N 0  otherwise.

It is well-known that in characteristic two, the monomial representation of a MQ system is optimal
for its evaluation in a point [15, 64]. It is due to the vectorization of the product of each monomial
XiXj by the corresponding coeldient from each equation. In our case, this representation is not
optimal since we only havea < 2 equations to evaluate (Section 8.6). So, we cannot re-use the code
of the evaluation available in the inner mode to verify inner signatures during the dual verifying
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process. However, we have a fairly large set of evaluation pointslé < o < 256). We propose the
dual idea of the previous evaluation. We store each equation one by one, but we use a monomial
representation of the evaluation points. Then, we will be able to multiply eldiently each coeldient

of p by the corfiesponding variaples from each evaluation point.

00
Let z, = ng) z,ﬂk) € Fg forl<k <o, andz € M, o Fq be the monomial
representation ofzq,..., 24, i.e. z is the following matrix stored in the row-major order:

O O
Zgl) 252) Zgo)

Ezg) 252) Zgo)g

Z = . . . . :
2. . o 7

Then, we demonstrate that:

O O O 00 O
p(z1) p(z2) -+ p(zg) = 1 -+ 1-20(Q-2),

where ® stands for pointwise product.

Proof. Let k be an integer such thatl < k < 0. By definition, we have:

[Mar [Tar
k k
p(zk) = p 22"

i=1 j=i

N S I (S N - ey (0 D ()
The coeldient (i,k) of Q-zis & Pi g [F"ﬁj its pomtvy_t]se product with z givesz, TR
Finally, the coeldient (1,k)of 1 .-+ 1 - zo(Q-2) is

U U

ar [Jar
0z py 290,

which is exactly p(zk). O

The matrix product Q - z is the core of this evaluation. By multiplying each coeldient of
Q by the corresponding row of z, we can re-use the eldient parallel multiplication by a scalar
proposed in Section 7.4.9. Finally, the pointwise product can be performed with the parallel general
multiplication also described in Section 7.4.9. This process is summarized in Algorithm 44.

Remark 18. The matrix product Q - z could be performed with a fast matrix product, but this
would be ineldient for our practical sizes of parameters.

We summarize the results obtained with Algorithm 44 in Table 9.23. The chosen parameters
correspond to the 128-bit and 256-bit security levels ofRainbow and DualModeMS (Section 8.6).
The multipoint evaluation is eldient over 15 and Fas6: for each point, in one cycle, approximately
10 monomials ofp are evaluated forq = 16, and 5 monomials ofp are evaluated forq= 256. The
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elements ofF,5¢ are two times larger than in F16, which explains the previous factor two. Over
F,, the evaluation seems not to be eldient: only 26 monomials ofp are evaluated in one cycle,
whereas 256 elements df, can be multiplied in parallel. The monomial representation of points is
not optimal for F,, so our final implementation uses another approach (Section 9.4.2). However, it
allows to easily vectorize the evaluation of a compressed equation, since the coeldients gfare bits
extracted one by one. Then, fomn,,, equals 88 and 96, we propose two values of The first requires
storing o monomials on 128 bits, whereas the second requires 256 bits. On 256 bits, we completely
exploit the AVX2 instruction set, whereas on 128 bits, the half of the register is not used. So, we
have proposed specific implementations to fully exploit these registers. It is very eldient overFase:
the number of cycles by point is similar betweenoc = 16 and o = 32. The implementation is less
eldient over [y, with a loss of a factor of 29% foro = 32.

Algorithm 44  Multipoint evaluation of one MQ polynomial (with linear part and constant).

1: function Multlpomtaevaluatlon MQ p € FqlXt,.. ., Xnp ]l 22,....26 € ]F”var

2 acc« ¢ --- ¢ €Fg DDupIication of the constant term of p.
3 for i fror@ 1lto nmﬁlo

4 L~p - p €F] ODuplication of a linear term of p.
5: for j from i to ny,, do

6: if pij 70 then OOptional improvement.
7 if pij =1 thep 0 OOptional improvement.
8 L+L+ zj(l) ZJ-(O)

9: else O g

10: LeL+ 29 o 29 .py OMultiplication by a scalar.
11: end if

12: end if

13: end for O O

14: acc+acc+ Lo zZ® ... 9 O Pointwise product of vectors.
15: end for [ 0

16: return acc OReturn p(z1) --- p(zg) the vector of the g evaluations of p.

17: end function

d | Nyar N o | nb. kilocycles | nb. cycles by point
2 | 566 | 160462 | 256 1570 6140
32 18.0 563
161 96 | 4656 =7 28.0 437
16 12.4 774
256 88 3916 32 225 720
188 | 17766 | 32 90.6 2830

Table 9.23: Performance of the evaluation oft = 1 MQ equation in Fq[X1,...,Xn,..] in 0 points.

We use a Skylake processor (LaptopS), with the AVX2 instruction set. Turbo Boost is not used.
The cost of computing the monomial representation of the points is included in the measurements.
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9.5 Multipoint Evaluation of Univariate Polynomial Systems

For each cryptographic operation of the dual mode (Chapter 3), we have to evaluate one or several
univariate polynomials (the MAC polynomials), whose coeldients live in a small degree extension of
Fq. Typically, we have q = 2 for DualModeMS and g = 16 or g = 256 for Dual Rainbow (Section
8.6). Moreover, the extension field contains betweer2!® and 224 elements, and the degree of the
MAC polynomials is between2® and 2'3. The number of equations and evaluation points depend on
the cryptographic operations. So, we adapt our choice of algorithms accordingly.

9.5.1 Multiplication in  Fy and Accumulators

The core of the multipoint evaluation of the MAC polynomials is the multiplication in Fq<. Here,
we propose eldient multiplications when gq=2. When q= 16 or q = 256, we use an isomorphism
betweenFg and F,.. with kK’ = Klog,(q), permitting to exploit these multiplications. For k' < 8,
the multiplication can be performed in parallel with the field representation used in Section 7.4.9.
For larger extension degrees of,, it seems hard to have an eldient parallel multiplication. The
optimal way seems be to compute sequentially each multiplication with thePCLMULQDQ instruction,
which computes the product of two degree-63 polynomials inf,[x]. So, we use the polynomial
representation (Section 5.2.1). We defindf,., asF, quotiented by an irreducible trinomial of degree
K’, if the latter exists (cf. Section B.9), or by an irreducible pentanomial of degreex’ otherwise.
This choice permits to compute the multiplication with the PCLMULQDQ instruction, followed by the
field modular reduction based on algorithms dedicated to sparse polynomials (Section 5.3.3). We
can also use an irreducible AOP or ESP (Section 5.3.4) for certain extension degrees.

Then, we propose a trick to perform two multiplications in F,.» whenk’ < 21, with only one call
to PCLMULQDQ. Let ap,as, by, by € F,-. The computation of ap x by and a; x by can be performed
as following. We put the k’ bits of ag in the lower bits of a 64-bit register, and the k’ bits of a;
in the higher bits. We repeat this process forly, b;. Then, we call PCLMULQDQ which returns the
product in a 128-bit register R. Finally, the 2k’ — 1 lower bits of R are ag x by, whereas the2k’
higher bits of R are a; x by (with the last bit which is necessarily null and so is useless). We have
also computedag x by + a; x by in the 2k’ — 1 middle bits of R, and the remaining bits are null.

Example 5 (Double product via PCLMULQDQ). Let ag,as, by, by € Foor. We setA = ag+ ap X 43
and B = by + by X *3. The multiplication of A by B givesaghy + (aghy + a;bp)X 3 + a;by X 86, Since
the products are 41-coeldient polynomials over F,, the three parts of A x B are disjoint.

The structure of the result is ineldient if the products have to be reduced directly after the
multiplication, because it requires extracting them before performing the modular reduction. How-
ever, this structure is adapted to the concept of accumulator. Coupled to Algorithms 45 and 46
from Section 9.5.3, this trick permits to speed up the implementation by a factor two whenk’ < 21.
This factor can be improved with the VPCLMULQDQ instruction, available since September 2019 on
the Ice Lake processors (Section 6.1.3). Th#PCLMULQDQ instruction performs four times in parallel
the PCLMULQDQ instruction, multiplying by four the performance of the Horner strategy.

Remark 19. Our trick can also be used to accumulate products of degree-1 polynomials ovét,,
whenk’ < 21. The terms of degree zero, one and two from the result are respectively at the position
0, 64—k’ and 128— 2«’.
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Finally, we perform the modular reduction with the shift-and-add strategy (Section 9.2.3). When
the products are 64-bit aligned, this permits to compute two modular reductions in parallel with the
SSE2 instruction set. Fork’ = 19 and k’ = 24, we cannot defineF,., with an irreducible trinomial.
So, we take an irreducible pentanomial, which slows down the performance of the modular reduction.
We use the irreducible pentanomialsx® + x8 + x>+ x +1 and x?* + x*+ x3+ x + 1. The fact
that x! appears allows a small optimization. Moreover, the modular reduction can be accelerated
thanks to the specific relation xks + xk2 + x +1 = (1+ x) - (1 + x*2) (Section 9.2.4).

9.5.2 Structured Evaluation Point Set

During the keypair generation of the dual mode, the number of equations is fairly large (between
48 and 512) and the number of evaluation pointst is very large (between2'8 and 224). However,
we can choose these points. We use the very eldient additive FFT over F,« presented in Section
5.4.4. This method allows to choose a subset of points corresponding to a basis oflog,(t)
elements inFo«. When g = 16 or g = 256, we use an isomorphism betweerfy« and F,.. with
K’ = klog,(g), then we use the previous method to solve the multipoint evaluation problem. Here,
the multiplication in F,.. is the core of the FFT. More particularly, the results have to be reduced
after each multiplication. Therefore, we cannot vectorize them with the trick from Section 9.5.1.

In Table 9.24, we summarize the results obtained with the additive FFT. The chosen parameters
correspond to the 128-bit and 256-bit security levels obualModeMS and Dual Rainbow. The additive
FFT is very eldient: the cost of each point is between 20 and 50 cycles, whereas the univariate
polynomial has between 1000 and 8000 coeldients. The results are slower ifi,>« because we cannot
define this field with an irreducible trinomial over [F,.

/

K" | Dmac | T | nb. megacycles| nb. cycles by point
21| 1833 28 7.00 26.7
931 | 218 6.14 23.4
20
8023 | 28 11.1 42.3
1305 | 28 8.27 31.5
24
5921 | 218 12.0 45.9

Table 9.24: Performance of the evaluation of a univariate polynomial of degre®y over ./ in T
points. We use a Skylake processor (LaptopS), wittPCLMULQDQ and the AVX2 instruction set.

9.5.3 Random Evaluation Point Set

During the signing and verifying processes of the dual mode, the univariate polynomial system has
to be evaluated in a small numberv of random points (between 16 and 53) inFy . In this case, the
additive FFT cannot be used because the evaluation point set has to be generated from a sub-basis
of Fq«. So, we use Algorithm 20 as a variant of Horner's rule (Section 5.4.3). Le& be an evaluation
point from a ring. The original rule consists in repeating the process of multiplying a degree-0
polynomial by a' and adding it another degree-0 polynomial. In our variant (Algorithm 46), we
multiply a degree-(s — 1) polynomial by a®, with s a tuned parameter in function of the number of
equations. This method requires a precomputation step (Algorithm 45): for each point, we have
to compute the vector of its powers until s. Then, we use them to evaluate each degreés — 1)
polynomial via a dot product of the coelgient vector by this of the powers of the current point.
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Algorithm 45  Horner precomputation (with a step of 4).

[ |}
function powersae R,s € N*

1

2 < Llacagggxadge axay—axa Olnitialization step, a isa € R.
3 for i from 1to % —1do OThe products are independent and reduced irR.
4 Ay < A4i—4 X A4

5 Ai+1 S i3 X A4

6 j+2 S~ A2 X A4

7 Ai+3 — Agj—1 X 4

8 end for

9: for j from O0to s+1 mod 4 do

10: Aui+1y+ | S Ui+ X A4

11: end for

12: return (ag,ag,...,as)

13: end function

Algorithm 46  Horner by block for the evaluation of a degreed univariate polynomial G in a.

[ ]
function Horner by block G € F [X],a € Fx,s € N*

1:
2 (20,3, .- 78s) < powerga, s) OPrecomputation step for a fixed a.
3 b« %Ly« d+1mods
4 acc+ 0
5; for i from Oto b—1do
6 for j from Oto s—1do OThis loop can be unrolled (as in Algorithm 45).
7 acc< acc+ g .s+j x a OMultiplication without the modular reduction.
8 end for
o acce F OReduction in Fyx .
10: acc«+ accx a® OMultiplication without the modular reduction.

11: end for
12: if r %0 then

13: for j from Oto r —1do OThis loop can be unrolled.
14: acc<— acc+ Gi.s+j X al OMultiplication without the modular reduction.
15: end for

16: acce F OReduction in Fge.
17: acc<« accx a’ OMultiplication without the modular reduction.
18: end if

19: return acce Fx OReduction in Fg«.

20: end function

In Algorithms 45 and 46, we propose to unroll loops to remove dependencies between the multi-
plications. In this way, the implementation can be improved with vectorized multiplications in [,
(Section 9.5.1). We summarize the results obtained in Table 9.25. The chosen parameters corre-
spond to the 128-bit security level of DualModeMS and Dual Rainbow. The evaluations are eldient.
The number of cycles to evaluate one polynomial is approximately its number of coeldients, so the
evaluation of one coel@ient costs just one cycle. We obtain a better performance fork’ < 21 by
using the parallel multiplication presented in Section 9.5.1. Finally, when the number of equations
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is 256 or more, the use of Algorithm 46 is similar to computing the dot product of the coeldient
vector of G by the vector of the powers ofa until Dyyc.

K’ | Dmc | Nb. equations | s nb. kilocycles | nb. cycles by equation
256 1834 282 1102
21 | 1833 2 108 2.70 1348
1 72 1.50 1504
64 156 37.6 587
201 931 1 72 0.964 964
48 264 77.4 1612
24 | 1305 1 44 2.12 2121

Table 9.25: Performance of the evaluation of univariate polynomial systems of degre®, over F,,.
We use a Skylake processor (LaptopS), wittPCLMULQDQ and the AVX2 instruction set.

9.6 Performance of MQsoft (Final Version)

9.6.1 Detailed Performance of HFE-Based Keypair Generation

Table 9.26 summarizes the time of most important steps of the keypair generation (Section 7.1.2).
These steps are achieved in constant-time. The generation dfis computed as explained in Section
9.4.1. We have vectorized the multiplication by S and ¥, which is based on vector-matrix products
over F, implemented with the AVX2 instruction set. When we use f, the multiplication by S is the
crucial part of the keypair generation (if PCLMULQDQ is available). For the evaluation-interpolation
strategy (Section 7.4.7), the computation of F o S via our multipoint evaluation is very eldient.

scheme (dexs, D, A,v) | gen.f | f(x-S) FoS || apply ¥
GeMSS128 (174,513 12,12) | 4.87 | 25.7 | 25.8 11.0 7.02
BlueGeMSS128 | (175,129 13, 14) | 3.80 | 26.8 | 26.9 9.42 7.30
RedGeMSS128 (177,17,15,15) 2.28 | 28.1| 28.6 6.89 7.63
GeMSS192 (265,513 22,20) | 25.3 121 | 100 41.5 24.8
BlueGeMSS192 | (265,129 22 23) | 20.1 126 | 97.2 37.4 25.8
RedGeMSS192 | (266,17,23,25) | 12.1 | 129 | 106 || 285 || 265
GeMSS256 (354,513 30,33) | 59.7 | 380 | 384 75.4 74.7
BlueGeMSS256 | (358,12934,32) | 47.8 | 393 | 394 67.5 76.6
RedGeMSS256 (358,17, 34, 35) 28.6 | 405 | 410 57.4 78.1

Gui-184 (184, 33,16,16) 3.29 | 32.0| 32.0| 8.58 8.56
Gui-312 (312,129,24,20) | 27.3 | 197 | 199 || 47.2 48.0
Gui-448 (448,513 32,28) | 114 | 995 | 994 163 146

Table 9.26: Number of megacycles for main steps of the keypair generation with our library. We
use a Skylake processor (LaptopS).F o S is computed from F with the evaluation-interpolation
strategy. The column f(x - S) is split in two. The first column corresponds to the composition of
F with S, whereas the second column corresponds to the composition afo 7 o F with S.
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9.6.2 Performance of HFE-Based Schemes

In this part (Table 9.27), we give the last results of performance on theHFEv--based signature
schemesGeMSS and Gui. The performance for the variants of GeMSS is available in Section 7.5.6,
whereas the performance for a large set of parameters is given in Section 7.8.10. We have ob-
tained interesting speed-ups compared to [84]. FotGui, we obtain big speed-ups on the keypair
generation. The keypair generation ofMQsoft is between 30 and 90 times faster than the round 1
implementation. This is due to our eldient evaluation-interpolation algorithm, but also to the Gui
implementation which does not consider important optimizations in their evaluation-interpolation
algorithm. For the signing and verifying pracesses, we obtain respectively factors 2.5 and 1.8. The
signing process ofzui costs approximately {‘ff”e exp(i) times the cost of root finding (Table 9.20),
which is consistent. The authors of Gui [62] claimed to achieve the EUF-CMA property (Section
7.6.2). Their method implies aborting as soon as one of the nhite calls to the root finding algorithm
fails to find a unique root.

scheme (dext, D, A, v, nb_ite) key gen. sign verify
GeMSS128 (174,513 12,12,4) | 19.6 x 6.03 | 608 x 2.09 | 0.106 x 1.57
GeMSS192 (265,513 22,20, 4) 69.4 x 7.9 | 1760 x 1.83 | 0.304 x 1.47
GeMSS256 (354,513 30,33,4) 158 x 9.32 | 2490 x 2.16 | 0.665 x 1.76
FGeMSS(266) | (266,12910,11,1) | 53.7 x 822| 44 x 29 0.0365 x 2.64
Gui-184 (184,33,16,16, 3) 235 x 31.7| 285 x 2.6 | 0.0712 x 1.89
Gui-312 (312,129 24,20, 2) 116 x 41.9 | 308 x 253 | 0.161 x 1.85
Gui-448 (448,513 32,28, 2) 356 x 91.7 | 5710 x 3.44 | 0.562 x 1.62

Table 9.27: Number of megacycles (Mc) for each cryptographic operation with our library for a
Skylake processor (LaptopS), followed by the speed-up between the best implementation provided
for the NIST submissions (Table 7.37) versus our implementation. For example} 19.6 x 6.03
means a performance of 19.6 Mc withMQsoft, and a performance 0f19.6 x 6.03 = 118 Mc for the
NIST implementations.

9.6.3 Performance of the Dual Mode

In Section 8.4.3, we presented large speed-ups obtained witlysoft on DualModeMS. In Tables 9.28
and 9.29, we summarize the performance of the inner and dual modes. In Table 9.28, we provide
two measurements for the signing process of th#FE-based schemes. The first corresponds to the
signing process with the time to decompress the secret-key, whereas the second assumes that the
secret-key is already decompressed. This second value is useful to measure the impact of the inner
mode on the dual mode: the secret-key is decompressed one time fmiinner signatures.

Impact of the inner mode. The keypair generation of the dual mode requires generating the
keypair of the inner mode. This has a slight impact on the performance (at most 6% of the dual
keypair generation). Then, the dual signing process requires generating inner signatures. This

is the core of the signing process, taking between 41% and 68% fbnal Rainbow, between 79%
and 92% for RedDualModeMS, and at least 94% forDualModeMS which has a long signing process.
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Finally, for Dual Rainbow, the multipoint evaluation of a multivariate quadratic equations (Section
9.4.5) is faster than the inner verifying process. Its impact is very low on the dual verifying process
(7%, cf. Table 9.23). For the HFE-based schemes, the field i&, so the multipoint evaluation is
slower, but its impact on the dual mode is limited.

scheme (A, g, Nyar, M) key gen. sign verify
FGeMSS(266
Inner.Duall"EodelelSQS (128, 2,277,256) 53.1 44.0 (/ 43.8) | 0.0368
Inner.DualModeMS192 (192, 2,420,384) 203 89.2 (/88.3) | 0.124
Inner.DualModeMS256 (256, 2,566 ,512) 609 153 (/ 145) 0.377
Inner.RedDualModeMS128 | (128, 2,280, 256) 457 2.24 (/1 0.973) | 0.0378
Inner.RedDualModeMS192 | (192 2,423 384) 179 5,51 (/1.76) | 0.125
Inner.RedDualModeMS256 | (256, 2,569 512) 543 10.0 (/ 3.11) | 0.375
Rainbow-Ia (128,16, 96, 64) 10.5 0.0692 0.0193
Rainbow-Ic (128, 256, 88, 48) 23.1 0.231 0.0591
Rainbow-IIIc (192,256,140, 72) 97.3 0.637 0.114
Rainbow-Vc (256, 256,188 96) 137 0.856 0.210

Table 9.28: Performance of the inner mode in megacycles. We use a Skylake processor (LaptopS),
with PCLMULQDQ and the AVX2 instruction set. Turbo Boost is not used. The second value of the
signing process corresponds to the time to sign without decompressing the secret-key.

Impact of the MAC polynomials. During the keypair generation, m univariate polynomials are
evaluated in T points of Fyx ng,(q). FOr T = 218, this takes between 39% and 48% of the dual keypair
generation (cf. Table 9.24). For the signing process, the same polynomials are evaluated inpoints
of Fox 05,y - This takes a part of the signing process obual Rainbow (18% for Dual Rainbow-Ia
and 24% forDual Rainbow-Ic, cf. Table 9.25), and is negligible compared to the generation of the
o inner signatures inDualModeMs (less than 3% of the dual signing process). Finally, the evaluation
of o MAC polynomials in v points is very negligible for the dual verifying process. Sincen < 2,
the evaluations are fast (between 6% and 12% of the dual verifying process for the 128-bit security
level, cf. Table 9.25).

Impact of the Merkle tree. During the keypair generation, the creation of the Merkle tree re-
quires computing T digests from(mk log,(q))-bit sequences and — 22 digests from4\-bit sequences.
For large values oft, the number of computations is large and implies a slow keypair generation.
The generation of the Merkle tree takes between 31% and 39% of the dual keypair generation for
Dual Rainbow, Whereas it takes between 21% and 24% for th&FE-based dual modes. Then, the
verifying process requires computingv digests from (mk log,(0))-bit sequences and - (log,(t) — &)
digests from 4\-bit sequences. That makes between 200 and 700 digests for our parameters. The
impact of the hash function on the dual verifying process is between 37% and 48% fonal Rainbow,
and between 21% and 32% for théiFE-based dual modes. The performance of the hash function
gives a lower bound on the practical eldiency of the keypair generation and verifying process.
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Remark 20. Here, we do not use the technique from Section 8.5.5 which mipjmizes the size public-
key plus signature. The latter requires computing at most2/'°92(")1 — 23 + v . "og,(1) — [log,(V)]
digests from 4A-bit sequences during the verifying process, which does not significantly change the
performance compared to the parameter sets from Section 8.6 (whef= 0).

scheme (A, 0,0,K, log,(1),v,0) | key gen.| sign | verify
DualModeMS128 (128,64,2,21,18,18,4) 3710 2800 | 0.643
DualModeMS192 (192,96, 2,20, 18,33,5) 6770 8470 | 1.73
DualModeMS256 (256,256,1, 20, 18,51, 5) 12700 | 38000| 3.95
RedDualModeMS128 | (128,128 1,18 18 19,5) 3800 136 | 0.743
RedDualModeMS192 | (192,192 1,18, 18, 34,6) 6870 409 1.85
RedDualModeMS256 | (256,256, 1,18, 18,53, 6) 13000 | 1040 | 3.95
Dual Rainbow-Ia (128,32, 1,5,18,16,4) 999 3.21 | 0.265
Dual Rainbow-Ic (128,16,1,3,18,17,4) 969 5.49 | 0.299
Dual Rainbow-IIIc (192,24, 1, 3,18,31,5) 1610 26.2 | 0.752
Dual Rainbow-Vc (256,32, 1, 3,18,47,6) 2540 66.3 1.63

Table 9.29: Performance of the dual mode in megacycles. We use a Skylake processor (LaptopS),
with PCLMULQDQ and the AVX2 instruction set. Turbo Boost is not used.

Performance on Haswell. In Table 9.30, we show the impact of the processor on the dual mode.
The performance of the PCLMULQDQ instruction impacts the use of MAC polynomials in all crypto-
graphic operations. Moreover, the arithmetic in Fy of Rainbow is impacted by the performance of
the AVX2 instruction set, which is slower on Haswell.

scheme (A, 0,0,K, log,(1),v,0) | key gen.| sign | verify
DualModeMS128 (128,64, 2,21,18,18,4) 3750 3650 | 0.635
DualModeMS192 (192,96, 2, 20,18, 33,5) 6720 | 10800| 1.77
DualModeMS256 (256,256,1,20,18,51,5) | 11900 | 45200| 3.84
RedDualModeMS128 | (128,128 1,18 18 19,5) 3840 169 | 0.694
RedDualModeMS192 | (192,192 1,18, 18, 34, 6) 6820 498 1.76
RedDualModeMS256 | (256,256 1,18,18,536) | 12100 | 1260 | 3.88
Dual Rainbow-Ia (128,32,1,5,18,16,4) 938 3.78 | 0.268
Dual Rainbow-Ic (128,16,1, 3,18,17,4) 992 7.74 | 0.329
Dual Rainbow-IIIc | (192 24,1,3,18315) 1910 41.8 | 0.913
Dual Rainbow-Vc (256,321, 3,18,47,6) 3340 120 | 2.04

Table 9.30: Performance of the dual mode in megacycles. We use a Haswell processor (ServerH),
with PCLMULQDQ and the AVX2 instruction set. Turbo Boost is not used.
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Chapter 10

Approximate PoSSo

In Chapter 8, we proposedDualModeMS and Dual Rainbow, the dual modes respectively based on
HFEv- and Rainbow. Their security relies on the hardness ofAiPoSSo (Problem 4), which is an open
guestion (Section 4.5). We close the gap by proving thatAPoSSo is NP-complete (Definition 1).
In Section 10.1, we studyAPoSSo by using a reduction to the Generalized MinRank problem [80],
which provides a method to solveAPoSSo. Then, we compute the dimension ofAPoSSo. The
obtained result is identical to the dimension of Generalized MinRank. In Section 10.2, we study
the relation between APoSSo and PoSSo. We obtain that APoSSo is similar to solving an instance of
PoSSo whose considered system is the minus variant of the one considered iRoSSo. The number of
minus equations is the target rank ofAPoSSo. In particular, we introduce a reduction in polynomial
time from APoSSo to PoSSo, which leads to demonstrate the NP-completeness afPoSSo. Finally,
we confirm our results with practical experiments highlighting the behavior of APoSSo (Section
10.3).

10.1 Reduction from APoSSo t0 Generalized MinRank
We propose to consider the matrix representation of theAPoSSo problem (Problem 4).

Problem 6. Approximate PoSSo (APoSSo(q, G, M, Ny, D, 1)), matrix version. Let gq,m,Ny.., D,
and r be non-negative integers such that < min(g, m). Given p a degreeb multivariate polynomial
system inFg[X1,...,Xn,, ]™ @nd ys,...,ys in Fy', the problem is to find vectorsxy, ..., Xq in Fgw=

var

such that the rank of the matrix

0 0
P(X1) — Y1 00
M= :  HeMem F (10.1)

P(Xs) — Yo

is less or equal tor.

This problem is similar to the Generalized MinRank problem [80] (Problem 7). Here, we
introduce a reduction from APoSSo t0 Generalized MinRank.

197



Problem 7. Generalized MinRank (GMR(q,0,m,k,D,r)). Let q,m,k,D,c and r be non-negative
integers such thatr < min(o, m), and K be a field. GivenM a matrix in Mg, whose entries
are degreeb polynomials in K[x41,...,Xk], the problem is to find the set of points at which the
evaluation of M has rank at mostr. In this thesis, we considerK = Fj.

Theorem 11. Let g,m, Ny, D,0 and r < min(ag, m) be integers.
Then, APoSSo(q, 0, M, Ny, D, 1) < GMR(Q,0,M, 0 Nyar, D, 1).

Proof. Let M be the matrix defined by Equation (10.1). By definition of the APoSSo problem, we
searchxq,...,Xg in Fg such that rank(M ) < r. Here, we do not have an instance oteneralized
MinRank: the variables ofp are shared by the columns oM , but the solution vector changes between
each rows Therefore, we just-extend the number of variables t@-n..,, then we create the matrix M’

in Mgm Fg[X1,1,...,Xan...] such that its i-th row only contains the i-th block of ny,, variables.
M’ is as follows: 0 0

p(Xl,la ey lenvar) - yl

M’ = p(xi,l,...,xi,n var) —VYi . (10.2)

p(xo,lu -, Xg,n m) —Yo
We obtain an instance of GMR(q, 0, m, 0 n,.,, D, 1), which once solved, returns a solution vector
(X1,...,Xg) € Fg“ The evaluation of M’ in (Xg,...,Xg) IS equal to M. So, its rank is at most
r and (Xi,...,Xg) solves the instance of theAPoSSo problem. 0

This reduction allows to use the known attacks againstGeneralized MinRank to study the
hardness ofAPoSSo and its dimension. In Section 10.3, we propose experiments to evaluate the
practical hardness of solving theAPoSSo problem. To do it, we modelize the APoSSo problem as
a non-linear multivariate system whose equations live inFg[X1,1,...,Xon,..], then we solve it by
computing its Grobner basis (as in Section 4.4). The complexity of the Grébner basis algorithms
is exponential in the number of solutions. InDualModeMS (Chapter 8), we only need one solution
to forge a signature. Thus, we fix variables to solve a zero dimensional system. Since each fixed
variable decrements the dimension ofiPoSSo, the number of variables that we fix is the dimension
of APoSSo. We compute it in Theorem 12 under the assumption that the top left block of size
r x r of M’ (Equation (10.2)) is invertible in the fraction field, then we remove this assumption in
Corollary 2. The result coincides with the dimension of Generalized MinRank [80, Theorem 10].

Theorem 12. Let g,m,Ny.,D,0 and r < min(o,m) be integers,p € Fqy[X1,...,%n,.]" be a
system of m degreeD polynomials in n.,, variables, p* € F4[X1,...,Xn,. ]™ bep without its con-
stant terms, and yi,...,yo € Fg. If the top left r x r block of M’ (Equation (10.2)) is invert-
ible in the fraction field, if the polynomials of p* are Fg-linearly independent, and if 0 - Ny, >
(o —r)(m —r), then the dimension ofAPoSSo(q, 0, M, Nyar, D, 1) instantiated with p and y1,...,Ys
IS 0 Nyar — (O —1)(M —7).

Proof. In the APoSSo problem, we search(xs,...,Xgs) such that rank(M) < r (Equation (10.1)).

We propose to use a reduction to thePoSSo problem. To do it, we use linear combinations of the
first r rows of M’ (Equation (10.2)) to make the first r columns of its last G — r rows vanish, then
we build an instance ofPoSSo with the last o —r rows of M.
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Let ..o, 0O 0 0
IVlr = Mr,r Mr,m —r € Mr,m IFq[xl,la <oy Xrn var]

be the submatrix of M’ created from its first r rows. We want to make the first r columns of the

last 0 —r rows of M’ vanish, i.e. for r <i < o, we search a vectorzy =(z 1,...,z, ) such that:
O O a. ., , O
I r Or,o —r M rr M rm —r
g Zr+1 , O, * O O
M = : I : M = : : G M()"m Fq(lel, ey Xo‘yn var) . (10.3)
: ot : :
Zg 0, *

Let yx = (Yk1,---,Ykm) € Fg for 1 <k < 0. For afixed i, we searchz; such that:

0 0
Zi My, = — pu(Xi 1y s Xin ) = Yicd oo Pr(Xi 1,0 Xin o) — Vi

This is equivalent to solving a classical linear algebra system. Under the assumption thaM/, is

inveﬁible in the fractiorhfield, i.e. in Fq(X1,1,.-.,Xrn .,), We solve this system by usingM ,’;1 in

M, Fq(X1,1,.... X0 ,..) - We only use the fraction field to allow the use of Gaussian elimination
(represented byMrfr‘l). We obtain:

O O 1
Zi = — pu(Xi 1o Xin ) = Vi 1o e Pr(Xi 105 Xin ) = Yir My

Now that zj € Fg(X1,1,+ -1 Xrn yar Xi, 15+ - 5 Xin .or)” 1S Known, we conclude by computing Equation
(10.3). Forr<i < g, the i-th row of M " is given by:

O O
zi M/ +p(Xi1, ..., X —yi= Xii1ye.os X —vyi -l
i a p(xi 1 N vae) — Vi p(xi 1 N va) — Vi m ) / , 0 (10.4)
- pl(Xi,la---vxi,ﬂvar)_yi,lw--1pr(xi,1----ixi,nvar)_yi,r 'Mr,r . Mr,r Iv'r,m —r

O O
We remark th@t this transformatioa is equivalent to the computation of p(Xi 1,...,Xin,.)—Yi ‘T,

for T € Mm Fq(X1,1,...,Xrn,,.) such that:

0 -1 /D 0 /-1 /
T/: |m* Ivlr,r 'Mr — Or,l’ _Mr,r 'Mr,m—r
Om —r,m Om —r,r Im—r
We deduce thatM " is as follows:
O

p(xl,lv e Yxlvnvar) - yl
n— 00 P(Xr, 1y s Xen ) — Yr 0 0 0
M P(Xr+1 1s-v s Xr 4l nyw) — Yr+l T/ € Mom Fq(XLl'”.’XO'nm) '

O - /
P(Xo1,-- - Xon o) =Yo T

We have built M " from M’ by using operations on rows oM ’, implying rank(M ") = rank( M ).

Now, we study whenrank(M ”(Xq,...,Xg)) < r. On the one hand,M ”(x4,...,X¢) is defined only
if we choosexi, ..., X, in Fg= such that det(M/, (X1,...,Xr)) 0. So,rank(M/(X1,...,X¢)) = T.
On the other hand, the last o —r rows ofM (x4, ..., Xs) are independent of the firstr rows because
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det(M/; (X1,...,X,)) 70 and the first r columns of the lasta —r rows are null (Equation (10.3)).
Thus, we obtain rank(M (x4, ...,Xs)) < r if and only if the last o —r rows of M ”(x4,...,Xg) are
null. The corresponding rows ofM "’ generate an instance oPoSSo of at most (G —r)(m —r) non-
zero equations inc - n,,, variables. To obtain the dimension of this system, we have to demonstrate
that these equations areF-linearly independent.

We start by demonstrating under what assumptions these(o —r)(m —r) equations are non-zero.
Letr<i <oandr<j < m. From Equation (10.4), the coelgdient (i,j) of M" is zero if and only
if By (Xi, 1,4, Xin ...) — ¥ij is equal to the (j — r)-th component of:

O
pl(xi,li . -1Xi,n var) _yi,17 . -va’(Xi,ly . -1Xi,n var) _yi,r : Mr/,r_l . Mr/,m —r-

Since the set of variables ofy; (Xi 1, ..., Xin...) — Vij is disjoint from these of M/*- M/, _,, this
equality is possible if and only ifpy —yi1 = - = pr —Vir = p —Vij =0 orifthe (j —r)-th
column of M/t - M/, _, lifts in Fq. So, we assume the negation of both previous cases. Here, we
note that the second case implies thatp; (Xi 1,...,Xin ...) — V¥ij IS the Fy-linear combination of the

Pe(Xi 1, -5 Xin ) — Yik for 1< k <r, defined by the (j —r)-th column of M/[1-M/, _,.

Then, we demonstrate under what new assumptions th€o —r)(m —r) equations areFy-linearly
independent. Since the set of variables of (Xi, 1. - -, Xin ,..) — Yij depends oni >r , we just verify
thatfor a fixed i, the pj (Xi, 1, .., Xin o) =¥ij — Pu(Xi1s-- o Xin o) = Vi oo Pr(Xi 200 -+ Xin o) —
Yir .M,f(l.Mr”m _; forj>r areFq-linearly independent. Previously, we assumed that the columns
of M/ *-M/,, _, donotliftin Fy. So, we can just consider the partp; (Xi 1, ..., Xin ...) —V¥ij Of each
equation. We obtain that the p; (Xi 1,...,Xin...) —VYij forj>r have to beFy-linearly independent.

Finally, these assumptions are equivalent to considering that for alli > r , the vectors of
p(X1,...,Xn,.) —Yi have to beFq-linearly independent. We satisfy the latter by assuming that the
polynomials of p* are Fq-linearly independent.

By construction, if we find (x1,...,Xs) such that rank(M ”(x1,...,Xs)) < r, we obtain that
rank(M (Xq,...,Xg)) < r, and so(Xq,...,Xg) Solves the instance ofAPoSSo. If 0- Ny > (0 —
r)(m —r), the dimension of the studied instance ofPoSSo is 0 - Ny — (0 —r)(m —r), and this
dimension is the dimension ofAPoSSo. O

In Theorem 12, we give the dimension ofAPoSSo by assuming that the top left block of size
r x r of M’ is invertible. Without loss of generality, this assumption allows to simplify the proof
by considering this block for the Gaussian elimination. In the proof of Corollary 2, we demonstrate
that the existence of an invertible block of sizer x r in M’ is enough.

Corollary 2. Let g, m, ny,,D,0 and r < min(o, m) be integers,p € Fy[X1,...,Xn,..]" be a system
of m degreeD polynomials in n,., variables, andp* € Fq4[X1,...,Xn,.]™ bep without its constant
terms. If the polynomials of p* are Fy-linearly independent, and if - Ny, > (0 —r)(m —r), then

the dimension of APoSSo(q, 0, m, Ny.,, D, r) instantiated with p is - Nyar — (0 —r)(M — ).

Proof. Letys,...,ys € F§'. We start by permuting rows and columns of M’ (Equation (10.2))
in order to make invertible in the fraction field the top left block of size r x r of the transformed
M’. This permutation exists because if the polynomials ofp* are Fg-linearly independent, then we
can find r columns which areFy-linearly independent, and sorank(M’) > r.
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* Firstly, assume that oy,...,0; are indices such that the corresponding rows;ol ' are FFq-
linearly independent. In this case, there exists a permutation matrixP; € Mg Fq such that
P, -M’ is the matrix M’ where the rowsi and g; have been permuted forl <i <r. The new
APoSSo problem corresponds to searchx},...,x5)" = Py - (X1,...,Xg)" in [Fg "= such that
the dimension of the vector space generated bp(x}) —y}....,p(x5) —y5 is less or equal to
r,for (yi,....,y5)" = Pr-(Y1,...,Yo)" in Fg™.

» Secondly, assume thatoy, ..., o] are indices such that the corresponding columns of the first
r rows of Py - M " are Fq-linearly independent. Once again, there exists a permutation matrix
P> € Mm Fq such that Py -M’ . P, is the matrix P, - M’ where the columnsi and g/ have

been permuted forl < i < r. The new APoSSo problem corresponds to searchxi, ..., x5 in
[Fgr= such that the dimension of the vector space generated bp’(x7) —y7,...,p'(X5) =Yg
is less or equal tor, for p’ = p - Pz and (y7,...,¥5)" =(Y1,....y5)" -Pain Fg™.

So, the instances ofiPoSSo associated toM ' and P1 -M’- P, are equivalent. We conclude by calling
Theorem 12 on the latter instance to obtain the expected dimension. 0

We confirm Corollary 2 by experiments in Magma (Section 6.2.1). We have measured the di-
mension of random instances okPoSSo verifying the assumptions of Corollary 2. To do it, we use
the reduction to Generalized MinRank described in Theorem 11. Then, we compute the Grébner
basis of the obtained system via the F4 algorithm (Section 4.4). Thereby, we obtain the dimen-
sion. However, the degree of regularity increases quickly for small parameters, whereas the F4
algorithm is exponential in the degree of regularity. This reduces the number of parameter sets in
our experiments.

In Table 10.1, we instantiate APoSSo with square systems. The practical dimension coincides
with the theory. When m,n,., and r are fixed, we increases. Thus, the dimension grows likear.

r|ms= Nyar dimension
1 2 3/4| 5| 6| 7|8]|9]|10|11]12]13
1 3 4|5
2 3 x | 8110]12| 14| 16| 18
o— 213/ 4|5|6|7|8|9]|10|11]|12

Table 10.1: Practical dimension ofAPoSSo over Fgss1, for D = 2.

In Table 10.2, we take smaller values ob, but we propose a larger variation of other parameters.
Once again, the practical dimension coincides with the theory.

o 2 3 4

m 2 3 4 2 3 4 2] 3 4
Nr [ 2[3]4]2[3]4[3[4]2[3]4]2[3[4]2[3]4[3][4]2[3]3]4
r 1 1 2 1 123
dm [3]5]7]2[4][6][3[5[4][7]10]2]5]8|5[8[11][7[10[5[6]10]15

Table 10.2: Practical dimension ofAPoSSo over Fgsso1, for D = 2.
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10.2 Double Reduction between  APoSSo and PoSSo

In [157], the authors quickly gave a reduction fromAPoSSo of m equations to PoSSo (Problem 1) of
m — r equations. This reduction is explained in Section 4.5. Here, we further study this reduction
and how the structure of p in APoSSo impacts that of PoSSo. Then, we introduce the reduction in
the opposite direction, allowing to have the equivalence. We recall that the question of the hardness
of APoSSo was an open question. We start by demonstrating the reduction fromAPoSSo to PoSSo.

Theorem 13. Let g,m,Ny.,,D,0 and r < min(g,m) be integers,p € Fg[X1,...,%n,..]" be a
system of m degreeD polynomials in ny,; hariﬁples, c € Fg' be the vector of constant terms ofp,
Y1,.--,Yo € Fg', and T’ be a matrix in My Fq such thatr columns are null andrank(T’) = m—r.
If c,y1,...,yr are linearly independent, then we haverPoSSo(q, 0, M, Nyar, D, 1) < PoSSo(q, m —
r,N...,D). Moreover, an instance of APoSSo instantiated with p and yq,...,Ys is reduced to
instances ofPoSSo instantiated with pj =(p —y;)-T' for r<i <o.

Proof. We search(xq,...,Xg) such that rank(M) < r (Equation (10.1)). The idea of this reduc-
tion is to fix r rows of M to reach a rankr, then use linear combinations of these rows to make
r elements in the other rows ofM vanish. We finish by solving instances ofPoSSo to make the
remaining elements vanish. 00

We start by randomly fixing Xi,...,X;. Let R be the matrix in M;n Fq generated by thedir%
r rows of M Daqﬁl assumerank(Rh: r. L%F R; and R, be the matrices respectively inM; Fq
and M;n —r Fq suchthat R = R; Rz . Without loss of generality, we can assume thatR;
is invertible. Else, we can swap columns oM in the initial problem without changing the set of
solutions.

Now, we want to make the first r columns of the lasto — r rows of M vanish. Forr <i < o, we
search a vectorz; =(z1,...,2 ) such that for 1 <j <,

O 0 O 0O O
Zik B(Xk) = Ykj = — B (X1 Xinow) —VYij
k=1

i.e. the linear combination of the rows of R makesM;; vanish. This is equivalent to solving classical
linear algebra systems.R; is invertible so we can findz; such that

0 0
zi -Ri=— pi(Xi1, - s Xin ) = Vidseo s Pr(Xi 1o Xin vae) — Vi

We conclude by adding this linear combination to thei-th row of M. We obtain:

0 0
P—Yi+Zi - R=(P—Yi)lm— Pr(Xi1 - Xin ) = Yis2r s Pr(Xi1, oo Xin ) = Vir ~R7TR.

So, this transformation is equivalent to the computation of (p —y;) - T/, with T’ such that:
O
_R L. g 0O
Orr Ri™-Rz € Mny Fy .

Om —r,r Im—r

T'=

The new instances ofPoSSo have at most m — r non-zero components. The transformation
by T’ keeps the original degree op. So, we obtain (o — r) instances ofPoSSo(q, m —r,N .., D),
which once solved, returnx;.1,...,Xg. By construction, the last o — r rows of M are null, and so
(X1,...,Xg) solves the instance ofAPoSSo.
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However, we assumed thatank(R) = r. If rank(R) <r, we can change the choice of,,...,x;.
Since we assume that,y,...,y, are linearly independent, we propose to seky,...,X; to zero.
In this way, the rows of R are composed ot —y;,...,c—Y,, and sorank(R) = r by hypothesisg

Remark 21. In a realistic attack, the adversary does not setxy,...,X, to zero, but uses the fact
that rank(R) <r to speed up the attack. Indeed, the adversary can randomly fix<y,...,X;, such
that the rank of the first r’ rows of M is exactly r. If he finds x4,...,Xs such that rank(M) <r,
then the instance of APoSSo is solved. Else, he attacks the laso —r’ rows of M, generatingo —r’
instances ofPoSSo(q, M —r,Nyar, D).

So, the obtained instances oPoSSo are linear combinations of the original system. We use this
property to study the structure of the MI-based systems in the instances dfoSSo. In particular,
Corollary 3 shows that Theorem 13 reduces @FE-based instance ofAPoSSo in instances of HFE-
with r minus equations.

Corollary 3. Let q,m,ny.,D,0 and r < min(o, m) be integers,p € Fq[X1,...,Xn,..]" be aMI-
based system (likeéiFE and Rainbow) of m degreeb polynomials in n.,, variables, i.e.p = ToFoS,

c € Fy' be the vector of constant terms ofp, and y1,...,Ys € Fg'. If APoSSo(q, 0, M, Ny, D, 1) is
instantiated with p and y1,...,Ys, and if c,ys,...,y, are linearly independent, then the reduction
to PoSSo(g,m — r, N, D) corresponds to solve the minus variant of a new system keeping the
structure of p.

Proof. Letp = T o F oS be the MI-based system which instantiatesAPoSSo(q, g, M, Ny, D, 1).
According to Theorem 13, forr <i < o, the instance of PoSSo(g, m — r,n .., D) is instantiated
with p{’ = T/ o Fo S for T a map such that:

T/:FP — F7

Vs v-T7 + )

where T” = TT " and t/ = (t —y;)T’. The first r columns of T’ are null, implying the first r
columns of T” and t{’ are null. So, p{’ has exactly m —r non-zero equations, and the underlying
structure corresponds to aMI-based system withr minus equations.

We note that when m’ > m , the initial MI-based system uses the minus variant. In this case, we
have to only take the first m polynomials of p (Section 2.2). To be consistent, we sef the matrix
generated by the firstm columns of T, and setT” = ¥ /. O

Remark 22. Theorem 13 can be used with a reduction tcPoSSo(q, m—r’,Nyaz, D), Wherer’ <.
This allows to choose the value of” which minimizes the complexity of attacks againstHFE-based
instances ofAPoSSo.

Then, we introduce the reduction from PoSSo to APoSSo.

Theorem 14. Let g, m,n,.,,D,0 andr < min(g, m) be integers. If 0 <r <m, then PoSSo(q, m—
r,Nyar, D) < APoSSo(q,r+1,m,ny.., D,r). Moreover, an instance of PoSSo instantiated with p =
(P1s -+ Pm—r) € FglX1,...,%n,.J" " can be reduced to an instance ofiPoSSo instantiated with

var

p’=@©0,...,0,p1,...,Pm—r) € FylX1, ..., Xn,..I™.
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Proof. The idea of this proof is to create an instance ofiPoSSo such that solving it is equivalent
to finding the zeros of p. To do it, we have to take p as input of APoSSo. Then, we would like
to have rank(M) < r if and only if (for example) its last row is null. So, we propose to choose
Y1,...,Yr to force the first r rows of M to be independent, for any choice ok, ...,X,. This choice
does not seem trivial. So, we propose to expan¥ with the r columns of the identity matrix.

Let p’ = (0,...,0,p1,...,Pm—r) € FglX1,...,Xn,.J™ and y1,...,yr+1 € Fg such that yr.q
is the null vector, and for 1 < i < r, y; is the vector whosei-th component is minus one, and
the other components are null. Assume we can solve an instance aPoSSo(q,r+1,m,Ny.y, D, 1)
instantiated with p’Danﬂ Yi,.--,Yr+1. We obtain Xg,...,Xr+1 € Fgr= such that rank(M) <'r,
whereM € M;41 m Fq from Equation (10.1) becomes:

O O
0 -+ 0 p(x)
0 1 . : px)
M=m: - - o :
0O -~ 0 1 p(x)
0 -~ 0 0 p(Xr+1)

The first r rows of M are independent, sorank(M) = r. Moreover, M is in row echelon form,
sop(Xr+1) = Om_r and X;+1 is a solution of the instance ofPoSSo(q,m —r,n..,D). Here, we
assume the existence of solutions. By construction, the instance afPoSSo does not have solutions
if and only if the instance of PoSSo does not have solutions (sinceaank(M ) = r +1 for any choice
0fX1,...,Xr+1). O

Since PoSSo is NP-complete when solved over a finite field withD > 2 [135] (Section 2.2), we
obtain by Theorem 14 that APoSSo is NP-hard. In fact, APoSSo is NP-complete, because we also
have that a candidate solution of APoSSo can be verified in polynomial time (Lemma 10).

Lemma 10. APoSSo is in NP.

Proof.  For demonstrating this, we provide the following verifier. In input, we consider an instance
of APoSSo(q, 0, M, Nyar, D, 1), and a certificate (x4, ..., Xg) € Fg"= (note that its size is polynomial
in the size of the instance). We evaluate them polynomials of p in each point of this certificate,
in polynomial time. Thus, we obtain the M matrix (Equation (10.1)) whose coelGients live in Fg.
Then, we cgmpute in polynomial time its row echelon form with a classical Gaussian elimination
in Mgm Fq , which directly gives its rank. Finally, we check if the latter is less or equal tor. If
the verification succeeds, then we return accept. Else, we return reject. O

We conclude by the reciprocal reduction betweerPoSSo and APoSSo (Theorem 15).

Theorem 15. Let g,m,Ny.,D,0 and r < min(o,m) be integers,p € Fgy[X1,...,%n,..]" be a
system of m degreeb polynomials in ny., variables, c € Fg' be the vector of constant terms ofp,
and y1,...,Yg € Fg‘ If ¢,y1,...,Yr are linearly independent, then APoSSo(q, 0, M, Nyar, D, ) =
PoSSo(g,m—r, Ny, D).

Proof. By Theorems 13 and 14, and by using the trivial reductionAPoSSo(q,r+1,m,Nyay, D, 1) <
APoSSo(q, 0, m, Ny, D, 1), we have the double implication. O
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10.3 Experimental Attacks on APoSSo

Finally, we propose some experiments to confirm the behavior okPoSSo after reduction to PoSSo.
To do it, we study the hardness of solving:

e random instances ofAPoSSo compared to random systems $oSSo),
e HFE-based instances ofiPoSSo compared to instances ofiFE- (Section 2.4.1),
¢ Rainbow-based instances ofiPoSSo compared to instances ofRainbow- (Section 2.4.3).

We compute the Grobner basis of these instances and compare the reached degree of regularity
(Section 4.4.1). We optimize the attacks by randomly fixing variables until a square system is
obtained, i.e. a zero dimensional system. We also fixo = r + 1 to reduce the APoSSo problem to
just one instance ofPoSSo. We note that Rainbow- is introduced only to observe the behavior of
the degree of regularity.

HFE-based instances of APoSSo over F,. We compute the Groébner basis oveff, by adding the
field equations to the PoSSo system (Sections 4.3 and 4.4.1). In this case, the degree of regularity
of a random system ofm quadratic equations in n,,, variables is the smallest indexi such that the
term Z' of the Hilbert series G (Equation (4.8)) is non-positive.

In Figure 10.1, we show the evolution of the degree of regularity in function ofn —r, for instances
of APoSSo instantiated with random square systems andHFE square systems. The instances of
APoSSo instantiated with random systems of m equations have exactly the same degree of regularity
as a random system ofm — r equations, confirming Theorem 13. Then, for aHFE degree 17, the
degree of regularity of the HFE-based instances oftPoSSo is bounded by 4 forr € {1, 2}, by 5 for
r € {3,4}, and by 6 forr = 5. Itis exactly the behavior of a HFE- system ofm — r equations inm
variables (oncer variables are randomly fixed), as studied in Table 7.17, and confirms Corollary 3.

I I I

7 | —&— random PoSSo
—e—random m < 32
—+— HFE-basedr < 2

2

E 6| HFE-basedr = 4 ssssses

qg); HFE-basedr = 5

“g 51 srnasseed

[}

Q

T 41 NANDRRRIEEI00000060060000009
© |

3 ::=9=e=e=9=é N

|
5 10 15 20 25 30 35
m-—r

Figure 10.1: Degree of regularity ofAPoSSo(2,r +1, m,m, 2,r) in function of m —r.
The HFE-based instances oiPoSSo have aHFE degree 17.
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Rainbow-based instances of APoSSo over 5. We compute the Grobner basis ovelf',s without
adding the field equations to the PoSSo system. In this case, the degree of regularity of a random
system ofm degreed equations inn,,, variables is the smallest indexi such that the term z' of the
Hilbert series H (Equation (10.5)) is non-positive [14, Proposition 6].

l—zdEln

H (Z) = (1 _ Z)nvar '

(10.5)

When d = 2 and n,,, = m, it is well-known that the degree of regularity is m + 1. Then, we
propose to use the hybrid approach [20, 21]. We randomly fix,., —m + Ovariables to decrease the
degree of regularity. For a random system, Equation (10.5) withn,,, = m — [Ogives the degree of
regularity. In a realistic attack, an exhaustive search is performed on the[Jvariables, requiring to
solve g” instances ofPoSSo. In our experiments, we do not try to find a solution. We just compare
the degree of regularity between instances afoSSo and APoSSo to confirm the behavior of APoSSo.

In Figure 10.2, we show the evolution of the degree of regularity in function ofn —r, for instances
of APoSSo instantiated with random systems and Rainbow systems. Each curve corresponds to the
behavior of aRainbow-basedAPoSSo system by using the hybrid approach (we removelvariables).
These curves also correspond to the behavior of an instance @kinbow- with r minus equations,
since we obtain exactly the same results for these systems. Our experiments are consistent with
Corollary 3. We also obtain that these curves coincide with the behavior of a random instance of
APoSSo, as well as a random system ofn — r equations. It is due to the secure choice oé,, 0, and
v1, which is similar to the Rainbow schemes [64] of the NIST PQC standardization process.

14

12

[y
o

degree of regularity
oo

4 6 8 10 12 14 16 18
m-—r

Figure 10.2: Degree of regularity ofAPoSSo(256,r + 1,2m, m, 2,r) in function of
rm by, using the-hybrid approach. In the Rainbow-based instances ofAPoSSo,
01 = % ,00= 5 andvy =2m. Here, we complete some missing experimental
results, represented by empty geometric forms, by using the Hilbert series (Equation
(10.5)). The other empty geometric forms are not visible because of the perfect

superposition with their respective full geometric forms.
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In Figure 10.3, we fix m = 16, and we study the degree of regularity in function ofr. Here,
we have chosenv; = 1 to have low instances ofRainbow. The results obtained for Rainbow-based
instances ofAPoSSo of m—r equations are identical to instances oRainbow- with r minus equations,
confirming Corollary 3. As for the HFE--based schemes, the minus variant increases the security
(when r is reasonable). Forr > 7, the degrees of regularity coincide with the values ofm —r in
Figure 10.2, which are also the degrees of regularity of a random system of — r equations.
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Figure 10.3: Degree of regularity ofAPoSSo(256,r +1,17,16,2,r) in function of r,
by using the hybrid approach. Rainbow is used witho; = 0, =8 and vy = 1.
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Conclusion

In this PhD thesis, we improve the eldiency of HFE-based schemes and the SBP transformationHFE

is a 25-year-oldMI-based scheme, which provides a large public-key but very short signatures. Its
signing process is equivalent to finding the roots of a sparse polynomial, which is rather slow, whereas
its verifying process is fast since this corresponds to the evaluation of a multivariate quadratic
system. Introduced in July 2017, the SBP technique is a secure transformation which provides
dual sizes. Its security is based on theiPoSSo problem, which is assumed hard to solve. Here, we
summarize how this PhD thesis contributes to the history of HFE and the SBP transformation.

* We proposed two digital signature schemes to the NIST PQC standardization process. On
the one hand, DualModeMS is based on a new technique, implying that it was not worked
enough to be competitive with other candidates. Therefore DualModeMS was not selected to
the second round, but we greatly improve its performance in this PhD thesis. On the other
hand, GeMSS is currently an alternate candidate of the third round. This scheme proposes
the smallest signature size of the NIST candidates. We propose an important state-of-the-
art of cryptanalysis techniques, as well as a method to select security parameters. At each
round of the competition, we proposed new parameters to improve the performance @&eMSS.
Unfortunately, a recent attack (November 2020 [158]) seriously impacts the security oGeMSs,
as well asHFEv- in general. For the future, we should study this attack in order to repair
HFE, if it is possible.

« We propose a large range of algorithms to compute eldiently arithmetic operations in finite
fields, leading to a root finding algorithm in an extension field. Some of them are specialized
in characteristic two. In particular, we exploit the structure of squares. We also minimize the
number of modular reductions to improve the core of polynomial arithmetic. Our algorithms
are dedicated to sparse polynomials, including optimizations forHFE polynomials. When
several strategies are possible to solve a problem, we select the best by comparing their
performance in function of the parameters.

e MQsoft is a new library which implements elGiently these algorithms. MQsoft outperforms
the implementation of arithmetic in binary fields from NTL or Magma, as well as the existing im-
plementations of HFEv--based schemes. We use the AVX2 instruction set and theCLMULQDQ
instruction to accelerate them. We are careful about the use of secret data, which is always
used in constant-time. An exception is made about the degree c6CD(H, x 9" — x mod H)
during the root finding algorithm, but we propose constant-time split root finding algorithms
when the degree is strictly less than four.
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MQsoft supports the HFEv--based schemes for a large number of parameter sets. This feature
allows a better understanding of the impact of the parameters on the performance.

We propose the first eldient implementation of the SBP transformation. We succeed to obtain
interesting performance, makingDual GeMSS and Dual Rainbow competitive with the other
NIST candidates. These results are obtained from algorithms adapted to the parameters, an
eldient use of vector instructions, as well as proposals to optimize parameters without loss
of security.

The APoSSo problem is the core of the security of the SBP transformation. We study the
dimension of APoSSo, then we make the link between theAPoSSo problem of a polynomial
system, and thePoSSo problem of its minus variant. Both results are supported by experi-
ments.

We introduce the proof that APoSSo is hard in the worst case. Now, we should study ifAPoSSo
is hard on average.

MQsoft being a new library, it can be improved. We propose some ideas to improve it.

Our implementation of matrix operations over F,, such as the matrix product, determinant,
Gaussian elimination and matrix inversion, does not exploit vector instructions. This could
slightly improve the keypair generation of HFE-based schemes, as well as the signing process
when the secret-key is generated from a seed.

MQsoft does not exploit the AVX-512 instruction set. Our implementation could be easily
extended to support it, which would significantly improve the performance.

MQsoft does not exploit the VPCLMULQDQ instruction. The latter allows to significantly improve
the polynomial multiplication over F,, which significantly impacts the keypair generation and
signing process. However, finding the best implementation of the polynomial multiplication
requires a serious and careful study.

When the PCLMULQDQ instruction is not available, the multiplication in Fyd.. Of MQsoft is
slow. We have proposed a SSE2 implementation to decrease the slow-down, but we think the
best solution is to use isomorphisms betweeff,d..,. and Figaew 4 OF Fosgaaers, as suggested
for the third round. This implies implementing eldient multiplications in  F,..., based on
parallel multiplications in Fig and Fas6.

Our polynomial operations over 4., are based on the classical multiplication and Karat-
suba’s algorithm. It could be interesting to try faster multiplications such as the Toom—Cook
multiplication or the FFT convolution algorithm.

The keypair generation of the dual mode is based on an additive FFT. We use theCLMULQDQ
instruction to perform multiplications, but we should compare this method to the use of
bitslicing.

Rainbow, as submitted to the second round [64], is broken [10]. We have to updat®Qsoft
according to the third round submission of Rainbow [65].
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We proposeDual Rainbow, the dual mode of Rainbow, but we do not consider the dual mode
of cyclic Rainbow, which allows to generate a large part of the public-key from a seed. This

process allows to decrease the size of the signature of its dual mode. Our implementation
could be updated to support this technique.

Finally, we could propose an implementation ofRainbow in MQsoft. For the moment, we use
this of Rainbow [64] for an experimental use of its dual mode.

The author of this PhD thesis entirely implemented MQsoft, which can be improved. However,
the end of this PhD thesis sounds like the end ofMQsoft. We have studied many algorithms
to obtain an eldient arithmetic. Proposing a new library in this direction seems to be a very
interesting perspective of research. Moreover, we could improve the parallelism by coupling parallel
algorithms to the use of several cores, as well as SIMD instruction sets, on the core of arithmetic.

In this sense, the new HRFA (High-Performance Finite Field Arithmetic) library could fully exploit
the power of computers.

211






Bibliography

(1]

(2]

3

—_

(4]

(5]

(6]

Gorjan Alagic, Jacob Alperin-Sheril]]Daniel Apon, David Cooper, Quynh Dang, John Kelsey,
Yi-Kai Liu, Carl Miller, Dustin Moody, Rene Peralta, Ray Perlner, Angela Robinson, and
Daniel Smith-Tone. Status report on the second round of the NIST post-quantum cryptog-
raphy standardization process. National Institute of Standards and Technology Interagency
or Internal Report 8309, July 2020. https://doi.org/10.6028/NIST.IR.8309.

Gorjan Alagic, Jacob Alperin-Sheril] Daniel Apon, David Cooper, Quynh Dang, Yi-Kai
Liu, Carl Miller, Dustin Moody, Rene Peralta, Ray Perlner, Angela Robinson, and Daniel
Smith-Tone. Status report on the first round of the NIST post-quantum cryptography stan-
dardization process. National Institute of Standards and Technology Internal Report 8240,
January 2019. https://doi.org/10.6028/NIST.IR.8240.

Alejandro Cabrera Aldaya, Cesar Pereida Garcia, Luis Manuel Alvarez Tapia, and Billy Bob
Brumley. Cache-timing attacks on RSA key generation.IACR Transactions on Cryptographic
Hardware and Embedded System2019(4):213-242, 2019.

Diego F. Aranha, Armando Faz-Hernandez, Julio Lopez Hernandez, and Francisco Rodriguez-
Henriquez. Faster implementation of scalar multiplication on Koblitz curves. In Alejandro
Hevia and Gregory Neven, editors,Progress in Cryptology - LATINCRYPT 2012 - 2nd In-
ternational Conference on Cryptology and Information Security in Latin America, Santiago,
Chile, October 7-10, 2012. Proceedingsvolume 7533 ofLecture Notes in Computer Science
pages 177-193. Springer, 2012.

Diego F. Aranha, Julio Lopez Hernandez, and Darrel Hankerson. Eldient software imple-
mentation of binary field arithmetic using vector instruction sets. In Michel Abdalla and
Paulo S. L. M. Barreto, editors, Progress in Cryptology - LATINCRYPT 2010, First Interna-
tional Conference on Cryptology and Information Security in Latin America, Puebla, Mexico,
August 8-11, 2010, Proceedingsvolume 6212 ofLecture Notes in Computer Science pages
144-161. Springer, 2010.

Diego F. Aranha, Julio L6pez Hernandez, and Darrel Hankerson. High-speed parallel software
implementation of the nT pairing. In Josef Pieprzyk, editor, Topics in Cryptology - CT-RSA
2010, The Cryptographers’ Track at the RSA Conference 2010, San Francisco, CA, USA,
March 1-5, 2010. Proceedings volume 5985 oflLecture Notes in Computer Science pages
89-105. Springer, 2010.

[7] Gwénolé Ars, Jean-Charles Faugére, Hideki Imai, Mitsuru Kawazoe, and Makoto Sugita.

Comparison between XL and Grébner basis algorithms. In Pil Joong Lee, editorAdvances in

213


https://doi.org/10.6028/NIST.IR.8309
https://doi.org/10.6028/NIST.IR.8240

Cryptology - ASIACRYPT 2004, 10th International Conference on the Theory and Application
of Cryptology and Information Security, Jeju Island, Korea, December 5-9, 2004, Proceedings
volume 3329 ofLecture Notes in Computer Science pages 338—353. Springer, 2004.

[8] Hagai Bar-El, Hamid Choukri, David Naccache, Michael Tunstall, and Claire Whelan. The
sorcerer’'s apprentice guide to fault attacks. Proceedings of the IEEE 94(2):370-382, 2006.

[9] Magali Bardet. Etude des systémes algébriques surdéterminés. Applications aux codes cor-
recteurs et a la cryptographie PhD thesis, Université Pierre et Marie Curie - Paris VI,
December 2004.

[10] Magali Bardet, Maxime Bros, Daniel Cabarcas, Philippe Gaborit, Ray A. Perlner, Daniel
Smith-Tone, Jean-Pierre Tillich, and Javier A. Verbel. Algebraic attacks for solving the rank
decoding and MinRank problems without Grébner basis. CoORR, abs/2002.08322, 2020.

[11] Magali Bardet, Jean-Charles Faugére, and Bruno Salvy. On the complexity of Grobner basis
computation of semi-regular overdetermined algebraic equations. International Conference
on Polynomial System Solving — ICPSSpages 71-75, 2004.

[12] Magali Bardet, Jean-Charles Faugére, and Bruno Salvy. On the complexity of the F5 Grébner
basis algorithm. J. Symb. Comput, 70:49-70, 2015.

[13] Magali Bardet, Jean-Charles Faugere, Bruno Salvy, and Pierre-Jean Spaenlehauer. On the
complexity of solving quadratic boolean systems.J. Complex., 29(1):53-75, 2013.

[14] Magali Bardet, Jean-Charles Faugére, Bruno Salvy, and Bo-Yin Yang. Asymptotic behaviour
of the degree of regularity of semi-regular polynomial systems. IIThe E[ective Methods in
Algebraic Geometry Conference — MEGA 2005pages 1-14, 2005.

[15] Cbme Berbain, Olivier Billet, and Henri Gilbert. Eldient implementations of multivariate
guadratic systems. In Eli Biham and Amr M. Youssef, editors, Selected Areas in Cryptography,
13th International Workshop, SAC 2006, Montreal, Canada, August 17-18, 2006 Revised
Selected Papersvolume 4356 ofLecture Notes in Computer Science pages 174-187. Springer,
2006.

[16] Daniel J. Bernstein. Cache-timing attacks on AES. Technical report, 2005.

[17] Daniel J. Bernstein, Tung Chou, and Peter Schwabe. McBits: Fast constant-time code-based
cryptography. In Guido Bertoni and Jean-Sébastien Coron, editors,Cryptographic Hardware
and Embedded Systems - CHES 2013 - 15th International Workshop, Santa Barbara, CA,
USA, August 20-23, 2013. Proceedingsvolume 8086 ofLecture Notes in Computer Science
pages 250-272. Springer, 2013.

[18] Daniel J. Bernstein and Bo-Yin Yang. Asymptotically faster quantum algorithms to solve
multivariate quadratic equations. In Lange and Steinwandt [114], pages 487-506.

[19] Daniel J. Bernstein and Bo-Yin Yang. Fast constant-time gcd computation and modular in-
version. IACR Transactions on Cryptographic Hardware and Embedded System2019(3):340—
398, 2019.

214



[20] Luk Bettale, Jean-Charles Faugere, and Ludovic Perret. Hybrid approach for solving multi-
variate systems over finite fields.J. Mathematical Cryptology, 3(3):177-197, 2009.

[21] Luk Bettale, Jean-Charles Faugére, and Ludovic Perret. Solving polynomial systems over
finite fields: improved analysis of the hybrid approach. In Joris van der Hoeven and Mark van
Hoeij, editors, International Symposium on Symbolic and Algebraic Computation, ISSAC’12,
Grenoble, France - July 22 - 25, 2012 pages 67—74. ACM, 2012.

[22] Luk Bettale, Jean-Charles Faugere, and Ludovic Perret. Cryptanalysis of HFE, multi-HFE
and variants for odd and even characteristic. Des. Codes Cryptogr, 69(1):1-52, 2013.

[23] Ward Beullens, Jean-Charles Faugere, Eliane Koussa, Gilles Macario-Rat, Jacques Patarin,
and Ludovic Perret. PKP-based signature scheme. In Feng Hao, Sushmita Ruj, and
Sourav Sen Gupta, editors,Progress in Cryptology - INDOCRYPT 2019 - 20th International
Conference on Cryptology in India, Hyderabad, India, December 15-18, 2019, Proceedings
volume 11898 ofLecture Notes in Computer Science pages 3-22. Springer, 2019.

[24] Ward Beullens and Bart Preneel. Field lifting for smaller UOV public keys. In Arpita Patra
and Nigel P. Smart, editors, Progress in Cryptology - INDOCRYPT 2017 - 18th International
Conference on Cryptology in India, Chennai, India, December 10-13, 2017, Proceedingsol-
ume 10698 ofLecture Notes in Computer Science pages 227-246. Springer, 2017.

[25] Ward Beullens, Bart Preneel, and Alan Szepieniec. Public key compression for constrained
linear signature schemes. In Carlos Cid and Michael J. Jacobson Jr., editorSelected Areas
in Cryptography - SAC 2018 - 25th International Conference, Calgary, AB, Canada, August
15-17, 2018, Revised Selected Papersolume 11349 ofLecture Notes in Computer Science
pages 300-321. Springer, 2018.

[26] Ward Beullens, Bart Preneel, Alan Szepieniec, and Frederik Vercauteren. LUOV. Submission
to the NIST Post-Quantum Cryptography Standardization Process, December 2017https:
//csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions.

[27] Ward Beullens, Bart Preneel, Alan Szepieniec, and Frederik Vercauteren. LUOV. Submission
to the Second Round of the NIST Post-Quantum Cryptography Standardization Process,
April 2019. https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-s
ubmissions.

[28] Jingguo Bi, Qi Cheng, and J. Maurice Rojas. Sub-linear root detection, and new hardness
results, for sparse polynomials over finite fields. In Manuel Kauers, editor,International
Symposium on Symbolic and Algebraic Computation, ISSAC’'13, Boston, MA, USA, June
26-29, 2013 pages 61-68. ACM, 2013.

[29] Olivier Billet and Jintai Ding. Overview of cryptanalysis techniques in multivariate public key
cryptography. In Massimiliano Sala, Shojiro Sakata, Teo Mora, Carlo Traverso, and Ludovic
Perret, editors, Grobner Bases, Coding, and Cryptographypages 263—283. Springer, 2009.

[30] Manuel Bluhm and Shay Gueron. Fast software implementation of binary elliptic curve
cryptography. J. Cryptogr. Eng., 5(3):215-226, 2015.

215


https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions

[31] Andrey Bogdanov, Thomas Eisenbarth, Andy Rupp, and Christopher Wolf. Time-area op-
timized public-key engines: MQ-cryptosystems as replacement for elliptic curves? IACR
Cryptol. ePrint Arch. , 2008:349, 2008.

[32] Dan Boneh, Richard A. DeMillo, and Richard J. Lipton. On the importance of checking
cryptographic protocols for faults (extended abstract). In Walter Fumy, editor, Advances in
Cryptology - EUROCRYPT '97, International Conference on the Theory and Application of
Cryptographic Techniques, Konstanz, Germany, May 11-15, 1997, Proceeding/olume 1233
of Lecture Notes in Computer Science pages 37-51. Springer, 1997.

[33] Joppe W. Bos, Thorsten Kleinjung, Ruben Niederhagen, and Peter Schwabe. ECC2K-130
on Cell CPUs. In Daniel J. Bernstein and Tanja Lange, editors, Progress in Cryptology -
AFRICACRYPT 2010, Third International Conference on Cryptology in Africa, Stellenbosch,
South Africa, May 3-6, 2010. Proceedings volume 6055 ofLecture Notes in Computer Science
pages 225-242. Springer, 2010.

[34] Wieb Bosma, John J. Cannon, and Graham Matthews. Programming with algebraic struc-
tures: Design of the MAGMA language. In Malcolm A. H. MacCallum, editor, Proceedings
of the International Symposium on Symbolic and Algebraic Computation, ISSAC '94, Oxford,
UK, July 20-22, 1994, pages 52-57. ACM, 1994.

[35] Wieb Bosma, John J. Cannon, and Allan K. Steel. Lattices of compatibly embedded finite
fields. J. Symb. Comput, 24(3/4):351-369, 1997.

[36] Alin Bostan, Frédéric Chyzak, Marc Giusti, Romain Lebreton, Grégoire Lecerf, Bruno Salvy,
and Eric Schost. Algorithmes elGaces en calcul formel, August 2017. 686 pages. Edition 1.0.

[37] Alin Bostan and Eric Schost. Polynomial evaluation and interpolation on special sets of
points. J. Complex. 21(4):420-446, 2005.

[38] Charles Bouillaguet, Hsieh-Chung Chen, Chen-Mou Cheng, Tung Chou, Ruben Niederhagen,
Adi Shamir, and Bo-Yin Yang. Fast exhaustive search for polynomial systems irF 5. In Ste-
fan Mangard and Francois-Xavier Standaert, editors,Cryptographic Hardware and Embedded
Systems, CHES 2010, 12th International Workshop, Santa Barbara, CA, USA, August 17-
20, 2010. Proceedings volume 6225 ofLecture Notes in Computer Science pages 203-218.
Springer, 2010.

[39] Charles Bouillaguet, Pierre-Alain Fouque, and Gilles Macario-Rat. Practical key-recovery
for all possible parameters of SFLASH. In Dong Hoon Lee and Xiaoyun Wang, editors,
Advances in Cryptology - ASIACRYPT 2011 - 17th International Conference on the Theory
and Application of Cryptology and Information Security, Seoul, South Korea, December 4-
8, 2011. Proceedings volume 7073 oflLecture Notes in Computer Science pages 667—685.
Springer, 2011.

[40] Gilles Brassard, editor. Advances in Cryptology - CRYPTO '89, 9th Annual International
Cryptology Conference, Santa Barbara, California, USA, August 20-24, 1989, Proceedings
volume 435 ofLecture Notes in Computer Science Springer, 1990.

[41] Richard P. Brent, Pierrick Gaudry, Emmanuel Thomé, and Paul Zimmermann. Faster mul-
tiplication in GF(2)[x]. In Alfred J. van der Poorten and Andreas Stein, editors, Algorithmic

216



Number Theory, 8th International Symposium, ANTS-VIII, Ban[[]Canada, May 17-22, 2008,
Proceedings volume 5011 oflLecture Notes in Computer Science pages 153-166. Springer,
2008.

[42] Richard P. Brent and H. T. Kung. Fast algorithms for manipulating formal power series. J.
ACM, 25(4):581-595, 1978.

[43] Michael Brickenstein and Alexander Dreyer. PolyBoRi: A framework for Grébner-basis com-
putations with boolean polynomials. J. Symb. Comput, 44(9):1326-1345, 2009.

[44] David Brumley and Dan Boneh. Remote timing attacks are practical. Comput. Networks
48(5):701-716, 2005.

[45] Bruno Buchberger. Bruno Buchberger's PhD thesis 1965: An algorithm for finding the basis
elements of the residue class ring of a zero dimensional polynomial ideal. Symb. Comput,
41(3-4):475-511, 2006.

[46] Bruno Buchberger, George E. Collins, Rudiger Loos, and R. Albrecht. Computer algebra
symbolic and algebraic computation. SIGSAM Bull., 16(4):5, 1982.

[47] Jonathan F. Buss, Gudmund Skovbjerg Frandsen, and Jelfey O. Shallit. The computational
complexity of some problems of linear algebraJ. Comput. Syst. Sci, 58(3):572-596, 1999.

[48] Antoine Casanova, Jean-Charles Faugere, Gilles Macario-Rat, Jacques Patarin, Ludovic Per-
ret, and Jocelyn Ryckeghem. GeMSS A Great Multivariate Short Sighature. Submis-
sion to the NIST Post-Quantum Cryptography Standardization Process, December 2017.
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions

[49] Antoine Casanova, Jean-Charles Faugére, Gilles Macario-Rat, Jacques Patarin, Ludovic Per-
ret, and Jocelyn Ryckeghem.GeMSS A Great Multivariate Short Signature. Submission to the
Second Round of the NIST Post-Quantum Cryptography Standardization Process, April 2019.
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions

[50] Antoine Casanova, Jean-Charles Faugere, Gilles Macario-Rat, Jacques Patarin, Ludovic Per-
ret, and Jocelyn Ryckeghem.GeMSS A Great Multivariate Short Signature. Submission to
the Third Round of the NIST Post-Quantum Cryptography Standardization Process, October
2020. https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submi
sSsions.

[51] Anna Inn-Tung Chen, Ming-Shing Chen, Tien-Ren Chen, Chen-Mou Cheng, Jintai Ding,
Eric Li-Hsiang Kuo, Frost Yu-Shuang Lee, and Bo-Yin Yang. SSE implementation of mul-
tivariate PKCs on modern x86 CPUs. In Christophe Clavier and Kris Gaj, editors, Crypto-
graphic Hardware and Embedded Systems - CHES 2009, 11th International Workshop, Lau-
sanne, Switzerland, September 6-9, 2009, Proceedingslume 5747 ofLecture Notes in Com-
puter Science pages 33-48. Springer, 2009.

[52] Ming-Shing Chen, Chen-Mou Cheng, Po-Chun Kuo, Wen-Ding Li, and Bo-Yin Yang. Faster
multiplication for long binary polynomials. CoRR, abs/1708.09746, 2017.

217


https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

Ming-Shing Chen, Andreas Hulsing, Joost Rijneveld, Simona Samardjiska, and Peter
Schwabe. From 5-passviQ-based identification to MQ-based signatures. In Jung Hee Cheon
and Tsuyoshi Takagi, editors, Advances in Cryptology - ASIACRYPT 2016 - 22nd Interna-
tional Conference on the Theory and Application of Cryptology and Information Security,
Hanoi, Vietnam, December 4-8, 2016, Proceedings, Part 1] volume 10032 ofLecture Notes in
Computer Science pages 135-165, 2016.

Ming-Shing Chen, Andreas Hiulsing, Joost Rijneveld, Simona Samardjiska, and Peter
Schwabe. MQDSS. Submission to the NIST Post-Quantum Cryptography Standardization
Process, December 2017https://csrc.nist.gov/projects/post-quantum-cryptograp
hy/round-1-submissions.

Ming-Shing Chen, Andreas Hulsing, Joost Rijneveld, Simona Samardjiska, and Peter
Schwabe. MQDSS. Submission to the Second Round of the NIST Post-Quantum Cryp-
tography Standardization Process, April 2019. https://csrc.nist.gov/projects/post-
quantum-cryptography/round-2-submissions.

Ming-Shing Chen, Wen-Ding Li, Bo-Yuan Peng, Bo-Yin Yang, and Chen-Mou Cheng. Im-
plementing 128-bit secure MPKC signatures. IEICE Trans. Fundam. Electron. Commun.
Comput. Sci., 101-A(3):553-569, 2018.

Nicolas T. Courtois. Elgient zero-knowledge authentication based on a linear algebra problem
minrank. In Colin Boyd, editor, Advances in Cryptology - ASIACRYPT 2001, 7th Interna-
tional Conference on the Theory and Application of Cryptology and Information Security,
Gold Coast, Australia, December 9-13, 2001, Proceedingsvolume 2248 ofLecture Notes in
Computer Science pages 402—-421. Springer, 2001.

Nicolas T. Courtois. Generic attacks and the security of Quartz. In Yvo Desmedt, editor,
Public Key Cryptography - PKC 2003, 6th International Workshop on Theory and Practice
in Public Key Cryptography, Miami, FL, USA, January 6-8, 2003, Proceedings volume 2567
of Lecture Notes in Computer Science pages 351-364. Springer, 2003.

Nicolas T. Courtois. Short signatures, provable security, generic attacks and computational
security of multivariate polynomial schemes such as HFE, Quartz and SflashlACR Cryptol.
ePrint Arch. , 2004:143, 2004.

Nicolas T. Courtois, Alexander Klimov, Jacques Patarin, and Adi Shamir. ElGient algorithms
for solving overdefined systems of multivariate polynomial equations. In Bart Preneel, editor,
Advances in Cryptology - EUROCRYPT 2000, International Conference on the Theory and
Application of Cryptographic Techniques, Bruges, Belgium, May 14-18, 2000, Proceeding
volume 1807 ofLecture Notes in Computer Science pages 392—407. Springer, 2000.

James H. Davenport, Christophe Petit, and Benjamin Pring. A generalised successive re-
sultants algorithm. In Sylvain Duquesne and Svetla Petkova-Nikova, editors, Arithmetic of
Finite Fields - 6th International Workshop, WAIFI 2016, Ghent, Belgium, July 13-15, 2016,
Revised Selected Papers/olume 10064 ofLecture Notes in Computer Science pages 105-124,
2016.

Jintai Ding, Ming-Shing Chen, Albrecht Petzoldt, Dieter Schmidt, and Bo-Yin Yang. Gui.
Submission to the NIST Post-Quantum Cryptography Standardization Process, December

218


https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions

2017. https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submi
ssions.

[63] Jintai Ding, Ming-Shing Chen, Albrecht Petzoldt, Dieter Schmidt, and Bo-Yin Yang. Rain-
bow. Submission to the NIST Post-Quantum Cryptography Standardization Process, Decem-
ber 2017.https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-sub
missions.

[64] Jintai Ding, Ming-Shing Chen, Albrecht Petzoldt, Dieter Schmidt, and Bo-Yin Yang. Rain-
bow. Submission to the Second Round of the NIST Post-Quantum Cryptography Standard-
ization Process, April 2019. https://csrc.nist.gov/projects/post-quantum-cryptogr
aphy/round-2-submissions.

[65] Jintai Ding, Ming-Shing Chen, Albrecht Petzoldt, Dieter Schmidt, Bo-Yin Yang, Matthias
Kannwischer, and Jacques Patarin. Rainbow. Submission to the Third Round of the NIST
Post-Quantum Cryptography Standardization Process, October 2020 https://csrc.nist.
gov/projects/post-quantum-cryptography/round-3-submissions.

[66] Jintai Ding, Joshua Deaton, Kurt Schmidt, Vishakha, and Zheng Zhang. Cryptanalysis of the
lifted unbalanced oil vinegar signature scheme. In Daniele Micciancio and Thomas Ristenpart,
editors, Advances in Cryptology - CRYPTO 2020 - 40th Annual International Cryptology
Conference, CRYPTO 2020, Santa Barbara, CA, USA, August 17-21, 2020, Proceedings,
Part 11l , volume 12172 ofLecture Notes in Computer Science pages 279-298. Springer, 2020.

[67] Jintai Ding and Thorsten Kleinjung. Degree of regularity for HFE-. IACR Cryptol. ePrint
Arch., 2011:570, 2011.

[68] Jintai Ding, Ray A. Perlner, Albrecht Petzoldt, and Daniel Smith-Tone. Improved cryptanal-
ysis of HFEv- via projection. In Lange and Steinwandt [114], pages 375—-395.

[69] Jintai Ding and Dieter Schmidt. Rainbow, a new multivariable polynomial signature scheme.
In John loannidis, Angelos D. Keromytis, and Moti Yung, editors, Applied Cryptography and
Network Security, Third International Conference, ACNS 2005, New York, NY, USA, June
7-10, 2005, Proceedingsvolume 3531 ofLecture Notes in Computer Science pages 164-175,
2005.

[70] Jintai Ding and Bo-Yin Yang. Multivariate public key cryptography. In Daniel J. Bernstein,
Johannes Buchmann, and Erik Dahmen, editorsPost-Quantum Cryptography, pages 193-241.
Springer, Berlin, Heidelberg, 2009.

[71] Jintai Ding and Bo-Yin Yang. Degree of regularity for HFEv and HFEv-. In Philippe Gaborit,
editor, Post-Quantum Cryptography - 5th International Workshop, PQCrypto 2013, Limoges,
France, June 4-7, 2013. Proceedingsvolume 7932 oflLecture Notes in Computer Science
pages 52—66. Springer, 2013.

[72] Nir Drucker and Shay Gueron. A toolbox for software optimization of QC-MDPC code-based
cryptosystems. J. Cryptogr. Eng., 9(4):341-357, 2019.

[73] Vivien Dubois, Pierre-Alain Fouque, Adi Shamir, and Jacques Stern. Practical cryptanaly-
sis of SFLASH. In Alfred Menezes, editor,Advances in Cryptology - CRYPTO 2007, 27th

219


https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions

Annual International Cryptology Conference, Santa Barbara, CA, USA, August 19-23, 2007,
Proceedings volume 4622 ofLecture Notes in Computer Science pages 1-12. Springer, 2007.

[74] Vivien Dubois and Nicolas Gama. The degree of regularity of HFE systems. In Masayuki
Abe, editor, Advances in Cryptology - ASIACRYPT 2010 - 16th International Conference
on the Theory and Application of Cryptology and Information Security, Singapore, December
5-9, 2010. Proceedings volume 6477 ofLecture Notes in Computer Science pages 557-576.
Springer, 2010.

[75] Christian Eder and Jean-Charles Faugére. A survey on signature-based algorithms for com-
puting Grobner bases.J. Symb. Comput, 80:719-784, 2017.

[76] Jean-Charles Faugeére. A new elgient algorithm for computing Grobner bases (F4).Journal
of Pure and Applied Algebra 139(1-3):61-88, 1999.

[77] Jean-Charles Faugére. A new eldient algorithm for computing Grébner bases without reduc-
tion to zero: F5. In ISSAC'02, pages 75-83. ACM press, 2002.

[78] Jean-Charles Faugére. Algebraic cryptanalysis of HFE using Grébner bases. Research Report
RR-4738, INRIA, 2003.

[79] Jean-Charles Faugére. FGb: A library for computing Grébner bases. In Fukuda et al. [87],
pages 84-87.

[80] Jean-Charles Faugére, Mohab Safey El Din, and Pierre-Jean Spaenlehauer. On the complexity
of the generalized MinRank problem. J. Symb. Comput, 55:30-58, 2013.

[81] Jean-Charles Faugere, Kelsey Horan, Delaram Kahrobaei, Marc Kaplan, Elham Kashefi, and
Ludovic Perret. Fast quantum algorithm for solving multivariate quadratic equations. CoRR,
abs/1712.07211, 2017.

[82] Jean-Charles Faugére and Antoine Joux. Algebraic cryptanalysis of hidden field equation
(HFE) cryptosystems using Grobner bases. In Dan Boneh, editor Advances in Cryptology -
CRYPTO 2003, 23rd Annual International Cryptology Conference, Santa Barbara, California,
USA, August 17-21, 2003, Proceedingsvolume 2729 ofLecture Notes in Computer Science
pages 44—60. Springer, 2003.

[83] Jean-Charles Faugeére, Ludovic Perret, and Jocelyn RyckeghenbualModeMS A Dual Mode
for Multivariate-based Signature. Submission to the NIST Post-Quantum Cryptography Stan-
dardization Process, December 2017https://csrc.nist.gov/projects/post-quantum-
cryptography/round-1-submissions.

[84] Jean-Charles Faugére, Ludovic Perret, and Jocelyn Ryckeghem. Software Toolkit for HFE-
based Multivariate Schemes.IACR Transactions on Cryptographic Hardware and Embedded
Systems 2019(3):257-304, 2019.

[85] Amos Fiat and Adi Shamir. How to prove yourself: Practical solutions to identification and
signature problems. In Andrew M. Odlyzko, editor, Advances in Cryptology - CRYPTO ’86,
Santa Barbara, California, USA, 1986, Proceedings volume 263 ofLecture Notes in Computer
Science pages 186-194. Springer, 1986.

220


https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions

[86] Pierre-Alain Fouque, Gilles Macario-Rat, Ludovic Perret, and Jacques Stern. Total break of
the |-IC signature scheme. In Ronald Cramer, editor,Public Key Cryptography - PKC 2008,
11th International Workshop on Practice and Theory in Public-Key Cryptography, Barcelona,
Spain, March 9-12, 2008. Proceedingsvolume 4939 ofLecture Notes in Computer Science
pages 1-17. Springer, 2008.

[87] Komei Fukuda, Joris van der Hoeven, Michael Joswig, and Nobuki Takayama, editorsMath-
ematical Software - ICMS 2010, Third International Congress on Mathematical Software,
Kobe, Japan, September 13-17, 2010. Proceedinggolume 6327 ofLecture Notes in Computer
Science Springer, 2010.

[88] Giordano Fusco and Eric Bach. Phase transition of multivariate polynomial systems. In
Jin-yi Cai, S. Barry Cooper, and Hong Zhu, editors, Theory and Applications of Models of
Computation, 4th International Conference, TAMC 2007, Shanghai, China, May 22-25, 2007,
Proceedings volume 4484 oflLecture Notes in Computer Science pages 632—645. Springer,
2007.

[89] M. Peeters G. Bertoni, J. Daemen and G. Van Assche. A software interface for Keccak. 2013.

[90] Francois Le Gall. Algebraic complexity theory and matrix multiplication. In Katsusuke
Nabeshima, Kosaku Nagasaka, Franz Winkler, and Agnes Szantd, editorsnternational Sym-
posium on Symbolic and Algebraic Computation, ISSAC '14, Kobe, Japan, July 23-25, 2014
page 23. ACM, 2014.

[91] Shuhong Gao, Yinhua Guan, and Frank Volny. A new incremental algorithm for computing
Groebner bases. In Wolfram Koepf, editor, Symbolic and Algebraic Computation, Interna-
tional Symposium, ISSAC 2010, Munich, Germany, July 25-28, 2010, Proceedingspages
13-19. ACM, 2010.

[92] Shuhong Gao, Frank Volny IV, and Mingsheng Wang. A new framework for computing
Grobner bases.Math. Comput., 85(297):449-465, 2016.

[93] Shuhong Gao and Todd D. Mateer. Additive fast Fourier transforms over finite fields. IEEE
Trans. Inf. Theory , 56(12):6265-6272, 2010.

[94] M. R. Garey and David S. Johnson.Computers and Intractability: A Guide to the Theory of
NP-Completeness W. H. Freeman, 1979.

[95] Louis Goubin and Nicolas T. Courtois. Cryptanalysis of the TTM cryptosystem. In Tatsuaki
Okamoto, editor, Advances in Cryptology - ASIACRYPT 2000, 6th International Conference
on the Theory and Application of Cryptology and Information Security, Kyoto, Japan, De-
cember 3-7, 2000, Proceedingsvolume 1976 ofLecture Notes in Computer Science pages
44-57. Springer, 2000.

[96] Louis Granboulan, Antoine Joux, and Jacques Stern. Inverting HFE is quasipolynomial. In
Cynthia Dwork, editor, Advances in Cryptology - CRYPTO 2006, 26th Annual International
Cryptology Conference, Santa Barbara, California, USA, August 20-24, 2006, Proceedings
volume 4117 ofLecture Notes in Computer Science pages 345-356. Springer, 2006.

[97] Torbjorn Granlund and al. GNU multiple precision arithmetic library 6.1.2, December 2002.
https://gmplib.org/.

221


https://gmplib.org/

[98] Markus Grassl, Brandon Langenberg, Martin Roetteler, and Rainer Steinwandt. Apply-
ing Grover's algorithm to AES: quantum resource estimates. In Tsuyoshi Takagi, editor,
Post-Quantum Cryptography - 7th International Workshop, PQCrypto 2016, Fukuoka, Japan,
February 24-26, 2016, Proceedingsvolume 9606 ofLecture Notes in Computer Science pages
29-43. Springer, 2016.

[99] Joseph F. Grcar. How ordinary elimination became gaussian elimination.Historia Mathe-
matica, 38(2):163-218, 2011.

[100] Bruno Grenet, Joris van der Hoeven, and Grégoire Lecerf. Randomized root finding over
finite FFT-fields using tangent Grael@ transforms. In Kazuhiro Yokoyama, Steve Linton,
and Daniel Robertz, editors, Proceedings of the 2015 ACM on International Symposium on
Symbolic and Algebraic Computation, ISSAC 2015, Bath, United Kingdom, July 06 - 09,
2015 pages 197-204. ACM, 2015.

[101] Johann Grof3schadl and Guy-Armand Kamendje. Instruction set extension for fast elliptic
curve cryptography over binary finite fields GF(2™M). In 14th IEEE International Conference
on Application-Specific Systems, Architectures, and Processors (ASAP 2003), 24-26 June
2003, The Hague, The Netherlandspage 455. IEEE Computer Society, 2003.

[102] Lov K. Grover. A fast quantum mechanical algorithm for database search. In Gary L.
Miller, editor, Proceedings of the Twenty-Eighth Annual ACM Symposium on the Theory of
Computing, Philadelphia, Pennsylvania, USA, May 22-24, 1996pages 212—-219. ACM, 1996.

[103] William B. Hart. Fast library for number theory: An introduction. In Fukuda et al. [87],
pages 88-91.

[104] John L. Hennessy and David A. Patterson.Computer Architecture - A Quantitative Approach,
5th Edition. Morgan Kaufmann, 2012.

[105] Andreas Hiilsing, Daniel J. Bernstein, Christoph Dobraunig, Maria Eichlseder, Scott Fluhrer,
Stefan-Lukas Gazdag, Panos Kampanakis, Stefan Kolbl, Tanja Lange, Martin M Lauridsen,
Florian Mendel, Ruben Niederhagen, Christian Rechberger, Joost Rijneveld, Peter Schwabe,
and Jean-Philippe Aumasson. SPHINX+. Submission to the Second Round of the NIST
Post-Quantum Cryptography Standardization Process, April 2019. https://csrc.nist.go
v/projects/post-quantum-cryptography/round-2-submissions.

[106] IEEE standard specifications for public-key cryptography. IEEE Std 1363-200Q pages 1-228,
2000.

[107] Intel architecture instruction set extensions and future features programming reference, March
2020. https://software.intel.com/sites/default/files/managed/c5/15/architect
ure-instruction-set-extensions-programming-reference.pdf.

[108] Toshiya Itoh and Shigeo Tsujii. A fast algorithm for computing multiplicative inverses in
GF(2™M) using normal bases.Inf. Comput., 78(3):171-177, 1988.

[109] Toshiya Itoh and Shigeo Tsuijii. Structure of parallel multipliers for a class of fields GF(2").
Inf. Comput., 83(1):21-40, 1989.

222


https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://software.intel.com/sites/default/files/managed/c5/15/architecture-instruction-set-extensions-programming-reference.pdf
https://software.intel.com/sites/default/files/managed/c5/15/architecture-instruction-set-extensions-programming-reference.pdf

[110] Aviad Kipnis, Jacques Patarin, and Louis Goubin. Unbalanced oil and vinegar signature
schemes. In Jacques Stern, editorAdvances in Cryptology - EUROCRYPT '99, Interna-
tional Conference on the Theory and Application of Cryptographic Techniques, Prague, Czech
Republic, May 2-6, 1999, Proceedingvolume 1592 oflLecture Notes in Computer Science
pages 206—-222. Springer, 1999.

[111] Aviad Kipnis and Adi Shamir. Cryptanalysis of the HFE public key cryptosystem by relin-
earization. In Michael J. Wiener, editor, Advances in Cryptology - CRYPTO '99, 19th Annual
International Cryptology Conference, Santa Barbara, California, USA, August 15-19, 1999,
Proceedings volume 1666 ofLecture Notes in Computer Science pages 19-30. Springer, 1999.

[112] Donald Ervin Knuth. The art of computer programming, Volume II: Seminumerical Algo-
rithms, 3rd Edition . Addison-Wesley, 1998.

[113] Paul C. Kocher. Timing attacks on implementations of Dil@-Hellman, RSA, DSS, and other
systems. In Neal Koblitz, editor, Advances in Cryptology - CRYPTO '96, 16th Annual In-
ternational Cryptology Conference, Santa Barbara, California, USA, August 18-22, 1996,
Proceedings volume 1109 ofLecture Notes in Computer Science pages 104-113. Springer,
1996.

[114] Tanja Lange and Rainer Steinwandt, editors.Post-Quantum Cryptography - 9th International
Conference, PQCrypto 2018, Fort Lauderdale, FL, USA, April 9-11, 2018, Proceedingsvol-
ume 10786 ofLecture Notes in Computer Science Springer, 2018.

[115] Tanja Lange and Tsuyoshi Takagi, editors. Post-Quantum Cryptography - 8th International
Workshop, PQCrypto 2017, Utrecht, The Netherlands, June 26-28, 2017, Proceedinggolume
10346 ofLecture Notes in Computer Science Springer, 2017.

[116] A. A. Levitskaya. Systems of random equations over finite algebraic structuresCybernetics
and Systems Analysis41:67-93, January 2005.

[117] Daniel Lokshtanov, Ramamohan Paturi, Suguru Tamaki, R. Ryan Williams, and Huacheng
Yu. Beating brute force for systems of polynomial equations over finite fields. In Philip N.
Klein, editor, Proceedings of the Twenty-Eighth Annual ACM-SIAM Symposium on Discrete
Algorithms, SODA 2017, Barcelona, Spain, Hotel Porta Fira, January 16-19 pages 2190-
2202. SIAM, 2017.

[118] Jeremy Maitin-Shepard. Optimal software-implemented Itoh-Tsuijii inversion for GF(2™M).
IACR Cryptol. ePrint Arch. , 2015:28, 2015.

[119] Tsutomu Matsumoto and Hideki Imai. Public quadratic polynomial-tuples for eldient
signature-verification and message-encryption. In Christoph G. Gunther, editor, Advances
in Cryptology - EUROCRYPT '88, Workshop on the Theory and Application of of Crypto-
graphic Techniques, Davos, Switzerland, May 25-27, 1988, Proceedingslume 330 ofLecture
Notes in Computer Science pages 419-453. Springer, 1988.

[120] Alexander Maximov. On roots factorization for PQC algorithms. IACR Cryptol. ePrint Arch. ,
2020:27, 2020.

[121] Alexander Maximov and Helena Sjoberg. On fast multiplication in binary finite fields and
optimal primitive polynomials over GF(2). IACR Cryptol. ePrint Arch. , 2017:889, 2017.

223



[122] Ralph C. Merkle. A certified digital signature. In Brassard [40], pages 218-238.

[123] Mohamed Saied Emam Mohamed and Albrecht Petzoldt. The shortest signatures ever. In Orr
Dunkelman and Somitra Kumar Sanadhya, editors, Progress in Cryptology - INDOCRYPT
2016 - 17th International Conference on Cryptology in India, Kolkata, India, December 11-14,
2016, Proceedingsvolume 10095 ofLecture Notes in Computer Science pages 61-77, 2016.

[124] Peter L. Montgomery. Five, six, and seven-term Karatsuba-like formulae. IEEE Trans.
Computers 54(3):362—-369, 2005.

[125] Ronald C. Mullin, I. M. Onyszchuk, Scott A. Vanstone, and R. M. Wilson. Optimal normal
bases in GF(d"). Discret. Appl. Math., 22(2):149-161, 1989.

[126] National Institute of Standards and Technology. SHA-3 standard: Permutation-based hash
and extendable-output functions. Federal Information Processing Standards (FIPS) Publica-
tion 202, August 2015. http://dx.doi.org/10.6028/NIST.FIPS.202.

[127] National Institute of Standards and Technology. Submission requirements and evaluation
criteria for the post-quantum cryptography standardization process, December 2016https:
//csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call
—-for-proposals-final-dec-2016.pdf

[128] National Institute of Standards and Technology. Round 1 submissions - post-quantum cryp-
tography | CSRC, December 2017.https://csrc.nist.gov/projects/post-quantum-cr
yptography/round-1-submissions.

[129] National Institute of Standards and Technology. Round 2 submissions - post-quantum cryp-
tography | CSRC, January 2019. https://csrc.nist.gov/projects/post-quantum-cryp
tography/round-2-submissions.

[130] National Institute of Standards and Technology. Round 3 submissions - post-quantum cryp-
tography | CSRC, July 2020. https://csrc.nist.gov/projects/post-quantum-cryptogr
aphy/round-3-submissions.

[131] Thomaz Oliveira, Julio Lopez Hernandez, Diego F. Aranha, and Francisco Rodriguez-
Henriquez. Two is the fastest prime: lambda coordinates for binary elliptic curvesJ. Cryptogr.
Eng., 4(1):3-17, 2014.

[132] Jacques Patarin. Cryptanalysis of the Matsumoto and Imai public key scheme of Euro-
crypt’88. In Don Coppersmith, editor, Advances in Cryptology - CRYPTO 95, 15th Annual
International Cryptology Conference, Santa Barbara, California, USA, August 27-31, 1995,
Proceedings volume 963 ofLecture Notes in Computer Sciencepages 248-261. Springer, 1995.

[133] Jacques Patarin. Hidden fields equations (HFE) and isomorphisms of polynomials (IP): two
new families of asymmetric algorithms. In Ueli M. Maurer, editor, Advances in Cryptology -
EUROCRYPT '96, International Conference on the Theory and Application of Cryptographic
Techniques, Saragossa, Spain, May 12-16, 1996, Proceedingplume 1070 ofLecture Notes in
Computer Science pages 33—-48. Springer, 1996.

224


http://dx.doi.org/10.6028/NIST.FIPS.202
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-1-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-2-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions
https://csrc.nist.gov/projects/post-quantum-cryptography/round-3-submissions

[134] Jacques Patarin, Nicolas T. Courtois, and Louis Goubin. QUARTZ, 128-bit long digital signa-
tures. In David Naccache, editor, Topics in Cryptology - CT-RSA 2001, The Cryptographer’s
Track at RSA Conference 2001, San Francisco, CA, USA, April 8-12, 2001, Proceedings
volume 2020 ofLecture Notes in Computer Science pages 282—297. Springer, 2001.

[135] Jacques Patarin and Louis Goubin. Trapdoor one-way permutations and multivariate poly-
nomials. In Yongfei Han, Tatsuaki Okamoto, and Sihan Qing, editors,Information and Com-
munication Security, First International Conference, ICICS’97, Beijing, China, November
11-14, 1997, Proceedingsvolume 1334 ofLecture Notes in Computer Science pages 356—368.
Springer, 1997.

[136] Mike Paterson and Larry J. Stockmeyer. On the number of nonscalar multiplications necessary
to evaluate polynomials. SIAM J. Comput., 2(1):60-66, 1973.

[137] Ludovic Perret. Bases de Grobner en Cryptographie Post-Quantique. (Grobner bases tech-
niques in Quantum-Safe Cryptography) 2016.

[138] Christophe Petit. Finding roots in GF(p™) with the successive resultant algorithm. LMS
Journal of Computation and Mathematics (special issue for ANTS-XI), 17-A:203-217, 2014.

[139] Albrecht Petzoldt. Selecting and reducing key sizes for multivariate cryptographyPhD thesis,
Darmstadt University of Technology, Germany, 2013.

[140] Albrecht Petzoldt. On the complexity of the hybrid approach on HFEv-. IACR Cryptol.
ePrint Arch. , 2017:1135, 2017.

[141] Albrecht Petzoldt and Johannes A. Buchmann. A multivariate signature scheme with an
almost cyclic public key. IACR Cryptol. ePrint Arch. , 2009:440, 2009.

[142] Albrecht Petzoldt, Stanislav Bulygin, and Johannes Buchmann. A multivariate signature
scheme with a partially cyclic public key. In Carlos Cid and Jean-Charles Faugeére, editors,
Proceedings of the 2nd International Conference on Symbolic Computation and Cryptography
(SCC 2010), pages 229-235, June 2010.

[143] Albrecht Petzoldt, Stanislav Bulygin, and Johannes A. Buchmann. CyclicRainbow - A multi-
variate signature scheme with a partially cyclic public key. In Guang Gong and Kishan Chand
Gupta, editors, Progress in Cryptology - INDOCRYPT 2010 - 11th International Conference
on Cryptology in India, Hyderabad, India, December 12-15, 2010. Proceedings/olume 6498
of Lecture Notes in Computer Science pages 33—-48. Springer, 2010.

[144] Albrecht Petzoldt, Ming-Shing Chen, Bo-Yin Yang, Chengdong Tao, and Jintai Ding. Design
principles for HFEv- based multivariate signature schemes. In Tetsu Iwata and Jung Hee
Cheon, editors, Advances in Cryptology - ASIACRYPT 2015 - 21st International Confer-
ence on the Theory and Application of Cryptology and Information Security, Auckland, New
Zealand, November 29 - December 3, 2015, Proceedings, Partvyolume 9452 ofLecture Notes
in Computer Science pages 311-334. Springer, 2015.

[145] Bart Preneel. New european schemes for signature, integrity and encryption (NESSIE): A
status report. In David Naccache and Pascal Paillier, editors,Public Key Cryptography, 5th
International Workshop on Practice and Theory in Public Key Cryptosystems, PKC 2002,

225



Paris, France, February 12-14, 2002, Proceedingsvolume 2274 ofLecture Notes in Computer
Science pages 297-309. Springer, 2002.

[146] OpenSSL Project. OpenSSL version 1.1.1thttps://www.openssl.org/.

[147] Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman. A method for obtaining digital
signatures and public-key cryptosystems.Commun. ACM, 21(2):120-126, 1978.

[148] Koichi Sakumoto, Taizo Shirai, and Harunaga Hiwatari. On provable security of UOV and
HFE signature schemes against chosen-message attack. In Bo-Yin Yang, editd?pst-Quantum
Cryptography - 4th International Workshop, PQCrypto 2011, Taipei, Taiwan, November 29
- December 2, 2011. Proceedingsvolume 7071 ofLecture Notes in Computer Science pages
68-82. Springer, 2011.

[149] Claus-Peter Schnorr. ElGient identification and signatures for smart cards. In Brassard [40],
pages 239-252.

[150] Peter Schwabe and Bas Westerbaan. Solving binaylQ with Grover’s algorithm. In Claude
Carlet, M. Anwar Hasan, and Vishal Saraswat, editors, Security, Privacy, and Applied Cryp-
tography Engineering - 6th International Conference, SPACE 2016, Hyderabad, India, De-
cember 14-18, 2016, Proceedings/olume 10076 ofLecture Notes in Computer Science pages
303-322. Springer, 2016.

[151

—_—

Adi Shamir. EGient signature schemes based on birational permutations. In Douglas R.
Stinson, editor, Advances in Cryptology - CRYPTO '93, 13th Annual International Cryptology
Conference, Santa Barbara, California, USA, August 22-26, 1993, Proceedingsvolume 773
of Lecture Notes in Computer Science pages 1-12. Springer, 1993.

[152

—_—

Peter W. Shor. Polynominal time algorithms for discrete logarithms and factoring on a
guantum computer. In Leonard M. Adleman and Ming-Deh A. Huang, editors, Algorithmic
Number Theory, First International Symposium, ANTS-I, Ithaca, NY, USA, May 6-9, 1994,
Proceedings volume 877 ofLecture Notes in Computer Science page 289. Springer, 1994,

[153] Victor Shoup. NTL: A library for doing number theory. January 2003. http://www.shoup.
net/ntl/.

[154] Joseph H. Silverman. Fast multiplication in finite fields GF(2"). In Cetin Kaya Ko¢ and
Christof Paar, editors, Cryptographic Hardware and Embedded Systems, First International
Workshop, CHES'99, Worcester, MA, USA, August 12-13, 1999, Proceedingsvolume 1717
of Lecture Notes in Computer Science pages 122—-134. Springer, 1999.

[155] Simon Stevin. L'arithmétique. Imprimerie de Christophe Plantin, 1585.

[156] Richard G. Swan. Factorization of polynomials over finite fields.Pacific J. Math., 12(3):1099—
1106, 1962.

[157] Alan Szepieniec, Ward Beullens, and Bart Preneel. MQ signatures for PKI. In Lange and
Takagi [115], pages 224-240.

[158] Chengdong Tao, Albrecht Petzoldt, and Jintai Ding. Improved key recovery of the HFEv-
signature scheme.lACR Cryptol. ePrint Arch. , 2020:1424, 2020.

226


https://www.openssl.org/
http://www.shoup.net/ntl/
http://www.shoup.net/ntl/

[159] Jonathan Taverne, Armando Faz-Hernandez, Diego F. Aranha, Francisco Rodriguez-
Henriguez, Darrel Hankerson, and Julio Lopez Hernandez. Software implementation of binary
elliptic curves: Impact of the carry-less multiplier on scalar multiplication. In Bart Preneel
and Tsuyoshi Takagi, editors, Cryptographic Hardware and Embedded Systems - CHES 2011
- 13th International Workshop, Nara, Japan, September 28 - October 1, 2011. Proceedings
volume 6917 ofLecture Notes in Computer Science pages 108-123. Springer, 2011.

[160] Jeremy Vates and Daniel Smith-Tone. Key recovery attack for all parameters of HFE-. In
Lange and Takagi [115], pages 272-288.

[161] Joachim von zur Gathen and Jurgen GerhardModern Computer Algebra (3. ed.) Cambridge
University Press, 2013.

[162] Christopher Wolf. “Hidden Field Equations" (HFE) - variations and attacks. Master’s thesis,
Universitat Ulm, December 2002. http://www.christopher-wolf.de/dpl.

[163] Christopher Wolf. Eldient public key generation for HFE and variations. In Ed Dawson and
Wolfgang Klemm, editors, Cryptographic Algorithms and their Uses - 2004, International
Workshop, Gold Coast, Australia, July 5-6, 2004, Proceedingspages 78-93. Queensland Uni-

versity of Technology, 2004.

[164] Christopher Wolf. Multivariate quadratic polynomials in public key cryptography Univ. Leu-
ven Heverlee, 2005.

[165] Christopher Wolf and Bart Preneel. Equivalent keys in multivariate quadratic public key
systems. IACR Cryptol. ePrint Arch. , 2005:464, 2005.

227


http://www.christopher-wolf.de/dpl




Appendices

229






Appendix A

Size of MI-Based NIST Candidates

The secret-key ofMI-based schemes (Section 2.4) is composed of two alde (or linear) maps, and
a trapdoor function. In this part, we compute exactly the size of the trapdoor for HFEv, U0V and
Rainbow. Then, we give the exact sizes of the corresponding NIST candidates (Tables A.1 and
A.2), by taking into account their specificity.

HFEv trapdoor.  We compute the number of coeldients of a HFEv polynomial, which permits to
derive the secret-key size. Letr = [log,(D)]. From Equation (2.9), we observe that:

¢ The number of coeldients of y@il’ -F}+ W) is given by Equation (2.3) spegjalized forv variables
and d equals two. We obtain +22 coelgients in Fyu... if 972, and +21 + 1 coeldients

otherwise.

e The number of coelGients of each [3 (w, .3, W) is given by Equation (2.3) specialized forv
variables andd equals one. We obtain ’11 = v+1 coel@ients in Fya.... Then, Bi(vy,...,w)
is defined forO <i <r, implying a total of (r +1)(v+1) coel@ients in Fgao. -

. Hﬁ number of coelGients corresponding to A;; is qgl D+ [logy(D +1 — )] if g7 2, and

» T [logy(D +1 —q)| otherwise. The part with the binomial corresponds to exponents
strictly less than ¢, whereas the part with the logarithm counts the number of exponents
strictly greater than (.

Therefore, the total number of coeldients of a HFEv polynomial in Fge... [X,V1,..., W] Is:
O
+r+2)2+v—r 0O a
% (ver ; vory, logs(D+1 -d) ifq#2,
ND,v,q = 3 1 5 D D (Al)
+(v+r1+ + Vv —
E (vrr 3 )Trvor + logy(D+1 —d) otherwise.

O O
Observe that HFE polynomials are sparse: onlyNp oq = O Iogq(D)2 coeldients are non-zero.
This property is important to accelerate the root finding algorithm (Section 5.4.8) used during the
signing process (Section 2.3.2).
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Uov trapdoor.  For one equation of 7 (Equation (2.10)), its number of coel@ients in Fy is:

O
EWﬂvﬂ)m’ if g7 2,

Nr= (A.2)
% V(V; ) +1+(v+1)m’ otherwise.

Thus, the size of 7 is m’N x log,(q) bits.

Rainbow trapdoor.  The size of F is the sum of u trapdoors of U0OV. Via Equation (A.2), we
obtain that F contains

g
E (Vk + 1);Vk +2) +(v +1)o  elements ofF, if 72,

k=1

E & _ Vk(Vk 1) -

> +1+ (v +1)ok elements ofFy otherwise.
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scheme (level, g, dext, D, A, v, nb_ite) |pk| (kB) |sk| (kB) |seed (B) | |sign| (B)
QUARTZ (80, 2,103,129, 3, 4, 4) 72.23789 | 3.73337%% 16 16
Gui-184 (¥, 2,184, 33,16, 16, 2) 422 1219 149849 | no seed 290
Gui-184 (updated) (I1,2,184,33,16,16,3) 330
Gui-312 (IV, 2,312,129, 24, 20,2) 1990.044% |  41.754%Y | no seed 470
Gui-448 (VI, 2,448,513 32,28, 2) 5903.404% | 94.756° | no seed 670
GeMSS128 (1,2,174,513,12,12,4) 352.188 13.43775 32.25
BlueGeMSS128 (1,2,175,129,13, 14, 4) 363.609 | 13.696375 33.75
RedGeMSS128 (1,2,177,17,15,15, 4) 375.21225 13.104 16 35.25
WhiteGeMSS128 (1,2,175,513,12,12,3) 358.172125 | 13.558625 29.375
CyanGeMSS128 (1,2,177,129,14,13, 3) 369.72475 | 13.40675 30.5
MagentaGeMSS128 (1,2,178,17,15,15, 3) 381.46075 | 13.222375 31.625
GeMSS192 (11, 2,265,513, 22, 20, 4) 1237.9635 | 34.069375 51.375
BlueGeMSS192 (I, 2,265,129,22,23,4) | 1264.116375| 35.377375 52.875
RedGeMSS192 (111, 2, 266,17, 23, 25, 4) 1290.542625| 34.791125 o4 54.375
WhiteGeMSS192 (I, 2,268,513 21, 21, 3) 1293.84775 | 35.766125 46.625
CyanGeMSS192 (11, 2,270,129,23,22,3) | 1320.801625| 35.26175 47.75
MagentaGeMSS192 (111, 2,271,17, 24, 24, 3) 1348.033375| 34.69225 48.875
GeMSS256 (V, 2,354,513 30, 33,4) 3040.6995 | 75.892125 72
BlueGeMSS256 (V, 2,358,129 34, 32,4) 3087.963 71.4595 73.5
RedGeMSS256 (V,2,358,17, 34, 35,4) 3135.591 | 71.887375 32 75
WhiteGeMSS256 (V, 2,364,513 31, 29, 3) 3222.69075 | 70.994125 64.125
CyanGeMSS256 (V, 2,364,129 31, 32, 3) 3272.016375 73.201 65.25
MagentaGeMSS256 (V,2,366,17, 33,33, 3) 3321.716625| 70.408125 66.375
FGeMSS(266)
e RTDT (1,2,266,129 10,11, 1) 1232.128 | 24.553625 16 34.625
FGeMSS(402) (111, 2,402,640,18, 18, 1) 4243708 | 02:60175 o4 525
Inner.DualModeMS192 (1, 2,402,129, 18,18, 1) 59.586750
FGeMSS(537) (V,2,537,1152 25,26, 1) 10161.088 | 122.721875 32 70.375
Inner.DualModeMS256 |  (V, 2,540,129 28,26,1)7 | 10269.568 | 116.252 70.75

@ Original security level in bits, but  QUARTZ was broken.

@ The authors did not provide the exact size, and seemed to consider the linear terms of
public-key size without these terms to be consistent with other schemes.

() The authors did not provide the exact size. However, they claimed to use 30497 random bitsto [generate the

secret-key fromﬁheﬁeed, when the LU decomposition is used. They considered 7 in AI:In—vlar Fq , but in reality

T isin ADJ; Fq . So, the correct number is 29657 bits. We deduce the secret-key size by adding 210 bits,
corresponding to the fact that the LU decomposition in 2 allows to save the random generation of the diagonal.
@ The original security level was 128 bits, but the generic attack from Section 7.7.2 breaks itin 2112 evaluations.
® The sizes of [62, Table 2] are wrong. In particular, the public-key size contains the size of quadratic terms ~ x?.
The sizes that we compute here are consistent with the practical implementation provided by [62] (by removing

an extra useless byte from this implementation).

©®) The signature size is given without the 128-hit salt.

(™ The original scheme used dex; = 544 and A = v = 32. However, the correction of an error in [83, Table 13]
implies A+ v =54 instead of 64. So, we update parameters according the philosophy of GeMSS.

p. We compute the

Table A.1: Exact size of the keys and signature of theiFEv--based schemes submitted to the NIST
PQC standardization process, as well aQUARTZ from the NESSIE project [145].
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round scheme (9,v1,01,02) |pk| (kB) |sk| (kB) |seed (B) | |sign| (B)
Rainbow-Ia , 32,32, . .
16,32,32,32 152.096 100.208 64
Rainbow-Ib , 36, 28, . .
31, 36,28,28 151.583625| 106.180875 78
Rainbow-Ic , 40, 24, . .
256, 40, 24, 24 192.24 143.384 104
Rainbow-IIIb (31,64,32,48) 524.40175 380.3535 112
1 Rainbow-IIIc (256,68,36,36) | 720.792 537.78 no seed 156
Rainbow-IVa , 06, 48, . .
16, 56, 48, 48 565.488 376.14 92
Rainbow-Vc , 92,48, . .
256,92, 48, 48 1723.68 1274.316 204
Rainbow-VIa , 76,04, . .
16, 76, 64, 64 1351.36 892.078 118
Rainbow-VIb (31,84,56,56) | 1352.70375| 944.5795 147
R.alnbo.w—Ia (16,32, 32, 32) 148.992 92.992 no S(?:)Jd 64
cyclic Rainbow-Ia 58.144 64
; 1D
) Rainbow-Ic o (256,40,24,24) 187.968 13264 |- 1° ngd 104
cyclic Rainbow-Ic 58.496 64
Rainbow-IIIc (256, 68, 36, 36) 710.64 511.480 no seed 156
cyclic Rainbow-IIIc 206.744 64
Rainbow-Vc (256,92, 48, 48) 1705.536 1227 136 no seed 204
cyclic Rainbow-Vc 491.936 642
Rainbow-Ia (16,36, 32, 32) 161.6 103.648 no seed 66
CZ-Rainbow-Ia® 60.192 64®@
3 Rainbow-IIIc (256, 68, 32, 48) 882.08 626.048 no seed 164
CZ-Rainbow-IIIc® 264.608 642
Rainbow-Vc (256, 96, 36, 64) 1930.6 1408.736 no seed 212
CZ-Rainbow-Vc® 536.136 64

(@) Rainbow-Ic is not submitted to the second round of the NIST PQC standardization process. However, this

implementation is available in the submitted implementation. We use this scheme in Section 8.6.3.

) The secret-key contains the 32-byte public seed. The latter is also stored in the public-key.
@) circumzenithal Rainbow, hew name of cyclic Rainbow.

Table A.2: Exact size of the keys and signature oRainbow submitted to the NIST PQC standard-
ization process. We consider the evolution of these schemes during the three rounds.
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Appendix B

More Algorithms in  Fg[x]

In this appendix, we give more details about methods used for arithmetic infq[x] (or Fya...[X] when
relevant). In particular, we present some algorithms mentioned in Chapter 5.

B.1 Karatsuba-Like Formulae

In Section 5.1.2, we mentioned the three-term Karatsuba-like formulae [124], which allows to mul-
tiply two degree-two polynomials with only six multiplications (instead of seven with the standard
method). Here, we explain one of these formulae [124, Equation (3) witlC = 0].

Let A,B be polynomials in [Fy4[x] such that
A= Ag+ Ax+ Ayx2,B = Bg+ Bix + Box2.

One way to compute A x B is to compute the six following products:

* Po= Ag x By,

* P1= A1 xBy,

¢ P2= Az xBy,

* Qo=(Ao+* A1) x(Bo+ Ba),

* Qi=(Ao+ Az) x (Bo+ Bp),

* Q2=(A1+ Az) x(B1+ By).
Then, we write A x B with these six products:

A x B = Py +(Qo—Po—P1)x+(Q1—Po+ P1—Pa)x* +(Qa — P1 — Po)x® + Pox*.

In characteristic two, we can save an addition by computing only one timePg + P; or P; + Ps.
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B.2 Euclidean Division without Computing the Remainder

In Section 5.1.4, we explained that the computation of the quotient can be separated from the
computation of the remainder, because the quotient depends only on the higher degree terms Af
We present this idea in Algorithm 47. We compute the quotient without updating the d, smallest
degree terms ofA. Thus, the remainder could be computed agA — B x Q) mod x%.

Algorithm 47 Polynomial Euclidean division without computing the remainder.

|} |}
1: function EuclideanDivA € [Fy[x],B € Fq[x]*
2 c+ byt
3 Q «+ Alx % 0 Quotient of the Euclidean division of A by x%.
4 for i from d, —dy to max(1,dy) by —1do
5: g < g Xxc 0 0 _ 0
6 Q+Q—-gx B —byx% xx—%
7 end for
8 for i from max(1,d,) —1to 1 by —1do
9: g << g Xxc DD 0 _D
10: Q+Q—qg x B —byx% /xdb
11: end for

12: 0o < Qo X C
13: return Q
14: end function

B.3 Newton Iteration

The fast Euclidean division (Section 5.1.4) requires computing the modular inverse df mod H, for
H = xPwith Oc N*. This can be performed elGiently with Newton iteration [161, Algorithm 9.3].

The latter is presented in Algorithm 48, which requiresfo = 1. When fo = 0, F is not invertible
sincex divides F. Else, whenfy # 1, we can call Algorithm 48 with F’ = fo_1 -F. The latter will
return G’ such that F’- G’ =1 mod x", and sof,* - G’ is the inverse ofF modulo x".

Algorithm 48  Newton iteration.

—

[ ]
function Newtonlter F € Fg[x] such that fo =1, 0c N*

1

22 1< [logy(O]

3 Go<«+1 OF - Gop =1 mod x.

4 for i from 1to r do

5 Gio < Gi-1 0

6 Gi1+ —-F ~Gi2_1 modx[z%i] /X [7=tr ] OThe quotient of the Euclidean division is
the higher half of the result.

7: G +Gjo+ Gi,1~x[zf‘}'71 F -Gizlmodx(z%'].

8: end for

o: return G, F -G, =1 mod xE

10: end function
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Newton iteration is an iterative process which computesF ~1 with a precision of coel@ients
(i.e. F-F~1 =1 mod x5). It starts with a precision of one coeldient, then doubles the precision
at each iteration until it reaches a precision of Ocoeldients. So, at each step, the lower half of
Gi is Gj_1, whereas its higher half is computed with one squaring and one multiplication inFy[x].
The size of the polynomials increases during the algorithm, so the cost of Algorithm 48 is much
less than2[log,(D] operations in Fy[x]. Its cost is bounded by3M(0 + O(0 field operations [161,
Exercise 9.6].

Remark 23. In characteristic two, squaring is linear and so the cost of Algorithm 48 is bounded
by 2M(0 + O(D field operations.

B.4 FFT Variant of the Polynomial Evaluation

In Section 5.4.3, we proposed a Baby-Step Giant-Step approach to compute the evaluation of
G € Fy[x] in an elementa € R, for R a ring. Here, we note that G can also be split by using
the FFT decomposition (Section 5.4.4). In Algorithm 49, the b blocks are generated from the
coelgients whose indices are equal moduldy. This strategy is very similar to the Baby-Step Giant-
Step strategy. Roughly, we just swapa and ¢ compared to Algorithm 20, and the matrix from
Step 2 is transposed.

Algorithm 49  Polynomial evaluation using the FFT decomposition.
Input: G € Fg[x],ae R,be N* suchthatb<<dg+1.
Output: G(a).

_ |:ldg+1 - _ U b—1 O bD i .
0. Lets= == andG(x)= ; Gi x° -x', with G; € Fg[x], deg(G;) <s.

1. Let c= aP and computec, ¢, c3,...,c>~1 (e.g. with Algorithm 45). These are the baby steps.

2. Re-use them to evaluateGg,...,Gp_1 in c. These evaluations can be performed with the
following matrix-vector product:
O O d O O
G - Os—2) Ob(s—1) R Go(0)
E O ' Oos—2+1  Ob(s— 1)+1E E c E E Gl(C) E
Ob-1 - Ops—1)-1  Gos—1 bel(C)
3. Compute G(a) as:
py-1 ,
Gi(c) x a'. (B.1)

i=0
Equation (B.1) can be performed with Horner’s rule, which allows to save the computation
of the powers ofa. These are the giant steps.

The cost of Algorithm 49 is similar to Algorithm 20, with an additional penalty to compute aP°
during Step 1.
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B.5 Frobenius Map, Right-to-Left Version

Here, we present the right-to-left square-and-multiply algorithm of the Frobenius map (Algorithm
50) described in Section 5.4.5. Algorithm 50 requireglog,(k) | + HW(k) — 1 modular compositions
A Fgoew [X] @nd (k — 13- dn g-exponentiations in Fy.... However, the latter can be computed with

[log, (k)| + HW(k) — 1 -dj, calls to Algorithm 22, using [log, (k) | + HW(k) — 1 multi-squaring tables.

Algorithm 50  Frobenius map using the right-to-left square-and-multiply algorithm on <.
[ [
function FrobMapRLH € Fa... [X], k € N*

1
2 r < [log,(K)]
0
3: Xo < X9 modH D)(o:xq2 modH.
4 for i from 1to r do ,
5 Xie)@i(fl )oxi,l mod H 0 Square: X; = x4 modH.
i i |:| D
6:  end for OWe can compute)@i(k ™42') then )@i(z ) for X “mod2=1.
7. i() — OD
g  while % mod2=0do
9: ig«—ipg+1 .
10: end while 0 o is the greatest integer such that2'c divides k.
i mo. ig+l
11: Yi, < Xi, DYiO:xqzo = x®™* " modH.
12: for i fromy ig+1 tor do
13: if ZL mod 2 =1 then OAIl steps of multiply are computed here.
14: \ﬁe)@i(kmOdz)oYi_l mod H v = x¥ ™" modH.
15: else
16: Yi <Y
17: end if
18: end for )
19: return Y, O =randV, = x4 modH.

20: end function

B.6 Structured Exponentiation and Frobenius Norm

In Section 5.4.5, we studied how to optimize the exponentiation to the powergk. The Hamming
weight of ¢f in baseq is one and so can be performed wittk exponentiations to the powerq or by
using multi-squaring tables. Here, we study how to optimize the exponentiation to the powerg< — 1

for k € N, which is useful to compute the inverse by Fermat's little theorem (Equation (5.11)).
The inversion in ]qud requires the exponentgds+ — 2 that we can write as (¢ — 1) x q+ q— 2, for

k = doxs — 1 (cf. Algorithm 52). We show that the exponentiation algorithm used in ITMIA [108]
can be generalized when the power is the sum of the terms of a geometric sequence with common
ratio g. In particular, this concerns the Frobenius norm, defined by:

iﬁl Dk—l i

Ne(x)= x4 =x =9, (B.2)
i=0
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Raising an elementA to the power of ¢ — 1 with the square-and-multiply algorithm (where
square is ag-exponentiation) is expensive. The Hamming weight ofg¢ — 1 in baseq is k, implying
k —1 steps of multiplication. In 1988, T. Itoh and S. Tsuijii introduced the Itoh—Tsujii Multiplicative
Inyersion Algorithm ( ITMIA) [108]. This algorithm allows to compute the power g¢ — 1 with only
O log,(k) steps of multiplication. Firstly introduced for g = 2 (Algorithm 36), we remark that
the strategy used can be naturally generalized for any power having the form

ot o
K=c ¢'=cx—-——,0eN"c<q”

0_
i=0 q 1

In fact, K is the (k — J-degree[3ESP [109] evaluated ing and multiplied by the constant c (Section
5.3.4). This form allows to perform operations directly on the power ofqg (from the numerator)
instead of the power ofA. Similarly to Equation (5.14), the following properties are used to perform
the multiplication by two and the addition on the power of q

O Dqk’

(B.3)

k//
k/+k// D k/ Dq k//
cd —1 cd_—1 cd -1
A" %1 = AT X A7 a1

So, K can be computed by decomposingi‘i in base two, then by applying the square-and-multiply
algorithm, where squaring corresponds to multiply the exponent by two, whereas multiply corre-
sponds to add (gto IIR @xponent (i.e. k” = Oin Equation (B.3)). We obtain Algorithm 51, which
requires only O log, § steps of multiplication.

Algorithm 51  Itoh—Tsujii exponentiation for a specific (left-to-right) addition chain. R is a ring.

] ]

1: function ITexp A € R,q> 2,k € N*,0c N*,c < g”

2 n« X
3 m+«1 OCasgj = [log,(n) /.

m—1
4 Ay < A° DAC = 9 = Ac,
5: for i from |[log,(n)] —1to Oby —1do
m 2m —1
6 Q « AﬂL OMulti-squaring to obtain A®i=n a
2m —1

7 Ak oQpx Ak DA o O,
8 m« -

9 if m mod 2 =1 then 0D 0,,, 0 0.,

. q” c c " c— pc o q"
10: Ak +— Ag xA 0 A =0 x A= A~ =0 .
11: end if 0 foa
12: end for m = n and soAx = A® = 9.
13: return Ag

14: end function
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Link with the Frobenius trace. Consider the modified Algorithm 51 where the multiplications
are replaced by additions {.e. x becomest). Thus, we obtain Algorithm 23 where y is initialized to
A and the modular composition is replaced by an exponentiation (the Frobenius map is removed).
With this change, we can compute Tri(rox) € R = Fgae. [X]/ (H)with 1Texp(rox, q,k,1,1) and
HTr«(A) € R = Fo... With ITexp(A, 2,k +1,2, 1), both with only O log,(k) additions.

Use of the modular composition. As in Section 5.4.6, the modular composition can be used
when the exponentiation is computed modulo a univariate polynomial. A first version of this
strategy is proposed in [161, Algorithm 14.55] to compute the Frobenius norm (Equation (B.2)).
This algorithm can be improved and generalized by coupling Algorithms 50 and 51, or by modifying
Algorithm 23.

Applications. The inverse in F:d can be computed by using Algorithm 52, which is the so-called
Itoh—Tsujii Multiplicative Inversion Algorithm when q=2 (Algorithm 36).

Algorithm 52 ITMIA for a specific (left-to-right) addition chain.
]

]
1 function InverseA € F,.,
dext—2 i —
2 Ag < ITexp(A, g, dexs — 1,1, — 1) Ak = A o @D - pgleeiot
3 return A} x A9-2 DA @ -2 = AL,

4: end function

The Itoh—Tsujii exponentiation can be used for other structured powers. In Example 6, we
propose a simple idea to compute the cubic root. This method can be used to computeth roots
in Faa... for certain values ofr and dgys.

O O
Example 6 (Cubic root in Fiee ). Let deye be an odd ;D)ositive integer,K = % 20t _ 1 N
o+ D dexttl ) .
and A € Fau,,... We haveK =1 x % = i ! ZZH, i.e. K =111...111in base four.

So, we can computeAK with 1Texp(A, 2, d.xs +1,2,1). Note that AX is the cubic root of A, since
A3K — Azdext+l 1 — AzdextAzdext_l — A

B.7 Degree-Two Split Root Finding in Characteristic Two

In Section 5.4.7, we presented classical methods to solvé? + X + A =0 in Fy.,.[X]. Here, we
show that the computation of the half-trace is equivalent to computing a vector-matrix product
over F,, whose matrix depends only on the field polynomial ofF,..... Then we study the behavior
of M, (Equation (5.16)) for irreducible trinomials and AOPs when we solveX?+ X + A=0 as a
linear system overF,. We also study how to solve elgiently this equation in normal basis.

When d.,: is odd, we have:

T dgl
R=HTr 4 (A) = A% = a HTrq,.(6).
i=0 j=0
Thus, we have: 0 0 0 0
fro ry1 -+ rg,.—1 = @ @ --- ag,-1 My
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where

B(HT 4 (6)
H T (6) H

My = IFz
B(HTr .. (Bo. 1)

O 0O
This method is roughly equivalent to proposing the inverse of a specifiéd, < GlLy,, [, forsolving
the following classical linear algebra problem:

O O O O
ro i - Tde-1 -M2= a a - ag,-1
where 0 O 0,0 d
E@ 90 oo
b B2+ 6 b 62 O 0O
Mgz = = ldg + : € My, F2
0, : 0,
o 6. 1t edm—l ¢ 6,1
Solving X2+ X + A =0 in the canonical basis for a field trinomial. Now, we consider

B the canonical basis offf..... We start by making the sparse structure of M, explicit for field
trinomials. By using results from Section 5.3.3, we obtain:

O o0
q)(eZI) E 0<2|<dext
M2 = lg,,, + H‘1’(921' —dere T 02 —doret k1) H g Oext <2 < 2deye — k1 (B.4)
O (Ook—d.pe + Bok—2det ky + B2k —2dret2ke) 20exy — K1 < 2K < 20egy — 2.

Then, we study how to make M invertible. To do it, we introduce the following lemma.

O, 0O
Lemma 11. Let fg= x%= + xk1 +1 € Fp[x] for 0<k; < %<, and f € F,[x] be an irreducible
polynomial of degreed.,.. We define Fo.,. as Fo[a]/ (f (a)). We have the following properties:

1. If dey is odd and if De(f) < O, then the zero-th column of M, is null.
2. If dexs is even, if ky is odd and if f = f3, then the (dex — k1)-th column of M is null.

3. If deys is odd, if ky is even and if f = f3, then the zero-th and(dex: — K1)-th columns of M,
are equal. Moreover, only their (dey — k71)—th row is set.

Proof. Let d= d. — ki. We prove each property.

1. Let Q; and R; in Fy[x] be respectively the quotient and the remainder of the Euclidean
division of x2 by f for 0 < i < d e:. From Lemma 9, we know that De(Q;) = —oo, i.e. Qi
does not have even degree terms. In particularx divides Q;j. For 0 <i < d ., We obtain
that x divides x2 —f - Q; = R;, and sox divides the reduced form ofx? + xi. Fori =0, x
divides xZ + x' = 0. All in all, the zero-th column of M5 is null.

2. We check that the d-th column of each row of M, (Equation (B.4)) is null.

e For 0 < 2i<d s, dis odd soby # 6.
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o FOr dext < 2 < 2oy — Ky, We havej = 2] — deye + K1 @and so 8y _q,,,+k, + 6 =0 for
j = d. Otherwise, 84 7 6y _q,,.+«,. Note that 8g 7 6y _q,,, SINCE2] — dexe <d.

o For 2deye — k1 < 2k < 2deye — 2 d @ odd s08y 7 Bk_24,,.+2k, - Moreover, de,; IS even
implies 8y 7 B _q,,, and ky < g« implies 8y 7 Gok_2q,..+ k, -

3. We check that the zero-th and d-th columns of each row ofM, (Equation (B.4)) are null
except for the (deys — %)-th row.

e For 0 < 2i<d g, dis odd soby # 6,5, whereasB,,o + 8o =0 and 6y # 6, otherwise.

o FOr dexy < 2J < 2dexy — Ky, we havej = 2] — dexe + kg and so 0y _q,,+x, + 6 =0
for j = d. Otherwise, 8y 7 6 _q.,.+k,- Then, dex is 0dd s08y 7 6y _q,,.. Note that
Bd 7 65 _qd,,, and By 7 Oy _qg,,.+k, SINCEZ] — dexe <d @NA 2J — eyt + k1 > k1 > O'D 0

o FOr 2dext — K1 < 2k < 2deyr — 2, d is 0dd s06y 7 Bok_2d,,.+2k,- Moreover, k; < th
implies 84 7 Bk —_2d,,.+k,- Finally, ki is even implies _24..+k, = 6 and B _q_. = 6y
when k = degt — "71 Otherwise, 85 Z G _q,,, and 6y 7 B _24,,.+k,. Note that 6y 7
Bk —d.,. and By 7 Box 24, +2k, SINCEZ2K — eyt > Uext — K1 aNd 2K — 2deyxt + 2K1 > k1.

From Lemma 11, coupled to the fact that the zero-th row of M, is null, we deduce:

e When Ky, ...,kp= de are odd, including irreducible trinomials (0= 2) and pentanomials
(O= 4), the zero-th column of M is null and this implies that ag = 0. We can makeM,
invertible by setting to one the coeldient (0,0) of M.

e For trinomials, when d.,. is even andk; is odd, the (dext — k1)-th column of M, is null and
this implies that aq_,_x, = 0. We can makeM; invertible by setting to one the coelgient
(0, dext — kj_) of Mz.

e For trinomials, when d.,; is odd andk; is even, the zero-th and(dex: — k1)-th columns of M,
are equal and this implies thatag = aq,, K, (we also know that Mg k1 = ag). We can make
ext — 3

M invertible by setting to one the coeldient (0, 0) or the coeldient (0,d.y; — K1) of M.

Lemma 11 gHows;to precompute more easily the inverse of a chosé, for irreducible trinomials
such that k; < dezﬂ , as well as for certain pentanomials. We can also uskl; when d.,; is odd.

Solving X2+ X + A =0 in the normal basis. When we consider3 the normal basis ofFaq.,.
(Section 5.2.2), X2+ X + A = 0 can be solved very eGiently. This is due to the relationship
(ri -8)2=r; -6+ mod d.., Which implies that:

O

fo = rd,.,—1+ ao,
lisr = i+ @41 for 0<i<d e — 1
SinceR and R +1 are solutions of X2+ X + A =0, with ¢(1) =(1,...,1), we can set one variable
to zero or one,e.g.rq,,—1 = 0. Thus, we obtain an iterative process to compute a solution of
X2+ X + A =0, requiring only O(d.,:) operations in F,. In fact, we have:
U
Erdmfl =0,

0 d@*l
Eri: aj: aj f0r0<i<dext'
j=0 j=i+l
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This process is iterative but we can computew successiver; in parallel. To do so, duplicate the
current ri in a w-bit word acc Then, compute ri.1,...,ri+, With w parallel additions in F, as
follows: for 1 < j < w, duplicate a+; in a w-bit word, use a precomputed mask to mask its first
j —1elements, and finally xor it to acc Store the obtained result and repeat this process with + w
instead ofi as times as necessary.

Additionally, we make M, explicit. Note that the previous method is a sophisticated multipli-
cation of ¢(A) by the inverse of M,, and so is necessarily faster than the latter.

O O
11 0 --- 0
0o 1 1
M, = . 0
o - 0 1 7
1 0 0 1
Solving X2+ X + A =0 in the canonical basis for a field AOP. When the field polynomial
f is an AOP (Section 5.3.4),d.,: is even andM has the following form:
O On
¢(92|) 0<i< dext.
ey [ S 2
M2 = lq,, + Ho(f () — 670 <i<d
$ (8 —1-d...) 2 < ext:
The columns of M, generate the following system:
O
% ldegee = Qo,
: O
ri ifiiseven, forO<i<d . —1,

2

li+a + lae = o .
2 Mg, iz if 1 is0dd, for 0 <i<d o — 1,
2 2

rdextfl = rdeTXt + a'dext*l'

Once again, we can solveX 2 + X + A = 0 with an iterative process [154]. Fromau,,., we deduce
2

ry for a certain | € N*. Then, we computer, + a + ag and obtain r; for a certain J € N*. By
repeating this process, we obtain all vqtﬂjes ofiEFor 0<i<d ¢. Indeed, from Lemma 1, 2 is a
generator ofIE?dXext+1 ,andd = 1.27t=1. dz—t +1 mod (dex+1) . Moreover, we stop this process as

soon asl = d.,; — 1, avoiding the indicesd.,. and dT of ry. Thus, we avoid d.. and setrd% = Q.

Let g = g . = 4 1q €F; ., forj € N. In fact, we have:

= dgg—2 dgeg—1

- g = a =0,

i j=0 j=1

:rgo = ap,

= 1 dgg—2

Srg +(1 —imod2)-ap= ay = ag for 0<i<dex — 1L
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Onceg; is known (or precomputed) for 0 < j < d o — 1, solving this system requires onlyO(dey:)
operations inF,. We remark that rg;, = rg_, + a5 _, + ag for0<i< q]ext - 11jsmd the division by
two is cheap sincen - 27! mod (dext + 1) is exactly 5]+ (nmod?2)- th +1 for 0 < n < dexe.

B.8 Constant-Time GCD for Berlekamp’s Algorithm

In this section, we present an adaptation of the constant-time GCD algorithm of [19] (Section
7.4.11) for the root finding algorithm (Algorithm 25). This adaptation works in Fg4[x] for any q. Its
extended version can be used for computing the inverse ifiy (Section 5.4.2).

During the root finding algorithm, GCD(R»,H) has to be computed. We could compute it in
constant-time via [19], but the strategy used requires the degree of inputs is public and reached.
The polynomial H has exactly a degreed;,, but R, is the result of the Frobenius map moduloH .
Its degree is secret, and less or equal td, — 1.

However, we observe that the constant-time GCD algorithm of [19] can be used with only one
(non-zero) operand whose degree is public and reached. A public upper bound on the degree of the
other operand is enough. The algorithm takes this upper bound, and while the current (assumed)
leading term is null, the degree will decrement. If a non-zero term is found, then the exact degree
is found, and the algorithm runs with the original requirements.

In Algorithm 53, we present a constant-time implementation of this idea, accepting an upper
bound on the degree of the left operand. Our description is a bit dilérent from the original [19,
Figure 5.1], for several reasons.

« We do not take the reciprocal polynomial of inputs. This implies the use of multiplications
by x instead of divisions by x. We think it simplifies the implementation.

* We swap the operands. This multipliesd by minus one compared to the original algorithm.
This choice is consistent with the Euclidean division algorithm. The (assumed) higher degree
is naturally the left operand in a Euclidean division (since it is common to write the dividend
at the left of the divisor).

« The original algorithm deals with power series field. For our practical use, we restrict it to the
polynomial ring. We make this change carefully, in particular about the precision of computa-
tions in power series field. To do that, we do not consider the monomials?, ..., xdmex—nb_step
during Steps 16, 17 and 18 ifnb_step < dmax. In fact, the new F from Step 18 is multi-
ple of xMax(©.dma+1 —nb_step) hacayse the oldF is zero, orH and the old F are multiple of
xMax(0 dmatl —nb_step) \We know that fo, ..., fd,.,—nb step are null.

max

With Algorithm 53, we can now compute GCD(R3, H) asGCD _EuclidStevifR,, H, d,, —1). This
method requires3- (d? — dy) field multiplications.

Remark 24. As explained in Section 5.4.1, the Euclid—Stevin relationship (Step 18) can be re-
placed by a classical Euclidean relationshipj.e. F < F —fqy - hd*mlax -H. Thus, we obtain a
constant-time version of the classical Euclidean algorithm. We know thathy__ is always invertible.
The computation of fy - hd_mlax requires one inversion field but divides by two the number of field
multiplications.

max
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Algorithm 53  Constant-time GCD of F and H, whered,, is public and d; is a public upper bound
on deg(F).

&
function GCD | EuclldSteva € Fy[x],H € Fqg[x]*, dr > deg(F)

1:

2: dh <+ degM), dmax < max(ds , dy)

3 0+ di —dh OGap betweend: and dp.

4 if &< 0then OAlignment of the leading terms of F and H.

5: F«F.x3

6 else

7 H <« H . x3

8 end if

9: for nb_stepfrom di + dy to 1 by —1do

10: if fq,,, 70 and 4 < 0 then OUse of constant-time comparison.

11: by + 1

12: else

13: by <0

14 end if

15: 0« O XOR (O XOR —9) - by OWhen F and H are swapped,d «+ —9d.

16: G+ (F XOR H) b

17: F +<F XOR G,H «+ H XO0R G O Conditional swap.

18: F+<hy, -F—fq, -H O Note that the new f4 __ is necessarily null.
OMoreover, if nb_step< dmax, then the newfo,...,fq. ., —nb step are necessarily null.

19: F+F -x,0<06-1

20: end for

21: d+ % OInteger division (& is even).

22: return H/x 9»=*d _d  [OReturn the GCD and its degree. The division (a simple shift of
coeldients) has to be performed in constant-time.
23: end function

Remark 25. In characteristic two, the conditional swap of F and H does not modify the result
of hy F —fq_ -H. Itis due to the symmetry that appears in this relationship. Instead of the

max max

conditional swap, H should be updated independently ofF once the relationship is computed.

About the constant-time computation of H/x dmatd At the end of Algorithm 53, we have
to compute H/x =+ 9 This operation is equivalent to shifting by dp.,x + d positions the coel@ients
of H. Since —d < dy, we can perform in variable-time H’ = H/x 9m—% then compute H’/x 9 *d
in constant-time. Our approach is to perform secretlyd, shifts by one position. The firstd, + d are
true shifts of coeldients, unlike the last —d shifts which are dummy shifts. This approach requires
% -dp - (dy + 1) uses of masks and xor on elements dfy. In our practical use, when we reject
polynomials having more thanx roots (Section 7.4.12), we can apply the previous strategy withx

instead of dy. This turns to be cheap for small values ofx.

Remark 26. We propose to keep secret the degree of the GCD during the root finding algorithm.
However, we do not have constant-time split root finding algorithm, except for small degrees. So,
when we use a variable-time split root finding algorithm, the division by x4=*d is performed in
variable-time.
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B.9 List of Irreducible Polynomials over Fy

In Section 5.3, we propose several kinds of irreducible polynomials ovéf, to create a degreed.,.
extension field ofF,, for d.x; > 2. Here, we enumerate the possibilities for small enough extension
degrees. Ford.,. > 4, it is conjectured that an irreducible pentanomial of degreed.,. exists.

For dext < 593 there exist irreducible trinomials of degreed.,. over F, if and only if deyt € {2, 3,4,
56,7,9,10,11,12 14,15,17,18, 20, 21, 22, 23, 25, 28, 29, 30, 31, 33, 34, 35, 36, 39, 41, 42, 44, 46, 47, 49,
52,54,55,57,58, 60,62, 63, 65,66, 68, 71, 73, 74, 76, 79, 81, 84, 86, 87, 89, 90, 92, 93, 94, 95, 97, 98, 100,
102,103 105,106,108 110,111,113 118 119 121,123 124,126, 127,129,130, 132 134, 135,137, 140,
142 145 146,147,148 150 151, 153 154, 155,156,159, 161, 162, 166,167,169, 170,172 174,175 177,
178 180 182 183 185,186,191, 193 194,196,198 199, 201, 202,204, 207, 209,210,212 214, 215, 217,
218 220,223 225,228 231,233 234, 236,238, 239, 241, 242, 244, 247, 249 250, 252, 253 255, 257, 258
260,263 265,266,268 270,271,273 274,276,278 279,281, 282,284, 286,287, 289,292 294, 295, 297,
300 302 303 305,308 310,313 314, 316,318 319 321, 322 324, 327,329 330 332 333 337,340,342,
343 345,346,348 350,351, 353 354, 358,359, 362, 364, 366, 367, 369,370, 372 375 377,378 380,382,
383 385,386,388 390, 391, 393 394, 396,399, 401, 402, 404, 406, 407, 409 412 414, 415,417,418 420,
422 423 425,426,428 431, 433 436,438 439 441, 444, 446,447,449, 450, 455,457,458 460,462, 463,
465 468 470,471,473 474,476,478 479 481, 484, 486,487,489, 490,492,494, 495,497,498,500, 503,
505,506,508 510,511,513 514,516,518 519,521, 522, 524, 526,527,529 532 534,537,538 540,543
545 550,551, 553 556, 558 559 561, 564, 566, 567, 569,570,574, 575 577,580,582 583 585,588 590}.

For dey: < 1116 the degreed.,, AOP over F; is irreducible if and only if dexy € {1,2,4,10,12, 18,
28,36,52,58,60,66,82,100, 106, 130, 138 148 162 172 178 180,196,210, 226, 268 292, 316, 346, 348,
372 378 388 418 420,442,460, 466,490,508 522, 540, 546, 556,562 586 612 618 652 658 660,676,
700, 708 756, 772, 786, 796,820, 826,828 852 858 876,882 906,940, 946, 1018 1060 1090 1108}.

For dexy < 3660and s > 1, the degreed.,; S-ESP overF; is irreducible if and only if (dexs,S) € {
(6, 3),(18,9), (20, 5), (54, 27), (100, 25), (110, 11), (156, 13), (162, 81), (342, 19), (486, 243), (500, 125),
(812,29), (1210, 121), (1332 37), (1458 729), (2028 169), (2500, 625), (2756, 53), (3422, 59)}.

B.10 Proof of Lemma 9

Proof. LetH = . jD:O hjx) and Q = H jngz g x'. By definition of De, De(Q) < d— 2 is equivalent
to g =0 for all eveni such thati>d — 2. By definition of Q, g =0 fori< Oandi>D -2, so
we show the lemma for the values ofy such thatD — 2 > i> max(—1,d — 2).

To do it, we use a proof by induction on an evenj such that D — 1 > | > max(—1,d — 2).
The base casej = D — 1, is trivial since g =0 for j > D — 2. Now, assume thatg. = O for
all evenk such that D —1 > k >j > max(—1,d — 2). On the one hand, D(A — R) = D(R)
becauseD(A) = —oo by hypothesis, thenD(R) < D —1<D +j andﬂ) + 5 odd. We obtain
coeb+j(HQ) =Dcoef;+j(A —R) = 0. On the other hand, HQ = 2272~ [,/ qh, X, so
coeb-; (HQ) = _ P4 ghp+j o But qu=0for >D —2andhp.; g=0forD+j—>D ,so
coeb+j(HQ) = B:fz ghpo+j—o When (> is even,q;=0 by induction hypothesis. When Uis
odd, hp+j _n=0 becauseD +j —[is even andDe(H) = d<D +j —0 So 2. ;°qhp+j 0= Ghp.
Finally, we have that coefp +j (HQ) = g hp =0. Becausehp # 0, this implies that ¢ = 0. O
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Appendix C

Addition Chains for the ITMIA

In Table C.1, we propose addition chains for the Itoh—Tsujii Multiplicative Inversion Algorithm in
Fo... (Sections 9.2.6 and B.6). The values ofl.;; are used in multivariate cryptography (Table
7.38). In Algorithm 36, we read the binary decomposition ofd.,; — 1 from left to right for generating
the addition chain. This implies restricting k” to 1- O(and k’ - ) in Equation (B.3). This choice
seems minimized the number of multiplications for certain values ofd.,. (corresponding to yes in
the last column of Table C.1). For other values ofd.,;, we decrease this number by allowing other
values ofk” (represented in bold in the addition chain). For example, we compute 51 agl8 + 3 in
the first addition chain. We take small bold values for improving the use of multi-squaring tables.

dexr | addition chain of dege — 1 nb. of mul | used in Algorithm 36?
103 | 1,2,3,6,12,24,48,51,102 8 no — 9 multiplications
174 | 1,2,4,5,10,20,21,42,84,168 173 10 no — 11 multiplications
175 | 1,2,4,5,10,20,40,41,82 87,174 10 no — 11 multiplications
177 | 1,2,4,5,10,11,22,44,88,176 9 yes

184 | 1,2,3,4,7,11,22,44,88,176,183 10 no — 12 multiplications
185 | 1,2,4,5,10,11, 22,23,46,92,184 10 yes

265 | 1,2,4,8,16,32 33,66,132 264 9 yes

266 | 1,2,4,8,16,32 33,66,132 264, 265 10 yes

312 | 1,2,4,5,7,14,19,38,76,152 304,311 11 no — 13 multiplications
313 1,2,3,6,9,18 36,39,78 156 312 10 no — 11 multiplications
354 | 1,2,4,5,10,11, 22,44,88,176, 352 353 11 yes

358 | 1,2,4,5,10,11, 22, 44,88,176,352 357 11 no — 12 multiplications
364 | 1,2,4,5,10,11,22,44,88, 176,352 363 11 no — 13 multiplications
366 | 1,2,4,5,10,20,40,45,90,180 360 365 11 no — 13 multiplications
402 | 1,2,3,6,12,24,25,50,100,200, 400 401 11 yes

448 | 1,2,3,6,12,24,27,54,108 111,222, 444,447 12 no — 15 multiplications
540 | 1,2,3,4,8,16,32,64,67,134, 268 536,539 12 no — 13 multiplications
544 | 1,2,3,6,12, 15, 30, 33,66,132 264,528 543 12 no — 14 multiplications

Table C.1: Proposed addition chains to minimize the number of multiplications in Fad., .
The bold numbers are used to create the underlined numbers of the chain.
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Résumé

Dans cette thése, nous étudions la conception de cryptosystemes multivariés qui sont
résistants contre les ordinateurs classiques et quantiques. En particulier, nous proposons
deux schémas de signature digitale que jai soumis au processus de standardisation de
cryptographie post-quantique du NIST :GeMSS et DualModeMS. Ces schémas sont basées sur

la famille HFE. Nous proposons des parametres de sécurité basés sur un état de 'art de vingt
ans de cryptanalyse intensive. Puis, nous sélectionnons des parametres qui maximisent
I'eldacité. Nous la mesurons avec une nouvelle bibliotheque MQsoft. MQsoft est une
bibliothéque eldace en C qui supporte un large ensemble de parameétres pour les schémas
basés suHFE. Sa performance surpasse toutes les bibliothéques existantes. Nous expliquons
dans cette thése comment nous obtenons une telle performance. Tandis GeMSS est un
schéma qui a une grande clé publique, mais une signature trés couftealModeMS est
basé sur une transformation qui inverse ce comportement. Cependant, sa sécurité est basée
sur I'’hypothese que le problemanMQ est dildile. Nous démontrons que cette hypothése est
vérifiée, et nous confirmons nos résultats avec des expériences utilisant les bases de Grébner.
Finalement, nous proposons la premiere implémentation dmalModeMS. Nous étudions
comment I'implémenter eldacement, et comment optimiser le choix des parametres de
sécurité. Nous étendons aus®ualModeMS a l'utilisation du cryptosystéme Rainbow a la
place deHFE. Ceci permet d’obtenir des tailles de clés et signature intéressantes.

Abstract

In this thesis, we study the design of multivariate cryptosystems, which are resistant against
classical and quantum computers. In particular, we study two digital signature schemes that

| submitted to the NIST Post-Quantum Cryptography standardization processGeMSS and
DualModeMS. These schemes are based on theE family. We propose security parameters
based on a state-of-the-art of twenty years of intensive cryptanalysis. Then, we select secure
parameters which maximize the practical eldiency. We measure this with a new library:
MQsoft. MQsoft is a fast library in C which supports a large set of parameters féiFE-based
schemes. Its performance outperforms all existing libraries. We explain in this thesis how
we obtain this result. WhereaszeMSs is a scheme which has a large public-key but a very
short signature,DualModeMS is based on a transformation inverting this trade-olJ However,

its security is based on the assumption that thaMQ problem is hard. We demonstrate that
this assumption is verified, and we confirm our results with experiences using Grobner basis.
Finally, we propose the first implementation ofbualModeMS. We study how to implement

it eldiently, as well as how to optimize the choice of security parameters. We also extend
DualModeMS to the Rainbow cryptosystem instead ofiFE. This allows to have interesting
key sizes and signature sizes.



	Acknowledgments
	Table of Contents
	Lists
	List of Acronyms
	List of Figures
	List of Tables
	List of Algorithms
	List of Definitions and Examples
	List of Theorems
	List of Remarks

	Introduction
	Previous Work
	Organization of the Document
	Contributions

	I Preliminaries
	Multivariate Cryptography
	Public-Key Cryptography and NP-Completeness
	Introduction to Multivariate Cryptography
	MI-Based Public-Key Cryptography
	Keypair Generation
	Signing Process
	Verifying Process

	Families of Trapdoor
	Big Field Family
	Unbalanced Oil and Vinegar (UOV)
	Rainbow


	Public-Key Compression of Signature Schemes
	Dual Keypair Generation
	Dual Signing Process
	Merkle Tree
	Dual Verifying Process
	Security
	SBP Transformation of MI-Based Signature Schemes

	Cryptanalysis Techniques
	Metrics and NIST Security Strength Categories
	Generic Attack and Feistel–Patarin Construction
	Direct Signature Forgery Attacks
	Exhaustive Search
	Approximation Algorithm

	Gröbner Bases
	Practically Fast Algorithms
	Asymptotically Fast Algorithms

	Direct Attack against Approximate Posso
	Key-Recovery Attacks against HFE
	Exhaustive Search and Equivalent Keys
	MinRank
	Kipnis–Shamir Attack

	Side-Channel Attacks

	Arithmetic
	Basic Arithmetic in the Polynomial Ring Fq[x]
	Addition and Subtraction
	Multiplication
	Squaring
	Euclidean Division

	Representation of Finite Field Extensions
	Polynomial Representation
	Representation using Normal Bases

	Arithmetic in Binary Fields
	Boolean Arithmetic
	Irreducibility Conditions of Binary Polynomials
	Modular Reduction by Sparse Polynomials over F₂
	Modular Reduction by Cyclotomic Polynomials over F₂

	Advanced Arithmetic in Fq[x]
	Extended Euclidean Algorithm
	Modular Inversion
	Univariate Evaluation and Modular Composition
	Multipoint Evaluation of Univariate Polynomial Systems
	Frobenius Map
	Frobenius Trace
	Split Root Finding in Characteristic Two
	Root Finding


	Software Implementation
	Hardware Considerations
	Processor
	Memory Cache
	Vector Instructions
	Compiler Flags

	Experimental Platform and Tools
	Library and Software
	Platform and Benchmarking Methodology

	Constant-Time Implementation
	Variable-Time Instructions
	Constant-Time Conditional Statements
	Constant-Time Use of Tables



	II Main Contributions
	GeMSS – a Great Multivariate Short Signature
	General Algorithm Specification (Round 3)
	Parameter Space
	Secret-Key and Public-Key
	Signing Process
	Verification Process

	List of Parameter Sets
	Parameter Sets for a Security of 2¹²⁸ (Level I)
	Parameter Sets for a Security of 2¹⁹² (Level III)
	Parameter Sets for a Security of 2²⁵⁶ (Level V)

	Design Rationale
	Implementation
	Data Representation
	Representation of the Secret-Key
	Generating Invertible Matrices
	Constant-Time Gaussian Elimination
	Generating HFEv Polynomials
	Public-Key Generation via Quadratic Forms
	Public-Key Generation by Evaluation-Interpolation
	Packed Representation of the Public-Key
	Parallel Arithmetic in F₂, F₁₆ and F₂₅₆
	Choice of the Field Polynomial for GF(2,dₑₓₜ)
	Constant-Time GCD of Polynomials
	Constant-Time Root Finding
	About the Use of Hash Functions

	Detailed Performance Analysis
	Experimental Platform
	Third-Party Open Source Library
	Reference Implementation
	Optimized (Haswell) Implementation
	Additional (Skylake) Implementation
	MQsoft
	Space
	How Parameters Affect Performance

	Expected Strength in General
	Number of Iterations
	Existential Unforgeability against Chosen Message Attack
	Signature Failure

	Security
	Minimum Number of Equations
	Trade-Off between Number of Equations and Number of Iterations
	Experimental Results for HFEv−
	Minimum Number of Vinegar Variables
	Choice of Degree and Number of Modifiers

	Design
	Set 1 of Parameters: GeMSS
	Set 2 of Parameters: RedGeMSS
	Set 3 of Parameters: BlueGeMSS
	Set 4 of parameters: WhiteGeMSS
	Set 5 of parameters: MagentaGeMSS
	Set 6 of parameters: CyanGeMSS
	A Family of Parameters for Low-End Devices
	FGeMSS(dₑₓₜ)
	SparseGeMSS
	An Exhaustive Table for the Choice of the Parameters

	Advantages and Limitations
	MI-Based Cryptography in the NIST PQC Standardization Process

	DualModeMS – a Dual Mode for Multivariate-Based Signatures
	General Algorithm Specification
	Parameter Space
	Cryptographic Operations
	Implementation

	List of Parameter Sets
	Parameter Sets for a Security of 2¹²⁸ (Level I)
	Parameter Sets for a Security of 2¹⁹² (Level III)
	Parameter Sets for a Security of 2²⁵⁶ (Level V), Version 1
	Corrected Parameter Sets for a Security of 2²⁵⁶ (Level V)

	Design Rationale
	Detailed Performance Analysis
	Time
	Time (Updated)
	Time (Final Version)
	Space

	Security and Selection of Parameters
	Existential Unforgeability against Chosen Message Attack
	Approximate PoSSo and Selection of Parameters
	Safe Extension of the Dual Mode for Vulnerable Inner Layers
	Minimizing the Size Public-Key Plus Signature
	Smaller Signatures

	Design
	RedDualModeMS
	Dual GeMSS
	Dual Rainbow
	Performance with a Smaller Secret-Key

	Comparison of DualModeMS to Other Signature Schemes
	Advantages and Limitations

	MQsoft – a Fast Multivariate Cryptography Library
	Data Structure
	Arithmetic in GF(2,dₑₓₜ)
	Polynomial Squaring over F₂
	Polynomial Multiplication over F₂
	Modular Reduction by Trinomials over F₂ and Field Product
	Modular Reduction by Pentanomials over F₂
	Multi-Squaring in GF(2,dₑₓₜ)
	Modular Inverse in GF(2,dₑₓₜ)ˣ
	Performance of the Arithmetic in GF(2,dₑₓₜ)

	Efficient Implementation of Root Finding over GF(2,dₑₓₜ)
	Polynomial Squaring over GF(2,dₑₓₜ)
	Polynomial Multiplication over GF(2,dₑₓₜ)
	Polynomial Euclidean Division over GF(q,dₑₓₜ) and Sparse Divisors
	Modular Composition of Polynomials over GF(2,dₑₓₜ)
	Frobenius Map in GF(2,dₑₓₜ)[X]
	Greatest Common Divisor of Polynomials over GF(2,dₑₓₜ)
	Performance of the Root Finding Algorithm over GF(2,dₑₓₜ)

	Generation and Evaluation of MQ Systems
	Generating the Components of a HFEv Polynomial
	Evaluation of a MQ Polynomial over F₂
	Variable-Time Evaluation of MQ Systems over Fq
	Implementing an Efficient Evaluation of MQ Systems over F₂
	Multipoint Evaluation of a MQ Polynomial

	Multipoint Evaluation of Univariate Polynomial Systems
	Multiplication in GF(q,κ) and Accumulators
	Structured Evaluation Point Set
	Random Evaluation Point Set

	Performance of MQsoft (Final Version)
	Detailed Performance of HFE-Based Keypair Generation
	Performance of HFE-Based Schemes
	Performance of the Dual Mode


	Approximate PoSSo
	Reduction from APoSSo to Generalized MinRank
	Double Reduction between APoSSo and PoSSo
	Experimental Attacks on APoSSo


	Conclusion
	Bibliography
	Appendices
	Size of MI-Based NIST Candidates
	More Algorithms in Fq[x]
	Karatsuba-Like Formulae
	Euclidean Division without Computing the Remainder
	Newton Iteration
	FFT Variant of the Polynomial Evaluation
	Frobenius Map, Right-to-Left Version
	Structured Exponentiation and Frobenius Norm
	Degree-Two Split Root Finding in Characteristic Two
	Constant-Time GCD for Berlekamp's Algorithm
	List of Irreducible Polynomials over F₂
	Proof of Lemma 9

	Addition Chains for the ITMIA

	Abstract

