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Abstract

Mobile Network Operators (MNOs) provide connectivity to billions of users at all times,
based on centralized architectures, some of whose founding principles were designed as
standardization in the 1980s and 1990s. This has impacts on mutualization costs (e.g.,
for sharing the infrastructures, such as RAN, that can be used by several MNOs and
providers), as well as on energy consumption and environmental impact (i.e., because of
deploying infrastructures in stand-alone mode rather than sharing). This also complicates
the implementation of more collaborative business models with other providers (of services
and content), or even with business customers (for example, for private 5G). Moreover,
the complexity of 5G and beyond 5G networks may surpass the capability of one MNO
to manage the cost and the complexity of connection for a huge number of interconnected
elements. Finally, due to their centralization, existing MNO architectures can be subject
to technical risks and vulnerabilities. For example, single points of failure can impact
availability, and storing user data in a centralized database increases the risk of data leakage
or loss. Although the current systems are functional and efficient, a study of alternative
architecture principles, based on the achievements of distributed systems, seems important
to carry out in the perspective of after 5G and 6G. This is the subject of this doctoral
work.

Addressing these challenges is not a straightforward journey. MNO architectures have
been defined for nearly three decades by well-established standards organizations. However,
we believe that there is an interest in proposing within the telecommunications research
community a new approach, starting from needs and not from existing architectures. First,
we propose a comprehensive study of the challenges existing in current cellular networks
regarding the commercial and collaboration aspects between actors, as well as the technical
and security issues. The results of this study led us to propose two main contributions.
Our first contribution concerns the cooperation between the different actors of the cellular
network ecosystem (i.e. MNOs, service or content providers, enterprises, vendors and end
users). Our second contribution concerns the collaboration between MNOs (and possibly
with regulatory authorities) for the management of identities and profiles. It is important
to mention that the field of validity of this work is limited to actors wishing to collaborate
on the market of cellular networks, after 5G and in the perspective of 6G, while maintaining
their independence regarding their services. and operations.

Such alternative solutions must, at least, be based on a distributed /decentralized ecosys-
tem, ensure trust between actors, natively allow the sharing of resources between stakehold-
ers (with the associated retribution mechanisms), provide higher automation (especially
for processes involving several actors), facilitating market competitiveness and providing
sufficient security and confidentiality. Any alternative meeting these requirements would
be a promising potential solution. In this doctoral work, we focus on Blockchain tech-
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nology, which structurally allows us to address these challenges. Blockchain is indeed a
peer-to-peer, cryptographically secure, add-only, immutable, traceable, and transparent
distributed ledger technology that can only be updated by consensus among the majority
of participating nodes on the network. Due to their intrinsic characteristics, such as dis-
tributed nature, immutability, transparency, traceability, and non-repudiation, Blockchain,
and smart contracts can reduce the cost, latency, and complexity of collaboration between
entities in multi-actor cellular network systems while increasing the reliability, traceability,
and monitoring capabilities in the collaborative network.

More precisely, the first contribution proposes a new hybrid telecommunications ecosys-
tem (distributed-decentralized) based on Blockchain for the core network of MNOs as a
starting proposal to shape the design of the network beyond 5G and 6G. This method offers
the possibility of eliminating any central authority (while integrating regulatory bodies),
increasing system fault tolerance, simplifying I'T procedures and securing payment between
entities. The proposed system covers the main functions of MNOs such as user subscription
and profile management, authentication and key management procedure, access control,
user registration in the network (registration procedure), mobility management, session
management, and billing.

The second contribution introduces a new management of user profiles and a porting
of numbers and profiles between MNOs using Blockchain technology and smart contracts.
This method aims to eliminate central authority in the porting process by creating a more
collaborative and distributed system, increasing automation and trust, and addressing the
noticeable delays of existing porting methods between MNQOs. It offers the possibility
of porting user profiles to the recipient MNO as well as the telephone number with an
automated procedure without centralized authority or third parties.

To evaluate the proposed system and analyze its implementation feasibility, we proposed
three deployment scenarios in which the Blockchain can be logically positioned either in
RAN, core network, or service layer. We implemented the third solution (i.e., position-
ing the Blockchain at the service level) and connected the core network of the private
cellular network to the Blockchain. However, some parts of the evaluation (e.g., authen-
tication and key agreement, handover) are implemented and evaluated only in Blockchain
and using virtual users. The evaluation results show that the system is scalable enough
regarding the number of actors and collaborators, and based on the network requirements,
its performance and security level are adjustable. Moreover, security analysis shows that
the system is resilient against common threads for communication (i.e., mostly focused on
authentication and access control which are crucial parts of all other MNO procedures).
Finally, the obstacles and limitations of real-world implementation of the novel architec-
ture regarding latency, scalability, standardization, storage requirements, and incentives
for different parties are discussed.

We hope that these contributions can serve as a basis for discussion within the telecom
community for the definition of new architectures for cellular networks.
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Résumé

Les Opérateurs de Réseaux Mobiles (ORM) fournissent a chaque instant de la connectivité
a des milliards d’utilisateurs, en se basant sur des architectures centralisées dont certains
des principes fondateurs ont été congus en standardisation dans les 1980 et 1990.

Cela a des impacts sur les cotts de mutualisation (par exemple, en complexifiant le par-
tage des infrastructures actives, comme le RAN), ainsi que sur la consommation d’énergie
et 'impact environnemental (en raison du déploiement des infrastructures actives de fagon
autonome plutdt que partagée). Cela complexifie également la mise en place de modéles
d’affaire plus collaboratifs avec d’autres fournisseurs (de services comme de contenus), ou
méme avec des clients entreprise (par exemple, pour la 5G privée). De plus, la complexité
des réseaux 5G et au-dela de la 5G peut dépasser la capacité d'un ORM a gérer le coiit
et la complexité de la connexion pour un grand nombre d’éléments interconnectés. Enfin,
de par leur centralisation, les architectures ORM existantes peuvent étre sujettes a des
risques techniques et a des vulnérabilités. Par exemple, les points de défaillance uniques
peuvent impacter la disponibilité, et le stockage des données de I'utilisateur dans une base
de données centralisée augmente le risque de fuite ou de perte de données. Bien que les
systémes actuels soient fonctionnels et performants, une étude de principes d’architecture
alternatifs, basés sur les acquis des systémes distribués, semble importante a réaliser dans
la perspective de 'aprés HG est de la 6G. C’est 'objet de ce travail doctoral.

Relever ces défis n’est pas simple. Les architectures ORM sont définies depuis prés de
trois décennies par des organismes de normalisation bien établis. Cependant, nous croyons
qu’il y a un intérét a proposer au sein de la communauté de la recherche en télécommunica-
tions une approche nouvelle, en repartant des besoins et non des architectures existantes.

Dans un premier temps, nous proposons une étude compléte des défis existants dans
les réseaux cellulaires actuels concernant les aspects commerciaux et de collaboration entre
acteurs, ainsi bien str que les problémes techniques et de sécurité. Les résultats de cette
étude nous ont amenés a proposer deux contributions principales. Notre premiére contribu-
tion concerne la coopération entre les différents acteurs de I’écosystéme du réseau cellulaire
(c’est-a-dire les ORM, les fournisseurs de services ou de contenus, les entreprises, les ven-
deurs et les utilisateurs finaux). Notre seconde contribution concerne la collaboration entre
les ORM (et éventuellement avec les instances de régulation) pour la gestion des identités
et des profils. Il est important de mentionner que le domaine de validité de ce travail est
limité aux acteurs souhaitant collaborer sur le marché des réseaux cellulaires, aprés la 5G et
dans la perspective de la 6G, tout en gardant leur indépendance vis-a-vis de leurs services
et opérations.

De telles solutions alternatives doivent, pour le moins, reposer sur un écosystéme dis-
tribué/décentralisé, assurer la confiance entre les acteurs, permettre nativement le partage
de ressources entre les parties prenantes (avec les mécanismes de rétribution associés), ap-
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porter une automatisation plus élevée (notamment pour les processus impliquant plusieurs
acteurs), faciliter la compétitivité du marché et fournir une sécurité et une confidentialité
suffisantes. Toute alternative répondant a ces exigences serait une solution potentielle pro-
metteuse. Dans ce travail doctoral, nous nous concentrons sur la technologie Blockchain,
qui permet structurellement d’adresser ces défis. La blockchain est en effet une technolo-
gie de registre distribué peer-to-peer, cryptographiquement sécurisée, a ajout uniquement,
immuable, tragable et transparente qui ne peut étre mise a jour que par consensus entre
la majorité des noeuds participants sur le réseau. En raison de ses caractéristiques intrin-
séques, telles que la nature distribuée, I'immuabilité, la transparence, la tracabilité et la
non-répudiation, la blockchain et les smart contracts peuvent réduire le cofit, la latence et
la complexité de la collaboration entre les entités dans les systémes de réseaux cellulaires
multi-acteurs tout en augmentant le fiabilité, tracabilité et capacités de supervision dans
le réseau collaboratif.

Plus précisément, la premiére contribution propose un nouvel écosystéme de télécom-
munications hybride (distribué-décentralisé) basé sur une architecture Blockchain pour le
réseau central des ORM en tant que proposition de départ pour fonder la conception du
réseau au-dela de la 5G et de la 6G. Cette méthode offre la possibilité d’éliminer toute
autorité centrale (tout en intégrant les organismes de réglementation), d’augmenter la to-
lérance aux pannes du systéme, de simplifier les procédures informatiques et de sécuriser
le paiement entre les entités. Le systéme proposé couvre les principales fonctions des ORM
telles que I'abonnement des utilisateurs et la gestion des profils, la procédure d’authen-
tification et de gestion des clés, le controle d’acces, I'enregistrement des utilisateurs dans
le réseau (procédure d’enregistrement initial et périodique), la gestion de la mobilité, la
gestion des sessions et la facturation.

La seconde contribution introduit une nouvelle gestion des profils utilisateurs et un
portage des numéros et des profils entre ORM & I'aide de la technologie Blockchain et des
smart contracts. Cette méthode vise a éliminer 'autorité centrale dans la procédure de
portage en créant un systéme plus collaboratif et distribué, & augmenter I’automatisation
et la confiance, et a remédier aux délais notables des méthodes existantes de portage entre
ORM. Elle offre la possibilité de porter les profils des utilisateurs vers ’ORM destinataire
ainsi que le numéro de téléphone avec une procédure automatisée sans autorité centralisée
ni tiers.

Pour évaluer les systémes proposés et analyser leur faisabilité de mise en ceuvre, nous
avons proposé trois scénarios de déploiement dans lesquels la Blockchain peut étre lo-
giquement positionnée soit en RAN, coeur de réseau, ou couche de service. Nous avons
implémenté la troisiéme solution (c’est-a-dire positionner la Blockchain au niveau du ser-
vice) et connecté un coeur de réseau cellulaire Open Source a la Blockchain. Cependant,
certaines parties de I’évaluation (par exemple, 'authentification et I'accord de clé, le trans-
fert) sont mises en ceuvre et évaluées uniquement dans Blockchain et a I'aide d’utilisateurs
virtuels, a cause de modifications qui devraient impacter les terminaux et les profils SIM.
Les résultats de ’évaluation montrent que le systéme est suffisamment évolutif en ce qui
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concerne le nombre d’acteurs et de collaborateurs, et en fonction des exigences du réseau,
ses performances et son niveau de sécurité sont ajustables. De plus, I'analyse de la sécurité
montre que le systéme est résilient face aux menaces les plus communes sur les commu-
nications (notamment au niveau de 'authentification et du controle d’acces, qui sont des
éléments cruciaux pour toutes les autres procédures des ORM). Enfin, les obstacles et les
limites d’une mise en ceuvre dans le monde réel sont discutés, notamment concernant la
latence, I'évolutivité, la normalisation, les exigences de stockage et les incitations pour les
différentes parties.

Nous espérons que ces contributions pourront servir de base de discussion au sein de la
communauté télécom pour la définition de nouvelles architectures pour les réseaux cellu-
laires.

Mots-clés

Opérateurs de réseaux mobiles, Réseau cellulaire, Réseau central, Blockchain, Architecture
distribuée, Marché concurrentiel, Modéle économique, Evolutivité, Sécurité.
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30 1.1. INTRODUCTION

1.1 Introduction

Since August 2022, nearly 60% of web traffic all over the world has come from mobile de-
vices, which are used by more than 6 billion unique mobile subscribers (in cellular networks)
globally [1-3|. This statistic emphasizes the vital role played by Mobile Network Opera-
tors (MNO) in providing services, connection, and content to the ever-expanding Internet
and cellular network users [4,5]. Next-generation networks Beyond 5G (B5G) and the 6™
Generation of cellular networks (6G) attempt to provide numerous new opportunities via
integrating different technologies and services to provide broader connectivity, deliver seam-
less mobility at higher speeds, enhance security, etc. [6,7]. Due to the significance of these
goals for the next generation of networks and providing interconnection among different
technologies in the new/next generations of cellular networks, it is essential to introduce a
multi-actor ecosystem in which different entities and actors can collaborate effectively, effi-
ciently, and trustfully to provide more collaborative, competitive and innovative market in
cellular networks. Moreover, providing high security, privacy, trustworthiness, availability,
and integrity are the other critical requirements.

This work provides a novel and clean-slate proposal for a multi-actor mobile connectiv-
ity system that provides a distributed, trustful, automated, low-cost, and secure solution
for the entities and actors of the cellular network ecosystem who aim to collaborate beyond
5G and 6G on top of Blockchain technology. This system can deliver trustworthiness, high
automation, high coverage, a competitive market, and high security. In this regard, two
general solutions are proposed to 1) facilitate the cooperation among different actors of
the cellular network ecosystem such as MNOs, service providers, small-scale businesses,
vendors, and end-users, and 2) facilitate the collaboration among MNOs and authorization
bodies. It is important to mention that the validity domain of the proposed sys-
tem is to introduce a solution for a secure, trusted, automated, scalable, and
distributed system for collaboration among entities and actors of the cellular
network ecosystem. In other words, the proposed system aims to broaden the collab-
oration of the cellular network actors from their current business to other areas such as
regulation, incentives, business, services, etc. However, the proposed solution is able to
address some technical issues such as eliminating the single points of failure, improving
security, providing more automated I'T procedures, etc.

To provide a unique terminology for the rest of the manuscript, we define some titles
as follows:

e End-user: The individual or organization that utilizes the network, product, or ser-
vices as the final user.
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e Mobile Network Operator (MNO) is an independent communication service provider
that owns the complete telecom infrastructure, including Radio Access Network
(RAN) and Core network, to deliver wireless voice and data communication through
cellular networks.

e Connectivity /network provider is a third party that is approved by MNO to provide
the radio connectivity part of the telecommunication. This definition of connectivity
provider can be a new phenomenon to include even very small-scale enterprises or
groups of people who can provide RAN part of the connection for a small number of
users (e.g., in the scale of a building).

e Service provider: In general, the service provider is an organization that provides dif-
ferent kinds of services, including storage, social media, entertainment, video stream-
ing, consulting, gaming, communication, etc. In this work, the service provider is a
third-party organization that provides different services to the users, on top of the
internet, for instance, application service providers (ASPs), storage service providers
(SSPs), internet service providers (ISPs), etc.

1.2 Motivating scenario

Assume the following future possibilities from the perspective of various parties in the cel-
lular network ecosystem, such as MNOs, service providers, vendors, connection providers,
and end-users.

From the standpoint of the MNO, they now operate in a stand-alone ecosystem
in which they cannot have automated and non-manual contract-based coordination with
other ecosystem participants. The issues raised by this stand-alone implementation will
be discussed in detail in the next subsections (see section 1.4). For the time being, let us
outline the future situation in terms of collaboration from the perspective of the MNO.
MNOs can build a multi-actor mobile connectivity system in the next-generation networks
and new cellular network ecosystem, in which they can collaborate with an unlimited num-
ber of actors such as connectivity providers, small-scale providers, organizations, service
providers, content providers, and so on, to establish automated, secure, and trusted cooper-
ation through non-stand-alone architecture. Moreover, despite the fact that the complexity
of next-generation networks may surpass the capability of one MNO to manage the cost
and the complexity of connection for a huge number of interconnected elements [8], the
MNOs in multi-actor mobile connectivity systems are able to decrease the IT operation
complexity without need to trust third parties and pay the imposed costs of outsourcing.
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Furthermore, the MNQOs are able to decrease the processing loads and latency of manag-
ing the collaboration contracts with other service providers, companies, organizations, and
users. So, the process is managed more agile and automatically.

From the viewpoint of the small-scale enterprise or other connectivity providers
that aims to provide network connectivity and call services for the end-users, in our sce-
nario, they will be able to start the collaboration with MNOs with minimum effort of
agreement, contract management, manual paper-work procedure, tracing, etc. In this sce-
nario, they can deploy an automatic contract with a group of MNOs to be able to connect
to their core network and provide call /network services to their end-users (note that, this
goal is along with the MNQO’s ability to serve more users and provide better services in
remote areas, as well as improving the user experience and satisfaction regarding accessi-
bility). Apart from the collaboration, in the future, these independent providers (who can
provide services to their users in stand-alone mode as well) will get paid based on their
provided services to the end user through their collaborative connections with MNO.

Service and content providers (e.g., cloud computing, video streaming, online
games, remote meetings, storage provisioning, etc.) will also be able to build a collab-
oration with MNOs and other providers, on top of existing capabilities of cellular networks
such as authentication, access control, etc. to provide services for the users. Same as the
connectivity providers, service providers are also able to deploy their contracts automati-
cally with minimal manual effort for managing the contracts, payments, etc. Indeed, this
capability has a huge benefit for the service providers, their business, and operational costs.

As the final part of the futuristic scenarios, we would say that putting the previously
mentioned scenarios into practice will bring some possible use cases and opportunities for
the end-user. In this case, the end-user will access the network services, regardless of their
geographic location or base MNO (i.e., the MNO to which Alice is subscribed, and has its
SIM card). It means, even if they are living in a very remote rural area with a minimal
number of habitats, there is a possibility of providing a network connection by the small
group of people living in that area.

1.3 Derived requirements

To put the aforementioned scenarios into practice, there are many challenges that need
to be addressed. Indeed providing an exhaustive list of the challenges is not in the scope
of this work and we only focus on the most important ones that evolve more actors. It
is important to mention that to handle the growing demands of users and businesses for
innovative services in next-generation mobile networks, flexibility, distribution, and security
have become vital issues. One of the first steps to address these requirements is to propose
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an open market with a more flexible ecosystem. The free market supports the entrance
of diverse competitors to provide more innovative services, encourage investment, improve
fairness, enhance user experience, introduce more cost-effective models, and enrich the
technical aspects [9,10].

As some examples, first of all, providing a multi-actor collaborative ecosystem that
needs the cooperation among MNOs and different external providers can bring many con-
cerns regarding trust in this environment. Moreover, managing the huge number of agree-
ments, contracts, and engagements among actors requires, not only trust in the ecosystem
but also a high level of automation and scalability (note that, here, we mean scalability
regarding the number of actors in the system, users, IoT devices, etc.). Moreover, due
to the nature of cellular networks, system availability is another important challenge to
address. From the performance viewpoint, 5G and next-generation networks need very
low-latency communications. So, latency is another vital issue to address. The privacy
of actors, their businesses, user identity, etc. is highly critical when an unlimited number of
service and connectivity providers can connect their businesses to the core network of the
MNO. Another challenge is the compatibility of possible implementations with the existing
architecture. The compatibility challenge will raise new kinds of questions ranging from
being compliant with the existing cellular network standards to being compatible with the
legacy software, hardware, and architecture. Finally, the implementation, maintenance,
and operation cost of the proposed system should be taken into account.

In summary, the following requirements need to be met. Note that, some of these
requirements are common for any mobile connectivity system (not only for multi-actor
systems).

R1 Higher automation: The entrance of new entities in a multi-actor collaborative
system of cellular networks, would increase the processing overhead of I'T operations,
agreement management, contract handling, the cost of tracing, SLA tracking, etc.,
in MNO and other providers. Dealing with the further complexity of these opera-
tions requires higher automation in the procedures of trustful, automatic, and agile
management of agreements among the main actors, and managing the secure access
to the users’ or application’s data.

R2 Trustworthiness: In order to provide the possibility of participation for different
entities, competitors in business scale, and different technologies in the network, it
is inevitable to have an ecosystem that can deliver trust in a distrustful environ-
ment containing unlimited numbers of service providers, connectivity providers, and

MNOs.
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R3

R4

R5

R6

Distributed/ decentralized ecosystem: To overcome several existing defects of
stand-alone and centralized architecture (in which the whole process of providing
connectivity is in the hand of one entity) such as high cost of mutualization and
sharing, low scalability regarding agreement management and contract handling, low
fault tolerance in centralized points, and availability, and to decrease the complex-
ity of I'T procedures in the cellular network and other service provider’s systems,
having a distributed or decentralized ecosystem is critical. Here, on one hand, the
decentralized ecosystem indicates that the process of MNOs and, in general, connec-
tivity provisioning will be handled in collaboration among different entities. On the
other hand, the distributed ecosystem, or architecture in more precise words, is re-
lated to the implementation of the system. is mostly related to how the connectivity
management will be handled.

Scalability: System scalability in the scale of the massive number of users (ranging
from end users to IoT devices, etc.), collaborators, connectivity providers, and ser-
vice providers is an important issue to address. Because, in the use-case of cellular
networks and next-generation networks, scalability, availability, and low latency are
critical features.

Security and Privacy: Indeed, due to the importance of transferred data in cel-
lular networks and their applications in next-generation networking, such as user’s
Personally Identifiable Information (PII) data, healthcare information, financial data,
etc., these networks are very attractive targets for malicious activities and preserving
its security is a critical requirement to address. On the other hand, the information
(including the customer lists, revenue statistics, costs, asset information, etc.) is
the most critical asset of the businesses. In the collaborative ecosystem, providing
sufficient security and privacy for businesses is an important requirement as well.
Moreover, providing an open data architecture for 5G service provisioning such as
flexible spectrum sharing, data sharing, multi-user access, etc. requires high data
immutability and transparency [10].

Compatibility: For an agile migration to a new ecosystem, its compatibility with
legacy systems, hardware, software, and architectures is the first requirement. More-
over, in standardized ecosystems, such as cellular networks (that are standardized by
organizations such as 3GPP), being compliant with the standards is a vital issue.
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1.4 Limitations of existing telecommunication ecosys-
tem

To implement the aforementioned futuristic scenario, current cellular network architecture
is suffering from several weaknesses. In this section, we are going to explain these defects
and how they can negatively affect the user’s and other actors’ experience in this ecosystem.

Mobile Network Operators (MNO) are major telecommunication organizations to pro-
vide cellular and Internet services (i.e., communication services) to users. A Mobile Net-
work Operator (MNO) is a telecommunications service provider that owns the complete
connection infrastructure for hosting and managing mobile communications.

The current ecosystem of MNO, depicted in Fig. 1.1, shows that the suppliers, MNOs,
business-scale customers, and the end-users are the main actors. MNO suppliers are the
vendors that provide the hardware and software infrastructures of communication. For
the hardware, the vendors sell the Base Station (BS), antenna, towers, storage, etc. to
the MNOs. These suppliers are called TowerCos or InfraCos [11|. Moreover, other sup-
pliers would provide the required software such as network functions. Using the supplied
infrastructure by vendors, MNOs are able to launch the Radio Access Network (RAN)
and core network to provide wireless/wired connections for the end users and business-
scale customers. (i.e., the enterprises and companies that use the infrastructure provided
by MNO to serve their users with different services such as content provisioning, video
streaming, remote conferencing, Internet-based calls, and other internet-based services).
These businesses may have a separate contract with MNOs to provide these services.

Focusing more on the MNOs, in the following part of this section, we list and explain
the existing business and technical challenges in the current cellular network architecture
that can negatively affect the possibility of implementing the explained futuristic scenario.

1.4.1 Business-related challenges of existing MINO architecture

As defined earlier, An MNO is a telecommunication provider that owns a complete cellular
network infrastructure to manage the mobile communication between subscribed users
and other users or data networks. From a high-level perspective, the MNO architecture is
divided into Radio Access Network (RAN) and Core Network [12]. Currently, the existing
cellular networks are deployed in a stand-alone manner in which the whole infrastructure is
provided by MNO and there is no collaboration among MNOs or other providers
and actors in the cellular network ecosystem to cooperate in service provisioning. The
following business challenges are considerable regarding the existing stand-alone centralized
architecture of cellular networks:
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Figure 1.1: The current ecosystem of mobile network operators in the telecommunication
market

e High operation and installation costs for MNOs and providers: Due to the

lack of collaboration among entities (i.e., MNOs, connectivity providers, etc.), every
MNO has to install a complete infrastructure of the cellular network containing RAN
and core. Indeed, the deployment of MNO infrastructure is a highly ex-
pensive investment, both for buying spectrum and deploying networking
entities. Mutualization of the resources such as RAN, storage, etc. can decrease
these operational costs in MNOs and service providers. Moreover, this limitation
can be the source of some other problems such as monopolization of the mar-
ket and imposed services and prices. In other words, because the users select an
MNO based on their proposed price, coverage, and service reputation [13], it is highly
unlikely they choose a small-scale MNO with an unknown service satisfaction repu-
tation. So, in the first step, many of the new businesses would be rolled out, and the
cellular network market would be monopolized by several large-scale organizations
(e.g., in 2014, four large MNOs in the US collectively comprise more than 95% of
the cellular network market [14], and in 2021, 96% of market share belongs to three
MNOs [15-17]). This may appear in contrast with the competition policy [18,19]
that aims to promote competition and thus customer welfare. Furthermore, because
of the high installation costs and the lack of competitors in this sector, the dominant
MNOs can impose their services and prices. In other words, there is no motivation for
MNOs to add more value to their products or upgrade them [9]. In case of upgrades
from the MNO side, their revenue will be flat, but their investment must increase.
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e Environmental effects and energy consumption of the separated and stand-
alone infrastructure: if the MNOs provide connectivity for the users, are highly
more than the scenario in which the MNOs can share these infrastructures.

e lack of collaboration between content /service providers and MNOs: In the
current cellular network architecture, rather than no collaboration among MNOs,
there is no cooperation among MNOs and other service providers. As a result, MNOs
always have to expand their networks, connections, services, coverage, etc. without
any collaboration or payment from other providers. As a result, the revenue of MNOs
will be flat, but their investment must increase (which is not highly beneficial for the
stakeholders in this market). Recently, Europe has passed a law to require large-scale
providers to provide more investment resources for MNOs to expand their coverage
and services. In this case, only users are not the actors who are paying the MNOs
for their services.

e Contract management complexity: Increasing the number of collaborators in
cellular networks, would result in tremendous growth in the number of contracts
that make their management impracticable for MNOs with current stand-alone, non-
automatic, and centralized architecture [9]. In other words, managing and tracing
the complexity of engagements, agreements, Service Level Agreements (SLA) and
contracts have skyrocketing operational and financial costs for MNOs. As an example
of this issue, let’s assume that MNOs aim to broader their coverage in different
geographical areas. Indeed, scaling the coverage of the connection provided by the
MNO, without installing the whole infrastructure, needs a huge number of contracts
with other connectivity providers. In the current mobile networks, a user can obtain
service from an MNO with which she has a pre-established contractual agreement.
This agreement can be a direct or indirect contract (i.e., in direct type, the user has a
contract with MNO, and in the indirect one, they have a contract with MNO A which
has another agreement with MNO B that is authorized to serve the user). Using
these contracts, MNOs can serve more users, outside of their coverage range. These
contracts between MNOs and the ones between MNOs and users bring the trust about
accessing the user’s information for authentication and billing them. In this scenario,
when the number of small-scale providers increases (either connectivity providers
or other functionalities in the core network), this solution scales poorly because all
the agreements need to be handled and tracked manually and carry high transaction
costs. Indeed, today managing this number of agreements is a feasible task, but in an
environment with many smaller-scale providers, the number of agreements required
to ensure broad coverage would quickly become untenable [9]. Moreover, third-party
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access to user data is inevitable for authentication and billing procedure. this can
bring privacy concerns for the users.

1.4.2 Technical challenges of existing MINO architecture

Apart from business-related challenges in existing MNO architecture, several technical
issues negatively impact the security, reliability, and availability of the current cellular
networks. Some challenges are listed below:

e Centralized architecture: Currently the MNO architecture lays on a centralized
architecture in which the implementation and hosting of the infrastructure are located
in limited sites and managed by one/limited number of entities. This centralized ar-
chitecture suffers from single-point failures, which can affect the availability and fault
tolerance of the system [10,20]. Moreover, the overall performance and scalability
of the network (to provide communication and security services) are highly depen-
dent on the capacity of the centralized entities [21,22]. Furthermore, the centralized
architecture of the MNOs can decrease the flexibility of the billing systems and ad-
dress the requirements of all entities [21]. From the functional viewpoint, the current
centralized network design raises a major challenge in handover (i.e., mobility) man-
agement and performance enhancement [23,24]. From the user identity management
viewpoint, in current MNOs, a centralized unit handles subscribers’ profile manage-
ment and stores their subscription data. As mentioned by Tahir et al. [8], centralized
storage can be a single point for a data breach or data leakage.

e Complexity of IT operation: The centralized architecture of the conventional
MNO results in handling all the connections in a centralized party. This model
increases the processing load and overhead in the central point, reducing the quality
of service (QoS) and increasing the complexity of the IT operations [25]. Moreover,
due to the ever-growing complexity of beyond 5G networks, one MNO may not be able
to handle its cost and operational overhead [8]. As mentioned by [10], the security
management in 5G is more complex due to various types of and a massive number
of devices connected, and it brings higher IT complexity to the current networks.
Rather than the complexity of IT operations, resource management also suffers from
high complexity in the current MNO architecture. Due to the growing demand for
resource provisioning and the variety of services, the management of communication
resources (i.e., connection channel, processor, memory, bandwidth, and storage) is
faced with an unprecedented level of complexity [10,26].
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e Lack of automation: Conventional network and service management solutions in
current network operators suffer from a lack of automation. for instance, in current
MNOs, the billing process is complex and inefficient based on Trusted Third Par-
ties (TTP)s, which is not suitable for spectrum and infrastructure sharing |27, 28|.
Another example is the lack of automation in the multi-domain area to address the
requirement for End-to-End (E2E) network and service management [29].

e Security and privacy issues: these challenges can be categorized as follows:

— Authentication and access control procedure: Generally, the complexity of au-
thentication, access control, and data integrity in the conventional architecture
of MNO are critical security challenges [30]. Rather than complexity, the cen-
tralized authentication and access management process limits the scalability of
the AAC procedure in next-generation networks with high demand on the inter-
connecting tremendous number of devices (e.g., in IoT environment and smart
cities) [21].

— Data storage: Moreover, the user’s personal information in cellular networks
is an attractive target for advertisement and intelligent agencies. So, privacy
turned out to be a significant concern of the users [31]. In current cellular
networks, the user’s privacy can be violated in the storage and applications of
third parties, end-to-end data transmission through several stakeholders, and
storing of user’s data in a shred environment [30]. As mentioned by Tahir et
al. [8], centralized storage of the user’s identity can bring a significant challenge
regarding security and privacy.

— Challenges proposed by new technologies in cellular networks: To solve many
problems existing in previous generations (i.e., 2G to 4G), several technolo-
gies such as Software-Defined Networking (SDN), Network Function Virtual-
ization (NFV), and cloud computing are proposed. Indeed, these technologies
are highly effective in providing greater application responsiveness, better net-
work programmability [32] and management [21] by decoupling hardware and
software [33,34], introducing the micro operators [35], delivering differentiated
services with network slicing [21, 36|, etc. However, they may aggravate some
of the existing challenges such as network reliability, security vulnerability, data
privacy and immutability, multiple access control, authentic VNFs |21, 36, 37|,
etc.

— Trust issues: As mentioned before, the main goal of next-generation networks
and beyond 5@, is to provide an open and diverse ecosystem in which different
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entities can participate and deliver/use services. In this kind of ecosystem, trust
establishment is a cornerstone to adopt the technology [27, 38].

— Privacy issues in TTP: Due to storing huge amount of user’s PII data (e.g.,
identity, location, and other sensitive data) in the storage of TTPs, privacy
issues are often raised from TTP perspective; Since TTP have the privilege
to access the confidential data, the malicious entities may use their ability to
compromise the user’s privacy [27,29].

1.5 Blockchain-based cellular network architecture

The existing challenges in the current cellular networks on the one hand, and the require-
ments of the next generation networks (i.e., providing distributed trustful ecosystem with
higher automation, scalable, and security that can guarantee the actors’ privacy) on the
other hand, indicate that in the future networks, the stand-alone and highly independent
cellular network architecture will not be effective. So, in this work, we aim to propose a
multi-actor mobile connectivity system. It is important to mention that the main
goal (and validity domain) of the proposed system is to introduce a solution for
a secure, trusted, automated, and distributed system for collaboration among
entities and actors of the cellular network ecosystem. In other words, the proposed
system aims to broaden the collaboration of the cellular network actors from their current
business to other areas such as regulation, incentives, business, services, etc. Indeed, if the
entities aim to act completely independently and are not interested in collaborating with
other entities, this solution is not valid.

Any alternative addressing the requirement of this kind of system (i.e., distributed,
trustful, scalable, secure, highly compatible, and highly automated) would be a promising
potential solution to go through the new clean-slate solution to shape the cellular network
market, ecosystem, and architecture.

Looking at both aspects of technical challenges and business challenges, Blockchain
technology is one of the interesting candidates to be considered as a role-player in shaping
B5G and 6G networks. Blockchain [39] is a peer-to-peer distributed ledger, cryptograph-
ically secure, append-only, immutable, traceable, and transparent technology that is only
updateable via consensus among a majority of the participating nodes on the network [40].
Blockchain is a distributed ledger, structured into a linked list of blocks that contain an
ordered set of transactions. To create a link with the previous block, each block uses the
hash of the previous block. Due to its unique features, this technology can bring many un-
precedented opportunities in the architecture of cellular networks. This technology and its
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extension, smart contracts [41], can revolutionize the cellular network market [10,27,42,43|
because of its decentralized deployment (i.e., the governance of Blockchain is not in the
hand of one entity) and distributed processing (i.e., all nodes in the system participate
in transaction validation), immutability, transparency, traceability, non-repudiation, and
trustworthiness. Table 1.2 provides the benefits of this technology for cellular network
architecture and shows how this technology can transform the existing ecosystem.

Based on the challenges and the features of the Blockchain, the main research ques-
tion in this work is that How B5G and 6G can benefit from Blockchain tech-
nology?

Due to its unique features to address the needs of next-generation networks, in the
following of our work, we profit from this technology to propose a novel architecture for
core networks and cellular network-related services beyond 5G and 6G. Our proposal can
potentially bring many contributions to the definition of future 6G cellular networks. The
proposed architecture benefits from decentralization regarding the governance
and the organizations/entities that are managing the network and are its owner;
It means, the entities and actors of the network are not limited to one MNO,
but other connectivity or service providers are also capable of collaborating
in the system and participating in its security, management and governance,
and to serve their users. Moreover, the distributed implementation of the
functions (i.e., operation of functions in different nodes in Blockchain) brings
the opportunity to address the security and availability issues.

The proposed architecture focuses on migrating the following main functionalities of
core networks to a distributed system empowered by Blockchain consensus and its intrinsic
security features:

e User subscription in MNO and user profile management;

e User registration to the network and key agreement (conventional AKA procedure);
e Access control for resource provisioning in the core network and the service layer;

e Mobility management (handover);

e Trusted payment procedure (billing);

The main reasons for selecting these functions for migration are:

e The inherent properties of Blockchain technology are quite useful in these functions.
Immutability, non-repudiation, and the use of PKI, for example, can be advantageous
in creating AKA procedures with a fewer number of message passing.
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e Some operations, such as resource management, are largely tied to internal MNO
processes, and each MNO or provider may use different techniques to handle the
functionality; hence, adopting Blockchain in these functions cannot be advantageous
(at least in our use case).

e Migration of some functionalities to Blockchain might have a detrimental impact on
system performance. For example, migration of the signaling function to Blockchain
can raise the need for storage and high bandwidth to support the number of messages
passing.

e To choose the fewest functions for migration to Blockchain in order to provide: 1)
the ability of collaboration for entities, and 2) the basic functionalities for the user’s
connection to the network in the novel architecture.

Fig 1.2 depicts a high-level schematic of the proposed architecture. In the conventional
MNO architecture, the user plane and control plane are handled by mobile operators using
a centralized approach. To fulfill the pre-mentioned requirements of next-generation net-
works, we proposed an architecture that combines centralized /decentralized and distributed
solutions to introduce a semi-distributed cellular network architecture. As a result, the ex-
ternal providers -either connectivity providers who would participate in RAN and increase
the coverage, or service providers, who would provide application layer services such as
video streaming, conferences, etc.- can benefit from providing their added-value services
using the pre-exited infrastructure.

In our context, the main beneficial feature of Blockchain is its capability to provide
trustworthiness and reliability in a distrusted environment. Indeed, the main concern of
opening the architecture and allowing the entrance of the new external entities, to provide
connections and services in MNOs, is the challenge of providing trust in the new envi-
ronment. Blockchains intrinsic features such as immutability, non-repudiation, consensus,
and transparency are able to provide trust in the network between collaborators. So, we
can state that, Blockchain-based networks could more easily allow Micro Operator (pO)s,
small-scale connectivity/service providers, or even individuals to enter and flourish in the
cellular network markets. As an example of a win-win condition for MNO and small-scale
RAN provider, assume that a small group of users is living in an unpopulated rural area
that is a white spot for MNOs (in which the cellular network antenna has not any good
coverage). Providing RAN part of the connection for these areas with a low population
is not beneficial for the MNOs. In this case, a small group of users who supply the RAN
part of the connection can help to provide better coverage for the users in that area. So,
if they can serve their users by connecting their RAN to the MNOs core network and at a
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Figure 1.2: The High-level overview of existing MNO architecture vs. the proposed archi-

tecture.

low price, all parties (MNO, users, and small-scale providers) would benefit. Moreover, the

Blockchain’s promising security properties can offer a new innovative solution for security,

privacy, and performance improvement in cellular networks [10].

1.6 Incentives and benefits of proposed method

The key requirement for introducing a new architectural approach is the acceptance of the

different actors (i.e., users, MNOs, small-scale connectivity providers, independent vendors,

and service providers) of the ecosystem. So, several advantages of the proposed method

and its benefits for the different actors are also listed in the following.

e Collaboration opportunity: The proposed distributed architecture for beyond 5G

and future 6G networks, allows the MNOs, small-scale providers, service providers,
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connectivity providers, etc. to collaborate and cooperate to provide services for
the users while decreasing the mutualization costs, environmental effects and MNO
or providers operation costs. Moreover, entering the new providers in the cellular
network market gives them the opportunity of serving their users at a very low initial
expense (i.e., by registering in the list of authorized external entities in the consortium
Blockchain to be able to serve their users). They can deliver connectivity services
(e.g., by providing RAN or connection antenna and connecting it to the core network
provided by MNO, similar to MVNO), security services (e.g., by outsourcing the
AAC and identity management procedure to the Blockchain), and data management
services. Its result would be creating a more competitive market that leads to lower
prices and higher customer satisfaction [4,18].

e Automatic and cost-effective contract management: As mentioned earlier,
one of the big issues in managing collaboration in the existing ecosystem is manually
handling the huge number of contracts and engagements. This management imposes
high operational and financial costs on the MNOs, which makes it infeasible for the
next-generation networks. Thanks to smart contracts and their features, the proposed
system provides the opportunity for automated deployment, tracking, payment, and
termination of the agreements.

e Opportunities to develop new business models: Using the new architecture,
the MNOs, connectivity providers, and service providers can deliver more innovative
business models. For instance, the users pay directly to the service/connec-
tivity providers, MNOs can deploy a hybrid billing model of "pre-paid" and
"pay-as-you-go" solutions, MNOs can charge service/connectivity providers based
on their usage, etc. Another example is the connection with an external RAN
provider. In an area with a small population, it is not profitable for MNOs to deploy
a complete connectivity structure. So, pOs or small-scale connectivity providers can
cover this area using the core network infrastructure provided by MNO (e.g., MNOs
can benefit from broadband user access at lower cost) [9]. Moreover, by migrating
several procedures from the MNO core network, the complexity and operation cost
would decrease for MNO. Apart from the aforementioned opportunities, Using the
new architecture, different companies, businesses, universities, corporations, etc. will
be able to introduce their own private cellular networks beyond 5G (i.e., pri-
vate B5G), by which they are able to serve their specific users based on their needs.
Indeed, implementation of the proposed method in private networks is also feasible.

e Technical benefits: Firstly, in the proposed model, the billing procedure is re-
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moved from the MNO side, so the user can directly pay service providers. Not only,
the user’s direct payment to the external providers would be more beneficial for their
businesses, but also it decreases I'T complexity and maintenance costs from the MNO
side. Second, user registration, AAC procedure, and mobility management are han-
dled by smart contracts. So, the procedures will be performed in a secure, immutable,
and automatic manner. Third, this migration provides the opportunity of outsourc-
ing the procedure to a distributed system which results in increasing the availability
and fault tolerance of the system. The proposed method can inherit the Blockchain’s
overall benefits (as provided in Table 1.1). For instance, offering the immutability of
rules, prices, and data due to Blockchain’s cryptographically secure nature; improv-
ing the accountability and non-repudiation because of signing the transactions in the
Blockchain, and providing higher privacy and anonymity [21,47-49| by using pseudo
names instead of the user’s PII data in the network.

1.7 Contributions

To provide the possibility of implementing a multi-actor mobile connectivity system in
B5G, in which different stakeholders and cellular network actors can collaborate more
effectively, trusted, automated, and securely, this work makes the following contributions.
These contributions are mainly disseminated in the original publications as shown in Table
1.2.

1. A comprehensive study on the existing challenges in current cellular networks regard-
ing business and collaboration aspects, technical issues, and security. These studies
are more focused on authentication, access control, and identity management or pro-
viding services to legitimate users and how DLT-based solutions may address these
challenges in a broad range of different networking use cases and applications.

2. A novel hybrid (distributed-decentralized) Blockchain-based architecture to introduce
a multi-actor collaboration system among different actors of cellular network
ecosystem (i.e., MINOs, service providers, small-scale businesses, vendors,
and end-users). In this regard, a hybrid core network is proposed for MNOs beyond
5G and 6G, which provides the opportunity for trusted collaboration among entities,
creates a competitive market, increases the fault tolerance of the system, simpli-
fies the I'T procedures, and provides a secure payment among entities. The proposed
method system covers the principal core network procedures such as user subscription
in the MNO, profile management, authentication, access control procedure, registra-
tion requests, mobility management and handover, session management, and billing.
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Table 1.2: Contributions and research articles

Contribution Publication

1 [J.1], [1.6], [C.5], [C.7]

2 [J.2], [J.3], [J.4], [C.8], [J.5], [C.2], [C.3], [C.4]
3 [C.1], [C.6]

Moreover, it supports a novel solution based on smart contracts to provide flexible
access control in a new business model for service provisioning in cellular networks.

3. Proposing a new user profile management and mobile number and profile porting
solution on top of Blockchain and smart contracts to introduce a multi-actor collab-
oration system among MNOs and authorization bodies. This method relies on
the Blockchain addresses as an identifier, the user’s key pair in the Blockchain for
authentication and key management, smart contracts for process automation, and a
distributed database to manage the user’s profile. The proposed solution addresses
the high latency of the existing method for porting the MNOs. Moreover, it brings
the opportunity of porting the users’ profiles to the recipient MNO as well as the
phone number with an automated procedure without a centralized authority or third
parties.

It is important to mention that to provide a more comprehensive explanation of the
proposed system, we did not provide an explanation of each contribution in the separated
chapters (i.e., the following chapters of the manuscript are divided based on the subjects
and objectives of the method, not based on the contributions).

1.8 Organization

The rest of this work is organized as follows: Chapter 2, provides essential background
on distributed ledger technologies, cellular network architecture and their functionalities,
access control, and authentication methods. Chapter 3 surveys existing works regarding
the concerned topics of the work such as distributed authentication and access control
solutions in networking applications, DLT-based mobility management solutions, DLT-
based identity management solutions, and decentralized cellular network architectures.
The high-level architecture of the proposed Blockchain-based Cellular network architecture
for Beyond 5G and 6G is provided in Chapter 4, followed by the explanation of designed
smart contracts for Blockchain-based Cellular networks in Chapter 5, and the details of
distributed network functions and their functionalities in Chapter 6. To evaluate the
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proposed method, Chapter 7 discuss different implementation solutions and the model
which we used in our work. Chapter 8 provides a scalability evaluation of the method
and some security analyses. Finally, Chapter 9 is dedicated to different discussions on the

proposed architecture, possible future works, and conclusions.
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2.1 Introduction

Due to the growing demand for novel and innovative services delivered by Mobile Network
Operators (MNO), flexibility, distribution, and security have become vital issues to ad-
dress in next-generation networks. While the existing centralized architecture of MNOs is
providing connectivity to billions of users, they are still vulnerable to attacks or failures,
hardly flexible for innovations, and expensive to deploy and maintain. To address these
defects, we propose a novel Blockchain-based architecture, as a clean-slate solution for be-
yond 5G and 6G networks to create a competitive flexible market, increase the system’s
fault tolerance, and provide a secure payment among entities.

In this regard, different functionalities of the conventional core network are migrated
to the Blockchain as follows (as mentioned in contribution number 6 of Chapter 1.7):

e The existing Authentication and Key Agreement (AKA) procedure of cellular net-
works is substituted by a Blockchain-based authentication method using its intrinsic
public-key-based authentication.

e The access control procedure (either in the core network or application/service layer,
as provided in contribution number 4) is proposed to be done on top of the Blockchain
with an Attribute-Based Access Control (ABAC), combined with Role-Based Access

Control solution.

e The user mobility and session management procedures are proposed to be handled
by Blockchain, thanks to its inherent public-key-based non-repudiation and mutual
authentication.

e The centralized architecture of the user subscription and profile management (i.e., in
both contribution numbers 5 and 6) procedures are replaced by distributed Blockchain-
based solutions along with using distributed database solutions such as InterPlanetary
File System (IPFS).

Before going into the details of these contributions, in this section, we provide the nec-
essary background on the following subjects: 1) distributed ledger technologies (section
2.2) in which the different categories of this technology, their features and the consensus
mechanisms in distributed systems. 2) The mobile network operator ecosystem and archi-
tecture (section 2.3) including different network functions, their main functionalities, and
features. 2) authentication and access control methods (section 2.4) that explained dif-
ferent authentication solutions based on knowledge, possession, biometric and multi-factor
solutions. Moreover, access control methods such as DAC, MAC, ABAC, and RBAC are
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introduced, and finally, 4) the Blockchain-based authentication and access control solution
in different network-based use cases.

2.2 Basics of Distributed Ledger Technologies

Distributed Ledger Technology (DLT) is a general term for technologies that utilize repli-
cated, shared, and synchronized digital data among the users of private or public distributed
computers located in multiple geographical sites [50, 51]. In general view, immutabil-
ity, distributed /decentralized nature, consensus, transparency, non-repudiation, and being
append-only is the common feature of all DLTs. Any change in the state or value in the
ledger can be accomplished through consensus among the nodes. Increasing the number
of nodes participating in the consensus procedure decreases the probability of monopo-
lization of the network by several malicious nodes. Also, with more extracted blocks, the
immutability of the information is improved [51].

This technology can be grouped into different categories. Regardless of their category
these technologies share the same features and use different consensus models to provide
security and trust in the network. The next subsections are devoted to these concepts.

2.2.1 The categories of DLTs

Based on its data structure and deployment model, distributed ledger technologies can be
categorized into several groups as listed below.

2.2.1.1 DLT categories based on data structure

Based on its data structure, DLTs can be categorized into, at least, the following three
groups [52]. Indeed the categories are not limited to these examples:

e Blockchain and Smart contracts: Blockchain was introduced by Satoshi Nakamoto
in 2008 and implemented in 2009 by a cryptocurrency called Bitcoin [53]| to provide
a peer-to-peer payment system. As a brief description, Blockchain is a peer-to-peer
distributed ledger, cryptographically secure, append-only, immutable, traceable, and
transparent technology that is updateable except via consensus among a majority of
the existing nodes on the network [40]. Blockchain is a distributed ledger, structured
into a linked-list of blocks that contain an ordered set of transactions. To create a link
with the previous block, each block uses the hash of the previous block (see Fig. 2.1).
The number of transactions in each block can be varied based on the number of input
transactions per second and the difficulty of the consensus puzzle. In its structure,
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each block has a header and a body. Regardless of the variety in the implemen-
tations of Blockchain and the blocks, most of the block headers have the following
parameters: 1) a block version that defines the rules; 2) the hash of the previous
block which ensures that previous blocks cannot be changed; 3) a hash of the Merkle
tree root that stores the hash amounts of all transactions in the current block; 4) a
timestamp for traceability; 5) a random number as a nonce, and 6) the hash amount
of all the data in the header and body of the current block. Meanwhile, each block
body contains a transaction counter and the transactions in the current block [40].
Fitting the transactions into a block in the order of their occurrence and publishing
a new block in the ledger are accomplished through consensus among the nodes. In-
creasing the number of nodes participating in the consensus procedure decreases the
probability of monopolization of the network by several malicious nodes. Also, with
more extracted blocks, the immutability of the information is improved [51].

Introduced by Szabo in 1998 [54|, Smart Contracts are computerized transaction
protocols that execute the terms of a contract on top of Blockchain. After the propo-
sition of Blockchain, this idea has found a proper infrastructure for its realization.
The main objectives of smart contracts are to satisfy common contractual condi-
tions, minimize exceptions both malicious and accidental, and minimize the need for
trusted intermediaries. Today, different Blockchain platforms support the smart con-
tract paradigm [55] (e.g., Ethereum!, NEM, Hyperledger Fabric 2); Ethereum is the
first to implement smart contracts, in 2014 [56]. The most well-known smart contract
language is Ethereum’s Solidity [57] which has a “Turing Complete” virtual machine
to run distributed applications and allow the execution of smart contracts [41]. Flint ||
and SCILLA [58] are two other languages.

e BlockDAG: Block Directed Acyclic Graph (BlockDAG) replaced the linked-list
structure of Blockchain with the Directed Acyclic Graph (DAG). In this technol-
ogy, the blocks are linked together via DAG [59]. In mathematics, a DAG is a
one-direction graph without cycles connecting the edges. The main hypothesis of
BlockDAG is to serve/validate transactions and blocks as fast as possible. To pro-
vide consistency in the system, the miners of new blocks decide on the order of the
transactions [60]. Avoiding a single-chain structure in BlockDAG results in an in-
crease in the mining procedure performance, the throughput, and the scalability of
the system [61]. However, on the negative side, BlockDAG is more complex to de-
ploy and more susceptible to some DLT-based attacks [62]. Tangle is an example of

Thttps://ethereum.org/en/what-is-ethereum/
Zhttps:/ /www.hyperledger.org/about
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Figure 2.1: Block architecture in the Blockchain

a BlockDAG [63].

TDAG: transaction-based DAG or Block-less DAG removes the concept of the block.
The impetus for this technology is that even in BlockDAG, different blocks may
contain overlapped transactions which can increase the bandwidth requirements. So,
in TDAG, transactions are linked directly together in the DAG structure, and there
are no blocks at all [52]. IOTA and Nano are two examples of TDAGs. Similar to
BlockDAG, TDAG has higher throughput and scalability, but it has more difficulties
in terms of system consistency.

All of the above-mentioned methods share three common characteristics: 1) they use
consensus methods to reach an agreement in the network and provide security, 2) they
use a distributed peer-to-peer structure, and 3) they use public key infrastructure to
provide non-repudiation [64]. To simplify the descriptions with a more well-known
concept, we focus on Blockchain in the following sections. Indeed, many concepts
are the same for other categories as well (e.g., types, features, and several consensus
models).

2.2.1.2 DLT categories based on deployment model

DLT platforms can be divided into two main categories, based on their deployment
and access permissions [40, 65].

— Permission-less (Public): This type of DLT is a completely decentralized net-
work without any central authority for management. It is accessible to the
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public, and anyone can participate in reaching a consensus, reading transac-
tions, and writing in the ledger. All the transaction records are available to all
users. Two well-known networks in this category are Bitcoin 3 and Ethereum.

— Permissioned: there are two subcategories of permissioned DLT. 1) Private
DLT is developed for different departments of an organization based on their
needs; only the users who are confirmed by the organization cooperate in the
consensus procedure. In private distributed ledger technologies, no currency
or tokens are required to process or validate transactions. Organizations must
know users so that they can control their access to the system, which means
that users’ anonymity can be violated. Also, its management is in the hand of
a single organization, so its immutability is fragile. 2) Consortium DLT can
be used as a distributed and reliable database for pre-defined enterprises for
business-to-business (B2B) purposes. Similar to private DLT, only the nodes
verified by participating organizations can join in the consensus process and
fees are not mandatory.

Table 2.1 compares different types of DLT deployments based on their features [65—
67].

2.2.2 The Highlighted Features of DLT

DLT has developed over the years. In 2008, Blockchain, as its first extension, was
introduced to support cryptocurrencies in the financial sector. After the introduction
of smart contracts in 2014, several applications such as stocks, loans, mortgages,
and smart properties were added to Blockchain. Various industries, enterprises, and
academic communities then discovered that immutability, decentralized nature, fault
tolerance, transparency, permanence, non-repudiation, and other significant features
of this technology can make it a promising solution to incorporate in several contexts.
Recent studies show that economic and political governance, health, science, literacy,
culture, art, humanitarian and legal areas can all be reconfigured by Blockchain
[68,69]. The main features of Blockchain, their descriptions and the solutions they
offer are summarized in Table 2.2 [69,70]. This table also indicates which feature can
help resolve which problem.

3https://bitcoin.org/en /bitcoin-paper
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Table 2.1: COMPARISON OF DLT TYPES [65—67]

BC type Permaission- Permaissioned
Feature less Consortium Private
f;:;ti(:f q:z;ﬁion in All nodes Legitimate nodes
Read permission Public Public or Restricted
Write permission Public Restricted
Node access Permission-less Permissioned
Validation speed Low High
Immutability High Low
Avazilability High Moderate Low
Integrity High Moderate Low

TR A Nsparency High Partial Low
Anonymity High Partial Low

2.2.3 Consensus Mechanisms

A consensus mechanism is a sequence of steps followed by all or most of the nodes
in a system to reach an agreement on a proposed state or value [40]. Consensus
mechanisms can solve Byzantine failure in the Byzantine general problem [74]. The
most important requirements of consensus mechanisms are briefly described below:

1. Validity: the decision of every honest node and the final decision of consensus
must be proposed by at least one eligible node [75, 76];

2. Agreement (safety): via a predefined algorithm, all eligible nodes in a network
must reach the same final value [40,51,75-78];

3. Termination: all eligible nodes should reach an agreement |75, 76]; and

4. Fault/ Crash tolerance: The algorithm must be able to work well in the presence
of Byzantine nodes [40, 76].

Note that, as mentioned in Lamport et al. [78], safety and validity features (which
we had mentioned separately) are proposed in one single feature as "safety". Con-
sensus protocols can be defined as Byzantine Fault Tolerant (BFT) or Crash Fault
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Tolerant (CFT) if they can function normally in the presence of a particular number
of Byzantine nodes or despite the failure of some nodes. BF'T protocols are naturally
subcategories of CFT methods [51]. The rest of this subsection introduces several
well-known consensus methods. These methods are categorized into three different
groups as noted by Ismail et al. [79]: 1) compute-intensive based, 2) capability-based,
and 3) voting based. It is worth mentioning that due to the abundance of existing
consensus models, presenting and analyzing all of them is out of the scope of this
paper, so we only introduce the methods that are used in the studied AAC mecha-
nisms.

2.2.3.1 Compute-intensive based consensus algorithms

These algorithms require a substantial amount of computing resources to solve a
consensus problem. One of the most well-known examples of this type is Proof-of-
Work (PoW). This algorithm was first proposed by Dwork et al. [80] in 1992 to combat
junk and spam Emails, and in 1999, it was formally called "Proof of Work" |81].

A PoW algorithm works based on the framework of a cryptographic block-discovery
racing game. Nodes (known as miners) try to solve a mathematically complex puzzle
that uses a tremendous amount of their computational resources. The first miner
that finds the result is the winner and can send it to all the nodes in the network
(i.e., via the gossiping rule). Bitcoin deployed the PoW protocol, as proposed in [53],
and so it has become known as Nakamoto consensus in several resources [51]. In
Bitcoin, the winner wins a cryptocurrency prize. PoW can tolerate 49% of Byzantine
nodes. This method also has high scalability in terms of the number of nodes (e.g.,
see the numbers of Bitcoin network users).

Other consensus models also function based on PoW. For instance, the Tangle con-
sensus model of IoTA works on top of PoW. In Tangle, when a user wants to send
a transaction in the network, it must validate two other unapproved transactions.
Then, the user concatenates the hash of the two transactions with her request and
solves a PoW puzzle. The user can then broadcast the proof of solving the puzzle [82].

2.2.3.2 Capability-based consensus algorithms

Due to the energy inefficiency of compute-intensive-based consensus algorithms, other
alternatives have been proposed. Capability-based algorithms rely on the capabilities
of nodes instead of their computational power. The number of tokens owned by a
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node, a node’s reputation, its storage capability, and its contribution to the network

is some of the parameters utilized to assess the capability. A sampling of these
algorithms is described below:

1.

ii.

1i1.

1v.

Proof of Stake (PoS): This method was introduced in 2012 [83] as an enhance-
ment to the performance of PoW that reduced energy consumption. In PoS,
the block validator (the only node that is responsible for generating the next
block) is selected based on the stakes it would have. The next validator is cho-
sen randomly, and the nodes with more stakes are more likely to be selected.
Stakes are coins or tokens owned by a node. To validate a block, the validator
should solve a hash puzzle that replaces the process of exhaustively searching
the nonce in PoW [84,85]. To overcome the problem of monopolization by rich
nodes, the "coin age" measures the tokens held by a user and their holding
time. Validators who approve incorrect transactions will lose their stake [51].

Proof of Authority (PoA): This algorithm is a reputation-based method in
which the reputation of the validator is the capability parameter. PoA is utilized
mostly in permissioned Blockchains. Due to its lighter message exchange loads,
this algorithm provides higher performance in terms of energy consumption
and time efficiency [86]. The validators (authorities) in PoA have formally
approved accounts, and their identity is kept public [87]. To fairly distribute the
responsibility of mining the block, this process is done in mining rotation [86,87]
(i.e., the time is divided into steps, and in each step, one validator mines a
block). Two well-known implementations of this algorithm are Clique [88] and
Aura [89].

Proof of Elapsed Time (PoET): Proposed in 2016 by Intel corporation [90], this
algorithm requires Intel’s Software Guard eXtensions (SGX) [91]| and Execution
Environment (TEE) [92] to run. SGX generates a random waiting number for
nodes and selects the node with the minimum expiration time as the leader
(responsible for generating the new block) [93]. To avoid malicious activities,
the generated random waiting time is signed and distributed in the network [79].

Proof of Importance (Pol): A model proposed by NEM in 2018 [94], in which
an "importance" factor is assigned for each node in the network. The nodes
with higher "importance" factors have a higher chance to be chosen as a leader
for generating the next block [94]. To assign the "importance" factor, the
node’s stake (token) in the network (at least 1000 X EM, the cryptocurrency



CHAPTER 2. PRELIMINARIES 59

of NEM) [94], and the frequency of its successful validations are considered (i.e.,
validators with higher frequency receive more importance [87]).

2.2.3.3 Voting-based consensus algorithms

In implementing technological democracy, the miners and validators are selected

based on the voting process among network nodes. Four of these types of methods

are introduced below.

1.

ii.

Delegated Proof of Stake (DPoS): this algorithm was proposed in 2014 [95]
to decrease the energy consumption of the PoW algorithm and increase the
democracy among nodes. This method relies on selecting delegates (witnesses)
instead of the validators of the blocks. The witnesses can be interpreted as
trusted nodes in the network, chosen by election to validate the blocks instead
of nodes. Each node in the network can be chosen as a witness (based on its
stakes) or can delegate its stakes to another node and select it as a witness
(i.e., the weight of each vote depends on the stakes of the owner). After the
election process, 21 to 100 delegates are selected based on their tokens (votes),
and each of them will be randomly chosen as a validator for a predefined time.
Delegates must validate the blocks in their dedicated timestamp, and in the
cases of validating fraudulent transactions or failure, they will be expelled and
replaced by another witness. Note that DPoS can also be categorized as a
capability-based algorithm.

Practical Byzantine Fault Tolerance (PBFT): In 1999 [96], the PBFT method
was proposed as a general solution to guarantee the consistency of a distributed
system containing Byzantine failure nodes. This method has one "leader" node
and several other nodes as "backup" in each cycle. Byzantine nodes cannot be
more than one-third of the existing nodes while increasing the number of whole
nodes in the network can improve the system’s security. This method has five
steps: 1) The “Request” step, in which the user sends a request to the leader
node; 2) The “Pre-prepare” step, where the leader node puts the request in
the order and broadcasts a pre-prepared message to the backup nodes; 3) The
“Prepare” step, where all the backup nodes that accepted the request broadcast
a “prepare message”’ to all the other backups and receive the prepare messages
from the others. After collecting at least 2 f + 1 messages, the method passes to
the “commit” step; 4) In the “Commit” step, all nodes send a commit message to
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all the other nodes. If a backup node receives at least 2f + 1 commit messages,
it could be that the nodes have reached a consensus to accept the request, and
thus, they can execute it; and 5) The “Reply” step is where the backup nodes
reply to the user. Note that f is the maximum number of Byzantine nodes that
can exist in the network. This method is energy efficient, but its scalability is
limited [51].

iii. Raft Algorithm: A consensus method proposed in 2014 (97|, in which, at any
time, each node is in one of the three states as leader, follower, or candidate.
The leader serves the network until it crashes. The “leader” sends a periodi-
cal “heartbeat” message to the “followers” to inform them about its activeness.
When a leader fails (i.e., followers cannot hear a message from their leader
within their specific waiting period), the election process starts. In the elec-
tion process, a follower that does not hear from its leader changes its state to
"candidate". Then the “candidate” requests votes from other nodes to become
a “leader”. Other nodes will reply to the vote request. If the “candidate” gets
votes from a majority of the nodes, it will become a “leader”.

iv. Ouroboros: This algorithm is a consensus model based on PoS, proposed by
Cardano in 2015 [98]. In this method, time is divided into fixed-time epochs
and the individual units of time within an epoch are slots. In each epoch, the
electors can be selected based on the weight of the stake of the stakeholder.
These electors are eligible to select the leader of the next slot. To choose the
leader, three steps (i.e., a Publicly-Verifiable Secret Sharing (PVSS) process) are
executed: 1) Commit, in which each elector broadcasts a commitment message
that has a random secret; 2) Reveal, in which the electors broadcast an opening
message to reveal the previously sent secret; and 3) Recovery, in which all
electors verify that two previous messages match, and then form a seed string
with the revealed secrets. All electors have the same seed string and the same
leader sequence [51].

Comparison among different consensus models and several implementation examples
are provided in Appendix A.

2.3 Mobile Network Operator architecture

A comprehensive understanding of its ecosystem and current architecture is inevitable
to identify the challenges and defects in the existing cellular network and the moti-
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vations to move toward new solutions in next-generation mobile networks.

A Mobile Network Operator (MNO) is a telecommunications service provider that
delivers wireless voice and data communication through cellular networks for its sub-
scribed mobile users. MNOs are independent communication service providers that
own the complete telecom infrastructure, containing antennas to provide RAN and
Core network, for hosting and managing mobile communications between the users
with users in the same and external wireless and wired telecom networks [99].

The rest of this subsection is dedicated to essential background on the architecture
of the latest generation of cellular networks (i.e., 5G) and its network functions.

As it is depicted in Fig. 7?7, MNO infrastructure consists of RANs and Core network
[12]. RAN is responsible for providing radio connectivity. It mainly consists of
antennas (called gNodeB in 5G) to provide the radio connection in a specific area
based on their capacity. In our proposed model, the RAN part remains intact. So,
we do not discuss it further.

The principal functionality of the core network is to establish secure sessions and
to forward user data to and from the Data Network (DN) to provide connectivity
[100]. Starting from the 14th release of 3rd Generation Partnership Project (3GPP)?,
the core network is divided into User plane and Control planes. The user plane
carries the network user traffic, while the control plane, carries the core network
signaling traffic. In 5G networks, packet controlling, policy management, subscriber

management, network resource management, signaling, and location management are
handled in the control plane [102] (See Fig. 2.2).

Following, we introduce the existing architecture of the cellular network, based on
the latest generation (i.e., 5G) provided in Service-based Architecture (SBA), and its
network functions in the control plane [103]:

i. Access and Mobility Management Function (AMF) network function is in charge
of user registration, connection, and mobility management (e.g., periodic regis-
tration, and handover). Registration is an attachment procedure using standard
signaling protocols in the core network to introduce the User Equipment (UE)
to the system. Note that, when the UE does not use the network, its Radio
Resource Control (RRC) state is inactive. To make it active, registration
is required. The first registration is called "initial registration" (e.g., when

43GPP is an organization that combines seven standard organizations in the field of mobile telecom-
munications to develop protocols in this environment [101]
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Figure 2.2: Service-Based Architecture of 5G cellular network

the user powers on the phone). In addition, periodic and mobility registration
are other types of registration. Authentication and authorization of the UE
and setting up a proper communication tunnel are the main operations in this
step [9]. When a user moves through the network coverage area, its connection
is transferred from one Base Station (BS) to another. This process is called
handover in which the user sends the periodic measurement report to the cor-
responding BS (i.e., which is sent to AMF). The responsible AMF measures
the Uplink/ Downlink transmission latency to decide on the initialization of a
handover.

Session Management Function (SMF) is responsible for execution of session
management procedure. After registration or while handover, the session man-
agement establishes new Protocol Data Unit (PDU) session (or updates the
state of the previous session) for the UE by allocating new IP (or keeping the
previous one), allocating new resources, establishing a new tunnel, and release
the previous resources and tunnels.

User Plane Function (UPF) is an external point for PDU sessions to inter-
connect to DN (e.g., Internet). Packet routing and forwarding, Quality of
Service (QoS) handling, and downlink packet buffering are some of its func-
tionality.
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1v.

vi.

Policy Control Function (PCF) provides policy rules to satisfy the user’s QoS
requirement.

Unified Data Repository (UDR) and Unified Data Management (UDM), UDR
serves as a centralized data repository in each MNO for the subscription data,
user profile, policies, and application data [104,105]. Other network functions
including UDM, PCF, and Network Exposure Function (NEF) are connected
to this component using standard APIs to fetch, update, and delete data. Sub-
scription data and the user’s profile -which are stored in UDR- include Sub-
scription Permanent Identifier (SUPI), user’s authentication data, long-term
symmetric keys stored in user USIM, SIM identities, user PII data, etc. Indeed,
the user’s subscription credentials are confidentially stored in UDR [106]. These
data are used by UDM to manage the user’s registration procedure, authentica-
tion, access control, and mobility management [107]. SUPI as the most impor-
tant stored PII data for the user, can not be transmitted in plain text. So, In
many procedures (rather than emergency services), the Subscription Concealed
Identifier (SUCI), will be used. SUCI is a privacy-preserved SUPI that is gener-
ated by the user via an Elliptic Curve Integrated Encryption Scheme (ECIES)
based algorithm using the Home Network’s public key [108,109].

Authentication Server Function (AUSF) supports authentication and autho-
rization of the UE.

2.4 Authentication and Access control methods

This section provides a comprehensive overview of AAC methods. Authentication is

the act of verifying that the subjects (i.e., someone/something that wants to use a

resource) are the ones that they claim to be and that they are known by the system.

Access control (or authorization) is defined as the process of accepting or denying
the access request of a subject that has been verified from the authentication step to

a specific object (i.e., resources that the subject wants to use) [110]. In other words,

access control regulates which action a legitimate user can perform on resources in a

computing environment. Note that the access control process is done after successful

authentication.
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2.4.1 Overview of Authentication

Authentication is a security mechanism that verifies who is the client sending the
request and that they are the users they claim to be [110]. This process is accom-
plished through the following steps: 1) A registered user sends a request by providing
the required data; 2) The authentication server records the complete log of the con-
nection request; 3) The authentication server compares the received data with the
stored identification in a database (verification), and 4) If the data match, the veri-
fication is successful, and the user can log into the system (e.g., by providing a login
solution). Generally, in authentication methods, the only entity who would be au-
thenticated is the user (i.e., when the servers don’t authenticate themselves to the
users). This model is vulnerable to several types of network attacks such as Man-
in-the-Middle (MitM), Spoofing, and Phishing. Mutual authentication can overcome
such attacks. This is a two-way authentication method in which both entities (i.e.,
user and server) authenticate each other. It can improve the security of a system by
minimizing fraud and false verification.

Authentication procedures can be implemented in different ways; The most well-
known examples are listed below [111]:

— Knowledge-based: These methods rely on the users’ knowledge about specific
questions, such as identities (IDs) and passwords, PIN codes, lock combinations,
and passphrases (i.e., something known only to a single user).

— Possession-based: These methods operate based on something that the user
possesses; this could be their credentials, a Radio Frequency Identification
(RFID) card, a Universal Synchronous Bus (USB) token, or any other iden-
tifier that only the original user could have. The user’s physical or logical
location (i.e., where they are) is another identifier in this category.

— Biometric-based: These methods rely on one or more physical features of
the user and are also termed Inherence-based authentication. A user’s unique
physical and biometric features (e.g., fingerprints, facial or vein recognition,
iris data) are used for this identity verification [112|. Generally, biometric
authentication is more secure than other one-factor types [113].

— Multi-factor authentication: This method combines two or more different
solutions to make the authentication more secure. For example, a user may
enter her password and a security code sent by SMS to her phone. Note that,
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Table 2.3: KEY DEFINITIONS IN ACCESS CONTROL

Component Definition

Someone or something that aims to access resources; can be a user,

Subject
a computer process, a file, or a program.
Object The resource that a subject wants to have access to, such as data,
an IoT device, storage, or a network.
Rule/ The set of rights and regulations to follow by a subject to grant
Policy access to an object.
0 Someone or something that has complete control of an object and
wner

that can define the privileges for its access.

Operations/ The acts and functions that can be done on an object by a subject
Action (e.g., read, write, or execute).

The authorizations of a subject to perform some specific actions on

Permaissions )
an object.

using the same method twice is not a multi-factor authentication, because the
same type of attack can breach both. The main idea behind using multi-factor
authentication is that breaching two or more different factors requires two or
more different types of attack [114].

2.4.2 Overview of access control methods

Access control regulates who or what can perform which action on a network’s re-
sources [115]. Table 2.3 summarizes the definitions used in the rest of the section
to provide consistent terminology. For a clear understanding of the access control
procedure, the most significant steps (i.e., policy/ rule definition, access verification,
and access log record) are listed in Table 2.4.

While there are several different access control mechanisms, the most well-known
methods, including Discretionary Access Control (DAC), Capability-based Access
Control (CapBAC), Mandatory Access Control (MAC), Role-Based Access Control
(RBAC), and Attribute-Based Access Control (ABAC), are described in the rest of
this subsection. Note that due to the large quantity of existing access control models,
presenting and analyzing all of them is out of the scope of this paper. Therefore, only
those methods used in the investigated articles are listed as follows (note that since we
uused ABAC method in our proposal, this solution is explained with more details):
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Table 2.4: MAIN STEPS IN ACCESS CONTROL
Step Functionality
The step determines the rules of accessing an object. Each rule
Policy/ definition is varied based on the access control model. For example,

rule defini-
tion

rules can be defined in a matrix structure based on the object or
as if-else statements in the XACML language [116]. Policies can be

specified by the organization, manager, or owner.

The access control server examines the received access request based
on a subject’s permissions. If they match, an access solution based
on the enforcement method (e.g., access token or credential) will be

vertfication
fi assigned to the subject. For example, in CapBAC, the access tokens
are assigned to the user.
Recording An access control system should record the logs of all activities (e.g.,

access logs  requests, accesses, actions, active sessions).

— Discretionary Access Control: Proposed by Lampson in 1974 [117|, DAC

considers the owner-based administration of objects. More precisely, the owner
of an object defines the access rules and policies of that object. DAC can be
implemented via an Access Control List (ACL) in an access control matrix [118].
The ACL (i.e., the rows of an access control matrix) define which objects can
be accessed by which subject with what type of permission (see Fig. 2.3).

Capability-based Access Control: In this model, a capability is associated
with each subject [119]. The capability list is all the data in the columns of the
access control matrix and is defined based on the subjects and the corresponding
objects and permissions. A simple explanation of the difference between an ACL
and a capability list is shown in Fig. 2.3. In the CapBAC model, users are
granted access permissions based on an access token, such as a key, a ticket, a
credential, etc. [120]. When a system aims to manage a large number of assets,
CapBAC and DAC decrease the manageability (i.e., in the case of a change in
the system, all of the access matrices should be updated) [121].

Mandatory Access Control: This model is also known as Lattice-Based Ac-
cess Control (LBAC) [122]. MAC works based on the classification of objects
and subjects. The most well-known security classification labels are "Top Se-
cret", "Secret", "Confidential" and "Unclassified". In this model, the subject

whose level’s label is higher than that of the object can have access to that
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object. The access decision in this method is made by a central authority and
not by the owner.

— Role-Based Access Control: Developed to resolve the maintainability chal-
lenge of matrix-based methods, RBAC manages a subject’s access based on
their role within the system, and also defines what kind of accesses are allowed
to the subject of a given role [123|. When users’ roles are changed in the sys-
tem, their permissions will be altered and reassigned based on their new job.
This feature simplifies permission management. Due to the nature of this ac-
cess control model, a limited number of roles can represent many users, and it
becomes easier to audit which users have which sort of permissions and what
permissions have been granted to a given user [118].

— Attribute-Based Access Control: The attribute-based access control method
has four sets of attributes to define the access policy and manage the subject’s
access to the object. These sets are Subject Attributes (SA), Object Attributes
(OA), Environment Attributes (EA), and Action Attributes (AA). Let define

all the attributes (AT') of access policy as follows:

AT = (SA,0A, EA, AA) (2.1)

These attributes can be selected based on their relevance to the received request.
The four types of attributes in ABAC are [110,124]:

x Subject attributes: the identifiers that specify the subject (e.g., user roles,
certifications, management-level information, and user IDs);

x Object attributes: that distinguish the resources that the subject wants to
access (e.g., file name, folder specification, application name, or ID);

x Action attributes: specify the operations that a subject can perform on
an object (e.g., read, write, execute and view); and

x Enuvironment attributes:  details that describe the context in which the
access is requested (e.g., the time and location of the requester, the type
of communication channel).

each set of attributes are defined in below:

SA={s1,82,...,8,},0A ={o01,09,...,0n},

(2.2)
EA={ej, e, ...,e,}, AA={as,a9,...,a,}
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where n = |SA|, m = |OA|, p = |FA| and ¢ = |AA|. Each attribute in
ABAC is defined as a pair (attribute _name, value). The request of the subject
u to access a resource can be formulated as equation (2.3). To shorten the
formulation, we avoid expanding each attribute set.

Req, = {SA,,0A,, EA,, AA,} (2.3)

Different validators in a system may need a subset of the attributes to validate
the subject to perform a specific action based on the access policy. Let’s define
the attribute subset for validator v as:

AT, = {SA,,OA,, EA,, AA,} (2.4)

The validation result for each attribute set based on the predefined access policy
is as (2.5):

(2.5)

1, if SA,=S5A,,
Vea = .
0, otherwise

The validation process for OA, EA, and AA sets is the same as (2.5).

Finally, access control result (AR), based on the policies defined by the owner,
which is returned as “allow” or “deny” to the user, can be formulated as (2.6):

(2.6)

AR— 1(allow), ifVSAIVOA:VEA:VAA:1
| 0(deny), otherwise

ABAC method is especially useful for fine-grained access control [125]. Fine-
grained access control is an access control system that facilitates granting dif-
ferential access rights to a set of subjects and provides flexibility in defining the
access rules for users [125].

2.4.3 Main security attacks on AAC

Several types of attacks can target AAC procedures. Some of the well-known attacks
and their solutions in centralized systems are described below [126-129]:
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Figure 2.3: Access Control List vs. Capability List

— Password cracking: Attackers try to find the passwords and identifications
of legitimate users by recovering them from storage. The most well-known
attacks in this category are brute-force (checks all possible answers), rainbow
(generates the password hash table in advance), and dictionary (uses a sample
dataset of the most-used passwords). These attacks can result in privilege
acceleration in the access control procedure. Some of the general solutions to
protect users against these types of attacks are 1) using another authentication
solution, rather than knowledge-based; 2) using multi-factor authentication; 3)
employing account locking, in which the account would be locked after a pre-set
number of unsuccessful login attempts; 4) initiating delayed response, in which
the AAC server would return the result with a short delay, thereby preventing
an attacker from checking all possible entries; and 5) oblige the user to choose
a strong password with a specific standard /best practices, such as [130], which
make it very difficult and time-consuming to crack passwords.

— Denial-of-Service (DoS)/ Distributed Denial-of-Service (DDoS): The purpose
of these attacks is to make a resource unavailable for legitimate users. If one
attacker tries to make a resource out of service, a DoS attack has been executed,
but in the more complicated type of DoS, a large number of sources attack the
destinations (i.e., a DDoS attack). Several well-known authentication methods,
such as Kerberos, are vulnerable to this type of attack [131]. Request flooding,
ping of death, and SYN flood are well-known DoS/DDoS attacks [132]. Al-
though the detection and mitigation of DoS/DDoS are challenging tasks, some
well-known techniques are being deployed in centralized systems. For instance:
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1) using security solutions such as firewalls, Intrusion Detection System (IDS),
and Intrusion Prevention Systems (IPS) to separate normal and abnormal traf-
fic via different techniques; and 2) using redundant services to minimize the
impact of an attack.

— MitM: The attacker relays information on behalf of the connection between
source and destination, without their knowledge, and can alter, modify, or
eavesdrop on their data [133]. Another form of this type of attack is the reply
attacks, in which the attacker stores the user’s identity data and uses that for
subsequent connections [134]. Using SSL/TLS connections, providing mutual
authentication [127], and adding timestamp and nonce to packets [135] are three
of the most popular solutions to mitigate MitM /replay attacks in centralized
systems.

— Sybil: In this type of attack, the attacker will define multiple virtual identi-
ties to target a network [136]. It means a single malicious node manages to
influence the whole system using different identities. Two of the more com-
mon solutions are those using trusted certificates, and resource testing [137].
The latter ensures that the resources are matched with the number of users by
different identities.

— Spoofing: in this type of attack, the attackers impersonate another identity in
the system, aiming to steal data, get access to the network, accelerate their
privilege, or launch other malicious activities [138|. Using multi-factor and
mutual authentication are two of the preventive solutions to this attack.

2.4.4 Blockchain-based Authentication and Access Control meth-
ods

Due to its unique features (e.g., immutability, non-repudiation, traceability, and dis-
tributed nature), Blockchain can bring many unprecedented opportunities in AAC
procedure. Moreover, Table 3.2 lists the possible solutions delivered by Blockchain
to mitigate the attacks targeting AAC methods (mentioned in 2.4.3). This table lists
the Blockchain feature that provides the possible solution as well.

The hierarchical architecture of Blockchain-based AAC solutions regarding different
networking technologies and use cases is represented in Fig. 2.4. Note that, the
Blockchain layers in this figure are based on [50,152-154|. This architecture consists
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of six layers: 1) application layer, 2) authentication and access control layer, 3)
contract layer, ) consensus layer, 5) network layer, and 6) data layer.

The lowest layer in the architecture is the data layer that encapsulates the under-
lying block structure. Above that, the network layer includes the mechanisms of
distributed networking, data propagation and communication, and data verification.
This layer distributes, forwards, and verifies Blockchain transactions based on pre-
defined structures (e.g., transaction verification via digital signature based on asym-
metric cryptography). Next, the consensus layer mainly focuses on the consensus
protocol of the nodes in the network (e.g., PoW, PBFT, PoS). These algorithms can
have an incentive mechanism to encourage the nodes to collaborate in the network.
The contract layer relates to the solutions working based on smart contracts (i.e.,
not just based on transactions). This layer brings programmability into Blockchain
and contains different languages to handle smart contracts. Two top layers in the
architecture, Authentication and Access Control and Application, are related to the
application of Blockchain in the desired context. The authentication and access con-
trol layer aims to implement different Blockchain-based AAC solutions for a variety
of use cases as follows: (Note that, exploiting Blockchain in the AAC procedure can
be influenced by the requirements of the specific application)

— Internet of Things (IoT): The application of Blockchain-based AAC in
[oT include, but are not limited to, network security, mobility management
in Wireless Sensor Networks (WSN)s through different clusters, provide secure
access of the end-users to the sensor’s data in smart homes and smart cities.
To deliver more reliable AAC solutions and to decrease the processing load
of resource-limited IoT devices, the combination of IoT and fog computing is
proposed in several works. In these methods, fog nodes (having enough power
and computational capabilities) can process data on behalf of the IoT nodes,
connect to the Blockchain, and send their data to this network.

— Cloud computing: Blockchain and cloud computing as two new advanced
technologies have a high potential for strengthening performance, security, and
privacy in current Web-based applications [155]. Authentication and access
control via Blockchain in the cloud environment has been targeted by differ-
ent works aiming to improve network security, first-level access of users to
their cloud account, sharing the resources of the cloud computing environment
such as computing power and memory, accessing the logs of resource sharing
(to improve transparency and accountability), and data sharing in the cloud
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environment. Worth mentioning that several methods exploit the cloud envi-
ronment as a base technology for sharing and storing an enormous amount of
critical data (such as electronic health records) and use Blockchain-based AAC
to strengthen the security and privacy of data sharing.

Telecommunication and cellular networks: The existing AAC solutions
in communication networks such as cellular networks are Authentication and
Key Agreement (AKA)-based solutions. To resolve the challenges of existing
AKA-based AAC in cellular networks, many researchers combine this technol-
ogy with Blockchain. The recent studies intend to deliver the following services
in cellular networks using Blockchain-based AAC methods: 1) mobility manage-
ment among different service and network providers, 2) providing self-organized
access to the network, 3) enabling medium access control by replacing new solu-
tions with other existing methods such as Aloha [156], 4) network resource shar-
ing, 5) providing Blockchain-based user connections to the Wi-Fi access points
instead of knowledge-based authentication, and 6) generating Blockchain-based
unique identity for users.

Smart Healthcare: Smart Healthcare is involved with all type of technolo-
gies (e.g., 0T sensors) that leads to better diagnosis of disease and sufficient
treatment for patients. One of the challenging parts of this approach is to
manage the electronic health records of the patients in a secure manner. So,
several methods propose DLT-based AAC solutions to provide overall security
in the network to store patients’ data, to share the patient’s health records,
with proper doctors, health agencies, and research departments along with pre-
serving their privacy, and to manage access to the patient’s records.

Information-Centric Networking (ICN): The majority of current net-
works have a host-centric model in which, the communication is based on
named hosts, for example, web servers, PCs, and laptops. In contrast, ICN
is a connection-less pull-based communication model that aims to distribute
the content in a highly scalable and efficient way via named data objects, such
as web pages, videos, documents, or other pieces of information [157, 158|.
Based on our research, the existing Blockchain-based AAC models in ICN, are
not only focused on protecting network security but also targeting producer
mobility management (i.e., the challenging part is that ICN focuses on the
named-based resolution mechanism) [159].



CHAPTER 2. PRELIMINARIES 75

loT & smart city Cloud computing Telecommunication Smart healthcare WSN

{ -Mobility management
Self-organized access
Medium access control

Application ! -Network security

-Mobility management

-Network security

-Access to account -Network security

layer ! _Smart authentication -Resource sharing -Resource sharing -Access to health data

-Access to sensors -Data sharing -Resource provisioning i1 -Health data sharing

| -Data sharing 1 -Access to logs -Connect to access point o-ete ~Network security
-etc. 1 et -Unique identity : ; -Mobility management
/ -ete. AN -etc.
Authentication & Knowledge-based Possession-based Inherent-based Multi-factor
Access control
layer DAC CapBAC RBAC ABAC CP-ABE etc.
Contract layer Script code Algorithm Smart contract

Consensus layer

Network layer Peer-to-Peer network Verification mechanism Communication mechanism

Data layer Data block Chain structure Timestamp Hash function Merkel tree Encryption

Figure 2.4: Blockchain-based AAC methods in networking applications

2.5 Summary

In this section, the necessary background about Distributed Ledger Technologies,
their features and advantages, consensus models, and different deployment models
are provided. Moreover, the ecosystem and architecture of cellular networks and their
network functions are reviewed. Finally, authentication and access control methods
are represented to have a comprehensive background about all concepts that will be

used in the further chapters.
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3.1. INTRODUCTION

3.1 Introduction

As described in the motivating scenario in Section 1.2, each actor of the cellular
networks would benefit from different opportunities. The end-users can have access to
many services using a single identity and assuring high privacy, by directly paying the
providers. Moreover, they would have access to cellular and data networks without
geographical limitations. The connectivity providers would be able to quickly enter
the cellular network market and get the core network services from MNOs while
paying them for core network service and getting paid by users based on their provided
services. The service providers are able to provide a variety of services on top of
existing core network services such as AAC. Moreover, they can provide services to
the MNOs. Finally, MNOs can serve more users without the need to construct the
whole infrastructure. Moreover, they can outsource many services to overcome the
complexity of IT operations and contract management on large scale.

Several requirements are derived from this motivating scenario (i.e., broad coverage,
distributed ecosystem, trustworthiness, automation, scalability, security, privacy, and
compatibility) that are introduced in Section 1.3.

Surveying the existing solutions to address the requirements in Section 1.3, is the
main contribution of this chapter. To do so, to the best of our knowledge, there is no
comprehensive solution to address the requirements, so we categorized our survey into
the following subsections. Indeed, providing authentication, access control; seamless
mobility of the users are the main functionalities of the cellular networks to provide
connectivity [160]:

i. Analysis of the existing decentralized cellular network architecture and their
compatibility with our requirements.

ii. Analysis of the existing solution for mobility management in the cellular net-
work and their compatibility with our requirements.

iii. Analysis of the existing identity management solutions and their compatibility
with our requirements.

iv. A comprehensive study on the Distribute Ledger Technology (DLT)-based au-
thentication and access control solutions.
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3.2 Decentralized cellular network architecture

To the best of our knowledge, the concept of relying on a Blockchain-based architec-
ture to enhance the whole MNO architecture design has not been investigated before.
But, a very limited number of researchers proposed decentralized architecture for the
whole cellular network ecosystem to provide a more open and competitive market for
small-scale enterprises, private use cases, and end-users. The studies on this topic
are not limited to Blockchain-based cellular networks.

For instance, Lou et al. [9,160] proposed a decentralized cellular network to democ-
ratize the cellular access of the entities through a broker as a trusted party among
the variety of RAN providers. In the other words in this alternate cellular archi-
tecture, a potentially large number of competing cellular providers can coexist. In
their proposed method, part of the control plane functions- that implement standard-
ized signaling protocols for communication with UEs- and the user plane functions-
that implement packet forwarding, including classification and prioritization to en-
force QoS levels, counters for accounting, etc.- is handled in MNO network. But,
the defined 'management plane functions’ that maintain subscriber information and
perform authentication and policies would be handled either by the UE or outside of
the MNO network in the Cloud.

A real-world implementation of an open and flexible system for building a low-cost
wireless access network is provided by Magma open-source software platform [161].
Magma can provide access gateways that terminate the radio-specific protocols as
close to the radios as possible. As a result, it allows carriers to augment an existing
cellular deployment with WiFi hotspots in popular locations (e.g., athletic venues),
or use LTE BSs to serve homes in rural areas, using a single core network and
management platform [162].

Moreover, a long-range wide-area network (LoRaWAN) on Helium [163] provides a
private wireless IoT network inside a public network using Helium Blockchain. In its
novel announcement, the Helium network starts to step to 5G connections with its
wireless modems [164|. Moreover, a Blockchain-based radio access network (B-RAN)
has been proposed by Ling et al. [165] that uses Blockchain to handle the user’s access
to the RAN.
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3.3 Blockchain-based Mobility management

Another critical function of the core network in the cellular network is the manage-
ment of the user’s mobility between cells and Base Stations (BS). Due to its im-
mutability, and non-repudiation, Blockchain can be a proper candidate to eliminate
the re-authentication overhead of the handover procedure, and increase the system
performance. Due to these possibilities, several recent studies proposed Blockchain-
based mobility management for existing 4G /5G networks.

Yazdinejad et al. [166] proposed an authentication method to decrease the number of
unnecessary authentication during user handover in 5G networks. In this system, the
Blockchain propagates the user’s authenticity among other Software Defined Network
(SDN) entities in the network. Using the trapdoor collision property of a chameleon
hash function and the global availability and tamper-resistance of Blockchain, authors
state that this system can achieve mutual authentication, key agreement, anonymity,
traceability, robustness, perfect forward secrecy, master key forward secrecy, known
randomness security, and universality. Moreover, Zhang et al. [167| proposed an
authentication method for the seamless handover procedure in 5G networks. In
this method, the user first registers in the network to insert a specific hash of the
registration procedure into the Blockchain. Then, while the user is moving, this data
would be used to manage the user’s seamless connection. Conti et al. [159] proposed
BlockAuth to enable mobility management in ICNs. This system consists of global
and local clusters and their associated ledgers. After the registration of the user using
an Authorization Server (AS), this data is stored in the global Blockchain. Next, the
user sends the same data to the BS for validation. The BS verifies the user’s identity
from the AS. A single authentication server in this method can be a single point
of failure. BCTrust [168] is another proposed method for mobility management in
WSNs that aims to provide connectivity for WSNs in different clusters with only one
authentication. To do so, the authentication controller (CPAN) stores the user’s ID
on the Blockchain. once it changed the cluster new CPAN sends a request to the
Blockchain to see if the user has been authenticated before. Lee et al. [169], proposed
another mobility management method in the 5G networks, as well. In this method,
the authentication server sends the initial set of information to all BSs under its
control. When a user joins one of the base stations, it sends the public key to the
user and registers the connection in Blockchain. Then, the user sends her public key
and timestamp to make connections, and then the BS sign and will broadcast these
data.



CHAPTER 3. SURVEY ON DECENTRALIZED ARCHITECTURE FOR MNO
PROCESSES 81

3.4 Blockchain-based identity management methods

In this section, we will provide a review of existing Blockchain-based identity man-
agement solutions. Since recent identity management methods on top of Blockchain,
are mostly provide self-sovereign identity as well as data management, in this subsec-
tion we will talk about these two components. uPort [170] provides the framework
for users to gather attributes from an ecosystem of trust providers but does not
provide identity proofing. For revocation in case of a key loss, Quorum Blockchain
is used. It provides data ownership and selective disclosure however the privacy of
user information in JSON data structure on the message server can be compromised.
Jolocom [171] is another self-sovereign identity management that is also developed
on top of Ethereum and provides similar functionalities to uPort. The Sovrin Foun-
dation developed the Sovrin IdM [172] that uses attribute-based credentials which
allow users to only reveal credentials that they choose with relying parties and WOT
helps protect the user against deception. The adoption and integration of the Sovrin
standard seem constructive in novel self-sovereign identity systems. In [173], the eval-
uation of uPort, Jolocom, and Sovrin shows shown that none of the existing systems
fulfill the requirements of flexibility needs of digital identity for the heterogeneous
online service. The shoCard [174]| provides identity verification and as backup, it
uses a stored encrypted version of the attribute certificate on the server. A central
server is used as an intermediate between the user and relying on parties. In shoCard,
the Bitcoin network records a commitment to personal data that was verified during
identity proofing, and stores the hashes of certifications that are built upon the user’s
seal created by relying parties. The Blockstack [175] is another identity management
system that attempts to redesign the naming system to provide elucidation of Iden-
tity. It has PKI authentication features using state machines and storage aspects in
Blockchain to preserve privacy and resource identification.

3.5 Blockchain-based authentication and access con-
trol methods

The research on DLT-based AAC mechanisms can be categorized according to the
four features shown in Fig. 3.1 and explained as follows:

— AAC mechanism: Defines the authentication or access control type imple-
mented in the studied work. Authentication types include Knowledge-based,
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Possession-based, Biometric-based, and Multi-factor. Moreover, access control
methods cover DAC, CapBAC, RBAC, and ABAC methods.

— DLT application approach: According to our studies, we identified two
general approaches for using DLT in AAC procedure:

x Several studies use DLT as a distributed database to store credentials,
identities, rules, roles, policies, and access logs. The main motivations of
authors in these methods are the immutability, integrity, and permanence
of DLT.

* In the considerable portion of literature, the authors use DLT not only as
a secure database but also as a decision point for AAC procedure (e.g., to
manage the authentication process by creating and handling the tokens, to
handle the client’s access based on predefined policies, storing the access
log). Note that, in rare cases, the authors used DLT only as a decision
point, not a database. Generally, distributed nature of DLT, removing
the single point of failure, non-repudiation, permanence, and having pro-
grammable contracts, are the main motivations of the authors in these
works.

— In which step DLT is used: In the authentication procedure, DLT is used
in recording credentials/identifiers in the ledger, the verification step (i.e., to
verify the user, server, or token), providing access solutions (e.g., token issuing),
log management (i.e., storing identities or logs) or in several of these steps. In
the access control procedure, Blockchain can be used for the following purposes:

x Distributed database: storing access rules and policies (including as well
access logs) into *bct and smart contracts as a tamper-proof solution;

x Policy modeling: defining the access policies and rules using smart con-
tracts;

x Verification method: verification of the user’s access request using smart
contracts;

x Policy enforcement: enforcement of access control decision to allow or
deny the access of a user to the system.

— Use-cases: The following use cases were identified for AAC methods in a
networking context: communication networks, IoT devices, smart cities, smart
healthcare, cloud computing, ICNs, and WSNs. Regardless of the application,
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Figure 3.1: Taxonomy of existing AAC methods based on DLT.

some methods are general-purpose methods and thus can be used in all types
of use cases.

3.5.1 DLT-based Authentication Methods

This section presents the current authentication methods that rely on DLT (mostly
Blockchain and smart contracts). Firstly, these methods are divided based on their
approach to using DLT and then their application use cases.

— DLT as a distributed Database:
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x Methods for Telecommunication: Lee et al. [176] proposed BIDaaS that
generates a Blockchain-based ID for users (instead of conventional IDs in
cellular networks), and then this ID is registered on the Blockchain for
further mutual authentication process.

x Methods for IoT/ smart cities: Huh et al. [177] proposed an automatic
door locking system via fingerprint-based authentication. The hash of
a user’s fingerprint is stored on the Blockchain and the users can au-
thenticate themselves through mobile devices. [178] proposed a two-factor
authentication method that uses an out-of-band channel to perform sec-
ondary authentication.

x Methods for smart healthcare: Mohsin et al. [179] proposed an authen-
tication method using RFID and FV, in which a hybrid, random binary
pattern of the user’s FV and RFID is derived and stored on Blockchain,
to be extracted in verification.

x Methods for cloud computing: several authentication methods aiming ac-
cess management are proposed in cloud environment. Deep et al. [129]
proposed a method to authenticate insider and outsider users. It checks
the user’s credentials and valid Blockchain node parameters to verify the
user’s identity. Another method, called SAMS [180], uses a master node
to manage the security of the whole system. Before connection, the client
creates a block and sends the nodes’ and block’s information to the master
node. The master node creates a block with the received information to
check the identity.

— DLT as a distributed database and verification solution:

x Methods for Telecommunication: Xue et. al [181] proposed an authentica-
tion method to handle the user’s movement in mobile vehicular networks.
In this method, an intermediary smart contract is used to make a con-
nection between foreign and home networks. The moving users receive
a session key, which is also stored and managed by the smart contract,
for further connections. Moreover, for access point connection, Sanda et
al. [182] proposed a method in which the user installs “Auth-Wallet” to be
verified by exchanging the “Auth-Coins” instead of her information. The
user connects to the access point using its unique ID. The access point
sends Auth-Coin to the user for verification and signing with the Bitcoin
address. If the verification is successful, the token will be broadcasted to
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the Blockchain and the user can be connected to the internet. Another
system is proposed by Niu et al. [183] for Wi-Fi hotspot access. In the
first step, the user requests a signature on Bitcoin address from the service
provider by sending the real identity. Then, the digital signature would be
sent to the user. Because the user’s credentials are saved in the Blockchain
when the user requests to connect to the network, the service provider and
the Wi-Fi hotspot get valid credentials and provide the connection.

x Methods for IoT/ smart cities: Ourad et al. [147| proposed a smart contract-
based solution, in which the Ethereum address is the authentication iden-
tifier. The smart contract broadcasts an access token to the sender’s
Ethereum address if validation of the user is successful, the user combines
and signs several data and sends them to the IoT device to verify.

3.5.2 DLT-based Access Control Methods

This section presents the state of the arts in DLT-based access control methods. The
categorization of the methods is the same as Section 3.5.1.

— DLT as a distributed Database:

x Methods for IoT/ smart cities: Ali et al. [184]proposed an access control
solution focusing on the right delegation in smart contracts (containing
the delegation policies). BlendCAC [185] implemented a CapBAC method
in which the smart contracts store the access control matrix. The main
challenge of this method is that a subject cannot obtain rights from more
than one subject. This challenge is addressed in [186]. Dramé-Maigné
et al. [187] designed an ABAC solution in which administrators establish
trust relationships for their devices, and the users deploy the attribute
contract. When a user sends the access request, the target device connects
to its gateway to retrieve attributes and evaluates the request against the
policies. Another ABAC mechanism is proposed by Pinno et al. [188] by
using four separated Blockchains to store several parameters, credentials,
and relationships.

x Methods for Smart healthcare: Zhang et al. [189] proposed a hierarchical
model for sharing the healthcare data. In this method, the Blockchain
acts as a distributed ledger of permissioned clients to store and verify the
keys and record the hash values of auditing logs.
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x Methods for cloud computing: Qin et al. [190] proposed an ABAC method
to share data in the cloud environment. In this system, a central authority
manages the security of the whole system and issues an attribute key to
the user and cloud service provider in the smart contract. Alansari et
al. [191] proposed an ABAC method for cloud federation. In this system,
federated cloud organizations can define attribute-based rules and store
them in the Blockchain to provide fine-grained secure data sharing for the
users.

— DLT as a distributed database and verification solution:

x Methods for Telecommunication: Ling et al. [192-194], proposed Blockchain
Radio Access Network (BRAN) as a solution to implement self-organized
access for users and providers, along with enabling mobility management.
In their recent work, Ling et al. [165] proposed a Blockchain-based medium
access control method. Moreover, Fan et al. [195] proposed a data-sharing
scheme for Cognitive Cellular Networks (CCN) in 5G. SBAC [196] aims
to achieve hierarchical access by proposing an ABAC method for data
sharing in ICN.

x Methods for IoT/ smart cities: Sultana et al. [197,198| proposed a data
sharing and access control system via smart contracts. A similar method
is proposed by Zhang et al. [199]. Due to its flexibility, many researchers
implemented ABAC solutions. For instance, Putra et al., [200] uses smart
contracts for authorizing the nodes based on their reputation. Fabric-
iot [201] uses three kinds of smart contracts to store the URL of resource
data, manage and store ABAC policies, and implement an access control
method for non-admin users. In the proposed method by Ding et al., [202],
the owner of the IoT device sends access policies to the Blockchain. The
user chooses a satisfied subset of the policies regarding her needs. Then the
owner checks the requester’s identity in the Blockchain and allows/denies
the access request. Yutaka et al. [203] proposed a method that uses four
smart contracts to perform access decisions. Tang et al. [204] proposed a
cross-domain ABAC method. Apart ABAC method, Hwang et al. [205]
proposed a dynamic RBAC scheme in which policy generation can be
done dynamically by manager nodes and the policies stored in Blockchain.
In another method, IoTChain [206], firstly, the owner creates a smart
contract for her data with an access policy and sends it to the Blockchain.
When a user asks for authorization Blockchain generates an access token.
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Novo [207] introduced an access control method focusing on scalability and
energy consumption via sending the access request to Blockchain through
the closest management hub.

Methods for Smart healthcare: Rajput et al. [208] proposed a Blockchain-
based data sharing system, in which, after registration, the emergency
doctors can retrieve the patient’s data by sending access requests and
the patient’s ID via Blockchain and smart contract. Nguyen et al. [209]
use Blockchain for sharing patient’s healthcare data on the Internet of
Medical Things (IoMT) networks. Li et al. [210] proposed a system based
on certificate-less cryptography, in which, the data owner creates an ACL
and then stores it in the Blockchain for further validation.

Methods for cloud computing: Yang et al. [211] proposed AuthPrivacy-
Chain in which policies and access logs are stored in Blockchain, and
access management is done by the smart contract. PrivacyGuard [212] is
another system that focuses on user and data privacy on the cloud. Own-
ers can define their access policies in smart contracts. The user invokes
the owner’s contract to ask for permission, data access rules, and deposit
payment. TBAC [213] is an ABAC solution for resource sharing that ex-
ploits four types of transactions to record the information of subjects and
objects, send the access request, and access decision. Wang et al. [214]
proposed a fine-grained access control for cloud storage. In this method,
the owner deploys a smart contract to store the essential data of the file.
To grant access, the owner defines the expiration time and a secret key
and adds them to the smart contract.

Regarding the state-of-the-art in access control procedure, when Blockchain is used

as a distributed database, even though the non-repudiation, rule immutability, etc.,

are improved in the proposed systems, they could suffer from a single point of fail-

ure, because of making and enforcing access control decisions by centralized parties.
On the other hand, although using Blockchain for modeling access control policies,

verification, and policy enforcement, can increase the complexity of implementation,

marginally decrease the time efficiency, and increases the need for storage, they can

provide high scalability (in terms of the number of users), availability, fault tolerance,

the immutability of rule and decision, non-repudiation, and audibility. Fig. 3.2 com-

pares the distributed and centralized implementations of the access control methods

in radar diagrams to bring a general overview of their advantages and disadvantages.
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Figure 3.2: A comparison among different types of using Blockchain solutions addressing
access control

Note that, a radar chart or spider chart is a visual tool to compare multiple variables
on a two-dimensional plane. for this diagram different axes needed to be defined.
In our case, one ax is the comparison parameters, and the other ax is either low,
moderate, or high. The axes, in the Radar diagram, start from a common central
point (in our case, the central point was low). Each point in the Radar indicates the
rate of a particular parameter. As the result of the analysis of the Radar diagram,
which use-case or entity which gains a bigger surface of the diagram, can be the more
advantageous candidate to be chosen. As it is shown in the figure, using Blockchain
as a distributed database, validation solution, and policy enforcement.

3.6 Summary

In this section, the related state of the arts regarding the usage of Blockchain technol-
ogy in cellular networks or their dependent applications is provided. In this regard,
several kinds of research on distributed cellular network architecture, Blockchain-
based AAC methods, Blockchain-based mobility management methods, and Blockchain-
based identity management methods are introduced. Note that, due to the abundance
of works regarding Blockchain-based AAC methods, a brief and comprehensive sum-
mary and comparison of them are provided in Appendix B and Appendix C.

Generally, using DLT in cellular network applications/architecture can increase the
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integrity of the data, accountability of the users, and the difficulty of data falsifi-
cation regarding credentials, decrease the complexity of the IT procedure, removes
the extra steps of AAC in mobility management, improves the data availability, etc.
Having these advantages in mind, the proposed methods mostly suffer from high
computational time, transaction fees, resource usage, and maintainability of smart
contracts. Some studies use DLT as a database to store user credentials, which leads
to inheriting the main problems of conventional centralized solutions. The other two
significant challenges in these systems are the size of the blocks and required storage,
as the system performance can be negatively influenced by an oversized chain [68|.

The different existing methods of decentralized cellular network architecture, mobil-
ity management, access control, authentication, and identity management, and their
compatibility with the different requirements mentioned in Section 1.3 are summa-
rized in Table 3.1.

To sum up we can state that although providing different unprecedented opportu-
nities (i.e., the ones mentioned in strengths and opportunities of using Blockchain)
such as security and availability in cellular networks, several challenges such as the
lack of openness for cellular networks, broader coverage, scalability for accepting new
businesses to the entrance of small-scale competitors, the complexity of system im-
plementation, automation and non-flexibility of the cellular networks based on the
needs of different parties, remained intact.
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Table 3.1: Existing methods of decentralized cellular network architecture, mobility man-
agement, access control, authentication, and identity management, and their compatibility
with the different requirements

category method R1 R2 R3 R4 R5 R6
[9,160] P* X v X X v

Decentralized [161] X X X Pt v v

core network [163] X Y v PtV X
[165] x N/A x P/ X
[166] v v X N/A Vv v

Mobility [167] v v X N/A vV v

management? [159] v oV X X v X
[168| v oV X X v X
[169] v v X X v v

Authentication Blockchain as v v X X N/A v
database

and access -

ntrol Blockchain as
COMLIo database and ver- Vv v X v. N/A vV
methods

ification solution
Self-sovereign Identity management
solutions
P* This method only provides higher automation in B2B contract management.
PT Magma and Helium are scalable for the users, but there is no specific feature
for the new providers and small-scale businesses.
Pt This method brings higher automation in RAN-based resource allocation.
# All compatibility with requirements are limited to the mobility management
(i.e., not for profile, identity, subscription, etc. management).
## All identified methods are in service level and not specific for the cellular
network architecture. So, due to the requirement of the 3GPP standard, we can
state these methods are not compliant with the standards.

v v N/A NA v x##
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4.1. INTRODUCTION

4.1 Introduction

As explained in section 1.4, addressing the requirements of motivating scenario (ref.
section 1.3 and section 1.2), using the existing ecosystem of cellular network, and
MNO architecture, would face several critical challenges such as stand-alone archi-
tecture that decrease the possibility of collaboration among entities, increase the
operational and installation cost, environmental effect, complexity of handling the
contracts, centralized nature which can limit the network scalability and performance,
low innovation possibility because of a limited number of collaborators, etc. To ad-
dress the existing problems and requirements, we proposed a new multi-actor mobile
connectivity ecosystem benefiting from Blockchain technology depicted in Fig. 4.1.
In this ecosystem, the suppliers (i.e., TowerCos and InfraCos) and businesses (i.e.,
service/content providers) and MNOs can collaborate to provide different services for
the end users broader than their current business (i.e., regarding regulation, services,
incentives, micropayments, etc.).

Participate in Blockchain consensus
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Mobile Network
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MNO delivers connectivity for users to use

New relations between actors N . !
services provided by businesses

in proposed ecosystem

Figure 4.1: The proposed ecosystem for MNOs

First, focusing on Blockchain entity in the ecosystem, three functionalities of current
cellular networks, namely, packet controlling, subscriber management, and policy
management, are migrated to Blockchain. In high abstract, these functions provide
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registration, authentication, access control, mobility management, identity manage-
ment, and session management in cellular networks. So, migration of each entity to
Blockchain gives this opportunity to the other entities of the ecosystem to participate,
use, or collaborate in providing or executing different functionalities in the network.
For instance, the MNO suppliers such as connectivity providers can execute the user
registration procedure (i.e., AKA procedure in current cellular networks) to serve
their users. On the other hand, the provided mobility management functionality, as
well as access control procedure, on top of Blockchain, can be used by businesses and
service providers to outsource their security services to a distributed system.

It is important to mention that this proposed ecosystem does not remove any col-
laboration possibility in the existing ecosystem. The main purpose of the proposed
ecosystem is to improve the existing collaboration, provide more opportunities to the
entities, and reduce the existing challenges. So, for instance, MNOs will have their
own infrastructure, services, and Blockchain-based core networks; but on top of that,
they can benefit from having new business models to serve more users, businesses,
and vendors.

The main contributions of the following sub-sections are listed below:

— Analysis on how the proposed ecosystem and cellular network architecture can
address the provided requirements in Section 1.3.

— An overview of the proposed architecture for MNOs on top of Blockchain and
smart contracts targeting beyond 5G and 6G.

4.2 How the proposed architecture addresses the re-
quirements

We list the possible answers of the proposed ecosystem and architecture to the listed
requirements in section 1.3:

R1 Higher automation: To address the ever-growing complexity of collabora-
tion, providing new services and connections in next-generation networks, pro-
viding higher automation is an inevitable requirement. In our proposed ecosys-
tem, several functionalities are handled by smart contracts (rather than the
manual procedure in the current ecosystem) that can increase automation in
the system.
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R2

R3

For instance, managing the collaboration with the entities (i.e., in business to
business scale) is handled by smart contracts in which the new entity (e.g., con-
nectivity provider) can create their unique smart contracts with the agreement
of the MNO(s) to provide service for the users. In this process, the connectivity
provider needs to provide some pre-defined information for authorization and
then the registration procedure with greed prices will be handled automatically
using smart contracts. Looking at R1, we mentioned that one of the obstacles
in providing broader coverage is the complexity of manually handling the huge
number of contracts. Using the previously explained procedure, this issue is
also addressed.

As another example, the users can add/remove any services from their unique
smart contract in the system, without any requirement for further I'T operation
in other entities (i.e., all revocation procedure is validated and handled by smart
contracts). Finally, the user’s profile and phone number portability is another
instance of this automation in which we can remove the existing centralized

entity which manually handles the user’s porting from donor MNO to recipient
MNO.

Moreover, tracing the engagement between entities, deploying the agreements
and their termination is a costly procedure for the MNOs. The collaboration
processes are managed by smart contracts in the proposed system, and thanks
to their traceability, accountability, immutability, and permanence, the contract
management can be handled more efficiently and automated.

Trustworthiness: One of the crucial challenges in collaboration with different
entities to provide connectivity and services is to provide trust among entities.
In the current ecosystem, trust is provided by centralized entities. Referring
to R2, one of the requirements for the realization of the motivating scenario is
to provide a distributed ecosystem. So, in this regard, we face two conflicting
requirements. Note that, in our use case, we define trust as guaranteeing the
entities’ privacy and payment, data/information integrity and correctness, and
validity of the requests (i.e., access will be provided to the entities if they are
eligible).

Distributed/ decentralized ecosystem: Migrating the non-trivial function-
alities of the core network, such as registration, access management, identity
management, and mobility management, that are currently handled by a central
authority (i.e., MNOs) to the Blockchain, brings high-level of decentralization
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R4

R5

in the ecosystem. From the technical viewpoint, instead of executing different
functionalities with one/several limited numbers of network functions, in this
proposed architecture, all nodes of all entities are running pre-defined functions
in smart contracts as a distributed code available for all entities. So, the system
availability is expected to be higher than the centralized architecture.

Using Blockchain, smart contracts, and their intrinsic features, we address these
two conflicting requirements to provide trust in distrustful environments with-
out the need for any centralized party. To this aim, Blockchain technology,
not only uses the entity’s private key to sign the requests and provide non-
repudiation but also, the consensus procedure in the system guarantees the
correctness and validity of a transaction based on the agreement of all/major-
ity of the network entities.

Scalability: The scalability requirement, can be examined from two different
viewpoints as follows:

x System scalability regarding the increasing number of collaborators: for
the entrance of different collaborators we refer to R1-R4. This part of
the requirement can be fully addressed by the proposed system and the
current maturity of Blockchain technology.

x System scalability regarding the increasing number of users: scalability
challenge with Blockchain emerges mostly when the number of users/nodes
increases. This problem results in increasing transaction validation and
consensus convergence time. This aspect of the scalability is discussed in
Chapter 9.

Security and Privacy: These requirements are addressed in several aspects
of the proposed ecosystem as listed below:

« Benefiting from the intrinsic public-key infrastructure in Blockchain for the
registration procedure and mutual authentication of the users and network
entities. This procedure not only provides highly secure authentication but
also preserves the user’s privacy due to the anonymity of the Blockchain
addresses in the system.

x Key-agreement procedure in the registration and mobility management
is handled by the diffie-hellman algorithm between the user and network
entity.
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* Storing the users’ PII data outside of the Blockchain in other distributed
databases such as IPFS. To provide security and integrity of these data,
we proposed a hybrid cryptosystem. Using this method, we store the en-
crypted version of the access keys to the user’s data inside their smart
contract. Since the keys are encrypted, they are only accessible by legiti-
mate entities in the system.

* System resistance against several attacks is also discussed in Chapter 8.

R6 Compatibility: To address the compatibility issue of the Blockchain-based
core network architecture we proposed three steps (i.e., three implementation
scenarios) in which the network elements can be migrated to the Blockchain
in different levels. In the first step, the application-level services such as ac-
cess control for service providers, profile management, and number portability
can be migrated to Blockchain-based solutions with full compliance with the
standards. In the second scenario, the network entities can be connected to
Blockchain-based functionalities, and deployed in smart contracts, through de-
signed gateways that are able to parse the network functions’ messages to the
smart contract functions and vice versa. This step is also compliant with the
existing standards, but it provides the possibility of proposing bottle-neck at
the point of gateways and increasing the signaling messages in the network.
The third scenario is a clean-slate proposal for the beyond 5G, in which the
network functions are fully migrated into the Blockchain and different smart
contracts play the role of current network functions in the system. Indeed the
latter one is not compliant with the 3GPP standard.

Apart from addressing the requirements, the proposed method can provide a so-
lution for broadening the coverage of cellular networks while not increasing
the MNO’s investment, by sharing the existing infrastructure and mutualizing the
costs. As mentioned earlier, providing broad coverage using the current technologies,
is a hideous expense for the MNOs, which results in limiting connectivity provisioning
in more feasible places with a higher population. This can guarantee the MNOs’ rev-
enue and their money back based on their investment in different geographical sites.
In the current MNO architecture, due to the lack of scalability and trustworthiness,
providing broader coverage needs either MNQO’s expense to install infrastructure or
to have a contract with other large-scale third parties (let’s call it a connectivity
provider) with an acceptable reputation to provide connectivity for the user’s in
the remote area. The ever-growing number of users and their specific needs make
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this procedure almost infeasible for the next generation networks. Migration of user
subscription, identity management, and registration procedure to the Blockchain-
based system, as well as providing the collaboration possibility between connectivity
providers and MNOs, gives this opportunity for the connectivity providers to use the
distributed identity management system for applying the same authentication, key
agreement, and registration procedure for the users. On the other hand, since the
entities in Blockchain (in our scenario the network entities) are using their signature
for transaction submission in the system, it provides the required trust in the system
without any centralized third party. For instance, let’s explain a win-win scenario in
this regard. Assume that a small group of people is living in an unpopulated rural
area that is a white spot for MNOs (in which the cellular network antenna can not
provide appropriate and complete coverage). Providing RAN and antenna with high
initial expense, for a licensed spectrum, for these areas with a low population is not
beneficial for the MNOs. As a result, user satisfaction would decrease. In this case,
a small group of users (or small-scale suppliers) who supply the RAN, can help to
serve better coverage for the users in these areas. In the proposed architecture, after
providing the RAN part, the suppliers can register in the system to be able to use the
distributed core network functions. So, they can serve their users with inferior initial
expenses and reasonable prices. As a result, all parties (MNO, users, and small-scale
suppliers) would benefit.

4.3 Overview on Blockchain-based core network ar-
chitecture

In this section, we provide an overview of the proposed Blockchain-based core network
architecture. As mentioned before, in the conventional MNO architecture, the user
plane (including RAN) and control plane are handled by mobile operators (usually in
a centralized approach). To address the business-related and technical challenges of
the existing system and to provide the aforementioned advantages (see Chapter 1),
we combined decentralized and distributed solutions to introduce a semi-distributed
core network architecture. Decentralization of the functionalities is mostly about
providing collaboration opportunities and managing the network with more than
one entity, and distribution is regarding the execution of the functions in different
Blockchain nodes. A simple overview of the proposed architecture based on 5G SBA
is illustrated in Fig. 4.2. It is important to note that the proposed system is a
novel approach for designing 6G core network architecture and Fig. 4.2 only aims to
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provide a comprehensible overview of the logical positioning of network functions on
top of existing 5G Service-Based Architecture.

As shown in Fig. 4.2, the network infrastructure and functions of the proposed
approach and their positioning are as follows:

— Access Network or User plane: similar to conventional mobile network archi-
tecture, the main elements of access networks consist of RAN, UE, and UPF:

x Network infrastructure: The RAN infrastructure can be a radio access
device provided by MNO or other suppliers, vendors, and small-scale
providers. As mentioned before, the RAN functionality and its opera-
tions will remain intact in the proposed method, so this subject is out of
the scope of this work.

x User Equipment (UE): The main entity that needs to be changed in the
proposed method is the User Equipment (UE). Since the proposed archi-
tecture is totally different than the existing architecture of 5G (as well as
the previous generations). So, to fully support all its functionalities of it a
brand new network architecture, a new type of USIM or e-SIM, and com-
patible standards are required beyond 5G networks. The new generation
of SIM-card needs to store, at least, a shared master key hard-coded in
the SIM card, the user’s Blockchain wallet information that consists of her
Blockchain address, and public/private key pair.

« User Plane Function (UPF): This function has also remained intact in
the proposed model. This network function is responsible to manage the
user’s data forwarding from the core network to the external data network.

— Core network functions: Some core network functions such as location man-
agement, signaling, and network resource management -that are responsible to
find the user’s exact position, handling the interconnection among different net-
work functions, and managing/optimizing the network resource consumption,
respectively- are proposed to remain in MNQO’s core network. The main reasons
for keeping them in the core network are 1) High packet overhead (e.g., for sig-
naling and recourse management) that can overload the Blockchain’s required
storage in participating entities and 2) execution of near real-time AI/ML-based
algorithm for resource management in which the Blockchain does not have a
high contribution.
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— Blockchain-based core network functions: Several network functions, such as
policy management, subscriber management, and packet controlling are pro-
posed to migrate to Blockchain and be handled by smart contracts. The
Blockchain in this architecture can be a consortium among the actors and enti-
ties in the network. In this work, we are using Ethereum Blockchain with smart
contracts on Solidity language to implement and run the following functions:

x Policy management to store, update, and revoke the access policies and
handle the billing procedure.

x Subscriber management to authenticate the user in the registration step.
(e.g., when the user power on the phone). Moreover, the users’ anony-
mous identity and their updated location and subscription data are kept
in the Blockchain. Note that, to resolve the storage challenges introduced
by Blockchain and to provide user privacy, we propose not to store all
data in Blockchain and we use shared and distributed databases such as
InterPlanetary File System (IPFS) to confidentially store users’ PII data.

x Packet controlling to authorize the user based on access policies, to prop-
agate the user’s identity to avoid re-authentication while handover, and to
update the user’s location and access parameters.

Note that, the consensus mechanism for the proposed method can be based on
the agreement of the actors in the system. In our implementation, we used the
PoW method.

— Distributed database such as IPFS to record the user’s PII data in a confidential
manner, connection history, etc. IPFS is a distributed file storage and sharing
platform relying on Distributed Hash Table (DHT) to identify its contents [215].
This storage system allows direct interaction through a secure and global Peer-
to-Peer (P2P) network [216]. Once uploading a file in IPFS, this platform split
it into the chunks of 256 K' B as IPFS Objects, and as a final chunk, it generates
an empty object which links all the other objects of the file [217]. Every chunk
is identified by a cryptographic hash, also named content identifier, that is
computed from its content [218|. TPFS uses Merkle Directed Acyclic Graph
(DAG) data structure to link the content and the objects together. Storing
the user’s subscription data outside of the Blockchain can increase
the availability of the data, decrease the storage requirement, and
improve data privacy.
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Figure 4.2: The High-level overview of proposed core network architecture for MNOs.

It is necessary to mention that we assume that the Blockchain-based core network is
not directly accessible to the users (similar to the user’s access level in the conven-
tional systems). Moreover, in this model, an unlimited number of service providers
(e.g., internet-based service providers such as video streaming or IP-based calls), and
suppliers (e.g., a group of people or small enterprises who provided the RAN) can
benefit from the functionalities of core network and serve their particular users.

Note that, our general assumptions for deploying the system are listed below:

— In all use-cases we assume that off-chain connections (those which occur outside
of the Blockchain network) are secure connections, e.g., using Secure Socket
Layer /Transport Layer Security (SSL/TLS), HTTPS, etc.

— The users’ equipment supports e-SIM in which the user’s Blockchain address
and public/private key pair are hard-coded.



CHAPTER 4. BLOCKCHAIN-BASED CELLULAR NETWORK ARCHITECTURE
FOR BEYOND 5G AND 6G 101

— All MNOs participating in the Blockchain is authorized by national regula-
tory bodies (i.e., the regulatory body is responsible verify the authenticity and
eligibility of the MNOs).

— In some use cases (e.g., Mobile number portability), the regulatory bodies are
the owner of some smart contracts (the details will be mentioned in the following
subsections).

Note that, all these assumptions have been taken into account while designing the
different procedures unless it is clearly mentioned that we had other assumptions for
that exceptional use case.

4.4 Summary

This section provided a high-level description of the proposed ecosystem of cellular
networks. In this regard, we analyzed how the proposed ecosystem can fully or
partially address the requirements of broad coverage in the next-generation networks,
providing the distribution in the system while addressing the trustworthiness among
the users and all other entities in the network, introducing higher automation in a
different procedure, scalability in different aspects, security, privacy, and compliance
with the existing standards and architecture.

Finally, this section provides a high-level proposed architecture for the core network.

To put this new architecture in the existing concept, we provided a mapping between
different entities with the SOA model of 3GPP in 5G.
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5.1 Introduction

To implement the proposed architecture (depicted in Fig. 4.2) we designed several
smart contracts on solidity language running on top of Ethereum Blockchain to handle
different functionalities. As mentioned before, the concept of smart contracts refers
to automated agreements among mutually distrusting parties, without the need for
a trusted intermediary. The user can request the execution of a smart contract by
sending transactions to the distributed ledger. Potential conflicts in the execution
of transactions and their validation also get handled through the distributed ledger,
using its associated consensus protocol.

In this section, we provide the description and data model of the designed smart
contracts. These contracts serve several purposes in the system to handle different
functionalities of core network or service-level use cases. The physical data model
[219,220] of the designed smart contract is depicted in Fig. 5.1.

User List (SCygL) Core network Entities (SCcyg) Policy contract(SCp)

FK Addrgc: Bytes FK | Addrsc: Bytes FK | Codegerpice: Int

FK IDge: String FK | IDgc:String

Price: Int
1 PK | Addrcyg: Bytes 1 N
PK Addryg: Bytes Shareyyo: Int
IP address: string
K MinBalanceyg: Int
Addrsc,;: Bytes Role: Array of String
MinBalancegy: Int
Statusgy,y: Integer Pubcyg: Bytes
PolicYsccess: < Addry, Timegyy, Filter;p, Filter,ocation >
1 Addryg: Arr'ay of Bytes T
1 N| Np
Address Book (SC4p)
S

PK | IDgc: String

PK | Addrgc: Bytes
1

User contract (SCyg)

1 FK | [Addryg: Bytes %4 ,,,,,,,,,,,,,

External Entitiy List (SCgyg)

Balance: Integer

FK Addrgc: Bytes :
,,,,,, Services: Array of [ID:Int, Codegeypice: Int] |-} ... | .

FK IDgc: String

] Location: < IDgy: Int, UTEID: Int, DTEID: Int >
PK Addrgyg: Bytes

CIDEN?K: Bytes
PK AddrscPExE: Bytes

Puby: Bytes
Pubg,,: Bytes
ENSK EN3K :Bytes

PK ID: Integer e oo
B Hash (M): Bytes
PK Codeserpice: Array of Int

1

Figure 5.1: The physical data model of designed smart contracts and their relations.

Note that, to have consistent terminology and symbols, utilized abbreviations, smart
contract names, and symbols are listed in Table 5.1.
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Table 5.1: Symbols and their descriptions
Symbol Description
Symbols and Abbreviations
Addr,, 2’s address in Blockchain
CID, Content Identifier (CID) of data x in IPFS
Entryap Structure of mapping stored in SCp
Entryyy, Structure of mapping stored in SCyp,
Entrycnyg  Structure of mapping stored in SCong
Entryor Structure of mapping stored in SCpgr
DEF The decrypted value of x by key k
EN*¥ The encrypted value of x by key k
Pub, x’s public key in Blockchain
Pr, x’s private key in Blockchain
Policyprice The policies related to the service price
Policy,ccess The policies related to the ABAC attributed to the user’s access to the service
Role, The Role of subject x in the network
Ky The master symmetric key of registration
Q@ Prime number in Diffie-Hellman algorithm
0 Prime root of « in Diffie-Hellman algorithm
X, Diffie-Hellman generated private key
Y, Diffie-Hellman generated public key
Abbreviations for smart contracts
SCap Address Book smart contract
SCy Subscriber’s specific smart contract
SCur User List smart contract
SCgwE External Entity list smart contract
SCoup Subscription management smart contract
SChro Handover management smart contract
SCaac AAC management smart contract
SCyno MNO’s specific smart contract
SCuno MNO list smart contract
SCp Policy smart contract
SCenE Core network Entities smart contract
SCport Mobile number and profile porting smart contract
SCReg Registration manager smart contract

5.2 Reference smart contracts

Reference smart contracts refer to the contracts those are generally used as dis-

tributed database to store different types of information in immutable, integrate and
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Table 5.2: Identifiers of Address Book contract

Identifier Parameter Address of

‘OwnerRole’  Addrgsc,, Address of Owner Roles smart contract

"Sub’ Addrscy,, Address of Subscription smart contract

Reg’ Addrscy,, Address of Registration smart contract

"AAC Addrsc, .o Address of AAC smart contract

UL’ AAddrse,, Address of User List smart contract

"ExE Addrscy, , Address of External Entities smart contract
"MNOL’ Addrsc,,no, ~ Address of MNO List smart contract

'CNE’ Addrsc g Address of Core Network Entities smart contract
'HO’ Addrsc,, Address of Handover handler smart contract

transparent manner. Note that, it is very important not to store any confidential
or PII data in these contracts. Following, the smart contracts of this category are
introduced.

5.2.1 Address Book contract (SCy4p)

To store a mapping of the identifier to the address of single smart contacts (i.e.,
SCsub, SCreg, SCanc, SCur, SCryre, SCong) to make their collaboration more
secure. This contract maps the predefined contract identifier (i.e., their name or
code) to their addresses, as:

E?’LtTyAB (wi Add’l“sc

where IDgc is a predefined unique identifier for smart contracts (see Table. 5.2
in which the identifiers of contracts are provided), and Addrgc is its address in
Blockchain. Note that the purposes of designing this contract are 1) avoiding the
use of hard coded addresses to evade maintainability defects of smart contracts [221],
2) having a list of addresses to manage and implement the modifiers in functions to
benefit from intrinsic access control capability of smart contracts, and 3) providing
more secure collaboration among them and avoiding data falsification of function
calls by forged smart contracts advertised to the users by an attacker.
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5.2.2 Owner Roles contract (SCopg)

In order to support different use cases and scenarios in the system, different roles can
execute different actions in the system. For instance, MNO can modify the user’s
unique smart contract (if it is the user’s host MNO), but the regulatory body can
not modify it, and it is only eligible to read some part of that. Another example is
the regulatory bodies’ right to add new MNO addresses to the system, this right is
only dedicated to regulatory bodies.

To address this requirement to propose a comprehensive solution, Owner Roles con-
tract stores a mapping of each owner’s (or in another work entity’s) identifier (i.e.,
Blockchain address) to its role in the system to provide the possibility o implementing
RBAC model. The mapping is as follows:

Entryor Addrs. Roleg

where Addrg is the Blockchain address of the subject who wants to execute a function
in the Blockchain and Roleg is its role in the system. The roles are defined as 5.3.

5.2.3 User List contract (SCyp)

This smart contract stores the list of users who are registered in the system. The
users can be subscribed in one or several MNOs, services, etc. The user list is stored
in a mapping with the following structure:

Entryyr, Addry [Addrsc,, , Status )

where Addrgc,, is the user’s unique smart contract in the Blockchain and Statusg,s
defines the user’s subscription status as active/non-active. Statusg,, == 0 indicates
that the user has not been activated her SIM-card, Status,,, == 1 means that the
activation is progressing and Statusg,, == 2 shows that the user has been activated
her SIM-card and is able to get services from MNO or other external connectivity
providers based on access policies defined for her.

5.2.4 Core network entities contract (SConp)

Core network entities smart contract is designed to store the list and addresses of
core network entities -belonging to MNO- based on their Blockchain address. Note
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Table 5.3: Owners in the system and their Roles

"MN

Role Description capabilities
— Updating its user’s data in IPFS and their
The entity with given smart contract;
O’ Blockchain  address is
identified as MNO — Adding/ removing the user’s to/ from user

7RB7

7SP’

7CP7

list smart contract

— Updating the user’s clearance data in their
The entity with given smart contract;
Blockchain address is iden-

tified as Regulatory body — Adding/ removing the authorized MNOs to/

from MNO list smart contract;

The entity with given — Using the service level functions provided for
Blockchain address is iden- the external providers such as AAC, identity
tified as a service provider management, etc.

The entity with given — Using AAC services for user registration reg-

Blockchain  address is ister;
identified as & connectivity — Using handover function to provide mobility
(RAN) provider management for the users;

that, each entity in core network is logically assumed as a node in Blockchain. The
entries in this smart contract is a mapping with, at least, the following structure:

AddroNE

Entrycne [I P, role, Pubcy g, Addry|]]

where Addrcng is the entities” Blockchain address, I P is its IP address for network
layer off-chain connections, role is the entities role/ functionality in the core network,
Pubeng is its public key, and Addry[] is the list of the user’s who are connected
to the entity (if applicable). Note that, due to the low latency of Blockchain for
data retrieval [10], finding the information of entities in the network based on their
Blockchain address would be done faster.

5.2.5 [External entity list contract (SCg.r)

This smart contract stores the list of all registered/subscribed service/connectivity
providers who are participating in the network as an external entity (not MNO’s
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internal entities). These entities may provide connectivity (e.g., TowerCos, RAN
providers, etc.) or services in service level. The entry of this contract is a mapping of
entities’ Blockchain addresses to its parameters with, at least, the following structure:

Entryp.r Addrees [Pubg.g, ID, Codegervice|]s AddTSCpEIE]

where Addrg,g is the Blockchain address of the entity, I D is its unique identifier,
and Codegeyice 1 the list of all services provided by that particular entity (indicated
as unique codes). For instance, some providers may provide both connectivity and
call. Note that, we defined Code,.,ice to make it possible for the separation of cost
and access policies for different services. AddrSCPExE is the address of policy smart
contract (i.e., SCp) dedicated the the particular FzE (for more details about this
contract see Section 5.3).

5.2.6 MNO smart contract (SCyno)

MNO smart contract is a unique smart contract for each MNO, deployed by a regu-
latory body, at the time of their registration in the system and after their validation.
This contract stores, at least, MNQO’s current subscribers and the list of user sub-
scription /port requests.

5.2.7 MNO list smart contract (SCynor)
The MNO list smart contract is designed as a distributed database to store the list

of all authenticated MNOs, currently, national-wide. This contract is owned by the
regulatory body that keeps the MNO information in the following structure:

EntryMNOL (M [Add?‘MNo, Add?“SCMNO]

5.3 Policy management smart contracts

These smart contracts aim to store and apply the defined policies by MNO, regu-
latory bodies, service providers, connectivity providers, etc. In this category, there
is an unique smart contract named by Policy contract (SCp) deployed for each
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service/connectivity provider, 1O, or any other registered external entity (in agree-

ment with MNO). This contract stores two main types of policies (i.e., Policyprice

and Policygecess) With the following structures:

1.

ii.

Policyprice stores the price list of all the services provided by the particular
service provider or pO (based on Codégervice). These policies are stored in the
following structure:

COdeservice

Policyyice <= [Price, shareyno, MinBalancey, MinBalanceg, ).

Where Price is the minimum service price defined in a variety of granularity
based on the service type (e.g., seconds, minutes, MB, GB, etc.), shareyno is
the MNO’s share /benefit from serving the service (in percentage), MinBalancey
is the minimum required user balance to guarantee the user’s payment to the
external entity or MNO (if the service is directly provided by MNO), and
MinBalanceg, g is the minimum required balance of external entity by which
the MNO can be assured that it would be able to pay the service price instead
of the user.

Policyaecess records the user’s access control attributes based on the Attribute-
Based Access Control (ABAC) model [125] in the following structure:

. Addry o . .
Policygecess ¢ [Timeeqy, Filterp, Filterioeation]

where T'ime.,, is the expiration time of the user’s access (this policy is for the
application layer services, such as video streaming). Flilter;p and Filter;ocation
are some environmental variables that can deny users access to/from specific
locations. Note that, policies can be vary based on the service type.

5.4 Subscriber management smart contracts

In this category, the smart contracts are responsible for the user’s subscription, au-

thentication, access, control, or storage of the user’s state in the network. The

subscriber management smart contracts are categorized as follows.

5.4.1 Subscription contract (SCgy)

The subscription smart contract is dedicated to handling the user subscription proce-

dure in the host MNO. After receiving and validating the user’s Subscription request
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(similar to the user’s SIM-card activation procedure in the current cellular network),
this contract activates/deploys the user’s unique smart contract (SCy) and updates
her status in SCy. Note that the details of the subscription procedure will be de-
scribed in the next subsections. Moreover, the other important function of this smart
contract is to delegate/revoke the ownership of the user’s contract to the host MNO
for updating her data in IPFS or SCy; (e.g., when the user switches between MNOs,
the recipient MNO needs to have the ownership of update () function in SCy, while
the ownership of donor MNO needs to be revoked).

5.4.2 Port management smart contract (SCj)

One of the Blockchain-based services that can be provided by MNO for B5G is to
manage the Mobile Number Porting (MNP) procedure. SC,¢ is designed for this
purpose to handle the porting process or termination of the user’s subscription. To
port the user, after validating the user’s request, this contract removes the user from
the donor MNO-specific smart contract (SCpyo) and adds her into the recipient
MNO’s contract (SCryo). Note that, SCpyo and SCryo are the same as SCyno;
here we used two naming to make them identical. Moreover, this contract delegates
the ownership of the user’s data to RNO. In the termination procedure, this smart
contract removes the user from SCy;no and SCyp, and destroys SC,,.

5.4.3 User contract (SCy)

A user smart contract is a unique smart contract deployed for a particular user which
stores, at least, the following attributes by mapping the user’s Blockchain address to
her identifiers:

Attry M[Balance, Services||, Location < IDgn,UTEID,DTEID >,

CIDpyu ENJs, ENE: Hash(M), Numbery, Statusega)

Pubyno?
where:

— Balance is the user’s current balance in her Blockchain wallet;

— Services[] is a list of the user’s subscriber service-layer services (e.g., the ex-
ample of real-world services can be Skype, Netflix, etc.);



CHAPTER 5. DESIGNED SMART CONTRACTS FOR BLOCKCHAIN-BASED
CELLULAR NETWORK 113

— Location is a tuple of parameters indicating the user’s current location to make
MNO capable of finding the user. Note that, this location is not the precise geo-
graphical location, it is her approximate location based on her serving network.

Location data contains but is not limited to the current Serving Network’s
Identifier (I Dgy) and Uplink/Downlink PDU session ID (UT'EID, DTEID).

— CIDg Ny is the access identifier of IPFS storage. Here, M is the user’s identity,
Wrapped into a file. K is a symmetric key generated by M NO to encrypt user
data;

— EN} is the user’s data (M) encrypted by Kj;
— Hash(M) is the hash of content M;

7 K, K,
ENPubu and ENPubMNO

key, respectively; and

are the K encrypted by the user’s and MNQO’s public

— Number, is the dedicated phone number to the user.

— Statusiegq is the phone numbers legal status defined by regulatory body or
MNO and stored as integer. Note that this status doesn’t contain any con-
fidential and private data, it is an identifier about legal status of the stored
number, e.g., to assure that the number doesn’t have any legal problem.

Note that, since in Blockchain and smart contract the data is transparent for everyone
in the network, none of the user’s PII data is stored in SCy;. These data are proposed
to be stored confidentially in IPFS.

5.4.4 Authentication and Access Control smart contract (SC44¢)

AAC smart contract is a smart contract designed to manage the user’s authenti-
cation and access control procedure by validating her request to access to the ser-
vices, connectivity facilities (RAN), etc. against the stored access control attribute in
Policyprice and Policygecess- Moreover, this contract handles the payment procedure.

5.5 Packet controlling smart contracts

Packet-controlling smart contracts are responsible for managing the user’s access
to the network, i.e., the users initial and periodic registration in the network and
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mobility management by handling the handover process.

5.5.1 Registration contract (SCp.,)

This smart contract manages the user registration procedure in the network to make
the user known and traceable for the network. The registration procedure is done
once the user turns her phone on, and also on a periodical basis.

5.5.2 Handover contract (SCpyo)

A handover manager smart contract is a designed contract to store the list of handover
requests and handle its procedure. The main goal of this contract is to propagate
the user’s handover request in Blockchain (as a transparent, immutable and trusted
environment that provides non-repudiation of the user). This identity propagation
makes the serving and target entities (i.e., RANs) able to eliminate the repetitive
registration and authentication procedures while handover. In the other words, since
the handover procedure is stored and signed by one of the trusted entities in the
network in SC o, when the target host receives the connection request, it can identify
that the user doesn’t need for further authentication procedure.

SCho records, at least, the following data for handover, mutual authentication, and
key agreement:

DataHo M [Adchp

serving’

Addrep,,, .., Addry, Statusgo, o, o]

5.6 Summary

In this chapter, we provide a detailed description of the designed smart contracts to
handle the different functionalities of the core network. In this regard the following
categories of smart contracts are introduced:

— Reference smart contracts that are generally used to store the required data/in-
formation for the functionalities provided by the other smart contracts. For
instance, the list of users in the system, the list of network entities and their
access addresses, the list of smart contracts, etc.
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— Policy management smart contracts to store the authentication and access con-
trol policies related to different application-level services or core networks.

— Subscriber management smart contracts that handle the user’s subscription in
the system, their access control procedure, authentication, etc.

— Packet controlling smart contracts to manage the user’s registration and mo-
bility in the network.
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6.1. INTRODUCTION

6.1 Introduction

To implement different functionalities of the proposed ecosystem for the cellular net-
works, we considered two different types of use cases that address different require-
ments. The first category, which can be considered as a first step to migrate some
functionalities to Blockchain, provides several service-level applications such as access
control in service provisioning, novel billing solutions, and mobile number and profile
portability of the users in cellular networks.

The aforementioned contributions provide a broader view of the possibilities of using
Blockchain in core network functionalities. So, in the second category of functional-
ities, the core network functions such as registration, mobility management, session
management, policy management, and billing procedures are proposed to migrate to
a Blockchain-based distributed system.

Table 6.1 depicts the compliance of each category with the defined requirements.

Table 6.1: Our contributions and their compatibility with the different requirements

category R1 R2 R3 R4 R5 RG6
Blockchain-based core network v v v v v X
Blockchain-based application-level

v o v v v v Vv

services

6.2 Blockchain-based network functions designed for
B5G

To execute the main functionalities of the core network in the new architecture, the
following network functions are introduced.

6.2.1 BC-SM: Blockchain-based Subscriber Management

To ensure the delivery of an authorized connection by the external providers, the first
step is to register them in the network by MNO which would be done in an on-chain
procedure (6.2.1.1). Moreover, the subscribers’ conventional subscription procedure
needs to support distributed profile management. The external entities’ registra-
tion and the user’s subscription and profile management procedures are described as
follows.
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6.2.1.1 External provider registration

As mentioned before, the main idea of the proposed method is to make different
entities able to collaborate and provide an open market for external and small-scale
providers to be able to benefit from infrastructure/core network entities provided by
large-scale MNOs. In this regard, any service provider (SP), Micro-Operator (nO),
and Connectivity Provider (CP) that aims to use the system needs to have an agreed
smart contract with MNO. To do so, after reaching an agreement on the costs and
prices (i.e., Price, shareyno, and MinBalanceg,), that can be through adver-
tisement procedure, MNO would deploy the specific SCp in the system and inserts
its address and other related information in SCg,g. Note that, MinBalanceg,g is
one of the required access policies to give the possibility of removing the payment
procedure from MNO. To do this, the MNO requires to be assured that it would be
paid by the external provider (instead of the user) after providing the connection.
So, MinBalanceg,r defines the minimum acceptable wallet balance of the external
provider for MNO.

6.2.1.2 User subscription and Profile management

The subscription steps of the user (U) are as follows (See Fig. 6.1 and Procedure

1).

1 U sends a subscription request to SCg,, by creating a transaction as: <
Codegim, Hash(nonce), Addry >

where nonce is a random number generated by user, and Hash(nonce) is the
hash of nonce calculated by Keccak256 [222] algorithm. Codeg;, is a secret
code given to the user once she bought the SIM-Card, and Addry is the user’s
Blockchain address hardcoded in the SIM-Card.

2 Once SCsgyyp receives the request, stores Hash(nonce) and asks SCyp to verify
the subscription status of Addry. If the user is not subscribed, SCy, updates
the user’s Statusg,, to 1 that means ’verified for activation’. Finally,
SCyr sends the transaction receipt to SCyg,, to send it to the user.

3 Once U is redirected to the subscription page of the M NO, she sends < Tz —
reciept, nonce >. M NQO can verify the request from SCg,;, by calling Verify ()
function of SCs,; and sending < Tz — reciept,nonce > to its arguments. If
the following conditions pass, the Verify() function would return true as
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Subscriber SCsup SCyL MNO SCy DDB
| | I I I UPFS)
1 | | 1
|1 Subscribe(Datag,;) | X 1 1 1 1
i ’ 2.Verify (Addry) Sl I I I
1 " |=2.Update 1 1 1
1 I 1 (Statusgy,p) 1 1 1
1 1 1 I |
1 2.Tx receipt + Redirect to MNO :‘/ 1 1 |
_________ e | 1 1 |
I 3.Subscribe (nonce, Tx reciept) 1 1 1
] 1 1 »i 1 I
: :4 3.Verify (nonce: Tx reciept) : : :
1 I— 1 1 | 1
1 3.Verification 1 ! ! |
1 1 | | 1
I I 3.Verification result I I !
1 e ———————— > ! |
: : 4. ?eploy user contract : ~ : :
: : 4.Update status (Stati;.ssub, Addgc,,) k: : :
1 1 1 gl 1 1
|g 1 5. Inquiry form | [ 1 1
1 ] | I I 1
1 1 1 ID 5.calc (Datay) | 1
! ! 6.Delegate modification right ! ! !
1 1 g f - g 4 7. Insert (EN}) |
' 1 1 I I 3 »i
——» On-chain transactions Transaction/connection data details :4_ 7. CID : |'
- ) I I 1
- — — —p Responses Datag,, = Codegy, Hash(nonce), Addry 7. Update access link! X
: s s _—p 1
............. » Off-chain requests Datay = EN} ,EN,%, (ENyS,
Figure 6.1: User subscription procedure
the indication of successful verification: Hash™ (nonce) == Hash(nonce);

Statusg, == 1

Hash™(nonce) is the hash of nonce received by MNO, and Hash(nonce) has
been stored in SClg,;, in Step 2.

SCgsu, deploys a unique smart contract for the user (i.e., SCy) and changes
Statuss,, to 2 that means ’subscribed-data. Then, creates an event for
MNO to confirm the user’s subscription by sending < Statussu, Addrsc, >
Moreover, it inserts Addrsc, in SCyrp,.

Once receiving the confirmation, M NO sends the subscription form to the user
and receives the user’s identity data (M). Because the data will be stored in
a distributed database (i.e., IPFS), after receiving M, M NO needs to strictly
limit the access to data. Note that, using IPFS in the procedure is to
address the scalability and storage requirements of Blockchain. The
only external entities that can have access to data are the U and M NO. To
do so, we employed a hybrid cryptosystem for a multi-user environment. The
hybrid cryptosystem is a technique of combining symmetric and asymmetric
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Procedure 1: User subscription
1: U — SCsyu: Subscription request:
< Codegipm, Hyponce, Addry >
2: SCsyp, — SCyr: Verification request:
< Codegip, Addry >
3: SCyp: if Statusg,, == 0 and Codeg;, is valid
Then Statusg, = 1 and SCy, — SCsyu: validated
4: SCgsyp — U: < Tx_receipt, subscriptionlink >
5: U — M NQO: Subscription request:
< nonce,Tx _receipt >
6: MNO — SCg,: Verification request:
< nonce,Tx receipt >
72 SCsup: if Hy oo == Huoncer, receipt
Then Statusg,, = 2 B
ThenSCys,, — SCy: Deploy user contract
ThenSCSub — SCULi Add AddT‘ch
8: SCgu — MNQO: Valid subscription
9: MNO <« U: Inquiry form for subscription (/)
10: MNO: Generate: K,
11: MNO: Calculate: ENJ;, , ENfs and ENf!
12: MNO — SCgyu: Delegate rights
13: SCqup: Statusg,, = 3 and SCqy — MNO: Ack
14: MNO — IPFS: Store EN%S
15: IPFS — MNO: C’IDEN%S

16: MNO — SCy: Store ENJ;, | EN[:

Pubyno

cryptography algorithms (e.g., PGP, Pretty good privacy, algorithm). To apply

this method, M NO executes the following steps:

— Generates symmetric key Kj;

— Encrypts K, using Puby and Puby;no and gets EfoquU and ENX:

— Encrypts M with K, to get ENIJ‘({

MNO needs the write permission in Update () function of SCy to modify Attry.
So, it requests SCygyy to execute the write delegation procedure by sending
the Addry to it. SClg,, retrieves the user request and verifies the following
condition: Statusg,, == 2. If the validation is successful, M NO would got the
update permission in SCy. Note that, the address of the SCyg,;, is immutably
written in SC4p. So, SCy can be assured that SCls,;, is an eligible contract to
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change the ownership.

7 MNO stores EN7! in IFPS as a distributed database. After storing the data in
IPFS, it would be indexed by a cryptographic hash function, which results in
returning its unique content identifier (CID) to M NO. The CID (let’s call it
C]_DEN%TS) can be used for further access to the data in IPFS. Moreover, MNO

can store Attry containing EN ffibU and EN gibMNO into SCy. For further user
connections, MNO can verify the user’s address, and get its profile from IPFS.

Using this procedure, the user profile can be retrieved either by the user or the MNO.
The other entities won’t be able to have access to plain-text user data.

6.2.2 BC-AKA: Blockchain-based Authentication and Key-
management

The user registration procedure introduces the user to the network to make it capable
of finding the user. The initial registration would be executed when the user turns
her phone on. After that, periodic registrations are required to keep the user known
for the network. In this section, we describe Blockchain-based registration along
with the session key-agreement procedure. Note that, to decrease the complexity
and latency, both registration and key-agreement processes would be done in one
phase. Following the procedure is explained (see Fig. 6.2 and Procedure 2).

1 Firstly, U sends a registration request to a connectivity provider (C'P) which
can be MNO or an external provider. After receiving the user’s request, C'P
responds by asking to send the identification data and encrypting a challenge
(i.e., nonce) with Pry.

2 U calculates Hash(nonce + 1) using Keccak-256 and signs the result with her
private key. Finally, she responds C'P by encapsulating the encrypted hash
along with Addry (in plain text). The response is as follows:

Datal,, = [ENL™ Addry]

reg Hash(nonce+1)’

After receiving the response, C'P calls Validate() function of SCg., by trans-
U

reg and nonce, to verify the request.

mitting Data
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Subscriber RAN CP (cq.mm SCreg SCy SCaac SCp
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=== ==== Am————— = 1 1 1 1
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! ! i —> 3 Get(Puby) ! ! 1
I | I ——— | I 1
1 1 1 [ 1 1 1
! ! 1 D 3. Verify(Data,'{ey,no;nce), ! 1
1 1
1 I 1 1 ' I 1
1 1 4. AccessControl(Addry , Codegeyy; 1
I 1 | ' ( Z service) » 4. Get(Folicy:iZ;g) ‘:
1 1 | I I
1 1 1 I
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1 1
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1 N | g ]
. M Ks i 1
: Procedure : 5.1. Retru;e(.I:'NKS,EN,,M,,N“WJ)—pl :
1 1
! for MNO : 1 5.1.Retrive(Ky) | >
1 : : + |
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— 1
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: 5 § " (Datatly —»! 5.2. Retrive(EN!  ENyS, ) g :
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] 3 % . 52”“)};]%’“ | i 5.2. Retrive(Ky)' ~
| o « Datadiain)_ | i .
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! 6. Registration responce(Datagl, '\ D parame ! ! Transact:n/connectlon data details
——————————————————— U U
: : : : Datagey = ENHash(nonce+1)‘AddrU
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I 1 1
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Figure 6.2: User registration (authentication) and Key-agreement procedure
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Procedure 2: User registration, key-agreement and authentication

Parameters:

I: Addr,: User’s Blockchain address

II: Pub,, Pr,, Ky, : User’s public/ private and shared key

III: nonce: A random challenge

IV: p, g: A big prime number and its prime root in Diffie-Hellman algorithm
V: X,, Y,, K, Private, public, and session key of Diffie-Hellman algorithm

Functions:

I: H(d): Calculating the hash of d by Keccak-256

IT: En(d)g: Encryption of d by key k

ITI: Sg(d): Signing d (encryption of d with private key)

IV: DHCalc(o,p): calculating the o parameter of Diffie-Hellman algorithm using p

Procedure steps:
U — CP: Request for connection
CP — U: Request for identity & Response to nonce
U — CP: [Sg(Addr,) || En(H (nonce + 1))k, || Addr,|
CP — SC,,.: Validate the message of step (3)
SChue & SCua: Get SC\ser
SCuae = SCyuser: Get subscription data
SChaac: Verify Sg(Addr,) and En(H (nonce + 1))x,,.
if verification is success ful

SCluee — CP: H(nonce + 2)
9: CP: Select p, g, X, and Calculate Y.,
10: CP = U: [En(H(nonce +2))ic, |19 Yol
11: U: Verify step 10, Select X, Calculates Y,,, K,
12: if verification is success ful

U — CP: |En(H (nonce + 3))k,, Addr,, Y,

13: C'P: Calculate K, and Verify message step 12
14: CP — SC,..: Request to update user data in SC,

3 SCpey gets the address of SCy from SCy using Addry and retrieves Puby.
Then the verification procedure is as follows:

Pub
Addry; == DEP™,
ENHash(nonce+1)

4 If validation was successful, SCge, requests SCxac to verify the user’s access
permissions by sending < Codeserviceqp, Addry >. SCaac retrieves the user’s
specific access policies (Policyaecess;;) and verifies the following conditions:

Timeexp > Timecurrent
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1Py # Filterp
Locationy # Filteroeation

Balanceyy

Once SCpe, get the access control result, it responds C'P by sending Hash(nonce+
2). If the validation was not successful, SCgr., would send the deny response.

5 The following perform mutual authentication and create a session key for fur-
ther connections. In this regard, two main scenarios are explained as follows:

(a) If CP is MNO: Since M NO has access to the user profile, it retrieves
EN gijNo from SCy to find the symmetric key to decrypt the user data.
Then it retrieves EN% from IPFS and computes M = DEg;V% . One of
the data stored in M is Kj; which is the master symmetric ksey in the

user’s SIM-Card for the registration procedure.

(b) If C'P s external provider: Since C'P doesn’t have access to the user
profile in IPFS, to preserve the user privacy and avoid any data leakage,
C'P needs to ask MNO to send a claim to show its authenticity to the
user. To do so, CP sends Hash(nonce 4+ 2) to MNO along with Addr
to encrypt it by Kj;. M NO retrieves K, with the aforementioned steps,

and sends ENgé”éh(mmeH) to C'P.

6 CP (external provider or MNO), selects three parameters of Diffie-hellman
[223] key agreement algorithm namely, «, o, and a private key Xcp. These
parameters are defined in Table 5.1. Using these parameters, C'Pcalculates its
session public key,Yop and transmits the following response to user:

Ky
<@, 0, YCP) ENHash(nonce+2) >

7 Once receiving the reply, U verifies:

Hash(nonce + 2) == DE"M

K
ENHash(nonce+2)

Since Ky is known, only, for the U and M NO, if Hash(nonce + 2) was valid,
we can claim that the sender is trusted. Then, the U chooses a Diffie-hellman
private key,X,, and using a and ¢ calculates its public key (Y,). Next, U
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calculates the session key, K cssion, With the use of Yop and X,,. Finally, the
user sends an acknowledgment to C'P concerning successful verification and
accepting the connection. To do so, it encrypts Hash(nonce + 3) with Kession,
and encapsulates the result with Y, in plain text.

8 Once receiving the acknowledgment from U in C'P, it recalculates session key
(lets call in K’

session

) using Yy, and Xcp. Then, using the generated key, C'P
can validate:

Kl
Hash(nonce +3) == DE* ..
ENHash(nonce+3)

if the condition passed, C'P can update user’s location (i.e., at least

< IDgn,UTEID,DTEID >) in SCy.

Note that, up until last step, nothing is written in the Blockchain. So, it is not
affected by the Blockchain’s consensus latency.

6.2.3 BC-MM: Blockchain-based Mobility Management

To provide seamless connectivity for the mobile user, Blockchain’s intrinsic authenti-
cation capability (using public-private key pairs), immutability, and non-repudiation
can be beneficial. In this regard, we propose to eliminate the extra authentication
and access control procedure while the user’s handover procedure. To do so, the
source network entity would propagate the user’s identity in the network using a
dedicated smart contract. So, the target entity can validate the identity (because the
data is propagated in a Blockchain transaction and signed by a trusted party), and
there is no need to redo the AAC. The proposed handover procedure is depicted in
Fig. 8.4 as detailed below.

1 Based on the users periodic measurement report, the serving connectivity provider
(C'Py) starts a handover procedure and firstly, selects the target connectivity
provider (C'F;).

2 To propagate the user’s identity in the network, C'P; calls the insert () function
of SCxo to insert a summary of the handover request, that, at least, contains
Data?%, as follows:

[Addrep,, Addrop,, Addry, Statusgo, o, o
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Figure 6.3: Proposed handover procedure.

where « and o are Diffie-Hellman key-agreement parameters. Note that, defin-
ing these two parameters by C'P, not only will not cause security issues in the
next levels (because they are public parameters), but also it would decrease the
number of required steps for the key-agreement procedure. Moreover, Statusgo
defines the user’s handover status that can be 1 to 3 indicating Requested”’,
’Validated’, and ’Terminated’, respectively.

3 SCho records the handover request with Statusyo = 1, and returns I Drgpe
to C'P, as a unique identifier of the successful transaction.

user

4 CP informs the user of starting the handover procedure by sending the Data’§
as follows:

[ENPubU a, Q]

IDrgpre,Pubcp,’
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5 After receiving the handover signal and Data};g", U recognizes that the han-
dover process is started. So, it selects a private key (Xy) and calculates the
public key (Yy) based on the received o and p. U decrypts Datalysy to find
Pubcp,. Then, she encapsulates the handover request (Datapo,.,) in following
format and send it to C'P;:

Pubcpt

I:ENIDT,IME,AddT‘U ? YU]

6 Once receiving the handover request, C'P; needs to assure that the user’s iden-

tity is already propagated in Blockchain. To do so, after decrypting Datago,.,,,
it fetches Data}s}% from SCpyo using I Dpgpe. Moreover, it decides to check or
skip the user’s access policy. If yes, the process would be the same as Step — 4
in 6.2.2, unless C'P; verifies Addry to be the same as the stored address in
SCho. 1If validation is successful, C'P, updates Statusyo = 2 (indeed SCpo

would validate the sender to be sure that msg.sender == Addrep,).

7 The next step is mutual authentication. Since I Dpqy. was encrypted by Pubcp, ,
it can be used as authentication parameter. So, after selecting Xsp, and cal-
culating Yop by C'P,, it calculates the symmetric session key Kogsion using Yy
(that is sent in Datapo,.,). Then, C'P; encapsulates Resultyo as follows and
send it back to the user:

K
[ENIDSTablevACk ’ YCP]

8 The user receives Yo p in plain text, recalculates Kyession, and decrypts Result o
to verify: firstly, the agreed key is correct, and secondly, C'P; is an authenticated
provider. Then, U encrypts its acknowledge message with the agreed session
key and sends it back to C'P,. After receiving the packet, C'P, updates SCy
(not shown in the Figure, similar to Step—8 in Section 6.2.2) and the Statusyo
in SCyo to ’Finished’.

6.2.4 Session management procedure

After registration or handover, a session establishment procedure will be initialized.
This procedure involves updating the user’s PDU session, establishing a new session/
resource, and releasing the previous ones. The session handling procedure is as
follows:
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Procedure 3: Handover and user mobility

Parameters:
I: K7: a temporal key for handover procedure

Assumptions:
I: U is authenticated in Procedurel

Procedure steps:

— = = O
N — O

—_ =
=~ W

CP;: Decide to start handover

CP; — SChandover: Insert Addr,, Addrcp,, Addrep,, Pub,, p, g

SChandover — C Py @ Table 1D

CP; — U: Table _ID, Kr, p, g, nonce, Pubcp,, Addrcp,

CP, — CP;: Table ID, Kr, nonce

U: select X,, calculate Y,

U — CP;: Handover |Table ID || Sg(Addr,) || En(H (nonce +1),Y,) k|
CP,: Validate the request using stored data in SChandover

CP;: Select Xop, Calculates Yop, K

: CP, — U: Accept Sg(Addrep,) || En(H (nonce + 2),Yop)ky
: U: Verify step 10
. if verification is success ful

U — CP;: connected

: U: Calculate K|
. CP, — SC,..: Request to update user data in SC\.,

Firstly, the connectivity provider creates a session update signal. So, a new uplink
PDU session ID (i.e., UTEID) would be assigned to Addry, and if it is necessary,
the user’s IP can be renewed.

In the case of handover, to avoid data loss during the creation of the GPRS tunnel,
it is needed to buffer the user’s downlink data. So, the C'P finds the user’s previous
serving network ID (C'Py) from SCy and sends a buffer request. After receiving this
signal, C'P; starts to buffer the user’s downlink data, remove the user from the list
of its connected users, and release the resources. Moreover, the C'P updates the
user’s current serving network. The history of the connection (i.e., Addry, UTEID,
and SCy) would be registered in C'P’s local memory (or in a specific separate smart
contract).

After finishing the registration or handover procedure, the user starts to send its
uplink data to C'P. By receiving the packets from the user, C'P can retrieve Addry
and SCy to find the related connection path. Then, C'P would be able to allocate
downlink TEID (DT EID) and ask the C'Ps to send the user’s buffered downlink
data. Moreover, C'P updates DT EID and other related data in the SCYy.
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Procedure 4: Payment procedure

Assumptions:
I: All connection requests have Codegeryice
II: U is already authenticated

Procedure steps:

U — CP/SP: Access request

CP — SCjac: Validate Addry, Codegeryice

SCAAC — SCE‘mE Get SCPCP/SP

SCaac < SCp,, s Get policies of Codeseryice , Addry

SCaac: Then Transfer MinBalanceg,r to SCaac

SCaac — CP/SP — U Access permission

0 SCpac: Record Timeyocr, Addry, Addrsp,cp, Price, Codegeryice

After termination of the connection

8: CP/SP — SCaac: Terminate Addry, Codeseryice

9: SCaac: Validate request and Calculate Pricefipnqg

10: SCqac — Addryno: Transfer Shareyno X Pricefina

11: SCyac — Addrsp/cp: Transfer rest of Priceyina — Pricesiep—10
12: SCyac — SCy: Update Balancey

6.2.5 BC-Pay: Blockchain-based Billing

As mentioned before, in the proposed architecture, the MNQO’s billing procedure
is migrated into the Blockchain, relying on a new business model, to decrease the
complexity while increasing the security. So, the first prerequisite is to assure MNO
that if it delivers the proper service, the external provider will pay the cost on behalf
of the user. To reach to this goal, we defined SCp for each connectivity /service
provider in which Policy,, .. defines the agreed price between MNO — C'P, and
CP —U (i.e., Price, shareyno, MinBalancey, MinBalanceg,g).

Note that all users are either served by the MNO or external providers. When
the MNO itself is providing the service, shareyno is 100%. When the external
service/connectivity provider is serving the user (e.g., by externally provided RAN
or the private vendor that provides a connection for its IoT device), the price of
connection would be calculated based on the Price parameter in SCp, and SCyac
-that is also responsible for payment procedure- would pay the MNO according to
shareyno. The payment procedures are provided in Procedure 4.

Procedure 4 [Steps 1-4]: Firstly, the authenticated user (see Section 6.2.2) sends
the access request (i.e., Codegerpice) to CP. After receiving the request, since the
user’s access control procedure is validated, C'P requests SC44¢ to manage the pay-
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ment. To do so, SCy4c fetches the connection price, the user’s balance, and the ex-
ternal provider’s balance. Next, regarding the pre-defined Policypyice, SCaac makes
sure that:

Balancecp > MinBalancecp

Balanceyy

Balancey; > Price

If the decision determines that the user and C'P are eligible, U would be able to
access the service without paying M NO.

Procedure 4 [Steps 5-7]: To perform the billing procedure, SCyac deducts
MinBalanceg,g from the Blockchain account of the service/ connectivity provider,
and deposit it in its account (i.e., in SCqac as the distributed trusted party for
MNO, external provider, and the user). Note that, the deducted minimum price is
for assuring the connection; the actual connection price would be more or less than
this amount. After transferring the balance, SC44¢ keeps the log of connection with
Addry, Codegervice, the current block’s timestamp, and the price that is deducted
from the provider’s account.

Procedure 4 [Steps 8-12]: When the user’s connection to that specific provider is
terminated, a trigger would be sent to the SC44¢. Then, the contract fetches the con-
nection information from the Blockchain and pays the M NO or another connection
provider (s) according to the connection time, Price, and the Shareyyo. Finally,
the real connection cost (or predefined Price) would be deducted from the user’s ac-
count. The MNO or external connectivity provider can withdraw their money from
their account.

In the pre-mentioned procedure, the SC 4c manages the user’s access mostly by
retrieving the user’s data from the Blockchain, without updating the state. So, the
consensus operation of the Blockchain would not negatively affect the user’s access
performance. Two steps involve changing the Blockchain’s state: 1) money transfer
and 2) recording a summary of the user’s connection. Both these situations would
be done after (or in parallel with) the access decision-making process.

Note that, indeed changing the business model of the cellular network market would
be an obstacle to the acceptance of the proposed method by the MNOs. Currently,
the majority of MNOs charge the users in a pre-paid solution. However, due to
the nature of the proposed method (i.e., the existence of many SPs and CPs with
a variety of services at different costs), providing a 'Pay as you go’ solution is the
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better option to guarantee the benefits of all participating entities and users. So,
we proposed a hybrid method of "pay as you go" and "pre-paid”. In this solution,
when a user requests for the services or connectivities provided by external entities,
Price would be decreased from the user’s wallet (i.e., similar to prepaid solution).
For example, assume that the Price is defined in the granularity of 1hour connection
or 10GB data. If the user uses less than these granularities, she is paying similarly
to the pre-paid method; but if she uses more than that, the remaining cost would be
deducted from her account based on the usage (i.e., "pay as you go’). This procedure
is also applicable for the external providers and defined MinBalancey.

6.3 Blockchain-based Application-level services

6.3.1 Blockchain-based access control for service provisioning
in cellular networks

In this section, we introduce a Blockchain-based ABAC system for service provision-
ing in cellular networks which provides the opportunity of introducing new business
and pricing models in this market. The overall steps of access control and payment
procedures of the proposed method are enumerated as follows:

i. The user registers in the provided DApp by sending a request to a dedicated
smart contract through a transaction in the Blockchain.

ii. A unique smart contract is deployed for the user (only for the first time).

iii. The User chooses her desired service from the list of available services for reg-
istration.

iv. To access the service, the user sends an access transaction to the dedicated
smart contract.

v. The access manager smart contract authorizes the user regarding the stored
policies of the requested service.

vi. According to the pricing model of the service, the access manager smart contract
blocks an amount of money.

vii. After termination of the service usage, the access manager smart contract pays
the MNO, SP, and (if it is required) the user, according to the pricing model.



CHAPTER 6. NETWORK FUNCTIONS OF BLOCKCHAIN-BASED CORE
NETWORK AND APPLICATION-LEVEL SERVICES 133

Fig. 6.4 depicts the connection between contracts, contract attributes, and their
definition. Note that, due to the specific requirements of the use-case some smart
contracts are alternated with other contracts (e.g., instead of SCg,r we used SCspy,
which is more clear in this use case).

User List (SCy;) User contract (SCy) Service is a structure with the following variables:
«+ Codesp
Addry,: Bytes Addryg: Bytes
L By g By * Codegervice
Addryg: Bytes Balance: int * Expiration time
« Available Storage
Addrsc,,: Bytes | RegisteredServices: Service[]| | * Payment type
MNO List (SCyyoL) MNO contract (SCyyo)
Addryo: Bytes Addryno: Bytes Here Service is a structure with only Codesp as its identifier.
Price of each service is defined by service provider.
Address Book (SCxs) Codeyoint ‘ Balance: int
IDgc: Stri _ 5 . .
sci otring Addrscy,: Bytes ‘\ng“‘”““”"“”'SE””‘EU‘ ‘ Service is a structure with following attributes:
Addr: Bytes * Codeservice
Service Provider Service Provider « CosthrP!. the service cost for user in prepaid scenario for
List (SCspy) (SCsp) predefined time or storage/data usage
« Sharejeh™: the MNO’s share of connection in prepaid services.
Addrsp: Bytes Addrsp: Bytes
« Costl¥%n PAYG scenario, the price of the service for the defined
Codegp: int Balance: int time/data usage (e.g., each MB or hour)

Code,, = 2 is for Registration in Service policy
Code,, = 3 is for MNO Support policy

Code,, = 4 s for Time control policy

Code, = 5 is for Balance control policy

Code, = 6, ... for other policies defined by SP/MNO

« minToken: in pay-as-you-go scenario, the price that will be
Addrscg,: Bytes ‘ ProvidedServices: Service[] ‘ \ blocked in access manager contract until end of connection.
« Shareh/i§: the MNO's share of user’s connection in percentage in
Policy List (SCpy) Policy Contract(SCp) l PAYG scenario
Codep: int Codep: int ‘ Code, = 1 is for Registration in Platform policy
| |

Addrsc,: Bytes

Policy definition

Figure 6.4: Relations and connections among designed contracts

6.3.1.1 SP subscription in the system

In this step, the subscription procedure of SPs is described. Note that, the user
subscription is based on the procedure of Section 6.2.1

The registration of the SP in the system is via the following steps (Fig. 6.5 for a
more detailed description of this procedure):

i. First, SP sends the registration request to SCg,;. Since each SP can register
only one time to the system, SCyg,, needs to verify that the SP has not reg-
istered before. To do so, it calls the isExist () function of SCgsp;, and sends
the address of the caller as its argument. Note that, here the caller is SP, so
SCspr, send the Addrg, in isExist () function. Since msg.sender in Solidity
language is the address of the caller or the creator of the transaction, in the
rest of the paper we use msg.sender to indicate the caller of the function.

ii. After receiving confirmation from SCspy, SCsyp deploys the SP’s unique smart
contract (i.e., SCsp). Note that, deployment of smart contracts for all entities
in the system is only can be done by SCyg,,. Therefore, the constructor () of
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SCgp verifies that msg.sender == Addrgc,,,. After deployment of SCgp, its
address is sent to SP.

iii. Finally, SP as the owner of the smart contract can add its preferred services
into SCsp. These services would be advertised to the network providers and
the users for further registration. While inserting the services in SCsp, the SP
defines the costs for prepaid and pay-as-you-go (PAYG) scenarios (note that
the SPs can choose one of these payment solutions based on their preference).
The following costs will be added to SCgp for each advertised service (Fig. 5.1
depicts all relations between smart contracts in this use-case):

— Cost" 4. Jefines the prepaid cost that the user needs to pay for regis-
tering in this service for a predefined time/data usage.

— SharelT5i . defines the fee that SP will pay to MNO on behalf of the
user, after user access termination.

— CosthAYY: defines the fee that the user needs to pay per hour/MB while
using a PAYG service.

— minToken: defines the minimum required token in the user’s wallet to
give access to a PAYG service. Note that, the user’s real usage may be
more than this amount, so, the user will be charged after access termina-
tion for the remaining part. or, if the real cost is less than this amount,
the user’s wallet will be refunded.

— SharefAYS: defines the M NO’s share in percentage from the user’s real
usage of service. So, the cost of the user’s real usage will be separated
between SP and M NO based on this value.

6.3.1.2 Attribute-Based Access Control

After a successful subscription to the system and services, the users are able to
access provided services through the proposed system. The access control procedure
for different pricing methods is enumerated as follows (see Fig. 6.6):

— User access verification:

i. U selects a service among registered services, (this selection creates an
access request transaction to SC44c smart Contract).



CHAPTER 6.

NETWORK FUNCTIONS OF BLOCKCHAIN-BASED CORE

NETWORK AND APPLICATION-LEVEL SERVICES 135

ii.

1il.

Sp SCrem SCspy SCsp SCyp

1.Registration

1.Exist(SP)

1.Confirmation

—> 2. isValid(ReM)
2. Addrscg, » 2. Addrgcy,

3.addService()

D 3.isOwner()
3.Confirmation

1.Exist(msg.sender) validates that the SP does not registered before.
2.Valid(msg.sender): validates that msg.sender == Addrsc,,,,
3.isOwner(): validates that msg. sender == Addrgp

Figure 6.5: SP subscription steps

After receiving the request, SC44¢c fetches all policies that are defined
as prerequisites for access o the service (e.g., checking the user’s balance,
checking the geographical IP, etc.).

After getting the list of policies, SC44¢ retrieves the address of each smart
contract in the list. Then it can verify the user’s eligibility based on each
policy (i.e., for the verification we defined a isEligible() function, that
compares the user’s access attributes with the defined rules).

— User access control to the prepaid pricing model:

v

. If the access verification is successful, SC'44¢c validates the SP’s balance
for further user access. It is important to mention that, in the prepaid
pricing model, the user is paid to the SP while the registration step, and
while using the service, the user would not pay to MNO (e.g., the user’s
mobile data will not be reduced while using the service); and, the SP is
the entity that will pay to MNO on behalf of the user. So, SC44¢ verifies
that Balancegp > Shareﬁ}f,pgid.

. If the balance verification is successful, the S hareff]f,pgid will be transferred

from the SP’s wallet to SC4a¢ as a distributed trusted party for all enti-
ties. Note that, this transfer is based on ERC20 standard |?]. Record of
this payment is added to SC44¢c as a mapping of the user’s address to a
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User SCacm SCpy, Policies SCsp SCy
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2.FetchAddress(required policies) get the address of smart contracts of policies that are indicated in the service
4.Validation() Checks if the service provider has enough balance to pay the MNO after connection termination
6.Validation() Checks if the user has enough balance to pay the SP and MNO after connection termination

Figure 6.6: The ABAC procedure for user access to the services in the prepaid and PAYG
scenarios

balance as follows:

Add
Balancey <~ StoredBalancey

— User access control to the PAYG pricing model:

vi. If the access verification is successful, SC' 44 validates the user’s balance
since in this pricing model the user needs to directly pay to the SP and
MNO separately, according to the real service utilization. So, SCyac
verifies that Balance; > minT oken.

vii. If the balance verification is successful, the minToken will be transferred
from the user’s wallet to SC'44¢. Note that, this amount balance is only
a minimum balance to guarantee the payment to the SP and MNO. It
means, the user’s real utilization will be sent to SC'44¢ after termination,
and the real price will be calculated at that time. same as the prepaid
model, the record of this payment is added to SC4ac.
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6.3.1.3 Payment

Once the user terminated the service utilization, the pricing and payment procedure
will be executed as follows:

— Checking service type:

1. U sends the termination transaction to SC44c smart contract. This con-
tract checks the service type for handling the further payment procedure.

— Payment in the prepaid pricing model:

iii. In the prepaid pricing model, once SC 440 receives the termination trans-
action, it retrieves the blocked Sharel®4 and pay it to MNO. This
transfer complies with the ERC20 standard [?].

— Payment in the PAYG pricing model:

iv. First, SCscn calculates the real service price as follows:
Final Price = Usage x Cost*Y¢

Then, it calculates the amount of money that the user needs to pay or
reimbursed as follows:

User Payment = Final Price — minT oken

In this equation, if User Payment > 0, the user needs to pay this amount,
otherwise, the user will be refunded by user Payment.

v. If User Payment > 0, payment request will be sent to user, and SCacp
will receive the tokens from user’s wallet.

vi. SCpac calculates the MNO, and SP’s shares from User Payment as fol-
lows, and transfer token to each one.

MNOshare = (User Payment + minToken) x SharelArS

SPshare = (UserPayment + minToken) — M NOshare

6.3.2 BC-MNP: Mobile Number Portability for 5G and B5G

On top of the aforementioned network functionalities and the proposed architecture,
some services are easier and more straightforward to implement. As an imposed rule
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User SCACM SCSP SCMNO SCU
1.Termination
1.isPrepaid()
o 2. Retrive blocked
o MNOShare
Q
& 2.PayMNO() >
)3. CalRealPrice(
4.PayRequest(finalPrice) -
O
= PR I 4.Payment . _____
5.Pay SP share
L 5.Pay MNO share

1.Termination DApp sends the brief summery of the connection containing
Addry, Codegeryice, Codesp, connection time, data usage
3.CalRealPrice() access manager contract will calculate the real final price of connection

Figure 6.7: The payment procedure to SP and MNO in the prepaid and PAYG scenarios

by national regulatory authorities, mobile number porting is provided in more than
100 countries all over the world. More than 40% [224] of the mobile numbers have
been ported in those countries, which implies the importance of this mechanism to
enhance fair competition among MNOs and improve the subscriber’s service quality
and satisfaction. Location, Service, and Operator portability are the three types of
mobile number portability, that deal with keeping the user’s number while changing
the location, changing the telecommunication service (e.g., between fixed telephone
and mobile phone service), and switching between different MNOs, respectively [225].
In this work, our focus is on operator portability.

Mobile number porting is implemented in two general ways across the globe: Recipient-
led and Donor-led [226]. In the first solution- which is mostly implemented in Europe
and the U.S. - the new provider (Recipient Network Operator -RNO) is the one who
arranges the required process with the old provider (Donor Network Operator -DNO),
while in the latter solution, the subscribers need to contact the DNO to obtain a Port-
ing Authorization Code (PAC), which they need to give it to the RNO for the further
porting process (e.g., applied solution in U.K. [227]). The Recipient-led solution is
the most dominant porting method. Fig. 6.8 depicts the mobile number porting
process for both donor-led and recipient-led solutions [228].

Regardless of the MNP approach, the porting procedure has four main steps:

i. Request: The subscriber would request RNO to start the porting procedure (or
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Recipient-led MNP
procedure

RNO requests for
porting from DNO on
behalf of the subscriber

Subscriber contacts
RNO for port request

RNO requests for
porting from DNO
on behalf of the
subscriber using
PAC

Donor-led MNP
procedure

Subscriber asks for
PAC from DNO

Subscriber gives
PAC to RNO

DNO executes the
required steps to
transfer subscriber to

Process completed

DNO executes the
required steps to
transfer subscriber
to RNO

Process completed

User involved process MNO involved process

Figure 6.8: Recipient-led vs. Donor-led MNP procedures

request DNO for PAC).

ii. Validation: The RNO validates the subscriber’s request by sending the valida-
tion request to DNO. Note that this request can be sent directly, or through
another trusted third party.

iii. Clearance: DNO manages the legal clearance from legal authority to assure
that the number doesn’t have any legal issues.

iv. Activation: Once, the RNO (or trusted party) receives the clearance notifica-
tion, asks DNO to remove the subscribers from its users and add them as the
user of RNO.

several drawbacks of existing MNP procedure and user profile management are as
follows:

— In current MNOs, a centralized unit handles subscribers’ profile management
and stores their subscription data. As mentioned by Tahir et al. 8], centralized
storage can be a single point for a data breach or data leakage and bring a
significant challenge regarding security and privacy.

— Centralized network functions are the main reason for authentication traffic
spikes and malicious flooding of core network components. These attacks target
user data management and porting procedure [229].

— Due to the manual MNP process, in real-world applications, the porting proce-
dure is highly time-consuming from several days to weeks based on the country’s
regulation and the clearance delay.
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Figure 6.9: High-level overview of the proposed method for MNP and profile porting in
distributed core network architecture for B5G

— In the current MNP procedure (both Donor-led and Recipient-led), the sub-
scriber needs to redo the subscription procedure in RNO. It means the sub-
scriber’s profile doesn’t port to the new MNO. From the user’s perspective,
this procedure is a repetitive function that can be avoided.

— In current systems Mobile number portability Clearance House (MCH) -as a
centralized operator- manages the whole MNP procedure. Centralized MCH
not only can be a single point of failure for availability and a bottleneck for
performance of the porting procedure but also MNOs need to trust MCH which
can pose a threat to user data protection.

— The MNP procedure is a complex procedure on the MCH side that has high
processing load on this centralized point.

Addressing these constraints, we propose the following Blockchain-based distributed
user profile management for beyond 5G (B5G) in which the user subscription, pro-
file management, profile porting, and MNP procedure can be done in a distributed
manner by altering the existing core network functions (see Fig. 6.9 as an overview).

This procedure relies on the subscription process introduced in 6.2.1.2. It means we
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Figure 6.10: Mobile number and Profile Porting procedure

assume that U has already been subscribed to DNO, and aims to change her MNO
to RNO while keeping Number,. The detailed procedure is as follows (Fig. 6.10):

1.

11.

iii.

1v.

u sends the porting request to SCp¢ by creating a transaction in the Blockchain
and sending:
< COdeRNo, Puby >

SCpor verifies the user’s record in the list of subscribed users, and if the user
was subscribed, SC,,,+ inserts the summary of the user’s request in SCryo),
using the following data:

< Adu, PubU, AddSCU; Stport =1>

The request result would be sent to u, which redirects her to the port request
page of RNO. The user sends < Ad, > to RNO and can select her proffered
plan in the new operator.

To validate the user request, RNO asks SCgryo to confirm the user’s request
(i.e., Ady is already stored there), and verify St,., == 1. If these conditions
are passed, RNO will authenticate the user using her Puby that is stored in
SCRrno- This step can be done by sending a challenge (encrypted by Puby) to
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V1.

vii.

Viil.

1.

ii.

iii.

u and asking her to decrypt and resend it. This authentication would assure
RNO that the eligible user is requesting porting. If all conditions passed,
SCgrno changes the St,., to 2.

Since the user data is stored in IPFS, and only DNO and the user can have
access to that, RNO asks the user to send the decrypted data. User retrieves
ENI]\({’PFS from IPFS, using C.[DEN[I\g . She executes:

— Retrieves EN ff;bu from SCy;
— Decrypts it with Pr, and retrieves K;

— Decrypts ENIA{{’PFS using K and retrieves M pprg

Then, the user sends the data, let’s call it My, to RNO. Note that, since the
user is not eligible to modify her identity, RNO needs to verify the authenticity
and originality of the received data.

RNO receives My and validates its integrity with the previous version which
is validated by DNO. To do so, SCgno retrieves Hash(Mjprg) from SCyp.
Then validates that Hash(Mpprs) == Hash(My). After successful validation,

RNO generates new symmetric key, K,,, and calculates EN []‘é g EN?;;U and

ENp3. . RNO stores EN}Y in IPFS and gets CID gy ).

Pubpno

RNO requests SCpo to delegate the ownership of update function of SCy to
RNO. SCpert gets the record of user request and verifies that St,., == 2. If
the validation is successful, the ownership will be delegated to RNO. Then,
RNO stores Attr, into SCy.

SCport sends a transaction to SCpno to remove the < Ady, Number, > from
the list of its active users.

Termination phase: If the user aims to terminate her subscription with all MNOs
it is required to remove the user’s contract and the MNQO’s privilege to update her
data. The following steps can be followed:

u sends the termination request to SCpep;
SCport ensures that the message sender is the user.

SChort removes the user from SCyno and SCyy.
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iv. SCport destroys SCy. After execution of this step, no one can have write/read
access to user data unless the previously downloaded versions.
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7.1. INTRODUCTION

7.1 Introduction

Evaluation of the proposed systems in different contributions of the work needs the
deployment of the proper testbed and clarification of the deployed scenario. In this
regard, the following subjects are provided in this chapter:

— Description of possible implementations of the proposed ecosystem at different
levels. While several use cases of our contributions are proposed as application-
layer services (e.g., service provisioning in the cellular networks and mobile
number and profile portability), the complete use-case scenario of fully dis-
tributed architecture is proposed at the core network level.

— Detailed description of the deployed testbed for the assessment of the system
performance, and the challenges, and problems of its real implementation in
lab-scale.

7.2 Possible implementation scenarios

To implement the proposed architecture in the real world, logically three scenarios
can be used for positioning the Blockchain in the system. Fig. 7.1 (a-c) depict follow-
ing scenarios. Table 5.1 provides a brief description of the feasible implementation
scenarios and their pros and cons.

— Blockchain in the RAN or at the Edge: In this scenario, as depicted in
Fig. 7.1 (a), Blockchain can be logically positioned either between the user
and RAN (for some functions such as AAC, key agreement and handover) or
between RAN and Core Network. So, the user’s connection request would be
processed outside of the core network and before that on the edge. Note that,
in this work, we did not consider this scenario, so, for the rest of the chapter,
we are not going to explain this scenario.

— Blockchain in Core Network: In this model of implementation, as de-
picted in Fig. 7.1 (b), the core network functions should be adjusted to sup-
port Blockchain-based authentication, access control, key agreement, profile
management, handover, and payment procedures. This scenario is the full de-
centralized and distributed version of the proposed method that needs to be
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Figure 7.1: Possible implementation scenarios: (a) Blockchain at the RAN, (b) Blockchain
in the core network, and (c¢) Blockchain in the application layer.
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standardized by the standardization bodies before deployment. In this sce-
nario, the external connectivity providers need to provide a compatible module
to be connected directly to the core network and the Blockchain. External
service providers can benefit from the application layer services provided in
Blockchains such as payment and AAC (e.g., they can use the core network’s
AAC procedure to authenticate their users instead of doing it internally). It is
important to mention that implementation of this scenario with the ex-
isting hardware (i.e., specifically existing sim-card) and the software
(e.g., existing open-source private cellular networks such as Open Air
Interface -OAI) is not a feasible task.

— Blockchain in Application layer: This deployment model, as depicted in
Fig. 7.1 (c), positions Blockchain after the core network in both network and
application layers. This scenario is the presentation of the applicability
of using Blockchain in Beyond 5G networks. Indeed, since in this solu-
tion, the Blockchain is positioned in service-layer, handling of the core network
functionalities such as handover, registration, etc. is not possible to be done in
Blockchain. So, the core network architecture of the MNOs will remain intact.
In case of application layer requests, such as using distributed AAC services
provided by MNO for external service providers, connection to Blockchain can
be done directly from SP. For the external service providers, this scenario is an
easy-apply solution for different use cases such as AAC and trusted payment.

7.3 Deployed Testbed

To deploy the proposed architecture we designed a use case based on Fig. 7.1 (¢). It is
important to mention that, the full implementation of the other scenarios, currency,
is not possible using the existing tools (i.e., private cellular network tools such as
Magma or OAI) and SIM cards. So, in order to evaluate the performance of the
system and the possibility of implementation of the procedure using smart contracts,
we implemented the scenario of Fig. 7.1 (c).

A high-level schematic of the implementation is depicted in Fig. 7.2. To simulate the
cellular network, we employed OAI (Open Air Interface) consisting of RAN (OAI-
RAN) and core network (OAI-CN) [230], and the Blockchain part is simulated using
ganache-cli. Following, we are going to explain each part separately (i.e., cellular
network and Blockchain).
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Figure 7.2: The schematic of testbed environment.

7.3.1 Private cellular network deployment

To launch the evaluation environment, we simulated the radio access network and the
core network parts of the cellular network using OAI [230], which is an open-source
platform implemented to support the deployment of small-scale mobile telecommu-
nication access, network, and core solutions for 4/5G based on the 3GPP standard.
OALI offers an open-source software-based implementation of the LTE system for 4G.
This platform can be used to build and customize an LTE base station (OAI-eNB),
User Equipment (OAI-UE), and core network (OAI-EPC) on personal computers.
OAI has software-based network functionalities, reducing the implementation cost
and increasing the flexibility of the deployment, allowing lab scenarios to test their
proposed solutions [231|. Fig. 7.3 depicts the schematic of the deployed private cel-
lular network. The list of hardware and software used during testbed deployment
are described in Table 7.1. The information required to program the SIM card (to
simulate the user) is shown in Table 7.2, and Table 7.3 describes the eNodeB in-
formation modified in enb.band7.tml.50P RB.usrpb210.conf configuration file to
connect RAN to the core network.

To build the RAN part (i.e., the network provider’s base station), the OAI-RAN
was executed on a PC with USB3 and Gigabit Eth. We used a USRP B210 (i.e.,
an SDR (software-defined radio) board for radio communications) board for radio
communications that connects to the PC through the USB3 interface. A similar PC
configuration is used to launch the core network using OAI-CN.
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Figure 7.3: Architecture of deployed private cellular network (Smartphone < OAI —
RAN+OAI — CN).

7.4 Blockchain implementation

After deployment of the private cellular network and connecting the commercial
device to this network, we need to implement the Blockchain and the distributed
database parts of the implementation. To do so, In our simulation, the OAI-CN
remained intact (i.e., the MNO core network would stay intact), instead, we provided
a gateway that sends the user’s requests to the Blockchain (i.e., private Ethereum)
and IPFS (i.e., through a dedicated HTTP client) in the application layer.

To implement Blockchain we used Ganache-cli which is a Blockchain simulator, to
simulate the behavior of Blockchain in the local system. This tool is a widely used
and mature tool to test smart contracts and the behavior of the Blockchain network.
This tool runs one full node (which is the Ganache application on the local device)
on top of the local private Ethereum Blockchain with a PoW consensus model. Using
this node there is a possibility of setting configurations for different parameters, which
are the performance indicators of the Blockchain network. For example, configuring
the block time, in the granularity of seconds, gives us the option of simulating the
behavior of permissioned and permissionless Blockchains. Assume that we want to
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Table 7.1: Environment specifications

Entity Parameter Specification
Hardware

CPU Intel Core i7-6700 CPU 3.40 GHz
OAI RAN RAM 16 GB

SDR board USRP B210

CPU Intel Xeon W-2102 CPU 2.90 GHz
OALCN g an 16 GB

Smartphone Samsung S4
UE SIM-card Sysmocom SJS1

SIM-card reader Gemalto

CPU Intel i7 Dual-core 1.6GHz
Blockchain RAM 6 GB

Hard Disk 128GB SSD

Software

OAI-RAN master branch release v1.1.0

0OS Ubuntu 18.04-low latency kernel
OAT RAN UHD v4.1.0.0 branch

pysim master branch

OS Ubuntu 18.04 Bionic
OAI-CN OAI-CN master branch

oS Xubuntu

Ganache-cli 6.12.2
Blockchain Ganache-core 2.13.2

Web3j 1.4.1

Solc 0.8.2

simulate a private Blockchain; In this case, it is highly possible that we need to set
the block time to a highly lower number than when we want to simulate a public
Blockchain.

Apart from the Blockchain network, we used the Solidity language to write our smart
contracts. Solidity is an object-oriented and Turing-complete programming language
for implementing smart contracts that was implemented by Ethereum’s core con-
tributor for the first time in 2014. Programs in Solidity run on Ethereum Virtual
Machine (EVM) or on compatible virtual machines. To compile the Solidity codes
to ABIs, we used the Solc compiler. Moreover, in order to connect to the smart
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Table 7.2: SIM card configuration
Parameters Values
ADM key 2611488
MCC (Mobile Country Code) 208
MNC (Mobile Network Code) 93
Name OAI
IMSI 208930000008 4]
Ki 8bafd732{8fd09487 '
OPC 8e27b6af0e692e750f32667a3b14605d
ICCID 8988211000000285877

After programming the sim card and inserting it into the mobile phone, a custom
Access Point Network (APN) information with name and APN variables are set
with value oai.2pv4 in the smartphone.

Table 7.3: RAN configuration

Parameters Values

MCC (Mobile Country Code) 208

MNC (Mobile Network Code) 93

ipv4 of mme ip address (OAI-CN) 192.168.61.149
ipv4d of mme ip address (Magma) 192.168.61.149
ENB_INTERFACE NAME FOR_S1 MME enol

ENB INTERFACE NAME FOR_ S1U enol
ENB_IPV4 ADDRESS FOR_S1_ MME 192.168.1.215
ENB_IPV4 ADDRESS FOR S1U 192.168.1.215
Duplexing mode FDD
Frequency band Band 7
Physical Resource Block(PRB)s 50

contracts, send concurrent transactions to the Blockchain, simulate the light nodes

(i.e., those that only send transactions to the Blockchain but are not participating in

consensus), and test the GAS consumption of smart contracts, we used the Web3;j li-

brary. This library compiles the ABI files into .java classes, making it usable similar

to the other Java classes in this language.

7.5 Summary

In this chapter, we proposed three deployment scenarios in which the Blockchain can

be logically positioned either in RAN, core network, or service layer. We implemented

the third solution (i.e., positioning the Blockchain at the service level) and connected
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the core network of the private cellular network to the Blockchain to assess the
performance of different contributions. Moreover, some parts of the evaluation (e.g.,
authentication and key agreement, handover) are implemented and evaluated only in
Blockchain and using virtual users.
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8.1. INTRODUCTION

8.1 Introduction

In this section, we evaluate the performance and security of different procedures
described in Chapter 6 (i.e., subscription, registration, key agreement, handover, key
agreement, and payment). The evaluations are done in two following parts to address
the mentioned requirements:

— Scalability evaluation: The scalability of the system can be defined as changes
in throughput or latency when altering a parameter in the system. We assess
the scalability of the system in terms of the increasing number of concurrent re-
quests. In other words, to see if the system can provide stable latency/through-
put while increasing the number of users in the system, regarding different pa-
rameters. Scalability assessment can state how the proposed method is able to
address R5 and R1 (regarding the system’s ability to handle broader coverage
with the higher number of users).

— Security analysis in which the system’s security is analyzed regarding network-
based attacks and smart contracts defects. This evaluation addresses the re-
quirements R2, R3, and R6.

8.2 Scalability analysis

scalability analysis of the method has been done by evaluating the tolerance of the
system against increasing the number of transactions. In other words, we want to
see how many transactions we sent to the Blockchain, and the average
time for transaction processing remains almost stable. Note that, the
mentioned latency in the following chapters, does not represent the user’s
or MNQO’s experienced latency. It indicates the stability of Blockchain
system regarding the increasing number of transactions. An example of user-
experienced latency, is provided in Appendix D. As defined in [232], the scalability
of a system is the changes in throughput or latency while altering one/several other
parameters. If these factors stay almost stable regarding the alteration of parameters,
we can say that the system is scalable. Having a scalable system, regarding the
number of users, is crucial in cellular networks.

To assess the scalability of the system, the following parameters are adjusted in our
assessment [233,234|. Fig. 8.1 to Fig. 8.6 depict the latency of the system for
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different BS, BT, and C, and Table 5.5 lists the results of throughput assessment
for the same parameters.

— Block size (BS): The number of transactions fitting into one block (BS €
{15,30}).

— Block time (BT): The difficulty of consensus puzzle which results in the ex-
traction of blocks in predefined time (BT € {5, 10, 15}).

— Concurrent requests (C'): Number of the virtual clients in the system that sends
their request concurrently (C € {50, 100, 200, 500, 700, 1000}).

The latency and throughput are calculated as:

ty—t,
| T]

Latency =

T
Throughput = |_t$|

where ¢ is the time of starting to send all concurrent requests, and, ¢; is the time
of finishing receiving the transaction receipt for all of them, |7z| is the number of
transactions, and t is the total time of execution.

8.2.1 System Scalability for core network functions

As it is shown, for C' > 100 the latency of the system stays almost stable while altering
BS, BT. It implies that increasing the number of users (i.e., light nodes with sending
transactions) in the system would not negatively affect the overall performance. So we
can claim that the system is scalable regarding the number of users. Indeed, the real
number of users in cellular networks is significantly more than 1000, but because of the
limitation of the web3j library, we restricted the number of concurrent requests. Due
to the high scalability of the real-world implementation of the Blockchain network,
we can conclude that this system has the same basic features.

To analyze the impacts of using Blockchain in the various procedures, we can ex-
amine the system latency/ throughput for different BT, and BS. As shown in the
figure, increasing the BS and lowering the BT, result in declining the latency (in-
creasing the throughput). So, we can conclude that decreasing the complexity of
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Figure 8.1: System latency with different values for BT and BS in several concurrent
requests for User subscription.
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Figure 8.2: System latency with different values for BT and BS in several concurrent
requests for User registration in the system and key agreement (BC-AKA).
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Figure 8.3: System latency with different values for BT and BS in several concurrent
requests for User access control.
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Figure 8.4: System latency with different values for BT and BS in several concurrent
requests for mobility management and handover process.
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Figure 8.5: System latency with different values for BT and BS in several concurrent
requests for session management process.
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the consensus puzzle and increasing the number of transactions fitted into one block
would significantly enhance the performance of the system. For example, the average
delay for BS = 30, BT = 5 is the lowest amount. But, if the participated nodes
in the consensus procedure are not trusted, this configuration would be problem-
atic. Because decreasing the block time results in an easier consensus puzzle, that
would increase the risk of integrity violation in the PoW consensus model and the
system’s vulnerability against a different type of Blockchain-based threads (e.g., 51%
attack [235]). Based on our assumption, all the nodes are trusted, so, we can omit
this risk (and decrease the BT'). On the other hand, for BS = 15, BT = 15 the
system performance is not acceptable, but it is in the most secure condition. These
results indicate that the system performance is adjustable based on a compromise
between security and performance.

It is important to mention that the performance results depicted in Fig. 8.1 to
Fig. 8.6 are the overall latency of the procedure, not the latency that the user may
experience. As an example of an access control procedure, before giving access to
the user, no transaction would change the Blockchain state (i.e., it means all the
transactions are function ’call’). So, the consensus procedure will not be executed
for them, and as a result, the user will not experience the aforementioned latency.
After giving access to the user, the access log, payment, access state, etc. would be
recorded in Blockchain, which needs the execution of a consensus procedure.

8.2.2 System Scalability for Mobile number and Profile port-
ing procedure

To evaluate the proposed method, we simulated the whole procedure of mobile num-
ber and profile porting in the private Ethereum Blockchain (details are provided in
Table 7.1). Following, we provided the performance analysis of the proposed method
by evaluating the scalability of the system in terms of the increasing number of
concurrent requests. Fig. 8.7 (a-c) depicts the latency of the system for the afore-
mentioned configurations BS and BT. Based on the definition of scalability, if the
latency /throughput stays almost stable regarding the alteration of parameters, we
can say that the system is scalable [233,234]|. As shown in the figure, system latency
is almost stable for C' > 200. Therefore, we can claim that the system is scalable
and can maintain adjustable and low latency in a large-scale request environment for
user subscription, porting, and termination procedures.

Moreover, Table 5.6 provides the throughput of the system in different Blockchain
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configurations. As shown in the table, increasing the BS and decreasing the BT can
positively affect the performance by increasing the overall throughput. For instance,
compare the throughput for BT = 10, BS = 30 (i.e., the highest complexity of
consensus due to minimum trust in the network, and lowest number of transactions
fit in each block) and BT = 5, BS = 100 (i.e., highest trust and highest number of
transactions in each block). Note that, an important issue to select the configuration
is the trust level among participants in the network (i.e., decreasing the block time
results in an easier consensus puzzle, which can bring the risk of integrity violation
in the system).

Note that in the configuration of (BT = 15, BS = 30) the Web3j library threw
several time-out exceptions in concurrent requests 500 and 700. So, exceptionally, we
do not report the system latency for this configuration.

8.2.3 System scalability regarding storage

Blockchain is an append-only ledger in which there is no possibility to remove/ change
the published blocks or validated transactions. In means, that the size of the ledger
would be grown based on the number of generated /stored transactions. So, producing
a high number of transactions for validation of a request results in an intense increase
in the required storage of participated nodes.

Note that there are two types of function calls in the Blockchain. Call is the operation
of reading a value from the ledger (without changing its state), while Transactions
would alter the Blockchain state by modifying variable(s). Transaction execution
in the Blockchain, not only requires the consensus procedure (increases the latency)
but also needs to be recorded in the network, which results in increasing the size
of the ledger. So, to decrease the storage consumption, we only need to reduce the
number of Transactions.

In the current version of the proposed method, the user registration procedure would
create one transaction, so its complexity is O(n). For the access control, handover,
session management, and payment, they produce n x 1, n x 2, n x 1, and n x 3
transaction, respectively (so, their complexity is also O(n)). In this version, the
storage performance is not optimized, especially for payment procedures. This issue
and its possible solutions are discussed in the following sections.
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Figure 8.7: System latency with a different configuration of BT and BS in several concurrent
requests for mobile number and profile porting procedure (a), and subscription termination
procedure (b).

8.3 Security analysis

In this section, we provide a brief discussion on the security of the system against
several threat scenarios. In this regard, we separated the attack models into two
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main categories:

i. Network-based attacks: These types of attacks are common in Blockchain-based
and non-Blockchain-based systems. In these types of attacks, the attacker aims
to steal the user’s identity, accelerate their privilege, break down the system by
committing denial of service attacks and making the system disabled to serve
the eligible user, etc.

ii. Blockchain-based /smart contract-based attacks: These types of attacks are spe-
cific to the Blockchain-based systems and generally attackers try to forge the
smart contracts to steal money, eliminate the system’s trustworthiness, etc.

8.3.1 Network-based attacks

In this section, we introduce some of the most highlighted network-based attacks
regarding authentication access control procedures. Note that, the assessment of all
attack scenarios is out of the scope of this work. So, in the following sections, we
analyzed the system’s capability to resist different threats that are more evolved with
the access to the user’s or businesses’ private data, data leakage, the confidentiality
and integrity of rules and data, and the system’s availability.

8.3.1.1 Man-in-the-Middle attack (MitM)

MitM attacks refer to the type of attacks in which an adversary position himself in
a conversation between two parties to passively eavesdrop, or actively eavesdrop and
modify passing information. The goal of MitM is to steal significant data that can be
used for further attacks. Possible thread scenarios and proposed preventive solutions
are discussed below:

— Scenario 1: Unauthorized subscription- In subscription process, after
sending code by u (Step — 1, Fig. 6.1), adversary A gets the encrypted data by
eavesdropping the network. So, A can repeat this data and send it to SCgy.
After that, A can subscribe to the network on behalf of u, fill out the inquiry
form, and prevents the legitimate user from accessing the network.

Analysis: To subscribe in the system, U needs to generate a one-time random
number (i.e., nonce), and send its hash (i.e., Hash(nonce)) to SCg,p, in Step—1,
Fig. 6.1. Hash(nonce) is stored in an immutable Blockchain as proof for the
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user’s claim in the off-chain subscription request. Then, in Step — 3, U sends
the nonce in plaintext to assure MNO that the legitimate user is the one who
created both Step — 1 and Step — 3 requests. nonce is a strong secret random
number generated by the user, and the hashing is a one-way function. So, since
subscriber sends the Hash(nonce) in the first request, A cannot find the nonce
for Step — 3. Therefore, the MitM attempt will fail in this scenario.

— Scenario 2: Unauthorized registration- In user registration phase, assume
that user sends EN% diry, a0d Addry as its identifier (instead of EN gzgh(mme )
Due to the intrinsic authentication capability of asymmetric encryption (i.e.,
ENf;dUTU can only be generated by a legitimate user), in an ideal case, without
an attacker, the registration scenario would execute safely. But assume that
adversary A actively eavesdrops on the connection between the user and a
CP. In the next step, A can repeat these data and send it to C'P for further

registration requests.

Analysis: To address this issue, as shown in Fig. 6.2, Step — 2, we employ
a challenge-response procedure using a random number (nonce) encrypted by
Pry (i-e., the user’s private key that only belongs to the legitimate user). So, if
the attacker succeeds in reading the message, replying to the nonce challenge,
needs the knowledge of Pry. Note that, nonce is a one-time random challenge
that would be changed for the user’s next registration. So, we can state that
this attack will fail under the aforementioned assumptions. Another challenge
in this procedure, is transmission of KN gzgh(mme ) This message can be
eavesdropped on and decrypted by A who aim to use it for further steps of
unauthorized registration. This attack will also fail because, in Step — 5, C'P
would encrypt the message with K, that only eligible user has it. So, its
verification, and the creation of acknowledge message with the agreed session

key can only be done by the eligible user.

— Scenario 3: Forged connectivity/service provider- In the user registra-
tion phase, assume that an adversary C'P forge itself as an eligible C'P. So, if
CP is successful in running the attack, it would be able to position itself in the
connection between the user and C'P for the rest of the user’s connection.

Analysis: To address this issue, rather than using challenge-response proce-
dure that is mentioned in previous scenario, C'P needs to encrypt Hash(nonce+
2) with K in Step — 6. It means, even if C'P tries to generate nonce in each
step (instead of C'P) and send it to the user, in Step — 6 he would not be able
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to encrypt in with K, which is securely stored in distributed database using
hybrid cryptosystem, and the user’s SIM-card. So, when in Step — 7, user aims
to validate Hash(nonce + 2), it would not match to the nonce which is created
by C'P. Note that, in Step — 2, Hash(nonce + 1) is encrypted by PRy, So,
the user’s identity would be proved for the C'P. But, before key-agreement and
mutual authentication procedure, the Pubgp is not shared with the user. So, in
Step — 6, C'P cannot use its private key to approve itself to the user. Instead,
CP in Step — 6 uses K.

— Scenario 4: Forged connectivity/service provider in Handover- In the
handover phase, assume that an adversary C'P forge itself as an eligible C'P. So,
if C'P is successful in running the attack, it would be able to execute Scenario
3.

Analysis: To address this issue, as shown in Step — 4 Fig. 8.4, a random
number nonce is sent to the user in encrypted form. So, only the user can
decrypt it with PRy. Moreover, in other authentication steps (i.e., Steps 6,
11, 12), Hash(nonce + x) must be sent by the user or C'P;. Since all these
variables in all steps are encrypted by the public key of the recipient, it is not
possible for C'P to find their plaintext and use them for further authentication.

8.3.1.2 Confidentiality and privacy

Since in the proposed method we use distributed database (i.e., IPFS) to store user’s
data, it is inevitable to provide strong confidentiality and privacy solution to avoid
data leakage.

Scenario 5: User data confidentiality- Assume that adversary A or forged con-
nectivity provider C'P gets the C'I DEN%S from SCpy. On one hand, retrieving the
user’s data from IPFS by C'P would be a confidentiality breach (i.e., user’s sensitive
data leakage), on the other hand, the legitimate C'P needs to have access to the data.

Analysis:To address this issue, we proposed a hybrid cryptosystem solution for two
categories of subscriber data consumers (i.e., main MNO and small-scale connectivi-
ty/service providers). Regarding the data storage, the user’s data is encrypted by a
secret symmetric key (Kj), and this key is also encrypted in an asymmetric model
with the user’s and MNO’s public key (i.e., Efo;bMNO and ENgij). Since A doesn’t

know Pry or Pryno, he would not be able to decrypt the downloaded data. More-
over, for eligible C'P, the user’s secure authentication is required. In this regard, we
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proposed the generation of an authentication claim by MNO in which none of the
user’s private data is needed to be revealed.

8.3.1.3 Data tampering

Data tampering refers t thread scenarios in which any entity in the system tries to
modify a user or other network entity’s data in an unauthorized manner. Following
the thread scenarios and solutions in this regard are provided:

— Scenario 6: User status alteration in subscription- In the subscription
process, after deploying the user’s contract, SCg,, changes the user’s status
to active-noData. If adversary A (e.g., a malicious entity in the network)
can alter this status, it can activate the user before any verification, or in
the opposite case, it can prevent the user from being active in the network
(regardless of successful user verification).

Analysis: To address this threat scenario, we defined SC4p that records the
address of the single handler contracts such as SCyg,,. Moreover, due to the
capability of access restriction on smart contract functions, Update_St () func-
tion of SCy, is only can be called by SCgy, i.e., it verifies: msg.sender ==
SCap.get Addr(” sub”). In which "sub" is a predefined identifier for SCgy;, in
SCap. So, due to the immutability of SC4p, and having the signature of the
sender in each transaction, it is impossible for A to change the user’s subscrip-
tion status in SCyp.

— Scenario 7: Tampering user data- Adversary user U aims to alter his data
stored in IPFS.

Analysis: As shown in Fig. 6.1, the user’s data can be updated in SCg,,. On
the other hand, one of the entities that have access to the user’s data is the user
himself. So, the adversary users can alter their data in their contracts and IPFS.
To address the data alteration issue, we used the modifiers on SCy to limit the
entities that can alter the data. For this purpose, firstly we define an owner
in the user’s contract, who is eligible to update the CID in the user’s contract.
SCsyu, handles the definition of owner and delegates the write permission to it
after verifying the role of the requester. For the role of user in the system, this
delegation would not be assigned. Finally, Update () function in SCy verifies:
msg.sender == owner. So, U doesn’t have the alteration right to modify the
data.
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— Scenario 8: Tampering smart contract addresses- Adversary A aims

to alter the address of agreed smart contracts in SCyup to advertise forged
contracts.

Analysis: As mentioned before, to defeat the maintainability defect of smart
contracts, SCyp is designed to store the address of handler contracts (e.g.,
SCsup, SCanc, etc.). Modification of existing addresses in this contract can
breach all security assumptions of the system. To resolve this problem, we used
the intrinsic access control mechanism in smart contracts. It means we defined
a list of owners who are eligible to execute Update () function in SCyp (i.e., a
modifier OnlyOwners is defined in Update () function that verifies the validity
of the transaction sender).

8.3.1.4 Denial of services

A Denial of Service (DoS) attack means making a resource (e.g., data, device, service)
inaccessible to a legitimate user.

— Scenario 9: Single point of failure- One reason that can result in the

vulnerability of the system against DoS attacks is having a single point of
failure either in data storing (i.e., centralized storage), service provisioning (i.e.,
centralized server), or process management.

Analysis: As shown in Fig. 6.1, Fig. 6.2, and Fig. 8.4, in the proposed
architecture, subscription, registration, and mobility management are handled
by smart contract instead of centralized servers. This means there are several
nodes in the system to receive a request (transaction), validate it based on
the policies in the smart contracts, reach a consensus on the validation result,
update the ledger and send the result to the caller entity/smart contract. In
this process, the failure of a single node does not have a significant effect on
the functionality of the whole system. Rather than distributed servers, in the
proposed method IPFS is used for the data and policy management procedure.
So, we can state that there is no single point of failure regarding database access
and the system is resistant to the DoS threat.

8.3.1.5 User privacy

User privacy can be violated in case of any leakage in their data, identity, and location
[30,31,236]. One of the intrinsic characteristics of Blockchain is its metadata privacy-
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preserving [27]. It means the real-world identities of the senders and receivers of
transactions (i.e., users and providers in our use case) are masked using a random
address. In our proposed method, the user privacy requirements are addressed as
follows:

— None of the user’s identifiable data, such as SUPI in current 5G networks, is
transmitted, in clear text, during connection requests.

— None of the user’s personally identifiable information is stored in Blockchain or
transmitted in transactions.

— The user information is stored in IPFS using a hybrid cryptosystem method,
that only allows legitimate clients (i.e., user and MNO) to have access to these
data.

— Blockchain is implemented in the core network, so, outside intruders do not
have access to any of the internal Blockchain transactions. They only can
actively /passively eavesdrop on the message passing between the user and RAN,
which are encrypted, or other security solutions are adapted for that.

— The content privacy is not offered in Blockchain. It means that if any PII data
is sent in the transaction in its body, it would be accessible to all participating
nodes. To overcome this problem, we stored the minimum required non-PII
data to provide connectivity and payment for the user.

8.3.2 Blockchain-based threats: Maintainability of smart con-
tracts

Due to Chen et. al [221] since smart contracts are not updatable after deployment,
there are two defects in using smart contracts regarding maintainability:

— Scenario 10: Hardcoded addresses- Having hard-codded addresses in smart
contracts results in the non-flexibility of the system in case of finding any vul-
nerability or changing the business needs.

Amnalysis: There are several controller smart contracts that may need to be
updated based on business needs or patching vulnerabilities. To manage the
maintainability of these contracts we defined SCsp which stores the latest
addresses of the controller contracts in the system. So, instead of hard coding
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the addresses in other contracts, we use SCyp as a reference to find the contract
address. Note that, calling getAddress () function of SC4p will not change any
state of the Blockchain (i.e., in Ethereum referred to as pure function), so, it
doesn’t have a significant effect on the latency of the system.

— Scenario 11: Missing Interrupter- When bugs are detected in the smart
contracts by the attackers if these smart contracts are used for payment (i.e.,
payable), the attacker is able to steal money.

Analysis: In the proposed method, SC 440 an SCy are payable type contract.
So, to avoid the missing interrupter defect, in both contracts selfdestruct ()
function is defined to force the contract to kill itself in case of accruing an
attack (i.e., smart contracts contain an interrupter on suicide function). Then
the money would be transmitted to the owner’s wallet (or given address).

8.4 Summary

In this chapter, we evaluated the performance of the proposed system regarding scala-
bility, storage, and performance of different network functions (i.e., user subscription,
authentication, and key agreement, access control; mobility management, session
management, billing, mobile number, and profile porting, and subscription termina-
tion). The results of the evaluation show that the system is scalable, and based on
the network requirements, its performance and security level are adjustable. More-
over, security analysis shows that the system is resilient against common threads for
communication. In addition, the obstacles and limitations of real-world implementa-
tion of the novel architecture regarding latency, scalability, standardization, storage
requirements, and incentives for different parties are discussed.
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9.1 Summary

In this work, we first provided a futuristic scenario by explaining the expectations
of different entities of the cellular network ecosystem. This helps us to define the
validity domain of the proposed work. MINOs in the future cellular networks
would be able to collaborate with other service providers, connectivity providers, and
other MNOs in a secure, distributed, trusted, automated, non-stand alone and scal-
able environment. In this futuristic scenario, the small-scale enterprise or other
connectivity providers would also be able to enter the cellular network market,
participate in the system expansion and improvement, and can benefit from it to
serve their users and increase their revenue by minimum investment in a short time
and with a low agreement and operational cost. Moreover, Service and content
providers will also be able to build a collaboration with MNOs and other providers,
on top of existing capabilities of cellular networks such as authentication, access con-
trol, etc. to provide services for the users and other businesses and decrease their
costs and operational complexities. Finally, this collaboration can result in improv-
ing the end-user’s welfare and satisfaction by broadening the coverage, decreasing
service costs, etc.

Considering this motivating use case for the beyond 5G networks, we derived the
following requirements that need to be addressed:

R1 To increase the automation level of the IT procedure, contract /agreement, net-
work functions, etc. handling to overcome the ever-growing complexity of next-
generation networks and increase the collaboration among entities.

R2 To provide trust in a distrustful environment of unlimited numbers of service
providers, connectivity providers, and MNOs which aim to collaborate in areas
broader than their current businesses regarding services, regulation, payment,
etc.

R3 To decentralize the network architecture avoiding putting the whole process,
management, and authority loads in the hand of one entity. This requirement
aims to overcome the management of the complexity of the next-generation
networks, as well as improve security and performance.

R4 To guarantee system scalability regarding the increasing number of users, col-
laborators, providers, etc. in the system. Here, scalability means that by in-
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creasing the number of users in the system, its performance is not experiencing
high deviation from normal situations.

R5 To provide a high level of security regarding confidentiality, integrity, non-
repudiation, etc. Moreover, dealing with the user’s PII data needs to provide
a high level of privacy.

R6 For an agile migration to a new ecosystem, its compatibility with legacy sys-
tems, hardware, software, and architectures is the first requirement. Moreover,
in standardized ecosystems, such as cellular networks, being compliant with the
standards is a vital issue.

In a high-level abstract, in the conventional stand-alone MNO architecture, not only
there is no collaboration solution among entities, but also both user and control
plane procedures are handled by one MNO (i.e., using centralized authority, with
centralized IT procedure, and in a centralized architecture), which can not address
the aforementioned requirements. Moreover, from business perspective, the exist-
ing architecture suffers from 1) high operation and installation costs for MNOs and
providers to build stand-alone cellular networks, which can negatively affect their
revenue-to-cost proportion, 2) negative environmental effects and energy consump-
tion due to non-mutualization of reusable resources, 3) lack of collaboration between
content /service providers and MNOs that impose the cost of innovation and network
expansion to the MNOs, and 4) contract management complexity. Apart from the
business-related challenges, the centralized architecture of the cellular network can
bring availability, security, privacy and scalability issues.

In this regard, we profit from the unique features of Blockchain technology to pro-
pose a novel distributed architecture for core networks and cellular network-related
services beyond 5G and 6G to provide a multi-actor cellular network system. The
proposed architecture combines centralized /decentralized and distributed solutions
to introduce a semi-distributed cellular network architecture in which the authority
of the procedures is distributed among entities and the entities can cooperate more
automated and trusted. Apart from business-related collaboration, the IT procedure
can also be executed by several parties in a trustful environment. This solution can
potentially bring many contributions to the definition of future 6G cellular networks.
The proposed architecture focuses on collaboration possibilities among MNOs, con-
nectivity providers, and service providers by migrating different independent proce-
dures on MNOs, such as user subscription, identity management, user registration in
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the cellular networks, key-agreement procedures, mobility management, and billing
processes, to a distributed system empowered by Blockchain consensus and its in-
trinsic security features.

As defined in [237], Blockchain technology can provide more secure and reliable
communication in current cellular networks. Moreover, it allows various entities
to securely share and access data or resources. So, the main beneficial features of
Blockchain are its trustworthiness and reliability in a distrusted environment which
is achieved by the transparency of the transaction validation, the consensus among
nodes, and the openness of the smart contracts for validation by all parties, the
distributed nature of the Blockchain-based systems, and the immutability of the
transactions, data, and policies after being written in the system. The proposed sys-
tem can bring several benefits for different parties. From an MNO perspective,
first, they would be able to provide more collaborations with other entities to de-
crease the costs by mutualization, decrease the environmental effects of connectivity
providing infrastructure, decrease the complexity of the I'T procedure by migration
of user access/mobility management, and billing to Blockchain. Moreover, new busi-
ness opportunities would be other incentives for MNOs to bring new solutions to
serve more users, develop innovative ideas in collaboration with other entities, etc.
Service providers, vendors, and connectivity providers can either outsource
different functionality (e.g., authentication and access control, identity management,
billing) to a distributed system or provide these services (plus connectivity) in the
cellular network market and profit from its revenue. Furthermore, decreasing the I'T
procedure and management costs in the businesses would lead to providing novel and
innovative services/products for the user (i.e., the enterprises can invest their assets
in novel products and services). The users would experience broader coverage in
their geographical area. Furthermore, the market makes it possible for providers to
introduce more competitive services with competitive prices. So, the users can freely
choose the service which is more satisfactory for them.

Apart from the incentives provided by the proposed architecture, we conclude that
this method can address the majority of derived requirements. Indeed, there are
several limitations that we will discuss on them in the next sections. In summary,
the proposed distributed core network architecture can, fully or partially, address the
requirements as follows:

R1 handling different functionalities such as core network functions, contract man-
agement in the scale of businesses, managing the collaboration between entities,
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R2

R3

R4

R5

R6

billing procedure, etc., and collaboration/contract management using smart
contracts can increase automation in the system while decreasing the manual
process time.

Blockchain and smart contracts provide non-repudiation, execute consensus
procedures, and provide transparency in the validation of the requests. Us-
ing these features, this technology brings trust between entities in distrustful
environments.

Migrating functionalities of the core network that are currently handled by a
central authority to the Blockchain, brings decentralization of authority and
operation to the ecosystem. So, the system availability is expected to be higher
as well.

The proposed method provides the opportunity for collaboration between an
unlimited number of collaborators. Regarding the increasing number of users,
the Blockchain scalability issue comes up. In the lab scale, the scalability
of the system regarding the number of users is not visible, but for real-world
implementation, some discussions are provided in the next section. this problem
s not an issue

In different entities of the proposed system such as authentication procedure,
access control, identity management, and storing the user’s identity in the sys-
tem.

The complete scenario of the proposed method which migrates the network
functions to Blockchain-based systems is a clean-slate proposal for the beyond
5G which is not compliant with the 3GPP standard. However, there are other
standard-compliant scenarios to benefit from Blockchain technology in the cur-
rent cellular networks.

To introduce a multi-actor collaborative mobile connectivity system, this work brings

several contributions such as 1) providing a comprehensive study of the existing chal-

lenges in current cellular networks and the Blockchain’s role in addressing the chal-

lenges, 2) proposing a novel Blockchain-based architecture to introduce a multi-actor

collaboration system among different actors of cellular network ecosystem,

and 3) proposing a new user profile management and mobile number and profile

porting solution to introduce a multi-actor collaboration system among MNOs

and authorization bodies.
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To evaluate the proposed architecture, we assessed the scalability and storage require-
ments of different network functions in several scenarios. The evaluation indicates
that the proposed method is scalable in the scale of our experiments. Moreover, the
security analysis is also provided to explain how the proposed method and function
are able to resist different network or Blockchain-based attacks.

Indeed, the real-world implementation of the proposed architecture needs the
answers to the following questions rather than technological issues: First, it should be
defined 1) Who are the owners of the Blockchain? In other words, who is responsible
for governing the Blockchain, its rules, incentives, etc.? 2) Which entities participate
in securing the Blockchain, including storing the ledger, validating the transactions,
and participating in the consensus procedure? 3) How the trust among MNOs,
external entities, and users would be addressed?

The main actors of the proposed system are users, MNO, nOs, connectivity providers,
and service providers. In the proposed method the underlying Blockchain can be im-
plemented as a consortium among actors except for the users. Since, the users’
processing powers, storage, and resources are limited, their participation in the con-
sensus, not only can be inefficient but also provide new attack vectors and security
breaches. The Blockchain’s configuration and requirements can be shaped based on
the local regulatory rules(in the territory of the country), service needs, par-
ticipants’ requirements, and the trust level between entities. So, we propose to have
the following setting for real-world implementation. The Blockchain itself should
be a consortium among MNO and external entities, but some smart contracts such
as SCgup, SCap, SCong, and SCs,;, that has the role of regulation and connection
management, should be deployed and owned by the MNO.

For the second question, as the Blockchain is a consortium among MNO and external
entities, they are the entities who participate in consensus and keep the latest version
of the ledger. Note that, the storage and scalability problem of this approach is
discussed in the following subsections.

Regarding trust in the system, all external entities are registered in the system and
identified by the MNO. So, we can claim that a minimal level of trust exists in the
ecosystem. Moreover, regarding the trust between the proposed architecture and the
user, all subscription, registration, and handover procedures are handled by smart
contracts as a distributed trusted party.

The following chapter aims to provide several discussions on the limitations of the
method regarding the intrinsic problems of the Blockchain and the solutions to ad-
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dress these limitations. Moreover, we will provide some proposals for future direc-
tions.

9.2 Limitations and Discussions

9.2.1 System scalability

As explained in [238], Blockchain has a trilemma of features named Scalability, Secu-
rity, and Decentralization, which can not be entirely delivered altogether. Due to the
significance of all three parameters in the cellular network use case and knowing that
security and decentralization are provided in the proposed architecture, scalability is
the third parameter that needs to be addressed.

The main goal of increasing the scalability is to provide higher throughput while
growing the number of concurrent transactions. Generally, there are two main di-
mensions of Blockchain scalability, namely horizontal and vertical [239]. Horizontal
scalability refers to the capability of Blockchain to increase the throughput (or at least
not to degrade it) by adding new nodes, while vertical scalability aims to enhance
the capabilities of participating nodes to achieve higher throughput [240]. The first
dimension is highly dependent on the consensus model, so we avoid discussing that.
To address the vertical scalability of the Blockchain, we propose two approaches:

— Designing a tailor-made Blockchain for cellular network: It would be inter-
esting and encouraging for the Blockchain community researchers to design a
Blockchain with specific consensus models, block sizes, transaction fees, block
times, incentives, and other specifications to make it possible validating the
higher number of transactions in a given time. This solution can be beneficial
to address the needs of all parties in the cellular network ecosystem.

— Chain sharding: Although the aforementioned solution is beneficial in several
aspects, it needs lots of research and proof before application. For instance,
providing high reliability and security of a novel consensus model is not straight-
forward and needs very precise analysis. Another novel solution in this regard
is sharding the chain horizontally to distribute the transaction loads among
shards [241]. After the validation of transactions in the shards and generating
the blocks, a smart contract would be utilized to merge the shard blocks to
the main chain [56]. This solution increases the throughput and decreases the
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storage usage even by using the pre-examined and approved consensus models
such as PoS, PBFT, etc. Several sharding solutions are recently proposed that
state the feasibility of this method. For instance, RapidChain [242] increased
the throughput to 73807pS in comparison with 15— 20 in Ethereum with 4000
participating nodes and 250 shards. Another solution is proposed by Dang et
al. |243] that reaches 30007'pS. Finally, Meepo [244] is a sharded consortium
Blockchain that reaches 120,0007pS. These statistics state that sharding is
a promising solution to increase the scalability [245] to an acceptable level for
cellular network needs.

— Another improvement in latency and scalability can be done by separating low
latency and high throughput networks among Blockchain entities to support the
high connectivity and decrease the bandwidth overhead. This relay
network can be used to update the ledger with the minimum delay and conse-
quently, increase the system throughput. For instance, FIBRE is a real-world
example of a block relay network.

9.2.2 System Storage requirement

Although it provides many unprecedented opportunities, Blockchain technology needs
a huge amount of storage in its full nodes to keep the updated ledger and provide
security. Currently, the proposed method generates one to three transactions that
are all stored in full-node storage. So, to address the storage complexity defect of
Blockchain, the following solutions can be applied:

— Chain sharding: Rather than its benefits for scalability (See the section 9.2.1),
chain sharding can be highly beneficial in case of storage requirements. In this
technique, each shard functions independently of the other shards (i.e., it has its
own block validator, number of input transactions, and storage requirements).
So, in each shard, the participating nodes are required to keep the transactions
of their own shard, which can decrease the storage complexity. For instance,
Rapidchain [242] can decrease the storage usage by 16 times in comparison with
non-sharded chains.

— Optimize the number of transactions and store their content in cloud-based
external storage (and store their access URL in Blockchain) in the future steps.
So, the transaction number and their size in the Blockchain would be reduced,
which results in decreasing the overall required repository.
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However, in the proposed system, using IPFS to store the non-transaction data out-
side of the Blockchain environment, can decrease the storage requirement.

9.2.3 Compatibility with legacy systems

As shown in Fig. 7.1, among three possibilities of system implementation, Fig. 7.1
(b) is the fully distributed solution which indeed, is not fully compatible with the
existing architecture. However, several software changes can make its implementation
feasible. For instance, the hardware and software of the RAN part of the system
remain intact (including the Central Unit (CU) and Distributed Unit (DU) entities
in the Cloud-RAN architecture [246]). So, there is no need to change in RAN part.
The only requirement is to design a gateway to send the requests to the Blockchain
(similar to Fig. 7.1 (a)), instead of the existing core network. In this case, the
new architecture can function along with the existing cellular networks (to support,
e.g., collaboration among different technologies and providing real-time emergency
connections in which using the Blockchain is not suitable). The most compatible
implementation of the method is Fig. 7.1 (¢) in which many functionalities of the
core network and RAN remain intact.

Moreover, it is important to mention that the new model’s standardization needs to
be considered for next-generation networks by the standardization bodies. However,
in this work, the building blocks of the open cellular network are provided in a high-
level abstract and based on market/enterprise needs, update capacity, and use cases
it is possible to use different implementation scenarios for full or partial deployment
of the architecture.

9.3 Future directions

Following some future directions are listed to improve the proposed method, add new
features, and provide a more comprehensive solution:

— Network function migration: This work proposes a distributed architec-
ture for the core network and its network functions. Progressively migrating
different functionalities of existing open-source private cellular networks (e.g.,
OpenAirlnterface, Magma, etc.) is proposed for the first step in the future.
Indeed, in order to be compliant with the standard, full implementation of the
method is not possible for time being.
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— Designing a tailor-made Blockchain for multi-actor cellular network
system can be highly beneficial to provide the requirements of this ecosystem
such as low latency in consensus procedure, scalability, and storage efficiency.
Indeed to address these requirements, the previously mentioned solutions such
as chain sharding, off-chain storage, etc. would be highly useful.

9.4 Last words

I wish to end the chapter by providing a short non-technical description of my research
design about how we reached this idea from the beginning of the work.

The starting point of this work was to find a new solution for authentication and
access control in the cellular network which can address the existing problems and
provide a new business model in this ecosystem. After investigating this subject,
we found some challenges, in the existing ecosystem which could be addressed by
Blockchain technology. Indeed, at that time, and for the application layers’ use cases,
the requirements of the system were different (e.g., latency was not a concern). So,
we proposed the idea of "service provisioning in cellular networks using Blockchain
technology".

While investigating more Blockchain-based access control methods, their opportu-
nities, the requirements of the next-generation networks, the new types of private
cellular networks, etc. we reached the point that collaboration is critical in next-
generation networks and it is vital to provide proper services based on the require-
ments of the use-cases. So, we noticed that the Blockchain’s opportunities can be
extended to the other connection functionalities of the cellular networks So, we pro-
posed the idea of "designing the over architecture for the mobile network operators
beyond 5G".

While working on this subject, and trying to provide a solution for subscriber man-
agement in the cellular network, we found another use case regarding the management
of the user’s profile in MNOs (i.e., the idea of mobile number portability) that can be
improved to not only port the user’s phone number but also since the user’s identity
can be securely shared among MNOs, the users profile is also can be ported. Thus,
we ended up proposing the idea of "mobile number and profile porting beyond 5G".
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Appendix A

Comparison of consensus
models

The aforementioned consensus models are listed and compared in Table A.1, based
on the following parameters:

— BFT: The maximum tolerable rate of Byzantine nodes in the system [51,247];
— Scalability: The system’s ability to tolerate increasing numbers of nodes [248|;

— Throughput/ transaction rate: The average number of transactions validated
in one second [247];

— Recourse consumption: The amunt of resources needed for a method’s operation
[65,69]; and

— Recourse type: The types of resources needed to run each method by a specific
node (e.g., computational power, reputation, stake).
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Comparison of DLT-based
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Appendix

User experienced latency

In this chapter, we provide the user experience latency for the service provisioning
scenario in which the user’s access to the service and payment is done in smart
contracts (see Fig. 6.6 and Fig. 6.7).

User’s experienced latency of the proposed method for private use cases is provided
in Figure D.1 regarding the different scenarios and the aforementioned performance
indicators. Each bar in the figure indicates how the user experienced latency is
decomposed to different times (i.e., Tpet, Taapp: Ln)-

Note that, the utilized configuration for this analysis is applicable in private or semi-
private use cases when one/several companies govern the Blockchain and have the
right to participate in consensus procedure and write into the Blockchain. What is
special in this kind of use-cases is the level of security requirement (i.e., to protect
the system against the intrinsic attacks of Blockchain, such as 51% attack [?]) in
the system. Since in these use cases, the participating nodes are already authen-
ticated and are known in the system, there is a minimum level of trust (i.e., the
simple consensus procedure is sufficient for these networks). To simulate the simple
consensus procedure, we opt for a minimum value for the block time which defines
the complexity of the consensus procedure. As is shown in Figure D.1, the latency of
function execution (i.e., the average of 10 times of function execution) to provide the
user’s access to the system is very low compared to the network and DApp latency.
Moreover, the user’s experienced latency for the access control procedure is around 3s
which is well comparable with the existing centralized systems. Another important
point to mention is the real latency of the DApp, which has a significant impact on
the user’s real experience time. Hence, in the real implementation of our method,
many of the extra procedures in the DApp do not need to be executed. As a result,
the value of T}, can significantly decrease.

Figure D.2 provides the performance analysis for public use cases, in which the
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Blockchain governance is not in the hands of several organizations, and every micro
business or even users can use it as well. Under this scenario, we cannot assume any
trust level. The actors need to protect the system against Blockchain attacks [235],
by enforcing some more complex and secure consensus procedures. To simulate a
complex consensus procedure, we choose the block time as 5 s that is near to public
networks. As is shown in Figure D.1, in this case, the latency of function execution
to provide the user’s access to the system is a very high portion of the user’s real
experienced latency. To have a more secure network, we assume that the nodes of
the network can update their ledger after two or three block time. Hence, when
we select block time as 5s, the minimum time by which the user can see the result
of her transaction is 3 x BlockTime which in our case (i.e., in Ethereum with PoW
consensus model) it is 15s. Indeed, this latency is higher than the expectation of the
user and the experienced latency in centralized systems.
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Figure D.1: The user experienced latency of the system for the private or consortium
*dlt use-case, with low-security and high throughput requirements. Each bar in the figure
represents the latency experienced by the user, and it is made up of Network latency (Ter),
DApp latency (Tyqpp), and Transaction validation latency (1y,).
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Résumé : Les Opérateurs de Réseaux Mobiles
(ORM) fournissent a chaque instant de la connecti-
vité a des milliards d'utilisateurs, en se basant sur
des architectures centralisées dont certains des prin-
cipes fondateurs ont été congus en standardisation
dans les 1980 et 1990. Cela a des impacts sur les
colts de mutualisation, ainsi que sur la consomma-
tion d’énergie et 'impact environnemental. Cela com-
plexifie également la mise en place de modeles d’af-
faire plus collaboratifs avec d’autres fournisseurs. De
plus, la complexité des réseaux 5G et au-dela de
la 5G peut dépasser la capacité d'un ORM a gérer
le co(t et la complexité de la connexion pour un
grand nombre d’éléments interconnectés. Enfin, de
par leur centralisation, les architectures ORM exis-
tantes peuvent étre sujettes a des risques techniques
et a des vulnérabilités. Bien que les systemes actuels
soient fonctionnels et performants, une étude de prin-
cipes d’architecture alternatifs, basés sur les acquis
des systemes distribués, semble importante a réaliser
dans la perspective de l'apres 5G est de la 6G.
C’est I'objet de ce travail doctoral. Relever ces défis
n‘est pas une démarche simple. Cependant, nous
croyons qu’il y a un intérét a proposer au sein de la

communauté de la recherche en télécommunications
une approche nouvelle, en repartant des besoins
et non des architectures existantes. Premierement,
nous proposons une étude approfondie des défis exis-
tant dans les réseaux cellulaires actuels concernant
les aspects commerciaux et de collaboration. Les
résultats de cette étude nous ont amenés a proposer
deux contributions principales. Notre premiere contri-
bution concerne la coopération entre les différents ac-
teurs de I'écosysteme des réseaux cellulaires. Notre
deuxiéme contribution concerne la collaboration entre
ORM pour la gestion des identités et des profils.
Les résultats de I'évaluation montrent que le systéme
est suffisamment évolutif en termes de nombre d’ac-
teurs et de collaborateurs, et gu’en fonction des exi-
gences du réseau, ses performances et son niveau de
sécurité sont réglables. De plus, 'analyse de sécurité
montre que le systeme est résilient aux fils conduc-
teurs de communication courants. Enfin, les obstacles
et les limites de la mise en ceuvre réelle de la nou-
velle architecture en termes de latence, d'évolutivité,
de standardisation, d’exigences de stockage et d’inci-
tations pour les différentes parties sont discutés.

Title : A novel Blockchain-based Architecture for Mobile Network Operators: Beyond 5G
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Abstract : Mobile Network Operators (MNOs) pro-
vide connectivity to billions of users at all times, ba-
sed on centralized architectures, some of whose foun-
ding principles were designed as standardization in
the 1980s and 1990s. This has impacts on mutualiza-
tion costs, as well as on energy consumption and en-
vironmental impact. This also complicates the imple-
mentation of more collaborative business models with
other providers, or even with business customers. Mo-
reover, the complexity of 5G and beyond 5G networks
may surpass the capability of one MNO to manage the
cost and the complexity of connection. Finally, due to
their centralization, existing MNO architectures can be
subject to technical risks and vulnerabilities. Although
the current systems are functional and efficient, a
study of alternative architecture principles, based on
the achievements of distributed systems, seems im-
portant to carry out in the perspective of after 5G and
6G. This is the subject of this doctoral work. Addres-
sing these challenges is not a straightforward journey.
However, we believe that there is an interest in pro-

posing within the telecommunications research com-
munity a new approach, starting from needs and not
from existing architectures. First, we propose a com-
prehensive study of the challenges existing in current
cellular networks regarding the business and colla-
boration aspects The results of this study led us to
propose two main contributions. Our first contribution
concerns the cooperation between the different actors
of the cellular network ecosystem. Our second contri-
bution concerns the collaboration between MNOs for
the management of identities and profiles. The eva-
luation results show that the system is scalable en-
ough regarding the number of actors and collabora-
tors, and based on the network requirements, its per-
formance and security level are adjustable. Moreover,
security analysis shows that the system is resilient
against common threads for communication. Finally,
the obstacles and limitations of real-world implemen-
tation of the novel architecture regarding latency, sca-
lability, standardization, storage requirements, and in-
centives for different parties are discussed.

Institut Polytechnique de Paris
91120 Palaiseau, France

TU
61\ T

LYT
<0 Ecxy

4 ™
$ 3p0

@
DE Pp



