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The security, safety and efficiency of the international supply chain are of central importance for the governments, for their financial and economic interests and for the security of its residents. In this regard, the society faces multiple threats, such as illicit traffic of drugs, arms and other contraband, as well as counterfeiting and commercial fraud. For countering (detecting, preventing, investigating and mitigating) such threats, the role of customs arises as the gatekeepers of international trade and the main actor in securing the international supply chain. Customs intervene in all stages along the routing of cargo; all transactions leaving or entering the country must be processed by the custom agencies. In such an environment, customs become an integral thread within the supply chain. We adopt this point of view, with a particular focus on customs operations and, in order to underline this focus, we refer to this analysis as "customs supply chain". In this thesis, we firstly set up the concept of customs supply chain, identify the actors and structural links between them, then establish the process mapping, integration approach and performance model. Secondly, we develop a new approach for managing risks in customs supply chain based on qualitative analysis. Such an approach leads to identify the risk classes as well as recommend best possible solutions to reduce the risk level. Our approach is applied in Moroccan customs by considering the criticality as a risk indicator. In a first time we use Failure Modes Effects Criticality Analysis (FMECA) and Cross Activity Based Costing (ABC) Method and priority weight; in the second time we use Analytic Hierarchy Process (AHP) and Fuzzy AHP (i.e., risk assessment under uncertainty); then a benchmarking of the two indicators is conducted in order to examine the effectiveness of the obtained results. Finally, we develop stochastic models for risk time series that address the most important challenge of risk modeling in the customs context: Seasonality.

To be more specific, we propose on the one hand, models based on uncertainty quantification to describe monthly components. The different models are fitted using Moment Matching method to the time series of seized quantities of the illicit traffic on five sites. On the other hand, Hidden Markov Models which are fitted using the EM-algorithm on the same observation sequences. We show that these models allow to accurately handle and describe the seasonal components of risk time series in customs context. It is also shown that the fitted models can be easily interpreted and provide a good description of important properties of the data such as the second-order structure and Probability Density Function (PDFs) per season per site.

iii Résumé--La sécurité, la sûreté et l'efficacité de la chaîne logistique internationale revêtent une importance capitale pour le gouvernement, pour ses intérêts financiers et économiques et pour la sécurité de ses résidents. À cet égard, la société est confrontée à des multiples menaces, telles que le trafic illicite de drogues, d'armes ou autre type de contrebande, ainsi que la contrefaçon et la fraude commerciale. Pour contrer (détecter, prévenir, enquêter et atténuer) ces menaces, le rôle des douanes se pose en tant que gardiens du commerce international et acteurs principaux de la sécurisation de la chaîne logistique internationale. Les douanes interviennent à tous les stades de l'acheminement des marchandises ; toutes les transactions en provenance ou à destination des pays doivent être traitées par leurs services douaniers. Dans un tel environnement, les douanes deviennent un élément essentiel de la chaîne logistique. Nous adoptons ce point de vue, avec un accent particulier sur les opérations douanières et, pour souligner cet objectif, nous appelons cette analyse "chaîne logistique douanière". Dans cette thèse, nous avons tout d'abord mis en place le concept de chaîne logistique douanière, en identifiant les acteurs et les liens structurels entre eux, puis en établissant la cartographie des processus, l'approche d'intégration et le modèle de mesure de performance du concept proposé. Deuxièmement, nous développons une nouvelle approche de gestion de risques dans la chaîne logistique douanière basée sur une approche qualitative. Une telle approche conduit à identifier les classes de risques et à recommander les meilleures solutions afin de réduire le niveau de risque. Notre approche est appliquée dans la douane Marocaine en considérant la criticité comme un indicateur de risque en premier temps, en appliquant la méthode AMDEC (Analyse des modes de défaillance, de leurs effets et de leur criticité) et la méthode ABC croisée et le poids prioritaire en deuxième temps, en utilisant la méthode AHP (Analytic Hierarchy Process) et la méthode AHP floue (c.-à-d. Évaluation de risques sous incertitude); puis une analyse comparative des deux indicateurs est effectuée afin d'examiner l'efficacité des résultats obtenus. Enfin, nous développons des modèles stochastiques pour les séries chronologiques de risques qui abordent le défi le plus important de la modélisation de risques dans le contexte douanier : la Saisonnalité. Plus précisément, nous proposons d'une part des modèles basés sur la quantification des incertitudes pour décrire les comportements mensuels. Les différents modèles sont ajustés en utilisant la méthode de coïncidence des moments sur des séries temporelles de quantités saisies du trafic illicite dans cinq sites. D'autre part, des modèles de Markov cachés sont ajustés à l'aide de l'algorithme EM sur les mêmes séquences d'observations. Nous montrons que nos modèles permettent avec précision de gérer et de décrire les composantes saisonnières des séries chronologiques de iv risques dans le contexte douanier. On montre également que les modèles ajustés sont interprétables et fournissent une bonne description des propriétés importantes des données, telles que la structure du second ordre et les densités de probabilité par saison et par site. Quantity seized of smuggling of drugs in kg (y-axis) at site S1 consists of 100 years of data, with a data every month…………………………………………………………... 1.1.
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A.1. Typical tasks and responsibilities of border control agencies (inter-process integration).. A. 

Introduction

This thesis explores a new concept "customs supply chain" and establishes its functional, structural and operational aspects, develops a new approach of risk management of the movement of goods through the international supply chain with a rigorous assessment of risk to support decision making in terms of security, safety and efficiency, as well as novel stochastic models for risk time series in customs context. Similarly, to traditional risk analysis, we build models to analyze and describe the time evolution of risk time series. What distinguish us from the previous work is building models based on seasonality without pre-processing of the data to get the stationarity. We develop in first time a model-based on polynomial expansion and Hidden Markov Models; in a second time and in two different situations we use nonstationary time series to handle seasonal fluctuations of seized quantity of illicit traffic along cargo routing. This introduction describes the context, motivations, objectives and contributions of our thesis. The organization of the thesis is also outlined in the last part of this introduction.

Main topics, objectives and preliminaries

The topic of this thesis is within the framework of the security of territory, which is one of the priority programs in our country. Customs supply chain, like any other supply chain, is considered as a complex system due not only to the large number of actors (customs, businesses, companies categorized, freight forwarders, individuals, etc.), but also due to their structural links and interactions between them. Therefore, this system is faced with multiple threats.

Risks such as illegal imports or exports of arms, drugs and other contraband, illegal border crossing, as well as counterfeiting and scams in declaration of goods, and illegal traffic of dangerous goods highlighted the vulnerability of the customs authorities. Indeed, the economic, political and social consequences of these threats falls far beyond the borders of the affected countries. Risks in customs context can sometimes be caused by minor events amplified by faults of the organization which is increasingly complex, as well as by the limited visibility and knowledge possessed by each of the actors in this ecosystem due to the lack of tools to aid their understanding and sharing of information. For countering such risks (detecting, preventing, investigating and mitigating), the authorities (customs, border guard, law enforcement) need to be supported by an effective risk management approach.

Effective risk management in the customs supply chain is crucial to ensuring the security of residents and the protection of the financial and economic interests of countries, while facilitating legitimate trade. Risk management of the movement of goods through the customs supply chain requires identifying, evaluating and analyzing the full range of largely diverse threats and risks associated with goods and their movements. It starts with the identification, by the custom authorities themselves, of the most serious risks, so that necessary controls are carried out at the most appropriate time and place. Many methods of risk management currently exist for the study of physical systems or industrial processes. However, in the context of supply chain, risk management is a more recent topic and the proposed solutions are not yet able to meet the various characteristics of these organizations.

The aim of this research is to meet that need to support analysis and decision making in customs supply chain risk management. The goal is to provide support during the various phases of the risk analysis, to identify the threats until the quantification of selected scenarios. We will provide solutions in terms of knowledge sharing on the chain, in terms of evaluation of the policies, management and assessment of various sets of risks. To achieve this, the main restraint track is the development of stochastic models of risk time series, based on the parameters, criteria of risk analysis, and pre-established risk classes.

Several steps are expected during this work. The first is the establishment of various studies and classifications of concepts to handle in the whole subject. So, we have to formalize and ensure consistency between the concepts and elements that take part in risk modeling in customs. This not only will include in particular all the elements necessary for risk modeling as characterization of the context, identification of risk indicator and profile, but also the development of risk management policy. Hence, our collaboration with Moroccan Customs provided valuable input to start. A risk mapping was performed with experts from Moroccan customs. Such a map gave birth to a first detailed description and analysis of security issues related to the various threats and risks associated with goods and their movements at national, regional and international levels.

In a second step, this risk map is coupled with solutions to assess and prioritize different risk scenarios identified in customs context. From this point of view, three qualitative risk assessment method are considered, namely: FMECA analysis, Cross ABC and AHP method.

Some limitations are detected in the risk assessment step, which are essentially about the discreteness of the rating scale used which cannot handle the uncertainty and ambiguity present in deciding the preferences of different attributes as well as the high degree of the judgment subjectivity which furnished a model highly dependent on the knowledge and expertise of assessors. Then, a risk assessment model based on Fuzzy AHP is proposed which leads with accuracy to the identification and extraction of the key critical risks.

In the third step, stochastic models for risk time series on monthly scale are developed. A particular necessity for this study was the need to generate realistic risk time series at different risk sites, with the aim of assessing various statistical quantities related to seasonal components of seized quantities of illicit traffic on the five sites. Hereafter, we focus on particular time series of risks with a combination of three seasons, namely, high, medium and low season. These time series, that are shown in Figure 0.1, are generated by simulation. Such a simulation consists in 100 years of data, with monthly seized quantities which correspond to 1200 observations; the quantities are in kilograms (kg). More generally, the proposed models have many other applications; for instance, they can be used to compute the threshold probability of risk per season per site, which will be used to develop the probabilistic approach of risk management in customs context. Our stochastic model represents an extension of the traditional models in terms of addressing the seasonality.

A common approach for treating seasonality in stochastic modeling consists in blocking the data by short time periods, typically one month or one season depending on the amount of data available, and then assuming that the changes due to the season can be neglected on this time period (i.e., the stationarity is achieved per season). Such an approach is applied to fit our first stochastic model based on polynomial expansion using moment matching method.

As second model we propose to use a Hidden Markov Model. This family of models is different to the ones previously mentioned. A HMM is characterized by two dependent processes: (a)

An observed process that is generated by the same set of random functions of the first model, but each of them is associated with its respective hidden/unobserved state; (b) A hidden process that is generated according to a finite first order Markov chain. The different HMMs are fitted using the EM-algorithm to continuous time series of monthly seized quantities of illicit traffic.

We aggregate the observed data to obtain a certain number of classes (we did it for five classes of observation). These classes will represent the state space of the observed process; then a discrete-time HMM is reached. It is shown that our both extended stochastic models allow a good description of the observed seasonal fluctuations of risk time series in customs supply chain, although they are still underestimated in some sites.

Contributions of the thesis

This thesis is an interdisciplinary work that combines logistics engineering and mathematical modeling. Techniques from both areas are inter-weaved. The major contributions are:

1) This thesis provides a simplified view of the concept of "Customs Supply Chain" that can be used to guide future researchers and practitioners to gain an overview or understanding of the field. The study anchors its explanation of customs supply chain with the aid of a newly-proposed framework that illustrates the different components within the customs environment as well as the relationships between them. It is derived from definitions in the field of logistics and supply chain, as well as from previouslydefined categorizations of SCM.

2) We explore: (a) the effect of supply chain mapping on supply chain integration and supply chain performance measurement; (b) the effect of the supply chain integration on process mapping and performance measurement; (c) the direct effect of supply chain performance measurement on integration and process mapping. This study additionally examines the effect of each proposed relationship on the performance of supply chain in the whole (see Figure 1.4) and applies these findings to customs context. A customs performance can be described as a function of process mapping, integration and performance measurement:

Customs supply chain performance = f (process mapping, integration and performance measurement)

3) We develop process mapping of customs supply chain in order to visualize the sequence of tasks and operations, actors' interactions and flows exchanged and shared (see Figures 1. 7.a, 1.7.b and 1.7. c).

4)

We develop a conceptual model of integration in customs context. It introduces a unique theoretical stand point, i.e., process theory and stakeholders' theory to identify the drivers of integration practices and examine their effects on customs supply chain performance (see Figure.1.8).

5) This thesis proposes a performance model of customs supply chain on the basis of process mapping and integration (see Figure .1.9). Here, performance of customs supply chain implies how much the chain is responsive to the needs of the effectiveness and quality of process. The framework provides a support tool to decision makers in analyzing the parameters affecting process integration and seamlessness of flows in customs supply chain. The case of French customs is used as a research illustration to underline the theoretical findings set out, that is to say to show how the performance of the customs supply chain can be measured based on processes and how the performance can be achieved using the proposed combination of process mapping and integration.

6) Based on the derived impact relationship among: process mapping, integration and measurement in supply chain (i.e., verified by literature), we propose the following hypotheses:

H . Customs supply chain mapping, "Process model", positively affects the customs process integration.

H . Customs supply chain mapping, "Process model", influences the performance measurement (i.e.; selection of performance indicators).

H . Customs supply chain mapping, "Process model", augments the effect of customs performance.

H . The integration affects the customs process mapping, i.e., each process must be managed according to integration perspectives and linked simultaneously with other processes.

H . The integration of system processes strengthens the customs performance.

H . The integration augments the effect of performance measurement, e.g., the variables of integration could be considered as performance indicators.

H . The choice of performance indicators influences the effectiveness of performance approach.

H . Customs supply chain performance measurement influences the process mapping (i.e., monitoring the chain helps to restructure its organization by focusing on the level of achieved improvement).

H . Customs supply chain performance measurement impacts the effect of customs integration (i.e., monitoring the chain helps to quantify the level of integration).

To validate our proposed hypotheses with the data, we have developed survey questionnaires with measurement items drawn from the previous literature (the survey items are shown in Appendix A and Tables A.2-A5.

7) This thesis develops a novel approach for managing risks in customs supply chain based on qualitative analysis (cf. Figure 2.2). Our approach leads to identify the risk classes as well as recommend best possible solutions to reduce the risk level.

8) We develop a risk mapping for customs supply chain with detailed description and analysis of security issues related to the diverse threats and risks associated with goods

and their movements at national, regional and international levels (see Appendix B, .

(. )

To follow the seasonal evolution of the risks, the states are numbered according to the seasons of the time series Y.

13) Using the derivation by Dirac approximation, we derivate the CDF of the quantity of smuggling of drugs per season per site to identify the Probability Density Function (PDF)

of the same quantity per season per site which let to compare the two proposed stochastic models for risk time series in customs context.

14) Using our developed stochastic models to compute the threshold probability of risk per season per site, we develop the probabilistic approach of risk management based on seasonality in customs. This is one of the first developments of probabilistic approaches of risk management in the context of customs.

15) There are few applications of Hidden Markov Models (HMMs) with a combination of Gaussian distributions in the time dependent sequence data. This is one of the first large scale applications to risk time series.

16)

We develop HMMs to describe the risk time series in customs supply chain context. We discus an extension where the Hidden Markov Chain is non-stationary to deal with seasonal fluctuations of illicit traffic. 17) Based on simulation techniques, we develop a stochastic risk generator. The proposed stochastic risk generator has many risk forecasting applications since it can be used to generate synthetic time series of unlimited length for a risk site with historical data and of divers' time scales which are present in risk time series in customs (i.e., from daily to interannual components); in this thesis we focus on monthly components.

18) As a result of fitting the HMM, the risk quantity per season per site is estimated per fractions of undetected illicit traffic. The objective was to estimate the total risk quantity per season per site, that is not possible to be directly estimated from our HMMs. Using the Gaussian mixture model formed by the risk quantity per fractions of undetected illicit traffic per season (i.e., per hidden states of HMM) enables the identification and extraction of the three seasonal components of the total quantity of risk time series in the five risk sites.

19) We show that our proposed risk models allow to handle and describe accurately the seasonal components of risk time series in customs context. It is also shown that the fitted models are interpretable and provide a good description of important properties of the data such as the second-order structure and Probability Density Function (PDFs) per season per site. 20) Finally, a controller/ forecaster based on a Hidden Markov Model with the parameters θ = (, P, R) calibrated for the behavior of the seasonal components/site characteristics/ risk criteria reduces the probability of risk and improves the risk management approach, then ameliorate the security issues in customs supply chain.

Thesis organization

This thesis is organized as follows: Chapter 1 provides a review of the literature on supply chain management, performance, process categorization, integration and performance measurement; then it is introduced the concept of "customs supply chain" as being the context where our study will take place. Later, we present the proposed process mapping, conceptual integration framework and performance model for customs supply chain.

Chapter 2 presents firstly a review of the concept of risk management from a three-tiered perspective: (a) the broadest context, (b) the context of the supply chain, and (c) the context of Customs. Secondly, we explore our proposed risk management approach based on qualitative assessment. As an input, we identify risk scenarios and quantifies the level of risk using the criticality or relative weight as an indicator. And as an output, our approach provides a list of most critical risks as well as some target mitigation actions. Owing to its flexibility, our proposed approach is the best tool to support the decision-making process especially in the implementation of measures necessary to treat vulnerabilities in CSC. Thirdly, we discuss the derivative of the proposed risk management approach based on FMECA methodology.

Fourthly, we investigate the approach based on Cross ABC method. Fifthly, we present the proposed approach based on AHP analysis. The results given by implementing the previous approaches in Moroccan customs supply chain as a case study are compared and analyzed.

In Chapter 3, the risk assessment concept is investigated through the literature. Then, the proposed Extended Fuzzy AHP Model to assess the risk in customs context is presented. Later, the complete application of the Extended Fuzzy AHP model in Moroccan customs is analyzed.

It is shown that such a model may solve the problem of the discreteness of the rating scale used and subjectivity of judgment in the qualitative methods of evaluation used in Chapter 2.

In Chapter 4, a model-based on Uncertainty Quantification (UQ) is proposed to describe risk time series in customs supply chain context. We first introduce the Hilbertian approach related to representation of random variables and address this kind of approximation and its application in UQ. Then, an extension of this model is proposed to handle the seasonal component of illicit traffic time series in five sites of risk detection. We block the time series by season, in order to get the stationarity per season, and fit a separate polynomial expansion using moment matching method. These seasonal models are validated by checking their ability to estimate the mean and variance of each risk per season per site compared to real mean and variance.

Then Chapter 5 introduces general form of HMMs applied to time series. We explore an extension of this kind of model where the hidden Markov chain is non-stationary in order to deal with the seasonality of risk time series in customs. We organize the observed data to obtain a certain number of clusters (we consider 5 clusters); these clusters will represent the state space of the observed process, in order to obtain a finite HMMs. Then these different models are fitted using the EM algorithm. Later, a Gaussian mixture model formed by the risk quantity per fractions of undetected illicit traffic per season per site (i.e., per hidden states of HMM) enables to identify and extract the three seasonal components of the total quantity of risk time series in the five risk sites Note that otherwise it is not possible to estimate these components directly from our HMMs. It is shown that the two proposed stochastic models allow a good description of the observed seasonal fluctuation of risk time series in customs, although they are still underestimated in some sites. One possible explanation may be the existence of interannual variations which are neglected in our study.

Chapter 6 concludes the thesis. Future work and possible improvements of our models are also included in Chapter 6.

The import and export processes are supported by a range of operational activities including customs crossing, inventory management and shipment process. Customs logistics encompasses the process of handling physical flows (e.g. cargo) and the associated information and financial flows, from the planning of the export order to import customs clearance and financial process. A high-performing supply chain may realize improved outcomes (e.g. cheaper, in time and quality shipment service while ensuring adequate compliance and regulatory control over the traffic) and greater efficiency. Logistics managers need to identify opportunities to improve the logistics processes to integrate and improve process efficiency.

However, improving the logistic' processes in this context, involves the identification, comprehension and analysis of the customs' operations, id est, examining the supply chain that includes customs. We adopt this point of view, with a particular focus on customs operations and, in order to underline this focus, we refer to this analysis as "customs supply chain".

Measuring its performance is fundamental to identify and address deficiencies and possible improvements. So that this analysis provides an input to managerial decision-making. The aim of this article is to propose a process-based model to map and analyze the "customs supply chain" as well as a performance measurement framework to investigate and quantify the effectiveness of the global chain. The research results indicate that an enhancement in the customs supply chain performance is conditioned by an effective definition and integration of processes and a good choice of performance indicators, within a context involving diverse groups of stakeholders with conflicting interests. This research provides meaningful insights for academics and practitioners by filling an important gap in the literature and establishing the positive impact of processes' maturity in order to achieve supply chain effectiveness.

Introduction

In recent times, the international trading perspective has been changed considerably in terms of the sheer volume of traded goods, and the speed of the trade transactions with a mounting pressure from the international trading community to minimize government intervention to accelerate exchanges. Such an evolution made that customs authorities focused on trade facilitation [START_REF] Grainger | Customs and trade facilitation: from concepts to implementation[END_REF], which is considered to play a central role in the development of the countries. It makes them more effective and competitive, allowing goods to be traded on time and at low transaction cost and high speed. In an attempt to achieve a balance between trade facilitation and regulatory control, customs administrations are abandoning their traditional checks to apply the principles of risk management, what is deeply modernizing the international trading environment, with varying degree of sophistication and success. However, some countries are unable to benefit from such an international trade opportunity until they reform their institutional environment. In this regard, the supply chain is an operational arrangement that government agencies control only partially institutional and administrative aspects, but a large part lays independent. As a consequence, effective upturn, as acknowledged by most Supply Chain (SC) continuous improvement approaches, can only be obtained through collaboration with business actors (Um and Kim, 2018). Any type of collaboration will normally require a motivation, usually provided by mutual benefits. According to the classical supply chain continuous improvement approaches, such a motivation may be provided by the offset the additional regulatory and operational burden. The embrace of trade facilitation, especially to improve import and export performance, involves streamlining and simplifying border procedures, in particular for Customs, but also the many other relevant supply chain stakeholders [START_REF] Mclinden | Border Management Modernization[END_REF]. Global supply chain is then viewed as strong interrelated links. Accordingly, locating the weakest links and addressing them through targeted improvement interventions have therefore become major elements of the new logistics goals [START_REF] Melnyk | Supply chain design: issues, challenges, frameworks and solutions[END_REF].

Global Supply Chain (GSC) is characterized by its complexity, uniqueness and operational challenges, such as flows complexity, diverse group of stakeholders with conflicting interests, various controls up and down in the chain, difficult inventory tracking due to unpredictable shipment. Many different types of supplies are stored in multiple warehouse within the chain and many processes (import, export, logistics, administrative, etc.) interact to contribute to the achievement of high-quality, in time, cheaper and safe shipment (Hammadi et al., 2018).

Therefore, it is beneficial to have effective logistics practices in a GSC for controlling and distributing the supplies to the end customer. In recent years, global supply chain practitioners have adopted a broader perspective based on processes not only on procedures [START_REF] Asgari | Sustainability ranking of the UK major ports: Methodology and case study[END_REF]. Those processes are related to managing and coordinating the tasks of the whole chain.

In this context, Supply Chain Management (SCM) ensures that operational activities are aligned to tactical policies and objectives, supporting the business process such as transportation, material control, security tracking, relationships and interactions of stakeholders, and distribution from supplier to the end customer [START_REF] Gunasekaran | Information technology for competitive advantage within logistics and supply chains: A review[END_REF].

SCM is a complex topic due to the fact that it not only encompasses many processes, but also involves multiple role-players across many functions, activities and categorizations. According to (Lummus and Vokurka,1999;Kain and Verma, 2018) it is necessary to distinguish the SC from the elements of SCM -such as supplier partnerships, inventory management, and process integration. SC and SCM are inter-related concepts: SCM is essentially the management of SCs. Such a relation varies in deepness and scope, but involves similar core building blocks in all the situations. The concept of SCM has been widely stated by a number of different disciplines, including marketing, logistics, information management, operations management, healthcare and economics [START_REF] Fiala | Information sharing in supply chains[END_REF][START_REF] Ketchen | The intersection of strategic management and supply chain management[END_REF][START_REF] Mentzer | Defining supply chain management[END_REF], but not in customs context.

Customs supply chain management (CSCM) refers to "the goods, information and finances involved with the acquisition and movement of goods from the supplier (the exporter) to the end user ( the importer) in order to enhance traded outcomes while controlling the compliance of shipment with the customs law, regulatory requirements and international standards such as restricted and prohibited goods, rules of origin, duty exemption regimes, security and safety regulation, sanitary, environmental and technical standards, intellectual property, transnational crime, commercial fraud, and illicit traffic" (Hammadi et al., 2018). As a result, CSCM has emerged as a way to combine security management and supply chain management in international trade context (Hammadi et al., 2014). While the supply chain actors are becoming more and more reliant on their shipment security to gain competitive advantages [START_REF] Grainger | Supply chain security: adding to a complex operational and institutional environment[END_REF], supply chain managers are increasingly forced to deal with security issues in borders context. As a response to pressures from various stakeholders and institutional environment, the role of customs arises as the gatekeepers of international trade and the main actor in securing the international supply chain (Hammadi et al., 2018). Customs oversee the compliance of shipments with trade regulations and security standards. In fact, customs intervene in all stages along the routing of cargo, all transactions leaving or entering countries must be processed by their customs agencies. In such an environment, Customs become an integral thread within the supply chain.

This study aims (1) to investigate the effect of supply chain mapping on supply chain integration and supply chain performance measurement; (2) to analyze the effect of the supply chain integration on process mapping and performance measurement; (3) to examine the direct effect of supply chain performance measurement on integration and process mapping; and (4) to explore effect of each proposed relationship on the performance of supply chain in the whole (see Figure1.4) and applying these findings to customs context. A customs supply chain performance can be described as a function of process mapping, integration and performance measurement:

Customs supply chain performance = f (process mapping, integration and performance measurement)

Therefore, this study provides a simplified view of the concept of "Customs Supply Chain" that can be used to guide future researchers and practitioners to gain an overview or understanding of the field. The study anchors its explanation of customs supply chain with the aid of a newlyproposed framework that illustrates the different components within the customs environment as well as the relationships between them. It is derived from definitions in the field of logistics and supply chain, as well as from previously-defined categorizations of SCM and other disciplines. The focus of the proposed framework is based on three layers: the structure mapping, process integration and performance measurement of customs supply chain, as moderators of achieving effectiveness. Furthermore, as the underlying aspects of process mapping characterize the aspect of customs supply chain integration and allow a better understanding of its role in performance measurements, this could provide strategic insights into enhancing the performance. Therefore, this study contributes to the literature by addressing these issues within the customs context.

This chapter is organized as follows: Firstly, we provide a review of the literature on supply chain management, performance, process mapping, integration and performance measurement, and we propose a research framework. Then, we identify the conceptual, structural and functional aspects of the customs supply chain as a context where our study will take place.

Later, we discuss the research design including the process mapping, conceptual integration framework and performance model. We present the results and analyze them. Finally, we present the conclusions of this study including both academic and managerial implications, limitations, and future considerations.

Literature review

We will now identify underlying factors that constitute process mapping, integration and performance measurement in supply chain context, to explore impact's relationship among process mapping, integration and performance measurement, and to examine the direct effect of the proposed relationships on supply chain performance.

The concept of SC and SCM

This section discusses the development of the framework of understanding that is used to aid the explanation of the terms. The framework aims to incorporate dominating themes and concepts within SCM. It is developed by using the following inputs from the existing literature:

• SC definitions

• SCM existing frameworks Section 1.1 looks into the different definitions for the term SC, with the aim of identifying the most important elements within SC to be represented in the proposed process model. Section 1.2 discusses different categorizations of SCM and explains existing frameworks in order to pick up the metrics of integration and performance measurement. SC is a multidisciplinary concept. Therefore, it is helpful to obtain insights from existing frameworks to integrate into our framework development.

Supply chain

SC and SCM are inter-related concepts: SCM is fundamentally management of SCs. In order to understand SCM it is therefore important first to understand the concept of SC. This subsection briefly defines the term SC in order to assist the reader to gain a better understanding of it. There are various definitions of SC. They vary in level of detail and scope, but relate to similar core principles. Lamb et al. (2014) define the supply chain as "the connected chain of all business entities, both internal and external to the company, that perform or support the logistics function ". Stevenson (2005) defines the supply chain as "a sequence of organizations -their facilities, functions, and activities -that are involved in producing and delivering a product or service". Krajewski SCs vary in size, length and level of complexity as [START_REF] Christopher | Logistics & Supply Chain Management[END_REF] states "the word chain should be replaced by network since there will normally be multiple suppliers, and, indeed, suppliers to suppliers as well as multiple customers and customers' customers to be included in the total system". This statement is followed by a suggested supply chain definition: "A network of connected and interdependent organizations mutually and co-operatively working together to control, manage and improve the flow of materials and information from suppliers to end users". As the previous definition mentions both materials and information, also Stevenson (2005) points out that not only physical activities take place: "there are two kinds of movement in these systems: the physical movement of material, generally in the direction of the end of the chain..., and exchange of information, which moves in both directions along the chain". [START_REF] Mentzer | Defining supply chain management[END_REF] emphasize that SC including Three types of flows, namely, materials, finances and information. They further define the SC as "a set of three or more entities (organizations or individuals) directly involved in the upstream and downstream flows of goods, finances and/or information from a source to a customer". Thus, supply chain needs to be managed from many perspectives.

Supply chain management

The term SCM, in general, has been defined as a set of approaches used to manage the SC. Schary et al. (2003) state that "supply chain management establishes strategic direction, designs the activity and organizational structures and processes to integrate operations, selects and negotiates with potential partners and monitors operations".

According to Stevenson (2005) "supply chain management involves coordinating activities across the supply chain. Central to this is taking customer demand and translating it into corresponding activities at each level of the supply chain". [START_REF] Krajewski | Operations Management: Processes and Supply Chains 9[END_REF] define the supply chain management quite clearly as "the synchronization of the firm's processes with those of its suppliers and customers to match the flow of materials, services and information with demand". [START_REF] Ellinger | Leveraging human resource development expertise to improve supply chain managers' skills and competencies[END_REF] define supply chain management in their article introduction as "the proactive management of supply chain activities and processes to maximize customer value and achieve sustainable competitive advantage through the cumulative effort of multiple entities". Lamb et al. (2014) describe that "the goal of supply chain management is to coordinate and integrate all of the activities performed by supply chain members into a seamless process, from the source to the point of consumption, ultimately giving the supply managers total visibility of the supply chain both inside and outside the firm". This description is followed by more philosophical point of supply chain management: "by visualizing the entire supply chain, supply chain managers can maximize strengths and efficiencies at each level to balance the supply and demand needs of each member in the supply chain".

The definition for the supply chain management by [START_REF] Christopher | Logistics & Supply Chain Management[END_REF] takes a very large view in terms of relationships management, customer value and cost-savings as follows: supply chain management is "the management of upstream and downstream relationships with suppliers and customers in order to deliver superior customer value at less cost to the supply chain as a whole". It is also argued further by Christopher that "the phrase supply chain management...should really be termed demand chain management to reflect the fact that the chain should be driven by the market, not by suppliers". As the previous definition, also the Council of Supply Chain Management Professionals (CSCMP) point out the broader meaning of SCM as: SCM encompasses the planning and management of all activities involved in sourcing, procurement, conversion, and logistics management. It also includes the crucial components of coordination and collaboration with channel partners, which can be suppliers, intermediaries, third-party service providers, and customers. In essence, supply chain management integrates supply and demand management within and across companies".

In practice, it seems as useful to consider the different definitions. The common themes within the previous definitions and conceptualization pf SC and SCM relate to the coordination and integration between SC partners participating in different activities related to processes. The aim is to improve performance through matching integration, operation management and monitoring system in a way to streamline process and reach a well coordinated system as a whole that delivers goods with great efficiency and quality at reasonable time and which complying with requirements and standards.

Existing frameworks and categorization for supply chain process

The role and position of process management in an organization depends on the value it contributes to the organization's effectiveness. Business process mapping ensures that the conceptual business process strategy is translated into appropriate user requirements and functional requirements, and is ultimately implemented through some kind of enabling mechanism. [START_REF] Psomas | Core process management practices, quality tools and quality improvement in ISO 9001 certified manufacturing companies[END_REF] have defined the process management as "a structured approach to analyze and continually improve fundamental activities such as manufacturing, marketing, communications and other major elements of an organization's operation". In reality, business process mapping proves, at best, to be difficult when capturing and translating the complexity of business systems. In this section, a proper framework for process mapping in supply chains is introduced to demonstrate an alternative way of doing business process design.

Process Mapping should ensure that business strategy is appropriately translated through good design into operational workflow practices. In this context, process mapping will ensure that operational activities are aligned to tactical policies and objectives, supporting the management strategy. Process mapping in supply chain forms one of the key mechanisms to assist the SCM function by providing a set of practical guidelines for analyzing SCM practices (Du [START_REF] Toit | Supply chain management: a framework of understanding[END_REF]. The process mapping is typically used to improve SC processes by identifying, describing, and reorganizing them. If the business process mapping approach falters, or is not done well, the whole SCM exercise suffers -and as a result, the anticipated performance practices are never achieved [START_REF] Rensburg | Supporting business process design through a business fractal approach[END_REF]. Managers can testify to initiatives that went wrong because initial business processes were not correctly understood, formulated, or communicated through the business process design initiative in a complex context such as supply chain.

Various methods of categorization have been used in the attempt to explain and assist the management of SCs. Frameworks have also been developed to illustrate the constructs of SCM graphically. The existing frameworks differ in scope, focus, and intended use. The scope of this review is limited to the methods that depend on the focus of the SCM (i.e., process focus, relational focus, or a combination of both). From a process-focus of view, the Supply Chain Operations Reference (SCOR) model is considered as the most known process design approach.

This model was developed by the Council of Supply Chain Management Professionals (CSCMP) (CSCMP, 2013;Bolstorff and Rosenbaum, 2007;[START_REF] Wang | Aligning business process reengineering in implementing global supply chain systems by the SCOR model[END_REF] to understand, describe and evaluate supply chains. The SCOR model is organized around five main components: Plan, Source, Make, Deliver, and Return. The components represent the main inter-related business processes during the life-cycle of a product (Chen and Paulraj, 2004). For relational focus, the most well-known reference model for operation and supply management is Social Network Analysis (SNA) [START_REF] Kim | Structural investigation of supply networks: A social network analysis approach[END_REF]. It is particularly suitable for studying how patterns of inter-firm relationships in a supply network translate to competitive advantages through management of materials movement and diffusion of information.

Supply chain integration

Supply chain Integration (SCI) has gained massive attention from both the academics and the logistics practitioners communities [START_REF] Chen | Supply chain collaboration for sustainability: A literature review and future research agenda[END_REF][START_REF] Fawcett | Why supply chain collaboration fails: the socio-structural view of resistance to relational strategies[END_REF][START_REF] Liao | Assessing the influence of supply chain collaboration value innovation, supply chain capability and competitive advantage in Taiwan's networking communication industry[END_REF][START_REF] Ramanathan | Supply chain collaboration: Impact of success in long-term partnerships[END_REF][START_REF] Soosay | A decade of supply chain collaboration and directions for future research[END_REF]. Chen et al. (2007) stated that "Integration refers to the extent to which separate parties work together in a cooperative manner to arrive to mutually acceptable outcomes". SCI refers to collaboration of the core stakeholders of supply chain for the fulfillment of shared goals [START_REF] Cao | Supply chain collaboration: Impact on collaborative advantage and firm performance[END_REF][START_REF] Chen | Supply chain collaboration for sustainability: A literature review and future research agenda[END_REF][START_REF] Flynn | The impact of supply chain integration on performance: A contingency and configuration approach[END_REF][START_REF] Yan | Communication intensity, goal congruence, and uncertainty in buyersupplier new product development[END_REF]. Such collaboration depends on the focus of SCI (i.e., process focus and relational focus). A process-focus of view places more emphasis on a business process where heterogeneous parties work together toward a mutual goal while a relational focus of view stresses the formation of close partnerships. Combining both process and relational focus, we establish the concept of SCI as shared processes in which a customer and a supplier closely work from planning to execution for the achievement of a joint goal. It is widely accepted that managers may well understand the importance of integrating activities and functions in supply chain context, but as a practical matter, integration is often quite difficult to achieve.

The integration of supply chain, therefore, is a multi-criterion decision problem which includes both qualitative and quantitative factors. A number of factors that are taken into account in this context are: collaborative planning [START_REF] Ramanathan | Supply chain collaboration: Impact of success in long-term partnerships[END_REF], collaborative execution [START_REF] Ramanathan | Supply chain collaboration: Impact of success in long-term partnerships[END_REF], information sharing [START_REF] Cao | Supply chain collaboration: Impact on collaborative advantage and firm performance[END_REF], joint activities [START_REF] Jap | Perspectives on joint competitive advantages in buyer-supplier relationships[END_REF], dedicated investment (Jap and Ganesan, 2000), goal congruence (Cao andZhang, 2011, Yan and[START_REF] Yan | Communication intensity, goal congruence, and uncertainty in buyersupplier new product development[END_REF] communication (Cao andZhang, 2011, Yan and[START_REF] Yan | Communication intensity, goal congruence, and uncertainty in buyersupplier new product development[END_REF][START_REF] Zhang | Exploring antecedents of supply chain collaboration: Effects of culture and inter-organizational system appropriation[END_REF], incentive alignment [START_REF] Cao | Supply chain collaboration: Impact on collaborative advantage and firm performance[END_REF][START_REF] Simatupang | The collaboration index: a measure for supply chain collaboration[END_REF], risk sharing, knowledge creation (Hult et al., 2006), decision synchronization [START_REF] Simatupang | The collaborative supply chain[END_REF], and resource sharing [START_REF] Cao | Supply chain collaboration: Impact on collaborative advantage and firm performance[END_REF][START_REF] Ramanathan | Supply chain collaboration: Impact of success in long-term partnerships[END_REF]. Among various dimensions from the previous literature, we take in six factors, namely: information sharing, resource sharing, activities sharing, goal congruence, decision synchronization, and collaborative communication. We do not deal with other factors such as incentive alignment, risk sharing, and joint knowledge creation because they are overlapped to some extent with the current factors and because they are not suitable for the aim of the present research (i.e.; focus on process view). In the sequel, we will respectively explain the definition of the six factors used in this study in customs context. [START_REF] Alsagheer | Impact of Supply Chain Integration On Business Performance and Its Challenges[END_REF] have listed the benefits of supply chain integration. They stated that "supply chain integration enabled the chain to do effective business renovation and business process modeling that increased the efficiency and effectiveness". Further, "supply chain integration positively contributed to the performance of the supply chain . The impact of supply chain integration on process cartography and performance provides the structure for developing, maintaining and supporting logistics operations within supply chains (i.e.;

Operations Management (OM)). OM in Import/Export is referred as "the design, management and improvement of the supply chain in order to enhance trade facilitation" inspired from [START_REF] Chen | Enhancing hospital supply chain performance: A relational view and empirical test[END_REF]. The ultimate goal is to achieve "a well-coordinated system that delivers goods with great efficiency and quality, at reasonable time, matching the resources to where (and when) they are needed most" inspired from [START_REF] Hall | Handbook of health care system scheduling[END_REF].

Supply chain performance measurement

Performance measurement is fundamental to effective process operations, and it would be true to say that all organizations use some indicators of performance, either formal or informal.

Drawing on intelligence, information and experience, organizations have always to adopt indicators to quantify effectiveness in an effort to maximize performance improvement.

Performance measurement is defined as "a metric to quantify the efficiency and effectiveness of operations" (Bulsara et al. 2018). In other words, most organizations realize that in order to evolve an efficient and effective business process, they need to assess their performance [START_REF] Gunasekaran | A framework for supply chain performance measurement[END_REF].

Supply Chain Performance Measures (SCPM) serve as an indicator of how well the SC system is functioning [START_REF] Kazemkhanlou | Study of Performance Measurement Practices in Supply Chain Management[END_REF]. They also conclude in their article that "performance measurement is a power tool that assists supply chain managers to evaluate resource utilization so that they can strategically manage and continuously control to achieve their objectives and goals". According to Elrod et al. ( 2013) "supply chain measurements are one key aspect of continuous improvement that has the potential to identify opportunities to cut costs and delivery time, increase quality and responsiveness to demand and uncertainty, comply with regulations and improve overall business functions" .

Performance measurement provides information of management feedback for decision makers and managers. It plays a crucial role of monitoring performance and auditing the effectiveness of processes [START_REF] Kazemkhanlou | Study of Performance Measurement Practices in Supply Chain Management[END_REF]. Into an analogous way, [START_REF] Maestrini | Supply chain performance measurement systems: A systematic review and research agenda[END_REF] claims that performance measurement provides an approach to identifying the potential of management strategies, highlighting the actual status of the organization, revising processes goals and integrating the managerial function . It is commonly assumed that performance indicators can be based on activities, processes, or on results. They differ from business drivers and aims. From this view, performance -based approach should not only fit with the nature of the supply chain but also involved into decision-making process [START_REF] Kazemkhanlou | Study of Performance Measurement Practices in Supply Chain Management[END_REF].

Supply chain performance

Performance includes two critical criteria: effectiveness and efficiency within processes (Neely, 1999). Effectiveness refers to the extent to which expected outcomes are achieved, whereas efficiency refers to the extent of utilization of resources without loss. A great deal of attention has been paid to conceptualize the construct of supply chain performance [START_REF] Flynn | The impact of supply chain integration on performance: A contingency and configuration approach[END_REF][START_REF] Gunasekaran | Performance measure and metrics in a supply chain environment[END_REF][START_REF] Xu | Performance evaluation of logistics firms based on DEA model[END_REF]. To generate high performance, supply chain stakeholders must establish an environment in which (1) mapping the supply chain structure and processes; (2) reaching an appropriate integration of supply chain units and processes; and (3) setting up a performance measurement system (Kain and Virma, 2018). For the development of supply chain performance, we base its conceptualization on five metrics of the fulfillment process: cost, quality, time [START_REF] Chen | Enhancing hospital supply chain performance: A relational view and empirical test[END_REF]Hult et al., 2006), compliance (e.g.; with regulatory requirements and international standards) [START_REF] Widdowson | Can prudential audits aid industry compliance?[END_REF][START_REF] Widdowson | INTERVENTION BY EXCEPTION: A Study of the use of Risk Management by Customs Authorities in the International Trading Environment[END_REF][START_REF] Widdowson | Managing Risk in the Customs Context[END_REF]Hammadi et al., 2014) and uncertainty [START_REF] Simatupang | The collaboration index: a measure for supply chain collaboration[END_REF][START_REF] Simatupang | The collaborative supply chain[END_REF].

In the supply chain management, the extent to which supply chain members engage in processes of the supply chain is coupled with their outcomes [START_REF] Vickery | The effects of an integrative supply chain strategy on customer service and financial performance: an analysis of direct versus indirect relationships[END_REF]. A supply chain performance could vary under process cartography [START_REF] Toit | Supply chain management: a framework of understanding[END_REF] and the level of integration [START_REF] Chen | Enhancing hospital supply chain performance: A relational view and empirical test[END_REF][START_REF] Cai | Development of cooperative norms in the buyer-supplier relationship: The Chinese experience[END_REF] and the performance measurement system (i.e.; system that enables support of decision-making processes by gathering, elaborating and analyzing information related to effectiveness). Supply chain relationships aim to meet the future demand, comply with regulatory requirements and international standards, and reduce cost [START_REF] Maestrini | Supply chain performance measurement systems: A systematic review and research agenda[END_REF] through the quality of integration. Existing study has provided support for the relationship between integration and and performance in the supply chain management [START_REF] Cao | Supply chain collaboration: Impact on collaborative advantage and firm performance[END_REF][START_REF] Chen | Enhancing hospital supply chain performance: A relational view and empirical test[END_REF][START_REF] Simatupang | The collaboration index: a measure for supply chain collaboration[END_REF].

Resource, activities and information sharing enables supply chain members to enhance abilities to fulfill a customer' needs, reduce operational costs and delivery time, and increase responsiveness to market demand and uncertainty [START_REF] Simatupang | The collaboration index: a measure for supply chain collaboration[END_REF]. Decision synchronization allows resources and relevant information beyond supply chain's boundaries to be efficiently utilized be, and objectives congruence enables suppliers to strive to meet supply chain objectives rather than seeking their own interests [START_REF] Simatupang | The collaboration index: a measure for supply chain collaboration[END_REF].

Collaborative communication is considered as a foundation between supply chain and its partners in establishing sustainable communication channel. The culture that encourages information sharing improves operational performance as well as supply chain coordination.

Communication collaborative positive impacts supply chain practices such as supply chain planning, unpredictable demand, and delivery practice [START_REF] Zhou | Relational norms and collaborative activities: roles in reducing opportunism in marketing channels[END_REF].

Relationships architecture, system integration, functional structure generates supply chain performance. Performance generation requires to establish a good relationship between the chain actors. [START_REF] Mccormack | Business process orientation -Gaining the e-business competitive advantage[END_REF] argued that optimized process mapping strengthens effectiveness by streamlining flows, amplifying trust and commitment in the supply chain relationships and establishing a linkage between goals and outcomes.

A supply chain can yield performance advantage from the presence of the integration because a shared sense of identity motivates stakeholders to be attached to shared values and seek the best interests of the process operations. A supply chain process mapping with different transportation modes could achieve different levels of performance with varying degree of sophistication and success. A supply chain performance could be influence by the choice of indicator and the expertise of the assessor. Thus, we hypothesize that performance can be described as a function of the relationships built in the research framework as shown in Figure .   1. 4:

: Process mapping positively impacts the supply chain performance.

: The level of integration and collaboration positively influences the supply chain performance.

: Performance measurement indicator and the expertise of the assessors affects supply chain performance (i.e.; effectiveness and efficiency).

identification of its conceptual and functional aspects. Such a structure mapping consists four major related elements: business process, management components, actors' relationships and flows [START_REF] Lambert | Issues in supply chain management[END_REF].

Definition and scope

Customs supply chain management (CSCM) has emerged as a way to combine security management and supply chain management in international trade context (Hammadi et al., 2014). CSCM integrates compliance with customs law, regulatory requirements and international standards thinking into supply chain management, ranging from the planning of the export order to import customs clearance and financial process (Hammadi et al., 2018).

Adding "Customs" to the supply chain is a potentially effective mechanism to improve the security record, so as to achieve the main objectives of customs, related to: revenue effective and efficient collection, community protection and security, preservation of the national heritage, protection of the natural resources and compliance with the laws and regulations administered by Customs in a way that to respond to trade facilitation (Hammadi et al., 2014).

Therefore, customs will implement internal security activities with an extension to their external supply chain partners. Furthermore, recent literature implies that shippers' demands for security services are also increasing [START_REF] Grainger | Supply chain security: adding to a complex operational and institutional environment[END_REF][START_REF] Mclinden | Border Management Modernization[END_REF]Widdowson, 2007).

Several attempts were applied to build the concept and metrics of customs supply chain, most of the current definitions are not itemized. Therefore, this thesis proposes a structured definition of customs supply chain; such a definition not only goes compatible with the requirements of SCM, but also develops a structure mapping and connections relationship of the SC network.

The proposed definition is developed based on a work with experts from Moroccan Customs administration. In this work, we gathered on the one hand, a list of definitions and a categorization available on literature and, on the other hand, suggestions made by supply chain managers and customs experts. The proposed definition is the following:

Customs supply chain is a set of all aspects that incorporate the moving of cargo and information from the exporter through the transport process, the logistics operations, customs crossing and financial process to the final importer. The customs supply chain is no longer contained within countries borders, but encompasses all nations, whether they are exporters, importers or manufacturers (Hammadi et al., 2018). As a result, our supply chain structure is composed of five elements, i.e.; the proposed building blocks of our definition come from the existing operations management within supply chain, emphasizing on customs operations:

(i) Customs operators: The parties that receive and send the goods; an importer in the receiving country, an exporter from the sending country. Importation and exportation are the main financial transactions of international trade.

(ii) Transport process: Refers to multimodal transport which covers at least two modes of transport, with a preponderance of maritime transport (CTBL: combined transportation bill of lading).

(iii) Customs crossing: Includes any point authorized by the customs authorities for the crossing of external borders. Typically, it includes activities such as declaration processing, custom clearance, data analysis, risk assessment, document checking, scanning, physical inspection, etc.

(iv) Logistics' operations: Refers to that part of customs supply chain management that plans, implements, and controls the efficient, effective forward and reverse flow and storage of goods and related information between the point of origin and the point of destination in order to reach regulatory compliance's requirements. It comprises activities such as warehousing, inventory, materials, order fulfillment, supply/demand planning, and management of third-party logistics service providers.

(v) Financial process: supports financial transactions between the actors in the supply chain and facilitates the monetary flows.

The elements (i)-(v) are presented using generic descriptions.

Actors in customs supply chain

In recent years, numerous studies have emphasized the importance of the categorization of actors in global supply chain. A common approach distinguishes between importer, exporter, carriers and public administration. These categories can be assigned to a multilevel structure so that each level is influenced by the decision of the various entities in the network [START_REF] Lambert | Issues in supply chain management[END_REF]Wigand and Benjamin, 1995). Such a categorization can be applied to all business practices. Based on business activities, different actors and their roles are differentiated in literature, which are aligned with each other within a value chain or a supply chain relationship [START_REF] Melnyk | Mapping the Future of Supply Chain Management: A Delphi Study[END_REF]Melnyk et al, 2010). In this field, two classical stand points exist: either classification based on the processes and activities in SC, or on the role of the actors within the chain [START_REF] Miles | Organization theory and supply chain management: An evolving research perspective[END_REF]. From various focus of categorization discussed in the previous literature, we adopted the categorization based on the roles and responsibilities of actors within the chain. Based on the proposed building blocks of our definition stated above, the actors were grouped into five categories, listed in Table . 1.1. The first one is the customs operators' category: are concerned with the importation and exportation, and constitute the commercial transactions (buying/selling). This category has competencies and direct interests in providing products to end-customers from a foreign country into a domestic country "Import" or in the opposite direction "Export". For transporting the products, they employ the logistic services provided by the second and third categories.

The second and the third categories concern (i) the transport process: it mainly consists of carriers who integrate the cargo transportation, whereas (ii) the logistics operations' category:

perform the physical flows. These two last categories usually have less interest in product but focus on the operational efficiency of the physical flow of cargo.

The fourth one is customs crossing category: it has the responsibility for monitoring and inspecting the cargo flow for the purpose of enforcing the security, regulatory requirements and international standards. Lastly, the financial category: supports financial transactions between the actors in the supply chain and facilitates the monetary flows.

These five categories depend on one another to achieve the goals of customs supply chain.

These dependencies influence on the configuration of customs supply chain network and affect many operational, tactical and strategic decisions in the chain.

Customs supply chain network configuration

Whenever we are asked to determine the supply chain network configuration, there are many questions to be answered: ″Who are the members of the supply chain? Which members are critical? How are they linked? Including all members brings the network more complex, which makes the management task difficult. The solution is to sort out the critical actors who are crucial for building a seamless and strong chain from stem to stern.

Relationships in supply chain include entities as separated actors being linked by goods, information and financial flows [START_REF] Christopher | Logistics and Supply Chain Management[END_REF]. The actors face each other in different processes and activities in supply chain so as to provide the succeeding actor with the goods and information required. Such relationships can be viewed as upstream and downstream connections among the processes and activities that add value along the supply chain [START_REF] Christopher | Logistics and Supply Chain Management[END_REF]. In customs supply chain context, the relations between exporter and importer run upstream on one side: the exporter provides the importer with goods and information. For the execution of the exchange throughout the chain, information is flowing downstream among the actors who realize the activities. The actors then receive monetary recourses through payment transactions.

In general, three main options can be considered to configure a logistics network: direct shipment, one-echelon network and two-echelon logistics network (Simchi-Levi et al., 2003).

We have considered the direct shipment with ocean container shipping to overcome the problem of the lack of visibility in exporter-importer relationship exist especially due to the complexity of the system. The supply chain configurations differ one from another in terms of cost structure, supply lead times, risk of delay and operational complexity (i.e. the intensity of the effort necessary for logistics network planning and control) and therefore the proposed configuration impacts process mapping and integration and the architecture of the performance model.

Customs supply chain configuration can be depicted as per Figure .1.5, where thirteen core processes are connected by three flows (goods flow, information flow and financial flow).

These core processes categorize the eight typical function areas in customs supply chain [START_REF] Hausman | A Process analysis of global trade management: an inductive approach[END_REF] as follows:

a) Planning the transaction: When the importer places an order with the exporter, the full description of the goods, unit price, incoterms, payment details, insurance, dates and logistics plan are negotiated, and an international contract of sale agreed upon. f) Customs control: Customs generally apply risk management to determine whether shipments are selected for documentary and/ or physical verification [START_REF] Martincus | Customs[END_REF].

Process mapping for customs supply chain

System perspective

At this point, it is worthwhile to clarify a few concepts. Firstly, customs supply chain must be viewed as one single unit and managed as a whole, in which all actors are functionally integrated in order to achieve common goals. Managing the entire supply chain is a difficult and a huge task not only due to the large number of components (customs, businesses, port authorities, freight forwarders, individuals…), but also due to their structural links, and the interactions between these components (Hammadi et al., 2018). Accordingly, the organizational aspect of customs supply chain system depends on the cargo flow, different operators, different logistics routes, or alternative processes integration methods, etc. Furthermore, attention and more efforts are required, especially in:

(1) Mapping the supply chain network structure and processes;

(2) Reaching an appropriate integration of supply chain entities and processes; and

(3) Analyzing the performance of the entire supply chain.

In particular, the existing literature rarely cover the relationship among process mapping, integration and performance in supply chain context, for this reason, our attention is given to demonstrate the impact's relationship among these metrics in customs context. After proving it in supply chain context from the existing literature (see Figure. 1. 4).

Secondly, the relationships between actors in supply chain vary according to (i) nature, i.e.;

conflicting interests, interactions and partnerships and (ii) the kind of flows exchanged and shared between actors. Customs supply chain management requires to take into consideration the level and the nature of relationships among the supply chain links. All links throughout the chain must be coordinated and integrated. Determining the customs supply chain management style depends on the capabilities and the importance of actors. In fact, it is necessary to have an explicit awareness and understanding of how the customs supply chain actors are interrelated, interacted and connected and what kind of flows are exchanged and shared (inspired from [START_REF] Lambert | Issues in supply chain management[END_REF]. Combining both process and relational focus serves to build the process model. A number of factors that have taken into account are:

(1) The supply chain actors, i.e.; process models can be built from missions and particular functions among the inter-and intra-actors of supply chain (Chan and Qi, 2003). In the proposed model of this thesis, a process in the customs supply chain is concerned about a series of activities from original exporter to importer that comply with customs law, regulatory requirements and international standards.

(2) The size of the network, as previously observed, including all actors in process model brings the network more complex, which makes the management task difficult. The solution is to sort out the critical actors who are crucial for building a seamless and strong chain [START_REF] Christopher | Logistics and Supply Chain Management[END_REF].

(3) The different typologies of process across the supply chain, i.e.; The core processes, which are of essential importance to objective and strategies of the chain are some core processes: suppliers assume the function of supplying goods and some outsourcing function; inbound logistics takes the role of supply base management, outbound logistics takes the part of outbound goods transportation, distribution and warehousing.

In practice, any supply chain processes that need to be mapped can be grouped into these six core processes with the corresponding functions across organizational boundaries of firms and departments (Chan and Qi, 2003;Chan et al., 2014).

Thirdly, it is important to understand that the integration of processes and the performance of the supply chain are interrelated concepts [START_REF] Gunasekaran | Performance measure and metrics in a supply chain environment[END_REF]Stevens, 1989). It is often assumed that as the level of integration increases, so does the level of performance. Similarly, as the process cartography is performed, the integration of processes is improved. Based on the work of [START_REF] Lockamy | The development of a supply chain management process maturity model using the concepts of business process orientation[END_REF], discussions with supply chain experts and practitioners, and customs survey data developed based on variables relating to the three metrics of our study (Process, integration and performance), a SCM maturity matrix was developed as illustrated in Figure . 1. 6. The matrix conceptualizes how performance and integration are related to the supply chain process. The process mapping is chosen to conceptualize the supply chain management maturity model, owing to its process orientation and wide adoption by the supply chain academic and practitioner communities. The four stages of maturity show the progression of activities toward effective SCM and process maturity. Each level contains characteristics associated with process maturity. The following is a brief description of each SCM maturity level:

i. The bottom right quadrant of the matrix Vertical process (low integration, low performance, high process) represents a managerial case where the customs supply chain processes are defined and documented, even if the organization is still traditional.

Accordingly, the quality of services remains low.

ii. The bottom left quadrant Traditional approach (low integration, low performance, low process) represents an approach in which the customs supply chain practices are undefined. Activities, processes and organizational structures are unstructured while process performance and functional coordination are low.

iii. The top left quadrant Crisis management (high integration, high performance, low process) shows that the cooperation between the links of customs supply chain is formed and the performance in each sub-process is reached, but the processes are not well defined enough as required. This crisis management style is not beneficial neither to the organization structure nor to the supply chain itself.

iv. Finally, the top right quadrant Supply chain maturity (high integration, high performance, high process) represents an approach where the supply chain actors cooperate on the process level. Organizational structure is founded on CSC procedures, the performance practices are applied and collaboration between stakeholders is high [START_REF] Mccormack | Supply chain maturity and performance in Brazil, Supply Chain Management[END_REF]. This approach of CSC management leads to the greatest possible benefits to the international trading community and the customs supply chain.

It is the approach that CSC must seek to reach.

Process-based model

The supply chain paradigm implies a new way of viewing the organization based on the integration of its activities into key processes rather than on the departments they are divided into. This statement indicates that the supply chain must be mapped as integrated processes in order to achieve an optimized performance. [START_REF] Lambert | Issues in supply chain management[END_REF] stated that successful SC management requires a change from managing individual functions to integrating activities into key processes. A process design structure may be specified by a set of logically related activities and resources that yield a certain output. Basically, a process is a series of one or more linked procedures or activities that collectively realize a business objective, by transforming inputs into outputs, by mean of allocation of resources such as people, materials and tools [START_REF] Zhang | Web services composition for process management in e-business[END_REF]. The consistent operation and organization of the supply chain network can be improved through the use of the "process mapping" [START_REF] Gayialis | Managing demand in supply chain: The business process modeling approach[END_REF][START_REF] Lee | A Long View of Research and Practice in Operations Research and Management Science[END_REF]. In this chapter, a process in customs supply chain is a sequence of activities from the exporter to the final importer through transport, logistics operations, customs crossing and financial process (i.e.; as proposed definition of customs supply chain).

As mentioned above, the customs supply chain process model is described in this phase, in order to visualize the sequence of tasks and flow of operations. As a part of developing our process model for customs supply chain, an initial exploratory study was conducted between April and September 2013 and involved Moroccan customs administration. The interviewed population consisted of customs supply chain managers and practitioners. This first study provided an in-depth view of processes in Moroccan customs in each of its central and the regional directorates (Rabat, Casa port, Tangier med, Nador and Marrakech), allowed us to identify and confined the core processes, the functions and activities of customs supply chain.

This initial stage helped to prepare the second phase: mapping of customs supply chain processes. The application of our model is carried out at the Moroccan Customs. A decisionmaking group is formed by experts and senior officials from Moroccan customs administration, having the task of performing the process cartography. Detailed discussion on every level of process model was conducted and led to the definition of the core processes, identified. The discussion was further prolonged to decide the functions, activities, tasks and flow of operations (see the process model). Finally, the logistical view shows three steps of a business process. The first one is "to organize", that is performing activities for each function of supply chain to deliver results

("What to do" and "How to do it"). The second step is "to carry out", that is implementing and controlling what was planned. And the third step is "to monitor" which denotes checking and measurement of the functions and results against policies, objectives and requirements, and reporting the results. Thus, our process model to customs supply chain is a combination of function, flows and actors. (i) The first pillar relates to physical activities (such as transport and transshipment), storage infrastructure (such as warehouses), unit loads (such as containers, trailers) and the cargo (goods transported) itself.

(ii) The second pillar is a set of activities and interaction that gather all commercial and non-commercial links between stakeholders in the supply chain. In this pillar information is created, stored and transmitted in electronic format or otherwise.

(iii) The third pillar is the inspection pillar, in which supply chain decision makers allocate resources, control and cargo flows. This level covers all inspection and verification activities, such as customs and port authorities. The second and third pillar consist of information and financial flows.

From the above, we derive the following three hypotheses:

. Customs supply chain mapping, "Process model", positively affects the customs process integration.

. Customs supply chain mapping, "Process model", influences the performance measurement (i.e.; selection of performance indicators).

. Customs supply chain mapping, "Process model", augments the effect of customs performance.

Customs supply chain integration

The key objective within performance in customs context is to make cross-border trade in time, high quality, cheaper and more predictable while ensuring adequate compliance and regulatory control over the traffic Customs Supply Chain Integration (CSCI) is a key element in achieving this aim. The essence of integration in Border agency performance has been translated into a series of collaborative policies, initiatives and projects (WCO, 2015;[START_REF] Osce | Handbook of Best Practices at Border Crossings -A Trade and Transport Facilitation Perspective[END_REF][START_REF] Aniszewski | Coordinated Border Management -a Concept Paper[END_REF]Accenture, 2006). Therefore, the integration is considered as a way of seeing efficient and effective border management as a common mission across all supply chain actors, not only in customs-level priorities and responsibilities. An integrated mindset leads to agreements on common goals and commitment of various actors to work together towards them.

Accordingly, the main thematic areas of customs supply chain integration include process, people, technology, infrastructure and facilities. Männistö and Hintsa (2015) claimed that "advancing integration requires efforts at many fronts: legal reforms to create a clear and transparent legal framework; organization to understand specific needs of different stakeholders; technology to enable electronic exchange of information; processes to make government and business processes more compatible; and people to train key personnel to implement the envisioned changes".

This thesis proposes a conceptual model of integration in customs context. It introduces a unique theoretical stand point i.e. process theory and stakeholders' theory to identify the drivers of integration practices and examine their effects on customs supply chain performance. Our conceptual framework shows the essential dimensions of customs supply chain process integration. This framework helps the customs supply chain actors to see all the main levels of process integration -so that they can move from existing supply chain mapping towards a more effective and efficient one. Higher levels of integration are likely to simultaneously translate into higher levels of data sharing, smoothness and transparency of cargo flows, decisions synchronization and resource efficiency [START_REF] Mclinden | Collaborative Border Management: A New Approach to an Old Problem[END_REF][START_REF] Yuen | The influence of supply chain integration on operational performance[END_REF]Yuen et al., 2017). In the figure above the framework of integration is illustrated in a multi-level diagram, which is cut to three sectors: the first one, the levels of integration (i.e.; domestic and international); Four integration areas are identified to achieve the three levels of integration, which forms the second level of our frame. The last one, consists of six factors of integration.

Each of these three sectors are derived from the literature and /or expert suggestions. In the bottom of the diagram lies the result with the generic "flow types", applicable to virtually any shipment in global trade.

Levels of integration

The implementation of integration in customs context is done by three levels: intra-process, inter-process and inter-customs supply chains (i.e.; international):

• Intra-process integration: refers to aligning goals, activities and organization within one entity, either horizontally between departments (i.e.; process focus) or vertically between stakeholders (i.e.; relational focus) in particular customs agency.

• Inter-process integration: at the operational level, concerns relationships among the customs supply chain actors and their partners that play a role in controlling and routing of cargos (e.g.; ministries, police, etc.) (see Appendix A, Table A.1).

• International integration: occurs at both sides of a border. One-Stop Border Posts managed jointly by two neighboring countries represent a key example of such integration (McLinden et al., 2010;[START_REF] Osce | Handbook of Best Practices at Border Crossings -A Trade and Transport Facilitation Perspective[END_REF].

Sets of integration

Our framework (see Figure .1.8) is based on four types of integration with a goal to reach an interactive system to support decision making in customs management and establish a logical link between its steps. Such underlying types of integration are generic and especially adaptable to any context comes from customs world:

• Technical integration often concerns improving connectivity of information and communication technology systems within and across organizations. Single Window solutions (WCO, 2015) are typical outcomes of technical integration as they enable automatic exchange of electronic trade information among border control agencies [START_REF] Doyle | Collaborative border management[END_REF].

• Operational integration refers to coordination of inspection and auditing activities among customs. Advantages of synchronized activities are evident: organizing necessary controls at one place and at the same time reduces delays. A simple and powerful example of operational integration is the coordination of opening hours and days of customs offices at both sides of a border. Operational integration also entails provision of mutual administrative assistance, joint criminal investigations and sharing of customs intelligence and other information [START_REF] Mclinden | Border Management Modernization[END_REF]Jain, 2011).

• Legislative integration looks for the elimination of legal barriers and ambiguities that prevent customs from exchanging information, sharing activities or otherwise deepening their cooperation. Essentially, most forms of customs supply chain integration require some degree of legislative harmonization and political commitment (Männistö and Hintsa, 2015) • Strategic integration defines the outlines of coordination and cooperation among customs supply chain. It comprises exchanging information, sharing responsibilities, integrating key business processes, organization structure, management methods and, otherwise, deepening the continual improvement of processes.

Means of integration

The dimensions underlying integrated customs supply chain are 'information sharing', 'resource sharing', 'activities sharing', 'objectives congruence', 'decision synchronization' and 'collaborative communication'. Alternatively, it can be explained from the statement of

McLinden et al, ( 2011) "the stakeholders' perspective which involves satisfying the common goal through working together, sharing information. As they gather, collate, and share more data and resources, a complete view of risks and opportunities emerges, encouraging a communication sharing culture and a border management strategy built on a proactive and synchronized decision making". We will respectively explain the definition of the six factors used in this study within customs context

• Information Sharing refers to the extent to which information about transactions is shared among customs supply chain members. The quality of information is determined by the extent to which appropriate, accurate, complete, confidential, and timely information is exchanged between members. Sharing of information, data, knowledge and intelligence decreases duplicate work (e.g., sharing of audit findings), enables operational coordination (e.g., synchronized border controls) and facilitates development of common goals for future customs supply chain coordination.

• Resource sharing means the extent to which resources are accessed and utilized between supply chain members. Resource sharing covers investments in equipment's, facilities, IT systems, databases, expertise, infrastructure and other common resources.

The investment activities are likely to lead to higher improvement and performance.

• Sharing of activities concerns coordinating, streamlining and auditing tasks among processes. Such coordination achieves a single entity which is managed as a whole, and in which all actors are functionally integrated, synchronized and co-operated.

• Objectives congruence refers to the extent to which customs supply chain members have an agreement about a shared goal. If supply chain stakeholders realize the importance of a supply chain relationship, they are willing to show their commitments to the relationship through which targeted outcomes are achieved.

• Decision synchronization promotes the coincidence of interests of the actors. It underlines the importance of using all relevant information each process and optimizing benefits of the supply chain. The core supply chain management decisions leading to operational performance which vary from planning to execution such as regulatory control, scheduling, order shipment, clearance, inventory management, and distribution.

• Collaborative communication is defined by the extent of openness and frequency of communication. [START_REF] Zhang | Exploring antecedents of supply chain collaboration: Effects of culture and inter-organizational system appropriation[END_REF] claimed that the quality of collaborative communication could be measured by frequent contract, open and two-way conversation, level of informal communication, various channels, and discussion.

From the above, we derive the second hypothesis:

. The integration affects the customs process mapping, i.e.; each process must be managed according to integration perspectives and linked simultaneously with other processes.

. The integration of the system processes strengthens the customs performance.

. The integration augments the effect of performance measurement, e.g.; the variables of integration could be considered as performance indicators.

Customs supply chain performance

This section presents a performance framework of customs supply chain on the basis of process mapping and integration. Here, performance of CSC implies how much the SC is responsive to the needs of the effectiveness and quality of process. The framework provides a support tool to decision makers in analyzing the parameters affecting process integration and seamlessness of flows in customs supply chains. By developing our activity performance framework, which is an innovative method of identifying the measures and metrics and employing them in customs supply chain management; the influence of various performance dimensions on the goals of CSC is taken into consideration. Also, the impact of the performance determinants on CSC effectiveness and efficiency is investigated. Since the dimensions and determinants of customs supply chain performance have a simultaneous impact on the customs performance, they have to be integrated in the same model.

Framework of performance of activity

Our activity performance framework (shown in Figure .1.9), as audit mechanism in customs supply chain is considered as a tool for assessing outcomes of applied practices. Customs supply chain performance measurement provides feedback which is a main basis in decision-making process directed on (a) improvement of established strategic goals, (b) strengthening the positive effects and (c) minimizing the negative ones among the predefined processes [START_REF] Biljan | Risk management and Customs performance improvements: The case of the Republic of Macedonia[END_REF]. The proposed model directed towards development of standardized framework for customs supply chain performance, provides an opportunity for examining and re-designing of the processes. e) Uncertainty: the ability to response to uncertain activity, i.e.; the fact that sometimes customs processes may take a long time (a physical inspection, for instance) interferes with other operational processes, and has all kinds of operational repercussions; and f) Compliance: the ability of a specific activity to comply with regulatory requirements and international standards (quality, environmental standards, etc.).

The six core indicators are rated from "very low" (1) to "very high" (5) in questionnaire.

Structuring the performance measurement model

Inspired from AHP hierarchy, the performance model is performed. We opted to a model structured as AHP hierarchy in order to visualize the measurement items of each performance determinant. The indicators used are available in literature or by customs' expert suggestions.

Accordingly, our model is consisted of: the goal, strategic determinants, dimensions, performance enablers and the result. The following steps have been considered to establish the framework: (1) Identify the overall indicators; (2) Define the dimensions and identify the performance enablers that measure the system effectiveness; (3) Divide the major performance enablers into performance dimensions; and (4) Structure the model.

Our primary goal is to analyze the customs supply chain performance so as to measure the effectiveness and efficiency of the chain. This goal is placed on the first level of the framework as illustrated in Figure .1.9. Six indicators that capture the most important aspects of the current customs supply chain environment are identified to achieve this goal, which form the second impossible for broader dimensions to cover all performance parameters, and to compare the performance among the different processes with the same dimension.

From the above, we derive the following three hypotheses:

. The choice of performance indicators influences the effectiveness of performance approach.

. Customs supply chain performance measurement, influences the process mapping (i.e.;

monitoring the chain helps to restructure its organization by focusing on the level of achieved improvement).

. Customs supply chain performance measurement, impacts the effect of customs integration (i.e.; monitoring the chain helps to quantify the level of integration).

Case example: French customs

The case example has been used here as a research illustration to underline the theoretical findings set out in previous sections, i.e. to show how the performance of the customs supply chain can be measured based on processes and how the performance can be achieved using the proposed combination of process mapping and integration. The proposed process mapping in section 4 is generalized. Therefore, it is applicable to any customs context. The processes, functions, activities, actors and flows are the same in any customs supply chain. Accordingly, what may differ is the transportation mode, the characteristics of shipped cargo between exporter and importer and the level of maturity and integration of processes.

The case of French Customs (FC) is used here as an example of application for implementing the theory into practice. We limit our research to an exploration of the possibility of assessing supply chain process performance and integration. The evaluation could be seen through the perception of Logistics Performance Index (LPI) as a reference and its indicators related to customs supply chain context: Timeliness, Customs effectiveness and infrastructure (See French customs have improved their performance effectiveness. The results from 2016 LPI

show that French overall score is 3.9 related to 3.85 in 2012 LPI as shown in Figure 1.10. The achieved 2016 LPI is 89.9 percent from the best performer in the world (Germany) which is a great success for French economy (The World Bank Group, 2012;The World Bank Group, 2014, The World Bank Group, 2016). Also, France is in the top 5 best performers in the group of coastal countries.

Modernization processes, according to the contemporary trends in international customs environment that have been implemented in FC, have strong positive implication on its effectiveness in the previous 5-year period. French Customs effectiveness score has risen from To sum up, the process mapping and integration have strong impact on customs performance, as well as on international supply chain performance. Customs are pushed forward to renew their process structure, organization and performance measurement approach to be qualified to meet the new challenges in the performance-management oriented Customs environment. That means that customs supply chain managers should be trained on several aspects such as: (1) the relationship between actors; (2) the strategic use of process mapping to control and facilitate cargo and information flow; (3) the tactical use of performance indicators to detect positive effects and minimize the negative ones, and ( 4) the importance of process integration.

Hypotheses testing

To validate our proposed hypotheses with the data, we have developed survey questionnaires with measurement items drawn from the previous literature [START_REF] Kim | The impact of supplier innovativeness, information sharing and strategic sourcing on improving supply chain agility: Global supply chain perspective[END_REF]Laari et al., 2017;Um and Kim, 2018). All measurement items are modified to fit the customs supply chain management context. Process mapping is measured as customs' capability to develop and adopt process re-engineering; i.e.; restructure its organization by focusing on the ground-up design of its business processes (the survey items are shown in Appendix A, Table . A.2). Integration is measured as three dimensions: connectivity, willingness to coordinate to other agencies and whether customs and firms use bilateral, regional and international conventions of trade and security (the survey items are shown in Appendix A, Table . A. 3). Performance measurement is quantified as whether customs and firms use some indicators of performance or a monitoring and reviewing system (the survey items are shown in Annex A, Table . A. 4). Finally, the performance is measured as joint planning, demand response, visibility, and customer responsiveness in the supply chain (the survey items are shown in Appendix A, Table . A. 5).

After developing the survey items, we will conduct interviews with customs and private sector in various industries to collect feedback on the measurement items.

Chapter summary

The objectives of this chapter are to (1) examine the effect of supply chain mapping on supply chain integration and supply chain performance measurement; (2) analyze the effect of the supply chain integration on process mapping and performance measurement; (3) examine the direct effect of supply chain performance measurement on integration and process mapping.

This study additionally explores effect of each proposed relationship on the performance of supply chain in the whole (see Figure.1.4) and applying these findings to customs context. A customs performance can be described as a function of process mapping, integration and performance measurement:

Customs supply chain performance = f (process mapping, integration and performance measurement).

A customs supply chain network is a relatively new concept in the context of supply chain management. This concept is focused on managing the key elements in import and export with respect to customs crossing, transportation, and logistics operations. This formulation of CSC concept has overcome the difficulties in mapping supply chain structure, managing relationships, achieving integration, and measuring the system performance.

A process mapping was proposed, with the objective of identifying the processes and analyzing the structure of customs supply chain. Besides structure analysis, this approach is used to develop the performance measurement based model of customs context. A new model of performance was suggested, based on a broader dimension, which consists of the holistic sets of activities and processes in customs supply chain. The proposed approaches for structure mapping of the customs supply chain and process integration are aimed to facilitate the identification and the implementation the performance measures and indicators.

Our approach is flexible enough to accommodate different number of criteria and be implemented in any customs situation. It helps leaders not only to prioritize their resources to formulate supply chain designs according to their targeted segments but also to align and integrate the processes and measure performance. Decision makers can also use our approach as an evaluation tool for benchmarking their performance in bilateral, regional and international view. This helps to identify performance gaps and make improvements accordingly.

Theoretical implications

The objectives of this study are to examine how supply chain mapping shapes supply chain integration, how better defined processes enable supply chain to take advantage of performance measurement. This study additionally investigates the effects of those hypothesized relationships on supply chain performance. This study has developed valid and reliable measurement items to test those hypothesizes in customs supply chain context (the survey items are shown in Annex A, Table A .2). We have also heightened the importance of a design of supply chain integration practices to yield satisfactory performance as well as to improve process mapping advantage. The theoretical evidence is discussed in SCM (see Figure .1.4) and extended to customs context (the survey items are shown in Annex A Table A .3). This study has verified the direct and positive relationship between performance measurement and process mapping. Increased performance signals a positive relationship between process mapping and integration. In addition to the direct and indirect effects, this study seeks to examine the effect of each proposed relationship on the performance of supply chain in the whole and to extend those impacts to customs context (the survey items are shown in Annex A, Tables A. 4 and A.5).

Managerial implications

The models development and primary results help managers to view the supply chain relationships in multiple ways. At first, this study provides guidance for managers to design supply chain integration activities by considering multi-dimensions of supply chain collaboration. If integration is ineffectively performed, the advantage of performance is unreached. So, managers are required to set an optimized level of integration through different processes and unites. The re-conceptualized definition of customs supply chain integration allows managers to set up appropriate strategies by looking into the components of collaboration, and such strategies will contribute to activating the effective integration based on the consensus that different parties agree upon. In this case, a well-specified agreement among customs and firms enables managers to make the collaboration work in a right direction and enable mutual confidence.

The positive relationship between integration and performance implies that customs and firms should create a positive-sum situation which both can jointly benefit from. Customs supply chain members should be aware that if they pursue their own interests, a whole benefit can be shrunk and the relationship no longer lasts. Long-term relationships can not only produce mutual benefits but also eventually facilitate value of co-creation. Firms are thus required to comply to security and safety requirements to safeguard exchanges and benefit from trade opportunities.

This study has verified the role of process mapping to enhance the performance. This finding is essential to managers desiring to progress to, well-defined and coordinated processes that are easier to analyze and measure. In other words, such advantage can be regarded as a reliable sign from the customs' point of view that firms are fully committed to the relationship. Thus, the necessity of monitoring and assessing an operator's behaviors and performance can be reduced.

Finally, regarding performance modes, the findings have implied that process, contract and relational effectiveness may serve as leveraging performance and reducing weaknesses. This study indicated that managers should find an optimized level of reliance. In a word, the appropriate use of agreements can help to prevent conflicts and systemize rewards and penalty, and the improvement of mutual confidence may foster collaboration and integration through better communication, shared requirements and expectations. In summary, the flexible use of agreements, conventions and trust may contribute to the strength of integration, performance and security, and the stability of long-term relationships.

Limitations and perspectives

There are some limitations and weaknesses in the models. The criteria used to assess performance can be extended to add more ones. In addition, users have to make subjective choices when responding to questionnaire. In fact, the functionality of the model is highly dependent on the knowledge, expertise and perceptions of assessors. Furthermore, using data from the LPI as the obtained scores limit the results due to the scores are based on perceptions and in each iteration of data collection process, the respondents are different.

This chapter attempts to propose approaches to mapping, integrating and measuring performance in customs supply chain. However, there remains to test the hypotheses through survey questionnaires (the survey items are shown in Annex A) and to propose an approach to aggregating the three models in order to achieve a holistic effectiveness and efficiency in customs supply chain. This study recommends validating these models against the practice and comparing them to models in other supply chains in order to find out the similarities and differences.

Introduction

The movement of cargo containers in a supply chain from foreign manufacturers, suppliers, or vendors to retailers is vulnerable to illegal actions. Every time responsibility for cargo in containers changes hands along the supply chain there is the potential for a security breach; thus, risk management in the Customs Supply Chain context is becoming a crucial issue to ensure the sustainability and security. The main characteristic of customs risk management approach is determining which goods and means of transport should be examined? To what extent? And where future compliance resources should be directed? [START_REF] Biljan | Risk management and Customs performance improvements: The case of the Republic of Macedonia[END_REF].

By identifying, analyzing, evaluating, treating and monitoring risks, Customs manage everyday activities that significantly improve its performance, enhances decision making and minimize impact of risk events on operational, tactical and strategic activities. For this reason, Customs have an overarching responsibility to maintain control over the cross border movement of goods, people, and conveyances. Such controls consist of a range of interventions, including non-intrusive activities such as documentary and physical monitoring, screening, and auditing.

They also include more intrusive activities such as documentary checks, physical examinations, scanning, sampling, and testing (WTO, 2005). The assessment of the nature of the risk and the likely impact should the risk materialize should drive decisions on whether action is considered appropriate and, if so, the location, type and timing of the checks or countermeasures to be taken.

Many methods of risk management currently exist for the study of physical systems or industrial processes. In the world of supply chain, risk management is a more recent topic and the proposed solutions are not yet able to meet the various characteristics of these organizations [START_REF] Tang | The effects of supply chain collaboration on performance and transaction cost advantage: The moderation and nonlinear effects of governance mechanisms[END_REF]. This chapter deals with this issue by proposing a new approach for managing risks in Customs supply chain based on qualitative analysis. Such an approach leads to identify risk classes and to propose some measures for treatment of these risk classes. Our approach is applied in Moroccan customs by considering the criticality as a risk indicator in a fist time using Failure Modes Effects Criticality Analysis (FMECA methodology) and Cross Activity Based Costing (ABC) Method and relative weight in the second time using Analytic Hierarchy Process (AHP), and then a benchmarking of the three methods is conducted in order to examine the effectiveness of the reached results.

Evaluating the "importance" of a risk involves criticality and priority weight calculation for each risk identified during the analysis. Criticality is calculated by multiplying three indices: severity, probability of occurrence and difficulty in detecting risk. This last index is higher in cases where risk is hard to detect (Dana and [START_REF] Feinberg | Design for Reliability[END_REF]. The relative weight is computed by the pairwise comparison of the judgment matrix; i.e.; deciding how is important one risk to another.

Our proposed policy is not intended to address in detail the risk scenarios, but rather at establishing a tool for supporting decision making during the various phases of risk management, and drawing a sequential process which helps to define the different elements of a structured and efficient risk management approach to ensure compliance with customs requirement and achieve an appropriate level of security, safety and facilitation of trade. The development of such a risk management approach assists in the determination of procedures and main points where efforts and resources have to be concentrated, and it furnishes a way to ensure that the relevant risk has been effectively quantified.

The remaining sections of this chapter are organized as follows: section 2, presents a review of the concept of risk management from a Three-tiered perspectives ((a) the broadest context, (b) the context of the supply chain, and (c) the context of Customs). Section 3, presents our proposed risk management approach based on qualitative assessment. As an input, it identifies risk scenarios and quantifies the level of risk using the criticality or relative weight as an indicator. And as an output, our approach provides a list of most critical risks as well as some target mitigation actions. Owing to its flexibility, our proposed approach is the best tool to support the decision-making process especially in the implementation of measures necessary to treat vulnerabilities in CSC [START_REF] Ammar | Risk assessment of hazard material transportation using FMECA approach: Case study in a Tunisian company[END_REF]. Section 4, discuss the derivative of the proposed risk management approach based on FMECA methodology. Section 5, investigates the approach based on Cross ABC method. In section 6, we present the proposed approach based on AHP analysis. The results given by implementing the previous approaches in Moroccan customs supply chain as a case study, are compared and examined. Finally, Section 7 concludes this chapter.

Literature review

This section examines the broad range of literature relating to risk management from a Threetiered perspective. Initially examining commentary on the discipline of risk management in the broadest context, the review proceeds to focus on literature which addresses risk management at two levels within the context of the supply chain, the narrower field of regulatory compliance management and the very specific field of Customs context. It identifies and assesses the gaps in the body of knowledge that have led to the development of the research questions and objectives of our study. The Three-tiered approach which has been adopted in this review is depicted in Figure .2.1.

consequences. In doing so, they draw a clear distinction between the concepts of 'risk' and 'uncertainty', confining their use of the term 'risk' to situations in which the probabilities of outcomes can be quantified, and 'uncertainty' to situations in which the probabilities of outcomes cannot be quantified [START_REF] Forster | Principles of Strategic Management[END_REF]. In this view, risk management is defined as a strategic decision-making tool with broad qualitative and quantitative application has led to the development of generic standards, guidelines and procedures world-wide which identify a need to adopt a systematic approach to managing the wide variety of risks to the achievement of the main objectives of the system (Standards Australia, 1999a, Standards

Council of Canada, 2001 and Japanese Standards Association, 2001).

Risk management in supply chain context

Having examined the literature which addresses risk management in a broad context, the review now turns to a brief examination of the more specific context of risk management in supply chain. The term Supply Chain Risk Management SCRM is a recently coined expression. It appears simultaneously in 2003 in two journals, one in the area of Supply Chain (Supply Chain Management Review in an article entitled "Risk-adjusted supply chain management" written by Hauser [START_REF] Hauser | Risk-adjusted supply chain management[END_REF], and the other in the field of procurement (Purchasing, in an article entitled "SCRM-Riding out global challenges" written by Atkinson [START_REF] Atkinson | Supply chain risk management, riding out global challenges[END_REF].

According to Jüttner [START_REF] Jüttner | Supply chain risk management[END_REF], the SCRM is defined as "the identification and management of risks for the supply chain, through a coordinated approach amongst supply chain members, to reduce supply chain vulnerability as a whole", and Haywood and peck have defined SCRM as "the management of risk that implies both strategic and operational horizons for long-term and short term assessment. It refers to risks that can modify or prevent part of the movement and efficient flow of information, materials and products between the actors of a supply chain within an organization, or among actors in a global supply chain (from the supplier's supplier to the customer's customer)". SCRM can be seen as the capacity to be agile [START_REF] Haywood | Supply chain vulnerability within UK aerospace manufacturing: development of a vulnerability management toolkit[END_REF].

After many researchers have attempted to develop a process for managing the risks which consists of four general phases [START_REF] Hallikas | Risk management processes in supplier networks[END_REF][START_REF] Brenchley | Risk in supply networks[END_REF][START_REF] Zsidisin | A grounded definition of supply risk[END_REF] which are identifying the risk, classifying the risk, calculating the risk, implementing or validating the actions taken for managing the risk, and sometimes monitoring the risks. Zsidisin et al. (2005a) and Zsidisin et al. (2005b) believe that it is possible to for supply chain risk management to be operationalized through a continuous business plan (Zsidisin et al., 2005a) or through buying a continuous planning framework for supply chain (Zsidisin et al., 2005b) that has four steps which are knowledge management, awareness, remediation, and prevention.

Risk management in customs context

The literature examined to this point has identified the relevance of risk management to decision-making in supply chain environment as well as in the broader managerial context. The study now examines the application of risk management principles in a far more specific context within the customs context, i.e. its application to the Customs supply chain. The applicability of risk management to the customs environment has been widely documented for over a decade. Many commentators regard risk management to be a management tool that, appropriately applied, may not only be used to deal effectively with existing risks, but also to develop strategies that will address future contingencies, thereby enhancing the capacity of customs to improve the ongoing efficiency and effectiveness of their performance and security (Australian National Audit Office, 1997a; Management Advisory Board, 1996). Lane, for example, states that modern customs techniques "are geared specifically to managing risk by identifying high-risk areas and categorizing problems by severity of risk and developing countermeasures to prevent violations" (Lane, 1998a;Lane, 1998b). In this regards, the World Customs Organization (WCO,1999) comments that, in light of the rapid increase in world trade and the falling or static resources generally available to customs, the use of risk management techniques is essential for customs to effectively and efficiently perform their diverse responsibilities associated with revenue collection, trade policy implementation, community protection and trade facilitation. Through the use of a variety of risk management techniques, which vary considerably in levels of sophistication and effectiveness, border agencies worldwide seek to identify the risks associated with cross border transactions and activities and to focus their resources where they are likely to achieve the best results.

Sustaining the effectiveness of that risk based approach to resource allocation involves the creation of an evaluation and continuous improvement cycle. Such a cycle allows border agencies to learn from the results of the application of particular strategies and to predict future risks, rather than simply react to such risks as they emerge. In a technical sense, "Risk management, is the term applied to the logical and systematic process of establishing the context, identifying the risk, analyzing the risk, evaluating the risk, treating the risk, monitoring the risk, and communicating risks and outcomes" (Hammadi et al, 2014;[START_REF] Neiger | Supply chain risk identification with value-focused process engineering[END_REF]. It may be applied to any activity, function, or process in a way that will enable customs to reduce losses as much as possible and increase opportunities as much as possible. In fact, risk

(1) The first step is establishing the customs context which defines the environment in which risk management will take place.

(2) The second step is the risk identification which helps to develop a common understanding of the uncertainties surrounding the supply chain, thus recognizing the potential risks in order to manage these scenarios effectively.

(3) The third step is the risk assessment, which refers to the assignment of probabilities to risk bearing events in the system and identifying the consequences of these risk events defined in the first step; Associating probabilities to risks is not an easy task and requires tedious work. The assessment process contains overall process of risk analysis, risk evaluation and prioritization;

(4) As a fourth step, risk management actions are to be implemented. These actions could be for instance that the backup scenarios should a pre-identified risk actually takes place (i.e. reactive actions) or the risk mitigation actions to act directly on the pre-identified risks in order to reduce either the occurrence probability or the degree of severity of its consequences (i.e. proactive actions).

(5) And finally the fifth step is the risk monitoring where the system is supervised to detect the risks when they occur. Even though there is a consensus on the above procedure, there exist a wide range of risk analysis methodologies for the realization of the above steps in customs environment. This will help to determine whether the controls are sufficient to address the identified risks or whether they need to be strengthened or supplemented in some way. Alternatively, existing controls may be found to be excessive, thereby consuming resources that may be better allocated to an alternative source of risk.

Our risk management approach is aimed to assess the degree to which a company or an operator is complying with the relevant regulatory requirements and not, as some assume, simply to detect errors in a company's/operator's regulatory dealings. The important point here is that such approach, regardless of the result, assists in determining where future compliance resources should be addressed, ensures that the critical risk has been properly identified, to avoid the possibility of introducing extraneous variables into the subsequent risk management decision making process and establishes a general view of the risk mapping in customs context.

The implementation of our risk management process will be done by three levels: strategic, operational and tactical:

• CF1: Achieving compliance between Customs procedures and international regulations and standards.

• CF2: Facilitate commercial exchange.

• CF3: Achieving Customs supply chain safety and security and Monitor and manage the supply chain.

• CF4: Managing risks to ensure that the customs objectives are achieved as effectively as possible.

• CF5: Control cargo by the use of risk-based selectivity.

• CF6: Identifying high risk operators (the World Customs Organization WCO's SAFE Framework of standard).

Risk identification

Risks cannot be analyzed or managed until they are identified and described in an explicit way.

Risk terminology in customs context

It is a commonly held belief that "risk is a strategic prevention and response to potential threats" [START_REF] Autry | Supply chain security orientation: conceptual development and a proposed framework[END_REF]. "Risk" in customs context can be defined as "likelihood that something will prevent the application of customs union measures and/or national measures concerning the customs treatment of goods" (Hameri and Hinsta, 2009;Hinsta et al, 2010). In the same regard, Widdowson stated that The concept of risk in customs context refers "to the possibility of events and activities occurring that may prevent the customs from achieving their objectives" [START_REF] Widdowson | Managing Risk in the Customs Context[END_REF].

Risks facing customs are related to "the potential for noncompliance with customs laws, regulatory requirements and international standards such as restricted and prohibited goods, rules of origin, duty exemption regimes, security and safety regulation, sanitary, environmental and technical standards, intellectual property, transnational crime, commercial fraud, and illicit traffics, as well as the organizational risks" (Hammadi et al, 2018).

In practical terms, risk in the customs context refers to illicit activities, related to global supply chains. such illicit activities can be regarded as a process involving several tasks or conducts where the ultimate goal is the delivery of goods to consumers in violation of applicable laws.

Those goods may be intrinsically legal (for example, genuine tobacco products and alcoholic beverages, legitimately produced nuclear material, etc.), however they may be transported and traded in contravention of tax laws, safety and security regulations, etc. Instead, other goods may be intrinsically illegal or prohibited. This is the case, for example, of smuggling of drugs, arms and toxic waste. Frequently, the same illicit activities operation entails the violation of multiple laws, requirements and international standards.

Nature of risk in customs context

Three main risk nature are identified in the documents on selectivity controls in customs operations adopted by the customs administrations. They are customs frauds, threats on social safety and security and organizational risks. the events and activities occurring that may prevent customs from achieving its objectives, as a risk area is regarded to: lack of staff competence, integrity, ineffective procedures, lack of coordination with other agencies, limited human and material resources, and IT failure.

Risk areas

After understanding the true nature of risk, the next step is identifying the "risk areas", which determines risks that may prevent the system from achieving its goals. The main objectives of customs supply chain, relate to: revenue effective and efficient collection, ensuring community protection and security, preservation of the national heritage, protection of the natural resources and ensuring compliance with the laws and regulations administered by customs in a way that guarantees trade facilitation. Determined risk areas, along with the information from different sources (IT system for processing declaration; internal detailed records from different related units within Customs Administration; information from external governmental institutions; international customs cooperation), are the main basis for identification of risk. Based on the experts in risk analysis: this phase called "Risk profile". The proposed risk mapping is given in Appendix B, Table .B.1.

Risk impacts

Risks in customs supply chain, if not detected early enough, cause many kind of harm for companies, governments, citizens and the society as a whole. The illicit traffic not only provide criminals with an additional source of income but also is a means of laundering "dirty" money.

In addition, the sums of money provided from the sale of counterfeit goods is canalized and reverted for further production of counterfeits or other illicit activities such as drugs, arms or noxious products. the risks are also negatively influence industrial and commercial development due to enormous loss of revenues from government to criminals which leads to the increase of crime rate. This situation not only challenges anti-money laundering efforts but also the consumers in danger by consumption of goods not meet the standards of quality and consumer's health.

Accordingly, the Customs risks affect negatively a country's economic growth, grind down its social development programs and erode investor confidence.

Risk analysis

This stage of Risk management consists of an analysis of each risk identified in the previous phase. Risk analysis is principally about quantifying risk in terms of both probability and consequences of risk occurrence. In short, the analysis considers:

• Probability P: how likely is an event to happen; and

• Gravity G: what are the potential consequences and their magnitude? (WCO, 2003).

Three basic methods can be used to analyze risk: quantitative; semi-quantitative; and qualitative. The method chosen will generally depend on the degree to which risks can be expressed in quantitative terms with a reasonable degree of accuracy. For example, revenue risks may be readily quantified, whereas organizational risks are more easily dealt with qualitatively. Not surprisingly, the most commonly adopted method in a border context is the qualitative approach, where managers use their experience, intuition, and judgment to make decisions. Hereafter, we focus on qualitative analysis by considering three approaches, namely;

Failure Mode Effects and Criticality Analysis (FMECA), Cross Activity Based Costing (ABC)

and Analytic Hierarchy Process (AHP). These approaches will be applied on Moroccan customs supply chain context.

Risk assessment

This step entails comparing the assessed risks against a pre-determined significance criterion in order to derive classification of risks. By considering the risk level of each of the risks as described by the relevant management team in the matrix of assessment.

This will then lead to determine whether an identified risk is acceptable, moderate, substantial or intolerable, determine which of the intolerable risks are in most need of customs agency response. It is often assumed that, some assessors have difficulty to consider a risk "acceptable or not". nevertheless, it is important to remember that agencies are generally unable to control all the risks faced, and they must therefore be selective in determining which risks they will accept, and which will be addressed through some target mitigation actions.

Risk treatment

Risk treatment refers to decisions or actions taken in response to Risk classes. Treating risks aimed to reduce the likelihood or consequence of risk occurring by putting in place control measures and actions that are intended to modify the level of risk to fit the organizational tolerance. Depending on the type of risk, there are often many available treatments including preventive, detective and enforcement measures (Hammadi et al., 2018).

When deciding on treatments, it is important to understand the causes of risks instead of concentrating only on the symptoms. A better understanding of the risks and the causes behind them enables more informed decisions to be made about the best treatment strategy or mix of strategies to mitigate them. Decisions about which risks will be accepted is potentially impacted by many different issues, including (WCO, 2003):

• Internal capability

• Internal capacity;

• Is there an effective capability to implement the treatment;

• Risk rating/level;

• Return of treatment;

• Effects to reputation; and

• The cost/benefits of proposed treatments (this is a feedback loop from the next step).

These issues form the framework on which the effectiveness of treatment strategies will be controlled. For this, the risk analysis department of a "country" customs, need to propose preventive measures for adoption, to monitor the risk management activities, to coordinate the activities on different level, and to control the fulfillment of measures and procedures in the field of risk management.

Risk monitoring

Risks are not static-circumstances and risks change over time. As a consequence, a risk that has previously been judged as acceptable may for any number of reasons be regarded subsequently as an unacceptable risk and require some form of treatment strategy. the monitoring and review process is crucial to test the current effectiveness of controls to ensure that the risk management process achieves its intended purpose. This will help to determine whether the controls are sufficient to address the identified risks or whether they need to be strengthened or supplemented in some way. Alternatively, existing controls may be found to be excessive, thereby consuming resources that may be better allocated to an alternative source of risk [START_REF] Widdowson | INTERVENTION BY EXCEPTION: A Study of the use of Risk Management by Customs Authorities in the International Trading Environment[END_REF].

Communication

Communication and information flow between internal and external stakeholders should be conducted as appropriate at each stage of the risk management process, and for the process as a whole. Communication and consultation should be planned and ongoing activities addressing not just the process, but any issues that may arise [START_REF] Narasimhan | Perspectives on risk management in supply chains[END_REF]. The development of evaluation and reporting mechanisms provides feedback to decision makers.

Making sure that risk management activities are archived and reviewed and that results are feed backed to the policy level assists in ensuring that risk management remains effective in the long term.

One main purpose of this chapter is to establish a risk management approach in Customs Supply chain. Such approach effectively quantify risk indicator will be useful to compare the risk level between the various stages of supply chain and derive classification of risks. A higher risk indicator (criticality/ relative weight) corresponds to a more critical risk in the customs context, which requires a specific treatment and control process. The development of such a risk management model assists in the determination of procedures and main points where efforts and resources have to be concentrated. It helps to answer questions such as: where future compliance resources should be directed? which goods and means of transport should be examined? In addition, it furnishes a way to ensure that the relevant risk has been effectively identified, analyzed, quantified, and treated to avoid the uncertainties and the introduction of extraneous variables into the decision making process.

Risk management approach-based on FMECA methodology

This section focuses on setting up a new approach for managing risks in customs supply chain based on Failure Modes Effects Criticality Analysis (FMECA methodology). FMECA is used here to identify potential risks in customs context, to assess and rank these risks in terms of importance and to identify and carry out proactive and corrective actions to address the most serious concerns [START_REF] Van Leeuwen | Risk analysis by FMEA as an element of analytical validation[END_REF][START_REF] Mcdermott | The Basics of FMEA[END_REF]. FMECA is a process to assess and classify risks by criticality, and to determine their effects, with the intention of tackling the most important ones. Evaluating the "importance" of a risk mode involves criticality and risk priority number calculation for each risk identified in previous section.

Essence of FMECA method

A widely used method for risk analysis is the Failure Mode, Effects and Criticality Analysis (FMECA). FMECA is a well-documented method used to quantify and analyze safety concerns for a supply chain. As an input, it takes plans and diagrams, probabilities and frequencies based on historical knowledge. As an output, FMECA provides a list of most critical risks as well as some mitigation measures (MIL-STD, 1980;[START_REF] Wei | A unified approach to failure mode, effects and criticality analysis (FMECA)[END_REF]. It was displayed at first in the aeronautical sector in 1960s. However, since the 80s, FMECA has been described by Pillay and

Wang [START_REF] Pillay | Modified failure mode and effects analysis using approximate reasoning[END_REF] as a method which based on the identification and analysis of the critical failures in terms of security and the development of the improvements of the system so as to enhance its security.

The FMECA is developed in two phases [START_REF] Maequez | The maintenance management framework: models and methods for complex systems maintenance[END_REF]: The first phase is to identify the potential failure modes and their effects. The second phase is to perform criticality analysis to determine the classes of the failure modes. In this step two measures are considered [START_REF] -H | Enhancing FMEA assessment by integrating grey relational analysis and the decision making trial and evaluation laboratory approach[END_REF]: the probability of failure occurrence (P), and the impact or severity of the failure (S).

The multiplication of these measures generates the Criticality. In the quotation of the risks (the gravity and the occurrence) is insured through the allocation of a number from the scale 1-10.

This scale had been invented by Ford Motor Company since 1988. In this regard, Ennouri and al. mention the FMECA is an evaluation tool of the risks the most used to define, identify and eliminate the potential failures [START_REF] Ennouri | Risks management in Tunisian industry: case study[END_REF]. These characteristics of FMECA make this method the best tool to support the decision-making process especially in the implementation of measures necessary to treat vulnerabilities of customs supply chain.

our knowledge about CSC Risk concept. This initial stage helped prepare for the second phase:

giving an appreciation of risks with a methodological framework and questionnaire (which is confidential).

Establishing the Moroccan customs context

The process of risk management in Moroccan customs supply chain starts with defining the Moroccan customs context in which risk management will take place. For this reason, it is The importance consideration from SWOT analysis perspective is that the vulnerability of the customs supply chain is related to risks facing in customs, to avoid and/or to limit the possibility to expose to these menaces, customs administrations must implement an efficient and effective Risk Management Approach.

Computing the criticality and establishment of risk classes

For each risk scenario identified in section 3, we estimate the probability and gravity of consequences according to systemic grid of likelihood and gravity of potential risk previously defined as given in Tables 2.1 and 2.2 

Likelihood Description Indicator weight

Unlikely (remote)

Is not likely to occur and less than 5% chance of occurring.

Has not occurred in the last 3 years or more. 1

Possible (rare) Could occur but less than 20% chance of occurring.

Has occurred between 1 year and 3 years ago. 2

Likely (occasional)

Likely to occur a 50% chance that this is the case.

Has occurred in the last 1 year 3

Very likely (frequent)

Likely to occur over a 80% chance that this is the case.

Has occurred between 1 month and 12 months 4

and derive classification of risks. A higher risk criticality corresponds to a more critical risk in customs context.

Figure. 2. 8.

Risk classes in Moroccan customs, determined using criticality as risk indicator. Source: (Hammadi et al., 2018).

Table. 2.3.

Security criteria that actors of customs supply chain must apply; adopted from (Hammadi et al, 2018).

Actors Examples of minimum security criteria

Exporters Written procedures must stipulate how seals are to be controlled and affixed to unloaded containers.

Importers

Written procedures must stipulate how seals are to be controlled and affixed to loaded containers.

Sea carriers

A vessel visitor log must be maintained and a temporary visitor pass must be issued.

Highway carriers

Trailers must be stored in a secure area to prevent unauthorized access and/or manipulation.

Foreign manufacturers To help ensure the integrity of cargo, procedures must be in place to ensure that information received from business partners is reported accurately and timely.

Rail carriers

Rail carriers must have procedures in place for reporting unauthorized entry into rail cars and locomotives.

Customs brokers For all brokers, procedures for the issuance, removal, and changing of access devices (e.g., keys, key cards, etc.) must be documented.

Moroccan and foreign marine port authorities and terminal operators

An employee identification system must be in place for positive identification and access control purposes.

Long haul highway carriers

Written procedures must exist which identify specific factors or practices, that may deem a shipment from a certain shipper of greater risk.

Air carriers

Procedures must be in place to prevent, detect, or deter unmanifested material and unauthorized personnel from gaining access to aircraft, including concealment in cargo. -Strengthening the sharing and the exchange of the information concerning the risks and the current techniques of fight against the fraud; -Strengthening the coordination with other agencies and stakeholder engagement strategy and plan needed.

-Promotion of the local, regional and international cooperation concerning the fight against the illicit traffics and insurance of the congruence between organizational policy of risk-based compliance management and operational practice (what happen in practice), and public awareness on the dangers of the illicit trade.

-Evaluation of the current techniques of fight against the illicit traffic and the control mechanisms used to improve them.

-Studying the possibility of concluding bilateral or multilateral agreements for exchange of information and experiences concerning the fight against risks in customs context.

-And applying the sanction against criminals and smugglers, including administration penalties or, in more severe cases, prosecution and license revocation.

-Tolerate "Ineffective procedures" after a thorough review and alignment against international best practices. Our proposed risk management approach based on FMECA methodology is successfully used in the customs context. It has shown to be efficient particularly in establishing the risk classes and providing a risk indicator. This new approach is fitted and validated on the entire risk typologies in customs supply chain. The results are satisfactory except that assessors have to make subjective choices when giving preferences to likelihood and gravity of consequences of occurred risks. In fact, the functionality of the approach is highly dependent on the knowledge, expertise and perceptions of assessors.

Substantial Risk

CITES

Risk management approach-based on Cross ABC method

This section is dedicated to firstly present our risk management approach based on Cross Activity Based Costing (ABC) Method as an interactive tool to support decision making in customs risk management. Secondly, to investigate the effectiveness of the proposed approach by putting theory into practice in Moroccan customs context

Essence of Cross ABC method

The interest in segmentation and prioritization problem has deeply increased in last years. The attention of many researchers was brought to the needs of establishing classes and segments in many knowledge fields, namely in engineering, economical sciences and management, so that researches were focusing on developing classification method since many decades.

To deal with segmentation and classification, intensive studies were done and researchers have proposed several methods in order to improve the quality and the efficiency of segmentation and an extensive literature may be found. Among these methods, Activity-based costing (ABC) may be considered as the most used approach. ABC is a costing methodology that identifies activities in an organization and assigns the cost of each activity with resources to all products and services according to the actual consumption by each [START_REF] Staubus | Activity Costing and Input-Output Accounting[END_REF][START_REF] Kaplan | Accounting and Management: A Field Study Perspective[END_REF][START_REF] Velmurugan | The Success and Failure of Activity-Based Costing Systems[END_REF].

Establishing a Cross ABC matrix leads to define the business strategy by segmenting the customer portfolio. The goal is to know exactly which customers are likely to buy. In this case the objective is to concentrate the commercial effort towards them. Generally, it is recommended to perform an ABC analysis once a year, prior to the development of the business plan [START_REF] Li Destri | Bringing Strategy Back into Financial Systems of Performance Measurement: Integrating EVA and PBC[END_REF][START_REF] Velmurugan | The Success and Failure of Activity-Based Costing Systems[END_REF].

Proposed approach

Figure 2.10 shows our proposed approach of customs risk management based on Cross ABC method. Such approach is similar to previous presented approach except there is only one difference in the risk assessment methodology.

Figure. 2. 10.

Proposed approach of risk management-based on Cross ABC method for customs context (qualitative analysis). Source: (Hammadi et al., 2014).

Implementing the risk management approach in Moroccan customs

In this stage, we proceed to implement our proposed approach in Moroccan customs supply chain as an application context, by quantifying the risk in terms of: .2.5.

• Frequency F, i.

Table. 2.5.

Risk classes using cross ABC Matrix. Source: (Hammadi et al., 2014); adopted from (Hammadi et al, 2018).

According to the final score of ABC, the most critical risks are: smuggling of drugs, smuggling of cigarettes, trafficking in counterfeit, commercial fraud, and money laundering. When comparing the obtained risk classes using cross ABC matrix with the ones previously reached by FMECA analysis, we find the same risks under each class of risk, except that smuggling of goods and lack of coordination with agencies moved from one class to another (i.e.; from intolerable risk to substantial one). One possible explanation may be the used percentages of accumulation per class, which are chosen based on the experience of officials of Moroccan customs administration Based on these results, we notice that the proposed approach of risk management based on cross ABC method leads with accuracy to the identification and extraction of risk classes in customs 

Frequency

Risk management in customs context using AHP-based approach

Customs is concerned with managing risks in various stages of the global supply chain.

Successful deployment of this key objective required effective assessment of risk scenarios.

Risk assessment in customs context is a multi-criterion decision problem which includes both qualitative and quantitative factors. The purpose of this sub-section is to develop a risk management model enabling a structured analysis and an effective risk assessment. An Analytic Hierarchy Process (AHP) based methodology will be a useful tool not only to tackle the different decision criteria for assessing risks, but also to handle the multivariate qualitative nature of data involved in the decision-making process. A case study is presented to demonstrate the effectiveness of the model. The study concludes by identifying the critical risks in Moroccan customs supply chain, and establishing consensual data input for a security strategy.

Essence of AHP

Analytic Hierarchy Process AHP is a technique for decision making in complex environments in which many variables or criteria are considered in the prioritization and selection of alternatives in order to make the best decision [START_REF] Saaty | The Analytic Hierarchy Process[END_REF]. AHP was created in the 1970s by Thomas Saaty. It has been widely used, handled and refined in different areas of human interests, for instance engineering, economic and social sciences and management [START_REF] Lee | A Fuzzy suppliers' selection model with the consideration of of benefits, opportunities, costs and risks[END_REF][START_REF] Zahedi | The AHP: a survey of the method and its applications[END_REF][START_REF] Cheng | Evaluating weapon systems using ranking fuzzy numbers[END_REF]. AHP affords a structured setting for structuring a decision problem, representing and quantifying its elements, connecting those elements to goals, and evaluating alternative solutions [START_REF] Lee | Analysis of priority mix planning for semiconductor fabrication under uncertainty[END_REF][START_REF] Hsu | Evaluating the service requirements of Taiwanese international port distribution centers using IPA model based on fuzzy AHP[END_REF]. In practice, the application of AHP begins with a problem being decomposed into a hierarchy of criteria so as to be more easily analyzed and compared in an independent manner (see Figure .2.17). After this logical hierarchy is constructed, the decision makers can systematically assess the alternatives by making pairwise comparisons for each of the chosen criteria, structured in matrices [START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]. The final scoring is on a relative basis, comparing the importance of one decision alternative to another. AHP captures both subjective and objective evaluations, also providing a useful mechanism for checking the consistency of the decision maker evaluations [START_REF] Saaty | The Analytic Hierarchy Process[END_REF][START_REF] Saaty | How to make a decision: the analytic decision process[END_REF]. It used to evaluate quantitative and qualitative criteria and alternatives on the same preference scale, namely a verbal one.

Normalized weights evaluation

In order to determine the relative importance of the strategic Risk areas and Risks, the pair-wise comparison judgment matrices are formed by guidance of experts and senior officials from Moroccan customs administration who had been tasked with implementing the risk management in Moroccan customs. For evaluating normalized weight, following steps above.

a) Establishment of pair-wise comparison matrices

To assess risk in customs context, it is essential to hierarchize the used criteria, i.e., how important one criterion or sub-criterion is, compared to another one. Using AHP method, it means that the pair-wise comparisons are established using a nine-point scale that converts human preferences into available alternatives such as equally, moderately, strongly, very strongly or extremely preferred.

For example, if two elements are assumed equally important, the comparison will have a scale of 1. If one element is moderately more important than the other, the analysis will have a scale of 3. Subsequently, scales 5, 7 and 9 are used to describe strongly more important, very strongly more important and extremely more important, respectively. The corresponding reciprocals 1, 1/2, 1/3,..,1/9 are used for the reverse comparison. The pair-wise comparisons of the attributes at each level in the hierarchy are arranged into a reciprocal matrix [START_REF] Saaty | The Analytic Hierarchy Process[END_REF].

In general, the comparison matrix is defined as = , where A= reciprocal matrix with the elements = . The relative weights of the elements at each level with respect to a given element are computed as the components of the normalized eigenvector associated with the largest eigen-value of the comparison matrix A. Tables 2.6 to 2.11 shows the pair-wise comparison matrix for different level of hierarchy (an example of calculation of the relative weight can be seen in Appendix B: Calculation of the global weights of risk areas). 

b) Calculation of the degree of consistency at different level of the hierarchy

It is known that people are often inconsistent in answering questions, and thus one of the important tasks of AHP is to calculate the consistency level of the estimated vector. Consistency ratio (CR) is used to measure the consistency in the pair-wise comparison. Saaty has set the acceptable CR value for different matrices sizes; the CR value is 0.05 for a 3-by-3 matrix 0.08 for a 4-by-4 matrix; and 0.1 for large matrices [START_REF] Saaty | How to make a decision: the analytic hierarchy process?[END_REF]. If consistency level falls into the acceptable range, the weight results are valid. Having done all the pair-wise comparisons and entered the data, the consistency is determined using the Eigen value. To do so, normalize the column of numbers by dividing each entry by the sum of all entries. Then sum each row of the normalized values and take the average. This provides priority vector (PV). To check the consistency of judgments following steps are followed:

Let the pair-wise comparison matrix be denoted and principal matrix be denoted .

Then define:

= × = (. )
= average of the elements of

The Consistency index may be easily determined by: The relative weight of each risk gives an indicator to measuring the risk and helps to identify key critical risks that highlight the vulnerability of Moroccan customs supply chain so as to implement an efficient and effective actions to treat these risks. Although methodology adopted in this study has been quite useful in prioritizing different risk areas and risks under them but not without some limitations. Major limitations are that the rating scale used in the AHP analysis is conceptual, uses a discrete scale of one to nine which cannot handle the uncertainty and ambiguity present in deciding the priorities of different attributes as well as the different decision criteria in risk assessment in customs supply chain involves a high degree of subjective judgment. This prioritization does not provide guidance on an appropriate action plan to address deficiencies. There are also chances of biasing while making pairwise comparisons to different factors. Therefore, due care should be taken while deciding relative score to different factors.

This study is further extended by considering Fuzzy AHP approach so as to revise this assessment model

Chapter summery

Facing increase in pressure to secure the customs obliges decision makers to react accordingly in order to effectively manage the risks in different stages of the customs supply chain. The aim of this chapter is to develop a risk management approach enabling a structured analysis and an effective assessment of the risk in customs context. A conceptual model based on qualitative methods is developed addressing diverse risks. The criticality / priority weight of each risk gives an indicator for quantifying the level of risk and then helps to identify the risk classes. Our case study of Moroccan customs supply chain clearly demonstrates the effectiveness of our risk management approach.

When developing our risk management approach, we have created a tool that systematized best practice of risk management and laid out a framework that can be implemented in existing and newly designed risk management system in customs. We have not endeavored to analyze existing models or the collective experience of governments and societies in managing risks.

Instead, we have chosen to present a practical methodology that allows customs supply chain as a complex system to be structured as a set of processes whose objectives, inputs and outputs are centered on mitigating risks.

This study has drawn heavily on international standards of risk management. It has taken risk management standards and tools that were originally developed for and by business and applied them to the context of customs supply chain. It has also introduced Moroccan customs as a case study, to make our approach easily applicable to the practice. We hope that this approach will help stakeholders to manage risks in customs supply chain that protect citizens and communities without stifling facilitation and growth of international trade. The ultimate result draws a better understanding of the concept of risk in customs environment, better decision-making in situations of threats, and increased vulnerabilities preparedness. Other related questions that are still with us, namely the inclusion of quantitative assessment of risk in the proposed approach (i.e.; in the sequel we will propose a probabilistic approach of risk management see figure. 

Introduction

Effective assessment of risks in customs supply chain is crucial to developing an efficient risk management which ensuring the security (and safety) of "a country" residents, the protection of the financial and economic interests, while at the same time facilitating legitimate trade. It starts with the choice of the relevant risk indicator and requires data on supply chain movement of goods to exploit them in evaluation purpose and to consequently adapt organizations and strategies for checks to make more efficient (Hinsta at al., 2010). Accordingly, it is important to use an integrated risk assessment approach and an effective analysis of the risk, thus enabling decision makers to understand the capabilities and resources that need to be deployed so as to successfully implement risk management. Making such approach is not always as simple as it sounds, due to the aspect qualitative and quantitative of factors involved in the risk assessment decision making process.

Analytic Hierarchy Process (AHP) is a widely employed methodology to handle this kind of process [START_REF] Saaty | The Analytic Hierarchy Process[END_REF]. Nevertheless, typical AHP is unable to deal with uncertainty.

Uncertainty is a particular issue in risk assessment within customs context since the different decision criteria in this field are subjective judgment and individual preferences. In view of this, a decision model that combines AHP with fuzzy logic (Pornwasin and Tossapol, 2018; [START_REF] Shore | Evaluating the information sharing capabilities of supply chain partners: A fuzzy logic model[END_REF]Lirn et al, 2003;[START_REF] Venkatesh | Analysis on supply chain risks in Indian apparel retail chains and proposal of risk prioritization model using Interpretive structural modeling[END_REF], which has proven to be effective in addressing uncertainty, imprecision, and subjectivity in expert judgment. This combined process is known as "fuzzy AHP".

AHP and EFAHP techniques is used to synthesize the opinions of decision-makers to identify the weight of each risk [START_REF]Risk governance of urban rail systems using Fuzzy AHP: the case of Istanbul[END_REF][START_REF] Wang | A two-stage fuzzy-AHP model for risk assessment of implementing green initiatives in the fashion supply chain[END_REF][START_REF] Hsu | Evaluating the service requirements of Taiwanese international port distribution centers using IPA model based on fuzzy AHP[END_REF]Tyagi et al, 2015). The establishment of the critical risk clusters is an important factor affecting eventual risk treatment-control. The purpose of this study is to discuss the risk assessment in customs supply chain. So that, a fuzzy AHP model was then established for assessing the risk. As an outcome, it leads with accuracy to the identification and extraction of risk classes.

Our research has been applied in Moroccan customs supply chain. The risk assessment concept has been investigated through the literature in section 2. Section 3, reveals the proposed EFAHP Model. Section 4 presents the complete implementation of the FEAHP model, a numerical analysis is presented to demonstrate how the model works. Finally, Section 5, concludes this chapter.

Literature review 2.1. Risk assessment

Most of the researches s covering the issue of risk assessment are conceptual or deal with risk management as a whole. In practice, risk assessment is the initial step of prevention policy and is also the most important step [START_REF] Mullai | Risk Management System -A Conceptual Model[END_REF]. Tools for the risk analysis are rarely provided [START_REF] Sodhi | Researchers' Perspective on Supply Chain Risk Management[END_REF]. A risk analysis can follow one of the two approaches, a purely qualitative or a quantitative one [START_REF] Waters | Supply Chain Risk Management: Vulnerability and Resilience in Logistics[END_REF]. The qualitative approach solely focuses on describing the risk and its general features. It lays a good basis for discussion but it is limited, as it does not order to better capture the actual reality. According to the AHP, the experts are asked to compare the intensity of importance of one variable to that of another variable using the AHP scale (range: 1-9) as a numeric representation of the linguistic variables that still contain uncertainty. When using fuzzy AHP, that uncertainty is accounted by using the fuzzy logic that informs the TFN scale [START_REF] Wibowo | Prioritizing solutions for overcoming knowledge transfer barriers in software development using the fuzzy analytic hierarchy process[END_REF]. The fuzzy membership function for the linguistic variables is shown in Table .3.1. It can also be represented as a function, which is shown in Notice that the TFN (1, 1, 1) is used to represent "just equal" when comparing a variable with itself (the diagonal elements of the pairwise comparison matrix).

Table. 3.1.

Triangular fuzzy numbers for the linguistic variables. Source: [START_REF] Wibowo | Prioritizing solutions for overcoming knowledge transfer barriers in software development using the fuzzy analytic hierarchy process[END_REF].

Intensity of importance

Fuzzy number Linguistic variable TFN

1 1 Just equal Equally important (1, 1, 1) (1, 1, 3) 3 3 Moderately important (1, 3, 5) 5 5
Strongly important (3, 5, 7)

7 7
Very strongly important (5, 7, 9)

9 9
Extremely important [START_REF] Huang | A Fuzzy AHP application in government-sponsored R&D project selection[END_REF]9,11) Based on the different weights of criteria and attributes the final priority weights of the risks are decided; hereafter called "Fuzzy priority weights" so as to differentiate them from priority weights given by typical AHP (i.e.; those previously mentioned in chapter 2 section 6). The highest priority would be given to the risk with highest weight. The main goal of risk assessment using fuzzy extended AHP-based approach is to quantify systematically and quantitatively risks by using an indicator, in order to give decision-makers a measure of the vulnerability. Such a measure is difficult to implement, since, in many cases, constraints in data quality, time, expertise and resources prevent from effective definition or quantification.

Integrated risk assessment model using Extended-Fuzzy AHP

Our proposed model shown in Figure 3.3, provides a general conceptual framework to assess a customs risk by establishing a risk indicator, which means to make sense of the data, ensure completeness, assess the credibility and the accuracy of the result of evaluation, consider the probability and impact of the risk materializing and weigh its importance against the threshold.

Recycle the proven accuracy and credibility back into the system of assessment. In addition, the model serves to advance the body of knowledge of risk evaluation theory through its introduction of a fuzzy environment perspective, which is evidenced by reference to variety criteria of operational settings of risk prioritization in customs supply chain context. Our process of risk assessment contains eight basic steps:

Step0: Form a committee of experts in customs supply risk management in order to: --Identify the risks drawing on quantitative and qualitative data including experience and intelligence from a number of sources in a comprehensive manner so that areas of risk are not overlooked. --define the criteria of classification and --establish the Customs Context;

Step1: Decompose the problem into a hierarchical structure. The goal of the hierarchical structure is to calculate the relative importance of the five "risk areas". This is done through pairwise comparison of the importance of risk areas towards the goal and pairwise comparison of the importance of the risks using frequency and severity of each risk, as shown in Figure . 3.3;

Step2: Employ pairwise comparisons among decision elements and form fuzzy comparison matrices;

Step3: Check the consistency property of matrices to ensure that the judgments are consistent (i.e.; verify that ≤ 0.1);

Step4: Calculate the relative priorities for the alternatives under each criterion by synthesizing the priority vectors;

Step5: Use the Eigen value method to estimate the relative weights of the decision elements;

Step6: Aggregate the relative weights of decision elements to obtain an overall rating for the risks;

Step7: Establish the classes of risks (Intolerable Risk, Substantial Risk, Moderate Risk and Acceptable Risk (Risk matrix in Figure .3.1);

Step8: Treat the risk: This step refers to --controls that could be applied so as to reduce either the occurrence probability and /or the degree of severity of risk consequences. such customs controls could take place at the exporting company's premises, pre-departure prior to loading, on arrival in the country of import or at the importing trader's premises.

--and risk monitoring to detect when there is modification in the assessment criteria or procedures.

Hierarchical structure

In this step we will proceed to establish the hierarchical structure of our Extended Fuzzy AHP model, which is follow the same approach of developing the hierarchy of AHP in Chapter ( 2) (Hammadi et al, 2014;[START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]. 

The degree of possibility of = , , ≥ = , , is determined by

≥ = µ , µ (. )
when (x, y) exists and satisfies: x ≥ y and = = , then we have ≥ =

. Since that and are convex fuzzy numbers, this result implies that

≥ = if ≥ and ≥ = ( ∩ ) = µ (. )
where p is the ordinate of the highest intersection point P between and .Taking: =( , , ) and =( , , ), then P is calculated (see Figure 3.2) as following:

≥ = ∩ = - --( -) (. )
The degree possibility for a convex fuzzy number to be greater than k convex fuzzy numbers where i =1, 2, . . . , k is given by ≥ , , . . , = ≥ ≥ … ≥ = ≥ , = , , … , (. ) = ≥ , (. )

for k = 1, 2, . . ., n; k ≠ i, the weight vector is defined by = , , … , (. )

Then the normalized weight vectors are given by = , , … , (. )

where is a non-fuzzy number and this gives the priority weights of one over other [START_REF] Lee | A Fuzzy suppliers' selection model with the consideration of of benefits, opportunities, costs and risks[END_REF].

Case study: the case of Moroccan customs supply chain

Our case study tries to analyze and validate our risk assessment model. As part of our research, an initial exploratory study was conducted between April and September 2013 and involved Moroccan customs administration. The interviewed population consisted of customs supply chain managers and supply chain risk managers. This first study provided an in-depth view of risk evaluation in Moroccan customs supply chain in each of its Central Directorate and the regional directorates (Casa port, Tangier med, Rabat, Nador and Marrakech) (see Figure 3.6), allowed us to define and set the criteria and parameters for the risk assessment process. This initial qualitative stage helped prepare for the second phase: a quantitative study with a methodological framework and questionnaire.

The application of our model is carried out at the Moroccan Customs, searching the best risk assessment for the most critical risks faced in its supply chain and that prevent the system from achieving its goals. The customs want to take into account all the "risk areas" which may affect the supply chain. A decision-making group is formed which consists of the experts and senior officials from Moroccan customs administration who had been tasked with implementing the risk management in Moroccan customs. Detailed discussion on every criterion and attribute have been conducted and based on discussion, five critical Risk areas have been identified. The discussion has been further prolonged to decide the twenty-eight attributes or risks (see the hierarchical structure).

In the sequel, the different priority weights of each risk area and risk are computed. The fuzzy evaluation matrix is conducted by the pairwise comparison using triangular fuzzy numbers, which is shown in Table .3.1 (Zahedi,1986;Chan andKumar, 2007, Asgari et al, 2015). The value of fuzzy synthetic extent with respect to each criterion is calculated by using Equation (3.4) and the formula for algebraic operations of the fuzzy set.

The different Risks are compared under each Risk area separately by following the same procedure as presented above. The comparison of the importance of one risk with respect to an other is obtained from structured discussions with a panel of experts and the use of a questionnaire survey. The Fuzzy AHP weightings were computed using Excel. The fuzzy evaluation matrix of risk area: community protection and security.

The weight vector from Table 6 is calculated as =(0.072; 0.072; 0.072; 0.072; 0.072; 0.036; 0.0225; 0.018; 0; 0) .

Results and discussion

According to the final score of "fuzzy priority weight" as shown in the Figure. And the acceptable risks (smuggling of substances impoverishing the ozone layer, IT failure, smuggling of nuclear and radioactive material, illicit trade in dual-use goods, smuggling of explosives, and smuggling of archaeological heritage) must be dealt with by scrutiny, in order to keep precious time and efforts for potentially higher risks. One main purpose of this chapter is to establish the risk assessment model for prioritizing risks in Customs Supply chain. Such a quantified risk indicator provides a tool to compare the risk level between all stages of supply chain and derive classification of risks. A higher risk indicator corresponds to a more critical risk in the customs context. Through the numerical analysis presented, the effectiveness of the proposed model is proved.

The development of such an assessment model assists in the determination of procedures and main points where efforts and resources have to be concentrated. It helps to answer questions such as, where future compliance resources should be directed? which goods and means of transport should be examined? to what extend? In addition, it furnishes a way to ensure that the relevant risk has been effectively quantified.

When comparing the obtained results using fuzzy AHP to others evaluation methods discussed in Chapter 2, we are able to notice that fuzzy AHP is the most efficient method of assessment.

It leads with accuracy to the identification and extraction of the risks under each class, owing to its effectiveness in addressing uncertainty, imprecision, and subjectivity in expert judgment when giving their preferences or conducting the pairwise comparisons between attributes.

Chapter summary

In this chapter, a risk assessment model is developed in order to analyze and prioritize risks in customs supply chain. By means of a literature review and interviews with the experts, a hierarchical structure is performed addressing diverse risk scenarios associated in different stages of customs supply chain. The quantitative scales are expressed by TFNs to capture the vagueness in the linguistic subjectivity of risk parameters. Fuzzy Extended AHP is used to quantify the risk indicator. Numerical analysis was discussed to demonstrate how the proposed model works.

The priority weight of each risk gives an indicator to measuring the risk in customs context and helps to identify key critical risks that highlight the vulnerability of customs supply chain (CSC). The Results could be used to support the decision-making process especially in the implementation of measures necessary to treat this vulnerability. The EFAHP methodology presented here would be applied for analyzing, specification and evaluating risks in CSC as well as for solving uncertainty and qualitative aspect of criteria. By means of the modeling capabilities and formulating hierarchy, it would potentially play a significant role in risk assessment.

The EFAHP model discussed in this chapter is proved to having less computational time and cost. EFAHP-based approach is a useful tool not only to tackle the different decision criteria 

Uncertainty quantification

In recent times, uncertainty quantification has gained a massive attention from many researchers in many scientific fields: Engineering, Physics, Applied Mathematics, Management sciences and Economics. Uncertainties are seen not only as a governing element in human activities, namely, environmental and social phenomenon, industrial processes, risk analysis and economies of governments, but also as an effective way of generating a better accuracy.

However, some difficulties are still with us, namely the approximation of a random variable by another one without the previous knowledge of their joint probability distribution.

Many studies were conducted to handle the uncertainties and researchers developed various methods in order to improve the quality and the efficiency of UQ. Among these methods, Monte

Carlo Simulation (MCS) may be considered as being the basic UQ approach to be used when no other information is known. The MCS provides successive resolutions of a deterministic system incorporating uncertain parameters modeled by random variables. Historically, this technique was developed for situations where the lack of information about the problem to be solved makes that only generation of variates is available.

It generates, for uncertain parameters and according to their probability distributions and their correlations, random draws. For each draw, a set of parameters is obtained and a deterministic calculation, following analytical or numerical models well defined, is made. The statistics generated by this method are poor in accuracy [START_REF] Poles | A Polynomial Chaos Approach to Robust Multiobjective Optimization[END_REF] and significant results require a large number of samples which makes the MCS prohibitive in terms of computational cost (Souza de [START_REF] Souza De Cursi | Uncertainty Quantification and Stochastic Modeling with Matlab[END_REF]. Improvements may be obtained by using the Latin Hypercube Sampling (LHS). Such a sampling approach gives a better accuracy [START_REF] Poles | A Polynomial Chaos Approach to Robust Multiobjective Optimization[END_REF]. However, it has some limitations announced by [START_REF] Lebon | Fast Latin Hypercube Sampling and efficient Sparse Polynomial Chaos Expansion for uncertainty propagation on finite precision models[END_REF]: "The error estimates may not be improved even if the number of samples increases".

In this regard, an appropriate approach has been emerged, namely, Polynomial Chaos Expansion (PCE), where random variables are represented by multivariate series of Gaussian variables [START_REF] Wiener | The homogeneous chaos[END_REF][START_REF] Xiu | The Wiener-As key polynomial chaos for stochastic differential equations[END_REF][START_REF] Sudret | Global sensitivity analysis using polynomial chaos expansions[END_REF][START_REF] Branicki | Fundamental Limitations of Polynomial Chaos for Uncertainty Quantification in Systems with Intermittent Instabilities[END_REF].

When considering random variables, the terminology representation is generally used in the sense of Hilbert basis. Approximation results from the truncation of the representation at a given level.

This approach has proved to be less expensive and computationally more efficient than the MCS and LHS, but it was limited by the use of Gaussian variables and the need of a particular statistical information about the distributions under consideration: when approximating a random variable Y by a random Gaussian vector U, the knowledge of the joint distribution of the pair , is necessary-what introduces some difficulty. Indeed, the use of independent variables leads to poor quality approximations (Holdorf Lopez, 2010).

Uncertainty quantification based-model

This chapter develops stochastic models for risk time series. A particular incitation for this study was the need to generate realistic risk time series of the most critical illicit traffic; namely smuggling of drugs, illicit traffic of arms, smuggling of cigarettes, trafficking in counterfeit, commercial fraud, smuggling of goods; in five risk detection sites, with the aim of analyzing the risk evolution over time. More generally, the proposed model has many other risk forecasting applications since they can be used to generate synthetic time series of unlimited length for a risk site consistent with historical data properties at the same site. The synthetic time series can then be used as inputs into risk models, among many other applications.

Model description

A model-based on UQ is a discrete process used the approximation involve the evaluation of expressions that depend on the joint distribution of the couple , , where: the uncertainties on a system is modelled by a random vector and the system's response is denoted by .

In this case, we assume that Y is a function of U, = and that statistical information is available on a sample of the couple , . In the following, this condition is not always guaranteed and that convenient approximations will be generated when this information is unknown.

Since = , we may consider a Hilbertian approach (Souza de Cursi and Sampaio, 2015):

admitting that = ∈ , where is a separable Hilbert space for the scalar product, we can choose an adequate Hilbert basis ∈ * and look for a representation = (. )

In practice: Let and be two random vectors (eventually having different dimensions) on the probability space (Ω, P). Let = be a subspace of functions of U. Determine an element PY from W such that PY is the best approximation of Y on W, i.e. It is expected that → for → +∞.

The main purpose of a representation is to use instead of in the evaluation of the probability of crucial events, in a way that is a convenient approximation of , in the sense that the probabilities are close to the real values when using instead of . In general, this aim cannot be achieved and we look for an approximation such that may replace in practice, i.e. such that the differenceis small enough in a sense corresponding to our goals. If φ ∈ * is not orthonormal, a sequence of orthogonal projections are requested

≈ = ∈ ; = , , … , (. )
where ∈ denotes the unknown coefficients of the expression of which describes the evolution of the response of the system and ∈ * is an Hilbert basis.

In our particular application:

• is a random vector representing the uncertainties on a risk process, and

• denotes the monthly quantities seized of the illicit traffic by customs authorities in five sites.

is a time series with positive values. Risk times series in customs supply chain context are generally not stationary, with typically important seasonal and monthly components but also interannual variability. Interannual components are generally neglected. Notice that the risk's seasonality is an empirical observation, linked to divers factors such as: the number of passengers, illegal markets, consumption and holidays, etc.

Seasonality is one of the rarely used statistical behaviors to analyze the evolution of the time series over time. Among methods available in the literature for modelling seasonal components, the differentiation or scaling with mean and variance functions which evolve periodically (see e.g. [START_REF] Brockwell | Introduction to Time Series and Forecasting[END_REF][START_REF] Brown | Time series models to simulate and forecast wind speed and wind power[END_REF].

Our approach consists in approximating seasonal components of by a linear combination of orthogonal polynomials of . This model consists in blocking the data by short time periods, typically per season depending on the conditional distribution of data available, then looking for a representation per season considering a polynomial basis: in a first time we make varying both the probability distribution function (PDF) of the random variable and of the data , in a second time we estimate these quantities from samples. In the sequel, we propose to use such models based-on uncertainty quantification for each risk per season per site and replace (4.2) by ( 4.3): ) with the unknown parameters () ∈ and ∈ is a polynomial basis.To follow the seasonal evolution of the risks, the states are numbered according to their season of the time series Y.

≈ = ∈ ; () = () , () , … , () (. 
In practice, the exact distribution of is unknown. It often assumes that is not known and only samples from are available. In such a situation, a convenient solution consists in considering an artificial random variable and replace (4.3) by (4.4):

≈ = ∈ ; () = () , () , … , () (. )
For the application considered in this chapter, the observations are per month in such a way that equation (4. 4) defines a seasonal function with period: a combination of three seasons; namely; high season, medium season and low season. Some observations of risk have a combination of more than three season. In other words, the observed data are generated by several distinct underlying causes of seasonality that have some unknown relationship between them. Each cause contributes independently to the generation process but we can only see the observation sequence as a final seasonal function, without knowing how much and in what way each cause contributes to the resulted observation sequence. This phenomenon is of great interest in customs risk time series analysis. Many time series could be correlated with other time series.

For instance, for illicit traffic within customs supply chain, the quantities seized by itself is of little interest, but it will contain plenty of information about the trend of the total illicit traffic when combined with fractions of risks. In the following chapter we will focus on this kind of models.

Hereafter, we focus on those particular time series of risks with a combination of three season within customs detected in five sites. These time series, which is shown in figures 4.1 to 4.5, are generated by simulation. Such a simulation consists of 10 years of data, with monthly quantities seized; quantities in kilograms (kg). It has to consider a long time series in this study in order to gather significant results for modeling seasonal variability, but good results were also obtained with the methodology described in this chapter on shorter risk time series at various risk sites which permit to save computational time. 

Statistical inference

Fitting the underlying model, for given distribution of the couple , , consists of using the approximation. This approximation involve the evaluation of expressions depend on the joint distribution of the pair , . In many situations, the approximation uses quantities having unknown nor difficult to determinate distributions and we have only a sample of the pair. In such a situation, it may be practical to use an approach that does not imply the evaluation of quantities depending upon the joint distribution of the pair and estimates all the necessary statistical properties directly from a sample.

In the following, we may determine an element ∈ such that some statistics of coincide with those of . Among these approaches, the moment matching method may be considered as the most known method of approximation based on statistical properties. It looks for a finite expansion such that chosen moments of Y and coincide:

= = = ; ≤ ≤ (. )
This approximation is connected with Levy's theorem; namely, convergence in distribution.

The detailed description of this method can be found in Souza de [START_REF] Souza De Cursi | Uncertainty Quantification and Stochastic Modeling with Matlab[END_REF].

This is an iterative series of steps, looking for solutions based on a minimization procedure as where φ ∈ is a polynomial basis.

And a map M : → such that:

= , , … , → = , … , ∈ (. ) And = , … , ∈ (. )
We notice that the orthogonal projection corresponds to the global minimum of = , (. )

The equations above correspond to the distance , = ‖ -‖. For our application where an artificial variable V is used, it may be interesting to use a distance or pseudo-distance disconnected from the scalar product: for instance, we may consider the pseudo-distances measuring the distance between moments

= -(. )

Or the relative pseudo-distances given by = -

(. )

where = Then = .

(. )

This kind of approximation based on minimization procedure has some limitations. It may converge to a non-interesting local minimum of the objective function which leads to a poor approximation. In practice, it means that a careful choice of the starting points has to be made;

this is further set in the next section. For our particular implementation we used usual quasi-Newton algorithm which is known as an efficient algorithm with a quick rate of convergence near the minima. On the other hand, quasi-Newton algorithms are generally more sensitive to the choice of the starting value and require some programming efforts since they need the gradient of the function to optimize as input to be efficient. Another important problem in practice, which has received lots of attention in the last few years, is the problem of model selection which aims at finding the "optimal" value of of the degree of expansion d and the number of the moments n. there is not a criterion from theoretical and/or computational point of view to select parsimonious model which fit the data well.

Numerical applications to risk time series

Setup of data set and model parameters

The models described in the previous section are tested on an artificially generated data set.

The data is generated for each Risk per site by a function defined as

= + + ; = , , , , + (. )
where is a sequence of independent and identically distributed Gaussian variable with zero In Equation (4.13), the models are assumed to vary with time. Loosely speaking, it permits to model that the mean and the variance of the seized quantities exhibits monthly variation. This seems to be realistic for the particular time series considered in this work. This models could be obviously generalized by assuming that seasonal components are periodic functions, but the various attempts that we have done in this regards for our particular data set are to consider a combination of three Gaussian process depending on the period of the year. Indeed, the observation is related to the extent of the monthly variation in site i (i.e., five sites of risk detection). Accordingly, we have constructed a data base with a combination of Gaussian seasonal components as observation density function. In other terms the underlying time series undergo a cyclical change depending on the period of the year. Each cycle is a combination of three periods: high, medium and low season. Each season is associated with a Gaussian distribution. The degree of expansion and the number of the moments are involved in the quality of the approximation. The degree of expansion and the number of the moments should be neither too large nor too small. An expansion with a high degree and /or with a many number of moments will increase the cost and time of computing. On the other hand, if the number of moments and/or the degree of expansion are too small, risk of miss-approximation will increase.

We have launched experiments with different degrees of expansion and moments numbers.

Based on our experience, the best results are obtained for an expansion of degree d = 6 and n = 10 first empirical moments. And the initial components of the orthogonal projection are assigned a set of random values of 6 entries.

Polynomial expansion and CDF approximation

We now come to the core part of the problem: making the approximation and determining the Cumulative Distribution Function (CDF) of each Risk time series per site: we apply our approach by considering a polynomial basis ∈ , then we look for a finite expansion based on Moment matching method. In the following, we focus on the case of one risk time series since the approach applied and outputs obtained for this risk are the same quantities for all other risks. For instance, let us consider the case of smuggling of drugs given by: = The quality of the approximation depends on the quality of the optimization -if the algorithm converges to a non-interesting global optimum of C, a poor quality of approximation is obtained. For our application, the approximations are conducted-based on Moment Matching which is connected to Levy's theorem. Such a theorem, ensures the convergence in distribution, which is a weak convergence involving approximation of the cumulative distribution function of the variable, but not the approximation of the variables themselves (Souza de [START_REF] Souza De Cursi | Uncertainty Quantification and Stochastic Modeling with Matlab[END_REF]. In practice, it means that the moment matching is not anticipated to furnish a good approximation of the variables, but only of their distributions.

Due to the difficulty of convergence of C and the length of the time series under consideration, it is important to initialize the algorithm with realistic parameter values. Indeed, each iteration of our program requires important computational time and thus the number of iteration needs to be reasonable.

Furthermore, using arbitrary values is very likely to lead the algorithm to converge to a noninteresting optimum of the objective function. In practice, the parameters have been estimated

by fitting separately the model to each season of data and the objective is then reestimated using the algorithm on the whole time series. We obtain a non-stationary model, which includes seasonal components and which is fitted on monthly time periods.

Probability Density Function of risk approximation per season

Now, we derivate the CDF of quantity of smuggling of drugs per season per site to identify the Probability Density Function (PDF) by considering a derivation using Dirac's delta approximation. For that, we firstly review the derivation using Dirac's delta approximation called "Particle derivatives" [START_REF] Souza De Cursi | Variational Methods for Engineers with Matlab[END_REF]. The natural approximation for a Dirac's delta ( ) is furnished by a sequence of probabilities converging to the one that is concentrated at . Secondly, we apply particle derivatives to compute the PDFs of seasonal components of the seized quantities of risk detected by customs authorities in five sites.

Derivation using Dirac's delta approximations

Let be a function defined by = -(. )

we have = () = ′ -( -( ) -′ - (. )
We may consider using the approximation; for more details, see (Souza de Cursi, 2015):

-≈ , , (. )

So that ≈ ( -)
, , -, , ; ; = ; = (. )

In the context of particle derivative, is called a particle, is the volume associated with the particle and is the kernel. By analogy with the usual physical quantities, we consider that = , where is the mass of the particle and is its volumetric mass density -called as its "density". Thus, equation (. ) may be derived as Notice that, Different kernels may be found in the literature, the most used are defined as follows:

, , = - (. )
where is a normalizing factor such that the integral on , , = . In the sequel we will consider two families of kernels:

- 

Experimental results

This section has all the experimental results inside. The first section shows the PDF approximation results per season per site using Particle derivatives on the pre-simulated data, such results may be used to conduct a benchmarking between the Uncertainty Quantification and Hidden Markov model.

Results for site S1

We consider now the first site S1, which characterized by a very high risk frequency at study period. As previously mentioned, we approximate the PDFs of seasonal components of risk time series by deriving the CDFs of the same quantities using Dirac's delta approximation, by From the fitted models, we can see that a good approximation of PDFs of seasonal components is reached either using quintic kernel or gaussian one. Such a quality of approximation is achieved owing not only to the long time series taken into consideration, but also to the good quality of the optimization obtained in the previous section (i.e.; CDF approximation using matching moments method). The approximated mean and standard deviation of the seized quantity of smuggling of drugs per season in site S1, approximated here by smoothed particle approximation, are given in Table 4.1.

The table below shows the comparison between the approximated mean and standard deviation and the real ones. We notice, the accurate approximation is given by quintic kernel, but in general the results are satisfactory except that the approximations given by gaussian kernel tends to overestimate the mean and underestimate the variance of seasonal components of risk. This is called "overdispersion" which is a weakness of many stochastic models (see e.g. Katz and Parlange, 1999). One possible explanation may be the existence of interannual variations which are not taken into account in our model. given by quintic kernel and the density given by gaussian kenel for site S2 (i.e., this site is carachterized by a high frequency of illicit traffic). Looking at the quality of approximation, we observe that a good approximation of the PDFs of the seasonal components of the quantity of drugs smuggling is obtained using the both kernels.

The approximated mean and standard deviation of the seized quantity of smuggling of drugs per season in site S1, approximated here by smoothed particle approximation, are given in the table below. The table above shows the comparison between the estimated mean and standard deviation and the real ones. As we can see, that the results are satisfactory. The most accurate approximation is given by quintic kernel.

Results for site S3

We focus on the third site S3: a port with a medium risk frequency at study period. As previously, we will investigate the density of the quantity of risk time series in different season by considering a numerical derivation of CDF per season using the smoothed particle approximations.

Figure. 5. 17. Probability Density Function of the quantity of smuggling of drugs for high season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red).

Results for site S3. given by quintic kernel and the density given by gaussian kenel.

From the fitted models, we can see that a good approximation of PDFs of seasonal components is reached using both quintic and Gaussian kernels. The approximated mean and standard deviation of the seized quantity of smuggling of drugs per season, are the following Based on theses results, we are able to see, that the Uncertainty quantification approach leads to the identification and extraction of the first and the second moments of the three seasonal components of the risk, which is a great advantage of this model compared to HMM one; where in the sequel, we will demonstrate that these statistics are not easy to directly identified from Markov process.

Comparing the estimated mean and standard deviation to real ones, we observe that the results are satisfactory, thus, the accurate approximation is given by quintic kernel. In figures above, we present for each season taken into account, the theoretical density of seized quantity of risk time series, the approximated density using the particle derivative given by quintic kernel and the density given by gaussian kenel for site S4; which is carachterized by a low frequency of illicit traffic.

Results for site S4

The results of approximation either given by quintic kernel or gaussian one per season are satisfactory except that one given by gaussian kernel for high season has a lower performance.

The approximated mean and standard deviation of the seized quantity of smuggling of drugs per season in site S4, approximated here by smoothed particle approximation, are exhibited in The table above shows the comparison between the approximated mean and standard deviation and the real ones. We see that, the accurate approximation is given by quintic kernel, but in general the results are good, except the approximations given by gaussian kernel for high season tend to overestimate the mean and underestimate the variance.

Results for site S5

We consider now the last site S5, which is characterized by a very low risk frequency at study period. As we did before, we approximate the PDFs of seasonal components of risk by deriving the CDFs of the same quantities using Dirac's delta approximation. 4. 23 to 4. 25 show, for each season taken into considration, the theoretical density of seized quantity of drugs smuggling time series, the approximated density using the particle derivative given by quintic kernel and the density given by Gaussian kenel. From the fitted models, we may notice that a good approximation of PDFs of seasonal components is reached using both quintic and gaussian kernels. The approximated mean and standard deviation of the seized quantity of smuggling of drugs per season, are the following The Table 4. 5 shows the comparison between the approximated mean and standard deviation and the real ones. From theses results, we notice that both the approximations given by quintic and gaussian kernels are satisfactory. Based on the obtained results in section 3 and 4 we could identify some advantages of using Uncertainty quantification for risk modeling. Our model is able to reproduce the seasonality distribution of the risk process without applying an initial transformation, such as the Box-Cox transformation, to achieve stationarity. However, the model tends to overestimate the probability of high season of risk in some sites and can even simulate negative quantity of risk time series. Nevertheless, the results remain satisfactory, especially for description and prediction of risk evolution over time and if the simulated time series are used as input to simulate the interannual behavior of risk which is neglected in this study.

Computation of threshold probability and probabilistic approach of risk management

This section is dedicated to compute the threshold probability of risk per season per site which will be used to develop the probabilistic approach of risk management in customs context.

The evaluation of the threshold probability called "la probabilité seuil" for a system is based on the following factors: consequences caused by the ruin (example for the nuclear: decreases), envisaged lifespan (if the lifespan increases decreases), and (example Route / Rail: < because the Route is easier to mislead). In our context, the risk may be considered as a ruin that disrupts the stability of the system (here: customs supply chain). This set of factors can be estimated with some probability and confidence of the estimate. The choice of the final value of the threshold probability remains the responsibility of the assessor, it is a political choice, which implies to accept the absolute non-security of the system [START_REF] Eleuldj | Analyse de performance et simulations[END_REF]. The probability threshold of risk per season per site may be easily determined by:

= > (. )
where is the polynomial expansion of the risk pre-determined by Equation (4.4).

In the following, we focus on the case of smuggling of drugs time series since the applied approach is the same for all other risks. The approximated threshold probabilities of smuggling of drugs per season per site, approximated here from polynomial expansion of risk, are given in Table 4.6.

Table 4. 6

The threshold probability of smuggling of drugs per season per site. Threshold is set to a value Threshold = 3 , k is the index of seasonality and i is the one of the number of sites. 0.4549 0.9800 0.8300 e) Risk prioritization, this step entails comparing the risk probability against a predetermined threshold probability of risk per season per site (for instance, the threshold probabilities given in Table 4.6 for smuggling of drugs time series) in order to derive classification of Risks. This will then lead to determine whether an identified risk is acceptable or unacceptable, determine which of the unacceptable risks are in most need of a border agency response. It is often assumed that, some risk managers have difficulty to consider a risk "acceptable or not". nevertheless, it is important to remember that customs are generally unable to control all the risks faced, and they must therefore be selective in determining which risks in which season they will accept, and which will be addressed through some target mitigation actions (Hammadi et al., 2018); f) Risk treatment; g) Risk monitoring.

Chapter Summary

In this chapter, we construct models based on uncertainty quantification to describe risk time series and it is shown that these models have several benefits. First, thanks to their distributional versatility, they are able to describe seasonal behavior of the time series and thus pre-processing the data, is not needed. Then, these models have the ability to model diverse time scales which are present in risk time series in customs context. This is an important aspect for many applications of these models. Finally, their interpretability which allows to obtain divers form of outputs (polynomial approximation of risk, CDFs, PDFs, Probabilities). In this work, this is used to include seasonality with monthly time scale.

Other related risk model issues which remain to investigated include using various time scale, from daily to interannual components, in a realistic manner into the model and the generalization to fitting the model on the whole time series not separately to each season.

Chapter 5

Hidden Markov Models for risk time series

In this chapter, Hidden Markov Models (HMMs) are proposed to describe risk time series in customs supply chain context. We first introduce the properties of the Markov processes, then the characteristics of the HMMs. [START_REF] Rabiner | A tutorial on hidden Markov models and selected applications in speech recognition[END_REF][START_REF] Ephraim | Hidden Markov processes[END_REF] 

Markov Models

A Markov model is a stochastic process used to model randomly changing systems [START_REF] Gagniuc | Markov Chains: From Theory to Implementation and Experimentation[END_REF]. Such a model is used to train and recognize sequential data, such as speech recognition, temperature variations, biological sequences, and other sequence data. Each observation in the data sequence depends on previous elements in the sequence.

Let to consider a system on a finite space = , , … , . At each interval time , the system transits from one state to another according to transition probabilities . In this context, the Markov property suggests that the prediction of the next state only depends on the current state, meaning that the distribution for the variable does not depend on the whole history of the past process; this is called a first order Markov process. The Markov property is given by:

= = , = , … , = = = = (. )
Then, the behavior of the Markov Chain (MC) is described by the probability transition matrix

= ,∈

, where = = = ; i, j ∈ {1,2,...,M} (5.2)

and by its initial state distribution defined by: = = (. ) here, =

.

In such a model, the states from which the observations are produced and the distribution functions are known, can be considered as the outputs.

A Markov chain for risk detected in customs context

In this section, a Markov chain is used to describe risk behavior. We present in Figure 5.1 a model with four states to identify the behavior of illicit traffic in customs supply chain.

In this figure, nodes 1, 2, 3, 4, 5 represent possible monthly seized quantities of the illicit traffic by the customs authorities in a site vector {very high, high, medium, low, very low}. From the model in the figure we are able to answer interesting questions about how this risk behaves over time. For instance: What is the probability of seeing "very low, medium, high, low, very low, very low, high" in six consecutive years?

Let to consider the state sequence given by: = , , , , , , . Given the Markov chain, the probability of observing the above sequence, , , can be calculated as:

, = , , , , , , , (. ) 
= 1 (. )

= × × × × × × (. )
To generalize, the probability of a state sequence , , … , can be calculated as the product of the transition probabilities:

, = , … , … , (. ) = … (. ) = (. )
The Markov model discussed in this section has limited ability for modeling many applications.

Thus we will consider a model with greater representation ability, the Hidden Markov Model (HMM).

underlying MC (Grimmett and Stizaker, 2001). Consequently, the MC is said to be hidden in the observations. The objective is to estimate the states of the chain, given the observations. This HMM model as described in the literature corresponds to what is called the M1-M0 model.

To be more specific, a HMM is described by: (a) An unobserved Markov chain = on a finite state space = , , … , with M the number of regimes. The behavior of the Markov chain is described by the probability transition matrix

= ,∈ , = = = ; , ∈ , … , , ∀ = , , … (. )
and by its initial distribution denoted by: = ( ) ∈ , where = = (. )

with ∀ = , … , ; ≤ ≤ = (. )
Note that ( , ) is a probability for all i, hence:

∀ , = , … , ; ≥ = (. )
In other terms, we assume that is a first order Markov chain which evolution is independent of the past risk evolution. The assumption of a first-order Markov process is not especially restrictive, since each Markov chain of an order greater than one can be reparametrized as a higher dimensional first-order Markov process (Friedmann, 1994) (b) An observed sequence of random variables = , with state space = , , … , . The random variables are assumed to be conditionally independent, given . That is to say the following conditional independence holds true:

= =•, … , =• , = , … , =• = = = = , (. )
where

∀ ≤ ≤ , ≤ ≤ ; , ≥ , = (. )
For the given state spaces E and F, let us denote by × the set of nonnegative 2-dimensional matrices on E × F. So, = ; ; ∈ , ∈ ∈ × is the conditional distribution of the chain , given the unobserved Markov chain . This is called the emission probability matrix.

Let us now specify the state spaces of the processes and in our context.

Firstly, in our current HMM study the states of the MC represent different fractions of the most critical illicit traffic in customs supply chain: smuggling of drugs, illicit traffic of arms, smuggling of cigarettes, trafficking in counterfeit, commercial fraud, smuggling of goods. As it is well known, the choice of the number of the states of the hidden process in a HMM is not a problem that has a clear theoretical solution. As we will detail in the next section, we will consider 2, 3, 4 or 5 states for the Markov chain. The choice of the number of the states will be based on information criteria.

Secondly, our observed data represents the quantity seized of the illicit traffic by the customs authorities in five sites. In the following section we will show how we can group our data in order to obtain a discrete state space for the observed process such the grouping of the states is done in such a way such that it captures some important, crucial information in the data.

The Total Illicit Traffic per site is computed by:

= = = (. )
The time series data bases are generated by simulation. Such a simulation consists of 100 years of data, with monthly seized quantities of risks by the five sites expressed in kilograms (kg). In the following we assume that:

• The HMM is homogeneous with respect to time, that is to say that its transition probabilities do not depend on the time and also, the conditional distribution of , given , does not depend on as well;

• The Markov chain is ergodic [START_REF] Meyn | Markov chains and stochastic stability[END_REF]. A Markov chain is said to be ergodic if exactly one of the eigenvalues of the transition matrix is unity and all other eigenvalues are inside the unit circle. Under this condition there exists a stationary or unconditional probability distribution of the regimes.

• The underlying Markov chain is non-stationary.

Markov chain. The transition probabilities as well as the observation generation probability density function are both adjustable.

Besides the match between the properties of the HMM and the time series data, the Expectation Maximization (EM) algorithm provides an efficient class of training methods [START_REF] Ailliot | Space time modeling of precipitation using a hidden Markov model and censored Gaussian distributions[END_REF]. Given widely of data that are generated by some hidden power, we can create an HMM architecture and the EM algorithm allows us to find out the best model parameters that account for the observed training data. The general HMM approach framework is an unsupervised learning technique which allows new patterns to be found. It can handle variable lengths of input sequences, without having to impose an architecture to learn.

HMMs have been applied to many areas. They are widely used in speech recognition (Rabiner,1989), bioinformatics (Hunkapiller et al,1994), and different time series analysis, such as weather data [START_REF] Ailliot | Space time modeling of precipitation using a hidden Markov model and censored Gaussian distributions[END_REF], semiconductor malfunction (Geand Smyth, 2000;[START_REF] Hughes | Incorporating spatial dependence and atmospheric data in a model of precipitation[END_REF] and financial time series (Weigend and [START_REF] Shi | Taking Time Seriously: Hidden Markov Experts Applied to Financial Engineering[END_REF]. See also [START_REF] Barbu | Semi-Markov Chains and Hidden Semi-Markov Models toward Applications-Their use in Reliability and DNA Analysis[END_REF] for the estimation of hidden semi-Markov models and their use in DNA applications; note that semi-Markov models are a generalization of Markov models, in the sense that the sojourn times in a state can be arbitrarily distributed, as opposed to the Markov case,

where the sojourn times are constraint to follow a Geometric distribution (discrete time) or an Exponential distribution (continuous time). This type of models could be the object of a future work.

3. Statistical inference for HMMs

This section is dedicated to discussing the three fundamental questions on the HMMs: c) Given an observation sequence and a space of possible models, find the model parameters = , , that best explain the observation sequence i.e., that maximize .

To deal with HMMs, intensive studies were done and researchers have proposed several algorithms in order to fitting a HMM model, for given number of states M. Among these algorithms, we mention the Forward-backward algorithm, Viterbi algorithm and Expectation-Maximization (EM) algorithm. The first question to be dealt with, is to determine which of the trained models is most likely when the training observation sequence is given. In the risk time series case, given the past history of the quantity seized of risk in a site, which model best describes the illicit traffic history. The second question to be dealt with, is about finding out the hidden path. In our particular application, what is the most probable risk fraction sequence associated to quantity seized of illicit traffic observation to computing the total traffic? Finally, the last question; which is the most important; it deals with the training of the model. In the customs risk times series analysis case, it is about training the model with the past data, in order to perform new predictions with the estimated model.

Evaluation of a HMM

Given an HMM = , , and a sequence of observed risks = , , … , , the probability of the sequence is computed. Since the observations are conditionally independent, the probability of a state sequence = , , … , generating the observation sequence is given by

, = , , (. ) = 
… (. )
and the probability transition is computed by

= × …× (. )
The joint probability of YandXcan be calculated as:

, = , (. )

Then: = , (. ) = ,…, (. ) 
The computation of P Y θ is done by the Forward-Backward Algorithm.

The forward function

Let to consider the forward function , given by = … , = (. )

The forward function can be calculated by an iterative procedure, starting from an initial value of the parameter. Such a procedure consists in the following steps: 

The backward function

Let to consider the backward function , given by:

= … = , (. )
The backward algorithm is performed in the reverse order of the forward algorithm: 

Decoding a HMM

The second question is to determine the best path corresponding to the observation, i.e., to find in the model the best sequence of states , which maximizes the quantity: , . To deal with this question, researches have proposed several methods in order to improve the quality and accuracy of estimation. Among these methods, the Viterbi Algorithm may be considered as the most efficient algorithm-based on dynamic programming. Surely, it is also the most used in practice algorithm for solving this decoding problem.

The Viterbi algorithm

To find = , , … , for an observation sequence = , , … , , we define the intermediate variable as the probability of the best path leading to the state at time t, given by the t first observations:

= … … , … , = (. )
by recurrence, we compute

= (. )
During this computation, we define that stores the node of the incoming arc that leads to the most probable path. As an output, the algorithm provides the probability of the emission * given by the best sequence of states * , * … , * . The cost of operations is .

Algorithm : Viterbi Algorithm for i= 1, … , M do ← ← End for t ← 2 whilet < do j ← 1 while j≤ M do ← , ← , j ← j + 1 end while * ← , * ← , t ← T end while while j ≥ 1 do * ← * , ≤ ≤ t ← t -1 end while

Parameter estimation

Framework

The last question about HMMs is that of the parameter estimation or also known as learning.

In order to perform the sequence recognition, we opted to use a statistical learning method.

Such an approach, may modify the probabilities of the different transitions of the HMM in order to bring it closer to the sought model. Given a hidden Markov model of fixed architecture, the learning aims at determining its parameters = , , that best explain the observation sequence. This learning is done by a rigorous approach which consists in looking for which maximizes the probability .

In many practical situations, there is no known analytical method to determine that maximizes . In such a situation, a practical solution consists in considering local maximization algorithms that can find the highest probability. Among these algorithms, the Expectation-Maximization (EM) algorithm may be considered as the most used method for fitting a HMM model, for given value of M. It was shown that this algorithm, which was first introduced in [START_REF] Baum | A maximization technique occurring in the statistical analysis of probabilistic functions of Markov chains[END_REF] for HMM and then generalized to other models with hidden variables in [START_REF] Dempster | Maximum likelihood from incomplete data[END_REF], converges to a local maximum of the likelihood function under general conditions. This is an iterative procedure, starting from an initial value for the parameters.

Each iteration consists of two steps:

• E step: computation of an auxiliary function which is defined as the conditional expectation of the complete likelihood given the observations and the current value of the parameters. For all the models considered in this chapter, this step is performed using the forward-backward recursions [START_REF] Cappé | Inference in Hidden Markov Models[END_REF][START_REF] Zucchini | A hidden Markov model for space-time precipitation[END_REF].

• M step: computation of = , there are not always analytical expression for . In such a context, a numerical optimization procedure is required.

In order to get an efficient EM algorithm, it is important to implement carefully the optimization problem.

Presentation of the EM algorithm

In practice, given the observed risk sequence = , , … , , the maximum of likelihood estimator is obtained by maximizing the log-likelihood for ∈ . The existence of hidden regimes makes this maximization difficult, but using the log-likelihood of complete data , is easier to manipulate. Recall that the likelihood of a complete model , is related to that of the incomplete model by

= … , … , , , … , = , ∈ (. )
Since the hidden regimes are unknown, each iteration of the EM algorithm consists of replacing , with its conditional expectation knowing the observed risk sequence and a value of parameter in a first time. Then, this conditional expectation is maximized at in a second step, to obtain a new value of the parameter. It will be noted by:

′ = , , ′ = , ∈ , ′ (. ) where, , = , (. ) 
δ x y, θ represents the conditional density of hidden regimes knowing Y and θ.

Let us consider = (. )

and

′ = , , ′ = , , ′ ∈ (. ) Then = , ′ ∈ = , ′ (. ) = , , , ′ . (. 
)

Thus = ′ -′ (. )
Starting from an initial value of the parameter and knowing the current value , the iteration of the algorithm is then described by the two following steps: § E step: calculate ; § M step: choose = , the meaning of the algorithm is based on the fact, established by [START_REF] Dempster | Maximum likelihood from incomplete data[END_REF], that for any sequence ( ) , generated by the algorithm EM,

The function is therefore the log-likelihood of the complete data in which the 

The E step therefore aims at calculating the conditional probabilities of two successive regimes knowing the sequence of the observed quantity seized of the illicit traffic per risk sites for a given risk and the current value of the parameter . The M Step is very simple since the maximization of the three terms , , and used in is done separately. The expression of will be explained in section b. The EM algorithm therefore responds to the double problem posed, namely the reconstruction of the hidden regimes in the E step (and therefore the recognition of the illicit traffic fractions of the sequence) and the estimation of parameters in the M step (characterizing the evolution of the total illicit traffic per site for a given risk).

a) E Step

For a M1-M0 model, the E step consists in calculating the conditional probabilities, knowing the current value of the parameter and the sequence . These probabilities are calculated by the "forward-backward" procedure described in the previous section, which is based on three equations. Recall that the notation = , , … , , or = , , … , , at the iteration k, defined by the following formulas. For all , = , , … , , = , , … , and = , , … , , we have:

( ) = = , (. ) ( ) = = , = , = , (. ) ( ) = = , = , .
(. )

Model selection

In preceding paragraphs, we have seen how to estimate the parameters when the model is specified, i.e. when the number of states M are known. In many applications in statistics the range of possible models is vast. In the case of HMM we have to decide how many states the Markov chain should have in order to select the optimal model. In such a situation, the fit of the model similarly increases with the addition of another state but at the expense of a quadratic increase in the number of parameters (Zucchini and MacDonlad, 2009). Of course in some applications we know from theory the exact number of possible states but in many cases this number is rather arbitrary.

The question of model selection, which aims at finding the "optimal" value of M, has received a lot of attention in the last years (see e.g. [START_REF] Cappé | Inference in Hidden Markov Models[END_REF][START_REF] Boucheron | Order estimation and model selection[END_REF][START_REF] Durand | Modèles à structure cachée : inférence, estimation, sélection de modèles et applications[END_REF][START_REF] Ephraim | Hidden Markov processes[END_REF] for a recent review). In fact, such a question has no solution from a theoretical point of view, and several authors then proposed to test the performance of the various existing criteria on synthetic data. Such experimental studies can be found for example in [START_REF] Mackay | Estimating the order of a hidden Markov model[END_REF] and [START_REF] Durand | Modèles à structure cachée : inférence, estimation, sélection de modèles et applications[END_REF] for HMM models. Hereafter, we have chosen to use the Bayes Information Criterion (BIC) [START_REF] Schwarz | Estimating the dimension of a model[END_REF] and the Akaike Information Criterion (AIC) (Burnham and Anderson, 2002;[START_REF] Akaike | A new look at the statistical model identification[END_REF] as first guides. Although their use is not always justified from a theoretical point of view, we found that they generally permit to select parsimonious models which fit the data well. BIC is defined as

= -+ (. )
and AIC is given by

= -+ , (. )
where is the log-likelihood of the fitted model and m is the number of parameters of the model. The formula for the AIC is similar to the formula for BIC, but with a different penalty for the number of parameters. With AIC, the penalty is , whereas with BIC the penalty is . Taking into account the restriction of a MC transition matrix (each line sums one) and also the restrictions on , (sum over a row is one), it is clear that the number of the free parameters is

= . -+ . -, (. )
where is the number of the MC states and is the number of the observation types. For both criteria, the "best" model is the one that minimizes the information criterion. These criteria can be easily computed from the likelihood which is a natural output of the forward recursions performed in the E step of the EM algorithm.

HMM model for risk time series

Risk data and preliminary stylized facts

This thesis develops stochastic models for risk time series over monthly scales. A particular impetus for this study was the need to generate realistic risk time series at different sites of risk detection, with the aim of assessing various statistical quantities related to the risk in customs supply chain. Risk times series are generally not stationary with typically important seasonal and daily components but also interannual variability. The first step of building our random generator consists in neglecting daily and interannual components. Hereafter, we focus on modeling seasonal components of a particular time series of risk quantity seized of the illicit traffic by customs authorities in five sites.

For our particular application, risk time series data are grouped in two categories: risk detected and undetected by customs authorities. On the one hand, the detected category which is the observed sequence in HMM model, is further aggregated to three seasons, namely high season, medium season and low season. On the other hand, the undetected category, called, hidden sequence in the HMM model, are divided into a set of four fractions. Below we give historical risk data for the three seasons. These risks correspond to a process with positive values;

the model with a combination of conditional Gaussian distribution is adapted for our situation so as to restore the constraint ≥ (see for example the numerical results for Smuggling of drugs given in the next sections).

We explore the seasonality for the model and this leads us to propose an original HMM model which incorporates seasonal components. This HMM is fitted on the entire time series per site which is an extension of the model discussed in the previous chapter which treats the seasonality of risks by blocking the data by season and by fitting a separate model per site for each season.

As customs authorities gather data, besides estimating some undetected illicit traffic, an effort is requested to build up databases going back about 100 years for the both categories of illicit For obvious reasons, risk data in customs supply chain context are hard to be obtained. This is to some extent true for private sector, but considerably even more true for governmental sector.

One reason is no doubt the issue of confidentiality; another one is the relatively short period over which historical data have been consistently gathered and computerized. The risk database will consist of realizations of the random generator of risk per site following a hidden Markov chain simulation algorithm. Here we present a brief introduction to the simulation of a Markov chain. Our emphasis is on discrete-state chain in discrete time.

General algorithm

For a Markov chain with transition matrix . Let us assume we use inversion to generate such a . For instance, if = , , … , , then we generate via generating a U (according to a uniform distribution) and setting = if ≤ ; = ; if ≤ ≤ + ; and in general = ; if < ≤ . In the following algorithm, whenever we say "generate a ", we mean doing so using this inverse transform method using an independent uniform.

Our Hidden Markov Chain (HMC) models the risk's behavior based on a set of fraction of undetected illicit traffic in order to estimate the total risk per site. Such an estimation let us further to predict the risk evaluation over time which is crucial in order to develop our risk management approach in tactical, operational and strategic terms. Assume that undetected illicit traffic has four fractions, each of them giving a different distribution of quantities of risk seized per site on a certain season. Also assume that only one fraction contributes to the observation of the underlying quantity of risk per site. Now how does the risk seasonality evolve? What is

• On the other hand, the conditional mean and variance are dependent, since the variance is a weighted variation of the mean.

Finally, if = , the observed process per site is given by

= + = , , + + = , , , , , + ∈ ℕ, + = , , + (. )
where

• is a sequence of independent and identically distributed Gaussian variables with zero mean and unit variance independent of the Markov chain .

• and are periodic (deterministic) functions of one season. These functions model respectively the variation of the mean and the standard deviation of the process distribution during the year.

An alternative commonly used for fitting seasonal time series is to assume that the process is piecewise stationary. Indeed, it is often accepted that this type of time series can be assumed stationary, season by season. For each season of the year, it is assumed that the observations collected during the different measurement years are independent realizations of the same stationary process. Similar models have been discussed in the precedent chapter.

For instance, let us to consider the case of smuggling of drugs.

Table 5. 1

The vector of the coefficients of risk seasonality per period and the vector of weighted variation of the mean per season . The simulated process is shown in the graphs below. Our particular time series of risk consists in 100 years of data, with a data every month which corresponds to 1200 observations for the studied time period. We have chosen to consider a long risk time series in this study in order to obtain good results at various risk sites. The seasonal components are easily observable on the time series of risk considered. Thus, when we trace the evolution of the quantity seized of risk during the 100 years during which the data are simulated, we can for example observe that the risk is generally higher in summer than other periods of the year (see Figures 5.4 to 5.13).

High season Medium season

This seasonality can also be seen on the distribution of the observed process which depends strongly on the season (Figures 5.14 to 5.16). Each of these modes corresponds to a type of season (high, medium, and low seizures respectively) observed over years. According to the figures below, the risk is generally higher during summer, with a maximum mean value at July and the seasonal variations are more important in May and September than in the other periods of the year due to various factors such as: the number of passengers, illegal markets, consumption and holidays, etc. As previously mentioned, the observations consist of the monthly quantity seized in customs supply chain. In order to obtain a simple, tractable and flexible model, we will group these data in such a way that we make sure we have relevant information. More precisely, we will organize the data to obtain a certain number of clusters (we did it for five clusters). These clusters will represent the state space = , , , , of the observed process .

The main consideration from the above is that our random generator describes in a sufficiently precise manner the differences existing between the mechanisms governing the evolution of the parameters considered at different seasons. This kind of model makes it possible to model that the mean and the variance of the process depend on the season. The main advantage of such a model is that, once the functions and estimated, we can adjust the model with relatively shorter risk time series which reduces the time and cost of learning.

Calibration

The calibration phase consists in identifying the model that best fits the data: it is then necessary to choose the number of regimes M (selection of the "best" model), and to estimate the value of the parameters of this model. As previously mentioned, the observations consist of the monthly seized quantity of drugs in Kg. In order to obtain a simple, tractable and flexible model, we will group these data in such a way that we make sure we have relevant information. More precisely, we will organize the data to obtain a certain number of clusters. These clusters will represent the state space of the observed process . The number of hidden states M has also to be addressed. We will consider several possible hidden states (2, 3, 4 or 5) and choose the number of states that better fits the data, according to some information criteria (BIC and AIC).

We consider that the observation space is divided into five domains (i.e.; N=5) for the five risk sites, as shown in Figures 5.17 We firstly consider the existence of two hidden states underlying the observations. At this point, we apply the EM algorithm in order to solve the estimation problem for the two-state HMM.

The fitting procedure is iterative so that initial values have to be chosen. The initial values of the parameters can be chosen in a number of ways, from a uniform distribution, or incorporate some prior knowledge, or even select them randomly. In each case the parameters need to be initialized with values near to those giving the global maximum of the likelihood function, otherwise convergence may only reach a local maximum.

Throughout this chapter, the initial values were randomly selected many times and the fit with the greatest likelihood was adopted. Although this method does not guarantee a global maximum, it provides some degree of confidence that the global maximum has been reached.

Then, we assume the existence of three underlying hidden states and we follow the same procedure as we did for the previous two hidden states. We proceed in the same way by considering three, four and five hidden states. In order to select an optimal model among these four models with five observation types, we will use the information criteria: AIC and BIC (See Sub-section 3.4).

The criteria are calculated and the obtained results for the HMMs with 2 ≤ M ≤ 5 are given in 

Model parameter estimation

As previously observed, the models selected for the five sites of drugs detection are HMMs with 4 hidden states which have 28 parameters. In this section, we focus on seasonal components of risk time series. We first propose to study these models in more detail in each of site. Then, we check the physical interpretability of these models.

HMM for risk time series in site S1

The estimated parameters of the model =( , , ) are given in Tables 5.3.

Table 5.3

Estimated parameters for the homogeneous HMM with M=4 regimes and N=5 observation states. Results for site S1.

Hidden process Observed process consistent with the role of customs as the gatekeepers of international trade and the main actor in securing the international supply chain (Hammadi et al., 2018).

j = 1 j = 2 j = 3 j = 4 f = 1 f = 2 f = 3 f = 4 f = 5 i =
The stationary distribution of the hidden Markov chain (cf. Table 5.4) indicates that the regimes 1 and 2 have almost the same probability of occurrence 0.33, also the regimes 3 and 4 with a probability around 0.17.

To further handle the seasonal components of the risk time series, it is required to estimate the mean and the variance per season, namely, high, medium and low season. Due to the complexity of the model and the length of the time series under consideration, it is important to estimate the mean and the variance of each season per fraction of illicit traffic quantity (i.e.; per hidden states). In practice, the parameters have first been estimated per fraction using a practical solution that consists in blocking the data by fraction and fit separate seasonal estimators and then reestimated the mean and variance of the total quantity of illicit traffic using the Gaussian mixture model on the whole time series of each season.

To this purpose, we have extracted samples from each season per fraction (i.e.; per hidden states) and identified the conditional mean and variance (Knight, 2000;Montgomery and Runger, 1994;Kenney and Keeping, 1951) respectively by:

= ∈ℕ = ∈ℕ - (. )
where ∈ , , ∈ , , , ; denotes the index of the seasonality and is the index of hidden states. The estimated mean and standard deviation , are given in table 5.5. Table 5.5 provides a clear view of the seasonal evolution of some of the coefficients of the fitted model and summarizes important features of the evolution of risk process at different periods of time. On the one hand, the time evolution of and indicates respectively that the mean and the standard deviation are generally higher in summer than other periods of the year. We obtained a significantly higher mean and variance in the high season, than in the medium season (lower) and in the low season (very lower) which is consistent with the behavior of realistic custom risks.

On the other hand, the variability of the mean and the standard deviation of the same season per regimes is almost constant except the standard deviation of high season has high value in regime 1 (that is, this regime is relatively more persistent than other regimes).

Based on these results, we are able to see, with high probability, that the HMMs in the five sites lead with accuracy to the identification and extraction of three seasonal components of drugs time series per fraction, i.e. for hidden states, which otherwise are not apparent in the detected quantity of drugs time series plot itself; the total illicit traffic is shown in Figure 5.4,

HMM for risk time series in site S2

The estimated parameters of the model =( , , ) are given in Tables 5.6. The mean and the standard deviation of the risk process vary according to the season but remain almost steady according to the hidden states.

HMM for risk time series in site S3

The estimated parameters of the model =( , , ) are given in Tables 5.9.

time the Markov chain will transit from regime 2 "low quantity" to regime 1 "very low" through regime 3 "medium quantity of illicit traffic" as shown in Figure . 5.24. The mean and the standard deviation of the risk process vary according to the season but remain almost steady according to the hidden states.

months in regime 1). There are also some high transition probabilities: for example, most of the time the Markov chain will transit from regime 2 "low quantity" to regime 1 "very low" through regime 4 "high quantity of illicit traffic" as shown in Figure . 5.25. According to the Table 5.13, it is shown that the regimes with "medium" and "very low" not detected illicit traffic by customs usually persist longer than other regimes. The stationary distribution of the hidden Markov chain (cf. Table 5.13) indicates that the regimes 3 have the high probability of occurrence of 0.35, then, the total predicted risk in site S3 is derived from both observed and hidden processes.

The estimated mean and standard deviation per season per fraction of illicit traffic of drugs, empirically estimated here, are given in the table below. The transition matrix exhibits high values on the diagonal in regimes 1 which corresponds to "very low quantity of illicit traffic", thus, this regime is persistent (the mean duration of sojourns is 7.06 months). There are also some high transition probabilities: for example, most of the time the Markov chain will transit from regime 3 "medium quantity" to regime 1 "very low" through regime 2 "low" and regime 4 "high quantity of illicit traffic" as shown in Figure . 5.26. The mean and the standard deviation of the risk process vary according to the season but remain almost stable according to the hidden states except the standard deviation of low season has high value in regime 1 (which is more persistent than other regimes).

As a result, the HMMs in the five sites enable to the identification and extraction of three seasonal components of smuggling of drugs time series per fraction, i.e. for hidden states, which are otherwise not apparent in detected quantity of drugs time series; the total illicit traffic per site is shown in Figures 5.5,5.7,5.9,5.11 and 5.13.

Probability density function estimation per season

In this section, we apply an approach to estimate the Probability Density Function (PDF) of seasonal components of quantity of risk time series per season per site by considering a Gaussian Mixture Model (GMM) per season. For that, we firstly review the Gaussian mixture in more depth, we take a close look at the composition of the model and to the PDF structure.

The model is formed of the seasonal components of each season per the four hidden states.

Secondly, we estimate the PDF using the maximum likelihood estimation as a parametric estimation method, the kernel density estimator, the sliding windows estimator and the histogram as non-parametric estimation.

This approach works well when the training set is long and the data series studied are not timesensitive per season which is demonstrated in the precedent section: the mean and the standard deviation are almost steady per hidden states. We show that the final estimated PDF per season per site has similar distribution as the original risk time series.

To further validate our estimations, we computed the distance in total variation between the estimators and the real densities; we are interested in consistency, i.e., the fact that a sequence of estimators converges to in probability or in distance of the total variation; for this last point we look to obtain the convergences , (. )

Gaussian Mixture as Observation Density Function

Sometimes we have observation vectors that have more than one element. In other words, the observed data are generated by several distinct underlying causes that have some unknown relationship between them. Each cause contributes independently to the generation process but we can only see the observation sequence as a final mixture, without knowing how much and in what way each cause contributes to the resulted observation sequence.

This phenomenon is of great interest in our particular risk time series analysis. Many time series could be correlated with other time series. For instance, in the seasonal components of risk per season, the quantity of risk time series per season is a combination of the quantities of risk per four fraction (i.e.; hidden states). In this situation there is a need for including this relevant information to the time series that we are studying per site. A practical solution consists in constructing an artificial random process () as a Gaussian mixture (GM) of the independent hidden states weighted by the stationary distribution of the Markov chain per season per site.

Each state is associated with a Gaussian probability distribution. Intuitively, the number of states is the number of the fractions of illicit traffic involved in the total quantity of the risk per site. The input into GM is the vector of estimated mean and variance per season per site in section 4.3.

() = () ℎ = , , , = , , (. ) 
where () denotes a sequence of independent and identically distributed Gaussian variables with mean and variance per season and is the stationary distribution of the Markov chain per site.

Our basic parametric mixture model can be described as follows (Press et al., 2007;[START_REF] Mclachlan | Finite Mixture Models[END_REF]Titterington et al., 1985): = number of mixture components (in our case = 4) The Gaussian mixture has the same parameters as the single normal distribution, except that the mean and the variance are in the form of a vector respectively and . The probability density function for a GM is given by We now develop the EM algorithm for re-estimating the parameters of the Gaussian mixture in order to evaluate the probability density function (PDF) of risk time series per season. Let () = , , be the i th mixture component, then the parameters of the model are denoted as Θ= , … , . The EM algorithm goal in this case is to find the parameters that maximize the probability of the output observation; with respect to the means and variances of the components and the mixing coefficients; consists of the following two steps [START_REF] Dempster | Maximum likelihood from incomplete data[END_REF]Bishop, 2006):

Algorithm : EM-Algorithm for Gaussian mixture per season

1) Initialization

Initialize the means , standard deviation and mixing coefficients , and evaluate the initial value of the log likelihood.

2) E step: Evaluate the responsibilities using the current parameter values = , , If there is no convergence, return to step 2.

5) Termination

After estimating the parameters of each normal distribution that represent the mixture components, the full empirical mean and variance per season per site may be easily determined by

() = (. ) () = (. )
with () are independent.

The EM algorithm for Gaussian mixture estimation has been successfully used in many applications. It has been proved to be flexible and efficient, but some questions still remain, namely the conditions of the convergence of such an algorithm and the quality of estimators.

Non-parametric probability density estimation

Let , … , be a sample from a Gaussian mixture distribution with density . The goal of non-parametric density estimation is to estimate with as few assumptions about as possible. We denote the estimator by . The estimator will depend on a smoothing parameter and choosing carefully is crucial.

a) Histogram estimator

Given ∈ , the histogram estimators are based on the consideration of a series of partitions of in a countable number of subsets; let us denote by , ∈ the partition considered at rank ≥ which using the count of the subset as a density estimate [START_REF] Rivoirard | Statistique mathématique en action[END_REF]2012).

A sequence of such partitions is parameterized by a sequence of bins : at rank , the elements of the partitions are , = , ( + ) , where ∈ . In such a case, for a given point ∈ , , the histogram density estimator will be = ∈ , (. )

When we construct a histogram, we need to consider the width of the bins (equal sub-intervals in which the whole data interval is divided) and the end points of the bins (where each of the bins start). As a result, the problems with histograms are that "they are not smooth, depend on the width of the bins and the end points of the bins" (Hwang et al., 1994). We can solve these problem by using kernel density estimators.

b) Kernel Density Estimator

Here we will talk about another approach-the kernel density estimator (KDE). The KDE is one of the most famous method for density estimation.

Here is the formal definition of the KDE. The KDE is a function

= - (. )
where is called the kernel function that is generally a smooth, symmetric function, = and > 0 is called the smoothing bandwidth that controls the amount of smoothing. Basically, the KDE smoothes each data point into a small density bumps and then sum all these small bumps together to obtain the final density estimate [START_REF] Rivoirard | Statistique mathématique en action[END_REF]2012).

Different kernels may be found in the literature, namely: Uniform, Triangle, Epanechnikov, Quartic, Triweight, and Gaussian. In the sequel, we will limit to study the following two families of kernels:

-Gaussian kernel = (. )

-Epanechnikov kernel = - (. )
where = if ≤ and = otherwise.

The quality of a kernel estimate depends less on the shape of the K than on the value of its bandwidth h. It is important to choose the most appropriate bandwidth, since a value that is too small or too large is not useful. Small values of lead to very spiky estimates (not much smoothing) while larger values lead to over-smoothing (Hall et al., 1991;[START_REF] Jones | A brief survey of bandwidth selection for density estimation[END_REF] c) Sliding windows estimator

The last method of density estimation used in this study is the sliding windows estimator. In such an estimation, we grow the "fixed" horizon of the previous method (i.e.; Histogram) as the information collected over the partition becomes available. Intuitively, it is well understood that when the horizon is going to be "large" the density estimate (upper limit of the horizon) will no longer be influenced by the initial measurement = . The system has a "memory" corresponding to an observation window of width through it is observed.

Given a sequence of observations in each interval -, + , the density estimator is determined by

∀ > 0, = ∈ -, + (. )
This estimator almost surely corresponds to the use of the uniform kernel [START_REF] Rivoirard | Statistique mathématique en action[END_REF]2012).

Experimental results

We will describe in this section all our experimental results. The first section shows the PDF estimation results per season per site using Maximum likelihood estimation via the EM algorithm. The second section includes the estimation of the PDF with non-parametric estimation, namely; histogram, Gaussian kernel estimator, Epanechnikov kernel estimator and sliding windows estimator. To further validate the results, we have checked the distance in total variation between the estimators and the real densities. Notice that for a reason of simplification, we divided the mean and the standard deviation of risk by (10 4 ) in all the following figures.

Data setting

We first test different models on a generated data set. The data is generated by a distribution

given by a mixture of normal distributions, of density with respect to the Lebesgue measure given by () = ( , ) (. )

These simulations are performed on n-samples per season on the five sites, with n = 10000. We have chosen to consider large samples in order to get significant and accurate results; however, such simulations may be computationally expensive.

Results for site S1

Now, we apply our approach based on mixture model by considering the maximum of likelihood estimation in a first time and non-parametric estimation in a second time; in both situation we estimate the PDF of the total quantity of seized risk per season, namely, the high season density, the medium season density and the low season density with respect to the fractions of illicit traffic over the hidden states of the HMM model (i.e.; = %, = %, = %, and = %) in a site characterized by a very high frequency of risk. Due to the difficulty of convergence of EM algorithm and the length of the sample under consideration, it is important to initialize the algorithm with realistic parameter values. Indeed, each iteration of our program requires important computational time and thus the number of iteration needs to be reasonable.

In practice, the parameters have been estimated by fitting separately the model to each season of data and the objective is then estimated the mean and the variance of Gaussian mixture per season using the Equations (. ) and (. ). The results are given in Table 5.18. Based on these results, we are able to see that the Gaussian mixture model leads with accuracy to the identification and extraction of the first and the second moments of the three seasonal components of the risk, which are otherwise not easy to identify directly from HMM.

Comparing the estimated mean and standard deviation to real ones, we observe that the values are close, therefore, a good quality of estimation is reached using the Maximum of likelihood estimator via EM algorithm.

b) Results furnished by non-parametric estimation

As previously mentioned, we study here for methods of non-parametric estimation: histogram, Epanechnikov kernel estimator, the standard Gaussian kernel estimator , = (, ) and Sliding windows (i.e.; which corresponding almost surely to the use of the uniform kernel , ).

v High season of risk

The Table 5.19 represents the estimates of the expectation of the distance in total variation between the considered estimators (defined by an estimation method and a a bandwidth ) and the true densities. These estimates were obtained by repeating = 1000 times the procedure consists of simulating a 400-sample, computing all the density estimators and determining their distance in total variation respectively to the true density. The average of the 1000 values obtained was reported. In doing so, Monte Carlo estimation was performed [START_REF] Rivoirard | Statistique mathématique en action[END_REF]2012, see Section 9.7.1).

The distance in total variation between the estimators and the true densities with respect to the Lebesgue measure, can be determined by

, = - (. )
The integral is computed according to the trapezoidal method. The standard deviations associated with each distance were also examined to determine the half-width of the confidence intervals. They were all smaller than 0.015, which shows that each numerical value of the table is associated (individually) with the achievement of 95% confidence interval of half-width less than the realization of % whether 1.96 0.015 1000 ≤ 0.001

For instance, let us we consider a bandwidth around , ′ and ′′ which is given by ℎ = 1 400 = 0.05, ℎ′ = 400 ≈ 0.14 and ℎ′′ = 400 ≈ 0.30.

After setting up the parameters of the estimations and computing various statistics from these estimations, this sub-section is dedicated to the interpretation of the results. Notice that for the estimation of the Gaussian mixture density of high season, all the methods have similar performances, except the first estimation, that is by histogram, which has substantially lower performances. In all cases, the optimal bandwidth depends considerably on the method of estimation. It is therefore, not only a function of the sample size and the density to be estimated. Figure 5.30 shows a realization of each of the for non-parametric estimators on the same data set and for the value selected according to Table 5.19 in order that all the estimators to have reasonable estimation performance. From a visual point of view, the most appropriate estimator is the Gaussian kernel estimator and, to a less extent, the Epanechnikov kernel estimator. Such estimators are the most regular, as the theory guarantees. Recall that the sliding windows estimator and histograms are generally not continuous [START_REF] Rivoirard | Statistique mathématique en action[END_REF]2012).

The calibration (i.e.; the determination of an optimal value) of on real or simulated data, is a delicate issue. Such calibration developed in this frame (see Table 5.19) required that the true underlying densities are known, which is not all time verified. This is the sensitive point of these methods of estimation (i.e.; the calibration of the bandwidth to finite rank ).

v Medium season of risk

In Table 5. 20 we present, the estimates of the distance in total variation between the considered estimators and the true densities of medium season for different values of the bandwidth .

Based on these results shown in the table below, we notice that all the estimators have similar performances, except the first estimation, that is given by histogram, which has considerably The best results are obtained for = . . For lower or higher values, the estimation' quality is not as accurate as previously obtained. Therefore, the optimal estimation depends considerably on the optimal value of the bandwidth.

Figure 5. 31 shows a realization of each of the four non-parametric estimators on the same data set and for = . . From visual comparison, the most appropriate estimator is the Gaussian kernel estimator, as the theory guarantees.

v Low season of risk

As previously, we will consider several possible values of the bandwidth and compute the distance in total variation between the considered estimators and the true density for low season per site S1. The results are given in Table 5.21. range of values of the bandwidth from 0.001 to 0.003. For lower or higher values, the estimation quality is not as good as previously obtained. Besides, all the estimators have similar performances, except the estimation given by histogram, has clearly lower performance.

Hereafter, we realized each of the four non-parametric estimators on the same data set and for selected according to the optimal range of values determined from the table above. Then, we compared the estimated PDF to real density computed analytically.

The results are shown in figure 5. 32. Based on visual comparison of the for PDF estimators, the most appropriate one is given by Gaussian kernel estimation, to a lesser extent, Epanechnikov kernel estimation. 

Results for site S2

We consider now the second site S2, which characterized by a high risk frequency at study period. As previously, we will investigate the density of the total quantity of risk in different season with respect to fractions of illicit traffic over the hidden states of the HMM model (i.e.;

= %, = %, = %, and = %), by considering a Gaussian mixture model per season and based on the maximum of likelihood and non-parametric estimators we will determine the PDF of seasonal components of drugs. From the fitted models, we can see that a good estimation of PDFs of seasonal components is reached. Such a quality of estimation is achieved due to the large samples taken into consideration although the simulations are computationally expensive.

The estimated mean and standard deviation of the total quantity of drugs per season in site S2, estimated here by equations (. ) and (. ), are the following. The table above shows the comparisons between the estimated mean and standard deviation and the real ones. As we can see, the results are satisfactory except that the model tends to overestimate the mean and underestimate the variance of seasonal components of risk. This is the well known "overdispersion" phenomenon which is a weakness of many stochastic models (see e.g. Katz and Parlange, 1999). One possible explanation may be the existence of interannual variations which are not taken into account in the models.

b) Results furnished by non-parametric estimation

We will now examine the non-parametric estimators of the density of the total quantity of drugs in site S2, i.e.; Histogram, Sliding windows, Gaussian kernel, Epanechnikov kernel estimator.

Such estimators are defined by a bandwidth . As we did before, we will consider several possible values of and choose the optimal one that better estimates the PDF per season, according to the distance in total variation between the estimators and the real densities. In the following, we present the results for high, medium and low season within site S2.

v High season of risk

The Table 5.23 shows the estimates of the distance in total variation between the considered estimators and the true density, computed by the equation (. ), for different values of bandwidth . For instance, we consider here a range of values of the bandwidth around , ′ and ′′ , which is chosen as a function of the sample size .

For all the considered estimators below, we have noticed that many factors are involved in the quality of the estimation of the density, particularly the value of the bandwidth h used in the estimation. The best results are obtained for a range of values from 0.012 to 0.015. For lower or higher values, the estimation quality is not as good as we have obtained. According to the .36 shows a realization of each of the for non-parametric estimators on the same data set and for value selected according to the Table 5.23 in order that all estimators have a good estimation performance. From a visual viewpoint, the most appropriate estimator is Gaussian kernel estimator, and to a lesser extent, the Epanechnikov kernel estimator.

v Medium season of risk

In Table 5. 24 we present the estimates of the distance in total variation between the nonparametric estimators and the true density of medium season for different values of the bandwidth . Notice that for all the considered estimators, the best results are obtained for a range of values of the bandwidth from 0.0015 to 0.003. For lower or higher values, the estimation quality is not as good as we have obtained. Based on these results, we are able to see that, with high probability, all the methods of estimation have similar performances, except for the histogram that has clearly lower performance. In order to validate the results, we have computed the standard deviations associated with each distance in total variation to determine the half-width of the confidence intervals. They were all less than 0.001, which shows that each numerical value of the table is associated (individually)

with the achievement of 95% confidence interval of half-width less than the realization of % thus 1.96 0.001 1000 ≤ 0.001 these quantities have been computed using Monte Carlo methods.

We now come to the core part of the problem: determining the estimation of PDF using the non-parametric estimation. For that, we realized each of the four non-parametric estimators on the same data set and for selected according to the optimal range of values previously determined from Table 5.24. Then, we compared the estimated PDF to the real density computed analytically. Typical results are shown in Figure 5.37. From visual comparison of the for PDF estimators, the most adequate is the one given by the Gaussian kernel estimator and, to a lesser extent, the Epanechnikov kernel estimator as the theory guarantees.

v Low season of risk

As we did before, we will consider several possible values of the bandwidth and compute the expectation of the distance in total variation between the considered estimators (defined by an estimation method and a bandwidth ) and the true densities. There is a balance between the value of and the quality of the estimation. The closer to optimal value of , the more accurate is the model in terms of quality of estimation. However, the trained model is also sensitive to the size of the sample. In Table 5. 25 we present the estimates of the distance in total variation between the considered estimators and the true densities of low season for different values of the bandwidth . Notice that for all the considered estimators, the best results are obtained for a range of values of the bandwidth from 0.0005 to 0.0008. For lower or higher values, the estimation quality is not as good as we have obtained. Based on these results, we observe that all the methods of estimation have almost similar performances, except for the histogram, that has lower performance.

Figure 5.38 shows a realization of each of the four non-parametric estimators on the same data set and for the value = . selected according to the optimal range of values previously determined from Table 5.25.

From visual comparison of the PDFs, the most appropriate estimator is given by Gaussian kernel estimation. It is the most regular, as the theory guarantees.

Results for site S3

We focus now on the third site S3, which is characterized by a medium risk frequency at study period. As previously, we will analyze the density of the total quantity of risk in different seasons according to fractions of illicit traffic over the hidden states of the HMM (i.e., = %, = %, = %, and = %), by considering a Gaussian mixture model per season and based on the maximum of likelihood and non-parametric estimators we will determine the PDF of seasonal components of drugs in this site. In Figures 5. 39 to 5. 41 we present, for each season taken into account, the density of theoretical mixture model, the estimated density using the maximum of likelihood and the densities of the mixture components (i.e., the densities per hidden states of the HMM).

From the fitted models, we can see that a good estimation of PDFs of seasonal components is reached. One probable explanation may be the large samples taken into consideration, although the simulations are computationally expensive. The estimated mean and standard deviation of the total quantity of drugs per season in site S3, estimated here by Equations (. ) and (. ), are given in Table 5.26. Based on these results, we are able to see that the Gaussian mixture model leads to the identification and extraction of the first and the second moments of the three seasonal components of the risk, which are otherwise not easy to identify directly from our HMM.

Comparing the estimated mean and standard deviation to real ones, we observe that the results are satisfactory. As we can see, the mean and standard deviation estimated from low season For all the considered estimators above, the best results are obtained for a range of values of the bandwidth . ≤ ≤ . . For lower or higher values, the estimation quality is not as good as we have obtained. Besides, all the methods have similar performances, except the first estimation, that is given by histogram, has a lower performance.

Figure 5.42 shows a realization of each of the four non-parametric estimators on the same data set and for = . value selected according to the optimal range of values previously determined from Table 5.25. From visual comparison of the PDFs, the most appropriate estimator is given by Gaussian kernel estimation. v Medium season of risk

As previously, we firstly consider several possible values of the bandwidth and determine the the expectation of the distance in total variation between the density estimators and the true one. The results are given in the Table 5. 28.

The best results are reached for a range of values of the bandwidth . ≤ ≤ . . For lower or higher values, the estimation quality is not as good as already obtained. Based on these results, we observe that Gaussian kernel, Epanechnikov kernel and sliding windows estimators have similar performances, except the histogram, that has a lower performance.

We now proceed to realize each of the four non-parametric estimators on the same data set and for h determined from the optimal range of values identified before in Table 5.28. Then, we compare the estimated PDF to real density computed analytically.

The results are as depicted in Figure 5. 43. The most appropriate estimator is given by Gaussian kernel estimator, which is the more regular, as the theory guarantees. The optimal model in terms of estimation quality is selected according to the minimum value of the distance between the estimator and the real density. The best results are obtained for a range of values of the bandwidth . ≤ ≤ . . For lower or higher values, the estimation quality is not as good as already reached. Besides, all the methods have similar performances, except the first estimation given by histogram, that has a lower performance.

Figure 5. 44 shows a realization of each of the for non-parametric estimators on the same data set and for value selected based on the optimal range of values previously determined from Table 5.29.

From visual comparison of the PDFs, the best estimator is given by Epanechnikov kernel estimator, which is the more regular and with the minimum value of the distance in total variation. 

Results for site S4

In this section, we focus on the site S4. This site is characterized by a low risk frequency at study period. As previously, we will identify the density of the total quantity of seized risk in different seasons depending on the fractions of illicit traffic over the hidden states of the HMM (i.e., fractions of illicit traffic: = %, = %, = %, and = %). For that, we may consider a Gaussian mixture per season and estimate the PDF using two approaches: firstly, the maximum likelihood estimation as a parametric estimation. Secondly, kernel density estimator, histogram and sliding windows as non-parametric ones. This approach has shown to be efficient to the identification and extraction of the first and the second structure of seasonal components, which are otherwise not apparent in HMM model output.

a) Results furnished by maximum likelihood estimation

In Figures 5. 45 to 5. 47 we present, for each season taken into account, the density of the theoretical mixture model, the estimated density using the maximum likelihood method and the densities of the mixture components (i.e., the densities per hidden states of HMM). From the fitted models, we can see that a good estimation of PDFs of seasonal components is achieved. In Figures 5. 45 to 5. 47 we present, for each season taken into account, the density of the theoretical mixture model, the estimated density using the maximum likelihood method and the densities of the mixture components (i.e., the densities per hidden states of HMM). From the fitted models, we can see that a good estimation of PDFs of seasonal components is achieved. One possible explanation may be the large samples taken into consideration even though the simulations are computationally expensive.

The estimated mean and standard deviation of the total quantity of drugs per season in site S4, estimated by Equations (. ) and (. ), are the following: The table above shows the comparisons between the estimated mean and standard deviation and the real ones. As we can see, the results are satisfactory except that the model tends to underestimate the variance of seasonal components of smuggling of drugs. This is due to the existence of interannual variations which are not taken into account in the models.

b) Results furnished by non-parametric estimation

We will now analyze the non-parametric density estimators of the total quantity of drugs in site S4 determined through the observed process of HMM.

v High season of risk For all the considered estimators below, the best results are obtained for a range of values of the bandwidth . ≤ ≤ . . For higher values, the estimation quality is not as good as we have obtained. Besides, all the methods have almost similar performances, except the first estimation, that is given by histogram, has a lower performance.

Figure 5.48 shows a realization of each of the for non-parametric estimators on the same data set and for the value = . selected according to the optimal range of values previously determined from Table 5. 31. From visual comparison of the PDFs, the best estimator is given by Epanechnikov kernel estimator, which is the more regular and with the minimum value of the distance in total variation between the density estimator and the real density.

v Medium season of risk In Table 5. 32 we present the estimates of the distance in total variation between the nonparametric estimators and the true density of medium season for different values of the bandwidth . Notice that for all the considered estimators, the best results are obtained for a range of values of the bandwidth from 0.0003 to 0.0005. For lower or higher values, the estimation quality is not as good as we already achieved. Based on these results, we are able to see, with high probability, that all the methods of estimation have similar performances, except the histogram that has clearly lower performance. The standard deviations associated with each distance were also computed to determine the half-width of the confidence intervals. They were all less than 0.0001, which shows that each numerical value of the table is associated (individually) with the achievement of 95% confidence interval of half-width less than the realization of % thus 1.96 0.0001 1000 ≤ 0.001.

These quantities have been computed using Monte Carlo methods.

We now proceed to realize each of the four non-parametric estimators on the same data set and for = . selected according to the optimal range of values previously determined from table 5.24. Then, we compare the estimated PDF to real density computed analytically. Typical results are shown in Figure 5.37

From visual comparison of the for PDF estimators, the most adequate is the one given by Epanechnikov kernel estimator, to a lesser extent, sliding windows estimator which corresponding surely to the use of the Uniform kernel , ). v Low season of risk

The Table . 5.33 shows the estimates of the distance in total variation between the considered estimators and the true density, computed by the equation (. ), for different values of bandwidth . For all the considered estimators below, the best results are obtained for the bandwidth value = × . For lower or higher values, the estimation quality is not as good as we have reached. Besides, the Gaussian kernel estimator has the high performance comparing to other estimators and the lower performance is given by histogram.

Figure 5.50 shows a realization of each of the four non-parametric estimators on the same data set and for = × selected according to the optimal bandwidth from Table 5. 33.

Comparing the PDFs, the best estimator is given by Gaussian kernel estimator, which is the more regular and with the minimum value of the distance in total variation between the estimation and the real value. mixture components (i.e.; the densities per hidden states of HMM). From the fitted models, we can see that a good estimation of PDFs of seasonal components is achieved. The estimated mean and standard deviation of the total quantity of smuggling of drugs per season in site S5, estimated here in Equations (. ) and (. ), are the following. Based on these results, we are able to see, that the Gaussian mixture model leads to the identification and extraction of the first and the second moments of the three seasonal components of the risk, which are otherwise not easy to be identify directly from our HMM.

Comparing the estimated mean and standard deviation to real ones, we observe that the results are satisfactory. Therefore, a good quality of estimation per season is reached in site S5.

b) Results furnished by non-parametric estimation

We will now investigate the non-parametric estimators of the density of the total quantity of drugs in site S5, i.e.; Histogram, Sliding windows, Gaussian kernel, Epanechnikov kernel estimator. Such estimators are defined by a bandwidth . As we did before, we will consider various possible values of and choose the optimal one which fit the data well per season, according to distance in total variation between the estimators and the real densities. In the following, we present the results for high, medium and low season in site S5.

v High season of risk

As we did previously, we will consider several possible values of the bandwidth and compute the distance in total variation between the considered estimators and the true density for high season in site S5. The results are given in Table 5.35. According to Table 5. 35, we notice that for all the considered estimators, the best results are obtained for = . . For lower or higher values, the estimation quality is not as good as we before achieved. Based on these results, all the methods of estimation have almost similar performances, except for the histogram that has lower performance. From visual comparison of the PDFs, the best estimator is given by Epanechnikov kernel estimator and sliding windows estimator.

v Medium season of risk

The following Table shows the estimates of the distance in total variation between the considered estimators and the true density, computed by Equation (. ), for different values of bandwidth .

For all the considered estimators below, the best results are obtained for the bandwidth value = × . For lower or higher values, the estimation quality is not as good as previously reached. The Gaussian kernel estimator has the high performance comparing to other estimators and the lower performance is given by histogram. Comparing the PDFs, the best estimator is given by Gaussian kernel estimator, which is the more regular and with the minimum value of the distance in total variation between the estimation and the real value.

v Low season of risk

In Table 5. 37 we present, the estimates of the distance in total variation between the nonparametric estimators and the true density of low season in site S5 for different values of the bandwidth . According to the table below, we can see that the best results of estimation are obtained for a = × . For lower or higher values, the estimation quality is not as good as before reached.

Hereafter, we realized each of the four non-parametric estimators on the same data set and for = × selected according to the optimal value determined from the table above. Then, series in the five risk sites, which is otherwise not possible to estimate directly from our HMM models. 

Chapter Summary

This chapter investigates the use of HMMs to describe risk time series and it is shown that these models have various advantages. Firstly, thanks to their distributional smoothness, they are able to describe seasonal behavior of the risk time series in customs context and therefore preprocessing of data so as to get the risk time series stationarity is not required. Secondly, our needs to have different models for different seasons determined us to make use of hidden Markov models, due to their ability of detecting different homogeneous (seasonal) regions, that is to say, regions that have different behaviors, like high-low quantity of risk in a site or different risk occupancy behaviors. Thirdly, these models have the ability to model diverse time scales which are present in risk time series (i.e.; from daily to interannual components). Finally, their interpretability which allows to obtain various forms of outputs (PDFs per fraction of illicit traffic, probabilities, etc.).

The model has some limitations. Firstly, it fails in reproducing the total seasonal quantities of risk time series per site; for that, we opted to use Gaussian mixture model per season for the identification and extraction of the PDFs of the three seasonal components of the risk; and can even simulate negative risk quantity. Using alternative HMMs such as: Markov Switching Autoregressive models MS-AR, hidden semi-Markov models or applying an initial transformation on the data may lead to considerable improvements. Further, EM algorithm and Monte Carlo simulations per site requires times to converge, which make the simulation computationally expensive since large samples are required to get significant results and the results obtained in Section 5 suggest looking for a more aggregative model which can be fitted on the whole time series not separately to each season of data. Other related modelling issues that remain to be examined include the inclusion in the model of diverse time scales, from daily to interannual components.

Finally, a controller/ forecaster, based on a HMM with the parameters θ = (, P, R) calibrated for the behavior of the seasonal components/site characteristics/risk criteria, reduces the probability of risk and improves the risk management approach.

On the other hand, Hidden Markov Models are proposed to describe risk time series in customs context. We discuss an extension, where the unobserved Markov chain is non-stationary, to deal with seasonal fluctuations of risk time series. We aggregate the observed data to obtain a certain number of groups in order to get finite HMMs. The different models are fitted using the EM-algorithm.

Comparing the two models we notice that, as outcomes of fitting the HMM model, the risk quantities per season per site are estimated per fractions of undetected illicit traffic. The initial objective was to estimate the total risk quantities per season per site like previously done in the model based on UQ, which is not possible to estimate directly from our HMMs. Using the Gaussian mixture model formed by the risk quantities per fractions of undetected illicit traffic (i.e., per hidden states of HMM) per season, leads to the identification and extraction of the three seasonal components of the total quantities of risk time series in the five sites.

Comparing the estimated mean and standard deviation per season per site to the real ones, we observe that the values are close. Therefore, a good quality of estimation is reached using both proposed models. Nonetheless, note that HMMs need more computational time to converge.

We have used a long time series for HMMs in order to get significant results, but good results were also obtained with UQ methodology described in Chapter 4 on shorter risk time series at various sites. Thus, it is shown to be less expensive and computationally more efficient than HMMs.

Each of the two proposed models have been successfully used to model risk time series in customs context. It has shown that they permit a good description of the observed seasonal fluctuations, although they are still underestimated in some sites, especially using HMMs. We show also that these models have various other advantages. Thanks to their distributional smoothness, a pre-processing of data in order to get stationarity (like applying the Box-Cox transformation) is not needed. Besides, these models have the ability to model diverse time scales that are present in risk time series (for example, from daily to interannual scales).

Future work

In this thesis we have proposed approaches to mapping, integrating and measuring performance in customs supply chain. However, we still need to test the hypotheses through survey questionnaires (the survey items are shown in Annex A) and to propose an approach to aggregating the three models in order to achieve a holistic effectiveness and efficiency in customs supply chain. This study recommends validating these models in practice and comparing them to models for other supply chains in order to find out the similarities and differences with the aim of improving the performance approach.

Note also that not only that the probability and the severity of consequences of risk occurrence could be used to analyzing the risk in customs, but also we can extend the analysis to accommodate more criteria or formulate new combinations of criteria. In this way we can output richer and relevant high-quality data on goods and crossing borders, in order to exploit them for risk assessment purposes, and to consequently adapt organizations and strategies for checks in order to make them more efficient. Other related questions are still pending, namely the inclusion of quantitative assessment in the proposed risk management approach and the verification of its effectiveness.

Gaussian and how gaussian distribution of season are mixed at each site are not studied in this thesis. This can be a valuable question to answer. Gaussian distribution is the most popular distribution when modeling random or unknown processes. But it has been observed that many time series may not follow the Gaussian distribution. Other related modelling issues that still remain to be examined include the consideration of diverse time scales in the proposed models (from daily to interannual components) and generalizing to fitting the models on the whole time series not separately to each season.

In this thesis, we have also discussed the application of Hidden Markov Models per risk per site. We didn't take the whole risks by site. It will be interesting to apply the HMM technique to a range of risks per site and study the time series generated by these groups of assets, so that to consider multivariate time series. A natural generalization is to consider Hidden semi-Markov Models (HSMMs) instead of Hidden Markov Models; these HSMMs assume that the unobserved process is semi-Markov instead of Markov. Put in words, a semi-Markov process is a generalization of a Markov one in the sense that the sojourn times of a semi-Markov process can be arbitrarily distributed, while they are constraint to be Geometrically distributed (in discrete time) or Exponentially distributed (in continuous time) in the Markov case. This is why the semi-Markov processes are more versatile, flexible and adapted for applications than the Markov ones.

Finally, Markov-switching autoregressive models as a generalization of HMMs and autoregressive models will be valuable work to do.

Table. A.3

Survey items of customs supply chain integration.

Variables Items of analysis

Goal congruence

• Our (customs / firm) and supply chain partners have agreement on the goals of the customs supply chain • Our (customs/ firm) and supply chain partners have agreement on the importance of collaboration across the customs supply chain • Our (customs/ firm) and supply chain partners have agreement on the importance of improvements that benefit the customs supply chain as a whole • Our (customs/ firm) and supply chain partners agree that our own goals can be achieved through working toward the goals of the customs supply chain 
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Figure 0 . 1 .

 01 Figure 0.1. Quantity seized of smuggling of drugs in kg (y-axis) at site S1 consists of 100 years of data, with a data every month.

Figure. 1

 1 Figure. 1.2 shows a schematic framework of the SCOR model, illustrating the interrelationships within SCs. The five integrated processes should be aligned with the company's organizational strategy, material, and information flows. The scope of the processes is from the customer's customer to the supplier's supplier.

Figure. 1

 1 Figure. 1. 6. Process, performance and integration matrix.

Figure. 1

 1 Figure.1.7 shows the components of the proposed process model for customs supply chain.Process mapping stage (1) --is used to describe the key processes, the goods, financial and information flows, the logistical requirements and customs functions, whereas process mapping stage (2) --is mainly about the activities and process logic (executed pathway and sequence) side, and process mapping stage (3) --it presents the interaction between the actors of the chain and the type of flows exchanged and shared among them.

Figure. 1. 7 .

 7 Figure. 1. 7. (a). Proposed process mapping to customs supply chain based on multimodal transport-Stage --Stage (1): core processes and functions. Source: (Hammadi et al., 2018).

Figure. 1

 1 Figure. 1. 7. (c) --stage (3): identifies the interactions between actors and the flows exchanged and shared among them. At this stage customs supply chain can be decomposed in three interrelated elements that are the "pillars" of our construction: the physical pillar, the operations pillar, and the inspection pillar (Van Oosterhout, 2008).

  Figure.1. 8 shows the model and gives a global view of the possible integration factors or metrics. It gives also a view of the relationships between domestic and international collaboration, the possible dimensions of collaboration in customs context, and process performance. Herein, in this context, integration covers co-ordination and co-operation among the relevant authorities and agencies involved in border security and trade facilitation to establish effective, efficient and integrated supply chain management system, in order to reach the common goal of open but controlled and secure borders[START_REF] Mclinden | Border Management Modernization[END_REF] CSD, 2011).

Figure. 1 . 8 .

 18 Figure. 1. 8. Conceptual framework on customs supply chain process integration. Note: Emboldened paths are hypothesized relationships asserted by literature or by expert suggestions. The figure is inspired by Männistö and Hintsa, 2015; Polner, 2011 and by Institute of Policy Studies, 2008.
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 11 Defining and confining the core indicators It is worth noting here that the proposed model is based on six indicators that capture the most important aspects of the current logistics performance environment: (i) Efficiency of the customs clearance process ; (ii) Quality of trade and transport-related infrastructure; (iii) Ease of arranging competitively priced shipments ; (iv) Competence and quality of logistics services ; (v) Ability to track and trace consignments ; (vi) Frequency with which shipments reach the consignee within the scheduled or expected time. These indicators are based on traditional issues--customs procedures and infrastructure quality; and on new concerns --tracking and tracing shipments, timeliness in reaching a destination, and the competence and quality of service (The World Bank Group, 2010). The indicators are assessed by questionnaire; based on the questionnaires of the World Bank's Logistics Performance Index (LPI), the construct and items of our performance model and thereafter of our survey are selected; --Part 1: relies on qualitative indicators -experts, senior officials from customs administration of the country evaluated who have been tasked to implement the performance guidelines in customs supply chain and private sector experts rating performance of their trading partners on the basis of their own opinions and experience-across a range of sub-indicators on various dimensions of logistics performance (see supply chain performance enablers in Figure.1.9). -Part 2: contains both qualitative assessments and quantitative data on performance of supply chains and core processes (time, cost, capacity, capability and uncertainty) by international professionals located in the country evaluated. The core processes criteria are focused on broad variables; each one represents a metric of activity performance. These criteria consider tangible and intangible variables. The quantitative performance metrics among a process are as follows: a) Time: the time between the beginning and the end of a specific activity; b) Cost: the financial charges to carry out a specific activity; c) Capacity: the ability of a specific activity to accomplish a task or a function. Shipment capacity and transport capacity are typical examples; d) Capability: the ability of a specific activity to be used for a specific function or a required goal;

Figure. 1

 1 Figure.1.10). Data regarding business processes performance among customs supply chain (e.g. processes, sub-processes, activities, costs, time leads, uncertainty, quality, capacity and capability) are acquired on an interview conducted based on the questionnaire of World Bank LPI.

3 .

 3 64 in 2012 Report to 3.71 in 2016 Report, which implied an important improvement. The customs effectiveness, infrastructure and timeliness are closely related performance indicators. French infrastructure score increased from 3.96 in 2012 to 4.01 in 2016. This increase implies that France is still investing in logistics infrastructures (i.e. Ports, airports, Highway and rails...) which have a positive influence on its effectiveness and efficiency. French timeliness score increased from 4.02 in 2012 to 4.25 in 2016. This increasing is due to delay in shipping conditions outside its borders. Generally, countries cannot control shipping conditions outside its borders.

Figure. 1

 1 Figure.1. 10. LPI, Customs effectiveness, Infrastructure indicators and Timeliness indicators for France customs (2012 to 2016). Source: The World Bank: Connecting to Compete: Trade Logistics in the Global Economy 2012, The World Bank 2012; The World Bank: Connecting to Compete: Trade Logistics in the Global Economy 2014, The World Bank 2014; The World Bank: Connecting to Compete: Trade Logistics in the Global Economy 2016, The World Bank 2016.

  essential to know the Strengths, Weaknesses, Opportunities and Threats of Moroccan customs (SWOT Analysis) as shown in figure. 2.6, in order to (1) analyze the internal and external environment of Moroccan customs, (2) set the criteria and parameters for the remaining steps.

Figure. 2 . 6 .

 26 Figure. 2. 6. SWOT matrix of Moroccan customs. Source: (Hammadi et al., 2014). The top left quadrant of the matrix Strengths (internal origin, helpful factors) represent positive internal factors in which Moroccan customs achieve an improvement and development in trade facilitation, simplification and harmonization of its procedures and management systems, social security and safety.

  final score of criticality as highlighted in the Figure.2.8, smuggling of drugs, commercial fraud, smuggling of cigarettes, trafficking in counterfeit, smuggling of goods, money laundering and lack of coordination with other agencies are the most critical risks in Moroccan customs context. These risks required a specific treatment. Such treatment aimed to reduce the criticality of risk to fit the organizational tolerance. The proposed mitigation actions and risk classes in Moroccan customs are summarized in the Table.2.3 and 2.4. 

  e.; mean time between the occurrence of the same risk Assign an A, B, C classes • Gravity G, i.e.; loss of value to each affected risk area (Government of Canada, Canadian Conservation Institute, 2016). Assign an A', B', C' classes Then, we determine the risk categories by multiplying each class of frequency to each class of gravity; so 9 categories of risk are obtained. The process of establishment of Risk classes, starts with making the intersection of A, B, and C classes of risk frequency and A', B' and C' of the risk gravity. Such intersection uses the multiplication of frequency and gravity of the same risk in the classes concerned. Six main risk classes under four Risk categories (Intolerable, Substantial, Moderate and acceptable), are determined in Moroccan customs supply chain as shown in Table

  customs supply chain under uncertaintyThe purpose of this chapter is to assess the risks with accuracy in customs supply chain. Based on the limitations detected in previous discussed methods of risk assessment which are essentially about the discreteness of the rating scale used which cannot handle the uncertainty and ambiguity present in deciding the priorities of different attributes as well as the high degree of the judgment subjectivity, a risk assessment model based on Extended Fuzzy Analytic Hierarchy Process (EFAHP) is then proposed. EFAHP based approach is a useful tool not only to tackle the different decision criteria implied in assessing risks in customs context, but also to dealt with the fuzziness of the data involved in deciding the preferences of different decision variables. The fuzzy set theory gives a much better representation of the subjective judgments and thus further refine the evaluation problem. As an input, the model defines uncertainties in the system and it quantifies the risk using the Fuzzy priority weight as a risk indicator. As an output, it provides a classification of the risks. Finally, to validate the model, the risk assessment was empirically investigated in Moroccan customs supply chain. The outcomes indicate the categories of risk (Intolerable, Substantial, Moderate and Acceptable risk). Theoretical and managerial implications are further discussed. The results provide practical tool for decision makers of customs to improve the performance of risk management approach.
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  Figure.3.3.
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 34 Figure. 3. 4. Proposed risk Assessment Model-based on Extended Fuzzy AHP.

Figure. 3 .

 3 Figure.3.5 shows the hierarchical structure of the proposed model of risk assessment in customs context. It will be used to conduct the pairwise comparison for risk areas and risks, and then to compute the priority weight in order to derive risk classification.
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 36 Figure. 3. 6. Location of the 5 sites of our application fields. (Source: Moroccan Customs Administration.Tables 3.2 to 3.7 present the fuzzy evaluation matrices of risks and the weight vector of each risk in the EFAHP model. At the same time, the consistency ratio of each judgment was calculated and checked to ensure that it is inferior to 0.1.
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 37 Figure. 3. 7. Risk classification based on final priority weight (assessment under uncertainty).

  involved in assessing risks in Moroccan customs, but also to dealt with uncertainty, imprecision, and subjectivity in expert judgment when conducting the pairwise comparison among different decision variables. Despite the benefits of the proposed model, it has some Chapter 4Risk model-based on uncertainty quantificationIn this chapter, a model-based on Uncertainty Quantification (UQ) is proposed to describe the time series describing the risks in customs supply chain context. We start by introducing the Hilbertian approach related to representation of Random Variables and addressing these approximations and their applications in UQ (Souza de Cursi and Sampaio, 2015). Then we discuss an extension where these models are applied to the time series to handle the seasonal components of risks in customs context. The model is fitted to time series describing the seized quantities of the illicit traffic on five sites using Moment Matching Method. It is shown that the fitted models are interpretable and provide a good description of important properties of the data such as the Cumulative Distribution Function (CDF), and second-order structure.Keywords: Uncertainty quantification; Hilbert expansion; Risk time series; Moment Matching Method; Polynomial approximation; Cumulative Distribution Function (CDF); Probability Density Function (PDF); Probabilistic risk management approach.

Figure. 4 . 1 .

 41 Figure. 4.1. Seized quantity of smuggling of drugs in (10 4 ) kg (y-axis) at site S1 between 2006 and 2016.

Figure. 4 . 2 .

 42 Figure. 4.2. Seized quantity of smuggling of drugs in (10 4 ) kg (y-axis) at site S2 between 2006 and 2016.

Figure. 4 . 3 .

 43 Figure. 4.3. Seized quantity of smuggling of drugs in (10 4 ) kg (y-axis) at site S3 between 2006 and 2016.

Figure. 4 . 4 .

 44 Figure. 4.4. Seized quantity of smuggling of drugs in (10 4 ) kg (y-axis) at site S4 between 2006 and 2016.

Figure. 4 . 5 .

 45 Figure. 4.5. Seized quantity of smuggling of drugs in (10 4 ) kg (y-axis) at site S5 between 2006 and 2016.

belowFor

  From numerical viewpoint, let us consider a map : → given by:

  mean and unit variance. , denote respectively mean and variance of high season of risk seizures, , aremean and variance of medium season of seizures and , present mean and variance of low season of seizures. The annual risk averages per site are computed based on illicit trade reports of World Customs Organization (WCO) since 2011 until 2016 and WCO customs and Tobacco reports since 2008 until 2011. Then the annual averages are converted to monthly averages which are weighted depends on seasonality of risks.

Figure 4 . 6 .

 46 Figure 4.6. Polynomial expansion (left), cumulative distribution function (right) (theoretical & empirical) (y-axis) of smuggling of drugs in site S1 approximated using moment matching: A-1: high season, A-2: medium season, A-3: low season. The results are furnished by relative pseudo-distance.The orthogonal projection approximated from the given data of site S1 are given below

  For partial derivatives, we proceed as previously: we will consider the approximations =

  considering a quintic kernel in first time and a gaussian one in a second time. The obtained results are shown inFigures 4.11 to 4.13. 

Figure. 4 .

 4 Figure. 4. 11.Probability Density Function of the quantity of smuggling of drugs for high season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S1.

Figure. 4 . 12 .

 412 Figure. 4. 12. Probability Density Function of the quantity of smuggling of drugs for medium season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S1.

Figure. 4 .

 4 Figure.4. 13. Probability Density Function of the quantity of smuggling of drugs for low season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S1.

Figure. 5 . 14 .

 514 Figure.5. 14. Probability Density Function of the quantity of smuggling of drugs for high season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S2.

Figure. 4 .

 4 Figure. 4. 15.Probability Density Function of the quantity of smuggling of drugs for medium season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S2.

Figure. 5

 5 Figure. 5. 18.Probability Density Function of the quantity of smuggling of drugs for medium season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S3.

Figure. 5 . 19 .

 519 Figure. 5. 19.Probability Density Function of the quantity of smuggling of drugs for low season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S3.

Figures

  Figures 4. 17to 4. 19 show, for each season taken into account, the theoretical density of seized

  Figures 4. 17to 4. 19 show, for each season taken into account, the theoretical density of seized quantity of drugs smuggling time series, the approximated density using the particle derivative

Figure. 4 .

 4 Figure. 4. 20.Probability Density Function of the quantity of smuggling of drugs for high season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S4.

Figure. 4 .

 4 Figure. 4. 21.Probability Density Function of the quantity of smuggling of drugs for medium season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S4.

Figure. 4 .

 4 Figure. 4. 23.Probability Density Function of the quantity of smuggling of drugs for high season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S5.

Figure. 4 .

 4 Figure. 4. 24.Probability Density Function of the quantity of smuggling of drugs for medium season identified using smoothed particle derivatives. Derivation using Quintic kernel (green) and Gaussian kernel (blue). Theoretical PDF (red). Results for site S5.

Figures

  Figures 4. 23 to 4. 25 show, for each season taken into considration, the theoretical density of

  provide a rigorous presentation of the main problems involved with Hidden Markov Models. Then we discus an extension where the hidden Markov chain is non-stationary to deal with seasonal fluctuations of risks in customs context. The different models are fitted using the EM-algorithm to time series of quantities seized of the illicit traffic on five sites. It is shown that the fitted models can be easily interpreted and provide a good description of important properties of the data such as the second-order structure or estimate the total illicit traffic per site. Keywords: Hidden Markov model; Markov chain; Risk time series; Stochastic risk generators; EM-algorithm; Maximum likelihood estimator; Gaussian mixture model; Probability density function (PDF); Non-parametric estimation.

  a) Given a model = , , and an observation sequence = , , … , , how the probability of the observation sequence is calculated given the model? b) Given a model = , , and the observation sequence , what is the most likely state sequence = , , … , , given the observations?

←

  The forward algorithm requires ( + ) ( -) + multiplications and ( + ) ( -) additions. The complexity is in ² .

Otherwise←

  Update time set = -; Return to step b if > 0This algorithm has a complexity in ² .

  indicators , are replaced by their conditional expectations with respect to and

  traffic. One possible solution could be to building a random generator of illicit traffic data based on the main characteristics of the underlying risk time series distribution. Such data generating is calibrated-based on illicit trade reports of World Customs Organization (WCO) since 2011 until 2016 and WCO customs and Tobacco reports since 2008 until 2011.
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 54 Figure 5.4. Quantity seized of smuggling of drugs in kg (y-axis) at site S1 during 100 years of data (monthly data).

Figure 5 . 5 .

 55 Figure 5.5. Total of smuggling of drugs in kg (yaxis) at site S1 during of 100 years of data (monthly data), given the fractions sequence (30%, 40%, 50%, 60%).

Figure 5 . 6 .

 56 Figure 5.6. Quantity seized of smuggling of drugs in kg (y-axis) at site S2 during 100 years of data (monthly data).

Figure 5 . 7 .

 57 Figure 5.7. Total of smuggling of drugs in kg (yaxis) at site S2 during of 100 years of data (monthly data), given the fractions sequence (15%, 20%, 40%, 75%).

Figure 5 . 8 .

 58 Figure 5.8. Quantity seized of smuggling of drugs in kg (y-axis) at site S3 during 100 years of data (monthly data).

Figure 5 . 9 .

 59 Figure5.9. Total of smuggling of drugs in kg (yaxis) at site S3 during of 100 years of data (monthly data),given the fractions sequence (10%, 25%, 30%, 60%).

Figure 5 . 10 .

 510 Figure 5.10. Quantity seized of smuggling of drugs in kg (y-axis) at site S4 during 100 years of data (monthly data).

Figure 5 . 11 .

 511 Figure 5.11. Total of smuggling of drugs in kg (yaxis) at site S4 during of 100 years of data (monthly data), given the fractions sequence (20%, 30%, 50%, 70%).

Figure 5 . 12 .

 512 Figure 5.12. Quantity seized of smuggling of drugs in kg (y-axis) at site S5 during 100 years of data (monthly data).

Figure 5 . 13 .

 513 Figure 5.13. Total of smuggling of drugs in kg (yaxis) at site S5 during of 100 years of data (monthly data), given the fractions sequence (5%, 15%, 35%, 65%).

Figure. 5

 5 Figure. 5. 14. Boxplot of the risk distribution as a function of the time (x-axis) at Site S1 (left) and Site S2 (right).

Figure. 5

 5 Figure. 5. 15. Boxplot of the risk distribution as a function of the time (x-axis) at Site S3 (left) and Site S4 (right).

Figure. 5

 5 Figure. 5. 16. Boxplot of the risk distribution as a function of the time (x-axis) at Site S5.

  to 5.21. The clustering is based on the discretization, according to uniform distribution. The five clusters 1, 2, 3, 4, 5 represent a possible seized quantity of the illicit traffic by the customs authorities in a site vector {very high, high, medium, low, very low}.

Figure. 5 . 17 .

 517 Figure. 5. 17. Seized quantity of drugs, for five observation types in Site S1. : risk time series with values in [0, +∞[ (left) and = , , … , : risk time series with state space = , , , , (right) after discretization.

Figure. 5 . 18 .

 518 Figure. 5. 18. Seized quantity of drugs, for five observation types in Site S2. : risk time series with values in [0, +∞[ (left) and = , , … , : risk time series with state space = , , , , (right) after discretization.

Figure. 5 . 19 .

 519 Figure. 5. 19. Seized quantity of drugs, for five observation types in Site S3. : risk time series with values in [0, +∞[ (left) and = , , … , : risk time series with state space = , , , , (right) after discretization..

  Figure. 5. 20. Seized quantity of drugs, for five observation types in Site S4. : risk time series with values in [0, +∞[ (left) and = , , … , : risk time series with state space = , , , , (right) after discretization..

Figure. 5 . 21 .

 521 Figure. 5. 21. Seized quantity of drugs, for five observation types in Site S5. : risk time series with values in [0, +∞[ (left) and = , , … , : risk time series with state space = , , , , (right) after discretization.

=

  variance of component i per season = mixture weight per site, i.e.; the stationary distribution of the Markov chain per site

  M step: Re-estimate the parameters using the current responsibilities

a)

  Results furnished by maximum likelihood estimationThe results presented in Figures 5. 27 to 5. 29 show the probability density function of the total quantity of drugs in the different season of risk in site S1 using the Gaussian mixture model per season via the EM algorithm. Looking at the quality of estimation, we observe a good estimation of the density for the seasonal components of the quantity of drugs in site S1 derived from the observed process of HMM model.

Figure. 5

 5 Figure. 5. 27. Probability Density Function of the total quantity of drugs for high season identified using the EM algorithm (i.e.; maximum likelihood estimator). Results for site S1.

Figure. 5

 5 Figure. 5. 28. Probability Density Function of the total quantity of drugs for medium season identified using the EM algorithm (i.e.; maximum likelihood estimator). Results for site S1.

Figure. 5 . 29 .

 529 Figure. 5. 29. Probability Density Function of the total quantity of drugs for low season identified using the EM algorithm (i.e.; maximum likelihood estimator). Results for site S1.

Figure. 5 . 30 .

 530 Figure. 5. 30. Realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for high season, = and = . . The distances in total variation are indicated in parentheses. Results for site S1.

Figure. 5 . 31 .

 531 Figure. 5. 31. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for medium season, = and = . . The distances in total variation are indicated in parentheses. Results for site S1.

Figure. 5 . 32 .

 532 Figure. 5. 32. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for low season, = and = . . The distances in total variation are indicated in parentheses. Results for site S1.

  Figure.5. 33. Probability Density Function of the total quantity of drugs for high season identified using the EM algorithm (i.e.; maximum of likelihood estimator). Results for site S2.

Figure. 5 . 34 .

 534 Figure.5. 34. Probability Density Function of the total quantity of drugs for medium season identified using the EM algorithm (i.e.; maximum of likelihood estimator). Results for site S2.

Figure. 5

 5 Figure. 5. 35.Probability Density Function of the total quantity of drugs for low season identified using the EM algorithm (i.e.; maximum of likelihood estimator). Results for site S2.

Figure. 5 . 36 .

 536 Figure. 5. 36. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for high season, = and = . . The distances in total variation are indicated in parentheses. Results for site S2.

Figure. 5 . 37 .

 537 Figure. 5. 37. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for medium season, = and = . . The distances in total variation are indicated in parentheses. Results for site S2.

Figure. 5 . 38 .

 538 Figure. 5. 38. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for low season, = and = . . The distances in total variation are indicated in parentheses. Results for site S2.

  Figure.5. 39. Probability Density Function of the total quantity of drugs for high season identified using the EM algorithm (i.e., maximum of likelihood estimator). Results for site S3.

Figure. 5 . 40 .

 540 Figure. 5. 40. Probability Density Function of the total quantity of drugs for medium season identified using the EM algorithm (i.e., maximum of likelihood estimator). Results for site S3.

  overall estimation quality than ones estimated from high and medium season, but we can notice that all the estimators compared to real mean and standard deviation have almost close values, therefore, a good quality of estimation per season is achieved in site S3.b) Results furnished by non-parametric estimationWe will now analyze the non-parametric density estimators of the total quantity of drugs in site S3 determined through the observed process of HMM.v High season of riskThe table below shows the estimates of the distance in total variation between the considered estimators and the true density, computed by Equation (. ), for different values of bandwidth . For example, let us consider a range of values of the bandwidth around , ′ and ′′ , which is chosen as a function of the sample size as demonstrated before.

Figure. 5 . 42 .

 542 Figure. 5. 42. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for high season, = and = . . The distances in total variation are indicated in parentheses. Results for site S3.

Figure. 5 . 43 .

 543 Figure. 5. 43. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for medium season, = and = . . The distances in total variation are indicated in parentheses. Results for site S3.

Figure. 5 . 44 .

 544 Figure. 5. 44. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for low season, = and = . . The distances in total variation are indicated in parentheses. Results for site S3.

  One possible explanation may be the large samples taken into consideration even though the simulations are computationally expensive.

Figure. 5

 5 Figure.5. 45. Probability Density Function of the total quantity of drugs for high season identified using the EM algorithm (i.e., maximum likelihood estimator). Results for site S4.

Figure. 5

 5 Figure. 5. 46.Probability Density Function of the total quantity of drugs for medium season identified using the EM algorithm (i.e., maximum likelihood estimator). Results for site S4.

Figure. 5

 5 Figure.5. 47. Probability Density Function of the total quantity of drugs for low season identified using the EM algorithm (i.e., maximum likelihood estimator). Results for site S4.

Figure. 5 . 48 .

 548 Figure. 5. 48. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for high season, = and = . . The distances in total variation are indicated in parentheses. Results for site S4.

Figure. 5 . 49 .

 549 Figure. 5. 49. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for medium season, = and = . . The distances in total variation are indicated in parentheses. Results for site S4.

Figure. 5 . 50 .

 550 Figure. 5. 50. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for low season, = and = × . The distances in total variation are indicated in parentheses. Results for site S4.

Figure. 5 . 52 .

 552 Figure. 5. 52. Probability Density Function of the total quantity of drugs for medium season identified using the EM algorithm (i.e.; maximum likelihood estimator). Results for site S5.

Figure. 5 . 53 .

 553 Figure. 5. 53. Probability Density Function of the total quantity of drugs for low season identified using the EM algorithm (i.e.; maximum likelihood estimator). Results for site S5. In Figures 5.51 to 5.53 we present, for each season taken into account, the density of theoretical mixture model, the estimated density using the maximum of likelihood and the densities of the

Figure. 5 . 54 .Figure 5 .

 5545 Figure. 5. 54. The realization of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for high season, = and = . . The distances in total variation are indicated in parentheses. Results for site S5.

Figure 5 .

 5 Figure 5.55 shows a realization of each of the for non-parametric estimators on the same data set and for = × value selected according to the minimum value of the distance between the density estimator and the analytical one.

Figure. 5 . 55 .

 555 Figure. 5. 55. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for medium season, = and = × . The distances in total variation are indicated in parentheses. Results for site S5.

  we compared the estimated PDF to real density computed analytically. The results are shown in Figure 5. 56. Comparing the PDFs, all the estimators have almost similar performances. As a result, the Gaussian mixture model formed by the risk quantity per fractions of undetected illicit traffic (i.e.; per hidden states of HMM) per season enables to the identification and extraction of the three seasonal components of the total quantity of smuggling of drugs time

Figure. 5 . 56 .

 556 Figure. 5. 56. The realizations of the non-parametric estimates for the Gaussian mixture density of the total quantity of drugs for low season, = and = × . The distances in total variation are indicated in parentheses. Results for site S5.
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Table B

 B [START_REF] Souza De Cursi | Uncertainty Quantification and Stochastic Modeling with Matlab[END_REF], in the sense that this kind of models are applied to time series to handle the seasonal components of risks

	≈ =	∈ ; () =	() ,	() , … ,

.1). 9) Based on the literature on risk management in supply chain and industrial process, we propose two risk indicators, namely: Criticality by considering Failure Modes Effects Criticality Analysis (FMECA) and Cross Activity Based Costing (ABC) Method and Priority weight by considering Analytic Hierarchy Process (AHP). 10) Using Extended Fuzzy AHP for risk assessment, we overcome the discreteness of the rating scale used in qualitative methods which cannot handle the uncertainty and ambiguity present in deciding the priorities of different attributes as well as the high degree of the judgment subjectivity. As an outcome, it leads with accuracy to determine the key risk classes in customs supply chain. 11) There are few applications of stochastic models that address seasonality for time dependent sequence data. This is one of the first large scale applications to risk time series in supply chain context. 12) We develop a new model-based on Uncertainty Quantification (UQ) to describe risk time series in customs supply chain context. Our model based on UQ is an extension of the work of ()

Table 1

 1 

	.1
	Actors involved in customs supply chain; adopted from (Hammadi et al, 2018)

Actors in customs supply chain Category Actor Role in the customs supply chain

  

	Customs'	Importers	Importers, in international trade, bring in (goods,
	operators		merchandise, commodities, etc.) from a foreign country
			into a domestic country for use, sale, processing, re-
			export, or services.
		Exporters	In international trade, 'exporter' refers to selling goods
			and services produced in the home country to other
			markets
	Transport	Air/rail/sea	Carriers transport cargo via air, rail, or sea
	process	carriers	
		Border highway	Highway carriers transport cargo for scheduled and
		carriers	unscheduled operations via road across the borders.
	Customs	Customs officer	Officers clear goods through customs. The responsibilities
	crossing		of a customs agent include documentary control, the
			preparation of the registration form and deposit, the
			determination of duties and taxes to pay, and arranging for
			delivery to the importer
		Freight forwarder	A person or a company that organizes shipments for
			individuals or corporations to get goods from the
			manufacturer or producer to a market, customer or final
			point of distribution. A forwarder does not move the
			goods but acts as an expert in supply chain management.
	Logistics	Freight	A freight consolidator is a firm that accepts partial
	operations	consolidators	container shipments from individual shippers and
			combines the shipments into a single container for
			delivery to the carrier.
		Transportation	A transportation intermediary facilitates transactions by
		intermediaries	bringing buyers and sellers together.
		Non-vessel	A non-vessel-operating common carrier is a company that
		operators	buys shipping space through a special arrangement with
		/common carriers	an ocean carrier and resells the space to individual
			shippers.
		Port authorities	A port authority is an entity of state or local government
			that owns, operates, or otherwise provides wharf, dock,
			and other marine terminal investments at ports
		Terminal operators Terminal operator's responsibilities include the
			overseeing and unloading of cargo from ship to dock,
			checking the actual cargo against the ship's manifest (list
			of goods), checking documents authorizing a truck to pick
			up cargo, overseeing the loading and unloading of railroad
			cars, and so forth.
	Financial	Bank; Insurance	sustain financial transactions between the organizations in
	process	company	the supply chain and facilitates the monetary flows.

Export transport plan: in the case of containerized sea cargo the

  

	b) Export declaration: a broker / freight forwarder obtains approval from inspection
	agencies and prepares and transmits export declaration / security filings for export
	customs clearance. A freight forwarder is engaged by exporter to manage the export,
	although this situation depends on the terms of trade (i.e. the Incoterms), for instance the
	exporter will not engage a freight forwarder if the goods are sold EXW (Ex Works).
	c) exporter (or freight
	forwarder, if applicable) identifies the sea carrier, the port of loading and port of
	discharge and orders a container from the carrier to be sent to the seller/consignor.
	d) Import transport plan: The container is ready for consigning into the customs supply
	chain (Consignment Completion Point, CCP). Ocean transport of the goods is done.
	e) Import declaration: The buyer generates and submits import documents for import
	customs clearance where required (i.e. this is not always necessary, such as in the case
	Delivered Duty Paid [DDP]).

Table . 2.1. Systematic

 . 

grid of Likelihood (elaborated with experts in risk analysis from Moroccan customs administration).

Table . 2

 . .4. Risk classes in Moroccan customs supply chain and preventive action Plan; adopted from(Hammadi et al, 2018). Strengthening of the control at the level of the points where practices the customs control and in zones except the latter, and Continuous training of the agents dedicated to the control; -Monitoring continuously through SOPs (importation of weapons, Smuggling of toxic waste, Integrity).

	Class of risks	Risks	Treatment / Recommendations
	Intolerable	Smuggling of narcotics	Treat: a strategy and a plan detailed by mitigation are
	Risk	Smuggling of cigarettes	required:
		Trafficking in	
		counterfeit	-
		Commercial fraud	
		Smuggling of goods	
		Money laundering	
		Lack of coordination	
		with other agencies	

  Lack of staff competences context; i.e.; classes that are fundamental for setting up a control plan and solutions in terms of security of the whole supply chain

		A	B	C
		AA': Smuggling of	A'B: Smuggling of	A'C: Smuggling of toxic
		drugs, Smuggling of	weapons, Ineffective	waste.
	A'	cigarettes, Trafficking in counterfeit,	procedures, IT Failure, Smuggling of precursors	
		Commercial fraud, ,	of drugs, Sanitary risk	
		Money laundering,		
		B'A: Smuggling of	B'B: Smuggling of	B'C: -
		goods, Lack of	national heritage, Illicit	
	Gravity	coordination with other agencies, CITES	traffic of Product not required to technical standards, Phytosanitary	
	B'		risk, Limited human	
			resources, Integrity,	
			Smuggling of substances	
			impoverishing the ozone	
			layer, Illicit trade in dual-	
			use goods.	
	C'	C'A: -	C'B : -	C'C:

Table . 2

 . Pairwise comparison judgment matrices: of Trade Facilitation (TF). Source:[START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]. Pairwise comparison judgment matrices: of Preservation of the Natural Resources (PNR). Source:[START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]. .11. Pair-wise comparison judgment matrices: of Community Protection and Security (CPS). Source:[START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF].

	Table. 2.7.											
	Criteria			ITF		IP		LCA		Weights (PV)
	ITF			1		1/5		1/7			0.074
		IP			5			1		1/3			0.283
	LCA			7			3			1			0.643
		∑			13.00		4.20		1.47			CR=0.054
	Table. 2.8.											
	Pair-wise comparison judgment matrices: of Protection of the National Heritage (PNH). Source:
	(Hammadi et al., 2016).									
	Criteria			SACH		SAH			SCH		Weights (PV)
	SACH			1			1/2			1/3			0.170
	SAH			2			1			1			0.387
	SCH			3			1			1			0.443
		∑			6.000		2.500			2.333		CR=0.016
	Table. 2.9.											
	Criteria	LSC		IG		LMR		LHR	ML	CF	Weights (PV)
	LSC	1		1/2		1/3		1/4		1/7	1/9	0.033
	IG		2		1		1/2		1/3		1/5	1/8	0.050
	LMR	3		2		1		1/2		1/5	1/7	0.075
	LHR	4		3		2		1		1/4	1/5	0.114
	ML	7		5		5		4		1	1/2	0.284
	CF		9		8		7		5		2	1	0.443
	∑		26.00	19.50	15.83		11,08	3.79	2.08	RC= 0,03
	Table. 2.10.											
	Table. 2.6.											
	Pairwise comparisons of risk areas. Source: (Hammadi et al., 2016) Criteria SNR SSIOL STW ITPPH ITPSA	SEAP Weights (PV)
	Criteria SNR	1	TF	PNH 1/2	EECR 1/3	1/5	PNR	1/5	CPS	1/7	Weights (PV) 0.038
	TF SSIOL	2	1	1	1/3	1/2	1/5	1/3	1/7	1/3	1/9	1/7	0.033 0.059
	PNH STW	3	3	2	1	1	1/2	1/2	1/6	1/3	1/8	1/6	0.064 0.089
	EECR ITPPH	5	5	3	2	2	1	1	1/4	1	1/7	1/5	0.103 0.158
	PNR ITPSA	5	7	3	6	3	4	1	1	1	1/7	1/3	0.230 0.183
	CPS SEAP	7	9	7	8	6	7	5	7	3	1	1	0.570 0.472
	∑	∑	25 23.000	17.33 16.500	12.70 12.833	8.033	8.56	5.867	1.52 1.986	CR=0.085 RC= 0,03

Pairwise comparison judgment matrices: of Effective and Efficient Collection of Revenue (EECR). Source:

[START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]

.

  Supply Chain. All other risks under protection of the national heritage and trade facilitation must be dealt with by scrutiny, in order to keep precious time and efforts for potentially higher risks.

	Criteria	SE	ITD	IPT	SP	SW	SG	TC	SC	SD	SN	Weights (PV)
	SE	1	1/2	1/3	1/4	1/5	1/7	1/7	1/7	1/7	1/7	0.018
	ITD	2	1	1/2	1/3	1/5	1/7	1/7	1/7	1/7	1/7	0.021
	IPT	3	2	1	1/3	1/4	1/7	1/7	1/7	1/7	1/7	0.027
	SP	4	3	3	1	1/2	1/7	1/7	1/7	1/7	1/7	0.038
	SW	5	5	4	2	1	1/5	1/5	1/5	1/5	1/5	0.056
	SG	7	7	7	7	5	1	1	1	1	1	0.168
	TC	7	7	7	7	5	1	1	1	1	1	0.168
	SC	7	7	7	7	5	1	1	1	1	1	0.168
	SD	7	7	7	7	5	1	1	1	1	1	0.168
	SN	7	7	7	7	5	1	1	1	1	1	0.168
	∑	50.00 46.50 43.83 38.92 27.15 5.77	5.77	5.77	5.77	5.77	RC= 0.048

Table . 3

 . .5. The fuzzy evaluation matrix of risk area: protection of national heritage.

	Criteria	SCH	SAH	SACH	
	SCH	(1,1,1)	(1/2,1,3/2)	(5/2,3,7/2)	0.0348
	SAH	(2/3,1,2)	(1,1,1)	(3/2,2,5/2)	0.0252
	SACH	(2/7,1/3,2/5)	(2/5,1/2,2/3)	(1,1,1)	0.0000
	Table. 3.6.				
	The fuzzy evaluation matrix of risk area: trade facilitation.		
	Criteria	LCA	IP	ITF	
	LCA	(1,1,1)	(5/2,3,7/2)	(13/2,7,15/2)	0.0345
	IP	(2/7,1/3,2/5)	(1,1,1)	(9/2,5,11/2)	0.0100
	ITF	(2/15,1/7,2/13)	(2/11,1/5,2/9)	(1,1,1)	0.0055
	Table. 3.7.				

SG (2/3,1,2) (2/3,1,2) (2/3,1,2) (2/3,1,2) (1,1,1) (9/2,5,11/2) (13/2,7,15/2) (13/2,7,15/2) (13/2,7,15/2) (13/2,7,15/2) SW because

  they have the highest priority weights. These risks required a specific treatment. Such treatment is impacted by many different issues, including: risk rating/ level/ nature return of treatment, and financial, human and material resources allocated to addressing risk. The limited human resources, integrity, smuggling of weapons, smuggling of cultural heritage, lack of

		coordination with other agencies, smuggling of endangered animal and plant species, lack of	
		staff competences, smuggling of artistic heritage, smuggling of precursors of drugs,		
		limited material resources, illicit traffic of product not corresponding to the required technical	
		standards, illicit traffic of product not corresponding to the required sanitary standards, illicit	
		traffic of product not corresponding to the required phytosanitary standards, smuggling of toxic	
		waste and ineffective procedures are the next recommended risks to give more importance in	
		order to secure Moroccan Customs Supply Chain.					
	Crit	SN	SD	SC	TC	SG	SW	SP	IPT	ITD	SE
	SN	(1,1,1)	(1/2,1,3/2)	(1/2,1,3/2)	(1/2,1,3/2)	(1/2,1,3/2)	(9/2,5,11/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)
	SD	(2/3,1,2)	(1,1,1)	(1/2,1,3/2)	(1/2,1,3/2)	(1/2,1,3/2)	(9/2,5,11/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)
	SC	(2/3,1,2)	(2/3,1,2)	(1,1,1)	(1/2,1,3/2)	(1/2,1,3/2)	(9/2,5,11/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)
	TC	(2/3,1,2)	(2/3,1,2)	(2/3,1,2)	(1,1,1)	(1/2,1,3/2)	(9/2,5,11/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)	(13/2,7,15/2)

3.7

, the commercial fraud, smuggling of narcotics, smuggling of drugs, smuggling of cigarettes, trafficking in counterfeit, smuggling of goods and money laundering are the most critical risks

Table 4 .1

 4 Approximated mean and standard deviation of quantity of risk time series per season (i.e.; using smoothed particle approximation per season). The approximations are given by quintic kernel and gaussian one. Results for site S1.

			Mean		Standard deviation
	Risk Season	Approximated	Theoretical	Approximated	Theoretical
		Gaussian	Quintic		Gaussian	Quintic	
		kernel	kernel		kernel	kernel	
	High season	6080	6020	6031.139	2020	2080	2110.898
	Medium season	2200	2100	2153.978	390	410	430.795
	Low season	430	430	430.795	97	100	107.698

4.2.2. Results for site S2

In

Figures 4. 14 to 4. 16 

we present, for each season taken into account, the theoretical density of seized quantity of risk time series, the approximated density using the particle derivative

Table 4 . 2

 42 Approximated mean and standard deviation of quantity of risk time series per season (i.e.; using smoothed particle approximation). The approximations are given by quintic kernel and gaussian one. Results for site S2.

			Mean		Standard deviation
		Approximated	Theoretical	Approximated	Theoretical
	Risk Season	Gaussian	Quintic		Gaussian	Quintic	
		kernel	kernel		kernel	kernel	
	High season	1480	1470	1478.152	490	500	517.353
	Medium season	530	525	527.911	97	100	105.582
	Low season	105	105	105.582	21	24	26.395

Table 4 . 3

 43 Approximated mean and standard deviation of quantity of risk time series per season (i.e.; using smoothed particle approximation). The approximations are given by quintic kernel and gaussian one. Results for site S3.

			Mean		Standard deviation
		Approximated	Theoretical	Approximated	Theoretical
	Risk Season	Gaussian	Quintic		Gaussian	Quintic	
		kernel	kernel		kernel	kernel	
	High season	620	690	692.223	245	240	242.278
	Medium season	248	240	247.223	49	47	49.444
	Low season	48	50	49.444	12	11	12.361

Table 4 . 4 Table 4 . 4

 4444 Approximated mean and standard deviation of quantity of risk time series per season (i.e.; using smoothed particle approximation). The approximations are given by quintic kernel and gaussian one. Results for site S4.

			Mean		Standard deviation
		Approximated	Theoretical	Approximated	Theoretical
	Risk Season	Gaussian	Quintic		Gaussian	Quintic	
		kernel	kernel		kernel	kernel	
	High season	280	256	253.998	80	87	88.900
	Medium season	88	90	90.713	17.4	18	18.142
	Low season	18	17.5	18.142	4.33	4.5	4.535

Table 4 . 5

 4 Approximated mean and standard deviation of quantity of risk time series per season (i.e.; using smoothed particle approximation. The approximations are given by quintic kernel and gaussian one. Results for site S5.

			Mean		Standard deviation
		Approximated	Theoretical	Approximated	Theoretical
	Risk Season	Gaussian	Quintic		Gaussian	Quintic	
		kernel	kernel		kernel	kernel	
	High season	28	29	27.515	9.5	9.2	9.630
	Medium season	10	9.8	9.826	1.9	1,88	1.965
	Low season	1.95	1.95	1.965	0.48	0.50	0.491

Threshold Probability (Threshold = ) High season Medium season Low season

  

	Site S1	0.4751	0.9768	0.8065
	Site S2	0.4654	0.9805	0.8940
	Site S3	0.3523	0.9724	0.9241
	Site S4	0.5015	0.9847	0.8768
	Site S5			

Table 5 .

 5 2. 

Table 5 . 2

 52 BIC and AIC values for the various HMM models fitted for the five sites of drugs detection. The hidden Markov chain is assumed to be homogeneous. According to Table.5.1, BIC and AIC clearly favour HMMs with M = 4 hidden states for all sites of risk detection; this model will be denoted by ; .

			AIC				BIC		
	M	2	3	4	5	2	3	4	5
	Site 1	294.45 295.26 289.01 321.42 282.83 273.94 255.38	272.88
	Site 2	286.50 322.59 286.53 306.79 291.03 301.27 252.90	258.24
	Site 3	283.30 324.72 278.87 315.45 271.68 303.40 245.24	266.90
	Site 4	317.82 307.53 295.33 313.93 306.21 286.21 261.70	265.38
	Site 5	318.09 294.19 291.19 318.67 306.48 272.87 257.56	270.13

Table 5 . 4

 54 Mean duration of sojourns and the stationary distribution of the Markov chain ( HMM model with M=4, results for site S1).According to above table, it is shown that the regimes with "low" not detected illicit traffic by customs authorities usually last longer than regimes with high quantities. Therefore, the total predicted risk is derived from observed process (i.e.; detected by customs authorities): this is

	Hidden states		
	State 1	2.97 months	0.3316
	State 2	2.94 months	0.3283
	State 3	1.52 months	0.1693
	State 4	1.53 months	0.1708

Table 5

 5 

	.5							
	Estimated seasonal mean and standard deviation of risk time series per hidden states of Markov
	chain. Results for site S1.					
			Mean			Standard deviation	
		High	Medium	Low		High	Medium	Low
		season	season	season		season	season	season
	index	k = 1	k = 2	k = 3	index	k = 1	k = 2	k = 3
	i = 1	6060.2	2174.5	439.4626	i = 1	2485.2	385.0205 101.8838
	i = 2	6014.3	2068.1	429.3828	i = 2	2001.0	486.0009 101.2657
	i = 3	6007.8	2126.5	420.3098	i = 3	1998.8	423.7056 106.3856
	i = 4	6035.6	2176.7	442.9226	i = 4	2187.5	440.1181 111.5919

Table 5 . 7

 57 Mean duration of sojourns and the stationary distribution of the Markov chain ( HMM model with M=4, results for site S2).From the table above, it is shown that the regimes with "low" not detected illicit traffic by customs authorities usually last longer than regimes with high quantities. Therefore, the total predicted risk in site S2 is derived from observed process (i.e.; detected by customs authorities).The stationary distribution of the hidden Markov chain indicates that the four hidden states regimes have a different probability of occurrence.The estimated mean and standard deviation per season per fraction of illicit traffic of drugs, empirically estimated here, are given in the following table.

	Hidden states		
	State 1	2.95 months	0.3282
	State 2	2.71 months	0.3022
	State 3	1.76 months	0.1968
	State 4	1.55 months	0.1729

Table 5

 5 

	.8
	Estimated seasonal mean and standard deviation of risk time series per hidden states of Markov
	chain. Results for site S2.

Mean Standard deviation High season Medium season Low season High season Medium season Low season

  

	index	k = 1	k = 2	k = 3	index	k = 1	k = 2	k = 3
	i = 1	1512.2	529.7684 105.2934	i = 1	508.9426 102.7089	27.4086
	i = 2	1490.3	552.8031 106.4086	i = 2	501.6555 114.5326	24.8801
	i = 3	1454.7	532.9333 107.1124	i = 3	483.1239 107.0386	22.5797
	i = 4	1518.8	514.9951 103.8331	i = 4	512.4686 108.4542	26.6251

Table 5 .

 5 10 Mean duration of sojourns and the stationary distribution of the Markov chain ( HMM model with M=4, results for site S3).It is confirmed that the regimes with "very low" and "high" not detected illicit traffic by customs usually persist longer than other regimes. Therefore, the total predicted risk within site S3 is derived from both observed and hidden processes. The stationary distribution of the hidden Markov chain (cf. Table5.10) indicates that the regimes 1 and 4 have nearly the same probability of occurrence, also the regimes 2 and 3 with a probability of 0.17. The estimated mean and standard deviation per season per fraction of illicit traffic of drugs, empirically estimated here, are given in the table bellow:

	Hidden states		
	State 1	3.05 months	0.3377
	State 2	1.55 months	0.1720
	State 3	1.56 months	0.1734
	State 4	2.87 months	0.3168

Mean Standard deviation High season Medium season Low season High season Medium season Low season

  

	index	k = 1	k = 2	k = 3	index	k = 1	k = 2	k = 3
	i = 1	672.6879 245.9665	50.2952	i = 1	238.2436	45.1036	12.2104
	i = 2	744.2293 249.4730	48.2389	i = 2	246.5715	46.6865	12.7489
	i = 3 653. 7337 248.5867	50.4759	i = 3	266.7497	48.8019	10.1353
	i = 4	644.7591 244.8394	48.9414	i = 4	254.5980	50.8436	11.9009

Table 5

 5 

	.13		
	Mean duration of sojourns and the stationary distribution of the Markov chain (HMM
	model with M=4, results for site S4).		
	Hidden states		
	State 1	2.57 months	0.2929
	State 2	1.48 months	0.1683
	State 3	3.03 months	0.3447
	State 4	1.70 months	0.1941

Table 5 .

 5 14Estimated seasonal mean and standard deviation of risk time series per hidden states of Markov chain. Results for site

S4. Mean Standard deviation High season Medium season Low season High season Medium season

  

								Low
								season
	index	k = 1	k = 2	k = 3	index	k = 1	k = 2	k = 3
	i = 1 242.1768 90.0265	18.4779	i = 1	70.8937	17.7209	4.5875
	i = 2 240.1830 93.2659	18.2389	i = 2	77.2058	17.0849	4.6771
	i = 3 242.8867 89.5093	17.9083	i = 3	98.3997	16.8759	4.4610
	i = 4 259.8503 91.0854	17.1651	i = 4	83.4676	18.5387	4.6269

Table 5

 5 According to Table5.16, it is shown that the regime with "very low" not detected illicit traffic by customs usually persist longer than other regimes. The stationary distribution of the hidden Markov chain indicates that the regime 1 has a high probability of occurrence of 0.7, and the other three regimes have almost the same probability of occurrence of 0.1. Therefore, the total predicted risk in site S5 is derived from observed processes. The estimated mean and standard deviation per season per fraction of illicit traffic of drugs, are the following:

	.16							
	Mean duration of sojourns and the stationary distribution of the Markov chain ( HMM
	with M=4, results for site S5).					
			Hidden states				
			State 1	7.06 months	0.6862		
			State 2	1.07 months	0.1040		
			State 3	1.03 months	0.0999		
			State 4	1.13 months	0.1099		
	Table 5.17							
	Estimated seasonal mean and standard deviation of risk time series per hidden states of Markov
	chain. Results for site S5.					
			Mean			Standard deviation	
		High	Medium	Low		High	Medium	Low
		season	season	season		season	season	season
	index	k = 1	k = 2	k = 3	index	k = 1	k = 2	k = 3
	i = 1	29.3534	9.7114	1.9741	i = 1	9.1551	1.9841	0.6067
	i = 2	27.7772	9.4867	2.0240	i = 2	9.3553	2.0601	0.4666
	i = 3	27.4944	9.3912	1.8762	i = 3	10.3672	1.9527	0.4836
	i = 4	26.9857	9.8493	1.9524	i = 4	9.6877	2.1460	0.4228

Table 5 .18

 5 Estimated mean and standard deviation of quantity of risk time series per season (i.e.; using Gaussian mixture model per season). Results for site S1.

		Mean		Standard deviation
	Risk Season	Estimated Theoretical Estimated	Theoretical
	High season	6054.509	6031.139	1805.639	2110.898
	Medium season	2104.678	2153.978	384.771	430.795
	Low season	434.369	430.795	87.750	107.698

Table 5 .

 5 19Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for high season within site S1.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.005	0.062	0.043	0.032	0.046
	0.007	0.051	0.036	0.027	0.040
	0.01	0.043	0.030	0.022	0.033
	0.02	0.032	0.019	0.014	0.023
	0.05	0.030	0.012	0.013	0.013
	0.07	0.036	0.012	0.023	0.012
	0.10	0.047	0.016	0.046	0.013
	0.20	0.095	0.062	0.147	0.038

Table 5 .

 5 20Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for medium season within site S1.

	h	Histogram Sliding windows Gaussian kernel Epanechnikov kernel
	0.001	0.057	0.036	0.026	0.040
	0.002	0.035	0.025	0.017	0.027
	0.005	0.029	0.014	0.011	0.016
	0.007	0.025	0.012	0.010	0.013
	0.01	0.027	0.015	0.015	0.016
	0.02	0.049	0.019	0.050	0.019
	0.03	0.073	0.039	0.100	0.024
	0.05	0.119	0.100	0.212	0.063

Table 5 .

 5 21Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for low season within site S1.According to the Table5. 21, we can see that the best results of estimation are obtained for a

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.0005	0.039	0.029	0.021	0.031
	0.001	0.029	0.019	0.014	0.021
	0.002	0.027	0.013	0.013	0.015
	0.003	0.034	0.012	0.021	0.012
	0.005	0.050	0.020	0.051	0.013
	0.007	0.068	0.036	0.090	0.023
	0.01	0.094	0.069	0.156	0.043
	0.02	0.205	0.216	0.355	0.141

Table 5 .

 5 22Estimated mean and standard deviation of quantity of risk time series per season (i.e.; using Gaussian mixture model per season). Results for site S2.

		Mean		Standard deviation
	Risk Season	Estimated Theoretical Estimated	Theoretical
	High season	1495.765	1478.152	481.369	517.353
	Medium season	543.407	527.911	84.000	105.582
	Low season	105.311	105.582	25.872	26.395

Table 5 .

 5 23, we can see that for the estimation of the density of high season, all the methods have similar performances, except for the estimation given by histogram, that has lower performance.

Table 5 .

 5 23Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for high season within site S2.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.01	0.046	0.018	0.020	0.022
	0.012	0.030	0.012	0.015	0.013
	0.015	0.033	0.012	0.022	0.012
	0.017	0.039	0.014	0.028	0.013
	0.02	0.043	0.015	0.036	0.014
	0.05	0.103	0.074	0.165	0.046
	0.07	0.146	0.131	0.255	0.083
	0.10	0.163	0.228	0.368	0.149

Table 5 .

 5 24Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for medium season within site S2.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.001	0.031	0.021	0.016	0.023
	0.0015	0.028	0.017	0.012	0.019
	0.002	0.029	0.014	0.010	0.017
	0.003	0.030	0.011	0.017	0.012
	0.004	0.041	0.011	0.030	0.010
	0.007	0.064	0.031	0.083	0.019
	0.009	0.084	0.051	0.125	0.031
	0.010	0.090	0.062	0.147	0.038

Table 5 .

 5 25Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for low season within site S2.

	h	Histogram	Sliding windows	Gaussian kernel Epanechnikov kernel
	0.0002	0,035	0,023	0,017	0,025
	0.0005	0,029	0,014	0,012	0,016
	0.0007	0,030	0,012	0,016	0,013
	0.0008	0,035	0,012	0,020	0,012
	0.001	0,041	0,013	0,032	0,015
	0.002	0,078	0,044	0,113	0,026
	0.003	0,114	0,096	0,206	0,058
	0.005	0,217	0,223	0,362	0,144

Table 5 .

 5 26Estimated mean and standard deviation of quantity of risk time series per season (i.e.; using Gaussian mixture model per season). Results for site S3.

		Mean		Standard deviation
	Risk Season	Estimated Theoretical Estimated	Theoretical
	High season	715.711	692.223	243.108	242.278
	Medium season	248.010	247.223	44.045	49.444
	Low season	49.232	49.444	10.109	12.361

Table 5 . 27

 5 Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for high season within site S3.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.001	0.050	0.036	0.028	0.038
	0.005	0.031	0.016	0.012	0.019
	0.007	0.038	0.013	0.015	0.015
	0.01	0.046	0.012	0.033	0.012
	0.02	0.079	0.045	0.115	0.026
	0.05	0.176	0.226	0.366	0.147
	0.07	0.346	0.350	0.477	0.241
	0.09	0.333	0.448	0.557	0326

Table 5 .

 5 28Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for medium season within site S3.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.0005	0.027	0.017	0.012	0.019
	0.0007	0.032	0.013	0.011	0.015
	0.0008	0.025	0.012	0.012	0.014
	0.001	0.027	0.012	0.013	0.012
	0.002	0.042	0.016	0.040	0.012
	0.005	0.108	0.080	0.177	0.050
	0.007	0.134	0.143	0.270	0.091
	0.01	0.168	0.245	0.384	0.162

  Table shows the estimates of the distance in total variation between the density estimators and the true one for low season, computed by Equation (. ), for different values of bandwidth . The results are given inTable 5.29. Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for low season within site S3.

	Table 5. 29				
	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	0.0001	0.035	0.017	0.012	0.019
	0.0002	0.028	0.012	0.011	0.012
	0.0003	0.028	0.011	0.016	0.010
	0.0005	0.044	0.016	0.039	0,020
	0.0007	0.061	0.027	0.072	0.023
	0.0009	0.076	0.043	0.109	0.026
	0.001	0.087	0.053	0.128	0.033
	0.002	0.147	0.178	0.314	0.114

Table 5 .

 5 30 Estimated mean and standard deviation of quantity of risk time series per season (i.e.; using Gaussian mixture model per season). Results for site S4.

		Mean		Standard deviation
	Risk Season	Estimated Theoretical Estimated	Theoretical
	High season	240.036	253.998	63.439	88.900
	Medium season	91.981	90.713	16.996	18.142
	Low season	18.494	18.142	4.593	4.535

Table 5 .

 5 31Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for high season within site

S4. h Histogram Sliding windows Gaussian kernel Epanechnikov kernel

  The above table shows the estimates of the distance in total variation between the considered estimators and the true density, computed by Equation (. ), for different values of bandwidth . For example, let us consider a range of values of the bandwidth around which is chosen as a function of the sample size as demonstrated before.

	0.0007	0.013	0.008	0.006	0.009
	0.001	0.024	0.007	0.005	0.008
	0.003	0.034	0.009	0.029	0.005
	0.005	0.062	0.028	0.075	0.017
	0.007	0.088	0.054	0.129	0.033
	0.01	0.114	0.102	0.212	0.064
	0.02	0.241	0.293	0.426	0.198
	0.05	0.375	0.622	0.691	0.506

Table 5 .

 5 32Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for medium season within site S4.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	1×10	0.037	0.025	0.017	0.027
	2×10	0.029	0.017	0.014	0.018
	3×10	0.027	0.015	0.014	0.016
	4×10	0.028	0.016	0.018	0.015
	5×10	0.034	0.015	0.025	0.014
	7×10	0.043	0.018	0.040	0.015
	1×10	0.059	0.030	0.071	0.021
	2×10	0.109	0.095	0.201	0.061

Table 5 .

 5 33Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for low season within site S4.

	h	Histogram Sliding windows Gaussian kernel	Epanechnikov kernel
	5×10	0.030	0.014	0.010	0.014
	7×10	0.022	0.012	0.075	0.012
	1×10	0.023	0.012	0.012	0.015
	1.2×10	0.033	0.014	0.020	0.014
	1.5×10	0.039	0.013	0.026	0.012
	2×10	0.045	0.019	0.046	0.016
	2.5×10	0.056	0.026	0.064	0.018
	3×10	0.063	0.029	0.083	0.017

Table 5 .

 5 34Estimated mean and standard deviation of quantity of risk time series per season (i.e.; using Gaussian mixture model per season). Results for site S5.

		Mean		Standard deviation
	Risk Season	Estimated Theoretical Estimated	Theoretical
	High season	29.264	27.515	11.333	9.630
	Medium season	9.673	9.826	1.852	1.965
	Low season	1.997	1.965	0.515	0.491

Table 5 .

 5 35Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for high season within site S5.

	h	Histogram Sliding windows Gaussian kernel Epanechnikov kernel
	0.0001	0.037	0.026	0.017	0.027
	0.0002	0.023	0.0052	0.010	0.0053
	0.0007	0.027	0.015	0.015	0.016
	0.001	0.028	0.014	0.018	0.015
	0.003	0.034	0.014	0.024	0.014
	0.005	0.043	0.018	0.040	0.015
	0.007	0.059	0.030	0.071	0.021
	0.01	0.109	0.095	0.201	0.061

Table 5 .

 5 36Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in bold. Results for medium season within site S5.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	1×10	0.047	0.029	0.022	0.033
	3×10	0.260	0.015	0.011	0.015
	5×10	0.033	0.011	0.0066	0.013
	7×10	0.040	0.015	0.027	0.015
	1×10	0.055	0.022	0.055	0.016
	5×10	0.300	0.310	0.390	0.210
	7×10	0.230	0.420	0.440	0.310
	1×10	0.510	0.490	0.460	0.410

Table 5 .

 5 37Estimation of the distance in total variation of the estimators of the Gaussian mixture density with respect to the bandwidth sizes and = : Monte Carlo averages over = iterations. In each column, the best value is in red and bold. Results for low season within site S5.

	h	Histogram	Sliding windows Gaussian kernel Epanechnikov kernel
	1×10	0.025	0.013	0.012	0.017
	5×10	0.020	0.0064	0.0053	0.0079
	7×10	0.015	0.0064	0.0055	0.0061
	1×10	0.0067	0.0044	0.0051	0.0048
	1.3×10	0.025	0.0064	0.014	0.0051
	2×10	0.036	0.011	0.030	0.0066
	3×10	0.049	0.022	0.061	0.013
	5×10	0.092	0.061	0.140	0.038

of the global weights of risk area using AHP approach

  • Our (customs/ firm) and supply chain partners jointly layout collaboration implementation plans to achieve the goals of the customs supply chain Decision synchronization Our (customs / firm) and supply chain partners jointly • plan on control/ audit • plan on clearance • develop demand forecasts • manage inventory • plan on uncertainties • work out solutions Resource sharing Our (customs / firm) and supply chain partners • use cross-organizational teams frequently for process design and improvement • dedicate personnel to manage the collaborative processes • share technical supports • share equipment (e.g. computers, networks, machines) • pool financial and non-financial resources (e.g. time, money, training) Collaborative communication Our (customs / firm) and supply chain partners • have frequent contacts on a regular basis • have open and two-way communication • have informal communication • have many different channels to communicate • influence each other's decisions through discussion rather than request Information systems are highly integrated throughout the supply chain. • Information applications are highly integrated within customs and the firm. • Adequate information systems linkages exist with customs operators. • Frequent and regular communication occurs among supply chain members. We have detailed contractual agreements specifically designed with customs • Most aspects of our relationship are specified in the agreements • Our agreements precisely define what will happen in case of unexpected events Relationships among customs and international organization ((Interpol, World Customs Organization (WCO), World Trade Organization (WTO), World Bank, The United Nations Economic Commission for Europe (UNECE), United Nations Office on Drugs and Crime (UNODC)) • We have a specific, well-defined agreement with this partner • We have customized agreements that detail the obligations of both parties • We have detailed contractual agreements specifically designed with this partner • Most aspects of our relationship are specified in the agreement or convention Our agreements precisely define what will happen in case of unexpected events Following steps are followed for calculation to make normalized table of Risk areas of community protection and security, preservation of the natural resources, effective and efficient collection of revenue, protection of the national heritage and trade facilitation: Normalized table is achieved by dividing each value of column by the sum of respective column.T= the total sum of the values of the same row.

	Information sharing • Activities sharing • Our (customs / firm) and supply chain partners exchange……… information --Relevant --Timely --Accurate --complete --confidential Chemicals, Biological agents, . • Joint border controls parties • cluster munitions, though they are dealt with separately by the international legal framework Duty and excise fraud/Stolen goods/Violatio n of trade quota Smuggling of goods International trade through unauthorized route ( trafficking in legitimate goods to avoid duties and taxes--trafficking in stolen goods--Smuggling of otherwise legitimate 4 Smuggling of artistic heritage Import, Export and Transfer of Ownership of Cultural Property and the 1995 UNIDROIT Convention on Stolen or Illegally Exported Cultural Objects, cultural property or objects are defined as property which, on religious or secular grounds, is of importance for archaeology, prehistory, history, Smuggling of archaeological heritage Calculation Let C1= Pair wise comparison matrix literature, art or science and which goods that can be imported / belongs to one of the categories From table II. (pair wise comparison of risk areas) exported only under certain listed by the Conventions, including circumstances (e.g. trader has appropriate licenses and certificates). Smuggling of prohibited / restricted goods Smuggling of explosives Illicit traffic of reactive substances that contains a great amount of potential energy that can produce an explosion if released suddenly, 1 works of art, antiquities, / / / / archaeological items, objects of / / / historical, artistic and ethnological interest, manuscripts, old books, = / / etc. The definition of cultural / property is intentionally broad with a view to protecting a large range of usually accompanied by the objects. production of light, heat, sound, Trade Organizational Lack of staff Events and activities occurring that 1 and pressure. Facilitation risk competence may prevent customs from The potential energy stored in an achieving its objectives ( the explosive material may, for collection of customs and duties example, be Chemical energy, such taxes) Priority vector . . = as nitroglycerin or grain dust Integrity 2 Pressurized gas, such as a gas N= Number of elements cylinder or aerosol can • Nuclear energy, such as in the Ineffective 2 Example for TF normalized value = 1 25 = 0.04 fissile isotopes uranium-235 and plutonium-239. Safety of consumers crime Illicit traffic of Product not corresponding to the required technical standards Goods imported must meet the international technical requirements to protect consumers. The main requirements can be classified in the sectors: product safety, 2 procedures = 0.04 + 0.02 + 0.02 + 0.02 + 0.07 = 0.16 P.V= 0.16 5 = 0.033 C2= Principle matrix Lack of coordination 3 Criteria pair wise comparison matrix normalized (from Table. 2.7 ) technical standardization. with other • supply products that comply with agencies TF PNH EECR PNR CPR SUM PV Head of Community Protection and Security Head of Community Protection and Security Head of Community Protection and Security Head of Community Protection and Security Head of Revenue Collection and International Trade Head of customs Administration Head of Revenue Collection Head of Community and International Protection and Trade Security Head of Operations the general safety requirements • inform consumers of the risks that limited human and material 2 Head of TF 0,04 0,02 0,02 0,02 0,07 0,16 0,033 customs a product might pose and any resources Administration PNH 0,12 0,06 0,04 0,02 0,08 0,32 0,064 precautions they should take • notify the relevant national IT Failure 1 Head of EECR 0,20 0,12 0,08 0,03 0,09 0,52 0,103 customs authorities if they discover that a Administration PNR 0,28 0,35 0,31 0,12 0,09 1,15 0,230 product is dangerous and cooperate with them on the action Preservation of The Natural Resources Smuggling of prohibited / restricted goods Illicit trade in dual-use goods Goods and technologies normally used for civilian purposes but which may have military applications, or may contribute to the proliferation of Weapons of Mass Destruction. Goods Such as 1 Protection and Security Effective Collection of Revenue originated from a legitimate source . Department, 2015) = . (United States Treasury . And Efficient trafficking or terrorist activity, . Community serious crimes, such as drug Head of amounts of money obtained from taken to protect consumers. Fiscal crime Money laundering Money laundering is the process of creating the appearance that large 3 Head of Operations CPS 0,36 0,46 0,55 0,82 0,66 2,85 0,570

Epanechnikov kernal (d VT = 0.0053)
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Chapter 2

Risk management in customs supply chain: a qualitative analysis This chapter is written based on the articles: Hammadi, L., Ait Ouahman, A., Souza De Cursi, E., & Ibourk, A. (2018). An approach based on FMECA methodology for a decision support tool for managing risk in customs supply chain: a case study. International Journal of Manufacturing Technology and Management, 32 (2), 102-123.

Hammadi. L, Souza De Cursi. J. E, Ait Ouahman. A, [START_REF] Hammadi | Prioritizing the Risks in Customs Supply Chain using AHP-based approach: Application to the Moroccan Customs[END_REF]. Prioritizing the Risks in Customs Supply Chain using AHP -based approach: Application to the Moroccan Customs. Journal of Traffic and Logistics, 4 (1), 47-55. Hammadi, L., Ait Ouhman, A., & Ibourk, A. (2014). Risk management and security practice in customs supply chain: Application of cross ABC method to the Moroccan Customs. International Journal of Social, Management, Economics and Business Engineering, 8 (5), 1563-1573. Risks such as smuggling of drugs, smuggling of weapons and commercial fraud highlighted the vulnerability of the customs supply chain. Therefore, their economic, political and social impacts are highly detrimental to the countries, businesses and to the public. Risk management plays a major role in mastering security in a proactive manner. For this reason, customs supply chain, faced with these risks, requires specific and adequate responses such as techniques, attitudes and strategies for risk management. This chapter deals with a new approach for managing risks in customs supply chain based on qualitative analysis. Such new approach aims to not only determine the key critical risks using specific risk indicators, but also recommend best possible solutions to manage these particular risks. Hence by the implementation of our step by step approach in Moroccan customs supply chain as an application context, the effectiveness of our risk management approach as a tool for decision making is fitted and validated on the entire risk typologies in customs context. Moreover, the findings of our case study provide a general framework to better manage risks in customs supply chain.

indicator. The result (the priority weight) gives the risk categories in Moroccan customs supply chain.

Table. 3.2.

The fuzzy evaluation matrix of risk areas with respect to the goal.

Table. 3.3.

The fuzzy evaluation matrix of risk area: preservation of natural resources. limitations namely, the risk assessment criteria used may be extended to involve more ones like the level of risk mastery, and the assessors have to make subjective judgments which lead to a model highly dependent on the knowledge and expertise of assessors.

Criteria

Finally, our future works consist of the development of stochastic models of the most critical risks derived using Fuzzy AHP in order to describe the time evolution of these risk time series.

Managerial implications

The decision makers among the customs supply chain are interested in effective risk assessment, this chapter furnishes some implications that they can consider. First, they have to invest in risk mapping and to choose the qualitative and quantitative indicators of the risk.

Secondly, special attention should be given to the risk assessment approach and to the assessors.

Finally, leaders should give more attention to develop safety policy based on risk classes previously determined.

Notice that a non-stationary HMM is completely determined by its parameters θ = (, P, R), whereas a stationary HMM is completely determined by its parameters θ = (P, R). Note that the time parameter is discrete and the state spaces of these two probabilistic mechanisms are both finite. The parameter θ will also be denoted = , … , with = + without taking into account the constraints linking the parameters ( = ( -) + ( -) if taking into account the constraints); the parameter space is:

In the sequel we will adopt the following conventions : A risk sequence of length will be modeled by the realization = , , … , of the random vector = , , … , with values in . The sequence of the corresponding hidden regimes will be modeled by the realization = , , … , of the random vector = , , … , with values in .

Hidden Markov models therefore fall within the framework of incomplete data models, since the regimes are assumed to be unobservable, the relevant information set available at time consists only of the observed time series until time -. The incomplete data are the observed process:

= , , … , ∈ of density denoted with respect to the counting measure on the set = , , … , .

Then, the density of the incomplete data for an M1-M0 model is given by

The calculation details for the model M1-M0 are explained in the following.

The complete data is decomposed into observed data = , , … , and missing data = , , … , , the computation suggests to use the expressions that depend on the joint realization of the pair , :

This is similar to assume that the risk time series in customs supply chain context imply the evaluation of quantities depending upon the joint evolution of the pair and estimates all the necessary statistical properties directly from a sample of , . Here we propose to use the density of complete data in each regime which will denoted , with respect to the measure × , where is the counting measure on the set = , , … , .

The densities of complete and incomplete data are related by the relationship:

which can be written as follow , =

The density , of complete data is therefore much easier to handle than that of incomplete data since in the latter we have the sum over all possible values of hidden regimes.

In the following section we will have to solve several problems, namely: estimate the parameter θ, given the observation sequence (via the Expectation-Maximization EM algorithm); decode the most probable sequence of states (via the Viterbi algorithm) and/or find the probability of an observation (via the forward-backward algorithm). The reader is also referred to [START_REF] Cappé | Inference in Hidden Markov Models[END_REF] for an overview of statistical and information-theoretic aspects of HMMs.

2. Why HMM?

From the literature, we can see that there is a good match of sequential data analysis and the HMM. Especially in the case of risk time series analysis and prediction, where the data can be thought of being generated by some underlying stochastic process that is not known to the public. In customs supply chain context, the illicit traffic behavior and evolution are unknown, we can take the seized quantities of illicit traffic by customs authorities as the underlying power that drives the risk evolution up and down. The HMM has more representative power than the ≥ (. )

i.e., at each iteration k , the new estimation of the parameter θ improves the previous estimation of θ from the standpoint of the log-likelihood. in fact, at each iteration, the selection of θ is based on :

and Jensen's inequality establishes that:

with equality if and only if , = , a.s.

these two inequality combined with (5. 47) imply that:

The log-likelihood of incomplete data, , is therefore increasing at each iteration. This property of monotony is necessary to ensure the convergence of the algorithm. Note that the EM algorithm was designed for practically finding the MLE in latent models, while the Baum-Welch algorithm (Baum et al.1970) is a particular form of this EM algorithm, applied to HMMs [START_REF] Rabiner | A tutorial on hidden Markov models and selected applications in speech recognition[END_REF]. Indeed, to estimate the parameters of the model, [START_REF] Baum | A maximization technique occurring in the statistical analysis of probabilistic functions of Markov chains[END_REF] The iteration k of E step of the EM algorithm is then described by the recursive algorithm below.

Algorithm : E step of EM-Algorithm

Initialization

Initialize = , for ≤ ≤ . We can assign the initial value of to the stationary probability of the hidden regimes () .

Forward procedure for = , … , ,

1. Compute = , and = , for ≤ ≤ using the predictive and filtering equations. Simulate a sequence up to the first L steps = according to initial state distribution and transition probability distribution . 1) Choose an initial state (i.e. a fraction) = according to the initial state distribution .

2) Set the time step = , since we are at the first month of the sequence.

3) Generate and set = (transition to a new state according to the state transition probability distribution).

4) If < , then set = , generate , set = + and set = ; otherwise stop. 5) Go back to 3.

• Second step: Simulate an observed sequence , , … , Randomly generate Y according to the distribution P Y X :

End for

From above, we can clearly see that the risk time series in customs supply chain context is a combination of three families of seasons, namely, high season, medium season and low season.

Each season is modelled with an adapted conditional Gaussian distribution that permits to restore the constraint that ≥ . In other words, the conditional distribution \ = per site is a Gaussian distribution with conditional mean and variance given respectively by :

where denotes the vector formed by the coefficients of risk seasonality for each period; is the mean of the risk per site; is the vector of the weighs of variation of the mean per season; and describe the evolution of the observed process in the regime ∈ , , , . Several remarks worth being done here.

• On the one hand, the three seasons are independent per risk and per site. The initial value of the weights for each site should sum up to 1.

The training process then becomes a process to find the parameters that maximizes the probability of this output observation, so that:

with new parameters , and that are updated using the EM algorithm.

Probability density estimation

In this section we will describe how the total quantity of risk per season is estimated via Gaussian mixture. The goal is to estimate the PDF, this problem is called "density estimation", which is a central topic in risk' behavior analysis research. Density estimation is the problem of reconstructing the probability density function using a set of given data points. Namely, we observe , , … , and we want to recover the underlying probability density function generating our dataset. Here we will focus on two approach of estimation: Maximum Likelihood Estimation (MLE) and non-parametric estimation techniques, as histogram estimator, kernel density estimator and sliding windows estimator.

Gaussian mixture density estimation using the maximum likelihood

Chapter 6

Conclusion and future work

This final chapter overviews and highlights the significant results of this thesis. Moreover, we suggest some possible directions of research in order to continue and further improve the achievements of our work.

Conclusion

Our results can be sorted into four categories: conceptualizing the customs supply chain;

exploring various risks associated with goods and their movements in the international supply chain; developing the risk management approach; simulating and modeling risk time series.

This thesis firstly builds the concept and metrics of customs context by giving a new formulation while keeping the same core building blocks (i.e., investigating the supply chain that includes customs). We adopt this point of view, with a particular focus on customs operations and, in order to underline this focus, we refer to this analysis as "customs supply chain". Secondly, a process mapping is proposed, with the objective of identifying the processes and analyzing the structure of customs supply chain. Besides structure analysis, this approach is used to develop the performance measurement based model of custom context. Then, an integration approach is developed to yield satisfactory performance as well as to improve process mapping advantage. Finally, a new model of performance is suggested, based on a broader dimension, which consists in the holistic sets of activities and processes in customs supply chain. The proposed approaches for structure mapping of the customs supply chain and process integration are aimed to facilitate the identification and the implementation of the performance measures and indicators.

Some hypotheses are explored when setting up the best practices for customs supply chain.

Such hypotheses are related to: "how is the impact relationship among process mapping, integration and performance shaped in customs supply chain"? We refer to the thesis hypothesis in Chapter 1, Sections 3, 4 and 5. This thesis has developed valid and reliable measurement items to test these hypothesizes in customs context (the survey items are shown in Annex A, Tables A. 2, A.3, A.4 and A.5).

This thesis also develops a risk management approach enabling a structured analysis and an effective assessment of the risk in customs context. A novel approach based on qualitative methods is developed addressing various risks. It starts with the identification of the the full range of various threats and risks in customs context; the risk mapping is performed with experts from Moroccan customs. Such a map gives birth to a first detailed description and analysis of security issues related to the threats and risks associated with goods and their movements at national, regional and international levels. The criticality / priority weight is used as a risk indicator for quantifying the level of risk; then it helps to identify the risk classes, so that necessary controls are carried out at the most appropriate time and place. When developing our risk management approach, we have created a tool that systematized best practice of risk management and laid out a framework that can be implemented in existing and newly designed risk management system in customs. Our approach is applied in Moroccan customs, as a case study, by considering the criticality as a risk indicator in a fist time using Failure Modes Effects Criticality Analysis (FMECA methodology) and Cross-ABC Method and priority weight in the second time using Analytic Hierarchy Process (AHP).

The qualitative methods used in risk assessment in Chapter 2 of this thesis have some limitations which can be summarized in the discreteness of the rating scale used, that cannot handle the uncertainty and ambiguity present in deciding the priorities of different attributes, as well as the high degree of the judgment subjectivity of risk. To resolve these problems, a risk assessment model based on Extended Fuzzy AHP is then proposed (i.e., assessment under uncertainty). Comparing the four methods of assessment, the Fuzzy AHP furnishes the most accurate classification of risks in Moroccan customs.

Finally, this thesis deals with stochastic models for risk time series on monthly scale. What distinguish us from the previous work is building models based on seasonality which constitutes the most important challenge of risk modeling in the customs context. On the one hand, a polynomial expansion for quantifying uncertainty of illicit traffic using artificial variables is developed. The model is fitted using Moment Matching method to time series of seized quantities of risk on five sites. It leads to approximate the CDF and PDF of seasonal components of the monthly seized quantities of risk per season per site. The main advantage of this model is the approximation of a random variable without the need to determine its joint probability distribution with another random vector, which is one of the drawbacks of chaos expansion based methods. Moreover, our method is more flexible and its application in terms of risk modeling proves its numerical efficiency. 

List of Publications

Survey items to validate the proposed hypotheses

Solving

• The approach to solving problems in our relationship with the firm is clear-cut (reverse relationship) • There are standard solutions or approaches to problems that might occur with the firm • Problem solving is often challenging, due to the nature of component or service (Reverse corded) • Although solutions to problems can be achieved, they would often need to be highly customized Detecting

• Concerning the likelihood of the firm taking advantage of its relationship with our customs • There are no incentives for customs to pursue the firm's interests at the expense of our interests • It is easy for firm to alter the facts in order to get what the customs wanted (Reverse relationship) • There is a strong temptation for customs to withhold or distort information for their benefits • There is a strong temptation for firms to withhold or distort information for their benefits • It is difficult for the firm to promise to do things and get away without actually doing them later • It is difficult for customs to promise to do facilities, requirements and get away without actually doing them later • There exists, from the firm's perspective, a significant motivation to take advantage of unspecified or unenforceable contract terms 

Quality

• The quality of the transaction fulfillment process in our (customs/ firm) is getting better with time • We have seen an improvement in the quality of the transaction fulfillment process with time • Based on our knowledge of the transaction fulfillment process, we think it is of high quality Speed (delivery time) • The length of the transaction fulfillment process in our (customs/firm) is getting shorter with time • We have seen an improvement in the cycle time of the transaction fulfillment process with time • Based on our knowledge of the transaction fulfillment process, we think it is short and efficient

Cost

• The cost associated with the transaction fulfillment process in our (customs/ firm) is getting better with time • We have seen an improvement in the cost associated with the transaction fulfillment process with time • Based on our knowledge of the transaction fulfillment process, we think it is cost efficient Uncertainty

• The capability of uncertain transaction fulfillment process in our (customs/firm) is getting better with time • We have seen an improvement in the capability of uncertain transaction fulfillment process with time • Based on our knowledge of the transaction fulfillment process, we think it is flexible Compliance

• The transaction complies with customs law • The transaction complies with regulatory requirements • The transaction complies with international standards (restricted and prohibited goods, rules of origin, duty exemption regimes, security and safety regulation, sanitary, environmental and technical standards, intellectual property, transnational crime, commercial fraud, and illicit traffic)

Table. A.5.

Survey items of customs supply chain performance.

Variables Items of analysis

Processing effectiveness

• Our supply chain is capable of forecasting shipment demand and responding to real shipment demand. • The joint planning with customs' operators is important in export/ import and logistics. • Improving delivery reliability is a high priority.

• Improving responsiveness to changing shipment needs is a high priority. Inventory and demand levels are visible throughout the supply chain. Minimizing the delay associated with customs inspection Relational effectiveness

• We believe in the firm because it is sincere (comply with customs law, regulatory requirements and international standards) (e.g.; categorized companies) • Though the circumstances change, we believe that the firm will be ready and willing to offer us assistance and support (reverse relationship) • When making important decisions, the firm is concerned about our welfare or interests • We can count that the firm's future decisions and actions will not adversely affect us (customs) • When it comes to things that are important to us, we can depend on the customs' support (control and customs clearance processing) Contractual effectiveness

Relationship among customs and firm (Intra-Process)

• We have a specific, well-defined agreement with customs (reverse relationship) • We have customized agreements that detail the obligations of both parties • We have detailed contractual agreements specifically designed with customs • Most aspects of our relationship are complied with customs law and regulatory requirements • Our agreements precisely define what will happen in case of unexpected events Relationship among customs and other agencies (taxation, treasury, energy (mineral tax), defense agency, national statistics bureau, trading standards and health authorities, police, transport safety authority, transport security authority, intelligence service, environmental authorities and agriculture authorities) • We have a good and effective co-ordination with this partner • We have a specific, well-defined agreement with this partner • We have customized agreements that detail the obligations of both parties • We have detailed contractual agreements specifically designed with this partner • Most aspects of our relationship are specified in the agreements • Our agreements precisely define what will happen in case of unexpected events Relationships among customs • We have a specific, well-defined agreement with customs • We have customized agreements that detail the obligations of both Appendix B

Terminology list and Risk mapping in customs supply chain

Key risk terms used in this paper are listed below (WCO, 2003):

Risk assessment: overall process of risk identification, risk analysis, risk evaluation and prioritization.

Risk analysis: systematic use of available information to determine how often defined risks may occur and the magnitude of their likely consequences.

Risk evaluation and prioritization: process of comparing the results of risk analysis with risk criteria to determine whether the risk and/or its magnitude is acceptable or tolerable.

Risk proprietor: person or entity with the accountability and authority to manage a risk.

Risk matrix: tool for ranking and displaying risks by defining ranges for consequence and likelihood.

Risk profile: description of any set of risks, including a predetermined combination of risk indicators, based on information which has been gathered, analyzed and categorized. In import: corporate tax fraud, also to avoid anti-dumping duties.

Head of Operations

Under-quantity declaration

Illicit avoidance of quantity-based duties and taxes; also violation of import quotas.

Head of Operations

Over-quantity declaration

Fraudulent claiming of VAT refund, export subsidies or drawbacks.

Head of Operations

Misrepresentatio n of tariff code

Objective of misrepresentation of tariff code is to deceive customs officers to believe that the content of a shipment is something other than it really is. This method can be applied to avoid duties and taxes, circumvent quotas, evade licensing requirements, enable shipping to forbidden destination or collect unjustified export subsidies and drawbacks.

Head of Operations

False declaration of origin

Making fraudulent statements about the origin of cargo enables traffickers --to evade licensing requirements, quotas, and antidumping policies that restrict exports from certain countries; --to benefit from favorable duty rates granted for preferred commercial partners.

Head of Operations

False declaration of destination

Allowing traffickers to evade country-specific embargoes and quota and licensing requirements.

Head of Operations

False declaration of consignee

Criminally intentional actors can trade with blacklisted parties and embargoed countries by misrepresenting the consignee of their shipments. And Consistency ratio:

=

Where RCI = random consistency index corresponding to N from Table .2.9 = . . = .

i.e. < .

Global weightage of the main Risk areas = P.V. value from the respective normalized Table .   2.8.

Similarly, global weightage for the Risk areas and Sub risk areas can be calculate. 
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