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RESUME EN FRANCAIS

La désinformation, une menace contemporaine La croissance des réseaux sociaux a
créé un essor sans précédent de la liberté d’expression en permettant a tous de partager
ses opinions et ses idées. Cette croissance a été accompagnée par une augmentation de la
quantité d’informations disponibles sur ces réseaux, poussant les gens a s’informer de plus
en plus sur ces plateformes plutdt que sur les médias traditionnels® [222].

Cependant, la qualité de I'information sur ces réseaux est bien inférieure a celle des
médias traditionnels. En effet, chaque utilisateur peut transmettre une information, sans
assurance sur ses intentions ainsi que son expertise du domaine et sans avoir a étre
tenu responsable de ses publications. Cela mene a la publication de fausses informations
qui vont se propager au travers du réseau a une tres grande vitesse [359]. Ces fausses
informations peuvent avoir des conséquences considérables, allant de menaces envers la
démocratie via la manipulation lors d’élections [43, 423, 106] a des impacts sur le systéme
monétaire 2, notamment via la manipulation du marché boursier 3. Plus grave encore, les
fausses informations peuvent mener a la mort de personnes, par exemple lors d’incidents
causés par la propagation de fausses informations (e.g., le Pizzagate* et des émeutes en
Inde®) ou par la propagation de fausses informations sur la santé® causant des défiances
sur les politiques de santé [124, 153]. Malheureusement, 'activité sur les réseaux sociaux
est si forte” qu’il est impossible de vérifier chaque information manuellement.

Les utilisateurs des réseaux sociaux sont donc exposés continuellement a de la désinfor-
mation, & laquelle ils sont particulierement vulnérables a cause de différents biais [39, 245,
108, 193], en plus de ne pas réussir a la détecter efficacement [285, 420]. Enfin, il est difficile
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6. https://www.who.int/news-room /feature-stories/detail /fighting-misinformation-in-the-time-of-covid-
19-one-click-at-a-time
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de corriger des croyances une fois qu'une information a gagné notre confiance [83, 31]. I
est donc nécessaire de développer des outils automatiques pour détecter les fausses infor-
mations et les marquer comme telles le plus rapidement possible. Des outils de détections
automatiques sont donc nécessaires afin d’aider les organismes de vérification manuelle de
I'information.

Bien que l'information soit majoritairement transmise sous la forme de texte, elle
est souvent accompagnée d’images afin de rendre la publication plus attrayante [102],
maximiser les interactions ainsi que la diffusion® [404] et augmenter les convictions du
lecteur envers I'information [131, 103, 328, 199, 8, 404, 138].

De plus, 'image est un vecteur de propagation de désinformation. Au-dela de la ma-
nipulation pure du contenu visuel [129, 136, 93], le cas le plus répandu est celui de la
réutilisation de contenu?, c’est-a-dire réutiliser une image ancienne en la détournant de
son contexte original. Ce type de désinformation est tres populaire de par son faible cotit
. il suffit a 'attaquant de choisir une image qui semble supporter son propos. De plus,
comme 'image n’a pas été modifiée, il n’y a aucune trace de manipulation [62] qui pourrait

rendre le lecteur suspicieux ou faciliter la détection.

La détection automatique de désinformation Diverses approches ont été proposées
pour détecter automatiquement la désinformation. Certaines se basent sur les informations
autour du contenu lui-méme, comme la fagon dont il se propage [415, 37, 313, 187] et les
profils des utilisateurs impliqués [55, 314, 287, 357, 322, 26]. Elles ne sont donc malheureuse-
ment pas applicables pour les cas ou ces informations ne sont pas disponibles ou lorsque
I'information est encore dans un stade précoce et ne s’est pas beaucoup propagée. Or, c¢’est
au début de la propagation, avant que beaucoup d’utilisateurs y aient été exposés, qu’il
est le plus intéressant d’agir.

D’autres approches se basent directement sur le contenu, au travers de ’extraction de
caractéristiques statistiques et sémantiques. Les textes trompeurs étant écrits différem-
ment [9, 422], il est possible de les détecter en se basant sur des caractéristiques stylistiques
et linguistiques [422, 55, 265, 223, 101, 259]. Des approches similaires existent pour détecter
des biais dans les images [164, 41, 32, 416, 52]. Certaines approches basées sur le contenu

étudient la sémantique de ce dernier [372, 419, 320, 64, 55, 173]. Ce sont ces approches qui

8. https://www.fastcompany.com /3022116 /whattwitters-expanded-images-mean-for-clicks-retweets-
andfavorites/

9. https://theconversation.com/out-of-context-photos-are-a-powerful-low-tech-form-of-misinformation-
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se rapprochent le plus du fact-checking fait par les journalistes, en analysant et vérifiant
les informations contenues dans les publications. Certaines études utilisent uniquement
le texte des publications, sans prendre en compte 'information contenue dans l'image,
et de maniere plus critique, l'interaction entre le texte et I'image. Les premicres études
multimodales concaténaient simplement les représentations de chaque modalité [372, 320,
321], négligeant ainsi les interactions complexes entre les deux modalités. Afin de mieux
modéliser les relations complexes, certaines études s’intéressent a la cohérence entre ces
dernieres [419, 390, 118] en utilisant des représentations plus ou moins complexes.

Se baser uniquement sur la sémantique contenue dans la publication permet de détecter
des manipulations simples, comme I’échange aléatoire d’une image et de sa description [157].
Cependant, cela ne permet pas de détecter des manipulations plus subtiles, comme le
remplacement d’une entité par une entité similaire du méme type (e.g., une personne par
une autre personne) [290] ou le remplacement par une image sémantiquement similaire [215].
Ainsi, certaines approches utilisent des connaissances extérieures afin de vérifier que la
publication est conforme a des faits connus et vérifiés.

Les approches qui se basent sur le contenu de la publication ainsi que celles qui utilisent
des connaissances extérieures reposent sur des espaces de représentation ou les différentes
modalités peuvent étre examinées et comparées. Ce sont ces représentations qui permettent
de récupérer les informations pertinentes dans les bases de connaissances externes et de
les comparer avec les informations contenues dans la publication. Ces représentations
sont donc cruciales pour la performance des approches.

Les Transformers [353] ont poussé la qualité de ces représentations a un tout autre
niveau grace a la grande capacité de leur mécanisme d’attention leur permettant de capturer
des relations complexes entre les différents éléments d’une séquence. Ce mécanisme est
mis a contribution lors d’une grande phase de pré-entrainement dans laquelle le modele
va apprendre des espaces de représentation en utilisant une immense quantité de données
non annotées via des taches d’auto-supervision. Ces représentations peuvent ensuite étre
utilisées pour résoudre des taches spécifiques en les adaptant a la tache en question via
un entrainement supervisé. Elles sont donc tres générales et peuvent étre utilisées pour de

nombreuses taches différentes.

Créer un jeu de données adapté Cependant, méme en utilisant un modele pré-entrainé,
il est nécessaire de 'adapter pour la tache a accomplir en utilisant des données représenta-

tives de cette derniere. Dans le cas de la détection de désinformation, ce jeu de données doit



étre composé de vraies informations ainsi que d’exemples de désinformation. Cependant,
la création d’un tel jeu est complexe pour différentes raisons. Trois approches
peuvent étre considérées pour le créer : collecter les données, faire des échanges entre les
modalités afin de créer des décalages entre le texte et I'image et enfin, générer des exemples

synthétiques.

Méme si I'on pourrait supposer que 'augmentation de la désinformation couplée a
Iactivité des réseaux sociaux faciliterait la collecte de données, la tache reste complexe.
Les réseaux de neurones ont besoin d’une quantité de données importante et il n’existe
pas de "source fiable" de désinformation (sans considérer la satire [286]). Ainsi, contraire-
ment aux vraies informations qui peuvent étre collectées dans les journaux, la collecte de
désinformation requiert une étape de fact-checking en amont. Cela limite énormément la
quantité de données que I'on peut collecter. Méme si les premieres études se focalisaient
sur le texte [369, 336, 296], un certain nombre de jeux de données composés d’images

associées aux textes ont été proposés [315, 238, 165, 40, 163, 430].

Cependant, la différence entre les sources des données créée un biais dans ces jeux. Les
vraies informations sont sous la forme d’articles documentés et écrits par des journalistes
professionnels, tandis que les exemples de désinformation sont issus de sources diverses
et souffrent des biais stylistiques mentionnés précédemment. Ainsi, les modeles peuvent
apprendre a différencier les deux sources plutét que de se focaliser sur le contenu. Cela
permet aux modeles qui n’utilisent qu'une des deux modalités d’obtenir des performances
supérieures a ce qui serait attendu [148]. Ces modeles sont donc biaisés et apprennent a
identifier des caractéristiques qui ne sont pas généralisables, résultant en des performances
qui dépendent énormément du jeu de données [44]. La grande capacité des Transformers
les rend vulnérables a ’apprentissage de bruit et de biais contenus dans les données qui ne
se retrouveront pas forcément dans des données réelles lors de 1'utilisation en production.
C’est d’autant plus vrai pour les Transformers multimodaux qui vont s’appuyer fortement
sur les biais contenus dans une modalité aux dépens de l'autre [110, 292, 50]. Méme si
ces caractéristiques peuvent avoir un intérét pratique pour la détection de désinforma-
tion, elles sont tres spécifiques aux sources des données et ne refletent pas la véracité
de I'information. Elles ne sont donc pas généralisables a tout type de données, par ex-
emple de la désinformation bien écrite ou de la vraie information écrite de maniere peu

professionnelle.

Enfin, méme si un jeu de données suffisamment grand et non biaisé était créé, il serait

périmé a l'instant méme de sa création de par la nature dynamique de 'information. Les



faits évoluent (e.g., le président actuel des Etats-Unis) et notre connaissance du monde
également. Suivre le rythme de l'information est déja une tache complexe, mais I'étape de

fact-checking rend le suivi des derniers sujets de désinformation impossible.

Une autre possibilité pour créer ce jeu de données est d’échanger les images des articles
professionnels avec d’autres images afin de créer un décalage entre les deux [215, 157].
NewsCLIPpings [215] est un jeu de données créé ainsi en utilisant les excellentes perfor-
mances de recherche cross-modal de CLIP [270] pour faire les échanges afin de créer de
faux couples tres convaincants. Cependant, nous avons choisi de privilégier la génération
de données synthétiques pour différentes raisons. En effet, ’échange d’images nécessite une
image proche, qui peut ne pas exister ou ne pas étre a notre disposition. Mais surtout, cette
approche repose sur la qualité d’un alignement cross-modal existant afin de sélectionner
un bon remplacement. Apprendre a générer des données synthétiques, au contraire, per-
met d’apprendre des représentations qui sont utiles pour des taches discriminatives [405,
269, 28, 257, 348, 227, 397, 368, 332, 364]. Ainsi, plutot que d’utiliser les capacités d'un
modele existant, nous créons un espace de représentation adapté a la tache et qui pourra
servir de point de départ pour un modele de détection ou pour récupérer des informations

pertinentes dans les bases de connaissances.

Dans cette these, nous étudions donc la possibilité d’utiliser uniquement
les médias certifiés comme source pour le jeu de données d’entrainement
via l'utilisation des modeles génératifs. Ces modeles sont entrainés a reproduire la
distribution des exemples d’entrainement, ce qui peut ensuite étre utilisé pour générer des
données qui suivent cette distribution. Cela résout les problémes introduits précédemment,
puisque cela permet de générer un nombre souhaité de documents sur des sujets ne reposant
pas sur des faits connus qui ressemblent & de vrais articles. Grover [405] a montré qu’il était
possible d’entrainer un modele de langue a générer des articles qui suivent le format et le
style d'un journal souhaité, a propos d’un sujet défini par le titre donné en entrée du modele.
Ainsi, des versions modifiées de titres existants peuvent étre données a ce type de modele
afin de générer de faux articles reliés a I'image de l'article original [339]. Les modifications
apportées aux titres doivent étre suffisamment subtiles, comme le remplacement d’une
personne par une autre. Méme si cette approche produit des articles trés convaincants qui
peuvent facilement tromper les humains [405], les textes générés ne suivent pas exactement
la distribution des textes collectés. Ces différences statistiques sont facilement détectables
par les réseaux de neurones, qui peuvent apprendre a les utiliser pour différencier les vrais

articles des faux. Ainsi, une grande partie de ce manuscrit est consacrée a réduire



la différence entre ces deux distributions. Veuillez noter que nous avons fait le choix
de conserver le titre original de la thése méme si les contributions que nous allons présenter
s’éloignent quelque peu de l'objectif initial de détection de désinformation. Cependant,
nous avons souhaité replacer ces contributions dans ce contexte applicatif car il constitue

la base de notre motivation pour ces différents travaux.

Générer des données d’entrainement Nous commengons ce manuscrit par une étude
préliminaire sur ’utilisation de données textuelles synthétiques en complément
ou en substitution des données originales pour des taches de classifications
supervisées dans le Chapitre 2. Méme si, comme discuté par la suite, cette configuration
est un peu différente de notre objectif, cela nous permet dans un premier temps de véri-
fier que les textes générés sont utilisables. Cela permet également d’introduire les
différents problémes de cette approche. Le scénario de substitution correspond aux cas ou
les données ne peuvent pas étre distribuées, pour des raisons de confidentialité [10] ou de
propriété intellectuelle. Nous apprenons tout d’abord des modeles de langue sur les données
originales afin de générer des textes appartenant aux différentes classes du jeu de don-
nées. Nous étudions ensuite si ces textes générés permettent d’améliorer les performances
lorsqu’ils sont ajoutés au jeu original et I’écart de performance lorsqu’uniquement ces don-
nées synthétiques sont utilisées. Nous étudions ces scénarios sur deux types de classifieurs
: des modeles neuronaux et des modeles qui utilisent des représentations sac-de-mots. Les
modeles sac-de-mots sont moins performants mais possedent l'avantage d’étre explicables,
ce qui est particulierement utile pour des modeles de détection de désinformation. Les ré-
sultats montrent qu'un filtrage est nécessaire afin de s’assurer que les données générées
correspondent aux classes attendues. Une fois ce filtrage réalisé, les données générées per-
mettent d’obtenir des résultats similaires aux performances initiales lorsqu’elles
sont utilisées en remplacement du jeu de données original. Quand elles sont ajoutées
en supplément des données originales, elles permettent d’augmenter les per-
formances, surtout pour les modeles sac-de-mots qui bénéficient énormément de la
diversité dans les formulations engendrées par la génération.

Cependant, lorsque I'une des classes est composée uniquement d’exemples synthétiques
et 'autre uniquement d’exemples organiques, le classifieur peut exploiter les artefacts de
génération et différences dans les distributions afin de prendre sa décision. De tels indices
permettent au modele d’atteindre une grande précision en apprenant des caractéristiques

qui ne sont pas liées a la tache cible et ne seront pas applicables en pratique sur des



échantillons organiques. Le modele apprend donc a détecter les textes générés plutot que
la désinformation. Etant donné que les discriminateurs sont capables de détecter les textes
générés, le paradigme des réseaux antagonistes génératifs (Generative Adversarial Net-
works, GAN) propose de les utiliser pour entrainer le générateur a produire des textes
indétectables. Cependant, la nature discrete du texte rend ’apprentissage antagoniste
complexe, puisque le gradient du discriminateur ne peut pas étre rétro-propagé dans le
générateur comme dans le cas des images. L’apprentissage par renforcement est donc
souvent utilisé, en générant des exemples et en apprenant de ceux considérés comme étant
les plus ressemblants a des textes humains par le discriminateur. Cependant, I’espace
des textes possibles (engendré par toutes les séquences de mots possibles) est
si vaste qu’il est compliqué pour le générateur de trouver des exemples cor-
rects obtenant de bonnes récompenses (score du discriminateur) qui lui permettront

d’apprendre.

Génération coopérative Pour surmonter ce probleme, nous avons proposé d’utiliser la
génération coopérative, c’est-a-dire d’utiliser le score du discriminateur directement
pendant la génération afin de guider le modele génératif vers les bons textes. Les méthodes
coopératives existantes souffraient d’'un manque de vision a long terme des textes en cours
de génération. En effet, les modeles génératifs de textes sont dits auto-régressifs, c’est-a-
dire qu’ils génerent les mots les uns apres les autres. Ainsi, une vision a long terme du
processus de génération est un composant essentiel pour générer des textes cohérents et
éviter d’aller vers des séquences qui ne peuvent pas obtenir de bons scores. Nous avons donc
proposé 'utilisation de la recherche arborescente Monte-Carlo (Monte Carlo Tree
Search, MCTS), un algorithme qui sélectionne des actions a court terme en se
basant sur des résultats a long terme, afin de guider la génération. Nous montrons
dans un premier temps dans le Chapitre 5 que cette approche permet de générer des textes
qui satisfont une contrainte définie par un classifieur externe, telle qu'un sentiment ou un
sujet, grace a sa vision a long terme.

Nous avons ensuite utilisé les textes générés coopérativement afin d’entrainer le généra-
teur. Ainsi, dans le Chapitre 6, nous introduisons une nouvelle formulation des GANs
pour des données discretes qui offrent des garanties de convergence théoriques
(qui n’existaient pas pour les approches précédentes). Ces derniéres s’obtiennent en échan-
tillonnant une distribution qui est une combinaison de la distribution du générateur et celle

du discriminateur. Comme 1’échantillonnage de cette distribution exacte est impossible



a cause de cofits trop élevés, nous introduisons des poids d’échantillonnage préféren-
tiel. Cependant, il est toujours nécessaire d’échantillonner selon une distribution la plus
proche possible de la distribution cible afin de limiter la variance. Nous utilisons donc la
méthode de génération coopérative se basant sur le MCTS précédemment introduite afin
d’échantillonner des textes qui obtiennent de bons scores a la fois pour le générateur et
le discriminateur et se rapprocher de la distribution jointe. Les modeles entrainés suivant
cette méthodologie, que nous appelons réseaux génératifs coopératifs (Generative Cooper-
ative Networks, GCN) obtiennent des résultats a ’état de 'art dans différentes téches de

génération de langage naturel.

Nous avons également exploré 1'utilisation de la génération coopérative pour générer
des textes représentatifs de la distribution effectivement apprise par un dis-
criminateur afin d’améliorer son explicabilité dans le Chapitre 7. Cela permet
d’étudier son comportement et de trouver des biais potentiels sur le domaine défini par le
générateur. En plus de fournir des explications globales, cette approche permet d’étudier
le comportement d’'un modele sans nécessiter de données d’entrée, ce qui est particuliere-
ment utile lorsqu’il n’y a pas de données représentatives disponibles. Aussi, la recherche
de caractéristiques importantes pour le modele est dirigée par le modele génératif plutot

que par des exemples, ce qui permet une recherche plus large.

Enfin, nous avons étudié¢ I'impact du choix de I’architecture du discriminateur
sur la qualité de son guidage ainsi que la complexité calculatoire du processus
de génération coopérative dans le Chapitre 8. Bien que les Transformers qui utilisent
I’attention bidirectionnelle soient préférés pour les taches discriminatives, ils ne sont pas
adaptés a la génération coopérative, car ils nécessitent de recalculer les représentations
des mots a chaque étape de génération. Nous montrons ainsi que ’attention unidirec-
tionnelle, qui permet de réutiliser les représentations précédemment calculées,
n’entraine qu’une faible baisse de précision, qui n’a qu'un léger impact sur la qualité
de la génération. Cependant, cet écart est compensé par la différence en coiit de
calcul, qui peut étre réinvestie afin de combler I’écart de précision, tout en restant plus
rapide que les discriminateurs bidirectionnels. Etonnamment, les discriminateurs générat-
ifs, qui semblaient tres intéressants a premiere vue en raison de leur capacité a évaluer
tout le vocabulaire en une fois, permettant une recherche plus large, donnent de mauvais
résultats. En effet, évaluer tout le vocabulaire en méme temps se fait au prix d’une plus
faible précision, qui se reflete a nouveau sur la génération. Le MCTS explorant plus en

profondeur qu’en largeur, il ne bénéficie pas de la largeur offerte par les discriminateurs



génératifs tout en étant pénalisé par le signal de guidage de moins bonne qualité.

Perspectives ouvertes par la génération coopérative Bien que nous ayons étudié
de maniere approfondie la génération coopérative durant cette these, il reste encore de
nombreux cas d’utilisation a explorer. L’application la plus directe consisterait a
I'utiliser pour intégrer directement le filtrage du Chapitre 2 directement dans le processus
de génération. Il serait également intéressant d’étudier les avantages de la réalisation de
plusieurs boucles de génération/entrainement pour des taches de classification, a la maniére
des GANSs.

Aussi, un des composants principal du succes des modeles de langue actuel comme
GPT-4 [249] et Llama 2 [347] est apprentissage par renforcement a partir de
retours humains (Reinforcement Learning from Human Feedback, RLHF).
Dans cette configuration, le modele de langue est entrainé afin d’optimiser une récompense
définie au niveau de la séquence entiere en utilisant ’apprentissage par renforcement,
comme pour les GANs textuels. La différence réside dans la récompense : au lieu du
score d'un discriminateur qui détecte les échantillons générés, le générateur optimise le
score d’un modele entrainé afin de modéliser les préférences humaines. L’entrainement du
modele de récompense se fait a ’aide de paires de séquences classées par des annotateurs
humains, et le modele a pour tache de produire un score plus élevé pour la meilleure
séquence de la paire. Le modele est ensuite entrainé afin de produire des séquences
qui maximisent cette récompense, et donc l'alignement avec les préférences humaines
plutot qu’étre indiscernable des séquences organiques. Cela nécessite évidemment des
annotations cofiteuses qui ne sont pas nécessaires pour les GANs, mais cela semble étre un
moyen tres efficace d’aligner les modeles génératifs avec nos besoins et nos valeurs, reflétés
dans les annotations. Bien que le modele de récompense soit fixé, empéchant la boucle
d’apprentissage positive des GANs (et donc celle de GCN), la génération coopérative
pourrait étre utile dans ce paradigme. Comme avec le discriminateur des GANs, elle
pourrait aider le générateur a produire de meilleures séquences et a obtenir des récompenses
plus élevées en le guidant avec le modele de récompense. Ainsi, ces meilleures séquences
pourraient améliorer I’entralnement par renforcement ou étre utilisées pour 'apprentissage
par imitation, comme dans Self GAN [304].

Des cas d’utilisations plus éloignés de nos études ont déja été proposés, notam-
ment la génération contrainte par la cohérence factuelle [400], les contraintes logiques [212]

ainsi que les tests unitaires pour la génération de code [408]. La génération coopérative



pourrait également étre utile dans le domaine des exemples adversaires, en utilisant le
signal du discriminateur pour générer un exemple aussi proche que possible de la frontiere
de décision tout en étant mal classé [122]. L’exploration d’autres méthodes de génération
coopérative qui tirent parti de 'exploration en largeur des discriminateurs génératifs est
également une piste prometteuse. Pareillement, des approches de guidage sans classifieur
ont récemment été proposées pour les modeles de langue [293]. On peut voir cette ap-
proche comme un cas spécial de discriminateur génératif et elle peut donc étre
combinée avec les approches coopératives de la méme maniere. Enfin, bien que
nous nous soyons concentrés sur la génération de textes, nos études s’appliquent également

a toute donnée discrete, telle que des données qualitatives [30].

Alignement cross-modal par la génération La génération coopérative permet de générer
des échantillons qui trompent le discriminateur a un instant donné. Malheureusement, ce
dernier s’adapte tres rapidement et atteint a nouveau un taux de détection élevé. Cepen-
dant, méme si les modeles génératifs ne permettent pas de créer une classe entierement
synthétique pour le jeu de données d’entrainement, leur amélioration reste bénéfique pour
d’autres types d’augmentation de données qui utilisent de tels modeles, comme celle présen-
tée dans le Chapitre 2. De plus, comme indiqué précédemment, les objectifs génératifs ser-
vent d’excellentes taches proxys afin d’apprendre des bons espaces de représentations [405,
269, 28, 257, 348, 227, 397, 368, 332, 364]. Ainsi, afin d'intégrer les images dans cet envi-
ronnement coopératif, nous avons exploré 'utilisation de modeles génératifs afin de créer
un alignement cross-modal. Cet alignement est primordial afin de pouvoir comparer et
mettre en relation les images associées aux textes des articles et ainsi étudier au mieux
I'information qu’ils contiennent. Afin de créer un alignement le plus fin possible,
nous nous concentrons sur la tadche de génération de légende d’image distinctive
dans le Chapitre 10. Cette tache consiste a générer une légende tres descriptive de I'image
d’entrée et de cette image uniquement. Plus spécifiquement, nous avons montré que les
légendes humaines peuvent étre utilisées durant un apprentissage par renforcement qui
utilise des récompenses issues d’un modele de recherche cross-modal. Ces légendes hu-
maines permettent d’ancrer I'apprentissage dans la distribution humaine. Nous montrons
qu’elles peuvent étre utilisées a la place des échantillons générés dans I’objectif
d’apprentissage par renforcement. Nous les utilisons également pour entrainer un
discriminateur a détecter les légendes générées des légendes humaines, afin

de régulariser ’apprentissage et s’assurer que les légendes générées ressemblent bien



a celles écrites par les humains. Cet ancrage est une premiere étape pour entrainer les
deux modeles conjointement tout en évitant de dévier des textes humains. Enfin, nous
introduisons des récompenses contrastives, qui considerent tous les éléments
d’un batch comme des baselines pour la récompense. Cela permet au générateur
d’apprendre seulement des meilleures séquences. De plus, cette récompense contrastive
permet de considérer les deux directions de recherche cross-modal (image vers
texte et texte vers image), permettant de générer des légendes tres descriptives de I'image
d’entrée et de cette image uniquement. Etant donné que les modeéles de génération de
légendes sont de simples modeles de langue avec un conditionnement supplémentaire sur
I'image d’entrée, des légendes obtenant de grands scores pour un modele de recherche
cross-modal peuvent étre obtenues en utilisant PPL-MCTS pour guider le générateur avec
le modele de recherche. Ainsi, ’exploration de la création d’une configuration sim-
ilaire & GCN pour les données multimodales est une piste prometteuse. Cela
indique aussi que Therapy s’applique également a des modeéles multimodaux, a

condition qu’une des modalités soit le texte.

Les capacités et I'accessibilité grandissantes des modeéles génératifs Les modeles
génératifs ont bien évolué depuis ELIZA [378]. La qualité des textes générés augmente a un
rythme incroyable et qui ne semble pas ralentir. Il n’y a pas si longtemps, la distribution
publique du modele GPT-2 avait été retardée car le modele était considéré comme "trop
dangereux pour étre distribué"!°. Bien qu’il n’existe toujours pas de consensus sur la
question de la distribution publique [325, 405], cela peut faire sourire étant donné la
capacité des modeles publiquement disponibles aujourd’hui. De nouveaux modeles toujours
plus performants sont publiés tous les jours (FreeWilly2 [5] a été littéralement publié deux
jours apres Llama 2 [347]). Le phénomene est tel que des articles de revue sont nécessaires
pour suivre le rythme [412]. Bien qu’il soit facile de se perdre dans ce nombre croissant de
modeles, il n’a jamais été aussi facile de les utiliser, grace a des bibliotheques telles que
I’écosysteme de Hugging Face qui permettent a tous d’accéder aux derniers modeles et jeux
de données en quelques lignes de code. Méme ’entrainement et I'inférence de tels modeles
deviennent plus faciles avec des méthodes telles que LoRA [147] et la quantification [87,

86]. Ils peuvent méme désormais s’exécuter sur du matériel non spécialisé ** 2.

10. https://www.theverge.com/2019/11/7/20953040/0openai-text-generation-ai-gpt-2-full-model-release-1-
5b-parameters

11. https://github.com/ggerganov/ggml

12. https://github.com/huggingface/peft
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Les possibilités offertes par les modeéles génératifs Ces modeles sont extrémement
puissants et peuvent déja étre utilisés comme des assistants pour une grande variété de
taches de la vie quotidienne. Il est d’ailleurs attendu qu’ils aient un impact considérable
sur le marché du travail** [94]. Ainsi, ils devraient faciliter le travail de vérification de
I'information en prétraitant I’énorme quantité d’information disponible sur Internet et
signalant les plus suspects. Ils pourront également fournir des indices aux humains chargés
de valider la décision définitive. C’est particulierement le cas pour les modeles génératifs
augmentés par la recherche de données [130, 195, 42, 154], qui ancrent leur processus de
génération dans des faits connus et vérifiés préalablement récupérés. Ces sources peuvent
ensuite étre transmises a 'opérateur humain afin d’accélérer sa vérification. Ces preuves
externes s’averent particulierement utiles pour lutter contre la réutilisation de contenu [2].

Aussi, comme mis en évidence dans cette these, les modeles génératifs peuvent étre
utilisés pour générer des données d’entrainement pour d’autres modeles. Récemment, ce
processus a été utilisé en générant des légendes d’images pour remplacer le filtrage de
légendes bruitées venant d’Internet [243] et 'entrainement d’un modele de langue a I'aide
d’exemples générés a partir d'un modele de langue plus performant [340).

Enfin, en plus d’étre un bon objectif pour apprendre des bonnes représentations des
différentes modalités d’entrée, les taches génératives permettent d’interroger le modele sur
I’espace de représentation appris, afin d’examiner ses connaissances. Par exemple, utiliser
un modele de diffusion pour générer une image "d’un fauteuil en forme d’avocat" permet
d’obtenir des informations sur la maniere dont ces concepts sont encodés dans 'espace de

représentation.

Les risques des modeéles génératifs Cependant, malgré les nombreux aspects positifs
des modeles génératifs, ils possedent également de nombreux risques. En effet, les humains
sont facilement trompés par ces modeles et ne peuvent pas détecter de maniere fiable les
textes synthétiques [405, 71, 151], rendant le test de Turing [349] obsolete. Méme s’il est
possible d’améliorer notre capacité de détection avec des entrainements appropriés [92], une
exposition permanente a des textes générés couplée a une augmentation des performances
rendra la détection humaine de plus en plus difficile. Cela va augmenter les risques et
'efficacité d’une utilisation malveillante de ces modeles, notamment a des fins de campagne

de désinformation automatique [119, 377]. Malheureusement, méme avec un entrainement

13. https://www.goldmansachs.com/intelligence/pages/generative-ai-could-raise-global-gdp-by-7-
percent.html
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et des mesures de sécurité appropriés afin d’empécher la génération de contenus nuisibles,
les modeles peuvent étre attaqués [429] et étre utilisés a de mauvaises fins.

On pourrait penser que le fait que les discriminateurs soient capables de détecter
les textes générés, bien que problématiques pour nos besoins, offre une solution a la
désinformation générée par les réseaux de neurones [72, 25, 159]. Cependant, méme sans
atteindre I'objectif d’obtenir une distribution de textes générés indiscernable de celle des
textes humains, la tache n’est pas si simple. En effet, les discriminateurs sont fortement
spécialisés sur le mode de génération du générateur [302, 151, 343, 25, 325, 350]. Cela
signifie que tout changement dans le processus de génération, comme la température ou la
méthode d’échantillonnage, fait s’effondrer les performances du discriminateur [16]. Cela
est bien évidemment sans parler d’'un modele totalement différent, a fortiori lorsque ce
dernier est entrainé sur un autre domaine. C’est un probleme majeur, car en plus du nombre
croissant de modeles de langue différents disponibles, un attaquant peut simplement ré-
entrainer le modele ou changer un peu le processus de génération afin de tromper le
discriminateur. Discriminer entre la distribution des textes humains et plusieurs autres
distributions tres similaires est une tache extrémement complexe. Les bonnes performances
des discriminateurs dans le contexte des GANs sont dues a une exposition suffisante a des
échantillons générés par le modele. Cette exposition est loin d’étre garantie dans le monde
réel, surtout pour les acteurs malveillants [56]. De plus, comme tout classifieur neuronal,
les discriminateurs sont sensibles aux attaques adverses [253], qui permettent de créer des
textes spécifiquement congus pour exploiter les faiblesses du modele et le tromper [122]
afin de ne pas étre détectés [383]. Enfin, de meilleurs discriminateurs peuvent étre utilisés
afin d’entrainer de meilleurs modeles génératifs et la génération coopérative présentée
dans cette these permet de créer des textes qui sont, par construction, indétectables par
le discriminateur utilisé comme guide.

En prenant en compte tous ces facteurs, méme si nous arrivons a entrainer un discrimi-
nateur générique suffisamment performant, les taux de faux positifs resteraient trop élevés
pour qu’il soit utilisé dans un contexte réel. Méme avec un taux de détection presque
parfait, lorsqu’il est appliqué a 1’échelle réelle, de nombreux faux positifs vont apparaitre.
Si un faux positif n’est pas vraiment préjudiciable lors de I'entrainement d’un générateur,
disqualifier des concurrents honnétes d’'un concours de photos ** ou pénaliser un étudiant

qui n’a pas triché > n’est pas acceptable. Pourtant, ce climat de méfiance est compréhensi-

14, https://news.artnet.com/art-world /australian-photographer-disqualified-ai-generated-2337906
15. https://www.washingtonpost.com/technology/2023/05/18/texas-professor-threatened-fail-class-
chatgpt-cheating/
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ble, étant donné que les modeles génératifs peuvent étre et sont effectivement utilisés pour
tricher aux examens [21]1° ou remporter des prix de photographie!”. Cela est d’autant
plus préoccupant que ces faux positifs peuvent étre biaisés envers une communauté spé-
cifique [203]. Sans mesures supplémentaires, la détection des textes générés semble trop
peu fiable [291, 352], a tel point que méme OpenAl a fermé son détecteur "en raison de
son faible taux de précision" '8 (26% de vrais positifs et 9% de faux positifs).

De plus, lors du début de la these, la capacité de génération des modeles de langue
était encore limitée, sans parler de la capacité de générer des images. Seuls des réseaux
tres spécialisés, tels que les réseaux de génération de visages, étaient capables de produire
des échantillons acceptables. Mis a part les chats, les chiens et les visages, les images
générées étaient encore tres éloignées d’images réelles. Ce n’était pas une option viable
pour notre approche, car le controle sur les échantillons générés était inexistant. Cependant,
moins d'un an apres la sortie initiale de Dall-E [273], le premier modeéle permettant la
génération d’images convaincantes a partir d'un texte descriptif en zero-shot, les modeles
de diffusion [281] s’améliorent de plus en plus, offrant un contréle plus précis sur les
images générées. Il est désormais possible de générer une image indiscernable d’une image
réelle pour un étre humain avec seulement une courte description de l'image désirée.
La génération d’autres modalités, comme la vidéo et la voix, bien qu'un peu en retard,
progressent rapidement et connaitront certainement la méme progression exponentielle et
souléveront également plusieurs cas d’utilisation problématiques [319, 141, 97, 192, 362],
notamment 'usurpation d’identité. Des outils trés convaincants sont déja disponibles pour

le grand public %,

Atténuer les risques avec le tatouage numérique Le tatouage numérique peut faire
partie de la solution, que ce soit pour les images [105, 360, 425] ou les textes [175, 1, 413,
68, 183], mais il doit étre intégré dans le modele et non au moment de la génération [105],
de sorte qu’il soit cofiteux pour l'attaquant de le supprimer?!. Le tatouage numérique

fonctionne en modifiant la distribution de sortie des générateurs pour ajouter une trace

16. https://www.theguardian.com/technology/2023/may/18/ai-cheating-teaching-chatgpt-students-
college-university

17. https://www.bbc.com/news/entertainment-arts-65296763

18. https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text

19. https://runwayml.com/

20. https://elevenlabs.io/

21. https://medium.com/@steinsfu/stable-diffusion-the-invisible-watermark-in-generated-images-
2d68e2ab1241
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invisible a I'image ou au texte généré, facilitant sa détection ultérieure. Cependant, cette
option nécessite encore de l'exploration, par exemple afin d’étudier la résistance aux
attaques [176, 183, 291]. Dans le cadre de cette exploration, notre récente étude [104]
consolide les schémas de tatouage numérique existants pour les grands modeles
de langue génératif de trois manieres différentes. Premiérement, nous introduisons de
nouveaux tests statistiques qui offrent des garanties théoriques robustes, méme
a faibles taux de faux positifs, rendant la détection plus fiable. Deuxiémement, nous
mesurons la dégradation des performances induite par le tatouage sur taches
pratiques de traitement du langage naturel, au lieu de mesurer les distorsions par
rapport a la distribution originale. Cela donne une information plus précise sur 'utilité
du modele pour les taches en aval, 1a ou réside le véritable intérét des modeles génératifs.
Enfin, nous introduisons la parallélisation de la détection de plusieurs tatouages
numériques, transformant le tatouage binaire (présent ou non) en tatouage
multibits (si tatoué, obtenir I’identifiant correspondant). Cela permet d’ajouter
un message au texte tatoué, tel que l'utilisateur ayant généré le texte ou la version du
modele utilisée. Bien que le tatouage numérique soit une solution prometteuse pour la
distribution publique de modeles génératifs et que les grandes entreprises d’TA semblent
disposées a ajouter de tels tatouages numériques a leurs modeles génératifs 22 23, les acteurs
malveillants peuvent toujours entrainer leurs propres modeles a partir de zéro, ré-entrainer
un modele pré-entrainé afin de supprimer le tatouage numérique ou créer manuellement de
la désinformation. Méme si le tatouage peut étre utile pour détecter le contenu généré, il
est illusoire de penser que tous les utilisateurs vont ajouter le tatouage a toutes les images
générées. Ainsi, une solution potentiellement plus viable serait de renverser le paradigme de
tatouage et de I'ajouter aux contenus authentiques, par exemple, en ajoutant le processus
de tatouage directement dans les appareils photo. Ainsi, ’absence de marque indiquerait
que le contenu est possiblement généré. Cela implique quun contenu ne devrait étre
considéré comme digne de confiance uniquement s’il a été signé par un éditeur reconnu.
Cela est cohérent avec I’hypothese selon laquelle Internet va prochainement étre rempli
de contenus générés et que nous devrions commencer a partir du principe que tout est

généré, sauf s’il est démontré que cela ne I'est pas.

22. https://www.theverge.com/2023/7/21/23802274 /artificial-intelligence-meta-google-openai-white-
house-security-safety
23. https://www.deepmind.com/blog/identifying-ai-generated-images-with-synthid
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Combattre la désinformation Lutter contre la désinformation sur les réseaux soci-
aux nécessite un changement d’objectif de ces derniers, passant de la maximisation de
I’engagement des utilisateurs a la maximisation de la qualité de l'information, que ce
soit délibérément ou par le biais de réglementations gouvernementales [188]. Cela peut
prendre différentes formes, telles que le blocage des trajets de propagation en utilisant
I’analyse de propagation et en ciblant les sources de fausses informations (utilisateurs
influents/bots). Bloquer la désinformation avant qu’elle ne soit vue est crucial, car méme
apres avoir détecté la désinformation, la corriger reste un vrai défi. En effet, le démenti ne
se propagera pas autant ni aussi rapidement que la fausse information originale [359]. De
plus, il est vraiment difficile de changer ’opinion de quelqu’un apres qu’il ait été convaincu
par de fausses informations [83]. Certaines solutions ont été proposées, telles que suggérer
des recommandations éducatives et personnelles d’informations certifiées et réfutation de
fausses informations ainsi que mettre davantage en avant les debunkers [358].

Les réseaux sociaux commencent a agir, par exemple X (anciennement Twitter) de-
mande aux utilisateurs de lire 1'article complet avant de le repartager?* pour éviter de
propager des titres trompeurs. Ils ont également ajouté des "notes de la communauté’,
ou chaque utilisateur peut ajouter des informations a une publication, pour donner du
contexte ou signaler des informations incorrectes ?°. Bien que cela permette aux utilisa-
teurs de participer a l'initiative de vérification de I'information, cela est encore loin d’étre
suffisant pour contenir le probléme 2°. Le plus important est de créer des outils qui donnent
aux personnes vérifiant 'information le pouvoir de I'TA. Bien que ces outils ne soient pas
parfaits et ne le seront peut-étre jamais au point de pouvoir détecter automatiquement et
de maniére fiable la désinformation, ils peuvent sans aucun doute accélérer le processus de
vérification et aider a prendre la décision finale. Par exemple, pour indexer de tres grandes
bases de données multimodales afin de trouver des indices pertinents, mettre en évidence
les possibles affirmations problématiques, détecter des réseaux de propagation de désin-
formation, etc. En ce qui concerne la désinformation, l'intelligence artificielle peut étre a
double tranchant, il est donc important de donner aux fact-checkers le pouvoir de
I’TA afin de nous assurer de bénéficier du meilleur de la constante amélioration

de 'TA ?" et de ne pas simplement en subir le pire.

24. https://www.theverge.com/2020/9/25/21455635 /twitter-read-before-you-tweet-article-prompt-rolling-
out-globally-soon

25. https://help.twitter.com/fr/using-twitter/community-notes

26. https://www.poynter.org/fact-checking /2023 /why-twitters-community-notes-feature-mostly-fails-to-
combat-misinformation/

27. https://time.com /6300942 /ai-progress-charts/
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INTRODUCTION

Multimodal Misinformation: A Modern Day Threat

The development of online social media has significantly increased people’s ability to
share opinions and emotions, upholding freedom of speech to a whole new level. As a result
of the growth of social networks, Internet users rely heavily on these platforms as sources
of information instead of relying on traditional news channels®. This is particularly true
for young people as shown in [222]. However, the quality of news on these networks is
far lower and noisier than traditional media. Indeed, when it comes to information, social
networks have two negative aspects that lead to the spread of misinformation, that is,
misleading and erroneous information.

First, every user is a content creator; anyone can post anything, regardless of their
expertise or honest intent and without having to be held responsible for these publications.
Thus, false information appears (often referred to as fake news), which may be widely
disseminated and go viral. The spread of such information can be due to a desire to
manipulate (for political, commercial, or other reasons), or simply a lack of knowledge
about the topic. Certain events have really catalyzed this phenomenon, such as the US
presidential election of 2016 [7] and the COVID-19 pandemic [6], that was even considered

23 emphasizing how the misinformation spread from person to person,

as an infodemic
just as the virus itself. The negative aspects of such erroneous information are numerous,
ranging from threats to democracy by political manipulations affecting elections [43, 423,
106] to significant impact on the monetary system*, notably through manipulation of the

stock market °>. Even more critically, it also leads to death of people, for example during

1. https://www.pewresearch.org/journalism/2018/09/10/news-use-across-social-media-platforms-2018/

2. https://www.washingtonpost.com/archive/opinions/2003/05/11 /when-the-buzz-bites-back /bc8cd84f-
cab6-4648-bf58-0277261af6cd /

3. https://www.who.int/health-topics/infodemic

4. https://www.zdnet.com/article/online-fake-news-costing-us-78-billion-globally-each-year/

5. https://www.forbes.com/sites/kenrapoza/2017/02 /26 /can-fake-news-impact-the-stock-market/
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incidents caused by the spread of misinformation (e.g., Pizzagate® and India’s mobs ")
or through the spread of false information about health® causing health policymakers
defiance [124, 153].

Second, the activity and amount of information circulating on social networks are
gigantic ?, thus analyzing everything is particularly complex and costly. In addition, there
is the remarkable speed at which information that has gone viral spreads [359].

This implies that social networks are filled with misinformation, and unfortunately,
humans suffer from different biases that make them vulnerable to such information on
such platforms. For example, multiple exposures to the same (false) information increase
the trust in it because of the validity effect [39]. This adds to the confirmation bias [245]
which makes humans more prone to trust something that confirms their initial beliefs or
something that please them (desirability bias [108]). Finally, social aspects and the peer
pressure can change our perception and behavior (bandwagon effect [193]).

For all these reasons, it is vital to detect fake news and mark it as such as quickly as
possible because humans are bad at detecting deception [285, 420] and struggle to correct
their beliefs once fake news has already gained their trusts [83, 31]. At best, misinformation
should be flagged before entering the echo chambers [70] where it will be amplified and
reinforced. Even though large human fact-checking are developped '®!! 213 manually
checking each piece of information is far too lengthy and costly. Hence, automatic tools
that can flag erroneous content and help human fact-checker to assert the veracity of a post

are needed, especially for large social networks such as X (formerly Twitter) or Facebook.

Although most of the information is transmitted as text, on the Internet, it is often
coupled to other modalities such as images or videos, to make the post more appealing,

attract more attention [102] and engagement **

, spread further than text alone [404] and
increase the belief of the reader in the statements in numerous ways [131, 103, 328, 199, 8,

404, 138]. In addition to generating traffic and belief, which cause a larger dissemination of

6. https://time.com/4590255 /pizzagate-fake-news-what-to-know /

7. https://asiatimes.com/2019/10/indias-fake-news-problem-is-killing-real-people/

8. https://www.who.int/news-room /feature-stories/detail /fighting-misinformation-in-the-time-of-covid-
19-one-click-at-a-time

9. https://datareportal.com/social-media-users

10. https://www.politifact.com/

11. https://www.poynter.org/news/fact-checking/

12. https://www.lemonde.fr/verification/

13. https://defacto-observatoire.fr/

14. https://www.fastcompany.com /3022116 /whattwitters-expanded-images-mean-for-clicks-retweets-
andfavorites/
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false information, the image part is also a vector of misinformation propagation. The most
obvious case is the manipulation of the image content [129, 136, 93], especially with the
development of powerful editing tools such as deepfakes [4, 232]. Yet the most widespread
case is image repurposing °. Typically, it consists of re-using a previously posted image
without altering it but modifying its description to convey false information. For example,
in Figure 1, a picture taken after a festival representing a park littered with garbage
has been repurposed to make the reader think that an environmental manifestation is at
the origin of this pollution to discredit the movement. Similarly, when hurricanes occur,
image repurposing is commonplace as users upload pictures of other hurricanes, often
making the situation look worse than it is and causing panic. This is an extremely popular
case of disinformation because it is really cheap and easy to produce compared to image
manipulation. The attacker can write false information on any topic and simply use a
picture that seems to support his claims to benefit from previously mentioned biases that
come from adding an image to information. Besides, since the picture is legitimate, there
is obviously no trace of manipulation [62] that could make the reader suspicious or give
hints for the detection.

Please note that there are various types of false information'®. For example, false
information spread on purpose is referred to as disinformation [182] and, when uninten-
tional, as misinformation [75, 152]. In this thesis, we are not interested in discriminating
the intent [424]. We also do not consider harmfulness [374] in the detection even though
harmful content can be correlated to false content [6]. Our interest lies in detecting a
mismatch between the semantics of the image and the ones of the associated text [157,
290, 215, 156, 165, 13] and to assert the factuality [152] of the statements (w.r.t known

facts) and connection of the visual and textual content.

Automatic Multimodal Misinformation Detection

Given the ever-growing threat of misinformation, many research efforts have been
directed toward their automatic detection. The goal is to classify input news as true or
false. The news can be composed of textual and visual content, as well as meta information

about the news such as its propagation path in the network, the profile of the user posting

15. https://theconversation.com/out-of-context-photos-are-a-powerful-low-tech-form-of-misinformation-
129959/
16. https://firstdraftnews.org/articles/fake-news-complicated/
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¢ ac® Australian Youth Coal
= Coalition
Yesterday at 9:38 pm - @

Look at the mess today's climate protesters
left behind in beautiful Hyde Park. So much

b Like () Comment ~ Share
025 1.5K

12,156 shares

Figure 1 — Example of image repurposing. The original picture has been taken after the 420
festival, yet the author claims that it has been taken after an environmental demonstration
in order to discredit the movement.


https://archive.fo/7Mjn0
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it, etc. Numerous approaches have been explored, using various types of clues that can

help in the detection.

A first line of work uses metadata surrounding the content itself to detect misinforma-
tion based on its context. For example, the way news propagates can be helpful [415, 37,
313, 187], given that fake news tends to propagate faster and further than real news [359].
Another source of detection clues is social information about the poster and people sharing
the information [55, 314, 287, 357, 322, 26] to evaluate the credibility of the source (writter
and spreader). Notably, it allows to detect malicious users such as millions of bots that
spread fake news [107, 351, 51, 235] and increase the activity of unreliable news in the
early-stage to make it viral [309]. Detecting the main accounts spreading false information
helps to fight against massive disinformation campaigns. At the intersection of these two
kinds of approaches is network analysis [421, 314, 287], which studies the users’ networks
that emerge on online platforms and the way the information propagates through them.
However, these approaches are not always applicable, for example for early stage detection,
when the information is not shared on social networks or when there is no additional
metadata about users or propagation available. This is damaging because it is the most
worthwhile to take action in the early stages of propagation, before many users have been

exposed to it.

Then, some methods try to detect false information by analyzing the content of the news
itself, through the extraction of statistical or semantic features. Relying on the observation
that deceptive texts are written differently [9, 422], some methods use linguistic and stylistic
characteristics that identify false content. For example, the frequency statistics on lexicons
and part-of-speech [422], the use of emoticons and symbols [55], or the language style [265,
223, 101, 259]. Similar approaches exist for images, which study the statistical differences
between images used in real and fake news [164]. In addition, some methods derived from
forensic features [36, 120, 220, 414] have attempted to detect image manipulations [41,
32, 416], generation artifacts [109, 200, 201, 225] or visual artifacts created by multiple

compressions induced by successive resharing [52].

Other content-based methods study the semantics of the content [372, 419, 320, 64,
55, 173]. These approaches are the closest to the traditional definition of fact-checking
by seeking to assert or refute the claims made in the news. This is the type of approach
that we chose to study in this thesis. More specifically, we are interested in building
representations of the text and associated image that allow to verify their semantics and

the semantic consistency between the two modalities. Some approaches only leverage the
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textual modality by detecting, extracting and verifying claims using retrieved evidence [128].
Such monomodal approaches discard the information coming from the image modality, and
most importantly, the interactions between the two modalities. Early multimodal studies
used the other modality as a simple complement, by concatenating the features of both
modalities [372, 320, 321]. However, such light fusions of the two modalities fail to model
the complex cross-modal interactions, which allow not only to get the detection power of
both modalities but also to catch cases that are not detectable with only one modality,
such as image repurposing. Thus, some studies have examined the consistency between
an image and the associated text. [419] for example compares the caption generated for
the input image to the associated caption by measuring their similarity, whereas [390]
directly compare the two modalities in a common representation space. [118] extends this
idea by using best-performing Transformers to obtain better representations. Besides the
alignment of the two modalities, considering both modalities at the same time enables to
detect what parts of the news are important features because they are present in both.
This allows the monomodal representation to be refined by enhancing it using information

from the other representation.

While directly asserting the semantic consistency allows to detect randomly shuffied
pairs of image-caption [157], it is not sufficient to detect intelligent manipulations like the
coherent replacement of a type of entity (e.g., the replacement of a personality by another
personality or one place by another one) [290], swapping the image with a semantically
close one [215], or generating a caption based on the ones of similar images [156, 165].
Hence, knowledge-based approaches use external sources to verify the knowledge in the
content and fact-check it by asserting its consistency with known facts [156, 290]. This
enables the detection of misinformation cases that do not have any visible flaws and require
external knowledge to be asserted. Knowledge bases often take the form of knowledge
graphs [244], built using a collection of triples (Subject, Predicate, Object) (SPO), e.g.,
"Emmanuel Macron is the president of France' can be represented as (EmmanuelMacron,
Profession, President). The knowledge base is composed of verified SPO that are considered
true. Fact-checking then consists of comparing the SPO of the knowledge base with those
extracted from the claims of the news, for example, verifying that they are compatible
and inferring the probability that a triple exists [69, 311]. Note that both constructing the
knowledge base and extracting the claims requires extracting facts [244] from raw data
sources (e.g., Wikipedia) using various methodologies (also based on deep networks) [89,

205, 396]. In addition, the main focus has been to build large knowledge bases rather than

6
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update them quickly, which is necessary for early detection. We thus preferred to focus on
comparing the information contained in raw data directly available in newspapers, without
additionally casting it into graphs.

Content-based approaches require building a representation space where the modali-
ties can be scrutinized and compared to other elements, from the same modality or the
other one. These representations, also called embeddings, are also leveraged to retrieve
useful information in knowledge-based approaches. Representation learning is thus a key
component of such approaches, and the quality of the representation spaces is a key factor

in detection performance.

Embeddings

Neural networks are built to work with vectors, therefore it is necessary to represent
the input data in a way that is compatible with the expected input format. While each
input can naively be represented by the binary representation of a unique identifier, this
representation is not suitable because of its high dimensionality and lack of semantic
information. The curse of dimensionality and lack of semantics lead to an absence of the
notion of proximity between elements. The goal of embeddings, also called distributed
representations [140] is to create a low-dimensional representation space where different
concepts are encoded along its different axes. This space allows to represent the input
data in a continuous space where elements that share some semantic similarities will be
close to each other and unrelated ones will be far apart, as illustrated in Figure 2. Besides
being in the form of continuous vectors, these embeddings should correctly describe the
object (such as the meaning of a word) and have relevant properties, like a small distance
between two vectors describing two similar words (in their spelling or meaning) and a
large one if they are not similar at all.

While in the past, these vectors were encoding relevant features handcrafted by ex-
perts in the field, the current trend is the automatic extraction of features through deep
learning networks trained on a given task, alleviating the feature engineering problem.
Such techniques allow the learning of dense representations, i.e., embeddings, with mul-
tiple levels of representation obtained by the composition of the representation of the
prior layers, starting from the raw input. Each layer then extracts a higher, more abstract
representation, culminating in the last layer in a task-related representation (e.g., if a dog

or a cat is pictured in the image). Although the embedding space should be as general

7
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as possible, the proximity is directly tied to how it was built, as illustrated in Figure 2
with an embedding space designed to differentiate pictures of cats and dogs. Projecting
the input data in this space creates a description of the elements that contains important
discriminative features relevant to the downstream task. Semantic continuity creates a
neighborhood of similar elements that enables clustering, retrieving similar elements, and

generalizing the processing of the data to similar (unseen) elements.

Embedding space

Figure 2 — Representation of an embedding space adapted to cats and dogs picture
classification.

Image embeddings Before the Transformers [353], image embeddings were constructed
using Convolutional Neural Networks (CNN) [191]. CNNs leverage convolutions, that
are filters applied on local patches of the image as a sliding window and are activated when
a discriminative pattern is found in an image. The filters are learned during the training
to detect patterns that are useful for the training tasks, for example, image classification.
These patterns are then combined through a succession of hidden layers to detect local
conjunctions of features from the previous layer and increase the receptive field. CNNs
became state-of-the-art in many computer vision tasks after VGG [318] made a huge

improvement in the classification task. For a long time, the creation of more accurate

8
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CNN-based models, and therefore better embeddings, involved stacking an increasing
number of hidden layers [335], allowing the networks to create complex patterns that
are highly discriminatory. However, this approach has been limited due to the vanishing
gradient problem that arises when training very deep networks. The more layers the
gradient goes through, the lower the gradient is, causing early layers to be barely updated.
Skip-connection, that is, adding the output of the previous layer to the output of the
following layer solves this issue by allowing the gradient to directly backpropagate through
these identity layers, allowing earlier layers to be updated, even in a deep network. The
ResNet model [134] is built using skip-connections and has improved state-of-the-art results
leading to really precise embeddings. It has then been further enhanced with wider layers
as in Wide ResNet [402] and an additional dimension beside width and depth (cardinality)
in ResNeXt [388].

Text embeddings Similar to images, a lower-dimensional and more meaningful repre-
sentation of texts can be found in the representation extracted by a network trained for
a specific task. In one of the most well-known embedding techniques, Word2Vec [229,
228], the network is trained to predict words next to the input word in a corpus. Given
that words with similar meanings are often found in the same context, this offers a good
representation of the meaning of the word. The network is expected to return the one-hot
encoded word, given words contained in a window around it as input. This objective is
called Continuous Bag-of-Words (CBOW). The opposite task is called Skip-gram and
predicts words contained in a window given the central word. The weights of hidden layers
can then be used as continuous vectors encoding features related to the semantics of the
input word.

While it can be useful to encode a single word, the text is often larger than a single word
and can have various lengths, from a sentence to a whole document. Taking the average
representations of every word in the sequence does not consider the interaction between
them. Recurrent Neural Network (RNN) [288] considers text as a sequence of words.
To do so, RNN works in the same way as a traditional neural network, with the addition
of a state value as an input. This value represents information about the past elements of
a sequence. This state is updated after processing each word in the text and used as an
additional input to keep an abstract representation of the previous content. One can see
RNN as a chain of neural networks sharing their weights, which takes, in addition to the

next word, the value of the hidden state of the previous network as input. However, RNN
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does not work well for very large inputs because it only accumulates information into a
fixed-size vector and never forgets it, compressing an increasing amount of information in
an already saturated vector. To correct this, Long Short-Term Memory (LSTM) [142]
provides RNN with an explicit memory that mimics the natural behavior of the memory.
This memory cell accumulates information by copying its state value and adding part
of the information from the current input to it. This value is then multiplied by the
value of another unit, the forget gate, which has a value contained between zero (to forget
everything) and one (to keep everything) to control the longevity of the memory. The
behavior of this unit is learned during training. Thus, the network can learn how to manage
the content of its memory by adding only part of the information contained in the input
and clearing part of it when needed, leading to significantly more efficient modeling of

long-term dependencies.

Transformers The advent of the Transformers brought the quality of these representation
spaces to a whole new level thanks to their large capacity brought by attention layers and
heavy pre-training on very large scale unlabeled dataset using self-supervised objectives.
This allows to learn a general representation space that can be used for a wide range
of downstream tasks and achieves very strong results out of the box [88, 209, 135, 271,
91]. The BERT [88] model made many other methods obsolete because of how easy it
was to achieve better results by just applying it to a given task with little to no fine-
tuning. Following this success, ever better performing models have been proposed and
extended to other modality as well as multimodal inputs. These incredible results led the
community to focus on this architecture that became dominant. We will therefore focus on
this architecture in the rest of this thesis. Details about the Transformers architecture and
their pre-training are given in the beginning of Part I. Their application to multimodal

inputs is discussed in Part III.

On the Difficulty of Collecting a Suitable Dataset

Even when using a pre-trained model, fine-tuning it on additional task-specific data
usually yields large performance gains. Hence, it is required to adapt the model using a
dataset that is representative of the task at hand to get the best performance possible.
In the case of misinformation detection, the model should be trained on a dataset that

contains both genuine and fake news. However, the creation of such a dataset is challenging
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for several reasons. We consider three different approaches to create it: collecting the data,

exchanging one modality to create a misalignment or generating the data.

Although one might think that the increase in misinformation might help in the
collection of training data, it is difficult to create a suitable dataset that allows the
training of models that effectively detect inaccurate information. Indeed, deep neural
networks require huge amounts of data to function, and there is no "reliable source" of
false information (satire aside [286]). Unlike the collection of genuine information that
can be created using traditional channels, fake news must be collected manually after a
fact-checking step. This significantly limits the amount of data that can be used to train
the model. Although early studies focused on text-only data [369, 336, 296], a significant
amount of datasets composed of images alongside with texts have been proposed [315, 238,
165, 40, 163, 430].

Yet, the difference in sources between the two collections results in biases. Since
the collected genuine information is written by professional journalists, it consists of
well-written and documented texts, while fake news collection is much more diverse and
often suffers from easily observed linguistic and stylistic biases discussed in the previous
section [422, 55, 265, 223, 101, 259]. Similarly, images can suffer from statistical biases and
artefacts previously mentioned [41, 200, 201, 225, 52]. Given such differences in style and
quality, these datasets can be solved by asserting the source rather than checking that
the information is correct. Monomodal methods thus often easily achieve above random
performances [148], emphasizing that multimodality is not strictly required to solve these
datasets. This leads to biased models that learn non-generalizable features related to the
training data (e.g., source identification), resulting in highly variable performances on
different datasets [44]. The capacity of Transformers makes them very prone to fitting the
noise contained in the data and learning detection features that will not necessarily hold
on real-world data or evolve over time. This is especially true for multimodal inputs where
the model will heavily rely on the biased modality [110, 292, 50] and not learn multimodal
representations. Although some of these features may be of practical interest for detection,
they do not reflect the veracity of the information and may not generalize to general data,
either poorly reported true information or well-forged misinformation. Such biases are also
very specific to the data sources and may not hold for different ones or other languages.
Note that most methods relying on latent representations actually capture more of this
kind of surface information than knowledge about our world, especially when external

databases are not leveraged during inference. This is in contrast with the objective of
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asserting the objective facts contained in news.

Finally, even if a sufficiently large and unbiased dataset was created, it would be out of
date by the time it was created due to the dynamic nature of the information. Facts can
change (e.g., the current President of the United States) and our knowledge can evolve.
Something can be considered true one day and false the next, such as the geocentrism.
Keeping up with traditional media can already be challenging, but the fact-checking stage

takes too long to keep up with new conspiracies and rumors.

Another viable option is to forge misaligned image and article pairs by exchanging the
original image of the article with another image [215, 157]. NewsCLIPpings [215] leverage
recent breakthroughs in cross-modal retrieval of the CLIP model [270] to perform the
swapping and yield very convincing and challenging fake couples. However, we chose to
focus on generating synthetic articles for different reasons. First, this approach requires
a somewhat related and illustrative picture to be associated with the text, which might
not exist or be in the available database. More importantly, this approach relies on the
quality of an existing cross-modal alignment to select a good replacement. On the other
hand, learning to generate synthetic articles creates useful representations space that can
be used for discriminative tasks, either for text inputs [405, 269], image inputs [28, 257] or
multimodal ones [348, 227, 397, 368, 332, 364]. Thus, instead of leveraging the capacity of
an already existing and fixed model, we learn a good representation space that can serve
as a starting point to train the discriminative model on the downstream generated data

or to retrieve data from a knowledge base.

In this thesis, we explore whether traditional media suffices to constitute the sole source
necessary for creating a training dataset for misinformation detection through the
utilization of generative models. These models are trained to mimic the distribution
of their training samples, enabling the generation of data belonging to that distribution. In
this way, the previously mentioned problems are solved, as it becomes possible to produce
an arbitrary number of documents on baseless topics closely resembling authentic news
articles. This effectively addresses the issues related to both quantity and domain bias.
The model can be used to generate data on new topics as needed and eventually trained
on new data to add new topics. Grover [405] demonstrates the training of a language
model to write an article that follows the format and writing style of a given newspaper
about a headline given as input. Then, modified versions of the original headlines can be
given as input of such a model to create a fake article linked to the image of the original

article [339]. To keep the article close enough to the image so that the fake is not too
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obvious, the perturbation in the headline must be subtle. The replacement of an entity
by another entity of the same type, such as a person or country, is a good example of a
manipulation that can be misleading if the generated article provides information related
to the new entity. Named-entity recognition models can be used to find such entities in
the headline and replace them with another entity of the same type. An example of a
fake article generated following this procedure, with Grover as the generator, is shown
in Figure 3. While this yields convincing fake articles that easily fool humans [405], the
generated texts do not follow the exact same distribution of the original articles, which

gives obvious detection clues for a machine learning model.

The first part of this thesis introduces the use of generative models to create training
data and its challenges. Chapter 2 shows that the generated data is noisy and requires
filtering, but that this does not totally prevent the use of generated data to train discrim-
inative models. However, the next chapter introduces that easily detecting the source of
the data hurts the training when the classifier can rely on this information to do the clas-
sification. This motivates our explorations on methods to enhance the generative models
to close the gap between the two distributions, notably through the generative adversarial

networks paradigm.

Pakistan police clash with doctors
protesting lack of virus protection gear
(Reuters) - Riot police wielding batons used force to break up a protest by Pakistani
doctors and medical staff against a lack of gear to protect against coronavirus, arresting
dozens of medics who say the government has failed to deliver promised supplies.
Reuters journalists at the scene, in the southwestern city of Quetta, saw hundreds of
doctors and paramedics, some in face masks and scrubs, chanting their demands. Some Aa)
were dragged off by riot police in helmets, armed with rifles and batons. A senior police
official said 30 protesters had been arrested for defying a ban on public gatherings
imposed during a lockdown to fight the spread of the virus. Doctors threatened to stop
working unless the detained protesters were released. Pakistan has reported a total of
3,277 cases of the virus, including 50 deaths. [...]

India police clash with doctors
protesting lack of virus protection gear

(Reuters) - Indian doctors protested in front of Parliament on Friday in a rare show of
unity against a government that they say is not sufficiently protecting them against the
country’s dreaded AIDS virus. India’s healthcare system is struggling to cope with
: HIV/AIDS and is failing to achieve national goals for both treatment and prevention, one
. . recent study showed. As the healthcare system struggles, doctors are fighting to boost B)

Article image testing of the BRCA1 and BRCAZ2 genes to find those carriers of the HIV virus who can

take anti-retroviral drugs. In the first major test of health financing, about half the

13,000 doctors in Kolkata went on a strike in March this year to protest at not being

given protective uniforms and rubber gloves during AIDS tests. [...]

Figure 3 — Example of an original article from Reuters (A) and one generated following
our methodology with Grover [405] (B), headlines are in bold.

13


https://www.reuters.com/article/us-health-coronavirus-pakistan-healthcar-idUSKBN21O1HJ

Introduction

Plan

In this thesis, we explore the use of synthetic, generated, textual data to train discrimi-
native models. Please note that, in this manuscript, we have deliberately kept the original
title of the thesis offer, even if, as we shall see, some of our contributions stray from the
initial applicative goal of misinformation detection. However, we felt it important, in this
introduction and in each of the chapters, to place these contributions in the context of the
objective of analyzing and detecting misinformation, which is at the root of our motivation

for this thesis work.

In Part I, we introduce the Transformer architecture and its application to natural
language processing tasks, notably Natural Language Generation (NLG). We then show
that generated texts can be used as a complement or in replacement of the original training
dataset for textual classification tasks in Chapter 2. Chapter 3 presents the issue that
arises when one class is composed of synthetic samples and the other of organic ones: it is
easier for the classifier to become a discriminator able to distinguish real from generated
samples. It then introduces how Generative Adversarial Networks (GANs) leverage said
discriminators to train and improve generative models, and the challenge of applying this

paradigm to discrete data such as texts.

Part II introduces cooperative generation, where an external model (e.g., a discrim-
inator) is used to guide the generation process. After an introduction to the task of
constrained generation in Chapter 4, Chapter 5 presents our novel cooperative genera-
tion method that leverages the Monte Carlo Tree Search to guide the generation and its
performance on generating text satisfying a constraint defined by an external classifier.
Chapter 6 then introduces Generative Cooperative Networks, a framework that uses a
discriminator detecting generated texts in cooperative generation and trains the genera-
tive model using cooperatively generated texts. Chapter 7 presents a novel application
of cooperative generation to the explainability of textual discriminative models. Finally,
Chapter 8 explores the impact of the choice of the guiding model on the guidance quality

and the computational complexity of cooperative generation.

Part IIT links previous parts to the multimodal aspect of this thesis by the mean
of the image captioning objective to create cross-modal alignment. We first introduce
multimodal Transformers and cross-modal attention layers. We then introduce the dual
encoder architecture trained using contrastive loss and discuss the pros and cons of the

different architectures for cross-modal retrieval. Chapter 10 introduces our preliminary
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work on Multimodal Generative Cooperative Networks, which explores how ground truth
captions can be leveraged in a reinforcement learning training using rewards from a cross-
modal retrieval model to ground the training to the original distribution.

Finally, Chapter 11 concludes this thesis by summarizing the contributions and in-
troducing their perspectives in Section 11.1. The usefulness of generative models for
misinformation detection but also the risk of large-scale automatic dissemination brought
by ever-improving generators are then discussed in Section 11.2. This section also briefly in-
troduces watermarking as a potential solution to these risks and presents our contribution

to consolidating this avenue.

Publications

This manuscript is based on different studies that have been published at national
and international conferences or are under review to be published. Please note that, since
these works cover a wide range of topics, this manuscript does not contain a proper "state-
of-the-art section" as is usually the case. The information relevant to understanding and

positioning each study is given throughout the manuscript.

Although I am not the first author of all these publications, I made substantial contri-
butions to every study presented in this manuscript. For the sake of transparency, details
about those contributions will be given in the introduction of chapters where I am not the
first author.

International Publications First, we introduce the different publications at international
conferences:
— Vincent Claveau, Antoine Chaffin, Ewa Kijak. "Generating artificial texts as substi-
tution or complement of training data'. Proceedings of the 2022 Language Resources
and Evaluation Conference (LREC). 2022
Explore the use of artificially generated texts to train models, either as an addition
to original training data or as a total substitution. It is introduced in Chapter 2.
— Antoine Chaffin, Vincent Claveau, Ewa Kijak. "PPL-MCTS: Constrained Textual
Generation Through Discriminator-Guided MCTS Decoding". Proceedings of the
2022 Conference of the North American Chapter of the Association for Computa-
tional Linguistics: Human Language Technologies (NAACL-HLT). 2022
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Introduce a cooperative decoding strategy that leverages the Monte Carlo Tree
Search to guide a generative language model using an external model. It is intro-
duced in Chapter 5.

— Sylvain Lamprier, Thomas Scialom, Antoine Chaffin, Vincent Claveau, Ewa Kijak,
Jacopo Staiano, Benjamin Piwowarski. "Generative Cooperative Networks for Nat-
ural Language Generation". Proceedings of the 39th International Conference on
Machine Learning (ICML). 2022
Add the cooperative aspect to traditional textual Generative Adversarial Networks
trained using reinforcement learning. It is introduced in Chapter 6.

— Antoine Chaffin, Thomas Scialom, Sylvain Lamprier, Jacopo Staiano, Benjamin
Piwowarski, Ewa Kijak, Vincent Claveau. "Which Discriminator for Cooperative
Text Generation?'. Proceedings of the 45th International Conference on Research
and Development in Information Retrieval (SIGIR). 2022
Empirically measure the complexity /quality trade-off of different types of Transformer-
based discriminative models when used in cooperative generation approaches. It is
introduced in Chapter 8.

— Antoine Chaffin, Julien Delaunay. "“Honey, Tell Me What’s Wrong”, Global Ex-
plainability of Textual Discriminative Models through Cooperative Generation".
Proceedings of the Sixth Workshop on Analyzing and Interpreting Neural Networks
for NLP (BlackboxNLP). 2023
Leverage cooperative generation to generate global explanations of any textual
discriminative model without requiring input data. It is introduced in Chapter 7.

— Pierre Fernandez, Antoine Chaffin, Karim Tit, Vivien Chappelier, Teddy Furon.
"Three Bricks to Consolidate Watermarks for Large Language Models." Proceeding
of the 2023 International Workshop on Information Forensics and Security (WIFS).
2023
Consolidates existing methods to watermark the texts generated by generative

language models. It is discussed in the perspectives of this thesis in Section 11.2.

National Publications Some of our studies have also been redacted in French to be
introduced to the national community:

— Vincent Claveau, Antoine Chaffin, Ewa Kijak. "La génération de textes artificiels

en substitution ou en complément de données d’apprentissage". Actes de la 28e

Conférence sur le Traitement Automatique des Langues Naturelles (TALN). 2021
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— Antoine Chaffin, Vincent Claveau, Ewa Kijak. "Décodage guidé par un discrimi-
nateur avec le Monte Carlo Tree Search pour la génération de texte contrainte".
Actes de la 29e Conférence sur le Traitement Automatique des Langues Naturelles
(TALN). 2022

— Antoine Chaffin, Thomas Scialom, Sylvain Lamprier, Jacopo Staiano, Benjamin Pi-
wowarski, Ewa Kijak, Vincent Claveau. "Choisir le bon co-équipier pour la génération
coopérative de texte'. Actes de la 29e Conférence sur le Traitement Automatique
des Langues Naturelles (TALN). 2022

— Antoine Chaffin, Julien Delaunay. "“Honey, Tell Me What’s Wrong”, Explicabilité
Globale des Modeles de TAL par la Génération Coopérative. Actes de la 30e
Conférence sur le Traitement Automatique des Langues Naturelles (TALN). 2023

Under review Finally, a work carried out during the thesis is still under review:

— Antoine Chaffin, Ewa Kijak, Vincent Claveau. "Distinctive Image Captioning: Lever-
aging Ground Truth Captions in CLIP Guided Reinforcement Learning"'. Under
review. 2023
Show that ground truth captions, although not needed, can be very useful to train
image captioning models using cross-modal retrieval model as reward in a reinforce-

ment learning scheme. It is introduced in Chapter 10.

Big Science Alongside this work, I took part in the scientific consortium Big Science
during my thesis which led to some publications. Although these will not be discussed in
this manuscript, they are mentioned for completeness:

— Victor Sanh et al. "Multitask Prompt Tuning Enables Zero-Shot Task Generaliza-
tion". Proceedings of the 2022 International Conference on Learning Representations
(ICLR). 2022

— Big Science. "BLOOM: A 176B-Parameter Open-Access Multilingual Language
Model". CoRR. 2022
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PART 1

GENERATING TRAINING DATA
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CHAPTER

TRANSFORMERS FOR NATURAL
LANGUAGE GENERATION

Soon after the introduction of the Transformers [353] architecture, it became the
standard for most machine learning tasks, including representation learning and natural
language generation. Due to the increasing ubiquity of Transformers, we will focus on this
architecture in this manuscript. In the next sections, we first introduce the Transformer
architecture and its components, then we present its application to textual data and finally,

we present how texts are generated using Transformers.

1.1 Transformers

1.1.1 Attention Layers

Transformers are built to process sequential data. It means that an input z is composed
of a sequence of N tokens (z1,xs,...xx). To process sequential data, RNN [288] and
LSTM [142] process all sequence elements one after the other and keep a compressed
representation of the sequence up to the considered token (a context vector). Because
this representation has a fixed size, the more considered tokens the more compressed the
information will be, reducing the performance of these models over long sequences. The
attention mechanism [24] allows to dynamically compute the context vector ¢ at timestep

t through a weighted average of the representations f(x;) of other tokens in sequence:
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G = Efil oy f(z;). The weight of each token «y; is computed using the softmax over
the representations of each token processed by a feed-forward neural network trained to
weight the alignment of the token i and ¢ (compatibility function). Instead of blindly
compressing the information at each step, the most important tokens at a given timestep
are dynamically selected and their representations are fused to compute the representation
of the current token. This allows to handle longer sequences and to retrieve information
from earlier tokens that might have vanished in a progressive compression. The success of
the Transformer architecture is attributed to this attention mechanism. The attention used
in Transformers is called "scaled dot-product" attention because of the way the weights
of the sum are computed. Attention layers compute three different matrices: @ (queries),
K (keys) and V' (values) using three learned projection matrices (feed-forward networks),
Wq , Wik and Wy respectively. After projecting the input sequence, the output of the
attention layer is then computed by:

T

. QK
Attention(Q, K, V) = softmax
(QK.V) O

with dy the projection dimension of () and K. This represents, for a given token, the

)V = AV (1.1)

weighted average of values vectors of the sequence tokens, using the scaled dot product of
its query vector with the key vectors of the sequence as weights. The layer computes, for a
given token, which tokens in the sequence are the most compatible, and then merges the
information from every token weighted by their compatibility. Figure 1.1 illustrates the
attention mechanism for a text input, with the representation of a word in the next layer
being computed by merging the representation of every word in the sentence weighted by
their relationship with the given word (attention weights). The additional normalization

term (y/dg) is applied to mitigate the vanishing gradient problem.

Unlike standard neural networks that have a fixed way to process different inputs (the
weights of other tokens in the representation of a given token are learned once and for
all), the attention layers allow to learn how to dynamicallycompute the weights of a
given layer depending on the input. This can be seen as effectively instantiating one
network adapted to the input among a whole range of other possibilities for processing the
input sequence as well as possible. Note that, for a sequence of length N, attention layers
require to compute N? attention weights (N attention weights per token), which induce
a memory and computational complexity quadratic in the length of the input sequence.

This is damaging when processing very long documents or using small atomic elements
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Figure 1.1 — Visualisation of the attention mechanism for the word “he" in one attention
layer of a Transformer. The weights are computed using Equation 1.1, the higher the
weight (darker color), the more the token influences the representation of the word in the
next layer.

as tokens (such as characters or pixels). Sparse [177, 283], low-rank [66, 170, 366] and
hybrid approximations [403, 60, 403] of the full quadratic attention have been proposed,

but applying Transformers to very long sequences is still challenging [342].

Attention weights do not depend on the position, so attention layers are permutation
invariant. Because there is also no recurrence or convolution, the model does not natively
encode the notion of order of the input sequence, which can be damaging for example for
text inputs where the order matters. Thus, positional encodings are added to the input
embeddings to add information about the relative or absolute position of the token in the
sequence. Several positional encodings can be used, whether learned or fixed [116]. In the
original Transformer architecture, sinusoidal positional embeddings are used. Considering
the original embedding of the token as a point in the embedding space, sinusoidal encoding
creates a circular pattern around it, by moving the embedding to the same distance but
with different directions. Tokens that are close in the input sequences receive similar

perturbation while those that are far are pushed in a different direction.

To model even more relations in the input, and, by extension, create better represen-
tations, the attention mechanism is enhanced using multi-head attention. Multi-head
attention is the process of running several attention layers in parallel. Each attention
layer is composed of H heads and each head H® will project the query, key and values
matrices into different matrices at each layer using projection matrices W4, W4 and W,
Thus, Equation 1.1 actually computes attention weights over the input H times in parallel,

significantly increasing the model capacity by creating multiple representation spaces. The
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outputs of every head are then concatenated and projected by a last projection matrix W

into the original input dimension:

MultiHead Attention(Q, K, V) = Concat(heady, . .., heady )W (1.2)
where head; = Attention(QW4,, KW' VW) (1.3)

This is helpful because a single head of attention only has a limited attention budget
(because the softmax sums to 1), which limits the ability to attend to multiple positions

without lowering the attention to some.

1.1.2 Encoder and Decoder

A Transformer is a composition of unitary elements, called Transformer block. Each of
these blocks is composed of a multi-headed self-attention module followed by a feed-forward
network. Self-attention refers to attention layers where queries, keys and values come from
the same sequence, hence the sequence is attending to itself. This is in contrast with cross-
attention layers that use keys and values from another sequence to compute the attention
over the original sequence queries. While self-attention computes the compatibility of the
tokens sequence with itself, cross-attention computes the compatibility with an external
sequence and uses this external sequence to compute the representation of input tokens.
These blocks are stacked on each other, projecting the input in an embedding space by
processing the output of the previous block.

The original Transformer architecture is composed of two stacks of blocks: the encoder
followed by the decoder. The encoder takes a sequence of input tokens and computes the
sequence of vector embeddings representing the tokens. The decoder is then used to auto-
regressively generate an output sequence of tokens [384], that is, generating the output
sequence one token at a time and conditioning the next one using previously generated
ones. Cross-attention layers are added to the decoder to condition the generation process
to the representation computed by the encoder. Indeed, Transformers have initially been
introduced for Sequence-To-Sequence (Seq2Seq) tasks [333] where an input sequence is
used to condition the desired target sequence. For example, for translation tasks, the
generation of the sequence in the target language needs to be strongly conditioned on
the sequence in the original language. An illustration of the encoder-decoder architecture

is given in Figure 1.2. Also, layer normalizations [22] and residual connections [134] are
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t

applied around attention layers and feed-forward networks to avoid vanishing gradient.
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Figure 1.2 — Illustration of the original Transformer encoder-decoder architecture used
for a translation task (a) and the different components of the blocks composing the two
stacks (b). Illustration taken from the Illustrated Transformer.

However, self-attention layers prevent the learning of the auto-regressive objective.
Indeed, since in self-attention layers every token can attend to every token in the sequence,
a token could "see" the token to be produced, leaking the target information. Hence, to
learn to generate tokens auto-regressively, a causal mask needs to be applied to make
the self-attention unidirectional, preventing the decoder from attending to future tokens
when trying to predict them. The causal mask is applied by setting the result of the
product of the query and the keys of the next tokens to —oo , effectively zeroing the
contribution of tokens that appear later in the sequence through the softmax operation
(i.e., ayp = 0,Vi > t). In practice, an upper-triangular matrix M with dimension R"*" is
multiplied element-wise to the result of QK” to define masked self-attention:

T

K
MaskedAttention(Q, K, V) = softmax(L o M)V (1.4)
Vg

with o denoting the Hadamard product.

Although the original Transformer is composed of an encoder followed by a decoder
(encoder-decoder), it is possible to use a single stack alone (decoder-only or encoder-only).
The only difference in this setup is that an encoder leverages bidirectional self-attention,
whereas a decoder mask restricts the attention unidirectionally. An illustration of these

different attention schemes is given in Figure 1.3.
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Figure 1.3 — Representation of the different attention masks used in the different archi-
tecture of Transformers, from left-to-right: encoder-only, encoder-decoder and decoder
only. Black cells represented masked tokens, that is, tokens not attended to compute the
representation of the token.

1.1.3 Pre-training

The Transformer architecture has become the standard in deep networks because of
its outstanding results. These results have been achieved thanks to the very large capac-
ity offered by the attention layers but also to their nice scalability leveraged by gigantic
pre-training on very large datasets. Pre-trained models refers to models that have gone
through extensive and expensive training and are then used as off-the-shelve features
extractors or as a starting point for a subsequent training, referred as fine-tuning. This
paradigm particularly fits Transformers, because their strong capacity to model complex
and arbitrary relations within the input sequence coupled to their very large parameters
count make them prone to overfitting on modestly-sized datasets [268, 353, 126]. Even
though dropout [326] is applied to every sub-layers (feed-forward network, skip connec-
tion and attention layers) and at the input and output of a stack to prevent overfitting,
Transformers require very large training datasets. Building large-scale labeled dataset
is challenging and very costly, while constructing large-scale unlabeled corpora is more
straight-forward. Hence, the most heavy pre-training phase is done on unlabeled data using
diverse self-supervised training objectives to capture knowledge and create represen-
tations from very large corpora. Self-supervised learning is used to automatically extract
pseudo-labels used for a pretext task that makes the model learn a useful representation for
the downstream tasks. It allows to learn from the vast amount of unlabeled data available

such as Common Crawl. In addition to learning universal representations and providing a
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good initialization, this heavy unsupervised training effectively acts as a regularizer when
later fine-tuning the model on small datasets [96]. Although leveraging the abilities of
strong pre-trained models predates Transformers [229, 139, 74, 228, 258, 261], their scal-
ability really pushed this idea at its peak, now resulting with billion-parameters models
trained on internet-scale datasets and directly used for a large set of tasks in a zero-shot

fashion (i.e., without any task-specific fine-tuning).

1.2 Textual Transformers

Transformers are adapted to textual data because of their sequential nature: a sentence
corresponds to a sequence composed of its (sub-)words. The text is first tokenized, for
example using Byte-Pair Encoding (BPE) [112] or SentencePiece [184], and the resulting
sequence of tokens are then fed to the Transformer as a sequence of one-hot vectors corre-
sponding to the tokens ids. These ids are then projected into an initial static embedding
layer, that is a lookup table similar to Word2Vec embeddings, to obtain a continuous

representation before going into Transformer layers.

1.2.1 Pre-training Objectives

As previously introduced, a lot of expensive labeled data [167] are required to success-
fully train deep networks using the supervised cross-entropy and it results in models that
struggles to generalize beyond the training data [341, 275]. Unsupervised training frees
from the need for labelling data, removing the limiting factor for scaling deep networks
and limiting annotator biases. Thus, textual Transformers are first pre-trained using self-
supervised objectives on very large text corpora without any human annotation before
being tuned on task-specific data. During this pre-training, the model learns a general
representation space of texts based on the distribution of the data alone.

Different objectives can be used, depending on the downstream task and model ar-
chitecture (encoder-decoder, encoder only or decoder only). The most straight-forward
(and original objective) is language modeling. Language modeling estimates the proba-
bility distribution of sequences of symbols x1, x5, -+ , x7 (most often tokens) taken from
a vocabulary V, with variable lengths 7. The model is trained to estimate the proba-
bilistic distribution of the data by maximizing the probability of training sequences. To

do so, the probability of one target sample = (also called likelihood) is defined as the
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joint probability over each of its tokens, which can be factorized using the chain rule:
p(zr7) = [T, p(z; | 214-1). The weights 6 of a Transformer are thus optimized using
a language modeling head, a layer that outputs a probability distribution over the vo-
cabulary for the next token given the input ones, i.e pg(x; | z14-1) at a given time step
t [34]. As only the exact Ground Truth (GT) sequence is guaranteed to be right and the
correctness of even very small variations of it is unknown, the model is trained to predict
the next token from the GT 29" given previous GT tokens, by optimizing its probability
through a cross-entropy loss between the one-hot representation of the target token and
the output probability distribution. This defines the Teacher Forcing (TF) loss [381]:
Lo(z9) = — YT logpe(2f" | 2%%,_,). This results in a Maximum Likelihood Estimation
(MLE) training that maximizes the log-likelihood of the token sequences included in train-
ing samples under the model. The model can then generate text by iteratively completing
an initial sequence, called the prompt (see Section 1.3). This objective is used to train
open-ended generation models, but also dialog, summarization, question answering and

machine translation, using adapted prompts.

Another training objective is Mlasked Language Modeling (MLM), first introduced
as the Cloze task [344] and adapted to a pre-training task by [88]. Rather than predicting
the next token given previous ones, the model is tasked to predict tokens that have been
masked in the input sequence from the rest of the tokens. The loss becomes, for a set
of masked tokens X, Ly(z) = — Yicx log ps(Z|x, x). Note that, contrary to standard
language modeling, the model can use information from tokens to the right of the token to
be predicted, creating a bidirectional representation. However, this objective introduces a
mismatch between the pre-training and fine-tuning tasks, because the model is not exposed
to the [MASK] token during fine-tuning or inference. To solve this issue, authors originally
proposed to use the [MASK] token 80% of the time and to either replace the token by
a random one or keep it unchanged the rest of the time when masking. This objective
is an instance of denoising autoencoders, because the model is tasked to reproduce the
input after projecting it in a low dimensional space, as in autoencoders, but with an
additionally corrupted input. MLM can be seen as a classification problem, with the label
being masked token id, and so can be solved by an encoder by feeding its embedding to a
classification head [88]. This can also be seen as a Seq2Seq problem, where the decoder
generates the masked tokens [271]. Seq2Seq MLM enables other ways to corrupt the text
for pre-training [194] such as token deletion (the model is tasked to predict positions of

missing tokens), text infilling (whole spans are masked rather than single tokens), sentence
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permutation (model needs to put the sentences back in order) or document rotation
(finding the start of a rotated document). Note that attention masks can be used to train
a unique model for different type of MLM (unidirectional, bidirectional and sequence to

sequence) [90, 29].

1.2.2 Architectures

When it comes to discrimination, models based on bidirectional attention are commonly
used since "intuitively, it is reasonable to believe that a deep bidirectional model is strictly
more powerful than [...] a left-to-right model" [88]. Encoder-only architectures such as
BERT [88] and RoBERTa [209] have thus been prevalent in natural language understanding
tasks such as classification. For sequence-level discriminative tasks, the common practice
introduced by BERT is to prepend a special [CLS] token to the input sequence and to
use the embedding of this token to perform the task, for example by feeding it to a
Multilayer Perceptron (MLP) to do classification. The idea is that attention layers enable
the information to flow between all the tokens towards this token that serves as a catalyst
and contains the information relevant for the task. However, while the bidirectionality
brings some capacity to the model, it also makes it non-auto-regressive: when a token is
added at the end of a sequence, it changes the representation of previous tokens and every
hidden state needs to be re-computed. This also prevents to train the model using next
token prediction (teacher forcing) because the information of the token to predict would
leak. Thus, decoder-only, such as GPT models [268, 269, 46], have been used for language
modeling tasks.

While this distinction between discriminative and generative tasks is intuitive, most
text processing tasks can be cast into a sequence-to-sequence problem [271]. For example,
the model can be trained to generate the target label in classification tasks. The probability
associated to labels tokens is then used as the classification probability. For named entity
recognition, rather than classifying each token to entity or non entity, the model can be
trained to produce span containing the entities. This allows to unify the different Natural
Language Processing (NLP) tasks to a same objective and so to train an unique model
to a large variety of tasks that will leverage the knowledge from one task and transfer it
to another one. Encoder-decoder such as T5 [271] and BART [194] leverages the encoder
to strongly constrain the downstream decoder using a task-specific prefix and are able to
perform both natural language understanding and generation tasks. Note that, although

an encoder-only cannot be used in this setting (because it can not be trained for generative
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tasks), a decoder-only can also be used by feeding the prefix as the prompt of the decoder.
The model thus learns to generate the answer while being conditioned on the prompt, but
without the benefit of bidirectional attention within the prompt. A variant of the causal
mask can be used to enable bidirectional attention on the prefix in a decoder, resulting
in a non-causal decoder-only architecture [208, 271] that offers a good trade-off [367]
over using an external encoder by sharing weights while allowing strong modeling on the
prefix. This is especially useful for In-Context Learning (ICL), where the description and
demonstrations of an unseen task is fed into the prompt to make the model "learn" the
task without gradient descent, during the inference. The unification of NLP tasks under a
same definition is very useful for multitask training of a model [269], which, in addition to
use an unique model to solve multiple tasks, gives language models the ability to generalize
to unseen datasets and tasks [294, 376].

1.2.3 Transfer Learning

Besides ICL and zero-shot applications of the pre-trained model, transferring the
knowledge learned during pre-training to the target task — transfer learning [251] — is
an open question. The pre-training tasks and datasets as well as the architecture of the
model obviously impact the performance depending on the downstream task. Ideally, the
model should have a viable architecture for the task (e.g., (encoder-)decoder for generative
tasks), being pre-trained on data whose domain and distribution are close to the ones of
the target data, and a pre-training objective that helps to build useful representations
for the task. Then, the knowledge of the model can be transferred either by using it as a
frozen feature extractor used as input to train an external model or fine-tuning it on the
target task.

When using the model as an off-the-shelf feature extractor, it is important to choose the
right layer, as the latest are closer to the pre-trained tasks, while the earliest are close to the
static embedding layer [260, 261, 345]. Being too close to a given task might be damaging
if useful information for the downstream task are not used to solve the pre-training task,
while static embeddings might fail to capture higher-level of information.

While extracting features from a pre-trained model can be useful for tasks that require a
specific architecture, the versatility of Transformers allows to fine-tune them for most of the
NLP tasks. Simply fine-tuning the model on the target task is a convenient and general way
to transfer the knowledge acquired during pre-training. If the original pre-training domain

is too far from the target one, an additional pre-training can be done before the final tuning.
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This two-stage fine-tuning allows a smoother adaptation and increases the performance
on the downstream task [331, 263, 113, 202]. To perform this fine-tuning step, adapted
data is required. This data should be as representative of the downstream task as possible,
so the model learns to correctly solve it. As detailed in the introduction, in the context
of multimodal misinformation detection, creating a representative dataset is challenging.
Thus, in this thesis, we explore the use of generated texts to train discriminative models

when collecting organic data is not possible or difficult.

1.3 Decoding Methods for Natural Language Generation

As introduced in the previous section, the teacher forcing loss is used to train a neural
network to output a probability distribution over the vocabulary for the next token given
the input ones. This allows to create an auto-regressive language model (LM) that can
generate sequences by iteratively using those distributions to emit a token x;, and append
it to the context xy.,_; for the next iteration. The generation process —or decoding— is
started using a small initial sequence: the prompt.

However, selecting a token z; so that the final sequence has the highest possible
likelihood is still an open problem. This is mainly due to the size of the search space, since
for a sequence of length 7" and a vocabulary of size |V| (often being tens of thousand),
the space has a size of |V|T, making an exact search intractable. Several search methods
have been proposed to alleviate this issue; a naive one is the greedy search where the
most probable token is picked at each step. In order not to miss a more probable sequence
which starts with a token having a lower probability, beam search [85] explores the k
(number of beams) most probable sequences at each generation step.

It should be noted that these search methods are highly biased towards samples that
have a high likelihood in the beginning, which does not guarantee to find the sequence
with the highest possible likelihood. Moreover, because only the most probables words
are chosen, they tend to get stuck in repetition loops and generate redundant texts [389].
This phenomenon can be mitigated by randomly sampling from the distribution. However,
sampling in the full distribution results in an increasingly high probability of picking a
very unlikely token in the very long tail of the distribution that will break the generation
process. Thus, top-k sampling [100] samples the next token from the k& most probable
next tokens to introduce variance while removing the long tail. However, k is fixed and

the k*™® token may have a very low probability (and therefore be off-topic). To improve
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upon this method, nucleus sampling [144] (or top-p sampling) is used to sample from
the smallest set of tokens that have a cumulative probability higher than p. Finally, beam
sampling [49] consists in a mix of beam search and sampling. k tokens are first sampled
using the LM distribution and, for each one, £ more tokens are then sampled, leading to
k? beams in which only the k& most probable are kept. This process is repeated until each
beam is finished.

Note that a neural LM actually predicts logits z1.)y| over the vocabulary V. The prob-
ability of sampling the i token at time step t is computed by applying softmax, usually

with temperature 7:
eXp (2’1/7‘) (1 5)
2, exp (2v/T)

The temperature parameter influences the entropy of the distribution; a high temperature

pe(%’ | $1;t—1) =

flattens the distribution, leading to a uniform distribution, and a low temperature creates a
high peak on the most probable token. This defines a trade-off between generating diverse

and coherent samples.
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In this first chapter, we will start by exploring the use of artificially generated texts for

supervised machine learning tasks within two different scenarios: using the artificial data

as a complement of the original training dataset (for instance, to yield better performance)

or using it as a substitute of the original data (for instance, when the original data cannot
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be shared because they contain confidential information [10] or because of intellectual
property in the case of news articles). Although this setup is different from our target
one, as discussed at the end of the chapter, it is a preliminary experiment that checks if
generated samples are helpful for training. At the time of the experiments, it was not as
obvious as it might be today. Besides, it is also a good starting point to understand the
potential of generated texts and their issues.

The generation of these artificial texts is performed with a neural language model
trained on the original training texts. We show the interest of these scenarios with several
text classification tasks, handling well-written or noisy language: fake news detection,
opinion mining and news categorization. We further explore the interest of these scenarios
with different classifiers, including simple and explainable classifiers based on bag-of-words
representation. This explainable property, as discussed later, is particularly useful for
misinformation detection models, to detect biases and prevent harmful processing, as well
as help human fact-checkers.

Precisely, the main research questions studied are the following ones:

1. what is the interest of text generation to improve text classification (complement);

2. what is the interest of text generation to replace the original training data (substi-
tution);

3. what is the interest of text generation for explainable classifiers, based on bag-of-
words representation.

After a presentation of usual data augmentation techniques for natural language pro-
cessing in Section 2.1, we detail our data augmentation scenarios based on artificial text
generation (Section 2.2). The tasks and experimental data are described in Section 2.3.1.
The experiments and their results for each of our research questions are reported in Sec-

tion 2.3.2 for the neural classifiers and Section 2.3.3 for bag-of-words based classifiers.

Personal contribution This work arises from the ideas and code of my internship pre-
ceding my thesis. I also took part in the experiments and the redaction once my thesis
started.

2.1 Data Augmentation for Natural Language Processing

Data augmentation refers to methods that generate synthetic data from existing data

to augment the training dataset. This is helpful for different reasons, such as alleviating
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data scarcity and limiting overfitting. Note that the new data should be as close as possible
to the original data with respect to the task (e.g., same class). Although less extensive
than for computer vision tasks [312], they are several data augmentation techniques for
tasks of NLP.

Some approaches add noise to the original examples to make the model more robust.
The noise comes from more or less complex automatic perturbations of the original exam-
ples, similarly to traditional computer vision augmentations. For example, swapping the
order of two words [375] or longer spans such as sentences [391]. The addition or deletion
of words [375] or sentences [391] is another source of noise. Then, some words can be
replaced, either by random ones [371] or by synonyms [178, 375, 236, 166] to keep the orig-
inal semantics as much as possible. The synonyms are found found in external resources
(such as WordNet [230]) [410, 375], or computed from static word embeddings [370] (such
as Glove [258] or word2vec [228]). Some studies leverage masked language models (such
as BERT [88]) to perform the local modification [386, 162]. These approaches work by
masking a word in the original example and using the model to replace it based on the
context. This resolves the possible ambiguity that might face static embeddings. It is
worth noting that, contrary to our proposed approach, when replacing a single word, the
new example is not totally different (the syntactic structure of the new example is for

instance identical to the original one).

Auto-regressive language models can also be used for data augmentation. For example,
through back-translation [387, 395, 99], that is, translating the original text to another
language and then translating it back to the original language. This results in a modified
version of the input sequence without replacing individual words. Even closer to our study,
some works use auto-regressive language models to produce a large quantity of data that
are similar to the original data distribution for relation extraction [252], sentiment analysis
of critics and questions [185] or for the prediction of hospital readmission and phenotype
classification [10]. These studies, contemporary to this one, suggest that neurally generated
samples can be used as data augmentation. In addition to adding more explorations on this
subject, our interest here is also to examine the gains and losses of our different scenarios
of using artificial data, their preparation, and to examine their effects on different families

of classifiers.
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Figure 2.1 — Different training scenarios: usual text classification framework (here with
a standard BERT classifier), generated data used as substitution (especially useful when
the original data cannot be shared), generated data as complement.

2.2 Generating Artificial Data

Let us assume to have a set of original texts 7 divided into n classes ¢;, from which
we wish to generate artificial texts G, for each class ¢;. As explained in the introduction,
we want to examine different scenarios of usage of these generated data: complement
or substitution. The scenarios, as well as the usual text classification framework, are
exemplified in Figure 2.1.

We use GPT-2 [269] because the experiments reported below need fine-tuning and, at
the time of the experiments, it was one of the most performant generative language models
whose weights were available. Better models released since should yield better results, but

the experiments reported below are still relevant to study the interest of the proposed
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scenarios. GPT-2 is trained on more than 8 million documents from Reddit (i.e., general

domain language such as discussions on news articles, mostly in English).

2.2.1 Fine-Tuning the Language Model

The first step is to fine-tune a language model on the original texts 7, so it generates
artificial texts that have the features of a target class ¢;. For this fine-tuning step, we
start from the large model (774M parameters) pre-trained for English and made available
by OpenAl. We fine-tune one language model per class with the original training data
from this class 7.,. Another possible training procedure is to adapt a single model but to
condition it with a special token indicating the expected class at the beginning of the text
sequence (i.e., at the beginning of each original example), as done by CTRL [172]. Due to
the limited amount of data available per class (compared to the number of parameters of
the model), we limit the number of steps to 2000 to avoid overfitting. The other fine-tuning
parameters are the default ones of the OpenAl GPT2 code that is used in our experiments.
On a Tesla V100 GPU card, this fine-tuning step lasts about 1 hour for each dataset (see
below).

2.2.2 Text Generation

For each class ¢; of the dataset 7, we use the corresponding model to generate artificial
texts G., which hopefully will fall into the desired class. We provide prompts for these
texts in the form of a start-of-text token followed by a word randomly drawn from the
set of original texts. For the generation, we used the default values that we give here
for reproducibility purposes, without detailing them (see the GPT-2 documentation):
temperature = 0.7, top_p = 0.9, top_k = 40. The generation of examples relies on
https://github.com/minimaxir/gpt-2-simple.

The texts generated for the class ¢; containing a sequence of 5 consecutive words
appearing identically in a text of 7., are removed. This serves two purposes : on the one
hand, it limits the risk of revealing an original document in the case where the 7., data are
protected, and on the other hand, it limits the duplicates which are harmful to the training
of a classifier in the case where the G., data are used in addition to 7.,. In practice, it
concerns about 10% of the generated texts in our experiments. In the experiments reported
below, 16,000 texts are generated for each ¢; class (this number of texts has been fixed

arbitrarily).
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2.3. Experiments

In the scenario where the data cannot be distributed, it is appropriate to ask whether
sensitive information can be recovered with the proposed approach. If the whole generative
model is made available, this risk has been studied [53], and exists, at least from a theoretical
point of view under particular conditions!. Providing the generator itself is thus not
possible. When only the generated data are made available, there is also a risk of finding
protected information in them. Without other safeguards, it is indeed possible that among
the generated texts, some are paraphrases of sentences of the training corpus. However,
in practice, the risk is very limited:

— first of all, because there is no way for the user to distinguish these paraphrases

among all the generated sentences;

— secondly, because additional measures can be taken upstream (for example, de-
identification of the train