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Résumé

Les plateformes de Cloud Computing mettent a disposition de leurs clients différentes ressources
informatiques a la demande. Cette externalisation rend les fournisseurs garants de la haute
disponibilité et de la qualité de leurs services. La gestion d’un parc de ressources mutualisées en
croissance constante demande de minimiser I'intervention humaine afin de suivre le changement
d’échelle des infrastructures et d’éviter les erreurs. Dans cette these, réalisée en collaboration
avec 3DS OUTSCALE, un fournisseur francais de cloud public, nous explorons le potentiel des
logs informatiques pour la détection automatique d’anomalies au sein des plateformes de cloud
computing.

Les journaux de logs sont écrits pendant I’exécution et fournissent des informations sur ’état
actuel d’un systeme. Ils sont déja largement utilisés a des fins diverses, telles que la surveillance,
le diagnostic, I'évaluation des performances ou la maintenance. Cependant, I'utilisation des
logs pour la détection automatique et en temps réel d’anomalies reste compliquée. La nature
complexe des plateformes de cloud computing doit étre diiment prise en compte. L’extraction
d’informations pertinentes & partir d’'une multitude de sources de logs et les évolutions fréquentes
de la base de code posent des défis et introduisent des risques d’erreurs. De plus, établir des
relations entre les logs au sein de tels systémes est souvent une tache impossible.

Les solutions de structuration visent a retrouver les variables injectées dans les messages des
logs. Notre premiere contribution implique une étude approfondie de deux de ces méthodes en
examinant 'impact de 'optimisation des hyperparameétres et du prétraitement sur leur précision.
Etant donné la nature laborieuse de I’étiquetage des logs dans le contexte des plateformes de
cloud computing, nous avons cherché a identifier des valeurs génériques potentielles permettant
une analyse précise dans divers scénarios. Cependant, nos recherches révelent I'impossibilité de
trouver de telles valeurs, soulignant ainsi la nécessité d’approches de structuration des logs plus
robustes.

Notre deuxieme contribution présente USTEP, une approche innovante de structuration des
logs en ligne qui surpasse les méthodes existantes en termes de précision, d’efficacité et de
robustesse. USTEP atteint une complexité temporelle d’analyse constante dans le pire des cas,
le distinguant ainsi de ses prédécesseurs pour qui le nombre de patrons déja découverts ralentit la
vitesse de structuration. A travers une analyse comparative de cinq méthodes de structuration
en ligne des logs utilisant 13 ensembles de données open source et un ensemble de données dérivé
des systemes de 3DS OUTSCALE, nous démontrons les performances supérieures d’'USTEP. De
plus, nous proposons USTEP-UP, une architecture qui permet 'exécution distribuée de plusieurs
instances d’USTEP.

Notre troisieme contribution présente Monilog, une architecture systéme concue pour la
détection automatique des anomalies a partir de journaux de logs. Monilog exploite des paires
modele/métrique pour prédire l'activité logs au sein d’un systéme et détecter les anomalies
en identifiant des changements de comportement. Les capacités prédictives de Monilog sont



reforcées par notre utilisation des récentes avancées dans le domaine de ’apprentissage automa-
tique. Il génere également des rapports détaillés mettant en évidence les composants impliqués
et les applications associées a une anomalie.

Nous avons implémenté une instance de Monilog a ’échelle d’une plateforme cloud et mené
des analyses expérimentales pour évaluer sa capacité a prévoir des événements anormaux, tels
que des pannes de serveur résultant de problemes de virtualisation. Les résultats obtenus souti-
ennent fortement notre hypothese concernant 1'utilité des logs pour la détection et la prévision
d’événements anormaux. Notre implémentation de Monilog a identifié avec succes des périodes
anormales et fournie des informations précieuses sur les applications concernées.

Avec Monilog, nous démontrons la valeur des logs pour la prédiction des anomalies dans de
tels environnements et proposons une architecture flexible pour les études futures. Notre travail
dans le domaine de la structuration des logs avec la proposition d’'USTEP et d’'USTEP-UP
nous fournit non seulement des informations supplémentaires pour la construction de modeles
de détection des anomalies, mais présente également des avantages potentiels pour d’autres
applications d’exploration des logs.

Keywords: Fouille de Données, Cloud Computing, Détection d’Anomalies, Apprentissage
Profond, Fluxr de Données, Séries temporelles, Systémes Distribués



Abstract

Cloud computing aims to optimize resource utilization while accommodating a large user base
and elastic services. Within this context, cloud computing platforms bear the responsibility
of managing their customers’ infrastructure. The management of an ever-expanding number
of IT resources poses a significant challenge. In this study, conducted in collaboration with
3DS OUTSCALE, a French public cloud provider, we investigate the potential of log data as a
valuable source for automated anomaly detection within cloud computing platforms.

Logs serve as a widely utilized information source for various purposes, including monitoring,
diagnosing, performance evaluation, and maintenance. These logs are generated during runtime
and provide insights into the current state of a system. However, achieving automated real-time
anomaly detection based on log data remains a complex undertaking. The intricate nature of
cloud computing platforms must be duly considered. Extracting relevant information from a
multitude of logging sources and accounting for frequent code base evolution poses challenges
and introduces the potential for errors. Furthermore, establishing log relationships within such
systems is often an insurmountable task.

Log parsing solutions aim to extract variables from the template of log messages. Our
first contribution involves a comprehensive study of two state-of-the-art log parsing methods,
investigating the impact of hyperparameter tuning and preprocessing on their accuracy. Given
the laborious nature of labeling logs related to a cloud computing platform, we sought to identify
potential generic values that enable accurate parsing across diverse scenarios. However, our
research reveals the infeasibility of finding such requirements, thereby emphasizing the necessity
for more robust parsing approaches.

Our second contribution introduces USTEP, an innovative online log parsing approach that
surpasses existing methods in terms of accuracy, efficiency, and robustness. Notably, USTEP
achieves a constant worst-case parsing time complexity, distinguishing it from its predecessors
for which the number of already detected templates is to be taken into account. Through a
comparative analysis of five online log parsers using 13 open-source datasets and one derived
from 3DS OUTSCALE systems, we demonstrate the superior performance of USTEP. Further-
more, we propose USTEP-UP, an architecture that enables the distributed execution of multiple
USTEP instances.

Our third contribution presents Monilog, a system architecture designed for automated log-
based anomaly detection within log data streams. Monilog leverages model/metric pairs to
predict log traffic patterns within a system and detect anomalies by identifying deviations in
system behavior. Monilog forecasting models are powered by the recent advances in the deep
learning field and is able to generate comprehensive reports that highlight the relevant system
components and the associated applications.

We implemented an instance of Monilog at cloud scale and conducted experimental analy-
ses to evaluate its ability to forecast anomalous events, such as servers crashes resulting from



virtualization issues. The results obtained strongly support our hypothesis regarding the utility
of logs in detecting and predicting abnormal events. Our Monilog implementation successfully
identified abnormal periods and provided valuable insights into the applications involved.
With Monilog, we demonstrate the value of logs in predicting anomalies in such environments
and provide a flexible architecture for future study. Our work on the parsing field with the pro-
posal of USTEP and USTEP-UP not only provides us with additional information for building
anomaly detection models but also has potential benefits for other log mining applications.

Keywords: Data Mining, Anomaly Detection, Cloud Computing, Deep Learning, Data
Streams, Distributed System, Time Series
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1.1 Context

1.1 Context

Cloud computing services offer users on-demand self-service access to a shared pool of IT re-
sources. This model provides clients with significant advantages [2; 3|, including elasticity,
enabling flexible scaling of computing resources according to their needs. Additionally, it of-
fers broad network access, allowing users to access cloud services from anywhere at any time.
Moreover, the pay-by-use model eliminates the requirement for substantial upfront investments
in computing resources, physical infrastructure, electricity consumption, and staff for system
administration, network management, and database maintenance. These costs are transferred
to the service provider.

The cost-effectiveness and flexibility offered by cloud computing have resulted in a widespread
adoption among businesses and organizations. However, this shift towards outsourcing also
places the responsibility on cloud service providers to ensure high availability and service quality.
From the provider’s perspective, this exponential growth (with a projected 29.8% increase in
the public sector by 2023 [4]) is accompanied by an expanding deployment of infrastructure
to manage. To cope with the constant expansion of resources, it becomes crucial to minimize
human intervention and adapt to changes in infrastructure scale while mitigating the risk of
errors. Consequently, the development of automated monitoring and alerting tools becomes
imperative to support administrators [5; 6; 7].

In large-scale online systems such as cloud computing platforms, even a single incident can
have a profound impact on millions of users [8; 9; 10]. This impact extends beyond the immediate
inconvenience and leads to significant financial consequences [11] as well as performance losses.
For example, a four-hour downtime in Amazon Web Services resulted in a staggering loss of $150
million !. Consequently, anomaly detection plays a crucial role in the development of secure

and reliable platforms. By enabling timely and accurate identification of anomalous events,

operational teams can swiftly respond and take measures to mitigate potential losses [12].

"https://aws.amazon.com/fr/message/41926/



1.1 Context

1.1.1 The Landscape of Cloud Monitoring

Cloud computing platforms are intricate systems comprised of numerous physical components,
distributed across multiple data centers. It is not uncommon for a large data center to contain
over 100,000 components, such as servers, network equipment, and storage platforms. Moni-
toring the health of such infrastructure poses a significant challenge for operational teams [13].
Site Reliability Engineers (SREs) often rely on metrics like network latency or Key Performance
Indicators (KPIs), such as the number of active virtual machines per region, to carry out their
tasks [14]. These metrics enable passive monitoring, where alerts are triggered when values
exceed preset thresholds (e.g., when the memory usage of a machine approaches its limit). Ad-
ditionally, SREs may employ manually defined rules to detect specific undesirable scenarios,
such as denial-of-service and distributed denial-of-service attacks, which pose a serious threat
to the availability of cloud computing environments [15]. Studies have shown that rule-based
approaches can effectively identify the machines responsible for such attacks and ban their IP
addresses [16; 17].

The rule-based approaches lean on expert knowledge to identify and encode new undesirable
scenarios. For example, they may monitor updates to lists of common vulnerability exposures.
However, the inability to detect or adapt to novel attacks or failures becomes increasingly prob-
lematic as the system expands [18]. In the context of cloud computing, platform updates and the
diversity of behaviors among components amplify the potential attack vectors and the occurrence

of false alarms within the system.

1.1.2 An Introduction to Logging

Capturing runtime information is a common practice within software systems [19; 20]. The
produced logs describe a vast range of events as well as variations in the monitored system
states [21]. Figure 1.1 is a sample of 20 log lines from a High Performance Computing cluster
(HPC) at the Los Alamos National Laboratories log file. Each line within a log file is called

a log event and is generated by a log statement inside the source of a program. Logs are
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1 2568643 node-70 action start 1074119817 1 clusterAddMember (command 1902)

2 2570772 node-124 action start 1074123150 1 clusterAddMember (command 1900)

3 2571927 node-28 action start 1074125371 1 risBoot (command 1903)

4 2572286 node-17 action start 1074126278 1 bootGenvmunix (command 1903)

5 2575909 node-162 action start 1074178193 1 boot (command 1911)

6 461572 node-116 action start 1145552379 1 wait (command 4219)

7 2566692 1897 boot_cmd success 1073991950 1 Command has completed successfully

8 2614626 2001 boot_cmd success 1074752045 1 Command has completed successfully

9 441208 Interconnect-@N@@ switch_module fan 1143979502 1 Fan speeds ( 3534 3534 3375 skkx 3497 3479 )
10 130987 3504 bhoot_cmd abort 1111858191 1 Command has been aborted

11 27385 Interconnect-@N@2 switch_module control 1101771720 1 power/control problem
12 30700 Interconnect-1T00® switch_module bcast-error 1076189965 1 Link error

13 198942 gige5 gige temperature 1078030594 1 normal

14 225213 gige7 gige temperature 1078547960 1 warning

15 225104 gige7 gige temperature 1078536860 1 normal

16 224786 node-158 node temperature 1078514733 1 ambient=31

17 2558082 Interconnect-1IN@1 switch_module error 1073073636 1 Link ok

18 2557405 Interconnect-1TO1 switch_module error 1072965457 1 Link error

19 2557080 Interconnect-1IN@1 switch_module error 1072913499 1 Link error

20 2556365 Interconnect-IN@1 switch_module error 10872790564 1 Link in reset|

Figure 1.1: A Sample of a Log File From an HPC System

semi-structured data, with a header following a fixed format and a message which is left to the
discretion of the developers. For instance, the illustrated HPC logs follow the following format:
“Logld Node Component State Time Flag Message.”

Due to the flexibility of their format, logs have been widely adopted in practice and it is
reasonable for the equipment of a single data center to generate billions of log lines per day.
Although many logs are being collected and stored during the normal operation of a Cloud
platform, they are rarely exploited in real-time. It is when a technical issue arises, or a cloud
service delivery is interrupted, the collected logs become the most important source of the

troubleshooting and tracing efforts by the SRE department [13].

1.2 Research Objectives and Axis Covered by This Manuscript

In this thesis, we explore the automation of the exploitation of logs to detect anomalies and
predict incidents within a cloud computing environment. The goal was to design and implement
an innovative autonomous log-based Anomaly Detection (AD) system, capable of detecting

anomalies on a cloud computing platform with high accuracy and minimal false positives to
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reduce false alarms; characterize the anomalies according to properly target the experts able to
manage the alerts and provide them with all relevant information; process a large volume of log
files online with a short detection time.

This research project is supported by 3DS OUTSCALE, a French provider of multi-sovereign
cloud services. The company extensively employs logs to monitor various systems comprising
their cloud computing platform, as well as to identify undesirable outcomes like virtual machine
crashes and security breaches. Being able to conduct this study within an industrial context has
granted us opportunities to gather insights from field experts and validate our proposals using

a large-scale, real-world cloud platform.

1.2.1 Elements of Vocabulary

Within this manuscript, we will regularly use the terms: autonomous, robust, efficient, and
precise. We, therefore, think it is important to precisely define here the meaning of these terms

within the context of this manuscript:

Autonomous: A system will be considered autonomous if it can perform a targeted task

for an extended period (months), without the need for human assistance.

e Robust: A robust system retains its operational capability despite changes occurring
within its environment. Such environmental changes can for instance be the appearance of
new log statements inside the source code of 