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INTRODUCTION

This general introduction highlights a brief overview of the background and motivation
for conducting the research on the reliability study that involves developing degradation
and lifetime reliability models of analog and digital circuits at the Integrated Circuit (IC)
chip level developed by manufacturers, with regards to assessing the Electromagnetic
Compatibility (EMC) performance, in particular, the conducted immunity to the elec-
tromagnetic (EM) disturbances due to the influence of different specified environmental
stress conditions (i.e., thermal and electrical voltage overstress). It is then followed by
providing research objectives aligned with the title of the thesis report. Afterwards, the
organization of the thesis report is presented, prior to mentioning a list of associated
publications, in scientific journals and conferences. Note that all the figures, tables and
results provided in this report are produced by the author, unless specified otherwise.

Motivation for EMC and Reliability Study of ICs

Over the past few decades, electronic products have become increasingly pervasive in
everyday life. The semiconductor industry simultaneously incorporates more and more
circuits onto Printed Circuit Board (PCB)s in an effort to provide more functionality at
lower power consumption, higher speed, and smaller dimensions. Not only have their com-
plexities increased, but they are also increasingly exposed to EM contamination sources,
particularly as a result of the heavy congestion of ubiquitous wireless systems emitting
EM signals across a broad spectrum of frequencies. Therefore, the ability to operate
these devices without interfering with one another is of the utmost importance. Parti-
cularly, their EM conduction/emission must be regulated, and they must be sufficiently
immune to other Electromagnetic Interference (EMI). EM disturbances in Integrated Cir-
cuits (ICs) can originate either (1) from the external environment (external immunity
issues) : they are generated by other devices and propagate through PCB tracks and har-
nesses (conducted mode) or as EM waves (radiated mode), or (2) from within the IC itself
(internal immunity, auto-immunity issues) : for instance, a million-transistor digital block
can generate current spikes flowing through the power supply network, whixh is likely to
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disturb an analog, digital or mixed signal block located on the same die. Within a given
frequency range, the conducted or radiated emission level of an IC (the "aggressor") can
reach and even exceed the susceptibility level of the other (the "victim").

The rapid speed of invention, as well as the industrial EMC trend, support the massive
need for downsizing of ICs with ever-increasing functionality. According to the Interna-
tional Technology Roadmap for Semiconductors (ITRS), reduction of the geometric size
or dimention of the IC enables the integration of an increasing number of functional logic
gates and transistors on an IC, but at the expense of power consumption and peak current.
With peak currents of several hundreds of amperes, aPCB and system designer cannot
rely solely on ’classical’ PCB-level EMI reduction techniques to ensure that their product
complies with standard EMC regulations. As a result, IC designers must consider the
necessity for EMI suppression at their own level. Such efforts to create a modern IC chip,
which governs certain processes in electronic embedded systems, not only make the IC
more prone to partial or complete failure in the presence of an EM disturbance, but also
make maintaining acceptable EMC characteristics much more difficult that distinguishes
competitors in the IC manufacturing industry. The susceptibility to EM disturbances has
resulted in growing safety and robustness to EMC specifications concerns, necessitating
the development of techniques to reduce undesirable EM susceptibility to EMI. This ex-
plains why there are a number of international EMC/EMI guidelines and standards (such
as IEC, IEEE, and CISPR) that specify essential requirements not only for military,
medical, and automotive applications, but also for commercial products.

Every IC package (including pins) possesses conducted immunity levels, and its failure
is susceptible to exposure to either electric or magnetic field. Depending on the IC’s
internal architecture and pin couplings, EM disturbance can affect the IC’s performance
to the point where it exceeds the immunity levels to electric and magnetic field (e.g., all
ICs are sensitive to both fields with varying frequency responses). Furthermore, as the
clock frequency of digital sequential circuit blocks embedded in modern micro-controller
IC chips increases, EMI shifts to the thousands of megahertz or gigahertz range, which
requires an extension of currently available immunity characterization methods to this
frequency band. As a result, determining those EMC values allows engineers to analyze
the IC while also knowing its conducted immunity/emission levels.

In addition, when an electronic product is designed for mass production, the func-
tional behavior of each function is tested and validated under environmental conditions
to ensure that the product will not malfunction when subjected to particular types of
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stress. Typically, thermal conditions, aging, humidity, and vibration are considered when
evaluating such objectives. In the EMC domain, PCBs are typically designed for nominal
and ambient conditions ; however, the issue arises as to how the EMC performance will
evolve as a result of these parameters. This demands not only evaluating the drifts of
EMC levels of an electronic circuit throughout its lifespan in a given environment, but
also determining sufficient margins to ensure compliance with EMC limits throughout
the product’s lifetime. Those accelerated aging tests make it possible to evaluate only
the EMC degradation variations after aging under specified stress conditions, whereas the
long-term EMC prediction under such conditions cannot be estimated without develo-
ping an accurate reliability model. The latter permits the prediction of EMC conducted
immunity performance throughout the product’s lifecycle, which is of great assistance to
IC manufacturers in evaluating the trade-off between device performance and fabrication
cost prior to manufacturing ICs.

Exposure to various environmental stress conditions can have a severe impact on the
conducted immunity profile of an IC level, leading to operational failures with different
failure modes (i.e., soft and hard) associated with different failure mechanisms. Those
failures occur due to the coupling of EM disturbance signal on the IC pin, causing tem-
porary and/or permanent malfunction due to exceeding the acceptable EMC limit. Aging
can have a considerable impact on the degradation of the EMC performance of the analog
and digital circuit components in an IC chip. As a result, the appropriate operation of the
electrical performance of those ICs is also compromised, reducing the intended lifetime,
reliability, and durability of an electronic component or electronic system. Maintaining
the desirable long-term EMC robustness of the analog and digital circuit components
embedded in an IC chip is therefore essential for ensuring the durability of an electronic
component over its lifetime. In order to minimize re-design and production costs, it is
necessary, during the design phase of an IC, to ensure its optimum reliability and durabi-
lity while adhering to the industry standards for long-term EMC qualification. Therefore,
it is essential to ensure that the ICs operating in an electronic system generate as few
EM disturbances as feasible and exhibit less susceptibility to the EMI caused by other
disturbance sources over the course of their entire service life.

The predicted operational lifetime of analog and digital ICs designed and developed by
manufacturers for various purposes (e.g., medical, aviation, automotive, and so on) may
be several months or years. Accurate assessment of the lifetime reliability of ICs can be
difficult, and it is critical to consider how its functionality varies due to changing external
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factors such as environmental operating conditions (i.e., thermal, humidity, pressure, vi-
bration, mechanical shock, electrical voltage overstress) over the course of its operational
life. Throughout the life cycle of an IC in an EM environment, it is essential to charac-
terize its long-term evolution of the EMC robustness by analyzing the variations of the
conducted immunity level in both the transient and frequency domains due to exposure
in harsh environmental stress (temperature and/or humidity variations), which may also
be incorporated to estimate its lifetime reliability.

This thesis work aims to investigate and evaluate the impact of accelerated ageing
on the long-term evolution of the EM robustness of both analog and digital circuits at
the IC level. Consequently, the primary goal of the research work is to develop predictive
degradation and lifetime reliability models to estimate unknown degradation model and
lifetime reliability metrics (i.e., Instantaneous Failure Rate, Acceleration Factor, Mean
Time-to-Failure, Probability of Failure) of the tested ICs in nominal as well as other
tested or untested accelerated environmental stress conditions, while considering that the
IC is robust and maintains the EMC compliance level within the whole lifetime of the
equipment in an electronic system which they belong to. Eventually, those developed
models should be validated and to become the part of the EMC performance evolution
data that should be supplied by the IC manufacturers, in order to facilitate the design of
functional and durable electronic products.

Objectives of the Thesis

The manuscript aims to propose and develop degradation and reliability models for
the industry representative manufactured analog and digital IC samples by assessing the
long-term evolution of the EMC conducted immunity performance under the influence
environmental constraints. Those developed models enabled to predict the unknown de-
gradation and lifetime reliability parameters, depending on characterizing the conducted
immunity measurements performed in accordance to the designed Accelerated Degrada-
tion Test (ADT) plan. In addition, those developed models would enable to predict the
reliability parameters in nominal as well as tested or untested different environmental
stress conditions, while estimating the conducted immunity performance by developing
the Integrated Circuit Immunity Modeling-Conducted Immunity (ICIM-CI) models of the
tested Device Under Test (DUT) samples. The objectives of the research work presented
in this report can be summarized as follows :
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1. Conduct a comprehensive state-of-the-art review on developing the ICIM-CI mo-
dels of various analog circuits, and compare the simulation model results with the
conducted immunity performance measurement results obtained by performing va-
rious EMC tests (i.e., EFT and DPI).

2. Investigate and analyze the evolution of the EM robustness of analog ICs under the
influence of multiple ageing stress conditions (i.e., thermal and electric overstress
voltage).

3. Develop and couple accelerated degradation test model to predict the lifetime relia-
bility parameters based on the functional performance of the designed low voltage
dropout analog circuit with adjustable output in 180 nm CMOS technology.

4. Conduct a comparative study to evaluate the conducted immunity of functionally
identical analog ICs by integrating different obsolescence and the impact of different
thermal stress conditions.

5. Investigate the influence of applying thermal step-stress ADTs combined with
constant electrical overstress conditions on the developed ICIM-CI models of the
studied analog ICs.

6. Develop degradation and accelerated life test reliability models to predict the de-
sired parameters based on the variation of the long-term EM robustness of both
analog and digital circuits, depending on the defined multiple external stress condi-
tions applied while performing different types of ADTs.

Thesis Organization

According to the general concepts on the need to conduct the research study on the
reliability modeling of ICs based on the Electromagnetic Robustness (EMR) under the
influence of external environmental stress conditions, the thesis report is organized in five
chapters, excluding the present and the main conclusion and perspective chapter of the
thesis report.

Chapter 1 provides an overview of the existing literature available on how to propose
and develop different kinds of EMC simulation models (i.e. ICIM-CI, ICIM-CPI, ICIM-
CE, ICEM-CE and so on) to compare with that of the measured conducted immunity
and emission of various analog and digital circuits, in accordance to the current interna-
tional electrotechnical commission (IEC) standards (i.e., IEC 62433-4 and IEC 62433-2).
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Furthermore, the effect of continuous aging on the evolution of the EMC performance
of various analog and digital circuits (e.g. operational amplifier and oscillator) is explo-
red. Furthermore, the DPI and EFT experimental techniques required for performing and
characterizing the conducted immunity of ICs in the time and frequency domains are
discussed, followed by providing an overview of the basic terminologies, concepts, and
general principles focusing on the IC-EMC reliability study.

Chapter 2 presents a case study of an analog Complementary Metal-Oxide-Semiconductor
(CMOS) voltage regulator circuit designed in 180 nm analog-mixed signal (AMS) bulk
technology with the goal of proposing and developing the degradation model based on
the functional performance degradation data of the developed electrical simulation mo-
del, subjected to multiple accelerated temperature and electrical overstress conditions.
Furthermore, an Accelerated Life Test (ALT) was proposed and developed with the help
of the Maximum Likelihood Estimation (MLE) method for predicting model constant
parameters and required reliability characteristics under the effect of applied accelerated
stress conditions.

Chapter 3 investigates the conducted immunity of identical pin-compatible analog
ICs developed by different manufacturers under the influence of the specified different
temperature stress conditions, while integrating the obsolescence or the second-source
in life-long systems. Moreover, the impact of applying extreme high and low thermal
environmental stress on the developed Passive Distribution Network (PDN) and Immunity
behavioral (IB) blocks of the developed ICIM-CI models of the studied analog ICs is also
compared and analyzed.

Chapter 4 highlights the influence of ageing on the currently available ICIM-CI models
to predict the EMC performance at the IC level. The influence of performing ADT on the
observed conducted immunity drifts of different analog tested ICs with similar functio-
nality is explored and analyzed. The ICIM-CI models, with and without considering the
accelerated ageing impact, are developed and compared by analyzing the effect on both
the developed PDN and IB models of the fresh and aged IC samples. This study emphasize
on the importance of including versions of those available EMC model standards.

Chapter 5 investigates the effect of applying multiple accelerated stress factors (i.e.
thermal and electrical voltage), while performing the thermal step-stress ADTs on the
evolutions of the long-term EMR of the tested analog ICs and constant stress ADTs on the
digital circuit embedded within the Attiny85 micro-controller IC chip samples, followed
by developing and constructing the suitable EMC performance degradation models and
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the ALT reliability models to predict the necessary model parameters.

Publications

The conducted research study presented in this thesis has resulted in the following
peer-reviewed journal articles and conference proceedings. Figures and Tables illustrate
the results of those publications, which have been referenced and cited within the chapters
to demonstrate the originality of the author’s own work. The list of peer-reviewed journal
articles and conference proceedings are mentioned as follows :
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Chapitre 1

A STATE-OF-THE-ART ON IC-EMC
RELIABILITY : METHODOLOGY,

MODELING AND AGING IMPACT ON THE

EMC OF ICS

EMC is the ability of an IC to function satisfactorily in its EM environment without
introducing intolerable EM disturbance to anything operating in that environment. In
order to guarantee the functional safety of electronic applications and the simultaneous
operation of all nearby electronic devices or other ICs in a given EM environment, the
EMC performance operating in an EM system should be within the desired level. Dif-
ferent EMC standards (such as, IEC 61963 and IEC 62132) for ICs are now available for
a variety of applications, including automotive, avionics transport, medical, and telecom-
munications.

Although the size and dimension issue of an IC is usually considered, the EMC issues
are not considered by IC designers during the design stage because it was only addres-
sed at the system and PCB levels. ICs are the sources of noise emission and sensitivity,
so they are the source of several EMC constraints and issues related to the conducted
immunity or susceptibility to external EM disturbance signals. Due to the ongoing deve-
lopment of CMOS technology trends related to an increase in clock speed, an increase in
IC design complexity, and a decrease in the size of the transistors within ICs operating in
nanoscale electronic circuits or devices, ICs are becoming more sensitive to noise [1]. Fur-
thermore, the integration of Deep Sub-Micron (DSM) circuits in EM environments under
harsh external environmental conditions implies evolution of functional electrical charac-
teristics and/or performances of the ICs as well as continuation of the internal physical
degradation or failure mechanisms, which affects the functional safety of the EM devices
[2]. Considering the EMC issues of ICs and their evolution in critical environments, the
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study of IC-EMC, along with the lifetime reliability of ICs, is essential to characterize the
long-term evolution of the EM robustness at different external operating conditions (e.g.,
temperature, humidity, electrical voltage and vibration) [3].

In this first chapter, the objective is to conduct a comprehensive review of literature
works and their research findings on developing accurate immunity and emission models of
ICs, with a particular emphasis on quantitative evaluation of experimental characteriza-
tion based on various IC-EMC measurement methods under various ALTs. The subsequent
sections of this chapter presents a few recent researches on the methodology to develop,
extract and validate various types of the EMC models, such as ICIM-CI, Integrated Cir-
cuit Immunity Modeling- Conducted Pulse Immunity (ICIM-CPI) and Integrated Circuit
Emission Modeling-Conducted Emission (ICEM-CE) based on the IEC modeling stan-
dards, proposed for predicting and analyzing the EMC performance of various types of
analog and digital circuits designed within a test chip. Those developed models were si-
mulated and compared with the DPI conducted immunity measurements performed on
different pins of the tested IC samples. In addition, literature studies on investigating the
evolution of the EMR of ICs have been discussed ; these existing research studies provide
an overview of how applying various types of stress factors (i.e., thermal and electrical
overstress) with specified magnitude and stress duration could influence the conducted
EMC performance of ICs. In addition, an overview of the general principle on reliability
study of electronic components at the IC level is presented to highlight the need to incor-
porate and integrate the environmental impact on the EMC performance for developing
the degradation and reliability model. Those modes would allow to predict various reliabi-
lity matrices taking into account of the conducted immunity EMC performance evolution
of the tested ICs subjected to the aging caused by extreme stress conditions.

1.1 EMC of ICs : Conducted Immunity Measure-
ment and Analysis

The conducted immunity level of ICs should be within the desirable range for main-
taining the functional safety and reliability of electronic systems in various complex ap-
plications such as automotive and aeronautic. Throughout the operational lifetime of
ICs, harsh environmental conditions, such as, extreme high or low temperature, humidity,
shock, and stress tend to cause intrinsic physical degradation, resulting in significant va-
riations in the lifelong EMC performance of IC device [4], [5]. Therefore, predicting the
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lifetime reliability under the external environmental stress conditions and maintaining
their long-term EMR, while operating within a system in any application is a critical
issue that needs to be addressed.

According to IS0 11451, "EMC" is "the ability of a device, equipment or system to
function satisfactorily in its EM environment, without introducing EM disturbances that
could interfere with the proper operation of the devices or systems located in its environ-
ment" [6]. Since EMC difficulties emerge in an EM environment (EM) from three elements,
the source or aggressor, the victim, and the coupling mechanism [7]. The term "source"
refers to the source of the EM energy that creates the disturbances, whether natural (i.e.,
lightning or man-made (for example, electrostatic discharge). The term "victim" refers
to an IC or electronic equipment that receives the EM disturbance from the aggressor
and has its electrical properties impaired as a result of EM interference operating on the
electronic component. The term "coupling path" refers to the manner of coupling (cable,
parasitic inductance, power rails, ground, parasitic capacitance, traces on a printed circuit
board (PCB), and antenna) that causes harmonic disturbances to be transmitted from
the source to the victim.

Characterizing and determining complex EM immunity and emission issues of ICs un-
der complex EM environment is essential for accurate evaluation of EMC and reliability
of ICs. The IC-EMC lifetime reliability metric refers to the function that can be expressed
in terms of parameters to indicate or predict how long the system would be performing
before exhibiting various EMC failures under different external operational conditions
[8]. Adopting realistic and accurate model construction with precise model validation to
predict EM immunity and emission performance of ICs have attained significant impor-
tance to IC designers and manufacturers. Evaluation of predictive EMC simulation results
would be necessary to IC chip designers and manufacturers for reduction of time, number
of prototype cycles and fabrication cost prior to manufacturing various kinds of ICs [8].

Simulating immunity and emission models can help IC designers to understand and
anticipate EMC levels to conducted harmonic disturbance when applied to IC pins, which
in turn enable IC manufacturers to provide conclusive statement on whether IC would
be EMC compliant prior to manufacturing. Moreover, EMC model construction and ob-
taining EMC results by simulations in various CAD software are considered very useful
and easy to analyze compared to that of performing various EMC performance characte-
rization tests in accordance to the existing IEC standards (IEC 62132-4, IEC 61967-4).
Developing and constructing the conducted immunity and emission models to predict the
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EMC performance of ICs at the device or component level would enable the determina-
tion of different induced failure mechanisms and their origin caused by injecting conducted
EFT pulses into different IC pins as well as by coupling high frequency RF signals to in-
duce noise by causing EMI onto different analog and digital input and/or output as well
as power supply pins of the IC chip.

1.1.1 Transient EM conducted immunity measurement of ICs

Several studies have been conducted to characterize the immunity profile of various
analog and circuits embedded in an IC chip based on the IEC standard tests (i.e., EFT,
DPI).

In accordance with the IEC 61000-4-4 standard [9]-[10], the EFT/Burst testing me-
thod is commonly used to evaluate the EM conducted immunity of ICs to the transient-
conducted interference. The generator generates an EFT signal consisting of a sequence
of bursts in transient mode that may be injected directly to either functional or power
supply pins of ICs via magnetic or electric coupling. Hence, EMI causes temporary mal-
function or even permanent damage to the integrated circuit [11]. EFT generator can
generate interference pulses with high repetitive frequency (MHz), amplitude (U), short
rising time (tr), pulse duration (td) and pulse width (tw). The characteristics of the wa-
veform of a single Langer probe that emits EFT injection pulse that complies with the
IEC standard 61000-4-4 is presented the Figure 1.1 [11], which was injected into different
IC pins (i.e., I/O, Vdd and GND) using the voltage injection probe (P200). The injection
probe was connected to the EFT generator, which could generate the EFT pulse with tr,
td, EFT burst or pulse frequency and burst duration of 1.5 ns, 5 ns, 10 kHz and 6.5535 s,
respectively. Moreover, the standardized waveform of the EFT pulse has an exponential
shape with rapid rising and falling slope.

Table 1.1 shows the various parameters of the EFT pulse, whose magnitude can be
varied within a certain range and conforms to the IEC 6100-4-4 standard [12]. With the
voltage probe (P301), this EFT burst of pulses can be injected into different IC pins,
triggering various forms of failure (i.e. soft and hard failure).

The EFT testing method is a destructive method due to injecting the EFT voltage
above a certain voltage limit to different pins of the IC under test, which can affect its
functionality in terms of current or voltage fluctuations. The block diagram for the EFT
test setup used to evaluate the immunity of the several I/O pins, power supply (VDD)
and ground (VSS) pins in the time-domain or transient mode is shown in the Figure 1.2
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Figure 1.1 – EFT pulse waveform injected into the IC pins using the P200 probe [11].

Table 1.1 – Parameters of the burst for the EFT test [12].

[13]. The EFT test bench was consisted of the EFT source integrated with the control
software for generating the EFT signal with fixed parameters, the DUT mounted on the
EMC test board, DC power supply, ground plane, injection probe (P250) for injecting the
EFT pulse into the IC pins and the oscilloscope for the EFT source to monitor the EFT
measurement results.

In [14], researchers injected the EFT pulse into the VDD, GND and several I/0 pins
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Figure 1.2 – EFT pulse waveform injected into the IC pins using the P200 probe [13]

Table 1.2 – Classification of different failure modes observed during the EFT test [11],
[14].

of the DUT in order to investigate the immunity of different pins of the DUT. Different
types of failure modes or error states (A, B, C, D and E) were identified due to the
injection of the EFT voltage on these pins under test (PUT). The immunity criterion to
the EFT disturbance was detected and evaluated by observing these different kinds of
failure modes on the tested IC pins. Table 1.2 shows four failure modes identified during
the EFT immunity test conducted on the IC DUT [11], [14]. These observed failure modes
can be categorized into three different types of failure mechanisms (e.g. soft failure, power
recycling and self-recovering failure). Soft-failure (C) could be observed when the normal
operation of the micro-controller IC under test would be interrupted due to the injection
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of the EFT pulse on its pins and the DUT would only resume its normal functionality
due to the removal of the EFT pulse and upon the activation of reset pin. This failure
mechanism would be observed due to the wrong switching of the logic gates resulting in
an unexpected storage of data in the flash memory or register [11], [14].

Power recycling failure is caused by the error state D as shown in the Table 1.2 due to
the latch-up of the CMOS devices within the DUT, which can be detected by observing a
large spike of the current or EFT voltage injected on the PUT. This phenomenon would
occur due to the switching of the internal transistors (i.e., NPN and PNP) into the on-
state above a certain EFT voltage injection on the PUT, generating a significantly large
current to flow through the low resistance conducting path developed between the VDD
and the VSS pin of the DUT [13]. Self recovering failure mode or error state B would
occur when the microcontroller is disturbed due to different failure mechanisms, such as,
power-on reset (POR), watchdog reset (WDOG), external pin reset (PIN), loss of clock
(LOC), and low-voltage detect (LVD). If the VDD voltage would be lower than the reset
voltage of the DUT, then the POR is triggered. LVD would be activated for protecting the
data stored in the register of the microcontroller DUT, when the VDD is reduced below
the lowest permitted detected voltage (LVDL). In order to prevent this failure mechanism,
the DUT might be equipped with the low voltage prevention circuit, which would ensure
the IC to remain in the reset state until its VDD would become greater than the VLDL
after the EFT pulse is removed [11].

In [14], the EFT test conducted to evaluate the conducted immunity of the the VDD
and I/O pins of two different micro-controllers. The IC with 8051 architecture was denoted
by ’S’, and the other IC was labelled as ’M’ due to having the ARM architecture. Different
error states (i.e. A, B, C and D) or permanent malfunction induced by the EFT pulse
were considered as the immunity criterion for assessing the conducted immunity of the
tested ICs to the transient disturbance. The EFT voltage injected to the power and IO
pins on the two DUTs is shown in the Figure 1.3, and different error states were observed
on the pins under tests (PUTs), depending on the magnitude of the injected EFT voltage
prior to causing the tested ICs to malfunction permanently. Due to the injection of the
positive polarity EFT voltage on the power pins of the DUTs, the Figure 1.3a showed
that the immunity of the IC chip (i.e., ’M’) was less compared to the other IC as the error
state C was observed due to injection of higher EFT voltage on its VDD pins. However,
the ’S’ chip showed error state A upto low EFT voltage, followed by observing the mode
B failure due to injecting high EFT voltage on its VDD pins. Similarly, the Figure 1.3b
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illustrates that the IO pins of the ’S’ chip was more immune to the EFT disturbances
compared to the other tested IC. The IO pins of the ’S’ could withstand higher EFT
voltage injection than that of the ’M’. Besides, the ’M’ chip showed higher degree of
failure modes (i.e., state C), while the ’S’ chip could only demonstrated failure mode B
[14]. While comparing the EFT results depicted in the Figures 1.3a and 1.3b, it was found
that the IO pins required higher EFT voltage (indicated in the y-axis) injection than those
VDD pins for observing different failure modes, and causing permanent degradation of
the IC functionality induced by the EFT disturbance.

(a)

(b)

Figure 1.3 – EFT voltage injection on DUTs with different error states observed (a)
VDD ; (b) IO pins [14].
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1.1.2 Conducted immunity measurement of ICs in frequency
domain

The DPI conducted immunity testing method is regarded as one of the most effective
techniques for characterizing the conducted immunity of ICs in the presence of radio
frequency (RF) continuous-wave single-tone EM disturbances. The RF signal at a specific
frequency (f) with conducted forward power is injected into various IC pins via the cable
harness or PCB traces to ensure an efficient coupling mechanism during the conduction
mode propagation of the RF signal power [15]. The DPI immunity test can be conducted
in accordance to the IEC 62132-4 standard [16]. The DPI test-bench setup consists of the
different electrical components to characterize the effect of inducing the conducted EM
disturbance on the functionality of an IC sample under test. In general, the DPI test bench
is composed of radio-frequency (RF) signal generator, RF power amplifier, bi-directional
coupler, decoupling network, power meters, oscilloscope and a control computer to monitor
the relevant output data [2].

Figure 1.4 – DPI test setup for characterizing the conducted immunity of an IC under
test [17].

In [17], the DPI test setup used for characterizing the conducted immunity of an
inverter circuit between the DPI frequency range between 1 MHz and 1 GHz is shown in
Figure 1.4. The injection setup refers to the decoupling network, which consist of a 47 pF
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coupling capacitor or the bias tee connected in series. The RF signal generator is used as
an interference source to send continuous-wave harmonic disturbance signal at a specific
signal power, which is then amplified by the RF amplifier. The use of the wideband bias
tee is crucial for allowing the continuous sinusoidal RF signal generated by the RF signal
generator to superimpose on the DC signal of the power supply pin of the DUT, whereas
one end of the inductor is connected to the external power supply and the other end to
the coupling capacitor. The RF power amplifier is used to amplify the power of the RF
signal, which is then injected to the PUT of the IC through the injection capacitor that
blocks the DC signal provided by an external power supply, after flowing through the bi-
directional coupler. A bi-directional coupler is connected with two different power meters
for measuring the RF signal forward and reflected power, respectively. The DPI failure
criterion is considered depending on the DUT specifications, sensitivity of the circuit,
functionality in nominal condition and the applications where the IC usually operates.

Figure 1.5 – Proposed flowchart for the DPI test algorithm to characterize the conducted
immunity level of an IC under test [17].
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DPI test algorithm was implemented according to the IEC 62132-4 standard for eva-
luating the conducted immunity level of the DUT, which is shown in the Figure 1.5 [17].
The amplitude of the RF signal power was incremented linearly, while varying the DPI
frequency between 50 and 1000 MHz with a linear step size of 50 MHz. If the measured
RF signal power at any corresponding DPI frequency would exceed the considered failure
criterion, that minimum power injected on the DUT the DPI failure should be recorded
at each corresponding frequency for causing the DPI failure.

Figure 1.6 – DPI test result for evaluating the conducted immunity level of an IC under
test at different failure criterion [17].

Different failure threshold criterion (i.e., ±20%, ±30% and ±40%) variations of the
nominal output voltage level and a ±10% jitter variation were considered [17]. Figure 1.6
plots two different conducted immunity waveforms of the DPI measurement data (i.e.
forward power and frequency) for a CMOS inverter circuit at different failure criterion. It
was found that greater amount of forward power was needed to exceed the +40% failure
criterion compared to that of the +30% variations considered on the nominal output
voltage. Hence, the tested CMOS inverter circuit showed higher conducted immunity
profile throughout the entire DPI range due to considering higher criterion (i.e. +40%
against +30%).

The DPI simulation algorithm was proposed in [15] based on the DPI test measure-
ment procedure established in accordance to the IEC 62132-4 standard [16]. Figure 1.7
demonstrates the DPI flowchart based on the DPI measurement performed on the digital
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Figure 1.7 – DPI test algorithm setup for evaluating the conducted immunity level of
an IC under test [15].

core of the custom-made CESAME IC chip fabricated in 0.18 um CMOS technology. The
flowchart shows that DPI frequency of the disturbance signal was considered to vary bet-
ween 10 MHz and 1 GHz with a linear step size of 10 MHz. The simulation was conducted
in the time-domain at each DPI frequency. Moreover, considering a fixed DPI frequency,
the generated RF signal power was incremented linearly with a small step-size from a
minimum value (e.g., −30 dBm) to the maximum power limit (40 dBm) until the DPI fai-
lure would be observed. The DUT was considered to fail if the considered failure criterion
(i.e., ±20% variation on the voltage of the output data and a jitter more than ±10% of
the data output edges) was exceeded due to injecting the amplified RF disturbance signal
on the power supply pin of the NORM digital core of the DUT.

The exact injected power into the IC PUT at each corresponding DPI frequency
was recorded when the failure criterion condition was achieved. Figure 1.8 plots both
the measurement and simulated data of the injected power versus the DPI frequency
ranging between 10 and 1000 MHz [15]. The proposed DPI simulation model could be
validated as the simulation results was found to be comparable to that of the experimental
measurements due to observing similar frequency matching locations at the high and low
conducted immunity data points (i.e., injected power). However, a significant difference
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Figure 1.8 – Simulation and the measurement result for evaluating the conducted im-
munity level the DUT [15].

of around 20 dBm injected power between the measurement and simulation curves could
be observed above 360 MHz due to the ripples, without taking into account of the the
power losses within the DPI system in the proposed model.

1.1.3 Conducted immunity and emission modeling techniques
of ICs

Producing accurate EMC models enables to predict the conducted immunity and
emission levels ICs accurately in both time and frequency domain, as well as allows de-
termination of various failure modes and mechanisms activated due to either injecting
the EFT signal or coupling of a continuous sinusoidal disturbance signal with a single-
tone frequency to both analog and digital circuit structures (i.e., oscillator, regulator,
micro-controller and so on) embedded within different IC model [8].

Numerous researches were conducted on developing EM immunity and emission mo-
dels. Different types of immunity models for low dropout regulator (LDO) were proposed
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and designed and fabricated in CMOS 90 nm technology [18]. Those immunity models
were compared to experimental results for highlighting importance of including PCB track
model, on-chip package, decoupling and parasitic components network to design the IC
model with greater accuracy. Moreover, immunity behavior of digital cores embedded in
an IC designed in 0.18 µm CMOS technology was studied and evaluated using the de-
veloped immunity model involved construction and extraction of different components
including PCB track model, IC package and lead model, DPI immunity test setup model
and transistor based model for digital cores [15].

The basic ICIM-CI structure of an IC chip to coupling of conducted harmonic distur-
bance on various input/output pins, VDD and ground (GND) pins is based on readily
available ICIM-CI standard proposal based on standard IEC 62433-4 [19]. The dual port
ICIM-CI model structure was proposed in [20] for conducted transient EFT pulse applied
on different IC pins shown in Figure 1.9. That model composed of PDN that consists of
passive lumped resistive, inductive and capacitive components for modeling the path way
of EM interference injected at different disturbance input (DI1 and DI2) terminals of IC.
It consists of IB that represent different circuit schematic embedded in the IC. Applying
failure criterion to different observable outputs (OO) pins of the IB blocks would allow
identifying the IC failure types and immunity level to conducted interference associated to
different output waveform observed at those output pins. The conducted immunity model
construction and extraction measurement techniques have been discussed in this section
along with the model validation results and analysis on the IC immunity modeling.

In [21], the ICIM-CPI model was proposed for a 32-bit micro-controller that included
EFT test bench setup model to characterize immunity behavior according to the standard
(IEC 61000-4-4). The block diagram was proposed to represent the overall ICIM-CPI
model construction of the micro-controller, as shown in Figure 1.10. The overall immunity
model structure is composed of PDN block that is be used to represent overall impedance
between the EFT injected pulse terminals (T1 and T2) and reference ground terminals
(GND1 and GND2) [21]. PDN model was designed and constructed using linear passive
components (resistors, inductors and capacitors) in series-parallel connections to model
IC package and lead, on-chip interconnections and IC bonding wires to connect between
VDD and GND pins.

The purpose of designing the PDN block is to model conducted disturbance coupling
path from the external EFT model environment to the internal IC pin. Non Linear Block
(NLB) model design was performed with non-linear active electronic components such as
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Figure 1.9 – Dual port ICIM-CI model structure of an IC [20].

diodes to protect the IC from the permanent failure or damage due ESD coupling and
EFT pulse injection to IO, VDD and VSS pins. NLB model is essential to describe non-
linear characteristics of the EFT pulse propagation pathway into the IC and was linked
with PDN model through internal terminals (i.e., IT1) and to connect VDD with input
terminals of IC as shown in Figure 1.10. The output waveform was monitored at the OO
IC pin due to the EFT pulse injection at T1 terminal. The failure block contains files
or computed data or results obtained at OO terminal, which allows detecting the failure
types due to injected harmonic disturbance depending on the failure criterion defined at
the associated output pin.

The conducted immunity model of an 8-bit micro-controller was developed for simu-
lating immunity behavior in time-domain based on experimental characterization of EFT
test setup [22]. The overall IC immunity model considering EFT test setup model, PDN,
IO model and EFT or ESD protection model within the IC package and die (Figure 1.11)
[22]. The overall IC immunity model construction involved modeling EFT test bench using
transient voltage source with a 50-W series resistance for producing standard EFT pulse,
followed by a voltage amplifier to amplify EFT generated voltage up to 2 kV. In order to
model the EFT disturbance between the EFT source and IC pins, coupling paths were
modeled using injection capacitor (Cinj) and DC power supply feed inductors as shown
in Figure 1.11. The high impedance between the VDD/VSS pins and IO pins was mode-
led using resistors (R2, R3) and capacitors (C2 and C3), respectively. PDN model was
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Figure 1.10 – Structure of the proposed ICIM-CPI model [21].

constructed using linear passive RC components connected in series-parallel networks for
linear coupling between VDD/VSS pins and some non-linear active diodes for non-linear
coupling between power and ground rails. PDN model, on-chip package model, IO model
and ESD protection model was developed from the IC immunity experimental characteri-
zation, basic knowledge of IC layout structure and IC manufacturer provided data could
be obtained from for EFT protection structures [23]. EFT protection model could be
obtained based on the IC layout design from the IC manufacturer that consist of diodes
that should function as trigger, nFET and pFET power clamps.

This IO protection model circuitry was implemented with each IO pad or pin to allow
diverting large currents from the VDD pins to the GND during EFT events and to prevent
rapid or sharp rise or change in voltage of VDD under coupling of EFT pulse [22]. The
transistor-netlist based circuit model for the IO cell in Figure 1.12 [22] is composed of
nFET and pFET transistors so that the IO cell can be used both as high or low enabled
input and output. Different measurement techniques are involved to extract parameters of
constructed PDN, IO and lumped parasitic components of series-parallel network on-die
package model is mentioned below.

Research study was also conducted to construct conducted immunity model of the
phase locked loop (PLL) circuit embedded within the IC fabricated in 90 nm CMOS tech-
nology in order to estimate the long-term conducted susceptibility of the PLL in frequency
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Figure 1.11 – IC model structure with EFT setup [22].

domain due to the injection of conducted harmonic disturbance power to the VDD pin of
the IC [24]. The simplified IC susceptibility model diagram for predicting the PLL immu-
nity with DPI setup is presented in Figure 1.13 [24]. The proposed susceptibility model
for the PLL include model construction two main blocks. PDN model for the PLL circuit
structure was designed with passive linear R, L and C components to demonstrate the
overall equivalent impedance network between the VDD and GND pins for each different
sub-blocks of the PLL. The PDN model included on-chip interconnection, parasitic induc-
tance for the IC package along with the DPI test bench model and EMC test board model
for explaining exact EMI coupling paths to different pins of PLL structure. The objective
of the IB model construction for the PLL is to explain and understand the PLL circuit
response to the conducted harmonic disturbance coupled on the VDD pins of different
sub-circuit blocks (i.e. frequency divider, voltage controlled oscillator and phase detec-
tor). IB block model was constructed from using the transistor based SPICE model to
design the complete PLL circuit schematic in bulk CMOS technology. Accurate IB block
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Figure 1.12 – IO model protection circuitry of IC model [22].

model description could enable to detect the failures induced by the EMI coupling on the
VDD pins, which results in validating the immunity model by producing the simulated
immunity curve comparable to the experimental results.

The conducted immunity model extraction of an IC involves determining parametric
values of different linear and non-linear components that has been used to construct
different parts of the model. The research study presented in [24] extracted PDN block
model for the PLL circuit from impedance measurements by S-parameter experimental
characterization using 2-port Vector Network Analyzer (VNA) and high frequency probes.
Different types of impedance measurements between the VDD and VSS pins of the PLL
circuit enabled to extract exact component values for the package inductance, equivalent
capacitance and determine substrate-coupling measurement values.

Similarly, S-parameter experimental measurement technique was also used for impe-
dance measurements between each VDD and VSS pins to extract both on-chip package
lumped parasitic component values and passive linear components of the on-die PDN mo-
del constructed for an 8-bit microcontroller. EFT/ESD protection network model could
be extracted from the I-V graphs produced by the experimental measurements of current
(I) and voltage (V) for non-linear active EFT and ESD protection diodes. IO cell model
extraction, which depends on the type of cell configuration (logic high or low output),
could be achieved by certain experimental test setup for obtaining nFET and pFET pa-
rameters, including gain, voltage and current values [22]. For determining the package
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Figure 1.13 – IC immunity model for the PLL component including the direct power
injection test setup [24].

inductance and capacitance values, various methods for determining impedance between
the IC ports using S-parameter measurements were proposed. Figure 1.14 shows one of
the possible measurement technique for determining the impedance between the power
rails of IC and package inductance of bonding wires [25]. This measurement method al-
lows to measure S11 parameter, which could be used to determine the input impedance
and hence extract the R6, C6 values as indicated by the arrows marked the on-die PDN
model as shown in Figure 1.14.

The study conducted in [25] suggested another S-parameter measurement method
using VNA was proposed for determining capacitances between IC package, die and
VDD/VSS planes. That measurement method involved connecting one port of the VNA
to any one pin and the other port to the GND for measuring S11 parameters while other
IC pins remain disconnected as depicted in Figure 1.15 [25]. This measurement method
allows to obtain L1, C1 and R1 values. Hence, experimental characterization are neces-
sary to compute and extract the parameters of different components used to develop the
immunity model. The NLB, consisting of active diodes and I/O ESD/EFT protection
models, could be developed and extracted either from the IBIS file or by simulation using
a circuit simulator based on the knowledge of the specific IC modeled by the user. The
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Figure 1.14 – Measurement method for the IC PDN model extraction [25].

Transmission Line Pulse (TLP) measurement approach is performed using the TLP ge-
nerator based on the IEC 62615 standard for obtaining I-V measurements to extract the
NLB components model [21]. Injection of the TLP pulse at different input terminals and
measuring voltage and current values at these terminals would allow characterizing active
diodes connected between GND and input terminals.

After completion of the PDN and IB block model design, construction and extraction
steps, conducted ICIM-CI validation is very crucial to proof accuracy of the developed im-
munity model. Model validation step involves conducting EMC performance simulations
in different CAD software so that the simulation results of predictive EM susceptibility
level can be comparable to actual measurements obtained from available experimental
immunity characterization tests. The developed conducted immunity model of an 8-bit
micro-controller was simulated and the results were compared with experimental data.

Figure 1.16a illustrates the simulated curve for the predicted voltage variation wa-
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Figure 1.15 – Measurement method for the IC package model extraction [25].

veform and actual measurement waveform when an EFT voltage of 200 V was injected
into VDD pins of the IC [22]. The EM conducted immunity characteristic behavior of
both simulated and measured curves in the transient domain demonstrate similar trend
in the VDD variation with minimal difference, which proves the validity of the proposed
model for estimating and understanding IC immunity issues. The developed model was
further analyzed with ESD diode model by changing the VDD waveform due to coupling
of 1600 V EFT voltage into the VDD pin. Figure 1.16b demonstrates a sharp rise in the
VDD voltage in the form of a spike followed by rapid decline of the supply voltage within
very short time interval. The peak value is directly related to the applied EFT voltage
leads to trigger the non-linear active diode so that the high current generated on the
VDD pin could be diverted through the diodes from the VDD to the GND for ensuring
protection of the IC pins from permanent damage.

The conducted immunity model for the PLL was constructed, extracted and simula-
ted for S-parameter measurements to proof that the equivalent input impedance of the
extracted PDN block is similar to that of experimental measurements over the whole fre-
quency range. Impedance (Z11) comparison profile diagram for the VCO sub-circuit block
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(a)

(b)

Figure 1.16 – Model validation result (a) EFT voltage 200 V ; (b) EFT voltage 1600 V
applied to the VDD pin [22].

of the PLL circuit is shown in Figure 1.17 [24]. By comparing the Z11 magnitudes of the
measured and simulated curves, accurate matching between the measured Z11 and the
simulated results with minor deviations was obtained over the entire simulated frequency
range of up to 1 GHz

Followed by the validation of the PDN model extraction, the complete PLL immunity
model was simulated in transient condition to obtain power supply voltage fluctuation
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Figure 1.17 – Impedance measurement from VDD VCO pin [24].

at different incident RF power and frequency induced by the EMI coupling on the VDD
pins. Considering the immunity failure criterion (e.g. 10% voltage variation of the no-
minal VDD supply) applied at the output of the developed model, minimum threshold
injected power (in dBm) and corresponding frequency (in MHz) could be recorded over
the entire frequency range between 1 MHz to 1 GHz. The immunity curve of the power
injected against the incident frequency of the harmonic disturbance causing the immu-
nity failure is presented in Figure 1.18 [24]. Comparing the estimated immunity curve in
frequency domain with the experimental measurement of susceptibility level show that
the model accurately predicted the susceptibility level over the entire frequency range. Fi-
gure 1.18 also demonstrates that the developed model could predict higher susceptibility
to EMI compared to those measurements performed in different frequency values of 400
and 800 MHz, with slight overestimation of immunity level in the low frequency range
[24].

EM emission model of an IC can be produced and developed by relying on the simple
standard ICEM-CE modeling approach (i.e., IEC 62433-2). The conducted EM emission
model for the digital core circuit embedded in the IC was developed [26]. The emission
model consisted of the PDN block model construction that is similar to the immunity
model. However, unlike the IBblock model, the Internal Activity (IA) block should be
constructed and included to develop the ICEM-CE model. In order to develop the IA block
model, two current sources were used in parallel connection for quantifying the current
generated from the digital core circuit activity during the EM emission (Figure 1.19) [26].
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Figure 1.18 – Immunity profile comparison between the model and measurements [24].

Two current sources were used to represent the IA block model that could produce
triangular waveform during simulations. The IA model parameters include rise time, fall
time and peak current that could be extracted from the SPICE transient simulation of
the digital core circuit by tuning or optimizing the parameter values for obtaining the
best-fit simulated current waveform with respect to the actual current waveform. The
proposed PDN network is composed of package inductance and resistances between the
VDD and VSS pins as well as the decoupling capacitance for the digital core that could
be extracted using the S-parameter measurements prior to estimating the linear passive
R, L and C component values to ensure the best fitting of the impedance profile produced
by conducting the required measurements between the VDD and VSS pins of the digital
core.

The emission model validation produced simulation results on the VDD supply voltage
fluctuations of the digital core activity during the EM emission, which was compared to
the measured values, as shown in Figure 1.20 [26]. Analyzing and evaluating the simulation
results depict similar change in the VDD core voltage fluctuations due to the EM emission,
resulting comparable peak-to-peak voltage and oscillating time period.

The EM model was simulated to produce the emission level curve as illustrated in
Figure 1.21 in frequency domain [26]. The simulated EM emission level is comparable to
measured results and follows similar decreasing trend with increasing frequency of the
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Figure 1.19 – Emission model for the digital core circuit embedded in the IC [26].

Figure 1.20 – Simulated and measured digital core power supply voltage fluctuation
[26].

applied harmonic disturbance. However, slight mismatch in the emission level at high
frequency between the measured and simulated results was noticed. Improving and mi-
nimizing the difference between the simulated and measured results require designing
and constructing the complex PCB board and substrate coupling models together with
the extraction of complex triangular waveform from the IA block using precise power
consumption analysis of the digital core.
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Figure 1.21 – Simulated and measured conducted EM emission level from the digital
core [26].

1.2 General Principles on EMR of ICs

The study of the EMR of ICs involve evaluating and analyzing the impact of aging
stress conditions on the conducted immunity level of the ICs under test. The study aimed
to compute the immunity drift by contrasting the conducted immunity measured before
and after accelerated overstress conditions, based on the defined stress types, conditions,
and duration applied to the DUTs [1] [4]. The EMR methodology was proposed in [4]
for characterizing the EMC performance of ICs as shown in Figure 1.22. The flowchart
presented in the Figure 1.22 shows different steps involved for characterizing the EM
immunity drift after performing the conducted immunity tests (i.e., EFT and DPI) on
different pins of the DUTs. The initial step is to create an optimized test plan for both
the conducted EMC performance tests and the accelerated test. The optimal test design
for EMC depends on several aspects of EMC level measurements, including test samples,
cost, time, precision, and repeatability. In addition, the accelerated test plan includes
the selection of stress parameters (i.e., stress magnitude and duration) to accelerate the
rate of intrinsic wear-out degradation mechanisms and trigger or activate different failure
modes of the DUTs [1].

The EMC test measurement procedure should be validated by ensuring that the EMC
results obtained are repeatable with little variation among the DUTs. The measurement
uncertainty of EMC test components must be reduced through accurate optimization of
the EMC test bench and EMC test board or PCB on which the IC under test is mounted,
as well as other necessary components, inductors, capacitors and resistors. Furthermore,
the test procedure should be validated by subjecting all samples to identical stress condi-
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Figure 1.22 – Experimental methodology for characterizing EMR of ICs [1], [4].

tions (stress duration, stress magnitude). As a result, it is critical to monitor and maintain
the selected stress conditions for all the tested N samples for the total stress duration (T )
to ensure that all ICs degrade properly in a controlled environment.Prior to performing
the test to accelerate the EMC performance degradation of the DUTs caused by either
single or multiple stress types (i.e., temperature, electrical overstress, and humidity) at the
selected stress magnitude and duration inside the climatic chamber, the EMC test mea-
surement should be carried out in the nominal conditions as specified by the IEC 62132-4
standard [16]. Depending on the selected stress magnitude and duration, the test should
be conducted on N number of test samples. After the test has been conducted for the
required duration, the N samples should be removed from the climatic chamber and the
EMC measurement test should be conducted in either the time or frequency domain to
obtain the conducted immunity data under the influence of various stress conditions.

This measurement setup should be repeated several times in order to investigate the
evolution of the EMC performance of aged ICs at different stress duration until the end of
the total stress period. Those EMC measurement data of each individual aged IC sample
should be recorded for statistical data processing, so that the impact of aging on the
EMC performance of the DUTs can be predicted. Various EMC statistically computed
drift parameters (i.e. maximum, mean, and standard deviation) can be calculated for N
samples following each EMC experiment by subtracting the EMC measured data of each
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fresh sample from that of the corresponding aged DUT samples. The statistically mea-
sured data would enable to investigate the gradual variations in the EMC performance
of the tested ICs as a result of different aging stress conditions. The final step of the
EMR methodology entails predicting the EMC failure rate based on the observed EMC
performance degradation resulting from the application of highly accelerated aging condi-
tions. This is essential for determining whether the DUT operating within a system is
likely to exhibit EMC non-compliance throughout its entire lifetime when subjected to
severe environmental conditions. If the EMC performance of the tested ICs falls below
the expected and desirable limit during its operational lifetime, the EMC margin must be
readjusted by the manufacturers by modifying the EMC test board with EFT protection
components or by designing the IC with on-chip EMC protection devices, such as a diode,
MOSFET, or filter circuit [1].

While considering the effect of aging on the EMR of the IC, it is essential to investigate
if the degradation of the DUT reduces or improves the robustness to the EMI [3]. This
can be assessed by evaluating the conducted immunity or susceptibility drift or variations
at regular intervals after a fixed aging stress duration, which would also enable the IC
designers and manufacturers to identify the EMC non-compliance risk associated with
the DUT. The influence of aging on the degradation of the DUT robustness to the EMI
is shown in the Figure 1.23 [3]. The fresh DUTs can be considered as an EMC compliant
if its initial susceptibility level (ISL) provided by the manufacturer is greater than the
required customer’s specified limit (CSL) for any particular application (i.e. automotive,
medical and aeronautics).

This ISL for any fresh DUT can be determined by comparing with the CSL of that
component. Under the influence of aging, the DUT robustness can be categorized into
three types (i.e. safe margin, unsafe margin and high-risk margin). The IC can be consi-
dered as an EMC non-compliant for a specific application if its final susceptibility level
(FSL) determined at the end of the aging test is found to be lower than that of both
the ISL and CSL, resulting the IC to become less robust as its conducted immunity le-
vel changes from safe to unsafe margin. Similarly, the aged IC immunity level would be
considered within a high-risk margin if its FSL is slightly higher than the CSL and lower
compared to the ISL [3]. However, the robustness of some of the aged analog and digital
ICs (e.g., regulator, micro-controller, operational amplifier and so on) can also remain in
the safe margin due to observing an increasing trend in the conducted immunity level,
causing the FSL to be larger than that of both the ISL and CSL as depicted in the Fi-
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Figure 1.23 – Characterizing the EMR of the DUT under the influence of aging [3].

gure 1.23. Thus, the EMR immunity issues for the ICs should be considered during the
designing and manufacturing phase for any specific application.

Time-dependent accelerated aging methodology was proposed in [11] to study the
combined effect of the aging and the EFT test for assessing the EMR on the conducted
immunity of the DUT as shown in the Figure 1.24. This methodology was proposed to
measure the immunity drift during the continuous aging process by applying the tempera-
ture stress on the IC under test for a certain period of time. In order to study the evolution
of the conducted immunity of the tested IC, the EFT measurement was performed on both
the fresh and aged IC sample. The fresh sample was aged prior to performing the aging test
inside a climatic chamber under constant thermal stress of 130 °C and electrical overstress
of 5 V for a fixed aging stress time (T = 24 hours). After the completion of the aging test
for T hours, the applied stress conditions were removed for very short period of time t.
The EFT injection test was performed on the DUT pins within this short time in nominal
condition. This EFT injection testing time t should be short compared to the aging test
duration for ensuring the permanent degradation induced by aging would not be recove-
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Figure 1.24 – Time-dependent EMR methodology under accelerated aging conditions
[11].

red. The accelerated aging test resumed and the aging process continued for another T

hours, followed by performing the EFT test on the tested ICs for another (t = 1 hour)
under the nominal temperature conditions. This measurement-stress-measurement conti-
nuous test flow method was conducted for n times until the total stress duration reached.
Finally, the EMC performance degradation data were processed to obtain the conducted
immunity variation after each aging stress T duration.

In [11], the susceptibility variation was observed on both fresh and aged IC under test
due to injection of both the positive and negative polarity EFT pulse on the IC PUTs as
shown in the Figure 1.25. As observed, the EMR capability of the tested pins varied due
to accelerated aging. It was found that the power supply pin showed least EMR capability
than other tested pins due to wide variation of the EFT failure voltage throughout the
aging period. Moreover, slight degradation in the EFT voltage injected to induce failure
was also observed for both ground and reset pins under test. Hence, the micro-controller
tested under the influence of both high temperature and electrical overstress aging was
found to be less robust to the EFT test. The EMR study revealed that the conducted
susceptibility degradation to EMI increased upon the EFT injection on the tested IC pins.

The effect of aging on the EM immunity or emission level of ICs at device or com-
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Figure 1.25 – EFT failure injection voltage on IC both fresh and aged IC pins[11].

ponent level under influence of different external factors (electrical stress, high or low
temperatures) applied for certain stress duration can be modeled to analyze, predict and
evaluate long-term evolution of EMC performance. Figure 1.26 presents the proposed
block diagram with external environment model integrated into the standard conducted
ICIM-CI model for conducting aging analysis to evaluate variations of EM immunity levels
of electronic components [27]. Thermal stress is one of the external factor considered in
the environment model, which acts as the aging stress factor for the operational amplifier
at the component level. The environment model was introduced in the ICIM-CI model to
study the aging impact on the EM susceptibility level.

Introducing the aging effect into the immunity or emission model enables to understand
and analyze the origin of aging impact on the EMC performance evolution and detect
causes of different failure types. In order to predict the long-term immunity of an IC under
the influence of aging, the flowchart presented in Figure1.27 describes the methodology to
develop the aging model taking into account different aging stress conditions and how this
simulation-based aging model should be incorporated with the developed immunity model
to simulate the influence of aging on the EMC performance of the tested IC’s transistor
model [8]. The first required step for identifying aged transistors is to conduct transient
simulation on the SPICE transistor model under aging conditions. This is due to the
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Figure 1.26 – Block diagram for the ICIM-CI model with integrated external environ-
mental model for aging [27].

intrinsic degradation mechanisms followed by the computation of aged transistors’ internal
parameters (i.e., µeff and Threshold Voltage (Vth)). Following the identification of aged
transistors, the aged transistor model is created and extracted using either physical device
characterization or by adding the new electrical parameter values estimated analytically
during aging [24]. Aged transistor model netlist needs to be included in the simulation
library to construct the immunity model containing aged transistor model. Performing
simulation on the conducted immunity model would generate EM immunity curves, while
taking into account of the considered aging conditions.

In [28], the simplified block diagram of the conducted susceptibility model was de-
veloped for an operational amplifier in the negative feedback configuration with unity
gain to conduct aging analysis (Figure 1.28). The simplified EM susceptibility model in-
cludes aged transistor netlists for the IB block model in order to evaluate the effect of
the applied aging conditions (electrical overstress supply voltage and stress duration).
Before including aged transistor netlist in the developed model, variation of the threshold
voltages and mobility were experimentally characterized for transistors when electrical
stress voltage was applied to the biasing voltage stress duration. Acceleration of transis-
tor degradation mechanisms (i.e., Hot Carrier Injection (HCI), Negative Bias Transistor
Instability (NBTI)) due to aging was considered as the main reason for variations of these

58



1.2. General Principles on EMR of ICs

Figure 1.27 – Proposed aging-aware ICIM model methodology [8].

electrical parameters.
Offset voltage output induced by the conducted EM interference at a constant injected

frequency of 200 MHz and injected RF power increasing from 2 to 5 dBm at different aged
time duration is depicted in Figure 1.29. The graphical results in [28] show an increase
of DC offset output voltage with the increasing stress time. Moreover, predicted EM
susceptibility also increases with the increasing stress duration and injected RF power.
The reason for such trend could be explained due to the acceleration of the intrinsic
degradation mechanisms that can be responsible to increment the Vth according to stress
magnitude and duration.
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Figure 1.28 – Proposed aging-aware EM susceptibility model structure of the operatio-
nal amplifier [28].

Figure 1.29 – Aging impact on the DC offset voltage as a function of the RF power at
200 MHz [28].

Emission model developed for the digital circuit designed in 90 nm CMOS technology
was electrically stressed up to a given stress time. Aging-aware emission model produced
after determining the analytical relationship between Vth variation and stress duration
for different applied stress voltage. In [26], the Vth variations of the proposed emission
model is shown in the Figure 1.30. The graph shows the best-fit curve for the model
on the experimentally characterized measured value and increase of the Vth would be
acceptable according to the nth power MOSFET law [26]. Because of the increase in the
threshold voltage with the stress duration, the current consumption modeled by the IA
block parameters for the digital core activity could also vary.

Consequently, the aged IA block included new parameters (i.e., rise time, fall time,
peak current) while considering the Vth variations with aging stress conditions. The evo-
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Figure 1.30 – Threshold voltage variations depending on the different aging conditions
[26].

Figure 1.31 – Evolution of the EM emission level of the digital core circuit due to aging
stress [29].

lution of the EM emission level after aging is provided in Figure 1.31 [29] after applying
3.6 V electrical stress voltage applied on the VDD pin for 120 minutes. Emission level de-
clines with the increase of the injected RF frequency after aging, which was likely due to
the decline of the internal current generated from the digital core circuit switching activity
and increase of the Vth of the aged transistors due to the activation and acceleration of
the NBTI degradation mechanism. The NBTI degradation mechanism is activated under
aged conditions when negative bias voltage at the gate-source terminal of the transistors
and high RF voltage amplitude is applied on the VDD supply voltage.
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1.3 General Principles on the Reliability of ICs

The IC-EMC lifetime reliability refers to the functionality that can be expressed in
terms of parameters (such as voltage, current, and power) to indicate or predict how long
the system would perform before exhibiting various EMC failures under different external
operational aging conditions [8], [30].

The Reliability function (R(t)) of an electronic component and/or an electrical system
is defined as the probability that the component or system remains operational from time
t0 to t, such that it’s functionality started at t0 under the influence of nominal condition
[30]. The relationship between the Cumulative Distribution Function (CDF), denoted
by F (t), and R(t) is regarded to be opposite, indicating those two parameters refer to
the non-failure and/or failure probability function with time. The R(t), which is usually
regarded as the survival time t duration elapsed with a specified non-failure probability
for a specified population or sample size, can be expressed mathematically in (1.3) where
f(t) represents the Probability Density Function (PDF) and the CDF is denoted by F (t).

R(t) = Pr(T ≥ t) = 1 − F (t) = ∫
∞

t
f(t)dt (1.1)

Both the PDF and CDF are essential to develop the reliability model for deriving
different reliability metrics (i.e., Time-to-Failure (TTF), Acceleration Factor (AF), Mean
Time-to-Failure (MTTF), Instantaneous Failure Rate (IFR)) of an electronic component.
The mathematical expression between the f(t) and F (t) is provided in (1.3), which is
obtained by taking the derivative of the F (t). The derived f(t) indicates the distribution
of failure across the entire operational time range, which represents the failure speed of
an electronic component or product.

f(t) = d

dt
F (t) (1.2)

IFR is defined as instantaneous failure rate at time t, denoted λ(t). The value λ(t)dt

represents the probability of having a failure in the time interval [t; t + dt], knowing that
there has been no failure in the time interval [0; t] [30].In other words, therefore, it can
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also be referred as the ratio of the number of failures during the time period ∆t, for the
devices that were healthy at the beginning of testing (operation) to the time period ∆t.

Thus, by applying the conditional probability theorem, then the total probability
theorem, λ(t) is written :

λ(t)dt = Prob(failure on [t; t + dt]without failure on [0; t])
Prob(no failure on [0; t])

λ(t)dt = Prob(failure on [0; t + dt]) − Prob(failure on [0; t])
Prob(no failure on [0; t])

and finaly

λ(t) = f(t)
R(t)

= − 1
R(t)

⋅ dR(t)
dt

(1.3)

It can also be noted that :

λ (t) = −d ln [R (t)]
dt

hence ∶ ln [R (t)] = −
t

∫
0

λ (u)du

and ∶ R (t) = exp
⎡⎢⎢⎢⎢⎣
−

t

∫
0

λ (u)du

⎤⎥⎥⎥⎥⎦
(1.4)

Failure rate is commonly used as a reliability metric to quantify the reliability of
electronic devices (i.e., ICs, MOSFET and other electronic components). The unit of
measurement for the failure rate is expressed in Failure in Time (FIT), i.e., 1 FIT is
equivalent to 1 failure in every 109 hours of device or a product operation [31]. The physical
significance of FIT is that a higher value implies lower reliability of a component due to
higher number of failures observed within a specific period of time. Probability of failure
and/or non-failure estimated data can be obtained when the accelerated aging on the DUT
samples due to the High Accelerated Life Test (HALT) causes functional performance
degradation over a specified short duration, which can be modeled by applying various
distribution models, including exponential, Weibull, normal, and log-normal distributions
on various types of existing life-stress ALT analytical models (i.e., Eyring, Arrhenius, and
many more).

A general form of reliability functions is described by the standard lifetime model. The
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random variable T , time to first failure, which is considered to follow the R(t), provided
that it represents the probability that T is greater than t. The probability that the lifetime
is greater than t, R(t), is continuous to the right at all points. The R(t) is assumed to
belong to a class of functions that depend only on the parameters of scale, shape and
offset :

R (t) = R((t − ω

η
)

β

) , (η, β > 0) (1.5)

with θ = {η, β, ω} vector of unknown parameters (η, β and ω respectively the scale, shape
and position (or offset) parameters).

If ω ≠ 0, then this term represents the lifetime consumed by over-aggressive burn-in
(ω > 0) or start-up delay (ω < 0). In the case of testing, this situation does not arise
because the equipment or the component under test is produced for the testing purpose,
burn-in is controlled and aging is considered negligible. Thus, only those scenario where
ω = 0 is considered to be significant and would be deal with.

The statistical distributions (weibull, log-logistic, exponential and log-normal) for pro-
bability of failure distribution that are commonly used in reliability belong to this family
of models. In the following, we will focus solely on the weibull distribution [30].

Weibull distribution Considering R (t) = e−t in equation 1.5, we obtain the Weibull
reliability function class with :

R (t) = e−(
t
η
)

β

(1.6)

and PDF :

f(t) = β

η
( t

η
)

β−1
e(−

t
η
)

β

(1.7)

The service life of ICs can typically be described using a ’Bathtub’ curve : infant
mortality, normal life, and wear out period of an IC device [3]. The wear-out period is
indicated by the deterioration at the end of a device’s useful life, induced by a variety
of failure mechanisms. The ’Bathtub’ curve which represents the life-cycle of an IC that
includes three different stages, which are : infant failure period, stable or operational per-
iod and wear-out period as shown in the Figure 1.32 [30]. Internal tensions, identified as
stressOr parameters, are accountable for the wear-out failure rate (Weibull shape β > 1).
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There are only four varieties of applied and imposed stress conditions : voltage, current,
power dissipation, and input signal can be static, dynamic, transient, or surge. Those can
be quantified in terms of the level of stress administered relative to their instantaneous
mode of failure due to burnout. However, for the sake of uniformity and normalization,
they are constrained by the technology’s maximum values. Figure 1.32 also demonstrates
the mathematical expression for the IFR which remains constant during the normal ope-
rational period of a product, depending on the shape β parameter value which differs
compared to both the intrinsic and extrinsic failure period of that component.

Figure 1.32 – Bathtub curve showing the Weibull distribution of the electronic com-
ponent operating lifetime period [30].

An IC failure during the infant failure period is usually filtered out before usage.
However, for newly manufactured ICs, survival of the fittest can eliminate the influence of
infant mortality. In the stable period, an IC can operate normally and has good immunity
to EMI [11]. Different failure mechanisms coexist, but they have different failure rates and
different sensitivities to operation conditions. Their failure rates are related to the type
of failure mechanism, internal design parameters such as activation energy, and external
environmental conditions such as temperature, thermal cycling, humidity etc. After a long
operational period, electronic components begin to wear-out because of intrinsic effects,
such as HCI, NBTI and Time Dependent Dielectric Breakdown (TDDB) [4], [32]. Those
intrinsic failure mechanisms are induced by applying different external stress factors (i.e.,
temperature, electrical overstress) on ICs, causing permanent or wear-out degradation of
the internal CMOS transistors within the tested ICs due to mostly formation of cracks
and holes in gate oxide and change in the physical parameters (i.e. Vth and µeff ) of both
NMOS and PMOS transistors [32]. Table 1.3 shows different failure modes, causes of
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these failure mechanisms which occurs due to applying some external stress factors that
are responsible for accelerating the rate of the wear-out period of an IC, hence affecting
its EMC performance and lifetime reliability.

Table 1.3 – Intrinsic failure mechanisms of an IC induced by accelerated aging [32]

Figure 1.33 – Intrinsic failure mechanisms induced in CMOS transistor of an IC [33].

Those intrinsic failure mechanisms (i.e., HCI and NBTI) are considered to be the two
most common intrinsic wear-out failure mechanisms that can be activated by exposing the
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electronic components to harsh environmental conditions (i.e. humidity, extreme high or
low temperatures and electrical overstress). Both the HCI and NBTI failure mechanisms
results in the formation of cracks due to the gate oxide defect and the trapping of charge
carriers within the gate oxide of the transistor as demonstrated in the Figure 1.33. Those
external extreme conditions accelerate the rate of degradation of various intrinsic failure
mechanisms which can cause significant modification of the internal parameters (i.e., Vth

and charge carrier mobility) of the CMOS transistors of these electronic components [33].
Hence, the circuit’s functionality or electrical characteristics (i.e, current consumption,
operating frequency, voltage, gate oxide resistance) are also affected or modified due to
undergoing noticeable permanent degradation, affecting the lifetime reliability throughout
the operational period of these degraded electronic devices or IC.

Figure 1.34 – CMOS transistor parameter variations induced by intrinsic failure me-
chanisms from an EMC point of view [33].

The effect of the these relevant wear-out failure mechanisms is responsible for cau-
sing degradation of CMOS transistors electrical characteristic parameters within an IC as
shown in the Figure 1.34. Depending on the type of the failure modes caused by different
external stress factors, stress magnitude and the stress duration, those internal,parameters
of CMOS transistors would drift significantly. It can also be observed that the CMOS cha-
racteristic curve presented in the Figure 1.34 moves downward as the drain-source current
(Drain-source Current (Ids)) decreases with increasing the drain-source voltage (Drain-
source Voltage (Vds)) of the CMOS transistor due to observing significant reduction of
its saturation current (Saturation Current (Ion)) parameter. Moreover, the Vth parameter
of CMOS transistors would also increase when an IC is subjected to a high temperature
stress for certain stress duration. Hence, modifications of CMOS parameters within an IC
is responsible for observing quantitative EMC performance degradation, in terms of both
conducted emission and immunity to the harmonic disturbance injected on both analog
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and digital circuits.

1.4 Conclusion

This chapter has provided a general overview on the characterization and analyzing
the EMC performance of ICs, both without and with the influence of external factors (i.e.
temperature, electrical voltage and so on). The main purpose of this extensive review based
chapter is to conduct a detail study on how to conduct EMC design, extract and produce
conducted immunity and emission models that would be based on the IC functionality
and its applications.

Several case studies were investigated to explain the modeling methodology for conduc-
ted model construction and extraction while considering conducted harmonic EMI applied
on the IC pins. These developed immunity and emission models were validated up to a
greater accuracy by comparing quantitative predicted EMC simulated results to that of
experimental measurements. Moreover, a comparative analysis between the EMC model
and measurements results could provide research insight on the importance of proposing
complex IC EMCmodels, which include both PCB and the substrate coupling model for
accurately predicting the susceptibility level over the higher frequency range greater than
1 GHz. It was also demonstrated how to conduct aging simulations on conducted immu-
nity and emission models to predict origin of the EMC performance degradation due to
the intrinsic failure mechanism of ICs. However, those existing research works were only
able to demonstrate final conducted immunity EMC level after certain aging period, wi-
thout showcasing the variation of the evolution of the observed EM conducted immunity
degradation at various stress duration in real-time to investigate the aging impact on the
EMC behavior of an IC.

Previous research study was conducted on the FPGA device to predict its lifetime
reliability based on its functionality and EMC performance, particularly the conducted
emission when subjected to the M-HTOL (Multiple High Temperature Operating Life-
time) accelerated aging test. Based on the experimental measurements obtained from
the M-HTOL test, the predictive M-STORM (Multi-physics MulTi-Stressors Predictive
Reliability Model) was proposed for identifying different possible failure modes and the
conducted EM emission from the tested FPGA devices throughout its lifetime [34]. Prior
knowledge of these previously conducted research works would allow to understand the
complexity in the immunity modeling techniques and helps to analyze the EMC simulated
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results both in time-and frequency-domain.
Based on the experimental measurements on the conducted immunity of the tested

ICs, the long-term evolution of the EMR of the DUTs under different accelerated aging
tests would be highlighted in the next chapters to investigate the influence of accelerated
degradation tests on the conducted EM immunity performance of the ICs by determining
the immunity drift against the degradation time induced by both constant and step-stress
multiple aging stress factors (i.e., temperature and electrical voltage). The following chap-
ters of the conducted research work presented in this report would also include developing
the ICIM-CI models (i.e., PDN and IB) for the ICs under the influence of the defined
environmental stress conditions and the accelerated aging tests. Based on the conducted
EMC measurements obtained on both the fresh and aged DUTs, the latter chapters of the
conducted research study would include proposing and developing the degradation model
followed by the predictive reliability model that could be integrated with the ICIM-CI mo-
del for addressing aging induced EMC variations with time and predicting the conducted
EM immunity performance throughout the lifetime of the tested ICs under both tested
and untested conditions.
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Chapitre 2

COUPLING SIMULATION AND

ACCELERATED DEGRADATION MODEL

FOR RELIABILITY ESTIMATION OF AN

ANALOG CMOS CIRCUIT

This chapter demonstrates the use of numerical simulation data, depending on the
functional behavior of an analog IC voltage regulator, for assessing the reliability per-
formance estimation based on the accelerated degradation test data. The CMOS analog
circuit was designed using Cadence Virtuoso software in 180 nm analog-mixed signal
(AMS) CMOS technology, and simulated to evaluate its output voltage variations to both
temperature and input voltage. The output voltage (Vout) degradation data were genera-
ted according to environmental parameters (input voltage and temperature) constraints,
which makes it possible to define failure thresholds under accelerated conditions, making
use of the numerical simulation model along with the proposed degradation model. De-
gradation path model has been adopted to determine the pseudo failure time under the
specified failure criterion (5%). Acceleration law model has then been derived to estimate
the reliability model parameters by performing maximum likelihood estimation method
not only to analyse but also to predict lifetime data distribution of the regulator under
different voltage and temperature stress conditions. The main objectives highlighted in
this chapter are as follows :

1. Defining the failure criterion of a regulator chip in accelerated test conditions.

2. Developing the electrical simulation model of an analog regulator chip.

3. Proposing and developing the degradation model from accelerated degradation
data.

4. Applying the MLE method to assess the reliability parameters.
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2.1 Introduction

Reliability prediction of ICs embedded in electronic components is essential for ma-
nufacturers to estimate the functionality and probability of failure while operating under
extreme external operational conditions (e.g., high or low temperature, humidity, voltage
or current stress). Moreover, advanced reliability model (i.e., Multi-stressor Predictive
Reliability Model (M-STORM) needs to be developed and integrated with the ICIM-CI
for predicting long-term evolution of EMC on CMOS ICs operating at external environ-
mental constraints [34]. Study of the reliability modelling is generally proposed based on
traditional existing standards available in MIL-HDBK-217F [35] and the FIDES stan-
dard providing an overview on the methodology to assess reliability of electronic systems.
High Temperature Operating Life Test (HTOL) and Low Temperature Operating Life
Test (LTOL) standard ageing measurements are usually conducted on ICs to induce and
accelerate different types of intrinsic degradation mechanisms [34]. Depending on the
ageing stress types (high or low temperature, voltage, and so on), different failure degra-
dation mechanisms are activated in CMOS circuits, which vary charge carrier mobility
(µeff ) and Vth parameters of the MOS transistors in deep sub-micron CMOS technology
depending on ageing stress magnitude and duration [36].

Degradation mechanisms (i.e., NBTI and HCI) degradation mechanisms are activated
when HTOL test is conducted on MOS devices under high temperature, electric field and
high negative gate bias voltage, while TDDB is observed due to applying low temperature
and low drain-source voltage on MOS transistors during LTOL test [32]. In [37], NBTI de-
gradation on VDMOSFET was investigated under external magnetic field that identified
formation of paramagnetic defects at the interface between silicon and the oxide layer.
In [38], stress-induced NBTI effect was characterized in p-channel power VDMOSFET
to investigate Vth drift at high temperature stress conditions for predicting the device
lifetime reliability by applying different linear extrapolation models to fit experimental
degradation data. Previous studies on extracting accurate reliability modelling for ICs
have considered multiple failure mechanisms by conducting Multiple Temperature Ope-
rating Lifetime (MTOL) method under multiple simultaneous stress conditions [39]. The
M-STORM is developed considering different combinations of temperature and voltage
stresses applied on Field Programmable Gate Array (FPGA) circuits to accurately eva-
luate and predict the IC failure rate and TTF under any specified operating conditions
[34],[40]. Depending on the multiple stress conditions, the MTOL method enables to dis-
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tinguish and identify different failure degradation mechanisms inducing on the CMOS
circuits during accelerated ageing tests [31],[41].

In [42], the usage of MTOL testing method was demonstrated to predict Probability
of Failure (PoF) and compute the FIT of multiple failure mechanisms for reliability pre-
diction of FPGA devices fabricated on 45 nm and 28 nm CMOS technology. In [43],
degradation data generated during measurements was used to develop accurate predictive
reliability model by combining FIT of multiple failure mechanisms. The reliability matrix
method, which involves predicting failure rates of each different failure mechanisms using
corresponding mathematical models, followed by evaluation of accelerated factors were
adopted for each failure types based on ageing test data [39]. Hence, the system reliability
predicted accurately by the matrix solution method at any operational conditions that
were not specified during the ageing test [39],[42]. Failure threshold is generally required
for an IC to define the TTF under nominal conditions. However, this criterion is in-
deed essential for defined accelerated life test conditions. The goal of this section involves
conducting reliability study solely based on the development of electrical design model
follows by the use of reliability software tools to estimate reliability model parameters.

This chapter is outlined in different following sections. Section 2.2 describes the low
droput CMOS adjustable output voltage regulator circuit design in Cadence Virtuoso
software using 180 nm CMOS technology as well as discussing the simulation results to
analyse both temperature and voltage sensitivity. That section also includes mathema-
tical and curve fitting simulation model to assess the output voltage (Vout) for varying
combinations of temperature and input voltage variations before degradation. Section 2.3
summarizes methods to produce degradation path model based on generated aged de-
gradation data to compute pseudo lifetime for specified failure threshold criterion. This
section also provides the reliability modelling and estimation analysis taking into account
the degradation data and pseudo lifetime based on the developed simulation model for
accurate prediction of its lifetime parameters under different ageing stress conditions. The
main highlights of this chapter along with the concluding contributions of the reliability
study are provided in Section 2.4.

2.2 Circuit Design and Simulation

Figure 2.1 shows the internal structure of the designed low dropout voltage regulator
using Cadence Virtuoso software in AMS 180 nm technology. It consists of the opera-
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tional amplifier (error amplifier), power Metal Oxide Semiconductor Field Effect Transis-
tor (MOSFET), voltage divider circuit formed with resistors (R0 and R1) and load (Cload

and Rload). A two-stage cascaded trans-conductance operational amplifier was designed
using both p- and n-type MOSFETs with the required aspect ratio width (w)/length (l)
to obtain desirable output voltage and current. Power MOSFET (i.e. TP0) was designed
as a pass element with large aspect ratio (w/l) to drive a high current into the voltage
regulator circuit block. The series connected resistive voltage divider circuit acts as a ne-
gative feedback for the amplifier to compare the output voltage of the amplifier with the
1.2 V bandgap voltage reference (Vref ) value provided at the negative input terminal of
the amplifier. The difference between these two voltages is adjusted to obtain Vout of the
regulator.

Figure 2.1 – Circuit design schematic of the studied regulator.

Table 2.1 provides a list of electronic components with their respective numerical values
selected to design the overall circuit test bench of the studied regulator (Figure 2.1). These
electrical components, with the specific parameters were selected using the software, were
connected with the error amplifier circuit designed with specific combination of n-type
and p-type MOSFET at required aspect ratio of width and length to obtain the desired
output performance in nominal condition. Notably, one of the voltage sources was used
as a supply input voltage (Vin) for the internal MOSFETs of the error amplifier circuit
block, which could be modified to examine the performance of the designed electrical
model under varying thermal and voltage condition.
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Table 2.1 – External electronic components utilized to design the test bench circuit of
the studied regulators

2.2.1 Simulation results : temperature and voltage sensitivity
analysis

The designed electrical circuit was simulated in Spectre to analyse both temperature
and voltage sensitivity. The Vout variations were monitored for operating temperature
between −40 °C and +120 °C, while keeping the input Vin unchanged at a nominal value
of 7 V. The output voltage increased non-linearly at lower temperature and vice versa.
Hence, the regulator was found to be sensitive to temperature variations, with minimal
temperature sensitivity of 0.000406 V/°C (Fig 2.2). Voltage sensitivity simulation was
conducted by varying Vin within a range of 6.5 V to 8 V at constant nominal temperature of
27 °C. Results demonstrated the linear variation of Vout for changing Vin, with a relatively
higher sensitivity of 0.64.

Both the Vin and operating temperature were varied simultaneously to observe the
combined impact of these parameters on the overall Vout. The effect of varying both
temperature and Vin on the Vout is shown in Figure 2.2.

2.2.2 Electrical simulation model

Based on the circuit design model developed in Cadence software, simulation data ob-
tained from the set of curves in Figure 2.2, the output voltage dependency of the regulator
on temperature and Vin can be modelled mathematically. Non-linear relationship between
Vout and temperature was observed at constant Vin, which can be modelled separately in
terms of polynomial function. On the other hand, Vout behaves linearly due to changing
Vin for a fixed temperature, which can also be expressed mathematically.
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Figure 2.2 – Output voltage as a function of temperature and input voltage variation.

Overall, those two mathematical functions can be combined as shown in (2.1), forming
a single mathematical simulation model for Vout as a function of both dependent variables
(temperature and Vin), where T and Vin represent temperature and input voltage applied
to the regulator, respectively. The output characteristics of the proposed electrical simu-
lation model for the regulator was investigated at low input voltage range (6.5 V–8.5 V)
along with varying operating temperature between −40 °C and +120 °C for developing
the mathematical simulation model provided in (2.1) at degradation time (t = 0), prior
to applying accelerated degradation for high aging voltage (12 V and 18 V) and high
temperature stress conditions.

Vout(T, Vin) = (aT 2 + bT + c)(dT + e)(Vin + e) (2.1)

Results in Figure 2.2 were used to demonstrate the best curve fitting polynomial model
to determine the constant values of the unknown variables (i.e. a, b, c, d and e). Figure 2.3
illustrates graphically the developed simulation model. The graph in Figure 2.3 displays
distribution of simulated data points close to the surface of the polynomial due to applying
the best suitable curve fitting modelling technique. As observed, it is possible to obtain
the Vout at any operating temperature and corresponding Vin by substituting known values
of curve fitting constants substituted in (2.1). It is worth mentioning that the proposed
model is likely to be appropriate for other types of technologies, where the electrical
simulation model for the design kit could be developed in other CMOS technology. Note
that no further efforts have been carried out in simulation to make the regulator set the
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output voltage to 5 V.

Figure 2.3 – Simulation curve fitting model of the output voltage.

2.3 Degradation Path and ALT Modeling

Electrical simulation model for the regulator developed with the aid of schematic de-
sign in cadence allowed to obtain simulation data before the aging degradation time. Si-
mulated test data were used to demonstrate the purpose of this methodological approach.
The Vout degradation data was considered for the total ageing duration of 1000 hours
with a span of every 200 hours. Degradation data was generated for the specified ageing
stress conditions, which include combination of both different ageing input voltage and
temperature stress level at 12 V and 18 V for corresponding temperature stress of 80 °C
and 120 °C, respectively. A methodological approach was applied to obtain degradation
data at different ageing stress time, based on some specific simulation procedures that
have been mentioned as follows :

1. Obtain relevant reliability parameters (i.e. Πth) for the IC regulator using the
FIDES predictive reliability analysis standard to compute failure rates (λ) corres-
ponding to different failure modes.

2. Apply the FIDES standard to separately compute the acceleration factors (AFT
)

due to temperature stress by defining the Arrhenius law model and AFV
due to

voltage stress using the model according to the standard defined for the regulator.

3. Generate failure times at different ageing stress time for different combinations
of voltage (12 V and 18 V) and temperature stress (80 °C and 120 °C), while
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considering AFT
, AFV

and the Weibull distribution for the degradation process.

4. Define the failure criterion for the regulator to determine the corresponding Vth

drift from the nominal Vout data at specified ageing stress condition.

5. Propose and develop the degradation model in the simulation step and obtain the
values of unknown parameters of the model for different combinations of stress
levels defined at the initial stage of the simulation procedure. The unknown para-
meters (γ and D) were evaluated using the simulation test data, while the unknown
variable µ was obtained using the computed failure time and Vth drift data.

6. Finally, Vout degradation data at different stress time intervals was generated from
the proposed degradation model with known values of degradation model parame-
ters.

2.3.1 Degradation model estimation

The output voltage as a function of ageing stress time for different temperature and
voltage stress is plotted in Figure 2.4. In order to fit sets of voltage degradation data for
specified ageing stress conditions, the mathematical degradation model was proposed in
(2.2), where Vout depends on stress time duration, stress magnitude (Vin and T ), unknown
parameters µ and γ are functions of Vin and temperature (T/°C) and unknown coefficient
D is linear function of Vin and T .

Vout(t, Vin, T ) = µtγ +D (2.2)

The expression in (2.2) refers to the degradation model for the regulator, indicating
how Vout link to ageing stress time (t > 0) at any specified combination of Vin and T . The-
refore, equation (2.2) provides an insight to understand the impact of t on Vout, with T and
Vin applied simultaneously. The proposed degradation model might vary, and hence, the
acceleration law model might differ for different technology because of different associated
failure modes or degradation mechanisms.

Figure 2.4 illustrates four different Vout degradation paths were generated for each
corresponding different stress level (12 V and 18 V ) at different temperatures, which fits
the Vout degradation data with greater accuracy. Plotting the best fits of the degradation
model to the data indicates that the model is adequate for estimating the unknown
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Figure 2.4 – Degradation path model fitted to the output voltage data of the regulator
at different stress conditions.

parameters (µ, γ and D) of the model. The graph demonstrates that the degradation
level increases with stress duration, with more pronounced Vout degradation observed for
higher stress conditions (18 V and 120 °C). Considering a fixed failure criterion of 5%,
corresponding Vth was defined as the minimum degraded output voltage above the nominal
voltage at which the regulator was considered to fail. The regulator’s performance ratings
(maximum current and voltage) from the specification mentioned in the datasheet was
taken into account, while a fixed failure criterion was chosen with an arbitrary value
in order to ensure that the regulator would not undergo into permanent failure mode
while assessing its performance degradation throughout the total specified stress duration
of 1000 hours. Thus, the TTF was determined at the defined Vth for corresponding 5%
failure criterion at the specified ageing stress conditions. Interpolating the degradation
curve to reach the minimum Vth (5% higher than nominal Vout) value after degradation
would lead to obtain the pseudo failure time. It is also possible to calculate the failure
time using the (2.3), after determining unknown parameters of the degradation model.

TTF = (Vth −D

µ
)

1
γ

(2.3)

Table 2.2 summarizes the numerical values of the degradation model parameters and
failure time computed for each unit of the regulator at different ageing stress conditions.
The tabular data for highest applied stress voltage (18 V) and maximum temperature
(120 °C) indicates least TTF in hours is needed to reach failure criterion compared to
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Table 2.2 – Degradation model parameters and TTF under different stress conditions

that of other lower ageing stress conditions.

2.4 Reliability Estimation : Life Data Analysis

The relationship between the life−time dependency denoted by L for electronic com-
ponents and temperature stress only for accelerated life tests can be modeled by applying
Arrhenius law as shown in (2.4) [30], where T is the temperature stress, EA is the acti-
vation energy, k refers to the Boltzmann constant and A is the constant that depends on
failure criteria, product design and so on.

L = A exp(−Ea

kT
) (2.4)

The inverse power relationship can be used to model the life−voltage relationship of
electronic components, such as, capacitor, IC, transformer and microelectronic circuits to
investigate the effect of voltage as an accelerating stress factor on its L as shown in (2.5)
[30], where V is the voltage stress, L is the nominal life, A and B are constants that also
depends on component properties, design and failure criteria.

L = A

Vin
B

(2.5)

Life data analysis was used to predict the lifetime distribution of the regulator and
estimate the required reliability parameters at the applied stress conditions and defined
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threshold level. Stress parameters (e.g., voltage and temperature) were applied simul-
taneously to increase acceleration factor and performance degradation of the regulator.
Hence, the L relying on these stress parameters is modelled by combining Arrhenius rela-
tionship and inverse power law model for temperature and voltage stress respectively as
provided in (2.6), which describes the mathematical modeling relationship between the
Life and the combined temperature and voltage stresses discussed in [30].

L = A

V B
in
⋅ exp(Ea

kT
) ⋅ exp(C log(Vin)

kT
) (2.6)

The expression in (2.6) consist of several unknown parameters, where L is the nominal
life that can be represented as characteristic life of the Weibull distribution, A, B and C

are the stress dependent constants that depends on failure criterion and product design.
Besides the activation energy (Ea) with a value of 0.75 eV is considered for the studied
regulator, k corresponds to Boltzmann constant expressed in J/K or eV/°C, and the
T refers to the thermal stress denoted by kelvin (K). The relationship between L and
both stress parameters (T and Vin) is expressed in (2.6), where the last term C ln(Vin)
or C log(Vin) inside the exponential has been provided to indicate that the interaction
between T and Vin is strongly evident [30]. The resulting expression can be simplified by
assuming that this last term is non-existent if significant effect of both T and Vin on L

is not evident. Consequently, the simplified expression would account for the relationship
between L and (T and Vin) to be modeled individually or independently by the Arrhenius
and inverse power relationship.

MLE method, with the aid of Weibull distributions, was applied using the quanti-
fied sets of TTF data under specific threshold and stress conditions, enabled to obtain
reliability estimation parameters, including β and η using Weibull++ software [ref15].
The CDF for the Weibull distribution expressed in (2.7), was considered to determine
the unknown parameters, where F (t) refers to the probability of failure, β is the shape
parameter of the distribution and η is the scale parameter and t is the arbitrary time.
The analytical expression provided in (2.8) refers to the generalized log-linear (GLL) that
considers the Arrhenius life-stress relationship for temperature stress and inverse power
life-stress relationship for voltage stress, where α0, α1 and α2 refers to the GLL-Weibull
model parameters and η is represented by the natural logarithm applied on the lifetime
data L.
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F (t) = 1 − [exp(− t

η
)]

β

, t > 0 (2.7)

η = eα0eα1(
1
T
)eα2 log(Vin) (2.8)

It is worth mentioning the difficulty of establishing the direct correspondence between
the GLL−Weibull model parameters (i.e., α0, α1 and α2) and stress-parameter constants
(i.e., A, B, and C), since (2.6) is not expressed as a generalized log-linear expression, ra-
ther it shows the combined life-temperature and voltage stress relationship between L and
the simultaneous impact of T and V . The analytical expression for the GLL expression
could be derived by applying natural logarithm in (2.6) as shown in (2.9), where log L

refers to the log η. The GLL−Weibull model was applied using the Weibull++ software
to estimate approximate values of the model parameters (i.e. α0, α1 and α2). The mathe-
matical expressions of these estimated parameters could be derived by considering some
assumptions in order to evaluate the unknown A, B and C model constants mentioned
in (2.6).

log(L) = log(A −B log(Vin) +
Ea +C log(Vin)

kT
) (2.9)

Comparing and equating both (2.9) and (2.8), while considering negligible impact
of both Vin and T on the L, the A can be computed using (2.12). Both the unknown
constants (i.e. B and C) could be determined using the predicted numerical values of α1

and α2. The expression in (2.9) can be simplified to obtain (2.10) and (2.11), where X and
Y refer to the constant variables that could also be computed using the known values of
Vin, A and B constants. Note that the (2.10) and (2.11) considered the constant Vin and
T stress factors, respectively that impacts on the L in nominal conditions.

log L =X + Ea +C log(Vin)
k

⋅ 1
T

(2.10)

where, X = log A −B log(Vin)
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log L = Y + ( C

kT
−B) log(Vin) (2.11)

where, Y = log A + Ea

kT

Thus, (2.13) refers to the mathematical expression for α1 that is derived by substituting
(2.8) in (2.10), while taking into account of the impact of T stress only on the L due to
considering constant Vin stress in nominal condition (i.e. Vin = 7 V). Similarly, α2 is
derived from (2.11) as shown in (2.14), considering the influence of Vin stress only on the
L and assuming negligible influence of T use-stress level in nominal condition (i.e. T =
298.1 K) at the defined threshold. Thus, the stress-dependent constants denoted by A, B

and C were evaluated using the derived expressions provided in (2.12), (2.13) and (2.14)
respectively, with the known values of k, T , Vin as well as the estimated α0, α1 and α2

parameters of the GLL−Weibull model in use-level or nominal condition.

α0 = log(A) (2.12)

α1 =
Ea +C log(Vin)

k
(2.13)

α2 =
C

kT
−B (2.14)

Table 2.3 provides numerical values of the accelerated life test analysis. These estima-
ted parameters would enable to determine lifetime data for failure under any operating
conditions. It shows that the estimated parameters of the developed GLL-Weibull model
could be used determine lifetime stress dependent constants mentioned in (2.6). Moreo-
ver, the Table 2.3 shows the value of the β parameter is constant and >1 (β > 1), which
means that the regulator degraded with increasing non−constant λ in the wear-out phase
demonstrated in the bathtub curve.

The life data (probability of failure) expressed in percentile at corresponding failure
time for different stress combinations is plotted in Figure 2.5. The data plotted on the
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Table 2.3 – Reliability model estimation parameters under different accelerated stress
conditions

logarithmic graph corresponds to the pseudo lifetime (hours) failure on x-axis for different
voltage and temperature stress level. Nominal condition refers to the nominal temperature
at 25 °C. The parallel lines for the logarithmic fits produced by applying the Weibull
distribution display β parameter is independent of voltage and temperature stress, while
the scale parameter η is dependent on different stress levels at defined threshold criterion.
It is worth to mention that the failure mode remained unchanged for the different stress
levels’ unreliability curve demonstrated in the Figure 2.5 with an assumption that the
β remained unchanged at different stress conditions. Higher lifetime reliability of the
regulator was predicted (around 9000 hours at 12 V, 12 °C against 5000 hours at 18 V and
120 °C) for 99% failure probability. The Weibull distribution plot presented in Figure 2.5
allows the linear interpolation of the plotted data to the specified degradation criterion
(5% Vout drift from nominal value).

The application of Weibull’s distribution was found to more suitable for applying
linear regression model to best fit the degradation data. The construction of reliability
models based on Weibull’s distribution has enabled to extract and estimate reliability
parameters, including pseudo TTF for different stress conditions only in the wear-out
stage of the regulator’s bathtub curve. Weibull distribution was considered as one of the
most suitable than other statistical distributions (e.g., log-normal, exponential) because
of its simplicity, less complexity to develop the reliability model of the studied regulator
and has got only one unknown parameter to provide the failure information. This kind
of statistical distribution was applied to the degradation behavior of the regulator due to
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being more suitable compared to other statistical distributions (i.e., exponential and log-
normal) for characterizing both the useful life period and wear–out phase in the bathtub
curve of this device. This could be possible by extracting shape parameter value from the
Weibull reliability curve plotted against the stress time. However, other types of statistical
distribution (i.e., exponential and log-normal) could characterize the TTF data of the
device with non-constant increasing failure rate in the wear-out phase of the bathtub
curve. The shape parameter β of this distribution allows obtaining valuable information
on failure modes or mechanisms at different phases of the bathtub curve. The shape
parameter β value is < 1, indicates that the device demonstrates random degradation
with constant failure rate λ in the useful phase of the bathtub curve and the component
would undergo into hard failure.

Figure 2.5 – Weibull distribution fits to pseudo failure time at different stress conditions.

Data measurements from experiments are usually preferable prior to applying the
Weibull distribution or log-normal distribution methods to evaluate or accurately predict
reliability parameters (such as, FIT, TTF, AF and IFR) from using the degradation data,
when the DUTs are subjected to specified stress conditions. However, the limitation or
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the weakest−link property of this type of distributions, lies mostly on the difficulty of
computing accurate estimation of reliability parameters, i.e. the pseudo TTF, FIT, PoF
and so on, for any untested or undefined accelerated aging stress environmental operating
conditions.

2.5 Conclusion

The importance of employing a simulation model of the designed low dropout CMOS
adjustable voltage regulator to evaluate the estimation of reliability based on accelerated
degradation data has been illustrated in this chapter. The objective was achieved by deve-
loping the numerical model for extracting the output voltage as a function of temperature
and input voltage. Moreover, a methodological approach was proposed to generate the
output voltage degradation data under accelerated conditions based on the knowledge of
predictive reliability analysis for the regulator in accordance to the the FIDES standard.
The defined failure threshold criterion was extracted at two different voltage and tempe-
rature stress conditions to estimate the pseudo failure lifetime from the degradation data.
With the use of simulated test data, a suitable acceleration law model was then adopted
to predict the reliability parameters of the regulator under accelerated conditions.

It was also shown that the estimated lifetime reliability of the proposed design of the re-
gulator is significantly higher at lower accelerated ageing conditions (around 90,000 hours
at 12 V, 80 °C against 5000 hours at 18 V, 120 °C) for 99% failure probability. Hence, the
regulator was found to have significantly higher pseudo TTF, depending on the magnitude
of ageing stress type (voltage and temperature) conditions.

Developing accurate degradation path model under HALT conditions would enable
to produce improved reliability model for estimating the lifetime failure probability of
IC components while operating under specified ALT conditions. The perspective of the
presented study would involve conducting the accelerated ageing life tests and the mea-
surement ALT results would be utilized for statistical analysis prior to developing an
accurate reliability model to predict EMC performance of the regulator, and integrate
the impact of ageing tests to develop the ICIM-CI model of the commercially available
regulator ICs from different manufacturers. These research studies have been provided in
next chapters.
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Chapitre 3

CONDUCTED IMMUNITY EVALUATION OF

ANALOG ICS INTEGRATING

OBSOLESCENCE AND TEMPERATURE

STRESS IN LONG LIFESPAN SYSTEMS

This chapter compares the EMC performance of three different voltage regulator ICs
(i.e., UA78L05, L78L05 and MC78L05) developed by three different manufacturers, with
similar functionality and pin compatibility, under the influence of low and high tempera-
ture stress conditions (i.e., −30 °C and +100 °C). The DPI conducted immunity test was
performed on these ICs to analyze the impact of applying thermal stress on the conducted
immunity to the injection of single-tone RF disturbance signal. The DPI immunity pa-
rameters were measured and recorded in real-time for an incident amplified power, while
the ICs were exposed to low and high thermal stress conditions. It was demonstrated
that the minimum injected power required to reach the defined failure voltage threshold
criterion (±4%) varied over a certain frequency range depending on the ICs. Moreover,
these functionally identical ICs showed significant evolution of their conducted immunity
in all the considered temperatures, depending on their manufacturer. Input impedance
curves were monitored at low, high and nominal temperature, showing noticeable decline
of impedance at high frequency. Moreover, the equivalent RLC values of the lumped
elements (i.e., resistor, inductor and capacitor) were extracted and compared at these
aforementioned temperature conditions to model the PDN impedance for the selected
ICs. The immunity behaviour of these ICs was further investigated by generating look up
table data from the DPI measurements. The major findings of the conducted experimental
study are mentioned as follows :

1. A DPI test was conducted on three pin compatible functionally identical voltage
regulator ICs under nominal conditions, manufactured by three different compa-

86



3.1. Introduction

nies, demonstrating significant variations in the conducted immunity in different
frequency ranges.

2. The impact of exposing those ICs to low and high temperatures was found to alter
the conducted immunity characterized during the DPI measurement, with the aim
to investigate the combined effect of obsolescence (or second-source) management
and thermal stress.

3. Whatever the IC manufacturers, the DPI characterization results conducted at no-
minal, extreme low and high thermal stress conditions, revealed a higher immunity
of those ICs in extreme temperatures, with marginal difference in magnitude of the
minimum injected power (below +5 dB) in high frequency (above 700 MHz).

4. The PDN model developed for the considered ICs demonstrated limited informa-
tion to determine the immunity of the ICs, and the need for an IB block was shown
to be necessary.

3.1 Introduction

IC manufacturers face key challenges on assessing and analyzing obsolescence (or
second-source) related to the EMC performance of an IC under the influence of the
thermal stress conditions. The term "obsolescence" refers to replacing an IC developed
by a manufacturer with another functionally identical or pin-to-pin compatible IC (i.e.,
second-source) of another manufacturer based on the conducted immunity characterized
by conducting different types of EMC performance evaluation measurement techniques
(i.e., DPI, EFT and so on) experimental tests under the specified low and high external
thermal stress conditions. The evolution of the EMC behavior of an IC subjected to exter-
nal temperature stresses should be taken into consideration to ensure proper functionality
and EMC compliance during the obsolescence management within the life-cycle of that
product. Voltage regulator ICs, which are ubiquitous in almost any electronic application,
are likely to be sensitive to EMI [3]. The conducted immunity of these ICs to EMI can
be evaluated by performing testing methods according to the defined EMC standards.
DPI is considered a suitable method to characterize the immunity of ICs with respect
to unmodulated RF sinusoidal signals [44]. According to the IEC 62132-4 standard [16],
the DPI test is carried out by injecting single-tone signal disturbances up to 1 GHz into
the IC pin in order to record the forward power causing IC failure or malfunction as a
function of frequency [45].
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Previous research works published on the immunity of low-dropout voltage (LDO)
regulator circuits mainly focused on developing a conducted immunity model to predict
their EMC performance and validate the developed model by comparing with DPI measu-
rements. In [18], an immunity modeling methodology, compliant with the ICIM-CI stan-
dard [46], was proposed for an entire LDO voltage regulator circuit. In [20], a multiport
modeling methodology based on ICIM-CI was proposed and implemented for predicting
the conducted immunity of a micro-power voltage bandgap (i.e., LTC1798−2.5) circuit.
The proposed model was simulated and the results were compared with the DPI and
S-parameter measurements to validate the accuracy of the model. In [47], an on-chip vol-
tage sensor was introduced inside the regulator IC to measure DPI immunity results, and
demonstrated the construction of an accurate electrical simulation model based on both
off-chip and on-chip measurement data, together with the internal circuit information
of the regulator. Figure 3.1 illustrates the overall block diagram of the visual summary
presented in this chapter, including the temperature-controlled thermal chamber to illus-
trate that the studied ICs placed inside this chamber was subjected to both low and high
thermal stress conditions, while simultaneously conducting the DPI experiment on each
of the three considered ICs, separately. Moreover, few additional information (i.e., PDN
and IB) have been mentioned to highlight that both the PDN and the IB models have
been developed as part of the ICIM-CI model for evaluating the conducted immunity of
these considered analog ICs under the influence of environmental stress conditions.

Figure 3.1 – Visual representation of the research study.
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External thermal stress factors, such as temperature and humidity, can affect the EMC
robustness of ICs throughout their entire lifetime. In [48], the reliability parameters de-
termined from the coupling of the developed simulation and acceleration model for the
designed voltage regulator could be compared with the accelerated life test results. Pre-
vious research studies intended to address the impact of electrical stress on the evolution
of conducted immunity of electronic components [3]. The latter was investigated in [49] for
the low-dropout voltage regulator to understand the link between its EMC performance
evolution and electrical characteristics. However, combining the simultaneous evolution
of conducted immunity as functions of obsolescence and environmental thermal stress has
not been yet been explored. This chapter aims to investigate the impact of applying ther-
mal stress conditions (i.e., temperature) on the EMC performance of three functionally
identical regulator ICs from different manufacturers, in order to come to a sensible enve-
lope of the conducted immunity of those ICs at different temperatures, when considering
component changes due to obsolescence, or second-sources.

Considering the study presented in this chapter, the term “obsolescence” has been
used to focus in the context of a system obsolescence instead of only on IC obsoles-
cence,where the term “obsolescence” refers to the possible replacement of an IC within a
system by another functionally identical and pin-compatible IC of another manufacturer
with different EMC behavior under the influence of external environmental characteris-
tics (i.e., temperature). This chapter is divided into the following sections as listed below.
Section 3.2 describes the experimental procedures for performing the DPI test to charac-
terize the conducted immunity on selected ICs from various manufacturers under various
thermal stress conditions. Section 3.3 investigates the effect of thermal stress (high and
low) temperatures on the conducted immunity of the selected DUT. Section 3.4 presents
the development and construction of the ICIM-CI model of the tested sample under the
influence of external environmental conditions, as well as a comparative analysis of both
the developed PDN and IB blocks. Section 3.5 concludes the findings of the conducted
immunity study performed on the tested ICs of different manufacturers to investigate the
combined impact of obsolescence and thermal conditions.

3.2 Materials and Methodology

This section addresses the functionality of the voltage regulator ICs as well as the
specific DPI test setup used to perform conducted immunity tests under the thermal stress
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on three functionally identical and pin-to-pin compatible voltage regulator ICs developed
by three different manufacturers.

3.2.1 Devices under test

Three different types of commercially available voltage regulator IC fabricated by
three different manufacturers, with comparable pin configurations, similar packaging and
identical functionality (i.e., output voltage Vout of +5 V), were chosen for the purpose of the
study to compare conducted immunity level in continuous wave (CW) mode by conducting
DPI experiment. Those selected ICs with corresponding part or model (i.e., UA78L05,
L78L05 and MC78L05) are manufactured by Texas Instruments, STMicroelectronics and
On-Semiconductor, respectively.

Figure 3.2 – Voltage regulator IC mounted on a custom DPI test board.

Figure 3.2 shows one of the tested regulator ICs mounted on a generic SOIC8 ex-
traction test board designed in [50]. The 4-layer FR4 PCB design consists of a ground
plane for providing ground reference with minimum impedance, short traces with iden-
tical length from pads to the board edge connectors to ensure low power loss and low
crosstalk during immunity testing of the IC. The following IC pins, i.e., output voltage
(pin 1), input voltage (pin 8) and ground (pin 2), were soldered on the PCB traces and
SMA connectors were fitted onto the pads corresponding to these pins under test (PUT).
Note that, although the internal connections are the same for all those ICs where other
grounded pins were internally connected, pins 3, 6 and 7 are not connected to the PCB
ground for the ease of experiments, which makes the connection between the die and the
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PCB ground more resistive and inductive, the main objective being the comparison of
the thermal stress impact on the conducted immunity of those ICs. It can be noted that
internal connections are the same for all those ICs, thus making the comparison sensible.
The generic SOIC8 extraction test board design was preferred for the DPI experiment,
considering the IC DUT has also got the same package, which is also frequently used in
ICs for automotive applications.

The functionally identical regulator ICs with exactly similar operational parameters
were selected to assess potential obsolescence related EMC issues. Those regulator ICs
provide an output voltage of +5 V with an average output current of around 40 mA when
a minimum of +7 V input voltage is applied, and can operate within a wide temperature
range (i.e., between −40 °C and +120 °C). Note that nominal values are the same for all
manufacturers.

3.2.2 Experimental setup

The DPI test bench setup is used with the temperature chamber to investigate the
combined effect of obsolescence and temperature stress by evaluating the conducted im-
munity of the selected ICs (Figure 3.1). It consists of a RF signal generator to generate the
RF signals with desired power level in the considered frequency range (i.e., 10 MHz−1 GHz
with 10 MHz step), a +43 dB gain RF power amplifier with bi-directional coupler, and a
wideband external bias tee. The sinusoidal voltage waveform with a single-tone frequency
that is electromagnetic radio wave in nature with a constant frequency (ranging between
hundred and thousands of MHz range) could be generated by a RF generator. The pur-
pose of producing the RF signal is to ensure conducted coupling of the EMI on a specific
IC pin for dealing with obsolescence management related to the EMC issues of an IC
due to the injection of the analog RF signal disturbance under the influence of external
thermal stress conditions.

The incident power at the output of amplifier was varied from +3 to +33 dBm before
injecting into the DUT Vin pin. The bi-directional coupler is connected to a power meter
to measure both the incident power of the amplified RF signals and the reflected power.
The bias tee (ZX85-12G-S+), which is used to provide an injection path for the RF
signal to couple into the IC pin, includes the coupling capacitor and inductor in a certain
configuration such that one end of the inductor is connected to the DC power supply
(+12 V) and the other end to the capacitor. Due to its wide bandwidth extending up to
30 GHz, the PCB has a constant impedance over the injection frequency range. Moreover,
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Figure 3.3 – DPI test bench setup with temperature controlled chamber.

this wideband bias tee used for the DPI experiment has a low insertion loss of +0.6 dB
in nominal condition and high current capacity of 400 mA. Hence, the output of the bias
tee provides the RF disturbance signal coupled to the DC analog voltage signal, which
is injected into the DC power supply Vin pin of the regulator IC. The corresponding DC
Vout at the IC pin 1 caused by this disturbance is monitored from pin 1 using a digital
oscilloscope. A ±4% criterion on the DC Vout was considered for positive or negative DPI
failure modes. Positive failure mode could be indicated when the positive deviation of
+0.2 V (+4%) from the nominal DC output is observed at each DPI frequency values
and negative failure mode could be resulted due to the −0.2 V (−4%) variation from the
nominal DC output.

Figure 3.3 shows the DPI test bench setup for performing conducted immunity ex-
periments at both considered low and high temperatures. The DPI test was conducted
in accordance to the IEC 62132-4 standard [16]. The RF source was stepped across the
frequency range between 10 MHz and 1000 MHz. The step size of the generated RF si-
gnal was varied linearly at 10 MHz across the entire frequency range to ensure EMC
compliance in according to the IEC standard [16]. The temperature controlled chamber
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is used to maintain nominal conditions (+25 °C) or a constant thermal stress (−30 °C and
+100 °C) environment. During the DPI experiment, the ICs are placed inside the cham-
ber, and all DPI parameters (i.e., forward power, reflected power, injected power, and
frequency) responsible for causing failure are measured and recorded in real-time under
all the three aforementioned conditions. Note that, the cables connected with the SMA
connectors of the PCB were chosen to withstand extreme high and low temperature [51].

Since the aim is to assess the conducted immunity performance of the tested DUTs
under different thermal stress conditions, the numerical data presented in the immunity
curves (i.e., Figures 3.4 to 3.6) indicate injected power at the DUTs pin measured against
each corresponding, when the DUTs have exceeded the defined failure threshold or im-
munity criterion (±4%). Hence, presenting the injected power data seemed a more logical
approach to achieve the objective of the study presented in this chapter. The algorithm
used for conducting the DPI immunity test has been programmed to measure and extract
forward power, reflected power and the minimum injected power at each corresponding
frequency causing the DPI failure, depending on the immunity or failure threshold defi-
ned at the start of the DPI experiment. The conducted immunity curves (i.e., Figures 3.4
to 3.6) indicate injected power at the DUTs pin measured against each corresponding
frequency, when the DUTs have exceeded the defined DPI immunity failure threshold
criterion.

3.3 Results and Findings

This section presents the experimental characterization on the conducted immunity
due to applying RF signal disturbance on the IC Vin supply (pin 8) in nominal and thermal
stress conditions. The goal is to compare and highlight the impact of applying extreme
thermal stress conditions on the conducted immunity of three different functionally iden-
tical IC references manufactured by different manufacturers.

3.3.1 Conducted immunity of ICs under nominal conditions

Every IC was tested with an RF signal coupled to the Vin (pin 8) under nominal
conditions. Figure 3.4 shows the minimum power injected to the Vin pin of the tested
ICs (i.e., UA78L05, L78L05 and MC78L05) causing a DPI failure at different frequencies.
The immunity profile of the tested ICs demonstrated significant deviation of the injected
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power throughout the entire frequency range. A comparative study highlighted that the
Vin pin of L78L05 is the most immune to RF disturbances up to 150 MHz. This study
was conducted to compare and assess the immunity profile of these ICs, subjected to
both nominal and external thermal stresses. Conversely, the Vin pin of MC78L05 was
found to be more immune between 300 MHz and 1000 MHz compared to the other two
ICs (i.e., UA78L05 and L78L05). Moreover, the DPI immunity profile curve of MC78L05
shows that the measured injected power reached at its peak (i.e., beyond +30 dBm) at
930 MHz, which means this IC could withstand highest injected power causing the DPI
failure.

Figure 3.4 – Incident RF power as a function of frequency at +25 °C.

3.3.2 Conducted immunity of ICs under thermal stress condi-
tions

Experiments were performed on the regulator ICs to investigate the influence of tem-
perature extrema (i.e., −30 °C and +100 °C) on the conducted immunity of the Vin pin.
The different ICs were first exposed to a temperature stress of −30 °C. Figure 3.5 compares
the impact of the low thermal stress on the three ICs. The MC78L05 was found to be less
immune in the low frequency range (from 10−70 MHz). However, this IC was found to
be robust and immune to RF disturbances both in the middle and high frequency ranges
(from 200−800 MHz). This is because the measured injected power was higher at both
high and low immunity points in almost all the corresponding frequency values, except
at 550 MHz and 400−450 MHz. Moreover, applying low thermal stress on the UA78L05
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resulted to improve the immunity to RF perturbations at low frequency (i.e., +21.6 dBm
against +18 dBm at 100 MHz). However, the MC78L05 was found to be more immune
than the other two tested IC samples in higher frequency range (i.e., 700-1000 MHz).

Figure 3.5 – Incident RF power as a function of frequency at −30 °C.

A similar experimental approach was then followed under the influence of high tempe-
rature stress. The recorded injected power to the Vin pin of different ICs at different RF
signal frequency is plotted in Figure 3.6. Under the influence of high temperature stress,
when compared to that of L78L05 and UA78L05 ICs, the Vin pin of the MC78L05 showed
a significant decrease in immunity to the RF disturbance throughout the entire frequency
range.

Figure 3.6 – Incident RF power as a function of frequency at +100 °C.

The following observations based on the results of the immunity curves displayed in
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Figures. 3.5 and 3.6 can be made :

1. Within a specific frequency range, each of the selected DUTs demonstrated higher
DPI immunity both at the low and high temperature stresses when comparing to
that of under nominal condition. UA78L05 showed higher immunity both at low
and high thermal stress condition throughout the entire frequency range between 10
and 1000 MHz, except at few frequencies (i.e., 20 MHz, 110 MHz and 280 MHz).
Between 600 MHz and 1000 MHz, the DPI immunity of L78L05 was found to
be greater at both low and high thermal stress scenario. MC78L05 demonstrated
higher conducted immunity both at low and high thermal stress conditions than
that of nominal condition between 10 MHz and 170 MHz, excluding only few
frequency values (i.e., 20 MHz and 110 MHz). These aforementioned observations
could also be exhibited and validated by plotting the immunity curves at different
thermal stress conditions on the same axes for the tested DUT references (i.e.,
UA78L05, L78L05 and MC78L05).

2. Under the influence of low and high thermal stresses applied only on the tested
IC samples, the Vin pin of all ICs demonstrated higher immunity in the upper
frequency range (i.e., 700−1000 MHz).

3. All ICs were found to be more immune at low thermal stress than at high thermal
stress condition.

4. The reason for observing higher DPI immunity both at low and high temperature
stress condition could be more likely due to activating and accelerating degradation
mechanisms. At high temperature stress condition, negative bias temperature in-
stability failure mechanism would likely accelerate during the DPI measurements.
Hence, the increase in threshold voltage and reduction of charge carrier mobility of
transistors might be responsible for the significant variation in the DPI behavior
of the ICs. This corroborates the results observed in [32] for different ICs.

5. Figures 3.7, 3.8 and 3.9 demonstrate the effect of applying lowest and greatest ther-
mal stress conditions on the studied ICs (i.e.„ UA78L05, MC78L05, and L78L05).
When compared to the nominal temperature, it was discovered that higher injec-
ted power was required at −30°C than at +100°C for all of the studied ICs. As a
result, the conducted immunity behavior of these evaluated DUTs improved at low
thermal stress compared to high thermal stress.

Figure 3.10 shows the minimum power injected into the Vin pin which induces a fai-
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Figure 3.7 – Conducted immunity of UA78L05 as a function of different thermal stress
conditions.

Figure 3.8 – Conducted immunity of L78L05 as a function of different thermal stress
conditions.

lure in all three temperature conditions regardless of the manufacturers. As can be seen,
except below 25 MHz, the immunity seems to be lower in nominal temperature conditions
than in both extreme temperatures. Moreover, above 200 MHz, a low temperature stress
increases immunity compared to the other conditions. However, even if immunity tends
to increase with frequency in all temperature conditions, there are significant differences
among the considered ICs (up to +20 dBm at 20 MHz and below 50 MHz for high and low
temperatures, respectively). This highlights the need for characterization of second source
ICs in obsolescence studies. This is because even though the considered IC sample functio-
nality is taken into account according to the specification provided by the manufacturer,
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Figure 3.9 – Conducted immunity of MC78L05 as a function of different thermal stress
conditions.

the EMC performance analysis of the IC and its EMC specification for any application is
not provided in the datasheet. Hence, this unavailability of the necessary EMC data could
made it difficult to conclude that the whole EMC performance of a system is independent
from the EMC behavior of all ICs in that system.

Figure 3.10 – Minimum immunity of the three regulators under the considered thermal
stresses.
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3.4 S-parameter Measurement and Impedance Ex-
traction

In order to verify the obsolescence of the selected ICs and explain possible reasons
for significant variations on the EMC performance obtained under nominal conditions, S-
parameters were measured using VNA at nominal temperature to extract the correspon-
ding input impedance observed at the Vin (pin 8). The equivalent input Impedance (Z11)
of these ICs were also compared at both lowest and highest temperature (Figure 3.11).
The reflection coefficient denoted by S11 parameter was directly measured using the VNA
equipment. This measured data was then converted to the Z11 using the mathematical
expression expressed in equation (3.1), where S11 refers to the reflection coefficient mea-
sured in decibel (dB) unit and Z0 refers to the characteristic impedance whose magnitude
is 50 Ω [52].

Z11 = Z0 ⋅
1 + ∣(S11)∣
1 − ∣(S11)∣

(3.1)

Figure 3.11a shows the Z11 curves observed at the Vin pin extracted from the S11

parameter. A resonance is observed above 400 MHz for both MC78L05 and L78L05 as
the Z11 curves follows a decreasing trend, reaching the minimum magnitude of the Z11

beyond the aforementioned frequency value. However, the UA78L05 showed resonance at
around 350 MHz with relatively higher impedance compared to that of MC78L05. The
PDN model of these IC consists of resistance (R), package inductance (L) and on-chip
capacitance (C) between the Vin and ground pins of these ICs [8]. Due to the presence of
the wideband bias tee, the interaction with on-chip PDN model is expected to occur at
frequencies above the tested DPI frequency range.

Note that, the Z11 curves in Figure 3.11 were produced using the measured data
obtained from the VNA instrument, which was configured with logarithmic frequency
steps. Hence, those Z11 curves of the tested ICs at different thermal conditions appears
to be smooth compare to that of the Figures 3.4 to 3.6, which was produced in the linear
frequency steps using the measurement data in accordance to the DPI measurement test
standard. Moreover, it is also worth mentioning that the resonant behavior which has been
visible in those Z11 plots might not be clearly evident in the observed power injected plots
(Figures 3.4 to 3.6), which was due to the fact that the reflected power at the resonance,
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having the input impedance magnitude of 20 Ω, did not differ from that observed at
frequencies with the impedance magnitude of 80 Ω. Therefore, the observed resonance
was not related to the input power plots.

The equivalent R, L and C values of the PDN model for each individual IC can be ex-
tracted analytically from the corresponding Z11 profile curve. The equivalent RLC values
required for the PDN block could be extracted graphically using Figure 3.11. The mathe-
matical expression for extracting the L value is provided in (3.2), where ZL corresponds to
the magnitude of the Z11 at the frequency denoted by fL. This mathematical expression
has been considered based on the theoretical conception that the parasitic L could be
obtained from the Z11 curve at the high frequency range, beyond the resonant frequency
(fr) due to the fact that the L plays a dominating role contributing to the overall equiva-
lent Z11 [52]. Hence, L could be extracted graphically by determining the ZL magnitude
corresponding to the fL at the high frequency region of the Z11 curves demonstrated in
the Figure 3.11, where the Z11 magnitude at the y-axis of the curve increases at the rate
of +20 dB/decade.

L = ZL

2πfL

(3.2)

C = 1
Zc ⋅ (2πfc)

(3.3)

However, the equivalent C could be derived from the Z11 curve at low frequencies be-
low fr. The mathematical equation to extract C is depicted in (3.3), where Zc corresponds
to the magnitude of Z11 at a lower frequency fc than fr. Hence, the equivalent C could
be extracted from the Figure 3.11 at the low frequency region, where the Z11 magnitude
decreases by −20 dB/decade. Determining the magnitude of C at low frequencies is ne-
cessary because C is a significant contributor to the overall Z11 obtained between the Vin

and the GND (pin2) of the tested ICs. The equivalent R required to develop the PDN
model of the tested ICs was extracted from the Figure 3.11. Figures 3.11a to 3.11c show
that the Z11 magnitude is minimum at the fr. Hence, the R correspond to the minimum
Z11 at the corresponding fr in Figure 3.11.

Table 3.1 compares the equivalent RLC values extracted for the PDN models of the
selected ICs at low, nominal and high temperature. Those equivalent RLC values were ex-
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(a)

(b)

(c)

Figure 3.11 – Input impedance of the tested ICs at different temperatures : (a) +25 °C ;
(b) −30 °C ; (c) +100 °C.
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tracted using (3.2) and (3.3), depending on the required parameters obtained graphically
by taking into account of the Figure 3.11. At the nominal temperature (i.e., T = +25 °C),
the smallest equivalent capacitance for the L78L05 causes lower internal decoupling at low
frequencies compared to the other two MC78L05 and UA78L05 ICs. However, the L78L05
shows more immunity to RF disturbances in low frequency (Figure 3.4), which means that
the IB of the active part of the chip should be also considered for a proper evaluation of
the IC’s immunity. Besides, the package inductance values for the input voltage pin of
UA78L05 was found to be higher by 135% and 31.1% compared to that of the MC78L05
and L78L05, respectively, which mainly results in obtaining high input impedance in high
frequency. The MC78L05 has the lowest inductance and the highest capacitance at the
nominal temperature. Hence, it can be concluded that it is likely to have a larger die, a
higher minimum gate length and a smaller bond wire length compared to UA78L05 and
L78L05. Likewise, the UA78L05 is not the most immune in high frequency thus requesting
a further analysis of the IB model.

Table 3.1 – PDN Model Extraction for the Considered ICs as a Function of Temperature

The transmitted power was further used to assess the IB block table. The IB model
information presented in the form of look-up table is considered a valid criterion to validate
the EMC performance of these ICs. Table 3.2 compares the threshold actual transmitted
power (Pt) among the selected ICs at nominal temperature for different frequencies ranging
from 100 to 1000 MHz. The Pt to the IB block was evaluated as accurately as possible
using the DPI and S11 measurements, while taking into consideration of the power loss
(Ploss) due to the DPI injection path (i.e., bias tee, coupling capacitor, cable and PCB
trace). The mathematical relationship between the Pt and the injected power to the Vin

pin of the tested IC denoted by Pinj is expressed in equation (3.4).

Pt = (1 − ∣S11∣2) ⋅ (Pinj − Ploss) (3.4)
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Results provided in Table 3.2 shows that Pt is the lowest for the UA78L05 within
the considered frequency except at 100 MHz, which validates that the UA78L05 is the
least immune to the RF disturbances in that range. However, the L78L05, despite having
lower inductance and capacitance values in its PDN, is found to have higher Pt than the
UA78L05. This clearly demonstrates that the PDN is not the only block determining
the immunity of the whole IC, and that the IB plays an important role. Besides, the
MC78L05, with the smallest inductance value, was found to have the highest Pt causing
a failure above 200 MHz. Therefore, the IB block determined at the nominal temperature
plays significant role to figure out origin of the IC’s immunity to the RF disturbances.

Table 3.2 – IB Look up Table for Tested ICs at Nominal Temperature

In order to investigate the impact of both extreme low and high temperatures on
the PDN model of the selected ICs, in terms of their equivalent RLC values, the input
impedance curves were computed from the S-parameters measurements as shown in Fi-
gures 3.11b and 3.11c, respectively. Figure 3.11b depicts that the Z11 of the ICs increase in
low frequency at the lowest temperature compared to those at the nominal temperature.
Besides, the magnitude of the Z11 of these ICs is found to be lower in high frequency
at the highest temperature. Moreover, the Z11 curves showed similar decreasing trend
throughout the entire frequency range as shown in Figures 3.11b and 3.11c, respectively.
The equivalent RLC values extracted at the low and high temperature from the corres-
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ponding input impedance curves were found to be comparable and varied considerably as
shown in Table 3.1. Based on the Z11 curves plotted at −30 °C and +100 °C, the computed
inductance values of UA78L05, MC78L05 and L78L05 increased considerably from its no-
minal value by 30.1%, 108.1% and 14.3% at −30 °C, respectively. Besides, the inductance
values evaluated at +100 °C was also incremented for UA78L05, MC78L05 and L78L05
by 34.7%, 67.4% and 31.1%, respectively.

The overall equivalent resistance R values computed from the Z11 profile at −30 °C
were declined from its nominal value by 10.3%, 1% and 15.4% for UA78L05, MC78L05
and L78L05, respectively. On the other hand, the R values extracted at the high tempe-
rature were increased by 18.5%, 46.7% and 20.5% in comparison to that of at the nominal
temperature for UA78L05, MC78L05 and L78L05, respectively. Under the influence of
the lowest temperature, the capacitance value of UA78L05, MC78L05 and L78L05 was
reduced from its nominal value by 8.1%, 18.5% and 10.1%, respectively. However, with
an exception of MC78L05, whose capacitance value declined by 2.7% at high tempera-
ture, UA78L05 and L78L05 demonstrated 10.5% and 6.9% increase of its capacitance
from its nominal value, respectively. Hence, these findings suggest that the PDN model
plays considerable contribution to characterize the conducted immunity of these PDN at
extreme temperatures. Considering the variations of the RLC values from their nominal
ones as well as the measured injected power presented in Figures 3.5 and 3.6, the IB block
look-up tabular data for MC78L05 also showed similar decreasing trend at the lowest and
highest temperature in high frequencies compared to that of UA78L05 and L78L05. The
IB model was determined to investigate its role and contribution to the overall immunity
of the ICs, along with its PDN model. This assessment was established under the nominal
temperature only, while considering little importance of including the IB look-up table at
extreme temperatures.

3.5 Conclusion

This chapter demonstrated the combined impact of thermal stress and obsolescence
by conducting DPI experiments on three functionally identical and pin compatible regu-
lator ICs from three different manufacturers. The selected ICs were exposed to nominal
temperature, low and high external temperature conditions (i.e., −30 °C and +100 °C)
during the DPI measurements by injecting the RF disturbance on the input pin of the
IC. Based on the defined immunity criterion (±4%), all the ICs under test were measured,
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yielding either a positive or negative offset voltage at the Vout pin.

Under the nominal conditions, experimental results demonstrated that, compared to
the other two ICs, the MC78L05 had the highest immunity in high frequency. However,
that regulator model was found to be less immune to DPI injection when exposed to
both low and high thermal stresses. Moreover, regardless of the IC manufacturers, it was
observed that the DPI immunity tends to be increased significantly (around +30 dBm at
1000 MHz against almost +10 dBm at 10 MHz) with the increase of frequency at both high
and low environmental stress conditions compared to that of the nominal temperatures.
These results indicate that it would be essential to verify IC’s conducted immunity when
replacing by a second-source or a more recent EMC compliant functionally identical IC
device.

Input impedance curves were also compared for all the considered ICs at low, high and
nominal temperatures. With the increase of frequency, the impedance curves followed a
similar trend but with significant level differences. Package inductance value for UA78L05
was found to be higher than the other two ICs, and the lowest capacitance value was
obtained for L78L05. Hence, these RLC variations made it possible to conclude that
the UA78L05 was the least immune in high frequency, while the L78L05 showed a high
conducted immunity in low frequency. The IB block tabular data of exact transmitted
power against frequency was further generated in nominal temperature from the DPI
measurements for all the selected ICs. The concluded outcome of observing the highest
conducted immunity for MC78L05 compared to the other two ICs was confirmed in high
frequency. Hence, the comparative analysis of the conducted immunity performance of the
considered ICs of different manufacturers would be essential to verify the electromagnetic
compliance of an IC within a system, when replacing by a second-source or a more recent
IC component.

In this study, the term “Obsolescence” refers to the drop-in replacement of an IC
from a second source of another manufacturer, which is pin-to-pin compatible with si-
milar functionality and specifications. If an IC is replaced by a second-source, it is thus
important to make sure that its EMC behavior keeps the system within the EMC limit.
It is also important to consider external thermal stress conditions for all second-sources
in order to take into account of the environmental conditions of the system in its lifetime.
This is also essential to highlight if the IC with similar functionality and specifications
of another manufacturer is EMC compatible and can replace the existing EMC non-
compatible IC in the system in order to meet the EMC compatibility requirement issue
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for any particular applications. Future perspective of this ongoing research work would
involve developing, constructing and integrating accelerated ageing stress conditions ap-
plied on these regulator ICs with the conducted immunity models the the to investigate
the impact of ageing on the standard ICIM-CI model. Moreover, numerous samples of
these selected analog ICs would be allowed to undergo ageing by conducting step-stress
ADTs to characterize ageing phenomenon under the influence of multiple stress factors,
including thermal and voltage overstress conditions for specified stress duration. Based on
the evolution of the conducted EMC performance, statistical computation would be pre-
sented followed by developing degradation and reliability models to be able to predict the
long-term electromagnetic evolution of the immunity parameters as functions of ageing
and/or obsolescence. The above aforementioned studies would be presented in the next
chapters.
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Chapitre 4

INVESTIGATE AND ANALYZE THE

INFLUENCE OF HIGH TEMPERATURE

ACCELERATED AGING ON THE

CONDUCTED IMMUNITY MODELLING OF

THE ANALOG ICS

This chapter aims to develop and compare ICIM-CI models of two different voltage
regulator ICs with similar functionality (i.e., UA78L05 and L78L05) under the combined
influence of two different electrical overstress (i.e., 9 and 12 V) and high temperature (i.e.,
70−110 °C) stresses aging conditions for a total stress duration of 950 hours for ensuring
EMC degradation within this short accelerated stress duration, while taking into account
of the fact that these tested ICs would not go into permanent failure. Step-stress ADTs
are performed on two samples of UA78L05 (i.e., T1 and T2) and L78L08 (i.e., S1 and S2)
manufactured by Texas Instrument and STMicroelectronics, respectively. DPI test was
conducted in nominal conditions (i.e., 7.5 V and 25 ○C) on these selected ICs according
to IEC 62132-4 standard before and after the accelerated aging test. For the studied
cases, it was found that the PDN models extracted at nominal temperature before and
after aging test for the ICIM-CI model of UA78L05 and L78L05 remained unaffected.
However, the aging process affected the IB block of the ICIM-CI model significantly due
to noticeable reduction in the conducted immunity level characterized by the extracted
IB look-up table data in terms of power transmitted and frequency. It was demonstrated
that both fresh and aged samples of L78L05 demonstrated higher conducted immunity
profile compared to those of UA78L05. Moreover, the aged S1 and S2 samples showed
lower immunity drift than those of the aged T1 and T2 respectively throughout the whole
DPI frequencies, ranging between 10 and 1000 MHz. While applying the same thermal
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step-stress on all the test samples inside the climatic chamber, DUT samples S2 and T2
aged at high electrical overstress (i.e., 12 V) conditions demonstrated higher mean drift
of immunity level compared to that of the other two aged samples S1 and T1 under low
electrical voltage (i.e., 9 V) stress conditions.

4.1 Introduction

The EMR of ICs is usually affected due to aging under the influence of harsh external
environmental stress conditions (i.e., high temperature and electrical overstress) [4]. The
various ALTs can be performed on ICs by applying stress conditions to activate and
accelerate the rate of degradation due to intrinsic failure mechanisms induced by aging
[53]. For example, HCI and NBTI are known to degrade the EMC performance of ICs
[33]. Those internal degradation mechanisms modify different transistor parameters by
lowering the electron mobility and increasing the Vth of the aged ICs, causing significant
impact on electromagnetic emission under the applied electrical stress conditions [32].
Likewise, the influence of aging can also affect the functionality (i.e., noise, saturation
current, signal propagation delay) due to the variation of the physical parameters of the
transistors in both digital and analog ICs, resulting significant reduction in the conducted
immunity to EMI [54] [1].

ALT methods, such as, HTOL and low LTOL, are usually performed on the ICs to
evaluate the influence of aging on the conducted immunity to EMI. According to the
AEC-Q100-Rev-H standard [55], HTOL test is performed by applying constant thermal
stress at 150 °C for 450 hours, whereas LTOL test requires applying thermal stress at
−40 °C upto the same stress period. In [53], both standard HTOL and LTOL tests were
performed on the low-power 65 nm CMOS IC to characterize the influence of aging on the
conducted emission and immunity levels of several input and output (I/O) pins of the ICs
structures under test. The conducted immunity variation induced by aging was evaluated
by performing the DPI test by injecting harmonic disturbance signal on the power supply
and digital pins according to the IEC 62132-4 standard, but at 25 °C in both before and
after the ALTs.

In [1], the HTOL aging test was performed to characterize the evolution of the aging
induced immunity drift of analog circuit structure (i.e., variable controlled oscillator)
designed in 0.25 µm CMOS technology. In [56], accelerated aging conditions (i.e., electrical
overstress) was applied for a specific stress period on the regulator circuit implemented
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on a test IC chip to accelerate relevant wear-out degradation mechanisms until the tested
chip fails. The changes in the LDO immunity was characterized during the aging process
using the DPI measurements according to the IEC 62132-4 standard [16] by measuring
the conducted immunity parameters prior and after the ALTs, which showed an increase
in the electromagnetic immunity drift [56]. Moreover, the long-term conducted immunity
of different analog circuit blocks of the PLL circuit was analyzed by performing the
ALTs, and the results revealed that the aging reduced the immunity profiles of the tested
structures across the whole DPI frequency range [24].

The IC designers and manufacturers need to predict the the conducted immunity of
ICs prior to the manufacturing phase. The ICIM-CI model has been proposed and pu-
blished in the IEC 62433-4 standard [57]. This standard model can be extracted from
simulations based on the knowledge about the internal structure of the IC under test. In
[58], the effect of aging and external thermal stress conditions on the proposed ICIM-CI
model of a custom-designed integrated oscillator was studied, demonstrating significant
reduction of the conducted immunity level with better accuracy that can be taken into ac-
count in the future revised version of the ICIM-CI standard. In [20], multi-port conducted
immunity model was proposed and compared with the measurements to validate accuracy
of the simulation model to estimate the EMC performance of the bandgap reference cir-
cuit designed and implemented in the test chip. In [47], the LDO susceptibility model was
proposed based on the MOSFET models to extract the ICIM-CI model, which was then
validated using the DPI measurements. In [59], the ICIM-CI modeling process was presen-
ted by extracting individual models for both linear passive and non-linear active elements
of the LDO regulator in order to compare the conducted EFT immunity measurement to
the proposed simulation model. In [18], a white-box modeling approach was presented for
the LDO regulator mounted on a test chip to demonstrate the methodology required to
extract the ICIM-CI model. The model was then validated by comparing the simulation
results to the DPI measurements. However, the impact of aging on the ICIM-CI models
of ICs should be investigated in order to predict long-term EMR and lifetime reliability.
In [48], an electrical simulation model for the voltage regulator as well as an accelera-
ted degradation model were proposed to predict various reliability parameters based on
functional performance under different thermal and electrical overstress conditions.

Overall, high aging temperature was incorporated into the development of the ICIM-CI
model of the studied regulator ICs to investigate the impact of extreme external environ-
mental conditions on the conducted immunity models of DUTs.This chapter is divided
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into following sections. Section 4.2 provides description of the accelerated aging plan and
experimental procedures to conduct both aging and DPI test to characterize the conduc-
ted immunity before and after the completion of the aging test. Section 4.3 illustrates the
measurement results and findings of the experimental study conducted on both fresh and
aged ICs, followed by comparing the EMC performance of both the tested L78L05 and
UA78L05 DUT. Section 4.4 outlines the aging impact on the developed ICIM-CI model of
the tested ICs, demonstrating significant changes between the fresh and aged IB lookup
tabular data and insignificant effect of aging on the developed PDN model. Hence, the
main outcome demonstrated refers to the fact that the standard ICIM-CI model might
be updated and modified to analyze the EMC performance, while taking into account of
the influence of accelerated aging on the conducted immunity model of ICs.

4.2 Materials and Methods

This section presents the test conditions for accelerated aging applied to the chosen
voltage regulator ICs. Furthermore, it also introduces the experimental test setup used
to conduct high temperature step-stress ADT as well as the DPI test on the ICs to
characterize the aging impact on the developed ICIM-CI models.

4.2.1 Accelerated aging test plan

The accelerated aging test plan was designed to investigate and compare the high
temperature aging impact on the EMC performance degradation and the ICIM-CI models
of the selected ICs (i.e., UA78L05 and L78L05). Table 4.1 provides information on the
accelerated aging test plan, which includes the number of IC test samples, total aging
stress duration, electrical overstress and thermal stress conditions applied on the samples.

Table 4.1 demonstrates that identical thermal step-stress conditions were applied to
each of the four DUT samples. Two samples (i.e., T1 and S1) of UA78L05 and L78L05,
were respectively subjected to a low arbitrary electrical overstress voltage of 9 V (20%
higher than nominal voltage). In contrast, high supply voltage stress condition (60%
greater than nominal voltage) was chosen for the T2 and S2 samples, ensuring the aged
samples remain operational at the end of the aging test. It is worth to mention that these
DUT samples with similar functionality and pin compatibility, manufactured by different
companies, were selected to compare their conducted immunity performance based on the
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Table 4.1 – Design Of The Accelerated aging Test Plan

applied aging test plan.

4.2.2 Measurement test setup and procedures

Four fresh DUT samples were placed inside the climatic chamber (Climat2) to perform
high temperature accelerated aging test for 950 hours. The accelerated aging test setup
is shown in Figure 4.1. The test setup consists of high temperature cables (Amphenol-
RF 095-902-466-004) to withstand high temperature within the climatic chamber (Fi-
gure 4.1b) as well as external DC power supply sources for providing electrical overstress
above the nominal voltage (i.e., 7.5 V) into the Vin pin 8 (Figure 4.1a) of the tested ICs.
Those temperature cables are used to inject the DC input voltage signal to the Vin pin
of these ICs. The Spirale V software interface integrated with the climatic chamber was
used to develop a program for regulating and maintaining the thermal step-stress condi-
tions inside the chamber. The latter consisted of varying the temperature from 70 °C to
110 °C with a linear step increment of 10 °C after every 200 hours, reaching the maximum
aging temperature at 800 hours, and the step-stress ADT was continued for the remai-
ning 150 hours. It should be noted that the maximum temperature stress and total stress
duration were chosen based on the operational characteristics of the selected ICs so that
the aged samples remain functional avoiding permanent failure throughout the step-stress
ADT.

The above-mentioned aging plan was applied to all the four DUTs in the controlled
environment condition for the complete duration of the step-stress ADT induced aging.
The aged samples were removed from the thermal aging climatic chamber at the end of
the process, and the DPI immunity test was performed at the nominal condition (i.e.,
7.5 V and 25 °C) in accordance to the IEC 62132-4 standard [16]. The standard DPI test
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bench was used to perform the DPI experiment, and the relevant measurement data (i.e.,
power injected and frequency) were recorded on both fresh and aged IC samples in order
to analyze the influence of the aging process on the conducted immunity of the tested
ICs.

(a)

(b)

Figure 4.1 – Accelerated aging test set-up (a) outside view ; (b) inside view of the
climatic chamber.
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The DPI measurement setup is similar to that in [60]. The harmonic disturbance
signal was injected into the Vin pin of each considered sample ICs. Continuous sinusoidal
electromagnetic (EM) disturbance signal was generated by the signal generator (Agilent
N5183A) and injected on the Vin pin of the IC after signal propagation through the bi-
directional coupler, while performing the DPI test before and after the accelerated aging
test. The disturbance signal was amplified by the RF amplifier (Prana AP32DT120)
and allowed to superimpose over the nominal 7.5 V DC biasing voltage provided by an
external power supply source through the decoupling network (i.e., wideband bias-tee
and capacitor) into the Vin pin of the IC. With a linear step-size of 10 MHz, the injected
signal’s amplified signal power was linearly varied between 3 and 30 dBm over the RF
frequency range of 10 to 1000 MHz.

Two independent power meters were utilized to record relevant measurement data
(i.e., forward power and reflected power). The LabView interface, which is incorporated
with the DPI test bench, is programmed to measure the Pinj when the defined failure
threshold criterion is observed at various frequency values. Based on the forward and
reflected power measured from the power meters, the minimum Pinj required to cause
IC malfunction was recorded at each corresponding frequency values over the entire tes-
ted DPI frequency values. The DPI failure threshold criterion of ±4% deviation from the
nominal DC Vout was considered on all the test samples, resulting a DC offset voltage
(i.e., ±0.2 V) variation from the nominal Vout at the pin 1 (Figure 4.1a) of those DUT
samples. The DPI failure threshold was chosen with a fixed arbitrary value to ensure the
ICs remained operational throughout the step-stress ADT, taking into account of various
functional performance parameters (i.e., maximum operating temperature, maximum cur-
rent and operating voltage) of the regulator ICs. It is worth to mention that the input
current remained unchanged during the aging process.

4.3 Results and Discussion

This section presents the experimental results to analyze the combined effect of ap-
plying thermal and electrical aging stress conditions on the conducted immunity to EMI.
Moreover, several aging-induced immunity drift parameters (i.e., mean power injection
drift, maximum and lowest aging drift, and standard deviation) for these tested samples
were analyzed and compared based on those EMC measurements recorded before and
after aging.
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4.3.1 Accelerated aging impact on conducted immunity

The conducted immunity profile for both fresh and aged ICs under two different elec-
trical overstress (i.e., 9 V and 12 V) and identical thermal stress conditions is depicted
in Figure 4.2. The aging impact on the conducted immunity of the samples S1 and T1
subjected to low electrical overstress and high thermal step-stress conditions is displayed
in Figure 4.2a. Across the whole DPI frequency range, it was found that the fresh L78L05
sample (i.e., S1) was more immune than that of UA78L05 (i.e., T1). Although the conduc-
ted immunity profiles for both of these fresh DUT samples showed a gradual increasing
trend, the Pinj into the Vin pin of the S1 sample varied from 12.5 to 25 dBm between 10
and 1000 MHz, while the T1 required lower Pinj (i.e., 8 dBm at 10 MHz and 24 dBm at
1000 MHz) to induce the DPI failure. The influence of aging caused by high temperature
and low electrical overstress (i.e., 9 V) conditions resulted in a significant degradation
of the conducted immunity level of the tested samples S1 and T1 at both low and high
frequency values, ranging from 10 MHz to 200 MHz and 450-1000 MHz, respectively.
Conversely, aging induced by the step-stress ADT and electrical overstress (i.e., 9 V) im-
proved the conducted immunity level of both the aged samples (S1 and T1) in the mid
frequency range (i.e., 200-450 MHz). Furthermore, it could be observed that the immu-
nity profile waveform produced for the aged S1 sample needed larger Pinj throughout the
whole DPI test frequency spectrum than that of the aged T1 sample.

Figure 4.2b illustrates the effect of aging on the conducted immunity level of the test
samples (S2 and T2) for the L78L05 and UA78L05, respectively, subjected to both high
electrical overstress (i.e., 12 V) and identical thermal stress conditions as outlined in the
Table 4.1. Under the effect of the high electrical overstress, both the tested S2 and T2
samples demonstrated a significantly higher difference in the Pinj between the aged and
fresh states at each corresponding DPI frequencies compared to those of the S1 and T1
samples depicted in Figure 4.2a. Between 10 and 1000 MHz, the sample S2, both in fresh
and aged states, could endure greater Pinj compared to that of the fresh and aged T2
sample. As a result of this immunity behaviour, it was possible to conclude that the S2 was
more immune to the harmonic disturbances than that of the the considered T2 sample.

It is worth mentioning that the observed change of the conducted immunity level
could be due to the degradation of the associated CMOS transistors within the tested ICs.
Depending on the stress magnitude and duration, the step-stress ADT would activate and
accelerate intrinsic degradation mechanisms that could modify the electrical properties
(i.e., Vth and charge carrier mobility) of several aged CMOS transistors. Numerous internal
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(a)

(b)

Figure 4.2 – Aging impact on the conducted immunity profile of IC samples under same
thermal stress and (a) low electrical overstress (i.e., 9 V) ; (b) high electrical overstress
conditions (i.e., 12 V).

CMOS transistors of the aged DUTs could be degraded due to high positive biasing voltage
and the biasing current caused by the electrical overstress condition, which would increase
the Vth and reduce the charge carrier (i.e., holes and electrons) mobility [4]. Thus, a clear
relationship between the variations of the physical features of CMOS transistors induced
by aging and the conducted immunity level could be established. The influence of aging on
the observed dispersion of the conducted immunity level between the fresh and aged states
of the tested samples under the DPI measurements can be a result of the variability of the
DUT characteristics and the measurement uncertainty of the DPI test bench equipment.

4.3.2 Aging induced conducted immunity drift of ICs

The Pinj measured for both fresh and aged ICs (i.e., L78L05 and UA78L05) under the
nominal conditions were used to evaluate the aging induced immunity drift threshold, also
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known as the power injected drift (∆Pinj), by subtracting the measured injected power
PinjAGED

of the aged sample from that of the recorded PinjF RESH
of the fresh sample.

The aging induced immunity drift of the test samples at each corresponding frequency
value Figure 4.3. Negative EMC immunity drift was observed for both aged samples of
L78L05 and UA78L05 at the high frequency range (i.e., 650-1000 MHz). Throughout the
whole DPI frequency range, both the aged T1 and T2 samples showed slightly higher
mean immunity drift than those of the aged S1 and S2. Moreover, positive ∆Pinj of the
immunity threshold was observed within the specific frequency range (i.e., 250-450 MHz)
due to the fact that the measured Pinj of the aged sample was higher than that of the
fresh IC, highlighting an improvement in the conducted immunity level of all the tested
samples. The impact of the high electrical overstress condition on the aged S2 and T2
samples could be noticed in their respective aging immunity drift waveform, which is
shown in the Figure 4.3. The aged S2 sample showed greater ∆Pinj immunity drift than
the aged S1, indicating higher conducted immunity drift due to the significant influence
of the electrical stress observed on the EM immunity of the aged DUT. Likewise, the aged
sample T2 demonstrated higher conducted immunity drift level compared to that of the
T1 due to observing noticeable difference in the ∆Pinj evaluated throughout the whole
frequency range.

Figure 4.3 – Influence of the aging on the conducted immunity drift of the tested ICs.

Table 4.2 summarizes aging induced EMC drift parameters computed for all the dis-
tinct samples of ICs (i.e., L78L05 and UA78L05). The absolute mean EMC aging drift
(∆MPinj) over the entire frequency range is evaluated as the ∆Pinj for both the UA78L05
and L78L05 varied at every corresponding frequency value. The ∆MPinj for the aged S1
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and S2 samples of was 6.97% and 6.4% lower than those of the aged T1 and T2, respec-
tively. Thus, the L78L05 showed more EM robustness and immunity than the UA78L05
under the indicated accelerated aging conditions. Due to the effect of the high electri-
cal overstress and the defined identical thermal step-stress external factors, the aged S2
and T2 samples exhibited greater immunity drift than the other two aged (S1 and T1)
samples. The ∆MPinj of the S2 sample was found to be 9.2% greater than the other DUT
of the same IC (i.e., L78L05), with a higher mean standard deviation (σ) of the immunity
drift. Similar immunity behaviour was observed for the aged samples of UA78L05, with a
7.9% increase in ∆MPinj for the T2 sample and an 18% higher σ compared to the other
aged T1 sample. From an EMC point of view, the computed minimum and maximum
power injected drift level for those tested IC samples were found in each corresponding
DPI frequency values at which the negative and positive drift had occurred, respectively.

Table 4.2 – Aging Induced Immunity Drift Parameters

The evolution of the EMC robustness of a tested sample could also be measured and
compared by evaluating both ∆MPinj and σ for the aged UA78L05 and L78L05 tested
sample using the following mathematical expressions as shown in (4.1), where PinjXf

refers to the power injected after aging, PinjYf
refers to the power injected at each DPI

frequencies before aging, fa and fb represent the minimum and maximum DPI frequency
value respectively, varying between 10 and 1000 MHz with a step-size of 10 MHz between
each frequency point, and nfrequency represents the total number of frequency values. As
the accelerated aging can affect the variability between the pin-to-pin compatible with
identical functionality tested ICs (i.e., UA78L05 and L78L05), the σ of the immunity
levels needs to be computed over the entire DPI frequency range for the aged DUT
samples. The mathematical expression to evaluate σ of both the aged UA78L05 and
L78L05 across the entire DPI frequency range is shown in (4.2). It is worth to mention
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that observed variation in the conducted immunity drift between UA78L05 and L78L05
might also be impacted by the measurement repeatability issues due to the uncertainties
of the DPI measurement components. Nevertheless, the latter caused by the DPI test
bench variation is independent of the tested ICs, ensuring insignificant impact on the
evolution of the observed conducted immunity drift induced by aging [33].

∆MPinj =
1

nfrequency

fb

∑
f=fa

∣PinjXf
− PinjYf

∣ for fa ≤ f ≤ fb (4.1)

σ =

¿
ÁÁÀ∑

fb

f=fa
(PinjXf

−∆MPinj)2

nfrequency − 1 for fa ≤ f ≤ fb (4.2)

4.4 Effect of Aging on the ICIM-CI Model of ICs

The ICIM-CI was developed for both fresh and aged DUT samples in order to com-
pare and analyze the effect of aging on the conducted immunity of the selected ICs(i.e.,
UA78L05 and L78L05). To investigate influence of aging on these ICIM-CI models, both
the PDN and IB models were extracted from the experimental results obtained before
and after accelerated aging tests for each individual DUT of L78L05 and UA78L05. The
passive PDN block for each DUT was developed by S-parameter measurements using the
VNA similar to that in [8]. The measured reflected coefficient S11 was used to determi-
ned the input impedance Z11 between the Vin and ground (GND) pins of the IC samples
before and after accelerated aging. The PDN block was then modeled by extracting the
unknown parameters of the lumped passive components (e.g., resistor, inductor and capa-
citor) from the Z11 profile to investigate the contribution of the aging effect on the PDN
block of the ICIM-CI model. Figure 4.4 displays the Z11 profile curves versus frequency
(i.e., 1−1000 MHz) for both the fresh and aged S1 and T1 test samples. It was found that
the impedance profiles of both new and aged ICs remained comparable, with the excep-
tion of the aged L78L08 sample (i.e., S1), which exhibited a higher impedance compared
to the UA78L05 below and above the resonant frequency, that could be due to higher
resistance (R2), lower coupling capacitance (C2), and parasitic inductance (L2) values.
As observed in Figure 4.4, the extracted RLC values of the PDN model for the aged T1
sample were 35.5 Ω, 19.8 µH and 41.2 pF, whereas the overall RLC values for the aged
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L78L05 were found to be 49.2 Ω, 21.6 pF and 16.8µH. The conducted immunity could be
similar for both of these tested IC at high frequency due to the small difference in the Z11

values dominated by the extracted L1 and L2 values of the PDN block. Note that, the
input impedance profiles of the other two IC samples remained constant after being aged
at high electrical overstress condition. Thus, it can be concluded that the PDN block of
these studied IC samples was unaffected by aging.

Figure 4.4 – Influence of the aging on the input impedance profile of Vin of the selected
ICs.

The black box approach was considered to produce the IB block for each individual
samples of both UA78L05 and L78L05 by extracting the look-up table from the DPI
measurement data. The look-up table data include the actual Pt to the Vin pin at each
corresponding DPI frequency value, causing the DPI failure on the considered IC samples.
This Pt corresponds to the actual power that couples into the pin of the IC mounted on the
PCB, and it is considered as the relevant parameter for analyzing the conducted immunity
level under the influence of aging. The Pt was evaluated by using the Pinj measurement
data recorded from the DPI measurements, S11 measured using the VNA and insertion
loss owing to the cables and PCB trace. The mathematical expression to evaluate the
actual Pt to the pin of the IC samples under test is provided in (3.4).

The data from the look-up table, which corresponds to the IB blocks of the ICIM-CI
models of L78L05 and UA78L05, was extracted and plotted against the DPI frequency
range, as can be seen in the Figure 4.5. Figure 4.5a shows that the Ptrans of the aged
T1 sample decreased by a mean deviation of 4.3 dB and 4 dB for the aged S1 over the
whole frequency range. Besides, the maximum Ptrans deviation between the aged and fresh
samples of UA78L05 and L78L05 is 9.9 dB and 9.5 dB, respectively.
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(a)

(b)

Figure 4.5 – Influence of aging on the IB block of the ICIM-CI model of ICs under same
thermal stress and (a) low electrical overstress (i.e., 9 V) ; (b) high electrical overstress
conditions (i.e., 12 V).

Similar to the Figure 4.5a, Figure 4.5b demonstrates that the Pt level of the aged test
samples is lower than that of the fresh ones at each corresponding frequency, with the
exception between 200 and 400 MHz, which is due to the improvement of the conducted
immunity profile due to aging. Furthermore, the average Pt drift of the aged samples
owing to aging under high electrical stress was 4.4 dB and 4.7 dB for the S2 and T2,
respectively. As a result, the reduced Pt level observed in both Figures. 4.5a and 4.5b
depict that the accelerated aging impacts the extracted IB blocks of the ICIM-CI models
of both UA78L05 and L78L05. In order to account for the effect of aging on the developed
ICIM-CI models of the tested IC samples, it is essential to readjust the IB look-up tables
with the modified and updated Pt and corresponding frequencies.
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4.5 Conclusion

The objective of the study was to integrate the aging impact caused by elevated
temperature and voltage overstress into the developed standardized ICIM-CI model of
the tested ICs for investigating the effect of aging on the conducted immunity model of
the studied regulator ICs. A comparative study was conducted using measurements on the
two pin-to-pin compatible voltage regulator ICs (i.e., L78L05 and UA78L05) to examine
the effect of thermal and electrical overstress aging stresses on the developed ICIM-CI
models. The DPI experiments were carried out on both fresh and aged ICs. Two different
samples of both L78L05 and UA78L05 were aged inside the climatic chamber to accelerate
the rate of internal degradation mechanisms (i.e., HCI or/and NBTI) under the combined
impact of the defined thermal step-stress and electrical overstress conditions.

The PDN model was developed using the S-parameter measurement and the corres-
ponding Z11 profile of each considered fresh and aged samples. It was found that the
PDN model was unaffected by aging due to observing no variation in the R, L, and C

values of the passive elements included in the model. Before and after the accelerated
aging of the ICs, DPI tests were performed in nominal conditions and measurements were
recorded in nominal conditions to extract the look-up table for constructing the IB blocks
of individual samples. It was discovered that the aging reduces the Pt level, resulting in
a significant impact on the IB block of both L78L05 and UA78L05 examined samples.
Hence, aging caused by performing the step-stress ADT at the defined stress conditions
decreased the conducted immunity of the considered ICs in a given frequency range, with
UA78L05 having a higher mean standard deviation of the Pt between fresh and aged
samples than the L78L05. In order to take into account of the effect of aging on the IB
blocks of the ICIM-CI models of the IC samples under test, the modified Pt values as
a function of frequency should be updated in the look-up tables by applying statistical
deviations of the aging immunity drift.

The future perspective of the conducted experimental case study would be to imple-
ment the same research methodology on numerous IC samples for both UA78L05 and
L78L05 and perform statistical computations based on the measurement data to draw a
general conclusion on the influence of integrating external aging stress conditions on the
developed ICIM-CI model, particularly taking into account of the required changes in the
IB model, demonstrating the non-negligible contribution of applying multiple aging stress
conditions on the EMC performance evolution on the tested IC samples.
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The following chapter presents development of degradation and reliability models of
these selected IC regulators to predict lifetime reliability parameters (i.e., TTF, PoF)
and unknown model parameters based on the observed degradation of the conducted
EM immunity test results as a function of DPI frequencies at different aging stress time
intervals, while performing the thermal aging step-stress ADTs on numerous DUTs of
both UA78L05 and L78L05 under constant electrical overstress conditions.
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Chapitre 5

DEGRADATION AND RELIABILITY

MODELING APPROACHES TO ASSESS

THE LONG-TERM EM ROBUSTNESS OF

ICS

5.1 Introduction

This chapter presents an approach to develop degradation and reliability models of
analog and digital IC based on the long-term evolution of the EMC performance degra-
dation due to the stress time-dependent ADT. The proposed log-linear ALT model is
combined with the Weibull unreliability distribution function model to estimate the fai-
lure lifetime data against the applied voltage stress at three different failure threshold
criterion. At various constant voltage overstress and threshold constraints, the lifetime
reliability performance parameters (i.e., TTF, PoF, model constants) of the tested DUTs
were evaluated based on the measured degradation data.

The physics-based modeling approach is utilized to develop the model for the degra-
dation paths based on the observed monotonic degradation of the measured degradation
data as well as the conditions of the thermal stress ADT. In order to estimate the unk-
nown parameters of the developed degradation model, the MLE method is combined
with a genetic optimisation algorithm. The ADT plan is designed and conducted on six
samples of both UA78L05 and L78L05 ICs placed inside a climatic chamber combining
both the thermal step-stress (i.e., 70-110 °C) and constant electrical overstress (i.e., 9
and 12 V) conditions for a total stress duration of 950 hours. All the selected UA78L05
and L78L05 samples are subjected to the direct DPI measurement test under nominal
conditions in order to characterize their conducted immunity to EMI. The statistical de-
gradation data (i.e., the average injected power) of the aged samples is computed across

123



Partie , Chapitre 5 – Degradation and Reliability Modeling Approaches to Assess the
Long-Term EM Robustness of ICs

the entire DPI frequency range for a variety of stress time duration. In addition, this
chapter also compares and analyzes the long-term conducted immunity degradation of a
digital circuit, embedded within the tested Attiny85 micro-controller IC samples develo-
ped by Atmel, due to applying multiple accelerated aging stress (i.e., temperature and
electrical voltage) conditions based on the designed constant-stress ADT plan, prior to
developing the degradation and lifetime reliability models. Depending on the observed
EMC performance degradation data, the aforementioned developed models allowed for
the estimation of various model parameters in both tested and untested environmental
conditions. This chapter is divided into following sections. The first section 5.2 is dedi-
cated a state-of-the-art on ALT and ADT to modeling and estimation of degradation
performances and reliability metrics. Section 5.3 presents the design of the thermal step-
stress ADT plan and the measurement test setup for performing this accelerated aging
test on the selected L78L05 and UA78L05 regulator DUTs. Furthermore, this section
discusses the experimental approach and methodology used to characterize the evolution
of the EMC performance degradation of the chosen DUTs under the effect of different
stress conditions (high temperature and electrical voltage). Section 5.4 demonstrates the
measurement algorithm and procedure followed to conduct the DPI test on the selected
DUTs to characterize the conducted immunity evolution at different stress duration. Sec-
tion 5.5 analyzes the observed EMC degradation of the tested analog IC samples caused of
the accelerated aging, prior to estimating various unknown degradation model parameters.
Section 5.6 demonstrates the construction of the ALT reliability models and compares the
predictive reliability model parameters for the tested samples, subjected to the defined
threshold criterion and multiple stress conditions. Section 5.7 presents the ADT modeling
approach by applying the physics-based degradation model based on the measured ADT
data recorded for both L78L05 and UA78L05 tested samples. Section 5.8 provides detail
discussion on the procedures involved for developing the degradation and reliability model
of the Attiny85 micro-controller IC based on investigating and analyzing the conducted
immunity degradation of the digital circuits within the tested IC samples, subjected to
combined influence of both thermal and electrical voltage overstress conditions defined in
the designed ADT plan.
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5.2 State-of-the-Art on ALT and ADT

Analog ICs in electronic systems demonstrate significant evolution of their EMC per-
formance when subjected to external environmental (i.e., temperature, humidity, electrical
overstress) conditions. Considering the accelerated aging of IC-level electric circuits, re-
liability analysis is essential for estimating the lifetime of a device. During the operational
lifetime of the ICs in nominal environmental conditions, these electronic components ex-
perience various internal failure mechanisms in extreme environments (i.e., gate oxide
defect, electromigration, HCI, bias transistor instability, and mobile ion contamination)
due to high or low temperature, humidity, and positive or negative biasing electrical
overstress, resulting in the formation of cracks, holes and trapping of charge carriers in
the gate oxide layer [61], [62]. Consequently, the aging of an IC’s internal metal-oxide
semiconductor transistors (i.e., threshold voltage, drain-saturation current, and electron
mobility) may alter its operational characteristics (noise, leakage current, propagation
delay, operating frequency, and gate oxide capacitance) [33]. During the accelerated aging
process, degradation or intrinsic failure mechanisms are activated, resulting considerable
distortion in the functional performance characteristics causing significant impact on the
conducted immunity and emission of the ICs, operating within the electronic system.
Multiple stress factors accelerate the aging process, allowing the acceleration rate of the
relevant wear-out processes to rise depending on the size and duration of the stresses [53],
[63].

Different types of ALTs can be performed to extract reduced lifetime failure data af-
ter the component fails permanently due to the application of external stress factors of
varying magnitude for a fixed duration [30]. ADTs can be conducted to compute pseudo
lifetime failure data based on a predefined degradation criterion without enduring per-
manent or hard failure. The goal of these elevated stress tests is to determine the DUT’s
lifetime reliability, failure rate, and other functional parameters or characteristics under
normal operating conditions [64]. The AF associated with a degradation mechanism in-
duced by a known ageing stress condition can be computed using reduced lifetime failure
data obtained during the short duration of the test, and the extracted data of the DUT
can be extrapolated for any defined environmental condition [33]. Acceleration law models
(i.e., Arrhenius, Eyring) are required for extrapolating the computed failure time data ob-
tained from the accelerated ageing tests so that the long-term lifetime reliability of the
tested components can be predicted for any tested or untested conditions [65]. Moreover,
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these reliability acceleration tests enable the development of various reliability mode-
ling functions for each corresponding ageing stress levels depending on the defined stress
conditions. Considering the fact that acceleration laws due to various stress types can
be computed from the trend of the reliability functions at different stress conditions, the
ALTs are performced for the short duration which lead to the determination of the tested
component’s reliability parameters quantitatively at the nominal operational condition
[66].

ADT is regarded as a suitable method for estimating the lifetime reliability para-
meters of electronic components. Considering the difficulty to determine the reliability
assessment of highly reliable components operating in nominal environmental conditions,
the degradation test should be designed and conducted at high stress levels to accelerate
performance degradation metrics (i.e., voltage, current and power), thereby enabling the
prediction of lifetime reliability data in nominal or other environmental conditions [67].
Various types of degradation modeling approaches (i.e., general path and stochastic pro-
cess) were employed in prior research to examine ADT data. In [68], a stochastic process
was used to develop the best fitting degradation path model using ADT measurement
data for DC thin-film capacitors subjected to specified humidity stress conditions.

Different kinds of degradation modeling approaches, with specific limitations and ad-
vantages, as a function of stress magnitude and duration, can be considered to assess
the deterioration of functional performance, reliability prediction and life span of elec-
tronic component [69]. Stochastic degradation process (e.g., Markovian), which include
the inverse Gaussian method was applied to develop degradation model, considering the
random behaviour of the degradation data [70]. Such random behavior of the observed
degradation path was modeled by adopting Markovian stochastic process, which includes
the inverse Gaussian method. In [71], the degradation of a light-emitting diode was investi-
gated by developing a random-effect Wiener process model that took measurement errors
into account. In [72], a non-Markovian process involving degradation modeling approach
was used to examine the random degradation and predict the remaining useful lifetime of
lithium ion batteries. The Tweedie exponential dispersion process model was developed
to demonstrate that the multi-level step-stress ADT plan could be transformed into a
simple step-stress ADT plan by taking into account of the D-optimality and V-optimality
criterion [73]. This proposed ADT design plan was implemented to obtain numerical de-
gradation data of the tested LEDs, followed by conducting a simulation study to compare
the efficiency of the proposed optimum test design plan to that of the other step-stress
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ADT plans presented in the previous literature studies. The Bayesian Markov chain Monte
Carlo method was applied to these analytical models in order to effectively estimate the
MLE model’s parameters and analyze the computed results of the measured data [74]. In
[75], a multivariate general degradation path model was developed to investigate the ge-
neral trend in the degradation data with multiple degradation characteristics of the tested
sample by incorporating covariance and integrating random effects that consider variation
among the observed non-linear degradation paths. The unknown model parameters of the
proposed model were predicted by integrating an expectation maximization algorithm
with the Markov chain Monte Carlo simulation method for predicting system reliability
using a closed-form reliability function. A prognostic method was applied based on the
proposed generalized extreme value distribution to fit the developed model accurately
to the contact resistance degradation data of electrical connectors subjected to thermal
cycling ALT [76]. This data driven method was implemented by applying this statistical
degradation process enabled to predict the failure in time rate and failure probability of
the tested connectors for both short and long duration of ALT.

Assessing the traditional reliability life testing on some highly reliable components
may not be suitable by observing hard or soft failure within the tested duration due to
minimal or negligible performance degradation under the specified stress conditions [77].
Due to the rising demand for dependable and long-lasting products, reliability analysis
have emerged as essential elements in the design and development of electronic systems.
Previous research studies demonstrated different methods for proposing and analyzing
usefulness of these developed models. In [78], an alternative degradation modeling ap-
proach is introduced to analyze measured fatigue crack degradation data by employing
Weibull distribution with a time-dependent shape parameter beta and estimating the mo-
del’s unknown parameters using the MLE method. On the basis of the right-censored
measured degradation data generated by the rocket engine trials, the MLE method was
used to estimate the unknown parameters of the Weibull distribution [79]. In [80], de-
gradation model was proposed with standard deviation function and random regression
coefficients based on the observed linear deviation of the semiconductor’s Vth over time.
In addition, statistical methods were developed to estimate the failure time distribution
for a variety of degradation models [81], including the non-linear mixed effects model to
introduce Monte Carlo simulation-based methods for determining point estimates and
confidence intervals prior to assessing the component’s reliability.

To develop an accurate degradation path modeling is essential before predicting re-
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liability parameters of electronic components in an electronic system. In [82], the de-
veloped reliability tool was used to predict the reliability of an static random access
memory (SRAM) digital IC (i.e., 6 transistors) as a function of time. Mean Time-to-
Failure (MTTF) was evaluated prior to the fabrication of the IC, using reliability test
data obtained from the wafer fabrication technology. To predict the SRAM’s reliability,
a quantitative reliability modeling approach was developed, taking into consideration an
extended building-in-reliability (BIR) methodology and the wafer-level reliability system
[83]. This methodology was utilized to show that there are strong relationships between
wear-out and package level SRAM degradation. In [84], the commonly used physics-of-
failure lifetime models for wire bond interconnects, available in power electronic modules,
were studied to investigate the effect of high-temperature stress on the wire bonds. Elec-
trical simulation model for the low voltage regulator was developed and coupled to the
degradation model in order to predict pseudo failure time and the related developed re-
liability model parameters, when subjected to the defined constant multiple stress (i.e.,
high thermal and electrical overstress) conditions [85].

Numerous research studies were conducted to examine the EMC performance before
and after the aging process performed on both analog and digital ICs. In [8], construction
and validation of the developed conducted immunity and emission models of various aged
ICs (i.e., operational amplifier, micro-controller) were studied. The long-term immunity
of an aged phase-locked loop was accurately predicted and validated by developing a
simulation model and comparing it to DPI measurements [24]. In accordance with the
IEC 62132-4 standard [16], the DPI experiment was performed on different blocks of the
phase-locked loop circuit to characterize the conducted immunity in frequency domain. In
accordance to following the reliability standards (AEC-Q-100-Rev-H) [55], the impact of
performing accelerated ageing tests on the electromagnetic robustness of ICs was inves-
tigated and simulation model was developed and compared to the measurement data to
investigate the ageing impact [4]. The influence of ageing is integrated on the developed
ICIM-CI of the tested voltage regulator ICs were investigated [86]. In [87], the impact of
aging on the EMC performance of a Spartan6 Xilinx FPGA digital circuit device was stu-
died to predict the long-term conducted emission level by proposing a new methodology,
which involved constructing the conducted emission model for the tested FPGA, while
accounting for accelerated ageing using the predictive multi-stressors reliability model
(M-STORM) [88].

Prior research studies have focused on predicting the lifetime reliability based on the
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conducted emission of the digital ICs. However, to the best of our knowledge, the de-
velopment of both degradation and reliability models based on the conducted immunity
performance degradation of ICs have not yet been investigated. The use of combined ther-
mal and electrical voltage overstress conditions to characterize the conducted immunity
of analog and digital ICs for accurately estimating their degradation and reliability model
parameters have not yet been studied. Thus, the current study aims to demonstrate the
ALT and ADT modeling approach by combining the life-stress acceleration laws with
various statistical distributions (i.e., Weibull, Log-normal and Exponential) to determine
the lifetime reliability and predict the EMC performance degradation of analog voltage
regulator ICs under the combined influence of both the constant electrical overstress and
thermal step-stress conditions. Thus, coupling of the conducted immunity or emission
tests with the ageing accelerated life tests (i.e., HTOL, temperature cycling and LTOL) is
essential to investigate the long-term electromagnetic robustness of ICs in real-life harsh
environmental conditions. Thus, the major highlights of this chapter is to compare the
EMC performance of two functionally identical voltage regulator ICs (i.e., L78L05 and
MC78L05) family, followed by developing degradation and reliability models based on
the evolution of the observed conducted immunity measurement data to predict lifetime
reliability parameters of the tested analog voltage regulator IC samples, subjected to the
combined constant electrical overstress and thermal step-stress ADTs.

5.3 Materials and Methods : EMR Assessment of
Analog ICs

This section deals with the design of the ADT plan as well as the measurement setup
used to perform the accelerated aging test on the selected functionally identical and
pin-to-pin compatible voltage regulator ICs developed by two different manufacturers
(i.e., STMicroelectronics L78L05 and Texas Instruments UA78L05). The test samples
were mounted on a generic SOIC8 extraction test board made of a 4-layer FR4 PCB
(Figure 5.2b).

5.3.1 The thermal step-stress ADT plan

The step-stress ADT plan was designed to accelerate the aging process of the ICs
depending on the choice of multiple stress types (i.e., thermal and electrical voltage),
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Figure 5.1 – The step-stress ADT plan.

magnitude and total stress duration. Figure. 5.1 depicts the considered high temperature
step-stress ADT, whereas Table 5.1 provides information on the number of IC samples
under the influence of both temperature and electrical overstress conditions. It is worth
mentioning that the stress duration differed for various thermal stress magnitude to assess,
if any, the impact of stress duration on the EMC degradation evolution of the tested
samples.

Table 5.1 – Aging stress conditions to perform the ADTs on the ICs
IC 

reference 
Samples 

Electrical 

voltage stress 

Temperature 

stress 

Total stress 

duration  

L78L05 
S1, S2 and S3 9 V 70 – 110 °C 950 hours 

S4, S5 and S6 12 V 70 – 110 °C 950 hours 

UA78L05 
T1, T2 and T3 9 V 70 – 110 °C 950 hours 

T4, T5 and T6 12 V 70 – 110 °C 950 hours 

 

Table I  
The magnitude of the temperature stress is incremented between 70 and 110 °C with a

linear step-size of 10 °C for a total stress time duration of 950 hours. Figure 5.1 shows that
both the lowest and highest temperature stress is kept constant applied for 200 hours. Ho-
wever, from 80 °C to 110 °C, the thermal step-stress was observed at different stress time
(i.e., 300, 531 and 645 hours, respectively). A total of twelve test samples (i.e., T1-T6 and
S1-S6) were considered to obtain an accurate enough estimation of the EMC performance
degradation caused by the accelerated aging process. Both L78L05 and UA78L05 were
selected to compare the lifetime reliability based on the drift observed on the conducted
EMC measurement degradation due to the aging impact maintained during the ADTs.
Hence, sufficient number of IC components (i.e., 6 units) for both L78L05 and UA78L05
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analog devices were selected instead of a single sample for observing EMC level dispersion
between the tested samples, which could provide a clear reflection on the EMR characte-
ristics of the DUTs that belongs to the entire family of the L78L05 and UA78L05.

Table 5.1 shows a similar thermal stress magnitude and duration with two different
constant electrical overstresses voltage levels (i.e., 9 V and 12 V) applied on the IC samples.
Among the six L7805 samples, S1, S2 and S3 were selected for aging at 9 V, and the rest
of the three IC samples (i.e., S4, S5 and S6) were subjected to aging at constant 12 V
electrical overstress condition. Similarly, three samples (i.e., T1, T2 and T3) of UA78L05
were subjected to low electrical overstress, while the rest of the UA78L05 samples (i.e.,
T4, T5 and T6) were allowed to undergo through the accelerated aging process under
high electrical overstress condition during the ADT performed inside the thermal climatic
chamber. Note that, temperature stress of same magnitude was applied continuously to
all these selected DUTs for the same stress time according to the step-stress ADT plan
demonstrated in the Figure 5.1. It should be stated that since for input voltages within
the range of 15 to 20 V all the IC samples were crashed after 200 hours of aging under
the first thermal stress magnitude (i.e., 70 °C), Vin stress of 20% and 60% higher than the
selected 7.5 V applied voltage in nominal operating condition was considered in the ADT
plan. It is worth mentioning that the repeatability of the measured EMC performance
results of the tested DUTs samples was also considered during the design of the ADT
plan.

5.3.2 Measurement setup and procedure

The experimental setup to perform the ADT on the selected IC samples is displayed
in Figure 5.2. The high temperature stress was applied on the DUTs inside the clima-
tic chamber. The host computer was used to program the temperature-controlled Spiral
V software integrated with the climatic chamber (Figure 5.2a) to implement the desi-
gned ADT plan. Multi-channel DC analog voltage power supplies were utilized to provide
constant electrical voltage stress into the DC Vin pin of the tested ICs. High temperature
aging cables (i.e., Amperol RF 095−902−466−004) [51] were connected to the external DC
power supply cables outside the climatic chamber via the connectors as shown in the Fi-
gure 5.2a. These thermal resistant aging cables [51] were connected to the tested samples
inside the climatic chamber to inject both low and high electrical overstress voltage levels
into the Vin pin 8 of the tested DUTs (Figure 5.2b). This aging cable differ from the DC
power supply cable in terms of their ability to withstand very high temperature maintai-
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ned inside the climatic chamber without undergoing into corrosion or any other kind of
physical damage. These high temperature cables were chosen for the purpose of maintai-
ning extreme temperatures inside the climatic chamber, while performing the ADTs on
the tested IC samples.

5.3.3 Experimental methodology

The aging stress time-dependent ADTs was conducted on the DUTs inside the clima-
tic chamber to ensure permanent degradation induced by the applied stress conditions.
During the accelerated aging process, after a certain stress duration according to the me-
thodology shown in Figure 5.3, the process was paused and DPI tests were performed on
all the fresh and aged DUTs to evaluate the conducted immunity variations. The process
was then resumed until the completion of the ADT plan.

Stress-measurement-stress refers to the repetitive cycle of applying both thermal and
electrical aging stress on the IC samples inside the climatic chamber during the ADT for
a fixed aging stress-time (T ′), followed by removing the stress and performing the DPI
test on these aged samples outside the climatic chamber under the nominal conditions
(i.e., 25 °C and 7.5 V) for a very short t period. Note that, little time duration of t was
maintained compared to that of the T ′ hours in order to ensure that the aged ICs would
not undergo into partial recovery from the permanent degradation induced by the ADTs.
Prior to simultaneously applying the thermal step-stress and electrical overstress in the
climatic chamber, the DPI experiments were performed separately on each individual
L78L05 and UA78L05 fresh samples.

This conducted immunity measurement test was conducted for t duration, and the
measurement data (i.e., Pinj and frequency) were recorded prior to resuming the aging
process of those DUTs. The EMC capacity of the aged IC samples were characterized at
different stress duration (i.e., 100, 200, 300, 531, 645, 750, 850 and 950 hours) as shown
in Figure 5.3. The recorded DPI measurement data of those aged samples were then
processed statistically to compute and compare with the fresh ones to investigate the
long-term EMC robustness of these tested ICs by analyzing and modeling the conducted
immunity performance degradation at different aging stress magnitude and time intervals.
It is worth mentioning that all of the tested DUTs of UA78L05 and L78L05 remained
operational and did not exhibit permanent failures after the ADTs were completed.
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(a)

(b)

Figure 5.2 – Experimental test setup : (a) outside and (b) inside views of the climatic
chamber.

133



Partie , Chapitre 5 – Degradation and Reliability Modeling Approaches to Assess the
Long-Term EM Robustness of ICs

Figure 5.3 – Time-dependent accelerated aging methodology.

5.3.4 DPI test procedure and measurement algorithm

The DPI test measurement setup is similar to that presented in [60] is implemented
with the measurement algorithm shown in Figure 5.4b. Figure 5.4a shows the standard
DPI test-bench setup consisting of the DPI equipments for characterizing the conducted
immunity of the DUT. The standard DPI test bench setup consist of the RF signal
generator, RF amplifier integrated with the bi-directional coupler, power meters and the
bias tee (i.e., inductor with decoupling capacitor) to form the injection network to couple
RF signal on the DC power supply line of the DUT (Figure 5.4a). This injection network
provides an efficient coupling mechanism with the pin under test (PUT) of the tested
sample by the use of bias-tee with high impedance inductance connection in series with
the coupling capacitor. The standard DPI experimental methodology was performed in
accordance to the IEC 62132-4 standard [16].

The LabVIEW software, which is integrated with the DPI test bench, has been pro-
grammed based on the DPI algorithm to measure and record the relevant DPI data (i.e.,
Pinj) at different corresponding DPI frequencies. The flowchart of the DPI measurement
algorithm is displayed in Figure 5.4b. The step-by-step procedures required to implement
this algorithm is mentioned as follows :

1. choose the minimum and the maximum generated power of the RF signal, which
is denoted by Pmin and Pmax, respectively.
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2. select both the initial and final frequency of the amplified RF signal, ranging bet-
ween 10 and 1000 MHz.

3. define the DPI failure criterion (i.e., ±4%) deviation from the nominal output
voltage (Vout) on all the DUTs.

4. considering a fixed DPI frequency, vary the generated power of the RF signal
between −40 dBm and +13 dBm with a linear increment of 1 dBm.

5. check if the defined failure threshold criterion is reached for any specific generated
power and the DPI frequency value.

6. when the DPI failure occurs due to the DC offset (i.e., ±0.2 V) variation at the
Vout pin 1 of the tested samples occurs, measure and record the forward power,
reflected power using the power meters, and the minimum Pinj coupled to the Vin

pin 8 of the DPI at the corresponding frequency.

7. vary the DPI frequency (f) between the initial and final value with a linear step-
size of 10 MHz. Repeat the above measurement steps to record the computed Pinj

at each corresponding DPI frequency values.

5.4 Experimental Results and Analysis of Analog ICs

This section presents the DPI measurement results performed on the tested DUTs
before and after the accelerated aging at different stress duration. The evolution of the
conducted immunity drift under the influence of aging induced by the defined stress
conditions applied on the 6 samples of L78L05 and UA78L05 at various stress duration
has been discussed.

5.4.1 Conducted immunity characterization of the analog DUTs

The conducted immunity data (i.e., Pinj) at each corresponding DPI frequency f va-
lues of both L78L05 and UA78L05 tested samples, aged at different stress time durations,
were measured and compared with the fresh ones to observe evolution of the conduc-
ted immunity level under the influence of the defined accelerated aging multiple stress
conditions. Fig 5.5 compares the variation of the conducted immunity level of T3 and
T6 samples aged under low and high electrical overstress, while maintaining the same
thermal step-stress condition. The minimum Pinj required on the Vin pin to cause DPI
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(a)

(b)

Figure 5.4 – (a) DPI test bench setup, (b) flowchart of the DPI measurement algorithm.

failure varied with DPI frequency at different aging stress intervals. At the high DPI fre-
quency range (600-1000 MHz), both aged T3 and T6 samples demonstrated a monotonic
decline in the level of conducted immunity compared to the fresh samples. This is because
both the aged T3 and T6 samples required less Pinj to reach the defined failure threshold
criterion than their fresh ones.

Figures 5.5a and 5.5b depict a set of conducted immunity curves in the frequency
domain that exhibit a similar trend based on the magnitude and duration of stress. As
aging stress time increased, the measured Pinj values for both aged T3 and T6 declined
at all corresponding frequencies between 600 and 1000 MHz. Nonetheless, the T6 sample
aged at high electrical overstress (i.e., 12 V) demonstrated weaker immunity to harmonic
disturbance injection than the T3 sample aged at low electrical overstress (i.e., 9 V). After
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(a)

(b)

Figure 5.5 – Evolution of the conducted immunity level of UA78L05 samples at various
stress duration caused by the identical thermal step-stress and (a) low ; (b) high voltage
overstress.

950 hours of cumulative stress, the absolute mean Pinj of the aged T6 DUT decreased by
4.7 dB over the entire DPI frequency range, compared to 4.3 dB for the aged T3 sample.
It should be noted that the evolution of EMC performance is affected by both the aging
stress time and the f values. Since it was determined that the Pinj of the fresh state was
lower than that of the aged state depending on the f range at various stress times, the
conducted immunity of the aged T3 improved at low frequencies (i.e., 200-480MHz).

The aforementioned effect of aging on the EMC level was also observed in samples
S3 and S6 as shown in Figure 5.6, which illustrates the variation of the Pinj across the
entire DPI frequency range (i.e., 10-1000 MHz). Both the Figures 5.6a and 5.6b illustrate
an increasing and decreasing trend in the conducted immunity level in the low frequency
bands (i.e., 10-440 MHz) for the aged S3 and S6 samples. As a function of stress duration,
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the Pinj of aged S3 and S6 declined at each f values between 450 and 1000 MHz. The
aged S3 sample, on the other hand, displayed higher EMC robustness than the aged S6
sample. When the S3 was aged at 9 V for 950 hours compared to that of the 12 V electrical
stress applied to the S6, the average Pinj of the fresh S3 and S6 samples fell by 3.9 dB
and 4.4 dB throughout the whole DPI frequency range, respectively.

(a)

(b)

Figure 5.6 – Evolution of the conducted immunity level of L78L05 samples at various
stress duration caused by the identical thermal step-stress and (a) low ; (b) high voltage
overstress.

Both the fresh and aged L78L05 samples were found to be more immune to the har-
monic disturbance signal compared to those UA78L05 tested samples. Prior to the start
of the ADT, the fresh S3 and S6 samples were able to withstand greater Pinj at each DPI
frequencies than the T3 and T6 samples, respectively. Moreover, when compared to the
T3 and T6 samples, the aged S3 and S6 DUTs exhibited 9.3% and 6.4% smaller variation
in the mean Pinj measured from 10 MHz to 1000 MHz between 100 and 950 hours. The
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conducted immunity of the aged IC samples (T3, T6, S3, and S6) improved compared
to those before ageing, as evaluated by the Pinj at corresponding f values within the
low frequency band (i.e., 10−400 MHz). It is worth noting that all of the other examined
UA78L05 and L78L05 samples showed a comparable variation of the measured Pinj as a
function of both the f and the stress time duration. Consequently, all the tested DUTs ex-
hibited comparable EMC performance degradation as a result of the global aging impact
caused by the permanent intrinsic degradation effects.

This observed variation in the EMC performance level between the samples of the
UA78L05 and L78L05 could be attributed to process variations among these tested
samples (Figures 5.5 and 5.6), as a result of the different length, width, and types of
internal identical CMOS transistors used in the designing stage. In addition, the use of
different packaging and fabrication techniques during the manufacturing and production
phase of these IC samples might play a significant role in the process dispersion, allowing
numerical deviations in the internal parameters (i.e., Ion, Vth, µeff , gain) of these internal
transistors due to aging.

5.4.2 Conducted immunity drift of the aged analog ICs

The DPI measurement tests were performed on all the selected fresh and aged DUT
samples of UA78L05 and L78L05 to measure the Pinj data at each corresponding DPI
frequency value. Power injected drift (∆Pinj) caused by accelerated aging was calculated
for each DPI frequency value ranging from 10 to 1000 MHz to investigate the impact of
aging on the deviation of the conducted immunity level at different aging stress times.
The corresponding ∆Pinj data was extracted at each tested frequency by subtracting the
measured Pinj of the fresh sample from that of the aged state.

Figure 5.7 compares the ∆Pinj as a function of DPI frequency at different thermal
step-stress time intervals. A negative (positive) drift implies reduction (improvement)
in the conducted immunity level of the aged samples. At different frequencies ranging
from 10 to 630 MHz, both positive and negative ∆Pinj values were obtained, whereas
only negative ∆Pinj values were obtained for the remaining tested frequency values up
to 1000 MHz. These observations are evident in both Figures. 5.7a and 5.7b, which is a
result of the decline in the conducted immunity level of the aged samples of UA78L05.
Positive ∆Pinj data was extracted in the low DPI frequencies, implying that the conducted
immunity level of both the T3 and T6 samples improved significantly after aging. Similarly,
at various aging stress time periods, negative ∆Pinj values were calculated because the
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(a)

(b)

Figure 5.7 – Conducted immunity level drift of UA78L05 samples at various stress du-
ration caused by the thermal step-stress as well as (a) low and (b) high voltage overstress.

measured Pinj of fresh T3 and T6 samples was found to be higher than those of aged
states, indicating that the conducted immunity level of these DUTs degraded over the
duration of the thermal step-stess ADT.

Figure 5.7a illustrates that the absolute mean ∆Pinj of the aged T3 sample increa-
sed between 1.7 and 4.3 dB over the whole frequency range, while the absolute average
∆Pinj for the T6 reached from 1.8 dB to 4.7 dB between 100 and 950 hours as shown
in the Figure 5.7b. It should be noted that, depending on the magnitude and duration
of the stress, all of the other tested UA78L05 samples showed a comparable evolution
on the ∆Pinj across the whole measured frequency range. Figure 5.8a demonstrates a
lower mean immunity level drift at every stress duration, reaching an absolute value of
3.9 dB at the end of the thermal step-stress ADT compared to the 4.4 dB extracted
over the entire frequency range of interest as shown in Figure 5.8b. Hence, the S6 was
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(a)

(b)

Figure 5.8 – Conducted immunity level drift of L78L05 samples at various stress duration
caused by the thermal step-stress as well as (a) low and (b) high electrical overstress.

found to be less immune than that of the tested S3 after the accelerated aging test. It
is worth mentioning that all the other selected tested samples of both UA78L05 and
L78L05 showed similar evolution on the conducted ∆Pinj data across the entire tested
frequency domain, depending on the applied magnitude and duration of the stress. Hence,
these samples demonstrated considerable EMC performance degradation with noticeable
computed mean EMC conducted immunity deviation between the DUTs. This observed
dispersion in the EMC performance level among the DUTs of the tested ICs can be due
to the process variations between these tested samples, which leads to the numerical va-
riations of the internal transistor parameters (i.e., Ion, length, width, current gain) of the
identical CMOS transistors with similar functionality but different references used in the
design phase. Moreover, the origin of the observed EMC degradation behavior can be
either due to the modification of the internal NMOS and PMOS transistor’s electrical
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parameters (i.e., Vth and µeff ), different manufacturing date, or different physical failure
mechanisms (i.e., gate oxide defect, electromigration, and mobile ion contamination) lea-
ding to cracks and holes in their internal structure (e.g., gate oxide and metal layers) [33]
[58]. Therefore, those prevalent intrinsic failures of CMOS circuit transistors within the
tested ICs are responsible for the internal parametric drift, resulting in a significant EMC
level drift caused by aging. The influence of higher number of samples was confirmed to
have no impact on the EMC dispersion between the tested samples. Nevertheless, an in-
crease in the number of DUTs, on the other hand, would allow for more measurement data
on EMC degradation and lifetime failures, which might further improve the accuracy of
predicting the proposed reliability model’s unknown parameters and widen its confidence
interval to predict the failure probability distribution of the developed model.

5.5 Degradation Path Modeling and Pseudo Lifetime
Estimation of Analog ICs

This section presents the evolution of the EMC performance degradation paths of both
the tested analog ICs samples as a function of time. Besides, depending on the trend in the
observed degradation of the conducted immunity of these aged DUTs under the influence
of the applied ADTs plan, degradation path model have been developed to fit the mea-
sured degradation data. Linear regression analysis is applied to obtain the mathematical
relationship between the selected degradation parameter and stress time. It is worth to
mention that the unique degradation paths could be produced for each individual tested
analog and digital circuit samples. The behaviour of these degradation paths could be
modeled mathematically. The unknown parameters of the defined mathematical model
for each degradation paths were estimated, prior to determining the pseudo failure time.
The pseudo TTF was determined for all the considered analog and digital DUTs based on
the user-defined degradation failure criterion. Note that, degradation failure criterion or
the failure threshold is expressed in percentile that refers to the deviation of the selected
EMC degradation parameter (i.e., ∆Pinj) from that of the actual power injected before
ageing.

Figure 5.9 depicts the EMC performance degradation curves of all the tested samples
as a function of the aging stress time. Since the ∆Pinj of the aged DUTs was dependent on
both frequency and stress time, mean absolute injected power drift (∣∆Pinj ∣), computed
at various stress time by taking the average of the absolute ∆Pinj data for every corres-
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ponding frequency, was considered the suitable EMC performance degradation indicator
parameter. At each thermal and voltage stress magnitude and duration, the correspon-
ding EMC degradation data was characterized by evaluating the magnitude of the mean
∣∆Pinj ∣ over the high frequency range (i.e., 600-1000 MHz). The latter band was chosen
due to the continuous monotonic immunity degradation (Figures 5.7 and 5.8), which leads
to model the EMC degradation behavior of the DUTs with higher accuracy.

(a)

(b)

Figure 5.9 – Conducted immunity degradation as a function of the stress time on the
tested samples of (a) UA78L05, (b) L78L05.

Figures 5.9a and 5.9b show significant increment of the mean ∣∆Pinj ∣ (having a higher
positive slope in UA78L05 compared to L78L05 samples) with increasing stress duration
under the defined ADT plan. The immunity degradation of both UA78L05 and L78L05
could be compared by highlighting the noticeable difference in the mean ∣∆Pinj ∣ depending
on the applied stress time. The aged T6 showed highest variation in the mean ∣∆Pinj ∣
compared to the other tested samples in every stress time intervals, reaching a maximum
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value of 6.12 dB at 950 hours (Figure 5.9a). However, lower mean ∣∆Pinj ∣ values over the
high desired frequency range could be observed for the L78L05 sample ICs (Figure 5.9b).
After the completion of 950 hours, the aged L78L05 samples S3 and S6 demonstrated a
28.5% and 3.26% lower immunity degradation compared to those of the aged UA78L05
T3 and T6, respectively.

Figure 5.10 showcases the good agreement between the generated degradation paths
fitted to the measured EMC degradation data by performing linear regression technique
as shown in Figure 5.9 for two samples of UA78L05 and L78L05 at different stress dura-
tion. The degradation paths generated for T3 and T6 differ from each other depending
on the computed mean ∣∆Pinj ∣ data based on the applied step-stress ADT conditions (Fi-
gure 5.10a). The similar monotonic degradation increasing with stress duration trend im-
plies that the same degradation model could be employed for both UA78L05 and L78L05
ICs to estimate the unknown relevant parameters of the model, predicting the conducted
immunity degradation. The simplified proposed mathematical model representing the mo-
notonic degradation observed in Figure 5.10 is expressed in equation (5.1), where gikl(t)
corresponds to the degradation function of stress magnitude and duration (t) for com-
ponent i, level of input voltage k and level of temperature l, Aikl and γ are the stress
dependent unknown coefficients. Note that the similar mathematical expression was also
found in [26], which considered the power MOSFET law to explain behaviour of the
stress-dependent degradation path.

gikl(t) = Aikl × tγ (5.1)

Applying the linear regression analysis to generate the best-fit degradation path curves
(Figure 5.10) allowed for the determination of the mathematical relationship between the
absolute mean ∆Pinj and stress time (t), with a time exponent stress-dependent (γ)
variable used in (5.1). The typical numerical value for the γ parameter was found to
be 0.64 and 0.51 for T3 and T6, respectively (Figure 5.10a). On the other hand, the
γ parameter for L78L05 (i.e., S3 and S6) degradation path curves were 0.75 and 0.80,
respectively (Figure 5.10b. Hence, these above aforementioned numerical values could be
considered to be comparable to that of stated in [26]. It is worth mentioning that the
typical value of the defined time exponent γ parameter varies depending on the specified
stress conditions.

It is worth mentioning that all the other tested analog regulator ICs were observed
to show such increasing trend in their corresponding degradation paths as observed for
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UA78L05 (i.e., T6 and T3) and L78L05 (i.e., S6 and S3), depending on the applied multiple
ageing stress conditions. The unknown parameters (i.e., γ and Aikl) of each corresponding
degradation paths were estimated by applying the linear curve fitting method. When the
observed EMC degradation path reaches the defined failure threshold G criterion (i.e.,
15%) in the nominal condition (Figure 5.10), the corresponding pseudo TTF of the tested
DUTs could be determined by considering the G as the ratio of mean |∆Pinj| to that of
mean Pinj at different DPI measurement time.

(a)

(b)

Figure 5.10 – Degradation path fitted to the EMC degradation data of ICs samples
(a) UA78L05, (b) L78L05.
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5.6 Accelerated Life Test (ALT) Modeling and Ana-
lysis of Analog ICs

This section presents the ALT modeling methodology based on the EMC performance
degradation data obtained on the tested DUTs. This developed ALT model is used to
estimate unknown ALT model parameters and predict the lifetime reliability of the aged
IC regulators under the influence of different constant electrical overstress conditions and
the failure G criterion considered on the conducted immunity degradation of the tested
IC samples.

5.6.1 ALT reliability modeling and parameter estimation

Inverse-power voltage (IPV) law and the temperature dependent Eyring ALT models
were used to develop a quantifiable life-stress model to predict the lifetime stress data [30].
The Eyring model is the modified Arrhenius ALT model, which can be mathematically
expressed as a function of the temperature stress only, as can be seen in (5.2), where
L(T ) refers to the lifetime data that can be computed as a function of single stress T ,
Ax and Bx are the stress-dependent unknown model constants. The IPV acceleration law
model due the voltage stress only can be expressed in (5.3), where L(V ) represents the
lifetime of a component as a function of voltage stress only that increases the acceleration
factor and performance degradation of the DUT, C and n refers to the model parameters
that can be determined analytically by using different statistical PoF distribution (i.e.,
exponential, log-normal and Weibull) function. Applying the Weibull failure probability
distribution function on the degradation is considered to be suitable for obtaining useful
information on the failure trend due to various failure mechanisms and for characterizing
both the useful life and wear-out phase in the bathtub curve of the tested samples [85].
Equation (5.4), natural logarithmic form in (5.4), is the combination of equations (5.2)
and (5.3) to develop a mathematical model for the lifetime multiple stress parameters
dependent acceleration model. The analytical expression in (5.4) also contains unknown
model constants (Cx, n and Bx), which can be estimated with high precision depending
on the accuracy of the model.

L(T ) = 1
T

e−(Ax−
Bx
T
) (5.2)
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L(V ) = 1
CxV n

(5.3)

L(T, V ) = Ax

V n
e

Bx
T (5.4)

Equation (5.5) is considered the location parameter (µx), which refers to the mean
TTF of the tested sample. Thus, equation (5.5) was modified, and the proposed lifetime
acceleration model was developed as expressed in (5.6), where µx(V, T, G) is a function of
three independent variables, i.e., voltage V and temperature T stresses while considering
G as the failure threshold constraint, and αx0 , αx1 , αx2 and αx3 are the stress-dependent
model constants. According to Figure 5.10, the influence of V stress can be seen to be
more significant compared to T , hence, equation (5.6) can be further simplified to (5.7)
for a fixed G criterion.

µx(V, T, G) = ln L(T, V ) = ln Ax − n ln V + Bx

T
(5.5)

µx(V, T, G) = ln L(T, V, G)

= αx0 + αx1 ln(V ) + αx2G + αx3

1
T

(5.6)

µx(V, G) = αx0 + αx1 ln(V ) + αx2G (5.7)

In order to construct the reliability model of the DUTs, the combination of applying
the Weibull’s distribution on the proposed lifetime ALT model expressed in (5.7) for ex-
tracting the relevant ALT model constants and estimating reliability parameters with good
accuracy for the defined accelerated tested conditions were considered. The expressions
for the CDF, PDF, and natural logarithmic form of the PDF of the Weibull distribution
are respectively given in (5.8), (5.9) and (5.10), where η and βw refer to the scale and

147



Partie , Chapitre 5 – Degradation and Reliability Modeling Approaches to Assess the
Long-Term EM Robustness of ICs

shape parameters, respectively. The overall combination of the proposed ALT−Weibull
reliability model can be then expressed by substituting the ALT proposed model for the
applied V and G mentioned in (5.7) into the term ln η in (5.10). Hence, the simplified
analytical expression for the developed ALT−Weibull reliability model is given in (5.11),
with unknown model parameters of αx0 , αx1 , αx2 , βw and η.

Fw(t) = 1 − e−(t/η)
βw (5.8)

fw(t) =
βw

η
⋅ ( t

η
)

βw−1
⋅ e−(

t
η
)

βw

(5.9)

ln fw(t) = ln βw − ln η + (βw − 1)(ln t − ln η) − ( t

η
)

βw

(5.10)

ln fw(t) = ln βw − µ(V, G) + (βw − 1)[ln t − µ(V, G)] − ( t

η
)

βw

(5.11)

Table 5.2 – ALT Reliability Model Parameters for both L78L05 and UA78L05
Model 

parameters 

IC reference 

UA78L05 L78L05 

𝜶x𝟎 3.46 6.04 

𝜶x𝟏 0.16 0.14 

𝜶x𝟐 0.41 -0.57

βw 4.60 6.83 

η 694.85 1074.17 

Lf -105.69 -102.30

Considering the EMC performance for all the tested sample size of both UA78L05
and L78L05, those unknown parameters were obtained for both DUTs by applying the
MLE method on the developed ALT−Weibull model (5.11). With the help of the Weibull
distribution, which is applied on the pseudo TTF data obtained from the degradation
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data measurements under the specified G and V conditions, the MLE method allows to
estimate these reliability model parameters. Table 5.2 provides the estimated values for
the proposed reliability model parameters under the nominal conditions of 7.5 V and 15%
criteria on the evaluated EMC degradation data for the tested samples of both L78L05 and
UA78L05. The almost close Lf values for both L78L05 and UA78L05 regulators implies
that the model fits to the data measurements of the tested ICs. Moreover, significant
difference in the scale parameter η of the Weibull distribution might be due to the different
model constants obtained by Weibull++ software under the defined accelerated life test
conditions. The positive and greater than one βw value indicates that both L78L05 and
UA78L05 DUTs were degraded in the bathtub curve’s wear-out phase with increasing
failure rate.

5.6.2 Reliability and life-data analysis of analog DUTs

The lifetime reliability of the tested samples is characterized under the impact of
applying two different constant electrical voltage stresses (i.e., 9 V and 12 V) on both
UA78L05 and L78L05 based on the EMC degradation observed during the ADTs. Fi-
gure 5.11 demonstrates the Weibull distribution plots of the unreliability function, which
fits to the pseudo TTF degradation data of UA78L05 and L78L05 IC DUTs for two dif-
ferent stress conditions at three different G criterion (i.e., 5%, 10% and 15%). Time on
the x-axis refers to the computed pseudo TTF based on the EMC degradation data under
the specified threshold criterion, whereas the data points in the y-axis corresponds to the
predicted unreliability (probability of failure). The logarithmic fits to these data points is
represented by the parallel lines, which are produced due to applying the Weibull distri-
bution on the proposed lifetime reliability model. This type of distribution displays the
shape βw parameter which is independent of the applied V stress levels and G constraints,
and the scale η parameter that is dependent on both the considered different stress levels
and G criterion. Note that the limited number of tested IC samples could be responsible
for observing the mismatch between these parallel lines and the pseudo TTF data points
as shown in Figures 5.11a and 5.11b. Figures 5.11a and 5.11b illustrate that higher life-
time unreliability is obtained at higher G criterion and lower V stress level. The best fit
parallel lines were plotted in Figure 5.11 for different stress levels, considering the βw pa-
rameter is fixed irrespective of the stress magnitude unlike the η parameter, but depends
on the stress types applied on the tested IC samples. This limitation might be resolved by
increasing the number of tested IC samples, which would minimize the observed discre-
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pancy between a large number of TTF data points and logarithmic best-fit parallel lines,
and the developed ALT model’s precision could be enhanced.

(a)

(b)

Figure 5.11 – lifetime reliability Weibull distribution fits to pseudo failure time at
different stress conditions applied on (a) UA78L05, (b) L78L05.

Figure 5.11a demonstrates the unreliability with corresponding pseudo TTF when all
six samples were subjected to the defined G for both 9 V and 12 V stress levels above the
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use level, which refers to the nominal conditions (i.e., 7.5 V and 25○C at 15% criterion). It
can be observed that the unreliability of all tested samples varies from 20% to 80%, with
a larger pseudo TTF for the 10% criterion (485 hours at 12 V with 80% unreliability)
compared to the 5% (220 hours at 12 V with 80% unreliability). For a fixed G criterion,
an inverse relationship between the considered voltage stress and pseudo TTF was noticed
for samples of L78L05 compared to UA78L05 (Figure 5.11), which is due to the noticeable
difference in the conducted immunity degradation of the tested DUTs.

Figure 5.11b shows that at a fixed G criterion, the pseudo TTF of the majority of
L78L05 samples is found to be greater at 12 V than that if at 9 V applied stress. Ap-
plying the proposed lifetime reliability model to the tested samples of L78L05, the greatest
unreliability is observed at approximately 478 hours when a 10% failure criterion is ap-
plied to the EMC performance degradation of a single aged unit under 12 V overstress
conditions. On the other hand, when applying the lower voltage stress level and G cri-
terion, the sample is considered unreliable after 300 hours with the least unreliability.
These observations in the unreliability plots would be due to the noticeable difference in
the conducted immunity degradation of the tested UA78L05 and L78L05 DUTs.

Figure 5.12 shows the reliability (or survival probability) line best fits to the pseudo
TTF data based on the EMC degradation of the tested samples under the influence of
the defined failure G criterion and voltage stress conditions in nominal thermal condition.
The reliability values on the y-axis corresponds to the non-failure probability for each
data points against the pseudo TTF on the x-axis. Considering three different G criteria
and applying two different voltage overstress levels, a total of 18 degradation data points
were plotted for both UA78L05 and L78L05 samples. Considering 10% criterion at 12 V
applied stress level, the 96% reliability and unreliability model functions for a tested
sample occur at 245 and 850 pseudo TTF hours, respectively (Figure 5.12a). Thus, all
the tested samples of UA78L05 subjected to different constraints would fail within the
total applied stress duration. However, as observed in Figure 5.12b, unlike the UA78L05,
in nominal condition, few tested L78L05 samples would fail beyond 1200 hours with a
lifetime unreliability of around 84%. Hence, those samples would have the remaining life
of only 16% having the survival probability of 0.16 while the constant stress is maintained
and a fixed G threshold is defined on the degradation data.

Figure 5.12b shows similar behaviour of the proposed reliability model function, which
decreases with increasing failure time expressed in hours and this reliability curve best fits
to the degradation data points of the DUTs at 9 and 12 V stress magnitude. It is predicted
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(a)

(b)

Figure 5.12 – Reliability function based on the proposed ALT model fits to the degra-
dation data of (a) UA78L05, (b) L78L05.

that all the tested aged L78L05 samples would survive upto 100% until 400 hours, and the
highest reliability or the lowest probability of failure is observed at 640 hours when the
degradation data crosses or reaches the defined failure G level under the impact of applying
a constant stress. Overall, the developed reliability model with an acceptable modeling
accuracy can be validated by observing the best fitting of the reliability function curve to
the measured lifetime to failure data points as illustrated in both Figs. 5.12a and 5.12b.

5.7 Step-stress ADT Modeling of Analog DUTs

Due to performing the step-stress ADT on a tested unit, the degradation path function
at any stress time could be considered to be dependent only on the current accelerated
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stress level applied for the specified time intervals and the observed cumulative degrada-
tion accumulated due to applying previous stress levels, but independent of the failure
mechanisms, which are consistent under both accelerated and nominal stress conditions
[73]. A physics-based approach for degradation modeling was used to estimate the unk-
nown parameters of the selected degradation model and to depict the degradation path
caused by the evolution of the monotonic degradation observed at different stress duration
over the high frequency range (i.e., 600-1000 MHz) as shown in Figure 5.10.

The evolution of the degradation paths caused by the step-stress ADT was modeled
by applying the logarithm in equation (5.1) that provides the expression for the dikl(t)
which is expressed as the logarithm of the ratio between the variation of the evaluated
mean ∣∆Pinj ∣ and the computed nominal mean Pinj across the DPI frequency range for
the fresh unit tested sample (i) before aging, voltage level (k) and temperature stress level
(l) as shown in equation (5.12).

dikl(t) = ln(∆Pinj

Pinj

) = ln(Aikl) + γ ln(t) (5.12)

Considering the combined aging impact of the multiple stress factors (voltage and
temperature), the term Aikl can be expressed using the accelerated aging life-stress (i.e.,
Eyring) model as shown in equation 5.13.

ln(Aikl) = ln(αi) −B ln(V ) + Ea

KT
(5.13)

considering component i, level of input voltage k and level of temperature l.
Equation (5.13) can be modified by substituting the expression of Aikl to obtain the

expression as shown in (5.14), which represents degradation path modeling under the
combined influence of temperature T and electrical voltage V stress on the accelerated
aging process.

dikl(t) = ln(∆Pinj

Pinj

) = ln(αi) −B ln(V ) + Ea

KT
+ γ ln(t) (5.14)

Consequently, the proposed physics-based model for the degradation path dikl(t) is
expressed in (5.15), with unknown degradation parameters (i.e., β1, β2, β3 and β4).

dikl(t) = β1 + β2 ln(V ) + β3
1
T
+ β4 ln(t) (5.15)
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By comparing and equating both equations (5.14) and (5.15), these unknown parame-
ters can be determined as shown in (5.16), where β1 is found by the normal distribution
of µα and σα, Ea is the activation energy expressed in eV, K is the Boltzmann constant
measured in eV/°C or eV/K. The best fits of this proposed degradation model to the EMC
degradation data indicate that the modeling methodology is adequate enough to estimate
the unknown variables B, αi and γ.

β =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

β1 = ln(αi), where αi ∼ ln(µ, σ)⇒ β1 ∼ N (µα, σα)

β2 = −B

β3 = Ea

K

β4 = γ

(5.16)

Since thermal step-stress ADT was applied to the DUTs, the cumulative degradation
path function for a tested sample unit due to thermal step-stress, denoted by Dik(t),
can be represented by a series of mathematical expressions as shown in (5.17), where the
term τm (m=1, 2, ..., 5) refers to the pseudo virtual time needed to obtain the step-stress
ADT degradation path value due to the specified T stress level, and tm refers to the time
after which the T stress level increases linearly according to the step-stress ADT plan
illustrated in Figure. 5.1.

Dik(t) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

dikl1(t) if 0 ≤ t < t1 at 0 < t ≤ 200

dikl2(τ2 + t − t1) if t1 ≤ t < t2 at 200 < t ≤ 300

dikl3(τ3 + t − t2) if t2 ≤ t < t3 at 300 < t ≤ 531

dikl4(τ4 + t − t3) if t3 ≤ t < t4 at 531 < t ≤ 750

dikl5(τ5 + t − t4) if t4 ≤ t < t5 at 750 < t ≤ 950

⋮

diklm−1(τm−1 + tm−1 − tm−2) if tm−1 < t <≤ tm

(5.17)

The pseudo virtual time τm can be derived by the general relationship between each
degradation path functions at different time intervals as shown in equation (5.18). The
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latter can be used to obtain τ2 to τ5 at different intervals of time and T .

τm =

⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

t1 m = 1

(τm−1 + tm−1 − tm−2) exp(β3

β4
( 1

Tm−1
− 1

Tm

)) 2 ≤m ≤ 5
(5.18)

where,

τ2 = τ1 exp(β3

β4
( 1

T1
− 1

T2
)) if t1 < t ≤ t2 at 200 < t ≤ 300

τ3 = (τ2 + t2 − t1) exp(β3

β4
( 1

T2
− 1

T3
)) if t2 < t ≤ t3 at 300 < t ≤ 531

τ4 = (τ3 + t3 − t2) exp(β3

β4
( 1

T3
− 1

T4
)) if t3 < t ≤ t4 at 531 < t ≤ 750

τ5 = (τ4 + t4 − t5) exp(β3

β4
( 1

T4
− 1

T5
)) if t4 < t ≤ t5 at 750 < t ≤ 950

In order to obtain the unknown parameters of the proposed degradation model, the
analytic expression for the CDF was derived for one value of the applied thermal and
electrical stress level as shown in (5.19), where theCDF is denoted by Fik, and ϕ refers to
the standard normal distribution of the CDF. This expression was determined based on
the condition that the tested sample fail if the proposed gikl(t), which is a function of t and
T , reaches or exceeds the user-defined threshold (G) criterion based on the functionality
outlined in the specifications, and the applications. The latter was considered the ratio of
the mean ∣∆Pinj ∣ to that of the nominal mean Pinj of the fresh sample before the step-stress
ADT. The performed immunity performance degradation data for all of the tested DUTs
at various measurement time duration were taken into account (Figure 5.9). Consequently,
for the purposes of this ADT modeling, G was calculated for each of the tested DUTs
at different duration of stress time, taking the EMC degradation data into consideration.
When the observed EMC performance degradation dikl(t) reached the critical horizontal
degradation level (Dv) at the defined G, the pseudo TTF was determined.

Fik(t) = P (dikl(t) ≥ G)

= Φ
⎛
⎝

ln(G) − β2 ln(V ) − β3
1
T − β4 ln(t) − µα

σα

⎞
⎠

if 0 < t ≤ 200 at T = 70 ○C (5.19)
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Equation (5.20) shows the set of equations for each stress between 70 °C and 110 °C
maintained at specific stress time intervals according to the step-stress ADT design plan
illustrated in Figure 5.1.

Fik(t) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Φ(
ln(G)−β2 ln(V )−β3

1
T1
−β4 ln(t)−µα

σα
) if 0 < t ≤ 200 at T = 70 ○C

Φ(
ln(G)−β2 ln(V )−β3

1
T2
−β4 ln(τ2+t−200)−µα

σα
) if 200 < t ≤ 300 at T = 80 ○C

Φ(
ln(G)−β2 ln(V )−β3

1
T3
−β4 ln(τ3+t−400)−µα

σα
) if 300 < t ≤ 531 at T = 90 ○C

Φ(
ln(G)−β2 ln(V )−β3

1
T4
−β4 ln(τ4+t−531)−µα

σα
) if 531 < t ≤ 750 at T = 100 ○C

Φ(
ln(G)−β2 ln(V )−β3

1
T5
−β4 ln(τ5+t−750)−µα

σα
) if 750 < t ≤ 950 at T = 110 ○C

(5.20)

The mathematical expression for the PDF, denoted by fik(t), was obtained for one
stress level at 70 °C for the initial stress duration of 200 hours as shown in (5.21) by
taking the derivative of the CDF expression presented in (5.19).

fik(t) =
⎧⎪⎪⎪⎨⎪⎪⎪⎩

D exp(−1
2 (

ln(G)−β2 ln(V )−β3/T−β4 ln(t)−µα

σα
)

2
) if 0 < t ≤ 200 at T = 70 ○C

where D = 1
σα

√

2π

(5.21)

Similarly, the overall PDF expression for the applied thermal step-stress levels, fik(t),
can be obtained by applying the natural logarithm of the PDF as shown in (5.22).

ln(fik(t)) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

Z − 1
2 (

ln(G)−β2 ln(V )−β3
1

T1
−β4 ln(t)−µα

σα
)

2
if 0 < t ≤ 200 at T = 70 ○C

Z − 1
2 (

ln(G)−β2 ln(V )−β3
1

T2
−β4 ln(τ2+t−t1)−µα

σα
)

2
if 200 < t ≤ 300 at T = 80 ○C

Z − 1
2 (

ln(G)−β2 ln(V )−β3
1

T3
−β4 ln(τ3+t−t2)−µα

σα
)

2
if 300 < t ≤ 531 at T = 90 ○

Z − 1
2 (

ln(G)−β2 ln(V )−β3
1

T4
−β4 ln(τ4+t−t3)−µα

σα
)

2
if 531 < t ≤ 750 at T = 100 ○C

Z − 1
2 (

ln(G)−β2 ln(V )−β3
1

T5
−β4 ln(τ5+t−t4)−µα

σα
)

2
if 750 < t ≤ 950 at T = 110 ○C

where Z = − ln(σα/
√

2π)
(5.22)

The likelihood function Lf , (5.23) or in natural logarithm form in (5.24), for the tested
samples at different stress level can be then expressed as the multiplication of the PDF
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function at specific time intervals, where ti represents the different EMC performance de-
gradation measurement time at which the EMC degradation data were computed for the
tested IC samples (Figure 5.10), k refers to the two different voltage stress level, nk is the
number of samples tested at each stress level. The derivative of the analytical expression in
(5.24) with respect to the unknown parameters of the degradation model is essential prior
to applying the MLE method. Considering the complexity of the proposed model with
multiple unknown parameters, the genetic algorithm was considered for the optimization
purposes to predict the unknown parameters. Table 5.3 provides the estimated values of
the degradation model parameters for both UA78L05 and L78L05 tested DUTs. Conse-
quently, the generalized EMC performance degradation model, developed by the ADT
modeling approach, would allow to predict the conducted immunity degradation behavior
of the the tested IC samples at any known or unknown multiple stress conditions.

Lf(t∣µα, σα, β2, β3, β4) =
2
∏
k=1

nk

∏
i=1

fik(ti) (5.23)

ln (Lf(t∣µα, σα, β2, β3, β4)) =
2
∑
k=1

nk

∑
i=1

ln(fik(ti)) (5.24)

Table 5.3 – Degradation Model Parameters for both L78L05 and UA78L05
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5.8 Degradation and lifetime Reliability Modeling of
Digital ICs Influenced by the CSADT Ageing
Constraints

This section aims to develop degradation and reliability models, depending on the
conducted measurements and analysis of the conducted immunity performance degrada-
tion of the digital circuits embedded within the Attiny85 micro-controller IC developed
by Atmel, under the influence of multiple constant ageing stress factors (i.e., thermal and
electrical overstress) conditions.

5.8.1 Constant stress ADT plan

The constant stress ADT plan was designed to activate the relevant failure modes and
mechanisms by accelerating the aging of the digital circuit embedded within the Attiny85
micro-controller ICs based on the selection of multiple stress factors (i.e., temperature
and electrical voltage), stress magnitude, and total duration. The number of IC samples
selected for ADTs under the influence of both temperature and electrical overstress is
detailed in Table 5.4. A total of 24 DUTs IC samples (i.e., AT1−AT24) were considered
to obtain an accurate and desirable enough estimation of the observed conducted immu-
nity performance degradation caused by simultaneously applying two different constant
temperature (i.e., 110 °C and 70 °C) and electrical overstress levels (i.e., 4 V and 5 V).
Among the tested IC samples, the 12 DUTs samples (i.e., AT1−AT12) were subjected to
the highest constant temperature stress with two distinct constant electrical voltage stress
magnitudes. For the remaining acIC samples (i.e., AT13-AT24), a similar constant stress
ADT was developed, taking into account similar electrical voltage overstress conditions
but employing a lower constant temperature stress level (70°C).

5.8.2 Attiny85 IC under test

The Attiny85 IC chip is a low power and high performance 8-bit micro-controller, desi-
gned and developed by the Atmel Corporation, can be reprogrammed In-System through
a Serial Programming Interface (SPI) either by a conventional non-volatile memory pro-
grammer or using an On-chip boot code running on the integrated Central Processing
Unit (CPU) core. According to the datasheet of the selected IC chip, the selected At-
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Table 5.4 – Accelerated ageing conditions to perform the constant stress ADTs on the
ICs

tiny85 sample has been manufactured with various functional specifications (i.e., 32 gene-
ral purpose instruction registers, 8 kB in-system programmable flash memory, 256-bytes
Static Random Access Memory (SRAM), 8-bit counter, Arithmetic Logic Unit (ALU),
analog comparator and Analog-to-Digital Converter (ADC) circuit and 6 general-purpose
input/output (I/O) lines [89]. The internal block diagram of the Attiny85 IC chip is
equipped with analog and digital circuit blocks (i.e., flip-flops, timer, counter) as shown
in Figure 5.13. Using the analog and/or digital I/O pins, these circuit blocks can be pro-
grammed to perform various functions in various applications, including wearable elec-
tronic components, battery-powered devices and internet of things (IoT), controlling the
speed and direction of different types of motors, reading and transmitting sensor data,
and communicating with other devices using the SPI protocol.

According to the specifications [89], Figure 5.14 shows the pin configuration of the
selected IC associated to different physical pin numbers. Those pins are assigned to execute
various functional tasks based on the program stored into the IC’s internal memory. In
order to turn on the chip, the physical pins 4 and 8 should be connected to the DC power
supply and the PCB ground, respectively. The remaining I/O pins can be used as analog
and/or digital pins to operate the integrated analog and/or digital circuits integrated
within the IC chip.

This micro-controller IC chip was programmed using the Arduino IDE software tool
compatible to the Arduino UNO embedded system device for performing the required
functionality of the digital circuit embedded within the IC chip. The developed program
was uploaded and/or burned into the flash programmable memory of the IC by choosing
the Arduino UNO development board as the in-system programming (ISP) programmer.
The latter could be performed by following some necessary steps mentioned as follows :

1. Upload the Arduino ISP code to the ‘Arduino UNO’ development board.
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Figure 5.13 – Internal block diagram of the Attiny85 micro-controller IC chip [89].

2. Interfacing between the Attiny85 micro-controller chip and the Arduino UNO
board by connecting the IC pins to the required appropriate pins of the Arduino
UNO. Figure 5.15 shows the connection between the SPI pins of the IC and the
Arduino UNO physical hardware pins (i.e., MOSI, MISO, Reset, SCK), prior to
uploading the program code into the IC chip using the Arduino UNO as a pro-
grammer.

3. Install the required driver and package for the Attiny85 compatible micro-controller
processor and choose required parameters, internal clock frequency of 8 MHz.
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Figure 5.14 – Pin configuration of the Attiny85 micro-controller IC chip [89].

4. Prior to uploading the developed program into the IC, choose the Arduino UNO
as the "Arduino as ISP" programmer using the Arduino IDE software, followed by
selecting the "Burn Bootloader" option available in the software platform.

5. Finally, use the software platform’s "Upload Using Programmer" command to
upload the produced code to the IC re-programmable memory.

The micro-controller IC was programmed by implementing the algorithm necessary to
acquire the desired functionality of the integrated digital circuit on the chip. The following
are the step-by-step techniques for implementing this algorithm to construct the program
for executing the digital circuit of the micro-controller in nominal settings (i.e., 25 °C and
3 V).

1. Initialize various input and output ports of the Attiny85 micro-controller. The
digital input (DI) and serial clock (SCK) pins are configured as inputs to receive
the square wave signal from an external functional signal generator, while the
digital output (DO) pin is set as an output to observe the digital output signal.
Set the initial state of both the DI and DO pin at the digital logic low (0) level.

2. Within the code’s ‘void loop()’ method, the program allows you to wait until the
digital clock signal attached to the SCK pin changes from logic low to high level
(rising edge), ensuring synchronization with the clock signal.

3. Read the initial logic state of the digital input signal on the DI pin and store the
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(a)

(b)

Figure 5.15 – Interfacing the Attiny85 IC pins with the Arduino UNO (a) schematic ;
(b) component.

value (logic high or low) in the data variable, which then sends the data to the DO
pin so that the state of the DO pin corresponds to that of the DI pin state (i.e., if
the DI bit is 1, the DO pin also sets to high).

4. Using the ‘while()’ loop function in the code, check and wait for detecting for the
rising edge of the external clock signal on the SCK pin.

5. Record the previous state value of the DO pin at the rising edge of the clock pulse.
6. Wait for detecting the next falling edge followed by the rising edge of the clock

signal applied to the SCK pin.

162



5.8. Degradation and lifetime Reliability Modeling of Digital ICs Influenced by the CSADT
Ageing Constraints

7. At the rising edge of the clock signal, check if the previous state of the DO pin is
at logic low or high voltage level. If the previous state of the DO pin was at the
digital logic high (1) bit, set it to the low and vice versa, while considering the
current state of the DI signal that latched into the DO pin.

8. Check the previous state of the DO signal at the falling edge of the clock pulse. The
output signal would would remain unchanged irrespective of the DI signal state,
until the next rising edge at the SCK pin is detected

Overall, this developed algorithm was designed and implemented in the program to
enable the Attiny85 to demonstrate a specific output functionality of the digital logic
circuit, such that such that the DO signal changes from logic low to high and vice versa
on the rising edge of the clock signal on the SCK pin, depending on the state of the DI
pin. In addition, the output signal at the DO pin would remain unchanged until the next
ascending edge of the clock pulse to the SCK pin is detected. Note that the developed
algorithm was implemented to guarantee proper timing and synchronization between the
DI and clock signals in order to obtain an accurate micro-controller output signal at the
DO pin.

5.8.3 Experimental methods and measurement procedures

The accelerated aging time-dependent experimental test setup used to implement the
designed constant stress ADTs plan on the selected IC samples (i.e., AT1-AT24) is similar
to that of in Figure 5.2 displayed in the sub-section 5.3.3. However, the selected DUTs
samples (i.e., AT1-AT12) were subjected to the highest thermal aging stress magnitude
(i.e., 110 °C) inside the climatic chamber for a total stress duration of 1000 hours. Those
fresh sample ICs, were subjected to the two different DC electrical voltage overstress
levels (i.e., 4 V and 5 V) applied into the Vcc (pin 8) using the high temperature thermal
resistant aging cables [51]. Similarly, the remaining 12 fresh DUTs samples (i.e., AT13-
AT24) were aged simultaneously according to the designed constant stress ADT plan
discussed in the sub-section 5.8.1. Those constant multiple stress aging conditions were
applied simultaneously on all the fresh DUTs for ensuring permanent intrinsic degradation
caused by activating and accelerating the relevant failure mechanisms induced by the high
temperature and electrical voltage stress factors. induced the failure mechanisms (i.e., HCI
and NBTI).

The evolution of the long-term EMR of the ICs, depending on the applied aging

163



Partie , Chapitre 5 – Degradation and Reliability Modeling Approaches to Assess the
Long-Term EM Robustness of ICs

stress magnitude and time duration, was investigated by implementing the repetitive
method of applying the "Stress-Measurement-Stress" technique till the completion of the
intended ADT plan mentioned in the Table 5.4, which is similar to that of illustrated in
the Figure 5.3. However, this experimental methodology involved pausing the accelerated
ageing process after every 200 hours of stress duration, followed by removing all the tested
IC samples from the climatic chamber, and performing the DPI conducted immunity tests
in nominal condition (i.e., 25 °C and 3 V) on all the fresh and aged ICs to assess and
analyze the accelerated aging impact on the measured EMC performance variation at
different stress time. The aged DUTs were then reintroduced to the climatic chamber prior
to resuming the accelerated aging process outlined in the ADT plan. Hence, the above
aforementioned cycle was repeated after every fixed aging stress duration of 200 hours for
the total stress duration of 1000 hours.

Figure 5.16 – Measurement test setup for evaluating the conducted immunity of the
DUTs

The conducted EMC performance of the tested ICs was evaluated by performing the
non-destructive DPI test in accordance to the IEC 62132-4 standard [16]. The DPI test
measurement setup is similar to that discussed in sub-section 3.2.2. However, the conduc-
ted immunity variation of these aged Attiny85 IC chip micro-controller, mounted on the
custom-designed with SOIC8 package PCB, required applying the square-wave pulse for
the clock signal into the SCK (pin 7) as well as injecting another square-wave digital si-
gnal into the DI (pin 5) using an external multi-channel functional signal generator. The
experimental test setup was utilized to characterize the conducted immunity parameters
(i.e., Pinj and f). Figure 5.16 displays the overall experimental test bench for performing
the DPI test on both the fresh and aged micro-controller IC samples.
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Figure 5.16 shows that the digital square-wave signal was generated using the func-
tional signal generator and injected to the DI (pin 5) of the tested IC at the DI signal
frequency (fDI) of 50 KHz and a duty cycle of 50%. In addition, another external square-
wave clock signal, with the clock frequency (fsck) of 100 KHz and a 50% duty cycle,
allowing it to remain at the logic high voltage level for half the total time period, was
produced by another functional signal source and introduced to the SCK (pin 7). This
square-wave clock signal was generated with a positive rising edge, changing from the
logic low voltage (VL) level (i.e., 0.3 V) to the logic high voltage (VH) level (i.e., 2.8 V).
It is worth mentioning that the same magnitude of both the VL and VH were selected for
the DI signal. Since the micro-controller IC was turned on by applying 3 V into the Vcc

(pin 8) in the nominal condition, hence, both the VH and the VL magnitude were arbitrary
selected to be slightly lower to the Vcc voltage and higher to the reference GND (i.e., 0 V).
Note that, the magnitude of these generated digital signal were selected by taking into
account of the IC’s datasheet for considering relevant specifications, including the opera-
ting temperature, manufacturing tolerance and the tested IC chip physical and electrical
characteristics (i.e., maximum operating current, supply voltage). It is also worth men-
tioning that the fsck was chosen to be double of the fDI so that the DI signal could be
synchronized to the SCK pulse at the rising edge, enabling to avoid any synchronization
or signal propagation delay that might affect the DO signal from aligning with the clock
signal.

Depending on the program uploaded to the tested DUTs, it reads the DI signal on
every cycle of the clock signal at the SCK pin. At the rising edge of the clock signal, the
DI signal data was send out to the DO pin. According to the algorithm of the program,
the output signal at the DO pin would only change its previous state (i.e., logic low to
high and vice versa) depending on the present state of the DI pin. Consequently, at the
falling edge of the clock signal, the output signal would remain the same as the previous
state until the next clock rising edge at the SCK pin is detected. Thus, the DO signal
produced with the rising edge corresponds to the clock signal’s rising edge and the falling
edge depending on the previous logic state of the DO (pin 6). As a result, at the nominal
condition, the digital circuit embedded within the IC was allowed to perform with this
specific functionality, producing a DO square voltage waveform that could be monitored
in the digital oscilloscope. The DO square-wave signal produced at the DO pin with a
frequency (fDO), which is identical to that of fDI .

The experimental test bench presented in Figure 5.16 was utilized to perform the
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DPI test by implementing the developed DPI algorithm similar to that in Figure 5.4b.
However, the DPI failure criterion defined for the tested Attiny85 micro-controller IC chip
would differ compared to that discussed in subsection 5.3.4. Considering the IEC 62132-4
standard for defining the DPI immunity criterion, the digital circuit was considered to fail,
while characterizing the EMC performance, if the following defined perturbations criteria
would be obtained as mentioned below,

1. either the nominal VL or VH level of the DO signal exceeds the 10% boundary limit,
resulting in the positive or negative failure mode due to the injection of the RF
disturbance into the Vcc pin.

2. either the timing variation observed in the rising or falling edges of the expected
DO signal due to the noise induced by the EMI should not exceed the 10% limit.
This phenomenon could be observed in the DO signal due to the noise induced to
the Vcc pin of the IC, which affects its signal integrity causing significant implication
in its functional performance.

The DPI measurement data (i.e., Pinj) on the Vcc pin to induce the DPI failure on
the tested ICs were recorded at each corresponding RF frequency, ranging from 10 MHz
to 1000 MHz with a step-size of 10 MHz. The later section compares and analyzes the
conducted immunity variation of some of the IC samples (i.e.„ AT6, AT12, AT18 and
AT24), under the influence of different constant thermal and electrical voltage overstress
conditions taking into account of the ADT plan, as a function of aging stress time (taged)
and DPI frequencies.

5.8.4 Conducted immunity performance of the aged DUTs : re-
sults and analysis

Figure 5.17 illustrates the EMC performance evolution of the tested fresh and aged
AT12 and AT24 IC sample observed at different stress taged duration, subjected to the same
electrical overstress voltage (i.e., 5 V) but different thermal stress conditions (i.e., 110 °C
and 70 °C). While considering an increase of the taged intervals, the EMC performance of
the tested IC samples, characterized by both the high and low immunity points, degraded
at each corresponding frequencies, ranging between 10 and 1000 MHz (Figures 5.17a
and 5.17b). Although the Pinj was found to be comparable for the AT24 and AT12 ICs,
Figure 5.17a shows that the mean Pinj of the fresh AT12 decreased from 18.43 dBm to
13.35 dBm between 10 MHz and 1000 MHz. Consequently, the Figure 5.17b displays a

166



5.8. Degradation and lifetime Reliability Modeling of Digital ICs Influenced by the CSADT
Ageing Constraints

smaller reduction of an average Pinj from 18.44 dBm to 14.71 dBm across the same tested
DPI frequency range, after the completion of the total ageing taged. Thus, the AT24 was
found to be more immune compared to the AT12 due to applying 30 °C higher temperature
stress magnitude for 1000 hours.

(a)

(b)

Figure 5.17 – Evolution of the conducted immunity level of Attiny85 samples at various
aging stress duration caused by the identical 5 V electrical voltage overstress and constant
(a) high ; (b) low thermal stress conditions.

The similar evolution of the EMC characteristics was also observed for both the tested
AT6 and AT18 IC samples in Figure 5.18. However, Figure 5.18 demonstrates little impact
on the conducted immunity degradation of the DUTs compared to those tested sample’s
EMC performance observed in Figure 5.17. This is because both the AT6 and AT18 were
subjected to a 7.3% lower electrical voltage overstress magnitude compared to those AT12
and AT24 IC DUT samples, respectively. It is worth to mention that the similar EMC
performance was also obtained for the remaining 20 IC samples tested in accordance to
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the designed multiple constant stress ADT plan.

(a)

(b)

Figure 5.18 – Evolution of the conducted immunity level of Attiny85 samples at various
aging stress duration caused by the identical 4 V electrical voltage overstress and constant
(a) high ; (b) low thermal stress conditions.

The effect of applying constant multiple stress factors (i.e., temperature and electrical
voltage) on the EMC fluctuation of the recorded Pinj level between the fresh sample and
the aged state at different aging taged duration was analyzed by computing the absolute
∆Pinj at each DPI frequency values between 10 and 1000 MHz. Figures 5.19 and 5.20
compares the variation of the extracted |∆Pinj| data computed as a function of tested
frequency at different aging taged intervals. The significant reduction in the EMC per-
formance of all the tested ICs was observed at different taged intervals, due to obtaining
negative statistical computation of the ∆Pinj data extracted for each corresponding DPI
frequency values. The |∆Pinj| data was considered as a suitable parameter to observe the
evolution of the conducted immunity performance degradation at different stress duration.
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(a)

(b)

Figure 5.19 – Conducted immunity level drift of Attiny85 samples at various aging
stress time caused by the identical 5 V electrical voltage overstress as well as constant
(a) high ; and (b) low thermal stress conditions.

The observed increasing degradation of the conducted immunity level drift, characte-
rized by the ∆Pinj, could be due to the increasing failure rate of the accelerated intrinsic
failure mechanisms (i.e., HCI and NBTI) induced by applying multiple accelerated aging
stress conditions. These failure mechanisms could change the intrinsic parameters of the
internal transistors of the digital circuit within the tested Attiny85 samples, increasing
the Vth and reducing the charge carrier (i.e., electrons and holes) mobility of the internal
NMOS and PMOS transistors. Moreover, these induced failure mechanisms may apply
large Vds between the drain and source terminals of the aged internal CMOS transistors,
resulting in a substantial reduction of Ids propagating across these terminals.

This phenomenon could be validated using the mathematical relationship between Ids

and Vth expressed in (5.25), where Ids refers to the biasing current flowing between the
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drain and source terminal of internal aged transistors within the tested IC chip, µn is
the electron mobility of NMOS transistor, Cox is denoted by the gate-oxide capacitance
and (w/L) is the geometric ratio of internal aged transistors [90]. Therefore, lower trans-
conductance gm parameter of the aged transistor could be demonstrated mathematically
in (5.26) [26]. Finally, the switching speed of the aging internal transistors of the digital
circuit embedded within the DUT could decrease, thereby increasing the signal propa-
gation delay through the internal logic gates of the tested ICs [91]. Therefore, adequate
timing and clock synchronization between the DI and clock signal at the SCK pin could no
longer be guaranteed, resulting in DO signal distortion in the aged DUT and a reduction
in its conducted immunity performance.

Ids = (
µnCox

2 ) ⋅ (w

L
) ⋅ (Vgs − Vth)2 (5.25)

gm =
√

Ids ⋅ µn ⋅Cox ⋅ (
w

L
) (5.26)

5.8.5 EMC degradation modeling and parameter estimation of
the aged DUTs

Figure 5.21 illustrates an increasing conducted immunity performance curves for each
of the selected tested IC samples (i.e., AT6, A12, AT18 and AT24), characterized by the
mean |∆Pinj| data plotted on the y-axis against the aging stress duration of time on the
x-axis. Since the measured Pinj data of the tested DUTs was dependent on both the DPI
frequency and aging stress duration, consequently the extracted ∆Pinj data also varied
depending on both the frequencies and aging stress taged duration. Hence, mean |∆Pinj|
was considered for representing the aging stress time-dependent evolution of the EMC
performance degradation on the tested ICs. At each stress intervals of taged, mean |∆Pinj|
was computed by taking the sum of all the ∆Pinj extracted for each corresponding tested
DPI frequency followed by dividing the evaluated total ∆Pinj by the total number of the
considered frequency values. This statistical computation of the absolute mean ∆Pinj for
the tested digital IC samples could be represented by a mathematical expression similar
to that of mentioned in equation 4.1. Figure 5.21 demonstrates significant increment
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(a)

(b)

Figure 5.20 – Conducted immunity level drift of Attiny85 samples at various aging
stress time caused by the identical 4 V electrical voltage overstress as well as constant
(a) high ; and (b) low thermal stress conditions.

of the the mean |∆Pinj| with increasing stress duration for all the tested IC samples,
depending on the applied accelerated multiple stress conditions defined by the designed
constant stress ADT plan. The conducted immunity performance degradation of these
tested IC samples could be compared by noticing significant difference in the mean |∆Pinj|
at various stress times. At the end of the conducted ADTs, the aged AT12 DUT showed
the highest conducted immunity degradation, demonstrating a mean |∆Pinj| of 4.33 dB
over the whole frequency range, compared the rest of the tested IC samples. Under the
influence of the identical thermal stress but different electrical overstress conditions, the
aged AT6 sample showed a total of 22.3% lower immunity degradation compared to the
aged AT12 DUT. In addition, the AT24 sample IC aged at the low thermal (i.e., 70 °C)
and high electrical voltage (i.e., 5 V) overstress condition for 1000 hours exhibited a 17.2%
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greater conducted immunity performance degradation compared to that of the aged AT18
sample DUT with the similar accelerated thermal stress and a lower electrical overstress
conditions (Figure 5.21).

Figure 5.21 – Conducted immunity degradation as a function of stress time under the
influence of accelerated aging conditions on the tested IC samples.

Figure 5.22 depicts the monotonic evolution of the monotonic degradation of the tes-
ted IC samples at different stress time over the whole tested DPI frequency range (i.e.,
10-1000 MHz). For a fixed aging stress time measured in hours, both the computed |∆Pinj|
and the measured nominal Pinj data of the fresh DUTs before aging varied in each fre-
quency points over the entire tested frequency range, ratio of the |∆Pinj| to that of the
Pinj data of the fresh sample was evaluated which is denoted by G. At various stress times,
mean G was computed by taking the average of the evaluated G for every corresponding
frequency, and was considered as the suitable stress time dependent EMC degradation
path modeling indicator parameter for the tested ICs, as illustrated in Figure 5.22. In
addition, Figure 5.22 shows that the similar increasing monotonic degradation trend over
the total stress duration is observed for all the DUT samples tested at different com-
binations of applied thermal (T) and electrical voltage (V) overstress conditions. Those
non-linear best-fit degradation paths were generated by extrapolation technique, which
follows a suitable agreement with the computed mean G data points (Figure 5.22).

The simplified mathematical expression to model those generated monotonic degrada-
tion paths at various stress duration and magnitudes is provided in equation (5.27), where
yikl(t) represents the mean G (denoted by %), A and γ are the stress-dependent degra-
dation unknown model constants, i is the sample unit, k refers to the V stress level and
l is the T constant stress level. Applying the regression analysis on the developed model
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Figure 5.22 – Degradation paths fitted to the computed EMC degradation of the tested
IC samples.

expressed in (5.27) allowed to estimate those relevant unknown model constants (i.e., A

and γ). Determining the model constants would enable to predict the EMC degradation
data based on the known values of stress duration for any tested or untested accelerated
stress conditions. Moreover, the proposed model could also allow to predict the future
conducted immunity degradation in nominal condition after a certain operational time
period of ICs.

yikl(t) = Aiklt
γ (5.27)

log(yikl(t)) = log(∆Pinj

Pinj

) = log(Aikl) + γ log(t) (5.28)

tfailure = exp( log(yikl(t)) − log(Aikl)
γ

) (5.29)

Non-destructive EMC degradation path modeling analysis was performed to determine
the pseudo TTF data that could be determined both graphically and mathematically,
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depending on the defined failure threshold. A failure threshold of 10% on the observed
EMC degradation datawas considered which is shown by the horizontal line in Figure 5.23.
Applying the logarithm on both sides of the equation (5.27) provide for the yikl(t) that
is referred as logarithmic mean ratio of the variation of |∆Pinj| from that of the nominal
Pinj before aging of the tested IC as shown in equation (5.28).

Figure 5.23 – Log-linear degradation paths generated at different constant multiple
stress conditions to estimation of the failure time data.

Table 5.5 – EMC degradation path modeling parameters and TTF data of various tested
IC samples

The mathematical expression for determining the estimated failure time tfailure based
on the considered degradation over the stress time is expressed in equation (5.29), using
the predicted values of the model constants A and γ. Table 5.5 shows the model para-
meters and the computed TTF data of IC samples tested at multiple constant multiple
stress factors with different stress magnitude. It is worth to mention that this developed
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degradation path model was employed for the rest of the samples for determining their
corresponding tfailure and other relevant model parameters.

5.8.6 ALT modeling and reliability analysis of the tested ICs

Since both temperature T and voltage V stress factors were applied simultaneously
on the DUT samples that resulted to obtain the EMC performance degradation data,
the generalized Eyring ALT model to express the relationship between the quantifiable
lifetime (L) and both T and V stresses in (5.30), where the L(T, V ) refers to the life-
data relationship with the applied T and V stress factors on the tested IC samples,
unknown model constants (i.e., A, B and C) depends on sample design and properties
that was estimated by combining this model with the two-parameter Weibull distribution
and applying the MLE method to estimate those model parameters. Unlike the simplified
Eyring ALT model that takes into account of the impact of T stress only on the lifetime
L of a tested sample, the developed mathematical life-stress model is an extension of
the simplified Eyring ALT model. This model takes into account of any strong interac-
tion between the thermal T and non-thermal (i.e., electrical voltage) stress factors using
the last exponential term using the model constant C as shown in (5.30), allowing to
predict the effect of varying one of the individual stress factors on the lifetime L stress
data is dependent on the stress level of the other stress factor. In the other words, it can
also be implied that the impact caused by the acceleration factor due to the T would
depend on the stress magnitude of the V stress and vice versa [30]. The two parame-
ters Weibull PDF expression is provided in (5.9), where the scale η is equivalent to the
L(T, V ) and expressed in (5.31). The generalized Eyring-Weibull PDF expression can be
obtained by substituting the (5.31) in (5.9). Thus, the mathematical expression for the
combined generalized-Weibull PDF is provided in equation (5.32). The derived mathema-
tical expression for the developed reliability model is expressed in (5.33). Applying the
MLE method after substituting the (5.32) in the generalized form that represents the Lf

log-likelihood function provided in (5.24). Applying the minimum function optimization
technique using the tfailure data allows obtain the unknown ALT reliability model and
Weibull distribution parameters βw and η are provided in Table 5.6.

L(T, V ) = A

T
exp(Ea

kT
) exp(BV ) exp(CV

kT
) (5.30)
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1
η
= 1

L(T, V )
= T

A
exp(−Ea

kT
) exp(−BV ) exp(−CV

kT
) (5.31)

fw(t, T, V ) = βw

L(T, V )
( 1

L(T, V )
⋅ tβw−1) ⋅ exp(− t

L(T, V )
)

βw

(5.32)

R(t, T, V ) = exp [−t(A

T
exp(−Ea

kT
) exp (−BV ) exp(−CV

kT
))

β

] (5.33)

Table 5.6 – ALT reliability modeling parameters for the tested IC samples

The developed generalized Eyring-Weibull life-stress relationship was employed to cha-
racterize lifetime reliability model parameters of the IC samples tested under the influence
of applying multiple stress factors with different constant stress magnitudes for a fixed
stress duration. Figure 5.24 illustrates a set of parallel lines, produced by applying the
Weibull distribution on the developed reliability model, which fits to the computed pseudo
TTF data for each DUT samples. Those sets of parallel lines is a representation of the
predicted unreliability, which corresponds to the combined influence of both thermal and
electrical voltage stress factors with different stress magnitudes. In addition, those pseudo
TTF data points evaluated based on the defined failure threshold considered on the ob-
served EMC degradation data. The developed model could predict the unreliability (or
failure probability) for all the tested samples with a very acceptable accuracy as little
difference between the Weibull distribution plots of the unreliability function and those
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Figure 5.24 – Lifetime unreliability distribution of the logarithmic fits to the pseudo
TTF data for each tested IC samples at different accelerated stress conditions.

TTF data points is depicted in Figure 5.24.
Figure 5.24 shows the unreliability (expressed in percentile) for all the six selected DUT

samples tested at different combinations of accelerated aging stress conditions above the
nominal conditions (i.e., 25 °C and 5 V). The unreliability of all the tested 24 samples,
indicated as the dotted points on the logarithmic plot, shows a linear increasing tend,
varying from 10% to 90% on the y-axis against the increasing pseudo TTF data points
(between 450 and 850 hours respectively) on the x-axis. The tested AT12 IC sample, under
the combined impact of multiple stress factors at the constant stress magnitude of 110 °C
and 5 V, showed the least pseudo TTF (514 hours with 90% unreliability) compared to
the AT24 (616 hours with 10% unreliability) sample aged at 70 °C and 5 V. Likewise, the
AT6 sample aged at 4 V and 110 °C took 549 hours to fail with 90% unreliability, while
the AT18 sample survived for 749 hours prior to reaching the similar failure probability.
Similarly, the effect of applying various electrical voltage V stress only on the lifetime
reliability of the tested ICs, while maintaining the magnitude of the temperature stress,
was also observed in Figure 5.24.

While comparing the pseudo TTF data between the AT6 and AT12 samples, it can
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be observed that the failure time data for those two DUTs differed by 35 hours for rea-
ching the maximum 90% unreliability. On the other hand, both the tested AT18 and
AT24 samples, aged at a similar lower thermal stress (i.e., 70 °C) compared to that of
the other two selected tested samples, took longer pseudo TTF based on the observed
EMC degradation data. Comparing the unreliability of both these two samples, the AT18
would survive upto 739 hours until reaching the 90% failure probability compared to the
other sample AT24 (10% unreliability at 649 hours). Hence, it can be concluded that
the unreliability is the minimum for applying the lowest stress magnitude of thermal and
electrical voltage stress factors simultaneously on the selected DUTs, as a result it would
allow those ICs to survive for longer period of time. Moreover, the developed reliability
model also allows to predict the failure time in nominal condition as shown in Figure 5.24.
It is observed that the reliability model would plot the predicted unreliability in nominal
condition, implying that all those tested samples predicted lifetime would be between
1100 and 1600 hours.

Figure 5.25 showcases the reliability (or non-failure probability) curve that best fits
to the estimated lifetime extrapolating data of all the DUT samples in nominal thermal
condition. The non-linear decreasing trend of the reliability curve implies that the pre-
dicted non-failure or survival probability of the considered DUTs operating in nominal
condition would decrease with an increase of operational time. The reliability function
R(t) representing this curve is derived based on the developed reliability model, and can
be expressed using the mathematical expression provided in (5.33).

Moreover, Figure 5.25 shows that the reliability value on the y-axis remained 1 till
1200 hours, predicting all the 24 selected DUTs would survive in nominal condition upto
this time period. In addition, all the 24 data points correspond to the predicted lifetime
reliability parameters were plotted on the x-axis against the reliability and/or survival
probability values on the y-axis. The reliability curve predicts that the AT12 would fail
at around 1150 hours with the 10% survival probability On the other hand, the predicted
lifetime reliability of 90% reliability would be observed for the AT24 sample that would fail
at around 1350 hours. Thus, it is observed that all the 24 DUT samples would fail beyond
the total applied accelerated stress duration. Overall, the developed ALT reliability model
could estimate the failure data points which corresponds to those tested IC samples with
an acceptable good accuracy, based on the conducted immunity degradation data obtained
as a result of accelerated aging due to performing the designed ADT for a specified stress
duration. It can be concluded that the tested samples would take longer time to fail with
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Figure 5.25 – Reliability function curve fits to the estimated lifetime data based on the
developed ALT reliability model for the tested ICs.

lower predicted lifetime reliability (or non-failure probability).

5.9 Conclusion

Following a new proposed approach on characterizing the EMC performance capacity
and its degradation of the tested ICs under various multiple stress conditions, this chapter
focused on developing both the degradation and reliability models based on the long-term
EMC conducted immunity degradation performance of two types of IC : the selected pin-
to-pin compatible functionally identical L78L05 and UA78L05 voltage regulators during
the step-stress time-dependent ADTs, and Attiny85 micro-controller IC developed by
Atmel, under constant stress ADT plan.

This chapter highlighted on the experimental and measurement procedures applied
on The tested IC samples that were subjected to multiple stress factors (thermal and
electrical voltage) to maintain accelerated aging throughout the duration of the defined
ADT plan. It has also studied the impact of applying constant multiple stress conditions
defined by the constant stress ADT plan to characterize the EMC conducted immunity
performance degradation of the digital circuit embedded within the studied Attiny85
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micro-controller samples.

The long-term evolution of the conducted immunity to the EMI was characterized by
performing the DPI tests on both fresh and aged DUTs under nominal conditions, after
interrupting for a short time period, the ADT aging process at various stress magnitude
and duration. The EMC perfromance measurement data were recorded before and after
the ADTs to compare the impact of accelerated aging on the conducted immunity to the
harmonic disturbance signal injected into the Vin pin of the DUTs. Statistical evaluation
of the EMC measurement data was carried out to investigate variation of the mean ∆Pinj

across the DPI frequencies at different stress time duration.

The ALT-Weibull reliability modeling approach was considered to develop the reliabi-
lity model as a function of different G and V stress constraints applied on the analog IC
regulator samples. The developed ALT model was utilized to predict the unknown model
constants of both L78L05 and UA78L05 as well as determine the unreliability of all the
tested samples under the combined effect of different user-defined G and V stress condi-
tions. Considering the two different reduced fixed G (i.e., 5% and 10% criteria) compared
to the nominal G criterion, it was discovered that pseudo acTTF is reduced at lower G,
thereby increasing the probability of failure or unreliability for a specified stress condition.
Unreliability showed a decreasing trend with increasing G criterion at fixed V overstress
level for both L78L05 and UA78L05 tested samples. However, at a higher G criterion
level, higher lifetime reliability (i.e., pseudo TTF) was obtained for both UA78L05 and
L78L05 samples. Unlike the tested samples of the UA78L05, L78L05 samples exhibited a
lower TTF at higher V stress levels, when a fixed G criterion was applied to the EMC
degradation data.

It was found that the pseudo TTF of one of the tested sample of L78L05 for the 10%
criterion was (around 362 hours at 9 V with 50% unreliability) compared to the tested
UA78L05 IC (around 465 hours with 50% failure probability) at the same threshold
criterion and voltage stress level. Moreover, under the influence of 12 V and 10% criterion
with 50% unreliability, higher pseudo TTF (around 518 hours) was computed for one of
the L78L05 sample compared to that of the UA78L05 sample, whose TTF was 454 hours
with the identical predicted unreliability at the same applied V and G constraints. Hence,
considering the use of limited sample size, an accurate estimation of the developed ALT-
Weibull model could be used to assess and compare the lifetime reliability of both L78L05
and UA78L05 regulator ICs based on the variation in EMC performance at nominal
condition as well as under any known or unknown stress conditions.
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A physics-based degradation modeling approach was applied to model the monotonic
EMC performance degradation at different stress duration to compute pseudo TTF as
well as predicting the degradation path model parameters as a function of environmental
stress conditions specified in the ADT plan. Estimating the unknown model constants of
the developed degradation path model would allow to investigate the gradual conducted
immunity degradation behavior of the DUTs under any tested or untested conditions.

It is worth mentioning that the EMC performance degradation data was collected un-
der both thermal step-stress and voltage overstress conditions. Nevertheless, the observed
degradation demonstrated that the acceleration factor due to the applied voltage stress
level could play a more significant role in the degradation of the tested ICs than thermal
stress. Although the developed reliability model allows to assess the lifetime reliability of
both UA78L05 and L78l05 tested ICs for any defined threshold and voltage stress level,
the limitation of such a model is the possibility to independently estimate the acceleration
factor due to temperature stress only (Arrhenius model).

Overall, the presented study’s highlights was to characterize and investigate the evo-
lution of the conducted immunity performance of those tested analog ICs caused by the
influence of applying external multiple stress conditions, prior to developing the degrada-
tion path model to estimate the EMC performance degradation based on the step-stress
ADTs measurement data, and followed by integrating the acceleration model with the
Weibull distribution to develop the predictive ALT−Webull reliability model for estima-
ting the long-term reliability parameters for the whole lifetime of an electronic component.

It is demonstrated that, for a limited number of samples under the combined influence
of thermal step-stress with voltage overstress conditions, the proposed reliability model
predicts with a very acceptable accuracy the lifetime reliability of both UA78L05 and
L78L05 tested ICs, developed based on the conducted immunity degradation data. Those
similar observations were made for all the Attiny85 micro-controller DUTs samples, which
were subjected to multiple stress factors (i.e., thermal and electrical voltage) with different
combination of constant stress magnitude for a specified stress duration defined in the
constant stress ADT plan.

A total of 24 Attiny85 micro-controller ICs were tested under the influence of the
designed constant stress ADT plan to analyze the impact of applying multiple stress
conditions with four different stress levels. Those selected IC samples were programmed
to perform a specified function of digital logic circuits in nominal condition. A similar
stress time-dependent accelerated aging methodology presented for the analog ICs was
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also implemented for those DUTs to investigate the long-term evolution of the EMR.
The conducted immunity variation was also computed to obtain the degradation data for
the selected samples, demonstrating significant |∆Pinj| for AT12 compared to those AT6,
AT18 and AT24 samples. Based on the observed monotonic EMC degradation over the
entire DPI frequency range, the physics-based model for developing the degradation model
was employed, followed by estimating those unknown degradation model constants and
determining pseudo TTF data. The generalized Eyring life-stress model combined with
the Weibull distribution enabled to develop the reliability model, showcasing acceptable
accuracy of the model with the statistically computed TTF data points. Analyzing the
reliability modeling results for the tested DUT samples revealed higher unreliability (or
failure probability) for the AT12 sample with least TTF data compared to the other
tested samples. Hence, it can be concluded that those samples tested at highest aging
stress conditions would require least TTF with highest PoF and vice versa.

It is essential to build degradation and predictive reliability models to assess the li-
fetime reliability of an electronic component over its entire operational lifetime based
on the evolution of the EMC degradation observed under the defined accelerated stress
conditions. The future perspective of the study would involve proposing and developing
the degradation and the ALT reliability models of digital ICs based on the designed ADT
plan, which involves combining both constant extreme thermal and voltage overstress
conditions for a fixed stress duration. Hence, the implication of the study would enable
the IC manufacturers to forecast the lifespan dependability of the tested ICs before ex-
ceeding the specified EMC margin or limit. Depending on the applications, the reliability
assessment of an DUT based on its conducted immunity performance would allow the sys-
tem’s reliability to be determined. This would enable designers to redesign ICs to improve
their lifetime reliability by considering their long-term EMC robustness into account, as
well as ensuring the system’s compliance with EMC requirements and safety standards.
The study’s future implications would allow manufacturers to anticipate the functioning
of both analog and digital circuits during the lifetime of a system based on EMC requi-
rements, depending on the applications, for estimating the electromagnetic reliability of
the electronic system.
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GENERAL CONCLUSION AND

PERSPECTIVES

The EMC performance of both analog and digital ICs can have significant impact
due to exposure to the harsh environmental conditions. In addition, an IC is expected to
operate consistently in an electromagnetic environment, without any failures for an ex-
tended period of its lifetime. However, in real-life applications, different failure modes and
intrinsic failure mechanisms may be activated by several extreme operational conditions
(i.e., temperature, humidity, electrical voltage and so on), causing significant degrada-
tion of its conducted immunity level and thus reducing the useful operational life period.
Thus, conducting the reliability study of both analog and digital circuits at the IC le-
vel is essential for ensuring the proper functionality and maintaining desirable lifetime
in an electronic system or product, while taking into account of the EMC behavior of
those ICs operating under diverse environmental conditions (i.e., temperature, humidity,
atmospheric pressure, electrical voltage and so on).

An extensive literature review was conducted to investigate the aging impact on the
conducted immunity and emission performance level of both analog and digital circuits
at the IC level. The outcome of those previous research studies demonstrated significant
degradation in the conducted immunity and emission levels for both analog and digital
ICs, after performing the traditionally available accelerated aging tests (i.e., HTOL and
LTOL) in accordance to the defined standard for choosing the stress magnitude and
duration. Those aging tests could only compare the EMC performance variation between a
fresh and an aged IC after the completion of the aging process. Hence, the time-dependent
variation of the EMC immunity and emission performance under the accelerated ageing
conditions was not studied in details.

Both constant and step-stress ADT plans were designed and conducted for the selected
analog and digital ICs, followed by characterizing the conducted immunity performance
evolution in the frequency-domain at different stress time duration. Degradation path
model was developed with fairly acceptable accuracy to estimate the EMC performance
degradation at any tested or/and any untested accelerated aging stress conditions.
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Since commercially available analog and digital IC samples were selected to develop
the degradation and lifetime reliability models based on their conducted immunity per-
formance evolution under the influence of harsh environmental stress conditions defined
in the ADT plans, the black-box approach is deemed appropriate, as the IC’s internal
circuit designed with various electronic components are not included in those samples’
specifications. Therefore, employing a white-box approach may not be regarded as a sui-
table technique, as it would necessitate sufficient knowledge on the internal circuit design
along with the internal components used to fabricate and manufacture the selected ICs,
prior to designing the identical circuit in any simulation software.

The black-box approach was implemented to develop the ICIM-CI model, which requi-
red performing the designed ADTs on the selected fresh commercially available IC samples
and characterizing the impact of aging on the conducted immunity levels at the IC level.
Multiple accelerated ageing stress factors (i.e., thermal and electrical voltage) overstress
conditions were applied on the DUTs to investigate and validate the aging influence on
the observed EMC performance, resulting significant and/or insignificant variations in the
PDN and/or IB blocks of the standard conducted immunity models developed in accor-
dance with the IEC 62433-4 standard. The influence of accelerated aging on the studied
IC samples was investigated and their EMC performance degradation was considered to
include in the active and/or passive block of the developed ICIM-CI model.

1 - Summary of the PhD contributions
In this document, the overall contributions and findings are divided into four parts,

which are briefly summarized below..
In the second chapter, the desirability of employing a simulation model of the de-

signed analog voltage regulator is demonstrated to evaluate the estimation of reliability
based on accelerated degradation data. By devising a numerical model to extract the out-
put voltage as a function of temperature and input voltage, the goal was accomplished.
In addition, a methodological approach was devised to generate output voltage degrada-
tion data under accelerated conditions based on the predictive reliability analysis for the
regulator according to the FIDES standard. Using simulated test data, a suitable accele-
ration law model was adopted to determine the regulator’s reliability parameters under
accelerated conditions. It has been demonstrated that the estimated lifetime reliability of
the proposed regulator design is substantially greater under accelerated aging conditions
with a lower failure probability. In accordance with the magnitude of ageing stress type
(voltage and temperature) conditions, it was found that the regulator’s pseudo TTF was
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substantially higher.
In the third chapter, the combined impact of thermal stress and obsolescence is

investigated and analyzed by conducting DPI experiments on three functionally identical
and pin compatible regulator ICs from three different manufacturers. Under the nominal
conditions, experimental results demonstrated that, compared to the other two ICs, the
MC78L05 had the highest immunity in high frequency. However, when exposed to both
low and high thermal stress magnitudes, that regulator IC model reference was found to be
more susceptible to DPI injection. Furthermore, regardless of the IC manufacturer, it was
discovered that the DPI immunity increases dramatically with frequency under both high
and low environmental stress conditions when compared to the nominal temperatures.
These results indicate that it would be essential to confirm IC immunity when replacing
a device with one from a second source or one manufactured more recently.

The Z11 curves for all of the investigated IC sample references were also compared at
low, high, and nominal temperatures. These curves followed a similar trend as frequency
increased, albeit with considerable level variances. UA78L05 was found to have a higher
package inductance value than the other two ICs, while L78L05 had the lowest capacitance
value. As a result of these RLC differences, it was feasible to deduce that the UA78L05 was
the least immune in high frequency, whereas the L78L05 had high conducted immunity
in low frequency.

From the DPI measurements for each of the selected ICs, the IB block tabular data
of precise transmitted power versus frequency was then generated at the nominal tem-
perature for each of the ICs. Thus, the conclusion that MC78L05 exhibited the highest
conducted immunity relative to the other two ICs was confirmed at high frequency. Conse-
quently, a comparative analysis of the conducted immunity performance of the considered
ICs from various manufacturers would be required to verify the electromagnetic com-
pliance of an IC within a system when replacing it with a second-source or a more recent
device.

In the fourth chapter, the ICIM-CI models were developed for the selected fresh
UA78L05 and L78L05 IC samples. The impact of applying environmental accelerated
aging stress conditions on the developed ICIM-CI models was investigated. The ageing
impact caused by elevated temperature and voltage overstress was taken into account
and incorporated into the developed standardized ICIM-CI model of the tested ICs for
analyzing and assessing the effect of ageing on the conducted immunity model of the
studied analog ICs.
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The DPI measurements were performed on the two pin-to-pin compatible voltage
regulator ICs (i.e., L78L05 and UA78L05) to compare and examine the effect of applying
different accelerated ageing stresses on their respective developed ICIM-CI models. The
PDN block was shown to be unaffected by ageing due to no variation in the overall
extracted R, L and C values of the passive lumped electrical components that can be
included to represent the PDN block of the developed model.

The DPI immunity test results conducted on the examined aged L78L05 and UA78L05
samples revealed that aging decreases the computed Ptrans within the tested DPI fre-
quency range, resulting in a significant impact on the IB block of the developed conducted
immunity models for the respective tested L78L05 and UA78L05 samples. As a result of
executing the thermal step-stress ADT at the specified stress conditions, while simulta-
neously applying the constant elevated electrical overstress voltage on the tested samples,
aging decreased the electromagnetic conducted immunity levels of the studied ICs samples
within a particular frequency range, with UA78L05 exhibiting a greater mean standard
deviation of the Ptrans observed between fresh and aged samples than the L78L05 tested
ICs. To take into account for the effect of aging on the IB blocks of the developed ICIM-CI
models of the DUT samples as a result of implementing the designed ADT plan, the mo-
dified Ptrans values as a function of frequency should be updated in the power look-up
tables by using the statistical deviations of the ageing immunity drift.

Finally, in the fith chapter, following a new approach proposed to characterize the
EMC performance capability and its degradation of ICs tested under various multiple
stress conditions, the final chapter focused on the development of IC degradation and re-
liability models. This approach was applied to functionally identical and pin-to-pin compa-
tible L78L05 and UA78L05 voltage regulators, and to the Attiny85 micro-controller. The
analysis focused on the long-term degradation performance of EMC conducted immunity
during ADTs. After defining accelerated test plans following multiple stress factors (i.e.,
thermal and electrical overstress), experimental and measurement procedures applied to
the tested IC samples, a physics-based degradation modeling approach was applied to
model the monotonic degradation of EMC performance at different stress duration. This
made it possible to calculate the pseudo TTF and predict the model parameters of the
degradation path as a function of the environmental stress conditions specified in the
ADT plan. Estimation of the unknown parameters of the developed degradation model
provides the progressive degradation behavior of DUT conducted immunity under any
tested or untested conditions.
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It is demonstrated that under the combined influence of thermal step-stress with vol-
tage overstress conditions, the proposed reliability model predicts with a very acceptable
accuracy the lifetime reliability of both UA78L05 and L78L05 tested ICs, developed based
on the conducted immunity degradation data. This developed ALT reliability model is
validated by illustrating the Weibull reliability function curves against time for the tested
analog IC samples (L78L05 and UA78L05), which best fits the pseudo TTF data points
with good accuracy. The similar outcome was also achieved for testing the digital logic
circuit of the Attiny85 micro-controller under the combined influence of both thermal and
electrical overstress conditions defined in the constant stress ADT plan, leading to obtain
relevant unknown reliability model parameters as well as the degradation path parame-
ters, which would allow to predict the conducted immunity degradation performance as
well as predict the unreliability (or survival probability) in both nominal as well as for any
tested or untested accelerated conditions. The conducted study on the Attiny85 micro-
controller ICs revealed that the developed generalized Eyring-Weibull reliability model
could predict the lifetime reliability in nominal condition, demonstrating higher pseudo
TTF for those tested samples (i.e., AT12), aged at 110 °C and 5 V, with lower failure pro-
bability or unreliability compared to the other tested samples (i.e., AT6, AT18 and AT24)
based on the observed EMC degradation data computed at various stress duration. It is
worth to mention that the rest of the tested samples showed similar trend in the conduc-
ted immunity level degradation, thus validating the above aforementioned outcome and
demonstrating acceptable accuracy of the developed degradation and reliability models.

This study demonstrated the characterization and study of the evolution of the conduc-
ted immunity performance of tested ICs caused by the influence of the application of
multiple external stress conditions. The development of the method provided a degrada-
tion path model to estimate the degradation of EMC performance based on measurement
data from progressively stressed ADTs, and followed by the integration of the accelera-
tion model with the Weibull distribution to develop the ALT-Webull predictive reliability
model to estimate long-term reliability parameters for the entire lifetime of an electronic
component.

2 - Research prospects

It is essential to build degradation and predictive reliability models to assess the relia-
bility of an electronic component throughout its operational life, based on the evolution
of EMC degradation observed under defined accelerated stress conditions. Depending on
the application, assessing the reliability of a DUT on the basis of its conducted immu-
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nity performance would enable system reliability to be determined. This would enable
designers to redesign ICs to improve their lifetime reliability by considering their long-
term EMC robustness, while assuring system compliance with the EMC requirements and
safety standards.

Some of the perspectives of the presented research study may also be accounted for
various industrial applications, including communication, automotive, can be envisaged.

1. Chapter 2 showed the importance of using analog and digital circuit design and
simulation software (i.e., Cadence Virtuoso, LTSpice, Ansys) to model their func-
tional performance as a function of environmental stress conditions. Consideration
of this study’s model of EMC performance degradation as a function of time would
enable manufacturers to predict the operation of analog and digital circuits over
the lifetime of a system based on EMC requirements, depending on application,
in order to estimate the electromagnetic reliability of the electronic system. This
would also help IC designers to apply EMC mitigation techniques on the ICs so
that their EMC compliance limit would be maintained throughout the operational
lifetime.

2. In this report, a black-box approach to developing degradation and reliability mo-
dels based on acEMC immunity measurement data was considered. Various simu-
lation programs, including IC-EMC, Cadence Virtuoso, and Ansys, can be used to
design CMOS-based analog and digital circuits, followed by simulations of conduc-
ted emission and immunity under thermal stress and/or aging conditions. The
simulation results can then be used to develop predictive models, which can be
compared to reliability models developed using measured data. By comparing the
simulation model to the developed measurement model, the applied methodology
for integrating the conducted immunity and reliability models can be validated. In
addition, the fundamental causes of the observed EMC degradation can be determi-
ned by simulating the CMOS transistors affected by the application of accelerated
aging conditions in order to identify those affected. This would enable the IC de-
signers and manufacturers to forecast the lifetime reliability of various analog and
digital circuit blocks embedded in an electronic system.

3. The IEC 62132-4 standard defines DPI the immunity criterion. Based on the results
of this study, the standard could be modified to take into account of changes in
performance over time.

In this manuscript, degradation and reliability modeling approaches have been presen-
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ted to investigate the long-term EMR of the studied analog and digital ICs. Nevertheless,
further developments and issues with various future aspects can be considered for conduc-
ting further research in the field of integrating IC-EMC reliability. Some of the promising
aspects for emphasizing on the future development in this field of research have been
identified as mentioned below ;

1. The DPI test bench configuration consists of numerous components with a speci-
fied degree of measurement uncertainty, which may have a significant impact on
creating some measurement inaccuracy. The average or mean value of the measu-
rement data allowed us to limit the influence of such inaccuracy in our method.
The measurement error, on the other hand, can be included in the construction
of a stochastic deterioration process, such as the Wiener process. When quality
control procedures are applied to test data, it is feasible to discern between normal
measurement errors caused by experimental equipment and those caused by human
error.

2. Throughout the report, conducted immunity performance degradation was investi-
gated by performing the DPI test in the frequency domain. Degradation modeling
followed by the lifetime reliability was demonstrated based on the observed EMC
degradation data computed by performing this non-destructive mode of experi-
ments. However, characterizing the conducted immunity performance of both ana-
log and digital ICs in the time-domain by performing the EFT, as discussed in the
first chapter, is also an important aspect of investigating the EMC performance
of ICs. In this case, the development of degradation models requires a method
of taking into account the cumulative damage caused by EFT injection causing
different types of failure.

3. Since EFT is a destructive method of assessing the conducted immunity of the
tested ICs, prior to exploring the conducted immunity variation of the selected
ICs under the influence of accelerated ageing conditions, ICs test samples with
sufficient ESD protection networks can be selected or designed along with the
custom-designed PCB by following proper EMC compliance design rules. This is
essential so that the EFT measurement data can performed properly on both fresh
and aged ICs at various stress times and different kinds of failure modes can be
observed.

4. In this report, analog and digital ICs, with a significant number of samples were
tested to identify the statistical variation of the EMC data for developing ac-
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curate reliability models. Applying statistical computations to develop the EMC
degradation data of all those samples individually is time-consuming. Machine lear-
ning techniques can be employed to train the surrogate model for large number
of samples. This would allow to develop reliability models with large number of
samples for any ICs with similar functionality, design and applications.
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Titre : Modèles de dégradation et de fiabilité pour évaluer les performances de compatibilité
électromagnétique des circuits intégrés sous contraintes environnementales

Mot clés : compatibilité électromagnétique, injection directe de puissance, immunité conduite,
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Résumé : Les conditions environnementales
sévères peuvent avoir un effet significatif sur
les performances en compatibilité électroma-
gnétique (CEM) des circuits intégrés analo-
giques et numériques. En outre, un circuit in-
tégré doit fonctionner de manière fiable dans
un environnement électromagnétique. Dans
cette thèse, des plans d’essai de dégrada-
tion accélérée sous contraintes constantes et
échelonnées ont été mis en oeuvre pour les
circuits intégrés analogiques et numériques
sélectionnés, suivis par la caractérisation de
l’évolution de la performance de l’immunité
conduite dans le domaine fréquentielle sous

différentes durées de contrainte. Pour estimer
la dégradation des performances CEM dans
des conditions de vieillissement accéléré tes-
tées ou non, un modèle de dégradation basé
sur la physique est combiné à un modèle de
durée de vie accélérée pour prédire les mé-
triques de fiabilité. L’approche boîte noire a été
utilisée pour construire le modèle d’immunité
conduite, qui a nécessité la caractérisation de
l’effet du vieillissement au niveau du circuit
intégré. L’influence du vieillissement accéléré
sur dégradation des performances CEM a été
incluse dans les blocs actifs et/ou passifs du
modèle d’immunité.

Title: Degradation and Lifetime Reliability Models to Assess the Electromagnetic Compatibility
Performance of Integrated Circuits Under Environmental Constraints

Keywords: electromagnetic compatibility, direct power injection, conducted immunity, acceler-

ated degradation test, reliability modeling, physics-based degradation model

Abstract: The severe environmental condi-
tions can have a significant effect on the elec-
tromagnetic compatibility (EMC) performance
of both analog and digital integrated circuits
(IC). In addition, an IC is expected to operate
reliably in an electromagnetic environment. In
this thesis, both constant and step-stress ac-
celerated degradation test plans were imple-
mented on selected analog and digital ICs,
followed by the characterization of the con-
ducted immunity performance evolution in the
frequency-domain at various stress time dura-

tion. To estimate the EMC performance degra-
dation under any tested or untested acceler-
ated aging stress conditions, a physics-based
degradation path model was combined with
accelerated lifetime model to predict reliabil-
ity metrics. The black-box approach was used
to construct the conducted immunity model,
which required characterizing the effect of ag-
ing at IC level. The influence of accelerated
aging on EMC performance degradation was
included in the active and/or passive blocks of
the immunity model.
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