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RESUME EN FRANCAIS

Dans notre vie de tous les jours, nous produisons une multitude de données a chaque
fois que nous accédons a un service en ligne. Certaines sont partagées volontairement et
d’autres a contrecoeur. Ces données sont collectées et analysées en clair, ce qui menace
la vie privée de l'utilisateur et empéche la collaboration entre entités travaillant sur des
données sensibles. Un exemple classique en apprentissage automatique consiste a prédire
si un cancer du sein est bénin ou non basé sur des tests médicaux. Bien que cela soit par-
faitement faisable, en pratique, les hopitaux ne peuvent pas utiliser une telle technologie
car ils ne peuvent pas partager des données aussi sensibles avec un tiers non-fiable. Dans
ce contexte, le chiffrement complétement homomorphe (Fully Homomorphic Encryption)
apporte une lueur d’espoir en permettant d’effectuer des calculs sur des données chiffrées

ce qui permet de les analyser et de les exploiter sans jamais y accéder en clair.

En 1978, Rivest, Adleman et Dertouzos [RADT78] furent les premiers a questionner
I'existence des privacy homomorphisms, des fonctions qui peuvent étre utilisées pour
chiffrer des données tout en étant capables de réaliser des opérations sur celles-ci. Depuis,
la réponse a cette question a été apportée : ces fonctions existent et un pan entier de la
recherche en cryptologie se focalise sur ce sujet. Les schémas cryptographiques définis par
ces fonctions sont appelés schémas de chiffrement homomorphe ou schémas de chiffre-
ment completement homomorphe. Dans ce contexte, complétement reflete la capacité de
calculer n’importe quelle fonction sur une donnée chiffrée. Bien qu’il y ait différentes
manieres de créer des schémas completement homomorphes, effectuer des calculs efficace-
ment sur des données chiffrées est toujours un probleme ouvert. En théorie, les schémas
de ce type peuvent révolutionner notre maniere d’interagir avec la technologie en garantis-
sant la confidentialité de nos données tout en nous laissant la possibilité d’utiliser celles-ci
dans le monde numérique. En pratique, ces techniques doivent étre suffisamment efficaces
pour ne pas gacher I'expérience utilisateur et nous avons besoin d’outils permettant a un
utilisateur profane de les utiliser. Dans cette theése, notre considération premiere a été
d’aider a combler I’écart entre ces découvertes scientifiques innovantes et leurs utilisations

en pratique. Pour cela, nous avons introduit de nouvelles techniques qui surpassent les
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techniques a I’état de l'art ainsi que de nouveaux outils qui simplifient 1'utilisation en

pratique de cette nouvelle technologie.

Chiffrement Complétement Homomorphe. Les premiers schémas de chiffrement
homomorphe étaient uniquement capables d’évaluer un certain type d’opération sur des
chiffrés. Par exemple, en utilisant la primitive RSA [RSAT7S], il est possible de calculer
un nombre infini de multiplications modulaires. La question de 'existence des schémas
complétement homomorphes a longtemps été un probléeme ouvert et une réponse fut finale-
ment apportée par Gentry en 2009 lorsqu’il publia la premiere instantiation d’un schéma

complétement homomorphe [Gen09].

Une caractéristique commune au schéma introduit par Gentry et a tous les autres
schémas est que les chiffrés contiennent de 1’aléatoire appelé bruit. La vaste majorité des
opérations homomorphes fait augmenter le bruit et s’il n’est pas contrdlé, le bruit peut
compromettre le message, ce qui entraine des résultats incorrects apres le déchiffrement.
Ce phénomene limite le nombre d’opérations qui peuvent étre effectuées sur des chiffrés.
L’idée révolutionnaire de Gentry qui rend le chiffrement complétement homomorphe pos-
sible est une technique appelée bootstrapping qui permet de réduire le bruit en utilisant
uniquement des informations publiques, appelées clef de bootstrapping. De cette maniere,
il n’y a plus de limitation sur le nombre maximal d’opérations qui peuvent étre effectuées
et le schéma devient complétement homomorphe. Le principal défaut de la méthode in-
troduite par Gentry est que le bootstrap est tres lent (plusieurs minutes) et que la clef de
bootstrapping est treés grande (plusieurs gigabytes). Au cours de ces dix dernieres années,
des alternatives au schéma de Gentry ont été introduites mais le bootstrap reste le goulot

d’étranglement en terme de temps d’exécution.

Pour concevoir un schéma cryptographique, il faut garantir que pour retrouver le mes-
sage, un attaquant doit résoudre un probleme mathématique difficile et suffisamment
é¢tudié. En évaluant le colit pour le résoudre a l'aide des meilleures techniques exis-
tantes, il est possible d’estimer la sécurité du nouveau schéma, c’est-a-dire le nombre
d’opérations (additions, multiplications, etc.) qu’il faut réaliser. De nos jours, les schémas
completement homomorphes les plus utilisés sont BGV [BGV12], B/FV [Bral2; FV12],
HEAAN [Che+17], GSW [GSW13], FHEW [DM15] et TFHE [Chi+20a]. Bien que le boot-

strapping soit possible dans tous ces schémas, la plupart I’évite le plus possible car il reste
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une opération tres coiiteuse. Les schémas BGV, B/FV et HEAAN ont choisi d’adopter
une approche a niveauz, ce qui consiste a choisir des parametres suffisamment grands
pour tolérer le bruit produit durant le calcul sans que cela modifie le résultat. Ainsi,
il faut connaitre la totalité du calcul ou circuit pour choisir des parametres qui don-
neront une évaluation correcte. Ces schémas profitent de l’encoding SIMD [SV14] pour
remplir un chiffré avec plusieurs messages et réaliser des opérations en paralléle sur tous
ces messages en méme temps. L’approche a niveaux est particulierement pratique quand

le méme circuit doit étre évalué sur plusieurs messages et si celui-ci n’est pas trop profond.

Cet état de fait a changé en 2015 lorsque Ducas et Micciancio ont introduit FHEW
capable de réaliser le bootstrapping en moins d’une seconde pour de petits entiers. En
2016, Chillotti, Gama, Georgieva and Izabachéne ont publié TFHE [Chi+16a], une ver-
sion améliorée de FHEW avec un bootstrapping tres efficace comparé aux autres schémas
completement homomorphes (dizaine de millisecondes). Le bootstrapping de FHEW et
TFHE n’est pas seulement rapide mais il est aussi programmable. Cela signifie qu’il est
possible d’évaluer une fonction arbitraire sur un chiffré tout en réduisant le bruit. Depuis
la publication de TFHE, de nombreux papiers scientifiques proposent des alternatives ou
des améliorations au bootstrapping mais il reste des problémes ouverts. Bien que cette
opération soit particulierement rapide, elle reste 'opération la plus cotiteuse de TFHE.
Dans cette thése, nous nous focalisons particulierement sur TFHE et nous introduisons de
nombreuses techniques permettant de 'améliorer en enlevant certaines de ces contraintes
ainsi que des techniques alternatives pour réduire le bruit qui sont plus efficaces dans

certains contextes.

Un des problemes majeurs des schémas completement homomorphes est de trouver
des parametres cryptographiques efficaces pour un cas d’utilisation précis. Ces parametres
doivent a la fois garantir la sécurité des données et étre assez petits pour permettre une
exécution efficace en terme de temps d’exécution, de mémoire ou de consommation én-
ergétique. Résoudre ce probleme est fondamental si nous voulons que ces schémas soit
adoptés a grande échelle. Nous décrivons dans cette these une méthode d’optimisation

qui apporte une solution concrete a ce probleme.
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Bootstrapping de TFHE. TFHE [Chi+16a] est particulierement intéressant parce
qu’il offre une technique de bootstrapping programmable. Malheureusement, en pratique,
celle-ci souffre de plusieurs restrictions. Premierement, bien qu’elle soit rapide, cette tech-
nique de bootstrapping reste le goulot d’étranglement en terme de temps d’exécution. En
effet, le bootstrap prend en entrée un unique petit message (moins de 8 bits) et plus cet
entier est grand, plus le bootstrap est cotiteux. De plus, supporter des fonctions arbitraires
lors du bootstrapping ajoute une contrainte supplémentaire : le bit de poids fort d’un mes-
sage doit étre connu. Cette contrainte nous empéche la construction d’une arithmétique
modulaire efficace car nous devons nous assurer que ce bit n’est pas compromis durant

tout le calcul.

Nos Contributions. Le premier schéma completement homomorphe a été inventé il y
a presque quinze ans et il semble étre une solution adaptée pour garantir la confidentialité
des données tout en permettant a un tiers de les exploiter. Toutefois, ces techniques n’ont
toujours pas été adoptées par I'industrie et les utilisateurs. Dans cette theése, nous nous

sommes posé les questions suivantes :

Quels sont les freins a l'adoption des schémas complétement homomorphes ?
Est-ce que créer des algorithmes cryptographiques efficaces est suffisant pour garantir

l’adoption de cette technologie ?
Plus généralement, nous nous sommes demandé :

Comment pouvons-nous rendre les schémas complétement homomorphes plus

pratiques ?

Cette these est un résumé de nos tentatives durant ces trois dernieres années pour

trouver des réponses satisfaisantes a ces questions.

Dans le chapitre 3, nous introduisons les premiers composants de notre méthode
d’optimisation que sont ’oracle de sécurité et les modeles de bruit. Un oracle de sécurité
estime la variance de bruit minimale & utiliser au moment du chiffrement pour satisfaire
une certaine sécurité. Un modele de bruit est une collection de formules de bruit, des
fonctions prédisant la distribution du bruit apres des calculs. Ce modele est utilisé pour
estimer la distribution du bruit tout au long du calcul, ce qui est crucial pour garantir

I'exactitude de celui-ci. Nous expliquons aussi comment corriger une formule théorique en
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prenant en compte l'implémentation en pratique des algorithmes.

Dans le chapitre 4, nous introduisons notre méthode d’optimisation qui permet de
sélectionner automatiquement les meilleurs parametres pour exécuter homomorphique-
ment un graphe de calcul donné. Cette méthode résoud un des facteurs bloquants ma-
jeurs a ’adoption du chiffrement homomorphe. Notre méthode d’optimisation modélise le
probleme de sélection des parameéetres comme un probleme d’optimisation que nous pou-
vons simplifier et résoudre en utilisant des techniques classiques d’optimisation, comme

le branch-and-bound.

Grace a notre méthode d’optimisation, nous pouvons aussi comparer des algorithmes
homomorphes différents qui réalisent la méme opération sur les messages en satisfaisant
des compromis différents entre le bruit et le temps d’exécution. De nombreuses compara-
isons sont présentées dans cette these et mettent en lumiere la relation entre la taille des
messages et le temps d’exécution. En particulier, a I'issue de ce travail, il est clair qu’il

est plus efficace de représenter un grand entier sur plusieurs chiffrés plutot que sur un seul.

Dans le chapitre 5, nous introduisons de nombreux nouveaux algorithmes homomor-
phes. Nous avons étudié 'impact de chacun de ces algorithmes sur le bruit et sur le cofit
du calcul. Tout d’abord, nous avons généralisé le bootstrap de TFHE pour qu’il soit capa-
ble d’évaluer de multiples fonctions en méme temps, sans conséquences sur le bruit ou sur
le colit. Ensuite, nous expliquons comment évaluer une fonction sur une entrée arrondie.
Finalement, nous avons étudié la multiplication de BFV [Bral2; FV12| et nous 'avons
incluse a I'arsenal des opérateurs disponibles dans TFHE. Grace a cet algorithme, nous

obtenons une multiplication efficace entre chiffrés et sans avoir recourt a un bootstrapping.

Dans le chapitre 6, nous donnons trois nouveaux algorithmes permettant de réaliser un
bootstrapping programmable sans avoir besoin de connaitre le bit de poids fort du message.
Les deux premieres versions sont construites grace a la multiplication précédemment in-
troduite et sont parallélisables. Grace a ces deux algorithmes, nous pouvons décomposer
homomorphiquement un message en plusieurs morceaux. En combinant ces nouveaux
algorithmes avec ceux de 1'état de l'art, nous expliquons comment réduire le bruit et
comment appliquer une fonction sur des chiffrés de grande précision. Le troisieme boot-
strapping introduit dans ce chapitre est capable d’appliquer une fonction multivariée sur

des chiffrés. Cette méthode permet d’appliquer des fonctions arbitraires sur des grands
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messages représentés sur plusieurs chiffrés. Elle est particulierement efficace sur les entiers

de grande précision (plus de 8 bits).

Dans le chapitre 7, nous étudions comment créer des arithmétiques entieres efficaces
avec TFHE. Tout d’abord, nous généralisons la technique utilisée pour évaluer des circuits
booléens avec TFHE. Pour cela, nous utilisons les algorithmes introduits précédemment,
en particulier la multiplication entre chiffrés. Grace a cette nouvelle méthode, il est pos-
sible de calculer efficacement des opérations sur des entiers ou des entiers modulaires.
Finalement, en utilisant le dernier bootstrapping introduit dans le chapitre précédent,
nous décrivons une arithmétique efficace sur des grands entiers représentés de différentes
manieres. Nous illustrons notre propos avec de nombreuses mesures de temps d’exécution

des principales opérations possibles sur les entiers.

Dans le chapitre 8, nous introduisons deux nouveaux types de clefs secretes ainsi que de
nouveaux algorithmes adaptés a celles-ci. Les clefs partielles sont particulierement utiles
pour les entiers de grande précision (plus de 8 bits). Le deuxiéme type de clef appelé clefs
partagées permet de réduire le colit de conversion entre différents types de chiffrés. Ces
conversions étant fondamentales au bon fonctionnement de TFHE, ce nouveau type de
clef est particulierement intéressant.

Tous les algorithmes et leurs variantes sont testés et leur temps d’exécution est mesuré

en utilisant notre méthode d’optimisation précédemment décrite.

Publications. La plupart du contenu des chapitres 5, 6 et 7 a été publié a la conférence
Asiacrypt 2021 [Chi+21]. La méthode d’optimisation introduite dans le chapitre 4 ainsi
que le reste des chapitres 6 et 7 a été publié dans Journal of Cryptology [Ber+23a]. Les
nouveaux types de clefs secrétes introduits dans le chapitre 8 seront soumis prochainement.
En plus du travail présenté dans ce manuscrit, nous avons publié un papier focalisé sur la
librairie Concrete & WAHC 2021 [Chi+20b] ainsi qu'un papier & WAHC 2023 [Dah+23].

Trois demandes de brevet ont été déposées sur des sujets détaillés dans cette these.

Conclusions. Le chiffrement completement homomorphe est a un stade embryonnaire
de son développement. Au début de la these, il y avait relativement peu de projets focalisés
sur la création d’outils permettant a un profane d’utiliser cette technologie en pratique. En

outre, ces projets sont souvent des initiatives individuelles et ne sont pas maintenus dans
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le temps. Pour utiliser ces outils, des connaissances techniques en chiffrement homomor-
phe sont nécessaires pour obtenir de bonnes performances et garantir l'exactitude d'un
calcul et la sécurité des données. Tant qu’il n’existera pas d’outils mis a jour réguliere-
ment capables de garantir de lui-méme la sélection de parametres sécurisés, efficaces et
qui permettent une exécution exacte, le chiffrement homomorphe ne se démocratisera pas.
La méthode d’optimisation que nous introduisons dans cette these est une des pierres an-
gulaires d’un tel outil. Cette méthode est déja intégrée dans un projet qui a pour but de
transformer un graphe de calcul en un exécutable capable de réaliser des opérations sur

des données chiffrées.

Le calcul utilisant le chiffrement homomorphe est plus lent qu’'un calcul classique. En
pratique, cela signifie qu’il n’est pas encore envisageable d’utiliser cette technologie dans
des scénarios ou il est nécessaire d’avoir une réponse issue d’un calcul complexe en temps
réel. Dans cette these, nous introduisons de nombreuses nouvelles techniques avec de
meilleures performances que celles de 1'état de I'art. Avec nos contributions, I’écart entre

I’exécution de calcul sur données chiffrées et sur données en clair n’a jamais été aussi faible.

Tout le travail réalisé durant cette these contribue a rendre le chiffrement homomorphe
plus pratique et accessible aux utilisateurs profanes. Nous espérons sincérement que ces
résultats seront utilisés pour accélérer 'adoption généralisée du chiffrement homomorphe
qui garantira la confidentialité de nos données tout en nous permettant de profiter de tout

les services et les avantages que notre ere digitale peut nous offrir.
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CHAPTER 1

INTRODUCTION

In our everyday life, we leave a trail of data whenever we access online services. Some
are given voluntarily and others reluctantly. Those data are collected and analyzed in
the clear which leads to major threats on the user’s privacy and prevents collaborations
between entities working on sensitive data. For instance, an emblematic machine learning
use case consists in predicting whether a breast cancer is benign or malignant given some
medical analysis. While this is totally doable, hospitals cannot use such technology as
they can not share the patient information to a untrusted third-party. In this context,
Fully Homomorphic Encryption brings a light of hope by enabling computation over en-

crypted data which removes the need to access data in the clear to analyze it and exploit it.

In 1978, Rivest, Adleman and Dertouzos [RADT78] were the first to question the
existence of privacy homomorphisms, functions that can be used to encrypt some data
while preserving the ability of performing operations over them. Since then, this question
has been answered, such functions exist and an entire area of research in cryptology
focuses on this subject. Cryptographic schemes defined by such privacy homomorphisms
are called Homomorphic Encryption schemes (HE) or Fully Homomorphic Encryption
schemes (FHE). Fully stands for the ability to compute arbitrary functions over encrypted
data. While there are several ways to build an FHE scheme, the question of efficiently
computing over encrypted data is still an open problem. In theory, using such schemes
can revolutionize our way to interact with the technology by guaranteeing the privacy of
our data while still being able to use them in the digital world. In practice, we need these
techniques to be sufficiently efficient to not hinder the user experience and we need a set of
tools to make it accessible to non-expert users. In this thesis, our primary focus was to help
filling the gap between these innovative scientific discoveries and their practical use. To do
so, we introduced several new techniques that are more efficient than the state-of-the-art

techniques and some new tools to automatize the usage in practice of this new technology.
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Chapter 1 — Introduction

Fully Homomorphic Encryption. The first HE schemes were only able to perform
a unique operation over ciphertexts. For instance, with the well-known RSA primi-
tive [RSAT78|, we can only compute an unbounded number of modular multiplications.
The question of the existence of FHE schemes has been an open question for a long time
and was finally answered by Gentry in 2009 when he published the first instantiation of
an FHE scheme [Gen09].

A common feature in Gentry’s original cryptosystem and in all subsequent FHE
schemes is that ciphertexts contain some randomness called noise. The vast majority
of homomorphic operations make this noise grow and if not controlled, the noise can
compromise the encrypted plaintext, which induces incorrect results at decryption
time. This fact inherently limits the number of operations that can be performed on
ciphertexts. The groundbreaking idea of Gentry, which made FHE possible, was a
technique called bootstrapping enabling to reduce the noise when needed using only
public information called bootstrapping key. The bootstrapping eliminates the limitation
on the maximal number of operations that can be performed and the scheme becomes
fully homomorphic. The main drawback of Gentry’s method is that the bootstrap
is very slow (tens of minutes) and the public material needed is very big (several
gigabytes). Over the last ten years, alternatives to Gentry’s scheme were introduced but

the bottleneck in term of execution time of every single one of them was still the bootstrap.

When designing a cryptographic scheme, one needs to guarantee that to recover the
message, an attacker should solve a well-known hard mathematical problem. By estimat-
ing the cost of executing the state-of-the-art techniques to solve it, one can estimate the
security of its new scheme i.e., the number of operations (additions, multiplications, etc.)
to execute. Nowadays, the most practical FHE schemes are based on the hardness as-
sumption called Learning With Errors (LWE), introduced by Regev in 2005 [Reg05], and
on its ring variant (RLWE) [Ste+09; LPR10].

The (R)LWE-based schemes mainly used are BGV [BGV12|, B/FV [Bral2; FV12],
HEAAN [Che+17], GSW [GSW13], FHEW [DM15] and TFHE [Chi+20a]. Even if boot-
strapping is possible for all these schemes, most of them actually avoid it because the
technique remains a bottleneck. In particular, this is the case of BGV, B/FV and CKKS.
These schemes adopt a leveled approach, which consists in choosing parameters that are
large enough to tolerate all the noise produced during the computation. The circuit needs

to be known beforehand in order to choose parameters that will lead to a correct evalua-
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tion. These schemes take advantage of SIMD encoding [SV14] to pack many messages in
a single ciphertext and perform the homomorphic evaluations in parallel on all of these
messages at the same time, and they naturally perform homomorphic multiplications be-
tween ciphertexts. The leveled approach is very convenient when multiple inputs have to
be evaluated with the same circuit as long as the evaluated circuit is not too deep.

This state of affairs changed in 2015 when Ducas and Micciancio introduced the
FHEW cryptosystem [DM15] achieving bootstrapping in less than a second for small
integer messages. In 2016, Chillotti, Gama, Georgieva and Izabachéne introduced
TFHE [Chi+16a], an improved version of FHEW with a very fast bootstrapping
operation compared to the other FHE schemes (tens of milliseconds). In addition
to this breakthrough in terms of efficiency, the bootstrap of FHEW and TFHE are
programmable. It means that the bootstrap can be used to evaluate an arbitrary function
over a ciphertext while reducing the noise. Since the publication of TFHE, lots of research
have been carried out to improve it but open problems are still pending. While being fast,
the bootstrap remains the costliest operator of TFHE. In this thesis, we focus primarily
on this scheme and introduce a wide range of techniques to improve this bootstrap by
removing some of its constraints. We also provide new bootstrapping techniques that are

more efficient in some contexts.

One of the main problems of any FHE scheme remains to find good cryptographic
parameters for a given use case. Such parameters need to both be secure and make the
whole homomorphic processing as efficient as possible, in terms of either computational
cost, memory or hardware resources. Solving this problem is fundamental if we aim for
a large scale adoption of FHE schemes. In this thesis, we introduced an optimization

framework that solves this problem.

TFHE’s PBS. TFHE [Chi+16a] is particularly interesting because it offers an efficient
bootstrapping technique that is programmable. Unfortunately, in practice, the bootstrap-
ping operation still has some restrictions.

First and foremost, while being fast, the bootstrapping technique remains the main
bottleneck in terms of execution time. The bootstrap takes as input a single ciphertext
encrypting a small integer message (say at most 8 bits). Unfortunately, the bigger the

integer, the less efficient the bootstrap. Supporting arbitrary functions in the bootstrap
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Chapter 1 — Introduction

adds another restriction to TFHE: the most significant bit of a message must be known
which prevents us from having an efficient modular arithmetic and forces us to always

make sure that it is not overwritten during a computation.

Our contributions. The first FHE scheme was invented nearly fifteen years ago and
it seems to be the perfect solution to guarantee the privacy of data while still permitting
a third party to exploit it. However, there is still no mass adoption of FHE by companies

and users. In this thesis, we asked ourselves the following questions:
What are the missing tools/technologies that hinder the adoption of FHE?
Are efficient cryptographic algorithms enough to lead to a widespread adoption?
and more generally:
How can we make FHE more practical?

This thesis is a summary of the attempts made during the course of the last three
years to find satisfying answers to these questions.

The manuscript starts with a thorough state-of-the-art on FHE and more specifically
on TFHE in Chapter 2. We recall some notions on the security of the LWE and GLWE
problems,; introduce the different types of ciphertexts and the main building blocks of
TFHE and its variants. We also recall the different attempts at optimization for FHE.
In Chapter 3, we focus on the noise, a key concept in FHE and explain how it is related
to the correctness of a computation. In Chapter 4, we introduced our optimization
framework for FHE that automatically selects the best LWE or GLWE instances for
a given use case and, more generally, sets every degree of freedom available in any
TFHE algorithm. In Chapters 5 and 6, we detail the new algorithms we found that
remove some of the existing limitations of TFHE and improve the state of the art. In
Chapter 7, we explain how to use the different techniques introduced in the previous
chapters in combination with the state-of-the-art techniques to build efficient arithmetics
over ciphertexts. In Chapter 8, we introduce two new types of secret keys and several
new algorithms leveraging these new keys which lead to significant improvements in
term of execution time. Finally, we summarize in the conclusion our main contributions
and expose the new questions that have arisen during the course of this work. This
thesis contains an annex where most of the noise analysis is presented in detail for both

state-of-the-art algorithms and for the new algorithms introduced in this work.
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Publications. Most of the contents of Chapter 5 and parts of Chapters 6 and 7 were
published at the conference Asiacrypt 2021 [Chi+21]. The optimization framework ex-
plained in Chapter 4 and parts of Chapters 6 and 7 have been published in Journal of
Cryptology [Ber+23a]. The new types of secret keys introduced in Chapter 8 are soon
to be submitted. In addition to the work presented in this thesis, we published a paper
focusing on the Concrete Library at the workshop WAHC 2021 [Chi+20b] and a paper on
Threshold-FHE at WAHC 2023 [Dah+23]. During the course of this work, three patent

applications were filled on subjects detailed in this thesis.

Learnings. FHE is at an early stage of development. At the beginning of this thesis,
there were already a few projects focusing on giving a non-expert user the ability to use
FHE in real use cases. Unfortunately, these projects are often private initiatives and not
maintained in the long run. To use those tools, some knowledge on FHE is needed to
achieve secure, efficient and correct computations. As long as there are no maintained
tools that target non-FHE experts and that guarantee efficiency, security and correctness,
we will not see a widespread adoption of FHE. The optimization framework we introduce
in this thesis is a corner stone of such a tool. It is already integrated in a bigger project!
that takes as input a crypto-free graph of computation and outputs a binary executable

ready to be run on encrypted data.

Furthermore, FHE computation is slower than classical computation. It means that
for now, FHE must be excluded from pipelines that require real-time responses. In this
thesis, we introduce lots of new algorithms that improve the state of the art in terms
of efficiency. With these new techniques, the gap between cleartext computation and

encrypted computation has become smaller than ever.

All the work carried out in this thesis contributes to make FHE more practical and
accessible to non-expert users. We sincerely hope that our results will be used to speed
up the adoption of FHE which will eventually guarantee the privacy of our data while

allowing us to benefit from everything our digital era has to offer.

1. https://github.com/zama-ai/concrete
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CHAPTER 2

PRELIMINARIES

In this chapter, we provide a summary of the state of the art needed to put our research
into perspective.

First, we give some details on the GLWE and the LWE problems. The security of most
of the FHE schemes in use today relies on the hardness of those mathematical problems.
We present the main attacks against those problems and introduce the lattice estimator,
a tool actively maintained by the community to estimate the security of lattice-based
cryptosystems.

Then, we introduce the different types of ciphertexts that are used by every FHE
scheme based on (G)LWE. It includes (G)LWE ciphertexts, (G)Lev ciphertexts and
(G)GSW ciphertexts.

Next, we review the main building blocks of TFHE and some of their recent improve-
ments. We cover basic operations (addition, multiplication by an integer, etc.) and more
complex algorithms (several key switch variants, the Programmable Bootstrap, etc.). Some
of the limitations of TFHE are also discussed.

Then, we explain the different encoding methods compatible with TFHE, covering the
traditional encoding and two more recent encodings (CRT and radix encodings).

Finally, we address the state of the art of optimization techniques for FHE, the goals
of the different approaches and explain how TFHE stands out compared to other FHE

schemes.

2.1 The Security of FHE

The most used FHE schemes rely on the hardness of the Learning With Errors problem
and its variants introduced two decades ago by Regev in [Reg05] and later extended
in [Reg09]. Some FHE schemes rely on other problems. For instance, [Dij+10] relies on the
Approximate GCD problem [How01] and [LTV12; Bon+22] rely on the NTRU problem.

These schemes are not discussed in this thesis.
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Chapter 2 — Preliminaries

First, we introduce the Learning With Errors problem and the General Learning With
Errors problem. We then provide a brief description of the main attacks on those problems
and finally describe the lattice estimator, the reference tool to estimate the security of

lattice-based cryptosystems.

2.1.1 (G)LWE Problems

In 2005, Regev introduced the LWE problem and a simple cryptosystem based on it.
Informally, given an LWE instance, it is believed to be hard to extract the key. An LWE
instance is a system of noisy linear equations i.e., linear equations perturbated with a
small randomness called noise. Without the noise, those linear equations can be easily
solved using linear algebra techniques, for instance Gaussian elimination.

In the definition of the LWE problem below, Z, refers to the ring Z/qZ.

Definition 1 (Learning With Errors (LWE)) Letn € N be the LWE dimension. Let
q € N be the ciphertext modulus. Let § = (sg, -+ ,Sp—1) € Zy be a secret, where for
all 0 < i < n,s; is sampled from a given distribution D (Z,), and let x be an error
distribution. We define (a,b = >1'" a; - s; + ) € ZI to be a sample from the learning
with errors distribution \WE,,, \ p(z,), such that @ = (ag, ..., an-1) <= U (Z,)", meaning
that all {a;}icpon—1) are sampled uniformly from Z,, and the error or noise e € Zg is
sampled from x.

The decisional LWE,,, \ p(z,) problem [Reg05] consists in distinguishing independent

samples from U (Z,)"

from the same amount of samples from LIWE,, \ p(z,)-
The search problem consists in finding s given an arbitrary number of samples from

the learning with error distribution I\WE ,, \ p(z,)-

In [Reg05], Regev shows that both the decisional problem and the search problem
are reducible to one another. The hardness of each of those problems depends on the
parameters (¢,n) and on the noise distribution x and the secret key distribution D (Z,).
The hardness of an LWE instance is described by a value A which is called the security
level. For an attacker to break an LWE instance with a security level A, he should perform
at least 2* operations. More precisely, breaking an LWE instance with a security level
should take as many (or more) computational resources than those required to break a
blockcipher with a A-bit key'. In practice, A = 128 is the default value to guarantee long

term security of a particular instance.

1. https://csrc.nist.gov/projects/post-quantum-cryptography/
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Several variants of the LWE problem were introduced in the following years [Ste+09;
LPR10; BGV12; LS15]. Below, we defined the General Learning With Errors (GLWE)
problem [BGV12; LS15]. We use the ring R, v defined as R,y = Z, [X] / (XN + 1) with

N a power of two.

Definition 2 (General Learning With Errors (GLWE)) Let N € N be a polyno-
mial size (chosen as a power of 2). Let k € N be a GLWE dimension. Let ¢ € N be a
ciphertext modulus. Let S = (So, -+ ,Sk1) € iﬁ';N be a secret, where S; = Zé—V:_OI s;.; X7 is
sampled from a given distribution D (R, n) for all0 < i < k, and let x be an error distri-
bution. We define (A, B = Sk ArSi+E) € 9%’;*1\,1 to be a sample from the general learning
with errors distribution GLWEq,N,k,X,D(D%%N)? such that A = (Ao, ..., Ap1) < U (%Q7N>k7
meaning that all the coefficients of A; are sampled uniformly from Z,, and the error (noise)
polynomial E € Ry n is such that all the coefficients are sampled from x.

The decisional GLWE%N?,C’X’D(%%N) problem [LS15; BGV12] consists in distinguish-

ing m independent samples from Z/{(f)“tqw)k“ from the same amount of samples from
GLWquMk’X’D(mq’N), where S € %ng follows the distribution D.
The search problem consists in finding S given an arbitrary number of samples from

the learning with error distribution GLWEq,N,k,X,D(mq,N)'

If we choose N = 1 and k = n, the GLWE distribution GLWEN,k,X,D(mq,N) is the
same as the LWE distribution LWE,, , p(z,). If we choose N > 1 and k£ = 1, the GLWE
distribution is called the RLWE distribution [Ste4+09; LPR10]. The GLWE problem can
be seen as a generalization of both the LWE problem and the RLWE problem.

In general, the secret key distribution D (R, y) is such that the polynomial coethi-
cients are usually either sampled from a uniform binary distribution, a uniform ternary
distribution or a Gaussian distribution ([Bou+23; App+09]).

In the definition below, we focus on more specific secret keys.

Definition 3 (Secret Keys With Fixed Hamming Weight (FHW)) A fized
Hamming weight (FHW) binary (resp. ternary) GLWE secret key of hamming weight
h € N is a GLWE secret key such that its polynomial coefficients are in {0,1} (resp.

{=1,0,1}) and contains exactly h non-zero coefficients. We note these two distributions
FHW (h,{0,1}) and FHW (h,{—1,0,1}) respectively. Such keys come along with public

post-quantum-cryptography-standardization/evaluation-criteria/
security-(evaluation-criteria)
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knowledge: the dimension k € N, the polynomial ring R, N (including the polynomial size

N € N), the distribution (binary or ternary), the hamming weight h.

This type of secret keys is in use in FHE schemes such as CKKS [Che+17], because
it offers a smaller value for the worst-case noise growth. Table 2.1 summarizes public

knowledge for different secret key types used in FHE.

’ Key Type H Size ‘ Ring ‘ Distribution ‘ Hamming Weight ‘

Uniform Binary k Ry N U ({0,1}) unknown
Uniform Ternary k Ry N U{-1,0,1}) unknown
Gaussian k Ry N N (i, 0?) unknown
Small Uniform k Ry N U (Zy) unknown
Uniform E | Ryn U (Zyg) unknown
FHW Binary k Ry N FHW (h,{0,1}) h
FHW Ternary k Ren | FHW (h,{-1,0,1}) h

Table 2.1: Comparison between secret key types in terms of public knowledge.

2.1.2 Attacks on (G)LWE

We already introduced the LWE problem (Definition 1) and the GLWE problem (Defi-
nition 2) and we noticed that the hardness of the problem depends on some parameters
(¢, k, N) and some distributions. In this section, we give an overview of the main attacks
currently known on LWE and GLWE.

Attacks on LWE.

We recall the attacks against LWE which are important to consider in the selection of
secure parameters. These attacks and the associated references are used in the lattice
estimator [APS15].

The first kind of attacks is called LWE primal attacks and was first formulated
in [Alk+16a] and later studied and verified in [Alb+17b; Dac+20b; PV21]. It consists
of using lattice reduction to solve an instance of uSVP (unique Shortest Vector Problem)
generated from LWE samples. The most common way to perform this reduction is to use
the BKZ algorithm [SE94] to reduce a lattice basis by using an SVP (Shortest Vector
Problem) oracle. So, according to this attack, the security of an LWE instance is based
on the cost of lattice reduction for solving uSVP. In [Alk+16a], the authors propose to
analyze the hardness of RLWE as an LWE problem. All the research on this attack tend
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to find the best cost of solving uSVP in order to find the closest model of security for
LWE and by extension for RLWE.

The second type of attack is the LWE dual attacks. It is explained in [MRO09b]. It
consists of solving an instance of the SIS (Short Integer Solution) problem in the dual
lattice of the lattice formed by LWE samples. It means that the security of an LWE instance
is based on the cost of solving the SIS problem. In [Alb17a], Albrecht ported the classical
dual attack to a small secret key setting and in [Che+19b], the authors introduced a new
hybrid of dual and meet-in-the-middle (MITM) attack.

The third kind of attacks is the coded-BKW attacks, which are based on the algo-
rithm BKW (Blum, Kalai and Wasserman [BKW03]). This attack is explained in [GJS15a;
KF15b]. The BKW algorithm is a recursive dimension reduction for LWE instances.
In [GJS15a], the authors make use of these attacks against RLWE.

Attacks on RLWE/GLWE.

In the last decade, some attacks (for example [CDW17; PHS19; BR20; Ber+23c|) tried
to take advantage of the polynomial ring structure of RLWE and GLWE to solve the id-
SVP (ideal-Shortest Vector Problem). However, none of these attacks is as efficient as the
LWE attacks presented before. It means that when one wants to efficiently attack a GLWE

instance, they actually use LWE attacks so the security of GLWE (%) is estimated

q7N7k7X7D q,N
from the security of LIWE, j.n v p(z,)-

Other Attacks.

Some other attacks are not based on a reduction to a classical problem but on the leakage
of some fraction of the coordinates of the NTT transform of the RLWE secret. It is the
case of the article [Dac+18] which proposes a more direct attack against RLWE under

this leakage assumption.

2.1.3 Lattice Estimator

The lattice estimator is an initiative launched by Martin R. Albrecht, Rachel Player and
Sam Scott [APS15]. The goal of the paper was to give an extensive survey of the known
attacks on LWE/GLWE. Parts of the paper are outdated as a significant amount of work
has been ongoing in the field since its publication. A more up-to-date version is available
in Player’s thesis [Plal8].
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One of the contributions of this work was to deliver a tool written in Sage to help
researchers estimate the security of particular LWE or GLWE instances using state of the
art attacks. Since the publication of the paper, several attacks were improved and added
to the tool?.

The current version of the lattice estimator takes into account the attacks described
in Section 2.1.2 and an additional attack leveraging Grobner bases: Arora-GB, described
in [AG11; Alb+14].

A code example using the lattice estimator is given later in Chapter 3 and Code
Example 3.1 with the useful part of the output in Figure 3.1. This example can be tweaked
to estimate the security of arbitrary LWE/GLWE instances.

In this thesis, we heavily rely on the lattice estimator to build our noise oracles (see
Section 3.1) that are one of the main building blocks of our optimization framework (see
Chapter 4).

2.2 The Morphology of FHE Ciphertexts

In this section, we describe several kinds of ciphertexts. The security of those ciphertexts
relies on the hardness of the problems introduced in Definitions 1 and 2.

First, we recall the LWE and the GLWE ciphertexts which are the more common and
low-level type of ciphertexts. GLev and GGSW ciphertexts are then defined as special
collections of GLWE ciphertexts.

2.2.1 LWE, RLWE & GLWE Ciphertexts

The most common type of ciphertexts in TFHE as described in [Chi+20a] is the LWE
ciphertext. The security of an LWE ciphertext relies on the LWE problem (Definition 1).

Definition 4 (LWE Ciphertext) Let ¢ € N be a ciphertext modulus. Let n € N be an
LWE dimension. Given an encoded message m € Z, and a secret key §= (so, -+ ,Sp—1) €
Ly, with elements either sampled from a uniform binary distribution, uniform ternary

distribution or Gaussian distribution, an LWE ciphertext of m under the secret key s is
defined as the tuple:

n—1
ct = (ao, e Qp_1,b= Z a; - S; +m+ e) € LWEz(m) C ZZ’H (2.1)

1=0

2. https://github.com/malb/lattice-estimator
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such that {a;}'=y are integers sampled from the uniform distribution in ZLq, € s a noise
(error) in Z, sampled from a Gaussian distribution x,. The parameter n € Z~q represents

the number of elements in the LWE secret key.

Inside most FHE algorithms, we use another type of ciphertexts, GLWE ciphertexts,
that are seen as a generalization of the LWE ciphertexts. The security of a GLWE ci-
phertext relies on the hardness of the GLWE problem introduced in Definition 2. In
Definition 5, we use R, v = Z, [X]/ <XN + 1> with N a power-of-two.

Definition 5 (GLWE Ciphertext) Given an encoded message M e Ry N and a secret
key S = (So, -+, Sk_1) € 9%’;71\,, with coefficients either sampled from a uniform binary,
uniform ternary or Gaussian distribution, a GLWE ciphertext of M under the secret key
S is defined as the tuple:

k—1
o (A ,Ak_l,B:ZA,SﬁMw) € GLWE(I) C R

=0

such that {A;}F=3 are polynomials in My n with coefficients sampled from the uniform
distribution in Z, and E is a noise (error) polynomial in R, n, with coefficients sam-
pled from a Gaussian distributions x,. The parameter k € Z~q represents the number of

polynomials in the GLWE secret key.

If we set N =1 and k = n in Definition 5, we obtain the same type of ciphertext as in
Definition 4. In the special case where N = 1, the security of the encryption relies on the
hardness of the LWE problem (Definition 1) and not on the GLWE problem (Definition 2).
By convention all along this thesis, we will write an LWE ciphertext, an LWE secret key
and a message with a lower case, e.g. ct, $ and m. On the contrary, we use upper case for
a GLWE ciphertext, a GLWE secret key and a polynomial message when N > 1, e.g. CT,
S and M.

Another special case of Definition 5 is when we set £k =1 and N > 1. This ciphertext

is called an RLWE ciphertext.

Remark 1 (Encoding of a Message) In Definition j (respectively Definition 5), we
encrypt an encoding m of a message m (respectively an encoding M of a message M ). We
will see in Section 2.4 how to encode a message for TFHE. One of the major difference

between TFHE and other FHE schemes is the encoding step. Regardless of the encoding,
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we can use Definitions 4 and 5 to encrypt ciphertexts for other FHE schemes based on
(G)LWE.

Definition 6 (GLWE Decryption) Given a secret key S = (So, -+ ,Sk_1) € RE v and
a GLWE encryption CT of M under the secret key S as defined in Definition 5, the
decryption of CT is defined as:

k—1
M=B-S4-S
; (2.2)
=M+ ECR,n

The decryption of a GLWE ciphertext is the modular addition between the encoded
message M and the noise polynomial E. In [Chi+20a], M is called the phase of CT and
is noted ¢ (CT, g)

Throughout the rest of this thesis, we will sometimes use ciphertexts that are trivially

encrypted. The definition below explains what a trivial encryption is.

Definition 7 (Trivial Encryption) Given an encoded message M € R,y and a secret
key S = (So, -+, Sk-1) € %S,M a trivial GLWE encryption 0f]\7[ under the secret key S
is defined as the tuple:

CT = (0,---,0,B = M) € GLWE4(M) C R4

Of course, as the mask polynomials and the noise polynomial are set to 0, these ci-
phertexts are not secure as there is no encryption. They are mainly used to simplify the
notation in some algorithms referring to an input that can be either a ciphertext or a

plaintext.

2.2.2 Lev, RLev & GLev Ciphertexts

Using Definition 5, we can build more complex types of ciphertexts that are useful to
define the public material used in some FHE algorithms. For instance, the keyswitching
key in Algorithm 1 can be defined with the help of GLev ciphertexts. Informally, a GLev
ciphertext is just a collection of GLWE ciphertexts.
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Definition 8 (GLev Ciphertext) Given a ciphertext modulus q, a decomposition base
B € N* and a decomposition level { € N*, a GLev ciphertext of a plaintext M € Ry n
under a GLWE secret key S e %S,N is defined as follows:

CT = (CTy,...,CTi 1) € GLevg(M)® C REAFHY (2:3)
such that
. q
V0 < j < ¢,CT; € GLWEg (WM) C RN

A GLev ciphertext with N = 1 is a Lev ciphertext and in this case we consider the
parameter n = k for the size of the LWE secret key. A GLev ciphertext with £ = 1 and
N > 11is a RLev ciphertext.

2.2.3 GSW, RGSW & GGSW Ciphertexts

Using the GLev ciphertexts introduced in Definition 8, we can redefine another type of
ciphertexts, the GGSW ciphertexts that can also be used to describe the public material
of some FHE algorithms, for instance the bootstrapping key (Algorithm 17). Informally, a
GGSW ciphertext is a collection of GLev ciphertexts. It was first introduced in [GSW13].

Definition 9 (GGSW Ciphertexts [GSW13; Chi+21]) Given a decomposition base
B € N* and a decomposition level { € N*, a GGSW ciphertext of a plaintext M € Ry n
under a GLWE secret key S e fﬁ’;’N is defined as follows:

CT = (CTo,...,CTi) € GGSWg(M) C {3+ (2.4)
such that
W0 <i <k, CT; € Glevy!(—S; - M) C R,
with the convention S, = —1.

A GGSW ciphertext with N =1 is a GSW ciphertext, and a GGSW ciphertext with
k=1and N > 1is a RGSW ciphertext.

2.3 TFHE and Its Variants

TFHE [Chi+16a; Chi+17; Chi+20a] is an (G)LWE-based FHE scheme which differenti-
ates from the other (G)LWE-based cryptosystems because it supports a very efficient boot-
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strapping technique. TFHE was originally proposed as an improvement of FHEW [DM15],
a GSW [GSW13] based scheme with a fast bootstrapping for the evaluation of homo-
morphic Boolean gates. Apart from improving the bootstrapping of FHEW, TFHE also
introduces new techniques in order to support more functionalities and to improve the ho-
momorphic evaluation of complex circuits. The efficiency of TFHE comes in part from the
choice of a small ciphertext modulus which allows to use CPU native types to represent
a ciphertext both in the standard domain and in the Fourier domain.

In this document, we use different notations compared to the original TFHE pa-
pers [Chi+16a; Chi417; Chi+20al. In these, the message and ciphertext spaces are ex-
pressed by using the real torus T = R/Z. In the TFHE library [Chi+16b], T is imple-

mented by using native arithmetic modulo 232 or 264

, which means that they work on Z,
(with ¢ = 2% or ¢ = 2%%). This is why we prefer to use Z, instead of T, as already adopted
in [Chi+20b]. It is made possible because there is an isomorphism between Z, and %Z /7
as explained in [Bou+20, Section 1].

First, we recall the basic operations that can be performed over ciphertexts, the ad-
dition and the multiplication by a known integer. Then, we detail several variants of
the key switch operation. Next, we cover every building block that composes the Pro-
grammable Bootstrapping operation (PBS). Finally, we describe other techniques used to

homomorphically evaluate lookup tables.

2.3.1 Additions

The first and simplest operation that can be done over ciphertexts is the addition. We will
use this theorem to show how to analyze the noise after an operation over ciphertexts,
see Proof 1.

Informally, the method consists in encrypting ciphertexts using Definition 5, perform-
ing the operation that we want to study, decrypting the result using Definition 6 and
expressing the output noise as a function of the cryptographic parameters and of the
input noise. As noise analyses are long even for a simple operation, we put most of them

in the appendices.

Theorem 1 (GLWE addition) Let S = (So,---,Se_1) a GLWE secret key. Let CT, =
(Ao, -+, Ak—11,B1) and CTy = (Aga, -+, Ak_12,Bs) be two GLWE ciphertexts en-
crypted under the GLWE secret key S and with noise polynomials that are sampled

from two centered Gaussian distributions x,, = N (0,0%) and x,, = N (0,03) with
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(01,00) € N, two standard deviations. We further assume Xy, and X,, to be statis-
tically independent.
The noise of the GLWE ciphertext defined as

CT3 - CT1 + CT2 == (Agyl + AO’Q, st 7Ak71,1 —|— Akfl,Qa Bl —|— Bg) € 9%2“

follows a centered Gaussian distribution X /57r5, = N (0,07 + 03).

o1+02

Proof 1 (Theorem 1) Let S = (So,---,S1), a GLWE secret key. Let CTy and
CTy be two GLWE ciphertests such that V5 € {1,2},CT; = (Ao, -+, Ar-14,Bj) €
GLWE(M;) C R+ with Vj € {1,2},B; = Y54 Aij - Si + M, + E;. We assume that
Ey (respectively Es) is a polynomial with coefficients sampled from a centered Gaussian
distribution x,, = N (0,03) (respectively X,,). For i € {1,2},0; € Nxg and represents a
standard deviation.

Let us define CTy = CTy 4+ CTy € RETL. In the following, ], represents the modular

reduction of each coefficient of the polynomials. We have

CT3 = <A0,37 e 7Ak71,37 B3)
= ([Ao,1 + A0,2]q oy [Ag—1 + Ak—1,2]q ,[B1 + Bz]q)

Now, let us decrypt CT3 using Definition 6.

k—1
E:BB_ZAZ’B'Si

i=0
k—1
= B+ By — Z (Air + Ai2) - S;
i=0

k—1 - k—1
= Z(A i2) S+ M+ My+ Ey + Ey — Z(A i) S
= =

=M, + M, + Ei + E,
—_———
noise of CT3
Assuming that the noise coefficients of E1 and E5 are independent, each coefficient of

the noise polynomial of CT3 follows a Gaussian distribution N (0, 0% + o3).
O

With the help of Theorem 1, we can observe that after the addition, the variance of
the noise is larger than the noise variances of the input ciphertexts. This remark is not

only valid for the addition, in fact, most of the operations performed over ciphertexts will
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increase the variance of the noise, with the exception of the rotation (Theorem 3) and
the bootstrapping operations (see Section 2.3.3). In this thesis, we will sometimes say
that a first ciphertext contains more noise than a second ciphertext, it means that the
variance of the noise in the first ciphertext is larger than the noise variance of the second
ciphertext.

Before explaining how to multiply a GLWE ciphertext with a polynomial, let us see
what happens when we multiply a GLWE ciphertext with X. To do that, we first need
to recall some interesting properties of R, y = Z, [X]/ <X S 1>.

Theorem 2 (Rotation in R, y) Let P € R,y be a polynomial such that P =
SN pi Xt and w € Z.
Posing w = w mod 2N, we have W € [0,2N — 1]. In R, n, we have

XV =1
XN =1 (2.5)
XY =X
When w € [0, N — 1], we have:
N-1 w-1
P. XY= gpjw-Xj—jz:;]pN+jw~Xj (2.6)

Proof 2 (Theorem 2) The first equations are direct consequences of the definition of
the ring Ry .

For the last equation, we have:

P.-X“=P- X%
N-1 A
= D; - XJ . Xv
j=0
_ N-1- , . N-1 ‘
= X¥. Z pj- X7+ X¥. Z pj - X7
j=0 j=N-w
N-1 -1
. N .
=2 piw X+ X ZPN-H'—E'X]
J=w —-1 J=0
N-1

w—1
= pj-w- X — ZPNJrj—a'XJ
j=0

<.
€l
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Now, let us recall the multiplication between a GLWE ciphertext and a power of X.

Theorem 3 (Multiplication between a GLWE Ciphertext and a Power of X)
Let S = (So, -+, Sk_1) be a GLWE secret key. Let CT;, be a GLWE ciphertext encrypted
under the GLWE secret key g, so that the coefficients of E are independently sampled
from a centered Gaussian distribution x,. Let w € N such that 0 <w < N — 1.

FEach noise coefficient of the GLWE ciphertext CToy = X« - CT;, follows a centered

Gaussian distribution x,.

Proof 3 (Theorem 3) Let CT;, = (A, B) € GIWEg (M) with A € R: and B =
<ff,§> + M + E with E = Z;V:_Olej-Xj and for 0 < j < N — 1,e; is drawn from a
centered Gaussian distribution x,. Let w € N such that 0 <w < N — 1.

We pose CToye = X - CTi,, and study the noise in CToy.

k—1
¢(CTout7§) :XW'B_ZAi'Si‘XW
=0
k—1 k—1
= Xv. <ZA,~-SZ~—|—M+E> —ZAi-Si-X“’ =M - XY+ FE-X¥
=0 =0

Using Theorem 2, we have

N-1 ) w—1 )
w
BXU= Y e XY ey X0
j=w =0

Since, for 0 < j < N —1,+e; is drawn from a centered Gaussian x,, we conclude that
each noise coefficient of CToye follows a centered Gaussian distribution X, .
O

As we can add GLWE ciphertexts together (Theorem 1) and multiply them by powers
of X (Theorem 3), we can also define the product between a GLWE ciphertext and an
integer polynomial.

Theorem 4 (Multiplication between a GLWE Ciphertext and a Polynomial)
Let S = (So, -+, Sk_1) be a GLWE secret key. Let CT;, be a GLWE ciphertext encrypted
under the GLWE secret key S. The coefficients of E are independently sampled from a
centered Gaussian distribution X,. Let D € Z[X] s.t. D = SNt d; - X°.

FEach noise coefficient of the GLWE ciphertext CToyw = D - CT;, follows a centered

Gaussian distribution x,., where v is the 2-norm of D defined as v? = SN ' d2.
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Proof 4 (Theorem 4) Let CTy, = (A, B) € GIWEg (M) with A € Rt and B =
(A.8)+ M+ E with E= 4" e; XI. Let D € ZIX] s.t. D = ¥N5"d; - X7,

Setting CToue = D - CTyp, we study the noise in CTgye.

=0
=D-M+ D-E
—_—

noise of CTout

Moreover,

N-1 ) N-1 )
J=0 J=0
N

—1 i N-1

_ i N
=D X' (D eydi+ XT - > €N+ij'dj)

i=0 Jj=0 reduction J=i+1

N-1 i N-1
— /L . ) o — . ) .
= X' Zel—] d; Z eN+i—j

i=0 =0 j=it1

N1 Nl 0ifi—7>0
— /L al’ . ) . ) .. = -
= X' Z (—=1)" eq, ;- Nti—j-dj | with a;; = _

i=0 §=0 1 otherwise

€i,j

€out,i

As ¥V 0 < j < N,e; follows a centred Gaussian distribution x,, we immediately have
that each coefficient of D - E follows a centered Gaussian distribution x,.. with v the
2-norm of {d;}N5" defined as v* = SNV d2.

[l

Remark 2 (Several Noise Distributions) If we assume that fori € {0,--- , N — 1},
we have e; <> N (0,02), we get that €, ; <> N (O,Ji”_Nﬂ-fj). Finally, with eoyw; the ith
coefficient of D - E, we have:

2 2
eoutyi < N (O, O—ai,j‘N‘f‘i_j ° d])

7=0

=

Remark 3 (GLev and GGSW Additions) Theorems 1 and 4 can be trivially ex-
tended for LWE, GLev and GGSW ciphertexts.
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Using Theorem 1 and Theorem 4, we can define the dot product.

Theorem 5 (Homomorphic Dot Product) Let ct; € LWEg(m;) € Zi* for 0 <
i < a—1 be a list of LWE ciphertects under § = (So,-+ ,8n_1) an LWE secret key
so that noises are sampled independently from a centered Gaussian distribution x.. Let
{witocicar € Z* be arbitrary integers.

A_h;momorphic dot product is a dot product between a vector of LWE ciphertexts and

a vector of integers, resulting in an LWE ciphertext ctoy i.e.,

a—1

Ctout = Z ct; - w; (27)

=0

The noise in the output ciphertext follows the distribution x,.. = N (0,v%0?) with
V2 =0 w?, the squared 2-norm.

Thus, given a dot product between a vector of ciphertexts with the same (Gaussian)
noise distribution and a vector of integers, we only need the 2-norm v to characterize the

output noise of a dot product.

Proof 5 (Theorem 5) The proof is just a composition of the formulae in Theorems 1
and 4.
O

We saw with Theorem 1 that we can add ciphertexts encrypted under the same GLWE
keys. Let us see what happens when we try to add ciphertexts encrypted under different
keys. Let CT; and CTy be two GLWE ciphertexts with CT; (respectively CTy) encrypted
under a GLWE secret key S (respectively 572) Let us define CT3 such that CT3 = CT; +
CTs. We have

CT3 = (Aog + Aoa, -+, Ap11 + Ak_12, B + Bs)

with
k—1 k—1 . .
Bl‘l‘BQ - ZAivl 'S@l+2Ai’2'Si,Q+M1+MQ+E1+E2
=0 1=0

As one can see, it is no longer possible to decrypt CT3 because we do not have access

to (Ao, -+, Ak—11) and (Aga,- -, Ax_12) anymore. In the following, we introduce the
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concept of key switch. A key switch allows to change the key of a ciphertext without
having to know the secret key. This operation can be useful if we want to add ciphertexts

that are encrypted under different keys.

2.3.2 Key Switches

As explained above, a key switch allows to homomorphically change the key of a ci-
phertext. Given a ciphertext CT;, € GLWEg (M ) we can use a key switch to obtain a
ciphertext CT,,: € GLWE G (M ) §0ut can have different parameters than 5{;,1, for instance
the polynomial size N and the GLWE dimension &k could be different. Several algorithms
allow to perform a key switch in the state of the art. We will describe the main versions
here. Every version needs some public material to perform the key switch, namely the
keyswitching key. Intuitively, the keyswitching key is composed of the key Sin encrypted
under gout.

First, we introduce the radix decomposition: this algorithm is used as a sub-routine
in every key switch algorithm and in other FHE algorithms as well. We then provide a

summary of the existing key switch techniques.

Radix Decomposition

Several ways exist to perform a radix decomposition. Here, we focus on the classical way
to do it as described in [Chi+20a]. We refer the reader to [Joy21] for a more complete
analysis of the impact of the decomposition algorithm. In particular, Joye introduces a

new decomposition that behaves asymptotically better than other known decompositions.

Definition 10 Let B € N* be a decomposition base and ¢ € N* be a decomposition level.
The decomposition algorithm with respect to 8 and ( is noted dec®? . It takes as input

an integer x € Z, and outputs a vector of integers (x1,--- ,x¢) € Zf; such that

q q B ¢
<dec(%’€)(:c), <% e ‘BZ>> = {az’ . qw B € Zy.

dec™? () is referred to as the decomposition vector of . In [Chi+20a], (x1,--- ,x¢)

are defined as the unique integers satisfying

B q ¢ q . B B
F'Ql @—;%@ with x; € |[—2,2H.
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In [Joy21], a balanced decomposition algorithm is introduced where x; € [[—%, % ,

which is better for the noise propagation as it gives a centered distribution for the {z;}_;.

Usually, the decomposition is performed starting from the most significant bits. When
applying the decomposition on a vector of integers, the result is a vector of decomposition
vectors of integers.

Note that it is possible to decompose an integer polynomial P € 9}, with this algorithm

ie.,

(a0 (Lo )y = [P 2] L e,

resulting in a vector of polynomials. Applying this kind of decomposition on a vector

of polynomials, we get a vector of vectors of polynomials.

LWE Key Switch

Algorithm 1: CT «+ KS(ct, KSK)

§=1(s0, " ,Sn—1): the input LWE secret key
Context: < _
S = (So,...,Sk-1) : the output GLWE secret key

ct € LWEz (m) = (ag, -+ ,ap-1,b)
Input: {KSK = {ﬁl € GLev?’e (si)}0<i<n—1 . keyswitching key from 5 to S
Output: CT € GLWEg (m) o
1 begin
2 | CTeGWEz () « (0,-++,0,b) — Xi=g (CT;, dec™ (a))
3 end

Using Theorem 1 and Definition 10, Algorithm 1 defines the LWE key switch as in-
troduced in [Chi+17, Algorithm 1]. The output ciphertext is a GLWE ciphertext which,

of course, can also be an LWE ciphertext when N = 1.

Theorem 6 (LWE Key Switch) Let ct € LWEz(m) € ZI*' be an LWE ciphertext
encrypting m € Z,, under the LWE secret key § = (so, ..., Sp—1) € Ly , with noise sampled
from xo. Let S be a GLWE secret key such that S = (So,---,Sk-1) € 9‘%’;“. Let KSK =
{ﬁi € GLev?’e (si) € %f;x(kﬂ)}

sampled from Xouex -

4 be a key switching key from § to S with noise
0<i<n—1
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The variance of the noise after the key switch is

Vargs = o 4+ n - (12(];% — 112> . (Var(si) + E2(si)> .
+Z~Var(si)+n-€-aﬁ5K-%21;2-
The algorithmic complexity of Algorithm 1, referred to as the cost is
Cost (KS)!“™*N) = nCost (dec)” + n(k + 1) N Cost (mul) (2.9)

+ ((ln — 1)(k 4+ 1)N)Cost (add) .

The size (in bits) of the key switching key Size (KSK) is computed with the following
formula:

Size (KSK) :=n - £ (k+1)- N - [logy(q)]

Proof 6 (Theorem 6) The proof of the noise variance is detailed in Appendiz A.3.
O

Remark 4 (Cost of an Algorithm) In Theorem 6, we provide a cost function for the
key switch. This function is used to estimate the running time of Algorithm 1 on a single
thread. To define it, we count the number of low-level operations (additions, multiplica-
tions, castings between integer types, etc.) in the algorithm. Cost functions are especially
useful for the optimization framework introduced in Chapter 4. More details are given in
Section 4.1.1.

Remark 5 (Public function in Key Switch) It is possible to leverage the key switch
algorithm to also compute a public function f : Zg — Z, on several inpul ciphertexts

{ct;}9=) . f must verify the following properties:
2
e V(wy) € (23) flw+y) = f(2) + f(y)
o Vs€ZNv €Ly, f(s-x) =5 f(x)
2
e 3R V(z,y) € (23)",|f(x) - fW)| < Rlz —y|
To do that, one needs to compute
n—1
CT € GLWE (i) + (0,---,0, f ({b:}5) ) + 3 (CTi, dec™" (f ({as;}50)) ) -
i=0
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In [Chi+20a], this is called a Public Functional Key Switching, see [Chi+17, Algo-
rithm 1].

We now specify in Algorithm 2, a GLWE key switch that works the same way as the
LWE key switch of Algorithm 1. The dot product between the keyswitching key and the
polynomial decompositions can be performed using the FFT which significantly speeds
up the execution time of the GLWE key switch compared to the LWE key switch.

Algorithm 2: CT,,; + GlweKeySwitch(CT;,, KSK)

S'}n S 9%’;1"]\, : the input GLWE secret key
Sin = (Sin0, » Simkin—1)
Context: gout € fﬁg%{, : the output GLWE secret key
¢ € N: the number of levels of the decomposition
B8 € N : the base of the decomposition

CTin = (Ao, -+, Ag,—1, B) € GLWEg (P) C Riny!, with P € Ry n
Input: ¢ KSK = {ﬁ}0<i<kin—1 , with
CT,; € GLev?Lf (Sini), for 0 <i <k —1

Output: CTyy,; € GLWE§M (P)

/* Keep the B part */
1 Set CTou = (0, ,0,B) € Ryx*!
for i € [0; kin — 1] do

/* Decompose the mask */

s | Update CTouw = CTou — <ﬁ dec(®:0) (Ai)>

N

4 return CTg,;

Private LWE Key Switch

We saw in Remark 5 that it was possible to compute a public linear function on several
ciphertexts when doing a key switch. Here, we want to apply a private linear function.
To keep this function private, we need to hide it in the keyswitching key. We show in
Algorithm 3 how to do that for one input ciphertext and refer to [Chi+17, Algorithm 2]
for a version with several input ciphertexts. In the definition of the keyswitching key, we

impose s, = —1 by convention.

Theorem 7 (LWE Private Key Switch) Let f be a linear function from Z, — Z,
such that 3R € 7,V € Zq, f(x) = R-x. Let ct € LWEz(m) € Z*" be an LWE ciphertext
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Algorithm 3: CT < PrivateKS(ct, KSK)
§=1(s0, " ,Sn—1) : the input LWE secret key
Context: {S = (Sy,...,S1): the output GLWE secret key

S, = —1
I ¢ ct € LWE;(T%;) = (ao,"' 7an_17b>
HPUE Y KsK = {ﬁz € GLev?’Z (f(si))}0<i<n . keyswitching key from § to S
Output: CT € GLWEg (m) o
1 begin

2 | CT € GLWE; () < — (CT,, dec™” (b)) — X215} (CT;, dec™ (a;))
3 end

encrypting m € Z, under the LWE secret key §= (so, ..., Sn—1) € Z2, with noise sampled

q’
respectively from x,. Let S be a GLWE secret key such that S = (So, -+, Sk-1) € 9%’;“.
Let KSK = {ﬁz € GLev?’é (f(s) € %gx(k+1)}0<'< be a key switching key from § to S
with noise sampled from Xo.. and s, = —1 by convention.

The variance of the noise after the private key switch is:

2
_ p2.2 q 1 2
Varpyivateks = R°0”+ (n+ 1) - <12‘B% — 12) : (Var(si) +E (SZ)) 210
1 242 '
The algorithmic complexity of Algorithm 3, referred to as the cost is
Cost (PrivateKS)“™*™) = (n 4+ 1) Cost (dec)™ + ¢ (n + 1) (k + 1)N Cost (mul) @.11)

+ ((t(n+1) — 1)(k + 1)N)Cost (add)

The size (in bits) of the private LWE key switching key Size (KSK) is computed with

the following formula:
Size (KSK) :=(n+1)-£-(k+1)- N - [logy(q)]

Proof 7 (Theorem 7) The proof of Theorem 6 given in Appendiz A.3 can be easily
adapted to prove Theorem 7 using the fact that Vx € Z,, f(x) = R - x.
O
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Packing Key Switch

The packing key switch enables to pack several LWE ciphertexts (Definition 4) into one
GLWE ciphertext (Definition 5). It takes as input a set of & LWE ciphertexts as well as

a set of « indices. Given the set of indices {i;}9=, we have

a—1
CTou € GLWE (Z m, - Xia‘)  PackingKS({ct;}9=1, {i;}97¢, KSK)
7=0

where ct; is an LWE encryption of m; € Z,.

The packing key switch can be described easily with the help of the LWE key switch
(Algorithm 1 and Theorem 6), the multiplication by a power of X (Theorem 3) and the
addition (Theorem 1). In short, it takes as input several LWE ciphertexts, keyswitches
them using Algorithm 1, multiplies each of them by a power of X and finally adds the
keyswitched ciphertexts together. Theorem 8 gives the noise variance and the cost of this

operation.

Theorem 8 (LWE-to-GLWE Packing Key Switch) We start with the simplest case
where we pack a single LWE ciphertext. Let ct,, € LWEz(m) € ZZH be an LWE ciphertext
encrypting m € Z, under the LWE secret key § = (Sq, ..., Sn-1) € Ly, with noise sampled
from xo. Let S be a GLWE secret key such that §' = (S(’], . S,’gfl) € R Let KSK =
{CT; € GLevy! (s:) € XD}

sampled from Yoo -

veien1 be a key switching key from § to S’ with noise
There are two different variances after a packing key switch: one for the coefficient we
Just filled written Vargy and another for the empty coefficients Varemp. Those variances are

estimated by:

2 2
1 q 1 n B? 42
Vargi“) = 0’2 +n (12%% — 12) (Var(si) —+ ]E2(51)> + ZVar(si) + nfa,%SKT (2 12)
B2 4 2 '
Var((;n)p = nEJﬁSKlg_

When we pack 1 < o < N LWE ciphertexts, we have Vargfﬁ) = Varlgih) +(a—1)-Var)

emp
and Var((fm)p =a- Vargn)p The cost of the algorithm is:
Cost (PackingK S)**™*N) — anCost (dec)” + aln(k + 1) N Cost (mul) (2.13)

+ ((abn — 1)(k + 1)N + a)Cost (add)
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Proof 8 (Theorem 8) In the proof, we express the decryption of the resulting ciphertext,
obtaining the message added to the noise so we can estimate the two variances. The
detailed computation leading us to the aforementioned noise formulae are provided in
Appendiz A.3.

O

Fast Keyswitch

In [Che+20], the authors introduce an LWE key switch that leverages the FFT. The
algorithm is described with RLWE ciphertexts but can be easily extended with GLWE
ciphertexts. The first step of the algorithm is to convert an LWE ciphertext into a GLWE
ciphertext, then perform a GLWE keyswitch (Algorithm 2) and finally compute a sample
extract (see below Algorithm 5). The algorithm is presented in Algorithm 4.

Algorithm 4 is very efficient because the GLWE key switch can leverage the FFT. The
main drawback is that the algorithm takes as input an LWE ciphertext with a power-of-
two LWE dimension. In Chapter 8, we will introduce a new type of secret key and we will

be able to adapt Algorithm 4 to remove the need of a power-of-two LWE dimension.

Algorithm 4: ct,,; + FFTLweKeySwitch(ct;,, KSK)

Sn € Zf]\’ : the input LWE secret key s.t. §in = (Sin,0,-** ; Sin,N—1)

Sﬂn € Zf]\’ : the polynomial version of &, s.t. §in = Z?:OI ;X °

Sour € ZY : the output LWE secret key s.t. Sout = (Sout,05" ** » Sout, N—1)
Context: { - d . ) - 5 ‘N1 i

Sout € Rq,n : the polynomial version of Soue 5.t. Sout =D ;o Sout,i X"

¢ € N: the number of levels of the decomposition

B8 € N : the base of the decomposition

cti, = ((l()7 .o ,G,N,hb) S LWE;'In (T?L) - Zév+1

Input: { KSK = {ﬁ}0<i<ki"—1 , with
CTi € Glevy ! (Sin,i) . for 0 < i < hin — 1
Output: cto, € LWE3,, (M)

/* Convert the input LWE into a GLWE */
1 CT e M2y (Ziﬁglaixi,b)

/* Apply the GLWE key switch (Algorithm 2) */
2 CTy € 9%37]\, + GlweKeySwitch (CTy, KSK)

/* Sample Extract the result with Algorithm 5 */

8 Ctoyr € ZY ™! < SampleExtract (CTs,0)

4 return cty,;
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2.3.3 PBS & Its Building Blocks

In this section, we define the building blocks of TFHE’s PBS as described in [Chi+16a;
Chi+17; Chi+20a]. To do so, we need to introduce computational steps called the sample
extract, the modulus switch and the external product. On top of the external product,
we build the cmux. Using the cmux, we explain how to perform a blind rotate and finally,
using the modulus switch, the blind rotate and the sample extract, we define the PBS

algorithm.

Sample Extract

Algorithm 5: ct < SampleExtract (CT, a)

§=(sg, "+ ,Skn—1) : the output LWE secret key
S = (So, ..., Sk—1) : the input GLWE secret key
VO<i<k—1, S =2 sine X7

M =¥ Novm; - X' o a polynomial message
VO<i<k—1, A=Y a ;X

B =y bX

CT € GLWEg (M) = (4o, -+, A1, B)

aec{0,--- ,N—-1}

Output: ct € LWE; (m,)

Context:

Input:

1 begin

2 b < b,

3 for 0<i<k-1do

4 for 0 <j<ado

5 ‘ ANy Ciaj

6 end

7 fora+1<j< N do
8 ‘ a;,Nﬂ- — —0 Nta—j
9 end

10 end

11 ct € LWE; (my,) < (ag, -+, apn_1,0")
12 end

The sample extract is an operation taking as input a GLWE ciphertext (Defini-
tion 6) CT € GLWEg( Nt X Z) and outputting an LWE ciphertext (Definition 4)
ct € LWE; (m,,) as output with 0 < p < N —1. The output ciphertext ct will be encrypted
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using a flattened representation of the input GLWE key S. We explain in Definition 11
what a flattened GLWE secret key is.

Definition 11 (Flattened Representation of a GLWE Secret Key) A GLWE se-
cret key S = (S(] = Z;Vf_ol S0, X7, Spo1 = Z;V:_Ol sk,Lij) € My can be flattened
into an LWE secret key 5= (3¢, -+ ,5kn_1) € Z*N in the following manner: SiN4j i= Sij,
for0<i<kand0<j<N.

A version of the sample extract for RLWE ciphertexts was introduced in [Chi+20a,
Section 4.2] and can be easily extended to GLWE ciphertexts as we did in Algorithm 5.
Informally, the sample extract consists in simply rearranging some of the coefficients of
the GLWE input ciphertext to build the output LWE ciphertext encrypting one of the

coefficients of the input polynomial plaintext.

Theorem 9 (Sample Extract) Let 0 < a < N — 1 be an indexr. Let CT €
GLWEg (Zfi‘ol miXi) be o GLWE ciphertext (Definition 6) with coefficients sampled from
Xo- After the sample extract (Algorithm 5), we obtain a ciphertext ct € LWEz(m,) en-
crypted with 5, the flattened representation of S (Definition 11).

The variance after the sample extract is:

VarSampIeExtract = 02 (214)
It means that the sample extract does not add any noise.
The cost of the sample extract is:
Cost (SampleExtract) = (k+ 1) - N - Cost (Copy) (2.15)

In practice, most of the time we can neglect the cost of the sample extract as it is very
fast compared to the other FHE algorithms.

Proof 9 (Theorem 9) A proof of a more generic algorithm is given in Appendiz A.4,
taking ¢ = k- N gives the proof of Theorem 9.

O
Modulus Switch

The modulus switch takes as input an LWE ciphertext with some ciphertext modulus

q and outputs a ciphertext modulus w while preserving the underlying plaintext. The

o6



2.3. TFHE and Its Variants

Algorithm 6: cto, + MS(ct;,)
§=(s0,""+,8,-1) € Zj : the input LWE secret key

: a polynomial size

Context: {

Input: cti, € LWEg(m) = (ao,- -+ , an-1,a, = b) € Z}™
Output: cto,; € LWE; Q%D C Zyyt
1 begin

2 for 0 <i<ndo

s || e e ([
q 2N
4 end
! ! / !
5 Ctout < (ao, e Lan g, b = an)
6 end

algorithm is described in Algorithm 6. In the context of TFHE’s PBS, w = 2 - N with N

the polynomial size of the ring R, y.

Theorem 10 (Modulus Switch) Let ¢ and w be two ciphertext moduli. Let § be an
LWE secret key such that §= (sg, -+ ,Sp—1). Let ctiy be an LWE ciphertext (Definition 4)
such that ct;, € LWEz (m) C Zg“.

The output of the sample extract (Algorithm 5) is a ciphertext ctoy such that Ctoy €
LWE; (m) C Zn+.

The variance of the noise of Ctoy s:

w?o? 1 w? n  nw?

Var(MS) = — " + — — — . 2.1
arMS) = ="+ 15 "o T 21 T 152 (2.16)
The cost of the modulus switch is:
Cost (MS)™*" = (n + 1) - Cost (Round) ™) . (2.17)

Proof 10 (Theorem 10) The proof for a more generic algorithm is detailed in Ap-
pendiz A.2. Taking 9 = 0 and » = 0 gives the variance claimed above.

O

External Product.

In Algorithm 7, we describe the external product. The external product takes as inputs
a GGSW ciphertext (Definition 9) encrypting @@ € R,y and a GLWE ciphertext (Def-
inition 5) encrypting P and returns a GLWE ciphertext of @ - P. It is very similar to
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Algorithm 7: CT,,, < ExternalProduct (CTin,ﬁ)

Se 9%’;7 N : the input secret key

Q € Rgn

CTin = (Ao, , Ax—1, B) e RLY

Context: ¢ CT;; EGLWEg(ﬁL)-Si),forOSiSk:—l and 0<j<f-—1
CTy,; EGLWEg(#-Q),fOI‘OSjSE—l

¢ € N: the number of levels in the decomposition

B € N: the base in the decomposition
CT;, € GLWES: (P), with P € SR%N

CT = {Ki = (CTyp,--- 7CTi,Z—1)}
Output: CT,,c € GLWEZ (Q - P)

/* Decompose the B part */
CTou (K, dec™" (B))

Input:
0<i<k

[u

(M)

for i € [0;k —1] do
/* Decompose the mask */
CTou + CTout — <f(;-, Decomp(%’z) (Al)>

w

4 return CTg;

the private key switch (Algorithm 3); in fact, the external product is a private key switch
with a GLWE ciphertext as input instead of an LWE ciphertext and with the constraint
that the input key is the same as the output key. Later, we present an algorithm that
generalizes both the external product and the private key switch (Algorithm 38).

Theorem 11 (External Product) Let CT;,, € GLWEz(P) € R be «
GLWE ciphertext encrypting P € R,n, under the GLWE secret key S =
(S0, -+, Sk—1) € %sj\}, with noise sampled from x,. Let Q@ € R,n and CT =
{ﬁi € GLev?z (@Q-5;) € ffigx(kﬂ)} | bea GGSW (Definition 9) with noise sampled

from Xoge and Sy = 1.

0<i<k—

In the special case where () is a constant polynomial with a message drawn uniformly

in {0, 1}, the variance after the external product is:
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B2+ 2
Var (ExternalProduct) = ¢- (k+1)- N - 1;_ - o3+
2 20

+ 02% + q24—%‘§€ : (1 + kN - (Var (s;) + E? (31))) (2.18)

kN 1
+ ? . Var(si) + Tﬁ . (1 — kN - E(Sl))Q

where E(s;) and Var (s;) are the expected value and the variance of the secret key
coefficients.
The cost of the algorithm is:

Cost (ExternalProduct)“*™) = (k + 1) N Cost (dec)'” + ¢(k + 1)Cost (FFT)
+ (k + 1)¢(k + 1)NCost (mult FFT)
+ (k+1)(¢(k+1) — 1)NCost (addFFT)
+ (k + 1)Cost (i FF'T)

(2.19)

Proof 11 (Theorem 11) The proof of the noise after an external product is detailed in
Appendiz A.2.
O

Remark 6 (Internal Product [DM15]) One of the main improvements of
TFHE [Chi+20a] compared to FHEW [DM15] is the use of the external product
instead of an internal product. Informally, the internal product takes two GGSW
ciphertexts (Definition 9) instead of one GLWE ciphertext and one GGSW ciphertext.
It outputs one GGSW ciphertext instead of a GLWE ciphertext. The internal product is
composed of several external products. In practice, the noise after an internal product is
the same as after an external product. As there are several external products, the cost of

the internal product is higher than the one of an external product.

CMUX.

The CMUX is a homomorphic selector. Given two GLWE ciphertexts (Definition 5) en-
crypting two polynomials Py and P, and a GGSW ciphertexts (Definition 9) encrypting
a bit #, the CMUX returns a GLWE encryption of F, if § = 0 and a GLWE encryp-
tion of P if § = 1 i.e. it returns a GLWE encryption of Pg. Intuitively, the algorithm
homomorphically computes Ps = (P, — Fy) - 5+ F.
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Algorithm 8: CTo, + CMUX (CTo,CT;, CT)

Se 9%’;7 n : the input GLWE secret key

g e{0,1}

CTin = (Ao, , Ax—1, B) e RLY

Context: ¢ CT;; 6GLWE§(ﬁ~B-Si),f0r0§i§k;—1 and 0<j<l—1
CTy; EGLWEg(#-ﬁ),fOI‘OSjS@—l

¢ € N: the number of levels of the decomposition

B € N: the base of the decomposition

CTo € GLWEg (Py), with Py € Ry N
Input: { CT1 € GLWEg (P1), with P, € Ry N
CT = {Ki = (CTip -+, CTie )}
Output: CTo, € GLWEg (P3)
/* External Product using Algorithm 7 and Theorem 11 */

1 CTout « ExternalProduct ((CTl —CTy) 7C:T> +CT,

0<i<k

2 return CTgy

This algorithm is built on top of the external product (Algorithm 7 and Theorem 11)
and is the cornerstone of TFHE’s PBS. The algorithm is detailed in Algorithm 8 and in

the following theorem, we give the noise formula for a CMUX.

Theorem 12 (CMUX) Let Vi € {0,1},CT; € GLWEz(P) € Ri% be two GLWE
ciphertexts encrypting respectively By € Ryn and P € R, n, under the GLWE se-
cret key S = (So,...,Sk1) € 9‘{’;,}1, with noise sampled from x,. Let B € {0,1}. Let
CT = {CiTz € GLev?é (B-S;) € ‘ﬁgx(k“)}oqq be a GGSW (Definition 9) with noise sam-
pled from Xopey -

The variance after the cmux is:

B2+2
T T

. (1 + kN - (Var (s;) + E? (sl))) (2.20)

Var (CMUX) = ¢+ (k+1) - N

2 2 20
o — B
+ 41

2 2432¢

kN 1

where E(s;) and Var (s;) are the expected value and variance of the secret key coeffi-

cients.
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Algorithm 9: ct,, « BlindRotate (ct;,, BSK, CT)

§=(s0,""+,8,-1) € Zj : the LWE input secret key
S = (Sé, e S,’g_1> € RF: a GLWE secret key
Context: ¢ Py € R, : a r-redundant LUT for z — f(x)

f:Z — Z : a function

m : encoded value of the message m
ctin € LWEs(m) = (ag, -+ ,ap_1,an, = b) € ZHH

Input: (BSK = {ﬁz € GGSW?’Z (si)}:(]l . a bootstrapping key from 3 to S’
CT; € GLWEg, (Pf) € R

Output: CT,: € GLWEg (Pr- X™™)
1 begin

2 CTou < CT;- X0

3 for0<i<n-1do

4 CTy « CTout

5 CTy + CTgpe - X*

6 CTou — CMUX (CTO, CTl,ﬁi)
7 end

8 end

9 return CT,,

The cost of the algorithm is:

Cost (ExternalProduct)“*™) = (k + 1) N Cost (dec)'”) + ¢(k + 1)Cost (FFT)
+ (k4 1)¢(k + 1) NCost (mult FFT) (2.21)
+ (k 4+ 1)(£(k + 1) — 1)NCost (addFFT)
+ (k+1)Cost (FFFT)+2- (k+ 1) NCost (add) .

Proof 12 (Theorem 12) The proof of the noise after a cmuz in the context of a PBS
1s detailed in Appendiz A.2.
O

Blind Rotate

The blind rotate algorithm is one of the three main building blocks of the PBS. It consists
in rotating a lookup table homomorphically. Given a GLWE ciphertext CT encrypting a

polynomial P and an LWE ciphertext encrypting an encoded value m of a message m, it
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returns a GLWE ciphertext encrypting P - X~ € R, n. Using Theorem 2, we know that
the constant term of P - X~™ is the m-th coefficient of P if 0 < m < N.
We need to introduce the concept of redundant lookup table. The motivation behind

those lookup tables will be explained in the next part when we will introduce the PBS.

Definition 12 (Redundant Lookup Table) A redundant LUT is a lookup table en-
coding a function f, whose entries are redundantly represented inside the coefficients of
a polynomial in R, . In practice, the redundancy consists in a r times (with r a system
parameter) repetition of the entries f(i) of the LUT with a certain shift. We call mega-cell

each block of successive redundant values in a r-redundant lookup table:

N/r—1 r—1
Pp=X"T"70 % X (Z f(z’)-Xj) (2.22)
i=0 j=0

with f(i) an encoded value of a message f(i). The redundancy is used to perform the

rounding operation during bootstrapping.
We described the blind rotate in Algorithm 9 and in Theorem 13.

Theorem 13 (Blind Rotate) Let cti, € LWEz(m) be an LWE ciphertext (Definition 4)
encrypting an encoded value m of a message m such that cty, = (ag, - ,ap_1,0, =
b) € Z5%' and § = (so,-++ ,50-1) € ZI'. Let CTy € GLWEg (Py) C RiN, a GLWE
ciphertext encrypting an r-redundant LUT for f : Z — 7 (Definition 12) with S =
(S(’), . .,S,’f_l) € Ri n. Let BSK a collection of GGSW ciphertexts (Definition 9) such

= n—1
that BSK = {CTZ- € GGSW?’E (Si)}-,o' The noises in BSK are drawn fom a distribution

XUBSK'

Algorithm 9 outputs a ciphertext CToye € GLWEg (Py - X™™) where m is the input
message.

In a PBS, CTy is a trivial encryption of Py (Definition 7). In this context, the variance

of the noise in CToye 18-

2
Var(PBS)=n-¢-(k+1)-N - B2 Var(BSK)+
2 20
¢ —%B 2 nkN 2.23

+ 6 (1 — kN -E(s;))”
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The cost of the blind rotate is:
Cost (BlindRotate) ™) =y, . Cost (CMU X)) (2.24)

Proof 13 (Theorem 13) The proof of Equation (2.23) is given in Appendiz A.2. The
proof extends to the case where CTy is not a trivial encryption.
O

Remark 7 (Interest of the Modulus Switch in the PBS) 7o make the blind rotate
work (Algorithm 9), we need 2N to be equal to the ciphertext modulus of the input cipher-
text, which is impractical for ¢ = 25*. As the cost of the blind rotate depends on N, we
want N as small as possible. To this end, we perform a modulus switch before a blind
rotate to reduce the ciphertext modulus. This operation adds a lot of noise but allows to

choose polynomial sizes way smaller than the size of q.

Programmable Bootstrap (PBS).

We have introduced in the previous parts all the building blocks needed to explain the
PBS. We call Programmable Bootstrap [Chi+20a; Chi4+20b; CJP21], or PBS, an FHE
algorithm that enables to reset the noise in a ciphertext to a fixed level (when certain
conditions are fulfilled) and to homomorphically evaluate, at the same time, a lookup-table
on the encrypted message. Such an operator takes as input an LWE ciphertext encrypting
a message m, a bootstrapping key BSK (i.e., a list of GGSW ciphertexts encrypting the
elements of the LWE secret key used to encrypt the message m), an (trivial) encryption
of a r-redundant lookup table P; (Definition 12), and outputs an LWE ciphertext with
a fixed level of noise encrypting the message Pr[m| when the process is successful. The
algorithm outputs the correct output up to a failure probability that can be estimated
using the variance of the noise and that we note pe.

The PBS is composed of three major steps: the modulus switch (Algorithm 6 and The-
orem 10), the blind rotate (Algorithm 9 and Theorem 13) and the sample extract (Algo-
rithm 5 and Theorem 9).

Theorem 14 (Programmable Bootstrap (PBS)) Let 5= (so,-+,5,-1) € Z] be a
binary LWE secret key. Let S = (S(’), e S,;_l) € REy be a GLWE binary secret key

such that S] = 000 sy, - X7, and § = (sf,--+ ,sjy_y) be the corresponding binary
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LWE secret key. Let Py be an r-redundant LUT for a function f : Zq — Zq as defined in
Definition 12.
Then Algorithm 10 takes as input an LWE ciphertest cti, € IWEg(m) € Z;*" with

noise distribution X, and with m an encoded value of a message m € Z, such that
e n—1
m = Ay, - m with Ay, = L, a bootstrapping key BSK = {CTZ- € GGSW?,’E (Si)}-fo from

2p’
S to S" and a (possibly trivial) GLWE encryption of Py, and returns an LWE ciphertext
Ctour under the secret key s', encrypting f(m) i.e., an encoded value of the message f(m)

with a probability 1 — pey if and only if

2
o the input noise has variance o2 < 4'Z*?;”fa”)2 — 15’;02 + 1—12 — % — 15, where z* (Prai)
is the standard score (Definition 22) associated to the failure probability pey and

w = 2N,

o for an arbitrary f, we need m < .

The output noise after the PBS is estimated by the formula:

Var(PBS) = nl(k + 1)N

B2 42 ¢ — B kN

(2.25)

32 * 16
The cost of Algorithm 10 is:

1— ==

2

nkN n ( kN>2
_i_i

Cost (GenPBS) ™ M) = Cost (ModulusSwitching)™ + Cost (BlindRotate)"*")
+ Cost (SampleExtract)™

(2.26)

The size (in bits) of the traditional bootstrapping key Size (BSK) is computed with the

following formula:
Size (BSK) :=n - fpgs - (k +1)* - N - [log,(q)]

Proof 14 (Theorem 14) A more generic proof of Equation (2.25) is detailed in Ap-
pendiz A.2. Taking » =0 and ¥ = 0 gives the claimed formula.
OJ
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Remark 8 (Negacyclic Function) The second condition in Theorem 14 which states

that we need m < % can be removed if the function f has the following property:

f <£B + g) = —f(x),Vz € Z, (2.27)

In this case, the function f is said to be negacyclic.

For odd message modulus (see Definition 13), we can also remove this condition.

Algorithm 10: ctyy + PBS(ctir, BSK,CTy,)
§=(s0,""+,8,-1) € Z] : the input LWE secret key
§ = (80, »spy_1) € ZiN : the output LWE secret key
S = (S[’), ce S,g_l) € Rl : a GLWE secret key
VO<i<k—1, 8 =21 sin X €Ry
Py € R, : an r-redundant LUT for z — f(z)
f:7Z — Z: a function
ctin € LWE(m) = (ag, -+, Gpn_1,an, = b) € ZZ“
Input: {BSK = {C:Tz € GGSW?’/K (si)}:: . a bootstrapping key from 3 to S’

CT; € GLWEg, (Py) € RE+!

—_—

Output: ct,; € LWEx ( f (m)) if we respect the requirements of Theorem 14

Context:

1 begin

/* modulus switching (Algorithm 6) */
2 ctms < ModulusSwitch (ct;y,)

/* blind rotate of the LUT (Algorithm 9) */
3 CT « BlindRotate (CT, ctys, BSK) ;

/* sample extract the constant term (Algorithm 5) */
4 Ctour < SampleExtract (CT,0)
5 end

Remark 9 (Key Switch and PBS) More often than not, we apply a key switch before
a PBS. Later in this manuscript (see Figure 4.6), we will examine in detail the optimal way
to combine these two algorithms. For simplicity, we will sometimes refer to the sequential
combination of a key switch and a PBS as KS-PBS.
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2.3.4 Other LUT Evaluation Algorithms

In the previous part, we introduced the PBS (Algorithm 10 and Theorem 14) and its
building blocks (Algorithms 5, 6 and 9 and Theorems 9, 10 and 13). The key features of
a PBS is to reduce the noise and to evaluate a lookup table simultaneously.

In the literature, other algorithms also allow to perform a noise reduction and a lookup

table evaluation. In this section, we describe some of them.

Circuit Bootstrap

In [Chi+17, Alg. 6], a technique called circuit bootstrapping was introduced. Let § be an
LWE secret key, 5" be a GLWE secret key and § the flattened version of S (Definition 11).
It takes as input an LWE ciphertext (Definition 4) ct € LWEz(m) and converts it into a
GGSW ciphertext (Definition 9) CT € GGSW?]e (m), and reduces the noise at the same
time.

The circuit bootstrapping is composed of a series of £ PBS steps to create ¢ ciphertexts
{ctifocicp_y encrypting m - g for 0 <4 < ¢ — 1 under the key s, the flattened key of

—

S (Definition 11). Then, we perform k + 1 private key switches on each ct; to obtain
{CT,, gizg_l such that CT;; is encrypting —m - gy - 5% with the key S" and with
S;, = —1. The collection of those ciphertexts is a GGSW ciphertext encrypting m.

The circuit bootstrap is described in Algorithm 11. The PBSs are computed using
Algorithm 10 and Theorem 14 and the private key switch using Algorithm 3 and Theo-
rem 7. (Bpps, pps) represents the decomposition parameters for the PBS, (B ksk, (xsk)
for the private key switch and (B¢p, {op) for the final GGSW ciphertext (Definition 9).

Using Theorems 7 and 14, we can find the noise variance after the circuit bootstrap.

Vertical & Horizontal Packing

The authors of TFHE also proposed two operators to evaluate LUTs in a leveled way
i.e. without reducing the noise, called horizontal and vertical packing. They both take
as input a p-bit message msg, encrypted as a list of p GGSW ciphertexts each encrypt-
ing one of its bits. They also take as input o« LUTs Ly = [lpo, - ,loge-1],--- La—1 =
la—10s-" sla—120-1]: the goal is to compute the result of the evaluation of the LUTs
on the input message, i.e., return encryptions of lpmsg, - - -, la—1,msg- Both operators use
cmuxes (Algorithm 8 and Theorem 12), either as a tree or in a blind rotation, to com-
pute the LWE result (that can be a GLWE in horizontal packing). Horizontal packing
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Algorithm 11: CTou « CircuitBootstrap (ctin, BSK, {KSK]‘}?:O>

1

© W g9 o o

10

11

§=(s0,""+,8,-1) € Z] : the input LWE secret key

—

§ = (80, »spy_1) € ZiN : the output LWE secret key
S = (S{), Ce 512—1> € R : a GLWE secret key
VO<i<k—1, 8 =21 sin X €Ry

Py, € R, : an r-redundant LUT for z — f;(z)

fi :Z — Z : a function s.t. fi(z) = x - @,VO <i</{lcp
CTy, € GLWEg (Py,) € Rt a trivial encryption of P,
V0§j§k,gj:xHS;-xwithS,’C:—l;

Context:

Input:
ctin € LWEg(m) = (CL(), e, Qp—1, Ay = b) c ZZH_l
BSK = {ﬁbsk’i € GGSW?,PBS’EPBS (si)}i:]l . a bootstrapping key from § to S

k

{KSK; }?:0 = {{C‘I’ksm € GLev?’“’“’ZkSk (gj(sg))}(KKn} . . a private key switching key
<isn)

Output: CTo, € GGSWg, (m) if we respect the requirements of Theorem 14
begin
/* lcp PBS (Algorithm 10) */
for 0 <i < {c-p do
| ct; < PBS (ctin, BSK, CTy,)

end
/* (k+1)-lcp private key switch (Algorithm 3) */
for 0 <i < /{cp do

for 0 <j<kdo

| CT;; « PrivateKS (ct;, KSK;)

end

end

CTouw < {CT
end

i,j}ogidcg,oéjgk
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—\ lo, —
Algorithm 12: CT,y; < CMUX—Tree ({CTi}ij(p) ' ,{zi}g.:g)

Se 9%’;7 y : the input GLWE secret key
£ € N: the number of levels of the decomposition
B € N: the base of the decomposition

Context:

p=2°%0) ¢ N:pis a power of two

Input: V0 < i <logy(p) — 1,CT; € GGSW?’K (m;) st.m= Ziofg(p)_l m; -2
Pt {Li}f;ol : a collection of lookup tables
Output: CToue € GLWEg (Lyy,)

/* Initilization
1 for0<i<p-1do
2 | LY+ L,
/* CMUX tree with Algorithm 8

3 for 0 < h < logy(p) do
4 for 0 < i < 2log2(P)~h—1 _ 1 do

5 L LMY cMUX (Lgi, Loii1, CTh>

log
6 CTout — LO g2(p)

7 return CTg,:

Algorithm 13: CT,,, < VPLut <{<:T}p_01 7 {zz-}?“)

=0

Se 9%’;7 n : the input GLWE secret key

¢ € N : the number of levels of the decomposition
Context: ¢ B € N: the base of the decomposition

N : polynomial size of 9, n

p : a power of two

Inout V0 < i <logy(p) — 1,CT; € GGSW?’Z (m;) s.t. m= Zi‘fg(p)_l m; - 2
nput: P
{Li} X, '+ a collection of lookup table
Output: CTout € GLWEg (Lyy,)
/* CMUX tree (Algorithm 12) on part of the input GGSW ciphertexts

s ()-N-1 o
1 CTump — CMUX — Tree ({CT}jo ’ AL FS 1)

/* Final Blind Rotate (Algorithm 9)

—— log,(p)—1
2 CToyu « BlindRotate ((20,21,--. ,2le2(M)=1 ) {CT} 2

’ CTtmp>

i=logy (p)—N

3 return CT,,;
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is interesting when many LUTSs should be evaluated in parallel, while vertical packing
is interesting when a single (large) LUT needs to be evaluated. They are two extremes
of a trade-off for the evaluation of homomorphic LUTs and a mixed solution has been

proposed generalizing both of them.

In Algorithm 12, we explain how to compute a tree of cmuxes. We assume the message
m to be in Z, i.e., m can be represented by log,(p) bits. Intuitively, a cmux tree is used
to select one of the input lookup tables using a list of GGSW ciphertexts encrypting the
bits of the message m. On each layer, we select half of the lookup tables with cmuxes
using one of the GGSW ciphertexts.

With a toy example, we show how to use a cmux tree to evaluate the identity
function on a message in Z4. For the sake of simplicity, let us assume that the lookup
tables have only one non zero coefficient on the constant term and that L, = i for
0 < i < p—11ie., each lookup table represents an element of the message space
Z,. Let us assume that p = 4,m = 2 ie, my = 0 and m; = 1. On the first layer,
we will select the right lookup tables with a GGSW ciphertext encrypting mgy. We
compute CMUX (LO, Ly, GGSW?’Z (mo)), we obtain a GLWE ciphertext CTy encrypting
L, = Ly = 0. We do the same with L, and L3 and obtain another GLWE ciphertext
CT; of Ly = 2. On the next layer, we compute CMUX (CTO,CTl,GGSW?’E (m1)> and
we obtain CT; which is an encryption of 2. Thus, at the end of the cmux tree, we
have applied the identity function on the input message m. If one wants to evaluate an
arbitrary function, the only modification to do is to encode different values in the lookup
tables.

In Algorithm 13, we present the vertical packing algorithm, which is faster than a
simple cmux tree under certain conditions. Intuitively, instead of evaluating the cmux
tree with every GGSW ciphertexts encrypting bits of the message, we do it on a subset
of the GGSW ciphertexts. After the cmux tree, we have an encrypted lookup table and
we need to select the right coefficient in this lookup table with a blind rotate and the rest
of the GGSW ciphertexts.

Regarding the noise, in a cmux tree, the noise behaves in the same way as in a chain
of cmuxes. Therefore, to estimate the noise of the vertical packing, one can directly use

the analysis of Appendix A.2 to come up with the formula.
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Multi-Output PBS [CIM19]

A multi-output version of the PBS is described in [CIM19] allowing the evaluation of
multiple (negacyclic) functions {f;}; over one encrypted input. Each function f; is en-
coded as a LUT in a polynomial P;. One can find a shared polynomial () such that we
can decompose each P; as @) - P/. This operation is called PolyFactor and so we have
(Q,{P/}) = PolyFactor ({P;}). Then we compute CTo, <= PBS(ct;n, BSK, Q) and multiply
CTout by each P/ and sample extract the resulting ciphertexts. One would have obtained
the evaluation of each function.

One drawback of this method is that the noise inside the i-th output ciphertext depends
on P! and is bigger than the output noise of a bootstrap. We will see later on (Chapter 4)
how to compare FHE algorithms that have different output noises. To find the variance
of the noise in Algorithm 14, we can use the formula in Theorem 14 and in Theorem 4.
To prevent having a dependency on the lookup table in the variance, we can compute an

upper bound of the values in P! as done in [CIM19].

Remark 10 (Encrypted Lookup Table) The PBS (Algorithm 10 and Theorem 14)
works on an encrypted GLWE ciphertext CT¢ that can be a trivial encryption (Defini-
tion 7) or a classical GLWE ciphertext (Definition 5).

For Algorithm 14, it is not possible to use an encrypted LUT. The algorithm only

works with a trivial encryption of Q and P!.

Tree-PBS [GBA21]

A recent paper [GBA21] revisits the bootstrapping. It gives two algorithms, the tree-PBS
and the chain-PBS and a few optimizations to perform programmable bootstrapping on
large-precision ciphertexts encrypting one message decomposed in a certain base. Those
algorithms could be used to homomorphically compute multivariate functions if we call
them with the appropriate lookup tables.

The key idea in those algorithms is to split the message inside several ciphertexts using
a radix encoding (see Section 2.4). We assume that an encoded value m of a message
m € Z, is defined as m = A;, - m with Ay, = %. Then, it uses the [CIM19]-PBS in
combination with packing key switch and bootstrap to evaluate the function over the
message. The algorithm in the special case where the message is only split in two is
summarized in Algorithm 15. The variance of the noise can be found by composing the

variance of Theorems 7 and 14.
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Algorithm 14: {cto,,;}°7 « CIM19—PBS (ctin, BSK, {P}ocicar )

7=

® N o vt oA

§= (80, ,8n-1) € Zy : the input LWE secret key

Context § = (s, »py_1) € ZiN : the output LWE secret key
ontext: { -

S = (Sé, e S,g_1> € RF: a GLWE secret key
VO<i<k—1, 8 =" sy, X €Ry
cti, € LWEg(m) = (ao, e Ap—1,Ap = b) € ZZJFI
Input: < BSK = {C7T1 € GGSW?{K (si)}j_ol . a bootstrapping key from 5 to S
{Pitocica—r € Ry + polynomial of encoded values
Output: ctoy,; € LWE (P[m]),V0 < i < a — 1 if we respect the requirements of
Theorem 14
begin
/* Factorize the lookup table */
Q. {P}}= + PolyFactor ({P.}))
/* PBS with Algorithm 10 */
CTimp € GLWE (Q) = PBS (ctin, BSK, (0,---,0,Q))
/* Leveled multiplications and sample extract (Algorithm 5) */
for0<i<a-1do
CToui € GLWEg, (Q - P/) <= CTemp - P
Ctouti <— SampleExtract (CT oy, 0)
end

end
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Algorithm 15: cty, < Tree—PBS ({ctin 0, ctin1} , BSK, CTf, KSK)

§=(s0,""+,8,-1) € Z} : the input LWE secret key
§ = (sh,- -+, Spy_1) € ZEN - the output LWE secret key
S = (S(’), ce S,’ﬁ_l) € Rl : a GLWE secret key

Context: .
VO<i<k—1, 8= sy X eRy
Py, € R, : an r-redundant LUT for z — f;(z)
m € Z,

Input:

Ctins € LWEs(m;) C Z7H, Vi € {0, 1} s.t. m = my||mg
P n—1 —
BSK = {CTZ- € GGSW[;J,E (Si)},io . a bootstrapping key from 5 to S’

KSK = {ﬁz € GLev?ﬁSk’e’“’“ (sz)} . a key switching key from s to S

0<i<n

VO<i<p—1,P; € Ryn: a collection of lookup tables

—_——

Output: cty,; € LWE# ( f (m)) if we respect the requirements of Theorem 14

1 begin
/* First layer of CIM-PBS with Algorithm 14

2 | {Ctumpi}l"y < CIMO—PBS (ctino, BSK, {P1,}1-)

/* packing the output of first layer
3 L Cttmp,Oy e aCttmp,Oa e >Cttmp,p—17 e 7Cttmp,p—1
N clements N clements
P P

4 | CTp <« PackingKS (£,{0,---,N — 1} ,KSK)

/* second layer with several PBS (Algorithm 10)
5 Cltout,i < PBS (Ctin,la BSK, CTL)

6 end
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To use Algorithm 15 with more than two inputs, one can still use [CIM19]-PBS for the
first layer. The PBS will extract the constant term i.e. the coefficient that is of interest.
Then we can use the packing key switch to build p lookup tables. Next, we use the PBS
with an encrypted lookup table to select one coefficient for each LUT. Finally, we can
use the packing key switch again to build a lookup table and apply a last PBS with an
encrypted lookup table. For efficiency reasons, it could be useful to replace the PBS of

the second layer by a circuit bootstrap (Algorithm 11) and several external products.

[LMP21]-WoP-PBS

One of the constraints of the PBS (second condition in Theorem 14) is to have a message
smaller than 4. With this constraint, it is harder to use the PBS with real use cases. This
was for long a big restriction. We introduce in Section 6.1 and Algorithms 27 and 28 the
first known Without-Padding PBS (WoP-PBS) i.e. a PBS working without condition 14.
After our first construction, a WoP-PBS was also introduced in [LMP21] that we describe
in Algorithm 16. The variance of the noise after the WoP-PBS of [LMP21] is the same as
the variance after a PBS (Theorem 14).

In this thesis, we compare [LMP21]-WoP-PBS with another WoP-PBS that we describe
in Section 6.2 and Algorithm 30.

2.3.5 TFHE’s Limitations

In the previous sections, we introduced the main building blocks of TFHE. A wide range
of operations can be performed using those algorithms but some limitations must be

acknowledged. Let us summarize the different existing limitations.

Limitation 1 (Padding Bit in PBS) We saw in Theorem 14 (Condition 2) that we
need the encrypted plaintext to have its Most Significant Bit (MSB) set to zero (or at
least known) to perform a correct bootstrap (Algorithm 10). The only exceptions are when
the univariate function evaluated is megacyclic or when the message modulus is odd as
explained in Remark 8. This limitation prevents us from leveraging the native modulo q

and sustains a consistent modular arithmetic over the messages.

Limitation 2 (Maximal Precision in PBS) One cannot bootstrap efficiently a mes-
sage with a large precision (e.g., more than 8 bits). The number of bits of the message we

bootstrap is strictly related to the dimension N of the ring chosen for the PBS. This means
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Algorithm 16: ct,,; « LMP22—PBS (ct;,, BSK, KSK, f)

Context:
§=(s0,"++,8,-1) € Z} : the input LWE secret key
5_" = (80, » Skn_1) € ZEV : the output LWE secret key
S = ( by e ,S,{C_l) € M : a GLWE secret key
VO<i<k—1, S/ =>"s v X eR,
m € Ly
A=1
p
[ : a correction for the noise s.t. § < %
fo: Zag — Zsy - a function s.t. fo(z) = (q EJ — %) mod 2q
) itz <
f1: Zog — Zsy - a function s.t. fi(z) = af QAD Hrsa .
—af (|(2¢ — z)/A]) otherwise
CTy, € GLWEg (Py,) : an encryption of a LUT (Definition 12) fo
CTy, € GLWEg (Py,) : an encryption of a LUT f
Input:
cti, € LWES-‘(?TD = (CL(), s, QAp—1,Ap = b) € ZZ—H

f 172y, — Z,: atfunction we want to evaluate

= n—1 —
BSK = {CTZ- € GGSWZJ,E (si)}izo . a bootstrapping key from 5 to S’

KSK = {CT; € GLevyr =" (s

) oo I
1)}0§igkN—1 . a key switching key from s’ to 3

Output: cto, € LWE (Py[m]) if we respect the requirement 14 of Theorem 14

1 begin

/* Noise correction */
2 Ctemp < Ctin + (0,---,0,5)

/* To increase the message/ciphertext space */
3 Ctemp ¢ Ctimp mod 2g

/* PBS with Algorithm 10 */

4 Cttmp — Cttmp — PBS (Cttmpa BSK, CTfO)

/* Noise correction x/

5 Ctimp ¢ Ctimp + 3 — 2

/* Keyswitch with Algorithm 1 */

6 Ctimp < Keyswitch (ctymp, KSK)

/* PBS with Algorithm 10 */

7 Ctout <— PBS (Cttmp7 BSK, CTfl)

8 end
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that the more we increase the precision, the more we have to increase the parameter N,

and the slower the computation ends up.

Limitation 3 (Multi-threaded PBS) The PBS algorithm is not easily parallelizable.
Indeed, it is a series of loops working on an accumulator. Some variants of the
PBS [Zho+18; JP22] offer ways to have a multi-threaded PBS but as a drawback, the
bootstrapping key size increases exponentially and the noise after this bootstrapping is
bigger than with a traditional PBS (Algorithm 10).

Limitation 4 (Native LWE Multiplication) There exists no native multiplication
between two LWE ciphertexts. Currently, there are two approaches to multiply LWE ci-
phertexts:

o use two programmable bootstrappings (Algorithm 10) to evaluate the function x — %

so we can build the multiplication x -y = % — (x_fﬁ ;

o use 1 or more TFHE circuit bootstrappings (Algorithm 11) in order to convert one
of the inputs into a GGSW ciphertezt (if not given as input) and then performing
an external product (Algorithm 7).

Since both techniques make use of the PBS, they both suffer from Limitations 1 and 2.

Limitation 5 (Homomorphic Decomposition) Because of Limitations 1 and 2, it
seems impractical, in an efficient manner, to homomorphically split a message contained
in a single ciphertext into several ciphertexts containing smaller chunks of the original

message (apart from the trivial, but inefficient, binary case).

Limitation 6 (Several LUTs in one PBS) The PBS can evaluate only a single func-
tion per call. Using the [CIM19]-PBS (Algorithm 14), we can evaluate multiple lookup
tables at the same time, but the output will have an additional amount of noise which

depends on the function evaluated.

Limitation 7 (Gate Bootstrapping) TFHE’s gate bootstrapping represents a wvery
easy solution for evaluating homomorphic Boolean circuits. However, this technique re-
quires a PBS for each binary gate, which results in a costly execution. Furthermore, when
we want to apply a similar approach to the arithmetic circuit with larger integers (more
than 1 bit), TFHE does not provide a solution.
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Limitation 8 (Circuit Bootstrap) TFHE’s circuit bootstrapping (Algorithm 11) re-

quires { PBSs followed by many key switches, which is significantly time consuming.

Limitation 9 (GLWE Secret Key Size) There is no fine-grained control over the size
of a GLWE secret key. In a GLWE secret key, there are k- N coefficients with N a power
of two and k an integer greater than one. We cannot choose to use an arbitrary number

of secret key coefficients.

Limitation 10 (Noise Plateau) When encrypting a ciphertext, if we use a noise vari-
ance so small that when we draw random noise from this distribution, the noise is most
of the time set to 0, we take the risk of having ciphertexts without noise. That is why we
enforce a minimal value for the variance of the noise which depends on a given security
level and a given ciphertext modulus q (see Section 3.1 for the details).

So when one increases n (or kN ), they eventually reach a plateau in terms of noise
variance i.e. there is an LWE dimension Npjateau € N such that for any LWE dimension

greater than Npjateau, we still need to take the same noise variance if we want the security
to hold.

In this thesis, we successfully removed the limitations listed above by introducing new

algorithms, new tools and new encodings to make TFHE more practical.

2.4 Encodings

In this section, we introduce several ways to encode a message before encrypting it. Given
a message, we can encode it into one or several values. First, we explain how to encode
a message to be encrypted in a single LWE ciphertext. Then, we show how to encode a

single message into several encoded values using the CRT and the radix encodings.

2.4.1 Modular Arithmetic with a Single LWE ciphertext

In [Chi+20a], the authors extensively explained how to use TFHE with Boolean messages,
and noticed that it also supports small integer messages i.e. messages with at most 10 bits
of precision. In this section, we explain how to generalize the encoding to support small
integers.

Before applying the encryption procedure in Definitions 4 and 5, we need first to

encode the message. The following definition explains how to do that.

76



2.4. Encodings

Definition 13 (GLWE Encode & Decode) Let ¢ € N be a ciphertext modulus, and
let p € N a message modulus, and © € N the number of bits of padding®. We have 2™-p < q
and 27 - p is the plaintext modulus. Let M € R, be a message. We define the encoding of
M as:

M = Encode (M,2" -p,q) = |A- M| € R, (2.28)

with A = 23}) € Q the scaling factor (see a visual example in Figure 2.1).

To decode, we compute the following function:

- M
M = Decode (M, 2" - p, q) = {w € Loy (2.29)
A
In practice M contains a small error term E = YN e; - X' € Q[X]/(XN +1), so we
can rewrite M = A - M + F € Zy. The decoding algorithm fails if and only if there is at
least one i € [0, N — 1] such that |e;] > 2. We can note this probability as

N-1
Pr ( U e > 2) = Pr (Decode (]\7, 27 . p, q) + M) . (2.30)
=0
Byl | - i
[ ENNNRRRNNRRRNNRRRNNR RN RRANn
MSB LSB

Figure 2.1: Plaintext binary representation with p = 8 = 23 (cyan), 7 = 2 (dark blue)
such that 27 - p < ¢, the error e (red). The white part is empty. The MSB are on the left
and the LSB on the right.

The encoding introduced in Definition 13 can be modified in order to include a carry
space on the left of the plaintext space. The core idea is to have enough room in a
ciphertext encrypting an integer message modulo 5 € N to store more than just the
message but also potential carries coming from leveled operations such as addition or
multiplication with a known integer.

To give an example, let us assume that we have two messages mg = 3 and m; = 2.
mgo and m; can be written on 2 bits as mg = 115 and m; = 105. However, the sum of

mo and my can not be written on 2 bits as mg + m; = 1015 = 5. We saw in Theorem 14

3. For simplicity we use a power of 2 for the padding, but this is not a necessary condition.
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that we need the message to be less than  to have the correct output after a PBS. If we
perform several additions, we are at risk of overwriting the padding bit and thus failing
the following PBS. To mitigate this risk, we introduce a carry space, a dedicated space to
absorb the additional bits of information after performing additions and multiplications
(Theorem 1, Theorem 4). Once the carry space is full, we need to bootstrap in order to
encode again the message and clean the carry space to provide for future additions.

In practice, we split the traditional plaintext space into three different parts: the
message subspace storing an integer modulo 5 € Z (we call 3 the base), the carry subspace
containing information overlapping g, and a bit of padding (or more) often needed for
bootstrapping. In this context, we refer to the carry-message modulo as the subspace
including both the message subspace plus the carry subspace, and we note it p € N.

Figure 2.2 shows a visual example.

p e

— : |
RO O T e PP N
MSB 7 LSB

Figure 2.2: Plaintext binary representation with a base § = 4 = 22 (green), a carry
subspace (cyan), a carry-message modulo p = 16 = 2**2 (cyan+green) such that 0 < 3 <
p, the error e (red), and a bit of padding is displayed in the MSB (dark blue). The white
part is empty. So the plaintext modulo is 32 = 2272+, This means that we have 2 bits in
the carry subspace (set to 0 in a fresh ciphertext), that will contain useful data when one
computes leveled operations.

Remark 11 (Boolean Encoding in TFHE) In [Chi+20a/, TFHE is described with
Boolean encoding. With the Boolean encoding, we have f = 2,p = 4 and m = 0 with
m the number of bits of padding as defined in Definition 13.
The functions evaluated are all negacyclic (Remark 8) so we do not need a bit of
padding to quarantee the correctness of the PBS (Theorem 14 and Algorithm 10).
Thanks to the carry bit, we can perform linear combinations between two ciphertexts
before a bootstrap. With linear combinations and bootstraps, we can support every logical

gate with two inputs.

In order to keep track of the worst-case message in a ciphertext —i.e., check if there is

still room to perform more operations — we use a metadata that we call degree of fullness.
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Definition 14 The degree of fullness, that we note deg, of an LWE ciphertext ct encrypt-
ing a message 0 < m < p, is equal to deg(ct) = z% € Q, where p is the known worst
case for m, i.e., the largest integer that m can be, such that 0 < m < p < p. To ensure
correctness, the degree of fullness should always be a quantity included between 0 and 1,

where deg (ct) = 1 means that the carry-message subspace is full in the worst case.

We take advantage of the carry subspace to compute leveled operations and to avoid
bootstrapping. In practice, the carry subspace acts as a buffer to contain the carry in-
formation derived from leveled operations (additions, multiplication by an integer) and
the degree of fullness acts as a measure that indicates when the buffer cannot support
additional operations: once this limit is reached the carry subspace is emptied by boot-
strapping. To be able to perform a leveled operation between two LWE ciphertexts of
that type, they need to have the same base 3, carry-message p and ciphertext modulus

q. We now list the operators one can compute over such encrypted integers:

homomorphic addition between two encrypted integers (Theorem 1);
o multiplication by a small integer constant (Theorem 4);

e homomorphic opposite, requiring a correction term;

e homomorphic subtraction, composed as an opposite and an addition;

homomorphic univariate function evaluation, computed with the PBS algorithm;

homomorphic multivariate function evaluation, computed by using a trick that was

already proposed in [Cle+22]. If the degrees of the ciphertexts allow it, the idea
is to concatenate two messages m; and ms (or more) respectively encrypted in cty
and cty by re-scaling the first one with constant multiplication to gy + 1 (where
o is the worst possible value that can be reached by the msy) and adding it to
cty and finally computing a PBS on the concatenation. Once the two messages are
concatenated in a single ciphertext, the bivariate LUT L can be simply evaluated
as a univariate LUT L’ on the concatenation of m; and my. A visual example is

proposed in Figure 2.3;

e homomorphic multiplication between two ciphertexts, computed by using the mul-
tivariate approach just described, for both the LSB multiplication (i.e. my - mqy

mod /) and the MSB multiplication (i.e. {%J) If instead we want to compute
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the multiplication without any modular reduction, we can use well known techniques
in TFHE literature such as in [Chi+20b] (see Limitation 4);

o homomorphic carry/message extraction, computed through PBS.

2 2 2 2
Inputs:  OJONE I gogiiEm
5 5

B

¥ \
Shift: (MmO .. COCRE .

Addition: @IIIDDV:I-

KS-PBS

\
Result LUT: TN |

Figure 2.3: Example of a bivariate LUT evaluation with shift, key switch (KS) and PBS.

Remark 12 (Noise Growth) Generally with FHE, one has to monitor the noise growth
in order to guarantee the correctness of successive operations (Definition 13). However,
with the concept of carry buffer, we can chose parameters such that the noise is always
under a certain level if the degree of fullness has not reached the maximal value allowed.
When we approach this value for the degree, a bootstrapping operation is performed and

the noise is reduced at the same time. We give more details in Section 7.2.4.

2.4.2 Modular Arithmetic with Several LWE ciphertexts

In the state of the art, several approaches using many ciphertexts to represent a single
message are proposed. We can split these approaches into two main categories: the radix
and the CRT (Chinese Reminder Theorem) representations.

The radix representation consists in decomposing a message into several chunks ac-
cording to a decomposition base. It is very similar to the representation in base 10 we
use in our daily lives, where to represent a large number we use several digits. Then the
idea is to put each digit into a separate ciphertext and to define the new encryption of

the large message as the list of these ciphertexts.
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The CRT approach consists in representing a number x modulo a large integer €2 =
[17 o wi, where the w; moduli are pairwise co-prime, as the list of its residues z; = =z
mod w;. Each residue is then encrypted into a different ciphertext and, as for the radix-
based approach, the new encryption of the large message modulo €2 is the list of these

ciphertexts.

In order to use these two approaches in TFHE, the digits (for the radix-based ap-
proach) and the residues (for the CRT-based approach) need to be quite small (generally
less than 8 bits).

The approach of splitting a message into multiple ciphertexts has already been pro-
posed for binary radix decomposition in FHEW [DM15] and TFHE [Chi+20a], and for
other representations in [BST20], [GBA21], [KO22], [Cle+22] and [LMP21]. However,
none of them takes advantage of carry buffers to make the computations more efficient
between multi-ciphertext encrypted integers by avoiding bootstrapping as much as pos-
sible. In [GBA21] they propose two approaches to evaluate the PBS over these multi-
ciphertexts inputs, namely the tree-based (Algorithm 15) and chained-based approaches
(that we shorten as Tree-PBS and Chained-PBS). The Chained-PBS method is general-

ized in [Cle+22] to any function in exchange for a larger plaintext space.

The idea of using the CRT approach is mentioned in [KS21] but unfortunately no
details are provided. The authors do not change the traditional TFHE encoding to fit
the CRT representation. Later on, we provide detailed algorithms to describe the use of
the CRT in the plaintext space with two different approaches (with or without carry
buffers, along with their respective encoding). Concerning bootstrapping, they describe
how to trivially construct polynomials for the blind rotation, which allows them to only
evaluate a narrow set of functions (every CRT element being mapped to an output CRT

element).

Breaking down a message into several ciphertexts is the first step towards larger pre-
cision messages but this method has some limitations. In particular, the radix approach
does not allow to represent messages with arbitrary moduli. The modulus has to be se-
lected as a product of a certain base (or bases). We will see in Section 7.2.1 how to remove
this constraint. The CRT approach is limited on the maximal number that could be rep-
resented, because there exist a very limited amount of primes or co-prime integers smaller
than 8 bits.

While arithmetic operations can be evaluated quite straightforwardly for these repre-
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sentations, the bootstrapping and generic LUT evaluation is very inefficient, and the only
known technique is the Tree-PBS (Algorithm 15) proposed by [GBA21]. This technique
becomes very inefficient as the number of ciphertexts encrypting a single large message

increases.

Radix-based large integers

The radix-based approach consists in encrypting a large integer modulo Q = [/, 3; as
a list of kK € N LWE ciphertexts. Each of the k ciphertexts is defined according to a pair
(Bi, pi) € N? of parameters, such that 2 < 3; < p; < ¢, which respectively corresponds to
the message subspace and the carry-message subspace involved with the modular arith-

metic, as described in Section 2.4.1. Figure 2.4 gives a visual representation out of a toy

example.
ﬁ Po . .eo. ﬁ D1 . .el. ﬁ D2 . €2
OOORECL -/ [COOESCT -/ OOOSECT- - - 1.
B 5 B
Bo [ %)

ctyg = LWE(mo) cty = LWE(fnl) Cty = LWE(mg)

Figure 2.4: Plaintext representation of a fresh radix-based modular integer of length x = 3
working modulo 2 = (22)3 with msg = mg+my - Bo+ms - Sy - B1. The symbol & represents
the padding bit needed for the PBS. For each block we have m; = Encode (m;, p;, q). For
all 0 <i < k we have 8; =4, p; = 16, K = 3 and Q = 43.

In practice, the restriction for € is that it has to be a product of small bases. Indeed,
TFHE-like schemes do no scale well when one increases the precision, so the best practice

is to keep p; < 28.

Definition 15 (Radix Encoding) 7o encode a message msg € Zq, one needs to de-

compose it into a list of {m;}I—) such that

k=1 i—1
msg = mo + »_ m; - (H @») : (2.31)
i=1 j=0

Then we can independently call the Encode function (Definition 13) on each m;. We
have m; = Encode (m;, 2™ - p;, q) with m the number of bits of padding.

Finally we can encrypt each m; into an LWE ciphertext using Definition 4.

To decode, we simply recompose the integer from the m; values using Equation (2.31).
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To compute operations over radix-based integers, we must be sure that the messages
are encoded and encrypted with the same parameters. The majority of the arithmetic
operations can be computed by using a schoolbook approach (homomorphically mixing
linear operations and PBS) and by keeping the degree of fullness (Definition 14) smaller
than 1 in each block. When carries are full, they need to be propagated to the next block:
this is done by extracting the carry and the message and adding the carry to the next
block.

When it comes to computing a generic LUT over a radix-based modular integer, the
only known approach from the literature is the Tree-PBS from [GBA21], which becomes

more and more inefficient as the number of blocks goes increasing.

CRT-based large integers

The CRT-based approach consists in encrypting a large integer modulo Q = [ f3; as
a list of kK LWE ciphertexts, and we require each pair 3; and (3;.; of bases to be co-
prime. Each of the s ciphertexts is defined according to a pair {f;, pi}o<,., such that
2<Bi<pi<q.

Definition 16 (CRT Encoding) Let q be a ciphertext modulus. In order to encode a

message msg € Zgq, one needs to compute {mi};:Ol such that

V0<i<kKmsg=m; modf; (2.32)

with 2 < f; < p; < q and p; as defined in Definition 13. We have Encodecgr (msg) =
(Mo, -+, Mi_1).-

Then we can independently encode (Definition 13) and encrypt (Definition 4) each m;
into an LWE ciphertext. To decode, we simply need to compute the modular reduction in

base B; and perform a CRT recombination.

With this CRT encoding, we have to empty the carry buffers when they are (almost)
full. Indeed, when using TFHE’s PBS, the bit of padding needs to be preserved. We only
need to call the message extraction algorithm described in Section 2.4.1 when needed.

All the arithmetic operations can be performed independently on the blocks by using
the operators described in Section 2.4.1. Concerning the evaluation of a LUT, the only
known way in the literature to compute it on CRT-based large integers, is the technique
proposed by [KS21], which can be used only when the LUT to evaluate is CRT-friendly.
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A CRT-friendly LUT is a LUT L that can be independently evaluated in each compo-
nent, i.e., L such that Encodecgrr (L (msg)) = (Lo (mg), -+, Lx_1(mx_1)). For generic
LUT evaluations, once again, the only technique known in the literature is the Tree-PBS
by [GBA21].

Native CRT. In TFHE, we can also encode CRT integers by using no padding bit
and no carry buffer (so no degree of fullness either), and by encoding the message m;
as bi . mi] By doing so, additions and scalar multiplications become native and do not
require any PBS, except for noise reduction. To compute additions one can use the LWE
addition on each residue, and to compute a scalar multiplication by «, one can decompose
a with the CRT basis into smaller integers, and compute scalar multiplications with them.
Without the bit of padding, the PBS can be evaluated only with a WoP-PBS algorithm.
However, to evaluate a generic LUT, the problem is still open. We will provide a solution

in the next sections.

PBS with p Not a Power of Two. No details, nor analysis have been provided yet
in the literature about computing a PBS when the plaintext space is not a power of two.
We bring some clarity to this question in this paragraph.

When one wants to compute a traditional PBS evaluating a non-negacyclic function, it
is required to have a bit of padding, which forces the plaintext space to be even. However
the algorithm works the same with an odd p, the only difference lies in the way the
r-redundant LUT is built (Definition 12). This also brings a slight modification in the

evaluation of the error probability when computing such PBS.

Theorem 15 (Non-Power-Of-Two Lookup Table) If we use a non-power-of-two en-
coding, we need to modify the definition of the lookup table. Let L : Z,, — Z,y be the lookup
table we want to evaluate such that x — L[x] = y,. We define the r-redundant lookup

table L represented as a polynomial as:

L =xLesl. <Nf L‘j . yu\”—‘ X) (2.33)

i=0
Proof 15 (Theorem 15) With such a LUT, and p not a power of 2, we end up with
two possible sizes for the mega-cases of the r-redundant LUT: either {%J or [%W For

the correctness study, we will take the worst case scenario, i.e., considering {%J The

encoding function (Definition 13) enables to have messages centered in the mega-cases
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when it comes to PBS, it means that the probability of going into the wrong mega-case
during a PBS in the worst-case scenario is when the error eys is greater in absolute value
than {%J where ems is the error in the PBS after the modulus switch and before the blind
rotation. Thanks to noise formulae, it is easy to estimate the variance of eys. Since it is
close to a Gaussian distribution, we can use a confidence interval to infer the probability

to get into the wrong mega-case. 0

Limitations

The radix and CRT approaches discussed in this section are a first step towards solving
the precision problem in TFHE-like schemes. However, they come with some limitations
that are listed below.

Limitation 11 (Limited Choice of Radix Modulus) The radiz approach is limited
to the modulo € that can be expressed as a product of bases. If the modulus is for instance

a large prime, no solution is known.

Limitation 12 (Limited Choice of CRT base) The CRT approach suffers from the
CRT requirements, i.e., co-prime bases, and the precision limitation we have in practice
with TFHE (Limitation 2). Indeed, there are a limited number of primes between 2 and
128. It means that this approach is good when € is composed of small enough co-prime

factors but for the rest of the possible € we need other solutions.

Limitation 13 (Generic LUT with Radix & CRT Encoding) For both the radiz
and the CRT approach, the only way to evaluate a generic LUT is the Tree-PBS, which

does not scale well with the number of blocks, and so it is still inefficient in practice.

In Sections 6.2 and 7.2, we provide solutions to overcome all these limitations.

2.5 Optimization for FHE

In Section 2.2, we saw that we needed to select some parameters to encrypt ciphertexts.
For instance, we need to pick a GLWE dimension k and a polynomial size N to encrypt a
GLWE ciphertext (Definition 5). In Section 2.3, we introduced some FHE algorithms and
some of them come with additional degrees of freedom that need to be set. For instance

in Algorithm 1, we need a decomposition base B and a level of decomposition ¢. In the
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different theorems, we saw that those parameters influence both the cost of the operation
and the noise growth (see Theorem 6). For lack of an alternative, those parameters are
chosen by hand which makes it hard to guarantee correctness and efficiency.

In [Via+22], the authors distinguished four types of optimization:

Program Transformation it consists in mapping a program to an FHE program follow-
ing some FHE programming rules (for instance, removing every if-then-else branch-
ing). In this step, we can leverage the batching capabilities of the cryptographic

scheme when available.

Circuit Optimization once we have an FHE compatible graph, we can apply several
transformations to it to reduce the number of some FHE operations (for instance,

reducing the multiplicative depth of the circuit).

Cryptographic Optimization it consists in choosing the GLWE (or LWE) instance
that we will use and more generally set every degree of freedom available inside the
FHE circuit.

Target Optimization once we have a fully-parametrized circuit, we can compile it into
machine code, leveraging every feature of the target machine (for instance, using

AVX512 to speed up operations).

In the literature, a few compilers [Dat+20][GKT22] for FHE schemes have been pro-
posed: they mainly optimize the circuit to make it as FHE friendly as possible i.e. they
focus on program transformation and circuit optimization.

We try to solve a different problem by focusing on cryptographic optimization and we
aim to provide a generic approach to automatically select the best parameters according to
a given cost model for an arbitrary graph of FHE operators while guaranteeing correctness
and security. To the best of our knowledge, no one has ever presented a result on the
optimization of parameters for an FHE scheme including a bootstrapping with a flexibility
towards multi-precision plaintexts before our contribution [Ber+23a).

We suggest this paper [VJH21] for more information and for a comparison of all

existing FHE compilers.

2.5.1 TFHE

Cingulata [CDS15] is the first attempt at a compiler for TFHE and was proposed in 2015.

It takes an arithmetic circuit described in C++4 and translates it into a Boolean circuit.
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Then, the Boolean circuit is converted into an FHE circuit composed of gate bootstraps as
described in TFHE [Chi+20a] (we give details on this approach in Section 7.1.1). Cingulata
uses the TFHE library [Chi+16b] to execute the circuit with a hardcoded parameter set.
Therefore, it does not try to find optimal parameters for the circuit at hand.

Another framework called Encrypt-Everything-Everywhere (E3) was introduced in
[Chi+18]. Like Cingulata, it takes C++ code as input and supports TFHE but does
not provide any parameters. The user is responsible for selecting adequate parameters.

In [Gor+21], the authors introduce a transpiler in the same spirit as Cingulata. The
C++ code is translated to a Boolean circuit and various optimization techniques to
simplify it are applied. Once again, the parameters used were the one of the TFHE
library [Chi+4-16b].

Concurrently to the work we did (see Chapter 4), in [Kle22], Klemsa proposes an
approach to automatize the setup of parameters for TFHE with particular attention in
efficiently using resources during the bootstrapping step. Klemsa noticed a link between
the size of the public materials (key switch keys and bootstrap keys) and the running time
of a computation. Using the size of the public keys as a surrogate of the execution time,
he was able to reach good improvements on simple examples. This tool allows to find
parameters for a graph composed of additions (Theorem 1), multiplications by integers
(Theorem 4), one key switch (Theorem 6) and one PBS (Theorem 14).

2.5.2 Other Schemes

The majority of existing FHE optimizers target other homomorphic schemes than TFHE.
Each scheme comes with its own set of constraints and features and those are reflected in
the optimization methods.

Schemes such as BGV, B/FV or HEAAN have the tendency to avoid bootstrapping
in favor of leveled operations (additions, multiplications). This is due to the fact that
these schemes are parametrized with a fixed number of levels, and every multiplication
consumes one of the levels. Once all the levels are consumed, no more multiplications can
be performed and decryption or bootstrapping is required. The bootstrapping in those
schemes is different than what we describe as a bootstrapping in TFHE, it will not reduce
the noise but add more available levels. In this context, there exists a line of work aiming
to reduce the multiplicative depth of the circuit to be homomorphically evaluated [CAS17;
ACS20; Lee+20a] by those schemes. This is not an approach used in TFHE-like schemes,

where the multiplicative depth is not a measure taken into account, since the non-linear
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operations are performed by using a bootstrapping.

Schemes like HEAAN [Che+17] have batching and SIMD capabilities that TFHE does
not have. Informally, it allows to evaluate a circuit on different inputs in one run. Thanks
to that, those schemes can achieve very good amortized execution times. Those features
influence the way the optimization problem is tackled. During the optimization, one of
the goal is to maximize the batching capacity to have an amortized execution as small as
possible. As TFHE does not support these features, this is not a goal during the selection
of the parameters.

The noise management for HEAAN is quite different than the noise management for
TFHE, the former providing approximate results. By definition, HEAAN is not designed
to deal with exact computations: the encoding itself does not allow exact representations
of messages. Furthermore, to evaluate a function with HEAAN, one needs to approximate
it with polynomials. If one can settle for approximate arithmetic, those schemes are very
efficient. TFHE has been built with another objective in mind: doing efficient and exact

arithmetic.

2.5.3 Limitations

To sum up this study of optimization techniques for FHE, we can define the two following

existing limitations.

Limitation 14 (Automatic Parameter Selection) No tools exists that automatically
sets the degrees of freedom needed to perform computations over ciphertexts. A user needs
to manually choose a (G)LWE instance and its associated parameters (GLWE dimension,
polynomial size, LWE dimension). He also needs to choose the degrees of freedom available
in most of the algorithms, for instance the decomposition base B and the maximum level

of the decomposition € in Algorithm 1.

Limitation 15 (Comparing State-of-the-Art FHE Algorithms) In Section 2.3.4,
we introduced alternatives to TFHE’s PBS (Algorithm 10). Those variants have a different
cost and noise trade-off than TFHE’s PBS i.e., for a given set of parameters, the noise of
the output ciphertext will be different than the noise after a PBS. Similarly, for the same
parameters, the cost of computing a PBS or one of its variant will not be the same.

Due to these different noise/cost trade-offs, we cannot easily compare FHE algorithms.
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NOISE METHODOLOGY

As explained in Sections 2.1 and 2.2, a ciphertext contains some randomness called noise
which is needed for security. In particular, the noise distribution must be carefully picked.
In this thesis, we consider the noise distribution to be a discrete centered Gaussian distri-
bution, therefore we only need to express the noise variance to fully characterize the noise

distribution.

Originally, the LWE problem, recalled in Definition 1, was introduced with a contin-
uous Gaussian distribution [Reg05] and later extended to discrete Gaussian distribution.
Sometimes, to simplify the proofs, we use continuous Gaussian distributions instead of dis-
crete Gaussian distributions. This holds as long as the standard deviation of each discrete
Gaussian distribution is greater than the smoothing parameters introduced in [Ducl3,
Definition 3.13].

To choose the variance of the Gaussian distribution, we rely on the lattice estima-
tor [APS15] described in Section 2.1.3. Once we have chosen this noise variance, we still
need to track the noise distribution throughout an FHE computation because when per-
forming computations over ciphertexts, the noises evolve and the value of this noise is

closely linked to the correctness of the computation as explained in Definition 13.

In this chapter, we explain how to build a new tool relying on the lattice estimator
to find the minimal noise variance at encryption time to guarantee a security level A,
given a ciphertext modulus ¢, an LWE dimension n, a noise distribution and a secret
key distribution. Then, we introduce a key concept in FHE that we call a noise model
(Definition 20) that allows to track the noise distribution throughout a computation.
Finally, we explain how to improve the bootstrapping theoretical noise formula by taking

into account the noise introduced by the use of the FF'T within the algorithms.
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3.1 Security Oracle

The security of a GLWE-based scheme depends on the distribution of the secret key
(for example binary, ternary or Gaussian with a variance 0?), the product between the
GLWE dimension and the polynomial size (i.e., n = k- N), the noise distribution, and
the ciphertext modulus (often denoted by ¢q).

To estimate the security level offered by some given parameters one can use the lattice
estimator [APS15] which is the reference tool used to estimate the security of a lattice-
based cryptographic scheme (see Section 2.1.3). This tool aims to help researchers to
quickly find secure parameters by taking into account well-known attacks, e.g., the primal
and dual attacks, the Coded-BKW attacks and the Arora-GB attack on LWE. More
details on the different attacks are given in Section 2.1.

First we will give a code example that uses the lattice estimator to estimate the security
of an LWE instance and explain why it is not suited for our needs. Finally, we will explain

how to build what we call a security oracle (Definition 17) using the lattice estimator.

3.1.1 Motivation

In code example 3.1, we give a simple script calling the lattice estimator to estimate
the security of an LWE instance with the ciphertext modulus ¢ = 25%, binary secret key
coefficients, a centered Gaussian noise distribution y, with standard deviation o = 2718.¢
and with an LWE dimension n = 750. Executing the code example 3.1 outputs the
estimated security of the LWE instance for several attack models. The security level A
is the minimum of those predicted security levels. In the example below, we found that
the given instance has 123 bits of security. The useful part of the output of the lattice

estimator is given in Figure 3.11.

1 from estimator import x*

2 from estimator.lwe_parameters import LWEParameters
3 from estimator.nd import NoiseDistribution, stddevf
4

5 TFHE _new_parameter_set = LWEParameters(

6 n=750,

7 g=2 ** 64,

1. Estimated with the commit cf36315e7718b1e2e3de271b705697943ebaecf4, 9 of May 2023
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8 Xs=NoiseDistribution.UniformMod(2),
9 Xe=NoiseDistribution.DiscreteGaussian(stddev=2 **x (64 - 18))
10 )

11

12 LWE.estimate (TFHE _new_parameter_set, red_cost_model = RC.BDGL16)

Code Example 3.1: Call to the lattice-estimator to estimate the security of a given LWE

instance

bkw :: rop: ~2"207.8,
usvp :: rop: =2°128.5,
bdd 1 rop: ~2M142.3,
| bdd_hybrid :: rop: =2”318.0,
bdd_mitm_hybrid i rop: =2"846.5,
dual ¢4 ropt =2%131.8.
dual_hybrid :: rop: =27123.2,

Figure 3.1: Output of code example 3.1

As said above, this tool is crafted to find the security level of a given LWE instance.
Later, we will want to automatically find secure cryptographic parameters and, to do so,
we need a slightly different tool. Instead of defining an LWE instance and checking its
security, we want to choose a security level, partially define an instance and use the tool to
set the remaining degrees of freedom such that the LWE instance has at least the targeted
security level. More formally, assuming a secret key distribution (binary, for example) and
a noise distribution (Gaussian, for example), the lattice-estimator provides a function f
such that

fi(gn,0%) = A

2 a variance of the Gaussian

with ¢, a ciphertext modulus, n, an LWE dimension, o
noise distribution at encryption time and A, the security level for an LWE instance with
(n,0?,q). For our purpose, we need a function g that takes the ciphertext modulus ¢, the
LWE dimension n and the security level A\ and outputs the minimal variance o2 of the
Gaussian noise distribution at encryption time required for the LWE instance to have at

least a security level A. Formally, we want g such that
g: (g, n, ) — o
We can find the right function g for different secret key and noise distributions. In the
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following, those functions are called security oracles.

Definition 17 (Security Oracle) Given a ciphertext modulus q, the product n = k- N,

a level of security \, a noise distribution and a secret key distribution, the security oracle

outputs the minimal noise variance o2, needed in GLWE encryption for it to be secure
with the required level of security A. More formally, for a given noise distribution x. and
a secret key distribution x,, we define the function XX such that

min

YXeXe s (g, k- NyA) = Omin
When the noise distribution is a Gaussian distribution and the secret key distribution is

a binary distribution, we simply note this function Ymi,.

When instantiating a new LWE (or GLWE) instance, we can use those security oracles
to find the minimal variance needed at encryption time for a given ciphertext modulus
g and LWE dimension n (respectively GLWE dimension k& and polynomial size N) to

guarantee the security.

Remark 13 (Relationship between the LWE Dimension and the Noise Variance)
As a general rule of thumb, to keep the same security level when increasing the product
k - N, we can decrease the minimal noise needed inside a ciphertext. Following this
intuition, with a fived ciphertext modulus q and a fized security level X\, the function

h(n) = Xmin (¢, m, A) should be a decreasing function.

In the subsections below, we will explain how to build a security oracle using the

lattice-estimator. An open-source implementation of this method is available online?.

3.1.2 Method

The easiest way to build X, would be to reverse the way the lattice-estimator estimates
the security of an LWE instance and find an analytic formula linking the ciphertext
modulus, the LWE dimension and the minimal variance of the noise. The issue is that
the output of the lattice-estimator is the result of non-trivial optimizations and there is

no existing analytical formulae linking those parameters.

2. https://github.com/zama-ai/concrete/tree/main/tools/parameter-curves, commit
3a884f5 made on the eighth of August 2023
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By doing a reasonable amount of queries to the lattice-estimator, we can create our
own analytical formulae to approximate the relationship between the LWE dimension,

the ciphertext modulus and the minimal noise variance at encryption time.

Acquisitions

Let A be a target security level, ¢ a ciphertext modulus, y. a noise distribution and y, a
secret key distribution.

First, we define a set of standard deviations we want to consider. In our work, we took
all the powers of two smaller than the ciphertext modulus ¢ i.e. ¢ € {2!,22, ...  2lloe(@]}
For each of these standard deviations o, we are looking for the smallest LWE dimension
n such that f(q,n,o?) > A\

To do so, we initialize a guess value for the LWE dimension and call the lattice-
estimator to estimate the security. If the security is below the target security level, we
increase the LWE dimension and start again. On the contrary, if the security is above the
target security level, we decrease a bit the LWE dimension. The algorithm stops when
the estimated security level is close enough to the requested .

We can repeat this process for different noise distributions, different secret key distri-

butions and different security levels.

Remark 14 (Choosing the Guess Value) If we have an outdated noise oracle and
we want to correct it with the latest state-of-the-art attacks, we can still use it to find a
guess value. On the contrary, if this is the first time building a noise oracle, we can pick
the guess value at random or take an LWE dimension found previously for a greater or

smaller standard deviation or for a different security level.

In the code example 3.1, we found that the LWE instance is 123 bits secure. To find
parameters for 128 bits of security, we increase the LWE dimension, for instance n <— n+8
and re-run the estimation. With this new dimension, we reach 124.5 bits of security, which
is still not enough. We can continue the algorithm until we eventually reach n = 780 which

gives A = 128.2 bits of security.

Fitting

Once we have lots of tuples (n,q, \,0?), we do some data visualization to find the form
of the security oracle formula we were looking for. We plot the LWE dimension n on the

x-axis and Xnin(q, n, A) on the y-axis. Looking at the curves, we find the following formula:
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Smin(q, m, ) = 2797 FP (3.1)

with o and S two real numbers that need to be set. The formula correctly models
the security oracle with one notable exception: when the noise is so small that it can no
longer be represented as an integer. In fact, if the noise is small enough, the security level
drops rapidly to zero as a very small noise variance would lead to noise-less ciphertexts
which is not secure at all. To mitigate this risk, we will later enforce the minimal standard
deviation to be at least omi, = %. Therefore, we do not need to do the acquisitions of
tuples (n,q, \,0%) where 0 < omin (or we can remove them before doing the fitting). We
choose to enforce the noise standard deviation to be greater than o, to be above the limit
used by other schemes. In [GHS12], the authors use a standard deviation of % following

the analysis from [MRO09a]. By setting omin = %, we have 32

< Omin Which guarantees
that our LWE or GLWE instances will at least be as secure as the ones chosen by other
schemes.

We can then perform a least square polynomial fitting using NumPy [Har+20] to find
the best (a,3). Formally, given a list of acquisitions {(n;,q, \,0?)}ie; with I a list of

indexes, we solve the following minimization problem:

2
L B%) = i g—ani+B _ , 3.2

(a”,5%) @il 2 ( o) (3.2)

Once we find the best («, 5), we are almost done. The final formula for ¥.,;,(q, n, A)
needs to take into account the remark above about very small noises. It gives the following

formula
Ymin(q, 1, ) = max (2_‘””“6 - q, 22> (3.3)

with o and 8 defined as in Equation (3.2). We provide in Table 3.1 the best («, f3)
values for A € {80,112,128,192}, ¢ = 254, binary secret key coefficients and Gaussian
noise distribution. The fitting was done using the lattice estimator on the commit made
on January 5, 20233,

Remark 15 In the process above, we stop when finding an LWE dimension n such that
f(q,n,0?%) > X\ In practice, we may want to add a safety margin X\ + Ay to prevent

current parameters from being outdated too soon. During the course of this work, the

3. https://github.com/malb/lattice-estimator/tree/f9f4b3c69d5be6df2c16243e8b1£aa80703£020c

94


https://github.com/malb/lattice-estimator/tree/f9f4b3c69d5be6df2c16243e8b1faa80703f020c 

3.2. Noise Model

LA : | E

80 || 0.04045822621883835 | 1.7183812000404686
112 || 0.029881371645803536 | 2.6539316216894946
128 || 0.026599462343105267 | 2.981543184145991
192 || 0.018894148763647572 | 4.2700349965659115

Table 3.1: Best values of (a,3) for A = 128, ¢ = 2%, binary secret key coefficient and
Gaussian noise distribution

security oracles were built at least three times to take into account updates of the lattice

estimator.

Verification

Once we have a security oracle fully determined thanks to the method explained above,
we can run several tests to make sure that our security oracle is sound. The most straight-
forward test is to compare the variances predicted by the security oracles with the ac-
quisitions obtained previously. Finally, we can define a list of standard deviations and
LWE dimensions and compare the security oracle predictions against those of the lattice
estimator. Those verifications can be launched manually or automatically triggered each

time a commit is pushed on the lattice estimator repository.

Remark 16 (Noise Plateau (Limitation 10)) In Limitation 10, we introduced the
concept of a noise plateau. Using Equation (3.1) and Table 3.1, we find npjateas = 2443 for
128 bits of security and q = 2%4.

3.2 Noise Model

In the FHE world, a small randomness called noise is embedded inside the ciphertexts to
guarantee security as we saw in Section 3.1. We also saw in Definition 13 that in order to
correctly decode an encoded message M, we should guarantee the noise to be less than
% where A is the scaling factor. If this inequality is not verified, the decoding algorithm
fails and we are not able to recover the message. The issue is that the exact value of this
noise must remain a secret to prevent an attacker from removing it from the ciphertext.
If an attacker is able to do that repeatedly, the secret key can be recovered using linear

algebra techniques.
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On the contrary, the distribution of the noise can be publicly known without impacting
the security which is why, instead of tracking the exact value of the noise, we track
the distribution of this noise. To check that the noise is below the threshold, from the
distribution, we can build a confidence interval and be sure that up to a given probability
the noise will lie in it.

During the encryption, we use the security oracle introduced in Definition 17 to select
the noise distribution. Knowing this distribution, we can easily built a confidence interval.
In real use-cases, between encryption and decryption, we perform some operations, for
instance additions, multiplications, LUT evaluations and so on. Almost all operations
performed on a ciphertext will increase its noise. Therefore, to check that the correctness
inequality is verified, we must be able to track the impact of any operation on the noise
distribution.

First, we explain what a noise formula (Definition 19) and a noise model (Definition 20)
are. Informally, a noise formula is associated with an FHE operator (Definition 18) and
models the evolution of the output noise variance using the input noise variance(s) and
some cryptographic parameters. Finally, we refine the concept of noise bound (Defini-
tion 21) which is an upper bound for the noise variance that guarantees the correctness
of the computation. We give some concrete formula to compute the noise bound in the

special case of the Gaussian noise distribution (Theorem 16).

3.2.1 FHE Operator & Noise Model

First, we formalize what an FHE operator is.

Definition 18 (FHE & Plain operator) An FHE operator O is an implementation of
an FHE algorithm, on a given piece of hardware, taking as input some cipherterts and
potentially some plaintexts and returning one or more ciphertexts.

A plain operator is a function mapping one or several integers into an output list of
one or more integers.

Any FHE operator is associated with a plain operator and the FHE operator must com-

pute the same operation as its associated plain operator under some (noise) constraints.

As an example, the key switch is an FHE operator taking as input one ciphertext
encrypted with a key 57 and outputs a ciphertext encrypted with a different key s5. The
plain Operator associated with the Keyswitch is the identity function. The PBS, the
Sample Extract or the CMUX are other examples of FHE Operators.
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Definition 19 (Noise Formula) An FHE operator is associated with a noise formula
which models the noise evolution between its input and output ciphertexts. A noise formula
for a given homomorphic operator takes as input the variances of the input ciphertexts
noise distributions, some cryptographic parameters involved in the computation, as well as

the plaintext values used in the operator and outputs the variance of the output ciphertexts.

The encryption operator has a special noise formula that we call security oracle (Defi-
nition 17). Most of the time, the noise formula of an FHE Operator depends on the LWE
(or GLWE) instance i.e., on the LWE dimension n (respectively on the GLWE dimension
k and the polynomial size N). It can also depend on other parameters that are specific
to this operator. For example, in the key switch (Algorithm 1), the noise also depends on

the decomposition parameters 5 and /.

Definition 20 (Noise Model) A noise model is a collection of noise formulae associ-
ated with their FHE operators (Definition 18). The noise formulae inside a noise model
can be freely combined to estimate the noise of sequences of FHE operators. In particular,
those formulae take the input noise variances and some parameters and estimate the out-
put noise variances. The formulae of a noise model heavily depend on the hypothesis made
during the proofs. For instance, in some cases it can be sound to assume independence
between some random variables as long as the dependency is negligeable (if it exists at all).
A Noise model can be a distribution-based model or a bound-based model. A distribution-
based model contains formulae giving the exact (or a good-enough approximation) of the
noise distribution whereas a bound-based model gives upper and lower bounds on the noise

value.

Remark 17 (Average and Worst Case) In the literature, the distribution-based

model is often called average case and the bound-based model worst case.

Using the noise model, we can define confidence intervals for the noise i.e., intervals
where noise values lie with a given probability. When we are working with a bound-based
noise model, building a confidence interval with a probability of 1 is easy since we know
explicit bounds on the noise, we can just take the interval defined by those bounds. Now,
if we want to work with a distribution-based noise model, we need to carefully build the

confidence interval and for that, we introduce the noise bound (Definition 21).

Remark 18 (Hamming Weight and Bound-based Model) For efficiency, we want

to have confidence intervals as tight as possible. In fact, the smaller the confidence interval

97



Chapter 3 — Noise Methodology

18, the smaller some parameters will be. With a bound-based noise model, we must assume
the worst case (in terms of noise) for the secret key coefficients i.e., assuming that every
coefficient is a one. In order to tighten the confidence interval, we can fix the Hamming
weight of the secret key. If we were to enforce half of the coefficients to be zeros and the
other half to be ones, the confidence interval predicted by a bound noise model would be
tighter than the ones without fixing the Hamming weight as we would know exactly the

number of zeros and ones.

3.2.2 Noise Bound

Thanks to a noise model (Definition 20), we can track the noise distributions throughout
a computation. To guarantee correctness, we saw in Definition 13 that we need to enforce
the noise to be smaller than % with A the scaling factor. As we only have access to the
noise variances, we need to transform this inequality between the actual noise values and

the scaling factor in an inequality between a noise variance and the scaling factor.

Definition 21 (Noise Bound) Let CT € GLWEg (M) a GLWE ciphertext of an en-
coding M of M with a message modulus p and m padding bits. Let the noise inside CT
have a standard deviation o and mean zero. The noise bound t,(m,p) for a given failure

probability « is the largest integer satisfying:

o <ty (m p) :>Pr(Decode(]\7,2"-p,q> %M) <a

In Definition 21, the noise bound depends on the number of bits of padding m and on
the precision p but it can also depend on other values, for instance it could depend on the
degree of fullness (Definition 14) later defined in this thesis.

Remark 19 (Centered Noise Distribution) Definition 21 assumes that the cipher-
text has a centered moise distribution. It must be noticed that having a centered noise
distribution helps to keep the variance as tight as possible all along the computation. For
instance, during the proofs, we must estimate the variance of product of independent ran-
dom wvariables. Let us take X,Y; and Y, three random wvariables, with X following an
arbitrary distribution with 0 mean, Yy following a Gaussian distribution N (1, 0?) and Ys
following a Gaussian distribution N (0,0%) with u € R\ {0} and 0* € RT. Let i € {1,2}

and let us assume that X andY; are independent. We have
Var (X -Y;) = Var (X) - Var (V;) + Var (X) - E (Y;)* 4 Var (Y;) W
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AsE(Y1)? > 0=E (Y2)* , we have Var (X - Y;) > Var (X - Yy) which proves our point.
Sometimes, we face non-centered noise distribution due to the algorithms themselves.
In this case, we can subtract the mean of the noise distribution to the ciphertext to center

the distribution back to zero.

It must also be noticed that everything described in this thesis could be easily adapted

to non-centered distributions.

In Definition 21, we gave a generic definition of the noise bound. In practice, with
TFHE, the noise is almost always following a Gaussian distribution or can be approxi-
mated by a Gaussian distribution. The theorem below gives the formula to compute the

noise bound for a Gaussian noise distribution.

Definition 22 (Standard Score) Let A <> N(0,0%) (centered normal distribution),
let pei be a failure probability and let erf be the error function erf (z) — %foz et dt.
We define the standard score z* for pei as 2*(pai) = V2 - erf ! (1 — prait) and we have:
Pr(A &] — z*0, z*0]) < prai-

Let t € R, we have z*(pgai) -0 <t = Pr(A €| —t,t])) < prail

Theorem 16 (Gaussian Noise & Noise Bound) Let CT a GLWE ciphertext that
contains a noise polynomial E = ij\;_oleiXi € Ry such that V.0 < i < N —1,¢ ~
N (0,0%). We have an explicit formula for the noise bound t,(m, p) = ﬁ with k = z* (Prail) s
the standard score (Definition 22) for pay =1— ¥/1—a i.e.,

o <ty= Pr(Decode(M,Tr'p,q) #M) <«
When the input ciphertext is an LWE ciphertext i.e., N = 1, we have pgyy = 1 —

Vi—a=a.

Proof 16 (Theorem 16) Let E,t, and pgy as defined in Theorem 16. Let us assume
o < to. Immediately using Definition 22 and Equation 2.30, we have Pr (|ei\ > %) <
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prait = 1 — /1 — «. Thus

— N-1 A
o (pscote (11,27 #.) = e (U e = 2)
=0

N-1 A
—1-P <=
(nei<3)

N

A
=1-]]Pr (ye,-| < 2) by indep. of {e:}iep.n]

i=1

ifion 23

1

<1—(1—pa)™ =a

O

Remark 20 (Arbitrary Noise Distribution & Noise Bound) With TFHE, most
of the time, the output distribution of an FHE Operator is a Gaussian distribution (or
can be approximated by it). If we were to manipulate arbitrary distribution, we could still
build confidence intervals but they can not be always as tight as the one we built assum-
ing Gaussian distribution. For instance, we can use Chebyshev’s inequality: for a random

variable E of variance 0 and 0 mean, for k € R* we have Pr(|E| > k-0) < ,32.

To conclude, using the noise bound (Definition 21), we can guarantee a correct de-
coding up to a given probability using only the distribution of the noise which can be
publicly estimated. The tightness of the noise model (Definition 20) is crucial to build

tight confidence intervals.

3.3 FFT-related Noise

To guarantee the correctness of a computation, we rely on a tight noise model (Defini-
tion 20) and on the noise bound (Definition 21). For this to work, we need the noise
formulae to reflect exactly the behavior of the noise throughout the computation. In the-
ory, we could settle for looser formulae, as long as the bounds (in the case of a bound noise
model) or the variances of the distributions (in the case of a distribution noise model)
are conservative. We cannot settle for optimistic formulae i.e., formulae that give a lower

bound on the noise as this could impact the correctness.
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One major example of mismatch between theoretical formulae and experimental obser-
vations is the case of the external product (Algorithm 7) which is one of the main building
blocks of the PBS (Algorithm 10). During an external product, we need to perform poly-
nomial multiplications and additions in R,. If we were using a schoolbook multiplication
method, the cost of these operations would be in O (N?) with N the polynomial size.
We could also use the Karatsuba algorithm which has a cost in O (N bg?(?’)). Instead, the
external product is implemented using a Fast Fourier Transform (FFT) which allows to
compute a polynomial multiplication in O (N log, N). The use of the FFT in the PBS is
one of the reasons that makes it the fastest known bootstrapping algorithm. However, the
speed of the FFT comes with some drawbacks: the noise formula of the external product
does not match real-life experiments because of the noise introduced by the FFT. We
identified three issues with the way the FFT is used.

In this section, we explain the issues with the FFT in the context of the TFHE
bootstrapping and explain how to build an experimental corrective formula to correctly

model the noise growth inside a PBS.

3.3.1 Issues with the FFT

First, by definition, floating-point arithmetic is approximate. During the FFT computa-
tion, we accumulate some errors due to the fact that we are limited by machine precision to
represent the twiddle factors? and intermediate values throughout the Fourier transform.
It must be noted that the order of the operations performed during the FFT influences
the error because we loose associativity and distributivity between additions and multi-
plications when composing floating-point operations.

Then, when casting the coefficients of a GLWE ciphertext with ¢ = 26 (represented by
64-bits unsigned integers) to floating-point numbers float64 (or double-precision floating-
point), a modulus switching of sorts happens. As a matter of fact, a float64 is composed of
53 bits for the mantissa, 1 bit for the sign and 11 bits for the exponent [20]. When casting
an integer on 64 bits as a floating point number, under the hood, a rounding happens and
discards the 11 least significant bits of the input integer. This loss of information can be
represented by an error added to the ciphertext. This error is very similar to the noise
added by a modulus switch.

Finally, once we have operands in the Fourier domain, we perform the modular multi-

4. A twiddle factor is a constant coefficient that is multiplied to the data during an FFT.
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plications and several modular additions. All these operations happen in the FFT domain,
so we cannot perform the reduction modulo ¢ needed to discard the useless MSB and keep
the LSB. In fact, the opposite happens, due to the floating-point arithmetic, the MSB will
be kept and we will loose the LSB. When we leave the FFT domain, we will discard those
MSB but the LSB are lost. This loss of information can be seen as a new, deterministic
error added to the ciphertext.

A thorough analysis of the FFT and of the computations happening in the Fourier
domain could give us a corrective formula to patch the external product formula and
make it match the experiments. In our work, we decided to use experiments to come up
with a corrective formula which would guide us in our theoretical analysis. The theoretical

analysis is still an ongoing subject and will not be discussed here.

3.3.2 Experimental Noise Formula

The first step to build this corrective formula is to estimate the noise after an external
product on a wide range of parameters. For instance, we can choose the GLWE dimension k
in [1, 6], the polynomial size in {2%,29 .. 217} the maximum level of the decomposition
¢ in [1,64] and the logarithm of the decomposition base in [1,64]. We can define the
Cartesian product of each of those sets and called it P. At this stage, we can choose to
work on the full set P or on a random subset of it. We set the encryption variance for the
input GLWE ciphertext and for the GGSW ciphertext using the noise oracle introduced
in Definition 17.

For every set of parameters in P, we compute a given number of external products and
compute the experimental variance. For some parameters, we do not need to compute the
experiments. If the theoretical variance is greater or equal to the variance of an uniform
distribution, we can remove this set of parameters from P as this set of parameters will
never be used. The parameters, number of samples, theoretical and experimental variances
are stored in a text file to be exploited later.

Once we have everything, we apply almost the same process as during the building
of the noise oracles (Section 3.1). Basically, we do some data visualizations to have an
intuition on the formula which gives us the following formula where w is a value that must
be found:

FftError (k, N, 3,0) =2 - £- % - N?. (k+1)

Then, we apply a least square fitting to find the best w. We find that the best value
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is w ~ 19.4. Intuitively, the noise added by the FFT should be scaled in the same way
as the noise introduced by the casting from 64-bit unsigned integers (with ¢ = 2%4) to
64-bit floating-point numbers. As the number of bits for the mantissa in the floating point
representation is 53, we expect the variance of the noise to be scaled around 2- (64 —53) =
22. With w = 19.4 = 22 — 2.6, we conclude that the intuition is close to the reality.

Remark 21 (Implementation) We used the Concrete Framework® written in Rust to
perform the noise acquisitions and we used Python to do the fitting and find the best w.
Notice that the formula is only valid for this FFT implementation.

We can add some margins by rounding up w. Using the corrective formula, we can
verify with experiments that the predicted noise is now at least as big as the experimental
noise. Now that we have a noise model that matches the experiments, we can safely use

our noise model to find correct parameters. This will be the whole topic of Chapter 4.

5. https://github.com/zama-ai/concrete
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CHAPTER 4

OPTIMIZATION FOR FHE

We introduced in Chapter 3 the definition of an FHE operator which is an implementation
of an FHE algorithm on a given piece of hardware (Definition 18). We also gave the
definition of a noise formula, a formula associated with an FHE operator that takes as
input the cryptographic parameters and the input noise distribution and predicts the noise
distributions of the output ciphertexts (Definition 19). A collection of noise formulae
is called a noise model (Definition 20) and is used to track the noise throughout an
FHE computation. The variance of the noise in a ciphertext must not exceed the noise
bound (Definition 21 and Theorem 16), a threshold that guarantees the correctness of a

computation up to a given failure probability.

Most of the time, there is a trade-off between the time needed to perform an FHE
operation and the amount of noise in a ciphertext: the larger the parameters are, the
slower the execution is and the smaller the noise variance is. Finding the sweet spot where
we have an execution as fast as possible while still guaranteeing a noise variance below
the noise bound is tricky. In this chapter, we introduce the blueprint for an optimizer
framework that automatizes the search for cryptographic parameters according to this
trade-off.

First, we formalize the optimization problem as a minimization under constraints
problem, introduce some key concepts and the guarantees we want to have during the
parameter selection. Then, we explain how to simplify this problem in order to efficiently
solve it. To do so, we introduce the concept of atomic pattern types (Definition 28).
Using all this, we explain how to truly compare FHE operators that compute the same
plain operator (Definition 18). This comparison method will be used in the next chapters
to prove the interest of the new algorithms introduced in this thesis. Finally, we give
additional applications using our optimizer framework. For instance, we introduce an
efficient way to deal with several evaluation keys (bootstrapping keys, key switching keys)

and to insert PBS evaluation inside sequences of leveled operations.
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4.1 Optimization Problem

To compute over ciphertexts, one needs to select cryptographic parameters. If the compu-
tation involves LWE ciphertexts, we need to set the LWE dimension n and when we use
GLWE ciphertexts we need to set their polynomial size N and their GLWE dimension
k. In this thesis, those parameters are called macro-parameters. In addition, some FHE
operators (Definition 18) come with degrees of freedom that one also needs to set. As
an example, to perform a key switch and to generate the key switching key, we need to
choose a base B and a level £. Those parameters are called micro-parameters, because
they are only used locally, inside an FHE operator.

Micro and macro parameters have an impact on the cost and on the noise added during
the evaluation of an FHE operator, so they need to be carefully picked. In practice, one
needs to find parameters not only for one FHE operator (see definition later on), but for
a graph of FHE operators. We focus on a special case of graph, a directed acyclic graph
(DAG). A vector containing values for both the micro and macro parameters needed for
a given DAG is called a parameter set. The more degrees of freedom in a DAG there are,
the larger the parameter set is and the harder the parameter search is. The question we

answer in this chapter is:

For a given graph of FHE operators, how to find parameters such that the evaluation is

the fastest while preserving both correctness and security?

To answer this question, first, we introduce the concept of a cost model (Definition 23),
we use it to estimate the total cost of a graph of FHE operators (Definition 24). The cost
model serves as a surrogate of the execution time using algorithmic complexities. Then, we
detail the guarantees of our optimization framework: security, correctness and efficiency.
Finally, we introduce some key concepts to build our framework, for instance the noise
feasible set (Definition 26) and formalize the optimization problem as a minimization

problem under constraints (Equation (4.1)).

4.1.1 Cost Model

One of our main goals is to find parameters that would lead to an efficient FHE computa-
tion. To do so, one needs to compare different parameter sets in terms of execution time
and select the best one. This requires a way to predict the execution time according to

a given parameter set. A trivial way would be to benchmark the execution of the circuit
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with every possible set of parameters in order to rank them. While this method would
give us an exact metric to compare parameter sets, it would be very costly as there are
lots of parameters to consider, especially if the circuit is large. Another downside is that
the estimated cost would heavily depend on the machine on which we made the exper-
iments. If we were working with another machine, we would need to run again all the
benchmarks. Even on the same machine, benchmarks are precise up to a certain point,
due to the inherent variability of any computation and the values we would obtain would
be good estimates but not perfect ones.

Luckily, we have a more efficient method to rank parameter sets according to their
cost. Instead of using the execution time as a metric, we can build a surrogate of the
execution time that will give us the possibility to rapidly rank parameter sets on any
machine. In this context, a surrogate is an approximation of the real metric we want to
study but is simpler to evaluate and good enough to yield satisfying results. We call this
surrogate a Cost Model.

Definition 23 (Cost Model) An FHE operator (Definition 18) is associated with one
or several cost formulae. A cost formula is a surrogate for the metric one wants to mini-
mize, it could be an approximation of the execution time, the power consumption, or the
price (of running the FHE operator in an on-demand cloud computing platform). The

cost model is the collection of cost formulae for a given metric. A cost function is noted
Cost (+).

For all the experiments and benchmarks in this thesis, we will consider a cost model
that approximates the execution time on a single thread machine using the algorithmic
complexities of each FHE operator (Definition 18). As some FHE operators have a negli-
gible cost compared to other operators, sometimes we assume they are free. It is the case
of the sample extract (Theorem 9) in a PBS (Theorem 14).

It means that we count the number of additions, multiplications, cast operations be-
tween integer types, and the asymptotic cost of the FFT in each algorithm and use those
as a surrogate of the execution time. For instance, the operation 3, M, - CT;, where
M, € R, are polynomials and CT; = (A;, B;) € i)fig are RLWE ciphertexts, will have a
cost of:

3 a Nlog(N)+ 2a i +(a—1) N+ 2 Nlog(N)

to FFT domain complex X complex + to standard domain

In the first term, we have 3a forward FFT (« polynomials and @ RLWE ciphertexts
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composed of two polynomials) and the asymptotic cost of the FFT is N log,(N) which
gives a cost of 3aN log,(/N). Once all polynomials are in the Fourier domain, we need to
perform 2ae/N multiplications and («—1) N additions. Finally, we perform a backward FFT
on the RLWE ciphertext. With this cost model, we assume the cost of a multiplication
between complex numbers and integers to be the same than the cost of an addition between
integers and between complex numbers. While this hypothesis is false, in practice, it is

close enough to provide efficient parameter sets.

4.1.2 Guarantees

As explained in the introduction of this chapter, we want to create a tool that automati-
cally finds the best trade-off between the cost and the noise of an FHE DAG to overcome
Limitations 14 and 15.

Our framework takes as input a graph of FHE operators, a level of security and a

correctness probability, and outputs a parameter set that will guarantee:
1. the desired level of security,
2. the desired correctness probability,
3. the smallest cost possible.

The first guarantee is easy to reach using the security oracle introduced in Defini-
tion 17. We can build it using the lattice estimator [APS15] as explained in Section 3.1.
To reach the required security level for a given LWE dimension (or GLWE dimension
and polynomial size), a given key distribution and a given ciphertext modulus, one can
always increase the amount of noise at encryption time (or evaluation and public key
generation). Using this, one does not need to find the best encryption noise, one can
simply look for the best LWE dimension (or GLWE dimension and polynomial size) and
take the minimal encryption noise given by the security oracle. In the end, one is sure to

provide enough security as the noise is chosen with respect to other ciphertext parameters.

To guarantee the correctness of a computation (guarantee 2), one needs to rely on
the noise model (Definition 19) of each FHE operator in the graph. We explained in
Definition 13 and in Section 3.2 that the noise inside a ciphertext must remain below
some threshold in order to ensure correct decoding. If the noise grows too much, the

message will be tampered by the noise and the decryption algorithm will not yield the
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correct result. In order to guarantee the correctness, one needs to track the noise at each
step of the computation using the noise model (Definition 20) and choose parameters in

a way that the noise remains small enough.

The last guarantee is to have a cost as small as possible. For that, one needs to use
the cost model introduced in Definition 23 and select the parameters that minimize this
cost among the ones that satisfy guarantees 1 and 2. Naturally, the more realistic the cost

model is, the better the parameters will be in practice.

4.1.3 Foundations of the Optimization Framework

We start by explaining the core ideas to ensure the three aforementioned guarantees.

As said above, one needs to choose the macro-parameters among a set of possible
values. For example, the polynomial size N is often chosen as a power of 2. One wants
to narrow it down to a finite set, and a practical yet wide enough space for TFHE could
be Py = {28,29, ... 21T} and we call it the search space of N. In the same manner, the
LWE dimension n could be selected in P, = [256,2048] and the GLWE dimension in
Pr = [1, 6]. To reduce the size of P, we can consider a subset of it, for instance, we could
use P, = {i € [256,2048] | ¢ mod 4 = 0}.

In the definition Definition 24, we introduce the concept of FHE DAG. A directed
acyclic graph (DAG) is a directed graph with no cycles.

Definition 24 (FHE DAG) Let G = (V,L) be a DAG of FHE operators (Defini-
tion 18). We define V.= {O;},.,.,, as the set of vertices, each of them being an FHE
operator. We define L as the setioj? edges, each of them associated with the message mod-
ulus p € N of the encrypted message i.e. L C {{x,y,p}|(z,y) € V% p € N}. When there
is no possible confusion regarding L, we will simply write G = V. We note Cost (G, x) the

cost of running the FHE graph G with the parameter set x.

For a given FHE DAG @G, one also needs to set the micro parameters. For ex-
ample, the decomposition base B for a KS or a PBS can be selected in Py
{B; | B; = 2',Vi € [1,]logy(¢q)|]} and the level of the decomposition ¢ in P, =
[1, [logy(q)|]- As (B,¢) are used to do a radix decomposition of each integer com-
posing the input ciphertext as explained in Section 2.3.2, we have in practice that

0 - log, (B) < log,(q) so we will consider (8,¢) as one unique variable in Py, =
{(%B,0) | £-1og, (B) < log,(q),V (logy (B) , £) € [1, [logy(q)]]?}-
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In the end, one needs to choose a set of parameters in the Cartesian product of the
search spaces of all the micro and macro parameters of a graph G. This space is noted Pg

and is called the search space of G.

Definition 25 (Search Space) Let G be an FHE DAG with its associated micro and
macro parameters {x;},.; and a set of indexes I. Each parameter x; must be picked in a
dedicated search space P;.

The search space of G is defined as the cartesian product of these search spaces i.e.,

Ps = [ P.
iel
In the rest of the paper, this set is simply called P when there is no ambiguity on the
graph.

Every ciphertext involved during the evaluation of an FHE DAG must have a noise
variance smaller than its associated noise bound (Definition 21) in order to guarantee the
correctness of the computation. With these constraints, we define the noise feasible set,
a subset of the search space P where every set of parameters will guarantee a correct

computation.

Definition 26 (Noise Feasible Set) Let G be an FHE DAG such that G = (V, L) with
L =A(,pi)}icp . and let a € [0,1] be a failure probability. Let {o; : P — R}, .,
be the standard deviation of the noise in the ciphertexts transiting on every edge of
G. Let {ta (pi)}1<iciy) be the moise bounds associated to each precision. For every edge
i, we must have o;(x) < to(pi). This defines a subset of the search space P: S; =
{z € Ploi(x) < to(pi)}. The intersection of all those sets is the noise feasible set S: the

set of parameter sets that will lead to a correct computation. We have:
S=(18 ={z € PIVie [L|L],0i(z) < ta (p:)}
iel

By choosing a set of parameters that is in the noise feasible set, we are sure to sat-
isfy the correctness (Guarantee 2). In this noise feasible set, we want to find the set of

parameters minimizing the cost of the FHE DAG. Formally, we want:

arg min Cost (G, x) s.t. z € S(G) (4.1)

zeP
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The problem of finding efficient and correct FHE parameters is then a minimization
problem under constraints. We can naturally use optimization techniques to solve it. The
issue is that the complexity of the problem is dependent on the size of the FHE DAG
which can rapidly become unrealistic for large DAGs. In the next section, we introduce

several non trivial simplifications before even starting the optimization.

Remark 22 (Other Feasible Sets) As we defined a feasible set for the noise, we can
also define other feasible sets for other constraints. For instance, we could define a feasible
set to limit the size of the evaluation keys (key switching keys, bootstrapping keys, ...),
to limit the size of the required bandwidth (size of the ciphertexts) or even to add some

constraints between parameters.

Remark 23 (MINLP Optimization) [t is far from being simple to solve the optimiza-
tion problem described in Equation (4.1). In practice, the noise variances are represented
by real values because their domain of definition is too big to be represented with integers
(when q > 2%) and the cost is represented by an integer. The cost formulae we use are
quite simple but the noise formulae are not and are highly non-linear. This means that
the optimization problem is a mixed-integer non-linear problem and it cannot be solved
with an analytical approach as it is NP-hard [KM78].

Remark 24 (Multi-Objective Optimization) We described the optimization problem
where we want to minimize one metric, the cost, under security and correctness con-
straints. We could want to add another metric, for instance the size of the public material
and do a multi-objective optimization to extract interesting trade-off between the cost and
the size of the public material. The user can then chose the trade-off that best suits their

needs.

4.2 Solving the FHE-to-TFHE Translation Problem

In this section, we explain how to solve the optimization problem introduced in Equa-
tion (4.1). We introduce a way to re-write the graph with higher level building blocks (see
Definition 28) that we can compare before beginning the optimization (Definition 29).
This helps decreasing the complexity of the resolution. Then, we study the feasible set
of a simple graph composed of a dot product (Theorem 5), a key switch (Theorem 6)
and a PBS (Theorem 14) and explain in detail how to further simplify the optimization
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by removing decomposition parameters (28, ¢) that are always part of sub-optimal solu-
tions. Next, we introduce the full-fledge optimization problem, taking as input a plain
DAG (Definition 31), doing the translation to the FHE world and outputting a fully
parametrized FHE DAG. Finally, we explain how to extend the concept of failure proba-
bility to a whole graph, in order to guarantee the correctness of a computation not at an

FHE operator level but at the level of the whole graph.

4.2.1 Graph Transformations

To simplify the optimization problem, we present an analysis that can be applied on any
FHE DAG. The idea is to subdivide it into subgraphs with the constraint that to compute
the noise distribution of a ciphertext in one of these subgraphs, we do not need to know
the noise distribution of a ciphertext in another subgraph. The starting point is to note
that there are some FHE operators that output ciphertexts with a noise independent of
the input noise for some well-chosen parameters and with some success probability. This

motivates us to distinguish those FHE operators from the rest:

Definition 27 (FHE Operator Categories) We divide the FHE operators (Defini-

tion 18) into two categories regarding their respective noise formulae:

1. an operator which outputs a noise independent of the input noise with a given prob-

ability, such as the PBS in our context;

2. an operator which adds some noise to the input noise, such as a KS or a dot product;

Using this distinction, for any FHE DAG, we can identify subgraphs that are inde-
pendent from others. Now that we have several independent subgraphs, we want to find
a way to compare them together. To do so, we define the notion of atomic pattern types
to regroup subgraphs of FHE operators called atomic patterns that we know how to com-
pare. For instance, two atomic patterns of the same type can represent the same subgraph

but with different message moduli p or different numbers of inputs.

Definition 28 (Atomic Pattern Type) An Atomic Pattern (AP) type AU corre-
sponds to a subgraph of FHE operators that outputs one or several ciphertexts with a
noise independent of the input noise.

An Atomic Pattern A is a particular instance of an AP type AY). When an AP A € AV

is instantiated with a parameter set x, we write A (x). From A (z), one can estimate its
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total cost using a cost model and one can also estimate the amount of noise at any edge
of its FHE subgraph. From these noise distributions, we can estimate the probability of

correctly computing the atomic pattern with the parameter set x.

Once we have identified the atomic pattern types in a graph G = (V, E'), we can build
an FHE DAG G’ = (V', E') such that each FHE operator in V' is an atomic pattern
ie, V' = {Ai(')}ieﬂuvlm. This new graph is equivalent to the input graph and now we
can express the feasible set of G’ with the feasible sets of each atomic patterns. Formally,
we have S (G) = Niep, v S (Ai (+)). We leverage the fact that we can compare the noise
between atomic patterns of the same type to efficiently find the atomic patterns that have
the smallest feasible sets. We will describe this procedure for a noise feasible set, but this
can be extended to another kind of feasible set, for instance, the evaluation key sizes.

As we can compare two AP of the same type even without a given set of parameters,

we can introduce the notion of domination between AP.

Definition 29 (AP Domination) Let G be an FHE DAG. Let A and A’ be two atomic
patterns of G. The AP A dominates the AP A" if any x € P(G) satisfying the noise
constraints of A also satisfies the constraints of A'. More formally, we have S (A) C S (A")
i.e., S(A)NS (A") =S (A). A’ is said to be dominated by A.

For all AP types in a graph G, for all APs of the same type, we can simply keep
the ones that are not dominated by any other AP. Indeed, we can discard the APs that
are dominated because their constraints will be satisfied if the constraints of one of their
dominant AP is satisfied.

With TFHE, we mainly use three FHE operators: the homomorphic dot product (DP),
the key switch and the programmable bootstrapping. The key switch is generally com-
puted before the PBS (as in [CJP21]). Naturally, we define our first concrete atomic
pattern type ACIP2D with these three FHE operators.

Definition 30 (ACIP2) Atomic Pattern Type) We define a first atomic pattern type
ACIP2) a5 subgraph composed of a dot product (DP, Theorem 5), followed by a key
switch (Algorithm 1 and Theorem 6) and a final PBS (Algorithm 10 and Theorem 14).
This subgraph is illustrated in Figure 4.1.

In the dot product, we assume every input to be the output of a bootstrapping. In
Theorem 5, we saw that the 2-norm v and the input variance are sufficient to compute

the output noise of a dot product if every input ciphertext has the same Gaussian noise
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cty

;> DP |—| KS [—| PBS |—

Figure 4.1: A©P21) atomic pattern type, composed of a dot product (DP), a key switch
(KS) and a programmable bootstrap (PBS)

CJP21)

distribution. Hence, an atomic pattern Ay of type Al is entirely characterized by two

values: the 2-norm v and its noise bound t. We will denote it by Ay = A (v,t). When the

atomic pattern Ay is instantiated with a parameter set x, we write Ay(z) = A (v, t) ().

Remark 25 (Freshly Encrypted Input in DP) [In Definition 30, we do not consider
the fact that some of those inputs could be freshly-encrypted ciphertexts and not output of

a bootstrap. Everything we describe below can be easily modified to take that into account.

Remark 26 (Cost of ACIP2)Y Ty simplify the problem, we assume the cost of the dot
product to be negligible compared to the other FHE operators. Here, we assume the cost

of an atomic pattern A to be the sum of the cost of every FHE operator inside it, i.e., the
cost of a PBS and the cost of a KS.

4.2.2 Pre-Optimization

It is easy to compare the noise in atomic patterns of type ACP2) using the following

property which is a special case of Definition 29.

Theorem 17 (AP Domination) Let’s consider Ay, Ay two APs of a type APV that
includes a homomorphic DP, vi,vy two 2-norms such that v1 < vy and ti,ty two noise
bounds where ty < t;. We have Ay = A(vy,t1) and Ay = A(va, t).

Then, we have:

S (Ao, ta)) C S (A(vy,t1))

i.€.,

S (A2, 1)) (S (A(n1, 1)) = S (A1, t2))
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Ay is said to be dominated by A,.

Proof 17 (Theorem 17) A; and Ay share the same type. Let x* € S (A(wa,ts)), we
have

v305R(77) + kg (27) + ohys(27) < 8

with ogr, 0Ks and oyrs the standard deviations after the blind rotate, the key switch and

the modulus switch. Immediately, we have

Nopp(r”) + ogs(27) + 0hyg(27) < 150pR(2") + ojes(27) + onys(2”) <15 < 8
So, v* € S (A(v,t1)).
U

CIP21) we can apply Theo-

Given a graph G = {4;},., of atomic patterns of type Al
rem 17 to simplify the construction of S (G). In fact, we do not need to build each S (4;)
as some of them are included in others. From our input graph G, we construct a new
graph Gpareto = Pareto (G) = {Aj},.,  containing only non-dominated atomic patterns
using the same theorem (Pareto comes from Pareto front, a well known concept in opti-
mization). It follows that Gpareto contains at most as many atomic patterns as there are
different noise bounds in the graph.

An interesting property of Gpareto is that S(G) = S (Gpareto) i-€., if one solves the
optimization problem (Equation (4.1)) using S (Gpareto) instead of S (G), we will get the
same optimal solution. This is interesting because to compute S (G) = N;c; S (A4;) we need
to build |/| search spaces and with Gpareto, We only need to build |pareto| search spaces and
most of the time |I| > |Ipareto]-

CJP21) (and in most of

Another useful observation is that in an atomic pattern of type A!
the atomic pattern types defined in this manuscript), the noise is strictly increasing until
the end of the modulus switching step in the final PBS. As the noise bound is assumed
to be constant inside one atomic pattern, we do not need to check that the noise satisfies
the noise bound t after the dot product or after the key switching, we only need to do it
after the modulus switch. If we note ows 1, the standard deviation of the noise after the
modulus switching in an atomic pattern A;, we have S (A4;) = {z € Plomsa (x) < t}.

As we assume the cost of a dot product to be negligible, the cost of an atomic pattern
of type AP can be computed from the cost of the key switch (Theorem 6) and of

the bootstrap (Theorem 14). As those costs only depend on the cryptographic set of
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parameters and not on (v, t), it means that the cost of an atomic pattern of type ACIP21)

is the same for any (v,t).
For a graph G = {4;},.,,
the search space P and we know that for any (i,5) € I? Cost (A;,x) = Cost (A;, ), so

we have Cost (G,x) = > ;c; Cost (A;, z) for x a solution in

instead of minimizing the cost of running the total graph G, we can settle for minimizing

the cost of one atomic pattern of type ACIP21),

To sum up, for a given graph G, instead of solving equation 4.1, we can build a new
graph Gpareto as described above and solve the following problem which will give us the

same value but will be easier to compute.

arg min Cost (-, z) s.t. * € S (Gpareto) (4.2)

z€P

The above problem is greatly simplified but still depends on the input graph G =
{A (v5,t:) },c;- When we first tried to apply our optimization framework on real-life use
cases, we implemented a prototype in Python. The resolution was taking too much time
(around half an hour), so we looked for ways to pre-compute parameter sets that work
for a wide range of applications. Given a graph G, we will be able to immediately select
the best set of parameters in those pre-computed sets. In the following, we explain how
to efficiently pre-compute good parameter sets.

A simple way to do that is to introduce another special graph G, that we call the
worst-case atomic pattern. It is defined as Guorst = {A (max;es v, min;es t;)}. This graph
is reduced to only one atomic pattern that may or may not be present in the input graph
G. Using Theorem 17, we know that S (Guorst) C S (G). So if we solve equation 4.2 on
Guworst; we end up with a feasible solution for G. Using this new graph, we are able to
pre-compute sets of cryptographic parameters for different values of (v,t). Given a graph
G, we will select the set of parameters for the worst case atomic pattern Gyorst of G.

Above, we found a feasible solution and intuitively, this solution is close to the optimal

one. To have bounds on the optimality of the solution for a graph G = {4;} we can

i€l
use another particular graph Gpes: defined as Gpes = {A(v*,t*)} with t* = mine;¢; and
v* = max {y;|A (v;,t*) C G} i.e., a graph composed of the atomic pattern of the graph G
that has the smallest noise bound and the highest 2-norm for this noise bound. If the worst-
case atomic pattern is the same as the best-case atomic pattern, the method described
above yields an optimal solution as S (Gpareto) = S (Gworst) = S (Gbest)- If they are different,

we can deduce a bound of optimality: as Gest C G, we know that S (G) C S (Gpest). Solving
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equation 4.2 for Gpes; gives us a lower bound on the cost of the optimal solution of equation

4.2 for G and solving equation 4.2 for Gyt gives us an upper bound.

4.2.3 CJP Atomic Pattern: Further Simplifications

Let us look more closely at the feasible set of type ACIP2D).

Study of the Feasible Set

For this experiment, we use the following ranges for each micro and macro parameters.
The polynomial size N is taken in Py = {2%,2° ... 27}, The LWE dimension n is
selected in P, = [512,1024] and the GLWE dimension in Py = [1,6]. The logarithm of
the decomposition base log,(8) and the maximum level of decomposition ¢ are defined
in [1,64].

For an atomic pattern A of type AC/P2Y)  the search space P (G) has an approximate
size of 239. Now, let us consider the decomposition parameters as a couple as described
above i.e., with (logy(B),¢) € {(logy(B),¢) € [1,64]?|logy(B) - £ < logy(q)} with g = 264,
the ciphertext modulus. With this additional constraint, the search space is smaller, with

an approximate size of 23°.

We conducted an experiment for two simple graphs G; = {A(p1,1v1)} and Gy =
{A(p2, o)} with p; = 21 py = 2% and v; = 1 = 28. For every parameter set in P (G)
(respectively P (Gs)), we test if it is in the feasible set S (Gy) (respectively S (Gy)). Then,
for every set of parameters that is feasible, we estimate the cost of the graph using our
cost model (Definition 23). We display the results in Figure 4.2.

As we can see, for G,, thanks to the optimizer, we find parameters that give a cost 16
times smaller than the average cost for every feasible parameter sets and 8 times faster
than the median cost. The feasible set S (G2) represents approximately % of P(Gy) i.e.,
0.2% of P (Gz). For G;, we find parameters that give a cost 256 times smaller than the
average cost for every feasible parameter sets and 64 times faster than the median cost.
The feasible set S (G1) represents approximately £ of P (G1) i.e., 12.5% of P (Gy).

This study justifies the interest of having an FHE Optimizer. The larger the precision
is, the harder it is to find feasible parameters. The smaller the precision is, the greater

the gain is between an average solution and the optimal one.
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Histogram for CJP with p=1 and log-norm2=8 Histogram for CJP with p=8 and log-norm2=8
0.35 4
0167 |Best: 225 Best: 231
o1 Median: 23* Median: 234
: Mean: 233 0309 | Mean: 235
Worst: 237 Worst: 237
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(a) Feasible set of Gy = {A(p1,11)} (b) Feasible set of Go = {A(p2,12)}

Figure 4.2: Study of the feasible set of G; = {A(p1, 1)} and Gy = {A(ps, 1)} with p; = 21,
p2 = 2% and v; = vy, = 2% and pgy &~ 271 The cost (in log,) is displayed on the x-axis.

Pareto Front

To further reduce the size of the search space, we can remove some pairs (8, /) from the

search space.

Let’s study the special case of the key switch. Note that everything explained here
is adaptable to the PBS. Looking at the noise formula (Definition 19) of the key switch,
we learn that the key switch adds a term of noise to the input ciphertext. This new
error term does not depend on the input noise but it depends on various parameters: the
macro-parameters and the decomposition parameters. Informally, we only want to keep

the decomposition parameters that satisfy a different cost and noise trade-off.

More formally, for every set of macro-parameters (k, N,n) and for every level, we iter-
ate over the decomposition base and compute the noise and the cost of the key switch. If
the decomposition micro-parameters (B, £) yield a noise smaller than the noises computed
previously but has a greater cost, we can keep the pair as it satisfies a different noise-cost
trade-off. If the decomposition parameters (8, ¢) yield a cost smaller than the costs com-
puted previously but has a bigger noise, in the same way, we can also keep the pair. After
repeating this procedure for every possible macro parameter, we have a list of decomposi-
tion parameters each of them satisfying a different trade-off. There are 278 possible pairs
in {(logy(B), £) € [1,64)% logy(B) - £ < logy(q)} with ¢ = 64 and approximately 50 pairs
are left after this filtering.
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Branch and Bound

To solve the optimization problem introduced in Equation (4.1), we can use a branch
and bound algorithm. One can see the branch and bound as a smart exhaustive search.
To make it work, we need to define noise and cost oracles. Given a subset of a search
space, the noise oracle estimates the probability of finding a feasible solution in this set.
It cannot guarantee that there is a feasible solution but it can guarantee that there is no
feasible solution. In this scenario, there is no need to iterate over the parameter sets in
this space as none of them will be feasible. The noise oracle is useful to quickly prune part
of the search space. In practice, the noise oracle computes a lower bound on the noise for
every parameters in the set at hand and compares this lower bound with the noise bound
(Definition 21). If the lower bound of the noise does not meet the constraint, we are sure

that there are no feasible solution in this set.

In the same way, we can build a cost oracle that takes as input a subset of the search
space and computes a lower bound on the cost. If this lower bound is greater than the
cost of previously found solutions, we can remove this set from the search as it would

yield sub-optimal solutions.

Thanks to those two oracles, we divide the search space in smaller spaces at each step,
apply the oracles on each of them and discard the ones that only contain sub-optimal or

non-feasible parameter sets.

Concretely, building the cost oracle is easy as the cost formulae are increasing functions
of all their parameters. We can then easily compute a minimum of the cost of a set by
taking the minimal values of each variable and applying the cost formula. It is trickier to
build efficient noise oracles as the formulae are non-monotonic. We build naive oracles by

using the following property with f and ¢ two positive functions:
. > mi .
min (f(z) +g(x)) > min f(z) + min g(z)
and
. . S . ' .
min f(z) - g(z) > (gﬁg f (56)) (gel]g; g(ﬂ?))
A prototype of branch-and-bound following the blueprint explained in this section has

been developed in Python.
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4.2.4 Full-fledge problem

In Definition 24, we introduced the notion of FHE DAG. Such structure is filled with nodes
symbolizing FHE operators or subgraphs of FHE operators. In real-life applications, one
owns a graph of computations and wants to deploy an FHE scheme to compute the same
graph but over encrypted data. It means that the problem we eventually address is way
more complicated than what we previously explained in Section 4.1. Instead of taking a
graph of FHE operators, we take as input a crypto-free graph and find simultaneously,
the best FHE DAG and its associated cryptographic parameters which guarantee that it
behaves as the input DAG but over encrypted inputs. The following definition formalizes

this notion.

Definition 31 (Plain DAG) Let G = (V, E) be a DAG of plain operators (Defini-
tion 18). We define V. = {@i}1<i<a as the set of wvertices, each of them being a plain
operator that can be additions, subtractions, multiplications, LUT evaluation, etc. We de-
fine E as the set of edges, each of them associated with a given message modulus as well
as a label which is either private or public. Private means that the associated message
should be encrypted and public means that the associated message can be publicly known.
When the set of edges, denoted by E, is not relevant, we will represent the graph simply
by its set of vertices, using the notation G = V. This implies that in such contexts, the
graph G is understood solely through its vertices.

We note Seue (G) the set of all possible FHE graphs computing the same functionality
than the plain DAG G.

Our optimization framework takes as input a plain DAG G, a level of security, and a
correctness probability. It outputs an FHE DAG G as well as a parameter set x for G.
Remember that most of the FHE operators in G introduce some cryptographic parameters,
for instance a local polynomial size N € N or a local base B € N. It implies that the total
number of possible parameter sets is exponentially huge and we want x to be the best
of them all. Also remember that for a same plain operator, for instance a homomorphic
multiplication, there are several possible strategies to translate it into an FHE subgraph.
In this example, we could use the leveled multiplication that will be introduced later
(Algorithm 22) or two PBS as in [Chi+20b] (see Limitation 4). Those different ways to
translate a plain operator into an FHE one make the problem more complex as the size of

SFHE (G) depends on the list of known translation rules between plain and FHE operators.
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The output of our optimization framework is an FHE DAG G and its associated
parameter set x and must fulfill Guaranties 1 (security), 2 (correctness), 3 (efficiency) in

addition to a last one:
4. the FHE DAG computes the plain functionality described in the plain DAG.

The full-fledge problem we want to solve is the following:

G € Srue (?)

4.3
x€S(G) 4

(é, :?) = argmin g ,Cost (G, z) s.t.

To build Sgne (?), we use simple translation rules between plain operators and FHE
operators (Definition 18). To compute a lookup table or a function, we can use a KS
and a PBS from [Chi+20a] if the precision of the message is between 1 and 8 bits or the
WoP-PBS described later in Algorithm 30 for larger precisions. A complete comparison
on the efficiency of the different algorithms to perform a LUT evaluation is available in
Section 4.3 and in Section 6.2. A multiplication between ciphertexts can be replaced by
one of the methods previously introduced. A DP can be replaced by the same DP working
over ciphertexts. We will explain in 4.4.1 how to do a better transformation by optimally

inserting PBS in the DP.

4.2.5 Failure Probability: From the AP to the Entire Graph

In the previous section, all failure probabilities were associated with one single FHE
operator (at least those where there is effectively a risk such as a PBS). We want to
extend our framework to work directly with the failure probability of the entire graph.
Observe that it is easy to have an upper bound on the graph failure probability given
individual AP failure probabilities. Let G = {4;},.; be an FHE DAG and let’s assume,

without loss of generality, that G has an unique output ct (mey) and that inside each

il

atomic pattern there is only one place where the noise is at its highest. For every ¢ € I,
let ct (m;) be the ciphertext for which the noise is the highest in A;. Then, the failure
probability for the whole graph is bounded by:

peait (G) = Pr (Decode (ct (1gut)) # Mouw) < 1= [T (1 = paia,) (4.4)
i€l
with prail (A;) = Pr(Decode (ct (m;)) # m;), Vi € I. By applying the domination con-

cept presented in Theorem 17, when an atomic pattern A; is dominated by an atomic
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pattern Ay, we can find a relationship between pgi (A1) and pey (As).

We start by exposing a simpler case where two APs are compared, before generalizing
the method to a whole graph. Let a be the failure probability that we want to guarantee for
every atomic pattern, and let k = z* («) be its associated standard score. Let (v, 15) € R?
s.t. 11 < 1o, and let (p1,p2) be two precisions s.t. p; < po, which means that ¢; =
ST = % >ty = srmarry = ?—j. Let Ay = A(v,t1) and Ay = A (v, ty) be two
atomic patterns of type ACIP21),

As vy < vy and t; > tg, Ay is dominated by Ay (Theorem 17). It means that if we
22 we know that with high probability |e;| < &L where e; = N (0,0%)

(respectively ey <= N (0,03)) is the maximal noise in A; (respectively Ay).

have |es] <

Following Definition 21, we know that oo < t; = Pr (|€2| > % = /{-t2> < a. It
follows that, if this inequality is verified, we will also have Pr (|el| > %) = prail (A1) < «
(Theorem 17).

At this point, we look for an estimation of the failure probability pri (A1) as a function

CJP21)

of pri (A2). The noise inside an atomic pattern of type Al is maximal after the

modulus switching. With our noise model we have that:
Vi€ I,07 = 0gg- VP + Ops + O

With o9 <ty and o < t;, we have:

2 2 2 2 2 2
o] Sty — (v, — 1)) ogr <1

With the previous inequality, we have found a noise bound tighter than before and we

can compute its associated standard score k.
Let us assume that there exists a real number D € R* such that, for every possible
set of parameters z, o3 () > D, i.e., D = min, o (x). Using the previous inequality,

we have:
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and so we have:

N

K1 = A21 : (D (W —vd) + (?}j) ) : (4.5)

Using Definition 22, we have pgi (A1) < 1 —erf (%) To find an adequate D, one can

iterate over every possible set of parameters z and find the minimal value for ogg (). In

Ay

particular, if 11 = vy, we have k1 > A

‘K.

Using the relationship above, we have a simple algorithm to find parameters that
Let pri (G) be the

failure probability we want to guarantee for the whole graph, and let d,; be its associated

satisfy a given failure probability for a whole graph G = {A;},.,.

tolerance. The algorithm will output a failure probability pr; (A) that can be used as

—~——

described in the sections above and we are sure to achieve a failure probability pr (G)
such that p;:(g) — Prait ()| < Oair-

First, we build Gpareto = {Ai},c; < Pareto(G), as defined in Section 4.2.2. Then, we
set Pfait (Adominant) — 1 — (1 — Drail (g))ﬁl At this stage, we can apply what is described
above to find the probability of failure of the dominated atomic patterns i.e., compute

Vi € I NI, prait (Adominated ;). Then, using equation 4.4, we can compute

—~—

Drail (g) ~1-— (1 — Prail (Adominant))u/‘ : H (1 — Prail (Adominated,i))

SIAv Y

—_——

If ’pfail (G) — prail (Q)‘ > Ofil, we need to decrease or increase Prail (Adominant) and to

repeat the rest of the algorithm until we meet the condition.

4.3 Comparison of FHE Operators

The atomic pattern types give us a powerful tool to compare several variants of the
bootstrap existing in the FHE literature and more generally, to compare different ways
to perform the same plain operation. As different bootstrapping techniques have different
cost-noise trade-offs, it is hard to compare them. Indeed, it is not possible to analytically
compare the cost and the noise formulae of different bootstraps as they do not share any
common ground (number, types and values of parameters).

In practice, we want to execute arithmetic circuits with a lot of leveled operations

(addition, multiplication by an integer) and lookup table evaluations. We can see an
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arithmetic circuit as a graph of atomic patterns. Most of those atomic patterns will have
input ciphertexts coming from other atomic patterns and not freshly encrypted cipher-
texts. The naive way to compare different bootstrapping techniques is to define a set of
those circuits and find which variant is the best one to efficiently compute them in FHE.
As there is too many circuits to test, this technique is not realistic. In practice, we want
to define a few simple circuits and compare the different techniques on those.

Following the observation above, we define an atomic pattern type for each bootstrap-
ping technique such that each atomic pattern type performs the same plain operations.
Then, for each atomic pattern type, we define simple graphs only composed of one atomic
pattern. To simulate the fact that the atomic pattern is part of a bigger graph composed
of chains of atomic patterns, we add the constraint that the input noise of each atomic
pattern is defined as the output noise of the atomic pattern. With this trick, we can truly
compare the cost of different atomic patterns that can perform the same plain operations
and decide which technique is faster.

In this section, we compare different ways to perform lookup table evaluations and we
study the optimal place of the key switch in an atomic pattern. Other comparisons using

the optimization framework will be detailed throughout this thesis.

4.3.1 LUT Evaluation for Different Precisions

In Section 2.3, we recalled the tree-PBS introduced in [GBA21]. In Section 2.4, we ex-
plained that this algorithm was the only known solution to apply arbitrary functions on
messages encoded with a radix or a CRT encoding. Let us see how this algorithm scales
with the precision of the message. To compare it against the PBS, we need to define

another atomic pattern type AGBA2L),

Definition 32 (A(GBA21) Atomic Pattern Type) We define a second atomic pattern
type AGBA2) 45 q subgraph composed of a dot product (Theorem 5), a key switch (Theo-
rem 6) and the tree-PBS (Algorithm 15) introduced in [GBA21]. As in Definition 30, we
assume that every input of the dot product are ciphertexts with independent noises. An

GBA21)

atomic pattern AP of type Al is entirely characterized by two values: the 2-norm v

and its noise bound t.

To compare the PBS of [Chi+20a] in A/P2D and the tree-PBS in AGBA2D  we solve

Equation (4.2) for the two types of atomic patterns on for 4 distinct 2-norms and for
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message modulus in {2!,--- 2?4} and finally plot the results in Figure 4.3. The padding

bit is not included in the message precision.
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Figure 4.3: Comparison of the cost of AP type AF21) and AP of type AGBAZD with 2
and 3 blocks.

In this experiment, we choose P (N) = {2',--- 218} the search space of the polyno-
mial size N. We set ¢ = 2% and we used a probability of failure pey ~ 272> and one bit

of padding (i.e. m = 1).

Remark 27 (Noise Bound) For A%V the noise bound (Definition 21) is defined as
_ q
t(p,1) = 21+ Lp-2* (ppait) *
For AGBA2Y) the noise bound needs to be computed differently because this AP with
2 blocks (respectively 3 blocks) involves ny (respectively ns) PBS, all sources of potential
failures.
i—1

—1
— — + 1, with ¢ the number of blocks

=1 -1

GBA2L) " the noise bound needs to be

To guarantee a global failure probability for one Al
computed from the number n; of PBS. We start by computing the failure probability needed

for one PBS defined as p; =1— (1 — pfa”)"%' and from it we can finally compute the noise
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bound for each PBS t(p,1) = ———L——~. A generalization of this approach is explained

21+1.p. 2% (p;)
in Section 4.2.5.

The first takeaway is that TFHE’s bootstrapping (in atomic pattern ACP2) blue/e
curve) can only handle messages up to 11 bits of precision. By using these parameters sets,
the cost of this atomic pattern with regards to the precision is an exponential function
in two parts. For precisions above 4 to 5 bits (padding bit not included), adding a bit
of precision more than doubles the cost, indeed the polynomial size doubles for every
additional bit of precision. TFHE PBS does not scale well with the precision, to maximize

efficiency, it should not be used when the messages have more than 5 bits of precision.

For A(GBA2D) e used on the first layer the multi-value PBS (Algorithm 14) introduced
in [CIM19] and we used PBS over encrypted lookup tables [Chi+20a] on the other layers.
The tree-PBS of [GBA21] takes as input a vector of ciphertexts each containing part of
the message as explained in Section 2.4. The red/+ curve (respectively green/V¥ curve)
represents the cost to compute a tree-PBS over 2 ciphertexts (respectively 3 ciphertexts)
each one containing a chunk of the message. Using this, we can reach precisions that
are not feasible with the bootstrapping from [Chi+20a]. Above 11 bits, we cannot find
parameters that will guarantee the correctness of AC'P2D) Regarding the tree-PBS with
2 blocks, it becomes interesting in terms of cost with 6 bits of precision or more, and offers
parameters up to 16 bits of precision. For higher precisions, no feasible solution could be
found. The tree-PBS with 3 blocks provides a way to go above that and we found solutions
for precisions up to 21 bits. It is more efficient than the other two starting at 10 bits of
precision. It is important to notice that even if solutions exist, computing A(GBA2)
message of 21 bits costs more than 22° times the cost of the [Chi+20a] PBS over Boolean

over

messages.

To conclude this comparison, [Chi+20a|’s bootstrapping used as in [CJP21] (i.e., with
a KS before and not after) is the best way to apply a function over messages of small
precision (1 to 5 bits). For precision above 11 bits, we have to use the tree-PBS in [GBA21].
But as we can see in the figures, we need an algorithm more efficient than [GBA21] when
it becomes too expensive, i.e., above 9 bits, especially if one wants to build efficient
operations over larger homomorphic integers with TFHE and still being able to compute
LUTSs on them. We introduce a new more efficient algorithm to perform LUT evaluations

over large integers in Section 6.2 using Algorithm 30.
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4.3.2 Keyswitch Position in an Atomic Pattern

In some contexts it is possible to analytically compare two AP types before beginning
the optimization, i.e., for all suitable sets of parameters, one of the AP types is always
better than the other. For instance, in the gate bootstrapping described in [Chi+20a],
an unlimited number of sequences of PBS, KS and DP is described. However one can
analytically prove that it is always best to have the KS right before the PBS. We introduce

a new atomic pattern type A(CGGI20),

Ct1 S KS

DP |—| PBS |—

N
A

ct, —| s

Figure 4.4: ACGG20) atomic pattern type, composed of a layer of key switches (KS), a
dot product (DP) and a programmable bootstrap (PBS)

Definition 33 (ACGG120) Atomic Pattern Type) We define a third atomic pattern
type ACCCR0) a5 g subgraph composed of a layer of key switches (Theorem 6), a dot
product (Theorem 5) and a PBS (Theorem 14). This subgraph is illustrated in Figure 4.4.

As in Definitions 30 and 32, we assume that the inputs of the dot product are cipher-
texts with independent noises. We can describe an atomic pattern of type ALCCER0) by the
pair (v,t) with v, the 2-norm and t the noise bound (Definition 21).

The following theorem formalizes the comparison between an atomic pattern of type

ACIP21) and an atomic pattern of type A(CGGI20),

Theorem 18 (Relation Between ACIP2Y and ACGG20) We consider two 2-norms
Vi,V € RT such that v1 < vy, two noise bounds ti,ty € N such that ty < t; and two AP:
Ay € AP2Y gnd Ay € ACCERY) We have S (Ay (va,15)) C€ S (A; (11, 1)),

Proof 18 (Theorem 18) Let’s start with the observation that AC/P?) and ACCGR0)

share the same search space P because they are built with the same operators. For a
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parameter set x € P, the mazimum noise variance in an AP of type APV js o2 | (x) =
o2 (x) V2 +0ks (7) + 0¥ (x) where aits () is the noise added by the KS and oys (x) is the

n

noise added by the MS. Similarly, the mazimum noise variance in an AP of type A(CFC20)
is Ogu (¥) = (0, () + 0ks (7)) - v + oys ().

We consider T € S (Ay (v2,t2)), so we have 03,5 (%) = (07, () + s () - ¥ and
0o (T) < t5. The simplest non-trivial DP possible is when we only have one input
ciphertext multiplied by 1, so we have 1 < v. Since variances are positive and 1 < v < vy,
we have:

1215 > 0 (T) = 03, (T) - 13 + 0 () - v3 + oy (7)
> o7, (T) - v3 + ois () + aiys (T)
> 07, (T) - 1} + 0 () + os (T) = 0oy (7)
So we have t; > 02, (%), meaning that T € S (A; (11,t1)), so S(Az(va,t2)) C
S (A1 (1, t1)). O

cty

L]

> DP |—| PBS |—

ct,

Figure 4.5: AKSfee) atomic pattern type, composed of a dot product (DP) and a pro-
grammable bootstrap (PBS)

The same result can be found by solving Equation (4.1) for atomic pattern types
ACIP2D) and ACGGI20)  The curves are shown on Figure 4.6 for precisions up to 11 bits
and for four different 2-norm v. In this figure, we also added the comparison with A KS-free)
the atomic pattern type composed of a DP and a bootstrapping from [Chi+20a] (without
any key switch as illustrated in Figure 4.5). The cost of an atomic pattern of type AKS-free)
is plotted as the green/¥ curve. The blue/e curve represents the cost of A2 and the
red/+ curve is the cost of A(CGGI20),

As we can see, the smallest cost is the one of AC'P2Y which confirms what we found
theoretically by comparing AF21) and A(CSG120) in Theorem 18. We also notice that for

precisions larger than 8 bits, there are no feasible parameters for ACSG120) This is due to
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the fact that the noise of the key switch is amplified by the DP in A(CGE20) whereas it is

A(CIP2D) On the contrary, for very small precisions, ACP2) and ACGG20) are very

not in
similar in terms of efficiency. The difference increases as soon as we increase the 2-norm
factor v. It means that for Boolean TFHE (gate bootstrapping described in [Chi420a]),
having the key switch after the bootstrap does not worsen the cost by much, but it is not
the case for larger precisions. This figure also illustrates the usefulness of the key switching
as AESfree) g always the worst atomic pattern type in terms of cost. Furthermore, for
AKS-free) 16 golution is found for precisions larger than 7 bits. To conclude, one always

wants to compute the KS right before the PBS as in AP of type ACIP2D),

Remark 28 (Mixing Different AP Types in an FHE Graph) We consider an
FHE graph G containing two types of AP: type ACC7P2) and type ACCE20)  We can apply
the AP domination (Theorem 17) on every atomic pattern of each type. At the end of this
procedure, we end up with a few AP of type AP and a few AP of type ACCER20) To
further simplify the problem, we can use Theorem 18 to compare the remaining atomic
patterns of ACTP2) with the atomic patterns of ACCCR0),
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4.4 Other applications

In this section, we describe several improvements we designed for our optimization frame-
work. First, we explain how to easily insert programmable bootstraps inside dot products.
Then, we explain how to mitigate the stochastic property of the FFT to build a Consensus-
friendly TFHE i.e., a way to instantiate TFHE which guarantees that a circuit executed
on different hardware targets but with the same input ciphertexts and public material
produces the same output ciphertexts. Finally, we offer an efficient way to find several

keyswitching keys for a given circuit.

4.4.1 Optimal PBS Insertion within a Dot Product

In Section 4.2.4, we suggested to translate a plain DP into an FHE DP. Here, we explain
how to automatically insert a PBS during a DP wherever it is interesting with regards to
the cost model. It can sound counterintuitive as the PBS can be a very costly operator,
hence inserting PBSs will increase the total cost of the computation. However when the
2-norm of a DP operator is high, the parameters must be large enough to still guarantee
the correctness of the computation and those large parameters will have an impact on the
cost. We need our framework to choose whether it is interesting to split the DP operator
or not to end up with more PBSs but with smaller cryptographic parameters.

The following theorem explores this approach.

Theorem 19 (DP Splitting) Let A (v,t) be an AP of type AT with a noise bound
t and including a DP of 2-norm v. Let ;1(1/,15, d) the same AP than A but where its DP
is split into d + 1 sub-DP of approximately the same 2-norm and connected together with
PBS. It actually breaks an AP into d+ 1 APs of the same type organised in two layers (d
followed by a last one connecting them all).

Let G = {A(vi,t) }ociey such that vy < vy < ... <wvy_;. Let de = (dz,--- ,dy_,) and
d = (d’o, R ’Y_1> be two different possible splitting solutions. We define the following
two FHE graphs: G* = {A(Vi,t,df)}oéKY and G' = {fl(ui,t, d/i)}ogky'

If every coordinate of d* is inferior or equal (coordinate wise) to the ones from d' and
S(G*) =85(G"), then, d' cannot be the optimal solution.

Proof 19 (Theorem 19) As every coordinate of d* is inferior or equal to the ones from

J', there are strictly more atomic patterns in G' than in G*. It means that Vx € S (G*) =

S (G, Cost (G*,x) < Cost (G, x).
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Thus, we have

min Cost (G*,2) < min Cost (G, x)
z€8(G*) zeS(G')

To conclude, G' cannot be an optimal solution as G* is a strictly better one.

O

Let us study how to choose d, the additional number of atomic patterns after the
splitting. We consider a graph G = {A(v;,t)},.,., composed of AP of type AP
which involves a DP operator. We introduce a new AP type and translate every AP of
type AP into this new AP type A* € ACIP21) which has the exact same subgraph
than AP type ACIP2D except that the DP is split into several sub-DP connected with
PBS as explained in Theorem 19. This AP has a new parameter d; describing the splitting
of the DP for the i-th AP, i.e., how many sub-DP we will have. Note that a graph G*
with fixed values d; can be viewed as a graph G* of AP type ACIP2D)

Formally, Equation (4.3) can be written again:

G.2) = ' L) st = {A (it di) Yocica e
<A ) argmmCost(gd ;1;) s.t {A*(vi, t,di) }oic

deD z* solution of Equation (4.1) on G%

Several ways can be imagined to split a DP. One could be to group public weights of
the DP into d; sets such that their 2-norm is approximately the same. This will yield the
best result if we keep neglecting the cost of the DP. Inserting a PBS adds extra operations
to perform, but it will also reduce the 2-norm of the initial DP.

To find how to split in two a dot product with a 2-norm v and with weights {w;},.;,
we can solve the following problem

W; = WZ'JA + C«JZ’Q

min max (v, vp) s.t. GCD (w;1,A) =1 (4.7)
Wi 1,
\V/] € {172}a1/j =\ Ziwjz,l
2 _

This will yield two sets of weights {w;1},.; and {w;2},.; with v} = 3, ;w7 ~ 15 =
dicd wig. Those sets of weights can be used to optimally split a dot product as explained
in Theorem 5. Those sets of weights for different values of the splitting factor d can be

precomputed before beginning the optimization of the whole problem.
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If the weights {w;},.; are unknown but we know that they follow a uniform distribution
between —2P and 2P, we have a trivial way yet very efficient (regarding the noise) to split
a DP into d + 1 DPs. We can radix-decompose as defined in Section 2.3.2 all the DP

pt+l

weights with the level being equal to d + 1 and the log, of the base B is equal to 7.

Here each A; is equal to a power of 8.

4.4.2 Consensus-friendly TFHE

Two implementations of the same FHE algorithm that do not involve the FFT will output
the same result as long as they operate over the same inputs (same ciphertexts and same
public material). For instance, different implementations of a DP or an LWE-to-LWE KS
will produce the same outputs.

However, implementations that leverage the FFT output different ciphertexts depend-
ing on the FFT algorithm used. To highlight this, we made an experiment with the tra-
ditional parameter set of TFHE-lib [Chi+16b] for the bootstrapping. We use the same
secret keys, the same bootstrapping key and the same input ciphertexts, but two different
implementations of the PBS with their respective FFT implementations.

We computed the difference on the resulting ciphertexts for the two different imple-
mentations, we call this value the FFT error of the ciphertexts, which is different from
the noise needed for security in the plaintext. We observed that the ciphertexts had the
same most significant bits but their least significant bits were different. We also re-run the
experiment with different parameters: more levels and larger polynomials in the bootstrap-
ping key. The messages encrypted were still correct but the ciphertexts were completely
different i.e., re-randomized.

From those experiments, we can conclude that for a given parameter set and a cipher-
text with a given input FF'T error, the PBS with a given FF'T either resets the FFT error
to a minimal level or outputs the maximum amount of FF'T error, i.e., a re-randomization
of the ciphertext. It means that an FHE circuit containing a DP, a KS and a PBS will
not output the exact same ciphertext if it is run on the same inputs with different imple-
mentations. This is not compatible with use-cases where one actually needs to guarantee
reproducibility across different implementations.

Thankfully, it is possible to ensure the reproducibility by tweaking a bit our opti-
mization framework as well as the PBS algorithm. The idea is to use a new AP type
that is identical to type A(“?P2D) but with an extra rounding step at the end (right after
the PBS). This rounding procedure aims to remove the LSB of the ciphertexts that are
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different from an implementation to the other. This rounding increases the noise in the
plaintext and it adds a new parameter to optimize: the location of the rounding. The
higher in the MSB we round, the more noise we add, but also the more FFT error we
remove. Note that this rounding will either keep the same amount of FFT error (when
the output FFT error is maximal, i.e., the ciphertexts are completely different) or cancel
it entirely depending on the parameter for the rounding and the input FFT error.

We can add to the optimization framework a new constraint related to the maximum
FFT error we want to consider. We can do that easily with an additional feasible set
Sother (G). The condition could be represented as Sother (G) = {x € P|Vi,Epgs, (x) =0} C
P, with Epgg, (z) the FFT error of the output ciphertext coefficients of a bootstrapping
after the rounding. This approach relies on the fact that we have a model for the FFT
error in the output of the PBS in terms of ciphertext coefficients.

Some cryptographic observations can help reduce the size of the parameter space. In

particular, we must have > errorppr(x) where ((pgs, Bpgs) are the decomposition

T
parameters of the PBS.

This optimization enables to set a limit in terms of FF'T error in the ciphertext coeffi-
cients that an implementation of the FFT introduces. Then, we can optimize for a given
FFT error model, some noise model, and some cost model targeting a common architec-
ture for instance. The result of the optimization can be used to compute the same circuit
on the same ciphertexts with the same public keys, but with a different implementation of
the same FHE algorithms and we will end up with the exact same ciphertext as output.

This feature enables many miners in a blockchain for instance, to compute the same
circuit on the same inputs and have a consensus without a need to decrypt anything. It
guarantees that the result came out of the desired FHE DAG and not another circuit

designed by an attacker.

4.4.3 Several Evaluation Keys

CIP21) " we assumed that we only have one

In previous results on atomic pattern type Al
public key material per FHE operator for the whole FHE DAG as we were only looking
for one polynomial size, one GLWE dimension and one LWE dimension.

Restricting the number of public keys helps to have small total public key material.
It also has an impact on the complexity of the optimization problem because as a result,
parameters are shared across the entire FHE DAG. The downside is that we cannot speed

up parts of the FHE DAG that have a higher noise bound or fewer leveled operations
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(smaller 2-norm) with smaller and faster parameters.

In this section we describe a simple optimization problem: one LWE secret key s and
one GLWE secret key S (for the PBS) that can be viewed as a bigger LWE secret key
s, along with X different key switching keys going from s to §. These key switching keys
can use a different base B and/or a different number of levels ¢. In this context, we want
to find parameters for a graph G of Y APs of type A(CIP21),

There are many ways to solve this problem. A naive solution is to consider different
parameters for each KS and to let every KS have its own (B, ¢) and to add the constraint
that they can have at most X values. This approach increases exponentially the search
space of the optimization problem, so we will not consider it.

A second solution, which is straightforward though not the most efficient one, is to
introduce a new variable ¢ for each KS. This value ¢ stores the associated KSK identifier.
This is a new parameter to optimize for each KS, we have Vi € [1,Y]¢; € [1, X]. So our
additional search space, defined by the problem of finding which KSK is used by which
KS, is of size X" .

We designed a third solution to solve the problem. Starting from now, we will sort our
KSK (KSKg, KSKj, - - +) such that a KS with KSK; adds less noise than using KSK;,; for
all 0 < 4. Ranking the noise added by the key switching keys is useful for the following

theorem.

Theorem 20 (Optimal KSK) Let KSK, and KSK; two KS keys with decomposition
parameters selected through the resolution of the optimization problem. Without loss of

generality, let us assume that a KS using KSKq adds strictly less noise than the one using
KSK1, then the KS with KSKq will be slower than the KS with KSK;.

Proof 20 (Theorem 20) The two keys must have different parameters for the base
and/or the number of level, because the noise added is different by hypothesis. If the opti-
mization has selected two distinct keys it means that they both satisfy a different cost/noise
trade-off. Then, if a KS with KSK; is slower than a KS with KSKy and generates more
noise, KSKy will always be worse (both in terms of noise and cost) than KSK, which

contradict the fact that the optimization has selected those two distinct keys. ([l

Let us consider the following toy example where ¢ € N is a noise bound (Defini-
tion 21) and G = {Ay (vo,t), Ay (11,t), Ag (1a,1)} is an FHE DAG (Definition 24) such
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that vg < v1 < vy. This graph has the same noise bound t for each AP and they are
all of type ACP2D Let us have two possible key switching keys and let us assume that
§ = (09, 01,02) = (0,1,0) is the optimal solution i.e., we use KSK, for Ay and As, and
KSK; for A;. We will show that it cannot be so. We can use Theorem 17 to infer that
S (A(ve,t)) CS(A(11,t) €S (A(v,t)), and Theorem 20 to infer that a KS with KSK;
is faster than a KS with KSKj. It is then straightforward to see that if (0, 1,0) is a solu-
tion, then (1,1,0) (KSKq for Ay and KSK; for Ay and A;) is also a solution but a faster
one. This example can be extended to an arbitrary number of AP sharing the same noise
bound and for an arbitrary number of key switching keys as described in the Theorem 21

below.

Theorem 21 (Several KSK) Let G = {A (v, )}y an FHE graph only composed of
AP type ACTP2) such that vy < 1y < vy < --- < vy_1. We consider that we can have X
KSK. The optimal § = (09, -+ ,0y_1) has the property that for all 0 <i <Y —1 there is
0i > iq1-

Proof 21 (Theorem 21) Let us assume that there exists an i* such that §; < 0«11 and
that Vi € [0,Y — 1] \ {i*}, 0 > 41

Following the same logic as in the toy example above, we can use Theorem 17 and we
find that

S(A(ry1,8) C - CS (A1) C S (A1)

Let & such that Vi € [0,Y — 2]\ {i*}, 0} = 6; and 8. = 611. As S (Aji1) C S (Asr),
0" is a feasible solution.

Using Theorem 20, we know that KSKy is faster than KSKy_1 which is faster than
KSKy_o and so on. It means that KSKs, ,, is faster than KSKs,. .

To conclude & is a better solution than 5, s0 8 cannot be the optimal solution.
O

Using Theorem 21, we can solve the optimization problem without considering those
§ that cannot be an optimal solution of Equation (4.1).

We can consider an FHE DAG with different noise bounds, and apply what we just
described for each of the different noise bounds. The same approach works to enable
several BSKs in the optimization. Indeed, BSKs can also be sorted according to the

amount of noise they produce in their output ciphertexts.
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Conclusion. In this chapter, we introduced our optimization framework and its build-
ing blocks. We formalized the optimization problem in a way that satisfies the guarantees
we want to have, we explained different simplifications to reduce the complexity of this
problem and we introduced the concept of atomic pattern. Using this concept, we ex-
plained how to correctly compare bootstrapping techniques and more generally different
atomic pattern types. We also introduced several additional applications that extend our
optimization framework.

In the next chapter, we will introduce new FHE operators that remove some limitations
explained in Section 2.3. To find parameters for those new algorithms, we will use the
optimization framework described in this chapter. We will also use the method explained

in Section 4.3 to compare our new methods against the state of the art.
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CHAPTER 5

NEw FHE OPERATORS

In Section 2.3, we introduced the main building blocks of TFHE. In this chapter, we

describe new algorithms that improve these building blocks.

First, we introduce a generalized version of the modulus switch (Algorithm 6) on which
we can build a generalized version of the PBS (see Algorithm 17). The modulus switch
as described in Algorithm 6 applies by default the rounding on the most significant bits
of the plaintext. With this new version of the PBS, we can choose exactly which part of

the plaintext we want to extract.

In Limitation 6, we saw that the only existing technique to evaluate several lookup ta-
bles over the same input at the same time was the [CIM19]-PBS, recalled in Algorithm 14.
With the help of the generalized PBS, we define a new algorithm (Algorithm 18) that
can do the same without any additional cost but with a slightly bigger noise which is

independent of the lookup tables compared to the PBS.

In Limitation 2, we explained that TFHE bootstrap (Algorithm 10 and Theorem 14)
was very slow for messages with more than 8 bits of precision as the polynomial size N
is directly constrained by the number of bits of precision. We introduce in Algorithm 19,
the rounded PBS that takes as input a message with high precision (more than 8 bits),
rounds it to a smaller message and evaluates a lookup table on it. This algorithm is a
good alternative to the PBS when the function we want to evaluate is independent from

the least significant bits of the message.

In Limitation 4, we recalled that there is no native multiplication algorithm between
LWE ciphertexts. The only existing methods are very costly and based on several PBSs
(Algorithm 10 and Theorem 14) or on circuit bootstraps (Algorithm 11) and external
products (Algorithm 7 and Theorem 11). In this chapter, we introduce an LWE multi-
plication and several variants that are inspired by the GLWE multiplication algorithm
from [FV12].
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5.1 Generalized PBS

Algorithm 17: cto, < GenPBS (ctin, BSK, CT, 5, 9)

§=(s0,""+,8,-1) € Z} : the input LWE secret key

§ = (s, Spy_1) € ZEN - the output LWE secret key
= (S(’), s S,’ﬁ_l) € Ml : a GLWE secret key
VO<i<k—1, 8 =2 si v, X e Ry

Context:

Py € R, : an r-redundant LUT for z — f(2)

Aoyt € Zg : the output scaling factor

f:7Z — Z : a function

(8, m") = PTModSwitch, (m, Ain, 5¢,9) € {0,1} x N
Input:

Ctin € LWEg(m - Aiy) = (ag, -+, an_1,a, = b) € ZI*!

BSK = {ﬁ, € GGSW?,Z (si)}:; . a bootstrapping key from 3 to S

CT; € GLWEg (Pf - Aou) € REH!

(5,9) € Z x N : define along with N the chunk of the plaintext to bootstrap
Output: cty,: € LWEs ((—1)5 - f(m')- Aout) if we respect the requirements of

Theorem 22

1 begin

/* modulus switching */
2 for 0 <i<ndo

/ a;2N-2%7%1 o9

3 ‘ @ H q W 2 LN
4 end

/* blind rotate of the LUT (Algorithm 9) */
5 CT « BlindRotate (CTy, {a;}",, BSK) ;

/* sample extract the constant term (Algorithm 5) */
6 Ctour <— SampleExtract (CT,0)
7 end

We propose a more versatile algorithm for the PBS (Algorithm 10) where we are able
to bootstrap a precise chunk of bits of the encrypted plaintext, instead of only the MSB
as described in TFHE [Chi+20a], and to also apply several function evaluations at once.
We describe this generalization in Algorithm 17. We introduce two new parameters, » and
9, which redefine the modulus switching step of the TFHE PBS. In particular, s defines
the number of MSB that are not considered in the PBS, while 2V defines the number of

functions that can be evaluated at the same time in a single generalized PBS.
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The two parameters s and 9 are illustrated in Figure 5.1, where input represents
the plaintext (with noise) which is encrypted inside the input ciphertext of the modulus
switching, and output illustrates the plaintext (with noise) that is encrypted inside the
output ciphertext (after modulus switching). The first > MSB will not impact the follow-
ing steps of the generalized PBS and 4 bits will be set to 0 in order to encode 2? functions
in the LUT stored in P; (see Section 5.2 and Algorithm 18 for more details). Observe
that the case (s¢,9) = (0,0) corresponds to the original TFHE PBS.

Input: IIIIIIIDDDDD]DIIIIIIIIIIIIIIIIII
2N
m l)
Output: [ EEINE | NEE 1)
' 2N 'Ti

Figure 5.1: Modulus switching operation in the generalized PBS (Algorithm 17): on top
of the figures we illustrate the data (m,m,e), on the bottom the dimensions (s, 2N, ¥).

We also define the plaintext modulus switching function written PTModSwitch to re-
cover the plaintext of the encrypted output of a modulus switching algorithm. Let m € Z,
be a message, A € Z, its scaling factor (as defined in Definition 13), » € Z and ¥ € N

the parameters of a modulus switching. We define ¢" = z%-. The case where s > 0 is

illustrated in Figure 5.2. We define (3, m’) <~ PTModSwitch,(m, A, 5¢,9) € {0,1} x N as

follows:

m'=m mod % m' =m
If»x>0: , Else :
ifm mod¢ <%, B=0,else f=1 B is a random bit

Note that for the sake of simplicity, we provide the generalized PBS noise formula
only for binary secret keys. However, Appendix A.2 provides formulae as well as proofs

for other key distributions (binary, ternary and Gaussian).

Theorem 22 (Generalized PBS) Let 5= (so, - ,8,-1) € Z; be a binary LWE secret
key. Let S = (5’6, ce S,g_l) € ME be a GLWE binary secret key such that s;=5" o SNy

xi, and § = (s, -+ ,Sky_1) be the corresponding binary LWE secret key. Let Py be a
r-redundant LUT for a function f : Z — Z (Definition 12) and Aoy be the output scaling
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oupu:  NEBETNENLIT]
' 2N 'T'

Figure 5.2: Plaintext after the modulus switching from the generalized PBS (Algorithm 17)
where > > 0: on top of the figure we illustrate the data(m, 3, m’), on the bottom the
dimensions (2N, ¥).

factor. Let (32,9) be the two integer variables defining (along with N ) the window size to be
modulus switched, such that A‘f; < 2N, and let (5,m’) = PTModSwitch,(m, Ay, 5¢,9) €
{0,1} x N.

Then Algorithm 17 takes as input an LWE ciphertext cty, € LWEg(m - A;,) € Z;‘“
with noise distribution X, , a bootstrapping key BSK:{c:TieGGSWZE;Z(s,-)}TH from s to S" and

=0

a (possibly trivial) GLWE encryption of Py - Aou, and returns an LWE ciphertext ctou

under the secret key ', encrypting the message (—1)% - f (m') - Aoue with probability 1 — pey

. . . . . A2 2 2
if and only if the input noise has variance o2, < pEeTSn i s+ % — 5i — 15, where
' fail

2* (prait) s the standard score (Definition 22) associated to the failure probability pra,
w=2N-2""and ¢ =q-27%.
The output noise after the generalized PBS is estimated by the formula:

Var(PBS) = nl(k + 1)N

LPRN L n() RN
32 16 2

B2+ 2 @ — B kN

(5.1)

The cost of Algorithm 17 is the same as the complexity of the TFHE PBS [Chi+20a],

i.e.,

Cost (GenPBS) ™) = Cost (ModulusSwitching)™ + nCost (CMUX )“*N)

(5.2)
+ Cost (SampleExtract)™

with

Cost (ModulusSwitching)™ = (n + 1)Cost (Scale& Round) (5.3)
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Cost (CMUX) N = (k + 1)Cost (Rotation)™ + 2(k + 1) N Cost (Add)

(5.4)
+ nCost (External Product) ™)
Cost (External Product)"™*™) = (k + 1)NCost (dec)” + ¢(k + 1)Cost (FFT)
+ (k+ 1)l(k + 1)NCost (mult FFT) (55)
+ (k+1)(£(k + 1) — 1)NCost (addF FT) '
+ (k4 1)Cost (1 FFT)

Proof 22 (Theorem 22) In the proof, we compute the decryption of the resulting cipher-
text, obtaining the message plus the noise so we can estimate its variance. The detailed

proof of this theorem is provided in Appendiz A.2. 0

In the next section, we use the generalized PBS to build a variant of the PBS that is

able to evaluate several lookup tables on the same input at the same time.

5.2 Many-LUT PBS

Using the generalized PBS, we are able to extract any chunk of the encrypted plaintext
with ¥, >z and N (see Section 5.1). When possible, one can define a smaller chunk for
the plaintext by trimming the bound in the LSB using a ¢ > 0. It means that after the
modulus switching there are ¥ LSB set to 0. More formally, after the modulus switching,
a plaintext m* will be of the form m* =m - A +¢e-2Y € Z,.

Thank to the 9 LSB set to 0 in the plaintext, one can evaluate 2V functions at the cost
of only one GenPBS (Algorithm 17) without increasing the noise compared to a regular
TFHE PBS. The procedure is described in Algorithm 18.

The shape of the LUT polynomial is set accordingly to the ¢} parameter so that it
contains up to 2” functions. As for the TFHE bootstrap, one needs to have redundancy in
the LUT to remove the input noise as explained in Definition 12. Each block of functions
(i.e., the sequence of f;,i € [0,2” — 1] coefficients) is repeated all along the polynomial.
The LUT can be built as follows:
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Algorithm 18: cty,...,Clye < PBSmanyLUT(ctin, BSK, P(fl,--~f219)’ Aout, , ?9)

© ®» - o

Context:
5= (80,...,8,1,1) EZZ
§ = (s, Spy_y) € LN
G = (80, g¢D) c Rk
VO<i<k—1, 80 =y"sl v X eR,
for- s foo 1 Z— 7
(8, m') = PTModSwitch,(m, A, »,9) € {0,1} x N
CT(fo,...1,0—-1) € GLWE (P(fo ..... fyr ) Aout) (might be a trivial encryption)
Ctin < LWEg(m . Ain) = (ao, e, Qp—1,Qp = b) & Z;H_l
— ‘ (B0 (.
BSK = {BSK; € GGSW; (31)}%6”71
Pfo,tys_p - @ redundant LUT for : x — fo(z)|[ ... || foo 1 ()
(5¢,9) € Z x N : defined along with N the window size
Output: ctg,...,ctys 1 such that ct; € LWEy ((—1)5 - fi(m) - Aout)
begin
/* modulus switching */
for 0 <i<ndo

LON.9*—Y
[
q 2N

Input:

end

/* blind rotate of the LUT (Algorithm 9) */
CT « BlindRotate (CT(s,... 1,, ) {a/}o<i<n, BSK) ;

/* sample extract the first 2” terms (coeffs. from 0 to 2V —1) =/
for0§j§279—1do

| ct; + SampleExtract (CT, j)

end

end
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pTﬁ 2v 1

P(f07 s fo0_ 1)_XQPZX]7 Z Xkﬂ Z fz )

with p = a power-of-two. By doing so, one can sample-extract at the end 27

q
Ain,2n+l 9
coefficients which leads to 2” output ciphertexts, one for each evaluated function. By
neglecting the computational cost of the 1 sample extracts, the cost is the same than for

a PBS evaluating only one function. The noise is also not impacted.

This method is particularly efficient when the polynomial size is constrained by the
desired output noise. If the polynomial size is chosen large enough, there will be bits set
to zero between the modulus switching noise and the message. With the Many-LUT PBS,

we can exploit these bits to compute different functions on the same input ciphertext.

Theorem 23 (Many-LUT PBS) Let 5= (so, - ,8n-1) € Z} be a binary LWE secret
key. Let S = ( 0y - - .,S,’ﬂ_1> € ,‘R’; be a GLWE secret key such that s;=3""""s| \, , XIeRq,

0 SiN+j
and § = (sp, -+, Spn_1) € ZEN be the corresponding LWE key. Let Plforty_,) € Ry be
an r-redundant LUT for the functions © — fo(x)||...||feo_1(z) and Ao € Z, be the

output scaling factor. Let (s,9) € Z x N be the two integer variables defining (along
with N ) the window size to be modulus switched, such that %QN, and let (B,m') =
PTModSwitch, (m, Ai,, 2, 7).

Then, Algorithm 18 takes as input an LWE ciphertext cty, = (ag, -+ ,ap_1,a, = b) €
LWEz(m - A;,), with noise distribution X, , a bootstrapping key BSK:{ﬁieGGSW?’Z(si)}::Ol
from s to S and a (trivial) GLWE encryption of Py- Aoy, and returns 2° LWE ciphertexts
{ctj}jen,20-1) under the secret key ' encrypting the messages (=12 - f; (M) - Aoue with

probability 1 — peay if and only if the input noise has variance verifying Theorem 22.
The cost of the algorithm is:

(Cgééfé\,:ﬁw = Cost (GenPBS) ™M) 4 99 Cost (Sample Extract)™) (5.6)

Proof 23 (Theorem 23) The proof is mainly the same as the one from the GenPBS
(provided in Appendix A.2). Let p = W be the number of possible values for each

fi,i € [0,2° = 1]. Let m € [0,p — 1] be a plaintext value. The polynomial P, .. 5,
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encodes the following LUT :

"'7f0(m)7"'7f2‘l971(m)7"'7 fO(m)v ---7f21971(m)7f0(m + 1)7 ---7f21971(m+ 1)7---7f0(m + 1)= ---7f21971(m+ 1)7---

N/p elements N/p elements

p blocks

From the GenPBS, all ¥ bits are set to 0. Then, by construction of the LUT, for i €
(0,27 = 1], LUT (g, ,p_plm™ +1i] = fi(m).
O

Remark 29 (Comparison with [CIM19]) A technique to evaluate many LUTs at the
same time by performing a single TFHE bootstrapping (plus a bunch of polynomial multi-
plications per LUT) has been already proposed in [CIM19] (recalled in Algorithm 14) and
used in [GBA21] (Algorithm 15). Their technique does not impose a strong constraint on
the polynomial size used for the bootstrapping, however it results in a larger output noise,
which strictly depends on the function being evaluated. If the noise constraints at the out-
put of the bootstrapping are a problem, the technique of [CIM19] will require to increase
the polynomial size.

Our new PBSmanyLUT s a better alternative to this technique in some situations
because the output noise will be independent from the evaluated function. But this comes
at the cost of enlarging the space for the evaluation of the different LUTS (i.e., ¥ bits on
the modulus switching to evaluate 2° functions so a large enough polynomial size N must
be chosen). If we already are working with large polynomials, there is no computation

overhead nor extra noise terms when replacing a GenPBS by a PBSmanyLUT.

Improving the Circuit Bootstrapping In TFHE [Chi+17], a technique called circuit
bootstrapping was introduced, we recalled it in Algorithm 11. With this technique, we can
convert an LWE ciphertext (Definition 4) into an GGSW ciphertext (Definition 9).

The authors of [Chi+17] observe that a GGSW ciphertext, encrypting a message
p € Z (p is binary in their application) under the secret key S = (S0, -y Sk—1, S = —1),
is composed by (k-+1)¢ GLWE ciphertexts encrypting S 57, for 0 <7 < kand 1 < j < /.
As already mentioned in Section 2.3, the goal of circuit bootstrapping (Algorithm 11) is
to build one by one all the GLWE ciphertexts composing the output GGSW. In order to

do that, it performs the following two steps:

o The first step performs ¢ independent TFHE PBS to transform the input LWE
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5.2. Many-LUT PBS

encryption of x4 into independent LWE encryptions of 1 - 5&.

o The second step performs a list of (k + 1)¢ private key switchings from LWE to
GLWE to multiply the messages - 3 obtained in the first step by the elements of
the secret key S;, and so to obtain the different lines of the output GGSW.

Here, we propose a faster method based on the PBSmanyLUT algorithm (Algo-
rithm 18). In a nutshell, the idea is to replace the ¢ PBSs of the first step by only one
PBSmanyLUT (that costs exactly the same as a one of the ¢ original PBSs and do not
increase the noise). Since the most costly part of the circuit boostrapping is due to the
PBS part, the overall cost is then roughly reduced by a factor ¢. In [Chi+17], £ = 2, so

we have an improvement of a factor 2 on the PBS part, without any impact on the noise.

Theorem 24 Consider the circuit boostrapping algorithm as described in [Chi+17, Alg.
11] and recalled in Algorithm 11. The ¢ independent bootstrappings (line 2) can be replaced
by:

{Cti}ie[l,f] A PBsmanyLUT(ctim BSK7 P XN/2p+17 17 n = 07p = DOgQ(g)—D
Vi e [1,4],ct; + (6, QL%i)

gp—lor_1
with P(X) = S 3 —L_x2"i+j,
i=0 j=0 B/

Proof 24 (Theorem 24) By calling PBSmanyLUT with p = [log,(¢)], we are able to
compute £ PBS in parallel. The polynomial P represents the LUT :

q q q q q q
00, 0,0, e =2 0,...,0
251 298¢ 251 2B¢ 281 298¢

2P elements 2° elements 2r elements

N'=N/2p elements

In the end, for i € [1,{], ct; € LWEg(+ 2;1.), where the sign depends on the plaintext
q

25B¢

value. By adding the trivial ciphertext (6,

> to the ct;, we either get ct; € LWEg(i)
or LWEg(0), as expected.

B
0
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Figure 5.3: Overview of the rounded PBS (Algorithm 19).

5.3 Rounded PBS

As explained in Limitation 2 and illustrated on Figure 4.3, the PBS (Algorithm 10) does
not scale well with large precisions.

Some lookup tables are independent from the least significant bits of the message. For
example, to compute the sign of a message, we do not need the LSB of the message. In
some use-cases, we can settle for a lookup table evaluation on a rounding of the input
message, for instance, when evaluating a neural network in FHE, we do not care about
exact computation. Unfortunately, with the PBS, there is a dependency between the input
message precision and the polynomial size V.

In this section, we describe a way to round a message before a lookup table evaluation.
By rounding the message before the lookup table evaluation, we are sure that the PBS
will depend on the precision after rounding and not on the input message precision.

We introduce our new technique in Algorithm 19. In this algorithm, KS-PBS denotes
a key switch followed by a PBS. It can be broken down into the following steps illustrated
in Figure 5.3. First, we extract the least significant bits of the message that we want
to discard. To do so, we start with the least significant bit of the message. We multiply
the ciphertext by a power of 2 which puts the LSB of the input message in the MSB
position. Then, we apply a PBS with the right lookup table to shift the bit back to the
least significant bits. Note that, we do not need to have a bit of padding to apply the
right-shift lookup table on a one-bit message. Next, we subtract this ciphertext with the
original ciphertexts, which will remove the LSB of the original message. We repeat this
process until we have removed all the undesired least significant bits. Finally, we apply a

PBS on the rounded ciphertext to evaluate the lookup table.

Theorem 25 (Rounded-PBS) Let 5= (so, -+ ,sn,-1) € Zj be a binary LWE secret key.
Let §" = < 0y - - .,S,’Q,l) € 9{’; be a GLWE binary secret key such that s;=>"""'s . .X7,

j=0 SN+
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5.3. Rounded PBS

Algorithm 19: cto,; < Round-PBS(ct;,, PUB, L)

[y

N

B =R B ]

©

10

Ai, ¢ scaling factor for the input ciphertext cti,

Aoyt ¢ scaling factor for the input ciphertext ctout

0 : bits to remove from the message in ct;,
starting from Aj, with Ague = 20 - Ay

(5¢,9) € N x N parameters of the modulus switching in the
generalized PBS (Algorithm 17)

Context:

cti, encrypting mij,
Input: { PUB: public keys required for the whole algorithm
LeZ,: alLUT

Output: cty,; encrypting L H’;g"ﬂ

ctfy < ctin + (0, - ,0,%)
for j € [0;6 — 1] do

/* Extract the LSB of the message with generalized PBS (Algorithm 17)

e=1

4 )
Ain' 7
aj = 22
Lj = [—aj,-- , —ay] _
cj  KS-PBS ((ct, - 2°7177) + (0, -+ ,0,€) , PUB, Lj, (s=log, (An)+5.0=0))
C; —c + (O, ,O,Cki’j)

/* Subtract the extracted bit from the original ciphertext

cti, < Sub(ctj,, ¢})

/* Apply the LUT on the rounded message (Algorithm 17)
Ctout ¢ KS-PBS (ctf,,PUB, L, = 0,9 = 0)

in’

return cty,;

*/

*/

*/
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and § = (s(,---,Spn_1) be the corresponding binary LWE secret key. Let Ly be an r-
redundant LUT (Definition 12) for a function f :7Z — Z, A, be the input scaling factor
and Aqye be the output scaling factor. Let (3,9) be the two integer variables defining
(along with N ) the window size to be modulus switched, such that Aqif;% < 2N, and let
(B, m') = PTModSwitch,(m, Ay, 5¢,9) € {0,1} x N. Let 9, the number of bits to remove

in the input message prior to the LUT evaluation, so that we have Aoy = 2° - Ain.

Then Algorithm 19 takes as input an LWE ciphertext ctiy € LWE;(m - Aj,) € Z’;N“

with noise distribution X, , a bootstrapping key BSK:{ﬁieGGSW?@(Si)}"—l from 5 to 5’17 a
=0

£x(n+1)

keyswitching key KSKz{ﬁiGGLev?’Z(sg)emq from s to § with noise sampled from

}ogigqu
Xoxex @nd @ (possibly trivial) GLWE encryption of Py-Aou, and returns an LWE ciphertext
Ctout under the secret key 57, encrypting the message f (bﬂéw ) ‘Aout with a probability 1—pe;

if and only if the input noise has a variance verifying

2 AR g7 1 ng” _ n )\ 92-25
Tin < (4F2 w2 T 13 — 24wz — 18 ) " 2

N . , (5.7)
2 out _ _ 4 1 _ n¢g n s 2
Oin < 7% —Towr T 13~ 2407 — 15 — 0" OpBs

where T' is the standard score (Definition 22) associated with the failure probability
Prail, w = 2N -27% ¢ = q-27 and odgs = Var (PBS).

The output noise after the rounded PBS is

Var (Rounded-PBS) = Var (PBS) . (5.8)

The cost of Algorithm 19 is

Cost (Rounded-PBS) = (6 + 1) - (Cost (GenPBS) + Cost (K S)) . (5.9)

Proof 25 (Theorem 25) In line 1, we use a trick to replace a round by a floor.

Let us prove that {%1 = {%J

Define m and m such that mi, = m - 20+ m with 0 <m < 29,

We have

{mﬂ m if 35 < 0.5

m-+1  otherwise
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5.4. LWE Multiplication

We also have

{m.n+2‘”w § m 1J
s — m +

mif 5 +3<1lie, 5 <05

m + 1 otherwise

The rest of the proof is trivial using Proof 30 and Appendix A.2.
O

Remark 30 (Non power-of-two message modulus) In Algorithm 19, we give the al-
gorithm for a power-of-two message modulus. It could easily be tweaked to work with a

non power-of-two message modulus similarly to Algorithm 30.

Remark 31 (Faster Rounded-PBS) Algorithm 19 introduces an efficient way to com-
pute a LUT on a rounded message. If we look carefully at the constraints in Equation (5.7),
we notice that the second constraint is almost always dominated by the first constraint. If
we want to have a faster algorithm, we could use different parameters for the PBS (Al-
gorithm 17) in the bit extraction part of the algorithm and for the final PBS to evaluate
the lookup table. The input ciphertext of this new variant of Algorithm 19 is assumed to
be an output of the final PBS. We first keyswitch it to encrypt it with the same secret key
as the one at the output of the PBSs in the bit extraction part. We then apply the same
algorithm. The keyswitch could be replaced by the FFT keyswitch introduced in [Che+21].

5.4 LWE Multiplication

We first recall the multiplication algorithm for GLWE ciphertexts in Algorithm 20. It
is composed of a tensor product followed by a relinearization and is widely used in the
literature [FV12; Che+17] (we recall the GLWE [BGV12] algorithm, instead of the more
limited RLWE version). We thoroughly study its noise growth and provide a formal noise
analysis where Var(9) is the variance of a GLWE secret key polynomial S € R, Var(S.,.,)
(resp. Var(S.4y)) is the variance of even (resp. odd) coefficients in S? and Var(S”) is the
variance of coefficients in \S; - S; which is the product between two independent secret key
polynomials 5;,5; € R,. We provide concrete cryptographic parameters depending on
the precision (number of bits of the message) and the multiplicative depth in Table 5.1.

Those parameters are obtained using the optimization framework described in Chapter 4.
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Algorithm 20: CT « GLWEMult (CTy, CT, RLK)

S = (So,. .., Sk—1) € 9‘{’; : a GLWE secret key

A =min (A1,A) € Zq

PT; = M1A1 S qu

PTy = MyAs € SRq
CT1 € GLWEg (PT1) = (A1, , A1 k-1, B1) CREH!
CT2 € GLWEg (PT2) = (A2, , Az k-1, B2) CRGH!

Context:

Input: 0<j<i
RLK = {ﬁz s Glev!®? (S; - Sj)} . a relinearization key for §
, g )
0<i<k-—1
. PTy-PT k+1
Output: CT € GLWEg (F1L7T2) € 9ip
1 begin
/* Tensor product
2 for0<i<k—1do
[Al,i'Az,JQ
3 T! + {Lzs
q
4 end
5 for0<i<k-1,0<j5<ido
[Al,i'AZ‘j"!‘Al,j‘AE,i}Q
6 R%w—{{ x
q
7 end
8 for0<i:<k—1do
[Al,i'B2+Bl'A2,i]Q
9 Al — \‘A
q
10 end
[B1-B2]g
11 Bl*’[{“??‘*W}
q
/* Relinearization
k=1 /&F B0 0<j<i . . B¢
12 CT o (A, A, B) + 20 (CTaiydec™0 (17) ) + 370202, | (CTay - dec™ 0 (R, )

13 end

*/

*/

| Precision [ 1|2 [3[4[5[6]7[8]9]10][11]12]

Max. depth [ 32 [ 16 | 16] 8 | 8 | 8 | 8| 4 | 4| 4] 4] 4
log,(N) |12 [ 11 [12 |11 |11 |12 |12 11|11 |11 |12]12
log,(B) | 8|5 |8 |12[10| 8 | 8 |20|17 151717

¢ 8108|458 |8|2[3|3|3]3

| Precision [ 13141516 [17[18 1920 |21 [22[23]24 |

Max.depth | 4 | 2 | 2 | 2 |2 |2 |2 |2|2]|2]|2]2
log,(N) 12 (11|11 |11 11 |11 |11 |11 (12|12 | 12 | 12
log,(*B) 8 |30 1301(20|20|20|20|20 2020|2020

l {1 (12|22 2 |2]2|2]|2]2

Table 5.1: Parameters depending on the GLWE multiplicative depth and the preci-
sion. This table was generated in May 2021 with @ = 0.05287332817861731 and [ =

4.551576767993042 (as defined in Section 3.1).
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5.4. LWE Multiplication

Theorem 26 (GLWE multiplication) Let CT; € GLWEg(PT;) € 9%’;“ and CT, €
GLWEg (PT,) € 9%’;“ be two GLWE ciphertexts, encrypting respectively PT, = M1A; €
R, and PTy, = MyAy € Ry, under the same secret key S = (Soy ..., Sk_1) € %5, with
noises sampled respectively from x,, and X,,. Let RLK:{CiTi,jeGLev(:B’Z)(Si~5’j)69%éx<k+l>}Ogjgi

q
5 0<i<k—1

be a relinearization key for the GLWE secret key g, with noise sampled from X oq -

Algorithm 20 computes a new GLWE ciphertext CT encrypting the product PTy -
PTy/A € R, where A = min (A, Ay) (a scaling factor), under the secret key S, with

a noise variance Vargowemur estimated by the following noise formula (Definition 19):

N
Varawemar = 15 (ATI1M103 + A3 Lot + ofo3)

N <q2 ! (1 + kNVar(S) + kNE*(S)) + kivvar(S) + i (1+ kNE(S)f) (0F +03)

Az 12
1 kN
T T oAz
k(k—1)N
242
kN
BTV

EN q2 1 1" 2/ qn / / 2/l
""7 <12%2€ - 12) ((k - 1) ’ (Var(S ) + E (Smean)) + Var(Sodd) + Var(Seven) + 2E (Smean

(5.10)

(A% = 1) - (Var(S) + EX(S)) + 3 - Var(S))

(A% = 1) - (Var(S") + EX(S")) + 3 - Var(S"))

(k+1).%2+2+@.

- (k= 1) Var(") 4 Var(Sigq) + Var(She,)

k1) (ke D(k+2)

2

Let k' =

The cost (Definition 23) of the algorithm is

Cost (GLW EMult)**"™) = Cost (Tensor Product) ™) + Cost (Relin)**  (5.11)

where

Cost (Tensor Product)®™™) = 2(k 4+ 1)Cost (FFT) + k™ Cost (iFFT)

(5.12)
+ (k 4+ 1)*NCost (mult FFT) + k* NCost (addFFT),
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Cost (Relin) ™) = Nk*Cost (dec) + k*(Cost (FFT) + k*((k + 1)NCost (mult FFT)

+ (k"¢ —1)(k +1)NCost (addFFT) + (k + 1)Cost (i FF'T) .
(5.13)

Proof 26 (Theorem 26) The detailed computation leading us to the aforementioned
noise formula is provided in Appendiz A.1. In the proof, we compute the decryption of
the resulting ciphertext, obtaining the message plus the noise in order to estimate its

variance.

O

Algorithm 20 can be adapted in order to perform a GLWE square: the square is more
efficient since R} ; and A; are computed with a single multiplication instead of two. For

more details, we refer to Algorithm 21.

Algorithm 21: CT < GLWESquare(CT;,, RLK)

S = (So,...,5k—1): a GLWE secret key
Context:

A = min ({Ai}})
PT =30 tmiA X

CTi, € GLWE§ (PT) = (Ao, -+ ,Ar_1,B)
I t: J— . ) 0<5<s .
npu RLK = {CTW- € GLev(™? (50 S<J))} . a relinearization key for S
s 0<i<k—1
Output: CT € GLWE ( P
utput: €1 € s\
1 begin
/* Tensor product */
2 for0<i:<k—1do
(471
3 T! + {L =
q
4 end
5 for 0<i<k—1,0<j<ido
[2-Ai-Aj]Q
6 Rg,j «— HA
q
7 end
8 for0<i:<k—1do
[2-A;-B]
| T
q
10 end
32
11 B’ Hﬁ A]Q-‘
q
/* Relinearization */
k—1 /== 0<j<i —
12 CT o (A, A, B) + 20 (CTaiydec™0 (17) ) + 370202, | (CTay - dec™ 0 (R] )
13 end
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Using Algorithm 20 or Algorithm 21, we build an LWE multiplication and several

variants where we perform efficiently several products or even a sum of several products.

5.4.1 Single LWE Multiplication

We now define Algorithm 22 to homomorphically multiply two LWE ciphertexts, which
removes Limitation 4.

It requires the sample extract (Algorithm 5 and Theorem 9). This algorithm does not
impact the noise in a ciphertext and consists in simply rearranging some of the coefficients
of the GLWE input ciphertext to build the output LWE ciphertext encrypting one of the
coefficients of the input polynomial plaintext. The sample extract algorithm is described
in [Chi420a, Section 4.2] for RLWE inputs, and can be easily extended to GLWE ones as
we did in Algorithm 5.

It also requires a packing key switch described in Section 2.3.2. It takes as input several
LWE ciphertexts, key switches them using the LWE Keyswitch (Algorithm 1), rotates
them (Theorem 3) and finally adds the keyswitched ciphertexts together (Theorem 1).

Theorem 8 provides some details on this procedure and gives the noise (Definition 19)

and cost formulae (Definition 23).

Algorithm 22: ct,,; + LWEMult (ct, cto, RLK, KSK)

§=(s0,--+,8n—1) € Zy : the input LWE secret key
§=(s0, " »8n_1) € Z’;N : the output LWE secret key
Context: S = (S(’), . S,’C_l) S ER’(;' : a GLWE secret key
MO<i<k—1, S/=3"" sl v XT €R
Aout = max(A1,A2) € Zg
ct1 € LWEz(m1 - Aq) € Zg™!
cty € LWEz(ma - Ag) € Zg ™!
Input: RLK : a relinearization key for 5" as defined in algorithm 20

KSK = {ﬁz € GLev®* (sz)} : a key switching key from § to s
s’ 0<i<n—1
Output: ctout € LWE;, (m1-ma - Aout) € Z’;N'H
1 begin
/* KS from LWE to GLWE (Section 2.3.2) */

CT1 € GLWE g, (ma - A1) < PackingKS({ct1}, {0}, KSK) ;
CT2 € GLWE g, (m2 - Az) + PackingKS({ct2}, {0}, KSK) ;

/* GLWE multiplication (Algorithm 20) */
4 CT € GLWEg, (m1 - m2 - Aout) 4 GLWEMult(CTy, CT2, RLK)

/* Sample extract the constant term (Algorithm 5) */
5 ctout € LWE;, (m1 - ma - Aout) < SampleExtract (CT, 0)
6 end

Now, we have everything to build the LWE multiplication described in Algorithm 22

153



Chapter 5 — New FHE Operators

and in Theorem 27.

Theorem 27 (LWE Multiplication) Let ct® € LWEz(m;-4A;) and ct® ¢
LWE3z (ms - Ay) be two LWE ciphertexts, encrypting respectively my - Ay and ms - Ay, both
encrypted under the LWE secret key § = (sg,...,Sn_1), with noise sampled respectively
from x5, and xo,. Let KSK = {ﬁl € GLev?jf (Si)}0<i<n—1 a key switching key from § to
S" where §" = (S(’], Cees S,'f_1>, with noise sampled fro;n_XUKSK. Let RLK be a relinearization

key for §’, defined as in Theorem 26.

Algorithm 22 computes a new LWE ciphertext ctoy, encrypting the product my - msy -
Aout, where Agye = max(Aq, Ag), under the secret key s'. The variance of the nmoise in
Ctour can be estimated by replacing the variances oy and o9 in the GLWE multiplication
(Equation (5.10), Theorem 26) with the variance estimated after a packing key switch
(Equation (2.12), Theorem 8). The cost is

Cost (LWEMult)(ZK57€RL:n7ka) — 9. Cost (Pack,ingKS)(l,éKS,n,k,N)
+ Cost (GLW EMult)®ren-) (5.14)
+ Cost (Sample Extract)™ .

Proof 27 (Theorem 27) The cost formula is easy to obtain using Algorithm 22. For
the noise formulae, we refer to Appendices A.1, A.3 and A.J.
O

5.4.2 Variants of the LWE Multiplication

It is possible to use the LWE multiplication introduced in Algorithm 22 to compute with
a single multiplication several products, or several squares, or a sum of several products,
or even a sum of several squares. These four functionalities can be easily achieved by

slightly modifying Algorithm 22.

Packed Products

The PackedMult algorithm takes as input two sets of LWE ciphertexts {ctgl)}0<,< and

{eti”},_,_ such that for j € {1,2} and for 0 < i < o, ct;’’ € LWEs(m;” - ;).

w2

Its goal is to compute LWE encryptions of the products m;”’ - m;” - Agy, where

Aoyt = max(Aq, Ay). The algorithm is described in Algorithm 23.
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: {ct@)}w1 RLK, KSK)

. (out) a—1 (1) a—1
Algorithm 23: {cti } + PackedMult {cti } ;
i=0 =0 =0
§=(s0, "+ ,Sn—1): the input LWE secret key
5_" = (s, -+ ,8ny_q1): the output LWE secret key
S’ = (56, ce Sllc—l) : a GLWE secret key

-

(S V)

10

Context: N-1 ,

j
j=0 SiN+jX

VO<i<k-1,8=3
o : such that a2 < N
Aoyt = max(A1, Ag)

V0 <i < a, el € LWEs(m{" - Ay)

V0 <i<a, ctl® € IWEs(m? - Az)

RLK : a relinearization key for S’ as defined in Algorithm 20

KSK : a key switching key from § to S" as defined in Algorithm 22

Output: {ctEOUt) € LWE (mgl) -miz) -Aout)}

begin

/* KS from LWE to GLWE (Section 2.3.2)
El = {071727"' s & — 1}7

£2 = {0,&,2&, T (Cl{ - 1)(]}7

CT1 « PackingKS({ctV}2= 1, £1,KSK) ;
CT2 + PackingKS({ct!® 197!, £2,KSK) ;
/* GLWE multiplication (Algorithm 20)
CT < GLWEMult(CT;,CT2, RLK)

/* Sample extractions (Algorithm 5)
for 0 <i< ado

ct(°“t) € LWE;, (mg1> -mZ@) . Aout) < SampleExtract (CT,% - (o + 1))

Input:

a—1

1=0

7

end
end

*/

*/

*/
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First, we use a packing key switch (Section 2.3.2) to pack the two input sets into
two GLWE ciphertexts. To do so, we use two sets of indexes £; and L£; such that
L1 ={0,1,2,--- ;,a—1} and L3 = {0,,2a, - , (o — 1)a}. Then, the resulting GLWE
ciphertexts are multiplied with the GLWE multiplication recalled in Algorithm 20. Finally
all the coefficients at indexes i - (a« + 1) (for 0 < i < ) are extracted with Algorithm 5.

Sum of Products

Algorithm 24: cty, < PackedSumProducts({ct'"}2!, {ct!? 127! RLK, KSK)

= (80, ,8n—1) : the input LWE secret key
=(sp, - ,8,n_1) ¢ the output LWE secret key
/= (56, A Sllc—l) : aISLWE secret key
) -1 ;

VO<i<k—1,8 =3 """ sy ;X

« :such that a < N

Aoyt = max(A1, Ag)
VO <i<a, et e WWEz(m{" . Ay)
V0 <i<a, ctt?) € LWEg(m'? - Ay)
RLK : a relinearization key for 5" as defined in algorithm 20

TR

1

Context:

Input:

KSK : a key switching key from § to S" as defined in algorithm 22
Output: ctoy: € LWE;, (Z?:_ol mgl) -m§2) -Aout)

-

begin

/* KS from LWE to GLWE (Section 2.3.2) */
‘Cl = {071727"' s & — 1}7

£2 :{a_lva_27a_3a"' 70}’

CT1 + PackingKS({ct!" 12!, £1,KSK) ;

CTy « PackingKS({ct'® 191, £, KSK) ;

/* GLWE multiplication (Algorithm 20) */
6 CT + GLWEMult(CT1, CT2, RLK)

/* Sample extraction (Algorithm 5) */
7 Ctout € LWE; (Z;‘:’Ol m{M . m () ~Aout) + SampleExtract (CT,a — 1)

w A N

8 end

The PackedSumProducts algorithm also takes as input two sets of LWE

Z(l)}()g@é and {Ct?)}ogka such that for 7 € {1,2} and for

0 < i < &,ctl(j) € LWEg(W”LZ(-j) - Aj). Its goal is to compute an LWE encryption
of the sum of products >%°) mgl) . mZ@) - Aout, where Ay, = max(Aq, Ay). The
PackedSumProducts is described in Algorithm 24.

ciphertexts {ct

First, the two input sets are packed with a packing key switch into two GLWE cipher-
texts with two sets of indexes £1 = {0,1,2,--- ,a—1}and L3 = {a—1,a—2,a—3,--- ,0}
respectively. Then, the resulting GLWE ciphertexts are multiplied with the GLWE mul-
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5.4. LWE Multiplication

tiplication recalled in Algorithm 20. Finally, the coefficient at index a — 1 is extracted

using Algorithm 5.

It is also possible to compute squares and a sum of squares by computing a GLWE

multiplication between a GLWE ciphertext and itself.

Packed Squares

. 1! 1
Algorithm 25: {ctgou }_70 + PackedSquares ({cti}?:() , RLK, KSK)

§= (80, "+ ,8n—1): the input LWE secret key
§: = (sp, " »5,n_1) ¢ the output LWE secret key
Context: S = (56, R Sllc—l) : a GLWE secret key

MO<i<k—1, S/ =3 sl vy,

a : such that 2% < N
V0 <i< a, ct; € LWEz(m; - A)
Input: RLK : a relinearization key for 5" as defined in Algorithm 20
KSK : a key switching key from § to S" as defined in Algorithm 22

Output: {ct(OUt) € LWE (m? 'A)}?gol

i

X7

1 begin
/* KS from LWE to GLWE (Section 2.3.2) */
L£L={20—-1,2' —1,22 -1,... 2071 —1};

CT « PackingKS({ct; }97", £, KSK) ;

/* GLWE Square (Algorithm 21) */
4 CT <+ GLWESquare(CT, RLK)

/* Sample extractions (Algorithm 5) */
5 for 0 <i:< ado
6 ct® € LWE; (m? - A) + SampleExtract (CT,2¢+1 — 2)
7 end
8 end

The PackedSquares algorithm takes as input a single set of LWE ciphertexts {ct;}, <i<a
such that for 0 < i < a,ct; € LWEz(m,; - A). Its goal is to compute LWE encryptions of
the squares m? - A. The PackedSquares is described in Algorithm 25.

First, the input set is packed with a packing key switch into a GLWE ciphertext with
the set of indexes £ = {2° — 1,2' — 1,22 —1,... /271 — 1}, Then, the resulting GLWE
ciphertext is squared by using the GLWE square algorithm described in Algorithm 21.
Finally all the coefficients at indexes 271 — 2 (for 0 < i < «) are extracted with Algo-
rithm 5.
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Sum of Squares

Algorithm 26: cto + PackedSumSquares ({cti}?;ol JRLK, KSK)

= (80, ,8n—1) : the input LWE secret key
' = (sg, -+ 8k y_1) : the output LWE secret key
Context: I = (56, R Sllc—l) : a GLWE secret key
) N-1 ;
VO<i<k-—1, 8 =3 " sy ;X
« : such that 2% < N
VO<i<a, ct; € LWE_;(mZ . A)
Input: RLK : a relinearization key for S" as defined in algorithm 20
KSK : a key switching key from § to S as defined in algorithm 22

Output: ctout € LWES7 (Z?;()l m? ’ QA)

1 begin

/* KS from LWE to GLWE (Section 2.3.2) */
2 £y ={0,1,2,-- ,a -1}
3 Lo ={2a-1,200—2,2a—3,--- ,a};

CT « PackingKS({ct; }07 | [{cti }97,, £1]]£2, KSK) ;

/* GLWE square (Algorithm 21) */
5 CT «+ GLWESquare(CT, RLK)

/* Sample extraction (Algorithm 5) */
6 ctout € LWE;, (Z?:_ol mf . ZA) <+ SampleExtract (CT,2a — 1)
7 end

The PackedSumSquares algorithm takes as input a single set of LWE ciphertexts
{Cti}ogKa such that for 0 < i < a,ct; € LWEz(m,; - A). Its goal is to compute a LWE
encryption of the sum of squares " 'm?2a. The PackedSumSquares is described in
Algorithm 26.

To achieve this goal, the input set is packed with a packing key switch into a
GLWE ciphertext with redundancy, using two indexes sets £; = {0,1,2,--- ;o — 1} and
Lo ={2a —1,2a0 — 2,2 — 3, -+ ,«o}. Then, the resulting GLWE ciphertext is squared
using the GLWE square algorithm described in Algorithm 21. Finally the coefficient at
index 2av — 1 is extracted with Algorithm 5.

Notice that we could also compute packed products and a packed sum of products
with a GLWE squaring algorithm by changing £, £, and £, and also extracting differ-
ent coefficients. Also note that for these four algorithms, there are restrictions regard-
ing the maximum value that « can take each time. The noise analysis of PackedMult,
PackedSumProducts, PackedSquares and PackedSumSquares can be deduced from the re-
sults of Theorem 27.
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CHAPTER 6

WITHOUT PADDING PROGRAMMABLE
BOOTSTRAP

In Limitation 1, we explained that we need to have a bit of padding to perform a correct
PBS (Algorithm 10 and Theorem 14) with an arbitrary lookup table evaluation. The only
exception is when the function is negacyclic (Remark 8), in this case, we do not need a
bit of padding. When working with Boolean messages, this is not an issue as we can use
negacyclic functions only. If we want to support integer messages, we need to guarantee
that we have a bit of padding before applying a PBS.

This constraint makes it difficult to use TFHE in practice. To guarantee a bit of
padding, we need the degree of fullness introduced in Section 2.4 to track the maximum
value of the message and make sure that it does not overwrite the most significant bit.
If we are able to remove this constraint, we could create lots of new FHE algorithms,
for instance, we could apply a function on the least significant bits of a message without
having to pay the price of a function on the whole message.

In this chapter, we present 3 ways to build a Without Padding Programmable Boot-
strapping (WoP-PBS).

The first two constructions leverage the LWE multiplication we introduced in Sec-
tion 5.4 (Algorithm 22 and Theorem 27) and the generalized PBS introduced in Sec-
tion 5.1 (Algorithm 17 and Theorem 22). Intuitively, we use the multiplication to correct
the sign after the lookup table evaluation. Before those constructions, there was no way
to compute a PBS without a bit of padding. On top of those new algorithms, we overcome
Limitation 5 by introducing a way to homomorphically change the encoding of a message
to have a radix encoding as described in Section 2.4.

Then, we introduce another WoP-PBS by leveraging this time the circuit bootstrap
recalled in Algorithm 11, the PBS (Algorithm 17) and the vertical packing (Algorithm 13).
This algorithm can be easily tweaked to support several LUT evaluations which, with

the PBSmanyLUT introduced in Algorithm 18 and Theorem 23, overcome Limitation 6.
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Chapter 6 — Without Padding Programmable Bootstrap

The new WoP-PBS scales particularly well with the precision of the message, and we
will use it in the description of our homomorphic integers (see Chapter 7). With it,
applying arbitrary functions over radix or CRT encoded messages becomes possible, thus
overcoming Limitation 13.

All those new algorithms can be parallelized to leverage a multi-thread execution

environment which overcomes Limitation 3.

6.1 WoP-PBS: First Attempt

In this section, we describe the first known WoP-PBS which means a PBS without a bit
of padding. Having a bit of padding is troublesome when using TFHE in practice because
we cannot leverage the native reduction modulo ¢ of the scheme to build an FHE modular
arithmetic as explained in Limitation 1.

In this section, we give two WoP-PBS algorithms (Algorithms 27 and 28) that are built
on top of the LWEMult (Algorithm 22).

6.1.1 WoP-PBS from sign correction

A big constraint with the TFHE PBS is the negacyclicity of the rotation of the LUT. It
implies the need for a padding bit (as mentioned in Limitation 1). We propose a solution
to remove that requirement, by using the aforementioned LWE multiplication (Algo-
rithm 20) and the generalized PBS (Algorithm 17). This new bootstrapping is called the
programmable bootstrapping without padding (WoP-PBS) and a first version is described
in Algorithm 27 and in Theorem 28.

Theorem 28 (PBS Without Padding (V1)) Let 5= (so, - ,5n,-1) € Z; be a binary
LWE secret key. Let S' = (S{],...,S,/g,l) € 9‘%’; be a GLWE secret key such that s;=
SN sy Xy, and § = (s, -+ spy_q) € ZuY be the corresponding binary LWE key.
Let Py € R, (resp. Py € R,) be an r-redundant LUT (Definition 12) for the function
f:Z — Z, (resp. the constant function x — 1) and Aoy € Z, be the output scaling factor.
Let CTy be a (possibly trivial) GLWE encryption of Py - Agw and CTy be a trivial GLWE
encryption of Py - Aoy Let (3¢,9) € Z X N be the two integer parameters defining (along
with N ) the chunk of the plaintext that is going to be bootstrapped, such that 22'_ 9N, and

A 2%
let (3, m") = PTModSwitch,(m, A, »,9) € {0,1} x N.
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6.1. WoP-PBS: First Attempt

Algorithm 27: ctoy « WoP-PBS; (ctin, BSK, RLK, KSK, Py, Aqye, 3¢, 9)

= (50, 1 5n-1) € Z
= (867 e aS;cN—l) € ZI;N
G = (90, g¢D) e Rk

VO<i<k—1, 80 =3V si v ;X7 € Ry

U0y Wy

Context: { f:7Z — 7Z : a function

Py € R, aredundant LUT for z — 1

(8, m') = PTModSwitch,(m, A, »,9) € {0,1} x N

CTy € GLWE, (Pf - Agye) € RET! (might be a trivial encryption)
CT, € 9%’;“ . a trivial encryption of Pp - Agye

Input:
ctin € LWEz(m - Ayn) = (ag, -+, Gn_1,a, = b) € ZZ“
BSK = {BSKi € GGSWg’E) (Si)}0<i<n—1 . a bootstrapping key from 5 to S
RLK = {ﬁ - € GLevP? (S{ . S‘j}bﬁgi . a relinearization key for S’
" S v 737 Jo<i<k—1 " y ot
KSK = {ﬁz € GLevg’Z) (S;)}OgigkN—l . a key switching key from s’ to S
Py € R : a redundant LUT for z — f(x)
Aoyt € Zg : the output scaling factor
(5,9) € Z x N : define along with N the window size
Output: cto, € LWE(f(m') - Ague) if we respect the requirements of Theorem 28
1 begin
/* Compute two PBSs in parallel: x/
2 cty € LWE;((—1)7 - f(m/) - Aout) < GenPBS (ctin, BSK, CTy, 3¢ — 1,9) ;
3 Ctgign € LWE;,((—I)B - Aout) < GenPBS (ct;n, BSK, CTy, ¢ — 1,9) ;
/* Compute the multiplication */
4 Ctour <— LWEMult(cty, ctgign, RLK, KSK);
5 end
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Chapter 6 — Without Padding Programmable Bootstrap

Let KSK:{ﬁiGGLevg'e> (5;)}09'9_1 be a key switching key from s to ,57/7 with noise sampled

. _ 0<j<i . o
respectively from x,u) and @ . Let RLK:{CT,L-,jeGLev(;’“(Sgs;)} be a relinearization
0<i<k—1

" be a bootstrapping key

=0

key for g’, defined as in Theorem 26. Let BSK:{c:TieGGSW?;‘f(si)}
from 5 to s,
Then Algorithm 27 takes as input an LWE ciphertezt ct;, € LWEz(m - A;,) € Z;‘H

where cti, = (ag,"** ,an_1,a, = b), with noise sampled from X, , and returns an LWE
ZkNJrl
q

n—

ciphertext ctoy € under the secret key s' encrypting the messages f (m) - Aout if
and only if the input noise variance satisfies the constraint of Theorem 22.

The output ciphertext noise variance verifies Var(WoP-PBS;) = Var(LWEMult) with
input variances for the LWE multiplication (Algorithm 22) defined as o7 = Var(GenPBS),
forie{1,2}.

The cost of Algorithm 27 is

Cost (WOP_Ple)(nvePBSJ‘?l7N17£K37£RL7]€2,N2) — 9. Cost (GenPBS)(n,Zsz,lﬂ,Nl)

(6.1)
+ Cost (LWEMUlt)(ZKS,ERL,NL]CQJVQ) .

Proof 28 (Theorem 28) We only provide a proof of correctness of the algorithm, con-
sidering that the noise and the cost are directly deduced from the GenPBS and LWEMult
algorithms (see Theorem 22 and Theorem 27).

Both of the GenPBS are applied with the same parameters except for the evaluated
function (P or Py). Thus, in both ciphertexts ct; and ctsg, the value of 5 is the same.
Then, ctoy € LWEg((—1)% - f(m) - Aout) = LWE(f () - Aout)- O

Remark 32 (Several Secret Keys) Observe that, in Algorithm 27 we set KSK as a
key switching key from § to S where § is the LWE secret key composed of the coefficients

in S'. In practice, the key switching can be done to a key 5;’, that has nothing to do with
. In this case, the RLK should be adapted as well to the key S,

Below, we describe several variants of Algorithm 27. These improvements could in-
crease the noise but lower the cost of the algorithm.

The two GenPBS have the same input ciphertext. To make the evaluation more efficient
(evaluating a single bootstrap instead of two), it is possible to use either the multi-value
bootstrap (Algorithm 14) described in [CIM19], which will be faster but at the cost of
a higher output noise. Another option would be to take advantage of the PBSmanyLUT,
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6.1. WoP-PBS: First Attempt

which we describe in detail in Section 5.2 (Algorithm 18) if the input message is small
enough (c¢f. Remark 33).

There could only be one key switch done in LWEMult instead of two if one of the two
inputs is provided as a GLWE ciphertext and if we remove the final sample extract in one
of the two GenPBS.

The LWEMult on line 4 can be replaced by a LWESquare which corresponds to a
PackedSquares with o = 2 (Algorithm 25) which is faster.

6.1.2 WoP-PBS from LUT Splitting

Another big constraint with the PBS of TFHE is that the polynomial size N is directly
linked to the size of the message we want to bootstrap (as mentioned in Limitation 2).
Since N is a power of two, the smallest growth of the polynomial size slows down the
computation by more than a factor 2 as the cost of TFHE’s PBS is proportional to the
cost of FFT conversions, N log,(/N). Keeping that in mind, we offer a different way to
perform a bootstrap without padding in Algorithm 28 which can be more efficient in a
multi-threaded machine. The main idea behind this algorithm is to write a message m as
Bllm’ where 3 is the most significant bit and m’ the rest of the message. The function f
to be computed is broken into two functions: fy and f;. We want f; if 8 is equal to 0 and
f1if B = 1. We use § as an encrypted decision bit, so we can choose between fy(m’) or
fi(m') thanks to the LWEMult (Algorithm 22).

Precision | n PBS/KS BR BR KS KS | Relin | Relin

logy(N) | logy(B) | £ | logy(B) | £ | logy(B) ¢
1 550 11 17 2 21 2 30 1
2 550 11 13 3 17 2 30 1
3 550 11 10 4 17 2 20 2
4 550 11 9 5 13 3 20 2
5 550 11 5 9 10 4 24 2
6 550 12 10 5 12 4 24 2
7 550 12 4 13 10 5 24 2

Table 6.1: Parameter sets of a WoP-PBS, followed by a GLWE multiplication for different
precisions and for 128 bits of security. In the table, KS means Key Switching, BR means

Blind Rotation and Relin means Relinearization. This table was generated in May 2021
with av = 0.05287332817861731 and 5 = 4.551576767993042 (as defined in Section 3.1).

We give the complete set of cryptographic parameters for different precisions in Ta-
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Chapter 6 — Without Padding Programmable Bootstrap

ble 6.1. In a nutshell, for precisions from 1 to 5 bits, we use log,(/N) = 11 and for 6 and
7 bits of precisions, we use log,(N) = 12.

Algorithm 28: cto, + WoP-PBSs(ctin, BSK, RLK, KSK, Pf, Aoy, 3¢, 9)

= (50, ,8n—1) €ZY
= (sgs " Sk _1) € ZI;N
1= (80, 5" k=) € Rk
WO <i<k—1, 80 =3 1s o XT €ny
fo(x) = f(z) = fi(xz — p) for a certain p
(B,m’) = PTModSwitchqy(m, A, 5,9) € {0,1} x N
P; € Ry : as defined in Algorithm 27
CTy, € GLWES-, (Pfi . Aout) S D‘{Z;Jrl (might be a trivial encryption)
CTy € 9%§+1 : a trivial encryption of Py - %
Py, , Py, € Rq @ redundant LUTs of the two halves of Py
Ctin € LWEz(m - Ain) = (a0, yan_1,an = b) € ZgT!
BSK, KSK, RLK : as defined in Algorithm 27
Input: ¢ Py € Ry : aredundant LUT for z — f(x)
Aout € Zgq : the output scaling factor
(56,9) € Z x N : define the window size along with N
Output: ctoyt € LWES—/ (f(m) - Aout) if we respect the requirements of Theorem 29

o)

U %

Context:

1 begin
/* Compute in parallel 3 PBS: */
ctyy € LWE ((—=1)7 - Aoyt - fo(m')) <= GenPBS(ctin, BSK, CT 5, 3¢, 9) ;
cty, € LWE; ((—=1)? - Aoyt - f1(m')) < GenPBS(ctin, BSK, CT,, 5, 9) ;

a Ctsign € LWE 5 ((—1)7 - 8g2) « GenPBS(ctin, BSK, CTy, ¢, 9) ;
/* Compute two sums in parallel: */

5 ctgy € LWE 5 ((1— B) - Aout) ¢ ctgign + (0, 832

6 ctg, € LWE (=8 - Agut) ¢ ctsign — (0, 22 ;
/* Compute two multiplications in parallel: */

7 ctg.fy LWE'\/|u|t(thO,CtB07 RLK, KSK) ;

8 ctg.f; LWEMUH:(thl,Ct/gmRLK7 KSK) ;
/* Add the previous results: */

9 Ctout = Ctg.f, + Ctg.f; ;

10 end

Theorem 29 (PBS Without Padding (V2)) Let fy and f; be the two functions rep-
resenting f such that fo(x) = f(z) = fi(x —p) for a certain p € N. Then, under the same
hypotheses than the ones of Theorem 28, Algorithm 28 takes as input an LWE ciphertext
ctin € LWEz(m - Ayn) = (ao, - -+, an_1, a, = b), with noise drawn from x,, , and returns an
LWE ciphertext ctone under the secret key s encrypting the messages f (m') - Aqwe if and
only if the input noise variance verifies the constraint of Theorem 22.

The noise variance of the output ciphertext is

Var(WoP-PBS;) = 2 - Var(LWEMult), (6.2)
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with input variances of the LWEMult defined as

o7 = Var(GenPBS), Vi € {1,2} . (6.3)

The cost of Algorithm 28 is

Cost (WOP_PBsz)(nvZPBSJﬁ7N17£KS7€RL7,€27N2) — 3. Cost (GenPBs)(n7£P857k17Nl)
+ 2Cost (LW EMult) s RoNokN2) (6 4)
+ (N2 + 3)Cost (add) .

Proof 29 (Theorem 29) We have ctg, € LWE; 5

ctg, € LWE;(Aowt) else ctg, € LWE;(0). So, ctg, € LWE;((1 — 8)Aoy). Similarly, we
obtain ctg, € LWE;((—5)Aout)-

Consequently,

A"“t((—1)6+1)). If B =0, then

Ctowe € LWE ((=1)7 - (1= 8) - Aoye - fo(m') + (=) (=5) - Aue - fo(m)) .

Thus, if B = 0, ctowx € LWEZ (fo(m') - Aow) else ctoe € LWE (fi(m') - Aow), as
expected.
]

Below, we describe several variants of Algorithm 28. These improvements could in-

crease the noise but they also decrease the cost of the algorithm.

o The three GenPBS have the same input ciphertext. As we observed for Algorithm 27,
to make the evaluation more efficient by evaluating a single bootstrapping instead
of three, it is possible to use either the multi-value bootstrap (Algorithm 14) de-
scribed in [CIM19] or to take advantage of the PBSmanyLUT (Algorithm 18 and cf.
Remark 33).

o We could remove two key switches (among four) as explained for the WoP-PBS;.

o To improve both performance and noise, in practice, we can do a lazy relinearization
as described in [Lee+20b], i.e., the relinearization step of the two LWEMult is done
after the final addition.
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e The two LWEMult followed by the final addition can be replaced by a
PackedSumProducts (Algorithm 24).

Remark 33 (Combining PBSmanyLUT and WoP-PBS) Observe that the
PBSmanyLUT (Algorithm 18) and the WoP-PBS (Algorithm 27 and Algorithm 28)

can be combined in two different ways:

1. Using PBSmanyLUT to improve WoP-PBS: In WoP-PBS;, ctg;y, and cty resulting
from distinct GenPBSs can be evaluated at once by using a single PBSmanyLUT.
Similarly, in WoP-PBSs, ctgign, cty, and cty can be evaluated all at once. In both
cases, this variant can be applied only if the polynomial size chosen for the WoP-PBS
is large enough to allow multiple LUT evaluations (i.e, if precision is not yet a bottle-
neck condition): this variant of the WoP-PBS will improve the cost of the algorithm,

without impacting the noise growth.

2. Using WoP-PBS to improve PBSmanyLUT: The PBSmanyLUT algorithm implicitly
performs a GenPBS with a special modulus switching. This GenPBS can actually be
replaced by a WoP-PBS (with the same special modulus switching) as a WoP-PBS

performs the same operation as GenPBS, without the constraint of the bit of padding.
This technique is what we call WoPBSmanyLUT.

6.1.3 Large Precision Without Padding (Programmable) Boot-
strapping

Using one of the WoP-PBS techniques introduced in Algorithms 27 and 28, we build two
new algorithms that can work on messages encoded with a radix or a CRT encoding as
described in Section 2.4.

We first describe a way to efficiently reduce the noise of an LWE ciphertext with larger
precision (bootstrap) and then show how to also evaluate a function on such ciphertexts
(programmable). These algorithms do not require the input LWE ciphertext to have a bit
of padding.

Larger Precision Without Padding Bootstrapping

We introduce a new procedure in Algorithm 29 to homomorphically decompose a message

encrypted inside a ciphertext in « ciphertexts each encrypting a small chunk of the original
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6.1. WoP-PBS: First Attempt

message. [t means that this algorithm will be able to convert a message encoded with the
traditional method (Definition 13) to a message encoded with the radix encoding described
in Section 2.4 and Definition 15.

This algorithm is especially efficient because we begin by extracting the least significant
bits instead of the most significant bits. To do so, we use the previously introduced
parameter s to remove some of the most significant bits of the input message m and
apply the bootstrapping algorithm on the remaining bits as described in Section 5.1. The
bootstrapping algorithm must be a WoP-PBS (Algorithm 27 or Algorithm 28) as the value
of the most significant bit is not guaranteed to be set to zero. This procedure allows us
to obtain an encryption of the least significant bits of the message. Next, by subtracting
this result from the input ciphertext, we remove the least significant bits of the input
message. This gives a new ciphertext encrypting only the most significant bits of the

input message. From now on, this procedure is repeated on the resulting ciphertext until
a—1

we obtain « ciphertexts, each encrypting m;A; such that m;,A;, = Z m;2A\;. This process
is somehow similar to the approach called Digit FExtraction .fgtpplile:(iJ on the BGV/BFV
schemes, presented in [HS15; CH18|.

This entails a significantly better cost than the naive method which consists in boot-
strapping the whole message several times to extract each chunk. In this new method,
each bootstrap only needs a ring dimension big enough to bootstrap correctly the number
of bits of each chunk instead of having to be big enough to bootstrap correctly the total
number of bits of the input ciphertext.

Efficiency might be improved within the multiplication inside each WoP-PBS by adding
a keyswitching during the relinearization step to reduce the size of the LWE dimension.
As the cost of the WoP-PBS depends on this LWE dimension, this will result in a faster

version of Algorithm 29.

Lemma 1 Let cty, € LWEz(m;, - Ain) € ZZH be an LWE ciphertext, encrypting mi, -
Ain € Z,. under the LWE secret key § = (so,...,Sn-1) € Ly, with noise sampled from
Xo- Let BSK,KSK and RLK as defined in Theorem 28. Let L = {d;}icjo,a—1) with d; €
N* s.t. Ain22?;01 di < g be the list defining the bit size of each output chunk. Algorithm 29
computes o € N* new LWE ciphertexts {Ctout,z‘}z’e[o,a—l}; where each one of them encrypts

i—1 5
m; - A;, where A; = Ay, - QZJ’:ldj, under the secret key s'. The variances of the noise is

Var(ctout ;) = Var(WoP-PBS) (6.5)
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Algorithm 29: ct,,; + Decomp(cti,, BSK, RLK, KSK, £)

Context:

Input:

§=(s0,--+,sn—1) € Ly
= (50> -+ skv—1) € Zg
S = (80, 5" k=) ¢ Rk

. : N—1 .
VO<i<k—1, 800 =370 Fsl X7 € Ry
{Pys,}ic[0,a—1] : LUTS for the functions f;

wy

i—1
d,
Vi€ [l,a—1],A; = A -221:1 T <yq

Ag = Ain, minAin = Ziaz_ol miA;

Ctin € LWEz(min - Ain) € Zg !
BSK, KSK, RLK : as defined in Algorithm 27
L= {di}ie[o,afl] with d; € N*

Output: {ctout,i € LWEz (m; - Ai)}ig[o,a—1]

begin

ct < ctjn

for i € [0,a— 1] do

end

end

;< Za_l d

j=it1 Y

Ctout,i < WoP-PBS(ct, BSK, RLK, KSK, P}, , A;, 5;,0)
ct < ct — Ctoyt,i

?e 7k ?N 72 7£ b 7Z ’k 7N 7£ 7€ 71?
Cost (Decomp)(” PBS k1, N1 bks fRL,r) aCost (WOP—Ple)(n pBs,k1,N1,ks,LrL,1,n)

By using the decomposition and then adding each ctoy;, one can get, with the right

parameters, a noise smaller than the one of the input ciphertext.

The cost is

+ a(n + 1)Cost (add) + (W) Cost (add)

An immediate application of Algorithm 29 is a high precision bootstrap algorithm.

Larger Precision WoP-PBS

With the Tree-PBS and the ChainPBS algorithms introduced in [GBA21] and recalled in
Section 2.3 and Algorithm 15, we can compute large precision programmable bootstraps
assuming that the input ciphertexts are already decomposed in chunks. In a nutshell, the
idea behind the Tree-PBS is to encode a high-precision function in several LUTs. The
first input ciphertext is used to select a subset among all the LUTs. This subset is then
rearranged thanks to a key switching to build new encrypted LUTs. The previous steps
can be repeated on the second input ciphertext, and so on. The Tree-PBS relies on the
multi-output bootstrap from [CIM19] recalled in Section 2.3 and Algorithm 14.
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6.2. WoP-PBS: Second Attempt

Thanks to Algorithm 29, we are able to efficiently decompose a ciphertext. This allows
to quickly switch from one representation (one ciphertext for one message) to another
(e.g., several ciphertexts for one message) before calling the Tree-PBS or the ChainPBS
algorithms. As Algorithm 27 and Algorithm 28 can perform the same operation as the
PBS, one can replace the PBS in [GBA21] algorithms by a WoP-PBS. This relaxes the
need to call Tree-PBS or ChainPBS with ciphertexts having a bit of padding. We call
these two algorithms respectively the Tree-WoP-PBS and the Chained-WoP-PBS. Note
that these algorithms can also be used to implement the Add}}™® and MulX®>® operators

(Algorithm 31).

6.2 WoP-PBS: Second Attempt

In Section 6.1, we described two new WoP-PBS (Algorithm 27 and Algorithm 28) based
on the GLWE multiplication (Algorithm 20) which can be quite costly to evaluate. In
fact, we need to use a large ciphertext modulus to compute it (e.g., ¢ = 2'?®) which is not
a native type supported by machines, making the implementation slower than expected.
This constraint comes from the very large noise introduced by the multiplication.

Here, we present a new WoP-PBS that does not rely on the GLWE multiplication.
We implemented and compared this new technique to prior art using the optimization
framework introduced in Chapter 4 and Section 4.3. Later in Section 7.2.4, we provide
benchmarks using this new algorithm.

The PBS [Chi+20a; CJP21] takes as input a single LWE ciphertext and outputs the
LUT evaluation on the encrypted message. However, when the message is encoded in
multiple LWE ciphertexts, a single PBS is not enough. The Tree-PBS method proposed
in 2021 by Guimaraes, Borin and Aranha [GBA21] and recalled in Algorithm 15 enables
to evaluate a large look-up table over many input ciphertexts. For completeness, we will
provide details about how to use this technique for our large homomorphic integers in
Section 7.2.3. The Tree-PBS is a valid solution for the evaluation of generic LUTSs over
large integers, but its cost increases exponentially with the number of blocks (i.e., the
number of LWE ciphertexts composing a large integer ciphertext). Additionally, the Tree-
PBS technique uses the classical PBS [Chi+20a; CJP21], which puts constraints on the
bit of padding (Limitation 1) and on the small precision of the messages (Limitation 2).

In this section, we propose an alternative technique to evaluate generic LUTs on large

integers, that scales better than the Tree-PBS and does not suffer from the constraint on
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the bit of padding.

6.2.1 LUT Evaluation over Large Integers

m = ms meo mq mo

l l l l
’ Bit Expract
l l l l

™m3,3 M32 m31 M30 mM23 M22 M1 M2 ™13 ™M1 2 M11 ™10 ™Q,3 0,2 0,1 0,0

Bit Extract
+ CBS

Bit Extract
+ CBS

Loyo
CMux Lo, m3.3
L
0.1 Select L
L= Lmg o,m3 3 inLUT [ [m]
Ly
CMux L1,y n3,3
Liq

Figure 6.1: Cleartext evaluation of the new WoP-PBS (toy example). The values m; ; (for
i,j € {0,1,2,3}) are bits. We split the LUT L into 4 smaller LUTs (Lo, Lo1, L1,0, L1,1)
to be evaluated in the CMux tree. The output LUT of this tree is given as input to the
operation selecting the right output of a LUT (corresponding to the blind rotation). The
output L[m] is the element of the LUT L corresponding to the input message m. The
Bit Extract blocks correspond to the lines 2 to 11 in Algorithm 30 and the CMux tree
followed by a blind rotation corresponds to the vertical packing on line 12 (Algorithm 13).

A WoP-PBS, i.e., a PBS which does not require a bit of padding takes as input an LWE
ciphertext with or without bits of padding in the MSB, a public key called bootstrapping
key, and a LUT L as the classical PBS. It outputs the homomorphic evaluation of the
LUT on the input message, i.e., an LWE encryption of L[m].

Here, we propose a new WoP-PBS that is able to take as input not only one LWE
ciphertext but several. It is able to round (or truncate or more) all input messages to a
given precision. It can be used to compute several LUT on the same set of inputs at the
cost of (about) a single LUT.

Our method is based on two building blocks: the circuit bootstrapping (Algorithm 11)

and the mixed (or vertical or horizontal) packing (Algorithm 13). The cleartext represen-
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6.2. WoP-PBS: Second Attempt

tation of the new WoP-PBS is presented in Figure 6.1. In practice, the algorithm executes

the following steps:

o It starts by using the generalized PBS (Algorithm 17) to evaluate a (negacyclic)
scaled sign function (see Remark 8). We then perform a homomorphic subtraction
to extract all the bits of the encrypted large message as we did in Algorithm 19.
Each bit is outputted as an LWE ciphertext.

o It converts each of the LWE ciphertexts extracted with the previous step into GGSW
ciphertexts, by using circuit bootstraps [Chi+20a).

o It uses the GGSW ciphertexts from the previous step to evaluate the LUT with the
mixed (or vertical or horizontal) packing introduced in [Chi+20a] and recalled in
Algorithm 13: it consists in practice in a cmux tree (Algorithm 12), followed by a

blind rotation (Algorithm 9) and one (or several) sample extract (Algorithm 5).

In general, the circuit bootstrap is the most expensive part of the algorithm (each
circuit bootstrap requires several PBSs, each followed by several private key switches,
Algorithm 3). Since the number of circuit bootstraps corresponds to the number of bits
composing the input message, the technique generally scales linearly in the size of the input
message. However, as the input size increases, the mixed packing stops being negligible
and becomes as costly as (or even more costly than) the circuit bootstrap part: roughly
speaking, this happens when the number of cmuxes in the vertical packing part becomes
as big as the number of cmuxes in the PBSs computed inside the circuit bootstraps (e.g.,
for the parameter sets that we use in our experiments, this happens when the input size
is about 28 bits).

We provide the details of the technique (using vertical packing in this case) in Algo-
rithm 30. To evaluate several LUTSs, we simply need to repeat the vertical packing for

each LUT evaluation.

Theorem 30 (WoP-PBS) In Algorithm 30, we assume that all the keys are drawn from
an uniformly binary distribution. The noise of the output of Algorithm 30 corresponds to
the noise of a circuit bootstrap — a PBS, followed by a private functional KS (Theorem 7
and Algorithm 3) — followed by 5=} 6; emuxes (Theorem 12 and Algorithm 8).

The formula can be obtained from the noise formulae of the GenPBS (Theorem 22)

and holds as
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Algorithm 30: cto,; < WoP-PBS((cto, ..., ct,_1),PUB, L)

x; : as defined in Proof 30 i.e. 8; = 2% - 3/ and 3, mod 2 # 0

A; : scaling factor for the ciphertext ct;

d; : bits occupied by the message in ciphertext ct; starting from A;
Q=22

(Bce,lcg) : the base and level of the output GGSW

ciphertexts to the circuit bootstrapping

(5¢,9) € N x N defining the modulus switching in the

generalized PBS (Algorithm 17)

Context:

(cto,...,Cte—1) encrypting msg = (mo, ..., Mx—1)
with for all 0 <4 < k, Decode (Decrypt (ct;)) = m;
PUB : public keys required for the whole algorithm
L=lo,l1, -+ ,lg_1] : aLUT, s.t. l), € Zy,

Input:

Output: ctyy encrypting lmsg
1 for i € [0;x — 1] do
2 for j € [0;6; — 2] do
/* Extract from the LSB of the message with generalized PBS
(Algorithm 17)
3 if j == 0 then
/* see Proof 30
oT;i—2
oo |15

i = S5

Lij=[zaij, - —aij]

C; < KS-PBS ((Cti . 251‘717 ) + (O, s ,O, Ei) s PUB7 Li,ja (%zlogQ(Ai)Jrj,ﬂ:O))

Cg — ¢+ (0, 707ai,j)

/* Subtract the extracted bit from the original ciphertext

9 ct; < Sub(ct;, ¢})

/* Circuit bootstrap (Algorithm 11) the extracted bit into a GGSW
10 C;; + CircuitBootstrap(c;, PUB, (Bcg, {cg), (¢ = logy (A;) + j, ¥ = 0))

/* Circuit bootstrap (Algorithm 11) the last bit into a GGSW

11 | Cjs,-1 « CircuitBootstrap(ct;, PUB, (Bcg, fcB), (» = logy (A;) + 6; — 1,9 = 0))

o J o o
<

/* Vertical Packing LUT evaluation (Algorithm 13)

— jel—0§6i71~|
Ctout < VPLut ({cm} ,L>

i€[0;x—1]

1

N

13 return cty,;

*/

*/

*/

*/

*/
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k—1 2 2 K—1 N
Var(Ewop-pas) = Var(Ecg) + (Z ) leg(k + I)N%CiVar(ECB) + <Z (5i> 22—1—
1=0 i=0

mized packing

r—1 o 2553 ’?_1 (5 2
¢° — B kN (ZE06) (kN
E: i - ¢ - N B [N AT 7= 2=

+<i:0 51) 24%%8 ( T )+ 16 2

mized packing

with

2 9 _ 2R N
Var(ECB) = TLEBRU{? + 1)N%81R2+Var(BSK) +n & (1 + k) +

245B ZER 2
PBS
nkN n EN\® B2, + 2
—+—|1-= ¢ 1)=BR__ “Var(KSK
+32+16< 2>+BR(n+) 13 ar(KSK)+
PBS private functional KS
2‘€BR 2
¢ — BgR < n) 1 ( n)
—BR (1 —+—(1-=] .
* 24%2"“ t9) T35 16 2

private functional KS

The cost of Algorithm 30 corresponds to the cost of 55 (6; — 1) KSs and PBSs (with
parameters n, k, N, lgr, Ber, lks, Bks, Ossk, Oksk), plus the cost of S5-) ; circuit
bootstrappings (wz'th pammeters n, k, N, lgr, Ber, lca, Bcp, 0sk, Orpks), plus the cost
of logy(N) + 927120 B 7loga(N) _ | emypes (with parameters k, N, {cg, Bcg).

Proof 30 (Theorem 30) In what follows, we prove that the output of Algorithm 30 is:
Ctout = (LWEs(lo(m)), - -+ , LIWEs(lx—1(m))), with l; € Z,, a LUT.

The first step is called the Bit Extract (corresponding to the lines 2 to 8 in Algo-
rithm 30): all the bits of information from all the k™ bits are going to be extracted to be
stored in a new block. The first extracted bit is the least significant bit of the message. To
do so, it is first shifted to the MSB of the ciphertext. More formally, the first step is to
shift the a;-th MSB to the 1-st MSB by multiplying ct; by 2%~1 with o; = [logy(3;)]. At
this point, the next step would be to compute a PBS with a LUT defined by the polynomial
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P(X) = -5l - TN X7 st

5ot if Decrypt(ct; - 2%71) € [, ¢]

satr otherwise

Then, by homomorphically adding 5, this gives either an encryption of 55 or 0. How-
ever, observe that for a cleartext equal to 0, any negative noise will lead to a wrong result
in the extracted bit (i.e., after decryption, we get 3% instead of —5 ). To avoid this
type of errors we need to add a small correction integer denoted €; (for i € [0,k —1]) to
the shifted ciphertext ct; - 221, In what follows, we compute the value of the corrective
term.

We need to be cautious about encoded values that are closed to the two bounds 0 or % if
the noise is negative, then the PBS will return an incorrect result. In order to choose the
right correcting term, we need to determine the smaller distance (denoted d(-,-)) between

2 and its preceding encoded value vi, and q and its preceding encoded value vy i.e.,

o (o(o< 3 2) o< [1]0)-

We now compute the two distances. At this point, we need to distinct between two

cases:

1. B; is a power of two, i.e., B; = 2%. The values are encoded by b% . z] mod ¢q with
i € [0,2%]. For the shift we compute b% . ZW -2%=1 mod ¢, so the only remaining

so the distance between these two values is d = 1 =

encoded values are 0 and 2 :

q-2%i—1 o
[ Bi JZQEi'

2. B; is not a power of two, i.c., 5; = (.- 2%, with some odd 5} # 1. As 5; < q,
after the first shift, for all j € N we obtain the following bound over the encoded

values:

\‘gz . (] mod B@>—‘ . 2%‘-1 mod q < (ﬁql . (] mod ﬁz) + ;) . 20%—1 mod q

< g - (j mod ;) - 2%t +2%7% mod ¢
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6.2. WoP-PBS: Second Attempt

We now want to work with B! instead of ;. Then, for all 7 € N, 35, 7" € N, such
that:

g . (j mod 50 . 2%‘71 mod q= g] . (]/ mod 6@') . 204*1 mod q.

(3

@

= g’ (4" mod ;) mod q.

The next is step is to compute the minimum of the distances:

min (d (vl € {O;g{,g) ,d (vg € {g;q[,q>>—2‘”_2,vi € {ﬁq{ 7" mod q}
SRR

So we have di = d (vl € [0; %[, %) > {QLB,J Next, vy is bounded by

vy < {q;'(ﬁé—l)l Zq—{gz{J

So we have dy = d (1)2 € [%;q[,q) > {%J > {%@J The distance is then bounded

by Bé{j — 2972 The correcting term is finally defined as half of this bound, i.e.,

7

Since the term 2%73 in Proof 30 is very small regarding q, it can be neglected to have
the same € in the both cases. About the noise bound, this term is also negligible, since it

is smaller than 1 before the shift.
q,21i72
ﬁ,

k3

By taking €; = { J and adding €; to ct; - 2°~1 we ensure that for any message, an
error e of size |e| < ¢ will lead to a correct PBS evaluation. This means that before the
shift, the noise in ct; should be smaller than V%%J . 2~ Llog2(B:)]

At this point, the less significant bit (the a-th bit) has been extracted and stored into
a new LWE, . To extract the next bit, we first subtract LWE; ,, to ct;. With this operation
we ensure that the a-th bit is now equal to 0. As we want to extract the (o —1)-th bit, we
now shift by 272, Finding the corrective term ¢; is much easier in this case, as the second

bit is equal to O after the shift. Hence, we can take € = 1 and extract the bit with a PBS.
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To extract the remaining bits, we just need to repeat the previous steps (subtraction, shift,
add e =% and PBS).

4
Concerning the correctness of circuit bootstrap and wvertical packing, we refer

to [Chi+20a).
U

Several optimizations are possible in Algorithm 30. We did not include them directly

in Algorithm 30 to simplify the explanation:

e Observe that the base and level used in the PBS for bit extraction and in the PBS
for circuit bootstrapping might be chosen differently.

o The PBSs in the first step of the algorithm can either be computed independently,
or sequentially, from LSB to MSB, by removing an extracted bit from the input

ciphertext before extracting the next one.

o The second step of the circuit bootstrapping, which is a series of several packing
private key switchings, can be improved by following a similar footstep as a technique
proposed in [CCR19]. We perform an initial LWE-to-GLWE KS (not functional) to
each of the outputs of the PBS, and then, as already done in [CCR19], we perform an
external product with the GGSW encryption of the GLWE secret key to obtain the
remaining GLWE ciphertexts. This allows us to reduce the size of public evaluation

keys at the cost of a slightly larger noise in the output.

o The KS-PBS performed in Line 7 is a Generalized PBS (Algorithm 17), so the modu-
lus switch directly reads the next bit to be extracted. The sign function is evaluated
in order to re-scale the bit at the right scaling factor. The circuit bootstraps used in
Lines 10 and 11 are also instantiated with a Generalized PBS. If we chose a value of
¥ > 0 we could improve the circuit bootstraps with a PBSmanyLUT (Algorithm 18),
i.e., perform all the PBSs in a circuit bootstrap at the cost of a single PBS. Using
this technique imposes an additional constraint on the noise in the input of the

circuit bootstrap.

o We can observe that one of the PBSs of the circuit bootstraps used in Line 10 could
be avoided thanks to the KS-PBS in Line 7, that might already provide the bit

extracted at the right re-scaling factor.
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Remark 34 (Carry Buffer and Bit Extract) In general, the number of circuit boot-
straps performed in Algorithm 30 corresponds to the number of bits of the input message.
Howewver, this number might be slightly larger in some special cases, such as the case where
the carry buffers have not been emptied beforehand, or the case of native CRT (Defini-
tion 16). In these cases, we might need to extract more bits of information, and so perform
more PBSs during bit extraction and more circuit bootstraps. Furthermore, different pos-
sible inputs might encode the same value, hence the LUT L needs to contain some kind
of redundancy. If the goal is to compute the discrete function f, one needs to compute the
LUT L as L|(mg,- -+ ,mx_1)] = Encode (f (Decode (myg, - ,m,_1))).

Remark 35 (Faster Algorithm 30 for Special LUTs) Observe that the new WoP-
PBS approach can be also adapted, and be very convenient, for particular LUTs such as
the ReL U and the sign functions in the radiz mode. Indeed, for these functions we are only
interested in the MSB part of the message. We can leave out some of the least significant
bits and only do the Vertical Packing with a subset of the extracted bits which would be

faster.

6.2.2 Comparison Between AWoP-PBS) = A(CIP21) apnd A(GBA21)

In Algorithm 30, we introduced a new WoP-PBS. We can now resume our comparison,
started in Section 4.3.1, to find out which algorithm is the best (depending on some
parameters) to compute over ciphertexts with large precision. To do so, we consider a

new atomic pattern type (see Definition 28) AWoP-PBS),

Definition 34 (AMW°P-PES) Atomic Pattern Type) We define a new atomic pattern
type AWPPBS) s o subgraph composed of a dot product (Theorem 5) and the WoP-PBS
defined in Algorithm 30.

As before, we assume that the inputs of the dot product are outputs of a bootstrap.
An atomic pattern of type ANVPPBS) can be fully described by the pair (v,t) with v, the

2-norm and t the noise bound (Definition 21).

As this algorithm can work on a single ciphertext or on several ciphertexts containing
chunks of the message, we present three variants: 1, 2 and 4 blocks. We display a com-

parison between A(CIF2D) - A(GBA21) gy A(WoP-PBS)

on Figure 6.2. We used the exact same
context as in Figure 4.3 for this experiment, so the failure probability is for the three of

them pey =~ 273,
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Figure 6.2: In this figure, we evaluate a LUT over a few encrypted inputs. We compare
the AP type AMW°P-PBS) corresponding to the WoP-PBS introduced in Algorithm 30 (1,
2 and 4 blocks), with the AP type A“BA2D | corresponding to the Tree-PBS [GBA21] (2
and 3 blocks). As a baseline, the AP of type A2V is also plotted.

Remark 36 (Noise Bound) For A"V and A(GBA2) please refer to Remark 27. For
AWP-PBS) “ipe have a certain number of sequential bit extractions per input LWE cipher-
text and per block. In theory, we want to take into account all those potential PBSs (one
per bit extraction), but we noticed that the first one dominates all the others regarding
the noise. In fact, their impact on the total failure probability is negligible compared with
the first bit extraction. Our experiments showed that for 2-norms v > 4, and for failure
probability below 272° this assumption holds. We leave to future works the exploration of
this topic. With this assumption, we start by computing the failure probability needed for
one PBS defined as p, = 1 — (1 —pfa”)% with k the number of input LWE ciphertexts.

From it, we can finally compute the noise bound for each PBS t (p,0) = W.

The brown /4 curve represents the cost of the best parameter set for an atomic pattern
AWoP-PBS) working over one block. We can immediately notice that, between 1 and 9 bits
of precision, A?P21) is more interesting than the new bootstrap (Algorithm 30). However,
with precisions from 10 bits and above, AWeP-PBS) hag solutions that are more efficient

than the ones existing for A©'P2D " and finds solutions when there is none for ACF21),
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For a small v, it offers solutions that are slightly better than the ones from A(GBA2L),

The pink/# curve (respectively the pink/B curve) represents the atomic pattern
AWeP-PBS) for two blocks (respectively four blocks) of message. On those curves, we see
that it scales much better with the precision than the other atomic pattern types. With
Algorithm 30, we manage to find solutions up to 24 bits of precision. Those solutions are

GBA2D) “and for comparison, it is only 2'° times more

costly but far less than the ones for A
costly to compute a LUT over a message with 24-bits of precision with AMWP-PBS) than
to compute a LUT with 1 bit of precision with A©'P2Y. For comparison, in Section 4.3

and Figure 4.3, we saw that computing A(GBA2)

over a message of 21 bits costs more
than 2%° times the cost of a PBS over Boolean messages. Finally, for 18 bits of precision,
the new WoP-PBS with two blocks is approximately 27 times faster than the tree-PBS in
A(GBA2D) with three blocks.

To sum up, for small precisions (up to 5 bits), TFHE’s PBS is the best option among
the three considered. Above 10/11 bits of precision, the algorithm we introduced in this
thesis (Algorithm 30) becomes the best alternative and improves the state of the art by

a non-negligible factor.

Remark 37 (LUT Evaluation for Even More Precision) [t is important to ob-
serve that evaluating a LUT on integers larger than e.g., 30 bits, even in cleartext, becomes
too expensive in terms of memory. For instance, a LUT for 30-bit input and output in-
tegers contains 23Y - 64 bits = 8 GB of information. So both techniques — Tree-PBS and

our new WoP-PBS — are in any case not practical anymore.

Remark 38 (Small Public Key Material for Algorithm 30) In Algorithm 30, the
size of the needed public material scales way better than a tree-PBS as in [GBA21]. As an
example, for a total of 18 bits of precision we have a key of 1.65 GB for AGBA2) and q
size 0of 0.926 GB for AWeP-PBS),

6.2.3 Comparison Between AWeP-FBS) and ALMP21)

Since the publication of the first WoP-PBS (presented in Section 6.1, in Algorithm 27
and in Algorithm 28), a few WoP-PBS constructions have been proposed in the litera-
ture. Some works [KS21; LMP21] already compare them somehow, but our optimization
framework enables to truly do so by comparing them at the best of their efficiency. This
can be done by putting each of them in a different atomic pattern type and finding optimal

parameters for different 2-norms and precisions. To do so, we create one additional atomic
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pattern type called ATMP2D) composed of a DP, a KS and the WoP-PBS from [LMP21].
We use the exact same context as in Figure 4.3 for this experiment, so the failure proba-
bility is for the both of them pgi ~ 2735. We display in Figure 6.3 the comparison between
our new WoP-PBS (Algorithm 30, blue/e curve) in AWeP-PES) and the WoP-PBS from
[LMP21] in AEMP2Y (ved /4 curve).

Remark 39 (Noise Bound of AMMP2D)) Fop AWoP-PBS) - yleqse refer to Remark 36.
For AEMP2Y) “wpe consider the two sequential PBSs involved in the algorithms. They almost
have the same amount of input noise and thus we assume that they both contribute equally
to the overall failure probability. We experimented with the two possible scenarios, (i)
taking the input noise of the first PBS for the computation or (ii) taking the second one.
We did not observe any difference between the two approaches for the considered failure
probabilities and 2-norms.

We start by computing the failure probability needed for one PBS defined as p; =
1—(1— pfa”)% and from it we can finally compute the noise bound for each PBSt (p,0) =

The first thing that we learn about the WoP-PBS of [LMP21] is that it does not scale
well with big precisions, which is not surprising as the algorithm uses as subroutine two
PBSs from [Chi+20a] to compute the WoP-PBS over the entire input message. Thus,
as for AP for precisions above 10, we do not find feasible solutions. We can also
identify as before two parts on the curve, the first one for small precisions (1-5 bits) and
a second one for higher precisions: the reason behind this sudden growth in cost is due to
the increase of the polynomial size to manage bigger messages.

Thanks to the new WoP-PBS (Algorithm 30), we are able to compute a WoP-PBS over
large messages. To conclude, this new algorithm scales better than existing algorithms to
compute LUTSs over large messages and we do not need a padding bit which is a known

constraint of TFHE’s bootstrapping (Limitation 1).

6.2.4 Failure Probability Analysis

In this section we analyze the impact of decreasing the failure probability on the cost,
for the atomic patterns ACIP2D and AMWeP-PBS) We consider four different failure
probabilities: pey € {271,2720, 2735 2759} and to simplify the analysis, we fix the 2-norm

v = 2% since the behaviour is pretty similar for other 2-norms.
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Figure 6.3: In this figure, we compare the cost of the AP types AWoP-PBS) ang ALMP21),
The first one corresponds to DP followed by our new WoP-PBS (Algorithm 30), and the
second one to DP-KS followed by the WoP-PBS from [LMP21].

Figure 6.4 is dedicated to the AP of type AP2D) We plot the cost for precisions
between 1 and 12 bits. As expected, we can observe that if we decrease the failure proba-
bility, the cost increases. Roughly speaking, starting from 4-5 bits of precision, for every
additional bit, N has to be twice as big, which more than doubles the cost of the atomic
pattern. Observe that the cost is very close for certain curves: for instance, the brown /4p
curve, corresponding to pei = 27°°, and the green/V¥ curve, corresponding to pey = 277,
have almost the same cost. The red/+ curve, corresponding to pri = 272°) has a cost
that is close to the one of the blue/e curve, corresponding to pri = 27, up to 7 bits of
precision, and starting from 8 bits of precision it gets closer to the green/¥ curve. This
change is due to the fact that there are no parameter sets fulfilling the requirements with
a bigger N only twice as big, it has to be 4 times bigger.

Figure 6.5 is dedicated to the AP of type AWePPBS) The brown/4p curve, corresponds
to praii = 27°°, the green/ ¥ curve, corresponds to pei = 273, the red/+ curve corresponds

2720 and finally the blue/e curve corresponds to pri = 2714, All the curves follow

to Prail =
the same behaviour and are simply shifted up when the failure probability is decreased.

To sum up, with the AP of type ACP2D for each additional bit of precision, the
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Figure 6.4: Cost comparison for the same AP of type A ), with respect to the following

failure probabilities: pe,y € {2714,2720, 2735 2750}

overall cost of the AP is doubled. However, this is not the case with the AP of type
AWeP-PBS) ' The behaviour of the curve in this region (precision below 24 bits) looks more
like a linear one. For probabilities pry = 273 and prpy = 27°°, the curves are almost
overlapping. If we look for instance at 7 bits of precision, the polynomial size N are the
same, but the noise added by the key switch is slightly lower thanks to a bigger n (output
of the key switch) and to other small changes in the key switch decomposition parameters.
Indeed, at this precision, N is already quite big so it can handle the message precision.
Thus the noise of the modulus switch is not the most constraining one, the one from the

key switch actually is. This explains the small overhead in this context.
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CHAPTER 7

HOMOMORPHIC INTEGERS

In this chapter, we combine the new algorithms introduced in Chapters 5 and 6 with

those from the literature to explain how to build efficient integer arithmetics with TFHE.

First, we explain how to leverage the LWE multiplication (Algorithm 22), the
generalized PBS (Algorithm 17) and the first two WoP-PBSs (Algorithms 27 and 28)
to build a fast Boolean arithmetic. TFHE’s Boolean approach consists in computing a
PBS for every Boolean gate in a Boolean circuit to correct the encoding and to reduce
the noise. Thanks to our new algorithms, we are able to execute Boolean gates without
having to perform a PBS every time. We perform a PBS only when it is necessary
to reduce the noise. We then extend this new Boolean arithmetic to build a modular
arithmetic working with power-of-two message moduli. Finally, we describe how to tweak
it to build an efficient integer arithmetic that supports the opposite, the addition, the
multiplication and arbitrary lookup tables. This approach is particularly efficient for

small messages (less than 8 bits of precision).

Finally, we explain how to implement an integer arithmetic for high precision integers.
To do so, we leverage the WoP-PBS described in Algorithm 30. In Limitation 11, we
explained that there was no existing solution to support arbitrary message moduli with
the radix encoding. We introduce a generalization of this encoding that overcomes this
limitation. In Limitation 12, we explained that there is a limited number of co-prime
bases that are smaller than 2%, the maximal message modulus to have efficient lookup
table evaluations with the PBS. We introduce a new hybrid type of encoding that mixes
the radix and the CRT encodings to overcome this limitation. We also show how to
apply arbitrary functions to a message encoded with our new encodings, thus overcoming
Limitation 13. We explain how to do it with the tree-PBS introduced in [GBA21] (recalled
in Algorithm 15) and with our WoP-PBS (Algorithm 30). We conclude by giving extensive

benchmarks of the main operations (addition, multiplication, LUT evaluation) on high-
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precision messages with radix, CRT and hybrid encodings using parameters given by our

optimizer framework from Chapter 4.

7.1 Small Integers

As studied in Section 4.2 and Definition 30, we can easily work over small integers using
a dot product, a key switch and a PBS. With this method, we can compute additions,
multiplications by plaintext integers and LUT evaluations. A big restriction comes with
the PBS (Limitation 1): we need the padding bit to be known. This restriction is partic-
ularly annoying if we only care about modular arithmetic. In fact, as every operation is
done modulo ¢, we may want to leverage this modular reduction to only keep the least
significant bit(s) after each computation. If we were to do that using a regular PBS (Al-
gorithm 17), we would have issues because to use this modular reduction we need to fill
the padding bit. A solution is to use the WoP-PBS introduced in this work (Algorithm 27,
Algorithm 28 or Algorithm 30).

We start by describing an improvement of FHE Boolean circuit evaluation. Then, we
extend it to arithmetic circuits working with integers encoded in more than a single bit.
Finally, we describe how to use the later to build exact computations on larger encrypted

integers.

7.1.1 Boolean Arithmetic

In TFHE [Chi+16a], authors improve techniques proposed in FHEW [DM15] to perform
fast homomorphic evaluations of Boolean circuits and called this feature gate bootstrap-
ping. It is very easy to use and implement, because it performs one bootstrap for each
bivariate Boolean gate evaluated: there is no need to be careful with the noise management
anymore because each gate resets the noise systematically. Furthermore, the same param-
eter set can be used for all the bootstraps in the circuit. These also make the conversion
between the cleartext Boolean circuits and the encrypted circuits quite straightforward
in practice.

However, performing a bootstrap at each bivariate Boolean gate is very expensive when
we want to evaluate large circuits and seems unnecessary. One idea to make the evaluation
more efficient is to mix the bootstrap with some leveled operations, at the cost of now

caring about noise growth. But this idea cannot be immediately applied when it comes
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to gate bootstraps: in fact, the bootstrap also takes care of ensuring a fixed encoding in
the ciphertexts, that may not be ensured if we introduce leveled operations (additions,
subtractions or multiplications by an integer). Furthermore, TFHE can only evaluate
linear combinations between LWE ciphertexts; non linear operations would require the
use of a PBS or of a circuit bootstrap (Algorithm 11) followed by an external product.
This is especially problematic when we want to evaluate an AND gate, for instance.

To be more clear, when gate bootstrapping, messages are encoded with what we call
one bit of carry: meaning that we know that the MSB of the plaintext (without noise)
is set to zero. This bit is used to perform a linear combination while preserving the
(plaintext) MSB of this combination so we can bootstrap it (the function is negacyclic,
so does not need a bit of padding) and get a correct result. Roughly speaking, the initial
linear combination evaluates the linear part of the gate and potentially fills the bit of
carry, while the bootstrap takes care of the evaluation of the non-linear part of the gate,
reduces the noise and empties the bit of carry to be able to perform a future operation.

We propose a novel approach based on the GenPBS (Algorithm 17) and LWEMult
(Algorithm 22), which removes both the constraint of padding bits and the difficulties
with the non-linear leveled evaluations. Thus, this offers the possibility of computing
series of Boolean gates without the need for computing a bootstrap at every gate. A
GenPBS should only be computed to reduce the noise when needed. In Lemma 2, we
only describe some of the most common Boolean gates (i.e., XOR, NOT and AND), whose
combination offers functional completeness. The other gates can be obtained by combining

these operations.

Lemma 2 (New Boolean Gates) Let b; € {0,1} such that ct; = LWE;g (b,- . g) €
ZZH, for i € {1,2}. Let (6, %) € Z2*' be a trivial LWE encryption of 1. Then, the

following equalities between Boolean gates and homomorphic operators hold:

cty XOR Cty := ct; + cto
ct; AND ct, := LWEMult(ct;, cto, RLK, KSK)

NOT cty :=ct; + <6, g)

Proof (Lemma 2) A bit is naturally encoded as a 0 (resp. %) if its value is 0 (resp.
1). Then the Boolean gates XOR and NOT stem from that encoding. The AND is a direct
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application of the LWEMult operator.
O
The noise increases after each computed gate since no bootstrap is performed. There-
fore, after chaining a number of them, a noise reduction may be required. We propose two

simple processes exploiting the GenPBS with the (negacyclic) sign function.

Lemma 3 (Boolean Bootstrap) Let cty,, be an LWE ciphertext resulting from a
Boolean circuit with gates defined as in Lemma 2. We can bootstrap cti, during the Boolean

circuit evaluation with one of the following operators:

Ctos < GenPBS <ctin, BSK. P, - XN/2 A, = % = 0,0 = o) + (5, Z) (7.1)
31

Ctout  GenPBS | ctiy, BSK, Py = 3 X' Agy = g w=—109=0 (7.2)
N

i=7

Proof (Lemma 3) The first method 7.1 uses GenPBS with the parameters Aqy =

X 0,9=0 and Py =Py - XN2 The output of the GenPBS gives Ctomp = LWEg(i%).

Therefore, depending on the sign, the term Ctyy, + (0, %) is equal to LWEz(0) or ctipp =
LWEg(%).

The second approach 7.2 uses other parameters for the modulus switch which can be

q

seen as shifted by one bit, i.e., 3 = —1, 9 =0 and Aoy = 1. In this case, the sign does

not impact the value of the encoded bit, since £0 = 0 and 2 = 1. Then, evaluating

2
3N _q

4 .
GenPBS with the function Py = Z X" and Agye = g, we obtain ctoy = LWEZ(£0) or

N
LWE (iq>.

1=

T
2

7.1.2 Arithmetic Modulo a Power of 2

Here, we generalize the Boolean circuit approach described in Lemma 2 to arithmetic
circuits modulo any power of two. This enables a more efficient exact arithmetic modulo
27 for some integer p. For i € {1,2}, let ct; = LWEg(m; - 55) be an LWE ciphertext
encrypting the message m; € [0,2P[ (i.e., m; has a precision of p bits). As we did for the
Boolean arithmetic, we define three natural homomorphic operators to mimic modulo 27

arithmetic: the addition (Addge) which is evaluated as an homomorphic LWE addition,
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the multiplication (Muls) which is evaluated as an LWEMult, and the unary opposite
(Oppyp) which is obtained by simply negating the LWE input.

When we deal with integers encoded with more than one bit, the functions we have to
apply during a PBS are no longer negacyclic. It means that without a WoP-PBS we would
have to have at least 2 bits of padding (one for a linear combination and another one for
the PBS with a non-negacyclic function). To ensure correctness during a PBS when we
work with larger powers of two, we need a larger polynomial size N which will result in
a slower execution. With a WoP-PBS, we do not need to have bits of padding. We can
simply compute leveled additions and multiplications, and only use a WoP-PBS when we
have to reset the noise to a lower level or to do a LUT evaluation. In the following, to
perform a WoP-PBS, we use Algorithm 27 or Algorithm 28 but it can easily be adapted
to use Algorithm 30.

7.1.3 From Modular Arithmetic to Exact Integer Arithmetic

Here, we use the radix encoding i.e., several LWE ciphertexts to represent a single large
integer as described in Section 2.4 and Definition 15. We now present some operators
that extend homomorphic computations modulo a power of two to a larger integer arith-
metic. The basic operations introduced in Section 7.1.2 offer the possibility to compute
an exact integer multiplication between two LWE ciphertexts and to keep the LSB of the
computation. However, we also need to be able to recover the MSB of additions and mul-
tiplications for carry propagation when we deal with large integers encrypted as several
ciphertexts. The operators keeping the MSB of the computation between two messages
my, mg € [0, 2P are defined as

AddYB - (my, my) {%J mod 27

Muld®B : (my, my) {%J mod 27

Their implementation is described in Algorithm 31.

In Algorithm 31, to improve efficiency, we remove both key switches and include them
in the relinearization steps of the previous WoP-PBS. If the parameters allow it, one
might also replace Lines 6 and 7 of Algorithm 31 by a single WoP-PBS to extract the
MSB directly.

Lemma 4 (MSB Operations) For i € {1,2}, let ct; € LWEz(m;-A) be two LWE
ciphertexts, encrypting m; - A with 0 < m; < 2P and A = %, both encrypted under the

189



Chapter 7 — Homomorphic Integers

. L |
Algorithm 31: ct.« 1 Add)SE (cty cta,BSK,KSK1 ,KSK2,RLK)
L .l

§=(s1,""+,8,) €2y

§=(sh, shy) €LY

G = (W, g®) e R

Context: (V1 <i<k, S0 =3 "sl v, X €Ry

A= eZ,

0< my,me < 2P

Py : a redundant LUT for z — x (identity function)

Input:
cty = LWEg(ml . A) € Zg-i—l
Cty = LWE;(TRQ : A) c Z;H—l

1/ ) 1<i<k

RLK = {ﬁl] = GLevé’;ﬁf’& (SZ/ : S’~)}1Sj§i . a relinearization key for S’

Output: | ctoy: = LWE ([| =522 ] . a):

Ctous = LWE; (HM

2p

I,

A)

1 begin

/* add p bits of padding

ct] < WoP-PBS(ct;, BSK, RLK, KSKy, P4, A/2P,0,0);
cth < WoP-PBS(cty, BSK, RLK, KSKy, Pg, A/2P,0,0);

/* compute the operation
' [t « LWEMult(ct}, ct}, RLK, KSKy) | ;

/* key switch
5 ct” <= PublicKS(ct’, KSKy, Id) ;

/* extract the LSB
6 ctigp < WoP-PBS(ct”, BSK, RLK, KSK1, P4, A/27 p,0);

/* subtract the LSB to only keep the MSB
7 ct < ct’ —ctygp ;

/* key switch
8 Ctout < PublicKS(ct, KSKo, Id) ;
9 end

BSK = {BSKZ- = GGSWE;’K) (si)}1<,< . a bootstrapping key from 5 to S
KSK; = {ﬁz = GLevg’Z) (s;)}lgz;k;} . a key switching key from s to S
KSKy = {&i = Levéﬁ’g) (S;)}lgigkN . a key switching key from s’ to §
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same secret key § = (So, ..., Sn—1) € Z", with noise sampled from x,,. Let BSK, KSK, RLK

q’
be defined as in Theorem 28.

Then, Algorithm 31 is able to compute a new LWE ciphertext ctou, encrypting the

MSB of the sum, i.e., the carry, Hml;mQH - A (resp. a new LWE ciphertext ctoy,
op

encrypting the MSB of the product {mlépmw} - A), under the secret key s
op

The variance of the noise of ctoy can be estimated by composing the noise formulae of

the different operations composing the algorithm (Theorems 1, 6 and 27 to 29).

The cost of Algorithm 31 is:

— 3 Cost (WoP-PBS) (™ fresikiNi fics fr bz, N2)
+ 2 Cost (PublickKS) s kzNz1n)
+2 (Ny + 1)Cost (add)

) (n,Lpgs,k1,N1,0ks LrL,k2,N2)

Cost (Addy*"

) (n,pps,k1,N1,lks rL,k2,N2)

— 3 COSt (WOP—PBS)(n’EPBS’kl’N176K57£RL7’C2,N2) (73)
+ 2Cost (Pub|iCK5)(1,4Ks,k2N2,1,n)
+ (N2 + 1)Cost (add)
+ Cost (LWEMu|t)(sz,eRL,kzNz,l,bNQ)

Cost (Muly;™®

Proof (Lemma 4) The first two WoP-PBS of the algorithm send the two messages

my and my to a lower scaling factor 5

595- This way, when the leveled addition (resp. the
LWEMult) operation is performed, the new precision 2p will be able to store the entire
(both MSB and LSB) exact result. The third WoP-PBS is used to extract only the LSB of
the result, which will be subtracted from the result of the previous computation to obtain
an encryption of the MSB with scaling factor 55, i.e, ready to be used in the following

computation. Observe that the key switches are used in order to switch the secret key in

order to be compatible with the following operation.
OJ

To conclude, we offer different ways to generalize TFHE’s gate bootstrapping using
the WoP-PBS introduced in Algorithm 27, Algorithm 28 or Algorithm 30, a key switch
described in Algorithm 1 and the LWEMult introduced in Algorithm 22. Instead of doing
a PBS after each Boolean gate, we only need to bootstrap when strictly needed, namely

when we need to reduce the noise, change the encoding or apply a function.
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Gate Bootstrap Binary arithmetic (p =1) Integer arithmetic (p > 1)
TFHE as in Sec. 7.1.1 generalization in Sec. 7.1.3
Oppyp Negation Addition with a constant Negation
Addap Bootstrapped XOR Homomorphic Add Homomorphic Add
Add%SB Bootstrapped AND MultLWE 3 WoPBS + 2 Homomorphic Add
+ 2 public key switches
Mulzp Bootstrapped AND MultLWE MultLWE
Mul}{SB z—0 z—0 3 WoPBS + MultLWE
+ Homomorphic Add
+ 2 public key switches
Noise reduction PBS at PBS WoPBS
frequency each gate when necessary when necessary

Table 7.1: Generalization of TFHE gate bootstrapping.

7.2 Big Integers

In order to overcome the limitations in the radix and CRT approaches for large integers
in TFHE presented in Section 2.4, we propose two improvements. We start with a gen-
eralization of the radix approach to any large modulus 2. Then, we propose a hybrid
approach that takes the best of both the radix and the CRT approaches and allows us
to work efficiently with any choice of moduli. In practice without the first improvement,
the number of possible CRT residues is bounded by the numbers of small prime integers,
thus harshly restricting the available general modulo €2 offered by the hybrid approach.
Then, we explain how to use the Tree-PBS introduced by [GBA21] with our new large in-
tegers. Finally, we present extensive benchmarks to illustrate the interest of the WoP-PBS

(Algorithm 30) coupled with our new integer representations.

7.2.1 Generalization of the Radix Approach

By using the radix representation, homomorphic modular integers are defined modulus
Q), which is a product of bases 3; € N,i € [0,x — 1], i.e., Q = [[7; 3. Here, we pro-
pose to remove this restriction by generalizing the previous arithmetic to any modulus
Q s.t. H}””;g By < < ;;5 ;. The only difference with the previous approaches lies in
the computation of the modular reduction. In what follows, we propose two complemen-
tary methods to perform this modular reduction, whose efficiency depends on {2 and the

product of the selected bases.
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A First Method for Modular Reduction. The first method consists in performing
multiple LUT evaluations in the most significant block to reduce it modulo €2. Indeed, the
modular reduction is applied on the x** block (i.e., ct,_;) which represents m,_; - [I7-7 5
with m,_1 < p._1 and which might be larger than 2. Here p,_; is the carry-message
modulus as described in Section 2.4. The complete process is detailed in Algorithm 32.
The modular reduction is performed as a series of x PBS (with KS, Line 2) and the result
is a radix-based integer with a base (5o, ..., 8,_1) decomposition. The final step is to add
the first k — 1 blocks of the result of the modular reduction to the first £ — 1 blocks of the
input (Line 4) and to replace the last block in the result by the (k — 1)-th block obtained

in the modular reduction (Line 5).

Algorithm 32: (ct,...,ct, ;) < ModReduction;((cto, ..., cts,—1), PUB)

Zp g Zg,
[ J
P; : r-redundant LUT for w2
I x +— z'; = Decomp; x-Hﬂh mod
Context: h0
’; is the j-th element in the decomposition in base (fo, ..., 8x-1)
st TR B mod © = o+ X af- (T1254)

(cto, ., Ctss), encrypting msg = mo + 375 ms - (T112h 5:)
Input: st ct, encrypts message m; with parameters (5;, p;)
PUB: public material for KS-PBS
Output: (ctp,...,ct,_;), encrypting msg = mg + Z'i:ll m; - (H;;g 52) mod
/* Decompose message in block k — 1 with respect to base (f,...,Bk-1) */
1 for j € [0;x — 1] do
2 | ¢ + KS-PBS(ct,_1,PUB, P;)
/* Add (as in Section 2.4.1) decomposition to all the blocks up to kK —2 */
3 for j € [0;x —2] do
L Ct;- — Add(Ctj,Cj)

/* Replace block k —1 with element x — 1 in the decomposition */
5 Ctl_, 4+ ch1
6 return (ctj,...,ctl. ;)

Observe that the k KS-PBS in Line 2 of Algorithm 32 could be replaced by optimized
procedures evaluating several different LUTs on the same input ciphertext. To do so,
we could use the multi-value bootstrapping introduced in [CIM19] or the PBSmanyLUT
presented in Algorithm 18.

Proof (Algorithm 32) By construction, we have that Hf;g B << H;?;& ;. Then,
reducing the (k — 1)-th block encrypting the message m,_1 < pe_1, rescaled by the product
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[15-¢ B: modulus € is enough to correctly clear its carry space without loosing information.
This is homomorphically done by evaluating the k functions v € Z, , +
Decomp; (m 1722 B, mod Q) with j € [0,k — 1].
Then, for all i € [0;k — 1], Decrypt(c;) = 14, giving r = 1o + S0t ry - ( ) j) with
r; < B; and 0 <r < Q.
The last step is to compute the addition between each (ct;, ¢;) for i € [0,k — 2] and to
replace the (k—1)-th ciphertext with c¢._1. The final output is given by ct’ = (cty, ...ctl_,).
Then, for alli € [0; k — 2], Decrypt(ct;) = m; +r;, such that Decrypt(ct’) = mo+ 7o+
2 mi 4 ) - (TI20 8) + rea T150 B

O

Second Method for Modular Reduction. The idea of the second method is based
on the shape of — Hz;g B (i.e., the negation of the scaling factor of the message in the

k — 1 block) reduced modulo 2. The radix decomposition is:

K—2 K—2
Hﬁh mOdQ:VO+V1'50+V2'6051+~--+V/@—1'Hﬁj'
h=0 5=0
If v,_1 = 0 and the other elements of the decomposition, i.e., vy, v1,..., V. o, are

small integers (ideally many of them being 0), then this method is more efficient. Indeed,
when these conditions are respected, the idea is to replace the MSB block by multiplying
it by the non-zero constants v; and subtracting the results from the j-th input block, for
J € [0,k —2]. Some multiplications with positive constants are needed and might require

some carry propagations beforehand depending on the degrees of fullness.

Each block can have a different base and we need to add ciphertexts of different blocks,
at some point in the algorithm. Before this addition, we need to perform an homomorphic
decomposition of a message into the right base with a series of PBSs as described in
Algorithm 33. This step can be skipped if the bases are all equal. In Algorithm 33, a
few functions are defined. Given a message m and its encoding (my, - - - ,m,_1) such that

m=mg+ S5 my - ( z;% Bj). We have

r, g(m) =m.
v3(m) is defined such that for i € [yz(m) + 1,k — 1], we have m; = 0. When vyz(m) =
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k — 1, it means that all the m; are non-zeros.

Algorithm 33: (Ctj)je[[o 1

(¢,p,deg) : parameters of ct;,
p=deg-(p—1)

K ifi=—1
q; 5(x) = Lqi,}f(x)J i 0
5(@) = q;,_y g(x) — g, 5(x) - Bi, Vi >0
(2) = {i < |8, 4, 5(x) =0}
%@:{m if 0(z) = o

min(i € Q' (x)), otherwise

< Decomp (ctin, g,ﬁ PUB)

T.
2
Context: <

v =751
§ € Z™ : the secret key
P, zra LUT for @ — 1, 5(z) - 35-,i € [0,5 — 1]
ctip, : LWE encryption of a message m
Input: ¢ (p, E) € N¥°
PUB: public material for KS-PBS
Output: (Ctj)je[[O,'y]]
1 for j € [0,~] do
2 ctj < KS-PBS(ctin, PUB, F;)

3 with ct; LWE encryption with parameters (q, Bj,p;,deg = min(ﬁ?j, qj;’_gi“) ))
J J

encrypting the message m

4 end

5 return (Ctj)je[[o .

Our second method for modular reduction is detailed in Algorithm 34. Observe that
in Algorithm 34 the subtraction algorithm follows the regular schoolbook subtraction

modulo an integer 2.

Remark 40 (Example of Algorithm 34) Let us develop Algorithm 34 for a 3-block
nteger:

m = mg +m1 By + meBoBi and BoBi = vy + 115y + 12841 mod
therefore,

m = mgo + mq Sy + mavy + mavy By + marnBofi

= (mo + mary) + (mq + maovy) o + (Marn)Bof1 mod €.
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What happens is that if vo = 0, then we will have emptied the last block. Let us try
this method on an example: 2 = 1055, k = 3, 5: (B, 3,8) with 3 =2° and p'= (p, p, p)
with p = 27. Observe that (2°)> mod 1055 = =31 = —1-2°+1 (sovy =1, v; = —1 and

ve = 0). Then, the new reduced ciphertext would be composed of:

o in the block 0: the addition between the previous block 0 and the previous block 2

multiplied times 1;

e in the block 1: the addition between the previous block 1 and the previous block 2

multiplied times —1;

o in the block 2: an encryption of 0.

Algorithm 34: (ct), ... ct;_,) + ModReduction((cto,. .., cts_1), PUB)

v = (vo,v1,...,Vs—1) be a convenient decomposition s.t.

[Th=5 Bn mod Q= v+ 110 + v2BoPr + - .. +ve—2 [1fg B

Input: {(cto, ...,Cty—1), encrypting msg = mg + Z;:ll my (H;;}) Bi)

s.t. ct; encrypts message m; with parameters (/Bi, Di)

Context: {

Output: (ct),...,ct,,_;) encrypting msg =mg + Z;:ll ms (H;j) B,;) mod

/* Copy input and set the k — 1 block to zero (trivial encryption) */
1 (cth,...,ctl_y) < (cto,...,Cty—2,0)

N

for j € [0;k — 2] do
/* Multiply block k —1 times v;, Multiplication with a Positive Constant as
in Section 2.4.1 */
if v; <0 then
| ¢j < ScalarMul(ct,, 1, —v;)

5 else
| ¢  ScalarMul(ct, 1, v;)

/* Decompose (as in Algorithm 33) c¢; block starting from the j3; */
7 (ijo, . ,Cj7ﬁ_j_1) — Decomp <Cj7 (ﬂi)ie[[j,f@—l]] s (pi>i€[[j,ﬁ—1]] s PUB)
/* Update the output */

if v; <0 then
L (ctg, ce ct;_l) + Add ((ctg, cee ct;_l) (€005 Cjk—j—1,0,. .. ,0))

10 else

11 L (cth, ... ctl_1) + Sub((cth,...,cth_1),(cj0,---+Cn—j-1,0,...,0))
12 return (ct),...,ct,_,)
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Proof (Correctness of Algorithm 34) Let us assume that the degree of fullness
(Definition 14) of the input (k — 1)-th block is small enough. For this algorithm to work,
we need to be able to perform a constant multiplication between this ciphertext and the
largest of the constants vy, ..., V. s, followed by a homomorphic addition.

The algorithm consists in multiplying the non-zero constants v; times the block ct,_;
and then to subtract the result to the input ct; block, for j € [0, — 2].

The result of this operation, by definition of the constants vy, ..., V. 1, is a new radix-
based encryption of msg reduced modulo €.

We can only add ciphertexts with messages encoded using the same base, so in case
the bases in the blocks are not the same, a homomorphic decomposition step (as described
in Algorithm 33) needs to be performed beforehand.

As for Algorithm 32, this new ciphertext is not a fresh ciphertext, in the sense that the
carries in the blocks are not all empty (because of the previous homomorphic addition).
A carry propagation step can be applied if necessary and it can be used to continue the

computations.
0]

7.2.2 Supporting Larger Integers using a Hybrid Representa-
tion

As we explained in Section 2.4, the CRT-only approach has some limitations. To overcome
them, we create a new homomorphic hybrid representation that mixes the CRT-based
approach with the radix-based approach, in order to take advantage of the best of both
worlds. The idea is to use the CRT approach as the top layer in the structure, and to
represent the CRT residues by using radix-based modular integers when needed, with this

approach we do not face restrictions on {2 any more.

Encode. Let (€, --,$,_1) be pairwise coprime integers i.e., (€2;,€;) coprime for all
i # j, and let Q = [[7; ;. To encode a message msg € Zq, as in the CRT-only approach,
the message is split into a list of {msgi};:()1 such that msg, = msg mod €, forall 0 < < k.
At this point, for each message msg; for i € [0,x — 1], the encoding used for radix-
based modular integers is used (Encode from Definition 13). Then, every CRT residues
2; has its own list of radix bases (f;.,—1, -+ ,Bi0) and more generally its parameters

{<ﬁi,j7pi,j)}0§j<ni € N?%_ The formal encoding is described in the Figure 7.1.
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{mo,;}505" st
) -1 i—1
msgy = mo,0 + Z;L mo,j - (Hizo 507’6)
and mg,; = Encode (mq_;,p0,5,4q)
V0 < j < ko

msgy = msg  mod Qg —

msg mod € —
Krg—1—1
{m,{717j}j;0 s.t.
Krg—1—1 j—1
msg,_q = Mk—1,0 + ijl mo,j - (szo /Bmfl,k)
and ﬁlﬁ_l,j = Encode (m,ﬁ_Lj,p,g_l’j,q)

V0 <j < kr-1

msg,_1 = msg mod mel —

Figure 7.1: Hybrid approach visualisation combining CRT representation on the top level
and radix representation below.

Decode. The decoding is done in two steps: first, each independent radix-based modular
integer is decoded to obtain the independent residues modulo €2, ..., €2, 1, and then the

CRT recombination to retrieve the message modulo €.

Arithmetic Operations. To perform a homomorphic operation, it is enough to per-
form the computation on each radix component independently, as shown for the CRT-only
approach. Then, depending on the €2; values, the modular reduction can be performed
using Algorithm 32 or Algorithm 34.

The hybrid approach can be seen as a generalization of both the CRT-only approach
(if k; = 1 for all 0 < ¢ < k) and the pure radix-based modular integer approach (if Kk = 1).
It also covers the mixed cases where some of the x; are equal to 1 and the others are
greater.

For generic LUT evaluations, the only known solution in the literature is the Tree-
PBS [GBA21]. We explain how to use it in Section 7.2.3. We can also use the WoP-PBS
introduced in Algorithm 30 and we provide several benchmarks to support the interest of

this new algorithm in Section 7.2.4.

7.2.3 Tree PBS Approach on Radix-Based Modular Integers

In this section, we give more details on how to apply the TreePBS technique by [GBA21]
to our new radix-based modular integers.
In [GBA21] the plaintext integers are all decomposed under the same basis 3: we offer

here the possibility to evaluate a large look-up table with integers set in different bases

(60; R 76n71)~

198



7.2. Big Integers

Let Q = [1"24 B, and let L = [lp,l1,--- ,lq_1] be a LUT with Q elements. We want
to evaluate this LUT on a radix-based modular integer encrypting a message msg =
mo 4+ > m; Hé;%) B

The generalized multi-radix tree-PBS takes as input a radix-based modular integer
ciphertext, a large look-up table L and the public material required for the PBS and key

switching and returns a LWE ciphertext. The signature is:
Ctour <— Tree-PBS((cto, ..., cts—1),PUB, L).

To evaluate the multi-radix tree-PBS, we perform the following steps:

1. We define § = {8i|i € [0, — 1]} and 9(8;) the component m; of msg associated to
Bi.

2. We define Sy = max(f € E)

3. We split the LUT L into v = % smaller LUTSs (Lo, ..., L,_1) that each contain

Bmax different elements of L.

4. We compute a PBS on each of the v LUTSs using the ciphertext encrypting 9J(max)

as a selector.

5. We build a new large look-up table L by packing, with a key switching, the results

of the v iterations of the PBS in previous step.

6. We remove ., from 5; ge 5\ {Bmaz}-

7. We repeat the steps from 2 to 6 until 5 is empty.
For the CRT-only and hybrid approaches, the multi-radix tree-PBS works in the same

way.

7.2.4 Benchmarks with the WoP-PBS

In this section, we provide a few practical benchmarks for integers of sizes 16 and 32
bits. All the cryptographic parameters are provided below. The specifications of the ma-
chine are: Intel(R) Xeon(R) Platinum 8375C@2.90GHz with 504GB of RAM. Note that
such an amount of RAM is not needed: all benchmarks can be run on a basic laptop.
All implementations are done using TFHE-rs [Zam22b] (the follow-up of the Concrete
library [Zam22a)).
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Cryptographic Parameters

In Tables 7.2 and 7.3, we report the cryptographic parameters that we use to compute our
benchmarks. All of them have been obtained with the optimization framework described
in Chapter 4. In those tables, the notation B (resp. £) refers to the basis (resp. the number
of levels) parameter used for a given FHE algorithm such as a key switch or a [Chi+20a]’s
PBS. By default, the cryptographic parameters ensure 128 bits of security, a failure prob-
ability prail (A(CJP21)) , Dfail (A(W°P'PBS)> < 27139 je., a standard score (Definition 22) of
4.

Remark 41 (Largest 2-Norm) For a given message modulo  and carry-message mod-
ulo p one can find the worst 2-norm that they could encounter in the modular arithmetic
defined in Section 2.4.1. Indeed, a fresh encoding is at worst 3 —1, and the largest message
one can consider before needing to empty the carry buffer is p — 1, so the largest integer

one can multiply a ciphertext with s {g;_” which s the largest 2-norm.

LWE-to-LWE

param AP parameters LWE GLWE key switch PBS WoP-PBS
ID compatible

P v n | logy(0) || k | logy(N) | logy(0) || loga(B) | £ || logy(B) | ¢ P

# 1 22 3 615 | —13.38 || 4 9 —51.49 2 5 12 3 #8
# 2 27 5 702 | —15.69 || 2 10 —51.49 2 7 9 4 #9
#3 26 5 872 | —20.21 || 1 12 —62.00 4 4 22 1 #10
# 4 22 3 667 | —14.76 || 6 3 —37.88 4 3 18 1 [Z
#5 2% 5 784 | —17.87 || 2 10 —51.49 1 3 23 1 Z
#6 28 17 983 | —23.17 || 1 14 —62.00 4 5 15 2 IZ]
H#T 26 9 838 | —19.30 |[ 1 12 —62.00 3 5 15 2 Z

Table 7.2: Optimized parameters for the AP of type ACIP2D),

In Table 7.2, we provide seven parameter sets for A(C/P21)

, each one with a bit of
padding, a specific message modulus p and a specific 2-norm v (Theorem 5). In Table 7.3,
we provide five parameters sets for AWeP-PBS) “each one with a specific (carry-)message
modulo p, a specific number of bits to extract per LWE ciphertext during the WoP-PBS,
a specific number x of input LWE ciphertexts to the WoP-PBS and a specific 2-norm v.
They do not have a bit of padding. In parameter IDs #11 and #12, the message modulus
specifies the CRT base used and the corresponding number of bits to extract for each

base.

Compatibility Between AWeP-PBS) and ACIP21) We generated couples of parameter

sets that are compatible, one for A©IF2) and the other for AMWeP-PBS) By compatible,
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AP parameters LWE GLWE micro parameters
param
ID bit(s) to
P ngrlct K v n logs (o) k logs (N) logg (o) operator logo (B) 14
LWE-to-LWE
. 2 5
key switch
PBS 12 3
# 8 22 1 16 3 549 —11.62 2 10 —51.49 packing
. 17 2
key switch
compatible circuit 13 1
with CJP#1 bootstrapping
LWE-to-LWE
. 2 5
key switch
PBS 12 3
# 9 24 2 8 5 534 —11.22 2 10 —51.49 packing
. 17 2
key switch
compatible circuit 9 9
with CJP#2 bootstrapping
LWE-to-LWE
. 1 10
key switch
PBS 4 11
# 10 26 4 5 5 538 —11.33 4 10 —62.00 packing
. 20 2
key switch
compatible circuit 7 4
with CJP#3 bootstrapping
LWE-to-LWE 2
7 3 key switch
8 3 PBS 9 4
# 11 9 4 5 5 696 —15.53 2 10 —51.49 packing 17
11 4 key switch
13 4 circuit ] 7 3
bootstrapping
3 2 LWE-to-LWE 1 16
11 4 key switch
}g ;l PBS 5 8
# 12 8 25 781 —17.79 1 11 —51.49 -
23 5 packing 13 3
29 5 key switch
31 5 circuit 6 4
32 5 bootstrapping

Table 7.3: Optimized parameters for the AP of type AWoP-PBS),
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we mean that one can go from one to the other freely and smoothly. From ACF2D to
AWoP-PBS) " 5ne needs to remove the bit of padding in the usual LUT of the PBS of
ACIP2Y) From AWoP-PBS) to A(CIP21) " one needs to add a bit of padding in the LUT of

the usual WoP-PBS of AMW°P-PBS) But we also need other guarantees to be able to freely

CIP21) and AWeP-PBS) T particular, we need to guarantee that

cIp21)

compose atomic patterns Al
(i) each atomic pattern can absorb/deal with input noise either coming from A¢
AWeP-PBS) and (ii) the input LWE dimensions of each atomic pattern are compatible i.e.,
the product of the GLWE dimension k by the polynomial size N must be equal in both
APs. We could remove constraint (ii) by adding two key switching keys, one to go from
ACIP2) t5 AWOP-PBS) and one to go from AMWOPPBS) o ACIP2): we leave it to future
research.

To satisfy those two conditions, we decided to first solve the optimization problem on
AWoP-PBS) and later on ACP2) with more constraints. The first optimization gives us
the product k- N and the output variance of AWeP-PBS) Then we solve the optimization

CJP21) with an additional constraint for the polynomial size N and the

problem for A
GLWE dimension k to satisfy (i) and using the maximum between the output noise of
ACIP2D) and AWeP-PBS) a5 the input noise of ACF2Y) which satisfies (ii). This approach
works well for parameter couples (#1,#8) and (#2,#9). But for the last parameter set
couple (#3,#:10), there is no solution for A“F2Y) with the aforementioned constraints. For
this special case, we reverse the order of the optimization and first solve the optimization
problem for A©IP2D and then for AWeP-PBS) with the additional constraints mentioned

above.

Experimental Results

The tables presented in this section contain timings related to 16 and 32-bit integer oper-
ations using the radix approach (Table 7.4), the CRT approach (Table 7.5) and the native
CRT approach (Table 7.6). The benchmarks measure timings to compute homomorphic
additions, multiplications, carry cleanings (apart from the native CRT approach) and
LUT evaluations (only for 16-bits integers). As explained in Remark 37, it is not doable
to evaluate LUTs on 32-bit integers.

Radix Approach. In Table 7.4, dedicated to the radix approach, we display two in-
stances of 16-bit integers and three instances of 32-bit integers. The number of additions

is bounded by the room available in the carry buffer, and once it is full, a carry cleaning
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is needed.

For 16-bit integers, it is possible to use both the ACP2D_based and the AWoP-PBS).
based operators. This means that for 16-bits integer, classical arithmetic uses the usual
PBS (A©P2D) "and LUT evaluation is done with the WoP-PBS (AMWeP-PES)) We assume
that the WoP-PBS is done over integers with free carry buffers (i.e., after a carry cleaning).
The parameters have been generated as described in Paragraph 7.2.4. Note that the
addition does not require any PBS to be computed (this is denoted with a star +*), but
is done accordingly to the parameters generated for the PBS.

For 32-bit integers, only arithmetic operations are possible. So, cryptographic param-

eters are optimized following A(C7P2D) only. Hence, some operations are computed faster
for the 32-bit integers than for the 16-bit ones.

integer parameters PBS based operations WoP-PBS based operations
carry param « carry .
Q p modulus K D + X cleaning param ID LUT evaluation
216 2T 2T 16 #1 12.8 us | 29.0s | 932 ms #8 823 ms
216 22 22 8 #2 6.67 s | 5.73s | 657 ms #9 1.80 s
232 2T 2T 32 #4 19.1pus | 43.8s | 685 ms
232 272 2?2 16 #5 12.3 pus | 9.60 s 514 ms %}
232 21 2% 8 #6 137 ps | 25.0 s | 6320 ms

Table 7.4: Benchmarks for 16-bit and 32-bit homomorphic integers based on the radix
approach. The star (*) means that a PBS is not required to compute the operation.

Remark 42 (Multiplication Failure Probability) When 32-bit integers are repre-
sented with 32 blocks (i.c., k = 32), the number of AP of type APV required to compute
a multiplication is quadratic in the number of blocks. Because the error probability pei of
this AP is bounded by 2739 in our experiments, the error probability at the level of the
multiplication will be increased greatly. To balance this, one can use the technique de-
scribed in Section 4.2.5. Timings are clearly not in favor of this representation, and the
probability of having an error is small enough for the other representations (with a smaller
number of blocks). One solution is to keep the same value of pei and consider a small
enough K, resulting in a better trade-off between running time and failure probability at the
multiplication level (e.g., the one associated with the parameter ID#5). Another way of
solving this problem would be to have another parameter set dedicated to the multiplication
algorithm, with a smaller failure probability pey but we leave that as an avenue for future

work.
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CRT Approach. Table 7.5 is dedicated to the CRT approach. In this representation,
each block has a dedicated basis, and we can perform some operations independently
on each block. We display one instance for 16-bit integers and another one for 32-bit
integers. For both of them we show the total time needed to compute the operations, as
well as the amortized time when the implementation is multi-threaded. As for Table 7.4,
the number of additions is bounded by the room available in the carry buffer, and once
it is full, a carry cleaning in needed. Note that in the case of homomorphic evaluation
of polynomial functions, using the CRT representation offers better timings, since it is
sufficient to compute a PBS on each CRT residue. The timings are then the same as the
ones of the carry cleaning when there is one block per residue, otherwise it means that we
are considering the hybrid approach, and in that case, it is the cost of a LUT evaluation
separately on each block.

For the 16-bit integers, the basis is given by Q = 23.3%2.7.11-13 ~ 2'¢. As for 16-bit
integers in radix representation, it is possible to use both the A©'P21) and the AWeP-PBS)
operators. However, the major difference here is about the parameter optimization: in this

CJP21) has been optimized first. Thus, the timings for evaluating

case, the atomic pattern Al
a LUT using a WoP-PBS are way slower. By removing the constraint of compatibility,
the performance should be closer to the one of Table 7.6. The WoP-PBS is parallelized
by extracting bits for each block independently. Then, each LUT evaluation outputting
one block (and taking all bits as input) is computed in parallel: note that this approach
could also be applied in the case of the radix decomposition.

We consider the basis defined by Q = 2°-3%.5%. 7% ~ 232 t0 represent 32-bit integers
using the hybrid representation. For instance, to represent integers modulo 74, we use
radix-based integers with 4 blocks and a message modulus equal to 7. Thanks to the
CRT representation, by using this base, multiplications can be computed with the fast

bi-variate PBS approach described in Section 2.4.1.

type of PBS based operations WoP-PBS based operations
Q@ execution paIrSm +* X clzz:i}rllg param ID LUT evaluation
_ ol6 | sequential 8.36 ps | 401 ms 251 ms 23.1s
2 5 threads #3 1.67 ps | 80.3 ms | 50.2 ms #10 4.61s
~ 932 sequential #7 27.6 ps 5.17 s 2400 ms p
4 threads 8.78 ps 1.82s 729 ms

Table 7.5: Benchmarks for 16-bit homomorphic integers based on the CRT approach and
32-bit integers are computed with a hybrid approach. We use the following CRT bases:
N=7-8-9-11-13~2% and Q =25.3%.5%. 7% ~ 232,
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Native CRT Approach. Following up on what we present in Section 2.4.2, it is possible
to have a fast version of CRT-encoded integers spread out across several ciphertexts. For
example, to encode a residue my = 3 mod 7, its associated plaintext is {3%. Additions
and scalar multiplications are extremely fast in this context: they do not require any PBS
and they can be computed independently and in parallel on each of the CRT residues
with fast FHE operators. Indeed, to compute additions we use the LWE addition on each
residue, and to compute a scalar multiplication by a, we decompose a with our CRT

bases into smaller integers, and compute scalar multiplications with them.

To the best of our knowledge, until we completed this work, there were no efficient
algorithm to compute a LUT in this context. However, one can use the new WoP-PBS
to do so. They simply need to extract the first [log, (f;)] most significant bits for each
residue, thanks to negacyclic sign functions. A bit extraction on a non-power-of-two en-

coded ciphertext has to be computed in the exact same manner.

The sign evaluation for an integer message m encoded as m = m - 1% (where both ¢ and
p are powers of two) is computed by adding to the input ciphertext %, computing a PBS
on it with a trivial encryption of P (X) = SN * —o X ¢ and finally adding to the output
2%,. The output is the encoding b - 1% where b is the most significant bit of m. With p not

being a power of two, one needs to replace % with bipJ.

In Table 7.6, dedicated to the native CRT approach, we display one instance of 16-
bit integers and another of 32-bit integers. We consider Q = 7-8-9-11-13 ~ 2! and
respectively Q@ = 3-11-13-19-23-29 - 31 - 32 ~ 232, Since there is no carry buffer
in this representation, there is no need for a carry cleaning. However, to avoid incorrect
computations, the number of additions is bounded for these parameter sets by the value

v. Once this bound is reached, a WoP-PBS is required to reduce the noise.

We observe a slower timing for the multiplication with 32-bit integers, 36.8 seconds,
which leads us to think that for a precision close to 32 bits, a hybrid approach is more
efficient. Indeed, the native CRT approach requires to have in a single LWE ciphertext a
small enough noise (after the bootstrapping) to preserve the message (with a size equal to
the coprime modulus) and the room for the 2-norm v needed to compute multiplications
with known integers or additions between ciphertexts. So when one tries to build a large
(), since small primes are very limited in number, they end up with large coprime residues

and as a consequence, implies a higher 2-norm which means very slow parameter sets.
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WoP-PBS based operations

O type of T
execution || param ID - X LUT evaluation
v | time
~ 216 sequential 411 5 4.32ps | 7.42s 3.81s
5 threads 0.862 ns | 1.65 s 0.761 s
__ 32 | sequential 5 | 6.98ps | 36.8s
2" "8 threads #1202 873 s [ 531 s g

Table 7.6: Benchmarks for 16-bit and 32-bit homomorphic integers based on the native
CRT approach. We use the CRT bases: 2 =7-8-9-11-13~ 2% and Q =3-11-13-19-
23293132~ 2%,

Conclusion In this chapter, we explained how to build two arithmetics. The first one is
particularly efficient with small integers and leverage the LWE multiplication introduced
in Chapter 5 and one of the WoP-PBS algorithms introduced in Chapter 6. The second
one is dedicated to large integers and uses an encoding that generalizes both the CRT
and radix approaches. The WoP-PBS introduced in Algorithm 30 and Theorem 30 is the
core enabler of this arithmetic. We presented several benchmarks comparing the different

encoding approaches for 16-bits and 32-bits integers.
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CHAPTER 8

TFHE oN NEW PROBLEMS

From Chapter 3 to Chapter 7, we improved TFHE by either finding optimal parameters
or by introducing new and more efficient algorithms. Here, we adopt a different approach:
we modify the security hypothesis on which TFHE relies to improve the efficiency of the
state-of-the-art algorithms as well as the new algorithms introduced in this thesis. We
now introduce two new kinds of secret keys in this chapter, alongside new algorithms

especially efficient with the new hypothesis.

In Section 2.3, we introduced Limitation 9 which states that there is no fine-
grained control over the size of a GLWE secret key. We also introduced Limitation 10
which states that there is a noise plateau for LWE dimensions greater than npjateau-

The partial secret keys introduced in this chapter are meant to overcome these limitations.

In the previous chapters, we saw that the key switch is important to reduce the LWE
dimension before performing a PBS. This chapter introduces another, new type of secret

key which is particularly efficient during key switches.

Remark 43 (Concurrent Work) Lee et al. [Lee+23] introduced a new type of secret
keys called block binary keys. Those are different from our contribution but concurrently
exploit the advantage of having nested secret keys as introduced in this chapter under the

name of shared randomness secret keys.

In [LY23], Lee and Yoon describe a way to publicly transform a bootstrapping key
encrypted under a traditional secret key to an extended version encrypted under a secret
key containing zeros between secret coefficients. This extended bootstrapping key allows
the authors to bootstrap messages with higher precisions, but it does not improve the noise

growth. This contribution only involves traditional GLWE secret keys for encryption.
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8.1 Partial GLWE Secret Keys

We introduced in Section 3.1 the concept of noise oracles (Definition 17) and we gave their
formula in Equation (3.3) and Table 3.1. The formula shows that most of the time, when
increasing the LWE dimension, we can decrease the encryption variance while keeping
the same security. But, we cannot decrease the encryption variance at will. We need
to enforce a minimal variance to be sure that ciphertexts contain non-zero noises as
explained in Limitation 10. In Remark 16, we found that for LWE dimensions greater
than nppatean = 2443, the noise standard deviation is constant and equal to 22,

Let us now focus on the choice of GLWE macro-parameters i.e., the polynomial size
N and the GLWE dimension k. As long as the product k- N remains smaller that nyjateau,
increasing N will increase the cost but at the same time, as we select a smaller encryption
noise, we can potentially choose smaller values for other parameters (for instance the
maximum level of the decomposition in a PBS). Unfortunately, when the product & - N
is greater than npjteau, We cannot decrease the encryption variance. Therefore, we will
have a greater cost but without any benefit with respect to the noise. Interestingly, the
new type of secret keys introduced in this section are beneficial to the noise even when

the product k - IV is greater than npjateau-

A GLWE secret key usually contains kN random elements. Our first observation is
that we can allow this secret key to contain only a number ¢ of random elements and
allow the rest of them to be set to zero. We first formally define this notion of partial
secret keys and list the different advantages and improvements that they offer.

A partial GLWE secret key is composed of two parts, the first one contains secret
random elements (sampled from a distribution D) and the second part is filled with zeros
at known positions. As a simple example, we could define the following partial GLWE

secret key:
5‘: (SQ, Sl) S 9{37]\7 with SO = Z;V:_Ol SQJ'Xj and Sl = Z;-V:/gil SlJXj N

where sg, -+, Sonv—1 and Sy, -+ ,5; v_; are sampled from D, and the other coefficients
’2

are publicly known to be set to zero.

Definition 35 (GLWE Partial Secret Key) A Partial GLWE secret key is a vector
Skl ¢ 9{’;]\, associated to a filling parameter ¢ such that 0 < ¢ < kN. This key will

have ¢ random coefficients sampled from a distribution D and kN — ¢ known zeros. Both
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the locations of the random elements and the zeros are public. By convention, we fill the
coefficients starting at coefficient so, then so,1 and so on, and when the first polynomial is
entirely filled, we fill the second polynomial starting at sio and so on, until ¢ coefficients

are determined, up to Sp_1 n_1.

When we write Var (5’ [‘ﬂ) (resp. E (5’ [‘b})), we refer to the variance (resp. the expecta-
tion) of D (either a uniform binary distribution, uniform ternary distribution, Gaussian
distribution or small uniform distribution). When D is a uniform binary distribution,
Var (§19) = 1/4 and E (S) = 1/2.

In Definition 11, we introduced the flattened representation of a GLWE secret key.
Now, we define the flattened representation of a partial GLWE secret key.

Definition 36 (Flattened Representation of a Partial GLWE Secret Key) A

partial GLWE secret key Sl = (SO = Z;V:Bl S0 X7, Sk = Z;-V;Ol sk_Lij) € 9{’;7]\,
(Definition 35) can be viewed as a flattened LWE secret key 5 = (50, ,54-1) € Z¢ in
the following manner: 5;n4; 1= s;;, for 0 < j < N and 0 <1 < k with iN + j < ¢. This

flattened representation contains only ¢ unknown coefficients.

This type of keys seems to be a secure solution, taking into account the plateau
limitation (Limitation 10). The hardness of partial keys is studied in [Ber+23b].

Impact of Partial Keys on the Noise Distribution. Regarding the security of the
partial secret key and the different attacks presented in Section 2.1.2, we can use the
security oracle (Definition 17 in Section 3.1) to find out the smallest noise variance o>
for an LWE € Z?“ guarantying the desired level of security . By using this same o2 for

GLWE € 9{’;}}1 with partial secret key Sl we obtain the same level of security A.

8.1.1 Advantages of Partial GLWE Secret Keys

Partial GLWE secret keys enable, in many contexts, to have a smaller computational
cost for certain algorithms and/or to have a smaller noise growth. This will lead to faster
parameter sets (for a given failure probability and security level) after optimization. More

details are provided in Section 8.3.
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Advantages for Sample Extraction

In Section 2.3, we introduced the sample extract (Algorithm 5 and Theorem 9). In Al-
gorithms 35 and 36, we explain how to compute a sample extract (i.e., transforming a
GLWE ciphertext into an LWE ciphertext) in the context of a partial GLWE secret key.
They are generalizations of the same algorithm used for traditional secret keys. Indeed,

a traditional secret key is captured when ¢ = k- N. We prove the correctness of those

algorithms in Appendix A .4.

Algorithm 35: cto, < ConstantSampleExtract(CT;,)

=

N

Slel 9‘%’;’]\, : a partial secret key (Definition 35)

(k—1)N +1 < ¢ < kN : filling parameter for the partial secret key

Context: ¢ 5€ Z® : the flattened version of Sl (Definition 36)
P=YN"pX e Ryn
CTiy = (ZfV:EI a0 X' iy a1, X biXZ) €RyN
Input: CT, € GLWEgy (P) : a GLWE encryption of the plaintext P
Output: ctoy: € LWEz (po) : an LWE encryption of the plaintext pg
for i € [0;¢ — 1] do
set a:= | %], B:= (N —4i) mod N and y:=1— (8 ==0)

set aoyt,; := (—1)7 - aa,p

R 1
return ctoy = (Gout,0,** » Gout,p—1,b0) € Z4T

Algorithm 36: ct,,; < SampleExtract (CT;,, @)

1

2

Slel 9‘%’;’ ~ : & partial secret key (Definition 35)

Context: { = . = o
§ € Z? : the flattened version of S1¢! (Definition 36)

P=YN"pX e Ryn

Input: {CTin € GLWEg,, (P) : a GLWE encryption of the plaintext P
0 < a < N —1:the coefficient to extract

Output: ctoy € LWEz(p,) : an LWE encryption of the plaintext p,

/* Rotation of the GLWE ciphertext

set CT .= X—.CT;,

/* Call to Algorithm 35

return ct,,; := ConstantSampleExtract (CT)

(k—1)N +1 < ¢ < kN : filling parameter for the partial secret key

*/

*/
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Remark 44 (Noise and Cost of Sample Extract) A sample extract, whether it in-
cludes a partial secret key or not, does not add any noise to the plaintext as explained in
Theorem 9. With partial keys, the cost of the sample extraction stays roughly the same
and it is negligible.

Advantages for the GLWE Key Switch

Algorithm 37: CT,,, < GlweKeySwitch(CT;,, KSK)

(k;in - 1)N < (bin < kinN and (kout - 1)N < (bout < kout N
g’i[f wl ¢ %SN : the input partial secret key (Definition 35)
S;[,?i"] = (Sin0," 5 Sin ki—1)

§£‘ﬁ§"‘] € SR§°A‘, : the output partial secret key (Definition 35)
¢ € N: the number of levels of the decomposition

B € N: the base of the decomposition

Context:

CTin = (Ao, -+, Ak, -1, B) € GLWE g5, (P) € Riny!, with P € Ry n
Input: { KSK = {KSK; = {KSKi}o<j<t_1}geicp, 1 With
KSK; ; eGLWESL 1 (5% Sini) , for 0<i<kip—land0<j<l—1

Output: CT,; € GLWESl% g (P)

/* Keep the B part */
1 Set CTou = (0, ,0,B) € Rhw™!
for i € [0; ki, — 1] do

/* Decompose the mask */

Update CToue = CTout — <I? dec(®+0 (Ai)>

N

w

4 return CTgy

A GLWE-to-GLWE key switching with N # 1, as described in Algorithm 37, takes as
input a GLWE ciphertext CT;, € i)fiki"“ encrypting the plaintext P € 9R, y under the
secret, key Sléwl € ‘ﬁ];j and outputs CToy € ﬂ%km“ encrypting the plaintext P + Exs €
Ry~ under the secret key S Gl ¢ 9%’;% The noise Fxs added during this procedure, is
composed of a rounding error plus a linear combination of the noise from the key switching

key ciphertexts. The larger ¢i,, the more significant the rounding error.

Theorem 31 (Noise of GLWE Key Switch) After performing a key switching (Al-
gorithm 37) taking as input a GLWE ciphertext CT;, € %k'"ﬂ under the secret key
Si[f'” € 9‘{’;:}\, and a key switching key with noise variance oksx, and outputting a GLWE
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ciphertext CToy € fﬁkwtﬂ under the secret key Sc[,ﬁ‘t’“t] € %Sj’]“\}, the variance of the noise of

each coefficient of the output can be estimated by

20

Var (CTow) = 07y, + &in (ﬁ;;;) (Var (gi[fi"]) +E? (S[¢'"]>>
(8.1)
QSIH

B2+ 2

—Var (S ol > + lkinNop, ——— 5

where B and ¢ are the decomposition base and level respectively.

Proof 31 (Theorem 31) The proof of Theorem 31 is provided in Appendiz A.5.
Note that when ¢ = kin - N we end up with the same formula than the one for the
classical GLWE to GLWE keyswitch (Algorithm 2). In the proof, we decrypt the output

ciphertext, extract the error and analyze its variance.

U

Remark 45 (Cost of a GLWE Key Switch) We recall that the cost of a GLWE-to-
GLWE key switch, which remains the same whether it involves partial secret keys or not
18
Cost (FftLweKeySwitch) = ki,¢ - Cost (FFT y) + (kout + 1) - Cost (iFFTy)
+ Nkinl - (kow + 1) - Cost (x¢) (8.2)
+ N - (kinl = 1) - (kout + 1) - Cost (4¢)

where +¢c and X¢ represent a double-complex addition and multiplication (in the FFT
domain) respectively, and FF Ty (resp. iIFFT y ) the Fast Fourier Transform (resp. inverse
FFT).

Advantages for the Secret Product GLWE Key Switch

A GLWE-to-GLWE key switch computing a product with a secret polynomial, as de-
scribed in Algorithm 38, follows the exact same definition as above, except that the
output ciphertext encrypts @) - P 4 Exs where ) € R, n is the secret polynomial hidden
in the keyswitching key. The added noise Eks also depends on the input secret key Sln]
and its filling parameter ¢;,. Indeed, this term is the product between the rounding term

(dependent on ¢;,) and the polynomial Q).
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Algorithm 38: CT,,; < SecretProductGlweKeySwitch(CT;,, KSK)

Context:
Si[f " e 9{’;}\, : the input partial secret key (Definition 35)

Sionl = (Sinos 5 Sinkin—1)

Gload ¢ 9%];"]\} : the output partial secret key (Definition 35)

(kin — DN < ¢ < kinN and (koue — )N < toue < bron N

Q€ Ry N

CTin = (Ao, -+, Ag,—1, B) € Rl

CTij € GLWEgai (o - Q- Sini) , for 0 <i < hp—land 0< j <0 —1
Ty € GLWE gion (55 - Q) for 0 < j < -1

¢ € N: the number of levels of the decomposition

B € N : the base of the decomposition

CTin € GLWE 4o, (P), with P € R,y
KSK — {}?Z — (CTi,07 cc 7C-I_Lgfl)}
Output: CTour € GLWE gisou (Q- P)

Input:
0<i<kin

/* Decompose the B part */
1 Set CTou = <l?kin, Decomp®*¥) (B)>
2 for i € [0;k — 1] do
/* Decompose the mask */

3 Update CToue = CTout — <f(;, Decomp(%’@ (Az)>

4 return CT,,;
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Theorem 32 (Noise of Secret-Product GLWE Key Switch) After performing a
Secret-Product key switching (Algorithm 38) taking as input a GLWE ciphertext CT;, €
%k'”H under the secret key gw"“] € %k‘” and a key switching key with noise variance ok

encryptmg a secret message @), and outputtmg a GLWE ciphertext CToy € %k"“tﬂ under

the secret key Sc[,ﬁ‘i“‘ € 9%5:’}'\‘,, the noise variance of each coefficient of the output can be

estimated by

Var (CTowt) = €(kin + 1) NoBex %21; 2
+QlI3 - (a?n + q;g’f) 1+ Gin (Var (gi[gsm]) LR (gi[:sm]») ¢>.nVar (SW 1)) .

Proof 32 (Theorem 32) The proof of this theorem is very similar to the proof of The-
orem 31, it is given in Appendiz A.6.
O

Advantages for an External Product

A GLWE external product is a special case of a secret-product GLWE-to-GLWE key
switch, where the input secret key and the output secret key are the same. The external
product was reminded in Section 2.3 (Algorithm 7 and Theorem 11). It is pretty easy to
establish what noise this procedure will add. The cost of computing a GLWE external

product whether it includes a partial secret key or not, is the same.

Theorem 33 (Noise of GLWE External Product) The external product algorithm
is the same as the algorithm of a secret-product GLWE key switch (Algorithm 38). The only
difference is that the external product uses the same key Sl e mZ,N as input and as output,
and the key switchz’ng key is now seen as a GGSW ciphertext of message My encrypted
with noise variance 02 For each coefficient of the output CToy, the noise variance can be
estimated by

2%2+2

Var (CTou) = £(k + 1) N o2

+ (|3 - < ( 12%3%) (1+0 (var (§9) + E2 (§[¢])>>+%Var (gm)) .

Proof 33 (Theorem 33) This proof is the same as the proof of Theorem 32, noting that
in this case, we have k = ki, = kout and S9! — S?i[fi"] = 5([)?,‘{“}.
O
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8.1. Partial GLWE Secret Keys

Advantages for TFHE’s PBS. Using a partial GLWE secret key to encrypt a boot-
strapping key for TFHE’s programmable bootstrapping enables two convenient features.
On the one hand, the output LWE ciphertext is smaller, with less than k- N + 1 coeffi-
cients, and on the other hand it offers a smaller noise growth in each external product (see
Appendix A.7). As explained in Section 2.3, the external product is the main operation
used in the cmuxes (Theorem 12 and Algorithm 8) of the blind rotation (Theorem 13
and Algorithm 9). The direct consequence of having smaller output ciphertexts is the fact
that we can perform smaller LWE-to-LWE key switches before the next PBS. Further-
more, when k- N is large enough to reach the noise plateau (as explained in Limitation 10),

partial secret keys enable to avoid adding unnecessary noise to the bootstrapping.

8.1.2 LWE-to-LWE Key Switch

Partial GLWE secret keys can be used to design a new LWE-to-LWE key switching that
is FFT-based. The idea is an adaptation of the work done by Chen et al. [Che+20] that
was recall in Algorithm 4, but now exploits the use of partial GLWE secret keys. First,
one casts the input LWE ciphertext into a GLWE ciphertext using Algorithm 40 so we
can apply to it a GLWE-to-GLWE key switching with Algorithm 37 to go to a partial
GLWE secret key, and finally compute a sample extract (Algorithm 35). Indeed, the
GLWE-to-GLWE key switch can exploit the speed-up coming from the FFT to compute
polynomial multiplications. Details about this new LWE-to-LWE key switch are provided
in Algorithm 39.

Remark 46 (Inverse Constant Sample Extraction) Algorithm 40 trivially casts an
LWE ciphertext of size n+1 into a GLWE ciphertext of size k+1 and with polynomials of
size N. We obviously need n < kN. If n = kN, the output is a GLWE ciphertext under a
traditional secret key, otherwise it is a GLWE ciphertext under a partial GLWE secret key.
Note that the constant term of the output GLWE plaintext is exactly the plaintext of the
input LWE ciphertext, however the rest of the coefficients of the output GLWE ciphertext
are filled with uniformly random values.

We have the property that for all p € Zg, for all 5§ € Zy, for all ct € LWEz(p) C Z;‘“
and for all (k, N) € N? such that n < kN:

ct = ConstantSampleExtract (ConstantSampleExtract_1 (ct, k, N)) .

215



Chapter 8 — TFHE on New Problems

Algorithm 39: ct,,; «+ FftLweKeySwitch(ct;,, KSK)

Nin < kin -+ N, nout < kout - N

Sn = (50, ,Sn,—1) € Zq™ : the input LWE secret key

Sout = (56, A 7511out_1) € Zg®* : the output LWE secret key
¢ € N: the number of levels of the decomposition

Context: B € N : the base of the decomposition
Glninl _ (Sin,m B 7Sin,kin71) S 9%’;‘,’}\, : a partial secret

in
key (Definition 35) such that its flattened version is S,

k, .
Sifé’“‘] = (Sout,o, e 7Sout,kout71) € mqf’}’\‘, : a partial secret

key (Definition 35) such that its flattened version is Sout

ctin € LWEg (p) C Zi™ T, with p € Zg
Input: {KSK = {KSKi}o<ich, » With KSK; € GLev g[gou] (Sin,i) : a key switching key
Output: ctowr € LWEz_ , (p) C Zf;m‘“q ™
/* Inverse of a constant sample extraction (Algorithm 40) */

1 Set CT « ConstantSampleExtraction™? (ctin, kin, N) € 9‘(5"‘;{1

/* GLWE-to-GLWE key switch based on the FFT (Algorithm 37) */
2 Set CT' < GlweKeySwitch (CT,KSK) € s}t

/* Constant sample extraction (Algorithm 35) */
3 Set ctoyr < ConstantSampleExtract (CT’) € Z;’“H'l

4 return ctoyt

Algorithm 40: CT,,; + ConstantSampleExtract ! (ctin, k, N)

§€ Zy : the input LWE secret key
Sl e 9’%’; N : @ partial secret key (Definition 35)

such that its flattened version is § (Definition 36)

Context: N—1 ) .
R:= Zifl ri - X' € Ry, n, where r; are uniformly random
- 1
ctin = (ag, -+ ,an—1,b) € Zg*
pEZy

ctin € LWEz (p) : an LWE encryption of the plaintext p
Input: k € N: the output GLWE dimension
N € N: the output polynomial size

Output: CToyut € GLWEg,[n] (po + R) : a GLWE encryption

/* put the b part in a polynomial */
1 set B :=b€ Ry N
/* put the rest in polynomials */
2 for i € [0;k- N] do
3 set a:= | £, 8= (N —i) mod N and 7y := 1 — (8 == 0)
4 if i < ¢ —1 then
5 L set a;, 5= (—1)7 - a;
6 else
7 L set ‘1;,5 =0
8 return CToy := <A6 = ij_\’:—ol %,ij7 7A;€_1 — Zj'\,:_ol az_l’ij, B’) c ml{;,—l—Nl
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Theorem 34 (Noise & Cost of FFT-Based LWE Key Switch) We consider the
new LWE-to-LWE key switch as described in Algorithm 39. Its cost is the same
as the cost of a GLWE-to-GLWE key switch as introduced in Remark 45 i.e,
Cost (FftLweKeySwitch) = Cost (GlweKeySwitch).

The output noise can be expressed from the noise formula of the GLWE-to-GLWE key

switch (Theorem 31). To sum up, the output noise is:
Var (FftLweKeySwitch) = FftError (kmax, N, 3, ¢) + Var (GlweKeySwitch)

With Gin = Nin, Pout = Nout, kmax = Max (Kin, kout) and FftErrory, . npge being the error
added by the FF'T conversions (see Section 3.3).

Proof 34 (Theorem 34) Expressing the cost is quite straightforward, since we can ne-
glect the complexity of the sample extraction and its inverse. The estimation of the variance
of the error is immediate as well. We use the corrective formula introduced in Section 3.3
to estimate an upper bound on the FFT error. Indeed, it is easy to see that the FFT-
based LWE key switch with ki, and kow 1s a special case of an external product with
k = max (kin, kout) where some of the ciphertexts composing the GGSW are trivial encryp-
tions of 0 or 1 (no noise, all mask elements set to zero and the plaintext put in the b/B
part).

O

Practical Improvement. The use of partial secret keys brings a significant improve-
ment to homomorphic computations. Figure 8.2 presents a comparison of our techniques
and the state of the art [CJP21]. More details on the experiments are reported in Sec-
tion 8.3.

8.2 Shared Randomness

In the previous chapters, we introduced several types of atomic patterns (Definition 28)
and we showed in Section 4.3 by comparing an atomic pattern of type ACT2Y) (Defini-

KS-free) that the key switch was very important

tion 30) to an atomic pattern of type A¢
to obtain an efficient bootstrap. In this context, a key switch changes the secret key of

a ciphertext to a smaller secret key. Intuitively, a key switch performs an homomorphic
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decryption of the ciphertext by removing the dot product between the mask and the se-
cret key. In practice, it means that the cost and the noise of a key switch (Theorem 6)
depends on the input LWE dimension and the output LWE dimension (or polynomial size
and GLWE dimension).

With the new keys introduced in this section, the cost and the noise of a key switch
will no longer be dependent on the input LWE dimension and the output LWE dimension
but on the output LWE dimension and the difference between the input LWE dimension
and the output LWE dimension. In the special case where the output LWE dimension is
larger than the input LWE dimension, the key switch will come for free: it will add no

noise and will have no cost.

Instead of sampling every secret key independently, we may also consider generating a
list of o nested GLWE keys with the same level of security A. It is then public knowledge
that all the secret coefficients of a smaller key will be included into a larger secret key.

To give a simple example, consider three integers 1 < nyg < m; < ny and a secret
key 52 ¢ Zyg? generated in the traditional manner (either sampled from an uniform
binary/ternary, or a small Gaussian). Let us write it as a concatenation of 3 vectors:
52 = #O)||7V]|72). We can now build two smaller secret keys out of 52 such that for all

pairs of nested keys, the small one is included in the large one, as its first coefficients:

O =0 ez and =0 ez

This form of secret keys is extremely useful for the key switching and bootstrapping
procedures. Note that each of those secret keys uses a different variance for the noise
added during encryption; the smaller the secret key, the bigger the variance, so they can

all guarantee the same level of security A.

Definition 37 (GLWE Secret Keys with Shared Randomness) Two GLWE se-
cret keys S € Ry and S e 9‘{’;:]\,,, with kN < kE'N’, are said to be with shared randomness
if we have that for all 0 < i < kN, s; = 5., where s; and s, respectively come from the
flattened view (Definition 11) ofg and S'. We note by S < S this relationship between

secret keys.

The security of the shared randomness secret keys is detailed in [Ber+23b] and fells

outside of the scope of this thesis.
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Figure 8.1: Illustration of simplified key switch procedures between three LWE secret keys
with shared randomness.

Using shared randomness secret keys enables to speed up homomorphic computations
and reduce the amount of noise added by these operations. This is particularly useful for
LWE-to-LWE key switch procedures.

8.2.1 Advantages for LWE-to-LWE Key Switch

Secret keys with shared randomness enable to key switch more efficiently and add less
noise during the procedure. Figure 8.1 illustrates key switching processes between three
LWE secret keys with shared randomness. A key switch from a key to a bigger key is
represented with dotted arrows and is called enlarging key switch. A key switch from a

key to a smaller key is represented with solid arrows and is called shrinking key switch.

Enlarging Key Switch. When we consider a ciphertext cti, = (ag, - ,an,_1,b) €
LWEgu) (m) C Z*' under the secret key 5" € ZM and want to key switch it to the
secret key 5% ¢ Zy?, where 5 < 52 the algorithm translates into simply adding zeros
at the end of the ciphertext:

Ctout := (@0, ,an,-1,0,-++,0,0) € LWE 2 (m) C ZZQH

Algorithm 41 describes this procedure in detail. In this thesis, we only use this algo-
rithm with LWE ciphertexts, but it can trivially be extended to GLWE ciphertexts as
well.

To sum up, with secret keys with shared randomness, the enlarging key switchess
are basically zero-cost operations and they do not require the use of a public key. They

also add no noise, instead of adding a linear combination of freshly encrypted ciphertexts
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Algorithm 41: ct,,. < EnlargingKeySwitch(ct;,)

Sin € Zgi“ : the input secret key

Sout € Zgo* : the output secret key

Context: { &, < 5ot : secret keys with shared randomness (Definition 37)
p €Ly
cti, = (a()a crr Qg —1, b) c Zgin+1

Input: ct;, € LWEg, (p)
Output: ctos € LWEg,, (p)

/* Pad with zeros between the mask and the b part */
1 Set ctoyr 1= (ag, -+, ap-1,0,---,0,b) € ZZW“

2 return cty,;

under 5@,

Theorem 35 (Cost & Noise of Enlarging Key Switching) When working with se-
cret keys with shared randomness, the cost of an enlarging key switching (Algorithm /1)

1s reduced to zero, and the noise in the output is the same as the one in the input.

Proof 35 (Theorem 35) The proof of this theorem is trivial.
0

Shrinking Key Switch. When we consider a ciphertext ctj, = (ag, - ,an,-1,b) €
Z;‘lﬂ under the secret key 51 € Zy' and we want to key switch it to the secret key
50 € zpo, where 59 < 51 and § = 597D the algorithm is simplified precisely

because of the shared randomness property:

1. the parts (ag,- - ,a,,—1) and b do not need to be processed but simply reorganized
into a temporary ciphertext: ct = (ag, - - - , @no—1,b) € Z7o*,
2. the part (@, -+ ,an,—1) has to be key switched, which can be somehow viewed

as a traditional key switching algorithm: i.e., key switching the ciphertext
(g, 5 any—1,0) € ZZ”_"OH with a key switching key going from the secret key
7 to 5 and at the end, adding it to ct and returning the result.

Algorithm 42 describes this procedure in detail. In this thesis, we only use this algo-
rithm with LWE ciphertexts, but it can also be trivially extended to GLWE ciphertexts.
To sum up, with secret keys with shared randomness, the shrinking key switch requires

smaller key switching keys: their size becomes proportional to ny — ny instead of ny. As
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Algorithm 42: ct,,; < ShrinkingKeySwitch(ct;,, KSK)

Sin= (80, ,8n,-1) € Zgy : the input secret key

Sout € Z;“’"t : the output secret key

Tout < Tlin

Sout < Sin : secret keys with shared randomness (Definition 37)
Context: {p € Z,

Ctin = (ag, -, Gp,—1,b) € Znt?

CT,; € GLev?’é (si), for moyt <@ <mj, — 1

£ € N: the number of levels of the decomposition

B € N: the base of the decomposition

ctin € LWEz (p)

KSK = {ﬁl}n e <i<nip—1
Output: ctoy € LWEz,, (p)

Input:

/* Keep the beginning of the mask and the b part ny
1 Set ctout := (@, -, An,y—1,0) € Z;lout"l‘l

2 for i € [nou;nin — 1] do
/* Decompose the rest of the mask */

Update ctous = Ctout — <ﬁi, dec(®0) (ai)>

w

4 return ctyy;

a consequence, the computation is faster, equivalent to key switch a ciphertext of size
ny — nq + 1 instead of ny + 1. Finally, the noise in the output is also smaller because the

algorithm involves a smaller linear combination of freshly encrypted ciphertexts under
5
s\,

Theorem 36 (Cost & Noise of Shrinking Key Switching) Consider two secret
keys with shared randomness 59 < 51 with 50 ¢ Zg°, RN Zyt and 1 < ng < ny. Let
B € N* and ¢ € N* be the decomposition base and level used in key switching. The cost of
our shrinking key switching (Algorithm 42) is £ (ny — ng) (no + 1) integer multiplications
and (¢ (ny —ng) — 1) (ng + 1) integer additions.

The noise added by the procedure satisfies

2 _ a2
Var(ShrinkingKeySwitch) = (ny — ny) <q12§> (Var (5in) + E? (gin))

B2+2 ,

(= 0\ (5) 4+ £ (1 — o) - ———0s -

M

The size of the shrinking key switching key can be obtained using the formula for the
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size of the classical keyswitching key with n = Ny, — Nout-

Proof 36 (Theorem 36) The details of this proof can be found in Appendiz A.8.

8.2.2 Stair Key Switch

In Section 8.2.1, we saw that when one uses different secret keys within an FHE circuit,
it is convenient to make use of the secret keys with shared randomness. However, this
concept can also be used locally inside a key switch procedure to explore a cost/noise
trade-off.

For simplicity, let us consider an FHE use case where there are only two LWE secret
keys, and only a key switch from the big one to the small one. We start by setting the
two secret keys as ones with shared randomness. The idea here is to add one or several
secret keys with shared randomness, only during the key switch procedure.

For example, let us assume a fixed decomposition base ‘B, a fixed number of levels
¢ and let 5 be our big secret key and 5*) be our small (as defined in Section 8.2.1).
To key switch from 52 to 59, this time we will add one intermediate secret key with
shared randomness 5" and compute first a key switch from 5% to 5 and then a key
switch from 5 to 5. This algorithm will be more costly than a key switch with secret
key with shared randomness as presented in Algorithm 42 because its first part will be
a linear combination of (ny — ny) ciphertexts of size n; + 1, and its second part a linear
combination of (n; —ng) ciphertexts of smaller size ng+ 1, instead of having a single linear
combination of ny — ng ciphertexts of size ny 4+ 1. The total number of ciphertexts in the
linear combination and in the key switching key has not changed (ny—mni+n;—ng = na—ng
as in the key switch from 5 to 5), but the linear combinations are slightly more costly
and the ciphertexts composing the key switching keys slightly larger. On the other hand,
this algorithm produces less noise: indeed its first part has ciphertexts with lower noise
because they are encrypted under a bigger secret key.

Here is the trade-off we want to study. The extreme is to go from 5" to 59 by
key switching one element of the key in each key switch, meaning that we will have a
total number of nb = n,, — ng shrinking key switches (Algorithm 42) to perform. So nb
corresponds to the steps in the staircase. This means considering a total number of shared
keys equal to nb + 1, including the secret keys 5™ and 5 which are the end points of

the staircase. We call the added keys between 5" and 5© intermediate secret keys, so
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we have a total of nb — 1 intermediate secret keys. In practice, we start with coefficient
ap,,—1 and key switch it to the secret key with nn, — 1 elements, add it to the rest, and
do the same with the next last element, and so on until we reach the desired secret key,
one coefficient at a time. The other extreme case is when we key switch directly from 5
and 5 without intermediary key switches, so nb = 1 as presented in Algorithm 42.
Algorithm 43 gives details about this procedure. It is important to point out that there
are now nb pairs of decomposition parameters (B,,¢,) for 0 < a < nb — 1, one for each
step of the staircase. Note that we could also allow to have more than one such couple

per step as well.

Algorithm 43: ct,,; < StairKeySwitch (ctin, {KSKQ}Ogagnbfl)

nb € N: the number of steps of the algorithm

ng<ng <:---<Npp

5(nb) ¢ Zg™ : the input secret key

50 ¢ Zg" : the output secret key

5@ ¢ Z;“,Vl < a <nb-—1: intermediate secret keys

50 <51 <... <5 . shared randomness secret keys (Definition 37)

Context:

cti, € LWEg‘(nb) (p) - Zg"b+1, with p € Zq
Input: ¢ {KSKq}ocp<np_q : intermediate key switching key as in Algorithm 42
S where KSK,, switches from §*+1) to 5@
Output: ctoy € IWEz) (p) C Zpot!

/* Set the counter to go from nb—1 to 0 */
1 Set a:=nb—1
/* Set the initial ciphertext */

2 Set ct := ctjy,
3 while o >=0 do

/* Call to Algorithm 42 */
4 Update ct +— ShrinkingKeySwitch(ct, KSK,) € LWE.) (p) C Z» !
a=a—-1

6 return cty,; := ct

Theorem 37 (Cost & Noise of Stair Shrinking Key Switching)
Consider the stair key switch as detailed in  Algorithm /3. Its cost

amounts to Sy (Mgt — Na) (Mg + 1) integer multiplications and
St (U (Mgt — ng) — 1) (ng + 1) dnteger additions.

223



Chapter 8 — TFHE on New Problems

The noise added by the procedure satisfies

nb—1 q2 _ %%a
Var(StairShrinkKS) = > (na41 — na) (mz) (Var (g(a+1)) 4+ E2 (§(a+1)>)

a=0
B2 +2 ,

(Nat1 — Na)
— 19 7KsKa -

* 4

Var (50) 4 €y - (a1 — na) -
The size (in bits) of the Stair keyswitching key Size (Stair-KS) with 2 steps is
Size (Stair-KS) = ((TLKS + 1) - lks, - ((;5 — nKs) + (TL + 1) - lks, - (’I”LKS — n)) . ﬂog2(qﬂ .

Proof 37 (Theorem 37) The cost and noise of the stair shrinking key switch is triv-
tally deduced from Theorem 36. At step « of the loop in Algorithm 43, the cost
of the shrinking key switching is ly (Nas1 — Na) (Na + 1) integer multiplications and
(o (Nag1 — o) — 1) (ng + 1) integer additions.

The variance of the noise added at step « is

Var(ShrinkKS,,) = (na41 — na) <W> (Var (g(aﬂ)) + E2 (§(a+1)))

(naJrl - na)

* 4

To obtain the total cost of the algorithm and the total variance of the noise added, we
simply iterate from o =0 to nb — 1.

U

Remark 47 (Staircase in the Blind Rotation.) A similar process can be introduced
in the blind rotation algorithm. The idea would be, during the blind rotation, to progres-
stwely use GLWE partial secret keys (Definition 35) with a smaller filling parameter ¢
which will reduce the output noise of the blind rotate. As with the stair shrinking key
switch, we could use different bases and levels in the external products, thus potentially

offering an overall speed-up. We leave this problem as a topic for future work.

Practical Improvement. The use of shared secret keys brings a significant improve-
ment to homomorphic computations. Figure 8.3 presents a comparison of our techniques
to the state of the art [CJP21]. More detailed experiments are reported in Section 8.3.5.
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8.3 Combining Partial Keys & Shared Randomness

In this section, we start by providing details on FHE algorithms that benefit from having
secret keys that are both partial (Section 8.1) and shared randomness (Section 8.2). Later

on, we describe some useful applications of this new type of secret keys.

8.3.1 Combining Both Techniques

Partial GLWE secret keys with shared randomness are simply a list of partial GLWE
secret keys (Section 8.1) with shared coefficients in the exact same way as in Section 8.2.
This type of keys is a combination of secret keys with shared randomness and partial
secret keys, offering advantages of both types.

It is possible to design a faster shrinking key switch (Algorithm 39) which uses partial
secret keys (Definition 35). This means that for this faster algorithm, we use both partial
secret keys and secret keys with shared randomness. Details about this new procedure are

given in Algorithm 44.

Algorithm 44: ct,,; < FftShrinkingKeySwitch(ct;,, KSK)

Nout < Min, Min — Nout < kksk,in - Nksk and nout < kkskout - IVKSK

Sout = 8in : secret keys with shared randomness (Definition 37)
Context: { s, € Zg* : the output LWE secret key
g: (Snout’ e 7snin71) c Z;lin_nout

Sin = Sout||5 € Zgy» : the input LWE secret key
Ctin = (ag, -+, an,—1,b) € LWEg, (p) C Z*1, where p € Z,

KSK : the key switching key suited for Algorithm 39
Output: ctoy € LWEz,, (p)

Input:

/* Split the input LWE ciphertext into two parts: one related to Sou, and the

rest */
1 Set Cto = (CLO, e 7anout_17 b) € Z;LOUt+1
2 Set cty = (anouH oy A —1, O) € ZZiH_HOUt+1
/* Call Algorithm 39 Ny

3 Set ct) « FftLweKeySwitch (ct;, KSK) € Zpewt!

!
4 return cty,: = cty +ct]

Theorem 38 (Noise & Cost of the FFT-Based Shrinking Key Switch) We con-
sider the FFT-based LWE shrinking key switch as detailed in Algorithm 44. Its cost can be
expressed from the cost of a GLWE-to-GLWE key switch (Remark 45) since we neglect the
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costs of sample extraction and its inverse. The cost is then Cost (FftShrinkingKeySwitch) =
Cost (GlweKeySwitch). Note that ki, is smaller thanks to the shared randomness property
of the secret keys, which leads to a faster procedure.

The added noise can be expressed from the noise formula of the GLWE-to-GLWE key
switch (Theorem 31) which gives Var (FftShrinkingKeySwitch) = FftError (kmax, N, B, () +
Var (GlweKeySwitch) with ¢, = nout — Nin and kmax = max (kin, kout)-

The size (in bits) of the FFT-Shrinking keyswitching key Size (FFT-KS) is

Size (FFT-KS) := (koyt + 1) - lks - kin - N - [logy(q)] -

Proof 38 (Theorem 38) The estimation of the variance of the error is immediate. For
the FFT error, we refer to Section 3.3 and Proof 3/.
O

We can also adapt the GLWE keyswitch introduced in Algorithm 2 with partial and
shared randomness key as detailed in Algorithm 45.

Theorem 39 (Noise of GLWE Key Switching With Partial Keys With Shared Randomness)
Perform a key switch (Algorithm 45) from CT;, € 9{’;'}6{1 under the secret key S}[f‘"] € %Z'}V,
to CTou € D‘i';f]“\t,H under the secret key ﬁc[,ﬁi“‘] € %l;f]“\}, where 5%‘;“] < i[fi"]. Fach coefficient

of the output has added noise estimated as

(]2 _ %28 o e
Var(GlweKeySwitch’) = (¢in — Pout) (W) (Var <Si[r?m]) 1 R2 (Si[fln]>>
Qsin — ¢out

+TVar (Si[fi”]) + U(kin — kout) Nog,

B2+ 2
12

Proof 39 (Theorem 39) The proof of this theorem can be found in Appendiz A.9.
0]

8.3.2 Some Higher Level Applications

Through Sections 8.1.1, 8.2 and 8.3.1, we discussed the many advantages of using par-
tial and/or secret keys with shared randomness in FHE operations. We now discuss the

advantages at a somewhat high level.
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Algorithm 45: CT,,; < GlweKeySwitch’(CT;,, KSK)

%’i[f nl e i)%l;i"]\[ : the input partial secret key (Definition 35)
Si[r?i"] = (Sin,(), ) Sin,kinfl)

g([,(ﬁ:”‘] € ER}(?]“\‘, : the output partial secret key (Definition 35)
ggﬁEUt] = (Sout,o, Tty Sout,k:cut—l)
(kin — )N < ¢in < kinN and (kour — 1)N < dour < kour N
Sioe o] § [9nl . gecret keys with shared randomness (Definition 37)
¢'" # Seut ¢°”‘] and kout < kin
Context: k € {kout — 1, kout} such that V0 < i <k, Sin; = Sout.i
PcRyn
CTin = (Ao, -+, A,—1,B) € Rend!
CTij € GLWE g (F : sin,i) , for Koyt < i < kipand 0 < j < (—1
if k=kow —1
CThj € GLWE gisout (2 + (Sn — Sow)) , for 0 < j <~ 1
¢ € N: the number of levels of the decomposition
B € N: the base of the decomposition

{CT,n € GLWE g, (P)
Input:

KSK = {CT; = (CT,p, 7CTi7£*1)}k§i<kin

Output: CToue € GLWE gio01 (P)

/* Keep the B part and the first part of the mask */
1 Set CToy i= (Ao, -+ , Agy—1, B) € Kb

out

/* Different public material for this potential partial-shared secret key
polynomial */
2 if k= ko — 1 then

3 t Update CTout = CTout — <C7Tk,dec(w) (Ak)>

/* Same process as in Algorithm 2 */
4 for i € [kout; kin — 1] do
/* Decompose the mask */

5 Update CTout = CToue — <ﬁ¢, dec(?H) (Az)>

6 return CT,,:
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Key Switching Key Compression. When one deploys an FHE instance using se-
cret keys with the shared randomness property, the total amount of public material
for keyswitching keys is reduced. Indeed, they only need to generate all the shrinking
keyswitching keys (Algorithm 42), from the largest key to the smallest. All of these shrink-
ing key switching keys are way smaller than the sum of all the traditional key switching
keys that are usually needed. Note that it is possible to provide more levels in some of the
keyswitching keys, and only use the ones that are needed at a moment for a given noise

constraint.

Compressed Bootstrapping Keys. In the same manner, secret keys with shared ran-
domness allow to reduce the total amount of bootstrapping keys. When the polynomial
size N is shared, since a bootstrapping key is a list of GGSW ciphertexts, each one en-
crypting a secret key coefficient of the input LWE secret key, one can only provide the
GGSW ciphertexts for the largest LWE secret key of the instance. Whenever bootstrap-
ping an LWE ciphertext with a smaller dimension is required, one will only use the first
part of the bootstrapping key. In the same spirit, additional levels can be added, and only

used when strictly needed.

Easier Parameter Set Conversion. Section 7.2.4 considers use-cases where there are
a couple of coexisting parameter sets, and it is necessary to move from one parameter set
to the other. Using shared (and partial) secret keys helps converting in a more efficient
way ciphertexts between the two (or more) parameter sets and adds less noise during the
process. Without the shared randomness property, this requires lots of keyswitching keys

and additional, unnecessary computation.

Multikey Compatibility. Both the partial and shared randomness properties are pre-
served in the MK-FHE (such as [Kim+22; KMS22]) and threshold-FHE approaches. In-
deed, summing two partial secret keys results in another partial secret key, and summing
together two pairs of secret keys with shared randomness results in a new pair of secret
keys with shared randomness. Those new secret keys could improve the performance of
MK-FHE and threshold-FHE, which is in general less attractive that the one of (single
key) FHE, as well as reduce the size of the total public key material.

Other FHE Schemes. Partial keys and secret keys with shared randomness could
be used in other FHE schemes such as FHEW [DM15] or NTRU-based schemes (such
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as [Bon+22]). These types of keys could also be used in either BFV [Bral2; FV12] or
CKKS [Che+17] when larger polynomials are required for the same modulus ¢, for in-

stance.

Combination With Fixed Hamming Weight. Both partial keys and secret keys
with shared randomness could be instantiated with a fixed Hamming weight if needed.

We do not explore this topic any further here.

LWE Encryption Public Key With GLWE Material. If one wants to take ad-
vantage of the FF'T to encrypt fresh LWE ciphertexts with a secret key 5 € Zj, and/or
shrinks the size of ciphertexts with partial GLWE secret key, it is possible to provide a
GLWE encryption public key for a partial GLWE secret key Slo=n] ¢ 9%’;7 ~ such that its
flattened version is actually §. In this case, one uses GLWE encryption and applies sample

extraction right after that to obtain the desired LWE ciphertext.

8.3.3 Parameters & Benchmarks

In this section, we describe how to generate FHE parameters for all our experiments.
We use the procedure introduced in Chapter 4 (see Section 4.3) to compare the different
approaches. To demonstrate the impact of partial keys and/or secret keys with shared
randomness, we use the Atomic Pattern (AP) called CJP (Definition 30).

We explain below, how to optimize parameters for the different experiments and show
the different improvements (both in computational time and size of public material)

brought forward by each of the new procedures introduced in this paper.

Real life applications use additions and multiplications by public integers (i.e. a dot
product) between two consecutive bootstrappings. Formally, given a list of ciphertexts
{cti}ticpa) € (LWE5, )" (with independent noise values) and a list of integers {wi};cp; o €
Z°, one computes Y%, w; - ct;. In that case, we have v? = 3¢, w? and v is used to fully
describe the noise growth during a dot product following the formalization of Chapter 4.

In our experiments, we set ¥ = 2P with p the precision of the message.

For every experiment below, the probability of failure is set to prny < 27139 (see
Theorem 16).
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Figure 8.2: Comparison in terms of estimated computation time using the optimization
framework introduced in Chapter 4 (see Section 4.3), of the traditional CJP atomic pat-
tern (Definition 30), our baseline, with three variants of CJP based on partial secret

keys. Details can be found in Section 8.3.4 and exact plotted values can be found in Ta-
bles A.4, A.5 and A.6 in Appendix A.10.

8.3.4 Partial GLWE Secret Key

We conduct three experiments with partial GLWE secret keys (Definition 35), and we
plot the results predicted with the optimizer in Figure 8.2. The X axis represents the
precision p and the Y axis reflects the base 2 log of the cost estimated by the optimizer.
Our baseline is CJP, the blue dashed curve with the e symbol.

The first experiment focuses on the CJP atomic pattern where we allow the GLWE
secret key to be partial, with a filling parameter ¢. On the figure, it is the red solid curve
with the + symbol. During optimization, we set ¢ to the minimum between k- /N and the
value nplatean discussed in Limitation 10. As expected, we observe an improvement mostly
with larger precisions, starting at p = 6 where the plateau is actually reached.

The second experiment considers the CJP atomic pattern where the traditional LWE-
to-LWE key switch is replaced with the FFT-base LWE key switch that we introduced in
Algorithm 39. On the figure, it is the green dotted curve with the ¥ symbol. During the
optimization, we had to introduce new FHE parameters for this particular key switch: an
input GLWE dimension k;,, an output GLWE dimension ko, and a polynomial size Nks.

We observe a significant improvement for all precisions when using this key switch, but
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it is more visible with smaller precisions, in the range [1;6].

The third and last experiment is the combination of the two first ones: we allow the
GLWE secret key to be partial (when the plateau is reached) and use the FFT-based
LWE key switch (Algorithm 39). On the figure, it is the brown dashed curve with the 4p
symbol. As expected, the curve stands below the two others because it is indeed exploiting
the best of both improvements. We can see a significant improvement for all precisions.

Note that there is no way to build an LWE-to-LWE key switch based on the FF'T

without partial secret keys, so no comparison with our results can be done.

8.3.5 Secret Keys with Shared Randomness
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Figure 8.3: Comparison in terms of estimated computation time using the optimization
framwork introduced in Chapter 4 (see Section 4.3), of traditional CJP, our baseline, with
two variants of CJP based on secret keys with shared randomness. Details can be found
in Section 8.3.5 and exact plotted values can be found in Tables A.4, A.5 and A.6 in
Appendix A.10.

We conduct two experiments with secret keys with shared randomness (Definition 37),
and plot the results predicted by our optimizer in Figure 8.3. This figure follows the same
logic as the previous one. Our baseline is still CJP, the blue dashed curve with the e
symbol.

The first experiment is the CJP atomic pattern where we allow the secret keys to share
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their randomness using the shrinking LWE key switch described in Algorithm 42. On the
figure, it is the red solid curve with the 4+ symbol. We observe a significant improvement
with small precisions up to p = 6.

The second and last experiment is the CJP atomic pattern where we allow the secret
keys to share their randomness, using the 2-steps stair LWE key switch from Algorithm 43.
On the figure, it is the green dotted curve with the ¥ symbol. We see a significant im-
provement at all precisions.

Note that if one tries to trivially have a 2-steps stair key switch without any shared

randomness, the computational cost is basically the same as in CJP.

8.3.6 Combining Both
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Figure 8.4: Comparison in terms of estimated computation, between traditional CJP, our
baseline, and two variants of CJP based on both partial secret keys and secret keys with
shared randomness. Details can be found in Section 8.3.6 and exact plotted values can be

found in Tables A.4, A.5 and A.6 in Appendix A.10.

We conduct two experiments with both partial keys (Definition 35) and secret keys
with shared randomness (Definition 37). We plot first the predicted computational cost
in Figure 8.4 obtained by our optimizer. This figure follows the same logic as the previous
ones. Our baseline is again CJP, the blue dashed curve with the e symbol.

The first experiment is the CJP atomic pattern where we allow the secret keys to be
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partial and to share their randomness. We use the 2-steps stair LWE key switch from
Algorithm 43 and we allow the GLWE secret key to be partial (when the plateau is
reached). On the figure, it is the red solid curve with the + symbol. We see a significant
improvement at all precisions.

The second and last experiment also focuses on the CJP atomic pattern where we
allow secret keys to be partial and to share their randomness. We allow the GLWE secret
key to be partial (when the plateau is reached), and use the FFT-based LWE key switch
(Algorithm 44) since our secret keys also share randomness. On the figure, it is the green

dotted curve with the ¥ symbol. We see a similar improvement at all precisions.
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Figure 8.5: Comparison in terms of size of total public key material, between traditional
CJP, our baseline, and two variants of CJP based on both partial secret keys and secret
keys with shared randomness. Details can be found in Section 8.3.6 and exact plotted
values can be found in Tables A.4, A.5 and A.6 in Appendix A.10.

For those experiments, we also plot the size of the total public key material needed in
Figure 8.5 to demonstrate their benefit in this matter. The legend corresponding to the
experiments is the same as the one of Figure 8.4. Both the stair key switch curve and the
FFT shrinking key switch curve stand below our baseline. They actually follow pretty

much the curves of the predictions plotted in Figure 8.4.

We finally plot the timings obtained with benchmarks in Figure 8.6 and Figure 8.7
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Figure 8.6: Comparison in terms of computing time, between traditional CJP, our baseline,
and two variants of CJP based on both partial secret keys and secret keys with shared
randomness. Details can be found in Section 8.3.6 and exact plotted values can be found
in Tables A.4, A.5 and A.6 in Appendix A.10.

5000 1
,’
—e- (JP21
40001 —+— All + Stair-KS ,
/ *
v All + FFT-shrinking-KS /'
3000
m
E
I
o
© 2000
10001 o
i
,,v’
0f e
6 7 8 9 10

Precision and 2-norm (bit)

Figure 8.7: Comparison in terms of computing time, between traditional CJP, our baseline,
and two variants of CJP based on both partial secret keys and secret keys with shared

randomness. Details can be found in Section 8.3.6 and exact plotted values can be found
in Tables A.4, A.5 and A.6 in Appendix A.10.
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to validate our predictions. The legend corresponding to the experiments is the same as
described above for Figure 8.4, except for the Y axis, which is not logarithmic anymore,
so one can easily read the timings. Both the stair key switch curve and the FFT shrinking
key switch curve are below our baseline as predicted, and we have even better results with
the FF'T shrinking key switch than expected. Note that at precision p = 3 we have a 2.4
speed-up factor compared to the baseline (Figure 8.6).

All of our experiments have been carried out on AWS with a m6i.metal instance Intel
Xeon 8375C (Ice Lake) at 3.5 GHz, with 128 vCPUs and 512.0 GiB of memory using the
TFHE-rs library [Zam22b].

In Tables A.4, A.5 and A.6 in Appendix A.10, we provide all the parameter sets used

to estimate the cost curves of Figure 8.4, their benchmarks and their total public key size.

Conclusion. In this chapter, we introduced new types of secret keys and new algo-
rithms. We proved through comparisons with our FHE optimizer and with extensive
benchmarks that these new techniques systematically improve the state of the art in all
contexts. When combining both types of secret keys, we observed significant improvements
for both small and higher precisions. In particular, we show computational speed-up fac-
tors ranging between 1.3 and 2.4 while keeping the same level of security and failure
probability. Furthermore, the size of the public material (i.e., key switching and boot-
strapping keys) is also reduced by factors ranging from 1.5 to 2.7.
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CHAPTER 9

CONCLUSION

In the introduction, we asked ourselves the following question:
How can we make FHE more practical ?

This question has been the common thread of this thesis and we gave answers
all along this manuscript. We also identified limitations of TFHE and explained how

our work alleviates them partially or totally. Let us summarize our different contributions.

In Chapter 3, we introduced the first components of our optimization framework:
the security oracle and the concept of noise model. A security oracle estimates a
minimal noise variance to be used at encryption time that satisfies some security level
given an LWE dimension, a ciphertext modulus, a noise distribution and a secret key
distribution. A noise model is a collection of noise formulae, functions that predicts the
noise distribution after an FHE operator. This model is used to track the noise all along
a computation and is crucial to ensure the correctness. We also explained how to correct

the noise formula of the PBS by taking into account the impact of the FF'T on the noise.

In Chapter 4, we introduced an optimization framework that removes Limitations 14
and 15. Those limitations state that there is no tool to automatically select the best
parameters for an FHE computation and that it is hard to compare different FHE algo-
rithms associated with the same plaintext operations as they satisfy different noise and
cost trade-offs. This solves one of the main blocking factors in the widespread adoption
of FHE.

In the end, we succeeded in translating the FHE optimization problem into a more
classical optimization problem (simplified along the way), where already known and pow-
erful optimization techniques, such as the branch-and-bound algorithm, finally take over.

Roughly speaking, our optimization framework takes as input a graph of mathematical

operators, such as additions, multiplications or LUT evaluations, and a list of translation
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rules, i.e., various ways to transform these cleartext operations into FHE operations.
A ciphertext in this graph is associated with some metadata regarding the precision of
the message and whether or not it should be encrypted. The output provided by the
optimization framework is an optimal graph of FHE operators along with the optimal
parameter set for this graph.

By finding the fastest set of parameters for different contexts, one can truly compare
FHE operators computing the same plaintext function, thus removing Limitation 15.
An accurate comparison of two FHE operators needs to take into account the failure
probability of both algorithms and their respective impacts on noise growth. Some of
the comparisons we made in this thesis shed some light on the relationship between the
precision of encrypted integers, and the time needed to compute over them. In particular,
it is clear that if we want to work with large precisions in TFHE, it is more efficient to use
several ciphertexts with a radix or a CRT encoding to encrypt a single message, instead
of considering huge parameters to make it fit into a single ciphertext.

We also demonstrated that adding more bootstrappings can speed up some homo-
morphic computations and we proved that the position of a key switch operator has a
non-negligible impact on the efficiency of a circuit. Finally, we described ways to use our
framework to take into account other constraints such as having a consensus-friendly
FHE evaluation, or allowing an optimization for more than a single pair of bootstrapping

and keyswitching keys.

In Chapter 5, we introduced several new FHE algorithms. For every algorithm, we
carried out a noise analysis to get an analytical formula that models its noise growth and
we provided a cost function that can be used to select efficient parameters.

First, we generalized the PBS of TFHE so it can evaluate several functions at once
without additional computation or noise. This approach is possible when the message to
bootstrap is small enough. It overcomes Limitation 6 and enables to compute a single
generalized PBS when computing a circuit bootstrapping instead of ¢ PBSs, overcoming
Limitation 8. Circuit bootstrapping is particularly interesting in the leveled evaluation of
a lookup table, as shown in [Chi417].

Then, we introduced a way to compute a lookup table on a rounded input using a
rounded-PBS which contributes to remove the limitation of small precisions in the PBS
(Limitation 2).

Next, we thoroughly studied the noise growth of a tensor product followed by a
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relinearization (i.e., the BFV-like multiplication) and found parameters compatible with
TFHE. Our noise analysis is also valid for BFV-like schemes and can help estimate
the noise growth in those schemes. Using the GLWE multiplication, we were able to
build a native LWE multiplication. This multiplication is efficient and does not require
a PBS, which overcomes Limitation 4. We also proposed a packed variant of this algo-

rithm to compute several LWE products at once or a sum of several LWE products at once.

In Chapter 6, we presented three new algorithms that remove the constraint of the bit
of padding in TFHE’s PBS (Limitation 1). From the new LWE multiplication, we defined
two new PBSs that do not require the MSB to be set to zero, overcoming Limitation 1.
These new procedures are composed of a few generalized PBSs that can be computed in
parallel, which makes them more compatible with multi-threading (Limitation 3).

From these two new Without-Padding PBS (WoP-PBS), we were able to homomorphi-
cally decompose a plaintext from a single ciphertext into several ciphertexts encrypting
blocks of the input plaintext, thus overcoming Limitation 5.

From this new decomposition algorithm and the Tree-PBS [GBA21], we were able
to create a fast PBS for larger input messages, overcoming Limitation 2. We can also
in an even faster manner, refresh the noise in a ciphertext from this new decomposition
algorithm.

Next, we introduced another WoP-PBS. It computes a bootstrap on one or several
ciphertexts, which do not need to have a known bit of padding (Limitation 1). Using this
new algorithm, it is possible to evaluate in an efficient manner a generic lookup table on
a radix, CRT, or hybrid integer representation, which was not possible before (Limita-
tion 13). This new PBS scales particularly well with high precisions (Limitation 2), can
be multithreaded (Limitation 3) and can be adapted to compute several lookup tables
(with a slight cost overhead but without additional noise), which also contributes to

remove Limitation 6.

In Chapter 7, we studied how to build integer arithmetics with FHE. First, we defined
a new way to build a Boolean circuit with TFHE that does not need a PBS at each
Boolean gate. To do so, we leveraged the LWE multiplication introduced in Chapter 5.
We extended this method to work with small integers and explained how to compute the

basics operations (addition, multiplication and LUT evaluation).

Then, we explained how to implement an integer arithmetic for high-precision integers
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with the help of the last WoP-PBS introduced in Chapter 6. We detailed how to use in
practice the radix and the CRT encodings and we introduced a hybrid approach that
takes the best of the CRT and radix approaches. We also provided extensive benchmarks

to show the practicality of our approach.

In Chapter 8, we introduced two new types of secret keys. The partial keys are espe-
cially useful when the product of the GLWE dimension by the polynomial size is large.
When it is large enough, the minimal encryption noise reaches its minimal value and we
end up in a scenario where we have huge parameters, which impacts both the cost and
the noise. Thanks to our new secret keys, having a large product between the polynomial
size and the GLWE dimension still impacts the cost but impacts the noise less than when
using classical secret keys.

Thanks to the second type of secret keys, the cost of key switches is greatly decreased.
By sharing parts of the coefficients between secret keys, we can decrease the noise added
during the key switches and also improve the cost. Since in real use-cases, lots of key
switches are involved, this new type of secret keys clearly improves the resulting execution
time.

Every new algorithm and its variants are backed up by extensive benchmarks and

analysis using our optimization framework.

Learnings & Open Questions In the course of this work, we learned that efficient
cryptographic algorithms are not enough. Many algorithms have degrees of freedom and
these have a huge impact on the cost and on the noise. We need tools that select the best

parameters to minimize the cost of a computation while guaranteeing its correctness.

To pick fast parameters, we need to use realistic cost models. In this thesis, we use
algorithmic complexities as a surrogate for the execution time. In the future, we shall
test other cost models to determine which one gives the best parameters in practice.
Building accurate cost models is a very difficult task but it must be undertaken as it

yields significant improvements.

To guarantee the correctness of an FHE computation, we need to have tight noise
formulae as they are used to track the noise all along the computation. The correctness

of a computation is tightly related to the noise distributions involved in it but we do not
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have access to the actual distribution; we use noise formulae that model that the noise
distribution. These approximations must be as realistic as possible to guarantee that
we are not underestimating the failure probability of the computation nor that we are
overestimating it too much. The former leads to incorrect results and the latter to sub-
optimal computations. During the noise analysis presented in this thesis, we made some
hypothesis and some of them can be removed, resulting in tighter formulae. More gen-

erally, we need the tightest formula for each and every FHE algorithm, not only for TFHE.

An optimizer must be used to guide the research in FHE. There are too many
trade-offs to consider, we cannot compare algorithms just by looking at the sequences
of operations nor by benchmarking a finite set of parameters. As different algorithms
satisfy different trade-offs, we cannot analytically compare them. To truly select the best
one, we need to put them all in the same context i.e., in graphs that perform the same
plaintext operations up to the same failure probability, optimize every possible graphs
and find out which algorithm is the best. Most of the time, no algorithm is better than
every other in every use cases. As they satisfy different cost-noise trade-offs, they will
be efficient in different scenarios. A thorough analysis of every algorithm has begun in
this thesis but it is still missing comparisons with some late improvements of TFHE’s
PBS. This work would be of overriding interest for the community and to guide future
research. In the future, every contribution must come with its associated noise formula

to be easily compared with other methods.

The new types of secret keys introduced in Chapter 8 bring significant improvements
to TFHE. As with many new assumptions, a more complete security analysis is needed.
It will be also interesting to look more closely at the stair key switch (Algorithm 43)
which improves the state of the art by a significant factor. We studied a special case, the
2-step key switch. The interest of this algorithm for a larger number of steps and the

method to chose those steps is still an open problem.

Some FHE schemes offer approximate arithmetics instead of exact computations up
to a given failure probability. An approximate arithmetic with the power of TFHE’s PBS
could be very interesting for machine learning use-cases.

In this thesis, we showed that FHE algorithms by themselves were not sufficient to
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make FHE practical. We need to leverage optimization techniques to find the best pa-
rameter set for a given use case. Without these techniques, we can not truly compare
different algorithms performing the same plaintext operation. We need to introduce new
security hypothesis that we can leverage to improve the efficiency of existing algorithms.
We also need to find new algorithms to efficiently support very large messages e.g., more
than 32-bits. If the FHE community is up to the task, the future will see protocols involv-
ing FHE in combination with other privacy-preserving technologies such as Multi- Party
Computation (MPC) and Zero Knowledge Proofs.
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APPENDIX A

APPENDIX

A.1 Noise Analysis of the GLWE Multiplication

In this section, we provide details for the noise analysis of the multiplication described
in Algorithm 20. We start by providing some basic notations and analysis for the distri-
butions composing the different elements that are called in the multiplication. We then
provide a noise analysis for the two parts of the multiplication, i.e. the tensor product

in Section A.1.4 and the relinearization in Section A.1.6.

A.1.1 Notation.

Let g be a ciphertext modulus such that ¢ is a power-of-two. We use the notation [] ‘
to indicate a centered modular reduction, i.e., modulo ¢ with representatives chosen in
[—q/2,q/2[C Z. When we modulus switch an integer value x € Z from ¢ to ) with
q < @ € N, the following conversions are used:

When doing operations between polynomials:

n

(o)

i=1

S POX)| +q-UN(X)

q

ﬁ POX)| +q- U (X)
=1

—.

Il
A

e

q
7



Note that UT and U* are integer polynomials. Their distribution depends on the distri-
bution of polynomials PM, ...  P®,

A.1.2 Uniform distributions in a fixed interval.

Let A be a scaling factor such that A/2 is an integer. Consider the variance and expec-

tation of random variables from uniform intervals:
o Let a; be a uniform variable in [-A/2, A/2[C Z. Then:

E(a;) = —1/2

a; € Z/{([[—A/2,A/2[D {Var(a‘) — (A2 — 1)/12

» Let @; be a uniform variable in [—¢/2, ¢/2[C Z. Then:

E(az) - _1/2
a; € U([—q/2,q/2[) Var(a;) = (¢* — 1)/12

A.1.3 Secret keys probability distributions.

We analyze the probability distributions of the secret keys and their combinations that
appear in the multiplication. We start by observing some basic probability distributions

for uniform binary, uniform ternary and Gaussian keys in Table A.1.

\ Binary \ Ternary \ Gaussian

Var(s;) 1/4 2/3 o?
E(s;) 1/2 0 0
Var(s?) 1/4 2/9 20"
E(s?) 1/2 2/3 o?
Var(s;s;) | 3/16 4/9 ol
E(s;s;) 1/4 0 0

Table A.1: Variance and expectation of s;, s? and s;s; with s; and s; independently drawn
from the distribution D and D is either uniform binary, uniform ternary or Gaussian.

Distribution of S;(X)S;(X): i = j case. We consider a polynomial S(X) = >N 's;-
X7 e Ry and §'(X) = S2(X) = LN o X = 3007 s X3 L0 st X €
R,. We have each s; independently sampled from the same distribution D of variance o3,

and expectation pp.
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E(sl,) =E(s;-s;) - 2a—N+2)

Var(sh,) =2 Var (s7) +2- (N —2) - Var (s; - s;)
Var(sy, 1) =2- N - Var(s; - 55)

Proof 40 Let’s start by focusing on the even terms:

i+j=2k
i#] i#£j i#£]
— 2 — 2 + .. P 2 J— 2 + P R .. .
= Sk~ SN g S8 =Sk~ SNy 8+ 8§ S; - 8;
i+j=2k i+j=2k<N i+j=2k>N
i#7,i<j i#7,i<j
— 2 2 . — . . .
—sk—s%+k+ E 2-5;-8; E 2-5;-8;
i+j=2k<N i+j=2k>N

Observe that all the terms are independent since the pairs (i,7) are exclusive in each

sum. The variance 1s:

17#3,i<] 17#7,i<]
Var(s),) := Var(sh,) = Var | s2 —82%+k+ Z 2:8;-8; — Z 288
i+j=2k<N i+j=2k>N
i#5,i<j 175,i<]
= Var (si) + Var (82%4_]6) + Var Z 2-58;-8; | + Var Z 2-5;-s;
i+j=2k<N it+j=2k>N
i7#5,i<j i7#5,1<j
=2 Var (s3) + Z 4 - Var (s; - ;) + Z 4 - Var (s; - s5)
i+j=2k<N i+j=2k>N
k terms N2k terms
i#4,i<] N_2
=2 Var (s3) + Z 4-Var(s; - s;) =2 Var (s3) + —5 -4 - Var (s; - s5)
i+j=2k
N=2 terms

=2-Var(sz) +2- (N —2)-Var(s; - s;) .

The expectation is:
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17#3,i<J 17#3,i<J
E(s)) :=E(sh,) =E 82—82%_%4- Z 2885 — Z 2-8;-5;

i+i=2k<N i+i=2k>N
i7#5,i<j i7#5,1<j
:M_M“FE Z 2-5-5;| —E Z 2-58;-58;
i+j=2k<N i+j=2k>N
i7#5,i<j i7#5,i<j
i+j=2k<N i+j=2k>N
k terms N=2_k terms
N -2
:2]€]E(SZSJ)—2<2 —k)E(S,LSJ)

:2~]E(Si'5j)'(/€—¥+k):]E(Si'sj')~(4k—N—2)

:]E(Si-Sj)-(QOz—N—I—Q).

Now, let’s focus on the odd coefficients.

!

— o —
S T Sop41 = E Sit 85— E , it 8j
i+j=2k+1<N i+j=2k+1>N
1<j i<j
= E 28i-8j— E 28,‘-Sj.
i+j=2k+1<N i+j=2k+1>N

Observe again that all the terms are independent since the couples (i, j) are exclusive

in each sum. The variance is

i<j i<j
Var(s),) := Var(sy, 1) = Var Z 28; -85 — Z 2s; - 8;
i+j=2k+1<N i+j=2k+1>N
i<j i<j
= Var Z 2s; -85 | + Var Z 28, - 85
i+j=2k+1<N i+j=2k+1>N
i<j i<j
=4- Z Var (s; - ;) +4 - Z Var (s; - s5)
i+j=2k+1<N i+j=2k+1>N
k+1 terms & —(k+1) terms
N

:4-(k:+1)-Var(si-sj)+4-(E—k—l)-Var(si-Sj)
:4-Var(si-5j)-(k—i—l—l—g—k—l):4-Var(si-sj)-g
ZQ'N'VBI’(S,"S]') .

The expectation is
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1<y i<j

i+j=2k+1<N i+j=2k+1>N

i<j 1<j

=E Z 287;'Sj —E Z QSZSJ
i+j=2k+1<N i+j=2k+1>N
1<j 1<j
=2. Z E(Si'Sj)—Q' Z E(SZS])
i+j=2k+1<N i+j=2k+1>N
k+1 terms N _(k+1) terms
N
:2(k+1)E(SISJ)—2(E—k—l)E(SZSJ)
N

=2-E(s;-s;) <k+12+k+1>

=E(s;-s;)(dk+4—N)=E(s;-s;) 2a+2—N) .

O

In particular, in the case of a uniform binary, uniform ternary or Gaussian distribution,

the squared secret keys have coefficients distributed as shown in Table A.2.

Binary Ternary Gaussian
E(sh) T (20— N 19) 0 E
E2(Shean) = mean({E2(s,)}35)) (v+2) 0 .
Yarlsa) F V-] 2N -3)-5| 2N-0"
/2k 3 5 i 8 I 4
Var(sh,11) SN N8 ON - o

Table A.2: General formula applied to polynomials with binary, ternary and Gaussian
distributions. These formulae are true for N a power of 2, N # 1.

For the Binary case, the following proof shows that:

i=0 i=0

N-1 N/2—-1 N/2—1 9
N2 +2)
E3(s") = E?(sh, E3(st) | =N - (
(;) (8a) ( Z (821+1) + Z (821) 48

This means that in average, the expectation of a coefficient of the squared binary key
is /(N2 + 2)/48.
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Proof 41

N/2-1 N/2-1 N-1
Z E*(s5;41) + Z E*(sy;) | = E?(s},)

=0 i=0

b
I
- o

Il
M7
L
e
—
e
N
—
N—
(V)
|

i

i
o

k+1 N N?
2 4 16

T
LL

k2 1 2k kN N N2)

>
Il
o

N N2 N3 1 =, /1 N\ W
IR SRR TR Y +Q‘4)kwk
N N2 N3
R T
+1.(N1)N(2(N1)+1)+<1_N>.(N1)N
4 6 2 4 2
_ N(N?2+2)
- 48

Distribution of S;(X)S;(X): ¢ # j case. We consider two polynomials S;(X) =
S Sik XF € Ry and S5(X) = Sn Sin- XF € R, Wenote as S”(X) = S;(X)-S;(X).
We have:

N-—-1
S"(X) = Si(X) - §;(X)= ) Sy X
a=0
N-1
- Sih - Sjk — Z SinSjk | - X*€R,.
a=0 h+k=a<N h+k=a>N

We have each coefficient of the two secret keys independently sampled from the same

distribution D of variance 0% and expectation pp.

E(S”) =E(S;p - Six) - (2a+2—N)
Var(sg) =N - Var (Si,h : Sj,k:)

Proof 42 Let S;,S; € R be two independent keys following the same distribution (binary,

ternary or Gaussian). Then
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N N
SrSj:ZSé.’-X“:Z( >SS Y S”’h'Sj’k)'X

a=1 a=1 \ h+k=a<N h+k=a>N

Observe that all the terms in the sum are independent. The variance is

Var(SY) = Var ( Sin - Sjk— Z Sin - Sj,k)
h+k=a<N

h+k=a>N
= Var ( Z Sih Sjﬁ) + Var Z Sin - Sk
htk=a<N h+k=azN
= Z Var (Sz‘,h . Sng) + Z Var (Sz’,h : Sj,’f)
h+k=a<N h+k=a>N
= Z Var (Si.n - Sjk)
h+k=a[N]

= N -Var (Si,h . Sj,k) .
The expectation is

S// = ( Z Si,h . Sjﬁk - Z Si,h : Sj,k)

h+k=a<N h+k=a>N

=K ( Z Si,h : Sj7k> —-E Z Si,h : Sj,k
ht+k=a<N h+k=a>N
Z E (Si,h : Sj,k) - Z E (Si,h ’ Sj,k)

h+k=a<N h+k=a>N

a+1 terms N—(a+1) terms
=(a+1)-E(Sin- k) — (N —(a+1))-E(Sin - Sjk)
=E(Sin-Sjk) (a+1—-N+a+1l)
E(Sin-Sjk) - 2a+2—-N) .

O

In particular, in the case of a uniform binary, uniform ternary or Gaussian distribution,
the product secret keys have coefficients distributed as shown in Table A.3.

For the Binary case, we can observe that:

N-1 2
2/rQy _ (N +2)
Z:]E (50) = N -

This means that in average, the expectation of a coefficient of the squared binary key
(N2 +2)/48.
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Binary Ternary | Gaussian
12a+2— N) 0 0
2/ QN _ 2/ M\ N—-1 4 N242
E (Smean) — mean({]E (Sa) a=0) 48 0 0
Var(S”) =N N o' N

Table A.3: General formula applied to polynomials with binary, ternary and Gaussian
distributions.

Proof 43
N—-1 N-1 1 2
D> E(SY) = (4(2a+2—N))
a=0 a=0
1 N-1
— . — 2
=1 (2a+2—-N)
a=0
N-1

(40® + 44 8a+ N? —4Na — 4N)

|
sl=

a=0
1 N-1 N-1
- . 3 2 2 _
=15 | AN+ NP 4N +4;)a + (8 4N)a:0a
1 N-1)N@2(N-1)+1 N -1)N
=_. 4N+N3—4N2+4( AUCH )+ )+(8—4N)(7)
16 6 2
_ N(N?*+2)
- 48

A.1.4 Tensor product

We perform a GLWE multiplication with dense messages having different scaling factors.
The inputs are two GLWE ciphertexts modulo ¢:

k
cTW = (AP AP, BO =" AW 5, + By + P) € ®ET
1=1

k
CT® = (AP AP B® =" AP . 5, + By + P,) € ®ET!

=1
such that

o (S, ,Sk) € MFis the secret key made of polynomials with coefficients either

sampled from a uniform binary, uniform ternary or gaussian distribution,

o {AME and {4}k, are polynomials in R, with coefficients sampled from

U([—q/2,q/20),
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« Ey, Ey are error polynomials in R, such that their coefficients are sampled from

Gaussian distributions x,,, X, respectively,

« P = LAl . Ml—‘q and Py, = I_AQ . MQ—‘q’ with Ml,Mg € TN[X] and Al and AQ the

scaling factors.

The first step (modulus switching, tensor product, rescale, round and modulo) is to

compute:
[ [ AW A<.2)}
T! = TQ depending on S?  k terms
LL q
[ 1), 4@ 1. 4@
[Ai AT A A }Q k(k—1)
R}, = A depending on S; - S; 5 terms

L L q
[ {AE” .B®@ 1 B 'Af?)}

Al = X Q depending on S;  k terms

LL q

A

B = {MH constant term 1 term
L q
where A = min(A1, As). The intermediate result of this step are the polynomials:
(T = A0 42 = [ 4P 4.0 e
[Rijlg =AY - AP+ 40 4P — [40 4P 4 a1 A§2>]q +q-Ur, €%Rq
[Ailg = AL - B 4 BO AP = [40 . B 4 B A,@)]q +q-Us €%
Bl, = B® . B® = [Bu) .B<2>L 1q-Up € Ro

These operations are performed in large precision @ = ¢?. The terms Ur,, U Ri.;>»Ua;, Up

are in R. Then the polynomials are rescaled by A and rounded modulo ¢:

] - [

q




such that T;, R; ;, A;, B are the rounding errors in w. Let’s compute the
noise growth generated by these operations. In order to estimate it, we have to decrypt.
(k—1)k

Let gR = (51 . 52,51 . 53,"' ,Sk_l . Sk> S %q 2 and §T = (S%,S%, ,Sg) such that
(Sr||Sr) =S @ S.

TensorDec(T", R, A', B') =

:B/—E/-§+ﬁ/-§3+f/~§T E%q
A R T

So now, let’s analyze the term:

(Blg—[4] -S+[A] - Sa+[1] 5=
=BWpBA _ (/Y(UB(Q) + /"1'(2)3(1)) s

k i-1
(1 (2 1 (2 (1 2)
+>°3 74 )A)+A()A))SS+Z AV APy .52 em,

i=1 j=1 i=1 (Al)
k k
BUWB® — (AVBA + AOBM). §+3" 3 Al AP . 58, e,
i=1 j=1
_ BOBO® _ (AWB® L FOBM). 54 (AN g AM).(§05) en,
Now, let’s observe the following relations:
(B — A0 . §)(B®) — @) §) =
= BWBA _ (AW B L JOBWYG 4 (4D . §)(AP) . §) (A.2)
BWBA _ (AN BA L A BING L (A g A?). (S0 8) eRg
and
(B(l) — A’(l) . §)(B(2) — /Y(Q) . g) = (Pl + Eq + qu)(Pg + FE5 + qUQ) S iRQ
=P P+ P Ey+ PE) + E B+ (A.3)

+ q(PyUs + PyUy + Ey\Us + EsUy) + ¢*UUs - € Re

Observe that the coefficients of S? and S;S; are all < N, if the key is binary or ternary.
Since N < ¢, we assume that they do not overlap modulo ¢. If the key is Gaussian, the
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coefficients will be a small factor of V in the worst case, and we still assume they do not

overlap modulo gq.

By putting together Equations A.1, A.2 and A.3, we obtain the following equality:

[Blg — [/q S+ [ﬁ}Q'gR‘F {T}Q~§T:P1P2+P1E2+P2E1+E1E2+

Q
+ q(P1Uz + PyUy + E\Us + EsUy )+ (A.4)

+¢*U1Us € Ry

We then observe:

TensorDec(T", R, A!, B') =

([B]Q—{E}Q'§+[E]Q‘§R+{f}Q‘§T) - = =
- < +(B—A-S+R~SR+T-ST)
(P1P2 + P Es + Py E, +E1E2) n q(P1U2 + PU, + E U, +E2U1)+

A A
20U, U. S o S5 o = o
44 . 2+(B—A-S+R-SR+T-ST)
. (AlAQMlMQ + A1 M1 Es + Ao Mo Ey + E1E2) n q(AlMlUQ + Ao MU, + E1Uy + E2U1)+

A A
*U Uy
A

+ +(§—E§+§'*R+?~§T)

A A A A
— A'M, M,y + KlMlEQ + KQM2E1 +ATYE Ey 4 g <1M1U2 + AQMQU1> +

A
q q — = o S o = o
+Z(E1U2+E2U1)+qKU1U2+(B—A-S+R~SR+T-ST) € R,
q

The value 1 is an integer smaller than ¢ according to our parameter choices. So £

will not overlap modulo ¢.

TensorDec(T", R, A", B') =

A A A
=AM M, + KlMlEz + szEH + AT BBy +¢q (lMle + M2U1> +
+ %(ElUQ + BEyUp) + q%UlUQ + (Pff S+R-Sp+T- *T)
q

A A
= A'M M, + KlMlEQ + KQMQE1 + AT E By + A (B1Uz + BoUn)+

+(B-A-S+R-Sp+T-Sr) en,
We extract the error:
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Lo A A
Error(T", R', A, B') = KlMlEg—&- A2M2E1+A_1E1E2+
(1)

(E\Us + EsUy) + (E—E.§+§-§R+?.§T) en,

l>\~°

(I1) (IIT)

Let’s analyze each term separately.
(I) We assume that M; = SN || My||oo - XP and My = SN0V || My]|oo - XP. The variance
of the first term is:

A
2 0\LE, + A1E1E2>

A
Var(I) = Var <A1M1E2 + A

A A
= Var (A1M1E2> + Var (;MgEl) + Var(A_lElEg)

A2 A

= 1N||M1||oo 2+ N||M2||2 Ul—I—Azal o3
N
= A2 (AQHMle o5 + A3|| M2 07 Jr0102)

(IT) Let’s estimate the expectation and variance of U; and Us,. They come from the mod-
ulus switching adding two terms of error U; and U,. They represent the part overlapping
the modulo q.
Remember that, according to the RLWE assumptions, the ff, B are insistinguishable
from uniform in U([—q/2,¢/2[) with CT = (A(X), B(X)) an RLWE ciphertext.
Observe that:

k
= q

k
P_z&&
=1

Q
We are looking for U. Then:

B - A4S, - [B-xk, A

= 1+U
q q

We assume that qU ~ AM + E + qU since AM + E appears in the LSB. In practice it’s

like we did not cut the Gaussian’s tails so we overestimate from here.

B -k, A
q

QU
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In reality we study U as if we we were doing in 7, it supposes in general

B_Zle AiS;
q
that U 1is not bigger than Q/q so we can keep the modulo Q.

So we study the variance as follows:

Bl Assi— AM - E}Q

Var (U) = Var
q

-5 as],

q

k
(Var + ZVar (A;S; ))

=1

~ Var

(Var(B) + kN - Var(A; ;- Sin))
(Var(Bj) + kN - (Var(Am») . Var(Si’h) + EQ(SZ‘JL) . Var(Ai,j) + Var(Si’h) . EQ(AZ‘J)))

2 2 2
¢ —1 ¢ —1 _ 2(g. 1. L1 5L
( 12 ( 19 Var(Sz,h)—i-E (Sz,h) 12 —i—Var(Sl’h) 1

S S ’QM‘ — "QM‘ — "QM‘ —

21 N
<q 5 (1 + kN - Var(S; 5) + kN -E*(S; 5)) + % : Var(Si,h))

And the expectation:

i ([BZf'lAis(‘;AME}Q

[B - Z?:l AiSZ} o

q

é E(B ZAS)

~E

29 2
1
= 72—(1 (14 kN -E(S;n))

By now, we note the coefficients .S; j, of S;, simply by S. Then:
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Var(IT) = Var (%(ElU2 + EQUl))

- Ziz Var (E\Us + ExUy)
— Zi? (Var(E,Uy) + Var(EyUy))
- Zi? (N - Var(eyup) + N - Var(eauy))
— NA'sz (Var(e1)Var(uz) + E*(uz)Var(er) + Var(es)Var(uy) + E?(ui)Var(es))
- NA'f (Var(e;)Var(u) + E2(u)Var(e;) + Var(ez)Var(u) + E2(u)Var(es))
- NA' 2?2 ((Var(eq) + Var(ez)) - Var(u) + E?(u) - (Var(e1) + Var(es)))
- NA',j - (Var(u) + E*(u) - (Var(e1) + Var(ez))
N

(q2 L (14 kNVar(S) + kNE*(5)) + kTNVar(S) + i (1+ kNIE(S))2> (o7 + 03)

“Az\ 12

Observe that e; and u; indicate the coefficients of E; and U; respectively. The factor

N comes from the fact that they are polynomials.

(IIT) In this third part, we compute the variance of the error caused by the rounding.
We consider that B, ff, é, T are all sampled from W. We also consider that:

e 9is composed by k elements of the form S; = S, whose distribution are given in
Table A.1.

. §T is composed by k elements of the form Sf = 5’, whose distribution is stud-
ied in Section A.1.3. In particular, S = SN/ §' X = &+ S, with S. ., =
ST S X% and Shyg = Sie " Shipy XL

e Spis composed by @ elements of the form S, - S; = S”, whose distribution is
studied in Section A.1.3.

Then:
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Var(III) = Var ( S+ R-Gp+T- §T)

— Var (B) + Var (E- 5) + Var (E : §R) + Var (? §T)

- A12A21 +k-N - (Var(@) - (Var(S) + E*(S)) + E*(@) - Var(9)) +
" @ N - (Var(r) - (Var(S") + E*(S")) +E*(7) - Var(5")) +

- (N Var(@)- (Var<s:,dd> V() + 2B Spean)) + 5 +EXD) - (Vor(SLag) + Var(Shar) )

= 2 1
B 12A2 S RN ( 12A2 (Var(S) + E*(5)) + Tz Var(9) | +
B L (Var($") + E3(8") + oy - Var(s") ) +
12A2 4A2
EN [(AZ—-1 ]
2 ( 12A2 (Var(Sodd) + Var(Séven) + 2. EQ(Sr/nean)) 4A2 . (Var(S(’)dd) —+ Var(Séven)))
A2—-1 kN
~ 12A2 + ToA2Z ((AQ -1)- (Var(S) +E2(S)) +3. Var(S)) +
—1)N
% : ((A2 — 1) . (Var(S”) + E2(S”)> +3- Var(S”)) +
N
- ﬁ (A% = 1) - (Var(Sjgq) + Var(Syen) +2 - E*(Spean)) + 3+ (Var(Sggq) + Var(Siyen)))

The formula is correct if N # 1. In fact, observe that the study for key S” adapts for
N =1 but the key S’ does not. In fact, S’ is not a polynomial: there is just 1 term (not
odd or even anymore). In case of S” with N = 1, we fix the formula as follows:

Var(Sl,y) =0
If N =14 Var(S.,.,) =2 Var(s?)

even

(Sr/nean) - E(S?)

The factor 2 in Var(S,

even

) is given by the N/2 that took care of odd and even coefficients.
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Finally:
Var(E) = Var(Error(T", R, A", B'))

= Var (AAlMlEQ + %MgEl + A_1E1E2> +

(1)
+ Var (%(Ele +E2U1)) + Var (E—E' g—kﬁ Sk +?‘ §T)

(IT) (II1)

= 25 (A%1IM|12% 03 +A3 ]| M2 3 0f +oia3) +

()

+ X (qzlgl (1+kNVar(S)+kN1E2(S))+%Var(5)+%(1+kNE(S))2> (03 +03) +

A

(11)

+ fj;; + BN ((A%=1) (Var(S)+E2(S) ) +3-Var(8) )+ 2N (A% 1) (Var(S”)+E? (") )+3-Var(S") )+

(ITI)

+ B (A1) (Var(Slgq) +Var(Sfen ) +2-E (Siean) ) +3-(Var(Slgq) +Var(Sh,e,) ) )

(I11)

A.1.5 Bi-Distributed Error Polynomials

In this section, we analyse the case where the message is not a dense polynomial and
the error polynomial has coefficients following two different distributions. In particular,
we suppose that the message polynomial M contains 0 < a < N filled coefficients, and
their corresponding error terms following a Gaussian distribution N(0, 03,), and there are
N — a empty coefficients containing error from the distribution N (0, Ufmp).

We consider two message polynomials M; and Ms,. The first one contains the a;
message coefficients my 1, - ,m; 4, and the second polynomial contains the o message
coefficients ma 1, -+, M2 q,-

We will make the noise analysis only for the coefficients in the resulting plaintext
polynomial filled with single product of the form my ;-mg; for 1 <i < ajand 1 < j < .

For instance, in a product like

(a() + a1 X + a3X3) . (bo + le) =
= agbo + (agbt + a1bo) X + arb1 X2 + agboX> + azby X*
=co+ 1 X + o X?+ 3 X3+ ey XA

we are not going to analyse the noise in the ¢; coefficient for instance.

An example is the result of a LWE to GLWE key switching, where the constant term
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is the only one containing a message, and its error is larger than the error in the other

coefficients.
In the error of the tensor product:
rroproAT RN — Ay Ay _1
Error(T",R', A’, B") = XMIEQ + XMQEl + AT E1Ey +
(I)
(E1U2+E2U1) (B—g§+ﬁ§R+T§T) qu

l>\~=

(IT) (I11)

the only difference happens in terms (I) and (I7). Let us analyze them separately.

(Isy) The variance is:
Var(Iﬁ”)

= Var <AAlM1E2 + &

-1
A MyE, + A E1E2>

= Var <AAlM1E2> + Var <AAQM2E1) + Var(AilElEQ)

A2
= K;HMngo ((al - 1) 02 ,emp + 09 fl”) K§|‘M2Hio ((042 - 1) 01 ,emp + 01 flll) +

A2 (Ul f|||02 Sill + ( 1)U§,fillag,emp + (042 - l)a%,empag,fill + (N a1 — g+ 1)(0'1 empog emp))

(ITs) By now, we note the coefficients S; j, of S;, simply by S. Then:

Var(Hﬁ”) =

~ Var (A

S

(E1U2 + E2U1))

2
% Var (E1Us + EsUy)
q2
'~ (Var(Eq1U2) + Var(E2Ur))
2 2
= % (a1Var er gnuz) + (N — al)Var(el,empuz)) + % . (a2Var(egyﬁ||u1) + (N — ag)Var(eg’empul))
@ '
ok (alvar 1) + (N — al)Var(eLempu)) + Az (agVar(eZﬁ”u) + (N — ag)Var(eg,empu))
2
= % (Var(u) + E*(w)) - (@1Var(e1 i) + (N — a1)Var(e1 emp) + azVar(es gir) + (N — az)Var(ez emp) )
N (¢ - ) kN 1 )
e ( 5 (1 + kNVar(S) + kNE*(S)) + = Var(8) + { (1+kNE(S)? ) -

: (a101,fin + (N —a1)o1,emp + @202 s + (N — 042)02,emp)

Observe that e; and u; indicate the coefficients of E; and U; respectively. The factor
N comes from the fact that they are polynomials.
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A.1.6 Relinearization

The last step (relinearization) is to compute:

. 1< <i
Relin(T, ¥, 4/, B') = (A} A B) + 3 (TP dec0 (1)) + 3. (T, -dec® (L))
= 1<i<k
where: =
_— (8.) (i9) -
RLK = {CTz‘,j = Glevg ™ (S~ 8;) = {RLKh }1Sh§€}1<i<k

is the realinearization key, so that each component RLK;j’j), with i € [1,k],7 €
[1,7], h € [1,¢] is defined as:

-

(4,5) _ a\
T R (Si el Bh> B (ARLK(;’”’BRLKS’“)
with
k
BRLKE;in) = 2o AO"RLKY‘” “Sat ERLK;M —8i- 8- 4 modg
AQVRLK;’i.,j) coeflicients in Z/{([[_%7 %[D
)

ERLKE’*") coefficients in N(0, 03, «

To ease the notations in this section, we will note T , R , Al , B’ as T , ﬁ, ff, B respec-

tively.

Decomposition We start by decomposing T and R w.r.t the basis £ and the number

of level ¢ starting from the MSB. By using the previous notation, we have:

o T = {T}icw = {T! + Ti}icp, with T/ = Yo T, XP, and each T, is the closest
multiple of 7 in Z,. Then, we write each 77, as Sy ipnr where each T7 ) €
[[_gv gﬂ

The T; = Y0 T, - XP term represents the rounding error, so that each coefficient
Offm ~ u([[_ﬁv ﬁ[[)

L] ﬁ = {Rz’,j}ie[k},je[i—l] = {R;J‘ + H,j}ie[k],je[i—lh Wlth Rg’j = Zé\f:_ol R{ Xp’ and each

©,3,P
R, 1s the closest multiple of 7 in Z,;. Then, we write cach Rj; , as Sy RS ;o5
B B
where each R} ; , €[5, 5[

The Ri; = ZéV;Ol R; ;- XP term represents the rounding error, so that each coeffi-
cient of R; j, ~ Z/l([[—ﬁ, ﬁﬂ)
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We denote by T}, the polynomial E T}, ,X? and by R;,, the polynomial
Yot Ry XP

Relinearization

CT = Relin(T, R, A, B)
k

1<j<i
+ Z <ﬁi,i,dec(’g’e) (T2)> + Z <ﬁ” - dec(:9) (Ri’j)>
i=1 1<i<k
k 14 kE i—-1 ¢
= (AB)+ > N R T >N N R R
i=1 h=1 i=1 j=1 h=1
koio1 e
=(4,B)+ ZZ ( RLK(‘ R RLK(L ‘)) ih T ZZZ ( RLK("J)’ RLKS’J’)) "Ry jn
i=1 h=1 i=1 j=1 h=1

Y k ¢ k L ’ i—1 ’
ol G0 DD SN CRMPE NS DRI I Dllp DA CHREAND DTN EE I )
L L

= (Ar557 B'res) (S m?

The computation of the phase gives:

— — —

CT-(—5,1) = Bres — Ares - S
= B+Ef=1 Zi:l ( RLK(" Ty h+21 1 RLKS’]‘) ARg’j’h) _glg‘_z');l Ei:l (ARLK(I o +EJ ! RLK(I #Fos h) °
= 575‘5#216:1 Zh:l( RLK(’ RN S+ERLK(l ”Jrsl'ﬁh) Tint
7LZ:le Zi:l Z;;i (ARLKE,%’].)‘§+ERLKS=J'>+S7:AS ih) Bk Z‘ 1 Zh 1( RLK(l 0% h+z’ ! RLK(M) b h) N
= B—“Y‘g"'Zf:l Zi:l (ERLK“’“ +S§‘ﬁi") 'Ti/’thZ?:l Zi:l Z;: ( RLK(Z DTS [Lh) o
= B-A.5+ 21 1Zh 1 RLK(“) Tther 1Zh 1 ’2% Tint
+Zfﬂ Zi 122 1 RLK(Z DR 7h+zl 12 712 Si55: ﬁh R
Zh 1 RLK(‘ i) " T7 h+z 52 T; +Z‘L 1 Zh 1 ZJ 1 RLKEj'j) 'RQ’J’hjLZf:l Z;;i Si'sj‘R;’j
?:1 Zi:l ( RLK(I iy T, +ZJ 1 RLK(w) 4, h) +Z (S?‘(Ti_ﬁ)+zz;i Si- 8- (Rij _ﬁ’j))

Il
By
Uy

. T, - , i—1 , = - = o
= B—A.-S+R-Sp+T-St+ E i1 E et (ERLKgLi’i) 'Tz‘,h+ E =1 ERLKiLi‘j) 'Ri,j,h) —R-Sp—T-St
k 4 i—1
_ / / = — — —
=Pres +E+ § E Byt Thn + E Byution Rijn | =R+ Sn =T 81
i=1 h=1 j=1
Error

The error term is then:
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ko i1 _ _
Error = \E_/"_ Z Z ERLKS*“ ) Ti[ﬁh + Z ERLK}]’*” ’ R;,j,h -R- Sp—T- ST,
(ry i=th=l J=1 (I11)

(In
For each term, we compute their variance.

The variance of (I) is the error obtained from the tensor product computation.

The variance of the second term (II) is

k£ i—1
Var(II) = Var ZZ Bkt Tin+ 2 Bgyin * Rijin
i=1 h=1 J=1

_ k ¢ k ¢ i—1
= Var (Zi—l Dhe ERLKSJ) 'Tz‘,,h> +Var (Zi—l 2 ohet Zj:l ERLKSJ) 'Rfi,j,h>

_ k(k—1)¢

= kfVar (ERLK](j’“ .Ti/,h> +72 Var (ERLKS’J) .R{L,j,h>
_ k(k—1)¢N

= k¢NVar <6RLK§:’” 't;,h> + ===+ Var (eRLK;:’j) .r;7j7h>

= k¢N <Var(€RLK;j’i))’Var(t;’h)+var(eRLK§j’i))'EQ(t;’h)—FEQ(eRLKS’i)) Var(t} h)>

j)-Var(r; ., )+Var(e

k(k—1)¢N .
i (Var(eRLKZL,J)

RLKS’”).E2(T21M)+E2(6RLKSJ)) Var(r; s h)>

k(k—1)¢N
- kKN(UELK'Var(t;,h)+U§LK'E2(t;‘,h))+ : 21) (O—gLK'Var(r;,j,h)+UI§LK'E2(T{L,j,h))

2_ _ 2
= koo (B ) HR g (213)
(k+1) p>+2
2 12

= kENO'%LK .

The variance of the third term (III) is

Var(ﬁ- Sk ~T. Sr)
= Var(R-Sp)+Var(T-5r)
=3 ST Var(Ri 5 8i8)+ ), Var(T;-S?)

= @ -Var(Ri,j -SiSj)+k-Var(i-Si2)

= PEZDN (Var(777)-Var(5")+E2(77)-Var(S" ) +Var(777) - E>(Spean) )+
+EX (Var(S, yg)+Var(Shen) )- (Var () +E () ) +k N E?(Shean)-Var (t:)

_ k(k—1)N 2 2
=& 21) '((12q/32£ 12) Var(5")+ 1Var(5’”)+(12ﬁ2e 12) IE2(Smean))'i'

278



2 2
+ 555 (Var(Sgyq)+Var( even))'((mqﬁﬂ_%)+%)+kN'E2(S’,“ea")'(12qW—%)
2
= B30 1) gy~ ) (Var(S" ) HE2(Siea) + 53 (b 1)-Var(5”)+
2
+ (Var(sodd)+Var(séven)+2]E2(Srlﬂean)) (12(1,324 7%)+%'(Var(sédd)+var(séven))

:TN<

+EN.((k—1)-Var(S")+Var(S. ) +Var(Shen)) -

) (k—1)-(Var(S")+E (Sfiean))+Var (S} q) +Var(Sfen) +2E2 (Shean) )+

Finally,
2
Var(Mult) = Var (E) + k(Nog « - @ B ;2“ 2
kN C]2 1 " 2/ ql / / 2/ qal
7 126% - E ((k ) (Var(S ) +E (Smean)) + Var(Sodd) + Var(Seven) +2E (Smean))
kN " / /
? : ((k - 1) : Var(S ) + Var(Sodd) + Var(Seven)) .

A.2 Noise Analysis of the GGeneralized PBS

In this section, we provide a detailed proof of Theorem 22.

Proof 44 We consider the input LWE ciphertext (a;,- -« , an,b) encrypted under the secret
key § = (s1, -+ ,8n) so we have b =37 a; - $; +m + e with a message m and an error
e € Xo. We want to modulus switch this ciphertext and compute a), < H%W . 219] N
for1<i<n+1.

Let w = 2N - 277 and ¢ = q-27*. We note a = ﬁai] = %ai + @;, then we have
aj € U([7", 5]) and @ € ZU([3L 35D

202 2w’ 2w
It means that Var(al) = Lfl and E(al') = 5, and that Var(@) = & — % and
E@) = 3
We decrypt:

Decrypt ((af, -+ ,an,b" =all,,),SK) =

r'n

n

b= al s = %bJFB_Z(%“i'*‘CTi)'Si
i=1 i=1

n
w wo _
:?m—&—?e—l—b— g @i - S;
i=1
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We can now study the error:

Var(Eyes) =
= Var (Zjeer Zaﬁ. sl>
i=1
w?o?, - _ 2 2—
= —5" + Var(b) +n - Var(a;) - (Var(s;) + E*(s;)) + n - E*(@;) - Var(s;)
q
w1 w? 1 w? 1 N w? 1
T2 T127 1242 12 12¢2) 27" 4g? 4
w?o? 1 w? n nw?

2 12 12¢7 Tt 48¢?

In order to have correctness of the modulus switching with probability P = erf (%),

the following condition must be satisfied:

wio? 1 w? n nw?  wl\
[-\/Var(Ees) =T -+ — < —"
ar(Fres) J 2 12 122 T2 Tage < oy

which implies that:
) _ AIQn q/2 1 /12

Tin < ar? T 12w2 T 12 24u? 48"

The steps of blind rotation and sample extraction are the same as in TFHE [Chi+20a]
(see Theorem 14 and Algorithm 10). We report the proof that estimates the noise
after the blind rotation (our analysis is slightly different from the analysis done in
TFHE [Chi+20a]): the sample extraction step does not add any noise. In order to do
the noise analysis for the blind rotation, we need to analyze the noise produced by the

external product.

Let the GLWE secret key be S = (Si,...,S,) € RE (in the algorithm it is notes S' but
we use the S notation to make the proof more readable), such that each polynomial key S;
has coefficients sampled from a uniform binary, uniform ternary or Gaussian distribution
with 0 = 3.2. The external product @: GLWE x GGSW — GLWE takes in input:
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o A GLWE ciphertext
¢=GIWEg(u) = (A1,...,Ax, B = Apq1) € mgkﬂ)

such that the coefficients of the polynomials A, are sampled from U([—2, 1) and
B = Z’;Zl Ay So+ My + Ey, where Ey € Ry is such that each coefficient is sampled

from N (0, 0%).
o A GGSW ciphertext
C= GGSWg(m) = Z+M,y-Ge %gk+1)€x(k+1)

where G = 1d @ § is the gadget matriz, with §' = (%> @) Bach line of the
GGSW ciphertext is of the form

G = (APD | AGD pedy = (A6 By g gD

with i € {1,...,k+ 1} and j € {1,...,¢}, such that the coefficients of the polyno-
mials A% are sampled fromU([—4, £[) and B®) =Yk _ | AGD. S+ M + B
where B e Zq|X]/ (XN 41) is such that each coefficient is sampled from N(0,03)

and MY = Mydo(=S;) (with Sysr = —1).
The output of the external product is:
o A GLWE ciphertext
P = GLWEg(M, - My) = (AF™,..., A7, B*"") € R{FHD)

with error E € R, such that each coefficient is sampled from N(0,0%). We want

to estimate o.

Observe that the output is computed as:

et =G 1@ C=a-C
——
R(k+1)e

where the operation G-1 is the decomposition with respect to the gadget matrizx.

The product consists in the following steps:

1. Start by rounding each A, (a =1,...,k+ 1) at the {log,(B) bit by A.,, such that
the coefficients of Aq = Aq — A, come from U([— 5k, 32 [)-
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2. Decompose each Al = Z?:l
( _57 E )

I q
AO‘?j =i

w7 with Af

3. Ret’wf’n ﬁ: (A/Ll’.”? /1757"" 2‘,71, ke, B/ ;{‘,_’_171,.. Bé kJ+1 g)
Observe that: . . .
Ft=G Y9 C=a-C
k¢ ¢
= Z Z ;GO 4 ZB/ C(k+1.4)
Pt =
Let us write down the phase:
k¢ ¢
vy (L A
ZZA;J'C( J)_i_ZB;,.C( N . (_571)
i=1 j=1 j=1
¢ ¢
ZZA/ (A6 By 4 ZB; C(AGALD) UL | (_577 1)
=1 j=1 =1
kot
= ZZA/ (B — A6 . ) 4 ZB/ B+ _ Jk+13) . G)
i=1 j=1 j=1
kot ¢
=33 A (Mo S+ B+ Y B (My s + EST)
1,] %j 7 2 2%] 2
i=1 j=1 =1
k 4 (i.5) 4 ( ) 4 q
o ’ ] / k41,5 I /
=334, BE{Y+> B E ZZAJ My g S+ZB My g
i=1 j=1 j=1 i=1 j=1 j=1
e . ) k¢ ¢ ¢ ¢
— 4,3 k+1,5
- (Z<A;j-Ez )+ 55} )+Mz DRI ALE WA
j=1 \i=1 i=1 j=1 j=
0 kt1 k
- 0,5 2 2 “r
j=1i=1 i=1
¢ k1 k B
=53 B8 + ( > (A —A) - S+ (B - B))
j=11:i=1 1=1
l k+1 ( ) k k
— / 7
-3 B s (B s T4 Y T
j=11i=1 i=1 =1
0 k+1
=35l BSY) + My <M1+E1 B—i—ZA s)
Jj=11i=1 i=1
¢ k+1 o . k o
=357l B8Y) + My <E1 ~B+)Y 4 S,) +M; - M
j=1 i=1 i=1

E
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So:

Let us establish the variance of E:

Var(E Var(i% )+Var< <E1 B+ZA s))

j=11i=1

1) 2

We give more details on steps (1) and (2).

Step (1). Observe that A, ; € R with coefficients from U([—3, 2]), so:

° E(A;J) = _%7

_ 321
o Var(Aj,) = =5

ES) € R, is such that each coefficient is sampled from N'(0,02). Then,

£ k+1 o
(zz 0]

(k+1)- ar( EQH)) £-(k+1)-N-Var (a;j-eg’j))
2—1

- Var (eéz ) +E? (aj ) - Var (eéi’j)) + Var (a; ;) - E? (eéi’j)))

S(k+1)- (v
1
(k+1)- (% o34t g)
:z-(k+1)-N-%12 o2

Step (2). Observe that My € R and we have no information about the distribution.
Observe that Ey € R, is such that each coefficient is sampled from N(0,0%). Observe that

B, A; come from U([—5%7, 55:[)- So
« E(4)=E(B)=—3,
o Var(4;) = Var(B) = mqimj% -+ = qf;%%jz.
Then,
k k
=1
where
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k
Var <E1 - B+ Zzi . Si)
i1

k
= Var (Ey) + Var (B) + Var (ZAZ : Si)

i=1
= Var (Ey) + Var (B) + kN - Var (a; - 5;)

2 _ qp2t
=07+ qlzqgé +EN - (Var (@) - Var (s;) + E? (@) - Var (s;) + Var (@) - E2 (s;))
2 20 2 20
92, ¢ —'B q- — B ) 1
=07+ o + kN - (12‘324 - (Var (s;) + E* (s;)) + 1 -Var(si))
2 2/
2, -3 ) kN
=07+ SR (1+EN - (Var(s;) + E*(sy))) + o Var(s;) .

If My € {0,1} is a bit of the binary key as in the TFHE bootstrapping (E(Msy) = %

and Var(My) = i and My is a constant polynomial which we note my), then we have:

I
<
o
s
S
+
&
[\
3
NS
<
©
VN
S
\
o]
+
M-
S
©
N———
+
<
o
s
NS
&

[V
VN
s
\

o]
+
M-
s
%!
N—————

Observe that

:O—}—%—FkN-E(Ei)']E(Si):%—kTN'E(Si)
:%-(1—15N~E(si))

and
(1 —kN -E(s;))* .

o~ =

k
E? <E1 —B—i—ZAi-S,») =
i=1
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Hence

k
Var (mg . <E1 —§+ZE . Sl>>
i=1

k k
1 — _ 1 9 _ _
:2-Var<E1—B—|—E ALSZ>+4E <E1—B+£1Ai-Si>

1=1
0'% q2 _ %22 N kiiN q2 _ ;BQZ
) 245B2¢ 2 12932¢

(L4 KN - (Var(s;) + E* (s;))) + % -Var(s;) + % (1 —kN -E(s;))* .

- (Var (s:) + B2 (s)) + %N Var(s;) + Tla (1= kN - E(s;))?

Finally, if My € {0,1} is a bit of the binary key as in the TFHE’s PBS (E = % and
Var = 1), then we have:

j=11i=1

0 k+1 k
Var(E) = Var (Z Z(A;J -Eéw))) + Var (Mg : (El - B+ ZZi : Sl>>
i=1

(1) @)
B2+2

(&)

o2 2 _ g2t
+ 41

5 T opgar  (LHEN - (Var(s) + B2 (s)))) + % Var(s;) + = - (1 — kN - E(s,))?

16

(2)

The external product is used to compute the CMuax, which is used in the programmable
bootstrapping (PBS). In the PBS, we have

o The message mo in the GGSW is one of the bits of the LWE secret key, so it comes
from a uniform distribution U({0,1});

e The CMux computes the following
(ACC - X% — ACC) @ BSK; + ACC

and the noise added by a CMux is the same as the noise produced by one external

product;
e The CMux in the PBS is repeated n times;

e The initial orowe in the PBS is equal to 0.
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Then, the noise in the PBS can be estimated by

2
2
Var(PBS) =n - (k+1)- N. 2 2.

Var(BSK)+

20

b i (L4 RN - (Var (s0) + B2 (50)) + "5 Var(s) + 15 - (1~ kN -E(s;))*

If the RLWE secret key is binary

B2 +2

Var(PBS) =nl(k+1)N -

. B RNY mEN om0 RN
KNSV DY 2 32 16 D

Var(BSK)+

A.3 Noise Analysis of the Packing Key Switch

We consider the LWE secret key § = (s1,--+,8,) € Zq and an input LWE ciphertext
ct = (a1, -+ ,an,b) € ZJ™ such that b= Y1 a;s; + m + e with e from x,.

We consider the GLWE secret key §=(s1,-.5,)ent and a key switching key composed
of the following GLWE ciphertexts {ct)=a{" ... A7) pa.iyensty with 1 < ¢ < n and
1 < j </ such that B®) = pr:l A( ) - Sy + Sigg + E9) with coefficients of E9) from
XUKSK'

During the algorithm we will round the {a;} to the closest multiple of §f; and then

decompose them such that for 1 <i < n we have a; = a; + a; and for 1 < j < ¢ we have
=3 By
202

(@) = E(a];) = —1.

17]

a;, = ZJ 1 ;7 With @; uniform in [55, 2%5[[ and a; ; uniform in [=2

We have Var(a;) = ¢ Var(a; ;) =

12%2@ - 127

The output is:

Cres = (0, - - ZZ . o:9)

=1 j=1

_ (_Zn:zg:a;j%gm)“” ZZ a A(w) b_zz B(”)>

=1 j=1 =1 j=1 i=1 j=1

Let’s decrypt the output:
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Decrypt(Cres, §) =

k 4
—b— zn:za;‘j . Blisd) _ (Z (‘ZZ% ,A<lz',j)> S¢>

3

i=1 j=1 =1 i=1 j=1
n 4 k n 4

S8 B IHELES 5) 9) LIRS
i=1 j=1 P=1i=1 j=1

no L &
=b- ZZQ;J ' (W+SZ§J + g(9)
i=1 j=1 1

£ 4
LDV 5) REEEE WA 9) Sl

i=1 j=1 i=1 j=1 i=1 j=1
:bfi:az%»az -8 ZZ E(”)—bfZaZ-sz Za,-sz ZZ . B(9)
i=1 i=1 j=1 i=1 j=1

—m—i—e—Zal-sl ZZ - EG)

=1 j=1

Let’s now study the error term in the filled coefficient:

Varg), = Var <e - Z aj - 8 — Z Z . g, J))

=1 j=1

= Var(e) + Var (Z a; ~sl> + Var (Z Z -E® J>>

=1 i=1 j=1
=02 +n - (Var(a;)Var(s;) +E?(a;)Var(s;) + E?(s;)Var(a;)) +n - £- 0fsy - (Var(a; ;) + EQ(a;’j))

1

2 n B2 + 2
=o’+n- (12(1‘322 - 12) . (Var(si) +E2(si)) + 1 Var(s;) +n-£-odsy -

12

Let’s finally study the error term in the other coefficients:

B2 +2

=1 j=1

A.4 Noise Analysis of the Sample Extract

Proof 45 (Correctness for Constant Sample Extraction) As in algorithm 35, we con-
sider a GLWE ciphertext CTiy := (Ao, -+, Ak—1,B) € GLWES~[¢ (P) C E)%kH where P = Zl 0 "piXie
Ry n and for all0 <i <k —1 we have A; = ZN 01 a; ;X7 and B = ZN 7 bjX7. The GLWE secret key
is noted S19) = (So, -+ ,Sk_1) € %kN and follows Deﬁmtzon 85. By definition of GLWE ciphertexts, it
means that it exists an error polynomial E = Zl —0 leiXie Rq, N such that B — Zf 01 A;-S;=P+E.

Following Algorithm 35, the constant sample extraction outputs the following LWE ciphertext: ctoy =
(Gout,05 " "+ » Gout,p—1, bout) € LWE3 (po) C Z?H encrypted under the LWE secret key § = (S0, ,8¢-1) €
Z? obtained as defined in Definition 36.
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First we define two index functions, the first one is ¢ : i — (LﬁJ ,4 mod N) and the second one is
i:i— (|%|, (N —i) mod N). We also need to define a last function v : i+ 1 — ((i mod N) == 0)

d—1 $—1 kN—1 )
bout — Z Gout,i * Si = b — Z Gout,i * Si — Z (_1)’)’(1) R OREN0)
i=0 i=0 i=¢

null since all s,(;y=0 because it is a partial key)

¢—1 EN—-1
_ () ()
=bo—> (1) se = Y (D" a s
=0 lines 2 and 3 in Algorithm 35 =¢ (A5)
EN—1 k—1N-1
=bo— > ()" s @i N-j " Sij
=0 i=0 7=0
k—1N-1
=bo— > > i (N—j) mod NXN T mA N g, X
i=0 j=0

This quantity is what we have on the constant term of the polynomial resulting from the decryption
Of CTin N

k—1 k—1N—-1N-1
4!
B—-)Y A;-S;=B-— a;; X7 s 5 X7
=0 =0 5=0 5/=0
k—1N-1
— N—j) mod N j
= X bo — E Q@ (N—75) mod NX( =3 Si,ij (AG)
=0 j5=0
constant coefficient with the same quantity
1 N-1
X —..) + FXNT byl )
non-constant coefficients
0]

Proof 46 (Correctness for Sample Extraction) We follow the context and inputs of
Algorithm 36. It is trivial to show that the a-th coefficient of the decryption of CT;i, is

equal to what is in the constant coefficient of X~ - CT;,.
O

A.5 Noise Analysis of the GLWE-to-GLWE Key
Switch

Proof 47 (Theorem 31) The inputs of a GLWE-to-GLWE key switching (Algorithm 37)

are:
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o The input GLWE ciphertext: CT;, = (ffin, Bin> € GLWE glowl 1 (A-M)C D%Si”,;rl, where
Bin = 30" Ain i+ Sini+ A-MA+Ein, Aing = Y00 a5 X7 <—>L{( o) foralli € [0, k[
and Fi, = Z;V olej - X7, and e; < Nz forall j € [0,N —1[.

o The key switch key: KSK = (KSKy, ..., KSKg, 1), where KSK; € GLeV giou) (Sini) =
(GLWES[%M] (Bs) , GLWE gsu ( ﬁesm)) for all 0 < i < k. We note by

out out

KSK,; = (A”,B”) € GLWE 4 Sl (61“ n 1) for all 0 < i < kin and for all 0 < j <

kout—1 ¢ ut] _ —N-1
¢, where Bij 22 A; ig,T Sou?:’r_FTjﬂLl Sin,i+Eksk,i,j; and Eksk,m’ =220 eksk,i,j,T'XT
and eysk,ijr < Nf’fsk'

The output of this algorithm is CTo = (ffout,Bout) € GLWEgooul (A-M) C
%Sﬁﬁ“. By definition, in the decomposition algorithm, we have that dec™" (Aini) =
(Ain,i,Oa e 7Ain,i,£—1) such that Ay, ; = Z?;(l) Bﬂ“ Ainjig, for all 0 <1 < kip.

Let deﬁne Ai”vi = Ain,z’ - Ain,i; ’C_Liﬂ'l = |ai,‘r - aiﬂ" < ﬁ; C_li,T € [{ﬁ’ ﬁ[{ fO?“ all 0 <

T < N. So we have that their expectations and variances are respectively E (a;,) = —
_ 2 ~ ~ 2_

Var (@i;) = 15k — 5. E(@i,) = =1 and Var (a,,) = 55+

Now, we can decrypt:

Bt~ (Auue, 55 = { (Ao Bae) . (-51020.1))
< anldec“) i) - KSKs, (- s&ﬁz"‘],1)>

N |
-

kin—1£4—1

=Bin — Z ZAin,iJ < ’LJ7 ( oﬁ:m]v 1)>
i=0 j—=0
kin—16-1

=B, — Z ZAin,i] <ﬁj+1 Sln i + Bk zg)
i=0 j—0
kin—1 kp—1¢-1

=DBi, — Z Ain,iSin,i — Z ZAin,i,j - Bk i j
i=0 i=0 =0

(I) (I1)

Now let us focus on the w' coefficient of part (I):

Kin— N-1
|n aw T § § am Jaw—r ° Singi, T T E Qin,i,N+w—T1 * Sin,i,T

=0 7=0 T=w+1
kin—1 w N-1
= bin,w — E E (Giniw—r — Qing,w—r) * Sini,r — E (Gin,i, N+w—r — Qin,i, Ndw—r) * Sinir
i=0 \7—=0 et 1

289



kin—1 w N-1
= Amw +ew + g § ain,’i,w—r * Sinyi,r — § ELin,i,N—i—w—T * Sin,i,T
=0 7=0

T=w+1

Now let us focus on the w'™ coefficient of part (I1):

Kin—1 £—

N—-1
E g § Qin i g,w—T ° Cksk,i,j,m — E Qin,i,j,N+w—1 * €ksk,i,j,7
1=0

T=w+1

We can now isolate the output error for the w' coefficient and remove the message coef-
ficient. We obtain the output error

kin—1 w N-1
=ey + E § aln i, w—T  Sinyi, T T E ain,i,Nerfr * Sinyi,T

=0 T=w+1

()

kin—1£—1 w N—-1
+ § § aln Ji,j,w—1 * €ksk,i,j,7 T E Qini,j, N4+w—1 * €ksk,i,j,7 .

=0 j T=w+1

Observe that in the term (x) there are kN — ¢in terms of type Gin;. - Sini. that are
equal to 0. So we have:

Var(el,) = Var(ey) + ¢in - Var (Gini,. * Sinyi,.) + Kin - €+ N - Var (Gini j,. - €ksk,ij-)
=02 + ¢in (Var (@in,;,.) Var (sini,.) + Var (a@ini,.) E? (8in4..) + E*(@in.s,.)Var (Sinyi,-))
+ lkinN (Var (in,i j,.) Var (exsk,ij.-) + E? (din,i,j.-) Var (esk.ij,.)
+ Var (din,i j,.) E* (exsk,ij-))

oo (Mg ) (v (407) -2 (57)

52 +2 4
Taksk'

¢'n ~—Var (S[ ]) + lkin N

A.6 Noise Analysis of the Secret Product GLWE-to-
GLWE Key Switch

Proof 48 (Theorem 32) This proof is similar to the proof proposed for the key switch
with partial key (Proof 47).
The inputs of the secret-product GLWE key switch (Algorithm 38) are:
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o The input GLWE ciphertext: CT;, = (/Yin,Bin) € GLWEq[%] (A-M;) C 9%’;'3\;“1,
where B, = ngal A SI[,?'Z” + A - M+ Eip, Aini = Zf 0ai;- X9 U (R,N) for

alli € [0, k] and Ei, = f “oei- X7, and ej <—>Ng_n for all j € [O,N —1].

o The secret product key switch key : KSK = (KSKy,...,KSKy, ), where KSK; €
Glevgou (—MaSn?) = (GLWEgsus (—42S) -+ GLWE g (=52 5,7

for all 0 < i < ki, ( for this proof, we define Sy, = —1). We note by KSK;; =
(4;;,B:;) € GLWE groeu (— s, for all 0 < i < kin and for all 0 < j < ¢,

n,?

kou 1 ¢ ut] M [¢|n] _ N*l
where Bz J 27— B Az ST Sou?: T %gﬁl S "’Eksk,@j; and Eksk,i,j - 27—:0 €ksk,i,j,7 X7

|nz

and exsk,i jm N"Esk‘

As output we obtain CToy = (/Yout, Bout> € GLWE gisou) (A - My - My) C 9‘%’;?]”&“.

By definition, for any random polynomial A;, we have A; = Z;V o aij - X9 where a;j ~

( (alj € [[ 239 [[)
By definition, for the decomposition (descrzbed in Section 2.3.2), we have dec™? (A;) =

(Azyo, cee AM 1) such that A; = Z] “o BT NZJ

Let define A; = |A; — Ay, i = |ai; — aij| < g7 Gij € [[2%@, 2%[[[ Finally we obtain
E(a;) = —%; Var(a,) = ko — 5 E(ds;) = —1; Var(a;) = 251,

As B; is seen as an uniform polynomial, we obtain the same results for the variance and
the expectation for B; (resp. B;) than A, (Resp. A;). In the next calculations, Bim - E;

will be writen as —Ain ki * Erinj

Now, we can compute the decryption:

Bout <Aout7 Soﬁim]> <(Aout7 Bout) ) ( Sgﬁim]7 1)>

— (dec™ (By) - KSK, + 3 dec™ (A, - KSK;: (~ 51, 1))

1=0
kin—1 kin -1
—M2 ( ing — Z Amz : |nz) - ZZAin,i,j : Ei,j
=0 7=0
kin—1 in {—

kln
=M, (AMI + Ein + Bin,z‘ - Z Ain,i : Sin,i) - Z
i=0 i=0

=0 j=

Ainij - Eij

1
0
3 kin—1 _ kin £—1 5
=AM, - My + M, (Ein + Bini — Y A Sin,i) =3 Ay Eij
=0 % 0

i=0 j=
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By following the same idea as the proof of the key switch (proof 47), we can isolate the
noise and compute his variance. We obtain:

Il
5
N
<
o
—
t
+
st
|
BS
n
~
+
<
o
-~
ik
M
[
=
~

=0
12(]%24 - 12> + Pin <12q;% — 112> (Var (Q[f‘"]) + E2 (g&?‘“)) =+ %Var (5}[;%])

(i
ot (T ) (1o (v (55 2 (5))) v (527)

and

A.7 Noise Analysis of the Partial Key External Prod-

uct

Proof 49 (Noise Eternal Product in Bootstrapping) Theorem 33 gave us the fol-

lowing noise for an external product:

B kin—1 B kin £—1
Var | My (E + Bini — Z Ajni - Sin,i) - Ainij - Eij

kin—1 kin £—1
= || M2 - Var <E+ Buni— Y A s) + Var ( > A E”)



+ A
=i (g~ 13) o (s 1) (vor (307 2 (5)) + pver (557)

1
) (o v (527 5 (5) + v ()

and

N4 2 B2 +2
Var ZZAin’i’j . EZ,] — ‘g(kin + 1)No_in o )

In TFHE, we use binary key to perform the bootstrap. So we have M € {0,1} which

represent a bit of the binary key. Var(M,) = + and E(M,) = 5. Let focus on the part with

the message:

Finally, for each coefficient after one external product in the bootstrapping, we obtain the
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following formula for the noise variance

c;h(q;ﬁfj@)(lwm (Var ($191) + 52 (510 ) + Zovar (500

1 2
+16< 1+ ¢inE (,,‘f ]> >+e(kin+1)NU§]512

A.8 Noise Analysis of the Shrinking Key Switch

Proof 50 (Theorem 36) The proof of this theorem follows the same footprint as the
other key switching proofs presented in this thesis (e.g., Theorem 31). We generalize the
proof of this theorem to the GLWE case: the LWE result presented in the theorem follows
by taking ko = ng, k1 =ny and N = 1.

We consider two GLWE' secret keys with shared randommness SO < SO yth SO =
(S5, Shiy) € Ry, SO = (S§V,..., 88 ,) € Wy, 1 < ko < ky and S = S
for all 0 <1 < ky. The mputs are

« A GLWE cipherteat CTin = (A, Bin) € GLWEgn, (AM) € KUY, where By, =
YRS Ay S+ AM 4 B, Ay = SN sy - X9 0 U (Ryn) for all i € [0,k]
and By, = Z;V olei- X7, and e PNJ% forallj € [O,N — 1],

o The key switching key KSK = (KSKo,...,KSKy, _k,—1), where KSK; €
Glevgo (Sip)s) = (GLWES@ (4S0%s) -+ GLWE g (%Sk)s)) for all0 < i < k.
We note by KSK;,; = (A”,B”) € GLWEg, (/BJHS,E?H) for all 0 < i < ky
and for all 0 < j < {, where B;; = Y F VA - SO 4 Bﬁlskoﬂ + Eskij, and
Buskij = SN exskijr - X7 and eyskijr < Nyz .

Osk

The output of this algorithm is

—ko—1

(Ain,o,...,Ain,ko,l,Bm)— Z dec®? (Aip kori) - KSK; € GLWE 5, (AM) gm’;?gl

By definition, in the decomposition algorithm, we have that dec#9 (Aini) =
(Ainio: -+ A1) such that A ; = Y425 54 A, for all ko < i < k.

Let deﬁne Ain,i = Ain,i — Aiin’i, |67Li’7—‘ = |aw — 6i77| < ﬁ, ELZ‘ﬂ— c H%, ;WH: fO?" CL” O S
T < N. So we have that their expectation and variance are respectively E (a;,) = —
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2 1

Var (a;,) =

Now, by decrypting:

<(Ain,07 o Aln Jko— 17

5 T 13 E (a;,) = —3 and Var (a;,) = g2-1

12

k1—ko—1
Z deC(B ) |n ko-‘ri) : KSKH (7§(O)a 1>>

ko—1 k1— ko 14—1 ~
=Bin— > Ani SV — 3> A iy <KSKZ-J, (—5(0)7 1)>
= =0 j=0
ko—1 ki—ko—14—1
_ (0) (1)
= Bin — Z Ain,i . Sz — Z ZAm ko+i,j ° (6]+1 Sko+i + Eksk,i,j)
1=0 =0 j5=0
ko—1 k1—ko—1 _ k1—ko—14£—1
= Bin - Z Ain,i : SZ(O) - Z Ain,koJri : k0+z - Z Z Aln Jko+1i,7 ° Eksk KN
=0 =0 i=0 j=0
ko—1 k1—ko—1 ki1—ko—14—1
= Bin - Z Ain,i . SZ(O) - Z (Ain,koJri - Ain,k0+z . /(63))4-1 Z ZAln ko+i,5 ° Eksk 8,7 -
i=0 =0 =0 =0

Since SZ-(O) =

2 for all 0 <1 < kg, the equation becomes:

ko—1 k1—ko—1 k1—ko—1£—1
2 : (1) 2 : 2 : 2 :
= Bin - Aimi . Sz - (Ain,k0+i - Am ktoJrl k0+2 Aln Jko+i,7 ° Eksk N
i=0 i=0 i=0 ;=0
k1—ko—1 k1—ko—1£—1
_ 1) ~
=AM+ Ein, + E Ain koti " Shori — E E Ain ko+i,j - Eksk,i,j
i=0 i=0 ;=0
(I) (I1)

The wth

coefficient of part (I) is equal to

ki1—1 w
IZ: (Zamzw T 3(1) Z CLmzN+w - Sl3> .

i=kg =0 T=w+1

The w coefficient of part (I1) is equal to

k:l ]Cg 1/4-1 w
g g E alnk0+z,JU) 7 €ksk,i,j, 7 —

1=0 7=0

N-1
E Qin,ko+i,j,N+w—7 * €ksk,i,j,7 | -

T=w+1

We can now isolate the output error for the w'" coefficient and remove the message coef-
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ficient. We obtain that the output error is

k1—1 w
—elnw+z (Zamzw T 8 Z aflth—i—w T 5( )>

i=ko 7=0 T=w+1
ki—ko—14—1 w N—-1
E E E aln Jko+i,j,w—1 * €ksk,i,j, 7 § Gin ko+i,j,N+w—1 * €ksk,i,j,7 .
=0 =0 T=w+1

So the variance s
Var(el,) = Var(€inw) + (k1 — ko) NVar (a,n i s( )> (k1 — ko)CNVar (Qin i j,. - ksk,i j,-)

— o+~ ko) j;ﬁff) (var () + B2 (5))

ki —ko)N. /= "2
(B =By (507) 41 — o 2.

+

A.9 Noise Analysis of the GLWE Key Switch with
Partial Keys with Shared Randomness

Proof 51 (Theorem 39) Consider two partial secret keys with shared randomness

such that SL"j‘;“t] < gi[f‘”}. We have Soﬁi“t] = (Sout.0," " s Soutkew—1)s WheTe Sout koy—1 =
Z%”t (kour—1)N - 130ut,kout71,iX we call Sout -1 .

We have S_’Wi"] = (Sin0s 5 Sin km_l) such that for all j € [0, koyt — 1, Soutj = Sin
and Sin k-1 = S + S where S = Z] dout—(Fout—1)N Sinkou— .

The inputs of a GLWE key switching with partial € shared randomness keys (Algo-

rithm 45) are

o The input GLWE ciphertext CT;, = (ffin, Bin) € GLWE glowl (A-M)C ,’RZWI, where
Bin - Zf![;lAan Slni+A'M+Ein; Ain,z‘ - ? éalj Xj — u(mq,N) fO?” a’”
i € [0,k] and By = Y52 €; - X7, and ej <= N2 for all j € [0, N — 1,

o The key switch key KSK = (KSKy,,_,, KSKy.,. -+, KSKg,. —1), where KSK; €
GLlevgisan (Sini) = (GLWES[%M] (4Sini) - , GLWE g (6/ ni)) for all kow <i <
Fins and KSKiy1 € GLevgionn (9) = (GLWE g (53) - . GLWE g (£5))

OUt
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We note by KSK; ; = (A”,B ) € GLWE gioou (B].Jrl in 2) for all koue < i < kin for
all 0 < j < {, where Byj = YRV A+ Souer + 7 Sin,i + Lkskigs and Exskij =
ZT —0 Cksk,i,j,r X7 and €ksk,i,5,m <—’NG2 .

We note KSKip 15 = (At 155 Brau-15) € GLWE g (545) for all 0 < j < ¢,
where By, 15 = Skt Ay 1 Soutr + BJHS + Eksk,kom—l,j; and Exsk gon—1,j =

N-1
22020 Ekskou—1gm " X and Eksleioue—1,m < Noz, -

The output of this algorithm is CTgoy = (ffout, Bout) € GLWEwout] (A-M)C E)f{k"”‘ﬂ.

By definition, for any polynomial Ai,;, we have the decompasztwn (descrzbed in Sec-
tion 2.3.2), dec®?) (Ains) = (flin’,-,l, e ,flinﬂ-’g) such that flim ZJ Z0 mAT ~m,z',j- Now,
we can decrypt:

Bow: = ( Aot S5y = ((Aouss Bouw ), (—Shie!,1) )

= <(Ain,0, o Ainkow—1,0-+-,0, Bip) — dec™®? (Ain k1) KSKp 1

kin—1
= ) dec™) (A ) KK, (- sl,ﬁ’;m],l)>

i=Kout
kout—1 -1
= B, — Z Ain,iSout,i — Z Ain kow—1,j <K5Kkout71,j, <—S¢[,ﬁ§”t], 1>>
=0 7=0
kin—1 £—1
- Z ZAE”%J' <KSKiJ’ ( ng:m ) )>
i1=kout J=0
ou':_2 -1
- Z Aln 7.S|n K |n kout—1§ - Z Ain,kout—l,j (%]+1 S + Eksk Jkout—1 j)
7=0
kin—1 £—1 q
_ Z ZAin,i,j (Wsm,i + Eksk,i,j)
i=kou J=0
out 1

-1
- § Aln sz 4 |n kout—ls Aln kout—ls E Ain,kout—l,j : Eksk,kout—l,j
Jj=0

(I) (I1)

o

in—1 £

E in, |n K § Ain,i,j . Eksk,i,j
i=kou i—ko

2 ut J

|
-

Il
o

(IT1)

After decrypting, we can split the previous result in three distinct part and analyze the
noise provide by each of them. The first part of the result (term (I)) is only composed of

the noise present in the B;,.
The second part of the result (term (I1)) can be seen as a key switching with partial key
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(Algorithm 37) from S to Sew. The proof of noise add by this part follows the proof of

Theorem 51.
As for the second part of the result, the third part of the result (term (I1I)) can be seen

as a key switching with partial key (Algorithm 37) from (Sin ko> =+ s Sinkin—1) 10 Sout- The
proof of noise add by this part follows as well the proof of Theorem 31.
By adding this different noises, we will obtain Var(eow) = Var(I) + Var(II) + Var(II1)

where

Var(I) = o2,
Var(II) (Nkout ¢out < 12%2[ ) Var [¢] —|—E2 (,i[fi"]>)

Nkou ou 2 2
L E— e ¢ t ( EN l%sk% i

")+
Var(I11) = (¢in — Nkout < 12%2/) Var S[¢] +E? (S[¢ ]))

Nkou B2+ 2
+ ¢ t (S[(z) f — out )NUESkT .
To conclude we have
Var(eout) = 2 (¢in — Pout) u (V (§[¢an]) + E2 (g[dnn]))
ar(€out) = Oj, in out 12%2{ ar in in
¢in - ¢ou S Pin %2 + 2
+ ftVar (Si[;Z> ]) + (ki — k:out)NstkT .

A.10 Parameters for the Partial Keys with Shared

Randomness

In this section, we display the parameters used for the different figures in Chapter 8.
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Partial LWE-KS

LWE-KS GLWE Parameters PBS Parameters Metrics
D Shared Algorithm Parameters
Keys g Parameter [ Value Parameter | Value Parameter [ Value Name | Value
n 588 .
i logs (on) —12.66 logs (Bpas) 15 logs (Bks) 3 time 6.6480
1 X traditional T 5
LWE-to-LWE logy (N) 8 lpgs 1 £Ks 3 size 58.6
logs (0. N) —31.07
n 532 nKs 782
logs (on) —11.17 logs (Bpgs) 15 logs (G"KS) —17.82 time 4.9808
1 v 2 steps k 5 logo (‘BKSI) 9
(Alg. 43) loga (V) 8 o L trs, 1
@ 1280 log, (%ng) 2 size 44.45
logy (045) —31.07 ZKS2 4
n 534 ks 3
_ in .
FFT-based long(an) 1;22 logs (Bpas) 15 Kot 3 time 3.8792
! v (Alg. 14) logy (N) 8 logz (Nis) 8
9g- og2
& 1280 tpes 1 1°g2[<%‘<5) 1 size 37.76
Ks 9
logo (045) —31.07
n 668
time 10.185
. logs (07) —14.79 logs (Bpps) 18 logs (Bks) 4 mme
9 X traditional T 5
LWE-to-LWE logy (N) 8 pas 1 s 3 size 87.45
logs (0).N) —37.88
n 576 RS 396
logy (on) —12.34 logs (Bpgs) 18 loggy Tnks —20.85 time 7.7625
9 v 2 steps k 6 logy | Bks, 10
(Alg. 45) logy (N) 8 pps 1 Lksy 1
) 1536 logo (%K52) 2 size 66.55
log (%) —37.88 ksy 5
n 590 - 1
_ Cin .
logs (on) 12.71 logs (Bpgs) 18 Kot 1 time 5.9151
FFT-based k 6
2 v Al 1 N 8 logy (Nks) 10
(Alg. 44) oggy (N) ¢ 1 logs (Bks) 1
1) 1536 PBS 2 \2KS size 56.64
KS 11
logy (o'@) —37.88
n 720 .
I logs (on) —16.17 logs (Bpas) 21 logs (Bks) 4 time 14.704
3 X traditional k T
LWE-to-LWE logy (N) 9 s 1 txs 3 size 104.1
logs (0. N) —51.49
n 643 RS 944
logs (on) —14.25 logs (Bpps) 18 logy (UHKS) —22.13 time 8.4892
3 v 2 steps k 3 logy (%Ksl) 7
(Alg. 43) loga (V) 9 s L trs, 2
@ 1536 logs (‘BKSZ) 2 size 57.83
logo (a(p) —37.88 lKsy 6
n 686 . L
- n .
FFT-based long(frn) 1327 logs (Bpas) 18 Kot 1 time 6.0204
3 v ¢ logs (Nks) 10
(Alg. 44) logy (N) 9 ¢ 1 logs (Bks) 1
1536 PBS g2 OKS size 43.08
KS 13
logo (U¢) —37.88
n 788
ti 16.265
. logs (op,) —17.98 logs (Bpps) 23 logs (Bks) 4 mme
4 X traditional T 5
LWE-to-LWE logy (N) 10 pps 1 s 3 size 92.39
logs (0).N) —51.49
n 664 nKS 1126
loggy (on) —14.68 logs (Bpgs) 29 loggy (UnKS —26.97 time 12.658
4 v 2 steps k 2 logo (%Ksl 13
(Alg. 43) logs (N) 10 pps 1 LKsy 1
) 2048 logo (%KSQ) 2 size 68.68
logy (Ucb) —51.49 LKsy 6
n 682 o 3
_ in .
FETobased long(Un) 13.16 logs (Bpgs) 23 Koot 3 time 8.7397
4 v logy (Nks) 9
(Alg. 44) logy (N) 10 ¢ 1 logs (Bks) 1
2048 PBS 2 VOKS size 48.61
KS 14
logy <J¢) —51.49

Table A.4: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both pagtigl and shared randomness secret keys. Note
that we use log, (v) = p. Sizes are given in MB and times in milliseconds.



Partial LWE-KS

» Shared LWE-KS GLWE Parameters PBS Parameters Parameters Metrics
Keys Algorithm Parameter | Value Parameter | Value Parameter | Value Name [ Value
n 840 .
t 24.964
. loggy (on) —19.36 logs (Bpas) 23 logs (Bks) 3 me
5 X traditional A T
LWE-to-LWE logy (N) 11 pps 1 ks 6 size 131.3
logs (0. N) —51.49
n 732 TKS 1171
logs (o) —16.49 logs (Bpgs) 23 logy (U”KS) —28.17 time 18.638
5 v 2 steps k 1 logo (‘BKSI) 9
(Alg. 43) logs (N) 11 toes 1 s, 2
@ 2048 logo (%KSQ) 2 size 78.62
logy (a¢) —51.49 ZK52 7
n 766 . 3
logs (0p) —17.39 n time 13.089
5 , FFT-based % 1 logz (Bpes) | 23 g k("]“\; ) ;
(Alg. 44) logy (N) 11 Y] 1 log2 (%KS ) 1
) 2048 PBS 2 LKS - size 48.58
ks 15
logs (o(ﬁ) —51.49
n 840
time 67.688
. logs (op) —19.36 logs (Bpps) 14 logs (Bks) 3 mme
6 X traditional T T
LWE-to-LWE logy (N) 12 pgs 2 s 5 size 341.4
logs (0).N) —62.00
n 748 RS 1313
logg (on) —16.91 logs (Bpgs) 14 logy Tnks —31.94 time 53.320
6 v 2 steps k 1 logy | Bks, 16
(Alg. 43) logs (N) 12 Lpas 2 lKsy 1
) 2443 logo (%K52> 2 size 224.2
logy (O’¢) —62.00 LKsy 8
n 774 . N
logs (on) —17.61 on time 45.647
6 , FFT-based k I logz (Beas) 14 log "("]”\} o 111
(Alg. 44) logz (N) 12 2
P 2443 Cres 2 logy (Bis) 1 size 194.0
KS 15
logo <o’¢) —62.00
n 896 .
time 147.05
. ) craditional log (on) | =20.85 || logs (Bess) | 15 logs (Bks) 3
LWE-to-LWE logy (N) 13 pps 2 s 6 size 784.4
logs (0. N) —62.00
n 776 nKs 1332
logs (on) —17.66 logy (Bpas) 15 logo (U"KS) —32.45 time 111.14
7 v 2 steps k 1 logy (‘BKSI) 10
(Alg. 43) logy (N) 13 toes R s, 2
2443 logo (B 1 size 463.3
2 ( Bksy
logo (%) —62.00 tks, 16
n 818 . 1
logs (on) —18.78 n time 98.870
. / FFT-based % I logz (Bpes) 14 log k("]“\; ) 111
(Alg. 44) logg (N) 13 Y 2 log, (‘BKS) 1
2443 PBS g2 OKS size 409.5
KS 16
logo (a¢) —62.00
n 968
ti 467.25
. logs (op) —22.77 || log, (Bpas) 11 logs (Bks) 3 me
8 X traditional T T
LWE-to-LWE logy (N) 14 tpgs 3 s 6 size 2179
logs (0).N) —62.00
n 816 nKS 1359
logg (on) —18.72 logs (Bpgs) 1 logs (onks —33.17 time 351.64
8 v 2 steps k 1 logy | Bks, 9
(Alg. 43) logy (N) 14 tpas 3 lKsy 2
) 2443 logo (%K52> 1 size 1304
logy (Gd>) —62.00 LKsy 17
n 854 . 1
logs (o) ~19.73 in time 326.44
s . FFT-based 5 1 loga (Beas) | 11 og k{’;\; ) 5
(Alg. 44) logy (N) 14 ¢ 3 10g2 (%KS ) 1
¢ 2443 PBS 2 \KS size 1282
KS 18
logy <d¢) —62.00

Table A.5: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both pagpigl and shared randomness secret keys. Note
that we use log, (v) = p. Sizes are given in MB and times in milliseconds.



Partial LWE-KS

LWE-KS GLWE Parameters PBS Parameters Metrics
D Shared Algorithm Parameters
Keys g Parameter | Value Parameter | Value Parameter | Value Name [ Value
n 1024 .
t 1383.8
aditions logy (0n) | —24.26 || logy (Bpes) 9 logs (Bis) 3 e
9 X traditional T T
LWE-to-LWE logs () 15 s 4 fgs 7 size 5890
logs (0. N) —62.00
n 860 nKs 1388
logs (o) —19.89 logs (Bpgs) s logy (U”KS) —33.94 time 1148.1
9 v 2 steps k 1 logy (‘BKsl) 10
(Alg. 43) logs (N) 15 tops 4 lksy 2
@ 2443 logs (‘B KSQ) 1 size 3525
logs (a¢) —62.00 ks, 18
n 902 . L
1 —21.01 n time 1058.1
FFT-based Ong(Un) T logz (Beas) 8 Fout ! "
9 v ¢ logs (Nks) 11
(Alg. 44) logy (V) 15 ¢ 4 logs (Bks) 1
2443 PBS €2 L2Ks size 3609
ks 18
logo (O‘¢,) —62.00
n 1096
ti 4794.4
traditional logy (on) —26.17 logy (Bpes) 6 logy (Bks) 2 e
10 d LWE-to-LWE k 1
-bo- logs (N) 16 Lpps 6 ks 12 size 19730
logs (0).N) —62.00
n 904 nKS 1417
logy (on) —21.06 logs (Bpgs) 6 logy (U"Ks —34.71 time 3721.0
10 v 2 steps k 1 logo (%Ksl 11
Alg. 43 lo. N 16 )4 2
(Alg. 43) g2 (V) pas 6 KSq
[ 2443 logo (%KSQ) 1 size 10940
logy (U¢) —62.00 LKsy 19
n 938 - 3
_ in .
" logs (on) 21.97 logs (Bpgs) 6 Kot 3 time 3628.1
10 v FFT-based k 1 logs (Nis) 9
(Alg. 44) logy (N) 16 ‘ 6 o, (B 1
) 2443 "PBS 2 \OKS size 11260
KS 20
logy (O‘¢) —62.00
n 1132 .
P time 37795
i logs (on) —27.13 logy (Bpps) 2 loga (Bks) 2 m
11 X traditional 7 T
LWE-to-LWE logy (N) 17 fpps 20 ks 13 size | 105300
logs (0. N) —62.00
n 984 RS 1471
logs (o) —23.19 logs (Bpgs) 3 logy (dnKs) —36.15 time 18237
11 v 2 steps k 1 logy (‘BKSl) 11
(Alg. 43) logy (N) 17 toms 12 tks, 2
@ 2443 logs (‘B KSQ) 1 size 47330
logsy (a¢) —62.00 LKsy 21
n 1018 - 3
1 —24.10 n ti 19224
. 082 (on) logs (Bpgs) 3 kout 3 me
11 v FFT-based k 1 logy (Nis) 9
(Alg. 44) log (N) 17 . 13 o2 s i
) 2443 PBS ogz (Bks) size 52940
ks 22
logo (U¢) —62.00

Table A.6: Parameter sets, benchmarks for PBS+LWE-KS and sizes of public material
for CJP and two variants based on both partial and shared randomness secret keys. Note
that we use log, (v) = p. Sizes are given in MB and times in milliseconds.
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Titre : Construction de nouveaux outils pour un chiffrement homomorphe efficace

Mot clés : chiffrement homomorphe, cloud computing, learning with errors, cryptologie, opti-

misation, TFHE

Résumé : Dans notre vie de tous les jours,
nous produisons une multitude de données a
chaque fois que nous accédons a un service
en ligne. Certaines sont partagées volontaire-
ment et d’autres a contrecoeur. Ces données
sont collectées et analysées en clair, ce qui
menace la vie privée de l'utilisateur et em-
péche la collaboration entre entités travaillant
sur des données sensibles. Le chiffrement
complétement homomorphe (Fully Homomor-
phic Encryption) apporte une lueur d’espoir
en permettant d’effectuer des calculs sur des
données chiffrées ce qui permet de les analy-
ser et de les exploiter sans jamais y accéder

en clair. Cette these se focalise sur TFHE, un
récent schéma completement homomorphe
capable de réaliser un bootstrapping en un
temps record. Dans celle-ci, nous introduisons
une méthode d’optimisation pour sélectionner
les degrés de liberté inhérents aux calculs ho-
momorphiques permettant aux profanes d’uti-
liser TFHE. Nous détaillons une multitude
de nouveaux algorithmes homomorphes qui
améliorent I'efficacité de TFHE et réduisent
voire éliminent les restrictions d’algorithmes
connus. Une implémentation efficace de ceux-
ci est d’ores et déja en acces libre.

Title: Constructing new tools for efficient homomorphic encryption

Keywords: homomorphic encryption, cloud computing, learning with errors, cryptology, opti-

mization, TFHE

Abstract: In our everyday life, we leave a trail
of data whenever we access online services.
Some are given voluntarily and others reluc-
tantly. Those data are collected and analyzed
in the clear which leads to major threats on
the user’s privacy and prevents collaborations
between entities working on sensitive data. In
this context, Fully Homomorphic Encryption
brings a new hope by enabling computation
over encrypted data, which removes the need
to access data in the clear to analyze and ex-
ploit it.

This thesis focuses on TFHE, a recent fully ho-
momorphic encryption scheme able to com-
pute a bootstrapping in record time. We in-
troduce an optimization framework to set the
degrees of freedom inherent to homomor-
phic computations which gives non-experts
the ability to use it (more) easily. We describe
a plethora of new FHE algorithms which im-
prove significantly the state of the art and limit,
(if not remove) existing restrictions. Efficient
open source implementations are already ac-
cessible.
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