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Abstract

and mechanisms used to enhance the security of modern computing systems

in general. These primitives provide building blocks for implementing secu-
rity features and safeguarding against threats to ensure integrity, confidentiality,
and availability of information and resources. With the high-speed development
of quantum computation and information processing, a huge potential is shown
in constructing hardware security primitives with quantum mechanical systems.
Meanwhile, addressing potential vulnerabilities from the hardware perspective is
becoming increasingly important to ensure the security properties of quantum ap-
plications.

The thesis focuses on practical hardware security primitives in quantum ana-
logue, which refer to designing and implementing hardware-based security features
with quantum mechanical systems against various threats and attacks. Our re-
search follows two questions: How can quantum mechanical systems enhance the
security of existing hardware security primitives? And how can hardware security
primitives protect quantum computing systems? We give the answers by studying
two different types of hardware security primitives with quantum mechanical sys-
tems from constructions to applications: Physical Unclonable Function (PUF) and
Trusted Execution Environments (TEE).

We first propose classical-quantum hybrid constructions of PUFs called HPUF
and HLPUF. When PUFs exploit physical properties unique to each individual
hardware device to generate device-specific keys or identifiers, our constructions
incorporate quantum information processing technologies and implement quantum-
secure authentication and secure communication protocols with reusable quantum
keys. Secondly, inspired by TEEs that achieve isolation properties by hardware
mechanisms, we propose the QEnclave construction with quantum mechanical sys-
tems. The idea is to provide an isolated and secure execution environment within
a larger quantum computing system by utilising secure enclaves/processors to pro-
tect sensitive operations from unauthorised access or tampering with minimal trust
assumptions. It results in an operationally simple enough QEnclave construction
with performing rotations on single qubits. We show that QEnclave enables dele-
gated blind quantum computation on the cloud server with a remote classical user
under the security definitions.

I I ARDWARE security primitives are hardware-based fundamental components






Résumé

fondamentaux basés sur le matériel et utilisés pour améliorer la sécurité des

systemes informatiques modernes en général. Ces primitives fournissent des
éléments de base pour la mise en ceuvre des fonctions de sécurité et la protection
contre les menaces afin de garantir l'intégrité, la confidentialité et la disponibil-
ité des informations et des ressources. Avec le développement a grande vitesse de
I'informatique quantique et du traitement de I'information, la construction de prim-
itives de sécurité matérielle avec des systemes mécaniques quantiques présente un
énorme potentiel. Parallelement, il devient de plus en plus important de traiter les
vulnérabilités potentielles du point de vue du matériel pour garantir les propriétés
de sécurité des applications quantiques.

La these se concentre sur les primitives de sécurité matérielles pratiques en
analogie quantique, qui se réferent a la conception et a la mise en ceuvre de fonc-
tions de sécurité matérielles avec des systemes mécaniques quantiques contre di-
verses menaces et attaques. Notre recherche s’articule autour de deux questions:
Comment les systemes mécaniques quantiques peuvent-ils améliorer la sécurité des
primitives de sécurité matérielle existantes? Et comment les primitives de sécurité
matérielle peuvent-elles protéger les systemes d’informatique quantique? Nous ap-
portons les réponses en étudiant deux types de primitives de sécurité matérielle avec
des systemes mécaniques quantiques, de la construction a I’application: Physical
Unclonable Function (PUF) et Trusted Execution Environments (TEE).

Nous proposons tout d’abord des constructions hybrides classiques-quantiques
de PUF appelées HPUF et HLPUF. Alors que les PUF exploitent les propriétés
physiques propres a chaque dispositif matériel individuel pour générer des clés ou
des identifiants spécifiques, nos constructions integrent des technologies de traite-
ment quantique de I'information et mettent en ceuvre des protocoles d’authentification
et de communication sécurisés avec des clés quantiques réutilisables. Deuxieme-
ment, inspirés par les TEE qui obtiennent des propriétés d’isolation par un mé-
canisme matériel, nous proposons la construction de QEnclave avec des systemes
mécaniques quantiques. L’idée est de fournir des environnements d’exécution isolés
et sécurisés au sein d’un systeme informatique quantique plus large en utilisant des
enclaves/processeurs sécurisés pour protéger les opérations sensibles d’un acceés non
autorisé ou d’une altération avec des hypotheses de confiance minimales. Il en ré-
sulte une construction de QEnclave assez simple de maniére opérationnelle, avec
I’exécution de rotations sur des qubits uniques. Nous montrons que QEnclave per-
met un calcul quantique délégué privé sur le serveur sur le nuage avec un utilisateur
classique distant dans le cadre des définitions de sécurité.

l ES primitives de sécurité matérielle sont des composants et des mécanismes
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CHAPTER1

Introduction

1.1 Quantum Technologies

nologies enables us to use quantum mechanical systems to process informa-

tion. As a multi-disciplined subject, it comprises ideas and concepts from
many fields, including quantum mechanics, computer science, information theory,
cryptography, etc. In recent years, quantum computation and quantum informa-
tion technologies have made significant strides with ongoing research, development,
and practical applications in various domains.

When we trace back to the early twentieth century when the theory of quan-
tum mechanics was created and built up, the description of the physical systems
within the framework of quantum mechanics (superposition, entanglement, etc.),
especially at the level of atoms and subatomic particles, revolutionized our under-
standing. However, people could not achieve complete control over single quantum
systems, like a photon or an atom, until the 1970s. And it is indeed a fundamental
requirement for quantum computation and quantum information technologies.

The idea of quantum computation was first proposed by Richard Feynman in
1982 [1]. It comes from the difficulties of simulating quantum mechanical systems
efficiently with classical computers. Therefore, he suggested using quantum systems
to simulate themselves would possibly avoid these difficulties, that is, to build a
quantum computer ruled by the principles of quantum mechanics. Almost around
the same time, inspired by the model of the universal Turing machine proposed
by Alan Turing [2], Paul Benioff described a quantum mechanical model of Turing
machine [3, 4], then formalised by David Deutsch in [5] to define a computational
device that can simulate arbitrary physical system efficiently.

As Deutsch’s model is recognised to be the model of quantum computers nowa-
days by many works and research, Shor’s algorithm and Grover’s algorithm are the
two most representative ones. Shor’s algorithm [6] showed that the mathematical
problems of factoring and discrete logarithms, which are widely believed to have
no efficient solution on classical computers, can be solved efficiently by a quan-
tum computer. Grover’s algorithm [7] showed a quadratic speedup of searching an
unsorted database with quantum computers over classical search algorithms.

In practice, people do not stop putting effort into building a quantum computer.
One main difficulty is that most useful quantum algorithms require a large-scale
quantum computer with delicate control over the system. Still, there are construc-

T HE development of quantum computation and quantum information tech-



CHAPTER 1. INTRODUCTION

tions of photonic quantum computers by USTC in China [8] and superconducting
quantum computers by Google, IBM, etc. [9, 10], which achieve quantum ad-
vantages computationally. Also, regarding near-term practicality, the terminology
NISQ (Noisy Intermediate-Scale Quantum) describes the devices that control the
orders of 10s to 100 noisy qubits [11]. They can execute some limited quantum
programs but allow researchers to explore potential quantum algorithms and ap-
plications for more powerful quantum computers in the future.

On the other hand, the development of quantum information theory was ongo-
ing at almost the same time. Apart from the strong relevance of quantum compu-
tation and quantum information, quantum information theory also paves the way
for the development of quantum cryptography. Recall that the information theory
formalised by Claude Shannon [12] uses the terminology entropy, originally from
thermodynamics, to measure in average the amount of information or uncertainty
associated with the outcomes of a random process. High entropy sources, e.g., ran-
dom number generators, ensure the unpredictability and security of cryptographic
keys, which further secure information transmitted via communication channels
involving two or more parties from different perspectives.

Unlike public key cryptosystems, an essential prerequisite for private key cryp-
tosystems is to distribute the keys securely under the threat of eavesdropping in the
regime of classical information. In this case, the idea of quantum key distribution
(QKD) [13] is proposed to tackle this issue with the help of quantum information
technology. It leverages the principles of quantum mechanics (no-cloning theorem,
uncertainty principle, etc.) to enable the exchange of cryptographic keys between
two parties in a way that is information-theoretic security against any form of
eavesdropping, even by quantum computers. On the other hand, the widely-used
public key cryptosystems (RSA, Diffie-Hellman, etc.), which rely on the hardness
of either factoring or discrete logarithm problems solved by classical computers,
are no longer secure in the presence of quantum computers in the future.

1.2 Hardware Security

In the 1940s, the design and construction of the first generation of general-purpose
computers started the modern computing era. Since the wide usage of transistors,
modern computing hardware devices have been through an incredibly high-speed
pace of development over the last 80 years. A significant statement on this is
Moore’s law [14], which states that the number of transistors on microchips, as
well as the computational power, doubles every two years. Nowadays, modern
computing hardware devices facilitate people from every aspect of life.

However, with the increment in the complexity of devices and computing sys-
tems, security issues are becoming increasingly non-negligible. The threats can
come from every perspective of the device’s life cycle on both software and hard-
ware levels. These threats can not only sabotage the proper running of the pro-
grams but also affect the security properties of data and applications. Among the
threats, many of them are due to the flaws and vulnerabilities existing in hardware
[15]. Therefore, more and more work from academia and industry focuses on de-
veloping hardware security from specification to application to investigate efficient
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countermeasures and circumvent threats.

Understanding different hardware security properties is an important step in
investigating efficient constructions in the first place. In brief, we obtain hard-
ware security properties by the formal specifications on hardware behaviours re-
lated to security. Well-studied hardware security properties include confidentiality,
integrity, availability, isolation, randomness, etc. Compared to the same termi-
nologies in cryptographic primitives, hardware security properties provide similar
security guarantees by establishing a practical secure foundation from different
hardware security primitives. It allows the construction of functionalities on com-
puting systems where hardware security primitives can cover the necessary security
properties.

The construction and usage of hardware security primitives can be traced back
to the birth of modern computers. Since the 1940s, the electronic noise gener-
ated by vacuum tubes and semiconductors has been exploited to generate random
data [16], and people used this noise as the source of randomness in early comput-
ers. Furthermore, with the development of electronic engineering, a certain type
of devices is designed to produce genuinely unpredictable and unbiased random
numbers, making them valuable in various applications, particularly in cryptog-
raphy and secure systems called true random number generators (TRNGs), also
known as hardware random number generators (HRNGs). HRNGs exploit physi-
cal processes that are inherently random as sources of entropy to generate random
numbers. Such physical processes include electronic noise, thermal noise, radioac-
tive decay, etc. For cryptography systems in general, since a high entropy source
plays a fundamental role in guaranteeing the security of cryptographic systems,
HRNGs are one of the most well-known hardware security primitives in modern
computing systems.

Also, other hardware security primitives with different security properties guar-
anteed by hardware are designed and widely exploited in modern computing sys-
tems, e.g., Physical unclonable functions (PUFs) and trusted execution environ-
ments (TEEs). These primitives can either provide specific properties from the
behaviours of the hardware devices that people can exploit or secure mechanisms
with hardware-based techniques to provide systems’ security.

Meanwhile, security verification methodologies are necessary to verify the hard-
ware security designs. Theoretically, we perform the verification process by pro-
viding frameworks for creating a mathematical model of the system, specifying
the security properties, and formally proving whether the model complies with the
properties or not by rigorous proofs. Alternatively, the security properties can be
expressed as invariants within a system, and their validity is checked against all pos-
sible execution paths [17]. In practice, there exist different commercial tools that
provide security verification, for example, Questa SecureCheck [18], JasperGold
Security Path Verification [19], etc. Recently, there have been researches aiming
to develop security-driven hardware design tools in order to evaluate the security
along with the traditional design parameters on the hardware level [20, 21, 22, 23].

3
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1.3 Motivation

In the thesis, we aim to study different hardware security primitives in the context
of properties of quantum mechanical systems with near-term available quantum
computation and quantum information techniques, as well as the corresponding
applications in the real world. As we have known previously, the properties of
quantum mechanical systems have significant implications for security properties
by enabling cryptographic threats, as well as innovative tools and methods for
securing data and communication. Intuitively, it is worth developing further the
hardware security primitives with an extension of near-term quantum computation
and quantum information technique to enable the unique properties of quantum
mechanics in hardware security designs.

A well-known and practical quantum hardware security primitive is quantum
random number generators (QRNGs), which exploit the inherent randomness of
quantum phenomena, including photon polarization, vacuum fluctuations, entan-
glement, etc., to generate random numbers. With the advancement of the works
of quantum information theory, QRNGs offer more substantial support over some
other HRNGs with classical processes in theory. We will give a more detailed in-
troduction later in the thesis. Commercially, companies like ID Quantique (IDQ),
Toshiba, etc. [24, 25] offer sophisticated QRNG devices to meet the growing de-
mand for secure and truly random numbers in various applications.

However, the growth of other hardware security primitives in quantum ana-
logue is relatively slow compared to QRNGs, for example, the quantum physical
unclonable functions (QPUFs). By reviewing the works later in our thesis, another
obstacle to developing QPUFSs, or other quantum hardware security primitives, is
the issue of implementations with current hardware devices, mainly due to the
limitations of quantum instruments’ performance. As a result, another impor-
tant criterion of our proposed designs, constructions and applications related to
possibly different quantum hardware security primitives throughout the thesis is
practicality.

We drive our ideas on quantum hardware security primitives introduced in the
thesis by asking the following questions:

Question 1. "How can quantum mechanical systems enhance the security of ex-
isting hardware security primitives?”

, and

Question 2. "How can hardware security primitives protect quantum computing
systems?”

To answer Question |, we study the available hardware security primitives in
modern computing systems with classical processes and input/output data. By
analysing the constraints and possible security threats covered by the adversarial
model we are concerned with, we aim to circumvent the issues and provide extra
security guarantees in different use cases by possibly exploiting the properties of
quantum mechanical systems. On the hardware level, the potential constructions
should be implementable and practical with near-term classical/quantum hardware
techniques.
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Regarding Question 2, we consider that near-term quantum computing devices
will be mostly available on a remote side by a cloud server due to the expense and
use cases. In this sense, different classical hardware security primitives are utilised
to protect the computation by satisfying different security properties dependently
in classical scenarios. In the context of quantum cloud computing scenarios with
different setups and adversarial behaviours, we expect that hardware security prim-
itives can play the same role with a necessary extension of quantum mechanical
systems while retaining reasonable designs and constructions to implement and
utilise. It might seem too early to discuss security primitives based on hardware
construction in quantum computing architecture, especially due to unsophisticated
constructions and the limited computing power of quantum computation devices
nowadays. We expect that our ideas can heuristically recall the attention on hard-
ware security designs and constructions in building future quantum computers.

1.4 Thesis Overview

Here, we give a brief introduction to the structure of the thesis for a general
overview of the content in each chapter:

o In Chapter 2, we introduce the significant preliminaries and necessary math-
ematical frameworks and toolkits that are tightly related to our work. This
chapter is composed of two parts: The first part introduces the notions and
techniques that we commonly use in the research of quantum information
and quantum computation. The second part includes the basics of cryp-
tographic primitives and different security models. They form together to
derive our novel ideas for constructions, security analyses, and applications
that we develop further in the thesis.

e In Chapter 3, we generally discuss the significance of security on the hard-
ware level of modern computing systems, which results in the research of
hardware security primitives in classical and quantum. Specifically, we in-
stantiate three main different hardware security primitives: Hardware Ran-
dom Number Generator (HRNG), Physical Unclonable Function (PUF) and
Trusted Execution Environment (TEE), which provide specific cryptographic
security properties, respectively. Recall Question | and 2 that we proposed
previously, we focus on PUFs and TEEs classically and in quantum by in-
troducing and comparing different state-of-the-art constructions with their
advantages and drawbacks. We formalise with mathematical models to cap-
ture their cryptographic properties. A partial description of this chapter can
be found in the following works:

[26], and
[27], respectively.

o In Chapter |, we answer to Question | by studying PUFs within our work:
[26]. We

propose a generic design of provably secure PUFs, called hybrid locked PUFs
(HLPUPFs), providing a practical solution for securing classical PUFs (CPUFs).


https://quantum-journal.org/papers/q-2023-05-23-1014/
https://quantum-journal.org/papers/q-2023-05-23-1014/
https://www.nature.com/articles/s41534-022-00612-5
https://www.nature.com/articles/s41534-022-00612-5
https://quantum-journal.org/papers/q-2023-05-23-1014/
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In brief, an HLPUF uses an underlying CPUF and encodes the output into
non-orthogonal quantum states, together with the lockdown technique, to
prevent the adversary from accessing the structured information of the out-
come of CPUF. Moreover, we show that by exploiting non-classical proper-
ties of quantum states, the HLPUF allows the server to reuse the challenge-
response pairs for further client authentication. Later, we support our the-
oretical contributions by instantiating the HLPUF design using accessible
real-world CPUFs via simulation in different scenarios. We use the optimal
modelling attacks to forge both the CPUFs and HLPUFs, and we certify
the security gap in our numerical simulation for construction, which is ready
for implementation. This result provides an efficient solution for running
PUF-based client authentication for an extended period while maintaining a
small-sized challenge-response pairs database on the server side.

o In Chapter 5, we answer to Question 2 by TEEs within our work:
[27]. Inspired by the
TEE mechanism, we introduce a secure hardware design named a QEnclave
that extends to quantum computing from the classical concept of a secure
enclave that isolates a computation from its environment to provide privacy
and tamper-resistance. To minimise the trust assumption for practicality,
our QEnclave only performs single qubit rotations, ideally described by re-
mote state rotation (RSR) functionality. We show it is sufficient to secure
an arbitrary quantum cloud computation in terms of privacy with a classical
client, even if an adversary controls the qubit source. An immediate con-
sequence is the weakening of requirements for blind delegated computation
with the same secure guarantees, while previous delegated protocols relied

on a client that can either generate or measure quantum states.

o In Chapter 0, we conclude our works on developing hardware security primi-
tives in the quantum era from two different directions. Meanwhile, we discuss
the related work that can be done in the future.


https://www.nature.com/articles/s41534-022-00612-5
https://www.nature.com/articles/s41534-022-00612-5

CHAPTER2

Preliminaries

and notations used in our thesis. In general, it can be divided into two parts:

In the first part, we introduce the preliminaries of quantum information and
quantum computation technologies, including the necessary materials of quantum
information theory we need to describe different quantum properties within our
proposed quantum hardware security primitives. The second part covers the pre-
liminaries of cryptography and different security models, which provides us with
formal verification tools to define and analyse the cryptographic security properties
of different quantum hardware security primitives that we propose in our thesis.

I N this chapter, we aim to provide the necessary backgrounds, concepts, toolkits

2.1 Quantum Information and Quantum Compu-
tation

We start by introducing the background of quantum information and quantum
computation. We assume some familiarity with linear algebra, whereas familiarity
with quantum mechanics beforehand is not necessarily required to understand the
content of the thesis.

2.1.1 Quantum States and Dirac Notation

In quantum mechanics, a quantum state is a mathematical description that charac-
terises the quantum properties of a physical system . Quantum states are typically
represented as vectors in a complex vector space, which is a Hilbert space H, often
called a Hilbert space H, and thus a Hilbert space of dimension d by H?. For a
d-dimensional Hilbert space, any vector can be expressed as a linear combination
of d orthonormal basis vectors.

In quantum information and quantum computation technologies, a qubit is a
quantum system analogous to a classical bit. It lives in a two-dimensional Hilbert
space H. In particular, the computational basis of a qubit in H? is denoted as:

o=l =3 E8t

Indeed, a quantum state is supposed to encompass the properties of a physical system not
only limited to quantum ones, but we care more about the quantum properties in the thesis.

7
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By using the ket notation |-), together with the bra notation (-| as the dual or
conjugate, we obtain the Dirac notations that are widely used in quantum.

For a quantum system that can be represented by a vector in the Hilbert space,
we describe its state deterministically, and therefore we call it a pure state. It can
be written as a liner combination of the basis, e.g., [¢) = «|0)+|1) with «, 5 € C,
where || +|8]> = 1 due to the normalisation. We call such a linear combination a
superposition of the basis states (other quantum states). Particularly, we introduce
the quantum states |+) and |—) with superposition of computational basis with
equal coefficients:

1 1 |1 1 1 1
==l == L] e

They also form the basis of H? due to their orthonormality, which we call X-basis
or Hadamard basis. Meanwhile, we can also describe a pure quantum state by its
density matriz p = |1) (| with the outer product of the vector with itself.

Relatively, some quantum systems are represented by a probability distribution
over different pure quantum states, so-called mized states with the representation
as follows:

P = Zspssz><ws|' (23)

A density matrix is a Hermitian operator of trace one, i.e. tr(p) = 1, acting on
the Hilbert space of the system. While a pure state always satisfies tr(p?) = 1,
tr(p®) < 1 for mixed states.

For two pure states [1),|#), the bra-ket product (| ¢), also known as inner
product, is a fundamental operation in the Dirac notation. It involves taking the
complex conjugate of a bra and multiplying it by a ket, yielding a complex number.
It is often used to calculate probabilities and overlaps between quantum states.

The Bloch sphere, on the other hand, is a geometric representation used to
visualise possible pure and mixed states of a single qubit as shown in Figure
, where all possible pure states are on the surface of the sphere, and the mixed

1)
Figure 2.1: Visualisation of an arbitrary qubit state [¢)) in the Bloch sphere

states are inside the sphere. For 0 < # < 27 and 0 < ¢ < 7 in the Bloch sphere,
we describe an arbitrary pure state as:

Y

) = cos ¥ ¢

|0) 4 ¢ sin 3 0) (2.4)



2.1. QUANTUM INFORMATION AND QUANTUM COMPUTATION

To describe a joint state |1)415) in Hilbert spaces H and Hp of two quantum
systems, we say the state is separable if the state can be written as a convex
combination of product states |Yatp) = >, p; WXU ® W?) (or simply |Yap))
in Ha ® Hp. Meanwhile, there are other states that can not be written in the
composition of tensor product form. These states are, therefore, non-separable
and called entangled states, which are associated with the phenomenon of quantum
entanglement.

Note that one of the most important bipartite entangled states is Bell states,
which are:

£y 1
5 = =100, 10} £ 1), @ 1))
[65) = (0}, ® | L) % 1), ©[0) ). (2.5)

V2

Here, the subsystems A and B are correlated and cannot be described indepen-
dently of each other. In this case, to describe the quantum state of a subsystem
from an entangled state of a joint system, we use the partial trace on one of the
other subsystem to get the quantum state of the targeted subsystem, with the
density matrix representation of the quantum states as:

pa =tre(pas), pe = tra(pan). (2.6)

Here, pa and pp are called reduced density matrices. For Bell states, the reduced

density matrix of subsystems A and B results in the density matrix %, which

are known as maximally mized states, which are often associated with a lack of
knowledge or structured information about the quantum system.

2.1.2 Quantum Transformations and Measurements

The transformation of a closed quantum system can be described by a unitary
operation on a pure state [¢)) or mixed state p as:

') = U ) p=UpU" (2.7)

There are a few examples of unitary operators, which are important in quantum
computation and quantum information. We use the letters X/Y/Z to denote some
particular unitary operators called Pauli operators. For single-qubit, the Pauli-
X /Y /Z operators, as well as identity I, are:

IZ(é ?)’X:G (1J>’Y:<Ei é),Z:G) —01)‘ (28)

Another important operator is the Hadamard (H), which maps the computa-
tional basis to the Hadamard basis with the following matrix:

H = ;5 G _11> . (2.9)

Meanwhile, a phase shift operator is a family of single-qubit gates that map the
computational basis states |0) to |0), and |1) to € |1). It is equivalent to performing

9
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a rotation about the z-axis on the Bloch sphere by 6 radians. The following matrix
represents the phase shift operator:

7(6) — (é e%) . (2.10)

For two-qubit systems, there are unitary operators called controlled-U, which
use two qubits as input: a control qubit and a target qubit. It operates the unitary
U on the target qubit when the control qubit is set to |1), e.g., the controlled-X
(CNOT) and controlled-Z (CZ) operators are

1000 100 0
0100 010 0

CNOT= {0 o 1l Z=|g 01 (2.11)
0010 000 —1

A general map between two quantum states is a quantum channel £, which is a
completely positive and trace-preserving (CPTP) map. It can always be described
as a linear combination of Kraus operators {Ej} as £ = S EppE}, where {E,} can
be written as E, = Y;«;0;. Here, a; is a complex number, and o; is a Pauli operator.
Alternatively, the quantum channels can be described by a unitary operation on
an expanded Hilbert space that includes the system of environment |E) as:

¢ =E(p) = trp[U(p @ |E)E]U]. (2.12)

Quantum channels can model the effect of quantum noise. The latter descrip-
tion shows how any noise can be seen as an interaction of the quantum system
with the environment. This helps us analyse the effect of quantum noise on the
target system the same way we describe any other transformations. For example,
the Pauli-X and Pauli-Z matrices are also referred to as the bit flip noise and phase
flip noise. Meanwhile, there are other important and widely-studied quantum noise
effects on the quantum system [28].

Quantum measurements are fundamental processes in quantum mechanics that
allow us to extract information from quantum systems. The measurement of a
quantum state is defined by a set of operators {M;} satisfying >, MZ-TMZ- = [ with
its conjugate transpose operators MZ-T. The probability of getting measurement
result ¢ on quantum state [t} is

p(i) = (V| MIM; ), (2.13)

where (1| Mj M; [¢)) = (4| M; |4 if and only if M are projective and hermitian.
And the state of the system after the measurement is:

) = ) (2.14)

(W] M M; )

For a general mixed state p, the probability is given as:

p(i) = tr(Mip). (2.15)

10
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The above calculation of probabilities of measurement outcomes in quantum sys-
tems is described by Born’s rules.

An important special class of measurement are projective measurements, where
we measure a quantum state in a certain basis, e.g., performing the measurement
on quantum state p in the computational basis, we project p onto the eigenstate
|0) or |1) by projection operators |0)(0| and |1)(1|, with the measurement outcome
1 or -1 as eigenvalues of the observable Pauli-Z. Here, we can easily calculate the
expectation value of Z in the state p by

(2), = tr(Zp) (2.16)

A more general measurement is given by the mathematical tool known as the
Positive Operator-Valued Measure (POVM) formalism. A POVM is described by
a set of positive operators {F;} satisfying Y, EJ E; = I, and the probability of
outcome 7 on quantum state [¢) is given by

p(i) = (V[ Ei [¢) = tr(Eily) (¢]) (2.17)

However, unlike projective measurements, the operators are not necessarily orthog-
onal. Thus, the cardinality of the set can be greater than the dimension of Hilbert
space of the state to be measured. It allows capturing measurements with contin-
uous outcomes, overlapping outcomes, and more.

2.1.3 Distance Measures and Distinguishability

Distance measures of classical and quantum information plays an important role in
our thesis. In classical information theory, we use distance measures expressed by
Dist(+, ) to quantify the dissimilarity or difference between two values, probability
distributions, sets, data points, etc. For example, for two values x and y, we
use Dist(z,y) to denote the distance between z and y according to some metrics,
e.g., the Hamming distance. However, many of the methodologies for distance
measures in classical information theory can not be exploited directly in quantum
information. In cooperating with the nature of quantum mechanics, trace distance
and fidelity are the two most common distance measures techniques utilised in the
community of quantum computation and quantum information.

We start by introducing the distance measures for classical probability distri-
butions, in contrast to the probability distribution over different quantum states
in the Hilbert space of the quantum system. For two probability distributions {p, }
and {q,}, we compare them by the following distance measure called trace distance,

. 1
DISt(pow %ﬁ) = §2x|px - q:(:| . (218)

In quantum analogue, it generalises the classical notions of trace distance. The
formal definition is given as follows:

Definition 2.1 (Trace distance). For any two quantum states p and o, the trace
distance is as below

1 1
Di(p,0) = 5llp =l = 5tr o —ol. (2.19)
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where |p — o| = \/(p —0)t(p— o) is defined to be the positive square root of (p —
o) (p — o). The two states are identical if and only if D(p,0) = 0. As the value
increases, the states become more distinguishable.

Another common distance measure for quantum states is the so-called fidelity,
even if it is not a metric on density matrices. The fidelity between states p and o
is defined by the Uhlmann fidelity [28] as follows:

Definition 2.2 (Uhlmann fidelity 28 ). For any two quantum state p and o, the
Uhlmann fidelity is defined as:

Flp,0) = [tr(y/ Voo VD) (2.20)

When F(p,o) = 1, it means that the states are identical. As the fidelity decreases
from 1 to 0, the states become less similar.

For many cases, the trace distance and the Uhlmann fidelity are equivalent. In
general, they are related by the following inequality:

1 - F(p,0) < D(p,0) < /1 — F(p,0)2. (2.21)

Distance measures are essential in the distinguishability of quantum states. Re-
call that an important property of the quantum states is the impossibility of creat-
ing perfect copies of general unknown quantum states, known as the no-cloning the-
orem [29]. This is an important limitation imposed by quantum mechanics, which
is particularly relevant for cryptography. A variation of the same feature makes it
impossible to obtain the exact classical description of quantum states by having a
single or very few copies. Therefore, there exists a bound on how much classical in-
formation can be extracted from quantum states, known as Holevo bound [30]. As
a tightly co-related problem, distinguishing between two unknown quantum states
is also a probabilistic procedure known in the quantum information literature as
quantum state discrimination. The goal is to distinguish p by performing the op-
timal POVM and getting the minimum error probability, where it is bounded by
their distance, known as Holevo-Helstrom bound as follows:

Definition 2.3 (Holevo-Helstrom bound). The best success probability to discrim-
inate between two (mized) states represented by p and o, which are given uniformly
at random with probability %, can be denoted by:

Pritt, = (14 D(p.0)) = 51+ Lo ol (222

Complementary to distinguishability, we consider two quantum states equal if
their trace distance vanishes. Here, we use the expression Ver(-,-) for checking
the equality of any two quantum states by distance measures as a CPTP map
Ver : HY® H? — {0,1}. For two quantum states p and o the CPTP map Ver :
H? @ HY — {0, 1} measures the equality as

1 ifflp—ofl, <e

_ (2.23)
0 otherwise.

Ver(p,0) = {

12
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This general verification also includes measurements of quantum states as veri-
fication algorithms since it has been defined as a general CPTP map. One example
of such an algorithm that implements the verification map is the SWAP test [31].
The swap test’s circuit uses the controlled version of a swap operator, where

SWAP = (2.24)

o O O
o= O O
o O = O
_— o O O

that swaps the order of two quantum states if the control qubit is |1). For two pure
states |1) and |¢), one can calculate that the circuit outputs |0) with probability
L+ 1F(|¢),|¢)) and it outputs |1) with probability 3 — $F(]¢),]¢)). As can be
seen, the success probability of this test depends on the fidelity of the states.
Finally, the diamond norm is used to quantify the distance between quantum

channels, with the following definition:

Definition 2.4. For any two quantum channels & and &, which are CPTP maps,
the diamond norm is defined as:

1€1 = E2lo »=max [[(&1 @ I)p — (&2 @ I)plh, (2.25)

with the mazimum being taken over all the density matrices p.

2.1.4 Entropy and Uncertainty Relation

As a fundamental concept, entropy plays a central role in various aspects of infor-
mation theory to measure the average amount of information or uncertainty of the
variable’s outcomes. For classical information, we also referred to the entropy as
Shannon entropy, with the formal definition:

Definition 2.5 (Shannon entropy). Let X be a discrete random variable on a finite
set X = {xy,...,x,} with probability distribution function p(x) = Pr(X = x). The
entropy H(X) of X is defined as:

H(X) = —=Xsexp(x)log p(z) = —Ellog p(z)]. (2.26)
The logarithm is usually taken to base two, where the entropy is measured in bits.

In quantum information theory, we use the Von Neumann entropy to the amount
of uncertainty or information contained in a quantum state p with the definition
as follows:

Definition 2.6 (Von Neumann entropy). For a quantum mechanical system de-
scribed by a density matriz p, the Von Neumann entropy is defined as:

H(p) = —tr(plog p) = —X;\; log(Ny). (2.27)

Here, \;s are the eigenvalues of p.The logarithm is usually taken to base two. H(p)
is 0 for any pure quantum state, indicating no uncertainty or randommness.

13



CHAPTER 2. PRELIMINARIES

According to the notion of entropy in classical and quantum information theory,
we introduce an important and useful mathematical tool that we use in our thesis.
It is called entropic uncertainty relations, which includes a mathematical frame-
work with several inequalities. More recently, entropic uncertainty relations have
emerged as the central ingredient in the security analysis of almost all quantum
cryptographic protocols, such as QKD and two-party quantum cryptography [32].

Heisenberg’s uncertainty principle is one of the most important fundamental
properties of quantum mechanics, which, mathematically speaking, is due to the
non-commuting property of some observables like Pauli X and Z measurements.
Reformulating these relations in terms of entropic quantities has been very useful
in the foundations of quantum information. It has also been widely used in the
security proofs of quantum communication protocols, such as QKD. The most well-
known uncertainty relation for these operators was given by Deutsch [33] and later
improved [34] as follows:

H(X) + H(Z) > logy( ), (225)
where ¢ denotes the maximum overlap between any two eigenvectors of Pauli X
and Z.

We consider a quantum system A where the state is described with the density
matrix pa on a finite-dimensional Hilbert space. If the measurement is performed
in the Pauli X or Pauli Z basis, the measurements are projective operators that
project the state into the subspace spanned by those bases. Here, the random
variables that are associated with the entropy are defined by the measurement
outcomes of observables X and Z. In the most general case, the measurements
are a set of POVM operators {M?*}, and {N?}, on system A. The probability of
obtaining outcomes x and z is, by the Born rule,

Px(z) =tr[paM®] , Pz(z) =tr[paN~7] (2.29)

In this case, Equation ( ) still gives the generalised uncertainty relation with
the difference that c is defined as follows:

¢ =MaxX Cz, and Cg =|| VM=V N= |?, (2.30)
where || - || denotes the operator norm (or infinity norm). The above uncertainty

relation can be extended to conditional entropy as well in the context of guessing
games [32]. Assume two parties, Alice and Bob, where Bob prepares a state pu,
and Alice randomly performs the X and Z measurements leading to a bit K. Then
Bob wants to guess K given the basis choice R = {0, 1}. The conditional Shannon
entropy is defined as follows:

H(K|R) := H(KR) — H(R) (2.31)

Thus, one can get the same uncertainty relation with the conditional entropy as:

H(K|R = 0) + H(K|R = 1) > logy(*) (2.32)

C
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Similar to the classical case, for a bipartite system p4p the conditional Von Neu-
mann entropy is defined as follows:

H(A|B) = H(pag) — H(ps) (2.33)

Furthermore, this can be generalised to a tripartite quantum system with state
paBc- An interesting property here is an inequality referred to as data processing
inequality [32], which states that the uncertainty of A conditioned on some system
B never goes down if B performs a quantum channel on the system. In other words,
for any tripartite system pspc where system C' will perform a quantum operation
on the quantum state in order to extract some information, we have the following:

H(A|BC) < H(A|B) (2.34)

The above inequality leads to the general uncertainty relations between any tri-
partite system, including two honest parties, Alice and Bob, and an eavesdropper,
Eve. In this case, the following entropic inequality holds:

H(K|ER) + H(K|BR) > log, (i) , (2.35)

where K is the measurement output and R is the basis bit. This imposes

a fundamental bound on the uncertainty in terms of Von Neumann entropy, in

other words, the amount of information that an eavesdropper can extract from

the joint quantum systems shared between the three parties. These inequalities

can also be extended to the case where n bits are encoded in n quantum states

where R"™ and K™ are bit-strings denoting the basis random choices for the qubits

and measurement outputs respectively, and B" denotes Bob’s bit-string. Also, E

denotes Eve’s system, a general quantum system operating on n-qubit messages
and any arbitrary local system. We have the following inequality:

H(K"|ER")+ H(K"|B"R") > nlogQ(i) (2.36)

Meanwhile, the entropic uncertainty relations can also be exploited to a broader

perspective on information content and uncertainty that is described by entropies.

Here, we employ Rényi entropy [35] as a family of entropy measures in information

theory that generalises different aspects of uncertainty and information content.

With an adaptation to the quantum mechanical system, we introduce the defini-
tions of min- and max-entropy from [36, 37] as follows:

Definition 2.7. Let p = pap be a bipartite density operator. The min-entropy of
A conditioned on B is defined by:

Hnin(A[B), := —inf Doo(pas|lla @ op), (2.37)

where the infimum ranges over all normalised density operators og on subsystem
B and where

Doo(7||7) :=inf{A e R: 7 < 2*7'} (2.38)
On the other hand, the maz-entropy is defined as:
Hynax (A B)p := = Hunin(A[|C),, (2.39)

where the min-entropy is evaluated for a purification papc of pap-
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Furthermore, the smooth min- and maz-entropy of a state p is given by min-
and max-entropy for a state p’, which is e-closed to p with respect to distance
measures. ¢ is also called the smoothness parameter.

Definition 2.8. Let p = pap be a bipartite density operator and let € > 0. The
e-smooth min- and maz-entropy of A conditioned on B are given by:

Hin(AB), := sup Hiin(A|B),,
o

H; o (A|B), = inf Hunax(A|B)),, (2.40)
p

2.1.5 Quantum Computation Models

Until now, we have introduced different notions of quantum information processing
from different perspectives that are related to our works in the thesis. However, the
same important question that people care about is how to gather these quantum
information techniques to form a quantum computation device within the scope of
the concept of modern computing systems. To answer this question, it is necessary
to understand different models of quantum computation. They are also the essential
guidelines for constructing quantum computers in practice.

Turing machine is an abstract mathematical model of computation proposed by
Alan Turing [2], which is nowadays one of the foundational concepts in the theory of
computation. As described in [28], a Turing machine mainly contains four elements:
(a). A program, rather like an ordinary computer; (b). A finite state control, which
acts like a stripped-down microprocessor, coordinates the other operations of the
machine; (c¢). A tape, which acts like a computer memory; and (d). A read-write
tape-head points to the position on the tape, which is currently readable or writable.
A quantum Turing machine (QTM) has the same formalisation of abstraction for
quantum computation, which deals with quantum states in a Hilbert space of the
quantum mechanical system. It was first proposed in [3] and [4] by Paul Benioff,
then further developed in [5] by David Deutsch.

In practice, there are different models for quantum computation. Quantum
circuit model is the quantum analogue of the Boolean circuit model. In the classical
Boolean circuit model with classical input/output, any computational task can be
modelled by a Boolean function f : {0,1}" — {0,1}™, which is computable by a
circuit using just AND, OR and NOT gate, i.e., AND, OR, and NOT gates form the
universal gate set. Whereas in the quantum circuit model, the inputs are qubits,
or quantum states in general. The logic gates here are unitary transformations.
For the basic quantum logic gates, we have already introduced and described their
unitary matrices previously. Meanwhile, it also requires that the logic gate set in
the quantum circuit model is supposed to be universal to approximate arbitrary
unitary operations within a quantum circuit .

Another model of quantum computation is Measurement-based Quantum Com-
puting (MBQC), originally proposed by Raussendorf and Briegel [39, 40, 41]. Unlike

2Tt turns out that the universal quantum gate sets are not unique. Nevertheless, according to
Solovay—Kitaev theorem [38], it is possible to take O(log®(1/€)) gates from a fixed finite set to
e-approximate any gate U on a single qubit, where c¢ is a small constant approximately equal to
2.
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the quantum circuit model, quantum information processing in MBQC is achieved
through a sequence of measurements on an entangled quantum state as the resource
state rather than by applying a series of quantum gates. MBQC is often imple-
mented using a resource state called a cluster state in the family of graph state. A
cluster state is formed by preparations of single qubits in the state |+), except the
input qubits, then entanglements of two qubits with the C'Z operator. Each opera-
tion is performed by applying a measurement on the qubits determined by a prede-
fined measurement pattern with basis {|+4) ,|—¢)}, where |£4) = %(|O> + €' |1))
with measurement results 0 and 1 respectively, and do corrections on single-qubits
with operators X, Z depending on measurement results [42]. This technique is also
known as gate teleportation [43]. Also, MBQC is a universal model of quantum
computation. Due to the limitation of quantum hardware devices, MBQC offers
advantages in terms of fault tolerance and scalability compared to the quantum
circuit model.

Meanwhile, MBQC model is also suited for certain quantum communication
protocols. Universal blind quantum computation (UBQC), originally introduced
in [44], is a MBQC-based quantum computation model for delegated quantum
computation with a privacy-preserving guarantee with a quantum communication
channel in between. At the start of a UBQC protocol, a client produces a sequence
of single-qubit states of the form |+4) with 6 chosen uniformly at random from
{0,%,... %’T} After receiving N such qubits from the client through a quantum
channel, a server entangles them to build a brickwork state in the family of graph
state. The computational stage is interactive and uses only classical communica-
tion. During this stage, the client continuously sends the measurement angle for
each qubit to the server, which returns the measurement result to the client. The
client then updates the successive measurement angle. At the end of the compu-
tation, the server returns the quantum outputs to the client. We will elaborate on
UBQC and its variants with different security properties in Chapter

2.2 Cryptographic Primitives

From this section, we forward our steps to different concepts of cryptographic prim-
itives that are related to our thesis. Cryptography is nowadays an essential tool
for guaranteeing security in different dimensions throughout communications and
computations in the presence of adversaries with different powers. For a cryp-
tographic protocol, an adversary is assumed to deviate from the execution of the
protocol arbitrarily, mostly to obtain underlying secret information. In the context
of quantum information and quantum computation technologies, the power of the
adversary in terms of its computational power can classify the adversary into un-
bounded, probabilistic polynomial time (PPT), or quantum polynomial time (QPT)
adversary. A protocol is information-theoretically secure if it is proven to be secure
against an unbounded adversary, where there are no additional assumptions made
on the adversary. Otherwise, the protocol can be computational secure against an
efficient adversary in PPT/QPT, where PPT adversary is limited to performing
classical algorithms in polynomial time and possibly making random choices, and
QPT adversary can make use of quantum oracle algorithms, and quantum com-

17



CHAPTER 2. PRELIMINARIES

puters in polynomial time . Meanwhile, we analyse the computational security by
an asymptotic approach incorporating a security parameter to measure the level
of security. In the rest of our thesis, since we consider the adversary to be with
quantum power, we refer to an efficient adversary/algorithm as a QPT
adversary /algorithm.

2.2.1 Omne-way Function

One-way function (OWF) is the most basic primitive for cryptographic functions.
We say a function is one-way if it is easy to compute but hard to invert. On the one
hand, by saying it is easy to compute, we mean that the function can be evaluated
in polynomial time with arbitrary input. On the other hand, by saying it is hard
to invert, the success probability of inverting the OWF is negligible by any efficient
algorithm. A function € is negligible if it decays faster than any inverse polynomial
in the security parameter A, and we denote it by negl(A). A formal definition is
given as follows:

Definition 2.9 (Negligible function). A positive function € : N — R is negligible
if for all ¢ € N, there exists A € N such that e(\) < % for all A > A.

Definition also says that the function € is negliglible if and only if e(\) €
O(1/p(X)) for all positive polynomials p. On the other hand, the function € is
non-negligible if there exists a polynomial p such that for a large enough A, it holds
that e(\) > 1/p(A).

We then give a formal definition of one-way function:

Definition 2.10 (One-way Function (OWF)). A function f :{0,1}" — {0,1}™ is
a one-way function if:

o (Easy to evaluate). The function f can be evaluated in polynomial time on
every input.

o (Hard to invert). For an efficient adversary A, there exists a negligible
function € with sufficiently large security parameter n such that:

Prlf(A(f(2)) = f(z) : @ + {0,1}"] < e(n). (2.41)

There are a few remarks for Definition . Firstly, we use f(A(f(x))) = f(z)
instead of A(f(x)) = x by concerning the fact that the function f is not necessarily
to be one-to-one but in the case that f(x) might have more than one preimage.
Secondly, by saying a single function f : {0,1}" — {0,1}™ in the definition, one-
wayness can also be defined over a family of functions.

It turns out that OWFs are so powerful that they are sufficient to construct
other important cryptographic primitives, including pseudorandom generator and
pseudorandom function. We will introduce these important primitives in the next
subsection.

3For completeness, a formal definition is given in [45] states that an algorithm A is said to
run in polynomial time if there exists a polynomial p(-) such that, for every input « € {0,1}*,
the computation of A(z) terminates within at most p(||z||) steps, where ||z|| denotes the length
of the string x
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2.2.2 Pseudorandomness

Randomness is one of the most important properties in modern cryptography. The-
oretically, generating any cryptographic key requires using a truly random source.
However, obtaining a truly random source with no bias or correlation between
each time of generation is sometimes expensive. In this case, pseudorandomness
has been introduced and is widely used nowadays in modern cryptography.

A crucial criterion for an object with pseudorandomness property is compu-
tational indistinguishable from the true randomness. To give an insight into the
terminology computational indistinguishability, we give a formal definition as fol-
lows:

Definition 2.11 (Computational indistinguishability). Let D and Dy be two
probability distributions with security parameter A\ € N. We say Dy and Dy are
computationally indistinguishable written as Dy =. Ds, if for any efficient adversary
A, we have

PrlA(1Y,2) = 1: 2 < Dy = PrlA(Y @) = 12 4 Dyy)| S e(h).  (242)
Therefore, to formally define pseudorandomness, we have:

Definition 2.12 (Pseudorandomness). Let D, be a probability distribution with
security parameter A € N. We say Dy is pseudorandom if for any efficient adversary
A, it can distinguish between Dy and a uniformly random distribution Ry with
negligible probability e(\), i.e., Dy is computationally indistinguishable from R:

PrlA(Y 2) = 1: 2 ¢ Dy = PrlA(IY o) = 1: 2« RyJ| < (M) (2.43)

In modern cryptography, we use pseudorandom generator (PRG) to obtain a
pseudorandom string . A pseudorandom generator is an efficient and deterministic
algorithm that receives a short, truly random secret seed and stretches it into a
long string that is pseudorandom [45]. Formally, we have:

Definition 2.13 (Pseudorandom Generator(PRG)). Let ¢ be a polynomial and
let G be a deterministic polynomial time algorithm such that upon any input seed
s € {0,1}" where n € N, the algorithm G outputs a string {0, 1} . We say that
G is a pseudorandom generator if the following two conditions hold:

o (Ezpansion). For every n, it holds that ¢(n) > n.

o (Pseudorandomness). For any efficient adversary A, there exists a negligible
function € in security parameter n such that:

PrA(r) = 1:7 < {0,1}™)] = PrlA(G(s)) = 1: 5 < {0,1}"]| < e(n).
(2.44)

4PRG is used as the formal concept in theoretical computer science. For the common meaning
of this term, see pseudorandom number generator. (PRNG)
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Note that we emphasize that the adversary A is bounded within quantum
polynomial time. Otherwise, the output of pseudorandom generator G is indeed
far from the true randomness. Imagine if A tries to distinguish between a random
string of length 2n and a pseudorandom string with the pseudorandom generator
G : {0,1}" — {0,1}*" within exponential time. The true random string follows the
uniform distribution over {0,1}?", yet there are only 2" different possible strings
for the pseudorandom string since the input of G is with length n. Hence, given a
string uniformly distributed in {0, 1}?", the probability that there exists a seed of
G for such string is 2% As a result, the distinguishing probability is therefore:

[PrD(r) = 157 {0,1}2"] = Pr[D(G(s)) = 1 5  {0,1}"]| = 1 - 2171 (2.45)

Furthermore, we introduce the pseudorandom function (PRF) family, defined
as a family of functions indexed by key, which is computationally indistinguishable
from the set of truly random functions having the same domain and range. A
keyed function takes two inputs: a key k € K, an input = € X, and output
y = F(k,z) € Y. If the key k is chosen and fixed, we can rewrite the key function
as Fi(z) = F(k,z) with single input z. Formally, we have:

Definition 2.14 (Pseudorandom Function(PRF)). Let IC, X', be the key space,
domain, and range parameterized by the security parameter n, a family of keyed
functions {F : K x X — Y} is a pseudorandom function family if for any efficient
adversary A, Fy with a randomly chosen key k < K is computationally indistin-
guishable from a function f : X — Y from the set of truly random functions F:

PrABO") =11k« K] = PrA/O(1") = 1: f « F)| < e(n), (2.46)
with a negligible function e(n).

Here, the key k& must not be known by the adversary A since it is trivial to
distinguish Fy(-) from f(-) if & is known: Then A queries the given function with
0™ and obtain the output y, it then compares the result with Fj(0"). If the given
function is F}, then the results are equal; Otherwise, the probability that two
results are equal is 1/2".

As mentioned by the end of Section , there are inherent relations among
OWF, PRG, and PRF. Specifically, we have:

OWF < PRG < PRF, (2.47)

where each arrow means we can construct one primitive from the other [46, 47].
Meanwhile, OWF and pseudorandomness are important concepts in cryptography
and complexity. OWFs are indeed a minimal assumption for almost all cryptog-
raphy, not only for obtaining PRGs and PRFs. Pseudorandomness, as a compu-
tational relaxation of true randomness, plays a fundamental role in cryptography
in general as long as true randomness is inefficient in terms of usage and expense.
Still, with the advancement of hardware random number generator techniques,
true randomness is preferred in situations where security and unpredictability are
critical.

20



2.2. CRYPTOGRAPHIC PRIMITIVES

In the quantum regime, the true randomness on the spaces of quantum states
and unitary operators is referred to as Haar randomness according to the Haar
measure. Furthermore, a family of pseudorandom quantum states (PRS’s) is a set
of random states {|¢x) }rex indistinguishable from Haar random quantum states,
with the following definition in [48]:

Definition 2.15 (Pseudorandom quantum states (PRS’s)). Let k be the security
parameter. Let H be a Hilbert space and K the key space, both parameterized by k.
A keyed family of quantum states {|¢r) € H}rex is pseudorandom, if the following
two conditions hold:

o (Efficient generation). There is a QPT algorithm that generates state |py)
on input k. That is, for all k € IC,G(k) = |¢x).

o (Pseudorandomness). Any polynomially many copies of |¢x) with the same
random k € K is computationally indistinguishable from the same number of
copies of a Haar random state. More precisely, for any efficient adversary A
and any m € poly(k),

[PHLA(I60™™) = 1: & K] = PrA()™) = 1 [6) 1] < (), (248)
with a negligible function €(k), where p is the Haar measure on H.

To construct pseudorandom states, it is shown in [48] that a family of random

phase states satisfies Definition of PRS’s, and this family of states are proven
to be constructed from PRF efficiently as:
1 Fy(a)
= —Yecxwpy ), 2.49
6 = =Dt o) (2.49)
with the family of pseudorandom functions {Fj }rex in Definition . PRS’s are

shown to be very useful and fundamental in various cryptographic applications
[48, 49, 50]". More importantly, we are highly interested in the construction of
PRS’s from PRF, such that it provides us with a guideline to implement it in the
real world with currently available hardware devices. Since it is not the scope
of our work in the thesis, we will further elaborate on the bridge and potential
implementations between these two in practice.

2.2.3 Cryptographic Systems

Generally, a cryptographic system is a framework or set of rules and algorithms
used to guarantee different security properties, e.g., confidentiality, integrity, au-
thenticity, etc. of information during transmission and storage. A main distinction
among different cryptographic systems is how to use the keys, leading to the basic
concepts of private and public key cryptosystems. In this section, we briefly revisit
the frameworks of private and public key cryptosystems by definition. For each,
we discuss the real-world protocols/algorithms and their security against a QPT
adversary, which are relevant to our work in the thesis.

5 Another interesting question arose by [51] and get strong interest from the community is that
we obtain PRS’s even no post-quantum classical cryptographic primitive exists. That is, without
assuming the world Minicrypt we live in, we can still obtain important cryptographic primitives,
e.g., digital signature, quantum commitment, etc. Whereas it is even further to the hardware
level.
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Private Key Cryptosystems. Private key cryptosystems, or secret-key cryp-
tography, is a class of cryptographic systems where the same key is used for both
encryption and decryption. For a private key setup between two parties, they pre-
shared some information in secret called secret key. The sender encrypts a message
using the secret key and sends it to the receiver. When the receiver receives it, he
uses the same secret key to decrypt and obtain the message. The message itself
is called plaintext, and the encrypted message is called ciphertext. Since we use
the same secret to encrypt and decrypt the message here, we also call the setup
symmetric key cryptosystems. Here, we give a formal definition of a general private
key cryptosystem:

Definition 2.16 (Private key cryptosystem). A private key cryptosystem includes
three algorithms that are efficient to evaluate: (Gen, Enc, Dec). Let K, M, C be the
space of key, plaintext and ciphertext; Each algorithm is specified as follows:

o The key generation Gen takes the security parameter n as input and outputs
a secret key k < Gen(1™), where k € K.

o The encryption Enc takes the key k and a plaintext m < M as input and
outputs a ciphertext ¢ :== Enc(k, m), where ¢ € C.

o The decryption Dec takes the key k and the ciphertext ¢ as input and outputs
the plaintext m := Dec(k, c).

Meanwhile, it satisfies that Dec(k, Enc(k,m)) = m, so-called the property of cor-
rectness.

Classically, a well-known private key cryptosystem is the one-time pad (OTP).
The idea is to use a truly random secret key (pad) that is at least as long as the
plaintext to bitwise combine with the plaintext using XOR for encryption. And
the recipient uses the same pad and bitwise combines it again with the ciphertext
using XOR for decryption. With the conditions above satisfied, the OTP scheme
provides information-theoretic security [45], which means an unbound adversary,
without knowing the pad cannot determine any information about the plaintext.
However, the main issue comes from the key management since generating truly
random keys and securely distributing them to the sender and the receiver can
be costly and complicated. Nevertheless, by possibly leveraging a combination of
hardware security primitives with quantum information techniques as part of future
work, we show that the key management issue can be much less overhead and more
efficient.

Meanwhile, there exist practical private key cryptosystems to exploit with, e.g.,
Advanced encryption standard (AES) [52], proposed by Daemen and Rijmen. It
has been established as a standard encryption algorithm by NIST since 2001. It is
a Substitution-Permutation Network alternating between linear layers, non-linear
layers and round key additions [53]. To perform encryption on blocks of 128 bits
by AES, we first split it into 16 bytes. The round function of each round comprises
four operations: AddRoundKey (ARK), which xors the round key with the current
state; SubBytes (SB), which applies the AES S-Box to each byte; ShiftRows (SR),
which shifts the i-th row by i bytes left; and MizColumns (MC), which multiplies
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each column by the AES MDS matrix. To the best of our knowledge, AES seems a
resistant primitive in the post-quantum world and the classical one, with a bigger
security margin with respect to quantum generic attacks [53].

When AES is considered post-quantum secure on the level of the round function,
the main threats can come from the key scheduling session, in which the original
secret key is used to create a set of round keys [54]. First, if the length of the original
secret key is not long enough, a brute-force attack might be achievable by trying
out all possible secret keys. The security of AES depends on the secret key length
in this case. Meanwhile, AES is vulnerable to certain weak key attacks, e.g., if all
key bytes are set to the same value, the key schedule may become less secure. Last
but not least, different attacks on the hardware level can either sabotage the proper
running of the algorithm or intercept the side channel information of AES such that
an adversary may gain information about the key schedule or even the original
encryption key. Where the first and the second issues can be resolved trivially,
we think a possible solution to tackle the third issue can be a combination of
hardware security primitives and AES. On the one hand, an appropriate hardware
security primitive can provide a secure vault for storing cryptographic keys and
prevent them from unauthorized access. On the other hand, AES encryption and
decryption operations can be performed within the protection of hardware-based
mechanisms to ensure that sensitive data is processed securely. We will further
discuss this possible solution in Chapter

Public Key Cryptosystems. Public key cryptosystems, also known as asym-
metric key cryptosystems, are a class of cryptographic systems that use a pair of
keys: a public key and a private key. These keys are mathematically related, but it
is computationally infeasible to determine the private key based on the public key.
Public key cryptosystems are widely used for encryption, digital signatures, key
exchange, etc. Here, we give the formal definitions of a general public key encryp-
tion (PKE) system in Definition and digital signature scheme in Definition
in the following":

Definition 2.17 (Public key encryption (PKE) systems). Let M be the space of
plaintext. A public key encryption system is a tuple of algorithms that are efficient
to evaluate (Gen, Enc, Dec) satisfying the following:

o Algorithm Gen takes as input a security parameter 1" and outputs a pair of
key: (pk,sk) <— Gen(1™). We refer to the first of these as the public key and
the second as the private key. We assume for convenience that pk and sk
each have a length at least n, and that n can be determined from pk, sk.

o Algorithm Enc takes as input a public key pk and a message m < M. It
outputs a ciphertext ¢, and we write this as ¢ := Enc(m, pk).

6Note that digital signatures are often mistakenly viewed as the “inverse” of PKE systems,
with the roles of the sender and receiver interchanged. Even though it has been suggested that
digital signatures can be obtained by “reversing’ PKE systems, the real-world construction in
this way is completely unfounded. [45]
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o Algorithm Dec takes as input a private key sk and a ciphertext ¢, and outputs
a message m or a special symbol L denoting failure. We assume without loss
of generality that Dec is deterministic and write this as m = Dec(c, sk).

We require that for every n, every (pk,sk) output by Gen(1™), and every message
m in M, it holds that Dec(Enc(m, pk), sk) = m.

Definition 2.18 (Digital signature schemes). Let M be the space of the message.
A digital signature scheme is a tuple of algorithms that are efficient to evaluate
(Gen, Sign, Vrfy) satisfying the following:

o The key generation algorithm Gen takes as input a security parameter 1™ and
outputs a pair of key: (pk,sk) <— Gen(1"). We refer to the first of these as
the public key and the second as the private key. We assume for convenience
that pk and sk each have a length at least n, and that n can be determined
from pk, sk.

o The signing algorithm Sign takes as input a private key sk and a message
m < M. It outputs a signature o, and we write this as o < Sign(m, sk).

o The deterministic verification algorithm Vrfy takes as input a public key pk, a
message m, and a signature o. It outputs a bit b, with b = 1 meaning VALID
and b = 0 meaning INVALID. We write this as b := Vrfy(m, o, pk)

We require that for every n, every (pk,sk) output by Gen(1"), and every message
m in M, it holds that Vrfy(m, Sign(m, sk), pk) = 1

The security of public key cryptosystems is based on mathematical hardness
assumptions that are believed to be computationally hard, such as factoring large
numbers, e.g., RSA or solving the discrete logarithm problem, e.g., Diffie-Hellman
(DH), Elliptic curve cryptography (ECC). However, the emergence of Shor’s algo-
rithm [6] menaces these cryptographic schemes by showing that the problems of
factoring and discrete logarithms can be solved efficiently on a large, fault-tolerant
and universal quantum computer.

According to these, Lattice-based cryptography is one of the most popular direc-
tions to derive post-quantum cryptographic systems. In [55], the problem of short
integer solution (SIS) was firstly defined and related its average case complexity
to the worst-case hardness of finding short vectors in every integer lattice, giving
lattice-based one-way functions and lattice-based trapdoor functions. Meanwhile,
[56] introduced the NTRU public-key encryption system and the related ring-based
NTRU problem, which are believed to be related to the closest vector problem
(CVP) in a Lattice. And CVP is known to be NP-hard. On the other hand, learn-
ing with errors (LWE) problem is also a mainstream Lattice-based cryptography
defined by [57] as a mathematical hardness assumption to form the fundamental
base for post-quantum secure public-key cryptosystems. It is asymptotically re-
lated to the problem of the worst-case hardness of finding short vectors in lattices,
so-called shortest vector problem (SVP), known as NP-hard [58]. Furthermore, Mic-
cancio [59] introduced a ring-based analogue of Ajtai’ s SIS problem and a search
variant of ring-based LWE (and an associated public-key encryption scheme, rely-
ing on the Goldreich-Levin hardcore function [60]) was introduced in [61]. Also,
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an efficient reconciliation-based mechanism for constructing a simple and provably
secure key exchange scheme from LWE was discovered in [62] as an analogue of the
DH key exchange but with errors. Nowadays, cryptographic algorithms of PKE
schemes like CRYSTALS—Kyber, and digital signature schemes like CRYSTALS-
Dilithium and Falcon, which belong to lattice-based cryptography, have already
been through multiple rounds of verification and acknowledged by NIST [63].

At the same time, other computational models with different mathematical
hardness are also shown with quantum security. Code-based cryptography, e.g.,
BIKE, Classic McEliece, and HQC PKE or Key encapsulation mechanism (KEM)
schemes, and Hash-based cryptography, e.g., SPHINCS' PKE scheme [63] are also
algorithms that have been verified and acknowledge by NIST. However, the overall
drawbacks of quantum-secure cryptographic schemes are increased computational
costs, longer processing times, and higher resource requirements, which may con-
cern resource-constrained devices and applications, especially on the hardware level.
Hence, even though optimisation is not in the scope of our thesis, it is still a very
interesting and important question regarding implementations.

2.3 Different Models of Security

In modern cryptography, we prove the security of cryptographic protocols or algo-
rithms in a formal way within different security models, which depend on how the
target protocols are used in different scenarios. For example, one of the most well-
known security models is game-based security model, which captures the security
properties by defining a game and specifying the winning condition in the game
setting. Another useful security model is simulation-based security model that in-
stantiates the scenarios of the ideal and real world, respectively. Then, comparing
the two worlds from different perspectives tells whether the characterisation of se-
curity in the ideal world can effectively reflect the actual run of the protocol in
the real world. Meanwhile, it offers a stronger security guarantee from standalone
security to a general composition scenario by composability frameworks. In this
section, we introduce, in general, the definitions, setups and proof techniques in
terms of different security models that are related to our works in the thesis.

2.3.1 Game-based Security Model

To obtain rigorous guarantees on the security of a cryptographic protocol in the
game-based security model, we first define a specific security property that we ex-
pect the protocol to respect. Then, we capture the security property in a specified
attack game, usually between an efficient party called challenger and another effi-
cient party called adversary by definition. The definition of security is tied to some
particular event with a target probability. That is, as long as the game ends up by
definition, if the probability of such an event occurring in the game is negligibly
close to this target probability, we say the protocol is secure in terms of the prop-

"Key encapsulation mechanisms are commonly used in hybrid encryption schemes, where PKE
is used to securely exchange a shared symmetric key, which is then used for encrypting the actual
message content. This combines the security benefits of asymmetric and symmetric cryptography.
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erty that we specify in the first place. Otherwise, the adversary wins the game,
and the protocol is not secure.

The sequence of games approach in the game-based security model is com-
monly used. Generally, one constructs a sequence of games G, G, ..., G, with G
capturing the original attack regarding the target cryptographic primitive and the
malicious behaviours of the adversary. As long as G; respects the security property
with the target probability of the end-up event, meanwhile, the successive games
follow the same with their respective end-up events related to the first one, and
they show that each event respects the probability that is negligibly close to one
another successively. We obtain the corresponding security properties of successive
games in the game-based security model. This methodology can be figured as a
way to perform security reduction. Or the other way around, such that a break in
one game implies a break in the next game.

The game-based security model is widely used in cryptographic analysis to
capture the security primitive of a specified classical/quantum protocol. In the
case when we specify clearly the security property of the target protocol with
the particular event, as well as the adversarial behaviours are well defined and
captured in the game, the security proofs are simple to do and easy to understand.
In Chapter | of our thesis, we leverage the game-based security model and proof
techniques to capture the security definition regarding the unforgeability of Physical
unclonable functions (PUFs) with different setups in combining quantum encoding
schemes against network adversaries, and constructions while facing different types
of adversaries. Meanwhile, we encourage the readers to have a further read on
the work [64] for a complete understanding of the game-based security model and
related proof techniques.

2.3.2 Simulation-based Security Model

The simulation-based security is yet another security model for the cryptographic
analysis of classical /quantum protocols. The security here is captured by introduc-
ing two worlds, the ideal world and the real world, and comparing what happens
in these two worlds, respectively. In the ideal world, the cryptographic primitive
that we expect to achieve with the actual protocol in the real world, is trusted
and secure by definition. On the other hand, the real world specifies the actual
execution of the protocol among the participants. The comparison here is called
simulation since its proof technique is formalised by means of constructing a simu-
lator to show the cryptographic primitive is secure. For example, we say a private
key encryption scheme is secure when nothing is learned about the plaintext from
the ciphertext. In the simulation-based security model, the proof sketch is that an
adversary, who is given the ciphertext in the real world and the public information,
can not computationally distinguish from the ciphertext via the same encryption
of "garbage” (e.g., a binary string with all 0), which is generated from the simu-
lator by giving it only the public information without real ciphertext in the ideal
world. If so, we say that the execution in the real world is at least as secure as the
functionality in the ideal world. More details of the simulation paradigm can be
found in [65]

Here, we are motivated to introduce the simulation-based security model be-
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cause our proofs are mostly derived from the simulation paradigm in Chapter
Compared to Chapter /, where our design, security analysis and protocol are in
standalone settings, our works on proposed resources, real-world design and pro-
tocols in Chapter  should be applied mostly in the way of general composition,
including sequential and parallel compositions. And the security result from the
game-based security model might not be guaranteed in general composition. On
the other hand, based on the simulation paradigm, there are universal composi-
tion (UC) framework and abstract cryptography (AC, also known as constructive
cryptography) that provide us stronger guarantees.

2.3.3 Security in General Composition: Universal Compo-
sition and Abstract Cryptography Frameworks

Following the introduction of the simulation paradigm, we intend to briefly intro-
duce UC and AC frameworks that both guarantee the security of cryptographic
protocols by definition in general compositions. On the abstract level, they are
quite similar, and AC framework is more like a generalisation of UC framework.
Here, we do not want to clarify the difference in definitions in detail in terms of, e.g.,
computation models, between these two frameworks that might cause unnecessary
confusion, but provide the general methodologies for using them.

Universal Composition (UC) Framework. The UC framework introduced
in [66, 67] provides us with a modular security analysis of a protocol by dividing
it into subroutines separately. For the target subroutine, we evaluate the security
independently by means of realizing some ideal functionality F. Briefly speaking,
the main idea of the universal composability theorem states that if the expected
security properties of a protocol that makes the subroutine call to F hold if F is
replaced by the actual execution of the specified protocol .

In this case, like the simulation paradigm, the ideal functionality F and actual
specification of protocol 7 reside in the ideal and real worlds, respectively. We
denote the security in the UC framework by showing that if information can be
learned by some adversary A in an actual execution of 7 in the real world, it could
also have been obtained by a simulator ¢ attacking an execution of functionality
F in the ideal world. Here, the presence of arbitrary other protocols running
alongside 7 is modelled by an environment Z. As a result, the protocol 7 is said to
UC-realise some ideal functionality JF, if for any real-world adversary A, there exists
a simulator o, such that no efficient environment Z can distinguish an interaction
with A and parties running 7 from an interaction with o and F. Formally, we
have:

Definition 2.19 (UC-realisation [66]). We say that protocol @ UC-realises F, if
for any efficient adversary A, there exists an efficient simulator o, such that for
any efficient environment Z with a negligible ¢,

IDEALyF 5. 2(\) ~. EXEC;_4.z()). (2.50)

Here, the notations IDEAL and EXEC denote the views of the environment Z in
the executions.

27



CHAPTER 2. PRELIMINARIES

More generally, we can use UC to compare two arbitrary protocols, 7 and w.
That is, we say m UC-realises w if for any efficient adversary A in an execution
of 7, there is an efficient simulator ¢ in the execution of w that “disguise” the
environment Z s view, in the sense that no efficient environment Z can distin-
guish an execution of m with A from an execution of w with ¢. To know more
definitions and specifications of UC in detail, we encourage the readers to look into
the references for a better understanding.

Abstract Cryptography (AC) Framework. The AC framework, on the other
hand, was introduced in [68] by Maurer and Renner for getting composable security
properties. Compared to UC framework, which is built in a bottom-up approach,
AC framework is formalized with a top-down approach, where it considers the
highest level of abstraction first, then the lower levels to instantiate particular
objects of the protocol. UC can be realized by instantiating the abstraction of AC
framework.

In AC framework, the functionality is called a resource. A resource has some
interfaces I corresponding to the parties that the resource interacts with. Since
we focus on two-party communication between the client and the server as our
protocol in Chapter 5, our resources have two interfaces I = {A, B} corresponding
to the client and the server.

A protocol m = {m; }ies is a set of converters indexed by I. A converter has two
interfaces - an inside interface and an outside interface, where the inside interface
is connected to the resource and the outside interface is connected to the outside
world. Converters connected to resources build new resources with the same in-
terface set. Meanwhile, a dishonest party in a protocol has more access to the
functionalities of a resource than an honest one. We denote by L a filter used to
enforce the honest behaviour of a party. In this case, the functionalities accessed
by the party are so-called the filtered functionalities.

An important concept of the AC framework is the distinguisher D (In UC, it
is the role of the environment), which efficiently measures the distance between
two resources by accessing all the interfaces of resources. For instance, consider
a resource R and a protocol 74,7, and denote moR7p their composition. We
say that two resources R,S are e-closed, or R =, § if there is no distinguisher
D that can distinguish between R and S with advantage greater that . If ¢ is
negligible, we say that we can securely constructs § from R with the protocol
ma, . Furthermore, if the resource S is secure, we say that the resource R AC-
realises §. The following definition formally defines this.

Definition 2.20 (AC-realisation [68]). Given two resource R and S, we say that
a protocol m = {ma, g} realises S from R within € if two following properties are
satisfied:

e Correctness:

TaARTp ~. S L, (2.51)

28



2.3. DIFFERENT MODELS OF SECURITY

o Security: if there exists a converter, where it is called a simulator o such that

AR ~. So. (2.52)
We denote the AC-realisation by:
RS S (2.53)

Similarly to UC, AC can also be utilised in comparison between two arbitrary
resources. To know more definitions and specifications of AC in detail, we encour-
age the readers to look into the references for a better understanding.
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CHAPTERS3

Hardware Security Primitives

3.1 Introduction

ent perspectives, including the backgrounds, concepts, definitions, properties,

state-of-the-art constructions, applications, etc. Nowadays, with a huge incre-
ment in the use of digital devices for different use cases, there are more and more
concerns about data security. From Section 2.2, we learn about the importance
of cryptographic algorithms and operations in guaranteeing the different security
requirements, e.g., confidentiality, integrity and authenticity of data and applica-
tions by mathematical hardness. However, these algorithms or operations can be
compromised if the underlying hardware systems are compromised or not secure in
the first place due to bad designs. As a result, hardware security primitives play a
critical role and are widely studied. Here, hardware security primitives serve as fun-
damental hardware-based components, mechanisms, or techniques designed to pro-
vide security properties and enhance the security of computer systems, electronic
devices and integrated circuits. As the physical root-of-trust, hardware security
primitives with different cryptographic properties are implemented at the hard-
ware level to protect against unauthorised access, tampering, information leakage,
different types of side-channel attacks, etc. Studying different hardware security
primitives can not only help us design more robust applications with security re-
quirements in the real world but also allow us to leverage these primitives to reduce
or remove computational assumptions in designing cryptographic algorithms with
less overhead in complexity and making them more practical.

In the domain of quantum computation and quantum information, quantum
cryptography is one of the most potential topics to study. By learning from the
previous chapter, we know that there are properties in quantum mechanics, e.g.,
unclonablility, that are appropriate to construct robust cryptographic protocols.
Meanwhile, adversaries with partial or full quantum power can threaten the exist-
ing or future classical /quantum cryptographic protocols/algorithms in design, and
the computational hardness bounded by classical computing power is no longer
suitable for quantum applications. That is also the main motivation for develop-
ing post-quantum secure protocols/algorithms. For the study of hardware security
primitives in quantum analogue, the situation is the same, except that the quan-
tum properties need to be taken into account in the hardware constructions and
evaluations. Another important criterion that should be considered is the practi-

IN this chapter, we review in detail hardware security primitives from differ-
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cality regarding the constructions of quantum hardware security primitives since
we believe that studying hardware security primitives in the first place is to tackle
the security of real-world implementation of applications. Throughout this chapter,
we will study the existing state-of-the-art of different hardware security primitives
in quantum analogue, including the constructions, applications and limitations.

Considering practical quantum information techniques nowadays, we believe
that the near-term quantum hardware security primitives should be in the form of
hybrid classical-quantum constructions. In this case, we especially study further
in detail two hardware security primitives: Physical Unclonable Function (PUF)
and Trusted Execution Environment (TEE), respectively. With the practicality of
constructions in mind, we further introduce our contributions to the correspond-
ing hardware security primitives in quantum analogue, including constructions,
security analyses and applications.

3.1.1 Structure of the Chapter

In Section 3.2, we consider the concept of black-box constructions that is widely
used in designing cryptographic protocols and algorithms from different primitives
for security analyses. Then, we introduce different hardware security primitives
that can achieve these perspectives with implementations in practice. In Section

, we introduce PUF as a type of hardware security primitive. Furthermore, in
Section and , we go through from the physical constructions to theoret-
ical abstraction by modelling for analysis in the classical setting, then in quantum
analogue in Section and . By understanding completely the properties
of PUFs, we show the possible applications in the real world by leveraging PUFs
to meet security requirements, with advantages and limitations. In Section 3.1, we
introduce another hardware security primitive as TEE. In the classical setting, we
discuss in Section and TEEs in different classical setups and their char-
acterisations regarding the constructions and functionalities. Moreover, we capture
the common abstraction of executing a function in TEEs generally, especially se-
cure processors. Then, we attempt, for the first time, to give the properties that
a TEE in quantum analogue should have from the perspectives of construction in
Section and modelling in Section

3.2 Security in the Real World

For the implementation of cryptographic schemes in the real world, we consider
these schemes should be efficient to evaluate while remaining secure in different per-
spectives by definition. By exploiting cryptographic primitives that we mentioned
in to construct cryptographic schemes, one of the most common techniques we
use is black-box construction, i.e., the underlying primitive is only accessible via
input-output behaviours by an adversary without knowing internal details. Mean-
while, the non-black-box construction permits the adversary to have more knowl-
edge and information about the construction of the underlying primitive, e.g., the
code that computes the functionality of the primitive.

The technique of black-box constructions simplifies the design of cryptographic
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systems by focusing on the security properties on a high level of abstraction. Mean-
while, it is useful by allowing researchers to leverage the security properties of
well-established schemes when analyzing new constructions. That is, it provides a
modular way to build new cryptographic primitives or protocols on top of existing
ones without needing to re-analyze the security of the underlying schemes from
scratch. Last but not least, the security reduction via black-box constructions re-
duces the overall cryptographic systems to individual black-box components with
possibly minimal trust assumptions.

Since the black-box constructions technique is powerful, the black-box construc-
tions of cryptographic primitives should be under careful specification of the input-
output behaviours with a clear abstraction of the components involved, while the
inputs, outputs and functionalities of the targeted components are defined without
exposing internal details.

In the case of using the black-box construction techniques to implement cryp-
tographic schemes as real-world applications securely. Except for the theoretical
feasibility, we also emphasise the importance of the practicality of implementing
the cryptographic scheme, especially regarding efficiency. Relatively speaking, the
non-black-box construction shows that the same cryptographic scheme can be fea-
sible and with some security guarantees, but it always requires overheads on com-
putational and communication complexities to achieve the security requirements.

Since these primitives always rely on some general cryptographic assumptions,
using these primitives via black-box construction in the real world is always chal-
lenging. One immediate example is for the secure key generation to encrypt or
sign data in general: We know the security of a generated key depends highly on
the randomness of the source. As we said previously, most of the random num-
ber generators are implemented based on computational assumptions, i.e., pseu-
dorandomness, as defined in Section 2.2. However, known attacks on real-world
implementations of PRNGs based on cryptographic analysis lead to the immediate
loss of security [69, 70, 71]. Meanwhile, instead of the black-box constructions of
primitives in cryptoanalysis, the potential security issues of storage [72] and execu-
tion [73, 74] of the codes and data that achieve the functionality of cryptographic
primitives by means of hardware devices in the real-world computing systems are
also challenging. Sometimes, tiny hardware flaws can sabotage the security of the
whole implementation of the targeted cryptography scheme.

As a result, people are paying more attention to hardware security, also in the
cryptography domain. More and more cryptographic characteristics of hardware by
artificial designs are generalised as hardware security primitives, then are studied
in cryptoanalysis with formal security proofs in the framework of modern cryp-
tography. By using hardware security primitives for the design of cryptographic
algorithms/protocols, they are not only significant in achieving the security of
cryptographic schemes in the real world but also effectively remove or reduce some
complexities while designing cryptographic schemes.

In our thesis, we review and explore different hardware security primitives in
cryptographic schemes mainly from three perspectives: Secure key generation, se-
cure storage and execution. We instantiate secure key generation by saying a
secure key can be generated every time it is called. For secure storage, the gener-
ated secure keys and related confidential data can be stored and assigned without
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revealing them. Finally, the secure execution requires no leakage of keys and any
related confidential information to an adversary.

3.2.1 Physical Root-of-Trust

Through the description of the physical root-of-trust, we aim to meet the crypto-
graphic security properties based on different hardware security primitives. These
primitives show different properties by hardware specifications and designs that
provide certain objectives regarding security. Meanwhile, it is robust by saying
that these properties are implementable by available hardware devices that we cur-
rently have and secure against certain attacks performed by software or hardware
adversaries. Here, we briefly overview the well-studied hardware security primi-
tives that can provide us with the different physical root-of-trust, and apply them
in real-world cryptographic schemes from different perspectives for security pur-
poses.

Hardware Random Number Generators (HRNGs). HRNGs, also known
as true random number generators (TRNGs), are devices that generate random
numbers from physical processes by hardware instead of mathematical algorithms
only. Ideally, compared to pseudorandom numbers that are known to be vulnerable
by cryptographic analysis, TRNGs based on physical processes of hardware devices
could show good statistical characteristics of entropy and are unpredictable by most
cryptographic means.

A traditional and trivial way to obtain true randomness is to flip a coin ideally,
which ensures an equal probability of getting heads and tails. However, the main
drawback is that the rate is too slow to use in practice. As examples of practical
physical processes by hardware as sources of entropy, different physical noises gen-
erated from microelectronic devices show ideally true random properties that can
be qualified as sources of entropy with near-term techniques, e.g., thermal noise
from resistors can be amplified to act as a truly random source [75], avalanche noise
from avalanche diodes [76], atmospheric noise that radio receivers can observe [77],
etc. However, it should be noted that implementing these sources can be solely
sensitive to external environmental influence, e.g., temperature fluctuations since
these physical processes yield a low analogue signal. Furthermore, there are pro-
posals for constructing TRNGs using field-programmable gate arrays (FPGAs).
The physical entropic source is designed based on the jitter as the variations in
the significant instants of a clock or data signal that can come from semiconductor
noise, cross-talk, power supply variations, and electromagnetic fields in the oper-
ating environment [78]. Meanwhile, chaos-based TRNG practical realisations are
proposed in [79, 80].

The realisation of TRNG is also one of the main research directions and ap-
plications in the domain of quantum information technology, so-called quantum
TRNGs (QRNGs). Not only do we know that quantum mechanics is inherently
non-deterministic, but we can also certify the quality of randomness efficiently ac-
cording to the laws of quantum mechanics compared to the TRNGs above. The
main idea is based on the postulate that by measuring a quantum system that is

34



3.2. SECURITY IN THE REAL WORLD

prepared in a superposition of basis states, the measurement outcome is intrinsi-
cally random, as described in Born rule.

A QRNG for generating truly random bits can be realised within photonic sys-
tems, where the source of entropy includes preparing well-defined quantum super-
position states with a single-photon source and a corresponding detection system.
Theoretically, it trivially prepares each photon in superposition as |+) state and
measures one by one in Z basis with eigenstates |0) and |1) to obtain one random
bit classically. In practice, there are implementations such as polarisation-based
QRNG and path-based QRNG [81, 82, 83]. For polarisation-based QRNG, |0) and
|1) denote horizontal and vertical polarisations, and |4) denotes the polarisation
at an angle of 45° to the horizontal polarisation. A polarising beam splitter (BS)
then transmits the horizontal polarisation to a single-photon detector (SPD) and
reflects the vertical polarisation to another SPD. As to the path-based QRNG, |0)
and |1) denote transmitted and reflected paths, and |+) denotes the superposition
of these two path. It utilises two SPDs to measure two corresponding paths split
by a symmetric BS, which is similar to the set-up of polarisation-based QRNG.

However, the above implementations of QRNGs are limited by the capabili-
ties of SPDs. For example, we normally evaluate the performance of SPDs by the
parameter of dead time, which refers to the minimum time interval during which
SPD is unable to register another incoming photon after detecting the first one.
That is to say, during this dead time, SPD can not respond to subsequent photons.
Typically, a single-photon avalanche diode (SPAD), as a type of SPD, can achieve
relatively short dead times, like tens of nanoseconds to 10 microseconds [84]. As
a result, the generation rate of random bits is bounded by tens of Mbps, which is
unsuitable for high-speed requirement applications, e.g., high-speed QKD for key
exchange. With this limitation in mind, on the one hand, there are state-of-the-art
SPDs with even shorter dead time, e.g., superconducting nanowire single-photon
detectors (SNSPD), whose dead time can achieve in the range of sub-nanosecond to
a few nanosecond [85]. On the other hand, instead of using SPDs, high-performance
macroscopic photodetectors can also be applied in various QRNG schemes for
higher photon detection efficiencies (with generation rate up to Gbps), e.g., the
QRNG scheme based on vacuum noise measurements [86, 87, 88] and the QRNG
scheme based on measurements of laser phase noise [89, 90, 91, 92, 93]. Compared
to setups of SPD, macroscopic photodetectors do not require specialized cooling or
complex control electronics, making them more accessible and user-friendly. Mean-
while, macroscopic photodetectors are more cost-effective compared to some ad-
vanced SPD devices, such as high-performance SNSPDs or SPADs. Finally, there
are QRNG schemes with certified output randomness with information-theoretical
security, even though the hardware devices are potentially untrusted. For example,
the self-testing QRNG schemes [94, 94, 95] based on the Bell inequality and semi-
self-testing QRNG schemes, with either source device independence [96, 97, 98, 99]
or measurement device independence [100, 101]. But still, these schemes are lim-
ited by practicality from different perspectives. We encourage the readers to look
into the references we cite above to further understand the detailed specifications
and state-of-the-art implementations on actual hardware devices.

To conclude, HRNGs are a critical component in ensuring that the generation
of cryptographic keys has the foundation of true randomness and unpredictability
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required for strong security. Meanwhile, as one of the most well-known and appli-
cable hardware security primitives, HRNGs also lift up the attention and studies
from academia and industries in other hardware security primitives, including PUFs
and TEEs that we further study throughout the thesis.

Physical Unclonable Functions (PUFs). PUFs are another interesting type
of hardware primitive, which can provide us with a specific root-of-trust. Generally
speaking, a PUF is a unique physical entity that can produce a unique digital out-
put when stimulated by a specific physical input. This function is typically imple-
mented using a physical device or circuit that exhibits intrinsic randomness or vari-
ability, which makes it difficult to clone or replicate. In this case, it is more promis-
ing and lightweight to achieve secure key storage than using non-volatile memory
without dedicated secure mechanisms. Meanwhile, PUFs are used in various ap-
plications such as secure key generation, device authentication, anti-counterfeiting
and tamper detection. As one of the main research directions throughout the the-
sis for possible constructions with quantum information technology, we review and
discuss in detail the characteristics of PUFs in Section

Trusted Execution Environments (TEEs). In general, the main idea of a
TEE is to enforce secure execution by leveraging physical isolation, i.e., it is typ-
ically implemented as a separate hardware module or a dedicated secure enclave
within secure processors. As a result, the targeted hardware system is separated
architecturally into two main areas: Trusted and untrusted areas, so-called trusted
execution environment (TEE) with dedicated secure measures and rich ezecution
environment (REE) with the remaining data and applications with less security re-
quirement. Note that isolation does not intrinsically mean security where specific
mechanisms and dedicated silicon designs based on isolation are required. One of
the key benefits of a TEE is that it provides a secure platform for running trusted
applications, such as mobile payment systems, digital wallets, and biometric au-
thentication systems. Depending on different specifications and implementations,
these applications can access sensitive data and resources within the TEE, which
helps prevent certain software and hardware attacks, such as malware and side-
channel attacks. As another main study throughout the thesis for possible spec-
ification in quantum analogue for securing quantum applications, we review and
discuss in detail the characteristics of TEEs in Section

Finally, in Figure 5.1, we summarise the relation between the physical root-of-
trust, hardware security, cryptographic functions, and information security objec-
tives. As we discussed above, the specific primitives based on hardware devices can
not only achieve the same security objectives as mathematical hardness provided
by protocols or algorithms but also be more relevant to the implementations and
concentrate on actual utilisation in different applications. However, even with the
security primitives of actual hardware constructions in hand, proper modellings
for characterising targeted hardware devices’ features are essential in correctly de-
scribing their behaviours and proving the security of hardware primitives-based
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Figure 3.1: The relations among the physical root-of-trust, security goals, crypto-
graphic primitives, and information security properties.

protocols/applications in the scope of modern cryptography. In the following, we
elaborate on the PUFs and TEEs as two types of hardware security primitives, in-
cluding the state-of-the-art constructions in classical/quantum analogues, and then
the proper modellings that capture the fundamental and common features that we
develop further in Chapter | and Chapter

3.3 Physical Unclonable Functions

Physical unclonable functions (PUFs) are hardware devices that exploit inherent
randomness to give each physical entity a unique "fingerprint”. As introduced
previously, the inherent randomness comes from the small, unavoidable variations
during the manufacturing process when producing the devices. We show in Figure

the fundamental concept of PUFs. These variations can be caused by factors
such as fluctuations in temperature or humidity, slight differences in the com-
position of materials used in the device, and imperfections in the manufacturing
equipment. Note that these variations should not be systematic; Otherwise, they
could be exploited to try to clone or predict the output of a PUF. These variations
result in uncontrollable differences in the physical properties of each PUF device,
such as the electrical properties of the transistors or the scattering pattern of crys-
tals. These differences can lead to variations in the response of different PUFs to
the same input stimulus as their "fingerprints”. Ideally, the randomness of PUFs
is thus not predictable or reproducible.

The behaviour of a PUF can be described by a set of Challenge-Response Pairs
(CRPs) that it generates. Precisely speaking, a PUF takes a challenge as input.
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Figure 3.2: Demonstration of the concept of PUFs. The randomness ap-
pearing in the manufacturing process makes each PUF device a unique one by its
“fingerprint”.

By processing the challenge based on its unique physical properties, it generates
a response as output depending on both the challenge and the unique physical
properties of the device. Note that a straightforward classification of PUFs is
from the space of CRPs, into either strong PUF's or weak PUFs. Strong PUFs
have a very large input-output space in general, which have also been referred to
as Physical one-way function (POWF) in [102] that emphasises the similarity of
POWEF and OWF, but with a physical process specifically. With a large size of
CRPs’ and a limited read-out speed, we usually assume that in applications, there is
no limitation on the interface of a strong PUF. On the other hand, weak PUFs have
pretty few CRPs. Unlike strong PUFs, the interface of a weak PUF should not be
accessed directly due to the small CRPs space. Otherwise, all CRPs of a weak PUF
can be read out trivially. Hence, we usually use responses of weak PUFs as inputs
of a cryptographic scheme to derive standard secret keys for protocols/algorithms.

To distinguish PUFs’ properties from the others in terms of cryptographic
functionalities, it is necessary to capture the most significant and common charac-
teristics of PUFs’ behaviours by rigorous language, especially when various PUF
constructions are proposed and implemented. Furthermore, it plays an essential
role in security analysis regarding applicability, composability, etc. Therefore, We
will give a detailed introduction to the modelling in the thesis.

Meanwhile, the mathematical modelling is also significant to the security anal-
ysis regarding the main security property that people care about in most of the
PUF-based applications, as unforgeability. In the case of PUFs, it evaluates the
capability of a classical or quantum adversary to produce arbitrary input-output
pairs with a previously learnt set of inputs and outputs of the targeted device.
Regarding the unforgeability of PUFs and the adversarial model, we give a specific
discussion in Chapter
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3.3.1 Classical PUF Constructions

In this section, we introduce classical PUFs (CPUFs) with classical CRPs that
can be constructed using various physical systems that classically exhibit random
or unique behaviours. A broad class of CPUFs, which are intensively studied
and widely applied, is silicon PUFs. This class of PUFs is mainly derived from
integrated circuits (ICs). In principle, the manufacturing of ICs produces enough
variations even with identical masking such that these variations can be exploited
to characterise each IC uniquely. Note that we argue that the optical PUFs [102],
which are also introduced as classical PUFs in the first place, should be classified
as quantum PUFs in our thesis. Indeed, the optical PUFs are shown to be queried
naturally with quantum states. The attacks by adversaries are also no longer
limited to classical methods. A detailed discussion is given in Section

Delay-based PUFs For the constructions, Gassend et al. proposed the idea of
silicon PUFs based on peculiar circuit design, as well as the techniques to identify
and authenticate each PUF individually in 2002 [103]. Then, a concrete construc-
tion of COMS-compatible PUF called Arbiter PUF (APUF) was made in [104, 105]
based on transistors. The idea is to construct a race condition within a digital cir-
cuit to generate a unique, unpredictable response. For APUF, the race condition
occurs while two signals generated from a single source compete to arrive at a
particular point called arbiter in a digital circuit via two paths. Each path has a
series of logic gates introducing slight parameterized signal delays. The structure
of these two paths is symmetric. At the same time, the manufacturing variations of
transistors and interconnections cause differences in the physical parameters that
determine the exact delay of each APUF’s paths. In the end, the arbiter detects
the arrival of the two signals: If the signal from the upper path arrives before the
lower one, it outputs 0 as the response. Otherwise, it outputs 1.

To technically create the race condition within two paths, an APUF with n-bit
size challenge consists of n blocks called switches. Each block has two inputs and
two outputs, and a control bit, which is the role of each bit of the challenge. Each
bit of challenge with value 0/1 controls the corresponding block either straightly
or switched. In this case, with different challenges, the two paths are parameter-
ized with a delay that feeds into the arbiter differently. Note that the number of
challenges is exponential in the number of switches being used. Finally, we give
an illustration of the APUF structure in Figure 2.3, and we will come back to it as
an instance of our proposed construction in Chapter . Note that to extend from
a 1-bit response to m-bit with APUFs, we can normally duplicate an APUF itself
m times to obtain a multiple-bit response with a single evaluation.

On the other hand, a different approach to digitally measuring delay deviations
in circuits in [106], so-called ring oscillator PUFs (ROPUFs). In principle, a ring
oscillator consists of an odd number of inverter gates connected in a loop. The input
signals propagate through the loop and result in an oscillating waveform. Each
inverter gate has a slightly different propagation delay due to the manufacturing
process variations, which causes the oscillation frequency of each ring oscillator
to differ slightly but be distinctive. With multiple ring oscillators integrated on
a single chip, it outputs a bit as a response by choosing two ring oscillators and
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Figure 3.3: Structure of Arbiter PUF.

comparing their frequencies.

The two PUFs above are getting widely interested from industry and academia
since the randomness is easily accessible. Meanwhile, the constructions are prac-
tical with compact, scalable structures and convenient usage. However, an adver-
sarial strategy called modelling attack [107] is becoming a main threat to these two
PUF constructions in practice. The idea is to obtain an algorithm that mimics the
behaviour of the original PUF on almost all CRPs by giving a limited size of CRPs.
For APUF, since the total delay of the paths is linear additive, the output of APUF
can be predicted by an additive delay model, which is shown to be vulnerable to
modelling attacks based on machine learning algorithms [108, 109, 110, 111, 107].
On the other hand, classic ROPUFs with k ring oscillators can only produce O(k?)
CRPs, an adversary can efficiently perform a sorting-based algorithm by drawing
a limited size of CRPs to almost perfectly predict all CRPs [107].

More and more sophisticated designs based on the existing constructions are
proposed to exploit the randomness wisely. The constructions of XOR Arbiter
PUF, Feed Forward Arbiter PUF, Lightweight Secure PUF, Permutation PUF,
and Interpose PUF [112, 113, 114, 115] are proposed based on APUFs. Also the
same for the ROPUFs [116]. However, modelling attacks are also becoming more
and more powerful with the growth of computing power. Unless the adversary can
no longer obtain CRPs without any cost, the mode of modelling attack is always a
potential threat that should be taken into account in practice.

Memory-based PUFs Another main proposal for silicon PUFs is to leverage
the states of digital devices” memory. The main idea is to read a destabilised
memory cell’s stable settling state (as 0/1): When the memory cells turn into
unstable states, certain types of memory recover to their stable states with a certain
bias. This phenomenon does not depend on the circuit’s logic design but on the
transistors’ inherent randomness caused by the manufacturing variations. It shows

that these types of memory can be implemented properly as good candidates for
PUFs.
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In 2007, the idea of SRAM PUF [117] was proposed as the first implementation
of memory-based PUFs. It utilises the SRAM cells’” memory address as a challenge
and the read-out state while power-up as its response: When an SRAM cell powers
up, it may settle into a random state (0/1) due to the difference in transistor
characteristics from manufacturing process variations. With the necessary error-
correcting design, it guarantees that the response is consistent and reliable. To
use SRAM PUFs, a challenge is applied to select specific SRAM cells, and the
corresponding response is extracted.

Since then, more and more memory-based PUFs designs have been proposed,
e.g., butterfly PUFs [117], latch PUFs [118] and flip-flop PUFs[119]. One significant
characteristic of these PUFs is that the space of CRPs is very limited by size,
which indicates them as weak PUFs. Since the CRPs of a weak PUF should not be
accessible directly, memory protection should be considered in practice. Otherwise,
the security properties of the protocols/algorithms using the key derived from the
value of CRPs no longer exist.

Other classical PUFs There are other candidates for PUF constructions, which
measure the intrinsic randomness of specific electric or electronic components due
to the manufacturing process. For example, the difference in threshold voltages of
transistors [120], the difference in power distribution caused by resistance variations
in the power grid of a chip [121], and the randomness of capacitance measurements
in comb-shaped sensors in the top metal layer of an IC [122], etc. Since it is not
the scope of our thesis, we encourage readers to look into the research papers we
cite for more details.

In the following, we introduce the modelling of PUFs that capture the char-
acteristics of PUFs’ input-output behaviours in common. Note that in our thesis,
our contribution mainly focuses on the development of novel PUF constructions
with near-term available quantum information techniques based on the use cases
of strong PUFs.

3.3.2 Classical PUF Modelling

As various proposals for CPUF constructions are shown in the previous section,
we present a comprehensive description of strong CPUFs’ behaviour with classical
input-output by mathematical modelling in this section. Here, the importance of
having a unified mathematical model is in manifolds: First of all, it helps capture
precisely the properties of PUFs, e.g., robustness, collision resistance, and unique-
ness, which are the most significant properties so-called PUFs in common. This
aids in both theoretical analysis and practical design to achieve more robust and
secure implementations of PUFs. Secondly, the mathematical model of PUF be-
haviour enables researchers to expressively evaluate the performance of potential
PUF realisations.

Furthermore, a mathematical description can be very useful for security analy-
sis in various PUF-based applications and for identifying potential vulnerabilities.
Finally, it helps optimise the designs and constructions of PUFs to achieve desired
trade-offs between security, practicality, and resource usage through mathematical
models.
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By referring to the work that gives a unified model of CPUFs in [123], we
generally describe a CPUF as a probabilistic function due to their inherent physical
randomness, with the formal description as follows:

Definition 3.1 (Probabilistic Function). A probabilistic function s a mapping
f iR XX — Y with an input space X, an random coin space R, and an output

space Y.

For a fixed input = € X, and a random coin (or key) R < R, we define the
probability distribution of the output random variable f(x) := f(R,z) over all
y €Y as,

Ply) == Pr{f(z) =ylel = 3 PrR=1l, (3.1
rif(ra)=y

Therefore, a classical PUF can be modelled as a probabilistic function f :
R x X — )Y where X is the input space, ) is the output space of f and R is the
identifier. The creation of a classical PUF is formally expressed by invoking a man-
ufacturing process f < MPc(A), where A is the security parameter. Meanwhile,
since the function is also referred to as a physical one-way function (POWF) [102],
the function follows the definition of one-wayness similar to Definition with
manufacturing process MPgc.

Furthermore, we give the specific requirements of CPUFs in general, which are
parameterized by some threshold ¢; and a negligible function e(\) < A™¢, where
c¢ > 0 and X is large enough.

Definition 3.2. The classical PUF f : R x X — Y with (MPg¢, d1,02,03,€,\)

satisfies the requirements defined below:

Requirement 3.1 (6;-Robustness). Whenever a single classical PUF: f < MPa(N)
is repeatedly evaluated with a fized input, the maximum distance between any two
outputs y; < f(x) and y; < f(x) is at most 6;. That is for a created PUF f and
r € X, it holds that:

Pr [maX(Dist(yi, Yj)isi) < 51} =1—¢€(N). (3.2)

Requirement 3.2 (J,-Collision Resistance). Whenever a single classical PUF:
[ MPc()) is evaluated on different inputs, the minimum distance between any
two outputs y; < f(x;) and y; < f(x;) is at least d5. That is for a created PUF' f
and x;,x; € X, it holds that:

Pr [min(Dz’st(yi, ;) > 52} =1—€(N). (3.3)

i)
Requirement 3.3 (d3-Uniqueness). Whenever any two classical PUFs: f; <+
MPe(A) and fj < MPc(N) are evaluated on a single, fived input, the minimum
distance between any two outputs y; < fi(x) and y; < f;(x) is at least 3. That is
for a created PUF f and x € X, it holds that:

Pr {min(Dist(yi, Yj)isi) > 53} =1—€(N) (3.4)

i)
where Dist(.,.) is a general notion of distance between the responses. For

correctly modelling CPUFs, 01 < 0o and 01 < 03 are necessary conditions to allow
for a clear distinction between different inputs and different CPUF's.
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We also adapt the notion of randomness (also denoted as min-entropy) for the
classical PUF f. It says the maximal probability of p/(y) with an input z; € X on
PUF f; where i € R, conditioned on the residual output space. A formal definition
is as follows.

Definition 3.3 (p-Randomness). We define the p-Randomness of a classical PUF
fTRxX =) as
p = max pl(y). (3.5)

zeX
yey

3.3.3 Quantum PUF Constructions

Compared to CPUFs, one significant characteristic of quantum PUFs (QPUFs) is
that the evaluation of the inherent randomness of hardware devices can be described
specifically via the quantum process. Similarly to CPUFs, we use the same term,
challenge-response pairs (CRPs), while describing the input and output of QPUFs.
However, unlike CPUFs with classical CRPs, the CRPs of QPUFs can be denoted
and recorded with quantum states. Nevertheless, since the database for CRPs
in quantum states will require a large size of quantum memory, we observe in the
following that some proposals for QPUF constructions for implementations include
the procedures of classical readout of quantum states to get rid of the overhead
of quantum memory in practice. We argue that these proposals should also be
classified as QPUFs in our thesis, as they can be naturally queried with quantum
states. Therefore, we denote the CRPs as quantum states in the modelling of
quantum PUFs in general.

The motivation for developing QPUFSs in theory and practice comes from the
fact that the quantum systems themselves exhibit inherent randomness and unpre-
dictability due to the quantum phenomena, e.g., superposition and entanglement.
Meanwhile, the no-cloning theorem guarantees that using quantum states as chal-
lenges and responses cannot be perfectly copied, while CRPs in bitstring can be
intercepted and copied by adversaries in classical channels perfectly. However, we
note that there exists the algorithm of quantum emulation called universal quantum
emulator [124], which aims to mimic the behaviour of an unknown unitary trans-
formation and give the corresponding output states upon unknown input quantum
states based on some known input-output samples. In the case of QPUFs-based
applications, it potentially allows an adversary to sabotage the security by means
of emulating the unseen input-output behaviour of the target QPUF.

Optical PUFs and quantum readout PUFs. The idea of optical PUF con-
structions was originally introduced in [102], with the concept of POWF that we
discussed previously. Here, the device of an optical PUF can be an inhomogeneous
and transparent crystal/plastic token. It can accept the challenge as an illumina-
tion of laser from certain angles. When the laser passes through the token, the
interference due to the scatters in the token is complicated and unpredictable. The
beam out from the token is projected as a 2D speckle pattern, and then a hash
function reduces the pattern to a bitstring as the response. In [125, 126], the en-
tropy of optical PUFs is further deeply studied. In the original setup, the CRPs of
optical PUFs are read out classically. Note that in this case, the optical PUF-based
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protocols in a remote setting are still communicated via classical channels among
parties.

Based on the optical PUFs, the idea of quantum readout PUF's (QR-PUFs) is
introduced in the work [127] that we query optical PUFs using a quantum state as
a challenge and obtain its response as quantum states as well. Generally, the whole
interaction process can be treated as the unitary evolution of a physical system with
the external and internal subsystems, which represent the input-output behaviours
of QR-PUFs. The external state is either a reflected state or a transmitted state
described by the motion of particles toward or away from the challenger. Therefore,
the changed internal state described as spin/polarization of particles is the response
in quantum analogue. Meanwhile, the authors analyse the security of QR-PUFs
against intercept-resend attacks in a remote setup.

Furthermore, Goorden et al. [128] propose an experimental setup of QR-PUFs
to achieve a quantum-secure device authentication protocol. Moreover, the idea of
QR-PUFs authentication protocol exploiting continuous variables encoding scheme
is proposed in [129, 130]. These proposals are secure against an adversary who
attempts to clone an unknown quantum challenge. However, these proposals are
more or less impractical due to the overhead of quantum resources.

Classical readout quantum PUFs. The idea of classical readout quantum
PUFs (CR-QPUFs) is proposed firstly by Phalak et al. [131], which can possibly be
implemented on near-term NISQ devices in practice to authenticate the quantum
hardware remotely from the cloud server, e.g., IBM, Regatti and D-Wave. The
main idea is to leverage the inherent errors caused by the imperfection of NISQ
devices as devices’ unique fingerprints. Here, the adversaries are considered as
either malicious servers or third-party providers that fail to allocate the targeted
quantum computer requested by the client’s program, i.e. the quantum program
delegated by the client does not run on the targeted hardware that it is supposed
to run on.

The authors propose two possible architectures of QPUFs in the paper. Both
of them have fixed structures of the quantum circuit. The Hadamard gate-based
CR-QPUF initials each qubit as |0) state and performs elementary single qubit
operations to obtain each qubit as a superposition state. The measurement result
in 0/1 of each qubit with a computational basis is not with equal probability but
biased since the readout errors of flipped measurement results are usually unique
according to the devices. The decoherence-based CR-QPUF, on the other hand,
exploits the difference of decoherence times of qubits among devices to obtain
responses as devices’ signatures.

Note that the responses of both constructions are measured using statistical
query (SQ) models to obtain a robust QPUF in tolerating the extra noise, e.g.,
time-dependent noise. However, in a recent work [132], the authors propose an
attack strategy where an adversary as an eavesdropper can fit a bounded degree
polynomial function for each qubit via least square error regression and eventually
obtain a model function for each qubit with a small size of collected CRPs.

Other quantum PUFs Another proposal for QPUF design is based on unitaries
sampled from the Haar measure, furthermore using approximate t-designs, with
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CRPs in quantum states [133]. Compared to Haar measure that the construction
scales exponentially with the size of the input, the latter proposal is advantageous
in using relatively simple quantum circuits with circuit depth scaling polynomially
with the size of the input and the order ¢ of the design. For the implementation
in practice, it shows a possible way by using the simple random quantum circuit
model [134]. Meanwhile, an alternative implementation can possibly be achieved
by the measurement-based quantum computing (MBQC) model.

3.3.4 Quantum PUF Modelling

For the modelling of QPUFs, we refer to the work of [135] to give a formal descrip-
tion. Similarly to the modelling of CPUF in previous, we define a manufacturing
process MPg with security parameter A for the creation of a QPUF Ex <~ MPy(A)
with a random coin R, where R <— R and R is the space of identifier. The QPUF
Er takes any quantum state p;, € H% as input and maps to a quantum state
Pout € H%ut as output as poys <+ & (pin). Finally, we introduce the requirements
that QPUFs, in general, should satisfy with some threshold §; and a negligible
function €(\) < A€ as follows:

Definition 3.4. The quantum PUF &€ : H%n — H%u with (MPg, 6y, Ou, Oc, €, A)
satisfies the requirements defined below:

Requirement 3.4 (§,-Robustness). Whenever a single quantum PUF: € <— MPq(\)
is evaluated with two input states py, and o;,, where the fidelity 6, < F(pin, 0im) < 1,
the corresponding outcome quantum states pou and Ty are d.-indistinguishable,
where:

Pr[d, < F(pouts Oout) < 1] =1 — €(N) (3.6)

Requirement 3.5 (0.-Collision Resistance). Whenever a single quantum PUF:
E — MPy(N) is evaluated with two input states p;, and oy,, where the fidelity
0 < F(pin,oin) < 1 — 0., the corresponding output states poy and oy are d.-
distinguishable, where:

Pr[0 < F(pout, Oout) <1 —0.] =1 —€(N) (3.7)

A weaker variant of Collision-Resistance, with separate input/output bound can
also be defined in a similar fashion where the responses on any two input state p;,
and o, where 0 < F(pin, 0in) < 1 — 8%, their corresponding output should satisfy
0 < F(pout, Oout) < 1—0°. In fact, if 6¢ = 6° = 0, we call the requirement a strong
collision-resistance. Note that this equality holds up to a negligible value in the
security parameter.

Requirement 3.6 (J,-Uniqueness). Whenever any two quantum PUFs: & <
MPo(A) and & +— MPg(X\) are given by MPg(N), the corresponding CPTP

maps are 0, -distinguishable:

Pr{l[(& = Eizjlle = 0u] = 1 = €(A). (3-8)

, where || - ||o is the diamond norm distance measure for the distinguishability
between any two QQPUFs.

For correctly modelling QPUFs, §, < 0. and 9, < 9, are necessary conditions
to allow for a clear distinction between different inputs and different QPUFs.
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The notion of randomness for QPUFs modelling is characterised by the defini-
tion of unknownness. A formal definition is as follows:

Definition 3.5 (¢, A\, §-Unknownness). We say that a QPUF & is (e, A, 0)-unknown,
if for any quantum polynomial time (QPT) adversary A, before making any query
to €, the probability of outputting a response A(py,) with fidelity at least 1 — & with
respect to the ideal response E(piw) on every state py € HE is bounded by:

PriF(A(pin), E(pin) = 1 = 0)|pm € Hdin] <e(N) (3.9)

3.4 Trusted Execution Environments

Here, we define an execution environment that allows different applications to run
on top of the hardware layer of a device. With the increasing requirements to
address various security and privacy challenges against different means of sophis-
ticated attacks by adversaries in the age of modern computing, the idea of trusted
execution environment (TEE) is proposed as a role of a secure processor to pro-
vide an isolated execution environment with necessary components in a device
that achieves a higher level of security for executing sensitive operations and pre-
venting critical data from unauthorised access. The main feature of TEE is that
it is a hardware-based security design that aims to separate different execution
environments on the device and create a trusted and isolated space apart from
a device’s main but potentially untrusted execution environment, where only in-
tercommunication with careful flow control is allowed (As shown in Figure a
general architecture). That is to say, TEE’s physical root-of-trust comes from the
hardware solation.

Untrusted Area Trusted Area
Normal Applications Trusted Applications
0Ss Secure Kernel
Memory Secure Storage
l I | System Bus
Peripherals
Device

Figure 3.4: TEE with co-existing execution environments. The trusted area
on the right-hand side includes all trusted components used for executing trusted
functions. Everything outside the trusted area are treated to be untrusted.
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Note that the term TEE is standardised specifically by the consortium Global
Platform as a secure area of a main processor that helps code and data loaded inside
it to be protected concerning confidentiality and integrity [136]. The need for stan-
dardisation comes from the increasing need for secure and isolated environments
within computing systems. Nevertheless, the fundamental concept of isolation and
building blocks of isolation on the hardware level with different techniques can be
traced back for several decades, including smart cards, trusted platform modules
(TPMs), ARM TrustedZone, Intel SGX, etc. We will review these different con-
structions for a more complete comprehension of the accessibility and necessity of
TEEs nowadays.

Except for physical isolation, to guarantee the trust of TEEs in practice, there
are multiple dedicated measures from the perspectives of hardware architectures
and software management according to different manufacturers and security mech-
anisms. Here, we focus on the abstractions of functionalities that capture the
characteristics of TEEs’ execution. Surprisingly, most of the TEEs have converged
on providing a common model as the attested execution functionality [137, 138,
139, 140, 141, 142], regardless of the different specifications. It forms together with
the physical isolation to provide a high level of security for sensitive applications
and data, protecting them from potential threats. For a more detailed description
of the attested execution functionality, we introduce the modelling in Section

As to the quantum TEES, we are the first to introduce the idea of TEE in quan-
tum analogue. The initial idea of quantum TEE is similar to the classical case:
It provides a secure area that resides in a quantum computing system that exe-
cutes quantum operations with confidentiality and integrity to secure the quantum
computing tasks. Even though a sophisticated architecture of quantum computing
systems is still under development, we believe that the role of quantum TEE is
crucial in developing quantum computing. The reason is straightforward: If the
quantum hardware devices themselves are compromised in the first place. It is
meaningless to discuss the quantum advantages shown in most device-dependent
quantum applications, although a robust universal quantum computer can be built
up with enormous expense and huge efforts in the near-term future.

Meanwhile, we evaluate the role of quantum TEE from different aspects: Firstly,
since the usage of quantum computing devices for applications in the near-term fu-
ture will be in the form of cloud service, we develop the quantum TEE construction
and the security analysis in the scenario of quantum cloud computing. Further-
more, since the quantum computing system is expected to be complicated regarding
the operating mechanism and hardware architecture, minimizing a quantum TEE’s
complexity while the security is not compromised is another important criterion
from the practicality perspective. Explicitly speaking, a less complex TEE reduces
the potential attack surface for adversaries to bypass security mechanisms. In con-
trast, it is hard to verify the integrity of TEE from every possible attack vector
if the overall mechanism is too complicated. With these perspectives in mind, we
believe the specification of quantum TEE is realistic in consideration and practical
in real-world implementation.
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3.4.1 Classical TEE Constructions

In this section, we take a look at the different constructions and security mecha-
nisms that provide a secure area utilizing hardware isolation, from isolated cryp-
tographic modules to security extensions on CPUs based on isolation. All these
generally define a trusted environment that is isolated from an untrusted environ-
ment, as the definition of TEE.

Smart cards A widely used hardware device that provides an isolated environ-
ment for executing applications and security storing data is a smart card. It is
a hardware token integrated with an embedded microcontroller, dedicated stor-
age areas and hardware-accelerated cryptographic modules. The definition of the
trusted and untrusted areas is trivial: Every component on the smart card belongs
to the trusted area, while the external environment of the smart card is supposed to
be the untrusted area (including the host devices). We can consider the structure
of a smart card as a complete physical separation between trusted and untrusted
areas most of the time. In this case, the feature of the smart card functionalities
should be as simple as possible to achieve practicality and a high level of tamper
resistance.

Smart cards are commonly used in applications in daily life. For example, credit
cards are used for secure electronic transactions, ID cards are used for secure digital
identity, key management kits are used for digital signatures, etc.

Trusted platform modules A trusted platform module (TPM) is a hardware
module designed to enhance the security of computing platforms by providing var-
ious secure cryptographic operations. The Trusted Computing Group has specified
the most common standardisation since 2009 [143]. As a crucial role in ensuring
the integrity, authenticity, and confidentiality of computing systems, TPMs are
used in a wide range of devices, including embedded systems, laptops, desktops,
servers, etc. [144]

Similar to the concept of TEE, TPMs aim to create isolated environments that
are separated from the main operating system and other software components by
leveraging hardware-based security mechanisms to protect against various threats,
including unauthorised access and tampering. From the point of view of different
environments, the trusted area includes engines for cryptographic operations (e.g.,
SHA-1 engine, RSA engine, HMAC engine, etc. and a random number generator),
an isolated execution engine, platform configuration registers, and persistent mem-
ory for identification. The information flow between trusted and untrusted areas
is managed by a gatekeeper mechanism, which enforces access control policies to
the TPMs. However, TPMs cover a larger range of security functions related to
platform integrity, secure boot, cryptographic services and attestation [145], while
TEEs are specified more focusing on creating a secure execution environment for
specific applications or tasks by isolating them from the rest of the system.

In practice, the implementations of TPMs are normally in the form of a separate
hardware component or chip integrated as a peripheral of its corresponding host
system by attaching it to the communications bus. In this case, the physical
interface should not weaken the tamper-resistant of the TPM. Meanwhile, there are
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proposals to implement a TPM in the first place with the processor with dedicated
designs and mechanisms to circumvent possible attacks by attaching externally.
Intel proposes trusted execution technology (TXT) as a hardware security extension
to the Xeon processor family that cooperates with TPMs’ security mechanisms
[146]. Intel TXT enables the secure features of TPMs since the system’s boot
process, by the method of Static root-of-trust for measurement (SRTM). It measures
the integrity of BIOS, bootloader, and operating system components to create a
hardware-based root-of-trust.

Secure processors Without loss of generality, the concept of a secure processor
is a general-purpose processor that provides security guarantees featured by TEE
for crucial data and operations within it. In the thesis, we also refer to the TEE
provided by secure processors as secure enclave. It offers a higher level of security
than general-purpose processors by incorporating dedicated hardware mechanisms
to safeguard against various attacks. Unlike TPMs that focus on establishing a
secure platform by cryptographic functions and key management, secure processors
offer a wider range of security features for the execution of sensitive operations in
general within the isolated environment.

In the last twenty years, there have been multiple proposals of secure processors
from the domain of research and industry [138, 147, 139, 148, 149, 142, 150, 151,
141, 152]. Meanwhile, more and more constructions are realised commercially, in-
cluding ARM TrustZone [153, 154], Intel SGX [138, 155, 151], Apple secure enclave
processor [156], etc. From the perspective of TEE, ARM TrustZone design specifies
two execution environments: Secure world and normal world. The secure world
plays the role of TEE and provides corresponding security mechanisms. Relatively,
the normal world hosts the main operating system and applications that are as-
sumed to be untrusted. Intel SGX leverages trusted hardware by isolation to create
secure containers called enclaves, which provide isolated execution environments
where sensitive code and data can be processed securely. It is designed especially
to solve the problem of executing software on a remote computer of an untrusted
party while guaranteeing integrity and confidentiality. Apple secure enclave pro-
cessors focus on biometric data management and secure transactions within Apple
devices by creating isolated execution environments for security-critical operations.
Since the benchmarking of different secure processors is not the scope of our thesis,
we encourage the readers to look into the reference for detailed information.

Nowadays, due to the increasing requirements for security and privacy on data
of IoT and distributed computing scenarios [157, 158, 159, 160], more and more
TEE-based hardware security techniques are exploited for securing IoT devices and
edge computing nodes [161, 162, 163, 164]. At the same time, since the emergence
of quantum computing, TEEs are expected to play a crucial role in post-quantum
cryptography [165, 166], ensuring that sensitive data and operations remain secure
against quantum attacks.

3.4.2 Classical TEE Modelling

Regardless of the different constructions of hardware-based isolation that can host
TEESs, since a TEE provides a very strong guarantee of running sensitive operations
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and protecting critical data within its secure and isolated environment, it essentially
requires the mechanisms of attestation to establish trust and verify the integrity
of the TEE’s execution environment. Generally speaking, the attestation process
allows external parties or services to assess the security properties of the TEE and
the device it is running on. In other words, for external parties to trust the TEE,
there needs to be a way to verify that the target TEE is indeed in a secure state
and has not been compromised.

Furthermore, we note that attestation mechanisms enable TEEs to provide
security guarantees in cloud computation scenarios. Recall that the problem of
secure cloud computations requires a client to perform executions of software with
some integrity and confidentiality guarantees on a remote computer owned by an
untrusted server. While fully homomorphic encryption can solve this problem non-
universally with huge overhead [167], TEEs with proper attestation mechanisms
tackle this problem by leveraging trusted hardware to provide a secure and isolated
environment for software executions. Meanwhile, the remote client can verify the
integrity and authenticity of the TEE without needing direct access to its internal
components.

As a result, in our thesis, we model the behaviours of TEEs by describing
the functionality of attested execution. Since the versatility of secure processors,
the model is adapted to the simulation-based security model. On the one hand, an
ideal functionality of attested execution can effectively capture the core abstraction
that a broad class of attested execution processors is supposed to provide. On the
other hand, since the fact that the operations in secure processors should be with
minimal complexity, we analyse the security of protocols by minimising security
assumptions and have them executed in secure processors by the definitions of
TEE. In this case, we can further analyse the security in composable frameworks,
which ensures the reduction of security analysis from the whole protocol to the
attested execution functionality works properly and rigorously with mathematical
proofs. Meanwhile, the security still holds when other programs are executed in
parallel, i.e., in general composition. We show more details of security analysis in
Chapter

Here, we introduce the ideal functionality G, (See Functionality |) of attested
execution shown in [168] to formalize cryptographically the secure processors. Gag
is parameterized by a signature scheme Y and a register reg that captures all parties
P that equip with a secure enclave. For the activation points of Gy, the starred
ones are reentrant activation points. Otherwise, it can only be executed once. In
the registry stage, the secure processor enables a distribution of the manufacturer’s
trusted public key from key pair (mpk,msk) to P upon the query. For stateful
enclave operations, the activation point install denotes an installation of enclave
application with a program prog from P. It generates an identifier eid to P for
identifying the enclave instance; the activation point resume enables the execution
of prog upon the input inp by Guii. Gage then signs the output outp to be attested
with msk using Y. The attestation o is returned to P for verification.
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Functionality 1 Classical TEE Modelling Attested Execution Gu[2, reg]
Registry:

// initialisation
On initialize: (mpk,msk) := ¥.KeyGen(1*),T = @.

// public query interface
On receive® getpk() from some P : send mpk to P.

Enclave Operations:

//install an enclave program
On receive™ install(idx, prog) from some P € reg:

o if Pis honest, assert idx = sid.
o generate nonce eid € {0, 1}*, store T'[eid, P| := (eid, prog, 0), send eid to P.

//1'(—‘,51,1111(—‘ an en(,'la‘\'e prograim
On receive* resume(eid, inp) from some P € reg:

 let (idx, prog,mem) := T'[eid, P], abort if not found.
« let (outp,mem) := prog(inp,mem), update T'[eid, P] := (idx, prog, mem).

« 0:= X.8ig, (idx,eid, prog, outp), and send (outp, o) to P.

3.4.3 Quantum TEE Construction

The idea of TEE in quantum analogue intends to provide an isolated and secure
execution environment for crucial quantum operations that may affect the secu-
rity properties of quantum computing. In general, there are various security and
privacy problems existing in different layers of quantum computing stacks from
the hardware level to the application level [169]. Except for the unintentionally
different types of noise caused by the limitation of technology on current quantum
computing devices (NISQ devices), e.g., decoherence, gate operations errors, read-
out errors, crosstalks, etc., there are different threats indeed caused by untrusted
quantum hardware services provided by the cloud servers. Since the infrastruc-
tures of quantum computing are most probably cloud-based access, it is especially
important to have some integrity and confidentiality guarantees to the clients.

On the level of quantum hardware, more and more threats that can intention-
ally cause security and privacy issues are studied. One well-known threat from
potentially untrusted servers is fault injection attacks, which intentionally intro-
duce noises into the quantum operations, e.g., crosstalks and bit/phase flips. Unlike
classical computations with sophisticated designs and architectures, quantum and
classical controlling crosstalks are still a main challenge to scale up the size of
quantum computing devices [170, 171, 172, 173]. In [174], the authors introduce
an attack model based on crosstalk effects in NISQ devices by simulation and ex-
perimental results, assuming that the adversary can run his program on the same
hardware as one or more programs from an honest client. In the case where the
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adversary has reasonable capabilities, he can modulate the client’s computation
outcomes. For bit/phase flips fault injection, it can effectively influence the results
of a certain class of delegate quantum computation protocols. We will further elab-
orate and demonstrate this kind of attack in Chapter 5 while developing our idea
of quantum TEE and applications.

The idea of isolation is shown to tackle the issue of crosstalks effectively. In
[174], the authors experimentally demonstrate that running parallel quantum pro-
grams on IBM quantum computers with buffer qubits in between can obtain a
higher fidelity than the scenario of running parallel programs with adjacent qubits.
However, the privacy issue still exists in this case since an untrusted server can still
intercept the execution of quantum programs delegated by clients and steal crucial
data that sabotages the security properties of computations. Meanwhile, leverag-
ing the idea of TEE in quantum analogue to directly secure the whole quantum
circuits is overhead and, therefore, impractical with near-term quantum hardware
techniques.

While there are proposals to tackle the privacy issues, e.g., obfuscation of quan-
tum circuits with dummy gates [175, 176] or split compilation by division of a
quantum circuit into multiple parts [177], we develop the idea of isolation a step
further by exploiting the idea of TEE. Here, we give a general description of our
idea of a quantum TEE construction that can be applied in quantum computing
applications in the following.

"A quantum TEE intends to provide a physically isolated environment
to perform quantum operations with security guarantees against inten-
tional adversarial behaviours, with minimal hardware extensions.”

According to the hardware-based isolation features of TEE, quantum compu-
tation and quantum information technologies, our point of view on the possible
constructions of quantum TEE should satisfy the following guidelines:

Postulate 1: The quantum operations within the quantum TEE should
be simple with high quantum fidelity, e.g., a single-qubit gate, with
classical controlling peripherals with security and privacy guarantees.

The advantages of this construction prototype are in many folds: First, it
reduces the quantum crosstalks, where an operation on a qubit might modulate
another qubit state. Secondly, the intentionally classical crosstalks from the incor-
rect controls can be constrained by the state-of-the-art classical constructions of
TEEs and the other types of errors, e.g., bit or phase flips.

Postulate 2: The operations within a quantum TEE should be com-
patible with scalable quantum computation scenarios. Meanwhile, the
security properties can still be preserved.

Based upon the first argument, if the operations within a quantum TEE are lim-
ited to only a single-qubit gate operation, these operations should be reproducible
under certain controls and meaningful in the quantum computation protocols with
some privacy guarantees. By repeating the operations in the quantum TEE, the
computation is scalable.
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Postulate 3: With near-term quantum devices, the quantum memory
components should be excluded in a quantum TEE construction.

Although recent works are showing the implementation of quantum memory
is less susceptible to decoherence [178, 179, 180, 181, 182] with different quantum
hardware platforms, we still think that a quantum TEE should be kept with mini-
mal overhead on hardware complexity while considering the security properties. A
quantum memory component, in this case, does satisfy this criterion.

3.4.4 Quantum TEE Modelling

Similar to the classical TEE modelling in Functionality |, we model the quantum
TEE with minimal extension of the protected quantum operations in Gy’s enclave
operations. For the classical input/output, the cryptographic operations remain
the same as classical TEE modelling. Meanwhile, the information can include
the classical controlling of quantum operations. As for the quantum interactions
between the trusted and untrusted environments, the quantum TEE construction
only guarantees that the operations upon the incoming quantum states are with
confidentiality and integrity.

Functionality 2 Quantum TEE Modelling Attested Execution Guu[%, reg]
Registry:

// initialisation
On initialize: (mpk,msk) := ¥.KeyGen(1*),T = @.

// public query interface
On receive® getpk() from some P : send mpk to P.

Enclave Operations:

//install an enclave program
On receive® install(idx, prog) from some P € reg :

o if Pis honest, assert idx = sid.
o generate nonce eid € {0, 1}, store T'[eid, P] := (eid, prog, 0), send eid to P.

//I'(‘Slllll(\, an enclave program
On receive™ resume(eid, inp) from some P € reg :

o let (idx, prog,mem) := T'[eid, P ], abort if not found.
o let (outp,mem) := prog(inp,mem), update T'[eid, P] := (idx, prog, mem).
« 0:= X.Sig_ (idx,eid, prog, outp), and send (outp, o) to P.

o pour = U(inp)p;UT(inp), send poy; to P or keep pou locally for further
computations depend on the specification of protocols.

Here, we give a description of the ideal functionality of quantum TEE enabled
by Gay, With quantum state p;, € H% as input, and maps to a quantum state
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Pout € M as output via unitary transformation U(inp) controlled by classical
input within quantum TEE.

Note that in quantum cloud computing scenarios with G,, an untrusted server
might maliciously prepare an initial quantum state p;, entangled with ancilla, for-
ward a subsystem as the quantum input, and try to steal the information from
the trusted environment by learning the entire states after the operation within a
quantum TEE. Meanwhile, since the server has quantum computing capabilities,
the implementations of cryptographic schemes within G, should be considered
with post-quantum security. With these potential threats in hand, we discuss in
detail our proposed constructions with careful security analysis in Chapter
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CHAPTERA4

Physical Unclonable Function

Practical Constructions with Quantum Communication Advantages

4.1 Introduction

tations of physical unclonable functions (PUFs) as a type of hardware secu-

rity primitive in both classical and quantum analogues, meanwhile with the
corresponding mathematical modellings of PUFs that capture the characteristics
of PUFs’ expected input-output behaviours. Generally speaking, a PUF derives
unique volatile secret keys on the fly by exploiting the inherent random varia-
tions introduced by the manufacturing processes. Any slight (yet unavoidable and
uncontrollable) variation in the manufacturing process produces a different PUF,
rendering the fabrication of an identical physical "clone” of a PUF [183] infeasible.
Hence, PUFs provide copy-proof, cost-efficient, unique hardware fingerprints.

To generate such fingerprints, in the classical setting, a PUF can be described
as a classical function that a user can query with an input classical bitstring as a
challenge, producing an output bitstring as a response. We refer to the query and
response pairs as challenge-response pairs (CRPs). A classical database of CRPs
is necessary and important in authenticating these fingerprints during usage.

Although CPUFs can provide unique and inexpensive hardware fingerprints.
However, many CPUF constructions are vulnerable against modelling attacks, as
shown in Section . In these types of attacks, the main idea is that the attacker
first collects a sufficient number of CRPs by adaptively querying the PUF and then
uses that data to derive a numerical model using the tools, e.g., different machine
learning algorithms. Here, the goal of the model is to predict the response of the
PUF to an arbitrary challenge. At the same time, the classical transmission of
CRPs can be copied freely by an eavesdropper without detection in a wide range
of CPUF-based applications.

The idea of quantum PUFs, on the other hand, is one of the most appropriate
directions to look for solutions. By considering the evaluation of PUFs is now de-
scribed as a quantum process, with quantum states as challenges and responses. As
discussed, leveraging unclonability as a fundamental property of quantum systems
can potentially benefit us in achieving a stronger notion of physical unclonability.
Furthermore, the inherent random variations of PUFs are always observed at the
atomic and subatomic levels, which follow the laws of quantum mechanics. There-

IN the previous chapter, we review the state-of-the-art research and implemen-
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fore, learning these existing inherent randomnesses in terms of quantum analogue
helps a deeper understanding of the physical unclonability phenomena on PUFs.
Finally, the recent advances in quantum cryptography remind us of a potential en-
hancement of the security of classical PUFs combined with quantum information
technologies.

However, there are other concerns about quantum PUFs, especially in practi-
cal usages. Firstly, quantum PUFs are limited by their scalability compared to
classical PUFs due to their specialized structures and the high cost of the manu-
facturing process. Besides, recall that either the authentication of quantum PUFs’
fingerprints or the secure usage of generated secret keys of quantum PUFs in other
cryptographic applications requires a large-size quantum memory as the database
to store CRPs as quantum states. Since current quantum memory is always with
a high cost, meanwhile sensitive to the environment [184]. Recent research targets
removing the requirement of quantum memory while using quantum PUFs. How-
ever, as shown in the last chapter, recording quantum challenges and responses
via measurements can result in privileging adversaries to perform attacks trivially
based on statistical query models, which violates the motivation of using quantum
PUFs to enhance security.

Another main concern for both classical and quantum PUFs is that an adversary
can query adaptively with arbitrary challenges, especially in network applications.
On the one hand, it constrains that each CRP of CPUFs can be used only once
in the vanilla setting. Otherwise, an eavesdropper can just reuse the previously
used response. On the other hand, multiple copies of a quantum state obtained
adaptively by an adversary permit the extraction of the classical description of the
state in terms of the statistics of the measurement outcomes.

Considering both the advantages and disadvantages of classical /quantum PUFs
and the problems raised above, we introduce in this chapter a new direction for
using classical PUFs in combining quantum information technologies efficiently
with several aspects: A new PUF construction and a novel quantum entity au-
thentication protocol that exploits the combination of hardware security primitive
of PUF and quantum information to achieve secure authentication with provable
exponential security advantage compared to its classical counterparts. We also for-
mally prove that the protocol fulfils a specific desired property, namely, challenge
reusability, which is impossible unless using quantum communication, emphasizing
the significance of quantum communication technology and quantum network for
a new quantum security era. Moreover, we show that quantum communication
makes our construction cheat-sensitive, i.e., our PUF-based authentication proto-
col can detect the adversarial attempts (both passive and active) on intercepting
the responses of the PUF. We aim to keep our construction implementable using
present-day quantum communication technologies while exploiting the desirable
security promises that are provided due to the quantum nature of the challenges
and responses. Our PUF construction utilises classical PUFs, which are too weak
to be useful in a standalone manner, but present the advantage of being widely
accessible and easy to use, and enhances their security using commercially avail-
able tools from quantum communication. Here, for the first time, we show that by
encoding the output of classical PUFs into non-orthogonal qubits, one can enhance
the security of PUFs against weak (non-adaptive) adversaries.
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As such, the first building block of our design is a construction we refer to as
hybrid PUF's (HPUFs), which encompasses a classical PUF and produces quantum
responses for classical challenges. We prove that this construction provides security
against the mentioned adversary. With this gadget in hand, we then introduce a
construction that is secure against more powerful adaptive quantum adversaries
(the general class of quantum polynomial-time (QPT) adversaries). To this end,
we borrow the idea of the classical lockdown technique [185] and, by redefining it
in the quantum setting, we present our final construction, namely hybrid locked
PUF (HLPUF). We show that classical PUFs combined with quantum encoding
and the new lockdown toolkit can considerably boost the security of classical PUFs
without too much overhead. An important technological improvement compared
to previous quantum-enhanced proposals where quantum memory was necessary is
that for both HPUFs and HLPUFS, only a classical database of challenge-response
pairs needs to be stored on the verifier’s side. We formally prove adversarial bounds
on the unforgeability of HPUF and HLPUF constructions in comparison with the
underlying classical PUFs, using rigorous proof techniques from quantum informa-
tion theory. Furthermore, we also formally prove the security of our HLPUF-based
device authentication protocol under realistic hardware assumptions.

In addition to our theoretical contributions, to better demonstrate the applica-
bility and strength of our results, we provide simulations for the design of HPUF
constructions with underlying silicon CPUFs instantiated by the pypuf python-
based library [186]. Furthermore, we simulate machine-learning-based modelling
attacks on HLPUFs where an adversary acquires classical challenges and quantum-
encoded responses from an HLPUF. Our simulation results assist in demonstrating
our theoretical proofs by evidencing the security enhancement from CPUFs to
HLPUFs. Another significance of our simulation results is that they certify the
practicality and security of our construction, even beyond the scope of the proven
theorems, in a real-world scenario, as the CPUFs used in our simulations are com-
mercially available and not only theoretical models. We also bring forward practical
proposals to improve the quality of such constructions further.

Finally, through studying this construction, we will also address a long-standing
open problem in the field of PUF-based authentication, which is the reusability of
challenge-response pairs stored in the verifier database. One significant drawback
of PUF-based authentication protocols is that the server/verifier cannot use the
same challenge multiple times to authenticate a client/prover due to man-in-the-
middle attacks. Therefore, the server exhausts all the challenges from the database
after running several rounds of the authentication protocol. This limitation is
unavoidable in any such classical protocols.

However, we show that due to the entropy uncertainty principle in quantum
information theory, with our proposed construction, the server can reuse a challenge
as long as they can successfully authenticate the client using that challenge in the
previous rounds. Our result overcomes this open problem as we prove the challenge
reusability of PUF-based applications for the first time. The entropy uncertainty
principle also allows the honest server/client to detect any adversarial attempts to
extract information from the response of the HPUFs, providing the cheat sensitivity
of our protocol.
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4.1.1 Structure of the Chapter

In Section 1.2, we first describe the new hybrid construction called hybrid PUF
(HPUF) with an underlying CPUF and quantum encoding in . The idea is
to consider both the practicality of implementation and the security enhanced by
quantum information technology. Furthermore, we show in another construc-
tion of HPUF against a general adaptive adversary with the protection of lockdown
technique (HLPUF). Section 1.3 introduces the adversarial models for security anal-
ysis related to our research. In detail, we give the unforgeability game schemes that
capture the security requirements of PUFs and the regulation of adaptive and non-
adaptive (weak) adversaries’ behaviours that we consider in our work. In Section

, on the one hand, we show the security of HPUF against a non-adaptive net-
work adversary. On the other hand, we show the security of HLPUF against an
adaptive adversary with more power. The idea is to reduce the power of network
adversaries from adaptiveness to non-adaptiveness. To support our proofs, we give
in Section the numerical simulations with models of underlying CPUFs and
alternative quantum encoding methods. In Section 1.0, we show our proposal for
an HLPUF-based authentication protocol with security guarantees and reusability
property. Finally, we conclude this chapter in Section

4.2 Hybrid (Locked) PUF Constructions

In the previous chapter, we summarise the recent research works and state of the
arts of both classical and quantum PUFs. On the one hand, CPUFs, especially most
of the strong PUFs based on silicon design, are threatened by modelling attacks
with different technologies nowadays. For weak PUFs, the limitation of indirect
access means that the security of using a weak PUF depends on the cryptographic
function that consumes the weak PUF’s output. On the other hand, the proposed
constructions of quantum PUFs nowadays are either impractical or vulnerable.
Furthermore, a proper QPUF might require a database of CRPs in quantum states,
i.e., the requirement of quantum memories, according to the description in [135].
These existing bottlenecks raise a question: Is there a possible construction of
PUFs that can enhance security by quantum information technology while being
practical to implement with near-term available quantum devices? In the rest of
this chapter, we answer this question affirmatively by introducing the idea of hybrid
PUF and its related constructions and applications.

4.2.1 Hybrid PUF Construction

Here, we propose a hybrid PUF (HPUF) design that aims to protect the output
interface of the classical PUF by encoding the classical outcomes in non-orthogonal
states. Thus, an HPUF can be treated as a device with classical bit-string as input
and encoded quantum states as outputs.

One example of HPUF construction can generally be with a CPUF f : {0, 1}" —
{0, 1}*™ that has a certain amount of randomness, as min-entropy. To increase the
min-entropy further, we encode the output of the CPUF into non-orthogonal 2m
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CPUF Encoders

L 2

Figure 4.1: HPUF Construction with Conjugate Coding

qubits with 2m pairs of classical bits and send the qubits through the communica-
tion channel. Each pair takes the (25 — 1)-th, and the 2j-th (where 1 < j < 2m)
output bits. Next, we define a two-to-one mapping of the tuple (yo;_1,y2;) of f’s
outcome to a qubit [l,) € {|0),|1),|+),|—)}, as BB84 states. Here, the entire
system, i.e., CPUF and the quantum encoding, is referred to as the hybrid PUF
construction. We illustrate the HPUF construction in Figure and give the
formal description of our HPUF design as Construction .1, which is based on
conjugate coding [187].

Construction 4.1 (Hybrid PUF). Suppose f : {0,1}"* — {0,1}*™ be a classical
PUF, that maps an n-bit string x; € {0,1}" to an 4m-bit string output y; € {0, 1}4™.
We denote the j-th bit of y; as y;; € {0,1}. From the 4m-bit string, we prepare
the set of 2m-tuples {(1i,(2j-1), ¥i,2j) }1<j<em- The hybrid PUF encodes each of the
tuples (yi (2j-1), Yi2j) nto a single qubit [*™7) (also known as BB84 states). The
exact expression of the encoding is defined in the following way,

000 (Wi,(2j-1), ¥i2g) = (0,0)

ij ij 1)1 Yi(2j-1),Yi,25) = 1,0
i i = { [0 ey i) = (1,0 (1)

)+ Wiei-1):¥i25) = (0,1)

=)= Wiei-1): ¥i2g) = (1,1)

For any z; € {0,1}", the mapping of the HPUF & : {0,1}" — (H*)®?™ s
defined as follows.

Ti — |¢Z)ut><1/}(l)ut‘ (or |¢f(fci)><¢f(xi)|) (4.2)
where Wéut>< ci)ut‘ = ®g2211 Wéﬂtﬂ%ﬂt .
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4.2.2 Hybrid Locked PUF Construction

Furthermore, we complete our proposed construction by equipping HPUFs with a
mechanism called quantum lock. In brief, the quantum lock is a mechanism of the
embedded small verification resources. This construction aims to restrict the adver-
sary from adaptively querying the device and reduces a QPT adversary to a weak
adversary. Here, An adaptive quantum adversary is free to build their database
with any arbitrary query and in an adaptive manner, potentially depending on the
previous queries . Particularly, such adversaries can query HPUF multiple times
with the same challenge x, obtaining several copies of |)y) and can easily extract
the outcome f(x) from multiple copies. Hence, the construction of HPUFs alone
is insufficient to achieve the most compelling desired notion of quantum security.
Regarding this issue, we give a detailed security analysis in the next section.

We start by subdividing the output of the HPUF & : {0,1}" — (H?)®™
corresponding to a classical PUF f : {0,1}" — {0,1}*" into two different parts,
where H? denotes a d-dimensional Hilbert space of quantum states. The first part
contains the first m qubits, and the second half contains the last m qubits of the
outcome of the HPUF &;. Note that the first m qubits of the HPUF’s outcome come
from the first 2m bits outcome of the underlying classical PUF f. For any challenge
xr € D™, we can write the outcome of the classical PUF as f(x) = fi(2)||f2(2),
where the mapping f; : {0,1}" — {0,1}*™ denotes the first 2m bits of f and
fo 0 0,1} — {0,1}*™ denotes the last 2m bits of f. Similarly, we can rewrite
the HPUF &; as a tensor product of two mappings &, : {0,1}" — (H?*)®™, and
Er, {0,131 — (H*)®™, where for any challenge = € {0,1}", &, (x) denotes the
first m qubits of £(x), and &y, (z) denotes the last m qubits of Ef(z).

CPUF

= A@n—-m = s
(%) ——————

Measure in y, basis

ﬁfl(x) — — |wf2(x)>

Figure 4.2: HLPUF construction: HLPUF uses an HPUF, a single-qubit quantum
encoder device and a single-qubit measurement device, all inside a tamper-proof

environment which prevents any quantum adversary from adaptively querying the
HPUF.

The HLPUF takes the classical input z; and a quantum state p; and produces
the second half of the response of the hybrid PUF, |1 1,(,)) (¥ f,(2,)|, @s an output if

INote that here we don’t allow superposition queries to the underlying CPUF inside the
HLPUF. However, we allow the adversaries to run quantum algorithms on the challenge-response
pair database.
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p1 is equal to the first half of the output of the hybrid PUF |¢y, (4)) (¥, (2:)|- Figure
illustrates the construction of HLPUF, and we formalise it as Construction
in the following;:

Construction 4.2 (HLPUF). Suppose we have a hybrid PUF £ where f : {0,1}" —
{0,1}*™ is a CPUF. The mapping of the HLPUF Ef : D™ x Hw1 — Houwz @ H+
corresponding to a hybrid PUF £ is defined as follows:

|¢f2($i)> <wf2($i)| if Ver<|¢fl(l'i)> <wf1($i)| 7:51> =1

1 otherwise.

(23, p1) — { (4.3)

where Ver(.,.) is a verification algorithm that checks the equality of the first half of
the response based on the classical response y;. To be precise, Ver(.,.) is specified by
measuring each qubit of the incoming quantum state with the corresponding basis ac-
cording to {y; 2, }1<j<om of responsey; and check the equality Equal(y; 2j, Ui2j)1<j<2m
m our construction.

4.3 Adversarial Model

Evaluating PUFs under different but precise adversarial models helps us accurately
capture the security. Normally, we consider two main types of adversaries: The
first type of adversary does not have physical access to the PUFs. Therefore,
the adversary mainly accesses PUFs remotely via the network, obtains CRPs, and
performs attacks based on software, e.g., machine learning-based modelling attacks.
In this case, we refer to this type of adversary as network adversary.

On the other hand, we refer to the other type of adversary as physical adver-
sary, who is permitted to have physical access to PUFs. It grants the adversary
more power to try forging the PUFs. For example, such an adversary can per-
form reverse engineering of hardware and various hardware side-channel attacks
like micro-probing and differential power analysis [188, 189]. Meanwhile, the phys-
ical access of an adversary makes the manufacturers potentially malicious as well.
The security requirements are required to be more restricted, as well as the archi-
tectural sophistication of hardware design, or possibly leverage quantum properties
as we discussed previously.

In our work, we consider mainly the network adversarial model regarding most
of the use cases of PUFs. That is, the adversary has only access to the commu-
nication channel. Moreover, we assume that the manufacturer of the PUF is
honest. The network adversaries can get the challenge-response pairs just by in-
tercepting the message that is exchanged between the server and the clients. They
can pretend to be the server and make queries to the PUF on the client side with
a challenge and get the response.

Any network adversary that tries to predict the response of a PUF, namely
E : D™ — D% can be modelled as an interactive algorithm. Here, we consider
QPT adversaries that have g-query classical access to the evaluation of the PUF,
where ¢ is polynomial in the security parameter. An adaptive adversary can choose
and issue any arbitrary query (up to g-query), which could also depend on the
previous responses received from the PUF. On the other hand, a weak non-adaptive
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adversary cannot choose the queries and instead receives ¢ CRPs of £. In this case,
the queries are randomly picked from a uniform distribution by an honest party
and sent to the adversary.

4.3.1 Unforgeability with Game-based Security

Unforgeability is the main security property of PUFs. Unforgeability means that
given a subset of challenge-response pairs of the target PUF, the probability of
correct estimation of an unseen challenge-response pair is negligible regarding the
security parameter. The unforgeability for classical PUFs has been defined in [123],
and for quantum PUFs in [135] as a game-based definition. Moreover, a general
game-based framework for quantum unforgeability has been defined in [190] for
both quantum and classical primitives in an abstract way. Following the previous
works, we present a game-based unforgeability definition for PUFs, emphasizing
the adversary’s capabilities in the learning phase and capturing both adaptive and
weak adversaries as defined previously.

We define the unforgeability of PUFs as a formal game between two parties: a
challenger (C) and an adversary (A). The game is divided into 4 phases: Setup,
Learning, Challenge and Guess. A formal description is given in Game

Game 4.1 (Universal Unforgeability of PUF"). Let MP be the manufacturing
process, Ver(.) be a verification algorithm for checking the responses, and A the
security parameter. We define the following game GPUE (A, X) running between an
adversary A and a challenger C:

o Setup phase.

— C selects a manufacturing process MP and security parameter A\. Then
C creates a PUF by € < MP(X), which is described by a CPTP map.
The challenge and response domain D™ and D°“* are shared between C

and A.
e Learning phase.

— If the adversary is adaptive, A = Agq:
* Aqq selects any desired challenge ¢; € D™, and issues to C (up to q
queries).
x C queries the PUF with each challenge ¢; and sends the response
ri = E(¢;) € D back to Auq.
— If the adversary is weak (non-adaptive), A = Apear:
x C selects a challenge c; € D™ uniformly at random from D™ and
independent of i (up to q queries).
x C queries the PUF with ¢; and produces the response r; = E(¢;).

x C issues to Ayear the set of random challenges and their respective
responses {(c;, ;) H_,.

2We use the term Universal Unforgeability as defined in [190], to avoid confusion with a stronger
security model. Nevertheless, in the PUF literature, this level of security is also called Selective
Unforgeability as also was used in [135].
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e Challenge phase.

— C chooses a challenge ¢ uniformly at random from challenge domain
D,

— C issues ¢ to A.
 Guess phase.

— For the challenge ¢, A produces his forgery o < A(1*, & {(ci, )} ;)
and sends to C.

— C runs a verification algorithm b <— Ver(c",7), where 7 = E(¢) is the
correct output and b € {0,1}, to check the fidelity or equality of the
responses.

— C outputs b. A wins if b= 1.

The above game is the abstract version of the unforgeability game that can be
used for different classical or quantum PUFs and with different challenge types.
For instance, the learning phase challenge ¢; can be classical bitstring or quantum
states, and in that case, the domain D™ will be a finite-dimensional Hilbert space.

Note that the adversary could not arbitrarily choose the challenges in the chal-
lenge phase of the game. Therefore, it is so-called universal unforgeability. Rela-
tively, there are different notions of unforgeability, e.g., unconditional unforgeability
and existential unforgeability [135]. Unconditional unforgeability models the PUF
against an unbounded adversary with unlimited queries during the learning phase,
which is the strongest notion of unforgeability. The difference between existen-
tial unforgeability and universal unforgeability is that the adversary could choose
the challenges during the challenge phase with existential unforgeability instead of
choosing the challenges by the challenger C. Even though the universal unforgeabil-
ity is weaker than the other two, it is sufficient for most PUF-based applications.

Finally, we define game-based security in terms of universal unforgeability in
this setting:

Definition 4.1 (Universal Unforgeability against Adaptive Adversary). A PUF
with manufacturing process MP and verification algorithm Ver(.) provides (e, \)-
universal unforgeability against adaptive adversary if the success probability of any
adaptive QPT adversary Aqq in winning the game GFVY (Auq, ) is at most e(N).

Pr(l « GPYF (Aua, V)] < €(N) (4.4)

Definition 4.2 (Universal Unforgeability against Weak Adversary). A PUF with
manufacturing process MP and verification algorithm Ver(.) provides (e, \)-
universal unforgeability against weak (non-adaptive) adversary if the success prob-
ability of any weak QPT adversary Apear in winning the game GPUY (Ayear, \) is
at most €(N).

Pr(l + GV (Apear, V)] < €(N) (4.5)
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4.4 Security Analysis

In this section, we give a comprehensive security analysis of the previously proposed
construction by following steps: First, we show that using hybrid construction
will exponentially improve the security of classical PUFs. More precisely, it will
exponentially decrease the success probability of a weak quantum adversary in the
universal unforgeability game, compared to a classical PUF with the same number
of learning queries. Further, we show how much quantum communication can
improve the security of a weaker classical PUF and, as a result, propose an efficient
and secure construction that can be built using existing classical PUFs.

For the security analysis of our construction, by leveraging the security model
we give in section , we consider in addition the following assumptions of the
CPUFs f:{0,1}™ — {0, 1}*™.

1. For any input z € {0, 1}" the probability distributions of the 4m output bits
f(@)1, ..., f(x)sm are independent and identically distributed (i.i.d).

2. The output distributions {p/(y)},ec(0,134m for all the inputs = are independent
and identically distributed (i.i.d).

4.4.1 Security of HPUF against Weak Adversaries

Intuitively, to forge the HPUF, the adversary needs to extract the classical out-
come of each challenge from a series of quantum states produced by the HPUF.
Distinguishing an unknown non-orthogonal quantum state from a pre-determined
set of states is a well-known problem in quantum information theory. Here, the
security of our HPUF comes from the indistinguishability property of the non-
orthogonal quantum states. In Theorem .1, we first show that the HPUFs based
on Construction are at least as secure as the underlying CPUFs.

Theorem 4.1. Let f: {0,1}" — {0,1}*™ be a classical PUF. If there is no QPT
weak adversary that can win the universal unforgeability game for CPUF with more
than a negligible probability in the security parameter, then the HPUF constructed
from f is also universally unforgeable.

Proof. We show the contrapositive statement that if you can break HPUF you
can also break underlying CPUF. Here, we give the proof for m = 1, and it can
easily be generalized for any arbitrary integer m > 0. Suppose for the HPUF, a
g-query weak-adversary wins the unforgeability game with a non-negligible proba-
bility P(m = 1, p, q). This implies, given a database of ¢ random challenge response
from the HPUF, the adversary can produce [)¢(,+)) corresponding to a random chal-
lenge z* € {0, 1}™ with a non-negligible probability P(m = 1,p, ¢q). Note that, for
the deterministic adversarial strategy, the adversary can produce multiple copies of
the forged state |t f(,.)) for a random challenge z*. For the random adversaries, we
can produce multiple copies of the same forged state [¢f,.)) just by fixing the in-
ternal randomness parameter of the adversarial strategy. Hence, both the random
and deterministic adversary can produce multiple copies of the forged state @Df(x*))
for a random challenge x*. From the multiple (say K') such copies of Wf(x*)>> the

adversary will extract f(z*) using the following strategy.
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Algorithm 1 Algorithm to Forge CPUF from HPUF

Require: K > 2-copies of the forged state [¢f(,+))
Measure the 1-st copy of the state |¢ 7)) in {|0), |1)}-basis.
Let z; € {0,1} be the measurement outcome.
fori=2i<(K—-1);i++ do
Measure the i-th copy of the state [¢)7,.)) in {|0), [1)}-basis.
Let z; € {0,1} be the measurement outcome.
if Zi 7& Zi—1 then
break > Implies [¢7(,+)) € {|+), =)}
end if
end for
if ¢ = K then
return f(z*) = (0, z)
else
Measure the ¢ + 1-th copy in {|+), |—) }-basis.
Let z;11 be the measurement outcome.
return f(z*) = (1, zi41).
end if

If [Yran) = [Y5en) € {10),[1)} then in Algorithm | all the measurement
outcomes z (for 1 < i < K) would be the same, and f(z*) = f(z*). However,
if [Yr@) = Wfeq) € {1+) 1)} then we f(@*) # f(«*) if and only if all the
measurement outcomes z; are equal (1 < i < K). This happens with probability
2%(. Therefore, we get

< 1

Pr{f(27) = f@)[bpa) = W)l 2 (1 = 5)- (4.6)

If the adversary successfully forges the HPUF with a non-negligible probabil-
ity P(m = 1,p,q) then from Equation (1.0) we get that the adversary manages
the CPUF with probability at least P(m = 1,p,q)(1 — 2%(), which is also non-
negligible. Therefore, if an adversary manages to win the unforgeability game for
the HPUF with a non-negligible probability, then using the same forging strat-
egy, it can also win the unforgeability game for the corresponding CPUF with
a non-negligible probability. This implies if no QPT weak adversary can win the
universal unforgeability game with a non-negligible probability for the CPUF, then
no QPT adversary can win the universal unforgeability game with a non-negligible
probability for the corresponding HPUF. This concludes the proof. [

The above theorem is an intuitive result showing that HPUF is stronger or
at least as strong as the underlying CPUF. However, we want to prove a more
powerful and explicit statement regarding HPUFs by quantifying how much the
hybrid construction will boost security. In fact, we want to show that one can
construct a secure, unforgeable HPUF against a quantum adversary even if the
underlying CPUF is breakable (with a certain probability) against the classical
forger.

To this end, we compare the success probability of a QPT adversary in breaking
the HPUF in the universal unforgeability game with the success probability of the
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adversary who breaks the CPUF with a certain non-negligible probability in a fixed
query setting. This will allow us to show that some weak and considerably bro-
ken CPUFs can still be used to construct an asymptotically secure HPUF against
stronger quantum adversaries since the quantum encoding drastically decreases the
success probability.

By giving the formal theorem as described above, we start by proving three
lemmas: In Lemma .|, we give an upper bound on the adversary’s guessing prob-
ability of the response f(z;) corresponding to a challenge x; and a single copy of
the quantum response state [¢y(,)).

Lemma 4.1. Suppose f :{0,1}" — {0,1}*™ be a CPUF with the following prop-
erty,

1
with a biased distribution p = %—1— 0, where 0 < 9, < %, and & be a HPUF
corresponding to [ that we construct using Construction . Let a quantum ad-

versary Agwss extract the value y; 2j—1) out of (Yi(2j-1), Yiz2j) from quantum state

WS N (WL | corresponding to a random challenge ;. If all the output bits of the
CPUF are independent and identically distributed, then for any quantum adversary

A%ess, and ¥ z; € {0,1}",
Pguess = PI'[AZQ,[ZGSS(SL’Z, |z/}out>< out ) = yi,(2j—1)]
<p(l+y/p*+(1-p)?)
< p(1+ V2p) (4.8)
Proof. According to Construction .1, for a given z;, we use the 2j-th bit y;2; €

{0,1} of the outcome of the CPUF to choose the basis (either {|0),|1)}-basis
or {|+),|—)}-basis) of the j-th qubit output of the HPUF. Further, we use the
Yi2j—1) € {0,1} to choose a state from the chosen basis. Here, if y; (2;_1) = 0 then
from an adversarial point of view, the output state is py = (3 + 6,)[0)(0] + (5 —
6p)|+)(+|. Similarly, if y; 2;—1) = 1 then from an adversarial point of view, the
output state is py = (5 + 0,)[1)(1] + (3 — 6,)|—)(—|. For the adversary, the prob-
ability of correctly guessing y; (2 1) is the same as distinguishing the two states
po, pr. Here Pr[AbI  (x;, |5 (Wbl |) = Yi,2j—1)) denotes the optimal probability

guess

of guessing the bit correctly. From the Helstorm-Holevo bound [191, 30] we get,

Pr[A;iess<xl7 ’wout>< out ) = yi,(?j—l)]
< p[l +maxtr[E(po — p1)]]

1
=p[l + 5”:00 — p1ll4])-

=p(1+/p*+ (1 -p)?)
< p(1+ v2p) (4.9)

This concludes the proof. Il
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In Lemma , we show that the adversary needs to extract the classical in-
formation f(z) that is encoded in the quantum state [¢)4(,) for the forgery of the
HPUFs. With this lemma, we give bounds on the maximum amount of informa-
tion that the adversary can extract from the overall response state using quantum
information tools as described in the preliminaries, Section

Lemma 4.2. Suppose |D,) = Qi (\in>c® Wf(wi)>R) denotes the adversary’s
database of q random CRPs that are generated from o HPUF & : {0,1}" —
(H*)®™. If E(D,) denotes the measurement strategy for forging the HPUF with
probability prorge using the database Dy, then using the following measure-then-forge
strategy that can forge the HPUF with the same probability psorge.

o Adversary extracts the classical encoding { f(x;) }1<i<q from |Dy). Let { f(2;)}1<i<q
denotes the extracted classical string.

o The QPT adversary applies a forging strategy using the extracted data set
{f(zi) h<izq-

Proof. For a successful forgery, the adversary needs to win the universal unforge-
ability defined in Game .. This implies, using the measurement strategy E(D,)
the adversary needs to produce a quantum state [t1)4+)) corresponding to a chal-
lenge z* €r {0,1}" that is chosen uniformly at random. Without loss of gen-
erality, we can write the measurement strategy as a POVM with two outcomes
E(D,) = {Etorge(Dy, "), Eait(Dy, %)}, where Eforge(Dy, %), Eait( Dy, 2*) denote
the measurement operators corresponding to the successful forgery and the fail-
ure forgery respectively. Therefore, we can write the successful forging probability
Dorge as follows.

Prorge = tr[Eforge(an m*)pqu (410)

where pf, 1= |Dy) (Dy| ® [2*) (z*| ® [0™),,, (0™|. Here, the out register would
contain the forged state. If we write Eforge(Dy, %) = Mgorge(Dq, ) Miorge (Dy, ),
then we can rewrite the post-measurement state corresponding to the successful
forgery as follows:

Mforge<Dq=I*> |Dq> ® |7*) ® |Oml>
\/pforge

out

) ) ) (4.11)
_ [Dg)p ® |27) ® |z/’f($*)>out ® |@) oyt
v/ Pforge ’
where ]l~)q> r denotes the post-measurement database state, and |a),, is the post-

measurement state of the ancillary system which is a (m’ — m) dimensional state
while as [t()), , is m dimensional. As @{_, |7;)c is a classical state, we don’t
write them in the expressions in the rest of the proof.

Using the Naimark’s theorem, we can replace the POVM measurement strategy
E(D,) with the combination of a unitary acting on an extended system including
an ancilla |anc) ,, followed by a projective measurement. Let us denote the unitary
as Uf;; which couples the input state |D,) ® [0™),, with the ancillary system
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lanc) 4, and let {|v)} be the basis on which the projective measurement is applied
to the ancilla. We first rewrite the impact of the unitary U g; on the input state:

q
qu <® |¢f($z)>R ® |0>0ut ® ’CLTLC>A>
=1

= ng (|\Ij(}>R ® ’O>out ® ‘anC>A>
= Z\/E’\I]Z>R® |d~}v>out ® |U>A‘ (412)

In the second line, we have rewritten everything after applying the unitary in the
{|v) }-basis. Now, the adversary performs a projective measurement on the state
( ) in this basis. Suppose for the correct forgery, the ancilla is projected into
the |Vgorge) 4 state. Therefore we can rewrite the expression of peoge as follows:

Pforge = Z pv| <Uf0rge| ’U>|2. (413)

VIV=Vforge

Overall, following this strategy, the purification of the adversary’s post-measurement
state with an optimal POVM measurement can be written as the following:

‘[)q>R ® |z*) ® Wf(w*)>out ® |Uf0rge>A
v/ Pforge ’

where |Dq) denotes the post-measurement database state. Note that, due to
Naimark’s theorem the post-measurement database states in Equation ( ), and
( ) are the same if the same ancillary system has been assumed after the purifi-
cation and POVM, i.e. if |[Vgorge) 4 = [@) ys-

Now, let us use the unitary U ,”5; and the measurement basis {|v)} to construct

(4.14)

a measure-then-forge strategy. As the unitary U f)z only depends on the input z*
and D,, we can rewrite it in the basis that is diagonalised with respect to the states
{1, v) }o.

For the post-measurement state |Ugyge), Of the ancilla, the adversary applies
U:c,x*

D, Wiy Viorge
formation about the {f(z;) }1<i<q before measuring the ancillary sub-system in the
{|v) }-basis. Hence, the measurement basis {|v)} choice only depends on the classi-
cal challenges x;’s and z*. Therefore, the adversary can use the same information to
find the {|v) }-basis, the adversary first performs the measurement on the RA regis-
ter in {| W4, v)}-basis, and obtains the state [W{ ., Vtorge) With the same probability

on the |0) . register. Note that the adversary doesn’t have any in-

Diorge- After the measurement, the adversary applies the unitary U gq ¥
’ ~ forge? “torge
0)

out» a0d get the forged state |t)(,+)). Therefore, with this strategy, the adversary
also wins the unforgeability game with the probability piorge-

Note that, there always exists a unitary U such that U(®%L, |f(z:))) ® |anc) =
| U ges Vsorge) s Where f(x;) denotes the extracted information about f(z;)’s from
the encoded database |D,). Therefore, from any generalized measurement strategy
E(D,) we can construct a strategy for the measure-then-forge protocol that can win
the universal unforgeability game with the same probability proree. This concludes
the proof. [

on
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Lemma suggests that the optimal adversary (including POVM strategies)
is to extract the classical information from the database state |D,), and then per-
form the modelling attack to guess |1f(,+)). In general, if the extracted classical
information { f(x;)}1<i<, from the database state |D,) is very far from the original
encoded string {f(z;) }1<i<, then it would be difficult for the adversary to forge
the HPUF, based on that noisy data set. Here, we define the distance between
Dy = {f(zi) h<i<g, and Df = { f(2i) }1<i<q as follows.

L, Mis-match(f (2:), f(x:))

Dist(D?, Di) := == p , (4.15)

where we define Mis-match(f(z;), f(x;)) as follows.

1 It (f(iUz) # f(%))

, (4.16)
0 Otherwise.

Mis-match( f(z;), f(z;)) := {

It is reasonable to assume that no forging strategy can forge the HPUF with

a non-negligible probability that runs on the noisy database set Dj such that
Dist(D;”,D;”) > ¢, where 0 < ¢ < 1 is a parameter that quantifies the error
threshold. In Lemma /1.3, we give an upper bound on extracting Dj from |D,)
such that Dist(Dy, Dy) < e. Intuitively, a robust HPUF is with low ¢ such that an

adversary can not forge it with a noisy data set which is very far away from the
original data set. Otherwise, the ¢ should be high with a bad HPUF.

Lemma 4.3. Suppose |D,) = ®j_, (|$i>c® Wf(m))R) denotes the adversary’s
database of q random CRPs that are generated from o HPUF & : {0,1}" —
(H?)®™. If D, denotes the noisy classical response set that is extracted from |D,)
such that Dist(D,, f)q) < e with probability pegiract, then

q
2: q m m\q—
pel’tmct S (k) (pguess)2 k(l - (pguess)2 )q k? (417)
k=(1—¢)q

where Pguess < p(1 +V/2p), defined in Lemma

Proof. In this lemma, we give an upper bound on the probability of extracting the
CPUF outcomes from the (1 — €)g out of ¢ responses of the HPUF. Let A, be
a quantum adversary who plays the unforgeability game against the HPUF. A,
has access to ¢ queries of the HPUF as ¢ pairs of {(Xj,|¥fx,)))}iz1. Note that,
acc;qrding to the construction .1, [ yx,)) (Vrxy| = ?Zﬁ W%Xi)ﬂw?gxi)‘v where
[Vlxy) € {10),11),1+),|=)}. As the state in the adversary’s possession depends
fully on a classical string, we can describe this situation using a classical-quantum
state, where the C' register contains the classical string f(X;), and the S register
contains the quantum state |[¢¢(x,))(¥f(x,)|- We assume the j-th bit of the string
f(X;) as Y;;. The classical-quantum state for the j-th qubit is of the following
form.

1 iy y
(pes); = 22 71V25-120)005 (Yai1,2] @ 1850 N Wy | (4.18)
Ya; 1,
YQJ'QEJ{OI,I}
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In Lemma .1, we prove that the probability of guessing Y; is pguess, and it has
the following upper bound.

Pguess < p(l + \/ép) (419)

Since we assume that all the output bits of the CPUF are i.i.d. Therefore, the
entire classical-quantum state for the i-th challenge X; is pcg of the following form.

m

pcs = Q) (pes);. (4.20)

j=1
Therefore, the probability of guessing f(X;) from the S subsystem is upper
bounded by

(Pguess)™™. (4.21)

Let pcage denote the joint state shared between the server and the g-query weak
adversary. Due to the i.i.d assumption on all the outputs of the underlying classical
PUF of the HPUF, pcagq has the following form.

. ®q
peass = (®(PCS>J'> : (4.22)
j=1

Here, we would like to find an upper bound on the probability of successfully
guessing f(X;)’s for at least (1 — ¢)g responses out of g responses. We denote
this guessing probability as pextract- [Note that, due to the i.i.d assumption on the
different outcomes of the CPUF, the adversary’s success probability of guessing
exactly k responses out of ¢ responses is upper bounded by (Z) (Pguess)>™ (1 —

(Pguess)>™)7". Therefore, we can re-write the expression of peyiract as follows,

q
q m m —
Pextract < Z (]{3) (pguess)2 k(l - (pguess)2 )q k- (423)
k=(1—¢)q
This concludes the proof. Il

To provide a better intuition of the expression of peyiract t0 show the exponential
gap, we give in Figure the evolution of Peyiract for different values of . It means
that with a bad HPUF with high &, the pexiract converges to 1 — negl(\) as the
number of queries of the QPT weak adversary increases. Otherwise, for a smaller
error threshold, corresponding to a better HPUF', it decreases exponentially with
q. Later, we show in Section the € of HPUF depends on its underlying CPUFs,
and the machine-learning algorithm we use to forge the HPUF.

Now, we formally give the theorem that the upper bounds of the success prob-
ability of forging a HPUF by a QPT weak adversary.

Theorem 4.2. Let f:{0,1}" — {0,1}*™ be a classical PUF with p-Randomness,
where p = (% + 0,.) with the following two properties.

1. Let any q-query weak adversary win the universal unforgeability game for the
CPUF f with probability at most p&assical(m p q) > non — negl(\).

forge
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Figure 4.3: Evolution of pexract With different values of e

2. There is no QPT adversary that can win the universal unforgeability game
for the CPUF using a noisy database D, such that Dist(D,, D,) > «.

If we construct a HPUF &; from such a CPUF f, then the q-query weak quan-
tum adversary can win the universal unforgeability game for the HPUF &; with
probability pL™™™ (x*, p, |Q,)), such that,

forge
p?:;;cztum(x*?p7 |Qq>) < Pextract X pféi;ziml(m,p, Q), (424)
where
d q 2mk 2m\q—k
DPextract S I{Z (pguess) " (1 - (pguess) )q .
k=(1—¢)q
Proof. From Lemma .2, we get that the optimal adversary’s strategy is measure-

then-forge. Let D, denotes the set of extracted database response. From the 2nd
property, we get that the adversary can forge the HPUF with a non-negligible
probability if and only if Dist(f)q, D,) < e. Suppose Pextract denotes the optimal
success probability of extracting D, from |D,) such that Dist(D,, D,) < e. If
p%?;ical(f)q, X*,p) denotes the optimal forging probability using the database Dq,
then the total forging probability is given by the following equation.

PLSI (X p,[Dy)) = Pextract X Dipees®(Dy, X, p). (4.25)

Note that the adversary’s optimal forging probability with database D, is always
higher than the optimal forging probability with the database D,, i.e.,

classical

Pl (m, p, q) > prasi(Dy, X*, p). (4.26)

Substituting the relation in Equation (1.20) in Equation (1.25) we get the following
expression of pi™™™ (X* p | D,)).

forge
p?;agrémm(X*an [Dg)) < Pextract X p;:é?zseical(m’p’ q)- (4.27)

From Lemma | we get that Pecsact < 21y (¢) (Dguess) ™ (1 = (Pguess)™)4 .
By substituting the expression of pguecess in Equation ( ), we get the desired
upper bound on the p**™™(X* p.|D,)). This concludes the proof. ]

forge
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The above result is a general statement for any fixed number of queries and
compares the success probability of a weak adversary in breaking the unforgeability
of CPUF and HPUF. Given this theorem, we can also easily state the following
corollary that ensures the universal unforgeability of an HPUF constructed from
a CPUF that does not provide suitable security, yet is not totally broken with
overwhelming probability.

Corollary 4.1. Let the success probability of any QPT weak-adversary in the uni-
versal unforgeability game with a CPUF f : {0,1}" — {0, 1}*™ with p-Randomness,
be at most p]?(l)‘j,;zic, where 0 < pj?f)‘i;‘?c <1 — non-negl(2m). Then, there always exists
an error threshold 0 < € < 1 for which the success probability of any QPT adversary
in the universal unforgeability game for the HPUF &, is at most €(2m), which is a
negligible function in the security parameter. Hence, such HPUFs are universally

unforgeable.

Proof. This directly follows from Theorem where pgissic = pglassical (i, p, q) for
any g = poly(m) is a value between 0 and 1, and not negligibly close to 1. As
shown in the proof of Theorem in the Appendix, for a large family of ¢ the first
part of the probability, namely pexract becomes negligibly small (in 2m). Hence,
the overall probability becomes a negligible function €(2m). O

Note that here, we only consider the adversarial model assuming that the adver-
sary gets access to a random set of these classical challenges and quantum responses,
where there exists only one copy of each pair in the adversary’s database. This
model is usually referred to as a weak adversary. We then upgrade this adversary
into a more powerful one, which is our target most powerful quantum adversary of
interest, when introducing the locking mechanism of the construction in the next
section.

4.4.2 Security of HLPUF against General Adaptive Adver-
saries

In this section, we need to uplift the previously considered weak adversary into
any general adaptive quantum adversary. Recall that an adaptive adversary is
free to build their database with any arbitrary query and in an adaptive manner,
potentially depending on the previous queries. Particularly such adversaries can
query HPUF multiple times with the same challenge x, obtaining several copies of
|Yout) and can easily extract the outcome f(z) from multiple copies. Consequently,
a probability pguess = 1 can be achieved in theory, and a strong adversary can forge
the HPUF efficiently. Hence the construction of HPUFSs on its own is not sufficient
to achieve the most compelling desired notion of quantum security.

In Theorem .2, we show that if the HPUFs are secure against weak adver-
saries, then we can make the HLPUFs secure against adaptive adversaries with the
lockdown technique.

Theorem 4.3. Let & : {0,1}" — (H*)®™ @ (H*)®™ be a hybrid PUF that we
construct from a classical PUF f : {0,1}" — {0,1}*™ x {0,1}*™ and let £f :
{0, 1} x (H*)®™ — (H*)®™ denotes the HLPUF that we construct from E; using
the Construction D If & = & ® Ep, and if each of the mappings &y, &y,
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has (e, m)-universal unforgeability against the q-query weak adversaries, then the
corresponding HLPUF Sf is (€, m)-secure against the q-query adaptive adversaries.

Proof. At the i-th round, the HLPUF EfL receives the queries of the form (z;, py),
where the classical string x; € {0,1}", and p; € (H*)®™. The HLPUF returns
Er,(x;) if Ver(py, & (x;)) = 1, otherwise it returns an abort state | L) (L| cor-
responding to L. Hence, to get any non-abort state |L) from the HLPUF, the
adaptive adversaries A,q need to produce a query of the form (z;, &, (z;)). As the
adversary doesn’t have any direct access to the mapping &£, , the only way it can
get any information about &£y, (z;) is by intercepting the challenges that are sent by
the server to the client. Suppose that the adaptive adversary has access to a set of
q queries X[ := {X;}1<i<q and the corresponding responses Wig 1= {&f, (7;) }1<i<q-
Here, each X; follows a uniform distribution over the challenge set {0, 1}". Hence,
for the mapping &, , the power of the adaptive adversary reduces to the power of
a weak adversary. As &; has the universal unforgeability property against any
g-query weak adversary, hence we get, for any random challenge X ¢ X,

Pr [1 « Gon (Aads m, X, X(g))]

X, X(q)

= Pr 1« G& (Awear, ms X, X(g)] < €(m). (4.28)
*q]

This implies, using the set of challenges X, and responses ¥|,, the adversary
cannot produce the response corresponding to a random challenge X & X{;. Sup-
pose from the query set X, and the responses, the adaptive adversary successfully
generates a set X [’q,] of ¢’ adaptive queries, and corresponding responses W, for the
HLPUF SJ% . Without any loss of generality, we assume that for all of the queries,
X; € X[, the HLPUF returns a non-abort state.

We assume that the adaptive adversary wins the universal unforgeability game
using the query set X,q = X5 N X ['q,]. This implies,

Pr [1«+ G&r (Aga, m, X, Xaa)] > non-negl(m). (4.29)
X7X§1€ad
From the construction of our HLPUF in Construction .2, we get that winning
the universal unforgeability game with the HLPUF & f implies winning the universal
unforgeability with £;,. Hence, we can rewrite Equation ( ) in the following way,
Dr 1+ G2 (Aga, m, X, Xaq)] > non-negl(m). (4.30)
s<dad

Note that if the adaptive adversary manages to get non-abort outcomes from
the HLPUF corresponding to all X! € X,q then from the Construction we
get, 1 < G&1 (Auq,m, X!, Xaa). Due to the unforgeability assumption of Equation
(1.28) we get,

Pr [1 — g5f1 (Aweak7 m, X7 X[q])]

X, X[q]

= Pr [l GEN (Aga,m, X, Xaa)] < €(m). (4.31)
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Note that the main difference between adaptive and weak adversaries lies in
the choice of the query set. If we fix the query set X,q, then the both adaptive
A.q and the weak adversary can extract the same amount of information from the
responses corresponding to the query set X,4. Therefore, their winning probability
of the universal unforgeability game becomes equivalent. This implies, we can
rewrite Equation (1.31) in the following way,

5f1
Br 1 G (Agy e, X, Xo)]

Pr 1+ GEN (Awear, m, X, Xaq)] < e(m). (4.32)
s»<rad

By combining Equation (/.31) and Equation (1.32) we get, both the random
variables X and X,q are equivalent. From the universal unforgeability property
of the PUF &y, against any g-query weak adversary, we get

Dr 1+ G2 (Awear, M, X, X(g)] < €(m). (4.33)
]

As both of the random variables X, and X,q are equivalent, so we get,

Pr [1 < ggh (Aweak7 m, X7 X[q])]

X, X[q]

[1 — ggh (Aweak7 m, X7 Xad)]

= Pr
X, Xad
Xl}zdu — G2 (Aug, m, X, Xaa)] < €(m). (4.34)

The second equality follows from the fact that for a fixed query set X,q, the
adaptive adversary A,q and weak adversary A,.. become equivalent. Note that
only one of Equation (1.30) and Equation (1.31) is true. The Equation (1.31) is
true because of the unforgeability of £;,. Hence, our assumption of Equation (.30)
is wrong. Therefore, Equation ( ) is also not true. Hence, with the proof by
contradiction, we get

Pr (1 G5 (Aua,m, X, Xaa)] < e(m). (4.35)

This concludes the proof. O

As a result, if an adversary tries to query HLPUF with any arbitrary challenge
x, they need to produce a correct quantum state |1y, ,y). Otherwise, the verification
procedure inside the HLPUF fails, and the HLPUF replies with a garbage output
L. The inability of the adversary to produce the outcome |1y, (5)) has itself insured
via the unforgeability of the HPUF construction and the no-cloning principle of
the quantum states.

The only remaining option for the adaptive adversary would be to intercept
the challenges sent by the server in the previous rounds and use them to query
the HLPUF. Therefore, practically, with the same challenge x, they can query
the HLPUF only once. Given that the server chooses the challenges uniformly at
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random from its database, the adversary querying the HLPUF with those challenges
will reduce their power to a weak adversary. As we showed the security of &,
and &y, against the g-query weak adversaries, with the proposed construction, the
HLPUF remains secure against any g-query adaptive adversaries.

4.4.3 Limitation of Lockdown Mechanism in Quantum Ana-
logue

In the last section, we show the power of a quantum lock mechanism by enabling
the unforgeability of HPUF from against a weak adversary to any general adaptive
quantum adversary. Therefore, it is intuitive to think about whether such a mech-
anism is extendable to arbitrary encoding strategies on CPUFSs, where a quantum
process can be used to describe the overall evolution of HPUF and characterised
by the modelling of quantum PUFs (QPUFs) in Section . For simplicity, we
study here the possibility of exploiting the quantum lock mechanism on generic
QPUFs to discuss the possibility of arbitrary encodings of HLPUF.

Meanwhile, showing the possibility of exploiting the quantum lock mechanism
on generic QPUFs is also very meaningful. Recall that one of the main problems
in the case of QPUFs is that if an adaptive adversary manages to query a QPUF
with the same input multiple times, then such an adversary can get multiple copies
of the same output quantum state. This allows the adversary to use the tools from
the quantum state tomography [192], and the quantum emulation algorithm to
emulate the input-output behaviour [124] of the target QPUF. One possible way
to protect it from such sophisticated attacks is to use the lockdown technique. The
main goal of such a lockdown technique is to prevent the adversary from querying
in an adaptive manner with arbitrary challenges.

Similarly to the hybrid PUF setting, an important feature of the lockdown
technique on QPUFs is the equality test of unknown quantum states for verification.
As introduced previously, the verification algorithm can be efficiently implemented
by SWAP test [31] if two states py, p2 are two pure states. With this constraint in
mind, we prove that only very restricted QPUFs can be efficiently constructed as
a quantum-locked PUF (QLPUF) with a verification algorithm.

Theorem 4.4. The construction of QLPUF with verification algorithm can be
achieved if and only if the input/output mapping of the targeted quantum PUF

£ Hdin N Hdoutl ®7—[d°“t2 18 Of the fOTm |¢in><win| = |¢0ut>5’1 <wout|® |wout>5’2 <¢0ut|-

Otherwise, such a lockdown technique is incompatible with the targeted quantum
PUFs.

Proof. The proof is twofold. For a quantum PUF &£ : H%n :— Hdour @ F{douts
that maps an input state |¢f,)s, (¢f,] € H% to an output state [¢0%,,)s1s2 (Vo €
Houtr @ Hdowt2 with subsystem S' and S?. The mapping of the QLPUF &; :
Hén @ Hlown — Hdouz @ HL corresponding to a quantum PUF & is defined as
follows:

- - if v hi) = 1
[¥in) s, i’n|®ﬁsg%{ psy M Ver(psy, fsy) (4.36)

1 otherwise.

wéut>5i15'i2 <wéut H :

where pg1 = trge [W&Qs}sﬁ Wéut” and pgz = trg |
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According to such construction, the QLPUF takes the input [¢{,)s, (¢f,| @ ps: .
Among the two input states, the QLPUF uses |1} ), (1| to get an output state
18 ) srs2 (Wl |- The QLPUF outputs a state pge if pg1 is same as the state pgi.
Otherv:/isl.e, it outputs an abort state 1. We refer to Fligure for the circuit of
the QLPUF. Note that the QLPUF needs to internally check whether pg1 = pgr.
If pg1 is a pure state, then we can use the SWAP test to check the equalitly of two
purezstates. The circuit of the SWAP test makes the circuit of the entire QLPUF
efficient.

Ps2?

Figure 4.4: Construction of QLPUF &; with quantum PUF & : H%n :— Hdou1
Hdoutg

On the other hand, however, in the case when the quantum channel &£ of the
quantum PUF can have entangling power and hence the subsystems S and S?
that represent the different parts of the response, may be entangled. Let’s start
from the simple situation with 2-qubit entangled state as |[¢¢ ) (¢! .|. i.e., for a
quantum PUF & that maps an input state |10 ) (% | to an entangled output state
[hae) (Yl 7= (v [a) [03)+ B lab) b)) (@™ (@i (b|+05" (ag| (bh]) where|a|*+|8]* =1,
la1) and |ag) are any two vectors in the space of subsystem S', and |b;) and |by) are
any two vectors in the space of subsystem S2. Consider a POVM measurement on
the subsystem S!' with m elements {E,,} where ¥, FE,, = I , the reduced density
operator of S? after tracing out S? is:

psz = Tntrg [tr([15,) 5152 (Vous| Em)]
= B trg (Vs | B [Vou) s1.52]
= laf* [b7) (03] + 8] [5) by
The state of subsystem S? is clearly a mixed state. However, checking the

equality between two mixed states is difficult and sometimes not possible. For
example, we have two different mixed states:

(4.37)

; |bi) with probability |a/?
0 =9 e (4.38)
|b%) with probability |3|
and
; a bty + B|bL) with probability 1
gy = O %) 0 with prosabity (4.39
a|bj) — (|by) with probability 5

The density operators of both mixed states are represented as Equation ( ).
That is to say, these two mixed states are unequal but totally indistinguishable.
This can be trivially extended to the n-qubit situation. So the lockdown technique
is not implementable with generic quantum PUFs. Il
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In the case of quantum PUFs, our study shows that some quantum mechan-
ical properties, such as entanglement generation, make it challenging to use the
straightforward quantum analogue of the classical lockdown technique. That is to
say, such entanglement generation should be avoided while designing the encoding
of CPUFs’ output within the HLPUF constructions. Fortunately, to the best of our
knowledge, it is neither sufficient nor necessary to encode the output of classical
PUF to construct an HPUF with the lockdown technique.

4.5 Numeral Simulations of H(L)PUF against ML
Attacks

In this section, we validate and showcase the practicality of our theoretical results of
hybrid (locked) PUF constructions using numerical results and simulations. While
introducing our security in the previous sections, we give a theoretical upper bound
on the forging probability. Our theoretical security analysis shows that exponential
security can be achieved for HPUF construction, relying on certain reasonable
assumptions, including the existence of a classical PUF that is not broken with
probability 1, nonetheless is breakable with non-negligible probability given enough

queries.
Hybrid PUF @

- (R

F— — [1) — >
AA-@J‘L_V] - NOisy DB E-----------E
(= , I
: , :
. . £ »{(10100....10001) @q . PUF |
. ) 8 ! Model |
f'—‘ E}JL § Machine
- Learning ! !

T — |-) — »

-‘“|E !}—"——»1

Figure 4.5: Illustration of the measure-then-forge attack. The quantum adversary
receives a sequence of (BB84) quantum states as the output of the HPUF and
measures them with the optimal measurement strategy to obtain the underlying
classical information of the responses of CPUF. Due to the quantum nature of
the HPUF responses, even the best measurement strategy is still probabilistic,
which leaves the adversary with a noisy version of the classical database. Then
the adversary can run a machine-learning attack on the noisy database (in the
optimal attack, this classical machine-learning algorithm is assumed to be optimal
as well) to extract the mathematical model of the PUF.

Although such mid-level classical PUFs can be theoretically found, especially
in optical-based constructions, we focus on putting our construction on top of the
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cheapest and most widely available CPUFs. We choose silicon CPUFs such as
arbiter PUFs for this purpose, which are known to be weak in security and break-
able using machine-learning attacks. We compare the performance of these CPUFs
with an HPUF that is constructed with the same underlying CPUF, performing
measure-then-forge attacks using classical machine-learning algorithms (see Fig-
ure for the illustration of the attack). The numerical simulation results assist
in demonstrating our theoretical proofs by exhibiting an exponential advantage
of success probability of HPUF forgery compared to its underlying CPUF with a
limited g-query.

We instantiate the underlying CPUFs by pypuf [186]. pypuf is a python-based
emulator that features different existing CPUFs. From its library, we utilise the
XOR Arbiter PUFs, [106] which are CMOS-based silicon PUFs of the form f :
{0,1}" — {0, 1}, as we introduced in Section 3.3. For constructing the HPUFs,
we need an underlying CPUF with at least two bits outcome. Therefore, we use
multiple such XOR arbiter PUFs (say fi, and fs, etc...) in parallel composition for
instantiating the underlying CPUFs [106] of HPUF/HLPUF constructions.

For the forgery, we use the measure-then-forge strategy defined in Section
As the best measurement strategy for the measure-then-forge attack, we use the
upper bound we derive on the adversary’s guessing probability of extracting a
single-bit outcome of the CPUF from the outcome of the HPUF (see Lemma . 1).
After the measurement phase in the measure-then-forge strategy, the adversary
ends up with a classical database.

The security of k-XOR PUFs is studied widely by Ulrich Rithrmair et al. [107].
In that paper, the performance of different machine learning attacks like Logistic
Regression (LR), Support Vector Machines (SVMs), and Evolution Strategies (ES)
is evaluated in terms of the prediction accuracy of responses with unseen challenges.
It turns out that the LR has the best performance. Moreover, it shows that the
LR attacks can handle the situation well while the training data is erroneous with
noise up to 40%. In practice, this noise comes from the PUF implementation with
the integrated circuit. Meanwhile, quantum encoding of HPUF can be treated as
another source of noise to prevent the adversary from modelling CPUFs.

4.5.1 BB84 encoding with Split Attack on HPUF/HLPUF

We start with the simulation that HPUF encodes BB84 states, where every two-
bit tuple of response (s (2j-1),¥i2j)1<j<om into a qubit with y;2; the basis value
and y; 2;—1) the bit value. Here, we assume that each bit of response is generated
independently uniformly at random by an XOR Arbiter PUF (p = 1).

We simulate an adaptive adversary firstly on HPUF, where the adversary
queries with the same classical challenge multiple times until he extracts the clas-
sical information from multiple copies of quantum response with high accuracy.
The simulation results for modelling underlying CPUF are shown in red of Figure

and .7, where the X-axis denotes the number of CRPs we use for the forgery,
and the Y-axis denotes the accuracy of the forgery.

Furthermore, while we consider HLPUF against an adaptive adversary, the
lockdown technique reduces the capability of an adversary from adaptive to weak
queries on HPUF. With a single copy of each quantum response uniformly at ran-
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Figure 4.6: LR attack performance on CPUF(in blue), HPUF(BB84, in red for
modelling a qubit), and HLPUF(BB8&4, in for modelling a qubit) with dif-

ferent CRPs as training set while the challenge size is 64 (1.02)/128 (1.0D) bits
with k=4 XORPUFs

n=64, k=5 n=128, k=5
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Figure 4.7: LR attack performance on CPUF(in blue), HPUF(BB84, in red for
modelling a qubit), and HLPUF(BB8&4, in for modelling a qubit) with dif-

ferent CRPs as training set while the challenge size is 64 (1.72)/128 (1.7h) bits
with k=5 XORPUFs

dom, we intuitively think that the adversary has a 50% probability of guessing the
basis value correctly for each qubit of HPUF. If he guesses the basis value cor-
rectly, he can then measure the qubit correctly to obtain the exact (y; (2j-1), ¥i,2;)-
Otherwise, the classical tuple (y;@jfl), yl’ﬂj) of each qubit obtained by the adver-
sary is always incorrect. Hence, the success probability of recovering each tuple
{(¥i,2j-1), ¥i2;)} from corresponding qubit [b ) (4l | by such an adversary is not
greater than guessing a tossing coin.

In practice, we discover a specific way to attack HPUFs throughout the sim-
ulation, so-called split attack. To the best of our knowledge, it is the optimal
strategy that a weak adversary can perform on HPUF with underlying XORPUFs.
We elaborate the attack as follows: Instead of predicting the tuple (y; 2j-1), ¥i,2;)
simultaneously, the adversary first predicts the bit value y; 251y of each qubit. For
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the HPUF with BB84 states encoding, the problem of distinguishing a state from
uniformly distributed BB84 states then reduces to the problem of distinguishing
two mixed states p}/ = 210)(0] + |+)(+] and Py = A+ 2=) (| with equal
probability.

From Lemma .1, we get the optimal success probability as,

[Aéﬂess(xia pil’ju p;j) = yiv(2j—1)]

111 i
2 +3 ( Pl — P2 ‘1)
_11
2 22
~ 0.85. (4.40)

As it is to say, the adversary A can perform LR attacks on bit value with a 15%
error afflicted CRPs training set. We do the simulation of HPUF, with BB&84
encoding and an underlying of 4-XOR Arbiter PUF and 5-XOR Arbiter PUF and
a challenge size of 64 bits and 128 bits. Here, k = 4/5 of XOR Arbiter PUF is the
parameter related to its hardware structure. With a higher value of k£ of XORPUF,
it takes more CRPs to model accurately with LR attacks. The evolution of accuracy
in predicting the bit value of each qubit with different underlying XORPUFs are
shown in of Figure and

After the bit value of each qublt can be predicted accurately with a given
challenge, the problem of predicting the basis value y; 2; of the following qubits is
equivalent to the adversary discriminates either a quantum state |0) from |+) if
Yi2j—1) = 0 or a quantum state |1) from |—) if 4; (2;—1) = 1. We denote the success
probability of guessing the basis value correctly conditioned on an accurate predic-
tion on bit value y;,(2j—1) yl (25-1) by PT[Azgljless<xl7 ’wout>< out ) - yi,2j|yz/‘,(2j—1) -
Yi,(2j—1)) from a quantum state |¢”><1/1”|, we have:

[Azgijless<xz7 |¢out>< Vot ) = yi,2j|yz/',(2j—1) = yi,(?j—l)]
1 1. o
=5 T 5 sind5” ~ 0.85. (4.41)

With the same level of noise introduced by HPUF on guessing the basis value
and bit value, the similar performance of LR attack is expected to predict the basis
value as long as the prediction accuracy of the bit value is high enough. We have
the success probability of guessing both bit and basis values of tuple (y; (2j-1), ¥i,2;)
as:

[A;iiess<x’l7 ’wout>< Out ) = (yi,(Zj—l)a yiﬂj)] =

[Algljless(x“ ‘wout>< out ) = yi,2j‘y;7(2j_1) = yz‘,(zj_l)]. (442)
In the end, we get the evolution of accuracy on predicting a tuple (y; 2j-1), ¥i,2;)
with different CRPs for training as the curves in Figure and 1.7. The
gap between blue and curves denotes the enhancement in terms of security

by HPUF construction. See [193] for details of the simulation. We also simulate
in Figure the best-performing training set sizes of CRPs for obtaining accurate
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enough models from machine learning attacks with different k-XORPUFs in the
cases of CPUFs, HPUFs, and HLPUFs constructions. See [193] for details of the
simulation.

k-XORPUF with challenge length n=64 k-XORPUF with challenge length n=128
10m 10m

5m A 5m -

500k
500k

200k 1
200k

Training set size
Training set size

w
=]
=

50k —— CPUF

N
=}
=~

20k 4 —— HLPUF
|

Figure 4.8: Attack with best-performing number of CRPs for k-XORPUFs (CPUF,
HPUF and HLPUF constructions) with challenge length n = 64/128 and BB84
encoding

In our simulations, the constructions of HPUF and HLPUF with underlying
Arbiter-based PUFs generate a 1-bit response per query, thus although one can
observe the exponential gap for a fixed number of queries between CPUF and
HPUF, the inverse exponential scaling with m cannot be witnessed. While for
a general m-qubit response construction this inverse-exponential scaling can be
seen from the theoretical results. In Figure 1.9, we also attempt to simulate this
behaviour for a m-qubit response constructed by several Arbiter-based PUFs. The
construction is a relatively trivial one via parallelism, i.e., we simply duplicate the
single structure m times and query them by the same challenge [106]. We note that
this construction is far from optimal in terms of security, as it does not provide the
independent m-qubit outcome required in the theoretical result. Hence, it allows
the adversary to perform more effective parallel attacks. However, we can still see
that the guessing probability of an eavesdropper decreases inverse exponentially on
m until the averaged learning models are all accurate enough (See Figure with
4-XORPUFs and different lengths of challenges). Moreover, the quantum encoding
can, in any case, help with the detection of a network adversary trying to perform
ML attacks, as such adversaries will perturb the quantum state in the quantum
channels due to measurement, enabling the honest parties to detect their existence
with high probability, and preventing the adversary from learning m-qubit states
simultaneously during the protocol, as we show later in Section

Corresponding to our proofs in Lemma and Theorem .2, our simulation
shows an exponential advantage of HPUF compared to the same CPUF with a
limited g-query in terms of the modelling success probability against an adversary
by LR attacks. As to a larger ¢g-query, the advantage shown in the simulation limits
by the fact that k-XORPUFs is a vulnerable CPUF with a large ¢, which allows
a modelling attack with a noisy data set. That is to say, the probability pextract
can be high with Dist([);,Dg) = 0.15. As long as Pr(1,%,q) = 1 — negl()), the
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Figure 4.9: HLPUF (BB84) success probability of guessing with 4-XORPUFs and
challenge length n = 64/128

aq

success probability of modelling with hybrid construction converges to 1 — negl(\)
with an increasing q. Therefore, to decrease the forging probability in practice,
there are mainly two directions: Firstly, we choose more robust underlying CPUFs
to construct HPUF with lower ¢ and Pr(1,3,q) = 1 — negl()\) with a greater
q. Second, we can consider other sophisticated encodings of HPUF, e.g., MUB
encoding of quantum states with higher dimensions. In the following, we show
the construction of HPUF with MUB encoding in 8-dimension and the simulation
result.

4.5.2 Practical Solutions for Boosting the Security

In the simulation, we observe that if we increase the value of k in the underlying
k-XOR PUFs, the adversary requires more challenge-response pairs for a successful
forgery. This observation suggests that one possible way to enhance the security
of the HLPUPFs is to use more secure classical PUFs. Hence, we elaborate on the
effect of different k-values on the HLPUF forgery in Figure . Moreover, the
red plot in this figure also suggests that one can improve the security of HLPUFs
significantly just by increasing the input size of the HLPUFs.

We also explore another possible way to improve the security of the HLPUFs.
The idea is to use a more sophisticated encoding than encoding two classical bits
into a quantum state |¢)) such that [¢)) € {|0),|1),|+),|—)}. Here we use the
concept of Mutually Unbiased Bases (MUBs) [194] of dimension d = 4 or d = 8 for
the encoding. For the dimension d = 4 (d = 8), we encode four (six) classical bits
to a two (three) qubits quantum state. Intuitively, the higher dimensional encoding
leads to more noise introduced to the database that an adversary emulates CPUFs
with, and thus helps to reduce substantially the value of pgyess in the measure-then-
forge strategy significantly. For example, by encoding an 8-dimensional quantum
state with 9 MUB [195], we denote the encoding quantum state as:

|2%) , 2 = zo2175 and 0 € {0,1,...8}, (4.43)

where 6 represents the basis and x represents the state. We denote the set of basis
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Different Underlying CPUFs Encoding Strategies in Different Dimensions(d)
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Figure 4.10: Comparison of LR attack performance on HLPUFs with different
underlying CPUFs ( ) and different encodings ( ) strategies
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XORPUFs

vectors for each basis using the matrices B, 8 € {0, 1,...8}. The column Bf denotes
the j™ basis vector for the basis set . The MUB set is given as:

B={I5;,0®0®0,UO020xI),VO®I®O0),

WORI®I),WI®O®O0),V(I®OaI), (4.44)
UI®I®O0),I®IxI}
R NI
WhereO—ﬂl1 _1, =% i —il
U = diag{1,1,1,1,1,—1,—1,1},
V =diag{1,1,1,—-1,1,—-1,1,1},

W:diag{l,l,l,—l 1 1 1

Y )
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Here, the adversary attempts to obtain the accurate models of xgrixs from 3
CPUFs associated with the state value. Similarly to the strategy shown in BB84
encoding, the optimal strategy is to perform a split attack as shown previously on
modelling bit by bit of x = xgx129. In general, we have:

pdist(Po, P1) = mgx(; + ;TT(E(PO - Pl))) (4-45)

, which denotes the optimal probability of distinguishing two mixed states with
POVM element E. For each mixed state p, = § >§_|2%) (2’|, the optimal success
probabilities of guessing xg, 21 and x5 are given as (See [193] for more details):

3 7
Po = pguess(x() pdzst Z Z Z /01) ~ 0.62
=0 i:4

P1= pguess(xl ’LE(_))

1
= §(pguess($1|x0 = 0) +pguess(l'1|x0 = 1))
Po + p1 P2+ p3 P4+ Ps Pet Pr
<. .
>~ pdzst( 2 ) 9 ) + pdwt( 2 ) 9 )
~ 0.69
P2 = pguess(x2|x07 xl)
Z pguess(x2’x0 = 7;7371 - ])
1,7€{0,1}
< Paist(Pos 1) + Paist(p2; p3) + Daist(Pa, p5) + Daist(P6, P7)
- 4
~ 0.77 (4.46)

The result gives us an upper bound on the probabilities, allowing us to fit this
attack into our existing simulation framework easily while only giving more power
to the adversary, i.e., in an actual scenario, the number of CRPs required to obtain
an accurate model would be the same or more than in our simulations.

In Figure , we show the impact of this encoding on the forging probability.
Specifically, we show an interesting simulation result in Figure , where we only
use 32-bits input 5-XOR PUF as an underlying CPUF. For such CPUFs, the total
number of possible challenges is 232 ~ 10°. In Figure , we observe that the
underlying CPUF can be forged using only 5000 CRPs. On the other hand, for the
forgery of the HLPUTFs, the adversary requires almost 10° queries. For the forgery
of the HLPUF, the adversary needs to use almost all the CRPs. Therefore, we
can enhance the security of the HLPUFSs by using higher-dimensional MUBs. How-
ever, the MUB in an 8-dimension encoding setting (or high dimensions) requires
multi-qubit gates on both the server and client sides. Hence, there is a trade-off
between the complexity of encoding and implementation effort. Furthermore, we
should consider the imperfect quantum channels and measurements with the HPUF
setting. We leave these as one of our benchmarking works in the future.
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4.6 HLPUF-based Authentication Protocol

From the introduction of the HPUF /HLPUF constructions, as well as the security
proofs and numerical simulation results are given, we believe that most of the
applications based on PUFs in the classical world are compatible with H(L)PUFs,
and obtain effective enhancements in terms of security with practical quantum
information technology, and no overhead on quantum resources. Moreover, we
observe that the quantum responses and the existence of uncertainty relations in
quantum information provide us with another property, so-called reusability. In this
section, we propose an HLPUF-based authentication protocol security guarantees
and the reusability property that we can implement practically.

We first give the formal description in Protocol | and Figure an illustration
of the protocol.

Protocol 1 Hybrid PUF-based Authentication Protocol with Lockdown Technique

1. Setup:

(a) The Prover P equips a Hybrid Locked PUF: Ef with HPUF &;
{0,1}" — (H*)®?>™ constructed upon a classical PUF f: X — ). Here,
the classical PUF f maps an n-bit string z; € {0, 1}" to an 4m-bit string
output y; € {0, 1},

(b) The Verifier V has a classical database D := {(z;,v;)}L, with all d
CRPs of f, as well as the necessary quantum devices for preparing and
measuring quantum states.

2. Authentication:

(a) V randomly chooses a CRP (z;,;) and splits the response equally into
two partitions y; = f1(x;)||fo(z:) = y}||y? with length 2m.

(b) V then encodes the first partition of response into |1, (z,)) (V£ (@)
=1 ‘wfl (zi) >< )| and issues the joint state (z;, W}fl(wi)) <wf1($i)|> to

the client.
(c) P receives the joint state (z;, 1) and queries Hybrid Locked PUF £f.
If the verification algorithm Ver(|vy, (z,)) <¢f1 x,b o) > 11— 6()\) with

negligible €(A), P obtains [t7,(u) (o] = @, [4,) (W17, | from
5}3 and sends back to V. Otherwise, the authentlcatlon aborts

(d) V receives the quantum state po and performs the the verifi-
cation algorithm Ver(.,.) as described in Construction . If
Ver(|Y fy(a,)) (Vaan)| > P2) = 1 — €(X) with negligible €()), the authen-
tication passes. Otherwise, it aborts.

In each authentication round of the protocol, the verifier (server) uses a classi-
cal database and a quantum encoder to create the required form of challenge for
HLPUF, which consists of two parts: the classical challenge z, and the quantum
state |¢, (2)), constructed based of the first half of the classical response, stored in
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Figure 4.12: HLPUF-based authentication protocol

the database. Then, the verifier sends them through a public channel fully con-
trolled by a quantum adversary, as illustrated in the figure. The prover (client)
then inputs this two-part challenge into the HLPUF and either receives the state
[0 4,(z)) OF gets a reject outcome and aborts the protocol, meaning the message did
not come from the authentic verifier. The prover then sends back the quantum
state to the verifier through the same public quantum channel, which will verify
the client’s response by measuring in y; according to the classical database. Re-
call that here, fo(x) = ysys. Also, py,(z) and Py, denote the real quantum state
received by the prover and verifier, respectively, after the adversary’s interaction
with the original states.

4.6.1 Security Analysis

Following the description of the HLPUF-based authentication protocol, we first
give the completeness definition of our HLPUF-based authentication protocol.

Definition 4.3 (Completeness of HLPUF-based Authentication Protocol 1). We
say the HLPUF-based authentication protocol | satisfies completeness if in the
absence of any adversary, an honest client and server generating |\, z:)) (¥ f, (z:)
and Y g 2)) (Uty(en)| with a valid HLPUF Ef for any selected challenge x;, can pass
the verification algorithms with overwhelming probability:

Pr[VeT(|¢f1($¢)><wf1(xi) ’ﬁl)
= Ver([tr, ) (Vs (a2)

) =1 =1 () (4.47)

Furthermore, we also define the security of our HLPUF-based authentication
protocol in relation to the universal unforgeability game as follows:

Definition 4.4 (Security of the HLPUF-based Authentication Protocol 1). We say
the HLPUF-based authentication protocol | is secure if the success probability of
any QPT adaptive adversary Aqq (@ q-query adaptive adversary for any polynomial
q) in winning the universal unforgeability game to forge an output of HLPUF 5}:
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according to Construction /.”, for any randomly selected challenge of the form
¢= (2, |1, (2)) (Vp@)]) is at most negligible in the security parameter:

Prl < G5 (Aga, N)] < €(N) (4.48)

Now, we formally prove the completeness and security of Protocol | as follows:

Theorem 4.5. If the HLPUF Ef is constructed from a hybrid PUF &; using the
Construction /. ”, then the locked PUF-based authentication Protocol | satisfies both
the completeness and security conditions.

Proof. In Protocol | with hybrid PUF &£ = &, ®E&y,, the server chooses the classical
input x; € X, encodes the quantum state corresponding to 2m bits of fi(x;) and
issues the joint state to the client. If there is no adversary, the client receives the
joint state and queries £f with z; and 1, where py = £, () = [V, 2,)) (V11 (ap)| for
the first m qubits of £;(z;). Hence, we have the following:

Pr [Ver([t, o) (Yoo |- /1) = 1] = 1 (4.49)

On the client side, since the verification algorithm of HLPUF & fL always passes
with Ver(|¢ s, z,))(¥f |, /1) = 1, he returns the quantum state &, (x;) corre-
sponding to 2m bits of fo(z;) to the server. Without the presence of an adversary,
the server always receives the state with po = |¢f,(,)) (¥ fs(2,)|, and we obtain the
equation similarly to Equation (/1.19). Therefore, we can say the locked PUF-based
authentication protocol satisfies the completeness condition with

Pr[ver(|wf1($i)> <1/}f1($1;)|> 151)
= Ver(|Vf,(x,) (Vfa(ar)

On the other hand for security, we rely on Theorem that the HLPUF SfL
is (€, m)-secure against any g¢-query adaptive adversaries. In the theorem, we
show the fact that the adaptive adversary cannot boost from the weak-learning
phase of HPUF &,, producing a forgery o, for Ef that passes the verification
Ver(|Us, ) (Vfs(e)) 02) , reduces to forging the HPUF &, by g-query weak ad-
versary. Since &, has the universal unforgeability against the weak adversary by
assumption, we have:

pe)=1] =1 (4.50)

Pr[l « G5 (Aug,m)] = Pr[l + G2 (Avear, m)]
<e(m) (4.51)

This concludes the proof. [

As a result, we show that Protocol | is completeness and security against QPT
adversaries with certain rational assumptions of underlying classical PUFs.

4.6.2 Challenge Reusability

In any PUF-based authentication protocols with challenge and response issued via
classical channels, each challenge can be used only in a single authentication round
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due to man-in-the-middle attacks. The problem arises because the adversaries can
simply copy and record the challenges and responses by intercepting the classi-
cal communication channels and have a perfect copy of the challenger’s database.
Later, they can use it to identify themselves fakely. Therefore, the server needs to
store an enormous database to run the authentication protocol for a long period.
This is a fundamental limitation of classical PUFs [106, 196].

However, HLPUF provides an efficient and unique solution to this issue by ex-
ploiting the unclonability of the quantum states and the existence of uncertainty
relations in quantum mechanics and quantum information. It allows the use of the
same challenge several times for authentication without any security compromise.
More precisely, each challenge-response pair can be reused under the circumstance
of previous successful authentication rounds. This solution will resolve the im-
portant practical limitation of the challenger storing a big database or frequently
renewing the database of challenge-response pairs.

We first clarify the condition under which the challenge can be reused. Recall
that in hybrid construction, the challenges are still being sent as classical bitstrings
over the public channel, and hence, the adversary, after polynomial rounds of com-
munication, can have the same challenge set as the server’s database. Due to this
fact, we should emphasize that the adversary does not get any physical access to
the internal classical PUF in the HLPUF construction during the authentication,
and no query can be directly issued to the CPUF by the adversary. This condition
is satisfied using the lockdown technique. Thus, the adversary has access to the
following information: a set of classical challenges used during the protocol and
the set of quantum states that encode the first/second half of the response in the
BB84 states, as a proof of concept.

It is a straightforward observation that the challenges for which the verification
test has failed should never be used again. In this case, a trivial attack would
be that the adversary intercepts the communication and stores the response state,
and later, when the same challenge has to be queried again, will re-send the stored
correct response state to pass the verification. As a result, all the challenges in the
failed rounds should be discarded.

Nonetheless, we show that the challenges can be reused in the event of success-
ful authentication. Here, by successful identification, we mean that the received
response state passes the verification on the client and server sides, and both of
them are identified as honest parties. Even though the events of false identification
of an adversary, are still possible (for example, if the challenge is the same as one
of the challenges that previously existed in the adversary’s local database).

For Protocol !, we are interested in the eavesdropping attacks by the ad-
versary on the first and second half of the response states that are of the form
|77Z)f1(55i)> <¢f1(l‘i) =1 |¢f1 $z)>< fl(ggZ | and |77Z)f2 (24) > <¢f2(1’i ®;n 1 W)fz 1:1)>< f2($1)|
Note that eavesdroppmg on the states that encode the first part of the response
will lead to breaking the locking mechanism while eavesdropping on the second
half will lead to an attack on the identification. Without loss of generality, we only
consider one of the cases where the adversary wants to eavesdrop on the first (or
second) half to break the protocol in the upcoming rounds where the challenge is
reused. The arguments will hold equivalently for both cases since the states and
verification are symmetric.
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Given all these considerations, the challenge reusability problem will reduce to
the optimal probability of the eavesdropping attack on [¢f, (z,)) (¢, (z,)| Which is, in
fact, m qubit states encoded in conjugate basis is the same as BB84 states. In the
most general case, the adversary can perform any arbitrary quantum operation on
the state Wfl () )W}f(x)] or separately on each qubit state ]wj;f(xi)% together
with a local ancﬂlary system and sends a partial state of this larger state to the
verifier to pass the verification test and keep the local state to extract the encoded
response bits.

Let psec be the joint state of the server, the eavesdropper, and the client. Since
the states used in the protocol are from Mutually Unbiased Basis (MUB) states
i.e. from either Z = {]0),[1)} or X = {|+),|—)}, in order to show the optimal
attack, we can rely on the entropy uncertainty relations that have been used for
the security of QKD. The measurements for verification are also performed in the
{Z, X} bases accordingly. We use the entropy uncertainty relations from [32],
where the security criteria for QKD have been given in terms of the conditional
entropy for MUB measurements. Using these results, we show that the entropy of
Eve in guessing the correct classical bits for the response is very high if the state
sent to the verification algorithm passes the verification with a high probability.
Intuitively, this is due to the uncertainty that exists related to the commutation
relation between X and Z operators in quantum mechanics. Hence, we conclude
that Eve’s success probability in extracting information from the encoded halves of
the response is relatively low. Also, we know that this uncertainty increases linearly
with m, similar to the number of rounds for QKD. This argument results in the
following theorem. In proving this theorem, we have used the entropic uncertainty
relation, which is introduced in Section

Theorem 4.6. In Protocol 1, let x be a challenge and (y1, . . ., Yam) be the response
of a classical PUF used inside the HPUF construction, with randomness bias p =
(%+(5r)2m in generating the random classical responses. If the verification algorithm
for a state p passes with probability 1 — e(m), then Eve’s conditional min-entropy
HEv in terms of von Neumann entropy over the server’s (or client’s) classical
response, satisfies the following inequality:

HPY = Hypin(ST|ER™) > m — €(m) (4.52)
Proof. We prove this theorem based on the first half of the state used in Protocol 1,
i.e. the state (Vs @) (V@] = |¢f1(:v )<w}f(m)| that is being sent by the
Server (S) and received and measured by the Client (C). Nevertheless, the same
proof applies to the second state due to the symmetry of the states and the protocol.

Let R™ = (Ry, ..., Ry) be the randomness bitstring showing the choice of the
basis encoding of the response, S™ = (51,...,S5,,) be the server’s bit encoded in
the R™ bases. Note that both R™ and S™ are produced according to the bitstring
(Y1, - -, Yom) which is the first half of the response of CPUF to a given challenge
z. Also, let C™ = (C4,...,C,,) be the client’s correct bit string. We denote the
arbitrary joint state of three systems by pgmpcm where E denotes any arbitrary
quantum system held by the eavesdropper. Now, let the Client’s measurement
outcomes, after the verification be Y™ = (Y3, ...,Y,,) which shows the estimated
bits by the Client. Now we can write the tripartite uncertainty principle, in terms
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of the von Neumann entropy, for MUB measurements and MUB states as follows:
H(X 1 XoZ5Xy ... Xon 12| E)+

1 m
H(Z022X524 ... Z1 X | C) > log, <> (4.53)
C

where ¢ = max, . ¢, and ¢, =|| vV M=\/N* |? for an arbitrary POVM sets
M = {M*}, and N = {N*}.. We note that if the CPUF creates a perfect random
bitstring for R™ then states are perfect MUB states and ¢ = % Nonetheless, we
consider a weaker CPUF with a biased distribution of p = (% +6,)?™ in creating Os
and 1s in the response. Hence, we can translate this imperfectness into a distur-
bance in the measurement bases. Let M? = |0) (0] and M' = |1) (1] be the usual
measurement in the computational basis, but let the N measurements be a slightly

shifted version of the measurements in the X basis. Consider the following states:

1 1

/1 1

We define the new N projective operators according to the following states as
NO = |[¢n) (x| and Nt = |¢px) (5|. Now we calculate the operator norm for all
the pairs of measurements, and we have:

1 1
| VMOVNO = 46 || VAIVAT 2= 5 = 5,

(4.54)

4.55)
1 1 (
| VIIVAS 2= 2 =6, | VAIVAT 2= 2 45,
Thus we conclude that ¢ = % + 6, and the Equation (1.53) can be re-written as
follows:
H(X 1 XoZ5Xy ... Xon1Zm|E)+
H(2122X324 . Zm_le’O> Z m — mlogQ(l + 25,«) (456)

Now, as mentioned at the beginning of the section, using the data processing
inequality [32], we have got the following security criteria that show Eve’s uncer-
tainty (in terms of the von Neumann entropy) of the actual response bits S™:

H(S™|ER™) + H(S™|[Y™) > m — mlogy(1 + 26,). (4.57)

We can get the same inequality in terms of smooth min and max entropy [32, 197],

which is more appropriate for ensuring the security in the finite size, for min and
max entropy we equivalently have:

H o (S™ER™) > m — H

max

(S™|Y™) — mlogy(1 + 26,) (4.58)

In order to calculate the above bound, we need to find the bound on the H¢,, (S™[Y™).

Here we use another result from [197] where it states that for any bitstring X of
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n bit and the respective measurement outcome X', which at most a fraction ( of
them disagree according to the performed statistical test, then the smooth max
entropy is bounded as follows:

H o (X|X7) < nh(Q) (4.59)

max

where h(.) denotes the classical binary Shannon entropy. Now, we can use this
result and our assumption of successful verification together. Given the assumption
that the verification is passed with a probability 1 — e(m), and the verification
algorithm consists of measuring the states in the Z and X bases, we can conclude
that the final bits differ in at most a fraction ¢ = e¢(m) where €(m) is a negligible
function. As a result, we have:

Hy,o (S™[Y™) < mh(C) & me(m) (4.60)
Putting Equations (1.58) and (1.00) together, we have:
He . (ST|ER™) > m — me(m) — mlogy(1+ 26,) (4.61)

On the right-hand side of the above inequality, the second term is still a negligible
function, and the third term depends on the CPUF bias probability distribution.
We assume the CPUF satisfies p-Randomness, as defined in the Definition
Thus, the 6, is a small value, and hence the term (1 + 26,.) is negligibly close to 1,
which means that the third term is negligibly close to 0 in the security parameter,
which is m. Finally, we conclude that:

Hyiv = Hyp, (S"|ER™) 2 m — € (m) (4.62)

where €/ (m) is a negligible function, and the proof is complete. O

By giving the above information-theoretic bound, we can formally use it to
prove the challenge reusability of Protocol . We first define the reusability in
relation to the unforgeability game in a formal way. Then, using Theorem .0, we
prove the challenge reusability of the protocol.

Definition 4.5 (Challenge (k-)reusability in the universal unforgeability game).
Let Gro (N, A, xp41) be a special instance of the universal unforgeability game, where
a challenge x, picked uniformly at random by the challenger, has been previously
used k times. We are interested in the events where the same challenge is used in
the (k + 1)-th round, which we denote by xyy1. We say the challenge x is (k-)re-
usable if the success probability of any QPT adversary in winning G(\, A, Tx11),
i.e, in forging message Tp.1, is negligible in the security parameter:

Prorge(A, Tri1) = Pril = Gre(A, A, 2p41)] < €(A) (4.63)

Theorem 4.7 (Challenge reusability of HLPUF-based Authentication Protocol 1).
A challenge x can be reused k times during the Protocol | as long as the received
respective response o for each round passes the (client’s or server’s) verification
with overwhelming probability. In other words, under the successful verification, the
success probability of the adversary in passing the (k + 1)-th round with the same
challenge x is bounded as follows:

Priorge(A, tpp1) < k27" ~ €(m). (4.64)
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Proof. To prove this theorem, we directly use the Theorem .0. First, we assume
that x has been used one time before in a previous round. Given the assumption
that the verification is passed with probability 1 — e(m), and this theorem, we
conclude that the uncertainty of the adversary in guessing the encoded response of
the HLPUF is larger than m — e(m). In our case, the joint quantum state between
the server and the adversary is a classical-quantum state (server has the classical
description of f(z), and the adversary has the quantum state [1)s(y))). For such
states, Eve’s uncertainty, H.’¢ is the same as —log P),%,, where Pg%éis is Eve’s

guessing probability of the classical information encoded in the quantum state [37].
Therefore,

__rgEve
PTEve -9 H

min

guess ; 2_m+€(m) (465)

This probability is negligible in the security parameter, which means that after
performing any arbitrary quantum operations, the adversary’s local state includes,
at most, a negligible amount of information on the response of x, each round that
the state x is reused. Now, we can use the union bound to show that this success
probability only linearly scales with k:

k
Eve ko i —-m
guess - U guess = ; P(‘Eguess) ~ k2 ) (466>

where E’"uess are the events where Eve correctly guesses the response and P(E;uess) =

(Phve,)" is the success probability of Eve in guessing in the i-th round. Finally, let
the success probability of an adversary in the universal unforgeability game for the
HLPUF be upper-bounded by €;(m), which is a negligible function in the security
parameter since we assume that the HLPUF satisfies the universal unforgeabil-
ity. This is the same as the success probability of the adversary in passing the
verification for a new challenge, chosen at random from the database.

Now, in the (k+1)-th round, where the same x is reused, the success probability
is at most boosted by the guessing probability over the previous k-th rounds. Hence,

we will have the following:
Priorge( A, Tpi1) < €1(m) + k27" = €e(m) (4.67)

As long as k is polynomial in the security parameter, the second term is also a
negligible function, and since the sum of two negligible probabilities will also be
negligible. This concludes the proof. [

4.7 Discussion

In this chapter, we proposed a new, practical way to enhance the security and
usability of the hardware security primitive — PUF, using quantum communication
technology and showed a new use case for quantum communication, which benefits
from both provability and practicality. We classify the adversaries into adaptive and
weak adversaries based on their querying capabilities. This classification is not only
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useful in proof reductions but also provides a step-by-step path towards a provably
secure PUF against the strongest possible quantum adversaries. By harnessing the
power of quantum information theory, here we propose a construction for a hybrid
PUF with classical challenge and quantum response. The main idea is to encode the
output of classical PUF into non-orthogonal quantum states. We show that for the
forgery of the HPUF, any ¢-query weak adversary first needs to extract the classical
string f(x) from the outcome of the HPUF. The adversary tries to forge the CPUF
using that extracted data. Due to the indistinguishability of the non-orthogonal
quantum states, the adversary introduces extra randomness at the outcome of the
CPUF, which in turn complicates the forging task for any QPT adversary. We
have established the result under the assumption that for a ¢ random outcomes
of the HPUF if the distance between the outcomes of CPUF and the extracted
outcomes from the HPUF is above a threshold e, then no QPT adversary can
forge the HPUF. Under this assumption, we show that the probability of forging
the HPUF is exponentially smaller than forging the CPUF. This is an exponential
provable gap that is only achievable via quantum communication.

We also instantiated our HPUF design using real-world CPUF, called XOR-
PUFs. In Figure and Figure 1.7, we show the gap in the number of queries
the adversary needs to forge the HPUF compared to the underlying CPUF. As
displayed in those figures, the probability of the HPUFs being fully broken is con-
siderably small compared to their underlying CPUF. However, using an enormous
number of samples, the adversary eventually forges the HPUF, certifying the as-
sumption in our theoretical result. A more sophisticated encoding can enhance this
gap. Later in Figure , we show that the MUB of dimension 8 encoding of the
outcome of the CPUFs can enhance this gap substantially.

In PUF-based authentication protocols, one important issue (both for classical
and quantum PUFs) is that an adaptive adversary can query the PUF with arbi-
trary input challenges. It permits such an adversary to learn efficiently and emulate
the input/output behaviour of the targeted PUF. We solve this problem with our
quantum locking mechanism, leading to our HLPUF construction as discussed.
In our proposed authentication protocol, we prove the security against adaptive
adversaries. The advantage is twofold: On one hand, the probability of knowing
information about a quantum state is upper-bounded compared to a classical PUF
due to the quantum information theory. On the other hand, the implementation
of hybrid PUFs is practical nowadays with the existing quantum communication
technology.

Another advantage of the hybrid locked construction is the reusability of the
challenge-response pairs, which was impossible prior to this work for similar proto-
cols. Therefore, with our solution, a server can perform secure client authentication
for an extended period without exhausting its CRPs database. This result over-
comes the fundamental drawbacks of the existing classical PUF-based authentica-
tion protocols while putting forward a novel and practical use case for our HLPUF
construction as well as a unique feature enabled solely by quantum communication.

The no-cloning property of quantum states also prevents passive adversaries
from intercepting and storing the qubits for forgery without getting detected by
the server/client. Unlike the classical setting, quantum communication forces all
adversaries to behave like active ones. In general, it is impossible for adversaries to
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extract information about the outcome of the underlying classical PUFs from the
outcome of the HLPUFs without getting detected. This makes our HLPUF proto-
col cheat-sensitive, providing another advantage over CPUF-based authentication
protocols.

The quantum communication part of our HLPUF construction relies on the
conjugate coding, which is used in the quantum key distribution (QKD) protocols.
QKD technology is one of the most mature quantum technologies. Long-distance
QKD networks are already implemented and used in several countries like the
USA, UK, China, EU, Japan, [198, 199, 200, 201, 202] etc. Many commercially
available QKD infrastructures provide almost 300kb/s secret key rate over optical
fibre links of length 120km [203]. Moreover, the availability of the mature QKD
on-chip technology [204, 205, 206] makes all the proposed constructions in this
paper implementable using existing quantum technology. Our results show that
picking off-the-shelf classical PUF technology and QKD technology can partially
solve significant shortcomings of the device authentication problem in a quantum
network.

In the thesis, we show that our HLPUF construction makes the current-day in-
secure classical PUFs, secure with the help of quantum conjugate coding and lock-
down techniques, and against present and future powerful quantum adversaries.
However, all of our results are based on ideal implementations of the protocol. The
next research direction will be to explore the performance of our HLPUF-based
authentication protocol under channel noise and imperfect single-photon sources.
Yet another intriguing research direction will be the design of robust variants of our
protocol. Like some QKD protocols, our HLPUF becomes vulnerable to photon
number splitting attacks if the source suffers from a multi-photon emission prob-
lem. Therefore, a further study of the feasibility and practicality of hybrid PUF
constructions is an important future direction for bringing this technology from
theory to practice.

Another interesting question arises in terms of the engineering design of the
HLPUF, where a lockdown technique is exploited to prevent adaptive queries
by network adversaries during usage. Explicitly, as a stand-alone construction,
HLPUF construction implies a tamper-proof box where the underlying CPUF, as
well as the quantum measurement and preparation apparatus, are under protec-
tion, except for the locked interface. A relevant question here is how a server can
obtain a classical database of HLPUF given such tamper-proof environments. We
argue that this is not an issue in the context of our proposed protocol and un-
der the formal assumptions under which the protocol provides security guarantees.
Firstly, we note that in the proposed protocols, the manufacturer, the server, and
the client are all honest parties, and the construction of the HLPUF can be seen
as a recipe for an honest manufacturer/server to construct such mechanisms given
a CPUF which is potentially insecure, while followed by our adversarial model, the
CPUF should not be queried directly at any point during the protocol. One can
reasonably assume that the server first obtains the classical database of underlying
CPUF prior to assembling HLPUF construction, then after assembling and sealing
the box, transfers it to the client. We emphasise that such considerations will not
affect the security guarantees of the protocol as they have been taken into account
in our network adversarial model.
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Nonetheless, we also propose an alternative solution that can be implemented
at the hardware engineering level to ensure our assumptions are being met while
enabling the HLPUF to operate as a stand-alone hardware token and not just
within our given protocol. This can be achieved by integrating a programmable
read-only memory (PROM) based device inside HLPUF while assembling by the
manufacturer. A PROM is a type of non-volatile classical memory chip that per-
mits data to be written in only once after the device’s manufacture [207, 208].
Once PROM is programmed, its content cannot be changed, which means the data
is permanent. In practice, a small piece of PROM is needed, with at least 2 reg-
isters, to enable the HLPUF device to switch between setup and handover modes.
The mode-switch procedure can be performed as follows: When the manufacturer
produces an HLPUF device within a tamper-proof box, the registers of PROM are
set to value 11 as setup mode, and it can be queried from outside. Once the mode
has been set differently, it can never go back to 11, which means that HLPUF has
been used before in the setup mode. In setup mode, the server can query the box
with classical queries. On the first classical query, the register updates the mode
to 01 internally and will output classical responses as long as it stays so. After the
setup is done, the server can set the value of registers to 00, in which case the en-
coding part of the device is activated, and the HLPUF will output the quantumly
encoded queries, i.e., [¢y(;)). Of course, an adversary can do the same by querying
HLPUF classically by setting registers from 11 to 01. However, this behaviour can
be easily detected, and when an honest party (server) receives the box, they will
not use the HLPUF box if it has ever been on a setup mode before. Furthermore,
another engineering aspect to be taken is by harnessing device wear-out property
to create limited access to the underlying CPUF [209]. Finally, we note that the
most efficient and practical design for such boxes although an interesting engineer-
ing problem, is not in the scope of this paper and is a completely distinct direction
for future works.
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CHAPTERDH

Trusted Execution Environment

A Practical Quantum Cloud Computing Solution with QEnclave

5.1 Introduction

execution environments (TEEs) with state-of-the-art research and implementa-

tions in Section 3.1. Recall that the core concept of TEESs is to provide a secure
area in processors and isolate crucial applications and data from the main targeted
computation (and the rest of the system) to guarantee the security properties of
the targeted computation by means of dedicated hardware separations. Here, we
focus especially on TEE-featured implementations within secure processors (also
referred to as a secure enclave).

We study the abstraction of the functionality enabled by enclaves in common
as attested execution, regardless of the numerous designs proposed for trusted
hardware as secure enclaves in terms of different implementation details and cryp-
tographic techniques. In the classical setting, the computing system equipped with
a secure enclave on its hardware can forward a program, as well as the inputs, to
the enclave. By evaluating the program over inputs, it computes the output, signs
it with a secret key, and obtains a digital signature. Here, the signature is treated
as an attestation that the program is executed internally inside the enclave.

The attested execution inside the secure enclaves can be viewed as a sandbox
environment. In this sense, an adversary should not be able to tamper with the exe-
cution or try to intercept the data inside the enclave from outside. Besides securing
local computations, a secure enclave can also be exploited in cloud computing sce-
narios. Considering a cloud computing scenario, a client with a public key of a
secure enclave can establish a secure channel in between while the enclave is on the
server’s side. This enables the client to send encrypted and authenticated data or
programs to the enclave. Even though the encrypted message passes through the
server, the server should not be able to tamper with the communication channel
to intercept the content of the message.

On the other hand, quantum computing is an emerging field of computation
technology that promises to produce faster algorithms for solving computational
problems [6, 210]. Many government agencies and large companies like Google, IBM
and Amazon are putting efforts into building a programmable quantum device that
can outperform existing classical computers [9, 10]. Some of them have already

IN Chapter 3, we review another type of hardware security primitive as trusted
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managed to develop small-scale quantum computers and provide cloud services,
allowing users to delegate their quantum computations [211, 212, 213, 214].

Although this form of delegated quantum computation (DQC) services is very
useful in practice for education and research, running algorithms on untrusted
quantum hardware raises, however, important privacy issues. A major challenge of
DQC is to ensure the privacy of the client’s computation, who does not have any
quantum computation capability.

The first efficient universal protocol for secure delegated quantum computation
in terms of privacy was introduced in [44], also seen from recent reviews for other
similar protocols [215, 216]. However, these protocols all assume a quantum channel
between the client and the server, which has proven impractical for some quantum
hardware platforms, such as superconducting or cold atom qubits, at least in the
near-term future. For this reason, constructing an efficient, private and secure DQC
protocol using only classical communication will be extremely important. Given
the impossibility of achieving information-secure delegated computing using only
classical communication [217] other assumptions must be considered.

Recent breakthroughs based on post-quantum secure trapdoor one-way func-
tions paved the way for developing entirely new approaches toward fully classical
client protocols for emerging quantum servers [218, 219, 220]. Nevertheless, the
challenge for these protocols is the huge server overhead. This is due to the fact
that one has to ensure the quantum circuit implementing the required masking
protocol based on the learning with errors (LWE) encryption [57] remains unhack-
able both classically and in quantum. That leads to current proposals that require
an order of 1000 server qubits for masking a single gate of the target client com-
putation.

Our work explores a different approach based on the hardware security assump-
tion to derive a practical secure DQC protocol with a fully classical client setting.
We explore the modular approach introduced in [221] that defines the remote state
preparation (RSP) as the main building block for DQC protocol. It is worth noting
that in [222], an RSP protocol was also proposed using a classical channel between
client and server but assuming a resource called measurement buffer, which ex-
ternalizes a quantum state measurement from the server’s side. However, such a
resource can not be realized classically, as it was proven in [223]. Indeed, it is
known that it is impossible to construct a composably secure RSP protocol using
only a classical channel between the client and the server without any hardware
assumption, which confirms our approach to be the only way forward to construct
an efficient DQC protocol with a classical client from the RSP module. In fact,
the measurement buffer resource can indeed be implemented by trusted hardware.
However, as discussed later, securing the measuring device creates an unnecessarily
complicated architecture.

With these constraints in mind, we introduce the construction of QEnclave
based on a classical secure enclave, as a practical way to perform equivalently RSP
and achieve DQC with a purely classical client. Our QEnclave only transforms
single-qubit states via rotations, as remote state rotation (RSR) functionality,
without generating or measuring them. Nevertheless, it can be composed with
the universal blind quantum computing protocol of [44] to achieve secure DQC
with perfect blindness (assuming minimal hardware assumption) while using only
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classical communication between the client and the server with optimal server over-
head. Remarkably only one call to our simple hardware module is enough to create
one remote blind qubit. Meanwhile, the blindness of the protocol holds even if the
potentially malicious server controls the quantum source. We formally prove the
security of QEnclave under the simulation-based security model and composable
frameworks. By describing the abstraction of QEnclave as RSR functionality, we
show that RSR resource constructs DQC with perfect blindness with a classical
channel with composable security. Then, we give the real-world specification of
QEnclave functionality inspired by the attested execution of secure enclaves with
composable security. Finally, we explore the leverage of QEnclave in the DQC
scenario with verifiability.

5.1.1 Structure of the Chapter

In Section 5.2, we first describe the functional specification of QEnclave as the
resource of remote state rotation, then we further propose the design of QEnclave
according to the construction of TEE in classical usage while combining limited
quantum apparatus to achieve RSR functionality in practice. In Section 5.3, we
formalise the security definitions of RSR in the context of remote state preparation
functionality under the composability framework, where we refer our adversarial
model of RSR to the adversarial model of the functionality of delegated quantum
computation. Furthermore, in Section 7., we give the security analysis of RSR
with two steps: In , we first introduce the idea of measurement-based remote
state preparation (MRSPpg) resource. On the one hand, this resource constructs
the functionality of blind delegated quantum computation by combining univer-
sal blind quantum computing protocol while replacing the quantum channel with
simulation-based security and general composition. On the other hand, we show in
the thesis that it also established the relation between the generic resource of remote
state preparation and our proposed remote state rotation resource. Secondly, we
show in subsections and how the remote state preparation resource and
remote state rotation can construct the measurement-based remote state prepa-
ration, respectively. This allows, by accessing RSR for remote state preparation
functionality, it is sufficient to build up a perfect blind delegated quantum com-
putation with a real-world protocol. In Section 5.5, by showing the necessity of
hardware assumption as quantum TEE for achieving efficient and secure remote
state preparation-based functionalities, we specify a practical QEnclave-based out-
sourcing protocol for remote state rotation with blindness, with composable secu-
rity. Meanwhile, we explore RSR by QEnclave in a stronger security notion as
verification. Finally, we conclude this chapter in Section

5.2 QEnclave Constructions

In Chapter 3, we describe the concept of constructing a trusted execution environ-
ment in quantum analogue (i.e., a quantum TEE). From the functionality point
of view, a quantum TEE should be capable of performing meaningful quantum
operations with integrity and confidentiality. Meanwhile, the operation within the
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quantum TEE should be as simple as possible to reduce the surface of the interface
to the external untrusted execution environment. In this section, we attempt, for
the first time, to introduce the idea of constructing quantum TEE based on a clas-
sical secure enclave, so-called QQEnclave. We start by introducing the abstraction of
the functionality of QEnclave, as remote state rotation (RSR), and study RSR in
the context of a general problem: remote state preparation (RSP). Furthermore, we
propose an implementable architecture of QEnclave with hybrid classical-quantum
construction, which integrates a secure enclave for encoding and decoding classical
secrets and necessary quantum apparatus.

5.2.1 Abstraction of QEnclave: Remote State Rotation

As the abstraction of QEnclave functionality, RSR has two interfaces, A and B,
for two different parties, Alice and Bob. The functionality of RSR is trivial: For
each time of operation, it simply rotates an arbitrary input quantum state with
dimension two from Bob, with an angle # on X-Y plane chosen uniformly at random
from the set {0, %,... T}, It then returns the state after rotation to Bob and the
classical description of the rotation angle to Alice. A formal definition of RSR is
given in the following:

Definition 5.1. (See Figure 5.1) The ideal resource named remote state rotation
(RSR) for blindness has two interfaces, A and B. After receiving a quantum state
Pin With dimension 2 from interface B, it performs a single-qubit rotation Z(0) with
0 chosen uniformly at random from the set {0,%,... 2}, It then outputs (pouw) at
Bob’s interface and the angle 0 at Alice’s interface.

A B
Pin
S
1 (5, pous) = (0, Z(0)pinZ(0))
Pout
Alice Bob

Figure 5.1: Remote State Rotation Resource. Remote State Rotation (RSR)
performs arbitrary single-qubit rotation with angel # on income quantum state,

outputs the angle at interface A and the post-rotation quantum state at interface
B.

Ideally, RSR can be treated as the functionality for preparing quantum states
jointly by Alice and Bob. In this case, we further define a two-party protocol
7w = (w4, mg) to prepare quantum states with RSR in which 74 only receives the
angle # from the interface A of RSR, and 7g takes as input a quantum state from
Bob, and returns the state after rotation from RSR to Bob.
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5.2.2 Practical Design with Secure Enclave

By introducing RSR as an abstraction of the functionality of QEnclave, we fur-
thermore propose a hybrid classical-quantum construction of QEnclave heuristi-
cally by possibly using a TEE-enabled classical secure enclave, with the protection
of quantum devices that implement the single-qubit rotations, as well as the flow
in between. Recall that the guidelines of quantum TEE construction with near-
term quantum hardware devices in Section , the only quantum operation for
QEnclave design is the rotations on single-qubit states, which can be achieved by
a single-qubit gate with classical controls. Meanwhile, there is no requirement for
any quantum memory components with QEnclave.

While the QEnclave is placed on the side of Bob, it allows an implementation
of the specification of RSR functionality. The security of RSR functionality is
guaranteed by the classical enclave and its hardware assumption. Meanwhile, it
allows communications classically only with Alice, performs single-qubit rotation
on the quantum states from Bob inside QEnclave and returns the rotated states
back to Bob, as shown in Figure

Untrusted Area

Trusted Area

. TEE
Classical Comm
< Secure Kernel
Alice 001010...
Crypto-Engine Mermory BOb
v
< Pin
Remote State Rotation
> Pout

QEnclave Architecture

Figure 5.2: Hardware Architecture of QEnclave. The architecture of QEn-
clave is divided into two areas: The trusted and untrusted areas. The rotation
angles from Alice can not be revealed when the rotation is performed inside the
trusted area. The quantum source is external to the QEnclave.

5.3 Adversarial Model

We evaluate the security of RSR implemented by QEnclave by considering the
scenario that Alice is always honest, and Bob is malicious with the capability to
perform deviations. We phase the security analysis mainly from two perspectives:
On the one hand is blindness, which means that a malicious Bob can not learn any
information about the rotation angles of states. On the other hand, the second
aspect is verifiability, which allows Alice to verify the operations of Bob and accept
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results with deviations with negligible probability. In this work, we give a positive
result on the security of blindness for RSR functionality. Nevertheless, we also
discuss the possibility and limitations of achieving verifiability.

5.3.1 Blindness with Simulation-based Composable Secu-
rity

In this section, we formalise adversarial behaviour and definitions of security. Note
that, unlike Chapter |, where we capture the security in the game-based model for
PUF. Here, we exploit the approach of the simulation-based security model with
composition theorems in universal composability (UC) or abstract cryptography
(AC) to analyze the security of RSR by QEnclave construction. On the one hand,
since RSR resource is aimed at preparing quantum states from a specific set, it is
very important that the resource is capable of forming larger systems as a part of
the modular composition while still preserving the security requirements. On the
other hand, by means of showing the security of a large system in composition, we
can obtain the security properties with its modular resources. Finally, it allows us
to combine other resources that are possibly implementable in the real world to
construct the ideal but not trivial functionalities we expect to achieve.

In the scope of the simulation-based security model with composability, we
clarify the different behaviours while Bob is honest or malicious by additionally
instantiating an indicator ¢ in Section , as an input of mg of T = (w4, 7R)
of RSR resource from Bob. If ¢ = 0, Bob is honest, and 7p accepts |+)(+| as
input from Bob. If ¢ = 1, Bob is malicious and prepares an arbitrary quantum
state p = Q(|+) (+]| @ paus ). Here, Q is an arbitrary unitary representing Bob’s
deviation in general, and p,,, denotes an auxiliary state of Bob. After tracing out
the auxiliary state, we get p;, as the input state to RSR. In particular, this state
can be entangled with Bob’s auxiliary system.

Our adversary model of RSR and related security evaluations are associated
with the models defined in delegated quantum computation (DQC). Here, we refer
to [224] and adopt our definitions of DQC from there in the ideal world to capture
different security requirements concerning blindness and verifiability. For blindness,
the formal definition of the ideal resource of DQC with blindness S is as follows:

Definition 5.2. (See [209]) For a given unitary U, the ideal resource for DQC
Shlind (see Figure 5.) provides both correctness and blindness. It takes an input
Y4 at Alice’s interface, and at Bob’s interface, a filtered control bit ¢ (set by default
to 0) and a pair that consists in a state ¥ and a description of a CPTP map E.
It outputs the allowed leak (¥4 at Bob’s interface. If ¢ = 0, it outputs the correct
result U(14) at Alice’s interface; otherwise it outputs Bob’s choice, E(Yap)

Intuitively, the blindness states that at most £¥4 of information leaked to Bob
during the interactions. These permitted leaks are classical bitstrings that allow
revealing information to Bob without compromising the privacy of the computation.
For example, an upper bound on the size of the computation and the input/output
of the computation should be classical or quantum.

For a real-world protocol that realises ideal resource with blindness, Broadbent,
Fitzsimons, and Kashefi [44] propose a protocol called Universal Blind Quantum
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A B

Ya ¢

{U(wA) ifc=0 |E,¥p
pPA =

PA 5(1/1;13) if c=1 gwA

>

Alice Bob

Figure 5.3: DQC ideal resource with blindness. The filtered control bit ¢ =
0/1 denotes the honest/malicious behaviour of Bob. The filtered functionalities
with the input ¥5, £ and output £¥4 of resource are accessible only to a malicious
Bob with ¢ = 1.

Computing (UBQC) as a quantum computation model whose operations can easily
be described in the MBQC model with an implementable resource which is a two-
way quantum communication channel. At the start of a UBQC protocol, Alice
produces a sequence of single-qubit states of the form |+4) with 6 chosen uniformly
at random from {0, 7%,... %’r} That is to say, each state prepared by Alice can
be treated as a maximally mixed state, and no information about the classical
description of each state is leaked to Bob. After receiving N such qubits from
Alice through a quantum channel, Bob entangles them to build a universal family
of graph states called the brickwork states with the definition in [44] as well. The
computational stage is interactive and uses only classical communication. During
this stage, Alice sequentially sends the measurement angle for each qubit to Bob,
which returns the measurement result to Alice. Alice then computes the following
measurement angle. At the end of the computation, Bob returns the outputs to
Alice. As for the security of blindness, Dunjko, Fitzsimons, Portmann, et al., [224]
show that the UBQC protocol provides perfect blindness compared to the ideal
functionality in the AC framework. Note that in our work, we focus on the UBQC
scenario with classical input-output. A formal theorem is given in their paper:

Theorem 5.1. (See [22/]) The UBQC protocol m = (wa,mg) construct ideal re-
source S with e-blindness from both quantum and classical communication chan-
nels: Renannels = R channell|Rq_channel PrOVIdes perfect blindness. It satisfies:

m,e=0 blind
7z'chcmnels —_— S " (51)

From the description above, we mention the quantum states that qualify as
resource states in UBQC protocol for achieving blindness property. Furthermore,
Dunjko and Kashefi [221] have introduced the concept of weak correlations, which
is a necessary and sufficient condition on the set of states sent by Alice to obtain the
blindness of the protocol. The following theorem formally introduces this notion.

Theorem 5.2. (See [221]) The UBQC protocol with classical input and computation
of size N, where Alice’s preparation stage is replaced by the preparation of N states
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of the form o' )
OuB = ‘@E@e@wﬁwﬂ ® pi, (5.2)

is blind if and only if the following conditions hold:
1. p? is a normalized quantum state, for all 0,
2. 0+ p"*m = p? + p? " forall 0,0 € © (© € {0,%,... T},
3. 10| is the size of the set ©.

In other words, for all 0, p® + p®*™ = 2n where n; is some fived quantum state. The

correlations of the type given in Eq.(5.”) are called correlations for blindness, or
weak correlations.

Since we consider the UBQC protocol in the scenario of classical input-output,
we naturally raise the question of whether a purely classical resource can replace
the two-way quantum communication channel between Alice and Bob and maintain
the security of blindness. To understand this question step by step, the resources
related to remote state preparations are defined to formalise the security definition
of the functionality.

Remote State Preparation (RSP) is an ideal resource introduced in [221]. In
their work, RSP guaranteed that Alice acquires 6 of each state. Meanwhile, Bob
learns no information about the classical description of angle # but obtains a pre-
pared quantum state encoded by 6 each time. From now on, we denote such an
ideal resource RSP for blindness as (RSPg).

Precisely, RSPp is specified as follows: If Bob is honest, the resource outputs
|+9) (49| to Bob. If not, it takes as input from Bob the classical description of a
quantum state [p’] and outputs the corresponding quantum state p’ to Bob. In
both cases, Alice receives the classical angle . A formal definition is given in the
following:

Definition 5.3. (See [221]) The ideal resource remote state preparation for blind-
ness that is denoted RSPg, has two interfaces, A to Alice and B to Bob (See
Figure 5.). The resource chooses an angle of rotation 6 uniformly at random from
the set {0, 7, . .. %’r} There is a filtered functionality at interface B with a classical
bit c. If ¢ =0, Bob is honest and the resource outputs a state |+¢){+9| on B. If
c = 1, the ideal resource takes as input the set {(0,[p°])}o from Bob, If the states
provided by Bob do not satisfy the conditions from Theorem 5.7, RSPg ignores the
input and waits for a new valid set. Once the set is received, the resource outputs

p? at Bob’s interface. In both cases, RSPg outputs the angle 6 at Alice’s interface.

It is trivial to observe that the output of RSPp establish exactly the weak cor-
relation stated in Theorem ©.2. However, it is not sufficient to claim the security
by saying this. Recall in Theorem 5.1, we know that the UBQC protocol con-
structs an ideal resource S with perfect blindness from classical and quantum
communication channels, as well as the quantum states preparation procedures in
w4 of Alice. By replacing the quantum channel with the resource RSP g, we give a
formal statement of security of RSP g by definition:
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Figure 5.4: RSP ideal resources for blindness. The filtered control bit ¢ = 0/1
denotes the honest /malicious behaviour of Bob. The filtered functionality with the
input {(6, [p°])}s of resource is accessible only to a malicious Bob with ¢ = 1.

Definition 5.4 (Blindness of RSPp against malicious Bob). The resource RSPg
provides e-blindness by replacing the resource of a quantum channel if there exists
a protocol m = (wa, mg) between two parties interacting classically such that:

RSP37 Rc_channel W—7E> Sblind (53)

Similarly to RSPp, a formal statement of security of RSR is as follows:

Definition 5.5 (Blindness of RSR against malicious Bob). The resource RSR
provides e-blindness by replacing the resource of a quantum channel if there exists
a protocol m = (wa, mg) between two parties interacting classically such that

RSR7 7?’c_chmmel 7T_7€> Sblind (54)

5.4 Security Analysis

In this section, we give the security analysis of our proposed construction of QEn-
clave. First, we demonstrate the roadmap for proving the blindness of the resource
RSP p under the simulation-based security model with composability. Furthermore,
we exploit the same proof techniques to show the blindness of RSR. As a result,
with only access to the resource RSR and classical communication channels, we
show that Alice can prepare quantum states remotely for further cloud quantum
computation while guaranteeing confidentiality:.

5.4.1 Measurement-based Remote State Preparation

First, we introduce another resource from [221] better suited for our purpose. It
is a variant of RSPy that allows for a larger set of options for a dishonest player.

We show this later in the proof that the resource MRSP g can be constructed from
RSPp.
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Definition 5.6. (See Figure 5.0) The ideal resource measurement-based remote
state preparation for blindness (MRSPg ) has two interfaces, A and B. The resource
chooses an angle of rotation 6 uniformly at random from the set {0, 7, . .. %r} There
is a filtered functionality at the interface B and a classical bit ¢. If ¢ = 0, Bob is
honest and the resource outputs a state |+9)(+o| on B. If c = 1, the ideal resource
takes as input the descriptions of eight positive operators {11°}, such that for all 0
in {0,%,... %r}, ° + 114" = I. In addition, it accepts an arbitrary quantum state
p of the same dimension as the operator I11°. If Bob’s input does not satisfy the
properties of Theorem 5.2, MRSPg ignores it and waits for a new valid set. Once a
valid input is received, MRSPg applies the measurement I1° TI°+™ corresponding to
the chosen angle 0 to p. Finally, MRSPg outputs the measurement result 6, whose
value is either @ or O + m, at Alice’s interface and the post-measurement state p®

at Bob’s interface.

A B

Cc

[e——————

5 (S, Pout) = {(9,|+e> (+o]) ifc=0 |{I%%.p

@, p%) ifc=1

Pout

—
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Figure 5.5: Measured-based RSP for blindness. The filtered control bit ¢ =
0/1 denotes the honest /malicious behaviour of Bob. The filtered functionality with
the input {1}, p of resource is accessible only to a malicious Bob with ¢ = 1.

With the resource MRSP 5, Dunjko and Kashefi [221] show that:
MRSPB7 Rcfchannel ﬂ) Sbhnd (55)

The formal description of this theorem is given as follows:

Theorem 5.3. (See [221]) The UBQC protocol in which Alice has access to the ideal
functionality MRSPg rather than to a quantum channel and a random generator
of the |+¢) states, exactly constructs DQC with perfect blindness.

5.4.2 Perfect Blindness with RSPp

In this section, we prove the perfect blindness of RSPg. The core idea of the
proof consists of two steps. We first show that the resource RSPz can be used to
construct a resource MRSP p perfectly while following both correctness and security
conditions with an existing simulator oz under the simulation-based security model.
By the composition theorem, we show affirmatively that the UBQC protocol with
MRSP 5 accessing by Alice guarantees perfect blindness, as described in Definition

By constructing MRSP g from RSPp, the protocol m = (w4, 7p) is trivial: it
forwards the inputs from one interface to another. Then, we formally show that
this protocol is sufficient to construct MRSP g from RSPg. Here, we complete the
proof formally.
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Theorem 5.4. The protocol m = (w4, mg) introduced above with ideal resource
RSPg constructs the ideal resource MRSPg.

Proof. We show that both the correctness and the security conditions are satisfied.
More precisely, proving the security amounts to showing that a distinguisher cannot
distinguish MRSP g from the protocol. This translates into the following equations,
for a simulator o and the protocol m = (74, 7p) with RSPp.

WARSPBTFB . MRSPB J_, (56)
and
WAR,SPB ~: MR,SPBO'B. (57)

The correctness follows from the definition of the resources in Definition 5.2 and
, where the outputs are the same in the honest case. For security, the simulator
op can be defined as follows: It takes c, as well as the set {(6, [p%])}¢ from Bob. o3
then checks if the states provided by Bob satisfy the conditions from Theorem
If not, it ignores the input and waits for a new valid set. If so, since:

Pl 4T =2, (5.8)
By rewriting 7 into

1 = TRl Akl vn) (Y- (5.9)
The simulator then prepares the state nap = g i vV e [Vk) 4 (V| @ |[Vk) B{(Wwr]-
Let:

1 _ _
¥ — 577 1/2p977 1/2
1 —-1/2

= 57] pg"'ﬂn_l/Z7 (510)

H9+7r

which satisfies the completeness condition:

HG + H0+ﬂ' — ;771/2/)9771/2 + ;771/2p9+ﬂ771/2 -7 (5.11)
The simulator forwards 6, operators {II?, TI?*+7}, as well as the first subsystem of
nap to MRSP 5. MRSP 5 performs the measurements by definition. It forwards the
measurement result to Alice, and the simulator returns the second subsystem of
nap to Bob. In the case of obtaining the classical description 6 by Alice associated
with I1, the state 1y forwarded to Bob is denoted as:

M = Siopr\ A (W [T |0) [0k 3 (e |
- ;zk,k/\/mk/wmzijA_iw»szﬁw»wﬂwkﬂwmwkw

1
= §Ek7k/ (¢kl ’Pe‘¢k> Wk)B <¢k’ ’

1 0
== 5.12
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with probability % Similarly, it outputs € + 7 that associates with II1°*™ on Alice’
side, and p?*™ on Bob’s side with the same probability. As a result, the general
joint outcome state of Alice and Bob of MRSPp is exactly the same as RSP with
e=0. [

Since RSPp can implement MRSPpg perfectly, and the UBQC protocol while
Alice has access to MRSPp also satisfies the security of perfect blindness. As
described in Definition 5./, we have the following statement:

Corollary 5.1. See [221] The UBQC protocol where Alice, instead of access to a
quantum channel and a random generator of |+¢) states, has access to the ideal
resource RSPy exactly constructs the ideal resource S*™® with perfect blindness.

5.4.3 Perfect Blindness with RSR

In this section, we utilise similar proof techniques to demonstrate the security of
the RSR resource and its composition with UBQC protocol for perfect blindness in
two steps. First, in Lemma 5. |, we prove that the outcome of RSR satisfies the con-
ditions for the blindness of Theorem 5.2. Then, in Theorem and Corollary 5.2,
we show the security of DQC with blindness obtained from RSR.

Lemma 5.1. For any quantum states pi, that are used as input of RSR, the outcome
system of Alice and Bob oap satisfies the conditions of weak correlation of UBQC.

Proof. On the one hand, we first assume that p;, is not entangled with Bob’s
auxiliary system. Without loss of generality, we get py, = |a|? [0) (0] + a5* |0) (1] +
a*B]1) (0] + |B)% |1) (1]. In this case, the output of RSR p? is

P’ =lal?[0) (0] + e apB™[0) (1] + ¢”a”B 1) (0] + |B* [1) (1]. (5.13)

For any 6§ in the set {0, %,... 7}, we thus have

P’ + p" = 2|af?[0) 0] + 218 1) (1] (5.14)

Since this is independent of 6, the state satisfies the weak correlation conditions.

On the other hand, when p;, can be entangled with Bob’s auxiliary system, we
can thus write pl, = |af? 0) (0] & [t} (ol + af* 0) (1] @ o) (] + a*B]1) (0] @
[01) (o] + 1812 1) (1] @ |[h1) (1], where we decompose the qubit to be rotated into
the orthogonal bases of |0) and |1), and |ty) and |1;) denote Bob’s auxiliary system.
Note that the coefficients o and § do not necessarily follow |a|* +|8]> = 1, since
there are coefficients remaining in |¢y) and |¢)y).

After the rotation of RSR on the first subsystem, we get the following entangled
state:

P = |af?|0) (0] @ [¢0) (o] + e PaB* |0) (1] @ [vo) (¢]
+ear B 1) (0] @ [1h1) (ol + 81 [1) (1] @ [¢h) (¢u] . (5.15)
For any 6 in the set {0, 7, ... %r}, we have

o + 7 = 2|af? |0) (0] @ o) (ol + 21817 1) (1] @ [n) (8] (5.16)
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Since the result p? + p*™ is again independent of 6, the joint state of Alice and

Bob also satisfies the weak correlation conditions for any state o45. Such results
also hold with arbitrary mixed states. O

We now prove the security of RSR with the UBQC protocol. We prove it by
showing that the resource MRSP g introduced in Definition can be constructed
from RSR. Since MRSPp can be composed with a UBQC protocol to get DQC
with perfect blindness, so does RSR

Theorem 5.5. The protocol m = (w4, wp) introduced above with ideal resource RSR
constructs the ideal resource MRSPg.

Proof. We show that both the correctness and the security conditions are satisfied.
More precisely, proving the security amounts to showing that a distinguisher cannot
distinguish MRSP g from the protocol. This translates into the following equations,
for a simulator o and the protocol m = (74, 7p) with RSR.

WARSRWB ~: MRSPB J_, (517)
and
WARSR e MRSPBUB. (518)

For the correctness, when Bob is honest, the ideal resources RSR and MRSP g both
output an angle 6 at interface A and its corresponding quantum state |+4) (4| at
interface B. Equation is thus immediately satisfied.

For security, we introduce the simulator o, defined as follows: It accepts and
sends ¢ = 1 to MRSPp, as well as a set of operators {1}, where I1? = |+ _4) (+_|.
After receiving a quantum system p from Bob, the simulator takes the input py, of
the same dimension as I1Y and generates a qubit [0). A CNOT gate is applied to
these two qubits, where py, is used as the control qubit (|¢;)) and |0) the target
bit (|¢2)). This gives the simulator state (py, = |p12) (¢12]). Finally, o5 sends the
first qubit |¢;) back as the outcome state to Bob, whereas the second qubit, |¢s),
is sent to the resource MRSPp.

We show that the outcome is similar to the expression obtained in Lemma
Again, we start by considering the case that p;, is not entangled with Bob’s auxiliary
system. We then obtain the following expression for |¢},) after the operation of
MRSPBZ

HO
Blp) = >
2 Sl T |61a)

= \}5(!0> +e77|1))((0] + € (1])([00) + B [11))

= i(a\00> + e ¥ |01) 4 Y5 |10) + B [11)) (5.19)

V2

We obtain the outcome of the simulator by tracing out the second quantum sub-
system.

p1 = tra(|@ha) (D))
= [af?|0) (0] + e~ a3 [0) (1] + a3 [1) (0] + 8] 1) (1] (5.20)

|P12)
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The outcome quantum state is exactly the same result as the outcome of RSR in
Eq.( ), with the angle 6 that associates with IT1Y on Alice’s side with probability
%. Since a similar calculation holds for the operator II?*™, the general joint outcome
state of Alice and Bob of MRSPj5 is the same as RSR.

Similarly, we now consider the RSR with a qubit to be rotated, entangled with
Bob’s arbitrary auxiliary system. We denote it by decomposing the qubit to be
rotated into the orthogonal bases of |0) and |1) as « |0) |) + 5 |1) |¢1), where |¢y)
and |¢1) denote Bob’s auxiliary system. The simulator op takes the first single-
qubit subsystem as the control qubit and performs the same operation as in the
previous case. After the operation of MRSPp, we have:

HG
(b/12 = 2 ¢12
%) <¢12\H§|¢12>| :
1 i i
:ﬁ(|0>+e C11)) (0] + € (1)) (ar [0) [abo) [0) + B 1) 1) [1))
1 —i i
= ﬁm 10) [4ho) [0) + e v [0) [o) 1) + €“B|1) [1) [0) + B[1) 1) [1))

(5.21)

Then, after tracing out the second qubit, we obtain:

p1 =tra(|do) (P1])
=|al*|0) (0] @ |¢0) (vl + e Pap*[0) (1] @ [tho) (1]
+ea”B[1) (0] @ [) (o] + |81 [1) (1] @ [) (] - (5.22)
Again, The output quantum state is exactly equal to p? specified in Eq.( ).
In consequence, the resource RSR is perfectly indistinguishable from the resource

MRSPp, that is, Equations and are satisfied with ¢ = 0. Such results
also hold with arbitrary mixed states.

O

Finally, combining the fact that we can perfectly construct MRSP g from RSR

with Theorem 5.3, we obtain the following result, as described in Definition 5.5,
with € = 0.

Corollary 5.2. The UBQC protocol with the client accessing the RSR constructs
the ideal functionality of DQC with perfect blindness.

5.5 QEnclave-based Secure Quantum Cloud Com-
puting

From the previous proofs, we know that it is sufficient for a remote Alice as the
role of Client to perform DQC securely with perfect blindness with a potentially
malicious Bob as the role of Server while accessing the resource RSR instead of
the resource of a quantum channel. However, to make the client purely classical,
it is only true if RSR is on the server’s side. Here, we do not consider the scenario
that a trusted third party performs RSR. Meanwhile, the operations of RSR should
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be guaranteed with integrity and confidentiality to the server. However, we haven’t
yet clarified how to implement RSR with existing near-term resources in practice.
Theoretically, if the resource can be constructed only classically with no hardware
assumption, it should follow the definition below:

Definition 5.7. (See [223]) An ideal resource S is said to be e-classical-realizable
if it is realizable from a resource of classical channel R, channels i-€. if there exists
a protocol m = (wa, mg) between two parties interacting classically such that:

7zcﬁchannel ﬂ——76> S (523)

In order to prove the composable security of e-classical-realizable RSP, we need
to show that no unbounded adversary can learn information on 6 by accessing
only the right interface B. Unfortunately, the authors of [223] show that there
is no describable remote state preparation protocol with composable security. In
the context, describable means extracting a classical approximate description of a
quantum state [p] by accessing the state p on the interface B. Since a protocol us-
ing only classical communication is describable, there is no classical-realizable RSP
with composable security. It further implies that UBQC protocol with classical-
realizable RSP cannot be composably secure. As a result, it is necessary to make
additional assumptions to remove the quantum interaction between the client and
the server. While [223] considers additional computational assumptions to bound
the adversary’s power, we take a different approach, introducing additional hard-
ware assumptions such as tamper-proof quantum operations to get a secure DQC
protocol with blindness using only classical communication.

As a result, we propose the design of QEnclave (See Figure 5.2), which is in-
spired by the hardware assumption of TEE in the classical world, with limited
protection of RSR quantum devices and the flows in between. With the security
guaranteed by construction, we further specify an enclave-based program in quan-
tum analogue with the characteristics of attested execution functionality Ga. It
performs RSR functionality within QEnclave, where the classical secret remains
blind to a QPT malicious server. In the following sections, we evaluate the security
of QEnclave-based blind quantum cloud in the real world and discuss further the
security of verifiable quantum cloud computing with QEnclave-based RSR.

5.5.1 QEnclave-based Blind Quantum Cloud Computing

We start by recalling a simple 2-party outsourcing computation Fousc[C, S] with
a target function y = f(x), where the client C' outsources f and x with encoding
and finally obtains the output y while the server S or any other adversary only
knows the size of inputs and outputs (| f|+|z|,|y|) during the computation process.

In the classical case, Pass et al. [168] show that G setup assumption can be
used to compute a public function Foyec jointly with an honest client and malicious
server with composable security, while the server owns a secure enclave as a trusted
hardware platform and initializes an enclave program running F,usc. 1hey also
give the protocol between a client C' and a server S to realise Fyuisre With rigorous
proofs.
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As to the Foyuisre of QEnclave, we specify an efficient classical function f9(-) from
the client with input x, and together generate the classical description of rotation
angles 0 ... 0y uniformly at random from the set ©, and N is the public information
according to the size of targeted quantum computation. For each rotation angle
0;, QEnclave takes an initial state from the server, performs rotation, and returns
it to the server.

Functionality 3 The ideal functionality Fyuse of QEnclave

Input of Client:
o The client C sends the target function f9(-) with input .

Input of Server:

Fori=1,...,N:

o The server S sends an initial state |+);(+], if he is honest. Otherwise, he
deviates by preparing an arbitrary state p!, as input.

Execution of Fyutsre:

o On receiving f%(-) with input z from C, it computes
01...08 = ().

e Fori=1,..., N, it performs a single-qubit rotation Z(6;) upon the initial
state from S, and keeps it with S.

o It sends (f| +|x],0i],cy) to S.

It is not hard to observe that the description of Fiusre is almost the same as
the RSR resource, except that the client can produce rotation angles instead of
those generated uniformly at random by the resource individually. Note that the
transformation does not change the security property in this case since the client
is expected to be honest, and QEnclave should follow its instructions correctly by
specification.

In this case, we give in Protocol 2 the specification of Gu-hybrid protocol
Prot,use that enables outsourcing of RSR functionality on the server’s side by
QEnclave based on the Functionality 2. Compared to the proof in [168] that the
PPT indistinguishability of ideal-world and real-world executions is reduced to
the decisional Diffie-Hellman (DDH) assumption for secure key exchange [225] and
authenticated encryption. Here, to obtain the composable security result against
a QPT adversarial server, Most of the proofs follow similarly with the assumption
of a post-quantum secure key exchange between C' and G,. In practice, as long
as the key exchange scheme is post-quantum secure, Gy-based RSR is feasible in
terms of security.

Furthermore, a quantum-safe digital signature scheme X [226, 227] is neces-
sary for the remote attestation scheme since we assume the server is potentially
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Protocol 2 QEnclave-based RSP Protocol for Blindness with prog,.

Gate-enabled QEnclave Program prog, :
On input (“keyex”, py) :

o let (k,c;) = KEM.Enc(pg), seal k, and return cy.
On input® (“compute”, ct):
o let (f% ) := AES.Dec(k, ct).

o assert decryption success, ct not seen before.

e let 0,...08 = fe(:c), and 6;...0y are classical descriptions of rotation
angles that are applied to quantum states from the external source of S. For
each instance 1 = 1,..., N, it outputs:

N Z(0;)p, Z1(0;)  Otherwise

out

i {|+9i><+9i If S is honest

Server S

On receive (“keyex”, py) from C:

o let eid := Gut.install(sid, prog,,. ).

o let (¢, 0) := Gayp.resume(eid, (“keyex”, pr)), and send (eid, ¢k, o) to C.
On receive® (“compute”, ct) from C:

o let prg = Gagp.resume(eid, (“compute”; ct)), and keep them for further com-
putation.

Client C":
On initialize:

let (pg, sk) + KEM.KeyGen(1*), mpk := Gy;.getpk().

send (“keyex”, pi) to S, await (eid, ¢x, o) from S.

assert 2. Vi ((sid, eid, prog,,, cx), o).

let k = KEM.Dec(sg, cx).
On receive® (“compute”, f, z):

o let ct := AES.Enc(k, f% z), and send (“compute”, ct) to S.
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malicious. Meanwhile, more practical remote attestation schemes provide post-
quantum security [228].

The confidentiality consists of hiding the rotation angles chosen by the client.
The requirement of using quantum-safe encryption makes symmetric schemes more
appropriate than asymmetric ones for this task. Instead of a key exchange protocol
based on DDH, there are other key encapsulation mechanism schemes (KEM) [229,
230, 231] available to share a secret key between the client and the QEnclave and
proven to be secure against a QPT adversary for now.

Once the secure channel is established between the client and QEnclave, the
client can send the encrypted rotation angles to the QEnclave. QEnclave decrypts
them and encodes the initial quantum state from the external source using the
classical angles chosen by the client. At this stage, we assume that the trusted
area includes the enclave and minimal quantum devices. It leads to a remote state
preparation protocol for delegated quantum computation with blindness using the
QEnclave and classical communication between the client and the server. We sum-
marise all the steps in Protocol 2 with a post-quantum secure digital signature
scheme Y with signature o, and a post-quantum secure key encapsulation mech-
anism KEM scheme with the key derivation function for generating a symmetric
key to establish a secure channel between the client and QEnclave. Here, we in-
stantiate it as AES for encryption and decryption . Finally, we are ready to give a
formal statement of the security of G.-hybrid protocol Protgys. that UC-realises
the ideal functionality Fouse of QEnclave with the target function f?(z):

Theorem 5.6. Assume that the signature scheme X is existentially unforgeable
under chosen message attacks, and the security of the KEM scheme holds against
a QPT adversary. The Gau-hybrid protocol Prot,.ig. with QEnclave UC-realises
Foutsre, when the client C is honest, and the server S is malicious by trying to
extract the classical description of rotation angles 6s.

Proof. With an honest client and corrupted server, a simulator Sim in the ideal
world that makes no QPT indistinguishability of ideal-world and real-world execu-
tions can be described as follows:

« Unless we note specifically, the simulator Sim always forwards any commu-
nication between G,y and adversary (the corrupted S) or between C' and

S.

« Sim starts by emulating the setup of a secure channel between C' and Gyy.
Sim sends (“keyex”, py) to S.

o When Sim receives a tuple (eid, ¢x, o), Sim aborts outputting sig-failure if
the digital signature ¢ would be validated by a honest C, while Sim has not
recorded the following communication between Gy and S:

— eid := Gyut.install(sid, prog,, );

— (¢k,0) := Guyp.resume(eid, (“keyex”, py))

Else, Sim computes k = KEM. Dec(sy, ¢ ).

'For example, AES-GCM provides authenticated encryption with INT-CTXT
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» When Sim receives a message (f| +|x|,|0i|,cy) from Foyere, it proceeds as
follows: Sim sends (“compute”, ct) = AES.Enc(k, f¢,x0)) to S where fy and
T are some canonical function and input with the same fixed size as f and
x.

Recall that for UC realisation, the simulator should follow
IDEALz gin z(A) ~: EXEC; 4 2()) (5.24)

with negligible ¢ by environment Z. The indistinguishability of the ideal-world
and real-world execution can be proven within multiple steps of hybrids:

Claim: Assume that the signature scheme X is secure, except with negligible
probability, the simulated execution does not abort outputting sig-failure.

Proof. Straightforward reduction to the security of the digital signature scheme
3. O

Hybrid 1. Identical to the simulated execution, but the secret key k = KEM.Dec(sy, cx)
shared between C and Gqy is replaced with a random key from the appropriate do-
main.

Claim: Assume that the security of the KEM scheme holds, then Hybrid 1 is
computationally indistinguishable from the simulated execution.

Proof. Straightforward by the reduction to the security of the KEM scheme.  [J

Hybrid 2. Instead of sending ct = AES.Enc(k, fo,z0) to S, the simulator now
sends ct = AES.Enc(k, f,x) where f and x are the honest client’s true inputs.

Claim: Hybrid 2 is computationally indistinguishable from Hybrid 1.

Proof. Straightforward reduction to the weak correlations and blindness proof of
RSR resource in previous, and security of AES-GCM with INT-CTXT. ]

Hybrid 3. Now, using real key k instead of using a random key between C' and
Gatt-

Claim: Assume that the security of KEM holds, then Hybrid 3 is computationally
indistinguishable from Hybrid 2.

Proof. Straightforward by the reduction to the security of the KEM scheme. [

Finally, observe that conditioned on the simulator not aborting and AES en-
cryption/decryption being perfectly correct, Hybrid 3 is identically distributed as
the real execution. O

For the assumption that the communication between the enclave and the quan-
tum device is protected against a tampering server in terms of confidentiality. Al-
though it may seem strong, the idea of sealing hardware components into a tamper-
proof box is already widespread in the world of hardware security. In particular, the
FIPS-140 certification for hardware security modules (HSM) includes criteria for
physical tamper-evidence (level 2 certification), physical tamper-resistance (level
3), or even robustness against environmental attacks (level 4).
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With Protocol 2 based on QEnclave and UBQC protocol, we show that a client
can delegate a perfect blind quantum computation on an adversarial quantum
server with only a classical channel in between. Meanwhile, we note that it is
sufficient if the adversarial server is honest but curious in the protocol. However,
recalling the security in terms of verifiability means that the client can verify the
operations of the server and accept incorrect results with negligible probability. It
is not trivial to obtain from QEnclave. In the next section, we show the related
results regarding this perspective.

5.5.2 QEnclave-based Verifiable Blind Quantum Cloud Com-
puting: Limitations and Possibilities

For verification, a resource for remote state preparation with verification (RSPy) is
proposed in [222]. In their work, the authors show that when the client has access
to the resource RSPy, and a verifiable UBQC protocol so-called FK protocol [232]
without a quantum channel constructs an ideal resource SPind as the blind and
verifiable DQC as:

RSPy, Re channel — Soind (5.25)

verif 7

blin:

with a formal definition of SPd in the following:

veri

Definition 5.8. (See Figure .0) For a given unitary U, the ideal resource DQC
resource Shind provides correctness, blindness and verifiability. It takes an input
a at Alice’s interface, and a filtered control bits ¢ (set by default to 0) at Bob’s
interface. It outputs the allowed leak (¥4 at Bob’s interface. If ¢ = 0, it simply
outputs U(14) at Alice’s interface. If ¢ = 1, it outputs an error message at Alice’s

interface.

Pa ¢

oy {U(m) if c=0

error if c=1
& ["PA

Alice Bob

Figure 5.6: DQC ideal resource with verifiability. The filtered control bit
¢ = 0/1 denotes the honest/dishonest behaviour of Bob. The filtered functionali-
ties with the input v, and the output £¥4 of resource are accessible only to the
dishonest Bob with ¢ = 1.

The verifiability of [232] comes from the specification that Alice could insert in
the target computation a set of trap qubits that are isolated from the computation,
while Bob has no way to distinguish these trap qubits from the rest. As long as the
deviations of Bob are independent of the hidden nature of qubits, this construction
ensures that the measurement results of trap qubits are always deterministic and
known by Alice in advance, while Bob is honest and can be used as a test of the
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correctness of the entire computation while Bob is malicious as the probability
that Bob deviates the computation without deviating trap qubits is negligible in
the security parameter when the positions of trap qubits are only known by Alice.

As for the resource of remote state preparation that constructs SPiid from the
resource R channel, it Tequires the resource to prepare correctly single-qubit states
in the set of |+¢) for € {0,%,...7T}, and |b) for b € {0,1}. Here, the trap
qubits are initialised as a |+4) state. While the qubits are entangled in a graph
state by Bob for computations, all neighbours of the trap qubit in the underlying
graph state are initialized in a random |b) state, called the dummy qubits. In FK
protocol, the dummy qubits isolate the trap qubits from the computation, and
Alice’s measurement of trap qubits can be verified independently of the compu-
tations. That is what RSPy is specified in [222]. Furthermore, they propose a
protocol called the so-called buffered remote state preparation (BRSP) protocol in
the real world to construct RSPy, and furthermore implement FK protocol with

composable security in replacing the resource of a quantum channel.

On the one hand, as we discussed previously, the resource RSPy, is incompatible
with classical communications with no additional assumption. That is to say, the
resource RSPy can not be constructed by only the resource of a classical channel.
In brief, BRSP protocol specifies a classical channel between Alice and Bob but
assumes a resource called measurement buffer, which externalizes a quantum state
measurement from Bob’s side. Here, the buffer interacts classically with Alice and
Bob in quantum and behaves honestly throughout the protocol while assuming Bob
is the only malicious party. This, in fact, can be treated as a different approach
to defining a quantum TEE that securely implements the measurement buffer (on
Bob’s side) and then uses BRSP protocol. However, we believe it is desired that the
hardware assumption should be as simple as possible and securing the measuring
device leads to an unnecessarily complicated architecture.

By considering to construct SPid by RSR-like functionality and the FK proto-
col, to maintain the construction of QEnclave as simple as possible in practice, we
consider an extension of the functionality of RSR by enabling the resource prepar-
ing single-qubit states |b) for b € {0,1}. In the scope of QEnclave, the hardware
primitive guarantees that the operations for the preparation of either dummy qubits
or computational /trap qubits are indistinguishable from Bob’s operation since it
is obvious that each prepared quantum state is a maximally mixed state from the
perspective to Bob. However, adapting the same approach for RSR is not trivial,
as a malicious Bob controlling the source is now enabled to perform correlated at-
tacks before and after the call to RSR. Hence, the proof technique from [232] does
not directly apply. For example, Bob maliciously deviates by performing Pauli Z
rotations before and after RSR each instance without knowing what type of qubit
he is preparing. For computational and trap qubits, these deviations cancel each
other due to the commutation of Z(0) and Z operators. For the dummy qubits,
it causes a flip of dummy qubits from |0) to |1) and from |1) to |0). Such devia-
tions require no secret computation information by Bob, but these deviations do
affect differently depending on the types of qubits. This leads to the fact that for
trap qubits with an even number of deviated neighbouring dummies qubits, the
measurement results of trap qubits remain deterministic with no deviations, while
the computational qubits with an odd number of deviated neighbouring dummies
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qubits are maliciously changed without notice. For example, [233] introduces a
verification protocol as a variant of the FK scenario. Such deviations above can
leave trap qubits unchanged by measurement but affect the computational qubits
via flipping adjacent dummy qubits with odd numbers. It changes the execution of
the protocol apparently but remains unnoticed by Alice at the same time so that
the protocol is no longer verifiable in this case.

On the other hand, a recent work of [234] proposes a blind and verifiable pro-
tocol requiring the preparation of only |+4) states. The main idea is to find a
generating set of stabilisers of the graph state for the delegated computation on
Bob’s side that can be written with Pauli I, X and Y only. In this case, the authors
show that the deviations by Bob as the server in the protocol can either be detected,
or these deviations won’t have any effect on the outcome of the computation. In
this case, verification can be achieved without preparing dummy qubits but only
X-Y plane states, which is compatible perfectly with QEnclave-based remote state
rotation functionality. We leave the implementation details and further problem
exploration as future work.

5.6 Discussion

In this chapter, we explore another hardware security primitive — TEE, which is
widely used in classical outsourcing cloud computing scenarios to securely isolate
partially sensitive data and applications in practice in the quantum analogue. Re-
call that in the adversarial model, we consider that the server can be potentially
malicious. We introduce the notion of security against an adversarial server with
respect to blindness and verifiability. To guarantee the security of the functionality
minimally in delegated quantum computations by means of hardware security, we
study an abstraction of the functionality called remote state rotation, performed
by QEnclave. From the functionality perspective, it only performs single-qubit
rotations with external input and outputs quantum states for computation after
rotations. We show that it is sufficient to achieve perfect blindness of computations
by RSR in composable security jointly by an honest classical client and a malicious
quantum server. Our proposed functionality with simple rotations lowers the min-
imal requirement on the client’s operations while keeping minimal overhead on
the server’s side. Furthermore, we specify QEnclave construction with an enclave
and isolated quantum apparatus for achieving RSR functionality in practice. We
then present a real-world specification of QEnclave-based prog, . protocol for blind
quantum computation and show the composable security in the context of attested
execution functionality, which captures the characteristics of programs executed by
an enclave. As a realistic hardware assumption of trustworthy quantum operations
with classical secrets, QEnclave circumvents the impossibility results of [217, 223]
of implementing a composable RSR with a classical channel only. Besides privacy,
we explore another security requirement for verifiability. On the one hand, we
show that a malicious server with the capability of controlling the source and per-
forming correlated attacks before and after the call to QEnclave is very powerful,
and the proof technique from [232] does not directly apply. On the other hand,
inserting traps without dummy qubits but a set of stabilisers of graph state, which

118



5.6. DISCUSSION

requires quantum states with only X-Y plane rotations, can again be composed
with QEnclave to achieve verifiability potentially.

As to the integration of the QEnclave in current quantum computing technol-
ogy, our current QEnclave only implements a single qubit rotation, and it interacts
with the server’s quantum computer while residing at the server’s computing fa-
cility. In this case, QEnclave always requires a quantum communication channel
to interact with the source and the server’s quantum computer. The linear optics-
based photonics platforms are efficient for both quantum communication and single
qubit rotation [235]. Hence, we predict that the photonics-based platform would
be ideal for implementing the QEnclave. Such QEnclaves would fit perfectly with
photonics-based quantum computing techniques.

However, for the other kinds of quantum computing techniques, like ion traps-
based processors or superconducting-based qubits, we need to use an external inter-
face for the interaction between the server and the QEnclave. Note that a promising
approach to scaling ion-trap quantum computers to arbitrarily large numbers of
qubits is to use many similar ion-trap processors (nodes) connected together in a
modular network. Such a quantum network can produce ion-photon entanglement
[236]. A potential solution for designing the interface between QEnclave and ion
trap-based quantum computers would be to use such an ion-photon entanglement
to teleport the outcome of the QEnclave to the ion qubits. The detailed description
of such an interface is beyond the scope of this paper. We leave this interesting
study for our future work.

Meanwhile, we believe that other quantum communication and computation
applications can exploit QEnclave rather than UBQC-like protocols. In general,
the concept of QEnclave can be used for any client-server-based protocol [237] with
a quantum communication channel. First of all, QEnclave can be exploited in the
prepare-and-send universal blind quantum computation with multiple clients to
replace the multiple quantum communication channels from a server to the clients
(238, 239, 240] for scalability. In this protocol, the security of blindness that the
server does not learn the delegated computation and its input/output is guaranteed
against either a dishonest server or a coalition of dishonest clients. In the case of
the dishonest server, the protocol is equivalent to thinking of all honest clients
as one with multiple input qubits. The blindness of DQC with QEnclave can be
obtained intuitively.

In the case of the coalition of dishonest clients, the quantum channels among
clients are replaced by RSP by QEnclave on the server’s side. Meanwhile, since the
clients are assumed to have secure access to verifiable secret sharing (VSS) in the
protocol as a classical multiparty computation protocol, by committing classically
every round of rotation angles during the RSP stage via VSS, the correctness
of committed values can be verified by the honest server and the rest of honest
clients. Note that the restriction to performing multiparty quantum computation
for blindness with this protocol is that the collusion of a dishonest server and clients
is impossible.

Secondly, in terms of quantum homomorphic encryption (QHE), which is for-
malized by [241], it permits an evaluation of quantum circuits on encrypted quan-
tum data in DQC setting. Furthermore, a protocol of prepare-and-send QHE is
proposed in [242] with quantum communication between client and server. Unlike
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UBQC, the quantum circuit is not hidden from the server, but the client can verify
the computation by the decryption of the output. However, the composition of
QEnclave and QHE is tricky since QHE requires the encryption and decryption
of quantum data with confidentiality, integrity, and a trusted quantum source.
Alternatively, one can put the encryption, evaluation, and decryption circuit fully
inside the QEnclave. With such a powerful assumption, any classical client can run
a secure QHE protocol using just classical communication. However, our primary
goal here is to reduce the assumptions on the QEnclave functionality, i.e., we try
to make the quantum circuit inside the QEnclave as simple as possible. For exam-
ple, the QEnclave contains only a single qubit rotation gate in our current setup.
Making the QEnclave circuit simple for the QHE, without loosing the security is
challenging and beyond the scope of this paper. However, this is an interesting
direction for our future research.

Finally, we think QEnclave can be relevant to be used in quantum money
schemes [243], especially the protocol [244] considers that the bank mints the quan-
tum states used as banknotes on the user’s side and verifies their validity using only
classical interactions. It matches our definition of remote state preparation once the
problem of verifiability is also addressed. Then, by using a QEnclave, a bank might
be able to authenticate the banknote by remotely performing quantum operations
but using only classical communication.
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Conclusion

6.1 Summary

ITH the importance of hardware security in classical modern computing
systems in mind, we start the thesis by asking two general questions re-
garding the use cases of hardware security while considering the coming

applicable quantum computation and quantum information technologies. Recall
that these two questions are:

"How can quantum mechanical systems enhance the security of existing
hardware security primitives?”

, and

"How can hardware security primitives protect quantum computing sys-
tems?”

To answer these two questions, we investigate different types of hardware secure
primitives in Chapter 3, which are figured as hardware-based fundamental compo-
nents and mechanisms used to provide building blocks for implementing security
features, safeguarding against threats, and ensuring confidentiality, integrity, and
availability of information and resources. A type of hardware security primitives
that are shown to be versatile and sophisticated for practical implementation is
the Quantum Random Number Generators (QRNGs). Meanwhile, QRNGs can fit
in both these two questions we asked. On the one hand, quantum mechanics and
quantum information theory provide unique and solid theoretical support to guar-
antee the high entropic quantum sources for true randomness. On the other hand,
quantum computing systems that require remote access can exploit QRNGs to gen-
erate secret keys for authentication or other cryptographic protocols. Therefore,
it is also worth investigating other types of hardware security primitives within
quantum technologies while the overhead of implementation in practice remains
rational, especially the overhead of quantum resources.

In Chapter |, we move a step forward in learning the hardware security primi-
tive, Physical Unclonable Function (PUF), in the context of quantum information
techniques and try to answer the first question. Recall that the scenarios of using
PUFs with classical input /output are limited due to the copy-free of classical infor-
mation. Meanwhile, constructing PUFs with purely quantum resources (QPUFs)
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is overhead with current quantum information techniques. It is natural to think
about the constructions of PUFs with a hybrid classical-quantum setting.

While considering the classical readout of evolution by quantum circuits is vul-
nerable and totally losing quantum advantages, we propose the construction of
PUFs with underlying classical PUFs and quantum information encoding tech-
niques that have already been widely implemented in experiments and industries.
They form together as the construction of Hybrid Locked PUFs (HLPUFs). In
the game-based security model framework, we rigorously prove the unforgeability
of HLPUFs against any adaptive adversaries in the authentication protocols, with
the support of simulation results. Meanwhile, another amazing property obtained
from quantum information techniques is reusability, which inherits from the un-
clonability property of quantum information and privileges a lot of the service life
of PUFs. Finally, our proposal is not limited to some concrete construction but is
more like a general guideline due to structural compatibility.

In Chapter 5, we explore the second question by looking into another hardware
security primitive, Trusted Execution Environment (TEE), and its role in quantum
computation scenarios. Our motivation comes from the fact that future quantum
computing devices will most probably be hosted by cloud servers and accessed
remotely. Nowadays, accessible quantum cloud computations use cases have no se-
curity guarantees, e.g., privacy, verifiability, etc., especially in cases when the server
might be malicious by definition. There are theoretical algorithms or protocols for
achieving delegated quantum computation with satisfying different security prop-
erties. However, these protocols either require quantum channels between clients,
or a huge overhead on quantum resources to achieve security guarantees.

Inspired by a broad class of secure enclaves, which instantiate TEEs in com-
puting systems, being used in classical cloud computation for privacy-preserving,
we proposed a quantum analogue of TEEs called QEnclave to secure the quantum
cloud computations. With the minimal trust assumption by TEEs in mind, we
show that a hybrid classical-quantum setting is sufficient and efficient for achieving
privacy on cloud quantum computations, where QEnclave creates a secure environ-
ment based on the hardware of a secure enclave and its control of only single-qubit
rotations as the quantum extension. With the help of simulation-based proofs and
composition frameworks, we show that QEnclave, together with UBQC protocol,
guarantees the privacy of cloud quantum computation with reasonable overhead
regarding operational complexity. Furthermore, with an adaption of the protocol,
QEnclave can potentially achieve another security property, so-called verifiability,
but rigorous proofs should still be done in the future. As a result, these results
show a rational and interesting research perspective that exploits TEE mechanism
in future quantum computing devices.

6.2 Future Works

By the end of each chapter, we explore possible future directions for each hard-
ware security primitive based on our work. Furthermore, another interesting yet
challenging perspective to explore is the possible composition of different hardware
security primitives with their security features to achieve applications/protocols
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that are more efficient or robust. Here, we give some prototypes that we will
explore in the future:

In the proposal of HPUF, and further HLPUF constructions. The main moti-
vation for the quantum lockdown mechanism is to reduce the power of a network
adversary from querying adaptively to non-adaptively. And it permits 2-way au-
thentication for both server and client in the authentication protocol. However, the
overhead of quantum resources is in two folds: On the one hand, both the server
and the client in the protocol must be capable of preparing and measuring quantum
states (including qubits or higher dimension quantum states). On the other hand,
the quantum communication in between is necessarily a two-way quantum chan-
nel. Both of these limitations might, to a large extent, limit the usage scenarios of
HLPUFs.

Nevertheless, there are also other methods to secure HPUF against an adaptive
adversary with less overhead in applications. Recall in Section , we discuss
the information-theoretic security of OTP scheme against an unbounded adversary,
yet the issues of generating truly random keys and securely distributing them to
both the sender and the receiver make it costly and complicated. We propose
the possibility of combining two hardware security primitives, HRNG and PUF,
and show that the composition can be quite appropriate and efficient. In this
case, as the receiver with the PUF receives a classical challenge, the corresponding
response is split into two binary strings equally. For the first part of the response,
a true random binary string from HRNG with the same length can pad it via
XOR bitwise. Meanwhile, the pad is encoded into BB84 states as the HPUF
construction. Then, the receiver takes every tuple of two elements (a, b) successively
from the second part of the response and computes each single-qubit mixed state
with X and Z° operators controlled by a and b. After the operations above are
done, the receiver can return the joint classical-quantum states to the sender. The
authentic sender can verify the equality of the random binary string by taking
the corresponding response from its database to decode the classical and quantum
ciphertext, respectively.

Here, we argue that the security guarantees of the new setup come from two
folds: On the one hand, the classical OTP scheme is information-theoretic secure
against an unbound network adversary. On the other hand, the quantum encoding
and padding methodology can be figured as a quantum OTP scheme [245], where
each state results in a maximally mixed state and leaks no information to an
unbounded adversary. Note that the properties of challenge reusability may no
longer be applied here due to the security requirements. Since this, we think the
new setup is very likely to be used to derive other cryptographic protocols, e.g., key
distribution. From the quantum resource perspective, it is obvious that the current
setup no longer requires the measurement devices on the receiver’s side, and the
sender does not need to prepare quantum states either. And the quantum channel
is also a one-way from the receiver to the sender. Even though security analysis
and proof should be further done rigorously, we conjecture that this direction can
have many possibilities, especially regarding simulation and implementation.

Furthermore, our development of QEnclave is still in an early stage. In our work,
our discussion is limited to as simple operations within QEnclave as possible due
to the potential increase of complexity on the hardware level, especially quantum
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devices. As TEE is a hardware-based mechanism to provide an isolated execution
environment for crucial data and applications in the classical case, it is rational to
think of integrating different hardware security primitives together in QEnclave.
These hardware security primitives can be in classical or quantum. For example, a
HRNG can be integrated within QEnclave to generate random angles for rotation.
However, one of the main difficulties of utilising QEnclave with more functionali-
ties and border applications is that they require the design engineer to identify the
vulnerability on the hardware level manually. A very recent work [246] proposes
a solution to construct a superconducting quantum computer trusted execution
environment by decoy pulse approach. The main idea is to obfuscate analogue
control pulses to quantum computers, together with tamper-resistant and trusted
hardware components that attenuate the decoy pulses inside the superconducting
quantum computer’s dilution refrigerator before arriving at the qubits. In this
case, the possibly malicious quantum computer cloud providers cannot learn the
controlling signal of quantum operations on qubits. From the engineering point of
view, it effectively tackles one main vulnerability on the hardware level yet raises
another potential issue about the necessary range of protection, no matter the per-
spectives of functionality or actual hardware. Meanwhile, a sophisticated quantum
computing system’s general hardware architecture is still unclear. These pose a
significant challenge in larger designs and coordinate with other hardware security
primitives. Nevertheless, considering the performance and limitations of near-term
quantum devices, we think that a quantum analogue of TEE, in general, should
still follow the postulates we introduced previously and maintain its functionality
with a minimal trust assumption.

6.3 The Ending Word

“TAaE¥ o RUAETE R RURILE
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