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Abstract

The fusion of IP-enabled networks with low-power wireless technology has given birth to the
Industrial Internet of Things (IloT). Due the large scale and dynamic nature of IloT, securing
such network is of paramount importance. One of the most critical attacks are those conducted
during the joining phase of new nodes to an IIoT network. In this thesis, we focus our study

on securing the joining phase of such networks.

Joining phases in IoT rely on mutual authentication methods based on a pre-shared key (PSK)
shared between the network coordinator and the joining node. Standardization often lacks
clear PSK sharing guidelines, which in large-scale and dynamic networks like IloT makes
pre-configuring each device with a unique key impractical. To address these concerns, this
thesis introduces an autonomous mutual authentication and key establishment protocol for
[IoT networks. In this solution, the network coordinator first authenticates the joining node via
a certificate, and reciprocally, the joining node authenticates the network coordinator using
a novel and lightweight consensus mechanism based on Shamir Secret Sharing. Once this
mutual authentication is accomplished, a key is established between the network coordinator
and the joining node over a public channel. Our solution was integrated into the 6TiSCH
framework, ensuring robust security with high authentication success, even when dealing
with malicious nodes. Additionally, it proved efficient in terms of communication, latency,

and energy usage across various network scenarios, even on resource-constrained devices.

Moreover, during the IoT network joining process, proxy nodes play a pivotal role in forwarding
Join Requests and Join Responses between the joining node and the network coordinator.
Securing this phase is vital, as malicious proxy nodes can disturb new node joins or redirect

them to another entity impersonating the coordinator. Therefore, we present a robust system

ix



Chapitre 0

focused on identifying malicious proxy nodes during the joining phase. Centered around
the coordinator, this system maintains a log table tracking each node’s participation as a
proxy node. After each joining phase, the coordinator receives an end-to-end encrypted
packet from the joining node, detailing any encounters with malicious proxy nodes. This
information is utilized to calculate the number of legitimate proxy node involvements for each
node. The detection system utilizes these metrics, in conjunction with adjustable parameters,
to categorize nodes as either malicious or trustworthy. Additionally, our solution accounts
for potential attacks on the detection process, originating from both proxy nodes and joining

nodes.



Résumé

La fusion des réseaux IP avec la technologie sans fil a faible consommation d’énergie a donné
naissance a I'Internet Industriel des Objets (IIoT). En raison du large échelle et de la nature
dynamique de I'lloT, la sécurité de ce réseau est d'une importance capitale. Lune des attaques
les plus critiques concerne celles menées lors de la phase d’intégration de nouveaux nceuds
dans un réseau IIoT. Dans cette theése, nous concentrons notre étude sur la sécurisation de la

phase d’intégration de ces réseaux.

Les phases d’intégration dans I'loT reposent sur des méthodes d’authentification mutuelle
basées sur une clé prépartagée (PSK) partagée entre le coordinateur du réseau et le nceud
d’intégration. La standarization manque souvent de clarifications sur le partage de PSK, ce
qui rend impraticable la préconfiguration de chaque appareil avec une clé unique dans les
réseaux a grande échelle et dynamiques tels que I'lloT. Pour répondre a ces problématiques,
cette these présente un protocole d’authentification mutuelle autonome et d’établissement de
clés pour les réseaux IIoT. Dans cette solution, le coordinateur du réseau authentifie d’abord
le nceud d’intégration via un certificat, et réciproquement, le nceud d’intégration authentifie
le coordinateur du réseau en utilisant un mécanisme de consensus léger basé sur le partage
de secret de Shamir. Une fois cette authentification mutuelle accomplie, une clé est établie
entre le coordinateur du réseau et le nouveau noeud sur un canal public. Notre solution a été
intégrée dans le cadre du protocole 6TiSCH, garantissant une sécurité robuste avec un taux
d’authentification élevé, méme en présence de nceuds malveillants. De plus, elle s’est prouvé
efficace en termes de communication, de latence et de consommation d’énergie dans divers

scénarios réseau, y compris sur des appareils aux ressources limitées.

De plus, lors du processus d’intégration du réseau IoT, les nceuds proxy jouent un role essentiel

xi
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en transférant les demandes d’intégration et les réponses entre le nceud d’intégration et le
coordinateur du réseau. Sécuriser cette phase est essentielle, car les nceuds proxy malveillants
peuvent perturber I'intégration de nouveaux nceuds ou les rediriger vers une autre entité se
faisant passer pour le coordinateur. Par conséquent, nous présentons un systéme robuste axé
sur l'identification de nceuds proxy malveillants lors de la phase d’intégration. Ce systeme,
centré autour du coordinateur, tient un registre des participations de chaque nceud en tant que
nceud proxy. Apres chaque phase d’intégration, le coordinateur recoit un paquet chiffré de bout
en bout du neeud d’intégration, détaillant les rencontres avec des nceuds proxy malveillants.
Ces informations sont utilisées pour calculer le nombre de participations légitimes de nceuds
proxy pour chaque nceud. Le systéme de détection utilise ces métriques, en conjonction avec
des parametres ajustables, pour catégoriser les nceuds comme malveillants ou dignes de
confiance. De plus, notre solution prend en compte les attaques potentielles sur le processus

de détection, émanant a la fois des nceuds proxy et des nceuds d’intégration.

Xii
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|§ Introduction

1.1 Context

The Internet of Things (IoT) and its industrial counterpart, the Industrial Internet of Things
(IIoT), are playing an innovative role in today’s world. IoT is a transformative concept that
connects a wide array of everyday objects and devices to the Internet, enabling them to collect,
share, and process data autonomously [Cen+21]. IoT systems are networks that include
sensors, actuators, and other devices, which communicate with each other and centralized
servers through the internet. This interconnected system is at the heart of many modern
innovations and applications. IoT comprises various subdomains, each customized for specific
applications such as: the Industrial Internet of Things (IloT) [Boy+18], Internet of Vehicles
(IoV) [SS17], Smart Cities [Soo+18], Wearable Technology [Ome+21], Agriculture Technology
(AgriTech) [Yan+21], Healthcare and Remote Monitoring [Zuh+17], Smart Homes [Ala+17a],
Environmental Monitoring [US20], Retail and Supply Chain [Son+20], Energy Management
[KRR15], etc. These areas demonstrate how versatile and impactful IoT technology is in

different fields, making it a key factor in the current digital revolution. [Sal+18].

In contrast, the Industrial Internet of Things (IIoT) is a transformative integration of traditional
industries with advanced digital technology, notably exemplified by the Industry 4.0 move-
ment [Xu+18] [Sis+18]. This novel approach is centered on the interconnection of physical
devices, such as sensors, machinery, and SCADA (Supervisory Control and Data Acquisition)

systems, with the digital world through the internet. In this interconnected framework, these
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devices no longer operate in isolation; instead, they function as essential elements within wide
networks. This network environment enables the devices to actively share data, communicate,
and even autonomously make decisions based on data analysis. The implementation of this
concept heavily depends on key technologies, including wireless communication technologies,
cloud and edge computing, which collectively empower this industrial context with real-time
insights into their operations. This technology aims to improve operational efficiency, opti-
mize production and reduce costs [Lul7].

The application of IIoT expands its influence to a wide range of industries, including manufac-
turing, energy, agriculture, and healthcare. In manufacturing, it brings about optimization of
production lines and elevates the quality control processes, which results in cost-saving mea-
sures. The energy sector benefits from efficient monitoring and management of energy grids
through IloT. In agriculture, precision farming techniques are empowered, and in healthcare,
the system aids in remote patient monitoring. These versatile applications eventually result in
increased efficiency, lowered operational costs, and an overall improvement in quality across

different industrial sectors.

What makes IToT particularly challenging and exciting is the convergence of Information Tech-
nology (IT) and Operational Technology (OT) [EC20]. IT traditionally deals with digital data
and enterprise-level systems, while OT is concerned with the physical processes in industrial
environments. Thanks to bridging the IP-enabled networks and low power wireless networks,
IoT devices are not only able to communicate between themselves but also with remote IoT
devices through IP networks. This fusion presents remarkable possibilities for monitoring
and control, but it also opens doors to new vulnerabilities. Enabling IP connectivity put low
power wireless networks on a larger surface of risk. As we dive into this digital revolution,
security becomes a major concern. The extensive scale and complex interconnections of
IIoT and Cyber-Physical Systems (CPS) make them vulnerable to various threats, including
cyber-attacks. These threats can lead to data breaches, espionage, and, in extreme cases,
physical damage, operational disruptions, and even risks to human safety [Hum+17]. In the
world of IIoT, we often encounter resource-constrained devices and environments where
lightweight and efficient protocols are essential [Imt+21]. To make the most of the potential

of these technologies while ensuring their safety, we need strong security measures. This in-
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cludes robust authentication methods, encryption, and intrusion detection systems [Ala+17b].
Additionally, clear standards and regulations are crucial, especially when IIoT extends into

critical areas like healthcare, energy, and transportation [Wan+21].

One of the most critical attacks are those conducted during the joining phase of new nodes to
an IoT network. They have a high impact on the later security level of the network [Lag+21;
Naz+21]. A joining protocol defines how new nodes join a network. In this phase, a new
joining node exchanges join messages with a network coordinator, responsible of managing
the network, and giving access to new nodes. The initial contact between the joining node and
the network is established through an intermediate node, known as a proxy node, responsible
for broadcasting the network beacons and receiving Join Requests [Bou+20]. If the proxy node
were to engage in malicious behaviors, such as a selective forwarding attack by discarding
requests, it could disrupt the joining process and compromise network integrity. Moreover,
since a new joining node has no previous knowledge on the network, it has no way to verify
the correctness of information during this joining phase. Therefore, malicious proxy nodes
may forward the node’s join requests to another malicious node pretending to be the network
coordinator, instead of forwarding it to the true one. Additionally, in the absence of security
measures during the joining phase, malicious nodes can join the network and disturb forth-
coming joining events. In that case the network’s coordinator would not have any knowledge
about the Join Requests handled by that join proxy. In the realm of IoT security, addressing
this threat is of paramount importance. The large scale and dynamic characteristic of IloT
make it an intriguing area of study. Existing solutions designed for traditional IoT might not

be well-suited for these complex systems.

In essence, [oT and IIoT are changing the way we interact with the world and how industries
operate. To ensure these changes bring benefits and not risks, we must make security a
top priority. The advantages are enormous, but so are the challenges. By addressing these

challenges, we can create a secure and connected future.
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1.2 Contribution of the Thesis

1.2.1 Consensus-based mutual authentication

To address the security concerns during IIoT’s joining phases, it is crucial to implement a
mutual authentication. This mutual authentication accomplishes two key objectives allowing:
(1) both the network coordinator and the new joining node to verify each other’s identities
and (2) to establish a common key to secure forthcoming exchanges between the node and
the coordinator.

As mentioned earlier, in the context of large scale and dynamic IIoT network, ensuring the
safety of the joining phase is not simple. The authentication mechanism must be autonomous
enough in order to manage network access authorization, without needing to configure each
device individually. Furthermore, considering the presence of resource-constrained devices,

the mechanism must strive to be as lightweight as possible.

It is in this context that we propose in this thesis a novel zero-touch mutual authentication
protocol for IoT networks where the concept of pre-configuring each node before the joining
phase is a real challenge. On one hand, our solution is based on certificates to allow the
network coordinator to authenticate new joining nodes. On the other hand, we propose a new
consensus approach among network members, based on Shamir secret sharing, allowing new
joining nodes to authenticate and establish keys with the coordinator. In order to make our
solution more concrete, we adopted the 6TiSCH protocol [Vil+19] as an application scenario
to integrate our solution with. Introduced by the IETE it is a promising IIoT solution that
enables high reliability IPv6 wireless sensor networks. It is based on the IEEE 802.15.4 Time
Slotted Channel Hopping (TSCH) medium access control which combines time division
multiplexing, to make access deterministic, and frequency hopping, for increased robustness
against interferences. By integrating our solution with the industrial protocol 6TiSCH, and
adapting it to large scale and dynamic IoT networks, it became more oriented towards IIoT.

However, it can be integrated with different IoT applications, providing the following features:

¢ Mutual authentication without a pre-configured key.

¢ Low memory requirement demonstrated by its implementation on constrained IoT

4
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devices.

* Easyintegration with communication protocols adopted in IoT networks, demonstrated

by our application to the joining phase of 6TiSCH.

1.2.2 Malicious Proxy nodes detection

As described in the previous sections, a joining phase is based on a contact between a joining
node and multiple proxy nodes of the network. Without security measures during the joining
phase, malicious proxy nodes may disrupt the process, forwarding requests to other malicious
nodes impersonating the coordinator, potentially allowing malicious nodes to join and com-
promise network integrity. To tackle these challenges, it is crucial to implement a detection
system for identifying malicious proxy nodes. This system is essential since it allows: (1) the
network coordinator to be aware of the behaviour of proxy nodes handling Join Requests,
(2) detect malicious ones and prevent them from disturbing the forthcoming joining phases.
However, the joining phase relies usually on simple and lightweight mechanisms, thus leading
to a lack of elements that a detection system can use to determine whether a proxy node is

behaving maliciously or not.

In this context, we propose in this thesis a new approach for detecting malicious Proxy nodes
participating in a zero-touch authentication during the network joining phase. The network
coordinator in our system keeps record of how often each node acts as a Proxy node. After
every joining phase, it receives an encrypted packet from the joining node, containing details
about the Proxy nodes that may have behaved maliciously during the join process. Using this
information, the system assesses the nodes’ behaviour and classify them as either malicious or
trustworthy. In order to prove the applicability of our proposal, we adopt the 6TiSCH protocol
as an application scenario. We also consider our previously proposed consensus-based mutual
authentication scheme [Haj+23] as the operating authentication protocol securing the joining
phase. Additionally, an extensive performance evaluation is conducted to prove the efficiency
of our protocol even in the case where various attacks target its detection process. We take
into consideration the following attacks, that may be originated from both Proxy nodes and

new joining nodes:
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¢ ON-OFF conducted by a Proxy node in order to falsify the detection mechanism.
* False positive conducted by a joining node in order to exclude an honest Proxy node.

* False negative attack conducted by a joining node in order to avoid the detection of a

malicious Proxy node.

1.3 Structure of the Thesis

The rest of this thesis is organized as follows. In chapter 2 we present the communication
protocols in IoT and shed some light on 6TiSCH protocol. After that, we address the security
aspects in IoT and we give an overview of the main contributions around it.

In chapter 3, we present our consensus-based mutual authentication solution for IIoT. First,
we explain the solution in detail. Then, we provide an outline of the possible attack models and
an assessment of their impact on security. Finally, we discuss the limitations of this solution.
An application of this solution on 6TiSCH and a detailed evaluation are presented in chapter 4.
In chapter 5, we present our solution to detect malicious proxy nodes in the joining phase of
an IoT network. Then, we give alongside a deep security analysis taking into consideration
several type of attacks.

An in-depth evaluation of this solution is presented in chapter 6. The results are discussed
and a discussion about the solution is provided.

Finally, we conclude the thesis in chapter 7, and we give perspectives for our future work.



4 State of the Art

In this chapter, we start by representing the most known communication protocols and their
features. We describe the industrial protocol 6TiSCH and we represent CoJP, its joining phase.
Then, we delve into the security issues and challenges encountered within IoT and provide a

review of authentication solutions and malicious node detection systems.

2.1 Prerequisites

2.1.1 Communication protocols

Communication protocols play a vital role in the functioning of the Internet of Things. They
govern how devices share information, aiming for uninterrupted connectivity in this vast
network of smart objects. These protocols are classified based on attributes such as network
architecture, topology, power consumption, data rate, and range. Each protocol is suited
to different IoT applications, from smart homes to industrial systems. In this section, we’ll
explore some of the leading communication protocols used in IoT, examining their individual

strengths and applications [Ger+23].

» IEEE 802.15.4: IEEE 802.15.4 is a standard that defines the physical and media access
control (MAC) layers for wireless communication over short range, emphasizing low
data rates and power-efficient operations. It serves as the foundation for several network

protocols, including Zigbee, Thread, WirelessHART, 6LoWPAN, and 6TiSCH. These
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protocols are designed for various applications, such as home automation, industrial

control [TAA+23].

» Zigbee: Zigbee is a wireless communication system created for short-range, low-power
applications. It finds common use in areas such as home automation, industrial control
systems, and various Internet of Things (IoT) devices. Zigbee is built on top of IEEE
802.15.4 standard, which sets the rules for the physical and data link layers of low-rate

wireless personal area networks (LR-WPANSs) [Zoh+23].

* LoRaWAN: LoRaWAN, short for "Long Range Wide Area Network," is a prominent Low-
Power Wide Area Network (LPWAN) protocol. It is designed for long-distance, low-
power communication in the Internet of Things (IoT) and machine-to-machine (M2M)
applications. LoRaWAN leverages LoRa technology, known for its extended wireless
range and energy efficiency, allowing IoT devices to transmit data across vast distances
while conserving battery life. This technology enables the creation of large-scale IoT
networks, offering a secure and efficient means for numerous devices to communicate
with central gateways or servers. This adaptability makes LoRaWAN an excellent choice
for a diverse array of IoT applications, including those in smart cities, asset tracking, and
industrial monitoring, all within the framework of LPWANSs that prioritize low power

consumption and long-range communication [Jou+23].

* Sigfox: Sigfox is an LPWAN (Low-Power Wide Area Network) technology tailored for cost-
effective, energy-efficient, and long-distance communication in the Internet of Things
(IoT). It provides a dependable and efficient way for various IoT devices to transmit
small data over extensive distances. Sigfox connects these devices to a global LPWAN
network, making it an ideal choice for applications like environmental monitoring. It
excels in establishing extensive IoT networks while minimizing power consumption and

costs [Nae+23].

¢ NB-IoT: NB-IoT (Narrowband Internet of Things) stands as a Low-Power Wide Area
Network (LPWAN) technology exclusively designed for the Internet of Things (IoT). It
offers a dependable, energy-efficient, and cost-conscious method for IoT devices to

transmit small data packets across substantial distances. NB-IoT integrates seamlessly
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within cellular networks, rendering it suitable for a variety of applications such as smart
metering. It provides a robust solution for connecting an array of IoT devices while

preserving power resources and reducing operational expenses [Pra+23].

2.1.2 6TiSCH

In this thesis, we adopted 6TiSCH as our application scenario and we integrated our solutions
into it. Therefore, in the following sections, we offer a detailed description of this protocol and

its joining phase, Co]P.

Framework

6TiSCH [Vil+19], which stands for IPv6 over the TSCH mode of IEEE 802.15.4e, is a standard
network stack developed by the IETF (The Internet Engineering Task Force, a standards
organization for the Internet). It brings the low power industrial IEEE 802.15.4 physical layer
to the IPv6 internet, providing a solid infrastructure for industrial applications by allowing
constrained devices to be connected to remote IoT networks. 6TiSCH is composed of multiple

layers, as illustrated in Figure 2.1.

The physical and data-link layers of the 6TiSCH stack are those defined by IEEE 802.15.4,
operating in the Time Slotted Channel Hopping (TSCH) mode [Vog+18]. It combines time
division multiplexing with frequency agility to offer deterministic, low-latency and robust
medium access. The 6TiSCH Operation (6top) sub-layer defines the protocol and operations
required for distributed scheduling at the MAC layer. At the network layer, IPv6 is used
with 6LoWPAN for forwarding packets over IEEE 802.15.4 frames. The RPL protocol is used
for routing [AAJ20]. It makes use of special ICMPv6 control messages such as the DODAG
Information Object (DIO) to build up in a distributed manner a tree-like routing topology
named a DODAG that spans the entire network. The DODAG can be rooted in one or more
nodes. The non-storing mode of RPL is adopted by default in 6TiSCH. In this mode, only the
root is aware of the full routing table while the other nodes only maintain their parents list in
the tree. Hence, the root node is responsible for forwarding the packets between two nodes.

Finally, the Constrained Application Protocol (CoAP) [RHM19] offers to constrained nodes a



Chapter 2 State of the Art

data transfer service similar to HTTP. CoAP ensures transfer reliability on its own and relies on

UDP instead of TCP.

CoAP

UDP

RPL

6LoWPAN

6Top

TSCH

IEEE 802.15.4.e PHY

Figure 2.1: 6TiSCH protocol stack.

6TiSCH Joining Phase (CoJP)

In a 6TiSCH network, new nodes need to go through an initial joining phase to get admitted by
the network coordinator and obtain link-level security credentials. The default authentication
scheme proposed to join a 6TiSCH network is the Constrained Join Protocol (CoJP) [Vu¢+21al.
It handles the parameter distribution needed for new nodes to join a 6TiSCH network. It oper-
ates at the application layer on top of CoAP, using a security protocol called OSCORE [Sel+19a;
Sel+19b] which offers end-to-end protection by relying on symmetric encryption using per-

device pre-shared keys.

In CoJP, three entities play a main role during the joining phase. (1) The Join Registrar/Coordi-
nator (JRC) is the entity responsible for managing the network and giving access to new nodes.
(2) The pledge is the node seeking to join the network. (3) The Join Proxy (JP) is a node already

in the network that plays an intermediary in the exchanges between a pledge and the JRC.

10
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During this phase different types of messages are exchanged:

* Enhanced Beacon (EB) [SPK+21]: message sent on a regular basis by JPs allowing pledges

to discover the network and inviting them to join;

* Join Request: message sent from the pledge to the JRC, through the JP. It includes the
role it requests to play in the network, as well as the identifier of the network it requests
to join.

* Join Response: message sent from the JRC to the pledge through the JP. It contains

different parameters needed by the pledge to become a fully operational network node.

2.2 loT Security

2.2.1 Requirements

In the world of IoT, where devices constantly exchange data, three essential principles form
the foundation of security: confidentiality, availability, and integrity. Confidentiality ensures
that personal data, such as health records from wearable health devices, remains private and
immune to unauthorized access. Availability guarantees that critical services, much like smart
traffic management systems that keep city traffic flowing, are consistently accessible. Mean-
while, integrity ensures the reliability of data, like maintaining the accuracy of environmental
measurements gathered by IoT sensors for informed decision-making. In the IoT context,
these principles are not abstract concepts; they are the safeguarding elements that protect our
privacy, keep essential services running smoothly, and maintain the trustworthiness of data
used in real-world applications. Embracing these principles is the key to unlocking the poten-
tial of IoT while securing a world of trust, reliability, and functionality in our interconnected

landscape [Tsi+21] [Nes+19] [Has+19b].

2.2.2 Issues

While confidentiality, availability, and integrity serve as the foundation for securing IoT, the
digital landscape of interconnected devices is not without its challenges. In this section, we

delve into the core security issues that affect IoT systems.
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¢ Authentication issues: attackers can exploit ineffective authentication approaches,
potentially leading to unauthorized access. This unauthorized access can take the form
of impersonation attacks, where attackers may impersonate legitimate users or devices
to gain access to IoT systems. The consequences of non-authorized access include
appending malicious nodes, compromising data integrity, and ultimately intruding
on IoT devices and network communications. Furthermore, the authentication keys
exchanged and employed within the IoT network are at risk of being lost, destroyed,
or corrupted, particularly when not securely stored or transmitted. In such cases, the
effectiveness of authentication algorithms becomes insufficient, leaving the IoT netwok
exposed to the risk of non-authorized access and impersonation attack. An example of
this is when attackers steal or guess authentication credentials, gaining unauthorized
entry into an IoT system, such as a smart home, which could result in unauthorized

control and privacy invasion [HQS19].

 Privacy issues: The lack of privacy in IoT exposes individuals to various risks and poten-
tial attacks. In scenarios such as smart homes, attackers can intercept communication
between devices, leading to privacy breaches, data leaks, and unauthorized access. For
instance, eavesdropping on device communication may reveal users’ routines and activ-
ities, compromising their privacy. In digital healthcare, the exposure of medical records
and sensitive health data can lead to identity theft or unauthorized access, posing sig-
nificant privacy threats. In the case of critical infrastructure, like power plants or water
treatment facilities, breaches in privacy and security mechanisms can provide attackers
with valuable knowledge about the infrastructure’s vulnerabilities, enabling them to
plan and execute sophisticated attacks that compromise safety and reliability. Thus,
inadequate privacy safeguards may result in various privacy-related attacks, including
eavesdropping, impersonation, and data breaches, undermining the confidentiality and

security of IoT data [Ala+17Db] .

* Access Control issues: Weak access controls create an open door for a variety of threats.
Unauthorized access can result in data breaches, jeopardizing sensitive information
and individual privacy. Additionally, inadequate access controls can lead to identity

theft, enabling malicious actors to impersonate legitimate users or devices. These issues

12
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can also facilitate the spread of malware within the network, introducing destructive
elements that can disrupt operations, damage critical infrastructure, and lead to sub-
stantial financial losses. Furthermore, unauthorized access can provide a gateway for
attackers to manipulate connected IoT devices, compromising system integrity. In
industrial scenarios, the risks manifest in unauthorized control over manufacturing

machinery or interference with essential systems like power grids [Con+18] .

* Integrity issues: Data protection in IoT and critical Cyber-Physical Systems (CPS) is of
utmost significance, and encryption stands as a pivotal tool to safeguard data storage
and transmission, ensuring that only authorized users can access and utilize the infor-
mation. However, the resource constraints in IoT environments, affecting algorithm
robustness and efficiency, can lead to vulnerabilities in encryption mechanisms. Attack-
ers may exploit these limitations to compromise sensitive data or manipulate operations
with relative ease. For example, as IoT devices multiply, the vast amount of generated
data often necessitates cloud-based processing, which can introduce privacy concerns
due to data traveling through multiple network hops. In such scenarios, a robust en-
cryption mechanism becomes vital to maintain data confidentiality. Nonetheless, the
vulnerability of IoT devices to attacks poses a risk to data integrity, with potential at-
tackers resorting to techniques like Man-in-the-Middle (MitM) attacks. MitM attacks,
which enable attackers to intercept and modify communications between IoT devices,
can lead to the compromise of critical information, posing significant security threats

[KS18].

* Availability issues: Ensuring the availability of IoT systems is paramount for their re-
liability, but it comes with several risks. These include Distributed Denial of Service
(DDoS) attacks, network congestion, system failures, and jamming attacks, all of which
can disrupt IoT operations. DDoS attacks flood IoT networks with excessive traffic,
rendering services inaccessible. Network congestion occurs when IoT devices generate
an overload of data, leading to slowdowns or outages, especially during peak times.
System failures, whether from hardware issues or software glitches, can compromise
IoT services, with severe consequences in critical applications. Furthermore, single

points of failure, where one compromised device can disrupt the entire system, pose

13
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a significant risk. Jamming attacks target IoT communication, causing wireless signal
disruptions and rendering services unavailable. Robust infrastructure, redundancy,
proactive monitoring, and strong security measures are essential for ensuring loT avail-
ability. A single malfunctioning IloT device in a factory can stop an entire production
line, causing significant downtime and financial losses. Additionally, a jamming attack
targeting wireless sensors can disrupt communication between machines, impacting

manufacturing efficiency [KJ23].

2.2.3 Challenges

To address the multifaceted security issues in Industrial IoT (IIoT), the implementation of
comprehensive security services is imperative. These services encompass authentication,
access control, data privacy, integrity, availability, and trust management. However, several
challenges need to be overcome to effectively deploy these services in IIoT environments.

These challenges include:

* Heterogeneity: Heterogeneity within Industrial IoT (IIoT) involves diverse devices,
communication protocols, and data formats, leading to interoperability challenges and
security vulnerabilities. IIoT systems often comprise devices from various manufactur-
ers and generations, posing difficulties in implementing uniform security measures. As
aresult, the security approach for IIoT needs to be adaptable and comprehensive to ef-
fectively address this diversity. Additionally, striking a balance between energy efficiency

and safety remains a significant concern in this heterogeneous IloT environment.

* Resource-Constrained devices: In the domain of industrial IoT (IIoT), energy efficiency
is a crucial consideration, given the constraints on power resources, particularly in
remote and inaccessible locations. Ensuring strong security while conserving energy is a
significant challenge. To overcome this challenge, it’s essential to create and implement
energy-efficient security protocols and lightweight solutions that consider communica-
tion, computation, cryptography cost, and more. These measures enable I1oT devices
to function reliably for extended periods without frequent battery replacements or

recharging, contributing to the sustainability of interconnected systems.
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» Large scale deployments: Securing extensive IIoT networks with dynamic, intercon-
nected devices is complex. IoT networks require resource-intensive security manage-
ment, involving cryptographic keys, forward secrecy, backward secrecy, authentication,
and access control. Managing unique keys for multiple devices is impractical and
resource-demanding. It includes secure key distribution and quick revocation of com-
promised or outdated keys, vital for system integrity and ensuring both forward and
backward secrecy. Efficient key management across large industrial networks is cru-
cial, demanding robust mechanisms that also account for scalability and operational

efficiency, which make their authentication mechanisms even more challenging.

* Real-Time requirements: In industrial settings, real-time security is vital for timely
decisions and efficient operations. However, strong security shouldn’t cause significant
delays that disrupt critical processes. This challenge calls for security solutions that
can seamlessly work within tight time constraints, especially in manufacturing and
autonomous systems where split-second decisions are crucial. Security protocols must
reduce delays in data transmission and authentication while effectively protecting IIoT
systems. Balancing real-time data processing with robust security demands innovative

approaches in security protocol design and optimization.

* Physical world integration: In the context of Industrial IoT (IIoT), a significant security
concern arises from the presence of unattended and autonomous devices. Many IloT
devices work independently in environments without continuous human supervision,
making them vulnerable to unauthorized physical access. This vulnerability creates
an appealing opportunity for potential adversaries aiming to take control of these
devices, leading to various security risks. One particular aspect of this challenge is the
compromise of nodes. In this scenario, malicious actors exploit their physical proximity
to IIoT devices to compromise their integrity. This can lead to severe consequences,
including physical damage to devices or the theft of critical data, such as cryptographic
schemes and firmware. Attackers may also employ malicious nodes to replicate firmware

or undermine the integrity of control and cyber data.

Addressing these challenges comprehensively is vital to ensure the security and safety of [oT
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systems [Sha+18]. As previously mentioned, this thesis centers on enhancing the security of IoT
networks within large-scale dynamic environments. Our primary focus encompasses critical
aspects such as authentication, authorization, and network security in loT. Furthermore, our
solution includes a detection system that addresses malicious nodes detection in the IoT

framework within the same context.

2.3 Authentication in IoT

Authentication methods in the field of IoT have garnered significant attention, leading to
numerous proposed solutions [Kum+22] [El-+19] [AZ20] [Ash+23]. Various factors can be
considered for mutually authenticating two entities, including pre-shared keys, certificates,
physical unclonable functions, and more [El-+19; Yan+17; Hus+22; AZ20], [Mam+21; Kha+22;
CAS21]. Additionally, innovative authentication schemes in heterogeneous networks may
leverage multi-factor authentication. In what follows, we discuss each of these methods

separately, highlighting their primary advantages and limitations.

2.3.1 Pre-Shared Key (PSK) Authentication

In most IoT wireless networks, authentication schemes are based on pre-configuring a new
joining node with a pre-shared key (PSK), before the first phase of authentication. PSK op-
erate by requiring both the device and the network coordinator to share a secret key before
initiating communication. For instance, each device has a unique identifier and needs to
pre-share a symmetric key with the network coordinator, which can further authenticate
known devices upon new communication [Jan+14]. PSK methods offer a straightforward
approach to authentication, as they rely on a shared secret for validation. This simplicity can
be advantageous, particularly for resource-constrained IoT devices. However, a key challenge
lies in securely distributing and managing these shared secrets, as provisioning every device
with a unique key can be impractical in large-scale IoT networks. The shared PSK approach
simplifies authentication but raises concerns about key management and security at scale,
making it essential to explore more scalable and robust methods. In 6TiSCH protocol, the

authors of the minimal security draft of the IETF [Vu¢+21a] assume that the exchanges during
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the joining phase of a new node is secured using a PSK. However, they do not describe how
this key was shared. The same assumption is made in [SV18], as the authors proposed a 3-way
mutual authentication mechanism based on a multi-key called secure vaults. Here, the PSK
consists of the secure vault shared with the IoT devices during the deployment phase. This
secure vault will be used by the coordinator to challenge a device and authenticate it. Other
PSK-based authentication schemes were proposed in order to authenticate a joining node, for
wireless network protocols like 6LoWPAN and LoRaWAN [San+18; Hus+13; Esf+17; ATW19;
Cui+23; Min+22]. All these solutions require pre-configuring the IoT devices before initiating

this phase, which is not efficient for the case of a large scale dynamic industrial network.

2.3.2 Certificate-based Authentication

Certificate-based authentication in the context of IoT involves using digital certificates issued
by trusted Certificate Authorities (CAs) [Hus+22]. Each device or entity within the network
has a digital certificate that contains identity details and a public key. When a device wants
to communicate, it shares its digital certificate with the recipient, accompanied by a digital
signature for ensuring data integrity. The recipient validates the certificate by verifying the
digital signature and checking its authenticity through a trusted CA.

In [Por+14], the authors proposed a two-phase mutual authentication solution. First, it runs a
registration phase where each edge device acquires its security credentials from a Certificate
Authority (CA) and stores its chain of trust. Then, an authentication phase is executed where
devices establish a secure communication channel. The authors in [KPB19] utilized Public
Key Infrastructure (PKI) along with X.509 digital certificates to enhance device authentication,
particularly within the context of embedded systems in the IoT. These certificates served a
dual purpose, enabling both device identification and ensuring the integrity of the embedded
systems involved in the IoT ecosystem. The X.509 digital certificates played a crucial role
in securing IoT by providing a robust foundation for device authentication and integrity
verification within embedded systems. However, these solution do not address scenarios with
multiple CAs, which would require constrained devices to store a considerable number of
chains of trust. Moreover, even though some solutions allow to assess the status of a given

certificate (e.g. OCSP), the consistency of revocation lists may be endangered once large scale
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and lossy networks are considered, such as the heterogeneous IoT networks targeted here.

2.3.3 Physical Unclonable Function (PUF) Authentication

Physical Unclonable Functions (PUFs) are like the unique fingerprints of electronic devices,
created due to tiny variations in their hardware components [Bral8]. In the context of IoT
authentication, PUF-based methods take advantage of these distinctive hardware-based
fingerprints. These fingerprints are typically embedded in a device’s hardware during its
manufacturing process, and they serve as a means to verify the authenticity of the device.
When authentication is required, a PUF challenge is issued to the device, which generates
a response based on its unique hardware characteristics. This response is used to confirm
the device’s identity and grant access if it matches the expected response. Each IoT device’s
response to PUF challenges is inherently different, making it both a one-of-a-kind identifier
and a cryptographic key. This makes PUF-based authentication a robust choice for securing
IoT devices, as it relies on the inherent uniqueness of each device’s hardware characteristics.
In [MNC20], the authors propose a multi-factor mutual authentication scheme between IoT
devices and servers in a star topology. This solution is based on configurable physical unclon-
able functions (PUF) and dynamic physical channel parameters. New user-credentials are
used for each new session in order to prevent the risk of the reproduction of the session-key. In
[Tia+22], the authors proposed a solution that negotiates a session key by achieving a mutual
authentication between Unmanned Aerial Vehicles (UAVs) and the Ground stations (GS). This
solution considers a central controller (CS) in which each UAVs need to perform a registra-
tion phase. In this phase, the CS sends a series of PUF challenges to the UAV and stores the
produced responses. After that, any GS will then be able to authenticate the UAVs by getting
access to the list of responses stored in the CS. In [Zhe+22], the authors address the challenge
of authentication IoT P2P context. The authentication is based on a list of PUF challenges that
needs to locally be stored in each device and used as basis to generate common keys between
the devices. There have been other solutions that achieve authentication in IoT context based
on PUFs [Bar+19] [Sha+20b] [Mal+22].

However, all these PUF-based solutions adopt a PUF challenge-response mechanism. There-

fore, they require, at a certain point of time, a physical intervention on the IoT device to collect
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and store the challenge-response pairs to be used in any further.

2.3.4 Radio Frequency Fingerprint Identification

Physical layer fingerprint authentication in IoT is an advanced technique that relies on the in-
herent imperfections within wireless signals. These imperfections, evident in radio frequency
(RF) characteristics and signal propagation, contribute to crafting unique fingerprints for
individual devices. Originating from components like transmitters, receivers, antennas, and
the surrounding environment, these imperfections establish a distinctive wireless identity for
each device [GZC19][JJK22]. Throughout the authentication process, incoming signals with
imperfections undergo analysis, leading to the extraction of physical layer fingerprints. This
involves comparing the specific wireless irregularities to pre-stored references, a crucial step in
validating the authenticity of the device [Zha+23]. In [Che+19], the author present an innova-
tive and lightweight Radio Frequency Fingerprinting Identification (RFFID) scheme employing
a two-layer model tailored for authenticating resource-constrained terminals within Mobile
Edge Computing (MEC) environments, eliminating the need for encryption-based methods.
In the initial layer, MEC devices assume responsibilities such as signal collection, extraction of
RF fingerprint features, dynamic feature database storage, and making access authentication
decisions. The subsequent layer, overseen by the remote cloud, focuses on learning features,
generating decision models, and implementing machine learning algorithms dedicated to
recognition. This two-layer framework capitalizes on machine-learning training methods and
harnesses the computational capabilities of the cloud, thereby augmenting the authentication
rate. Despite some advantages, physical layer fingerprinting in wireless communication con-
fronts several challenges that warrant careful consideration. While it offers inherent security
features, reduced credential dependency and real-time authentication, its practical imple-
mentation faces noteworthy obstacles. These challenges encompass the intricate demand for
sophisticated signal processing algorithms, the susceptibility to potential attacks that could
compromise security, the sensitivity to environmental variations impacting reliability, and the

overarching need for stringent measures to counteract these issues.
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2.3.5 Blockchain-based Authentication

Blockchain-based authentication in IoT involves registering each device on a blockchain
network with a unique digital identity. Devices use their private keys to create digital sig-
natures for secure communication, which can be verified by recipients using the sender’s
public key stored on the blockchain. This approach enhances security by removing single
points of control and reducing the risk of unauthorized access. However, it may encounter
challenges related to scalability and latency due to the blockchain’s resource-intensive nature
and consensus mechanisms [Abb+21] [SBA21].

In [Li+18], the authors of this solution challenge the conventional IoT device authentication,
which heavily relies on a vulnerable intermediary institution, such as a Certificate Authority
(CA) server. This setup is susceptible to single-point failures and internal attacks that can
compromise authenticated device data. To mitigate these issues, blockchain technology is
introduced as a secure, tamper-proof distributed ledger for IoT devices. Each device is as-
signed a unique ID recorded in the blockchain, enabling mutual authentication without the
need for a central authority. Additionally, a data protection mechanism is devised by hashing
essential data, like firmware, into the blockchain, facilitating the immediate detection of data
state changes. In [Kha+20], the authors proposed a decentralized authentication and access
control mechanism for IoT devices, aiming to enhance their security and ensure the safety and
effectiveness of the system. The mechanism leverages fog computing and public blockchain
technology to provide lightweight devices with a robust security solution. The system consists
of three primary phases: initialization, device registration, and device authentication. During
the initialization phase, systems and devices are registered to ensure unique identification. In
the device registration phase, smart devices connect to the network, associating with their
respective systems. Device authentication is carried out through blockchain-enabled fog
nodes, allowing only authorized devices to join the network. The device-to-device communi-
cation phase facilitates secure interactions between device. In [Wan+19], the authors propose
a private blockchain technology and smart contracts to handle new nodes joining the Internet
of Vehicles (IoV) network. The contract node group, comprising verified cloud servers, road-
side units (RSUs), and vehicle manufacturers, utilizes a Rayleigh consensus mechanism to

approve or reject new joining requests. If over 51% of nodes grant their signatures, the new
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node is accepted, adding a new block to the blockchain. Moreover, this solution broadcasts
the identities of suspicious nodes to prevent future malicious attempts. Vehicle authentication
uses Public Key Infrastructure (PKI) with cryptographic accumulators in two phases. First, the
vehicle sends its ID and public key to an RSU, which validates and forwards the information
to the Certificate Authority (CA). In the second phase, the CA verifies the data and generates a
session key. The process concludes with the exchange of digital certificates. While this solution
is highly efficient in authentication, larger networks may encounter packet loss during vehicle

registration and key distribution.

2.3.6 Machine learning based Authentication

Machine learning-based authentication within the IoT context is a dynamic approach that
utilizes advanced algorithms and models to verify devices [Ist+21]. When a device initiates
authentication, it transmits data containing behavioral patterns, device attributes, or sensor
readings to a machine learning model. This model processes the data, identifying unique
patterns associated with the device’s legitimate behavior. Over time, it continually learns and
adapts to these patterns, making it more challenging for malicious devices to impersonate
legitimate ones. This adaptability is a significant advantage, as it can identify new patterns
without manual updates. Additionally, it can detect anomalies, such as unusual device behav-
ior, enhancing security.

In [Das+18], the authors propose a novel approach to IoT authentication, treating it as a multi-
label classification problem based on the physical I/Q samples of data packets from received
signals. The focus is on wireless signal inputs prone to various impairments, such as frequency
and timing offsets and dynamic channel changes. Traditional methods struggle to manually
engineer features to address these challenges, making the paper advocate for the use of deep
neural networks, specifically Long Short-Term Memory (LSTM) networks. The LSTM networks
are chosen for their ability to learn temporal dependencies and higher-order correlations in
the signal samples, providing rich and discriminative features. The authentication process
involves transmitting a preamble, and the LSTM classifier effectively detects and processes
these symbols, demonstrating resilience to adversarial attacks in a low-power IoT device

testbed. The approach leverages the unique capabilities of deep learning to handle complex
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temporal dependencies in wireless signal authentication. In [QSS21], the authors introduced
a novel security authentication scheme designed to combat spoofing attacks in IoT networks.
Their approach leverages machine learning algorithms to enhance security measures. The
authentication method harnesses the physical layer characteristics of wireless channels to
differentiate sensors. It also employs neural networks to learn channel fingerprints without
requiring knowledge of the communication network model. The authors propose a secu-
rity framework based on channel differences, aimed at providing lightweight authentication.
Furthermore, they introduce a detection approach using Long Short-Term Memory (LSTM)
networks, particularly beneficial for sinks supporting intelligent algorithms.

Machine learning-based authentication in IoT initially learns unique device patterns, enabling
accurate future authentication. Despite its potential for enhancing IoT security, it grapples
with pattern recognition complexities, particularly in large scale and dynamic IoT networks.
Additionally, acquiring extensive datasets for training may pose privacy concerns, and pre-
serving user privacy can be a challenge. Furthermore, machine learning-based authentication
might face limitations in terms of resource constraints on IoT devices, potentially restricting
its application in resource-constrained IoT environments. In summary, it offers a robust and
adaptable approach to IoT device authentication, but it needs to address certain practical

limitations.

2.3.7 Observations

In Table 2.1, we've outlined a comparison of the key contributions discussed in this section.
Each contribution falls within a distinct category of the authentication methods mentioned
earlier. This comparison primarily focuses on the features of authentication solutions that we
identify as key limitations. Addressing these limitations is crucial for implementing a robust
solution for Industrial IoT. For sake of clarity, these features can be explained as follows: The
zero-touch feature indicates if no pre-configuration of the device has been done by any entity
other than its manufacturer. Specifically, it indicates if the two entities seeking to identify
each other must have a registration phase where certain parameters are shared. Multi-hop
support refers to the fact that a new joining device is able to connect to the central coordinator

of the network through a multi-hop communication method, rather than being limited to
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direct communication with its nearby devices. Heterogeneous mutual authentication refers
to whether the authentication scheme enables various types of IoT devices and the network
coordinator to authenticate each other reciprocally. Application layer dependency refers to the
fact that the authentication mechanism operates on the application layer and does not depend
on any lower layer of the network(such as the physical layer for instance). This simplifies the
implementation of the authentication solution and enhances cross-protocol compatibility.
Finally, the scalability and dynamicity features refer to whether the proposed solution can
effectively handle a large number of IoT devices and maintain efficiency in scenarios involving

high mobility.

Note that many other solutions were proposed for authentication in IoT networks [CL21;
Sha+20a]. However, these solutions do not address the limitation presented in this thesis. To
the best of our knowledge, there is no solution that considers the lack of a previous touch with
the new node before the joining phase. The Configuration-Free and Consensus-Fueled feature

of this solution demonstrated its novelty compared to the previous works.

[MNC20] | [Jan+14] [Por+14] [Li+18] [Das+18] | [Che+19]
Zero-Touch X X X X X X
Support multi-hop X v 4 v X X
Heterogeneous Mutual Authentication v v X v X v
Scalability X X X v v v
Dynamicity X X X v v v
Application layer dependent X v v v X X

Table 2.1: A comparison with existing works in terms of protocol features

2.4 Detection Methods in IoT

Malicious nodes detection and trust management in IoT have been widely studied with
various proposed solutions [Zar+17] [BWH18] [Haj+19]. Multiple elements are taken into
consideration in the existing intrusion detection systems, like the strategy placement, the

target security threats and the detection method. In what follows, we elaborate each section
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separately while giving its main advantages and drawbacks.

2.4.1 Strategy placement

In terms of strategy placement, a solution can be centralized, distributed or hybrid. A cen-
tralized solution is placed and executed in one entity, the network’s coordinator for example.
On the other hand, a distributed solution is executed on every node, while a hybrid solution
combines the two previous solutions. In [Abh+18], authors introduce a centralized Intrusion
Detection System (IDS) for clustered IoT networks that aims to identify compromised gateways
that degrade network performance by corrupting forwarded packets. It utilizes packet drop
probability for monitoring gateways, introduces an algorithm for optimizing system parame-
ters and tracks gateways through the downlink channel. This solution primarily concentrates
on physical layer attacks while neglecting possible attacks at other layers. In [SCM21], authors
present a solution that addresses the vulnerability of Software-Defined Networking (SDN) in
wireless sensor networks. They introduce a lightweight, online change point detector that can
operate in both centralized and distributed modes. This solution was tested in IEEE 802.15.4
networks. In this approach, the centralized detector achieves high detection rates and can
identify the type of attack, while the distributed detector provides information for pinpointing

the nodes responsible for the attack.

Centralized solutions may suffer from the vulnerability of a single point of failure. However,
such solutions are more efficient for constrained environments due to the reduced execution
overhead on the nodes level [SCL20][RWV13][Rah+20]. A distributed solution is more efficient
than the centralized one in terms of latency and network overhead [Zho+20] [LY21] [Col+18].

A hybrid solution is a trade-off of overhead and accuracy in specific applications [HHN20].

2.4.2 Target security threats

In term of security threats, the detection system targets specific types of attacks based on
which we consider a node as malicious. The most common studied attacks are: denial-of-
service (DoS), routing attacks (e.g., selective forwarding attacks, sinkhole attacks, Sybil attacks,

wormbhole attacks), man-in-the-middle attack, jamming attacks and others[Has+19a] [KBL18]
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[Ala+17b] [Kal+22]. In [Cer+15], authors introduce a system designed to detect and isolate
sinkhole attacks in IoT networks. It utilizes dynamic clustering for data transmission and em-
ploys reputation and trust mechanisms to identify suspicious nodes. In [Kas+13], the authors
proposed a DoS detection system integrating an IDS into the 6LoWPAN network of the ebbits
framework. It employs an IDS probe to monitor 6LoWPAN network traffic, detecting DoS
attacks. In the case of a jamming attack, the DoS protection manager receives an alert from
the IDS. To validate the detection, it checks interference levels, loss rates, and the absence of
updated information in network managers. The system’s advantages include wired connec-
tivity for immunity to wireless attacks, centralized processing on a Linux host, and reduced
false positives by leveraging information from other network managers. The architecture is
designed to meet the security requirements of real-time industrial environments.

These solutions may be efficient in terms of detection, however they are designed only for a

specific type of attack.

2.4.3 Detection method

In term of detection methods, they represent the detection mechanism used in the system. It
can be anomaly-based, signature-based, specification-based or others. Anomaly-based IDS
in IoT identify intrusions and misuses by comparing network behavior to a normal pattern,
highlighting significant deviations as potential issues. In [Lee+14], the authors utilized energy
consumption as a metric to evaluate node behavior, constructing models for typical energy
usage in mesh-under and route-over routing schemes. Nodes monitor their energy consump-
tion at a rate of 0.5 seconds, and the IDS identifies a node as malicious, eliminating it from
the 6LOWPAN route table upon detecting deviations from expected energy usage. Despite
asserting its lightweight nature tailored for low-capacity networks, the authors omitted results
on false positive rates, a crucial aspect for forming more accurate conclusions about the effec-
tiveness of the proposed approach. In [KH17], authors designed and assessed three IoT IDS
mechanisms. Neighbor-Based Trust Dissemination (NBTD), is centralized, with the border
router managing trust values based on inputs from a Destination-Oriented Directed Acyclic
Graph (DODAG). Clustered Neighbor-Based Trust Dissemination (CNTD) uses a distributed

approach, assuming cluster-based segmentation of the DODAG. These clusters are monitored
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by cluster heads which aggregate trust values from nodes. If a node’s reputation surpasses a
threshold, it is blocked, notifying the border router. Tree-Based Trust Dissemination (TTD)
aligns with CNTD’s topology but reduces node monitoring, focusing on parent nodes only.
Leaf nodes are not monitored. However, this solution and other reputation based solutions
suffer from attacks where nodes try to increase their reputation values in a malicious way.
Moreover, such systems may generate some false alarms due to their strict criteria.

Signature-based IDS rely on a database of known attacks, where system activities or net-
work behavior are compared to predefined attack signatures. In [OKR14], the authors aimed
to decrease the computational burden of comparing packet payloads to attack signatures,
especially for IoT nodes with limited capacity. Their approach relies on a multiple pattern-
detection algorithm designed to expedite the process by employing auxiliary shift values,
thereby minimizing unnecessary matching operations. These solutions effectively identify
known threats but remain limited in their ability to detect new or modified attacks. Hybrid
detection methods combine elements from signature-based and anomaly-based approaches,

aiming to enhance overall effectiveness by addressing the limitations of individual techniques.

The main drawback of both the anomaly-based and signature-based solutions is that they
are heavy for constrained devices due the size of the profile or the signature stored at the
coordinator level. Moreover, the stored model must be updated frequently in order to be
aligned with the network evolution and the new possible faced attacks.

In the context a joining phase, the exchanged messages are lightweight, and the role of a join
proxy is very simple. Therefore, the join procedure is limited in term of elements and the
only way to verify the legitimacy of a join proxy is based on an opinion of the new joining
node. Plus, the coordinator has no knowledge of the join procedure handled by a join proxy,
therefore, it has no knowledge about its behaviour unless the joining node successfully joins

the network.

2.4.4 Machine Learning IDS

Among the most explored approaches are Machine Learning-based detection systems [BG15]
[Da +19][Cha+19][VSO17][Agr+22]. In [Ge+19], the authors introduce an intrusion detection

scheme for IoT networks that leverages deep learning, specifically utilizing a feed-forward neu-
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ral network model for binary and multi-class classification of various attacks. The framework
involves phases such as feature extraction, feature preprocessing, training, and classification.
However, the critique centers around the lack of information on false positive rates, making it
challenging to assess the reliability of the proposed scheme in real-world scenarios. Addition-
ally, the focus on generic features and the absence of considerations for resource constraints
in resource-limited IoT devices could impact the system’s adaptability and scalability in prac-
tical deployments. In [DC18], the authors recommend using fog computing in IoT systems
to strengthen intrusion detection, with the goal of improving efficiency and reducing data
transmission to the cloud. They introduce a distributed deep learning approach designed to
identify both known and novel intrusion attacks. The focus is on the advantages of fog com-
puting, such as scalability, independent local attack detection, and expedited data training.
The proposed architecture involves a master IDS collaborating with distributed IDSs, ensuring
parameter updates and synchronization. While demonstrating commendable accuracy in
multi-class detection, it is important to examine the mentioned extended training time and
assess its practical implications in real-world IoT scenarios. Moreover, the paper could benefit
from a more comprehensive discussion of potential challenges or limitations inherent in the
proposed fog-based intrusion detection system. In [Xia+16], the authors delve into PHY-layer
authentication, focusing on leveraging radio channel information like received signal strength
indicators for detecting spoofing attacks in wireless networks. The interactions between a
legitimate receiver and potential spoofers are framed as a zero-sum authentication game. The
receiver optimizes its utility by selecting a test threshold in the hypothesis test, considering
Bayesian risk in spoofing detection. Simultaneously, spoofers strategize to minimize the utility
of the receiver by determining attack frequencies. The paper derives the Nash equilibrium for
the static authentication game and explores a repeated PHY-layer authentication game for dy-
namic radio environments. Recognizing challenges in obtaining precise channel parameters,
the paper introduces spoofing detection schemes using Q-learning and Dyna-Q, achieving
optimal test thresholds through reinforcement learning. Practical implementation and evalua-
tion via experiments in indoor settings, including simulations, validate the effectiveness of the
proposed strategies.

These methods rely on factors like data availability, feature diversity, and the presence of

classification labels. During join procedures in IoT, lightweight protocols are employed due to
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the resource-constrained nature of the environment. Consequently, there is a lack of feature
extraction and data acquisition during this phase, making it challenging to apply conventional
intrusion detection methods. Moreover, when a proxy node participates in a joining phase,

the network’s coordinator is unable to classify its behaviour as malicious or honest.

2.4.5 Observations

Even though the detection system is very large and well studied topic, the existing solutions
do not address the limitation presented in this thesis. To the best of our knowledge, until this
date, there is no solution proposed for the detection of malicious nodes in the context of a

joining phase.

2.5 Summary

In this chapter, we have initially elaborated the communication protocols used in IoT. Then,
we have presented an overview of the IIoT protocol 6TiSCH, along with its Constrained Join
Protocol (CoJP), which relies on the conventional approach of pre-sharing a key between the
joining node and the network’s coordinator. Later, we have provided a broad overview of the
security aspects in [oT and discussed its inherent security limitations and challenges. Follow-
ing that, we have outlined the current research efforts addressing the primary issues during
the joining phase: authentication and the detection of malicious proxy nodes. It became
evident that most existing authentication methods are ill-suited for the unique constraints of
large-scale and dynamic Industrial IoT networks. Similarly, previous work on malicious node
detection and trust management falls short in addressing the challenges posed by the joining

phases, characterized by limited elements.
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tion Scheme for Industrial IoT

In this chapter, we detail our proposed solution for a mutual authentication between a new
joining node and the network coordinator. Our solution assumes no pre-shared key previously
configured by an operator. End devices must only contain a pre-installed certificate configured

by the manufacturer.

We assume that the network coordinator Crd is a fully trusted entity that manages the network
security. To the opposite, a node in the network may act in a malicious way at this phase, thus
it cannot be fully trusted. We assume however that no more than one third of the nodes in the

network are malicious, similarly to Byzantine fault tolerance assumption [LSP19].

For the rest of this chapter, refer to Table 3.1 for details on the parameters used.

3.1 Our Architecture

Our solution is proposed for large scale and dynamic networks. We consider networks where
the coordinator is one central entity responsible to control the network’s functions and main-
tain its security. It manages the network communication, devices connectivity depending on
the implemented application. The nodes are all the devices connected to this coordinator
through direct or indirect links. We consider a mesh topology where multi-hop connectivity is
possible. A Proxy node is a node of the network in a direct link with a joining node, and playing

the role of intermediate between this new node and the coordinator during the joining phase.
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Table 3.1: Table of notations
Notation Description
Zy Finite field of order p
E Elliptic Curve over Z,
G Cyclic group of order p issued from E
B Generator of G
Q(x) Polynomial of degree m
Pi(xi,y}) A point generated from Q(x)
Crd Coordinator
Skcra Private key of Crd
Pkera Public key of Crd
f1 Mapping function from G to Z,,
f2 Mapping function from Z, to G
w Random element in Z,,
S Secret key
a; Coefficient of Q(x)
SknewNode Private key of the joining node
PknewNode Public key of the joining node
g Signature of P; with Sk¢,q4
HT A hashtable at the coordinator level
ENode; A Proxy node in contact with the joining node
SEcra Set of N Proxy Nodes to be contacted by the joining node
Pnode; Packet of points collected by Enoqe,
p Set of points’ packets coming from N contacted Proxy nodes
Cx Set of all possible combinations in P
SC; Set combining the points for each element in Cx
FSP; A subset of m + 1 distinct points randomly chosen from each SC;
S Retrieved Group key
C A challenge consisting of a random series of bits
El Random element in G
CS Session key (H(E))
CT The challenge C encrypted with CS
EB Enhanced Beacon

3.2 Prerequisites

3.2.1 Shamir Secret Sharing

Shamir’s secret sharing method [Sha79] consists in dividing a secret into parts and sharing

them in a way that a minimum number of shares is needed to reconstruct the secret. For that,

a finite field Z,, is adopted to generate elements used as coefficients for a polynomial Q(x) of

degree m. The secret here consists of the value Q(0) as represented in Figure 3.1. To redefine
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this polynomial, at least m + 1 distinct points generated from this polynomial are needed.

F 3

L J

secret

\ 1 f/

shares

Figure 3.1: Illustration of Shamir Secret Sharing.

Given m + 1 points, {P(x;, yi)},i € {1,.., m + 1}, generated from a polynomial Q(x), Lagrange

method is used for polynomial interpolation as formulated in Equation (3.1).

m+1 m+1 x_xj

fo= v [I

=1 j=1,j#i X T Xj

(3.1

3.2.2 Elliptic Curve Discrete Logarithm Problem

Given E an elliptic curve over a finite field Z, of order p. Let two points P and Q € E and x
is an integer. The elliptic curve discrete logarithm problem is defined as, given P and Q, to
find x such as Q = x- P. This problem can be considered as a one-way function f: X — Y
where it is possible to calculate y = f(x) Vx € X but it is very hard to calculate x given ye Y.
This challenge, coming from complex mathematical structures and the absence of known

efficient algorithms (no known algorithm capable of solving the problem in polynomial time)
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underscores the cryptographic strength of elliptic curve cryptography. This trapdoor function

is well invested in cryptography [SS98].

3.2.3 Byzantine Fault Tolerance

Byzantine Fault Tolerance (BFT) is a principle in distributed computing aimed at mitigating
faults in systems where components may behave maliciously or provide inaccurate informa-
tion. The term "Byzantine" refers to arbitrary and malicious behavior, as illustrated in the
Byzantine Generals’ Problem—a theoretical challenge in consensus algorithms. In a BFT sys-
tem, the objective is to achieve consensus among nodes or participants, even if some exhibit
faults or act maliciously. This is particularly crucial in security-sensitive environments like
blockchain networks and distributed databases. Practical Byzantine Fault Tolerance (PBFT), a
specific BFT implementation, focuses on establishing agreement among distributed nodes by
assuming that at least two-thirds of them are honest [CL+99]. In PBFT, nodes collaborate to
propose and agree on command sequences, ensuring consensus when a significant majority

of nodes operate faithfully, addressing the challenges of Byzantine Fault Tolerance.

3.3 Main Idea

Our approach takes into consideration the imbalance of resources in the network. The Crd
has more capabilities than the network’s resource-constrained nodes. For this reason, we

propose to use two different mechanisms to achieve mutual authentication.

At the first step, the Crd authenticates the new node which asks to join the network. This
phase relies on a certification-based authentication. Having the capability to access Certificate

Authorities through chains of trust, the Crd can verify a certificate provided by a joining node.

In a second step, the joining node proceeds with the Crd authentication. It is based on a
consensus: multiple nodes existing in the network prove for the joining node the legitimacy of
the Crd. This is done by revealing a secret shared between the Crd and the network’s nodes
using Shamir secret sharing. Hence, multiple nodes contacted by the joining nodes, called

Proxy nodes, must collaborate together in order to reveal this secret contained at the Crd.
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Therefore, a collusion of many nodes in the network points towards its secret.

Once both sides are mutually authenticated, a key is established between them for the subse-

quent exchanges.

3.4 Setup Phase

While bootstrapping the network, the Crd executes the following steps in order to prepare the
parameters used by our protocol:
* Let G be a cyclic group of order p issued from an elliptic curve and B is its generator.

e Let Sk¢,q and Pk, 4 a pair of private and public keys respectively, used by the Crd and

the nodes to sign and verify exchanged messages.

* Define two mapping functions f1: G — Z, and f2: Z, — G such that Ve € G, we have
f2(f1(e) =e.

* Compute the group key S = w-B, where w is a random element in Z,,

o Let Q(x) = ag+ a1 X+ ax X’ +...+ apyx™ of degree m. The coefficients a;, where i € {1,.., m},

are random elements in Z, and ag = f1(S).
* The Crd creates a hashtable HT to register authentication session identifiers along with

session keys for each new node willing to join the network.

In an industrial context, we certainly have nodes that are already in the network. Therefore,
each node i existing in the network is configured by the coordinator with a tuple (o, P;, Pkcrq),

where:

* P; =(x;,y:), where y; = Q(x;), is a distinct random point generated from the secret

polynomial Q(x).

e 0, is the signature of P; as:

o;=SignHx;|I','lyi), Skcra)
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where Sign is a signature scheme and H is a hash function.

3.5 Joining Node Authentication

The Crd needs to authenticate the new nodes looking to join the network. We propose to use
a certificate-based authentication as the Crd has the necessary computational and storage
resources. Since we consider an industrial context, we can assume that the Crd has prior
knowledge of the type of nodes that may join its network. Therefore, the Crd only stores
certificate chains of trust related to those types of nodes. Moreover, we can assume that in
each joining node, a certificate is installed by the manufacturer after production, as part of the

non volatile data, and no other configuration is needed.

Our proposed certificate-based authentication of the joining node is established as follows:

¢ Proxy nodes send Enhanced Beacons EB to the joining nodes on a regular basis.

¢ The joining node collects EBs advertising the network. It does so for some time T, trying

to get in touch with more nodes advertising this network.
» The joining node sends its certificate, as a join request, to all contacted Proxy nodes.
* The Proxy nodes forward the request to the Crd.
* The Crd verifies the certificate and authenticates or not the joining node.

¢ In case it is authentic, the Crd saves in HT, a hash of the public key of the joining node

H(PKpnewNode), @s an authentication session identifier.

¢ The Crd allows Proxy nodes to continue the communication with this joining node by

sending back a response containing the joining node’s public key PKyewnode-

Note that, proceeding in the execution of the protocol using P Kpewnode to encrypt the further
exchanges: (1) proves that the joining node owns its corresponding secret key, and (2) allows

at the same time to secure the communication with the Proxy nodes.

Figure 3.2 illustrates this phase.
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*

Joining Node Joining Node Joining Node
Edge Node send EBs to Joining Node sends Crd validates certificate and
Joining Node certificate to Pro_xy Nodes. informs Proxy Nodes to
They forward it to Crd continue the procedure

Figure 3.2: Steps for authenticating the joining node by the coordinator

3.6 Coordinator Authentication

In this section, we present the whole Crd authentication. Given aset Sg.,, = {Enode,» ENode,» --» ENodey}

of N Proxy nodes to contact, the joining node performs the following steps:

* Thejoining node requests from each Proxy node Enq., a packet Pyoge, = {Pi1, Pi2, ..., Pi,m}

of m points where P; ;. = (xi, yi), k€ {1,..,m}.

* Each Epyqe, receiving the joining node request, asks for m — 1 distinct points P; ;. from

random nodes in the network.

* Each node j receiving Enoqe,'s request, sends its own point P; = (x;, y;) and the signa-

ture o ; provided by the Crd.

* For each received (Pj,0;), the Proxy node verifies the signature o ; using the Crd’s

public key Pk¢,q.

* The Proxy node Ep,q,, forms a packet of points Py,4., Wwhich contains the collected

points (verified in the previous step), as well as Enyge,’s own point.

* The Proxy node sends Ppyge, to the joining node encrypted with PKyewnode-
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¢ The joining node decrypts the packets with its private key SKyewnode and forms a set

P ={Pnode,» PNode,> - PNodey} coming from N received Proxy nodes.

* The joining node constructs a set Cx = {C}, Cy, ..., Cx} of all possible combinations in P,

where X = C2_,, is the number of combinations without repetition of two sets of points

n(P)
PNode,- € P.

*VC= {PNode[»PNodej}, where PNodeirPNodej € P, define:
SC;i :PNodei UPNadej = {Pi,l»---»Pi,m»Pj,l»---;Pj,m}

e Let FSP; c SC; be a subset of m + 1 distinct points randomly chosen from each SC;,
defined as:
FSP;={P1=(x1,y1),--» Pm+1 = Xm+1, Ym+1)}

e FSP; is used to reconstruct the secret Q;(0) using Lagrange polynomial interpolation as

follows:

m+1 m+1

Qi(0) = Z vi |1

k= z= lz;!kxk Xz

(3.2)

We note that the polynomial interpolation (3.2) is based on the points collected from nodes
already active in the network. We recall that these points were initially provided by the Crd and
generated from the polynomial Q(x) defined in the setup phase. Therefore, an interpolation

polynomial on these points should provide the same value Q(0) defined by the Crd.

Considering all the combinations done on the points collected by the joining node and
provided by the Crd, we will end up with X = Cfl( P) repetitive values Q;(0) = Q(0) computed

during the previous step.

Being able to repeatedly retrieve the same value Q(0) allows to achieve a consensus through

multiple nodes in the network, directing the joining node towards the Crd’s identity.

Nevertheless, malicious Proxy nodes may be among the Proxy nodes collecting points. Obvi-
ously malicious Proxy nodes aim to deviate the interpolation’s results, leading to some values
Q;(0) #Q(0) among the X interpolations performed by the joining node. Whereas, as long as

the rate of malicious nodes in the network is less than 33%, the consensus can be achieved by
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considering the most frequent value among the X interpolations. Hence, the success of the

consensus is based on the majority of honest nodes contacted during the joining phase.

3.7 Key Establishment

The Crd authentication phase allowed the joining node to discover Q(0). Therefore, the joining
node proceeds to verify and establish a common key with the Crd through the following

procedure based on the El Gamal exchange:

* The joining node retrieves the group key as:
§'=f2(Q(0) = f2(f1(8) =S

* The joining node generates the following parameters: a random element r in Z,, a

challenge consisting of a random series of bits C € {0,1}* and a random element E! € G;

* The joining node sets the session key CS = H(EI) and computes CT = enc(C, CS), where

enc() is a symmetric encryption algorithm;

* The joining node calculates Sig = Sign(H(r - Bl|lr-S+ El||CT), SKnewnode) Where Sign
is a secure signature scheme, H is a hash function and SKy,,, node is the private key of

the joining node;
* The joining node sends (r-B,r-S+ El,CT,Sig, PKnewnode) t0 Crd;

* The Crd receiving PKyewnode, retrieves the authentication session by looking up for

H(PKnewnNode) in HT. Then, it verifies the signature Sig using PKyewnode;

* We recall that the group key has been generated as S = w- B where w € Z; was a random

value chosen by the Crd during the setup phase. Thus, the Crd calculates:
El'=(r-S+El)-w-(r-B)=El
» The Crd recovers C = dec(CT, H(El")), where dec() is a symmetric decryption algorithm;

* The Crd sends recovered C to the joining node as a response to the challenge and saves

H(E!') as a session key for the joining node’s session identifier in HT;
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* The joining node considers the key establishment has succeeded if it receives the re-

sponse C before a time T.

Figure 3.3 illustrates the protocol exchange sequence.

(SI(JoinNode' PI(]Oil]NOdE)
Cer tioinNode)

JoinNode Node; (Proxy) Node;
(03, Piy PKjoinNode, PKcrd)

Crd
(SKcrd, PKera, S, Q)
HT

(0, Pj, PKnode;» PKcra)

JOIN_REQ: Cer foinNode

AUTHORIZATION

JOIN_REQ: Cer tjoinNode

POINTS_SET_REQ

AUTHORIZATIPN: PKjoinNode

POINT_REQ
checks point| POINT_RESP: Pj = (xj,y;),0
signature
i POINT_REQ
repeats until
m— 1 points are collected
POINT_RESP

decrypts POINTS_SET_RESP:
using SKypinNode EPKyode [{Pi,lvuwpi,m}]

POINTS_SET_REQ

()

repeats for
every Proxy Node

POINTS_SET_RESP

()
retrieves S using
Lagrange interpolation
on combinations

generates
r,El,CS,CT,Sig

(B-1,S-r+EILCT,Sig, PKjoinNod

CHALLENGE_REQ:

—

CHALLENGE_RESP: C

CONFIGURATION: (P o, PKcrd)

starts advertising EB

verifies Cer tjinNode
adds H(PKjoinnode) to HT

verifies Sig

calculates CS= H(EI")

recovers C

adds CS to HT
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Figure 3.3: Overview of the proposed mutual authentication protocol. The protocol includes 3
main phases : 1) authentication of the joining node; 2) authentication of the Coordinator by
collecting points, making a consensus and submitting a challenge; and 3) establishment of a

common key.
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3.8 Collect strategies: Global vs. Local

In the previous sections, we described all the steps to be executed for a joining phase. In this
section, we focus on the collect phase when a Proxy node has to collect coordinates of points
from the network. This phase might have a high impact on the communication overhead
of our protocol, especially in multi-hop networks. Therefore, we discuss in this section two
different collect strategies to be executed by a Proxy node. In the next section, we evaluate the
performance of our solution using both strategies, in order to compare their efficiencies and

shed light on the strong and weak points of each of them.

3.8.1 Global mode

In the Global mode, a Proxy node reaching the collect phase delegates the point collection
to the Coordinator. To this end, it sends a request all the way to the Coordinator which is
responsible to collect the packets of points and send them back to the requesting Proxy node.

Therefore, the following steps are executed:

* The Proxy node starts by sending a message POINTS_SET_REQ to the coordinator, re-

questing a packet of points.

¢ The coordinator chooses m — 1 random nodes from the network and sends each one a

message POINT_REQ, requesting its point coordinates.

* Each requested node sends back to the coordinator a message POINT_RESP containing

its point coordinates.
* When receiving a message POINT_RESP, the coordinator forwards it to the Proxy node.
* The Proxy node ends up by receiving m — 1 messages POINT _RESP.

* The Proxy node adds its own point to this packet and sends it in a message POINTS_SET_RESP

to the joining node.

We note that the coordinator chooses the nodes in the network in a random manner, making
this collect random and independent of the position of the coordinator and the requesting

Proxy node in the network. Figure 3.4a illustrates this Global collect mode.
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Figure 3.4: Different collect strategies for multi-hop networks. (a) In the Global mode, each
Proxy node requests a set of points from the Coordinator which is then responsible for request-
ing points from randomly selected nodes. The example shows distinct sets of points being
requested by two Proxy nodes with the corresponding multi-hop paths (in green and red).
(b) In the Local mode, each Proxy node requests points from direct neighbors (in red). If the
number of neighbors is insufficient a flooding strategy is adopted to collect points from nodes
further away (in green).
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In a multi-hop network, the decision of which path to follow between a given pair of nodes is
delegated to the routing protocol. In addition, a message sent from one node to another will

possibly traverse multiple wireless links.

3.8.2 Local mode

In the Local mode, a Proxy node reaching the collect phase sends a request to its direct
neighbours. If the number of direct neighbours is limited, multi-hop requests are sent through
selected neighbors until a sufficient number of distinct points is collected. Therefore, the

following steps are executed:

* The Proxy node starts by sending a message POINT_REQ to random m — 1 of its direct neigh-
bour nodes, requesting a point from each.

* Each requested node sends back to the Proxy node a message POINT_RESP containing its
point coordinates.

* The Proxynode adds its own point to this packet and sends itin a message POINTS_SET_RESP

to the joining node.

Figure 3.4b illustrates this Local collect mode. Note that in case the requesting Proxy node
has a number of neighbours Nr < m — 1, it resorts to a flooding strategy to collect points from

nodes that are further away. We do not detail this strategy further in this work.

3.9 Attack Models

In this section, we present the attacks that we consider during the authentication phase.
We distinguish two types of attackers, the malicious insiders and the active attackers. The
malicious insiders are the malicious nodes inside the network having authorized access and
exploit their privileges in order to carry out malicious activities threatening the network
security. The active attackers are outside the network and do not have authorized access to
this network, therefore, they may conduct different type of attacks in order to gain access,

reveal shared data or interrupt the network service.
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3.9.1 Malicious insiders

The main vulnerability that we may have is the existence of malicious insiders, or malicious
nodes in the network, controlled by remote nodes, or programmed to perform malicious
behaviours. These malicious insiders can be either nodes in the network or the Proxy nodes

contacted by the joining node.

When Proxy nodes are malicious insiders, these malicious nodes may have two purposes,
either fail the authentication or lead the joining node to authenticate a wrong Crd. For that, a

malicious Proxy node can conduct these types of attacks:

¢ Individual attack: A joining node requests a Proxy node to collect points from other nodes
in the network in order to reconstruct the polynomial and reveal the secret. A malicious
Proxy node creates its own polynomial and generates the requested number of points from
it, instead of contacting other nodes, trying to fail the interpolation done by the joining
node.

* Collaborative attack: All malicious Proxy nodes in the network have a sort of agreement
between themselves. They have the same polynomial from which they generate points to be
sent to the joining node. Hence, they all work together looking for leading the interpolation
done by the joining node to one wrong Crd.

* Impersonation attack: A Proxy node tries to impersonate the joining node or the Crd while

playing the role of intermediate between them.

When other nodes in the network are malicious insiders, their main purpose is to fail the
authentication. Therefore, when a malicious node is contacted by a Proxy node in order to
collect its point for the consensus, this malicious node may send a false point. However, during
the collect phase, points collected from nodes are signed by Crd. A contacted malicious trying
to conduct an impersonation leading the joining node to another impersonated coordinator,
will have to sign its sent point with the real coordinator private key. This signature is verified at
the Proxy node level. A contacted node in the network does not have access to the coordinator’s
private key. Moreover, forging a digital signature is verified as a very challenging task [KP17].
Note that other types of attacks inside the network threatening a multi-hop wireless network,

such as jamming attack or nodes selfishness, etc., are not considered in the scope of this work.
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3.9.2 Active attackers

For the active attackers, we consider the attackers outside the network and targeting the
communication between the Proxy nodes and the joining nodes. The main two phases in our
authentication mechanism vulnerable to such type of attacks are the phases of the coordinator
authentication and the key establishment. However, during the coordinator authentication,
the packets sent from a proxy node to the joining node are encrypted with the public key of
the joining node. During the key establishment phase, the packets sent from the joining node
to Proxy Nodes are signed by this joining node. Therefore, the risks of eavesdropping and
Man-in-the-middle attacks are excluded from these phases. Moreover, attackers can conduct
multiple type of attacks like DoS, jamming attacks targeting to intercept the communication
between the joining node and the Proxy node. We consider these type of attacks out of scope

of this work.

3.10 Analysis: Impact of the possible attacks on our solution

In this section, we analyse theoretically the capability of our solution to face the attacks that
we consider in our attack model. We recall that in order to authenticate the Crd, the joining
node requests packets of points from multiple Proxy nodes. After that, these packets of points
are combined two by two to achieve a consensus based on Shamir’s secret sharing scheme.
However, the existence of malicious nodes among the contacted Proxy nodes leads to incorrect

calculated results for some of these combinations.

In the worst case scenario that we are considering, where the third of these Proxy nodes
are malicious nodes, we have for any number of Proxy nodes N > 3, three categories of
combinations of packets: (1) a combination of packets collected by two honest Proxy nodes;
(2) a combination of a packet collected by an honest Proxy node and another packet collected
by a malicious one; and finally (3) a combination of packets collected by two malicious Proxy

nodes.

For the first category, the calculation always leads to the correct secret. For the second one,

each calculation leads to a wrong secret that is not repeated in the other calculations. For the
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third category, the calculation results depend on the type of the conducted attack. In terms
of percentage of repetition of each secret resulting from the combinations, we notice that
in the first category of combinations we have CiN / CIZV. The percentage of each secret found
in the second categoryis 1/ CIZV. Secrets found iIi the third category may be repeated or not

depending on the attack scenario.

¢ Individual Scenario: For the third category, in the case of an individual attack, a different
wrong secret is calculated for each different combination. The percentage of each secret

resulting from the combination is 1/ CIZV.

* Collaborative Scenario: Also for the third category, in case of a collaborative attack,
the same wrong secret is calculated for all the combinations of nodes belonging to this

category. The percentage of this secret is equal to C2ﬁ / CIZV.
3

In all cases, we clearly see that the percentage of the repetition of the secret found through
combinations of the first category always represents the majority. Therefore, even under
individual and collaborative attack scenarios, our protocol always achieves the consensus
for any number of Proxy nodes N > 3 as long as the rate of malicious Proxy nodes does not
exceed N/3. Combining each pair of packets for Lagrange interpolation instead of doing the
calculation multiple times while choosing random points from all the combined packets, leads

to lower probability of attack success.

¢ Impersonation Scenario: In order to conduct an impersonation attack, an attacker faces
multiple challenges on multiple phases of the joining procedure. For an impersonation
attack during the key establishment phase, a malicious Proxy node cannot impersonate
the joining node since the parameters sent by the joining node during this phase are
signed with its private key. Likewise, a malicious Proxy node cannot impersonate the
Crd since it needs to be able to recover the value w (known only by the Crd), given
S=w- B. This is necessary to get the session key and to send back the challenge waited
by the joining node. However, succeeding to lead this attack is equivalent to solving
elliptic curve discrete logarithm problem known to be hard in multiplicative cyclic

groups as described in 3.2.2.
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Total number of nodes 100

Degree m of Q(x) [2-10], default value=2
Rate of malicious nodes | {10,20,33}%, default value=33%
Simulation rounds 1000

Table 3.2: Simulation parameters.

3.10.1 Security Protocol Evaluation

In order to evaluate the performance of our protocol, we conducted an experiment in a
distributed system. In our experiment, we consider one Crd, multiples nodes and joining
nodes. Each one of these entities is implemented as a thread executing its tasks defined in our
protocol and communicating with other entities. Nodes can be either honest or malicious. If
a node is malicious, it can be configured to perform an individual or a collaborative attack
(Section 3.9). The Proxy nodes executing the consensus are randomly chosen among the
nodes launched in our simulation. The simulation parameters (Table 3.2) are varied in order
to evaluate their impact on the success rate of the authentication. The results are presented in

the following subsections.

Security Robustness

Figure 3.5a represents the variation of authentication success rates according to the number
of Proxy nodes, for different rates of malicious nodes conducting an individual attack. As we
can see, in the worst case (33% of malicious nodes in the network), we reach a rate of 0.8 of
successful authentications starting from a number of Proxy nodes equal to 5. This value starts
to converge to 1 starting from a number of Proxy nodes equal to 8 and less if we consider a
rate of 10% or 20% of malicious nodes. Note that for a rate of malicious nodes in the network
higher than 33%, to attain the same success rate, a higher number of Proxy node must be
contacted. Since this solution is proposed for an industrial context, we consider that the
availability of Proxy nodes is not a constraint. Moreover, for an individual attack, the cases
where the authentication does not succeed, represent the cases where the consensus has not

been achieved, not that an attack has succeeded.

Figure 3.5b represents the same variation as Figure 3.5a in a scenario where malicious nodes

(33% of the network) conduct a collaborative attack. Although we notice the convergence of

45



Chapter 3 Consensus-based Mutual Authentication Scheme for Industrial IoT
1.0
0.8 -
3
&
" 0.6 -
]
O
=
n 0.4
0.2 —— Rate 10%
—— Rate 20%
—— Rate 33%
0.0 T T T T T T T T T
2 4 6 8 10 12 14 16 18 20
Number of Edge Nodes
(a) Individual attacks.
104 Authentication
0.8 -
2
&
" 0.6 -
Q
O
5
n 0.4
0.2 -
0.0 T T T T T T
0 5 10 15 20 25 30

Number of Edge Nodes

(b) Collaborative attacks.

Figure 3.5: Variation of authentication success rates.
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authentication success rates, we also observe an instability in the rates achieved in the case
where we have an even and an odd number of Proxy nodes. Indeed, if we separately consider
the success rates curve of even numbers of Proxy nodes (green curve) and odd numbers (red
curve), we notice that the rate in both curves is increasing. However, the convergence of the
red curve is much quicker than the green one. To explain this behavior, we calculated (in
Table 3.3) the rate of how many times, in average, the number of malicious Proxy nodes has
exceeded the half of the contacted Proxy nodes during the experiment. We note that in the
collaborative attack, when the number of malicious Proxy nodes exceeds the half of contacted
Proxy nodes, the authentication fails since we achieve a consensus leading to malicious nodes’
secret. Now if we check the rates in table 3.3, we can clearly notice that we exceed more often
the half when an even number of Proxy nodes is contacted compared to when an odd number
of Proxy nodes is contacted. This means that, the collaborative attack succeeds more for
even numbers than odd numbers. Therefore, the convergence of authentication success rate

becomes slower for even numbers as noticed in Figure 3.5b.

# Proxy nodes
2 3 4 5 |6 7 8 9 10
Avg. Exceed Time | 0.55 | 0.26 | 0.37 | 0.2 | 0.32 | 0.15 | 0.23 | 0.13 | 0.2

Table 3.3: Percentage of times malicious exceeding half Proxy nodes.

Impact of degree m

Given a polynomial of degree m and a number N of Proxy nodes to be contacted to collect
m — 1 points each, the number of messages N;,s¢g exchanged during one Crd authentication

is:
Nmsgz(m—l)xNx2+N><2=2><m><N (3.3)
As we can see, the communication overhead depends on the degree m and the number of

Proxy nodes to contact.

In Table 3.4, we represent the impact of the degree m on authentication success rates and the
number of messages exchanged. As we can notice, increasing the value of m increases the

number of messages exchanged but does not have an impact on success rates. Thus, bigger
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values of m do not make our protocol more robust. Hence, we can reduce the communication

overhead by adopting the smallest value of m.

Degree m
2/3|4|5|6|7|8|9] 10
SuccessRate (%) [ 80 | 79 |80 | 79 | 77 | 77 | 77 | 78 | 77

# Messages 2030|4050 | 60|70 |80]90| 100

Table 3.4: Degree m modification with five Proxy nodes.

3.11 Discussion
This section provides further discussion of the some corner cases.

First, in the case of a network recently booted, the number of nodes may be very limited. This
may prevent a complete authentication procedure based on a consensus of multiple nodes.
In such case, we suggest that the first few nodes to join the coordinator of the network are
pre-configured and fully trusted. Hence, the evolution of the network is made by a consensus

of trusted nodes.

Second, the joining node must get in touch with multiple Proxy nodes in the network in order
to have a safe enough join procedure. In the case of a dynamic and large scale network like
the Industrial IoT case, the availability of multiple Proxy nodes is supposed to be continuous.
However, in an temporary isolated case, the joining node can wait for a while to receive

Enhanced Beacons from a sufficient number of Proxy nodes.

Third, in order to get a robust performance of our protocol, we suppose that the malicious
nodes in the network do not exceed the two third of its size. This assumption, inspired from the
Byzantine Fault Tolerance, is a state of a network where our protocol performs efficiently and
is not a condition for the correctness of the protocol. We demonstrated through the evaluation
of our protocol that if a significant number of Proxy nodes are contacted, this assumption can
be relaxed. In particular, in the case of an individual attack, the existence of only some honest
nodes between the Proxy nodes is sufficient to have a successful authentication. In the case
of a collaborative attack, a majority of honest nodes between the Proxy nodes can ensure a

successful authentication. Therefore, depending on the expected number of Proxy nodes and
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the type of attacks to be conducted, new probabilities can be calculated and the assumption
considering the maximum rate of malicious nodes in the network can be modified for a higher

value.

Fourth, the coordinator authentication phase is based on revealing a secret S at the end of the
consensus. This secret by itself does not represent any security element of the network and
its only purpose is to identify the network coordinator. Moreover, only the coordinator, the
entity that created this secret, will be able to establish a key with the joining node. Therefore,
revealing this secret by the joining node and the knowledge of this secret by the nodes in the
network do not have an impact on the safety of this network. Therefore, there is no need to
update this secret after one or multiple joining phases. Additionally, the update or revocation
of the key established between the coordinator and the joining node at the end of the joining
phase, as well as the link-layer key and the configured security parameters, is considered out

of scope if this work.

3.12 Summary

In this chapter, we have proposed a novel mutual authentication scheme for Industrial IoT.
The essence of our proposal is to establish mutual authentication, taking into account the
inequalities in resources of end devices and coordinator. Indeed, end device authentication
is achieved based on certificates while coordinator authentication relies on a consensus
executed by active nodes in the network and adapted for their constraints. Finally, a session
key is established between these two entities. Notably, our scheme stands apart from many
existing solutions in that it does not necessitate any prior configuration of new nodes during

network deployment.

We have conducted both theoretical analyses and simulations to assess the resilience of
our protocol in attack scenarios, assuming the presence of up to 33% of malicious nodes in
the network. The simulation results align with the theoretical analysis, demonstrating the

robustness of our protocol against attacks.

In the next chapter we will adopt 6TiSCH protocol as an application to our solution. We will

also provide an evaluation covering communication, latency, and energy consumption.
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Application to 6TiSCH and Perfor-

mance Evaluation

In chapter 3 we presented our solution for Configuration-Free mutual authentication in
Industrial IoT. In order to validate our solution on a real Industrial IoT application, we adopted
the 6TiSCH framework. As described in Section 2.1.2, 6TiSCH defines a complete IP-based
network stack that targets industrial deployments. This chapter presents a more advanced
and realistic evaluation of our security protocol in the context of 6TiSCH, focusing on the
cost of communications and cryptographic operations. These evaluation methods are the
most related to our study scenario, and inspired from the methodologies of evaluation in the
literature [Kri+18] . We adopt the 6TiSCH terminology in the remaining of this section: the
joining node is called the Pledge, the Edge node (or Proxy Node) is the Edge Join Proxy (JP) or

(Proxy JP), and the Coordinator is the Join Registrar/Coordinator (JRC).

4.1 6TiSCH Integration

To make our experiments realistic and reflecting the operations in a typical 6TiSCH environ-
ment, we target a mesh network topology. For this purpose our network layer uses the RPL
protocol to perform routing. The JRC is the root of the RPL network. It starts sending RPL
DIO messages seeking to construct the network tree. As a consequence, all used paths are
embedded in a routing tree (RPL's DODAG) which is rooted at the JRC. At the data-link and

physical layers, we employ IEEE 802.15.4e operating in TSCH mode.
As part of the network boot, the JRC generates the polynomial Q(x) of degree m = 3. In this
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experiment, we opt for m = 3 rather than m = 2. This choice is made because, in the case of
m =2, the Proxy node only needs to collect a single point and include its own point in the
packet. However, such a configuration may not provide a representative enough evaluation
of communication. The coefficients of Q(x) are elements generated from a finite field Z,,.
The JRC then configures the existing network nodes by sequentially sending each of them the
coordinates of a different point generated from Q(x). Beside that, we propose to modify the

Enhanced Beacon (EB) of 6TiSCH in order to advertise the degree m of Q(x).

The Joining phase of the protocol starts as soon as a Pledge receives a TSCH Enhanced Beacon
from a Proxy JP. All the message exchanges described in Section 2.1.2 between the Pledge,
the Proxy JP and the JRC are all executed at the application layer. In order to compare their
performance, the two collect strategies presented in Section 3.8 are implemented. When
operating in Global mode, a Proxy JP launches the collect phase by sending a POINTS_SET_REQ
message to the JRC which is then responsible to collect the packets of points from randomly
selected nodes. Since we use RPL in non-storing mode, every message sent between two

nodes in the network will go over a multi-hop path through the JRC.

When operating in Local mode, a Proxy JP requests points by sending POINT_REQ messages to

its IPv6 link-local neighbors, relying on single-hop communications instead.

4.2 Implementation

We implemented our scheme above the Contiki-NG operating system as it offers a complete
and well-tested 6TiSCH network stack [Oik+22]. Aiming to implement our scheme on well
constrained IoT nodes that reflect the reality of IoT devices, we chose to use the Zolertia
71 platform. It is based on a second generation MSP430F2617 low power micro controller,
designed on a 16-bit RISC architecture and featuring 8KB of RAM and 92KB of Flash memory.

It is equipped with a CC2420 IEEE 802.15.4 compliant radio transceiver.

Moreover, to implement the cryptographic primitives of our protocol, we relied on the
micro-ecc library [Mac]. It consists of energy-efficient implementation of NIST curves, writ-
ten in C language and supported by embedded systems. In our implementation, it is used

to generate elements from an elliptic curve, for the modular operations and the key estab-
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lishment. We use the standard curve Secp160r1. As a consequence, each coordinate is repre-
sented as a 160 bits word and a point occupies 320 bits / 40 bytes. Given that the maximum size
of an IEEE802.15.4 frame is about 127 bytes, in our implementation the POINTS_SET_RESP
message is sent as separate POINT_RESP messages, one per point, in order to avoid relying on

6LoWPAN fragmentation.

We observe that activating 6LoWPAN fragmentation represents a resource-intensive feature to
such platform, significantly consuming both RAM and Flash memory space [Stal8]. Conse-
quently, opting to deactivate this feature and instead relying on packet fragmentation at the
application layer, achieved by transmitting each point in separate frames, emerges as a more
efficient solution. Additionally, to enhance the representation and evaluation of communica-
tion costs, we have chosen to deactivate the transmission of signatures associated with each
point. This avoids the need to send two separate messages for each point, contributing to a

more streamlined communication process.

4.3 Simulation

We conduct our performance evaluation in a fully-controlled environment through simulation.
To this end, we used the Cooja network simulator [Ost+06]. It decouples the emulation of mote
firmwares from the simulation of radio communications between them. The main benefit of
this approach is that the emulator runs the unmodified mote firmware, as if it was run on a

real device.

Using Cooja, we can define for a simulation our own topology, parameters and models. The
main parameters used are summarized in Table 4.1. Our test network consists in a mesh
of 25 motes of type Zolertia Z1 organized in a 5 x 5 grid. Every node runs our prototype
implementation based on Contiki-NG and communicates using IEEE 802.15.4 in TSCH mode.
RPL Lite, a stripped-down implementation of RPL is used as routing protocol, in non-storing
mode. Our prototype relies on UDP as transport protocol instead of using CoAP as it would
have been impossible to add the CoAP library given the limited memory resources of the

chosen platform.
The radio propagation model used is the Unit Disk Graph Model (UDGM). Assuming the
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Platform and topology
Mote type Zolertia Z1 (MSP430)
Number of nodes 25
Topology 5 x5 Grid
Radio propagation/error model UDGM
Distance between nodes 6=1

Communication/interference ranges 0,=125/06;=25

Simulation parameters

Collect strategies Global, Local
Number of rounds 10
JRC position Center, Corner
Network stack

Physical Layer IEEE 802.15.4
MAC Layer TSCH
TSCH Scheduler 6TiSCH
TSCH Slotframe length 1

. RPL Lite
Routing

(non-storing mode)

Tuned network parameters

QUEUEBUF _CONF_NUM 4
NETSTACK_MAX_ROUTE_ENTRIES 25
UIP_CONF_BUFFER_SIZE 160
NBR_TABLE_CONF_MAX_NEIGHBORS 4
Security
Library micro-ecc
Polynomial degree m 3
Curve Secpl160ril
Size of point coordinates 320 bits

Table 4.1: Parameters of Contiki-NG’s 6TiSCH network stack, security layer and simulation
model.

distance § between nodes in the grid is unity, we configured the communication range to
0. =1.25 and the interference range to §; = 2.5. Even though we did not introduce explicit
communication errors in the radio communication model, interferences and collisions are

possible and taken into consideration.

Since we opted for a very constrained mote platform, especially with regards to both Flash
and RAM spaces, care was needed when defining the Contiki-NG network stack param-
eters. To support 6TiSCH operations, some parameters must be reduced on the Z1 plat-

form, as mentioned in the official documentation of Contiki-NG [Duq18]. The use of the
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micro-ecc library made the memory consumption on the motes even higher, which forced
us to limit some of the parameters even further. To be more specific, the number of pack-
ets in the link-layer queue, QUEUEBUF _CONF_NUM, was limited to 4 and the size of the IPv6
buffer, UIP_CONF_BUFFER_SIZE, to 160 bytes. The number of entries in the neighbor ta-
ble, NBR_TABLE_CONF_MAX_NEIGHBORS, was limited to 4. and the number of routing entries,

NETSTACK_MAX_ROUTE_ENTRIES, was limited to 25.

Those limits motivated the selection of a 5 x 5 grid topology and the limited radio range.
Indeed, this choice limits the size of the neighborhood to 4 and as there are 25 nodes in the
network, only 24 entries must be maintained in the JRC/RPL root routing table. We note that

these are limitations of the 6TiSCH implementation on the Z1 platform, not of our protocol.

Table 4.2 represents the space consumption of Flash and RAM by our solution on Zolertia Z1
platform (the case of a joining node). The first line represents the space consumed by the RTOS
and the communication stack while operating in a network. The Protocol execution represents
the memory cost of sending collect requests and handling received packets. Lagrange inter-
polation is the cost of including micro-ecc library and executing the interpolation 10 times.
Cryptography operations are the operations of packets decryption and key establishment at
the joining node level (micro-ecc library is already included for Lagrange interpolation, other

libraries are included to compliment this part).

We considered different scenarios for our experimental evaluation. First, we evaluated the
two collect strategies implemented in our prototype : global and local modes. Second, as the
position of the JRC/RPL root in the network affects the average path length, we considered
two different placements, as shown in Figure 4.1 : one where the JRC is at the center of the grid
(node 13, Figure 4.1a) and another one where it is located in a corner (node 5, Figure 4.1b).
For every scenario considered, we ran the simulations 10 times to account for the random
selection of JP. Finally, we configured the JRC to wait until the RPL network has converged
before starting the security protocol boot phase in order to avoid interference of routing with

our evaluation.
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Figure 4.1: The 5 x 5 grid topology used in the simulations with two different JRC placements.
The blue (resp. red) disk depicts the communication (resp. interference) range. The distances
between nodes and the ranges are to scale.

4.4 Evaluation

4.4.1 Communication overhead

This section evaluates the overhead of our protocol in terms of communication. Recall that in
Section 3.10.1 we evaluated the number of messages as a function of the polynomial degree m
and the number N of Proxy JP. Here, we extend this analysis by accounting for the multi-hop
nature of the network. To this end, we quantify the number of data frames required at the

link-layer to carry the protocol messages exchanged at the application layer. The number of

Operation Flash Consumption RAM Consumption
RTOS+Network Stack 63665 6324
Protocol Execution 844 220
Lagrange Interpolation 4104 160
Cryptography Operations 5582 180

Table 4.2: Space consumption in bytes of Flash and RAM by our solution on Zolertia Z1
platform
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data frames depends on the number of hops traversed by the application layer messages and

on possible re-transmissions due to collisions and interferences.

To conduct this evaluation, our simulation scenario assumes that each node in the network
acts as a Proxy JP at different times during the simulation, gathering points on behalf of a
requesting Pledge. This approach provides a clear representation of the collection phase’s
cost, reflecting its dependence on the placement of the Proxy JP. Additionally, executing the
collection phase with multiple Proxy JPs concurrently on a resource-constrained platform
may result in buffer overhead at the JRC level, especially in a global collect mode. In a less
constrained environment, without limitations, and where we do not specifically aim to observe
for evaluation purposes, this assumption becomes unnecessary for the implementation. We
count the number of data frames exchanged during that phase. Given that the contacted JP

are picked randomly, we repeat the simulation 10 times for each Proxy JP.

We perform this evaluation for the two collect strategies described in Section 3.8.

Global mode, JRC at the center

We first consider the Global mode in the scenario where the JRC is placed at the center of the
grid. Figure 4.2a represents the number of data frames exchanged during the collect phase of
each Proxy JP. Each tick on the x-axis corresponds to the ID of the node acting as Proxy JP. The
y-axis provides the number of frames exchanged. We used box plots to show the variability
of this metric over 10 simulation runs. The nodes on the x-axis are ordered according to
increasing distance from the JRC. The Manhattan distance was used as the nodes can only
communicate at the data-link layer with their direct horizontal and vertical neighbors as a
combined consequence of the grid structure of the topology and the limited communication
range. We can indeed observe a trend where the nodes closer to the JRC require less frame
exchanges during the global collect strategy than the nodes that are further away. In addition

to this, we observe that on average, collecting m = 3 points requires 19 frames.

The number of frames could be calculated as shown below in Equation (4.1), where E[|| Pjrc—jp |l
is the expected distance between a node and the JRC. The 1st part of the formula corresponds

to the request for m — 1 nodes sent from the Proxy JP to the JRC, the second part to the request
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Figure 4.2: Number of frames sent during a global collect phase when each node is playing
the role of a Proxy JP separately. The box plots summarize the distribution of the number g)g
frames obtained over 10 runs of the simulation.
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sent by the JRC to m — 1 JP and the corresponding responses and the 3rd part to the forwarding

of the m — 1 responses from the JRC to the Proxy JP.

E[Nrirames) = Elll pyp—jrell]
+2x (m—1) x E[l| pjrc—jplll
+(m—1) x E[ll pjp<jrcll]

=Bm-2) x E[llpjp—jrcll] (4.1)

Global mode, JRC in a corner

In order to evaluate the impact of the JRC position on the communication overhead, we
conducted a second series of simulation where the JRC is located in a corner of the grid.
Figure 4.2a represents the number of frames sent during the collect phase, for each Proxy JP.
The nodes ID are again ordered by increasing Manhattan distance from the JRC. The results
show that positioning the JRC at the corner of the network instead of the center requires in

average more frames (30 versus 19) since many nodes are further away from the JRC.

The average hop count in a 5 x 5 grid with central JRC is 2.5 while it becomes 4.167 when the
JRC is in a corner. Using Equation (4.1), this means the expected frame count is 17.5 with a
central JRC and 29.167 with a JRC in a corner. This seems to be in-line with the simulation

results.

Local mode

We finally consider the Local mode. Here, the JRC placement does not matter as the messages
are exchanged only with directly connected nodes, without using the routing tree. The number
of frames sent per collect phase for each Proxy JP are presented in Figure 4.3. We observe that
the local mode is much more efficient than the global one in term of communication with an
average of 4 frames sent per collect phase and per Proxy JP. Moreover this value has very low

variance and is independent of the position of the Proxy JP relative to the JRC.

59



Chapter 4 Application to 6TiSCH and Performance Evaluation

10

—— Average

Number of frames sent
e}
O
e}
e}
O
O
O
e}

8121418 7 91719 3111523616 2 4102022241 5 2125

ID of the node playing the role of an Edge JP

Figure 4.3: Number of frames sent during the Local collect phase for each node playing the
role of a Proxy JP separately.

4.4.2 Latency and energy consumption

This section evaluates the collect phase of our protocol implementation from the point of
view of latency and energy consumption. This is done for both global and local strategies.
More specifically in Global mode we are interested for each Proxy JP by the interval of time
between the transmission of the first POINTS_SET_REQ message and the reception of the last
corresponding POINT_RESP message. In Local mode, we consider the interval between the

first POINT_REQ and the last POINT_RESP messages.

To estimate the energy spent during that interval of time, we integrated the Energest [Dun+07]
module in the firmware of our implementation. It is a lightweight, software-based energy
estimation solution that tracks the time spent by different hardware components such as the

CPU and radio transceiver in various power states.

For the radio transceiver, it distinguishes three states : listening, transmitting and OFE For the

CPU it counts four states: ON, Low Power Mode (LPM) and OFE The estimation of the current
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draw of the Zolertia Z1 mote in each of these states, according to its datasheet, is presented in

Table 4.3.

The total energy consumed during the interval of interest is calculated by Equation (4.2) where
U =3V is the Zolertia Z1 power supply voltage, PS is the set of Energest power states, I is the

current draw in state s and T is the total time spent in state s.

E=) UxIgxT; 4.2)
sePS

For the Global collect strategy with the JRC in the center of the grid, the measured latency and
energy consumption, separately for each node playing the role of a Proxy JP, are reported in
Figures 4.4a and 4.5a, respectively. For the Local mode, the time and energy measurement
results are reported in Figures 4.4b and 4.5b respectively. Comparing these results together,
it is immediately apparent that the Local mode is much faster and energy efficient than the
Global mode. The average latency to collect a set of m = 3 points is 180 ms with the Local
strategy against 500 ms with the Global strategy. The same conclusion can be drawn for the
energy with the Local mode requiring 2.05m]J on average to collect m = 3 points versus 5 m]J
for the Global mode. To put these results in perspective, let’s consider that a node is powered
by a pack of 3 standard 2000 mAh NiMh batteries, providing 25.92 kJ. Each collect represents

only between 7 x 107 % and 1.9 x 10™° % of the battery capacity.

We note that in this section we only consider the energy spent on the communication part of
our protocol. The evaluation of the computing complexity considering the interpolation cost

at the pledge level and the encryption operations are considered in separate sections.

Power states (PS) Current consumption
Radio Listening Rx 18.8 mA
Radio Transmitting Tx 17.4 mA
CPU active 0.5 mA
CPU LPM 0.5 uA

Table 4.3: Energest power states and corresponding current draw.
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Figure 4.4: Time spent during the collect phase for each node playing the role of a Proxy JP
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4.4.3 Interpolation cost

In this section we evaluate the cost incurred by a pledge to perform Lagrange polynomial
interpolation described in section 3.2.1. As described in section 3.6, once a pledge has received
multiple packets of points from different Proxy JPs, it attempts at recovering the secret key
through interpolation. It does so using points from pairs of Proxy JPs. The pledge has to do
all/many combination of packets from different Proxy JP. Then on each combination, Lagrange

interpolation will be executed on a randomly selected subset of m + 1 points.

To focus on the cost of the sole interpolation step, we run it on a simulated node and mea-
sure the duration of computing the interpolation as well as the resulting amount of energy

consumed, using Energest, similarly to Section 4.4.2.

We note that Lagrange Interpolation is based on modular operations in Z,, executed on the
collected points where the coordinates of these points are generated from Q(x) as described in

section 3.4.

Table 4.4 provides the energy consumed due only to the computing (CPU Active + LPM) for
each number of Lagrange interpolation executed on the pledge. We see that one interpolation
costs around 1.57 mJ. The cost of one interpolation is not so high, however, we see that having
alarge number of interpolations makes the total cost considerable. Therefore, it is better to

stay on a limited number of interpolations in order to reduce the cost of this phase.

Number of interpolations
1 3 5 10 20 50
Duration of
usage of the | 1049 | 3147 | 5245 | 10490 | 20981 | 52454
CPU (ms)
Energy
consumed | 1.57| 4.72| 7.87| 15.74| 31.47 | 78.68
(m])

Table 4.4: Energy consumption on the pledge level

Hence, to reduce the overhead of the complexity for this phase, a pledge can stop the inter-
polation calculations after a limited number X of iterations. Therefore, X can be calculated

as follows: according to Section 3.10, a pledge being in contact with N Proxy JP will have a
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2 . are the number of combina-

total number of combinations equal to C%,. From this C%, C3
5

tions between two honest nodes and C2ﬁ are the number of the combinations between two
3

malicious ones. The rest of the combinations are between an honest node and a malicious

one. Hence, in the most extreme type of collaborative attack, we have two types of results that

may be repeated, either the C3 malicious ones, or the C3, correct ones. Therefore, once the

3 3
pledge reaches a number of iterations X where it already exceeded Czﬂ similar results, it can

3
stop since only the honest calculation can exceed this value. For example, for a number of
Proxy JPs equal 5, the total number of combinations CIZV is 10, the number of combinations
between two honest nodes CiN is 3 and the number of combinations between two malicious

3

nodes C? is 1. Therefore, in this case, the pledge can stop the interpolations once it reaches a
N pleag p P
3

number of iterations X > 1 (X=2) where the results are similar.

4.4.4 Encryption Cost

In this section we evaluate multiple encryption operations executed in our protocol on mul-
tiple type of nodes. The results are represented in Table 4.5. Let’s first consider the Proxy JP.
As described in section 3.6, a Proxy JP receiving points from multiple nodes in the network
(m-1 nodes), must verify the signature of each, using Pk;rc, in order to check the integrity of
the collected data. Elliptic curve digital signature algorithm ECDSA is used for this signature
costing 22.15 m]J (line 1 of Table 4.5). Moreover, a hybrid encryption (Elliptic curve El Gamal +
AES-128) is used to encrypt the packet of points sent between each Proxy JP and the pledge.
This avoids any modification on the packet being sent over a public channel between the
Proxy JP and the pledge. El Gamal is used to encrypt a generated session key with Pkpeqge
costing 19.14 m] (line 2 of Table 4.5). The cost of each algorithm operation is presented in
the same row. It consists of two Elliptic Curve multiplications and one Elliptic Curve point
addition. The sent data are encrypted with this session key using AES-128 costing 0.02 m]J (line
3 of Table 4.5).

At the pledge level, a decryption of the packets is executed at first. A hybrid decryption (Elliptic
curve El Gamal + AES-128) is used as well. El Gamal decryption algorithm is used consisting of
one Elliptic Curve multiplication and one Elliptic Curve addition. This decrypts the session

key that will then be used to decrypt the data. Then, after the reveal of the secret, a session
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. CPU usage Energy

Node type Operation duration | consumed
Signatures verifications 14771 ms 22.15m]

Proxy JP El Gamal Encryption: 12760 ms 19.14 m]J
* EC Multiplication (1) 6350 ms 9.525m]

* EC Multiplication (2) 6348 ms 9.522m]J

* EC Addition 62 ms 0.093 m]J

AES-128 Encryption 12ms 0.02m]

Total 27543 ms 41.31m]J

EL Gamal Decryption: 6420 ms 9.63 m]J

* EC Multiplication 6347ms | 9.5205m]

* EC Addition 72ms 0.108 mJ

AES-128 Decryption 12ms 0.02m]J

Key Establishment: 12768 ms 19.15m]

Pledge * EC Multiplication (1) 6351 ms | 9.5265m]
* EC Multiplication (2) 6347 ms 9.5205mJ

* EC Addition 66 ms 0.099 m]J

Challenge Encryption 3ms 0.005m]

Signing 6567 ms 9.85m]J

Total 25770ms 38.65m]J

Table 4.5: Energy consumed for cryptography operations on each node type.

key is established as described in section 3.7. This costs 19.14 m]. In the end, a challenge
is generated and encrypted with the session key using AES-128. The whole parameters are
signed with Skyjeqge using ECDSA before being sent costing 9.85m]. Overall, we see that
the signatures (signing and verification) and the key establishment are the most consuming
operations. Moreover, comparing the cryptography costs between a Proxy JP and the pledge,
we see that they are somehow equal (41.31 m] for the Proxy JP and 38.65 m] for the pledge).
The cryptography operations executed at the JRC level were not considered in this evaluation

since we consider that the JRC is not a constrained device.

We note that in our implementation we used the Zolertia Z1 device, considered from the most

constrained devices unsuitable for cryptography operations [Bau+16].

4.4.5 Total consumption

In this section we aim to provide an overview of the total energy consumed for the whole

joining phase by the main nodes participating in this task, that is the Pledge and Proxy JPs. We
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consider all the phases from the initial request till the key establishment.

We assume a network where a Pledge sends requests to 5 Proxy JPs that each respond with
a packet of points. According to the results presented in Figures 3.5a and 3.5b, the average
success rate for this number of Proxy JP is around 80% for the worst case where one third of the
network nodes are malicious. The total number of interpolations for all possible combinations
is equal to 10. For the collect phase, we used the mean value extracted from Figures 4.5a and
4.5b to calculate the energy spent by 5 Proxy JPs in both the Global and the Local modes. We
also presented the mean value for the number of frames sent, extracted from Figures 4.2a and
4.3. Table 4.6 represents the total cost of communication for such a joining phase, comparing
the global mode and the local mode. We see that the results validate the efficiency of the local

mode over the global mode.

Node type Operation Global mode | Local mode
. 25m]j 10.25m]J

5 Proxy JPs Points collect (=100 frames) | (=20 frames)
xy Message exchanges 0.6m]J 0.6mJ

with Pledge (10 frames) (10 frames)

Pledge Message exchanges 0.91m]J 0.91m]J
with Proxy JP (5 frames) (5 frames)

26.51m] 11.76 mJ

Al Total (=115 frames) | (=35 frames)

Table 4.6: Comparison of the total energy consumed for communication.

Table 4.7 represents the total cost of computation for the executed operations in such scenario.
We consider in this evaluation Lagrange interpolations at the pledge and the cryptography

operations at both the Proxy JPs and the Pledge.

Operation Energy
consumed
Cryptography operations on 5 Proxy JPs | 206.57 m]J
Lagrange Interpolation on the Pledge 15.74m]
Cryptography operations on the Pledge 38.65m]
Total | 260.95m]

Table 4.7: Comparison of the total energy consumed for computation.

Tables 4.6 and 4.7 provide an overview of the energy consumed in a network for an average

joining phase. We observe that the cryptography cost is considerably higher than the com-
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munication cost (260.95m]J versus 11.76 m]J for the local mode and 26.51 m] for the global

mode).

4.4.6 Comparison with CoJP

We compare our solution to the default authentication mechanism adopted in 6TiSCH. As
mentioned in section 2.1.2, the joining phase of 6TiSCH is called CoJP and based on a simple
Request-Response between the pledge and the JRC going through a multi-hop of intermediate
nodes. This exchange is executed at the application layer using CoAP and is secured by an
End-to-End security protocol called OSCORE. OSCORE is based on a pre-shared key that
they claim to be already shared and relies on AES-128 symmetric encryption. In CoJP, they
do not consider a mutual authentication phase since it is assumed that a key is pre-shared
between the pledge and the JRC. Hence, they consider only a pre-shared key validation phase,
executed at the same time with the key establishment phase. However, in our proposed
solution we ensure both schemes: mutual authentication and key establishment. We utilize
in this evaluation the same scenario of 5 Proxy JPs adopted in section 4.4.5. For the mutual
authentication phase, since it is not executed in CoJP, there is no way to compare its cost with
the same phase of our protocol. However, for the cost of our protocol in this phase we refer
to section 4.4.5 . For the key establishment phase of each protocol, we represent the energy
consumed for computing and communication tasks, by all the nodes participating in the

joining phase (Proxy JPs and joining node). The comparison is presented in Table 4.8

Our solution is more energy consuming than a symmetry based authentication protocol
since it ensures a complete mutual authentication and key establishment phase based on
zero-configuration. However, it is more autonomous and suitable for large scale and dynamic

networks where the configuration of each arriving node is a significant issue.

Phase Aspect Our Solution CoJP
i PSK
Mutual Authentication Computlr}g - Cons'ensus 5
Communication + Certificate
. Computing 260.95m]J | 0.006 mJ
Key Establish t
ey kstablishmen Communication 1.36m]J 1.36 mJ

Table 4.8: Comparison between our proposed solution and Co]JP, for the total energy consumed in the
network for a joining phase
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4.5 Possible Improvements

We showed in this chapter that, even though it requires additional message exchanges, in-
creasing the latency and energy consumption incurred by the nodes, applying our proposal to

6TiSCH is a practical way to ensure mutual authentication without relying on pre-shared keys.

Moreover, in our experiments we adopted the Zolertia Z1 mote. The constrained memory of
this mote obligated the limitation of the network size and number of neighbours per node as
mentioned in Section 4.3. This type of node is considered one of the most constrained devices
(Class 0 according to RFC 7228 [BEK14]). Therefore, in an industrial environment where nodes
are supposed to be less constrained, the topology of the targeted IoT network can scaled up
and the processing time and energy consumed for cryptography operations will be more
limited. Moreover, hardware accelerations supporting cryptography operations, including
ECC, tends to be more common even in low-power microcontrollers [Kie+21]. Such support

would also help in reducing the time and energy spent in performing these operations.

4.6 Summary

In this chapter, we have conducted a comprehensive evaluation of our security protocol within
the context of 6TiSCH, focusing on communication costs and cryptographic operations. We
have implemented our scheme using the Contiki-NG operating system, which provides a
robust 6TiSCH network stack. To reflect real-world IoT device constraints, we utilized the
Zolertia Z1 platform. Our performance evaluation took place in a controlled environment

through simulation using the Cooja network simulator.

We have assessed our solution in both Global and Local mode scenarios: one with the JRC at
the grid’s center and another with the JRC in a corner. We have compared our approach to the
default authentication mechanism in 6TiSCH, noting that our method incorporates mutual

authentication and key establishment, unlike CoJP, which relies on pre-shared keys.

Our findings indicate that, despite the additional message exchanges that may slightly increase
latency and energy consumption, implementing our proposal in 6TiSCH offers a practical

means of ensuring mutual authentication without the need for pre-shared keys.
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By focusing on resolving the security issue during the joining phase, the detection of proxy
nodes has gained significant importance. In the following chapter, we will delve into the

detection system for malicious proxy nodes within the context of the joining phase.
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ing IoT Network Joining Phase

In chapter 3 we presented an authentication solution aiming to secure the joining phase in
IoT networks. Our solution consists of a consensus approach, where multiple Proxy nodes
play intermediary roles between the joining node and the network. However, this introduces
a vulnerability to potential attacks orchestrated by these Proxy nodes, as there is no way for
the joining node to independently verify the legitimacy of the information provided by them.
Consequently, malicious Proxy nodes could potentially misdirect a joining node to a different
network. Thus, within the context of the joining phase in IoT networks, the detection and
mitigation of malicious nodes emerge as a critical concern. In this chapter, we present a
solution to detect malicious proxy nodes in the joining phase of an IoT network. For the rest of

this chapter, refer to Table 5.1 for details on the parameters used.

5.1 Our Architecture

In this section, we propose a detection system solution for large-scale and dynamic IoT
networks. Figure 5.1 represents an architecture of our target system. We consider the following

architecture in our system:

* Coordinator: It is responsible to control the network’s functions and maintain its se-
curity. It manages the network communications, devices connectivity and data flows

depending on the implemented application. It receives, through join proxies, the Join
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Detecting Malicious Proxy Nodes during IoT Network Joining Phase

Table 5.1: Table of notations

Notation Description

Zy Finite field of order p

Crd Coordinator

Node; A random node in the network

k A joining phase of order k

Sk, Set of the N Proxy nodes in contact with a
joining node in joining phase k

RE, Set of Proxy nodes reported the joining node
after a joining phase k

Enode; a Proxy node in contact with a joining node

SknewNode Private key of joining node

PknewNode Public key of joining node

Ntw Network

NR; Number of reports against a Node;

NP; Number of participation of a Node;

NH; Number of honest participation of a Node;

TX; NH;+ NP;

Pun; Boolean parameter indicating if aNode; is
punished or allowed to participate in further
joining phases.

T1 Threshold T1

T2 Threshold T2

LG Log table

Ior Intensity of ON-OFF attack

Irp Intensity of False Positive attack

Ipn Intensity of False Negative attack

TN Total number of nodes in the network

T™ Total number of malicious nodes in the net-
work

TH Total number of honest nodes in the network

A Rate of malicious nodes in the network

Requests of new devices and is responsible of giving the permissions to access the

network. Until receiving a request, the coordinator has no knowledge about the Join

Requests handled by the join proxies. We note that the coordinator is a fully trusted

entity.

* Nodes: Are all the devices connected to this coordinator through direct or indirect links.

Therefore, we consider a mesh topology where multi-hop connectivity is possible.

¢ Proxy node: It is a node in the network in a direct link with a joining node. It is a join

72



Detecting Malicious Proxy Nodes during IoT Network Joining Phase Chapter 5

Joining Node

Figure 5.1: Architecture of our detection system.

proxy node and plays the role of intermediate between a new node and the coordinator
during the joining phase. Proxy node sends advertisement packets and receive Join
Requests from new devices. We consider the cases where one or multiple Proxy nodes
are participating in the same joining phase. It can not be fully trusted since it can act

maliciously during the joining phase.

* Joining node: The new node sending its request to one or multiple Proxy nodes in order
to join the network, after receiving advertisements from each of them. This joining node

can not be fully trusted since it can be a malicious node.

5.2 Proposed Solution

5.2.1 Trust Model

In this section, we propose a solution for the coordinator of a network, to detect the malicious

Proxy nodes in its network. This detection mechanism is considering multiple factors:

e Number of reports NR;: is a whole number with minimum value 0. It represents

the number of times Node; has been reported to the Crd as malicious participant
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in a joining phase. We note that the joining node can only report a Proxy node if its

authentication succeeded.

¢ Number of participation N P;: is a whole number with minimum value 0. It represents

the number of times a Node; participated as a Proxy node in a joining phase.

e Number of honest participation N H;: is a whole number with minimum value 0. It
represents the number of times a Node; participated as a Proxy node in a joining phase

without that the joining node reports it to the Crd.

All these parameters are stored at the Crd level, and are updated after each joining phase.

5.2.2 Main Idea

We assume that a joining node must be able to detect the malicious Proxy nodes that par-
ticipated in its joining phase. This depends on the authentication mechanism operating.
In Section 5.2.4, we elaborate our detection mechanism proposed for the consensus-based
authentication scheme in 6TiSCH protocol. After a successful joining phase, the joining node
has a secure end-to-end communication established with the coordinator. Therefore, the
joining node reports the detected malicious nodes for the coordinator of the network. At the
coordinator level, a mechanism is established in order to classify these reported nodes as

malicious, or consider that as a false report.

This mechanism is based on comparing the Proxy node parameters with two thresholds T1,
and T2. T1 is used to count the number of reports considering a Proxy node until it reaches
a set threshold. Its purpose is to detect an excessive number of reports against a Proxy node
before investigating its behaviour. T2 is used to deal with possible attacks on the detection
system and distinguish between malicious Proxy nodes conducting an ON-OFF attack, or
consider these reports as False Positive attacks against it. Finally, if the coordinator classifies a
Proxy node as malicious, it punishes this Proxy node by preventing it from participating again

in further joining phases.
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5.2.3 Setup phase

During the network bootstrapping process, the Crd performs the following sequential steps

to prepare the parameters utilized by our protocol:

* The Crd maintains a log table LG, in order to record the log of each joining phase in the

network. For any joining phase k, each log contains the following information:
— The public key PKnewnode Of the joining node. This public key is derived from the
certificate received in the JoinRequest.

— A set Sg, = {ENode,» ENode,»--» ENodey} Of the N Proxy nodes that forwarded the

JoinRequest of the joining node to the Crd in the joining phase k.
- A set R, < Sg,, the subset of Proxy nodes reported as malicious by the joining

node to the Crd after the joining phase k.

* The Crd maintains a table of scores Sc, in order to save several parameters for each

node in the network. This table contains the following parameters for each Node;:

An identifier i of each Node; in the network.

The number of participations NP; counting how many times Node; participated

in a joining phase.

The number of reports NR; indicating how many times Node; was reported as

malicious during its previous joining phases.

The number of honest participations N H; counting how many times Node; par-

ticipated in a joining phase without being reported.

The metric TX;=NH;/NP;

— The flag Pun; indicating if a Node; is punished or allowed to participate in further

joining phases.

5.2.4 Report of malicious nodes

During a joining phase k, a joining node sends a JoinRequest to all the N Proxy nodes it

received network advertisement packets from. The joining node is able to detect the mali-
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cious Proxy nodes after the joining phase. Different solutions can be implemented at the
joining node level in order to identify the malicious nodes, depending on the authentication
mechanism operating and the type of attack conducted by a malicious Proxy node. In the
case of a selective forwarding attack, a malicious Proxy node receiving a JoinRequest will
drop it instead of forwarding it to the coordinator. Therefore, labeling a Proxy node without
a JoinResponse as malicious provides a straightforward approach to identifying potential

malicious Proxy nodes at the joining node level.

In the case of our authentication mechanism based on consensus proposed for 6TiSCH (see
Section 3), a consensus of multiple nodes in the network is accomplished in order to redirect
the joining node to the correct coordinator of the network. Receiving multiple packets coming
from multiple Proxy nodes, these packets are combined at the joining node level to form all
possible pairs of combinations. The joining node employs Lagrange polynomial interpolation
on each combination to reconstruct the coordinator-defined secret polynomial. Having a
majority of honest Proxy nodes between these nodes will lead to both the identification
of the correct coordinator of the network and the detection of the malicious nodes. The
malicious nodes are the ones sending packets containing fake information in order to falsify
the consensus or to lead the joining node to a malicious coordinator. The following process is

executed at joining node level in order to detect the malicious Proxy nodes:

e index is a set of unordered couples, where each combination of two Proxy nodes
ENode, and E Node, are saved along with g(0), their corresponding result of Lagrange

interpolation.

 After all the interpolations for all the combinations are executed, one result Q(0) is the

most frequent interpolation result.

* VENode, ENode, € index where g(0) = Q(0), ENode, and ENode, are considered as hon-

est Proxy nodes and added to the set GE of honest Proxy nodes.

* VENode; € SE, N ENode, € GE, we add Enyge, to Rg,, the set of malicious Proxy nodes for

the joining phase k.

* Upon a successful authentication, the joining node sends the set Rg, to the Crd
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5.2.5 Malicious nodes detection

At the end of each joining phase k, the pledge establishes an end-to-end communication with

the Crd of the network. Therefore, upon the reception of Rg, the following steps are executed

by the Crd:

* The Crd increments the number of participations of the NV Proxy nodes in the joining

phase k, as follows:

VNode; € Ntw, where Ntw represents the network,

1 if Node; € SE,

NP;, =

0 Otherwise

* The Crd increments the number of honest participations of the non-reported Proxy

nodes in the joining phase k, as follows:

VNode; € Ntw

1 if Node; € Sg, AN Node; ¢ R,

NH;, =

0 Otherwise

* The Crd updates the table Sc by calculating for each Node; the following parameters:

Therefore,

The number of participations is the sum of participations in the previous joining
phases NP; = YNP;,

The number of honest participations is the sum of honest participations in the
previous joining phases NH; = YNH;,

The number of reports can be represented as follows: NR;=NP;-NH;

The report of honest participations over total participations can be calculated as
follows:

TX;=NH;/NP;

The Node; is punished by the Crd if the value of its parameters exceed the system

thresholds as follows:

1 if NR;=TIATX;<T2
Pun; =
0 Otherwise

at the end of a joining phase k, this mechanism allows the Crd to consider a

malicious Node; if Pun;=1. This node must be punished and excluded from further joining
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phases. The punishment mechanism is to be defined according to each operating protocol. In

Section 5.2.6, we propose a punishment mechanism for 6TiSCH protocol.

5.2.6 Proxynode punishment

After detecting a Proxy node as malicious, the coordinator must take actions in order to reduce
its impact on further joining phases. Therefore, it must prevent it from playing the role of a
join proxy, while keeping its role as a node in the network. This punishment mechanism can

be implemented depending on the operating communication protocol.

In the case of 6TiSCH protocol, this can happen by increasing the value of the proxypriority
parameter contained in the Enhanced Beacon EB sent by this join proxy node to the join-
ing node [DR21]. Hence, a joining node receiving such EB will not consider sending it a

JoinRequest.

However, according to 6 TiSCH IETF RFC [Vuc¢+21b], the joining node takes the packets received
from a Proxy node as legitimate without any security verification. Therefore, a joining node
can not verify the legitimacy of all the information received in the EB; a malicious Proxy node
may set its proxypriority value lower than what it must be. Hence, in order to prevent a
punished or excluded malicious Proxy node from disturbing a joining phase by sending fake

EB, the following steps are executed:

* As explained in chapter 3, in our authentication protocol proposed for 6TiSCH, once
receiving an EB, a joining node sends a JoinRequest to the Crd through multiple

Proxy nodes, containing its certificate.

e The Crdreceivinga JoinRequest, generates a symmetric key ks and sendsina JoinResponse

the following parameters:

— Enc(ks; Pknewnode), the encryption of ks with the public key of the joining node
PknewnNode retrieved from its certificate. Enc() is an asymmetric encryption algo-

rithm.

- HMAC(ks;networkID,panlD, proxylD,

proxypriority), where HMAC() is a hash-based message authentication code
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algorithm, ks is the key for hashing and the hashed contentis networkID, panID,
proxyID and proxypriority, four parameters of the network already sent in the

EB.

* For each received JoinResponse, the joining node retrieves ks’ = Dec(ks; SknewNode)
where Dec() is an asymmetric decryption algorithm and Sk, node is the private key of

the joining node.

* The joining node calculates the HM AC' of networkID, panID, proxyID

and proxypriority received in each EB using the retrieved symmetric key ks’.
* The joining node checks if HM AC = HM AC' for each received EB and JoinResponse.

* The joining node considers the EB having their HM AC matching with its corresponding

JoinReponse by getting the same hash while using ks’.

* In the case where multiple ks’ retrieved, the joining node considers the majority Proxy

nodes having the same ks'.

These steps allow the joining node to filter the received EB. In the case where a punished
or excluded Proxy node is sending fake EB to falsify the authentication process, this will
be detected by this filter since these EB will be unique compared to the ones coming from

legitimate Proxy nodes having the same information.

5.3 Attack Models

We here present the attacks that we consider on our detection system. We may have attacks
conducted by two different entities: The malicious Proxy nodes trying to falsify the detection
system, and the joining nodes that may be malicious and reporting honest nodes or not

reporting detected malicious ones. These different attacks are classified as follows:

* ON-OFF attack: A malicious node may act maliciously sometimes and honestly other
times, in order to falsify the detection system. In this way, it avoids the repetitive report
at the coordinator level in order to keep its number of reports value NR; < T1. Moreover,

it acts honestly in order to keep the value TX; = T2.

79



Chapter 5 Detecting Malicious Proxy Nodes during IoT Network Joining Phase

* False Positive attack: A joining node that just joined the network has to report for the
coordinator the set of malicious Proxy nodes Rg,. A malicious joining node may report
in this case honest nodes in order to increase their value NR;. This also decreases their

value T X;.

 False Negative attack: Same as the False Positive attack, but this time the malicious
joining node does not report a malicious node in order to keep its value NR; low and

avoid its detection. This also keeps their value T X; as high as possible.

Other type of attacks are considered in our solution. However, they do not really impact our
detection system regarding the countermeasures already implemented. For example, the Self
Promoting attack and the Ballots attacks [Kou+20] do not impact our detection system since

we do not use any reputation value where each node must give its feedback after a service.

5.4 Security Analysis

In this Section, we study the effectiveness of our solution in detecting malicious nodes. First,
we present a theoretical analysis of the detection of a specific malicious node Node;, by the
coordinator, after a number x of joining phases in the case where no attack is targeting our
detection system. After that, we extend our analysis by considering attack scenarios (namely,
ON-OFF and False Positive attacks). In this solution, we assume that the node’s position is not
taken into account during the joining phases. Consequently, the selection of a Proxy node by a
joining node is purely random, and therefore, the rate of malicious and honest nodes among

these Proxy nodes is entirely random.

Definition 1. We define NR;y the number of reports for a specific node Node;, after a number x

of joining phases in a network.

Definition 2. We define PM;(k), the probability of reporting a specific malicious node Node;,

in one random joining phase k.
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Definition 3. We define PMiy, the probability of detecting a specific malicious node Node;,

after a number of joining phases x in a network.

Definition 4. We define PH;(k), the probability of reporting a specific honest node Node;, in

one random joining phase k.

Definition 5. We define PH;, the probability of detecting a specific honest node Node;, after a

number of joining phases x in a network.

Definition 6. We define A, the rate of malicious nodes in the network.

Definition 7. We define TN, the total number of nodes in the network.

Definition 8. We define TM =TN - A, the total number of malicious nodes in the network.

Definition 9. We define TH =TN —TM, the total number of honest nodes in the network.

Definition 10. We define Ntw = {Node;, Node,,..., Noder} the set of all the nodes in the

network.

5.4.1 Attack-Free detection system

First, we analyse the robustness of our detection system in the case where we have malicious

nodes performing attacks on the authentication scheme but not on the detection system.

Lemma 1. In a network where we have malicious nodes (of rate 1) who perform attacks against

the authentication system but not the detection system, we have:

PM;,=P(NR;,=T1)=P(NP;, = T1) (5.1)
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where P(NR; = T1) and P(NP;, = T1) represent the probabilities that NR; , and NP; , reach
the threshold T1.

Proof. As described in Section 5.2.5, a node is considered a malicious one (i.e Pun; = 1) if

(NR;=zT1IATX; <T2).

We also recall that:
NR;=NP;-NH;
TX;=NH;/NP;

In the case where no attacks are conducted on the detection system, if Node; € Ntw is mali-
cious, then the number of its honest participations N H; = 0. Consequently,
NR;=NP;-NH; =NP;
and TX;=NH;/NP;=0
In that case, we notice that the condition T X; < T2 is always satisfied. Therefore,
Pun;=1lonlyif NP; = T1

Hence, after a number of joining phases x in a network,

PM;,=P(NR;,=T1)=P(NP;, = T1) (5.2)

Theorem 1. In one random joining phase k, where we have a set of N Proxy nodes Sg, in conm%zL
with the joining node, we express the probability that a specific malicious node Node; € Ntw
is selected among the N Proxy nodes in Sg, and is reported upon successful authentication, as

follows:
nmax

PM;(k)= ) (Ch,-CNZmIch it ety (5.3)
n=1

Where n is the number of malicious nodes among the N contacted Proxy nodes, and 7,4x

represents the maximum possible value of n while ensuring successful authentication.

Proof. In order to report a specific malicious node Node; at the end of a random joining phase

k, multiple conditions must be satisfied. First, the authentication must succeed. Therefore, as
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explained in chapter 3, the maximum number of malicious Proxy nodes 7,,,, must be strictly
inferior than the half of the number N of Proxy nodes in Sg, . In the case where the number N
is odd, ny4 = LIN/2], where | IN/2] represents the floor function which rounds N/2 down to

the nearest integer. In the case where the number N is even, 7,4, = (N/2) — 1.

Given anetwork Ntw of T M malicious nodes and T H honest ones, the probability of selecting

anumber 7 of malicious nodes among N contacted Proxy nodes is calculated as follows:

ClLy-CN ey (5.4)

Second, in order to be reported, the specific malicious Proxy node Node; must be selected

among the n malicious Proxy nodes in Sg,. This probability is expressed as:

Ci-Ciyl . Ichy, (5.5)

Therefore, in order to express the probability that we have n malicious nodes selected for thDe
joining phase k among which the specific malicious Proxy node Node; appears, we need to

multiply the two previous probabilities (i.e., eq.5.4 and eq.5.5).

Finally, the probability of the presence of at least one malicious node and at most 7,4, ones
among the N Proxy nodes in Sg, (i.e., 1 < n < n;,4), making the authentication succeeding, is

expressed as follows:

Nmax

PM;(k)= ) (Chy  CRG" 1CR N (Cy 1 1CHp) (5.6)
n=1

Theorem 2. Given a network Ntw, where malicious nodes may conduct attacks only on the
authentication system and not on the detection system, the probability that a specific malicious

node Node; is detected after x joining phases in the network is expressed as follows:

T1-1 i )
PMi =1- Y CL(PM;(k)!(1~-PM;(k)*’ (5.7)
Jj=0

Proof. According to lemme 1, the chances that a node Node; € Ntw will be considered
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as malicious depends only whether the number of reports against that node exceeds the
threshold T or not. Therefore, declaring Node; as malicious after x joining phases means

that node has at least successfully been reported T; times in a sequence of x joining phases.

In that case, this probability of Node; exactly matches the definition of binomial distribution
with parameters x and PM; (k) where we express the distribution of the number of successes
(i.e., reporting Node; according to theorem 1 conditions) in a sequence of x independent

experiments.

To express this binomial distribution, we first express the probability of reporting Node;

exactly j times after x successive joining phases as follows:
CLPM; (k) (1= PM; (k)™ (5.8)

Where the probability of successfully reporting Node; in one joining phase k is PM; (k) (as

shown in theorem 1).

After that, we express the probability of reporting a specific malicious node Node; a number

of times j € {0..T'1 -1}, as follows:

T1-1 . .
Y CLPM;(k)! (1 - PM;(k)* (5.9)
j=0

Calculating the probability of reporting a specific malicious nodes Node; more than a thresh-
old T1 after a number of joining phases x, refers to the opposite of this previous probability

(eq.5.9). This probability is then expressed as follows:
T1-1 ) ‘
PMiy=1~ Y C{(PM;(Kk)! (1~ PM;(k)* (5.10)
j=0

5.4.2 ON-OFF Attack

In this Section, we analyse the effectiveness of our detection system in the case where ON-OFF

attacks are conducted by the malicious nodes against that system.
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Theorem 3. Let o be the intensity of the ON-OFF attack conducted by the malicious Proxy
nodes. It represents the percentage of their malicious behaviour from all their intervention. Let
f be a range of error to be added to Ior in order to cover its upper and low bound of oscillations.

In fact, we add this error because the defined intensity can not be exactly the same at any time t.

Therefore, for one random joining phase k, having a number of Proxy nodes N in contact with
the joining node, we express the probability that a specific malicious node Node; is reported as

follows:

PM;(k)=Uor % f)x

nmux
Y. (Chy- CR" 1CR D (C 1 I CRyp

n=1

+(Ior = f)x (5.11)

N
> Ry CRFICEN(CI I CRy

n=Mmax)+1

n—1 , . .
x Y Cl_a-Uort ) Uopt )

JEN—Npmax

Proof. In order to detect a specific malicious node Node;, after a random joining phase £k,
multiple conditions must be satisfied. This includes the probability that Node; is selected
between the N Proxy nodes in Sg,, Node; acted maliciously in this joining phase k, the
authentication succeeded and Node; is reported. Hence, Equation 5.11 covers multiple
probabilities together. We split them into parts in order to clarify each part.

The first part represents the same Equation in 5.3 multiplied by the coefficient (Ipr + f).
Equation 5.3 satisfies the conditions mentioned earlier, except the condition where Node; is
acting malicious. The multiplication with the coefficient (Ior + f) satisfies this condition. In
this case, two probabilities are calculated, the one of upper bound considering an intensity of
ON-OFF attack of (Ipr + f), and the one with lower bound considering (Ipr — f).

The second part is specific for the case of ON-OFF attack. The malicious Proxy nodes in Sg,
may be acting honestly in this joining phase k. Therefore, we must count in our probability

calculation the cases where the number of malicious nodes in Sg, exceeds 7n,,4x. This is
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expressed as follows:

N
Y. (Cy-CRR"ICTN(Cla 1 1CEy) (5.12)

n=(Nmax)+1

However, while counting these cases going from 7,4, + 1 to N, we must multiple this by
the corresponding probability that between these malicious Proxy nodes, a number of Proxy
nodes are acting honestly in this joining phase k, in a way that the majority of the NV contacted

Proxy nodes are acting honestly during this joining phase k. This is expressed as follows:

n—1 . ) .
Y Ca-Uorx N Uop+ H" (5.13)

j:n_nmax

Finally, this part is multiplied by the coefficient (Ior £ f) as well, satisfying the condition that

this Node; is acting malicious in this joining phase k. O

Theorem 4. In a network, after a number x of joining phases happened, we calculate the
probability that a specific Proxy node Node; is detected as malicious. In the case of an ON-OFF
attack conducted against the detection system, the conditions are that NR; reaches T1 and
T X; < T2. This can be represented as follows:

While (T2> (1 - (Ior — ))):

T1-1 . ) )
PM;,=(1- Y CLPM;(k)(1-PM;k)*) (5.14)
j=0

Proof. As explained for Equation 5.7, we calculate the probability of reporting a specific mali-
cious nodes Node; more than a threshold T'1 after a number of joining phases x. Moreover, in
order to satisfy the second condition we must have:

TX; < T2
However,

TX;=NH;/NP;j=1-NM;/NP; =1 - (oF % f))

since the percentage of honest participation for a Node; represents the opposite of Ipr, with
arange of oscillations going from (Ipr — f) to (Ior + f);
Therefore, the second condition is satisfied when:

T2>l—(IOF—f)
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since T2 must be higher than the opposite of the lower bound of Ipr. To ensure a proper
functioning of the detection system and getting the expected rate of detection presented in

equation 5.14, the value of T2 must respect this condition. O

5.4.3 False Positive

We now analyse the effectiveness of our detection system while a False Positive attack is

conducted by a part of the joining nodes.

Theorem 5. Let Irp be the intensity of the False Positive attack conducted by the joining nodes.
It represents the percentage of joining nodes conducting a False Positive attack from all the
upcoming joining nodes. Therefore, for one random joining phase k, having a number of Proxy
nodes N in contact with the joining node, we calculate the probability that a specific honest

node Node; is reported. This represents the False Positive attack success and it can be calculated

as follows:
Nmax
PH;(k)=Ipp x (Y (CN™ I CNm ™) [ Hypax
n=0

(5.15)

3 g R O YT Y
n=0

Proof. In order to consider a specific honest node Node; as malicious, after a random joining
phase k, multiple conditions must be satisfied. This includes the probability that Node; is
selected between the N Proxy nodes in S, , the authentication succeeded, the joining node in
the joining phase k is malicious and Node; is chosen to be reported. Hence, Equation 5.15
covers multiple probabilities together. We split them into parts in order to clarify each part.
First, in order to have a successful authentication, we must have to the maximum 7,,,4 of the

nodes in Sg, are malicious. This can be calculated as follows:

Nmax

Y. (Cy-CRH"ICTN) (5.16)
n=0

Second, the probability that the specific honest node Node; is between the honest Proxy

nodes from the N Proxy nodes in Sg, can be calculated as follows:

Cra"icry" (5.17)
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The condition that the joining node in the joining phase k is malicious can be expressed by the
multiplication with Irp. Finally, in a joining phase k, a malicious joining node may have zero,
one or multiple choices of honest nodes from Sg, to report. The probability that the honest

Node; is chosen between these nodes can be expressed as follows:

Nmax

(Y (Crra= 7 O ™™) Mgy (5.18)
n=0

n

O

Theorem 6. In a network, after a number x of joining phases happened, we calculate the
probability that a specific honest node Node; is considered as malicious. In the case of a False
Positive attack conducted against the detection system, the conditions are that NR; reaches T1
and T Xj < T2. The upper bound of the possible false positive success rate can be expressed as

follows:

PHl-x=(1—TIZ_ICJ;(PHi(k))i(l—PHi(k))X"') (5.19)
i=0
Proof. As explained for Equation 5.7 and 5.14, we calculate the probability of reporting a
specific honest node Node; more than a threshold T'1 after a number of joining phases x.
Moreover, as we tune T2 = 1.0, the second condition is always satisfied since V T X;, T X; < 1.
Therefore, for the worst case scenario, if 72 = 1.0, the only condition is that NR; reaches T'1.
Hence, in this case, we calculate the highest possible value for the False Positive success.

O

Theorem 7. In a network, after a number x of joining phases happened, in the case of a False
Positive attack conducted against the detection system, the conditions that a specific honest
node Node; is not considered as malicious are NR; doesn’t reach T1 or T X; > T2. This can be
represented as follows:
While (T2 <1-Igp):

PH; =0

Proof. In order to satisfy the second condition of not considering an honest Node; as mali-
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cious, we must have:
TX;> T2
However,
TX;=NH;/NP;=1—NM;/NP;=(1- (Irp))
since the percentage of honest participation for a Node; represents the opposite of Irp.
Therefore, the second condition is satisfied when:
T2 <1—-(Ifp)
To ensure a proper functioning of the detection system, the value of T2 must respect this

limits. O

5.5 Summary

In this chapter, we have introduced a novel solution for detecting malicious proxy nodes
during the IoT network’s joining phase. This detection system is centralized at the network
coordinator and relies on the participation logs of nodes in the network as proxy nodes, their
honest involvement, and the number of reports received from joining nodes regarding these
proxy nodes. Our solution accounts for various attack types launched by proxy nodes within

the network or by joining nodes.

We have conducted a theoretical evaluation to assess the effectiveness of our solution based
on the detection system parameters and network conditions. This evaluation considered

multiple types of attacks, enhancing the comprehensiveness of our study.

In the next chapter, we will evaluate the robustness of this solution.
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Detection system: A Performance

Evaluation

In chapter 5, we presented a solution for malicious proxy nodes detection during IoT network
joining phase. In this chapter, we aim to evaluate the security robustness of our proposed

solution.

6.1 Experimental Setup

We conducted an experiment in a distributed system where we consider one coordinator,
multiple nodes and one joining node at a time. We monitor a series of joining phases to the
network after its boot. At a time ¢, one joining node is in the joining phase of this network.
The joining phase is accomplished according to the consensus detailed in chapter 3. Same
for the report and detection mechanism, they are implemented as described in Section 5.2.
The simulation parameters are presented in Table 6.1. It consists of a network with a total
number of nodes TN =100 and a number of joining phases Nb = 1000 indicating the number
of nodes to join the network. The number of Proxy nodes N in contact with the joining node is
set to 5 and the rate of malicious nodes A is set to 33% of the total nodes in the network (this
value of 1 is the worst case according to the byzantine fault tolerance assumption [LSP19]).
We adopted these two last values based on a previous experiment in section 3.10.1 that shows
an average authentication success rate of 80% with these values. This simulation model does
not take the node’s position into account, therefore, the selection of an Proxy node by a joining

node is always purely random. We recall that a report from a node to the coordinator does not
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Total number of nodes TN 100
Number of Proxy nodes N 5
Degree m of Q(x) 2
Rate of malicious nodes A 33%
Number of joining phases Nb 1000
Threshold T'1 {0,5,10}, default value=5
Threshold T2 [0-1.0], default value=0.5
ON-OFF attack intensity Ipr {0,20,30}, default value=0
False Positive attack intensity Irp {0,22,33}, default value=0
False Negative attack intensity Iry | {0,20,30,50}, default value=0

Table 6.1: Simulation parameters.

happen unless the authentication succeeds. Moreover, we consider multiple types of attacks
in our detection system (ON-OFE False Positive and False Negative). We vary as well the
combinations of attacks and their intensities. For a clear evaluation of our detection system,
and in order to keep the same rate of malicious nodes in the network, we do not execute any
punishment mechanism on the detected malicious nodes in this experiment, and the new
joining nodes are not counted as nodes from the network after they successfully do the joining

phase.

In order to have a statistically significant representation of the evaluation of the detection
system, we represent in each experiment result the average of 100 simulation rounds where

each simulation is a series of 1000 joining phases.

6.2 Attack-Free scenario

In this Section we vary the main parameters of our detection system to see their impact on the
detection of malicious Proxy nodes. We note that in this experiment no attacks are conducted
against the detection system. Moreover, we compare the results to the theoretical evaluation
in 5.4.1. Figure 6.1 represents the impact of the variation of threshold T1 on the detection rate,
while threshold T2 is fixed to 0.5. The detection rate represented in the graph is calculated after
each joining phase by dividing the number of malicious nodes detected by the total number
of malicious nodes in the network. We clearly see the impact of T1 on the acceleration of the
detection rate. For T1=1, the detection rate reached 100% after around 180 iterations, for T1=5

after around 410 and for T1=10 after around 650. For the remaining experiments, we will set
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Figure 6.1: Variation of the detection rates with Threshold T1.

T =5 as it produces relevant results, considering this size of the network.

Figure 6.2 represents the impact of the variation of T2 on the detection rate, while T1 is fixed
to 5. We see that in the case of a scenario where no attacks are conducted on the detection
system, T2 has no impact on the detection rate. This is consistent with what is represented in

Equation 5.1.

In Figure 6.3, we vary the rate A of malicious nodes in the network while fixing T1 =5 and
T2 = 0.5. We adopt three values of 1: 10%, 20% and 33%. For each one, we evaluate the
detection rate in the network and the detection success of a specific node Node;. That rate is
calculated by dividing, for each number of joining phase x, the number of times this Node;
is detected after this joining phase x in all the simulations, on the total number of rounds of
simulations. We compare this curve to the curve representing the detection rate (which is the
average detection rate of all the simulations rounds), and the curve representing P Mi, (the

probability of detecting a specific malicious node Node;), calculated with Equation 5.7 for
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Figure 6.2: Variation of the detection rates with Threshold T2.
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Figure 6.3: Variation of the detection rates compared to the probability in function of A (T1=5
T2=0.5).

each number of joining phase x in the simulation going from 0 to 1000. We see that for each
value of A, the curve of the detection rate is similar to the the curve of probability. Moreover,

the detection success of a Node; has the same distribution of these two curves.

6.3 ON-OFF Attack

In this Section we evaluate the impact of an ON-OFF attack on our detection system. We fix in
this Section 1 =33% and T'1 = 5. We vary each time the intensity of the ON-OFF attack Ipr and
the threshold T2 of the detection system. We recall that Ipr represents the percentage of time
a malicious node acts maliciously on the total time of its participation as a Proxy node. Figure
6.4 and 6.5 represent the variation of the detection rate with the intensities of ON-OFF attack
of 20% and 30% respectively. For each intensity we present two results with two values of T2:
T2=1-(Ipr — f) representing the lower bound of T2 for the well functioning of the detection

system according to the study presented in Section 5.4.2 and T2 =1 — Ipf representing a value

95



Chapter 6 Detection system: A Performance Evaluation

of T2 lower than threshold to be respected. We tune the value of f to 0.1 in this experiment.
We compare this curve to the curve representing the detection success of a malicious node
Node; and the curve representing PMi, (the probability of detecting Node; in the case of
an ON-OFF attack), calculated with Equation 5.14 (We highlight that the curves representing
the probability calculation are not included in the figures illustrating the detection rate with
a value of T2 not considering the value f. This omission is intentional, as in such cases, the
probability cannot be reliably expected. ). We see that the detection rate and the detection
success of Node; in each graph are consistent with the corresponding calculated probability.

Moreover, we clearly see the impact of usage of f on the detection rate.

6.4 False Positive Attack

In this Section we evaluate the impact of the False Positive attack conducted by the join-
ing nodes on the detection rate and success rate of the False Positive attack. This attack is
conducted with different intensities. For example, a False Positive attack of intensity 50 %
means that half of the 1000 joining nodes are sending false reports about honest nodes to
the coordinator of the network after the joining phase. We recall that in such type of attacks,
the joining node can only report a limited number of nodes between the Proxy nodes it is in
contact with. It must show that it was in contact with a majority of honest nodes, which led it
to successfully join the network. Figure 6.6 represents the variation of the detection rate and
the False Positive success rate with the False Positive attack intensity Irp. We fix T1 =5 and
T2 =1.0. As explained in Section 5.4.3, T2 = 1.0 leads to the highest possible False Positive
success rate. The detection rate converges to 100 % after around 400 joining phases. We see
that the impact of different intensities of False Positive attack (Irp=22% and Irp=33%) on the
detection rate is almost null. Comparing these results to Figure 6.1 for the same simulation
parameters, we see that this attack conducted alone has no impact on the detection rate.
Moreover, we see that the highest value of False Positive success rate is always lower than the
probability of the highest False Positive success P H; , calculated using the formula in Equation

5.19.

Figure 6.7 represents the variation of the detection rate and the False Positive attack success

rate while adopting the same intensities in Figure 6.6 but with T2 < 1 — Irp as explained in
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Figure 6.4: Variation of the detection rates with threshold T2 for intensity Ipr=20%.
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Figure 6.5: Variation of the detection rates with threshold T2 for intensity Ior=30%.
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Theorem 7. We see that when tuning an appropriate value of T2 for an expected intensity of

False Positive attack, the False Positive success becomes almost null.

6.5 False Negative Attack

Figure 6.8 represents the variation of the detection rate while conducting False Negative
attacks by the joining nodes. This attack is conducted with different intensities. For example,
a False Negative attack of intensity 50 % means that the half of the 1000 joining nodes are not
sending reports about the detected malicious nodes to the coordinator of the network after the
joining phase. Comparing these results to the results in Figure 6.2 where the parameters are
the same but no attacks are conducted, we see that this type of attack decelerates somewhat

the detection speed, specifically when conducted with a high intensity (I/ry =50%).

6.6 Combination of Attacks

In this Section we conduct simultaneously multiple attacks on the detection system. We
aim therefore to evaluate the accuracy of the coordinator in distinguishing between two
contradictory situations, like ON-OFF attack vs False Positive attack, or False Positive attack vs
False Negative attack. Figures 6.9 represents an experiment with both False Positive and False
Negative attacks conducted against the detection system, where Irp =22% and Iry = 20%.
One joining node can not conduct both attacks at the same time. We vary the value of T2
between T2 =1 and T2 < 1 — Irp. The same experiment is conducted in Figure 6.10 with
Irp =33% and Irny = 30%. We see that for both values of T2, the detection rate is similar to
the detection rate in Figure 6.8 where a False Negative attack is conducted alone for the same
values of intensities. For the False Positive success rate, for T2 = 1, we see that its value in
figures 6.9b and 6.10a is lesser than the one where the False Positive attack is conducted alone
for the same intensities in figures 6.6a and 6.6b respectively. For T2 < 1 — Irp we see that the

False Positive success rate is almost null for both intensities.

In Figure 6.11, we conduct ON-OFF attack and False Positive attack simultaneously. We adopt
Ior =20% and Irp = 22%. We variate the value of T2 from 72 > 1—- (Ipr— f) to T2 <1 — Ipp,

where f =0.1. The same experiment is conducted in 6.12 with Ipr =30% and Irp =33%. We
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see that for T2 > 1 - (Ipr — f), where f = 0.1, the detection rate is the highest possible, and
False Positive rate is considerable. For T2 < 1 — Irp, the detection rate is not good enough

while the False Positive success rate is almost null.

6.7 Punishment

In this experiment, we aim to evaluate the evolution of the detection rate when the coordinator
punishes the detected malicious nodes and excludes them from further joining phases. Figure
6.13 represents the same simulation presented in Figure 6.1 (T'1 =5, T2 =0.5) while adding the
punishment phase. Comparing the graphs in these two figures, having the same simulation
parameters and thresholds , we see that the detection rate is faster, (after 250 joining phases

with punishment VS. after 400 without punishment).

6.8 Discussion

We showed in this chapter that, even though we consider a limited number of factors in our
detection system, our solution is practical and ensures a higher level of safety for the joining
phases of an IoT network. This Section provides further discussion of the parameters used

and some corner cases.

First, since this solution is proposed for the joining phase context, a limited number of factors
can be considered in such detection system. However, this makes the solution more simple and
more realistic to be implemented in different IoT networks protocols and topology. Moreover,
the centralised aspect of this solution makes it more suitable for IoT where one entity is

responsible most of the time for the communication and security of its down tree nodes.

Second, we assumption that the node’s position is not considered during the joining phases, is
realistic enough to reflect the general characteristics of IoT networks. In the general context
of a large scale 10T network, the probability of a node being either malicious or honest is
inherently random. By embracing this randomness in the selection of Proxy nodes by joining

nodes, our model aligns with the unpredictable nature of nodes in typical IoT scenarios.
Third, the parameters T'1 and T2 of our detection system must be tuned in an appropriate way
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Figure 6.9: Variation of the detection rate and false positive success for Irp =22% and Igy =
20% with different values of T2.
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in order to ensure that our detection system works properly. T1 must be chosen according to
the scale of the network. It depends on the number of nodes in the network and the expected
number of nodes to join it. Therefore, it depends on the probability that a node is selected to
be a Proxy node. T2 must be chosen according to the type of attacks that are expected to be
conducted against the detection system and their intensities. The theoretical analysis and the
experiments showed that for an ON-OFF attack, 72 must be the higher possible for a better
detection of malicious nodes. The rule T2 > (1 — (Ipr — f)) described in Section 5.4.2 must be
respected for proper functioning of the detection system. Therefore, the intensity of ON-OFF
attack Ipr can be known according the historical behaviour of the nodes in the network. For a
False Positive attack, T2 must be the smallest possible for a lower success of the False Positive
attack. The rule T2 < 1 — Irp described in Section 5.4.3 must be respected to ensure that the
system is robust against False Positive attacks. The intensity of the False Positive attack Irp

can be known according to the historical rate of malicious nodes that join the network.

In the case a combination of attacks is expected to be conducted against the detection system,
the value of T2 must be tuned in way to make the detection system more robust against the
riskier type of attack expected. For example, if an ON-OFF attack and a False Positive attack
are expected to be conducted together, and if it is more important for the network to be robust
against the False Positive attacks in order to keep the maximum of honest nodes running, then

the value of T2 must be tuned to its lower bound.

Finally, the proposed detection system aims to detect the maximum number of malicious
nodes and to reduce to the maximum the False Positive success against the honest nodes. Like
any detection system, it can not ensure 100 % of safety in a network, but it aims to punish the

malicious nodes in the network to conduct the less possible of attacks in a joining phase.

6.9 Summary

In this chapter, we have conducted experiments within a distributed system to further evaluate
the performance of our solution. We have assessed the resilience of our solution by exam-
ining its performance in various network conditions and under different detection system

parameters. We have considered a range of attack types in our study to ensure comprehensive
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testing. The simulation results align with the theoretical analysis presented in chapter 5 and

demonstrate the robustness of our detection system against attacks.
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7.1 Conclusion

This thesis has addressed the critical issue of securing the joining phase in IIoT networks. This
phase is particularly vulnerable to various security threats, and our research has focused on
mitigating these risks. We have proposed two key contributions to enhance the security of

IToT networks.

In the first part of our research, we introduced a novel mutual authentication and key estab-
lishment protocol for IIoT networks. This solution addresses the limitations of pre-shared
keys (PSKs) by providing a robust and autonomous approach. Our protocol ensures that the
network coordinator and joining nodes can mutually authenticate without the need for PSKs.
End device authentication relies on certificates, while coordinator authentication employs a
lightweight consensus mechanism based on Shamir Secret Sharing. This innovative approach
not only eliminates the requirement for pre-configured keys but also enhances the overall

security of IIoT networks.

A comprehensive evaluation of our security protocol was carried out, focusing on its perfor-
mance within the 6TiSCH framework, particularly with regard to communication costs and
cryptographic operations. Our scheme was implemented using the Contiki-NG operating
system, renowned for its robust 6TiSCH network stack. To emulate real-world IoT device

constraints, we employed the Zolertia Z1 platform. The evaluation took place in a controlled
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environment through simulation using the Cooja network simulator. We assessed our solution
in both Global and Local mode scenarios, exploring different placements for the network’s
coordinator, whether at the center of the grid or in a corner. A key point of comparison was
the default authentication mechanism in 6TiSCH. In summary, our solution brings substantial
added value when compared to Co]P. It provides robust security without compromising com-
munication efficiency, latency, or energy consumption—striking a vital balance for successful

IToT network deployments in dynamic, large-scale environments.

In the second part of our research, we concentrated on securing the joining phase against
malicious proxy nodes. These nodes play a critical role in the communication process between
new nodes and the network coordinator. To safeguard this phase, we introduced a robust
detection system centralized at the coordinator. This system relies on participation logs of
nodes serving as proxy nodes, their honest involvement, and the number of reports received
from joining nodes concerning these proxy nodes. The solution considers multiple types
of attacks and is designed to identify malicious proxy nodes effectively. Our theoretical
evaluation, as well as practical experiments, demonstrated the robustness of this system and

its ability to resist attacks originating from both proxy nodes and joining nodes.

In conclusion, this thesis has provided significant contributions to enhancing the security of
IIoT networks, particularly during the critical joining phase. Our solutions not only address
current security challenges but also lay the foundation for future work in securing IoT networks
comprehensively. We have achieved autonomous mutual authentication, eliminated the need
for pre-shared keys, and introduced an effective detection system for malicious proxy nodes.
The practical applications and theoretical analyses have shown that our solutions are resilient,

efficient, and adaptable to the dynamic and large-scale nature of IIoT networks.

7.2 Perspectives

Throughout this thesis, we have concentrated our work on securing the joining phase in IloT.
We started by proposing a mutual authentication scheme based on a consensus. The two main
vulnerabilities of this solution are the following: the existence of malicious nodes between the

proxy nodes, and a malicious behaviour of a compromised joining node after the join phase.
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Then, as a continuity for the first proposal, we proposed a malicious proxy node detection
in order to make the joining phase more robust and safe. However, this detection system
must be more robust in order to cover the detection of malicious joining nodes after their
join. In a large scale and dynamic IloT, verifying the legitimacy of a joining node based on
its firmware certificate is vulnerable to the cases where compromised nodes exist between
trusted type of nodes. Therefore, we visualise a clear perspective for our future works. First, our
objective is to enhance the capabilities of this detection system to address a broader spectrum
of malicious activities within a network. While our initial solution focuses on detection during
the joining phase, we aspire to introduce a comprehensive solution capable of identifying
malicious nodes across various phases and considering diverse types of attacks. Our goal
is to design a detection system that establishes a connection between multiple layers of an
IoT network, thereby strengthening its robustness. To achieve this robustness, the behavior
monitoring component of the detection system must be founded on multiple elements and
factors, primarily tied to the specific application and role of each node in the network.

Additionally, in the context of the 6TiSCH protocol’s security framework, one significant issue
is the lack of a key revocation mechanism. When a node successfully joins a 6TiSCH network,
it is furnished with various parameters, notably the link layer key, which grants access to
shared network information. However, a critical shortcoming arises when a node leaves the
network, as the protocol does not specify a method for revoking this key. The absence of
such a mechanism poses a serious challenge in preserving the network’s forward secrecy, a
vital aspect of security, underscoring the urgent necessity for its development. Moreover, we
proposed in this thesis a punishment mechanism adapted for 6TiSCH after the detection of a
malicious proxy node. This punishment mechanism consists of excluding malicious nodes
from playing the role of a proxy node in further joining phases. In the case where a more
general detection system is proposed, the punishment mechanism must therefore consist of
revoking the link-layer key from the node to be excluded. Therefore, this second solution is of

high importance in maintaining a network safety.
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