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ABSTRACT

A cryptographic protocol establishes a series of interactions among users to deliver a
given functionality while ensuring various properties, a protocol being considered secure
when it successfully ensures all intended properties. Accomplishing these properties
requires the need of cryptographic primitives, whose usage may entail computation
overhead, limiting the scalability of the protocol. Throughout this manuscript, we focus
on three problems dealing with multiple users.

The first contribution focuses on the design of a federated multi-armed bandits frame-
work where a federation server, acting as a learning agent, sequentially pulls a bandit
arm, the environment responding with a reward coming from an unknown distribution
associated with the chosen bandit. In this contribution, we introduce TANGO, a secure
federated multi-armed bandits protocol fixing and extending our initial attempt SAMBA
shown to be insecure. TANGO is proved to prevent the federation server to learn the
reward distribution, the obtained rewards and the pulled bandit arm, at the cost of a
large computation overhead due to the usage of expensive cryptographic primitives. In
the second part of this contribution, we introduce SALSA a secure federated multi-armed
bandits protocol moving away from the blueprint of SAMBA and TANGO, still preventing
the federation server to learn sensitive data while achieving high-performance.

The second contribution of this manuscript addresses a problem involving a large
number of users, since it concerns the design of a ticketing system. Indeed, despite the
high-demand, these systems provide very restricted guarantees. For instance, one may
easily resell a ticket twice. To go further, tickets are nominative, revealing the identity
of the ticket’s owner. Using standard cryptographic primitives, we propose two scalable
ticketing systems called APPLAUSE and SPOTLIGHT, ensuring anonymity of users while
featuring ticket purchasing, ticket refunding, ticket validation and ticket transferability.
The difference between APPLAUSE and SPOTLIGHT lies in the ability to recover the
identity of an attendee: In APPLAUSE, the anonymity of every user is guaranteed at any
time, a property that still hold with SPOTLIGHT except for an additional third-party able
to recover the identity of an attendee, at the cost of a slightly longer ticket validation.

Our third and final contribution deals with the problem of file transfer by broadcast-
ing, which involves sharing a file with a group of users. The trivial solution of storing
files on a single, publicly accessible server falls short for instance when the server is
down or when the server handles a high number of requests. In this contribution, we
introduce a universally composable and efficient protocol allowing one to share a file
with a specified group of users while ensuring confidentiality, integrity of the file and

sender authentication.






RESUME

Un protocole cryptographique établit une série d’interactions parmi des utilisateurs pour
fournir une fonctionnalité donnée tout en garantissant diverses propriétés. Un protocole
est considéré comme sécurisé lorsqu’il assure avec succés toutes les propriétés attendues.
Pour ce faire, il utilise de primitives cryptographiques dont I'usage peut entrainer un
surcott de calcul et donc limiter la scalabilité du protocole. Tout au long de ce manuscrit,
nous nous concentrons sur trois problémes impliquant plusieurs utilisateurs.

La premiére contribution se concentre sur la conception d’'un framework de ban-
dits fédérés, ou un serveur de fédération agissant en tant qu’agent d’apprentissage, tire
successivement un bandit, ce qui produit une récompense provenant d’une distribution
inconnue associée au bandit choisi. Dans cette contribution, nous introduisons TANGO,
un protocole de bandits fédérés sécurisé corrigeant et étendant notre premiére tentative
SAMBA, qui s’est révélée étre non sécurisée. Nous prouvons que TANGO empéche le
serveur de fédération d’apprendre les récompenses générées ainsi que le bandit choisi, au
prix d’un surcoiit de calcul important di a 'utilisation de primitives cryptographiques
coliteuses. Dans la deuxiéme partie de cette contribution, nous introduisons SALSA,
un protocole de bandits fédérés sécurisé s’éloignant de l'esprit de SAMBA et TANGO,
empéchant le serveur de fédération d’apprendre des données sensibles tout en obtenant
des performances élevées.

La deuxiéme contribution de ce manuscrit traite de la conception d’un systéme de
billetterie, impliquant un grand nombre d’utilisateurs. Malgré la forte demande, ces
systémes offrent des garanties trés restreintes. Par exemple, il est facile de revendre un
billet deux fois. Pire, la majorité des billets sont nominatifs, permettant d’identifier le
propriétaire d’un billet. En utilisant des primitives cryptographiques standards, nous
proposons APPLAUSE et SPOTLIGHT, deux systémes de billets garantissant I’anonymat
des utilisateurs tout en proposant ’achat, le remboursement, la validation et le transfert
d’un billet. La différence entre APPLAUSE et SPOTLIGHT réside dans la capacité de lever
I'anonymat d’un utilisateur : dans APPLAUSE, I'anonymat d’un utilisateur est garanti.
Ceci est toujours valable dans SPOTLIGHT sauf pour une partie externe capable de lever
I'anonymat d’un utilisateur. Toutefois, lever 'anonymat dans SPOTLIGHT est possible
au prix d’une validation de billet plus longue.

Notre troisiéme contribution se concentre sur le probléme de diffusion d’un fichier
a un groupe d’utilisateurs. La solution triviale consistant & stocker des fichiers sur
un seul serveur disponible publiquement est insuffisante, notamment lorsque le serveur
est hors service. Dans cette contribution, nous introduisons un protocole efficace et
universellement composable permettant & un utilisateur de partager un fichier avec un
groupe d’utilisateurs, tout en garantissant la confidentialité et I'intégrité du fichier ainsi

que l'authentification de ’expéditeur.






REMERCIEMENTS

Le point culminant de la thése est sans aucun doute la soutenance, un moment ou se
rassemblent proches et experts, marquant I'un des jours les plus importants de la vie d’'un
doctorant. Ne faisant pas exception, j’ai eu 'honneur de recevoir un jury exceptionnel,
que je remercie chaleureusement pour leur présence. Ce jury était composé de Ioana
Boureanu, Chloé Hébant, Melek Onen, Benjamin Nguyen et présidé par Jean-Guillaume
Dumas. Mes remerciements les plus sincéres vont & Melek Onen et Benjamin Nguyen
pour avoir accepté d’étre les rapporteurs de ma thése.

La thése peut aisément se comparer & un long fleuve agité. Durant ce périple,
j’ai eu la chance d’étre trés bien accompagné, notamment par mon directeur de thése,
Pascal Lafourcade, sans qui rien de tout cela n’aurait été possible. Sa bonne humeur,
sa bienveillance, son énergie débordante ainsi que son excellence auront été un guide
précieux. Pour toutes ces raisons, je lui adresse mes remerciements les plus chaleureux.

Cette thése n’aurait pas été possible sans le soutien du projet Datalake For Nuclear
financé par la Banque Publique d’Investissement, que je remercie sincérement.

Au-dela de I'aspect scientifique, ces trois années m’ont permis de rencontrer des
personnes formidables, capables de transformer une journée de travail ordinaire en sou-
venir précieux. Je pense notamment & mes collégues de bureau, toujours présents pour
partager de bons moments, en F203 et ailleurs. Anthony, Charles, Dhekra, Frédéric,
Léo, Lola-Baie, merci a vous. Un merci particulier a Valérie pour avoir facilité notre
quotidien et pour égayer nos journées avec son bel accent du sud. Je tiens & exprimer une
reconnaissance spéciale a Léo, qui a joué officieusement un réle de mentor et d’encadrant
tout au long de cette thése.

La sphére personnelle a sans doute joué le role le plus discret, mais aussi le plus
crucial et nécessaire de tout mon parcours. Je ne serai jamais assez reconnaissant envers
mes proches pour leur soutien indéfectible. J’adresse un sincére remerciement & mon
oncle et & ma tante pour tout ce qu’ils m’ont apporté. Depuis ma tendre enfance, la
“premiére femme de ma vie”, qui se reconnaitra, s’est battue sans relache malgré les
nombreuses difficultés pour me permettre de grandir dans un environnement sain et
d’accomplir mes réves, sans rien attendre en retour. Tu ne peux qu’étre fiére de tout ce
que tu as accompli.

Sous prétexte d’une thése & Clermont-Ferrand, le destin m’a fait rencontrer ce qui
est aujourd’hui mon rayon de soleil. Elisa, il est difficile de quantifier ton impact positif
sur mon moral tant il est important. Mais une chose est siire : tout aurait été bien plus
difficile sans toi. Ta place dans ma vie est précieuse et rassurante, au point o tu m’as

fait repenser I'avenir.






CONTENTS

(1 _Introduction|

|2 Background)|

..........

2.3 Cryptographic Primitives| .

P31

Secret-Key and Public-Key Encryption| . . . ... .. ... ...

2.3.2  Homomorphic Encryption| . . . . . ... ... ... ..

12.3.3 Attribute-based Encryption| . . . . . .. ... o000

P34

Digital Signature| . .

2.4 'Tools for Security Proofs|. .

55 Fod B [Bandiis

3.1 Multi-Armed Bandits Algorithms| . . . . . . . ... ...

3.2 Security Model] . . . .. ..

13.3.2  Complexity of TANGO| . . . . . ... ... ... ... . ......

B33

Security of TANGO| .

13.3.4  Empirical Study of TANGO| . . . . . ... ... ... ... ...

4.2 Definition of Ticketing System| . . . . . .. ... .. ... ... ..

4.3 Anonymous Ticketing System with APPLAUSE]. . . . . ... .. ... ..

E31

Description of APPLAUSE[ . . . . . . .. .. ... .. .. ....

4.3.2  Security Proots of APPLAUSE| . . . . . . . . ... ... ......

4.4 Auditability with SPOTLIGHT| . . . . . . . . . . . .. ... ... ...

EAT

Overview of Protego|

11

21
21
22
23
23
26
29
30
32
32
33



CONTENTS 10
4.4.2  Description of SPOTLIGHT| . . . « . « « v v v v v v v o e e e 140

4.4.3  Security Proots of SPOTLIGHT|. . . . . . . . . . ... ... .... 143

4.5 Implementation of APPLAUSE and SPOTLIGHT| . . . . . . . . . .. ... 148
4.6 Conclusionl . . . . . . . . . 149
[6_UC-Secure Distributed File Transfer | 151
5.1 On theiUC Frameworkl . . ... ... ... ... ... .. ... ..... 155
5.2 Standard Attribute-based Encryption Realisation| . . . . . . . ... ... 157
.3 Authenticated Attribute-based File Transfer| . . . .. .. ... ... .. 165
p.3.1  Description of our Ideal Functionality Faaet| . - - . - . . . . .. 165

5.3.2  Our Hybrid Protocol Paart| . - - - . . . . . . . . o oo 166

9.3.3  Implementation of Paart| . . . . . . . . . . L. 176

0.4 Conclusionl . . . . . . . . e 177

|6 Conclusion & Perspectives| 179
|A Résumé Long) 197




CHAPTER 1

INTRODUCTION

Just as a reader needs to comprehend English to understand this manuscript, computers
require a clearly defined set of interactions to understand requests coming from other
computers, and act. A protocol corresponds to this definition: Defining interactions and
their content between two or more computers, in order to offer a functionality. As an
example, suppose an employee having an important document to share with a group of
coworkers. A protocol corresponds to the interactions between the employee, potentially
one or more servers, and the coworkers. Ultimately, at the end of the rotocol execution,
the group of coworkers have access to the document.

A functionality ensured by the protocol comes with a set of constraints. Back to
our previously mentioned example, the document has to be shared only with a group
of coworkers. Hence, coworkers outside of the specified group should not access the
document. These constraints constitute the security properties that the protocol aims
to respect. This manuscript is dedicated to the design of protocols respecting security
properties. Before going any further, it is important to understand that absolute secu-
rity, in the sense that no practical attack exists against a protocol, is hard to obtain.
Even protocols that are widely used around the world might be attacked, as demon-
strated again, recently, with the Secure Shell protocol, leading to more than ten millions
of vulnerable servers [FB23]. Back in the past, a protocol was considered secure (i.e.,
respecting the security properties) if no attack was discovered. This proof methodol-
ogy falls short when an attack exists but is kept secret and used as a backdoor. The
most striking historical example was Enigma, broken by British cryptographers in 1942,
subsequently enabling all Enigma-encrypted communications to be decrypted.

In the wake of successive failures, cryptography has gradually moved closer to the
field of mathematics. This new approach requires the protocol designer to formally prove
that his protocol is correct and safe i.e., ensuring all the desired security properties. This
paradigm is better known as provable security. The crucial point is that the security of
a protocol is only valid under certain assumptions. Indeed, the security of a protocol
is studied under the prism of a so-called security model, delimiting the capabilities of
an adversary trying to attack the protocol. Its capabilities include for instance the
corrupted parties involved in the protocol and thus its access to some knowledge and
its possible actions on the protocol. Hence, one of the most important tasks for the
protocol designer, as done in this manuscript, is to carefully model the desired security,
otherwise limiting the interest of the protocol.

The security brought by the usage of cryptographic primitives in a protocol is
achieved at the cost of additional computation time due to cryptographic operations
and, most of the time, to a greater amount of information transmitted between the

parties involved in the protocol. In addition to the security considerations, a protocol

11
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Figure 1.1: Federated Multi-Armed Bandits Architecture.

designer has to study the context in which the protocol is used, including for instance
the number of users. The holy grail for a protocol designer is to be able to build a
protocol that meets security requirements, while being effective even for large scale to
reach scalability. In this manuscript, we particularly focus on the multi-users setting
in which several users are involved in the running protocol. The considered number of
users may drastically impact the performance of the protocol: A scalable protocol nat-
urally supports a large number of users and hence is more suitable for large use-cases.
This manuscript covers three subjects operating at different scales. In our first subject,
at most 100 users are interacting with a federation server, in order to solve a reward
maximisation problem. Our second and third case of study operates with potentially
thousands of users, focusing respectively on the design of secure anonymous ticketing
system and secure efficient distributed file transfer. Whereas the involvement of thou-
sands of users is clear in the ticketing system context, the distributed file transfer needs
more explanations: Our file transfer protocol addresses the case of a distributed com-
pany, in which a file is sent from a sender to a potentially large group of employees. We

explain in details the problems we consider in this manuscript.

Secure Federated Multi-Armed Bandits. A bandit is a casino machine equipped
of an arm. Once a coin has been inserted in the bandit and the arm pulled, the bandit
produces a reward with a fixed probability € or not reward with probability 1 —e. In
the sequel, a bandit is called a Data Owner (DO) without distinction, since it owns the
reward probability . The reward maximisation problem asks to a stateful user, having
a finite budget of IV coins, and facing K bandits, to maximise its reward. This problem,
intensively used in recommender systems [LCLS10] to game playing [KS06], belongs to
the line of reinforcement learning research, in which the user has to choose the best
among a finite set of actions, in our case by pulling the arm of its choice adaptively,
following a stochastic approach.

Numerous algorithms have been introduced in the literature, allowing a user to
maximise its rewards. In this work, we focus on the federated multi-armed bandits,
depicted in Figure The user initially sends the budget IV to a new party referred
as the server, in charge to execute a rewards maximisation algorithm. For each coin of
the budget, the server pulls a bandit of its choice following the reward maximisation

algorithm strategy. At the end, the server sends back the obtained rewards to the user.

In practice, the reward probability ¢; is unknown by the data owner DQO;. To estimate

it, DO, has at its disposal the number of obtained rewards s; and the number of pulls
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n;, both with respect to data owner DQO,;. The estimation, computed following the
reward maximisation strategy, is called a score. The estimation of €;, computed by DO,
is referred as the score and denoted v;. During an interaction between the server and
data owners, each score v; is sent to the server, and has to chose the best machine, still
following the reward maximisation strategy. The response from the server to the data
owners consists of K bits by, ..., by, where exactly one bit b; equals one, meaning that
the i-th data owner has been chosen by the server. The constraints, or the security
properties, that we aim to achieve are the following: The server should not learn any
score v;, as well as any obtained rewards r;. In addition, the chosen data owner, should
not be identified by the server.

Few works related to this problem have been proposed in the literature [TD16]
CLLS19, [CLLS20l [SS21]. Almost all of these works are not specific to the targeted
federated learning architecture. In the order to fill the gap, we introduced in 2022 a
federated learning framework called SAMBA [CLMS22|, designed to solve the reward
maximisation problem in the federated learning architecture, using simple yet efficient
cryptographic primitives including secret-key encryption and masking. However, after
investigation, it appears that SAMBA suffers from correctness and security issues. In
addition, no security definition has been provided in the literature yet addressing the
reward maximisation problem in the federated learning setting, later referred as the
secure federated multi-armed bandits problem.

The presented contribution starts by a formal security definition of a secure federated
multi-armed bandits protocol, based on the real-ideal paradigm. In a nutshell, our
security definition models that a party involved in the protocol should not learn any
information on the score v; provided by a data owner, on any selection bit b; but also on
the cumulative rewards s;, and by extension on the total cumulative rewards s sent to
the user. Equipped with our security definition, we present two secure federated multi-
armed bandits protocols TANGO and SALSA achieving our security definition. Our first
protocol extends and fixes the flawed SAMBA protocol using homomorphic encryption,
keeping in mind to respect the initial blueprint of SAMBA. This protocol relies on two
federation servers, and is constructed using secret-key and public-key encryptions, as well
as additive and fully homomorphic encryption. Compared to SAMBA, TANGO ensures
correctness but also genericity, in the sense that any standard multi-armed bandits
algorithm, traditionally executed by a single party, can be plugged into TANGO and
hence enjoying the security offered by TANGO, without impacting the total cumulative
rewards returned to the user. In addition, TANGO is said resistant against data owner
failures, allowing to return the same total cumulative rewards to the user, even in case
where a data owner is offline until the end of the protocol.

Due to the homomorphic computations, we have shown that TANGO suffers from a
high computation overhead. To overcome this issue, we have proposed a second protocol
SALSA, respecting all the aforementioned properties including genericity, correctness,
security and resistance against data owner failure, while being particularly efficient. For
the sake of concreteness, whereas TANGO requires more than 2.5 seconds to select the
best among 9 arms, SALSA requires 0.15 millisecond. The efficiency of SALSA is achieved
thanks to secure two-party computations, in which computations are performed over a

so-called share. Briefly, given a data v, a data owner derives two shares (v)° and (v)!
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Figure 1.2: Ticketing System Architecture.

that are later distributed to two distinct and non-colluding servers. Given only one
share, it is infeasible to recover the data v, ensuring the privacy of v. Despite that the
data v has been shared, it remains possible for the two servers to obtain the shares
(f(©))? and (f(v))* where f(v) corresponds to an arbitrary circuit f evaluated on the
data v. In SALSA, we take advantage of this ability of running arbitrary computations

while being privacy-preserving to solve the reward maximisation problem efficiently.

Anonymous Auditable Transferable E-Ticket. Ticketing is a commonly used
system where a user obtains a ticket for a show. During the Covid period, many shows
have been either cancelled, or more commonly, postponed to a later date. Due to the
date change, many users were unable to attend the event, for various reasons. Users had
two options for obtaining a refund: Either to contact the agency from which the ticket
was purchased, or to resell the ticket to another user, usually via a third-party platform.
Unfortunately, most of these third-party platforms are not ticket-specific and do not
check the validity of tickets. As a result, a number of malicious users have managed to
resell the same ticket several times. From the point of view of the user who is the victim
of such a scam, the consequences can be considerable when you take into account the
price of the ticket, transport and accommodation, but also the psychological aspect, a
concert being awaited sometimes for several months.

In this manuscript, our aim is to design a ticketing protocol secure against the
aforementioned attack. As any traditional ticketing system, our construction proposes
purchase, refund of a ticket, but also transfer of a ticket between two users. An overview
of the protocol is depicted in Figure First, a user is allowed to purchase a ticket at
a dedicated entity called Ticket Distributor and denoted D. If the user cannot attend
the event anymore, the user is allowed to proceed to a refund, again with the Ticket
Distributor D. The keystone of the protocol is the ability, for the user, to transfer its own
ticket to another user. Using our protocol, a user having received (and kept) a ticket
via the transfer procedure is guaranteed to be accepted at the event. This is solved
by preventing the same ticket to be transferred twice, thanks to the Ticket Transfer
Authority 7, whose the role is to guarantee the fairness of the ticket transfer. Finally,
when the user attends the event, the protocol allows a user to validate its ticket at a
validation point, physically located at the entrance of the event, called a validator and
denoted V.

In addition to the traditional functionalities, in contrast to all other ticketing sys-
tems, we have focused our attention on a ticketing system ensuring anonymity of users.

This anonymity feature is crucial to ensure a complete privacy of users, and should be
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preserved against the system (composed of the Ticket Distributor D, the Ticket Trans-
fer Authority 7 and Validators V), but also against other users, particularly during
the ticket transfer. Our first ticketing system called APPLAUSE includes all traditional
functionalities. It is secure against double-spending of the same ticket, but also provides
anonymity for users during every interaction with the system. We stress that anonymity
in APPLAUSE is strong, in the sense that the identity of a user is never involved during
an interaction. But more importantly, each individual interaction (e.g., purchase of a
ticket) cannot be linked with another interaction as coming from the same user.

In addition to the design of APPLAUSE, we have focused our attention on some edge
cases such as fire or terrorism in which an external authority would be allowed to identify
users attending the event for civil security purposes. This interesting feature, however, is
facing anonymity of users preventing a user to be identified by the system. Observe that
in such setting, anonymity of users still holds against all entities, except for an additional
explicitly identified authority allowing to reveal the identity of users. In this context, we
propose SPOTLIGHT combining APPLAUSE and this identity revealing feature. In this
protocol, a user is still able to purchase, refund and transfer a ticket while preserving
its anonymity against other users and the system. However, this additional authority
called the Judge, denoted 7, is able to reveal the identity of the user.

Our motivation for creating two distinct protocols lies on two important observations:
First, the ability to reveal identity of users introduces a risk of excessive of misuses. For
instance, in our model in which SPOTLIGHT is considered secure, the identity revealing
key must be kept secret by the judge. Otherwise, anonymity is trivially broken for any
user. In contrast, this judge-leakage scenario never happens with APPLAUSE. Second,
the auditability feature comes at the price of an additional trusted third-party as well as
a slightly slower ticket validation, requiring 165 milliseconds instead of 45 milliseconds,
which is still practical. Let elaborate more on the practicality of these two protocols.
Thanks to our proof of concept, written in Rust, we have shown that APPLAUSE and
SPOTLIGHT are efficient. A complete interaction including a ticket purchase, trans-
fer and validation requires 100 milliseconds for APPLAUSE at most 250 milliseconds
for SPOTLIGHT, to perform all the cryptographic operations (communication times ex-
cluded). Therefore, APPLAUSE and SPOTLIGHT are guaranteed to be suitable for events
dealing with a large number of attendees.

From a security standpoint, we have proved that APPLAUSE and SPOTLIGHT ensure
ticket unforgeability, ticket privacy, resistance against double-spending of the same ticket

anonymity of users using the game-based computational model.

Secure Distributed File Transfer Protocol. Sending a file to a server through
internet is a very simple and common action. A typical file transfer architecture is
composed of several clients and a central server, handling file download and upload. This
architecture, however, suffers from drawbacks: Suppose a world-scale company having
several offices. A user localised far away from the server, attempting to download a given
file, may suffer from a longer communication delay, inherent of the network size, used
to contact the server. Second, a server is, by definition, limited by its computational
resources and hence is able to handle a finite number of requests at the same time. Last

but not least, in case where the server is down, the file cannot be downloaded anymore.
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Figure 1.3: Representation of our system where a sender shares a file f to a receiver.

A Distributed file storage system, solving all of these issues, acts similarly to a graph,
in which nodes are servers and edges are connection between servers. When a file is
uploaded on a server, the file is propagated through the network. The direct advantage
of a distributed file storage system as presented below, is a fault-tolerance system, since
the crash of a server does not impact files accessibility. More importantly, since a file
is propagated, it can be accessed using a closer server, reducing communication delay,

leading to a more efficient file access.

In this manuscript, we focus our attention on the specific case of a world-scaled
company, and study a design of a file transfer protocol ensuring file accessibility using
a distributed file storage system. The security properties of a company-focused file
transfer system are identical to secure mail exchange: First, the file transfer system may
be in charge of transferring sensitive files, accessible only by precisely defined users or
groups, defined as the confidentiality of the file. Second, the integrity of the file property
prevents any modification during the file transfer, a useful property, for instance, when
a juridic-valued contract is exchanged. Third and last, authentication of the sender

prevents, for example identity theft.

In this work, we have constructed a simple but efficient file transfer protocol address-
ing all the aforementioned properties. The general overview of our protocol, described
in Figure [I.3] works as follow: Suppose Alice having a file f, which she wants to send
to Bob. First, Alice stores the encryption of f, denoted ¢, at the closest storage server
in a distributed file system. As a response, Alice obtains a link [, associated to the file.
Next, we assume a low-rate communication channel between all users of the system,
used by Alice to transfer her link [ to Bob. We stress that this communication channel
is not intended to send a file, but short messages having a size being independent of the
(potentially large) file f. Later, Bob contacts the closest storage server of the distributed
file system with the link [, and obtains as a response c. Finally, Bob recovers f from c

using a dedicated secret decryption key (previously obtained from an authority).

In contrast with the two first works, in which the security has been proven secure
under the game-based variant of the computational model, the security of this protocol
has been proven under the Universal Composability (UC) model, introduced for the first
time by Canetti [Can20]. These two approaches, while sharing some similarities, lead

to a radically different protocol modelisation and formalisation. Putting aside technical
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details, UC models all security properties as a single modelisation, referred in UC as the
ideal functionality, shown later to be indistinguishable to the real protocol. The major
feature of UC is the composability feature allowing ideal functionalities to be composed
together in order to construct protocols, realising more complex ideal functionalities. In
contrast to existing works providing no implementation, based on a proof-of-concept in

Rust, we claim that our solution is efficient, thanks to the simplicity of our approach.

Manuscript Organisation. The manuscript is organised following the same order of
the work presented above: In Chapter [3| we present our work introducing the two secure
federated multi-armed bandits protocols TANGO and SALSA. These two protocols are
still under submission, and must be seen as the following works of our initial contribu-
tion of SAMBA published at the Journal of Artificial Intelligence Research in [CLMS22].
In Chapter [d] we present our two secure ticketing systems APPLAUSE and SPOTLIGHT,
being part of our contribution accepted to the 19th ACM ASIA Conference on Com-
puter and Communications Security (AsiaCCS 2024). Finally, in Chapter [5| we intro-
duce our work accepted to the 15th International Conference on Cryptology in Africa
(AFRICACRYPT 2024), focusing the design of iUC-secure file transfer system based on
standard attribute-based encryption and distributed file storage system. To make the
manuscript more accessible, we introduce in Chapter [2] the formalism required to grab

the introduced works.

Published Works. Below are presented the title and the abstract of the five works
published during this thesis, including the works of SAMBA [CLMS22| being the starting
point of the work introduced in Chapter 3] as well the work of APPLAUSE and SPOTLIGHT
published at the AsiaCCS conference.

e Ciucanu, R., Lafourcade, P., Marcadet, G., and Soare, M. (2022). SAMBA: A
Generic Framework for Secure Federated Multi-Armed Bandits. Journal of Artifi-

ctal Intelligence Research, 73.

Abstract. The multi-armed bandit is a reinforcement learning model where a learn-
ing agent repeatedly chooses an action (pull a bandit arm) and the environment
responds with a stochastic outcome (reward) coming from an unknown distribu-
tion associated with the chosen arm. Bandits have a wide-range of application such
as Web recommendation systems. We address the cumulative reward maximisa-
tion problem in a secure federated learning setting, where multiple data owners
keep their data stored locally and collaborate under the coordination of a central
orchestration server. We rely on cryptographic schemes and propose Samba, a
generic framework for Secure federated Multi-armed BAndits. Each data owner
has data associated to a bandit arm and the bandit algorithm has to sequentially
select which data owner is solicited at each time step. We instantiate Samba for
five bandit algorithms. We show that Samba returns the same cumulative reward
as the non-secure versions of bandit algorithms, while satisfying formally proven

security properties. We also show that the overhead due to cryptographic primi-
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tives is linear in the size of the input, which is confirmed by our proof-of-concept

implementation.

e Lafourcade, P., Marcadet, G., Olivier-Anclin, O., and Mahmoud, D. (2024). Au-
ditable, Anonymous, Transferable Ticketing System. The 19th ACM ASIA Con-
ference on Computer and Communications Security (ACM ASIACCS 2024).

Abstract. Digital ticketing systems typically offer ticket purchase, refund, valida-
tion, and, optionally, anonymity of users. However, it would be interesting for
users to transfer their tickets, as is currently done with physical tickets. We pro-
pose APPLAUSE, a ticketing system allowing the purchase, refund, validation, and
transfer of tickets based on trusted authority, while guaranteeing the anonymity
of users, as long as the used payment method provides anonymity. To study
its security, we formalise the security of the transferable E-Ticket scheme in the
game-based paradigm. We prove the security of APPLAUSE computationally in the
standard model and symbolically using the protocol verifier ProVerif. APPLAUSE
relies on standard cryptographic primitives, rendering our construction efficient
and scalable, as shown by a proof-of-concept. In order to obtain SPOTLIGHT, an
auditable version of the protocol that we also proved to be secure, users will re-
main anonymous except for a new third party, which will be able to disclose their

identity in the event of a disaster.

e Marcadet, G., Ciucanu, R., Lafourcade, P., Soare, M., and Amer-Yahia, S. (2022)
Samba: A System for Secure Federated Multi-Armed Bandits. 38th IEEE Inter-
national Conference on Data Engineering, ICDE 2022, Kuala Lumpur, Malaysia,
May 9-12, 2022, 3154-3157.

Abstract. The federated learning paradigm allows several data owners to contribute
to a machine learning task without exposing their potentially sensitive data. We
focus on cumulative reward maximisation in Multi-Armed Bandits (MAB), a clas-
sical reinforcement learning model for decision making under uncertainty. We
demonstrate Samba, a generic framework for Secure federAted Multi-armed BAn-
dits. The demonstration platform is a Web interface that simulates the distributed
components of Samba, and which helps the data scientist to configure the end-to-
end workflow of deploying a federated MAB algorithm. The user-friendly interface
of Samba, allows the users to examine the interaction between three key dimensions
of federated MAB: Cumulative reward, computation time, and security guaran-
tees. We demonstrate Samba with two real-world datasets: Google Local Reviews

and Steam Video Game.

e Lafourcade, P., Marcadet, G. and Robert, L. (2028). RMC-PVC: A Multi-Client
Reusable Verifiable Computation Protocol. In J. Hong, M. Lanperne, J. W. Park,
T. Cerny, and H. Shahriar (Eds.), Proceedings of the 38th ACM/SIGAPP Sym-
posium on Applied Computing, SAC 2023, Tallinn, Estonia, March 27-31, 2023
(pp. 1558-1565). ACM.
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Abstract. The verification of computations performed by an untrusted server is a
cornerstone for delegated computations, especially in multi-clients setting where
inputs are provided by different parties. Assuming a common secret between
clients, a garbled circuit offers the attractive property to ensure the correctness of
a result computed by the untrusted server while keeping the input and the function

private. Yet, this verification can be guaranteed only once.

Based on the notion of multi-key homomorphic encryption (MKHE), we propose
RMC-PVC a multi-client verifiable computation protocol, able to verify the cor-
rectness of computations performed by an untrusted server for inputs (encoded
for a garbled circuit) provided by multiple clients. Thanks to MKHE, the garbled
circuit is reusable an arbitrary number of times. In addition, each client can verify
the computation by its own. Compared to a single-key FHE scheme, the MKHE
usage in RMC-PVC allows to reduce the workload of the server and thus the
response delay for the client. It also enforces the privacy of inputs, which are

provided by different clients.

e Duailly, A., Lafourcade, P., and Marcadet, G. (2024). How did they design this
game? Swish: complexity and unplayable positions, 12th International Conference
on Fun with Algorithms, FUN 2024, June 4 to June 8, 2024, Maddalena Island,
Sardinia, Italy.

Abstract. Swish is a competitive pattern recognition card-based game, in which
players are trying to find a valid cards superposition from a set of cards, called
a “swish”. By the nature of the game, one may expect to easily recover the logic
of the Swish’s designers. However, even with a reverse engineering of Swish, no
justification appears to explain the number of cards, of duplicates, but also under
which circumstances no player can find a swish. In this work, we formally inves-
tigate Swish. In the commercial version of the game, we observe that there exist
large sets of cards with no swish, and find a construction to generate large sets of
cards without swish. More importantly, in the general case with larger cards, we

prove that Swish is NP-complete.

e Lafourcade, P., Marcadet, G. and Robert, L. (2024). iUC-Secure Distributed File
Transfer From Standard Attribute-based Encryption. 15th International Confer-
ence on Cryptology in Africa, AFRICACRYPT 2024, July 10-12, 2024, Douala,

Cameroon.

Abstract. Attribute-Based Encryption (ABE) stands as a cryptographic corner-
stone, enabling access control to messages based on user attributes. The security
definition of standard ABE is shown to be impossible in Universal Composability
(UC) against an active adversary. To overcome this issue, existing formal UC se-
curity definitions of ABE rely on additional properties for ABE, necessary to prove
security against an active adversary, excluding standard ABE by definition. In light
of the composability feature offered by UC and the absence of ideal functionality
tailored for standard ABE, we propose the two following contributions: (1) We
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construct the first ideal functionality Fage for ABE which, under reasonable hy-
pothesis against static corruption, can be realised using an IND-CCA2-secure ABE
scheme; and (2) our Fage leads us to propose a protocol solving a simple yet highly
practical, world-scaled company-focused problem: Efficient file transfer. The pro-
posed construction provides data integrity, sender authentication, attribute-based
file access, featured with constant data size transferred between users. This is
achieved by relying on two efficient building blocks: ABE and signature, which
are layered atop of the hash-based distributed storage system IPFS. Our protocol,
strengthened by a formal security definition and analysis under the Universally
Composable (UC) framework called iUC, is proved to realise our problem-oriented
authenticated attribute-based file transfer ideal functionality. Finally, we imple-
ment our proposal with a proof-of-concept written in Rust, and show it is practical

and efficient.
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Throughout this manuscript, we focus on cryptographic protocols built using cryp-
tographic primitives. For the sake of clarity, we present in this chapter our notation
as well as the essential primitives and hypothesis. we also introduce tools used in our

proofs of security.

2.1 Notations

We introduce the most common notations used in this manuscript. More specific nota-
tions are introduced when required.
e By a < A(), we denote the affectation of the output of the algorithm A to the
variable a.
e By a <% S, we denote the random sampling from the set S, affected to the variable
a.
e By A, we denote the security parameter.
e By [21,...,2,], we denote the list containing, in order, the elements 1, ..., x,.
e Given integers z and y such that = < y, by [z, y], we denote the list [z, z+1,...,y].
By [z] we denote the list [1,...,x].
e An algorithm is written as Alg(-), whereas a protocol between parties A;,..., A,
is written as Proto(A1(-),..., An(")) = Ai(-),..., A,(-). Parties which do not

receive an output from the protocol are sometimes omitted.

o By [#i];e[n) We denote the list [z, ..., 2]
e By Z, we denote the set of integers {...,—1,0,1,...}. By Z,, = Z/nZ, we denote
the set {0,...,n — 1} and Z corresponds to the set of invertible integers in Z,

i.e., integers a € Z, for which there exist an integer b € Z,, where a - b = 1.

21
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~

Secret-Key Encryption Model Secret-Key Encryption Primitives
. Neyee B} AES {KeyGen} {Enc} {Dec}
. 3-DES {KeyGen} {Enc} {Dec}
m —» m
— St ASCON  [KeyGen| [Enc| [Dec|

Figure 2.1: Encryption Model and Encryption Primitives.

e By X 2 Y we express the perfect indistinguishability between the two distribu-
tions X and Y. Similarly, the notation X & Y expresses the statistical indistin-

guishability between the two distributions X and Y.

2.2 Black-Box Model

A protocol designer constructing protocols can be viewed as an architect, drawing up
a plan of a house. The architect first needs a set of available materials, which when
assembled will produce the desired result. The toolbox of a cryptographic protocol
designer is composed of essential constructions, called cryptographic primitives, later
combined to construct protocols. For the sake of clarity, we will first focus on secret-key
encryption, allowing to respectively encrypt and decrypt a message, using the same key

(justifying the “secret-key” term) to preserve the confidentiality of the message.

Unifying Cryptographic Primitives. Numerous encryption primitives have been
proposed in the literature. We will focus on three well-studied secret-key encryption
primitives: Triple-DES (or 3-DES for short) [BM17|, Advanced Encryption Standard
(AES) |IDBNT01] and ASCON [STMC™23|. Each of these primitives have a different
internal behaviour: Triple-DES generates three distinct DES keys of 56 bits each, and
then encrypts a message m three times sequentially using DES encryption algorithm,
producing a ciphertext c. Decryption is the exact inverse operation. AES, in contrast,
generates a single key of 128 or 256 bits depending on the desired security level, and
encrypts a message m by applying sequentially four distinct and invertible operations
during multiple rounds, producing a resulting ciphertext c¢. Finally, ASCON generates
a seed s as a key, used to generate a pseudo-random bitstring r (a bitstring that seems
completely chosen at random), used to mask the message m, producing a ciphertext
c defined as m + r. Decryption requires to recompute the pseudo-random bitstring r
based on the seed s, and then to remove the random from the ciphertext with ¢ — r,
returning m. Even with a strictly minimal level of details, the difference between these
three secret-key encryption algorithms is striking. In addition, due to the distinct inter-
nal behaviour, the performance of these three primitives are not the same [AEAKHI0].
Suppose a protocol designer constructing an arbitrary protocol using AES as the sym-
metric encryption algorithm. Will the protocol become insecure if we replace AES with

ASCON 7 Hopefully, replacing a secret-key encryption with another does not affect the
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security. Therefore, a protocol designer does not select a particular secret-key encryp-
tion; instead, he considers a generic secret-key encryption model, viewed as a “black-box”,
leading to a more general protocol. In Figure 2.1 we have depicted a visual represen-
tation of the three mentioned secret-key encryption primitives, fitting the secret-key
encryption model defined as three algorithms: The key generation algorithm KeyGen,
the encryption algorithm Enc, and the decryption algorithm Dec. A direct advantage
happens when a new effective attack is found on a primitive. Indeed, replacing a broken
primitive with a secure one does not affect the overall behaviour of the protocol. In the
following part of the manuscript, every cryptographic primitive is viewed as black-box,
hiding the internal behaviour. This approach to construct protocol is referred as the
black-box model. In the following of this manuscript, the “primitive” term directly refers

to its black-box representation, unless specified.

2.3 Cryptographic Primitives

In this manuscript, the security of the presented protocols relies on cryptographic prim-

itives, whose definition are introduced.

2.3.1 Secret-Key and Public-Key Encryption

Encryption allows one to send a message over an untrusted communication channel,
while preserving the confidentiality of the sent messages. In the literature, we distinguish
two paradigms for encryption. The first paradigm corresponds to secret-key encryption,
denoted SKE throughout this work, in which encrypting and decrypting messages re-
quires the same (secret) key. These kinds of encryption are very efficient [AEAKHI0L

Panl6] and hence are designed to encrypt a large size of data.

Definition 1 (Secret-Key Encryption, SKE). A secret-key encryption scheme is defined
by the tuple (KeyGen, Enc, Dec) of polynomial-time algorithms where:
e KeyGen(1") — k: Given the unary representation of the security parameter \,
outputs the secret key k.
e Enc(k,m) — c¢: Given the secret key k and a plaintext m, outputs a ciphertext c.

e Dec(k,c) — m: Given the secret key k and a ciphertext ¢, outputs a plaintext m.

Communicating over an insecure channel using secret-key encryption requires be-
forehand to agree on the used secret key. Transmitting a message securely to another
user without having agreed on a secret key is done by considering a public encryption
key, say pk, accessible by anyone, while having a private decryption key, say sk, used
by the message recipient to decrypt every sent message. This is exactly the aim of the

second paradigm, called public-key encryption, denoted PKE.

Definition 2 (Public-Key Encryption, PKE). A public-key encryption scheme is defined
by the tuple (KeyGen, Enc, Dec) of polynomial-times algorithms where:

e KeyGen(1%) — (sk, pk): Given the unary representation of the security parameter

A, outputs the public key pk and the secret key sk.
e Enc(pk,m) — ¢: Given the public key pk and a plaintext m, outputs a ciphertext
c encrypting the plaintext m under the public key pk.
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e Dec(sk,c) — m: Given the private key sk and a ciphertext ¢ encrypting the plain-

text m, outputs m.

Correctness of Encryption. For both secret-key and public-key encryption, the
decryption procedure applied on a ciphertext encrypting a message m should result
with the message m. This property is called decryption correctness, and is formally
defined as follows: For every security parameter A, any secret-key k <— SKE.KeyGen(1*)
and any key pair (sk,pk) «+ PKE.KeyGen(1%), any message m, correct decryption is

ensured if we have:

m = SKE.Dec(k, SKE.Enc(k,m)) = PKE.Dec(sk, PKE.Dec(pk, m))

This definition considers the case of perfect decryption in which the decryption pro-
cedure always succeeds. A more general definition called correct decryption with prob-

ability €, modelling a decryption procedure that succeeds with probability 1 — e.

Definition 3 (e-decryption correctness of SKE and PKE). For every security parameter
A, any secret key k +— SKE.KeyGen(1) and any key pair (sk, pk) + PKE.KeyGen(1?%),

any message m, we say that SKE and PKE ensure e-decryption correctness if we have:

Pr [m = SKE.Dec(k, SKE.Enc(k,m))] = Pr [m = PKE.Dec(sk, PKE.Dec(pk,m))] =1 —¢

The Security Definition Formalism. As we will see in a moment, the security of a
cryptographic primitive are most of the time expressed following a game-based formal-
ism. A game takes the form of an algorithm executed by a polynomial-time algorithm
denoted C called the challenger, playing against a polynomial-time algorithm denoted
A and called the adversary. A standard structure of a game is described as follows:
The challenger performs some computations, potentially provides some inputs to the
adversary and, ultimately awaits an output from the adversary. Eventually, the adver-
sary responds to the challenger. If the response fulfils the winning conditions, then we
say that the adversary wins the game. If necessary, the challenger allows the adver-
sary to call polynomial-time algorithms called oracles executed by the challenger. By
y < AOFunc(e:)(z) we denote the challenger inputting = to the adversary and awaiting
for y. When the adversary A performs computation, it is allowed to call the oracle
OFunc, taking two arguments where the first one is set to a by the challenger, for ev-
ery execution of the oracle. For clarity, we assume that any variable provided by the
challenger can be modified by the oracle, useful for example to add or remove elements
from some set. In the provided security definitions, we will intensively use the notion
of “negligible advantage” for an adversary to win a given game. This notion highlights
that for any (polynomial-time) adversary .4, it has intuitively of very low probability to
win a game. Formally, a function f : N — R is said negligible if for every polynomial p,

there exist an integer n such that for every x > n:

1



CHAPTER 2. BACKGROUND 25

Bl () Bl h )

1: k< IL.KeyGen(1) 1: (sk,pk) < IL.KeyGen(1")
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Figure 2.2: Security experiments for the IND-CPA property using secret-key encryption
(experiment at the top left corner) and public-key encryption (experiment at the top
right corner), and for the IND-CCAZ2 property (experiment at the bottom left corner).

Along this manuscript, we denote by negl(\) a polynomial negligible in the security
parameter \, defining the desired security level (e.g., 128 or 256 bits of security). We
are now ready to explore the different security definitions introduced in this manuscript,

starting with the security definition for secret-key and public-key encryption.

Security of Secret-Key and Public-Key Encryption. Both secret-key and public-
key encryptions are used to communicate over an insecure communication channel. The
expectation from a security standpoint should be the same. Intuitively, an encryption
scheme is said to be secure if for any polynomial-time adversary, it preserves the confi-
dentiality of the encrypted message. In other words, it cannot distinguish between the
encryption of a message, say mg, from another message, say my, even if mg and m; are
chosen by the adversary. More than choosing the challenge messages, we have to assume
that the adversary has the ability to obtain the encryption of any message of his choice,
before and after obtaining the challenge ciphertext. Under the prism of the secret-key
encryption, this encryption oracle perfectly models the ability for an attacker to send a
request to a running server accepting some message and returning its encryption. The
formal definition of this experiment is called Indistinguishability under Chosen-Plaintext
Attack (IND-CPA) that we have depicted in Figure

Definition 4 (Indistinguishability under Chosen-Plaintext Attack, IND-CPA). Let IT

be an encryption scheme defined by the tuple (KeyGen, Enc,Dec). Then, II is said
IND-CPA secure if for every adversary A, we have:

1
AdvIRD-CPA — ‘Pr [Expﬁfﬁ@”(ﬂ) - 1} - 2‘ < negl(\)



CHAPTER 2. BACKGROUND 26

Suppose now that the adversary has still access to any encryption of the plaintext of
its choice, but now has access to a decryption oracle, allowing to decrypt the ciphertext
of its choice to recover the underlying message of a given ciphertext (obtained or com-
puted) by the adversary, excluding the challenger ciphertext. This setting is commonly
known as the Indistinguishability under Chosen-Cliphertext Attack (IND-CCA). We can
refine this setting by allowing or not the adversary to decrypt any ciphertext of its
choice after having obtained the challenge ciphertext. The setting where the adversary
does not have access the decryption oracle after obtaining the challenge ciphertext is
called IND-CCA1, whereas the setting where the adversary has access to the decryption
oracle after obtaining the challenger ciphertext is called IND-CCA2. In this work, we
are particularly interested by the IND-CCA2 security, whose formal security game is
depicted in Figure (Note that we present chosen-ciphertext attack experiment only
for public-key encryption).

Definition 5 (Indistinguishability under Chosen-Ciphertext Attack, IND-CCA2). Let
IT be an encryption scheme defined by the tuple (KeyGen, Enc,Dec). Then, II is said
IND-CCAZ2 secure if for every adversary A, we have:

Advf}\\{ﬁ'ccm = ‘Pr [Expr‘N)E'CCAQ(lA) — 1} — ;‘ < negl(\)
2.3.2 Homomorphic Encryption

During the 70s, an intuition arises in the cryptography community, formulated for
the first time by Rivest, Adleman and Dertouzos [RLRDT7S], stating that there exist en-
cryption schemes allowing to perform operations directly on the encrypted data, without
relying on the decryption key. Until now, numerous encryption schemes have been devel-
oped, commonly called Homomorphic Encryption. Over the years, many homomorphic
encryption schemes has been developed, improving efficiency [Gaol8|, BV14l [CGGI16|
and functionality [CZW17, [AJIM20].

As any (single-key) encryption scheme, a homomorphic encryption scheme is com-
posed of a key generation algorithm KeyGen, an encryption algorithm Enc and a decryp-
tion algorithm Dec. In contrast, homomorphic encryption schemes are augmented with
an evaluation algorithm denoted Eval, allowing to evaluate a given circuit C over one or
more ciphertexts. The supported class of circuits and the depth of these circuits highly

depends on the scheme.

Partially Homomorphic Encryption. Most older schemes supporting homomor-
phic property typically allow only a single operation on the ciphertext an arbitrary
number of times e.g., addition or multiplication. These schemes supporting a single ho-
momorphic operation are commonly called partially homomorphic encryption schemes.
In this work, we are interested in partially homomorphic encryption schemes having
the additively homomorphic property i.e., performing only addition over encrypted inte-
gers. We formally refer to these schemes as Additively Homomorphic Encryption (AHE),

formalised below.
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Definition 6 (Additively Homomorphic Encryption, AHE). Let IT be an additively ho-
momorphic encryption scheme defined by (KeyGen, Enc, Add, Dec) the tuple of polynomial-
time algorithms where:
e KeyGen(1?) — (sk, pk): Given the unary representation of the security parameter
A, returns (sk, pk).
e Enc(pk,m) — ¢: Given the public encryption key encryption pk and a message m,

outputs the ciphertext c.

e Add(cy,...,cn) — ¢ Given n ciphertext ¢q,..., ¢, encrypting respectively mes-

sages my, ..., My, outputs a ciphertext ¢ encrypting the sum my + - - - + my,.

e Dec(sk,c) — m : Given the secret decryption key sk and a ciphertext ¢, outputs

the message m.

Correctness of Additively Homomorphic Encryption. In contrast with secret-
key and public-key encryption, an additively homomorphic encryption scheme has to
ensure correctness for freshly computed ciphertext i.e., ciphertext produced by the Enc
algorithm, but also for ciphertext derived during the computation via the Add algorithm.
Following the notion from [ABC™15|, we distinguish between these two correctness prop-
erties by referring to the first one as decryption correctness, while we refer to the second

one as evaluation correctness.

Definition 7 (e-decryption correctness for AHE [ABCT15|). An additively homomor-
phic encryption scheme II defined as the tuple (KeyGen, Enc, Add, Dec) ensures correct
decryption with probability e if for every security parameter A € N, every (sk, pk) +

KeyGen(1%), every message m, we have:
Pr [Dec(sk,Enc(pk,m)) =m]=1—¢

Definition 8 (e-evaluation correctness for AHE [ABC™15]). An additively homomor-
phic encryption scheme IT defined as the tuple (KeyGen, Enc, Add, Dec) ensures correct
evaluation with probability € if for every security parameter A € N, every ciphertexts

C1,...,Cp encrypting messages my, ..., my, every (sk, pk) + KeyGen(1%), we have:
Pr[Dec(sk,Add(c1,...,cp))=mi+--+my|=1—c¢

A well-known additively homomorphic encryption scheme is the Paillier cryptosys-
tem [Pai99|, introduced in 1999 and allowing to perform an arbitrary number of addi-
tions, whose plaintext space is defined in Z,:

e KeyGen(1?) — (sk, pk): Generates two prime numbers p and ¢ according to \, sets

n<+ p-qgand A + lem(p —1,q — 1) (i.e., the least common multiple), generates

the group (Z},,-), randomly picks g € Z*, such that M = (L(¢g" mod n?))~!
mod n exists, with L(z) = (z — 1)/n. It sets sk < (A, M), pk < (n,g), it returns
(sk, pk).

e Enc(pk,m) — ¢: Randomly picks r € Z} and outputs ¢ < g™ - r

" mod n2.

e Add(ci,c2) = ¢3: To compute the homomorphic addition of two plaintexts m;
and mgy in Z,, one can compute the product of the two associated ciphertexts

n

with the public key pk = (n, g), denoted ¢; = Enc(pk,m1) = g™ -7 mod n? and
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c2 = Enc(pk,mg) = g™ - % mod n?. Indeed, we have:

Enc(pk,m1) - Enc(pk,m2) = ¢1 - co  mod n?
= (g™ -r7)- (g™ -ry) mod n?
= (g™ ™2 . (r; - 1ry)") mod n?

= Enc(pk,m; + m2) .

This function can handle n ciphertexts by applying the two-by-two addition con-
secutively as well.

e Dec(sk,c) — m : Computes m + L(c®* mod n?)- M mod n, and outputs m.

Fully Homomorphic Encryption. Introduced for the first time by Craig Gen-
try [Gen09], fully homomorphic encryption stands as a generalisation of partially homo-
morphic encryption, by introducing the ability to evaluate an arbitrary function, instead
of a single operation such as addition [Pai99] or multiplication [Elg85a]. A fully homo-
morphic encryption shares similarities with partially homomorphic encryption with the
key generation, encryption and decryption algorithms. The major difference lies on the

expressivity of the evaluation algorithm, called Eval in FHE instead of Add in AHE.

Definition 9 (Fully Homomorphic Encryption, FHE). Let II be a fully homomorphic
encryption scheme be defined by the tuple (KeyGen, Enc, Eval, Dec) where:

e KeyGen(1*) — (sk, pk, evk): Given the unary representation of the security pa-

rameter A\, outputs the public key pk, the secret key sk and a public evaluation
key evk.

e Enc(pk,m) — ¢: Given the public key pk and a plaintext m, outputs a ciphertext
c encrypting m.

e Eval(evk, f,c1,...,¢,) — ¢ Given the evaluation key evk, a function f, as well as

n ciphertexts, outputs an encrypted evaluation of the function f. Sometimes,
we denote the evaluation of the function f over the ciphertexts cy,...,¢, by
fler, ..o en).

e Dec(sk,c) — m: Given the secret key sk and a ciphertext ¢, outputs a plaintext

m.

Correctness of Fully Homomorphic Encryption. Similarly to additively homo-
morphic encryption, a fully homomorphic encryption scheme has to respect two defi-
nitions to be said correct: The first definition, decryption correctness, states that the

decryption of a fresh ciphertext encrypting a message m must output m.

Definition 10 (e-decryption correctness for FHE JABCT15]). A fully homomorphic
encryption scheme IT defined as the tuple (KeyGen, Enc, Eval, Dec) ensures correct de-
cryption with probability e if for every security parameter A € N, every (sk,pk) +

KeyGen(1%), every message m, we have:

Pr [Dec(sk,Enc(pk,m)) =m]=1—¢
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The evaluation correctness is similar to the decryption correctness except that the
ciphertext inputted in the decryption procedure is the result of the evaluation of a
function f over a set of ciphertexts. Note that the definition of evaluation correctness
for a FHE scheme is a generalisation of the evaluation correctness for an AHE scheme, a

meaningful statement since FHE is a generalisation of AHE by definition.

Definition 11 (e-evaluation correctness for FHE [ABC™15]). A fully homomorphic en-
cryption scheme II defined as the tuple (KeyGen, Enc, Eval, Dec) ensures correct evalua-
tion with probability e if for every security parameter A € N, every ciphertexts c1,..., ¢,

encrypting messages my, ..., my,, every function f, every (sk, pk) + KeyGen(1*):
Pr [Dec(sk, Eval(evk, f,c1,...,¢n)) = f(ma,...,mp)] =1—¢

Security of Additively and Fully Homomorphic Encryption. Even if homo-
morphic encryption supports computations over encrypted data, its standard security
definition remains unchanged compared to the encryption security. In other words, both
AHE and FHE are supposed to be IND-CPA-secure, as stated in Definition [4]

2.3.3 Attribute-based Encryption

A practical problem in real-time streaming faced by the industry consists of sending the
streamed content from a broadcasting server, to all customers having paid to receive the
content. A trivial solution is to encrypt the streamed content for each user. However,
in a scenario with a large number of users, this solution is impractical.

A more elegant solution should allow the broadcasting server to compute the encryp-
tion of the streamed content once, and then allowing only the subscribers to decrypt the
content. Attribute-based Encryption (ABE) is a generalisation of the above scenario,
allowing a fine-grained access to the plaintext: On one hand, each decryption key sk is
associated to a set of attributes . On the other hand, the encryption algorithm is now
equipped with an access-policy y, producing a ciphertext c¢,. Remark that a policy can
be viewed as a set of all accepted attributes. We represent the statement “the attribute

x respects the policy y” by z € y.

Definition 12 (Attribute-Based Encryption, ABE). An attribute-based encryption
scheme is defined by the tuple (Setup, Enc, KeyGen, Dec) where:

e Setup(1*) — (msk, mpk) : Given the unary representation of the security parame-

ter A\, outputs a master key pair.

e Enc(mpk,y,m) — ¢, : Given the master public key mpk, the policy y and a mes-

sage m, outputs the ciphertext c,.

o KeyGen(msk,x) — sk,: Given the master secret key msk and an attribute z, out-

puts the secret key sk, associated to the attribute x.

o Dec(sky,cy) = mU L : Given the secret key sk, associated to the attribute z and

the ciphertext c, encrypting the message m associated to the policy y, outputs m

if and only if z € y, or L otherwise.

Correctness of Attribute-Based Encryption. The correctness of an attribute-

based encryption scheme states that a ciphertext ¢, associated to an access policy y and
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encrypting a message m, that is inputted to the decryption procedure along a secret

decryption key sk, whose attribute x satisfies y should result into the message m.

Definition 13 (e-decryption correctness for ABE). An attribute-based encryption scheme
IT defined as the tuple (Setup, KeyGen, Enc, Dec) ensures correct decryption with prob-
ability e if for every master key pair (msk, mpk) ¢+ Setup(1*), every message m and
access policy y, every ciphertext ¢, < Enc(mpk,y,m), every attribute x satisfying y

and every decryption key sk, < KeyGen(msk, x), the following probability holds:

Pr [Dec(sky,cy) =m]=1—¢

Security of Attribute-Based Encryption. The security of an attribute-based en-
cryption must reflect the same intuition compared to a traditional encryption scheme:
Every polynomial-time adversary A trying to guess if a ciphertext encrypts either mq
or mp; must have a negligible chance to succeed. However, attribute-based encryption
follows a different architecture with an administration owning the master secret key
msk and the master public key mpk, allowed to distribute decryption keys associated to
some provided attribute. Therefore, an attribute-based encryption has to be considered
secure even if decryption keys are provided, except decryption keys allowed to decrypt
the challenge ciphertext. In this work, we particularly focus on the IND-CCA2 security
of attribute-based encryption, defined in Figure

Expy P-CCAZ()) Oracle OKeyGen(msk, X, y*; x)
(msk, mpk) < Setup(1*) if ze€y" :return L

X0 X XU{z}

O « {OKeyGen(msk, X, L;-), ODec(msk, L;-,-)} skq < KeyGen(msk, x)

(y*,mo, m1), state < A (mpk) return sk,

b «s {0,1} Oracle ODec(msk, 1y«; ¢y, )
pyx < Enc(mpk,y”, my) if ,+ = 1, then return L

O’ + {OKeyGen(msk, X,y"; ), ODec(msk, y=;-, )} sk, < KeyGen(msk,z)

b A?'(wy* , state) m <= Dec(ska, tby)

return b=b" A (fz € X : 2 € y") return m

Figure 2.3: Experiment of the IND-CCAZ2 security for an ABE scheme.

2.3.4 Digital Signature

Digital signature is a useful cryptographic primitive allowing a user to authenticate
messages. In a signature, the signer of a message holds a secret signature key sk used
to compute a signature of a given message m, denoted o, along this manuscript. The
public verification key pk, as its name suggests, is public and used to authenticate the
message via the signature o,,. Since the verification of the signature relies on the public
key, the verification procedure is public. Moreover, in case where the public key is
certified to be associated to a specific user, say U, then the signature o, proves that U

authenticates m.
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Definition 14 (Digital Signature, Sig). A digital signature scheme is defined by the
tuple (KeyGen, Sign, Verif) where:

e KeyGen(1%) — (sk, pk) : Given the unary representation of the security parameter

A, outputs a key pair.

e Sign(sk, m) — o, : Given the secret signature key sk and a message m, outputs a

signature o,,.

o Verif(pk, o, m) — b: Given the public signature key pk, a message m and a signa-

ture o,,, outputs a bit b at one if the signature o,,, authenticates m, zero otherwise.

Correctness for Digital Signature. A digital signature scheme ensures correctness
if a message authenticated by a signer can be verified by a verifier having the valid public

verification key.

Definition 15 (e-correctness for Sig). A digital signature scheme II defined by the
tuple (KeyGen, Sign, Verif) is e-correct if for all security parameter A, every (sk, pk) +

KeyGen(1%), every message m and every signature o, < Sign(sk, m), we have:
Pr [Verif(pk,opm,m) =1 =1 —¢

Note that the above correctness definition of digital signature is a generalisation in
the sense that e can be set as close to zero as desired. Indeed, the signature algorithm
Sign produces a signature using the private signature key sk from which the public verifi-
cation key pk is derived. Hence, the signature algorithm is able to check the consistency
of the computed signature locally. If the computed signature is invalid, it suffices for
the signature algorithm to restart the signature generation algorithm again until the
signature verification succeeds. Assuming the probability €; be the probability that
the computed signature is invalid for a single iteration, then by iterating the signature
algorithm n times, the probability €, to obtain an invalid signature after n iterations
equals €, = €1 - ... - € = €] which tends to zero. Therefore, given a carefully chosen n,

the probability to obtain an invalid signature € in the definition can be set as €.

Security of Digital Signature. The security of a digital signature scheme relies
on the hardness for an adversary to produce a signature authenticating a message m/’,
not signed by the user having the secret key sk. This security is formally known as
Ezistential-Unforgeability under Chosen-Message Attack (EUF-CMA) security and is
defined in the Figure

Expi?HF’})CMA()\) Oracle OSign(M, sk, m)
1: (sk,pk) < I1.KeyGen()\) 1: o, < ILSign(sk,m)
20 M0 2: add m in M
5. (m*,a*) - AOSign(M,sk‘,-)()\) 3: return o,

4: return m” ¢ M AILVerif(pk,m”™,6") =T

Figure 2.4: Security experiment for the EUF-CMA property.
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Definition 16 (Existential-Unforgeability under Chosen-Message Attack, EUF-CMA).
Let IT be a digital signature scheme. Then, II is said EUF-CMA if for every adversary
A we have:

AdVESE-CMA _ pr [ExpBUE-CMA (3 1] < negl(\)

2.3.5 Pseudo-Random Permutation

A pseudo-random permutation is a very intuitive and interesting tool in cryptography,
allowing one to randomly permute an arbitrary sequence of values v, ..., v,, producing

the permuted sequence vy(1), - -, Vp(n) for some permutation k.

Definition 17 (Pseudo-Random Permutation, PRP). A pseudo-random permutation
scheme is defined by the tuple (Gen, Perm, Inv) where:
e Gen(n) — k: Given the unary representation of the security parameter A, outputs
the permutation key k.
e Perm(k,my,...,my) = My, ..., Mimp): Given the permutation key & and n el-

ements myq,..., My, it outputs the same n elements in a permuted order, the
permutation being defined by the permutation key k.

e Inv(k, myy, .-, Mi(n)) = M1,...,my: Given the permutation key k and n ele-

ments in a permuted order, it outputs the same n elements in the initial order.

Security of Pseudo-Random Permutation. In contrast with other primitives, a
pseudo-random permutation does not require a game formalisation. Indeed, the argu-

ment is statistical: Given a value vy(;) from a permuted sequence vj(1), ..., Vk(n), the

1

-, even having access to the full permuted sequence.

probability to recover i is

2.3.6 Hash Function and Random Oracle Model

Hash functions are intensively used in cryptography, for instance to ensure integrity.
Mathematically, a hash function H is a function mapping an arbitrary-sized element
in {0,1}*, to a constant-sized element in {0,1}*. The value of H(m) for a message
m € {0,1}* is called the hash. Formally, a hash function is defined as follows:

H:{0,1}* — {0,1}!

m — H(m)

Due to the nature of the source ensemble, a hash function has collision i.e., there
always exist two distinct messages mg and my in {0,1}* where H(mg) = H(my). To
prove security, it is generally common to model hash functions in the so-called Random
Oracle Model (ROM) introduced in [BR93]. This model is an idealisation of the hash
function, taking the form of an oracle denoted RO, working as follows: This publicly-
available oracle accepts any request containing a message m. If it is the first time that m
has been seen, the oracle randomly chooses a value h from {0, 1}*, and internally stores
the couple (m,h) and returns h. In case where m has already been received during a

previous request, then the oracle retrieves the couple (m,h) from its internal storage
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and returns h. A direct remark is that given h < RO(m), we have the guarantee that

m cannot be learned, since h has been sampled at random from {0, 1}*.

2.4 Tools for Security Proofs

A security property modelled in the game-based model is represented as a game, in which
the adversary is asked to solve a given problem, most of the time consisting of breaking a
given property. A security proof in the game-based model starts from this security game,
denoted GY. In general, proving the security in G° is hard i.e., the claimed security is
not straightforward. The security proofs consist of applying a small modification in GY,
obtaining G!, and to prove that G® and G! are indistinguishable. We repeat the same
operation on G!, until reaching a game, say G”, where it is easy to prove the security.
This proof methodology is commonly called a sequence of games. The most difficult
part in realising a sequence of games is to prove that for every game G with i € [n], G*
is indistinguishable from the previous game G'~'. From the probability to distinguish
between to G*~! and the G?, it is possible to construct a so-called upper-bound on the
probability to distinguish between the initial game G° in which proving the security is
hard, and the last game G™ in which proving the security is easy. To obtain this upper-
bound on the probability to distinguish, a calculation method is used on the sequence of
games where probability to distinguish between each intermediate game is the same i.e.,
on a uniform sequence of games. In general, the sequence of games is not uniform, but is
composed of uniform sub-sequences of games. Assuming sequence of games G°,...,G"
for a constant n, whose value does not vary during the protocol execution, then the
probability for an adversary to distinguish between the first game G° and the game G”,

denoted by Advo gn, is defined as follows:

Adv3 %o gn = [Pr[A(1*, GO(1Y)) = 1] — Pr [A(1*,G"(1Y)) = 1]|

< Zn]Pr [A(1Y,GI(1%) = 1] — Pr[A(1},GI7L (1Y) = 1]

To obtain the probability to distinguish between a game G’ and the previous game
G'1, several approaches exist, being dependent on the transition we have applied in G*.
Based on [Sho04], we distinguish three types of transitions: Transition based on indis-
tinguishability, transition based on failure events and bridging transitions. In transition
based on indistinguishability, the view of the adversary differs from the previous game
G'~! and the game G?, but the adversary notices the difference only with a negligible
probability. Generally, this type of transition is based on the indistinguishability as-
sumption of some cryptographic primitive such as IND-CPA security. The transition
based on failure events consists to add a failure event in the game G*. When this hap-
pens, the adversary will be able to distinguish between the two games. This transition
is particularly useful with signatures: To prove the authenticity of a message, we add a
failure event in G’ aborting if a received signature is considered valid but has not been
produced by the challenger running G*. An adversary being able to forge a signature

would trivially distinguish between these two games. However, if the best probability
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for any adversary to forge a signature is negligible, then the probability to distinguish
between G*~! and G’ is negligible as well. This intuition is commonly known as the

Difference Lemma [PS00] and is formalised as follows:

Definition 18 (Difference Lemma [PS00]). Let A, B and F be three events associated
with the probabilities Pr [A],Pr[B] and Pr[F]. Assuming A A -F <= B A —F then
|Pr[A] — Pr[B]| < Pr[F].

The bridging transition is crucial during sequence of games to prepare the future
transitions, by integrating, removing or more generally modifying a game without mod-
ifying the view of the adversary. This last point is essential: In such transitions, the
probability for any polynomial-time adversary to win the game G*~! should equal the
probability to win the game G’, or more formally Pr [G'; ' (1*) — 1] = Pr [GY(1*) — 1].
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Federated learning is a machine learning paradigm where multiple data owners col-
laborate in solving a learning problem, under the coordination of a central orchestration
server [KMea21|. Each data owner’s raw data is stored locally and not exchanged or
transferred. The development of machine learning algorithms in federated learning set-
tings is a timely topic, which touches several communities: “ A longstanding goal pursued
by many research communities (including cryptography, databases, and machine learn-
ing) is to analyse and learn from data distributed among many owners without exposing
that data” [KMea21]. We tackle this goal by relying on cryptographic techniques to
develop a secure framework for learning on distributed data.

In particular, we focus on multi-armed bandits, a reinforcement learning model where
a learning agent needs to sequentially decide which “arm” to choose among several arms
(with unknown reward distributions) available in the environment. After each arm
selection, the environment responds with a stochastic reward drawn from the reward
distribution associated with the chosen arm. To maximise the cumulative reward, the
learning agent has to continuously face the so-called exploration-exploitation dilemma:
Based on values provided by the data owners referred later as the scores, it decides
whether to explore by choosing arms with more uncertain associated scores, or to ex-
ploit the information already acquired by choosing the arm with the seemingly largest
associated scores. The historical application of bandits was to discover the best drug
within a limited number of trials, the reward drawn from the environment being the

effect of the drug on the patient. Bandits have also practical applications such as Web

35
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recommender systems, where the arms are the recommended items and the rewards are
given by the user ratings. More specifically, we tackle the problem of secure cumula-
tive reward mazximisation in federated multi-armed bandits, a problem that has not been
extensively studied in the literature.

We describe the federated learning architecture we are considering, depicted in Fig-
ure [3.1] starting with the localisation of the data at the heart of the federated learning
model. In the federated multi-armed bandits, we assume that the data, distributed over
K data owners (DO, ...,DOk), takes the form of reward functions associated to K
bandit arms. The data and all related values are potentially sensitive, hence should not
be seen in clear by any participant other than its owner. As typically done in federated
learning, we assume that the learning algorithm is done by a server mentioned here as
the controller (C). The user (U) sends a budget N to the controller and, later, receives
the cumulative reward s. Moreover, we assume that the participants in Figure (data
owners, controller, and user) are honest-but-curious i.e., they correctly do the required
computations, but try to gain as much information as possible based on the data that
they see. In particular, we aim at minimising the data leakage to the controller e.g.,
the server cannot see rewards produced by each data owner. Additionally, an external
observer that has access to all messages exchanged between the aforementioned partic-

ipants should not be able to learn any input, output, or intermediate data.

Budget N

Controller C l‘ J User U

t Total cumulative
rewards s

4 Y

Data Owner DO, = T Data Owner DOg S

Figure 3.1: Instantiation of the federated learning paradigm for cumulative reward max-
imisation in multi-armed bandits.

To motivate our problem setting, we present an example based on federated learning
in recommendation systems [SS21l, [LSF20] applied on financial investment. Suppose a
user having a budget N (i.e., the total money to be invested). The user selects K actions
and lets the controller C decide which actions to select in order to optimise its income.
For example, a positive income would be a positive reward whereas a negative income
would not be rewarded. Ideally, the chosen arm should be unknown to the system, even
if the chosen arm is the most optimised one. The aforementioned investment system
example can be easily adapted to other classical federated learning applications where
security is of paramount importance e.g., commercial and medical domains [KMea21].

Our goal is to build a generic federated learning framework such that, given a bandit
algorithm Alg, we are able to plug Alg in our framework and obtain the same cumulative
reward as Alg, while guaranteeing data security. This interesting genericity property has
already been put forward in the literature by our initial publication [CLMS22]|, intro-
ducing the SAMBA framework focusing on the reward maximisation problem specifically

in the architecture we are considering in this work. Theoretically, any multi-armed
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bandits algorithm satisfying a precise definition is guaranteed to be plugged within the
SAMBA framework, enjoying all the claimed security properties without loss of correct-
ness. However, as we will show later, SAMBA suffers from correctness and security issues,
allowing for instance the federation server to learn the scores of the data owners. Badly,
SAMBA is currently the most recent and state-of-the-art protocol for secure federated
multi-armed bandits. Furthermore, to the best of our knowledge, no security definition
has yet been suggested for secure federated multi-armed bandits. Such a definition is

necessary in order to be able to compare existing protocols.

Summary of Contributions

Our contribution starts with the introduction of the formal security definition of a
secure federated multi-armed bandits in the computational model following the real-
ideal paradigm. Equipped of our security definition, we propose two secure federated
multi-armed bandits protocols TANGO and SALSA, following two distinct philosophies.

Our first secure federated multi-armed bandits protocol TANGO aims to fix the cor-
rectness and security issues of SAMBA, with the ambition to remain close to the SAMBA
framework. In a nutshell, our fix consists of replacing a flawed mask technique being at
the heart of the security of SAMBA, with fully homomorphic encryption. Briefly, this
approach allows us to delegate the best arm identification task to a server called the
proxy, over encrypted scores, instead of a second server, solving at the same time the
correctness and the security issues found in SAMBA. Hence, thanks to our fix, TANGO
enjoys the following properties: Genericity, correctness and security. In addition, we
have identified an easy-to-achieve and interesting property that we refer in this work as
the resistance against failures property, which allows a protocol to return (almost) the
same total cumulative rewards, even in a scenario where a data owner fails and leaves
the protocol before the end. Despite all these interesting properties, TANGO suffers
from a high latency due to the homomorphic computations, making it less valuable for
applications whose arm selection is expected to be fast.

Our second secure federated multi-armed bandits protocol SALSA drastically moves
away from the blueprint of SAMBA and TANGO. Indeed, whereas SAMBA and TANGO rely
on cryptographic primitives such as encryption, SALSA bases its correctness and security
on the secure two-party computations, in which two servers evaluate an arbitrary circuit
on private input without learning any information on the input. Briefly, each input is
split into two shares, one for each server involved in the computations. Given a share
of every input, the two servers are able to evaluate the circuit directly on the shares.
The evaluation on the shares results into new shares which once combined, provide the
desired output. Compared to homomorphic encryption, computation over shares offers
high-performance. Interestingly, in SALSA a data owner does not have to setup any key.

In contrast with SAMBA, we have chosen to design TANGO and SALSA to deal with
discrete multi-armed bandits. Indeed, the scores in multi-armed bandits algorithms are
traditionally represented as floating-point values. Discretizing a problem is an already
studied and approved solution to make it easier to solve using standard techniques, for in-
stance applied on discrete deep neural network inference [BMMP18, [BGGJT9, [SFB™23|
TTS"24]. Both protocols TANGO and SALSA ensure the same properties mentioned ear-
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Participant
Data DO; | DO,x; | User (U) | Controller (C)

Total cumulative rewards s X
Cumulative rewards s; for DO;
Number of pulls n; for DO;

Score of DO; at time t

Pulled arm index M at time step t

X x| x| <

Figure 3.2: Security properties that we aim to respect. By X, we mean that the
participant can see in clear the concerned piece of data, whereas an empty case means
the opposite. The * means that the DO; only knows the pulled arm index M if and
only if it is pulled at time step t.

lier, namely genericity, correctness, security and resistance against failures. We describe

how TANGO and SALSA achieve all these properties.

Genericity. The genericity property enjoyed by TANGO and SALSA allows any dis-
crete bandit algorithm that satisfies the two following properties to be plugged: (1)
Computing the score of an arm does not depend on the other arms, and (2) selecting
the arm to be pulled is performed using an arg max function. We stress that these two
properties, and more particularly the second one actually, reject multi-armed bandits
algorithms initially supported by SAMBA. This choice is motivated by our security def-
inition being designed specifically for arg max-based multi-armed bandits. In practice,
other multi-armed bandits might be plugged both in TANGO and SALSA but would re-
quire a dedicated or a more generalised security definition that goes beyond this initial
contribution. In the literature, three multi-armed bandits meet these conditions, namely

UCB, Thompson Sampling and e-greedy.

Correctness. The correctness property offered by TANGO and SALSA ensures that
the returned total cumulative rewards of a multi-armed bandits algorithm plugged in
TANGO is the same as the total cumulative rewards returned by the standalone execution
of the discrete multi-armed bandits algorithm. In TANGO, correctness is achieved via
homomorphic encryption, allowing to operate directly over the encrypted data. Once
decrypted, the obtained result equals the desired output with very high probability. In
SALSA, the computations are no more performed on the encrypted data whose compu-
tation incurs a large execution time overhead. Rather, computations are performed di-
rectly over the so-called shares using secure two-party computation techniques [DSZ15],

offering correctness and high-performance.

Security. The presented protocols are strengthened by a formal security analysis in
the computational model, whose security properties are summarised in Figure In
details, for each time step, the score of each data owner remains hidden, a crucial
property since a score can be deterministic (for instance with the e-greedy algorithm)
following a small and non-uniform distribution. In addition, the pulled arm index M
should not be identified both by the controller but also by other data owners (different
of the one that has been pulled). In other words, only the pulled data owner knows

that it has been chosen, otherwise has one chance over K — 1 to identify the pulled data
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owner. Similarly, the cumulative rewards s; as well as the number of pulls n; for a data
owner DO; should remain private and unknown to all other parties. In contrast, the
total cumulative rewards s calculated as the sum of all cumulative rewards s;, should
be unknown to all parties except to the user U expecting the total cumulative rewards

at the end of the protocol execution.

Resistance Against Failures. By the nature of federated learning, a data owner is
sensitive to failure and hence to be disconnected from the protocol before the end of
its execution. Badly, due to the considered federated learning architecture and data
distribution, a data owner leaving a running protocol execution directly impacts the
total cumulative rewards returned to the user U. Surprisingly, this interesting property
has never been studied in the context of federated multi-armed bandits. To motivate
our interest to tackle this issue, we introduce the following example with three data
owners having the following cumulative rewards s1, s and ss respectively set at 4, 6
and 10. Suppose that the third data owner has left the protocol before the end of the
protocol. The worst case for the user consists of receiving a total cumulative rewards s
equal to s; + so which equals 10, half of the expected total cumulative rewards of 20 in
our example, due to the data owner DO3 being offline and hence not able to share its
cumulative rewards s3. Thanks to the design of TANGO or SALSA, we are able to handle
this case and still to return the exact total cumulative rewards 20. We stress that this
case in the most desirable. As we will see later, the mechanism we have put in place
to solve this issue consists of regularly and privately updating a register maintained
by the federation server. We do not want to oversell our reward saving mechanism:
There is a case where a reward is definitively lost, if a chosen data owner DO; lefts the
protocol before registering its cumulative rewards s;. This edge case is impossible to
avoid since in our setting DO; is the only one party allowed to obtain a reward based
on its reward probability u;. That is, using this reward saving mechanism, the returned
total cumulative rewards s equals Zfil s; — h where h is the number of data owners
having left the protocol without updating the register. This lost of reward h is independent
of every cumulative rewards s; which constitutes a substantial improvement compared
to the lost of every cumulative rewards s;. TANGO and SALSA support dynamic joins
as well. Indeed, in both protocols we do not leverage on any commonly-shared secret
which stands in contrast with SAMBA for which a shared secret-key is required to join

the protocol execution, as we will see in a moment.

Overall Description of TANGO. A secure federated multi-armed bandits protocol
is divided into two distinct parts: The arm selection and the total cumulative rewards
sending. As its name suggests, the arm selection, replayed as many times as the budget
provided by the user, consists of identifying the next arm being pulled. In this phase,
every data owner inputs the arm selection protocol with a score, the arm selection
protocol being played between all the data owners and the controller C, and expects as
a response a selection bit. At time step ¢t € [N], the selection bit received by the data
owner DQO; is denoted as b; ;. The constraint is that only one selection bit is supposed
to equal one in order to model the fact that a single arm can be chosen at each time

step. In TANGO, this arm selection protocol relies on the controller C which is splitted



CHAPTER 3. SECURE FEDERATED MULTI-ARMED BANDITS 40

into two nodes, namely a proxy node P and a reflector node R. Briefly, the proxy node
‘P, observing only encrypted messages, receives K scores along K encrypted secret-
keys, K being the number of data owners. The proxy node P performs a homomorphic
comparison on the K encrypted scores resulting into the encryption of the best arm
index M used to construct K encrypted selection bits. These K encrypted selection
bits and these K encrypted secret-keys are later shared with the reflector node R able
to decrypt each of these ciphertexts. The only goal of the reflector node R, as its name
suggests, is to decrypt the obtained selection bits and to re-encrypt them again, with the
appropriate received and decrypted secret-key. All these selection bits, encrypted using
the provided secret-key, are sent back to the proxy node P before being shared with
the appropriate data owner. The interesting point is that none of these two nodes are
able to identify either the bandit arm scores or the pulled arm at some time, identified
by the single positive selection bit. This is achieved for the proxy node P thanks to
the indistinguishability of the used FHE scheme, but also against the reflector node R
thanks to a permutation, randomly chosen and applied by the proxy node P, permuting
the encrypted selection bits and on the encrypted secret-keys. In a sense, these two
nodes are preventing each other to learn any information while performing the desired
arm selection functionality.

At the end of the protocol execution, when all the budget has been spent, the total
cumulative rewards sending is executed. This phase is designed to securely send the total
cumulative rewards s corresponding to the sum of all the cumulative rewards s; locally
stored by each data owner to the final user /. Since the correctness and security issues
of SaMBA [CLMS22] does not affect this phase, we have decided to not modify the total
cumulative rewards sending phase, relying on additively homomorphic encryption such
as the Paillier cryptosystem [Pai99]. Hence, the total cumulative rewards s is obtained
by summing up the cumulative rewards s; from each data owner directly in the encrypted
domain. Hence, neither the data owners nor the server nodes can see in clear the total
cumulative rewards: Only the user U that invested a budget for computing the total

cumulative rewards is able to decrypt it.

Overall Description of SALSA. In contrast with TANGO, SALSA does not rely on
cryptographic primitives such as (homomorphic) encryption but on secure two-party
computations. In the vein of the ABY framework [DSZ15|, [PSSY21], every computations
in SALSA are performed over the so-called shares. In few words, in secure two-party
computations, two shares are derived from a private data, one share being insufficient to
recover the initial private data. Each of these shares are sent to a different computation
server. Then, both servers are executing an arbitrary circuit in a synchronised manner
to update their respective shares with respect to the executed circuit. As a result, each
server obtains a share which once combined, recovers the desired output of the executed
circuit on the initial private data.

In our setting, the computation servers correspond to the controller C being splitted
into two nodes Cy and C;. During the arm selection protocol, every data owner DO,
computes the two following shares denoted (v;+)? and (v;;)! of its score v; 4, the first
share being sent to Cyp and the second share to C;. Given the shares of every score, the

computation servers evaluate an arm selection algorithm which is essentially an arg max
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producing a best arm index M followed by K equality tests, one for each arm index 4
ranging from 1 to K. And since the equality test between the best arm index M and the
arm index 7 results into a bit 1 (i.e., M equals i) or a bit 0 (i.e., M not equals 7), this
circuit results into K bits that we refer as the selection bits. By construction, only the
bit of the chosen arm, by, equals one. Since every computation in SALSA is performed
on shares, the resulting selection bits are shared among the two servers Cy and C;, and
hence remain unknown from the computation servers, under the assumption that Cy and
C; do not collude. In particular, the first server Cy knows (b; ;)° for every data owner
DQO; whereas the second server C; knows (bi’t>1 for every data owner DQO;. The shares
of each b; ; is sent to the i-th data owner, which now has access to the two shares <bi7t>0
and (bi,t>1 and hence is able to reconstruct b; ;. We have used a similar efficient sharing
technique to perform the total cumulative rewards sending, which stands in contrast

with SAMBA and TANGO relying on additively homomorphic encryption.

Related Work

Our work takes position to the federated learning setting in which many parameters can
be adjusted, including for example the data distribution or the behaviour of the data
owners. We first precise our federated learning setting in which this work takes place.
Then, we compare our work with existing approaches developed by the cryptographic
community which can be used for the reward maximisation problem. Finally, we focus

on existing secure federated multi-armed bandits protocols.

Positioning in the Federated Learning Paradigm. Several parameters can be
adjusted in the federated learning setting. We position our work for each of these

parameters defined in the influential federated learning survey published in [KMea21]:

e Data distribution. Data is generated locally and remains decentralised. Each data
owner stores its own data and cannot read the data of the other data owners.
e Orchestration. A central orchestration server organises the learning, but never sees

raw data.

Moreover, among the main federated learning settings (cross-silo vs cross-device), our
framework pertains to the cross-silo federated learning setting [KMea21], whose typical

characteristics are:

e Distribution scale. There are rather few data owners, which can be different or-
ganisations e.g., stores, hospitals.

e Data owner failure. Each data owner is allowed to be offline at some point during
the protocol execution.

e Primary bottleneck. In general, it might be the computation and communication
costs. In our framework, both costs have the same asymptotic big-O complexity.

e Addressability. Each data owner has an id that allows the central orchestration
server to access it specifically.

e Statefulness. Fach data owner is stateful i.e., it maintains local variables through-

out the execution of the entire framework.
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e Data partition. The partition should be fixed. In our case, we assume feature-
partitioned (vertical) data i.e., each data owner has data pertaining to a single
bandit arm.

e Incentive mechanisms. There is the need for incentive mechanisms to ensure honest
participation of the data owners, since they may also be business competitors e.g.,
the local stores from our motivating example from the introduction. We assume
a monetary incentive derived from data customer’s budget.

As a federated learning threat model, we assume that all participants (data owners,
user and controller) are honest-but-curious, which means that they can inspect all re-
ceived messages but cannot tamper the data and computations needed for the learning
algorithm. We assume the classical formulation [Gol04] (Chapter 7.5, where honest-but-
curious is denoted semi-honest), in particular (i) each node is trusted: It correctly does
the required computations, it does not sniff the network and it does not collude with

other nodes, and (ii) an external observer has access to all exchanged messages.

Positioning w.r.t. Federated and Secure Bandits. Being an active research topic,
at the intersection of several communities, there are multiple interesting variants of the
cross-silo federated learning setting that we consider here. Most of them are still open
problems, in particular in settings of sequential decision making [KMea21], such as in the
multi-armed bandit model. The very few recent works that we are aware of are on the
related best arm identification problem. (i) A recent study focuses on federated learning
aspects such as the incentivization of data owners [SXXS21|, but without considering
the data security aspect. In their setting, all DOs share the same K arms where an arm 4
yields different rewards from a DO to another. The goal of each DO is selfish: They want
to collect as much reward as possible during a certain time horizon. They assume that
the server can observe the rewards from all DOs and use them to compute the arm with
the highest average reward over all DOs. (ii) Another study tackles the robustness with
respect to Byzantine adversaries in federated best arm identification [MHP21]. In their
setting, each DO has access to a subset of the K arms and to ensure robustness, their
method implies that each subset of arms is sampled by multiple DOs. In contrast, in our
proposed framework TANGO, the data of a DO is locally stored and never exchanged,
hence it is hidden from all the other participants. Furthermore, a main characteristic is
that TANGO does not affect the arm selection strategy compared to the standard (non
federated, non secure) discretized bandit algorithm.

Federated multi-armed bandits is an emerging topic, with few recent works that con-
sider the federated learning paradigm for sequential decision making problems, where
data is observed in response to interactions with an unknown environment. At each
time step, the learner has only limited feedback about the arm that is pulled and
this makes the setting more challenging compared to the typical supervised learning
scenarios, where all training data is available from the beginning of the learning pro-
cess. The recent works tackling federated bandits, consider different models: Stan-
dard stochastic [SS21) [LSF20], bandits with graph structure [ZZLL21], and linear ban-
dits [DP20, [HWYS21]. For all these works, the main focus in on adapting bandit
algorithm to the federated setting, and some of them additionally rely on differential
privacy [DR14] to protect the data.
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In particular, the first works on cumulative reward maximisation in (private) feder-
ated multi-armed bandits [SS21], [LSF20, [ZZL.121] [SSY21] focus on the analysis of the
gain in sharing data coming from multiple DOs for obtaining better local (DO-specific)
and respectively global cumulative rewards (for all participants in the federated learning
process). The typical assumption is that all DOs have access to the same subset of arms,
which corresponds to an horizontal data partition. Another typical assumption from all
these works is that the DOs exchange information about the rewards they observe and
about the indices of their selected arms with their neighbours [LSE20, [ZZLL21], re-
spectively with the central orchestration server [SS21| [ZZLI.21]. Before sharing these
pieces of information, as done in [RBCS23|, DOs apply differential privacy mechanisms
to inject noise in their local data to keep it private from the other participants. For
the next time steps, the bandit algorithm will continue to select arms based on the
differentially-private information that is transmitted between participants.

A differentially-private bandit algorithm takes roughly the same computation time
as the standard algorithm, but because of the noise that is injected in the data to
ensure differential privacy, the arm selection strategy is altered. Thus, the modified
selection strategy leads to a different output and a reduced performance (increased
regret) compared to that of the standard discretized bandit algorithm. Even more,
the injected noise has to be carefully computed to ensure differential privacy while
limiting the regret. In our cryptographic-based approach, the security is independent of
the used multi-armed bandits algorithm. Although we share the common goal of data
protection in federated bandits, the use of different techniques (differential privacy in
the related works vs cryptography in our work) leads to complementary systems, whose
different architecture and trade-offs are not comparable. In addition, in contrast with all
previous federated multi-armed bandit frameworks for cumulative reward maximisation,
we focus on a vertical data partition and our secure framework guarantees that local
data maintained by each DO is hidden from the other participants.

There exist only a few cryptography-based secure protocols for bandits, in set-
tings where all data is outsourced to the honest-but-curious cloud [CLLS20, [CLLST9.
CLMS22|. The protocols of [CLLS19, [CLLS20] also counsider the problem of secure cu-
mulative reward maximisation for standard stochastic bandits, but in a considerably
different architecture. The protocol of [CLLS19| considers a single data owner holding
all the arms. In a nutshell, the protocol of [CLLS20] supposes a cloud divided into
K +1 parties: K arm nodes, each arm node denoted R; having access to its own reward
probability u; in clear, provided by the data owner; but also an orchestration node. The
arm selection protocol proceeds using a ring communication round: Each arm node is
inputted from another randomly chosen arm node with the current best arm index M
and its score Bys. It inputs the next arm node either with the couple (¢, B;) when B; is
higher than B,,, or it simply forwards the couple (M, Bjs) to the next arm node oth-
erwise. The last arm node in the chain only forwards the index M to the orchestration
node, which responds to each arm node with the appropriate selection bit. The order
of the arm nodes in the chain is randomly chosen by the orchestration server and is
changed at each round. We note major differences between [CLLS20] and our protocol
TANGO. First, the data distribution assumptions are different: They assume that all

data is outsourced to the cloud, whereas TANGO focuses on a federated learning setting



CHAPTER 3. SECURE FEDERATED MULTI-ARMED BANDITS 44

( \ e R
Co(m) Ci(k)
(1)SKE.Enc(k, av1) (2)SKE.Enc(k, avr(k)) | QUr(1) -+ QUx(k)
DOy (k,a,v1) oo\ - o v
(4)SKE.Enc(k,b1) | /| (3)SKE.Enc(k, br(x)) || argin'dx |
k: Shared secret-key NV
a: Shared mask : *X : (M)
m: Permutation . P :
(1)SKE.Enc(k, avk) 7N\ (2)SKE.Enc(k, avn(1)) br(ry « m(1) =
DO (k ) / \\ (1)
K\ QUK ) fae oo L/ |------——-——-—-=-—----- o .
(4)SKE.Enc(k, bx) (B)SKEEnc(k,br(1) | b p0)  n(K)
- . )

Figure 3.3: Overview of SAMBA for arg max-based multi-armed bandits.

where data is stored locally by each owner and never exchanged. In addition, due to
the federated learning setting, communication between the data owners (corresponding
to the arm nodes in [CLLS20] but being now independent of the cloud) are no more al-
lowed. Consequently, the respective distributed architectures are intrinsically different.
Second, their protocol is catered for securing the UCB algorithm, whereas TANGO is
a generic framework where multiple bandit algorithms can be plugged in. Among the
algorithms supported in TANGO, we have UCB and similar argmax-based algorithms.
Last but not least, the protocol of [CLLS20] as well as the work of SAMBA [CLMS22|
may not return the exact output compared to traditional UCB algorithm, whereas our

construction does. We elaborate on this correctness issue below.

Positioning w.r.t. SAMBA. Introduced in [CLMS22| and depicted in Figure
SAMBA is the closest work to our protocol TANGO. Indeed, TANGO aims to fix and
improve SAMBA in several points, which explains the proximity between these two pro-
tocols. Briefly, SAMBA combines two-party computation and (additively only) homo-
morphic encryption, following the same cross-silo data partition. SAMBA solves the best
arm identification for federated multi-armed bandits by using two nodes for the server
(as done in this work), that we denote simply as Cyp and C;. The arm selection protocol
starts with every data owner DO; having its score v;. To hide its score v; to the system,
SAMBA assumes the existence of shared mask denoted o known by every data owners
and different at each time step. This mask « is multiplied with the score v;, leading to
the value aw; referred later as the masked score. Once computed, every masked score
is encrypted under a secret-key encryption scheme SKE using a secret-key k, carefully
shared between all the data owners and the server C;. Observe that at each round, the
used mask is the same for all data owners thanks to a previously shared seed that we
omit for simplicity. The first node Cy receives an encrypted masked score from each data
owner, constructs a list of these ciphertexts (encrypting the masked score) and permutes
this list using a permutation, denoted 7 in Figure [3.3] The resulting permuted list of
ciphertexts is then shared with the second node C; having the shared secret key (un-
known from Cp). After the decryption of each ciphertext, C; obtains a permuted list
of masked scores that are compared to identify the best arm. Let M be the index of
the best arm, and 7(M) be the permuted best arm index observed by C;. From 7(M),
Cy constructs a list of K selection bits by, ...,bx where only b5 equals one. These

selection bits are forwarded to the first node Cy which invert the permutation before to
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forward each selection bit to the appropriate data owner, having the shared decryption
key to recover the selection bit.

We omit the other part of SAMBA since two problems arise here. In SAMBA, the
(multiplicative) mask is used in the spirit of the one-time pad to prevent C; to recover
the real value of the scores. However, recall that the mask is the same for every data
owners and hence corresponds to a K-time pad, insecure by definition. Indeed, C; can

v1

easily derive - by evaluating

avy
avg *

For this reason, SAMBA does not provide secrecy
of the scores thus does not provide secrecy of both the number of pulls n; and the
cumulative rewards s;. In addition, due to the multiplicative property of the mask, a
score at zero is always revealed, since the mask as once chance over the large mask space
to equal zero.

The second issue in SAMBA occurs when at least two scores v; and v; are equal
in the list of scores. For the sake of clarity, we exemplify this issue with three data
owners having respectively the reward probabilities p; = 0.75, us = 0.25 and p3 = 0.1.
Suppose that we have chosen the e-greedy algorithm, leading at the first time step t = 1
to this list of the scores v = [v; = 1,v2 = 1,v3 = 0]. Following the standard e-greedy
definition in its exploitation stage selecting an arm based on the arg max function, the
chosen arm should be the first one. However, recall that in SAMBA, Cy permutes the
list of scores, so suppose the permuted list 7(v) = [vg = 1,v3 = 0,v; = 1]. In this case,
the arg max evaluation results into the second arm instead of the first arm v;. That
is, instead of sampling a reward from the Bernoulli distribution parameterised by the
reward probability uq = 0.75, the reward distribution is parameterised by the reward
probability pe = 0.25. In the general case, this invalid arm selection does not result in a
significant reward difference, but it is sufficient to invalid the claim stating that SAMBA
returns the exact same reward compared to the standard e-greedy. We stress that this
correctness issue also happens in [CLLS20] again due to a random permutation defining
the chain of data owners in the ring. In addition to these two issues, due the shared seed
and shared secret key, a data owner trying to join the protocol needs first to obtain these
shared values. This stands in contrast with our protocols TANGO and SALSA, which at
the cost of a reduced set of three supported algorithms (instead of five for SAMBA), we
provide at the same time correctness with respect to a discretized multi-armed bandits
algorithm, privacy-preserving with respect to the score, but also supports the dynamic

join and failure of a data owner during the protocol execution.

Positioning w.r.t. Homomorphic Encryption. Theoretically, our reward maximi-
sation problem itself related to the best arm identification problem, could be solved by
a single-server running all the best arm identification algorithm homomorphically. Ho-
momorphic encryption allows a natural and non-interactive class of protocols in which
each data owner sends an encrypted score to the server to perform the computation. In
contrast to multi-party computations, homomorphic encryption needs encryption and
decryption keys which have to be correctly managed to prevent data leakage. The initial
definition of homomorphic encryption as suggested by Gentry [Gen09] is referred here
as a single-key fully homomorphic encryption, perfectly fitting the client-server setting
where the client wants to delegate the computation of a function f over a private data

z to an honest-but-curious and powerful server. However, our federated learning setting
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supposes several clients i.e., the K data owners, and it is not desirable to assume a
shared secret decryption key between all the data owners, as supposed in the SAMBA
framework. Homomorphic encryption for multiple clients precisely solves this issue and
is an active research area [CDKS19| I(CCS19| [Par21] [KMS22, [AKO24]. Based on the work
of Kwak et al. [KLSW24], we distinguish two paradigms for multi-clients homomorphic
encryption, namely Multi-Parties Homomorphic Encryption (MPHE) and Multi-Key
Homomorphic Encryption (MKHE). The difference between these two paradigms oc-
curs at the key generation for the different parties: In MPHE, a key generation protocol
is executed between all clients resulting for the i-th client to obtain the secret key sk;
and a joint public key pk while in MKHE each client generates its own key pair (sk;, pk;)
independently of the other clients. In both paradigms, the decryption of a ciphertext
requires all the decryption keys [KLSW24| which requires the collaboration of all the
data owners to decrypt the result. Since we have assumed the potential failure of a data
owner, a secret-key sk; may be missing, making the resulting ciphertext undecipherable
for the other data owners. In addition, multi-clients homomorphic encryption leads to a
reduced performance compared to the single-key homomorphic encryption. For instance,
the NAND gate evaluation using single-key variant of TFHE [CGGI19| takes approxi-
mately 8 milliseconds, while the multi-clients variant [KMS22] takes approximately 270
milliseconds for four parties. Our first protocol TANGO, fixing the SAMBA protocol us-
ing fully homomorphic encryption, only requires a single-key homomorphic encryption
scheme by splitting the controller C (i.e., the federation server) into two non-colluding
federation servers called respectively the proxy node P and the reflector node R. This
approach allows TANGO to rely on more efficient fully homomorphic encryption schemes

and to avoid a complex decryption procedure.

Positioning w.r.t. Secure Multi-Party Computations. Identifying the best arm
can be transposed to the so-called Millionaire problem, introduced by Yao [Yao82]:
In its original two-party definition, the problem consists for two millionaires to define
which of the two millionaires is the richest one, without revealing the value of their
respective fortunes. Stated as above, this problem does not directly fit our needs since
we are solving the best arm identification for at least three data owners. Indeed, in
case when K equals two, a data owner can easily infer private data on the other data
owner. For instance, a data owner being pulled, let’s say 4 times with a budget N of
6, infer the number of times the other arm has been pulled by subtracting N with its
local number of pulls, resulting to 2. While the Yao protocol [Yao82] considers of two
millionaires, we are addressing the more general case with K higher than two bandits.
Recently, Tassa and Yanai [TY24] has introduced a cryptographic solution to address
the millionaire problem for an arbitrary number of millionaires based on Arithmetic
Black-Box (ABB) modelled as an ideal functionality, able to evaluate any n-fan gates
while being privacy-preserving. At this point it becomes essential to understand the
meaning of the comparison. When applied on two values, let say v and v, the two-fan
gate comparison denoted u < v is expected to return a bit at 1 if v is higher or equal
than u, 0 otherwise. A problem occurs when generalising the comparison operator to
n values, particularly in cases where two or more values are equal. Indeed, following

the definition of [T'Y24], a comparison between n values results for the i-th millionaire
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to obtain a bit b; at 1 if the i-th millionaire is the highest fortune. In other words,
by denoting the fortune of the n millionaires by vy, ...,v, and vy; being the highest
fortune, a multi-millionaires protocol responds positively for every millionaire ¢ when
v; equals vys. Unfortunately, by definition, the equality case results for two or more
millionaires to obtain a bit at 1. This behaviour is absolutely not desired in our case
because of a user can spent only one coin to a bandit at a time. During a multi-armed
bandits algorithm execution, especially at the beginning, two or more bandits have a
non-negligible probability to obtain the same score. This is particularly true for the
e-greedy algorithm whose score i.e., the performance of the arm, is computed using the
empirical mean defined as v; = fTL where s; corresponds to the cumulative rewards and
the n; is the number of times the arm has been pulled (note that both s; and n; lives
in N and s; < n;). In this setting when n; equals 1, the score of each arm is either
0 or 1. In a scenario with at least three bandits, we have necessarily a collision, and
the multi-millionaires protocol fails in case where all scores v; equal 0. Because of this
restriction to select exactly one bandit at a time, protocols solving the multi-millionaires
problem are not directly suitable for multi-armed bandits.

In the same spirit of [TY24], Demmler, Schneider and Zohner have introduced the
ABY framework [DSZ15], later improved in [PSSY21|, supporting a large variety of
computations, able for instance to solve the multi-millionaires problem. Because of its
versatility, the ABY framework represents a great candidate to solve the secure federated
multi-armed bandits problem. Since the secure federated multi-armed bandits has been
focused by only few papers in the literature, to the best of our knowledge, currently no
work has put forward a secure federated multi-armed bandits protocol based on secure
multi-party computation. This is exactly the motivation of our second protocol SALSA,
relying intensively on secure two-party computations, and more precisely on (a part of)
the ABY framework.

Chapter Organisation

In Section we introduce the basic notions on bandit algorithms. In Section [3.2]
we introduce a formal security model, clearly defining the expected security of a secure
federated multi-armed bandits. In Section [3:3] we present our first protocol TANGO,
prove its correctness with respect to the discretized multi-armed bandits, its security
but also an empirical study of TANGO. Finally, in Section [3:4] we present our second

protocol SALSA, including a correctness, security and empirical performance analysis.

3.1 Multi-Armed Bandits Algorithms

The historical motivation [Tho33| behind the multi-armed bandit model concerns the
adaptive design of clinical trials. For a given disease, a doctor can choose among K drugs
with probability of success p1, ..., g unknown at the beginning of the clinical trial. At
each time step t, the doctor chooses a drug i € [K] for a patient. If the drug i heals the
patient, we say that drug generates a reward 1; otherwise, we say that the reward is 0.
The K bandit arms model the effectiveness of the K treatments available in the clinical

trial. The assumption is that the rewards observed from each arm ¢ are independent
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samples drawn from a Bernoulli distribution associated to arm . Maximising the sum
of observed rewards means maximising the number of healed patients from the clinical
trial. The design of efficient multi-armed bandit strategies is a dynamic research topic,
also motivated by good empirical performance in a wide range of modern applications,
from Web advertisement and recommender systems [LCLS10] to game playing [KS06].
In this chapter, we consider the typical setting of stochastic multi-armed bandits with

Bernoulli rewards. Next, we introduce the notation related to bandit algorithms.

Notations for Multi-Armed Bandits. A bandit algorithm takes as input the bud-
get N and the number of arms K, and gives as output the sum of observed rewards
for all arms. The unknown environment of the bandit algorithm consists of K dis-
tributions associated to the K arms. We consider Bernoulli distributions with expected
values i1, ..., kg unknown to the learning agent. The agent has access to a reward
function pull(-) that can be called N times. For a chosen arm 4, a call to the func-
tion pull(i) randomly returns 0 or 1 according to the associated Bernoulli distribution,
i.e., the probability of returning 1 is p; and the probability of returning 0 is 1-p;.
The agent sequentially selects the N arms to be pulled with the goal of maximising
the sum of rewards. We illustrate TANGO using a selection of three textbook algo-
rithms [SBI8, [KPT4, [RVK™18|, which represent a variety of strategies. To minimise
redundancy when presenting the aforementioned collection of algorithms, we present
what is common to all of them in Figure In particular, each bandit algorithm needs
to store, for each arm ¢ € [K], two variables s; (sum of rewards) and n; (number of
pulls), based on which it can compute [i; = 2—7 (empirical mean). Each bandit algorithm
has its own strategy for choosing M for each time t, that we present in Figure [3.5] We
stress that at each time ¢ only one arm is pulled, thus only the corresponding variables
sy and nps will be updated, while the sum of rewards and the number of pulls for all
other arms are not affected. To simplify notation, we drop the index indicating the
time ¢ whenever the variables to be updated at time ¢ are obvious for the context. In
the sequel, by (arm) score of a bandit algorithm Alg we mean, depending on Alg the

argument of the argmax.

Generic Multi-Armed Bandits Model

To be suitable in our framework, a multi-armed bandits algorithm has first to fit a
federated setting, excluding existing multi-armed bandits algorithm that cannot be in-
stantiated in such a setting. To precisely define what we mean by “suitable in our
framework”, we have introduced a general multi-armed bandits model tailored for our
federated learning setting, featuring local arm scores and best arm selection properties.
Let us focus on the first property: While the basic Alg algorithm is executed by a sin-
gle party, the federated version states that each arm is represented by a distinct party,
namely a data owner DQ;, having only access to its internal state including the cumula-
tive rewards s; and the number of pulls n;, to produce a score. This observation excludes
directly every multi-armed bandits algorithm whose score computation is not exclusively
dependent of s; and n;, as done in the Reinforcement Comparison [SB18] algorithm. The

second property is focused on the arm selection once the score is computed, and is inher-
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/* Initialization: pull each arm once & initialise variables */
1: for i€ [K]
r < pull(i) /* Random reward for arm i */

s; <1 /* Sum of observed rewards for arm i */

LoV )

n; < 1 /* Number of pulls of arm i */

/* Ezploration-exploitation: pull one arm at each time step t */
5: forte [N]

6 : Choose M according to algorithm Alg
7 r < pull(M)

8: SM < Sm +T

9: nyv —nv+1

10: return s; + ...+ sk

Figure 3.4: Generic cumulative reward maximisation with bandit algorithm Alg.

ently dependent of our framework capabilities. In particular, our framework precisely
focuses on argmax-based multi-armed bandits algorithms. This is a necessary condition
to provide a complete and formal security analysis of our scheme. We stress that despite
these constraints, three multi-armed bandits algorithms fit our model, denoted MAB.
Note that an algorithm that can be instantiated in this generic model can be used in
our framework directly. Our generic model is composed of five suggestive algorithms
Init, ScoreArm, BestArm, SelectArm and PullArm, presented in Definition [I9] that we now

describe.

The Init algorithm, called only once at the beginning of the MAB execution, is used
to initiate the state of an arm composed of only two variables: The cumulative rewards
s; and the number of pulls n;. As depicted in Figure[3.4] between Line 1 and Line 4, each
arm is pulled once to construct a preliminary (yet limited) knowledge on the rewards
probabilities for all arms. Recall that the pulling of an arm is based on a hidden and
unknown reward probability p. In our model, we assume the existence of the pull
algorithm which given no parameter outputs a reward (zero or one) depending on the
unknown reward probability u. This pull algorithm is made available inside the Init
algorithm. The output of Init, namely the number of pulls n; is assumed to equal 1,
while the cumulative rewards s; may equal either zero or one depending on the unknown

reward probability u;, depending on the output of the pull algorithm.

The identification of the best arm is based on a score denoted v; with ¢ being the
index of the data owner DQO;. To fit our federated setting in which a data owner DO,
has only access to its cumulative rewards s; and its number of pulls n;, the score of a
candidate multi-armed bandits must be computable from s; and n;, and nothing else.
For this reason, we have introduced the ScoreArm algorithm expecting as an input for a
data owner DO; the number of the cumulative rewards s; and the number of pulls n;.
The current time step t is also inputted to include multi-armed bandits algorithm such
as UCB [SB18| whose score depends on the time step ¢.
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Since we are focusing argmax-based multi-armed bandits algorithms, we have intro-
duced the MAB.BestArm which given K scores outputs the index M of highest score.
While this algorithm can be omitted and replaced by the arg max function, as done
in our framework TANGO, the MAB.BestArm is necessary for the completeness of our
model. To fit in our framework, the index of the best arm M is not sufficient. Indeed,
in our framework, we expect each arm to receive a selection bit notifying if the arm has
been chosen. This transformation from best arm index M to a list of K selection bits
is performed by the SelectArm algorithm, expected as an input the best arm index M,
the current time step ¢, and outputting K selection bits by,...,bxk.

A chosen arm represented by a data owner DQO; has to pull a reward r, used to
update its cumulative rewards s; and its number of pulls n;. For this purpose our model
includes the PullArm algorithm used specifically to obtain a reward using pull algorithm,
to increment the number of pulls n; by one and, in the eventuality that the obtained

reward r equals one, to increment the cumulative rewards s; by one as well.

Definition 19 (Generic Multi-Armed Bandits ). A multi-armed bandits fits our generic

model if it can be instantiated using the following algorithms:

o MAB.Init() — (s4,n;): Given no parameter, this algorithm outputs n; the number

of times that the arm has been pulled along the cumulative rewards s;. Since each
arm is supposed to be pulled once at the beginning, we expect n; to equal 1.

o MAB.ScoreArm(s;,n;,t) = v;+: Given the cumulative rewards s;, the number of

pulls n; as well as the current time step ¢, it outputs the score v; ; of the arm 1.

e MAB.BestArm(vy,...,vx) — M: Given K scores v; for ¢ in [K], it outputs the
index M of the best arm. In other words, M equals arg max(vy,...,vk).

o MAB.SelectArm(M,t) — by,...,bx: Given the index M € [K] corresponding to

the best arm and current time step t € [IN], outputs n bits where every b; equals

0, except by; which equals 1, corresponding to the chosen bandit.
o MAB.PullArm(¢,b;, 8,145 i) — (85, n}): Given the current time ¢ € [N, a selec-

tion bit b;, the cumulative rewards s; and the number of pulls n;, outputs the

updated cumulative rewards and the updated number of pulls. We stress that
when b; equals 0, the both s, and n) equal respectively s; and n;. In the other case
where b; equals 1, n} equals n; +1 and s} equals s; +r; ¢+ for some value r; ; € {0,1}
randomly obtained depending on the (hidden and unknown) reward probability
w;. This reward probability pu; is considered most of the time unknown. Later,
this probability will be provided by the adversary hence it is interesting to model
this probability.

By construction, a multi-armed bandits algorithm fitting in our MAB model needs to
feature two properties. The first property, that we call the arm score locality property,
stating that the score v; for a data owner DO; can be computed only from the cumulative
rewards s; and the number of arms n;, as well as the current time step . It also suggests
that the arm selection should be performed only based on the highest score, called the
best score selection property. This second property is necessary since our framework is
specifically designed to select an arm based on the highest score. We show that three

multi-armed bandits algorithms are indeed instantiable in our generic MAB model and



CHAPTER 3. SECURE FEDERATED MULTI-ARMED BANDITS o1

’ Algorithm Alg \ Strategy for choosing the arm at time t ‘
return
e-greedy with fixed arg max;e g fli , with probability 1 — ¢ (exploit)
or decreasing ¢ a random arm, with probability (explore)
UCB return arg max;cpqy (4 + \/%(t))
for i € [K]
Thompson Sampling sample 6; ~ Beta(s; + 1,n; —s; + 1)

return arg max;cxj ¢

Figure 3.5: Instantiation of three cumulative reward maximisation algorithms. Recall
that for each arm ¢ € [K], n; is the number of pulls, s; is the sum of rewards, and
f1; = 2t is the empirical mean.

n;

hence in our framework, namely e-greedy, UCB and Thompson Sampling, explained
in [KP14] and depicted in Figure

Instantiable Algorithms. We first focus on the two UCB and Thompson Sam-
pling multi-armed bandits algorithms. In these two algorithms, the arm selection strat-
egy always consist of selecting the higher score using the arg max function. Hence, for
both of these algorithms and given the index M of the highest score, the MAB.SelectArm
algorithm is programmed to return K selection bits b1, ..., bx where by equals one. The

only difference between these two algorithms is the computation of the score v; ;. In
21In(t

UCRB, the score is computed as [i; + T) where [i; = % is the empirical mean of
the obtained rewards estimating the unknown reward probability p;. In contrast, the
Thompson Sampling algorithm computes its score by sampling a random value from
the («,3)-Beta distribution, where «a equals s; + 1 and where S equals n; — s; + 1.
Hence, only the MAB.ScoreArm algorithm differs in order to compute the appropriate
score according to the desired strategy to use.

The e-greedy algorithm requires more attention because of its dual arm selection
strategy. The score of each arm is computed as the empirical mean of the obtained
rewards fi; = :711’ estimating the unknown reward probability w;. During an exploit
phase, the arm selection intuitively selects the arm having the higher reward probability
w; and hence the highest estimation fi;. The exploration, in contrast, randomly choose
an arm, hence ignoring scores. The decision to either explore or exploit at each time
step ¢t € [N] is randomly chosen based on the probability e. The e probability has to
be carefully chosen. Indeed, in case where ¢ is fixed and small then the arm selection
strategy will exploit most of the time. Conversely, a fixed and high probability e will
lead to explore most of the time. An intermediate strategy used to set the probability
€ is to decrease the value of € over the time. To be instantiated in our MAB model,
we have to deal with this dual arm selection strategy, namely the exploitation and
the exploration strategies, with respect to the current probability €. Observe that this
probability is completely independent of the cumulative rewards s; and the number of
pulls n; and hence can be made public without loss of security. To instantiate e-greedy
in our model, we only have to modify the behaviour of the MAB.ScoreArm algorithm:

During the exploit, each arm computes and returns the empirical mean [i;, whereas
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during the exploration each data owner randomly chooses a score from an arbitrary but
fixed distribution, say in [K]. Indeed, since we are performing an arg max on the scores,

when the scores are random then the best arm is chosen at random as well.

Non-instantiable Algorithm. For the sake of illustration, we focus on the Rein-
forcement Comparison [SB18| algorithm that cannot be instantiated in our MAB model.
Briefly, this algorithm maintains a preference m;; for each arm ¢ € [K]. At time step ¢,
the probability to select arm ¢ is given by p; s = ﬁ Suppose that at time step ¢,
the arm 7 has been selected and generated a reward r;. Then, the preference for arm
is updated as m; 441 = m;i 4 + B5(ry — 71), where 7, is the reference reward that depends on
all arms. At the end of each time step ¢, 711 is updated as 7,1 = (1 — «)7; + ary. Both
« and B are learning rates between 0 and 1. To sum up, the probability of selecting an
arm i in Reinforcement Comparison depends on 7, which is obtained by averaging over
the observed rewards ry, ..., r:, which come from all K arms. Therefore, computing the

score of an arm does not respect the arm score locality property required by our model.

3.2 Security Model for Secure Federated Multi-Armed
Bandits

A Secure Federated Multi-Armed Bandits (SFMAB) protocol consists of K +2 parties: K
data owners where each data owner maintains its own cumulative rewards s; and number
of pulls n; as well as the reward function pull; (associated to the reward probability u;),
a user U providing the budget IV and expecting the total cumulative rewards s, and the
Controller C in charge of the arm selection.

The protocol starts with a setup stage in which every entity obtains its secret and
public keys, used later in the protocol. This setup phase is programmed as three distinct
and independent key generation algorithms, one for each involved party: A key gener-
ation algorithm denoted DOKeyGen for all the data owners, a key generation for the
controller denoted CKeyGen and a key generation algorithm for the user UKeyGen. We
sometimes refer to the key generation algorithms being executed by all the parties as the
setup phase. To authenticate the public keys, we assume a Public-Key Infrastructure
(PKI), where every public keys are implicitly stored.

Once the setup stage is executed, the arm selection protocol, called SelectArm, is
executed for each time step t € [N] where N is the budget between the K data owners
and the controller C. The SelectArm protocol starts with every data owner inputting its
score v;; obtained via the MAB.ScoreArm algorithm. The execution of the SelectArm
ends with every data owner having a selection bit. Observe that from a security point-
of-view, the fact that a single data owner (representing an arm) is selected at time step
t is considered yet not explicit, since this property is more related to the correctness
definition of a multi-armed. The uniqueness of the selected bandit is formally defined in
our generic multi-armed bandits model in Definition itself included in our security
definition. Let us denote the selection bit obtained from the data owner DO; at the
time step ¢ by b; ;. Independently of the value of b;;, the data owner DO, inputs the

MAB.PullArm algorithm, along the cumulative rewards s; and number of pulls n;. The
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output of the MAB.PullArm algorithm, consisting of the updated cumulative rewards s/
and number of pulls n}, is modified if and only if the provided selection bit b; ; equals
one. Remark that SelectArm is modelled as protocol to cover a large set of protocols.
Once all the budget has been spent, each data owner owns a cumulative rewards
s;. The last step of the SFMAB protocol execution consists of sending of the sum of
all cumulative rewards to the final user U, via the rewards sending protocol denoted
SendRewards. In this protocol, all data owners are involved, in addition to the final user
receiving the rewards, and the controller C. SendRewards is also modelled as a protocol

to cover a large set of secure federated multi-armed protocols.

Definition 20 (Secure Federated Multi-Armed Bandits, SFMAB). Let II be a secure
federated multi-armed bandits protocol defined by the triplet of polynomial-time algo-
rithm and protocols (DOKeyGen, CKeyGen, U{KeyGen, SelectArm, SendRewards) where:

e DOKeyGen(1*) — (sk;, pk;): Given the unary representation of the security pa-

rameter, outputs the secret key sk; and the public key pk, of the data owner
DO;.
e CKeyGen(1*) — (skc, pkc): Given the unary representation of the security param-

eter, outputs the secret key sk¢ and the public key pk. of the controller C.
o UKeyGen(1*) — (sky, pky): Given the unary representation of the security pa-

rameter, outputs the secret key sk and the public key pk;, of the user U.
e SelectArm(DO, (sk1, s1,n1,v1), ..., DOk (ski, Sk, nK,vi),C(ske)) = DO1(b1), ...,

DOk (bk): Given each data owner DO; having the secret key sk;, cumulative re-

wards s;, number of pulls n; and score v;, given the controller C having the secret
key skc, the SelectArm protocol ends with each DO; having the selection bit b;.
We stress that the returned selection bits should satisfy the two following con-
straints: First, by + - -+ + bx equals 1, meaning that there is exactly one selection
bit by; at one, every other selection bits being at zero. Second, we must have
bi,...,bx < MAB.SelectArm(MAB.BestArm(v1,...,vk),t) to ensure correctness
of the multi-armed bandits algorithm.

e SendRewards(DO1 (sk1,81), ..., DOk (ski,sk),C(ske),U(sky)) — U(s): Given ev-

ery DO, having the cumulative rewards s;, given the controller C having the secret

key skc and the user U having the secret key sk, the SendRewards protocol ends
with the user U having the total cumulative rewards s which equals s; + ... + sj,.

Observe that SelectArm and SendRewards obtain as an input some data computed
outside of the SFMAB specification. For instance the SelectArm protocol expects as an
input the score v; computed from the MAB.ScoreArm algorithm, as well as the cumulative
rewards s; and the number of pulls n; maintained by the data owner. This behavior is
desired since a SFMAB is only interesting when communications between the parties are

involved 1i.e., during the arm selection and the sending of the total cumulative rewards.

3.2.1 Correctness Definition

The correctness of a SFMAB scheme II consists of returning the same total cumula-
tive rewards s for the user U, with respect to a multi-armed bandits algorithm MAB,

assuming the same random coins for the arm selection and rewards. For clarity, we
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MAB-Rewards(MAB, N, K)

1: (s1,m1),..., (sK,nK) < MAB.Init(K)

for t € [N]
Vi € [K], vit < MAB.ScoreArm(s;, n;,t)
(b1,...,bx) < MAB.SelectArm(MAB.BestArm(vi,q, ..., Vk,t),t)
Vi € [K], si, ni < MAB.PullArm(t, b;, si,n;)

return s; + --- + sg

S s WN

SFMAB-Rewards(MAB, II, N, K, \)
10 Vi€ [K], (si,n:) + MAB.Init()
2: (ski,pky), ..., (skx, pky) < ILDOKeyGen(1")
(ske, pke), (sku, pky) < T1.CKeyGen/TL.UKeyGen (1)
for t € [N]
Vi € [K], vi,s < MAB.ScoreArm(t, si,n;) /* Local score evaluation */
I1.SelectArm(DO+ (sk1, 51,11, v1,t), ..., DOk (skk, sk, VK, VK ), C(ske))
DO (b1.t), oo, DO (bict)
7 Vi € [K], (si,n:) < MAB.PullArm(t, bi ¢, si,ni) /* Local arm pulling */
8 : II.SendRewards(DO: (sk1, $1), ..., DOk (skk, sk ),C(skec),U(sku)) — U(s)

9: return s

[ IS Y

Figure 3.6: Execution of the standard multi-armed bandits algorithm (above) and its
SFMAB version (below).

have depicted in Figure the execution of a standard multi-armed bandits algorithm

denoted MAB and its SFMAB version, both returning the total cumulative rewards s.

Definition 21 (p-correctness for SFMAB). Let K be the number of arms and N the
budget, and let ui,...,ux be the reward probabilities for all arms. Then, assuming a
multi-armed bandits algorithm denoted MAB, and its SFMAB version denoted II, then
IT is said p-correct for some probability p if for every security parameter A € N, the

following probability holds:

Pr [MAB-Rewards(MAB, N, K) = SFMAB-Rewards(MAB, II, N, K, \)] = p

3.2.2 Security Definition

As explained in the introduction of this chapter, we assume that all entities involved
in the SFMAB protocol are honest-but-curious, in the sense that every party acts as
expected, but tries to learn some information based on the received inputs. More im-
portantly, we consider that each party does not collude with other parties. If a SFMAB
requires to have a trusted setup (which is not the case with our construction) one may
consider an honest trusted setup authority, acting only to generate and distribute keys.
Since multi-armed bandits are mostly used in a setting where the server and the final
user are publicly identified, we assume the two followings hypotheses: First, there is a
Public-Key Infrastructure (PKI) authenticating public keys of the server and the final

user. Second, we assume authenticated and confidential channels between every party.
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Exp'?' (A, N, K)

1: pi,...,ux < AN, K)

2: Vi€ [K], (si,n:) < MAB.Init()
31 (ski,pky),..., (skx,pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen /U KeyGen (1)
4: forte [N]
5
6

Vi € [K], vi < MAB.ScoreArm(t, si, m;)
SelectArm(DO1 (sk1, s1,n1,V1,¢), ..., DOk (skk, Sk, VK, VK,t),C(ske))
— DO (b1,t), ..., DOk (bx 1)
7: Vi € [K], (si,ni) + MAB.PullArm(¢, b ¢, Si, 145 13)
8: SendRewards(DO1(sk1,51), ..., DOk (skk,sk),C(ske),U(sku)) — U(s)
9: return A(skc, pky, pke, pky, .., ki, View(C))

Explﬂf}]c (A, N, K) with a simulator § = (S, S1)

1: f,...,urx — ANV, K)

2: Vi€ [K],(si,ni) < MAB.Init()

31 (ski,pky), ..., (skx, pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen /U KeyGen (1)
4: forte [N]
5
6

(81, M1, 014), e (8K M, Vi) = So(t, K)
SelectArm (DO (sk1, 1,11, 01 1), ., DOk (skic, 8k, 0k, Vi), C(ske))
— DO1(b1,t)y ..., DOk (bK 1)
781, 8K — S1(K)
8: SendRewards(DO: (sk1,s}), ..., DOk (ski,sk),C(ske), U(sku))
= U(s) + ...+ 8%)
9: return A(skc, pky, pke, pky, ..., Pk i, View(C))

Figure 3.7: Security games for a real execution of the protocol and the simulation of the

protocol denoted respectively Expiealc and Exp'jealc for the corruption case of C.

Our second hypothesis remains practical since the server is publicly identified, allowing

one to establish secure and authenticated channel using, for instance, TLS [ResI8§].

Security Properties. Based on the aforementioned hypotheses, we present the ex-
pected security properties of a SFMAB scheme. In this work, we have chosen to follow
a simulation-based security formalism, in which an adversary is asked to distinguish
between two security games called respectively the real world and the ideal world: The
real world corresponds to a real execution of the protocol, whereas the ideal world cor-
responds to a protocol execution in which a simulator denoted S simulates parts of the
protocol, using limited information. This approach is more commonly known as the
real-ideal paradigm. In this work, our security definition is divided into three distinct
security experiments following the real-ideal paradigm, one for each party involved in
the protocol execution.

The simulation security for the controller C, following the real-ideal paradigm, con-
siders the real experiment RealC consisting of the real protocol execution, and the ideal
experiment ldealC consisting of the ideal protocol execution, both depicted in Figure
The real world modelled in the Expff‘eaID experiment starts by generating the arm states

as well as generating the key pair for every party in the protocol. Then, the arm selection
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protocol SelectArm is executed N times. Once the budget has been spent, the experi-
ment executes the rewards sending protocol SendRewards ending with the final user U
having the total cumulative rewards s. At the end of the experiment, the adversary is
inputted with the public key of every party, as well as the secret key of the controller C
along his view, denoted View(C). Note that the exact information contained in the view
of C depends on the concrete protocol and hence cannot be inferred for the moment.
The ideal world depicted in the Exp'f‘ealc experiment, in contrast to the RealC exper-
iment, is equipped of the simulator § = (Sg,S1). Compared to the real experiment,
the arm scores generation is omitted at each time step ¢ € [N], the real scores v;, for
i1 € [K] being replaced with values obtained by running our first simulator Sy, inputted
with the number of arms K and the current time step t. Indeed, the simulator Sy is

asked to output a list of tuples (s}, n,,v},) where s} is a random cumulative rewards,

n; is a random number of pulls and v}, is a random score. The design of our simu-
,

i
lator is motivated since it is asked to produce inputs for each data owner having only
access to the number of arms K and the current time step ¢t € [IN]. If the adversary
A, corrupting the controller C in this experiment, cannot distinguish between the real
world and the ideal world, then we can conclude that C learns nothing about the scores,
otherwise is able to distinguish by comparing the scores distribution. The selection bits
outputted by the data owners are honestly computed over the provided random scores,
trivially leading to a random arm selection. A protocol exposing the selection bits to
the adversary would trivially break the simulation by observing a different distribution
of the selected arm. Our second simulator &; taking place in our ideal world during
the sending of the rewards with the user U, is inputted with the number of arms K.
It outputs K random cumulative rewards s} that is inputted to the data owner DO;
instead of the real cumulative rewards s;. Again, if the adversary cannot distinguish,
then we expect that the adversary A corrupting C does not learn any information about

both each cumulative rewards but also the total cumulative rewards s.

Definition 22 (Simulation security against C). A SFMAB protocol II defined by the
tuple (DOKeyGen, CKeyGen, U{KeyGen, SelectArm, SendRewards) is said SimC-secure with
respect to the budget N and the number of arms K if for every security parameter A

and every adversary A, there exist a simulator S such that:

AV = [Pr [ExplEC(%, VLK) = 1] = Pr [Explf2 500, N ) = 1|

< negl(})

The simulation security for the user U follows the real-ideal paradigm with the ideal
experiment |ldealU and the real experiment RealU. Since the real experiment remains
unchanged compared to the previous definition, we omit the description. During the
arm selection protocol, namely SelectArm, the user U is not involved. However, it is
involved during the rewards sending protocol, namely SendRewards. At the end of the
protocol, U is expected to obtain the total cumulative rewards s computed as the sum
of the cumulative rewards s; for every ¢ € [K]. To complete a successful simulation, we
have to care about the honest execution of the multi-armed bandits algorithm. Indeed,

the random sampling of a total cumulative rewards s’ instead of the total cumulative
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rewards s necessarily modifies the view of the adversary, allowing it to distinguish. This
stands in contrast with the simulation for the controller C whose honest execution of
the multi-armed bandits algorithm is not mandatory. From a security standpoint, we
expect the user U not to learn any information on the score of an arm, on the cumulative
rewards s; of a given data owner DO;, but also on the selected arm, which can be inferred
via the selection bits.

Once again, our ideal experiment IdealU is equipped of the simulator S = (S, S1).
Our first simulator Sy is focused on the simulation of values inputted to the SelectArm
protocol. Our simulator is inputted with a very limited information, namely, the current
time step ¢ and the number of arms K. The output of Sy consists of K tuples of the
form (s;,nj,v;,) where s} is a random cumulative rewards, n; is a random number of
pulls and v; , is a random score. Note that the correctness of the multi-armed bandits
algorithms is ensured by the challenger running the experiment. The arm selection
protocol is inputted with completely random values, leading to a random arm selection.
Similarly to the IdealC experiment, if no adversary can distinguish between the arm
selection inputted with valid or random values, based on the U’s view, then it ensures
that U does not learn any information on the cumulative rewards, on the number of pulls
but also on the selected arm. The second simulator &7 is inputted only with the number
of arms and the total cumulative rewards s computed as the sum of the cumulative
rewards, as well as the number of arms K. The simulator S; is expected to return K
cumulative rewards s, whose sum equals the total cumulative rewards s. Clearly, if the
cumulative rewards s; can be replaced by random ones without affecting the view of U,

then we can conclude that every s; is not in the view of U.

Definition 23 (Simulation security against U). A SFMAB protocol II defined by the
tuple (DOKeyGen, CKeyGen, U KeyGen, SelectArm, SendRewards) is said SimU-secure with
respect to the budget N and the number of arms K if for every security parameter A

and every adversary A, there exist a simulator S such that:

AdvT = ‘Pr {Expifarllu(lkaN, K) — 1] - b [EXplvj?g}JH(lk’N’ K) = 1”

< negl()\)

The simulation security for a (single) data owner DQ; brings a different security.
Indeed, a data owner DO; has access to the cumulative rewards s;, the number of
pulls n; but also the selection bit b; ;+ at each time step. Hence, we have to ensure the
correctness of the arm selection at any time, otherwise is able to distinguish between a
correct execution of the multi-armed bandits and an altered one. To correctly do the
simulation, the security experiment starts with the adversary providing the corrupted
data owner index j. In contrast to all other security definitions, we input the simulator Sy
with the current time step ¢, the number of arms K but also two additional information:
The score v;; of the corrupted data owner DO; and a bit identifying if the best arm
index M, evaluated on the real scores, equals the corrupted data owner index j. In
other words, the simulator Sy knows if the corrupted data owner DO; owns the best
score or at least if it has to be chosen. Indeed, in case where the corrupted data owner

has to be chosen by the arm selection protocol, then the simulator Sy has to output
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ExpeeV (A, N, K)

1: pi,...,ux < AN,K) /* The reward probabilities are implicitly used.

2: Vi€ [K],(si,ni) < MAB.Init()

31 (ski,pky),..., (skx,pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen /U KeyGen (1)
4: forte [N]
5
6

Vi € [K], vi < MAB.ScoreArm(t, si, m;)
SelectArm(DO1 (sk1, s1,n1,V1,¢), ..., DOk (skk, Sk, VK, VK,t),C(ske))
— DO (b1,t), ..., DOk (bx 1)
7: Vi € [K], (si,ni) + MAB.PullArm(¢, b ¢, Si, 145 13)
8: SendRewards(DO1(sk1,51), ..., DOk (skk,sk),C(ske),U(sku)) — U(s)
9: return A(sky, pky, pkc, pky, .., Pk i, View(U))

Expﬂ?‘aglu (A, N, K) with a simulator § = (S, S1)
1: fi,...,prx — ANV, K)
2: Vi€ [K],(si,ni) < MAB.Init()
(sk1,pky), ..., (skx,pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen/UKeyGen (1)
for t € [N]
Vi € [K], vi;s < MAB.ScoreArm(t, s;, n;)
(s1, ’I’Lll,’l}’Lt), e (S5, M v}(,t) +— So(t, K)
SelectArm(DO1 (sk1, 81, n1, V1 45 1), -, DOk (skic, Sk, e, Vic o5 fixc ), C(ske))

M «+ argmax(vi,t, ..., VK,t)

© o N O ot~ W

(smymar) < MAB.PullArm(t, 1, sar, ar; piar)

100 S1,...,8% +— Si(s1+ ... + 51, K)

11: SendRewards(DO1(sk1, %), ..., DO (skx, sk ),C(ske),U(sku)) — U(s)
12 return A(skuy, pky, pke, pky, .., pk i, View(U))

Figure 3.8: Security games for a real execution of the protocol and the simulation of the

protocol denoted respectively ExpElealu and Exp'jeaIU against U.

a list of scores such that DO; receives a positive selection bit b;;. Otherwise, DO;
has to receive a negative selection bit. Note that in this case, the simulator Sy does
not have any information on the arm selection that has to be chosen. Hence, the arm
selection is inputted with random scores (for all the data owners except for the corrupted
one) leading to a random arm selection. We stress that the selection bits obtained by
uncorrupted data owners are ignored, only the M-th data owner is pulled thanks to the
challenger. Without having access to the real total cumulative rewards and individual
cumulative rewards s;, the second simulator S is asked to return the cumulative rewards
s} for every honest data owner (i.e., for all data owners except the corrupted data owner
denoted DO;).

Definition 24 (Simulation security against DO;). A SFMAB protocol II defined by
the tuple (DOKeyGen, CKeyGen, UKeyGen, SelectArm, SendRewards) is said to be SimDO-

secure with respect to the budget N and the number of arms K if for every security
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Expe®O (A, N, K)

1: p1,...,ux < A(N,K) /* The reward probabilities are implicitly used. */
2: Vi€ [K], (si,ni) < MAB.Init()

31 (ski,pky),..., (skx,pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen /U KeyGen (1)
41 j« A(pky, ke, pky, ..., pki)

5: forte[N]

6 Vi € [K], vi,s < MAB.ScoreArm(t, s;, n;)

7 SelectArm(DO1 (sk1, $1,n1,v1,¢), ..., DOk (skk, Sk, VK, VK,t),C(skc))

= DO (brt), ..., DOK (br.e)

8 : Vi € [K], (si,ni) <+ MAB.PullArm(t, b; ¢, si, 1)

9: SendRewards(DO1(sk1,51),..., DOk (skk,sk),C(ske),U(sku)) — U(s)
10: return A(sk;, View(DOj;))

Security game Exp[ﬂ?fngo (A, N, K) with a simulator S = (Sp, S1)

*

1: p1,...,pux < A(N,K) /* The reward probabilities are implicitly used. */
2: Vi€ [K],(si,ni) < MAB.Init()
(sk1,pky), ..., (ski,pky), (ske, pke), (sku, pky) < DOKeyGen/CKeyGen/UKeyGen (1)
J < A(pky; Pkp, pkp, Py, .. Pk )
for t € [N]

Vi € K], vi,s ¢ MAB.ScoreArm(t, s;, n;)

M «+ argmax(vi,t, ..., VK,t)

N O otk W

{(s5,m3,vi ) YierT.izs < Solt, K, M = j,vj.)
Vi€ [K] i # j; Viy < (si,mi,vi4)
10 : Vit < (85,m5,05,t)
11: SelectArm(DOy (sk1, Vi), .., DO, (skj, Vi), ... DO (skixc, Vie.,), Clske))
— DO1(b1t), ..., DO1(bjt), ..., DOk (bi )
12 : (sa,na) + MAB.PullArm(t, 1, sar, nar; poar)
13 : 5’1,...,5;,1,s;+1,..4,s'K + Si(K,j)
14: SendRewards(DO:(sk1,s}), ..., DO;(skj, 55), ..., DOk (ski, sk ), C(ske),U(sku))
S UL+ o+ 85+ o+ k)
15: return A(skj, View(DO;))

Figure 3.9: Security games for a real execution of the protocol and the simulation of the

protocol denoted respectively EprRL\eaIDO and ExpljeaIDO against an individual data owner.

parameter A and every adversary .4, there exist a simulator S such that:

AV = [Pr [BxpSSiPO (10, N, K) — 1] = Pr [ExplfB30 (1, N, K) = 1]|

< negl())

3.3 TANGO: A Secure Federated Bandits Protocol

We propose TANGO, our construction of SFMAB scheme relying on K + 3 parties. First,
we have K data owners in charge of maintaining their cumulative rewards s; and number

of pulls n;. We have also the user U, involved at the beginning to provide the budget N
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and at the end to obtain the total cumulative rewards s. Finally, we have the controller
C, that is splitted here into two distinct parties, namely the proxy node P and the
reflector node R. Before introducing our construction, since we are splitting C into two
distinct parties, some clarifications are needed about the security model we consider. As
already assumed during the security definition statement (see Section , we assume
that P and R are honest-but-curious. Another assumption we do, P and R should not
collude. We stress that this assumption is a standard and common hypothesis in multi-
party computations. For the sake of comprehension, let us first introduce an overview

of our construction, whose design follows the blueprint of SaAMBA [CLMS22].

Overview of TANGO. The best arm identification consists of computing the index of
the arm having the highest score. This is achieved in TANGO using the key mechanism
that we call the homomorphic best arm identification. In a nutshell, the best arm
identification is performed directly over encrypted approximate scores, in the encrypted
domain thanks to the fully homomorphic encryption (FHE) scheme. Note that the
scores inputting the arg max function follow the order of the data owner index, which
preserves the equality of the arg max when two or more scores are equal. Once the best
arm index has been obtained, say M, it is still encrypted under the FHE scheme and
hence unknown to the proxy node. Given this encrypted index M, the proxy node P
computes every selection bit b; for each data owner DO, by testing the equality function
between the current data owner index i and the best arm index M. As a result, the
proxy node P obtains K encrypted selection bits, where only the encrypted bit by
equals one (since only the M-th data owner the index M). These encrypted selection
bits, along with K secret-keys of a secret-key encryption (SKE) scheme encrypted under
a public-key encryption (PKE) scheme, received at each time step from every data owner,
are permuted thanks to a permutation p; generated by P at each time step t € [N].
These permuted encrypted selection bits and permuted encrypted secret-keys are shared
with the reflector node R, having the private decryption key for both the PKE and
FHE schemes. After the decryption of all the received ciphertexts, the reflector node
R obtains K permuted secret-keys and K permuted selection bits. It encrypts every
i-th selection bit with i-th received secret-key of the SKE scheme. The K resulting
ciphertexts, encrypting permuted selection bits, are sent back to the proxy node P which
inverts the permutation before forwarding the encrypted selection bit to the appropriate
data owner, having the secret-key to decrypt the selection bit.

We recall that during the protocol execution, a data owner DO; maintains a cu-
mulative rewards s; that needs to be aggregated and sent to the final user during the
SendRewards protocol. During this reward sending protocol, every DQO; encrypts its
cumulative rewards s; using an additively homomorphic encryption scheme AHE whose
private decryption key is owned by the user . The resulting ciphertext that we denote
as ¢, is then shared with the proxy node P, that does the homomorphic sum resulting
into the encryption of the total cumulative rewards s, later sent to the user U recovering
s. To support the failure of a data owner DO;, at every time step t, DO; encrypts its cu-
mulative rewards s; using the additively homomorphic encryption scheme and shares the
resulting ciphertext ¢; to the proxy node P which registers the pair (i, c}), overwriting

the entry (,-) if such an entry exists.
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DOKeyGen (1*) PKeyGen (1)

1: sk« 0 1: skp+ 0

2: pk; <0 2: pkp <0

3: return (sk;, pk,;) 3: return (skp,pkp)
RKeyGen (1*) UKeyGen (11)

1: (skR'® pki'®) « FHE.KeyGen()) 1: (sky®, pkiy'®) < AHE.KeyGen())
21 (skip, pkin) « PKE.KeyGen()\) 20 sky < skiy 't

3: skr « (skinE, ski'F) 3: pky «— pkp®

4: php (pk%KEmk%HE) 4: return (sky, pky)

5: return (skr,pky)

Figure 3.10: Presentation of the setup of TANGO

Setup of TANGO (Figure (3.10))

In TANGO the setup, being depicted in Figure [3.10] is represented by four independent
key generation algorithms, one for each party involved in the protocol. In TANGO, a
data owner DO, as well as the proxy node P are keyless. Hence, the key generation
for each data owner DO; as well as the proxy node P, returning an empty private and
public keys. During the protocol execution, the reflector node R and the user ¢ have to
decrypt ciphertexts, hence are required to generate one or more encryption key pairs.
On a hand, the reflector node R needs to decrypt the encrypted permuted selection
bits by, (5),¢, that are computed homomorphically using a fully homomorphic encryption
scheme. On another hand, it has to decrypt a permuted list of encrypted secret-keys,
encrypted by the data owners using the encryption public-key of R. Hence, during
the setup, the reflector node R generates two encryption key pairs, one for the fully
homomorphic encryption scheme FHE and another one for the public-key encryption
scheme PKE. On its side, the user U receives at the end of the SendRewards protocol a
ciphertext encrypting the total cumulative rewards s, computed as the sum of encrypted
cumulative rewards s;, thanks to the additively homomorphic encryption scheme AHE.
Hence, the user U generates a key pair for the AHE scheme. All public keys are assumed
to be registered in the PKI.

Arm Selection Protocol of TaANGO (Figure |3.11)

The arm selection protocol, called SelectArm, starts with every data owner DO; being
inputted at the time step ¢ with their respective scores v;; as well as the cumulative
rewards s; and the number of pulls n;. To allow the proxy node P to homomorphically
evaluate the arg max function, each DO, encrypts its score v; ; using the R’s encryption
key of the FHE scheme. DO; also generates a secret-key k; ; that is encrypted using the
R’s encryption public key of the PKE scheme. Finally, to handle the case of failure, each
DO; encrypts its cumulative rewards s; using the U’s encryption public key of the AHE
scheme. These three resulting ciphertexts respectively denoted ¢} ,, cﬁ ¢ and ¢}, are sent

to the proxy node P.
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Description of the SelectArm protocol at time ¢ € [N]:

’DOi(Sk}i,Si,ni,Ui,t) I P(Sk’p) C R(Slﬁg) :

(1) (cf,t7 cf‘t, cf,t) « Score(sk;, sq, i, Vi 1)

a8 [ DO; sends (cl 4, ¢k, ¢l ,) to P }
(2) L)t iy 00 oy (5),0) Yieli] + Perm(skp, {c} ,, ¢f 4y ¢l hiepxy)
a [ P sends {(cm( )t pt(i),t)}iE[[K]] to R }
(3) {ch, (i), Hielx] <
Select(skr, {(Cgl)vi(i),t’czt(i),t)}iE[Kﬂ)
a [ R sends {Czt(i),t}iEIIK]] to P
(4) {e} Yierxy + Inv(skp, {c), iy Jic[x])
a [ P sends cf,t to DO; J

(5) (si,ni,ri¢) < Pull(sk;, si, n;, cf‘t)

OB Score(sk;, s, i, Vi)

1: kit < SKE.KeyGen()\)

2: ¢j;+ FHE. Enc(ka ,Vist)
3: b PKE.Enc(ka ykit)
4: ¢, « AHE.Enc(pky ™%, si)

k
5: return (ciy, Cir, Cit)

Perm(skp, {(¢fy, ¢k ci)bies))
1: Vi€ [K],Store (i,c; )
2: p: < PRP.Gen(K)

3: ¢! « FHE.Eval(arg max, el oty Chet)

4: Vie [[K]],Cf\/{g + FHE.Eval(Equal, e, 1) /* Ciphertext-Plaintext equality */
5 {C%(i),z}ie[[l(]] — PRP.Perm({c%}ie[{Kﬂ)

6: {Cl;t(i),z}ie[[K]] — PRP.Perm({cf,t}ie[[K]])

M k
71 return {(cp, (i)t Cpy (i),¢) bie[K]

. Select (skr, {(cM Cpy (i)t p,(l i)

Vi € [K], kp,s),t < PKE. Dec(skx", p,()t)
2: Vie IIK]]ybpt(i),t A FHE-DeC(SkR ) pt( )t)
3: Vie [[K]]§Czt(i),t < SKE.Enc(kp, (i).t bp. (1))

4: return {Cl;)t(i),t}ie[[K]]

IHV(Sk’P, {Cgt(i)yt}ie [[K]])

1: {Clz?,t}ie[[K]] — PRPJnV({Czt(i),t}iG[[K]])

b b
2: returncyy,...,Cr

JOXM Pull(sk;, s;, n;, C?,t)

1: biy < SKE.Dec(ki,t,Cf,t)

2: return b;

Figure 3.11: Presentation of the SelectArm protocol for TANGO. The padlock 8 means
that an authenticated secure channel is used to communicate.
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Once all the ciphertexts are received, thanks to the homomorphic property of the
FHE scheme, P evaluates the arg max function over the encrypted scores, resulting into
the index M, still encrypted under the R’s encryption public key of the FHE scheme.
The proxy node P converts this best arm index into K selection bits b; ;, obtained via
the homomorphic equality testing between the index i of a data owner DQO; and the
encrypted best arm index M. For clarity, let us denote the encrypted selection bit for
DO; at a time step ¢t € [N] by ¢!} and its encrypted secret-key by cf,. At this point,
‘P generates a pseudo-random permutation p; using the PRP scheme and permutes the
encrypted selection bits and the encrypted secret-keys, resulting into the ciphertexts

cﬁf(i)t and ¥ for every i € [K] at some time step ¢ € [N]. These permuted

o (3)t
ciphertexts afe(t)hen shared with the reflector node R having the private decryption key
for both the PKE and FHE schemes. After the decryption of these ciphertexts, R obtains
K secret-keys k,,(;)+ of the SKE scheme and K selection bits by, ;y,; whose only p;(M)
equals one. Each selection bit by, ;)¢ is encrypted using the secret-key k,,, (;) ; resulting

. . b
into the SKE ciphertext denoted Cou(i) "

Observe that R has now K ciphertexts, each one encrypting a selection bit. These
encrypted selection bits, this time under the SKE scheme, are sent back to the proxy node
‘P, which does not have any key to decrypt the selection bits. Note that the secret-key
being permuted by the proxy node are encrypted using the public-key encryption scheme
PKE and hence prevents the proxy node to learn any information from these secret-
keys, thanks to the IND-CPA security of the PKE scheme. Knowing the permutation
p¢, the proxy node P can invert the permutation of the permuted list of encrypted
selection bits c;t(l)yt7 ..
list cll”t, ceey cl}(,t. Hence, each encrypted selection bit ci—”t is sent to i-th data owner DO;,
having the secret-key k; ; of the SKE scheme to decrypt the ciphertext. Recall that the
arm selection protocol ends with every data owner DO, having a selection bit b; ;, later
used to pull itself using the MAB.PullArm algorithm. Hence, SelectArm ends with the
return of the selection bit b; ;.

.,cgt( K)ot using the permutation inverse p, 1 resulting into the

We have omitted the role of the ciphertext ¢j, encrypting the cumulative rewards
si, transmitted by every data owner DO, at each time step t to the proxy node P. This
ciphertext is not relevant for the arm selection but is useful to provide resistance against
failure of a data owner: Suppose that a data owner DO; becomes suddenly offline at
some time ¢t € [IN]. Since a data owner does not hold any secret decryption key (except
the one of the SKE scheme that is generated at each time step), the protocol is able to
continue the arm selection without the offline data owner. However, if this data owner
has been pulled, it is interesting to remember how much rewards it has produced. This
is exactly for this reason that the encryption of s; is sent at each time step to the proxy
node P, storing the pair (i,c; ;). Later during the rewards sending protocol, if the data
owner becomes offline, the saved cumulative rewards s;. This prevents the loss of all the
cumulative rewards collected by the data owner, even if the data owner remains offline

until the end of the secure federated multi-armed bandits protocol execution.
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Description of the SendRewards Protocol:

DO, (skiy si,m4) P(skp) U (sky)
¢§ «+ AHE.Enc(pkyy'E, i)
a [send ci to P receive c; from DO;,J
For all ¢; not received, get (%, cj) from storage
¢® <= AHE.Add(c], ..., c¥k)
a [send c® tolU receive c® from 73]

s < AHE.Dec(ski\'E, ¢)

Figure 3.12: Presentation of the SendRewards protocol for TANGO. The padlock 8
means that an authenticated secure channel is used to communicate.

Total Cumulative Rewards Sending Protocol of TANGO (Figure i

At the end of the protocol, the user U expects to obtain the total cumulative rewards
s corresponding to the sum of the cumulative rewards s;, owned by the data owners.
To perform the secure aggregation of the cumulative rewards, we rely on the additively
homomorphic property of the AHE scheme. The SendRewards protocol starts by each
data owner inputted with its cumulative rewards s;, encrypting s; using the U’s en-
cryption public-key of the AHE scheme. The resulting ciphertext denoted c; is sent to
the proxy node P, performing the secure aggregation using the additively homomorphic
property of the AHE scheme. The encrypted total cumulative rewards s, denoted as the
ciphertext ¢® is shared with the user U/, owning the private decryption key and hence

recovers the total cumulative rewards s.

3.3.1 Correctness of TANGO

To prove the correctness of TANGO, we have to show that all the cryptographic opera-
tions do not affect the arm selection as well as the computation of the total cumulative
rewards. To prove this statement, we will proceed to a sequence of modifications start-
ing from TANGO, in which all the cryptographic operations are removed one-by-one. To
model potential errors due to cryptography, we explicitly denote by €HE the probability
of error of the fully homomorphic encryption scheme FHE during the arg max evaluation,
and €*HE the probability of error of the additively homomorphic encryption scheme AHE
during the secure aggregation. Note that these probabilities of error refer to the evalu-
ation correctness definition (see Definition [8| and Definition and not the decryption
correctness, the second one ensuring correctness of decryption only for fresh ciphertexts.
While in general secret-key and public-key encryption schemes without homomorphic

E

property provides perfect correctness, for the sake of formalism, we denote by €>%E and

€"KE the probability of decryption error respectively for the secret-key encryption scheme

SKE and for the public-key encryption scheme PKE.

Removal of the Permutation. The permutation p; generated at each time ¢ is used

to hide the identity of the arm chosen M. As a response, the proxy node obtains K

selection bits P

e (i)t encrypted under the SKE scheme, that are permuted with respect
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to the permutation p; randomly chosen by P. Since P knows the permutation, it inverts
the permutation with p, ! leading the ordered encrypted selection bit c?)t. Hence, the
selection bits are correctly assigned. Thus the correctness is ensured even in the presence

of the permutation, so removing the permutation does not affect the arm selection.

Removal of the Homomorphic Arm Selection. The homomorphic evaluation of
the argmax function using the FHE scheme results in the index M. The correctness
of the multi-armed bandits algorithm, modelled under the MAB model, heavily holds
under the hypothesis that M is indeed correctly evaluated using the FHE scheme. Due
to the probability of error during the homomorphic arg max evaluation followed by the
K equality tests, the returned total cumulative rewards s can differ with and without
the FHE scheme. Assuming the error probability ¢"HE that an error occurs during the
decryption procedure after the homomorphic evaluation of the arg max evaluation and
the K equality tests, since the reflector node R decrypts K FHE ciphertexts, at each
time step the probability that no decryption error occurs equals (1 —e™E)X . Then, this
probability for all the time steps equals (1 — e"HE)N K,

Removal of the Secret-Key and Public-Key Encryptions. At this point, the
permutation p; as well as the FHE scheme are removed. This let us with a hybrid
version of TANGO, where only the secret-keys of the SKE scheme, the selection bits and
the cumulative rewards are encrypted. Following the same approach as above, for each
time step, we remove the encryption of the SKE and the PKE schemes, transmitting all
the data in clear instead. This transition does not affect the total cumulative rewards
s as long as that the decryption of the K secret-keys and the K selection bits are
correctly decrypted respectively by the reflector node R and by every data owner. The

probability that no error occurs during the decryption for all the time steps equals
(1 — SKEYNK (] _ ([PKEYNK

Removal of the Homomorphic Aggregation. The remaining cryptographic op-
erations occur in the SendRewards protocol, in which each cumulative rewards s; is
encrypted with the U’s encryption public key of the AHE scheme. After the homomor-
phic addition performed by P, the resulting ciphertext encrypting s is sent to the user
U. The resulting total cumulative rewards s obtained by U is valid if and only if the
homomorphic addition using the AHE scheme is correct, which happens with probability
1 — AHE. Note that this probability is the same even in case of the failure of a data
owner DQO; using our reward saving mechanism in the sense that it does not involve an
additional encryption, addition or decryption.

The resulting protocol, that we denote FEDMAB for clarity, no more contains any
cryptographic operation and hence corresponds to the MAB-Rewards algorithm depicted
in Figure[3.6] In FEDMAB, the correctness of the multi-armed bandits algorithm is clear:
The arm selection is computed via the arg max function evaluated over unencrypted
scores. As we have observed during this sequence, the returned total cumulative rewards
s between FEDMAB and TANGO are identical, at condition that all cryptographic decryp-
tions act correctly. By aggregating all the aforementioned probabilities, we can infer the

probability p that no error occurs due to cryptography (hence returning the same total
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KeyGen SelectArm, N times SendRewards
DO; |P|R|U| DO;| P | R| U|DO;| P |R|U

SKE.KeyGen 1

Enc K

Dec 1
PKE.KeyGen 1

Enc 1

Dec K
FHE.KeyGen 1

Enc 1

Eval O(K)

Dec K
AHE.KeyGen 1

Enc 1 1

Add K-1

Dec 1

Figure 3.13: Cryptographic operations performed in the protocol.

cumulative rewards s), defined as p = (1—€e™ME)NE . (1 _SKEYNK (1 PKEYNK (1 __ AHE)

Then, we state TANGO ensures p-correctness.

3.3.2 Complexity of TANGO

During our protocol, five cryptographic primitives are necessary, namely the fully ho-
momorphic encryption scheme FHE, the secret-key and public key encryption schemes
SKE and PKE, the additive homomorphic encryption scheme AHE as well as the pseudo-
random permutation PRP. We omit the pseudo-random permutation from our analysis
since it is a fairly straightforward and efficient primitive, which leave us with four cryp-
tographic primitives. For the sake of clarity, we have depicted in Figure|3.13|a summary
of the usage of each primitive during the key generation and the two protocols SelectArm
and SendRewards.

During the setup, the user U as well as the reflector node R generate key pairs for
the public-key encryption schemes including the public-key encryption scheme PKE, the
additively homomorphic encryption scheme AHE and the fully homomorphic encryption
scheme FHE.

During the arm selection protocol SelectArm, every data owner DO, encrypts its own
score, its own cumulative rewards as well as its own freshly generated secret-key, using
three distinct schemes, namely the FHE, AHE and PKE schemes. At the end of the
protocol, DO, receives a ciphertext encrypting its selection bit that has to be decrypted
using the SKE scheme. Since the SelectArm is executed for each time step ¢ € [N],
the asymptotic complexity of DO; for all the executions of the SelectArm protocol is
O(N -(O(FHE.Enc)+ O(AHE.Enc)+ O(PKE.Enc)+ O(SKE.Dec))). From a cryptographic
standpoint, the proxy node P performs the most time-consuming operation consisting
of the homomorphic evaluation of the arg max function (applied on K scores) followed
by K equality testings. For simplicity, we hide all these operations under the FHE.Eval
algortihm. Since this step is performed N times, the asymptotic complexity of P for
all the executions of SelectArm is O(NK - FHE.Eval). The reflector node R, on its side,
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decrypts the encrypted selection bits, encrypted under the FHE scheme as well as the
secret-keys encrypted under the PKE scheme. It also encrypts all the selection bits
using the SKE scheme. Since we have K encrypted secret-keys to decrypt with PKE, K
selection bits to decrypt with PKE and K selection bits to encrypt with SKE, and since
the SelectArm protocol is executed N times, then for all the executions of SelectArm, R
has an asymptotic complexity of O(NK - (O(PKE.Dec) + O(SKE.Enc) + O(FHE.Dec))).

During the SendRewards protocol, every data owner DQO; encrypts its own cumula-
tive rewards s; using the AHE scheme. Hence, the asymptotic complexity of DO; during
the SendRewards protocol is O(AHE.Enc). The proxy node P aggregates the cumula-
tive rewards s; to obtain the encryption of the total cumulative rewards s using the
homomorphic property of the AHE scheme. Hence, the asymptotic complexity of the
proxy node during the SendRewards protocol is O(K - O(AHE.Add)). Finally, the user
U receives and decrypts the encryption of s, still using the AHE scheme, leading to the
complexity O(AHE.Dec).

The final asymptotic complexities for all the parties involved in the protocol are now
easy to deduce by summing all the asymptotic complexities. In particular, a data owner
DO; has complexity O(N - (O(FHE.Enc) + O(AHE.Enc) + O(PKE.Enc) + O(SKE.Dec)) +
AHE.Enc). The proxy node P has complexity O(NK - (O(FHE.Eval) + K - AHE.Add)
having the NK factor, which is similar to the asymptotic complexity of the reflector
R of O(NK - (O(PKE.Dec) + O(FHE.Dec) + O(SKE.Dec))). Finally, the user U has
complexity O(AHE.Dec).

3.3.3 Security of TANGO

To prove the security of TANGO, we proceed for each party into a sequence of games,
starting from the real protocol to the ideal protocol where the security is easy to prove.
We start the security proof by the controller, implemented in TANGO by the proxy and
reflector nodes, then we prove the security for the user and finally for a data owner.

Security Proofs for Proxy and Reflector

We first focus on the case of the controller C, being splitted into two distinct non-
colluding nodes, namely the reflector node R and the proxy node P. To prove that
the controller C does not learn any information on any score v;:, on any cumulative
rewards n;, on any number of pulls for a data owner DQO; at some time step ¢, or on the
total cumulative rewards s, we proceed with two lemmas. The first lemma considers the
case of the (honest-but-curious) corruption of the reflector node R, whereas the second
lemma considers the case of a the (honest-but-curious) corruption of the proxy node
P. For clarity, we denote by RealR (respectively RealP) the real experiment being the
same of the real experiment RealC, except that the adversary corrupts R (respectively
P). Similarly, we denote by IdealR (respectively IdealP) the ideal experiment being the
ideal experiment ldealC, except that the adversary corrupts only R (respectively P). To

prove the simulation security SimC of TANGO, it suffices to prove these two lemmas.

Lemma 1. Let N € N be the budget and K € N be the number of arms. Then,

for every security parameter A € N, every polynomial-time adversary A, there exists a
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simulator S such that TANGO is statistically SimR-secure:
Pr [GER(1M N, K) — 1] A Pr [G4FR(1Y, N, K) — 1]

Proof. Recall that our security definition requires the definition of the view of R, de-
noted View(R), containing every piece of data collected during the SelectArm protocol,
including {kp, (i),¢, bp, (i)t ic[K].te[n]- In order to prove the above theorem, we first
construct the simulator S = (Sp, S1) used in the game Exp[‘i‘?‘aglR:
o Simulator Sp. Our first simulator Sy obtains as an input the current time ¢ € [N]
and the number of arms K. At the end of the execution, for some time step
t € [K], the simulator Sy is required to output a K-sized list of tuples (s}, n;,v; ;)
for i € [K] where s} is a random cumulative rewards, n is a random number of
pulls and v; , is a random score.
The simulator Sy starts by choosing randomly K scores v{ 4, ..., v ;, K random
cumulative rewards s/, . .., s and K random number of pulls nj, ..., n. Finally,
it outputs the list of tuples (s},n;,v; ;) for every i € [K].
e Simulator 8;. Our second simulator S; obtains as an input the number of arms
K, and produces the simulated cumulative rewards s; randomly chosen from an
arbitrary space, say N, for each arm i € [K].
By construction, our simulator § = (Sp, S1) is polynomial-time and hence is a suit-
able simulator. We are ready to prove the indistinguishability of the real world cor-

responding to the real experiment Expiea'R, and the ideal world corresponding to the

experiment ExpljfglR.

Game G°. This game corresponds to our real experiment ExpiealR, hence:

Pr[GY(1*, N, K) — 1] 2 Pr {Expfiea'R(ﬂ,N, K)—1

Game G!. This game is the same as G, except that we introduce our simulator S =
(So,S1) in the game. Our first simulator Sy is inputted at each time ¢ € [N] with
the appropriate inputs i.e., the current time ¢ and the number of arms K. Our second
simulator &; is also added to the game, inputted with the number of arms K. Note that
the outputs of our simulator, including the list of tuples (s},n;,v;,) for each i € [K]
and for each time step ¢ € [N] is not used as well as the outputted random cumulative
rewards s} at the end of the protocol execution. Thus it does not impact the view of R,

providing no advantage for the adversary to distinguish:
Pr[GY (1", N,K) — 1] 2 Pr[GL s(1*, N, K) — 1]

Game G2. This game is the same as G! except that we focus on the cumulative rewards
s; inputted to the SendRewards protocol, allowing the user I/ to obtain the total cumu-
lative rewards s. Remark that no information about the total cumulative rewards s or
on any cumulative rewards s; is contained on the view of R. Therefore, in this game, we
are allowed to replace the real cumulative rewards by the random cumulative rewards
computed by our simulator &7, inputted with the number of arms K, and outputting
K random cumulative rewards i, ..., s%. Observe that the view of R is completely

independent of this modification, leading to a perfect indistinguishability between the
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game G' and the game G2:

Pr Gl s(1* N,K) — 1] 2 Pr [G% (1 N, K) — 1]

Game G3. This game is the same as G? except that we focus on the cumulative rewards
s; and the number of pulls n; inputted to the SelectArm protocol. In TANGO, each
cumulative rewards s; is sent encrypted under the AHE scheme to the proxy node P in
order to continue the protocol execution even in case of a data owner shutdown. Observe
that all encrypted cumulative rewards s; remain on the proxy node P and thus are not
in the view of the reflector node R. Hence, as done previously, we are allowed to replace
the real cumulative rewards s; by the random cumulative rewards s, computed by our

simulator Sy, while having a perfect indistinguishability between G2 and G3:

Pr[G% s(1 N,K) = 1] 2 Pr [G3 (1", N, K) — 1]

Game G*. This game is the same as G, except that at each time ¢t € [N], each score

vi ¢ for i € [K] is replaced by the random score v} ,.

Let us explain why this game is statistically indistinguishable from G3: Recall that
the view of R is composed at each time step ¢ € [N] of K permuted selection bits
bp,(1),ts - - - » bp, (K),c computed via the homomorphic arg max evaluation over the provided
scores, where p; is the pseudo-random permutation chosen by P. The view of R also
contains the secret-key k,,(;),» obtained after the decryption. Observe that by replacing

!

each real score v; ; with a completely random score v;

> the best arm index M will
necessary be altered. Let denote M’ the best arm index computed over random scores.
Clearly, without the permutation p; the reflector node R would notice this modification.
This fact is strengthened by the fact that the adversary provides the reward probabilities
for all the arms. Thanks to the permutation p;, R has to distinguish between the case
where the only one selection bit equaling one is by, (ar),; and the case where the only
selection bit equaling one is by, (a+),¢- Furthermore, note that the permutation p; is
different and randomly chosen at each time step ¢ € [N], hence the probability to
have by, (ar/),¢ at one equals the probability to receive by (ar)¢ for some permutation P}
In other words, R cannot distinguish between the case where the argmax has been
performed over real or random scores, given only the permuted index p;(M) where
by, (ar) equals one. This argument holds if the generated pseudo-random permutation py
is indeed random, otherwise an adversary would be able to distinguish using a statistical

attack. As a result, the view of R is statistically indistinguishable between G® and G*:

Pr[GY s(1* N,K) = 1] & Pr [G} (1", N, K) — 1]

Observe that the game G* is exactly our ideal world, corresponding to the IdealR exper-

iment, leading to the following equality:

Pr[G4 s(1), N, K) — 1] 2 Pr [Expfff’S'R(l)‘,N, K) - 1}
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Hence, we have shown that:
Pr [EXpRealR(l/\ N,K) — 1] L Pr [Exp'dea'R(ﬂ,N, K) > 1]
O

Lemma 2. Let N € N be the budget and K € N be the number of arms. Then,
assuming an IND-CPA-secure secret-key encryption scheme SKE, an IND-CPA-secure
public-key encryption scheme PKE, an IND-CPA-secure fully homomorphic encryption
scheme FHE and an IND-CPA-secure additively homomorphic encryption scheme AHE
for every security parameter A € N, then polynomial-time adversary A, there exists a

polynomial-time simulator S such that TANGO is SimP-secure with the following bound:

‘Pr [Eprea'P(ﬂ,N, K) - 1} Pr [Exp'dea'P(l’\,N, K) - 1”

<ONK - (AdVRBE™ + AdVITSRET™ + AdviRE ™ + AdviRRRE ) + 2K - Adviy mng

Proof. Recall that our security definition requires the definition of the view of P, de-
noted View(P), containing the encrypted total cumulative rewards ¢*, all the ciphertexts
exchanged during the arm selection protocol (including {c; ,, ¢{, cf " Z t> Pt Yie[K].te[N])
and all the ciphertexts exchanged during the sending of the total cumulative rewards
(including {s;,n;, ¢} }ic[x)- In order to prove the above theorem, we first construct the

simulator § = (Sp, S1) used in the game ExpIdeaIP

o Simulator Sy. Our first simulator Sy obtains as an input the current time ¢ € [N]
and the number of arms K. At the end of the execution, the simulator Sy is
required to output two lists: A K-sized list of tuples (s, n},v;,) for i € [K] where
s; is a random cumulative rewards, n; is a random number of pulls and v}, is a
random score.

Observe that in the ExpIdeaIP

correctness of the multi-armed bandits execution, since the view of P is only com-

experiment, the simulator Sy is not required to ensure

posed of ciphertexts. Hence, our simulator independently samples each random

p .
score v; , from an arbitrary space, say [N].

e Simulator S1. Our second simulator S; obtains as an input the number of arms
K, and produces the random rewards s; randomly chosen from an arbitrary space,

say N for each arm 7 € [K].

By construction, our simulator § = (Sp, S1) is polynomial-time and hence is a suitable

simulator. We are ready to prove the indistinguishability of the real world corresponding

RealR “and the ideal world corresponding to ExpIdeaIR

RealP

to the experiment Expy

Game GY. This initial game corresponds to the Exp’y®" experiment, hence:

Pr[GY(1*, N, K) — 1] 2 Pr [Expiea'P(A,N, K) =1

Game G!. This game is the same as G, except that we introduce our simulator S =
(So,S1) as follows: The first simulator Sy is inputted at each time ¢ € [N] with the

appropriate inputs ¢.e., the number of arms K. The output of Sy is composed of K
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tuples where each tuple contains a random cumulative rewards s}, a random number
of pulls n} and a random score vg)t. Note that at this point, this output is not used.
The second simulator S is inputted with the number of arms K. The output of the
simulator Sy consists of K random rewards s} for each ¢ € [K], and is also not used for
the moment. Since the output of the simulator § is not used, the view of the adversary

remains unchanged. Then, G° and G! are perfectly indistinguishable:

Pr[GY (1", N,K) — 1] 2 Pr[GL s(1*, N, K) — 1]

Game G* for k € [2, K +1]. This game is the same as G*¥~!, except that we replace the
encryption of cumulative rewards s; inputted to the SendRewards protocol, i being the
(k — 1)-th data owner, with an encryption of the random cumulative rewards s} chosen
by the simulator S;. Since the view of P contains the encryption of s, then its view
is modified. Now we prove that P cannot distinguish between this game G* and the

previous game G*~! thanks to computational indistinguishability of the AHE scheme.

For the sake of contradiction, suppose a polynomial-time adversary A having a non-
negligible advantage Advii)sék_l}ck to distinguish between the distribution of G*~! and
Gk, following the view of P. We construct an adversary B against the IND-CPA security
of the AHE scheme, working as follows: After generating the key pair (skAHE7 pkAHE),
the challenger for the EprBND‘CPA experiment sends the public encryption key pkAHE to
the adversary B, simulating the Gﬁ" s experiment against A. The adversary B considers
pk‘AHE as pkf‘,HE. Since B has access to the public key pkﬁ}HE, every encryption can be
directly computed by B in the simulated experiment. Before to encrypt the cumulative
rewards s;, given the random cumulative rewards s; outputted by our second simulator
&1, the adversary B sends mo = s; and my = s, to the challenger of the IND-CPA
experiment, and expects as a response the challenge ciphertext encrypting my for a
random bit b chosen by the IND-CPA challenger. The returned ciphertext is considered
as ¢{. Then, B continues the protocol execution, sending ¢ to P following the protocol
specification, and hence in the view of A. At the end of the experiment, A responds
to B with a prediction bit &', forwarded to the challenger. Clearly, the advantage of B
against the IND-CPA security of AHE highly depends on the advantage of A:

Advigane = Pr[b:b/]f%
_ |1 F_olp—ol . L f =1t
= |5 Pl =0 =01+ 5 Pel =1 =1 2‘
L Py = 0= 0]+ = (1= Pr [y = b= 0]) — =
= |- - T = = —_ . — T — — - —
2 2 2
_ ;-(Pr[b’zOsz]—Pr[b’:1|b:0])‘

1 .
= 5 . Adva?(t;k—17Gk
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Therefore, the advantage for the adversary to distinguish between G*~! and the game
GF is bounded by the indistinguishability of the AHE scheme:

‘Pr {GQjé(ﬁ,N, K) - 1} — Pr[Gh s(1*, N, K) — 1]’ < 2. AdviREPA

Hence, we conclude that the game G? is computationally indistinguishable from the

game GX*1 with the following bound:
’Pr (G2 (1%, N, K) = 1] — Pr [Gﬁj;(l&N, K) - 1} ‘ < 2K - AdvETREPA

We now proceed to N sequences of 4K games. Intuitively, we will replace part of
the SelectArm protocol including the encrypted cumulative rewards s}, the encrypted
secret-key k; ;, the encrypted selection bit b;’t and the encrypted score v;; by random
values. For the sake of clarity, we denote by G*! the [-th game of the k-th sequence of
games, with k ranging from 1 to N and [ ranging from 1 to 4K. The game G*° for
some k refers to the game G*~ 14K the game G*4X being the game GX*!. For clarity,
we subdivide the k-th sequence of 4K games in four sequences of K games where [ is
ranging respectively from 1 to K in the first sequence, from K + 1 to 2K in the second
sequence, from 2K + 1 to 3K in the third sequence and from 3K + 1 to 4K in the fourth
and last sequence.

Game G*! for k € [1, N] and for | € [1, K]. In this game indexed by k, we focus on the
ciphertext ¢;; sent by each data owner DO; with ¢ at | during the SelectArm protocol.
Note that we are modifying the SelectArm protocol from each DO; for a given time step
t, from the last time step NV to the first time step where t equals 1 in this order. Hence,
t equals N — k — 1. In this game, we replace the cumulative rewards s; by the random
cumulative rewards s} generated by the first simulator Sy at time ¢. The view of P
contains the ciphertext ¢, and hence the view of P is modified. We now show that this
modification is indistinguishable, thanks to the indistinguishability of the AHE scheme.

For the sake of contradiction, suppose a polynomial-time adversary A having a non-
negligible advantage Adv%fék,1_17ck,z to distinguish between the distribution of G*!~! and
Gk, following the view of P. We construct an adversary B against the IND-CPA security
of the AHE scheme, working as follows: After generating the key pair (skAHE7 pkAHE), the
challenger of the IND-CPA experiment for the AHE scheme sends the public encryption
key phAHE
pkAME as pk%HE. Since B has access to the public key pk%HE, every encryption can

to the adversary B, simulating the experiment GZ’ZS against A, considering

be directly computed by B in the simulated experiment. During the time ¢, before to
encrypt the cumulative rewards s;, the adversary B defines the two message mgy and my
such that mg = s; and my = s} to the challenger. It expects as a response the challenge
ciphertext encrypting m; for a random bit b chosen by the challenger. The returned
ciphertext is considered as ¢; ;. Then, B continues the protocol execution by sending c; ;
to P and hence in the view of A. At the end of the experiment, A responds to B with
a prediction bit o/, forwarded to the challenger. Clearly, the advantage of B against the
IND-CPA security of AHE highly depends on the advantage of A, defined as follows:

IND-CPA _
Advp ape =

1] 1 -
Prb=10]— 2‘ =5 ARGk gr
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Therefore, the advantage for the adversary to distinguish between G¥!~! and the

game G is bounded by the computational indistinguishability of the AHE scheme:

’Pr [Gfﬁ(fgl(l’\,]\f, K) - 1} _Pr [Gi{fs(lA,N, K) - 1} ‘ <2 AdvEREPA

By induction, we conclude that the game G*! is computationally indistinguishable
from the game G** with the following bound:

‘Pr [GQ}S(P,N, K) - 1] _Pr [Gﬁ(g(ﬂ,N, K) - 1” <2 K - AdvETREPA

Game GM! for k € [1,N] and for [ € [K + 1,2K]. In this game indexed by k, we
focus on the ciphertext cfﬁt sent by the data owner DO; with i at [ — K during the
SelectArm protocol. Similarly to our previous sequence of games, we are modifying the
SelectArm protocol from the last time step N to the first time step where t equals 1.
Hence t equals N — k — 1. In this game, we replace the freshly generated key k;: by
a completely random key k; ;. Since k;; is used once during all the protocol execution
and transmitted encrypted once to P, the only difference between G*!~! and G¥ in the
view of P is the ciphertext cﬁt. We have now to prove the view of P between these two
games are computationally indistinguishable, thanks to the indistinguishability of the

public encryption scheme PKE.

For the sake of contradiction, suppose a polynomial-time adversary A having a non-
negligible advantage Adv%fék,1_17ck,z to distinguish between the distribution of G*!~! and
GM!, following the view of P. We construct an adversary B against the IND-CPA security
of the PKE scheme, working as follows: After generating the key pair (skPKE, pkPKE),
the challenger sends the public encryption key kaKE to the adversary B, simulating
the experiment G]j"fs against A, considering pk"*E as pk%KE. Since B has access to the
public key pk%KE, every encryption can be directly computed by B in the simulated
experiment. During the time ¢, before to encrypt the generated key k; +, the adversary
B randomly chooses a random value k; ;. After sending mo = k;; and m; = kj, to the
challenger, B expects as a response the challenge ciphertext encrypting m; for a random
bit b chosen by the challenger. The returned ciphertext is considered as cﬁt. Then,
B continues the protocol execution, sending cﬁt to P and hence in the view of A. At
the end of the experiment, A responds to B with a prediction bit o', forwarded to the
challenger. Clearly, the advantage of B against the IND-CPA security of PKE highly

depends on the advantage of A, defined as follows:

IND-CPA _
Advppke =

1] 1 :
Prb=10]— 2‘ =5 ARG 1 gr

Therefore, the advantage for the adversary to distinguish between G¥!~1 and the
game G*! is bounded by the computational indistinguishability of the PKE scheme:

[Pr (6l (1N VLK) 1] = Pr 6l (1% VLK) — 1] < 2 AdviRE
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By induction, we conclude that the game G*%+1 is computationally indistinguishable

from the game G*2K with the following bound:
[Pr [GESTH 02 N ) 1] = Pr [R5 (2 N ) 1] | < 2K - AdvERRE™

Game G*! for k € [1,N] and for | € [2K + 1,3K]. In this game, we are focused on
the selection bit b; ;+ sent by the data owner DO; with ¢ at [ — 2K during the SelectArm
protocol. In this game proceed to the replacement of the selection bit b;; for the time
step t at N — k. In this game, we replace the selection bit b;; by a randomly chosen
selection bit b}, from the binary space {0, 1}.

For the sake of contradiction, suppose a polynomial-time adversary A having a non-
negligible advantage Advvai’sék,L_l’Gk,z to distinguish between the distribution of GF!—1
and G*!, following the view of P. We construct an adversary B against the IND-CPA
security of the SKE scheme, working as follows: Since the secret-key is kept by the
challenger, the adversary B simulating the experiment Gi(,ls against 4 has now access
to an encryption oracle to compute SKE’s ciphertexts. After sending to the IND-CPA
challenger the two messages mg corresponding to the real selection bit b;:, and m;

/

it B expects as a response the challenge

corresponding to a random selection bit b
ciphertext encrypting my for a random bit b chosen by the challenger. The returned
ciphertext is considered as Cg,r Then, B continues the protocol execution, sending cf’t
to P and hence in the view of A. At the end of the experiment, A responds to B with a

prediction bit &', forwarded to the challenger. We obtain the advantage of B as follows:

IND-CPA __
Advgske =

1 1 i
Pr [b = bl} - 2' = 5 : AdVE‘IfCt;k,l—l,Gk,l
Therefore, we obtain the following bound:
’Pr [Gfi(fgl(ﬂ,N, K) - 1} _Pr [GQ{TS(P,N, K) > 1} ‘ < 2. AdvEDE™A

By induction, we conclude that the game G**~1 is computationally indistinguishable

from the game G*! with the following bound:
‘Pr {Gﬁ;if“(ﬂ,]\f, K) - 1} _Pr [Gﬁgf”;{(ﬂ, N,K) — 1} ) <2 K - AdvEECPA

Game G*! for k € [1, N] and for [ € [3K +1,4K]. In this game indexed by k, we focus
on the data owner DO, with i at | — 3K, sending during (N — k)-th execution of the
SelectArm protocol the score v; ;. In this game, we replace ¢, encrypting the score v;
by an encryption of the random score vz’-7t chosen by the simulator Sy.

For the sake of contradiction, suppose a polynomial-time adversary A having a non-
negligible advantage Advgjsék,1717(;k,l to distinguish between the distribution of G**~! and
GF!, following the view of P. We construct an adversary B against the IND-CPA security
of the FHE scheme, working as follows: The adversary B simulating the experiment Gi’fs
against A have access to the public encryption key pk';gHE, useful to send encrypted scores.
During the time ¢, before to encrypt the score v;; the adversary B sends mo = v;+
corresponding to the real score and m; = U;,t the random score chosen by the simulator

So, to the challenger. As a response, B obtains the challenge ciphertext encrypting m,
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for a random bit b chosen by the challenger. The returned ciphertext is considered as
ci - Then, B continues the protocol execution, sending ¢j; to P and hence in the view
of A. At the end of the experiment, A responds to B with a prediction bit ', forwarded
to the challenger. We obtain the advantage of B as follows:

IND-CPA _
Advgrie =

1 1 is
Pr[b:b’]—Q‘ =5 - AdvO
Therefore, we obtain the following bound:

’Pr [Gﬁgfg%ﬁ,N, K) — 1} —Pr [Gf}fs(ﬁ,N, K) — 1” < 2. AdvERIEPA

By induction, we conclude that the game GF-3K+1

GR4K

is computationally indistinguish-

able from the game with the following bound:

‘Pr [Gﬁf’f“(ﬂ,N, K) — 1} —Pr [ij(j*;((ﬂ, N,K) - 1} ’ <2 K- AdVEREPA

Game GZ:?‘SK. Observe that this game, obtained at the end of our previous sequence
of games, corresponds to the ideal experiment Expﬁ?‘e’glpz Our simulator § = (Sp, 1) is

integrated and acts as specified by the ideal world depicted in the EXP[Z’?Z'IP. Therefore:

Pr [Gﬁ;j;K(ﬂ,N, K) — 1} » pr {Exp';{fgp(A,N, K)—1

Since the previous sequence of 4K games is executed N times, one for each time
step, we deduce the bound obtained during this proof to distinguish between our real

experiment EprRLleaIP and our ideal experiment Expﬁ?f’glp, described below:

‘Pr [Expf‘;""P(ﬂ,N, K) > 1} —Pr [Expﬁfgp(ﬂ,N, K) > 1”
<N - (2K - AdviRBRETS + 2K - AdVIRSRET™ + 2K - AdVITRRETS + 2K - Advi e )
+2K - Adviiang

<2NK - (AdVIIBE™ + AdVIReRET™ + AdvIRERER + AdvI e ) + 2K - Advi et

And since we have assumed the IND-CPA security for all of our encryption schemes,
all advantages to distinguish are negligible, hence we state that our real experiment
EprRL‘eaIP and our ideal experiment Exp[ﬂ?fglp are computationally indistinguishable, con-

cluding our proof. O

By Lemma [I] and Lemma [2] we know that the honest-but-curious corruption of
the reflector node R or the proxy node P does not allow the adversary to learn any
information on the scores, on the cumulative rewards, on the total cumulative rewards
but also on the pulled armed. And since the controller C is composed of the two nodes

R and P, we achieve the simulation security for the controller C.

Security Proof for User

Theorem 1. Let N € N be the budget and K € N be the number of arms. Then,

for every security parameter A € N, every polynomial-time adversary A, there exists a
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simulator S such that TANGO is perfectly SimU-secure:
Pr [Expiealu(l’\, N,K) — 1] 2 pr [Exp'fff’g'u(l’\ N,K) — 1}

Proof. The view of U, denoted View(), consists of the single ciphertext ¢® encrypting
the total cumulative rewards s. In order to prove the above theorem, we first construct
the simulator § = (Sp, S1) used in the game Exp'j?f‘sluz

o Simulator Sp. Our first simulator Sy obtains as an input the current time ¢ € [N]
and the number of arms K. At the end of its execution, the simulator &y is
required to output a list of tuples scores (s}, n’, vg’t) whose first element is a random
cumulative rewards, the second element is a random number of pulls and the third
and last element is a random score.

The simulator Sy generates and returns K random scores v; ;, K random number
of pulls n} and K cumulative rewards s, independently.

e Simulator 8;. Our second simulator S; obtains as an input the number of arms K
as well as the total cumulative rewards s, and produces the simulated cumulative
rewards s; randomly chosen from N for each arm i € [K].

By construction, our simulator § = (Sp, S1) is polynomial-time and hence is a suit-

able simulator. We are ready to prove the indistinguishability of the real world cor-

responding to the real experiment Expiealu, and the ideal world corresponding to the

experiment Expljfglu.

Game G°. This initial game corresponds to the EprRL‘eaIU experiment. Therefore, we

have a perfect indistinguishability:
Pr[GY(1*, N, K) — 1] 2 Pr [Expﬁfa'U(A,N, K) - 1}

Game G'. This game works exactly as the game G° except that we replace the ex-
ecution of the MAB.PullArm algorithm executed for all arms, by a single execution of
MAB.PullArm for the data owner indexed by M, the index of the data owner having the
highest score. As a result, the selection bits outputted by the arm selection protocol are
now ignored. By correctness of the arm selection protocol SelectArm, this modification
does not affect the selected arm at each time step and hence does not affect the total
cumulative rewards returned to the user . Hence, we have a perfect indistinguishability

between the game G° and the game G':
Pr [GY (1Y N, K) — 1] £ Pr [G4(\, N, K) — 1]

Game G2. In this game, we focus on the integration of our first simulator Sp: The
simulator Sy is inputted at each time ¢ € [N] with ¢ and the number of arms K. Recall
that the output of the simulator Sy is composed of a K-sized list of tuples (s, n},v] ).
During the execution of the SelectArm protocol, at each time ¢ € [N] each data owner
DO, is inputted with its secret key sk; and a random cumulative rewards s}, a random
number of pulls n] and a random score v; ;. The obtained selection bits at the end of
the arm selection protocol are ignored.

The view of the user U is limited to the total cumulative rewards s. The arm cho-

sen by the SelectArm protocol is random since the arm selection protocol is inputted
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with completely random values. However, thanks to the challenger executing the cor-
rect MAB.PullArm algorithm for the arm having the best score, the correctness of the
multi-armed bandits algorithm is guaranteed. Therefore, the returned total cumulative

rewards is perfect indistinguishability between this game and the previous game G!:
Pr [G4 (1", N, K) — 1] 2 Pr[G% 5,(\, N, K) — 1]

Game G®. In this game, we focus on the integration of our second simulator S;, inputted
at the end of the protocol with the number of arms K and the total cumulative rewards
s, corresponding to the sum of all cumulative rewards (i.e., Efil 8;). The simulator S,
is asked to output a K-sized list of random scores s, ..., s%, where each s is inputted
to DO; at the beginning of the SendRewards protocol execution. From the observation
that both s; + -+ + sk (computed by the real multi-armed bandits execution) and
sy + -+ + s (randomly sampled from the simulator Sy) equals s, so we conclude that

the view of I between the game G® and the game G? is perfectly indistinguishable:

Pr[G% s, (1M, N, K) = 1] 2 Pr[G} s(\, N, K) — 1]

And since G? corresponds to the ideal experiment Expljfglu, we observe a perfect indis-

tinguishability between Expe” and Exp[i?%'U:

Pr [Expiealu(l)‘, N,K) — 1] 2 pr [Exp';{fg'U(A,N, K) — 1]

Security Proof for a Data Owner

Theorem 2. Let N € N be the budget and K € N be the number of arms. Then,
for every security parameter A € N, every polynomial-time adversary A, there exists a

simulator S such that:
Pr [Expifa'oo(ﬁ, N, K) — 1} 2 pr [Expjfg'm(ﬂ,]\f, K) = 1}

Proof. The view of the corrupted data owner DO;, denoted View(DQO;), contains the
cumulative rewards s; as well as the number of pulls n;. It also contains every score
v; and every selection bit b;, for each time step ¢ € [N]. In order to prove the above
theorem, we first construct the simulator S = (Sp, S1):

e Simulator Sy. Our first simulator Sy obtains as an input the current time ¢t € [N],
the number of arms K, the index j of the corrupted data owner DO; chosen by
the adversary A, its real score v;+ and a bit associated to the value M L J, where
the index M corresponds to the arm index having its best score. At the end
of the execution, the simulator Sy outputs a (K — 1)-sized list of tuples of the
form (s, n},v;,) whose first element is a random cumulative rewards, the second
element is a random number of pulls and the third element is a random score.
Our simulator Sy acts differently depending on the value of M z j. For the sake of
clarity, let denote the value of M Z J by the bit beq. If the bit beq equals one, then

the corrupted data owner DO; expects to receive a positive selection bit. Hence,
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given its score v, the simulator generates K — 1 random scores v;, with the
condition that every v;, is strictly lower than v; ;. This ensures that the selected
data owner will be the corrupted one. At the opposite, when beq is a negative bit,
then the simulator generates K — 1 random scores with the condition that at least
one score v; , is strictly higher than v; ;. Note that the selected arm here is chosen
at random since the simulator does not have any information on the index M.
This models an idealized situation in which a data owner that is not pulled has at
most ﬁ chance to correctly identify the chosen arm. The cumulative rewards
and the number of pulls returned by the simulator are chosen at random.

e Simulator S;. Our second simulator S; obtains as an input the number of arms K
as well as the index j of the corrupted data owner, and produces K — 1 simulated
cumulative rewards s7,...,87_1,8),1,.., Sy randomly chosen from an arbitrary
space, say N.

By construction, our simulator § = (Sy, S1) is polynomial-time and hence is a suit-

able simulator. We are ready to prove the indistinguishability of the real world cor-
RealDO

responding to the real experiment Expy , and the ideal world corresponding to the
experiment Expﬁf’g'Do.
Game G°. This initial game corresponds to the ExpfﬁleaIDO experiment. Therefore, we

have a perfect indistinguishability:
Pr[GY (1%, N, K) — 1] 2 Pr [Expﬁfa'Do(A,N, K) — 1]

Game G!. This game works exactly as the game G" except that we replace the ex-
ecution of the MAB.PullArm algorithm executed for all arms, by a single execution of
MAB.PullArm for the data owner indexed by M, the index of the data owner having the
highest score. As a result, the selection bits outputted by the arm selection protocol
are now ignored. By correctness of the arm selection protocol SelectArm, this modi-
fication does not affect the selected arm at each time step and hence does not affect
the selection bits received by the corrupted data owner DO; Hence, we have a perfect

indistinguishability between G° and G':
Pr [GY (1Y N, K) — 1] £ Pr [G4(\, N, K) — 1]

Game G2. This game is the same as G!, except that we introduce our simulator S =
(So,S1). The simulator Sy is inputted at each time step ¢ € [N] with the current time
t, the number of arms K, the index j of the corrupted data owner DOj, its real score
v;+, as well as the bit beq associated to the value M < Jj. The simulator & is inputted
with the number of arms K and the corrupted index j. For the moment, the output
of S is not used. Therefore, the view of DO; remains unchanged leading to a perfect

indistinguishability between G! and G2:
Pr[G4(1", N, K) — 1] 2 Pr[G} s(1*, N, K) — 1]

Game G>. This game is the same as G? except that at each time ¢t € [N], given the
index j of the corrupted data owner DQj, the real score v; ¢ for 7 different of j is replaced

by the random score U;,t computed by the simulator Sy. We do the same replacement
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Figure 3.14: Obtained total cumulative rewards with the standard multi-armed bandits
algorithm (left figure) and its discrete version (right figure), using UCB, e-greedy and
Thompson Sampling. We have set € at 0.1. The two plots show identical results.

for the cumulative rewards and the number of pulls. When the chosen data owner
is the corrupted data owner DOj;, then the simulator Sy receives a positive selection
bit. Otherwise, the arm selection selects randomly an arm among all honest data owner
leading to a random arm selection. By construction of the experiment, the correctness is
preserved thanks to the challenger running the appropriate arm pulling. As a result, the
execution of the multi-armed bandits is still valid (even if random scores are provided),

leading to a perfect indistinguishability between G2 and G3:
Pr[G% s(1* N,K) — 1] 2 Pr [G s(1*, N, K) — 1]

Game G*?. This game is the same as G? except that during the SendRewards proto-
col execution, the real cumulative rewards s1,...,5;-1,Sj+1,.-..,5; are replaced by the
random cumulative rewards si,...,s’_;,s7,,..., s} obtained at the output of the sim-
ulator ;. Observe that this modification does not affect the view of the corrupted data
owner DO; since it does contain any cumulative rewards s; for 4 different of j. As a

result, we obtain a perfect indistinguishability between G* and G*:

Pr (G s(1 N,K) = 1] 2 Pr [G} (1", N, K) — 1]

And since G* corresponds to the ideal experiment Exp'jiango, we observe a perfect
indistinguishability between ExpE‘ea'DO and Exp'j{?fg'DO:

Pr [Expﬁfa'Do(ﬂ, N,K) — 1} 2 pr [Exp'jfg'Do(A,N, K)—>1

3.3.4 Empirical Study of TANGO

Comparison Between Standard and Discrete Bandits

Our framework TANGO works with discrete multi-armed bandits. However, we have

focused our attention on the most standard multi-armed bandits such as UCB, working
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Figure 3.15: Graphical representation of the binary-tree comparison of four couples
(i,v;) where v; is the score of the i-th party.

with floating-point values. To fill this gap, our approach consists of following the score
computation of the standard multi-armed bandits returning a floating-point score, say v,
by obtaining an approximation of v: This score is multiplied by a scale factor A, carefully
chosen to fit the plaintext space of the FHE scheme. The scaled score Av is rounded,
resulting into the its integer version v’, which equals [Awv]. In our implementation, we
have set A as 10 allowing us to consider 10 decimals. One may expect a decrease of the
returned total cumulative rewards due to the approximation. To motivate the interest
of our approach, we have studied the impact of the approximation on the returned total
cumulative rewards: We have implemented the three multi-armed bandits algorithms in-
stantiated in TANGO, namely UCB, e-greedy and Thompson Sampling, in their standard,
floating-point scores version, but also in their discretized version. The resulting total
cumulative rewards are presented in Figure The used dataset, MovieLens [HK16],
is composed of 100 arms and the highest reward probability is approximatively 0.53.
Surprisingly, the returned total cumulative rewards between the standard multi-armed
bandits algorithm and its approximated (i.e., discrete) version are the same. While this
fact strengthened our contribution, we stress however that this does not hold in general.
Before to apply a multi-armed bandits algorithm in TANGO, it is interesting to first
analyze the impact of the approximation on the outputted total cumulative rewards.
The reward maximization performance of TANGO should be compared with respect to
its discretized version of the instantiated multi-armed bandits algorithm, rather that its

standard version that may diverge due to the approximation.

Execution Time of TANGO

We propose an empirical study of the required execution time to run TANGO. More pre-
cisely, we have implemented TANGO in Rust. For the encryption schemes, we have used
AES-256-GCM [AESQ7] as our secret-key encryption scheme, ElGamal [Elg85a] as our
public-key encryption scheme, Paillier [Pai99] for our additively homomorphic encryp-
tion scheme and TFHE [CGGI19] as our fully-homomorphic encryption scheme. While
the three first encryption schemes seem a natural choice, TFHE is more specifically
designed for boolean arithmetic. Within the Concrete [Zam20] library implementing
TFHE, an integer (up to 128 bits) is represented by its binary representation, all stan-
dard operations being performed over boolean gates. While this approach involves more

gates, it has the advantage to be perfectly correct and particularly flexible, enjoying
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Figure 3.16: Execution time of TANGO. The presented execution times are the mean of
10 iterations. When varying the budget N, the number of arms K is set to 9. When
varying the number of arms K, the budget N is set to 1000.

all the circuit optimization literature brings by the processor architecture. By nature,
the boolean computation has the advantage to be correct, potential errors coming from
the homomorphic encryption scheme only. It stands in contrast with other arithmetic
fully homomorphic encryption schemes such as BGV [BGV12|, supporting polynomial
evaluation (involving addition, multiplication and constant exponentiation with coeffi-
cients over Z,, for some prime p). Indeed, to model comparison, it is usually common to
rely on the sign function, which given a number z returns 1 if 0 < x and —1 otherwise.
Badly, this function cannot be directly computed using only arithmetics. Instead, we
approximate the sign function using a polynomial approximation [CKK20]. This poly-
nomial approximation may produce invalid result, a problem that we do not have with
the binary computation, even if it implies a larger amount of transmitted data (we have
now one ciphertext for one bit).

We have implemented the homomorphic arg max function evaluation in order to
optimize at the same time the execution time, and the noise consumption due to the
homomorphic computation. More precisely, we have chosen to implement the arg max
function following a binary tree structure, depicted in Figure [3.15] To return the index
of maximal value in the list, we do the binary-tree comparison on the couples (i,v;),
where ¢ corresponds to the index the data owner DQO; having sent v;. Given two couples
(1,v1) and (2, v3), the comparison results into the couple (M, vps) where M equals 1 if vq
is higher than vy and 2 otherwise. The score vy; equals the highest score. This binary-
tree comparison allows at the same time to compare in parallel using multi-threading,
but also to limit the noise consumption involved by the homomorphic computation, by
comparing a score with another only log,(K) times instead of K — 1 times. The binary-
tree comparison results into the couple (M,vys). The next step consists of performing
the equality test between the resulting encrypted best arm index M with every possible
index ¢ in [K]. Remark that since the index ¢ is known by the server, the equality
test can be optimized using the plaintext-ciphertext equality supported by the Concrete
library, which can be parallelized as well.

The resulting execution times of TANGO, depicted in Figure 3.I6] has been per-

formed on a server embedding an Intel Xeon Gold 6136 processor equipped of 16 cores
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and cadenced at 3.00GHz, and having 50Gb of memory. The plotted execution times,
being the mean of 10 iterations, show the execution time respectively of SelectArm and
SendRewards. For completeness, we have studied the execution time when varying the
budget N (between 200 and 1000 with a step of 200) and the number of arms K (between
3 and 9 with a step of 2). When the number of arms K does not vary, we observe a linear
execution time with respect to the budget N, ranging from 500 seconds for a budget
of 200 to 2300 seconds for a budget 1000. This linearity is explained by the fact that
we are executing the arm selection protocol N times. The execution time for the setup
and the rewards sending being independent of the budget N and negligible compared
to the arm selection protocol, there are not relevant in the overall protocol execution
time. When the budget N does not vary and when the number of arms K varies, we
study the impact of adding an arm on the execution time. As shown in Figure the
execution time for the arm selection protocol when varying K is linear, ranging from

1000 seconds for 3 arms to 2300 seconds for 9 arms.

The execution of the arm selection involves homomorphic computation, largely im-
pacting the overall performance of the arm selection protocol. For instance, assuming
9 arms and a budget N of 1000, more than 2300 seconds are required to spend all the
budget. It wipes out any hope to apply TANGO on real-time constrained applications.
Although, TANGO is still interesting for applications in which the result of the arm
selection can be precomputed and later delivered. It occurs for instance with movie
recommendation: Once the user has watched the suggested movie, the user provides a
rating, which will be used to suggest new movies. Between two screenings, the feder-
ation server executes the arm selection and then obtains a new suggestion. Assuming
9 categories, since the arm selection protocol is executed once between two screenings,
the user waits at most 2.3 seconds corresponding to a single execution of the SelectArm

protocol obtained via our implementation.

Obtained Rewards using TANGO

By construction of TANGO, several multi-armed bandits strategies can be plugged and
executed, enjoying the security offered by TANGO. Using the same server presented
above, we have executed the three discretized multi-armed bandits UCB, e-greedy and
Thompson Sampling algorithms in TANGO and observed the obtained total cumulative
rewards over the time. As seen previously, TANGO is more suitable for a small numbers
of arms, hence we have run TANGO over 9 arms extracted from the MovieLens dataset,
the highest reward probability being approximatively 0.34. In Figure we observe
that all the plugged algorithms produce rewards following closely the theoritical max-
imum (obtained by always pulling the best arm). For a budget N of 1000, our best
strategy e-greedy returns 301 rewards, followed by Thompson Sampling returning ap-
proximatively 288 rewards, followed by our last strategy, UCB, returning 220 rewards.
These rewards performance are consistent with [CLMS22|, where UCB needs a very

large budget (around 10°) to be more efficient than e-greedy.
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Figure 3.17: Obtained total cumulative rewards using 9 arms extracted from the Movie-
Lens dataset over a budget N of 1000. We set € at 0.1. The theoritical maximum
corresponds to the situation in which the best arm is always chosen, the highest reward
probability in this experiment is 0.34. Hence, for a budget N of 1000, the theoritical
maximum rewards is 1000 - 0.34 = 340.

Obtained Rewards on Failure

Our protocol TANGO is said to be resistant to the scenario where one or more data owners
are suddenly offline. This property is particularly interesting in federated learning and is
empirically confirmed in TANGO. This property is achieved by sending at each time step
t € [N] the encryption of the cumulative rewards s; of every (online) data owner DO,;.
As a result, if a data owner DO, becomes offline at some point during the protocol, the
cumulative rewards s; remains known by the proxy node P, rather than being lost since
it is only known by DO;.

To empirically confirm the failure resistance of TANGO, several parameters have to
be considered, including the used data set, the number of data owners K, the budget
N, the multi-armed bandits algorithm, the frequency of failures and the data owners to
disconnect. Due to the potentially large number of cases, we have focus our attention
on the most impactful: We have chosen to apply the UCB multi-armed bandits algo-
rithm, chosen for its deterministic score computation, on the MovieLens [HK16] data
set equipped of 100 arms with a budget N of 1000. To emphasize the impact of the
data owners being offline, we voluntary disconnect respectively 0%, 25%, 50%, 75% and
100% of the data owners having the highest reward probability, at time step 500 i.e., at
the middle of the multi-armed bandits execution. Hence, with 0% of the data owners
being disconnected, we expect no difference between the total cumulative rewards with
and without the saving of cumulative rewards. Let’s move on the case where half of the
data owners, having the highest reward probabilities, are considered offline. Remember
that we disconnect the arms in the reward probability, in the decreasing order. Observe
that since half of the arms including all the best arms are offline, the remaining budget,
used for the next 500 time steps, are expected to provide less rewards.

The obtained total cumulative rewards with and without the saving of cumulative
rewards is presented in Figure [3.18 All the results are the mean of 200 successive itera-

tions. Note that all the computations performed are in clear, allowing us to increase the
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Figure 3.18: Obtained total cumulative rewards over the time using UCB when respec-
tively 0%, 25%, 50%, 75% and all the data owners are going offline at the 500-th time
step, without our rewards saving mechanism on the left and with our rewards saving
mechanism on the right. The presented results are the mean of 200 iterations.

number of iterations considerably. The first figure, which depicts the multi-armed ban-
dits execution without the saving of the cumulative rewards, shows a sudden decrease
in the total cumulative rewards whereas the execution of the multi-armed bandits exe-
cution with the saving of the cumulative rewards does not. The sudden decrease reflects
the way in which we have counted the total cumulative rewards. At each time step ¢t € N,
for the scenario without the saving of the cumulative rewards, we add every cumulative
rewards s; of all online data owners DO;. That is, an offline data owner DQ;, more
precisely its cumulative rewards s; is no more counted in the current total cumulative
rewards s after that DQO; lefts the protocol at the 500-th time step, explaining the sud-
den decrease of the total cumulative rewards s at the time step where the data owners
disconnect. It correctly models the real scenario where the locally stored cumulative
rewards s; of an offline data owner DQO; being not accessible anymore. In contrast, with
the saving of the cumulative rewards put in practice in TANGO, the cumulative rewards
s; of the offline data owner DQ; is preserved in the memory of P.

Observe that when all the data owners are offline, without the saving of the cumu-
lative rewards, the returned total cumulative rewards is zero, whereas with the saving
of the cumulative rewards, the returned total cumulative rewards corresponds to the
cumulative rewards that have been received at the time step 499 (the 500-th time step
being the step where all data owners are assumed to disconnect). After this time step ¢,
since all data owners are offline, the UCB algorithm is not able to obtain new rewards

since there is no more arm to pull, explaining the flat curve.

3.4 SALSA: A Scalable Secure Federated Bandits

As we have observed, TANGO offers correctness and security but suffers from a high
latency during the arm selection due to the homomorphic operations. Hence, TANGO is
not suitable for real-time applications whose delay to obtain the selection bits is reduced.
For these applications, we propose a new scalable secure multi-armed bandits protocol,

this time based on secure three-party computations.



CHAPTER 3. SECURE FEDERATED MULTI-ARMED BANDITS 85

Overview of SALSA. Compared to TANGO respecting the architecture and the phi-
losophy of SAMBA, SALSA drastically moves away to focus on secure multi-party com-
putations: Rather to rely on two servers, one acting as a proxy for the other one, SALSA
relies on two servers denoted Cy and C; to perform computations over shared scores, in
the vein of the ABY framework [DSZ15]. In a nutshell, at the beginning of the arm
selection protocol execution at time step t € [N], every data owner DO; computes the
two shares of its score v; ¢, denoted respectively (v; +)° and (v; +)!. The first share (v; ;)°
is sent to Cy while the second share <vi,t>1 is sent to C;. Using secure two-party computa-
tion techniques each server C; ends with the share of every selection bit (b; )7 for every
data owner DO;. As we will see later in the detailed description of the arm selection pro-
tocol, the two servers are supported by an additional server acting as a trusted random
provider, providing sharings of particular randoms, required by the servers Cy and C; to
evaluate the arm selection. Given the two shares (b; ;) and (b; ;)!, the data owner DO,
reconstructs b; ; efficiently before to execute the arm pulling function MAB.PullArm.
At the end of protocol, every data owner shares its cumulative rewards s; with
the servers, via the transmission of an additional share (s;)" for the server Cy and the
share (s;)! for the server C;. Using additive property of secret sharing, from the shares
(s1)7,...,(sK)’ the server C; is able to derive the share (s)7. Then, the shares (s)° and
(s)1 computed respectively by the server Cy and C; are transmitted to the user U, which

given these two shares, can efficiently reconstruct the total cumulative rewards s.

Setup of SALsA

Compared to TANGO which is built based on cryptographic primitives, SALSA does not
necessitate keys, thanks to the secure multi-party computation paradigm. Instead, the
privacy of the data is guaranteed using information-theoretic argument, in the spirit
of the one-time pad security. Indeed, the arithmetic sharing [DSZ15] that we use in
SALSA, consists for a value v if defining two shares (v)° and (v)! where (v)° equals r
and (v)! equals v — r. Observe that given only one share, it is theoretically infeasible
to recover v. Indeed, since v is independent of the first share (v)° consisting of r, and
since the second share v — r consists of a one-time pad, it is theoretically infeasible to
recover v. It’s interesting to note that, in the same way as TANGO, we assume here
that all communications are authenticated and secure, a reasonable hypothesis since the
identity of the servers is publicly known, which is sufficient to establish an authenticated
secure channel. This hypothesis is used to prevent a party to observe a communication

between two other parties.

Arm Selection of SALsA (Figure }

In SALSA, at time step t € [N], the arm selection protocol SelectArm depicted in Fig-
ure @ starts with every data owner being inputted with a score v; ;, its cumulative
rewards s; and the number of pulls n;. Recall that SALSA, as well as TANGO, are sup-
posed to work for discretized multi-armed bandits algorithm. For this reason, the score
v;+ can be represented using its binary representation over ! bits. Let us denote the

binary representation of v;; as v; ¢[1],...,v;[l] where v;[p] denotes the p-th bit of v; .
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Figure 3.19: Representation of an arm selection protocol execution in SALSA. At step
(1), every data owner distributes the share of its binary-decomposed score on which the
servers Cyp and C; computes the shares of the selection bits, sent back at step (3). All
communications between the parties are assumed to be authenticated and secure.

Each data owner DO, starts the arm selection protocol by computing two shares of
each bit v; +[p], denoted respectively (v; ¢[p])? and (v; ¢[p])!. These shares working on bits
are called binary shares and follows the same spirit of arithmetic share: The two shares
(b)? and (b)! of a bit b are computed respectively as r and b @ r for a randomly chosen
bit r. Following this sharing method, every bit v; +[p] is shared as (v;;[p])° = r and
(vi ¢[p])! = vi¢[p]@®r for a random bit r. Then, the shares (v; ¢[1])7, ..., (v; +[l])/ are sent
the server C;. Given all these binary shares, the servers Cy and C; are able to evaluate the
arg max circuit resulting into the best arm index M, then compared with every index i €
[K] resulting into K selection bits. This procedure described in Figure has access
to two functions SharedArgmax and SharedEq, depicted respectively in Figure and
Figure [3.21] executing respectively the arg max function and the equality test function
using only XOR and AND (from which OrR and NOT binary gates can be derived). As
we will see in a moment, these functions are not difficult, the only particularity being
that XOR and AND binary gates are executed over shares instead of bits, following the

computation sharing techniques from [DSZ15].

SharedSelectionBits; +({ (v1,:[p])? }peqs - - -» {2 [P])? Fpeny)
Subroutines: SharedArgmax (See Figure [3.23)), SharedEq (See Figure [3:21)
Constants: (1[1))7,..., [, ... (K[1]),... (K[! /* Shared constant indexes */
(ML), (M[1])’ « SharedArgmax; ,({(v1.e[p])’ }pep, - - - » {{vr.e[p)) }pemn)
for (i[1])7,..., (i[l])! € [K]

(bie)’ + SharedEq ,({{M[p])’ }pequ, {(Elp)) }pern)

return (bl,z>j, sy (bK,tV

Figure 3.20: The selection bits generation function inputted with binary-decomposed
shared scores.
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Before introducing these algorithms, we first describe the following SharedIfThenElse
and SharedEq subroutines depicted in Figure The SharedIfThenElse simulates the
behaviour of a conditional branching written as if b then { x } else { y } where
b is a bit respresenting a condition and where x and y are [-bits values. Specialized to
handle bit sharings, this function expects as an input 2! 4+ 1 sharings: A bit sharing for
b and 2! bit sharings for x and y. The function returns [ binary sharings corresponding
to the bits of x if b equals true, otherwise it returns ! bit sharings corresponding to the
bits of y. The SharedEq function expects 2[ bit sharings x and y and returns a single

bit sharing of 1 if z equals y, otherwise it returns a single bit sharing of 0.

SharedIfThenElse; + ((b)7, (z[1])7, ..., (z[l])7, (y[1])7, ..., (y[l])?)
for p € [I]: (r[p])’ + OR(AND((b)’, ([p])’), AND(NOT((b)?), {y[p])"))
return (r[1])7,..., (r[]])’

SharedEq;+((z[1]), ..., (=[I])?, (y[1])’, - .., (wlp])’)

return NoT(OR(Xor((z[1])”, (y[1])"), ..., Xor((z[p])’, (y[p])’)))

Figure 3.21: Instantiation of the SharedIfThenElse and SharedEq functions.

We provide an additional function SharedLessThan described in Figure which
simulates the behaviour of a < b for two I-bit values. More precisely, this function takes
as an input 2! binary sharings corresponding to the bits of x and y, and returns a single
bit sharing of 1 if z is strictly less than y, otherwise it returns a single bit sharing of 0.
Intuitively, the SharedLessThan function identifies a position p € [I] for which x[i] and
yli] are different. In particular, if y[i] equals one and no higher bits differs between z
and y, then we directly conclude that y is stricly higher than x. A sharing (f)7 is used
to stop the modification of the result sharing (r)? when a difference has been detected.
Observe that the two variables r and f are not modified only in case where a difference
has been found or if there is no difference between x and y. This function assumes the
sharing of the two constants 0 and 1, which is generated once and reuse over all the

executions.

SharedLessThan; . ((z[1])7, ..., (=[]}, (y[1])7, ..., (y[l])?)
Constants: (0)7, (1)
(fY (), (r) (0
forpe[l, ..., 1]
(@) + Xor((z[p])’, (ylpl)’)
()7 = AND((f), (d)7)
(=b)? + Not(({b)’
(r)? = OR(AND((b)?, AND((d)’, (y[p])”)), AND((=b)”, ()7)
(f)! < OR(AND((b)”, NoT((f))), AND((=)”, (f)"))

return (r)’

Figure 3.22: Instantiation of the SharedLessThan function.
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The SharedArgmax function depicted in Figure takes as an input K scores where
each score is decomposed of [ bit sharings. Our instantiation directly relies on the

previously introduced functions and follows the natural arg max definition.

SharedArgmax; ; ({(v1,+[P)) }peqy - - - » {{vrct[P)) Fpep)
Subroutines: SharedLessThan (See Figure [3.22)), Shared|fThenElse (See Figure [3.21])
Constants: (1[1])7,..., (1[]])?,... (K[1]),..., (K[]])’
W, Y = Cone1]) . o[l
(MY, .. (MY <« @[, ..., 1[))? /* Constant shares of index 1 */
for (i[1])7,..., @[l])! € [2,K] /* Constant shares of index i */
(b)? « SharedLessThan((v[1])7, ..., (W[l])?, (vi,e[1])7, ..., (v, [1])7)
(W[1)), ..., (w[l])? « SharedIfThenElse((b)7, (v; +[1])7, ..., (wi[1])?, W[1])7, ..., (v[1])?)
(M[1])?,...,(M[l])’ < SharedIfThenElse((b)’, (i[1])7, ..., (i[1])7, (M[1])7,... (M][l])?)
return (M[1])7,..., (M[]])’

Figure 3.23: Instantiation of the SharedArgmax function.

An interesting fact about binary sharing is that a XOR gate can be computed locally
without any interaction between the two servers. Suppose two bits by and b; whose
respective shares are defined as follows: Let denote the shares of by as (b0>0 = 70,
(bo)! = by ® ¢ and let denote the shares of by as (b;)! =7y, (b1)! = by @ 71. To obtain
the output of the XOR gate denoted by = by & b1, a server C; simply evaluates (b2}’ as
(bo)? @ (b1)?, leading to the shares (b2)? = 1o @ ry and (ba)! = by ® by @ 19 ® r1. Hence,
if we rewrite ro @7y by a random bit r’, then we have (b2)? = ' and (by)* = by © by B 1’
which constitutes a valid sharing of by, without implying any communication between
the two servers.

This stands in contrast with the AND gate which requires an interaction between
the two servers. For the sake of clarity, suppose the shares <b0>0 =79, (bo)l =by D rg
and (b1)! = r1, (b1)! = by © 1 of two bits by and b;. To evaluate the AND gate, the
two servers are required to have the so-called correlated randomnessl} This correlated
randomness takes the form of a triplet (z,y, z) where x and y are two random bits and
z equals = A y. Each server is assumed to have a share of each of these bits. Hence,
the server C; is supposed to have the triplet of shares ((z)7, (y)?, (2)7). Assuming this
triplet, the server C; computes (e)? as (by)? @ (z)7 and the share (f)7 as (b1)7 & (y)7. At
this point, each server C; communicates its shares (e)? and (f)7 with the other server
Ci—; and proceeds to the reconstruction of e and f. Then, each server C; computes the
resulting share (by)? of the AND gate as j-e- f @ f- (y) @e- (x)! @ ()7 [DSZ1H]. As
we have observed, the evaluation of the AND gate requires a bilateral communication
between the two servers. Hence, the efficiency of the AND gate highly depends on the
efficiency of the network latency between the two servers Cy and C;. Hopefully, in our
architecture, the two servers are publicly identified and does not change over the time.
Hence, it is realistic to assume a low-latency communication channel between these two
servers. Furthermore, the evaluation of a single AND gate involves the communication

of 4 bits, one bit for each share of e and f.

1In the literature, it is sometimes referred as a multiple triplet or a Beaver’s triplet.
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To evaluate an AND gate while ensuring the privacy of the computation, a corre-
lated randomness triplet can be used once. However, in our best arm identification
problem, the evaluation of an argmax circuit over ten 64-bits values followed by ten
64-bits equality test involves the evaluation of more than 9500 AND gates. Even more,
a budget N of 1000 requires to execute the arm selection protocol 1000 times leading
to the evaluation of more than 9 millions of AND gates. Therefore, the efficiency of th
correlated randomness generation is crucial to limit as most as possible the computation
overhead. Based on [DSZ15], it is possible to obtain a correlated randomness triplet via
additive homomorphic encryption such as the Paillier cryptosystem [Pai99]. However, it
is recommended to perform these computations during a setup phase when the input is
unknown, to avoid the computation of these triplets when receiving the input. However,
due to the potentially high numbers of triplets to be generated, this solution is not ideal.
Instead, we have chosen to include in our architecture an additional server, referred as
P (for Provider), acting as a trusted correlated randomness provider. The provider P
generates two random bits x and y, and computes the sharing (z)° and (z)! and the
sharings (y)° and (y)!. In addition, it computes z = x @ y as well as the associated
shares (z)° and (2)!. Finally, it provides the triplet ((x)7, (y)7, (2)7) to the server C;.
With our approach, we avoid additive homomorphic encryption while transmitting only
6 bits for a single AND gate, 3 bits by server. Observe that to evaluate 9 millions of
AND gates, approximately 3.4 megabytes have to be transmitted between the trusted
provider P and a server C; using a low-latency communication network.

Given the XOR and AND gates, the servers Cy and C; are able to evaluate the arg max
function using shares on the binary decomposition of the scores, leading to the shared
best arm index M, followed by an equality test between M and every shared index
i € [K]. At the end of the evaluation, the server C; obtains K shares (b1 )7, ..., (bx ).
Each share (b;;)? is sent back to the data owner DO, leading for DO; to have the
two shares (b;;)? and (b;;)*. Using the binary sharing reconstruction method, DO;
computes (b; ) @ (b; 1)* = 7 @ b;; ® r leading to the reconstruction of b, ;. Given its
selection bit, every data owner DQ; pulls itself as specified by our generic multi-armed
bandits model.

We do not have mentionned it for brevity, but along the shares of the score’s bits,
every data owner computes and sends the arithmetic share (s;)7 to the server C;, where
(5:)° equals r; and (s;)! equals s; —r; for some random r;. This constitutes the heart of
our rewards saving mechanism, allowing our protocol SALSA to be secure against data

owners failures.

Total Cumulative Rewards Sending Protocol of SALsA (Figure D

At the end of the protocol execution, the user I/ expects to have the total cumula-
tive rewards s corresponding to the sum of all the cumulative rewards s;. For clar-
ity, suppose that all data owners are online. The rewards sending protocol starts
with every data owner computing and sending the arithmetic share (s;)/ to the server
C;, where (s;)° equals r; and (s;)! equals s; — r; for some random ;. As a result,
the first server Cy obtains the shares (s1)°,..., (sk)? corresponding to the randoms

r1,...,TK, whereas the second server C; obtains the shares (s;)!, ..., (sx)! correspond-
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(1) (s)0 =, |0 (3) ()0 =K i
(2) (5)° = S (50)°

(1) () = si =i (3) (5! =S 5 -]
(2) ()" ¢ S (s)!

Figure 3.24: Representation of the total rewards sending protocol execution in SALSA.
All communications are assumed to be authenticated and secure.

ing to s — r1,...,8x — rix. The shares (s)? and (s)! are efficiently computable as
(s)0 = ZZK:1 r; and (s)! = 25{21 s; — Z1K:1 r;. These two resulting shares are then
forwarded to the user U which recovers the total cumulative rewards s by computing
(5)? 4+ (s)!. Thanks to the previously sent shares (s)7, the shares of a data owner having
left the protocol before the end can be replaced by the shares receiving during the arm

selection protocol.

3.4.1 Correctness of SALSA

By construction, the correctness of SALSA heavily holds on the correctness of the arith-
metic and binary sharing techniques. We first focus on the correctness of the arithmetic
sharing by supposing two values a and b and their shares (a)° = r,, (a)! = a — 7, of a
and the shares (b)° = ry, (b)! = b — 73,. The reconstruction of the sharings of a, denoted
{a)®+ (a)?, is to recover a and hence validates the correctness of the reconstruction. The
addition ¢ = a + b can be computed non-interactively with {c)? = (a)? + (b)° = r, + 7
and (c)! = (a)! + (b)! = a + b — 7, — 1. The reconstruction of ¢ performed via the
addition of (c)® and (c)! results into a + b which confirms the correctness of the ary-
thmetic sharings. Since the total cumulative rewards sending protocol is only based on
reconstruction and shared addition to share the total cumulative rewards s with the user

U, the correctness of this part of the protocol follows.

The arm selection protocol, in contrast, relies on binary shares. The shares (b)° = r
and (b)! = b@r can be efficiently reconstructed as (b)° @ (b)! in order to recover the bit
b. Binary sharings support the evaluation of the XOR and AND gates. Since XOR is by
essence an addition over Fy, the correctness of the XOR gate evaluation holds under the
same argument for the addition using arithmetic sharings. The AND gate requires more
explanation since it is involving a correlated randomness. Suppose by and by two bits, as
well as two random bits z and y. Let denote by z the evaluation of the AND gate over x
and y, written as = - y. The AND gate evaluation assumes that the server C; has access
to the correlated randomness ((x)7, (y)7, (2)7), and involves the reconstruction of e and
f defined respectively as by & x and by & y [DSZ15]. Assuming by being the resulting
shared bit obtain after evaluation of the AND gate over the shared bits by and by, the
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reconstruction of the sharing (h2)° and (ba)! of by can be obtained as follows:

)’ @ (b)) = (f- (@)’ e- @)@ (e-fOf () @e (y'@(2)))
=f-(e@)ee (e ee fo() e ()
=f-xPe-yde-fdDz
=01@y) 2@ (boDz) y®(bo@x)(b1 DY) -y
=@y - (zobhor)S (@) ydSz-yY
=b1®y) bo®(bo@x) ydz-Y
=by- 01 QY -boDPYy - boDx-y@r-y

=bgy- by

Since by - by equals one if and only if both bits equal one, the reconstruction of the
outputted sharings leads to a valid result. Furthemore, since all the arm selection compu-
tations are based on these XOR and AND gates, the correctness of binary computations

and by extension our SharedSelectionBits algorithm, are ensured.

3.4.2 Security of SALSA

In contrast with TANGO whose security is based on computational hypothesis, SALSA
relies on information theoretic arguments thanks to the secure two-party computations.
By design, both binary and arithmetic shares (v)? and (v)! prevents one to learn v
given only one share. Before providing the security proof of SALSA, we give the overall

intuition on the privacy-preserving property of sharings.

Security of Arithmetic Shares

In SALSA, arithmetic shares are used during the SelectArm protocol to share the cumu-
lative rewards s; and during the SendRewards protocol in which addition over sharings
is performed. Let focus on the SendRewards protocol being the most insightful, in which
the first server Cp has access to first share (s;)° which equals r;, and where the second
server C1 has access to the second share <si>1 which equals s; — ;. Whereas it is clear
that Cy has no particular advantage to recover s; from r;, since r; is randomly chosen by
DO;, by the one-time pad security, the second server C; has no advantage to recover s;
from s; — r;. And since every computation performed by the servers Cy and C; are lim-
ited to use the additive property of arithmetic shares, implying no communication, the
server C; has a statistical advantage to distinguish between a share (s;)? real cumulative

rewards s; and a share (s})? of a random cumulative rewards s/

Security of Binary Shares

The binary shares are used in SALSA during the arm selection protocol to obtain the
selection bits from the (shared) scores provided by the data owners. The selection bits
generation circuit takes as an input the binary representation of the scores, where each
bit of v; ; is shared among the two servers Cy and C;, using the binary sharing technique.

Similarity to arithmetic shares, the first share (b)° of a bit b is defined by a random bit
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r chosen by the data owner DO;, and the second share (b)! equals b @ r. As we have
observed, the construction of the XOR gate does not involve an interaction between the
two servers. However, due to the complexity of the circuit we are trying to evaluate
to obtain the selection bits, we have also to evaluate the AND gate which requires an
exchange of shares, implying the input bits and the intermediate data. Indeed, each
server C; is expected the shares ()= and (f)'~7 of the other server to reconstruct
respectively e and f, which by definition equal respectively by & = and b, ©y. The value
of z and y are randomly and privately chosen in the protocol by the trusted provider P
which is assumed to not collude with the other servers and with a data owner. These
values e and f are then used to construct the resulting shares, which once combined,
recover the output of the AND gate. Since the value of z and y are never revealed
and randomly chosen by the trusted random provider P then under the one-time pad
security, both Cy and C; cannot distinguish between the p-th bit of a score and a random
bit [DSZ15].

Security Proofs for the Server C; and the Trusted Provider P

We first focus on the case of the controller C, being splitted into three distinct non-
colluding servers: Two servers Cy and C; performing the computations and a trusted
random provider P. To prove that the controller C does not learn any information on
any score v;;, on any cumulative rewards n;, on any number of pulls for a data owner
DO; at some time step t, or on the total cumulative rewards s, we proceed in two
lemmas. The first lemma considers the case of the (honest-but-curious) corruption of C;
for j in {0, 1}, whereas the second lemma considers the case of a the (honest-but-curious)
corruption of the trusted provider P.

For clarity, we denote by RealC; (respectively RealP) the real experiment being the
same of the real experiment RealC;, except that the adversary corrupts C; (respectively
P). Similarly, we denote by IdealC; (respectively ldealP) the ideal experiment being the
ideal experiment IdealC;, except that the adversary corrupts only C; (respectively P).

To prove the simulation security SimC of SALSA, it suffices to prove these two lemmas.

Lemma 3. Let N € N be the budget and K € N be the number of arms. Then,
for every security parameter A € N, every polynomial-time adversary .4, there exists a

simulator & such that SALSA is statistically SimCj-secure:
Pr [Exp™'“ (1), N, K) — 1} L Pr [Expjfg'c-f(ﬂ, N,K) — 1}

Proof. The view of C;, denoted View(C;) is composed of the shares (v; ;[p])7 for every
p € [I], (bit)? and (s;)7 for every i € [K] and every time step ¢ € [t], as well as
the share (s)7. It also includes all intermediate shares obtained during the SelectArm
execution protocol. In order to prove the above lemma, we first construct the simulator

S = (80, 81) used in the game Expljfglcj:
e Simulator Sp. Our first simulator Sy obtains as an input the current time ¢ € [N]
and the number of arms K. At the end of the execution, for some time step

t € [K], the simulator Sy is required to output a K-sized list of tuples (s}, n}, v} ,)

17 Y1,t
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for i € [K] where s} is a random cumulative rewards, n is a random number of
pulls and v}, is a random score.
The simulator Sy starts by randomly chosen K scores v} ... ,’U/K,t, K random
cumulative rewards s/, . .., s and K random number of pulls nj, ..., n. Finally,
it outputs the list of tuples (s},n;,v; ;) for every i € [K].

e Simulator S;. Our second simulator S obtains as an input the number of arms
K, and produces the simulated cumulative rewards s; randomly chosen from an

arbitrary space, say N, for each arm i € [K].

By construction, our simulator § = (Sy, S1) is polynomial-time and hence is a suit-

able simulator. We are ready to prove the indistinguishability of the real world cor-

responding to the real experiment Expiealc'j, and the ideal world corresponding to the
experiment Expljteglcj .
Game G°. This game corresponds to our real experiment Expiealcj , hence:

Pr[GY(1*, N, K) — 1] 2 Pr [Expiealcj(l’\,N, K)—1

Game G! . This game is the same as G°, except that we introduce our simulator
S = (80,81) in the game. Our first simulator Sy is inputted at each time ¢ € [N]
with the appropriate inputs i.e., the current time ¢ and the number of arms K. Our
second simulator S; is also added to the game, inputted with the number of arms K.
Note that the outputs of our simulator, including the list of tuples (s;, n},v; ;) for each
i € [K] and for each time step ¢t € [N] is not used as well as the outputted random
cumulative rewards s} at the end of the protocol execution. Thus it does not impact the
view of C;, providing no advantage for the adversary to distinguish, leading to a perfect

indistinguishability:
Pr[GY(1", N, K) — 1] 2 Pr[G4 s(1*, N, K) — 1]

Game G2. In this game, we replace the K executions of the arm pulling algorithm
inputted with the selection bits, with a single execution of the arm pulling algorithm
inputted with the best arm M computed by the challenger running the game. Based on
the correctness of the SelectArm protocol, the adversary should not notice any modifi-
cation and hence we obtain a perfect indistinguishability between this game G2 and the

previous game G':
Pr[GY s(1 N,K) = 1] 2 Pr[G s(1*, N, K) — 1]

In the following K games, we will replace the cumulative rewards in the rewards
sending protocol. To improve clarity, we index these games as G>* for k ranging from

1 to K, in which we focus on k-th data owner DOy. The game G>° refers to G2.

Game G** for k € [1, K]. In this game, we replace the cumulative rewards s sent by
the data owner DOy, during rewards sending protocol SendRewards, with the randomly
chosen cumulative rewards s, produced by the simulator S;. Hence, instead of receiving
the share (sj)7, the server C; receives the share (s} )/ from which it cannot recover

s, or s, based on the security of the arithmetic share. Hence, we have a statistical
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indistinguishability between G>*~! and G>*:
v [GH5 11 N K) — 1] 2 Pr [Gi{fs(ﬁM K) - 1}

In the following IV - K games, we replace the cumulative rewards s; whose shares are
sent by the data owner DO; at a time step ¢t € [N] during the arm selection protocol,
used in our rewards saving mechanism. The following games are denoted G%%* for
t € [N] and i € [K], the game G**° referring to the game G**~1¥ and the game
G*9K being the game previous game G5,

Game G*% for t € [N],i € [K]. In this game, we replace the cumulative rewards s;
sent by the data owner DO; with the randomly chosen cumulative rewards s produced
by the simulator Sy. Hence, instead of receiving the share (s;)?, the server C; receives the
share (s;)7. The indistinguishability between holds under the security of the arithmetic

share. Hence, we have a statistical indistinguishability between G*%*~1 and G**:
Pr [G‘W L1M N K) — 1} 2 Pr [G“ﬂ(ﬂ N,K) =1

In the following N - K - | games, we are going to replace the p-th bit of the score v; ;
produced by the data owner DO, at time step ¢ € [N] with the p-th bit the random
score vg’t chosen by the simulator Sy. For clarity, we denote the following games as
G>44P for t € [N],i € [K] and p € [I]. The game G>11.9 refers to the previous game
GHNK and the game G440 refers to the game G>Hi 1L,

Game G>P for t € [N],i € [K],p € [I]. In this game, we replace the p-th bit
of the score v;; by a p-th bit of the random score v; + chosen by the simulator Sp.
Hence, instead of receiving the share (v; ;)7, the server C; receives the share (v} > The
indistinguishability of these two games is based on the security of the binary share. Note
that the modification of a bit breaks the correctness of the SelectArm protocol. This
does not bring any advantage for the server C; since its view only contains shares and
hence does not learn any plaintext information related on the protocol execution. This

leads to a statistical indistinguishability between G®?#P~1 and G%%%P:
Pr [ijgvp‘l(ﬂ,zv, K) > 1} 2 Pr [Gi(fgv”(ﬂ,zv, K) =1

In the last game G>N:%! the server C; observes shares of random values chosen by
the simulator, which corresponds to the ideal experiment Expjefglc . As a result, we

have:

RealC; IdealC;

Pr [Exp™'S (1), N, K) — 1} Pr [Exp J(1\ N, K) — 1}

O

Lemma 4. The view of the trusted randomness provider P, denoted View(P) is limited
to the all the randoms and associated shares, transmitted with the servers Cy and C;.
The security proof of P is straightforward in the sense that view of P is fundamentally
independent of the scores, selection bits and cumulative rewards. Indeed, the trusted
randomness provider is not inputted with a sensitive data and never receive any infor-
mation from another party, its single task being to generate and distribute a correlated

randomness for the AND gates evaluation. Hence, any modification of the scores, the
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selection bits or the cumulative rewards does not provide any advantage for P. There-
fore, it is clear that we obtain a perfect indistinguishability between the real experiment

EprR4eaIP and the ideal experiment Exp'j‘ealp;

Pr [Expﬁfa'P(ﬂ,N, K) - 1} 2 pr [Exp[j‘fg'P(lA,N, K) =1

By Lemma [3] and Lemma [} we know that the honest-but-curious corruption of the
servers C; or the trusted provider P does not allow the adversary to learn any information
on the scores, on the cumulative rewards, on the total cumulative rewards but also on
the pulled armed. And since the controller C is composed of these nodes, we achieve the

simulation security for the controller C.

Security Proof for User

Theorem 3. Let N € N be the budget and K € N be the number of arms. Then,
for every security parameter A € N, every polynomial-time adversary A, there exists a

simulator § such that SALSA is perfectly SimU-secure:
Pr [GReV (1Y, N, K) — 1] 2 Pr G2V (1Y, N, K) — 1]

Proof. The view of U, denoted View(U), consists of the single ciphertext ¢® encrypting
the total cumulative rewards s. In order to prove the above theorem, we first construct
the simulator § = (Sp, S1) used in the game Expljffgluz

e Simulator Sy. Our first simulator Sy obtains as an input the current time ¢t € [N]
and the number of arms K. At the end of its execution, the simulator Sy is
required to output a list of tuples scores (s}, n}, v; ;) whose first element is a random
cumulative rewards, the second element is a random number of pulls and the third
and last element is a random score.

The simulator Sy generates and returns K random scores v; ;, K random number
of pulls n} and K cumulative rewards s} independently.

e Simulator 8. Our second simulator S; obtains as an input the number of arms K
as well as the total cumulative rewards s, and produces the simulated cumulative
rewards s; randomly chosen from N for each arm i € [K].

By construction, our simulator § = (Sy, S1) is polynomial-time and hence is a suit-

able simulator. We are ready to prove the indistinguishability of the real world cor-

responding to the real experiment Expfifalu, and the ideal world corresponding to the

experiment Expljfglu.

Game G°. This initial game corresponds to the ExpfiteaIU experiment. Therefore, we

have a perfect indistinguishability:
Pr[GY(1*, N, K) — 1] 2 Pr [ExpE{*'U(A,N, K) — 1}

Game G'. This game works exactly as the game G° except that we replace the ex-
ecution of the MAB.PullArm algorithm executed for all arms, by a single execution of
MAB.PullArm for the data owner indexed by M, the index of the data owner having the

highest score. As a result, the selection bits outputted by the arm selection protocol are
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now ignored. By correctness of the arm selection protocol SelectArm, this modification
does not affect the selected arm at each time step and hence does not affect the total
cumulative rewards returned to the user &/. Hence, we have a perfect indistinguishability

between G° and G!:
Pr[GY (1Y N, K) — 1] 2 Pr [GL4(\, N, K) — 1]

Game G2. In this game, we focus on the integration of our first simulator Sp: The
simulator Sp is inputted at each time ¢ € [N] with ¢ and the number of arms K. Recall
that the output of the simulator Sy is composed of a K-sized list of tuples (s}, n}, v} ;).
During the execution of the SelectArm protocol, at each time ¢t € [IN] each data owner
DO; is inputted with its secret key sk; and a random cumulative rewards s}, a random
number of pulls n} and a random score v; ;. The obtained selection bits at the end of

the arm selection protocol are ignored.

The view of the user U/ is limited to the total cumulative rewards s. The arm cho-
sen by the SelectArm protocol is random since the arm selection protocol is inputted
with completely random values. However, thanks to the challenger executing the cor-
rect MAB.PullArm algorithm for the arm having the best score, the correctness of the
multi-armed bandits algorithm is guaranteed. Therefore, the returned total cumulative

rewards is perfect indistinguishability between this game and the previous game G!:
Pr [G4 (1" N,K) — 1] 2 Pr [G% 5 (A, N, K) — 1]

Game G>. In this game, we focus on the integration of our second simulator Sy, inputted
at the end of the protocol with the number of arms K and the total cumulative rewards
s, corresponding to the sum of all cumulative rewards (i.e., Zfil s;). The simulator &y
is asked to output a K-sized list of random scores i, ..., s%, where each s} is inputted
to DO; at the beginning of the SendRewards protocol execution. From the observation
that both s; + --- + sk (computed by the real multi-armed bandits execution) and
sy + -+ 8% (randomly sampled from the simulator Sp) equals s, so we conclude that

the view of U between the game G* and the game G? is perfectly indistinguishable:

Pr[G% s, (1M, N, K) = 1] 2 Pr[G} s(\,N,K) — 1]

And since G® corresponds to the ideal experiment Expﬁfgu, we observe a perfect indis-

tinguishability between Exp'” and Exp'jiag'u:

Pr [Expﬁfa'“(ﬂ, N,K) — 1} 2 pr [Exp';{fg'U(A,N, K) = 1]

Security Proof for a Data Owner

Theorem 4. Let N € N be the budget and K € N be the number of arms. Then,

for every security parameter A € N, every polynomial-time adversary A, there exists a
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simulator S such that:
Pr [GREPO (1Y N, K) — 1] 2 Pr [G44P (1, N, K) — 1]

Proof. The view of the corrupted data owner DO,, denoted View(DO,), contains the
cumulative rewards s; as well as the number of pulls n;. It also contains every score
v;¢ and every selection bit b;, for each time step ¢ € [N]. In order to prove the above

theorem, we first construct the simulator S = (Sp, S1):

o Simulator Sp. Our first simulator Sy obtains as an input the current time ¢ € [N],

the number of arms K, the index j of the corrupted data owner DO; chosen by
the adversary A, its real score v;+ and a bit associated to the value M z j, where
the index M corresponds to the arm index having its best score. At the end of
the execution, the simulator Sy is required to output a (K — 1)-sized list of tuples
of the form (s, n},v],) whose first element is a random cumulative rewards, the
second element is a random number of pulls and the third element is a random
score.
Our simulator &y acts differently depending on the value of M Z j. For the sake of
clarity, let denote the value of M z j by the bit beq. If the bit beq equals one, then
the corrupted data owner DO, expects to receive a positive selection bit. Hence,
given its score vj;, the simulator generates K — 1 random scores v;, with the
condition that every v;, is strictly lower than v; ;. This ensures that the selected
data owner will be the corrupted one. At the opposite, when b, is a negative bit,
then the simulator generates K — 1 random scores with the condition that at least
one score v; , is strictly higher than v; ;. Note that the selected arm here is chosen
at random since the simulator does not have any information on the index M.
This models an idealised situation in which a data owner that is not pulled has at
most ﬁ chance to correctly identify the chosen arm. The cumulative rewards
and the number of pulls returned by the simulator are chosen at random.

e Simulator 8. Our second simulator S; obtains as an input the number of arms K
as well as the index j of the corrupted data owner, and produces K — 1 simulated
cumulative rewards s7, ..., _,8,1,..., 8y randomly chosen from an arbitrary
space, say N.

By construction, our simulator & = (Sp, S1) is polynomial-time and hence is a suit-

able simulator. We are ready to prove the indistinguishability of the real world cor-
RealDO

responding to the real experiment Expy , and the ideal world corresponding to the
experiment Exp'jfg'DO.
Game G°. This initial game corresponds to the ExpEleaIDo experiment. Therefore, we

have a perfect indistinguishability:
Pr[GY(1*, N, K) — 1] 2 Pr [Expiea'Do(A,N, K) — 1}

Game G'. This game works exactly as the game G° except that we replace the ex-
ecution of the MAB.PullArm algorithm executed for all arms, by a single execution of
MAB.PullArm for the data owner indexed by M, the index of the data owner having the

highest score. As a result, the selection bits outputted by the arm selection protocol
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are now ignored. By correctness of the arm selection protocol SelectArm, this modi-
fication does not affect the selected arm at each time step and hence does not affect
the selection bits received by the corrupted data owner DO; Hence, we have a perfect

indistinguishability between G° and G':

Pr[GY(1* N, K) — 1] 2 Pr [GL4(\, N, K) — 1]

Game G2. This game is the same as G!, except that we introduce our simulator S =
(S0, S1). The simulator Sy is inputted at each time step ¢ € [N] with the current time
t, the number of arms K, the index j of the corrupted data owner DO;, its real score
v+, as well as the bit beq associated to the value M z j. The simulator &7 is inputted
with the number of arms K and the corrupted index j. For the moment, the output
of § is not used. Therefore, the view of DO; remains unchanged leading to a perfect

indistinguishability between G' and G2:

Pr[G4(1", N, K) = 1] 2 Pr[G} s(1*, N, K) — 1]

Game G3. This game is the same as G? except that at each time ¢t € [N], given the
index j of the corrupted data owner DOj, the real score v; ¢ for 7 different of j is replaced
by the random score v; , computed by the simulator Sy. We do the same replacement
for the cumulative rewards and the number of pulls. When the chosen data owner
is the corrupted data owner DO, then the simulator Sy receives a positive selection
bit. Otherwise, the arm selection selects randomly an arm among all honest data owner
leading to a random arm selection. By construction of the experiment, the correctness is
preserved thanks to the challenger running the appropriate arm pulling. As a result, the
execution of the multi-armed bandits is still valid (even if random scores are provided),

leading to a perfect indistinguishability between G2 and G*:

Pr[G% s(1 N,K) = 1] 2 Pr [G3 (1", N, K) — 1]

Game G*. This game is the same as G3 except that during the SendRewards proto-
col execution, the real cumulative rewards s1,...,;-1,8;41,...,5; are replaced by the
random cumulative rewards sf,...,s’_;,s%,,,..., s} obtained at the output of the sim-
ulator &;. Observe that this modification does not affect the view of the corrupted data
owner DQO; since it does contain any cumulative rewards s; for ¢ different of j. As a

result, we obtain a perfect indistinguishability between G> and G*:
Pr (G} s(1* N,K) — 1] 2 Pr [G} s(1*, N, K) — 1]

And since G* corresponds to the ideal experiment Exp'fffngo, we observe a perfect

indistinguishability between Exp > and Exp'fffg'DO:

Pr [Expﬁfa'Do(P, N,K) — 1] 2 pr [Exp';{fg'Do(A,N, K) =1
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3.4.3 Empirical Study of SALSA

Compared to TANGO, which is based on cryptographic primitives whose security holds
under computational hypothesis, SALSA relies on secure two-party computations, more
precisely on computation over shares, featuring an incredibly fast computation. For
instance, the binary XOR gate requires the execution of a single & operation, hence
without overhead. The arithmetic share enjoys the same computational efficiency. The
AND gate over shares, in constrast, requires a previously computed and shared corre-
lated randomness whose computation is performed efficiently thanks to our randomness
provider. The AND gate evaluation performed by the servers requires few bit multipli-
cations and few exclusive-or, which are efficient.

For all these reasons, SALSA is expected to be fast and hence scalable. This desired
efficiency is confirmed by our implementation whose execution time (ignoring the com-
munication times being highly dependent of the network configuration), following the
same execution parameters of the benchmark of TANGO, are presented in Figure [3.25
Our proof-of-concept achieves a thousand sequential executions of the SelectArm protocol
in less than 150 milliseconds. Compared to TANGO where a thousand sequential execu-
tion of TANGO.SelectArm requires 2500 seconds. As a result, we obtain an approximated
16666 speedup factor. Based on these results, it is clear that SALSA is particularly fast
and scalable. The presented execution times for the SendRewards protocol are negligible
compared to the SelectArm protocol since it is executed only once, independently of the
budget N. And since SendRewards requires only addition of shares, it is particularly
efficient as well. Furthermore, SALSA does not require any setup, hence we have omitted

its execution time.
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Figure 3.25: Execution time of SALSA. The presented execution times are the mean of
10 iterations. When varying the budget N, the number of arms K is set to 9. When
varying the number of arms K, the budget N is set to 1000.

3.5 Conclusion & Discussion

The reward maximization problem in the federated multi-armed bandits setting, is a
very interesting problem having several applications including recommendation systems,

financial investment and medical treatment. In the previous works, this reward max-
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imization problem was not studied under the prism of the federated learning, or with
insufficient solutions such as our initial attempt SAMBA suffering from correctness and
security issues.

In this chapter, we have first proposed a new formal security definition using the real-
ideal paradigm, putting forward the desired security properties: Any party involved in
the protocol should not learn any information on the score of a data owner (revealing
sufficient information to recover reward probability), on the chosen arm, but also on
the rewards generated by a data owner. Then, we have proposed two protocols fitting
our security definition: TANGO whose design aims to be closer than SAMBA, and SALSA
based on a different paradigm, namely secure two-party computations.

Our first protocol TANGO enjoys several features: First, it has been formally proved
secure with respect to our security definition. Second, it is generic in the sense that any
discrete multi-armed bandits following a precise and formal definition can be plugged in
TANGO, to enjoy the security features without affecting the returned total cumulative
rewards. Third and last, TANGO provides resistance against failures of one or more
data owners. This useful property allows to return almost the same cumulative rewards
which would be normally stored by a data owner being offline, even until the end of the
protocol. We have provided an empirical evaluation of TANGO confirming the advantage
of our construction. First, despite the transposition of a standard multi-armed bandits
algorithm into a discrete one, requiring the approximation of every score, we do not
have observed any loss in the returned total cumulative rewards. Second, the returned
total cumulative rewards using TANGO is almost optimal, which confirms the interest of
our approach to maximize the reward. Third and last, despite its simplicity, our failure
resistance turns out to be an effective solution to limit the loss of rewards in case when
some data owners go offline.

Despite all the mentioned advantages, it appears that TANGO is not suitable for
real-time applications due to the time-consuming homomorphic operations performed
during the arm selection, requiring more than 2.5 seconds to pull the best among 9
arms. However, our construction remains interesting for applications where the arm
selection is allowed to be performed in a longer delay. For instance, this is suitable for
movie recommendation systems where a user pays to have recommendation for movies to
watch. In this scenario, the delay between two movies seen by the user is long enough to
evaluate the arm selection and later to recommend a new movie. The security properties
enjoyed by TANGO prevent the system to learn the recommanded movie.

To overcome the execution time bottleneck due to the homomorphic comparison in
TANGO, we have proposed a second protocol SALSA, offering all the same advantages
offered by TANGO, including correctness, genericity, security, and resistance against
data owner failure, while featuring a fast arm selection, performed in less than 0.15

millisecond. Hence, SALSA is suitable for real-time applications.
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Electronic tickets (E-Ticket) have become the standard. The rationale behind the
digitisation of the ticket industry is both practical and economical. More sales can be
achieved by allowing users to purchase tickets from anywhere. The practical aspect of
ticket digitisation entails significant drawbacks, resulting in a negative impact on the
second-hand market and the protection of users’ privacy. In a world where privacy is
a central concern, it is essential to preserve the multiple facets of a paper ticket, such
as the right to trade them, and ensure full confidence in their validity. However, the
original property of non-replicable paper tickets is often lost with the development of
E-Tickets. A formal security model for electronic ticketing is needed to ensure their
security, and a system that combines the best properties of both worlds is necessary.

The research has focused on multiple cryptographic technologies with properties sim-
ilar to their physical counterparts. The subject of e-cash [BCFKIH, [THT6],
e-coupon [CEST0H, (e-coupon are similar to e-cash with items cho-

sen when redeeming an e-coupon remains unknown to the service provider) or n-times
anonymous authentication [TES04, m appears to be closely associated with our
issue. Even though they have been studied in the literature, their design makes them
incompatible with being used as a ticketing system. In numerous electronic cash sys-
tems [THI6], the practice of double-spending, wherein a coin is spent
twice, is mitigated by a central bank that maintains a record of the spent coins. When
receiving a coin from a merchant, the bank checks to ensure that it does not belong to the
list of spent coins. Therefore, the bank is able to detect if a coin has been double-spent,
and can compensate the scammed merchant. This mechanism, however, is not suitable
to construct a desirable ticketing system, since a scam would be left undetected by a

second merchant accepting the same coin until they both reach the bank. This fraud can

101
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be generalised to transfer of coins in transferable e-cash. Putting it in different terms,
cheaters could resell twice a ticket and this would be left undetected until they try to
access the event. On the other hand, in e-coupon systems |[CEST05, LMYT4, [Ngu06],
the transfer may appear unfavourable or even atypical, as a coupon has been issued by
a merchant to a specific customer with the intention of gaining their loyalty, whereas n-
times anonymous authentication |[TES04], cannot be safely transferred. With e-tickets,
it is imperative to guarantee the validity of a ticket at any time in order to avoid double-
spent tickets. This primary concern renders every electronic cash system that prevents
double-spending at coin deposit irrelevant to our issue. Additionally, a coin is validated
by the bank during the deposit process in e-cash [BFQ2I]. In the case of e-ticketing, a
ticket can be validated by one of the many terminals. All of these disparities substanti-
ate the necessity for a specific approach to electronic ticketing. E-ticketing systems have
been studied both in the industry [Avel6, [ProI6] for practical purposes and in academia
for understanding social behaviours regarding ticket resale and the incentives behind
this process |LS14l [CDS14]. The majority of the present ticketing systems that have
been developed by the industry are centred on the “standard” functionality of electronic
tickets, which entails the provision and validation of tickets. These systems are not
designed to ensure secure ticket transfer. Hence, an honest client has high chances of
buying a duplicated ticket from a malicious user. More advanced systems, attempting
to address this issue, provide authentication via a distributed architecture, such as the
blockchain [Avel6l [Prol6]. Even if ticket validity is now ensured during a transfer (by
checking if the ticket is valid in the blockchain), it moves away from the current e-
ticketing system organisation where the tickets are stored in a database. These methods
however, are in opposition to the currently centralised event organisation and implies
a larger energy consumption [dV18| [SBFK20]. Users’ anonymity in e-ticketing systems
has not been considered in the latest protocols [Avel6l [HAY12 INAJ15, [Prol6]. Never-
theless, anonymity is guaranteed by physical tickets, and it remains crucial to prevent
the event organisers from collecting the identity of ticket purchasers unless necessary.
Blockchain-based solutions can serve this purpose [Avel6l [Pro16], but for the aforemen-

tioned argumentation, we exclude them from our investigation.

Summary of Contribution

Considering the above problems and the lack of existing formalism, we design an e-
ticket scheme with proven security. It features three central aspects as it is centralised,
transferable and anonymous, with the latter property that can be mitigated by auditable
feature at need. We discuss the requirements of such a protocol, its capabilities, and
limitations, and encompass it in a model. We introduce the first security model for
E-Ticket Scheme (ETS). The security is formalised through experiments, modelling
unforgeability, ticket privacy, anonymity of users, and no-double-spending, preventing to

execute a refund, transfer or validate twice with the same ticket.

Our provably secure E-Ticket scheme is called APPLAUSE. It allows users to purchase,
refund, validate tickets, but also transfer their tickets to another user. During all the

interactions, users’ anonymity from the event organiser point-of-view is ensured. We
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propose a protocol addressing all the above-mentioned properties. Its security is proven
based on computational proofs in the random oracle.

Payments can be made during at least three steps of our process: The purchase, the
refund, and the transfer of tickets. Traditional payment does not guarantee anonymity,
therefore, using it in our construction would trivially break the anonymity of users. For
instance, the most standard payment protocol EMV [EMV11] does not protect privacy.
In our protocol, the payment is modelled as a generic cryptographic building block,
requiring anonymity, a mandatory assumption only required to ensure full anonymity.
More precisely, our protocol is as anonymous as the payment method in use. We stress
that it is not specific for our protocol but can be applied for every protocol ensur-
ing anonymity and involving payment. Alternative payment protocols that guarantee
anonymity of users exist, ranging from simple anonymous payment method [Pay18] to
more advanced constructions [DGGB22, IMSJP22], can be used in our protocol. To reveal
the identity of users, reaching auditability, we present SPOTLIGHT, an extended version
of APPLAUSE, where the identity of all users can be revealed only by a third-party called

the judge, employing auditable anonymous credentials.

Related Work

Most of the production-ready deployed systems guarantee the “standard” functionality
of ticket payment and delivery. Our system provides users with the ability to transfer
a ticket to another user, while maintaining anonymity, in addition to the standard
functionalities. All existing systems that allow for additional functionalities that we
identify rely on blockchains [Avel@, [Prol6]. Blockchain-based ticketing systems can
easily achieve transfer of a ticket by checking if the ticket is still valid on the blockchain,
and can achieve anonymity by the design of the blockchain. However, the blockchain
requires the upkeep of a distributed ledger and numerous signatures, which means that
numerous servers are needed to safeguard the validity of the network. Low-consumption
and optimised computation has been a keystone of cryptography. As shown in [dV18|
SBFK20], blockchains are more computationally demanding than a centralised design,
but also require large-scale procedures. Our system is centralised to enhance efficiency
and align with the existing topology of event organisation.

Previous works, initiated by [LLGOI] in 2001 and followed up by a number of papers,
essentially evaluating either the practicality [HCEO05|, the interface design [XTB04] or
the security [SSVO08] of existing systems in the public transport. Subsequent works have
proposed a novel ticketing system. They can be divided into three categories. The
first category focuses on the design of a ticketing system [HAY12, INAJ15|, ensuring the
validity of a ticket, without considering privacy. The second category aims to guarantee
the privacy of the user, however it does not permit transfer or auditability. In [KLG13],
they study the possibility of a ticketing system with privacy of users, including the
billing step. The authors of [Gud13l, [GSK14] have studied the possibility of using RFID
and NFC while ensuring privacy of users, using unlinkable certified tokens [MDNDI5]
for public transport ticketing or anonymous credentials [HCS™21] for general purposes
tickets. Furthermore, construction of [HCS™21| takes a few seconds whereas our protocol

APPLAUSE requires 130 milliseconds to purchase, transfer and validate a ticket, and 250
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Figure 4.1: Representation of the ETS model.

milliseconds for SPOTLIGHT, making our contribution scalable. Unlike [HCS™21], we
include the payment process in the protocol as well. The third line of research proposes
ticketing systems based on a distributed ledger, which are less efficient compared to
a centralised setting, due to the number of involved servers and communication time.
The first paper to propose such a system is presented in [LNGH19], which is based on
blockchain. Recently, a new ticketing system has been proposed in [YZ22] based on
NFT. For practical and efficiency reasons depicted above, our work moves away from

the distributed approach.

This work is compared to publications in less specialised areas, which includes e-
cash [BCFK15, BFQ21] THI6| and e-coupon |CEST05, [LMY14, [Ngu06], in which a
trusted authority generates tokens attached to a value. Due to double-spending en-
forcement checked only by the bank, followed by a compensation process, they miss the
guarantees of ticket validity upon transfer. On the other hand, n-times anonymous au-
thentication|[TES04, [ICHK 06| allows a limited number of authentications before leaking
user’s identity, limiting the ticket purchasing, as well as the interest of this approach for
ticketing. In [CHK™06|, restrictions of the concept are augmented by time frames that

further limit the authentication process, yet it falls short in ensuring transfer guarantees.

Considerations could also be given to Anonymous Credentials [Cha85 [CDLPK22,
MSM23]| or Attribute-Based Signatures [BK19, [MPRI1]. These mechanisms are dedi-
cated for authentication based on predicate matching, identifying information about the
signer. Yet again, transferability remains unaddressed as a standalone aspect in this

particular work.

Chapter Organisation

In Section we present the general overview of a ticketing system, including the
desired architecture and the setting in which this work takes place. In Section [£.2] we
introduce the security model defining the features and the security that an anonymous
transferable ticketing system is expected to achieve. In Section[4-3] we introduce our first
transferable ticketing protocol APPLAUSE, ensuring ticket unforgeability, ticket privacy
as well as anonymity for users. In Section [£:4] we introduce our second transferable
ticketing protocol SPOTLIGHT in which an additional incorruptible third-party called the
judge is able to reveal the identity of users, allowing SPOTLIGHT to achieve auditability.
Finally, in Section [.5] we study the overhead due to the cryptographic operations by
studying our implementation of APPLAUSE and SPOTLIGHT written in Rust.
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4.1 Overview of Electronic Tickets

We move away from the decentralised approach used in previous work to focus on the
currently used and centralised architecture. Our system divides the ticket handling into
three phases, namely ticket purchase, ticket transfer, and ticket refund or validation.

These phases can be increased with a judge for auditability.

Architecture. A user U willing to purchase a ticket for an event, contacts the ticket
distributor D, which issues a ticket tk to U in exchange of a payment. Once U holds a
ticket, it can authenticate itself to a wvalidator terminal V in order to get access to the
designated event. In some cases, a user U; holding a ticket might not be able to benefit
from its purchase, in such cases our protocol offers two options: A refund, or a transfer
of its ticket to another user e.g., to Us. The refund is proceeded between user U; and
the ticket distributor D. The transfer scenario encompasses both the cases where U
sells its ticket to another user Us or offers it. The latter consisting of the same transfer
protocol without the payments. The ticket transfer is modeled as an interaction between
Uy, Us, and a transfer authority T acting as a guarantee of the exchange. 7 ensures
the validity of the ticket to Us, prevents U to resell a ticket for profit by controlling the
price, but also prevents s to obtain a ticket without paying it. While ticket sale is a
fairly straightforward process, its transfer can be achieved through multiple scenarios.
It has been shown in [EY80] that a fair transfer between two users is impossible without
a third party. To make the designation of the ticket receiver possible, we assume a
communication between U; and Us before the transfer of the ticket, allowing them to
exchange keys. This communication channel can be obtained for instance via Bluetooth
during a physical meeting. Last, to attend to an event, I/ has to validate a ticket against
a validator V through an anonymous validation. At any time during the process, the

Judge J can open a ticket to recover the associated user’s identity.

Anonymity and Auditability. Anonymity of users is ensured during every interac-
tion with the system (i.e., the ticket distributor D, the transfer authority 7 and the
validator V) and all over the process. During the protocol, either authentication is not
required or users authenticate themselves using randomised identities i.e., randomised
keys. If desired, our protocol APPLAUSE can be turned into an auditable version called
SPOTLIGHT, where an external authority refers as the judge denoted [J, recovers the
identity of U. The auditability setting remains consistent with the one presented for
Auditable Anonymous Credentials in [CDLPK22]. In a nutshell, given a certificate is-
sued by the judge J, the user U computes a so-called “proof” denoted m, attesting the
ownership of the certificate to the validator V. Given such a proof m, kept on a record, J
retrieves the public key of the user I having generated the proof 7, hence obtaining the
identity of Y. The identity of a user still remains private against D, T or V, thanks to
the anonymity property of the proof m. Notably, 7 is being publicly verifiable meaning
that anyone can verify the ownership of the certificate by the user having generated
w. We stress that if the judge is compromised, only the users’ anonymity would be at
risk. The tickets remain valid, ensuring that honest individuals can utilize their tickets

without any issues. A compromised judge 7 would not have the capability to forge new
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tickets or alter the validity status of previously issued tickets. The purpose of auditabil-
ity is not to prevent double spending, but rather to fulfill legal mandates concerning
participant identity recovery. This aspect is crucial in unforeseen circumstances such as

force majeure or disasters.

Validation Setting. Large scale events often result in an overloaded network due
to the number of attendees. Multiple terminals are needed to validate the tickets si-
multaneously. Hence, communications coming to and from the validation terminals are
limited in size and number. One would like to assume that the validator is offline after
an initial setup. As a single ticket should be valid for any terminal, and without com-
munication between the terminals, the same ticket could be accepted by each of them,
constituting a forgery for any ticketing system. Hence, the validators must be online
and communicate. For efficiency, we rely on a central authority instead of a distributed
ledger to agree on valid tickets at time ¢. A validation protocol has to ensure anonymity
of users, and thus cannot authenticate the user. However, an adversary able to relay all
communications between a legitimate user and a validator, can easily perform what is
called a relay attack [RNTS07], where the adversary can have the access granted with-
out paying a ticket, by simply blocking and sending all messages sent by a legitimate
user to the validator, in its own name. As a result, the validator grants the access to
the adversary instead of the legitimate user. Badly, neither the user or the validator
can notice this attack. To prevent this issue, we have chosen to construct a validation
protocol based on a physical channel (such as QRcode [Int06] scanned by the validator
or Bluetooth’s password shared verbally [NSIT15]) during the last step of the protocol
to prevent relay attacks by an adversary. U gets a token, compared through this channel
to the token sent by V.

4.2 Definition of Ticketing System

Most ticketing systems are designed to allow the sale of a seat at an event, with each
seat being associated with a metadata such as the seat number. This can be more
general, and we consider a scenario where tickets are characterised by an event identifier
ide € IDg C N and by a serial number idp € IDp C N. The set of identifiers and the
set of serial numbers referred to event and seat number, are assumed publicly known.
Below, we define an E-Ticket Scheme based on a security parameter 1*. Recall that by
P(Ei(i1),...,En(in)) — E1(01),...,En(0n); we denote the protocol P played between
parties E;, taking as input ¢; and outputting o;. For simplicity, we may omit a party in

the output part of the notation if the party does not produce output.

Definition 25 (ETS). An E-Ticket Scheme II = (DKeyGen, TKeyGen, VKeyGen,
UKeyGen, Purchase, Refund, Transfer, Validate) is a tuple of PPT algorithms:
e DKeyGen/T KeyGen/VKeyGen /UKeyGen(1*) — (sk, pk): Given a security param-
eter 12, outputs a key pair (sk, pk).
o Purchase(U(sky, (ide,idp)), D(skp,st)) — U(tk), D(b, (ide,idp), tk,st): At the be-
ginning of the ticket purchase protocol between the user U and the ticket dis-

tributor D, U identifies the desired seat of the event using the assumed publicly-
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available couple of event and seat identifiers (ide, idp). At the end of the purchase
protocol, the user obtains and returns the purchased ticket tk, while D updates st
and returns a success bit b, the event and seat identifiers (ide,idp), the ticket tk
and the updated shared state st.

o Refund(U(sky,tk), D(skp,st)) — U(b), D(b,tk,st): Given a ticket tk and its key
sky, U asks the ticket distributor D for a refund. Both entities output a success

bit b, while D additionally updates st and returns tk.
o Transfer(U; (sky, ,tk), T (skT,st),Us(skuy, p)) — U (D), T (b, p, tk, tk’, st), Us(tk’) :

The transfer protocol allows the user Uy owning a secret key sk, and a ticket tk,

to transfer tk’ to the user Us holding a secret key sky,. The protocol relies on T
inputting the secret key skt and the shared state st. As a result, U; and 7 output
a success bit b, while 7 also updates the shared state st and outputs p = (ide, idp),
the transferred tk, the new ticket tk’ and the updated shared state st. Finally
Us obtains and returns a new ticket tk’ for the same event and seat identifiers
(ide, idp).

o Validate(U(sky,tk), V(sky,st)) — U(b), V(b,tk,st): User U inputs a ticket tk and
its key sky, and interacts with V inputting its key sky and a state st in order to

validate the ticket tk. The protocol ends with &/ and V returning a validation bit
b, a ticket tk and the state st from the validator V.

The Shared State. The above model includes a state st, shared between the ticket
distributor D, the transfer authority 7 and the validator V. The shared state allows
to synchronise ticket status among the different entities. It prevents, for instance, a
double validation or a validation after a refund. This shared state could be seen as
a white-list or a blacklist, the latter being used in our protocol. In our model, this
state is not kept secret: All adversaries have read-only access to the state at any time
using an oracle called OLeakState. This state can be implemented as a dedicated server
maintaining a database. Note that D, 7, and V share a common state while being
represented as distinct entities. This modelling choice aligns with the actual structure

of the organisation under consideration, reflecting its physical reality.

Security Properties of Electronic Ticket

The most basic property that a ticketing system is required to provide is correctness,
which briefly states that an honestly purchased or ticket received via a ticket transfer
should be either refunded or validated. Note that a ticket should not be accepted for
both, otherwise leading to a double spending of the same ticket. This double acceptation
of a ticket constitutes a property on its own and is referred in this work as the double-
spending property. Listening the communication between a user and the ticketing system
should not allow another user to forge a new ticket but also to reveal the ticket owned
by user. These two properties are called respectively ticket unforgeability and ticket
privacy. Finally, the property at the heart of our contribution is the user anonymity.
This anonymity property is subdivided into two distinct properties: First, we have
the pseudonymity property stating in a nutshell that interacting with a user does not

reveal its identity, and unlinkability stating that an interaction with a user cannot be
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linked with a previous interaction, preventing the system to identify if two interactions

is coming from the same user.

Correctness

The correctness of an ETS scheme consists, for any ticket tk obtained via the honest
execution of Purchase or Transfer protocols to be accepted by the Refund or Validate
protocols, producing a success bit b equalling 1, even if Transfer is executed sequentially
over any sequence of n users U = Uy, ...,U, where each user U; is equipped of a key
pair (sk;, pk;). Therefore, for every security parameter A € N, any state st where the

place (ide, idp) is not already purchased, it holds that:

(skp, pkp) < DKeyGen(1*), (skT, pkr) < TKeyGen(1%), (sky, pky,) < VKeyGen(1*)
Purchase(U, (sk1, (ide,idp)), D(skp,st)) — U(tky), D(1, (ide,idp), tky, st)
Vie[l,n—1],7 < i+ 1,p < (ide,idp) :

Transfer(U; (ski, tk;), T (sk7,st),U;(sk;,p)) — Ui (1), T (1, p, tk,, tk;, st)

then Refund(U(sky,tky), D(skp,st)) — Un (1), D(1, tky, st)

or Validate(U(skn, tky), V(sky,st)) — U, (1), V(1, tky, st)

Oracles Description

A ticketing system is considered secure with respect to a security definition if it is proven
resistant against any adversary having capabilities. In our game-based security defini-
tion, the capabilities of an adversary are modelled using oracles. Since the introduced
oracles require specific parameters such that set of users to work properly, we begin our
description by providing the meaning of the symbols used. The symbol SU = {Uy }«
denote the set of initialised users, potentially empty at the beginning. Each user Uy
is associated with a set TKj representing the tickets it owns. Observe that a ticket in
TK, is not only composed of a real ticket tk, but is a triplet consisting of the ticket tk
itself (produced by the ETS scheme during the purchase or the transfer), the targeted
event, the set of identifiers and a boolean, equalling true if the ticket is valid. By st, we
denote the shared state among D, 7, and V), initially empty and gradually populated

with elements corresponding to revoked tickets.

User Creation and Corruption Oracles. During the execution of the security
experiments where the challenger runs the system, the adversary A has access to two
oracles OCreateUser and OCorruptUser depicted in Figure allowing respectively to
create an honest user but also to corrupt a user of its choice. The first oracle OCreateUser
does not expect any parameter from the adversary and runs the key generation algorithm
UKeyGen, before storing the obtained keys in the SU set where each entry U; is composed
of four elements: Its private key, its public key, its set of tickets TK; and a bit corr; to
remember if U; is corrupted. The user corruption oracle OCorruptUser expects as an

input from the adversary the index i, modelling the desire for the adversary to corrupt
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U;. The corruption oracle ends by returning the secret information of U; namely its

secret key sky, as well as its set of tickets TK;.

OCreateUser(SU)
1: i+ |SU|, (sku,, pky,) < UKeyGen(pp)
21 SU + SUU{U; = (sku,, pky,,0,0)}

3: return (I, pk;,)

OCorruptUser(Sif; i)

1: SU 2) {L{k}k,uz 2) (Skui,pk‘ui,TKi, COI’I’i)
2: corr; <1
3: return (skuy,, TK;)

Figure 4.2: Description of OCreateUser and OCorruptUser oracles.

State Leakage Oracle. The security of a ticketing system should be secure even in
case where the shared state is made publicly available. For this reason, to allow the
adversary to read the shared state, we have introduced the OLeakState oracle depicted
in Figure 4.3 expecting no parameter from the adversary and returning the shared state.

Note that the adversary is not allowed to write on the shared state.

OLeakState(st)

1: return st

Figure 4.3: Description of the OLeakState oracle.

Ticket Purchase Oracle. The ticket purchase oracle OPurchase depicted in Fig-
ure expects from the adversary an index i as well as a place identifier (ide,idp). This
oracle simulates the purchase of a ticket for the designated place provided by the adver-
sary. The oracle supports the ticket purchase for honest users since the secret key of the
user is owned by the challenger, but also for corrupted users since the ticket purchase
requires the involvement of the ticket distributor D, whose secret key skp is owned by
the challenger. In case where the ticket purchase succeeds, the state of the user U; is

updated to integrate the freshly purchased ticket.

Ticket Refund Oracle. The ticket refund oracle ORefund depicted in Figure
works similarly to the ticket purchase oracle OPurchase, except that the executed pro-

tocol is the Refund protocol.

Ticket Transfer Oracle. The ticket transfer oracle OTransfer depicted in Figure 4.6
expects from the adversary two indexes ¢ and j representing respectively the user U;
being the sender of the ticket and U} being the receiver of the ticket. In addition, the
adversary provides the seat identifier (ide,idp). As previously done, the ticket transfer
oracle OTransfer runs the Transfer protocol between the ticket transfer authority 7 and

the two designated users. The oracle behaviour depends on the corruption state of
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OPurchase(SU, skp; i, (ide, idp))

1osub {Ui}i, U LA (sku, , pky,,, TKy, corr;)

2: if corr; = 1: /* Corrupted user */

3: Purchase(A(-,-),C(skp,st)) — A(-),C(b, (ide, idp), tk, st)

4: if b=T:U < (sku,, pky,, TK; U {(tk, (ide, idp), 1)}, corr;)

5: else : /* Honest user */

6: (ide,idp) < IDg x IDp

7 Purchase(C(sky;, (ide, idp)),C(skp, st)) — C(tk),C(b, (ide, idp), tk, st)
8: if b=T: U + (sku,, pky,, TK; U {(tk, (ide, idp), 1)}, corr;)

Figure 4.4: Description of the OPurchase oracle.

ORefund(SU, skp; i, (ide, idp))

1o SUD Uy U B (sku,, phy,, TK, corry)
2: if corr; =1: /*
3: Refund(A(:,-),C(skp,st)) — A(-),C(b, tk,st)

4: if b=T: U + (sku,, pky,, TK; U {tk, (ide, idp), 0}, corr;)

5: else : /* Honest user */

Corrupted user */

6:  TK: B [tk, (ide, idp), v}
7. Refund(C(sku,tk),C(skp,st)) — C(b),C(b, tk, st)
8: if b=T: U < (sku,, pky,, TK; U {tk, (ide, idp), 0}, corr;)

Figure 4.5: Description of the ORefund oracle.

the users. For instance, if both users are corrupted then Transfer protocol is executed
between the challenger simulating the ticket transfer authority 7 and the adversary
simulating both users. At the opposite, if no user is corrupted, then all interactions are

simulated by the challenger running the OTransfer oracle.

Ticket Validation Oracle. The validation oracle OValidate depicted in Figure [.7]
expects from the adversary the index i designating the user U;, as well as a seat identifier
(ide,idp). Similarly to ORefund and OValidate, the ticket validation oracle runs the ticket
validation protocol Validate. Again, depending on the corruption state of the designated
user U;, the oracle runs either the Validate protocol with the adversary if U; is corrupted,

or with himself in case where the adversary is not corrupted.

Oracles for Anonymity. All the previously introduced oracles are specifically de-
signed for the case where the challenger simulates the system including D, T and V.
These oracles are not particularly suited for security experiments where the challenger
does not simulate the system, for example with the anonymity. Indeed, in this case, the
anonymity of a ticketing system has to be provided even against the system. For this
reason, we introduce four anonymity-focused oracles OPurchase,, ORefund;, OTransfer,
and OValidate.

The ticket purchase oracle OPurchase, depicted in Figure [4.8] expects from the ad-

versary a seat identifier (ide,idp) and executes the Purchase protocol where the ticket



CHAPTER 4. ANONYMOUS, TRANSFERABLE, AUDITABLE TICKETS 111

OTransfer(SU, skt; 1, j, (ide, idp))

1:osu b {U} i, Ui LA (sku;, pky,, TKy, corr;),

2: U g (skuj,pkuj,TKj,corrj)
if corr; =1 Acorr; =1: /*
Transfer{A(-,-),C(skT,st), A(-)) = A(-),C(b, (ide, idp), tk, tk’, st), A(")
else if corr; = 1: /* Corrupted sender */
Transfer(A(-, ), C(skT,st),C(sku;, (ide, idp))) — A(-), C(b, (ide, idp), tk, tk’, st), C(tk)
else if corr; = 1: /* Corrupted receiver */
TK; — {tk, (ide, idp), v}
Transfer(C(skuy;, tk), C(skT,st), A(-)) — C(b),C(b, (ide, idp), tk, tk', st), A()
10: else : /* No corruption */
11: TK; — {tk, (ide,idp), v}
12 Transfer(C(skuy;, tk),C(skT,st), C(sku;, (ide, idp)))
— C(b),C(b, (ide, idp), tk, tk’, st), C(tk")
130 if b= T: TK; « TK; U {(tk, (ide, idp), 0)}, TK, + TK; U {(tk’, (ide, idp), 1)}

Corrupted users */

© 0 N o s W

Figure 4.6: Description of the OTransfer oracle.

OValidate(SU, sky; i, (ide, idp))

1: SU 2} {L{k}k,l/{z 2) (skui,pkui,TKi,corri)
2: if corr; = 1: /* Corrupted user */

Validate(A(:, ), C(skv,st)) — A(-),C(b, tk, st)

4: if b=T: U + (sku,, pky,, TK; U {tk, (ide, idp), 0}, corr;)
5: else : /* Honest user */

6:  TK; = {tk,(ide,idp), b}

7 Validate(C(sky;,tk"), C(skyv,st)) — C(b),C(b, tk, st)

8: if b=T: U < (sku,, pky,, TK; U {tk, (ide, idp), 0}, corr;)

Figure 4.7: Description of the OValidate oracle.

distributor D is executed by the adversary. Note that in contrast with previous oracles,

the challenger provides sky, the secret key of the user U}, generated by the challenger.

OPurchasey(TK, sk, ; (ide, idp))

1: Purchase(C(sku,, (ide,idp)), A(-, -)) = C(tkjrk)), A(:)
2: if ‘tk|TK| 75 1:TK«+ TKU {(|de, idp,tkmq)}

Figure 4.8: Description of OPurchase;, oracle.

The ticket refund oracle Refund, depicted in Figure [4.9| expects from the adversary
an index 7 designating the ticket tk; to refund. The challenger provides to the oracle, in
addition to the set of tickets TK and the secret key sk, a seat identifier (ide,idp). This
seat identifier is used to prevent a challenge ticket to be refunded. This is a necessary
condition to prevent trivial attack consisting to verify if a runs owns a ticket by checking

the output of the Refund protocol (or any other protocol).
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ORefundy (TK, sk, , (ide, idp); 1)

10 TK B {(idey, idp;, thy)}
2: if (ide,idp) = (ide;,idp;,): return L /* Prevent trivial distinguishing attack */
3: Refund(C(sku,,tki), A(-,-)) = C(b), A(-,, ")

Figure 4.9: Description of ORefund; oracle.

The ticket transfer oracle OTransfer, depicted in Figure expects from the ad-
versary an index ¢ designating the ticket to transfer, a role role and a seat identifier
(ide}, idp}). The provided role specifies the behaviour of the oracle during the transfer,
either simulating a user transferring a ticket or simulating a user receiving a ticket. In
case where the user is expected to transfer its i-th ticket, the oracle runs the ticket
transfer where both the system and the user receiving the ticket are executed by the
adversary. The second case is similar except that the oracle simulates the user receiving
the ticket instead. The oracle rejects ticket transfer request from the adversary when

the transferred ticket is the challenge ticket, explicitly handled by the challenger.

OTransfer,(TK, sky, , (ide, idp); i, role, (ide}, idp;))

1: if role = sell:

20 TKB {(idey, idp,, thy)};

3: if (ide, idp) = (ide;,idp;): return L

4: Transfer(C(sku,,tki), A(:, ), A(:)) = C(b), A(-, -, ), A(")

5: if role = buy:

6 Transfer(A(-, "), A(+, ), C(sku,, (idej, idp;))) — A(-), A(, -, -), C(tkjTk|)
7o if thyre # L TK — TKU {(ide], idp}, thr) )}

Figure 4.10: Description of OTransfer;, oracle.

The ticket validation oracle OValidate, depicted in Figure [4.11] expects from the
adversary an index i designating the i-th ticket that U, is asked to validate. The oracle
runs the ticket validation protocol with the system simulated by the adversary. Note
that the challenger simulating the oracle rejects ticket validation attempts from the

adversary when the designated ticket is the challenge seat.

OValidate, (TK, skyy, , (ide, idp); 1)

10 TK B {(idey, idp;, thy)};
2: if (ide,idp) = (ide;,idp,): return L
3: Validate(C(sku,,tks), A(,-)) = C(b), A(-, -, ")

Figure 4.11: Description of OValidate; oracle.

Security Experiments Description

Unforgeability The unforgeability of a ticket depicted in Figure [£.12] prevents an
adversary A from creating a new valid ticket. This property is described in Exp%. The
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adversary wins the unforgeability game if it produces a ticket not been produced by the
system (i.e., tk ¢ TK) that is accepted either for a refund, a transfer, or a validation. In
the security experiment, these winning conditions are represented respectively by the bit
bo and by. This property must be ensured for any PPT adversary, with read-only access
to the shared state and the oracles OCreateUser, OCorruptUser, OLeakState, OPurchase,
ORefund, OTransfer and OValidate, corresponding to possible actions of the users and

represented in the set of oracles O.

Exply (1Y)
1: (skp,pkp), (skT, pks), (skv, pky) + DKeyGen/T KeyGen/VKeyGen (1)
2: SU 0,5t 0
(tk, Alg) + Ao(ka,ka,ka)
bo <tk ¢ TK // Ticket not produced by challenger
if Alg € {Refund, Validate}:
sk < skp if Alg = Refund else sk < sky
Alg({A(-,-),C(sk,st)) = A(-),C(b1,tk,st)
else : Transfer(A(-,-),C(skT,st), A(-)) = A(-),C(b1, (ideq, idp, ), tk, tk’, st), A(-)

return bg A by

© o N O s W

Figure 4.12: Description of the unforgeability experiment.

Ticket privacy. The ticket privacy depicted in Figure[£.13| prevents from an adversary
A, external to the system, stealing a ticket from a designated user. The adversary
has the capability to generate, manipulate through oracles OCreateUser, OCorruptUser,
OLeakState, OPurchase, ORefund, OTransfer and OValidate contained in the O set. The
ticket privacy is focused against entities that are external to the system. In the associated
experiment, ExpilRlv7 user U; is the adversary’s target. U; purchases a ticket tk and A
wins if (1) the purchase went through, (2) A outputted a ticket tk* such that tk* = tk
and (3) A did not corrupt ;. During this process, the adversary has read-only access
to the shared state at any point during the experiment. The challenger simulates the
user purchasing the ticket targeted for recovery by the adversary, but also D, T, and
V), otherwise making the ticket privacy trivially broken as the system requires the ticket

for verification purposes.

No-double-spending Once purchased, a ticket should be usable only once: The ticket
can be refund once, transferred once or validated once. In other words, as done in our
security model, none of Refund, Validate or Transfer executed by the challenger against
a corrupted user would accept the same ticket twice. This notion differs from what has
been formalised in e-cash [BCFK15]. Taking as example the protocol introduced by
Baldimtsi et al. [BCFK15|, their model allows execution of a function Spend twice for
the same coin and postpone the double spending verification to a second algorithm call
Deposit. Applied to ticketing, since the verification occurs after the ticket spent, the
consequence for users is the possibility to buy already spent ticket, leading to a ticket
rejection (during the second execution of Deposit of the same ticket). Following our

notion, an honest client should not acquire a already transferred ticket.
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Expi\Rlv(l)‘)

1: (skp,pkp), (skT,pky), (skv, pky,) DKeyGen/TKeyGen/VKeyGen (1)
21 (skuy, pky,) < UKeyGen(17)

3: st 0,8U < U = {(skuy, pky,,L,0)}

4 (ide,idp) « A (pky, pkp, pk7, k)
5: Purchase(C(sky, (ide,idp)),C(skp,st)) — C(tk),C(b, (ide, idp), tk, st)

6: tk* « Ao(pkwpkmpkﬁpkv)

70 SUL U, th B (skuy, phy, , TKy, corr)

8: return bA (tk = tk*) A (corr; = 0)

Figure 4.13: Description of the ticket privacy experiment.

The security notion preventing the adversary to double-transfer a ticket, and more
generally to interact twice with the system using the same ticket is denoted as Double-
Spending (DS), formally introduced in the experiment EprDL‘S depicted in Figure m
The challenger simulates the system and allows A to invoke actions through OCreateUser,
OCorruptUser, OLeakState, OPurchase, ORefund, OTransfer and OValidate oracles, thereby
providing a view of the shared state. The adversary subsequently outputs a ticket tk and
two actions, Alg; and Alg,, selected from {Validate, Refund, Transfer}. Remark that the
two specified algorithms Alg; and Alg, are not required to be the same, modelling every
possible combination of attack. The adversary succeeds if the following three winning
conditions are respected: (1) Both algorithm executions are successful, (2) the tickets
tk; and tky presented to the validator match the committed ticket tk, and (3) the tickets
share identical identifiers ide and idp. Both executions are dependent since the shared

state st is updated after the first execution and used the second time.

ExpE\S(l’\)
1: (skp,pkp), (skT, pks), (skv, pky) <+ DKeyGen/T KeyGen/VKeyGen (1)
2: SU <+ 0,st+ 0

3: (tk,Alg,, Alg,) < A (pkp, pkr, pky)

4: for ke {1,2}:

5: if Alg,, = Refund: Refund(A(:,-),C(skp,st)) = A(-),C(bk, tkk,st)

6: if Alg,, = Validate: Validate(A(:,-),C(skv,st)) — A(),C(bk, tk, st)

7: else : Transfer(A(,-),C(skT,st), A(:)) — A(),C(b1, (ide, idp,,), tk, -, st), A(*)

?

8: return by A by A ((idey,idp,) = (ides, idpy)) A (tk = tky = tky #1)

Figure 4.14: Description of the double-spending experiment.

Anonymity. To model the properties of non-nominative physical tickets, an ETS
should preserve the anonymity of a ticket holder U against the system. This is modelled
with two levels of anonymity properties called respectively pseudonymity and unlinkabil-
ity. In a nutshell, pseudonymity ensures that the identity of users cannot be associated
to an identity. In contrast, unlinkability models a stronger anonymity property, in which

a ticket could not be linked by the system as coming from the same holder nor be linked
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to a user. We stress that unlinkability is not intended to prevent a ticket to be tracked
by the system, but rather to put forward the independence of protocols in which a
ticket is inputted. Said differently, our definition of unlinkability guarantees that two
distinct tickets cannot be linked as being purchased or used by the same user. For both
pseudonymity and unlinkability, the adversary controls the system i.e., D, T, and V
and thus can generate and control other users. For the sake of clarity in the following
experiments, we introduce a subroutine DefineAnoOracles;, depicted in Figure [£.15| which
given the secret key sk;; of a user, a set of tickets TK and a challenge seat identifier

(ide, idp), returns a configured set of oracles.

DefineAnoOracles(sky, TK, (ide, idp))

1: Op < OPurchasey(TK, sku; )

2: O < ORefundy(TK, sk, (ide,idp);-)

3: O3 < OTransfer,(TK, sky, (ide, idp); -, -, -)
4: Oy < OValidate, (TK, sky;, (ide, idp); -)

5: return {01, 02,003,004}

Figure 4.15: Description of the DefineAnoOracles subroutine.

Experiment Expf:\SE depicted in Figure models pseudonymity: The challenger
generates two users, denoted as Uy and U;, represented by their respective public keys
pky, and pky,, . A can invoke oracles OPurchase,, ORefund;, OTransfer,, and OValidatey,
for a given b € {0,1}. Note that in pseudonymity, there is no challenge seat, justifying
the L symbol in the oracles declaration. For A to succeed, it must produce a bit b* that
matches the input bit b provided in the oracles. Then determining which one of Uy and

U, responded to the oracle calls.

Exp ot (1Y)

1: (Skumpkuo), (skuy > phyy, ) L{KeyGen(lA)
2: TK+0,b& {01}

3: Oy < DefineAnoOracles(sky,, TK, L)

41 b A% (pky,, pky,)

return b = b*

ot

Figure 4.16: Description of the pseudonymity experiment.

Experiment Expg‘NL depicted in Figure models unlinkability, in which the chal-
lenger once again simulates the behaviours of two users, denoted as Uy and U;. Initially,
the adversary interacts with both users by making calls to the oracles OPurchase,
ORefund,, OTransfer, and OValidate, for every bit b € {0,1}. Following this prelim-
inary phase, the adversary provides a seat identifier (ide,idp). Then, given this seat
identifier, the challenger randomly chooses a bit b € {0,1} and purchases a ticket
the designated seat in the belief of Uj. Then, it executes an action from the set
{Validate, Refund, Transfer} for the obtained ticket. The adversary succeeds in the ex-

periment if it can correctly guess which user performed the action.
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ExpiNL(lA)

1: (Skuo,pkuo), (Skul,pkul) — UKeyGen(l)‘)

2: Oo, 01 < DefineAnoOracles(ski,, TK, L), DefineAnoOracles(sku, , TK, L)

31 (ide,idp) « A9 (pky,, , phyy, )

4: Op, O + DefineAnoOracles(sky,, TK, (ide, idp)), DefineAnoOracles(sky;, , TK, (ide, idp))
5: b<&{0,1}

6: Purchase(C(skuy,, (ide,idp)), A(:,-)) — C(tk), A(:,-,")

7 Alg + A9

8: if Alg € {Refund, Validate}: Alg(C(sku,, (ide,idp)), A(:,)) — C(tk), A(-,",")

9: else : Transfer(C(skuy,,tk), A(-,-), A(-,-,")) = C(b), A(-,+, -, "), A(*)

10: b A9 (p)

? g«
11: returnb=2>»

Figure 4.17: Description of the unlinkability experiment.

Auditability. We mitigate anonymity by introducing Auditable E-Ticket scheme en-
abling user’s identity recovery under the supervision of a judge. Auditable E-Ticket
scheme achieves the previous properties but Audit requests for Uy and U; are not al-

lowed for the adversary during the pseudonymity and unlinkability experiments.

Definition 26 (Auditable ETS). An Auditable E-Ticket scheme ETS is an E-Ticket
scheme increased with the following algorithms:

o JKeyGen(1) — (skg,pk ;) : Given 1*, outputs a key pair.

o Audit(sk 7, tk) — pk;;: Given a secret key sk and a ticket tk, returns the public

key associated to user U.

Definition of Anonymous Payment

Ticket purchasing, transferring, and refunding necessitate payments. However, con-
ventional online payment methods (such as card payments based on the EMV proto-
col [EMVTII]) disclose the user’s identity, posing a challenge to ensure user anonymity
in a ETS setting. Therefore, the anonymity within an ETS protocol is contingent on the
anonymity provided by the underlying payment protocol. Rather than omitting the pay-
ment process, as observed in [HCS™ 21|, we’ve opted to incorporate the payment protocol.
Specifically, to maintain user anonymity, the incorporated payment, termed Anonymous
Payment and utilised as a foundational component, must enable participants to make
payments without disclosing their identities. This building block is voluntary generic to

let any anonymous payment method, to be plugged in our protocol.

Definition 27 (Anonymous Payment, AP). An anonymous payment protocol AP is
defined by the tuple (KeyGen, GenToken, AP) where:
e KeyGen(1?) — (stk, spk, pd) : Given the unary representation of the security pa-

rameter 1%, outputs (stk, spk, pd) where stk is the secret token generation key,
spk is the secret payment key used to approve payment and pd is the publicly
accessible data. This last parameter, not used later, is intended to model existing

public (and static) parameters involved by the payment protocol.
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e GenToken(stk) — tkn: Given the secret token generation key stk outputs a pay-

ment token tkn.
o AP (U (spky, tkn),Us(spkoy, thn)) — Uy (b),Us(b) : Let two users Uy and Us where

Uy proceeds to a payment with Us. On a hand, the user U; obtains as an input

the secret payment key spk; and a token tkn generated via the token generation
algorithm GenToken(stk) inputted with an arbitrary secret token generation key
stk. On the other hand, the user Uy obtains as an input the secret payment key
spky as well as the token tkn. At the end, a success bit b is returned, confirming
the success of the payment. In this model, we allow the payment to be performed
both from U; to Us and from Us to Uy, even with a negative amount (which is just
a refund). This choice is motivated to keep our definition simple and flexible. A
valid payment occurs when both parties agree on the payment, whose the setting of
the payment (e.g., source of the payment, destination of the payment, the amount)

is contained in the payment token tkn.

In order to be agnostic of the used anonymous payment scheme, we employ generic
security definitions for anonymous payment: Unlinkability ensuring that two transac-
tions from the same user are not linkable, pseudonymity ensuring that a user identity
remains undisclosed., but also unforgeability ensuring that it is infeasible to retrieve a
token to accept a payment. During the experiments, the adversary has access to the
oracle OAP in which the adversary provides a payment token tkn and then runs the

payment protocol with the user:

Oracle OPay(spk, stk; tkn)

1: if tkn = L then tkn < GenToken(stk)
2:  AP(C(spk, tkn), A(tkn))

Description of Pseudonymity. The experiment of pseudonymity depicted in Fig-
ure starts by the generation of two keys for two distinct users and provide the both
public data to the adversary. At any time, the adversary has access to the oracle to
interact with both users. At some point, the adversary is asked to produce a payment
token tkn that is used to generate a payment with the user U, for a bit b randomly
chosen by the challenger. Ultimately, the adversary is asked to produce a prediction bit
b* used by the challenger, returning 1 if the prediction bit equals the random bit b.

Expi-\APPse (1)\)

1: (stko, spky, pdy), (stk1, spkq, pdy) < KeyGen(lA)
2: b<&{0,1}
3 b* P AOPay(spkb,stkb;<)(pd0’pdl)

4: returnb =b*

Figure 4.18: Description of pseudonymity for anonymous payment.
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Definition 28 (Pseudonymity for AP). An anonymous payment scheme AP defined by
the triplet of PPT algorithm (KeyGen, GenToken, AP) ensures pseudonymity if for every

security parameter A and any PPT adversary A, we have:

1
AdvAFee = ‘Pr [Expippse(l)‘) — 1} - 2‘ < negl(})

Description of Unlinkability. The unlinkability property depicted in Figure [£.19]
works similarly to the pseudonymity property, except that the challenger generates two
distinct users Uy and Ui, and allows the adversary to interact with both users using
dedicated payment oracles. Then, the challenger randomly selects a random bit b, and
allows the adversary to interact only with U, using the payment oracle OAP inputted
with parameters of the user U,. Eventually, the adversary responds with a prediction
bit b*, and wins the experiment if the prediction bit b* equals the randomly chosen bit
b.

ExpF (1)

1: (stko, spko, pdy), (stk1, spky, pd,) < KeyGen(1)

2: b<&{0,1}
3: Og, 01 < OPay(spky, stko; -), OPay(spk,, stk1;-)
1: b&{0,1}

thn < A1 (pd,, pd,)
if tkn = L then tkn < GenToken(stk)
AP(C(spky, tkn), A(tkn))

8: b* A9

N o o

9: return b =b*

Figure 4.19: Description of unlinkability for anonymous payment.

Definition 29 (Unlinkability for AP). An anonymous payment scheme AP defined by
the triplet of PPT algorithm (KeyGen, GenToken, AP) ensures unlinkability if for every

security parameter A and any PPT adversary A, we have:

1
AdviPU = ‘Pr [Exp’jf““'(ﬂ) — 1} - 2’ < negl(\)

Description of Unforgeability. The unforgeability property starts with the chal-
lenger generating a payment key pair, and allows the adversary to interact with the
generated payment key using the payment oracle OPay. Later, the challenger generates
a payment token tkn using the secret token generation key stk. Finally, without having
any information on the token, the adversary is asked to proceed to a payment with the
challenger. The resulting success bit obtained at the end of the payment protocol execu-
tion is returned as the output bit of the unforgeability experiment. In other words, the
adversary breaks the unforgeability property of the anonymous payment if it is possible

for the adversary to force the payment without having any information on the token
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and hence on the current transaction. This property is particularly useful to ensure

authentication of the payment between both parties.

EXpﬁPUF(l)\)

1: (stk, spk, pd) « KeyGen(1*)

2: O < OPay(spk, stk;-)

3: thkn + GenToken(stk)

1: AP(C(spk, tkn), A° (pd)) — C(b)

5: return b

Figure 4.20: Description of unforgeability for anonymous payment.

Definition 30 (Unforgeability for AP). An anonymous payment scheme AP defined by
the triplet of PPT algorithm (KeyGen, GenToken, AP) ensures unforgeability if for every
security parameter A and any PPT adversary A, we have:

AVAPUT = Pr [ExpUF(1%) — 1] < negl(\)

We do not cover how to plug anonymous payment formally, since deciding which
payment protocol to use is highly dependent of the context where our ticketing system
is deployed. One straightforward yet inefficient payment method that maintains user
anonymity is through a one-time payment card like PaySafeCard [Pay18|, purchasable
locally with physical currency. Blockchain based methods such as Monero [Sab13| pro-
vides payment unlinkability and pseudonymity using one-time payment identity in a
sense that may differ slightly from our definitions. Another example uses cash or its
digital counterpart like CashApp [Casl8|, where payments are executed using randomly
generated identifiers. Anonymous transferable e-cash [BCFK15| also matches our re-
quirements, providing a solution to exchange anonymously coins between users.

We stress that the anonymity in APPLAUSE and SPOTLIGHT directly relies on the
anonymity of the payment scheme. A secure anonymous payment scheme perfectly
fitting our definition allows our protocol to ensure the anonymity of users. At the oppo-
site, a payment scheme ensuring only pseudonymity allows our protocol to ensure only
pseudonymity and not unlinkability. An already-in-used protocol, the EMV specification
for Tokenization [EMV22|, provides pseudonymity but falls short in providing unlink-
ability. If the context in which our protocol is deployed does not require unlinkability,

one may relies on such a payment method.

4.3 Anonymous Ticketing System with APPLAUSE

In the protocol, the participants interact using personal encryption keys (skPKE, kaKE)
and signature keys (sk>®", pk>®") and proceed to payment using dedicated keys denoted
(stkAP, spk”P, pdAP). A shared state st is updated by the ticket distributor D, the transfer
authority 7 and the validator V, acting as a blacklist. To purchase a ticket through
Purchase, the user first selects an event and a free seat (ide,idp), and it also draws a

nonce 7.. It obtains a signature o. on the hash of the triple (ide,idp,r.). The event



CHAPTER 4. ANONYMOUS, TRANSFERABLE, AUDITABLE TICKETS 120

and seat identifiers (ide,idp) along the nonce r. and the signature o, represent the ticket
of the client. Hence a ticket tk is defined as ((ide,idp,r.),0.). The ticket validation
process involves the showing of these two values to the validator and the agreement
on a challenge value through a physical channel to authenticate the ticket owner. The
first showing is similar to the Refund process before the client is given back its funds
or during the Transfer, as the transfer authority 7 refunds the owner of the ticket, and

performs the ticket purchase protocol with the new owner of the ticket.

4.3.1 Description of APPLAUSE

Subroutines. Before explaining our protocol, we first describe subroutines that we
use to increase the readability and the clarity of the overall protocol description. In
particular, we introduce three suggestive algorithms KeyGen, CheckTk and RandKey,
allowing respectively to generate a key pair, to verify the validity of a ticket and finally
to randomize a key pair.

e KeyGen(1?): This algorithm starts by generating a signature key pair denoted
(skS€" pk>€") + Sign.KeyGen(1*), as well as an encryption key pair denoted
(skPKE pkPREY PKE.KeyGen(1?). In addition, a payment key composed of
the triplet (stkAP, spk™P, pdAP) < AP.KeyGen(1?*) is generated. Finally, it re-
turns the key pair (sk, pk) where the secret key sk is composed of the triplet
(skSig"7 skPKE, stkAP, spkAP) and where the public key pk is composed of the triplet
(kaign’kaKE’pdAP)_

The ticket verification subroutine CheckTk expects as an input a ticket tk and the
current shared state st (containing only hashes ¢) checks if the provided ticket tk should
be considered valid. This subroutine, denoted CheckTk works as follows:

e CheckTk(tk,st): First, this algorithm parses the provided ticket tk defined as
((ide,idp, r¢),0.). Then, it computes the hash ¢ as H(ide,idp,r.) using the hash
function H over the event and seat identifiers ide and idp, but also the random
re. Finally, the algorithm checks if one among the ticket distributor D and the
transfer authority 7 is authenticating this ticket, by executing both the signature
verification function Sign.Verif(pk%g”,ac,c) using the signature public key of D,
and the signature verification function Sign.Verif(pk?rig",ac,c) using the verifica-
tion public key pk%ig". This double signature verification is required since a ticket
can be authenticated by the ticket distributor D during the purchase of the ticket,
but also by the transfer authority 7 during the transfer of the ticket. If one of
the two signature verifications succeeds, then the algorithm checks that the hash
¢ is not contained in the set of invalid tickets st provided as an input, by checking
if ¢ ¢ st. If all the previously mentioned verifications succeed, then the algorithm
returns T meaning that the ticket is valid, otherwise returns 1 meaning that the
ticket is invalid.

The randomization key algorithm RandKey is especially used in our protocol to ran-
domize the key pair (sky, pk;,) of a user U, providing randomized key that are statistical
indistinguishability from the original key pair of the user. We notify that in APPLAUSE,
a user key pair outputted by the user key generation algorithm U KeyGen exactly corre-
sponds to the key pair outputted by the KeyGen algorithm.
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o RandKey(sky, pky) — (skyr, pky.): Let sky be the secret key of user U composed

of the signature secret siganture key skzsjgn, the secret decryption key sle;KE7 and
two secret payment keys stkap and spki‘lp. The public key pk;, is composed of
the public signature verification key pkzign7 the public encryption key pkj/ = and
the public payment data pdz’ip. We stress that depending on if the used signature
and encryption schemes are randomizable, the RandKey subroutine may act dif-
ferently without loss of security. For the moment, let suppose that both signature
and encryption are equipped with some Rand algorithm which given a secret key
sk, a random public key pk and a random 7, outputs the randomized secret key
sk’ and randomized public key pk’. In our proof-of-concept, we use the ElGa-
mal [Elg85a] encryption scheme, which is naturally adapted for such randomized
algorithm: For a prime p, let sk < s where s < Z,, be a secret key, g be the gen-
erator of a group G and pk < ¢g° with ¢g° € G be the public key. Given a random
r € Zp, randomizing the secret and public key naturally follows as sk' «—r-s
and pk’ <— g"*. Assuming such Rand algorithm for both encryption and signature
schemes, the randomization algorithm RandKey samples two randoms r and r’,
before to compute the two randomization (skj=, pky =) < Rand(skiC, pky/ &, )
and (skzi,g",pkzsj,g") — Rand(ski}g",pkgg",r’). The outputted randomized secret
key sky is composed of the tuple (skg’,g", skiE sty spkiy ) consisting of ran-
domized signature and encryption keys, along the payment keys. The outputted
randomized public key is composed of the couple (pklsjgn, ka'fE). We do the follow-
ing observations: First, the public data deAf is not outputted in the randomized
public key since it is not mandatory to proceed to the payment. Second, the
payment keys are not randomized since the payment already satifies all of our
expectations to ensure a full anonymity. Third and last, if the used signature and
encryption schemes do not support randomization, in this case the Rand algorithm
generates a new key signature or encryption key pair, without loss of security. In-
deed, without knowledge of the used random to randomise, a freshly generated key
pair and its randomised version are statistically indistinguishable. This argument,
intensively used during the anonymity security proofs, allows us to never rely on

the key pair of a user and hence to obtain unlinkability and pseudonimity.

Formal Description of APPLAUSE. Assuming the KeyGen subroutine introduced
above, we provide the different key generation algorithms for the parties involved in our
protocol:
e DKeyGen(1): Given the unary representation of the security parameter \, outputs
the key pair (skp, pkp) computed as KeyGen(1%).
e TKeyGen(1*): Given the unary representation of the security parameter \, outputs
the key pair (skr, pks) computed as KeyGen(1?*).
e UKeyGen(1*): Given the unary representation of the security parameter \, outputs
the key pair (sky, pk;;) computed as KeyGen(1?%).
e VKeyGen(1*): Given the unary representation of the security parameter ), it gen-
erates the signature key pair (skfjgn, pk?,ig") + Sign.KeyGen(1*), and an encryption
key pair (sk\P,KE,pk\P,KE) <+ PKE.KeyGen(1%). To authenticate a validator, we pro-

vide a certificate certy, consisting of the signature of the public signature key pki’ig"
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and the public encryption key pk\P}KE signed by D. Finally, it returns the triplet

(sky, pky,, certy,) where the secret key sky is (skf’;ig", skf,KE) and the public key pk,,

is (pkye", pkirE).

U(sky, (ide, idp)) D(skp, st)

re & {0,1}*
tkn < GenToken(stky )

Enc(pkiE, ide, idp, 7., thn)

¢ < H(ide,idp, rc)
st «— st U {c}
o Sign(sk3E", c)

Tc

AP(U(spkly , thn), D(spkhy , tkn))

st < st\ {c}

Figure 4.21: Diagram of Purchase protocol.

l tk < ((ide, idp,7¢), oc)

o Purchase(U(sky, (ide,idp)), D(skp,st)): Before the execution of the Purchase pro-

tocol whose diagram of communications is depicted in Figure [£.2I] the user U

chooses the event of the ticket denoted by ide < ID¢, and a serial or seat number
idp < IDp. The protocol starts by the user U sampling a random r. from space
{0,1}*, and generating a new payment token tkn by executing the token generation
algorithm GenToken(stk,y ). Then it sends to the ticket distributor D a ciphertext
denoted Enc(pk%KE7 ide, idp, r¢, tkn), encrypting the desired place specified by the
identifier (ide,idp), the random r. as well as the payment token, under the public
encryption key pk%KE. After the ciphertext decryption, the ticket distributor D
checks that desired seat identified by (ide,idp) has not been purchased before. If
the seat is still available, D computes H (ide, idp, r.) the hash ¢ over the desired seat
(ide,idp) along the random 7. It includes the obtained hash ¢ into the set of invalid
tickets st <— st U {c¢} preventing the ticket to be valid and used until the reception
of the payment. The ticket distributor D computes the last element constituting
a valid ticket, by signing the hash c as o, + Sign(sk%g"7 ¢). This signature o, is
forwarded to the user Y. At the reception of the signature o., the user U verifies
the validity of o, with the signature verification function Sign.Verif(pk%g",ac,c).
In case where the signature is valid, guaranteeing the approval of the ticket dis-
tributor D, the user U proceeds to the payment using the anonymous payment
protocol with AP(U(spkiy , thn), D(spkp , thn)) — U(b), D(b). As a result, both
the user U and the ticket distributor D obtain a validation bit b, equaling 1 in case
of successful payment. In such case, U returns the success bit b along with the
ticket tk = ((ide, idp,7.),0.). On the other side, still assuming a valid payment,
the ticket distributor D removes the hash ¢ from shared state st < st \ {c}, allow-
ing the created ticket tk to be used. As a response to the protocol, D returns the
validation bit b as well as the updated shared state st.

o Refund(U(sky, tk), D(skp,st)): The Refund protocol, depicted in Figurestarts
with the user U generating a payment token tkn using the token generation algo-
rithm GenToken(stky ). Then the user encrypts its ticket tk = ((ide, idp,7.), o)
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’ tkn < GenToken(stké,P) ‘

Enc(pkiE, tk, thn)

CheckTk(tk, st)

AP <Z/{(spk:AMP, tkn), D(spk’ADP, thkn))

st «— st U {c}

Figure 4.22: Diagram of Refund protocol.

along the payment token tkn under the public encryption key of the ticket distribu-
tor D, resulting into the ciphertext PKE.Enc(pk%KE, tk, tkn). After the decryption,
the ticket distributor D checks the validity of the received ticket by running the
ticket verification algorithm CheckTk(tk,st). If the ticket is valid, the ticket dis-
tributor D proceeds to the refund of the ticket by the mean of a payment via the
anonymous payment protocol, resulting into the execution of the payment proto-
col AP(U(spky’, thn), D(spkyy, thn)) — U(b), D(b). If the payment succeeds with
b equals T, then the ticket has been refund and should not be considered valid
anymore: The hash of the ticket ¢ (computed over the event and seat identifiers
ide,idp and the random r.) is inserted in the shared state st. Observe that once
inserted, the CheckTk procedure will always reject this ticket since it belongs to
the set of invalid tickets. In case where the payment does not succeed, when b
equals 0, the ticket distributor D does not insert the ticket inside the set of invalid
tickets and aborts the refund. As a result of the refund procedure, both parties

return b, and D additionally returns the shared state st along the ticket tk.

We now focus on the transfer of ticket between two users denoted U; and Us, assisted
by the ticket transfer authority 7, running the Transfer protocol. This tranfer protocol
starts with a preliminary step in which users U; and Us are locally exchanging each
other their randomised public key. At the end of this preliminary step, user U; is
owning the randomized public key pk'u2 of user Uy, and conversely. This step is required
to guarantee that Us will be the new owner of the ticket. These randomized public keys

can be exchanged easily for instance via Bluetooth [NSIT15| during a physical meeting.

o Transfer(U (sky, ,tky), T (sk1,st),Uz(skuys,, (ide,idp))): The ticket transfer protocol

Transfer, depicted in Figure [£:23] starts with the user U; authenticating the ran-

domized public key of the user Us and the random r. with Sign (skzsli{gn7 pkué, r.) later

denoted o7,;. We do the following two observations: First, the secret signature key
used by U; to authenticate the randomized public key, is also randomized. Second,
the signature not only authenticates the randomized public key of Uy but also the
random 7., being part of the ticket of ;. Whereas the first observation introduces
a risk of usurpation by not authenticating the signing key of user, the second ob-
servation mitigates this potential authentication issue with the random r. included
in the signature or 1, known only by the original owner of the ticket. In addition,
the user U; generates a payment token tkn; used at the end of the transfer protocol
to obtain the refund of the ticket. Then, I/; initiates the first communication with
the transfer authority 7 with the triplet (pku{ ,OT 1, Enc(pk?—KE, ¢, tk, thny)).
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Us (skuy ok Jtka) T (skr, st) Uz (skuiy Pk s (ide, idp))
[

Parse tky as ((ide, idp, r¢), oc) (skué s Pkué) « RandKey(skuy , pkyy, )
(skyy s Phyy) Rand:(:y(skul,pkul) thn < GenToken(sthf¥)
tkny < GenToken(sthyy, ) 01,2 — Sign(skSE", phyyr  thna)

o Sign ) u 1
o1 Slg”("kw a}"kué«fc)

1

pkiy, s o1, Enc(pkSEE, ¢, th, thny) Pk, 01,2, Enc(pkFEE, thnz)

Verif(pkggi", (Pkyysme), om,1)

Verif(pk;zsﬁ"} <pk“i L Enc(pk5EE, thns)), o1 2)
CheckTk(tk, st)

st «— stU {c}

op « Sign(skSE", ide, idp, Py pkyg)
Sign

o';) « Sign(sk3®", ide, idp, pk‘u{ s Pkué)

op

Verif (pk3£", ide, idp, phyy, PRy, op)

re & {011

Enc(pkﬂ“i ide, idp, r7.)

¢’ < H(ide,idp,r.)
st « stU {c'}
ol Sign(sk%r'g", c’)

’
T,

AP(uz(spk:aZ Jthna), T (spkaF, thna))

st «st\ {c'} tk < ((ide,idp, 7.),o.)

Verif(pkSE", (ide, idp, phyy , Py ), o)

AP(U(skaZ ,thkny), T(.spk"ﬁ\f, thni))

Figure 4.23: Diagram of sequences for the Transfer protocol.

At the same time, the user Uy generates a payment token tkny used to purchase
the ticket. Then, the user U, authenticates the randomized public key of U
as well as the payment token using the signing algorithm Sign(ski}f", Phyy s thnz),
producing the signature o7 2. The first communication with the transfer authority
T from Us is composed of the triplet (pkué, or,2, Enc(pk?—KE, tkns)), composed of
the randomized public key of U, the signature o7 > as well as the encryption of
the payment token under the (authenticated) public encryption key of the transfer
authority 7.

At this point, the transfer authority 7 has received the randomized public keys
of both users U, and Us, the signatures or; and o7 but also the transferred
ticket of U; and the two payment tokens obtained after decryption of the two
received ciphertexts. First, T verifies the validity of o1 and o7 2 by executing the
signature verification algorithm Sign.Verif inputted with the previsouly obtained
parameters. If the verification succeeds, both users are authenticating each other.
Otherwise, the verification has failed and the transfer is aborted. Then, T checks
the validity of the received ticket by executing the ticket verification algorithm
CheckTk(tk, st). Again, if the verification fails, the transfer is aborted. Otherwise,
the transferred ticket (the ticket containing the random r.) is inserted in the shared
state of invalid ticket st, preventing the ticket to be used during the transfer. At
any moment before the payment of Us, if any verification fails then the transferred

ticket is removed from set of invalid tickets st and the transfer is aborted. T
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/
P’

to the transfer. The first signature oy, signed using the signing key sk%i-g" of T,

computes two signatures o, and o, expressing the agreement of 7 to proceed
authenticates the event and seat identifier ide and idp, the randomized public key
pkué of Uy and the randomized public key pku{ of Uy, in this order. This signature
o, is sent to the user U, which verifies the authenticity of the signature. An invalid
signature verification does not lead to an abort, but is rejected by Us without any
response. Then, the user Us proceeds to the part of the Transfer protocol, close
to our Purchase protocol, consisting of generating a new ticket for the same event
and seat identifiers: A new random 7/, is sampled from {0,1}* and sent to T,
carefully encrypted using the public encryption key pk?—KE of T, along the event
and seat identifiers. Once received, the ticket transfer computes the hash ¢’ as
the evaluation of the hash function H(ide,idp,r”), inserts ¢’ in the set of invalid
tickets st to prevent its usage before the payment, and responds to Us with the
signature of o of ¢’ using the signing key sk?g". Then, except if the o is rejected
by the signature verification algorithm, the user Us proceeds to the payment using
the payment token tkns. Again, if the payment does not succeed, the tranfer is
aborted and the set of invalid tickets reverted to its initial state, allowing the
transferred ticket (containing the random r.) to be used. Otherwise, the payment
is successful. Therefore, the hash ¢’ is removed from the set of invalid tickets.

At this point, the ticket tk; owned by the user I/; has been transferred and hence
should not be valid anymore. Observe that it is already ensured by the set of invalid
tickets containing the hash ¢, computed from the ticket tk;. Any attempt to use

the ticket tk; would lead to a direct failure. The last step consists of performing

!
P

T is sent to user Ui, notifying the success of the ticket transfer. After a necessary

the refund to the user ;. The signature o] computed by the transfer authority
verification of the authenticity of 7 using the signature verification algorithm, U4,
proceeds to the refund with 7 using the payment token tkn; exchanged at the
beginning of the transfer protocol execution.
The validation protocol requires for its last interaction a physical channel, to prevent
relay attacks where an active external adversary blocks the ticket in the network, and
play it in the validation process.
o Validate(U(sky, tk), V(sky,st)): The validation protocol, depicted in Figure
starts with the validator V, providing its public key pk,, along its certificate cert,,

to the user U attempting to attend the event. Recall that the public key pk,, is
the triplet containing the public encryption key pk@KE and the public signature
key pk,s)ig". The authenticity of the validator public key pk,, is verified by the user
U using the signature verification algorithm Verif(pk%g", (pkf’;ig", pkSSEY, certy). Tf
the signature is rejected, the user U aborts the verification protocol. Otherwise,
U executes the key randomization algorithm RandKey(sky, pk;,) to obtain a new
key pair (sky, pky,), used to compute a ciphertext Enc(pkE;KE, pkyyr, tk) encrypting
the randomized public key pk;,, along the ticket tk, sent to the validator V. After
decryption, the validator executes the ticket verification CheckTk(tk,st). If the
ticket is valid, the validator V inserts the hash ¢ computed from the received ticket
tk in the state of invalid ticket st, and creates a challenge s sampled from {0, 1}*,

which is carefully encrypted under the provided randomized public encryption
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Z/{(Sku, tk) % (Skv, st)

pky,, certy,

<
CheckCert(pkp, pky,, certy,)
(skyr, pkyr) < RandKey(sky, pky)

Enc(pkE, pkyy, tk)

CheckTk(tk, st)
s & {0, 13
s Sign(sk%g"7 s)

s, s + Enc(pkp, s)

s Dec(skZK,E, Ps)

Figure 4.24: Diagram of Validate protocol. The dashed line is the physical channel.

key pkfff . The resulting ciphertext, denoted s, is signed by the signature key

skf,ig" of the validator V, producing the signature o,. The ciphertext 1, and
the signature o are sent as a response to U. After a necessary verification of the
authenticity of the signature o, and the decrypted challenge s’, values s and s’ are
compared through a physical channel. If the verification fails, then the validator
V removes the hash ¢ from the set of invalid tickets st and halts. Otherwise, both
parties commonly terminate with a success bit b at T. Recall that the validation
protocol relies on a physical channel, as explained in Section [f.I} This necessary
hypothesis allows us to prevent an arbitrary to block the ultimate interaction from
U and replay the obtained response to the challenge to attend the event, instead of
the legimate user. We stress that this physical channel, preserving the anonymity
of the user, is already used in practice using QRCode scanner. Eventually, other
approachs such that Bluetooth [NSIT15] or NFC [CHY23] are plausible candidates

to achieve our expectations.

4.3.2 Security Proofs of APPLAUSE

We present the security proofs for APPLAUSE, with respect to the security model pre-
sented in Section [£.2] Through this section, we operate proofs divided into sequences of
games G', ..., G" for some n € N. We refer to the i-th game as G (1*) for a given PPT
algorithm A and a security parameter 1*. Recall that the security proofs of APPLAUSE
presented in Section rely on the Random Oracle Model (ROM).

Theorem 6. Assuming an EUF-CMA-secure signature scheme, then for every polyno-

mial time adversary A, APPLAUSE provides unforgeability with the following bound:

Pr[Expy (1) — 1] < 2- AdviUF-eMA

Proof of Unforgeability. Let A be a PPT adversary and assume by contradiction that
the following probability Pr[ExpiF(lk) — 1] is non-negligible. This proof relies on the

ROM, meaning that A has access to an oracle Ohash replacing the function H and
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programmed by the challenger C. The random oracle maintains an internal storage
consisting of a list of message-hash pairs of the form (m,h). On a call for a message
m, the oracle checks if there exists a hash h such that the pair (m,h) is stored, and
returns A in such case. Otherwise, it samples a random a value h representing the hash

associated to m, it stores the pair (m, h) and returns the sampled value h to the caller.

Game GY. The initial game corresponds to the E><p£J4F experiment. That is, we ob-
serve a perfect indistinguishability (denoted £) between our initial game and the ExpiF
experiment:

Pr[64(1%) = 1] 2 Pr [Expf (1)) = 1

Game G'. In this game, we now reject tickets with valid signatures from D that are not
produced by the challenger. To distinguish such signature from the originally produced
ones, C keeps updated a set Sp = {m;,0;} containing all the signatures produced by
D during the protocol. A signature is deemed valid if the message-signature pair is
contained in this set, otherwise invalid. This prevents A from forging a signature,
which was previously possible with probability AdvEUF'CMA. Therefore by the difference
lemma [PS00], we obtain the following upper bound:

‘Pr [G?A(l)\) — 1] —Pr [Gh(lk) N 1” < AdVElUF-CMA

Game G2?. The game works as the previous game, except that we now reject valid
signatures of 7 that are not produced by the challenger, by following the same approach
of the previous game. As a result, no forged signature can be injected by the adversary

A. Again, by the difference lemma [PS00], we obtain the following upper bound:

|Pr [GL (1Y) — 1] = Pr [G54 (1Y) — 1]| < AdvEUF-CMA

In G2, every received ticket tk, containing a signature o, either computed by the ticket
distributor D or transfer authority 7, has been produced by the challenger, otherwise
rejected. Observe that, by construction of the protocol, this argument is not sufficient
to ensure unforgeability of the ticket, the adversary being able to obtain any signature
of the hash ¢ computed over (ide,idp, r.) for a random r. of its choice. Indeed, during
the Purchase protocol execution, the ticket distributor D distributes the signature with
the user, and waits until the success of the payment, in which the hash ¢ is removed
from the state of invalid tickets. The adversary A does not proceed to the payment, it
obtains the signature o, of ¢, allowing adversary A to constitute the apparently valid
ticket tk = ((idp,idp,r.),o.. The same scenario occurs with the Transfer protocol as

well.

However, it does not mean that the adversary A has successfully obtained a wvalid
ticket from the point of the view of the system: Whereas all parts of the produced ticket
tk is valid, the crucial and missing last step, performed by the system, is the supression
of the hash ¢ from the shared state st. Since the payment does not occur, the ticket is
not removed from the set of invalid tickets and hence is not directly usable. As a result,
the evaluation of CheckTk over the ticket tk always leads to an invalid validation result,

preventing the ticket to be accepted, aborting the running protocol.
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As a direct consequence of the above remarks, the probability for the adversary A
to produce a valid ticket not crafted by the challenger is Pr [Gi(lA) — 1] =0. As a

result, we obtain the following upper bound:
Pr [ExpiF(lA) — 1| <2 AdVETF-OMA

By hypothesis on the EUF-CMA property of the signature Sign, we know that
AdvE\UF'CMA is negligible, leading to a negligible quantity on the right hand side of the in-
equation, giving a direct contraction with the initial hypothesis. Hence, Pr[ExpiF(l’\) —
1] is negligible and APPLAUSE has Unforgeability.

O

Theorem 7. Instantiated with an IND-CPA encryption scheme, for any PPT A, Ap-

PLAUSE provides privacy under the random oracle model with the following upper bound:

Pr [Expf{™ (1Y) — 1] <27 48 AP

Proof of Privacy. We prove secrecy of r. through this proof. Assume A has a PPT
algorithm. If an adversary A is unable to recover r., then it is unable to win against
ExpiRlV(l/\), or at least with a negligible probability. Notice that i/, the user simulated by
C which has generated tk, cannot be corrupted, otherwise A would fail to the experiment
under corr; = 0. The following modification applied to the oracles are assumed to append
only when the ticket tk is involved during the execution of the oracle.

Game G°. The initial game corresponds to the experiment ExpiR'V , hence:

Pr [Go(l)‘) —1] 2 Pr[Exp" Y (11) — 1]

Game G!. First, we modify the Purchase algorithm happening in the experiment. When
tk is purchased, the challenger sends a random element as the first message from U,
thus replacing Encpk%KE(ide, idp, 7, ¢) by a random sampled uniformly from [Encpk%Ks]. D
being also simulated by C it still has access to ide, idp, 7., ¢ and then is able to continue
the Purchase protocol.

We observe that the difference between G and G! occurs only in the encryption of
this message. Under the IND-CPA hypothesis, a distinguisher would have negligible

chances to distinguish between these two experiments. Hence we obtain the
[Pr[GO(1%) — 1] — Pr[G'(1*) — 1]] < 2- AdVIRE™

Game G2. The second game replaces the encryption of tk under the key pk% during
a call to ORefund by a random element sampled uniformly from [EnCkaDKE]. This is the

same argument as before, we directly conclude to
[Pr[G!(1*) — 1] = Pr[G*(1%) — 1]] < 2- AV RE™

Game G3. The third game replaces the encryption of tk under the key pks— during a

call to OTransfer by a random element sampled uniformly from [EncpkaKe}. As seen in
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G! and in G2, we have
[Pr[G*(1*) — 1] = Pr[G3(1%) — 1]] < 2- AdVIRE™

Game G*. In the last game, concluding this proof, we replace the encryption of
pky,, tk, cert;, under pk5 by a random element sampled uniformly from [Encpk%KE]. Still

using the indistinguishability argument we have
[Pr[G*(1%) — 1] = Pr[G*(1Y) — 1]] < 2- AV RE™

Since A has no more advantage, and since r. is randomly picked at uniformly in
{0,1}*, A has probability 27* to guess correctly, hence Pr [G*(1*) — 1] = 27*. Finally,

we observe that:

AdvERY (1%) = Pr[ExpfV (1Y) — 1] < 8- Advii g™ + 272

Theorem 8. APPLAUSE provides no-double-spending unconditionally.

Proof of No-Double-Spending. Let A be a PPT adversary. We show that the probability
Pr[ExpB‘S(lA) — 1] is negligible. In the game ExpEtS , A is free to take advantage of any
sequence of execution it has chosen. We show that under any chosen sequence, it is
impossible for A4 to success the same algorithm twice with the same ticket tk. The proof
relies on the consistency of the state st, updated by the challenger C during the protocol.
We argue that this state prevents any double-spending, indeed acting as a blacklist
containing every ticket tk used in any of the protocols. We proceed by analyzing the
update of the state through the algorithms: In the Refund protocol, on the reception
of tk, D executes the CheckTk algorithm which checks that o, is signed either by D or
by 7T, but also that ¢ is not contained in st. If not, c is inserted in st. Suppose now
that A replays the refund protocol again, then the signature still verifies, but since tk
is now contained in st, then the refund fails. The ticket transfer holds on the same
principle. When transferring tk, algorithm CheckTk is executed, ensuring that tk is not
already contained in st. Exactly as the previous protocols, on the reception of ticket tk,
the validation executes the CheckTk checking that tk is not contained in st. When the
algorithm successfully ends, then tk is required to be contained in st to notify that the

ticket is now considered as invalid.

All algorithms taking a ticket tk as an input ends with a state st containing tk.
Since the state st is fully controlled by C and cannot be modified by A, we can directly
conclude that for every PPT adversary, Pr[ExpB‘S(lA) — 1] is zero, meaning that the

double-spending, in any sequence, is prevented. O
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Theorem 9. Instantiated with statistically indistinguishable randomisable keys, and an
anonymous payment scheme, for every security parameter A € N and every adversary A,
APPLAUSE provides pseudonymity with the upper bound: ‘Pr {Exp;SE(l’\) — 1} — %‘ <

8. AdvAPP=.

Proof of Pseudonymity. We start by considering an initial game G° consisting of the
Expi‘SE experiment, in which the adversary has access to the public keys of both users
and interact only with the user U}, for a random bit b chosen by the challenger. To
prove the pseudonymity, we replace all the keys associated to both users Uy and U; by
a new key pair which are not associated with any user. Therefore, the adversary does
not have any advantage to identify the chosen user and hence no chance to break the
pseudonymity.

Game G°. The initial game corresponds to experiment ExpElSE , hence we have a perfect

indistinguishability between this game and the Expi‘SE experiment:

Pr [G?L\(l’\) —1] 2 Pr [ExpiSE(l’\) — 1]

Game G!. In our initial game, the adversary (adversary) can interact with either user

Uy or Uy . In this modified game, we introduce the generation of new anonymous payment

AP AP
new new*

keys stk:., and spk Instead of using the payment keys of Uy for all payments, the
challenger now uses freshly generated payment keys. The indistinguishability between
this game, denoted as G', and our initial game, denoted as G, holds assuming our
anonymous payment ensures pseudonymity, where the adversary has access to a payment

oracle for only one of the two users.

For contradiction, suppose there exists an adversary A for which the advantage in
distinguishing between G® and G' is non-negligible. Specifically, let py be the probability
of success of A in G° and p; be the probability of failure of A in G!. Denote by € the
distinguishing probability po — p1.

We construct an adversary B which utilizes A to break the pseudonymity property of
the anonymous payment scheme. Let C represent the challenger running the experiment

APPse

Expyz  °°. At the beginning, C generates two payment keys: One for Uy and another

independent of Uy. On the other hand, B executing Expi‘SE holds the payment keys for
U,. At the start of the experiment, B samples a bit b’ and interacts with A using the
payment key of U if b’ equals one, or it uses the payment keys chosen by C based on a
randomly chosen bit b. If b is zero, C provides a payment oracle for the payment keys
of Uy, and B runs G°. Otherwise, when b is one, the provided payment oracle relies on

the freshly generated payment keys, and B runs G'.

During the payment oracle execution, when ' is zero, B acts as a proxy between C and
A to enable A to proceed with a payment using the payment keys held by C. However,
when b’ is one, the payment oracle is not called by B since B owns the payment keys
of Uy. At the end of EXPZSE, A (assumed to distinguish between G? and G!) outputs a
prediction bit b* to B, which is forwarded to the challenger C.
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Prib= b = %Pr[ —0|b—0/\b'—0]+iPr[ 0= 0AY = 1]
+ijr[ —1|b—1/\b/—0]+iPr[ =1b=1AV =1]
:% i(Pr[ —Ob=O0AY =0 —Pr[p* =0fb=1 A =0])
£ L (Prl* =0 = 0AY = 1] = Pr[p* = 0b =1 7Y = 1))
zé—l—i(Pr[ 0= 0AY = 0]~ Prlb = 0b=1AY =0])
=%+i(po—p1)

And since the success probability Pr [b = b*] equals Pr [EprPPSE(l’\) — 1} it follows
that:

APPse
AdVA = — — —

173

1 1 1 1 1
Pr [Expgppse(l)‘) — 1} - 2‘ = ’ ‘ =

APPse

And since we have assumed that the following advantage Adv'y is negligible for

any adversary, then it follows that e is negligible which enter in contradiction with

APPse

our hypothesis. Therefore, under the assumption that Adv'y is negligible for all

polynomial time adversary A then G and G! are computationally indistinguishable:

’PI’ [GOA(:[A) — 1] — Pr [Gh(l/\) N 1]‘ S 4 - AdVJAL‘PPse(l)\)

Game G2. In this game, we proceed exactly as done previously, except that we now
replace the payment keys of Uf;. Note that in this game, the payment keys of Uy is no
more used to proceed for a payment. Since the reduction works exactly as before, we
directly conclude that the upper-bound to distinguish between this game G2 and game

G! is defined as follows:

’PI‘ [G}‘t(lA) — 1] — Pr [G?A(l)\) - 1” S 4. AdVﬁPPse(IA)

Game G3. Instead of randomizing the key pair in Validate when A calls OValidate,, we
generate a new signature and encryption key pairs. The resulting keys are unrelated to
the key pair of the user. Since randomized keys are statistical indistinguishability from
freshly generated keys, we obtain a statistical indistinguishability (denoted &) between
the games G? and G3:

Pr[G% (1Y) — 1] & Pr[G4(1*) — 1]

Game G*. On each call of A to OTransfer,, the same modification is put in place in

Transfer. As for the previous modification, games are therefore statistically indistin-
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guishable. This leads to the statistical indistinguishability between G* and G3:
Pr[G4 (1Y) — 1] & Pr [GY(1*) — 1]

In this game G*, none of (sky,, pky,) or (sku,, pky,) are used by the challenger
during the experiment. Hence, the adversary has no mean to recover b and then no
advantage in breaking the pseudonymity. Hence, we obtain Pr [G‘;(V‘) — 1] = % We

now derive the upper bound as follows:

|Pr [GO(1%) — 1] = Pr[G*'(1") = 1]| =

1
Pr {Expi‘SE(lk) — 1} - 2’
< 8. AdVﬁ‘PPse

By hypothesis on the anonymity property of considered anonymous payment, the
advantage AdvﬁPPSe is negligible. Therefore, assuming that our anonymous payment
scheme ensures pseudonymity, APPLAUSE provides pseudonymity.

O

Theorem 10. Instantiated with an anonymous payment having the property of ran-
domisable keys, then for any PPT A, APPLAUSE provides unlinkability with the following
upper bound:

1
Pr [Expg‘NL(lk) — 1} - 2' <16~ Advi"

Recall that in our construction, a ticket tk is defined by the place (ide,idp), the ran-
dom 7. and the signature o.. From an information theory perspective, tk is completely
unrelated from any user U. Then, our proof simply consists to show that at any moment,

the identity of U (i.e., the public key pk;,) is used during the communication.

Proof of Unlinkability. Our proof is designed as a sequence of games where the initial
game G° corresponds the game ExijL, and our last game corresponds to the game

Exp}iNL

where C does not rely on the users keys. We show that both games are indis-
tinguishable through a sequence of negligible modifications. During this sequence, we
focus our attention on the part of the experiment in which the adversary A interacts
with the user U,. In this challenge phase, a single ticket is purchased by U; and later
transfered, refunded or validated, based on the choice of A. Let A be a PPT adversary,
we show that it has probability to succeed at EXpiNL close to 1/2.

Game GY. The initial game corresponds to the experiment ExijL Hence, for every

adversary A, we have:
Pr[GY(1*) — 1] £ Pr {Expﬁ{“(ﬂ) = 1}

Game G!. In this game, we focus on the anonymous payment performed during the
execution of the ticket purchase via the Purchase protocol in the challenge phase. At
the beginning of the experiment Expg"\”‘ of the ticketing system, two user key pairs are
generated, one for the user Uy and a second for the user U;. The adversary A is allowed,

via specific oracles OPurchase;, ORefund;, OTransfer;, OValidate; oracles for I € {0, 1}, to
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interact with both users. Then, at some point, the experiment selects a random bit b

and purchases a ticket for a seat (ide, idp) designated by the adversary.

In this game, we introduce the two payment keys generation, one for each user U,
and U;. For clarity, let denote these keys by (stkg, spky) and (stk’, spk’). Instead of
using the payment keys of user Uy, in this game we rely on the freshly generated payment
keys (stky, spkg). That is, the payment keys would not be used in the Purchase protocol
anymore. Note that in the ExpiNL experiment, a bit b is randomly chosen and lead to
the usage of payment keys of the user U. When b equals zero, then the used payment

key is changed whereas when b equals one, the view of the adversary remains unchanged.

Let suppose an adversary against the Expi'\“‘ experiment. We construct an adversary
B which relies on A to break the unlinkability of the anonymous payment scheme, whose
experiment ExpgPunl is simulated by the challenger C. In the ExpgPunl experiment of
the anonymous payment scheme, simulated by the challenger C, two payment keys are
generated. During the challenge phase, one of these two payment keys is used, the
decision to use the first or the second key is based on a randomly chosen bit b, chosen
by C. These two keys are associated by the adversary B to the payment keys of U}, and
to the freshly generated payment keys (being independent of Uy and U;). In addition,
to this decision bit b, the adversary B chooses a random bit ¥'. When, b’ equals zero,
then B relies either on the payment keys of Uy or on the freshly generated payment keys,
both payment keys being owned by C. In contrast, when b’ equals one, then it relies
on the payment keys of user U, generated and owned by B. To be a valid reduction,
the adversary B has to provide valid OPurchase;, ORefund;, OTransfer;, OValidate; oracles
for I € {0,1} to A. The adversary B running the ExpﬂNL experiment, it has access to
the payment oracles OPay, and OPay,;, working respectively with the payment keys of
Up and the freshly generated payment keys (stky, spkp). During the running of B, an
execution of the oracle OPurchase; involves payments using the payment oracle OPay,,
whereas the execution of the oracle OPurchase; involves payments using the payment key
of user U; owned by B. Other oracles in ExpiNL follows the same principle. Under the
assumption that b’ equals zero, when the challenger C running the ExpgPunl experiment
randomly chooses a bit b which equals zero then B runs the game G since the used
payment keys belong to Uy. Still assuming that b’ equals zero, when b equals one, then
B runs the game G' in which the freshly generated payment keys replace the payment
keys of Uy. However, when V' equals one, B relies on the payment keys of user U;
during the Purchase protocol evaluation in the challenge phase. In this case, there is no
difference between G® and G', replacing only the payment keys of Uy. For this reason,

when b equals one, the adversary A has no advantage to distinguish.

The indistinguishability between these two games holds under the assumption that
the used anonymous payment scheme ensures unlinkability. Suppose that our adversary
A is the probability py to win at the game G° and p; to fail at the game G'. At the end
of the ExpiNL experiment, the adversary B receives a prediction bit b* from A that is

forwarded to the challenger C. The probability of success of the adversary B based on
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the adversary A against the challenger C running the EprPU"I is defined as follows:
1 / 1 /
Prb=0"]= ZPr[ =0/b=0Ab —0}+4Pr[ =0b=0Ab =1]

1 1

+4Pr[ —1|b—1/\b’—0]+4Pr[ =1b=1AYV =1]
1 1

=§+4(Pr[ =0b=0AY =0]-Pr[p*=0b=1Ab =0])
1

+Z(Pr[b* =0b=0AY =1]-Pr[p*=0b=1Ab =1])
1 1

=§—|—Z(Pr[ =0b=0AY =0]-Pr[p*=0b=1Ab =0))
1 1

=51 Z(po - p1)

APUnl

Hence, the advantage Advy equals 1(py — p1). Therefore, the indistinguishability

between G® and G! is bounded by the upper-bound 4AdvAPUrlI or more formally:
‘Pr [Gg\(l’\) — 1] —Pr [Gi‘(l/\) N 1]| <4. Advgpum

Game G?. In this game, we proceed exactly as in G except that we focus on the payment
keys of U;. Since the indistinguishability between G' and G2 holds the unlinkability of
the anonymous payment scheme. And since the reduction follows the same methodology

as done previously, we directly deduce that the following upper-bound:
‘PI‘ [G}L\(lk) — 1] —Pr [G?A(lk) N 1” <4 AdngUnI

Game G3. In this game, we proceed exactly as done in G! and G? except that we focus
on the payment keys of Uy, this time on the Refund and Transfer protocols (the Validate
protocol does not require a payment). In all these protocols, we replace the payment
keys of Uy by the generated payment keys (stkg, spkg) introduced in G. Observe that we
have to replace payments keys of Uy in both protocols. We proceed to the replacement
via a case disjunction, one for each protocol, the choice of the protocol to use is let to
the adversary A. In each case, the reduction methology is the same as seen previously.
Hence, for each of these two cases (Refund and Transfer), we have the upper-bound
4Adv2PU“|. By summing the upper-bound for these two cases, we obtain the upper-
bound to distinguish between G? and G3, defined below:

‘PI' I:G?A(].)‘) d ].:I —Pr [Gil(].k) N 1]| <8- AdngUnl

Game G*. In this game, we replace the randomized signature and encryption keys of
users Uy and Uy by freshly generated keys. Among the Purchase, Refund, Transfer and
Validate protocols, only the Transfer and Validate protocols are modified. Indeed, both
the validator in Validate and the other user in Transfer receive the randomized public
key of Uy (for a b € {0,1} chosen in Expy'" ). By the statistical indistinguishability of

the randomised keys, we obtain statistical indistinguishability between G® and G*:

Pr[G% (1Y) — 1] & Pr [G4(1*) — 1]
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Remark that in G*, neither the public key of Uy or the public key of U4, are involved,
all replaced by freshly generated keys being independent of both U, and U;. Therefore,
in G* the adversary A has no advantage to distinguish between Uy and U, leading to the
probability Pr [Gj(lk) — 1] = % Therefore, by summing all the previously mentioned

bounds, we conclude our sequence of games as follows:

[Pr[GL(1%) = 1] = Pr [G5 (1Y) — 1] =

1
Pr B (1Y) = 1] - 2‘ <16 AdvAPU"
By hypothesis, for every polynomial time adversary A, the advantage AvaA4Punl is
negligible, meaning that the probability to distinguish is negligible as well. Hence,
APPLAUSE provides unlinkability.
O

4.4 Auditability with SPOTLIGHT

As shown in Section [I.3] APPLAUSE provides full anonymity for users. This property
is desirable in general, but there exist edge cases in which the full anonymity is not
desirable, such as fire during an event. Identifying missing attendees is crucial in this
context, but is hard using a fully anonymous ticketing system like APPLAUSE. To deal
with this issue, we introduce a method to convert APPLAUSE into an auditable scheme
called SPOTLIGHT, using Protego [CDLPK22|, an auditable anonymous credential, based

on structure-preserving signatures on equivalence classes [FHS19].

4.4.1 Overview of Protego

In a nutshell, Protego [CDLPK22] is an Attribute-Based Credentials (ABC) in which a
user obtains a credential from an organisation, attesting that the user owns a particular
set of attributes X. Traditionally, this credential is transferred to a verifier, accepting
the credential if and only if the provided credential is valid. In Protego, the “showing” of
this credential slightly differs in order to provide several features on which we leverage
to construct SPOTLIGHT: The credential is still provided by an organisation but is not
shared with the verifier anymore. Instead, given its secret key and its credential X', the
user computes a proof attesting that it owns a subset of attributes S C X and that it
not own a set of attributes D ¢ X. Even more, an accepted proof is valid if the proof
has been generated by a user holding its private key. In other words, a user cannot
create a proof using only public data from another user. The key point of Protego is
that the proof is at the same time publicly verifiable, but privacy-preserving in the sense
that the identity of the user having generated the proof is never involved in the proof
verification. In other words, Protego ensures anonymity of users. Protego provides an
additional feature at the heart of SPOTLIGHT: Auditability. An additional authority
having its own key pair, is able to extract the identity of the user having generated
the proof m. Before introducing Protego formally, we highlight that Protego supports
revocation of the users. This revocation feature is not desired in our construction. For
this reason, we voluntary omit RAKeyGen, RSetup and Revoke algorithms. We stress

that this only limits the features of Protego and does not affect security.
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Definition 31 (Protego [CDLPK22]). Assuming a security parameter A and an universe
of attributes §2, then Protego is defined as follows:

e Setup(1*, auz) — pp: Given the security parameter A and some auxiliary informa-

tion defining the universe of attribute €2, it outputs the public parameters pp.

e OKeyGen(pp) — (osk, opk): Given the public parameters, it outputs the key pair

for the organisation.

o AAKeyGen(pp) — (ask, apk): Given the public parameters, it outputs the key pair

for the auditor.

o UKeyGen(pp) — (usk, upk): Given the public parameters, it outputs the key pair

for the user.

o Issue(U(usk, X, nym), O(osk, X, nym)) — U(cred): The Issue protocol is running

between a user U expecting a credential and the organisation O issuing the creden-
tial. The obtained credential cred authenticates the user with the set of attributes
X C Q. Note that even if we do not rely on the revocation feature, we have in-
cluded the pseudonym nym, used only during the revocation, for completeness of
the provided definition.

e Show(usk, cred, X,S, D, auz) — m: The showing algorithm, taking the private key
usk of the user U, the credential cred, the set of attributes X and two sets S and

D, returns a proof 7 proving that the user U owns the attributes S and does not

owns the attributes D.
o Verify(opk,m, X, S, D, aur) — b: Given the organization’s public key opk and the

proof m, it outputs the verification bit b which equals 1 if the proof is valid, 0
otherwise.

o AuditEnc(upk, apk) — (c,@): Given the user’s public key upk and the auditor’s

public key apk, it outputs the encryption of the user’s public key under the audi-
tor’s public key, and some auxiliary information «.

e AuditDec(ask,c) — upk: Given the auditor’s private key ask and the ciphertext c,

it outputs the user’s public key.
e AuditPrv(usk, c,a) — 7’: Given the user’s private key, the ciphertext ¢ encrypting

the user’s public key under the auditor’s public key and the auxiliary information
«, it outputs a proof 7’.
e AuditVerify(apk, ') — b: Given the auditor’s public key and proof #’, it outputs

a bit b which equals one if the provided proof 7’ is valid, zero otherwise.

Auditability Algorithms in Protego. As the definition suggests, Protego is com-
posed of algorithms used to generate and prove the ownership of a credential (i.e.,
Issue, Show and Verif) and algorithms to perform the audit (i.e., AuditEnc, AuditDec,
AuditPrv and AuditVerify). While these two categories of algorithms seem at first glance
disjoint in their functionalities, the construction of Protego reveals that the AuditEnc,
AuditPrv and AuditVerify algorithms are subroutines of the Show and Verify algorithms.
Indeed, in Protego the auditability-related ciphertext ¢ and proof 7’ are generated and
integrated in the computation of the proof m. To be more concrete, the ciphertext ¢
and the proof 7’ are contained in the proof m. Note that 7’ is tied with 7 since 7’ is
inputted into an hash function, whose obtained hash is used to compute 7. A verifier

running the Verify algorithm over the proof m has access to ¢ and ©’. Therefore, since
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Symbol | Definition

N Set of all pseudonyms

NYM Set of assigned pseudonyms
HU Set of honest users

Cu Set of corrupted users

USK Private keys of users

UPK Public keys of users

CRED List of credentials

OWNR | Owner of the credential (JOWNR| = |CRED])

ATTR | Attributes authenticated by the credentials (JATTR| = |CRED])
I or Users involved in the challenge

JLoR Credentials involved in the challenge

Table 4.1: Definition of symbols used in the anonymity property of Protego.

AuditEnc, AuditPrv and AuditVerify are subroutines of Show and Verify, we remove these
three algorithms and introduce Audit(usk, ) which extracts ¢ from 7 and returns the
output of AuditDec(usk,c). This modification does not alter the security, in particular
the anonymity property in which no oracle for the audit is considered in [CDLPK22].

Hence, this modification is purely functional and does not affect the security at all.

Correctness of Protego. The correctness of Protego states an honestly generated
proof 7 for any security parameter A > 0, for any set of attributes X with 0 < |X| < ¢,
for any non-empty subset of attributes S C X, any non-empty disjoint set of attributes
D ¢ X, for any non-empty set of valid pseudonyms NYM C N with 0 < N < ¢/, for all
nym € NYM it holds that:

pp « Setup(1*, (19,17));

(ask, apk) < AAKeyGen(pp); (osk, opk) < OKeyGen(pp), (usk, upk) < UKeyGen(pp);
Issue(U(usk, X, nym), O(osk, X, nym)) — U(cred)

7 < Show(usk, cred, S, D); 1 < Verify(opk, 7, X, S, D)

Anonymity in Protego. The anonymity property of Protego states that an adversary
is not able to distinguish the showings of multiple proofs 7 coming from a user PlUq
or a user PU;. In other words, the proof is not tied with the identity of the user
having generated the proof. The security definition of anonymity introduces five oracles
OHonestUser, OCorrUser, Olssue, OShow and OLoR that we describe in the following
paragraphs. All important symbols are summarised in Table

Oracles for Honest and Corrupted Users. During the execution of the anonymity
experiment, the challenger provides two oracles OHonestUser and OCorrUser depicted in
Figure to respectively create honest users and corrupt users.

The oracle OHonestUser expects as an input from the adversary an integer ¢, which
has to be read as the i-th user. The oracle aborts if ¢ has already be assigned to a user.
This test is performed using the set of honest users HU and corrupted users CU. In case

where the index ¢ has not been assigned yet, then the oracle generates a new user key
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pair (usk, upk) added into the sets USK and UPK respectively, and it adds the index i
in HU. The freshly generated user’s public key upk is returned to the adversary.

The oracle OCorrUser takes as an input an index ¢ as well as a user public key
upk. The oracle checks that the i-th user has not already been corrupted (otherwise no
additional work is necessary), but also checks that i does not belong to the I, og set. In
a nutshell, this set contains all users involved in the OLoR oracle, as will see later. If the
user is honest, then the oracle transfers the index 4 from the set HU to the set CU and
leaks to the adversary the private key of the user as well as all its obtained credentials.
In case where the index ¢ does not belong to the set HU U CU, the user has not been
created by the challenger. In this case, the challenger creates a corrupted user whose

secret key is not known and whose public key is the one provided by the adversary.

Oracle OHonestUser (i)

1: if i e HUUCU then return L
2:  (USK][i], UPK]i]) < UKeyGen(pp)
3: add ¢ in HU

4: return UPKJ{]
Oracle OCorrUser (i, upk)

1: if i € CUV i € [k then return | /* Corrupted or involved in the challenge

*

2: if i € HU then /* Corruption of an honest user */

3: remove i from HU

4: add ¢ in CU

5 C + {CREDJj]}for all j where OWNR[j] =i

6: return (USK[i],C) /* Leakage of user’s private key and obtained credentials */
7: else /*i¢d HUAI & CU */

8: add ¢ in CU

9: UPK][i] < upk

Figure 4.25: Description of the OHonestUser and OCorrUser oracles.

Oracles for Credential Issuing and Showing. The anonymity of Protego allows
the adversary to ask the i-th user to obtain a credential for a set of attributes X" of its
choice, but also to obtain a proof 7 for the credential of its choice with respect to a set
of owned S and disjoint attributes D. These two features are modelled respectively as
the oracles Olssue and OShow depicted in Figure [4.26]

The oracle Olssue expects as an input from the adversary an index ¢ (corresponding
to the i-th user), a pseudonym nym and a set of attributes X. The oracle runs the
Issue protocol only for honest users with an organisation played by the adversary A.
For this reason, the user has to be honest. At condition that the Issue protocol ended
successfully, the generated credential cred is inserted in the CRED set containing all the
generated credentials for all users. To link the ownership of the credential, the index 4
is inserted in the OWNR set. The oracle also inserts the attributes X in the ATTR set
and the used pseudonym nym in the NYM set.

The oracle OShow expects as an input from the adversary the index j referring to
the j-th credential in the CRED set, as well as two sets of attributes S and D. The
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oracle runs the Show algorithm for the i-th user being the owner the j-th credential,
resulting into a proof m that is returned to the adversary. The i-th user is required to

be honest, otherwise leading to an abort of the oracle.

Oracle Olssue(i, nym, X)

1: if ¢ ¢ HU then return L

2:  Issue(U(USKI[i], nym, X), A) — U(cred)

3: if cred = L then return L

4: add (i, cred, X, nym) in (OWNR, CRED, ATTR, NYM)
Oracle OShow(j, S, D)

1: i+ OWNR[j]

if ¢ ¢ HU then return L

7 < Show(USK[i], CRED[j], ATTR[j], S, D)

return 7

=W N

Figure 4.26: Description of the Olssue and OShow oracles.

Left-or-Right Oracle. The Left-or-Right oracle, denoted as OLoR and depicted in
Figure [4.27] allows the adversary to obtain a proof 7 for one among two credentials
indexed respectively by jo and j;. Hence, the oracle OLoR expects as an input jo and
71, as well as the two sets of attributes S and D inputted into the proof generation
algorithm. The oracle works using two specific sets denoted I ,gr and Jor. The first
set I or of cardinality two contains the index of (honest) users holding the credentials
referred by the index jy and j;. These two credential indexes are saved in the J .r set.
The anonymity property holds even in case of multiple showings of the same credential.
This is exactly for this reason, that the challenge takes the form of a Left-or-Right
oracle. However, the credentials has to be the same over the time, which explains why
the OLoR oracle aborts when the adversary inputs a pair of credentials (jf, j1) different
of (jo, j1). The oracle also aborts in case where at least one user holding either CREDj]
or CREDJj;] is corrupted. Indeed, in such case, no security can be proven. Additional
verifications are performed by the oracle on the provided sets of attributes S and D,
required to satisfy the attributes ATTR[jo] and ATTR[j1]. The oracle generates a proof
7 for the credential CRED[j] for the 45-th user where b is randomly chosen by the

challenger at the beginning of the experiment, once and for all the oracle executions.

Description of Anonymity in Protego. The experiment for the anonymity of Pro-
tego denoted Exp®™ and depicted in Figure m takes as an input the security pa-
rameter 1* as well as two integers ¢ and ¢/, limiting respectively the number of defined
attributes and pseudonyms. The challenger running the experiment initiates with the
Setup execution to generate the public parameters pp. The auditor key pair is generated,
only the auditor’s public key is shared with the adversary. A random bit b is chosen
by the challenger and runs the adversary with an access to the oracles OHonestUser,
OCorrUser, Olssue, OShow and OLoR. Given all this oracles, the adversary eventually

returns a prediction bit b* and wins the anonymity experiment if b equals b*.
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Oracle OLoR(jg, j1,S, D)

1: if Jior # 0 A Jior # {jo,71} then return L
(0,41) <= (OWNR[jo], OWNR([j1])

if io ¢ HU Vi1 ¢ HU then return L

if S ¢ ATTR[jo] N ATTR[j1] then return L

if DN (ATTR[jo] UATTR[j1]) # 0 then return L
Jior < {jo,J1}

Iior < {i0,71}

7 + Show(USK([is], CRED[jb], ATTR[js], S, D)

return w

© 0 N O O s W N

Figure 4.27: Description of the OLoR oracle.

Expi{oAnO(l)\’ q q/)

1: pp < Setup(1*,19, lq/)
2:  (ask, apk) < AAKeyGen(pp)

$
3: b« {0,1}
AOHonestUser,OCorrUser,OIssue,OShow,OLoR ( ap/c)

4: b

5: returnb = b*

Figure 4.28: Description of the anonymity experiment of Protego.

Definition 32 (Anonymity of the Simplified Protego). Protego is said anonymous if for

security parameter A, every ¢,q’ > 0 and every polynomial-time adversary A, we have:

Ade:{OAnO —

/ 1
Pr [Bxpfo(12, (19,19)) 1] - 2\ < negl()

4.4.2 Description of SPOTLIGHT

We start by giving the description of our auditable anonymous ticketing system called
SPOTLIGHT, standing in contrast with APPLAUSE, by allowing users to be authenticated
by an additional, incorruptible authority called the judge and denoted 7. In a nutshell,
the judge owns the key pair of both the organisation and the auditor as defined in
the Protego definition. Therefore, the judge plays at the same time the role of the
organisation delivering the credential and the role of the auditor revealing the identity
of an attendee. SPOTLIGHT corresponds mostly to our original protocol APPLAUSE,
the only difference being the integration of Protego used to generate a proof during
the ticket validation protocol. The integration also supposes that during the key pair
generation, a user U generates a Protego key pair (usk, upk), and runs the certification
protocol Certify with the judge J to obtain a credential cred. Then, at every interaction,
the user U generates a new proof 7 that is integrated in the communication. We will
explain the integration of the proof later. Once received by the system, the proof 7
is stored and associated with the (purchased, transferred, refund or validated) ticket.
Later, given a ticket tk containing the proof, the judge is allowed to recover the public

key of the user. Observe here an interesting fact about the integration of Protego: The
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desired degree of auditability can be modified depending on the integration of the proof
7 in the ticketing system. In other words, if every protocol execution (i.e., Purchase,
Transfer, Refund and Validate) contains the proof, then every action can be linked to
the user initiating the protocol, only from the view of the auditor authority. Another
possible integration of the proof followed in this work, is to integrate the proof 7 only
during the ticket validation protocol Validate. This way, only users attending the event
can be identified from the view of the 7. It follows that a user having purchased a ticket
(or received from another user via the ticket transfer) cannot be identified if it does not
attend the event. As explained during the introduction of this work, our ambition is to
identify attendees of the event in case of a disaster and only this case. Hence, we will

focus our attention on integrating the proof 7 only in the ticket validation protocol.

Dedicated State for Auditability. In APPLAUSE, the state st shared among all
parties, contains hashes ¢ of tickets. In SPOTLIGHT, we require a differently formatted
state to store both hashes, used to ensure validity of tickets, but also to store received
proofs during the validation. Formally, we defined the shared state st as the couple
of states (st, sty ), used respectively to store hashes ¢ and to store couples of the form
(c, 7). We stress that our hypothesis on the public readability still holds, meaning that

the judge J is able to read and reveal the identity of users attending the event.

Formal Description of SPOTLIGHT. To obtain auditability, we modify the /KeyGen
and Validate algorithms introduced in APPLAUSE, and introduce the two new algorithms
JKeyGen and Audit, used respectively to generate the key pair for the judge and to
recover the public key of the user . In order to facilitate the readability, we omit
the DKeyGen, T KeyGen, VKeyGen, Purchase and Transfer definitions, which remain un-
changed. For clarity, all algorithms and protocols referring to the Protego scheme are
prefixed with PTGO.

o JKeyGen(1") — (skg,pk.7): Given the unary representation of the security pa-

rameter A, the judge key generation algorithm starts by generating the public
parameters of the Protego scheme PTGO.Setup(1*, (19, 1‘1/)) producing the public
parameters pp. The upper-bound ¢ on the number of existing attributes is set at
two while the upper-bound ¢’ of the number of pseudonyms is set two one. We have
chosen these values to respect the requirements to satisfy the correctness definition
of Protego. Indeed, in SPOTLIGHT, we do not rely on the attributes property of
Protego. A natural choice for the universe of attributes might be @ = {user}, but
recall that Protego requires two non-empty sets S and D to generate a proof for a
credential attesting the ownership of attributes X. The set S C X is supposed to
contain attributes that are owned by the user having the credential cred, whereas
D ¢ X contains the attributes not authenticated by the credential. And since
D cannot be the empty set, we have to consider an additional attribute, never
assigned and always inserted in D. Therefore, the universe of attributes is defined
as {z,Z}, which explains the upper-bound ¢ at two for the possible attributes.
The upper-bound ¢’ is set to one since we only rely on a single pseudonym for
all existing users. Note that pseudonyms are only used for the revocation feature

that we do not require, and a pseudonym can be replayed several times without
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loss of correctness and security as suggested by the definition of Protego. Hence
we set the constant pseudonym nym once and for all users.
In addition to the setup of Protego, this algorithm generates the organisation
key pair (osk, opk) + PTGO.OKeyGen(1*) and the auditor key pair (ask, apk) <
PTGO.AAKeyGen(1). The outputted key pair (sk 7, pk ;) where sk 7 is composed
of (osk, ask) and where pk ; is composed of (opk, apk, pp).

e UKeyGen(1*) — (sky, pky,): Given the unary representation of the security param-

eter A, this algorithm computes a signature key pair denoted (skEg", pkzs/lig") —
Sign.KeyGen(1*), as well as an encryption key pair denoted (ski\E, pkDF)
PKE.KeyGen(1*). In addition, a payment key (stkép, spkﬁp, pdz’ip) is generated us-
ing the anonymous payment key generation algorithm AP.KeyGen(1*). It runs the
Protego’s user key generation algorithm PTGO.UKeyGen(pp) of Protego to obtain
the key pair (usk, upk). Once the user’s key pair obtained for the Protego scheme,
the credential issuing protocol Issue{U(usk, X, nym), J (osk, X ,nym)) — U(cred)
in order to obtain the credential cred for the set of attributes X = {z}. Fi-
nally, it returns the key pair (sky, pky;) where the secret key sk, is composed of
(skSig", skPRE, stk spk™P | usk, cred, X') and where the public key pk;, is composed
of (kaig",kaKE,pdAP, upk). We stress that the RandKey ignores keys Protego’s
keys in the outputted randomised key.
The required modification in the ticket validation protocol for the user consists of gen-
eratating a proof m, integrated in the (already existing) ciphertext encrypting the ran-
domised public key and the ticket. On its side the validator, in addition to the existing
validations, verifies the validity of the proof. If the proof is valid, then it stores the hash
¢ and the proof 7 in the shared state st,.
o Validate(U(sky, tk), V(sky,st)): The validation protocol starts with the validator
V), providing its public key pky, along its certificate cert,, to the user U attempting

to attend the event. Recall that the public key pk,, contains the public encryption
key pk\P}KE and the public signature key pkiign. The authenticity of the validator
public key pk,, is verified by the user U using the signature verification algorithm
Verif(pki')ig"7 (pkf’,ig",pk@KE), certy). If the signature is rejected, the user U aborts
the verification protocol. Otherwise, the user U generates a proof m using the
Protego’s proof generation algorithm PTGO.Show(usk, cred, X, S, D) with the set
of attributes X = {z}, the set S = {z} and with the set D = {Z}. The user also
runs the key randomisation algorithm RandKey(sky, pky,) to obtain a new key pair
(skyr, pkys). The ciphertext Enc(pk\P,KE,pku,,tk,W) encrypting the randomised
public key pk;,,, the ticket tk and the proof =, is sent to the validator V. After
decryption, the validator executes the ticket verification CheckTk(tk,st) and the
proof verification PTGO.Verify(opk, 7, X,S, D). If both the ticket and the proof
are valid, the validator V inserts the hash ¢ computed from the received ticket tk in
the state of invalid ticket st, and creates a challenge s sampled from {0, 1}>‘, which
is carefully encrypted under the provided randomised public encryption key kat(E.
The resulting ciphertext, denoted 1), is signed by the signature key sk?,ig" of the
validator V, producing the signature 0. The ciphertext s and the signature o,
are sent as a response to U. After a necessary verification of the authenticity of the

signature o, and the decrypted challenge s’, values s and s’ are compared through
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a physical channel. If the verification fails, then the validator V removes the hash
¢ from the set of invalid tickets st and halts. Otherwise, the validator inserts the
couple (¢, ) in the shared state st, and both parties commonly terminates with
a success bit b at T.

o Audit(sk 7, m) = pkpy: The audit algorithm, run by the judge J, expects as an

input the secret key sk 7 of the judge, but also a proof m. Observe that by hypoth-
esis on the public readability of the shared state st, and hence st; by construction,
the judge can obtain the proof m by its own. To recover the Protego’s public key
upk of the user U, the judge returns the output of PTGO.Audit(ask, 7).

4.4.3 Security Proofs of SPOTLIGHT

Because of the clear similarity between APPLAUSE and SPOTLIGHT, most of the security
claims remain unchanged. This is particularly true for the unforgeability of the ticket,
ticket privacy and prevention of double spending property, which is not affected by this
modification. Indeed, the added authentication material, consisting of new keys from
Protego, a credential kept secret by the user, and a proof 7 sent to the validator. Since
all these modifications does not affect the state (at least, not the state st. used to verify
validity of the ticket), the double-spending remains prevented. Similarly, the proof =
is completely independent of any random r. and the hash c is already in the view of
the adversary and hence does not bring any additional advantage. As a result, the
ticket privacy is not impacted. Finally, the signature mechanism, used to authenticate

approved tickets, remains unchanged, hence provides unforgeability.

On the other side, the pseudonymity property, have to be restated for SPOTLIGHT.
Indeed, we need to guarantee that the additional authentication and auditing material
does not affect the pseudonymity of users. Recall that the pseudonymity property of an
auditable ETS scheme remains exactly the same compared to a traditional ETS scheme,
as no additional security property and no oracle are added. In particular, the judge is

simulated by the challenger and does not provide any auditing oracle to the adversary.

Theorem 12. Instantiated with statistically indistinguishable randomisable keys, a
secure anonymous payment scheme ensuring pseudnonimity and Protego, for every se-
curity parameter A € N and every polynomial-time adversary, SPOTLIGHT provides

pseudonymity under probability:

1
Pr [Expﬁf’E(F) = 1} - 2’ <8 AVAPPE(12) + 8- AdvirA™ (1)

Proof of Pseudonymity. By the construction of SPOTLIGHT, sharing many similarities
with APPLAUSE, the pseudonymity security proof remains almost identical. For this
reason, we omit the five first games in which no difference occurs. Hence, following our

pseudonymity proof of APPLAUSE, the advantage to distinguish between G and G* is
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negligible based on the upper-bound defined as follows:

|Pr [GO(1*) — 1] = Pr[G*(1Y) — 1]| =

Pr {ExpiSE(l/\) — 1] — ;‘

S 8 . AdVJA4PPSe

Game G®. At this point, the two users Uy and U; are still identified by their respec-
tive credentials denoted credy and cred;. In this game, we introduce a new key pair
(uskg, upk;) and its associated credential credy. Later, any showing of the proof m gen-
erated via the credential credy of Uy is now performed using the credential cred;, being

independent of the identity of Uj.

By contradiction, suppose there exists an adversary A for which the advantage in
distinguishing between G* and G® is non-negligible. Specifically, let py be the probability
of success of A in G* and p; be the probability of failure of A in G®. Denote by € the
distinguishing probability po — p1.

We construct an adversary B which utilizes A to break the anonymity of Protego.
Let C be the challenger running the Expjy®*™ against the adversary B. The challenger
C holds the key pairs (usko, upk,) and (usk, upk;) as well as the credentials credy and
credy. The adversary B obtains the keys (uski,upk;) and the credential cred; of the
user Uy, via the execution of the honest user creation followed by the corruption of the
user. During the execution of the Expf:\SE experiment, especially during the execution of
the Validate protocol in the OValidate, oracle, the adversary 5 obtains a showing of the
credential credy using the OShow oracle provided by the challenger C in the ExplP;mAno
experiment. The execution of the OValidate; oracle, on its side, is completely simulated
by B having the secret key usky of i; and its credential cred;, hence B is able to compute
any showing if its choice. Note that the OShow oracle expects the index of a credential.
By construction, only three credentials are involved: Two credentials credo and credy,

hold by the challenger C and a credential cred; holds by the adversary B.

At the beginning of Expi\SE experiment simulated by B, a random bit b’ is chosen
designating between the user Uy (whose protego keys and credential are held by C) and
the user Uy, supposed to interact with A. In addition, at some point in the execution
of the Expy®A™ experiment, a random bit b is chosen by C designating the credential
to use between credy and cred;. Without loss of generality, suppose that C uses credy
when b is zero, or uses cred, otherwise. Observe that when b equals one, the adversary
A interacts with 4; and hence has no chance to guess the bit b. However, when b’ equals
zero, then A is interacting with Uy, whose Protego keys and credential, held by C are
either the real one (when b equals zero) or an independent keys and credential (when b

equals one).

At the end of the experiment, the adversary A4 responds with a prediction bit b* to
B which is forwarded to C. The probability of a correct guess, defined by the probability
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Pr [b = b*], follows:

1 1
Pr[b= b]fZPr[ f0|b—0/\b’—0]+4Pr[ =0b=0AV =1]
1 1
+4Pr[ —1|b—1/\b’—0]+4Pr[ =1b=1AV =1]
1 1
:§+4(Pr[ =0b=0AY =0]-Pr[p"=0b=1Ab =0])
1
+Z(Pr[b*:0|b:0/\b’:1] Pr[p* =0[b=1AV =1])
1 1
:§+Z(Pr[ =0b=0AY =0]-Pr[p*=0b=1Ab =0])
_1_1_1( )_14'_1
=9 4190 P1 =3 46

Therefore, assuming an adversary A having a non-negligible advantage € to distin-
guish between G* and G®, then there exist an adversary B able to break the anonymity
€

of Protego with a non-neglible advantage 7. Therefore, we have the following distin-

guishing advantage:

|PI' [Gjlél(l)‘) — ].] — Pr [Gi(l)\) - 1}’ < 4- Advi’oAno

Game G®. In this game, we apply the exact same metholody except that we now
replace the credential cred; with a freshly generated credential cred; obtained from
an independent Protego user key pair (usk}, upk’). Following the same reduction, we

obtain the following distinguishing advantage:

|Pr [Gil(lA) — 1] — Pr [G?A(l’\) - 1” <4. AdviroAno

At this point, the public key of both users Uy and U; are not used anymore. It
includes the signature key, the anonymous payment keys, the encryption key but also
the Protego keys. Therefore, the success probability in game G°® formally defined as
Pr [Gﬁ(l)‘) — 1] equals % As a result, the distinguishing advantage between our initial
game G and our game GO is defined as follows:

1

Pr {ExpPSE( ) — 1} 3

S 8. Advﬁ\PPse + 8. Advi’oAno

|Pr [GY (1Y) — 1] — Pr[G§ (1Y) — 1]| =

By assumption, the advantages Advﬁ\PPse and Advi{°A”° are negligible and hence,

SPOTLIGHT provides pseudonymity.
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Theorem 13. Instantiated with an anonymous payment ensuring pseudonimity, Pro-
tego, and randomisable keys, then for any PPT A, SPOTLIGHT provides unlinkability
under the following probability:

1
| Pr[Exp - (1%) — 1] — 5l <16 AdvAFUM 8 - AdvFeAre

Proof. Because of the proximity between SPOTLIGHT and APPLAUSE, the unlinkability
proof of SPOTLIGHT shares similarities with the proof of APPLAUSE. More concretely,
we omit the five first games in which no difference occurs and extend the sequence of
games to take in account Protego keys and showings in the Validate protocol. Recall
that the unlinkability proofs of APPLAUSE is composed of five games ranging from G°
to G* whose distinguishing advantage is upper-bounded as follows:

|Pr[GY(1%) — 1] — Pr[G4]] < 16 - Advi™

Game G°. In the previous game, all anonymous payements, signature and encryp-
tion keys, the only cryptographic material being linked to the identity of a user, are
currently not used and replaced by completely independent keys. Only the Protego ma-
terial remain, especially the triplet (usko, upkg, credo) and (usky, upk,, credy) associated
respectively with user Uy and U .

In this game, during the challenge phase in which the advantage A interacts only
with U, for some bit b chosen in the experiment Expg‘NL , we replace (usko, upk, credo)
associated by the user Uy by the triplet (usk, upky, credy) being independent of Uy.
Note that the triplet associated to U is still used.

For contradiction, suppose there exists an adversary A for which the advantage in
distinguishing between G* and G® is non-negligible. Specifically, let py be the probability
of success of A in G* and p; be the probability of failure of A in G®. Denote by € the
distinguishing probability py — p;.

We construct an adversary B which utilizes A to break the anonymity of Protego.
Let C be the challenger running the Expy® ™ against the adversary B. The challenger
C holds the key pairs (usko, upk,) and (usk, upk;) as well as the credentials credy and
cred;. The adversary B obtains the keys (uski, upk;) and the credential cred; of the
user Uy, via the execution of the honest user creation oracle OHonestUser followed by the
corruption of the user via the user corruption oracle OCorrUser. During the execution of
the ExpB‘NL experiment, especially during the execution of the Validate protocol in the
OValidatey oracle, the adversary B obtains a showing of the credential credg using the
OShow oracle provided by the challenger C in the Expjy®*" experiment. The execution
of the OValidate; oracle, on its side, is completely simulated by B having the secret key
usky of Uy and its credential credy, hence B is able to compute any showing if its choice.
Note that the OShow oracle expects the index of a credential. By construction, only
three credentials are involved: Two credentials credg and cred; hold by the challenger
C and a credential cred; holds by the adversary B.

During the challenge phase in the Expg"\”‘ experiment simulated by B, a random bit

b’ is chosen designating between the user Uy (whose protego keys and credential are held
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by C) and the user U;, supposed to interact with .A. In addition, at some point in the

execution of the Exppy ™

experiment, a random bit b is chosen by C designating the
credential to use between credy and credé. Without loss of generality, suppose that C
uses credg when b is zero, or uses cred, otherwise. Observe that when o’ equals one, the
adversary A interacts with U; and hence has no chance to guess the bit b. However, when
b’ equals zero, then A is interacting with Uy, whose Protego keys and credential, held
by C are either the real one (when b equals zero) or an independent keys and credential

(when b equals one).

At the end of the experiment, the adversary A responds with a prediction bit b* to
B which is forwarded to C. The probability of correct guess, defined by the probability
Pr [b = b*], follows:

1 1
Prib=1b"]=Prb"=0[b=0AY =0]+  Pr[p" =0b=0Ab =1]

1 1

+4Pr[ _1|b_1Ab’_0]+4Pr[ =1b=1AV =1]
11

=§+4(Pr[ =0b=0AY =0]—Pr[p* =0[b=1Ab =0])
1

+Prp" =0 =0AY =1]=Pr[p" =0[p =1/ =1])
11

=5+ 7(Pr[p" =0[b=0Ab"=0] = Pr[p" =0lb =10 =0))

_1+1( )_1+1

=3 4190 Y41 =3 46

Therefore, assuming an adversary A having a non-negligible advantage € to distin-
guish between G* and G®, then there exist an adversary B able to break the anonymity
€

of Protego with a non-neglible advantage ;. Therefore, we have the following distin-

guishing advantage:

|Pr [Gilél(l/\) — 1] — Pr [Gi(l)\) N 1” < 4- AdeXOAno

Game G°. In this game, we replace the triplet (usky, upk,, cred;) being the Protego
material associated with the user U;, with a freshly generated triplet (usk’, upk’, cred})
being independent of ;. Again, since the indistinguishability between this game G® and
the previous game G® holds under the same assumption following the same principle and
hence following the same reduction method, we directly conclude that the distinguishing

advantage between G° and game GS is upper-bounded by the following advantage:

|Pr [Gil(l/\) — ].] — Pr [G?A(l)\) N 1” < 4- AdeXOAno

In our final game G®, the keys of both Uy and U; are not used anymore. Hence, in
our last game GO, the advantage to distinguish between U, and U, during the challenge
phase of the experiment ExpﬂNL , defined by the probability Pr [Gf’;‘(l)‘) — 1} equals %
Therefore, the probability to distinguish between G® and G® is upper-bounded by the
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following advantage:

|Pr [G5,(1%) — 1] = Pr [G5(1*) — 1]| = |Pr {ExijL(l’\) = 1} - %

<16 - AdviP UM 8 - Adviorme

And by hypothesis, the advantages Adv’y °™ and Adv{®" are negligible, meaning
that SPOTLIGHT provides unlinkability.

O

4.5 Implementation of APPLAUSE and SPOTLIGHT

A proof-of-concept of APPLAUSE and SPOTLIGHT has been written in Rust and is avail-
able in [LMMOAZ24|. This implementation showcases the protocol’s completeness and
highlights the anticipated low computational cost of the cryptographic operations within
our proposal. In our implementation, we have measured the impact of up to a thou-
sand participants event purchasing a ticket. After the purchase, all acquired tickets
are transferred to load the shared state while generating the new (transferred) tickets.

Subsequently, the refund and validation processes are executed with these tickets.

Our analysis specifically focuses on cryptographic operations, excluding communica-
tion time and payment processes. Communication time is highly dependent on the net-
work infrastructure, and our protocol allows for multiple anonymous payment methods

to be integrated. These presented execution times should be considered as a baseline.

We rely on standard cryptographic primitives: We used the Curve25519 elliptic
curve [Ber06] for ElGamal [EIG85D] and Schnorr signatures [Sch91]. To achieve key
randomisation for Schnorr scheme, we rely on the generic algorithm generating a new
key pair. Benchmarks over 200 iterations from 1 ticket in the database up to 1000
tickets in it have highlighted the constant time execution of all process. On an Ubuntu
laptop equipped with an Intel i7-12800H processor and 32 GB of RAM, our APPLAUSE
implementation gives an average execution times of 17 ms for a purchase, 68 ms for a
transfer, 25 ms for a refund and 45 ms for a validation, hence emphasising the high
efficiency of all cryptographic operations. On a hand, since SPOTLIGHT is constructed
using the same Purchase, Refund and Transfer protocols compared to APPLAUSE, the
same execution times are expected which has been empirically confirmed. On the other
hand, since the ticket validation protocol Validate is equipped on an additional proof
generation and verification using Protego, Validate in SPOTLIGHT is supposed to be
slower, which is confirmed by our implementation of SPOTLIGHT achieving 165 ms for a

single execution of Validate.

Hence, the overhead brought by securing APPLAUSE and SPOTLIGHT is acceptable.
Moreover, these timings are within the same order of magnitude as 1 Round-Trip Time.
The overhead introduced by securing the protocol appears acceptable at any step of the
process. Finally, the measurement of the shared state update shows that it is negligible,

always lower than 1 millisecond. Therefore, our instantiation is efficient and scalable.



CHAPTER 4. ANONYMOUS, TRANSFERABLE, AUDITABLE TICKETS 149

250 — : : ‘ 250

— Purchase Refund — Purchase Refund

Validate =-=-- Transfer Validate =--. Transfer
200 = 200

150 |- 1 r - 150

100 - - 100

Execution Time (ms)

0 I I ! | | L | I I I I
0 200 400 600 800 1,000 0 200 400 600 800 1,000

Number of Handled Tickets Number of Handled Tickets

Figure 4.29: Mean execution times (in milliseconds) of the cryptographic operations
involved in APPLAUSE (left) and SPOTLIGHT (right) over 200 iterations, depending on
the number of handled tickets.

4.6 Conclusion

We presented APPLAUSE, a ticketing system that preserves the physical aspects of paper
tickets while ensuring that any user can buy, refund, validate, or transfer a ticket. The
system additionally safeguards the privacy of users. APPLAUSE achieves unforgeability,
no-double-spending and privacy of the tickets. It also preserves anonymity of users,
ensuring that the identity of users remains private but also that any interaction with
the system cannot be linked to a previous interaction as coming from the same user.
The anonymity ensured by APPLAUSE highly depends on the anonymity property of
the used payment method that we chosen to include in a generic fashion. We have
additionally extended APPLAUSE to obtain an auditable version called SPOTLIGHT, in
which at the cost of a slighlty increased execution time overhead during the ticket
validation (around 165 milliseconds instead of 45 milliseconds), an additional third-
party called the judge can reveal the identity of all users attending an event, whereas
other entities are unable to discern whether a user has purchased a ticket and for which
event. Our proof-of-concept of APPLAUSE and SPOTLIGHT shows a great performance
of our ticketing system, following the order of three-digits milliseconds for a complete

execution of APPLAUSE and SPOTLIGHT.
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CHAPTER 5

UC-SECURE DISTRIBUTED FILE TRANSFER

Attribute-based encryption (ABE) is a fine-grained access encryption scheme in which a
user securely shares a message to a group of users once, every user of this group being
able to recover the encrypted message while all other users out of this group do not.
Briefly, the formal definition of the aforementioned “group” is realised by associating to
each user an attribute z and by adding an access policy y to the ciphertext, the decryp-
tion procedure failing if the attribute x does not satisfy the access policy y. In ABE, the
attribute = takes the form of a decryption key being computed and sent by a trusted
authority holding a so-called master key pair. ABE has received lot of attention over the
years to construct interesting primitives [AC17, [ HLWW23]. From a security standpoint,
similarly to standard encryption schemes where indistinguishability holds only if the
decryption key has not been corrupted, in ABE the indistinguishability for a ciphertext
c holds only if the adversary does not have access to an attribute that can decrypt ¢. In
game-based security, this is prevented by adding a winning condition preventing the ad-
versary to decrypt the challenge ciphertext. Sadly, this mitigation cannot be transposed
directly to the Universally Composable (UC) paradigm. Indeed in UC, traditional ideal
functionalities for encryption aim to replace all plaintexts whose indistinguishability can
be ensured by leakages. This way, the privacy of the message is direct in the sense that
it is never revealed to the adversary. However, in ABE, several decryption keys are dis-
tributed among the users based on their attributes, even during the protocol execution.
Observe that when the adversary has access to a decryption key associated to an at-
tribute of its choice at any time, referred here as the active attribute corruption setting,
a trivial attack to reveal if a ciphertext ¢ encrypts a leakage or a real message arises:
The adversary requires a decryption key whose associated attribute satifies the access
policy of ¢, leading to the recovery of the underlying message. Hence, no security can
be obtained with the standard ABE definition under active attribute corruption. This
issue has already been noticed by [LW16] in a similar field of Role-Based Access Control
(RBAC), where a user grants an access to some resources based on attributes. Security
of ABE against active attribute corruption has already been achieved, for example by
Camenisch et al. [CDEN12| using ABE equipped of an interactive decryption procedure
between the user owning a ciphertext and a trusted third-party, owning decryption key
for users. On one hand, security against active adversary is achieved, but on the other
hand, protocols using standard ABE have to integrate a more complex ABE primitive to
fit in UC. This replacement is not always desirable, for instance with protocols whose
architecture requirements do not allow an additional third-party to support interactive
decryption, and may prefer standard ABE, even at the cost of a restricted security set-
ting. However, due to the need of additional features, we observe a natural gap where

no ideal functionality for standard ABE has been provided yet.
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Figure 5.1: Representation of our system where a sender shares a file f to a receiver.

Summary of Contribution

Considering standard ABE, we propose the first ideal functionality Fage secure in the
static attribute corruption setting. The protocol execution is divided into two distinct
phases. The first phase, being viewed as a setup phase, consists for the adversary to
instantiate any parties of its choice with the possibility to corrupt them, allowing it to
recover any decryption key associated to an attribute of its choice. During the second
phase, the adversary is still allowed to instantiate parties but corruption of parties
asking for decryption keys is no longer accepted. Then, assuming this constraint and an
IND-CCA2-secure ABE scheme E|, we prove that our real protocol Page securely realise
our ideal functionality Fage. To increase usability, we have written Fage and Page using
the iUC framework, having the particularity to rely on the same formalism to express
ideal, real and hybrid protocols. Based on the IITM model [KTR20a], this framework
has been designed to be user-friendly, a welcomed feature to limit the complexity of
reading and writing UC protocols.

To motivate the usability of our ideal functionality Fagg, already strengthened by
the easy-to-use iUC framework, we put it in practice to solve an apparently simple
problem consisting of transferring a potentially large file between two or more users while
ensuring integrity, authenticity, confidentiality and efficiency at the same time, which is
particularly interesting for large-scaled companies. With this problem in mind, we have
constructed a protocol allowing a user to share efficiently a potentially large document,
let say, to all users working in a department. Attribute-based encryption is naturally
designed to be used in this setting to provide confidentiality of the transferred files and
hence is part of the protocol. To ensure authenticity and integrity of the transferred file
in our file transfer protocol, our protocol also relies on digital signature. In addition to
all these security properties obtained by the combination of attribute-based encryption
and digital signature, we dedicate our system to be particularly efficient in the case of
large transferred files. To reach this efficiency, our construction has the particularity
to be constructed atop of a distributed storage network, a system composed of many
servers whose general behaviour is similar to a graph. A neat feature, compared to the
single-server setting, is that it faces communication delay and workload issues. Inter-
Planetary File System (IPFS) is a hash-based distributed storage system in which a
server maintains a list of link-file pair (I, f) where [ is the link of the file f, computed

with a cryptographic hash function h as I « h(f). Later on, given the link, the server

1An IND-CCAZ2-secure scheme can be efficiently derived from any IND-CPA-secure scheme via the
Fujisaki-Okamoto transform [FO13]|.
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easily recovers and returns the file. We give an overview of our protocol in Figure [5.1
acting between a sender and a receiver. The sender obtains as an input a (potentially
large) file f as well as some access policy y, and sends the file to every receiver having
an attribute x satisfying y. As depicted in Figure during step (1), the sender
computes an encryption of f denoted c, using attribute-based encryption where y is
the access policy, and sends the couple (y, c,) on a storage server of its choice. At step
(2), the storage server responds with a link ! computed as the hash of (y,c,). At step
(3), the sender computes o; the signature of [ and sends the tuple (I,0;) through a
limited communication medium, restricted to transmit data having length independent
of the message. When the receiver obtains the link [ and the associated signature o7,
it obtains a proof of integrity and authenticates the sender simultaneously. At step (4)
and (5), the receiver downloads the couple (y,c,) using the link I, decrypts the result
and checks authenticity of [ using ;. This protocol is proved to securely realise our
Authenticated Attribute-based File Transfer ideal functionality Faart, but also to be
highly-practical, confirmed by our proof-of-concept fully-written in Rust and available
at [DAF24], sending up to 450 megabytes of data in 474 milliseconds.

Related Work

As explained above, the state-of-the-art for ABE in UC already proposes ideal function-
ality, but is always equipped with an additional property or having a different design
to guarantee security against active adversary. Abe and Ambrona [AA22] introduced
an ideal functionality for ABE where the key generation is replaced by a blind key gen-
eration procedure including a non-interactive zero-knowledge proof. To obtain active
security, Camenisch et al. [CDENI2| propose to rely on a trusted third party owning
the decryption key of users. To decrypt a ciphertext, the ABE protocol is equipped of an
interactive decryption procedure with the third party, which is not able to identify which
ciphertext is being decrypted. These two works need an ABE scheme having either a
blind key generation or interactive decryption procedure, excluding every standard effi-
cient attribute-based encryption scheme such as the Agrawal and Chase scheme [AC17].
To the best of our knowledge, there is no ideal functionality tailored for standard ABE.

We stress that our hybrid protocol PaagT, putting into application our ideal function-
ality Fage, constitutes a novel improvement in distributed file-transfer literature. Intro-
duced by Garay et al. [GGJRIS|, distributed file transfer is a highly practical problem
consisting of transmitting a data from a user to other users using several intermediate
servers used for the data transmission. This problem is related to decentralised social
media in which a user publishes content for users with whom it has relations, without
relying on a centralized social medial owner. In both settings, the privacy of transmitted
data is crucial [CMO11} ICMO12] but the social medial setting brings context-oriented
features that are not included in the distributed file transfer setting. For instance,
the Safebook protocol |[CMO11] allows a user to establish a trust relation with other
users. This trust relation feature, inherent to social medial, is difficult to represent in a
distributed file transfer system designed for a multi-site company.

In [GGJIROS|, Garay et al. proposes a system based on a verifiable secret sharing,

ensuring both confidentiality by distributing shares among the storage servers, as done
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in the more recent system called SAFE |[BDF™20| with critical security and performance
improvements. Due to the nature of secret sharing, confidentiality is only ensured with
several storage servers and need to reconstruct the file. In contrast, by the confidentiality
ensured by ABE, our system is still secure even with a (possibly corrupted) single storage
server. Role-Based Access Control (RBAC) systems, a closely related topic, allows (or
restricts) users to access some resources based on owned attribute. When a user accesses
some content, it has first to be authenticated by an access-granting server. This is the
case for the SESAME protocol [VGV9T7], a RBAC based itself on Kerberos. The work
of Freudenthal et al. [FPPT02|, proposes to check the access permission of users with
multiple trust authorities (e.g., a public key infrastructure). The role-based access for
distributed storage system is presented in [HKNO5|. They proposed a fix for the Object
Store Devices specification [Web04] where unrestricted delegation is possible, in which
confidentiality cannot be ensured. The proposed solution elegantly modifies the original
protocol by adding secure channels and signature, to enforce role-based access to the
files, without modifying the specification. All of these papers differ from our contribu-
tion by the introduction of authorities in charge of granting an access to some content.
Our work requires trusted authorities to handle public keys and to provide decryption
keys, but are involved only during the initialisation, no authorisation is required here-
inafter. Introduced by Rizwan Ashgar et al. [AIRC13|, ESPOON is a protocol working
as RBAC but in outsourced environment with untrusted entities. Integrity is not en-
sured, whereas our work ensures the integrity and confidentiality of data in addition to
sender authentication. The work of [FEW13| proposes a solution between RBAC and a
storage system. They formally defined a new security definition of RBAC, in the spirit of
encryption indistinguishability. The adversary is asked to guess an encrypted message,
and is assumed to have a full-control on a file system where the encrypted message is
stored. It can also corrupt any user of its choice. To achieve the proposed definition, a
new protocol is introduced relying on attribute-based encryption, as done hereinafter.
Our work adds more features: We ensure data integrity and data authentication (thanks
to hash-based distributed storage and signatures, respectively) in addition to data con-
fidentiality brought by the attribute-based encryption. Universal Composability (UC)
has already been applied on the RBAC, initiated by Halevi et al. [HKNO5| proposing
a UC model which requires at every communication a secure channel between the two
parties, even if the entity is corrupted (but in this case, the secret key might be leaked),
a standard assumption in UC. In our work, we have chosen to avoid any particular prop-
erty on communication channels for two reasons. First, secrecy is not always possible
for example with anonymous protocols, or even desirable for example when transferred
data can be read in clear by the adversary. Second, authenticity is traditionally achieved
using digital signature, that can also be used to sign messages in other protocols. In-
troducing an ideal functionality for digital signature is hence more appropriate. Even
if it does not constitute an issue, their UC model is built on the original UC model
of Canetti [Can01] in which session identifier prevents communication between sessions.
In comparison, our protocol is proven under the iUC framework, where every entity is
allowed to communicate with the others without restriction, a useful property for ex-
ample with signature ideal functionality, whose signing key are used in practice across

multiple protocols.
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Chapter Organisation

In Section [5.1] we briefly introduce all the necessary notions and terminology to under-
stand our modelisation. In Section we present our ideal functionality Fage and real
protocol Page along the proof of realisation. In Section we present the application
of Fage on the authenticated attribute-based file transfer with our ideal functional-

ity FaarT along our hybrid protocol Paarr and our proof-of-concept.

5.1 On the iUC Framework

We provide an overview of the iUC framework. We refer readers interested by the
iUC framework to the original paper [CKKR19]. A party pid involved in a protocol is
traditionally equipped with session identifier sid, and acts in the protocol following a
code specification called a role, and denoted role. The combination of the party identifier,
the session identifier and the role, constitute the triplet (pid,sid,role) and is called an
entity. The existing role is specific to the designed protocol; for example a signature
protocol consists of a role signer to sign messages and a role verifier to verify signed
messages. The notion of entity is at the heart of the iUC framework, sharing similarities
with object-oriented programming. In iUC, a machine denoted Mo implementing a
role role corresponds to a class, both equipped with internal state used to store data. In
a real protocol, a machine manages a single entity ¢.e., represents a single party running
in a single protocol execution. Yet, notice that a machine can be naturally extended
to manage arbitrary number of entities, having different roles as well, the internal state
being now used to share data across entities. For example, a signature ideal functionality
benefits from this feature by adding authenticated messages in the internal state. In
iUC, a machine, just like a class, can be instantiated several times, an instantiation
being called an instance. Two important observations are to be made: First, the notion
of entities and machines is sufficient to handle both real and ideal protocols. Second, a
machine is not required to only handle entities sharing the same sid but any entities, a
particularly useful property to handle cross-protocols party such as certificate authority.

The iUC framework provides algorithms to describe behaviour of instances e.g., the
number of accepted entities, the corruption model, the instance and entity initialisation,
and more. When an entity with identity (pid,sid, role) is contacted for the first time,
the identity is submitted to every instance implementing the role role, until one instance
accepts the entity, decided by the CheckID algorithm. If the instance does not have any
accepted entity yet, then she executes the Initialization algorithm to initialise its inter-
nal state shared among all the accepted entities. When omitted, the CheckID accepts
only a single entity, meaning that an instance a single entity. A similar initialisation
function Entitylnitialization is proposed to handle the initialisation for a single entity.
Once initialised, an entity executes the Main block containing the code to be executed.
The framework proposes several corruption types. We limit our introduction to the
used corruption types i.e., the uncorruptible type where no entity of the instance can be
corrupted, and static corruption type where an entity can be corrupted only after the
entity Initialization, and before to perform any action. We say that an entity “is deter-

mining its initial corruption status” when entity runs, after the initialisation and before
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the main function, the DetermineCorrStatus function deciding if the entity is considered
corrupted at the begins of the protocol. Once corrupted, the LeakedData specified what
information has to be returned once corrupted, whereas AllowAdvMessage may prevents
the adversary to send message to subroutines (of the same party), especially useful to
model trusted execution environment. One may also prevent any corruption, for ex-
ample for random oracle or certificate authorities, by programming the AllowCorruption
algorithm to always return false. The code defined in Main is executed by uncorrupted
entities. Each role is associated with either a public or a private visibility. A public role
is accessible to the environment, whereas a private role is limited to entities inside the
protocol. An entity accepts requests coming from the environment via the input-output
interface I/0, but also requests coming from the adversary via the network interface
NET, possibly modelling interactions of an ideal functionality with the simulator. When

needed, an entity may also accept requests from more specific entities.

The iUC framework supports the notion of responsive environment, restricting the
adversary to respond to a given request, before performing any interaction with the
protocol. This feature prevents many attacks that are only conceptual. For example,
suppose a signature ideal functionality Fgg, performing an initialisation request to the
adversary to obtain signature and verification algorithms. Without response from the
adversary, the ideal functionality is not initialised and hence the algorithms remains
undefined, causing errors that the protocol designer has to care about. We stress that
such errors are only conceptual and does not lead to practical attack on the protocol.
Now, let perform the same initialisation request responsively. Then, the adversary is

forced to respond as expected, preventing executions of undefined algorithms.

The current running entity (pidg,,, Sidcyr, rolecy,) is denoted entity,,,. A higher-protocol
calling entity (pid ,, Sideall, rolecan) is denoted entity.,. An instance has access to the set
of managed entities that has been corrupted, denoted by CorruptionSet. An entity has
to be considered if a subroutine has been corrupted, the corruption of an entity being
verified by the corr; algorithm returning true if the entity provided as an input has
been corrupted, false otherwise. By alg(p ) we denote the execution of an algorithm alg

whose execution time is bounded by the polynomial p.

Concurrent Composition Theorem. The composition theorem in the iUC frame-
work needs a notion of polynomial run-time, that has been shown to be non-trivial in
UC [HMUO05]. Compared to other UC frameworks, the iUC framework, based on the
IITM framework [KTR20a], provides a simpler notion of polynomial run-time execution.
Let P be a protocol, a be the input and A be the security parameter. We said that P is
environmentally bounded if for every environment £, the protocol £|P has an execution
time bounded by the polynomial p(}, |a|). Similarly, an environment £ is universally
bounded if for every protocol P, the run-time execution of the system £|P is bounded
by p(A, |a]). We recall in Theorem [14] the concurrent composition theorem of the iUC
framework. We recall the few notions required by the theorem: Let P and Q be two
protocols. We said that P is complete if every subroutine role is part of P. We denote
by Comb(Q, P) the set of all protocols obtained by combining Q and P.
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Theorem 14 (Concurrent Composition Theorem [CKKRI19]). Let P and F be two pro-
tocols such that P < F. Let Q be another protocol such that Q and F are connectable.
Let R € Comb(Q, P) and let Z € Comb(Q, F) such that R and Z have the same sets of
public roles. If R is environmentally bounded and complete, then R < 7.

5.2 Standard Attribute-based Encryption Realisation

Attribute-based Encryption allows to broadcast a message to all users, where only users
having the read access with respect to an access policy associated to the message are
able to read the message. We say that a user has a read access when it is associated to
some attribute, say x, respecting the policy of the message, say y. This statement is rep-
resented by = € y. Let recall the ABE definition introduced in Definition [I2] at page 29
A standard ABE scheme is defined by four algorithms, namely Setup, Enc, KeyGen and
Dec. The Setup algorithm takes as an input the unary representation of the security
parameter A and it outputs a master key pair (msk, mpk). The encryption algorithm
Enc expects as an input the master public key mpk, the access policy y and a message
m, and it outputs the ciphertext c¢,. To decrypt a message, one may previously ask to
the authority owning the master key pair a decryption key denoted sk, associated to
some attribute x. This decryption key generation is handled by the KeyGen algorithm
taking as input the master secret key msk as well as the attribute x and outputs the
decryption key sk,. This decryption key sk, along a ciphertext c, are provided to the
decryption algorithm Dec, returning either the underlying plaintext m if and only if
x € y, or L otherwise. An ABE scheme is said correct if for every master key pair
(msk, mpk) < Setup(1*), every ciphertext ¢, + Enc(mpk,y, m) for any message m and
access policy y, every decryption key sk, < KeyGen(msk,z) for any attribute x with
x € y, we have Pr[Dec(skg,c,) = m] = 1 — € for some negligible probability e. In this
work, we require an IND-CCA2-secure ABE which informally states that it must be
infeasible to tell if a ciphertext c, encrypts either the message mg or m; as long as no

corrupted user has a secret key sk, allowing to decrypt c¢,. The security experiment is
presented in Figure 2.3 at page [30]

Standard Attribute-Based Encryption Ideal Functionality

The ideal functionality Fage, presented in Figure [5.2] proposes an instance managing
several encryptors and decryptors as well as a single setup entity designated by the
setup role. This setup entity, as its name suggests, deals with the setup algorithm
and hence owns the master key pair, which has to remain private. Observe that using
hierarchical session identifier property of iUC, an entity in Fagg is supposed to have
a session identifier sid of the form (pid’,sid") with pid’ the party identifier of the setup
entity.

During the initialisation, the ideal functionality sends a responsive request via the
NET interface to the simulator in order to obtain the master public key mpk as well
as the encryption and decryption algorithms. In addition to this request, the ideal

functionality parses the session identifier of the entity being accepted by the instance
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Ideal functionality Fage = (setup, encryptor, decryptor):

Participating roles: setup, encryptor,decryptor
Corruption model: static corruption
Protocol parameters:
e A polynomial p € Z[z] used to bound the runtime execution of provided algorithms.
e A deterministic length-preserving leakage function L used to compute leakages.
e A time T € N delimiting phase in which decryption keys are provided, from the phase
where encryption and decryption are operated. We denote by ¢t € N the current time.

Msetup,encryptor,decryp‘cor:

Implemented role(s): setup, encryptor,decryptor
Internal state:
e msglist C {0,1}" x {0,1}* x {0,1}" {Set of encrypted messages
keys C ({0,1}*)% — {0,1}* x {0,1}*
e (mpk,Enc,Dec) € ({0,1}*U 1)® = (L, 1,1)
e pidsetup € {0,1}* U{L} =1
o corrAttr C {0,1}" =0
CheckID(pld, Sid, role): Check that sid = (pid’,sid’), then accept every entity with the same SID,

otherwise reject.

Corruption behavior:

e AllowCorruption(pid, sid, role): Returns false if role = setup or role =
decryptor and T < t, otherwise returns true.
Initialization:

send responsively InitABE to NET
wait for (Init, (mpk’, Enc, Dec))
(mpk, Enc, Dec) < mpk’, Enc, Dec
parse sidcyr as (pid, sid)
pidsetup <« pid
Main:
recv (InitAttr,z) from I/0to (_, ,decryptor) s.t. keys[entity, | # L :
send responsively (InitReceiver,x) to NET
wait for (Init, sk.)
for (m,y,c,) € msglist:
m'  Dec”) (sky,cy)
if (xeyAm #LA,m))V(zdyArm # L):
send (Registered,z,0) to NET {Decryption correctness failure
keys[entity ] < (z, skz)
send (Registered,z,1) to NET

recv (CorrAttr,x) from NET s.t. ¢t < 7T :
add z to corrAttr

recv PubKey? from _ to (pidsetup, ,setup)
reply (PubKey, mpk)

recv (Encrypt,y, m, mpk’) from I/0to (_, ,encryptor)s.t. T <t:
if mpk # mpk’ V Jx € corrAttr s.t. x € y:
¢y < Enc® (mpk’,y, m)
reply (Ciphertext, cy)
m’ < L(\,m)
¢y < Enc® (mpk’,y, m’)
for (_,(x,sks)) € keys:
if (z €y ADec® (sky,c,) #m' )V (z ¢ yADec'? (sky,c,) # L):
reply (Ciphertext, 1) {Encrytion correctness failure
add (m,y,cy) to msglList
reply (Ciphertext,cy)

recv (Decrypt,cy) from I/0 to (_, ,decryptor) s.t. T' < ¢ A keys[entity,,,] # L :
(z, ska) < keys[entity,,,]
if #(_, ,c,) € msglist: reply (Plaintext, Dec“’)(skz,cy))

if Im,m’ s.t. (m, _,¢y),(m’, ,cy) € msglist Am # m': reply (Plaintext, L)
get(m,y, c,) from msglist

if z ¢ y: reply (Plaintext, 1) {Incompatible policy-access
reply (Plaintext,m)

Figure 5.2: Description of our ideal functionality Fagg.
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in order to recover the party identifier pidsetup of the setup entity. Note that the setup
entity cannot be corrupted, thanks to the AllowCorruption definition.

Recall that when encrypting a message, the set of corrupted attributes is required
to be static i.e., the environment is not allowed to dynamically obtain decryption key,
otherwise is able to trivial distinguish by looking for a ciphertext encrypting a leakage,
so being impossible to prove secure as shown in [LW16]|. Many scenarios are possible to
obtain static corruption of attributes. We have chosen to divide the time in two distinct
phases separated by a time 7" € N. The first phase happens when ¢ < T and must be
seen as a setup phase, in which the environment is allowed to instantiate entities includ-
ing encryptors and decryptors. Our ideal functionality allows static corruption meaning
that the environment is allowed to corrupt an entity directly after its initialization only.
The corruption of a decryptor allows the environment, on the behalf of the corrupted
decryptor, to obtain a decryption key associated to the attribute of its choice. The
corruption of an attribute is formalised in the ideal functionality using the CorrAttr
request sent by the simulator via the NET interface. This notification sent by the sim-
ulator allows the ideal functionality to update the set of corrupted attributes corrAttr
later used to distinguish ciphertext in which the ciphertext can be decrypted by the
environment from ciphertext that does not. During the second phase, when t > T, the
environment is no more allowed to corrupt a decryptor but also to obtain a decryption
key using a previously corrupted decryptor.

During the second phase, the encryptor handles Encrypt requests used to encrypt a
message, sent via the I/0 interface. It expects as an input a message m to be encrypted,
an access policy y as well as the master public key denoted mpk’ that can be accessed
by the environment via the PublicKey? instruction. The security of the ABE ideal
functionality states that for a given valid master public key mpk, a message m and
an access policy y, if mpk is the valid master public key and if there is no corrupted
attribute x such that € y, then it must be infeasible to distinguish the real message m
encrypted in the real protocol and the encryption of the leakage L(A, m) where L is the
length-preserving deterministic leakage function. In other words, if the provided master
public key is not the provided master public key or if the environment has a decryption
key allowing to decrypt the ciphertext encrypting m, then the indistinguishability of the
ciphertext cannot be guaranteed. This mentioned leakage function is given as a protocol
parameter, and can be instantiated by a higher-protocol if required. It is clear that a
winning adversary against the indistinguishability property of the ABE scheme can be
used to construct a distinguisher against Fage and a real ABE protocol. In case where
the ciphertext encrypts a leakage, the ciphertext and the associated message are stored
in the internal state of the instance, later used for the decryption.

Still during the second phase, entities having the decryptor role are allowed to re-
ceive decryption request from the environment via the I/0 interface. The ciphertext
decryption function expects as an input a ciphertext c,. The procedure is only exe-
cuted under two conditions: The function should be executed during the second phase
and when the decryptor entity has been registered, meaning that the decryptor has a
decryption key sk, associated to some attribute z provided by the environment via the
InitAttr request. Observe that this InitAttr function is not limited to be used only

during the setup phase where ¢t < T but can be used at any time. Indeed, since the ideal
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functionality supports static corruption and since the Main block of the ideal function-
ality is executed only by honest entities, then by construction a decryptor running the

InitAttr function is necessary honest as well.

In case where the received ciphertext is stored in the internal state, along the asso-
ciated plaintext then the plaintext is directly returned as a response. If the ciphertext
is not stored in the internal state, then the ciphertext has been computed outside of
the ideal functionality and hence no security can be proven. So we decrypt ¢, using the

provided decryption algorithm Dec and return the output as the plaintext response.

Standard Attribute-Based Encryption Protocol

Our attribute-based encryption protocol Page, presented in Figure [5.3] is composed of
three distinct instances, one used to manage a single setup, one used to manage a single
encryptor and one used to manage a single decryptor. This stands in contrast with the
ideal functionality whose single instance manages at the same time the setup party as
well as all encryptors and decryptors related to this setup party (thanks to the entity

acceptation mechanism rejecting entities having a distinct session identifier).

In the real protocol, the setup entity generates the master key pair (msk, mpk)
and handles master public key access and decryption registration requests, returning
respectively the master public key mpk and a freshly generated decryption key sk,
associated to an attribute x. Observe in Figure [5.3] that the registration requests are
only accepted if the initiator of the request is a decryptor which makes sense since a
decryption key is used only by a decryptor. Since a decryptor is allowed to have a
single decryption key, we reject registration request if the decryptor having initiated the
request has already obtained a decryption key. In the real protocol, the setup entity is

made incorruptible thanks to the AllowCorruption specification.

An encryptor in the real protocol handles plaintext encryption request from the
environment via the I/0 interface, only during the second phase when T' < ¢. It runs
the encryption algorithm inputted with the master public key mpk, the plaintext m and
the access policy y provided by the environment and returns the resulting ciphertext as
a response. The decryptor in the real protocol handles attribute initialisation request
InitAttr, obtaining as an input an attribute x that is sent to the setup entity for
registration. If the key generation succeeds then it updates its internal state (only
accessible by the current decryptor) with the received decryption key sk,. Observe
that this code is only executed by honest decryptors. Corrupted decryptors are allowed
to send a registration request (and hence to get a decryption key) only during the
first phase, thanks to the AllowAdvMessage blocking registration requests sent by the
environment in the behalf of the corrupted decryptor during the second phase. In
addition to the initialisation request, a decryptor handles the ciphertext decryption
running the decryption algorithm on the previously obtained decryption key sk, and

the provided ciphertext c,, before to return the obtained plaintext.

Theorem 15. Assuming the existence of a perfectly-correct and IND-CCA2-secure
attribute-based encryption IT = (Setup, Enc, KeyGen, Dec), then Page < Fage-
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Protocol Page = (setup, encryptor, decryptor):

Participating roles: setup, encryptor,decryptor
Corruption model: static corruption
Protocol parameters:
e An IND-CCA2 attribute-based encryption scheme II = (Setup, KeyGen, Enc, Dec)
e A time T € N from which corruption and decryption keys are not allowed. We denote
by t € N the current time.

]\/[setup:

Implemented role(s): setup
Internal state:

e mpk € {0,1}"U{Ll} =1

o msk € {0,1}"U{Ll} =1

e pidsetup € {0,1}* U{L} =1

e keys: ({0,1}*)® — {0,1}*
CheckID(pld, Sid, role): Check that sid = (pid’,sid’). Accept a single entity.
Corruption behavior:

e AllowCorruption(pid, sid, role): return false
Initialization:

(msk, mpk) + Setup(1*)

parse sidc,, as (pid, sid)

pidsetup < pid
Main:

recv PubKey? from _ to (pidsetup, ,setup)

reply (PubKey, mpk)

recv (Register,z) from (_, ,decryptor) to (pidsetup, ,setup)
if keys[entity ] # L: reply (Registered, 1)
sk < KeyGen(msk, x)
keys[entity ] < skz
reply (Registered, sky)

Mencryptor:

Implemented role(s): encryptor
CheckID(pld, Sid, role): Check that sid = (pid’,sid’). Accept a single entity.
Corruption behavior:
e AllowAdvMessage(pid, sid, role, pid
pid
Main:
recv (Encrypt,y, m, mpk) from I/0 s.t. T <t:
¢y < Enc(mpk,y, m)
reply (Ciphertext, cy)

recys Sidrecy; rolerecy, m): Check that (pid =

recy)- Otherwise, returns rolerec, 7# setup or m does not start with Register.

M decryptor*

Implemented role(s): decryptor

Internal state: (z,sk;) € {0,1}* x {0,1}* = (L, 1) {Decryption key
CheckID(pld, Sid, role): Check that sid = (pid’,sid’). Accept a single entity.

Corruption behavior:

e AllowAdvMessage(pid, sid, role, pid,.,, Sidrecy, rol€recy, Mm): If rolerecy = setup
and m starts with Register and T < t, outputs false. Otherwise, outputs pid =
pid

Main:
recv (InitAttr,z) from I/0 s.t. sk, = L :
parse sidc,, as (pid, sid)
send (Register, z) to (pid, sidc., setup)
wait for (Registered, sk;,)
if skl # L: sk < sk,

recv (Decrypt,cy) from I/0 s.t. T <t Asky # L :
m < Dec(skz,cy)
reply (Plaintext,m)

recv*

Figure 5.3: Description of the protocol Pagg.
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Proof. Suppose a perfectly-correct IND-CCA2-secure attribute-based encryption II. We
start by giving the description of our simulator S, used with our ideal functionality Fagg
in order to show that Page < Fage. The simulator S starts the simulation by generating
a new master key pair (msk, mpk) < I1.Setup(1*), and it sends the Initialization request
(mpk,I1.Enc,II.Dec) to Fage. When a request of the form (InitReceiver,z) is sent
from Fage to S, a honest decryptor is initialised and hence the simulator generates the
decryption key sk, < II.KeyGen(msk,x) and responds with sk,. A notification of the
form (Registered, z,b) is then received from the ideal functionality. If the bit b equals 1,
then S registers than this decryptor has claimed the attribute x, otherwise it ignores the
notification. Recall that we under static corruption, the adversary is allowed to corrupt
only an entity directly after its initialisation and only at this point of the entity lifetime.
In details, the static corruption is initiated by the entity, asking to the environment
£ its initial corruption status. We now specify the behaviour of our simulator acting
differently depending on the current time ¢ € N with respect to the time 7' € N:

e Caset < T': In case where the adversary corrupts (directly after the initialisation) a
decryptor and asks in the decryptor’s name to obtain a decryption key to the setup
entity using a request of the form (Register,z) in the simulated real protocol,
then the simulator executes honestly the decryption key generation code, but also
notifies the ideal functionality of the corruption of x with the CorrAttr request.

e Case T < t: By construction of our real protocol, every Register request is
blocked and hence no more decryption key is provided to the environment.

Since we assume static corruption, every corruption request sent by the environment
to initialise entities is blocked by the simulator, preventing dynamic corruption (under
which no security can be proven). To be more clear, we suppose without loss of security
that £ always use the valid master public encryption key to an encryptor, since it does
not provide any advantage for £ to break the security of II.

Game 0. this game corresponds to the execution of the ideal protocol S|Fage with the
environment £.

Game 1. In this game, we replace S|Fage with 8’| Frwg where S’ simulating S|Fage
and where Fgyq is a forwarding IITM, transferring every request from S’ to £ and &
to §’. Requests coming from the network interface of S’ are directly transferred to S.
Since we do not have perform any modification, we have perfect indistinguishability:
Pr [(€]S|Fage)(1*) — 1] = Pr [(€]S’|Frwa)(1*) — 1]. For more clarity, we index all the
simulators by the index of the current game, hence S’ is referred as Sj.

Game 2. Observe that by the perfect correctness of the attribute-based encryption,
the correctness issues occurring during both the register procedure (ensuring valid gen-
eration of decryption keys) and during encryption cannot occurs. Hence in this game,
we modify S] to construct S5 in which we remove these correctness validation proce-
dures in this game without impacting the view of £. Hence, Pr [(£|S]|Frua) (1) = 1] =
Pr [(€|S§\fpwd)(1>‘) — 1].

Game i € [3,n + 3]. In this game, we focus on the i-th encryption request sent to
the simulator S/. In this game, we replace the encryption of the leakage L(A,m;) by
the encryption of the message m;. Suppose that £ is able to distinguish with a non-
negligible probability between (£|S!|Frwa)(1*) and (£|S!_;|Frwa)(1*). We construct

an adversary A = (Aj,.Az) against the security of II, simulating £ and whose role is
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create a perfect simulation of S}|Frwg without having access to the master secret key
msk owned by the challenger of the IND-CCA2 game. In details, A; is running before
obtaining the challenge ciphertext, and Ay continues the run of the simulation of £ after
that the challenge ciphertext was obtained. The adversary A; obtains as the input
the encryption key mpk, and has access to the key generation oracle OKeyGen and the

decryption oracle ODec. The adversary A; works as follows:

e When receiving a PublicKey? request, it responds (PublicKey, mpk).

e When receiving a InitAttr request, it simulates a Register request with the
same provided parameters, described below.

e When £ sends a key generation request of the form (Register, z) from a decryptor
entity: If there is no record (entity, , ) yet, then it calls the OKeyGen oracle to
generate a secret decryption key sk, associated to the provided attribute z, it
registers (entity, sk, z) and returns sk,. Otherwise, it returns an error.

e When € sends a request of the form (Encrypt, mpk,y;, m;) for some j < ¢, then
A; computes ¢; < Enc(mpk, y;, m;) and responds with (Ciphertext,c;). When
Jj =i, then Ay computes the leakage m; <— L(\, m;) where L is a length-preserving
leakage function, and encodes its all internal state in the st variable, and sends to
the challenger the challenge response ((y;,m;,m;),st).

e When & sends a decryption request of the form (Dec,c;) from entity for j < 4,
it checks that the entity has already asked for decryption key sk, by checking if
there is a record (entity, sk,,«). If there is no match, aborts with (Plaintext, ).

Otherwise, computes m; < II.Dec(sk,, ¢;) and returns (Plaintext,m;).

We now describe our second adversary A, taking as an input the challenge ciphertext
¢; and the state st constructed by .A; used to continue the simulation of £. The adversary

As works as follows:

e The adversary Ay begins its simulation by sending the ciphertext ¢; to &, that is
supposed to encrypt either m; or m;. Observe that when m; is encrypted, then A
is simulating (£]S}) or (€|S;_) otherwise.

e The InitAttr and Register requests are the same as defined for A;.

e When £ sends a request of the form (Encrypt, mpk,y;, m;) for some j > 4, then it
computes ¢; < Enc(mpk, y;, L(X,m;)) and records (c;j,y, m) and finally responds
with (Ciphertext,c;).

e When £ sends a decryption request of the form (Dec,c;) from entity for j > i
If there is no record (entity, sk, ) or no record (c;j,y,m;) then it responds with
a failure. The case where there is several records for the same ciphertext is not
considered since prevented by the attribute-based encryption scheme II. If x € y,
then it responds with (Plaintext,m), otherwise it responds with (Plaintext, L).

e When £ stops the simulation, A outputs 1 if £ outputs 1. Otherwise, Ay outputs
0.

It is clear that our adversary A is polynomial-time. Since £ is universally bounded,

hence A constitutes a valid adversary for our IND-CCA2 experiment. Hence, we have:
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1 1 1
Adv T OO = ‘2 “Prp) =0[b=0] + 3 Prip =1b=1] - 2‘

= ‘; -(Pr[t) =0[b=0] —Pr[t =1]p= 0])'
— % [P (£]8]] Frwa)(A) — 1] = Pr [(E]S]_ 1| Frwa) (A) = 0]

Therefore, £|S5|Frwg and and E|S,, | 3| Frwd are indistinguishable:

[Pr (€183 Frua) (A) = 1] = Pr [(E]S, 451 Frua) () — 0] |
n+3
<n- Z|Pr [(E]S!|Frwd)(A) — 1] — Pr [(5|51(71|]:Fwd)()\) _ 0”

<2n- /—\dvf}l\fg'cCA2

Game n + 4. Observe that at this point, every ciphertext is encrypting the real message.
Hence, instead of performing a plaintext recovery from the internal state of our simulator,
our modified simulator S}, , ; ignores the ciphertext register and directly performs the de-
cryption. As a consequence, we do not perform the attribute validation check x € y, that
we remove from the (simulated) ideal functionality Fage. By correctness of the attribute-
based encryption, we have Pr [(£|S), 3| Frwa) (1) = 1] = Pr [(€|S) 4| Frwa)(1*) — 1].
Game n + 5. This game works exactly as the previous game except that we do not
share the master public key in the simulated Fage. Instead, the simulated Fage asks
the simulator S, 5 to obtain the master public key and is returned back to the en-
vironment. Since the master public key initially stored in the simulated Fagg is al-
ready the master public key generated by the simulator, then the view of £ is not
changed. Similarly, the encryption and the decryption procedures done in the simulated
ideal functionality Fage are delegated to the simulators, forwarding for instance the
request (Encrypt,y, m, mpk) to the same encryptor in the simulated Page. We follow
the same approach for decryption requests. The response produced by the encryptor
or the decryptor in the simulated protocol Pagg is returned back to the simulated ideal
functionality Fagg, forwarding the response to the environment £. Finally, since the
simulated Fage does note use its internal state anymore, we remove it. Observe that
all these modifications does not affect the view of £ since the simulated ideal func-
tionality Fage was not performing any check or internal state access. Hence, we have
Pr [(€]S) 4| Frwa) (1Y) = 1] = Pr [(E|S], 15| Frwa) (1) — 1].

At this point, our simulator S;,, 5 constitutes the most interesting part of the pro-
tocol, encrypting, decrypting and generating keys for entities, without performing any
attribute validation (as done in our original Fagg i.e., € y), and does not consider any
internal state between the simulated entities. In other words, S, 5 is our real proto-
col Page. Even more, the simulated ideal functionality Fagg is now limited to forward
the machine. As result, our simulator S, 5 is now connected to the environment via
the intermediate of two forwards machines. By removing these two forward machines

Fewd from 8’| Fewd|Fewd and connect all wires from the environment via the I/0 inter-
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face directly to S5, all these modifications being structural, we are ensured to have
a perfect indistinguishability. Since all parties are simulated by Fagg and each party
follows the instruction of the real protocol Page without having access to any shared
register between entities, we have (€|S;,,5) = (£|Page). By our sequence of games, we
have shown that (Enc|S|Fage) = (Enc|Page), thus Page < Fage. Since the protocol is
environmentally bounded and complete, then the Theorem [I5] holds.

O

5.3 Authenticated Attribute-based File Transfer

5.3.1 Description of our Ideal Functionality Faart

Our authenticated attribute-based file transfer ideal functionality Faarr depicted in
Figure [5.4] has been designed to allow a higher-protocol to easily rely on authenticated
attribute-based file transfer. Each entity managed by the instance of Faart is associated
with one of two following roles: A role sender representing an entity sending a file
and a role receiver receiving a file. The ideal functionality maintains three distinct
internal states attr, sentFiles and receivedFiles used respectively to remember inputted
and corrupted attributes, to authenticate files sent by honest senders and finally to store
valid received files, eventually shared with the environment via the Collect request.

A sender handles only Send requests coming from the I/0 interface, expecting as a
parameter the input data file f as well as the access policy y. A short tag r is uniformly
sampled from {0, 1}* and stored along the file f and the access policy y into the sentFiles
internal states, shared between all entities (sharing the same session identifier). This
set consists of all authenticated files. To send the file, the ideal functionality shares
the file to the simulator & using one of two manners depending on the corruption of
attributes: If the environment has an attribute z € y then confidentiality of the file f
cannot be ensured, hence shared with §. On the other hand, if the environment does
not have an attribute x € y, the file is not shared with the simulator S. It models
confidentiality in the sense that it remains safely in the ideal functionality, following the
standard encryption in UC such as [KTR20b] producing ciphertext encrypting a leakage
instead of the real plaintext. In contrast with the Send request handling requests from
the higher-protocol, the file reception modelled by the Receive request is received from
the NET interface i.e., from the simulator. This is motivated by the real-life mail system
in which the server receives files from the network, awaiting the user to connect in order
to collect messages. It is up to the simulator to correctly simulates the protocol and
notifies the ideal functionality if a receiver receives a file. Observe that the code for
Receive ensures, in case of honest sender, authentication and file access depending on
the attribute  owned by the current receiver by checking if x € y. If the sender is
corrupted, then authentication and file access is delegated to the simulator.

Observe that the Send and CorrAttr functions are accessible only if the current
time ¢ € N is strictly greater than a constant time 7' € N defined as a parameter of
the protocol, a crucial restriction to include the ABE ideal functionality in our hybrid
protocol. This restriction leads us to separate the time in two distinct phases. During the

first phase, we allow the environment to instantiate any entities but also to statically
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Ideal functionality Faarr = (sender,receiver):

Participating roles: sender,receiver
Corruption model: static corruption
Protocol parameters:
e A time T € N delimiting phase in which file sending is not accessible. We denote by
t € N the current time.

Msender,receiver .

CheckID(pld, Sid, role): Accept all entities with the same SID.
Corruption behavior:
e AllowCorruption(pid, sid, role): Returns role # decryptor or t < T.
Internal state:
o attr C ({0,1}%)® x {0,1}* x {0,1} = 0
e sentFiles C ({0,1}%)® x {0,1}* x {0,1}* x {0,1}* =0
e receivedFiles C ({0,1}*)® x {0,1}* =0
Main:
recv (InitAttr,z) from I/0to (_, ,receiver) s.t. f(entity,,,-, ) € attr :
add (entity,,,, z,0) to attr
send (Registered,x) to NET

recv (CorrAttr, receiver, ) from NET s.t. ¢t < T :
get (receiver, z,b) from attr
b1

recv (Send, f,y) from I/0to (_, ,sender)s.t. T <t:
r & {0,131
add (entity,,,, y, 7, f) to sentFiles
if 3(,z,1)st.z €y
send (SendCorrupted,y,r, f) to NET
else:
send (SendHonest, y, r,|f|) to NET

recv (Receive,y,r, sender) from NET to (_, ,receiver) :
if 3 (sender,-,r,-) € sentFiles:
send responsively (WaitFile,y,r, sender) to NET
wait for (ProvideFile,b, f)
if b=1:
add (entity,,,, f) to receivedFiles
else:
get (sender,y,r, ) from sentFiles
if attrlentity,,,] € y:
add (entity,,,, f)

recv Collect from I/0 to (_, ,receiver) :
reply F = {f : (entity.,,, f) € receivedFiles}

Figure 5.4: Description of our ideal functionality Faaft-

corrupt any entity of its choice, including receivers and hence to obtain attributes.
During the second phase, we prevent the environment to corrupt a receiver, and allow

the environment to send a file.

5.3.2 Our Hybrid Protocol Paart

Depicted in Figure [5.5] our protocol Paagt is proved to realise our ideal functional-
ity Faart. Our protocol relies at the same time on the real subroutine IPFS (being part
of our contribution) but also on idealised subroutines including a certificate authority,

the random oracle, digital signatures. Observe that following the UC terminology, since
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our protocol PaarT is built above real and idealised subroutines, PaarT is said hybrid.

We first present all these subroutines before introducing our hybrid protocol Paart.

| Panrr_[senger]
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Pipes storage } ’]—‘ABE setup encryptor decryptor
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— Subroutines of Sender
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Subroutines of subroutines ’ Fca registration retrieval

’ Fro randomOracle

Figure 5.5: Graphical representation of our protocol Paarr. The random oracle ideal
functionality Fro comes from [KTR20Db|, whereas the ideal functionalities for digital
signature Fgjg.ca and certificate authority Fca comes from [CKKR19]. The link between
roles A and B means that A depends on B, and must be read from top to bottom.

Certificate Authority Ideal Functionality

The Certificate Authority (CA) allows to register public keys and certifying that a given
public key corresponds to some user. The modelisation of Fca presented in Figure [5.6
is taken from [CKKRI9]|, consisting of two roles registration and retrieval . The
registration role allows a calling entity to register a public key pk. The registration
is modelled using the internal state of the (unique) instance associating the public key
pk to the identification pair (pid,sid). Later, the public key is returned thanks the
retrieval returning the public key pk associated to the provided identification pair
(pid, sid). This ideal functionality enforces that the unique instance of Fca cannot be

corrupted by the adversary which is standard hypothesis in numerous protocols.

Ideal functionality Fca = (registration,retrieval):

Participating roles: registration, retrieval
Corruption model: incorruptible

Mregistration,retrieval :

Implemented role(s): {registration,retrieval}
Internal state:
o keys: ({0,1}*)* — {0,1}* U {L}
CheckID(pld, Sid7 role): Accept all entities.
Main:
recv (RegisterKey, key) from I/0to (_, ,registration) :
if keys[pid_,;,sidcan] # L:
reply (RegisteredKey, false)
else:
keys[pid ., sidcan] < key
reply (RegisteredKey, true)

recv (RetrieveKey, (pid, sid)) from to (_, ,retrieval) :
reply (RetrievedKey, keys[pid, sid])

Figure 5.6: Ideal functionality Fca [CKKR19).
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Random Oracle Ideal Functionality

The ideal functionality Fro introduced in [KTR20b] and presented in Figure[5.7|exposes
a single role denoted randomOracle. This ideal functionality handles Hash requests
which given an arbitrary-sized bitstring m, associates a A-sized random bitstring h. In
particular, if m was never queried before, then Fro generates a random bitstring h,
stores the couple (m,h) and returns h. Otherwise (m has already been queried), and
thus Fro returns the h associated to m. Similarly to Fca, we assume that the ideal
functionality Fro manages all entities, meaning that there is a single instance of Fro in

the protocol.

Ideal functionality Fro = (randomOracle):

Participating roles: randomOracle
Corruption model: incorruptible

MrandomUracle .
Implemented role(s): randomOracle
Internal state:

e HC{0,1}* x {0,1}* =0
CheckID(pld, Sid7 role): Accept all entities.
Main:

recv (Hash,m) from _

if 3(m, h) € H:
reply (Hashed, h)
else:
h & {013
add (m,h) to H
reply (Hashed, h)

Figure 5.7: Ideal functionality Fro [KTR20D].

Inter-Planetary File System Protocol

An Inter-Planetary File System (IPFS) network consists of connected servers. Every
server in the network maintains an internal state associating to a file f a link [ where [ is
the hash of f computed using the cryptographic hash function. IPFS plays a central role
in the efficiency of our construction by allowing a potentially large data to be transferred
over a distributed storage network rather than to be sent between each user directly.
We have modelled a single storage server in iUC as a real protocol denoted Pjpgs and
depicted in Figure A storage server having the role storage, relies on the random
oracle Fro used to hash files. It is equipped of the three following functions: Upload
used to store files, Links returning all saved links, and Download which given a link [
returns the file f associated with [. A storage server is not intended to provide more
than the efficiency in our construction. Hence it can be dynamically corrupted without
erasure i.e., corruption occurs at any time, leaving the full control of the corrupted

server to the adversary, all its internal state being leaked.

Digital Signature Ideal Functionality

The ideal functionality for digital signature Fsig-ca, introduced in [CKKR19] and recalled

in Figure is composed of the two roles signer and verifier, allowing respectively
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Protocol Piprs = (storage):

Participating roles: storage
Corruption model: dynamic corruption without erasure

Mstorage:
Subroutines: Fgro : randomOracle
Implemented role(s): storage
Internal state:
o files: {0,1}" — {0,1}" =0 {Stored files
CheckID(pid, Sid7 role): Accept a single entity.

Main:
recv (Upload, f) from
send (Hash, f) to (pid_,,, sidcur, Fro : randomOracle)
wait for (Hashed, ()
files[l] < f
reply (Uploaded,!)

recv Links from _
reply {l : VI — [ € files}

recv (Download, !) from
reply (Downloaded, files[l])

Figure 5.8: Protocol Piprs for a storage server in the IPFS network.

to create a signature of a given message and to verify a signature. During the instance
initialisation, the party identifier pid’ of the signer is obtained from the session identifier
having the form sid = (pid’, sid"). Before providing any signature, the signer expects from
the higher protocol an initialisation request allowing the signer to register the verification
key pk to the certificate authority, modelled via the Fca ideal functionality. After this
initialisation step, the signer is allowed to sign any message. Note that before returning
the signature, the signer stores the signed message m in a set of authenticated messages
managed by the instance, used later for the signature verification. To verify a signature,
an entity having the verifier role expects as an input a message m, a signature o, and
a public verification key pk. The security of a digital signature is modelled by the ideal
functionality by always rejecting every valid signature o, coming from an uncorrupted
signer whose message m does not belong to the set of authenticated messages, and whose
provided verification key pk is the valid one (i.e., the public verification key provided

by the adversary in the ideal functionality).

Hybrid Authenticated Attribute-based File Transfer Protocol

We are now ready to introduce our hybrid authenticated attribute-based file transfer
protocol presented in Figure[5.10]and Figure and denoted Paart. It is based on the
real protocol Piprs modelling IPFS but also on the attribute-based encryption, digital
signatures, certificate authority and random oracle ideal functionalities. The protocol is
composed of the two roles sender and receiver modelling respectively the file sender

and the file receiver.

Observe in Figure and Figure that our protocol defines the two protocol

parameters being the time T used to separate the setup phase and the execution phase,
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Ideal functionality Fgg-ca = (signer,verifier):

Participating roles: signer,verifier
Corruption model: static corruption
Protocol parameters:
e A polynomial p € Z[z] used to bound the runtime execution of provided algorithms.

Msigner,verifier .

Implemented role(s): signer,verifier
Subroutines: Fcp : registration
Internal state:

e (Sign, Verif, pk, sk) € ({0, 1}* U{LP* = (1,1, 1,1)

e pidowner € {0,1}* U{L} =1

e msglist C {0,1}* =0

e KeysGenerated € {ready, L} = L

CheckID(pld, Sid7 role): Check that sid has a (pid’,sid’) format. If the check fails, return false,
otherwise accept all entities with the same SID.
Corruption behavior:

e LeakedData(pid, sid, role): If called while (pid, sid, role) determines its initial cor-
ruption status, use the default behavior of LeakedData. That is, output the initially
received message and the sender of that message. Otherwise, if role = signer and
pid = pidowner, return KeysGenerated. In all other cases, return 1.

e AllowAdvMessage(pid, sid, role, pid,e.,, Sidrecy, rolerecy, m): Check that (pid
pid
(pid, sid’). If all checks succeed, output true, otherwise output false.

Initialization:

send responsively InitMe to NET

wait for (Init, (Sign, Verif, pk, sk))

(Sign, Verif, pk, sk) < (Sign, Verif, pk, sk)

parse sidc,r as (pid, sid)

pidowner < pid

Main:

recv InitSign from I/0 to (pidowner, ,signer) :
send (RegisterKey, pk) to (pid,,,, €, Fca : registration)
wait for (RegisterKey, )

KeysGenerated < true
reply (InitSign, 1)

If rolereey = Fca : registration, also check that role = signer and sid

I’ECV) :

cur?

recv (Sign,m) from I/0 to (pidowner, ,signer) s.t. KeysGenerated = true :
om — Sign'® (m, sk)
b < Verif® (m, o, pk)
if o, = LVb#TL:
reply (Signature, 1)
else:
add m to msglList
reply (Signature, o.,)

recv (Verify, m,om, pk) from I/0to (_, ,verifier) :
b« Verif® (m, o, pk)
if pk=pk Ab=1Am ¢ msgList A (pidowner, sidc,r, signer) ¢ CorruptionSet:
reply (VerResult,false) {Prevents the signature forgeries
reply (VerResult, b)

Figure 5.9: Description of the ideal functionality Fsg.ca [CKKR19].
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as well as the pidsetup parameter defining the party identifier of entity in charge of

generating the master key pair of the ideal functionality.

Protocol Paart = (sender, receiver):

Participating roles: sender,receiver
Subroutines: Fage, Fsig-ca, Fca : retrieval, Fro, Piprs
Corruption model: static corruption
Protocol parameters:
e The party identifier pidsetup, identifying the entity of the ABE scheme handling the
master keys.
e A time T € N delimiting phase in which decryption keys are provided, from the phase
where encryption and decryption are operated. We denote by t € N the current time.

M, sender*

Implemented role(s): sender
CheckID(pld, Sid, role): Accept a single entity.
Internal state:
o mpk e {0,1}"U{L}=1
Corruption behavior:
e DetermineCorrStatus(pid, sid, role): return corr;(pid, (pid,¢), signer) or
corr;(pid, (pidsetup, sid), encryptor).
e AllowAdvMessage(pid, sid, role, pid
pidrecv)'
Initialization:
send PubKey? to (pidsetup, (pidsetup, sidcur), Fage : setup)
wait for mpk’
mpk < mpk’
send InitSign to (pid,,,, (pid.,,,€)), Fsig-ca : signer)
wait for
Main:
recv (Send,y, f) from I/0 s.t. T <t :
send responsively Storage? to NET
wait for (Storage, storage)
parse storage as (_, ,Piprs : storage)
send (Encrypt,y, f, mpk) to (pid,,,, sidcur, Fage : encryptor)
wait for (Ciphertext,c,)
send (Upload, (y,cy)) to storage
wait for
send (Hash, (y,¢y)) to (pid.,,, Sidcur, Fro : randomOracle)
wait for (Hashed, )
send (Sign,!) to (pid,,,, (pid.,, €), Fsig-ca : signer)
wait for (Signature, o;)
send (Sent,l,0;) to NET

Sidyecys rOlerecy, m): Check that (pid =

recv’

cur?

Figure 5.10: Description of our hybrid protocol Paarr (Part 1).

In our protocol, an entity having the sender role is managed by a single instance,
as specified by the ChecklD algorithm. As we will see in a moment, a sender relies on
the signature verification key. Within the iUC framework, the environment is allowed
to corrupt any entity of its choice while the corruption model is respected. Thanks to
the composability feature, an entity of an ideal functionality may have another entity
coming from another ideal functionality as a subroutine, which might be corrupted
by the environment. This subroutine corruption is particularly interesting to model
protocols whose security must hold even in case where a (part of a) secret owned by a
party is revealed, for instance with post-compromise security in secure messaging where

the protocol regains security even after the leakage of a key [Rob22]. In Paagr, the
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Mreceiver:

Implemented role(s): receiver
Internal state:
e initiated € {0,1} =0
o filesC {0,1}* =0
CheckID(pld, Sid, role): Check that sid = (pid’,sid’). Accept a single entity.
Corruption behavior:
e AllowCorruption(pid, sid, role): Returns ¢ < 7.
e DetermineCorrStatus(pid, sid, role): return
corr;(pid, (pidsetup, sid), decryptor).
e AllowAdvMessage(pid, sid, role, pid
pid
Main:
recv (InitAttr,x) from I/0 s.t. initiated =0 :
initiated < 1
send (InitAttr,z) to (pid

sidrecy, rolerecy, m): Check that (pid =

recv’

recv) .

sidcur, Fape: decryptor)

cur?

recv (Receive, sender, storage,l,0;) from NET s.t. T < t Ainitiated =1 :
parse storage as (_, ,Piprs : storage), sender as (pid, ,sender)
send (Download,!) to storage
wait for (Downloaded, (y,cy))
send (RetreiveKey, (pid,¢)) to (pid
wait for (RetreivedKey, pk)
send (Verify, [, oy, pk) to (pid,,,, (pid, €), Fsig-ca : verifier)
wait for (VerResult, b)
send (Hash, (y,cy)) to (pid
wait for (Hashed, ')
send (Decrypt, ¢,) to (pid.,,, (pidsetup, sidcur), Fage : decryptor)
wait for (Plaintext, f)
ifl=0U'Ab=1Af# 1: add f to files

recv Collect from I/0
reply files

cur» Sideur, Fea @ retrieval)

cur» Sideur, randomOracle)

Figure 5.11: Description of our hybrid protocol Paarr (Part 2).

corruption of a party leads to the corruption of all its subroutines, and conversely. Hence,
if the signature key of the sender is corrupted, the sender is corrupted as well. This
corruption relation is modelled within the iUC framework using the DetermineCorrStatus.
Observe that in addition to the corruption relation between the sender and the signature
key, we define a corruption relation between the sender and the encryptor used by the

sender to encrypt a file.

As an initialisation, the sender entity asks the attribute-based ideal functionality for
the master public key used later to encrypt file. In addition to this master public key
access request, the sender notifies the signature ideal functionality for initialisation, in
which the instance of the digital signature ideal functionality obtains a signature key

pair and registers the verification public key to the certificate authority Fca.

The file sending, supported only during the second phase where T' < ¢, obtains as an
input a file f as well as an access policy y. The sender starts the file sending procedure
with a responsive request to the environment to determine the storage server to use in
the IPFS network. Then, the sender encrypts f using the ideal functionality Fage to
obtain the ciphertext c,. This ciphertext is hashed to obtain the link / and is sent to
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the storage (chosen by environment £). After having obtained the signature o; for [, the
sender shares the link [ along the signature o; with the environment &.

The file reception is handled by an entity having the receiver role. Before accept-
ing files, a receiver has to be initialised with an attribute x that is used to initialise the
decryptor of the ABE ideal functionality Fage. In contrast with the Send function han-
dling file sending request from the environment via the I/0 interface, Receive requests
are sent by the environment via the NET interface. Remark that the received files are not
intended to be directly forwarded to the higher-protocol but to be collected using the
dedicated Collect function. The file reception function receives as an input the sender
and storage identities along a link [ and a signature o;. The file reception downloads the
ciphertext for the designated storage server in the IPFS network, retrieves the signature
public verification key of the designated sender and asks the signature ideal function-
ality Fsig-ca to verify the received signature o;. In addition, the file reception function
obtains the hash I’ of the previously received ciphertext ¢, and compare the computed
hash [ with the link !’ obtained as an input. Finally, the ciphertext ¢, is decrypted
recovering the file f. Under the condition that both links [ and I’ are identical, that the
link verification succeeds and that the returned file f is valid, then f is stored in the set

of received files files of the receiver.

Theorem 16. Assuming the real protocol Pipgs for the IPFS network, assuming the
ideal functionalities for certificate authority Fca, for digital signature Fsgca and for the

(standard) attribute-based encryption Fageg, then we have:

(sender, receiver|Fro, FABE, Fsig-CA: FCA; PiPFs) < FAAFT

Proof. We start this proof by giving a description of our simulator S, used with the ideal
functionality Faart to show that Paarr < S|Faart. In a nutshell, S runs a simulation
of the real protocol and handles request coming from both the environment and the
ideal functionality. During the simulation, without loss of security and functionality, we
require the leakage function L(A,m) used by the ideal functionality Fage to return a
zero-string 0™, We now provide the description of S:

e When receiving a notification request of the form (Registered,z) from the ideal
functionality (simulating a receiver), attesting the access to some attribute x.
In such case, inputs the same receiver in the simulated real protocol with the
(InitAttr, z) request.

e When receiving a corruption request from the environment to corrupt the entity
entity defined by the triplet (pid,sid,role). If the current time ¢ < T, then it
accepts the corruption request. Otherwise, ignore the corruption request. Each
time a corruption request leads to the corruption either of a sender or a receiver,
the simulator notifies the ideal functionality as well, leading to a synchronization
of senders and receivers corruption between the simulated real protocol and the
ideal functionality. In case where the entity in charge of handling the master
secret keys receives a decryption key, assuming ¢ < T', then the decryption key
sk, is computed and sent back to the corrupted decryptor. Observe that by

construction, a corrupted decryptor equals a corrupted receiver. The simulator
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S notifies the ideal functionality that the environment is allowed to decrypt any
ciphertext associated with a policy access y whose x € y by sending the request
(CorrAttr, z) to FaarT-

e When receiving a request of the form (SendHonest,y,r, |f|) or the request of the
form (SendCorrupted,y,r, f) from the initial functionality, the simulator inputs
the simulated sender of Paart with the access policy y and the real file f in the
case of SendCorrupted, or the zero-string 0/l of the case of SendHonest. In
addition, in case of SendHonest, the simulator records the pair (r,¢,) where ¢, is
the ciphertext obtained via the simulated encryptor from the ideal functionality
Fage- This record is used later to provide the random r to the ideal functionality
FAAFT-

e When receiving a request of the form (Receiver, sender, storage, [, ;) from the en-
vironment & via the network interface, then it inputs the simulated real receiver,
running all sanity checks including decryption, signature verification and link val-
idation. Let ¢, be the ciphertext obtained during the execution of the simulated
receiver in Paart. If all checks succeed, then if the simulator recovers the pair
(r,cy) and sends (Receive,y,r, sender) to the ideal functionality Faarr, and no
response is expected later. Otherwise, there is no records (r, ¢,) and hence it sends
(Receive,y, L, sender) to the ideal functionality. By construction, the ideal func-
tionality FaarTt responds with a responsive request (WaitFile,y,r, sender) where
r equals L. At this point, the ideal functionality expects a file f to register. Since
there is no records by the simulator but the decryptor file f being authenticated,
the simulator responds to this responsive request with (ProvideFile, 1, f).

It is clear that our simulator S is polynomial-time. We are now ready to initiate our
sequence of games, where our first game consists of the (S|Faart) ideal protocol, and
our last game is our hybrid protocol Paart:

Game 0. This game is the execution of the ideal protocol (S|Faarr) with the envi-
ronment £, connected respectively to the NET interface of S and to the I/0 interface of
FaarT, with S being connected to the NET interface of FaarT.

Game 1. This game works as the previous game, except that we now execute the
protocol (8’| Fewd) where S’ runs the simulated ideal protocol (S|Faart) and where Feyq
simply forwards every request from the environment £ to S’ and conversely. Since this
modification is only structural without any modification on the ideal protocol behaviour,
then we have a perfect indistinguishability between these two games. In the following,
for a better clarity, we index each simulator &’ with the index of the current game,
hence: Pr [(£]S]|Frwa) (1) = 1] = Pr [(£|S|Faarr) (1) — 1].

Game 2. This game works as the previous game, except that we introduce a new
simulator S consisting of S where we delegate the all attribution verification both
during the Send and Receive requests to the simulator S. First, let focus on the Send
part of the ideal functionality Faarr, currently simulated by our simulator Si. We
rewrite the code of Send to remove the random r as well as the corrupted attribute
condition, all of these lines being replaced only by a request of the form (Send,y, f).
The code still stores files being sent by an honest sender, but omits the random r
i.e., it records a tuple of the form (sender,y, f). The file reception request in the

ideal functionality Faarr, handling requests of the form (Receive,y,r, sender), now
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handles requests of the form (Receive,y, f, sender). The condition verifying of there
is no tuple of the form (sender,-,r,-) is still performed but with the tuple of the form
(sender,-, f). The random 7 is replaced by L in the code which is executed when the
condition is checked. The executed code when the condition fails, including the attribute
verification (z € y), is replaced by the insertion of the file f to the received file register.

The simulator, on its side, does not register the pair (r, c,) anymore.

Observe that all these modifications are hidden to the environment, and we claim
that the view of the environment remains unchanged. This can be easily deduced since
the at this point, the ideal functionality does not perform the attribute verification
by itself but rather delegate this task to the ideal functionality Fagg, which is secure
and correct by design. However, compared to the previous game, the received file is
now always f instead of the zero-string. In case where the environment does not have
a valid decryption key to decrypt ¢, it encrypts the leakage L(\, f) in this game,
instead of L(),01/!) in the previous one. Thanks to our specification of L, always
outputting a zero-string, both of these leakages are the same. Therefore, by construction
of the ideal functionality Fage and by the leakage function L, the environment cannot
distinguish, otherwise breaking the security of Fage. Hence, Pr [(5|8§\]:|:Wd)(1)‘) — 1] =
Pr [(€]S]|Frwa) (1Y) — 1].

Game 3. At this point, the (simulated) ideal functionality Faaer still maintain a set
of sent files, essentially used to provide authentication of the files for honest senders.
An honest receiver, on its side, verifies that a received file f belongs to the set of
sent files (with respect to the provided sender) and responds to the simulator via the
network interface if the file is not found. Observe that in this case, the simulator
already activates the (honest) receiver with a request Receive if and only if the provided
signature o; authenticates the link /, which corresponds to the hash of the ABE ciphertext
cy- Hence, by construction, authentication of the file with respect to the provided sender
is already ensured by the signature ideal functionality Fg.ca. Hence, the condition in
the ideal functionality Faart is no more necessary and all the code handling Receive
requests is now limited to add the received file f (added in the previous game) to the
set of received files. This constitutes our new simulator S5. Since the authentication
in the ideal functionality Fgg.ca is correct and secure by definition, this modification
does not impact the view of the environment £ and hence Pr [(€]S5|Frwa) (1) — 1] =
Pr [(€]85|Frwa) (1*) — 1].

Game 4. This game works as the previous game, except that we remove the attribute
state attr that are not used anymore in this game. Additionally, we replace the internal
state receivedFiles by a local internal state specific to each receiver. This last modifi-
cation clearly does not affect the view of the the environment £, and hence we have
Pr [(€]8|Frwa) (1) — 1] = Pr [(€]S5|Frwa) (1) — 1].

Observe that in our last game, the ideal functionality Faart simulated in our last
simulator S never rely on internal state and essentially constitutes a forward machine
between the simulated game protocol and the I/0 interface where the environment is con-
nected. As a result, we claim that Pr [(£]|S;|Frwa) (1) = 1] = Pr [(£|Paart) (1Y) — 1].

As a result, we have Paart < FaarT-

O
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5.3.3 Implementation of Paarr

Our open-source proof-of-concept [DAF24] written in Rust confirms the practicality of
our protocol. We have chosen the Schnorr signature over the Curve25519 [Ber06] curve
as our EUF-CMA digital signature. Since our cryptographic hash function handles po-
tentially large files, we have chosen to construct a parallelized Merkle-tree-based hash
function using the standard SHA-256 [Danld| cryptographic hash function as the un-
derlying building block. To construct our IND-CCA2-secure ABE, we have applied the
Fujisaki-Okamoto transform [FO13| on the Agrawal-Chase IND-CPA Ciphertext-Policy
ABE scheme [AC17| following the idea of Green, Hohenberger and Waters [GHW11].
We have used AES-256-CTR as the secret-key encryption within the transform. Bench-
marks have been performed on an Ubuntu, embedding a 64 bits Intel Core i5-6500
processor cadenced at 3.20GHz including four cores, and embedding 16Gb of memory.
In Figure is depicted the execution time of the sending and receiving procedures
depending on the input file size. We directly observe that both procedures are mlinear.
For a 450 megabytes file the sending procedure requires approximately 216 milliseconds,
whereas the file receiving procedure expects 258 milliseconds. The difference between
the sending and reception is explained by the Fujisaki-Okamoto transform, executing
during the reception the encryption algorithm, used to reject malformed ciphertext.
In Figure we compare the amount of data sent by a sender to a receiver through
the low-rate medium between the naive corresponding to the situation where the en-
crypted file is directly sent to the receiver (for example with OpenPGP |[FDCT07]),
and the approach motivated in the Paart protocol. Compared to the naive approach,
our solution provides a constant amount of transferred data of 96 bytes corresponding
to the link (i.e., the hash of the encrypted file) and the signature o;. This constant
communication size is explained by the encrypted file being sent over the distributed
storage network instead of being directly transferred, still with the guarantee to have

confidentiality and integrity of the file but also authentication of the sender.
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Figure 5.12: Evaluation of the execution time and the communicated data size.
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5.4 Conclusion

Facing the lack of ideal functionality tailored for standard attribute-based encryption, we
have propose the first ideal functionality Fage whose realisation called Pagg is modelled
using standard attribute-based encryption under the iUC framework.

To emphasise the usability of our Fagg ideal functionality, we have proposed a study
case focusing the Authenticated Attribute-based File Transfer (AAFT) allowing to trans-
fer a file from a sender to a receiver following an access policy y, while ensuring authen-
ticity and integrity of the transferred file. The ideal functionality Faart implementing
all these properties ensures that a receiver having an attribute x such that x € y has
access to the file. All other receivers where x ¢ y does not have access to the given
file, ensuring confidentiality. In addition, the file is authenticated with respect to some
authentication proof produced by the sender, authenticated at the same time the file
integrity and the sender.

We have proposed PaarT, proved to realize FaarT, based on attribute-based encryp-
tion ideal functionality Fage, digitial signature ideal functionality Fggca, certificate
authority ideal functionality Fca and the random oracle ideal functionality Fca. To
improve efficiency for the file transfer, Paart is also based on the hash-based distributed
storage system called IPF'S for which we have proposed a protocol within the iUC frame-
work.

From a performance standpoint, the praticality of our protocol has been confirmed
by our implementation of Paagt fully written in Rust. Indeed, the observed performance
shows that only 216 milliseconds are necessary to send 450 megabytes of data and 258

milliseconds to receive the same amount of data, for a total of 474 milliseconds.
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CHAPTER 6

CONCLUSION & PERSPECTIVES

Three contributions have been introduced in this manuscript, focusing on three dis-
tinct problems dealing with multiple users. As with any research work, the presented
contributions are designed to tackle precise problems. We draw the future of these

contributions and identify possible perspectives.

Secure Federated Multi-Armed Bandits

The two protocols TANGO and SALSA presented in this manuscript are proven to securely
solve the reward maximisation problem in the federated multi-armed bandits setting,
in which the controller (also referred to as the federation server in the literature) acts
as a learning agent trying to maximise its rewards by choosing the bandit associated
with the highest reward probability. In the federated learning setting, a bandit is mod-
elled as a data owner, holding the unknown reward distribution and interacting only
with the controller. A secure federated multi-armed bandits protocol should prevent
the controller from learning any information about the bandit having the best reward
distribution but also on the generated rewards.

This problem has already been focused on by our recently published protocol called
SamBA [CLMS22|, based on standard cryptographic primitives and working with two
controllers. However, we have shown that SAMBA suffers from correctness and security
issues. Our first protocol TANGO follows the initial blueprint of SAMBA, fixing the pro-
tocol using fully homomorphic encryption and extending the set of provided properties
by allowing a data owner either to join or to leave the protocol dynamically. Due to the
usage of fully homomorphic encryption, TANGO suffers from a significant computation
overhead, around 2.3 seconds to identify the best among 9 bandits.

Motivated to overcome this computation overhead, we have introduced a more scal-
able protocol called SALSA, moving away from the blueprint of SAMBA and TANGO.
Indeed, SALSA works using three distinct controllers whose two servers are involved in
secure two-party computations, allowing one to delegate the computation of an arbitrary
function over private input without revealing any information on the input, the output,
and any intermediate data. This approach has the advantage of being significantly faster,
requiring only 0.15 milliseconds to select the best among 9 bandits, allowing SALSA to
handle even more bandits at the same time and hence to be scalable.

Despite all these interesting properties, notably from a performance and security
standpoint, both TANGO and SALSA appear to be more limited regarding the general-
ity property enjoyed by SAMBA: All of these protocols aim to be generic in the sense
that any multi-armed bandits algorithm respecting a precise definition can be plugged

into the protocol. It turns out that SAMBA has a more general definition, allowing
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to plug in five multi-armed bandits algorithms whereas TANGO and SALSA allow only
three multi-armed bandits algorithms to be plugged in. Briefly, TANGO and SALSA sup-
port multi-armed bandits algorithms whose arm selection depends only on the arg max
function. This restriction is due to our security definition considering arg max-based
multi-armed bandits algorithm. An interesting future work may consist of designing a
more generalised security definition supporting a larger class of algorithms. Given this
generalised security definition, one may easily convert TANGO or SALSA to support this
larger class of multi-armed bandits algorithms.

As an orthogonal future work, we are interested in the linear multi-armed bandits
version where a data owner now runs an multi-armed bandits algorithm, locally updating
its own local model. Regularly at some time step, the federation server receives the local
models from the data owners before to perform the aggregation, leading to an aggregated
model replacing the data owner’s local model. Adapting our protocols for this setting

is an interesting question that we delegate as a future work.

Anonymous, Transferable, Auditable Tickets

Currently deployed ticketing systems offer standard functionalities, namely ticket pur-
chasing, ticket refunding, and ticket validation but suffer from vulnerabilities, including
the ability for a user to sell the same ticket several times or to use nominative tickets,
preventing a user from using the system anonymously.

Facing these issues, we have developed two ticketing systems called respectively
APPLAUSE and SPOTLIGHT, whose design should provide all standard features, namely
ticket purchasing, ticket refunding, and ticket validation. In cases where a user cannot
attend an event for which it owns a ticket, APPLAUSE and SPOTLIGHT provide the ticket
transferability feature, allowing the user to transfer its ticket to another user. In contrast
with currently deployed ticketing systems relying on nominative tickets, APPLAUSE and
SPOTLIGHT allow a user to use the system without having to reveal its identity.

Despite all these similarities, an important difference remains between APPLAUSE
and SPOTLIGHT. In APPLAUSE, the anonymity of users is guaranteed at every time
against both the system and all other users. In contrast, SPOTLIGHT brings an addi-
tional third-party, referred to as the judge, able to reveal the identity of a user attending
an event, hence does not ensure anonymity of users against the judge. Despite this addi-
tional third-party, SPOTLIGHT still guarantees the anonymity of users against the system
and other users. As we have observed, this auditability feature implies a slightly longer
ticket validation due to the usage of the more complex cryptographic building block Pro-
tego [CDLPK22|, increasing execution time from 45 for APPLAUSE to 165 milliseconds
for SPOTLIGHT, which is still practical. Other interactions including ticket purchasing,
ticket refunding, and ticket validation achieve great performance of 17 milliseconds to
purchase a ticket, 68 milliseconds to transfer a ticket, and 25 milliseconds to refund a
ticket.

The presented execution times take into account only the time necessary to perform
the cryptographic operations. However, during each of these interactions such as ticket

purchasing, a few communications occur between a user and the system. One may be
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interested in the impact of the network latency on the protocol efficiency, particularly
during the ticket validation stage where performance is crucial. Hence, one possible
perspective for APPLAUSE and SPOTLIGHT would be to initiate performance on a more
real case.

To purchase a ticket while guaranteeing the anonymity of users, both APPLAUSE
and SPOTLIGHT rely on a generic anonymous payment scheme. However, as we have
mentioned, unlinkability of the payments, an important property to ensure unlinkability
of interactions between a user and the system, is particularly hard to obtain using well-
deployed, commonly used payment systems such as the EMV protocol [EMV22]. Trivial
anonymous payment schemes such as anonymous currency like cash or prepaid cards
are possible candidates but lack practicality compared to online payment using credit
cards. The design of a completely anonymous payment scheme enjoying friction-less
interaction for the user is a very interesting research topic that deserves to be explored

in future work.

UC-Secure Distributed File Transfer

In Chapter[5] we have focused our attention on the design of a file transfer protocol based
on three distinct building blocks: Attribute-based encryption, digital signature and a
distributed storage network. In our protocol, the attribute-based encryption allows a
user to broadcast a short piece of data, referred later as a link, to an a priory known
group of users. The so-called link refers to an address on the distributed storage system
which is associated to an encrypted of the transferred file. Thanks to the attribute-based
encryption, only users having an appropriate attribute are able to recover the transferred
file. Along the link, the file sender provides a signature of the link using its signature
key of the digital signature scheme, used by a recipient to verify the authenticity of the
link and hence the authenticity of the file.

This distributed file transfer protocol has been proven secure under the Universal
Composability (UC) paradigm and more particularly under the iUC framework, whose
the design has required an ideal functionality for a standard attribute-based encryption,
being part of the contribution. From a performance standpoint, the protocol has shown
a great performance with approximately 216 milliseconds to send a 450 megabytes file,
whereas the file receiving procedure expects 258 milliseconds.

The introduced protocol supports file confidentiality as well as file authenticity and
integrity. These three properties are interesting for most use-cases but are not ex-
haustive. Indeed, it is possible to integrate more functionalities within the protocol,
such as anonymity of the sender using group signatures [CvHI1, [KTY04] or ring signa-
tures [BKMOG, [FS07|, which in a nutshell allows one to sign a message in the behalf of

a group. Extending this work constitutes a very exciting direction of improvement.
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APPENDIX A

RESUME LONG

La notion de protocole est centrale dans la diffusion d’information et la communication
au sein d’un réseau. Un protocole se définit par une séquence d’échanges entre plusieurs
machines dans le but de réaliser une tache spécifique. Prenons comme exemple celui du
protocole HyperText Transfer Protocol Secure (HTTPS), qui permet le transfert sécurisé
de pages internet. Plus généralement, un protocole comme HTTPS doit garantir un
ensemble de propriétés de sécurité telles que 'intégrité, 'authenticité et la confidentialité
des données échangées.

Une propriété de sécurité est une contrainte que le protocole doit respecter. Pour
satisfaire les propriétés de sécurité, le concepteur de protocoles dispose d’un ensemble
de primitives cryptographiques. Ces primitives cryptographiques englobent un large
éventail de fonctionnalités, allant du chiffrement des données a la signature électronique,
en passant par le calcul directement sur des données chiffrés. Une fois intégrées dans
une séquence d’échanges, ces primitives cryptographiques seront utilisées pour fournir
une preuve démontrant que le protocole respecte ’ensemble des propriétés de sécurité
exigées et qu’il constitue ainsi une solution viable pour réaliser une tache donnée, tout
en respectant les contraintes de sécurité.

Une multitude de protocoles cryptographiques peuvent exister permettant de ré-
soudre un probléme donné, tout en respectant un ensemble de contraintes de sécurité.
Ces protocoles ne sont pas tous équivalents. En effet, I'utilisation d’une primitive cryp-
tographique peut entrainer des différences drastiques de performance par rapport a une
autre primitive. De plus, un nombre élevé d’utilisateurs du protocole impose une con-
trainte de performance que le concepteur doit prendre en compte pour proposer des
protocoles pertinents.

Dans ce manuscrit, nous nous intéressons a trois problémes impliquant plusieurs util-
isateurs, d’une dizaine & plusieurs centaines. Dans le premier chapitre, nous étudions la
conception d’'un systéme de recommandation basé sur de 'apprentissage par renforce-
ment. Le second et troisiéme problémes se focalisent respectivement sur la conception
d’un systéme de billets, capable de supporter jusqu’a un millier de visiteurs, et la con-
ception d’un systéme de transfert de fichiers efficaces con¢u pour une grande entreprise

répartie sur plusieurs sites.

Protocole de Bandits Sécurisé dans un Contexte Fédéré

Un algorithme de bandits est un algorihme d’apprentissage par renforcement, dans lequel
un agent dipose d’'un ensemble de choix. Chaque choix est associé & une probabilité de
produire une récompense binaire: soit zéro, ’agent n’est alors pas récompensé, soit un et

I’agent est récompensé. La probabilité d’obtenir une récompense en choisissant le i-éme
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choix, dénotée p;. En disposant de toutes les probabilités de récompenses, il est facile
de maximiser ses récompenses en ne faisant que le choix de la plus haute probabilité de
récompense. Toutefois, le probléme devient plus délicat lorsque 'agent ne dipose pas
des probabilités des récompenses.

Ce probléme est référé dans la litérature comme le probléme de maximisation des
récompense des bandits, dont la représentation commune est celle d’un casino: Sup-
posons un agent disposant de N piéces face a K bandits, un bandit étant une machine
a sous équipé d’un bras mécanique que l'agent actionne aprés avoir inséré une piéce,
le bandit retournant soit une récompense avec une certaine probabilité p soit aucune
récompense avec probabilité 1 — u. L’agent va au fur et & mesure de ses tirages, ori-
enter son tirage sur le bandit avec la plus haute probabilité de récompense. Beaucoup
d’algorithmes présents dans la litérature sont capables de résoudre ce probléme, comme
par exemple les algorithmes UCB, Thompson Sampling ou bien encore e-greedy intro-
duits dans [KP14].

Ce probléme de maximisation des récompenses pour des bandits peut prendre des
formes trés diverses selon le contexte. Dans ce travail, nous nous focalisons sur une ar-
chitecture dite fédérée, ot chaque bandit est indépendant des autres bandits. Dans cette
architecture fédérée, I’agent souhaitant maximiser ses récompenses est représenté par un
serveur de fédération. Cette architecture distribuée est représentée en Figure [AT1] Bien
que le probléme semble identique, nous pouvons faire deux remarques: premiérement,
chaque bandit est indépendant des autres, le i-éme bandit est capable de produire une
récompense dont la probabilité est paramétrée par une probabilité ;. En pratique, u;
n’est pas connu par le i-éme bandit, mais dispose d’une fonction noté pull capable de
produire une récompense, cette fonction étant spécifique au contexte dans lequel on se
place. Par exemple, dans un contexte de recommandation de catégorie de films, le i-
éme bandit peut correspondre a un genre de films par exemple- aux films d’actions, une
possible implémentation de pull serait ainsi de jouer une film d’action et de retourner 1

si les retours d’un spectateur cible sont bons, 0 autrement.

- (1) Envoie du Budget N

v < ﬂ (2) Intéragit N fois : >B Kd _
(3) Envoie des Récompenses : andits

Utilisateur Serveur

Figure A.1: Architecture des Bandits a Fédérés.

Dans le contexte fédéré, le serveur permet a un utilisateur du systéme de déléguer
la tache de maximisation des récompenses au serveur, lui donnant le budget initial
N, qui lui retourne la somme de toutes les récompenses générées par les bandits une
fois le probléme de maximisation des récompenses résolu dans un contexte fédéré par
un des algorithmes mentionnés. Toutefois, dans un souci de confidentialité, il serait
souhaitable que le serveur ne puisse pas identifier le bandit. Par ailleurs, le serveur

ne doit pas connaitre I’ensemble des récompenses obtenues, méme si celui-ci regoit les
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récompenses générées localement par les bandits avec d’en faire la somme et de retourner
le somme des récompenses générées a l'utilisateur. Toutes ces contraintes, en plus du
probléme initial de maximisation des récompenses pour des bandits dans un contexte
fédéré, constitue le probléme de maximisation des récompenses pour des bandits fédéré
sécurisé.

Ce probleme a déja été considéré par notre publication datant de 2022, introduisant
le framework nommé SAMBA [CLMS22|. Informellement, ce framework permet a un
algorithme de bandits, respectant une condition précise, de se voir intégrer dans SAMBA
pour résoudre le probléme de maximisation des récompenses fédéré sécurisé. Ainsi, ce
framework transforme un algorithme de bandits en un protocole pour résoudre le méme
probléme, cette fois dans un contexte fédéré et de facon sécurisé, c’est-a-dire sans que le
serveur ne puisse identifier le bandit ayant la meilleure probabilité de récompenses, mais
également les récompenses générées. Toutefois, nous avons montré que SAMBA souffre
de deux problémes: tout d’abord, il apparait que la récompense retournée par un algo-
rithme de bandits intégré dans SAMBA ne soit pas identique dans tous les cas comparé
a 'algorithme de bandits seul. Par ailleurs, le serveur peut malgré tout retrouver de
I'information, en particulier sur la probabilité des scores ce qui compromet la sécurité
attendue de SAMBA.

Pour surmonter ces deux faiblesses, nous présentons deux protocoles appelés re-
spectivement TANGO et SALSA, capables de résoudre le probléme de maximisation des
récompenses pour les bandits dans un contexte fédéré. Informellement, TANGO repose
sur la méme architecture que SAMBA, la différence majeure étant la répartition du tra-
vail et ainsi des primitives utilisées: dans SAMBA, le serveur est en réalité deux serveurs,
I'un des deux servant de proxy recevant K valeurs provenant des bandits, qui sont en-
suites transférées a lautre serveur pour identifier le meilleur bandit. Ces valeurs sont
cruciales dans l’algorithme de bandit mais doivent étre gardées secrétes, méme s’il est
nécessaire de les comparer pour identifier le meilleur bandit. A la différence de SAMBA,
dans TANGO, cette comparison est réalisée directement par le proxy sur des valeurs qui
sont ici chiffrées [Gen09]. Le résultat de la comparaison est ensuite transmis au second
serveur. Nous avons montré formellement que TANGO garantie la confidentialité des
récompenses générées et de I'identité du bandit choisi pour chaque piéce disponible, et
donc par extension I’identité du bandit avec la meilleure probabilité de récompenses. La
sécurité de TANGO a été montrée au regard d’un modéle de sécurité capturant toutes
les contraintes de sécurité, modéle que nous avons introduit.

Bien que stir, TANGO a un probléme majeur: TANGO est construit a l'aide d’un
chiffrement sur lequel il est possible de faire des calculs. Appelé chiffrement homomor-
phe, ce genre de chiffrement souffre d’'un temps d’exécution significatif. Ainsi, TANGO
peut paraitre lent. En effet, identifier le meilleur parmi 9 bandits nécessite 2.3 secondes,
ce qui est problématique vis-a-vis des cas d’applications temps réel comme par exemple
en finance pour des recommandations d’actions.

Pour pallier & ce probléme, nous proposons un autre protocole SALSA, dont 'approche
change considérablement. En effet, ce protocole se base sur du calculs multi-parties
sécurisées, dont l'idée générale consiste & répartir une donnée sur plusieurs serveurs,
chaque serveur regevant ce qui est appelé une part, une part n’étant pas suffisant pour

recouvrer la donnée initiale. Toutefois, comme il a été démontré, il est possible de simuler
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un circuit arbitraire sur les parts de sorte & ce que de nouvelles parts, une fois combinée,
produise le résultat attendu [DSZ15, [PSSY21]. Cette approche nous permet d’atteindre
de bonnes performances, nécessitant seulement 0.15 milliseconde pour choisir le meilleur
bandit parmi neufs, 1a ou il faut 2.3 secondes pour TANGO. La sécurité de SALSA a été

démontré formellement en utilisant le méme modéle de sécurité que TANGO.

Systéme Auditable de Billets Anonyme Transférable

Les systémes de billets actuellement en place et utilisés par des milliers d’utilisateurs
fournissent les fonctionalités standards includant I’achat et le remboursement d’un billet,
mais également la validation du billet a l'entrée de 1’événement. Toutefois, avec la
dématérialisation des billets, il est devenu facile de dupliquer son billet ou bien encore
de le vendre en ligne. Par ailleurs, un billet est systématiquement nominatif ce qui
impliques deux faits: premiérement, il est devient alors impossible pour un utilisateur
de transférer son billet & un autre utilisateur, par exemple & un proche. De plus un
utilisateur du systéme devient alors parfaitement identifiable.

Dans un soucis de conserver la vie privée des utilisateurs, nous avons décider de con-
vevoir un systéme de billets qui surmonte ces limitations. Nommé APPLAUSE, ce proto-
cole offre a 'utilisateur les fonctionalités standards includant I’achat et le reboursement
d’un billet, mais également la validation d’un billet & I’entrée d’un événement. Mais il
permet également de transférer son billet & un proche, une fonctionalité qui nous parait
essentielle qui permet une résoudre une situation courante ou un utilisateur ne peut
plus se rendre & 1’événement. En plus de ces fonctionalités, un utilisateur est garanti
que quelque soit I'intéraction qu’il établit avec le systéme ou avec un autre utilisateur,

Iidentité de 'utilisateur ne sera jamais divulgué, lui garantissant ainsi son anonymat.

Distributeur D Autorité de Transfer T Validateur V

ﬂ (2b) Transfert ﬂ (2b) Transfert @
I

(1) Achat - (2a) Communication = (3) Validation

(3) Remboursement
Utilisateur U, Utilisateur Us

Figure A.2: Architecture pour le Systéme de Billets.

Informellement, notre protocole APPLAUSE est construit selon l’architecture présen-
tée en Figure[A22] Pour acheter un billet, un utilisateur doit intéragir avec le Distributeur
D avec qui il va exécuter le protocole d’achat. Ce protocole résulte pour 'utilisateur
en 'obtention d’un ticket valide. Le Distributeur peut également procédé a son rem-
boursement s’il le souhaite en exécutant le protocole de Remboursement. Par ailleurs,
l'utilisateur peut transférer son billet & un autre utilisateur. Pour garantir la validité du
transfert, une autorité est considérée dont le role est exclusivement dédiée a la validation
du transfert. Le transfer d’un billet ne suppose pas nécessairement que les deux utilisa-

teurs se connaissent mais doivent disposer d’un moyen de communication comme par
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exemple du Bluetooth [NSIT15| afin d’échanger du matériel cryptographique essentiel
au bon déroulement du protocole de tranfert. Enfin, le systéme permet & un utilisa-
teur détenant un billet de le valider auprés du validateur & ’entrée de 1’événement,
Ientrée étant autorisée seulement si le billet détenu est valide. Le protocole dans son
intégralité repose sur un ensemble de primitives efficaces, ce qui lui permet d’atteindre
des performances cryptographiques élevées: 17 milisecondes pour 'achat d’un billet, 68
millisecondes pour le transfert d’un billet, 25 millisecondes pour le remboursement et 45
millisecondes pour la validation, les temps présentés prenant en compte seulement les
opérations cryptographiques et non le temps de communication.

L’anonymat d’un utilisateur est une propriété intéressante. Mais dans une situation
extréme comme un incendie, il est impératif d’étre en mesure d’identifier les utilisa-
teurs participants un événements. Toutefois, 'anonymat étant garantie quelque soit
Pintéraction avec le systéme, il devient alors difficile de surmonter ces contraintes.
Pour pallier a ce probléme, nous avons construit une variante d’APPLAUSE nommée
SPOTLIGHT, capable de retrouver I'identité d’un utilisateur ayant accédé a I’événement.
Plus précisément, lors de ’entrée a ’événement, le validateur va demander a I'utilisateur
de lui fournir ce que 'on désigne par une preuve qu’il détient un certificat, fourni par
une entité tierce nommeée le juge. Le point clé pour obtenir cette capacité a retrou-
ver l'identité de 'utilisateur réside dans la capacité du juge a retrouver 'identité de
Putilisateur & partir de cette preuve. Le reste du systéme reste incapable d’identifier
l'utilisateur, méme ayant accés a cette preuve fournie par 'utilisateur lors de 'entrée a
I’événement. En terme de performance, de par sa proximitié avec APPLAUSE, notre pro-
tocole SPOTLIGHT reproduit presque les mémes temps d’exécution. La seule différence
apparait pendant la validation du billet qui passe de 45 millisecondes & 165 millisecondes,

ce qui reste tout de méme pertinent pour un cas d’usage réél.

Transfert de Fichiers Distribuées Basé sur Attributs

Le transfer de fichiers en utilisateurs, en particulier lorsqu'un nombre d’utilisateurs
devient grand, doit étre efficace. Actuellement, la solution la plus courante pour envoyer
un fichier entre un utilisateur et un groupe d’utilisateurs consiste & envoyer le fichier par
courriel, le fichier étant conservé sur le serveur de mail pour récupération. Toutefois, cela
n’est pas optimal lorsque le nombre d’utilisateurs augmentent, encore plus lorsque les
utilisateurs sont éloignés du serveur, ce qui accroit la durée nécessaire pour récupérer
un fichier di & la latence du réseau sur lequel les données transmises. Ce probléme
s’intensifie lorsque de nouvelles propriétés doivent étre garanties comme la confidentialité
des fichiers échangés, I'intégrité du fichier ou bien encore I'authenticité du fichier.
Notre objectif est de répondre a cette problématique en envisgeant une solution
efficace et capable de s’adapter & un probléme & large échelle, comme par exemple dans
le cas d’une entreprise mondiale disposant d’une multitude de bureaux répartis & travers
le monde. Notre protocole, présenté en Figure [AZ3] répond a cette problématique de
fagon efficace via l'utilisation de primitives simples. En substance, le protocole démarre
avec un utilisateur diposant d’un fichier qu’il souhatie envoyer & un groupe d’utilisateur.

Chaque utilisateur de ce groupe dispose d’un attribut qui I'identifie comme faisant partie
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de ce groupe. Ceci est crucial car I'expéditeur va alors chiffrer son fichier en associant
une politique d’accés. Plus précisément, seuls les utilisateurs disposant d’un attribut
satisfaisant cette politique d’accés est susceptible de déchiffrer ce fichier. De ce chiffré
sera ensuite dérivé un lien qui sera par la suite signé, garantissant I'intégrité du fichier

retourné.

(3) Lien ! (3) Lien ! =
T

Alice(f) Canal de Communication (Lent) Bob

(]

(1) Envoie ¢ || (2) Réception Lien [ (4) Envoie Lien [ || (5) Télécharge ¢

v

O O\S/Q g/b

Réseau de Stockage Distribué

Figure A.3: Représentation de notre systéme ou un expéditeur partage un fichier f a
un receveur.
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