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RESUME EN FRANCAIS

Cette these explore les outils d’apprentissage automatique appliqués a la détection
d’intrusions, et plus particulierement comment rendre ces outils utiles sur le terrain pour
I’aide a la décision. Elle explore également les outils supplémentaires dont on a besoin
pour leur faire confiance pour les taches qui leur sont confiées. La détection d’intrusion
étant actuellement confiée a des outils créés et utilisés par des experts en cybersécu-
rité, l'utilisation d’outils créés par des experts en apprentissage automatique pour des
experts en cybersécurité demande des réflexions supplémentaires. La cybersécurité ayant
des contraintes fortes, et une mauvaise décision pouvant entrainer des conséquences plus
préjudiciables que 'attaque a prévenir, il est important d’étre certain de I'action a réaliser
en cas d’alerte relevée par un tel outil.

Les avantages principaux des outils d’apprentissage automatique sont leur haute per-
formance, ainsi que leur potentiel pour détecter des attaques jusqu’alors inconnues (aussi
appelées attaques Zero-day). Cependant, les méthodes utilisées pour obtenir de hautes
performance de détection sont souvent basées sur des algorithmes dits «boites noires».
De ce fait, I'utilisation de ces outils implique la nécessité de comprendre comment ils
fonctionnent pour prendre les décisions appropriées. De plus, leur apparente haute perfor-
mance repose sur des métriques d’apprentissage automatique, qui ne sont pas forcément
adaptées a 'application a la cybersécurité.

Ainsi, cette these se penche sur la facon d’adapter correctement ces outils au domaine
de la cybersécurité pour mieux leur faire confiance, ce qui passe par la définition de
nouvelles métrique plus adaptées au domaine, a l’exploration et utilisation des outils
d’explication, ainsi qu’au perfectionnement de ces outils pour mieux détecter des attaques

inconnues.

Contributions

Les travaux portant sur la définition de nouvelles métriques adaptées au domaine
de la cybersécurité ont donné lieu a deux publications, une premiere dans une conférence

internationale présentant les nouvelles métriques, ainsi que leur utilisation pour différentes



techniques d’apprentissage automatique sur différents jeux de données publics, tandis que
la seconde étend 1'utilisation de ces métriques pour prendre en compte les spécificités du

systeme a protéger, ainsi qu’a améliorer ’entrainement des techniques d’apprentissage.

Robin Duraz, David Espes, Julien Francq, and Sandrine Vaton.
2023. Cyber Informedness: A New Metric using CVSS to Increase
Trust in Intrusion Detection Systems. In Proceedings of the 2023
European Interdisciplinary Cybersecurity Conference (EICC ’23).
Association for Computing Machinery, New York, NY, USA, 53-58.
https://doi.org/10.1145/3590777.3590786

Robin Duraz, David Espes, Julien Francq, and Sandrine Vaton.
2024. Using CVSS scores can make more informed and more
adapted Intrusion Detection Systems. In Journal of Universal Com-
puter Science Special Issue Fighting Cybersecurity Risks from a
Multidisciplinary Perspective, vol. 30, no. 9 (2024), 1244-1264,
submitted: 27/9/2023, accepted: 30/5/2024, appeared: 14/9,/2024,
https://doi.org/10.3897/jucs.131659

Ensuite, une contribution a été apportée sur I'utilisation de méthodes externes d’explication
des méthodes d’apprentissage automatique, afin d’expliquer les décisions, et 'utilisation

de ces outils d’explication pour corriger des erreurs et obtenir de meilleurs performances.

Robin Duraz, David Espes, Julien Francq, and Sandrine Va-
ton. 2023. Explainability-based Metrics to Help Cyber Opera-
tors Find and Correct Misclassified Cyberattacks. In Proceed-
ings of the 2023 on Explainable and Safety Bounded, Fideli-
tous, Machine Learning for Networking (SAFE ’23). Associa-
tion for Computing Machinery, New York, NY, USA, 9-15.
https://doi.org/10.1145/3630050.3630177

Pour finir, une contribution a été apportée sur 'amélioration de la capacité des méth-
odes d’apprentissage automatiques a détecter des attaques auparavant inconnues (et donc
tres difficilement détectables par les outils existants). Cette contribution a été publiée dans

une conférence internationale.
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Robin Duraz, David Espes, Julien Francq, and Sandrine Va-
ton. 2024. SECL: A Zero-Day Attack Detector and Classifier
based on Contrastive Learning and Strong Regularization. In the
19th International Conference on Availability, Reliability and Se-
curity (ARES 2024), July 30-August 2, 2024, Vienna, Austria.
https://doi.org/10.1145/3664476.3664505

Finalement, cette these est structurée en cing chapitres. Le premier offre une introduc-
tion au sujet, et présente les différents éléments nécessaires a la compréhension du sujet.
Le second chapitre met en évidence les déficiences des métriques d’évaluation actuelles
et présente de nouvelles métriques adaptée au domaine de la cybersécurité, ainsi que
les potentiels bénéfices liés a I'utilisation de ces métriques. Le troisieme chapitre discute
des méthodes externes d’explication des algorithmes d’apprentissage automatique, de leur
utilisation pour expliquer une décision, ainsi que la facon dont elles peuvent étre utilisées
pour améliorer les performances de détection. Le cinquieme chapitre développe les tech-
niques employées dans cette these pour augmenter la capacité d’un outil de détection
d’intrusion a détecter des attaques inconnues. Finalement, une conclusion aux travaux
de these ainsi que des perspectives sont présentés pour conclure les travaux, ainsi que

présenter des voies d’amélioration.

Apprentissage automatique appliqué a la détection

d’intrusions

Avec 'arrivée de I'internet dans les années 90, les premieres cyberattaques ont pu avoir
de bien plus gros impacts. Les méthodes d’apprentissage automatiques ont été développées
en parallele des méthodes basées sur des signatures qui reposent sur des experts définissant
des regles de détection. Tandis que les méthodes basées sur signature ont été utilisées
commercialement, les méthodes d’apprentissage sont majoritairement restées au stade de
la recherche.

Les méthodes d’apprentissage peuvent étre séparées en trois catégories principales,
suivant 'utilisation du jeu de données d’entrainement :

— Les méthodes supervisées, qui nécessitent des étiquettes pour chaque donnée, afin

de correctement séparer les données appartenant a différentes classes.
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— Les méthodes non supervisées, qui ne nécessitent pas d’étiquettes et qui permettent
de compartimenter les données en utilisant des notions de similarité.

— Les méthodes semi-supervisées, qui ne nécessitent que quelques étiquettes et utilisent
différentes méthodes pour séparer les données en utilisant a la fois les données éti-
quetées, et celles qui ne le sont pas.

Pour entrainer ces méthodes, des jeux de données publics sont en général employés,
la majorité disposant d’étiquettes. Durant cette these, différents jeux de données ont été
utilisés :

— Des jeux de données réseaux : CIC-IDS2017, UNSW-NB15 et DAPT2020.

— Un jeu de données industriel : WADI.

La qualité des jeux de données étant primordiale, et & défaut d’en constituer un soi-méme,
les travaux réalisés ont été basés sur les jeux de données les moins problématiques possible.

Différentes métriques d’évaluations peuvent étre utilisées, chacune présentant des avan-
tages et inconvénients. Dans le cadre de cette these, les métriques retenues 'ont été afin
d’obtenir une vision la plus poussée possible des performances «réellesy d’une méthode
d’apprentissage automatique.

Finalement, 'augmentation de la confiance en ces outils passe par différentes amélio-
rations : une performance ayant du sens pour les utilisateurs de ces outils, la capacité
d’expliquer comment ces outils arrivent a une décision, ainsi que leur capacité a faire ce

dont les outils actuels ne sont pas capables.

Intégration de connaissances en cybersécurité a travers
les scores CVSS

Dans différents domaines d’application des méthodes d’apprentissage automatiques,
des métriques d’évaluation spécifiques ont été développées pour correctement évaluer la
performance, comme BLEU et ROUGE pour le traitement du langage. Cependant, ce n’a
pas été le cas pour la détection d’intrusion.

Différentes possibilités existent pour remédier a cela, et il a été choisi pour cette these
d’intégrer les scores CVSS (pour Common Vulnerability Scoring System) pour créer de
nouvelles métriques d’évaluation. Les scores CVSS sont utilisées par la communauté pour
noter la sévérité des vulnérabilités nouvellement détectées, et sont treés largement utilisées.

De plus, ce sont des scores numériques, relativement simples a intégrer a des métriques.
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Ainsi, trois nouvelles métriques ont été définies : Miss Cost, qui réprésente le cofit
des attaques manquées, False Alarm Cost, qui représente le cotit des comportements
normaux faussement considérés comme des attaques, et Cyber Informedness qui agrege
les deux métriques précédentes. Des expériences ont été réalisées pour valider 'utilité de
ces métriques, et les comparer aux métriques existantes.

Un intérét supplémentaire des nouvelles métriques repose sur leur capacité a prendre en
compte la spécificité d’un systéme via la modification des scores CVSS par des parametres
environnements (besoin du systeme a protéger). De ce fait, il est possible de comparer
I’'adaptation des différents outils de détection d’intrusions au systeme a protéger.

Finalement, en intégrant les scores CVSS a la fonction de perte d’algorithmes de réseau
de neurones d’une fagon analogue a la définition de nouvelles métriques, il est possible
des I'entrainement d’adapter un outil de détection d’intrusions pour qu’il devienne plus

performant sur un systeme spécifique a protéger.

Explicabilité pour les outils de détection d’intrusion :

Quoi, pourquoi et comment ?

Comme les outils de détection d’intrusions utilisent majoritairement des algorithmes
dits «boites noires», il est nécessaire d’étre capable d’expliquer comment ils arrivent a
une décision, pour que l'utilisateur puisse prendre une décision éclairée. Les explications
étant dépendantes des connaissances de I'utilisateur, il est souvent difficile de fournir des
explications utiles.

Parmi les différentes méthodes d’explication existantes, les travaux de cette these se
sont concentrés sur les outils d’explication dits externes, et surtout sur les deux méthodes
les plus employées : LIME et SHAP. Une expérimentation approfondie a montré des
manques quant a leur capacité a fournir des explications utiles. Cependant, ces méthodes
peuvent étre utilisées pour identifier des comportements suspects ou trouver et corriger
des erreurs présentes dans le jeu de données.

Finalement, dans un but d’évaluation de la qualité de ces méthodes d’explications, des
métriques ont été implémentées. Grace a ces métriques, une méthode d’identification et
de correction des erreurs de prédiction a été développée. Cette méthode peut simplement
identifier et demander une correction par un expert humain, entrainant une hausse de
la charge de travail, ou bien corriger automatiquement, pour une quantité de correction

inférieure.
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Des expérimentations sur trois jeux de données ont montré la capacité de cette méthode
a identifier et potentiellement corriger des erreurs de prédictions, particulierement pour

des classes d’attaques tres mal détectées.

Détection et classification d’attaques Zero-day

Un des principaux avantages des méthodes d’apprentissage automatique par rap-
port aux méthodes basées sur les signatures sont leur potentielle capacité a détecter
des attaques auparavant inconnues. Cependant, cela repose en général sur des méthodes
d’apprentissage non supervisées, qui sont soit incapables de différencier différentes classes,
soit perdent en performance de détection, particulierement pour des attaques connues (qui

disposent d’étiquettes).

Les méthodes semi-supervisées permettent de potentiellement remédier a ce probleme,
mais ont une performance encore insuffisante, particulierement dans le cas ou il pourrait y
avoir plusieurs nouvelles attaques inconnues. De ce fait, les travaux développés dans cette
these se basent sur le paradigme de l'apprentissage par contraste, fonctionnant avec des
réseaux de neurones, qui a révélé une performance tres élevée en classification d’images,
méme en 'absence d’étiquettes. Cependant, les méthodes employées sont difficilement ap-
plicables au contexte et aux données de détection d’intrusions. De ce fait, le probleme a
été contourné en basant la méthode sur de 'apprentissage par contraste supervisé. Du
fait de la supervision, les performances de détection sont tres élevées pour les classes éti-
quetées, mais sont assez faibles pour les classes inconnues. Pour remédier a cela, différentes
techniques de régularisation ont été utilisées pour améliorer la capacité a généraliser et dé-
tecter des attaques inconnues. Trois méthodes ont été utilisées : dropout, communément
employée avec des réseaux de neurones, Von Neumann Entropy, qui est une technique
permettant de mieux répartir 'information apprise, et Sepmix, une méthode développée
dans le cadre de cette these pour pallier a I'impossibilité d’apprendre des classes rares en

générant de nouvelles données fictives.

Les résultats obtenus par la méthode développée ont montré une capacité a détecter des
attaques connues similaire aux méthodes supervisées, ainsi qu’une capacité intéressante a

détecter des attaques inconnues, méme quand il y en a plusieurs.



Conclusions et travaux futurs

Cette these a exploré les outils de détection d’intrusions utilisant des techniques
d’apprentissage automatique, et essayé d’apporter différentes contributions pour aug-
menter la confiance que 'on peut accorder a ces outils dans une utilisation en situation
réelle. De nouvelles métriques ont été développées pour évaluer d’une fagon qui a plus
de sens pour les utilisateurs finaux. Des méthodes d’explicabilité ont été utilisées pour
expliquer le processus de décision de ces techniques, et a défaut d’explications utiles, ont
été utilisées pour trouver et corriger des erreurs dans les décisions données. Finalement,
une méthode basée sur 'apprentissage par contraste et utilisant différentes techniques
de régularisation a été développée pour augmenter la capacité a détecter des attaques
inconnues.

Pour les travaux futurs, il est premierement envisagé de combiner les différents travaux
réalisés pour créer une solution plus complete. Ensuite, il est envisagé d’explorer des
techniques d’apprentissage automatique plus complexes, comme les réseaux de neurones en
graphe, qui peuvent améliorer les performances, ainsi qu’apporter de nouvelles possibilités
quant a la génération d’explication de la décision.

Finalement, il convient de garder a l'esprit différentes limitations de ces outils pour
mitiger leur impact, comme la dépendance au jeux de données et leurs qualités, ainsi
que la résistance de I'outil en lui-méme aux différentes attaques qui auraient pour but de

I’empoisonner ou le tromper.
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CHAPTER 1

INTRODUCTION

1.1 Machine Learning and Cybersecurity

Both Machine Learning (ML) and cyberattacks are almost as old as computers. The
idea of machines able to learn can be traced back to 1943 [117] with the first explanation
of what will become a Neural Network (NN). Meanwhile, the first famous cyberattack can
be traced back to 1971 with the Creeper, a self-replicating virus that used ARPANET,
the parent of Internet, to infect multiple machines.

In the 1990s and 2000s, while Information Technology (IT) systems quickly became
integrated to networks and even connected to the Internet to more easily collect and share
data, Operational Technology (OT) systems remained largely self-contained and discon-
nected from networks. As a result, two different approaches to cybersecurity existed for,
respectively, I'T and OT systems. For I'T systems that were connected through networks,
approaches such as network segmentation, the principle of least privilege, or Intrusion
Detection Systems (IDSs) were applied or developed to reduce the risk. Meanwhile, for
OT systems, security relied mainly on the fact that equipment was disconnected from
networks and used proprietary software.

The interest in using ML for cybersecurity, especially for detecting intrusions increased
since 1999, with the 1999 DARPA Intrusion Detection Evaluation!. This also created the
first public dataset that could be used to train ML algorithms in detecting intrusions,
later giving birth to the KDD’99 dataset [88]. The increased amount of data collected,
because equipment is connected through networks, also participated in promoting the use
of Big Data methods, such as ML.

Since then, the digital pervaded our society, with everything from our financial system
and healthcare machinery to our vehicles relying on some kind of automation or even

autonomous and interconnected systems. While the relatively short life-cycle and ease of

1. https://www.1ll.mit.edu/r-d/datasets/1999-darpa-intrusion-detection-evaluation-dataset. Last ac-
cessed 2024-06-05.
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access of I'T equipment allowed for frequent updates in both hardware and software to
cater to cybersecurity’s needs, OT equipment was and is still used in contexts where it
might remain in use for a decade or even decades, e.g., power plants, naval ships, etc.
During the last decade, however, OT equipment became increasingly connected through
networks with a convergence of I'T and OT through the development of Internet of Things
(IoT) and Big Data technologies. This change was further accelerated during the COVID-
19 pandemic where connection through Internet allowed for maintenance and control
with remote access. In this context, both IT and OT can benefit from similar protection
mechanisms, e.g., network segmentation, IDSs, with the additional requirements that OT
needs to consider the increased vulnerability of old equipment.

In parallel, ML regained interest since the 2010s with the arrival of Deep Learning (DL)
models, able to recognize images as well as, if not better than humans. Since then, multiple
new areas of research have been developed, notably with Natural Language Processing,
and more recently the arrival of powerful generative models such as ChatGPT.

In order to properly benefit from ML in intrusion detection, there are several important
questions and factors that need to be taken into account. These questions and factors will

be developed in the next section.

1.2 Intrusion Detection

It would of course be ideal to have perfectly secure systems, and security by design
certainly contributes [12]. However, while it is possible to increase security, it might prove
impossible to perfectly secure systems. As such, IDSs are important components to re-
duce risks by detecting cyberattacks before they can impact or compromise the targeted
systems.

Traditional approaches are generally based on signatures, i.e., manually designed rules,
that are able to properly detect known cyberattacks with a low number of false alarms.
For example, Snort [141] allows to define network rules that match characteristics of
communication between devices, e.g., ports, protocols, authentication attempts, etc., and
raise alerts. They require much work to maintain because every new attack needs to be
investigated to extract relevant patterns and design detection rules. A study in 2014 [76]
showed that using standard rule sets also leads to relatively low detection of intrusion.
Although the rule set used was able to detect close to 20% of zero-day attacks, i.e.,

attacks the rules were not designed for, the detection rate of known attacks was only close
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to 50% 2. In [145], specific Snort rules were used and achieved a very high detection rate
of attacks, while having no false alarms?®. Although correctly configured signature-based
methods can achieve a high detection rate, with possibly no false alarms, they definitely
struggle to detect attacks their rules are not created for. Furthermore, as the number of
rules increases, rules also increase in complexity, which makes them harder and harder to

update. Therefore, other approaches could be used concurrently to complement them.

ML approaches are more diverse in their capabilities and show promises in detecting
both known cyberattacks and zero-day attacks. Such approaches are enabled by and rely
on collecting data to train ML algorithms. These algorithms can globally be differentiated
according to their requirements on labeled data, i.e., data that possesses information about
what it represents. The high diversity of possible algorithms provides various capabilities,
such as zero-day detection with unsupervised methods (does not require labeled data), or
a high detection rate of known attacks with supervised methods (requires labeled data).
Semi-supervised methods are positioned between both and aim at correctly detecting
known attacks while having the ability to detect Zero-Day Attacks (ZDAs).

Despite the possible advantages of ML-based methods for intrusion detection, they
also need to fulfill several requirements to be properly used in an operational context.
While an autonomous anomaly-based IDS might seem exciting, it is difficult to fully rely
on it, especially because it is operating in a critical context and could make mistakes
difficult to recover from. As such, it is better to, at least for now, envision anomaly-based
IDSs as a decision-making support for human operators.

Therefore, anomaly-based IDSs should first and foremost be able to provide relevant
information when an alert is raised. One obvious information is the type or a categorization
of the alert raised, to facilitate investigations. For ML, this would be enabled by training
models in a multi-class setting, whereby it would be able to recognize and differentiate
between normal traffic and multiple cyberattacks.

Another important factor is the amount of trust that can be given to such an IDS.
Since their training prediction processes are often quite obscure, it is relatively difficult to
understand which criteria triggered an alert. In a context where detection is not perfect
and false alarms can be frequent (a particular disadvantage of ML methods), not being
able to trust the IDS can reduce its effectiveness by wasting the operators’ time, or worse,

give a false sense of security. This is particularly aggravated by the fact that attacks are

2. The author warns that the rule set used is possibly less effective than the average Snort rule set.
3. This high performance compared to [76] can also be due to improvements in Snort over the years.
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often relatively rare, and thus most alerts that need to be investigated by human experts
could actually be false alarms.

Finally, information systems all have different security needs, and have to be protected
from cyberattacks with varying impacts. As such, anomaly-based IDSs should not be too
generic and should be able to consider both requirements of a system and the gravity
of cyberattacks. It would make it more effective by being able to prioritize what really

endangers the systems it is supposed to protect.

1.3 Positioning

In this thesis, the subject of ML for IDSs is explored, with an emphasis on build-
ing IDSs to help human decision-making. As stated previously, autonomous systems are
not yet desirable, both for the risk of failure, as well as practical or legislative reasons
about responsibility in case of failure. As such, the typical (and somewhat ideal) use-case

envisioned is presented in Figure 1.1.

Explainer
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Figure 1.1 — Typical use-case for an IDS based on ML to help decision-making.

An initial dataset possessing labels for normal traffic and different cyberattacks is
used to train different IDSs. Once evaluated and compared, the best IDS is chosen. Once
operational, real-world data is streamed to the IDS that will try to detect cyberattacks,
then raise an alert when a cyberattack is detected. Cybersecurity experts can choose to

trust the alert and act on it, ask for more details, or manually investigate the alert. If
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asked for more details, an IDS should ideally be able to provide explanations about the
cause of its prediction to either support investigations or actions taken by human experts.
Once specifics of the alert are validated, actions to protect the system need to be taken,
and the alert can be labeled and integrated to the training dataset for potential future

re-training of the IDS.

ML for IDSs
to help decision-making

Requires Complement
trust in the IDS previous approaches
/Better performance = more trust in the decision ) Anomaly Detection
More representative More suitable metrics Flexible representation of
training data Chapter 2 normal behavior to detect all attacks

Detection of new classes

Improve the model Check the decision is )
\ made for the right ) Detectlon( :;ﬂg%n attacks
p reasons Chapter 4
Investigate / Correct the =
Explalnabilityl <A decision otherwise Incremental Learning
Chapter 3

Different maintenance requirements:
Update the dataset and retrain the IDS

Understand the decision process of the model
\\\ J on new classes /

Figure 1.2 — Positioning of this thesis on the topic of ML for IDSs. Contributions made
in this thesis are highlighted in green.

In order to properly help in decision-making, human experts need to trust the decisions
of the IDS. As shown in Figure 1.2, two different axes can be researched to increase trust
in the IDS:

— Impact performance. This can be done by improving on ML methods to achieve
better detection and less false alarms, as has mostly been the case yet. Or it can
be done by making performance more representative of real-world scenarios, by
using data representative of the real world, or by using metrics better suited to the
intrusion detection problem.

— Understand the decision process of the IDS. This can be done by using ML
methods easily understandable by humans, e.g., Decision Trees, or using external
tools, e.g., from Explainable Al (XAI), to explain the decision process.

In this thesis, since the basis of a proper comparison between approaches are a high
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quality dataset and suitable metrics, we first focused on developing a metric leveraging
cybersecurity information to perform a more informed comparison. We further contributed
to the trust aspect by leveraging XAl to verify that ML models make sufficiently informed
predictions, and potentially correct these predictions in case of uncertainty. Finally, we
used ML approaches to develop an area where signature-based approaches are less efficient:
the detection of ZDAs.

1.4 Manuscript Structure and Contributions

Although the topic will not be developed further in this thesis, a first contribution
was made highlighting the first results obtained concerning ML and visualization tools

for cyberattack detection:

Robin Duraz, David Espes, Julien Francq, Sandrine Vaton. Machine
Learning and Visualization tools for Cyberattack Detection. RESSI
2022 : Rendez-vous de la Recherche et de I'Enseignement de la
Sécurité des Systemes d’Information, May 2022, Chambon-sur-Lac,
France. (hal-03647627)

Chapter 1 expands on existing research on intrusion detection, on what exists for
anomaly-based IDSs as well as possible objectives and goals beyond intrusion detection.
It presents the different methods and requirements to increase trust in an IDS built with
ML. It also briefly introduces ML techniques that are quite novel in other ML applications
and could be adapted for IDSs. Finally, it elaborates on areas that complement signature-

based approaches, where ML methods present significant advantages.

Chapter 2 is about improving the integration of cybersecurity knowledge into anomaly-
based IDSs. It is possible to make ML methods more adapted through metrics using
Common Vulnerability Scoring System (CVSS) scores. They can take into account both
differences in impact of attacks, as well as specific characteristics of the systems to pro-
tect. Integrating CVSS scores into the evaluation process and training process led to two

contributions:



Introduction

Robin Duraz, David Espes, Julien Francq, and Sandrine Vaton.
2023. Cyber Informedness: A New Metric using CVSS to Increase
Trust in Intrusion Detection Systems. In Proceedings of the 2023
European Interdisciplinary Cybersecurity Conference (EICC ’23).
Association for Computing Machinery, New York, NY, USA, 53-58.
https://doi.org/10.1145/3590777.3590786

Robin Duraz, David Espes, Julien Francq, and Sandrine Vaton.
2024. Using CVSS scores can make more informed and more
adapted Intrusion Detection Systems. In Journal of Universal Com-
puter Science Special Issue Fighting Cybersecurity Risks from a
Multidisciplinary Perspective, vol. 30, no. 9 (2024), 1244-1264,
submitted: 27/9/2023, accepted: 30/5/2024, appeared: 14/9/2024,
https://doi.org/10.3897/jucs.131659

Chapter 3 is about making anomaly-based IDSs more trustable through the usage of
XAI Although current XAI methods are unable to provide to humans a clear explanation
of an IDS’s decision, they can still be applied as an additional check on predictions to
increase their reliability, or possibly correct them in case of uncertainty. For the latter
case, this can even increase performance of the IDS by correcting false alarms or detecting
previously missed cyberattacks. Such a process could either be an additional tool requiring
intervention of a human expert for maximum performance or be fully automated for a

lower workload. This led to the following contribution:

Robin Duraz, David Espes, Julien Francq, and Sandrine Va-
ton. 2023. Explainability-based Metrics to Help Cyber Opera-
tors Find and Correct Misclassified Cyberattacks. In Proceed-
ings of the 2023 on Explainable and Safety Bounded, Fideli-
tous, Machine Learning for Networking (SAFE ’23). Associa-
tion for Computing Machinery, New York, NY, USA, 9-15.
https://doi.org/10.1145/3630050.3630177

Chapter 4 is about how ML methods offers the possibility of detecting ZDAs. While
this is a possibility, this remains a very difficult task. A method based on Contrastive

Learning (CL) (an unsupervised ML paradigm relying on similarity with created virtual
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data) and multiple regularization techniques (to prevent overfitting and create more useful
virtual data) is developed, to increase the ability to detect new unknown classes, and
potentially leverage it to better detect both known and unknown classes. The following
approach also presents the advantage of not being fully dependent on labels and can thus
learn from larger volumes of unlabeled data, either in an initial training phase or in an

incremental learning process. This led to the following contribution:

Robin Duraz, David Espes, Julien Francq, and Sandrine Va-
ton. 2024. SECL: A Zero-Day Attack Detector and Classifier
based on Contrastive Learning and Strong Regularization. In the
19th International Conference on Availability, Reliability and Se-
curity (ARES 2024), July 30-August 2, 2024, Vienna, Austria.
https://doi.org/10.1145/3664476.3664505

Finally, the last chapter concludes this thesis by summarizing the different contri-
butions and providing an outlook to the intrusion detection problem. It details some
difficulties that still exist in the field, as well as potential areas of research to solve these
difficulties.



CHAPTER 2

MACHINE LEARNING APPLIED TO
INTRUSION DETECTION

2.1 Introduction

The widespread adoption of the Internet in the late 1990s and early 2000s led to the
creation and diffusion on a massive scale of the first cyberattacks. Since then, multiple
methods have been developed to detect cyberattacks in advance and prevent them from
causing damage. Machine Learning (ML) increased popularity as a solution for intrusion
detection since the appearance of the first publicly available dataset, the 1999 DARPA
dataset [1] and the subsequent KDD’99 [88] dataset.

ML methods have been researched alongside more traditional signature-based methods
relying on human experts defining rules, such as Snort [141], Suricata® or Zeek 2. While
signature-based methods were quickly integrated into commercial solutions, ML methods
have mostly remained at the stage of a research topic, with only a few commercial solutions
such as Vectra?® or Darktrace *.

One of the motivations behind the use of ML-based intrusion detection methods is
the apparent lack of detection of Zero-Day Attacks (ZDAs) by traditional signature-based
approaches. ZDAs refer to previously unseen and unidentified cyberattacks that have not
been cataloged by vulnerability databases, e.g., CVE® or CWE®. The term is however
often used to refer more commonly to unknown attacks. With traditional signature-based
methods, this is generally used to refer to attacks the rules are not designed for. For

ML-based methods, this generally refers to attacks that are not present in the training

https://suricata.io/. Last accessed 2024-08-25.
https://zeek.org/. Last accessed 2024-08-25.
https://www.vectra.ai/. Last accessed 2024-08-25.
https://darktrace.com/. Last accessed 2024-08-25.
https://www.cve.org/. Last accessed 2024-08-25.
https://cwe.mitre.org/. Last accessed 2024-08-25.
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data. An additional motivation is the need for frequent updates required by signature-
based methods, while ML-based methods only need to be retrained with an updated
dataset without particular additional work besides labeling the new part of the dataset

(if required).

A study in [76] suggests that signature-based methods could actually detect ZDAs,
but with limited success: a Snort rule set was able to detect 17% of attacks the rule sets
were not designed for. However, the same paper considers 8% detection of ZDAs a more
conservative estimate and shows that only 54% of the attacks the rules were designed for
were detected, which ML methods are definitely able to beat.

In order to train ML algorithms and select the best performing one, two critical compo-
nents are required: a dataset and evaluation metrics. On one hand, the dataset, preferably
of high quality (size, diversity, realistic, etc.), will provide the foundation to train ML al-
gorithms and condition their ability to detect the expected cyberattacks. On the other
hand, evaluation metrics will allow comparison between multiple trained ML algorithms

according to some criteria.

In this chapter, we explore the basics of ML for intrusion detection. We introduce the
different paradigms in ML and their advantages and disadvantages with regard to intrusion
detection. We also detail the publicly available cybersecurity datasets, their strengths
and weaknesses, as well as the possible metrics that can be used to compare different
Intrusion Detection Systems (IDSs). We also show how ML for IDSs being a relatively
recent research topic, there is often a lack of standards for an effective comparison between
approaches. We highlight the evolution of this research topic, from being focused on
performance to integrating other concerns and goals. Finally, we highlight the limits and

gaps in current methodologies and the areas we decided to contribute in.

2.2 Basics of machine learning for intrusion detection

In ML, there are three main components used to solve any problem: the algorithm
that will learn, the dataset that will be used by the algorithm to learn and the metrics

that will be used to evaluate the algorithm.
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2.2.1 Machine learning methods

ML methods can be divided in three main categories, according to their requirements
of labeled data: unsupervised, semi-supervised and supervised. Unsupervised methods do
not require any labels, while supervised methods only work with labels. Semi-supervised
methods are more flexible and work with both labeled and unlabeled data.

In the context of intrusion detection, unsupervised methods can be separated in two
main categories: clustering and anomaly detection. Clustering allows to group data points
that share some common characteristics into clusters, and thus can categorize data, as
shown in Figure 2.1a. It is particularly useful to discover links or similarities between data
points in the absence of any information about the data. However, it relies on human
investigation, or the presence of some labeled data to be able to give meaning to the
different clusters. On the other hand, anomaly detection tries to learn a normal behavior
that we differentiate from anomalies (also called outliers) in the data. This allows to
detect ZDAs, or even faults. However, while this can detect anomalies, it is, as clustering
is, unable to give meaning to the detected anomalies and is even unable to differentiate
them. As shown in Figure 2.1b, different anomalies can be very different, yet are all

considered in a single anomaly category, so further investigations are required.

..o'g .o..‘ . . :
s _ ),
S .. Vet .
(a) Clustering " (b) Anomaly detection ®

Figure 2.1 — Unsupervised method examples.

In intrusion detection, one of the difficulties in using unsupervised approaches is that
they generally operate under the assumption that the data contains mostly normal traffic,
with possibly some unwanted contamination, i.e., attacks that were not detected and
thus removed from the supposed normal training data. There are, however, no guarantees

about the amount of anomalies present in the training data. The more these anomalies

8. The k-means algorithm was used.
8. A Local Outlier Factor (LOF) algorithm was used.
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are present during training, the less effective the approach will be in actually detecting
anomalies.

On the other hand, when it comes to being able to detect and differentiate between
multiple cyberattacks, approaches relying on labeled data are much more efficient. Super-
vised methods are leveraging labeled data to learn patterns and create decision boundaries
between different classes, as in Figure 2.2. It can be either binary or multi-class, depending
on the number of labels existing in the data. Supervised methods, contrary to unsuper-
vised ones, benefit from the increased presence of attacks in the data, given they are

properly labeled.

Figure 2.2 — Supervised method example, with a Logistic Regression algorithm.

Most current methods in state-of-the-art research fall in the category of supervised
methods, e.g., Neural Networks (NNs), Decision Trees (DTs), Random Forests (RFs),
Support Vector Machines (SVMs), both because their performance is higher, and because
most currently available datasets do possess labels. Unfortunately, while supervised meth-
ods can exhibit a much better detection of known cyberattacks, they are constrained to
detecting attacks they learned during training and are inherently unable to detect ZDAs.

Finally, semi-supervised methods position themselves between unsupervised and su-
pervised methods on detection of both known cyberattacks and ZDAs. As shown in Fig-
ure 2.3, they are able to leverage unlabeled data to further refine their representation of

the different classes obtained through labeled data. In the context of intrusion detection,

12



2.2. Basics of machine learning for intrusion detection

semi-supervised methods have been used in two different approaches. The first refers to
anomaly detection by using labeled data to ensure that training data contains only nor-
mal traffic, or to control the contamination of the dataset [159, 8]. They are considered
semi-supervised since they possess information about the normal class while having no
information about the different attack classes. The second regroups all semi-supervised
methods that rely on both labeled and unlabeled data to achieve a detection ability on
known attacks similar to supervised methods while having the flexibility to recognize data
that is not part of the known classes. In the latter case, approaches can either consider
them as a single anomaly which might require further investigation, or are also able to

differentiate them.

Figure 2.3 — Semi-supervised method example. In white are unlabeled data points, lever-
aged for training.

Among the three proposed categories, semi-supervised methods seem the most promis-
ing. They are, however, quite novel and applying them to intrusion detection still needs
further research.

Finally, regardless of the chosen approach, an IDS is generally only as good as its

training data allows it to, and it is thus essential to use high quality data for training.

2.2.2 Representative Datasets

Datasets in intrusion detection, contrary to many other ML applications, are difficult to

create or aggregate for multiple reasons. First, they are supposed to represent a constantly
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evolving environment. This implies that created datasets can quickly become obsolete as
the environment changes, because traffic focuses on new applications, or new types of
digital devices are now able to communicate both between themselves and with older
devices. Secondly, there is a significant concern over privacy or confidentiality of the data,
which essentially prevents from aggregating a dataset from real traffic for public research
without anonymization of the data. Unfortunately, this process generally deletes valuable
information to train IDSs. Finally, there can be changes in protocols or technologies, such
as the increasing proportion of traffic that is encrypted or the switch to OPC UA?, a
unifying framework, for many Operational Technology (OT) systems. All of these reasons
converge to make the creation of publicly available datasets for intrusion detection research
a topic of its own.

Following the research trends in intrusion detection, datasets can be separated in
different categories: network datasets [164, 123, 148], malware datasets, industrial control
datasets [6, 86], Internet of Things (IoT) datasets [122, 94]. Nevertheless, in the context
of intrusion detection for IoT or Federated Learning (a paradigm to collaboratively train
multiple IDSs), network datasets are often used, possibly alongside a more specific dataset.
In all cases, datasets represent traffic between machines, in an environment where both
normal behavior and cyberattacks can be observed. However, they also possess differences,
especially in their content and their feature sets. For example, network datasets generally
deal with encrypted traffic and thus are composed of statistical features extracted from
traffic, while many industrial datasets are composed of data directly collected from sensors.

Since this thesis was realized at the Chaire of Naval Cyberdefense, an emphasis is
put on data that would reflect behavior of equipment found in a naval context, e.g., on
ships, while trying to keep a general approach. Therefore, we will focus in this thesis
on network datasets, because Information Technology (IT) is increasingly present in the
naval context, and industrial control datasets, because most equipment present on ships,
i.e., sensors, actuators, etc., are similarly used in other industrial fields. Mentions of other
datasets, e.g., [oT datasets, can however be expected since intrusion detection approaches

focused on other types of datasets are often relatively similar.

Network datasets

Network datasets are focused on network data, i.e., traffic using mostly TCP or UDP

protocols to transmit data. TCP and UDP are used to encapsulate a variety of protocols,

9. https://opcfoundation.org/about/opc-technologies/opc-ua/
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e.g., HTTP(S), SSH, FTP, ICMP, IMAP, etc. Therefore, there is a high diversity of normal
behaviors, which can make the learning of what represents “a normal behavior” a difficult
task.

The first datasets used by researchers were the DARPA’99 [1] and KDD’99 [8§]
datasets. With research on these datasets, problems surfaced, mainly about the redun-
dancy of records in KDD’99. This led to the creation of the NSL-KDD dataset [164] where
this was mitigated.

While both KDD’99 [118, 164, 43, 166] and NSL-KDD [123] have been heavily criti-
cized 1%, mostly because of their age that makes their traffic more unrealistic nowadays,
they remain the most used datasets for the evaluation of IDSs. In fact, more than two
thirds of the papers surveyed in [72] used one of these two datasets. Therefore, while
problematic, they remain often used to compare approaches.

Since these two datasets were considered problematic, more effort has been made in
the last decade to provide datasets of higher quality. In [150, 22, 149], guidelines or criteria
are given to ensure quality of the simulated datasets. They can be summarized as:

— Realistic and diverse traffic. It includes having a variety of equipment in the
network, different user behavior simulated using various protocols, as well as a
diversity of cyberattacks.

— Complete traffic. Information that could be anonymized, such as IPs or packet
content should be retained and not modified. Tools used to extract features should
create a feature set as exhaustive as possible for researchers.

— Documentation. The creation process and necessary information should be as
detailed as possible to be able to conduct proper research.

One critically important parameter is the feature set that will be used to describe
the collected data. In most cases, I'T network data is directly collected using tcpdump.
It can then be used directly in the form of packets, or transformed using a software such
as Argus!! or CICFlowMeter '? to provide statistical data aggregated by flows, i.e., an
entire connection between two machines. Common features are generally basic information
(ports, IPs, etc.) and statistics computed over the connection, such as packets per second,
number of flags (ACK, SYN, URG, etc.), mean size of packets, etc. This level of granularity

is often better suited to represent attacks because a combination of multiple payloads is

10. Authors of NSL-KDD themselves admit in [164] that their dataset still suffers from some of the
problems raised in [118].

11. https://openargus.org/

12. https://github.com/ahlashkari/ CICFlowMeter
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what enables an attack, thus considering a single packet as an attack is often unsuitable.
It also has the benefit of working even with encrypted traffic [137], because statistics focus
on headers and not payload content. However, this obviously lowers the ability of an IDS
to detect attacks that would be differentiated using packets’ payloads.

Since ML-based IDSs trained on a dataset need to be evaluated, the emphasis is often
made on labeled datasets that make this evaluation, and hence the comparison between
IDSs, much simpler. Therefore, the accepted solution to create high quality datasets in the
last decade has been to simulate traffic from as realistic as possible environments. In this
way, labeling the data is relatively trivial, either by using a combination of IPs and ports
used by attacking machines if they are separate from machines generating normal traffic,
or by using timestamps. Although IPs and ports are often used in current signature-
based IDSs, they should be removed or carefully handled in the case of ML-based IDSs to
not generate any unwanted bias. Furthermore, timestamps should be remove altogether,
because they can also induce a bias and do not inform on the characteristics of an attack.

In the last few years, most research on IDSs has fortunately focused on more recent
datasets, such as UNSW-NB15 [123], CIC-IDS2017 or CSE-CIC-IDS2018 [148]. Even more
recently, the DAPT2020 dataset [125] shows attacks methodologies much closer to cur-
rent attack patterns, i.e., Advanced Persistent Threats (APTs), although the dataset is
relatively small. An overview of available datasets before 2020 is provided in [60, 140],
showing their strengths and weaknesses. While multiple datasets exist now, UNSW-NB15
and CIC-IDS2017 have been the most used datasets in the last few years in the field of
intrusion detection. Finally, while much progress has been made, there are still existing
challenges. In [72], authors show that actual coverage of known attacks is still lacking
in existing datasets and that datasets are fixed and unsuited to evolve as new attacks
emerge. Simulated traffic also introduces biases, and should at least be compared to real

world traffic for a better simulation.

Industrial control datasets

Industrial control datasets present some similarities, but also some differences with re-
gard to network datasets focused on I'T equipment. They represent traffic between different
equipment in an Industrial Control System (ICS), e.g., sensors, actuators, Programmable
Logic Controllers (PLCs). There is also a variety of different protocols used, and possi-
bly much more than for network datasets. However, communication on these systems is

generally much more simple than for I'T networks, and also often unencrypted. Therefore,
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packet captures are generally used as-is, and data can be composed of both sensor values
and traffic exchanged with specific protocols, such as Modbus.

More than a decade ago, ICSs were mostly isolated or using obscure proprietary soft-
ware, so securing them from intrusion was of much lower concern. However, since the first
cyberattack involving ICSs, the infamous Stuxnet [55], was publicized, interest in the field
increased. Cyberattacks happening later, such as Industroyer [37] or Triton [44], further
increased the incentive in building IDSs for ICSs.

Among the most used datasets in the literature [16], research often focuses on the
SWaT [86] and WADI [6] datasets. While SWaT is composed of both sensor information
and Modbus packets, WADI only possesses sensor information.

ICS datasets are generally not aggregated into flows. This is mainly for two reasons:
traffic is unencrypted (so packet content is generally more useful than flow statistics),
and sensor data can be assimilated to time series (the time dependency would be re-
moved by aggregating flows), which can be taken advantage of by models leveraging time

dependencies, such as Recurrent Neural Networks (RNNs).

Importance of dataset details and processing for proper comparisons

The dataset used for training an IDS based on ML algorithms is a very important
aspect. Publicly available datasets are generally collected in different forms, separated in
multiple files and can even be available in multiple versions. Such a variety often causes
differences in results, not because of different approaches, but because the dataset used
was different, even though it fundamentally came from the same data.

A well-known example is the NSL-KDD dataset that is available with 8 different files,
representing 4 different datasets in two formats, i.e., csv and arff:

— KDDTrain+ which represents the full train set, only with binary labels for the arff

file, and with multi-class labels and data point’s difficulty for the csv file !3.

— KDDTrain+_20Percent which represents a subset of the train set with only 20%

of the data.

— KDDTest+ which represents the full train set, only with binary labels for the arff

file, and with multi-class labels and data point’s difficulty for the csv file.

— KDDTest-21, which excluded records of the test set with a difficulty of 21.

13. Class difficulty comes from the NSL-KDD article [164] where authors tested 21 ML algorithms on
the created datasets. Difficulty level shows how many classifiers were not able to classify correctly an
instance.
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Although the NSL-KDD dataset is still one of the two most used datasets, its usage
often varies, which impedes comparison between approaches. The choice of a different
train or test dataset necessarily leads to different expected results, and comparison to
approaches using other datasets is not adequate. Furthermore, validation methodology
also varies and while some approaches use one of the train sets and one of the test
sets, other approaches might perform cross-validation on the train set to evaluate their
approach’s performance. However, one of the specificities of the NSL-KDD dataset is
that some attacks are only present in the test set, which makes their detection much
harder. Therefore, it is arguably counterproductive to compare approaches performing
cross-validation with approaches using one of the test sets, both producing results in
clearly different ranges.

A similar problem can happen with both the UNSW-NB15 and CIC-IDS2017 datasets
that are much bigger. In both cases, subsets of the datasets are sometimes used instead
of the full datasets. It might be done to reduce computation time and costs or it might
be done by removing classes to better comply with stated objectives, e.g., only focus
on Denial of Service (DoS) attacks in CIC-IDS2017. This is also more common for the
UNSW-NB15 dataset that directly provides a subset of both training and test sets.

Fortunately, such differences in dataset usage tend to disappear as research progresses
and did not happen as much in the last few years as it did before. For the purpose of
this thesis, the NSL-KDD, UNSW-NB15, CIC-IDS2017, DAPT2020 and WADI datasets
were used. In Table 2.1, details about classes, and total number of samples are available
to ensure proper usage of the datasets. Still, separating datasets into train and test sets
randomly could lead to different class proportions in the two sets, especially for rare
attacks. Therefore, the best method is to perform a stratified split that respects class
proportions.

Finally, while the dataset and how it is used has a huge impact on performance, this
performance is evaluated using metrics often taken from other ML applications. This can
create differences because intrusion detection datasets are generally much more imbal-
anced than, for example, image datasets. Therefore, the choice of the metrics and how to

average them is often more crucial in intrusion detection problems.

2.2.3 DMetrics for intrusion detection

In order to evaluate the performance of ML-based IDSs, metrics are required. While it

is possible to evaluate unsupervised ML models with scores, e.g., silhouette, it is generally
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Table 2.1: Datasets details

Dataset Number of instances per class Total

Normal: 2218761, Generic: 215481, Exploits: 44525,
Fuzzers: 24246, DoS: 16353, Reconnaissance: 13987, 2540047
Analysis: 2677, Backdoor: 2329, Shellcode: 1511, Worms: 174

UNSW-
NB15°

Benign: 2273097, DoS Hulk: 231073, Portscan: 158930,

DDoS: 128027, DoS GoldenEye: 10293, FTP-Patator: 7938,

SSH-Patator: 5897, DoS Slowloris: 5796, DoS Slowhttptest: 5499, 2830743
Botnet: 1966, Web Attack Brute Force: 1507, Web Attack XSS!: 652,

Infiltration: 36, Web Attack SQL Injection: 21, Heartbleed: 11

CIC-
IDS2017"

Normal: 63712

Reconnaissance* — Network Scan: 7614, Account Discovery: 124, Direc-
tory BruteForce: 1503, Web Vulnerability Scan: 2574, Account BruteForce:
94

Establish Foothold* — SQL Injection: 55, Directory Bruteforce: 8467,
Account Bruteforce: 47, Account Discovery: 12, Malware Download: 2, Net-
work Scan: 2, CSRF?: 7, Command Injection: 12

Lateral Movement* — Network Scan: 117, Backdoor: 20, Account Dis-
covery: 2272, SQL Injection: 29, Privilege Escalation: 13

Data Exfiltration* — Network Scan: 9, Data Exfiltration: 6

DAPT2020° 86691

Normal: 947347, Attack 3—4: 1742, Attack 10: 1620, Attack 1: 1502,
Attack_5: 852, Attack_6: 808, Attack 9: 700, Attack_8: 672,
Attack 7: 632, Attack 2: 592, Attack 13: 578, Attack 14: 204,
Attack 15: 89

WADI¢ 957338

* These represent DAPT2020’s four attack stages. Not in bold are each stage’s activities. Stages are
representative of different steps of an APT, while activities are different cyberattacks used in a stage.

! Cross-Site Scripting.
2 Cross-Site Request Forgery.

@ Downloaded from https://research.unsw.edu.au/projects/unsw-nb15-dataset

b Downloaded from https://www.kaggle.com/cicdataset /cicids2017

¢ Downloaded from https://www.kaggle.com/datasets/sowmyamyneni/dapt2020
4 Downloaded via the form in https://itrust.sutd.edu.sg/itrust-labs datasets/
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more objective to rely on metrics used in supervised ML. Furthermore, most datasets used
in current research are now labeled, which also increases the incentive to evaluate using
these metrics from supervised ML.

One important aspect influencing the definition and use of metrics is the formulation
of the problem as a binary problem or as a multi-class problem. In either case, the most
complete representation of an IDS’s performance is the full confusion matrix (Table 2.2
for the binary case example), which can be extended from the binary to the multi-class

case.

Table 2.2: Binary confusion matrix

Predicted Class

Positive Negative
Positive True(ngs)itive False(gﬁg)ative Positive (P)
Actual
Class Ise Positi N .
Negative Fa se( h 1(3)§1t1ve True(TleiIg)atlve Negative (N)
Predicted Predicted

Positive (PP) Negative (PN) Total

Metrics commonly used in ML, e.g., Accuracy (Equation (2.1)), Precision (Equa-
tion (2.2)), Recall (Equation (2.3)) and F1-Score (Equation (2.4)), are generally derived
from the confusion matrix.

Some of these metrics are more or less useful depending on how the problem was
formulated. For example, the Area Under the ROC Curve (AUC), that measures the
likelihood of a model to be more confident in a correct prediction than an incorrect
one, is one of the more informative evaluation metrics for binary problems, whereas it
is not appropriate to use for multi-class problems because it relies on binary decisions.
Additionally, it is ill-suited to cases when there is a disparity in the cost of false positives
and false negatives. In intrusion detection, false alarms are generally considered much less
costly than missed attacks, unless they happen too often, in which case the situation is no
longer manageable by human operators and too many false alarms becomes very costly.

Some of these metrics have also been used with a different name in intrusion detection
to better represent what they mean in the context of IDSs: Recall (or True Positive Rate)
is often called Detection Rate and represents the proportion of attacks that are correctly
detected, while False Positive Rate (Equation (2.5)) is often called False Alarm Rate, and
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as its name suggests, represents the proportion of false alarms.

Accuracy = T];i]]\;N (2.1)

Precision = ;j;i (2.2)

Recall = IE (2.3)

Fi-Seore =2 g ool ~ TXTPAFPTEN Y
False Positive Rate = Fj’\ITD (2.5)

While these metrics are extensively used in different ML applications, there are signif-
icant drawbacks to using most of them for intrusion detection. One of the major pitfalls
described in [14] is caused by the high imbalance between classes in intrusion detection
problems and was further highlighted in [154, 64, 83]. This imbalance will silence sig-
nal coming from less represented classes and might create undue confidence in the IDS.
This is also further accentuated in multi-class intrusion detection where some attacks are
very rare. Unfortunately, while most metrics are not adapted to handle a high imbalance,
which is detrimental to the evaluation, this high imbalance is an inherent characteristic of
realistic intrusion detection problems. Therefore, there are two solutions to this problem:
find more adapted metrics or balance the training dataset. In either case, the test set
should conserve an imbalance representative of real world traffic, and thus using metrics
resistant to imbalance is a must.

Furthermore, when the problem is formulated as a multi-class problem, the impact of
the imbalance increases. For every metric, or even the confusion matrix (when normal-
ized), there are pitfalls and low performance can possibly be hidden. Because presenting
results with too many classes can quickly become difficult, common metrics are often aver-
aged following one of two methods: micro-averaging or macro-averaging. Micro-averaging
factors in class proportion to give more importance to classes that are more prevalent,
which can hide low performance on rare classes. Macro-averaging, on the other hand,
averages without class proportions which can result in giving too much importance to

really rare events. Considering four classes A, B, C and D with respectively 10000, 1000,
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20 and 10 instances, macro-averaging results of a given metric f (results using metric f
for class A are denoted f4) can be obtained as in Equation (2.6), while micro-averaging
results can be obtained as in Equation (2.7). While the confusion matrix does not hide
or overestimate performance, it is often normalized, which in this case, can easily hide

misclassification of overrepresented classes.

fa+ fB+ fo+ fp
4

(2.6)

macro__f =

10000 x f4 + 1000 x f5 + 20 x fo + 10 X fp
10000 + 1000 + 20 + 10

Table 2.3a shows the confusion matrix of a toy example with four classes that can be

micro_f =

(2.7)

used to illustrate how the effect of imbalance is further amplified in the case of intrusion
detection problems. In this context, Class A could represent Normal traffic, Class B could
represent an attack generating a lot of traffic, such as DoS, and Class C and D could
be rarer attacks, or attacks generating a low amount of traffic, e.g., Heartbleed, SQL

injections, infiltration, exfiltration, etc.

When used to present results, confusion matrices are generally normalized using class
support, as in Table 2.3b. By using class support to normalize, the given confusion matrix
actually focuses on detection rate. Given the imbalance in the data, results show the ability
to find all attacks, at the risk of having too many false alarms. For example, Class D that
is always detected shows a detection rate of 1. However, what is not properly shown is that
because of the higher number of Class A incorrectly classified as Class D, the proportion
of Class D predictions that are correct is low. In this case, only one in eleven Class D

predictions is correct.

On the contrary, if we want to focus more on false alarm rate, it is better to normalize
using predictions’ support, as in Table 2.3c. In this case, false alarms will be better
highlighted, but results might not show if rarer attacks are missed. For example, Class C
shows a performance of 1 in the diagonal, because all Class C predictions were correct.
However, half of Class C samples were missed and classified as class A, which is not
properly shown.

While it was shown that the choice about the normalization impacts which information
is highlighted by confusion matrices, they are more rarely used than other metrics, mainly
because the visibility of information decreases as the number of classes increases. As in

other application domains, the most encountered metrics are Accuracy, Precision, Recall
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(a) Example of a multi-class confusion matrix

Predicted class

Class A | Class B Class C | Class D
Class A 9800 100 0 100
Actual Class B 0 1000 0 0
class | (Class C 10 0 10 0
Class D 0 0 0 10
(b) Multi-class confusion matrix normalized by (¢) Multi-class confusion matrix
actual class normalized by predicted class
Class Class Class Class Class Class Class Class
A B C D A B C D
CIXSS 0.98 0.01 0 0.01 0.998 0.09 0 0.91
Class 0 1 0 0 0 0.91 0 0
B
Clé‘ss 0.5 0 0.5 0 0.001 0 1 0
C%‘SS 0 0 0 1 0.001 0 0 0.09

Table 2.3 — Confusion matrices on a 4-class toy example.

and F1-Score. These metrics are often micro-averaged to give single values comprising all
classes for each metric, which is fine with balanced datasets. However, with imbalanced
datasets, results are heavily biased towards showing performance on the most prevalent
classes. Table 2.4 illustrates how micro-averaged or macro-averaged metrics can, respec-
tively, hide low performance or overestimate it in case of imbalanced datasets. In this case,
low detection of Class C as well as the high amount of false alarms for Class D are almost
completely hidden with micro-averaged metrics. On the contrary, they are highlighted
too much with macro-averaged metrics. This raises questions about which method to use,
and might be chosen depending on the goal pursued. If the objective is to focus on better

performance on rare classes, it might be advisable to perform macro-averaging.
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Table 2.4: Micro and Macro-averaged metrics, Accuracy = 0.981

Precision Recall F1-Score
Micro-averaged 0.990 0.981 0.984
Macro-averaged 0.750 0.870 0.694

Unfortunately, research has not yet settled on a comprehensive metric to handle im-
balance in the data. In 2017, [38] advised to use Matthews Correlation Coefficient (MCC)
(Equation (2.8)) to account for imbalance. It is argued that since MCC considers TP,
TN, FP and FN; it is the most complete metric and can account for imbalance. On the
contrary, it is shown in [189] that although MCC might be more complete, it is not very
resistant to imbalance. In this case, the geometric mean of TPR and TNR or the Book-
maker Informedness (BI) (Equation (2.9)) might be better adapted. It is also argued that
BI, similarly to MCC, captures information on both the positive and negative spectrum
while simultaneously resisting to imbalance, and is therefore a better metric. However,
these conclusions stand only for binary problems and are much less accurate in multi-class

problems.

VOO — TP x TN — FP x FN (28)
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

TP TN
BI:?—l—W—l (2.9)
Since there is no perfect metric currently available, the generally accepted solution is
to represent results using multiple metrics, as suggested in [154]. Better yet, a metric or
metrics adapted to the cybersecurity landscape should be developed to properly handle
the imbalanced data in intrusion detection problems, as well as the different costs (hu-
man costs for investigation and financial costs for discontinued services and remediation),

related to missing attacks or raising too many false alarms.

Finally, one of the major deficiencies of current metrics is that they are generic, and
cannot account for the importance of different classes. In cybersecurity, different attacks
are undoubtedly not equal, and detecting a currently ongoing exfiltration of information

is much more critical than detecting a port scan.
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2.3 Evolution of ML methods and their application
to IDSs

ML methods applied to intrusion detection can be divided into two main categories
depending on the objective: globally separate attacks from normal traffic, or be able to
categorize traffic into different classes comprising normal traffic and different cyberattacks.
In the former case, anomaly detection approaches or binary classification approaches are
employed. In the latter case, multi-class classification approaches are used. From an opera-
tional context, anomaly detection tries to inform of a suspicious behavior, while relegating
the task of investigating what is happening to human operators. This could potentially
help find ZDAs, or even faults in some equipment, but requires extensive investigation
efforts from human operators. On the contrary, multi-class classification approaches raise
alerts when identifying known malicious behavior. This can greatly decrease the work-
load of human operators, since they only have to verify that the alert raised was correct.
For the purpose of this thesis, more emphasis will be put on multi-class classification ap-
proaches, because we consider that using methods based on anomaly detection would lead
to unmanageable workloads. Indeed, human operators are generally unable to handle all
alerts considering real-time constraints (an alert about an ongoing cyberattack has to be
verified quickly), so limiting the scope of investigations by providing information about
the potential cause of an alert is preferable.

In anomaly detection like in multi-class classification, there have been multiple meth-
ods employed over the years, which can be categorized into “shallow” models and Deep
Learning (DL) models. “Shallow” models have been used since research started on be-
havioral approaches for intrusion detection. The difference between the two comes from
the fact that “shallow” models do not change the representation on the data, while DL
methods will create new latent representations of the data. These new representations are
potentially richer, and features better disentangled, which can improve detection perfor-
mance. Therefore, DL models perform a kind of automated feature engineering, removing

the need to do it manually.

2.3.1 Anomaly Detection

Anomaly detection is used in many different applications, from detecting illicit finan-

cial transactions, to identifying faults in some equipment. In [142], an anomaly is defined
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as “an observation that deviates considerably from some concept of normality”. In the
context of intrusion detection, these approaches are useful when only normal traffic is
defined and we want to be able to differentiate it from abnormal behavior, correspond-
ing to potential cyberattacks. Although training data can be “corrupted” with a small
prevalence of some attacks, it is generally assumed that training data is composed only

of normal traffic.

While methods employed in binary-classification are generally the same as multi-class
classification, the evolution of unsupervised methods also followed a similar trend to that
of multi-class classification methods. The first methods used were shallow models, e.g.,
One-Class SVM, Isolation Forests, Local Outlier Factor, and can prove useful in a context
where no information is available about classes and their low computation requirements
makes them highly scalable IDSs [135].

DL methods were then increasingly used, with Auto-Encoders (AEs) being the most
used method. They are specific NNs that are built with an encoder part that maps data
to a latent space of lower dimension, and tries to recreate the original data through a
decoder part. The reconstruction difference is then used to detect anomalies. Although
these models are more efficient at detecting cyberattacks than their “shallow” counterparts
[125], they are more often used as feature reduction techniques [180, 108] because of their
ability to create lower dimensional representations while losing less information than other

techniques like Principal Component Analysis.

Finally, generative models were developed to better model the underlying distribution
of the data, with Variational Auto-Encoders (VAEs) and Generative Adversarial Net-
works (GANSs). In intrusion detection, both techniques model the distribution of normal
traffic, and while VAEs generally make assumptions about the distribution, such as be-
ing a mixture of gaussians, GANs generally do not make any assumption. While these
techniques show a higher detection rate of anomalies than previous approaches [130, 178,
129, 46|, they are also often employed because of their ability to model the underlying
distribution of the data to generate synthetic traffic. As will be shown in Section 2.4.1,

these techniques can be used to solve the imbalance problem.

However, as already argued in this thesis, we believe anomaly detection methods are
unsuitable to help in decision-making because too much information is lacking and their

false alarm rate is notably higher than multi-class classification methods [81].
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2.3.2 Multi-class classification methods

As mentioned previously, we believe that multi-class classification approaches present
more advantages that anomaly detection and binary classification methods, so we will

focus on multi-class classification approaches in this thesis.

“Shallow” Learning

“Shallow” models refer to models that are not part of the DL category, e.g., tree-based
classifiers, SVMs, regression methods, etc. While some models are relatively simple in how
they work, they can still achieve a high detection rate. They are also generally much faster
to train, and most also scale well as data increases. However, it is generally accepted that,
as data and complexity increases, they tend to perform worse than DL techniques.

The most often encountered “shallow” learning models are:

— Tree-based classifiers. Decision trees [30] and Random Forests [29] are the most
common. More advanced tree-based models using Boosting such as XGBoost [35]
are sometimes encountered.

— Support Vector Machines [41].

— Regression methods, e.g., linear regression, logistic regression [161].

— k-Nearest Neighbors [42].

— Bayesian approaches, e.g., Naive Bayes [93].

— Clustering methods, e.g., k-means [115], DBSCAN [53].

In the context of IDSs In 2010, [95] showed that approaches mainly centered around
the previously mentioned approaches. Furthermore, it showed that ensemble methods
(combinations of multiple ML models) were already used and often better than single
classifiers. Finally, it already highlighted concerns that still remain to this day: handling
of large traffic volumes for real time analysis and detection of rare attacks. While there
has not been much improvements in the ML models employed, research tried to enhance
their performance with careful data pre-processing, feature selection [102, 80, 165, 24, 5]
or class balancing with approaches [165] such a SMOTE [34] or ADASYN [68].

While most of these methods tend to either not perform well or not scale well as
complexity and size increases, tree-based classifiers, and particularly those based on tree
ensembles, can often achieve performance similar to most DL approaches on existing

public datasets.
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Deep Learning

Although research on DL techniques started much earlier, it was actually coined as
such in 2015 in [98]. These techniques are based on the concept of multiple neuron lay-
ers separated by non-linear activation functions, where the model is trained using back-
propagation. Breakthroughs around the mid-2010s, mainly in image processing applica-
tions with Convolutional Neural Networks (CNNs), really popularized the research topic.

In the last decade, with the rapid growth in hardware capabilities, ML has observed
many breakthroughs in multiple domains. This enabled the usage of more complex models,
among which DL models are at the forefront. The amount of internal parameters in
different DL models increased from the tens of thousands, to the millions or even billions.
Depending on various factors and problem formulations, different ML models are more
often employed, e.g., CNNs for image recognition, transformers for language, etc. These
models are however focused on tasks that can be put into two main categories: binary or

multi-class classification, and anomaly detection.

In the context of IDSs While they were already used before, the late 2010s also
marked a shift from regular ML (shallow models) to more DL methods. In [74], authors
provided a taxonomy of existing methods to build IDSs where they asserted that DL
methods reach a higher performance than shallow models. In [56], authors expanded on
DL for IDSs and showed that the most used DL methods are Deep Neural Networks
(DNNs), RNNs [19], CNNs and restricted Boltzmann machines.

At the same time, because of the accepted limits of existing datasets, more research
tried to evaluate approaches on multiple datasets, such as in [170, 54]. This trend is
still continuing with most research papers now using at least two to three datasets for
evaluation purposes.

While CNNs have revolutionized computer vision, it provides less benefits in the con-
text of intrusion detection. Convolutions can capture higher level information but there is
no spatial dependency between traffic features. Although 2D CNNs could be used to take
into account temporal information, RNNs are naturally more adapted and probably a
better choice in this case. Nevertheless, 1D CNNs have been used often in intrusion detec-
tion [183, 186, 70] and show a relatively high performance. Since they are able to perform
as well as other methods while using convolutions on often unrelated features, this brings
back to the question of the adequacy of the data and metrics used for evaluation.

While some variations exist, the core concept of being able to forget or remember
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information, potentially long-term, remain the same. As such, Long-Short Term Memorys
(LSTMs) [73] are particularly interesting in intrusion detection applications where data
takes the form of time series, e.g., in ICS applications with sensor data [10]. However,
although often employed on data in the form of flows, they does not seem to bring any
benefits compared to more regular NNs [40]. Another potential use of LSTM networks is
on data in the form of packets, where temporal dependency does exist, although research
on this topic remains sparse.

More recently, with the same objective, approaches leveraging transformers, architec-
tures based on the concept of attention, were tested in intrusion detection [174, 108],
including on data in the form of packets [66]. Approaches using CNN-LSTM or CNN-
BiLSTM were also used for the same purpose [157, 84, 2, 65, 167, 176, 61]. However, as
argued previously, the use of CNN, LSTM, attention and transformers, or a model com-
bining multiple concepts, still remain weakly adapted to intrusion detection when data
takes the form of flows. While performance is similar or sometimes better than other ap-
proaches, this is often due to a bias in the methodology used, e.g., a specific usage of the
dataset, or simply because of the inadequacy of existing metrics for heavily imbalanced
datasets.

While different methods have been used in the context of intrusion, there has rarely
been models that are able to leverage characteristics of the intrusion detection problems

or even to leverage network or cybersecurity knowledge.

Integration of network topology

When using ML for intrusion detection, it is important to remove information that
might potentially bias the ML model towards a specific behavior or make the detection
task too simple. As such, features such as IP addresses, sometimes also ports, are often
removed from the feature set, because they might hinder the ability of models to generalize.
Datasets are often created with specific machines performing the role of attackers, which
leads IP addresses to be a sufficient descriptor to predict a cyberattack in many cases. A
training ML: model would then only focus on this particular feature instead of learning to
recognize different attacks. However, while IP addresses might induce a strong bias, they
are still relevant information. For example, a machine in a local network communicating
with a machine outside the network might be a strong signal for suspicious behavior.

Similarly, port number might be important information. For example, an IDS raising

an alert of an unauthorized SSH connection attempt when port 22 is not used should
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obviously be incorrect. Some features are thus in an awkward spot where they might bias
or prevent the IDS from learning correctly, but still represent important information.

Graph Neural Networks (GNNs) provide a possibility to take into account network
topology without biasing the IDS. Besides their ability to consider network topology,
GNNS5s present various advantages depending on how they are constructed:

— Attributed graphs are the most simple GNNs useful in intrusion detection. Nodes
or edges can possess information about machine state or communications, which
could be richer than only flow features.

— Spatio-temporal graphs can preserve temporal information, which allows for a bet-
ter detection of sudden changes in behavior, as in [27].

— Dynamic graphs are especially useful to represent networks that evolve as new
machines are added or new communications are initiated.

GNNs are generally trained by updating the embedding of nodes, considering the
information contained in edges, in attributes, and using a node’s neighborhood. While this
can provide rich representations, this can also be difficult to scale. As such, an approach
restraining the neighborhood of nodes was developed [110]. However, while this shows
improvements, it is still unclear if GNNs would be able to scale well enough in real-world
applications.

Most of the research on GNNs in intrusion detection has focused on static graphs
[32, 134, 128, 185, 63, 7] where the topology is fixed during training and the same is
used for testing. While static graphs are useful to understand past attacks behavior, they
are unsuitable for real-time applications where topology might evolve. As such, dynamic
graphs where the topology can also evolve will have a better potential to detect attacks
in real time [188]. In [100], both static and dynamic graphs (topology is different between
training and testing) are used and dynamic graphs show a similar performance to static
graphs. However, more research needs to be done on the topic to ensure the ability of

dynamic graphs to change along with topology while retaining a high detection rate.

2.4 Increase trust in the IDS

Various factors can influence trust in the IDS. Two of the most obvious factors are the
positive expectations of the model, as well as the ability to understand the decision [168,
169]. Positive expectations of the model in the context of IDSs is influenced by its ability

to correctly detect attacks, while not raising too many false alarms. On the other hand,
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the ability of a human to understand the decision greatly depends on the ML model used.
Some models are already understandable, e.g., Decision Trees, but most are difficult or
impossible to understand, e.g., Neural Networks, ensemble methods, etc.

Most of the work to improve performance of IDSs in the context of intrusion detection
has focused on improving the MLL models used or trying to remediate to some difficulties

encountered in intrusion detection problems, e.g., the imbalance in the data.

2.4.1 Improve performance by reducing the imbalance problem

Intrusion detection is a research topic where classes are notably imbalanced. While
normal traffic is predominant, the imbalance increases greatly when considering multi-
class problems since many cyberattacks do not produce a lot of traffic and are thus
very rare. Most ML models generally struggle to properly recognize rare classes because
their training mechanisms are more influenced by the higher amount of errors made on
more prevalent classes. As such, techniques to reduce this imbalance, whether partially or
completely, have been used to build IDSs. It can be as simple as random undersampling
or oversampling, or undersampling of the majority class, as in [66]. However, it can also
be done through other more advanced techniques.

One such technique is SMOTE [34] that will synthesize samples of underrepresented
classes. In [68], authors try to improve upon SMOTE by proposing a method using a
weighted distribution to focus more on synthesizing samples of classes that are difficult
to learn. Both of these techniques follow a simple generation method: given a sample and
its neighbor, it will generate a new sample between both points using some A (randomly
chosen between 0 and 1) parameter.

Both of these methods have been used in [84, 57, 182, 162, 167, 183, 108, 163, 61| and
resulted in an increase in performance. In [15], various combinations of random oversam-
pling and undersampling, SMOTE and ADASYN, are used and show improvements over
regular training.

Additionally, probabilistic estimators used in anomaly detection are able to generate
data from the distributions they learned. Two such examples are VAEs and GANs. VAEs
are auto-encoders that learn the distribution of the latent space obtained through encod-
ing and reconstruction of the original data. There are generally assumptions made on this
distribution, such as being a mixture of gaussian distributions. This enables them to lever-
age the learned distribution to generate new samples, but has to follow the assumptions

made. GANs were introduced in [62] as a new method to estimate generative models via

31



Chapter 2 — Machine learning applied to intrusion detection

an adversarial process. They are trained by simultaneously training two models: a gener-
ator G and a discriminator D. G will try to generate samples as close as possible to the
distribution of the data, while D will try to distinguish between real data and data gener-
ated by G. In practice, the generator will be a function that maps a random variable from
a simple distribution, e.g., the uniform or gaussian distribution, to the data’s distribution.
Contrary to VAEs, GANs generally do not make assumptions about the distribution they
model. While this allows for possibly better performance, GANs are notably harder to
train.

In [78, 45, 132], GANs are employed to balance datasets, whereas in [107, 171], Wasser-
stein GANs (WGANS) are used. In many cases, GAN or WGAN approaches are compared
to previous methods such as SMOTE and ADASYN and show improvements in perfor-
mance. In [78], it is suggested that GANs are better than previous methods to generate
samples because they are better at generating samples of classes that are quite close.
Finally, in [179], VAEs are used with WGANS to generate samples. In [48], authors sug-
gest that GANs are therefore more effective in generating samples than techniques like
SMOTE or ADASYN because they also learn the latent representation of classes, which

allows them to create more consistent samples.

2.4.2 Understanding the decision process

In order to understand how an IDS built using ML models comes to a decision, there
are two possibilities: the model in itself is understandable, or external tools such as Ex-
plainable AI (XAI) are used.

Transparent models

The simplest solution to understand an IDS is to use ML techniques that are transpar-
ent to a human, i.e., their working process is easily understandable. Among the possible
models, we can find:

— Linear Regressions. They are basically using weights to learn a function of the

form W7 . X +b.

— Decision Trees. They are learning rules that allow to differentiate between sam-

ples, e.g., source port = 22.
— k-Nearest Neighbors. They are simply classifying using the closest known sam-

ples.
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— Bayesian models. They are based on Bayesian theory and how they work can be

understood by humans.

More models based on rules or simple mathematical computations can also be in-
cluded, e.g., fuzzy-rule systems, generalized additive models. However, it is important to
note that any model that is transparent can also become difficult to understand as it is
complexified. For example, a linear regression with thousands of weights, or a decision
tree with thousands of nodes are difficult to comprehend.

In [160, 25], tree methods are used in order to build an IDS that can explain its
decisions by using the trees’ splitting rules. While this is doable because tree methods
are among the better performing transparent models, their complexity increases with the
size of training data and can make the decision process too complex to be understand-
able. Limiting their size is possible but will lead to decreased performance, which is also

unwelcome.

Explainability

XAl is a research topic that gained traction relatively recently, mainly because of the
usage of ML models in various high stake real world applications, such as autonomous
driving, as well as the legislative pressure on the usage of ML.

XAI methods can be divided following three characteristics [105, 3, 11, 146]:

— Local vs. global. A local method will try to explain a prediction of a single
sample, how a model reached its decision, while a global method will try to explain
the behavior of the model for all possible data.

— Model-agnostic vs. -specific. This refers to the ability of the method to work
with any kind of ML model.

— Intrinsic vs. post-hoc. Intrinsic methods integrates the explanation process into
the ML model, while post-hoc methods are used after a model is built and trained.

Depending on the goal, there are also different ways to present the information pro-
vided through an explanation [11]: textual explanations, explanations by example or coun-
terfactual, explanations by simplification and feature importance. Textual explanations,
as the name suggests, provide textual responses as to explain a decision. Explanations by
example are leveraging examples or counterfactuals to explain why a decision has been
made as it has. They show similar examples that were classified in the same way to sup-
port the decision, while counterfactuals show what should be changed for the decision to

be different. Explanations by simplifications try to build an understandable ML model,
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e.g., a DT, a Linear Regression (LR), that will mimic the global or local behavior of the
model to explain. Finally, feature relevance methods are possibly the most researched and
used XAI methods, for their ease of use with different kinds of data.

As has been the case with DL, the privileged application domains for XAl have been
images and text. As such, many of the methods are not necessarily applicable in the
context of intrusion detection. For example, a few popular feature relevance methods
[152, 153, 147] are built for and only really usable with images. Counterfactuals and
explanations by example are usable for any kind of data, but are much easier to understand
when applied to images.

For intrusion detection, much of the work has focused on two of the most popular
model-agnostic methods: LIME [138] and SHAP [112]. Both of these methods provide

interpretable local approximations of the model to explain.

LIME stands for Local Interpretable Model-agnostic Explanations and provides expla-
nations by creating an interpretable model, chosen in [138] to be a sparse linear regression.
This interpretable model learns with locally created interpretable representations to be-
come locally faithful, i.e., it will locally make the same predictions as the classifier to
explain. These interpretable representations are representations of features that make
sense to a human. In more formal terms, LIME defines an explanation as a model g € G,
with G being the class of interpretable models, and g representing the presence or ab-
sence of individual interpretable components. Additionally, a measure of the explanation
complexity €2(g) is used to ensure that the interpretable model g does not become too
complex. With the explained classifier being denoted as f, m,(z) being a proximity mea-
sure between x and z, we have L(f,g,m,) as a measure of how unfaithful the created
interpretable model g is with regard to the explained classifier f. The goal is then to find
the most faithful g with low enough complexity, as described in Equation (2.10).

argmin L(f, g, m) + Q(g) (2.10)
geG

SHAP stands for SHapley Additive exPlanations and is inspired from Shapley values in
cooperative game theory. In [112], the authors argue that multiple XAI methods relying on
local approximation of the classifier to explain can be unified and described with additive
feature attribution methods. Given a classifier f, a mapping function A that maps from

original features x to interpretable features ' and vice-versa, z = h,(z’), an explanation
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g and a number M of interpretable features, we have z; being the absence or presence of
interpretable feature ¢ and have to find Shapley values ¢;,i € {0, ..., M} such that:

M
9(2) = ¢o + Z Gizi (2.11)
i=1

To follow properties of local accuracy '#, missingness '* and consistency ¢, there is only

a single explanation model g with ¢; being computed as in Equation (2.12).

oi(fox) = 2| (M ;/[\;z’] —1)!

2/ Ca’

[fao(2) = fa(z"\ 1)) (2.12)

where ' = h,(x), |2'| is the number of non-zero entries in 2/, and 2’ C 2’ represents all 2’/

vectors where the non-zero entries are a subset of the non-zero entries in z’.

For intrusion detection tasks, LIME has been used in [175, 116, 77] and SHAP in [173,
116, 124, 17, 182]. While this shows which kind of explanation can be expected from these
methods, few has been done to actually evaluate the quality of explanations or if they

would be useful for the end-users in an operational context.

2.5 Complement signature-based approaches with de-

tection of zero-day attacks

One of the major limiting factors for the widespread adoption of ML methods for
IDSs is that existing signature-based methods work relatively well and significant work is
still put into improving these methods. While ML methods have some advantages, e.g.,
more flexibility, possibly better performance, the ability to detect ZDAs, they also have
disadvantages, e.g., more false alarms, often being impossible to understand. Therefore, it

might be more productive to conceive hybrid systems, with IDSs based on both signature

14. The explanation model and original model have the same output.

15. Features missing in the original input should have no importance in the explanation.

16. If the model changes such that a feature becomes more important for a prediction, it’s importance
in the explanation should also increase.
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and ML approaches. As such, focusing research in ML methods where signature-based

methods are lacking is obviously more fruitful.

2.5.1 Zero-day attack detection

A major benefit of IDSs based on ML models is their potential ability to leverage data
to detect ZDAs. There are three very different methods to do so:

— By performing anomaly detection. In this case, there are two possibilities: binary
classification or Out-of-Distribution (OOD) detection. Given a labeled dataset com-
posed of different attacks and normal traffic, performance may vary. In the former
case, detection performance on known attacks will be higher, at the cost of a lower
detection performance on ZDAs. In the latter case, detection performance will be
similar for both known and ZDAs.

— By using multi-class unsupervised methods, such as clustering. While anomaly
detection simply separates between normal and anomalies, multi-class unsupervised
methods allow to separate into more than two groups.

— By using Open-Set [144] or Open-World [18] learning. Both approaches fundamen-
tally rely on supervised methods to learn to differentiate normal traffic and known
attacks, and are thus able to perform multi-class classification. In the former case,
the approach can “reject” unknown samples and consider them as anomalies, be-
cause they are unable to attribute them to known classes with sufficient confidence.
In the latter case, the approach goes further by trying to differentiate the detected
anomalies to classify them into new classes.

Regardless of the choice, methods employed for the detection of ZDAs are different
from those employed for IDSs in general. For the purpose of this thesis, since we strongly
believe that IDSs should operate in a multi-class setting, we will only consider Open-Set
Learning (OSL) and Open-World Learning (OWL).

In intrusion detection, much of the work about detection of new classes has focused
on OSL. In [143, 92, 39, 79], it is shown that using OSL methods can lead to detection of
unknown classes with a rate ranging between 20% and sometimes up to 90%. However,
these approaches only consider a single anomaly class, and sometimes are tested on rel-
atively small datasets. Furthermore, they are always tested by leaving out one attack of
the dataset, which restricts the distribution of unknown attacks to that of only a single
class. As such, this is unclear if and how these methods would scale when considering

multiple different new classes, even if considering them as a single anomaly class.
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Contrastive Learning for zero-day attacks

Contrastive Learning (CL) has gained popularity in recent years by decreasing the
difference in performance between supervised and unsupervised DL on image applica-
tions [82]. CL is based on NNs that will learn a new representation of the data, to be
used in downstream tasks. It typically relies on self-supervised learning, which is based on
augmentations. Augmentations are transformations of the data that retain the semantic
information, e.g., color shifts in images still represent the same object. These augmenta-
tions are used to create samples that share the same semantic information and are called
positives. Other samples or augmentations of other samples are considered as negatives
samples. The goal is then to learn a representation space where anchors are close to their
positives and far away from their negatives. However, augmentations are much more dif-
ficult to define in the case of IDS datasets where modifications of some information, e.g.,
ports and protocols, can be too complex or even counterproductive because they do not

retain the semantic information.

An important component of CL that requires careful consideration is how anchors,
positives and negatives are chosen for training. Anchors are data samples that will serve
as reference to select both positives and negatives. Positives are data points, possibly
created from the anchors through some transformation, that share semantic information
with the anchors. Negatives are other data samples that generally do not share semantic
information with the anchor. The contrastive objective is then to update NNs’ latent
space such that positives are brought closer to anchor, and negatives are pushed further

away from anchors in the latent space.

In a typical contrastive training, the objective is to create a latent space in which
anchors are brought closer to positive samples that should contain the same semantic
information as anchors, and further from negative samples. Given a batch I of samples

and z; being the output of z;, the training loss can be expressed as:

exp(z; - 2 . T
L contrastive = — Z log ( v posztwe/ )

iel > eap(i-z/7)

a€Negatives

(2.13)

In Equation (2.13), ¢ is thus the chosen anchor. For both positives and negatives,
z; - z; represents the distance between the two chosen samples. Therefore, both the dis-
tance and 7, a temperature parameter that influences the amplitude of the loss, are

hyper-parameters. While the chosen distance allows to define what is spatially closer or
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further away, the temperature parameter allows to define the force with which positives

are brought closer and negatives pushed further apart.

In a self-supervised training, a positive is generally obtained by “augmenting” the
anchor. Taking images for example, this could be done by cropping or rotating the anchor.
Negatives are generally composed of all samples except the anchor. However, in intrusion
detection, the creation of positives represents a substantial obstacle: how to change a flow

or a packet while conserving its semantic meaning?

A solution to this problem is provided in [90] where a loss function using supervised CL
is developed. Instead of “augmenting” anchors, positives and negatives can be selected us-
ing labels. An additional benefit of using this method is that positives encompass multiple

instances of the same class and are not limited to augmentations of the anchors.

Graphic removed to respect copyright.

Figure 2.4 — Self-Supervised and Supervised Contrastive Learning. Credit to [90].

Still, CL appears to be a promising solution to detect ZDAs, although it is a relatively
new ML topic for cybersecurity, and research using CL in intrusion detection is relatively
scarce. In [181], it is shown that using a contrastive loss alongside a more common cross-
entropy loss can achieve state-of-the-art results in intrusion detection. Unfortunately,
the detection of new classes is not addressed. In [111], CL is used to perform intrusion
detection and new class detection, where it shows similar performance ranges to [143, 92,

39, 79].
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2.6 Conclusion

In a context in which IDSs are unable to act autonomously for both detection and
defense, it will inevitably be used to help decision-making of human operators. As such, a
human operator should be able to trust that the IDS is not mistaken in order to confidently
investigate the alerts in the direction the IDS is pointing to. Therefore, in the current
research landscape, there are a few important limiting factors [114, 9]:

— The inherent difficulty of the intrusion detection problem.

— The quality of datasets.

— The quality of metrics.

— Limits related to ML algorithms:

— The difficulty to understand them.
— The high requirements in labeled data quantity.
— The necessity to frequently update the model as the system changes, or new
data or classes need to be properly recognized.
— The resistance to adversarial attacks.
In this thesis, we developed different methods to address some of these limitations,

which will be introduced in the following sections.

2.6.1 Difficulty of the intrusion detection problem

The intrusion detection problem is inherently difficult for various reasons. First, normal
traffic is generally much more diverse than other classes, i.e., different cyberattacks, and
more prevalent. Therefore, when an attack signal is relatively weak, IDSs tend to lean
towards identifying it as normal because of its prevalence. Secondly, many attacks try
to be as discreet as possible, which further exacerbates this problem. Figure 2.5 shows
the t-SNE [113] representation (a non-linear dimension reduction technique) of 30% of
the CIC-IDS2017 dataset. It illustrates the fact the normal traffic is much more diverse
as other classes, as well as the fact the different cyberattacks often overlap with normal
traffic.

2.6.2 Limits and problems of intrusion detection datasets

An IDS should be trained on data as close as possible as what will be encountered in

real-world situations. Otherwise, a notable decrease in performance is to be expected.
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® Normal DoS GoldenEye DoS slowloris © Infiltration Web Attack Brute Force
Botnet DoS Hulk FTP-Patator ® PortScan @ Web Attack SQL Injection
® DDoS @® DosS Slowhttptest @® Heartbleed ® SSH-Patator ® Web Attack XSS

Figure 2.5 — t-SNE representation of 30% of the CIC-IDS2017 dataset

Unfortunately, many publicly available datasets are now old enough that the traffic
they contain does not represent current traffic and attack methodologies. As stated in
Section 2.2.2, two of the most used datasets, KDD’99 and NSL-KDD, are much too old.
In [89], it is argued that even more recent datasets can quickly become obsolete in this
quickly evolving threat landscape, unless routinely updated. While substantial work has
been made to provide documented datasets following a more thorough methodology, such
as for CIC-IDS2017, errors still remain [106, 97].

Our own experiments on the UNSW-NB15 data revealed similar findings. For example,
most of the samples 424772 to 424824 of the UNSW-NB15_4.csv file have equal values for

all features, while having different labels: Exploits, Reconnaissance, DoS, Backdoor and
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Fuzzers. Consequently, any IDS would be unable to differentiate between these samples.

Unfortunately, there is no perfect public dataset yet, so validating an approach us-
ing the best publicly available datasets remains the only solution so far. An alternative
approach would be to create and work on our own datasets, but this requires significant

work and could instead impede comparison with other state-of-the-art approaches.

2.6.3 Limits of machine learning metrics

In order to properly compare different IDSs, the metrics used should correctly reflect
the cost of either missing attacks or raising false alarms. While imbalance is a common
problem (and still difficult to solve), intrusion detection also brings its own set of problems:
cyberattacks and systems to protect are not equal, and it can be very beneficial in many
cases to take this into account.

For example, a model that is very efficient in detecting DoS attacks will be much
less useful on a system with sufficient capabilities to handle the additional load. An
attack giving root access on a machine will also be more important to detect than port
scans regardless of the system and giving additional importance to detecting elevation of
privileges might make intrusion detection systems more useful.

Consequently, Chapter 3 in this thesis focuses on the creation of new ML metrics more
suited to the evaluation of IDSs by integrating Common Vulnerability Scoring System

(CVSS) scores into existing metrics.

2.6.4 Challenges related to ML methods

ML methods, regardless of the application domain, are often subject to the same

drawbacks and limitations.

Requirements in labeled data

Multi-class classification approaches definitely require labeled data to learn. As has
been proven with Large Language Models (LLMs), the ability to generalize can simply
come from a larger amount of data, reducing the potential appearance of edge cases not
encountered during training. However, in the context of intrusion detection, new attacks
are constantly created, and it is thus necessary to be able to learn to recognize attacks
with only a few instances. Few-shot and Zero-shot learning techniques can contribute to

this problem by training models to generalize more easily to properly recognize relatively
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rare classes. The approach developed in Chapter 5 is able to be trained with a low amount

of labeled data and is thus able to answer to some of these concerns.

Interpretability of ML methods

Most current ML methods are based on DL techniques and their decision are thus not
understandable to Artificial Intelligence (AI) practitioners, much less to potential end-
users. One of the possibilities is to leverage XAl to explain decisions. However, as it will
be shown later in Chapter 4, XAl is also subject to similar limitations as ML methods,
such as the difficulty to evaluate the quality of explanations. Therefore, different metrics
and properties were defined to provide a more objective way to evaluate explanations,
as proposed in [126]. Following this evaluation of two popular XAI methods, LIME and
SHAP, we developed a method (in Chapter 4) to leverage the evaluation of explanations

to verify the accuracy or correct predictions of an IDS.

Concept drift and frequent model updates As has been mentioned previously, the
cybersecurity landscape is constantly evolving, be it with new communication paradigms,
new protocols and new cyberattacks. Normal traffic can change and new cyberattacks can
appear. IDSs based on ML methods have to constantly be retrained to integrate these
changes, which can be very time consuming, and can even create a race where ML methods
would constantly need to be updated to follow recent changes. The approach developed in
Chapter 5 is able to detect new cyberattacks faster, thus allowing to accelerate the update
process of an IDS. Additionally, ML paradigms such as active learning or incremental

learning can be beneficial to more quickly have up-to-date IDSs.
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CHAPTER 3

INTEGRATION OF CYBERSECURITY
KNOWLEDGE THROUGH CVSS SCORES

Coming back to the typical use-case scenario presented in Figure 1.1 (Page 1), we can
identify two different actors that have different knowledge and different needs: Artificial
Intelligence (Al) practitioners and cybersecurity analysts. The handling of data has to be a
shared endeavor, because both parties have specific needs. Al practitioners will need data
in a specific format to both train and evaluate an Intrusion Detection System (IDS), while
cybersecurity analysts need more raw data, both for logging and investigation purposes.
While the IDS and a possible explainer are built by Al practitioners, the end users will
be cybersecurity analysts. Therefore, the perception about performance of an IDS might
not be the same for both actors. While an Al practitioner might be satisfied with a near
perfect Recall, a cybersecurity analyst will be more interested in how much damage a
cyberattack will actually cause.

Therefore, to be able to compare different Machine Learning (ML) approaches, it
is important to have adequate metrics that properly represent the advantages of some
approaches over others, for both AI practitioners and end-users. While most metrics,
e.g., Accuracy, Precision, Recall, are usable with any classification task, some metrics
are developed with specific goals in mind. For example, BLEU [131] and ROUGE [101]
are metrics developed for Natural Language Processing (NLP), particularly suitable for
translation tasks. Both metrics compare n-grams (groups of n words, e.g., bi-grams are
groups of two words) between machine translated texts and a set of human translated
references. BLEU is similar to the precision metric, but adapted to NLP, where the number
of n-grams matching between machine translation and human translation are divided by
the number of n-grams in the machine translation. ROUGE is similar to recall and divides
the matching number of n-grams by the total number in the reference human translations.
In the same way, Intersection over Union (IoU), measuring the overlap area of a ground

AnB

truth box and a prediction box over the union area (IoU = 45%) is generally preferred to
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other metrics for image segmentation tasks.

In the context of intrusion detection, while research has tried to mitigate the impact
of imbalance, as shown in Chapter 2, there has been no tentative to create new metrics or
adapt existing metrics to compare IDSs from a cybersecurity perspective. The two main

requirements that need to be reflected in the given metrics are:

— Cyberattacks are not equal, and detection of attacks having a bigger impact should
be prioritized.
— Systems to protect have their own requirements and a same attack will not have

the same impact on different systems.

An obvious choice to integrate cybersecurity knowledge into IDSs is to leverage the
MITRE ATT&CK framework!. MITRE ATT&CK is a knowledge base of tactics and
techniques used to identify and categorize cyberattacks. However, while this is a great
source of information and can definitely be useful to create a taxonomy of threats, it is
difficult to apply to ML processes, particularly for evaluation purposes. Conversely, adding
a numerical value representing the severity of an exploited vulnerability is a much easier
task. This score is generally computed using the Common Vulnerability Scoring System
(CVSS) 2, a scoring system used to grade the severity of a vulnerability according to its
characteristics. CVSS scores are based on the Confidentiality, Integrity and Availability
(CIA) triad and take into account parameters relative to the difficulty of performing an
attack, as well as its impact, to compute a score representative of an attack’s severity.
Therefore, integrating CVSS scores into metrics allows solve the first requirement, i.e.,

more severe attacks have more importance in the results.

Research on the usage of CVSS scores in the context of cybersecurity has mainly
focused on evaluating the security of systems and few has been done to evaluate IDSs.
While the idea of leveraging CVSS in Intrusion Detection is not recent, as in [13] where it
has been used to evaluate severity of alerts raised by probes, it has rarely been used since
then. In [59, 58], CVSS scores have been used in coordination with attack graphs and
Bayesian networks to evaluate or estimate the security of networks, thus extending the
use of CVSS scores to also consider attack paths instead of a single vulnerability. In [26],
CVSS scores are used with dynamic attack graphs to evaluate the overall security of a
system. Although CVSS scores are originally defined for regular Information Technology

(IT) networks, [136] have focused on extending the framework to also encompass Industrial

1. https://attack.mitre.org/
2. https://www first.org/cvss/v3.1/specification-document
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Control Systems (ICSs), showing the interest in such framework to evaluate security of
a system. Finally, recent work [23] suggests that CVSS can be used to prioritize what is
more severe. While research to extend CVSS scores to more use cases exists, it focuses on
evaluating the security of a system and can be researched further to improve IDSs.
CVSS scores can be integrated into all phases pertaining to building an IDS, as shown

in Figure 3.1.

System security
requirements

—F

2. Environmental
1. CVSS scores for

t ——
pararpeters CVSS scores performance evaluation
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wWW Retrain or change IDS for
> ANAATA e better performance = = X J Adequate —)' ‘
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Figure 3.1 — CVSS integration into IDSs. Adapted from [51].

First, CVSS scores can be integrated into metrics for performance to reflect the actual
ability of an IDS to prevent cyberattacks from causing damage, by taking into account
the severity of attacks. CVSS scores can be obtained through the CVSS calculator .
In Figure 3.2, an example of how to use it to compute the CVSS score of a Denial of
Service (DoS) attack is shown. Most parameters, i.e., Attack Vector, Attack Complexity,
Privileges Required and User Interaction, used to compute the CVSS score, as well as
their possible values are pretty straightforward to understand. Scope refers to the ability
of an attack to impact components other that the vulnerable component, i.e., managed
by different security entities.

Additionally, CVSS scores can be adjusted with environmental and temporal param-
eters. While temporal parameters characterize the reproducibility of an attack, environ-

mental parameters allow to define requirements of a given system, to adapt returned

3. https://www.first.org/cvss/calculator/3.1
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1

Attack Vector (AV) Scope (S)

|Adjacent (4) | | Local (L) Physical (P) [Changed (C)
Attack Complexity (AC) Confidentiality (C)

[Hgh )| [Lowa| High ]
Privileges Required (PR) Integrity (1)

Low)] High )] [Low | [High ¢
User Interaction (U1) Availability (A)

|Required (R) |None (N)| High (H)
Figure 3.2 — CVSS score for a DoS attack using the CVSS calculator.

CVSS scores depending on their need for Confidentiality, Integrity and Availability. For
example, DoS attacks that impact availability will have a lower CVSS score for systems
with a low requirement for availability than systems with a high requirement. For a sys-
tem with high requirements in Availability, CVSS scores change from 5.3 to 6.1, as shown

in Figure 3.3.

Environmental Score ]

Confidentiality Requirement (CR)

| Low (L) | | Medium (M) | | High (H) |

Integrity Requirement (IR)

| Low (L) | | Medium (M) | | High (H) |

Availability Requirement (AR)

| Not Defined (X) | | Low (L)| | Medium (M) |

Figure 3.3 — CVSS score of a DoS attack, modified with environmental parameters to
specify a system with high Availability requirements.

Finally, while integrating CVSS score into metrics allows to select an IDS that might be
more adapted to a specific use-case, this does not help in building better IDSs. Therefore, it
can be beneficial to integrate CVSS scores into the training phase of IDSs. While this might
require substantial work for most ML-based IDSs, CVSS scores can straightforwardly be
integrated in the loss formulation of Neural Networks (NNs)-based IDSs. Consequently,
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the work presented in this chapter thus focuses on leveraging CVSS scores to better
integrate cybersecurity knowledge into the different steps pertaining to building an IDS
using ML.

3.1 Integrating CVSS scores into IDSs metrics

Besides being an evaluation of performance, a given metric (or set of metrics) in
cybersecurity should be able to provide objective information about the actual cost of
being mistaken, particularly in critical situations. Therefore, three new metrics using
CVSS scores and accounting for missed attacks and false alarms were created in this

thesis.

3.1.1 False Alarm Cost and Miss Cost

When evaluating an IDS, there are two ways it can be mistaken: it can raise false
alarms, i.e., normal traffic misclassified as an attack or it can miss attacks, i.e., mistakenly
considering attacks as normal traffic. Therefore, both the following metrics, False Alarm
Cost (FAC) and Miss Cost (MC), are accounting for these two types of errors, while
at the same time leveraging CVSS scores to include information about the cost of the
misclassification.

Let ¢ be a class, with ¢ € {0,1,...,C} and 0 be the normal class. For every instance
i, let G; be the ground truth value and D; be the decision for this instance. CVSS; is the
CVSS score corresponding to instance i.

1 stands for the indicator function and ® is the averaging operator. CVSS, thus corre-
sponds to the mean of CVSS scores for instances belonging to class ¢, which is necessary
when instances of the same class do not have the same CVSS score (as is the case in the
UNSW-NBI15 dataset).

For each attack class ¢ (¢ # 0), and with N the total number of instances, we define
the False Alarm Cost (Equation (3.1)) and the Miss Cost (Equation (3.2)) as follows:

N
Z 1p,=c- 1D,
FAC, & =1 . CVSS, (3.1)

N
10 Z ]-Di:c
=1
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N
> 1p,ze- 1g—c - CVSS;
MC, & = (3.2)

N
10) 16—
i=1

In both formulae, the number 10 in the denominator represents the maximum possible

value of a CVSS score, thus acting as a normalizing constant (bounding results between
0 and 1) while also highlighting the importance of attacks having a higher score.

As such, both formulae are generalizations of ML metrics. FAC is the generalization of
the False Discovery Rate, the proportion of mistakes when predicting a specific class. In
intrusion detection, it represents the frequency of false alarms, weighted by the CVSS score
of these alarms. MC is the generalization of the False Negative Rate, the proportion of class
instances that are incorrectly classified. In intrusion detection, it represents the frequency
of missed attacks, weighted by their individual CVSS scores. These newly defined metrics
are equal to their ML metrics counterparts when all CVSS scores are equal to 10 for

classes different from normal traffic.

3.1.2 Cyber Informedness

Both metrics mentioned above can be combined into a single metric taking into ac-
count both False Positives and False Negatives that is defined analogously to Bookmaker
Informedness (BI). Therefore, it is assumed it would similarly be relatively resistant to
class imbalance, as shown in [189].

For each class ¢ (¢ # 0), the Cyber-Informedness (CI) metric that contains both FAC
and MC is given by (3.3).

cI. %1 - FAC, — MC. (3.3)

This metric aims to give a cybersecurity-informed idea about the performance of an
IDS, aggregating both FAC and MC, with values ranging between 1 and —1. It also
represents the success of an IDS to correctly identify a specific attack, with less penalties

for failing to recognize less critical attacks.

3.2 Experimental validation

In order to evaluate the usefulness of the new metrics, it is important to compare them

to existing metrics with both quantitative and qualitative comparisons. Therefore, multi-
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ple ML algorithms will be trained, tested and compared on three datasets, UNSW-NB15,
CIC-IDS2017 and DAPT2020. This would allow to compare the overall results obtained
with the newly defined metrics compared to extensively used ML metrics. Multiple metrics
were retained for this comparison:

— Common ML metrics: Accuracy, Fl-score, TPR (Recall), PPV (Precision). They
are the most commonly used metrics for intrusion detection and also allow to
compare IDS performance with other state-of-the-art approaches.

— Metrics potentially resistant to imbalance: Matthews Correlation Coefficient (MCC)
and BI. Both range between —1 and 1. They allow to highlight the possible resis-
tance to imbalance, given that the problem is formulated as a multi-class problem.

— Cyber-informed metrics: MC, FAC and CI. The former two range between 0 and
1 while the latter ranges between —1 and 1.

All metrics, except Accuracy and MCC, were computed on a per-class basis. The
averaging method retained is macro-averaging, which averages irrespective of the class
imbalance to reduce its influence. While most, if not all, results presented in the literature
use micro-averaged results, we argue that difference is often not significant, because of the
imbalance in IDS problems. Therefore, although less often used, macro-averaging properly

reflect results on all classes without bias, contrarily to micro-averaging.

Dataset preprocessing

Three datasets were used for experiments in this chapter: UNSW-NB15, CIC-IDS2017
and DAPT2020. All datasets were split using a stratified scheme into 70% train (60%
and 10% validation for DNNs) and 30% test sets. For all datasets, source and destination
IP addresses were removed. While IP addresses can be useful descriptors, they allow to
identify attackers more than they allow to learn how to recognize attacks. Therefore, it is
best to remove them when training IDSs to recognize attack patterns.

For the UNSW-NB15 dataset, timestamps were removed because they do not inform
about characteristics of an attack and can induce a bias. The feature attack cat that
reports the specific attack class (but is separated from the label feature) was also removed.
Finally, categorical features or features having a small number of unique values were one-
hot encoded. The resulting dataset has 229 features.

For the CIC-IDS2017 dataset, two features (Init_Win_bytes_forward and
Init_Win_bytes_backward) were removed because of problematic values: most values

are negative while a byte number should be positive. A further 5792 instances were re-
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moved because of problematic values, e.g., NaN (Not a Number). A further eight features
were removed because they were constant. The resulting dataset has 70 features.

For the DAPT2020 dataset, Flow ID and timestamps were removed because they do
not inform about an attack and can induce a bias in the IDS. For labels, a combination
of the Stage feature and the Activity feature was used (shown in Table 2.1). Stage cor-
responds to the current phase of an Advanced Persistent Threat (APT), i.e., what is the
current goal pursued by the APT. For this dataset, an APT’s behavior is separated into
four stages:

— Reconnaissance. It entails gleaning as much information as possible about the tar-

geted system.

— FEstablish Foothold. 1t is about getting a persistent access to the attacked machines,

for example by obtaining user credentials.

— Lateral Movement. It is about moving in the targeted system to find more vulner-

able machines, or obtain better credentials, such as root access.

— Data Exfiltration. It is simply about the exfiltration of collected data.

This combination gives a total of 21 classes, e.g., Network Scan Reconnaissance (Recon-
naissance is the APT stage, while network scan is the activity) or Malware Download
Establish Foothold.

Finally, an additional required pre-processing step in this case is to obtain CVSS scores

of the different attacks realized to constitute the datasets.

Obtain datasets’ CVSS scores

Ideally, datasets would be constituted with CVSS scores or Common Vulnerabilities
and Exposures (CVE) identifiers, an identifier that represents the exploited vulnerability
and allows to ask vulnerability databases for information about the vulnerability, in-
cluding the CVSS score related to it 4. For the UNSW-NB15 dataset, for example, CVE
identifiers are often reported for a given cyberattack. Fortunately, tools commonly used
to generate attacks, e.g., Metasploit , generally give the CVE identifiers of the exploited
vulnerabilities, so integrating CVSS scores or CVE identifiers in the datasets is often
relatively easy.

For the CIC-IDS2017 dataset, DAPT2020, and many other publicly available datasets,

there is no such information. In these cases, although the information is missing, it is often

4. https://www.cve.org/
5. https://www.metasploit.com/

50


https://www.cve.org/
https://www.metasploit.com/

3.2. FExperimental validation

possible to manually score attack classes, given they are sufficiently detailed and classes are
homogeneous enough, i.e., a class represents very similar attacks. For CIC-IDS2017 and
DAPT2020, the attacks were described in the original papers [148, 125] and are sufficiently
detailed to score attack classes with the CVSS calculator, as shown in Figure 3.2. For the
DAPT2020 dataset, activities, e.g., network scan, malware download, etc., were used to
attribute CVSS scores. The vectors used for computation are visible in Table 3.1. In both
datasets, attacks except Infiltration are executed over the network and are repeatable,
so the complexity is low. They also do not require any user intervention and are not
able to impact components secured by other entities, so they have the same values for
the Attack Vector (AV), the Attack Complexity (AC), the User Interaction (UI) and the
Scope (S). For the Privileges Required (PR), it has been chosen to keep everything as
None since the information is mostly lacking from dataset descriptions. Impact regarding
Confidentiality (C), Integrity (I) and Availability (A) has been graded according to the
expected capabilities of the given attacks, as well as their descriptions in the research
papers introducing the datasets. The Infiltration attack from CIC-IDS2017 is graded as
such because it requires interaction with a user that needs to download an infected file
through dropbox or use an infected USB key. Finally, while DoS and Distributed Denial of
Service (DDoS) attacks can have a relatively similar impact, DoS attacks tend to reduce
performance of the target until an eventual shutdown, whereas DDoS can quickly make
the targeted resource unavailable, thus the difference in impact. Attack classes have been

grouped according to their name for better clarity and are visible in Table 2.1.

ML algorithms

In order to evaluate the proposed set of metrics and understand the differences brought
by the introduction of cybersecurity-based metrics, experiments were run with a wide
range of algorithms, trying various hyper-parameter combinations to find the best per-
forming IDS on the two datasets considered, UNSW-NB15 and CIC-IDS2017. The re-
tained algorithms are:

— A dummy classifier, classifying every instance as of the most frequent class (normal

traffic in both datasets) to serve as a baseline.

— Relatively simple algorithms that should give an idea about the complexity of the

classification task: Gaussian Naive Bayes (GNB), Linear Support Vector Classifi-
cation (LSVC), Decision Trees (DTs).

— More complex algorithms that should reflect the expected performance of IDSs re-
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Table 3.1: CVSS scores for CIC-IDS2017 and DAPT2020

Attacks AV AC PR Ul S C I A CVSS
Score
DoS attacks Network Low None None Un- None None Low 5.3
changed
Scan, Patator and Un-
Brute Force attacks Network Low None None changed Low None  None 5.3
Web Attack XSS and Un-
CSRF Network Low None None changed Low Low None 6.5
Infiltration Local High None Required Changed High None  None 5.5
SQL Injection attacks Network Low None None Un- Low Low Low 7.3
changed
Malware Download, Network Low Low None Un- None Low None 6.5
Backdoor changed
DDoS Network Low None None Un- None None High 7.5
changed
Heartbleed, Data Un- .
Exfltration Network Low None None changed High None  None 7.5
Botnet, Privilege Un- . . .
Escalation Network Low None None changed High High High 9.8

AV: Attack Vector, AC: Attack Complexity, PR: Privileges Required, UI: User Interaction, S: Scope,
C: Confidentiality, I: Integrity, A: Availability.

Details about possible values for each category, as well as their signification, can be found at

https://www.first.org/cvss/v3.1/specification-document.
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lying on ML: Random Forests (RFs), Multi-Layer Perceptron (MLP), Deep Neural
Networks (DNNs).
All algorithms are from the scikit-learn® library except DNNs that were programmed

using the PyTorch™ and PyTorch Lightning® libraries.

3.2.1 Results

In order to evaluate the usefulness of the newly defined metrics, IDSs based on the
algorithms just mentioned were trained and tested on both the UNSW-NB15 and CIC-
IDS2017 datasets.

Quantitative comparison

Results for both datasets are presented in Table 3.2. For each category of ML algo-
rithm, a coarse grid-search scheme was used to pick hyper-parameter values and the IDS
obtaining the best results was kept. For those IDSs, results are shown for the retained

metrics.

Table 3.2: Performances on the UNSW-NB15 and CIC-IDS2017 datasets

Dataset Algorithm Acc. F1 TPR PPV MCC BI MC FAC CI
Dummy 0.873 0.093 0.1 0.087 0 —0.102  0.654 0 0.346
GNB 0.490 0.130 0.296 0.264 —0.039 -0.253 0.329 0.494 0.175

LSvVC 0.972 0.445 0.436 0.480 0.879 0.394 0.264 0.344 0.391

Ul\lf}??f:_ DT 0.979 0.586 0.565 0.666 0.910 0.535 0.186 0.228 0.584
RF 0.981 0.571 0.549 0.738 0.919  0.521 0.205 0.180 0.614
MLP 0.980 0.520 0.518 0.772  0.912 0.488 0.220 0.153 0.625

DNN 0.978 0.505 0.511 0.627 0.908 0.480 0.206 0.257 0.535

Continued on next page

6. https://scikit-learn.org/stable/index.html
7. https://pytorch.org/
8. https://www.pytorchlightning.ai/
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Table 3.2: Performances on the UNSW-NB15 and CIC-IDS2017 datasets (Con-

tinued)
Dataset Algorithm Acc. F1 TPR PPV MCC BI MC FAC CI1
Dummy 0.803  0.059  0.066  0.053 0 —0.172  0.603 0 0.397
GNB 0.723 0499 0.848 0.469 0.572 0.579 0.069 0.321 0.609

LSvVC 0.986 0.546 0.589 0.602 0.960 0.574 0.256 0.253 0.490

CIC-
IDS2017 DT 0.998 0.839 0.843 0.836 0.995 0.842 0.101 0.104 0.794
RF 0.998 0.850 0.836 0.870 0.995 0.834 0.106 0.085 0.808
MLP 0.996 0.725 0.721 0.835 0.989 0.718 0.177 0.103 0.719

DNN 0.997 0.757 0.739 0.896 0.991 0.736 0.168 0.067 0.764

Values were truncated to the third decimal. Best results for a given metric and dataset are in bold.

Both Accuracy and MCC were used with a multi-class formulation instead of perform-
ing macro-averaging. They are therefore much more impacted by imbalance than other
metrics. Table 3.3, that shows the average difference in performance of the four highest
performing algorithms (DT, RF, MLP and DNN), highlights the fact that differences in
results for accuracy and MCC are generally an order of magnitude smaller than for other

macro-averaged metrics.

Table 3.3: Average differences in results of the four best algorithms on the
UNSW-NB15 and CIC-IDS2017 datasets

Dataset Acc. F1 TPR PPV MCC BI MC  FAC cI

Ul\lfglvg T 00017 0.049  0.0322  0.0845  0.0058  0.0330 0.0172  0.0600  0.0500
CIC- 0.0012  0.0762  0.0772 00362  0.0037 0.0783  0.0483  0.0215  0.0495

IDS2017 : : : : : : : : :

Values were truncated to the fourth decimal.

Disregarding CVSS scores, TPR (Recall) and MC are actually showing the same in-
formation, albeit in an opposite way. It is thus not surprising to see algorithms having a

higher TPR also having a lower MC. However, it is possible to find models that perform
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better on more severe attacks by comparing relative differences between both metrics.
Results of the DT and RF for the UNSW-NB15 dataset can illustrate this. As can be
seen in Table 3.4, on the UNSW-NB15 dataset, RF and DNN have a TPR respectively of
0.549 and 0.511, which represents a relative difference of 7%. Comparatively, the relative
difference for MC is only of 0.5%. This means that although possibly less efficient overall,
DNN might be better than RF at detecting more severe attacks. However, an important
difference between both metrics is that contrary to MC, TPR results are also influenced
by how well the IDS recognizes normal traffic. From FAC, it can be seen that DNN raise
much more false alarms that RF, which means that their ability to detect attacks is ac-
tually similar. RF thus has a higher TPR (and much lower FAC) because it is better at
recognizing normal traffic. The assumption that comparing relative differences allows to
find models better at detecting more severe attacks is thus valid when FAC does not show

contrasting information.

Table 3.4: Performances of DT and RF algorithms for UNSW-NB15

Algorithm Acc. F1 TPR PPV MCC BI MC FAC CI
RF 0.981 0.571 0.549 0.738 0.919 0.521 0.205 0.180 0.614
DNN 0.978 0.505 0.511 0.627 0.908 0.480 0.206 0.257 0.535

On CIC-IDS2017, as reported in Table 3.5, GNB has a marginally higher TPR than
DT, but a much better MC while having a worse FAC. While this shows that GNB will
raise more false alarms, it has a near perfect detection of most attacks, including Botnet

and Heartbleed where the DT model is struggling.
Table 3.5: Performances of GNB and DT algorithms for CIC-IDS2017

Algorithm Acc. F1 TPR PPV MCC BI MC FAC CI
GNB 0.723 0.499 0.848 0.469 0.572 0.579 0.069 0.321 0.609
DT 0.998 0.839 0.843 0.836 0.995 0.842 0.101 0.104 0.794

Qualitative comparison

The following example (Table 3.6) provides a more detailed comparison for the LSVC
(Linear Support Vector Classification) and MLP (Multi-Layer Perceptron) on the UNSW-
NB15 dataset.
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Table 3.6: Performances of LSVC and MLP algorithms for UNSW-NB15

Algorithm Acc. F1 TPR PPV MCC BI MC FAC CI
LSVC 0.972 0.445 0.436 0.480 0.879 0.394 0.264 0.344 0.391
MLP 0.980 0.520 0.518 0.772 0.912 0.488 0.220 0.153 0.625

When looking at the results, the Accuracy of both IDSs is very close, whereas results
are very different according to Precision, False Alarm Cost and Cyber Informedness. For
the Accuracy, this is understandable because results on most classes are very close. Both
IDSs have relatively similar performance (under a 5% difference) on all classes, except
Exploits and dos. LSVC outperforms MLP detecting DoS instances (69% versus 37%).
On the other hand, MLP significantly outperforms LSVC for detecting Exploits (74%
versus 46%).

In the UNSW-NB15 dataset, for attacks that do have CVE IDs and thus an assigned
CVSS score, Exploits is the class with the highest average CVSS score because most
instances have a high CVSS score (9.3 or 10). DoS attacks, on the contrary, generally
have CVSS scores between 5 and 8. Exploits attacks are generally more dangerous, i.e.,
have a higher CVSS score, which is directly translated into those two metrics. Indeed, the
MLP that performs better on Exploits has results that are more than two times better
for the False Alarm Cost and close to 60% better on the Cyber Informedness metric.
Furthermore, the relative difference in results of both models is higher for metrics using
CVSS than their counterparts (Cyber Informedness vs BI, False Alarm Cost vs Precision,
Miss Cost vs Recall). Since this relative difference is higher on metrics leveraging CVSS
scores, it means the MLP model is more efficiently detecting attacks with a high CVSS

scores.

Operationally, it means the MLP-based IDS will more often detect attacks that are
critical and might endanger the system. When using such an IDS, automated mitigation
strategies can be used with more confidence, and human operators will be able to divert
their energy in investigating other more relevant alarms that might represent previously

undetected attacks.
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3.3 Adaptation to specific systems through environ-

mental scores

The CVSS Environmental Score allows to define requirements in Confidentiality, In-
tegrity and Availability, and these requirements are used to modify the returned CVSS
scores. In doing so, scores returned by the CVSS scoring system differ from what would be
returned without any requirements. Such requirements can easily be identified by cyber-
security analysts before building IDSs, to take into account specificities of the system to
protect. Furthermore, systems could potentially benefit from a near automated adaptation
of the IDS’s evaluation according to their requirements. The only obstacle is the ability to
automate the process of obtaining CVSS scores modified by environmental parameters,

which could easily be done when sufficient information about the attacks is available.

3.3.1 Different system requirements

To evaluate changes in performance with CVSS-related metrics with CVSS environ-
mental scores, three different environments, i.e., systems with specific security require-
ments, were considered:

— The basic environment, without any modification.

— A high Confidentiality, medium Integrity and low Availability (Environment 2),
e.g., a marketing company’s client database with other backups for data redun-
dancy.

— A Low Confidentiality, medium Integrity and high Availability (Environment 3),
e.g., a video streaming service.

Environment 2 (Env. 2) and Environment 3 (Env. 3) in Table 3.7 are representative
of two different systems with different Confidentiality, Integrity and Availability require-
ments. Therefore, CVSS scores changes are reported. These changes in CVSS scores will
in turn impact the relative performance reflected by CVSS-related metrics to help in

selecting the IDSs that are most adapted to a particular environment.

3.3.2 Results

The main advantage of using the CVSS’ environmental parameters is being able to
find and differentiate IDSs that might be more adapted to protect a system given its

security requirements, when their performance according to common metrics are relatively
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Table 3.7: CVSS scores for CIC-IDS2017* and DAPT2020°

CVSS Scores

Attacks
Basic Env. 2 Env. 3

DoS attacks® 5.3 4.6 6.1
Scan®?, Patator® and Brute Force attacks®?® 5.3 6.1 4.6
Web Attack XSS® and CSRF? 6.5 6.5 6.5
Infiltration® 5.5 6.5 2.9
SQL Injection attacks®? 7.3 7.4 7.4
Malware Download®?, Backdoor®? 6.5 6.5 6.5
DDoS® 7.5 5.7 9.3
Heartbleed?, Data Exfiltration® 7.5 9.3 5.7
Botnet?®, Privilege Escalation® 9.8 9.8 9.8

a:b are used to show the datasets attack classes are belonging to.

similar. In Table 3.8, two very similar Decision Trees (DT) were compared using the
three environments defined in Section 3.3.1. Both are DecisionTreeClassifier from
the scikit-learn library, and the only difference between both is the criterion used, i.e.,
how is determined the quality of a node split. The first, DT 1, was trained with a Gini
criterion while the second, DT 2, was trained with an entropy criterion with otherwise
equal parameters. Both IDSs being very similar, performance is also expected to be very
similar.

Both models results are almost equal on all classes, except for Infiltration (High impact
on Confidentiality, DT 1 missed 40% while DT 2 missed 80%) and Web Attack SQL
Injection (Low impact on Confidentiality, Integrity and Availability, DT 1 missed 67%
while DT 2 missed 33%). Using common ML metrics, it is uncertain which IDS is the best,
although cybersecurity analysts could decide which attack is considered more important
to detect. However, CVSS’s environmental parameters allows to automate the process of
deciding which model is the best, depending on a system’s security requirements.

The difference in CVSS scores for both Infiltration (Basic Env.: 5.5, Env. 2: 6.5, Env. 3:
2.9) and Web Attack SQL Injection (Basic Env.: 7.3, Env. 2: 7.4, Env. 3: 7.4) can be read
in Table 3.7. When choosing which IDS to use on a specific system, it is important that its
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Table 3.8: Model performances of two DTs on the CIC-IDS2017 dataset for dif-
ferent environments

Environment Model TPR PPV BI MC FAC CI
DT 1 0.830 0.880 0.828 0.117 0.080 0.802

Basic Environment
DT 2 0.824 0.882 0.822 0.114 0.069 0.815
DT 1 0.830%* 0.880* 0.828%* 0.130 0.085 0.783

Env. 2
(High C, Medium I, Low A)
DT 2 0.824* 0.882%* 0.822* 0.132 0.080 0.786

DT 1 0.830* 0.880* 0.828* 0.104 0.076 0.818
Env. 3
(Low C, Medium I, High A)
DT 2 0.824* 0.882* 0.822%* 0.096 0.059 0.843

Values were truncated to the third decimal. C: Confidentiality, I: Integrity, A: Availability.
* TPR, PPV and BI values are equal for all environments.

performance in detecting specific attacks aligns with the requirements of the system. For
example, when choosing an IDS for a system with similar requirements as Env. 3 (high
availability requirements), DT 2 seems more suitable since it is better at detecting Web
Attack SQL Injection that impacts availability.

3.4 Enhance training of intrusion detection systems
with CVSS scores

While Miss Cost, False Alarm Cost and Cyber Informedness allow to choose IDSs that
are more adapted to specific systems and take into account the severity of attacks, this
does not make IDSs better with regard to this.

Integrating CVSS scores into the loss formulation of a NN allows to also build IDSs
that can detect more severe attacks more often, as well as be better adapted to specific
systems and their security requirements. In this way, it is possible for Al practitioners to

leverage cybersecurity knowledge in order to build more efficient IDSs.

3.4.1 CVSS in the loss computation

In much the same way as in the previously defined metrics, CVSS scores can be

integrated into a loss used by a NN to train. Since in most multi-class classification
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problems, the loss used is a Cross-Entropy loss (CE), CVSS scores have been integrated

into a custom loss based on the CE.

Let ¢ be a class, with ¢ € {0, 1, ...,C} and 0 being the normal class. For every instance
1, let x; represents the output logits of the Neural Network, GG; be the ground truth
value and D; be the decision for this instance. CVSS; is the CVSS score corresponding to
instance ¢. Finally, let V be the set of indices for which CVSS; exists.

As a reminder, the basic CE is defined in Equation (3.4).

N .
CE &Y —jog AT (i) (3.4)
=1 Z exp(z;.)
c=1

When building an IDS, it has to learn by correcting two different types of errors:
missing attacks, and raising false alarms. Therefore, the envisioned loss leveraging CVSS
scores needs to at least account for these two types of errors. As was the case for the
metrics defined previously, CVSS scores cannot be added in the same way for the two

error types, which need to be separated into different parts:

— Miss Cross-Entropy loss (MCE), a part accounting for missed attacks, defined
analogously to the Miss Cost. It is defined in Equation (3.5).

N .
MCE = Z —ZOQM - 1¢,20,G,#Ds,iev - CVSS; (3.5)

=1 Z exp(z;.)
c=1

— False Alarm Cross-Entropy loss (FACE), a part accounting for false alarms, defined
analogously to the False Alarm Cost. It is defined in Equation (3.6).

N .
FACE = 3 —logM 1¢,—0.p,20 - CVSSp, (3.6)
=1 Z exp(z; )
c=1

— Remaining Cross-Entropy loss (RCE). This part is not always required, but has
been added to account for cases when missed attacks might not have a corre-
sponding CVSS scores, as is sometimes the case for the UNSW-NB15 dataset. It
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is defined in Equation (3.7).

N

RCE = Z —ZOQM . 1Gi7’£07Gi7&Di,i¢V (37)

=1 Z exp(z;.)
c=1

Contrarily to the defined metrics, MCE and FACE do not require numerical constants
to normalize the values. While it could be added, it only influences the amplitude of
error gradients and is easily counterbalanced by the training optimizer’s learning rate,
thus proving to be unnecessary. Finally, the complete loss, CVSSCE, is defined in Equa-
tion (3.8), simply being a sum of its three parts.

CVSSCE “ MCE + FACE + RCE (3.8)

Because it is composed of three different losses that are simply summed, it is relatively
trivial to give more importance to one loss, e.g., give more importance to MCE by adding

a weight to it if missing attacks is more critical than raising false alarms.

3.4.2 UNSW-NB15 data subset for experimental validation

To more effectively evaluate the impact and effectiveness of integrating CVSS scores
into the loss formulation, only a subset of the UNSW-NB15 dataset has been retained.
This particular choice has been made to focus on the influence of the loss integrating
CVSS scores while reducing the impact of other variables. As shown in Table 3.9, only
browser exploits and normal traffic were retained. Browser exploits were then separated
into different classes according to their CVSS score, e.g., browser exploits with a CVSS
score of 10 belong to class exploits-Browser-10, because they are exploits targeting
different vulnerabilities and with potentially different attack mechanisms. By selecting a
single attack class separated in multiple sub-classes, traffic should overall be much more
homogeneous between attack classes, and as stated previously, should reduce the influence
of variables other than the loss using CVSS scores.

This task is highly difficult for two reasons: classes are even more imbalanced than in
the original UNSW-NB15 dataset as normal traffic represents more than 99% of the data,
and, as stated previously, the different attack classes are very similar, making it much
harder to differentiate them. Moreover, one attack class is also much more present than

the eight other classes, adding to the imbalance in the data, and potentially biasing the
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Table 3.9: Datasets details

Dataset Number of instances per class Total

Normal: 2218761, exploits-Browser-10.0: 537, exploits-Browser-9.3: 13988,
exploits-Browser-8.5: 232, exploits-Browser-7.6: 233,
UNSW-NB15 exploits-Browser-7.5: 1149, exploits-Browser-7.1: 94, 2237811
exploits-Browser-6.8: 511, exploits-Browser-5.1: 1589,
exploits-Browser-5.0: 274, exploits-Browser-4.3: 443

IDS to mistake other classes for this more prevalent attack class.

3.4.3 Results

In order to test the advantages of using a loss integrating CVSS scores, two NNs
were trained and tested on the dataset reported in Table 3.9, one with a classic CE
as in Equation (3.4), and the other with the loss using CVSS scores as formulated in
Equation (3.8). The NNs used the exact same architecture as those reported in Table 3.2,
because more complex architectures did not seem to improve performance and instead
made the training more unstable.

Results of IDSs trained with either loss are reported in Table 3.10. Interestingly, only
taking classic ML metrics into account, the IDS trained using the loss with CVSS already
exhibits a close to 50% higher PPV (Precision), which means the IDS is much more often
right when predicting different attacks.

Table 3.10: Performance of NNs trained with a basic CE or with CVSSCE

Training loss TPR PPV BI MC FAC CI
Basic CE 0.258 0.246 0.233 0.579 0.589 —0.169
CVSSCE 0.288 0.360 0.263 0.547 0.488 —0.035

Values were truncated to the third decimal.

Taking into account CVSS-related metrics, the IDS trained using the loss with CVSS
is also clearly more effective in detecting attacks, and possibly more severe attacks.

In order to properly investigate whether training with a loss using CVSS scores do
help in detecting more severe attacks, it is required to go over performance of the IDSs on

different classes in more details. For convenience, the IDS trained without CVSS scores
will be called CE-IDS, and the one trained with will be called CVSSCE-IDS.
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Because exploits-Browser-9.3 and exploits-Browser-5.1 are more frequent than
other attack classes, their Accuracy is expectedly higher for both IDSs, as shown in
Figure 3.4. However, CVSSCE-IDS has an Accuracy around 10% higher for the four other
most severe attacks, which is quite significant considering these attacks are completely
undetected by CE-IDS.

Furthermore, as shown in Figure 3.5 almost all attacks were completely missed 10
to 20% less by CVSSCE-IDS, and were often misclassified as exploits-Browser-9.3

if not correctly classified. A possible explanation is that using CVSS scores in the loss
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Figure 3.4 — Accuracy of two IDSs trained with a CVSSCE (CVSSCE-IDS) and with a
basic CE (CE-IDS), for each class ([51]).
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Figure 3.5 — Percentage of missed attacks for the two IDSs trained with a CVSSCE
(CVSSCE-IDS) and with a basic CE (CE-IDS), for each class ([51]).
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formulation ends up penalizing missed attacks (particularly severe attacks) much more,
thus forcing the IDS to refine its representation of attack classes more than without using
CVSS scores.

Finally, results using the Cyber Informedness metric for each class (Figure 3.6) also
validate the higher performance of the IDS trained using CVSS scores. While performance
according to this metric is more or less equal for the two most prevalent attack classes
(exploits-Browser-9.3 and exploits-Browser-5.1) and attack classes with a CVSS
score of 7.1 or below, the IDS trained using CVSS scores is clearly more efficient to detect
attacks with a CVSS score of 7.5 or higher.
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Figure 3.6 — Cyber Informedness results for the two IDSs trained with a CVSSCE
(CVSSCE-IDS) and with a basic CE (CE-IDS), for each class ([51]).

3.5 Validation of the approach on DAPT2020

To ascertain that the proposed whole approach is applicable to more recent attack
methodologies, experiments performed previously have been reproduced on the DAPT2020
dataset. Once again, NNs having the same architecture were trained using both CVSSCE
and CE losses.

3.5.1 CVSS scores in the loss

As shown in Table 3.11, results obtained validate that NNs trained using CVSS in-

formation tend to completely miss attacks much less often, and thus also exhibit a much
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Table 3.11: Performance of NNs trained with a basic CE or with CVSSCE on

DAPT2020
Training loss TPR PPV BI MC FAC CI
Basic CE 0.391 0.483 0.362 0.338 0.348 0.314
CVSSCE 0.491 0.317 0.419 0.097 0.453 0.449

Values were truncated to the third decimal.

higher performance with CI. The approach of using CVSS scores inside the loss formula-
tion seems to be even more effective on this dataset that better represents current attack
methodologies. This shows promising prospects with regard to application to real-world

scenarios.

Computation time While using a loss based on CVSS might slow down convergence
or require a bit more computations, experiments performed on DAPT2020 tend to show
a training time overhead of around 10%. On bigger datasets, a similar overhead can be
expected. Additionally, since the loss is only used at training time, there is no overhead

for inference.

3.5.2 CVSS score in the loss with different environments

While we have shown in previous sections that CVSS scores can be leveraged to better
evaluate IDSs, potentially targeting a specific system with particular protection needs,
as well as help training NN-based IDSs, we tested the approach on separate goals. It
is therefore interesting too see if combining every part, i.e., training a NN-based IDS
targeted at a specific system using environmental scores for both training and evaluation,
helps in building IDSs more adapted to a given system.

To do so, we used the three environments previously defined, with their respective
CVSS scores, as shown in Table 3.7. Four NNs using the exact same architecture were
trained without any CVSS score, or on a specific environment, using its CVSS scores in
the loss computation, and all four were tested on all three environments. In doing so, it
is possible to see if training to adapt to a particular environment helps having a higher
performance, using Miss Cost, False Alarm Cost and Cyber Informedness.

The first observation in Table 3.12 is that, regardless of the CVSS scores used during

training, NNs trained using CVSS scores end up with an overall higher performance for all
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Table 3.12: Performance of NNs trained with different environments’ CVSS
scores on DAPT2020

NN Name Basic Env Env 2 Env 3
(Training
environment) MC FAC I MC FAC I MC FAC I
NN-0 (None) 0338 0348 0314 0327 0372 0301 0295 0401  0.304

NN-1 (Basic env) 0.108 0.356 0.537 0.128 0.420 0.452 0.129 0.437 0.434

NN-2 (Env 2) 0.158 0.447 0.395 0.157 0.435 0.408 0.136 0.368 0.495

NN-3 (Env 3) 0.098 0.453 0.449 0.094 0.471 0.434 0.081 0.382 0.536

Values were truncated to the third decimal.

environments compared to the NN trained without CVSS scores. The second observation
is that training without CVSS scores leads to NN-0 often raising marginally less false

alarms than other NNs, but it also leads to missing much more attacks.

For both the basic environment and environment 3, the NNs trained on these envi-
ronments, NN-1 and NN-3, end up achieving the highest performance. On the second
environment, however, although NN-2 is better at detecting attacks than NN-0, and has
an overall higher performance, its performance is below both NN-1 and NN-3. A possible
reason is that CVSS scores for the second environment are much more homogeneous: they
are mostly between 6.1 and 7.4, whereas the lowest CVSS scores reach 5.3 or 4.6 for the
other environments. Therefore, it might lead to the IDS focusing more on more prevalent
attacks, reducing its performance on more severe attacks and thus impacting its overall

performance.

However, it is important to note that results were obtained using NNs sharing the same
architectures and training parameters. Therefore, properly optimizing hyperparameters
might still lead to IDSs trained in a specific environment being more effective in their
environment than IDSs trained in other environments. Nevertheless, training using CVSS
scores, regardless of the training environment, helps in targeting more severe attacks

compared to training without it.
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3.6 Conclusion

Using CVSS scores with IDSs seems to be able to fulfill multiple purposes, be it
for training to help IDSs detect more severe attacks, or to be integrated in evaluation
metrics to find IDSs that are better at detecting severe attacks or more adapted to a
particular system. When models show very similar performance on the newly defined
metrics, it generally means that their performance is similar on all attacks or that they
differ for attacks having similar CVSS scores. The high performance on critical attacks is
thus adequately highlighted. Interestingly, some IDSs, although exhibiting relatively poor
performance in general, can have an unexpectedly good performance in some aspects, e.g.,
the GNB-based IDS for CIC-IDS2017 (in Table 3.2) which is the best attack detector at the
cost of more false alarms. Thus, using those IDSs could be interesting when implementing

ensemble methods for intrusion detection.

Using CVSS scores with environmental parameters also seems to enable building IDSs
being specialized for protecting specific systems with different requirements. However,
CVSS base vectors of the encountered attacks need to be available to be able to compute
modified CVSS scores, thus requiring more information on the attacks. If available, this

could potentially lead to a fully automated evaluation targeted at specific systems.

Integrating CVSS scores into a loss formulation to train NN-based IDSs seems highly
effective and does not seem to really suffer from evident drawbacks. Although integrating
CVSS scores into the training of an IDS based on NNs is doable, more work still needs to
be done for IDSs based on other ML models.

CVSS scores are the most often used to describe the impact of exploiting vulnerabilites
with regard to the CIA triad. Furthermore, this is a metric used by the cybersecurity
community to score every new CVE, which makes it one of the best options in leveraging
cybersecurity knowledge to create better IDSs. The only times it might prove less suitable
is when there is no immediate impact on the system, e.g., privilege escalation. In these
cases, attacks could be attributed a CVSS score depending on what it can enable. For
example, privilege escalation can give full access and could therefore be given a high impact
on each component of the CIA triad. This reflects the fact that privilege escalation should
really be detected, and thus its CVSS score should be high. Although these new metrics
are based on a de facto cybersecurity standard score, using such standard requires a more
consistent effort in data collection to take advantage of CVSS scores to train and find
better and more adapted IDSs.
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Finally, in a real world scenario, alerts raised by signature-based methods can often
be matched to CVE IDs either automatically or by a human expert, which could help
create a local training dataset containing CVSS information. In the few cases where this is
not possible, e.g., attacks with various capabilities, such as computer viruses, they could
nevertheless be split into parts with a single capability as has been done for DAPT2020

or be represented in attack graphs to be properly scored.
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CHAPTER 4

EXPLAINABILITY FOR INTRUSION
DETECTION SYSTEMS: WHAT, WHY AND
HOW?

As has been mentioned in previous chapters, Intrusion Detection System (IDS) lever-
aging Machine Learning (ML) techniques involve both Artificial Intelligence (Al) practi-
tioners that build and train the IDSs, as well as cybersecurity experts that will be their
users. While an evaluation using cybersecurity knowledge, as was developed in Chapter 2,
is necessary for cybersecurity experts to have more trust in the performance of the IDS,
it might also be necessary to understand its decision process for various reasons, e.g., for
a faster investigation, for trust, for legislative reasons, such as the European’s AI Act!.

While there is a necessity to be able to understand the decision process of an ML
algorithm, there is also a need to take into account the recipient of the explanations.
As noted in [121], Explainable Al (XAI) can benefit from research in social sciences to
improve the quality of an explanation:

— Explanations are contrastive: users usually do not ask why an event E happened,
but why another event X happened instead of event E. For intrusion detection,
this might translate to asking why this event is categorized as a Denial of Service
(DoS) instead of normal traffic caused by high quality video streaming.

— Explanations are selected in a biased manner: even if all causes of an event are
provided, users will select a few that are most important to them, i.e., information
that is relevant according to their own experience. For intrusion detection, a cy-
bersecurity expert might only look for a very high volume, as well as where does
the traffic come from, as causes for a DoS.

— Probabilities probably do not matter: users will rather rely on causes of an event

than probabilities or statistical relationships. For intrusion detection, this trans-

1. https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai
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lates to users preferring to see that “This is a DoS because of the very high volume
of traffic” rather than “High volume of traffic is linked to Denial of Service 70% of
the time”.

— Explanations are social: explanations are a transfer of knowledge and should be
presented considering the users’ knowledge. For intrusion detection, this means
that explanation methods should use cybersecurity experts’ knowledge to present
information.

The latter three points do apply in intrusion detection, and are particularly important
in a time-constrained context. A cybersecurity expert will put more emphasis on being
sure that a particular event happened, as quickly as possible, because it is much more
important, in case of an attack, to be able to enable remediation as fast as possible. The
first point, however, is less important and would rather benefit post mortem investigations,
when there is time to fully understand what happened. In [127], authors expand on the
characteristics of an explainable IDS and also stress the need for explanations to be

adapted to, and use, the knowledge of the ones receiving them.

4.1 Benefits and drawbacks of XAI for IDSs

Among possible XAI methods, transparent ML algorithms can be used to build ex-
plainable IDSs. However, it is relatively difficult to properly balance performance and
explainability. Most interpretable algorithms, e.g., linear regressions, bayesian models,
etc., have a lower performance than other methods. Decision Trees (DTs) are generally
among high performance models, as shown in Chapter 2, but the ability to understand
their decision process is also influenced by the depth of the tree, as well as the number
of nodes. Our own experiments, on both CIC-IDS2017 and UNSW-NB15, showed that
to reach similar performance to other high performing algorithms, DTs are growing too
big, with tens of thousands of nodes and a depth sometimes close to 100. These DTs
are therefore not really understandable from the viewpoint of a user trying to follow its
decision process.

Because explanations have to be provided for users, they should be straightforward and
compact (provide a low quantity of information) enough that users could quickly handle
this information. A good indicator would be the user being able to mentally simulate the
possible decision process of the IDS. In this context, it thus seems a better solution to focus

on post-hoc methods, that are able to provide explanations for trained ML algorithms.
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4.1.1 Post hoc methods

While LIME [138] and SHAP [112] have often been used to provide explanations about
IDSs, these methods are feature importance methods, i.e., provide relative importance of
different features with regard to the decision of the IDS, and do not necessarily con-
form to the four points previously mentioned at the beginning of this chapter. Another
method from the authors of LIME, Anchors [139], might prove a bit more informative
since explanations are presented in the form of rules, which might be more understand-
able than feature importances. All these methods are local methods, i.e., will explain a
single decision, and model-agnostic, which allows them to explain any ML algorithm.

While research has tried using XAI methods for IDSs, with LIME used in [175, 116, 77,
109] and SHAP used in [173, 116, 124, 17, 182, 77], they only showed how these methods
could be used to try explaining an IDS and did not try to evaluate the quality of these
approaches with either qualitative or quantitative metrics. Therefore, it is still unclear
how these explanations would be received by cybersecurity experts and how useful they
could be.

In order to measure the usefulness of XAI methods, we tried to apply LIME, SHAP
and Anchors on CIC-IDS2017 to obtain explanations. We then qualitatively evaluated the
provided explanations to see if they could be useful to cybersecurity experts.

To test these XAI methods, two Neural Networks (NNs) were trained:

— A very simple NN, a single hidden layer with 256 neurons and ReLLU non-linearities,

named NN-1.

— A bigger NN with 6 hidden layers of size 256, 512, 1024, 512, 256, 128, also with

ReLU non-linearities, named NN-6.

To ensure that these models were still performing relatively well to detect cyberattacks,
accuracy of both NNs are reported in Table 4.1. While their global accuracy is very
high, these NNs are still struggling to detect some cyberattacks, e.g., Web Attack SQL
Injection, which might in turn impact the quality of explanations on attacks more
difficult to detect.

Class explanations First, it is interesting to see if correctly learned attacks are ex-
plained in a way that conforms to the knowledge of cybersecurity experts. To this end, we
chose explanations of correctly classified DoS Hulk (Denial of Service HT'TP unbearable
load king) instances. As shown in Table 4.1, this class is particularly well detected by both

NNs, which should create a consistent representation of this attack. DoS Hulk attacks are
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Table 4.1: NNs Accuracy on CIC-IDS2017

IDS NN-1 NN-6
Accuracy 0.9963 0.9969
Recall
Dos Hulk 0.9998 0.9988
Recall
Web Attack SQL 0.1667 0.1982
Injection

characterized by the usage of various User Agents, the usage of different times for keep-
alive connections, the disabling of cache, as well as the usage of randomized unique URL
requests. More globally, DoS attacks are generally characterized by a high number of

packets, and possibly also a higher size of packets, either to or from the targeted machine.
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Figure 4.1 — Feature importance for the DoS Hulk attack, using SHAP

In Figure 4.1 is shown the importance of different features in identifying the class
DoS Hulk, i.e., it shows feature importance for all instances of this attack, for both NNs.
Features are ordered by importance, with the most important being at the top. The more
important to a decision a specific feature value will be, the higher its SHAP value will
be. At first glance, it is interesting to notice that Packet Length Variance, which is
the most important feature for NN-1, is not among the 10 most important features for
NN-6. For four features, namely FIN Flag Count, Idle Mean, Idle Max and ACK Flag

Count, both NNs give a high positive importance to higher values of these features, which
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is consistent with characteristics of this attack. High numbers of FIN Flag Count and
ACK Flag Count show a high number of connections, while high values for Idle Mean
and Idle Max show that the connection is kept alive for a long time, both representative
of DoS attacks. Other important features for NN-1 make less sense to characterize DoS
attacks, with four of these features having mostly a negative influence, i.e., the higher
their values, the more chances that the IDS will predict something else than DoS Hulk.
For NN-6, a high number of packets sent from Source to Destination per second (Fwd

Packets/s) being important also make sense.
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Figure 4.2 — Feature importance for the Web Attack SQL Injection attack, using SHAP

On the other hand, for attacks that are much harder to detect, like Web Attack SQL
Injection, explanations can prove to be mostly useless. This is further amplified by the
fact that SQL injections are mostly recognized by investigating packet content, so relying
on statistical features does not help. As shown in Figure 4.2, while some feature values
have a positive influence, this influence is relatively low (up to 0.08, for a maximum of 1),
which shows they do not help much in detecting SQL injections.

While it is possible to ask for explanations for a single decision, conclusions remain
mostly the same as what happens for class explanations: the usefulness of the explanation
is heavily influenced by the performance of the IDS, as well as the fact that the data’s
feature set possess characteristics of different attacks. In Figure 4.3, an explanation of a
single Web Attack SQL Injection is provided. As can be seen, the importance of the
different features is relatively low, and some features even have a negative influence on
the prediction. This shows that the IDS is not able to correctly detect this attack, and

the explanation is also unable to provide any insight.
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Figure 4.3 — Explanation with SHAP of a single Web Attack SQL Injection instance

Consequently, it can be assumed that explanations can only make sense and be actually
useful when, and if, the performance of the IDS is high enough. Furthermore, XAI methods
showing feature importances are heavily dependent on the feature set. If characteristics
of an attack are not visible in the feature set, e.g., for attacks that can be recognized with
the packets payload, explanations are unable to be useful to the end users, which in this

case would be a cybersecurity expert.

4.1.2 XAI to find spurious correlations or identify problems

While XAI methods are unable to properly explain how an IDS reaches a decision,
especially when its detection ability is low, they can still be useful to find errors or biases
in the data. Removing these errors and reducing an existing bias can improve performance
of any ML algorithm, as highlighted in [4, 133]. In [109], the data used was heterogeneous,
and depending on how recent it was, it did not necessarily have the same features. XAl
allowed to find that the IDS was heavily biased towards detecting attacks by using the
absence or presence of some features in the data, instead of the attacks characteristics.
Consequently, removing such biases allows to increase trust in the IDS for cybersecurity
analysts, even in the absence of proper explanations of the decision process.

As an example, the Infiltration attack in CIC-IDS2017 is sometimes undetected.
NN-6 detected 60% of the Infiltration instances. In this case, explanations can help in
highlighting the reasons the model is unable to find them, and could potentially be used
to correct the IDS or enrich the dataset used to train it.

In Figure 4.4a, it can be seen that although having positive and negative importance,
the most important features actually do not impact much the decision, hence causing

the IDS to not detect the Infiltration. What is more interesting, however, are two of
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Figure 4.4 — Explanations obtained using SHAP and Anchors. Figure 4.4a and
Figure 4.4b explain a single (different) Infiltration instance.

the most important features: ACK Flag Count and Fwd Packets/s. For any successfully
initiated connection, its respective data flow will then have an ACK Flag Count equal to 1.
Therefore, this is definitely not a characteristic specific to Infiltration attacks, and the
positive importance of the feature can be quite misleading. On the other hand, although
having a negative importance, the feature Fwd Packets/s having a value of 100000 is quite
incoherent with regard to what is an Infiltration attack. With further investigation,
it is possible to find that for the CIC-IDS2017 dataset, Infiltration attacks (normally
quite stealthy) were used as a first step to launch port scans, which can generate much
more packets. Therefore, this particular error in prediction might be due to a case of
mislabeling, as highlighted in [97].

While SHAP allows to show feature importance with regard to any class (normal
traffic or any attack), Anchor explanations are given with regard to the predicted class.
Therefore, in Figure 4.4b, the condition given represents a sufficient condition to, in this
case, predict the given instance as normal traffic. Therefore, the condition, and the anchor
precision being equal to 1 means that whenever the CWR Flag Count is equal to 1, the
IDS will consider this instance, and any instance satisfying the same condition, as normal

traffic. This is problematic because CWR flags are generally used alongside ECE flags to
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inquire on the ability to notify about congestions. Therefore, any attacker getting hold of
this information would be able to attack without being detected by the IDS by crafting
packets to add CWR flags. This points out to potential limits of the IDS and enriching

the training dataset is thus necessary to prevent such limits from being exploited.

4.2 Evaluation of XAI methods

By using and testing different XAI methods in this thesis, we realized that methods
using similar explanation mechanisms could still produce vastly different explanations for
the same situation. It thus raised a few questions:

— Do these explanations all identify true causes of an event?

— Are some explanations more “right” than others?

— Are there other important considerations?

While XALI is a research topic that is quickly gaining traction, it is still relatively new.
Therefore, there are areas where XAl is less developed, which can bring about significant
limits. One such limit is about how to evaluate explanations. Although this has been
researched, there is no consensus yet about how to properly evaluate explanations.

In [47], evaluation of X AT is separated between human-grounded, application-grounded
and functionally-grounded evaluations. The evaluation method should thus correspond
to the objective researched. In [75], authors consider evaluation of explanations more
as a subjective scoring of the explanation’s quality compared to expectations. Finally,
in [126], twelve essential properties of explanations are presented, separated into three
main categories: content, presentation and user. However, XAI methods are still lacking
evaluation metrics used as a standard [71], especially in the context of IDSs [127, 187].
As highlighted in [33], what represents a “good” explanation, particularly in the context
of IDSs, is difficult to define and different stakeholders might have different needs.

Nevertheless, a number of quantitative metrics have been developed in an attempt to
evaluate various properties of XAI methods such as Faithfulness, Robustness or Complex-
ity [156]. Faithfulness of an explanation is a desirable property that describes the ability
to capture the features used by a predictor [21], but can be quite complex to compute.
However, other methods can also be used to compute metrics related to Faithfulness [103,
172]. Robustness measures the stability and consistency of a given XAI method [99, 151],
while Complexity [99] ensures that explanations would be easily understandable by users.

Finally, it can be interesting to measure how explanations coincide with ground truth
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[173, 151].

In this thesis, we chose to focus on the properties defined in [126] to evaluate expla-
nations, since it is quite comprehensive. While user-based properties are subjective and
should be evaluated by questioning users and presentation-based properties are about
controllable characteristics, content-based properties can be used to potentially define
metrics for XAl evaluation. Among the possible properties, Correctness, i.e., how faithful
is the explanation with regard to the model, and Completeness, i.e., how much of the de-
cision process in explained, are the most meaningful properties with regard to the actual
quality of an explanation. We thus developed an implementation of these properties to

quantitatively evaluate explanations.

4.2.1 Compute Correctness and Completeness of explanations

From another viewpoint, Correctness measures the ability of an explanation to rep-
resent “nothing but the truth”. Therefore, most important features in the explanation
should should have a higher significance towards the predicted class. For example, a very
high value of Packets/s might not be the most “correct” feature to explain a DoS at-
tack, since it could be more relevant to predict a Brute Force attack. On the other hand,
Completeness measures its ability to represent “all the truth”. An explanation showing
an abnormal value for the sensor of a particular industrial system component might be
enough to explain a cyberattack targeting this component, if there are no other cyberat-
tack targeting the same component.

Both properties combined can already give a quite comprehensive view of how the
explanation portrays the decision process of an IDS. However, the quality of explanations
presenting feature importances is heavily dependent on the number of features used.
Ideally, a cybersecurity expert would have to handle explanations with only a few features,
to close in on the real causes of an event more quickly. Therefore, it was decided to look
at how Correctness and Completeness of an explanation change as the number of features

used to explain increases.

Completeness The easiest way to measure that an explanation represents “all the
truth” is to “remove” (replace values by median values) features not present in the expla-
nation, and see if the prediction of the IDS changes. An algorithm describing the process

is presented in Algorithm 1.
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Algorithm 1: Completeness computation

Data: IDS the trained IDS,

Pips the probabilistic output of the IDS,

X the dataset,

x a sample of the dataset to be explained,

features;,, the important features returned by the explanation

pred < argmaz(Prps(z))

incomplete__x < median(X)

incomplete x| features;y,| < x[featuresiy,|

if argmaz(Prps(incomplete_x)) is pred then
// Explanation was complete
return True

else

‘ return False
end

Correctness Correctness, which measures the fact that an explanation is “nothing but
the truth”, is more difficult to compute than Completeness. To do so, we decided to
incrementally “remove” features and measure the impact it brought to the probabilistic
output of the IDS. If the change in output was the highest for the predicted class, it means
the explanation was correct. The algorithm used to compute Correctness is presented in
Algorithm 2.

4.2.2 Datasets, ML and XAI algorithms for evaluation

In order to test the influence of the number of features as well as the performance of the
IDS on the quality of the explanations, three datasets were used: WADI [6], CIC-IDS2017
[148] and UNSW-NB15 [123]. All three datasets were split using a stratified scheme into
70% train (60% and 10% validation) and 30% test sets.

Both CIC-IDS2017 and UNSW-NB15 were pre-processed in the same manner as in
Section 3.2 (49). For the WADI dataset, features such as Row, Date, Time and four other
features that are missing all values were removed. The resulting dataset has 124 features.
Attacks are named Attack_i (i from 1 to 15, e.g., Attack_1) and have different targets
and objectives. They can either affect physical equipment, starting pumps, opening or
closing valves, or manipulate sensor readings.

For the ML algorithm used as an IDS, NN algorithm is retained as a first experiment
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Algorithm 2: Correctness computation

Data: IDS the trained IDS,

Pips the probabilistic output of the IDS,

X the dataset,

x a sample of the dataset to explain,

features;y,, the important features returned by the explanation,

max_di is an array conserving the maximum change in probability brought by
deleting a feature, for each class

P <« P]DS(ZL‘)

pred < argmazx(P)
previous_ P < P
mmcomplete__x < x

// |max_di| = |classes]|

m = median(X)

max_di < [0,0,...,0]

for feature in features;,, do
incomplete__x[feature] < m|feature]
incomplete_ P < Prps(incomplete_x)
// Unit-wise division

deletion__impact = %
incomplete_ P
for i <— 0 to size(deletion__impact) do
| maz_di[i] = mazx(deletion_impact[i], maz_dili])
end

previous_ P < incomplete_ P

end

f argmax(max_di) is pred then
// Explanation was correct
return True

[=ry

else
‘ return False
end
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for multiple reasons. First, it is often one of the best performing algorithms. Secondly,
NNs are also among the less inherently interpretable ML algorithms, thus the interest in
explaining their predictions. The NN architectures used are those obtaining the overall
highest Accuracy on the three datasets. They are fully connected with six hidden layers
of size 256, 512, 1024, 512, 256, 128, with a ReLU activation function.

To explain NNs, as well as compute Completeness and Correctness, LIME is used. This
particular method has been chosen over other methods because this is the most extensively
used compared to other similar feature importance methods, along with SHAP, but is
more computationally efficient. Raw values of feature importances returned by LIME are
used to compute XAI metrics, as shown in Algorithm 1 and Algorithm 2, where feature

importances are given with the parameter featuresi,,.

4.2.3 Completeness and Correctness results

First, because performance of the IDS might impact the performance of XAI meth-
ods, it is important to evaluate the IDS to get an idea of its ability to detect different
cyberattacks. Therefore, detection rate of the attacks mentioned will be reported to ease
reading (Table 4.2, Table 4.3 and Table 4.4).

For each instance in the test set, the IDS made a prediction, then an explanation of this
prediction was provided by LIME using a high number of features, which in this case we
chose to be 50. Since features are ordered by importance, it is possible to remove the last
features to reduce the size of the explanation. In this way, Correctness and Completeness
can be computed for different numbers of features. Therefore, for each data point, it is
possible to know if its corresponding prediction’s explanations (containing from 3 to 49
features) satisfy these two properties. Since both properties return a True or False result,

Figure 4.5 shows the proportion of instances having True results.

Table 4.2: NN Detection rate of specific attacks on WADI

Attack Attack_ 8 Attack_9 Attack_ 13

Detection Rate

. . 2
(%) 97.5 88.8 85

Figure 4.5a shows Completeness results on the WADI dataset. First, Completeness
seems to be correlated with the number of features in most cases, with a higher number

of features meaning a more complete explanation, which is not really surprising. Secondly,
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Figure 4.5 — Completeness and Correctness results for each class on WADI (a) and (d),
UNSW-NBL15 (b) and (e), and CIC-IDS2017 (c) and (f). Adapted from [49].
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there are two exceptions to the previous observation: Attack 8 and Attack_9 have a very
high Completeness value even with the lowest number of features returned. Attack_9
(turns on a pump) is relatively simple to detect considering the feature 1_P_006’s (showing
the status of the pump) value that is normally 0, is 2 when that attack occurs. However,
in some cases during Attack 9, the feature 1 _P_006’s value remains 0, causing both
a prediction error, and the explanation to not be complete. In the case of Attack 8
(opens the Motor Control Valve, MCV_007), a high enough value (value > 30) for
2_MCV_007_CO0 (showing opening percentage) also seems to be the only important feature.
Finally, Attack_13 (reduces a booster set point pressure) explanations are often not
complete, because this attack is weakly impacting the whole water plant, thus needing
many features to be detected.

In Figure 4.5d showing Correctness on WADI, results seem to not be correlated with
the number of features. Moreover, and interestingly, Correctness results for each class
tend to be relatively close to the IDS’s ability to detect a specific attack, i.e., the propor-
tion of instances that have an explanation with Correctness being True is similar to the

proportion of instances that are correctly classified.

Table 4.3: NN Detection rate of specific attacks on
UNSW-NB15

Attack Analysis Backdoor

Detection Rate

(%) 2.8 3.4

In the case of the UNSW-NB15 dataset, as shown in Figure 4.5b, explanations gener-
ally need less features to be complete than for other datasets. This probably means that
some features in this dataset offer more discriminating power with regard to detecting
some attacks. However, Completeness is often above the detection rate of some classes,
e.g., Backdoor whose detection rate is very low and Completeness reaches quickly above
60%, which means that although important enough that the IDS is certain of its predic-
tion, these features are misleading and often push the IDS towards the wrong prediction.
For Correctness, increasing the number of features seems to have a negative impact for
some attacks, which seems a peculiar behavior. The most likely possibility is that some
less important features in these cases tend to be very important for other classes. Last
but not least, similarly to Completeness, Correctness values are above the detection rate

of many classes, which means the IDS is often confidently wrong, e.g., detection rate of
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Analysis and Backdoor is notably low (Table 4.3) whereas Correctness is higher than

25%, which is concerning.

Table 4.4: NN Detection rate of specific attacks on CIC-IDS2017

Web Attack Web Attack Web Attack

Attack SQL Injection Brute Force XSS Botnet
Detection
Rate (%) 0.0 13.2 2.1 63.4

For CIC-IDS2017, increase rate in Completeness seems disparate for the different
attack classes. This might mean that attack complexities differ a lot for this dataset.
Completeness remains close to 0% for Web Attack XSS, Web Attack Brute Force, and
Botnet. For Botnet where the detection rate is around 60%, it probably means that a
combination of many features is generally required to predict correctly this class. For Web
Attack XSS (and Web Attack Brute Force), it is probably caused by the low detection
rate (Table 4.4). Interestingly, the IDS also seems often confidently wrong in the case
of Web Attack SQL Injection where Completeness reaches around 50% whereas detec-
tion rate is 0%. The same behavior seems to be validated by Correctness results for the
different Web Attacks.

Overall, Correctness does not seem to be impacted much by the number of features.
It means that features in the explanations, especially the most important ones, have the
highest impact on the class predicted by the IDS, so explanations indeed properly reflect
the IDS’s decision process. Moreover, Correctness also seems to be highly correlated with
performance on the different classes. This is important because it possibly means that
incorrect explanations might be due to incorrect predictions, thus allowing to find IDS
errors. Completeness, however, is very dependent on the number of features, except in
cases where one or a few features make the prediction too obvious, e.g., Attack 9 in
WADI. Performance also seems to have an impact, e.g., Web Attack XSS, Web Attack
Brute Force in CIC-IDS2017, although the impact is lower than for Correctness. This
metric also shows that many attacks are generally complex and require many features to be
properly explained. Therefore, relying on explanations to explain and validate predictions
might be more time-consuming than expected for a human operator.

Finally, a concerning observation is that according to both metrics, explanations better
reflect the behavior of the IDS when they contain more than 20 features, which is a lot

of information if used as explanations sent to cybersecurity experts.
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4.2.4 Correlation between Completeness, Correctness and IDS

results

An interesting observation is that the IDS performance seem to heavily influence

the ability to obtain complete and correct explanations. Attack classes that are poorly

detected generally lead to their explanations being incorrect and often also incomplete,

e.g., Web Attack XSS and Web Attack Brute Force explanations are almost all incorrect

and incomplete, regardless of the number of features.

Completeness correlation
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Correctness correlation
with predictions

WADI UNSW-NBI15
1 ]
0.5
0 / — = D
—0.5
-1 T T -1 5 T T
0 20 40 0 20 40
(a) (b)
== Attack 1 Attack 2 IR
Attack 3-4 Attack_5 - gnglysm gadl(d.(t)?F
Attack 6 === Attack 7 FO ) pr Ol N
Attack 8 — Attack 9 Puers = Generic
— Attack 10 Attack 13 = “f,(,om‘lalbbance wellcode
Attack 14 === Attack 15 orms
1 1 -
B ——
05 ———— | 05
0- 0
—0.5 | —0.5
—1 T T _1 T T I
0 20 40 0 20 40

Number of features

(d)

Number of features

()

CIC-IDS2017

1 ]
| 1=
0 ;/['/::,’_7 S —
—0.5
-1 T T
0 20 40
(c)
== Botnet DDoS

== [nfiltration

DoS GoldenEye DoS Hulk
DoS Slowhttptest == DoS slowloris
FTP-Patator Heartbleed
PortScan

Web Attack

SSH-Patator  Brute Force

Web Attack Web Attack
SQL Injection XSS
1 - —
0.5 | TN
0 L
—0.5
_1 I I
0 20 40
Number of features

(f)

Figure 4.6 — Completeness and Correctness correlation with predictions for each class on
WADI (a) and (d), UNSW-NBI15 (b) and (e), and CIC-IDS2017 (c) and (f). Adapted

from [49].
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Correlation is positive in two different cases: Completeness (or Correctness) is True
and the IDS’s prediction is correct, or Completeness is False and the IDS was mistaken.
Correlation is thus negative in the other cases. Figure 4.6 shows the correlation between
Correctness and Completeness with predictions.

Because Correctness seemed to be often similar to the Recall of each class, it is inter-
esting to explore correlation between both metrics and prediction results of the IDS. In
case of a high correlation, both metrics might be useful in detecting errors in prediction.
Correlation with Completeness might provide additional information, especially at a high
number of features, or when some features are by themselves the determining factor, e.g.,
for Attack_8 and Attack_9 in WADI. Results on the train set are shown in Figure 4.6.
For WADI, in two cases (Attack_9 and Attack_13), correlation between Correctness and
prediction results is equal to or reaches 0 because performance on the class is 100%, thus
lowering artificially the correlation to 0 as long as one instance’s explanation is not correct,
which is the case here.

Overall, for Completeness, correlation with prediction results seems very dependent
on model performance. The lower the performance, the lower the correlation. However,
for Attack_8 and Attack_9 in WADI, correlation is (or reaches) 100% which means
finding cases where Completeness is False could be used to find and correct all errors in
prediction. For Correctness, the impact of model performance seems lower, but nonetheless
still present, and correlation seems positive, or even highly positive, for all three datasets.
Both metrics could thus be used to point out errors in prediction and would be effective

in different cases.

4.3 XAl to validate or correct predictions

To test the potential of both metrics to find errors on the test set, Completeness and
Correctness are computed for uncertain predictions (uncertain means the probability of
the second most likely class is superior to a threshold, to reduce unnecessary computation).

As stated in Chapter 2, LIME gives explanations by creating samples in the surround-
ing of the sample to explain, then training a linear regression model using this new data.
An important thing to note is that LIME can provide explanations for a single instance
with regard to all possible classes, e.g., a DoS instance in UNSW-NB15 is predicted as
Fuzzers, it is still possible to have important features for this instance with regard to

other classes. Therefore, it is possible, for a single instance, to decide for which class its
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explanations are the most correct and complete: a DoS predicted as Fuzzers might still

have a better explanation for the DoS class.

4.3.1 Point out potential errors

The first possibility is to leverage Correctness and Completeness of explanations to find
if some predictions might be erroneous. In this case, the potential errors might be reported
to a human operator that should investigate and has sufficient time to find the true class
of the investigated sample. Therefore, the investigation is considered as an oracle and it
is possible to measure the improvement in performance induced from pointing out errors
that will be corrected. While it is possible to compute Completeness and Correctness
for each instance, it might induce a high computation overhead (more than 10 times
the time for inference). It is therefore necessary to try to reduce the number of required
computations, possibly without missing too many errors. It was thus decided to focus on
IDS predictions that are more uncertain: predictions where the output probability of the
second most likely class is between 0.05 and 0.49. Values between these two values will
thus be used as a threshold to define uncertain predictions for which explanations and
their Correctness and Completeness will be computed.

To this end, the number of features returned by explanations needs to be fixed for
both Completeness and Correctness. It has been fixed at 40 for Completeness, because
correlation prediction results seem higher with more features. For Correctness, it has been
fixed at 30, although the number does not matter much, since correlation seems to not
depend on the number of features. Detection rate at 0.5 in threshold value thus represents
the original detection rate.

Finally, there are multiple ways to leverage Completeness and Correctness to look for
and identify errors. Since both tend to be highly correlated with detection rate of attacks,
it is possible to point out errors when either (instead of both) Completeness or Correctness
points towards an error. However, while it might be more interesting, performance-wise,
to find more errors by performing more investigations, this might lead to a high increase in
required investigations, which could prove to be counterproductive. Therefore, following
our own experiments, we decided to use the two metrics to point out potential errors if
both are in agreement against the prediction of the IDS, as shown in Algorithm 3.

As the threshold values, i.e., the values compared to the IDS’s probabilistic outputs
to determine prediction uncertainty, decreases, Figure 4.7a, Figure 4.7b and Figure 4.7c

show the increase in detection rate, while Figure 4.7d, Figure 4.7e and Figure 4.7f show
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the number of potential errors that will require investigations. We can see that manual
investigations are mainly required for the Normal class. This is expected because many

attacks are missed and classified as Normal, thus the need to investigate this class.
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Figure 4.7 — Possible gains in Accuracy (a, b, ¢) and Manual investigations required (d,
e, f) for each class, with XAI pointing errors.

On the WADI dataset, although performance was already very high for all classes, it
is interesting to see that using Completeness and Correctness to point out errors allows
to find most of the remaining errors, thus achieving near perfect detection of attacks.

On the UNSW-NB15 dataset, although the possible increase in performance is much
more important, this also requires a non-negligible amount of investigations. Indeed, more

than 20000 investigations would be required, mainly Normal and Exploits instances,
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because incorrectly classified attacks are generally assigned to these two classes. For the
Exploits class, this is because this attack class is more prevalent and much more diverse
than other attack classes, and thus they share similarities. Unfortunately, although the
gain in performance is significant, this amount of investigation is probably not manageable
by cybersecurity teams. In this case, it might be more interesting to focus on possible errors
in Exploits predictions, since performance on this dataset shows that most misclassified
attacks are confused with Exploits.

On CIC-IDS2017, finally, the overall increase in performance is similar to UNSW-
NB15, while the required amount of investigations is significantly lower. By pointing out
potential errors with XAI for the CIC-IDS2017 dataset, there is a definite improvement
for many classes compared to only using an IDS. For attacks where performance was
originally low (below the 75% mark), the gain in Accuracy ranges between 5-10% to even
90% for Web Attack XSS. Interestingly, pointing out errors also induces a high number of
investigations for DoS Hulk predictions. The class often possesses similar signal to other
DoS attacks, which explains why the probability of other DoS attacks is often non-null
when predicting Dos Hulk. However, the IDS is mostly correct, thus resulting in wasteful
investigations.

As could be seen with UNSW-NB15 and CIC-IDS2017, while there is a notable increase
in performance, the amount of investigations required is probably too high for being doable
by a team of cybersecurity experts, although this represents less than 10% of the uncertain
predictions. Therefore, there is a need to find a correct trade-off between performance
increase and human workload, or to find other methods with a lower need for human

efforts.

4.3.2 Automatically correct predictions

While it is possible to improve performance by pointing out errors and performing
more investigations by cybersecurity experts to correct IDS mistakes, it is also possible to
automatically correct predictions of the IDS, albeit with a lower increase in performance
than human corrections.

However, to do so, it is not enough to find an incomplete or incorrect information. It
is also required to identify, in case of an error, which class would be the most likely to be
the correct class. Fortunately, LIME offers a possible solution: it is possible, for a single
instance, to obtain explanations and thus feature importances with regard to all possible

classes. Therefore, it is also possible to compute Correctness and Completeness for these
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different explanations to find the most correct and most complete explanation. This can,

in turn, point towards the actual class of the explained instance.

However, to extend Completeness and Correctness computations to be able to find
the most likely class, there are a few obstacles. First, since attacks are generally more
complex than normal traffic, Completeness is biased towards normal traffic: even if the
actual class is that of an attack, it is highly probable that the most complete explanation
would be the explanation for normal traffic. Secondly, how to decide if both the most
complete explanation and the most correct explanation correspond to a different class,
that is also different from the IDS’s prediction? While it might tell that the prediction
of the IDS is indeed erroneous, it does not help in finding which class is the correct
one. While Completeness shows which class is best characterized by only a few features,
Correctness merely allows to ensure that important features are indeed important to the
decision. Therefore, we decided to give priority to the class corresponding to the most
complete explanation in case of a disagreement. Completeness was prioritized because in
case of disagreement, Correctness alone tended to often incorrectly change the prediction,
whereas Completeness tended to more conservatively change predictions, and was more
often correct. The final algorithm used to perform the automatic correction of predictions

leveraging Correctness and Completeness is shown in Algorithm 4.

Results obtained using this fully automated method are shown in Figure 4.8. On
WADI, similarly to the more manual method, the algorithm is able to achieve a better
performance and can correct most of the remaining errors. Similarly, for CIC-IDS2017,
there is a notable increase in performance, at virtually no cost, although it increases to
a lesser extent than the manual method. Finally, contrary to the other datasets, there
is also a decrease in performance on UNSW-NB15. While the automated correction al-
lows to better detect Fuzzers and Analysis, there is an almost symmetrical decrease in
performance for Shellcode and Backdoor. This shows that features that are significant
between these classes, although this does not seem to lead to the IDS initially mistaking

one for the other (confusion matrices does not show confusion between these classes).

In this case, the ability to correct predictions is fully automated and only induces
a computation overhead, yet is still able to notably increase performance of the IDS.
Most, importantly, it could possibly be combined with the “manual” method to possibly
improve performance further by relegating potential errors that are difficult to automat-
ically correct to cybersecurity experts, thus improving performance with a manageable

human workload.
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Algorithm 3: Algorithm to find and point out errors

Data: IDS the trained IDS,

x a sample of the dataset to explain,

Completeness the function to compute Completeness,
Correctness the function to compute Correctness,

features;y,, the important features returned by the explanation

complete < Completeness(IDS, x, featuresiy,)
correct < Correctness(IDS, x, features;,,)
if not correct and not complete then

‘ // Point out error for investigation
else

‘ // Do nothing
end

Algorithm 4: Algorithm to automatically find and correct errors

Data: IDS the trained IDS,

md the median of the training data,

x a sample of the dataset to explain,

Most_cmp_expl the function to find the class with the most complete explanation,
Most_cor_expl the function to find the class with the most correct explanation,
Afeatures;n, the array containing the important features returned by the
explanation for each class

pred < IDS(x)
median_pred <— IDS(md) // Generally is normal traffic

pred__complete <— Most_cmp_expl(IDS,x, Afeaturesim,)

pred__correct <— Most_cor_expl(IDS,x, Aeaturesim,)

new_pred < pred

if pred__complete #+ median__pred and pred__complete # pred then
‘ new_ pred <— pred__complete

end

else if pred_correct # pred then
‘ new_ pred < pred__correct

end

return new_ pred
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Figure 4.8 — Possible gains in Accuracy for each class, with XAl used to automatically
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4.4 Conclusion

XAI has made significant progress in the last decade, but is not yet mature enough
to properly explain the decision process of IDSs. One of the main reasons comes from
the fact that commonly used XAI methods rely, in one form or another, on dataset
features. Unfortunately, while this works in some application domains, e.g., images, where
an area of the image can represent a meaningful concept, there is often a gap between
human knowledge of cyberattacks and how the dataset features are constructed for IDS
datasets. This leads to XAl providing explanations that are more difficult to understand
for humans, including for cybersecurity experts. Therefore, to leverage XAI methods in
order to provide explanations of a decision, it should be necessary to reflect on how to
appropriately construct datasets, with XAl in mind. Another possibility could be to rely
on textual explanations or more generally generative Al, but as has been shown with
ChatGPT, this could lead to another set of security problems [52].

Going further, XAl is still lacking a proper evaluation framework, depending on the ap-
plication and who receives the explanation. Further research on this topic could definitely

improve XAI and lead to more useful research.
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Experiments performed in the context of this thesis also showed that explanations
are heavily influenced by the performance of the explained ML algorithm. In our case,
cyberattacks that were hard to detect generally lead to both incomplete and incorrect
explanations, which highlights the fact that the IDS is predicting somewhat hazardously.

Finally, we showed that although not yet ready to explain behaviors of an IDS, XAl can
still be leveraged to verify its decisions and improve its performance. Two methods, one
more manual and the other more automatic, lead to a significant increase in performance.
While the manual method requires a significant workload of human experts to investigate
and correct potential errors, it also leads to near perfect detection of cyberattacks in
many cases on some public datasets. The automatic method, although leading to a lower
increase in performance, does not require any interaction and is able to correct erroneous
predictions at the cost of more computation time. Finally, although not developed in
this thesis, it might be interesting to focus on a hybrid methodology, relying mostly on
automated corrections while pointing out really uncertain predictions for human experts
to investigate. This could lead to a more significant increase in performance, with a

manageable human workload.
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CHAPTER 5

ZERO-DAY ATTACK DETECTION AND
CLASSIFICATION

While there are different methods to make Machine Learning (ML)-based Intrusion
Detection Systems (IDSs) more adapted to the cybersecurity domain and more trustable,
such methods will probably not completely replace signature-based approaches, because
of their differences and respective advantages. As such, both systems could definitely be
used concurrently, to benefits from both approaches’ advantages and cover for the other

approach’s drawbacks.

One of the main drawbacks of current signature-based approaches is their perceived
inability to detect Zero-Day Attacks (ZDAs). Therefore, developing ML-based IDSs that
are able to better detect ZDAs could definitely benefit the current state of IDSs. However,
current ML-based IDSs rely mainly on supervised ML methods because of their high
performance, but this simultaneously impairs their ability to detect anything unknown
[96]. While unsupervised methods allow to detect ZDAs, their ability to detect attacks,

and especially differentiate them, is generally much lower than that of supervised methods.

More recently, the development of semi-supervised methods allowed to leverage both
labeled and unlabeled data to achieve performance similar to supervised methods, while

being more flexible and allowing to detect anomalies.

5.1 Paradigms for the detection of Zero-Day Attacks

As stated previously in Section 2.5.1 (Page 36), ML methods can be separated into
different types of methods, among which some are naturally more suited for the detection
of ZDAs.
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5.1.1 Anomaly detection methods

The first methods employed to detect ZDAs were mainly anomaly detection methods.
They could be either unsupervised or supervised methods. The goal of these methods
is to distinguish outliers, or anomalies, from a normal behavior. Since there is a single
anomaly class, detection of ZDAs is often as good as detection of possibly known attacks.
However, the overall detection ability falls short compared to the detection ability of
supervised methods for known classes.detection of all attacks is often much below other
supervised methods performing classification. In [119, 20], multiple unsupervised anomaly
detection methods were used: One-Class Support Vector Machine (OC-SVM), Isolation
Forest (IF), Local Outlier Factor (LOF), Auto-Encoders (AEs). While they are able to
detect anomalies, it is also shown that Recall is often much higher than Precision which

would lead to a higher rate of false alarms [119].

In [190], a thorough evaluation of different anomaly detection approaches, both su-
pervised and unsupervised, is performed on 11 datasets. These datasets are used to cre-
ate dataset variants with each having excluded a different attack class from the training
dataset. Algorithms tested include: Support Vector Machine (SVM), k-Nearest Neighbors,
Logistic Regression, k-Means, LOF, OC-SVM, IF, and ensembles of these algorithms. Per-
formance on both known and unknown attacks is reported, and it is shown that supervised
methods are unsurprisingly better at detecting known attacks, while unsupervised meth-
ods are better at detecting unknown attacks. Results averaged over all dataset variants
show that the best performing algorithms are able to detect a bit over half of the un-
known attacks. While this might be interesting in the case of ZDAs, their performance in
detecting known attacks remain much lower than state-of-the-art supervised classification

algorithms *.

Unsupervised anomaly detection approaches are interesting to detect attacks, includ-
ing ZDAs, when no labels are available. However, they are unable to detect and differen-
tiate between attacks, and they usually produce a high number of false alarms. As such,
approaches able to perform multi-class classification, while having the ability to detect
unknown attacks, are preferable to improve detection of known attacks and reduce the

quantity of false alarms.

1. In [190], unsupervised methods achieve around 60% Recall for most unsupervised methods while
supervised methods can reach above 70% REcall.
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5.1.2 Open-Set and Open-World Learning

The problem of a trained classifier being able to detect and classify new unknown
classes is a very difficult problem that has been first formalized in [18], and is named
Open-World Learning (OWL). It extends Open-Set Learning (OSL) [144] that consid-
ered all unknowns as a single anomaly class by considering multiple unknown classes. It
also extends it by applying Incremental Learning to incrementally add in a supervised
manner the multiple new classes that were detected. In [28], it is shown that although
small steps are taken in the direction of OWL, mainly with advances in OSL, this is not
sufficient and much remains to be done. Since then, recent works on image applications
[31, 158] have shown that most recent ML methods are slowly gaining the ability to detect
and distinguish unknown classes. Both OSL and OWL are preferable to anomaly detec-
tion approaches since they are able to correctly recognize known attacks with a much
higher performance, while simultaneously having the ability to detect ZDAs, and possibly
differentiate them in the case of OWL.

In intrusion detection and detection of new classes, much of the work has focused on
OSL. In [143, 92, 39, 79], it is shown that using OSL methods can lead to detection of
unknown classes with a rate ranging between 20% and sometimes up to 90%. However,
these approaches only consider a single anomaly class, and sometimes are tested on rel-
atively small datasets. Furthermore, they are always tested by leaving out one attack of
the dataset, which restricts the distribution of unknown attacks to that of a single class.
As such, this is unclear if and how these methods would scale when considering multiple
different new classes, even if considering them as a single anomaly class.

Currently, approaches used to detect ZDAs have achieved a high performance on known
attacks and are able to distinguish them from unknown attacks. They are, however, only
able of classifying possibly different ZDAs as a single anomaly class. In order to properly
update IDSs, and retain a high performance, once ZDAs are detected, they still need
to be differentiated. While relying on human annotation is possible, this is also costly.
Therefore, approaches that detect ZDAs and are also able to correctly classify them would

significantly increase the update efficiency.

5.1.3 Contrastive Learning

As mentioned in Section 2.5.1 (Page 37), Contrastive Learning (CL) appears to be a

possible solution to achieve a high detection of known classes while being able to also de-
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tect and differentiate multiple unknown classes. However, it also requires some adaptations
to properly conform to specificities of the intrusion detection problem. One such adapta-
tion is the difficulty to define augmentations, and thus perform self-supervised learning,
leading to the use of a supervised contrastive loss [90]. This supervised contrastive loss
Lsupcon is shown in Equation (5.1), where ¢ € I = {1...N} is the index of a sample in
a batch of size N and represents the chosen anchor, y; is the label of sample ¢ and z; is
the output of the model for instance i. A(i) = I \ {i}, and P(i) = {p € A(%) : yp, = yi}
represents the set of positives (samples of the same class). z, thus represent positives with
regard to z; and z, are all outputs excluding z;. Finally, 7 is a temperature hyperparam-
eter. The goal of this loss is to penalize when negative samples are closer to an anchor
than positive samples. In order to compute distance between samples, the dot product is

used in this paper.

-1 exp(z; - 2p/T)
Louwpcon = Y —— log P (5.1)
rn = TP, 2, S et )
a€A(7)

As with any CL approach, the selection of positives and negatives can be further
refined according to different heuristics. Current approaches generally try to select hard
negatives (the negative closest to the anchor) [87], or hard negatives and easy positives
(the positive closest to the anchor) [177]. Since the objective is to push negatives away
from the anchor, hard negatives will be pushed further than other negatives, and thus
contribute more to the contrastive objective and can accelerate learning. The approach
developed in this thesis used the method described in [177]. The closer the hardest negative
is from the anchor compared to the easiest positive, the higher the loss, which in turn
changes more the internal representation of the Contrastive Encoder (CE).

An example of how CL works is shown in Figure 5.1. As training progresses, same
class instances are brought closer and closer while they are separated from other classes.
During a training step, the dataset is separated in different batches, and in each batch,
every instance is used as an anchor (the three black points in Figure 5.1 illustrate going
over every instance), with new positives and negatives being computed accordingly. The
loss is then summed over the batch to update the CE’s representation.

Finally, since CL is originally self-supervised method, it is also possible to leverage both
unlabeled and labeled data to perform semi-supervised learning. While semi-supervised
learning can be framed as in [67] to reduce the amount of labeled samples, it is also

possible to consider semi-supervised learning when there are classes that are present in

96



5.2. Practical implementation for IDSs

Easiest
Positive

Anchor

Hardest
Ne%ative

Brute Force
Brute Force

-
¢ oW i
Brute Force
DoS [ ]
DoS L4
o al

hd .
Normal Normal
i °
Positives °
Normal Brute Force
© L]
®  ® Brute Force
Negative:
gatives Pos Dos Brute Force
e DS o
L)
Batch N bos @
L)
. ®  oos Normal
° °
. Normal
Negatives Training with o
a contrastive loss Normal
oo ® Normal Normal
° Dos v
Brute Force °
Dos °
° ® Brute For
Brute Force
L] A
"o O " Hardest
° Negative
Dos Normal  Normal

° Normal \
T4

Normal  Easiest
®  Positive

—>

Positives Anchor

Figure 5.1 — Example of contrastive learning training on a single batch with anchors,
positives and negatives.

the data but are unlabeled.

5.2 Practical implementation for IDSs

When using ML-based IDSs to detect multiple ZDAs in a real-world application, there

are two possible scenarios:

— Scenario 1: They are completely new. In this case, the traffic never existed and
the attacks can only be detected during testing.

— Scenario 2: They have been present for some time, and have remained uniden-
tified. In this case, the traffic exists, is unlabeled but can still be used to train
ML-based 1DSs.

Both of these scenarios are very distinct and, ideally, both should be considered from the
perspective of training ML-based IDSs. While ZDAs are more representative of the first
scenario, they can also be present the second. Furthermore, in scenario 2, an IDS that was
already trained using a labeled dataset should be able to be updated with unlabeled data
to better differentiate ZDAs. This is similar to incremental learning, where new classes

are incrementally learned, but extends incremental learning to use unlabeled data.
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The approach developed in this thesis, SECL (for Sepmix rEgularized Contrastive
Learning), consists of a CL algorithm to learn better representations that will be used by
a combination of a k-Means and a k-Nearest Neighbors algorithm to cluster and assign
a label to these representations. Additionally, it will use a three different regularization
methods: dropout, Sepmix (for Separation through Mixup), and Von Neumann Entropy
(VNE). These regularization methods help the approach in better detecting new classes.

The difficulty of the task in scenario 1 comes from the fact that an unknown number of
classes do not exist in the training dataset, and they only appear during testing, as shown
in Figure 5.2. The goal is thus to, along with correctly classifying known classes, detect
all unknown classes and be able to classify them. In scenario 2, however, this unknown

number of classes is present in the training dataset but is unlabeled.

Training classes
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Figure 5.2 — Proposed approach with CL, Sepmix and VNE. The number of new classes
is unknown during training. From [50].

To train Deep Learning (DL) methods, data goes through Neural Networks (NNs) as
batches of multiple samples. CL approaches are very dependent on the size of batches,
this influences the number of positives and negatives that can be used for computation.
Batches are generally very big to increase diversity of samples for each class within a
single batch. Unfortunately, the proportion of attack traffic is relatively low in intrusion
detection datasets, which leads to batches often having a single sample or none at all of a
specific attack. In these cases, the attack does not contribute to the loss and is much more
difficult to learn because there are no positives within the same batch. Increasing the size
of batches can quickly become impossible because of resource constraints. Therefore, a

solution is to use a memory bank of samples that retains representations (outputs of the
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CL model) of the samples of each class, as in [69, 120]. However, using memory in this way
is not trivial, because this requires training of an additional encoder and is both slower
and much more complex to train. Therefore, it has been chosen to use a simpler method
for a more stable training process: update the memory with a given probability. Memory
needs to be updated frequently to reflect the changes in the CE brought by the learning
process, but also cannot be too frequent, because this, along with other regularization
methods, can make training more unstable. After successive experiments, we settled on
updating memory with a probability of 0.1 for each class. Memory is filled until a sufficient
number N of samples of each class is in the memory bank. Experiments performed led to
N = 20 to ensure stability of the training process.

During training, the proposed approach uses the supervised contrastive loss to cir-
cumvent the need for data augmentation, a memory bank to compensate for the high
imbalance in the data and ensure that we can find a positive for every instance in a
batch, Sepmix and VNE. The contrastive model is composed of a CE and a classifica-
tion head. Since training is done using known classes with a supervised contrastive loss,
a classification head (a simple linear layer) is used to project the representations into a
layer that has the same dimension as the number of known classes, similarly to supervised
DL algorithms. It is also conjectured in [36] that using a contrastive loss induces a loss
of information. As such, using a classification head allows for the information to be lost
mainly in the classification head, thus creating richer representations before projection.

During testing, this classification head is removed and replaced by a combination of a
k-Means and a k-Nearest Neighbors algorithm to detect and classify an unknown number
of classes. While a k-Means algorithm alone is able to detect and classify by assigning
labels with the computed clusters, there is a need to replace these cluster labels by class
labels. Therefore, the addition of k-Nearest Neighbors allows to assign labels to a cluster
by determining the labels of samples closest to cluster centers and performing a majority
vote. In a realistic context, this requires finding labels of a much lower number of instances

to assign a class label to clusters.

5.2.1 Enhancing the ability to generalize: regularization meth-

ods

While a supervised contrastive loss benefits an IDS, by both allowing to circumvent

the need to define data augmentation to perform CL, as well as allowing to achieve
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performance equal to supervised approaches, it also greatly reduces the ability to detect
ZDAs. One of the main reasons is that normal traffic being much more prevalent and
its distribution often overlapping with the distribution of other classes, any ML approach
tends to overfit on known attacks and defaults to identifying anything unknown as normal
traffic. This will be mitigated using Sepmix, as described later in this section. Furthermore,
learned representations tend to be of insufficient quality to properly differentiate unknown
classes from known classes. Therefore, it is important to use regularization techniques in
order to improve the ability of CL-based IDSs to properly detect new unknown classes.
Both dropout and VNE will be used to increase the quality of learned representation by

making the use of neurons inside the NN more balanced.

The mechanism of dropout [155] is a regularization method commonly used to train
NNs. It randomly zeroes out different neurons in NNs at each step of the training process
which reduces co-adaptation of neurons, i.e., the fact that neurons are activated by the
same information. For CL, this essentially reduces the risk of representation collapse as
well as improves the quality of all intermediate representations. In the proposed approach,
as is often used in the literature, a dropout of 0.2, which removes around 20% of the links

between neurons in the NN architecture, has shown the best performance.

VNE has been used in [91] and shows a high effectiveness in enforcing the use of
all neurons in a NN, especially in the last layer, thus improving generalization. This
effectively forces the CE to learn representations of higher quality that will be able to
better differentiate unknown from known classes. Otherwise, unknown classes sometimes
collapse into a single known class: normal traffic. In order to compute VNE, there are
two steps involved. First, the autocorrelation C,. of the representation matrix Z =
{z1, 29, ..., 25}, with z; being the representation of x; through CE and the classification
head, is computed. Then, with A; being the ¢-th eigenvalue of C,ys0, the VNE loss is
computed as in Equation (5.2).

Couto = 2 Z/N
5.2
EVNE = — Z)\] lOg )\j ( )
J
To reduce overfitting of CL approaches, Sepmix, that is inspired from Mixup is used.
Mixup [184] is a method that helps in having a more linear behaviour in the space between

different classes. Originally, Mixup creates new representations Z from the CE represen-

tations z, as well as new targets ¢ from labels y, as shown in Equation (5.3), by selecting
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randomly two indices i and j, with A ~ Beta(a, ) being sampled for each pair of indices,

with Beta being the Beta distribution and a € [0, 00| being a hyperparameter.

T=Av;+ (1 — N,

5.3
g =y + (1= Ny, 9

While Mixup encourages the NN model to behave linearly between samples and can
improve generalization, this is not the reason it is used here. The goal here is to better
separate different classes, and especially normal traffic from different attack classes. As
such, Mixup is repurposed into Sepmix as shown in Equation (5.4), where 7 is the index
of a randomly selected sample, and c is the closest sample that is of a different class.
A € [0,1] is also fixed instead of being sampled from a Beta distribution and becomes a
hyperparameter. This decision was taken because our own experiments showed no notable
increase in performance by sampling A from a Beta distribution in scenario 1, and reduced
performance of SECL in scenario 2. The goal is thus to bring closer to Z any sample z; if

y; = y; and push further away any sample x, if y # y;.

= )\:ci—l— (1= Ny (5.4)
Y=

Sepmix essentially leverages the memory of class instances to create virtual samples
between classes that will be used in the supervised contrastive loss to make representa-
tions more compact. Figure 5.3 shows how memory is used to create new virtual instances
that can change which data serves as easiest positives and hardest negatives. In scenarios
similar to scenario 2, unlabeled instances can be present in the data and can be lever-
aged by sepmix to create new instances. Different color codes are used to show instances
from different classes coming either from the memory or created through Sepmix. Once
instances in the memory are added to batch data, closest instances to those from memory,
but from a different class (either labeled or not), are used to create virtual instances of
the same class as those from memory. As a consequence, this also allows to artificially
increase the contrastive loss, and thus, through training using such a loss, increases the
distance between samples of different classes, especially in the case of normal traffic that
often overlaps with all other classes. In the case of scenario 2 where unidentified attacks
exist in the training data but are unlabeled, they can be used as the closest sample from
a different class with Sepmix, as shown in Figure 5.3 to create a virtual DoS instance, to

improve performance and generalization. Therefore, Sepmix allows to leverage unlabeled
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data to both make known classes more compact, and better separate them from unknown

classes.
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Figure 5.3 — Illustration of how Sepmix creates new instances using a memory.

The new supervised contrastive loss then uses the new created samples to represent
positives and negatives. This new loss is defined similarly to Equation (5.1) and is shown
in Equation (5.5), where m/ represents the combination of batch data, data added from
the memory and new data created through Sepmix, and mP(i) = {p € mI : y, = y;}
represents the set of positives. z, and z, can thus include data coming from memory or

created through Sepmix.

-1 exp(z; - 2p/T)
'Cnsu con — T N lOg L (55)
P ; ImP(i)| pEmZP(i) > exp(z;i - 2/7T)
aeml

Finally, adding VNE to the loss shown in Equation (5.5), the complete loss formulation
is shown in Equation (5.6), with « influencing the impact of Ly yg. If a > 0, this forces
the method to increase the rank of Z (this increases independence of the different z;).

Practically, this reduces the number of neurons in CE that will be equal to 0, which leads
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to representations of higher quality.

ESECL = Ensupcon - Q'CVNE (56)

5.2.2 Connecting the different building blocks

An algorithm describing a single training step of a batch (a group) of samples is shown
in Algorithm 5, with all three hyperparameters’ (A, tpem and ayyg) values being found

using grid search.

Algorithm 5: A training step (for a single batch)

Data: X, y the data and labels from a batch,

F the Contrastive Encoder,

g the classification head,

A the hyperparameter for Sepmix,

Qmem the hyperparameter for the memory bank,
ayyg the hyperparameter for VNE

/* Compute the representation matrix */

H + F(X) // Dropout is integrated in the NN and used here

/* If memory is full, it is updated following the method described
in Section 5.2 */

memory < save to memory bank(H, cu,em)

/* New representations are added using the memory and batch
representations and using the A hyperparameter, as described in
Equation (5.4) */

new_H,new y < get memory samples(H, memory, \)

/* Get positives and negatives used for loss computation */
p,n <—get positives and negatives(H, y, new H, new_ y)

/* The loss is computed using the projection of representations,
positives and negatives of each sample, as in Equation (5.5)  */
loss <= Lsypeon (9 (H), g (p), g (n))

/* VNE is computed as in Equation (5.2) added to the loss, as in

Equation (5.6) */
Lspcr < loss —a Lynp(g (H))
/* Update F and g */
backward(Lsgcor)
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5.3 Experimental results

Datasets used and pre-processing steps were the same as in Section 4.2.2 (Page 78).

Unknown classes setup In order to simulate new unknown classes and still retain the
ability to easily evaluate the performance of the tested approaches, the easiest method is
to simulate the presence of unknown classes by removing them from labeled train sets.
For the scenario 1, the unknown classes were completely removed from the train sets. For
the scenario 2, unknown classes data was kept but labels were removed by assigning the
label —1. During training, all samples with a label of —1 can only be mixed with other

samples that possess a correct label by using Sepmix, as was shown in Figure 5.3.

Evaluation methodology To evaluate the performance of the proposed approach in
both scenarios, results were averaged on two runs with different initializations of the three
datasets, i.e., different classes were randomly selected to be removed. In order to keep a
sufficient number of classes for training, only up to a third of the attack classes were
removed: 5 for WADI and CIC-IDS2017, and 3 for UNSW-NB15. This is a big difference
compared to the evaluation of OSL approaches that limit themselves to leaving out a
single class from the dataset, which makes it unclear if their approach would be able to
detect multiple ZDAs, even without distinguishing them.

In both scenarios, the proposed approach was compared to a supervised baseline. This
is a NN using a cross-entropy loss with the same architecture as CE in the proposed
approach (without the classification head) trained knowing all classes (even those un-
known for SECL). The comparison to this supervised baseline gives an upper bound to the
performance that the approach has to get close to.

The different regularization approaches are model-agnostic, and the contrastive ap-
proach can be applied to any kind of NN. As such, the approach developed in this thesis
can be used with any kind of NN, which represents a big family of models. While the NN
architecture used could be improved, a similar increase in performance could be expected
with other NN architectures by using the methodology presented here.

Metrics used to evaluate performance are the same as what is generally used in multi-
class supervised learning. Accuracy will be used to give a general idea of the performance.
F1-score is also chosen because it relays information about two metrics important in in-
trusion detection: the Detection Rate (or Recall) and the False Alarm Rate (the opposite
of Precision). Therefore, the higher the Fl-score, the higher the Detection Rate and the
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lower the False Alarm Rate. Results given for Fl-scores in Tables will be micro-averaged,
i.e., averaged while taking into account class proportions to better compare both the su-
pervised baseline and SECL to other state-of-the-art methods, while F1-scores in Figures

will be macro-averaged to properly show performance even on underrepresented classes.

Hyperparameter tuning Multiple hyperparameters are used in SECL and need to be
adjusted for optimal performance. In this case, there are six hyperparameters that have

the biggest impact on performance and need to be carefully selected:

— The contrastive loss temperature, 7 (Equation (5.5)). Varying this hyperparameter
will have an impact on the loss, artificially increasing or decreasing it, thus also
impacting computed gradients in the same way. The lower the temperature, the
higher the loss, and the more representations will be pushed together in the case
of positives and pushed apart in the case of negatives. Experiments showed that a
temperature around 0.1 was optimal.

— The architecture of the CE. It needs to be complex enough to learn rich representa-
tions, while not being too complex that training becomes too unstable. The prob-
lem of instability is further amplified by regularization mechanisms and thus the
architecture has to be chosen carefully. Experiments showed that a five-layered net-
work (512, 1024, 2048, 4096, 2048), with dropout layers and ReLLU non-linearities
between each layer produced rich enough representations with enough stability to
train successfully.

— The A used for Sepmix (Equation (5.4)). The selected A influences how close the
created sample is to the original sample: the higher the A, the closer it is. Ex-
periments showed that A lower than 0.5 tends to impede learning because created
samples are too far from same class samples and the training process becomes too
complex. Values ranging between 0.6 and 0.9 have a similar impact, depending on
the chosen « for VNE.

— The a used for VNE. Both positive and negatives values are possible, but only
positive values force the CE to learn richer representations. Values ranging between
0.1 and 0.3 tend to have a similar impact, depending on the chosen .

— Both k for k-Means and k-Nearest Neighbors. Experiments showed that fixing
k-Nearest Neighbors’ k to a small number, e.g., 5 allowed to reduce the impact
of normal traffic’s high prevalence. For k-Means, the k value can be obtained by

finding the k giving the highest silhouette coefficient.
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When using a lower value for Sepmix A, e.g., 0.3, this will increase the effect of regu-
larization and VNE’s « is best chosen smaller, e.g., 0.1.

The hyperparameter values used for experiments shown in Section 5.3.1 are: 0.1 for
temperature, (512, 1024, 2048, 4096, 2048) for the CE architecture, 0.75 for A, 0.3 for «, 5
for the k of k-Nearest Neighbors and the k for k-Means has been obtained via computing
the silhouette coefficient, a measure of how well clusters are constructed. In practice, this
number ends up being higher than the sum of the number of known and unknown classes,

mainly because of the diversity present in the normal traffic.

5.3.1 Results

First, in order to properly evaluate the performance of the proposed approaches, the su-
pervised baseline trained knowing all classes need to be evaluated. Additionally, a Dummy
baseline that only predicts the most prevalent class, which is normal traffic in the three
datasets, has been added to show how the prevalence of normal traffic impacts results,
especially when they are micro-averaged. Any method should at least be able to improve

over this Dummy baseline. Results obtained are shown in Table 5.1.

Table 5.1: Accuracy of baselines on all datasets

Baseline
Dataset
Dummy Supervised
WADI 0.9895 0.9994
UNSW-NB15 0.8735 0.9882
CIC-IDS2017 0.8030 0.9955

Values were rounded to the fourth decimal

It can be seen from the Dummy baseline that normal traffic is highly prevalent, es-
pecially for the WADI dataset. Although detrimental to performance and evaluation,
this high imbalance is a fundamental characteristic of intrusion detection problems and
should be expected from IDS datasets to properly represent realistic traffic. Because the
high prevalence of normal traffic could bias results, we chose to remove this class from the
micro-averaged results in the following sections, which explains the difference in results

of the supervised baseline in the following results compared to Table 5.1.
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5.3. Experimental results

Scenario 1

As a reminder, the scenario 1 is the scenario in which new attacks are completely
unknown, and thus are not in the training dataset. Therefore, results in this Section show
the ability of SECL to detect multiple ZDAs after an initial training using a supervised
dataset.

From Table 5.2, it is visible that considering both known classes and unknown attacks,
SECL is consistently close to the supervised baseline, and sometimes even better for
WADI.

Table 5.2: Fl-score of SECL and the supervised baseline for scenario 1 on all
datasets, depending on the number of unknown classes

Number of unknown classes

Dataset Model
1 2 3 4 5
Baseline 0.9974 0.9974 0.9974 0.9974 0.9974
WADI
SECL 0.9985 0.9987 0.9971 0.9950 0.9941
Baseline 0.9874 0.9874 0.9874 X X
UNSW-NB15
SECL 0.9840 0.9824 0.9784 X X
Baseline 0.9950 0.9950 0.9950 0.9950 0.9950
CIC-IDS2017
SECL 0.9943 0.9749 0.9869 0.9800 0.9825

Values were rounded to the fourth decimal. Experiments stopped at three classes for
UNSW-NB15.

In order to get a better picture of the actual performance and ability to generalize
of SECL, Fl-score of SECL and the supervised baseline on the attacks known and un-
known to SECL (which excludes performance on normal traffic) are shown respectively
in Figure 5.4 and Figure 5.5.

It can be seen in Figure 5.4 that results shown in Table 5.2 are confirmed, and SECL is
able to achieve performance similar to a supervised approach on known attacks. However,
it is important to ensure that the ability to detect unknown classes is not impaired by
this high performance on known classes.

From Figure 5.5a and Figure 5.5¢, it is shown that SECL is able to detect part of
the new attacks consistently, although not at the level of a fully supervised model. In

Figure 5.5b, SECL almost completely missed unknown attacks when 1 attack was removed.
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Figure 5.4 — Fl-score of SECL and the supervised baseline for known classes
in scenario 1.
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Figure 5.5 — Fl-score of SECL and the supervised baseline for unknown classes in
scenario 1. From [50].
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This might partly be a bias induced by the fact that particularly hard to detect classes were
removed, as exemplified by the lower Fl-score of the supervised baseline. In Figure 5.5c¢,
both SECL and the supervised baseline missed the unknown attacks, showing that SECL
also struggles to detect unknown attacks if they are hard to learn for supervised methods.

While SECL shows a consistent ability to detect ZDAs, it frequently struggles to
detect classes that are also hard to detect in a supervised setting except in cases where
the supervised baseline also struggles in detecting attacks it learned. Furthermore, it can
even be better at detecting known attacks than a supervised model that is trained knowing
all classes. Although most important to detect ZDAs, regularization can also impact and

improve detection of known classes, especially when these classes have outliers.

Scenario 2

As a reminder, the scenario 2 is the one in which new attacks are present in the
training dataset, but are unlabeled. This scenario shows how an IDS initially trained with
a supervised dataset would be able to incrementally learn using unlabeled data, collected
while in operation, to better detect both known classes and ZDAs. While this is harder to
learn on these attacks than by relying on labels, it allows to leverage their data through
Sepmix to potentially learn to differentiate them without the need to identify them. If
a sample from a known class and a sample from a ZDA are used by Sepmix to create a
virtual sample, all other than this known class will try to move away from the virtual
sample, thus improving detection of ZDAs without actually needing to identify them.

Table 5.3 shows that SECL is consistently better than the supervised baseline for
WADI, and quite close for the other two datasets. This means that being able to leverage
unknown attacks during training, even without labels, might allow to learn representations
of much higher quality and increases the ability of the approach to generalize and detect
ZDAs.

Similarly to scenario 1, performance of SECL on known attacks (Figure 5.6) is very
similar to the supervised model, although this time, performance is slightly lower on
WADI and slightly higher for UNSW-NB15 and CIC-IDS2017.

For unknown attacks however, the situation is different from scenario 1, as shown in
Figure 5.7.

From Figure 5.7a, it is shown that SECL is almost always better at detecting unknown
attacks that the supervised baseline that was trained knowing the labels. It means that

SECL was able to create rich representations that are able to facilitate the task of separat-
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Table 5.3: Fl-score of SECL and the supervised baseline for scenario 2 on all datasets,
depending on the number of unknown classes

Number of unknown classes

Dataset Model
1 2 3 4 5
Baseline 0.9974 0.9974 0.9974 0.9974 0.9974
WADI
SECL 0.9994 0.9992 0.9992 0.9989 0.9984
Baseline 0.9874 0.9874 0.9874 X X
UNSW-NB15
SECL 0.9852 0.9838 0.9845 X X
Baseline 0.9950 0.9950 0.9950 0.9950 0.9950
CIC-IDS2017
SECL 0.9947 0.9944 0.9905 0.9930 0.9927

Values were rounded to the fourth decimal. Experiments stopped at three classes for UNSW-NB15.

WADI UNSW-NB15 CIC-IDS2017
1 1 1 ]
<b]
S
o5 0.5 0.5 0.5
=
0 0 0
2 4 1 2 3 2 4
Number of Number of Number of
unknown classes unknown classes unknown classes
(a) (b) (c)

liSupervised Model NSECL

Figure 5.6 — Fl-score of SECL and the supervised baseline for known classes in scenario
2.
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Figure 5.7 — Fl-score of SECL and the supervised baseline for unknown classes in
scenario 2. From [50].

ing both known and unknown classes. In Figure 5.7c, SECL also seems quite effective at
detecting unknown attacks, although results are below or close to the supervised baseline.
On the contrary, in Figure 5.7b, SECL seems unable to detect unknown attacks. It might
be caused by a high similarity between known and unknown attacks, hence causing the

approach to incorrectly leverage unlabeled data during training.

A conjecture about why SECL is able to better detect both known and unknown
attacks on WADI than a supervised method is that SECL overfits less and is thus more
robust to outliers. Because the WADI dataset resembles time series, traffic at the beginning
of an attack is much closer to normal traffic than when the attack has completely impacted
the system. As such, if a supervised method is unable to learn from the beginning of the
attack, it will generally miss it because of overfitting. SECL, however, will still be able
to distinguish the beginning of attacks because they are simulated through Sepmix which
can mix normal traffic and attack traffic. Dropout and VNE further help in reducing

overfitting.

Finally, results obtained by SECL on all classes show that the performance seems even
more stable as the number of unlabeled attacks increases than it was in scenario 1. This is
a very promising result, because this means that SECL might be able to leverage a very
high number of unlabeled classes to further enrich the learned representations and better
detect both known classes and ZDAs.
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5.3.2 Ablation study of the regularization method

To determine the influence of each component of the new regularization method com-
bining dropout, VNE and Sepmix, experiments were run removing either one of the three

components.

Table 5.4: Fl-score of SECL and time overhead, removing differ-
ent components of the regularization method. On WADI
with three unlabeled classes.

Attacks A L.
Ablation ve.rage training
time/epoch
Unknown All

Bare NN — — 49
No VNE 0.7877 0.7793 216
No Sepmix 0.8968 0.7867 184
No dropout 0.9452 0.8227 212
SECL 0.9906 0.9083 227

Values were rounded to the fourth decimal.

Time reported is in seconds.

Bare NN refers to the supervised baseline, without contrastive learning or
regularizations.

Table 5.4 shows results on detection of ZDAs on WADI with three classes unlabeled
in the training set (scenario 2). It can clearly be seen that removing any component of
the combined regularization method greatly decreases performance, be it for detection of
ZDAs or for all attacks.

All three components seem to have a significant impact on the Fl-score for detecting
both unknown attacks and all classes. Of the three components, dropout seems to have
the lowest impact. This is expected because it is known to help regularizing in-distribution
samples. While it also seems to help in detecting ZDAs, its effect is more limited than
both Sepmix and VNE. Although Sepmix and VNE seem to have a similar impact on all
classes, Sepmix seems to have less impact on detecting ZDAs than VNE. An hypothesis is
that increasing the quality of the learned representations have more effect than actually
making classes more compact and further apart. While Sepmix allows to both make known
classes more compact and separate them from ZDAs, this does not actually increase the

quality of the representations. On the opposite, VNE that explicity forces SECL to learn
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richer representations has a much higher impact on detecting ZDAs.

It can be seen from the average training time per epoch that the proposed approach
does induce a significant computation overhead. However, interestingly, almost all the
overhead is caused by the CL approach. The three different regularizations used in this
approach have an almost negligible computation overhead. The most expensive regular-
ization among the three is Sepmix, which was expected since it has to create virtual

instances, a computationally expensive process.

5.4 Conclusion

Contrary to state-of-the-art IDSs based on OSL that are able to only detect a single
unknown class, we developed SECL, a method designed to detect and classify ZDAs using
CL and a new regularization method that combines dropout, Sepmix, and VNE. All three
components are differently but conjointly helping SECL to better detect ZDAs while
retaining a performance on known classes similar to supervised methods.

Two scenarios were considered: unknown attacks are completely absent during train-
ing, and unknown attacks are present in the training data, but were never identified, and
thus are unlabeled. Results on scenario 1 show that the proposed approach is quite con-
sistently able to detect unknown attacks, even as their number increases. For scenario 2,
the proposed approach is able to leverage unlabeled attacks during training and is consis-
tently close to, if not even better, in performance, than a fully supervised method trained
knowing all classes.

Furthermore, results obtained by SECL on scenario 2 suggest that SECL might be
able to incrementally learn using a high number of unlabeled classes to further increase
performance in detecting both known attacks and ZDAs. Therefore, SECL provides a
first step towards building next-generation IDSs, able to detect both known and ZDAs by

relying on the ever-increasing volume of traffic to incrementally train.
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CHAPTER 6

CONCLUSION

This thesis focuses on the subject of ML applied to the detection of cyberattacks. Our
objective was to investigate the different building blocks relative to how an IDS using
ML should work to help decision-making of cybersecurity operators, which obstacles are
existing and could be overcome as well as identify future avenues of research. Although
autonomous systems using ML are emerging in various fields, we believe ML should not
be used in critical applications or situations without a human making the final decisions,

which also influenced the research performed during this thesis.

We thus endeavored to develop methods to increase trust in ML-based IDSs. We first
developed new metrics based on the Common Vulnerability Scoring System (CVSS) score
to adapt ML metrics to the cybersecurity landscape in order to better inform cybersecurity
experts of the actual ability of an IDS. These new metrics also allowed to better reflect an
IDS’s performance according to the system is has to protect. Finally, we further integrated
cybersecurity knowledge by training IDSs using CVSS scores, to help an IDS in focusing

more on attacks with higher severity.

We then researched the domain of Explainable AI (XAI) in order to explain how IDSs
reach decisions, in order to assist human experts in their investigations. While we found
that the field is not yet mature when it comes to intrusion detection, we developed a
method leveraging XAl in order to verify and correct IDS predictions. Furthermore, both
the method developed can be both manual, by showing potential errors for human experts

to investigate, or fully automated.

Finally, we focused on improving abilities of ML-based IDSs that complement current
signature-based IDSs. We thus developed an approach based on contrastive learning and

different regularization methods that is able to detect and differentiate ZDAs.

While we made steps towards building trustable IDSs, there are still various factors

fundamental to the intrusion detection problem that can be improved upon.
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6.1 Datasets and metrics: fundamental building blocks

The problem of building ML-based IDSs is highly dependent on the quality of datasets
and metrics. As has been illustrated in Chapter 2 and Chapter 3, both the quality of

datasets and the metrics used totally define how useful a given approach would be.

6.1.1 Datasets

While new datasets are created, the cybersecurity landscape is evolving much faster.
Therefore, a better solution than publicly available datasets would be publicly available
testbeds, or simulations for faster iterations of new datasets, allowing to include recent
attack methodologies much faster [89]. Moreover, it is important to keep in mind the fact
that existing datasets can be faulty (Section 2.6.2), and although some corrected versions
might exist, e.g., for CIC-IDS2017 ([106, 97]), this also impairs comparison with existing
state-of-the-art that used faulty datasets.

Finally, best performance, especially considering the intrusion detection problem as a
multi-class problem, is often achieved by supervised ML methods which also leads to create
datasets from simulated environments, because they are much easier to label. However,
as has been shown in Chapter 5, more recent methods categorized as semi-supervised
learning methods are able to leverage unlabeled data to improve the training process.
Therefore, leveraging unsupervised data from real traffic to enrich existing datasets could

definitely be a great avenue of research.

6.1.2 Metrics

Metrics used to evaluate the performance of ML models also need to be properly
reflected upon. IDS problems are heavily impacted by the inherent imbalance in the data
which causes results to often be overly optimistic. A good solution would be to focus
on full results, such as the full unnormalized confusion matrix, or to rely on macro-
averaged results that properly reflect performance on rarer classes, especially for multi-
class problems. Furthermore, existing ML metrics are generic and do not particularly
take into account specificities of the cybersecurity domain. In Chapter 3, we proposed
new metrics integrating CVSS scores to better represent the ability of ML-based IDSs
to properly defend different systems. However, while we believe this to be a step in the

right direction, this does not provide a perfect solution. Future metrics could lean more
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towards the actual cost of a cyberattack, taking into account personnel time, material
and financial costs.

Finally, it might be needed to redefine how the problem is formulated. As was raised
in [145], data, be it represented in packets or flows, separate a single behavior in multiple
parts. It thus raises the question of the necessity to detect all packets or flows belonging to
an attack when an early detection might be enough to prevent an attack from impacting
a system. Therefore, it might be more interesting to detect anomalous data as soon as

possible rather than finding all anomalous data.

6.2 The need for explainability: what can we expect?

In many cases, being able to explain how any ML model behaves is relevant for legal
reasons or questions about responsibility. Even though this mainly applies to autonomous
Artificial Intelligence (AI) systems, this might still be needed when ML is used to help in
decision-making. However, as has been illustrated in Chapter 4, XAl is still a relatively
recent field of research and should be further developed before being fully usable.

Many XAI methods have been developed for image applications and can explain how
ML models behave because parts of images themselves possess semantic meanings. On
the other hand, for IDSs, while existing methods could provide insights about the way an
IDS behaves, this is still far from comparable to a human’s way of thinking and there is
still a need to bridge this gap. The situation could be improved by curating datasets to
use features that are meaningful to human experts or by providing textual explanations
similarly to current generative AI models (e.g., ChatGPT). However, we still need to
ensure that textual explanations truly reflect an IDS’s behavior and are not simply some
convincing hallucination.

In the meantime, as has been shown in Chapter 4, XAI can still provide value, for
example by improving the performance of IDSs via an additional decision process. It could
also increase the trust in an IDS’s decision by ensuring that the decision is conform to

the IDS’s general behavior.

6.3 Maintainability of ML-based IDSs

While signature-based IDSs require significant work from human experts to maintain

and create rules for new threats, ML-based IDSs similarly require significant work in the
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form of dataset curation and model training.

As signature-based IDSs evolve, additional rules become more and more complex to
ensure that different rules do not overlap. Similarly, ML-based IDSs can suffer from con-
cept drift, where some known classes slowly shift for a reason or another. For example,
adding some new services could potentially lead the IDS to flag anything from these ser-
vices as anomalies, completely overloading any alert system. Therefore, it is necessary to
frequently update the IDS,; although training could take a long time. Research focused
on semi-supervised learning, as well as incremental learning, offers potential solutions,
but also requires advances to solve their own problems, such as incremental learning’s
catastrophic forgetting.

However, contrary to signature-based IDSs, ML-based IDSs offer the possibility to
detect zero-day attacks with relatively high performance, as was shown in Chapter 5,
which could potentially lengthen the time they can operate without retraining, as well as
potentially facilitate the task of updating training datasets.

Finally, while most ML-based IDSs focus on either detecting anomalies or performing
multi-class classification with a limited number of attacks, it is still unclear how such IDSs

would fare trying to recognize hundreds or thousands of attacks.

6.4 QOutlook and remaining obstacles

While ML-based IDSs have improved over the years, this is mostly linked to im-
provements in ML learning methods and did not develop much taking into account the
problem’s specificities. More effort should be put into properly delineating the topic of
ML-based IDS, to adapt ML and its components to the problem of intrusion detection
instead of the opposite.

Despite that, the field has matured and research is increasingly paying attention to
critical subjects such as the quality of datasets, how to properly evaluate ML-based I1DSs,
or which network features can bias an IDS and should be handled differently.

Since datasets are so important to the quality of IDSs, different approaches were devel-
oped to enrich the training process without necessarily needing to aggregate huge datasets.
Federated Learning allows to share results of training between multiple entities, without
compromising confidentiality of the data. It could, used concurrently with Incremental
Learning approaches, allow for much faster update of IDSs to different threats, including

threats not personally encountered.
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More recently, advances in Graph Neural Networks (GNNs) brought new possibilities
with graph being a natural representation of network topologies. In this case, GNNs could
also bring changes about how the problem is formulated and solved. For example, it could
be more interesting to find malicious nodes or edges of the graph, rather than detecting
occurring cyberattacks. However, it also brings about its own challenges with dynamic
graphs being more memory intensive, although much more representative of real networks.

Additionally, as is the case with most ML applications, there is a question about the
resistance of such methods to adversarial attacks, although some research tried to provide
solutions to this problem [85, 104]. Our own research about XAI showed that in some
cases, possessing the correct information, it is very easy for an attacker to bypass IDSs
by crafting attack packets, with for example, some specific flags. There are also questions
about how much information could be gleaned from an IDS, whether it be an IDS’s
parameters, or even the data used to train it, by having the possibility to interact with
it.

To conclude, we tried, in this thesis, to develop approaches that are as general as
possible, in order to be used with any ML approach. While training leveraging CVSS
scores (Section 3.4) and using a contrastive loss (Chapter 5) are specific to NNs, other
methods presented in this manuscript (Section 3.1, Section 3.3, Chapter 4) are usable with
any ML approach. Finally, all approaches target different capabilities or characteristics of

an IDS and can be combined to create a more trustable IDS.
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Résumeé : Les systémes de détection d’intrusion sont
des composants essentiels a la défense de notre éco-
systeme numérique. Récemment, les avancées en ap-
prentissage automatique ont permis de développer de
nouveaux types de systéme de détection d’intrusion,
permettant de s’éloigner du besoin de créer des régles
de détection de plus en plus complexes. Ces systéemes
de détection utilisant I'apprentissage automatique sont
capables d’apprendre de fagon autonome différent com-
portements, a la condition d’avoir un jeu de données
bien calibré. Le contexte de la cybersécurité amene
des besoins spécifiques, des besoin qui sont différents
des taches d’apprentissage automatique les plus cou-
rantes : la reconnaissance d’'images et le traitement du
langage. Cela implique qu'il faut adapter les différents
procédés utilisés en apprentissage automatique pour ré-
pondre a ces attentes. Etant dans un environnement
ayant d'importants enjeux, les systéemes de détection
d’intrusion devraient plut6t étre utilisés pour aider a la

prise de décisions, mais cela reste essentiel de pouvoir
leur faire confiance. De ce fait, dans cette thése, nous
avons dans un premier temps développé une nouvelle
métrique basée sur les scores CVSS, permettant d’'in-
tégrer des connaissances de cybersécurité dans le pro-
cessus d’évaluation des systémes de détection d’intru-
sion. Nous nous sommes ensuite concentrés sur le be-
soin de comprendre des décisions qui ne sont pas com-
préhensibles. Méme si le domaine de I'explicabilité n’est
pas assez avanceé pour correctement expliquer ces dé-
cisions, cela reste possible de vérifier la confiance en
celles-ci d’'une fagon plus robuste, amenant & examiner
ou corriger d’éventuelles erreurs. Finalement, nous nous
sommes efforcés de compléter les approches existantes
en utilisant des techniques d’apprentissage automatique
récentes pour augmenter la capacité a détecter de nou-
velles cyberattaques. Toutes ces méthodes contribuent
donc a créer des systémes de détection d’intrusion utili-
sant I'apprentissage automatique qui sont plus fiables.
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Abstract: Intrusion detection systems are essentiel
components to defend our digital ecosystem. Recently,
the advent of machine learning allowed to develop new
types of intrusion detection systems, breaking away from
the need to carefully craft more and more complex de-
tection rules. These detection systems based on ma-
chine learning are able to autonomously learn to rec-
ognize different behaviors, given a sufficiently well de-
signed dataset. The context of cybersecurity brings spe-
cific requirements to the task at hand, requirements that
are different from machine learning’s most developed
tasks: image recognition and natural language process-
ing. This implies adapting the different mechanisms em-
ployed in machine learning to cater to these require-
ments. Being used in a high stake environment, intrusion
detection systems should be used to help in decision-

making, yet it is still fundamental to be able to trust them.
Therefore, in this thesis, we first developed a new met-
ric based on CVSS scores, allowing to integrate cyber-
security knowledge into the evaluation process of intru-
sion detection systems. We then focused on how to in-
crease confidence in otherwise incomprehensible deci-
sions. While explainability has yet to be mature enough
to properly explain decisions, it can still allow to check
the confidence in the decision in a more robust way, lead-
ing to investigate or correct mistakes. Finally, we endeav-
ored to complement current approaches, by increasing
the ability to detect and differentiate new cyberattacks,
leveraging novel machine learning techniques. All these
methods thus contribute in making intrusion detection
systems based on machine learning more trustable.
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