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1.1 Context and Motivation

Neural networks [66, 6] have demonstrated tremendous success in solving complex prob-
lems across various domains, including computer vision [122], image classification [61],
and natural language processing [81]. Nowadays, neural networks are increasingly being
employed in mission-critical systems [19]. For instance, in self-driving cars [34], neural net-
works are used for tasks such as object detection, lane keeping, and decision-making pro-
cesses to ensure safe and efficient navigation. Similarly, in health monitoring systems [126],
neural networks are applied to analyze medical data, predict patient outcomes, and assist
in early diagnosis, thereby improving patient care and treatment outcomes. Additionally,
neural networks are employed in financial systems for fraud detection, etc. However, de-
spite their widespread application and success, the deployment of neural networks in these
critical systems introduces significant challenges [84, 127]. Neural networks are frequently
built using training datasets that are biased or incomplete, which can lead to unreliable or
unsafe outcomes. For example, if a neural network in a self-driving car misinterprets a stop
sign due to biased training data, it could result in a failure to stop, potentially causing a se-
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rious accident. Therefore, it is crucial to ensure the safety of these neural networks before
their deployment. Safety, in this context, refers to a general category of correctness proper-
ties stipulating that a neural networks should not reach an undesirable state. It denotes to
the ability of a neural networks to operate without causing unacceptable risks of harm or
damage, even in unexpected situations or when faced with incomplete or biased data. For
example, in the case of neural networks designed for an aircraft collision avoidance system
[62], one of the safety properties we want to prove is that if an aircraft is approaching from
the left, the neural network should instruct the aircraft to turn right.

The key challenge today is the design of verifiers that can scale the large neural net-
works and maintain sufficient precision to provide the safety of these networks. As illus-
trated in Figure 1.1, the size of neural networks has exploded over time, making this task
increasingly delicate. Several methods have been developed to address this issue and auto-
matically prove that neural networks work correctly in all possible cases [123, 41]. These
methods check the safety of the network before deployment. There are two main cate-
gories of methods: complete formal techniques [62, 63, 35, 111, 91] and incomplete formal
methods [38, 104, 105, 16, 119]. Complete formal techniques target smaller-sized neural net-
works with high accuracy. These techniques are sound and complete; they tell us exactly
whether a given property holds or not for the neural networks. In contrast, incomplete
formal methods can verify large-scale networks in a few minutes, compute an overapprox-
imation of the network output corresponding to the input but this overapproximation lead
to false positives, where the method incorrectly tags a safe case as unsafe. Additionally,
there are methods [103, 116] that integrate both complete and incomplete techniques aim-
ing to be more scalable than complete methods while improving the precision of incomplete
methods.
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Figure 1.1: Increasing Scale of Neural Networks Through the Years (photo credits from

[13]).

In this thesis, we will consider abstract interpretation methods [26], which are a type
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of incomplete formal method. The basic idea of abstract methods is to use an abstraction
domain, in our case, affine forms [31], to over-approximate computations on inputs. The
decision to employ these forms is not accidental, but rather motivated by the fact that
they preserve relationships between variables, and since neural networks operate mostly
through affine computations like fully connected or convolutional layers, affine forms are
precise. However, an important drawback of using affine forms in the context of neural
networks is that they are not exact for nonlinear functions, such as some activation func-
tions (ReLU, tanh, softmax, etc,.), and they are time and memory-consuming, while at
the same time, neural networks become larger and larger as despicted in Figure 1.1. Com-
plex tasks require deep neural network models with a large number of parameters that
have to be trained (see Figure 1.2). For example, Resnet-50 [48] requires 25.5 million pa-
rameters, AlexNet [64] 61 million parameters, VGG-16 [86] 138 parameters and GPT-3 175
milliard parameters for training. Verifying these neural networks using abstract interpre-
tations, such as affine forms, presents the challenge of balancing scalability and precision.
Consequently, incorporating affine forms in the verification of neural networks becomes a
computationally intensive process that may take several days or even months to complete.
This is due to the necessity of updating the model parameters by adding noise symbols for
each pixel of the input. For instance, VGG-16 takes an input of size (224 x 224), so we add
(224 x 224) noise symbols in the first input layers of the model (as the neural networks
grow in size and the available datasets increase, the number of noise symbols grows as
well, and then the running neural networks becomes more complex and computationally
intensive).

Metrics LeNet-5 | AlexNet VGG-16 GooglLeNet ResNet-50
(v1)

Top-5 error n/a 16.4 74 6.7 5.3

Input Size 28x28 227x227 224x224 224x224 224x224

# of CONV Layers 2 5 16 21 (depth) 49

Filter Sizes 5 3, 5,11 3 1,3,5,7 1,3,7

# of Channels 1,6 3 -256 3-512 3-1024 3-2048

# of Filters 6, 16 96 - 384 64-512 64 - 384 64 - 2048

Stride 1 1,4 1 1,2 1,2

# of Weights 2.6k 2.3M 14.7TM 6.0M 23.5M

# of MACs 283k 666M 15.3G 1.43G 3.86G

# of FC layers 2 3 3 1 1

# of Weights 58k 58.6M 124M 1™ 2M

# of MACs 58k 58.6M 124M 1M 2M

Total Weights 60k 61M 138M 7™ 25.5M

Total MACs 341k 724M 15.5G 1.43G 3.9G

Figure 1.2: Architecture of a Neural Networks (photo credits from: https://slideplayer.
com/slide/17005812/)

The aim of this thesis is to develop approaches based on the same principle as affine
forms, which allow us to find a compromise between accuracy and execution time com-
pared with standard affine forms. We aim to retain maximum accuracy while significantly
reducing computation time. Using these methods, we hope to make neural networks veri-
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fication more efficient and practical for large-scale applications while maintaining the ro-
bustness and reliability of the models analyzed.

1.2 Contributions

The work carried out during this thesis led to the contributions detailed below in the context
of static analysis by abstract interpretation of neural networks.

1.2.1 Contribution 1: Development of the Affine Compressed Ap-
proach for Neural Networks Analysis

In this contribution, we introduce a novel approach called Affine Compressed [106] for the
static analysis of neural networks using abstract interpretation with more precise affine
forms. This approach is based on the same principle as traditional affine forms [31] but
incorporates a mechanism to reduce the number of noise symbols, addressing a significant
challenge in verifying large neural networks. Traditional affine forms are often employed
in the static analysis of neural networks due to their ability to represent linear relationships
between variables. However, when applied to large neural networks, these forms generate
numerous noise symbols, which can lead to excessive computational time and resource
consumption. This inefficiency makes it challenging to verify the properties of large-scale
models within a reasonable timeframe. To mitigate this problem, we propose the Affine
Compressed approach, which abstracts the usual affine forms by successively compressing
k noise symbols into one new symbol. The primary steps and advantages of this approach
are outlined as follows:

« Noise Symbol Compression: Instead of representing noise with numerous indi-
vidual symbols, our approach merge several noise symbols into a new single noise
symbol. This compression reduces the overall complexity of the analysis without
compromising the fundamental relationships captured by the traditional affine forms.

« Impact on Precision and Execution Time: By compressing noise symbols, we
achieve a balance between precision and computational efficiency. Although this
abstraction may slightly affect the precision of the analysis, it significantly reduces
the execution time, making it feasible to analyze larger neural networks.

+ Local Noise Study: To understand the impact of noise symbols on the analysis, we
conducted a detailed study of local noise behavior. This study helps to know what
happens if some part of the model is perturbed and also which part of the model
introduces the overapproximation.

We evaluate the effectiveness of the Affine Compressed approach through a comparative
study in terms of both precision and execution time against traditional affine forms and
interval analysis.
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1.2.2 Contribution 2 : Scaling-Up the Analysis of Neural Networks
by Affine Forms

The second contribution focus on developing a novel approach to the analysis of neural
networks by affine forms, called Block-Wise Noising [107]. This method addresses the lim-
itations of standard affine forms by simulating real situations where certain parts of the
network are perturbed, building on the local noise study from the first contribution. The
key advantage of Block-wise Noising compared to the first contribution is that it preserves
all relationships inherent in standard affine forms. This means that even though the noise
is divided into blocks, the overall precision of the analysis remains intact in linear cases.
As part of this contribution, we also give an abstraction for ReLU, one of the most com-
mon activation functions for neural networks. We need this approximation for analyzing
networks with ReLU activation so that our method applies to a broad class of models. It is
relevant to underline that this approach has been motivated by [104]. We base the effec-
tiveness of the Block-Wise Noising procedure on a detailed series of experiments with the
sequential and parallel analysis of many trained neural networks.

1.2.3 Contribution 3: Mixed Approach

The third contribution consists of the integration of our prior contributions—Affine Com-
pressed and Block-Wise Noising in the same method called Mixed Approach. This inte-
gration is motivated by their complementary advantages. While Affine Compressed sig-
nificantly reduces computational resources, it may introduce some precision loss. Con-
versely, block-wise noising maintains precision but requires more computational resources.
By combining these methods, we seek to achieve a balance that optimizes both execution
time and verification accuracy.

1.2.4 Contribution 4: A Static Analysis Tool for Neural Networks

The automated tool called NNaff, which is short for Neural Networks Affine Forms, has
been built to implement the methods described in Contributions 1, 2, and 3. This tool
serves as an aid to static analysis of neural networks models. Details of the main hierarchy
and workflow are given below:

« Model Selection: The user chooses the particular neural networks model that he
or she needs to analyze using NNaff. There are various formats for specifying this
model that can be used with the tool.

« Method Selection: The user chooses from the available methods, those suitable for
his or her analysis. Each method requires some parameters set by the user, which can
be adjusted to fit their objectives.

« Analysis Execution: At this point, NNaff applies the selected method with the pa-
rameters defined by the user. During this step, the chosen techniques of static analysis
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are applied to a given neural network model.

« Output Metrics and Performance Evaluation: In turn, NNaff returns the execu-
tion time required by the method to analyze the model.

In order to test its usefulness and reliability on large-scale architectures like VGG16 and
ResNet, among others, we utilized NNaff on different kinds of artificial intelligence models,
including convolutional ones. These experiments demonstrate how well it performs with
complex and large-sized structures, hence showing its relevance in real-life cases.

1.3 Structure of the Thesis

This thesis is mainly divided into two parts, each of which having several chapters. Obvi-
ously, these two parts are complemented by the present introduction and the conclusion of
chapter 7.

Part 1: State of the Art

This section provides a general understanding of the state of the art regarding various
concepts and aspects that are covered in other sections of this thesis. It has two chapters:

Chapter 2 gives a summary of neural networks, including their architectures, the dif-
ferent components that make them up, the methods used to secure these networks when
used in critical systems, and the contributions made by each method in the verification of
neural networks, which have become crucial today.

Chapter 3 discusses an existing technique for verifying neural networks called abstract
interpretation, focused mainly on zonotopes (affine forms). We then define what these
forms are and provide their basic operations, as well as some existing extensions of them
aimed at dealing with issues related to standard affine forms. Finally, we conclude this
chapter with a brief introduction to Affapy library, which implements all the basic operators
of those forms in Python and will be highly useful for our work.

Part 2: Contribution

This section brings together the separate work carried out during this thesis within the
static analysis by abstract interpretation of neural networks. It is composed of 3 chapters.

Chapter 4 presents the Affine Compressed approach, which is our first contribution in
the context of static analysis by abstract interpretation of neural networks. We outline the
main principles of this approach and demonstrate how it can be applied. Subsequently, we
show the effectiveness of this approach with experimental results, comparing it with the
typical affine and interval methods. We conclude this section by studying the impact of
local noise symbols. This work has been published in [106].
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Chapter 5 presents another method of verifying neural networks using affine forms,
called block-wise noising. We emphasize the principles of this new approach and provide
an abstract transformer for the ReLU activation function to model this non-linear function.
A study of the sequential and parallel aspects of this approach is conducted in this chapter.
This work has been published in [107].

Chapter 6 highlights our tool NNaff, detailing its architecture, operation, and perfor-
mance, along with an introduction to a new mixed affine method that combines the two
methods presented in chapters 4 and 5, respectively.

1.4 List of Published Work

The work that has been conducted in this dissertation led to the following publications:

+ Soualah Asma, Matthieu Martel, and Stéphane Abide. Scaling-up the Analysis of
Neural Networks by Affine Forms: A Block-Wise Noising Approach. In the
25th International Symposium on Symbolic and Numeric Algorithms for Scientific
Computing (SYNASC). IEEE, 2023.

o Soualah Asma, and Matthieu Martel. Efficient Neural Network Validation with
Affine Forms. In the 6th International Conference on System Reliability and Safety
(ICSRS). IEEE, 2022.
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Artificial intelligence (Al) [66, 6] is a thrilling computer science area focused on giving
machines human-like thinking abilities. Earlier, scientists developed the concept of pre-
neurons and examined interconnected neurons networks to perform logical and numerical
functions [73]. However, things changed after some time as technology improved with
powerful computing technologies and innovation became more pronounced. Nowadays, Al
is being used in different fields such as medicine [126], finance [74, 87], robotics [11, 59], and
transport [34, 19]. It is helpful in solving difficult tasks like medical diagnostics, predicting
financial trends, automating industrial processes, designing autonomous vehicles etc. Al is
changing very quickly, giving rise to new prospects and setting new limits on technological
possibilities.

This chapter presents a foundation upon which to understand the ideas we present in
our thesis. To begin with, we introduce neural networks in Section 2.1. Afterwards, we
move to discussing basic concepts associated with activation functions for different types
of artificial neural networks. Next, Section 2.2 examines current developments regarding
formal methods employed when verifying neural networks which provide an insight into
how they become reliable and accurate.
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2.1 Architecture of Neural Networks

Artificial neural networks (ANN) [65] are the fundamental building blocks of deep learning
algorithms. Sometimes referred to as simulated neural networks (SNN), these take their
name and structure from the human brain, emulating the signals that organic neurons ex-
change with one another. They rely on the principle of training, which enables them to
learn and improve accuracy over time. In this section, we explore their general architec-
ture, how they work, and different types of these neural networks.

2.1.1 Fully Connected Neural Networks

An artificial neural networks [89] is made up of several layers of nodes, such as the input
layer, followed by one or more hidden layers, and concluding with an output layer. A single
node (refer to Figure 2.1) can be seen as taking as input a vector X = (z;29,...7,) € R”
and is multiplying by the weight vector W = (wy, ws, ...w,) added to bias vector b € R"™
which gives the sum of weights

y= lewz +0; . (2.1)
i=1

Then it applies some function o, called an activation function, to this sum. This function
plays a crucial role in determining the output of a particular node. Depending on the spe-
cific activation function employed. For example, If the output value for an individual node
exceeds a specific threshold value, then that node will be activated, sending information
forward in the network to the next layer; otherwise, no data will be sent. We detail various
kinds of activation functions in the next sections.

Combination

Output

Activation
Function

Figure 2.1: Architecture of a Neural Network.

A fully connected neural networks (FCN) [9], is a type of artificial neural network (ANN)
with multiple hidden layers. Here, connections between nodes never form cycles, meaning

12
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that information is processed from the input layer to the output layer only in one direction.
Each new layer takes its inputs from previous layer outputs. Figure 2.2 shows one example
of FNN architecture. The definition below summarizes the notion introduced above.

Hidden Layers

|~ Output Layer

Figure 2.2: Fully Connected Neural Network with 5 Layers.

Definition 1 Let £ € R™ be the input vector to a fully connected neural network. The
output vector § € R" is computed by applying successive affine transformations and acti-
vation functions across multiple layers. The computation for a single layer is given by:

0 = o (Wid + by) (2.2)

For the entire network, the final output g is obtained after L layers as follows:

y=or (WLUL—1 (WL—I N (W@ + ih) + i)L_1> + 13L> (2.3)

where L is the number of layers, o; is the activation function at layer [, W, and l;l are
the weights and biases of layer [, and 2 is the input to the network.

We can note that fully connected neural networks have shown good performance on tabular
data [15], but when used on images [8] and other more complex deeper data, they failed
due to the large number of parameters that needed for training. This complete connectivity,
where all neurons in one layer are connected to each neuron in the next layer, leads to
high computation time and memory consumption. Due to these constraints, other kinds of
neural networks have been developed.

13
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2.1.2 Convolutional Neural Networks

Convolutional Neural Networks (CNNs) [71] were developed to address the spatial depen-
dence issue found in fully connected neural networks as described in the former section.
They are designed to handle data in the form of multiple arrays. For instance, a color image
is made up of three 2D arrays, each representing pixel intensities in one of the three color
channels. CNNs are mostly built on the convolution principle, which we will dwell on in
detail in the next section and that is used to extract features from data [72, 30, 3]. CNNs
and fully connected networks are not the same since CNNs have a local connectivity fea-
ture where all neurons in one layer no longer connect with every neuron in the next layer,
but only with a few. In addition, the weight sharing property [110] reduces the number of
parameters by applying the same weight values to different inputs. These attributes make
it one of the major kinds of neural networks popularly adopted in the field of deep learning.
The first CNN was presented by Zhang [22] in 1989. Lecun [115], in 1990, became the first
person to call his network LeNet “convolutional”. It was designed for handwritten zip code
recognition. Since then, several architectures have been proposed for CNNs [64, 102, 108,
57,109, 54, 95, 125, 46]. We summarize some of them in Figure 2.3

s 202 —— 2013

LeNet AlexNet ZFNet GooglLeNet
VGGNet

InceptionV1

2016 +— 2015

InceptionV4 SqueezNet ResNet
ResNetXt InceptionV2
MobileNetV1 DCGAN

MobileNetV2

2022

MobileNetV3 GostNet ChatGpt
GPT3

Figure 2.3: History of the Convolutional Neural Network.

A convolutional neural networks (CNN)[5] mostly consists of a convolutional layer, the core
of a CNN. This layer is constructed based on the concept of convolution, which requires
sets of weights, also called filters (Kernel), to move across input images and calculate the
dot product of these values. The mathematical notation for this convolution operation is
usually represented as:

p

q
y’L] = Z Wi/,j/'x(i-‘ri/—l),(j-‘rjl—l) —|— b . (2.4)

i'=1j"=1

Here, W € RP*? denotes the weight matrix, z € R™™ ™ stands for the input matrix, and
b € R is bias.

A convolutional layer is characterized by three hyperparameters:

14
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« Filter (Kernel): represent the weights of the layers that are used to detect specific
features or patterns in the input data by sliding over it and performing convolution
operations.

« Stride: denote the number of pixels by which the filter moves across the input data
after each convolution operation. For instance, a stride of 1 means we move the filter
one position to the right each time before calculating the output.

« Padding: is an operation that allows manipulation of the spatial dimensions of im-
ages by adding values (often zeros) around the edges of input images. This helps to
maintain or adjust the height and width of images after applying filters, preventing
the reduction in the size of feature maps at each convolutional layer and ensuring
better utilization of the pixels located at the edges of the image.

Example 1 Let = be an input of size 4 x 4 x 1, and f be a filter of size 2 x 2 with a
stride of 1 and the valid padding (Padding = 0). We want to calculate the output shape of
convolutional layers using the formula

output_shape = (

Input_size — filter_size + 2 X padding L
stride '

Substituting the given values, we obtain

4—-24+2x%x0 2
output_shape = (#) +1= <I> +1=2+1=3.

Therefore, the output size is 3 x 3.

Typically, following each convolutional layer, we find a pooling layer [97], which applies
a pooling operation using a defined window shapes that move across all inputs based on a
specific stride. This operation selects either the maximum value (MaxPooling)

f(z1, ..y xy) = max(zq, ..., x,)

or computes the average (AveragePooling)

1 n
f(xla 7IN) - E;xz .

The main reason to employ such layers is to reduce the spatial dimensions of an output
in order to improve the speed of computation and enhance feature robustness. It is worth
noting that this layer is less complex compared to convolutional layers because it does not
have trainable parameters.

After obtaining all features through convolutional layers, there is a fully connected or
dense layer aimed at transforming these extracted features into a format suitable for being
used in any classification task. As they work, each neuron within this layer forms linear
combinations between itself and all neurons from previous layers while applying an activa-
tion function (which will be defined in Section 2.1.4). The number of neurons characterizes
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Figure 2.4: An example of a convolution operation with (padding = same, stride = 1) and

(padding = valid, stride = 1).

this layer, thereby establishing how complex the model could be. It is worth mentioning
that generally, this value may vary depending on how much data you have at your disposal
and the complexity of the task. Figure 2.5 shows an example of the architecture of a CNN,
specifically VGG16 [86], which is one of the well-known neural networks used in image
classification.

224X224X64

56X56X256

14%x14%512

224X224X3

20X28%512 TXTX512

112X112%X128

9 Conv2D @ MaxPooling2D @ Flatten @ Dense

Figure 2.5: An example of the architecture of CNN (VGG16).

2.1.3 Recurrent Neural Networks (RNN)

Recurrent Neural Networks (RNNs) [75, 98] are a type of deep neural network specifically
designed for processing sequential or temporal data such as audio signals or text. The
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architecture of an RNN is characterized by its ability to maintain a memory of previous
inputs through time. As illustrated in Figure 2.6, an RNN typically consists of three main
layers: Input layer x() = (2, 2 . 2), which represents a sequence of vectors at
time step, hidden layer h") = (b h(2) K1) which stores necessary information from
previous time steps up to the current time step and output layer y(T) = (y(l), y(2), — y(T))
which is calculated using the input at time step ¢ and the hidden state from the previous
time step (¢ — 1). Mathematically, the definition of a RNN network can be given as follows:

h® = o(W,x + W,hV 1 b), (2.5)
y? =o(W,h® +b,) . (2.6)
Where W, represents the weight matrix connecting inputs to hidden layers, W}, represents

the weight matrix of recurrent connections, W, represents the weight matrix to compute
the predictions, and by, b, represent the bias vectors.

9 @ 9 (M)

D T .
@000

_T\\.:\ _T‘»\x T\\.-\ T“_-\

() (@) {(m; o)

Figure 2.6: An example of the architecture of RNN.

However, there has been problems with these RNNs when considering very long se-
quences. The vanishing gradient problem has proven to be one of the most significant chal-
lenges. The vanishing gradient problem occurs when the gradients decreases exponentially
as they backpropagate through time steps, leading to ineffective learning of long-range de-
pendencies. To overcome this problem, other types of networks, such as Long Short-Term
Memory (LSTM) networks [52], have been invented. LSTMs have demonstrated their abil-
ity to learn long-range connections in sequences effectively [24].

2.1.4 Activation Functions

As we have seen in the previous sections, behind each layer of a type of NN, we generally
find an activation function [51, 68, 82]. This function can be seen as the activation signal
found in biological neurons. Its main role is to determine whether an artificial neuron is
activated or not, depending on the stimulation threshold. Most activation functions are
nonlinear, which is crucial for neural networks because this nonlinearity enables them to
capture complex patterns and improve prediction accuracy. There are several activation
functions, each with its own behavior. In this section, we will define the most commonly
used activation functions in NNs.
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Figure 2.7: Visualizing Common Activation Functions: (Sigmoid, Tanh, ReLU, and Softmax).

The Tanh Function

The hyperbolic tangent function [39, 68], denoted by tanh, is defined as follows:

et —e

Tanh(z) = prnp—
et +e "

, VxelR (2.7)
This function normalizes input values to produce outputs in the range of [—1, 1]. Unlike the
sigmoid function, which gives values between 0 and 1 only, tanh is particularly beneficial
in binary classification models where massive variation should be dealt with properly and

data points must be well separated because it captures much of their meaning.

The ReLU Function

The rectified linear unit (ReLU) [39] activation function is the most widely used activa-
tion function in deep neural networks (DNNs). Its particularity lies in the fact that it only
activates positive neurons, defined as

ReLU(z) = max(0,x),

Vz € R. (2.8)

Compared to the sigmoid function, what makes ReLU better is that it overcomes the van-
ishing gradient problem by allowing faster convergence, which implices that DNNs can be
trained more efficiently.
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The Sigmoid Function
The sigmoid function [51], denoted by stg, is defined as follows:

1
sig(z) = ppp— Vr € R. (2.9)
The sigmoid function normalizes input data by producing output values within the range
of [0, 1]. However, it is important to note that sigmoid functions suffer from limitations.
When inputs are either too large or too small, the gradient of the sigmoid function tends
to approach zero, leading to a slow convergence rates during the training of deep neural
networks. This problem, known as the vanishing gradient.

The Softmax Function

The Softmax function [100] is commonly used in classification problems, such as image
categorization. It is defined as:

softmaxr(r;)) = ———, Vz €R. (2.10)

Mainly, it is a method of normalizing the outputs of a neural network layer such that the
outputs sum to one. This allows the output values to be interpreted as class of probabili-
ties, easing decision-making within the classification context. In other words, the Softmax
function changes the output values into probabilities and thus enhances the intuitiveness of
predictions made by networks, making them simpler for computer vision, natural language
processing, and many other application domains.

2.2 Formal Method and Tools for the Verification of Neu-
ral Networks

Image recognition [121] and Natural Language Processing [81] are among the many appli-
cations that rely heavily on neural networks. In critical contexts, it is essential to ensure
the security and correctness of these networks to avoid potential failures. This is where
formal verification methods [113] come in handy. These formal approaches are based on
logic and mathematics to determine if a given neural networks meets its requirements or
not. We can distinguish two types of formal verification techniques: Complete [83, 85,
63] and incomplete methods [112, 119, 124], depending on the supported neural networks
and the underlying verification techniques used. A review of existing methods and tools is
provided in Table 2.1.

Before delving into several different verification techniques available, let us clarify what
verification stands for in the case of neural networks. The main idea behind verifying neural
networks is to prove that they meet specific criteria and behave correctly under various
conditions. Among the properties that are often sought to be proven we find:

19



CHAPTER 2

+ Soundness [76]: This refers to a verification approach that gives an explicit answer as
to whether a neural networks satisfies a given property or not. For instance, consider
the property that a neural networks remains robust against input perturbations, such
as variations or noise added to input images during image processing tasks. A sound
verification approach rigorously tests the networks is performance under varying
levels of disturbance. If the networks consistently maintains accurate classifications
despite perturbations, it is considered robust.

« Completeness [76]: A verifier is deemed complete by its ability to detect all violations
of a given property, thus aiming to minimize false negatives. False negatives occur
when the verifier fails to report an actual violation of a property, leaving a potential
failure undetected. For example, in the case of the robustness property of a neural
network against perturbations, a complete verifier examines all conditions where the
network fails to maintain its accuracy after a perturbation. This ensures that all sit-
uations where the network fails to satisfy the robustness property are identified.

2.2.1 Parameters Influencing the Design of Formal Methods

In this section, we will talk about the main characteristics of several formal verification
methods for the neural networks. Each method acts differently on the different parts of a
neural networks. More precisely:

1. Architecture of Neural Networks: As discussed in Section 2.1, there are different
types of neural networks (DNN, FCNN, RNN), each with various characteristics such
as layer depth, connectivity patterns, etc. that impact the way formal methods are
applied. Each method is designed to support a specific type of NN, and the ultimate
goal of current research is to develop methods to support a large range of network

types.

2. Activation Function: Neural networks stability and performance depend on activa-
tion functions [82, 68]. Each formal method considers different kinds of functions (see
Section 2.1.4). For example, some methods focus only on ReLU functions, whereas
others improve their performance by employing tanh or sigmoid functions. For ex-
ample NNenum only considers ReLU and splits the input domain in order to have the
same sign for all the values at the entry of the ReLU.

3. Norm: Evaluating the robustness of a neural networks is usually done by using a
norm measuring the distance between an input = and a perturbed input y. There
exists three common norms:

« L; Norm: Measures the sum of the absolute values of the input. Mathematically,
for input x = (z1, 29, ..., x,), the L norm is defined as:

n

%[l = Z |24 -

=1
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« Ly Norm: Measures the Euclidean distance between two points. Mathemati-
cally, for input x = (21, z9, ..., x,), the Ly norm is defined as:

x|z =

+ L, Norm: Measures the largest absolute value among the components of the
input, for input x = (21, xa, . .., ), the Ly, norm is defined as:

%[l = max || -

4. DataSets: Used for training and validating neural models play a crucial role in the
effectiveness of different formal approaches, influencing the scalability of these ap-
proaches. Among the most frequently used datasets for machine learning applica-
tions are:

« MNIST [33] (National Institue of Standard and Technology) is a database
of handwritten digits. It consists of 70, 000 images of size (28 x 28) classified into
10 classes. The dataset is divided into 2 sets: The training set which contains
60, 000 images and the test set with 10, 000 images.

« CIFAR-10 [1] (Canadian Institue For Advanced Research) is used as a ref-
erence by many machine learning algorithms. It consists of 60, 000 images of
size (32 x 32 x 3) classified into 10 classes. The dataset is divided into 2 sets: The
training set which contains 50, 000 images and the test set with 10, 000 images.

« ImageNet [94] is the standard benchmark for large-scale object recognition. It
consists of more than 14 million images classified into 1, 000 classes. The dataset
is divided into 2 sets: the training set which contains 1.2 million images and the
test set with 50, 000 images.

« ACAS [60] (The Airborne Collision Avoidance System) is typically em-
ployed to train and test decision-making algorithms for airborne collision avoid-
ance systems by simulating various flight scenarios and assessing the system
ability to make safe and effective decisions in these situations. Contrarily to
the former datsets, ACAS is not a set of images but a set of abstract scenarios
representing aerial collision avoidance situations.

« ADULT [10] Also known as the Census Income dataset, this dataset was ex-
tracted by Barry Becker from the 1994 Census databases. Its main role is to
predict whether an individual income exceeds 50, 000 per year based on census
data.

« COMPAS [7] (Correctional Offender Management Profiling for Alterna-
tive Sanctions) is used to analyze the risk scores assigned to offenders to pre-
dict the likelihood of recidivism. COMPAS is widely known for its bias against
African Americans.
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2.2.2 Complete Formal Method

The use of optimal methods to ensure the correctness of neural networks is sometimes re-
ferred to as complete formal methods. This is usually done by using SMT (Satisfiability
Modulo Theories) [32] solvers, MILP (Mixed Integer Linear Programming) [12] techniques,
and global optimization [99]. The main objective of these approaches is to provide a math-
ematical guarantee of the correctness of neural networks, which is mandatory for critical
applications. Nonetheless, these complete formal methods have certain limitations. In gen-
eral, they are unsuitable for large-scale neural networks due to search space complexity and
computational time consumption. Also, they might be restricted to certain architectures of
neural networks, which narrows their applicability in some use cases.

Satisfiability Modulo Theories (SMT)

SMT verification methods [17] are based on satisfiabilty of constraints, which involves de-
termining whether a given expression on Boolean variables is true [32]. In the context
of neural networks (NN), this approach can be conceived as encoding an NN as a set of
constraints and negating the desired safety property. A counter-example is generated (if
its exists) as output if these constraints are satisfied. Conversely, if no solution has been
found, the safety property is proved to be satisfied. This method has been used these last
years by various tools.

One of the first SMT formal verification method for neural networks was introduced
by Pauline and Tacchella [85]. In this approach, the authors ensure that the output of
a fully connected feed-forward neural network with sigmoid activation functions always
falls within certain safety bounds. They achieve this by representing the neural network as
a Boolean expression of linear constraints over a product of intervals. Instead of activation
functions, they use piecewise linear approximations based on intervals. In other words, the
network is encoded with the safety constraints and given to a black-box SMT solver. An
improvement consists of refining the encoding by interval spliting to deal with spurious
counter-examples. The authors evaluated this technique using small neurons that do not
exceed one layer. According to the results obtained, it can be seen that scaling up this
method becomes very difficult because refirements increase exponentially, thus leading to
larger and larger encoding sizes.

The Planet tool [37], proposed by Ehlers, is helpful in validating feed-forward neural
networks with piecewise linear activation functions, It takes advantage of approximations
to improve the efficiency of SMT solvers. The tool starts off by finding the lower and upper
bounds of neurons using interval arithmetic, then encodes network behavior into linear
constraints that approximate ReLU activation functions. Verification problems are encoded
as a mix of network approximations and safety properties. The search for a solution entails
fixing ReLU activation statuses as well as back tracking when necessary. Although the
performance of Planet is promising in verifying neural networks, especially in scenarios
like collision avoidance, this approach works only for small networks.

Reluplex [62], introduced by Katz et al., aims to be an efficient SMT solver for verifying
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the safety properties of feed-forward fully-connected neural networks with ReLU activa-
tion functions. This approach builds upon the simplex algorithm, adapting it to handle
ReLU constraints effectively. Reluplex keeps the value assignments continuous over all
variables during the process of verification, even though some restrictions are violated at
first glance. The assignment continuously changes in such a way that it tries to resolve
the violated constraints by splitting frequently occurring ReLU constraints into two cases.
This enables breakdown of problems into simpler linear subproblems, thus ensuring the
problem converges. If there is no possible assignment satisfying every constraint, then this
means that the safety property instance holds true. It has been specifically designed to
verify the ACAS Xu neural network [60] for air collision avoidance systems. Experiments
have shown satisfactory results, but it takes a lot of time to process very large DNNss.

Marabou [63], as the successor of Reluplex, aims at a unifying platform for verifying
and analyzing DNNs with an emphasis on scalability and versatility across multiple ap-
plications. Marabou maintains symbolic lower and upper bounds on every neuron, which
is represented as a linear combination of input neurons. This enhances Marabou perfor-
mance in verification tasks since it helps it determine tighter bounds, thereby reducing the
input space further. The tests show better performance for Marabou compared to Planet
and Reluplex.

The DLV [55] tool was proposed by Huang et al. Its goal is to protect the image clas-
sifications against adversarial perturbations which is an intentionally manipulating input
data designed to deceive the model into making incorrect predictions or decisions [76]. It
allows an exhaustive search of regions of interest through discretization and layer-by-layer
analysis. Unlike previous methods, it guarantees finding adversarial examples for specific
regions. The exprimental results show that DLV can find the adversarial examples in some
seconds for NN trained on the MNIST [33] and ImageNet [94] datasets.

Naroditska et al. [83] suggested an alternative way of checking binarized neural net-
work [56] properties, which is based on boolean satisfiability (SAT) with a counterexample
guided search algorithm. The outcomes of their experiments indicated that it was possible
to apply this method in practice to mid-sized deep neural networks for image classification
problems.

Mixed Integer Linear Programming (MILP)

Mixed Integer Linear Programming (MILP) [12] is a mathematical optimization method that
solves problems in which some variables are integers while others are real. In order to solve
a MILP problem, one needs to find the values of the variables that either maximize or min-
imize an objective function subject to a set of linear constraints for both real and integer
variables.

When considering the robustness of neural networks, MILP is commonly employed to iden-
tify counter-examples or to verify that no counter-examples exists within a given region
of the input space. In this case, perturbations applied to the network inputs can be repre-
sented by integer variables, whereas linear limitations can indicate the desired behavior of
the network and the bounds for these perturbations. Nevertheless, it should be mentioned
that solving MILP problems may be computationally expensive, particularly in the case of
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deep neural networks, requiring additional optimization techniques to make verification
feasible in practice.

The BAB framework developed by Bunel et al. [18] addresses the problems of neu-
ral network verification and transforms them into satisfiability problems, which are then
solved using the branch and bound method. This technique aims to determine the overall
best values for a given neural network by dividing all possible input regions iteratively and
calculating upper and lower bounds on their minimum output. BAB integrates existing ver-
ification methods such as Planet [37] and Reluplex [62]. Experimental results demonstrate
the effectiveness of BAB compared to other verification methods such as Planet and Relu-
plex. Indeed, BAB achieves an impressive speedup of two orders of magnitude, positioning
it as a promising solution for large-scale, high-complexity DNN verification.

Sherlock, proposed by Dutta et al. [35], aims to determine ranges for the outputs of fully
connected neural networks with ReLU functions. Sherlock employ an approach based on
Mixed Integer Linear Programming (MILP), combined with local search to expedite the pro-
cess. This method aims to improve the lower and upper bounds of the outputs by iterating
between the use of the MILP solver and less costly local searches, based on piecewise linear
approximations of the activation functions. The experimental results has been shown that
Sherlock outperforms Reluplex.

Tjeng et al. developed MIPVerify [111], which is a tool for finding contradictory in-
stances in special distance metrics (L, L2, L), with a focus on neural network resilience
against adversarial examples. This tool specializes in verifying piecewise linear neural net-
works and uses mixed-integer programming (MIP) to find regions of the input space where
desired properties of the network are violated. The results indicate that MIPVerify has
allowed determining the exact adversarial accuracy of an MNIST [33] classifier under per-
turbations bounded by the L., norm for the first time. Moreover, MIP Verify is 2 to 3 orders
of magnitude faster than Reluplex [62] when looking for the nearest adversarial example
with L.

Global Optimisation

In this approach, to ensure that the model is working properly, global optimization in neural
network verification is performed under various conditions. This consists of searching for
the parameters of neural networks that minimize a loss function while maximizing their
efficiency and resilience over the entire input range. Global optimization creates models
that are resilient to unexpected or malicious inputs. They are not only accurate but also
trustworthy and applicable in real life scenarios.

DeepGO [91] proposed by Ruan et al., is a solution for verifying continuous Lipschitz
neural networks. In essence, it assumes that there is an input set of a neural network,
and on its output, a continuous Lipschitz function can be defined whose lower and upper
bounds are known. Experimental investigations have revealed that among recent tools
like Sherlock [35] and Reluplex [62], DeepGO is the most cost-effective one with better
results. Furthermore, it has been observed that DeepGO can run up to 100 times faster
than Reluplex, and it has demonstrated its scalability by successfully processing networks
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composed of millions of neurons.

The approach of [92] depends on deep neural networks (DNNs) to protect critical sys-
tems. The authors propose an iterative approach to compute lower and upper bounds on
the networks robustness. They specifically focus on the Hamming distance and investigate
the challenge of quantifying the global robustness of trained DNNss. In this context, global
robustness refers to the expected maximum safe radius across a testing dataset. This ap-
proach provides intermediate results at any time, including upper and lower bounds and
robustness estimates. Moreover, it is Tensor-based, conducting computations over sets of
inputs simultaneously to leverage efficient GPU processing.

Other Complete Formal Method

ReluVal [117] is a new method for formally verifying the security properties of Deep Neural
Networks (DNNs) without employing Satisfiability Modulo Theory (SMT) solvers. ReluVal
performs interval arithmetic to establish rigorous range bounds for DNN outputs, resulting
in better efficiency and adaptability compared to SMT solvers. This framework operates by
propagating input intervals and safety properties through the layers of the DNN, thereby
delivering formal guarantees. Symbolic intervals and iterative interval refinement are used
by ReluVal in order to mitigate problems of overestimation related to intervals. It signifi-
cantly enhances the accuracy of analysis. The evaluations show that on average, ReluVal
is 200 times faster than Reluplex [62] and also outperforms Marabou [63] in the same set-
ting (when running on 4 cores), thereby making it an important development in formal
verification of DNN security.

Neurify [116] is a tool designed to check the safety properties of neural networks ef-
ficiently. It can handle safety properties for networks ten times larger than existing ap-
proaches. Neurify uses formal analysis to estimate tight and rigorous output ranges of a
network, which can guide the training process of robust networks and improve the explain-
ability of decisions made by neural networks. The tool focuses on identifying crucial nodes
and refining output approximations iteratively with the help of a linear solver. The out-
comes indicate that neurify outperforms current verifiers greatly, being up to 5000 times
faster than Reluplex and 20 times faster than ReluVal.

2.2.3 Incomplete Formal Method

To ensure the safety and reliability of large DNN which cannot be verified with the complete
methods discribed in section 2.2.2, incomplete formal verification methods are necessary.
Indeed, their main advantage is that they can handle large-scale networks more effectively
than complete methods. For example, they can run neural networks with more than 1, 000
hidden layers within a couple of minutes [38]. Incomplete methods include abstract inter-
pretation, duality and linear approximation, which have been proven to be sound in gen-
eral. This gives confidence in their capability to ensure the correctness of NNs. However,
sometimes, they can output false alarms, also known as false positives, where a property
is mistakenly considered verified even though it is not true; despite this drawback, their
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contribution to making NN safer must not be underestimated.

Abstract Interpretation

Abstract interpretation is a theory introduced by Cousot and Cousot [27] in 1977, aimed
at modeling the behavior of a system both by simplifying it, and also by approximating
sets of values (inputs, intermediary results, etc.) using abstract domains such as zonotopes
[44], boxes [80] or polyhedra [29], etc. Thanks to this approach, it is possible to formally
analyze a system and verify certain properties without executing it for all possible inputs.
In the field of neural network verification, abstract interpretation has been used to study
the robustness and reliability of NN.

AI? [38] is the first framework able to automatically prove the safety properties of
deep neural networks based on abstract interpretation. It was proposed by Gehr et al. AI*
considers any picewise linear layers (fully connected, convolutional, and max pooling) with
ReLU activation functions. The process of evaluating the safety of neural networks with
AI? has several steps. AI? works on NN taking images as inputs. Firstly, it creates a new
initial abstract element out of the original input image by adding in a single step a set
of perturbations. Doing so, it captures any possible perturbed image in an abstract value
(zonotope, polyhedra, interval, etc). Then, this abstract element is propagated through the
different layers of the network, requiring the definition of abstract layers to compute the
effects of each layer on the abstract elements. These abstract transformers are essential to
ensure the accuracy of the analysis. Finally, at the end of the analysis, A/? calculates an
abstract output, thereby over-approximating all potential outputs produced by perturbed
images. This abstract output allows AI? directly prove important safety properties such as
robustness to perturbations. The experimental results have shown that AI? can efficiently
handle neural networks that are not handled by existing methods such as Reluplex.

DeepZ [104] is a novel system for certifying the robustness of neural networks based
on abstract interpretation. It is different from AI? in that it handles various activation
functions such as ReLU, tanh and sigmoid, and also supports different architectures: feed-
forward and convolutional. By using specially designed abstract zonotope transformers,
DeepZ ensures increased scalability and accuracy while conforming to the floating-point
arithmetic, which is essential for neural network computations. The main outcomes of
DeepZ include verification with 97% accuracy under L, attack on a large network with
88,500 hidden units taking an average time of 133 s as well as local robustness properties
check within minutes done for large networks.

DeepPoly [105] is another abstract interpretation tool developed to verify the scalability
and precision of neural networks. Its main strength lies in an abstract interpreter specifi-
cally designed for neural networks, combining floating-point polyhedra with intervals and
abstract transformers for common neural network functions. These transformers attempt
to benefit from the main properties of such operations (activation functions, linear trans-
formations, pooling operations, etc.) while, at the same time, keeping the analysis scalable
and precise. Concretely, each neuron of a neural network is related to specific bounds based
on linear combinations of neurons in previous layers. The results indicate that DeepPoly
is generally faster and often more precise than DeepZ. It also succeeds in proving, for the
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first time, the robustness of neural networks when the input image undergoes intricate
perturbations, like rotations employing linear interpolation.

k-ReLU [103] proposes a new framework to compute precise and scalable convex re-
laxations for certifying neural networks. Instead of approximating the output of multiple
ReLU operations in a layer separately, k-ReLU does it jointly, allowing one to capture de-
pendencies between the inputs of different ReLU operations in a layer. This overcomes the
limitations of existing methods by providing a more precise certification while maintaining
scalability. The authors apply the framework using the DeepPoly domain, resulting in the
creation of a new abstract domain named k-Poly.

The three frameworks, DeepZ [104], DeepPoly [105], and k-Poly [103], developed by
Singh et al., have been integrated into a single tool named ERAN.

Urban et al. introduced Libra [112] as a technique that aims to ensure fairness which
means ensuring that the predections made by the NN do not exhibit bias or discrimination
towards individuals based on sensive attributes e.g., race, sex, age. Libra achieves this in
feed-forward neural networks by merging both forward and backward static analysis. The
process begins by dividing the input space into independent partitions during the forward
pass, thereby reducing the overall analysis effort. Subsequently, through backward anal-
ysis, Libra certifies the fairness of classification within each partition, taking into account
sensitive features. This approach identifies areas of the input space where the network is
fair and those where bias exists, providing adaptive certification. Experiment results on
diverse datasets, including Adult [10], COMPAS, German Credit [53], and Japanese Credit
[96] demonstrate that Libra performance is predominantly influenced by the scale of the
analyzed input space rather than the magnitude of the neural networks. Additionally, this
method allows for adjusting the trade-off between scalability and precision by excluding
partitions that do not meet the specified configuration, thereby offering flexibility in re-
source utilization.

Duality

Wong & Kolter [119] have presented a method for training deep ReLU networks in face
of norm-bounded perturbations. This approach relies on an external convex approxima-
tion of the activations reachable by these perturbations, leveraging a robust optimization
method based on linear programming. Its distinguishing feature is the representation of the
dual problem of this program in the form of a deep neural network, enabling efficient opti-
mization with guaranteed bounds. Their results are promising, since they have produced a
convolutional classifier for MNIST with less than 5.8% test error for any adversarial attack
with a L., norm smaller than 0.1. For neural networks having piecewise linear layers and
ReLU activations, they employ their approach relying on relative perturbations at various
L, distances. However, while moderately-sized neural networks such as those trained on
MNIST and Fashion-MNIST show good performance under their framework, their applica-
bility to more complex architectures like ImageNet classifiers remains questionable.

Dvijotham et al. [36] present a new way of solving optimization problems with La-
grangian relaxation, which bypasses their inherent non-convexity and constraint problems.
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Their approach efficiently transforms the dual problem into an unconstrained convex op-
timization problem, enabling an effective resolution. Additionally, this method provides
flexibility by allowing it to be interrupted at any time to obtain an upper bound on the
maximum violation of specifications. The authors demonstrate that their approach is effec-
tive for developing specialized verification algorithms with accuracy guarantees in different
verification contexts. In contrast to other techniques, it presents remarkable advances in
the assessment of neural network robustness, particularly for models trained by MNIST.

Brown et al. [16] propose an exact, convex formulation of the verification problem in the
form of a completely positive program (CPP) [20]. This approach makes it possible to solve
linear optimization problems on the cone of completely positive matrices, thus offering a
clear separation between accuracy and feasibility in relaxed verification processes. They
also analyze how the formulation remains largely unchanged when the complete positivity
constraint is relaxed; hence, it is considered equally useful even in semi-definite program-
ming relaxations (SDP). This helps build reliable SDP checkers and compare them with
previous work.

Linear Approximation

FastLin/FastLip [118] are two algorithms developed to compute tight and certified lower
bounds of the robustness of fully connected feedforward networks with ReLU activation
functions. FastLin utilizes a linear approximation of the ReLU units similar to Neurify
[116]. FastLip relies on bounding the local Lipschitz constant of the network. Unlike exist-
ing methods based on per-layer operator norms, these algorithms produce more accurate
lower bounds, enabling a more reliable evaluation of network robustness. Additionally,
experiments demonstrate that FastLin and FastLip are respectively at least four and two or-
ders of magnitude faster than Reluplex [62], allowing for the computation of a reasonable
robustness lower bound in less than a minute for ReLU networks with up to 7 layers with
more than ten thousand neurons.

Crown [124] is a framework used to certify neural networks that are not necessarily
piece-wise linear. It uses upper and lower bounds that are linear or quadratic for typical
activation functions. Empirical results demonstrate that CROWN can scale to large net-
works of over ten thousand neurons and produce a certified lower bound in one minute
when executed on one CPU core. Furthermore, it has been demonstrated that Crown can
achieve up to 20% improvement in certified lower bounds compared with FastLin [118].

CNN-Cert [14] is a general framework for verifying the robustness of convolutional
neural networks with different convolutional, pooling, batch normalization layers etc., and
standard activation functions like ReLU, tanh, and arctan using FastLin, and CROWN.
According to experimental results, CNN-Cert obtains equivalent or even better verification
boundaries than FastLin/FastLIP and CROWN, with up to 17 times quicker speeds.
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Although being efficient, static analysis by abstract interpretation [88] has limitations,
such as the high number of false positives that are linked to the precision of the abstract
domains employed. Over time, different abstract domains [29, 79, 49] have been developed
to overcome these limitations, each with a more precise representation of specific program
behaviors. These abstract domains encode linear or non-linear invariants and have vari-
ous computational and space complexity suited for different application domains, such as
program verification [69] and neural networks verification [104, 105, 38].

In Section 3.1 of this chapter, we shall introduce some of these abstract domains. In
Sections 3.2 and 3.3, we will focus on two specific domains: interval arithmetic and affine
forms. We will then discuss the extensions of the affine forms domain. Next, in Section
3.4, we will introduce an abstract transformer for activation functions. Finally, we will
introduce the library AffaPy in Section 3.6, which we use to develop our own verification
tool in the next chapters.
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3.1 Abstract Domains

Abstract domains [27, 29, 79] are important basic blocks in static analysis [40] used to ob-
tain an approximation of computer programs behaviors. They permit to define and predict
properties of programs, like possible values of variables, without actually running the pro-
gram. Before we define what an abstract domain is, let us briefly recall some mathematical
concepts that we use in our definition.

Definition 2 Posets (Partial Order). A partial order is a set D equiped with partial order
relation (D, C) where C is reflexive (VX € D, X C X), transitive (VX,Y,Z € D, X C
YANY CZ= XL Z)andantisymmetric (VX,Y e D XCYAYLC X = X =Y).

Definition 3 Lower and Upper Bounds. Let D’ be a subsets of poset (D, C). An element
u € D is an upper bound of D' if Va € D', a C . Similarly, An element [ € D is an lower
bound of D' if Ya € D, C a. A least upper bound LI of a subset D', is an upper bound of
D’ that is less than or equal to any other upper bound of D'. This is often represented as
LD, Conversely, a greatest lower bound of a subset D', is a lower bound M of D’ that is
greater than or equal to any other lower bound of D’. This is often represented as D'

Definition 4 Lattice. A lattice (D, C, LI, M) is a poset in which every pair of element z, y €
D has a least upper bound (z Ll ) and great upper bound (x M y).

Definition 5 Monotonic Function. Consider two posets (D;, ;) and (Do, C,). A function
f : Dy — D, is called monotonic if it satisfies the following condition:

Vo, y € Dy, Ty = f(x) Cs f(y) . (3.1)

Definition 6 Galois Connections [27]. let D and D* be two posets. A galois connections
is defined by two monotic functions v : D — D* and 7y : D¥ — D such that:

Vo, of a(r) Cf 2 & o Cy(af) . (3.2)

D is called the concrete domain, D! is called the abstract domain, « is called the abstraction
function and ~ called the concretisation function. Abstract domains can be classified into
two main categories:

Abstract non-relational domains: The variables are treated individually without ac-
counting for any relationship between them. The interval abstract domain is a classic ex-
ample of a non-relational abstract domain.

Definition 7 Interval Abstract Domain

The interval abstract domain, also known as the box abstract domain, is based on the clas-
sical concept of interval arithmetic introduced by Moore [80]. It comprises boxes defined
by a set of constraints in the form:

[a,b] ={reR:a <z <b} . (3.3)
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Figure 3.1: Examples of Abstract Domains

Abstract relational domains: The domain takes into consideration the relationships be-
tween the variables. Some examples of relational abstract domains include octagons, zono-
topes and polyhedra.

Definition 8 Octagon Abstract Domain
The octagon abstract domain, introduced by Miné [79], is defined as a set of linear con-
straints of the form:

+rty<c. (3.4)

Where x and y represent variables, and c is a constant.

Definition 9 Polyhedra Abstract Domain

The polyhedra domain introduced by Cousot and Halbwachs [29] consists in a set of linear
constraints. These constraints are usually represented as a system of linear inequalities
such as:

Az <b | (3.5)

where A is a matrix and b is a vector. It means that each polyhedron in this domain rep-
resents a region of n dimensional space, satisfying a set of linear conditions, bounded by
planes and half-spaces.

We can note that two domains represent the extremes of accuracy and computational cost.
This is shown in Figure 3.1. On one side, there is the interval domain [28] that gives a fast,
easy answer but is often not very accurate, while on the other side, there is the polyhe-
dron domain [29] that captures linear relationships between variables, resulting in higher
accuracy, yet this comes at the expense of more computationally intensive calculations. All
other domains, such as octagons [79] and zonotopes [44], fall between these two extremes
in terms of accuracy and computational cost. They offer better precision than the interval
domain and are less costly than the polyhedron domain.

In this thesis, all types of abstract domains will not be addressed except for the interval
domain and zonotope abstract domain, upon which we shall base our work.
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3.2 Interval Arithemtic

Interval arithmetic, introduced by Moore [80] in 1966, is a method for estimating numer-
ical errors in computations by representing a real number x with a pair of floating-point
numbers [z, 7| that define the smallest interval enclosing the real number. Mathematically,
an interval [z, 7] € I is defined by

[z,7]={z€eR|z <z <7} . (3.6)
All elementary operations are defined for interval arithmetic. Let @ € I and b € I be two

intervals, and let 4+, —, X denote addition, subtraction and multiplication respectively. The
elementary operations between a and b are given by

a+b=la+ba+b] , (3.7)
a—b=[a—ba—-1 , (3.8)
axb=[min{a xb,axb,axb,axb}, (3.9)
max{a x b,a x b,a x b,a x b}] . (3.10)

An interval might lack accuracy and be affected by the dependency [77] issue frequently
seen in interval computations. This issue arises because each instance of the same variable
in a function expression is handled independently. Consequently, the resulting interval can
become imprecise. For example, consider the function f(z) = x — 2 with x in the interval
[—1, 1]. Applying interval arithmetic to this function yields an enclosure result of [—2, 2],
whereas we would expect the result to be [0, 0].

To mitigate these negative effects, several techniques have been introduced, such as affine
forms, which we will discuss in detail in the next section.

3.3 Affine Forms

Affine arithmetic [31] finds wide application in different fields, from software verification to
neural network verification [45, 42]. Similarly to other relationnal numerical domains, they
offer more accurate results than the usual interval arithmetic [49, 47] by capturing linear
relationships between variables. Thus, they reduce over-approximations resulting from the
loss of correlations in arithmetic intervals. In this section, we provide some background on
affine forms and show how calculations can be performed among them.

3.3.1 Notations

The standard affine forms are an extension of interval arithmetic [80]. They have been
introduced in 1993 by Comba et Stolfi [67]. their principle consists of preserving linear
information between variables during calculations. An affine form is represented by the
addition of a constant and a linear combination of the interval [—1, 1]. Formally, an affine
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form whose symbols is belong a finite set Z is represented as follows:

T :c—l—ingi , (3.11)
ieT
where c represents a real number, ¢; represents noise symbols whose values are unknown
in the interval [—1, 1] and z; € R, i € T are called noise weights they correspond intuitively
to the intensity of the noise symbolized by ¢;. In the case of neural networks taking images
as inputs the center of the affine form c is the value of the pixel and the noise symbols
represent the perturbations associated with each pixel.

The relation between an interval and an affine form [25] is obtained by a conversion
defined as follows:

« Affine form to interval: Let £ = ¢ + Zz‘ez x;¢; be an affine form. The interval asso-
ciated to Z is defined by

v1(Z) = [e, c] + (Z |xz|) x [—1,1] . (3.12)

1€T

« Interval to affine form: Let X = [z, 7] be an interval. The affine form associated to
X is defined by

r+T x—
Od[(X) == 5 + = 9 €k - (3.13)

Where ¢}, is uknow.
Example 2 Let a be an affine form defined by
a=064¢e1 +2e9 —e3 . (3.14)
The interval concretization of a is given by

yi(a) =6+ (1+24+1) x[-1,1] =[2,10] . (3.15)

Now, we introduce some notations usefull to manage tuples of affine forms, which we refer
to as affine sets. We also describe the geometric concretization of sets of values taken by
these affine sets.

Definition 10 (Zonotope [43])Let A = (a1, as, ...a,) denote a set of p affine forms, where
each affine form is composed of n noise symbols (g1, €5...€,,). This set of affine forms can
be represented by a matrix C' € M(n + 1, p). The concretisation of this set is called the
zonotope y(A) and is defined as:

v(A) ={Ce|eec {1} x B"} TR . (3.16)
where C' is given by:
Gop tr Qnl
C =
Oé()p Oénp
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And B" is defined as:
B"={e e R"| |le]loc <1} .

Example 3 Let B be the set of 2 affine forms given by
B - a:1 — 2+ea _
a9 3+ €1+ &2
The zonotope (B) is given in Figure 3.2.

€2

S

®

N

€1

0 1 2 3 4

Figure 3.2: The geometrical concretisation v(B).

3.3.2 Elementary Operations Among Affine Forms

(3.17)

In this section, we introduce the elementary operations among affine forms. Let a and b be

two affine forms defined by

T = $0+Z$i€i and ]J = yo—l—Zyisi .
=1 i=1

(3.18)

Let +, —, X denote the addition, subtraction, and multiplication by a constant and leta € R

be a constant. The elementary operations between Z and ¢ are defined by

TE+9=(rotyo) +Z(xiﬂ:yz’)5z’ ;

=1
fia:(xoj:a)—i-in&?i s

=1

T x a=(axy) + Z(aaxi)ei

i=1

(3.19)

(3.20)

(3.21)

The multiplication of two affine forms is a non-affine operation, but its result must be ap-
proximated using new affine form. Consequently, to represent the error arising from this
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non linear operation, an additional noise symbol must be incorporated. Thus, the multipli-
cation of two affine forms is defined by
Exg=(r0+ Y wie) X (yo+ > yici) (3.22)
i=1

i=1

n n n
= ToYo + Z(%yi + Yori)ei + (Z | ;] % Z ‘%‘) Entl -
i=1 i=1 i=1
where, €, is a new noise symbol used to represent the over-approximate due to the non-
linear operation. We can note that this approximation appears to be the most effective.
It strikes a balance between the complexity of the multiplication and the accuracy of the
bounds.

3.3.3 Extensions of Affine Forms

Predicting the size of affine forms is challenging due to the way non-linear operations are
carried out, which necessitates introducing a new variable for each non-linear operation.
To address this issue, Messine [78, 77] provides two extensions (referred to as AF1 and AF2).
These extended affine forms maintain the uncertainty that arises from approximating non-
affine terms but limits the number of variables involved in an expression.

o AF1 Forms [78, 77], are based on the same ideas as standard affine forms, with the
exception that all terms resulting from approximation errors are now combined into
a single term. As a result, The number of noise symbols does not change during a
computation. The format of an AF1 form is

n
T = xg + Z T;€; + Tp+1En+1 - (323)

i=1
Where ¢,, ;1 represents a new noise symbol that accounts for all the errors.
The elementary operations among AF1 forms are defined as follows:

T+ 9= (ro£yo) + g(% + yi)ei + (Tnt1 £ Ynt1)Ens1 (3.24)
T+a=(xgta)+ zn:(:vi)ei + |Zni1lEnst s (3.25)
i=1
T x a=(axg) + zn:(axi)si + la|lzpi1Ens1 (3.26)
i=1
T X g = ToYo + zn:(xoyi + Yoxi)ei + (|Zo|Yns1+ (3.27)
- n+1 ntl

[YolTnt1) + Z || X Z |yilens1 -
i=1

i=1
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« AF2Forms [78, 77], are based on AF1. Although there is always the same number of
variables, the error is recorded using three distinct terms: the indeterminate, negative,
and positive noise symbols. An AF2 forms % is defined by

n
T = To + E T + Tp+1En+1 + Tnp4+2En+2 + Tp+3En+3 - (3.28)
i=1

where x,,11, 12 and z,,; 3 are non-negative numbers.

The elementray operations among AF2 forms = and g are as follows

T+ :& = ($0 + yo) + Z(l’l + yi)gi + Z([L’n_H + yn+1)5n+1+ (3.29)

i=1 =1
n

Z($n+2 + Yn42)Enta + Z($n+3 + Ynt3)En+s
i=1 i=1

n

Tta=(xgta)+ Z Ti€i + Tpi1€na1 + Tnio€nio + TnisEnas (3.30)
=1

n

& X a = (axo) + Z azigi + |a|Tny18ny1 + |a]Tpio8nio + |a|TnysEnys - (3.31)
i—1

For the multiplication of AF2 forms, the complexity increases as for standard affine forms.
We have:

T Xy =xoYo + Z(xoyi +290)e; + Kieny1 + Kognpo + ksepas (3.32)
=1

where K1, K5 and K3 are three positive constants given by

n+3 n+3
K1 = [wo|ynt1 + |YolTns1 + Z Z \ziyil (3.33)
i=1 j=1,j#i
n+3
Ky=A+ Y i, (3.34)
i=1,2;y; >0
n+3
Ks=B+ > |zl . (3.35)
i=1,2;y; <0

and where A and B are given by

ToYnt2 + YoTnio sizg < Oandyg >0
ToYnt2 — YoTnis sizg > 0andyy <0
—Z0Yn+3 + YoTniz Sizg < 0andyg >0
—T0Yn+3 — YoTny3z Sixo < Oandy, <0,
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ToYnt3 + YoTnis sizg > 0andyy > 0

ToYni3 — YoTnio sixzg > 0andyy <0

—ToYni2 + YoTnss Sixg < O0andyy >0

—20Ynt2 — YoTnro Sixg < Oandyy <O .

Note that there exists other extensions, such as the quadratic form (QF) [77], which record

information about the quadratic terms of certain quadratic or polynomial calculations.This
extension is defined as:

n

. 2
T =x+ E (i€ + Tign€;) + Ton+1€2n4+1 + Tant2€2nt2 + Tont3€on43 - (3.36)
i1

Where ¢; € |0, 1] represents the new square symbolic variable and €9, 1, €212, €2,43 are
non-negative numbers.

Elementary operations (+, —, multiplication by a constant), follow the same principle as
the AF'1 and AF'2 forms. It involves the addition or subtraction of the same terms together.
The elementary operations of two quadratic forms 2 and g are defined by

2n
Ty = (xoExyo)+ E (i £yi)ei + (Tont1 + Yont1)Eant1+ (3.37)
i=1
(Tont2 + Yont2)E2nt2 + (Tonts + Yonts)E2nts,
2n
atz=(atx)+ E i€ + Topt1€2n41 + Tont2€2m42 + T2n43€2n43, (3.38)
i=1
2n ifa >0
R Ao+ D i1y ATiE; + AToni1€2n4+1 + ATon42€2m42 + QT2+ 3E2n+3, ma>\u,
axXi= o
axo+ Y i1y axiE; + |a|Tont1€amt1 + |a|Tont3€ont2 + |a|Ton 2043, else.

(3.39)
However, complexity arises, particularly in the multiplication of two quadratic forms. The

multiplication of two quadratic (QF) forms % and ¢ is defined by

T X Y = Tolo + Z(ﬂfoyi + Tiyo)e; + Z(moyH»n + TiynYo + TiYi)Eisn (3.40)
i=1 =1

+Kieonq1 + Kagonio + Kseonts

where K, Koand K3 are 3 non-negative numbers defined by

Ky = A+ 2on11Yont1 + Z(|Ii|(y2n+2 + Yonts) + Uil (Tons1 + Tonto + Tangs)  (3.41)
i=1

| Tisnlyona1 + [Yitn|Toni1) + Z Z(|$iyj+n| + [yijnl) + Z Z TiYi

i=1 j=1 i=1 j=1,i#j
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n n

Ky = B + TonioYont2 + Tont3Yonts + E TilYont2 + E YiTonto (3.42)
i=1,2;y2n+2>0 1=1,y;x2n4+2>0
n n n n
n n
+ E TilYoni3 + E YiTopyz T § E TitnYj+n
1=1,2;y2n+3>0 i=1,y;22n+3>0 =1 Titnyj4n>0
n n
K3 = C + Tont2Yon+3 + Tan3Yonta + E |ZiYanta| + E |YiZantol
1=1,2;y2n+2<0 1=1,9;T2n42<0
(3.43)
n n n
+ E |Tiyon+3| + E |YiTont3| + g | TitnYjgn| -
1=1,2;y2n+3<0 i=1,y;22n+3<0 1=1,2i 4 nYj+n<0
In equations (3.41) to (3.43) A, B and C are given by
A = |zolyont1 + |YolTont1 (3.44)

(Z0Yon+2 + YoTonia  if xg > 0and yo > 0
ToYont2 — YoTLant3 ifzg >0andy, <0
—ZoYon+3 + YoTonse 1if g < Oandyy > 0
L —Z0Y2n+3 — YoTongs ifxg <Oandyy <0,

(ZoYon+3 + YoTonts ifzg > 0andyy, > 0

O — ) ToYan+3 = YoTant2 ifzg>0andyy, <0
—Z0Yoan+2 + YoTonts if z9 <Oandyy >0

{ —T0Y2ont2 — YoTany2 if 2o <Oandyg <O .

3.4 Abstract Transformer of Activation Functions

Activation functions [82, 51] are essential in the operation of neural networks, as they
introduce the non-linearity needed to learn complex tasks. However, a major challenge
arises when it comes to verifying neural networks using abstract domains. These abstract
domains are not exact for this non-linear functions such ReLU and Sigmoid. This creates a
difficulty in the verification process, as it is necessary to find a way of approximating these
functions while retaining the maximum amount of information.

Over time, several approaches have been developed to approximate these functions. The
aim is to find an abstract transformer s that acts as an operator between the initial abstract
domain D! and the new abstract domain D’. In this section, we discuss some state-of-the-
art techniques used for constructing an abstract transformer for one type of this function,
the ReLU function, since it will be used in the rest of our work.
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Abstract Transformer with Interval Domain

As we know, most activation functions are monotonically increasing. Therefore, we can
design an abstract transformer for any such function [4] as follows:

FE(lE ) = [P0, S5 (). (3.45)
In the case of ReLU, for example, we apply ReLU to the upper and lower bounds. We have
ReLU([l,u)) = [ReLU(l), ReLU (u)]. (3.46)

The abstraction takes the form of a box, as seen in the Figure 3.3.

relu(u)
* relu(u)e
relu(l) ¢
—e > - —
I U I u

Figure 3.3: Interval approximations for the ReLU function (photo credits from [4]).

The problem with this approximation is that it is an over-approximation. The primary
reason for this is that interval domains do not keep track of the relationships between
variables. Consequently, we do not know how the input points are related to the output.

Abstract Transformer with Polyhedral domain

This abstraction is discussed in [105]. The main idea involves associating each variable z;
with the polyhedral constraints /; and w;, corresponding to the lower and upper bounds for
each variable, respectively. The abstraction is given by three cases:

1. I; > 0, all the variables are positive, and the output is identical to the input; thus, the
result is exact, and no approximation is needed,

2. u; <0, all the variables are negative, and the output is zero; again, the result is exact,
and no approximation is needed,

3. [; > 0and u; < 0 the output can be either positive or negative. Therefore, it is neces-
sary to approximate the ReLU while retaining the maximum amount of information.
The authors propose three approaches to approximate this case (see Figure 3.4). The
approximation method shown in Figure 3.4(a) aims to minimize the area in the z;, z;
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plane and sets the following constraints and bounds for z;:

r; < x,0 < xy,

ui(z; — 1;)
J = W,
l; =0,u; = u,.

However, this approach includes two lower polyhedral constraints for z;, which can
lead to an excessive number of constraints during analysis. To prevent this, the au-
thors simplify the approximation by allowing only one lower bound and consider two
alternative methods, as shown in Figures 3.4(b) and 3.4(c), and select the one with the
smallest area.

X Xj Xj
)\"{"k\}. }\‘:c_‘x\"
7 +_//' 13 2T
3 .
E" ‘ U; i L‘ ‘ Uj X
(a) (b)

Us

and

Figure 3.4: Convex approximations for the ReLU function. In the figure, A = —

—lu;

p= 5 (photo credits from [105]).

There are other methods that use other types of abstract domains, such as Zonotopes. We
will examine these techniques in detail in Chapter 5.

3.5 Neural Network Verification

As discussed in Chapters 1 and 2, the verification of neural networks has become essen-
tial to ensure their proper functioning, especially when deployed in critical systems. The
verification of a neural network involves determining whether a model satisfies certain
properties ( such as robustness and safety), generally defined by a set of constraints on its
inputs and outputs.

Several methods have been developed to ensure this verification (see Section 2.2). How-
ever, in this section, we will focus on two of these methods: interval arithmetic and affine
forms. Both methods determine how perturbations on the inputs propagate through the
network (see Figure 3.5 and 3.6).

Interval arithmetic [80] offers a structured approach to manage uncertainties in compu-
tations by representing values as ranges defined by lower and upper limits. In the context
of verifying neural networks, this technique provides an effective means of establishing
bounds on the outputs when a range of input values is considered. The primary objective
of verification using interval arithmetic [105] is to derive guaranteed output ranges for a
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[0,1] [0, 10]

[0.1] [3.4] [0.3] [—4.4]

Figure 3.5: Examples of Propagation of Intervals in a Neural Network Across Multiple Lay-
ers

neural network, based on intervals that reflect the possible variations in the inputs. This
approach enhances the robustness of the model by taking into account the uncertainties
present in the input data [90].

1+ 8+ 31 + 322

244 3,521 + 3,529

440,561 + 0, 52 2+ 0,521 + 0,529 1+e1+e2

Figure 3.6: Examples of Propagation of affine forms in a Neural Network Across Multiple
Layers

On the other hand, Affine forms [31] represent an effective method for managing un-
certainties in computations by modeling values as a linear combination of the value itself
and noise symbols that reflect all possible perturbations. This technique allows for the
preservation of information throughout the calculation process, as it takes into account
the relationships between variables. This makes affine forms particularly well-suited for
complex verification tasks [104].
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The main difference between these two methods lies in their precision and their ability
to capture relationships between variables.

3.6 AFFapy

In this section, we define the Affapy library, a crucial tool for our work in representing
affine forms. Affapy is a library for affine arithmetic that provides a Python implementation
of standard operations on affine forms. This library is essential for accurately modeling
uncertainties and performing computations with affine representations, which are central
to our analysis. The Affapy enhances the reliability of our models by ensuring that the affine
forms we utilize are correctly represented and manipulated throughout our computations.
We start this section with an overview of the library and then present the main features
that we will use throughout our work.

3.6.1 Overview

Affapy [50] is a Python library developed by Thibault Hilaire that is able to perform any
arithmetic operation on intervals as well as affine arithmetic. It consists of 4 modules:

« Affine (aa): This module creates affine forms and performs various arithmetic opera-
tions among them,

« Interval (ia): This module creates interval forms and performs various arithmetic
operations among them,

« Error: manages errors (warnings, exceptions),

« Precision: Manages the precision of computaions. Users can select the precision with
which they wish to work.

3.6.2 Elementary Arithmetic Functions with Affapy

Here, we go into the details of the features of the Affine module, which will be especially
useful for our work. We examine the available arithmetic operations as well as the ability
to manipulate affine forms. These features will be widely employed in the verification
methodology we are going to develop later.

The function Affine generates an affine form. It takes two parameters:

o x0: The center of the form,

« xi: The noise symbols.

Below is an example of affine form definition using Affapy
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From affapy.aa import Affine
a = affine(x0 = 2, xi={1:0.02, 2:0.04})

50>>2.0 + 0.02el1 + 0.04e2

To retrieve any of the parameters (center, noise symbols, radius or interval), we can use the
following properties

x0(): Returns the center,

xi(): Returns the noise symbols,

rad(): Returns the radius,

interval(): Returns the interval (converting affine forms into an interval).

Below is an example to show how to extract the center and noise symbols of an affine form,
as well as how to calculate the radius of the affine form using Affapy

a.x0

2l>> 2.0
sla. X1

>> {0.02, 0.04}

s|a.rad
|>> 0.06

The operator + can be used for the addition of two affine forms or for adding an integer or
float to an affine form. Below is an example to show how to calculate the addition of two
affine forms using affapy.

From affapy.aa import Affine

:|b = affine(x0 = 2, xi={1:0.02, 2:0.04})+ affine(x0 = 4, xi={1:-0.05,

2:0.03})

i|>> 6.0 - 0.03el + 0.07e2

The operator — can be used for substraction of two affine forms or for substracting an
integer or float from an affine form. Below is an example to show how to calculate the
subtraction of an affine form and a constant using affapy

From affapy.aa import Affine

:la = affine(x0 = 2, xi={1:0.02, 2:0.04}) - 4
i|>> -2.0 + 0.02el1 + 0.04e2

The operator x can be used for multiplication of two affine forms or for multiplying an
integer or float by an affine form. Below is an example to show how to calculate the multi-
plication of two affine forms using affapy.

From affapy.aa import Affine

:la = affine(x0 = 3, xi={1:0.02, 2:0.04}) * affine(x0 = 1, xi

={1:0.04})

si>> 3.0 + 0.14el1 + 0.04e2+ 0.0024e3
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Affapy has several other functions that can be briefly mentioned:

« abs(): return the absolute value of an affine form,
« sqrt(): return the square root of an affine form,

« exp(): return the exponential of an affine form,

+ log(): return the logarithm of an affine form,

« tanh(): return the tangent value of an affine form,
« sin(): return the sinus value of an affine form,

« cos(): return the cosinus value of an affine form.

3.7 Conclusion

In this chapter, we have presented essential concepts related to the abstract domains used
in our study, placing particular emphasis on a key domain: affine forms. We discussed
the various extensions of this domain, the essential operations associated with it, and its
implementation. This allows us to deepen our understanding of their applications in the
context of our work.

Additionally, we have introduced an important element: the existing methods for repre-
senting activation functions, which constitute a crucial aspect of our approach. By combin-
ing these elements, we lay the foundation necessary for the development and verification
of neural networks in the following chapters.
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Affine forms [31, 67] are widely used in software verification [45, 42]. Like other rela-
tional domains [79, 29], they make it possible to obtain more precise results than the usual
interval arithmetic [49, 47] by recording linear relations between variables. Doing so, they
fight against the over-approximations introduced by the loss of correlations in the inter-
val arithmetic. More recently, affine forms have been successfully used for the validation of
neural networks [104]. Indeed, neural networks are used in more and more domains includ-
ing critical systems and, in this context, ensuring the safety of the system, and consequently
the safety of the neural network, becomes mandatory. Affine forms are well-suited to the
verification of neural networks since they capture affine relations between variables and
since neural networks perform mostly affine computations. However, an important draw-
back of affine forms, used in the context of neural network validation, is that they are time
and memory consuming while in the same time neural networks become larger and larger.
Then it becomes difficult (or impossible) to run industrial-size neural networks, with affine
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forms, for memory and execution-time limitations. For example, Lenet can be verified in
a few minutes, whereas for more complex networks like VGG16, which has 138 million
parameters, verification becomes practically impossible due to excessive time and memory
consumption.

In this chapter, we propose our first contribution in the field of neural network verifica-
tion using abstract interpretation. We suggest a new technique called “Compressed Affine
Forms”. Compressed affine forms are an abstraction (in the sense of abstract interpreta-
tion) of affine forms. They use less noise symbols and, consequently, they are less time and
memory consuming for an acceptable precision loss.

Section 4.1 defines our specific approach. Next, Section 4.2 presents some experiments
to assess the effectiveness of compressed affine forms in practice. Section 4.2.4, investi-
gates our approach in the case of convolutional networks. As another way of reducing the
number of noise symbols in affine forms, local noise is finally presented in Section 4.3.

Excepted Section 4.2.4, the work presented below is excerpted from the article "Efficient
neural networks with affine forms", which has been published in ICSRS (The 8th Interna-
tional Conference on System Reliability and Safety, 2022)[106].

4.1 Compressed Affine Forms

In this Section, we introduce compressed affine forms. Intuitively, we merge several noise
symbols into a single noise symbol in a way which ensures the soundness of the computa-
tions. This means that the interval concretization of the usual affine form is included in the
interval concretization of the compressed affine form. From the theoretical point of view,
we show that compressed affine forms are an abstraction, in the sense of abstract interpre-
tation, of affine forms (see Section 3.1). Compressed affine forms being an abstraction of
affine forms, they are less precise. Meanwhile, since they use less noise symbols, computing
with them is significantly faster (and less memory consuming) than computing with usual
affine forms. In other words, compressed affine forms represent a trade-off between, in one
hand precision and, in the other hand, execution time and memory consumption.

4.1.1 Principe

In this section, we introduce informally the compressed affine forms and we show how to
compute with them. These ideas are presented in [93]. We denote F(Z) the set of affine
forms whose indexes belong to the finite set Z. In the following we take for Z a bounded
set of integers [1, N| for sufficiently large value of N. Let & € F(Z) and § € F(Z) be two
affine forms such that

T

4 + 0.181 + 0.382 + 0.263 and Q =1 + 0.281 + 0.282 + 0.364 . (41)

For efficiency reasons, instead of # and ¢, we want to use two compressed affine forms
2* and ¢ inside which ¢, and ¢, are merged into a single noise symbol. We aim at doing
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Expr. Value | Concretitization.

# 44 0.1e1 + 0.362 + 0.2¢3 [3.4,4.6]

¥ 14 0.261 + 0.2e2 + 0.3¢4 [0.3,1.7]

zt 44 0.2e3 + 0.4e5 [3.4,4.6]

yt 14 0.3e4 + 0.4e¢ [0.3,1.7]
g+ 5+ 0.3e1 + 0.562 + 0.2e3 + 0.3¢4 [3.7,6.3]
. 3 —0.1e1 + 0.1e2 + 0.2e3 — 0.3¢4 [2.3,3.7]
EXg | 440.9e1 + 1.leg + 0.2e3 + 1.264 + 0.42¢, [0.18,7.82]
zh 4yt 54 0.2e3 + 0.3e4 + 0.4e5 + 0.4¢6 [3.7,6.3]
zh — gyt 34 0.2e5 — 0.3e4 + 0.4e5 — 0.4eg [1.7,4.3]
ot x yt | 440.2e3 +1.264 + 0.4e5 4 1.666 + 0.42¢), [0.18,7.82]

Table 4.1: Elementary operations between affine forms and compressed affine forms and
their concretizations.

that soundly, i.e. we want that what we compute with the compressed affine forms over-
approximates what we compute with the original affine forms. In other terms, let ; :
F(Z) — I (I being the set of intervals introduced in Section 3.2) be the concretization
function introduced in Equation (3.13). For x € {4, —, X, =+, ...}, we want

(2 *g) C ’YI(JUti * yﬂ) ; (4.2)

The interval concretizations of # and y are given in Table 4.1. Recall that, the concretization
function ~; is formally defined in Section 3.2. We aim at merging ¢; and €5 into a new
symbol named, e.g., £12. However we cannot use the same symbol €15 in both z and 3. If
we would do so, we would have the undesired following result:

2 =4+ 0.1e15 + 0.3515 + 0.2e5 = 4 + (|0.1] + |0.3])e12 + 0.2¢3

(4.3)
=4+ 0.4e15 + 0.2¢e3
and
Y =1+40.2609 + 02615+ 0.324 = 14 (|0.2] +10.2])e12 + 0.3¢4 (44)
=1+0.4e5+0.3¢4 . '
Then, when subtracting yﬂ to ¥, we would obtain
¥ —y* =3 —0.0e15 + 0.265 — 0.3e4 (4.5)
while
T—9y=3—0.1g1+0.1e5 + 0.2e3 — 0.3e4 . (4.6)

In this example, (2 — §) = [2.3,3.7] € vr(a* — ¢*) = [2.5,3.5] which is not what we
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expect. Instead of that, we are going to use another way to compress affine forms. Consider
again the affine forms & € F(Z) and §y € F(Z) of Equation (4.1) We compress them into

2% =44 0.2e3 + (]0.1] + [0.3))es

(4.7)
=4 + 0.263 + 0.485

and,

y* =14 0.3e4 + (|0.2] + [0.2])eg

(4.8)
=1+ 0.3e4 + 0.4s.

Let us already underline that this new method introduces some new over-approximation.
Nonetheless, with this new techniques

2 —y' =34 0.2e5 4 0.3e4 4 0.4e5 — 4eg (4.9)

Here, 77(2 — §) = [2.3,3.7) C ~v;(z* — y*) = [1.7,4.3]. The result of the other operations
(addition and multiplication) of & and y as well as their compressed versions are given in
Table 4.1.

4.1.2 Abstract Domain of Compressed Affine Forms

In this section, we introduce the abstract domain of compressed affine forms. Let Z be a
finite set and let F(Z) be the set of affine forms whose noise symbols are indexed by the
elements of Z. Recall that an affine form & € F(Z) is defined by

T=c+ Z g (4.10)

where the c € Rand foralli € 7, o; € R and the ¢; and ¢ € Z, are formal variables.

To merge noise symbols, we must satisfy the following conditions:

« Condition 1: All indices of the original affine form included (in some way) into the
compressed form.

« Condition 2: Each index must be included exactly once into the compressed affine
form.

To do that, let J be a partition of Z made of k classes c; C Z...c; C Z and such that
cqU...U¢, =Zandforalll < u,v <k withu # v, ¢, N ¢, = (). We want to use only
one noise symbol j for each class ¢; of Z and this symbol must be new for each affine form
that we compress for soundness reason (in order to avoid the problem of Equations (4.5)
and (4.6)).

An important point is that for the classes ¢; € J which are singletons, no new noise symbols
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are assigned. Instead, we keep the old noise symbols. Let v/(¢;) be a new fresh symbol for the
class ¢; of partition J. The compression in F(7) of affine form & € F(Z), for a partition
J of 7 is defined by

F(I) — F(J)
T — arg(l) =c+ Y. cyBeEve,) WwWhere [fo =3 . |a

Example: Let & € F(Z) and § € F(Z) such that

ar 7 - (4.11)

2=440.1e14+03e24+02e35 and y=1+4+0.2e1 +0.2e9+0.3¢4 .

Here 7 = {1,2,3,4} and let us chose the partition J = {{1,2},{3},{4}} of T with
1 ={1,2},co = {3} and ¢3 = {4}. We have

az,7(2) =4+ 0.2e5 4 0.4¢5 (4.12)

and,
ar7(9) =1+ 0.3e4 + 0.4 . (4.13)

Note that in equations (4.12) and (4.13), €5 and €4 are two new fresh symbols for the class
c1 of Z. As already mentioned this avoids the issue illustrated in Section 4.1.1.

Remarks:

« To ensure both conditions 1 and 2, J must be a partition of Z. However if 7 is a
cover of Z, we satisfy condition 1 but not necessarily condition 2.

+ The weights of the symbols of a class ¢; of J which are accumulated into a new
weight in Equation (4.11) are added in absolute value. This may introduce an over-
approximation but it is necessary to avoid the undesirable behavior illustrated in
equations (4.3) to (4.6).

Let 7 be a finite set of symbols and 7 a partition of Z. The abstraction function a7z 7 merges
into one noise symbol all the noise symbols of Z which belong to the same class of 7. The
coefficient 3., contains the sum of the |a|.

For a compressed affine forms z# = Y jeq Bj€; the concretization function 77 zis de-

fined by
Ve ={ii=ctY ae and Vo e T,y lal=8p, (419
€L iECj
Property 1 (Soundness of the abstract transfer functions)

Let Z be a finite set of symbols and let 7 = {c1, ... ¢y} be a partition of Z. Let

2t = arz,7(z) =c+ Z Qe;Eu(c;) and 7t = azz7(z') = ¢+ Z a;jay(cj) (4.15)
c; €T c;€J
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Bag Pullover Sandal

Dress Sneaker T-shirt

Figure 4.1: Images used to test the efficiency of affine forms.

be two compressed affine forms of F(7). For any operation x € {+, —, X} and for all
T € VJ,I(fEﬁ) and &' € ’YJ,I($lﬁ) we have

Txi € yrz(atxa’?). (4.16)

In addition, k X & € v7z(k X 3%).

4.2 Validating Neural Networks with Affine Forms

In this section, we study the influence of the number of noise symbols in affine forms in
terms of accuracy and execution time. The results presented hereafter have been obtained
with the prototype NNAFF developed during this thesis and introduced in detail in Chapter
6. The experimental protocol is introduced in Section 4.2.1. It is important to note that our
choices are representative of other types of architectures, demonstrating that the gains
obtained can be generalized to various neural network models. For instance, more complex
networks such as AlexNet and VGG16 are examined in Chapter 6, where we will discuss
their performance in relation to our findings. The results for the present experiments are
provided in sections 4.2.2 and 4.2.3.

4.2.1 Experimental Setting

In this section, we describe our methodology to evaluate the impact in terms of accuracy
and execution time of merging noise symbols in neural networks validation. We use a fully
connected neural network that serves as a classifier. The network takes as inputs a grayscale
image of size n x n, the pixel values being between —1 and 1 (due to some normalization).
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Each layer of the network has n x n neurons, each accepting n x n inputs. The number of
output classes is equal to n x n where n corresponds to the dimensions of the input image.

Remarks

« Let us underline that we aim to verify the robustness of already trained neural net-
works without modifying them (typically, these neural networks have been designed
by specialists in application domains who do not want the networks to be altered).

« We associate one noise symbol with each pixel, so no compression makes sense before
evaluation of the first layer. The compression are applied before the evaluation of the
first layer. The compressions are applied starting at the output of the first layer.

For our experiments, the weights of the network have been chosen randomly between —1
and 1 (we use the same network in all our experiments and we have noted that the results
do not change significantly when taking another network generated randomly with the
same parameters). We consider networks with L = 2, 4 and 6 layers. In this experiment,
no activation functions (ReLU, Sigmoid, tanh, etc.) are taken into account.

The inputs given to our neural networks are square subsets of the six images displayed
in Figure 4.1. The original images have a size of 24 x 24. We use subsets of size 12 x 12 and
18 x 18. When working with (usual) affine forms, the input z of the network is a vector of
n x n affine forms which also have n x n noise symbols each (one noise symbol per pixel).
Let ¢;; be the colour of Pixel (¢, j) and v the intensity of its noise. This pixel corresponds
to the component ¢ X n + j of the input vector z, of affine forms whose value is:

ZL'()[Z xXn +j] = Cjj + VCijEixn+j - (417)

In this equation, the term €;,,4; represents white noise. It is important to note that there
is no correlation between the noise applied to different pixels.
Note that we associate the same intensity of noise to all the pixels and we use v = 0.2.

Now, let us focus on the case of compressed affine forms. First, let us underline that we
need to use the same neural network that we are validating without modification (otherwise
the validation would be biased). We chose to merge each [ consecutive noise symbols of
the same line in the same new noise symbols. Thus, we considered the case § = 2 and
8 = 4. Formally, our affine forms compressed have k = % noise symbols in place of
n X n symbols.

In our experiments, we have measured two quantities: The time needed to execute
the neural network with compressed affine forms and the mean width w of the intervals
corresponding to the concretizations of compressed affine forms. Since an output vector x,

'In our experiments, we chose a factor 3 that divides the size of the image to avoid cumbersome imple-
mentation details
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Figure 4.2: Propagation of the affine forms corresponding to our set of images throughout
a fully connected neural network with 4 and 6 layers. Input images have size 12x12 (left
graph) and 18 <18 (right graph).

is made of N = n x n affine forms, it follows that the output size of the compressed affine
forms is also equal to n x n. The use of compressed forms does not change the number of
outputs; there are still n X n compressed affine forms. What changes is the number of ¢ in
each forms. we have

B S width (v, (z.[i]))
w = ¥ . (4.18)

4.2.2 Influence of Merging Symbols on Accuracy

In this Section, we introduce our experimental results, displayed in Figure 4.2. The his-
tograms display the mean widths of the intervals obtained by concretization of the results,
following Equation (4.18). The leftmost histogram corresponds to a neural network made of
4 layers while the rightmost histogram corresponds to a neural network made of 6 layers.
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Each histogram is made of 4 sets of bars one for each of the 6 images of Figure 4.1
translated into affine forms as shown in Equations (4.17). For each image of Figure 4.1 in
the histogram, we have a set of four bars. Each set of 4 consecutive bars corresponding to
the same noise v is composed as follows: the first bar corresponds to the interval arithmetic,
the next 2 bars corresponds to compression noise symbols with £ = 36, 72 for images of
size 12 x 12 and k = 81, 162 for images of size 18 x 18 and the last bar correspond to the
concrete affine form (k = 144 for images of size 12 x 12 and k = 324 for images of size
18 x 18).

As expected, the precision of the affine forms decreases as we move to compressed affine
forms, resulting in an increase in the width of the interval concretization. This is because
reducing the number of noise symbols decreases the precision of the analysis, with each
level of compression further amplifying this effect. Note that, for our examples, the usual
interval arithmetic returns an interval whose width has far more orders of magnitude. For
example, for L = 6, v = 0.2, for the Dress image with size 18 x 18, the mean widths of the
intervals obtained by concretizations are 6.87- 10, 6.51-10%,4.08-10% and 2.32-107, for the
interval arithmetic, affine form arithmetic with 81 noises symbols, affine form arithmetic
with 162 noises symbols, and affine form arithmetic with 324 noises symbols, respectively.
These numbers are representative of what we obtain for the other images and parameters.
It shows that the compressed affine forms preserve most of the precision of the affine forms.
The loss of precision due to compression seems quite acceptable in regard to the gains in
terms of execution time.

We can note that as the number of layers increases, the width of the affine forms in-
creases and we can also remark that the results are similar for all the images.

4.2.3 Influence of Merging Symbols on Time

In this section, we display in Figure 4.3 the execution times taken by the affine forms to
evaluate a neural network with images of size 18 x 18 in function of the number of the
noise symbols. Each histogram is made of 4 sets of bars one for each of the 6 images of
Figure 4.1. For each image of Figure 4.1 in the histogram, we have a set of four bars. Each
set of 4 consecutive bars corresponding to the same noise v is composed as follows: The
first bar corresponds to the interval arithmetic, the next 2 bars correspond to compressed
affine forms (k = 81, 162) and the last bar corresponds to the concrete affine form.

In the case of 4 layer networks, we remark that the execution time is roughly divided by
2 to 4 when we use compressed affine forms (the execution time increases as the number of
noise symbols increases). These results are in adequation with the theoretical complexity:
The additions and constant-vector products are linear for the affine form and compressed
affine. Note that the observed speedups are important and assess that compressed affine
forms are of great interest for neural network verification.
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Figure 4.3: Execution time in function of the number of noise symbols. Input images have

size 18 x 18 with 4 layers (leftmost graph) and 6 layers (rightmost graph). We use the six
images of Figure 4.1.

4.2.4 Case Study of Convolutional Neural Networks

In this section we will test how well our approach performs on convolutional neural net-
works. We detail the protocol used in our experiments and present the various results ob-
tained. Furthermore, in Chapter 6, we will test our method on more established networks,

such as AlexNet and VGG16, to compare the performance and validate our approach against
these well-known architectures.

Protocol

For our experiments, we considered a CNN classifier trained on the Fashion MNIST dataset.
The architecture of this CNNs is illustrated in Figure 4.4. We trained our CNNs using a
subset of images extracted from the Fashion MNIST dataset, which consists of images of
size 28 x 28. Figure 4.1 shows some examples from this dataset.

In our experiments, we associated the same intensity of noise to all pixels in the images

and we considered two cases: ¥ = (.02 and v = 0.04. The input vector was structured as
described in Equation (4.17).

conv2d_input

kernel (3x3x1x32)
MaxPooling2D
MaxPooling2D

bias {32)
kernel (3x3x32x32)

bias {32}
kernel (288x128)

bias {128)
kernel {128x64)

bias {64}
kernel {64x10)

bias {10}

kernel (3x3x32x32)

bias (32}

Figure 4.4: The architecture of Model-CNN.
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For the case of compressed affine forms, we chose to merging each /3 consecutive noise
symbols of the same line in the same new noise symbols. Thus, we considered the case
B = 2 and 4. We measured two key quantities:

+ Execution Time: The time needed to execute the CNNs using the traditional affine
form, interval arithmetic and our new approach compressed affine forms.

+ Mean Interval Width: The mean width of the interval corresponds to the con-
cretization of affine forms, interval arithmetic and compressed affine forms, as given
in Equation (4.18).

Experimental Results

v = 0.02, size 28 x28 v = 0.04, size 28 x28
100000 Interval s 100000 i T i i T i Interval s
NbOfNoise=196 mmmmm NbOfNoise=196 =
NbOfNoise=392 == NbOfNoise=392 ==
NbOfNoise=784 == NbOfNoise=784 ==

10000 10000 |

1000

1000 |

100

100 |

10 + 10

- 1 ||
Sandal Dress T-shirt Pull Bag Sneakers Sandal Dress T-shirt Pull  Bag Sneakers
v = 0.02, size 28 x28 v = 0.04, size 28 x28
1200 Interval s 1200 i i T i T T Interval s
NbOiNoise=196 s NbOfNoise=196 =
NbOfNoise=392 == NbOfNoise=392 ==
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Figure 4.5: Propagation of the affine forms corresponding to our set of images throughout a
convolutional neural network. Widths of the concretizations (top row) and execution times
(bottom row).

In this Section, we introduce our experimental result, displayed in Figure 4.5. The top
column gives the mean widths of the intervals obtained by concretization of the result, fol-

59



CHAPTER 4

lowing Equation (4.18), and the bottom column gives the execution times for two different
cases of noise intensity (v = 0.02, v = 0.04). Each histogram is made of 4 sets of bars cor-
responding to the 6 images of Figure 4.1: the first bar corresponds to the interval forms, the
next 2 bars correspond to compression factors of 5 = 2 and 4, and the last bar corresponds
to the standard affine form.

Concerning the precision of compressed affine forms, we can observe that dividing the
number of noise symbols by 3 roughly multiplies the widths of the intervals obtained by
concretization. Comparing this results to interval arithmetic, we can observe that inter-
val arithmetic returns intervals whose widths have far more orders of magnitude and the
compressed affine forms preserve most of the precision of the standard affine forms.

The loss of precision due to compression seems quite acceptable in regard to the gains
in terms of execution time. We can observe that the execution time is roughly divided by
£ when we use a compresion factor of (.

Furthermore, we can also remark that the value of v does not affect the precision and
time significantly, and the results are similar for all images.

4.3 Local Noise

In this Section, we discuss another way of reducing the number of noise symbols in affine
forms in the context of neural networks taking images as inputs. We split our images into
smaller zones and we study the influence of noise symbols in terms of accuracy and times
for each zone separately, for which a rationale is provided later. This approach is motivated
by the fact that, in order to assert the robustness of neural networks, the users may want,
in practice, to know what happens if some part of the image is perturbed. In practice, the
perturbation could correspond to a halo of light, a drop of water, fog, etc.

For example, for each image of size 24 x 24, we divide it into 4 square regions of size
12 x 12. Then we take the first square and assign to each pixel a noise symbol as defined in
Equation (4.17) and we set the noise symbols of other pixels outside the zone to zero. We
run our neural networks and repeat the same process for all the other regions.
Note that, we use the experimental setting described in Section 4.2 and we measure two
quantities in our experiments: the mean width of the interval corresponding to the con-
cretization of affine forms and the time needed to execute the neural network.

4.3.1 Accuracy in Function of Local Noise

In this section, we experiment with local noise, i.e., we only use non-zero noise symbols
for some (square) region of the images.

We present our experimental results, given in Figure 4.7. Figure 4.7 displays the average
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Figure 4.6: The upper left and lower right regions of the Sandal image.

widths of the intervals obtained by concretizing the results. The top line corresponds to
the neural networks made of 4 and 6 layers with local size 12 x 12, while the bottom line
corresponds to neural networks made of 4, 6 layers with local size 8 x 8 (note that, the size
of our images is 24 x 24).

Each histogram is made of sets of bars corresponding to the 4 images of Figure 4.1 (T~
shirt, Bag, Sandal, Sneaker) translated into affine forms as shown in Equation (4.17). For
each frame in the histogram, we have a series of bars:

« For each image with local size 12 x 12 we have 4 bars, the first corresponds to the
upper left region of our images and the third corresponds to the lower right region,

« For each image with local size 8 X 8 we have 6 bars composed as follows: the first
corresponds to the upper left region of our images, the third corresponds to the middle
region, and the fifth corresponds to the lower right region.

Let us also mention that, in all our experiments, we have used the same initial noise v = 0.2.

Regarding the accuracy of the affine forms, it can be seen that the widths obtained by
concretization varie in function of each image and region. For example, for the Sandal
image with local size 8 x 8, the mean widths of the intervals obtained by concretization
are 0, 7.32 x 102, 3.15 x 10* for the upper left region, middle region and the lower right
region, respectively. It shows that the lower right region of this image (Sandal) introduces
the overapproximation.

4.3.2 Execution Time in Function of Local Noise

In this section, we display in Figure 4.8 the execution times taken by the affine forms to run
a neural networks with images of size 24 x 24 with local size 12 x 12 and 8 x 8 in function
of the number of layers.
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Figure 4.7: Propagation of the affine forms corresponding to our set of images throughout

a fully connected neural network with 4 and 6 layers. Input images have size 24 x24.

The leftmost graphs of Figure 4.8 correspond to the execution time for the upper left

region, while the rightmost graphs correspond to a execution time for the lower right region

for images with a local size 12 x 12 and the middle region for images with a local size 8 x 8.

We can remark that the execution time differs from one image to another and in function

of region that we consider. This is mainly due to the fact that our images have more or less

pixels set to 0 in the considered zones. Nevertheless, the speed-ups naturally increase as the

number of noise symbols that we merge increases. In addition, let us mention that these

speed-ups are important in regards to the acceptable precision losses observed in Figure

4.7.

4.4 Conclusion

In this chapter, we have studied the influence of merging or discarding noise symbols in
affine forms in the context of neural network validation. The affine forms are more precise



ErricIENT NEURAL NETWORK VALIDATION WITH AFFINE FORMS

Local size 12x12

Local size 8 X8

500

400 |

300 -

200 -

100 +

1000

900

800

700

600

500

400

300

200

100

1000

900

800

700

600

500

400

300

200

100

Local size 12x12

Local size 8 X8

Figure 4.8: Execution time in function of the number of layers. Input images have size
24 x 24. We consider the four images of Figure 4.1.

than interval arithmetic but they take a lot of memory and compute more slowly when the

number of noise symbols increases. The experimental results of Section 4.2 confirm that

compressed affine forms offer important gains in terms of execution time with an acceptable

penalty in terms of precision.
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The efficiency of neural networks in handling visual perturbations is frequently as-
sessed using abstract transforms [38, 105], such as affine transformations [104]. However,
these transforms may forfeit precision and be computationally expensive (time and mem-
ory consuming). We suggest in this chapter a novel approach called block-wise noising to
overcome these limitations. Block-wise noising simulates real-world situations in which
particular portions of an image are perturbated by inserting non-zero noise symbols only
inside a given section of the image. Using this method, it is possible to assess neural net-
works resilience to these disturbances while preserving its scalability and accuracy.

This chapter is organized as follows. Section 5.1 explains how block-wise noising works
and outlines how to over-approximate the ReLU activation function; Section 5.2 intro-
duces the block-wise noising approach in detail. Section 5.3 focuses on the efficiency of
the method by providing an experimental setup and exprimental results on the time spent
during the evaluation of neural networks. Parallel block wise noising is reviewed in Section
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5.4. Section 5.5 concludes.

The work introduced below is excerpted from the article “Scaling-up the Analysis of
Neural Networks by Affine Forms: A Block-Wise Noising Approach”, which has been pub-
lished at SYNASC (International Symposium on Symbolic and Numeric Algorithms for Sci-
entific Computing 2023)[107].

5.1 Overview

In this section, we introduce informally our block-wise noising technique and illustrate
how to compute with it. These ideas are formalized further in Section 5.2. In our example,
illustrated in Figure 5.1, we use a 2 X 2 matrix of affine forms. For instance, xgyp = 2 + ¢;.
We also use a 2 x 4 matrix of weights W and a vector b for the bias. Our technique is
tailored for the analysis of neural networks. So noise is attached to the input  while W
and b correspond to the weights of the NN and contain scalar coefficients.

X w b
-1
0

(a) Inputs given to a fully connected layer.

X
W b
C o - B )

(b) The first operation of the fully connected layer.

X
W b
(L] 1] o]a]~ +[o])

(c) The second operation of the fully connected layer.

Figure 5.1: Fully connected layer operations.

As usual in neural networks, a fully connected layer computes y; = > """ | W;;.z; + b;.
We obtain, for our example:

Y1 =T4¢e1 —2e3+ 264, Yo =3+ €1 — 269 + 2¢4. (5.1)
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For efficiency reasons, instead of x, we want to use block-wise noising, so we split x into two
blocks: Block 1 and Block 2 (see Figure 5.4). For example, in the case of Block 1 we add non-

Block 1 Block 2

Figure 5.4: Splitting of = into two block-wise noising.

zero noise symbols for the red part and zero noise symbols for the blue part. Conversely,
for Block 2 we set the noise symbols for the red parts and zero noise symbols for the blue
parts. We compute fully connected layers for Block 1 and Block 2. For Block 1, we have

bii =7+¢e1 —2e3, bipo=3+¢y, (5.2)
and for Block 2, we have
bor = T4 2e4, bog =3 — 269 + 2¢4. (5.3)
We obtain that
b11 + bgl =14+ &1 — 283 + 284 =1 -+ 7, (5.4)
and,
b12 + 622 =6+ &1 — 282 + 284 = Y2 + 3. (5.5)

The constants, 7 and 3 subtracted from g, and ¥, are due to the fact that centers are added
twice in the formula and must be removed (see Section 5.2 for details).

In this way, we reduce the execution time and the memory needed to calculate a fully
connected layers without precision loss. We will see that this approach also holds for other
kinds of layers, convolutional layers in particular.

5.1.1 Activation Functions

§=AX+u(1-A)

1 ] u
Figure 5.5: The zonotope approximation of the Relu function.
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Affine forms are a successful approach for verifying neural networks, as they are fast
and exact for affine transformations [106]. However, when it comes to modeling nonlinear
activation functions such as ReLU, the zonotope abstraction [27] is not exact. Therefore, an
approximation technique [38, 62] that creates a tradeoff between computational cost and
precision is necessary. Following the approach developed in [104], we present hereafter an
approximation method that strikes a balance between computational cost and precision.

Let Z be an affine form & = o + Y, 2;&; given to a ReLU function (y = ReLU(%)).
Let I, = zo+ (O i |zi]) x =1l and u, = xo + (D, |#i]) x 1 denote the lower and
upper bounds respectively, for the input z. The abstract transformer of the ReLU activation
function is given by:

T for I, > 0,
ReLU(Z) =40 for u, <0,
AZ + v + ve otherwise.
where A = - and v = “"(12_)‘) represents the minimum of the area of the parallelogram

in the zy-plane and the center of the zonotope in the vertical axis respectively (see Figure
5.5).

Let us consider an example to illustrate this concept. Suppose we have an affine input
T represented as & = 1 + 2¢; + 3¢9 and we want to compute y = ReLU(Z). Here, [, = —4,
Uy = 6, A = 0.6 and v = 1.2. So the result of ReLU is

ReLU(%) = 1.8+ 1.2e1 + 1.8¢5 + 1.2¢3 . (5.6)

We end this section by introducing the soundness of the abstract ReLU. First of all, let us
define the concretization of an affine form % defined in equation 3.11 into an interval.

vi(2) = 20 + <Z|x\> x [—1,1]. (5.7)

Then, we define the soundness of the abstract transfer activation functions ReLU, Let 2 €
R and z* € Aff, such that & C (2*). Then ReLU(Z) C v(ReLU (2*)).

5.2 Block-wise Noising

In this section, we describe in details how our approach called block-wise noising works.
This approach strikes a balance between scalability and precision, enabling a faster approx-
imation without sacrificing precision. It can be particularly useful for applications such as
computer vision, where real-world images are often subject to various types of perturba-
tions.

Let us use the example of Figure 5.6 in order to clarify this approach. We split our input
into n regions (in our example we take n = 4). Then, we add non-zero noise symbols only
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Block A Block B

Block C Block D

Figure 5.6: Splitting input into block-wise noising.

to one region (red parts) and zero noise symbols for all other regions (gray parts). We repeat
this process for all regions of our input. At the end of the computation, for linear layers
(fully connected or convolutional without ReLU), we observe that the sum of all regions is
exactly the same as the results given by the original input with affine forms (one block). To
prove this, we have the following two theorems:

Theorem 1 Let & € F(I) and y € F(I) be two affine forms defined by :
:i::xg-l—insi , and @:yo—f—Zyisi . (5.8)
i=1 =1

Ifn = 2", then & and { can be split into k pieces of size 2" and k x 2V = 2". Let

k 29 x4
.f'l = Zai s with a; = g + Z xiE; (59)
i=1 G=(i—1)x2v+1
and,
k 29 x4
g =0, withbi=yo+ >y (5.10)
=1 j=(i—1)x2v+1
Then we have,
P49 = & +9 —(k—1)(x0+10) . (5.11)

However, this equality is valid only when k x 2V = 2". If this condition is not satisfied, the
result does not hold.

Proor Let
k 2V X1
T = Zai s with a; = To + Z Zi€; (5.12)
i=1 j=(i—1)x2v+1
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And,
k 2V X1
g :Zbl s with blzyo—i‘ Z Yjicj - (5.13)
i=1 J=(i—1)x 2941
We have,
k
F+g o= > (aitb), (5.14)
i=1
k PASY k 2V X1
= D |m+ D wmEm |+ |wt Y ue
i=1 ':(ifl)x2v+1 i=1 j=(i—1)x2v+1
2V X1
= Zxoﬂ/o +Z >, (@tye
=1 j=(i—1)x2v+1
k
= Z([BO +yo) + Z([BJ + yj)sj (5.15)
i=1 i=1
Then,

P49 = & +9 —(k—1)(z0+10) . (5.16)

Let us consider now the multiplication of an affine form by a constant.

Theorem 2 Let & € F(Z) be an affine form defined by :

T =1+ Z Ti€i . (5.17)
i=1
Ifn = 2%, then & can be split into k pieces of size 2° and k x 2V = 2". Let
k 2Vxi
= Z a; with a; = g + Z TiE5 (518)
i=1 J=(i—1)x2v4+1

Then we have,

ixe=a xc—(k—1)(zoxc) .

However, this equality is valid only when k x 2V = 2". If this condition is not satisfied, the
result does not hold.

Proor Let

k 2V x4
JA?/ = Zai s with a; = To + Z TiE5 (5.19)
i=1 G=(i—1)x2v+1
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We have,
k
Pxe = Zcxai (5.20)
i=1
k 2V
= Z cX | xg+ Z TjEj
i=1 j=(i—1)x2v+1
k k 2V x4
= Zx0x0+z Z Tj€j X C
i=1 i=1 j=(i—1)x2v+1
k n
= Zxo X c—i—Z:v]gJ X c
i=1 i=1
Then,

/

Txc=2 xc—(k—=1)(xgxc) .

5.3 Efficiency of Block-Wise Noising

In this section, we investigate the efficiency of block-wise noising, in terms of execution
time. We present the experimental protocol in Section 5.3.1 and report the results in Sec-
tions 5.3.2 and 5.3.3.

5.3.1 Experimental Setting

In this section, we outline the methodology to evaluate block-wise noising in terms of exe-
cution time. We employed fully connected feedforward and convolutional neural networks
to process grayscale images of size 28 x 28, with pixel values normalized to the range be-
tween —1 and 1 with randomly assigned weights between —1 and 1. The Rectified Linear
Unit (Relu) function is used as the activation function.

Figure 5.7: Image used to test the efficiency of block-wise noising.

Fully Connected Feedforward Networks: we use networks consisting of L = 2,4
and 6 layers. Each layer contains 28 X 28 neurons. The input given to our neural networks is
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displayed in Figure 5.7. The network input, denoted as x, is a vector of 28 x 28 affine forms,
each accompanied by a noise symbol representing the pixels intensity. Let ¢;; represent the
color of the pixel (4, j) and v denote the noise intensity. The value of the i X n+j component
of the input vector z is given by:

l’o[’l xXn +j] = Cij + VCij€ixn+j - (521)

Note that we associate the same intensity of noise with all the pixels, and we consider
v =0.02.

Convolutional Networks: The networks consisted of L = 4,5 and 6 layers. The
input xo has a size of 28 x 28 with 28 x 28 noise symbols (one noise symbol per pixel). Each
convolutional network consists of convolution, nonlinearity, and pooling layers.

Now, let us focus on the case of the block-wise noising. First, let us underline that
we need to use the same neural network that we are validating without modification. We
consider cases where our input is split into 4, 8 and 16 blocks.

Dataset 1 blocks 4 blocks 8 blocks 16 blocks

Sac | 5h33min | 2h32min | 2h13min | 2h 12 min

Sneakers | 5h17min | 2h25min | 1h58 min | 1h 55 min

Dress | 5h50min | 2h33min | 2h 15 min | 2h 12 min

T-shirt | 5h50min | 2h33min | 2h15min | 2h 12 min

Table 5.1: Execution time for dataset MNIST with fully connected neural networks at 2
layers.

In our experiments, we have measured the time needed to execute the neural network
with different numbers of blocks.

All experiments were performed with Python on a Dell Inc. Latitude 5400 laptop, which
featured an Intel Core i5 — 8365U CPU running at 1.60 GHz 8 core with 8.0 GB of RAM.

5.3.2 Execution Time

Our experimental results are displayed in Figures 5.8 and 5.9 which represent the execution
time taken to run a fully connected feedforward neural network and a convolutional neural
network, respectively. With different layers in function of the number of blocks used to split
the input (1, 4, 8, and 16) blocks.

It can be observed that for a fully connected neural network, the execution times in-
crease as the number of layers increases.
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Figure 5.8: Execution time in function of the number of blocks for AllBlocks (Block A, Block
B, Block C, Block D) and OneBlock (Block A) of figure 5.6. Input image has a size 28 x 28
with 2, 4 and 6 layers for the fully connected neural network. We use the image of Figure
5.7.

Also, we note that as the number of blocks increases, execution times decrease. For
instance, the execution times taken by the neural networks, for L = 4 are 58000s, 35000s,
22000s and 21000s. For 1, 4, 8, and 16 blocks, respectively. The results show that the block-
wise noising divided the execution times by 2. As seen in Table 5.1, these results hold true
for all input types.
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Figure 5.9: Execution time in function of the number of blocks for AllBlocks (Block A, Block
B, Block C, Block D) and OneBlock (Block A) of Figure 5.6. Input image has a size 28 x 28
with 4, 5 and 6 layers for the convolutional neural network. We use the image of Figure
5.7.

Additionally, in the case of convolutional neural networks, the execution times drop as
the number of input blocks grows, but they start to rise once the number of input blocks
exceeds 8. For example, for L. = 5 the execution times taken by the neural networks are
1000s, 750s, 720s and 890s. For 1, 4, 8 and 16 blocks, respectively. This can be explained
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by the fact that, as the number of blocks increases, overlaps between blocks become more
frequent, leading to redundant calculations. In other words, convolution operations are
repeated for pixels that are common to different blocks, resulting in an increase in execution
time compared to fully connected neural networks.

Furthermore, we observe that the convolutional layers are faster evaluated than fully
connected layers. This can be explained by the fact that convolutional layers use spatial
locality by sharing weights and performing local operations, whereas fully connected layers
require all input neurons to be connected to all output neurons, which can result in a larger
number of computations.

5.3.3 Experimenting with Trained Neural Networks

In this section, we introduce some experimental results using five trained neural networks.
All these NNs are classifiers. They are described in Table 5.2. The first column of the
table gives the model and its input, the second column shows the number of layers, the
third column gives the number of neurons, and the fourth column gives the number of
parameters. A complete description of the network architectures is given in Appendix A.1.

We use three popular datasets for our experiments: MNIST, Fashion-MNIST [33] and
CIFAR-10 [1]. MNIST and Fashion-MNIST contains 60, 000 grayscale images of size (28 x
28) and Cifar-10 contains 60, 000 grayscale images of size (32 x 32). We trained two types
of neural networks: Fully connected and convolutional neural networks.

We transform the input using affine forms. Then we apply the ReLU activation function
which, is defined in Section 5.1.1.

Model Input | Layers | Neurons | Parameters
FashionMNIST

CNN | (28 x 28) 7 266 431,242

FC | (28 x 28) 6 970 575,050
CIFAR

CNN | (32 x 32) 9 522 443,882
MNIST

CNN | (28 x 28) 9 202 157,258

FC | (28 x 28) 5 234 111,146

Table 5.2: configurations of the model used in our experiments.

All experiments were performed with Python on a cluster named MUSE !, which con-
sisted of 308 PowerEdge (6320 servers based on Intel Xeon £/5 — 2680v4 chips, and each

lis a high-performance computing cluster at the University of Montpellier, delivering 280 teraflops of com-
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server had 128G B of RAM.

Figure 5.3 displays the results of our measurement of the time required to run each
neural network with various amounts of blocks.

We note that for all our fully connected networks, which use different types of data
(MNIST and Fashion-MNIST), the execution time decreases significantly when the number
of blocks increases. For example, in the case of a fully connected network that uses the
Fashion-MNIST dataset, the execution times are 3 h 37 min, 1 h 35 min and 1 h 25 min for
1,4 and 8 blocks, respectively. We observe that when we use our block-wise noising method
with fourth block, the execution time is roughly divided by 2.

Model Input 1 blocks 4 blocks 8 blocks

FashionMNIST

CNN | (28 x 28) | 1h 35 min 1h6min | 1h15min

FC | (28 x28) | 3h37min | 1h35min | 1h25min

CIFAR

CNN | (32x32) | 5h33min | 4h10min | 4 h 27 min

MNIST

CNN | (28x28) | 1h33min | 1h12min | 1h28 min

FC | (28 x 28) 18 min 8 min 7 min

Table 5.3: Execution time with fully connected and convolutional neural networks at dif-
ferent depths.

We can observe that in the case of convolutional networks, the execution times decrease
as the number of input blocks grows, but they start to increase once the number of input
blocks exceeds 4. For example, for CNN that uses the Fashion-MNIST dataset, the execution
times are 1 h 35 min, 1 h 6 min and 1 h 15 min, for 1, 4 and 8 blocks, respectively. This can
be explained by the fact that, as the number of blocks increases, overlaps between blocks
become more frequent, leading to redundant calculations. In other words, convolution op-
erations are repeated for pixels that are common to different blocks, resulting in an increase
of the execution time compared to fully connected layers.

54 Block-Wise Noising Parallelism

The computational cost of training and inference increases along with the complexity of
neural networks. To address this, parallelization methods have emerged as a crucial way of

puting power. Developed with Dell EMC, it supports advanced research and simulations for local scientists,
industrialists, and startups.
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reducing neural network execution time. Data parallelism [70] and model parallelism [58,
101] are some of the commonly used ways to parallelize neural networks. Nevertheless, in
our study, we are interested in parallelizing affine forms instead of neural networks.

By incorporating a few synchronization primitives, we use the design and output of
block-wise noising (as described in Section 5.2) to generate a simple model for parallel
implementation.

Procl

Proc2

Proc3

Procd

Figure 5.10: Block-Wise Noising Parallelism.

One strategy to parallelize the block-wise noising is to distribute the computations of
each block (Block A, Block B, Block C and Block D) as shown in Figure 5.10 between the
different processors and performs those computations simultaneously:

Input = [BlockA, BlockB, BlockC, Block D)

By parallelizing the computation of affine forms in this manner, we can achieve faster
execution times than sequential block-wise noising for complex neural networks.

Note that, we use the experimental setting described in Section 5.3.3 and we measure
in our experiments the time needed to evaluate the neural network.

All experiments were performed with Python on a cluster named MUSE, which con-
sisted of 308 PowerEdge C'6320 servers based on Intel Xeon £5 — 2680v4 chips, and each
server had 128G B of RAM.
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Figure 5.11: Execution time of Block-Wise Noising parallelism.

5.4.1 Execution Time

The execution time of the trained neural networks (NNs) described in Appendix A.1 is
shown in Figure 5.11. The top-right histogram represents NN evaluations with 8 blocks
and 4 processors (each processor calculates 2 blocks), the top-left histogram corresponds
to NNs evaluated with 4 blocks and 4 processors, and the bottom histogram corresponds
to NNs evaluated with 8 blocks and 8 processors. Each histogram displays a set of three
bars for each NNs. The first bar represents the usual affine form, the second bar block-wise
noising (n = 4 and n = 8) and the last bar block-wise noising parallelism, respectively.

The results show that the execution time obtained using 4 and 8 processors are faster
than those obtained with the sequential version. As an example, for the CNN-CIFAR model
the execution times obtained with the 4 blocks and 4 processors are 5 h 33 min, 4 h 10 min
and 56 min, for usual affine forms, block wise noising sequential and block wise noising
parallel, respectively. In addition the execution time starts to increase when the number
of blocks exceeds the number of processors (8 blocks for 4 processors, with each processor
computing 2 blocks). For instance, the CNN-CIFAR model execution time is 1 h 13 min.
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5.4.2 Speedup Analysis

In order to evaluate the block-wise noising parallel performance, we compute the speedup
[114], which represents a correlation between the block-wise noising serial execution time
and the parallel execution time in p processors (p = 4 and p = 8 ). In other words, we
calculate the speedup s defined by

S Ts
Tp
The speedup is given in Table 5.4.
Model 4 Blocks and 4 Processors 8 Blocks and 8 Processors
Sequential | Parallel | Speed Up | Sequential | Parallel | Speed Up
CNN-CIFAR 15000s 3800s 3.9 16000s 2200s 7.2
CNN-MNIST 4300s 1400s 3.1 5300s 950s 5.5
FC-MNIST 520s 140s 3.7 476s 658 7.3
CNN-FASHION-MNIST 3960s 1000s 3.9 4480s 740s 6
FC-FASHION-MNIST 5700s 1400s 4 5080s 680s 7.4

Table 5.4: Speed-Up results.

We note that block-wise-noising parallel has been found to achieve a speedup of 3.1 to
4 for p =4 and 5.5 to 7.4 for p = 8.

It should be noted that the speedups are significant, and that block-wise noising is of
major interest for neural network verification.

5.5 Conclusion

In this chapter, we have presented our second contribution in the field of neural network
verification using abstract interpretation. We have developed sequential and parallel ver-
sions of block-wise noising for the analysis of neural networks by affine forms. We eval-
uated the efficiency of block wise noising on the execution time of various types of NNs.
Our results demonstrate that block wise noising is faster compared to usual affine forms,
which divide the execution time by two in the majority of cases.

78



CHAPTER

THE NNAFF TooL

6.1 Mixed Affine Approach . . . . . .. ... .. L 80
6.1.1  Principle of The NNaff Tool . . . .. ... ... ... ... 80
6.2 TheNNaffTool . ... ... ... ... .. ... ... ... .... 82
6.2.1  Architecture of The Tool . . . . . .. ... ... ... ... 82
6.22 UsingtheTool . ... ... ... ... ... ... ..... 83
6.2.3 ExperimentalResults . . . . . ... ... ... ... .... 85
6.3 Summary . . . . ... 87

The current chapter introduces NNaff, short for Neural Networks Affine Forms, soft-
ware tool that has been developed as part of this thesis for neural network verification.
This tool relies on the concepts and methodologies developed in chapters 4 and 5, respec-
tively. It is another contribution to this thesis.

This chapter is organized as follows. Section 6.1 presents the Mixed Affine Approach,
which combines our two approaches, affine compressed and block-wise noising. Section
6.2 takes an in-depth look at the NNaff tool itself. We start by providing an overview of
its architecture, highlighting key components and how they interact with each other. Then
we investigate how users can best use the tool with detailed usage instructions, including
some examples. Next, we give experimental results that show the usefulness of NNaff in
practical cases. Finally, we end up with a summary of this chapter, which recaps all the
discussed issues and reinforces the position of the NNaff tool in relation to neural network
verification.
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6.1 Mixed Affine Approach

In this section, we will introduce our new approach called mixed affine, and we will illus-
trate how calculations are performed using this method.

6.1.1 Principle of The NNaff Tool

The mixed affine approach merges the principles of compressed affine forms as introduced
in Chapter 4 and block-wise noising described in Chapter 5 at the same time. In this method,
given an input x, we divide = into n blocks. Within each region of every block, compressed
affine forms are used. In other words, we aggregate sets of k successive noise symbols into
a single new symbol (see Figure 6.1). This approach aims to achieve more efficient results
in terms of execution time compared to employing each method separately. In order to

Figure 6.1: Mixed affine approach for n = 4.

understand the principle of mixed affine approach, we present the following theorem for
the case of the addition of two affine forms.

Remark:

The difference between Theorems 3 and 4, compared to Theorems 1 and 2, is that since the
first compression of symbols oz s introduces an overapproximation, an overapproxima-
tion will also result from the composition of this compression with the block-wise noising
technique.

Theorem 3 Let & € F(Z) and y € F(ZI) be two affine forms defined by
T =m0+ Z xg; and §=1yo+ Z Yi€i - (6.1)
i=1 i=1

Let us assume that n = 2" and that, consequently, we can split & and y into k blocks of size
2Y with k x 2° = 2". Let
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k 2V X1
B =) a; with a;=xz0+ Y @, (6.2)
i=1 j=(i—1)x2v41
and
k 2V X1
§ =) biowithbi=yo+ > g (6.3)
i=1 j=(i—1)x2v+1

Let J = {c1,...c} apartition of T such that each interval [(i —1)2" +1,ix 2"],1 <i <k
is included in the same class of J : Vi,1 <14 < k,3j : [(i — 1)2" 4+ 1,0 x 2¥] C ¢;. Let

k
2t = Z a; with a; = xo + Z Bej€ve;) where ., = Z ;| (6.4)
i=1 cjed i€c;
and i
Yt = Zai with a; = yo + Z Be€ve;) where ., = Z lyi| - (6.5)
i=1 c;€J 1€C;
Then
P49 € gz +yf—(k—1D(xo+w)) - (6.6)

However, this equality is valid only when k x 2° = 2%. If this condition is not satisfied, the
result does not hold.

Let us consider now the multiplication of a mixed affine form by a constant. The following
theroem provides a formal statement for this operation:

Theorem 4 Let & € F(Z) be an affine form defined by
T = To + Z T;&; . (6.7)
i=1

Let us assume that n = 2" and that, consequently, we can split = into k blocks of size 2* with
kx 2V =2" Let

k AR
B = a with a;=z0+ Y @jE (6.8)
=1 j=(i—1)x2v41

Let 7 = {c1, ...} apartition of T such that each interval [(i —1)2" +1,i x 2°],1 < i < k
is included in the same class of J : Vi,1 <i < k,3j: [(i —1)2" + 1,i x 2¥] C ¢;. Let

k
ot = Z a; with a; = xo + Z Be;€u(e;) Wwhere [. = Z || (6.9)
i=1 c;eJ 1€C;
Then
ixec € yrz(a*xe—(k—1)(zoxc)) . (6.10)

However, this equality is valid only when k x 2V = 2". If this condition is not satisfied, the
result does not hold.
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6.2 The NNaff Tool

In this section, we will introduce our tool, NNaff, for verifying neural networks with affine
forms. We will give an overview of the architecture of the tool, its inputs and outputs, and
how it can be used via several examples as well as detailed experimental results.

6.2.1 Architecture of The Tool

In this section, we will provide an overview of the architecture of our tool. NNaff, is imple-
mented in Python. The following is an illustration of the tool

Parameters
The parameters used in our tool are as follows:

« Model: refers to a file with the extension . h5, which represents the parameters of
our trained neural network (weights, biases, activation functions, etc.).

+ Input: afile with the extension . Pk1 containing the pixel values of our inputs, along
with their size (n x n x 1). By default, we consider grayscale images and normalize
the pixel values between 0 and 1.

« Other parameters: represent the parameters that we will use in usual affine, com-
pressed affine, and block-wise noising approaches. The key parameters are
1. o the intensity of noise, represents the noise level associated with each pixel,

2. [3: the compression factor, represents the number of noise symbols that we want
to merge together,

3. ~: the number of blocks, represents the number of blocks into which we want
to divide our input.

Modules

The tool consists of several modules, each implementing different aspects of the usual affine
forms, compressed affine, bloc wise noising and mixed approaches:

 Affine: implements the forward and backward propagation of the model using stan-
dard affine forms, as described in Chapter 3.

« Compressed Affine: implements forward and backward propagation of the model
using compressed affine forms, as defined in Chapter 4.
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« Bloc wise noising: implements forward and backward propagation of the model
using the block-wise noising approach defined in Chapter 5.

« Mixed approach: implements forward and backward propagation of the model us-
ing a mixed approach, combining compressed and block-wise noising methods as
defined in Section 6.1.

Libraries

Our tool relies on the use of three main libraries:

« Affapy: This is a Python library designed for multiprecision Affine Arithmetic. Af-
fapy enables operations with affine forms and was developed by Thibaut Hilaire [50].
It was previously introduced in Chapter 2.

 Keras: It is an open-source neural network API written in Python. It allows deep
neural network experiments to be done quickly. Keras has a user-friendly interface
for building, training, and evaluating different types of neural networks, and it can
run on top of popular deep learning frameworks like TensorFlow. It supports both
convolutional networks and recurrent networks.

« Pickle: is a Python library used to facilitate the conversion of Python objects into
byte streams and vice versa. It enables the efficient storage and retrieval of complex
data structures. As one of the many libraries included in the Python Standard Li-
brary, Pickle may serialize objects such as lists, dictionaries and even user-defined
classes into a byte stream that can be stored within a file. Later this stream of bytes
can be read from a file and converted back to initial objects containing structure and
data details. The library has an easy-to-understand API that includes functions like
pickle.dump() for serialization and pickle.load() for deserialization that help it be
easily implemented by users. To see how Pickle is utilized for storing and loading
image data in practice, refer to Appendix A.2, where we provide an example demon-
strating these functionalities.

6.2.2 Using the Tool

In this section, we are going to show how our tool, NNaff, is used. The general command
of execution is as follows:

./nnaff --model_path ’./file.h5’ --data_path ’./file.pkl’ --noise «

Here, model_path represents the neural network we wish to analyze, data_path represents
the image we intend to use, and noise represents the noise value associated with each pixel.
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Other Parameters

By

Mixed
Approach

Affine
Compressed

Results

Figure 6.2: Functional architecture of the NNaff tool.

As an example, if we want to add 0.04 noise to each pixel, we simply need to set v = 0.04.
By running the command above, one obtains an analysis of the model using standard affine
forms.

If we aim at using our compressed affine form approach described in Chapter 4, we only
need to add the parameter —factor_comp to the previous command:

./nnaff --model\_path ’./file.h5’ --data\_path ’./file.pkl’\\ --
noise a --factor\_comp f

The factor_compressed parameter represents the compression factor applied to the noise
symbols in the compressed affine form approach. It indicates how many noise symbols
are combined together to reduce the overall computational complexity and memory while
preserving the precision of the analysis of the model. In addition to this, users can vary
their analysis accuracy or computational efficiency by modifying the factor_comp.

To apply the block-wise noising approach, you should just include the parameter —block:

./nnaff --model\_path ’./file.h5’ --datal\_path ’./file.pkl’ \\--
noisea --bloc vy

Here, block means the number of blocks into which we divide our input (e.g., 4, 8, etc.).

If we want to mix both methods, i.e., compressed affine and block-wise noising, we
should mention simultaneously these two parameters bloc and factor_comp in the command
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line:

./nnaff --model\_path ’./file.h5’ --data\_path ’./file.pkl’ \\--
noise a --factor\_comp g --bloc v

It should be noted that our tool supports the dense, flatten, conv2d and maxpool layers.
Regarding activation functions, it only considers the ReLU function, which we define in
Chapter 4, representing an affine form approximation of the original ReLU function.

6.2.3 Experimental Results
In this section, we aim at evaluating the performance of NNaff, on different types of trained

neural networks. The experimental protocol and results are provided in the following para-

graphs.

Protocol

We describe here after the architectures of various trained neural networks (models) em-
ployed in our study. The architectural specifications are summarized in the table 6.1.

Dataset Models Types layers Params
MNIST Convl convolutional 11 136, 906
Fc1  fully connected 8 593322

FASHION_MNIST Conv2 convolutional 7 431,242
Fc2  fully connected 6 575,050

CIFAR 10 LeNet convolutional 8 44,426
AlexNet convolutional 12 2,910,730

Vgg16 convolutional 18 30,613,572

Table 6.1: Neural Network Architectures used for Evaluating the Performance of the NNaff
Tool.

The first column of the table 6.1 gives the dataset, the second column gives the model
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name, the third column shows the type of the model, the fourth column gives the number
of layers, and the last column gives the number of parameters.

Note that we are working with images of size (28 x 28 x 1) extracted from the MNIST,
Fashion MNIST dataset [33] and images of size (32 x 32 x 1) extracted from the CIFAR
dataset [1]. For efficiency purposes, we normalize the images by scaling pixel values to the
range [0, 1].

For the compressed affine form approach, we have decided to merge the noise symbols
by 2 (factor_comp = 2) and for the block-wise noising approach, we divide the images by 4
(bloc = 4). In the case of the mixed approach, we opt for a combination where (factor_comp
= 2) and (bloc = 4) for efficiency reasons based on the types of networks we employ.

Execution time

In this section, we present the results obtained by NNaff on several models. The results are
provided in the table 6.2:

Mnist
Models Affine  Compressed Bloc wise  Mixed
Conv1l 52 min 34 min 49 min 28 min
Fel 1 h 50 min 38 min 53 min 24 min
Fashion Mnist
Models Affine Compressed Bloc wise  Mixed
Conv2 47 min 22 min 35min 20 min
Fc2 1 h45 min 35 min 49min 22 min
Cifar
Models Affine Compressed Bloc wise  Mixed
LeNet 32 min 10 min 16 min 9 min
AlexNet X 34h 2days12h 32h
VGG16 X X 20 days 9 days

Table 6.2: Execution Time with Different Models.
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In our analysis of the results, we observe a significant improvement in execution times
for different types of neural networks. Particularly, in the case of fully connected neural
networks, the execution time is divided by 2. For example, for the FC2 model with Fashion
MNIST, the execution times are 1 h, 45 min, 35 min, 49 h and 22 min for the usual affine,
affine compressed, bloc-wise noising and mixed approaches. This is particularly remarkable
since the operations in a fully connected network are primarily limited to simple multipli-
cations and additions. Conversely, convolutional networks must perform convolutions that
involve sliding filters over the input image and conducting multiplications and additions for
each filter position, which can be more computationally expensive. Hence, fully connected
networks tend to have faster execution times.

Furthermore, for convolutional neural networks (CNN), we also notice an improvement
in terms of execution time, allowing us to analyze large neural networks such as VGG16
and ResNet, which could not even be analyzed using the classical affine form approach
on the same machine. For example, for the AlexNet Model, the execution times are 34 h,
2 days, and 32 h for affine compressed, bloc-wise noising and mixed approaches. Note that
due to the long execution time, we are unable to achieve an analysis using the standard
affine approach.

By doing more detailed analysis and comparing the four available techniques used in
this study, it becomes clear that among all four of them, the mixed approach is much faster,
particularly when working with large neural networks like VGG16, where even the com-
pressed affine approach fails to analyze it at all. We can conclude that the mixed approach
offers a balance between accuracy and execution time, which makes it a viable choice in
many situations.

6.3 Summary

In this chapter, we have introduced our tool NNaff for verifying neural networks. We have
presented its architecture, input parameters, and outputs. NNaff has demonstrated its effec-
tivness through exprimental results where still balence between the precison in one hand
and the execution time in other hand. This balance is crucial for practical applications,
where both accuracy and speed are often essential.
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7.1 Summary of key Results

As stated in Chapter 1, the main objective of this thesis was to improve to the scalability of
static analysis with affine forms of deep neural networks. More precisely, the aim was to
develop new way to represent usual affine forms in neural network verification. Broadly
speaking, we sought to design more computationally efficient affine forms that would ulti-
mately verify the robustness of DNNs faster than the usual affine forms while maintaining
a similar level of precision.

We started this dissertation by introducing the foundational concepts related to the de-
velopment of NNaff, which are summarized in Chapters 2 and 3. This included an overview
of neural network architectures and a review of existing literature regarding DNN verifica-
tion. The review highlighted the advantages and limitations of various methods, motivating
our research. Building on this foundation, we focused on a particular method from the lit-
erature based on abstract interpretation, specifically affine forms.

In Chapters 4 and 5, we proposed two novel approaches for verifying DNNs, called
Compressed Affine Forms and Block-Wise Noising. Both approaches are based on the same
principles as traditional affine forms but incorporate mechanisms to reduce the number of
noise symbols, addressing a significant challenge in verifying large DNNs with affine forms.
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The main idea behind compressed affine forms is to merge several noise symbols into a
single noise symbol in a way that ensures the soundness of the computations. Compressed
affine forms, being an abstraction of affine forms, are less precise. However, since they use
fewer noise symbols, computations with them are significantly faster and less memory-
consuming than with usual affine forms. Experiments evaluating neural networks have
shown that our compressed affine approach is faster and more memory-efficient than tra-
ditional affine forms. In other words, compressed affine forms represent a tradeoff between
precision on one hand and execution time and memory consumption on the other.

Our second approach block-wise noising consists of adding non-zero noise symbols only
within a defined region of an image. Intuitively, we divided our input into n blocks. Then we
add non-zero noise symbols to only one region of each block, while leaving all other regions
with zero noise symbols. We repeat this technique for all blocks of our input. When the
computation is complete, we notice that the sum of all blocks exactly matches the results
produced by the original input with the usual affine forms. The main advantage of this
approach is that computations are significantly faster and require less memory compared
to the usual affine forms. On average, the execution time is reduced by 50% in the majority
of the case. Additionally, Block-wise noising parallel has also been implemented, and the
findings demonstrate that it can speed up computation by 3.1 to 4 times.

In chapter 6 we introduced NNaff, a tool designed for analyzing neural networks. NNaff
takes as input neural networks and utilizes one of the developed approaches: Compressed
Affine Forms, Block-Wise Noising, or a combined method that integrates both techniques.
It returns the necessary execution time required for analyzing the DNN using the selected
method. We conclude this chapter by evaluating the performance of NNaff on several ex-
amples and presenting a comprehensive comparison of our approaches: usual affine, com-
pressed, block-wise noising, and the mixed approach.

A key point of our results is that, thanks to NNaff, we are now capable of analyzing
large-scale neural networks such as AlexNet [64], VGG16 [86], and ResNet [48], which
possess millions of parameters. Traditional methods based on usual affine forms cannot
handle such networks due to the exponential increase in the number of parameters. How-
ever, our new approaches enable efficient analysis of these large networks, overcoming the
brawbacks of traditional methods based on affine forms.

To illustrate this achievement, we included Figure 7.1 that compares the networks that
could be analyzed using standard affine forms with those that NNaff can handle. The Figure
7.1 clearly shows that NNaff significantly surpasses standard affine forms in terms of the
scale of networks it can analyze.
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Figure 7.1: Neural Network Models Analyzed by Usual Affine Forms and NNaff.

7.2 Perspectives

The work carried out during this thesis opens the way to many new perspectives, some of
which are detailed below.

7.2.1 Enhanced Compressed Affine Forms

Our current method for compressed affine forms involves merging k consecutive noise sym-
bols from the same line into a single new symbol. As a perspective, it would be beneficial
to explore other grouping strategies during analysis.

« We could start by merging the smallest noise symbols together. In practice, this
method involves identifying the noise symbols that have coefficients below a certain
threshold and then merging all these noise symbols into one new symbol. In this way,
we can minimize the impact on precision and reduce the risk of over-approximation.
However, we should be careful in choosing the threshold because if we group too
many noise symbols, we may lose precision, whereas if we group too few, we may
not achieve any performance gain. Therefore, we should find a way to determine the
optimal threshold. One idea is to start with a very large threshold value. If, because
of the over-approximation, some false alarms arise, we can then decrease the thresh-
old value. Obviously, this process can be applied repeatedly until we find the optimal
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threshold. We can use techniques such as a bissection algorithm, similar to what is
done in interval bissection, to achieve this.

By experimenting with different strategies for noise symbol merging. We hope to enhance
the efficiency and precision of our compressed affine forms.

7.2.2 Scalability: Extending to More Complex Networks and Acti-
vation Functions

Regarding scalability, our current approach focuses on ReLU activation functions and pri-
marily utilizes convolutional and fully connected layers. To address the scalability chal-
lenge, we propose at least two directions for future work.

The first direction is involves expanding the types of activation functions used in our
analysis. By incorporating other types of activation functions such as sigmoid, tanh and
softmax and exploring abstract transformations for these functions, This would allow us to
broaden our understanding of the applicability of our approaches. In the same idea, we plan
to extend our analysis beyond convolutional and fully connected layers to include other
types of layers, such as normalization and residual layers. This extension will improve the
scalability of our tool, enabling it to handle more complex models, including those similar
to GPT-4 [2] and PaLM [23].

The second direction focuses on expanding the types of neural networks analyzed. Our
current work focuses mainly on convolutional networks, but it would be interesting to
explore other types of neural networks, such as recurrent neural networks (RNN) [75, 98].
As they are increasingly used in various task, such as natural language processing and
learning word embeddings, it would be relevant to study how our methods behave in such
models.

By addressing these aspects, we aim to improve NNaff ability to analyze a very wide
variety of neural networks.

7.2.3 Parallelization and GPU Utilization

Nowdays, computational tools for rigorously validating the performance of large-scale neu-
ral networks models have advanced significantly. The most effective solvers utilize highly
specialized, GPU accelerators. These tools are essential for the successful deployment of
DNN in safety-critical systems.

In our current work, block-wise noising employs CPU parallelization by dividing the
computation of each block across different processors. To further enhance performance, we
seek to customize algorithm with explicit memory management to efficiently parallelize our
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approaches (Block wise noisng, compressed and mixed approaches) on GPUs. This could
yield significant improvements in execution times since we know that using GPUs can
provide more computation power thatn general purpose CPUs.

Additionally, we plan to explore the simultaneous parallelization methods, model par-
allelism [58, 101] and data parallelism [70] We can rely on existing GPU libraries such
as cuDNN [21] developed by NVIDIA, which offers highly optimized implementations of
neural networks operations. This dual parallelization approach could further reduce com-
putational overhead and enhance efficiency of our tool.

By the end of this thesis, we are confident that our tool NNaff is a promising step towards
addressing the challenge of verifying neural networks with respect to both scalability and
precision. It opens up many research perspectives for its further improvement and appli-
cations.
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8.1 Introduction

Les réseaux de neurones [66, 6] ont démontré un succes considérable dans la résolution
de problémes complexes dans divers domaines, y compris la vision par ordinateur [122],
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la classification d’images [61] et le traitement du langage naturel [81]. De nos jours, les
réseaux de neurones sont de plus en plus utilisés dans des systémes critiques [19]. Par
exemple, dans les voitures autonomes [34], les réseaux de neurones sont employés pour
des taches telles que la détection d’objets, le maintien de la voie et les processus de prise
de décision afin de garantir une navigation sure et efficace. De méme, dans les systémes
de la santé [126], les réseaux de neurones sont appliqués pour analyser les données médi-
cales, prédire les résultats des patients et aider au diagnostic précoce, améliorant ainsi les
soins et les traitements des patients. Cependant, malgré leur application et leur succes ré-
pandus, le déploiement de réseaux de neurones dans ces systémes critiques introduit des
défis significatifs [84, 127]. Les réseaux de neurones sont fréquemment construits a partir
de jeux de données d’entrainement biaisés ou incomplets, ce qui peut conduire a des ré-
sultats peu fiables ou dangereux. Par exemple, si un réseau de neurones dans une voiture
autonome interpréte mal un panneau stop en raison de données d’entrainement biaisées,
cela pourrait entrainer un échec a s’arréter au stop, pouvant causer un accident grave. Il
est donc crucial de garantir la stireté de ces réseaux de neurones avant leur déploiement.
La stireté, dans ce contexte, se réfere a une catégorie générale de propriétés de correction
stipulant qu’un réseau de neurones ne doit pas atteindre un état indésirable. Elle désigne
la capacité d’un réseau de neurones a fonctionner sans causer de risques inacceptables de
préjudice ou de dommages, méme dans des situations inattendues ou face a des données
incomplétes ou biaisées. Par exemple, dans le cas des réseaux de neurones congus pour
un systéme d’évitement de collision aérienne [62], I'une des propriétés de stireté que nous
voulons prouver est que si un un autre avion approche par la gauche, le réseau de neurones
doit ordonner a I’avion de tourner a droite.

Le défi clé aujourd’hui est la conception de vérificateurs capables de gérer des réseaux
de neurones de grande taille tout en maintenant une précision suffisante pour garantir la
stireté de ces réseaux. La taille des réseaux de neurones a explosé au fil du temps, rendant
cette tache de plus en plus délicate. Plusieurs méthodes ont été développées pour traiter
ce probléme et prouver automatiquement que les réseaux de neurones fonctionnent cor-
rectement dans tous les cas possibles [123, 41]. Ces méthodes vérifient la stireté du réseau
avant le déploiement. Il existe deux principales catégories de méthodes : les méthodes
formelles completes [62, 63, 62, 63, 35, 111, 91] et les méthodes formelles incomplétes [38,
104, 105, 16, 119]. Les méthodes formelles complétes ciblent les réseaux de neurones de
petite taille avec une grande précision. Ces techniques sont adéquates et completes; elles
nous indiquent exactement si une propriété donnée est vérifiée ou non pour les réseaux de
neurones. En revanche, les méthodes formelles incomplétes peuvent vérifier des réseaux
de grande taille en quelques minutes, en calculant une sur-approximation de la sortie du
réseau correspondant a ’entrée, mais cette sur-approximation conduit a des faux positifs,
ou la méthode identifie incorrectement un cas stir comme étant dangereux. De plus, il ex-
iste des méthodes [103, 116] qui intégrent a la fois des méthodes completes et incomplétes
visant a étre plus évolutives que les méthodes complétes tout en améliorant la précision des
méthodes incompletes.
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Dans cette thése, nous considérerons les méthodes d’interprétation abstraite basées
sur les formes affines. La décision d’utiliser ces formes n’est pas venue au hasard, mais
plutdt motivée par le fait qu’elles préservent les relations linéaires entre les variables, et
que les réseaux neurones fonctionnent principalement a travers des calculs affines comme
les couches totalement connectées ou convolutionnelles. Cependant, un inconvénient im-
portant de l'utilisation des formes affines dans le contexte des réseaux neurones est qu’elles
ne sont pas exactes pour les fonctions non linéaires, telles que les fonctions d’activation, et
qu’elles consomment du temps et de la mémoire, alors que les réseaux de neurones devien-
nent de plus en plus volumineux. Les taches complexes nécessitent des modeles de réseaux
neurones profonds avec un grand nombre de paramétres qui doivent étre entrainés. Par ex-
emple, Resnet-50 nécessite 25, 5 millions de parameétres, AlexNet 61 millions de parametres,
VGG-16 138 parametres et GPT-3 175 milliards de parametres pour I'entrainement. La véri-
fication de ces réseaux de neurones a I’aide de I'interprétation abstraite, présente un défi de
compromis entre le passage a I’échelle et précision. Par conséquent, I'utilisation de formes
affines dans la vérification des réseaux de neurones devient un processus intensif en terme
de calcul qui peut prendre plusieurs jours, voire plusieurs mois, pour étre achevé. Cela
est dii a la nécessité de mettre a jour les parametres du modéle en ajoutant des symboles
de bruit pour chaque pixel de 'entrée. En effet, une forme affine est construite a partir
d’un centre correspondant a la valeur du pixel et de symboles de bruit, qui représentent
I'intensité du bruit ajouté a chaque pixel. Par exemple, VGG-16 prend une entrée de taille
(224 x 224), nous ajoutons donc (224 x 224) symboles de bruit dans les premiéres couches
d’entrée du modele (a mesure que les réseaux de neurones s’étendent et que les ensembles
de données disponibles augmentent, le nombre de symboles de bruit augmente également,
ce qui entraine une augmentation de la quantité de calcul).

Cette these vise a élaborer des méthodes qui utilisent le méme principe que les formes
affines afin de trouver un équilibre entre la précision d’'un co6té et le temps d’exécution de
l’autre coté, en comparaison avec les formes affines standard. Notre objectif est de main-
tenir une précision maximale tout en réduisant considérablement le temps de calcul. En
utilisant ces méthodes, nous espérons rendre la vérification des réseaux neurones plus effi-
cace et pratique pour des applications a grande échelle tout en maintenant la robustesse et
la fiabilité des modeles analysés.
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8.2 Apercu des réseaux de neurones

Les réseaux de neurones [65] sont au coeur des algorithmes d’apprentissage profond. Leur
nom et leur structure sont inspirés du cerveau humain, imitant la facon dont les neu-
rones biologiques communiquant les uns avec les autres. ils s’appuient sur le principe
d’entrainement pour apprendre et améliorer leur précision au fil du temps. Nous présen-
tons dans cette section, ’architecture général de ces réseaux de neurones et leurs fonction-
nements ainsi que les différents types existants.

8.2.1 L’architecture d’un réseau de neurones

Les réseaux de neurones artificiels (ANN) [89] sont constitués d’une couche d’entrée, une ou
plusieurs couches cachées et une couche de sortie. Chaque couche est constituée de nceuds,
ou neurones artificiels, une couche se connecte a une autre et chaque noeud posséde des
poids et un seuil associés. La Figure 8.1 représente 'architecture d’'un réseau de neurone.
Le vecteur w = (wy, ..., w,) représente les poids, b désigne le biais et o est une fonction
non linéaire, monotone et différentiable appelée fonction d’activation.

Combination

Output

Activation
Function

Figure 8.1: 'architecture d’un réseau neuronal.

Les fonctions d’activation sont un élément crucial des réseaux de neurones. Elles in-
troduisent de la non-linéarité dans le modele, ce qui facilite 'apprentissage des motifs
complexes. Sans les fonctions d’activation, un réseau de neurone ne serait qu’une série
de transformations linéaires, ce qui limiterait séverement ses capacités d’apprentissage. 1
existe plusieurs types de fonctions d’activation, et chaque fonction posséde ses propres
caractéristiques. Par exemple on a la fonction sigmoide [51], qui est généralement utilisée
dans les probléemes de classification binaire, permet de mapper les sorties des neurones a des
probabilités comprises entre 0 et 1. Les fonctions tangentes hyperboliques (tanh)[68] sont
comparables a la fonction sigmoide, mais elles transforment les sorties dans un intervalle de
—1 a 1. En enfin, la fonction ReLU (rectified linear unit)[39] qui est la fonction d’activation
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la plus utilisée dans les réseaux de neurones profonds. Elle renvoie directement I’entrée si
elle est positive, et 0 si elle est négative.

8.2.2 Les types des réseaux neurones

Au fil du temps, divers types de réseaux de neurones ont été développés pour résoudre
une gamme variée de problémes, allant de simples calculs a des taches complexes comme la
reconnaissance vocale et la classification. Dans cette section, nous présenterons brievement
les modeéles les plus couramment utilisés.

1. Réseaux Entierement Connecté (FeedForward) [9]: Un réseau de neurones Feed-
Forward est un réseau de neurones artificiel dans lequel les connexions entre les
noeuds ne forment pas un cycle. Il est la forme la plus simple de réseau de neurones
car les informations ne sont traitées que dans un seul sens. Bien que les données puis-
sent traverser plusieurs noeuds cachés, elles se déplacent toujours dans une direction
et jamais en arriere.

2. Réseaux Convolutionnels[71, 5]: Les réseaux de neurones convolutifs se distinguent
des autres réseaux de neurones par leurs performances supérieures avec les entrées
de signaux d’image, de parole ou audio. ils sont composés de quatre types de couches:

« La couche convolutif [120] est la premiere couche d’un réseau convolutionnelle.
Elle est basé sur le principe de convolution qui est une opération linéaire consiste
a faire glisser un ensemble de petites matrices, appelées filtres ou noyaux (qui
représentent les poids de la couche) sur les données d’entrée en calculant le
produit scalaire entre les filtres et '’entrée a chaque position et en produisant
des cartes caractéristiques (feature map) en sortie.

« La couche de pooling [120] est placée souvent entre deux couches convolution-
nelles. Elle recoit en entrée plusieurs entrées et applique a chacune d’entre elles
l'opération de pooling qui consiste a réduire la taille des images , tout en préser-
vant les caractéristiques importantes. Il existe deux grands types de pooling:
max pooling et average pooling. En max pooling, I'opérateur de pooling attribue
a une sous-région d’entrée sa valeur maximale, tandis qu’en average pooling, il
attribue a une sous-région d’entrée sa valeur moyenne.

« Couche de correction Relu (Rectified linear units) [39], désigne la fonction non
linéaire définie par :
ReLU(x) = Max(0,z) (8.1)
Remplace toutes les valeurs négatives recues en entrées par des zéros, elle joue
le role de fonction d’activation.

« Les couches entiérement connectées [9] constituent toujours la derniére couche
de réseau de neurones. Elle regoit un vecteur en entrée et produit un nou-
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veau vecteur en sortie, elle applique une combinaison linéaire puis une fonction
d’activation aux valeurs recus en entrées.

8.2.3 Méthodes pour vérifier les réseaux de neurones

Comme on I'a vu dans I'introduction, les réseaux de neurones sont omniprésents dans nos
vies quotidiennes. Ils sont utilisés dans divers domaines, notamment les domaines critiques
tels que le médical et les voitures autonomes. En ce contexte critique, il est essentiel de
garantir la streté et la fiabilité de ces réseaux pour éviter les défaillances potentielles. C’est
ici que les méthodes de vérification formelle entrent en jeu. Ces approches s’appuient sur
la logique et les mathématiques pour déterminer si un réseau de neurone donné répond
a ces exigences. On peut distinguer deux types de techniques: les méthodes complétes
et les méthodes incompleétes, en fonction des réseaux de neurones pris en charge et de la
technique sous-jacente utilisée.

1. Méthodes completes : ce sont des méthodes basées sur les mathématiques pour
garantir 'exactitude et la streté des réseaux de neurones. On peut trouver des méth-
odes basées sur les solveurs SMT (Planet [37], Reluplex [62], Marabou [63]), MILP
(Bab [18], Sherlock [35], MipVerify [111]) et 'optimisation globale (DeepGo [91]).
Néanmoins, ces méthodes présentent certaines limites. En général, elles ne convien-
nent pas aux réseaux neurones a grande échelle en raison de la complexité de 'espace
de recherche et de la consommation de temps de calcul. En outre, elles peuvent étre
limitées a certaines architectures de réseaux de neurones, ce qui réduit leur applica-
bilité dans certains cas d’utilisation.

2. Méthodes incompletes : lorsque la précision et la robustesse sont requises, les
méthodes de vérification formelle incomplétes sont nécessaires pour vérifier la fia-
bilité et la sécurité des réseaux neurones complexes. La principale caractéristique de
ces méthodes est qu’elles peuvent traiter efficacement des réseaux a grande échelle.
Par exemple, elles peuvent faire fonctionner des réseaux de neurones avec plus de
1000 de couches cachées en quelques minutes [104]. Ces procédures comprennent
I'interprétation abstraite (Ai? [38], Libra [112]), la dualité [36, 119] et 'approximation
linéaire (Crown [124], CNN-Cert [14], FastLin/FastLip [118]), qui se sont avérées ef-
ficaces en général, ce qui nous donne confiance dans leur capacité a garantir un com-
portement correct des réseaux. Cependant, elles peuvent parfois donner de fausses
alertes, également connues sous le nom de faux positifs, lorsqu'une propriété est
considérée par erreur comme vérifiée alors qu’elle n’est pas vraie, malgré cet incon-
vénient, leur contribution a la fiabilité de I'TA ne doit pas étre sous-estimée.
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8.3 Formes affines

Notre technique d’analyse statique des réseaux de neurones est basée sur le principe de
Parithmétique affine. Dans cette section, nous allons donner une définition simple de ces
formes et comment les calculs sont effectués avec.

8.3.1 Notation

Les formes affines sont des extensions de 'arithmétique de I'intervalle, introduites la pre-
mieére fois en 1994 par Kauffman et Stolfo [67]. Leur principe consiste a conserver les re-
lations entre les variables pendant les calculs. En d’autres termes, toutes les variables sont
représentées sous forme d’une combinaison linéaire d’intervalle [—1, 1] et d’une constante.
Une forme affine est décrite comme ceci :

n
T=x0+ 161 + T22 + ... + Ty = 0 + Z%Ei . (8.2)
i=1
Ou z, représente le centre de la forme représenté par un nombre réel, €; représentant les
symboles de bruits dont la valeur est inconnue donnée par l'intervalle [—1, 1]. Dans le cas
des réseaux de neurones, le centre de la forme affine z est la valeur du pixel, et les symboles
de bruit représentent les perturbations associées a chaque pixel.

On note une relation étroite entre 'arithmétique d’intervalle et les formes affines [25].
La conversion de I'une a 'autre est donnée comme ceci.

« Forme affine vers intervalle : Soit & = o + Y., x;¢; une forme affine. L’intervalle
associé a = est défini par
n

Yi(#) = [wo, o] + [ D |ail | x [-1,1] . (8.3)

i=1

« Intervalle vers forme affine : Soit X = [z, 7| un intervalle. La forme affine associée a
X est définie par

T+ r—
oq(X):_2 +_2 Ek - (8.4)

ou ¢y, représente un nouveau symbole de bruit.

8.3.2 Les opérations élémentaires

Dans cette section, nous allons introduire les opérations élémentaires dans le cadre des
formes affines. soit z, ¢ deux formes affines

fzwo—f'Z%&‘ et ?):3/04'2%5@‘ : (8.5)
=1 i—1
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Soit (4, —, X) les opérations d’addition, de soustraction et de multiplication par constante
et soit a € R une constante. Les opérations élémentaires entre & et ¢ sont données comme
suit :

n

& +g=(roEyo)+ Z(fﬁz +yi)ei (8.6)
i=1
TEta=(xgta)+ Z(wz)a , (8.7)
i=1
T x a=(axg) + Z(axi)ei . (8.8)

i=1
La multiplication de deux formes affines est une opération non linéaire, son résultat doit
étre approximé en utilisant une forme affine. Par conséquent, pour représenter ’erreur
découlant de cette approximation affine, un terme supplémentaire doit étre incorporé. La
multiplication de deux formes affines est définie comme:

T x g = (xo+ Z xig;) X (Yo + Z Yi€i) (8.9)
i=1 i=1

= ToYo + Z(foyz‘ + yoxi) + (Z 3] X Z |yz|> En+l -
1=1 =1

i=1
ou, £,41 représente un nouveau symbole de bruit qui capture la partie non linéaire qui ne
n+
peut pas étre représentée par une simple forme affine.

La prédiction de la taille de ces formes affines est un grand challenge a cause de leur
principe qui consiste a ajouter des symboles de bruits pour représenter les opérations non
linéaires, comme on I’a vu dans le cas de la multiplication, pour résoudre ce probléme.
Messine [78] a proposé 2 extensions AF1 et AF2. Ces deux formes limitent donc le nombre
de symboles ajoutés a ces formes pour représenter la non linéarité des opérations tout en
préservant les erreurs générées par ’approximation de ces termes non linéaires.

« AF1[78, 77] basé sur le méme principe que les formes affines standard, sauf que cette
fois, tous les symboles correspondant a I’approximation des termes non linéaires sont
combinés dans un seul symbole. Le format d’une forme affine AF1 est donnée par

n
B=20+ Y T+ Taprfnir - (8.10)
i=1
« AF2 [78, 77] basé sur le méme principe que AF1, le nombre de variables est donc
constant. Par contre, cette fois, I'erreur est stockée dans 3 symboles différents: un
symbole pour lerreur positive, 'erreur négative et I’erreur a signe indéterminé. Le
format d’une forme affine AF2 est donnée par

n
T =z + g Zi€i + Tnt1€n+1 + Tnt2Ent2 + Tni3Ents - (8.11)
i—1
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8.4 Forme affine compressée

Dans cette section, nous allons présenter notre premiére contribution dans le domaine de la
vérification des réseaux de neurones a ’aide d’une interprétation abstraite. Nous proposons
une nouvelle technique appelée forme affine compressée. Les formes affines compressées
sont une abstraction (au sens de l'interprétation abstraite) des formes affines classiques.
Elles utilisent moins de symboles de bruit et, par conséquent, elles nécessitent moins de
temps et de mémoire, tout en maintenant une perte de précision acceptable.

8.4.1 Principe

Nous introduisons ici de maniére informelle les formes affines compressées, et nous mon-
trons intuitivement comment calculer avec elles. Soit € F(Z) et y € F(Z) deux formes
affines telles que

T=4+ 0.181 + 0.362 + 0.263 et g =1+ 0.281 + 0.262 + 0.364 . (8.12)

Pour des raisons d’efficacité, au lieu de Z et ¢, nous voulons utiliser deux formes affines
compressées ¥ et y* ol ) et 5 sont fusionnés en un seul symbole de bruit. Notre objectif
est de faire cela de maniére shire, c’est-a-dire que nous voulons que ce que nous calculons
avec les formes affines compressées sur-approxime ce que nous calculons avec les formes
affines classique. En d’autres termes, soit 7; : A — [ lintervalle de concrétisation défini
dans I’équation (3.13), pour * € {+, —, X, =+, ...}, nous voulons

V(& * §) C (2t = y¥) (8.13)

ou /() est 'intervalle de concrétisation de la forme affine 7 introduite dans 1’équation 8.2.
Nous notons F(Z) I'’ensemble des formes affines dont les indices appartiennent a 'ensemble
fini Z. Les concrétisations 77 (%) et 7;(y) sont données dans le tableau 8.1. Nous ne pouvons
pas fusionner directement les deux symboles ¢; et £ en un nouveau symbole €15 en écrivant

2P =44 0.1e19 + 0.3210 + 0.265 = 4 + 0.4e15 + 0.2¢5 (8.14)

et
P =1402e15+ 02610 +0.354 = 1+ 0.4ey5 + 0.3¢,4 . (8.15)

Par exemple, si nous procédons ainsi, nous aurions
T—9y=3—0.1e; +0.1e9 + 0.2e3 — 0.3¢4 (8.16)

et
¥ —y* =3 —0.0e19 + 0.2e5 — 0.34. (8.17)

Dans ce cas, [2.3,3.7] = /(2 — §) € vr(a* — y*) = [2.5, 3.5] ce qui n’est pas ce que nous
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Expr. Valure Intervalle
T 4 +0.1e17 + 0.3e2 + 0.2¢e3 [3.4,4.6]

Y 1+0.2e1 + 0.2e2 +0.3¢4 [0.3,1.7]

xt 44 0.2e3 4 0.4e5 [3.4,4.6]

yt 1+ 0.3e4 + 0.4e6 [0.3,1.7]
4y 5+ 0.3e1 +0.5e2 + 0.2e3 + 0.3¢4 [3.7,6.3]
r—y 3 —0.1e1 +0.1e2 + 0.2e3 — 0.324 [2.3,3.7]

Xy | 44091 + 1.1ex + 0.2e3 + 1.2e4 + 0.42¢;, | [0.18,7.82]

xt 4yt 5+ 0.2e3 + 0.3e4 + 0.4e5 + 0.4e6 [3.7,6.3]

zh — gyt 34 0.2e3 — 0.3e4 + 0.4e5 — 0.4eg [1.7,4.3]

zt x yt | 44 0.2e3 + 1.2e4 + 0.4e5 + 1.666 + 0.42¢;, | [0.18,7.82]

Table 8.1: Opérations élémentaires entre formes affines standard et formes affines com-
pressées et leurs concrétisations.

attendons. Au lieu de cela, nous allons utiliser des formes affines compressées. Considérons
m affines formes qui ont n symboles de bruits

10+ L1161+ 0+ Tipkn
(8.18)
Tm,0 + Tm,1€1 + -+ Tmnn
Nous pouvons réduire le nombre de symboles de bruit en fusionnant plusieurs symboles de

bruit. Soit S un ensemble d’indices de symboles de bruit que nous souhaitons regrouper,
nous pouvons les regroupes en procédant comme suit:

@S(Z T1i€i) = (Z |71])en 1

i€S €S

as(>_wmigi) = (O [Tmil)enim (8.19)

€S €S

Ici, m nouveaux symboles de bruits sont ajoutés afin de représenter les intervalles nou-
vellement générés. Dans notre exemple, nous allons remplacer 2 et ¢ par les formes affines
compressées.

2F =4402e5+04e; et yf =14 0.324 4+ 0.4e4 . (8.20)

Nous pouvons observer dans le tableau 8.1 que l'intervalle de concrétisation des formes
affines compressées contient I'intervalle de concrétisation des formes affines standard, c’est-
a-dire que pour tout opérateur x € {+, —, x }, on a v;(% * §) C vy7(z# % ¢*).
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Robe Basket T-shirt

Figure 8.2: Images utilisées pour tester I'efficacité des formes affines.

8.4.2 Résultats expérimentaux

Dans cette section, nous décrivons notre méthodologie pour évaluer I'impact en termes
de précision et de temps d’exécution de la fusion des symboles de bruit dans la validation
des réseaux de neurones. Nous utilisons deux types de réseaux de neurones: entiérement
connectés et convolutionnels qui prend en entrée des images de taille (nxn), les valeurs des
pixels étant comprises entre —1 et 1. Chaque couche du réseau contient (n X n) neurones.

Lorsque on travaille avec des formes affines standard, 'entrée x; du réseau est un
vecteur de n x n formes affines, chacune ayant également n x n symboles de bruit (un
symbole de bruit par pixel). Soit ¢;; la couleur du pixel (i, j) et v I'intensité de son bruit. Ce
pixel correspond a la composante ¢ x n + j du vecteur d’entrée x des formes affines, dont
la valeur est :

.1'0[2 xXn +j] = Cij -+ VCij€ixn+j - (821)

Notons que nous associons la méme intensité de bruit a tous les pixels et nous utilisons
v=0.2.

Dans nos expériences, nous considérons les cas k£ = 81,162, 324 pour des images de
taille 18 x 18 et £k = 196,392, 784 pour des images de taille 28 x 28. Intuitivement, la
compression choisie pour nos expériences consiste a regrouper chaque 3 symboles de bruit
consécutifs de la méme ligne dans un seul nouveu symbol de bruit. nous avons considéré
lescas = 2et § = 4.

Dans nos expériences, nous avons mesuré deux quantités: le temps nécessaire pour exé-
cuter le réseau de neurones avec des formes affines compressées et la largeur moyenne w des
intervalles correspondant aux concrétisations des formes affines compressées. Puisquun

107



CHAPTER 8

RNs entiérement connecté RNs convolutionnel

11
1x10 T T T T T Interval 100000 Interval s

i56=81 NbOfNoise=196 e
10 Ngfolzlralfslsilg% == NbOfNoise=392 ==
1x10°7 ¢ OfNoise=324 == 1 NbOfNoise=784 ==

10000
1x10° L

8 L
1x10 1000 |

1x107 |

1x10° | 100 ¢

100000 |
10

10000 |

1000 1
Dress Pull Tishrt Bag Sneaker Sandale Sandal Dress T-shirt Pull Bag Sneakers

Figure 8.3: Propagation des formes affines correspondant a notre ensemble d’images.

vecteur de sortie x, est composé de N = n x n formes affines, nous avons

_ Zij\io width (7[ (] ))

N (8.22)

w

Les résultats sont donnés dans les Figures 8.3 et 8.4 pour le cas des réseaux entierement
connectés et convolutionnels. Concernant la précision des calculs, on peut observer que
la largeur de 'intervalle de concrétisation des formes affines augmente lorsque le nombre
de symboles de bruit diminue. Notons que, pour nos exemples, 'arithmétique d’intervalle
habituelle renvoie un intervalle dont la largeur est beaucoup plus grande. Ces résultats sont
représentatifs de ce que nous obtenons pour d’autres images et parametres.Cela montre
que les formes affines compressées préservent la plupart de la précision des formes affines

RNs entiérement connecté RNs convolutionnel

10000 T T T T T T 1200
Interval s
NbOfNoise=81 mmmm
NbOfNoise=162 =
NbOfNoise=324 ==

Interval s
NbOfNoise=196 ==
NbOfNoise=392 ==
NbOfNoise=784 ==
1000 +
1000

800 -

100 ¢ El 600

400 |

10 +
200 +

0
Dress Pull Tishrt Bag Sandal Sneaker Sandal Dress T-shirt Pull Bag Sneaker

Figure 8.4: Temps d’exécution en fonction du nombre de symboles de bruit.
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Bloc A Bloc B

Bloc C Bloc D

Figure 8.5: Diviser ’entrée en 4 blocs.

comparant a I'arithmétique d’intervalle.

La perte de précision due a la compression semble tout a fait acceptable au regard des
gains en termes de temps d’exécution, ou nous remarquons que le temps d’exécution est
approximativement divisé par 2 a 4 lorsque nous utilisons des formes affines compressées
(le temps d’exécution augmente lorsque le nombre de symboles de bruit augmente). Ces
résultats sont en adéquation avec la complexité théorique: les additions et les produits a
vecteur constant sont linéaires pour les formes affines et les formes affines compressées.
Notons que les accélérations observées sont importantes et montrent que les formes affines
compressées sont d’un grand intérét pour la vérification des réseaux de neurones.

8.5 Bruit par bloc

Le bruit est couramment utilisé dans la validation des réseaux de neurones pour évaluer la
robustesse de ces modeéles. En pratique, ce bruit peut correspondre a des éléments comme
une goutte d’eau, du brouillard ou des rayons de soleil qui viennent se superposer a une
entrée donnée, soit de maniére naturelle, soit de maniére malveillante. Prenons 1’exemple
d’une goutte de pluie qui tombe sur un panneau de signalisation grace a ce bruit, on peut
tester la capacité d’'un réseau a maintenir ses performances face a ces perturbations. Dans
ce cas, on veut que le réseau soit capable de détecter le panneau de signalisation malgré les
gouttes d’eau qui s’y ajoutent. la gestion de ces perturbations visuelles est souvent évaluée
a l’aide de transformations abstraites, telles que les transformations affines. Cependant, ces
transformations peuvent perdre en précision et étre coiiteuses en termes de calcul (temps
et mémoire). Nous proposons dans cette section notre deuxiéme contribution appelée Bruit
par bloc pour surmonter ces limitations. Le bruit par bloc simule des situations réelles
dans lesquelles des parties spécifiques d’'une image sont perturbées par 'insertion de sym-
boles de bruit non nuls uniquement a I'intérieur d’'une section donnée de I'image. Utilisons
I’exemple de la Figure 8.5 pour clarifier cette approche. Nous divisons notre entrée en n ré-
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gions (dans notre exemple, nous prenons (n = 4). Ensuite, nous ajoutons des symboles de
bruit non nuls a une seule région (parties rouges) et des symboles de bruit nuls a toutes les
autres régions (parties grises). Nous répétons ce processus pour toutes les régions de notre
entrée. A la fin du calcul, pour les couches linéaires (complétement connectées ou convolu-
tionnelles sans ReLU), nous constatons que la somme de toutes les régions est exactement
la méme que les résultats obtenus avec I’entrée originale utilisant les formes affines (un seul
bloc). Grace a cette méthode, il est possible d’évaluer la résistance des réseaux de neurones
a ces perturbations tout en préservant leur évolutivité et leur précision.

8.5.1 Principe de bruit par bloc

Dans cette section, nous présentons notre méthode de bruit par bloc de maniére détaillée
et expliquons la procédure de calcul associée. Pour illustrer notre approche, nous utilisons
un exemple concret donné dans la figure 8.6, ou nous appliquons notre méthode de bruit
par bloc a une matrice 2 X 2 de transformations affines. Par exemple, o9 = 2 4 ;. De

X W b
1 0 2 1 -1
1| -1 0| 1 0

(a) Entrées données a une couche entierement connec-

tée.

(b) La premiére opération de la couche entiérement
connectée.

(c) La deuxiéme opération de la couche entiérement
connectée.

Figure 8.6: Opérations de la couche entiérement connectée.

plus, nous employons une matrice de poids W de taille 2 x 4 ainsi qu'un vecteur de biais b.
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Cette technique est spécifiquement congue pour I’évaluation des réseaux de neurones. Le
bruit est incorporé a I'entrée x, tandis que I et b représentent respectivement les poids et
le biais du réseau de neurones, contenant des coefficients scalaires.

on veut calculer des couches entiérement connectées définies comme ceciy; =y .| Wi;.z;+
b;. Pour notre exemple, nous avons :

Y =T+e1 — 263+ 264, Yo =34¢c1 — 29+ 2¢4. (8.23)

Bloc 1 Bloc 2

Figure 8.9: La divison de x en 2 blocs.

Pour des raisons d’efficacité, nous souhaitons utiliser notre méthode de bruit par bloc
a 'intérieur de x. Ainsi, nous divisons = en deux blocs. Par exemple, pour le bloc 1, nous
ajoutons des symboles de bruit non nuls dans la partie rouge et des symboles de bruit nuls
dans la partie bleu. A I'inverse, pour le bloc 2, nous introduisons des symboles de bruit
dans les parties rouges et laissons les parties bleues sans bruit. Ensuite, nous calculons les
couches entiérement connectées pour les blocs 1 et 2. Pour le bloc 1, nous avons :

bn =74 &1 — 253, b12 =3+ €1, (8.24)

et pour le bloc 2, nous avons

bor = T4 2e4, bog =3 — 269 + 2¢4. (8.25)
Nous obtenons que
bi1 +byy =144y —2e3+2e4, =1y — 7, (8.26)
et
bio + boy =6+ €1 — 269 4+ 264 = yo — 3. (8.27)

Les constantes 7 et 3 soustraites de y; et y, sont présentes en raison de ’addition redondante
des biais dans la formule et doivent étre exclues.

De cette maniere, nous réduisons le temps d’exécution et la mémoire nécessaire pour
calculer une couche entiérement connectée sans perte de précision. On note que cette ap-
proche est également valable pour d’autres types de couches, en particulier les couches
convolutions.
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8.5.2 Fonction d’activation

Les formes affines constituent une approche efficace pour la vérification des réseaux de
neurones, car elles sont rapides et exactes pour les transformations affines [106]. Toute-
fois, lorsqu’il s’agit de modéliser des fonctions d’activation non linéaires telles que Relu,
I’abstraction du zonotope [27] n’est pas exacte. Par conséquent, une technique d’approximation
[38, 62] qui crée un compromis entre le colit de calcul et la précision est nécessaire. Suiv-
ant 'approche développée dans [104], nous présentons dans cette section une méthode
d’approximation de Relu qui établit un équilibre entre le cotit de calcul et la précision.

Soit Z une forme affine & = o + Y ;. , 2;6; donnée a une fonction ReLU. Soit

l, =z + Z|xz| x —1 et u, =x0+ Z|xz| x 1 (8.28)
i=1

i=1
les bornes inférieure et supérieure respectivement, pour 'entrée 2. Le transformateur ab-
strait de la fonction d’activation ReLU est donné par :

T pour I >0 ,
ReLU(z) =140 pour u, <0 ,
Az + v + ve sinon .
ou
A=t e I/:M (8.29)
Uy — g 2

représentent respectivement le minimum de I'aire du parallélogramme dans le plan zy et
le centre du zonotope dans I’axe vertical.

8.5.3 Résultats expérimentaux

Dans cette section, nous présentons certains résultats expérimentaux obtenus en utilisant
cinq réseaux de neurones entrainés. Tous ces réseaux sont des classificateurs. Ils sont
décrits dans le tableau 8.2. La premiére colonne du tableau indique le modéle et son entrée,
la deuxiéme colonne le nombre de couches, la troisiéme colonne le nombre de neurones et
la quatrieme colonne le nombre de parametres.

Nous utilisons les trois ensembles de données les plus couramment utilisés pour nos
expériences: MNIST, Fashion-MNIST [33] et CIFAR-10 [1]. Nous avons entrainés deux types
de réseaux de neurones: les réseaux entierement connectés et les réseaux convolutionnels.

La figure 8.3 montre les résultats de notre mesure du temps nécessaire a ’exécution de
chaque réseau de neurones avec différents nombres de blocs.

Nous remarquons que pour tous nos réseaux entierement connectés, utilisant différents
types de données (MNIST, Fashion-MNIST et CIFAR), le temps d’exécution diminue con-
sidérablement lorsque le nombre de blocs augmente. Par exemple, dans le cas d’un réseau
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Modele entrée | couches | Neurones | Parametres
FashionMNIST

CNN | (28 x 28) 7 266 431,242

FC | (28 x 28) 6 970 575,050
CIFAR

CNN | (32 x 32) 9 522 443,882
MNIST

CNN | (28 x 28) 9 202 157,258

FC | (28 x 28) 5 234 111, 146

Table 8.2: Configurations des modeles utilisées dans nos expériences.

Modéle entrée 1 bloc 4 bloc 8 bloc

FashionMNIST

CNN | (28 x 28) | 1h 35 min 1h6émin | 1h15min

FC | (28 x28) | 3h37min | 1h35min | 1h25min

CIFAR

CNN | (32x32) | 5h33min | 4h10min | 4 h 27 min

MNIST

CNN | (28 x28) | 1h33min | 1h12min | 1h 28 min

FC | (28 x 28) 18 min 8 min 7 min

Table 8.3: Temps d’exécution comparés entre réseaux entierement connectés et convolu-
tionnels a différentes profondeurs.

entiérement connecté utilisant le jeu de données Fashion-MNIST, les temps d’exécution
sont les suivants: 3 h 37 min, 1 h 35 min and 1 h 25 min min pour des blocs de 1, 4 et 8, re-
spectivement. Il est démontré que lorsque nous utilisons notre méthode de bruits par blocs
avec 4 bloc, le temps d’exécution est approximativement divisé par deux.

Nous pouvons observer que dans le cas des réseaux convolutionnels, les temps d’exécution
diminuent au fur et a mesure que le nombre de blocs d’entrée augmente, mais ils com-
mencent a augmenter dés que le nombre de blocs d’entrée dépasse 4. Par exemple, pour
le CNN qui utilise le jeu de données Fashion-MNIST, les temps d’exécution sont les suiv-
ants: 1 h 35 min, 1 h 6 min and 1 h 15 min min pour des blocs de 1, 4 et 8, respectivement.
Cela peut s’expliquer par le fait que, lorsque le nombre de blocs augmente, les chevauche-
ments entre les blocs deviennent plus fréquents, ce qui entraine des calculs redondants. En
d’autres termes, les opérations de convolution sont répétées pour les pixels qui sont com-
muns a différents blocs, ce qui entraine une augmentation du temps d’exécution par rapport
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Autres Paramétres

By

Forme

Affine
Standard

Approche
Mixte

Affine

Compressée

!

Resultats

Figure 8.10: L’architecture de notre outil NNaff.

aux couches entiérement connectées.

8.6 L’outil NNAFF

Dans cette section nous décrivons notre outil NNAFF pour la vérification des réseaux de
neurones. Ce dernier est implémenté en python. Un apercu de son architecture est donné
dans la figure 8.10. Elle est définie comme suit :

Paramétres

Les parametres utilisés dans notre outil sont les suivants

« Modéle : renvoie a un fichier portant ’extension .h5, qui représente les parameétres
de notre réseau de neurones entrainé (poids, biais, fonctions d’activation, etc.).

« Entrée: unfichier avec ’extension .pkl contenant les valeurs de pixels de nos entrées,
ainsi que leur taille. Par défaut, nous considérons les images en niveaux de gris et
normalisons les valeurs des pixels entre 0 et 1.

« Autres parametres : représentent les parametres que nous utiliserons dans les ap-
proches affines standard, affines compressées et de bruits par blocs. Les principaux
parameétres sont les suivants :
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1. «: lintensité du bruit, représente le niveau de bruit associé a chaque pixel,

[\

. B : le facteur de compression, représente le nombre de symboles de bruit que
nous souhaitons fusionner,

3. 7v:lenombre de blocs, représente le nombre de blocs par lesquels nous souhaitons
diviser notre entrée.

Modules

NNaftf est composé de plusieurs modules, chacun implémentant différentes approches que
nous avons développées : les formes affines standard, les formes affines compressées et le
bruit par blocs.

« Affine standard : implémente la propagation avant et arriere du modéle en utilisant
des formes affines standard.

« Affine compressée : implémente la propagation vers 'avant et vers 'arriére du
modeéle a I'aide de formes affines compressées.

+ Bruit par bloc : implémente la propagation vers '’avant et vers I’arriére du modele
en utilisant ’approche du bruit par bloc.

« Approche mixte : implémente la propagation vers ’avant et vers ’arriere du modéle
al’aide d’'une approche mixte, combinant les méthodes de affine compressées et bruit
par blocs.

8.6.1 L’utilisation de 'outil

Dans cette section, nous allons montrer comment notre outil, NNaff, est utilisé. La com-
mande d’exécution est la suivante :

./nnaff --model_path ’./file.h5’ --data_path ’./file.pkl’ --noise «

Ici, model_path représente le réseau de neurone que nous souhaitons analyser, data_path
représente I'image que nous allons utiliser dans I’analyse et noise représente la valeur de
bruit associée a chaque pixel. Par exemple, si nous voulons ajouter 0, 04 de bruit a chaque
pixel, il nous suffit de définir « = 0, 04. En exécutant la commande ci-dessus, on obtient
une analyse du modéele a I’aide de formes affines standard.

Si nous souhaitions utiliser ’approche forme affine compressée, il suffit d’ajouter le
parametre —factor_comp a la commande précédente :

./nnaff --model_path ’./file.h5’ --data_path ’./file.pkl’\ --noise «
--factor_comp S
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Le parametre factor_compressed représente le facteur de compression appliqué aux sym-
boles de bruit dans I’approche de forme affine compressée. Il indique combien de symboles
de bruit sont combinés ensemble pour réduire la complexité de calcule tout en préservant
la précision de I’analyse du modele.

Pour appliquer ’approche de bruit par bloc, il suffisait simplement inclure le parametre

-block :

./nnaff --model_path ’./file.h5’ --data_path ’./file.pkl’ \-- noise«
--bloc v

Ici, block fait référence au nombre de blocs dans lesquels nous divisons notre entrée (par
exemple, 4, 8, etc.).

Si nous voulons combiner les deux méthodes, c’est-a-dire la forme affine compressée
et le bruit par bloc, nous devons mentionner simultanément ces deux parametres bloc et
factor_comp dans la ligne de commande :

./nnaff --model_path ’./file.h5’ --data_path ’./file.pkl’ \--noise «
--factor_comp 8 --bloc vy

Il convient de noter que notre outil prend en charge les couches dense, flatten, conv2d et
maxpool. En ce qui concerne les fonctions d’activation, il ne considére que la fonction
ReLU. L’utilisateur a la liberté de choisir la méthode qui lui convient. La section suivante
présente les avantages et les inconvénients de chaque méthode lorsqu’elles sont appliquées
a différents modeles.

8.6.2 Résultats expérimentaux

Dans cette section, nous allons évaluer les performances de NNaff sur différents types de
réseaux de neurones entrainés. L’architecture de ces différents modéles est donnée dans le
tableau 8.4.

La premiére colonne du tableau 8.4 indique les ensembles de données, la deuxiéme
colonne indique le nom du modele, la troisiéme colonne indique le type de modeéle, la qua-
triéme colonne indique le nombre de couches et la derniére colonne indique le nombre de
parametres.

Notez que nous travaillons avec des images de taille (28 x 28 x 1) extraites de I’ensemble
de données MNIST, Fashion MNIST [33] et des images de taille (32 x 32 x 1) extraites de
I’ensemble de données CIFAR [1].

Pour 'approche sur forme affine compressée, nous avons décidé de regrouper les sym-
boles de bruit par 2 (8 = 2) et pour ’approche du bruit par blocs, nous divisons les images
par 4 (v = 4). Dans le cas de 'approche mixte, nous optons pour une combinaison ou (/3 =

2) et (v = 4).
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Dataset Modeles Types Couches Paramétres
MNIST Conv1l convolutional 11 136, 906
Fc1  fully connected 8 593322

FASHION_MNIST Conv2 convolutional 7 431,242
Fc2  fully connected 6 575,050

CIFAR 10 LeNet convolutional 8 44,426
AlexNet convolutional 12 2,910, 730

Vgg16 convolutional 18 30,613,572

Table 8.4: Architectures de réseaux de neurones utilisées pour évaluer la performance de
NNaff.

Dans notre analyse des résultats, nous observons une amélioration significative des
temps d’exécution pour différents types de réseaux de neurones. En particulier, dans le
cas des réseaux de neurones entiérement connectés, le temps d’exécution est fortement di-
visé par 2. Par exemple, pour le modeéle FC2 avec Fashion MNIST, les temps d’exécution
sont les suivants: 1 h, 45 min, 35 min, 49 h et 22 min pour les approches affine standard,
affine compressée, bruit par bloc et mixte, ce qui est particulierement remarquable.

En outre, pour les réseaux de neurones convolutionnels (CNN), nous constatons égale-
ment une amélioration en termes de temps d’exécution, ce qui nous permet d’analyser de
grands réseaux de neurones tels que VGG16 et AlexNet, qui ne pouvaient méme pas étre
analysés a I’aide d’approche affine standard sur la méme machine. Par exemple, pour le
modéle AlexNet, les temps d’exécution sont les suivants: 34 h, 2 jours, et 32 h pour les
approches affine compressée, bruit par bloc et mixte. Il est a noter qu’en raison du temps
d’exécution prolongé, nous ne sommes pas en mesure d’effectuer une analyse a I’aide de
I’approche affine standard.

En procédant a une analyse plus détaillée et en comparant les quatre techniques disponib-
les utilisées dans cette étude, il apparait clairement que parmi les quatre, I'approche mixte
est beaucoup plus rapide, en particulier lorsqu’il s’agit de grands réseaux de neurones
comme VGG16, que méme 'approche affine compressée ne parvient pas a analyser. Nous
pouvons conclure que I'approche mixte offre un équilibre entre la précision et le temps
d’exécution, ce qui en fait une solution efficace dans certaines situations.
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Mnist
Modeles Affine Compressée Bruit par bloc  Mixte
Convl 52 min 34 min 49min 28 min
Fcl 1 h 50 min 38 min 53 min 24 min
Fashion Mnist
Modeles Affine Compressée Bruit par bloc  Mixte
Conv2 47 min 22 min 35min 20 min
Fc2 1 h45 min 35 min 49min 22 min
Cifar
Modelés Affine Compressée Bruit par bloc  Mixte
LeNet 32 min 10 min 16 min 9 min
AlexNet X 34h 2jours 12 h 32h
Vggl6 X X 20 jours  9jours

Table 8.5: Temps d’exécution de différents modeéles.

8.7 Conclusion

Les travaux présentés dans cette thése ont abordé le probléme de la vérification des réseaux
de neurones profonds (DNN) a I’aide de 'arithmétique affine. Les formes affines sont large-
ment utilisées dans ce domaine car elles permettent d’obtenir des résultats plus précis en
capturant les relations linéaires entre les variables, réduisant ainsi les sur-approximations.
Cependant, leur principal inconvénient réside dans leur forte consommation de temps et de
mémoire, ce qui complique la vérification de réseaux de grande taille. Pour surmonter ces
limitations, nous avons proposé deux approches pour vérifier les réseaux de neurones pro-
fonds, appelées formes affines compressée et bruit par blocs. Les deux approches reposent
sur les mémes principes que les formes affines standard, mais integrent des mécanismes
visant a réduire le nombre de symboles de bruit, ce qui constitue un défi majeur dans la
vérification des grands réseaux de neurones avec les formes affines standard.

L’idée principale derriere les formes affines compressées est de regrouper plusieurs sym-
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boles de bruit en un seul symbole de bruit de maniére a garantir la validité des calculs. Les
formes affines compressées, étant une abstraction des formes affines standard, sont donc
moins précises. Cependant, en utilisant moins de symboles de bruit, les calculs sont signi-
ficativement plus rapides et consomment moins de mémoire que les formes affines standard.
Les expériences menées sur des réseaux de neurones ont montré que notre approche affine
compressée est plus rapide et consomme moins de mémoire comparant au formes affines
standard. En d’autres termes, les formes affines compressées représentent un compromis
entre la précision d’une part et le temps d’exécution ainsi que la consommation de mémoire
d’autre part.

Notre deuxiéme approche, le bruit par blocs, consiste a ajouter des symboles de bruit
non nuls uniquement dans une région définie d’'une image. Intuitivement, nous avons divisé
notre entrée en n blocs. Ensuite, nous ajoutons des symboles de bruit non nuls uniquement
dans une région de chaque bloc, tout en laissant toutes les autres régions avec des symboles
de bruit nuls. Nous répétons cette technique pour tous les blocs de notre entrée. Une fois
le calcul terminé, nous constatons que la somme de tous les blocs correspond exactement
aux résultats produits par 'entrée originale avec les formes affines standard. Le principal
avantage de cette approche est que les calculs sont considérablement plus rapides par rap-
port aux formes affines standard. En moyenne, le temps d’exécution est réduit de 50% dans
la majorité des cas. De plus, le bruit par blocs parallélisé a également été mis en ceuvre, et
les résultats montrent qu’il peut accélérer le calcul de 3,1 a 4 fois.

L’ensemble de ces méthodes a été intégré dans un outil nommé NNaff, développé en
Python. NNaff prend en entrée des réseaux de neurones et retourne le temps d’exécution
nécessaire pour analyser ces réseaux en utilisant une méthode spécifique (affine compressée,
bruit par bloc ou mixte). Un point clé de nos résultats est que, grace a NNaff, nous sommes
désormais capables d’analyser des réseaux de neurones a grande échelle tels qu’AlexNet
[64], VGG16 [86] et ResNet [48], qui possédent des millions de parameétres. Les méthodes
traditionnelles basées sur les formes affines standard ne peuvent pas gérer de tels réseaux
en raison de I'augmentation exponentielle du nombre de parametres.

De nombreuses perspectives peuvent étre envisagées pour ces travaux, nous détaillons
ci-dessous quelques-unes.

Formes affines compressée améliorées

Notre méthode actuelle pour les formes affines compressées consiste a fusionner k symboles
de bruit consécutifs d’'une méme ligne en un seul nouveau symbole. Dans une perspective
d’analyse, il serait bénéfique d’explorer d’autres stratégies de regroupement.

 Nous pourrions commencer par fusionner les plus petits symboles de bruit. En pra-
tique, cette méthode consiste a identifier les symboles de bruit dont les coefficients
sont inférieurs a un certain seuil, puis a fusionner tous ces symboles de bruit en un
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nouveau symbole. De cette maniére, nous pouvons minimiser 'impact sur la préci-
sion et réduire le risque de sur-approximation. Cependant, nous devons faire atten-
tion au choix du seuil car si nous regroupons trop de symboles de bruit, nous risquons
de perdre en précision, tandis que si nous en regroupons trop peu, nous risquons de
ne pas obtenir de gain de performance. Par conséquent, nous devrions trouver un
moyen de déterminer le seuil optimal. Une idée serait de commencer avec une valeur
de seuil tres élevée. Si, en raison de la sur-approximation, des fausses alertes survi-
ennent, nous pourrons alors diminuer la valeur du seuil. Evidemment, ce processus
peut étre appliqué de maniére répétée jusqu’a ce que nous trouvions le seuil optimal.
Nous pouvons utiliser des techniques telles qu’'un algorithme de bissection, similaire
a ce qui est fait dans la bissection d’intervalles.

En expérimentant différentes stratégies de fusion des symboles de bruit, nous espérons
améliorer I'efficacité et la précision de nos formes affines compressées.

Scalabilité : Extension aux réseaux plus complexes et aux autres fonctions d’activat-
ion

En ce qui concerne la scalabilité, notre approche actuelle se concentre sur les fonctions
d’activation ReLU et utilise principalement des couches convolutionnelles et entierement
connectées. Pour relever le défi de la scalabilité, nous proposons au moins deux directions
pour les travaux futurs.

La premiere direction consiste a étendre les types de fonctions d’activation utilisées dans
notre analyse. En incorporant d’autres types de fonctions d’activation telles que sigmozd,
tanh et softmax et en explorant les transformations abstraites pour ces fonctions, cela
nous permettrait d’élargir notre compréhension de I’applicabilité de nos approches. Dans la
méme idée, nous prévoyons d’étendre notre analyse au-dela des couches convolutionnelles
et entierement connectées pour inclure d’autres types de couches, telles que les couches
de normalisation et les couches résiduelles. Cette extension améliorera la scalabilité de
notre outil, lui permettant de gérer des modeles plus complexes, y compris ceux similaires
a GPT-4 [2] et PaLM [23].

La deuxiéme direction se concentre sur I'extension des types de réseaux de neurones
analysés. Notre travail actuel se concentre principalement sur les réseaux convolution-
nels, mais il serait intéressant d’explorer d’autres types de réseaux de neurones, tels que
les réseaux de neurones récurrents (RNN) [75, 98]. Comme ils sont de plus en plus utilisés
dans diverses taches, telles que le traitement du langage naturel, il serait pertinent d’étudier
comment nos méthodes se comportent dans de tels modeéles.

En abordant ces aspects, nous visons a améliorer la capacité de NNaff a analyser une
grande variété de réseaux de neurones.
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Parallélisation et utilisation des GPU

De nos jours, les outils de calcul pour valider rigoureusement les performances des modéles
de réseaux de neurones a grande échelle ont considérablement progressé. Les solveurs
les plus efficaces utilisent des accélérateurs GPU hautement spécialisés. Ces outils sont
essentiels pour le déploiement réussi des réseaux de neurones profonds dans les systémes
critiques pour la sécurité.

Dans notre travail actuel, le bruit par blocs utilise la parallélisation CPU en répartis-
sant le calcul de chaque bloc sur différents processeurs. Pour améliorer encore les per-
formances, nous cherchons a personnaliser 1’algorithme avec une gestion explicite de la
mémoire afin de paralléliser efficacement nos approches (bruit par blocs, affine compressée
et mixte) sur les GPU. Cela pourrait entrainer des améliorations significatives des temps
d’exécution puisque nous savons que 'utilisation des GPU peut fournir plus de puissance
de calcul que les CPU.

De plus, nous prévoyons d’explorer la combinaison de deux méthodes de parallélisa-
tion: le parallélisme de modeéle [58, 101] et le parallélisme de données [70]. Nous pouvons
nous appuyer sur des bibliotheques GPU existantes telles que cuDNN [21] développée par
NVIDIA, qui offre des implémentations hautement optimisées des opérations de réseaux
de neurones. Cette approche de double parallélisation pourrait encore réduire les frais
généraux de calcul et améliorer I'efficacité de notre outil.

A la fin de cette thése, nous croyons que notre outil NNaff constitue une étape promet-
teuse pour relever le défi de la vérification des réseaux de neurones en termes de scalabilité
et de précision. Il ouvre de nombreuses perspectives de recherche pour son amélioration et
son application futures.
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Abstract

Affine forms, which are an extension of interval arithmetic, have been successfully used to
assess the robustness of neural networks as well as to explain their decisions. They are well-
suited to this application domain since they capture affine relations between variables and
since neural networks mostly perform affine computations. However, a drawback is that
affine forms are time and memory consuming, making the verification of industrial-size
neural network difficult or impossible. In this thesis, we introduce two new approaches to
overcome these limitations. Affine compressed, merged serval noise symbols into a single
noise symbol in a way that ensures the soundness of the computations. Block-wise nois-
ing simulates real-world situations in which particular portions of an image are disrupted
by inserting non-zero noise symbols only inside a given section of the image. Using this
methods, it is possible to assess neural networks resilience to these disturbances while pre-
serving scalability and accuracy. Both methods have been implemented in a tool named,
NNAFF. The experimental results have demonstrated the effectiveness of these methods,
striking a balance between precision and execution time.

Keywords: Artificial Intelligence, Static Analysis, Abstract Interpretaion, Scalability, Anal-
ysis Time Optimization,

Résumé

Les formes affines, qui sont une extension de I’arithmétique des intervalles, ont été util-
isées avec succes pour évaluer la robustesse des réseaux de neurones et expliquer leurs
décisions. Elles sont bien adaptées a ce domaine car elles capturent les relations linéaires
entre les variables étant donné que les réseaux de neurones effectuent en majorité des cal-
culs affines. Cependant, un inconvénient majeur de ces formes utilisées dans le contexte des
réseaux de neurones, c’est qu’elles consomment beaucoup de temps et de mémoire, ce qui
rend la vérification des réseaux de taille industrielle difficile voire impossible. Dans cette
these, nous introduisons deux nouvelles approches pour surmonter ces limitations: affine
compressée, qui fusionne plusieurs symboles de bruit en un seul tout en garantissant la
solidité des calculs. Le bruit par bloc, qui simule des situations réelles ou des parties partic-
uliéres d’une image sont perturbées en insérant des symboles de bruit non nuls uniquement
dans une section donnée de I'image. Ces méthodes permettent d’évaluer la résilience des
réseaux de neurones a ces perturbations tout en préservant leur évolutivité et leur précision.
Les deux méthodes ont été implémentées dans un outil nommé, NNAFF, et les résultats ex-
périmentaux ont démontré leur efficacité, trouvant un équilibre entre précision et temps
d’exécution.

Mots-clés : Intelligence Artificielle, Analyse statique, Interprétation abstraite, Scalabilité,
Optimisation du Temps d’Analyse,
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Appendix

A.1 Neural Networks Evaluated

We test with five trained networks which are described below:

Fashion-MNIST

« CNN
Input(28 x 28 x 1) — Conv(32 x 3 x 3) — Relu
— MaxPool(2 x 2) — Conv(64 x 3 x 3) — Relu — MaxPool(2 x 2) — Flatten —
Fc(256) — Relu — Fc(10)

from tensorflow import keras

# Load the MNIST dataset
i (x_train, y_train), (x_test, y_test) = keras.datasets.
fashion_mnist.load_data()

s|# Preprocess the data

7|Xx_train = x_train.reshape((x_train.shape[0], 28, 28, 1))
s|X_train = x_train.astype(’float32’) / 255.0

o|y_train = keras.utils.to_categorical(y_train)

i1|# Define the model architecture

zlmodel = keras.Sequential ([

13 keras.layers.Conv2D(32, (3, 3), activation=’relu’,
input_shape=(28, 28, 1)),

14 keras.layers.MaxPooling2D((2, 2)),

15 keras.layers.Conv2D(64, (3, 3), activation='relu’),
16 keras.layers.MaxPooling2D((2, 2)),

17 keras.layers.Flatten(),

18 keras.layers.Dense(256, activation=’relu’),

19 keras.layers.Dense(10, activation=’softmax’),

2 1)

21imodel . summary ()

s|# Compile the model
x|model.compile(optimizer="adam’,

25 loss=’"categorical_crossentropy’,
2 metrics=[’accuracy’])

»s|# Train the model

model.fit(x_train, y_train, epochs=5)

# Save the model weights and biases to an HDF5 file
siimodel.save(’nn_conv_fashion.h5”)

N}

Listing 1: TensorFlow code for CNN on Fashion MNIST

« FC
Input(28 x 28 x 1) — Flatten — Fc(512) — Relu — Fc(256) — Relu — Fc(128) —
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Relu — Fc(64) — Relu — Fe(10) — y

from tensorflow import keras
# Load the MNIST dataset
(x_train, y_train), (x_test, y_test) = keras.datasets.

fashion_mnist.load_data()

# Preprocess the data

71X_train = x_train.reshape((x_train.shape[0], 28, 28, 1))

x_train = x_train.astype(’float32’) / 255.0
y_train = keras.utils.to_categorical(y_train)

# Define the model architecture

:model = keras.Sequential ([

keras.layers.Flatten(input_shape=(28, 28, 1)),
keras.layers.Dense(512, activation=’relu’),
keras.layers.Dense(256, activation=’relu’),
keras.layers.Dense(128, activation=’relu’),
keras.layers.Dense(64, activation=’relu’),
keras.layers.Dense(10, activation=’softmax’),

o1

»|model.summary ()

2|# Compile the model
simodel.compile(optimizer="adam’,

loss="categorical_crossentropy’,
metrics=[’accuracy’])

71# Train the model
simodel.fit(x_train, y_train, epochs=5)

# Save the model weights and biases to an HDF5 file
model.save(’nn_fc_fashion.h5’)

Listing 2: TensorFlow code for FC Model on Fashion MNIST

MNIST

CNN

Input(28 x 28 x 1) — Conv(64 x 3 x 3) — Relu — MaxPool(2 x 2) — Conv(64 x 3 x 3)
— Relu — MaxPool(2 x 2) — Conv(64 x 3 x 3) — Relu — Flatten

— Fc(128) — Relu — Fc(64) — Relu — Fe(10) — y

from tensorflow import keras
# Load the MNIST dataset

(x_train, y_train), (x_test, y_test) = keras.datasets.mnist.
load_data()
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~

o

# Preprocess the data

71Xx_train = x_train.reshape((x_train.shape[0], 28, 28, 1))

x_train = x_train.astype(’float32’) / 255.0
y_train = keras.utils.to_categorical(y_train)

# Define the model architecture

:model = keras.Sequential ([

keras.layers.Conv2D(64, (3, 3), activation=’relu’,
input_shape=(28, 28, 1)),
keras.layers.MaxPooling2D((2, 2)),
keras.layers.Conv2D(64, (3, 3), activation=’relu’),
keras.layers.MaxPooling2D((2, 2)),
keras.layers.Conv2D(64, (3, 3), activation=’relu’),
keras.layers.Flatten(),

keras.layers.Dense(128, activation=’relu’),
keras.layers.Dense(64, activation=’relu’),
keras.layers.Dense(10, activation=’softmax’),

D

»;imodel . summary ()

s\ # Compile the model
simodel.compile(optimizer="adam’,

loss="categorical_crossentropy’,
metrics=[’accuracy’])

# Train the model
model.fit(x_train, y_train, epochs=5)

# Save the model weights and biases to an HDF5 file
model.save(’nn_conv_mnist.h5’)

Listing 3: TensorFlow code for CNN Model on MNIST

FC
Input(28 x 28 x 1) — Flatten — Fc(128) — Relu — Fc(64) — Relu — Fe(32) — Relu
— Fe(10) — y

from tensorflow import keras

# Load the MNIST dataset
(x_train, y_train), (x_test, y_test) = keras.datasets.mnist.
load_data()

;| # Preprocess the data
7lx_train = x_train.reshape((x_train.shape[0], 28, 28, 1))

x_train = x_train.astype(’float32’) / 255.0
y_train = keras.utils.to_categorical(y_train)

# Define the model architecture

:lmodel = keras.Sequential([

keras.layers.Flatten(input_shape=(28, 28, 1)),
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14 keras.layers.Dense(128, activation=’relu’),

15 keras.layers.Dense(64, activation="relu’),

16 keras.layers.Dense(32, activation=’relu’),

17 keras.layers.Dense(10, activation=’softmax’),

o 1)

v/model.summary ()

2| # Compile the model
»|model.compile(optimizer="adam’,
loss="categorical_crossentropy’,
24 metrics=[’accuracy’])

x| # Train the model
»7imodel.fit(x_train, y_train, epochs=5)

»|# Save the model weights and biases to an HDF5 file
s»|model.save(’nn_fc_mnist.h5’)

Listing 4: TensorFlow code for FC Model on MNIST

Cifar-10

« CNN
Input(32 x 32 x 1) — Conv(32 x 3 X 3) — Relu — Conv(32 x 3 x 3) — Relu
— MaxPool(2 x 2) — Conv(32 x 3 x 3) — Relu — Conv(32 x 3 x 3) — Relu —
MaxPool(2 x 2) — Flatten — Fc(512) — Relu — Fc(10) — vy

from tensorflow import keras

# Load the CIFAR-10 dataset
(x_train, y_train), (x_test, y_test) = keras.datasets.cifar10.
load_data()

i

# Preprocess the data

7lx_train = x_train.astype(’float32’) / 255.0
x_test = x_test.astype(’float32’) / 255.0
s|y_train = keras.utils.to_categorical(y_train)
y_test = keras.utils.to_categorical(y_test)
n|print (x_train.shape)

%

5| # Define the model architecture

u/model = keras.Sequential([

15 keras.layers.Conv2D(32, (3, 3), activation=’relu’,
input_shape=x_train.shape[1l:]),

16 keras.layers.Conv2D(32, (3, 3), activation=’relu’),
17 keras.layers.MaxPooling2D((2, 2)),

18 keras.layers.Dropout(0.25),

19 keras.layers.Conv2D(32, (3, 3), activation=’relu’),
20 keras.layers.Conv2D(32, (3, 3), activation=’relu’),
21 keras.layers.MaxPooling2D((2, 2)),

137




%

2 keras.layers.Dropout(0.25),

2 keras.layers.Flatten(),

24 keras.layers.Dense(512, activation="relu’),
25 keras.layers.Dropout(0.5),

2 keras.layers.Dense(10, activation=’softmax’)
1)

:simodel . summary ()

sw|# Compile model
siimodel.compile(loss=’categorical_crossentropy’, optimizer=’adam’,
metrics=[’accuracy’])

53| # Train the model
ssimodel. fit(x_train, y_train, epochs=20, batch_size=128,
validation_data=(x_test, y_test))

| # Evaluate the model on the test set
| test_loss, test_acc = model.evaluate(x_test, y_test)
s|print (’Test accuracy:’, test_acc)

o|# Save the model weights and biases to an HDF5 file
n|model.save(’cifar.h5’)

Listing 5: TensorFlow code for CNN Model on CIFAR-10

A.2 Loading and saving Images with Pickle library

In this section, we present a Python code that demonstrates how to utilize the pickle library
for saving and loading image data. The purpose of this code is to illustrate the process of
storing a dataset of images, such as those from the Fashion MNIST dataset, into a file and
then retrieving it for use within our NNaff tool.

import tensorflow as tf

:{import pickle

import os

def save_data(a):
# Load the Fashion MNIST data from the server
fashion _mnist = tf.keras.datasets.fashion mnist
(images, targets), (images_test, targets_test) = fashion_mnist.
load_data()

# Obtain only a portion of the dataset

images = images[:10000]

targets = targets[:10000]

images = images.astype(’float32’) / 255
images_test = images_test.astype(’float32’) / 255
images = images.reshape(10000, 28, 28, 1)

images = images[a]
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# Store images and their shape information in a dictionary
data = {

’image_shape’: images.shape,

’images’: images

}

# Save the data dictionary to a file using pickle
if not os.path.isfile(’data.pkl’):
with open(’data.pkl’, ’wb’) as file:
pickle.dump(data, file)

return images

# Example usage
a = 2 # Example index
save_images = save_data(a)

# Load the data from the file using pickle
with open(’data.pkl’, ’rb’) as file:
data_loaded = pickle.load(file)

Listing 6: Loading and Saving Fashion MNIST Images with pickle
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