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Symbols and Notation

This section summarizes the main symbols and notations used throughout this thesis. The
notations are consistent across all chapters.

e Regular lower-case letters (e.g., m) denote scalars.

e Bold lower-case letters (e.g., m) denote vectors.

e Bold upper-case letters (e.g., M) denote matrices.

e v(i) denotes the i-th component of the vector v.

e v(i:j) denotes a subvector of v containing components from i to j.
e M(i) denotes the i-th row of the matrix M.

e M(i: j) denotes the submatrix of M containing rows from i to j.
e I, denotes the identity matrix of order n.

e 0 denotes the all-zero matrix.

e 0,, denotes the square zero matrix of order n.

e R denotes the field of real numbers.

e C denotes the field of complex numbers.

e N denotes the set of natural numbers.

e E(-) denotes the expectation operator.

e PP denotes the probability.

e det(-) denotes the determinant of a matrix.

e tr(-) denotes the trace of a matrix.

e O(+) denotes higher-order terms neglected in an approximation.

e At denotes the sampling time.

Additionally, the following conventions and notes apply throughout the thesis.
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e Throughout this thesis, the process noise covariance matrix is denoted by Q, the
measurement noise covariance matrix by R, the output vector by y, and the output
measurement noise by w¥. These notations are adopted consistently across all chapters
to maintain clarity. However, the dimension and specific definition of each of these
quantities depend on the estimation problem addressed in the corresponding chapter.

e For any vector v, the subscript £ is used to indicate its value at time step k, denoted
as V.

e Exceptionally, in Chapter 7, an uppercase letter M, is used to denote a scalar represent-
ing the yaw moment of a ground vehicle. This choice is made to remain consistent with
the notation commonly adopted in the literature on ground vehicle lateral dynamics.
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General Introduction

Context and Motivation

Modern engineering systems are becoming increasingly complex and interconnected, integrat-
ing sensing, computation, control, and communication to achieve advanced functionalities
and efficiencies. Systems such as aerial robots and ground vehicles rely on actuator com-
mands, such as motor inputs, and sensor measurements, such as Inertial Measurement Units
(IMU), magnetometers, and Global Positioning Systems (GPS), for both control and state
estimation. Those actuator commands and sensor measurements are the input and output of
the system. They can be exposed to unknown physical components, missing or unavailable
information, or even deliberately injected false data. Such unknown input may result from
technical faults, physical phenomena, or external attacks.

Real-world incidents in which these malicious or unknown components can have a devastating
impact have been reported. In 2008, a 1.4 billion USD aircraft crashed on take-off due
to moisture in the air data sensors, which caused incorrect airspeed readings, where the
moisture effectively acted as an unknown input to the sensors [37]. In 2009, false data from
the speed sensors caused Air France Flight 447 to plunge into the Atlantic Ocean, killing all
228 people aboard [170]. In 2013, hackers disrupted communication between autonomous
shuttles, causing a collision and extensive traffic delays [62]. In 2014, attackers remotely
opened circuit breakers in a regional power grid, causing a power cut that left thousands of
people without electricity [78]. In 2015, attackers crashed a Jeep Cherokee from ten miles
away, demonstrating how injected false commands can override vehicle control systems [172].
In 2016, a team of hackers remotely controlled a Tesla Model S from twelve miles away,
manipulating its brakes and steering [169]. Between 2023 and 2024, GPS spoofing incidents
have caused significant disruptions to both civilian and military navigation systems. In
the Baltic Sea region, over 46,000 flights experienced GPS spoofing, leading to navigation
challenges and safety concerns for commercial aviation [171]. Similarly, in parts of the Middle
East, widespread GPS spoofing affected users, with navigation applications misplacing their
locations by hundreds of kilometers [8].

These events highlight the importance of secure and reliable operation, particularly in safety-
critical applications where failures can lead to severe consequences. They also reveal a
fundamental challenge: many widely used estimation and control algorithms assume that
input-output signals are accurate and perturbed only by noise with known statistical prop-
erties. However, as these incidents demonstrate, such assumptions often break down in



real-world environments, where uncertainties are more complex and sometimes adversarial.
While robust control methods address certain classes of model uncertainty and bounded dis-
turbances, they may still fall short when dealing with the following two types of deviations
examined in this thesis:

e Unknown Input: This category deals with situations where sensors’” measurements
and control commands are affected by unknown components. These can include: Un-
modeled forces or disturbances acting on the system, unavailable or unreliable sensor
measurements, internal system faults or parameter uncertainties.

e Cyber-Physical Attacks: This category involves deliberate actions by malicious
adversaries targeting the system’s sensors, actuators, or communication networks.

The main difference between an unknown input and a cyber-physical attack is that the
latter is a deliberate action by an attacker. Although originating from different sources,
both unknown input and cyber-physical attacks pose a similar fundamental challenge for
state estimation and control algorithms: the estimator and controller process signals that
are assumed to be correct, while in reality, they may contain unknown or incorrect terms.
Addressing these challenges is essential for the safe operation of modern and interconnected
systems.

Scope of this Thesis

Navigation systems, including ground and aerial vehicles, represent a particularly critical
domain where failures due to unknown input or cyber-physical attacks are unacceptable.
Incidents (mentioned earlier in this introduction) involving aircraft navigation errors [170]
and ground vehicle intrusions [172] highlight the severity of such vulnerabilities, demon-
strating the potential risks to property, mission success, and human lives. For this reason,
this thesis concentrates its scope on developing security solutions specifically tailored to
navigation-related applications.

In navigation systems, estimation of the attitude, or orientation, of a rigid body is essential.
Reliable attitude estimation is crucial for stability, control, sensor data integration, and
achieving overall system objectives. Incorrect or compromised attitude information can
cause significant performance degradation and lead to critical system failures. Representing
attitude mathematically is challenging because rotations have nonlinear properties and do
not behave like standard vectors. Therefore, this thesis uses the Special Orthogonal Group
SO(3) to represent rotations. The SO(3) representation avoids issues such as singularities
and non-uniqueness that occur with simpler methods. This thesis focuses on developing
secure attitude estimation on SO(3) methods capable of operating reliably when unknown
input or cyber-physical attacks are present.

In many applications, attitude estimation relies on measurements from three sensors referred
to as MARG sensors: Magnetic field, Angular Rate, and Gravity. A three-axis magnetome-
ter measures the magnetic field, a three-axis gyroscope measures the angular rate, and a
three-axis accelerometer measures the sum of the Earth’s gravitational acceleration and ex-



ternal acceleration (also referred to as linear acceleration). This thesis considers attitude
estimation on SO(3) in the presence of unknown input, which reflect real-world challenges
that degrade estimation performance and limit the reliability of navigation systems. In many
practical scenarios, sensor data are incomplete, corrupted, or partially unavailable, making
it essential to design estimators that remain reliable under such uncertainties. The work
focuses on two representative forms of unknown input that affect attitude estimation. The
first one corresponds to cases where angular rate measurements are unavailable or intention-
ally excluded, such as scenarios where the use of gyroscopes is limited due to energy, cost,
or reliability constraints. The second is the external acceleration, which is not measured
separately from Earth’s gravity. In both cases, these quantities affect the estimation per-
formance, motivating the need for reliable algorithms that account for such unknown input
while preserving the geometric structure of SO(3).

In addition to the studies on attitude estimation on SO(3) under unknown input, this thesis
addresses two security problems related to navigation applications against cyber-physical at-
tacks: one concerning secure attitude estimation on SO(3), and the other involving ground
vehicle dynamics. Furthermore, considering the security aspect, traditional defense mech-
anisms in CPS often focus on passive strategies: preventing attacks (e.g., encryption), de-
tecting them (e.g., anomaly detection), or ensuring the system can withstand some impact
(resilience). However, the security landscape can be viewed as a continuous game between
attackers and defenders [147]. As defenders develop better passive strategies, attackers con-
tinue to improve their methods to bypass them. This creates constant competition, where
the attacker always tries to stay ahead by designing attacks that are smart enough to avoid
detection and defeat the protection methods of the defender. This competition motivates
the current thesis to explore alternative and more active defense strategies. What if the
defending system could take action against the attacker, rather than simply passively re-
sisting? What would happen if this action was not detectable by the attacker? This thesis
investigates such a concept, specifically focusing on misleading an attacker who is attempt-
ing unauthorized access to the system signals. Instead of simply blocking the attacker, the
proposed strategy aims to feed them modified, seemingly correct data, causing them to build
an inaccurate understanding of the state of the system. In this case, the attacker will be-
lieve that it is achieving its objective, while in reality it is not. This false confidence may
discourage the attacker from improving its strategy, as it believes that the mission is already
successful. Although this research is motivated by the security requirements of navigation
systems, the proposed framework for active defense is formulated for general discrete-time
linear systems, suggesting its applicability beyond navigation-related applications.

This research thus aims to advance the state of the art and contribute to the development of
secure methods, with a particular focus on attitude estimation and navigation applications
that address two primary challenges that violate standard assumptions: the presence of
unknown inputs and the risk of cyber-physical attacks. The work provides specific solutions
for attitude estimation on SO(3), analyzes vulnerabilities in vehicle dynamics, and introduces
a new paradigm for active defense, collectively contributing to enhancing the security and
reliability of these critical systems.



Contributions of the Thesis

This thesis consists of two parts. Part I focuses on attitude estimation on SO(3) under un-
known input, and Part IT focuses on the security of CPS. In the following, a brief explanation
of the thesis contributions.

Part I contributions

Extensive research has focused on designing state estimation for linear and nonlinear systems
with unknown input, where no prior information about the unknown input is available.
This part of the thesis contributes to state estimation with unknown input for systems
whose state lies on SO(3), which, unlike vector spaces, has a non-Euclidean structure. The
motivation for using the SO(3) group is its structured framework for representing three-
dimensional rotations. Three cases of attitude estimation on SO(3) based on MARG sensors
under unknown input are addressed in this part, with each case solving a problem that
remains open in the existing literature. These cases are categorized as follows: (i) the
unknown input affects only the system dynamics, (ii) the unknown input affects only the
output measurements, and (iii) the unknown input affects both the dynamics and the output.
These cases are treated in Chapter 2, Chapter 3, and Chapter 4, respectively. The following
paragraphs provide further explanation of the contributions made in each of these chapters.

Chapter 2 contribution: Due to the drawbacks associated with gyroscopes, such as rel-
atively high power consumption, susceptibility to drift, and bias, extensive research has
focused on developing angular motion estimation algorithms that enable attitude estimation
without relying on a gyroscope. Chapter 2 designs two novel gyro-free attitude estimation
algorithms, relying only on measurements from an accelerometer and a magnetometer, by
considering angular velocity as an unknown input. The theoretical contribution of these two
algorithms is the design of two state estimation algorithms for SO(3) with an unknown input
affecting the system dynamics without direct feedthrough to the output, where the angular
velocity appears only in the attitude dynamic model and not in the output function.

Chapter 3 contribution: A key challenge in MARG-based attitude estimation is the as-
sumption that the acceleration is only gravity, ignoring external acceleration to satisfy the
Wahba problem. Several solutions have been proposed in the literature, often involving ad-
ditional sensors or imposing assumptions valid only under specific conditions. Chapter 3
presents a novel solution that treats external acceleration as an unknown input. The theo-
retical contribution is the design of an algorithm for state estimation on SO(3) with unknown
input that has direct feedthrough to the output, without affecting the state dynamics.

Chapter 4 contribution: For a motion involving both rotational and translational move-
ment, many applications require position and velocity estimation in addition to attitude.
To ensure full state observability, a position sensor is used alongside MARG sensors. The
external acceleration appears in the velocity kinematic equation and is multiplied by the ro-
tation matrix, meaning that for position, velocity, and attitude estimation based on MARG
and position measurements, the external acceleration affects both the dynamic model and
the output function. Chapter 4 addresses the problem of position, velocity, and attitude



estimation by treating the external acceleration as an unknown input and designing a state
estimator for systems on SO(3) xR? x R?, where the unknown input affects both the dy-
namics and the output and is multiplicatively coupled with the state on SO(3).

Part II contributions

The integration of cyber and physical components in navigation systems makes these systems
highly vulnerable to cyber-physical threats. Four main types of cyber-physical attacks have
been explored in the literature: denial of service (DoS), replay, eavesdropping attack, and
false data injection attacks (FDI).

Chapter 6 contribution: Secure state estimation under randomly occurring FDI attack
has been widely studied. However, an important gap remains: no existing work addresses
this problem when the state lies on SO(3). Chapter 6 designs a secure MARG sensor-based
attitude estimation algorithm on SO(3), specifically for scenarios where accelerometer and
magnetometer measurements are subject to randomly occurring FDI attacks.

Chapter 7 contribution: Ground vehicles represent another important application in
navigation, and their security has received significant attention. The lateral model plays
a critical role in maintaining stability and control during turns and maneuvers, making it
a key focus of research in control, estimation, and observation. However, few studies have
explored its security. One class of FDI attacks targeting system inputs is the zero dynamics
attack, where an attacker exploits the system’s invariant zeros to perform attacks that leave
no trace in the system’s outputs, making these attacks undetectable. Chapter 7 studies and
analyzes the invariant zeros of the vehicle’s lateral model and demonstrating how an attacker
can exploit these zero dynamics to perform undetectable attacks. The motivation behind
this work is not to create zero dynamics attacks but to evaluate vehicle security against them
and enhance protection measures.

Chapter 8 contribution: Eavesdropping attacks compromise confidentiality by accessing
private information. The unauthorized observer is an attacker who aims to perform re-
mote state observation based on the knowledge of the system’s model and eavesdropping on
input-output signals. Traditional approaches to defending against unauthorized observation
are similar to ones against eavesdropping attacks, which involve implementing passive de-
fense strategies such as encrypting communication channels and using firewalls. Differently,
Chapter 8 introduces the concept of active defense by misleading the unauthorized observer,
the work is motivated by this example: if an attacker attempts to steal information from
a system, but the system instead allows the attacker to steal modified data that appears
correct, the attacker may falsely believe they have successfully obtained the information.
This could discourage them from developing new methods for information theft. Our main
result provides a strategy that makes attackers believe they are successfully completing their
missions, while in fact, they are not.



Thesis organization

This thesis consists of two parts. Each part begins with an introductory chapter and includes
three contributed chapters. Finally, a general conclusion summarizes the contributions of
the thesis and outlines several perspectives for future work. Fig. 1 provides the overall
organization of the thesis. An arrow from one chapter to another indicates that reading the

first chapter is required for understanding the second.

This thesis is structured to present a coherent and, in many times, progressive development
of the proposed methods. Therefore, it is recommended to read the chapters in sequence,
from beginning to end, in order to fully understand the context and how the individual
contributions are integrated. However, some chapters may still be read independently, taking

into account the dependencies shown in Fig. 1.
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Figure 1: Thesis outline
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Part 1

Attitude Estimation on SO(3) Under
Unknown Input



Chapter 1

Introduction

This chapter identifies the research gap addressed in this part and to prepare the reader
for the three estimation problems considered in the following chapters. Section 1.1 reviews
the unknown input filtering problem for systems with states belonging to a vector space.
Section 1.2 reviews attitude estimation techniques based on MARG sensors and highlights
the importance of attitude representation on the Special Orthogonal group SO(3). These
two sections provide the necessary background to understand the research context. Based on
these reviews, Section 1.3 identifies the research gap that motivates the contributions of this
part, which is the problem of attitude estimation on SO(3) in the presence of unknown inputs.
The remaining sections, from Section 1.4 to Section 1.7, present the mathematical tools,
sensor models, and algorithmic frameworks required for the developments in the subsequent
chapters. The next three chapters each address a distinct estimation problem, all formulated
on SO(3) and involving unknown inputs.

1.1. Unknown Input Filtering

State estimation based on dynamic models and observations has long been of interest to
scientists and engineers across various domains. One particular problem in this field is the
estimation of the state in the presence of unknown input, where no prior information about
the unknown input is available, also known as the unknown input filtering (UIF) problem.
This problem finds applications in various areas, such as disturbance rejection [151], fault de-
tection [140], weather forecasting [99], and bias compensation [61]. Early solutions addressed
this problem by augmenting the state vector with the unknown input vector [61], assuming
a known model for the unknown input dynamic. Subsequently, various approaches were
developed to address the UIF problem. These include Hoo filtering, designed to maximize a
predefined estimation performance criterion [185]; moving horizon estimation, which formu-
lates the problem of state estimation in the presence of unknown input as an optimization
task by minimizing a cost function over a finite prediction horizon [142]; and sliding mode
observers, ensuring that the state converges to a predefined sliding surface while estimating
the system states in the presence of unknown input [9].
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Furthermore, extensive research has focused on designing state estimators for linear systems
with unknown input, aiming to minimize the trace of the state estimation error covariance
matrix while ensuring unbiasedness. Notably, several works have contributed to the linear
UIF problem when the unknown input affects the state dynamics without direct feedthrough
to the output, see [40, 65, 82, 99]. Extensions for linear systems with a full rank direct
feedthrough matrix have also been proposed in [41, 66, 83, 160, 183]. A unified filter for lin-
ear systems was proposed in [182, 184] with no restriction on the direct feedthrough matrix.
Researchers have made efforts to extend UIF algorithms to nonlinear systems. Inspired by
nonlinear versions of the Kalman filter: the extended Kalman filter (EKF), and the un-
scented Kalman filter (UKF), the authors in [84, 86, 87] propose two distinct approaches
for state estimation for nonlinear systems with unknown input. The first approach involves
linearizing around the current state estimate, and the second involves generating a set of
sample points, known as sigma points, and propagating them through the system dynamics.
Several other extensions have been addressed in the literature, such as [52] inspired by the
Bayesian estimation framework, [51, 53] inspired by the ensemble Kalman filter (EnKF), and
[85] inspired by the state-dependent coefficient (SDC) factorization.

1.2. Attitude Estimation

Attitude represents the orientation of a rigid body, such as a drone, spacecraft, or robotic
platform, relative to a fixed reference frame, commonly referred to as the navigation frame.
Attitude estimation is fundamental for navigation and control across various domains, in-
cluding aerospace, robotics, and autonomous systems. Since no sensors directly measure
orientation, attitude is estimated based on sensor fusion techniques that integrate mea-
surements from multiple sources [38]. A typical sensor combination for attitude estimation
includes a three-axis magnetometer, which measures the magnetic field vector in the body
frame; a three-axis gyroscope, which measures the angular velocity vector in the body frame;
and a three-axis accelerometer, which measures the acceleration vector in the body frame,
including the Earth’s gravity. Together, these sensors form the Magnetic, Angular Rate, and
Gravity (MARG) sensor.

A classical approach for attitude estimation relies on static algorithms that use two known
non-collinear reference vectors in both the body and navigation frames. This problem is
formally defined as Wahba’s problem [58]. The reference vectors typically used are the
Earth’s gravity and magnetic field, both of which are known in the navigation frame and
measured in the body frame using a three-axis accelerometer and a three-axis magnetometer,
respectively, under the assumption that the only acceleration acting on the rigid body is
the Earth’s gravity and that no magnetic disturbances are present. Well-known solutions
to Wahba’s problem include the Factored Quaternion Algorithm (FQA) [187], the Three-
Axis Attitude Determination (TRIAD) [156], and the Quaternion Estimation Algorithm
(QUEST) [156].

To enhance attitude estimation accuracy, various algorithms incorporate angular velocity
measurements in addition to acceleration and the magnetic field. Among these methods
are complementary filters [116] and Kalman-like filters, such as EKF, where attitude is
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represented using quaternions [146, 162]. One limitation of the EKF with quaternion is
that it applies an additive correction to the quaternion, which requires normalization at
each time step to preserve the unit-norm constraint. This normalization step may introduce
inaccuracies in the estimated attitude. To address this issue, the Multiplicative Kalman
Filter (MKF) [121] models the attitude error as a multiplicative correction, ensuring that the
quaternion norm is maintained without the need for additional normalization. In addition to
the normalization problem, quaternions present a structural drawback due to their double-
cover property: each physical orientation corresponds to two opposite quaternions. This
non-uniqueness can cause discontinuities in estimation and control algorithms, such as the
unwinding phenomenon [13], where unnecessary full rotations may occur to reach a target
orientation.

To overcome the limitations associated with quaternion-based approaches, several filtering
techniques have been formulated on SO(3) for attitude estimation. These include the In-
variant Kalman Filter (IEKF) [5] and UKF on Lie groups [20]. The use of SO(3) eliminates
the need for quaternion normalization and avoids the non-uniqueness problem. This makes
SO(3) an ideal choice for attitude representation in estimation and control applications [4,
5, 11, 116, 145]. A review of attitude estimation methods can be found in the survey [38].

1.3. Main problems

Despite the importance of both the unknown input filtering problem and attitude estimation
on SO(3), where SO(3) is a group and not a vector space, no existing work has formally ad-
dressed unknown input filtering within the SO(3) framework. Some studies have considered
attitude estimation on SO(3) in the presence of unknown disturbances and measurement
biases, but these approaches remain limited in scope. For instance, the work in [177] focuses
on attitude estimation under unknown dynamic disturbances. Similarly, several works [11,
69, 76, 96] have tackled the problem of angular velocity measurements affected by unknown
biases, proposing observer-based techniques to compensate for such errors. However, while
these studies provide valuable insights, they do not offer a formal framework for unknown
input filtering on SO(3).

The first part of this thesis aims to bridge this gap by developing estimation algorithms that
explicitly address the problem of unknown input in attitude estimation on SO(3). The pro-
posed methods will contribute to solving two key problems that have been well-recognized
in the literature. The first is attitude estimation without relying on gyroscopes, which is
motivated by the drawbacks of gyroscopic sensors, such as high power consumption. This
topic will be discussed in detail in Chapter 2. The second problem concerns the challenge
that accelerometers measure both Earth’s gravity and unknown external acceleration, mak-
ing it difficult to separate the two effects for accurate attitude estimation. This issue will
be addressed in Chapter 3 for attitude estimation and in Chapter 4 for position, velocity,
and attitude estimation. By tackling these problems, this part of the thesis provides a
comprehensive framework for attitude estimation on SO(3) under unknown inputs.

12



1.4. Mathematical Representations of Attitude and the
SO(3) Framework

This section presents the mathematical formulations of Euler angles and quaternions, with
an emphasis on their respective limitations, namely the singularity issue associated with
Euler angles and the non-uniqueness of quaternions, where each orientation is represented
by two equivalent quaternions. The relationship between these representations and the
rotation matrix is also established. These limitations motivate the use of SO(3) for attitude
representation. Accordingly, this section also introduces the mathematical framework of
SO(3), which is required for the estimation algorithms developed in this thesis.

Euler Angles

Euler angles provide an intuitive way to represent attitude by decomposing a three-dimensional
rotation into a sequence of three successive rotations about predefined axes. Their physical
interpretability and minimal parameter count make them widely used in many applications.
However, Euler angles suffer from a fundamental limitation known as singularity or gimbal
lock, which leads to a loss of one degree of freedom in certain configurations [161].

Relation between Euler angles and rotation matrix, and singularity problem:

A set of Euler angles [¢, 0, 1], representing roll, pitch, and yaw, respectively, describes the
three consecutive rotations. Several Euler angle conventions exist; in this thesis, the XYZ
convention is adopted, as commonly used in the literature [146]. Under this convention, the
rotation matrix R is expressed as [58, Chapter 3.3]:

R = R.(¢)R,(0)R.(¢),

where R, (¢), R, (#), and R.(¢)) denote the elementary rotation matrices, defined as:

1 0 0 cos(f) 0 sin(0)
R.(®)=| 0 cos(¢) —sin(¢) |. Ry(0) = 0 1 0 ,
0 sin(¢) cos(p) —sin(#) 0 cos(0)

cos(v)) —sin(yh) 0
R.(¥) = | sin(y)) cos(v)) 0
1

The singularity problem associated with Fuler angles can be explained by examining the
T
relation between the body-frame angular velocity vector w = (wx wy wz> and the deriva-

tives of the Euler angles é, 9, and w Following the XYZ convention, the angular velocity is
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expressed as:

Wy 0 0 1
w, | =] 0 |¥v+R) | 1 |0+R.)R,0) | 0 | ¢
w 1 0 0

w

In this formulation, w corresponds to a rotation about the z-axis, 0 corresponds to a rotation
about the y-axis, transformed by R, (v), and ¢ corresponds to a rotation about the z-axis,
transformed by R, (¢)R,(6). This shows that the angular velocity results from a combination
of the three Euler angle rates, each affected by the current orientation.

By substituting the rotation matrices, the explicit relation between the angular velocity and
the derivatives of the Euler angles is given by:

Wy 0 —siny cos 1 cos 6
wy | =10 ¢ + cos Y 0+ | sin 1 cos ¢.
W, 1 0 —sind

The singularity occurs when ¢ = £7, leading to:

Wy 0 —sinv 0
wy | =10 b+ cos 0+ 0 |¢
W, 1 0 Tl

At this configuration, the effects of ¢ and ¢ become indistinguishable, and it is no longer
possible to uniquely express these variables in terms of the angular velocity components.
This results in a loss of one degree of freedom and is referred to as singularity or gimbal lock,
which limits the use of Euler angles in applications requiring global and continuous attitude
representation.

Unit Quaternions

Quaternions provide an alternative representation of attitude by using four parameters,
avoiding the singularity problem associated with Euler angles.

Relation between quaternions and rotation matrix, and non-uniqueness problem:

The unit quaternion q is defined as:

qo
q1 qo
q= = )
42 qy
qs3
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.
where qq is the scalar part, and q, = ((h 0 q3) is the vector part. The unit quaternion

satisfies the following norm constraint:

G+ +a+q =1

The corresponding rotation matrix is given by:

R(q) = 13 + 2QO(qv)>< + Q(qv)ia

where (q,)x is the skew-symmetric matrix associated with q,:

0 —q3 Q2
(qv)X = q3 0 —q
—¢2  q 0

Expanding this equation yields the explicit form of R(q):

1-2(5+¢3) 2(1g2 — qa3)  2(1q3 + Qog2)
R(a) = | 2(qq2 +qoqs) 1—2(¢% + 3) 2(q2q3 — qoq1)

20193 — q0@2)  2(q2q3 + qoq1) 1 —2(¢} + ¢3)

A fundamental property of quaternions is that both q and —q correspond to the same
rotation matrix:

R(q) = R(—q).
This property leads to a non-uniqueness issue, as each physical orientation is represented by

two equivalent quaternions.

This redundancy can introduce discontinuities in estimation and control algorithms. A sig-
nificant consequence is the unwinding phenomenon, where the system unnecessarily performs
a full 360-degree rotation even though a shorter rotation exists to reach the desired orienta-
tion. This issue arises when feedback controllers do not properly account for the fact that
two distinct quaternions correspond to the same physical rotation, resulting in inefficient
and energy-consuming trajectories [13].

The Special Orthogonal Group SO(3)
Mathematical formulation of SO(3) and its Lie algebra so(3):

SO(3) consists of all 3 x 3 rotation matrices that preserve orientation and have a unit
determinant:

SO(3) ={ReR*® |R"TR =1, det(R) =1} .
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Each element R € SO(3) represents a rotation in three-dimensional space. SO(3) is a
manifold, meaning that the standard vector space operations do not apply. Instead, rotations
evolve on a Lie group structure [1, 158], where smooth transformations between elements are
governed by an associated Lie algebra. The Lie algebra so(3) is the tangent space of SO(3)
at the identity and consists of all skew-symmetric matrices:

50(3) = {(§)« e R¥F | (§)T = —(&)x}.

T
For any vector & = (51 & §3> € R3, the corresponding skew-symmetric matrix is given

by:

0 =& &
(é)x = 53 0 _51
& &0

The skew-symmetric matrix satisfies the anti-symmetry property, given by:

(fl)xfz = _(62)><£1‘ (1-4-1)

A skew-symmetric matrix is rank-deficient by construction; this can be easily shown by
computing its determinant, which is equal to zero. In the following, Lemma 1.4.1 provides
the rank property of vertically concatenated two three-by-three skew-symmetric matrices.

Lemma 1.4.1. Given two linearly independent vectors u,w € R?, the matriz (((;))XX> has

full column rank.

Proof. Let us assume that the matrix ( ((;))i ) is not a full column rank. This means that

there exists a vector f € R?\ {0} such that ((U)X ) f =0 then (u)xf = 0 and (w)«f =0,

(W) x
which give us u x f = 0 and w x f = 0, and thus both u and f are linearly dependent,
and similarly, both w and f are linearly dependent. Consequently, w and u are linearly

dependent. Therefore, the initial assumption that the matrix (((:v))i ) does not have a full-
column rank, must be false. Hence, it indeed has a full-column rank.

The exponential map:

The exponential map maps elements from the Lie algebra so0(3) to the Lie group SO(3), as
following;:

R = exp((£)x).
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The exponential map is expressed as a power series:

(€)%
|

2!

exp,,(€) =exp ((§)x) = > _

=0

Y

the normalized vector u is defined as u = ﬁ (when ||&]] # 0). To derive an explicit expression
for the exponential map, the powers of the skew-symmetric matrix of the normalized vector
are written as:

W2 =L (W=ud’—L (W= —(u..

Using these properties, the exponential map can be written as:

expale) = L+ (161~ S 4 JE ) o (L DEIE LY e

3! 5! 2! 4! 6!

The series expansions of sin(||&]|) and cos(||€||) are recognized, yielding the following expres-
sion:

£=0, expm(ﬁ) =1, (1 4 2)
sin sin 2 o
76 € RO\ {0}, exp,,(€) = I + gl (€) + 2™ (€)%
The exponential map satisfies:
eXpm(gl)il = eXpm<_£1)' (143)

The exponential map has the following first-order approximations:

exp,,(§1) = Is + (§1)« + O(H€1H2)7 e
exp,,(&1) exp,,(§2) = exp,, (51 +& + O(||£1||2> ||€2||2)) ) (1.4.5)
where O(.) denotes the higher-order terms beyond the considered approximation. Equa-

tion (1.4.5) represents the Baker-Campbell-Hausdorff (BCH) formula, which is widely used
in the design of Kalman filters on SO(3) [16, 18].

Logarithm Map: From SO(3) to so(3)
The logarithm map is the inverse of the exponential map:

0

log(R) = 53415

(R—R"), 0=cos™" <—trace<R) - 1) .

2

Error Representation on SO(3)

Let R € SO(3) be the true rotation matrix and R € SO(3) its estimate. The estimation
error on SO(3) is defined as:
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R. = R7'R € SO(3), (1.4.6)

where R, represents the relative rotation between the estimated and true attitudes. This
error can be mapped to a & € R? using the logarithm map, where the corresponding Lie
algebra element is given by:

log,,(R.) = (£)« € s0(3). (1.4.7)

Since & provides a minimal parameterization of the attitude error in R?, the error covariance
matrix is naturally defined as:

P¢ = E(¢¢7). (1.4.8)

This formulation ensures a consistent representation of uncertainty on SO(3), where the
estimation error is handled in the Lie algebra through (&), while its minimal representation
in R? allows efficient computations.

1.5. MARG Sensor and Attitude Dynamic Model

In this thesis, and in the following sensor models, we do not consider sensor biases or magnetic
field disturbances.

Three-Axis Gyroscope Model:

The three-axis gyroscope measures the angular velocity vector of the rigid body expressed
in the body frame. The considered measurement model is given by:

w" =w+w, (1.5.1)

where w™ € R? is the measured angular velocity, w € R? is the true angular velocity, and
w* € R? is the measurement noise, which is assumed to be a zero-mean white noise signal.

Three-Axis Accelerometer Model:

The three-axis accelerometer measures the total acceleration vector of the rigid body ex-
pressed in the body frame, which includes the Earth’s gravity and external acceleration.
The considered measurement model is given by:

a™ = RTg + a“! + w?, (1.5.2)

where a™ € R? is the measured acceleration, R € SO(3) is the rotation matrix, g € R?
is the gravity vector expressed in the navigation frame, a®’ € R? represents the external
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acceleration expressed in the body frame, and w® € R? is the measurement noise, which is
assumed to be a zero-mean white noise signal.

The Earth’s gravity vector is expressed in the North-East-Down (NED) frame as g =
T
<0 0 g) m/s?, with g ~ 9.81 m/s’.

Three-Axis Magnetometer Model:

The three-axis magnetometer measures the Earth’s magnetic field expressed in the body
frame, assuming the absence of magnetic disturbances. The considered measurement model
is given by:

b™ = R'm, + w’, (1.5.3)

where b™ € R3 is the measured magnetic field, R € SO(3) is the rotation matrix, m, € R3
is the Earth’s magnetic field expressed in the navigation frame, and w® € R? is the magne-
tometer noise, which is assumed to be a zero-mean white noise signal.

In this thesis, magnetometer measurements are expressed in Gauss (G) for numerical exam-
ples, as this unit is commonly used in practice.

The Earth’s magnetic field varies slowly over geographic displacement, and can be considered
locally constant. Based on the World Magnetic Model [36], the approximated value near
Grenoble, France, expressed in the NED frame, is

T
me:<0.23 0.01 ().41) G.

Attitude Dynamic Model:

The attitude of a rigid body evolves over time according to the following dynamics:

R = R(w)y, (1.5.4)
where R € SO(3) is the rotation matrix, and (w)y is the skew-symmetric matrix of the
angular velocity. This equation describes the continuous-time evolution of the attitude.
Discrete-Time Model:

To derive the discrete-time model, it is assumed that the angular velocity remains constant
during the time interval [tg,txy1], with At = txy1 — tx. The solution to the differential
equation over this interval can be obtained by integrating the dynamics using the matrix
exponential:

R(tk+1) = R(ty) exp ((wi) < At)

This update ensures that R(t;41) € SO(3), preserving the group structure under discrete
propagation. We thus obtain the discrete-time attitude dynamics:

Rk+1 = Rk eXpm(kat). (155)
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By substituting the gyroscope model (1.5.1) into the attitude dynamic model (1.5.5), the
resulting dynamic, in which angular velocity measurements serve as input, is given by:

Rii1 = Riexp,, (W' — wi)AtL). (1.5.6)

The attitude dynamic model (1.5.5) will be used in Chapter 2, where the true angular velocity
wy, is treated as an unknown input, while the attitude dynamic model (1.5.6) will be used
in the remaining chapters, where the measured angular velocity by a gyroscope wj’, is an
input to the attitude dynamics.

1.6. TRIAD Algorithm

This section presents the TRIAD algorithm, a classical solution to Wahba’s problem based
on two non-collinear vector measurements. The TRIAD method will be used as a reference
for comparison in Chapter 2, and also in the simulation setup described in Chapter 3 and
Chapter 4.

The TRIAD algorithm computes an attitude estimate based on two known reference vectors
in the navigation frame, and their corresponding measurements in the body frame. The
method constructs two orthonormal bases, one in the navigation frame and one in the body
frame, and computes the rotation matrix that aligns the two frames. In the context of
this work, the two reference vectors are the Earth’s gravity and magnetic field, measured
respectively by a three-axis accelerometer and a three-axis magnetometer. This approach
assumes the absence of external acceleration and magnetic field disturbances. Under this
assumption, the accelerometer measurement model (1.5.2) and the magnetometer measure-
ment model (1.5.3) simplify to the following forms, where the external acceleration term has
been removed from the accelerometer model (1.5.2):

a™ =R'g +w*,

b™ = R'm, + w’,

The steps of the TRIAD algorithm are summarized in Algorithm 1.

1.7. Invariant Extended Kalman Filter (IEKF) on SO(3)

This section presents IEKF on SO(3) for attitude estimation using MARG sensors, under
the assumption of no external acceleration.

Dynamic Model and Output Function:

The discrete-time attitude dynamics and sensor output model are first recalled. The at-
titude dynamic model (1.5.6), along with the corresponding output consisting of the ac-
celerometer measurements (1.5.2) (neglecting external acceleration) and the magnetometer
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Algorithm 1 TRIAD Algorithm

Inputs: Reference vectors in navigation frame: g, m.;
Corresponding measurements in body frame: a™, b™

> Construct TRIAD bases in navigation frame:

1: x, = -2

" el
. . _XnXIMe
2 Yn = x|

3 Zp = Xp X Yp
> Construct TRIAD bases in body frame:

. — _am
4 Xy =

. _ xpxb™
5 ¥b = Tyxbm]

6: Zp = Xp XYy
> Form rotation matrix estimate:
T Rn = (Xn Yn Zn)

8: Ry = (x) b 2)
9 R=R,R’

10: return f{

measurements (1.5.3), are briefly recalled below:

Rk+1 = Rk €XDPy, (kat) s (171)

where Ry, € SO(3) denotes the rotation matrix at time step k, and w; € R? is the true
angular velocity. The output measurement function h(-) and the measurement noise wj are
defined as:

RTg W

h(R) = e I (1.7.3)

R'm, wh
where g is the Earth’s gravity vector, m, is the Earth’s magnetic field, w{ is the accelerometer
measurement noise, and w? is the magnetometer measurement noise. The process noise w¥
and the output measurement noise wj are assumed to be uncorrelated and to have positive
definite covariance matrices Q, and Ry, respectively.

Jacobian of the Output Function:

The Jacobian of the function h(-) is derived in the following lemma. This result will be
used throughout the remainder of the first part of this thesis, as the Jacobian is required in
subsequent chapters.

Lemma 1.7.1. Let R € SO(3) and € € R3. The following relation holds:

oh <Rk|k71 eXp,, (5)) B ( RTg >><

o £=0 : < RTme )X

(1.7.4)
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Proof. For a general element R € SO(3) and a general perturbation € € R3, we compute:

h(Resp(€)) —n(r)— | FOPEVE ) [ Rie )
(Rexp(§)) 'm, R'm,
[ (=R’ | [ R'g |
exp(—&)R 'm, R'm,
[ -6 -L)RTe

(exp(—§) —I3)R m,

Applying the first-order approximation (1.4.4), where £ is close to zero, and the prop-
erty (1.4.1) consequently gives:

_ XRT
hRep(©) -h®) - [ E ) o),
_(g)XRTme
R'g).
S B el o,
(R"'m,),
-
Therefore, the Jacobian is (R7e) : [ |
(R"m,),

IEKF on SO(3):

The IEKF on SO(3), used for attitude estimation based on MARG sensors, is presented
in [5]. The inputs of the IEKF-SO(3) algorithm are the previously estimated attitude and
its associated estimation error covariance matrix. The algorithm provides, as outputs, the
estimated attitude along with the corresponding estimation error covariance matrix. Algo-
rithm 2 presents the detailed steps of the recursive filter IEKF-SO(3).

The filter consists of two main stages: prediction and correction. In the prediction step,
the attitude is propagated using the exponential map with the measured angular velocity
w}' ;. In the correction step, the innovation is computed using the difference between the
measured output y; and the expected output h(lsuk‘k_l). The Jacobian H;, is constructed
based on the predicted attitude and the known reference vectors. The Kalman gain Kj is
then computed, and the attitude estimate is corrected using a right multiplication with the
exponential of the correction term. The updated covariance is obtained using the standard
Kalman update formula. The filter ensures that the attitude estimates remain on SO(3) at
every step through the use of group operations based on the exponential map.
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Algorithm 2 TEKF-SO(3)

R £ — (=
Inputs: Ry, P}, W', yr = (b}j)
> Prediction:
1: Rk|k71 = Ry exp,, (WZ”AAt)
3 _ pé
22 Py, =P, + At*Qyy

> Correction:

(RY,_,2)«

(Rakqme)x

4 Ry = HyPy,_ HI + Ry,

5: Ky, = Pim_lﬂfﬁil

6: Ry = Rypp1 exp,, (Kk <Yk - h<Rk|kz—1)>>
7. PS = (I - K.H,;) PS

k|k—1
8 return Ry, Pi

3: H, =

Remarks on the choice of comparison algorithm

The filter parameters play a central role in attitude estimation accuracy. In [26], experi-
ments in nine scenarios, including three rotation rates and three commercial products, show
that, when optimally tuned, no statistically significant differences are observed among dif-
ferent attitude estimation algorithms in all tested scenarios based on MARG sensors. These
algorithms include the Madgwick filter [115], the Mahony filter [116], and Kalman-like filters.

A large number of studies aimed at comparatively evaluating different attitude estimation
algorithms based on MARG sensors have reported contradictory results, which is not surpris-
ing given the previous discussion [50, 60, 70, 115, 120, 135, 148, 175, 186]. A summary of the
results of these comparative studies is presented in [26]. The differences in results are likely
due to not using the best parameters for the compared algorithms, which vary depending on
the hardware, sensor noise, rotation rates, external acceleration, magnetic field disturbances,
type of motion, and other factors.

Therefore, in this thesis, the proposed algorithms are compared with algorithms based on the
[EKF-SO(3) to ensure a fair comparison. Since the new algorithms proposed in this thesis
are also based on the ITEKF-SO(3), the same parameters can be used for all comparative
studies, ensuring a fair and consistent evaluation.
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Chapter 2

Gyro-Free Attitude Estimation Based
on a Three-Axis Accelerometer and a
Three-Axis Magnetometer

This chapter starts with the introductory Section 2.1, which explains the attitude dynamics
on SO(3) and the output measurements model, the motivation for avoiding the use of a
gyroscope, and the existing solutions in the literature for attitude estimation without gy-
roscopes. It then presents the derivation of two new algorithms proposed in this chapter,
based on treating the angular velocity as an unknown input affecting the system dynamics:
UMV-SO(3) in Section 2.2, and RTSKF-SO(3) in Section 2.3. Section 2.4 provides an eval-
uation of both algorithms through simulation and experimental data. Finally, Section 2.5
concludes the chapter and prepares the reader for Chapter 3. !

2.1. Preliminaries and Problem Statement

This chapter addresses the problem of attitude estimation based solely on accelerometer
and magnetometer measurements, along with the attitude dynamic model, without rely-
ing on gyroscope measurements. External acceleration and magnetic field disturbances are
not considered in this chapter. The attitude dynamic model (1.5.5), along with the corre-
sponding output consisting of the accelerometer measurements (1.5.2) (neglecting external
acceleration) and the magnetometer measurements (1.5.3), are briefly recalled below:

Ry = Ryexp,, (kat) )
vi = h(Ry) + w/, (2.1.2)

where R;, € SO(3) denotes the rotation matrix at time step k, and w; € R3 is the true
angular velocity. The output measurement function h(-) and the measurement noise wj are

' Before reading this chapter, it is recommended to first read Chapter 1.
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defined as:
R” wé
)= %), w ‘
R™m, wb

(2.1.3)

EalS

where g is the Earth’s gravity vector, m, is the Earth’s magnetic field, wj, is the accelerometer
measurement noise, and w? is the magnetometer measurement noise. The output noise w)
has a positive definite covariance matrix Ry.

In the past, large, expensive, and power-consuming gyroscopes were developed for measuring
the angular velocity. However, with the introduction of low-cost Micro-electro-mechanical
Systems (MEMS), the size and cost of gyroscopes have significantly reduced [166]. Although
MEMS gyroscopes offer advantages, they also have some drawbacks. One of the main draw-
backs is that MEMS gyroscopes have a relatively high-power consumption compared to ac-
celerometers and magnetometers, with MEMS accelerometers and magnetometers operating
in the microampere range while MEMS gyroscopes typically require a few milliamperes [108,
117, 174]. Such high current consumption is unsuitable for applications requiring low-power
consumption, such as smart devices (e.g., smartphones and tablets). Another important
drawback of MEMS gyroscopes, especially in low-cost IMU, is their susceptibility to drift
and bias [79]. Gyroscopes are also prone to noise, which tends to increase over time. Also,
in order to use dynamic algorithms such as the IEKF-SO(3), introduced in Section 1.7, the
covariance matrix of this noise should be known, which can be challenging and may not
always be feasible.

To avoid the use of gyroscope, one existing solution consists in applying static attitude
estimation algorithms, utilizing only observations from accelerometer and magnetometer
sensors, without taking into account the history of measurements or the dynamic model, like
TRIAD algorithm introduced in Section 1.6. In [118], a parsimonious use of the gyroscope
is achieved by alternately turning the sensor on and off, in a manner that balances power
consumption and attitude estimation accuracy. Additionally, there have been several studies
in the literature that concentrate on developing angular motion estimation algorithms, to be
able to achieve attitude estimation task without gyroscope. These algorithms are commonly
known as gyro-free attitude estimation techniques [136, 165, 174]. Such algorithms rely
on utilizing several accelerometers placed in specific spatial configurations. However, these
works require knowledge of the sensors’ exact positions and consider the measurements to
be deterministic.

This chapter addresses the problem of gyro-free attitude estimation by treating the angu-
lar velocity measurements as unknown inputs. In the model (2.1.1)-(2.1.2), the angular
velocity appears the system dynamics but does not have direct feedthrough to the output.
Two recursive estimation algorithms are desinged in this chapter: UMV-SO(3), based on
the Unbiased Minimum-Variance (UMV) algorithm [65], and RTSKF-SO(3), based on the
Robust Two-Stage Kalman Filter (RTSKF) [82]. Both algorithms in [65, 82] were originally
developed for linear systems in which unknown inputs affect the state dynamics but have
no direct feedthrough to the output. While they address the same estimation problem, the
two filters rely on different theoretical formulations and filtering strategies within the linear
systems framework.

25



The primary focus is on the development of the UMV-SO(3) algorithm, in Section 2.2,
which is presented with full theoretical details. In contrast, the derivation of RTSKF-SO(3),
in Section 2.3, is presented more concisely. This is due to the structural similarity of several
steps with those already developed for UMV-SO(3), allowing the use of shared intermedi-
ate results and avoiding unnecessary repetition. By including both algorithms, this chapter
provides a broader perspective on filtering strategies for attitude estimation under unknown
inputs. It illustrates how different methodologies from linear systems theory can be gen-
eralized to SO(3), enabling a structured comparison of their performance within the same
estimation framework. The comparative analysis, presented later in the chapter, highlights
the advantages of UMV-SO(3) in terms of estimation accuracy, as demonstrated through
both simulation results and real experimental data in Section 2.4.

The main contributions of this chapter are:

e Development of two algorithms for state estimation on SO(3) with an unknown input
affecting the dynamic model without direct feedthrough to the output.

e Design of two novel gyro-free attitude estimation algorithms based solely on accelerom-
eter and magnetometer measurements, by treating the angular velocity as an unknown
input.

The material presented in this chapter is based on the corresponding publica-
tions:

e (. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “Attitude estimation on SO(3)
with unknown input,” International Journal of Robust and Nonlinear Control (IJRNC),
accepted in July 2025.

e G. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “Gyro-free Kalman filter with
unknown inputs for SO(3)-based attitude estimation,” in IEEE 13th International Con-
ference Indoor Positioning and Indoor Navigation (IPIN), Nuremberg, Germany, 2023.

2.2. UMV-S0O(3) Algorithm Derivation

For linear discrete-time systems with unknown input without having direct feedthrough to
the output, the four-step Kalman filter was introduced in [65] for unbiased minimum variance
state estimation. The first step gives a biased prediction of the state due to the unknown
input, based on an unbiased state estimation in the previous time step and the dynamic
model. The second step gives an unbiased minimum variance estimate of the unknown input
using the measurements. The third step uses the unbiased estimate of the unknown input
to obtain an unbiased prior estimation of the state. Finally, the fourth step minimizes the
state estimation variance using a correction similar to the Kalman filter. Based on the same
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principle, we propose the filter UMV-SO(3) based on the following equations:

Ryt = Ry (2.2.1)
1 ~

el = —M ( —h( ,)) 2.2.2

Wi—1 At E\Yk& Rk\k 1 ( )

RZ = Rk\k—l €XDPy, ((;kalAt) (223)

R, = R} exp,, (Kk (yk ~h (Rk>>> (2.2.4)

where the matrices M, € R3*6 and K; € R3*® are the gain matrices which have to be
designed.

Main goal: Considering Ri_1 as unbiased, the objective is to design My and Ky, so that
the first-order approximation-based estimators of wy_1 and Ry given by (2.2.2)-(2.2.4) are
unbiased minimum variance (see Theorem 2.2.4 and Theorem 2.2.8).

We define the prediction error exp,, (§4-1) = R1;|271Rka the prior estimation error exp,, (&;) =

R;"'R;, and the estimation error exp,,(£,) = R;'Ry, with the corresponding second-
order moment Pi\k—l = E(ék\k—lf;ﬁkq)? and covariance matrices P{* = E(£:£;7), and

Pi =E(¢ ks{), respectively. In the following, the steps of the algorithm are derived, starting
with the prediction step (2.2.1), followed by the estimation of the unknown input (2.2.2), the
prior state estimation (2.2.3), and the correction step (2.2.4). A summary of the complete
algorithm is then provided.

Prediction:

The prediction error equation associated with (2.2.1) is formally derived in Lemma 2.2.1,
which follows, and it is used in the subsequent algorithm derivation and implementation.

Lemma 2.2.1. Let Ry, be unbiased, then the first-order approximation-based predictor
(2.2.1) has prediction error

Erip—1 = &1 + wWi1A8, (2.2.5)

with expected value E(&y,_1) = wip 1At

Proof. Starting with the prediction error equation exp,, (&€ k| pe1) = f{,;'Lle, then employing
the rotation dynamic (2.1.1) and the filter’s first step (2.2.1) yields:

eXpm(&k\k—l) = R,I;_llefl eXpm(wk,lAt),
= exp,, (§1_1) exp,,, (Wr—1A1).

Applying the BCH approximation (1.4.5) gives:
Ere—1 = po1 + w1 AL,

and yields E(§;,_1) = wr-1At, since E(§;,_;) = 0 (unbiased Ry_1). [
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Unknown Input Estimation:

We define Hy, which is the Jacobian of the output function h(.) with respect to the prediction

error Hy = O (Ruji—1 expn (&) —0, it has the following value (see Lemma 1.7.1):
o€ 3

H, — (Rg\k—lg)x
(Ri;p\kqme)x
The matrix Hy, is full column rank (see Lemma 1.4.1). We define variable €j:

The expected value of & is E(é;) = 0 since E(§,_;) = 0 (unbiased Ry_;), and E(w}) =0
(zero mean measurement noise). The covariance matrix of € is given by:

Ry = E(ewél) = HPS_ H! + Ry, (2.2.7)
Sufficient conditions for the local optimality of the unknown input estimator (2.2.2) are

established in Theorem 2.2.4, with the support of Lemma 2.2.2 and Lemma 2.2.3, all of
which are presented below.

Lemma 2.2.2. Let R,_; be unbiased, then the innovation i, = yr — h(f{km,l) found in the
unknown input estimator (2.2.2) can be approximated as:

Vi = Hpwi 1At + €. (2.2.8)
Proof. Substituting y (2.1.2) gives:

yvir =h(Ry) — h(ka—l) + wy,
=h(Ryjs-1exp,, (1)) — B(Ryger) + W,

applying the first order approximation h(Rk|k_1 Xy, (Exp—1)) — h(f{k‘k_l) = Hip&ppor +
O(€k|k71) gives:

Vi =Hip&pp—1 + Wy (2.2.9)
Lemma 2.2.1 holds, thus (2.2.5) is satisfied. Substituting (2.2.5) in (2.2.9), gives:

Vi = Hy(&,_1 + wi_1At) + Wi,
= Hywi 1At + Hy &, + Wy,
= kakflAt + ék
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Lemma 2.2.3. Let Ry, be unbiased, then the first-order approximation-based unknown
input estimator (2.2.2) is unbiased if and only if the gain matriz My, satisfies

M,Hj, = I, (2.2.10)

and thus the unknown input estimation error is:

. 1 .
Wr_1 — Wp—1 = —A—thek. (2211)

Proof. Lemma 2.2.2 holds, thus (2.2.8) is satisfied, substituting it in the estimator (2.2.2)
gives wy_1 = M Hywp_1 + ﬁMkék, and thus the expected value is E(wy_1) = M Hywy_1
since E(é;) = 0 (Lemma 2.2.2). Therefore we conclude that the condition M;H; = I3
is necessary and sufficient for E(wy_1) = wi_;1. In this case, the unknown input estimate
becomes Wi_1 = W1 + ﬁMkék. Finally, the unknown input estimation error is given by
Wip—1 — ‘-:Jk—l = —thék [ |

-~ -1 ~_
Theorem 2.2.4. Assume Ry_; is unbiased, and M, — (H{Rlek) HIR, ', then the

first-order approzimation—based estimator (2.2.2) is unbiased minimum variance.

Proof. Applying Lemma 2.2.2 enables us to use the approximated model (2.2.8), where &
has a zero mean and a positive definite covariance matrix. The matrix Hy has full column
rank, thus, the sufficient conditions for applying the Gauss-Markov Theorem [93, Chapter
3.4.2] are satisfied. Consequently, the first-order approximation-based estimator (2.2.2) is

. .. . ~ 1 -1 ~ 1
an unbiased minimum variance when M, = (H{’Rk Hk> HIR, . |

Prior State Estimation:

The prior state estimation error equation, used in the subsequent algorithm derivation, is
established in Lemma 2.2.5, which follows.

Lemma 2.2.5. Let Ry be unbiased, and the estimator (2.2.2) be unbiased, then the first-
order approximation-based prior estimator (2.2.3) is unbiased, and

& = —Mw?. (2.2.12)

Proof. Starting with the prior estimation error equation exp,,(&;) = f{}Z’le, then employ-
ing the filter’s third step (2.2.3) yields

eXpm(EZ) = expm(_ak—lAt)Rgifle
= eXpm<_wk—1At) eXpm<£k|k’—1)'

Applying the BCH approximation (1.4.5) gives &, = —w; 1At + &y, and then substitut-
ing (2.2.5) gives:

52 = wk_lAt — L:)k_lAt + gkfl' (2213)
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Lemma 2.2.3 holds, thus (2.2.10) and (2.2.11) are satisfied. Substituting (2.2.11), (2.2.6),
and (2.2.10) sequentially in (2.2.13) gives:

£ =— Mpep + &y,
= - Mk(Hkék—l + WZ) +&5 1,

= — Msz,
and yields E(&;) = 0, since E(wj_,) = 0 (unbiased measurement noise). ]
Correction:
We define H; which is the Jacobian of the observation function with respect to the prior
L Oh(Rj ex . .
estimation error H} = W\ ¢=0, it has the following value (see Lemma 1.7.1):
% (RZTg)X
Hk) — . 5
(R m,)

The sufficient conditions for the local optimality of the estimator (2.2.4) are established in
Theorem 2.2.8, with the support of Lemma 2.2.6 and Lemma 2.2.7, all of which are presented
below.

Lemma 2.2.6. Let Ry be unbiased, and the estimator (2.2.2) be unbiased, then the first-
order approximation-based estimator (2.2.4) is unbiased, and

Proof. Starting with the estimation error equation exp,,(&;) = f{gle, then employing the
filter’s fourth step (2.2.4) yields

exp,,(&;) = exp,, (—Ki(yx — h(R;)))R; 'Ry
= oxp,, (—Ki(yr — h(R}))) exp,, (7).

Applying the BCH approximation (1.4.5) gives &, = &, — Ki(yx — h(RZ)), and then substi-
tuting (2.1.2) gives:

&, =¢; — Ki(h(Ry) — h(R}) +w}),

=¢; — Ki(h(R} exp,,, (£4)) — h(R;) + w}),
—€k - KkaEk - Kka- (2.2.15)

Lemma 2.2.5 holds, thus (2.2.12) is satisfied, substituting it in (2.2.15) gives:
and yields E(§;) = 0, since E(wj) = 0 (zero mean measurement noise). [
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We aim to minimize E(||€,]|?) which is equivalent to minimize the trace of the P4 = E(£,£7).
Given that &,_; is unbiased, and the estimator (2.2.2) is unbiased, then we can utilize (2.2.14)
(Lemma 2.2.6), thus the state estimation error covariance matrix P§ = E(£,£7) has the

following expression:
P = E((-Myw! + K HiMw?! — Kow?) (—Mpw? + K, Hi M w? — K,w?)7),
= (=M, — Ki(Is — HiM,))E(wiwi) (=M, — Ky (Is — HyMy))",
=(M; + Ky (I — HiM,)) Ry (M, + K. (I — HiM,)T,
=K, (Is — H;My) Ry, (Is — HiM,)") K + MRy, (Is — HiM,) 'K
+ K (I — HiM,)R:M7: + MR M. (2.2.16)

We define two variables R and S;, as follows:

R; = (I — H;M,) R (I — H;M,,)", (2.2.17)
S = MR (I — HIM,) . (2.2.18)

Thus:
P =K, R'K! + S;K! + K, S + M, R M} . (2.2.19)

By utilizing the matrix derivatives [12, Propositions 10.7.2 and 10.7.4], we obtain:

dir(P})
=2K; R, + 2S;.
T & . .
Minimizing the trace tr(P%) means a dl(fk i) — 0, thus we aim to find K, that satisfies:
K, R, + 8. =0. (2.2.20)

The matrix R} € R®*® which is a real symmetric matrix, has no guarantee to be invertible.
Let pr be the rank of Ry, i.e pp < 6. Consequently, there is no unique Ky that satisfies
(2.2.20), we then propose Kj, to be in the following form:

K, = KT}, (2.2.21)

where T';, € RP#*6 is a matrix that satisfies the invertibility of the matrix TR} € RPx*Px,
and K; € R3**Px is designed to minimize the trace tr(Pi). Lemma 2.2.7 proves that such
I';. exists, and one solution is provided in the proof.

Lemma 2.2.7. For a real symmetric matriz Ry € RS with rank 1 < py, < 6, there exsists
a matriz Tj, € RP:XS that satisfies the invertibility of TR} .

Proof. The matrix R; € R% is a real symmetric matrix. Thus it can be factored
as R; = TiAT};", where the columns of T, = [y, Yio-Yip,--Vre] are an orthonor-
mal set of 6 eigenvectors, the first p; columns corresponding to the pp nonzero eigenval-
ues (Api)i<icpy, and Ay = diag(Ae1, M2, Ay, 0,...0). Let TL = [vp1 Yao-Yap,]: then
I‘k’R,}ZFT = diag(Ag1, Mk2, ---Akp,, ), which is invertable. [ |
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Theorem 2.2.8. Assume Ry is unbiased, the estimator (2.2.2) is unbiased, and the gain
matriz K, is
K, = —-S;T{ (TwRTE)'Ty, (2.2.22)

then the first-order approximation-based estimator (2.2.4) is unbiased minimum variance,
and the estimation error covariance matrix is written as follows:

P = K; ST + MR M}, (2.2.23)

Proof. Applying Lemma 2.2.6 proves the unbiasedness, then we rewrite the state estimation
error covariance matrix (2.2.19) after substituting (2.2.21):

P = K;I''R'TIKT + SiTTKT + KIS + MR MY, (2.2.24)

using matrix derivatives:

dtr (P
C’;I({j) —2K;T,RiI} + 25T, (2.2.25)
k
the value K; = —S;T'L (TR ) ! satisfies
dtr(P%)

= 2K;I'\R;T} +28;T{ = 0.

dK*
Thus the gain K, = KiT', = —S;T} (TwR;T})'T'; minimizes E(||£,||?). Additionally, by

substituting the value of the optimal Ky in (2.2.24) we can simplify the covariance equation
as P§ = K, ST + MR, M7 |
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UMV-SO(3) Algorithm Summary:

The inputs of the UMV-SO(3) algorithm are the previously estimated attitude and its asso-
ciated covariance matrix, together with the acceleration and magnetic field measurements.
The algorithm provides, as outputs, the estimated attitude along with the corresponding
estimation error covariance matrix. The detailed steps of the proposed recursive filter UMV-
SO(3) are summarized in Algorithm 3.

Algorithm 3 UMV-SO(3)

. R 3 _ (a
Input: Ry, P,y = (%)
L Ryp—1 = Ry
(Rakflg)x
(Rak—lme)X
3 Ry = H,PS_ HI + 73,9
4 M, = (H;{fzglﬂk) HIR,
b Wiy = LMy (yr — h(Rype-1))
6: Rz = Rk\k—l expm(dzk_lAt)
R*T
7. Hj = (A i g)X ,
(R m,)x
8: Ry = (Is — H;M;)R..(Is — H;M,,)"
b =MR.(Is — H;M;)T
9: Ty = [v41 'ka...')/kpk]T > where (v;;)ief1,...pe} are the py lineary independent eigenvectors

.....

corresponding to the p; non-zero eignvalues of the matrix R.
10: Kj, = —-S;T{ (T\R;TL)~'Ty,
11: Rk = ].:A{z €xp,, <Kk <y1c — h(RZ)))
12: P = Ku i+ MyR,M]
13: return Ry, Pi

2: H, =

2.3. RTSKF-SO(3) Algorithm:

As mentioned in the introduction of this chapter, the derivation of the RTSKF-SO(3) al-
gorithm is presented concisely in this section to avoid repetition of the detailed equations
already provided in Section 2.2. The RTSKF algorithm [82] was originally developed for
linear systems with unknown inputs that do not have direct feedthrough to the output.

In the context of this work, RT'SKF-SO(3) is applied to the linearized error model of attitude,
specifically utilizing the prediction equation (2.2.5) and the innovation equation (2.2.8). The
detailed derivation steps are omitted here to avoid unnecessary repetition. For additional
details, the reader is referred to [149].
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The inputs of the RTSKF-SO(3) algorithm are the previously estimated attitude and its as-
sociated covariance matrix, together with the acceleration and magnetic field measurements.
The algorithm provides, as outputs, the estimated attitude along with the corresponding
estimation error covariance matrix. The steps of the proposed recursive filter RTSKF-SO(3)
are summarized in Algorithm 4.

Algorithm 4 RTSKF-SO(3)

Input: Ry_1, P{_,, yi = <z’;}>
L Ryjp—1 = Ry

(Rak;—lg)x

2: Hy = R
(Rakqme)x
3: Ry = H,P,_ HI + R,
i K, =P HIR,
5: R = Ryjp1 exp,, (Kk: ()’k; — h<Rk|kz—1)>>
6: P = (I — KyHy)P5_|
7. My = (HI'R,, H,)'H R,
8wy, = My <Yk - h(f{k|k—1)>

9: Ry = R} exp,, (Is — K H)@pAt)
* 5 —1 _
10: P = Py" + (I — KyHy) (HI R, Hy,) (I — Ky Hy)”

11: return Ry, Pi

The main difference between RTSKF-SO(3) and UMV-SO(3) lies in the order of the unknown
input estimation and the correction step. In UMV-SO(3), the unknown input is estimated
first, and then incorporated into the state prediction before applying the correction step. In
contrast, RTSKF-SO(3) performs the correction step before estimating and incorporating
the unknown input, which results in a loss of local optimality.

Although UMV-SO(3) achieves better estimation accuracy, both algorithms are included to
illustrate the extension of different linear-system-based methods to systems on SO(3). The
two filters originate from distinct unknown input filtering approaches in the linear case, and
their adaptation to the SO(3) framework offers a broader perspective on how various filtering
strategies can be generalized to Lie groups.

2.4. Evaluation of UMV-SO(3) and RTSKF-SO(3)

This section aims to validate the effectiveness and demonstrate the performance of the two
proposed algorithms: UMV-SO(3) and RTSKF-SO(3). Results are presented from both
Monte Carlo simulations with 100 runs and real datasets to ensure a reliable evaluation
of the proposed algorithms. The comparison is conducted between UMV-SO(3), RTSKF-
SO(3), and the TRIAD algorithm introduced in Section 1.6. The reason for choosing the
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static TRIAD algorithm for comparison is that there are no existing dynamic algorithms
that rely solely on magnetometer and accelerometer measurements without using angular
velocity data.

When showing the results, and in order to facilitate the interpretation of the results, the
rotation matrices are converted into Euler angles using the XYZ convention and expressed
in degrees.

Evaluation with Simulation

This subsection starts by explaining the simulation setup, and then the simulation results
and discussions are presented in two parts. The first part includes figures that demonstrate
the accuracy of attitude estimation and the convergence of the UMV-SO(3) algorithm, while
the second part provides comparisons with RTSKF-SO(3) and TRIAD. Root Mean Square
Error (RMSE) is calculated for each Monte Carlo run, and finally, the average is derived
from the 100 runs.

Simulations setup

For every Monte Carlo run, the simulated data are generated for a duration of 100 s with
a sampling time of At = 0.01 s. The Earth’s gravity vector and the Earth’s magnetic

field are approximated by these two vectors written in NED (North-East-Down) frame in
T

T
Grenoble, France: g = (0 0 9,81) m/s® and m, = (0,23 0.01 0,41) G, respectively.
The angular velocity ground truth is set as shown in Table 2.1. The standard deviations

Table 2.1: The true angular velocity used in simulation

0 < kAt <50 50 < kAt <100
wi(1) | 0.8cos(1.2kAt) —cos(1.2kAt)

wi(2) | —1.1cos(0.5kAt) | 0.5cos(0.8kAt)
wi(3) | —0.4cos(0.3kAt) | —0.7 cos(0.7TkAt)

for the accelerometer and magnetometer noises are assumed to be constants and set to be
o, = 0.01 m/s* and o,, = 0.005 G, respectively. The initial true rotation matrix is set
to correspond to (45°, 45°, 45°) in terms of Euler angles (Roll, Pitch, Yaw) using XYZ
convention, and the initial estimation error covariance matrix is set to be identity.

For each Monte Carlo run, the initial estimate is generated randomly by setting it to cor-
respond to Euler angles, where the three components are uniform random variables taking
values between —180 and 180 degrees for roll and yaw, and between -90 and 90 degrees for
pitch. These bounds for the uniform random variables cover the range of all possible rota-
tions [58]. Additionally, the measurement noise realizations are generated independently for
each run, meaning that each simulation has its own unique set of noise values, distinct from
those of other runs, with common noise variances.
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UMYV-SO(3) theoretical estimation results

Fig. 2.1 plots the estimation error accuracy obtained with UMV-SO(3) for a single Monte
Carlo run, where the initial estimate is set to the identity, corresponding to Euler angles with
zero components. The left part of the figure represents the estimation error within the time
range of [0,0.2] s, while the right part corresponds to the time range of [0.2,100] s. In the left
part, UMV-SO(3) achieves convergence quickly, specifically in less than 0.05 s. In the right
part, we observe that most of the time the roll error stays between —0.3° and 0.3°, the pitch
error remains between —0.12° and 0.12°, and the yaw error is between —2° and 2°. The yaw
angle error is notably larger due to its sole reliance on magnetometer measurements. This
is because gravity, which has a strictly vertical direction, has no role in determining the yaw

angle.

s
o

Roll error
(degrees)
S

o

0.1 0.2 10 20 30 40 50 60 70 80 90

o

s
o

Pitch error
(degrees)
3

0.2 10 20 30 40 50 60 70 80 90 100

—
o
o

Yaw error
(degrees)
3

60 70 80 90

1 1 1
0.2 10 20 30 40 50
Time (s)

o

0.1 0.2 100

o

Figure 2.1: Attitude estimation error for UMV-SO(3)

Fig. 2.2 shows the convergence of the estimation error for 20 runs for UMV-SO(3), covering
a wide range of initial estimates. These results demonstrate that convergence is achieved

quickly across different initial estimates.

Comparison of UMV-SO(3) and RTSKF-SO(3) with TRIAD: Table 2.2 shows the
RMSE for UMV-SO(3), RTSKF-SO(3), and TRIAD.

Table 2.2: RMSE (in degrees) for UMV-SO(3), RTSKF-SO(3), and TRIAD using Monte
Carlo simulations

UMV-SO(3) | RTSKF-SO(3) | TRIAD
RMSE (degrees) | RMSE (degrees) | RMSE (degrees)
0.47 0.58 0.73
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Figure 2.2: Attitude estimation error for UMV-SO(3), for 20 Monte Carlo runs.

UMV-SO(3) shows a 36% improvement in RMSE compared to the TRIAD algorithm, while
RTSKF-SO(3) shows a 20% improvement in RMSE relative to TRIAD.

Evaluation with Real Data

To validate the effectiveness of both UMV-SO(3) and RTSKF-SO(3), we test them on real-
world datasets obtained from previously conducted experiments. We use the dataset [25],
which includes measurements from three commercial MIMU systems (Xsens-MTx, APDM-
Opal, and Shimmer3) under different motion conditions (slow, medium, and fast rotation
rates). Ground truth orientation is provided by a multi-camera stereo-photogrammetric (SP)
system, ensuring high-accuracy reference data. This dataset is available on GitHub (acces-
sible through [25]) and includes well-documented resources that facilitate its usage, along
with experiment videos. In our comparison, we use the Xsens-MTx package with medium
rotation rates. As shown in the experiment videos and confirmed by sensor measurement
plots, the experiments consist of rest phases and moving phases. To ensure a fair comparison,
we present results for a window where the system is in motion. Table 2.3 reports the RMSE
for UMV-SO(3), RTSKF-SO(3), and TRIAD over the time window [112,130] s, correspond-
ing to a moving phase. Additionally, Fig. 2.3 presents the ground truth and UMV-SO(3)
attitude estimation for the same time window.

UMV-SO(3) shows a 20% improvement in RMSE compared to the TRIAD algorithm, while
RTSKF-SO(3) shows a 18% improvement in RMSE compared to TRIAD. Both simulation
and real data results confirm the improvement of UMV-SO(3) and RTSKF-SO(3) over the
TRIAD algorithm.
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Table 2.3: RMSE (in degrees) for UMV-SO(3), RTSKF-SO(3), and TRIAD using real
dataset [25]

UMV-S0O(3) | RTSKF-SO(3) TRIAD
RMSE (degrees) | RMSE (degrees) | RMSE (degrees)
9.11 9.43 11.49
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Figure 2.3: Experimental results: ground truth and UMV-SO(3) attitude estimation

Remark 2.4.1. The improvement of UMV-SO(8) over TRIAD is 36% in simulation and
20% in real data. This difference in improvement can be attributed to assumption violations
in real data. The UMV-SO(3) algorithm relies on certain assumptions, such as uncorrelated
measurement noises, precise knowledge of covariance matrices, and minimal sensor biases.
These assumptions are often met in simulations but may not hold in real-world scenarios,
leading to suboptimal performance.

Remark 2.4.2. For each of the three algorithms individually, it can be observed that the
estimation error with real data is much higher than in simulation. This is mainly due to
the fact that all three algorithms rely on gravity and magnetic field measurements expressed
in the body frame, while the accelerometer and magnetometer are affected by non-negligible
external acceleration and magnetic field disturbances, respectively, in the real data. More
details as follows: 1) By observing the acceleration measurements and reviewing the video of
the experiment (available in the same repository), it is clear that the accelerometer is subject
to significant external acceleration. The movement involves oscillatory translation: an accel-
erated motion in one direction followed by a short deceleration in the opposite direction. As
a result, the external acceleration remains relatively high during several intervals and cannot
be considered negligible compared to gravity. 2) Additionally, the experiment was conducted
i a room containing several electronic devices, which caused magnetic field disturbances that
affected the magnetometer readings.

Remark 2.4.3. UMV-SO(3) and RTSKF-SO(3) improve the estimation accuracy compared
to the static algorithm TRIAD, although all three algorithms rely on the same sensor mea-
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surements. This improvement is attributed to the recursive estimation process employed by
UMV-S0(3) and RTSKF-SO(8), which incorporates previous attitude estimates, their asso-
ciated error covariance matrices, and the current accelerometer and magnetometer measure-
ments along with their noise covariance matrices, while also exploiting the attitude dynamic
model. In contrast, static algorithms such as TRIAD estimate the attitude at each time step
based solely on the current measurements, without utilizing prior information or the system
dynamics.

2.5. Conclusion

This chapter introduced two dynamic algorithms for attitude estimation on SO(3) using mea-
surements from a three-axis accelerometer and a three-axis magnetometer, while treating the
angular velocity as an unknown input affecting the attitude dynamic model. The two algo-
rithms, UMV-SO(3) and RTSKF-SO(3), were evaluated through Monte Carlo simulations
and real datasets, and their performance was compared with the static TRIAD algorithm.
The results obtained from both simulations and real data demonstrated that UMV-SO(3)
and RTSKF-SO(3) outperformed TRIAD. These findings confirm that the proposed algo-
rithms provide an effective solution for attitude estimation in scenarios where gyroscope
measurements are unreliable or unavailable.

In the formulation addressed in this chapter, the unknown input affects only the dynamic
model, without direct feedthrough to the output, and the accelerometer measurements are
assumed to contain only the gravity component, neglecting external acceleration. The next
chapter addresses the problem of attitude estimation based on MARG sensor measurements
in the presence of external acceleration, by considering it as an unknown input that directly
affects the output function without affecting the dynamic model.
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Chapter 3

Attitude Estimation Based on MARG
Sensor Under Unknown External Ac-
celeration

This chapter starts with the introductory Section 3.1, which explains the model of attitude
dynamics on SO(3) and the output that considers the external acceleration, the challenges
associated with external acceleration, and the existing solutions in the literature for atti-
tude estimation using MARG sensors under external acceleration. Section 3.2 presents the
derivation of the proposed UMV-SO(3)-EA algorithm. Section 3.3 evaluates the proposed
algorithm through both simulation and experimental data. Finally, Section 3.4 concludes
the chapter and prepares the reader for Chapter 4. !

3.1. Preliminaries and Problem Statement

This chapter addresses the problem of attitude estimation based on MARG sensors when the
rigid body is subject to unknown external acceleration. The attitude dynamic model (1.5.6),
along with the corresponding output consisting of the accelerometer measurements (1.5.2)
and the magnetometer measurements (1.5.3), are briefly recalled below:

Ry = Ry exp,, ((wy' — wy)At),
yr = h(Ry) + Da{™ + wy,

where Ry, € SO(3) denotes the rotation matrix at time step k, w? € R? is the measured
angular velocity, and w{ € R? represents the gyroscope noise. The output measurement
function h(.), the matrix D € R%*3] and the output noise w} are given by:

' Before reading this chapter, it is recommended to first read Chapter 1.
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where g is the Earth’s gravity vector, m, is the Earth’s magnetic field, w{ is the accelerom-
eter measurement noise, w' is the magnetometer measurement noise, and a{** € R3 denotes
the unknown external acceleration of the rigid body. The process noise w{ and the out-
put measurement noise wj are assumed to be uncorrelated and to have positive definite
covariance matrices Q. and Ry, respectively.

The common solution for attitude estimation based on MARG sensors is to assume that the
external acceleration af* is negligible compared to gravity [116, 122]. Under this assump-
tion, the accelerometer is considered to measure only the projection of the gravity vector in
the body frame. In this case, the accelerometer and magnetometer provide measurements
of the gravity and magnetic field vectors expressed in the body frame, while their values
in the navigation frame are known. This leads to a well-known Wahba problem [58]. Ex-
amples of works in the literature that adopt this assumption include the complementary
filter in [116] and the invariant extended Kalman filter (IEKF) in [5], which is introduced in
Section 1.7. However, this assumption becomes invalid in scenarios involving periods of ac-
celerated motions, when the external acceleration is non-negligible compared to gravitational
acceleration.

This problem has received the attention of numerous studies in the literature. The most pop-
ular approach is the threshold-based adaptive method, which involves computing the differ-
ence between the measured acceleration norm and the gravitational acceleration one. If the
difference exceeds a predefined threshold, the algorithm considers the measured acceleration
as unreliable [144, 146, 162]. This approach encounters a drawback during long-duration
accelerated motion, as the algorithm completely ignores the measured acceleration, relying
solely on magnetometer measurements in the correction step, making the attitude unobserv-
able [146]. A second approach is based on an external acceleration model as illustrated in
[103]. However, it is important to emphasize that these algorithms employ approximated
models which are inaccurate in most scenarios. A third approach involves estimating the ex-
ternal acceleration through the double derivation of GPS measurements, as presented in [90].
A fourth approach, termed velocity-aided attitude observers, estimates the external accel-
eration through the derivation of velocity measurements from sources like air-data systems
or Doppler radar as discussed in [88]. The last two approaches rely on extra measurements,
which require additional sensors. A last approach assumes that the external acceleration
displays high frequency [15]. However, this assumption is violated when dealing with situa-
tions involving constant or low-frequency external acceleration, leading to performance loss.
From this literature review, one can conclude that no existing solution satisfies the following
three conditions simultaneously: (1) the ability to handle long-duration accelerated motion,
(2) no reliance on additional sensors, and (3) no prior information or assumptions on the
external acceleration.

This chapter addresses this problem by considering the external acceleration as an unknown
input that directly affects the output (measurement) function, where the unknown external
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acceleration appears in the output model (3.1.2). Based on the unknown input filtering
algorithm designed in [66] for a linear system with unknown input with direct feedthrough to
the output, this chapter designs the algorithm UMV-SO(3)-EA for local Unbiased Minimum
Variance attitude estimation on SO(3) under unknown External Acceleration.

The system (3.1.1)-(3.1.2) is left invertible (see [164, Def. 2.5]), meaning that the unknown
input ag®* can be uniquely reconstructed given the outputs (y;)ico1,. x, and the initial state
Ry. Moreover, the system is observable (see [164, Def. 2.4]), because the state Ry can be
uniquely reconstructed given the inputs (af');co1..x and the outputs (y;)ico1, x. There-
fore, knowing the output sequence (y;)ico1..r and the initial state Ry allows to uniquely

reconstruct the unknown inputs (af**);co1.. ., and consequently the state Ry.

Building on the previous discussion, this chapter designs a solution that assumes the avail-
ability of an unbiased initial estimate of attitude. The algorithm UMV-SO(3)-EA provides
an unbiased minimum variance first-order approximation-based estimate of Ry, using the un-
biased estimate of Rj_1, the known input wy_;, and the measurement y;. It is important to
note that an unbiased and slightly perturbed initial estimate of the attitude can be obtained
using static algorithms, such as the TRIAD method described in Section 1.6, which relies on
the initial magnetometer and accelerometer measurements, where the external acceleration
is known and equal to zero before the body starts moving.

The main contributions of this chapter are:

e Development of an algorithm for state estimation on SO(3) with an unknown input
having direct feedthrough to the output without affecting the dynamic model.

e Design of a novel attitude estimation algorithm based on MARG sensor measurements
under external acceleration, by treating the external acceleration as an unknown input.

The material presented in this chapter is based on the corresponding publica-
tion:

e (. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “MARG sensor-based attitude
estimation on SO(3) under unknown ezternal acceleration,” IEEE Control Systems

Letters (L-CSS), vol. 7, pp. 3795-3800, 2023.

3.2. UMV-SO(3)-EA Algorithm Derivation

For linear discrete-time systems with unknown input having direct linear feedthrough to the
output, the three-step Kalman filter was introduced in [66] for unbiased minimum variance
state and unknown input estimation. The three steps are as follows: (i) predict the state
using the state dynamic model, (ii) estimate the unknown input using the predicted state
and the measurements, (iii) correct the predicted state using the estimated unknown input
and the measurements. Based on the same principle, we propose the filter UMV-SO(3)-EA
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based on the following equations:

Rk\kfl = f{k_lexpm(w?_lAt), (321)
8" = My (i — h(Ryp 1)) (3.2.2)
Rk = lf{k|k_1expm <Kk (yk — h(Rk|k_1) — Dé_zxt>> s (323)

where the matrices M), € R3*® and K, € R3*® are the gain matrices which have to be
designed.

Main goal: Considering Ri_1 as unbiased, the objective is to design My, and K, so that
the first-order approzimation-based estimators of af** and Ry given by (3.2.2)-(3.2.3) are
unbiased minimum variance (see Theorem 3.2.3 and Theorem 3.2.5).

We define the attitude estimation error exp,,(€,) = Rgle, and the attitude prediction

error expum (&yp_1) = R,;é_le, with the corresponding covariance matrices P§ = E(£,£7 ),

~

and Pi|k—1 = E(Ekm_léakﬂ) respectively. In the following, the steps of the algorithm are
derived, beginning with the prediction (3.2.1), followed by the estimation of the external
acceleration (3.2.2), and then the correction (3.2.3). Finally, a summary of the complete
algorithm is provided.

Prediction:

The prediction error and the corresponding covariance matrix associated with (3.2.1) are
derived in Lemma 3.2.1, which follows, and are used in subsequent developments.

Lemma 3.2.1. Let Ry_; be an unbiased estimate. Then, the first-order approximation-based
estimator (3.2.1) is also unbiased, and the prediction error is given by:

Erp—1 = Ep1 — Wi AL (3.2.4)

The corresponding prediction error covariance matriz s given by:
Pi\k—l = E(£k|k—15£\k71) = Pi_l + A Q). (3.2.5)
Proof. Starting with the equation of prediction error expm(ﬁk“{,l) = f{,ngRk, then em-

ploying the rotation dynamic (3.1.1) and the filter’s first step (3.2.1) give:
expm(£k|k71) :expm(—wZL_lAt)f{,;lle_lexpm ((‘*’ZL—1 - W?—1)At>
=eXpm (—wi 1 At)expm(&4_1)eXPm ((w;n—l - WZ—I)At)

Applying first-order approximation (1.4.5) gives:

£k\kz—1 =&, — Wi A,

and yields E(§;;,_1) = E(§;_1) — AtE(w}{_;) = 0 since E(§;,_;) = 0 and E(wy_;) = 0.
Computing the covariance matrix E(£k|k71€ak—1) confirms (3.2.5). [
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External Acceleration Estimation:

We define Hy, which is the Jacobian of the output function h(.) with respect to the prediction

error Hy, = 8h<Rk'kgzeXPM(£)) l¢=o, it has the following value (see Lemma 1.7.1):

H, — (Rg\k—lg)x

(Rg\kqme)x

and we define variable e:
& = Hy&ppy + Wi, (3.2.6)

The expected value of &; is E(&;) = 0 since E(£;,_;) = 0 (unbiased Ry, implies unbiased
Ryji—1, see Lemma 3.2.1), and E(w}) = 0 (zero mean measurement noise). The covariance
matrix of € is given by:

Ry, = E(y8]) = HyPS, HJ + Ry, (3.2.7)

The sufficient conditions for the local optimality of the external acceleration estimator (3.2.2)
are established in Theorem 3.2.3, with the support of Lemma 3.2.2, both of which are
presented below.

Lemma 3.2.2. Let Ry be unbiased, then the difference ¥, = yr — h(f{;ﬁk,l) found in the
filter’s second step (3.2.2) can be approzimated by

Yi = Daj™ + &. (3.2.8)
Proof. Substituting yy (3.1.2) gives:
S’k = h(Rk) — h(Rk|k_1) + Dai””t + W%,

applying the first order approximation h(f{k|k_1 exPy, (&ppp—1)) — h(f{k‘k_l) = Hp&ppr +
O(&xj—1) gives:

yr =Dag™ + Hi&pom1 + Wy,
yr =Daj™ + &. (3.2.9)

Theorem 3.2.3. Let Rk—l be unbiased and the gain matrix My be equal to
M, = (D'R, D)"'D'R,, (3.2.10)

then the first-order approxzimation-based estimator of a{™ provided by (3.2.2) is unbiased
MINTMUM VATIANCE.
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Proof. Applying Lemma 3.2.2 enables us to use the approximated model (3.2.9) which satis-
fies Gauss Markov conditions [93, Chapter 3.4.2], where the matrix D has full column rank
and Ry, is positive definite, then the estimator (3.2.2) is unbiased and has minimum variance
when the matrix gain My, is equal to:

M, = (D"R, D)"'D'R, .

This gain matrix satisfies M;D = I3, we utilize this property after substituting (3.2.9) in
(3.2.2):
ag"t =M, ( Da{" + & ) )
:azxt + Mkék’
and finally:
azmt — ézzvt = —Mkék (3211)

The corresponding covariance matrix is

P¢ =E(M, &8} M]),
:Mk']ikM?
—(D'R, D)'D'R, RR, D(D'R, D),
~(D"R, D).

Correction:

The sufficient conditions for the local optimality of the attitude estimator (3.2.3) are es-
tablished in Theorem 3.2.5, with the support of Lemma 3.2.4, both of which are presented
below.

Lemma 3.2.4. Let Ry_; be unbiased and the matriz gain Mj, = (DR;'D)'DTR;!, then
the first-order approximation-based estimator (3.2.3) is unbiased, and the estimation error
equation is given by:

€k = (Ig — Kk(Iﬁ — DMk)Hk>€k|k_1 - Kk<16 — DMk)W]‘Z (3212)

Proof. Lemma 3.2.2 and Theorem 3.2.3 hold, thus (3.2.9) and (3.2.11) are satisfied. We
substitute (3.2.9) in (3.2.3) and then substitute (3.2.11):

R; = Ryj_rexpm (Ki (8 + D (af" — a5™)))
= Rip_10xpm (K (Is — DM, &) .
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The estimation error:
expu(€) =R; 'R,

—expm(—Ki(Is — DMy)&,) Ry R,

=expm (— Ky (Is — DMk)ék>eXpm(€k|k—l)7
applying the BCH approximation (1.4.5) gives

€, = —Ki(Is — DMy)ex + &ipps-
Finally, substituting (3.2.6) gives:
& = (I — Ki(Ig — DMk)Hk)£k|k_1 — K (Is — DM,,)wy.

The expected value of £ is E(§;,) = 0 since E(§;;,_;) = 0 (See Lemma 3.2.1) and E(v}) = 0
(zero mean measurement noise). ]

Theorem 3.2.5. Let Ry_; be unbiased. Given the gains M, = (DT’Ii,;lD)_lDT’Ii,:1 and

~ 1
K = Pi“{:_le’Rk , then the first-order approzimation-based estimator (3.2.3) is unbiased
MANIMAUM VaTIanCce.

Proof. Applying Lemma 3.2.4 proves that the estimator (3.2.3) is unbiased. Minimizing

E(||€,]1?) is equivalent to minimizing the trace of the covariance matrix P§ = E(&,£7).

dtr(P%)
K,

Then the aim is to prove that the proposed K, satisfies
P$, where we replace &, by (3.2.12):

Pj =E(£:&1),
= (I3 — Ki(Ts — DM Hy) Py, (Ts — Ky (I — DM, Hy,)"
+ K (Is — DM},) R4 (I — DM) K7,
=K, (Is — DM, (H,P$,, ,HI + R;)(Is — DM,)TK?

klk—1
- Pi|k—1H£(I6 - DM,)" K — Ky (I — DMk)HkPiw_l + Pi“ﬁ_l. (3.2.13)

= 0. We start by computing

The term R, = (Is — DMk)(HkPiw_le + R4)(Is — DM,,)T can be simplified, by sub-
stituting (3.2.7), which gives 7%2 — (I — DM,)R(Is — DM,)” and then substituting the
value of My, which gives R, = (R; — D(D”R, D)~'D7)(I; - D(D'R,;, D)"'D’R;, ).
The subterm DT (I — D(DT’]i,:lD)*lDT’]i:)T can be simplified as
(D-D(D'R, D)"'D'R, D)’ = (D-D)" =0,
thus 7@2 — R (Is — DM,,)”. Substituting this 7~ZZ in (3.2.13) gives:
P = K, Ry (Is — DM,) K7
- Py, H{ (I - DM,) K]

— K, (I — DMk)HkPi‘k_l
+Ph1 (3.2.14)
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and utilizing the matrix derivatives from [12] (Propositions 10.7.2 and 10.7.4), leads to:

dir (P .
;I({kk) —9K, R, (Is — DM,,)”
— 2P, H{ (I; - DM,)",
- ¢
then direct substitution of Ky = Pi| L HIR, " concludes that dtgl(; i) — 0 and the estimator

is minimum variance. Finally by applying the value of Kj in (3.2.14) gives Pi = Pi|k71 —

Ky (Is — DM H, P}, . |

UMV-SO(3)-EA Algorithm Summary

The inputs of the UMV-SO(3)-EA algorithm are the previously estimated attitude and its
associated covariance matrix, together with the MARG sensor measurements. The algorithm
provides, as outputs, the estimated attitude along with the corresponding estimation error
covariance matrix, as well as the estimated unknown external acceleration and its associated
covariance matrix. The detailed steps of the proposed recursive filter UMV-SO(3)-EA are
summarized in Algorithm 5.

Algorithm 5 UMV-SO(3)-EA

Input: f{k_l, Pi_l, Wi, Ve = <z’;;>
> Prediction:
1: Rk|k—1 = Rk,lexpm(w}c”_lAt)
2 Ph =Py + APQ
> External acceleration estimation:
(Rak_1g)x
(R;}Fug—lme)x
4 Ry, = HyPj, HI + R,
- ~1 -
5: M, = <DTRk1D) D'R;
6: ast = My, (yk - h(Rmkq))
~ 1 -1
7. P¢ = (DT’Rk D)
> Correction:
_ pé 5!
8 K = Pk“{lef’Rk
9: Ry = Ryjp—16xXpm <Kk <Yk —h(Ryp—1) — Déixt))
10: Py =P}, — Ky (I — DM, Hy Py,

11: return Ry, Pi, ai”, Py

3: H, =
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3.3. [Evaluation of UMV-SO(3)-EA

This section aims to validate the algorithm’s effectiveness in different scenarios. Results are
presented from both Monte Carlo simulations with 100 runs and real datasets to ensure a
reliable evaluation of the proposed algorithm. For the purpose of evaluation of the UMV-
SO(3)-EA algorithm, we choose to compare it with the IEKF-SO(3) introduced in Section 1.7,
and also with the IEKF-SO(3) coupled with the threshold-based adaptive approach [146], to
compensate the effects of the external acceleration on the estimation accuracy. We selected
the threshold-based adaptive approach due to its popularity in the literature, and its ability
to run without prior information, specific assumptions about the external acceleration, or a
mathematical model of external acceleration.

When showing the results, and in order to facilitate the interpretation of the results, the
rotation matrices are converted into FEuler angles using the XYZ convention and expressed
in degrees.

Threshold-Based Adaptive Approach

The concept behind the threshold-based adaptive approach involves computing the difference
between the norm of the accelerometer output and the gravity norm of 9.81 m/s?, then
comparing it to a predefined threshold value €, (we used ¢, = 0.2 m/s? [146]). If the
difference exceeds the threshold during the time interval, it implies the presence of external
acceleration. Consequently, higher values of the acceleration measurements’ variances are
employed in the IEKF-SO(3) considering the accelerometer measurements as unreliable.

Evaluation with Simulation

This subsection starts by explaining the simulation setup, and then the results will be pre-
sented in two parts: the first part includes figures that demonstrate the accuracy of the
attitude and external acceleration estimation of the UMV-SO(3)-EA algorithm; the second
part involves a comparison with the IEKF-SO(3) to which we add the threshold-based adap-
tive approach. RMSE was calculated for each Monte Carlo run, and finally, the average was
derived from the 100 runs.

Simulations setup

For every Monte Carlo run, the simulated data are generated for a duration of 100 s with a
sampling time of At = 0.01 s. The Earth’s gravity vector and the Earth’s magnetic field are
approximated by these two vectors written in NED (North-East-Down) frame in Grenoble,

France: g = <0 0 9,81)T m/s2 and m, = (0_23 0.01 (),41)T G, respectively. The true
values for body angular velocity and external acceleration are set as shown in Table 3.1.
The gyroscope, accelerometer, and magnetometer noises are set to be zero-mean white noise
signals with standard deviations of o, = 0.01 rad/s, o, = 0.01 m/s?, and o,, = 0.005 G,
respectively. In order to have a fair comparison, the applied external acceleration shown in
Table 3.1 is multiplied by a Bernoulli distributed white sequence taking values on {0, 1} with
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Table 3.1: The true angular velocity and external acceleration used in simulation

True angular velocity (rad/s) | True external acceleration (m/s?)
wp(1) 2.0 cos (0.2mkAt) as(1) 2.0sin (0.57kAL) vy
wp(2) 1.5 cos (0.6mkAt) as(2) 1.0sin (0.27kAt)
wp(3) 1.0 cos (1.0mkAt) ag(3) 0.5sin (0. 17k A) Y

probabilities:
Pl =1)=%
Plypy=0)=1-7%

A higher value of 4 (i.e. closer to 1) means the body has more instances with the presence
of external acceleration, and lower values (i.e. closer to 0) mean more instances with rest.

For each Monte Carlo run, the measurement noise realizations are generated independently,
meaning that each simulation has its own unique set of noise values, distinct from those
of other runs, with common noise variances. The initial attitude estimate is determined
by applying the TRIAD algorithm based on the initial accelerometer and magnetometer
measurements, as described in Section 1.6.

UMV-S0O(3)-EA theoretical estimation results

The estimation results of the UMV-SO(3)-EA algorithm are presented here for a single Monte
Carlo run, under the considered external acceleration for the full durationi.e. ¥ = 1. Fig. 3.1
illustrates the estimation error. The errors for the three angles generally remain below 0.3°
most of the time. Although there are instances where the error exceeds 0.3°, the algorithm
demonstrates the ability to correct and achieve low-error estimation. Moreover, the UMV-
SO(3)-EA algorithm effectively estimates the external acceleration, and the estimation error,
depicted in Fig. 3.2, is mostly ranging between —0.05 m/s?> and 0.05 m/s?. Additionally,
to illustrate the relative error in the external acceleration estimation, Fig. 3.3 presents both
the ground truth and the UMV-SO(3)-EA estimate of the external acceleration. The RMSE
(calculated for the 100 Monte-Carlo runs) is 0.04 m/s?, aligning with the accelerometer’s
standard deviation range (4x0,). These findings indicate that the UMV-SO(3)-EA performs
well and provides good results even when exposed to the considered external acceleration.

Comparison with the IEKF-SO(3) coupled to the threshold-based adaptive ap-
proach

Table 3.2 shows the RMSE of UMV-SO(3)-EA algorithm, the IEKF-SO(3) with and with-
out adaptation for several scenarios depending on the value of 4, where ¥ = 1.0, ¥ = 0.7,
7 = 0.55, and 7 = 0.3 indicates 100%, 70%, 55%, and 30% of taking into account the ex-
ternal acceleration, respectively. In all scenarios, the IEKF-SO(3) with adaptation performs
better than the IEKF-SO(3) without adaptation, because the latest relies on unreliable mea-
surements. Across the same scenarios, UMV-SO(3)-EA demonstrates better performance to
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Figure 3.1: Attitude estimation error of UMV-SO(3)-EA represented as Euler angles

Table 3.2: RMSE (in degrees) for UMV-SO(3)-EA, IEKF-SO(3) with adaptation, and IEKF-
SO(3) without adaptation in simulation

7 | UMV-SO(3)-EA | IEKF-SO(3) with adaptation | IEKF-SO(3)
1.0 0.43 7.64 9.90
0.7 0.42 1.92 6.17
0.55 0.42 1.19 4.53
0.3 0.42 0.72 2.24

the IEKF-SO(3) with adaptation. This is because the IEKF-SO(3) with adaptation ignores
acceleration measurements when detecting external acceleration. The accuracy of UMV-
SO(3)-EA estimation is not affected significantly by a full or partial presence of external
acceleration. In contrast, the accuracy of the IEKF-SO(3) with adaptation decreases when
increasing the presence of external acceleration. This highlights that UMV-SO(3)-EA pro-

vides robust performance.

More realistic simulations for comparison: Presence of external acceleration
modeled as a Markov chain

In the previous simulations, the presence of external acceleration was modeled by a Bernoulli
distribution, meaning that at each time step the external acceleration may appear indepen-
dently of the previous time step. This modeling is simple, but a more realistic approach is
to use a temporally correlated model such as a two-state Markov chain, where the presence
of external acceleration depends on its presence at the previous time step. For this purpose,
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Figure 3.2: External acceleration estimation error a®* — a°** of UMV-SO(3)-EA

the variable 7, is modeled as a Markov chain, where:

7 =Pk = 1 = 1) = 1 =Py = Olypr = 1), (33.1)
Yo =Py = -1 =10) =1 =Py = 0}yp-1 = 0).
The expected value is given by
Yl
E(y) = — 20 (3.3.2)

L=+
when (v4,71) # (0,1). When (4¢,~}) = (0,1), the sequence becomes constant and its value
depends on the initial value.

In this simulation, pairs of (v¢,71) are chosen to obtain the same expected values of 7 as in
Table 3.2. Specifically, (74 = 0.25,~f = 0.893), (v¢ = 0.25,71 = 0.795), and (v = 0.25,71 =
0.417) correspond to expected values equal to 0.7, 0.55, and 0.3, respectively. Table 3.3
summarizes the comparison results, which confirm the findings obtained in Table 3.2.

A more realistic simulation is also presented in the next chapter, where alternating phases
of presence and absence of external acceleration are implemented, and the duration of each
phase is modeled by a uniform distribution.

Evaluation with Real Data

In this subsection, we show the comparison results using the BROAD benchmark datasets [102].
These datasets encompass various real movement scenarios, including rotation and trans-
lation, each stored in separate files identified by a trial ID. The datasets are thoroughly
described in [102], providing details on sensors’ noise variances and dataset characteristics.

For our comparison, we computed the RMSE over 50 s after the initiation of movement. Note
that there is an initial rest phase of approximately 30 s, so each algorithm runs for around
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Figure 3.3: UMV-SO(3)-EA external acceleration estimation and ground truth.

Table 3.3: RMSE (in degrees) for UMV-SO(3)-EA, IEKF-SO(3) with adaptation, and IEKF-
SO(3) without adaptation, in simulations where the presence of external acceleration is
modeled as a Markov chain

- - IEKF-SO(3)
Yo o0 E(v:) | UMV-SO(3)-EA IEKF-SO(3)
with adaptation
0.893 | 0.7 0.35 2.09 6.65
0.25 | 0.795 | 0.55 0.37 1.57 5.16
0.417 | 0.3 0.31 0.81 2.70

80 s for each scenario. We conducted this analysis for two different trials, numbered 16, and
23 with the results presented in Table 3.4. In trial 16, there is a significant external accel-
eration, with the measured acceleration norm reaching up to 10 times the Earth’s gravity,
persisting at a high value for most of the time. Trial 23, on the other hand, exhibits a lower
acceleration norm, staying below 2 times the Earth’s gravity, and having fewer instances with
high measurement acceleration norms, mostly remaining close to the Earth’s gravity. Our ob-
servations indicate that the UMV-SO(3)-EA consistently outperforms the IEKF-SO(3) with
threshold-based adaptation. The improvement varies depending on the duration of external
acceleration, and it is particularly significant during long periods of external acceleration.
The accelerated motion duration of trial 16 is close to the simulated scenario with v = 0.55.
The IEKF-SO(3) with adaptation performs 2.8 times worse than UMV-SO(3)-EA in simu-
lation, and around 1.5 times in real data. This difference could be due to several reasons,
such as unmet assumptions regarding uncorrelated measurement noises, imprecise knowledge
of covariance matrices, and sensor biases. Additionally, real magnetometer measurements
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Table 3.4: RMSE (in degrees) for UMV-SO(3)-EA, IEKF-SO(3) with adaptation, and IEKF-
SO(3) without adaptation when using real datasets

Trial ID in [102] | UMV-SO(3)-EA | IEKF-SO(3) with adaptation | IEKF-SO(3)

16 7.23 10.96 40.56
23 4.42 5.50 6.65

suffer from magnetic field disturbances, which are non-negligible.

Limitation and proposed solutions of UMV-SO(3)-EA

In both simulation and real data, UMV-SO(3)-EA performs better than existing algorithms
in the literature. However, these simulation and real-data tests may not cover all scenarios
that could occur in practice. The algorithm assumes that the system is left-invertible, which
introduces a limitation. For example, if the gyroscope provides incorrect measurements at
certain moments due to an internal fault, this will lead to an incorrect prediction. Since
the prediction error covariance matrix does not account for such unexpected faults, this will
consequently result in incorrect estimation of both the external acceleration and the attitude.

To address this, an additional correction step can be added to the algorithm. At each
moment, the external acceleration is checked. This is done by comparing the norm of the
measured acceleration with the gravity magnitude. If the difference between the two is
sufficiently small, it can be considered an indicator that the external acceleration is zero.
In this case, the algorithm can enforce the external acceleration estimate to be zero. An
algorithm such as IEKF-SO(3) can then be run during these periods, while UMV-SO(3)-EA
remains active during periods when external acceleration is present.

Additionally, gyro bias is not considered in this algorithm. An important direction for future
work is to extend the method to account for gyro bias. This could be done by designing
a new algorithm that treats both gyro bias and external acceleration as unknown inputs,
applying the unknown input filtering methods presented in this thesis, or by augmenting the
gyro bias into the state. Both extensions deserve dedicated investigation.

3.4. Conclusion

This chapter presented a novel attitude estimation algorithm in the presence of external
acceleration, using measurements from MARG sensors, by considering the external acceler-
ation as an unknown input affecting the output function. The proposed UMV-SO(3)-EA
was evaluated through Monte Carlo simulations and real datasets, and it was compared to
the IEKF-SO(3), with a threshold-based adaptation technique. The results, with both simu-
lated and real data, showed that the UMV-SO(3)-EA performed precise and robust attitude
estimation under significant external acceleration, and also outperformed the IEKF-SO(3)
with threshold-based adaptation. The results showed also accurate external acceleration

53



estimation of UMV-SO(3)-EA.

The next chapter extends this framework to the estimation of position, velocity, and attitude
based on MARG and position measurements, also under unknown external acceleration,
that affects both dynamic model and output function. This problem introduces additional
theoretical challenges, such as the coupling between translational and rotational dynamics
and the influence of unknown acceleration on both motion components. These challenges
are addressed through a new estimation strategy developed in the next chapter.
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Chapter 4

Position, Velocity, and Attitude Esti-
mation Based on MARG and Position
Sensors

This chapter starts with the introductory Section 4.1, which extends the model employed in
Chapter 3 to include position and velocity in the dynamics and position sensor measurements
in the output, and explains existing solutions in the literature for position, velocity, and
attitude estimation based on MARG and position sensors. Section 4.2 presents the derivation
of the proposed PVA-SO(3) algorithm. Section 4.3 evaluates the proposed algorithm through
simulations. Finally, Section 4.4 concludes the chapter and prepares the reader for Chapter 6,
which is the bridge between the two parts. !

4.1. Preliminaries and Problem Statement

This chapter addresses the problem of position, velocity, and attitude estimation based on
MARG and position measurements. The position can be directly measured using GPS [68], or
computed from other sensors such as range measurements [7] and Ultra Wide-Band (UWB)
radio technology [75].

Velocity is the time derivative of position, and the external acceleration (i.e., the transla-
tional acceleration) expressed in the navigation frame is the time derivative of velocity. The
discrete-time position and velocity dynamic model is given by:

ext,n
Vil = Vi +a;; AL,

Pr+1 = Pk + VkAt7 (412)

where v, and p, denote the velocity and position at time step k, and azxt’” is the exter-

nal acceleration expressed in the navigation frame. The output measurement model is the

I Before reading this chapter, it is recommended to first read Chapter 1 and Chapter 3.
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position measurements:
P: = Pk + W}, (4.1.3)

where p}’ is the measured position and w}, is the position measurement noise.

This position and velocity dynamic model (4.1.1)-(4.1.2), with the external acceleration
ext,n . o, .
a, as input and the position measurements as output, defines a linear state-space system
in which both position and velocity are observable. However, the external acceleration is not
directly measured. As explained in the previous chapter, the external acceleration is mea-
sured in the body frame, together with the gravity component. Some approaches estimate
the external acceleration by differentiating velocity measurements obtained from air-data sys-
tems or Doppler radar, or by computing the second derivative of position measurements [88,

90]. However, these methods are sensitive to noise amplification.

In the cascaded approach [191] adopted in the literature, the external acceleration is typically
expressed in terms of accelerometer measurements and attitude. Specifically, the external

acceleration in the navigation frame is written as a;" " = Ryaf*’, where R, € SO(3) is

the rotation matrix representing the attitude, and a{* is the external acceleration expressed
in the body frame. This body-frame external acceleration is further expressed as af** =
a" — R} g — w{, where a" is the accelerometer measurement, g is the gravity vector, and
w{ denotes the accelerometer measurement noise (see (1.5.2)). Consequently, the velocity
model used in this approach is given by vy = vi + (Rg(a) — w§) — g) At. This model
requires knowledge of the attitude Ry, which is typically replaced by an estimate obtained
from MARG sensor measurements. As discussed in Chapter 3, attitude estimation based on

MARG sensors is affected by the presence of external acceleration.

Chapter 3 proposed to address this issue by considering the external acceleration as an
unknown input affecting the output function. In the present chapter, this formulation is ex-
tended to jointly estimate position, velocity, and attitude. In this case, the unknown external
acceleration affects not only the output function but also the dynamic model, specifically
appearing in the velocity dynamics.

To have a complete state space representation, the position (4.1.2), velocity (4.1.1), and
attitude (1.5.6) dynamic models, along with the output consisting of the accelerometer
measurements (1.5.2), the magnetometer measurements (1.5.3), and the position measure-
ments (4.1.3), are recalled below.

Rii1 = Ry exp,, (Wi’ — wi)AtL), (4.1.4)
Vit = Vi + Rkai‘“At, (415)
Pt+1 = Pk + VkAt, (416)
M= h+(Rk, Pk) + Dazﬂ + WZ, (417)

where wi' € R? is the measured angular velocity, and w¥ € R? represents the gyroscope
noise. The function h*(-), the matrix D € R?*3 and the measurement noise wi € R? are
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given by:

R'g I3 Wi,
h*(R,p)=| R'm, |, D= 05 |, wi=| w [,
P 03 wy

where m, and w? are the Earth’s magnetic field and magnetometer measurement noise,
respectively. The noises wi and w} are assumed to be uncorrelated, zero-mean white random
signals with positive definite covariance matrices Q; and R, respectively.

Similar to Chapter 3, this chapter designs a solution that assumes the availability of an unbi-
ased initial estimate of attitude. The proposed algorithm in this chapter, named PVA-SO(3),
provides an unbiased minimum variance first-order approximation-based estimator for Po-

ext

sition py, Velocity vi, Attitude Ry, € SO(3), and the external acceleration a**, based on

unbiased estimates of Ry_1, vi_1, pr_1, and azlitl, and the measurements wj' ; and yy.

As explained in Chapter 3, obtaining an unbiased and slightly perturbed initial attitude
estimate is possible using static algorithms, such as the TRIAD method described in Sec-
tion 1.6, which relies on the initial magnetometer and accelerometer measurements, where
the external acceleration is known and equal to zero before the body starts moving.

The main contributions of this chapter are:

e Development of an estimator for systems on SO(3)xR3 x R?, with an unknown input
affecting both the dynamics and the output, and multiplicatively coupled with the
state on SO(3).

e Design of a novel estimation algorithm for position, velocity, attitude, and external
acceleration based on measurements from MARG and position sensors.

The material presented in this chapter is based on the corresponding publica-
tion, currently under review:

e (. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “Position, velocity and atti-
tude estimation based on MARG and position measurements under unknown external
acceleration,” IEEE Control Systems Letters, vol. 9, pp. 1423-1428, June 2025.

4.2. PVA-SO(3) Algorithm Derivation

The current chapter adopts the three-step procedure as Chapter 3. The three steps are: (i)
state prediction based on the dynamic model and previous estimates, (ii) external accelera-
tion estimation based on the state prediction and measurements, and (iii) state estimation
correction using the state prediction, external acceleration estimation, and measurements.
The proposed PVA-SO(3) filter has the following structure:
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> Prediction:

Rk|kz—1 :Rk—l €XP,, (W?_lAt% (421)
Vi1 =Vio1 + Ry 18" At, (4.2.2)
Prjk—1 =Pk—1 + Vi1 AL (4.2.3)

> External acceleration estimation:

agt = My (Yk - h+(Rk|k—17 I3k|k—1)) : (4.2.4)

> Correction:

ék :Kk (yk — h+(f{k\k717pk|k71) — Dézxt> s 425

Rk :Rk|k—1 €XP,, (ék(l : 3)) s
Vi :\A/k‘k,l + 5k(4 : 6),
Pr =Prjk—1 + 0x(7: 9),

4.2.6
4.2.7

)
)
)
4.2.8)

(
(
(
(

where the matrices M, € R3® and K, € R3® are the gain matrices which have to be
designed.

Main goal: Considering Ry_1, Vi_1, Pr—1, and &, are unbiased, the objective is to design

M, and Ky so that the first-order approximation-based estimators of f{k, Vi, Dk, and a5*
provided by (4.2.6), (4.2.7), (4.2.8), and (4.2.4), respectively, are unbiased minimum variance

(see Lemma 4.2.2, Theorem 4.2.4 and Theorem 4.2.8).

The current chapter presents three main challenges beyond Chapter 3. First, the state
includes two additional vectors in R?, along with the attitude, which belongs to SO(3).
Second, in contrast to Chapter 3, where the unknown external acceleration affects only
the measurements, the current chapter involves it affecting both the dynamic model and
the measurements, creating a coupling between state prediction and external acceleration
estimation. Third, the dynamic model involves a multiplication of the rotation matrix with
the unknown external acceleration, making the derivation of the prediction error transition
matrix, which is essential for deriving the prediction covariance matrix, challenging.

We denote the state estimation error by e, = (3,2 ) , and the external acceleration estimation
et

error by e¢ = af™ — a¢"* where exp,(&;) = f{gle, e} = v, — Vi, and €} = py — Py, are the

attitude, velocity, and position estimation error, respectively. We define the corresponding

covariance matrics: P = E(ezel), P¢ = E(efe)T), and Py = (P{*)" = E(efel). In the

following, the steps of the algorithm are derived, beginning with the prediction, followed by

the estimation of the external acceleration, and then the correction. Finally, a summary of

the complete algorithm is provided.
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Prediction:

A key contribution of this chapter is presented in Lemma 4.2.1, which is given below. It
establishes the estimation error for the product of two estimates: one belonging to SO(3)
and the other to R3.

Lemma 4.2.1. Consider two elements, R € SO(3) and a € R3, with their respective esti-
mations R € SO(3) and & € R, and their respective estimation errors exp,,(€) = R7'R
and e* = a — a. The following equation holds:

Ra — Ra = — R(a).& + Re” + O(/|€]1% |1€]1-]1e°]]) (4.2.9)
Proof.
Ra =Rexp,,(£)(a + e%),
=R+ (&) + 0{\|£!!2))<é +e),
=Ra+ R(£)xa+Re" + O(|[€]*) + R(&)xe",
thus:

Ra— Ra = —R(a).& + Re" + O(||€]1%, |I€]-|le]])-
|

The prediction step is addressed in Lemma 4.2.2, which is presented below. It provides
the expression for the prediction error covariance matrix used in the subsequent algorithm
derivation.

Lemma 4.2.2. Let Ry_1, Vi_1, Pr_1, and a¢*', be unbiased, then the attitude, velocity and
position predictions provided by (4.2.1), (4.2.2), and (4.2.3) are unbiased, and the prediction
error covariance matrix is given by:

P, P AT
Pl =(A,, B, )| 8 % ; "] +GQ, G, (4.2.10)
Pty Pia By
where
I 0; O3 03 I;At
Ap1 = —kal(éiﬁ)xAt I, 0 ;o Bra= RkﬂAt , G= 03 )
03 IgAt ]:3 03 03

Proof. The attitude prediction error is

eXpm(fmk—l) :R;‘gk—th
= eXpm(_wZL—lAt)Rg—le*l €eXP,, (wzl—lAt - W‘I::)—lAt)a
= exp,, (—wi' | At) exp,, (& 1) exp,, (Wi | At — Wi | At),
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Applying BCH formula (1.4.5) gives

Er1 = &r1 — Wi, AL (4.2.11)

The velocity prediction error is:
e}é\kq =Vi — Vijk—1,
=vi_1 + Ry 1a® At — vy — Ry 185" At
—e! | + (Rk_laz{tl - Rk_laz{tl) At.
Applying first order approximation of Lemma 4.2.1 on the term Ry_;a$*; we obtain:
ot = ey — Riuo1(857)) &1 At + Ry_ief_ AL, (4.2.12)
The position prediction error is

€y x—1 =Pk — Pklk—1,
=Pr-1 + Vi 1At — Pr—1 — Vi1 AL,
—e? | +el_,At. (4.2.13)

Concatinating the prediction error equations (4.2.11), (4.2.12), and (4.2.13) gives:

I3 03 O3 03 Isdt
Cklk—1 = _kal(éiﬁ)xdt I; 03 [ers+ | Ryydt |ef g~ 03 Wi_1,
05 Igdt 13 05 05
€r—1 w
:( Ak—l Bk—l > " - ka—l' (4214)
Cr—1

Thus, E(egx—1) = 0 follows from the unbiasedness of e;_1, ef_; and wi_;. Finally, comput-

ing the covariance matrix E(ek|k_1e;f| 1) confirms the prediction covariance matrix (4.2.10).
|

External Acceleration Estimation:

The sufficient conditions for the local optimality of the external acceleration estimator (4.2.4)
are established in Theorem 4.2.4, with the support of Lemma 4.2.3, both of which are
presented below.

Lemma 4.2.3. Let ey,_1 be unbiased, then the term yj, =y — h+(Rk|k,1, Drjk—1) has first
order approrimation
S’k = Daimt + ék,
where
ék = H:e]dk,l + Wz, (4215)

60



the matriz H} is defined as follows:

(Rg\k71g)x 03 O3
Hz = (Rakflme)x 03 O3 ) (4.2.16)
03 0; I3

and the random variable €, has zero mean and positive definite covariance matrix
Ry = H{P;,  HI" + Ry (4.2.17)
Proof. y; = h+(f{k, Pr) — h+(f{k|k,1, Prje—1) + Dag™ + w. We simplify the term

h =h"(Ry, py) — h* (Rije—_1, Prir_1);

Rig R;;F\k—1g
=| Rlm, | - R;f‘k_lme :
Pk Pklk—1

(expy, (—&pp—1) — IB)Rf\k_lg
=1 (expu(—&pp—1) — I3)Rz\k—1m€ ’

k1
by applying (1.4.4), we obtain:
_(£k|k—1)><R;€\k_1g (Rak_1g)><£k|k—1
h — A — > — |t
h= —(5k\k—1)xR£k—1me - (Rak—lme)xglﬂk—l = Hyepj-1-
€)1 €} k1

Substituting it gives

— t + Y
Yk _Dazx + Hk €lk—1 + Wi,

t ~
=Da;" + é;.

Also, E(é) = 0 follows from the unbiasedness of ey and wj. Finally, computing the
covariance matrix Ry, = E(ézel) confirms (4.2.17). |

Theorem 4.2.4. Let ey, be unbiased, and the matriz gain My, has the following value:
~_ -1 ~_
M, = (DTRle) D'R; (4.2.18)
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then the first order approzimation-based estimator of as™ given by (4.2.4) is unbiased mini-
mum variance, the estimation error is given by:

el =af™ —af = —Méy, (4.2.19)

and its covariance matriz s equal to:

- —1
Pl = (DT’Rle) . (4.2.20)

Proof. Lemma 4.2.3 holds, thus y, = Da{*" + €, where & is a random variable with zero
mean and positive definite covariance matrix 7~2k, and the matrix D is full column rank, thus
we can apply Gauss-Markov Theorem on y, [93, Chapter 3.4.2], and the gain matrix My
defined in (4.2.18) is making the first order based estimator of (4.2.4) unbiased minimum
variance. This gain matrix satisfies M;D = I3, applying it in the estimator of af** (after

ext

substituting y), we obtain ag** = M, ( Dal*! + & ) = af*'+ M;.éy, thus e = af

Aexrt __
ak —

—M€;. Finally, computing the covariance matrix P¢ = F(efe¢”) confirms (4.2.20). |

Correction:

The sufficient conditions for the local optimality of the attitude (4.2.6), velocity (4.2.7), and
position estimator (4.2.8) are established in Theorem 4.2.8, with the support of Lemma 4.2.5
and Lemma 4.2.6. In addition, the covariance matrix P§* is derived in Lemma 4.2.7. All of
these results are presented below.

Lemma 4.2.5. Let ey.—1 be unbiased, then the first-order approximation of the attitude,
velocity, and position estimation error given by (4.2.6), (4.2.7), and (4.2.8) is as follows:

e, = (Ig — Kk(Ig — DMk)H;) ek|k_1 — Kk(Ig — DMk)W]‘Z (4221)

Proof. Lemma 4.2.3 and Theorem 4.2.4 hold, thus

Yi — h+<ﬁk\k—1; Phlk—1) — Daj* =Daj*" + &, — Dag"™,
=Dej + e,
=(Iy — DM})é,

We define K§ = Ki(1 : 3), K& = Ki(4 : 6), and K¥ = K(7 : 9), thus the correction
steps (4.2.6), (4.2.7), and (4.2.8) can be written as follows:
Ry, = Rypp_1 exp,, (K;, (Ip — DM, &),
Vi = Vi1 + Kj (I — DMy,
Pr = Prje—1 + Ki(Ig — DM )€,
Attitude estimation error is given by
eXpm(ﬁk) 1Rk7
—exp,, (K} (Iy — DMy)é) R, Ry,
= expm(—Ki(Ig - DMk)ék> expm(&k“cfl)a
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applying BCH formula (1.4.5) gives
& = —K(Ig — DM)&;, + &4y (4.2.22)
Velocity estimation error is given by:

ez =V — ‘A/k)
=i, — Vi—1 — Ki(Iy — DMy)éy,
=e}jp—1 — Kj(Iy — DMy)éy, (4.2.23)

and the similar calculation for position gives
e, = ey — Ki(Ig — DMy)é,. (4.2.24)
By vertically concatenating the three estimation errors (4.2.22), (4.2.23), (4.2.24) we obtain
e, = egp—1 — Ki(Ig — DMj)éy.

By substituting e, = HkFek‘k_l + w} (see Lemma 4.2.3) the proof is established. [ |

Lemma 4.2.6. The terms (Iy — DM)RM} and MR, (Io — DM,)T are both zero.

Proof. The two terms are transposes of each other. Thus, proving that one is zero directly
implies that the other is also zero.

R; = (Iy - DM RyM! = R,M! — DM, R, M7
substitute My from (4.2.18) gives:
R; =R,R, D(D'R, D)"' - D(D"R, D)"'D’R, R,R, D(D'R, D),
~D(D’R, D)"' - D(D'R, D)~ = 0.

Lemma 4.2.7. Let ey, be unbiased, then
P = E(ere;’ ) = =Py H MY (4.2.25)
Proof. We compute the covarinace matrix P§* employing (4.2.15), (4.2.19), and (4.2.21):

Py =E(eye;)
=E(((Iy — Ky(Iy — DM)H; exr-1 — Ki(Iy — DMu)w) (—MH} e — Mpw))"),
= — (Iy — Ky (I — DM, )H] )P, H} "M + K, (Io — DM,) R, M/,
=~ P{ H M + Ki(I, - DM,) (Hf Py, Hf” + Ry) MY,
= — Py H"M] + K, (I — DM,,)RM{,

we apply Lemma 4.2.6 and we conclude P§* = —PiwﬁlH:TM{. |
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Theorem 4.2.8. Let ey, and e} be unbiased, then the state estimates (4.2.22), (4.2.23),
(4.2.24) are unbiased minimum variance, and the state estimation covariance matrix is given

by:
P; =Py — Ki (Ip - DM,) H P}, . (4.2.26)

Proof. Lemma 4.2.5 holds, thus (4.2.21) is satisfied, and E(ex) = 0 follows from the unbi-
asedness of ey;_1 and w}. E(||e;||?) = tr(Py), thus our goal is to find the matrix gain K

that satisfies dir(Py)

o 0. First we compute Py:

P;, =E(eyey),
= (Iy — Ki(Iy - DM)H}) Py, (Tg — Ki(Ty — DM ) H,)”
+ K (Ig — DM,,) R (I — DM) K],
=K, (Iy — DM,;)R,.(I, — DM,)"K? — L HET(Io — DM TK
— Ki(Iy - DM)H;/Pj,,_, +Pj, . (4.2.27)

Applying Lemma 4.2.6 gives:

P =K, Ry (Iy - DM,) K] — Pj,_ H/T (I, —
DM,)" K} — Ki(Iy — DM, )H; P}, + Pfy (4.2.28)

implementing matrix derivatives leads to

dtr (P, ~
dI({ B _ 2K Ry (Iy — DM,)" — 2P;,  H/ " (Iy — DM,)",
k
the matrix gain K; = leklegT’]i’,;l satisfies dtgl(iz) = 0. Substituting this Ky in (4.2.28)
confirms the covariance matrix (4.2.26). |

PVA-SO(3) Algorithm Summary

The inputs of the PVA-SO(3) algorithm are the previously estimated state and external
acceleration, along with their corresponding covariance matrices, together with the MARG
and position measurements. The algorithm provides, as outputs, the estimated state and
external acceleration at the current time step, along with their corresponding estimation
error covariance matrices. The detailed steps of the proposed recursive filter PVA-SO(3) are
summarized in Algorithm 6.
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Algorithm 6 PVA-SO(3)

A aZl
InputS: Rk—l) V-1, Pk—1, azaitp szlv Pﬁfp chila wzril? Y = <bg>
o
> State prediction:
1: Rk|k—l = Rk—l expm (wZLlAt)
2: \A/k‘k_l =vVi_1 + Rk_lézleAt
3: Prk—1 = Pr—1 + Ve_1A¢
I3 0; 03 03
4 Ak:—l - —Rk_l(ak tl)XAt Ig 03 ; Bk:—l — Rk_lAt
03 I3At 13 03
P, Pt Ai,
Pir1=(As1 Bi) ' ! . +GQ; G
Py, Piy B,

> External acceleration estimation:
(Rak_lg)x 0; O
5 HY = (lfiflk_lme)X 0; 03
05 0; I
6: Ry, = H/ Py, HI" + Ry
7. My = (Dsz,le) Tpri!
8 ap™ = My, <Yk - h+(Rk|k—17 I3k|k—1)>
9: P¢ = (DTﬁ,fD) B
> Correction:
10: K =Py, HTR,
11: 0, = K;, (Yk — h+(Rk\k—1, Phlk—1) — Déi”)

12: Rk = Rk\k—l €xXp,, (6k(1 : 3))

13: Vi = \Afk|k_1 + 6k(4 : 6)

14: Pp, = Prjp—1 + 0x(7: 9)

15: Pyt = =Py, HITM]

16: Py =Pf,  — K (I, — DMy) HfP§ |

$ - Hexrt a ea
17: return Ry, vy, Di, ™, Py, Py, P{
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4.3. Evaluation of PVA-SO(3)

This section aims to validate the effectiveness and demonstrate the performance of the pro-
posed algorithm under different scenarios. Monte Carlo simulations are carried out with
100 runs for each scenario. The performance of the proposed algorithm is compared with
two reference algorithms, which are briefly described below. The simulation setup and the
corresponding results are then presented.

When showing the results, and in order to facilitate the interpretation of the results, the
rotation matrices are converted into Euler angles using the XYZ convention and expressed
in degrees. RMSE is calculated for each Monte Carlo run, and finally, the average is derived
from the 100 runs.

Comparison Algorithms

PVA-SO(3) is compared with two algorithms, both based on cascaded approaches [191].
First, the attitude is estimated using MARG sensors, then, it is used to compute the ex-
ternal acceleration based on the accelerometer measurement model (1.5.2). This computed
acceleration serves as an input to a Kalman filter applied to the velocity and position dy-
namics (4.1.1)-(4.1.2), with position measurements as the output (4.1.3).

The first algorithm uses IEKF-SO(3), explained in Section 1.7, for attitude estimation, as-
suming that the accelerometer measures only gravity, ignoring external acceleration. The
second uses IEKF-SO(3) combined with a threshold-based adaptive method [146], which
adjusts the measurement noise covariance matrix. Specifically, when external acceleration
is detected, a higher acceleration measurement noise covariance matrix is assigned, reducing
the algorithm’s reliance on accelerometer measurements. External acceleration is detected
when the difference between the norm of the accelerometer output and the gravity norm
exceeds a threshold ¢,. We set ¢, = 0.2 m/s? following [146]. In the remainder of this chap-
ter, we refer to these two algorithms as cascaded-IEKF and cascaded-IEKF with adaptation,
respectively.

Simulation Setup

For every Monte Carlo run, the simulated data are generated for a duration of 100 s with
a sampling time of At = 0.01 s. The Earth’s gravity vector and the Earth’s magnetic

field are approximated by these two vectors written in NED (North-East-Down) frame in
T

Grenoble, France: g = (0 0 9,81)T rn/s.2 and m, = (0,23 0.01 0,41) G, respectively.
The true values for body angular velocity and external acceleration are set as shown in
Table 4.1. The gyroscope, accelerometer, magnetometer, and position noises are set as zero-
mean white Gaussian signals with standard deviations of o,, = 0.01 rad/s, o, = 0.01 m/s?,
om = 0.005 G, and 0, = 0.5 m, respectively.

To ensure a fair comparison, the applied external acceleration shown in Table 4.1 at each
time step k is scaled by ay, which can take 0 (no external acceleration) or 1 (with external
acceleration). The sequence (aj)o<k is generated as alternating phases of zeros and ones.
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Table 4.1: The true angular velocity and external acceleration

True angular velocity (rad/s) | True external acceleration (m/s?)
wp(1) 2.0 cos (0.2mkAt) as(1) 2.0sin (0.57kAt) oy
wp(2) 1.5 cos (0.6mkAt) as(2) 1.0sin (0.27kAt) ay,
wp(3) 1.0 cos (1.0mkAt) ag(3) 0.5sin (0. 17k At) oy,

Each phase is generated to have a random duration following a uniform distribution in the
range [0, 1 — @] seconds for the zero phase, and [0, @] seconds for the one phase. The closer &
is to 1, the more external acceleration is present. Conversely, as & approaches 0, the presence
of external acceleration decreases.

Each Monte Carlo run has a different noise sequence and different initial estimates for posi-
tion and velocity. The measurement noise realizations are generated independently, meaning
that each simulation has its own unique set of noise values, distinct from those of other runs,
with common noise variances. The initial attitude estimates for all three algorithms are
obtained using a slightly perturbed rotation estimate, computed via the static attitude algo-
rithm TRIAD, explained in Section 1.6, based on the first accelerometer and magnetometer
readings. The initial velocity and position estimates are set as uniform distributions in the
ranges [—10,10] m/s and [-100, 100] m for each component, respectively.

Simulation Results

Table 4.2 presents the RMSE of position, velocity, attitude, and external acceleration es-
timation, for the three algorithms across three scenarios of external acceleration presence,
corresponding to @ = 1, @ = 0.6, and @ = 0.3. In all scenarios, PVA-SO(3) outperforms the
cascaded IEKF with and without adaptation and remains unaffected by the presence of exter-
nal acceleration, unlike the cascaded IEKF approaches. In every scenario, the cascaded-IEKF
with adaptation consistently outperforms the cascaded-IEKF without adaptation. This is
because the latter relies on unreliable acceleration measurements during the correction step
when external acceleration is present, while the former neglects these measurements when
detecting external acceleration. On the other hand, PVA-SO(3) demonstrates even bet-
ter performance than the cascaded-IEKF with adaptation, as it fully exploits all available
measurements, even in the presence of external acceleration. Fig. 4.1 and Fig. 4.2 show
a comparison of velocity and position estimation, respectively, for a single simulation run,
presenting the estimates from the three algorithms and the ground truth. These figures are
appropriately zoomed in for better visualization. Both figures are consistent with the RMSE-
based comparison shown in Table 4.2. Fig. 4.3 and Fig. 4.4 show the achieved convergence
of the position and velocity estimation error for 10 runs when a = 1, respectively, covering
a wide range of initial estimates.
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Table 4.2: RMSE for the rotation (in degree), velocity (in m/s), position (in m), and the
external acceleration (in m/s?), for the three algorithms, over three @ cases.

PVA-SO(3) | cascaded-IEKF | cascaded-
Q State
with adaptation IEKF
Rotation 0.39 7.64 9.90
L0 Velocity 0.06 1.01 1.82
' Position 0.08 9.55 7.30
External acceleration 0.02 0.54 0.69
Rotation 0.39 1.87 6.40
0.6 Velocity 0.06 0.34 1.09
' Position 0.08 1.36 4.30
External acceleration 0.02 0.20 0.48
Rotation 0.39 1.15 3.78
0.3 Velocity 0.06 0.17 0.51
' Position 0.08 0.66 2.06
External acceleration 0.02 0.12 0.28
10—PVA-SO(3) ----- Cascaded-IEKF ---Cascaded-IEKF with adaptation - - True
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Figure 4.1: Velocity estimation comparison.
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Figure 4.2: Position estimation comparison.
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Figure 4.3: Position estimation error for PVA-SO(3), for 10 Monte Carlo runs.
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Figure 4.4: Velocity estimation error for PVA-SO(3) for 10 Monte Carlo runs.

4.4. Conclusion

This chapter proposed a novel algorithm, PVA-SO(3), for estimating the position, velocity,
and attitude of a rigid body using position and MARG sensor measurements. PVA-SO(3)
treats external acceleration, which is measured by the accelerometer along with gravity
and appears in the kinematic equation of velocity, as an unknown input affecting both the
dynamic model and the output function. The effectiveness of PVA-SO(3) is demonstrated
through Monte Carlo simulations and compared with a cascaded approach, where attitude is
first estimated using the IEKF-SO(3), and an IEKF-SO(3) integrated with threshold-based
adaptation, then used for position and velocity estimation. Simulation results showed that
PVA-SO(3) outperforms the cascaded methods.

This part of the thesis consists of three chapters, each addressing the problem of state esti-
mation on SO(3) in the presence of unknown inputs. In Chapter 2, the unknown input affects
the dynamic model without direct feedthrough to the output. In Chapter 3, the unknown
input affects only the output function. In the current chapter, the unknown input affects
both the dynamic model and the output function. Each of these frameworks addresses a
practical estimation problem. In the first framework, the unknown input corresponds to the
gyroscope measurements, and the proposed solution is applicable when gyroscope measure-
ments are unavailable or unreliable. In the second and third frameworks, the unknown input
corresponds to the external acceleration affecting the rigid body.

It is worth noting that MARG sensors can also be subject to other types of unknown inputs,
such as cyber-physical attacks. The next part of this thesis focuses on the problem of
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cyber-physical security. It begins with the design of an attitude estimation algorithm based
on MARG sensor measurements, in the presence of randomly occurring FDI attacks. The
objective is to minimize the estimation error under such cyber-physical attacks.
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Chapter 5

Introduction

This introductory chapter presents the fundamental categories of cyber-physical attacks and
defense strategies, identifies the research gap addressed in this part, and prepares the reader
for the problems investigated in the subsequent chapters. It does not aim to provide a
comprehensive literature review but rather a focused overview to support the understanding
of the problems addressed in this part.

It begins by presenting the main categories of cyber-physical attacks in Section 5.1, followed
by an overview of existing defense strategies in Section 5.2. Section 5.3 discusses the vulnera-
bilities of navigation systems, including ground vehicles and aerial robots, and highlights the
importance of securing their estimation and control processes. It also presents two specific
problems that will be addressed in this part: one related to the security of attitude estima-
tion, and the other to the protection of vehicle’s lateral dynamics. Section 5.4 introduces a
different viewpoint on how to defend cyber-physical systems and motivates new directions
for protection beyond conventional methods.

5.1. Cyber-Physical Attack Categories

Research in CPS security has primarily focused on four major categories of cyber-physical
attacks: denial of service (DoS) attacks, replay attacks, false data injection (FDI) attacks,
and eavesdropping attacks.

DoS Attacks

In a DoS attack, the attacker blocks the transmission of input or output signals, disrupting
the system’s operation [42]. This type of attack assumes that the attacker has the capability
to write to the input-output signals transmission lines.
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Replay Attacks

In a replay attack, the adversary records a sequence of measurement data and replays it
later in place of current measurements [125]. This type of attack is difficult to detect, as
the replayed sequence may correspond to a legitimate measurement pattern [57]. This type
of attack assumes that the attacker has the capability to read from and write to the input-
output signals transmission lines.

FDI Attacks

In an FDI attack, the attacker injects false signals into the input and/or output channels
to degrade the control system’s performance [33, 126, 127, 137] or to degrade the system’s
state estimation performance [72, 73].

In the CPS security literature, spoofing and deception attacks are commonly used terms
for attacks that are, in essence, FDI attacks, as both involve feeding false information into
the system. A spoofing attack typically refers to falsifying the identity of a sensor’s data
source, leading to incorrect measurements, such as spoofed GPS signals using fake satel-
lites [178], or electromagnetic interference on magnetic sensors [132]. In some literature, the
term “deception attack”is used instead of “FDI attack” [72, 137]. However, the term “decep-
tion” originates from military studies, where it refers to altered representations of reality [39].

An FDI attack is considered undetectable against a specific detector, where this detector is
based on a signal produced by the system, if this signal, in the presence of FDI attacks, is
identical to the signal produced in its absence.

Zero dynamics attacks: An undetectable attack is achieved by injecting false data solely
into the input channels, where the attacker exploits the invariant zeros of the system to
perform attacks leaving no trace on the system’s outputs, thus, it is called a zero dynamics
attack [138, 139]. This type of attack assumes that the attacker has the capability to write to
the input signal transmission lines. Additionally, the attacker is assumed to have knowledge
of the system model.

A detailed mathematical formulation of the zero dynamics attack is presented in Section 7.3
of Chapter 7.

Covert attacks: An undetectable attack is achieved in [100, 101] by injecting false data
into both inputs and outputs, and known as covert attack [157]. This type of attack assumes
that the attacker has the capability to read from and write to the input-output signals
transmission lines. Additionally, the attacker is assumed to have knowledge of the system
model.

Eavesdropping Attacks

In an eavesdropping attack, the adversary passively accesses communication channels to
extract sensitive information without modifying system behavior [34]. Eavesdropping at-
tacks are classified as passive cyber-physical attacks [113, 134], where unauthorized access is
obtained without directly affecting the system’s functionality.
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Cyber-Physical Attack Space

To better understand the resource requirements of the aforementioned attack types, the
cyber-physical attack space, introduced in [167], is frequently used in the literature [34, 147,
168]. Figure 5.1 shows the three-dimensional cyber-physical attack space, with the location
of each attack type, the three dimensions are:

1. disclosure resources quantify the attacker’s access to read the transmitted data,

2. disruption resources quantify the attacker’s access to modify the transmitted data,

3. the model knowledge refers to how much the attacker knows about the system model.
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Figure 5.1: The cyber-physical attack space.
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Defense Mechanisms Against Cyber-Physical At-

The second major focus in CPS security is the development of defense mechanisms. De-
fense strategies are commonly categorized into three approaches: prevention, detection, and
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resilience [34, 44].

Prevention

Prevention aims to reduce the likelihood of successful attacks by securing communication
and access. This includes encryption, firewalls [55, 95, 114], and masking protocols [27, 32].

Detection

Detection involves determining whether an attack has occurred, typically using statistical
tests on some resulting signal of the system; examples of these tests are x? [23], cumulative
sum [67], and Euclidean detector [119].

Another detection method involves physical watermarking, where known signals are embed-
ded in the data. Any alteration or absence of these signals can indicate an attack [128].

Resilience

Resilience refers to the system’s ability to continue functioning correctly under attack, par-
ticularly in terms of secure control and state estimation. Various approaches have been
proposed in the literature.

For example, under observability conditions and bounds on the number of compromised
sensors, secure state estimation can be achieved through majority voting among a bank of
observers [35, 180, 181]. Other methods solve optimization problems to minimize the total
residuals from each sensor [56, 155].

Remote state estimation in the presence of randomly occurring FDI attacks, modeled by
Bernoulli distributions, has also been studied. These approaches aim to maintain bounded
estimation errors and minimize these bounds [105, 109].

Several techniques have been proposed in the literature to defend against passive eavesdrop-
pers. These methods aim to degrade the estimation performance of the eavesdroppers, while
still allowing the legitimate estimator to maintain acceptable performance. One strategy is
transmission scheduling and data omission, where the sensor intentionally withholds some
transmissions [104]. Another approach is to inject randomness or dummy data into the
transmissions [71, 192].

5.3. Cyber-Physical Security of Navigation Systems

The purpose of this section is to explain how and why navigation systems, specifically in
ground vehicles and aerial robots, are vulnerable to cyber-physical attacks. It then presents
relevant studies on securing such systems and finally introduces two specific problems that
remain unexplored, which will be addressed in Chapter 6 and Chapter 7.

Navigation systems rely heavily on the integrity of both sensor measurements and control
commands, as these signals are fundamental to state estimation and closed-loop control.
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This tight integration makes them vulnerable to cyber-physical attacks. In practical sce-
narios, attackers may compromise communication channels that transmit sensor or actuator
data [91], leading to degraded system performance or unsafe behavior. Furthermore, sensor
failures may mimic the behavior of randomly occurring FDI attacks, leading to estimation
errors or control instability.

Additionally, inertial and magnetic sensors, which are essential for navigation in both ground
vehicles and aerial robots, are vulnerable to several types of cyber-physical attacks. In acous-
tic attacks, the attacker emits sound waves near the sensor’s resonant frequency to distort
its readings without physical contact. This method has been used to disrupt gyroscope
and accelerometer measurements, leading to drone crashes and hijacked motion in ground
platforms [159, 173]. Electromagnetic interference (EMI) attacks, which introduce malicious
electromagnetic signals, have been shown to corrupt IMU outputs and significantly degrade
UAV navigation performance [17]. In addition, deep learning-based stealthy attacks can gen-
erate false IMU values that mimic valid measurements, allowing the system to deviate from
its mission objectives without triggering anomaly detectors [98]. Similarly, magnetometers
can be spoofed through controlled magnetic fields. In [132], a coil-based attack was de-
signed to manipulate magnetometer readings by injecting artificial magnetic fields, resulting
in incorrect heading estimates.

Such vulnerabilities highlight the critical need to secure navigation systems, particularly
ground vehicles and aerial robots. Hereafter, relevant studies are presented that address two
key challenges in this context: the security of ground vehicles and the secure estimation of
attitude, the primary state in navigation systems, particularly in aerial robots.

Secure Attitude Estimation

Limited research has focused on securing attitude estimation against FDI attacks. In [89], a
secure attitude estimation method for AVs systems is proposed, which involves preprocessing
the compromised measurements prior to their use in attitude estimation. In [107] a secure
quaternion estimation is designed, where both the state and measurements are represented
as quaternions, and the state dynamics and output functions are linear.

Ground Vehicle Security

Some researchs have already studied securing vehicles against DoS attacks [2], and reply
attacks [150]. In [14, 92, 163], the FDI attacks against connected vehicles are studied,
where the attacks occur on the transmitted signals between vehicles, rather than within the
individual vehicle. In [80, 141, 154], FDI and spoofing attacks against vehicle sensors attacks
are studied.

Some attacks specifically target the vehicle’s lateral control. The work [106] addresses lateral
control for connected vehicles under cyber-physical attacks, where the attack targets sensor
measurements and control inputs, utilizing a fuzzy-model-based control approach. Attacks
that modify sensor signals to cause damage in the lateral control have been proposed in [54].
In [133], security measures are proposed to protect against attackers who aim to infer the
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values of lateral controller gains. In [129, 130], the lateral model is compromised by attacking
the braking system and continuously varying the longitudinal slip of the wheels.

Addressing Two Problems in the Security of Navigation Systems

In this part, two specific gaps in the field of cyber-physical security for navigation systems
are addressed.

Although the attitude state plays a major role in navigation, and despite the advantages of
SO(3) as detailed in Section 1.2, no prior work has addressed secure attitude estimation on
SO(3) under FDI attacks. Chapter 6 fills this gap by proposing a secure estimation algorithm
that remains resilient when accelerometer and magnetometer measurements are affected by
randomly occurring FDI attacks. While this is a specific problem, it is hoped that this work
will encourage further research into securing attitude estimation on SO(3).

The second gap concerns the security of ground vehicles. Chapter 7 investigates the vulnera-
bility of the vehicle’s lateral dynamics to zero dynamics attacks. Although lateral dynamics
are essential for maintaining vehicle stability during maneuvers, their protection against such
attacks has not been explored in the literature. This work addresses that gap by analyz-
ing the lateral dynamics model and proposing structural conditions to detect and mitigate
potential threats.

5.4. A New Perspective on Defense in CPS

Defense strategies proposed in the CPS literature are passive, aiming to avoid, detect, or
reduce the impact of attacks without taking action against the attacker, as discussed in
Section 5.2. This thesis proposes an active defense strategy, where the defending system
takes an action against the attacker.

Existing studies generally assume that eavesdropping attacks have access to the input-output
signals without incorporating knowledge of the system model. However, assuming model
knowledge is common in the context of CPS security, such as in the case of FDI attacks [147].
This thesis introduces a new type of attack, referred to as unauthorized observation, in which
the attacker observes the input-output signals and has knowledge of the system model.

In Chapter 8, an active defense strategy is developed to mislead the unauthorized observer by
modifying the input-output signals in a way that remains undetected by existing detection
methods. In this case, the unauthorized observer will believe it is achieving its objective,
while in reality it is not. This false confidence may discourage the attacker from improving
its strategy, as it believes the mission is already successful. This approach shares conceptual
similarities with strategies developed in military deception, where altered representations
of reality are used to create a strategic advantage [39]. It is also related to the idea that
“the best defense is a good offense” [179]. Although such ideas have been widely explored
in military and strategic contexts, they remain undeveloped in the field of CPS security.
Investigating these concepts introduces new directions for CPS security research. It reflects
a shift from traditional passive defense methods toward strategies in which the system can
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actively influence, mislead, or counter adversarial actions. This may lead to more defense
mechanisms. The proposed framework for active defense is formulated for general discrete-
time linear systems, suggesting its applicability beyond navigation-related applications.
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Chapter 6

Attitude Estimation Based on MARG
Sensor Under Randomly Occurring False
Data Injection Attacks

This chapter starts with the introductory Section 6.1, which explains the attitude dynamics
on SO(3), the output measurements including the attack term, the attack model, and pro-
vides a literature review on how the problem of secure estimation under randomly occurring
FDI attacks is addressed in the literature for systems whose state belongs to vector spaces.
Section 6.2 and Section 6.3 present the derivation of the proposed secure-IEKF-SO(3) algo-
rithm .Section 6.4 evaluates the proposed algorithm through simulations. Finally, Section 6.5
concludes the chapter and prepares the reader for Chapter 7. !

6.1. Preliminaries and Problem Statement

This chapter addresses the problem of attitude estimation based on MARG sensors when
the accelerometer and magnetometer are subject to randomly occurring FDI attacks. This
chapter assumes the absence of external acceleration. The attitude dynamic model (1.5.6),
along with the corresponding output consisting of the accelerometer measurements (1.5.2)
(neglecting external acceleration) and the magnetometer measurements (1.5.3), are briefly
recalled below, with the addition of a cyber-physical attack term:

Ri1 = Ry exp,, (W) — wi)At),
yi = h(Rg) + Wi + 716, (6.1.2)

where Ry, € SO(3) denotes the rotation matrix at time step k, w* € R? is the measured
angular velocity, and w{ € R? represents the gyroscope noise. The output measurement
function h(.) and the output noise wj are given by:

! Before reading this chapter, it is recommended to first read Chapter 1 and Chapter 5.
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R'g Wi
h(R) = . , W \
R 'm, W)

(6.1.3)

EalS

where g € R? is the Earth’s gravity vector, m, € R? is the Earth’s magnetic field, w{ € R?
is the accelerometer measurement noise, and w? € R3 is the magnetometer measurement
noise. The random variable 7, takes the value zero in the absence of the attack and one
when an attack occurs. The vector §;, € R® denotes the unknown false signal injected during
the attack; it is assumed to be bounded, and more precisely, there exists a known matrix A
ie.

6,05 < A. (6.1.4)

This is a realistic assumption, as attackers generally aim to remain undetectable; thus,
larger false injected signals are more likely to be detected. The process noise wi and the
output measurement noise wj are assumed to be uncorrelated and to have positive definite
covariance matrices Q and Ry, respectively. The random variables w¥, w} and ~; are
assumed to be uncorrelated.

The design of secure state estimation against randomly occurring FDI attacks, where the
occurrence of the attack follows a Bernoulli distribution, has been studied in various works [3,
45, 112, 190]. The Bernoulli distribution is used to describe the occurrence of FDI attacks
because, at each time step, the attack may or may not succeed, depending on whether the
protection mechanisms effectively block the attack or not. The Bernoulli distribution is
characterized by the probability of occurrence, which represents the attack’s success rate.
This makes it an effective model for capturing the random nature of the attack’s occurrence
over time. Thus, in this chapter, the random variable 7y, is considered to be independent
Bernoulli distributed white sequences taking values in {0, 1} with probabilities:

where ¥ € [0, 1], and it is assumed to be known.

Secure state estimation against randomly occurring FDI attacks on the output with occur-
rence represented by Bernoulli distribution is done for linear systems in [105] by modifying
the Kalman gain in the Kalman filter taking into account the attack on the output. The
gain design in the secure Kalman filter aims to minimize the upper bound of the estimation
error second-order moment matrix. Based on the same principle, several works extended
to nonlinear systems, e.g. secure-EKF [110, 112], secure-UKF [111], and secure high-degree
cubature Kalman filter [190].

Based on the same principle, this chapter proposes a novel Kalman gain design within
the IEKF-SO(3) framework, thus, we call it secure-IEKF-SO(3). This algorithm provides
an estimation along with an upper bound for the estimation error second-order moment
matrix, and this upper bound is locally minimal among filters with the same form of IEKF-
SO(3). This chapter first treats the attack signal d; as a deterministic signal, as in the
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literature [105, 110, 111, 112, 190], and then develops and discusses the case of a stochastic
signal in Section 6.3.

The main contributions of this chapter are:

e Development of a secure state estimation algorithm on SO(3) under randomly occurring
FDI attacks on the output,

e Design of a secure MARG sensor-based attitude estimation framework, where ac-
celerometer and magnetometer measurements are affected by randomly occurring FDI
attacks.

The material presented in this chapter is based on the corresponding publica-
tion:

e (. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “Secure MARG sensor-based
attitude estimation on SO(8) under randomly occurring false data injection attacks,”
accepted in the 23rd European Control Conference (ECC), Thessaloniki, Greece 2025.

6.2. Secure-IEKF-SO(3) Algorithm Derivation

For systems under FDI attacks on the output, with randomly occurring presented by Bernoulli
distribution, the works in [105, 110, 112] design secure state estimation algorithms based on
modifying the Kalman gain in KF (for linear systems), and EKF and UKF (for nonlinear
systems), respectively. The modified Kalman gain is designed to minimize the upper bound
of the state estimation error second-order moment matrix.

Based on the same principle, we propose secure-IEKF-SO(3) that gives an estimate of the
attitude on SO(3) in the presence of a false injected signal to the output, based on modifying
the Kalman gain in the IEKF-SO(3), to minimize the upper bound of the attitude estimation
error second-order moment matrix. Secure-IEKF-SO(3) consists of two steps, as in IEKF-
SO(3), prediction and correction. The prediction follows the dynamic model with noise set
to zero. The correction is applied using the exponential map of the Kalman gain multiplied
by the difference between the output and the predicted output. The two steps are as follows:

Ryp1 = Ry exp,, (W' Ab), (6.2.1)
Rk = Rk|k—1 XDy, (Kk (yk — h(Rk|k_1)>) s (622)

where Ky is the Kalman gain.

Main goal: The objective is to design the Kalman gain Ky to minimize the upper bound of
the estimation error second-order moment matriz, taking into account the randomly occurring
FDI attacks on the output.

The prediction error and the corresponding second-order moment matrix are denoted by
exp, (&xp—1) = R,;ﬁ:_le and Pi‘k_l = E(£k|k_1£g|k71), respectively. Similarly, the estima-
tion error and its corresponding second-order moment matrix are denoted by exp,,(&,) =

82



f{,;le and Pi = E(£,£]), respectively. The following lemma will be used in the derivation
of the algorithm.

Lemma 6.2.1. [112] For any dimension-compatible matrices M, W, and a scalar € > 0, the
following inequality holds:

MW +W MT <csMM' + e 'WWT

In the following, the steps of the algorithm are derived, followed by a summary of the
algorithm and a discussion on its parameters.

Prediction:

Employing the attitude dynamic (6.1.1), and the prediction (6.2.1) in the prediction error
eXpm(EkUc—l) gives:

eXPm(€k|k—1) :eXpm(_w?—lAwR;—lle*leXpm ((wZil - WLI:A)At) )

=exXpm(—wj' 1 At) exp,, (&)1 )eXPm ((‘-‘-’Zil - Wffl)At) .

Applying the first-order approximation (1.4.5) gives:
Erp—1 = &r1 — Wi, AL (6.2.3)
Then the prediction error second-order moment matrix is
Pi\k—l = E(Sk|k—1££\k—1) =P}, +A?Qy .

The prediction error second-order moment matrix in the previous time step is upper bounded
by TI;_q, i.e. Pi_l < II;_;, thus Pi‘#l < I, + At?Qy_1, and the upper bound of the
prediction error second-order moment matrix is given by:

Iy = oy + AP Q. (6.2.4)

Correction:

The estimation error is given by exp,, (£,,) = Ry 'Ry, employing the correction equation (6.2.2)
gives:

expy (€1,) = expy, (~Ke(yr — h(Ruge—1)))Rygp 1 R,
=exp,, (—Ki(yr — h(Rip-1))) exp,, (€pp1)-

Applying first-order approximation (1.4.5) gives:

& = Ky (Yk - h<Rk|k—1)) + €k|k—17

= —Kk (h(Rk) — h(]-f{k:\k;—l) + vkdk + Wz) + ék\k—l‘ (625)
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Note that applying (1.4.5) relies on the assumption that the vector y; — h(f{k|k_1) is suf-
ficiently small. Although this condition is not theoretically guaranteed at all time steps
due to the potential presence of cyber-physical attacks, simulation results indicate that the
approximation remains valid and leads to accurate estimation performance in practice.

Applying the first order approximation h(Rk|k_1 exXPy, (Ep—1)) — h(Rk|k_1) = Hyp&ppor +
O(£i|k_1) (see Lemma 1.7.1) gives:

& = —Ki (Hrppot + 1m0k +Wi) + &y,
= (13 — Kka) €k|k—l — %Kk()'k — kaz, (626)

(Rk|k 18)x

& \ . Now, we calculate P§ = E(&,£7):
k|k—11Me ) x

where H, =

P; = (I3 — K.Hy) B(&p 1€h1) Is — KiHy)' + E() K06, K| + K E(wiwy K]
— BE() (Is — KeHy) E(€1)0r K] — E(9) K6 E (€L ) (I — K Hy)"
— (Is — K Hy) (&) E(WDK] — K E(W)E(E], ) (Is — K Hy)"
+ E(7) K0 EW/HK! + E() KL E(W!)oL KT (6.2.7)

employing P = E(€k|k71€£\k—1>a E(w}) =0, E(wiw}") = Ry, E(w) =7, E(y}) =7

gives:

k|k—1

P{ = (Is - KyHy) PY, ) (I — KeHy)" + 7K, 006, K| + K RKY
— 7 (T3 — Ky Hy) B(&y-1) 00 KY — VKB (€L, ) (I — K Hy)'
| \

Applying Lemma 6.2.1 on — (I3 — KyHy) E(§,—;) and K6y, and applying these properties
8,0; < A, E() <E(?), and P, < Ty give:

P < I0;, =(1 + 7e) (Is — KyHy) iy (I — Ky Hy) " + (671 + 1)7KAKT + K RUK]

(6.2.8)
we rearrange it for easier trace derivation later:
I, =K ((1 + 76 )HpILp HY + (671 + 1)7A + R,)K]
— (14 76) Kp H Iy
— (L4761 Hy K,
+ (14 7€) I gp—1. (6.2.9)
In order to minimize the trace of II,, we find K, that satisfies %ri’“) = 0. Utiliz-
ing the matrix derivatives from [12] (Propositions 10.7.2 and 10.7.4), leads to %rik) =
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2K, ((1 + ﬁe)Hka“g_lHZ + (et +1)7A + ’R,k) —2(1 + ﬁe)HMk_ng, thus the following
gain minimizes the trace of I1:

Ky = (1+9€) Iy HI R, (6.2.10)
where ~ B
Ri = (1+5¢) H Iy H +5(e "+ 1)A + Ry (6.2.11)
By applying this gain in (6.2.9), we obtain:

Secure-IEKF-SO(3) Algorithm Summary

The inputs of the Secure-IEKF-SO(3) algorithm are the previously estimated attitude and
the upper bound of its estimation error second-order moment matrix, together with the
MARG sensor measurements. The algorithm provides, as outputs, the estimated attitude
along with the upper bound of the corresponding estimation error second-order moment ma-
trix. The detailed steps of the proposed recursive filter Secure-IEKF-SO(3) are summarized
in Algorithm 7.

Algorithm 7 Secure-IEKF-SO(3)

Input: kal, I, Wiy, yi = (Eiﬂ)
> Prediction:

1: Rk|k—1 = Rk—l exp,, (wi'At)
2: Hk|k—1 =TI, + AP Qy

> Correction:

~

(Ryh_18)x
(RIQiflme)X
Ry = (1+ 7€) Iy HY +3(e 7' + 1A + Ry,
K; = (1+7¢) My HIR,,
Rk = lstk\k—l €XPp, (Kk (Yk - h(Rk|k—1)>)
I, = (1 + ye) (I — KpHy) Iy
return Ry, Il

3: H, =

Remark 6.2.2. The steps of Secure-IEKF-SO(3), presented in Algorithm 7, are identical to
those of IEKF-SO(3), presented in Algorithm 2, except for Steps 4, 5, and 7. When 7 = 0,
i.e., when there is no attack on the output, Algorithm 7 becomes identical to Algorithm 2.

Discussion on Filter Parameters:

Selection of e: According to Lemma 6.2.1, any real positive value greater than zero can
be chosen for e. However, in practice, selecting a very large or very small value for ¢ may
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degrade estimation performance. Therefore, this parameter serves as a tunable parameter
of the algorithm.

The effect of A: Increasing A leads to increasing Ry, and thus decreasing Ky, giving less
weight to the correction step. This result is expected, because increasing the upper bound of
the false injected signal to the output makes the output unreliable, and making the estimator
depends less on the output to perform the correction.

Remark 6.2.3. The upper bound on the false data injected term is assumed to be known;
however, in practice, this may be unknown and is therefore treated as a tuning parameter.
From Step 4 of Algorithm 7, increasing A beyond the smallest value that still upper-bounds
the signal increases the innovation second-order moment matriz Ry. As a result, the algo-
rithm relies less on the output when it could actually make more use of it, thus depending less
on the correction step and giving more weight to the prediction. On the other hand, choosing
a smaller value decreases Ry and causes the algorithm to depend more on the correction
step, which also means relying more on attacked measurements. Therefore, selecting A in
the algorithm is critical and should be tuned carefully so that it is neither much higher nor
much lower than the actual upper bound of the attack signal.

6.3. Secure Estimation Under Stochastic Signal Injec-
tion

The injection attack signal dy, is considered to be deterministic in the algorithm derivation in

Section 6.2, and this signal is bounded, i.e., 6,05 < A. This could be unrealistic in practice,

as a deterministic attack signal can be detected through a spectrum analysis of the output

signal if the defending system has access to the spectrum of the benign signals. In such a

case, any extra components that appear in the spectrum could indicate the presence of the

deterministic attack. Therefore, it is important to also consider the case where the attack
signals are stochastic.

In this section, the injection signal d is considered to be a stochastic signal, defined as a
white random variable with known second-order moment, i.e., the injection signal energy

E(8,07) = A.

We consider that the injection signal dy, is independent of the variable 7, and of the process
and measurement noises. We start the derivation from the estimation error (6.2.6):

& = (Is — KieHi) &gy — 1 Kby — Kypwy,
We calculate P§ = E(&,£7):
P{ = (Is — KyHy) E(€yp €0 1) (Is — KeHy)' + E() KiE(6:6)) K] + KiE(wiwy K]
— B(m) (Is — KeHy) E(€4p ) E(00) K] — E(9) KiE(6)E (€], ) (Is — K Hy)"
— (Is — Ky Hy) E(€yy- ) E(w) K] — K E(WH)E(E ) (T — KiHy)"
+ E(1) K:E(6,)E(wW K] + E(7) K,E(w})E (8, K],
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Employing Pi\k—j = E(€k|k—1€g|k—1)a E(w}) =0, BE(wjw}') = Ry, E(x) =7, E(3}) =7,
and E(6,0}) = A gives:

Pf = (I — K Hy) Pj (I — KiHy) ' + 7K AK] + K RKS
— 5 (I — Ky Hy) E(€g ) E(6x) 'K — YKGE(8:)E(€f ) (Is — K Hy) . (6.3.1)

Applying Lemma 6.2.1 on — (I — Ky Hy) E(§;),_1) and KzE(d}.), and applying the proper-
ties E?(.) < E(.?) and Pi‘k_l < I gives:

P{ < TI, =(1 + 7e) (I — KpHy) Ty (Is — KpHy) " + (67 + 1)7KAKY + KRy KY
(6.3.2)
Which is similar to (6.2.8), with A replaced by A. Thus, the remaining derivation follows
the same steps as in the deterministic case, and Algorithm 7 is also valid for the stochastic
attack signal, where the second-order moment (i.e., signal energy) is used instead of the
upper bound required in the deterministic case.

Remark 6.3.1. In this section, it is considered that there is mo knowledge of the first-
order moment (mean) of the attack signal. If the mean is known, the upper bound term
in the algorithm derivation can be minimized by incorporating the mean, instead of upper-
bounding the square of its expectation by the expectation of its square. More specifically, in
the derivation steps after (6.3.1), this part of the derivation is omitted.

6.4. Evaluation of Secure-IEKF-SO(3)

This section aims to validate the effectiveness and demonstrate the performance of the pro-
posed algorithm. Monte Carlo simulations are carried out with 100 runs. The performance
of the proposed algorithm is compared with IEKF-SO(3), explained in Section 1.7, which
does not consider the attack.

When showing the results, and to facilitate interpretation, the rotation matrices are con-
verted into Euler angles using the XYZ convention and expressed in degrees. RMSE is
calculated for each Monte Carlo run, and finally, the average is derived from the 100 runs.

Simulation Setup

For every Monte Carlo run, the simulated data are generated for a duration of 100 s with a
sampling time of At = 0.01 s. The Earth’s gravity vector and the Earth’s magnetic field are
approximated by these two vectors written in NED (North-East-Down) frame in Grenoble,

T T
France: g = <0 0 9,81) m/s2 and m, = <0,23 0.01 0,41) G, respectively. The true
value of the body’s angular velocity is

T
wk:<0.8cos(1.2Atk) —1.1cos (0.5Atk) —0.4008(0.3Atk)> -
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The gyroscope, accelerometer, and magnetometer noises were set to be zero-mean white
Gaussian noise signals with standard deviations of o, = 0.05 rad/s, o, = 0.1m/s?, and
om = 0.01 G, respectively. The false data injected signal is set to 05 = sin (¢)dnaz, Where

T
Oraw = (3 33 02 02 0_2) . Inspired by [112], we set ¢ = 0.001. The initial true

rotation matrix was set to correspond to [45°,45°, 45°] in terms of Euler angles, while the
initial estimation error second-order moment matrix is set to the all-ones matrix, respectively.

For each Monte Carlo run, the initial attitude estimate is randomly generated, with roll
and yaw uniformly sampled from [—180°,180°], and pitch from [—90°,90°], covering the full
range of possible rotations [58]. Additionally, each run has different noise sequences for
sensor measurements and different Bernoulli sequences for the attack occurrence. All runs
share the same measurement noise standard deviation and attack success rate.

Secure-IEKF-SO(3) Theoretical Estimation Results

In this subsection, simulation results are presented for the case ¥ = 0.7, based on a single run
with an initial estimated rotation matrix corresponding to Euler angles [—45°, —20°, —15°].
Fig. 6.1 plots the estimation error accuracy obtained with the proposed algorithm, showing
how the estimation error converges. After convergence, the error is less than 0.5 degrees
for each Euler angle, for most of the time. To validate the upper bound of the estimation
error second-order moment matrix, which applies to the estimation error on SO(3) mapped
to vector space, we calculate the estimation error in this mapped space and plot it alongside
the +3 times the standard deviation, derived from the diagonal of the upper bound second-
order moment matrix. The £3 times the standard deviation contains 95% of the signal for a
Gaussian distribution, though it is important to note that, due to first-order approximation,
the resulting estimation error is not Gaussian. Fig. 6.2 shows that the £3 times the standard
deviation bounds the estimation error.

6.4.1 Comparison with IEKF-SO(3)

Table 6.1 shows the RMSE of the proposed secure-IEKF-SO(3) and IEKF-SO(3) for several
scenarios of 4. Both algorithms give the same accuracy when ¥ = 0 because the secure-IEKF-

Table 6.1: RMSE (in degrees) for Secure-IEKF-SO(3) and IEKF-SO(3)

| Secure-IEKF-SO(3) | IEKF-SO(3)
! RMSE (degrees) RMSE (degrees)
0 0.228 0.228
0.5 0.255 8.68
0.7 0.259 124

SO(3) algorithm is identical to IEKF-SO(3) when 4 = 0, as discussed in the previous section.
As 7 increases, the estimation performance of the IEKF-SO(3) degrades because it treats
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Figure 6.1: Secure-IEKF-SO(3) attitude estimation error

the measurements as benign, whereas the secure-IEKF-SO(3)’s estimation performance is
not affected much, as it takes into account the possibility of attacks and their characteristics
(7 and its upper bound).

6.5. Conclusion

This chapter presented a secure attitude estimation approach on SO(3) based on MARG
measurements, where the accelerometer and magnetometer sensors are subject to randomly
occurring FDI attacks characterized by a Bernoulli distribution. The proposed algorithm,
secure-IEKF-SO(3), was designed with a novel Kalman gain of IEKF, with the goal of min-
imizing the upper bound of the estimation error second-order moment matrix. Simulations
demonstrated the algorithm’s convergence and effectiveness in attitude estimation, as well
as the validation of the upper bound on the estimation error second-order moment matrix.
Additionally, Monte Carlo simulations showed that the performance of the standard TEKF-
SO(3) degrades as the frequency of randomly occurring FDI attacks increases, while the
secure-IEKF-SO(3) remains relatively unaffected.

The FDI attack considered in this chapter targets only the output, specifically the measure-
ments from the three-axis accelerometer and the three-axis magnetometer. An attack on the
input, represented by the three-axis gyroscope measurements, is not considered here. One
possible direction for future work is to extend the framework to include FDI attacks on the
gyroscope measurements.

This chapter is the first to address secure state estimation on SO(3), with the aim of en-
couraging further research in this direction, as attitude represents a fundamental state in
navigation problems, particularly for aerial robots. The next chapter focuses on another
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Figure 6.2: Secure-IEKF-SO(3) estimation error on SO(3) mapped to vector space alongside
the £3 times the standard deviation.

important navigation application, namely ground vehicles. It presents a security analysis of
the lateral dynamics of ground vehicles under zero dynamics attacks.
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Chapter 7

Zero Dynamics Attacks Against Vehi-
cle’s Lateral Dynamics

This chapter starts with the introductory Section 7.1, which explains the importance of the
vehicle lateral dynamics, and introduces the problem addressed in this chapter. Section 7.2
explains the vehicle’s linear lateral model. Section 7.3 explains the zero dynamics attacks.
Section 7.4 studies and analyzes the zero dynamics attacks against the vehicle’s lateral
dynamics and provides suggestions for securing systems against such attacks. Section 7.5
illustrates the findings through simulations. Section 7.6 concludes the chapter and prepares
the reader for Chapter 8. !

7.1. Introduction

Fundamental vehicle dynamics are the lateral dynamics, which describe the vehicle’s lat-
eral movement. These dynamics have been widely studied in academic and industrial do-
mains [64, 143]. Lateral dynamics involve the lateral velocity and yaw rate dynamics, with
two inputs: the steering angle, which is an input by the driver, and the yaw moment, which
can be generated by independent in-wheel motors. The yaw moment plays a vital role in en-
hancing vehicle stability and controllability. The yaw rate can be directly measured by IMU
sensors, but lateral velocity lacks direct measurement. Instead, it is estimated based on the
dynamic model, inputs and other sensors’ measurements, such as yaw rate measurements [97,
131], lateral acceleration measurements [46], or a combination of both [30, 31]. Due to the
importance of lateral dynamics, extensive research has focused on control methods [28, 74,
188, 189], as well as on estimation and observation techniques for the lateral model [46, 47,
97, 131].

In this chapter, we study and analyze the invariant zeros of the vehicle’s lateral model, and
show how the attacker can exploit these zero dynamics to perform undetectable attacks,
leaving no trace to the system’s outputs, namely lateral acceleration and yaw rate. This

! Before reading this chapter, it is recommended to first read Chapter 5.
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kind of FDI attack is referred to as a zero dynamics attack, which was defined previously in
this part in Section 5.1. We study three cases of output, when the output consists only of yaw
rate measurements, when it consists only of lateral acceleration measurements, and when
it consists of a combination of both. Additionally, we exploit the relationship between the
system’s invariant zeros and its strong observability and detectability properties to analyze
these characteristics in the lateral dynamics model. Our motivation for this work is not
to create zero dynamics attacks but to evaluate vehicle security against them and improve
protection measures.

This chapter analyzes the security of the lateral dynamics model under zero dynamics attacks.
Since neither the model nor the attack has been formally introduced in this thesis so far, the
next two sections provide the necessary background. Section 7.2 presents the linear lateral
dynamics model of the vehicle, and Section 7.3 introduces the concept of zero dynamics
attacks. The security analysis is then presented in Section 7.4.

The main contributions of this chapter are:

1. Attacks Design: Study the existence of invariant zeros of the vehicle’s lateral dy-
namics, design zero dynamics attacks.

2. Attacks Prevention: Suggest measures to protect the vehicle’s lateral dynamics
against zero dynamics attacks.

3. Observability Under Attacks: Investigate the strong observability and detectability
properties of the lateral dynamics model by examining its invariant zeros.

The material presented in this chapter is based on the corresponding publica-
tion:

e (. Shaaban, H. Fourati, A. Kibangou, C. Prieur, and M. Pirani, “Cyber-physical secu-
rity of vehicles: Zero dynamics attacks against vehicle’s lateral dynamics,” European
Journal of Control, accepted in July 2025.

7.2. Vehicle’s Linear Lateral Model

The two-degrees-of-freedom bicycle model is a widely used approach for analyzing vehicle
lateral dynamics, describing the dynamics of lateral velocity, vy, and yaw rate, r = ¥ 64,
143], where 1 is the vehicle’s yaw (heading) angle. The vehicle’s bicycle model with front-
wheel steering is shown in Fig. 7.1. The body frame which is attached to the vehicle, has
its origin in the vehicle’s center of gravity (CG), its z-axis and y-axis are aligned with the
longitudinal and lateral axes, respectively. The distances from CG to the front and rear
axles are denoted by a and b, respectively. The steering angle, which is a command by the
driver is denoted by 4. In addition to the steering angle d, a control input M., representing
the yaw moment, is designed to stabilize the lateral motion. The following linear state space
model describes the vehicle lateral motion dynamics [64, 143]:

x = Ax + BM, + B’, (7.2.1)
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... Rearaxle

Front axle

Figure 7.1: Plan view of vehicle dynamics model.

where x = (v, T)T is the state vector, and the matrices A, B and B? are the state matrix, the
input matrix for the yaw moment, and the input matrix for the steering angle, respectively,
and have the following forms:

5
a; a9 0 bl
A= . B= , B = A (7.2.2)
ag) a2 by b5
o erCr bCr aCf _ o aCf o 2Cf+b20r 5 QCf
and a;; = —2 el =2— — Vg, Q91 = phast T 22 = 2—%[2 by ]z, by ==+

and b3 = 2acf . The parameters Cy, Cy, vy, m, I, are the front and rear wheels’ cornering
stiffness, the vehicle’s longitudinal velocity, the vehicle’s total mass, and the vehicle’s moment
of inertia around z-axis, respectively.

Remark 7.2.1. Although the bicycle model is relatively simple and relies on certain assump-
tions to yield a linear representation of the system, it effectively captures key lateral vehicle
dynamics. Its effectiveness in practical applications validates its use in control design and
analysis [64, 143].

There is no direct measurement of the vehicle’s lateral velocity, and it is estimated using the
dynamic model (7.2.1) and knowledge of the system inputs M, and §, and measurement of
yaw rate [97, 131], lateral acceleration [46], or both [30, 31]. These measurements are feasible
by using an IMU. We describe hereafter the output model in each case of measurements.
The first case concerns yaw rate as output, thus y; = r, the output matrix is:

C,=(01). (7.2.3)
The second case concerns lateral acceleration as output, thus y» = a, = 0, + vyr. From the

dynamic model (7.2.1) we have ys = aj1v, + asor + b6 + v,r = ( aj; s + Ug ) x + b4,

the output matrix is:

Cy, = < a;1 aip + vy > - (7.2.4)
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In the third case, the output consists of the two measurements, and the output model is
given by y3 = (1 a,)" = Csx + (0 b‘f)T 9, where the output matrix Cj is:

0 1
C; = . (7.2.5)
ail ar + Vg

The following equation summarizes the output model for the three cases of measurements:
where i € {1,2,3}, D} =0, D§ = b3, and D§ = (0 19)T.

7.3. Zero Dynamics Attacks

This section defines the undetectable attack [138, 139], and its relation with the existence of
invariant zeros. It further presents the connection between zero dynamics attacks and strong
observability and detectability properties.

Undetectable zero dynamics attacks

We adapt the definition of undetectable attacks which is defined in [138, 139] for the ve-
hicle lateral model. Recalling the linear vehicle lateral dynamics (7.2.1) and the output
model (7.2.6):

x = Ax + BM, + B,

yi = Cix + D, (7.3.1)

We assume that the attacker injects signal MY to the input M,, without altering the input
0 as it is a mechanical command by the driver.

Definition 7.3.1. [Undetectable attacks [158, 139]] Consider the linear system (7.3.1), and
let y; (x*(to), M2, t) be the system’s output at time t > to, given an initial state x*(ty) and
the presence of an injection of attack signal MY, the attacks are considered undetectable if
there exists an initial state x"(ty) such that

Vi 2 tOv Yi (Xa<t0)7 M,gv t) =Y (Xﬂ(t(])? 07t) .

Note that, because of the linearity of (7.3.1), the attack undetectability condition as pre-
sented in Definition 7.3.1 is equivalent to finding initial condition x(¢y) resulting:

Vt > to, yi(x(to), M7, t) =0
specifically x(tg) = x%(to) — x”(ty), for the following model:

% = Ax + BM?,

v — Cix (7.3.2)
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The resulting dynamics of (7.3.2) after applying the attack signal M?, which makes the
output equal to zero, is called zero dynamics, and the attack signal is called zero dynamics
attacks. By applying Laplace transformation on (7.3.2) and setting the output to zero, we
get:

sx = Ax + BM7,

0= CiX,
thus:
sI-A —B X
=0.
cC o0 Ma
The matrix P(s) = (*1g* "2) is called the Rosenbrock matrix associated with the sys-

tem (7.3.2). The complex values sy € C satisfying Rank (P(so)) < dim (a7 ) = 3 are called
invariant zeros. The following lemma presents necessary and sufficient conditions for the
existence of zero dynamics for the model (7.3.2).

Lemma 7.3.2. [139] Consider the linear state space model (7.3.2), the system has zero
dynamics if and only if it has invariant zeros, i.e. there exist complex value sy € C satisfying
Rank (P(sg)) < dim ( a1e ) = 3.

Definition 7.3.3. [Disruptive zero dynamics attack [153]] The zero dynamics attacks are
called disruptive if the associated invariant zero is unstable, i.e. the resulting zero dynamics
s unstable.

Remark 7.3.4. The undetectable attack defined in Definition 7.5.1 applies to attacks that
target the system input, where the attacker aims to remain undetectable by injecting false
data into the input (modifying the input), that leaves no trace on the output. However,
undetectable modifications on both the input and output channels are defined in the next
chapter, Chapter 8, specifically in Definition 8.4.1.

Connection with strong observability and detectability properties

The existence of invariant zeros is related to the properties of strong observability (see [164,
Def. 2.6]) and detectability (see [164, Def. 2.9]) in linear systems, as explained in the
following theorem.

Theorem 7.3.5. [164] A linear dynamic system is strongly observable if and only if it has
no invariant zeros, and it is strongly detectable if and only if all its invariant zeros are stable.

The zero dynamics attacks are injection attacks into the input, and this injection is unknown
to the system.

Case 1: If the system is strongly observable, it means that the system can uniquely recon-
struct the state based on the output, without having any information about the unknown
attack signal. Therefore, the attacker cannot perform zero dynamics attacks on a strongly
observable system.
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Case 2: If the system is not strongly observable, it means that there can be two different
states for the same output, specifically, one state belongs to a system under zero dynamics
attacks and one state belongs to an attack-free system. The system which is not strongly
observable can be strongly detectable (Case 2.1) or not (Case 2.2).

Case 2.1: If the system is strongly detectable, the attacked system’s state will converge to
the attack-free system’s state over time.

Case 2.2: If the system is not strongly detectable, the attacker can perform zero dynamics
attacks that cause the state to diverge while the output is identical to an attack-free system.

7.4. Security Analysis of Zero Dynamics Attacks Against
Vehicle’s Lateral Dynamics

Main goal: The objective is to answer the following questions:
e Do the linear lateral dynamics have invariant zeros?
e How can an attacker exploit these invariant zeros to perform zero dynamics attacks?
o Are these attacks disruptive?

These questions are addressed in Propositions 7.4.1, 7.4.3, and 7.4.6, each considering one
of the following output scenarios: yaw rate, lateral acceleration, and their combination. For
each scenario, the existence of invariant zeros and the feasibility of zero dynamics attacks
are examined, followed by an analysis of the system behavior under attack. Finally, this sec-
tion proposes countermeasures to protect the vehicle’s lateral dynamics from zero dynamics
attacks.

Exclusive Yaw Rate Output

Proposition 7.4.1. Consider the linear state space model (7.3.2), with an output contain-
g only yaw rate, the system has invariant zero sy = ai1, and the zero dynamics attacks

M? = —%Uy excite this invariant zero, resulting in stable zero dynamics:

Dy = A11Vy. (741)

Proof. For the case where the output is only the yaw rate, the output matrix is given
by (7.2.3). The Rosenbrock matrix in this case is given by:

S — al —Qa12 0

sI-A —-B
C; 0

- —a921 S — a99 —bg ;

0 1 0

which is a square matrix with a determinant of by(s — aq1), thus the Rosenbrock matrix is
rank-deficient when s = ay;. Therefore, sy = aq; is an invariant zero of the system. Note
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that a;; = —2=-—= f O g negative and the invariant zero is stable. Now we find the input that
excites the zero dynamlcs the output is zero for any t > ty, where t; is the onset of the
attacks, thus V¢ > ¢y, » = 0 and 7 = 0. Substituting in the dynamics of (7.3.2) gives:

Vy aypr Qa2 Vy 0

= + M?,
T o1 Q99 T b2
Q'Jy . 11Uy
0 21Uy + bQM ;
thus the attack signal M{ = —%vy excites the invariant zero of the system, and the system
dynamics become v, = a;1vy. [ |

Remark 7.4.2. The zero dynamics (7.4.1) shows that under zero dynamics attacks, the vehi-
cle experiences lateral sliding without any rotational motion. These zero dynamics are stable
dynamics, where the invariant zero ayy is stable. Consequently, based on Theorem 7.5.5,
the system is not strongly observable but is strongly detectable; this means that although the
output remains identically zero, the state is not zero but converges to zero over time. As a
result, zero dynamaics attacks exist, and these attacks are not disruptive, i.e. the resulting
zero dynamics are stable. Although the lateral velocity converges to zero over time, it can
still be dangerous for the system to have lateral movement without being observed. For in-
stance, the system may believe that the vehicle is moving forward, while lateral movement is
occurring.

Exclusive Lateral Acceleration Output

Proposition 7.4.3. Consider the linear state space model (7.3.2), with an output containing
only lateral acceleration, the system has invariant zero so = - and the zero dynamics

a12+vg’
attack
1
M= ——— ((d% 4 anla Vg ))V a11a a Uy )Ug2)T
e balara 0. (( 11+ a21(a12 + v2))vy + (a11a12 + (@12 + V) ags) )7
excites this invariant zero, resulting in the following zero dynamics:
. 11V
Uy = —————Vy = SoUy,
19 + Uy
s (7.4.2)
= ——"—r = SqT,
A1 + Uy

which are stable if and only if aCy — bC, < 0.

Proof. For the case where the output is only the lateral acceleration, the output matrix is
given by (7.2.4). The Rosenbrock matrix becomes in this case:

S — a1 —ai2 0

sI-A —B
Csy 0

—Qa21 S — Q922 —bz )

ain a2 +v, 0
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which is a square matrix with a determinant of by ((a12 + v,)s — a11v,), thus the Rosenbrock

matrix is rank-deficient when s = % Therefore, sg = a‘gl—fg is an invariant zero of the
x x
e o C+C, o bCr—aCy o
system. Substituting a;; = —2 el and a;s = 2— " — g, gives:
Cf + C,
Sg = ——————Uy. (7.4.3)
CLCf — bOT

The sign of sg, i.e. the stability of the invariant zero, is determined by the sign of the term
aCy — bC,. Generally, the stability of matrix A does not impose a condition on the sign
of this term. The stability condition of the matrix A, ensuring the eigenvalues of A have
negative real parts, is [64, 77]:

s m(aCy — bCT),UZ
C.Cy ’

The term aCy — bC, could be positive while the condition (7.4.4) is still satisfied. Now
we find the input that excites the zero dynamics, the output (the lateral acceleration) is
zero thus a, = ajvy + (a12 +v,)r = 0, and the initial conditions r¢ and v, should satisfy
a11vy0 + (@12 + vz)ro = 0, and the derivatives @, and 7 should satisfy 110 + (a12 + v,)7 = 0,
substituting the dynamics v, and 7:

(a+0b)

> 0. (7.4.4)

ar1(a11vy + a12r) + (a12 + vg)(a21vy, + agr + b M?) =0,

thus, the attack signal that excites the invariant zero is:

1
M} =

. —m ((afl + ag1 (a2 + vz))vy + (@r1a12 + (a12 + U:c)azz)r) )
2(a12 + Uy

and the output is identical to zero ajjv, + (a12 + v,)r = 0, thus r = —%, substituting
x
in the dynamics 0, = ay1v, + aior gives v, = 2=y, = spv,, thus r = L2 = 54y which

S a12+vg a12+vz
concludes the proof of the proposition. [ |

Fig. 7.2 presents the phase plane illustrating the system’s behavior under zero dynamics
attacks, the state evolves along the zero-output manifold: 1) The state follows the green
dashed line when the attacks target the yaw rate, setting it to zero; the invariant zero is
stable, and the state converges to zero. 2) The state follows the blue closed-dots line when
the attacks target the lateral acceleration, setting it to zero with a stable invariant zero,
leading to convergence. 3) The state follows the red dotted line when the attacks target the
lateral acceleration, setting it to zero with an unstable invariant zero, causing the state to
diverge.

Remark 7.4.4. The zero dynamics (7.4.2) show that under zero dynamics attacks, the vehi-
cle experiences lateral and rotational motion. According to Proposition 7.4.3, the invariant
zero could be stable or unstable depending on the sign of the term aCy — bC,. Based on
Theorem 7.3.5, the system is not strongly observable, and it could be not strongly detectable
if aCy — bC, > 0, in such case, the state diverges to infinity while the output remains at zero.
There are threats associated with zero dynamics attacks, and we tmpose the condition

aCy — bC, < 0 (7.4.5)

98



a, = 0 manifold T a, = 0 manifold

for unstable invariant zero for stable invariant zero
— @ > ——— G === = <@ —>
> v

Figure 7.2: System behavior under zero dynamics attacks for three cases: when the output
is the yaw rate (the state lies on the green dashed line), when the output is the lateral
acceleration with a stable invariant zero (the state lies on the blue closed-dots line), and
when the output is the lateral acceleration with an unstable invariant zero (the state lies on
the red dotted line).

to prevent them, making the system strongly detectable, and thus ensuring the zero dynamics
attacks are not disruptive.

Remark 7.4.5. Zero dynamics attacks can be detected using lateral and longi-
tudinal acceleration. The attacker performs zero dynamics attacks making the lateral
acceleration (the output) equal to zero, thus a, = ay1v, + (a12 + vy)r = 0, while both lateral
velocity and yaw rate are nonzero. The longitudinal acceleration, a, is given by a, = Uy — vyr,
which under the assumption of constant longitudinal velocity becomes a, = —v,r. Note that,
for a time window, the longitudinal acceleration can not be equal to zero while both v, and
r are nonzero. Thus, longitudinal acceleration measurements serve as a detector for zero

dynamics attacks that target the lateral acceleration output.

Output Combines Both Yaw Rate and Lateral Acceleration

Proposition 7.4.6. Consider the linear state space model (7.3.2), with an output that com-
bines both yaw rate and lateral acceleration, the system has no invariant zeros.

Proof. For the case where the output includes both yaw rate and lateral acceleration, the
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output matrix is given by (7.2.5). The Rosenbrock matrix becomes in this case:

§—ai —ai2 0
sI-A —-B —a S — G929 _b2
C;, 0 0 1 0o |

ain a2 +v, 0

the three columns of the Rosenbrock matrix are linearly independent regardless of the value
of s, thus the matrix has a rank of 3 and the system has no invariant zeros. This can be
seen also by trying to set the output to zero:

T 0 1 Uy
= )
Ay ail a2 + Uy r
0
0= ,
11Uy

thus, both r and v, (along with their derivatives) are zero, resulting in no zero dynamics. l

Remark 7.4.7. Proposition 7.4.6 indicates that there is no threat of zero dynamics attacks
when the output combines both yaw rate and lateral acceleration. Based on Theorem 7.3.5,
the system is strongly observable, indicating that the system’s states can be fully reconstructed
from the output.

Summary of Findings

When the output consists of yaw rate, the system exhibits a stable invariant zero, allowing the
attacker to perform undetectable but non-disruptive attacks. In the case where the output
contains lateral acceleration, the system may have a stable or un unstable invariant zero.
A new condition (7.4.5) is proposed to ensure a stable invariant zero. When the invariant
zero is unstable, the attacker can perform disruptive and undetectable attacks. Also, this
paper proposes to measure the longitudinal acceleration and use it as a detector for zero
dynamics attacks. Finally, when the output includes both yaw rate and lateral acceleration,
the system has no invariant zeros, eliminating the possibility of zero dynamics attacks. This
paper recommends using sensors measuring both yaw rate and lateral acceleration to enhance
the security of vehicle lateral dynamics against such attacks. Table 7.1 shows summarizes
these findings.

Discussion on Model Validity and Attack Objectives

Under normal driving conditions, a vehicle’s tire side slip angle, defined as the angle between
the tire’s orientation and its actual trajectory, remains small. Under this condition, tire lat-
eral forces increase approximately linearly with respect to the tire’s side slip angle. This
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Table 7.1: Summary of findings. The sign v means the existence, while x means the
non-existence

Output Additional Threat of zero | Disruptive
measurements condition dynamics attack? | attack?
r - v X
ay aCy —bC, >0 v v
ay aCy —bC, <0 v X
Qy, Qg - X X
T, Qy - X X

linear relationship yields the lateral dynamics model used in this study [64, 143]. The linear
tire behaviour holds in the linear region of operation, which corresponds to everyday maneu-
vers where tire grip is not pushed to its limit. Moreover, it is worth noting that, thanks to
modern active safety systems and advanced traction and brake control technologies, vehicles
typically operate within the linear force-slip region, rarely reaching tire saturation [64, 143].
This further justifies and motivates the focus on zero dynamics attack analysis within the
linear region. Once instability occurs, the abnormal behaviour becomes evident, but the
attacker has already succeeded. Using both yaw rate and lateral acceleration measurements
ensures strong observability in the linear region, effectively preventing such attacks before
instability occurs.

7.5. Illustration of the Analysis Through Simulations

We demonstrate through simulations how zero dynamics attacks can go undetected, leaving
no trace in the output. The simulations cover two cases: one where the output is the yaw
rate r and another where it is the lateral acceleration a,, as there is no invariant zero when
both outputs are combined. The vehicle’s parameters used in these simulations are real
parameters belonging to a Sports Utility Vehicle (SUV) [77], as shown in Table 7.2.

Exclusive Yaw Rate Output

Firstly, we consider zero dynamics attacks that aim to maintain r equal to zero, as stated in
Proposition 7.4.1. For this simulation, we assume longitudinal velocity v, is equal to 25 m/s
and that the attacks occur at the initial time when lateral velocity v, is equal to 5 m/s.
Fig. 7.3 shows v, and r for a duration of 1 second. r remains equal to zero while v, is not.
These attacks are undetectable but not disruptive, as v, converges to zero.

Secondly, we consider zero dynamics attacks that aim to perform undetectable attacks i.e.
the output is identical to the output of an attack-free case, while the lateral velocities have
different trajectories. For this simulation, we assume v, = 25 m/s for both the attack and
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Table 7.2: SUV paremeters

Parameter | Value Description
m 2270 kg Vehicle mass
I, 4600 kg.m? | Moment of inertia
a 1.421 m Front axle to CG
b 1.438 m Rear axle to CG
Ca,; 69800 N/rad | Front cornering stiffness
Cla, 69600 N/rad | Rear cornering stiffness

attack-free cases. The attacks occur at the initial time, with the lateral velocity being 5 m/s
in the attack case trajectory, and —5 m/s in the attack-free case trajectory. We consider the
following steering angle input for both attack and attack-free cases:
0 t <=0.1,
sin(10¢) ¢ > 0.1.

5(t) =

Fig. 7.4 shows the lateral velocity and the yaw rate for a duration of 1 second. Both attack-
case trajectory and attack-free case trajectory have the same output, but different lateral
velocities, however, the attack-case lateral velocity converges to the attack-free one.

5 Lateral velocity | «1073 Yaw rate
45 0.8
4 0.6
—35 0.4
‘0 —
E 3f @ 02
= ®
825 o 0
s o
T 2 2021
2 >
[
15 0.4
1t 0.6
0.5 0.8
0 ‘ ‘ ‘ ‘ 1 ‘ ‘ ‘ ‘
0 0.2 0.4 0.6 0.8 1 0 0.2 0.4 0.6 0.8 1
Time (s) Time (s)

Figure 7.3: Lateral velocity v, and yaw rate r when the zero dynamics attacks aim to
maintain r equal to zero.
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— Attack case trajectory

"a“?'a' veloglty = Attack-free case trajectory|—

Yaw rate

Lateral velocity (m.s"1)
Yaw rate (rad.s'1)

0 0‘.2 014 0.‘6 018 1 0 0.‘2 014 0.‘6 018 1

Time (s) Time (s)
Figure 7.4: Lateral velocity v, and yaw rate » when the zero dynamics attacks aim to perform
undetectable attacks i.e. the output is identical to the one of an attack-free case, while the
lateral velocities have different trajectories.

Remark 7.5.1. Although the attacks are not disruptive, i.e. the lateral velocity is converging,
having a lateral movement that is not observed by the system can still be dangerous in practical
situations, on the highway for instance.

Exclusive lateral acceleration output

We consider zero dynamics attacks that aim to maintain a, equal to zero, as stated in Propo-
sition 7.4.3. The invariant zero, given in (7.4.3) has large value considering the parameters in
Table 7.2, thus we consider longitudinal velocity 5 m/s, and the value of the invariant zero,
in this case, is sp = —775.3 1/s, which is stable and causes the zero dynamics to converge
quickly. For this simulation, we assume that the attacks occur at the initial time when the
yaw rate is equal to 1 rad/s and the lateral velocity is equal to 6.4 x 1072 m/s. Fig. 7.5 shows
the lateral velocity, yaw rate, and lateral acceleration. The lateral acceleration remains zero
while the lateral velocity and yaw rate are not, however, they converge to zero.

Now, we consider a vehicle where the condition (7.4.5) is not satisfied, e.g. the front axle
to CG distance is a = 1.521 m, the invariant zero will have the value sy = 114.6 1/s,
which is unstable; while the eigenvalues of the matrix A, in this case, are (—23.5, —27.6),
indicating its stability. Fig. 7.6 shows that the lateral acceleration remains zero, while the
lateral velocity and yaw rate diverge. It is important to mention that, the linear model is
not guaranteed to be valid when the vehicle enters the unstable mode.
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Figure 7.5: Lateral velocity v,, yaw rate r, and lateral acceleration a, when the zero dynamics
attacks aim to maintain a, equal to zero, in the case of stable invariant zero.
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Figure 7.6: Lateral velocity v,, yaw rate r, and lateral acceleration a, when the zero dynamics
attacks aim to maintain a, equal to zero, in the case of unstable invariant zero.

7.6. Conclusion

This chapter studied the linear vehicle lateral dynamics and identified the three types of
outputs. It demonstrated how zero dynamics attacks can exploit the invariant zeros of a
linear system to perform undetectable attacks. For each case of the lateral model output,
the system’s invariant zeros were studied and analyzed. This chapter recommended that the
output consists of both yaw rate and lateral acceleration to prevent zero dynamics attacks,
and it recommended using longitudinal acceleration measurements as a detector for zero
dynamics attacks when only accelerometers are available.
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This chapter and the previous one addressed two different navigation problems under FDI
attacks. In the previous chapter, the secure attitude estimation on SO(3) aimed to mini-
mize the estimation error caused by randomly occurring FDI attacks, and thus followed a
resilience-based defense strategy. The current chapter recommends that the output include a
combination of sensors to prevent zero dynamics attacks, which corresponds to a prevention-
based defense strategy. In both chapters, the defense strategies are passive, as is typical of
the defense strategies found in the literature. The next chapter introduces a new type of
defense strategy, an active defense strategy, targeting unauthorized observation.
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Chapter 8

Active Defense Strategy: Misleading
Unauthorized Observers

This chapter starts with the introductory Section 8.1, which introduces the unauthorized
observer and motivates the problem of misleading such attackers. Section 8.2 explains the
system model and the legitimate observer. Section 8.3 mathematically defines the unautho-
rized observer and locates it among other types of attacks. Section 8.4 defines the MUO
strategy mathematically. Section 8.5 provides the structure of the two possible scenarios
in which the proposed MUO can effectively defend against an unauthorized observer. Sec-
tion 8.6 presents conditions under which the misleading injections are undetectable by the
unauthorized observer. Section 8.7 provides the system properties required for the existence
of an MUO defense strategy. Section 8.8 proposes a method for designing misleading in-
jections to maximize the unauthorized observer’s estimation error while ensuring that the
injections remain undetectable. Section 8.9 illustrates the findings through simulations. Fi-
nally, Section 8.10 concludes the chapter. !

8.1. Introduction

In this thesis, we introduce the term “unauthorized observation”as an attack in which the
attacker aims to perform remote state observation based on the knowledge of the system
model and eavesdropping on input-output signals. The unauthorized observation attack
extends beyond traditional eavesdropping by incorporating knowledge of the system model.
Addressing this type of attack is crucial, as knowledge of the CPS model is common for
attackers [147], and has been studied for other types of attack, like FDI attacks, but not for
eavesdropping attacks.

The defense against an unauthorized observation can be similar to defenses against eaves-
dropping attacks, such as using encryption and firewalls, which prevent the unauthorized
observer from accessing input-output signals. However, these conventional defenses might

! Before reading this chapter, it is recommended to first read Chapter 5.
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motivate the attackers to improve themselves, attempting to bypass encryption or firewalls.
Also, the defense can be based on data omission [104] or injecting randomness into the trans-
missions [71, 192]. However, these methods also affect the performance of the legit observer,
and the unauthorized observer may detect that the data have been modified. To address this,
we propose defense strategy that leave no trace and remain undetectable to the unauthorized
observer as a potential solution. The proposed defense strategy can be used independently
or in conjunction with encryption and firewalls, ensuring that the system remains protected
even if the attacker bypasses them.

The objective of this chapter is then to design a smart defense strategy against an unautho-
rized observer, called Misleading Unauthorized Observer (MUQ), by modifying the input-
output signals before being read by the unauthorized observer. These modifications involve
smart additional terms we call them misleading injections, ensuring that the modified input-
output signals remain consistent with each other and with the history of estimations. In
other words, within the framework of Kalman filter theory, these modifications are unde-
tectable by innovation or residual-based methods. This defense strategy is an active defense,
which involves misleading the unauthorized observer, making it believe that it is accurately
monitoring the system. In addition to testing the consistency between input-output signals
and the history of estimation, it is important to consider the possibility that the unauthorized
observer may also verify that the obtained input-output signals fall within certain bounds
and satisfy other characteristics defined by the physical nature of these signals. For example,
in an autonomous vehicle system, the acceleration and velocity signals must not exceed the
mechanical limits of the vehicle. Similarly, in power grid systems, voltage and current mea-
surements need to stay within the operational limits. Another example of a characteristic
that should be verified in some applications is the smooth evolution of the signal. In the
case of a moving vehicle, the position and velocity signals should change gradually, without
abrupt jumps. For example, a car’s position should not show sudden, unrealistic jumps from
one location to another. These bounds and other characteristics impose conditions on the
modified input-output signals, which can be represented mathematically as constraints.

An important concern is that the defending system might not only aim to introduce errors in
the unauthorized observer’s state estimation but also to deliberately mislead it by steering
the estimation along a specific trajectory. For instance, if the unauthorized observer is
observing the system state, and wants to make an action, i.e., physical attack, if it observes
the system state outside a specific safe area, then the defending system aims to mislead the
unauthorized observer making it believe that the system is still inside the safe area while the
system is outside.

Additionally, in order to consider the input-output signals bounds and characteristics, we
propose to design the misleading injections as solutions to an optimization problem, where
the objective is to maximize the unauthorized observer’s estimation error, subject to unde-
tectability conditions and constraints on the modified input-output signals.
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The main contributions of this chapter are:

e Define a new type of cyber-physical attack, which is the unauthorized observation,
where the attacker aims to perform a remote state observation based on the knowledge
of the system model and eavesdropping on input-output signals.

e Introduce the concept of active defense by misleading the unauthorized observer, which
differs from the traditional passive defense in cyber-physical systems.

e Formulate the conditions for undetectability by the residual and innovation-based de-
tectors as a dynamic model of the estimation error caused by the misleading injections.
These constraints can be utilized within an optimization problem.

e State properties that the system must have and find stronger properties required for
the system to mislead the unauthorized observer’s estimation into following a specific
trajectory.

The material presented in this chapter is based on the corresponding publica-
tion:

e (. Shaaban, H. Fourati, A. Kibangou, and C. Prieur, “Active defense strategy in cyber-
physical systems: Misleading unauthorized observers,” accepted to the IEEE Transac-
tions on Control of Network Systems (TCNS), 2025.

8.2. System Model and Legit Observer

System Model

Consider the following discrete-time linear system model ¥, which is commonly adopted in
the literature for CPS modelling [33, 123, 124, 147]:

Xp =Axp_1 + Bug_; +wi_y,

Y :ka + WZa

where for any time step k € N, x;, € R™ u;, € R"™ and y, € R"™ are the system state, the
system input, and the system output, respectively. The matrices A € R"*"= B € R" >,
and C € R™*™ are the state, input, and output matrices, respectively. The process noise
wi € R", and the measurement noise wi € R™ are assumed to be uncorrelated zero-
mean white random Gaussian signals with positive definite covariance matrices Q) and R,
respectively. Since unauthorized observation attacks concern system observation, we assume
that the system described in (8.2.1)-(8.2.2) is observable.

Assumption 8.2.1. The pair (A, C) is observable.

Legit Observer

The legit observer estimates the system state based on the input-output signals. We consider
the case of the Kalman filter, as it is optimal in the sense of minimum mean square error
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for linear systems with uncorrelated zero-mean white process and measurement noises [94],
which is the case of system (8.2.1)-(8.2.2).

Kalman filter

At each time step, the Kalman filter performs prediction and correction. The prediction uses
the dynamic model and the input signal:

Xik—1 =AXp_1 + Bug_q,
Prr—1 =AP; AT + Q;4,

where X ;—1 and Py,—; are the predicted state and the prediction error covariance matrix,
respectively, while X;_; and Pj_; are the previous estimated state and the estimation error
covariance matrix. The correction uses the output function and the output signal:

K, =P 1CT (CPy;—1CT + Ry) ™,
Yi =Yk — Cfik|k—1,

X =Xpgk—1 + Ky,

Py =Pyjp—1 — KiCPpyp—1,

r, =yr — Cxy,

where X, is the estimation, K is the Kalman gain, y, is the innovation, which is the
difference between the actual output and the predicted output, and ry, is the residual, which
is the difference between the actual and the estimated outputs. The legit observer can be
summarized as follows:

[)A(kn Pka S’ka fk] =KF ((ui)i<k7 (YZ)lSka Ea }A(Ov PO) P (823)

where K F(.) stands for the Kalman filter, X, is the initial estimate, and Py is the initial
estimate covariance matrix.

In the Kalman filter, two types of resulting signals can serve as input for detectors: the
innovation [29, 72], and the residual [63, 119].

Detection Scheme

The concept of innovation-based or residual-based detectors involves performing statistical
tests on the innovation or residual signals. In the absence of input-output signals modifi-
cations, the innovation and residual are equal to the one of the legit observer described in
Section 8.2. Thus, we explain hereafter the innovation and residual-based detectors applied
to the resulting signals of the legit observer.
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Innovation-based detector

The general idea of the innovation-based detector is that the detector triggers an alarm when
a remarkable difference in the innovation happens. The innovation of the legit observer is:

Yk =Yk — Cf(k“cfla
=Cxy, + W}, — CXyp—1,
=C (Axj_1 + Bup_y + wi_;) + wi — C(Axy_1 + Buy_y),
=CAe;_1 + Cwi_; + W}, (8.2.4)

where e,_1 = Xj,_1 — Xi_1 is the estimation error in the previous time step.

To illustrate the idea, we explain one innovation-based detector, which is the x? detector, as
it is the most used in the literature. The innovation (8.2.4) is zero mean Gaussian signal with
known covariance matrix Ry, = CAP;,_;ATCT+CQ,_CT+R,. The signal s, = ygﬁ;lyk
follows a x? distribution with n, degree of freedom, i.e. E(s;) = n,. At each time step, the
signal s; is compared with a predefined threshold s, this threshold defines the probability
of the false alarm [23]. If it exceeds this threshold, it indicates that the input-output signals
have been modified. The x? detector is summarized as follows:

Alarm not triggered if, s, < st

Alarm triggered if, s > s'h,

Residual-based detector

The idea is similar to the case of innovation-based detectors, the detector triggers an alarm
when a remarkable difference in the residual happens. The residual of the legit observer is:

r; =y — Cxy,
:CXk + WZ - C)A(k,
=Cey + W, (8.2.5)
this residual is a zero mean Gaussian signal, with a covariance matrix Sy = E(T4f} ):
S = CP,.CT + R + CE(e,w!") + E(wlel)CT. (8.2.6)
The estimation error ey, is given by:
ey =Xj — X,
=X}, — Xgjh—1 — Ki¥k,
we substitute the dynamic model and the prediction, in addition to the innovation from (8.2.4):
ey =Xj — Xg,
:AXk_l + Buk_l + Wi_l — A)A(k_l — Buk_l — Kk (C (Aek_l + Wi_l) + Wz) s
=(I-K;C) (Aep_1 + wi_,) — Kjwy, (8.2.7)
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thus, E(e;w?) = —K; Ry, we substitute in (8.2.6):
S, =CP,.CT + R, — CK, R — R:K{C". (8.2.8)

Finally, the signal z, = ¥/ 8, 't follows a x? distribution with n, degree of freedom, i.e.
E(z;) = n,. At each time step, the signal z;, is compared with a predefined threshold 2. If
it exceeds this threshold, it indicates that a fault has occurred.

8.3. Unauthorized Observer

The unauthorized observer remotely estimates the system state based on the input-output
signals obtained through a network, denoted by u}* and yj*, respectively. The unauthorized
observer is assumed to implement a Kalman filter equipped with a detector based on inno-
vation or residual. The use of the Kalman filter is widely adopted in the CPS literature,
even under possible input-output signals modifications (e.g., those caused by FDI attacks),
which result in a loss of its optimality [33, 123, 124, 147].

Remark 8.3.1. The innovation or residual signals indicate the consistency between the
input-output signals and the system model. If signals modifications preserve this consistency,
i.€., they pass the innovation, or residual-based detectors, they are likely, intuitively, to pass
other types of detectors as well.

Additionally, the unauthorized observer may verify that the input-output signals are within
some bounds and satisfy other characteristics defined by the physical nature of these signals.
Mathematically, this can be expressed by general constraint functions:

max

g < gi(u) < g,

) 8.3.1
b < hy(y7) < b, (&30

where g and hj are bounded functions. One basic and essential constraint is that any
physical signal has minimum and maximum bounds, in this case, the constraint function
in (8.3.1) can be written as:

umin <um < umcwc7
Boo— TR =Tk (8.3.2)

max

i <vi < i
If some of these constraints are not satisfied, it indicates to the unauthorized observer that
the input-output signals have been compromised.

The worst-case attack scenario is commonly considered in the CPS literature [147], as suc-
cessfully defending against such scenarios ensures the system’s ability to defend against
less severe cases. This approach is further inspired by Shannon’s maxim (1948), “The en-
emy knows the system,” which is a restatement of Kerckhoffs’s principle in military ciphers
(1883)[176]. Accordingly, we adopt Assumptions 8.3.2, 8.3.3, and 8.3.4 to address the worst-
case security problem.

Assumption 8.3.2. The unauthorized observer has perfect knowledge of the system model
3, i.e. it knows the system matrices A, B, and C, and the noises covariance matrices Q.

and Ry.
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Assumption 8.3.3. The unauthorized observer knows the initial estimate Xo and its esti-
mation error covariance matriz Py, which are used by the legit observer.

Assumption 8.3.4. The unauthorized observer has knowledge of the physical bounds, i.e,
upn aner ymin ymar eppressed in (8.3.2), and other characteristics of the input-output sig-

nals of the system, i.e, gi.(.), hi(.) and their bounds g}, gi"** hi" h"*® expressed in (8.3.1).

Assumption 8.3.2 indicates that the unauthorized observer knows the system dynamics and
the noise covariance matrices. This is widely adopted in the literature of CPS [147]. Regard-
ing Assumption 8.3.3, as the system is observable, in the absence of signals modifications,
both the unauthorized and legit observers’ estimates will converge to the true state, and
the covariance matrices will converge to the same value. Thus, this assumption represents
the worst-case scenario. Finally, the resulting signals of the unauthorized observer can be
summarized as follows:

[)A(ZZ ZL’ S’?? f?] =KF ((uzm)i<k> (y@m)iﬁk’ 3, Xo, PO) ’ (8'3'3)

Assumption 8.3.4 is justified by the fact that the characteristics and bounds of input-output
signals often stem from physical properties, which are not confidential.

In order to locate the unauthorized observer among other types of attacks, we use the cyber-
physical attack space. The unauthorized observer has access to read all input-output signals
and has the knowledge of the system model, as illustrated in Fig. 8.1.

Unauthorized
fCPS  model knowledge o_bseivation ) .
&/ =
.\(f-’ / /
b*&fg / |
o° 4 |

e Covert |
| attack |

. |
& Eave/s_groppmg attack " Disclosure |
| é'@ L 4 7 t—resources >
| & / | /
/ /
| Replay attack | 7
I | 7
/7
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Disruption
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Figure 8.1: Unauthorized observation in the cyber-physical attack space.
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8.4. Misleading Unauthorized Observers

The defending system is assumed to be able to modify the input-output signals that the
unauthorized observer is receiving, specifically, for time step k:

w;' = u; + (8.4.1)

where ¢} and ¢ are misleading injections to input-output signals, respectively.

The unauthorized observer estimation error caused by input-output signals modifications is
denoted by e}, i.e. X; — X} = e}’. In the following, we define the undetectable input-output
signals modifications and the Misleading Unauthorized Observer (MUOQ) in Definitions 8.4.1
and 8.4.3, respectively. More specific types of MUO are defined in Definitions 8.4.4, 8.4.5,
and 8.4.6.

Definition 8.4.1. [Undetectable input-output signals modifications] The input-output signals
modifications are considered undetectable if the resulting innovation yj' and residual t3* of the
unauthorized observer’s Kalman filter (8.3.3), which are inputs to the innovation-based and
residual-based detectors, are identical to the ones of the legit observer’s Kalman filter (8.2.3),
i.e. yp =Yy and T =1}

Remark 8.4.2. Definition 8.4.1 considers that the modifications are undetectable if both
the residual and innovation signals of the unauthorized observer are identical to those of
the legit observer. This is a strong condition and represents the worst-case scenario for the
security problem. There is also a weaker condition, known as stealthy modification, where
the innovation and residual are not the same, but the statistical test (e.g., x*) does not raise
an alarm [3]]. However, if the modifications are undetectable, this implies that they are also
stealthy.

If the unauthorized observer does not know the exact parameters used by the legit observer,
it will use a stealth detector with a higher threshold. If this detector gives an alarm for the
designed undetectable modified signals, it will also give false alarms for the original (true)
signal.

Definition 8.4.3. [MUO] The defending system is considered to be performing an MUO
defense strategy by input-output signals modifications, if these modifications are undetectable
(see Definition 8.4.1) and degrades the unauthorized observer state estimation, i.e. fork > 0,
S}k = S’zl, f‘k = f‘zl, and e’,? 7é 0.

Definition 8.4.4. [State-i MUO] An MUO is called to be state-i MUQO if, for any time step
k > ng, the defending system is able to achieve €}*(i) # 0.

Definition 8.4.5. [State-i strongly MUO] A state-i MUQO is called to be state-i strongly MUO

if for any time step k > n,, and any desired estimation error eZ’i € R\ {0}, the defending

: , , di
system is able to achieve €]'(i) = €.

Definition 8.4.6. [Strongly MUO] An MUO is called to be strongly MUO ifVi € {1,2,...,n},
it 18 State-1 strongly MUO.
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Remark 8.4.7. In Definitions 8.4.5 and 8.4.6, the strongly misleading case assumes that the
unauthorized observer uses the same parameters as the legit observer. If this is not the case,
the definitions are still valid. The difference between the unauthorized observer’s estimate
and the legit observer’s estimate will be close to the desired error defined in the strongly
MUO case, and will converge to it as the parameter differences tend to zero, assuming that
the unauthorized observer uses an unbiased estimator.

Main objectives The first objective is to design ({})ken and (C1)ken in order to perform
an MUQO defense strateqy, and study and analyze the property that the system should have
to enable the different kinds of MUQO listed in Definitions 8.4.4, 8.4.6, and 8.4.5. The first
objective is achieved in Section 8.7. The second objective is to design (Ci)ren and (C1)ken SO
that the unauthorized observer estimation error is mazximized while these injections are un-
detectable, and the modified input-output signals satisfy the input-output signals bounds and
characteristics. The second objective is achieved in Section 8.8. Conditions for undetectable
input-output modifications are derived in Section 8.6. The architecture of the MUQO defense
strateqy is presented in Section 8.5.

8.5. MUO Architecture

There are two possible scenarios in which the proposed MUO can be effective in defending
against an unauthorized observer.

The first scenario occurs when the unauthorized observer gains unauthorized access to the
input-output signals transmission lines connecting the sensors and actuators on one side and
the control unit on the other side. The control unit is responsible for state estimation (the
legit observer) and computing control commands. An example of this scenario is a vehicle,
where all sensors, actuators, and the control unit are connected through Controller Area Net-
work (CAN) bus [49]. The defending system operates similarly to an encryption/decryption
method [55], where the system encrypts the message before transmission and decrypts it
upon arrival. In this case, however, instead of encrypting, the defending system injects mis-
leading terms into the transmitted signals and subtracts them upon arrival. This ensures
that the communication between the sensors, actuators, and control unit remains secure,
while the obtained signals by the unauthorized observer are modified. It is worth noting
that the injection and subtraction of misleading terms can be performed separately when
the misleading error trajectory is designed in advance and known by both components of the
defending system. The design of misleading injections depends solely on the misleading error
trajectory and is independent of the true trajectory or the input/output data, as illustrated
in (8.6.1) in Theorem 8.6.1. This first scenario is illustrated in Fig. 8.2.

The second scenario occurs when the unauthorized observer installs hidden sensors on the
system at an earlier time with the purpose of tracking it. These sensors transmit measured
signals using a transmitter installed alongside them. For example, an unauthorized observer
might install a GPS sensor on a moving car to track its position. Once the system detects
these unauthorized sensors, the defending system modifies the transmitted signals received
by the unauthorized observer. In this scenario, the system does not necessarily use these
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measurements for its own observation or control. The second scenario is illustrated in Fig. 8.3.

The architecture of the MUO defense strategy, including the legit observer and the unautho-
rized observer, is depicted in Fig. 8.4. This diagram is intended to clarify the overall problem
and solution, rather than representing a real-world scenario. Note that the legit observer
may be a conceptual observer introduced to illustrate the idea, as the system might use dif-
ferent sensor measurements than those accessed by the unauthorized observer, as explained
in the second scenario earlier.
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The unauthorized observer

Defending system

Output Input Input
(Sensor)

(Sensor)| (Actuator)

> =

A A
+ +
» =}
I I
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System Controlling Unit: Legit Observer + Controller
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Figure 8.2: The first scenario of
MUO defense: the input u represents
either sensor measurements or ac-
tuator commands, while the output
y always represents sensor measure-
ments. The defending system injects
misleading terms into the signals be-
fore transmission and subtracts them
upon arrival. The authorized ob-
server receives the modified signals
through the network.
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Figure 8.3: The second scenario of MUQO defense: the input and output signals are sensor
measurements. The defending system injects misleading terms into the signals before they
are transmitted to the unauthorized observer.
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8.6. Undetectable Misleading Injections

Theorem 8.6.1 states the sufficient and necessary conditions to make modifications to the
input-output signals undetectable by innovation and residual-based detectors.

Theorem 8.6.1. Consider the discrete-time linear system model defined by (8.2.1)-(8.2.2)
being subject to an unauthorized observer through eavesdropping on its input-output signals,
and the defending system aims to mislead the unauthorized observer by modifying the received
input-output signals as in (8.4.1)- (8.4.2). The misleading injections (Cp)r>0 and (¢})k=o
in (8.4.1)- (8.4.2) are undetectable by innovation-based and residual-based detectors if and
only if they satisfy the following conditions:

o1 =Ael ~ B (8.6.1)
CZ == CE?,

for all k > 0.

Proof. The unauthorized observer applies the Kalman filter for state estimation based on
the modified input-output signals. Thus the prediction step is as follows:
Xpe—1 =AXp, + By,

The innovation in the presence of the misleading injections is as follows:

yi =yi = CXpjey = yi + ¢ — CXiyy
=Cxy, + wj + ¢} — C (AKX}, + Bu_1 + B{)),
=C (A (xp_1 — X y) + wi_y) + wi + ¢l — CB()_y, (8.6.2)
the term xj_; — X", is the estimation error in the previous time step, we can rewrite it as

follows: Xp_1 — X' | = Xp—1 — Xp—1 + Xp—1 — X, = €,_1 + €)', we remind that e,_; is the
estimation error of the legit observer, substituting in the innovation (8.6.2):

57 =C (Aey_y + wi_) + w! + ¢! — CBCY_, + CAe} (8.6.3)

by comparing the innovation equations of the unauthorized observer (8.6.3) with the one of
the legit observer (8.2.4), we find y7' =y, + ¢ — CB(}_, + CAe}" ; and we conclude that
the misleading injections are not detectable by the innovation-based detector i.e. y;* = yi
if and only if the following condition is satisfied:

¢! — CBCY_, + CAel", = 0. (8.6.4)

To find the term €]’ ,, we start by writing the equation of the state estimation after the
correction step, assuming that the condition (8.6.4) is satisfied, and we substitute it in
(8.6.3), thus we obtain yy* = C (Aey_1 +wi_;) + wi, then we find the estimation after
correction:
Xy =Xp—1 + Keyy'
=AX}" + Bu,_; + B¢ + K (C (Aep1 +wi_y) +w}),
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and the estimation error:
XE — )A(Zl :AXk_l + Buk_l + Wz_l — A)A(Zl_l — Buk_l — BCZ—I
— Kk (C (Aek_l —+ Wg_l) —+ Wz)
=A (x)1 — X)) +wi_; — B¢ — K, (C (Aej1 + wi_y) + wy)
+ Aeiy — BG_y, (8.6.5)
we substitute (8.2.7):
Xp — X, = e+ Ael' | —B(i_, (8.6.6)
thus we conclude:
e = Aej, — BCL . (8.6.7)
by comparing (8.6.4) and (8.6.7), we conclude:
¢l =—Ce}l', (8.6.8)

thus the conditions (8.6.1) are sufficient and necessary conditions for the undetectable mis-
leading injections by the innovation-based detector. Now we prove that these misleading
injections are undetectable by the residual-based detector. The residual of the unauthorized
observer’s Kalman filter is:

i =y} — X[,
=Cx, + w) + ¢}, — Cx",
=Cey, +wj + ¢ + Ce}l', (8.6.9)

substituting the condition (8.6.7):
f'zl :Cek + Wz,

which is identical to the residual of the legit observer (8.2.5), thus, these injections are
undetectable by the residual-based detector. [ |

Remark 8.6.2. Conditions (8.6.1) represent a linear state-space model of the unauthorized
observer’s estimation error, where its input corresponds to the misleading injections to the
system input, and its output corresponds to the misleading injections to the system output.
These injections can be designed to cause estimation errors based on the system properties
addressed in Theorem 8.7.1 and Theorem 8.7.2 in Section 8.7. These conditions can also be
incorporated into an optimization problem, as outlined in Proposition 7.4.1 in Section 8.8,
making the conditions effective for designing the misleading injections.
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8.7. System Properties for Existence of an MUO De-
fense Strategy

The purpose of this section is to study and analyze the properties that a system must possess
to be defended against unauthorized observers through misleading injections (8.6.1) in the
three defenses strategies: state-i MUO, strongly MUO and state-i strongly MUO.

Theorem 8.7.1. The defending system is able to perform state-i MUQO defense strategy on
a system defined by (8.2.1)-(8.2.2), if and only if the i row of the controllability matriz
C = [A"™"'B ... AB B] differs from zero.

Proof. At time step k > n,, the unauthorized observer estimation error caused by misleading
injections (see (8.6.1)):

e =Ae;"; — B¢,
:A2e?_2 — AB(, , — B¢,

Co

——[A¥B . ABB]| = |,
Ch2

¢

Note that e’ = 0, as the unauthorized observer knows the initial estimate of the legit
observer Xy, as stated in Assumption 8.3.3. We denote the matrix [A"“_lB ... AB B] by

C:. (which is equal to the controllability matrix C when k = n,), its i"* row by C(i), and

the vector [¢f T ... ¢ Z_TJT by ¢%,, thus e*(i) = Cx(i)¢%,. We analyze two cases, if

Ci(i) = 0, then e}*(i) = 0 regardless of the value of ¢%,. Conversely, if Cj(i) # 0, then we
can find ¢, so that e]*(i) # 0.

We prove that, Vk > n,, Ci(i) = 0 if and only if C(i) = 0, where C(i) is the i'" row of the
controllability matrix C. The first implication is straightforward: if C(i) # 0, then C (i) # 0.
Conversely, if C(i) = 0, it means that all i"" rows of the terms A'B are zeros for all | < n,.
Applying the Cayley-Hamilton theorem [81, Section 2.4.3] to the square matrix A, we can
express Al for [ > n, as a linear combination of I, A, ..., A"~ Consequently, the term
A'B for | > n, can be expressed as a linear combination of B, AB, ..., A 'B, which have
the i'" rows equal to zero. Thus, the terms A'B have the i"" rows equal to zero for all [ > n,,
thereby proving the second implication. [

Theorem 8.7.2. A defending system can perform a strongly MUO by misleading data in-
jections on a system defined by (8.2.1)-(8.2.2) if and only if the pair (A, B) is controllable.
Otherwise, it can perform a state-i strongly MUQ defense if the state component i belongs
to the controllable subspace of the system.

Proof. Given (8.6.1), the error dynamics is a system driven by ¢} with controllability depend-
ing on the pair (A, B). From Definition 8.4.6, driving the error e}’ to arbitrary trajectory
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e means controlling e}, the state of system (8.6.1). This is achieved if and only if (A, B) is

controllable. Otherwise, based on the notions of controllable supscases [48], state-i strongly
MUO is achieved if the i component of the state belongs to the controllable subspace. W

The importance of strongly MUO (discussed in Theorem 8.7.2) comes from a crucial point
that the defending system may not only need to introduce an error in the unauthorized
observer’s estimation (even if the error is large), but it may have the purpose of directing
the unauthorized observer’s estimation along a specific trajectory. For instance, in the case
of a moving car, the defending system might aim to mislead the unauthorized observer into
believing that the car is following a trajectory inside a specific area while the car is outside
this area. In such situations, causing an estimation error (even if it is large) without imposing
a specific trajectory may not satisfy this purpose.

Theorem 8.7.1 is important for uncontrollable systems, where even if some states are not
controllable, the defending system is still able to cause error in the unauthorized observer
estimation for these states. For example, for the system model defined by (8.2.1)-(8.2.2),
where its matrices are:

010 1
A:oo1,B=1,C=(1oo),
1 0 0 1

the observability matrix is:
1 00

020107
0 0 1

the observability matrix has the rank of 3, and the system is observable, satisfying Assump-
tion 8.2.1. The controllability matrix is:

1 11
C=|111][,
1 11

it has a rank of 1, thus the pair (A, B) is not controllable, and the defending system can
not mislead the unauthorized observer to follow a specific trajectory. However, all rows
of the controllability matrix differ from zeros, thus the defending system by misleading
injections (8.6.1) can cause unauthorized observer estimation error for all states, and this
error could be unbounded (and still undetectable by residual and innovation-based detectors),
for instance by choosing ¢} = 1 for all k, and the injections on output ¢} satisfy (8.6.1).
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8.8. Design of Misleading Injections for an Optimal
MUO Defense Strategy

In Proposition 8.8.1, a solution is proposed to design the misleading injections so that the
unauthorized observer estimation error is maximized while these injections are undetectable,
and the modified input-output signals satisfy the input-output signals characteristics.

Proposition 8.8.1. Consider the discrete-time linear system model defined by (8.2.1)-(8.2.2),
subject to an unauthorized observer through eavesdropping on its input-output signals, and
the defending system is able to modify the received input-output signals as in (10)-(11). The
defending system misleads the unauthorized observer by injecting ;. and ¢}, which are the
solution of the following optimization problem.:

N
MR M
C}i7~~'7CZ+NT?};§H,~-,C2+N ; e, Wep'
S.1.
erviv1 = Aerl, — BCry, 1=0,...N—1 (8.8.1)
Crivi = —Ceily, 1=1,...N
gt < grwi(upy) < gity, i=0,.,N—1
Bl < hya(yia) < by i=1..N

where W is a weight matriz, and N is the time window on which the optimization problem
18 solved.

The optimization problem (8.8.1) involves maximizing a quadratic convex function subject
to constraints. The quadratic cost function is commonly used in the literature for expressing
estimation error, e.g. it aligns with the properties of the optimal Kalman filter [94].

The first two constraint equations are the sufficient and necessary conditions to ensure
that the input-output signals modifications remains undetectable by innovation-based and
residual-based detectors, these conditions are stated in Theorem 8.6.1 in Section 8.6. The
third and fourth constraints aim that the modified input-output signals satisfy the input-
output signals characteristics. In order to illustrate the concept of misleading unauthorized
observer, and more specifically Proposition 8.8.1, Section 8.9 shows a study case where the
defending system applies Proposition 8.8.1 in order to mislead the unauthorized observer. For
a general and in-depth understanding of optimization theory and its applications, see [19].

8.9. Illustration of MUO Through Simulations

In this section, simulations demonstrate how the defending system can mislead the unau-
thorized observer and maximize the corresponding estimation error by implementing Propo-
sition 8.8.1. The defending system is a moving body in the XY plane, capable of free
movement in both X and Y directions. The system is equipped with two sensors: a GPS
to measure the position and an accelerometer to measure the acceleration. This scenario
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illustrates an interesting case where the moving body seeks to defend itself by misleading
the unauthorized observer, while the unauthorized observer believes that the body is being
accurately monitored. This example illustrates both scenarios where the MUO defense can
protect against the unauthorized observer, as explained in Section 8.5. In both cases, the
input consists of acceleration measurements, and the output consists of GPS measurements.
In the first scenario, the unauthorized observer gains access to the system network, as illus-
trated in Fig. 8.5. In the second scenario, the unauthorized observer has previously installed
a GPS and an accelerometer, which the system later detects and modifies, as illustrated in
Fig. 8.6. In the second scenario, the legit observer is a conceptual observer.

Vehicle
Internal vehicle
network

¢ .
A e |k

[ Acceterometer |-yt =ttt L (">
Nl PN System

controlling unit:
(T L L
GPS =t —t
y \Fii yr=y+¢ ?Y_)

Legit Observer +
Controller

The unauthorized observer L O l

| IS

Figure 8.5: First scenario: The unauthorized observer has unauthorized access to the internal
network of the vehicle, which transmits modified accelerometer and GPS measurements.

The system state consists of four components, the position on X and Y axes, and the velocity
on X and Y axes, i.e. X, = [pi,pz,v,f,vz]T. The output vector is the GPS measurement

T
: P P : . :
vector, i.e. y, = pi’G S, pZ’G S| . The input vector is the acceleration measurement vector
. T . . . .
on X and Y axes, i.e. uy = [af,a}] . The system’s discrete-time model is given as follows:
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Figure 8.6: Second scenario: The unauthorized observer installs a tracking unit containing
an accelerometer and GPS, equipped with a transmitter. The defending system detects this
tracking unit and, instead of removing or damaging it, modifies its measurements to mislead
the unauthorized observer.

1 0 At 0 0 0
01 0 At 0 0
X = Xp—1 + Up_1 + Wg_1, (891)
00 1 0 At 0
00 0 1 0 At
1000
Yk = Xg + WY, (8.9.2)
0100
T
where At is the sampling time, wy = [O,O,szAt,waAt}T, and w; = [v,f’GPS,vz’GPS] .
The noises w{*, w;” are the accelerometer measurements noise, and vg’GPS,vz’GPS are the

GPS measurements noise. All of these noises are assumed to be uncorrelated zero-mean
white random Gaussian signals with known covariance matrices.

8.9.1 Simulation Setup

The simulation is done for sampling time At = 0.1 s, and for N* = 100 discrete time steps.
We assume a circular true trajectory for one turn, by considering these true accelerations:

2T

N+

2
al =30 sin(%k}.

ay, =30 cos(
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The true state is calculated using the dynamic model while setting the noises to zero and

NSAt
2

trajectory. We assume the worst-case security scenario, where the initial state is known by
the unauthorized observer. The process noise comes from the accelerometer noise, which is
set to have a standard deviation of 0.1 m/s? and the measurement noise comes from the
GPS, which is set to have a standard deviation of 4 m.

T
starting from initial state xq = [—30( )2 ,0,0, —SONQ—WN/} in order to have a circular

In this simulation, the signals modifications start in the middle of simulation time, to show
how the unauthorized observer correctly estimates the state until the mid-time and then
starts to diverge. The optimization problem is solved with undetectability constraints, en-
suring that the signals modifications are not detectable by innovation-based or residual-based
detectors, and includes input-output signals verifications. Two types of input-output signals
verifications are performed in the following subsections.

The optimization problem (8.8.1) involves maximizing a quadratic convex function subject
to linear constraints. Therefore, instead of using a general nonlinear solver, we employ
disciplined convex-concave programming (DCCP) [152], which is built on top of CVXPY,
a domain-specific language for convex optimization embedded in Python [43]. The weight
matrix is chosen to be identity W = I, in order to have the same weight for all states. The
defender solves the optimization problem for a time window of N = 20, we choose this value
inspired by the literature of the MPC, e.g. [10].

8.9.2 Bounds Verification Constraints

In this subsection, the defender adds constraints on the bounds of the accelerometer mea-
surements. We assume that both the defender and the unauthorized observer know that
the moving body can not have acceleration more than 30 m/s? in any direction, thus, these
constraints are added when solving the optimization problem:

—30 < af < 30,
—30 < a? < 30.

The results of this simulation are shown in Figs. 8.7, 8.8, 8.9, and 8.10. Fig. 8.7 shows the
received (the modified) acceleration measurements by the unauthorized observer, where these
measurements respect the acceleration bounds, and the modifications start at the midpoint
of simulation time. Fig. 8.8 shows the true trajectory and the estimated trajectory by the
unauthorized observer in the XY plane. The unauthorized observer can estimate the first half
of the trajectory before the defending system begins signals modifications. Afterward, the
observer’s estimations start to diverge, achieving the goal of the defending system. Fig. 8.9
shows the true and estimated velocity estimation, demonstrating that the unauthorized
observer correctly estimates the velocity in the first half of the time, and diverges after
activating the defense system. We consider in this simulation that the unauthorized observer
is using a x? detector, and based on the innovation. Fig. 8.10 shows the x? signal and the
99% confidence interval used as a threshold to decide if there are signals modifications. The
value of the confidence interval can be found in x? tables by locating the desired confidence
level corresponding to the degrees of freedom [23], where our simulation, the x? signal has
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2 degrees of freedom (output dimension).

Fig. 8.10 shows that the x? signal does not

exceed the threshold, thus the detector does not trigger an alarm. Moreover, the x? signal
has the same behaviour before and after starting signals modifications. This x? signal
corresponds to one realization; in another simulation, the signal will differ but maintain the
same distribution characteristics. This variation occurs because each simulation run involves
different realizations of sensors’ noises. We observe non-smooth velocity estimates in Fig. 8.9,
and discontinuities in the acceleration measurements at the midpoint in Fig. 8.7, which may
indicate unusual behaviour. Therefore, in the next subsection, additional constraints on the
evolution of the modified accelerometer measurements are incorporated into the optimization

problem.
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8.9.3 Bounds and Evolution Verification Constraints

In this subsection, the defender adds constraints on both bounds and the evolution of ac-
celerometer measurements. The additional constraints are:

=3 <ajy, —ap <3,

—3<a;,, —a;, <3

The results of this simulation are shown in Figs. 8.11, 8.12, 8.13, and 8.14. These re-
sults demonstrate that adding constraints on the evolution of modified acceleration ensures
the unauthorized observer’s velocity estimates remain smooth and the received acceleration
data remains continuous. Additionally, the undetectability criterion is still satisfied by the
x? detector, as shown in Fig. 8.14. These results demonstrate the benefits of solving the
optimization problem for signals modifications. Constraints can be added to address any
undesired behaviour in the modified input-output data. Additionally, the defending system
can prioritize misleading the unauthorized observer about specific states by assigning more
weight to those states.
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Figure 8.11:  The modified
accelerometer measurements,
with bound and evolution con-
straints.

Figure 8.12: True trajectory
and estimated trajectory by the
unauthorized observer in the
XY plane. The misleading in-
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bound and evolution constraints
on the modified accelerometer
measurements.

Figure 8.13: True velocity state
and estimated velocity state by
the unauthorized observer. The
misleading injections are unde-
tectable with bound and evolu-
tion constraints on the modified
accelerometer measurements.
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Remark 8.9.1. The purpose of the simulations in subsections 8.9.2 and 8.9.3 is to show how
additional constraints can be incorporated into the optimization problem so that the modified
mput—output signals are less likely to appear as modified signals. The modified signals in
subsection 8.9.3 are more natural than those in subsection 8.9.2, as a constraint is added
on the evolution of the acceleration, avoiding a sudden jump in its value. As shown in
Fig. 8.11, the acceleration gradually increases until it reaches the mazimum bound, which
1s a natural behaviour. However, remaining constant at the mazimum bound for a period
of time may not appear very natural. This could be improved by adding further constraints
or by designing a predefined trajectory and then finding the input—output data that leads the
estimation to follow that trajectory. We do not go further into this study, as it is closer to
trajectory planning and falls outside the scope of this work. The purpose of this simulation
15 to illustrate the concept of misleading.

8.10. Conclusion

This chapter addressed the challenge of securing CPS against unauthorized observers who
alm to estimate system states by eavesdropping on input-output signals. An active defense
strategy is proposed, that involves modifications to input-output signals in order to mislead
the unauthorized observer. The modifications should remain undetectable by innovation or
residual-based detectors. Additionally, this chapter addressed the properties that the system
must have to perform three specific types of misleading unauthorized observers: state-i
misleading unauthorized observer, strongly misleading unauthorized observer, and state-i
strongly misleading unauthorized observer. The modifications were found as solutions to an
optimization problem constrained by the conditions that the modifications are undetectable
and that the input-output signals received by the unauthorized observer are within certain
bounds and satisfy the physical characteristics of these signals. The proposed solution was
validated through simulations involving a moving body in the XY plane. The simulation
results demonstrated that the defending system can successfully mislead the unauthorized
observer, thereby enhancing the security of CPS against such threats.

This research opens new directions for developing active defense approaches against cyber-
physical attacks, rather than relying solely on passive methods. Defending cyber-physical
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systems will remain a crucial and growing area of research. It is therefore important that
new defense methods are developed faster than new attack techniques.

129



Chapter 9

Conclusion and Perspectives

9.1. Summary of Contributions

This thesis investigated the challenges of state estimation and CPS security in systems
subject to unknown input and cyber-physical attacks. The focus was primarily on navigation
applications, where the reliability of sensor measurements and control signals is critical.
Through a structured exploration of both attitude estimation under unknown input and
defense against cyber-physical attacks, this work presented novel algorithms and theoretical
insights aimed at enhancing the reliability and security of such systems. The results were
organized into two complementary parts: the first addressed attitude estimation on SO(3)
under unknown input, and the second focused on cyber-physical security for two navigation
applications and active defense strategies.

Part I: Attitude Estimation on SO(3) Under Unknown Input. This part addressed
the problem of attitude estimation on SO(3) under unknown input in three cases: 1) the
unknown input affects only the state dynamics, 2) it affects only the output, and 3) it
affects both. Each case corresponds to a problem with recognized significance in navigation
applications.

e Chapter 2 addressed the case where the unknown input affects only the state dy-
namics without direct feedthrough to the output. Two algorithms were developed,
RTSKF-SO(3) and UMV-S0O(3), for gyro-free attitude estimation, where the two al-
gorithms treat the angular velocity as unknown input. Monte Carlo simulations and
experimental data using a publicly available dataset validated the effectiveness of both
algorithms, showing that both algorithms outperformed the static algorithm TRIAD.

e Chapter 3 addressed the case where the unknown input affects only the output. The
algorithm UMV-SO(3)-EA was developed for attitude estimation based on MARG sen-
sors under unknown external acceleration. Monte Carlo simulations and experimental
data using a publicly available dataset validated the effectiveness of UMV-SO(3)-EA,
showing that it outperformed IEKF-SO(3) with adaptation.

e Chapter 4 addressed the case where the unknown input affects both the state dy-
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namics and the output. This chapter extended the scope of Chapter 3 to the joint
estimation of position, velocity, and attitude based on MARG and position sensors.
Monte Carlo simulations validated the algorithm, showing that PVA-SO(3) outper-
formed cascaded approaches.

Together, these contributions provided a comprehensive framework for attitude estimation
on SO(3) under various unknown input scenarios.

Part II: Cyber-Physical Security for Navigation Applications and Active De-
fense Strategy. This part addressed the security of two different navigation problems and
presented a novel concept in CPS security, the active defense strategy.

e Chapter 6 addressed secure attitude estimation on SO(3) using MARG sensor under
randomly occurring FDI attacks on accelerometer and magnetometer measurements.
Monte Carlo simulations validated the effectiveness of secure-IEKF-SO(3), showing
that it outperformed the standard IEKF-SO(3).

e Chapter 7 studied the invariant zeros of ground vehicle lateral dynamics and analyzed
the vulnerability to zero dynamics attacks. This chapter recommended that the output
include both yaw rate and lateral acceleration to prevent such attacks.

e Chapter 8 introduced the novel concept in CPS security, the active defense strategy.
It proposed the MUO strategy, which aims to mislead an unauthorized observer. The
defense strategy was formulated for general discrete-time linear systems and illustrated
through a case study in ground vehicle dynamics.

9.2. Perspectives

Building on the contributions of this thesis, several research directions are possible. Three
main directions for future work are presented below, with an explanation of their importance
and the main challenges they present:

1. Perspectives considering the generalization of the algorithms in Part I to
more general group structures: The algorithms presented in Part I are designed
for attitude estimation on SO(3), which is a special case of Lie groups [1, 158]. An
interesting direction for future work would be to extend these algorithms to more
general Lie groups, allowing estimation under various types of unknown inputs. Thus,
exploring estimation on Lie groups with unknown input. The unknown input could be
the angular velocity, external acceleration, and potentially other unknown inputs that
could be explored for practical applications. Here are some example of Lie groups that
can be direct application when exploring estimation on general Lie groups:

e SO(2) represents 2D rotations.
e SE(2) represents 2D rotation and translation.

e SE(3) represents 3D poses, including both translation and rotation.
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e SEy(3) is an extension of SE(3) that includes attitude, position, and velocity, as
in [6].

e SE,(3) is a further extension, including p — 2 landmark positions, which can be
estimated from vision data, as described in [21].

e In [24], the state is represented on a Lie group that includes attitude, velocity,
position, and magnetic field.

Therefore, extending the unknown input filtering problem to general Lie groups could
lead to a wide range of applications. This generalization presents challenges related to
the complexity of Lie group operations and their associated Lie algebras.

. Perspectives considering secure attitude estimation on SO(3): While a very
specific case was addressed in Chapter 6, which considered secure attitude estimation
on SO(3) under randomly occurring FDI attacks on accelerometer and magnetometer
measurements, several perspectives can be considered. It is hoped that this work will
serve as a starting point for an important research direction on secure estimation on
SO(3), due to the importance of attitude estimation in critical navigation applications
such as aerial vehicles. The security of systems lying on SO(3) has not been addressed
in the literature before. Possible perspectives are:

e Designing secure estimation algorithms on SO(3) for cases where FDI attacks
occur on gyroscope measurements.

e Considering different types of attack, not only randomly occurring FDI attacks.

e Investigate the possibility of undetectable attacks on systems lying on SO(3), such
as covert and zero dynamics attacks.

The main challenge in this direction is that the current literature on CPS security
generally assumes that the system state belongs to a vector space. Extending these
methods to SO(3) is challenging because the operators and structure on SO(3) differ
significantly from those of vector spaces.

. Perspective on active defense strategies: Traditional defenses in CPS often fo-
cus on passive strategies, such as preventing attacks (e.g., encryption), detecting them
(e.g., anomaly detection), or ensuring the system can tolerate their effects (resilience).
An important direction for future research lies in the development of active defense
strategies. Chapter 8 explored one such approach against an unauthorized observer,
namely the MUO strategy. Future work could consider different active defense mecha-
nisms tailored to various types of attacks, based on taking actions rather than relying
solely on passive responses. This aligns with the idea that “the best defense is a good
offense” [179]. While such concepts have been widely studied in military and strategic
domains, they remain underexplored in the context of CPS security. It is hoped that
MUO will open the door for further research on active defense strategies.

Developing active defense strategies in CPS presents several challenges, as this is new
explored concept in this context. It involves not only theoretical development but also
a deeper understanding of real-world incidents in industrial systems. Inspiration may
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need to be drawn from other domains where active defense is more common, such as
cybersecurity in information technology and strategic studies.

In addition to the previous perspectives, which involve significant challenges, several other
directions represent more straightforward extensions of this thesis and are of practical im-
portance. These aspects were not addressed in this thesis primarily due to time constraints
related to their development and implementation. Nevertheless, we believe that the algo-
rithms and studies developed in this thesis provide a solid foundation that makes these
extensions relatively easy to achieve.

1. Perspectives considering the attitude estimation on SO(3) under unknown
input:

e The gyro-free attitude estimation algorithms in Chapter 2 can be extended to
different types of output, such as vision data from a camera. The vision data are
used for the correction step for attitude estimation in some works, like [20, 21,
22].

e Extending the MARG sensor models to include sensor biases is an important
direction for future work. Bias estimation can be solved by applying the UIF
techniques adopted in Part I. Another approach is to augment the state with the
sensor biases, assuming these biases are approximately constant between steps
with some process noise, as proposed in [59, 146, 162].

e Considering different types of unknown input, such as magnetic disturbances,
which can exist in many environments, such as industrial ones. In this case, the
derivation may follow a similar structure to the one used for external accelerations
in Chapter 3.

e In the work presented in [24], the magnetic field is included as part of the state,
alongside the position, velocity, and attitude states. The magnetic field dynamics
in this approach include the magnetic field gradient as a known input. A possible
direction for future work is to extend the PVA-SO(3) framework in Chapter 4 to
include the magnetic field in the state, while treating the gradient as an unknown
input.

2. Perspective considering ground vehicle security: In Chapter 7, the analysis
addressed zero dynamics attacks against lateral dynamics, where the attacker injects
undetectable terms into the input of the system. Two straightforward perspectives are:

e Investigate zero dynamics attacks against other vehicle dynamics, like the longi-
tudinal dynamics.

e Investigate the case where the attacker tries to design undetectable attacks by
injecting both input and output signals, such as covert attacks.
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Contributions to Navigation Under Unknown
Input and Cyber-Physical Security

Abstract

This thesis contributes to state estimation on the special orthogonal group SO(3)
under unknown input and to cyber-physical systems (CPS) security. Two
challenges related to unknown input are addressed. The first is attitude
estimation without relying on the gyroscope, due to its drawbacks such as high-
power consumption. The second is the separation of Earth gravity and external
acceleration from accelerometer measurements, as the former is needed for
attitude estimation and the latter for position and velocity. Additionally, two
security problems related to navigation applications are addressed: secure
attitude estimation on SO(3) under randomly occurring false data injection
attacks, and security analysis of the ground vehicle lateral model under zero
dynamics attacks. Finally, the thesis proposes an active defense strategy called
“misleading unauthorized observers”, which targets attackers attempting
unauthorized remote state estimation. This strategy introduces a new direction in
CPS security based on active rather than traditional passive defenses.

Keywords: Navigation, Attitude/velocity/position estimation, Unknown input
filtering, SO(3) group, Cyber-physical security, Active defense.

Résumé

Cette theése contribue a 'estimation d’état sur le groupe spécial orthogonal SO(3)
en présence d’entrées inconnues, et a la sécurité des systemes cyber-physiques.
Deux défis liés aux entrées inconnues sont abordés. Le premier concerne
Uestimation de Uattitude sans gyroscope, notamment en raison d’inconvénients
tels qu’une consommation énergétique élevée. Le second concerne la séparation
entre la gravité terrestre, nécessaire a 'estimation de Uattitude, et 'accélération
externe, nécessaire a 'estimation de la position et de la vitesse. Ces données
sont issues de mesures d’accélérometre. En outre, deux problématiques de
sécurité liées aux applications de navigation sont étudiées : lestimation
sécurisée de U'attitude sur SO(3) en présence d’attaques par injection aléatoire de
fausses données, et l'analyse de la sécurité du modele latéral d’un véhicule
terrestre en cas d’attaques liées aux zéros dynamiques. Enfin, cette these
propose une stratégie de défense active, appelée « tromper les observateurs non
autorisés », qui cible les attaquants tentant d’estimer sans autorisation ’état du
systeme a distance. Cette approche introduit une nouvelle direction en matiere
de sécurité des systemes cyber-physiques, fondée sur des mécanismes de
défense actifs plutdt que passifs.

Mots-clés : Navigation, Estimation d’attitude/vitesse/position, Filtrage avec
entrées inconnues, Groupe SO(3), Sécurité cyber-physique, Défense active.
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