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Abstract

The rise of embedded devices in the era of Internet of Things (IoT) has increased
the demand for secure cryptographic algorithms. While standardized algorithms are
proven to be secure in the black-box model, where an adversary has access only
to inputs and outputs, this model is not sufficient to capture real-world threats.
In practice, the adversary may have physical access to the devices and recover the
secret key used in the algorithms by physical attacks, which are generally classified
as Side-Channel Attacks (SCA) and Fault Attacks (FA). This thesis explores the
threats of such attacks on symmetric cryptography standards, with a focus on the
long-standing Advanced Encryption Standard (AES) and the newly standardized
lightweight authenticated encryption ASCON-AEAD.

In the first part of this thesis, we focus on a prominent type of SCA, namely Cor-
relation Power Analysis (CPA), targeting ASCON-AEAD. We analyze different ap-
proaches for choosing the selection function, which is a core factor of CPA, to provide
insights into when and why an attack succeeds or fails. Our analysis is validated with
a second-order CPA attack against a masked software implementation, which also
provides the first practical indication of the data and computational cost for full key
recovery in a protected implementation. We further propose extending the selection
function from one bit to multiple bits, thereby increasing success rates.

In the second part of this thesis, we focus on two prominent types of FA, namely
Statistical Ineffective Fault Analysis (SIFA) and Persistent Fault Analysis (PFA), tar-
geting ASCON-AEAD and AES. For SIFA, we provide a deeper analysis of a generic
attack strategy applied to nonce-based authenticated encryption schemes. Our re-
sults show that, although SIFA is powerful, it may fail in practice under instruction-
skip faults. These findings are supported by demonstrations on ASCON-AEAD. For
PFA, we show that persistent faults can be induced by an instruction skip, which
is simpler than memory faulting techniques reported in the literature. We also in-
troduce the first PFA targeting a constant other than S-box elements. Specifically,
we demonstrate that faulting a round constant of AES can lead to full key recovery.
Our findings are supported by experiments on the AES implementation in the widely
used MbedTLS library.
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Résumeé

L’essor des dispositifs embarqués a l’ere de 'Internet des Objets a accru la demande en
algorithmes cryptographiques sécurisés. Bien que les algorithmes standardisés soient
prouvés sécurisés dans le modele de boite noire, ol un adversaire a seulement acces
aux entrées et aux sorties, ce modele n’est pas suffisant pour représenter les menaces
du monde réel. En pratique, I'adversaire peut avoir un acces physique aux dispositifs
et récupérer la clé secrete utilisée dans les algorithmes au moyen d’attaques physiques.
Ces attaques sont généralement classées en deux catégories : les attaques par canaux
auxiliaires (Side-Channel Attacks, SCA) et les attaques par injection de fautes (Fault
Attacks, FA). Cette these étudie les menaces posées par de telles attaques contre
les standards de la cryptographie symétrique, en se concentrant sur I’ Advanced En-
cryption Standard (AES), largement utilisé depuis de nombreuses années, ainsi que
sur ASCON-AEAD, récemment standardisé comme schéma de chiffrement authentifié
léger.

Dans la premiere partie de cette these, nous nous concentrons sur un type majeur
de SCA, a savoir I'analyse de corrélation de consommation de puissance ( Correlation
Power Analysis, CPA), ciblant ASCON-AEAD. Nous étudions différentes approches
pour choisir la fonction de sélection, un élément central de la CPA; afin de mieux
comprendre les conditions dans lesquelles I'attaque réussit ou échoue. Notre analyse
est validée par une attaque CPA d’ordre deux contre une implémentation logicielle
masquée. Cela fournit également la premiere estimation pratique du cout en données
et en calcul pour la récupération complete de la clé dans une implémentation protégée.
De plus, nous proposons d’étendre la fonction de sélection d’un bit a plusieurs bits,
ce qui permet d’augmenter le taux de réussite de ’attaque.

Dans la deuxieme partie de cette theése, nous nous concentrons sur deux types ma-
jeurs de FA | & savoir 'analyse statistique des fautes inefficaces (Statistical Ineffective
Fault Analysis, SIFA) et I'analyse de fautes persistantes (Persistent Fault Analysis,
PFA), ciblant ASCON-AEAD et AES. Pour la SIFA, nous proposons une analyse
approfondie d'une stratégie d’attaque générique appliquée aux schémas de chiffre-
ment authentifiés. Nos résultats montrent que, bien que la SIFA soit généralement
puissante, elle peut échouer en pratique sous des fautes de type saut d’instruction.
Ces conclusions sont illustrées par des démonstrations sur ASCON-AEAD. Pour la
PFA, nous montrons que des fautes persistantes peuvent étre induites par un saut
d’instruction, ce qui est plus simple que les techniques d’altération de la mémoire rap-
portées dans la littérature. Nous présentons également la premiere PFA ciblant une
constante autre que les éléments de la S-box. Spécifiquement, nous démontrons que
Ialtération d’une constante de tour d’AES peut conduire a la récupération complete
de la clé. Nos résultats sont illustrés par des expériences sur I'implémentation AES
de la bibliotheque MbedTLS largement utilisée.






Tém tit

Su gia tang clia cac thiét bi nhing trong ky nguyén Internet van vat da lam ting nhu
cau vé cac thuat toan mat ma an toan. Mic dit cac thuat toan chuan da dude chiing
minh 13 an toan trong mo hinh hop den, noi ké tan cong chi c6 thé truy cap dau vao
va dau ra, mo6 hinh nay vin chua di dé phan anh cac moi nguy hiém. Trén thuec té,
ké tan cong co thé tiép can cac thiét bi va lay khoéa bi mat dude st dung trong cac
thuat toan thong qua cac cuoc tan cong vat ly. Cac cudc tan cong nay thuong duge
phan loai thanh tan cong kénh bén (Side-Channel Attacks, SCA) va tan cong 16i
(Fault Attacks, FA). Luan an nay khao sat cdc mdi nguy hiém tit cac cudc tan cong
nay trén cic chuan mat ma déi xitng, bao gdm chuan ma héa nang cao (Advanced
Encryption Standard, AES) da dugc stt dung lau nam va ASCON-AEAD, mot chuan
méa héa xac thuc mdéi dude chuan hoa.

Trong phan dau ciia luan an, chting toi tap trung vao mot loai tan cong kénh bén
noi bat nhim vao ASCON-AEAD, d6 la phan tich tuong quan cong suét tiéu thu
(Correlation Power Analysis, CPA). Chung to6i phan tich cédc phuong phép khac
nhau dé thiét lap ham Iya chon, mot yéu t6 cot 16i cia CPA, nham giai thich khi
nao va tai sao mot cudc tan cong thanh cong hay that bai. Phan tich ctia ching toi
dugc kiém chimg bing mot cudce tan cong CPA bac hai trén mot phan mém da duge
bao vé bang phuong phap che gidu. Tan cong nay dong thoi cung cap mot két qua
thiyc té dau tien vé chi phi dit lisu va tinh toan dé lay dugc khéa bi mat trong mot
phan mém duge bao ve. Tiép theo d6, chiing toi dé xuat md rong ham lita chon ti
mot bit sang nhiéu bit, tit d6 tang ty lé thanh cong ciia cuoc tan cong.

Trong phan thi hai ctia luan an, ching toi tap trung vao hai loai tan cong 16i noi
bat nham vao ASCON-AEAD va AES, d6 1a phan tich thong ké 16i khong hiéu qua
(Statistical Ineffective Fault Analysis, SIFA) va phan tich 161 1au dai (Persistent Fault
Analysis, PFA). Déi v6i SIFA, chiing toi thiic hién phan tich sau hon vé mot chién
luge tan cong ap dung cho cac so ddo ma hoa xac thie. Két qua cho thay, mic dut
SIFA 13 mot tan cong c6 hiéu qua cao, nhung cé thé that bai trong thuc té duéi céc
16i bé qua dong lenh. Nhitng két qua nay dude chiing minh trén AscoN-AEAD. Déi
v6i PFA, chiing t6i chi ra riing cac 16i lau dai c6 thé dugce tao ra bdi mot lenh bi bod
qua. Diéu nay don gidn hon so véi cac ki thuat 1am 161 bo nhé duge bao cao trong cac
nghién ctu truée day. Ching to6i ciing gi6i thieu mot tan cong PFA dau tién nham
vao mot hing s6 khac ngoai cac phan ti trong S-box. Cu thé, lam 161 mot hing s6
vong lip clia AES c¢6 thé dan dén lay duge khoa bi mat. Cac két qua nay duge thi
nghiém trén phan mém AES trong thu vien MbedTLS dugc dung rong rai.
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Introduction en francais

Ce chapitre introduit le contexte général et la motivation de notre étude. Nous
présentons ensuite les principales contributions de cette these. Puis, nous donnons
un apercu de 'organisation du manuscrit.

Cadre et Motivation

Depuis tres longtemps, la protection des communications entre un émetteur et un
récepteur contre un adversaire constitue un probleme essentiel. Ce probleme remonte
a ’histoire avec I'exemple du chiffrement de César et existe encore aujourd’hui dans
les communications sur Internet. L’étude et la mise en ceuvre de tels mécanismes de
protection sont appelées cryptographie. 1’adversaire, également appelé un attaquant,
est une partie qui pourrait espionner les échanges, modifier les messages transmis,
ou se faire passer pour un émetteur légitime. Dans ce contexte, les solutions cryp-
tographiques visent a garantir les propriétés suivantes:

e Confidentialité: garantir que les messages sont incompréhensibles pour les
récepteurs imprévus.

e Intégrité: garantir que les messages ne sont pas modifiés ou altérés lors de la
transmission.

e Authenticité: garantir que les messages proviennent bien de I’émetteur prévu.

En cryptographie, la cryptographie symétrique est une branche importante dans
laquelle I’émetteur et le récepteur partagent une clé sécrete commune. L’émetteur
utilise cette clé pour chiffrer un message, appelé texte en clair, en un chiffré, qu’il
envoie au récepteur. Le récepteur utilise ensuite la méme clé pour déchiffrer le chiffré
et récupérer le texte en clair original. Le secret de la clé détermine la sécurité des
systemes de communication.

De nos jours, a l'ere de 'Internet des objets, 'utilisation des dispositifs embarqués,
tels que les capteurs, les cartes a puces, les clés a puces et les passeports électroniques,
devient de plus en plus fréquente. On estime qu’il y a environ 30 dispositifs em-
barqués par personne [Cenld]. Afin d’assurer une securité fiable, les algorithmes
cryptographiques standardisés par le National Institute of Standards and Technology
(NIST) des Etats-Unis sont souvent utilisés dans ces dispositifs.

En particulier, les deux standards de la cryptographie symétrique sont probalement
largement déployés dans les dispositifs embarqués: 1"Advanced Encryption Stan-
dard (AES) [DR02] et I’ ASCON-based Authenticated Encryption with Associated Data
(AscoN-AEAD) [DEM+21]. Le premier est reconnu pour sa robustesse depuis sa
standardisation en 2001. Le deuxieme, qui a été sélectionné pour la standardisation
en 2023, est spécialement concu pour étre 1égér dans les scénarios ou I’AES est trop
gourmand en ressources [MBT+17]. Dans les dispositifs embarqués, les clés secretes
sont stockées dans leurs mémoires. Il est donc tres important de les protéger contre
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I'exposition a des adversaires potentiels.

Ayant été qualifiés lors des compétitions du NIST, les deux standards symétriques ont
été analysés de maniere approfondie. Cependent, ces analyses considerent souvant
un modele de boite noire, dans lequel 'adversaire n’a acces qu’aux entrées et sor-
ties. Un tel modele n’est pas toujours suffisant pour garantir la sécurité en pratique.
Lorsqu’ils sont implémentés et déployés dans des dispositifs embarqués, 'adversaire
peut y avoir un acces physique. Dans ce scénario, les algorithmes cryptographiques
peuvent étre vulnérables aux attaques physiques, qui sont généralement classées en
deux groupes: les attaques par canaux auxiliaires (Side-Channel Attacks, SCA) et
les attaques par injection de fautes (Fault Attacks, FA). Ces attaques sont reconnues
comme des ménaces significatives depuis les travaux séminales sur 'analyse differ-
entielle de puissance (Differential Power Analysis) de Kocher et al. [KJJ99] et sur
I'analyse differentielle de fautes (Differential Fault Analysis) de Biham et Shamir
[BS97].

Parce que les SCA et FA posent des risques réels en pratique, la compréhension des
menaces potentielles nous aide a développer des implémentations plus robustes pour
un déploiement a grande échelle, ainsi qu’a éviter des compromissions de sécurité
catastrophiques. Il est donc tres important d’étudier les attaques physiques, ce qui
est particulierement tres pertinent pour ASCON-AEAD, récemment standardisé. Mo-
tivée par ce besoin, cette theése étudie les menaces posées par les SCA et FA sur les
deux standards de la cryptographie symétrique: AES et ASCON-AEAD.

Principales Contributions

Dans cette these, nous présentons deux parties principales de nos contributions, I'une
portant sur les SCA et I'autre sur les FA.

Dans la premiere partie (Part I), nous étudions un type remarquable de SCA ciblant
AScoN-AEAD, appelé I'analyse de corrélation de puissance ( Correlation Power Anal-
ysis, CPA). Cette étude donne lieu aux deux publications suivantes:

e Attaque CPA d’ordre deux avec une fonction de sélection appropriée
[NGC25c]: Dans ce travail, nous menons une analyse complete des approches
differentes dans la littérature pour choisir la fonction de sélection, utilisée pour
calculer les valeurs intermédiaires dans les attaques CPA. Par des explications
théoriques et des validations expérimentales, nous montrons comment ces choix
influencent le succes des attaques. Profitant des connaissances acquises grace
a notre analyse, nous réalisons la premiere attaque d’ordre deux réussie contre
une implémentation masquée de ASCON-AEAD en logiciel.

e Fonction de sélection a plusieurs bits pour I'attaque CPA [NGC25a]: Dans
ce travail, nous étendons la fonction de sélection a plusieurs bits au lieu d’un
seul. Nous présentons des résultats expérimentaux pour montrer les avan-
tages de cette approche en termes de taux de réussite et du nombre de traces
nécessaires pour les attaques CPA.

Dans la deuxieme partie (Part II), nous étudions deux types remarquables de FA
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ciblant ASCON-AEAD et AES, appelées 'analyse statistique des fautes inefficaces
(Statistical Ineffective Fault Analysis, SIFA) et 'analyse des fautes persistentes (Per-
sistent Fault Analysis, PFA). Cette étude donne lieu aux deux publications suivantes:

e Analyse statistique des fautes inefficaces sur Ascon-AEAD [NGC25d]:

Dans ce travail, nous présentons une analyse approfondie de la stratégie d’attaque
utilisée dans la littérature pour appliquer la SIFA aux schémas de chiffre-
ment authentifié. Nous montrons que cette stratégie peut échouer lorsqu’elle
est appliquée a certaines implémentations, pour deux raisons principales: la
faible probabilité d’occurrence d’une faute inefficace requise pour 'attaque, et
I'uniformité de la valeur intermédiaire choisie. Nous validons nos résultats par
des simulations sur une implémentation 8 bits de ASCON-AEAD.

Attaques par fautes persistantes sur AES avec saut d’instruction [NGC25b]:
Dans ce travail, nous montrons que les fautes persistentes peuvent étre injectées
non seulement en altérant les éléments de la S-box en mémoire, comme vu dans
la littérature, mais aussi par une méthode d’injection tres courante, appelée saut
d’instruction. Nous introduisons ensuite la premiere attaque PFA, qui cible une
constante autre que les éléments de la S-box. Plus précisément, nous montrons
qu’une faute injectée sur une constante de tour est suffisante pour permettre la
récupéreration de la clé secrete. Nos résultats sont validés expérimentalement
avec I'implémentation de ’AES dans la biblioteque Mbed TLS.

Organisation du Manuscrit

Ce manuscrit est structuré en sept chapitres, dont quatre correspondent aux contri-
butions présentées ci-dessus. Les chapitres sont organisés comme suit:

Le premier chapitre (ce chapitre, Chapter 1) introduit la motivation et les
contributions de cette these.

Le deuxiéme chapitre (Chapter 2) présente les connaissances nécessaires sur
I’AES et ASCON-AEAD, ainsi que sur les attaques SCA et FA, et définit les
notations utilisées dans ce manuscrit.

Le troisieme chapitre (Chapter 3) présente notre contribution sur I’analyse de la
fonction de sélection et I'attaque CPA d’ordre deux contre une implémentation
protégée de AsCON-AEAD. Cela correspond a la publication [NGC25¢].

Le quatrieme chapitre (Chapter 4) présente notre contribution sur I’extension
de la fonction de sélection dans l'attaque CPA contre ASCON-AEAD, pas-
sant d’un bit a plusieurs bits. Cela correspond partiellement a la publication
INGC25a].

Le cinquieme chapitre (Chapter 5) présente notre contribution sur I’analyse de
SIFA lorsqu’elle est appliquée aux schémas de chiffrement authentifié. Cela
correspond a la publication [NGC25d].

Le sixieme chapitre (Chapter 6) présente notre contribution sur 'attaque PFA
contre AES. Cela correspond a la publication [NGC25b].
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e Le dernier chapitre (Chapter 7) conclut cette these et présente des perspectives
pour les travaux futurs.
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We begin this thesis by presenting its scope and motivation. We then introduce the
main contributions achieved during the doctoral studies, followed by an outline of
the thesis structure.

1.1. Scope and Motivation

For a very long time, protecting communication between a sender and a receiver
from an eavesdropping third party has been a critical problem, from the historical
example of Caesar’s cipher to today’s secure communication over the Internet. The
study and practice of such protection is called cryptography. The eavesdropping
party is referred to as an adversary or attacker, who may spy on the communication,
modify exchanged messages, or impersonate a legitimate sender. In this context,
cryptographic solutions aim to guarantee the following properties:

e Confidentiality: ensuring that messages are unintelligible to unintended re-
ceivers.

e Integrity: ensuring that messages are not be modified or altered during trans-
mission.

e Authenticity: ensuring that messages originate from the intended sender.

In cryptography, symmetric cryptography is an important branch in which the sender
and receiver share a common secret key. The sender uses this key to encrypt a mes-
sage, called the plaintext, into a ciphertext and sends the ciphertext to the receiver.
The receiver then uses the same key to decrypt the ciphertext and recover the original
plaintext. The secrecy of the key determines the security of communication systems.

Nowadays, in the era of Internet of Things (IoT), the use of small computing de-
vices such as Radio-Frequency IDentification (RFID) tags, sensors, smart cards,
smart keys, and electronic passports is increasingly common. It is estimated that
there are about 30 embedded computing devices per person in developed countries
[Cenl4]. Figure 1.1 shows an example of smart cards in real world. To provide
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trusted security, cryptographic algorithms standardized by the U.S. National Insti-
tute of Standards and Technology (NIST) are typically employed in these devices. In
particular, two symmetric cryptography standards are likely to be widely deployed in
resource-constrained IoT devices: the Advanced Encryption Standard (AES) [DR02]
and the AscON-based Authenticated Encryption with Associated Data (ASCON-
AEAD) [DEM+21]. The former has been time-proven to be a robust cipher since its
standardization in 2001. The latter, selected for standardization in 2023, is specif-
ically designed to be lightweight for scenarios where AES is too resource-intensive
[IMBT+17]. In embedded devices, secret keys of these cryptographic algorithms are
usually stored in memory. It is therefore crucial to protect them from exposure to
potential adversaries.

SAINT-ETIENNE
la métropole
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Allez Ot vous voulez en Rhéne-Alpes

Figure 1.1.: A smart card used in public transportation.

Having qualified through NIST’s competitions, these two ciphers have been thor-
oughly analyzed. However, this analysis typically considers a black-box model, where
the adversary has access only to the inputs and outputs. Such model is not always
sufficient to guarantee security in practice. Especially when implemented and de-
ployed in embedded devices, the adversary may have physical access to the devices.
In this scenario, cryptographic algorithms can be vulnerable to physical attacks,
which are generally classified into two categories: Side-Channel Attacks (SCA) and
Fault Attacks (FA). These attacks have been recognized as significant threats since
the seminal works on Differential Power Analysis by Kocher et al. [KJJ99] and
Differential Fault Analysis by Biham and Shamir [BS97].

Because SCA and FA pose real risks in practice, understanding potential threats helps
develop more robust implementations for large-scale deployment and helps prevent
catastrophic security compromises. Therefore, studying physical attacks is of critical
importance, and particularly relevant for the newly standardized cipher ASCON-
AEAD. Motivated by this need, this thesis explores the threats posed by SCA and
FA on the two symmetric cryptography standards: AES and ASCON-AEAD.

1.2. Main Contributions

In this thesis, we present two main parts of our contributions, one on Side-Channel
Attacks (SCA) and the other on Fault Attacks (FA).

In Part I, we study a prominent type of SCA, namely Correlation Power Analy-
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sis (CPA), targeting ASCON-AEAD. This study has resulted in the following two
publications:

e Second-Order CPA Attack with Proper Selection Function [NGC25c]: In
the first work of this part, we conduct a comprehensive analysis of different
approaches from the literature for choosing the selection function used to com-
pute intermediate values in CPA attacks against ASCON-AEAD. Through both
theoretical explanation and experimental validation, we demonstrate how these
choices influence the success of the attack. Leveraging insights from our anal-
ysis, we perform the first successful second-order CPA attack on a masked
software implementation of ASCON-AEAD.

e Multi-bit Selection Function for CPA Attack [NGC25a]: In the second work,
we extend the 7-bit selection function from the literature to a multi-bit selection
function. We provide experimental results that highlight the benefits of this

approach, particularly in terms of success rates and number of traces required
for the CPA attacks against ASCON-AEAD.

In Part II, we study two prominent types of FA, namely Persistent Fault Analysis
(PFA) and Statistical Ineffective Fault Analysis (SIFA), targeting AES and ASCON-
AEAD. This study has resulted in the following two publications:

e Statistical Ineffective Fault Analysis on Ascon-AEAD [NGC25d]: In the
first work of this part, we present an in-depth analysis of the attack strategy
used in the literature to apply SIFA on nonce-based authenticated encryption
schemes. We show that this attack strategy can fail when applied to certain
implementations due to two main reasons: the low probability of obtaining
an ineffective fault required for the attack, and the uniformity of the chosen
intermediate value. We validate our findings through simulations on an 8-bit
implementation of ASCON-AEAD.

e Persistent Fault Attacks on AES with Instruction Skip [NGC25b]: In the
second work, we show that persistent faults can be induced not only through
tampering with S-box elements stored in memory, as seen in the literature,
but also through a common fault method, namely instruction skip. We then
introduce the first PFA that targets a constant other than the S-box elements.
Specifically, we show that faulting a round constant is also sufficient to re-
cover the secret key. Our findings are experimentally validated using the AES
implementation in the MbedTLS library.

1.3. Thesis Outline

This thesis is structured into seven chapters, four of which correspond to the main
contributions listed above. The chapters are organized as follows:

e Chapter 1 (this chapter) presents the motivation and contributions of this the-
sis.

e Chapter 2 provides background on AES and ASCON-AEAD, introduces SCA
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and FA, and defines the notations used throughout the thesis.

e Chapter 3 presents the contribution on the analysis of selection functions and
the second-order CPA attack on ASCON-AEAD, which corresponds to the pub-
lication [NGC25¢].

e Chapter 4 presents the contribution on extending the selection function for CPA
from one bit to multiple bits, which partially corresponds to the publication
INGC25a].

e Chapter 5 presents the contribution on the analysis of SIFA when applied to
nonce-based authenticated encryption schemes, which corresponds to the pub-

lication [NGC25d).

e Chapter 6 presents the contribution on PFA on AES, which corresponds to the
publication [NGC25b].

e Chapter 7 concludes this thesis and provides perspectives for future work.
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Before going to the main contributions, this chapter provides the necessary back-
ground and introduces the notations used throughout the thesis.

2.1. Symmetric Cryptography

In symmetric cryptography, a cipher consists of a pair of algorithms, called encryp-
tion and decryption. Both algorithms use the same secret key, which must be kept
confidential to ensure security. The encryption algorithm transforms a plaintext into
a ciphertext that appears statistically indistinguishable from random data, while the
decryption algorithm reverses this process to recover the original plaintext from the
ciphertext. Figure 2.1 illustrates the basic encryption and decryption processes.

key

Figure 2.1.: Illustration of encryption and decryption.
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Block ciphers, which operate on fixed-size blocks of data, are the classical primitives
of symmetric cryptography. The most widely known block cipher is probably the
Advanced Encryption Standard (AES) [DR02], which operates on 128-bit blocks.
However, using directly a block cipher as a standalone encryption algorithm in prac-
tice leads to some problems. First, it can only process data in fixed-size blocks.
Second, if two plaintext blocks are the same, their ciphertext blocks will also be the
same, which can reveal information. Third, a block can be removed, reordered, or
duplicated without being detected, which could break authenticity.

For these reasons, practical applications typically use a block cipher within a mode of
operation to construct an authenticated encryption scheme. Such a scheme consists
of two components, an encryption algorithm to provide confidentiality and a Message
Authentication Code (MAC) to provide integrity and authenticity. In this context,
the MAC is also referred to as an authentication tag. During decryption, this tag
is recomputed and compared with the received tag to verify the authenticity and
integrity of the message. If the verification fails, the decryption process returns an
error and does not output a plaintext. This prevents the acceptance of potentially
forged message. Figure 2.2 illustrates the concept of an authenticated encryption
scheme.

Authenticated Encryption with Associated Data (AEAD) is an extension of this con-
cept, in which additional cleartext data (associated data and nonce) is also included
in the computation of the authentication tag. Among the various constructions,
AES-GCM is one of the most widely used authenticated encryption schemes. It com-
bines AES block cipher [DR02] with the Galois/Counter Mode (GCM) of operation
[IMV04].

key

—> ciphertext —>|

Authenticated
Encryption

Authenticated
Decryption

plaintext

plaintext
or error

—> tag —>

Figure 2.2.: Illustration of authenticated encryption.

Another way to construct an authenticated encryption scheme is by using a permu-
tation together with the sponge construction with duplex mode [BDP+12]. In this
approach, the internal state of the permutation is divided into two parts, called the
rate and the capacity. The rate part is accessible to the adversary, while the capac-
ity is inaccessible. The new lightweight cryptography standard ASCON-AEAD was
designed based on this construction.

Since this thesis investigates physical attacks on the two symmetric cryptography
standards, AES block cipher and ASCON-AEAD, we begin by introducing their de-
signs. In this section, we provide detailed descriptions of both schemes.

2.1.1. Advanced Encryption Standard

The Advanced Encryption Standard (AES) [DR02] was selected by NIST as the
winner in a competition in 2001 to replace the Data Encryption Standard (DES) [77].
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It is a block cipher with a block size of 128 bits. A block (also called a state) is an
array of 4 x 4 bytes (128-bit block) indexed from 0 to 15. The AES algorithm is a
repetition of Nr rounds as depicted in Figure 2.3. A round is weak individually, but
combining multiple rounds provides strong security [DR02]. There are three variants
of AES with key sizes of 128, 192, or 256 bits, which correspond to a Nr = 10,
Nr = 12, and Nr = 14 rounds, respectively. Each round is the composition of the
following transformations:

Plaintext

AddRoundKey

Round 1

SubBytes
ShiftRows
AddRoundKey

Ciphertext

a|npayos Asy|
Aoy) Jaise

Round Nr-1

Round Nr

Figure 2.3.: Illustration of AES encryption.

e SubBytes is the substitution step, where each byte is replaced using an S-box
to introduce non-linearity. This S-box is defined by a multiplicative inversion
in the Galois field F3, followed by an affine transformation.

e ShiftRows is the transposition step, where rows of the state are cyclically
shifted by a certain number of positions to introduce diffusion.

e MixColumns is the mixing step, where each column is transformed by a linear
mapping over F5 to further diffuse the state. This mapping consists of multi-
plying the column vector by a Maximum Distance Separable (MDS) matrix.

e AddRoundKey is the key addition step, where a 16-byte round key derived from
the original master key is XOR~ed with the state.
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The process of deriving round keys from the original key is known as the key schedule.
It generates a total of 4 x (Nr + 1) columns, each of 4 bytes, from Nk-column master
key (Nk = 4,6, 8 for 128-, 192-, and 256-bit keys, respectively). The master key is first
divided into Nk 4-byte columns. An iterative process is applied to derive the remaining
columns. For the first column in each group of Nk, the process begins by taking the
last column of the previous group and applying a series of transformations: RotWord,
which cyclically shifts the bytes of the column, and SubWord, which substitutes each
byte using the S-box. A round constant is then XOR~ed with the first byte of the
column. For Nk = &, an extra SubWord is also applied to the fourth column in
each group. The result is then XOR-ed with the column located Nk positions earlier
to produce the new column. For the remaining columns in the group, the process is
simpler. Each column is generated by XOR~ing the previous column with the column
from Nk positions earlier. This process continues until all round keys are derived. An
illustration of the key schedule for AES-128 can be found in Figure 6.2.

Focus of physical attacks. In physical attacks, we typically choose an attack point
in the cipher where its computation can be derived from accessible data and a small
part of the key (which is to be guessed). This is known as the divide-and-conquer
strategy. In AES, two locations are commonly targeted for such attacks: the begin-
ning and the end of the cipher. This is because plaintexts and/or ciphertexts are
usually accessible to attackers, and the first and last round keys can be partially
guessed.

2.1.2. Ascon Authenticated Encryption

AscoN [DEM+21] is a family of algorithms that provide Authenticated Encryption
with Associated Data (AEAD), hash function, and eXtendable Output Function
(XOF). The design of these primitives are based on the duplex sponge construc-
tion [BDP+12]. In 2023, NIST selected ASCON as the winner of the lightweight
cryptography competition [TMK+25]. Tt is designated to be a lightweight alterna-
tive to AES for resource-constrained environments such as [oT devices and embedded
systems.

In this thesis, we focus on the authenticated encryption ASCON-AEAD. Figure 2.4
illustrates the encryption process of ASCON-AEAD. Its inputs include a 128-bit key
K, a 128-bit nonce N, a constant initialization vector IV = 00001000808c0001 (in
hexadecimal), associated data Aj,..., Ay, each of r bits, and plaintexts Py, ..., P,
each of r bits. It produces as output a tag T" of 128 bits and ciphertexts C1, ..., C;,
each of r bits. The tag T is used during the decryption to verify the authenticity of
the ciphertexts and associated data.

The permutations p® and p°, consisting of a and b rounds, form the core of the
AscoN-AEAD construction. The version standardized by NIST has a = 12, b = 8
and r = 128. These permutations operate on a 320-bit state, which is divided into five
64-bit words. Within a word, the rightmost bit (indexed as 0) is the least significant
bit. A word can be stored in a single 64-bit register or several smaller-sized registers,
depending on the device architectures. This design facilitates the transition from the
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Figure 2.4.: Encryption in ASCON-AEAD [DEM+-21].
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(2) Substitution layer
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Figure 2.5.: Three steps of a round in ASCON-AEAD [DEM+21].

mathematical description to practical and efficient implementations.*
Each round in the permutations is composed of three steps as depicted in Figure 2.5:

e Constant-addition layer: an 8-bit round constant is XOR-ed into the rightmost
bits of the third word of the state.

e Substitution layer: the state is updated column-wise with 64 parallel applica-
tions of a 5-bit S-box to introduce non-linearity.

e Linear diffusion layer: each word is rotated by fixed offsets and XOR-ed with
the original word.

We now introduce notation to describe the computations in each step more concretely,

Tmplementations for 8-bit, 32-bit, 64-bit architectures can be found at https://github.com/
ascon/ascon-c
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which will facilitate the analyses in the following chapters. Let xg, x1, z9, x3, x4 Tep-
resent the five 64-bit words of the round input as shown in Figure 2.5. In the first
step, a round constant is added to the least significant byte of 5. Since the constant
addition step is not important in our analyses, we simplify the notation by continuing
to denote the output of the first step as xq, x1, T2, 3, 74.
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Figure 2.6.: An S-box computation in ASCON-AEAD.

The second step involves a non-linear transformation (S-box) applied to five bits, with
one bit taken from each word of the first step’s output. Figure 2.6 depicts an S-box
computation. Let yo, y1, Y2, y3, ya represent the output state of the S-box, and let 1
(in bold) denote a word filled with 64 bit ones. The algebraic normal form (ANF) of
the S-box, with all operations performed on the full 64-bit words (in bitsliced form)
can be expressed as:

Yo = Ta4x1 D T3 D X221 P X2 D T 120 D 21 D Xo,

Y1 = 24 O 2372 D 371 D T3 D w221 © X2 O 11 D o,

Y2 = X423 Dy D12 S 11 D1, (2.1)
Y3 = T4o D T4 © X3T0 D T3 D T2 D T1 D Xo,

Ys = 2401 D T4 D x3 D 120 D 1.

The third step, linear diffusion layer, applies a rotation to each word at the S-
box output twice. The rotated words are then XOR-ed with the original one. Let
20, 21, 22, 23, 24 denote the output of the linear diffusion layer. The linear functions
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applied to each word are defined as:

20 =10 D (yo > 19) @ (yo > 28),
21 =11 @ (yr > 61) @ (y1 > 39),
=1 ® (1> 1)@ (1> 6), (2.2)
23 =y3 ® (y3 > 10) @ (y3 > 17),
2 =ys® (ya>> 7) D (ys >>41).

Focus of physical attacks. In physical attacks, an attack point is typically chosen
so that it can be computed from accessible data and a small part of the key (which is
to be guessed). In Figure 2.4, the key K appears in four locations: before and after
the initialization, and before and after the finalization. Among these, only the first
location allows full control over the state, since the public nonces are accessible and
the key can be partially guessed. In contrast, in the other locations, either only part
of the state is controllable (after the finalization) or the state is not controllable at
all (the remaining two locations). For this reason, the first initialization round is an
ideal target for physical attacks.

In this thesis, the analyses presented in the following chapters concentrate extensively
on the first initialization round. At the beginning of the initialization (Figure 2.4), the
64-bit initialization vector IV is stored in zg, the two 64-bit halves of the key (kq, k1) =
K are stored in z; and x5, and the two 64-bit halves of the nonce (ng,n;) = N are
stored in x3 and x4. The S-box computation during the first round of the initialization
phase can thus be written as follows:

Yo = niko B ng ® kiko B k1 B koIV D ko & IV,

y1 = n1 @ noky ® noko © ng ® kiko © ky © ko @ IV,

Yo =nang G ny O k1 & ko ® 1, (2.3)
ys =M IVd ng @ ngIVd ngdky & kg ® IV,

Yy = miko ®ny @ ng S koIV P k.

Equation 2.3 will be discussed frequently in our analyses in the subsequent chapters.

2.2. Side-Channel Attacks

In 1996, Kocher [Koc96] published the first Side-Channel Attack (SCA) against a
cryptographic implementation. In this attack, secret keys in classical implementa-
tions of RSA and other public-key cryptosystems could be recovered by exploiting
differences in execution time. Later, in 1999, Kocher et al. [KJJ99] published an-
other attack that exploited differences in power consumption during the execution
of cryptographic implementations, namely Differential Power Analysis (DPA). Since
then, power analysis attacks have become a major research area in cryptography.
Subsequent works [CKNO1; May00; BCOO04| proposed using Pearson correlation to
exploit power traces (an example trace is shown in Figure 2.7). This approach was
shown to be very effective and became well known as Correlation Power Analysis
(CPA). Over the years, CPA has remained a powerful attack, applicable to many
modern cryptographic schemes [KT23; WGL+24] and ciphers [SD17; BDG16].
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Figure 2.7.: A power trace acquired during an ASCON-AEAD execution.

Apart from CPA, many other attack techniques have been proposed. Some exam-
ples are Template Attacks [CRR03], Mutual Information Analysis [BGP+11], Soft
Analytical Side-Channel Analysis [VGS14]|, Deep Learning Side-Channel Attacks
[MPP16]. However, in Part I of this thesis, we focus on the practical aspects of
CPA attacks on the new standard ASCON-AEAD. We therefore provide in this sec-
tion the background on CPA and its common countermeasure, namely masking.

2.2.1. Correlation Power Analysis

Correlation Power Analysis (CPA) is a statistical analysis that exploits key-dependent
power leakages to recover cryptographic keys. It is a non-profiled attack, requiring
only power traces rather than detailed knowledge about the target device. A CPA
attack considers only one point in the time dimension of the traces (univariate). The
attack evaluates the correlation between power consumption at specific moments and
the processed data. The procedure is depicted in Figure 2.8. It generally follows five
steps:

Step 1: Choose an intermediate variable of the executed algorithm as the attack
point. This intermediate variable needs to be a function f(d, k), called selection
function, of a part of the key k and the known non-constant data d (e.g., plaintext,
ciphertext, nonce).

Step 2: Measure the power consumption of the device while it executes the cryp-
tographic algorithm ¢ times. For each execution, we record the data value d involved
in the selection function and a power trace of s samples. Then, ¢ data values are
written as a vector d = (dy, ..., dy), and £ power traces are written as a matrix T of
size £ x s. It is important to note that the traces must be correctly aligned.

Step 3: Calculate hypothetical intermediate values for every possible candidate of
k. Let k = (ki,...,k,) be the vector of p possible candidates for k, also usually
referred to as key hypotheses. For each key hypothesis, we use the selection func-
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Figure 2.8.: Description of a CPA attack.

tion f(d, k) to calculate the hypothetical intermediate values corresponding to the
vector d. Performing this calculation for all key hypotheses results in a matrix of
hypothetical intermediate values, denoted by V, of size ¢ x p.

Step 4: Map hypothetical intermediate values to hypothetical power consumption
values. We choose a leakage model to estimate the power consumption exposed by
the device when processing a value. In this thesis, we use the Hamming weight model.
Each value in V is then mapped to a corresponding hypothetical power consumption
value, resulting in a hypothetical power consumption matrix H of size £ x p.

Step 5: Compare the hypothetical power consumption values with the power traces.
We use the Pearson’s correlation coefficient to examine the linear correlation between
the hypothetical power consumption values of each key candidate with the measured
traces at every position. Specifically, we calculate the correlation coefficient between
each column h; of the matrix H and each column t; of the matrix T, resulting the
element 7; ; of the matrix R of size p x s, where:

S (=B (1)
1, — — — .
VI (s =) X (b = 0)°
In the above equation, the values h,; and t,; (resp. h; and %;) denote the u-th

elements (resp. mean values) of the columns h; and t;. The i-th row of R is called
the correlation trace corresponding to the key candidate k;.

The higher value 7, ; indicates a stronger linear correlation between the columns h;
and t;, which suggests a better match under the assumed leakage model. In other
words, the Hamming weight of the intermediate value is highly correlated to the
power consumption and the Hamming weight model is appropriate.

Let ck be the index of the correct key ke (i-e., the key that is used in the device)
in the vector k, and ct be the index of the power consumption values t.. that
depend on the intermediate values v,. The columns hg, and t., should be strongly
correlated. Thus, the highest value r¢ ¢ in the matrix R reveals the indexes of the
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Figure 2.9.: Correlation traces in attack on an unprotected ASCON-AEAD.

correct key ck and the position ct. In this case, high peaks appear in the correlation
trace corresponding to k., while no such peaks are observed for other wrong key

candidates. Figure 2.9 shows an example of correlation traces when performing CPA
on ASCON-AEAD.

2.2.2. Masking

To protect against power analysis attacks, masking [CJR+99; GP99] is one of the
most widely studied countermeasures. The goal of masking is to make the power
consumption independent of the intermediate value. Its core idea is to split a sensitive
variable x into q+1 shares xo,x1, ...,z such that combining these ¢+ 1 shares yields
x. Any subset of at most ¢ shares is statistically independent of x. The parameter
q is called the masking order. The computation is then carried out on these shares
instead of on the sensitive variable.

For ciphers in which XOR is an elementary operation such as ASCON-AEAD and
AES, Boolean masking is often used. In Boolean masking, ¢ shares are drawn uni-
formly and the last one is computed such that the XOR combination of ¢ 4+ 1 shares
must satisfy:

ToDBxr1D...Dry =1

Note that masking does not provide complete protection but instead increases the
attack complexity. In particular, the number of traces required to attack a masking
scheme grows exponentially with the masking order [CJR499]. A common method of
attacking a masked scheme is to combine the power leakages of the individual shares
and perform the analysis on the aggregated leakages. Such attacks are referred to
as higher-order attacks [JPS05; Mes00; WWO04]. The smallest statistical moment
of the leakage distribution exploited by the attack is defined as the attack order.
For an unprotected scheme, the leakage is usually contained in the mean, which
corresponds to the first moment. A t-order attack is based on the ¢-th order moment.
Theoretically, a g-order masking scheme is always vulnerable to a (g+1)-order attack.
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This is because the joint leakages of ¢ 4+ 1 shares depend on the sensitive variable.

In practice, due to the trade-off between security and efficiency, cryptographic im-
plementations are often masked with two shares (¢ = 1) or three shares (¢ = 2).
Attacking those implementations is costly, but could still be practical. In Chap-
ter 3, we will demonstrate a second-order CPA attack on a masked implementation
of AscON-AEAD with two shares.

2.3. Fault Attacks

In 1997, Boneh et al. [BDL97; BDLO1| published the first idea of attacking cryp-
tographic implementations by fault injection. In their demonstration, they showed
how to attack certain implementations of RSA and other signature and authentication
schemes. Soon after, Biham and Shamir [BS97] extended fault attacks to symmetric
cryptography with a well-known technique called Differential Fault Analysis (DFA).
Since then, fault attacks have emerged as a significant threat to cryptographic imple-
mentations, especially for embedded devices, where the adversary often has physical
access.

The goal of fault attacks is to take advantage of errors in the execution of cryp-
tographic implementations, caused by intentional fault injection, to extract the se-
cret key. A fault attack typically involves two main steps: fault injection and fault
analysis. In the first step, faults are injected into the target device to disrupt the
cryptographic execution. In the second step, faulty outputs are collected from the
device and analyzed to recover the secret key.

In Part II of this thesis, we investigate the practical aspects of fault attacks on the
new standard ASCON-AEAD and the long-standing standard AES. In this section,
we provide background on the two steps of a fault attack and its common counter-
measures.

2.3.1. Fault Injection

The most common fault injection techniques include clock glitches [CPH+-21], volt-
age glitches [ABF+03], laser [VITM+17], electromagnetic pulses [MDH+13], X-rays
[ABC+17], and rowhammer technique [MK19]. Following a fault injection, different
effects may occur. For example, a laser fault can flip one or multiple bits in memory
(bit flip) [ADM+10]. An electromagnetic fault can change a bit value to 1 (bit set)
or 0 (bit reset) [MDH+13]. A voltage glitch can alter a byte to a random value
(random byte) [TSS17]. In particular, an instruction can be skipped (instruction
skip) with most techniques, from clock glitches [CPH+21] to electromagnetic pulses
[DO22] to laser pulses [BJC15]. Instruction skip is also widely used to bypass security
mechanisms in practice, such as PIN verification. For more details on common fault

injection techniques and their practicality, we refer interested readers to the works
of Bar-El et al. [BCN+06] and Breier and Hou [BH22].

Unlike SCA, where the leakage can be modeled, the effects of faults are much more
difficult to model. In this thesis, our fault attacks use clock glitches to induce in-
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Figure 2.10.: Example of instruction skip by a clock glitch in a pipelined system.

struction skips. Therefore, we provide a more detailed explanation of how a clock
glitch can cause such behavior. Figure 2.10 illustrates how an injected clock glitch
can force an instruction to be skipped in a pipelined system.? The glitch inserts a
fast clock cycle between two ordinary clock cycles. As a consequence, Execution #1
is skipped since the system does not have enough time to perform the instruction.

2.3.2. Fault Analysis

Since the seminal work of Biham and Shamir [BS97|, Differential Fault Analysis
(DFA) has become a prominent attack. Many subsequent works extended DFA to
other ciphers, for example, AES [PQ03; DLV03; Gir05], DES [Riv09], Triple-DES
[Hem04], Grain [BMS12], Trivium [HRO8]. The principle of DFA is to recover the
secret key by exploiting differences between outputs obtained from correct and faulty
executions. FEach pair of correct and faulty outputs must be collected from two
executions with the same input: one with the fault injected and one without. The key
recovery relies on carefully analyzing how the fault propagates through the rounds
from the point of injection, and how the key can be inferred. This procedure is
depicted in Figure 2.11a.

Apart from DFA, many other analysis methods have been published over time. No-
tably, methods based on statistical analysis are among the most recent and have
attracted significant attention from the research community. These include Statis-
tical Fault Analysis (SFA) [FJL+13al, Statistical Ineffective Fault Analysis (SIFA)
[DEK+18], and Persistent Fault Analysis (PFA) [ZLZ+18]. The procedure of these
analyses is depicted in Figure 2.11b. Their common principle is to collect a large
number of outputs from executions with injected faults and apply a statistical or
probabilistic analysis to infer the secret key. They are particularly effective against
masked or countermeasure-protected implementations, where DFA may fail.

We briefly recall above the principles of DFA, SIFA, and PFA, as they are di-
rectly related to our contributions presented in Part II. In the literature, there
are many other fault analysis methods that we do not cover here. Some examples are
Differential Fault Intensity Analysis (DFIA) [GYT+14], Fault Sensitivity Analysis
(FSA) [LSG+10], Fault Template Analysis (FTA) [SBR+20].

2Figure taken from https://github.com/newaetech/chipwhisperer-jupyter
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Figure 2.11.: Description of fault attacks.

2.3.3. Countermeasures

Along with the advancement of fault attacks, countermeasures are also increasingly
needed for protection. In the literature, the main techniques used to protect cryp-
tographic implementations against fault attacks include redundancy, sensors, and
algorithmic protections.

Redundancy. In hardware, the most basic redundancy countermeasure is to dupli-
cate the circuit, feed both circuits with the same input, and compare their outputs
to ensure that they are identical. For software, this can be done by running the ex-
ecution twice, either sequentially or in parallel on multiple processors, and checking
for consistency. A variant of this redundancy is to verify an encryption by decrypt-
ing the resulting ciphertext and confirming that the obtained plaintext matches the
original input. Moreover, a majority voting with a triplication can also be an option
for redundancy countermeasure [BKH+20]. Instruction skips can be detected by an
intra~-instruction redundancy [PYG+16|. Code-based redundancy is also be an use
to detect and possibly correct faults [JWK04; GKK+20; SMG16].

Sensors. In modern chips, some sensors are usually integrated to detect abnormal-
ities in voltage and frequency [ADG+21]. This detection is aimed to protect against
voltage and clock glitches. There also exist sensors that detect electromagnetic faults
[BBH17] and laser faults [HBB16].
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Algorithmic protections. An emerging research direction to protect against fault
attacks is to design ciphers with built-in countermeasures. Examples of such ciphers
are CRAFT [BLM+19], DEFAULT [BBB+21], and FRIET [SBD+20]. In these
examples, the countermeasures in the first two ciphers are based on coding theory,
while the countermeasure in the last cipher relies on an S-box with linear structures.

2.4. Experimental Setup

In this thesis, we provide experimental results for almost all of our power attacks and
fault attacks. In both cases, the experiments are conducted using the ChipWhisperer
toolbox [OC14]. This toolbox provides the necessary the hardware (analog capture
hardware and target device) and software (for data capture and analysis) required for
embedded security research. Its hardware and software designs are fully open-source
and maintained in a public repository.?

Figure 2.12.: ChipWhisperer Lite used in our experiments.

For our experiments, we use a ChipWhisperer-Lite board integrated with a 32-bit
ARM target microcontroller (STM32F303), as shown in Figure 2.12. The device
operates at its default clock frequency of 7.37 MHz. In power analysis attacks, the
board is used to record power traces during the execution of cryptographic algorithms
on the target. In fault injection attacks, the board is used to insert a fast clock cycle,
creating a glitch that can cause the target to skip an instruction.

The ChipWhisperer board is connected to a MacBook Air M1 with 16 GB of RAM
via USB. All subsequent analyses presented in this thesis are also performed on this
computer.

3https://github.com/newaetech/chipwhisperer


https://github.com/newaetech/chipwhisperer

Part |.

Correlation Power Attacks
on Ascon-AEAD






Second-Order Attack with Proper
Selection Function

Contents
3.1. Context and Motivation . . . . . . .. .. ... .. .. .. 21
3.2. Choices of Selection Function . . . . . . . . .. .. .. .. 23
3.2.1. Pure S-box Computation as Selection Function . . . . . . 23
3.2.2. Fine-tuned S-box Computation as Selection Function . . . 28
3.2.3. Intermediate Value in Second Round . . . . . . . . . .. 33
3.3. Optimal Number of CPA Runs . . . . . . . ... ... .. 34
3.4. Second-Order Attack . . . . . . . ... ... ... ..... 35
3.4.1. First-Order Leakage Assessment . . . . . . . . . . . ... 37
3.4.2. Pre-processing Power Traces . . . . . . ... ... ... 38
3.4.3. Results of Key Recovery . . . . . . . . .. .. ... ... 38
3.5. Conclusion . . . . . . . .. ..o 40

In this chapter, we present the first contribution regarding our study on the Corre-
lation Power Analysis (CPA) attacks on ASCON-AEAD. This includes an in-depth
analysis of the selection functions and the first successful second-order attack against
a masked implementaion.

3.1. Context and Motivation

After being selected by NIST, AscoN-AEAD [DEM+21] is expected to be widely
deployed in embedded devices, where power leakages pose a significant threat. Hence,
studying power analysis attacks on ASCON-AEAD is of critical importance. So far,
there has not been much attention on this research area for ASCON-AEAD. Samwel
and Daemen [SD17] introduced the first successful CPA attack on a noisy hardware
implementation. In their work, the authors constructed an effective selection function
for computing their chosen intermediate value. Using the same selection function,
Roussel et al. [RPD+23] and Weissbart and Picek [WP23] also successfully performed
CPA attacks on a hybrid CMOS/MRAM hardware implementation and an ARMv7m
software implementation, respectively. Ramezanpour et al. [RAD+20] conducted
DPA and CPA attacks with a different selection function, but reported that they
failed to recover the key. The authors then proposed a deep learning-based power

21
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analysis, which succeeded in key recovery. You et al. [YKS+23] introduced an
efficient template attack on a 32-bit software implementation. Lou et al. [LWL+22]
presented a Soft Analytical Side-Channel Analysis (SASCA) attack with simulated
traces for an 8-bit implementation.

In the literature, several masked software implementations were published by the
AscoN team.! Weissbart and Picek [WP23] attempted to perform a second-order
CPA on an implementation with two shares, but reported a failure. An implicit reason
that can be inferred from their work is that the number of traces was insufficient,
however, this is not stated explicitly. Therefore, it is unclear whether this was the
actual cause of failure or if the issue is in another step of the CPA process. The
authors then proposed a successful deep learning-based power analysis, which was
later improved by Rezaeezade et al. [RBW+23]. To our knowledge, no successful
second-order CPA on ASCON-AEAD has been reported to date. This raises an open
question regarding the practical cost of mounting such an attack. Addressing this
question is important for assessing the security level of masked implementations and
for determining the trade-off between security and efficiency in practice.

We also observe that most of the state-of-the-art power attacks on (protected) imple-
mentations of ASCON-AEAD, including template attack [YKS+23], SASCA attack
[LWL+22], deep learning attacks [WP23; RBW+23], are profiled attacks. In these
attacks, the powerful adversary is assumed to have full control on a copy of the tar-
geted device and can obtain a priori knowledge about the implementation details. In
contrast, the CPA attack, which is a non-profiled attack corresponding to a weaker
adversary as presented in Section 2.2, has received less attention. Moreover, existing
CPA attacks have different approaches of choosing the selection function, leading to
either a success [SD17] or a failure [RAD+-20] in key recovery. One approach relies on
heuristics, such as using the S-box computation as the selection function [RAD+20],
which has been well-studied in CPA attacks on AES. Another approach derives from
observing of how processed data leaks into the power consumption [SD17]. In both
cases [SD17; RAD+20], whether successful or not, there is a notable lack of analysis
regarding the impact of these choices of the selection function on the success of the
CPA attack.

In this chapter, we conduct a more in-depth study of the CPA attack against ASCON-
AEAD. Specifically, we present the following results:

e First, we provide a comprehensive analysis of the selection functions used in the
literature. Through both theoretical explanation and experimental validation,
we demonstrate that different choices of the selection function can determine
the success or failure of CPA attacks on ASCON-AEAD.

e Second, we determine the optimal number of CPA runs to reduce the effort for
full key recovery. We show how the problem can be formalized as a set cover
problem and solved using a SAT solver.

e Third, leveraging insights from our analysis, we present the first successful
second-order CPA attack against a masked software implementation. We de-
tail how the attack can be performed with modest resource requirements and

!See https://github.com/ascon/simpleserial-ascon
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validate it on the 32-bit ARMv6 masked implementation of the ASCON team.
For the sake of reproducibility, we publish the source code of the experiments at:
https://github.com/nvietsang/socpa-ascon.

The results presented in this chapter was published and presented in the international

conference Constructive Approaches for Security Analysis and Design of Embedded
Systems (CASCADE 2025) [NGC25¢].

3.2. Choices of Selection Function

The first and important step of CPA is to select an intermediate value as the attack
point. This intermediate value must be the output of a selection function that takes
as input a small portion of the key and known non-constant data. As evidenced in
certain prior works [SD17; WP23; RAD+20; RPD+23], an intermediate value in the
first round of the initialization phase seems well-suited for this purpose. This is due
to the fact that the first round’s inputs are the key and the nonce (see Figure 2.4),
where the nonce can be regarded as the known non-constant data.

In the literature, to our knowledge, there exist two approaches of choosing the in-
termediate value and the selection function for CPA attacks on ASCON-AEAD. The
first approach is to straightforwardly choose the S-box output as the intermediate
value and the S-box computation as the selection function. It was used by Ramezan-
pour et al. [RAD+20] and is similar to the choice of S-box output as the attack point
in many well-studied CPA attacks on AES. Using this approach, Ramezanpour et
al. reported a failure for their attack (before introducing a successful attack based
on deep learning), but did not provide any explanation. The second approach is
to choose the linear diffusion layer output as the intermediate value and fine-tune
the S-box computation for the selection function. It was proposed by Daemen and
Samwel [SD17] and later used in [WP23; RPD+-23]. Using this approach, the attacks
in [SD17; WP23; RPD+23] successfully recovered the key. Daemen and Samwel
provided the rationale behind their adjustment in the S-box computation to derive
the selection function, but did not analyze how it impacts the attack’s success. In
other words, the authors did not explain why it is necessary to fine-tune the S-box
computation instead of using it directly as the selection function.

In this section, we take a closer look into the two approaches. For each of them, we
begin with a brief description of the selection function, and then analyze its impact
on the attack’s success. To simplify distinction, we refer the first approach as using
the pure S-box computation, and the second approach as using the fine-tuned S-box
computation, as the selection function. We also discuss whether we can go further
into the second round to choose an intermediate value.

3.2.1. Pure S-box Computation as Selection Function

In Equation 2.3, the S-box computation is written in a bitsliced form in which 64
parallel applications of the 5-bit S-box (corresponding to the entire 64-bit words) are
performed at once. For analysis, we consider a single application of the S-box. Let
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the superscript j denote the index of the j-th bit of a 64-bit word, where 0 < 7 < 63.
The computation of the five S-box output bits y{, 1, v3, y3, and y; is written as:

v = nikl @ nd @ Kk o k ® K1V @ ko TV,

y] = nd @ njk] ® nikl @ nf @ kik) @ k] ® k) @ 1V,

v =ninl ®nl &k ®k o1, (3.1)
y) = n]IV @ n] ©n)IV ©nd © k] @ k) © TV,

vy = nik) ®nl ®nldKIV @K,

It can be observed that v}, v/, 3, v} take as input two bits of the nonce (n?,n?) that
are known non-constant data, and two bits of the key (k’g, k7) that need to be guessed
in our attack. The fifth bit is from the constant initialization vector IV. A small
difference in yj is that only one bit of the key (k) is involved.

A single S-box output bit as the intermediate value. We now analyze the impact
on the success of attacks if one chooses an output bit among yg, y{ , yg, yg, yi as the
intermediate value and the S-box computation as the selection function. Let us first
consider the computation of 4. There are 4 possible key candidates for (kJ, k]), and
4 possible values of the known non-constant data (nj),n]). Table 3.1 presents the
distribution of yg corresponding to every possible key candidate. In the CPA attack
on ASCON-AEAD, we input (random) nonces into the algorithm and measure the
corresponding power traces. Suppose that the values of nonce bits are uniformly
distributed. Then, the intermediate value yg follows the distribution presented in
Table 3.1.

We examine the linear correlation between these distributions by computing Pear-
son’s correlation coefficient between the distribution vectors for each key pair. For
example, the vectors (0, 0, 1, 1) and (1, 1, 0, 0) represent the distributions when
(K}, k]) = (0,0) and (kJ, k) = (0,1), respectively. These two vectors are correlated
with a correlation coefficient of —1. Table 3.1 presents two correlation coefficients
corresponding to the distribution vectors in red and blue. As observed, two key pairs
result in distributions that are fully correlated with a coefficient of —1 or 1.

Table 3.1 presents the correlation coefficients for only two key pairs. We then extend
this analysis by performing similar calculations for all possible key pairs. Table 3.2
(top left) summarizes the correlation coefficients between their corresponding distri-
butions for yg. Suppose 1 among 4 possible key candidates is the correct key. This
analysis implies that, if ¢ is chosen as the intermediate value, there will always ex-
ist a wrong key candidate whose hypothetical leakages are as highly correlated with
the power traces as those of the correct key. Consequently, the correct key and this
wrong key cannot be distinguished.

As shown in Table 3.1, such pairs of correct and wrong keys, for example, are (0, 0)
and (0,1), (1,0) and (1,1). We see that only one-bit information can be recovered
(the first bit in those pairs), whereas we would expect to obtain two bits. Figure 3.1
illustrates the experiment for this analysis. It can be observed that the correlation
traces for the candidate pairs (0,0) and (0, 1) (in red) as well as (1,0) and (1,1) (in
blue) are identical. Table 3.1 also shows that the value of the IV bit has no impact
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(kg k1)

(nd, n}) (00 (0,1  (LO) (L1
(0,0) 0 1 1 1
(0,1) 0 1 0
(1,0) 1 0 0 0
(1,1) 1 0 1 1

Correlation -1 1
(kg k1)

(mgn))  (00) (01 (10) (11
(0,0) 1 0 1 1
(0,1) 1 0 0 0
(1,0) 0 1 0 0
(1,1) 0 1 1 1

Correlation -1 1

Table 3.1.: Distribution of yé corresponding to every possible key candidate when
IV =0 (top) and IV = 1 (bottom). In each table, the correlation value
in red (resp. blue) is computed using Pearson’s correlation applied to the
two vectors in red (resp. blue).

on the correlation score. This is expected, because it either negates all outputs of the
selection function when IV/ =1 (vectors in red), or has no effect on them (vectors in
blue) when IV/ = (.

Note that the keys in those pairs are also not distinguishable in a Differential Power
Analysis (DPA) attack, where the values of g are used to divide the traces into two
sets, one for i) = 0 and the other for 3} = 1. For instance, the division into two sets
will be identical for the two key candidates (0,0) and (0,1), or (1,0) and (1, 1), as the
resulting distributions of yé for these candidates are identical, as shown in Table 3.1.
As a consequence, the difference of means of the two sets will also be identical for the
two candidates. In the DPA attack of Ramezanpour et al. [RAD+20], %) is chosen as
the intermediate value. The authors reported that their DPA attack failed to find the
correct key with more than 40K traces, but did not provide the reason. According to
our analysis, their choice of the intermediate value and the selection function could
be the explanation for this failure.

We conduct a similar analysis for each of y{, yg, yé and yi, and present the correlations
between the distributions of all possible key pairs for each case in Table 3.2. The
results are similar to those of yg, except for yi. Specifically, for any given correct key
in cases of y{, y% and yg, there will always be an wrong key that produces the same or
negated distribution, making the correct key indistinguishable from the wrong one in
DPA and CPA attacks. It is even worse in the cases of y% and yg, represented by the
table of full correlations with values of 1 in Table 3.2. In these cases, all other wrong
key candidates yield identical or opposite distributions. This arises from the fact that
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(K, k) | (0,0) (0,1) (L0) (L.1) (K, k) | (0,0) (0,1) (10) (L.1)
(0,0) 1 1 - - (0,0) 1 - - 1
(0,1) 1 1 - - (0,1) - 1 1 -
(1,0) - - 1 1 (1,0) - 1 1 .
(1,1) - - 1 1 (1,1) 1 - - 1
yg A
(k5, k) | (0,0) (0,1) (1,0) (1,1) k) 0 1
(0,0) 1 1 1 1
0 1 -
(0,1) 1 1 1 1
(1,0) 1 1 1 1
1 - 1
(1,1) 1 1 1 1
y3 and yj Y]

Table 3.2.: Absolute correlations of distributions associated to all possible key pairs
for yg, y{ , yg, yg, yi when IV/ = 0. The entries with value 0 are indicated
by “” to facilitate reading. An interpretation example: the value 1 at
row (0,0) and column (0,1) in the top-left table indicates a correlation
coefficient of 1, meaning that the distribution vectors corresponding to the
key candidates (kJ, k) = (0,0) and (kJ, k) = (0,1) are fully correlated.

the key bits only have a linear influence on the computations of y% and yg. Thus, we
conclude that CPA and DPA attacks using 47, y1, y3 or y3 as the intermediate value
will not succeed in obtaining a unique correct key, regardless the number of traces.

We observe an exception in the case of 47} (Table 3.2, bottom right). The distributions
of the two possible key candidates (since only k) is involved in y}) are uncorrelated.
This implies that y;{, when used as a selection function, could yield a unique key
candidate given enough traces. This also suggests that if we fix, for example, k{ =0
in the yg’s table (i.e., removing the first and third columns as well as the first and
third rows in the top-left table), the table reduces to one similar to y. A similar fix
applies to the y{"s table. Using yé and y{ with these fixes might also lead to a unique
key candidate.

Later, in Subsection 3.2.2, we will show that yi or yg and y{ with the fixes are similar
to the fine-tuning in the second approach. These fixes will play an important role in
the success of CPA attacks on ASCON-AEAD.

Hamming weight of S-box output as leakage model. We now consider the case
where the Hamming weight of the 5-bit S-box output is used to model the leakages
and the computations in Equation 3.1 as the selection function.? Employing the

2This is specific to the hardware implementation design where a register stores a 5-bit S-box output,
with 1 bit from each of the 5 words. In other words, the register is designed to operate along
the vertical dimension in Figure 2.5. This design, adopted by Ramezanpour et al. [RAD+20],
differs from the intent of the reference implementation, where a register is meant to store an
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Figure 3.1.: Correlation traces when using yé as the intermediate value. The cal-
culations use 1000 traces recorded from the execution of the reference
implementation.

Hamming weight of the S-box output, as done by Ramezanpour et al. [RAD+20] in
their attack on ASCON-AEAD, is a very common approach in CPA attacks on AES.
Recall that there are still 4 possible key candidates for (kg, k?) and 4 possible nonce
values for (n%, nl). As in the above analysis, we calculate the the Hamming weight
distributions of the S-box output for every key candidate:
AW (yolyi lvalyslya).,

where HW(-) denotes the Hamming weight and | denotes the concatenation. We then
calculate the correlation between distributions generated by all possible key pairs,
as shown in Table 3.3. We see that no key pairs with fully correlated distributions
are observed. There are, however, still some very high correlations, for example, 0.90
between (1,0) and (1,1) in the left table, 0.93 between (0,1) and (0,0) in the right
table. This suggests that the hypothetical power consumption values corresponding
to some wrong key candidates (besides the correct one) may also be highly correlated
to the power traces, making it difficult to distinguish the correct key. Especially in
practical scenarios where the traces are heavily affected by noise, the CPA may fail

or require a very large number of traces to find the correct key. This was also noted
in the seminal work of Brier et al. [BCOO04].

Our analysis shows that using the Hamming weight of the S-box output as the leak-
age model is not effective for CPA attacks against ASCON-AEAD. In [RAD+20],

entire word or part of a word, corresponding to the horizontal dimension in Figure 2.5.
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(Ko, k) | (0,0) (0,1) (1,0) (1,1) (K3, #) | (0,0) (0,1) (1,0) (1,1)
(0,0) | 1.00 0.15 0.89 0.87 (0,0) | 1.00 0.93 0.52 0.17
(0,1) | 0.15 1.00 048 0.09 (0,1) | 0.93 1.00 0.48 0.27
(1,0) | 0.89 0.48 1.00 0.90 (1,0) | 0.52 0.48 1.00 0.09
(1,1) | 0.87 0.09 0.90 1.00 (1,1) | 0.17 0.21 0.09 1.00

Table 3.3.: Absolute correlations between the Hamming weight distributions of the
S-box output for each key pair when IV/ = 0 (left) and IV/ = 1 (right).

Ramezanpour et al. adopted this approach for their CPA attack. The authors re-
ported that their attack failed to recover the correct key even after using more than
40K traces, but they did not provide any justification. Since we do not have access to
their implementation, we cannot determine the precise cause of the failure. However,
we believe that the insights from our analysis here may help explain their results.

3.2.2. Fine-tuned S-box Computation as Selection Function

In the attack by Daemen and Samwel [SD17], the authors chose the output of the
linear diffusion layer in their hardware implementation as the attack point, corre-
sponding to the location of the registers. The activity of these registers at the end of
each round (load/store) is assumed to leak information through power consumption.
A notable contribution of their work is the adjustment applied to S-box computation
before using it as the selection function. We now recall this adjustment and then
analyze its impact on the success of CPA attacks.

As in [SD17], we only consider %, y] and y} in Equation 3.1 as their computations
contain non-linear terms between the key and the nonce. For yg and yg, we observe
that the key bits have only linear influence through XOR operations. As a conse-
quence, yg and y§ have the same distribution for all key candidates (not considering
its sign). Hence, the correct key guess cannot be distinguished if one of these bits is
chosen as the intermediate value.

Let us focus on yé as an example. Its computation in Equation 3.1 is rewritten as
follows:

vo = ko(n] ® 1) @ ny @ Kok © kpIV & k] & TV,

Following Bertoni et al. [BDD+12], the term &}k @ 1V @ kI @ IV/ can be removed
because, for a fixed correct key in the device, it is independent of the nonce and
contributes a constant amount to the activity that leaks power consumption of the
register containing yy. Intuitively, this corresponds to vertical shift of the traces by a
constant value. Note that this removal is equivalent to fixing &/ = 0 (and IV/ = 0),
as discussed before about the reduction for ) in Table 3.2. The fine-tuned version
of yg, denoted by gjg, is:

U =kj(ni @ 1) ®ny. (3.2)
As the attack point is the activity of the registers at the linear diffusion layer output
(not at the S-box output), we take the operation of this layer into account. Recall
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from Equation 2.1 that the 64-bit output word z; of this layer is computed as:
20 = Yo D (yo >> 19) & (yo > 28).
The computation of the j-th bit of z5 (0 < j < 63) thus is:
F=moy ™ o™ (3.3)

The additions j + 19 and j + 28 are implicitly taken modulo 64. The bit at index
0 is the word’s rightmost bit. Applying Equation 3.2 to Equation 3.3 results in the
fine-tuned version of 2}, denoted by #), which is used as the selection function to
recover ko (three bits at a time):

%= (KM(n] © 1) ©n)
D (k(])'+19<n]1'+19 @ 1) D n6+19) (34)
® (K5 (™2 @ 1) @ nit?) |

Figure 3.2 illustrates the bits involved in the computation of the selection function
of ZJ, with an example for j = 2.

| S-box operations

| Linear diffusion operations

Figure 3.2.: Bits involved in selection function of 26 from Equation 3.4 (illustrated
for j = 2).

Similarly, we can derive the selection functions for recovering ko by fine-tuning yi
and for recovering k; by fine-tuning y{. The detailed derivation steps are provided
in Appendix A. Here, we present the fine-tuned version of y{ and 2{, denoted by ¢
and Z{, which is used as the selection function to recover k; (three bits at a time):
?Jl = ”f)(k] D k] ©1)® nlv
21 = (né(kél ©1)e ”1)
D ( ]+61(]€]+61 o 1) ) nj+61)
o ( ndT (R @ 1) @ ng+39)

(3.5)

where kél =k} @ kl. Note that k7 is not directly recovered, instead, ki, is recovered
when ZJ is used as the selection. Then, k] is derived as k] = kj; @ Kk, with k]

recovered from the CPA using 7} as the selection function.
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Impact of fine-tuning. Let us analyze the selection function of 26. A similar anal-
ysis applies to Z] and we present here the results for both Z] and z{. We begin by
examining the core of ), which is 47 (Equation 3.2). As before, we calculate the
distribution of ) for all possible candidates for &} (2 candidates in total) in Ta-
ble 3.4. It can be seen that the distributions produced by the two key candidates are
uncorrelated with each other.

(ng,n})
(0,0)
(0,1)
1,0)

(5, 1)
(0,0)
(0,1)
(1,0) (1,
(1,1) (1,1)
Correlation 0 Correlation 0

e == e
_ O O ==
(eI N =] Nes)
_ O = O+

Table 3.4.: Distribution of gjg (left) and ¢ (right) corresponding to every possible key
candidate.

We then extend this calculation to the selection function of . Table 3.5 presents the
correlations between distributions of all possible key pairs. Note that 3 key bits and 6
nonce bits involve in 2]. We thus have 8 key candidates. As we can see, the distribu-
tion associated with an arbitrary key is uncorrelated with that of any other key. This
makes the correlation between the hypothetical power consumption associated with
the correct key and the power traces stand out those of the wrong keys. Figure 3.3
illustrates the experimental result for this analysis. It can be seen that the prominent
peaks appear exclusively in the correlation trace of a single (correct) key candidate
(0,0,1). This explains the success of the attacks in [SD17], as opposed to the failure
of the attack in [RAD+20], which relied on using the pure S-box computation as the
selection function.

(K3, KT K%Y 1 (0,0,0) (0,0,1) (0,1,0) (0,1,1) (1,0,0) (1,0,1) (1,1,0) (1,1,1)
(0,0,0) 1 - - - - - - -

- 1 - - - - - -

- - 1 - - - - -

- i, - - - - 1 -

Table 3.5.: Absolute correlations of distributions associated to all possible key pairs
using the selection function of Z}. The entries with value 0 are indi-

cated by “” to facilitate reading. The table for zJ with the key tuple

ey T :
(K, KON KDY s the same.
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Figure 3.3.: Correlation traces for all key candidates when using Z] as the interme-
diate value. Peaks appear in the correlation trace corresponding to the
correct key candidate (K}, k5", kJt*®) = (0,0,1). The calculations use
1000 traces recorded from the execution of the reference implementation.
Impact of linear diffusion layer. Recall that Daemen and Samwel [SD17] choose

the linear diffusion layer output as the attack point since it is where the registers

locate in their hardware implementation.

Note that in hardware, flip-flops used

in registers usually consume more power than combinational logic [MOP07]. As a
result, targeting the registers is generally easier. In software, since every computation
is stored in registers, any intermediate value can be targeted.
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Previously, we demonstrate that the pure S-box output (yg, y{, y%, yé) produce distri-
butions that are correlated to each other for some pairs of key candidates (Table 3.2).
This leads to the fact that employing one of yé,y{,y%, yé as the intermediate value
results in multiple key candidates ranking equally with the correct key. We then
show that the fine-tuned S-box functions (), 77, %) yield distributions that are un-
correlated for all possible pairs of key candidates (Table 3.4). Now, we are interested
in investigating whether gg, gj{, gji are also good choices for the intermediate value (in
addition to 2}, 2/, #]) in software implementations. In other words, we aim to deter-
mine whether accounting for the linear operations really impacts the success of CPA
attacks, or is just primarily relevant for attacks targeting hardware implementations
with registers at the output of the linear diffusion layer (as in [SD17]).

Let us consider ;&6 from Equation 3.2 with two possible key candidates, k‘é = 0 and
k) = 1. Below are the results of ¢ for each key candidate:

N i if k) =0,

Jo = ky(ny & 1) &y = {ng@n{@l = 1.

We will use the visualization of peaks in correlation traces for explanation. First,
if k) = 0 then §, = nj, meaning that the values of the intermediate value 7 are
identical to the values of the nonce bit nj). As a result, the values of 7, become corre-
lated with the power consumption caused by the activity of the registers containing
ng (in addition to that of the registers containing yé) Consequently, many peaks
appear in the correlation trace for ké = 0, as the blue peaks shown in Figure 3.4a.
To support this explanation, we determine the locations where the activity of the
registers containing né cause the power consumption, as illustrated by the light gray
peaks in Figure 3.4a.3

=
n

0.4

o

IS
=4
w

o
w

o
N

o
N
Absolute correlation

©
=

Absolute correlation

o
o

o
o

0.0

0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Sample Sample
a) k) =0 b) K =1

Figure 3.4.: Correlation traces when using gjg as the intermediate value. The cal-
culations use 1000 traces recorded from the execution of the reference
implementation.

Second, if k) = 1 then ) = n! ®n @ 1, meaning that the values of the intermediate

3For each of the recorded nonces, we extract a byte value from the 64-bit word ng that contains
the bit n}. We then compute the correlation between the Hamming weights of those values and
the power traces.
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value gjg are the inverse of ng @ n] (correlation coefficient of —1). We examine the
bitsliced implementation of the ASCON-AEAD S-box.* Listing 3.1 shows the generic
approach to the S-box implementation. It can be observed that there does exist
the operation n{) &) n{ in line 2 of Listing 3.1. As a result, the values of g]g become
correlated with the power consumption caused by this operation, leading to the
appearance of many peaks in the correlation trace for k‘g = 1, as the blue peaks shown
in Figure 3.4b. Similarly to before, we identify the locations where the activity of
the operation ng &5, njl causes the power consumption, as illustrated by the light gray
peaks in Figure 3.4b, to support our argument.’

x0 = x0 ~ x4

x4 = x4 - x3 // n0 ~ nl in the first initialization round
x2 = x2 ~ x1

// Start of keccak S-box

ud = x0 ~ ("x1 & x2)

ul = x1 -~ ("x2 & x3)

u2 = x2 ~ ("x3 & x4)

ud = x3 ~ ("x4 & x0)

udé = x4 - ("x0 & =x1)

// End of keccak S-box

yO = u0 ~ u4

yl = ul ~ u0
y2 = "u2
y3 = u3 ~ u2
y4 = u4d

Listing 3.1: Bitsliced implementation in C syntax of ASCON-AEAD’s S-box.

To sum up, high peaks appear in correlation traces for all key candidates, making
the CPA prone to failure in recovering the correct key. The analyses on gjﬁ and gj{
yield analogous results. In contrast, peaks appear only for the correct key candidate
when the linear diffusion layer is accounted for, as in Figure 3.3. This demonstrates
that the linear diffusion layer in the selection functions of %] (Equation 3.4) and 2
(Equation 3.5) plays an important role in the success of the CPA attacks, even in
software implementations.

3.2.3. Intermediate Value in Second Round

We now turn to the question whether it is possible to go further to choose an inter-
mediate value. In particular, we investigate whether a bit at the S-box output of the
second initialization round can be an intermediate value. To this end, we examine
the computation of this bit from the nonce and the key.

Let tg,t1,1o,t3 and t4 denote the five 64-bit words at the output of the S-box in the
second round. We consider the bit at index 0 of ¢y, denoted by ¢). Since ASCON-
AEAD’s S-box has algebraic degree two, this computation has algebraic degree four,
as described below:

4See https://github.com/ascon/ascon-c
5Similarly to before, but for ng @ n; instead of ny.
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19 = kSkIndnd @ kSE%kinT @ ... @ ki® @ k. (3.6)

~
589 monomials

In Equation 3.6, 22 key bits and 22 nonce bits are involved in the computation.
It consists of 589 monomials, 119 of which depend only on key bits. Following the
strategy of Samwel and Daemen [SD17], we remove these 119 monomials, leaving 470
monomials that remain. However, we encounter another problem with the remaining
monomials due to the high degree.

Let us take the first two monomials in Equation 3.6 as an example. If one of the key
bits k§ or &} is guessed to be 0, these two monomials vanish regardless the values of
the other bits. In other words, (kJ,k}) = (0,0), (0,1), or (1,0) all make these two
monomials equal to 0. As a consequence, many key candidates will give the same
correlation between the hypothetical power consumption and the measured traces.
As the computation still contains 470 monomials, analyzing it by hand is difficult.
Finding a way to process this computation into an effective selection function is an
interesting problem. However, we leave this as an open question for now.

3.3. Optimal Number of CPA Runs

Each application of the CPA recovers three bits of kg, indexed by (7,7 + 19,5 + 28),
or three bits of k;, indexed by (4,7 + 61,7 + 39), where 0 < j < 63 (with additions
implicitly modulo 64). To recover the full 128-bit key, the CPA must be applied
multiple times to different tuples of key bit indexes. These tuples must collectively
cover all indexes from 0 to 63 for both kg and k;. Minimizing the number of such
tuples is crucial to reduce the effort required for the attack. For example, performing
the CPA three times to recover the key bits of ky at the tuples of indexes (0, 19, 28),
(45,0,9) and (36,55,0) (corresponding to 7 = 0, j = 45 and j = 36, respectively)
results in the bit at index 0 being recovered three times, which is redundant.

To address this, we investigate the minimum number of index tuples. Weissbart and
Picek [WP23] reported that 30 CPA runs are needed to recover ky and 33 runs to
recover ki, totaling 63 runs. In this work, we show that the full 128-bit key can be
recovered with fewer CPA runs. Specifically, we find the optimal number of CPA
runs by formalizing the problem as a set cover problem and solving it using a SAT
solver.

Let 09 and o; be two offsets, (09, 01) = (19,28) for kg and (0g,01) = (61,39) for k.
The problem is stated as follows: given a universe of elements U = {0,1,...,63} and
a collection of 64 tuples S = {(j, 7 + 00,j +01)|7 € [0,63]} (with additions implicitly
modulo 64), find the smallest sub-collection " C S whose union covers the universe,

Although the set cover problem is known as NP-hard, it is conceivable that a solution
may be found for problems of smaller scale. To this end, we represent the problem as
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a SAT problem. Each tuple tup, = (j,7+ 00,7+ 01) €S is represented by a Boolean
variable b, where b; = 1 (true) if tup; € §" and b; = 0 (false) otherwise. To ensure
full coverage of the universe, we impose that, for each i € [0,63], at least one variable
corresponding to the tuples that contains ¢ should be true, i.e.,

\ b=1
i€tup;

Additionally, we enforce a cardinality constraint to limit the number of selected

tuples,
63
D " b; < MAX,
§=0

where MAX is a parameter, and the sum is over integers. We transform this constraint
into SAT clauses following [Sin05] and employ the SAT solver CryptoMiniSat® to find
solutions for various values of MAX. The smallest MAX satisfying the SAT problem de-
termines the minimum number of CPA runs. The Python script for this optimization
is provided in Appendix A.

23 tuples for kg 24 tuples for kq
(3,3+19,j+28) (j,j+61,3+39)
(1,20,29) | (32,51,60) | ( 0,61,39) | (32,29, 7)
( 3,22,31) | (35,54,63) | ( 2,63,41) | (37,34,12)
( 5,24,33) | (38,57, 2) | ( 4, 1,43) | (38,35,13)
( 8,27,36) | (42,61, 6) | ( 9, 6,48) | (39,36,14)
(11,30,39) | (45, 0, 9) | (11, 8,50) | (40,37,15)
(15,34,43) | (48, 3,12) | (13,10,52) | (45,42,20)
(18,37,46) | (49, 4,13) | (19,16,58) | (47,44,22)
(21,40,49) | (52, 7,16) | (20,17,59) | (49,46,24)
(22,41,50) | (65,10,19) | (21,18,60) | (51,48,26)
(25,44,53) | (69,14,23) | (23,20,62) | (56,63,31)
(28,47,56) | (62,17,26) | (28,25, 3) | (57,54,32)
(30,49,58) (30,27, 5) | (568,55,33)

Table 3.6.: Tuples of indexes for each 3-bit key recovery. The number of tuples should
be minimized while the range from 0 to 63 must be covered.

Our results are shown in Table 3.6. Only 23 CPA runs are needed for recovering kg
and 24 for ky, reducing the total to 47 runs. These results are obtained within a few
seconds after executing the Python script. Note that imposing a smaller cardinality
constraint (i.e., setting MAX to a value below 23 or 24) leads to unsatisfiable problems
within seconds. Therefore, the reported number of CPA runs is optimal.

3.4. Second-Order Attack

In the previous section, we thoroughly analyzed various approaches for choosing the
intermediate value and the selection function, along with their impact on the success

Shttps://github.com/msoos/cryptominisat
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of CPA attacks. Our analysis shows that %] (Equation 3.4) and 3] (Equation 3.5)
are effective choices for the intermediate values to recover the first and the second
halves of the key. In this section, we apply these two selection functions to perform a
second-order CPA attack on a masked software implementation with two shares. For
our experiment, we use the 32-bit ARMv6 implementation” submitted to the call for
protected software implementations of finalists in the NIST lightweight cryptography
standardization process® by the ASCON team.
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a) Power consumption of the first 12 rounds.
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b) Power consumption of the first round.

Figure 3.5.: Power consumption of initialization rounds.

We begin by configuring an encryption execution with the minimum number of
rounds, using empty associated data and an empty plaintext (i.e., associated data and
plaintext with length of 0) to skip the internal permutation blocks (see Figure 2.4).
The execution thus consists of 24 rounds: 12 rounds for the initialization phase and
12 rounds for the finalization phase. During an execution of these 24 rounds, we
record a power trace. Variance calculations are then applied to determine the length
and starting index of each round, based on the assumption that the correctly aligned

"https://github.com/ascon/simpleserial-ascon, in protected_bi32_armve.
8https://cryptography.gmu.edu/athena/LWC/Call_for_Protected_Software_
Implementations.pdf
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frames will minimize variance (i.e., 24 frames should align well when overlapped).
Figure 3.5a shows a power trace for the first 12 rounds of the initialization phase,
and Figure 3.5b illustrates the frame corresponding to the first round, consisting of
1400 samples. We focus on the power consumption of this first round, as our attack

utilizes the linear diffusion layer outputs z} and Z] as intermediate values.

3.4.1. First-Order Leakage Assessment

In the repository of the targeted masked software implementation,” the authors re-
ported that their implementation might leak information due to potential collisions
between the two shares in hardware. However, they introduced device-specific fixes
to prevent first-order leakages, specifically by inserting an MOV instruction with a
value of 0 at appropriate locations to avoid these collisions.

Using a similar hardware platform (STM32F303), we expect these fixes to remain
effective in our experiment. To verify the absence of first-order leakages in the imple-
mentation under attack, we employ the widely used Test Vector Leakage Assessment
(TVLA) [GJJ+11]. This methodology applies a non-specific, fixed vs. random t-test
statistic on two sets of traces, one with a fixed input and the other with random
inputs. The t-score at the i-th sample, denoted as 7[i|, is computed as:

ng Ny
where pg, o, and ng (resp. p,op, and n,) represent the estimated mean, standard
deviation, and the number of traces for the fix-input set (resp. random-input set).
Leakage is detected if the absolute t-score exceeds the commonly used threshold of
4.5, in which case the null hypothesis that the means of the two sets are similar is
rejected.
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Figure 3.6.: Non-specific t-test on the first 12 rounds with 300,000 traces (nf = n, =
150, 000).

Figure 3.6 shows the t-test results for all the time samples of the traces recorded
during the execution of the first 12 rounds. As expected, no first-order leakages are
observed, ensuring that we will not accidentally exploit them in our second-order

CPA attack.



Second-Order Attack with Proper Selection Function 38

3.4.2. Pre-processing Power Traces

A second-order CPA attack consists of two phases: trace pre-processing and the
standard CPA. In the first phase, samples within a trace are combined to produce
a pre-processed trace. This combination can cause the length of each trace to in-
crease quadratically, significantly raising the attack complexity. Therefore, we detail
the pre-processing steps below to ensure that the attack remains time and memory
efficient in practice.

Let t = [t1,...,1ts] represent a power trace containing s samples, where in our case,
s = 1400. We can combine the samples within t using various methods, such as
normalized product, absolute difference, or sum [PRB09; SVO+10]. Among these,
the normalized product has been shown to be the most effective when applying
Pearson’s correlation coefficient with the Hamming weight leakage model [SVO+10].
In this work, we adopt the normalized product for trace pre-processing. According
to this method, the sample #; ; in the pre-processed trace t’ derived from two power
samples ¢; and ¢; (1 <4,j < s) in t, is calculated as:

t; = (ti — ) (t; — t;),

where t; (resp. ;) is the estimated mean computed over all the traces at the i-th
(resp. j-th) sample. There are a total of s(s + 1)/2 = 980700 possible pairs (i, j)
from s = 1400 samples. This large number will significantly increase the time and
memory cost of the CPA. However, we note that the computation of the shares of
the first round output occurs within a limited time span. It is thus unnecessary to
consider all possible pairs. We use a parameter called the window size, denoted w,
which estimates the maximum distance between the leakages of the two shares in the
trace t. Thus, for the first s —w samples (i € [1, s — w]), there are w possible indexes
j for each i. For the last w samples, there are a total of w(w + 1)/2 possible pairs
of (i,7). Consequently, the number of samples in the pre-processed trace t’ (i.e., the
number of pairs (7, j)) becomes:

W o 2D (=),

To further reduce the number of samples s in t, we make an educated guess that the
S-box computation typically dominates the computation time in a round. Moreover,
the less costly linear diffusion computation, where our attack point is located, occurs
near the end of the round. Based on this insight, we focus on the last quarter of
the samples in each trace. Specifically, we consider the last 350 samples (from 1050
to 1400 in Figure 3.5b). This reduces the value of s to 350. Additionally, we set
the window size to w = 50. With these parameters, the number of samples in each
pre-processed trace becomes W = 16275.

3.4.3. Results of Key Recovery

In the second phase of the attack, the standard CPA, as described in Section 2.2, is
applied to the pre-processed traces. Since this is a conventional approach, we omit
the details and instead present the results of the full key recovery.
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To efficiently perform the CPA with a large number of traces, we implement an incre-
mental second-order CPA as introduced by Bottinelli and Bos [BB17]. This approach
enables to gradually compute Pearson’s correlation coefficients with a smaller, tun-
able number of traces instead of processing the entire dataset at once. Additionally,
the trace pre-processing is performed on-the-fly.
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Figure 3.7.: Correlation traces for all key candidates. The calculations use 300K
traces.

Figure 3.7 shows the results of the second-order CPA for recovering three bits of kg
using 26 as the selection function. Several peaks corresponding to the correct key
are clearly visible at around sample 2848. Figure 3.8 illustrates how the correlation
coefficients depend on the number of traces for recovering 3 key bits at indexes (1,
20, 29). It can be observed that around 100K traces are required for the second-order
CPA to reliably distinguish the correct key from the others.
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Figure 3.8.: Correlation for all key candidates depending on the number of traces.

We present the dependence between the success rate and the number of power traces
for the full key recovery in Figure 3.9. Since directly measuring the success rate for
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the full key recovery is time-consuming, we employ an estimation approach. Specif-
ically, we measure the success rates of recovering three key bits of ky and k; by
performing the CPA many times with different index tuples and different trace sets.
These success rates obtained are then raised to the power of 23 and 24, respectively,
reflecting the number of CPA runs needed to recover the full 128-bit key. Multiplying
these two results provide an estimate of the success rate for full key recovery. As in
Figure 3.9, about 360,000 traces are sufficient to achieve 100% success for the full
key recovery. To validate this estimation, we perform an actual full key recovery
experiment using 360,000 traces. As expected, we succeeded in recovering the full
128-bit key in about 4.7 hours.

100 4 Recover 3 bits of kg
——- Recover 3 bits of k;

—— Recover full 128-bit key
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Figure 3.9.: Success rate of the full key recovery.

In our second-order CPA, the analysis phase is very efficient as we implement the
incremental computation [BB17] to process a small number of traces at a time. For
example, if we set this number to 20,000, the computation consumes 0.06 GB of RAM
and takes about 30 seconds. To recover three bits of the key with 100% success rate,
we need to process 360,000 traces, which thus takes 9 minutes, while the memory
cost (0.06 GB) does not change thanks to the incremental computation. We can
run several CPA on different tuples of key bits in parallel to accelerate the process.
The most time-consuming phase of the attack is the collection of the power traces.
With a collection speed of 448 traces per minute, acquiring 360,000 traces requires
approximately 13.4 hours to ensure a 100% success rate.

3.5. Conclusion

In this chapter, we investigate various aspects of the CPA attack on (protected)
software implementations of ASCON-AEAD. We show that choosing an appropriate
selection function is a vital step toward a successful attack. We then determine
the optimal number of CPA runs required to reduce the attack effort. Finally, we
present the first results of a second-order CPA attack against a masked software
implementation.
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This chapter focuses exclusively on selection functions that work on one bit. In
the next chapter, we extend them to multiple bits, allowing the hypothetical power
consumption to be modeled by the Hamming weight of more than one bit.
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In this chapter, we present the second contribution of our study on the Correla-
tion Power Analysis (CPA) attacks on ASCON-AEAD. This includes extending the
selection function to operate on multiple bits.

4.1. Context and Motivation

In the previous chapter, we have detailed the use of ,%6 as the selection function.
We observe that using 23 as the selection function means exploiting the leakages of
a single bit zg in the 64-bit word zy. These leakages are modeled as the Hamming
weight of 7, denoted by HW(Z)). Note that, since %) is a 1-bit value, its Hamming

weight equals the value itself, i.e., HW(Z]) = Z].

In software implementations, the 64-bit word zy may be stored in eight 8-bit regis-
ters, two 32-bit registers, or a single 64-bit register, depending on the device architec-
ture. The activity of these registers (load/store) is known to leak information about
their data through power consumption [MOPO07]. In an ideal attack scenario, one
should consider the entire register when making hypotheses about power consump-
tion [THM+07]. This typically results in a higher correlation with the measured
traces. For example, in CPA attacks on an 8-bit AES implementation, modeling
power consumption with the Hamming weight of the 8-bit S-box output is more ef-
fective than using only the most significant bit [BCO04]. However, for large word
sizes such as 32 bits, this approach becomes computationally intensive, since the CPA
must be run a large number of times.

Considering ASCON-AEAD, the selection function proposed by Samwel and Daemen
[SD17] is limited to one bit 2} (hereafter referred to as the 1-bit selection function).

43
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In other words, the leakage hypotheses are modeled solely from the value of a single
bit within a machine register. This still works because, as pointed out by Brier et al.
[BCOO04], a partial correlation exists when modeling the leakages from only part of
register data. More precisely, the partial correlation coefficient pg; computed from d
independent bits out of m bits (d < m) and the correlation coefficient p,, computed
from all m bits have the following relation:

I d
Pd = PmA\| —-
m

Modeling the leakages by 26, as in the previous chapter, corresponds to the case
d = 1. The value of m corresponds to the register bit-width, which can be 8, 32, or
64, depending on the device architecture and implementation. The equation above
also indicates that increasing the value of d makes the partial correlation p; higher
and closer to py,.

In this chapter, we explore the feasibility of using a multi-bit selection function (d >
2) to CPA attacks on ASCON-AEAD. Specifically, we present the following results:

e First, we extend the 1-bit selection function to work on multiple bits. Through
experiments, we demonstrate the advantages of this extension in terms of suc-
cess rates, the number of traces required for a successful CPA, and the number
of CPA runs needed for full key recovery.

e Second, we present some cautionary notes that may lead to a failed CPA in
practice. These notes aim to help avoid potential pitfalls and increase the
likelihood of success.

For the sake of reproducibility, we publish the source code of the experiments at:
https://github.com/nvietsang/multibitcpa-ascon.

Part of the results presented in this chapter were published and presented in the
International Conference on Security and Cryptography (SECRYPT 2025) [NGC25a].

4.2. Extending to Multi-bit Selection Functions

In this section, we describe the extension of the selection function from one bit
to multiple bits. As before, we detail the analysis of the selection function Zj in
Equation 3.4. A similar analysis applies to other selection functions Z{ and Zj.

4.2.1. Extension Method

From the bitsliced computation of the S-box in Equation 2.1, the S-box output bit
yg, where 0 < 7 < 63 denotes the index of the j-th bit of a 64-bit word, is computed
as follows:

Y3 =ik @ nj) © Kk, © K © K1V @ k) © 1V, (4.1)
Recall that in Chapter 3, yg is fine-tuned by removing the constant term k;{ k:g &) k;{ @
KTV @ k) @ TV, following the work of Samwel and Daemen [SD17]. This yields g},
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defined as:
yo = nlkj D no

A bit at the linear layer output, zg, is chosen as the attack point, and the selection
function is given in Equation 3.4. For convenience, we rewrite this selection function
here:

~j+19 ~j+28

Zo = ?Jo Sy DYy
= (k] (nl ®1)d no)
(kj+19 519 o )@ n]+19)
(k]+28 ]+28 el e n]+28) '

(4.2)

Note that each variable involved in Equation 4.2 is a 1-bit variable, indexed at j,
7419, and 7+ 28. Our goal is to extend Equation 4.2 to work on multi-bit variables,
so that the hypothetical leakages can be modeled by the Hamming weight of several
bits of Zy, rather than one bit at index j. Figure 4.1 depicts the main idea of this
extension from a 1-bit to a multi-bit selection function.

d bits d bits d bits
v

I ko
ky
o
m

l S-box operations

I I o
N
Y2
Y3
V4

l Linear diffusion operations W
Zo Hypothetical

;; power consumption
23
24

Figure 4.1.: Illustration of a d-bit selection function. In this example, j = 0 and
d=4.

To extend the selection function, we first revisit the fine-tuning process that derives
the function of ZJ, but from a different perspective. Let ¢} denote the constant term
containing the key and initialization vector variables in Equation 4.1:

& =kk okl oIV @k o1v.
Equation 4.1 is then rewritten as:
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and the attack point 2} is rewritten as:

A=y @yt @yt
= (K(n] & 1) @ n})
@ (k:(])*ﬂg( 9 g 1) g j+19)
& (k(])'+28(n]1+28 o1) @ n]+28)
® A)
= HoN),

(4.3)

where A} = &7 @ 677 @ 67775,

We observe that the selection function derivation of Samwel and Daemen [SD17],

1.e., the removal of the constant term 56 in Equation 4.1, is equivalent to settmg
&) = 0, and similarly, setting 677" = 6% = 0. Consequently, A} =0and 2 = 7 in
Equation 4.3. Modeling the leakages on zo does not affect the CPA success because A]
is a 1-bit variable, A} € {0,1}. If its actual value is 0, then zj = Z} and our modeling
is correct. If its actual value is 1, then 2} = Zj @ 1, meaning that the distribution of
2z} is negated, as demonstrated in Table 4.1. This negation just changes the sign of
the correlation coefficient, but not the absolute correlation coefficient. In short, the
absolute correlation coefficient is the same for A} = 0 and A} = 1.

HW () = 2 = 2 @ A),
# A) =0 Ay =1
0 0 1
1 1 0

Table 4.1.: Distribution of the Hamming weight of zJ for different values of A?.

However, we cannot directly apply the strategy of setting AJ = 0 when considering a
multi-bit selection function. Let z] 77 denote d consecutive bits of the 64-bit word
29, from index j to j+d—1 (d > 1). For multi-bit variables, Equation 4.3 becomes:

Jojtd  jojad o 419.54194d . j+28.j+28+d
20 =% DY D Yo

_ (ké--j-‘rd(n]l'..j-i-d 1) né..j—&-d)

j+19..54+19+d /,_j+19..54+19+d j+19..54+19+d
@<ké+9j+9+(njl+93+9+ @1)@né+9]+9+)

(4.4)
o (ké+28..]+28+d(n31+28..j+28+d 1)@ né+28..]+28+d)
@A%]+d
— g7t g AJIH
In Equation 4.4, we cannot set Ag"Hd — 0 and model the leakages on - dd (for

d > 2) as before, because the distribution of HW(z27"¥) does not simply negate
as the single-bit case. Table 4.2 shows the distribution of HW(zJ7*%) when d = 2.
Different values of A] 7% can lead to different absolute correlatlon coefficients when
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correlated with the power traces. Therefore, in CPA, we need to guess the value of
AV T4 if we model the power consumption on multiple bits (i.e., when d > 2).

Nevertheless, it is not necessary to brute-force all 24 possible values of the d-bit
variable A{)"ﬁd. Instead, we only need to guess value in the first half of the search
space 0,297 — 1]. This is because of the following two reasons:

e The distribution produced when AFITT — 3 is correlated to that produced
when A2/ = a3 with a coefficient of —1, for a € [0,2% — 1] and — is a bitwise
negation. This is formally stated and proven in Lemma 4.1.

e Bitwise negation (=) defines a bijection between the first half [0,2¢7! — 1] and
the second half [2¢71, 24 — 1] of the search space. This is formally stated and
proven in Lemma 4.2.

Consequently, the absolute correlation coefficient between the hypothetical leakages
and the measured power traces is the same when A7 = a and AJ7™ = =a. For
example, the two distributions in red, corresponding to A%"j 2 = 00 and Ag”j 21,
are fully correlated in Table 4.2. The same holds for the two distributions in blue.

23’..j+2 Ag)..ﬂz — 00 A%..j+2 — 01 A%.‘j+2 —10 A(])".j+2 11

00 0 1 1 2
01 1 2 0 1
10 1 0 2 1
11 2 1 1 0

Table 4.2.: Distribution of the Hamming weight of 37" for different values of AJ7*
when d = 2. Two columns in the same color are correlated with a coeffi-
cient of —1.

Lemma 4.1. Let Z and A be two d-bit variable, and let a € [0,2% — 1] be a d-bit
value. The two distributions, HW(Z @ a) and HW(Z & —a), corresponding to A = a
and A = —a, are fully correlated with coefficient of —1.

Proof of Lemma 4.1. Let 1 denote the value of d bit ones. Since ma = a® 1, we have
Z@-a=2@(adl)=(Zda)dl=—-(Zda).
Therefore,
HW(Z @ a) + HW(Z® —-a) = HW(Z® a) + HW(~(Z2 @ a)) = d.
Let us define the two random variables:

X = HW(E @ a),
Y =HW(Z @ —a).
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Then, Y = d — X. In this proof, we compute the Pearson correlation through the
covariance and variances of X and Y. The covariance is

Cov(X,Y) = Cov(X,d — X) = Cov(X,d) — Cov(X, X) =0— Var(X) = —Var(X),
and the variance is
Var(Y') = Var(d — X) = Var(X).
The Pearson correlation thus is
Cov(X,Y) ~ —Var(X)

Py = \/Var(X)Var(Y) ~ Var(X) =L

Hence, the two distributions are fully correlated with coefficient of —1. O]

Lemma 4.2. Let Sy = [0,2771 — 1] and S; = [2%71,2¢ — 1] be the first and the second
halves of the search space. The map f : Sy — S1, where f(x) = —x, is a bijection.

Proof of Lemma 4.2. The computation of bitwise negation can be written as
flz)==-2=(2%-1) -2

First, we prove that f is injective. Let z1, 79 € Sp. If f(x1) = f(x2), then (24 — 1) —
T = (2d —1) — 2y = 1 = x9. Thus, no two different inputs map to the same
output. Therefore, injectivity is proven.

Second, we prove that f is surjective. Let y € §;. We find an = € Sy such that
y = f(x). Given y = (22 — 1) — x, we have z = (29 — 1) — y. Since y € [2¢71,2¢ — 1],
it follows that # = (2¢ — 1) —y € [0,2%7! — 1] = Sy. Therefore, surjectivity is proven.

As f is both injective and surjective, it is bijective. O]

Number of bits
Intermediate value zg"ﬂd d d=1 d=2 d=3 d=4

At d—1 o0& 1 2 3
Key 3d 3 6 9 12
Nonce 6d 6 12 18 24
Number of CPA runs 47 28 19 15

Table 4.3.: Involved bits in each CPA run and number of CPA runs for the full key
recovery. (*) There is only one possible value for Aj in this case, which
is A} = 0.

In Table 4.3, we present the number of key and nonce bits involved in the computation
of the intermediate value zé"j *4 for different values of d. Figure 4.1 helps clarify this
table. By modeling the leakages on a d-bit intermediate value, we can recover 3d bits
of the key in each CPA run. As a result, the number of CPA runs required for full
key recovery decreases significantly as d increases. We employ the SAT solver for the
set cover problem presented in Section 3.3 to find the optimal number of CPA runs
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for each d € {1,2,3,4}. The detailed results of this finding are provided in Table 3.6
and Table 4.4, and the total numbers are summarized in Table 4.3. As we can see,
47 CPA runs are required for d = 1 to recover the full 128-bit key, whereas only 15

runs are needed for d = 4.

d=2
14 tuples for kg 14 tuples for k;
(j..j+2,j+19..j+21,3j+28..j+30) (j..j+2,j+61..j+63,j+39..j+41)
(0, 1,19,20,28,29) (5, 6, 2, 3,44,45)
(2, 3,21,22,30,31) (7,8, 4, 5,46,47)
( 4, 5,23,24,32,33) (15,16,12,13,54,55)
(8, 9,27,28,36,37) (17,18,14,15,56,57)
(18,19,37,38,46,47) (19,20,16,17,58,59)
(25,26,44,45,53,54) (21,22,18,19,60,61)
(34,35,53,54,62,63) (23,24,20,21,62,63)
(38,39,57,58, 2, 3) (25,26,22,23, 0, 1)
(40,41,59,60, 4, 5) (33,34,30,31, 8, 9)
(42,43,61,62, 6, 7) (35,36,32,33,10,11)
(48,49, 3, 4,12,13) (40,41,37,38,15,16)
(50,51, 5, 6,14,15) (42,43,39,40,17,18)
(52,53, 7, 8,16,17) (51,52,48,49,26,27)
(55,56,10,11,19,20) (53,54,50,51,28,29)
d=3
10 tuples for kg 9 tuples for ky
(j..j+3,j+19..j+22,j+28..j+31) (j..j+3,j+61..3,j+39..j+42)
(24,25,26,43,44,45,52,53,54) (2,3, 4,63, 0, 1,41,42,43)
(27,28,29,46,47,48,55,56,57) (5, 6,7, 2,3, 4,44,45,46)
(29,30,31,48,49,50,57,58,59) (14,15,16,11,12,13,53,54,55)
(32,33,34,51,52,53,60,61,62) (21,22,23,18,19,20,60,61,62)
(34,35,36,53,54,55,62,63, 0) (27,28,29,24,25,26, 2, 3, 4)
(37,38,39,56,57,58, 1, 2, 3) (33,34,35,30,31,32, 8, 9,10)
(40,41,42,59,60,61, 4, 5, 6) (40,41,42,37,38,39,15,16,17)
(51,52,53, 6, 7, 8,15,16,17) (50,51,52,47,48,49,25,26,27)
(54,55,56, 9,10,11,18,19,20) (59,60,61,56,57,58,34,35,36)
(57,58,59,12,13,14,21,22,23)
d=4
8 tuples for kg 7 tuples for k;
(j..j+4,j+19..j+23,j+28..j+32) (j..j+4,j+61..3+1,j+39..j+43)
(28,29,30,31,47,48,49,50,56,57,58,59) | ( 6, 7, 8, 9, 3, 4, 5, 6,45,46,47,48)
(32,33,34,35,51,52,53,54,60,61,62,63) | (16,17,18,19,13,14,15,16,55,56,57,58)
(36,37,38,39,55,56,57,58, 0, 1, 2, 3) | (24,25,26,27,21,22,23,24,63, 0, 1, 2)
(40,41,42,43,59,60,61,62, 4, 5, 6, 7) | (34,35,36,37,31,32,33,34, 9,10,11,12)
(44,45,46,47,63, 0, 1, 2, 8, 9,10,11) | (42,43,44,45,39,40,41,42,17,18,19,20)
(55,56,57,58,10,11,12,13,19,20,21,22) | (52,53,54,55,49,50,51,52,27,28,29,30)
(59,60,61,62,14,15,16,17,23,24,25,26) | (60,61,62,63,57,58,59,60,35,36,37,38)
(60,61,62,63,15,16,17,18,24,25,26,27)

Table 4.4.: Tuples of indexes for each 3d-bit key recovery, where d € {2,3,4}.

The number of CPA runs in Table 4.3 also suggests that using d > 2 enables second-

order success.

After each CPA run, instead of choosing only the single top key

candidate, we select the top two candidates with the highest correlations. A brute-
force search is then performed over these candidates to determine the correct key.
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The brute-force spaces are 228 for d = 2, 2! for d = 3, and 2'° for d = 4, all of
which are computationally feasible in practice. In particular, for d = 4, third-order
success remains possible with the brute-force space of 3!5 ~ 22277 In contrast, the
brute-force space for second-order success with d = 1 is 247, which is impractical on
a classical computer.

Although it is possible to increase d to model the leakages on more bits, our analysis
is limited to d € {1,2,3,4}. This limitation is due to the rapidly increasing time
complexity for key recovery at higher values of d. We discuss this complexity in the
next section.

It also worth noting that one could consider d non-consecutive bits. However, this
would complicate the determination of the number of CPA runs compared to Ta-
ble 4.4, and such determination may not be automatically solved by the SAT solver
as before. Hence, in this chapter, we limit our study to d consecutive bits.

4.2.2. Experimental results

For our experiments, we use the ARMv6 implementation provided by the ASCON
team,! and acquire power traces using a ChipWhisperer Lite. We perform the CPA
attacks with a d-bit selection function, where d € {1, 2, 3,4}, and measure the success
rates for each case over an increasing number of traces.
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Figure 4.2.: Success rates of the full key recovery for different values of d.

Measuring success rates for full key recovery requires repeating the analysis numerous
times (typically a hundred or more) for different numbers of traces, which is very
time-consuming. Therefore, we employ an estimation instead. Specifically, we focus
on the success rates of recovering 3d bits of kg and 3d bits of k;. These success rates
are measured by running the CPA many times with several sets of traces to recover
different tuples of key bits. Table 3.6 and Table 4.4 present these tuples of indexes of

!See https://github.com/ascon/ascon-c/tree/main/crypto_aead/asconaead128/armvé
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key bits for d € {1,2,3,4}. The results are raised to the power corresponding to the
number of CPA runs needed, and then multiplied together to estimate the success
rates for full key recovery.

Figure 4.2 shows the success rates for full key recovery for different values of d. As
expected, the success rates for d > 2 are higher than those for d = 1. In other
words, fewer traces are required for the CPA to achieve the same success rates when
d > 2 compared to d = 1. This confirms that modeling leakages on multiple bits can
improve success rates of the attack.

However, it can also be observed in Figure 4.2 that the differences in success rates for
d=2,d =3, and d = 4 are not significant. This may be due to the partial correlation
between the distributions produced by different key candidates. We discuss this
behavior in more detail in the next section.

Number of bits for zJ7+ d d=1 d=2 d=3 d=14
Number of candidates (key and AZ7+%) 241 93 27 211 215

Measured time (sequential recovery) 3m  10m 2.7Th 34.7h
Measured time (parallel recovery) 8m  2.3h

Table 4.5.: Measured time for full key recovery. The number of power traces is fixed
to 10000, and each trace has 1000 samples. In sequential recovery, the
tuples of key bits are sequentially recovered. In parallel recovery, they are
recovered in parallel.

To compare the time complexity of full key recovery, we measure the elapsed time
of the CPA for each value of d and report the results in Table 4.5. As d increases,
the number of key candidates grows exponentially, making full key recovery more
time-consuming. For example, it takes 34.7h for d = 4. In this case, recovering the
tuples of key bits in parallel can significantly reduce the time. We execute 15 CPA
runs simultaneously in a cluster for full key recovery, which reduces the time to 2.3h.

4.3. Cautionary Notes for Practical Attacks

In this section, we present the factors that can lead to a failed CPA when using a
multi-bit selection function. Being aware of these factors can help avoid potential
pitfalls and improve the chances of successful key recovery. The first factor relates
to an implementation technique for ASCON-AEAD on smaller-size register architec-
tures. The second arises from partial correlations between the distributions of key
candidates.

4.3.1. Attacks on Implementations with Bit Interleaving

In AscoN-AEAD’s design, the state consists of five 64-bit words, as depicted in
Figure 2.5. When implemented on 8-bit and 32-bit architectures, a naive solution is
to split each word into eight 8-bit registers or two 32-bit registers with consecutive
bits. This approach poses no problem for the bitsliced S-box implementation, but
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does create an issue for the linear diffusion layer. With this solution, a rotation
requires additional instructions and temporary registers.

To address this, Bertoni et al. [BDP+11] proposed the use of a technique called bit
interleaving. In this technique, consecutive bits of a word are “interleaved” across the
smaller registers, enabling rotations to be carried out without additional instructions
or temporary registers. Figure 4.3 illustrates the arrangements of bits of a word in
two 32-bit registers with interleaving technique. The bits at odd indexes are placed
in one register, while the bits at even indexes are placed in the other. A rotation on
the original 64-bit word can be implemented by two rotations on the 32-bit registers.
A rotation by an even offset 2r is done by rotating both registers by r, as shown
in Figure 4.3b. A rotation by an odd offset 2r 4+ 1 is done by rotating the register
containing even indexes by r and the register containing odd indexes by r+-1, following
by swapping the two registers, as shown in Figure 4.3c.

63 55 47 39 31 23 15 7 0
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a) Splitting a 64-bit word into two interleaved 32-bit registers.
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62 54 46 38 30 22 14 6 0 63 55 47 39 31 23 15 7 1

b) Example of a right rotation by 4. Both registers are rotated right by 2.

62 54 46 38 30 22 14 6 0 63 55 47 39 31 23 15 7 1
I I O

=

T

62 54 46 38 30 22 14 6 0 63 55 47 39 31 23 15 7 1
c) Example of a right rotation by 5. The left register is rotated right by 2. The right
register is rotated right by 3.

Figure 4.3.: Visualization of bit interleaving.

In Section 4.2, we extend the modeling of hypothetical leakages from one bit to
multiple bits of an intermediate value. Recall that the actual power consumption
is assumed to depend strongly on the register data, primarily through register ac-
tivity such as load and store operations. Therefore, to correctly model the power
consumption, the multiple bits must reside in the same register.

Our extension method presented in Section 4.2 focuses only on d consecutive bits
of a word. Specifically, the intermediate value z{’ T4 is the concatenation of d bits:
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. . d—l . . s
20, zé+ . For example, when d = 2 and j = 0, 202 is the concatenation of z)

and zJ. This matches the implementation in our experiments, which uses the naive
solution of splitting the 64-bit words. The tuples of key-bit indexes in Table 4.4 for
key recovery also correspond to this bit arrangement.

In practice, if the target device uses bit interleaving for its ASCON-AEAD implemen-
tation, d consecutive bits in a register are not the same as d consecutive bits in the
original word. In the previous example with d = 2 and j = 0, the bit 20 and z} now
reside in two different registers. Therefore, modeling the power consumption on these
two bits is not correct. Instead, we need to model it on zJ and 22, which are the two
consecutive bits in the 32-bit register containing even indexes. In summary, caution
is needed when selecting multiple bits for modeling in attacks on implementations
using the bit interleaving technique.

In contrast, CPA using a 1-bit selection function (d = 1) is not affected by implemen-
tations with the bit interleaving technique. This is not surprising, as the hypothetical
power consumption is modeled using only one-bit intermediate value.

4.3.2. Partial Correlations between Key Candidates

In Section 3.2, we show that the distributions associated with different key candidates
are uncorrelated (correlation coefficient of 0) for d = 1. We observe that our exten-
sion of the selection function to multiple bits (d > 2), presented in Section 4.2, can
be intuitively seen as the concatenation of d 1-bit selection functions. This concate-
nation is suspected to introduce correlations between the distributions of different
key candidates, which may in turn affect the success of the CPA.

To investigate this issue, we examine the correlations between distributions of all
possible key pairs for d = 2. Figure 4.4 visualizes the results. As we can see, the
distribution of a key candidate is partially correlated that of 15 other key candidates,
with a correlation coefficient of 0.5 (represented by light blue cells). However, they
are not fully correlated with an absolute coefficient of 1. Hence, the correct candidate
is still expected to produce hypothetical leakages that are most strongly correlated
with the measured power traces. This is confirmed by the CPA’s success when given
enough traces, as shown in Figure 4.2.

Figure 4.5 shows an example of partial correlation in our key recovery. The clearly
distinguished correct key is followed by a group of keys with relatively high corre-
lations, represented in dark gray. This group corresponds to 15 candidates at the
top of the ranking table in Table 4.6. One can verify that most of candidates in this
group actually correspond to the light blue cells in row 23 in Figure 4.4 (i.e., the
row of the correct key candidate). This means that the wrong key candidates whose
distributions are partial correlated with that of the correct key tend to have higher
correlations than other wrong key candidates.

Note that as the value of d increases, the highest partial correlation between the
distributions of key pairs also increases, as shown in Table 4.7. This may explain
the observation in Figure 4.2, that the differences in success rates for d = 2, d = 3,
and d = 4 are not significant. In practice, depending on the noise level in the
measured power traces, this may cause wrong key candidates to have concurrently
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Figure 4.4.: Correlations between distributions of all possible key pairs when d = 2.
Dark blue, light blue and white cells correspond to correlation coefficient
of 1, 0.5 and 0, respectively.
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Figure 4.5.: Correlations over increasing number of traces for d = 2. The dark gray
lines correspond to the first 15 key candidates in Table 4.6.

high correlations. In contrast, for d = 1, the distributions of all possible key pairs
are uncorrelated with each other.
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Rank Key Corr. || Rank Key Corr. || Rank Key Corr. || Rank Key Corr.
1 63 0.076 17 40 0.045 33 25 0.040 49 6  0.037
2 23 0.072 18 16 0.045 34 35 0.040 50 7 0.037
3 21 0.071 19 13 0.044 35 57 0.039 51 60  0.037
4 61 0.059 20 33 0.044 36 5 0.039 52 44 0.037
) 31 0.088 21 8 0.044 37 59 0.039 53 18  0.036
6 55 0.057 22 0 0.043 38 45  0.039 54 11 0.035
7 53  0.056 23 48 0.043 39 27 0.039 55 30 0.035
8 29  0.054 24 17 0.042 40 12 0.039 56 20 0.035
9 3 0.051 25 9 0.042 41 41 0.039 57 24 0.035
10 56  0.051 26 28 0.041 42 49 0.039 58 50 0.035
11 1 0.050 27 47 0.041 43 52 0.038 59 4 0.034
12 58  0.046 28 2 0.041 44 19 0.038 60 22 0.034
13 12 0.045 29 43 0.041 45 37 0.038 61 62 0.034
14 14 0.045 30 32 0.041 46 51 0.038 62 54 0.034
15 38  0.045 31 39 0.041 47 34 0.038 63 36 0.033
16 16 0.045 32 10 0.040 48 15 0.037 64 26 0.032

Table 4.6.: Key candidates ranked by correlations at 6000 traces for a recovery with
d = 2. The correct candidate is highlighted in blue. The first 15 candi-
dates correspond to the dark gray lines in Figure 4.5, and most of these
candidates correspond to the light blue cells in row 23 of Figure 4.4.

Number of bits for zJ7**  d=1 d=2 d=3 d=4
Highest partial correlation 0 0.5 0.625 0.75

Table 4.7.: Highest partial correlations between distributions of key pairs for different
values of d.

4.4. Conclusion

In this chapter, we present the extension of the 1-bit selection function to work on
multiple bits. Our results show that CPA using a multi-bit selection function requires
fewer power traces to achieve the same success rates as when using 1-bit selection
function for full key recovery. We also provide a comparison of time complexity for
different number of bits. Finally, we discuss factors that could lead to a failed CPA
when using a multi-bit selection function.

This chapter also concludes the first part of our contributions to power analysis
attacks on ASCON-AEAD. In the next part, we explore the second category of
physical attacks, which involves injecting faults into cryptographic executions and
exploiting their effects through statistical analysis.
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In this chapter, we present the contribution from our study on the threat of Fault
Attacks (FA) against nonce-based authenticated encryption. We focus on a promi-
nent type of FA, namely Statistical Ineffective Fault Analysis (SIFA), and investigate
it from a different and noteworthy perspective: the factors that can lead to attack
failure. This highlights aspects that have been largely overlooked in previous studies.

5.1. Context and Motivation

In the literature, Differential Fault Analysis (DFA)-like attacks [BS97] have been
shown to be ineffective against authenticated encryption schemes due to the use of
a unique nonce in each encryption [SC16]. To address this limitation, Dobraunig et
al. (SAC 2018) [DMM+19] proposed the use of Statistical Ineffective Fault Analysis
(SIFA) [DEK+18; DEG+18]. The authors demonstrated that their attack strategy
applies to a wide range of authenticated encryption schemes where the nonce is mixed
with the key during the initialization phase. The core idea of the attack is to cause
a biased distribution in a bit before the S-box computation of the second initial-
ization round by ineffective faults, and then recover the key through a statistical

59
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analysis of this bias. The authors validated their approach by mounting attacks on
8-bit implementations of two authenticated encryption schemes based on the Kec-
cak- f permutation [BDP+11], namely, Keyak [BDP+16b] and Ketje [BDP+16a]. To
induce faults, they employed a common method, instruction skip, realized by clock
glitching. The authors conjectured that their attack strategy can be adopted to other
authenticated encryption schemes such as ASCON-AEAD.

In [DMM+19] and many other demonstrations of SIFA [DEK+18; DEG+18], instruc-
tion skip is a common used method to cause a bias in the intermediate value under
ineffective faults. This skip typically targets an instruction involved in the S-box
computation. However, it is often unclear which specific instruction was skipped in
those demonstrations. This may lead one to think that blindly skipping any instruc-
tion in the S-box computation is sufficient to introduce a bias in the intermediate
value under ineffective faults. However, we will show that this is not the case for
certain nonce-based authenticated encryption implementations.

In this chapter, we provide a more in-depth analysis of the attack strategy introduced
by Dobraunig et al. [DMM+19], with a focus on instruction skip as the fault method.
Specifically, we present the following results:

e First, we model common instruction skip scenarios in practice and formalize
the probability of a fault being ineffective. Our analysis shows that when an
attacker skips an instruction, the probability of causing an ineffective fault de-
pends on both the type of instruction and the device architecture. In particular,
we show that skipping an XOR instruction on 32-bit or 64-bit systems is very
unlikely to result in an ineffective fault, making SIFA practically inefficient.

e Second, we show that in certain authenticated encryption implementations,
the intermediate value targeted by the attack strategy in [DMM+19] remains
unbiased under ineffective faults, making SIFA inapplicable in these cases. We
model such implementations and provide a formal proof for the uniformity
of the targeted intermediate value. To support our findings, we present a case
study on an 8-bit ASCON-AEAD implementation, where the intermediate value
remains uniformly distributed under ineffective faults.

The results presented in this chapter was published and presented in the international
workshop Fault Detection and Tolerance in Cryptography (FDTC 2025) [NGC25d].

5.2. Statistical Ineffective Fault Analysis

In this section, we provide the background on Statistical Ineffective Fault Analysis
(SIFA). We then recall the attack strategy proposed by Dobraunig et al. [DMM+19]
for applying SIFA to nonce-based authenticated encryption schemes and describe its
application to ASCON-AEAD.

5.2.1. Attack Principle

Proposed by Dobraunig et al. [ DEK+18], SIFA combines the ideas of Ineffective Fault
Analysis (IFA) [Cla07] and Statistical Fault Analysis (SFA) [FJL+13b]. It exploits
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the distribution caused by ineffective faults, 7.e., those that do not affect the outcome
of a computation. As the fault effect depends on the intermediate value at the chosen
attack point, the distribution of this value is often biased. Relying on solely ineffective
faults makes SIFA applicable even in the presence of popular detection/infection
countermeasures [DEK+18]. In the case of detection, the countermeasures can be
seen as a filter for the ineffective faults.

Table 5.1 provides an example of the distribution table for a stuck-at-0 fault on 2-bit
values. The probability that any value x becomes 2’ = 00 by a stuck-at-0 fault is
1 (first column). The probability that any value x becomes x’ # 00 by a stuck-at-0
fault is 0 (other columns). The diagonal of red values represents the non-uniform
distribution of ineffective faults (x = 2/).

/

x
00 01 10 11

ooy 1 0 0 O

. ory1 0 0 O
071 0 0 0
171 0 0 0

Table 5.1.: Fault distribution table for 2-bit stuck-at-0 fault model [DEK+18].

The principle of SIFA is as follows. First, the attacker chooses an intermediate value
as the attack point such that its calculation depends on parts of the key. Second,
he forces the values at the attack point to follow a non-uniform distribution by fault
inductions. In practice, these faults can be achieved with an instruction skip using
clock glitches [DEK+18; DEG+18] or using laser [DEK+16]. Third, he collects a set
of data (e.g., plaintexts, ciphertexts, nonces) corresponding to the ineffective faults.
Finally, key recovery is performed using this set. For each key guess, the attacker
computes the intermediate value using the collected data. This value should follow an
(unknown) non-uniform distribution when the key is correctly guessed. In contrast,
the distribution of the calculated values is expected to be close to uniform for any
wrong key guesses. Hence, the key guess corresponding to the calculated distribution
that is “furthest” from uniformity can be identified as the correct key.

5.2.2. Application to Nonce-based Authenticated Encryption

As this chapter investigates more thoroughly the extension of SIFA to nonce-based
authenticated encryption schemes by Dobraunig et al. [DMM+19], we now recap the
principle of their attack strategy. The authors focus on the initialization phase of
the authenticated decryption, where the nonce N and the key K are processed. The
verification of the tag T in the decryption is considered as the filter for ineffective
faults. The state before the application of the S-box in the second initialization round
is chosen as the attack point. The distribution of one or multiple bits (intermediate
value) at this state is assumed to be non-uniform for the filtered computations. A
sufficient number of nonces corresponding to ineffective faults is collected for key
recovery.

In the demonstration on Keyak and Ketje, the authors recovered the key by exploiting
the biased distribution of a single bit before the application of the S-box in the second
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round. They also detailed the analysis of the involved key bits in the calculation of
the targeted bit. Their experiment was conducted on a 8-bit Xmega 128D4 micro-
processor. An instruction in the S-box computation of the first round was skipped
by clock glitches. This leads to the bias in the distribution of the targeted bit.

Application to Ascon-AEAD. In [DMM+19], the authors conjectured that their
attack strategy can also be adopted to other schemes and ASCON-AEAD is one of
them. We now detail the application of this attack strategy to ASCON-AEAD before
presenting our analysis in the next sections.

Following [DMM+19], a bit at the input of the S-box in the second round of the
initialization is chosen as the attack point. Note that, in ASCON-AEAD, this is
the same as choosing the first round output as the attack point because the step
of constant addition in the second round does not change the distribution of the
targeted bit. Thus, the attacker can choose one of the following as the intermediate
value: zg, 2.2, zg, 21 (see Figure 5.1), where the superscript j € [0,63] denotes the
j-th bit in a word (the rightmost bit is at index 0). The computation of each of these
bits involves three S-box applications in the first round as the effect of the linear
diffusion layer.

| S-box operations

Linear diffusion operations

Figure 5.1.: Involved bits in the computation of 2.

We provide hereafter a detailed analysis for a bit of the first word, z). A similar

analysis is applicable for a bit of other words, z{, 23, 23, z;. Figure 5.1 depicts the
involved bits in the computation z{ = y} @ v 19 @© vy, where yj is computed as
the following:

yo =ikl ©n) O KK Ok o KIV @k, © IV,

Generally, the computation of zo involves the following bits:

e 6 bits of the key, including 3 bits from the first key half (K2, kg+197 k(g)‘+28) and 3
bits from the second key half (&7, k{+19’ k{+28),

e 6 bits of the nonce, including 3 bits from the first nonce half (nd, ny™ n)"*)

19 j+2
and 3 bits from second nonce half (nd, 7] ni*>®)

I
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e 3 constant bits of the initialization vector IV.

We observe that the key bits only have linear influence (XOR operations) on the
computations of z% and zé (see Equation 2.3 and Equation 2.2). As a consequence,
the intermediate value (2 or z}) will have the same distribution for all the key
candidates in the key recovery (not considering its sign). For this reason, the correct

key guess cannot be distinguished if one of these bits is chosen as the attack point.

Meanwhile, the key bits influence the computations of 2], 2] and 2] in a non-linear
manner (there are AND operations between the nonce and the key). Therefore, the
correct key and the wrong key guesses can be distinguished if the attacker chooses
one of these bits as the attack point. We will thus focus on the computations of zg, z{
and z] in our analyzes in the next sections. Note that this is similar to the remarks
in our analysis of the selection function for CPA in Chapter 3.

5.3. Ineffective Faults with Instruction Skip

In the context of SIFA, a commonly used method to induce a fault in practice is
to skip an instruction. This skipped instruction is usually involved in the S-box
computation, as demonstrated in prior works [DEK+18; DEG+18; DMM+19].

In this section, we analyze the feasibility of obtaining an ineffective fault via an
instruction skip in a w-bit architecture, where w € {8,32,64}. More specifically, we
consider the skipped instruction to be one of the following operations: XOR, AND and
NOT, which are core components of authenticated encryption schemes such as ASCON-
AEAD and those based on Keccak permutation. We then validate our analysis with
a case study on ASCON-AEAD.

5.3.1. Main ldea

In the following, we analyze the effect of skipping each of XOR, AND and NOT instruc-
tions. For each case, we assess the practicality of SIFA by computing the probability
that a fault is ineffective.

Skipping an X0R

We first generalize the skipped instruction into two scenarios: one where the source
registers are different from the destination register, and another where one of the
source registers is also the destination register. These scenarios commonly appear
in ARM architectures. Additionally, the latter scenario captures the 2-operand in-
struction format found in architectures such as AVR. The skipped instruction is
highlighted in red as follows:

OPO R2 - OPO RQ - —
XO0R Ry, Ry Ro XOR R, Ry Rg
0P, — Ry 0P, — Ry —

Scenario 1 : R, = R; D Rg Scenario 2 : R, = Ry, @ Rg



Analysis of SIFA on Nonce-based Authenticated Encryption 64

In the above illustration, 0P, and 0P, represent operations, R; and R, denote w-bit
registers, and Ry represents either a w-bit register or an immediate value. Registers
or immediates that are not relevant to our analysis are denoted by “—” for improved
readability.

We focus on the value of the destination register R, in 0Py and XOR. Let vy denote the
value of R, after the execution of OPy. Under normal conditions (i.e., without fault
injection), this register is subsequently updated by the execution of XOR, resulting in
a new value v},. However, if XOR is skipped due a to a fault, the value of R, remains
unchanged at vy. Consequently, the instruction 0P, operates on a faulty value of R,.

Let vy and v; denote the value of Ry and Ry before the execution of XOR. We have
vy = v D vy

in the first scenario and
!
Uy = Vg D Vg

in the second scenario. We make the following assumptions:

1. vg, v1 and vy are uniformly distributed and independent. This typically occurs
when these values originate from, or are derived from, random inputs (e.g.,
plaintexts, ciphertexts, nonces), which is usually the case in practical SIFA
scenarios. As a result, v} is uniformly distributed and independent of v,.

2. When a fault occurs (i.e., the XOR instruction is skipped), it is considered
ineffective if vy = vl Otherwise, the fault is referred to as effective.

As vy and v}, are independent and uniformly distributed, the probability of an inef-
fective fault is:
Prlvy = vy] =27,

where w € {8, 16, 32} denotes register bit-width of the hardware architecture. For 32-
bit and 64-bit architectures, Prlvy = v4] &~ 0, meaning that it is practically inefficient
to obtain an ineffective fault. In contrast, Prfv, = vj] = 278 for 8-bit architecture,
implying that an ineffective fault can be expected once every 2® executions with
random inputs. This shows that performing SIFA by skipping an XOR instruction is
highly inefficient for 32-bit and 64-bit architectures, as the probability of achieving
an ineffective fault is too low to be practical.

Skipping an AND
Similar to before, we first generalize the skipped instruction into two scenarios. In

the case of an XOR instruction, the analysis is the same for both scenarios. However,
for the AND instruction considered here, the analysis differs between the two.

OP0 R‘Q - OPO RQ - -
AND R, Ry Ro AND R, Ry Ry
0P, — Ry — 0P, — Ry, —

Scenario 1 : R, = Ry ARg Scenario 2 : Ry, = Ry A Rg
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Using the same notations as before, let vy, v; and v, denote the values of registers Ry,
Ry, and Ry, respectively, prior to the execution of AND. Let v) represent the value of
R, after the execution of AND under normal conditions (i.e., without fault injection).
If the AND instruction is skipped, the value of R, remains unchanged at v,. We make
the following assumptions:

1. vy, v1 and vy are independent and uniformly distributed.

2. When a fault occurs (i.e., the AND instruction is skipped), it is considered
ineffective if vy = vl Otherwise, the fault is referred to as effective.

Scenario 1. We have v, = v; A vg. For simplicity, we consider 1-bit values for vy,
vy, vy and vy. Table 5.2 presents the truth table of the AND operation. Since vq is
uniformly distributed, it takes the value 0 with probability 0.5 and the value 1 with
probability 0.5. When v, = 0, the probability that the fault is ineffective equals the
probability that v5 = 0, which is 0.75. Conversely, when vy = 1, the probability that
the fault is ineffective equals the probability that v4 = 1, which is 0.25. Therefore,
the total probability of an ineffective fault is

Prlvg = 5] = 0.5 x 0.754 0.5 x 0.25 = 0.5.
When considering a w-bit architecture, the probability of an ineffective fault becomes
Prlvy = vy] = 27",

This result is analogous to skipping an XOR instruction. For 32-bit and 64-bit archi-
tectures, the probability of achieving an ineffective fault is too low to be practical.

Vo vy vh
0 0 0
0 1 0
1 0 0
1 1 1

Table 5.2.: Truth table of AND operation for v5, = v; A vy in scenario 1.

Scenario 2. We have v, = vy A vg. We consider the 1-bit truth table in Table 5.3
for this equation. It can be seen that the probability of a fault being ineffective is
Prvy = v}] = 0.75. When considering a w-bit architecture, this probability becomes

Prlvy = vy] = 0.75".

For w = 32 and w = 64, the values of Prlvy = v}] are approximately 10~* and
1078, respectively. This means that it is more practical for a fault to be ineffective.
Therefore, skipping an instruction of this type makes SIFA more applicable.

Skipping a NOT

As before, we first generalize the skipped instruction into two scenarios. We use the
same notation for register values as above. We make the following assumptions:
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Vo Vg vh vy = U4
0 0 0 v

0 1 0

1 0 0 v

1 1 1 v

Table 5.3.: Truth table of AND operation for v5 = vy A vy in scenario 2.

1. vy and vy are independent and uniformly distributed.

2. When a fault occurs (i.e., the NOT instruction is skipped), it is considered
ineffective if vy = vl Otherwise, the fault is referred to as effective.

0Py Ry — — 0Py Ry, — —
NOT RQ Ro NOT RQ R'Q
0P, — Ry — 0P, — R, —

Scenario 1 : R, = —R, Scenario 2 : R, = —R,

Scenario 1. We have v}, = —wy. Since vy is uniformly distributed, v/ is also uni-
formly distributed. Therefore, the probability of a fault being ineffective is

Prlvy = vy] = 27",

This probability is similar to that of skipping an XOR instruction, meaning that it is
highly inefficient to obtain an ineffective fault on 32-bit and 64-bit architectures.

Scenario 2. We have v, = —w,. In this case, an ineffective fault never occurs,
/
Prlvy = vg] = 0.

Therefore, if a NOT instruction corresponding to this scenario is skipped, the applica-
tion of SIFA becomes infeasible.

5.3.2. Application to Ascon-AEAD

To validate the above analysis, we simulate an instruction skip on the 8-bit ASCON-
AEAD implementation.! We use two instances of the encryption implementation,
one as the reference and the other modified to skip an instruction. Specifically, an
8-bit instruction involved in the first round computation during the initialization is
skipped. This instruction corresponds to one of the scenarios discussed above. Both
instances are executed with the same random nonce (while the associated data and
plaintext are set to empty strings, as they are not relevant to the attack). If the
outputs produced by both instances are identical, the fault is considered ineffective.

Table 5.4 presents the results of our simulation. As expected, the empirical prob-
abilities are very close to the theoretical ones. This confirms the soundness of our
analysis.

!The 8-bit implementation can be found at: https://github.com/ascon/ascon-c/tree/main/
crypto_aead/asconaead128/bi8


https://github.com/ascon/ascon-c/tree/main/crypto_aead/asconaead128/bi8
https://github.com/ascon/ascon-c/tree/main/crypto_aead/asconaead128/bi8
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Skipped | # Ineffective | Empirical | Theoretical

Instruction Faults Probability | Probability
XO0R S1 81 0.0040 0.0039
XO0R S2 79 0.0040 0.0039
AND S1 80 0.0040 0.0039
AND S2 2011 0.1006 0.1001
NOT S1 74 0.0037 0.0039
NOT S2 0 0 0

Table 5.4.: Empirical results from the instruction skip simulation. The encryption
instances were executed 20000 times with random nonces.

5.3.3. Discussion

The key point from our analysis is that, although SIFA is a powerful attack, its
applicability depends on both how the fault is introduced and on the architecture of
the target device. If an attacker blindly skips an instruction in the hope of causing
an ineffective fault, the chances of success can be varied. Especially when skipping
an XOR instruction in 32-bit and 64-bit architectures, it becomes highly inefficient to
obtain an ineffective fault. In such cases, other fault injection techniques may be
more efficient. For example, an attacker could use laser fault injection to force one
or several bits in a register to be stuck at 0. In this case, only a few bits are affected,
rather than the entire 32-bit or 64-bit register, increasing the probability of a fault
being ineffective.

In our analysis, we model instruction skip scenarios in authenticated encryption
schemes like ASCON-AEAD. However, those scenarios may not cover all practical
cases. For example, in the second scenario involving a skipped NOT instruction, where
vy = —wy, we argue (under stated assumptions) that an ineffective fault never occurs.
Now, suppose that v4 is used in a subsequent operation, such as u. = viAvy = =y Avy.
If the NOT is skipped, R, retains the value vy, and the operation becomes uy = vy Avy.
In this case, an ineffective fault (u. = uy) occurs with the probability of 0.5 for 1-bit
values, as shown in Table 5.5.

Vo Vs U Uy Ue = Uy
0 0 0 0 v

0 1 0 0 v

1 0 1 0

1 1 0 1

Table 5.5.: Truth table of u. and uy.

5.4. Uniformity of Intermediate Value

In authenticated encryption schemes such as ASCON-AEAD and those based on Kec-
cak permutation, each round typically consists of two types of operations: one for
diffusion and another for non-linearity (S-box). In the attack strategy proposed by
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Dobraunig et al. [DMM+19], a single bit of the state just before the S-box appli-
cation in the second initialization round is chosen as the intermediate value. This
bit generally results from a diffusion process at the end of the first round or at the
beginning of the second round. In other words, the intermediate value is the XOR
of several S-box output bits from the first round.

Our key observation is as follows: if these S-box output bits are uniformly distributed
and independently computed, and if at least one of the S-box computations is unaf-
fected by the fault (e.g., instruction skip), then the distribution of the intermediate
value remains uniform. Consequently, SIFA is not applicable in this scenario.

In this section, we first formalize this property and provide a general proof. Then,
we demonstrate its application in the context of ASCON-AEAD.

5.4.1. Main ldea

Let v be the intermediate value, and let 4%, ', ..., y*"! denote ¢ output bits from /¢
S-box computations involved in the XOR computation of v. We write:

v=y'eye.. . eyt (5.1)

We denote y/ = f(z},2],...,2) ) the computation of the S-box output bit 3/, where
] J
s Lm—

j e [0, —1] and 2},27,... 2] | are m S-box input bits. We make the following
assumptions:

1. The S-box computations producing 3°, ', ...,y* ! are independent, which also

implies that their input tuples (x9,29,...,2% ), (zd, 2}, ...,2} ), ..., (x5,

207t ..., 2t are independent. This independence is usually the case when

the S-box is implemented in bitsliced form, as in ASCON-AEAD.
2. Each ¢, for 0 < j < ¢ — 1, is uniformly distributed.

3. At least one of the S-box computations is unaffected by the fault (e.g., instruc-
tion skip). Without loss of generality, we assume that the computation of ¢° is
unaffected.

Theorem 5.1. In the case of ineffective faults, the filtered values of v follow a uni-
form distribution.

As a consequence of Theorem 5.1, SIFA is not applicable because the distribution of
the intermediate value v remains unbiased. We now proceed to prove this theorem.
If there is no filter for ineffective faults, the proof becomes trivial since the uniformity
of y° (by assumption) directly implies the uniformity of the v. However, SIFA relies
exclusively on ineffective faults, meaning that only (filtered) correct values of v are
considered. This filtering makes the proof more complicated.

Here is the proof sketch. First, we define a Boolean variable ¢ that indicates the
effectiveness of the fault: & = 1 if the fault is effective, and & = 0 otherwise. Our
goal is to show that the distribution of v remains uniform given that the fault is
ineffective. Formally, we want to prove the following conditional probability:

Prjv = al]{ = 0] = 0.5, (5.2)
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where a € {0,1}. Next, we demonstrate that £ is independent of y°. Since 3° is
uniformly distributed by assumption, this independence implies that its uniformity
is preserved even when conditioning on ¢ = 0. Finally, the uniformity of y° leads
directly to the uniformity of v.

Lemma 5.1. The variable § can be expressed as a Boolean function of the input
bits to the S-box producing y',...,y*"t. These input bits are denoted by z, for
0<i<m-—-1land1<j</{-—1.

Proof of Lemma 5.1. We construct a truth table for 3, ...,y !, considering all pos-
sible values of the inputs :Ug, for0<i<m-1land1 <5 </—1. We use two
copies of this table: the first serves as a reference, while in the second, we re-evaluate
the values of y', ..., y""!, taking the fault effect into account. By comparing the two
tables, we identify input values where the fault is ineffective. Example 5.1 provides
a demonstration of this process.

We then construct the truth table for &, considering all possible values of xi , for
0<i<m-—-—1land1l<j</{—1. If an input results in an ineffective fault, we set
¢ = 0; otherwise, £ = 1. From this truth table, the Boolean function representing &
can be derived. O]

Example 5.1. We consider the function y' = xj@xizl (€ =2, m =3). Let registers
Ro, Ry, and Ry store the values xy, x1, and x3, respectively. The value y* is computed
using the following instructions:

AND Ry R; Ry
XOR Ry Ro Ry

If the AND instruction is skipped, the computation becomes ' = z{ @ x1. The fault is
consider ineffective if y* = §', as shown in Table 5.6.

o o @ |y G ] =3 ¢
0 0 0 0 0 ve 0
0 0 1 0 0 ve 0
0 1 0 0 1 1
0 1 1 1 1 v 0
1 0 0 1 1 v 0
1 0 1 1 1 v 0
1 1 0 1 0 1
1 1 1 0 0 v 0

Table 5.6.: Example of truth table construction for .

Corollary 5.1. The variable ¢ is independent of the S-box output bit °.

It is evident that ¢ is independent of °, since the Boolean function representing &
does not depend on the input bits of ¢°, and the computation of " is independent
of those of y',... y* L
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Proof of Theorem 5.1. Let a € {0,1}. By assumption, Pr[y° = a] = 1/2. Since &
and y° are independent (Corollary 5.1), it follows that

Pr[y’ = al¢ = 0] = Pr[y° = a] = 0.5.

This means that y° remains uniformly distributed even when conditioned on the
fault being ineffective. Consequently, the uniformity of v directly follows from the
uniformity of ¢°. O

5.4.2. Application to Ascon-AEAD

In the context of SIFA on AscON-AEAD, following the attack strategy proposed by
Dobraunig et al. [DMM+19], a bit in the first round output of the initialization is
chosen as the intermediate value (also corresponding to a bit in the state before the
application of the S-box in the second round). As discussed in Section 5.2, we focus
only on the bits zé, z1 and 23, as the key influences these bits in a non-linear manner.
We now show that the intermediate value (zg, z1 or 2]) has uniform distribution even
when conditioned on ineffective faults. As a consequence, SIFA is not applicable
since the distribution of the intermediate value is unbiased. Our analysis considers
an instruction skip as the fault in an 8-bit implementation.

To prove the uniformity of the intermediate value, we show that the 8-bit imple-
mentation of ASCON-AEAD satisfies the three assumptions for Theorem 5.1. We
present here a detailed analysis for zé, a similar analysis can be straightforwardly
applied to 27 and 2. Recall that the output bits 43, 427" and 377>°, each resulting
from separate S-box computations, are involved in the XOR computation of zg, as

presented in Section 5.2. Thus, Equation 5.1 becomes

: , o L og
B=Rew " ew -

First, it is straightforward to observe that the S-box computations producing yg, yé“g
and yé”g are independent, due to the bitsliced design of ASCON-AEAD. Hence, the
first assumption is satisfied.

Second, we show that each of yg, ygﬂg and yé”s is uniformly distributed under fault-

free conditions. As the S-box computation is identical for these three bits, it suffices
to examine the distribution of one of them, say yg. Recall that the computation of
yg is given by:
Yo =k} ©n) © KK &k © KIV @ k) ® IV

Note that in a SIFA attack, the key is fixed on the device. Therefore, we must
verify that, for each fixed key (kJ, k]) and for each constant bit of the initialization
vector (IV/), the distribution of yg over all possible values of the nonce bits (né, nl)
is uniform. When IV’ = 0, the evaluation of yg simplifies to:

nj when (kj, k1) = (0,0),

= n{) o1 when (kg, k{) =(0,1),
T \wlem a1 when (k) = (1,0)
W @nl®1 when (k) k) = (1,1),
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and when IV/ = 1, it becomes:

n) @1 when (k}, k) = (0,0),

i ni) when (), k]) = (0,1),
o= n] @ nj) when (k), k]) = (1,0),
n] ®nd &1 when (k), k) = (1,1),

Since ng and n]l are uniformly distributed by assumption, it follows that yg is also
uniformly distributed. Hence, the second assumption is satisfied.

Third, we show that at least one of the computations of 4, v/ and ™ is un-

affected by an instruction skip (i.e., the fault). Recall that we exclusively focus on
the 8-bit implementation. To establish this, we demonstrate that the bitsliced S-
box computation never processes the data involved in the computations of yg, yéﬂg
and yé”g within a single instruction. In other words, the bits at the three indices
(7,7+19, 7+428) of a word never appear in the same 8-bit block (i.e., byte or register)
in the 8-bit implementation. We verify this for two practical bit arrangements used
in ASCON-AEAD, with and without the interleaving technique [BDP+11]. These
arrangements are as shown in Table 5.7 and Table 5.8. Figure 5.2 illustrates the
8-bit blocks in ASCON-AEAD’s state when the interleaving technique is not applied.
One can verify that, for every j € [0,63], the three indices never fall within the same
8-bit block. As a result, skipping an instruction does not simultaneously affect all

three computations of 7, yé“g and y6+28. Thus, the third assumption is satisfied.
Byte 7 | 63 62 61 60 59 58 57 56
Byte 6 | 55 54 53 52 51 50 49 48
Byte 5 | 47 46 45 44 43 42 41 40
Byte 4 |39 38 37 36 35 34 33 32
Byte 3|31 30 29 28 27 26 25 24
Byte 2 |23 22 21 20 19 18 17 16
Byte 1|15 14 13 12 11 10 9 8
Byte 0| 7 6 5 4 3 2 1 0

Table 5.7.: Arrangement of 64-bit word into bytes. The positions corresponding to
indices 0, 19 and 28 are highlighted in red.

Byte 7 |63 55 47 39 31 23 15 7
Byte 6 |62 54 46 38 30 22 14 6
Byte 5 |61 53 45 37 29 21 13 5
Byte 4 |60 52 44 36 28 20 12 4
Byte 3|59 51 43 35 27 19 11 3
Byte 2 |58 50 42 34 26 18 10 2
Byte 1 |57 49 41 33 25 17 9 1
Byte 0 [ 56 48 40 32 24 16 8 0

Table 5.8.: Arrangement of 64-bit word into bytes using the interleaving technique.
The positions corresponding to indices 0, 19 and 28 are highlighted in red.

To empirically validate our analysis, we compute the probabilities of the intermedi-
ate value z taking values 0 and 1, based on the ineffective faults simulated in the
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Figure 5.2.: 8-bit blocks in the ASCON-AEAD’s states (without using the interleaving
technique). Bits involved in the computations of v, 33", 47" and 2

are highlighted in gray.

previous section. The results are shown in Figure 5.3. As observed, the empirical
probabilities gradually converge to a uniform value of 0.5 as the number of ineffective
faults increases.
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Figure 5.3.: Pr[z] = 1|¢ = 0] with increasing number of ineffective faults.
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5.5. Conclusion

In this chapter, we provide a more in-depth analysis of the SIFA-based attack strat-
egy on authenticated encryption schemes proposed by Dobraunig et al. [DMM+19],
with a particular focus on instruction skip as the fault method. We show that the
probability of achieving an ineffective fault depends on the type of instruction and
the device architecture. Notably, skipping an XOR instruction in a 32-bit and 64-bit
architectures is unlikely to result in an ineffective fault. Furthermore, we formally
show that the intermediate value at the attack point can unexpectedly remain unbi-
ased under ineffective faults. Both findings highlight the cases where SIFA becomes
inapplicable.

One limitation of our approach is that the modeling of instruction skip scenarios in
Section 5.3 may not be exhaustive. In practice, other instructions, such as OR or BIC
on ARM architectures, could also be used. Another limitation is that we focus only
on SIFA failures with the attack strategy proposed by [DMM+19]. A modification of
this strategy might lead to a successful attack. For example, Figure 5.2 suggests that
targeting an intermediate value at the S-box output could be a promising alternative.
We leave the exploration of such cases for future work.

In summary, this chapter presents a novel perspective on SIFA when applied to
nonce-based authenticated encryption schemes. In the next chapter, we investigate
another prominent type of FA, with a focus on AES.
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In this chapter, we present the contribution from our study on the threat of Fault
Attacks (FA) against the Advanced Encryption Standard (AES). We focus on an-
other prominent type of FA, namely Persistent Fault Analysis (PFA). Our study is
restricted to the 128-bit key variant; hereafter, when we refer to AES, we mean this
variant.

6.1. Context and Motivation

In the literature, faults are typically categorized according to the duration of their ef-
fect, namely into transient faults, persistent faults, and permanent faults. A transient
fault affects the execution in a very short period, typically during a single execution.

75
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This means that a transient fault causes errors in only one execution and does not
persist in subsequent executions. A permanent fault, on the other hand, has a lasting
effect on the target and cannot be erased. Persistent faults, on which we focus in this
chapter, fall between the other two categories. A fault of this type persists across
different executions but is erased once the device is reset.

The concept of persistent faults was introduced by Schmidt et al. [SHP09] with an
application to attacking AES. Recently, Persistent Fault Analysis (PFA) has received
significant attention since the work of Zhang et al. [ZLZ+18]. In their work, the au-
thors developed a dedicated model for the persistent fault setting and proposed a
technique for key recovery in block ciphers, with an application to AES. The model
assumes that the ciphers are implemented with a lookup table for the S-box and that
the faults affect one or multiple S-box elements stored in memory (e.g., ROM). Specif-
ically, the faults result in a biased faulty S-box, where one or several S-box elements
appear more than once while one or several others disappear. These faults persist
across different encryptions until the device is reset. Building on Zhang et al.’s model,
many follow-up works have either aimed to reduce the number of required cipher-
texts by more advanced analyses [CGR20; XZY+21; ZZJ+20; SBH+22; ZFL+22;
ZHF+23] or to apply this model to attack different (protected) ciphers [PZR+-19;
GPT19; TL22; ZFL+22]. Among the previous works, only a few focus on fault injec-
tion experiments [ZLZ+18; SHP09; ZZJ+20; SBH+22; GTB+24], while the others
primarily focus on analysis based on assumptions about the faults.

We make the first key observation: existing PFA are all based on the assumption
that the S-box is implemented as a lookup table stored in memory, with one or
more elements being faulted (as modeled by Zhang et al. [ZLZ+18]). In practice,
this table is typically stored statically in FLASH/ROM and then copied to RAM in
runtime. Some works target inducing faults directly in FLASH [GTB+24] or ROM
[SHP09], while others focus on inducing faults in SRAM [ZZJ+20], DRAM [ZLZ+18],
or during the table transfer from FLASH to RAM [SBH+22]. However, a static S-
box table stored in FLASH is not always the case in practice. In embedded systems,
there is often a question about using FLASH and RAM for table storage. Storing
lookup tables in FLASH consumes a certain amount of permanent memory space. To
reduce this, tables can be generated on-the-fly. Table generation helps save FLASH
space, while the RAM usage remains unchanged, whether the table is copied from
FLASH or generated at runtime. For that reason, many embedded systems use the
table generation approach. In reality, some embedded cryptographic libraries, such
as MbedTLS! and cryptlib,? offer this strategy for their AES implementations.

Our second key observation is that persistent faults in the literature are primarily in-
duced by bit flips in memory, often achieved through laser-based techniques [ZZ.J+-20;
SHP09; GTB+24]. Laser-based fault injection is highly complex and requires spe-
cialized, expensive equipment, costing hundreds of thousands of dollars [BH22]. Tt
also demands high-precision laser pulses with proper intensity and focus, as well as
chip decapsulation without causing damage. Another approach for inducing persis-
tent faults is electromagnetic fault injection (EMFI), as demonstrated in [SBH+22].
The experimental setup in [SBH+22] is also quite complex. It requires precise con-

'https://github.com/Mbed-TLS/mbedtls, version 3.6.1
’https://www.cs.auckland.ac.nz/~pgut001/cryptlib/, version 3.4.8


https://github.com/Mbed-TLS/mbedtls
https://www.cs.auckland.ac.nz/~pgut001/cryptlib/

" Context and Motivation
Reference Fault target Fault injection technique
masi | L e
we | S
sww | S
GTB24] | i FLASH momory
sBHE22 | S o A "y dectronmgmetic
g‘elzltslov;lf%r;( S-box table generation Skip Eiynilszlkhgl?tr;dion
giltslovg%rii Round constant table generation Skip Eiynils(lzlkhglittrcftion

Table 6.1.: Comparison between our work with previous PFA on AES.

trol over high-voltage pulses (up to 200V) with very low rise time (less than 4ns)
to avoid damaging the device, expertise in EM probe customization, and accurate
probe positioning for effective fault injection.

Meanwhile, instruction skip, a simple technique easily achievable with almost any
fault injection techniques (e.g., voltage/clock glitch, laser, EM), has not yet been
explored for inducing persistent faults in the literature. In addition to being easy
to implement, instruction skip can also be achieved with very low-cost equipment,
for example, using clock glitch for about 130 dollars or EM for about 10 dollars (see
[BH22]). This leads us to the following research question: Can we perform a PFA
attack with an instruction skip (that is easy to insert)? Targeting faults in S-box
elements stored in memory, as done in previous works, may seem infeasible with this
approach. However, considering our first key observation about implementations that
generate table at runtime, we could instead focus on skipping an instruction during
the table generation phase.

Our third key observation is that existing PFA all target to fault the S-box elements.
Their analysis phases focus on exploiting the biased distribution of the ciphertexts
as the consequence of the biased faulty S-box. This leads us to the second research
question: Are the S-box elements the only constants that the attacker can target to
fault in the PFA context?

In this chapter, we provide affirmative answers to the two research questions above.
In particular, we present the following results:

e First, we show that a PFA attack on AES can be performed using an instruction
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skip. This is particularly effective against implementations that generate the
S-box table at runtime, during the initialization phase, before executing the
first AES operation. We showcase an attack on the AES implementation in
MbedTLS by using a clock glitch to skip an instruction, resulting in a faulty
S-box that can be exploited to recover the key.

e Second, we show that the S-box is not the only target for fault injection in PFA
attacks. We propose, to our knowledge, the first PFA that exploits a fault in a
constant other than S-box elements. Specifically, we consider a persistent fault
induced on a round constant involved in the AES key schedule. We demonstrate
that the key can be effectively recovered using a differential fault analysis.

Table 6.1 presents a comparison between this work and the existing PFA in the
literature that include practical fault injection experiments. Other studies, such as
[CGR20; XZY+21; ZFL+22; ZHF+23|, which focus on the analysis phase based on
assumptions about the faults, are excluded from this comparison.

For reproducibility, we publish the source code for our experiments and simulations.
The experimental code is intended for those with access to the required hardware,
while the simulation code can be used by those without the hardware. The code is
available at

https://github.com/nvietsang/pfa-inskip.

The results presented in this chapter was published in the international journal IJACR
Communications in Cryptology (CiC 2025) [NGC25b].

6.2. Related Works

In this section, we briefly review related works in the literature. We categorize these
works into two groups: those addressing the fault analysis phase and those addressing
the fault injection phase.

6.2.1. Fault Analysis Phase

At CHES 2018, Zhang et al. [ZLZ+18] introduced a model dedicated to persistent
faults and a novel analysis known as Persistent Fault Analysis (PFA). In this model,
the S-box is assumed to be implemented as a lookup table and stored in memory.
A single fault on an S-box element v alters this value to the faulty value v # v.
Since S-box is a permutation, v no longer appears in the S-box, while v’ appears
twice as often. Consequently, one value will never be observed in each ciphertext
byte, and another value will be observed twice as often. This results in a non-
uniform probability distribution for each ciphertext byte as shown in Figure 6.1. If
an attacker collects a sufficiently large number of ciphertexts, he can recover the last
round key through a statistical analysis. Both the fault value (i.e., v & v') and the
fault location (i.e., the location of v) are assumed to be known in this model.

Many follow-up works have been proposed based on the same model introduced by
Zhang et al. [ZLZ+18]. Carré et al. [CGR20] reduced the number of ciphertexts
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needed for the analysis of AES by applying maximum likelihood estimation. Pan
et al. [PZR+19] showed that PFA can break higher-order masking schemes with a
single persistent fault and showcased on the masked implementations of the AES
and PRESENT ciphers. Note that to apply PFA, they assumed that (part of) the
masked S-box computation is realized as a lookup table. Gruber et al. [GPT19]
applied PFA to the authenticated encryption schemes. Xu et al. [XZY+21] enhanced
PFA by extending the analysis to deeper middle rounds. Caforio and Banik [CB19]
constructed PFA on generic Feistel schemes, with an additional requirement for the
model that an attacker can collect both correct and faulty ciphertexts.

At CHES 2020, Zhang et al. [ZZJ+20] relaxed the assumption of knowing the fault
value and the fault location for the case of a single fault with applications to the AES
and PRESENT ciphers. For multiple faults, both [ZLZ+18] and [Z2ZJ+20] (double
faults) presented analysis methods, however, the values and locations of the faults
need to be known in both works. This assumption for the case of multiple faults
was then relaxed by Engels et al. [ESP20] and Soleimany et al. [SBH+22] with
applications to the AES and LED ciphers. Zheng et al. [ZLZ+21] and Zhang et al.
[ZHF+23] proposed a collision analysis and chosen-plaintext analysis, respectively,
which operate under a relatively relaxed model that does not require any information
about the fault value, the fault location, or the number of faults.

6.2.2. Fault Injection Phase

Schmidt et al. [SHP09] reported that irradiating ultraviolet (UV) for a few minutes
can flip bits from 0 to 1 in various types of non-volatile memory (EPROM, EEPROM,
FLASH). They also demonstrated a real attack on AES by faulting an S-box element.
In 2014, Kim et al. [KDK+14] exposed persistent bit flips on DRAM using the
rowhammer technique, successfully inducing errors in most DRAM modules from
major manufacturers. Using this technique, Zhang et al. [ZLZ+18] faulted the
AES’ T-tables stored in DRAM in their PFA attack. In [ZZJ+20], Zhang et al.’s
experiment on the SRAM of an ATmegal63L microcontroller showed that a single
laser pulse can flip two adjacent bits. Soleimany et al. [SBH+22] experimented with
electromagnetic fault injection (EMFI) on an STM32F407VG microcontroller. The
EM pulse more likely affects multiple S-box elements (3-5 elements for the LED S-box
and 4-6 elements for the AES S-box). Grandamme et al. [GTB+24] demonstrated
that it is feasible to inject faults into S-box elements stored in FLASH memory,
even when the device is powered off. Selmke et al. [SBH+15] demonstrated their
experiments of flipping bits at precise locations into 90 nm and 45 nm SRAM cells.

6.3. Attack with a Fault Injected in S-box Generation

In practice, some public embedded cryptographic libraries, such as MbedTLS and
cryptlib, support the S-box table generation at runtime. This feature is particularly
useful when users aim to save ROM/FLASH usage for statically storing the full table
and benefit from faster RAM access. The generation occurs during the initialization
phase before the first AES operation. Once generated, the S-box table is stored
in RAM and reused across all subsequent AES operations as long as the device is
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not reset. This persistent reuse of the S-box introduces a potential vulnerability.
If the S-box generation process is faulted, the resulting fault affects multiple AES
operations. By collecting sufficient faulty outputs, it becomes feasible to perform a
PFA to recover the key.

Since the analysis phase has been well investigated in the literature, e.g. [ZLZ+18;
77.J420], we refer to these works for the analysis of the key recovery. In this section,
we focus on the injection of a fault in the S-box generation. We begin by describing
the fault model. Next, we detail the S-box generation process with a concrete C
implementation and point out where the fault can be injected. We then present the
experimental results of the fault injection via clock glitching.

6.3.1. Fault Model

We consider AES implementations that generate the S-box table at runtime during
the initialization phase, before the execution of the first AES encryption. The fault
model is summarized as follows:

e The attacker can fault an S-box element by an instruction skip in the S-box
table generation during the initialization phase.

e The fault does not need to be precise in either value or location. Knowing that
an S-box value has changed is sufficient for the attack (we will later show how
to verify that the fault injection is successful).

e The injected fault is persistent, meaning that the affected S-box element re-
mains faulty across encryptions until the device is reset.

e The attacker can collect multiple ciphertexts.

We note that the attack presented in this section is a ciphertext-only attack. There-
fore, the attacker does not need access to the plaintexts.

6.3.2. S-box Generation

We refer to [DR02] for the mathematical aspect of the S-box. Here, we only focus on
the implementation aspect. We use the AES implementation provided by MbedTLS
library® for our demonstration. Listing 6.1 shows the extracted C code for generating
the forward S-box table (FSb). Two additional tables (pow and log) are involved in
this process. The i-th S-box element, FSb[i] for 1 < ¢ < 255, is computed based the
two values logli] and pow[255 — log]i]]. The generation of the pow and log tables
is performed with a loop of 256 iterations in line 18. The computation of the FSb is
then performed with a loop of 255 iterations in line 26, except for the first element
FSb[0], which is directly assigned in line 25. To obtain a faulty S-box element, one
can cause an instruction skip during an iteration in the generation of the FSb table,

3The source code can be found at https://github.com/Mbed-TLS/mbedtls/blob/
71c569d44bf3a8bd53d874c81eeB8acb644dd6e9e3/library/aes. c#L375. To wuse the table
generation feature, we need to deactivate the default macros MBEDTLS_AES_ROM_TABLES,
MBEDTLS_HAVE_ASM and MBEDTLS_AESNI_C in the configuration file https://github.com/
Mbed-TLS/mbedtls/blob/v3.6.1/include/mbedtls/mbedtls_config.h.
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or log table, or pow table.

In addition, Listing 6.1 illustrates the generation of four T-tables (FTO, FT1, FT2,
FT3) derived from the S-box table FSb (line 37). These T-tables are instrumental
in accelerating computation. Each 8-bit S-box element corresponds to four 32-bit
elements distributed across the T-tables. Consequently, to have an equivalent effect
as faulting an S-box element, we need to fault all four corresponding elements in the
T-tables. This approach is inefficient because it requires targeting multiple elements.
However, the generation of the last three T-tables is based on applying a cyclic shift
to the first T-table (lines 46-48). Therefore, by faulting the generation process of the
first T-table (lines 38-45), it is possible to achieve an equivalent effect, making the
fault injection more efficient.

#define ROTL8(x) (((x) << 8) & OxFFFFFFFF) | ((x) >> 24)
#define XTIME(x) (((x) << 1) ~ (((x) & 0x80) 7 0x1B : 0x00))

// Forward S-box & tables
static uint8_t FSb[256];
static uint32_t FTO[256];
static uint32_t FT1([256];
static uint32_t FT2[256];
static uint32_t FT3[256];

static void aes_gen_tables(void){
int i;
uint8_t x, y, z;
uint8_t pow [256];
uint8_t log[256];

// Compute pow and log tables over GF(27°8)

for (i = 0, x = 1; i < 256; i++) {
pow[i] = x;
log[x] = (uint8_t) 1ij;
x "= XTIME(x);

}

// Generate the forward S-box
FSb [0x00] = 0x63;
for (i = 1; i < 256; i++) {

x = pow[255 - logl[ill;

y =x; 9 = (y << 1) | (y > 7);
x "= y; y = (y << 1) | (y > 7);
x "= y; 7y = (y << 1) | (y > 7);
X "= y; 7y = (y << 1) | (y > 7);
x "=y ° 0x63;

FSb[i] = x;

3

// Generate the forward T-tables

for (i = 0; i < 256; i++) {
x = FSb[i]l;
y = XTIME(x);
z =y ° X
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FTO[i] = ((uint32_t) y) ~
((uint32_t) x << 8) ~
((uint32_t) x << 16) ~
((uint32_t) z << 24);

FT1[i] = ROTL8(FTO[il);

FT2[i] = ROTLS8(FT1I[i]);

FT3[i] = ROTL8(FT2[i]);

Listing 6.1: Implementation of S-box generation in C

6.3.3. Experiment

We use the ChipWhisperer to perform the fault injection via a clock glitch. An
additional fast clock cycle is inserted between two ordinary clock cycles during the
execution. The width of the induced clock is chosen such that it is short enough
to disrupt the correct execution of the current instruction but still recognized by
the microprocessor. When the next clock edge arrives, the microprocessor starts
executing the next instruction, effectively skipping the current one. Our fault targets
the generation of the pow, log and FSb tables, as shown in Listing 6.1. Notably, we
do not require a precise fault on a specific instruction or a specific value during the
table generation. Any fault that causes an error in an S-box element is sufficient for
the attack.
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Figure 6.1.: Empirical probability for 256 values of a ciphertext byte.

In this experiment, we use the AES encryption with Electronic Code Book (ECB)
mode from the MbedTLS library. The results should be analogous for other modes, as
the attack exploits the biased distribution of the ciphertext bytes. After performing
the clock glitch, we collect a number of ciphertexts. We now discuss how to verify,
using these ciphertexts, whether the fault has been successfully injected. Let us
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consider what can be observed when an S-box element is faulted as intended. We
compute the empirical probabilities for all 256 possible values of each ciphertext byte.
Figure 6.1 shows this for a specific ciphertext byte, denoted as ¢;, where 0 < 5 < 15.
If an S-box element is erroneous, the distribution of ¢; reveals that one value (denoted

by c;?”i“) never appears, while another value (denoted by ¢j***) appears twice as often.
In practice, if this pattern is not observed across all 16 ciphertext bytes (co, . .., c15)

after analyzing a sufficiently large number of ciphertexts, the fault injection was
likely unsuccessful. In such cases, the fault injection process should be repeated with
different parameters of glitch.

In summary, the attack is automated with the following steps:

1. Perform the clock glitch with chosen values for the parameters (delay, offset
and width).

2. Request the device to do encryption N times and collect N ciphertexts.

max
) C;

14%) as described above:

3. Check if we can observe (c;nin

e If yes, proceed with the key recovery.

e If no, reset the device, go back to step 1 and try with different parameter
values for the clock glitch.

In our experiment using the ChipWhisperer, it takes around 30 minutes identify
a glitch configuration that causes the fault as desired. This duration is primarily
dominated by the calculation of probabilities to check whether an S-box element
is erroneous (step 3). However, we note that this duration depends on the initial
parameter values of the glitch. If the initial configuration is already close to the
successful ones, the time required will be shorter, otherwise, it may take longer.

We now briefly recall the process of recovering the last round key. For further details

and optimizations regarding the required number of ciphertexts, we refer to several
related works, such as [ZZJ+20; CGR20; XZY+21].

Let S[i] and S’[¢] denote the original S-box element that is faulted and its altered
value, respectively. The index 7 represents the location of the element in the table.
The fault value can be expressed as f = S[i|®.5'[i]. Since S[i] no longer appears in the
S-box table and ™" is absent in the distribution of ¢;, we deduce that ¢ = S[i]®k;,
where k; (0 < j < 15) represents the j-th byte of the last round key. Thus, k; can
be recovered using the following equation:

lfj = C;nin EB S[Z]

Note that the fault location 7 is unknown to the attacker. However, this can be
resolved through brute force by testing all 256 possible locations in the S-box (i €
[0, 255]), resulting in 256 candidates for the last round key. We can derive the 256
corresponding master key candidates, as the AES key schedule relies solely on the
forward (faulty) S-box table for both key expansion and key reversal. If a correct
plaintext-ciphertext pair is available, identifying the correct key becomes straightfor-
ward. For ciphertext-only attacks, where such a pair is not accessible, obtaining the
unique correct key candidate is a challenge. Zhang et al. [ZHF+23] addressed this
issue, but in the context of a chosen-plaintext attack (not ciphertext-only).
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6.4. Attack with a Fault Injected in a Round Constant

In this section, we show that S-box elements are not the only target for PFA attacks.
We demonstrate that, by faulting the 8th round constant in AES, an attacker can
recover the key using a Differential Fault Analysis (DFA).

Note this fault attack is akin to the work of Kim [Kim12], which presented a DFA
with a fault in the AES key schedule. The main difference is that Kim considered
a transient fault induced into the first column of the 8th round in the key schedule
process, whereas we consider a persistent fault induced into the 8th round constant.
Our analysis is somewhat simpler since the fault value remains the same across ex-
ecutions due to the nature of a persistent fault. Nonetheless, we can directly apply
Kim’s analysis to recover the last round key. Therefore, we refer to the original anal-
ysis of Kim [Kim12] for the key recovery. In this section, we only focus on the effect

of a persistent fault on the 8th round constant, which is the main difference from
[Kim12].

6.4.1. Fault Model

As in previous PFA with S-box table based on Zhang et al.’s model [ZLZ+18], the
round constants are assumed to be stored as a lookup table in memory. The attacker

can induce a memory fault in an element of the table, for example, by flipping bits
using laser, as in [Z2ZJ+420; GTB+24].

In this work, we consider AES implementations that generate the tables at runtime,
including the table of round constants. We still demonstrate a persistent fault using
an instruction skip. The fault model is summarized as follows:

e The attacker can fault the 8th round constant by skipping an instruction during
the round constant table generation in the initialization phase.

e The fault value does not need to be known. However, the fault location must
be precise, meaning the 8th round constant is specifically targeted. (We will
later show how to verify the success of the fault injection.)

e The injected fault is persistent, i.e., the affected round constant remains faulty
across multiple encryptions until the device is reset.

e The attacker has access to both plaintexts and ciphertexts, as also assumed in
previous PFA [ZHF+23; ZLZ+21].

e The attacker can operate the device in two scenarios: with and without the
fault, to collect correct and faulty ciphertexts. Note that this assumption is
also used in previous PFA [CB19].

The attack presented in this section is a differential attack. The attacker needs to
collect several pairs of correct-faulty ciphertexts encrypted with the same plaintexts.
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6.4.2. Fault Propagation

We now describe how the differential effects of the fault propagate through the last
three rounds of the AES encryption. Let a denote the difference in the output of the
associated XOR operation caused by the fault. Figure 6.2 illustrates the propagation
of a through the 8th, 9th and 10th round keys. Due to the SubBytes transformation,
this difference a results in two additional differential values, denoted b and ¢, in the
9th and 10th round keys. Since the fault is persistent, the values a, b, and ¢ remain
the same across all correct-faulty ciphertext pairs.
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Figure 6.2.: Differential propagation in the key schedule. rcg denotes the 8th round
constant. This figure omits the XOR operations to recursively generate
the 2nd, 3rd and 4th columns of each round key for a succinct illustration.

Figure 6.3 depicts the influence of the differential values a, b and ¢ in the last three
rounds of AES encryption. First, a spreads to the first row of the 8th round key, and
thus the output state of the AddRoundKey in the 8th round (state (5) in Figure 6.3).
Next, the SubBytes transformation causes the changes in the differential values of
the first row from (a,a,a,a) to (e, f,g,h) (state (6) in Figure 6.3). Since SubBytes
is a non-linear transformation, the differences e, f, g, and h are plaintext-dependent
and vary among different correct-faulty ciphertext pairs. Then, the MixColumns
transformation spreads them to the four cells of its corresponding column. Now,
there is a differential relation of the four cells in each column (state (8) in Figure 6.3),
e.g., (2e,e,e,3e) for the first column. The AddRoundKey of the 9th round key then
adds a to two cells of the first row and b to four cells of the last row (state (9) in
Figure 6.3).

Given a pair of correct-faulty ciphertexts, we make hypotheses for bytes of the last
round key and for the differential values a, b, and c¢. Note that we only need to make
hypotheses for 2 bytes at a time (see [Kim12] or Appendix B). We then compute
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Figure 6.3.: Differential propagation in the last three rounds of AES. SB, SR, MC,
and AK denote SubBytes, ShiftRows, MixColumns, and AddRoundKey
transformations, respectively.

backward to the state at the beginning of the last round (state (9) in Figure 6.3).
The correct hypothesis will lead to a match for the differential relation in this state.
The analysis algorithm is provided in Appendix B, and a similar algorithm can be
found in [Kim12].

According to Kim’s analysis [Kim12], using N = 2 pairs of correct-faulty ciphertexts
can reduce the search space of the key to 22* candidates. However, Kim’s approach
assumes transient faults where the differential values a, b, and ¢ vary for each cipher-
text pair. In contrast, we exploit a persistent fault where the differential values a,
b, and ¢ remain consistent for all N pairs. Our simulation shows that with N = 3
pairs, we obtain a single candidate, which is the correct key. With N = 2 pairs,
we obtain around 20 candidates. The correct key is then identified using a correct
plaintext-ciphertext from the set of NV pairs.
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6.4.3. Experiment

As before, we use the AES implementation from MbedTLS for demonstration. Our
goal is to skip an instruction in the generation of the round constants table during
the initialization phase, using a clock glitch. Listing 6.2 shows the extracted imple-
mentation of the round constant generation from this library.* Recall that the target
of our fault is the 8th round constant (i = 7).

#define XTIME(x) (((x) << 1) = (((x) & 0x80) 7 0x1B : 0x00))
static uint32_t round_constants [10];

for (i = 0, x = 1; i < 10; i++) {
round_constants[i] = x;
x = XTIME(x);

Listing 6.2: Code of round constant generation in C

Before the fault injection, we encrypt three chosen (possibly random) plaintexts and
collect their corresponding correct ciphertexts. The device is then reset. A clock
glitch injection is performed during the initialization phase by inserting an additional
fast clock cycle to skip a proper instruction. We subsequently encrypt the same three
plaintexts again and collect their corresponding faulty ciphertexts. The three correct-
faulty ciphertext pairs are then analyzed to recover the last round key. If the analysis
does not yield a unique key candidate, the fault injection was likely unsuccessful in
altering the targeted round constant. This is also used as the verification to know
whether the fault is successful injected as desired.

In summary, the attack is automated with the following steps:

1. Encrypt N chosen (possibly random) plaintexts and collect N corresponding
correct ciphertexts. We set N = 3 so that the key recovery returns a single
candidate for the correct key.

2. Reset the device.

3. Perform the clock glitch with chosen values for the parameters (delay, offset
and width).

4. Encrypt the same N plaintexts and collect N corresponding ciphertexts.

5. Check if we can obtain a unique key candidate when performing the key recovery
on the N pairs of ciphertexts.

o If yes, perform the inverse key schedule and return the recovered master
key.

e If no, go back to step 2 and try with different parameter values for the
clock glitch.

“The source code can be found at https://github.com/Mbed-TLS/mbedtls/blob/
71c569d44bf3a8bd53d874c81lee8acb44dd6e9e3/library/aes. c#L394
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In our experiment using the ChipWhisperer, it typically takes around 3 minutes to
find a suitable configuration for the glitch parameters (delay, offset and width) that
results in a successful fault injection. Note that this duration depends on the initial
configuration’s proximity to the successful configuration. If the initial parameters are
close to the optimal values, the time to achieve a successful fault injection is shorter.
However, if the starting configuration is far from the optimal settings, it may take
longer to achieve the desired outcome.

6.4.4. Discussion

This analysis reduces the PFA based on statistical analyses from previous works (e.g.,
|ZLZ+18; 7Z7J+20; SBH+-22]), which require hundreds to thousands of ciphertexts,
to a DFA needing only 3 pairs of correct-faulty ciphertexts. This approach is much
more efficient in terms of data complexity for the key recovery.

A limitation of this attack is that DFA does not work in the ciphertext-only context.
Our attack assumes that the attacker can encrypt the same plaintext twice, once with
the fault and once without, to collect a pair of correct-faulty ciphertexts. In practice,
the attacker can first collect the correct ciphertexts, then reset the device, perform
the fault injection and collect the faulty ciphertexts. This approach is feasible if the
implementation allows re-initialization, where the tables are freed and then recreated
in memory. Some configurations of the MbedTLS library allow this. However, in
configurations where the initialization occurs only once, the attacker cannot collect
the both correct and faulty ciphertexts. This difficulty in switching between faulty
and non-faulty modes might restrict the applicability of DFA.

Another advantage of this DFA attack is its applicability to implementations that do
not use a lookup table for the S-box, as it targets a round constant instead. It is worth
noting that the assumption of a table-based implementation is common in prior works
(e.g., [ZLZ+18; ZZJ+20; SBH+22; ZHF+23]). However, such implementations are
known to pose significant risks of side-channel attacks when the CPU relies on caches
[Ber05]. This vulnerability has led to the development of modern ciphers, such as
Ascon [DEM+21]. Recently selected by NIST as the lightweight cipher standard,
Ascon is designed to support efficient bitsliced implementations, avoiding reliance on
a lookup table for S-box operations. For AES, there is also bitsliced implementation
that does not use S-box lookup tables [RSDO06].

6.5. Countermeasures

In this section, we discuss the applicability of common countermeasures against fault
attacks in the PFA context. These countermeasures include Error Correction Codes
in memory and Dual Modular Redundancy.

6.5.1. Error Correction Codes

For systems that use static tables of constants (S-box elements, round constants),
Error Correction Codes (ECC) can be an effective method for detecting and cor-
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recting faults. In this method, redundant bits are stored alongside the data in the
memory. These bits are typically derived from a linear relationship with the data,
enabling the detection and correction of errors. When the data is read, the memory
controller verifies this relationship and corrects any detected errors before passing
the data to the processor. As a result, a fault persists only until the affected element
is accessed in ECC-protected memory. In turn, no faulty ciphertexts are produced,
making statistical analyses relying on faulty ciphertexts infeasible.

6.5.2. Dual Modular Redundancy

ECC may not be useful for systems that dynamically generate the tables at runtime,
as the fault injection targets the generation process rather than the memory. In such
cases, we consider a popular Dual Modular Redundancy (DMR) countermeasure,
where a ciphertext C' is obtained by encrypting a plaintext P, then decrypted to
yield P’ for comparison with P. A fault is detected if the decrypted result does not
match the original plaintext, i.e., P # P’.

First, we consider the differential attack with a faulty round constant, as presented in
Section 6.4. The round keys for both encryption and decryption are derived from the
master key using the same round constant table, which contains the faulty element.
Consequently, the verification P = P’ always holds, although the ciphertext C' is
faulty. Therefore, the countermeasure is not effective in this case.

Second, we consider the statistical attack with a faulty S-box element, as presented in
Section 6.3. The AES S-box consists of 256 elements, and an encryption accesses the
S-box 160 times (in 10-round version). Note that we exclude the S-box accesses during
the key schedule, because both encryption and decryption use the same (faulty) round
keys derived from the (faulty) forward S-box table. If the faulty S-box element is
accessed only during the key schedule and not during encryption, the fault remains
undetected.

Suppose a fault is injected into an element of the forward S-box table, while the
inverse S-box used for decryption remains unaffected. There is a chance that the
faulty element may not be accessed during encryption. This is because an encryption
accesses the S-box only 160 times, while the table has 256 elements. As a result, the
ciphertext could remain correct, and the fault is undetected by the DMR.

We now investigate the maximum number of correct ciphertexts, denoted by ¢, that
can be produced before the fault is detected. Suppose that with random plaintexts,
each S-box element is accessed with uniform probability. In ¢ encryptions, there are
160 - ¢ S-box accesses in total. The probability that there exists an S-box element
that is never accessed in ¢ encryptions is

160-¢
- 1)
( 256>

The probability p that every S-box element is accessed at least once in ¢ encryptions

is therefore
1\ 60
—1—(1-— :
b ( 256)
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Figure 6.4 shows the probability p corresponding to different numbers of encryptions
¢. We see that p ~ 0.98 when £ = 6 and p &~ 1.00 when ¢ = 9. In the worst case, the
fault is detected after 9 encryptions.
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Number of encryptions
Figure 6.4.: Probability p of different number of encryptions ¢.

A key aspect of implementing the DMR countermeasure is defining the device’s re-
sponse upon detecting a fault. Zhang et al. [ZLZ+18] demonstrated that returning
no ciphertext, a zero-value ciphertext, or a random ciphertext upon fault detection
does not prevent a PFA attack. Instead, it only introduces noise into the key recovery
analysis, increasing the number of ciphertexts required for a successful attack. Note
that this assumes the device continues to return correct ciphertexts in subsequent
encryptions if no fault is detected during those encryptions. Therefore, aborting the
operation and preventing the device from returning ciphertexts from the moment a
fault is detected onwards could be a mitigation. In this case, the attacker can collect
at most 8 correct ciphertexts (since with £ = 9 encryptions, the fault is detected with
a probability approximately equal to 1), which is insufficient for statistical analysis.

6.6. Conclusion

In this chapter, we first demonstrate that a PFA attack on AES can be carried out
using a simple instruction skip. We consider implementations that generate the S-box
table at runtime before executing the first AES operation. Through an experiment
on the ChipWhisperer platform, using the AES implementation in the MbedTLS
library, we show that skipping a single instruction via a clock glitch is enough to
induce a persistent fault in an S-box element and enable the key recovery.

Second, we introduce the first PFA attack that does not rely on faulting the S-box
table. We demonstrate that inducing a fault in a round constant involved in the AES
key schedule can enable key recovery through a differential analysis. This approach
significantly reduces the data requirements of previous works based on Zhang et al.’s
model, which typically analyze hundreds to thousands of ciphertexts. In contrast,
our differential analysis needs only three correct-faulty ciphertext pairs. Finally, we
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provide a discussion on the applicability of common countermeasures against fault
attacks in the PFA context.

This chapter also concludes our contributions on fault attacks, marking the end of
the main contributions of this thesis. In the next chapter, we provide the overall
conclusion and outline perspectives for future work.






Conclusion and Perspectives

Contents
7.1. Conclusion . . . . . . . .. ..o 93
7.2. Perspectives . . . . . . . . ... ... 94
7.2.1. Correlation Power Analysis on ASCON-AEAD . . . . . .. 94
7.2.2. Statistical Ineffective Fault Analysis on ASCON-AEAD . . 94
7.2.3. Persistent Fault Analysison AES . . . . . ... ... .. 95

In the last chapter, we summarize our research contributions and conclude the thesis.
Additionally, we provide some perspectives for future work that can be continued the
directions in this thesis.

7.1. Conclusion

This thesis focuses exclusively on physical attacks against symmetric cryptography
standards selected by NIST, including AES and ASCON-AEAD. The presented at-
tacks accompanied by experimental results, which demonstrate the practicality of
our work.

In the first part, we present the results of our study on the Correlation Power Analysis
(CPA) attacks on ASCON-AEAD. Specifically, we provide an analysis on the selection
functions used in the literature to explain when and why a failure or success occurs.
We then validate our analysis with a second-order CPA targeting a masked software
implementation, which also gives the first clue of the computational cost of a second-
order CPA attack on ASCON-AEAD. Moreover, we extend the selection function to
operate on multiple bits, offering advantages in CPA attacks in terms of number of
traces and success rates.

In the second part, we present the results of our study on two prominent types of
fault attacks on ASCON-AEAD and AES, namely Statistical Ineffective Fault Anal-
ysis (SIFA) and Persistent Fault Analysis (PFA). For SIFA, we analyze the generic
attack strategy described in the literature for nonce-based authenticated encryption
schemes. We show that, although SIFA is generally considered as a powerful at-
tack, it can fail in some implementations due to the low probability of an ineffective
fault and the uniformity of the intermediate value. Our findings are supported by a
demonstration on ASCON-AEAD. For PFA, we show that persistent faults can be
induced by an instruction skip, which is simpler than the memory faulting techniques
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commonly reported in the literature. Additionally, we introduce the first PFA attack
targeting a fault in a round constant rather than in S-box elements.

Overall, the results presented in this thesis show that achieving security in embedded
cryptography is highly challenging. Moreover, attacks tend to be improved over time.
However, the insights into how these attacks operate can guide the design of effective
countermeasures and help prevent severe compromises in the future.

7.2. Perspectives

Despite the contributions presented in this thesis, several open questions remain for
future research. These questions relate to exploring new directions and improving
the efficiency of the attacks.

7.2.1. Correlation Power Analysis on Ascon-AEAD

In Part I, we focus exclusively on the first-round computation to choose a selection
function. An interesting direction for future work would be to investigate whether
computations in the second round can also be used as selection functions. In this
case, the selection function is of degree four and its computation would be more
complex. More key bits would be involved in the computation, which could allow
more key bits to be recovered in a single CPA run.

In Chapter 3, we propose the use of a SAT solver to find CPA runs in such a way
that the overlap between recovered key bits across runs are minimized. This strategy
allows full key recovery with the least number of CPA runs. An interesting research
idea would be to explore the opposite approach: performing CPA runs with overlap-
ping recovered key bits and compare those overlaps. If the overlapping key bits are
consistent, it is likely that they are correct. This approach could potentially improve
the success rates while requiring fewer traces. Though, further study is needed to
confirm this.

In Chapter 4, we extend the selection function to operate on multiple bits. Another
possible direction is to gradually increase the number of bits used to model the
hypothetical leakages across successive CPA runs. Specifically, we could begin by
a CPA using a 1-bit selection function to recover 3 key bits and select top 4 key
candidates. Next, we perform a CPA using a 2-bit selection function, which overlaps
the previous 1-bit selection function. This allows us to recover 6 key bits, of which
3 come from the selected candidates of the previous CPA. The process can then
be extended with 4-bit, 6-bit, and larger selection functions. The goal is to exploit
higher correlation coefficients when modeling with more bits. This idea is similar to
the work of Tunstall et al. on AES [THM+07].

7.2.2. Statistical Ineffective Fault Analysis on Ascon-AEAD

In Chapter 5, we show that the probability of achieving an ineffective fault with an
instruction-skip fault is too low for practical attacks on 32-bit and 64-bit architec-
tures. Note that one assumption in our analysis is that the register data is uniformly
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distributed. If this assumption does not hold, the claim no longer applies. This
suggests that a chosen-input SIFA attack could be possible. The input here is the
data involved in the computation of the intermediate value that the attacker can
control. In the case of ASCON-AEAD, this input is the nonce appearing in the first
initialization round. This is an interesting direction for future study. In the litera-
ture, a chosen-input SIFA on AES is proposed by [EST+24]. However, their goal is
to reduce the search space of the key from 232 to 2!6. Our goal is instead to obtain
higher probability of an ineffective fault on large-bit architectures.

Another finding in Chapter 5 is that, for some nonce-based authenticated encryption
implementations, SIFA attack is not applicable due to the uniformity of the inter-
mediate value. For ASCON-AEAD, this holds when a bit at the output of the linear
diffusion layer in the first round is chosen as the intermediate value, following the
attack strategy in [DMM-+19]. A promising research direction is to choose a different
location as the intermediate value. One option is an S-box output bit in the first
round. In this case, only two key bits are involved in the computation of the inter-
mediate value. However, it is not clear whether skipping any instruction in the S-box
computation would cause this new intermediate biased under ineffective faults. This
remains to be investigated.

The latter finding also opens a research question: Can we leverage insights from the
uniformity of the intermediate value to design a generic implementation method that
mitigates or resists SIFA? This question relates to sharing the computation so that
at least one share is not affected by faults. It connects to the concept of threshold
implementations by Nikova et al. [NRRO6], where the computation is split into sev-
eral component functions that are independent of at least one share. This approach
was originally proposed to secure digital circuits in the presence of glitches. In our
context, we can instead consider faults that occur in a single component function. In
this case, at least one share remain unaffected by faults, and the intermediate value
stays uniform. A similar idea has been proposed in the literature by Dhooghe et al.
[DOT24], but their work considers only a single gate/register fault. Intuitively, if the
attack targets a single component function, the intermediate value should remain
uniform even in the presence of multiple faults. Exploring the limits on the number
of faults could be an interesting problem for future research.

7.2.3. Persistent Fault Analysis on AES

In Chapter 6, we present a PFA attack based on a biased S-box table, where the bias
is caused by fault injection. To our knowledge, all the statistical analysis methods for
persistent faults in the literature are also based on this bias. Several countermeasures
for PFA therefore aim to detect such biases in the S-box table [TBG23; CB19]. Take
these observations into account, a natural research question arises: What if two S-box
elements are swapped by faults? In that case, those countermeasures can be bypassed,
and the statistical analysis methods from the literature would no longer be applicable.
The S-box remains a permutation, but becomes effectively “weakened”. This could
open a new direction for persistent fault attacks. A possible line of analysis could
be to exploit the weakness of a non-biased faulty S-box using, for example, linear
cryptanalysis.
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However, the main difficulty in this direction is inducing faults that swap two S-box
elements, since this requires very precise bit flips. Some works suggest that such pre-
cision may be realistic. For example, Selmke et al. [SBH+15] demonstrate the ability
to flip bits at precise locations in 90 nm and 45 nm SRAM cells. Nonetheless, the
specific task of swapping two S-box elements by faults has not been widely studied,
perhaps because its practical applications are unclear. We hope this open question
will motivate further investigation.
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Appendix A.
Supplementary Analyses

A.1. Derivation of Selection Functions

In Chapter 3, we present the derivation of the selection function of Zé. This appendix
details the derivations of Z] and Z7.

The j-th bit of y; and y, are computed as:
yi=niklokol)on ok ek &k eIV,
]
m

vi=nl(kl®l)en @IV ekl

In y{ , We remove k’{k:f) &) k:{ & k:% @IV as they contribute a constant amount to the
power consumption. For the same reason, kjIV/ @A} is removed in ;. The fine-tuned
versions of y] and yj, denoted by 7] and g3, are:

g1 = nij(kty ® 1) @ ni,
g1 = ni(ko ® 1) & ny,
where kj, = k) @ k.
Recall the linear operations applied on the y; and y,:

21 =y1 B (y1 > 61) B (y1 >> 39),
20 =Ys D (ya> 7) @ (ya > 41).

The j-th bit of z; and z4 are thus computed as:

A=yl oy oyt
24 —_ y4 D yj+7 N y]+41

We then apply the linear operations for ?/1 and y4 The fine-tuned versions of 21 and
21, denoted by z{ and Zi, are:

H = (nj(ki @ 1) @n)
D ( ]+61(k]+61 ® 1) D nj+61)
@ ()P (k7P @ 1) @n]™),
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Ei = (n{(k{) ®1) P né)
D (n{+7(kﬁg+7 @ 1) D ng+7>
& (I @ 1) @)

A.2. Finding Optimal Number of CPA Runs

In Chapter 3, we present a method for finding the minimum number of CPA runs
required for full key recovery using a SAT solver. This appendix provides the Python
code used to find this number.

import pycryptosat as cs
import sys

# Cardinality constraint system proposed by Sinz

# For more details: C. Sinz, Towards an Optimal CNF Encoding of
# Boolean Cardinality Constraints.

# sSat : the CNF system used

# setld : list of the variable id of the set

# nb_sets : number of sets

# cc : cardinality constraint

# startextra: index of additional variable unused so far,

# it can be a value large enough.

def Cardinality_Constraints(sSat, setId, nb_sets, cc, startextra):
sSat.add_clause([-(setId[0]), startextral)
for j in range(2,cc+1):
sSat.add_clause([-(startextra+j-1)1]1)
for i in range(2,nb_sets):
sSat.add_clause([-(setId[i-1]),
startextra+cc*(i-1)
ID)
sSat.add_clause ([-(startextra+cc*(i-2)),
startextra+cc*x(i-1)
ID)
for j in range(2,cc+1):
sSat.add_clause([-(setId[i-1]1),
-(startextra+cc*(i-2)+j-2),
startextra+cc*(i-1)+j-1
D
sSat.add_clause ([-(startextra+tcc*(i-2)+j-1),
startextra+cc*(i-1)+j-1
D
sSat.add_clause ([-(setId[i-1]),
-(startextra+cc*x(i-2)+cc-1)
D
sSat.add_clause([-(setId[nb_sets-1]),
-(startextra+cc*(nb_sets-2)+cc-1)
ID)

startextra+=(nb_sets-1) *cc
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if

" __main "

__name__ ==
# Run ‘python3 64 19 28 23°¢ for kO

# Run ‘python3 64 61 39 24°¢ for ki

n = int(sys.argv[1]) # n = 64 indexes

sl = int(sys.argv[2]) # 1st shift

s2 = int(sys.argv[3]) # 2nd shift

ub = int(sys.argv[4]) # upper bound for number of subsets

# Compute all subset

list_set=[]

for i in range(n):
list_set.append ([i, (i+s1)%n, (i+s2)%n])

# Save the universe

universe=1list (range(n))

# Create the solver object

sSat=cs.Solver ()

# Add constraint
# For each element of the universe, we should select at least
# one subset containing the element
for i in universe:
# create an empty disjuction
clause_presence=[]
for j in list_set:
# if subset j contains the element i, we add the
# variable corresponding to the set j to the
# disjunctions
if 1 in j:
clause_presence += [list_set.index(j)+1]

# One variable in clause_presence must be set to true
# Add disjunction to the conjunction
sSat.add_clause(clause_presence)

# Cardinality constraints
Cardinality_Constraints (sSat,
list(range(1,len(list_set)+1)),
len(list_set),
ub,
len(list_set)+1)
# Solve it
satq,solution=sSat.solve ()
# SAT or UNSAT
print (satq)
# if SAT print the solution
if (satq):
# for all variable corresponding to a subset
for i in range(l,len(list_set)+1):
# if True then the subset has been selected
if solution[i]:
print (list_set[i-1])
# else the subset has not been selected each element of
# this subset should appear in at least one other
# selected subset

Listing A.1: Python script to find the optimal number of CPA runs.







Appendix B.
Key Recovery Algorithm

In Chapter 6, we present a Persistent Fault Analysis (PFA) attack in which a fault is
injected into the 8th-round constant of AES. This appendix details the key-recovery
algorithm for the attack.

Let (C}, C’;) be the i-th pair of correct-faulty ciphertext byte at index j, where i €
[1,N] and j € [0,15]. Let AS; be the difference of the j-th byte in the state at the
beginning of the last round (state (9) in Figure 6.3). Let K; and K; be the correct
value and the hypothesis for byte at index j of the last round key. To recover K, we
perform the following algorithm:

1. Recover (K13, Kyg): For each candidate (K 12, f(g) of 216 possibilities, we compute
AS;; = SubBytes *(Ci, @ f(m) &) SubBytes_l(C~'12 ) f(m)
AS)3 = SubBytes '(Cf @ Kg) & SubBytes_l(C'g B f(g)
If AS12 =2-AS;;3 for every i € [1, N], then (f(lg, f(g) is a good candidate.
2. Recover (K, c): For each candidate (K 16, ¢) of 216 possibilities, we compute
ASy4 = SubBytes (C @ K¢) @ SubBytes ' (Cs & K¢ @ c)
AS3 = SubBytes ' (Cl @ Ky) @ SubBytes ' (Cy ® Ky)
If AS14 = ASy3 for every i € [1, N], then (k@, ¢) is a good candidate.
3. Recover (K3,b): For each candidate (Kg, l;) of 216 possibilities, we compute
ASy5 = SubBytes ! (Ci & K3) @ SubBytes ! (Cs & K & b)
AS;3 = SubBytes ' (C¢ @ Ky) @ SubBytes ! (Cy @ Ky)
If AS15 =3-AS13® 0 for every i € [1, N], then (Kg, l;) is a good candidate.
4. Recover (K5, K5): For each candidate (K5, K15) of 216 possibilities, we compute
ASQ == SubBytes_l(Cé D Kg,) D SubBytes_l(C'5 D [A(5)
ASy; = SubBytes '(Ci; @ K15) &) SubBytes_l(C’w b K15)
If ASy; =3-ASy @b for every i € [1, N], then (K5, Ki5) is a good candidate.
5. Recover (Kg,a): For each candidate (Kg, a) of 2% possibilities, we compute
ASy = SubBytes ' (C! & K5) @ SubBytes ' (Cs @ K;)
ASg = SubBytes ™ (C @ Ky) @ SubBytes ' (Cs @ Kj)

If ASs=2-ASy @ a for every i € [, N], then (Kg,a) is a good candidate.
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6.

10.

Recover K»: For each candidate K, of 28 possibilities, we compute

ASy = SubBytes (C! @ K;) ® SubBytes ' (Cs @ K;)
ASy = SubBytes H(C} @ K5) @ SubBytes (Ch ® K, @ c)

If ASyy = ASy @ a for every i € [1, N], then K is a good candidate.

Recover (K4, K;): For each candidate ([AQ, K 1) of 2% possibilities, we compute
AS, = SubBytes (Ci & K,) & SubBytes (Cy & K, & a)
AS; = SubBytes }(C! & K,) & SubBytes (Cy & K})

If AS; =2-AS; @b for every i € [1,N], then (K4, K;) is a good candidate.

Recover (K14, K11): For each candidate (K14, K11) of 26 possibilities, we com-
pute

ASs = SubBytes ' (C?, ® Ky4) & SubBytes ' (Chy & K14 @ ¢)
AS; = SubBytes ' (C?, & Ky,) & SubBytes ' (Ciy @& K11 @ b)

If AS; =3-ASs@® b for every i € [1, N], then (K14, f(n) is a good candidate.
Recover (K, K13): For each candidate (ko, K 13) of 216 possibilities, we compute
ASy = SubBytes (C! & K,) & SubBytes ™ (Cy & Ky & a)

AS; = SubBytes ' (Ci, @ f(lg) & SubBytes_l(C’lg &) Klg)

If ASy=2-AS; @ a for every i € [1, N|, then (ko, Klg) is a good candidate.
Recover (K1g, K7): For each candidate (Ko, K7) of 2'¢ possibilities, we compute
AS, = SubBytes H(C!, @ K19) ® SubBytes ™ (Cio @ Ko @ ¢)

AS; = SubBytes ' (Ci & K7) & SubBytes ' (Cr @& K7)

If ASs =3-AS, @b for every i € [1, N], then (K19, K7) is a good candidate.
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