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Résumé: Les systèmes de transport intel-ligents (ITS), composantes essentielles desvilles intelligentes, reposent sur l’intégrationde technologies avancées visant à améliorerl’efficacité, la sécurité, la durabilité et le confortdu transport. L’émergence des véhicules au-tonomes et connectés a profondément trans-formé ce paysage, en introduisant des capac-ités de perception, de décision autonome etde communication en temps réel. Au seindes réseaux véhiculaires de type VANET (Ve-hicular Ad-hoc Networks), les véhicules peu-vent communiquer entre eux, interagir avecl’infrastructure routière, ou avec tout autre ob-jet connecté du système ITS, formant ainsi unenvironnement distribué, dynamique et haute-ment interopérable.Cependant, cette connectivité accrue exposeles véhicules à un large éventail de vulnérabil-ités. La sécurité des protocoles de communica-tion devient alors un enjeumajeur, notammentface à des menaces telles que l’usurpationd’identité, les attaques Sybil, les attaques pardéni de service ou encore les attaques par em-poisonnement.Ainsi, l’objectif de cette thèse est d’analyserces menaces spécifiques et de proposer desmécanismes de sécurisation adaptés aux con-traintes propres aux véhicules connectés : fortemobilité, latence faible, ressources limitées etnature collaborative des échanges. Toutefois,comprendre, savoir imiter et anticiper les mou-vements des véhicules est essentiel pourmieuxappréhender les défis liés à la sécurité et àla préservation de la vie privée dans ce typed’environnement. Pour ces raisons, nous avonsd’abord étudié les modèles de mobilité, puisconçu un framework de simulation collabo-

ratif reposant sur l’apprentissage automatiquefédéré. Un modèle de prédiction de trajec-toire, basé sur des réseaux de neurones arti-ficiels de type Transformer, a été intégré à ceframework. Par la suite, nous avons développéune approche de prédiction de mobilité en-tièrement décentralisée, combinant une archi-tecture personnalisée du Transformer, pourla prédiction de trajectoires, et un algorithmede communication peer-to-peer de type gos-sip. Les véhicules échangent uniquement lesparamètres de leurs modèles locaux, préser-vant ainsi la confidentialité des données brutestout en favorisant l’apprentissage collaboratif.Une solution de sécurité et de préservationde la vie privée a été intégrée à ce système.Cette solution utilise un système de détectionet de riposte contre les anomalies reposantsur des vérifications de cohérence et de plau-sibilité basées sur des erreurs d’innovation cal-culées par un filtre de Kalman étendu. Ce sys-tème permet de détecter les comportementsmalveillants et d’exclure les véhicules suspectsen temps réel. Il est renforcé par unmécanismeléger de chiffrement et de signature unifiée,garantissant l’authenticité, la confidentialité etl’intégrité des messages échangés. L’approchede sécurité proposée a été validée expérimen-talement à travers la simulation de plusieurstypes d’attaques, notamment des attaques parempoisonnement, des attaques Sybil et des at-taques DoS. Les résultats obtenus démontrentune efficacité très élevée en matière de détec-tion d’anomalies et de résilience, tout en ne né-cessitant qu’un coût réduit en termes de calculet de communication, la rendant ainsi compat-ible avec les contraintes des systèmes VANETsembarqués.



Title: Security and privacy of communication protocols for collaborative and fully distributedVehicular Ad-hoc Networks (VANETs)
Keywords: VANET, decentralized federated learning (DFL), trajectory prediction, communicationalgorithms, security and privacy, anomaly detection
Abstract:Intelligent Transportation Systems (ITS), keycomponents of smart cities, rely on integratingadvanced technologies designed to enhancetransportation systems’ efficiency, safety, sus-tainability, and comfort. The emergenceof autonomous and connected vehicles hasprofoundly reshaped this landscape by in-troducing real-time perception, autonomousdecision-making, and communication capa-bilities. Within Vehicular Ad-hoc Networks(VANETs), vehicles can communicate with eachother, interact with road infrastructure, andexchange data with other thing connected tothe ITS system, thus forming a distributed, dy-namic, and highly interoperable environment.However, this increased connectivity also ex-poses vehicles to a wide range of vulnera-bilities. Securing communication protocolshas therefore become a critical issue, partic-ularly against threats such as identity spoof-ing, Sybil attacks, denial-of-service (DoS) at-tacks, and data poisoning. This thesis aims toanalyze these specific threats and propose se-curity mechanisms tailored to the constraintsinherent to connected vehicles: high mobility,low latency, limited computational resources,and a collaborative communication model. Tobetter address the safety and privacy chal-lenges in this environment, it is crucial to un-derstand, mimic, and anticipate vehicle move-ments. To this end, we first studied mo-bility models and then developed a collab-

orative simulation environment based usingfederated learning (FL) techniques. A trajec-tory prediction model, using long short-termmemory a customized Transformer architec-ture, was integrated into this framework. Sub-sequently, we designed a fully decentralizedmobility model that combines the customizedTransformer-based trajectory prediction archi-tecture with a gossip-type communication al-gorithm. In the proposed approach, vehiclesexchange only the parameters of their localneural network models, thereby preserving theprivacy of raw data while enabling collabora-tive learning. A lightweight security solutionwas integrated into this system, combining en-cryption and digital signature in a unified stepto ensure message authenticity, confidential-ity, and integrity. In parallel, an anomaly de-tection and response mechanism was imple-mented, relying on consistency and plausibilitychecks based on innovation errors calculatedusing an extended Kalman filter. This systemenables the real-time identification and isola-tion of malicious behavior within the network.The proposed securitymethodwas experimen-tally validated by simulating various types of at-tacks, including poisoning attacks, Sybil attacks,and DoS attacks. The results demonstrate veryhigh effectiveness in anomaly detection and re-silience, while maintaining low computationaland communication overhead, making it suit-able for embedded VANETs systems.
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1 - General Introduction

1.1 . Context

The emergence of smart cities integrating Intelligent Transportation Sys-
tems (ITS) [2] imposes strict technological requirements on autonomous ve-
hicles, which must operate under wide area and ultra-reliable connectivity.
These vehicles continuously exchange information with roadside infrastruc-
ture, cloudor edge servers, andneighboring vehicles throughVehicle-to-Vehicle
(V2V), Vehicle-to-Infrastructure (V2I), and Vehicle-to-Everything (V2X) commu-
nications. This inter-vehicular communication ecosystem is enabled by Ve-
hicular Ad hoc Network (VANET) [2], a subclass of Mobile Ad-hoc Networks
(MANETs) [3], in which vehicles are equipped with wireless sensors and On-
BoardUnits (OBUs) and formself-organizing networkswithout relying onfixed
infrastructure [4]. VANETs constitute a fundamental component of ITS sys-
tems, by enabling both safety-related applications such as collision avoidance
and driver assistance, aswell as non-safety services, including traffic optimiza-
tion and passenger infotainment [4, 5].

Unlike conventional wireless networks, VANETs are characterized by high
vehiclemobility, rapidly changing network topology, intermittent connectivity,
heterogeneous vehicular capabilities, and strict real-time constraints [5, 4].
These intrinsic properties make VANETs a highly dynamic and safety-critical
system [2]. Decisions derived from exchanged data directly influence the ve-
hicle behavior, its trajectory planning process, and cooperative safety mech-
anisms.

At the same time, the large volume ofmobility-related data generated and
exchanged within VANETs significantly expands the system’s attack surface.
VANET networks are inherently decentralized, are increasingly using Artificial
Intelligence (AI)-based algorithms, and are increasingly evolving in collabora-
tive processes. A prominent example is distributed learning, where vehicles
cooperate to train a shared neural network model to enhance the efficiency
of individual trajectory planning. In such scenarios, adversaries may exploit
open wireless channels to inject false information, such as corrupted model
updates, specifically designed to prevent global model convergence or induce
erroneous trajectory predictions. Beyond manipulating model updates, at-
tackers may impersonate legitimate vehicles or disrupt communications [6].

Threats targeting authentication, confidentiality, integrity, availability, and
non-repudiation can compromise not only data privacy or system availabil-
ity but also the physical security of passengers and their properties. In such
contexts, inaccurate or maliciously altered information may directly impact
vehicular decision-making processes, potentially leading to hazardous situa-
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tions such as collisions or traffic disruptions.
Therefore, ensuring data integrity, availability, and trustworthiness in dis-

tributed vehicular environments is a fundamental prerequisite for deploying
reliable intelligent transportation systems. In the following section, we ex-
amine both the opportunities enabled by collaborative vehicular systems and
the fundamental technical and security challenges that accompany its deploy-
ment in highly dynamic VANET environments.

1.2 . Opportunities and Challenges

The integration of collaborative learning into VANETs offers significant op-
portunities. Distributed learning mechanisms, such as Federated Learning
(FL) [7], enable vehicles to collectively improve prediction accuracy and an-
ticipate traffic evolution without centralizing raw data [8]. Such collaboration
improves scalability and enhances privacy by keeping sensitive data on board
the vehicle, thereby reducing dependence on centralized infrastructure [9].

However, these opportunities come with substantial technical and secu-
rity challenges such as:

• Scalability andPrivacy Limitations of CentralizedArchitectures: Cen-
tralized approaches requiring the transmission of raw vehicular data to
aggregation servers generate excessive communication overhead and
impose high computational burdens on central entities [7]. These solu-
tions fail to scale in large-scale deployments and introduce single points
of failure. Moreover, transmitting raw mobility traces raises critical pri-
vacy concerns regarding vehicle and user sensitive data.
FL [7] reduces privacy risks by keeping raw data local and exchanging
only model updates (weights and biases) . However, it still presents
important limitations such as: reliance on a central aggregation server,
vulnerability to gradient leakage and inference attacks, exposure to poi-
soning and backdoor attacks, and communication overhead due to it-
erative update exchanges. This is particularly problematic in dynamic
VANETs environments [10].

• Computational Overhead and Latency Constraints: Many existing
security solutions are computationally expensive and communication-
intensive. Heavy cryptographic protocols or complex multi-stage val-
idation schemes may introduce unacceptable latency in safety-critical
scenarios [11]. In VANETs, where millisecond-level responsiveness is re-
quired, even slight delays can lead to catastrophic failures.

• Security Threats and Adversarial Attacks: Collaborative AI-based ap-
proaches often prioritize predictive accuracy while overlooking the pri-
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vacy and integrity of exchanged model updates. In fully decentralized
settings, malicious nodes may inject poisoned gradients, launch back-
door attacks, or execute Sybil attacks to degrade system availability [12],
or prediction accuracy. The dynamic topology and intermittent connec-
tivity of VANETs further complicate the detection of such sophisticated
Byzantine behaviors.

• Dynamic Topology and Ephemeral Trust Management: Due to high
vehicular mobility, trust relationships remain highly dynamic. Tradi-
tional static trust approaches are no longer effective for these constantly
evolving environments [13]. Effective solutionsmust be adaptive, lightweight,
and compatible with decentralized configuration.

These challenges highlight the need for an integrated framework capable
of simultaneously addressing prediction performance, communication effi-
ciency, and robust security under stringent VANET constraints. The motiva-
tions underlying the solutions proposed in this thesis are presented in the
following section.

1.3 . Motivations

The rapid evolution of VANETs toward highly autonomous and coopera-
tive vehicular ecosystems raises a fundamental question: how can a decen-
tralized vehicular network achieve collaborative learning and precise trajectory
prediction while maintaining real-time decision-making capabilities, even in the
presence of adversarial threats and hardware limitations?

This thesis is motivated by the observation that existing solutions typi-
cally address prediction accuracy, communication efficiency, or security in
isolation. However, in highly dynamic vehicular environments, these three
dimensions are strongly interdependent. Improving prediction performance
without ensuring updates or parameters integrity may expose the system to
model poisoning, denial-of-service attacks, and other threats. Strengthening
security through heavy cryptographic or complex validationmechanismsmay
degrade latency and scalability. Reducing communication overhead without
adapted aggregation strategies may compromise convergence and accuracy.
Therefore, it is necessary to adopt a systemic approach based on a jointly de-
sign strategy.

This thesis is built on the core principle that understanding, mimicking,
and accurately predicting vehiclemobility serves as the foundation of a secure
and smart vehicular network. In VANETs,mobility is notmerely an application-
level parameter; it defines the network topology, connectivity duration, trust
relationships, and data distribution patterns. The highly dynamic nature of
vehicular movement directly influences the following characteristics:
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• The set of neighboring vehicles participating in collaboration at each
time step;

• The stability and reliability of communication links;
• The temporal consistency of exchanged information;
• The detectability of anomalous or malicious behaviors.
For those reason, this thesis begins by studyingmobilitymodels in VANETs.

Accurate mobility prediction enhances cooperative driving performance, en-
abling proactive security mechanisms. By modeling expected vehicular dy-
namics, the system can compare predicted and observed behaviors, detect
inconsistencies in exchanged updates, and identify abnormal patterns that
may indicate adversarial manipulation. In this sense, mobility prediction be-
comes an enabler of adaptive anomaly detection and trust analysis.

Another major motivation arises from the limitations of centralized archi-
tectures. Centralized data aggregation requires transmitting large volumes
of raw mobility data, generating excessive bandwidth consumption and ex-
posing sensitive location information. Moreover, the computational burden
imposed on aggregation servers limits scalability and introduces single points
of failure. These constraints are incompatible with large-scale smart vehicular
networks deployments.

While federated and fully decentralized learning paradigms alleviate some
of these issues, they introduce new challenges. Fully decentralized collabora-
tion requires robust peer-to-peer coordination mechanisms that can operate
without global supervision. In such settings, malicious nodes may attempt to:

• Inject poisoned gradients or manipulated weights;
• Launch Sybil attacks by assuming multiple identities;
• Introduce backdoors into collaboratively trained models;
• Disrupt availability through Denial-of-Service (DoS) strategies.
Simultaneously, vehicular on-board units possess limited computational

and storage resources compared to traditional cloud infrastructures. Secu-
rity solutions must therefore remain lightweight in terms of processing and
communication overhead to preserve real-time responsiveness.

Consequently, the motivation of this thesis is structured around three key
areas:

• Toenhancepredictive accuracy in VANETs through collaborative learn-
ing mechanisms that exploit distributed vehicular data to improve pre-
diction accuracy while preserving privacy.
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• To design a fully decentralized and efficient communication algo-
rithm compatible with dynamic topologies, bandwidth constraints, and
real-time requirements.

• To integrate lightweight, privacy-preserving, and data-centric se-
curitymechanisms capable of ensuring integrity, authenticity, and avail-
abilitywithout imposing excessive computational or communication over-
head.

By addressing these objectives, this research seeks to bridge the gap be-
tweenhigh-performance collaborative trajectory prediction andpractical, security-
aware deployment in real-world vehicular networks. The main goal is to im-
prove the development of Intelligent Transportation Systems (ITS) that are not
only accurate and efficient, but also resilient, trustworthy, and scalable within
highly dynamic VANETs environments. Grounded in this idea, and aiming to
overcome the aforementioned challengeswhile relying on identified opportu-
nities, this thesis presents, in the next section, a structured set of progressive
contributions designed to enhance vehicle prediction accuracy, communica-
tion efficiency, and security efficiency and robustness in fully decentralized
vehicular environments.

1.4 . Main contributions of the thesis

To address the scientific and technical objectives of this thesis, a coherent
and progressive global architecture is designed and structured around a set
of complementary and interrelated contributions that presented as follows:

• A comprehensive and comparative study of the state of the art: the
first contribution of this thesis consists of a comparative literature re-
view of mobility models and security and privacy methods in Vehicular
Ad Hoc Networks (VANETs). This analysis enabled us to classify exist-
ing mobility approaches into two main categories: (i) classical mobility
models, based on mathematical principles, statistical approaches, and
laws of physics; and (ii) models relying on Artificial Intelligence (AI) tech-
niques, particularly Machine Learning (ML) and Deep Learning (DL) al-
gorithms.
Then AI-based models were studied. These models offer superior flexi-
bility and, under specific conditions, achieve higher predictive perfor-
mance. These were further subdivided into two groups: centralized
models, which aggregate data from all participating vehicles onto a sin-
gle infrastructure where the AI model is implemented and trained; and
distributedmodels. The latter comprises two subcategories: traditional
FL-based models, which require an aggregation server to coordinate
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the training process, and fully Decentralized Federated Learning (DFL)-
basedmodels, inwhich vehicles communicate directly with one another
without a centralized coordination infrastructure. This study facilitated
a critical examination of the modeling assumptions, predictive perfor-
mance, computational complexity, and the inherent strengths and lim-
itations of each family of mobility models, highlighting their respective
advantages and drawbacks.
Subsequently, existing security approaches designed for vehicular net-
works were analyzed. This study enabled us to identify themain threats
affecting such systems, particularly those targeting communication in-
tegrity, availability, confidentiality, and authenticity. It also highlighted
the strengths and limitations of current security and privacy-preserving
mechanisms, particularly their partial inadequacy in fully decentralized,
highly dynamic VANET environments.
This dual analysis—mobility modeling, and security and privacy mech-
anisms—constitutes the conceptual foundation upon which the contri-
butions proposed in this thesis are built.

• FedVANET-TP: A FederatedTrajectoryPredictionModel for VANETs:
This contribution presents an AI-based trajectory prediction model for
VANETs built on an FL architecture. FedVANET-TP uses a customized
Transformer [1] optimized for high-accuracy predictions while remain-
ing lightweight to reduce computation and communication overhead
between vehicles and the aggregation server. Prediction accuracy is im-
proved through a sliding time-window generation algorithm that pre-
processes spatio-temporal mobility data for more effective learning.
Computational and communication costs are further reduced by re-
moving unnecessary operations for trajectory tasks (e.g., tokenization)
and by reducing the number of layers, attention heads, and embedding
dimensions in the used architecture.
The optimized model is deployed on each vehicle, while the FL process
is implemented using the Flower framework [14]. Each vehicle trains
its local model copy using its own mobility data and transmits only the
learned model weights to the aggregation server. The server iteratively
aggregates the received updates at each communication round and re-
distributes the aggregated global model to all participating vehicles.
This allows vehicles to benefit from collective knowledge without ex-
changing raw, sensitive data, preserving privacy and communication
efficiency.
Experiments on the Next Generation Simulation (NGSIM) US-101 and I-
80 datasets show that FedVANET-TP achieves lower RMSE than state-
of-the-art models whilemaintaining efficient communication within the
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federated framework.
• FDG-VTP: A Fully Decentralized Gossip Vehicular Trajectory Predic-
tionModel: This contribution extends the collaborative federatedparadigm,
FedVANET-TP, by removing the central aggregation server to enable
direct vehicle-to-vehicle (V2V) communication. It introduces an opti-
mized peer-to-peer communication framework specifically tailored for
the highly dynamic conditions of VANETs. The core features of FDG-VTP
include:

– EnhancedPredictionModel: The framework incorporates practi-
cal neighbor-selection algorithms to strengthen the existing time-
window creation mechanism, specifically optimized for the cus-
tomized Transformer-based prediction model to enhance trajec-
tory prediction accuracy.

– AsynchronousGossip-BasedCommunicationAlgorithm: an asyn-
chronous communication algorithm is introduced, along with a
novelweighted aggregationmethod. Unlike traditional approaches,
such as FederatedAveraging (FedAvg) algorithm [7], that rely solely
on dataset sizes, this method also evaluates the reliability of in-
coming weights by computing a reliability factor for each update
received from each peer. The receiver assesses each peer’s con-
tribution at each communication round using the reliability factor;
if the received weights do not yield a measurable improvement to
the local model, they are excluded from the aggregation process
to prevent model degradation.

– Adaptive Transmission Control: a specialized parameter is in-
troduced to adaptively control the updates sending frequency on
each target vehicle. By synchronizing transmission with the evolu-
tion of communication rounds, the system prevents vehicles from
prematurely broadcasting insufficiently trained weights to their
peers.
Scalability through Limited Dissemination: The Gossip proto-
col [15] ensures that each target vehicle communicates only with
a subset of peers rather than the entire network. This approach
allows vehicles to collaboratively train the global predictionmodel
without sharing sensitive raw data, while maintaining low compu-
tational complexity and minimal communication overhead.

Experimental evaluations demonstrate that FDG-VTP outperforms both
centralized and decentralized baselines in trajectory prediction accu-
racy while maintaining significantly lower communication and compu-
tational costs.
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• PPIR: APrivacy-Preservingand Intrusion-Resilient decentralized gossip-
based trajectory prediction framework for VANETs: This contribu-
tion introduces security and privacy layers integrated into the fully de-
centralized trajectory prediction framework. PPIR is a lightweight and
robust framework designed for detecting and responding to malicious
intrusions, operational failures, and transmission errors. It consists of a
data-centricMisbehaviorDetection System (MDS) reinforcedby aprivacy-
preservation mechanism.
The features of PPIR are as follows:

– PrivacyPreservation: PPIR employs a signcryption schemebased
on the Elliptic Curve Diffie-Hellman (ECDH) [16] key agreement and
the Elliptic Curve Digital Signature Algorithm (ECDSA) [17]. Within
this scheme, everymessage is encrypted and signed by the source
vehicle prior to transmission. The receiving vehicle then performs
the inverse operations using its private key and a shared public
key.

– Data-Centric MDS: The proposed MDS relies on consistency and
plausibility checks performed on the weights received from each
peer during every communication round.
* Plausibility Checks: These checks examine the likelihood of a
received update by comparing it with the last three updates
received from the same vehicle to identify statistical anoma-
lies.

* Consistency Checks: These checks rely innovation errors—the
difference between the weights predicted for each peer by
an Extended Kalman Filter (EKF) [18] (representing the target
vehicle’s expectations) and the weights actually received. To
ensure real-time feasibility, the EKF utilizes sparse matrices
and diagonalized Jacobians, significantly reducing computa-
tional complexity.

– Multi-Stage Filtering: Prior to the core behavioral checks, the sys-
tem performs a suite of lightweight verification filters to serve as
a first line of defense: (i) numerical integrity validation (to detect
NaN or Inf values), and (ii) tensor shape conformity. These filters
immediately isolate and discard clearly corrupted or malformed
updates.

This dual-layer approach ensures both cryptographic protection (confi-
dentiality and authenticity) and behavioral validation of the exchanged
updates.
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Experimental evaluations demonstrate that PPIR outperforms state-of-
the-art methods in detecting several types of attacks, including back-
door and Sybil attacks, while achieving performance comparable to ex-
isting approaches under DoS scenarios. Crucially, these security en-
hancements are achieved without introducing prohibitive communica-
tion or computational overhead, therebymaintaining compatibility with
the stringent real-time constraints of VANETs.

1.5 . Outline of the thesis

The remainder of this thesis is organized as follows:
• Chapter 2: Literature Review

This chapter establishes the theoretical and technical foundations of
the thesis.
First, it provides a detailed review of vehicular mobility modeling ap-
proaches. Classical mobility models are analyzed in terms of assump-
tions, complexity, scalability, and predictive performance. Their limita-
tions in highly dynamic environments are discussed. Second, AI-based
mobility prediction models are examined, including recurrent neural
networks, convolutional models, and Transformer-based architectures.
Particular attention is given to their ability to capture spatio-temporal
dependencies and their computational requirements in vehicular con-
texts.
Third, learning paradigms are analyzed, including centralized machine
learning, classical Federated Learning (FL), and fully DFL. The chapter
discusses their respective tradeoffs in termsof scalability, privacy preser-
vation, communication overhead, convergence rapidity, and robustness.
Finally, existing security andprivacy-preservingmechanisms for VANETs
are reviewed. The chapter analyzes authentication schemes, data in-
tegrity mechanisms, trust management systems, and defenses against
various types of attacks, including poisoning, backdoor, Sybil, and DoS
attacks. Their computational and communication costs are critically ex-
amined, highlighting open research gaps that motivate the proposed
contributions.

• Chapter 3 FedVANET-TP: A Federated Trajectory Prediction Model
for VANETs

This chapter presents FedVANET-TP framework. The chapter starts by
describing the system architecture and problem formulation for collab-
orative trajectory prediction in a Federated Learning (FL) setting. The
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design of a customized lightweight Transformer model is detailed, in-
cluding architectural simplifications introduced to reduce computational
complexity and communication overhead while maintaining high pre-
dictive accuracy. The FL workflow is described, including local train-
ing procedures, aggregationmechanisms, communication process, and
implementation using the Flower framework. Experiments conducted
on the NGSIM publicly available vehicular datasets are presented. Per-
formance is evaluated in terms of Root Mean Squared Error (RMSE),
convergence rapidity, communication overhead, and computational ef-
ficiency. Comparisons with state-of-the-art centralized and FL-based
baselines demonstrate the effectiveness of the proposed FedVANET-TP
approach.

• Chapter 4 FDG-VTP: A Fully Decentralized Gossip Vehicular Trajec-
tory Prediction Model

This chapter extends the FL-based paradigm toward a fully decentral-
ized architecture specifically adapted to the stringent constraints of VANETs
environments. It starts by establishing the need to eliminate the central
aggregation server to mitigate single points of failure and coordination
bottlenecks. The core of this method lies in an asynchronous gossip-
based communication algorithm, pairedwith a neighbor-selectionmech-
anism that adapts to dynamic vehicular topologies. To ensure the qual-
ity of the shared updates, the framework employs a dynamic weighted
aggregation strategy that accounting for local dataset sizes of the in-
volved vehicles and a reliability factor computed by the receiver ve-
hicle for each received update. This is complemented by an adaptive
update-scheduling mechanism that prevents the premature transmis-
sion of insufficiently trained weights. The proposed framework was
compared against both centralized and decentralized baselines. The re-
sults demonstrate superior trajectory prediction accuracy while main-
taining low communication overhead and controlled computational costs.

• Chapter 5 PPIR: Privacy-preserving and Intrusion-Resilient frame-
work for Gossip-based Communication Algorithm in VANETs

Building on the proposed fully decentralized framework, themethod in-
troduced in this chapter comprises robust security and confidentiality
layers integrated into the framework. The chapter provides a compre-
hensive analysis of the threat model, specifically addressing poisoning,
backdoor, Sybil, and DoS attacks within collaborative vehicular learn-
ing environments. To mitigate those threats, the proposed approach
combines cryptographic protection with anomalous detection process.
Specifically, it implements an elliptic-curve Diffie–Hellman-based sign-
cryption mechanism to ensure the confidentiality, integrity, authenti-
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cation, and non-repudiation of exchanged model updates. This mech-
anism is reinforced by a misbehavior detection and resilient system
(MDS) that relies on EKF consistency checks, using innovation errors
to identify anomalous updates. Additionally, a plausibility verification
mechanism analyzes the historical evolution of received weights to as-
sess the trustworthiness of participating vehicles. The chapter concludes
by experiencing the system’s resilience against various attacks and com-
paring its detection performance with that of state-of-the-art methods.
The results highlight superior detection capabilities for byzantine be-
havior such as backdoor and Sybil attacks and comparable performance
under DoS type attacks, all while maintaining low computational and
communication overhead.

• Chapter 6: General Conclusion and Perspectives

The final chapter synthesizes the main contributions of the thesis and
discusses their overall impact on a secure, collaborative, and fully de-
centralized mobility forecasting framework for VANETs. It highlights
how the proposed frameworks collectively address prediction accuracy,
decentralization, communication efficiency, and security robustness un-
der strict vehicular constraints. The chapter also outlines future re-
searchdirections, including large-scale cluster-based collaborationmech-
anisms, adaptive trust management models, enhanced adversarial ro-
bustness against sophisticated attacks, and scalability analysis in dense
urban deployments. This concluding chapter positions the thesis con-
tributionswithin the broader evolution of intelligent, decentralized, and
secure transportation systems.
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2 - Literature Review

2.1 . Introduction

VANETs are increasingly emerging as the cornerstone of ITS. They hold sig-
nificant potential to enhance road safety, improve traffic efficiency and driving
comfort [2]. VANETs notably ensure the transmission of alert messages be-
tween vehicles in case of accidents [6], the reporting and avoidance of traffic
jams [2], and the calculation of alternative routes in case of traffic congestion
[19]. They also provide onboard Internet access, support entertainment ser-
vices, and facilitate the exchange of information about points of interest such
as gas stations, and more [6].

One of the main characteristics of VANETs is their highly dynamic topol-
ogy. The rapid movement of vehicles causes frequent changes in network
topology, with connections forming and breaking at very high rates. Address-
ing security challenges in such a dynamic context requires a thorough under-
standing and anticipation of vehicle behavior on the road. For this reason, the
literature review presented in this chapter begins with a detailed study of mo-
bility models. The chapter then analyzes and compares distributed and col-
laborative, centralized and fully decentralized,mobility forecasting approaches
leading to a classification of mobility models summarized in Figure 2.1. Fur-
thermore, studies addressing the performance, security, and privacy of com-
munication algorithms in distributed vehicular systems are reviewed and com-
pared. Finally, the respective limitations of these approaches are examined,
thereby motivating the development of the proposed methods.

The review of existing mobility models is presented in the following sec-
tion.

2.2 . VANETs mobility models

Vehicle mobility models play a crucial role in the design, simulation, and
optimization of modern transportation systems. They enable the reproduc-
tion of vehicle movements and behaviors in various contexts including ur-
ban traffic, highway scenarios, and the management of autonomous vehicle
fleets. These models are essential to figure out traffic flow dynamics, pre-
dicting road congestion, and supporting urban planning. In the context of
vehicular communication networks such as VANET, they also contribute to en-
hancing road safety, traffic efficiency, and driving comfort. In the literature,
mobility models are generally classified according to the level of detail they
provide in describing vehicle movements. This classification leads to three
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main categories [20]:
• Microscopic models

Microscopic models consider individual vehicle characteristics, such as accel-
eration or deceleration needed to maintain a safe distance or headway to
mimic or forecast vehicles movements. These models offer a high level of
detail and accuracy but demand significant computational resources [21].

• Macroscopic models
Macroscopic models rely on hydrodynamic phenomena to describe the over-
all characteristics of traffic movement, such as flow, speed, and density, for
a given road segment at a specific point in time [22]. While they are more
straightforward and computationally more efficient, their realism and accu-
racy are often lower.

• Mesoscopic models
Mesoscopic models aim to combine the advantages of the two previous ap-
proaches, offering a trade-off between accuracy and computational complex-
ity. They describe both the raw characteristics of traffic flow and individual in-
teractions between vehicles [23]. This type of model has notably been used to
study adaptive cruise control and autonomous driving [24]. It allows for mod-
eling the distribution of progression and density for a group of vehicles at a
given time and in a specific space, while also enabling the control of individual
vehicle behavior.

For amore in-depth classification,mobilitymodels can also bedistinguished
based on themethods or techniques used for their implementation. Our liter-
ature review has thus identified two main categories: classical mobility mod-
els and machine learning-based mobility models. These two approaches are
detailed in the following subsections.

2.2.1 . Classical mobility models
Classicalmobilitymodels are based onmathematical foundations, statisti-

cal approaches, and laws of physics to describe and predict vehiclemovement
on road networks. This category of models is generally divided into four sub-
categories [25]: synthetic models, survey-based models, trace-based models,
and simulator-based models. The following subsections discuss these mobil-
ity model subcategories.
Synthetic mobility models

Syntheticmodels describe vehiclemovement usingmathematical approaches.
They encompass various categories, including stochastic models, traffic flow
models, car-following models, behavioral models, and queuing models [26].
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• Random mobility models
Randommodels leverage stochastic properties to describe entity movement.
They characterize node displacement where both speed and distance trav-
eled are randomly defined. These models aim to simulate mobility for spe-
cific applications while maintaining the integrity of their stochastic properties.
Among the most frequently employed models in this category, the Random
Way-Point (RWP)model [27], is prominent. In thismodel, each node randomly
selects a destination (waypoint), a constant speed, and a pause time. These
values are independent of previous choices, as the lack of historical data stor-
age prevents nodes frommodeling their speed. This inevitably leads to abrupt
stops and sharp turns, and the assumption of constant speed between way-
points is often deemed unrealistic. The RandomWalk (RWalk) model [26] was
developed to address some of these limitations by removing pause times.
Furthermore, it randomly generates azimuth and travel time instead of sam-
pling a fixed destination. Once this time has elapsed, each node receives new
time and direction values. This model reduces the frequency of abrupt turns,
the lack of a preferred direction, and unexpected pauses. The Random Di-
rection Model (RDM) [26] allows nodes to move at random speeds and in dif-
ferent directions until they reach a boundary line. After stopping, each node
selects new values. While this model ensures a uniform node distribution„
its major drawback lies in decreasing the nodes’ average speed over time.
The authors in [28] proposed an improvement of the RDM in which vehicles
choose new destinations and speeds based on their current direction and
speed, thus avoiding sharp turns and sudden braking. The study in [29] in-
troduces a random mobility model tailored to urban environments. It con-
siders road topology, vehicle behavior at intersections, speed variation based
on neighboring vehicles, traffic lights, and attraction points, making it more
realistic than traditional RDM.

Due to their simplicity and ease of deployment, stochasticmobilitymodels
are widely used in various applications. However, they capture only a limited
range of real-world vehicle behaviors.

• Traffic flow mobility models
Traffic flow models conceptualize mobility as a continuous process, analyzed
at either themacroscopic or mesoscopic scale. Drawing inspiration from fluid
dynamics, these models generally aim to represent the overall behavior of
traffic. They are based on aggregated variables such as vehicle density, flow
rate, and average speed, as well as structural characteristics of the road net-
work, including the number of lanes, the presence of intersections, and speed
limits. The Lighthill-Whitham-Richards (LWR) model [22, 30] is themost widely
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used in this category. It relies on kinematic wave theory to model traffic phe-
nomena such as congestion and accelerationwaves and allows for the estima-
tion of traffic speed and density. The authors in [31] proposed an extension
of the LWR model that separates vehicles into two groups: those changing
lanes and those remaining in their current lane. This model also considers
vehicle types, car-following effects, lane-changing behavior, and road geom-
etry. The study in [32] introduced a traffic flow evacuation model based on
Markov chains to reduce vehicle Carbon Dioxide (CO2) emissions through a
speed control algorithm. This model enables the traffic control center to rec-
ommend an optimized speed to drivers. The results show a 31.68% reduction
in CO2 emissions. However, the model does not capture driver behavior or
possible communication failures, particularly between vehicles and the traffic
control center.

Traffic flow models are particularly effective for analyzing the overall dy-
namics of road traffic. However, they provide only a limited level of detail,
and their applicability may be constrained when traffic conditions continu-
ously evolve over time.

• Car-following mobility models
Car-following models replicate the behavior of real drivers by considering the
vehicles directly ahead of them. They rely on variables such as the position
and speed of surrounding vehicles to model the individual behavior of each
vehicle. The Krauss model [33] is a car-following model that realistically re-
produces traffic behavior such as acceleration, deceleration, and congestion.
An extension of the Krauss model incorporating lane-changing behavior on a
two-lane road is proposed in [34]. The model presented in [35] is among the
first to introduce cooperation between drivers within a car-following frame-
work. It realistically simulates traffic behavior and allows the assessment of
the impact of various connected autonomous vehicle scenarios on traffic flow.
However, while car-following models are realistic, they tend to be complex
and require significant computational resources.

• Behavior-based mobility models
Behavior-based models consider the driver’s reactions using behavioral rules
and stimulus–response schemes. For example, Legendre et al. [36] proposed
an approach that decomposes mobility into individual behaviors to simulate
realistic movement patterns in critical scenarios such as traffic incidents and
emergencies. Gipps [37] introduced a model based on the assumption that
each driver sets limits on their braking rates and desired acceleration thresh-
olds. The author demonstrated that the model can replicate real-world traf-
fic flow characteristics when realistic parameter values are used in simula-
tions. Kharrazi et al. [38] extended behavior-based models by incorporating
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mission-specific information such as vehicle type, route, and driving environ-
ment. This enhancement allows the generated driving cycles to be more real-
istic and better aligned with the actual conditions the vehicle will encounter.

As with car-following models, behavior-based models are highly realistic
but require considerable computational resources, especially for large-scale
traffic scenarios.

• Queuing mobility models
Queuing models describe roads as First In, First Out (FIFO) queues, where ve-
hicles are treated as customers. Liu et al. [39] introduced a shockwave theory
model derived from the LWR model to estimate queue lengths in real time at
signalized intersections, even under congestion and long queues. Mirchan-
dani and Zou [40] developed another queuing model for a simplified adap-
tive control strategy and presented a numerical algorithm to compute steady-
state performance metrics.

This category of models is relatively easy to understand and implement
and can be applied to a variety of conditions and complex queuing scenar-
ios. However, they fail to consider vehicle coordination at intersections when
multiple vehicles cross at the same time, and they do notmodel lane-changing
behavior.
Survey-based mobility models

Survey-basedmodels are basedon large sets of statistical data collected through
surveys. These data setsmay include information related to roadusers’ habits,
such as travel time, lunch breaks, distance traveled, or even preferred meal
types. Such information can be used to calibrate mobility models and sup-
port the development of a generic model capable of reproducing the pseudo-
random or deterministic behaviors observed in real urban traffic [25]. For ex-
ample, the University of Delaware (UDel) model [41], is used to simulate urban
traffic. It considers various factors such as arrival times at work, lunch breaks,
pedestrian and vehicle dynamics, and time usage throughout the workday.
The agenda-based mobility model, proposed in [42], is a microscopic mobil-
ity model that uses survey data to generate individual schedules for mobile
nodes. It can reproduce various traffic phenomena, making it suitable for sim-
ulating urban traffic. Nevertheless, these models present limitations as they
lack a detailed representation of nodemovements, thereby limiting their suit-
ability in numerous high-precision mobility scenarios.
Trace-based mobility models

Trace-based mobility models rely on empirical trajectory data collected from
real-world agents such as vehicles, pedestrians, ormobile devices. Unlike syn-
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thetic models, which generate artificial motion patterns based on stochastic
assumptions, trace-basedmodels aim to replicate realistic mobility behaviors
by learning directly from observed movement traces. These traces consist
of temporally ordered location samples, typically gathered from Global Posi-
tioning system (GPS) sensors, vehicle on-board systems, or mobile communi-
cation networks. By leveraging these datasets, trace-based mobility models
can capture the spatial heterogeneity and temporal dynamics of real-world
motion, providing a high-fidelity representation of how agents move, inter-
act, and respond to their environment. For instance, the study presented in
[43] introduces a trace-based mobility model designed to simulate the move-
ments of first responders, such as firefighters and rescue teams, in emer-
gency scenarios. The model is constructed from GPS traces and reproduces
context-dependentmovement patterns, including group coordination, points
of interest, topographical constraints, and physical obstacles. Similarly, the
authors of the study in [44] propose the TRAILS model, which extracts a mo-
bility graph from real-world data and uses it to generate realistic, flexible, and
scalable simulation scenarios. The study in [18] presents a model that en-
hances human mobility prediction across various spatial scales by utilizing
proxy data collected frommultiple digital platforms and geolocation services.

Trace-based models are relatively easy to calibrate and enable the repro-
duction of realistic behaviors, providing an accurate representation of phys-
ical and spatial constraints as well as high scalability. However, the quality
of such models strongly depends on the quality and quantity of the collected
traces. Moreover, thesemodels generally exhibit low generalizability and lim-
ited flexibility, and the trace data are often large, noisy, and incomplete, re-
quiring extensive preprocessing and cleaning steps.
Simulator-based mobility models

Simulator-basedmobilitymodels enable realistic reproduction of the dynamic
behavior of vehicles within virtual environments, whether urban or highway.
Unlike mathematical or statistical approaches, simulators incorporate physi-
cal, behavioral, and contextual parameters, thereby offering a more faithful
representation of agents movements. These simulation tools operate at vari-
ous levels of granularity. At themicroscopic level, eachmobile entity is individ-
ually modeled considering specific movement characteristics such as acceler-
ation, deceleration, and lane changes. Fine-grained simulators such as SUMO
[45], CORSIM [46], VanetMobiSim [47], PARAMICS [48], and VISSIM [49], or
TRANSIMS [50] originally developed for urban traffic engineering, are capable
of accurately modeling urban traffic while also integrating factors such as en-
ergy consumption, pollutant emissions, and noise levels [25]. At amore aggre-
gated scale, mesoscopic or macroscopic simulators, including AIMSUN [51],
VISUM [52], MATSim [53], TransModeler [54] and the one proposed in [55],
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model the behavior of vehicle groups or overall traffic flows. These tools, of-
ten hybrid, are particularly well-suited to large-scale transportation planning
scenarios. In the context of VANET simulations, microscopic mobility simula-
tors such as SUMO are frequently coupled with network simulators such as
OMNeT++ [56], NS-3 [57], or Veins [58], to jointly represent both vehicle mo-
bility dynamics and communication exchanges, between vehicles or between
vehicles and road infrastructure. Simulator-based mobility models thus of-
fer the ability to evaluate, in advance, various mobility policies, traffic man-
agement algorithms, or intelligent transportation infrastructures. However,
they also present certain limitations: some simulators require the purchase
of commercial licenses, integration with communication simulators can be
technically complex, simulation outcomes heavily depend on the quality of
input data, and computational costs may become significant, especially for
large-scale simulations.

Vehicle behavior on the road is inherently uncertain, nonlinear, and com-
plex, making it difficult to predict with sufficient accuracy using traditional
mathematical or physics-based models. In contrast, methods based on AI
techniques, such as ML [59] and DL [60], are comparatively easier to imple-
ment and achieve more accurate predictions [61]. As such, these approaches
arewidely employed to address the limitations of classicalmobilitymodels, in-
cluding their implementation complexity and lack of realism or precision. This
category of mobility models will be discussed in the following subsections.

2.2.2 . AI-based mobility models

The rapid advancement of increasingly robust, efficient, and resource-
aware AI algorithms, facilitated by the abundant availability of vast datasets,
has significantly contributed to the development of mobility models with en-
hanced accuracy, efficiency, and generalizability. AI-based mobility models
employ either ML or DL techniques to model and predict vehicle behavior
on the road. These models are trained on historical vehicle behavior data
to reproduce observed movement patterns and forecast future trajectories
[62, 63]. The training process involves optimization procedures aimed at min-
imizing the discrepancy between predicted outputs and ground-truth data.

Unlike physics based models that rely in mathematical laws, ML-based
approaches utilize large-scale historical datasets to capture complex mobil-
ity patterns and temporal dependencies. These data-driven methods employ
a range of learning algorithms, such as Support Vector Machines (SVM) [64],
Dynamic Bayesian Networks (DBN) [65], K-Nearest Neighbors (KNN) [66], and
Decision Trees [67] to extract latent features that govern vehicular dynamics.
This shift from rule-basedmodeling to statistical learning enablesmore adap-
tive and context-aware mobility predictions, particularly in highly dynamic or
uncertain traffic environments. Thus, the work in [68] proposes using an arti-
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ficial neural network (ANN) [69] to predict vehicle trajectories, combined with
an SVM to estimate the likelihood of a lane change. The SVM classifier is
employed to determine the most probable action to be taken. The result-
ing model is capable of predicting a lane change up to three seconds before
it occurs. To improve prediction performance, the study in [70] proposes a
method for anticipating driver lane change intentions by combining SVMwith
bayesian filtering. This approach produces multiclass probabilistic outputs,
which are subsequently refined by incorporating uncertainty and temporal
dynamics. In [61], the authors proposed a method based on the KNN model
to provide accurate short-term traffic flow predictions on urban expressways.
Decision trees, for their part, were employed by the researchers in [71] to de-
velop a trajectory prediction approach for autonomous vehicles based on two
machine learning algorithms: decision tree and naive Bayes [72]. Themethod
also integrates a random forest [73] regressor for feature selection during the
data preprocessing phase. The experimental results demonstrated that the
highest prediction accuracy was achieved using the decision tree algorithm
without prior selection of characteristics. While the performance of ML-based
mobility models can be enhanced by incorporating additional variables, these
methods remain primarily effective for short-term and relatively simple pre-
diction tasks, and tend to perform poorly when extended to complex or long-
term forecasting scenarios. To address these limitations, researchers have
explored DL-based approaches.

In contrast to ML-based models, DL-based mobility prediction methods
have been widely adopted to address the challenges posed by dynamic en-
vironments, particularly those involving multi-agent interactions [74]. Among
DL-basedmodels, RecurrentNeural Network (RNN) [75], specifically Long Short-
TermMemory (LSTM) networks [75, 76, 77], are well known for capturing tem-
poral dependencies [78]. LSTM architectures are particularly advantageous
due to their internal memory mechanisms, which allow them to retain and
utilize information from previous time steps. Consequently, thesemodels are
well-suited for modeling sequential data and achieving highly accurate tra-
jectory forecasting. Thus, in order to improve the ability of advanced driver-
assistance systems (ADAS), embedded in autonomous vehicles, to anticipate
the intentions of surrounding vehicles and predict complex motion patterns,
Altché and De La Fortelle [79] employed an LSTMnetwork to develop a consis-
tent highway trajectory prediction model taking into account both longitudi-
nal movements (acceleration and deceleration) and lateral movements (lane
changes). Similarly, the model in [80] employs an LSTM network to predict
a probabilistic distribution of future vehicle locations on a grid-based map.
The article in [81] introduces an LSTM-based encoder–decoder architecture
for vehicle trajectory prediction. The LSTM encoder processes the historical
trajectory data, while the LSTM decoder generates the future sequence of po-
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sitions. The model outputs the k most probable trajectory candidates using
a beam-search [82] mechanism. In [83], where the trajectories of surround-
ing vehicles are predicted considering the multimodality of driving behaviors
(e.g., lane keeping or lane changing), LSTM is used to identify the most likely
action with a certain level of confidence, and then to generate a distribution
over future trajectories conditioned on that action.

Hence, the results presented in the literature show that LSTM networks
can achieve adequate performance in various mobility prediction scenarios.
However, LSTMonly captures temporal dependencies in historical vehiclemove-
ment sequences, consequently ignoring spatial interactions between each ve-
hicle and its environment. As a result, predictions generated by LSTM often
lack realism. To mitigate this drawback, researchers have proposed integrat-
ing Convolutional Neural Network (CNN) [84, 85, 86] with LSTM. Initially devel-
oped for image recognition tasks, CNN are particularly effective at processing
spatial information [87]. Therefore, the combination of CNN and LSTM net-
works enables the models to efficiently capture both spatial interactions and
temporal dependencies. Therefore, the study presented in [88] introduces a
method that integrates CNN and LSTM architectures to improve the accuracy
of surrounding vehicle trajectory predictions by leveraging both spatial and
temporal features. The approach in [89] uses LSTM encoders per vehicle to
encode past trajectories and then arranges the LSTM hidden states into an
occupancy-like grid; applies convolutional layers (CNN) over that grid to ex-
tract spatial interaction features; an LSTM decoder and dense layers predict
future trajectories. The TraPHic algorithm, presented in [90], is designed for
short-term trajectory prediction in a heterogeneous and dense traffic envi-
ronment (including buses, cars, scooters, bicycles, or pedestrians). TraPHic
utilizes LSTM to capture temporal dependencies in the target agent’s move-
ment, and CNN for spatial interactions between the agent and its immediate
surroundings, implicitly accounting for neighboring agents’ varying shapes,
dynamics, and behaviors.

Nevertheless, although LSTM networks are specifically designed to cap-
ture temporal dependencies, they often struggle tomodel long-term relation-
ships within complex sequences. As the sequence length increases, they tend
to suffer from error accumulation and a loss of contextual coherence [91].
Conversely, CNN focus primarily on local interactions within their convolu-
tional windows, which limits their capacity to capture long-range dependen-
cies between vehicles [92]. To overcome these limitations, recent research
[93, 94] have proposed the integration of attention mechanisms [95, 96] with
LSTM, CNN, or both. Often embedded within LSTM-based encoder–decoder
frameworks, attention mechanisms enhance the model’s ability to identify
and extract the most salient information from large-scale input data through
the computation of attention scores. As an example, the authors in [97] em-
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ployed a two-stage LSTM encoder-decoder with an attention mechanism to
correct cumulative errors caused by the iterative behavior of the LSTM, thus
improving the accuracy of their trajectory predictionmodel. The spatial-temporal
attention LSTM (STA-LSTM)model, proposed in [98], incorporates an attention
mechanism to enhance both the accuracy and interpretability of trajectory
predictions. Similarly, Jiang et al. [78] introduced the spatial-temporal atten-
tive LSTM encoder–decoder (STAM-LSTM) model. This model combines an
LSTM encoder-decoder architecture with a spatiotemporal attention mecha-
nism. The spatial attentionmechanismcaptures relationships betweennearby
vehicles to extract a global spatial feature, while the temporal attention com-
ponent handles long-term dependencies. All of this information, enriched by
the dynamic data of the surrounding vehicles, is fused at each time step to
form a comprehensive representation of the target vehicle’s environment,
leading to more accurate trajectory predictions. The paper in [99] introduces
an LSTM encoder-decoder model for trajectory prediction, integrating an at-
tention mechanism to weigh adjacent traffic flows and the target vehicle’s
states. Furthermore, a geometric linearization method for curved roads is in-
troduced to generalize the model’s application, thereby significantly reducing
prediction errors. The contribution in [100] introduces the Residual Attention
LSTM (RA-LSTM) model, an LSTM encoder-decoder equipped with a residual
attention mechanism. This key module modulates the influence of surround-
ing vehicles within an interaction tensor to filter out irrelevant information,
thus improving the accuracy of future position distribution prediction. Inte-
gration of attentionmechanisms to enhance the performance of hybrid CNN-
LSTM approaches is also widespread. For example, Yang et al. [101] integrated
an attention mechanism with an LSTM encoder-decoder architecture, com-
plemented by a CNNnetwork, to extract relevant contextual information from
the surrounding environment. This approach aims to optimize the accuracy
of trajectory predictions in a complex traffic environment. Similarly, in [102],
the authors propose a multi-module CNN-LSTM hybrid model coupled with a
spatio-temporal attention mechanism and a decomposition into interaction
regions around the target vehicle. Here, the CNN extracts the spatial features,
the LSTM captures the temporal dynamics, and the attention weights these
spatial and temporal contributions to enhance trajectory prediction. A combi-
nation of CNN, BiLSTMs [103], and an attention mechanism is also employed
in a data-driven car-following model to predict the trajectory of of the vehicle
ahead [104], and in [105] to improve the influence of the relevant neighbors.

The integration of attentionmodules into RNN and CNN architectures has
improved the accuracy of mobility predictions. However, these conventional
attention mechanisms struggle to effectively weight the temporal and spa-
tial interactions captured by the underlying networks. Moreover, sequence
processing remains sequential, as each new state depends on the previous
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one, thereby limiting parallel processing. To address these limitations, some
studies have explored the use of Graph Neural Network (GNN) [106], which is
particularly effective at modeling complex spatial relationships among nodes,
thereby improving prediction accuracy. GNN is often combined with RNN,
or CNN, or both, and integrate attention mechanism to capture spatial and
temporal dependencies comprehensively. For instance, the study in [107]
introduces a Graph-based Spatiotemporal Convolutional Network (GSTCN),
which integrates graph structures with convolutional layers to estimate the
most likely future trajectories of nearby vehicles. Similarly, the Graph-based
Interaction-aware Trajectory Prediction (GRIP) model [108] represents spa-
tial and dynamic dependencies among surrounding vehicles and other road
users through graph structures. It employs graph convolutional blocks to cap-
ture intricate inter-object relationships and utilizes an LSTM encoder-decoder
architecture to generate trajectory predictions. Chang and Wang [109] pro-
posed amultimodal, dynamic-aware (MODA) trajectory predictionmodel. MODA
uses an LSTM encoder-decoder augmented with a Graph Attention Network
(GAT) tomodel complex interactions. It incorporates a Conditional Variational
Autoencoder (CVAE), guided by ground-truth data, to generate multiple real-
istic trajectories. GNN has emerged as a powerful paradigm for modeling
spatio-temporal dependencies in mobility and traffic data [110, 111, 112]. They
naturally capturemulti-agent interactionswithin complex roadnetworks [113];
however, their effectiveness strongly relies on graph construction quality and
remains limited by computational cost and scalability issues [114].

To overcome these limitations, the Transformer architecture [1] has been
widely adopted. Entirely based on the attention mechanism, it places this
mechanism at the core of its design through self-attention, which links each
element of a sequence to all others, and multi-head attention, which enables
the model to simultaneously learn various types of relationships (syntactic,
semantic, spatial, temporal, etc.). These properties allow the Transformer
to process sequences in parallel while effectively capturing long-range de-
pendencies. Originally designed for natural language processing (NLP), the
Transformer has been successfully adapted for trajectory prediction tasks
[115, 116, 117]. Its main advantage lies in its ability to model long-term depen-
dencies and complex interactions among agents while allowing for parallel
processing. Furthermore, it outperforms LSTM and CNN in terms of both
accuracy and long-term prediction horizon [118]. Thus, in [118] the authors
propose the SAT (Situation-Aware Transformer) for long-term trajectory pre-
diction in urban environments. This model combines the Transformer for se-
quential modeling with a state encoder for external context. Its main innova-
tion is link projection to correct error accumulation and ensure on-road com-
pliance. A new metric, the ’area-between-curves’, is also introduced to evalu-
ate the overall trajectory similarity. In the study proposed in [119], the authors

37



developed the TrajectoFormer model with the aim to improve the accuracy
and robustness of trajectory forecasting. To adapt the Transformer to the tra-
jectory prediction task, theymodified its blocks andbypassed the tokenization
process, which also optimizes computation times. They also integrated pre-
processing algorithms (neighbor selecting, temporal windows creation, etc.)
to improve the model’s accuracy. Similarly, Wang et al. [120] introduced the
Lane Transformer model, which leverages the Transformer’s efficient atten-
tion mechanisms to streamline computations while improving both the accu-
racy and efficiency of trajectory predictions. Cheng et al. [121] also proposed
a Transformer-based model for predicting surrounding vehicles’ trajectories.
This model integrates driving styles, uses utility theory to infer intentions, and
generates candidate trajectories through polynomial clustering. The trajec-
tory evaluation relies on a cost functionweighted by risk assessment and driv-
ing styles, prioritizing safety, efficiency, and comfort to select the optimal path.
Transformer-based mobility models can achieve excellent results, even with
a simple architecture and without complex interaction mechanisms [116]. In
addition to its ability to model long-range spatio-temporal dependencies and
process sequences in parallel, the Transformer excels at efficiently combining
heterogeneous inputs (HD maps, sensors, intentions, etc.) via multi-head at-
tention, thus offering better generalization. However, its high computational
cost, its need for diverse and abundant data, and its limited interpretability
[122] may restrict its use in critical practical scenarios.

Although everymethod aimedat improving the efficiency, safety, and com-
fort of road traffic offers valuable advantages, it often comes with drawbacks
such as computational complexity, accumulation errors, and limited scalabil-
ity. This constantly drives researchers to propose newmethods for optimizing
the performance, robustness, and realism of mobility models, while manag-
ing the inherent constraints of high-mobility environments and the highly dy-
namic topology of vehicular networks. For example, inspired by the study in
[123] on perceptual and psychological processes, which claims that a driver’s
visual sector, defined by its radius and angle, dynamically adjusts with speed
(it narrows at high speeds and widens at low speeds), the authors in [117]
introduced a Human-Like Trajectory Prediction (HLTP) model. This model is
designed to improve decision-making in autonomous vehicles by mimicking
human cognitive processes. The HLTP model is built on a teacher–student
knowledge distillation architecture. The teacher model consists of two en-
coders that simulate human visual perception and a Transformer-based de-
coder responsible for capturing spatiotemporal interactions and contextual
features. The student model, on the other hand, employs a GRU-based ar-
chitecture [124] to generate a multimodal prediction distribution. Through
knowledge distillation, the student model learns the complex behaviors of
the teacher model, thereby achieving comparable performance while signifi-
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cantly reducing computational requirements, making it more suitable for de-
ployment in resource-constrained environments.

To implement these mobility models, historical vehicle data can be aggre-
gated on a single device where the prediction model is also deployed. In this
case, the model is trained using all centralized data. Alternatively, data can
be maintained locally by each vehicle, which then holds a copy of the pre-
diction model and trains it locally using its own data solely. This latter setup
constitutes a distributed environment. These two AI-based mobility model
configurations are discussed in the following subsections.

2.2.3 . AI-based centralized mobility models

Centralized mobility models based on ML or DL gather historical vehicle
behavior data into a single centralized infrastructure, such as a server or data
center. In this centralized setting, the full dataset is used to train the model,
allowing it to learn and extract underlying mobility patterns. Once training is
completed, predictions are distributed to vehicles to support their decision-
making processes. For instance, in [125], the authors use a deep architecture
(a stacked autoencoder) trained on large-scale traffic data in a centralized
manner to capture spatial and temporal correlations essential for accurate
traffic flow prediction. Similarly, the DeepTransport model in [126] uses CNN
to extract spatial features from the road network, and RNNs reinforced with
an attention mechanism, to capture temporal dependencies, all trained to-
gether in a centralized infrastructure to forecast traffic conditions. The tra-
jectory prediction approach in [127] is also centralized. The model (based on
CNN plus explicit encoding of vehicle kinematics) is trained on datasets col-
lected and stored centrally, so that the resulting predictions are realistic and
physically feasible for deployment. In the ReCoG framework [128], past mo-
tion sequences and spatial features (via RNN and CNN) are used to build a
heterogeneous graph, and the GNN applied to this complete graph is trained
in one centralized process on the full dataset to capture interactions among
all nodes. Another example is DeepTrack in [63] that uses Temporal Convolu-
tional Networks (TCNs) and depthwise convolutions, optimized using centrally
stored data, allowing efficient real-time trajectory prediction and traffic mon-
itoring with low computational overhead.

Although AI-based centralized mobility models demonstrate high accu-
racy and efficiency, they nevertheless pose significant challenges regarding
the vulnerability of sensitive data and the increased use of communication
resources and computation within VANET. To address these limitations, dis-
tributed AI-based mobility models have been developed. These models will
be presented in the following sub-sections.

2.2.4 . AI-based distributed mobility models
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Distributed mobility models eliminate the need to transmit and store all
data generated by vehicles in the network on a centralized device or to use
a single machine to train the AI model using this large amount of data. In
distributed approaches, each vehicle utilizes its locally collected data to train
a local instance of the AI model. Subsequently, the vehicle may share either
the final predictions [129] or, often, the parameters of its local model [130]
with other vehicles. These models generally rely on FL [7] techniques. Conse-
quently, distributed mobility architectures allow for the distribution of com-
putational and communication loads across the various vehicles in the net-
work. They also provide several additional advantages, including improved
data privacy, as the data is no longer centralized; reduced communication
latency, since raw data, often large in size, is no longer transmitted across
the network; and better scalability, as the system can more easily adapt to
large-scale networks composed of numerous connected vehicles. Distributed
mobility models can be divided into two main categories: models based on
Centralized Federated Learning (CFL) [131], and fully decentralizedmodels, re-
ferred to as DFL [15]. These two approaches will be presented in the following
subsections.

2.2.5 . Centralized FL (CFL)-based mobility models

This approach is based on the collaborative training of an AI model while
ensuring that raw data remains stored locally on each vehicle. A central server
coordinates the overall training process. Within this framework, each vehicle
independently trains a local model on its own dataset and transmits only the
model parameters, typically the weights and biases, to the server. During
each communication round, the server selects a subset of participating vehi-
cles, collects their locally updatedparameters, and aggregates them toupdate
the global model, commonly using an algorithm such as FedAvg [7]. The up-
dated globalmodel is then redistributed to the vehicles, serving as the starting
point for the next round of local training. This iterative process continues until
a predefined stopping criterion, generally indicating the convergence of the
global model, is met. By design, this architecture preserves data privacy, as
sensitive information never leaves the vehicles, and reduces communication
overhead, since onlymodel parameters, rather than raw data, are exchanged.
Moreover, aggregating knowledge across multiple vehicles enhances the ac-
curacy of the resulting models. These advantages have contributed to the
growing adoption of FL for mobility modeling in autonomous vehicles. For
instance, Zhou et al. [132] proposed an FL-based Transformer model for ve-
hicle trajectory prediction and data mining. To address challenges such as
non-independent and non-identically distributed (non-IID) data and high com-
munication costs in VANET networks, Li et al. [133] proposed the FedVANET
model. This approach uses a structured intra-cluster FL architecture along
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with a weighted cluster-to-cluster cycling algorithm.
In the FL technique, the primary securitymeasure is decentralization; how-

ever, decentralization alone does not guarantee optimal security. Therefore,
various methods have been proposed to enhance privacy or to detect and
mitigate cyberattacks targeting FL-based mobility models. In this vein, Han
et al. [134] introduced a mobility prediction method based on FL and homo-
morphic encryption [135] to reduce the risk of privacy breaches. Similarly, to
counter cybersecurity threats in the Internet of Vehicles (IoV), Wang and Yan
[136] proposed the FL-TP model. This algorithm allows a vehicle to detect cy-
berattacks and predict the trajectories of surrounding vehicles even under
varying attack levels. Nonetheless, despite these efforts to improve privacy,
performance, and efficiency of CFL-based mobility models using centralized
aggregation, this architecture still faces several limitations. A significant is-
sue is the single point of failure or bottlenecks at the central server. More-
over, during each communication round, the server must wait to receive pa-
rameters from all selected vehicles (or clusters), which introduces potential
delays, especially when some vehicles have limited computational or com-
munication resources. Federated Learning also requires frequent communi-
cations between vehicles (or local clients) and the central server, which may
increase communication costs. Additionally, security-enhancing algorithms
(such as homomorphic encryption, secure multiparty computation, differen-
tial privacy, etc.) can be computationally costly and sometimes increase com-
munication overhead or reduce prediction accuracy. To mitigate these limi-
tations, some researches have proposed removing the central server entirely
and adopting a fully decentralized architecture, which will be discussed in the
following subsection.

2.2.6 . Decentralized FL (DFL)-based mobility models

Introduced in 2018, in the study in [137], serverless or distributed feder-
ated learning (DFL) decentralizes the aggregation of model parameters by
distributing the process among neighboring participants in the FL network
[15], thereby eliminating the need for a central coordination server. Unlike
CFL, where a central server aggregates parameters received from participat-
ing nodes, the DFL paradigm enables each node to transmit its locally com-
puted updates, derived from its own data, along with relevant metadata di-
rectly to neighboring nodes via peer-to-peer communication protocols, rather
than forwarding them to a central entity. As a result, DFL addresses several
inherent limitations of CFL architectures, including the single point of failure,
the dependency on a central trusted server, and performance bottlenecks at
the server level [15], or due to low capacity participants at the nodes level
[138]. Furthermore, DFL provides several advantages that make it well-suited
to vehicular environments, including a distributed architecture, peer-to-peer
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Figure 2.1: Mobility models classification

communication, enhanced privacy, and improved resilience and scalability.
However, this decentralized architecture also introduces new challenges:
• The lack of a central coordinator complicates synchronization and can
slow the convergence of the global model.

• Unreliable communication, which is typical in vehicular networks, may
lead to the partial or corrupted reception of exchanged models.

• Peer selection, adaptive model aggregation, and management of node
heterogeneity, in terms of computational capabilities, data quality, or
mobility, remain open research issues.

To address these challenges, several works have explored fully decentralized
federated learning (i.e. no server or central aggregator) strategies tailored to
the constraints of vehicular networks. For example, the fully decentralized
trajectory prediction scheme based on gossip learning, in [139], introduces
three peer-to-peer aggregation strategies, leveraging a performance estima-
tor to adaptively weight the contributions received directly from neighbor-
ing nodes. Adaptive Model Aggregation (AMA) [140] also operates in a fully
decentralized manner. Vehicles exchange updates directly with neighbors,
using a performance estimator to weight contributions and ensure accurate
trajectory prediction. Similarly, Soft-DSGD [141] also adopts a fully decentral-
ized architecture. Instead of relying on a server to repair missing parame-
ters, each vehicle locally replaces lost parameters with its own model values
and dynamically adjusts parameter weights according to link reliability, help-
ing to avoid system blockages and slowdowns in convergence due to packet
losses. In the Committee Mechanism based FL (CMFL) framework [142], a
peer-elected committee validates contributions each round, maintaining ac-
curacy and stability without server, or super node coordination. Additionally,
the mobility-aware decentralized FL (MDFL) framework [143] further demon-
strates the effectiveness of the fully decentralized paradigm. In this approach,
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vehicles elect temporary local leaders and optimize training iterations using
multi-agent Reinforcement Learning (RL), improving convergence and com-
munication efficiency. Heterogeneity in node capabilities and data distribu-
tions [144] has been tackled using lightweight local regularization methods
embedded directly into decentralized optimization algorithms, such as in the
decentralized parallel stochastic gradient descent (D-PSGD) [145] model, al-
lowing nodes to balance their learning contributions without central control.
Similarly, many studies have focused on jointly optimizing communication
and computation costs in DFL-based approaches. For example, the C-DFL
framework [146] leveragesmodel compression techniques to reduce commu-
nication overhead, while enabling each node to performmultiple local update
iterations followed by several communication phases within a single global it-
eration cycle. This approach differs from the conventional FedAvg algorithm,
which performs multiple local updates within each communication round.

The overall effectiveness of security mechanisms and the optimization of
convergence, communication, and computation costswithinDFL systems fun-
damentally rely on the local aggregation strategy chosen by each vehicle to in-
tegrate the parameters received from neighboring nodes into its local model.
The most widely employed aggregation algorithms in fully decentralized FL
architectures are presented in the following subsection.

2.2.7 . Decentralized Aggregation Algorithms in DFL Systems
In centralized FL architectures, the FedAvg has established itself as the

benchmark for aggregation process due to its simplicity and proven practical
effectiveness [15]. In contrast, the situation is more complex in fully decen-
tralized (DFL) systems. Although decentralized adaptations of FedAvg, such
as in [147, 148], and novel specialized approaches have been proposed, no
single aggregation algorithm has yet emerged as a universal solution [15].
The main difference lies in the absence of a central server in DFL. Conse-
quently, nodes must coordinate model updates themselves, placing aggre-
gation mechanisms at the core of key challenges:

• Ensuring convergence despite decentralization,
• Maintaining efficient communication among nodes,
• Preserving robustness, scalability, and privacy.

In contrast to FedAvg’s reliance on a centralized aggregator, DFL approaches
leverage Peer-to-Peer (P2P) protocols to facilitate the collaborative exchange
and merging of local models. The effectiveness of these communication pro-
tocols is critically dependent on the underlying aggregation algorithm. A sur-
vey of the most prevalent aggregation algorithms in DFL systems is provided
in Table 2.1. Each entry in this table outlines the algorithm’s category, descrip-
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tion, aggregation technique, communication scheme, strengths, and limita-
tions. While the table groups algorithms into primary categories, several algo-
rithms exhibit hybrid features that spanmultiple classes. For example, Decen-
tralized Federated Averaging with Momentum (DFedAvgM) [147] extends the
classical FedAvg framework by incorporating a momentum term to acceler-
ate convergence and using a consensus matrix to assign parameters weights
based on node connectivity. Similarly, the D2 framework [148] combines de-
centralized weighted averaging with a connectivity-aware weighting scheme
and distributed gradient descent, ensuring convergence for convex and non-
convex functions while adapting to dynamic network topologies. Given its
hybrid design, D2 is classified as a FedAvg extension and a decentralized op-
timizationmethod. The distributed subgradientmethod [149], achieves global
consensus through local updates and neighborhood exchanges without cen-
tralized coordination. Its aggregation relies on weighting coefficients deter-
mined by communication links or random assignment, situating it within the
consensus-based and distributed subgradient categories.

These aggregation methods are the key components that determine the
effectiveness of communication protocols in collaborative vehicular networks
based on DFL. The most commonly used communication protocols are pre-
sented and discussed in the following subsection.

2.2.8 . Communication Algorithms in DFL-based mobility models

VANETs are designed for environments characterized by high node mo-
bility and highly dynamic network topology. Equipped with intelligent on-
board communication systems, VANETs constitute a key component of Intel-
ligent Transportation Systems (ITS). They enable various types of communi-
cations, including internal vehicle-to-sensor (V2S) communications, such as
radars, cameras, and lidars, [150]. direct vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communications, as well as extensions such as vehicle-
to-pedestrian (V2P) and vehicle-to-network (V2N) [151]. More broadly, this en-
tire spectrum of exchanges is often referred to as vehicle-to-everything (V2X)
communications [152]. Protocol and algorithm design in this context must
address pivotal challenges such as intermittent connectivity, high vehicle mo-
bility, network heterogeneity, and security [153] to ensure low latency, relia-
bility, scalability, safety, privacy, and robustness required by the VANET envi-
ronment. In DFL-based distributed and collaborative trajectory prediction ap-
proaches, various communication schemes and mechanisms are employed.
Among them, the two fundamental schemes are traditional peer-to-peer (P2P)
and gossip-type communication protocols [15]. These protocols are described
as follows:
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Peer-to-Peer (P2P) Protocols

A P2P protocol constitutes a logical layer built on top of IP-based networks
[154]. Within VANET, direct vehicle-to-vehicle (V2V) communication is enabled,
eliminating the reliance on a central server. This design reduces latency by
avoiding round-trips through infrastructure devices. The single point of fail-
ure is removed, since the network can continue functioning even if individual
vehicles leave or fail, with other peers relaying information. The decentralized
nature of P2P communication further enhances robustness and scalability, as
each new vehicle joining the system increases the network’s overall capacity
to disseminate information across a wider area. However, the high mobility
of vehicles results in a highly dynamic topology, where connections are fre-
quently created and disrupted.

According to the adopted approach, a P2P protocol may rely either on a
structured and controlled topology or one formed through random or oppor-
tunistic node connections. These categories of P2P topologies are generally
characterized as follows:

• Unstructured P2P Networks [155]: Peers establish connections randomly
or opportunistically and maintain knowledge only of their immediate
neighbors. Such networks are highly resilient to node churn but gener-
ally inefficient, as search operations often rely on flooding or random
walks, which generate significant redundant traffic.

• Structured P2P Networks [155]: Structured P2P networks are built on a
well-organized and controlled topology. In suchnetworks, data are stored
at specific locations to enable efficient lookup and retrieval, typically
using a distributed hash table (DHT), a decentralized indexing struc-
ture that maps keys (representing resources or data) to unique node
identifiers across the network. Each resource is deterministically asso-
ciated with a specific address through the DHT, ensuring predictable
data placement, efficient routing, and resource-optimized communica-
tion among peers [154]. However, these networks are less tolerant to
disconnections, as the departure of a peer may disrupt the structure
and necessitate costly reorganization process.

• Hybrid P2P Architectures [156, 155]: Hybrid P2P architectures combine de-
centralized peer-to-peer communication with centralized coordination
mechanisms. A commondesignpattern involves using super-peers [157],
nodes endowed with higher computational capacity and bandwidth,
that manage and coordinate clusters of ordinary peers. Such architec-
tures balance scalability and control, offering improved management
and lookup efficiency compared to fully unstructured systems, while
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maintaining greater resilience and fault tolerance than purely central-
ized protocols.

Algorithm,
paper

Category Description Aggregation
method

Comm. type Pros Cons

SGP [158] Fully de-centralizedSGD
Each node sends a portionof its parameters alongwith its weight to its neigh-bors

Dynamicweightedaveraging
Asynchronous,gossip-basedP2P

Guaranteed conver-gence for convex andnon-convex functions,resilient to failures

Complexity of weightmanagement and nor-malization, latency,convergence can beslower
A2CiD2

[159] Fully de-centralizedSGD
Parallel asynchronousgradient computation andP2P communication withexponential correction

Pairwiseweightedaveraging
Asynchronous,Gossip-basedP2P

Removes synchroniza-tion bottlenecks; re-duces straggler effect;better wall-clock timein unstable networks

Complex implementa-tion; staleness can af-fect accuracy; theoret-ical analysis challeng-ing
DFedAvgM[147] Fully de-centralizedFedAvg

Each client runs localSGD (Stochastic GradientDescent) [160, 161] withmomentum, exchangesits updates with neighborsdefined by an undirectedgraph.

Weightedaveraging Synchronous,P2P No single point offailure, privacy, scal-ability, fault tolerant,low latency, conver-gence under convexassumption

Topology-dependent,non-IID data issues,slow convergence,communication over-head, complexity

D-PSGD[145] Fully de-centralizedparallelSGD

Each nodes performs SGDon mini-batches and com-municates with neighborsonly

Weightedaveraging Synchronous,P2P Scalable efficient inhigh-latency or low-bandwidth settings;performs comparablyto centralized SGDunder IID data

Slow Convergencedepends on graphconnectivity; syn-chronous nature maysuffer from stragglers
D2 [148] Fully de-centralizedSGD

Improves D-PSGD byintroducing a variance-reduction mechanismto mitigate the effect ofnon-IID data and improveconvergence speed

Local weightedaveraging Synchronous,P2P More robust to dataheterogeneity, fasterconvergence than D-PSGD

Dependent on graphconnectivity, sensitiveto non-IID data, com-putational overhead

FedPGA[162] Fully de-centralizedFedAvg
Extends FL to decentral-ized settings, combinesgradient slicing with adap-tive step-size to reducelatency

Weightedaveraging Synchronous,P2P Efficient bandwidthuse; up to 14× train-ing time reductionwithout accuracy loss

Requires careful slic-ing mechanism; com-plexity of adaptive up-date implementation
P2PFL[163] Fully de-centralizedFL

Each node randomly se-lects one or more neigh-bors at irregular intervalsto exchange model up-dates

Randomweightedaveraging
Asynchronous,gossip-basedP2P

Resilience to failures,low overhead, highlyscalability, supportfor node arrivals anddepartures, enhancedprivacy

Possible slow conver-gence risk of unnec-essary packet duplica-tion, poorly connectednodes
DSM [149] Fully de-centralizedSGD

Each agent minimizes itslocal objective functionand aggregate its updateswith those received fromits neighbors

Weightedaveraging Asynchronous,P2P Guaranteed conver-gence good balancebetween accuracyand iteration num-ber, large scalability,tolerates unreliablecommunication

Slower convergencestrong dependencyon the quality of theweights (averagingmatrix), high sen-sitivity to networktopology variations
Boyd et al.[164] Fully de-centralized At each iteration, a noderandomly selects oneneighbor, and then eachnode updates its state tothe average of the two

Pairwise ran-domizedaveraging
Asynchronous,Gossip-basedP2P

Easy to deploy in largeand dynamic topolo-gies, robust to partialfailures, low overhead

Slower convergence,intensive communica-tion, not calibrated fornodes with heteroge-neous data
D-
DistADMM[165]

Fully de-centralizedADMM[166]

Linear mixing of variablesvia a push-sum type pro-tocol on a directed graph
Weightedaggregation Semi-synchronous,P2P

Guaranteed conver-gence, good man-agement of localconstraints and cou-plings, robust

High computational,communication, andstorage costs, com-plex tuning

Table 2.1: Decentralized aggregation algorithms comparison

Gossip protocols

The gossip communication protocol (also known as epidemic) is a method for
disseminating information in a distributed peer-to-peer network, inspired by
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how a rumor or virus spreads within a population. In this approach, each
node holds local information (such as the state of a service, an update, or the
parameters of an artificial neural network model). It randomly selects a small
set of neighbors and exchanges part or all of this information with them. The
neighbors then update their state and, in turn, propagate the data to other
nodes. By repeating this process, the information gradually spreads through-
out the network without the need for central coordination. In this protocol,
the samemessagemay circulatemultiple times along different paths, increas-
ing robustness but increasing overhead [167]. The gossip approach tolerates
node failures and high mobility particularly well, since propagation never de-
pends on a single path. The gossip protocol offers several key advantages: it
is simple to implement, resilient to node failures, message losses, and topo-
logical changes, and highly scalable, enabling efficient operation across large
networks without central coordination [168]. These properties make gossip
protocols well-suited to highly dynamic environments such as VANETs. How-
ever, it also presents limitations: redundant message lead to high communi-
cation overhead, slower andmore probabilistic convergence than centralized
or structured P2P protocols. Moreover, the mechanism remains vulnerable
to attacks. Indeed, false or malicious information can spread rapidly when
robust verification and authentication mechanisms is not implemented.

Therefore, gossip-based algorithms are better suited to highly dynamic
environments with highly mobile nodes, such as VANETs. However, the lack
of centralized control complicates source and data integrity verification. This
creates opportunities for malicious nodes to inject false updates, creating sig-
nificant security risks and necessitating the use of robust cryptographic tech-
niques, strong authentication, and mechanisms for detecting and mitigating
adversarial behaviors. In the following subsection, it is discussed the most
prevalent threats targeting DFL-based VANET systems, which commonly ex-
ploit the classical P2P and gossip communication protocols. The correspond-
ing countermeasures are presented as well.

2.2.9 . Security and Privacy in DFL-based mobility models

In DFL-based VANETs, collaborative trajectory prediction entails signifi-
cant security challenges. Although DFL provides scalability, fault tolerance,
and privacy preservation, its decentralized architecture also increases expo-
sure to various attacks [169]. These attacks are generally divided into three
broad categories: (i) those that aim to degrade the performance of the mod-
els of honest participants, (ii) those that compromise the confidentiality and
integrity of parameters exchanged among vehicles, and (iii) those that affect
the availability of VANET systems. These different attacks are discussed in the
following subsections.
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Attacks on Model Performance

Themost commonperformance-related attacks includedata poisoning,model
poisoning, Sybil attacks, evasion attacks, and backdoor attacks [170, 171].

• Data Poisoning Attacks: Data poisoning attacks involve injectingmislead-
ing or malicious samples into the training dataset to degrade the per-
formance of the model [172], for example, by modifying the labels of
the training examples (e.g., changing the label ”dog” to ”cat”), an attack
known as label flipping, the precision and recall of the global model can
drop significantly even when the fraction of malicious nodes is small
[173]. The effects of this attack can be amplified if it occurs in the later
rounds [174].

• Model Poisoning Attacks: The aim of this type of attacks is to directly ma-
nipulate local model parameters before their transmission to degrade
the global model performance. Such attacks can remain effective even
against robust aggregationmethods [175] such as Krum [176], Trimmed
Mean [177, 178], orMedian [178]. In decentralized settingswithout a cen-
tral server, these attacks are more damaging, while designing effective
defenses is highly complex [179].

• Sybil Attacks: A Sybil attack occurs when a single adversary creates and
uses multiple virtual identities to simulate the existence of many dis-
tinct nodes in a decentralized system. This allows the attacker to bias
redundancy, quorum, reputation, or election mechanisms and subvert
the network’s fault tolerance [169, 180].

• Evasion Attacks: This type of attacks is carried out at the time ofmodel in-
ference, where the adversary carefully alters the input data to compro-
mise the machine learning model’s predictions and cause wrong pre-
diction [181].

• Backdoor Attacks: Backdoor attacks consist of poisoning the training
data by adding a trigger (e.g., a visual pattern in an image, a word in a
sentence, etc.). Themodel therefore operates normally on clean inputs,
but when an input containing the trigger is encountered, it produces an
output controlled by the attacker [182].

Attacks on Data Privacy and Integrity

This category of attacks exploits model updates or gradients exchanged be-
tween participants to extract sensitive information about the training data.
The most common attacks in this category are as follows:
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• Model Inversion Attack: Consists of a post-training attack in which an
adversary uses the outputs of the AI model to reconstruct sensitive
training data. For example, facial images could be reconstructed from
confidence scores from a facial recognition model [183], and genetic at-
tributes can be revealed from a medical dosing model [184]. This illus-
trates how even well-performing models can unintentionally disclose
private information.

• Membership Inference Attack: Consists of a privacy attack in which an ad-
versary aims to determine whether a particular data sample was part
of the training set of a given AI model. This type of attack was first for-
malized by Shokri et al. [185], who demonstrated that shadow models
can be used to train an attack model capable of inferring membership
from the output probabilities of a target model. Moreover, these at-
tacks are feasible not only in centralized learning, but also in collab-
orative and federated learning, where adversaries can exploit shared
model updates to infer the participation of individual vehicles in the
training process [186].

• Man-in-the-Middle (MitM): MitM attacks occur when adversaries inter-
cept andmanipulate communications between vehicles, RSUs, or other
infrastructure. In DFL-enabled VANETs, attackers can inject poisoned
gradients, alter model parameters, steal private information, or delay
the globalmodel’s convergence. MitM is a key vulnerability in VANET au-
thentication [6], and enables adversaries to bypass consensus security
guarantees in blockchain-based vehicular systems if message integrity
is not strictly enforced [187].

• Hijacking Private Keys: Private keys are critical for authentication and
securing model update transmission. If adversaries succeed in hijack-
ing or stealing these keys, they can impersonate legitimate clients, in-
ject malicious updates, or even take control of consensus processes.
Key management is a significant security weakness in blockchain sys-
tems, making hijacking a realistic threat [188]. Compromised private
keys allow attackers to submit poisoned gradients under valid identi-
ties, severely degrading model integrity [188] and performance.

• Vulnerabilities of Smart Contracts: In blockchain-integrated VANETs, flaws
in smart contracts may be exploited to disrupt transactions or extract
sensitive information [169].

• Gradient Leakage: Gradient leakage attacks exploit the fact that gradi-
ents shared during the collaborative training process may encode in-
formation about the underlying data. The work in [189] showed high-
fidelity reconstructions using gradient inversion with realistic training
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setups. Such attacks reveal that gradients intended to protect raw data
privacy may expose sensitive information. This makes gradient leakage
one of the most critical threats in DFL.

• Property Inference Attacks: Property inference attacks aim to extract global
properties of the training dataset [190]. When targeting a traffic predic-
tion model, such an attack could determine whether most vehicles in
the dataset are located in a rural or urban area, or if the average speed
exceeds a specific limit.

• Collusion Attacks: Collusion attacks occur whenmultiple adversarial par-
ticipants collaborate in FL or DFL to amplify their impact. Unlike a single
malicious client, colluding adversaries can share information, coordi-
nate poisoning strategies, and evade detection systems. Studies have
shown that collusion enables powerful poisoning attacks that bypass
Byzantine-resilient aggregation rules [191].

Attacks on System Availability

These attacks never directly target the model or the data, but aim to disrupt
the overall functioning of VANETs, or the DFL protocol. This category covers
the following attacks:

• Replay Attacks: Replay attacks involve capturing legitimate messages
and retransmitting them later to delay the convergence of the model
or disrupt the learning process. In VANETs, replayed safety beacons
can create false traffic conditions [192]. In DFL setting, these attacks
can trick the system into double-using stale model updates in the ag-
gregation process.

• Blackhole Attack: The blackhole attack involves a malicious node pre-
senting itself as offering the best route (or the best relay) to a destina-
tion, and then intercepting and ignoring (dropping) the packets trans-
mitted to it. This often occurs in ad-hoc routing protocols [193].

• Flooding / Message Spam Attack: Flooding is a network over-provisioning
attack: one or more nodes inundate the system with messages (re-
quests, advertisements, redundant data) to overwhelm the bandwidth,
queues, or CPU of the receiving peers. When carried out by a single
sender, it is a local denial-of-service (DoS) attack (flooding); when con-
ducted by many coordinated sources, it becomes a distributed denial-
of-service (DDoS) attack [194].

• Malformed Messages: Sending intentionally malformed, corrupted, or
specially constructed messages aims to exploit parsing bugs, memory
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management errors, or protocol assumptions to cause crashes, mem-
ory leaks, or indeterminate states [195].

Ensuring the security, privacy, and reliability of VANETs systems requires
careful attention to network topology and protection against attacks and vul-
nerabilities [15], while maintaining tolerance to frequent connection interrup-
tions caused by high mobility [172]. These security measures should pursue
two main objectives: (i) mitigating external threats and (ii) mitigating internal
threats.
Security Against External Threats

External threats originate from entities that do not have legitimate access to
the systemand aim to disrupt, spy on, or sabotage it from the outside. Various
mechanisms can be implemented to reduce their impact and improve the
resilience of the system against such attacks. The most frequent and most
effective among these countermeasures are the following:

• Digital Signatures: In FL- or DFL-based VANETs, digital signatures en-
sure the authenticity, integrity, and non-repudiation of local updates
exchanged between vehicles. Each vehicle digitally signs its gradients
or parameters before transmission, and peers verify the provenance
before aggregation. Schemes such as the Elliptic Curve Digital Signa-
ture Algorithm (ECDSA), which conforms to the IEEE 1609.2 standard for
V2V communication security, or variants better suited to massive pa-
rameter exchanges like BLS (Boneh–Lynn–Shacham) aggregated signa-
tures [196, 197], offer a good trade-off between security and efficiency,
thus strengthening resilience against poisoning or model replacement
attacks [196, 198].

• Cryptographic Hash Functions and MACs: Hash functions (SHA-256 [199],
SHA-3 [200]) and Keyed-Hash Message Authentication Codes (HMACs)
[201] ensure the integrity and lightweight authenticity of exchanges. A
vehicle can generate a hash or a MAC to quickly detect altered updates
before aggregation process [202]. These mechanisms can be combined
with asymmetric signatures for enhanced verification [198].

• PKI and Certificate Management: Public Key Infrastructure (PKI) and cer-
tificate management enable the assignment of verifiable identities to
the participants vehicles and the effective handling of revocations. Cer-
tificates, issued by an authority or a distributed ledger, bind a public key
to a pseudonym, facilitating signature verification and the exclusion of
compromised nodes [203, 198].
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• Identity-Based Cryptography Schemes: Identity-Based Cryptography (IBC)
approaches use an identity as the public key, removing the need for
explicit certificates and simplifying peer-to-peer exchanges in a highly
distributed environment [204].

• Key Establishment (ECDH): Elliptic Curve Diffie-Hellman (ECDH) key ex-
change allows two vehicles to derive a shared symmetric key, which is
then used to encrypt communications or generate MACs [198]. Being
lightweight and efficient, it is suitable for the constraints of onboard
units.

• Changing Pseudonyms: Changing (or rotating) pseudonyms ensures pri-
vacy and prevents tracking vehicles while retaining a verifiable link be-
tween identity andbehavior. It enables local updates to be signed anony-
mously while maintaining controlled traceability [198, 203].

• Secure Routing Protocols: Secure routing protocols ensure the integrity
and reliability of multi-hop exchanges, preventing route manipulation
or the injection of fraudulent messages. They contribute to the net-
work’s resilience against wormhole [205], blackhole [206], or Sybil at-
tacks [207].

Security Against Insider Threats

An insider threat comes froman authenticated butmalicious participant, such
as a vehicle, Road Side Unit (RSU), or aggregator node, whose goal is to disrupt
the learning process, manipulate routing, or falsify the disseminated AImodel
parameters. The following solutions are used to counter these threats:

• Robust Aggregation: Securing the aggregation process is critical in the
context of FL, or DFL applied to VANETs. Robust aggregation meth-
ods aim to make aggregation resilient against abnormal or byzantine
behaviors, where some nodes send corrupted or poisoned updates to
degrade the global model performance. The principle is to filter, ig-
nore, or reduce the influence of suspicious contributions. Among the
most common methods, Krum [176] selects the most consistent up-
date with its n− f − 2 nearest neighbors (where n is the total number
of nodes and f is the maximum number of byzantine nodes). Multi-
Krum [176] applies the same criterion to several updates and averages
them. Median [178] computes the coordinate-wise median, Trimmed
Mean [177, 178] removes extreme values before averaging, while Fools-
Gold [191] detects coordinated attackers by identifying similar gradients
among them. However, these approaches rely on an upper bound on
the fraction of adversarial nodes and may lose effectiveness if this as-
sumption is violated. In addition, strongly non-IID data distributions can
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weaken their robustness [208], and their implementation often incurs
higher computational and communication costs and potentially slowing
convergence.

• Reputation-Based Security Methods: Reputation systems assign each ve-
hicle a trustworthiness score based on its past contributions. The up-
dates from low-reputation nodes are assigned lower weights during the
aggregation process, allowing the system to mitigate the effect of mali-
cious nodes [196].

• Differential Privacy (DP): This approach adds calibrated noise either to
model parameters (or gradients) [209] or to the training data [210] to
prevent the reconstruction of the data used to train the shared models
between vehicles. Its decentralized variant, Local Differential Privacy
(LDP) [211], is widely adopted in practice (e.g., by Google and Apple).
LDP allows each node to add noise locally to its data or model updates,
ensuring privacy without relying on a central aggregator [210]. Thus,
DP guarantees strong protection for individual data. However, adding
noise degrades model accuracy, and the trade-off between privacy and
utility is often complex to tune. Furthermore, DP may increase compu-
tational and communication costs, particularly for tracking the privacy
budget [212].

• Homomorphic Encryption (HE): HE secures local model training by allow-
ing operations such as addition, multiplication, and aggregation to be
performed directly on encrypted data, without the decryption process.
It is commonly applied in VANETs to protect model updates [213], or
inter-vehicle communications, evenunder frequent pseudonymchanges,
where re-encryption mechanisms refresh pseudonyms without addi-
tional key exchanges [214]. Additive HE, which supports only addition
operations, is often used to reduce computational costs. For instance,
in [215], the authors employ additive HE to preserve parameter confi-
dentiality without relying on trust scores that might reveal vehicle tra-
jectory or identity. Therefore, while HE provides strong privacy guaran-
tees, it incurs significant computational overhead.

• Secure Multi-Party Computation (SMPC): SMPC is a cryptographic tech-
nique that enables several entities to jointly perform a computation
(e.g., training a machine learning model) without disclosing their re-
spective data [216, 217]. Each party randomly divides its data into se-
cret shares, which it then distributes to all other participants. Original
data can only be reconstructed by combining a sufficient number of
shares. Thus, no single participant can recover the initial information
from the sole fragment it has received [218, 217]. Once the collaborative
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computation is completed, each participant only combines the shares
they received to reconstruct the final result. [169]. This approach is
relevant when collaboration is required, but direct data sharing is un-
desirable (owing to legal, ethical, competitive, or security constraints).
However, it incurs high communication costs (due to the large number
of exchanges between participants) and computational overhead (frag-
mentation, random value generation, recombination), which limits its
scalability andmakes it poorly suited to large-scale scenarios [217]. Fur-
thermore, SMPC protocols often prevent verification of the validity of
transmitted updates and need to be combined with DP to strengthen
the privacy [169].

• Anomaly Detection: Anomaly or intrusion detection systems [219, 220]
aim to identify malicious updates or nodes directly. For example, FLDe-
tector [221] relies on temporal inconsistencies between successive up-
dates to flag suspicious clients, whereas LA-DETECTS [222] is based on
plausibility and consistency checks for mobility data such as position,
speed, and acceleration. These methods can neutralize adversarial be-
havior before it impacts the global model. However, they often require
storing update histories or metadata, with risks of false positives and
additional computational overhead.

• Blockchain: Blockchain-based Federated Learning (BFL) approaches [223,
224] rely on distributed ledger technologies (DLT) [225] to ensure trust,
transparency, and traceability throughout the collaborative learning pro-
cess. Each model update can be recorded on the blockchain, providing
an immutable audit trail that prevents tampering or injection of falsified
updates [224]. Smart contracts may be used to automate aggregation
policies, validate participant legitimacy, and implement incentive repu-
tation mechanisms, thereby reducing reliance on a central server [213].
In vehicular settings, such decentralization enhances model reliability
amongmobile participants; however, blockchain integration introduces
significant computation and communication overhead, which can affect
scalability and latency [226].

The table 2.2 summarizes the study on the privacy and security algorithms
in FL and DFL -based frameworks for VANETs.

2.3 . Conclusion

This literature review highlights the growing interest in VANETs. Recent
studies consistently demonstrate that AI-driven mobility models outperform
traditional physics-based approaches in termsof accuracy, flexibility, and scal-
ability, while remaining easier to implement. Among these advances, FL-based
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models stand out for their ability to improve localmodels through peer collab-
oration without sharing raw data, thus enhancing accuracy, privacy, and com-
munication efficiency. The fully decentralized FL, further strengthens these
benefits by eliminating the need for a central coordinator. In addition, gossip-
based peer-to-peer communication protocols provide greater resilience to
high mobility, intermittent connectivity, and scalability challenges, while bal-
ancing computational load and reducing communication overhead. However,
this openness also expands the attack surface, exposing the network to both
internal and external threats.
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Method Mitigated threat Threat
group

Protected as-
sets

Counter measure Comm.
type

Pros Cons

Chen et al.[227] Byzantine andmodel-poisoning Internal Convergenceand modelintegrity
Randomnessgeneration andencrypted secretssharing

V2V Resilience to Byzan-tine nodes, fullydistributed collabora-tive learning

Computation andcommunication costs,possible slower con-vergence
Ali et al.[228] Eavesdropping,spoofing, forgery,message tamper-ing

External Privacy, au-thentication,and integrityof messages

Unified Signatureand encryptionscheme based onbilinear pairings

V2V/V2I Single primitive forauth+confidentiality;provable securityproperties

Computation andcommunication costs

Wang et al.[229] Privacy leakageandmodel poison-ing
Internaland exter-nal

Model privacyand relia-bility,peerstrustworthi-ness

Secret-sharing;encryptionmechanisms andtrust; reputationscheme

V2V Improved privacy andtrust; robustness tomalicious peers
Computation andcommunication costs,possible slower con-vergence, complexity;overhead for reputa-tion maintenance

Tang et al.[230] Data and modelpoisoning; leakageduring aggrega-tion

Internaland exter-nal
Confidentialityof local dataand modelupdates

Functionalencryption V2I Strong confidentiality;secure computationson ciphertext
High computation costlatency, and complex-ity; SPF risks

Lv et al.[209] Data poisoning ,privacy leakage Internal Model in-tegrity; partici-pant account-ability; audittrail

FL andblockchain-baseddata-centric MDS;DifferentialPrivacy

V2V Traceability, tamper-evidence, privacy pro-tection; no-dependentto a central authority

Blockchain consensuscomputation, commu-nication and storageoverhead; latency andscalability limits
Gao et al[210] Model poisoning Internal Privacy of up-dates; reliabil-ity and robust-ness of globalmodel

Encryption,Differentialprivacy
V2V Balances privacy andreliability; resilient ag-gregation

Communication andcomputation costs;reduced accuracy

Sultana etal. [222] Data poisoning,replay, DoS, Sybilattacks
Internal Integrity, con-sistency andplausibilityof receivedupdate

Local, adaptivedata-centric MDS V2V/V2I Lightweight, local de-cision, fast detection;less reliance on globaltrust

Sensitive to non-IIDdata; higher falsepositives rate; mayneed calibration
NK Prema[214] Eavesdroppingand inferencefrom aggregatedupdates; honest-but-curiousservers

Internaland exter-nal
Confidentialityof model up-dates andaggregatedresults

Secureaggregation viaFullyHomomorphicEncryption (FHE)

V2I Strong confidentiality(compute on en-crypted data), rawdata privacy

Very high compu-tation cost, largeciphertext sizes, la-tency; scalability limits

Sharmaand Liu[231]
Data poisoningand position forg-ering attacks

Internal Plausibilityand Integrityof receivedmessages

ML-baseddata-centric MDS V2V/V2X Autonomous, real-time response MDS,improved accuracy
Stealthy attacks evadethe MDS

Gyawali etal. [215] privacy (feedbacksscores, and mes-sages) leakage
Internal Integrity ofalerts mes-sages; privacyof vehicle data

AdditiveHomomorphicEncryption andnode centric MDS

V2V/V2I Protects privacy whileenabling detection; re-duces raw data expo-sure

Added cryptographicprocess overhead; re-liance on aggregators
Ghaleb etal. [232] Mobility (position,speed) data forg-ering, data poison-ing

Internal Integrity andreliability ofsafety mes-sages

Local,context-awaredata-centric +node featuresMDS

V2V Improved detectionaccuracy, multi-feature detection MDS
More complex featureextraction; may becomputationally heav-ier; tuning needed

Zhang etal. [233] Messages au-thenticity andintegrity, vehiclesanonymity

Internal Vehicles in-dentities,authencity ofexchangedmessages

k-anonymity,cryptographicsignatures,RSU-aidedmessageauthenticationscheme

V2V/V2I Strong authenticationwith RSU support; ef-ficient verification, re-duced message lossratio, reduced latency

Requires infrastruc-ture (RSUs); certificateand key managementoverhead, attack eva-sion risk in RSU-lessmode. No misbehav-ing vehicles revocation
Asad et al.[213] Model inversionand membershipinference attacks,data privacy.Model poison-ing, tampering,non-repudiationissues, trustdeficits

Internaland exter-nal
Vehicles dataprivacy; in-tegrity ofmodel up-dates; trace-ability (non-repudiation)

Blockchain FL, andHomomorphicEncryption
V2V/V2I Immutable audit trail,decentralized trust, in-centive enforcement

High consensus com-putation and commu-nication overhead; la-tency; storage costs

Mansouriet al. [220] Intrusion, mis-behavior, datatampering
Internatand exter-nal

Model updatesintegrity Blockchain and FLbased IDS V2I Distributed detection,tamper-evident log-ging, privacy via FL
Blockchain and FLoverhead; synchro-nization and real-timeconstraints

Liu et al.[234] Model poisoningattacks, hitchhik-ing, session keyattacks; imper-sonation, privacyleakage

Internaland exter-nal
Local modelupdates pri-vacy, reliabilityand integrity;authenticity

Authenticationscheme andBlockchain;Chebyshevpolynomials, hashfunctions,cryptography

V2V/V2I Privacy, authenticityand traceability May weaken crypto-graphic strength forefficiency; still someoverhead and com-plexity

Table 2.2: Security and privacy algorithms comparison56



Tomitigate these issues, researchers have explored several privacy-preserving
mechanisms, including cryptographic methods such as HE and digital signa-
tures, as well as privacy-enhancing techniques like DP and Blockchain. De-
spite their benefits, these approaches often introduce significant computa-
tional and communication overhead or reduce model accuracy, making them
less suitable for latency-sensitive vehicular environments. MisbehaviorDetec-
tion Systems (MDS) are also widely employed to protect vehicular networks.
MDS solutions are generally classified as node-centric or data-centric. Node-
centric approaches assess the trustworthiness of nodes based on behavioral
patterns, communication history, or reputation scores, whereas data-centric
approaches evaluatemessage consistency and plausibility. Some studies sug-
gest combining both paradigms into hybrid detection frameworks. Integrat-
ing MDS with blockchain improves traceability and non-repudiation, while
coupling them with model auditing further enhances aggregation reliability.
Nevertheless, these methods are often resource-intensive and face scalabil-
ity limitations, highlighting the need for lightweight, adaptive, and fully dis-
tributed detection strategies suited to the dynamic and real-time nature of
VANETs.

The following chapters present the solutions we propose to enhance the
accuracy of collaborativemobility predictionmodelswhileminimizing compu-
tational and communication costs. We first introduce an FL-based collabora-
tive trajectory prediction model, followed by a fully decentralized FL-based
framework for mobility prediction with an optimized communication algo-
rithm. Finally, a dedicated chapter details the proposed security and privacy
method to strengthen confidentiality, integrity, availability, and efficiency in
VANETs.

57



58



3 - FedVANET-TP: A Federated Trajectory Pre-
diction model for VANETs

3.1 . Introduction

Recent advances in Artificial Intelligence (AI), particularly inMachine Learn-
ing (ML) and Deep Learning (DL), have opened new perspectives for design-
ing intelligent, collaborative, highly effective, and adaptive mobility models.
These models can learn directly from environmental and traffic data while
adapting to local variations in context and network conditions.

In this chapter, a mobility model, termed FedVANET-TP (A Federated Tra-
jectory Prediction Model for VANETs), is introduced. This model utilizes these
AI-based approaches and is deployed on a distributed architecture based on
Federated Learning (FL). Specifically, an advancedDeep Learning architecture,
the Transformer, was selected for the trajectory prediction tasks of the pro-
posed framework. This choice is motivated by the Transformer’s efficiency in
handling long-term spatial and temporal dependencies in the training data
in a parallel manner, without the significant and cumulative errors observed
with LSTMnetworks as sequence length increases. Thus, the proposed frame-
work is designed to use the Transformer’s capabilities while ensuring collab-
oration among vehicles to improve the accuracy of their respective local tra-
jectory predictions without sharing their raw training data. The model was
pruned to enhance computational and communication efficiency. Consequently,
the proposed framework reconciles the distribution, data privacy, computa-
tional overhead, and latency constraints required for vehicular environments.

The remainder of this chapter is structured as follows: Section 3.2 presents
the proposed framework, detailing the proposed trajectory prediction model
and theproposed FL architecture. Section 3.3 presents the experimental setup
and results, describing the datasets used, the loss function, the evaluation
metrics, the simulation environment, and the results obtained. Finally, Sec-
tion 3.4 concludes the chapter.

3.2 . Proposed FedVANET-TP framework

The proposedmobility framework, illustrated in Figure 3.1, aims to achieve
high accuracy and low latency whileminimizing computational and communi-
cation resource requirements. To meet these objectives, a lightweight neural
network is employed, designed with a reduced number of layers and neu-
rons per layer to maintain high accuracy while significantly reducing both
computational and communication costs. The model is based on an FL ar-
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chitecture, enabling vehicles to collaborate in improving their local prediction
models without sharing their raw data, which are often large in volume and
sensitive. This approach thus enhances the privacy of the updates exchanged
between vehicles, while reducing the communication overhead. Specifically,
the proposed system operates in a scenario comprising M vehicles moving
within a VANET and collaborating through an FL framework. Each vehicle k

embeds an artificial neural network model fk(wk), where wk represents themodel parameters. This model is trained locally using the vehicle dataset Dkto perform trajectory prediction tasks. This dataset is created by combining
the target vehicle’s date (its spatial coordinates (x, y), velocity vvel, and accel-eration vacc) with the identical information from up to eight neighboring vehi-
cles. This combination forms the input features, denoted as Xk. The dataset
also contains the labels Y k, which correspond to the predicted future coor-
dinates (x̃, ỹ) of the target vehicle. Local training, therefore, consists of min-
imizing a loss (or objective) function that quantifies the error between the
predicted and actual values, and can be expressed as follows:

min
wk

Lk(wk) =
1

|Dk|
∑

(Xk
i ,Y

k
i )∈Dk

L(fk(Xk
i ), Y

k
i ) (3.1)

Where: L is the objective function, |Dk| represents the number of samples
in the local dataset, fk(Xk

i ) represents the predicted coordinates (x̂i, ŷi) ofthe local vehicle, and i is the current sample index. The training process per-
formed locally by each vehicle is summarized in Algorithm 3.2.1.

The FL framework then coordinates vehicle communication, enabling each
vehicle to transmit its local parameters to an aggregation server, which ag-

Figure 3.1: The proposed overall trajectory prediction framework architecture.
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gregates them to constitute the global model and redistributes the updated
global parameters to all participating vehicles. The proposed approach is
therefore structured around two main components: the trajectory prediction
model and the FL framework. These two components are discussed in detail
in the following subsections.

3.2.1 . Proposed trajectory prediction model

To achieve our performance objectives, we opted for the Transformer
model due to its inherent capacity to efficiently capture andprocess long-term
spatial and temporal dependencies. This methodological choice is crucial, as
it enables us to accurately model the complex interactions between the tar-
get vehicle and its environment, thereby ensuring accurate and realistic fu-
ture trajectory predictions over an extended prediction horizon. To mitigate
the high computational costs intrinsic to the standard Transformer architec-
ture, a customization strategy is implemented. This adaptation involved prun-
ing structural blocks deemed of minor interest in trajectory prediction tasks
and reducing the number and size of layers within the blocks that are used.
This optimization successfully and significantly reduced the model’s compu-
tational footprint without compromising the required high precision.

In the subsequent paragraphs of this subsection, the standard Transformer
architecture is first presented, followed by a detailed description of the pro-
posed customized version specifically designed for our trajectory prediction
model.

Algorithm 3.2.1 Local model training and update
1: Input: Local dataset Dk, local epochs number E and the learningrate η
2: Output: Updated local parameter wt+1

k3: Initialize local model parameters wt
k ← w04: for each epoch e = 1 to E do

5: for each batch (X, y) ∈ Dk do6: Compute predicted coordinates ŷ = forward(X,wt
k)7: Compute loss L = mse(y, ŷ)

8: Compute gradients∇wt
k = backward(L)

9: Update parameters : wt+1
k ← wt

k − η∇wt
k10: end for

11: end for
12: Return wt+1

k
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Figure 3.2: The standard Transformer model architecture. source: Vaswani etal. (2017) [1]

The standard Transformer architecture

Initially introduced by Vaswani et al. [1] for natural language processing (NLP)
tasks, the Transformer model employs an encoder–decoder architecture, a
traditional approachused inmachine translationmodels. It extends this frame-
work to sequenceprediction by replacing recurrentmechanisms (such as RNNs
or LSTMs) and convolutional operations (CNNs) with attention-based layers
exclusively. As illustrated in Figure 3.2, the standard Transformer consists of
the following main components:

• Tokenization: Tokenization is the first step in text preprocessing for Transformer-
basedmodels. It involves segmenting raw text into basic linguistic units,
called tokens (such as words, subwords, or characters), to make the in-
put interpretable by themodel. Each token is thenmapped to a numer-
ical identifier from a predefined vocabulary, producing a sequence of
integer indices that serves as the model’s input. Modern Transformer-
based models such as BERT [235] and GPT [236] employ subword to-
kenization, which efficiently handles rare words while maintaining a
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manageable vocabulary size. Tokenization occurs prior to embedding
and positional encoding, forming the entry point of the Transformer.
It plays a crucial role in determining the quality of learned representa-
tions and the model’s overall performance.

• Embedding blocks: Prior to processing, input words or tokens are con-
verted into continuous vector representations using a dedicated em-
bedding layer. This step projects each token into a dense vector space
where semantic similarities are preserved. The encoder and decoder
utilize separate embedding layers. Furthermore, embeddings are scaled
by√dmodel (where dmodel is the dimension of word vectors) prior to the
addition of positional encoding. This scaling is vital to balance the mag-
nitudes of the values and stabilize the training process.

• Positional Encoding (PE):Unlike recurrent networks, the Transformer pro-
cesses all input tokens in parallel, thus lacking an inherent notion of se-
quence order. To inject positional information into the sequence, a po-
sitional encoding is added to each embedding vector. These encodings
are derived from sinusoidal functions of different frequencies, defined
by

PE(pos, 2i) = sin(
pos

10000
2i

dmodel
) (3.2)

and
PE(pos, 2i+ 1) = cos(

pos

10000
2i

dmodel
) (3.3)

where pos is the token position and i is the dimension index. This for-
mulation enables the model to learn relative positional relationships
while preserving natural periodicity, thereby improving generalization
to sequences longer than those encountered during training.

• Encoder : As defined in [7], the encoder block consists of N = 6 iden-
tical layers of artificial neurons, each comprising two sub-layers: the
first sub-layer is a multi-head self-attention mechanism, which dynam-
ically weights the positions in the input sequence to determine which
are most relevant for each word. The second is a fully connected feed-
forwardnetwork, which processes eachword independentlywhilemain-
taining the sequence order. A residual connection [237] is applied around
both sub-layers, and its output is then passed through a layer normal-
ization step [238]. Thesemechanisms contribute to stabilizing the learn-
ing process and facilitating the propagation of gradients. To ensure
consistency of residual connections, all sub-layers, as well as the em-
bedding layers, produce output vectors of dimension dmodel = 512 (as
defined in [7]).
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• Decoder : Also comprising six identical layers, the decoder extends the
encoder’s architecture by integrating a multi-head cross-attention sub-
layer. This component allows the decoder to contextualize its predic-
tions by integrating the sequence representations produced by the en-
coder. Moreover, the self-attention mechanism within the decoder is
specifically adapted to prevent eachword fromattending to subsequent
words. This masking process is combined with a one-position shift of
the output representations to ensure that each word is processed by
attending only to preceding tokens. This design enables the model to
generate eachword sequentially, using information from the previously
predicted outputs to guide the current prediction.

• Attention mechanisms: The attention mechanism is a function designed
to extract relevant contextual information from a sequence. It deter-
mines, for a given element, which other parts of the sequence are most
relevant for its processing. Three distinct vectors represent each ele-
ment: a query (Q), which expresses what the element seeks to under-
stand in context; a key (K), which characterizes the informational con-
tent of other elements in the sequence; and a value (V ), which contains
the actual information to be retrieved. Attention scores (similarities be-
tween queries and keys) are used toweight the values, and the final out-
put is computed as a weighted sum of these values. The operations of
the attention mechanism are based on two main components: Scaled
Dot-Product Attention and Multi-Head Attention, which are described
below.

– Scaled Dot-Product Attention: This attention mechanism enables
the model to evaluate the contextual relevance among different
elementswithin a sequence, such as betweenwords in a sentence.
It dynamically weights the sequence information according to its
contextual importance, determining which parts of the input se-
quence should receive the most focus when processing a given
element. In practice, the mechanism computes the similarity be-
tween a query Q and each keyKi using a dot product:

scorei = Q ·KT
i (3.4)

The scores are then scaled by dividing them by the square root of
the key dimension

scorei =
Q ·KT

i√
dk

(3.5)
The scaled scores are subsequently passed through a softmax func-
tion [239] to obtain probability weights.
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weightsi = softmax(
Q ·KT

i√
dk

) (3.6)
Finally, these weights are used to combine the corresponding val-
ues Vi, resulting in a weighted aggregation of the most contextu-
ally relevant information.

Attention(Q,K, V ) = softmax(
Q ·KT

√
dk

) · V (3.7)
– Multi-Head Attention: TheMulti-HeadAttentionmechanismenhances
the core principle of scaled dot-product attention by allowing the
model to capture diverse contextual relationships in parallel. In-
stead of a single operation across the entire representation space,
the mechanism linearly projects the query (Q), key (K), and value
(V ) vectors into multiple lower-dimensional subspaces. Each sub-
space forms an independent attention head that executes its own
scaled dot-product attention. This parallel processing capability
allows several heads to focus on distinct contextual aspects, for
example, capturing syntactic dependencies, semantic meanings,
or long-range relationships, simultaneously. The outputs from all
heads are then concatenated and subjected to a final linear trans-
formation to generate the block’s output representation.

MultiHead(Q,K, V ) = Concat(head1, ..., headh) ·W 0, (3.8)
where

headi = Attention(Q ·WQ
i ,K ·WK

i , V ·W V
i ), (3.9)

withWQ,WK ,W V andWO the query, key, value andoutput learn-
ing matrices respectively. The original Transformer architecture
introduced in [7] employs h = 8 parallel attention heads, each
working on vectors of reduced dimensionality (dk = dv = dmodel

h =

64).
This setup enables the model to jointly attend to multiple repre-
sentation subspaces whilemaintaining a computational cost com-
parable to a single, full-dimensional attention layer.

• Feed-Forward Networks (FFN): Each layer in both the encoder and the
decoder blocks incorporates a fully connected feed-forward network,
which follows the attention mechanism. This network consists of two
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linear transformations separated by a non-linear activation function,
typically ReLU [240] or GELU [241]:

FFN(x) = max(0, xW1 + b1) ·W2 + b2 (3.10)
Wheremax is the activation function (ReLu or GELU), x is the input vec-
tor for a given position, with dimension dmodel, b1 is the bias vector of thefirst layer, with dimension dff,W1 is the weight matrix of the first linear
layer, with dimensions dmodel x dff, W2 is the weight matrix of the sec-
ond linear layer, with dimensions dff x dmodel, and b2 is the bias vectorof the second layer, with dimension dmodel. This component enables
the model to learn abstract and non-linear representations from the
information captured by the attention mechanism, thereby enhancing
its expressive capacity and allowing it to model complex dependencies
between token features.

• Output layer: The softmax function is applied at the final stage of the de-
coder during output generation. After the last decoder layer, themodel
outputs a vector of logits (unnormalized probability scores) with a di-
mension equal to the vocabulary size. The softmax function converts
these logits into normalized probabilities:

P (yi) =
ezi∑
j e

zj
(3.11)

Where zi is the score for token i. This step allows the model to assign a
probability to each word to be the next output token in the generated
sequence, with the most probable token is selected as the output.

The customized Transformer architecture

The proposed model is based on a customized and optimized Transformer
architecture for trajectory prediction within vehicular networks. Unlike the
standard Transformer, this customized version is specifically designed to en-
hance predictive performance on numerical sequential data while reducing
computational and communication costs to meet the latency and resource
constraints inherent to vehicular networks. To achieve this objective, several
architectural adaptationswere implemented: (i) The tokenization processwas
removed, as historical trajectory data are inherently numerical and do not re-
quire transformation into discrete word tokens. (ii) The number of stacked
layers in both the encoder and decoder was reduced to a single layer instead
of six, as used in the original Transformer, thereby reducing model complex-
ity. (iii) The dimensionality of the internal sub-layers was significantly reduced
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to minimize computational overhead while maintaining the model’s ability to
capture relevant temporal dependencies.

The overall architecture of the proposed Transformer-based trajectory
prediction approach, illustrated in Figure 3.3, consists of four main compo-
nents: an input embedding block, an encoder, a decoder, and an output layer,
which are described in detail below.

• Input Embedding Block: The input embedding block transforms the raw
numerical trajectory features into a dense latent representation suit-
able for attention-based processing. Each input frame, composed of
features such as position, velocity, and acceleration, is passed through
two fully connected layers with nonlinear activations (ReLU and GELU),
and L2 regularization. Batch normalization is applied after each layer
to stabilize training and accelerate convergence. This block maps the
input features to an embedding space of dimension dmodel = 32, which
serves as the foundation for subsequent attention computations. To
preserve the temporal order of the sequence, positional encodings are
generated using sinusoidal functions and added to the embeddings.

• Encoder Block: The encoder processes the embedded input sequence
to extract high-level contextual representations. It consists of a multi-
head self-attention mechanism, followed by a feed-forward network
with non-linear activation. Each sub-layer is surrounded by a residual
connection and layer normalization, ensuring stable gradient propa-
gation and efficient learning. In this customized version, the encoder
employs only one layer with two attention heads, each having a key
dimension (dk) of 8, and a feed-forward network dimension of 64. This
design drastically reduces computational complexitywhile retaining the

Figure 3.3: The proposed Transformer-based trajectory prediction model ar-chitecture.
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model’s ability to capture dependencies across the input frames.
• Decoder Block: The decoder takes as input both the encoded represen-
tation and the last observed position, speed, and acceleration of the tar-
get vehicle in order to predict its future positions. This block integrates
two attention mechanisms: a self-attention mechanism, allowing the
decoder to process previously predicted frames while masking future
positions to maintain autoregressive properties; and a cross-attention
mechanism, which aligns the decoder’s internal representationwith the
encoder’s output, enabling the model to leverage the contextual infor-
mation of the input sequence. Each attention sub-layer is followed by
dropout, residual connections, and layer normalization. The decoder
employs a single layer with two attention heads and an embedding di-
mension of 32, which is consistent with the encoder.

• Output Layer: The final output layer aggregates the decoder’s represen-
tations to generate continuous predictions of the target vehicle’s future
positions. After flattening the decoder’s last hidden state, a fully con-
nected layer with linear activation produces the output vector of dimen-
sion 2, corresponding to the predicted x̂ and ŷ coordinates.

This predictionmodel is trained locally on each vehicle by using Algorithm
3.2.1. In this chapter, we adopted an FL architecture to enable vehicles to col-
laborate during the training of their local models. This approach enhances
the accuracy of predictions while ensuring the privacy of the data, which is
often sensitive in vehicular environments. To implement this FL architecture,
the Flower AI framework [14] was selected, which provides a flexible and effi-
cient infrastructure for federated learning architectures implementation. The
Flower framework and the adopted FL architecture are presented in the fol-
lowing subsection.

3.2.2 . Proposed Federated Learning architecture
The proposed FL architecture is built on the principle of decentralized col-

laboration amongmultiple entities, referred to as clients. These clients jointly
train a global model without exchanging their local data. As illustrated in Fig-
ure 3.1, in the proposed framework, each vehicle acts as a client, maintaining
its own trajectory dataset and locally training the customized Transformer-
based prediction model. A central aggregation server, located in the cloud
and accessible through Road-Side Units (RSUs), coordinates the overall train-
ing process.
Federated Learning Process

The FL process follows an iterative training cycle composed of the following
steps:
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1. Global model initialization: The central server initializes the global model
with random parameters.

2. Globalmodel distribution: At the beginning of each communication round,
the server randomly selects a fraction of the connected vehicles (50%
in our case). It sends them a fit message containing the current global
model parameters and the local training configuration to initialize the
training process. This partial participation strategy is adopted to limit
computational costs and communication overhead, as involving all clients
in every roundwould lead to significant synchronization latencywithout
a proportional gain in global model performance.

3. Local model training: Upon receiving the fit message, each selected ve-
hicle initializes its local model with the global parameters and performs
local training using its private dataset.

4. Local model update transmission : After completing local training, each
vehicle sends its updated model parameters to the central server.

5. Model Aggregation: The server aggregates updates received from the
selected vehicles using the FedAvg algorithm proposed by McMahan et
al.[7], the most widely used aggregation method in federated learning.
The global model parameters are updated as:

wt+1 =
∑
k∈Sv

nk

n
· wk

t (3.12)

n =
∑
j∈Sv

nj (3.13)
where:

• wt+1 denotes the global updated parameters,
• wk

t represents the local updated parameters of vehicle k,
• Sv is the number of selected vehicles in the current round,
• nk denotes the number of local data samples belonging to vehicle
k, and

• n represents the total number of samples across all selected ve-
hicles.

6. Model evaluation: The server assesses the performance of the aggre-
gated global model by issuing an evaluate message containing the cur-
rent global model parameters to a subset of vehicles, which compute
evaluation metrics on their local validation data and return the results.
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7. Repetition until convergence: Steps (2)–(6) are repeated until a predefined
convergence criterion is met.
The analysis of the results from several ablation studies concerning the
convergence of the proposed trajectory prediction model allowed us
to identify the minimum number of local training iterations required
to achieve satisfactory convergence, characterized by a low variation in
the evaluationmetrics. On this basis, a convergence criterion of 20 com-
munication rounds is adopted, which represents the best compromise
between computational efficiency and prediction accuracy.

Flower federated AI framework

To implement the proposed FL architecture, the Flower framework introduced
by Beutel et al. [14] is used. Flower is an open-source platform specifically
designed for research and deployment in federated learning systems. It pro-
vides high flexibility in client configuration, customization of aggregation strate-
gies, and communicationmanagement between the central server and partic-
ipant clients. Thanks to its modular design, Flower integrates seamlessly with
deep learning libraries such as TensorFlow, PyTorch, and scikit-learn, while
supporting heterogeneous environments where clients may have differing
data distributions and computational capacities, without having to handle the
complex infrastructure and communication logic. In this chapter, Flower was
used to coordinate distributed training among vehicles, synchronize model
weights, and execute the FedAvg aggregation strategy.

The experimental setup, along with the results of the conducted experi-
ments, is presented in the following section.

3.3 . Experimental setup and results

This section presents the dataset used to train the prediction model, the
loss function, the evaluation metrics, the implementation tools, and the ex-
perimental outcomes. The state-of-the-art approaches used for comparison
are also described.

3.3.1 . Dataset
We used publicly available real-world datasets, namely the NGSIM US-101

and NGSIM I-80 datasets [242], to train the proposed trajectory prediction
model. Each dataset consists of three 15-minute recordings, totaling 45 min-
utes, and representing different highway traffic conditions: light, moderate,
and heavy. Sampled at 10 Hz, both datasets contain over 1, 048, 570 entries
distributed across 18 columns. From each dataset, the unique vehicle iden-
tifiers, provided in the datasets, is utilized to extract specific subsets corre-
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sponding to the vehicles selected for our experiments. The choice of vehicles
was influenced by the amount of individual data available per vehicle. Ac-
cordingly, for each selected vehicle, a subset focusing on the target vehicle
and its immediate neighboring vehicles is extracted, considering the follow-
ing four features: the local lateral and longitudinal coordinates (Local_X and
Local_Y ), the velocity (v_V el), and the acceleration (v_Acc). To better support
long-term prediction, each subset was downsampled to 5 Hz. The resulting
dataset was then split into training, validation, and test sets with a ratio of
70%, 15% and 15% respectively.

3.3.2 . Loss function
For optimizing the proposed Transformer-based trajectory predictionmodel,

the Mean Squared Error (MSE) is employed as the loss function. MSE is widely
used in regression tasks because it effectively measures the discrepancy be-
tween predicted and actual values. It is defined as:

MSE =
1

|Dk|
·
|Dk|∑
i=1

(yi − ŷi)
2 (3.14)

Where |Dk| denotes the number of samples of the dataset of the vehicle k, yithe ground truth, and ŷi the predicted values of the sample i. This function
penalizes large deviationsmore heavily, making it particularly suitable for tra-
jectory prediction tasks where minimizing significant spatial errors is crucial.
Thus, minimizing MSE leads the model to produce more accurate and stable
predictions of future vehicle positions.

3.3.3 . Evaluation metrics
To assess the quality of the trajectories predicted by our Transformer-

based model, several metrics, commonly used in trajectory prediction meth-
ods, are employed.

• Average Displacement Error (ADE): The ADEmeasures themean error be-
tween all predicted positions and the ground-truth positions across the
entire sequence:

ADE =
1

T
·

T∑
t=1

||ŷt − yt|| (3.15)
where T denotes the temporal sequence length, ŷt is the predicted po-sition at time step t, and yt is the corresponding ground-truth position.This metric reflects the overall accuracy of the predicted trajectory over
the full prediction window.

• Final Displacement Error (FDE): The FDE focuses specifically on the final
position of the predicted sequence, measuring the distance between
the last predicted point and the last ground-truth point:
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FDE = ||ŷT − yT || (3.16)
This metric is particularly important for evaluating the prediction accu-
racy at the prediction horizon, where errors can accumulate.

• Root Mean Squared Error (RMSE): The RMSE extends the Mean Squared
Error to all positions within the sequence:

RMSE =

√√√√ 1

T
·

T∑
t=1

(ŷt − yt)2 (3.17)
RMSE is sensitive to large deviations, making it useful for identifying
predictions with significant errors at specific points in the trajectory.

• Accuracy based on FDE: Finally, the fraction of correctly predicted trajec-
tories is also evaluated, considering a prediction to be correct if its FDE
is below a given threshold δ:

Accuracy =
1

N
·

N∑
i=1

1(||ŷiT − yiT || < δ) (3.18)
where N is the number of trajectories considered, and 1(·) is the in-
dicator function. This metric provides an intuitive measure of the pro-
portion of reliable trajectory predictions within a specified spatial toler-
ance.

Together, these metrics enable us to evaluate both the overall accuracy
of predicted trajectories and the precision at the prediction horizon, as well
as sensitivity to large deviations and the practical reliability of predictions for
applications such as autonomous driving and trajectory planning.

3.3.4 . Implementation details
In this chapter, the Federated Learning (FL) architecture is implemented

by deploying a customized Flower API and using the FedAvg aggregation al-
gorithm. The entire system was developed in Python 3.11, relying on the Ten-
sorFlow [243] and Keras [244] deep learning libraries. Local model training
was performed on each vehicle using the AdamW [245] optimizer, with an
initial learning rate of 0.001 that was gradually decreased according to a co-
sine decay schedule. The scheduler used 1, 000 decay steps, and the mini-
mum learning rate at the end of the schedule (alpha) was set to 0.0001. The
number of local training epochs was fixed at 20, as was the total number of
communication rounds between the server and vehicles. The batch size was
set to 16. All these values are the optimal values of the proposed framework,
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Figure 3.4: Impact of the temporal window size on prediction accuracy
Table 3.1: Trajectory prediction performance analysis on the NGSIM US-101 and I-80datasets for different prediction horizons.

US-101 I-80Prediction horizon RMSE ADE FDE RMSE ADE FDE1 s 0.0632 0.0709 0.0904 0.0594 0.0635 0.07472 s 0.0908 0.0981 0.1323 0.0686 0.0712 0.09443 s 0.1140 0.1246 0.1682 0.0994 0.1137 0.14524 s 0.1286 0.1417 0.1843 0.1225 0.1435 0.18295 s 0.1458 0.1676 0.2085 0.1303 0.1502 0.2065

obtained after several ablation studies, involving tools such as GridSearchCV,
from scikit-learn [246] library, and Keras Tuner [247] from the Keras library.

The entire systemwas implemented, and all experiments were conducted
on a laptop equipped with a 13th-generation Intel Core i9 processor (20 CPU
cores), 32 GB of RAM, running Ubuntu 24.04 LTS (64-bit).

3.3.5 . Simulation results
Proposed model performance was evaluated using the MSE loss function

and the RMSE metric. An ablation study, illustrated in Figure 3.4, enabled us
to set the observation window of historical trajectories to 3s, as this config-
uration yields the highest prediction accuracy (lowest RMSE) across all pre-
diction horizons (Hp). Figure 3.5 illustrates the training and validation loss
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Figure 3.5: The evolution of the loss function for a representative vehicle.
Table 3.2: RMSE(m) comparison between our model and state-of-the-art methods
Dataset Model 1s 2s 3s 4s 5siNATRan [248] 0.39 0.96 1.61 2.42 3.43NGSIM AS-LSTM [101] 0.34 0.99 1.77 2.75 3.99FAHEFL [134] 0.34 0.46 0.60 0.75 -STA-LSTM [98] 0.10 0.20 0.31 0.43 0.56

FedVANET-TP (Ours) 0.06 0.09 0.11 0.13 0.14

for a representative vehicle. The horizontal axis represents the cumulative
epochs across the communication rounds in which the vehicle participated.
The model begins to converge as early as the 25th epoch, reaching stability
around the 40th epoch with very low MSE values. The nearly identical and
very low errors shown by the training and validation curves demonstrate high
predictive accuracy, rapid convergence, and minimal overfitting.

The results, illustrated in Figure 3.6, present the mean aggregated RMSE
for prediction horizons ranging from 1 to 5 seconds across varying vehicle
densities. Although the error increases alongside both the prediction hori-
zon and the number of vehicles—driven by higher uncertainty and interaction
complexity—it remains remarkably low. This demonstrates that the proposed
approach delivers consistent, stable performance across all configurations,
demonstrating its robustness across diverse vehicular scenarios. Notably, the
scenario involving 5 vehicles yielded the lowest RMSE values across all pre-
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Figure 3.6: Impact of vehicle density on the mean aggregated RMSE on theFedAvg server

diction horizons (both short- and long-term). Consequently, we adopted this
configuration for the remainder of the proposed model evaluations. To en-
sure scalability, the architecture supports the creation of 5-vehicle clusters,
each orchestrated by a dedicated virtual cloud server via a local RSU. Table
3.1 reports the values of the performance evaluation metrics RMSE, ADE, and
FDE of the proposedmodel on the NGSIM US-101 and I-80 datasets for predic-
tion horizons ranging from 1 to 5 seconds. For short-term prediction (1 s), the
model achieves high accuracy on both datasets, with RMSE values of 0.0632
m on US-101 and 0.0594 m on I-80. As the prediction horizon increases, all
error metrics exhibit a gradual and expected rise, reaching maximum RMSE
values of 0.1458 m and 0.1303 m at 5 s on US-101 and I-80, respectively. De-
spite this increase, the RMSE, ADE, and FDE values remain consistently low
and closely aligned across the two datasets, indicating stable performance
and strong generalization capabilities of the proposed framework across dif-
ferent highway scenarios. Furthermore, Table 3.2 shows that the proposed
model outperforms existing methods, by achieving approximately 40% accu-
racy improvement at 1s prediction horizon.

Table 3.3 summarizes the communication overhead for the FedVANET-
TP system. While each vehicle incurs a minimal cost of 0.21 MB per round
(two messages), the server handles a higher volume due to the coordination
of the aggregation process. Despite this, the model maintains a low RMSE,
achieving an efficient trade-off between communication and accuracy. Fur-
thermore, vehicle per round participation varies due to the FedAvg sampling
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Table 3.3: Server-side and vehicle-side average communication over-head in FedVANET-TP
Node Type Total Rounds Sent / Round Received / Round Total Sent Total Received

FedAvg Server Message Count 20 7 7 140 140Message Size (MB) – 0.72 0.72 14.46 14.46
Vehicle 2608 Message Count 6 2 2 12 12Message Size (MB) – 0.21 0.21 1.26 1.26
Vehicle 2618 Message Count 11 2 2 22 22Message Size (MB) – 0.21 0.21 2.32 2.32

strategy and intermittent vehicular connectivity. This non-uniform contribu-
tion reflects realistic deployment conditions.

Regarding communication costs, the FAHEFL [134] baseline employs an
artificial neural network with 431,080 trainable parameters. This incurs in
a server-side communication overhead of 6.56 MB per round for two vehi-
cles (comprising 1.64 MB for both upload and download per vehicle, exclud-
ing metadata). In contrast, the proposed model utilizes only 25,818 trainable
parameters, corresponding to 0.39 MB per round for two vehicles. This rep-
resents a reduction in communication overhead approximately by a factor of
16 compared to this relatively large model. Since the number of trainable pa-
rameters is directly proportional to the computational burden, these results
demonstrate that the proposed approach outperforms state-of-the-art both
centralized and decentralized models not only in terms of accuracy, but also
in communication and computational efficiency.

3.3.6 . Comparison models
the proposed approach is benchmark against both centralized and dis-

tributed baselines using the NGSIM dataset. Regarding the centralized exist-
ing methods, Table 3.2, compares the proposed approach against the follow-
ing methods:

• iNATRan in [248] introduces a Transformer-based model designed to
capture complex social and temporal interactions through graph and
sparse self-attention mechanisms.

• STA-LSTM in [98] employs dual-level attention mechanisms to identify
critical temporal dependencies and rank spatial interactions, specifi-
cally demonstrating how learned attentionweights can explain complex
maneuvers such as lane-changing behaviors.

• AS-LSTM [101] utilizes an integration of social convolutional pooling and
attention layers to enhance vehicle trajectory prediction accuracy.

We also compared our model with the following distributed model:
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• FAHEFL [134]: a trajectory forecasting approach using FL. By integrat-
ing Fast partially Adaptive Homomorphic Encryption (FAHE1) [249], the
framework ensures data confidentiality during nodal communication
and server-side aggregation.

3.4 . Conclusion

This chapter presented a trajectory prediction framework based on a cus-
tomized Transformer architecture within a Federated Learning (FL) paradigm.
Experimental results demonstrate that the proposed approach outperforms
both state-of-the-art centralized and distributed models in terms of predic-
tion accuracy, achieving lower RMSE values. Furthermore, the model exhibits
superior communication and computational efficiency compared to existing
federated learning-based approaches, whilemaintaining strong generalizabil-
ity across different vehicular scenarios. These findings confirm the feasibility
of deploying the model in distributed, collaborative, and highly dynamic ve-
hicular environments with intermittent connectivity.

However, despite these advantages, the proposed system faces several
limitations, including:

• Single point of failure: when the aggregation server fails or is compro-
mised by a cyberattack, the entire system is blocked or compromised.

• Communication overhead: the system requires frequent communi-
cation between the server and all participating vehicles at each round,
which can lead to increased latency in highly mobile vehicular environ-
ments and potential network saturation.

• Security vulnerabilities: although raw data does not leave the vehi-
cles, several attacks remain possible, including model poisoning, data
poisoning, model inversion, Sybil attacks, and Denial-of-Service (DoS)
attacks.
Convergence issue: In VANETs, vehicles frequently join and leave the
federated system, which can slow convergence of the predictionmodel.

To address these limitations and move toward a more resilient architec-
ture, the following chapter explores a fully decentralized trajectory prediction
framework that operates without a central server. By eliminating the cen-
tral server in favor of peer-to-peer coordination, this next approach aims to
enhance system robustness, scalability, efficiency, and autonomy in fully dis-
tributed vehicular environments.
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4 - FDG-VTP: A Fully Decentralized Gossip Ve-
hicular Trajectory Prediction Model

4.1 . Introduction

The vehicle trajectory prediction approachpresented in the previous chap-
ter achieved significant improvements in prediction accuracy andnotable gains
in communication and computational efficiency. These results were driven
by effective data preprocessing and a meticulous configuration of the neural
network and the Federated Learning architecture.

However, this system relies on a central orchestration server, which intro-
duces several structural limitations. In particular, bottlenecks may arise due
to vehicles with limited computational or communication capabilities, as the
aggregation servermustwait formodel updates fromall participating vehicles
at each training round before performing aggregation and proceeding to the
next round. Moreover, the frequent communications between vehicles and
the server generate substantial overhead, while the server itself represents
a single point of failure [250]. Consequently, any vehicle losing connectivity
with the Roadside Unit (RSU) is automatically excluded from the system.

To address these limitations, this chapter introduces a fully decentralized
trajectory prediction model based on the Decentralized Federated Learning
(DFL) paradigm. Named FDG-VTP, this framework eliminates the need for cen-
tral coordination by using direct vehicle-to-vehicle (V2V) communication. To
effectively manage intermittent connectivity in highly mobile environments,
FDG-VTP is combined with a gossip-type peer-to-peer communication proto-
col for robust model update dissemination.

Despite their potential, current DFL-basedmobility prediction frameworks
necessitate a compromise between predictive precision and communication
overhead [139]. While existing literature often prioritizes model convergence
[251], it frequently neglects the critical roles of network reliability and the in-
herent heterogeneity of vehicular datasets. In this context, this chapter pro-
poses a novel collaborative trajectory prediction framework that integrates
the highly accurate Transformer-based prediction approach presented in the
previous chapter (Section 3.2.1) with a robust gossip-driven communication
algorithm (presented in Section 2.2.8 of Chapter 2), specifically designed for
fully decentralized vehicular ad hoc networks (VANETs).

The properties of robustness, flexibility, efficiency, and implementation
simplicitymotivated the adoption of gossip-based communication protocol in
the fully decentralized collaborative trajectory prediction approach proposed
in this chapter.
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Furthermore, the communication protocol is enhanced with a robust ag-
gregation mechanism that selects only those model parameters expected to
improve the local model of the receiving vehicle. A control parameter is also
introduced to delay the transmission of updates until they have been suffi-
ciently trained locally, thereby avoiding the dissemination of uninformative
or ineffective updates.

The following sections of this chapter present the proposed approach in
detail, including the communication protocol, the aggregation strategy, and
the experimental results obtained.

4.2 . FDG-VTP proposed model

The proposedmodel enables vehicles to communicate directly via vehicle-
to-vehicle (V2V) interactions, without requiring any third-party coordination
equipment, in order to exchange theparameters of their respective localmod-
els. This enables each vehicle to benefit from its neighbors’ data to enhance
its prediction accuracy, without sharing raw data, which is often both volumi-
nous and sensitive.

Thus, in contrast to the centralized scenario discussed in Section 3.2 in the
previous chapter, a network ofN mobile vehicles was considered in a VANET
that collaborate autonomously without the aid of any infrastructure-based
coordination equipment. It is assumed that vehicles interact via On-Board
Units (OBUs) that rely on the Dedicated Short Range Communication (DSRC)
protocol, standardized under IEEE 802.11p, as an alternative to costly infras-
tructures such as 5G. Each target vehicle k, surrounded by other connected
vehicles, performs local training of the customized neural network for tra-
jectory prediction tasks using the Algorithm 3.2.1. The vehicles use the same
datasets presented in the previous chapter in Section 3.3.1. To collaborate ef-
ficiently while managing bandwidth constraints, each vehicle communicates
only with a limited subset of neighboring vehicles within its radio coverage,
as enabled by the gossip-based protocol.

Therefore, the proposed methodology comprises two main components:
the customized Transformer-based trajectory prediction model and a gossip-
based peer-to-peer communication protocol. The following sections provide
a detailed presentation of these components.

4.3 . CustomizedTransformer-based trajectorypredictionmodel

This component maintains the same configuration, data preprocessing
techniques, and time-windowing algorithms as the model in Section 3.2.1.
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Algorithm 4.3.1 Proposed gossip-based Communication mechanism
1: Input: Local datasetDk2: Randomly generate local initial parameters w03: Initialize local parameters wt

k ← w04: while stop_event is not set do5: Broadcast discovery messages in parallel every 30 seconds6: wt+1
k ← trainAndUpdate(Dk, w

t
k) in parallel7: if there are neighbors in neighbor list then8: Send wt+1

k to selected neighbors in parallel9: end if10: Receive messages from neighbors in parallel11: Handle received messages in parallel12: Monitor neighbors in parallel13: end while

4.4 . Proposed Gossip-based communication algorithm

Due to its inherent advantages, including simplicity of implementation, re-
silience to node failures and message loss, and resilience to dynamic topolo-
gies, and high scalability, as discussed in Section 2.2.8, a gossip-based protocol
has selected for the fully decentralized system proposed in this chapter. To
mitigate the limitations of such protocols, such as message redundancy lead-
ing to high signaling overhead and slow convergence rates (also addressed
in Section 2.2.8), several optimization strategies have been developed. These
strategies aim to minimize communication costs and accelerate convergence
time. They are integrated into the corresponding modules of Algorithm 4.3.1,
which presents the proposed communication protocol and consists of the fol-
lowing components:

• Neighbor discovery messages and topology management: Each vehicle pe-
riodically broadcasts, via the User Datagram Protocol (UDP) protocol, a
discovery message containing the following fields: message type, sender
ID, Internet Protocol (IP) address, and listening port. An ablation study, il-
lustrated in Figure 4.1, led us to establish a 30-second interval between
successive discovery messages (Dt) for highway scenarios; in such en-
vironments, the low relative velocities between vehicles traveling in the
same direction result in a relatively stable neighborhood topology. In
contrast, for urban scenarios characterizedby frequent turns andhigher
topological volatility, we adopted shorter intervals of 5–10 seconds.
Upon receiving a discovery or response message, the receiving vehi-
cle determines whether the sender is already present in its neighbor
list. If the sender is not listed, the receiver appends the sender’s ID, IP
address, and port number to its neighbor table and initializes an obso-
lescence counter. Furthermore, if the incoming message is of the "dis-
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covery" type, the receiver transmits a response message containing its
own identification and connection details. In contrast, if the sender is
already present in the neighbor list, the receiver simply resets the as-
sociated obsolescence counter. Additionally, each vehicle monitors its
registered neighbors’ activity every 10minutes. Any neighbor remaining
inactive for more than 5 minutes is considered to have left the system
and is consequently removed from the list. This process ensures bidi-
rectional communication and maintains an up-to-date record of active
neighbors.

• Sending Parameters: The message transmission process relies on an
adaptive aggregationmechanism that controls communication frequency
to limit network overhead while maintaining the effectiveness of col-
laborative learning. At each training round t, a dynamic aggregation
frequency is computed by the following equation:

F k
t = F k

init + (F k
fin − F k

init) · (1− e−λt), (4.1)
where F k

init and F k
fin represent the initial and final aggregation frequen-cies, and λ regulates the progression speed. The impact of the initial

parameter sharing frequency was analyzed in Table 4.1, justifying the
selection of a value of 7 (7 local training cycles before sending) as the
optimal initial dissemination frequency (finit) for each vehicle. ffin is setto 1.
The transmission of local model parameters occurs only when the cur-
rent iteration (t) meets the condition imposed by this aggregation fre-
quency. This strategy prevents the premature or excessive dissemina-

Figure 4.1: Impact of neighbor discovery interval (Dt) on per-round communicationcosts
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tion of weakly informative updates, particularly during the early stages
of training.
When transmission is enabled, the local model weights are first quan-
tized to reduce their size and limit communication costs. The quantized
parameters are then encapsulated into a structured message contain-
ing the identifier of the sending vehicle, its connection information, the
model weights, and the size of the local training dataset. The message
is subsequently compressed to further reduce the volume of transmit-
ted data, and then fragmented into multiple segments, which are sent
sequentially to a subset of neighboring vehicles selected by the gossip
communication protocol. Data exchange is performed over direct TCP
connections to ensure reliable delivery of the fragments.

• Receiving parameters: Upon accepting an incoming connection from a
neighboring vehicle, the receiving node buffers the transmitted data,
incrementally assembling the message fragments until the full payload
is received. Once all fragments have been collected, the receiver recon-
structs the original message by performing defragmentation, followed
by decompression and deserialization. This process yields a structured
message containing the sender’s identifier, the transmitted model pa-
rameters, and metadata such as the size of the sender’s local training
dataset.
For validweightmessages received fromneighboring vehicles, the trans-
mitted parameters are used in the aggregation process described be-
low.

• Local parameter aggregation process:
Upon receiving model updates from neighboring vehicles, each vehi-
cle aggregates these updates with its local model parameters using the
aggregation strategy proposed in Algorithm 4.4.1. This strategy jointly
accounts for the sizes of the training datasets held by the sender vehi-
cles and a reliability factor that reflects the usefulness of the received

Table 4.1: Average Communication Cost and RMSE per CommunicationRound for Different finit Values
finit Messages Sent Messages Received Total Messages RMSE1 5 7 12 0.06174 4 6 10 0.06506 3 6 9 0.06407 2 5 7 0.062610 2 4 6 0.071615 2 4 6 0.0613
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updates. The reliability factor rkn, associated with the received update
wk
n, is computed by the receiving vehicle k with respect to the Euclidean

divergenceDk
n ofwk

n from the local modelwk, and is defined as follows:

rkn = e−
Dk
n

σ2 , (4.2)
with

Dk
n =

∑
i

(wk − wk
n)

2, (4.3)

in this formulation:
– σ determines the rate at which the reliability rkn decays as the dis-tance Dk

n increases; a smaller σ results in a more rapid decrease
in trust for even minor divergences, whereas a larger σ allows for
a higher tolerance of variations between the received and local
models.

The final aggregated model parameters are then computed using the
following weighted averaging scheme:

w̄ =
sk wk +

∑M
n=1

(
sn · rkn · wn

)
sk +

∑M
n=1 (sn · rkn)

, (4.4)
where:

– wk denotes the local parameters,
– wn denotes the parameters received from neighboring vehicle n,
– sk and sn correspond to the sizes of the local dataset and the
dataset of vehicle n, respectively,

– M is the number of model updates received by vehicle k from its
neighbors (up to amaximumof threemessages) and accumulated
up to the current communication round.

Once the aggregation process is complete, the resulting weights are
used to update the local model parameters; the updated model is then
used for the subsequent local training phase.
This ensures that the globalmodel converges towards a high-performance
state even in the presence of heterogeneous data or potential outliers
in the VANET environment.
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Algorithm 4.4.1 Local aggregation process
1: Input: Local parameters wk, received parameters wk

n, local parameters size sk,received parameters size skn, sensitivity parameter σ2: Output: Aggregated weights w̄3: Initialize total reliability rtot ← 04: Initialize aggregated weights w̄ ← 0 ▷ Initialize with zero matrices5:6: for each i in wk do7: w̄i ← wi
k × sk ▷ Add local model contribution8: end for9: rtot ← rtot + sk ▷ Add contributions from neighbors10: for each j in wk

n do11: Dk
n ←

∑
i (w

j
k − wk,j

n )2 ▷ Compute the divergence
12: rkn ← e−

Dk
n

σ2 ▷ Compute the neighbor’s reliability13: for each i in wk
n do14: w̄i ← w̄i + wk,i

n × skn × rkn ▷ Compute the aggregation15: end for16: rtot ← rtot + skn × rkn ▷ Compute the total reliability17: end for18: for each i in w̄ do19: w̄i ← w̄i/rtot ▷ Normalize aggregated weights by total reliability20: end for21: return w̄ ▷ Return normalized aggregated weights

Figure 4.2: Loss function and RMSE convergence trends for a representative vehicle(car 2621) using the proposed model

The experimental setup and the results obtained are discussed in the fol-
lowing section.

4.5 . Experimental setup and results
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The experimental setup in this chapter relies on the datasets previously
introduced in Section 3.3.1. Similarly, the performance is evaluated using the
MSE loss function and the RMSE metric, as specified in Section 3.3.2 and Sec-
tion 3.3.3. the discussion hereafter centers on the specific implementation
of the decentralized environment, followed by a detailed presentation of the
results and a comparative study against state-of-the-art methods.

4.5.1 . Implementation details
A local instance of the prediction model is deployed on each participat-

ing vehicle and adopts the same architecture and configuration as the model
presented in Section 3.2.1 of the previous chapter. According to the results
obtained from the ablation studies, the hyperparameters of the communica-
tion algorithm are defined as follows: finit = 7, ffin = 1, and σ = 5.0. The
User Datagram Protocol UDP [252] and Transmission Control Protocol (TCP)
[253] transport protocols are used, respectively, to transmit discovery mes-
sages with minimal communication overhead and to exchange local model
parameters with high reliability. The JavaScript Object Notation (JSON) [254]
format is used for all messages exchanged between vehicles within the pro-
posed gossip-based protocol. The hardware platform used in this study is the
same as that described in Section 3.3.4 of the previous chapter.

4.5.2 . Simulation results
This section first presents the results obtained with the proposed frame-

work and then compare them with the performance of the comparison mod-
els. Figure 4.2 presents the performance indicators regarding the trajectory
prediction accuracy of the proposed model. This figure shows the evolution
of the MSE loss and the RMSE evaluationmetrics across training epochs accu-
mulated over all communication rounds. The results highlight very fast con-
vergence, alongwith lowMSE and RMSE values that are nearly identical across
both the training and validation datasets, thereby demonstrating the strong
generalization capability of the proposed model. Table 4.2 reports the nu-
merical RMSE results obtained on the NGSIM US-101 and NGSIM I-80 datasets

Table 4.2: Model RMSE (m) on the two datasets NGSIM US-101 and US I-80
Prediction horizon US-101 US-I-801 s 0.0622 0.05222 s 0.0903 0.06203 s 0.1054 0.06614 s 0.1214 0.09045 s 0.1253 0.11636 s 0.1342 0.13477 s 0.1432 0.1360
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Table 4.3: RMSE (m) comparison with different baselines methods (NGSIM US-101dataset)
Model 1 s 2 s 3 s 4 s 5 sTrajectoFormer [119] 0.47 0.84 1.33 1.97 2.56MODA [255] 0.40 1.02 1.76 2.69 3.86SA-STGCN [122] 0.34 0.65 0.97 1.14 1.55AS-LSTM [101] 0.10 0.20 0.31 0.43 0.56

FDG-VTP 0.06 0.09 0.11 0.12 0.13

for different prediction horizons (Hp). The table highlights low RMSE values,
reaching 0.0622 m and 0.0522 m at a 1 s prediction horizon for the NGSIM
US-101 and NGSIM I-80 datasets, respectively. At a 5s prediction horizon, the
errors remain limited, with RMSE values of 0.1253 m and 0.1163m on the two
datasets, respectively. Even at a 7s prediction horizon, the RMSE remains low,
reaching 0.1432m for NGSIM US-101 and 0.1360 m for NGSIM I-80. The results
demonstrate consistently low errors across both datasets. Similar to the cen-
tralized FL–based model in Section 3.3.5, this approach achieves an approxi-
mately 36% improvement in prediction accuracy at 1s prediction horizon.

Table 4.3 and Figure 4.3 compare the performance of the proposedmodel,
evaluatedusing theRMSEmetric, with that of several state-of-the-art approaches
from the literature. The reported curves and numerical results clearly demon-
strate the superiority of the proposed method, which consistently achieves
lower RMSE values than all competing approaches.

The analysis of the impact of the number of neighboring vehicles with
which each target vehicle communicates is presented in Figure 4.4. The re-
sults indicate that prediction accuracy improves as the number of neighbors
increases for short-term prediction horizons (up to 3 s). Beyond this thresh-
old, accuracy tends to stabilize regardless of fleet size. This behavior can be

Figure 4.3: RMSE comparison with State-of-the-art baselines methods
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Figure 4.4: Impact of the number of neighboring vehicles on RMSE

explained by the fact that a larger set of neighboring vehicles enables each
node to leverage a richer pool of information to refine its local model. How-
ever, for longer prediction horizons, this benefit is progressively offset by the
accumulation of errors introduced by each vehicle’s local prediction model.

Figure 4.5: Comparison of received and sentmessage counts between the proposedmodel and the FL-FedAvg-based method
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Figure 4.6: Comparison of received and sentmessage counts between the proposedmodel and the baselines

Figure 4.7: Comparison of received and sent message sizes between the proposedmodel and the baselines
Regarding the communication overhead of the proposed algorithm, Fig-

ures 4.5 and 4.6 show that, FDG-VTP receives approximately 2 times as many
messages as CDFL. This is due to the regular broadcast of neighbor-discovery
messages by surrounding vehicles, aswell as the transmissionofmodelweights
after each training round, once the initial delayed iterations have been com-
pleted by neighbor vehicles. However, as shown in Figure 4.5, FDG-VTP out-
performs FedAvg in bidirectional communication, reducing the number of re-
ceived messages by about 4% and the number of transmitted messages by
64%. Compared to CDFL, it also achieves a 22% reduction in the total num-
ber of messages sent. This reduction is explained by the fact that discovery
messages originating fromalready knownneighbors are not processed by the
target vehicle. Furthermore, thanks to quantization and compression,Figure
4.7 shows that the proposed approach significantly reduces reduces the size
of receivedmessages by approximately 64% compared to CDFL and over 80%
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Figure 4.8: Comparison of processing times between the proposed framework andbaselines methods

compared to FedAvg. Similarly, the size of sent messages is reduced by about
42% and 72% relative to CDFL and FedAvg, respectively.

Moreover, as illustrated in Figure 4.8, the proposed approach reduces the
computation time by about 72% compared to CDFL and 22% compared to
FedAvg.

4.5.3 . Comparison models
The state-of-the-art (SOTA) mobility prediction models employed as base-

lines in this study are as follows
• AS-LSTM [101] A description of this approach is provided in Section 3.3.6.
• TrajectoFormer [119]: This model uses a customized Transformer ar-
chitecture, alongwith neighbor selection and time-windowing techniques,
to effectively capture spatiotemporal dependencies among vehicles.

• MODA [255]: Thismodel, termedmultimodal anddynamics-aware (MODA)
interaction Neural Network, utilizes an LSTM encoder-decoder architec-
ture enhanced by a Graph Attention Network (GAT) [256]. A Conditional
Variational Autoencoder (CVAE) [257] is also incorporated, allowing the
model to output multimodal trajectories.

• SA-STGCN [122]: This model is based on a dynamic Spatio-Temporal
Surrounding-AwareGraphConvolutional Network (SA-STGCN) for simul-
taneously predicting themotion and trajectories of all vehicles in a given
scene. A Graph Convolutional Network (GCN) [258] is used to capture
the spatial dependencies between vehicles, while a Temporal Convolu-
tion Network (TCN) [259] is employed for temporal correlation.
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The proposed communication algorithm is compared with the following
SOTA baselines:

• FedAvg [7]: The Federated Averaging (FedAvg) algorithm is one of the
foundational algorithms of Federated Learning (FL). It enables multiple
nodes to collaborate on training an AI model by exchanging only the
model parameters, thereby enhancing the privacy of training data and
reducing communication costs. FedAvg relies on a central coordination
server to optimize resource utilization and security strategies.

• C-DFL [146]: C-DFL is a Decentralized Federated Learning (DFL) frame-
work that incorporates compressed communications. Within this frame-
work, each node alternately performs multiple local updates and sev-
eral inter-node communication rounds during a single training cycle. It
was proposed to balance communication efficiency withmodel consen-
sus, while ensuring convergence guarantees.

4.6 . Conclusion

This chapter introduces FDG-VTP, a novel vehicle trajectory prediction frame-
work designed for fully decentralized vehicular ad-hoc networks (VANETs).
It integrates an optimized Transformer model for highly accurate trajectory
forecasting with an efficient, asynchronous gossip-based communication al-
gorithm. Experimental results demonstrate that FDG-VTP outperforms ex-
isting centralized and decentralized trajectory prediction models in terms of
higher precision, lower computational resource usage, and reduced commu-
nication overhead. This high-performing, efficient, and robust framework also
ensures the privacy of raw vehicle data by preventing its transmission within
the system. However, this approach requires strict securitymeasures to guar-
antee the confidentiality, integrity, and availability of the local model param-
eters exchanged between vehicles. This issue is addressed in the following
chapter, which presents a method to secure vehicle-to-vehicle communica-
tions, as well as to detect malicious behavior and exclude the responsible ve-
hicle in this fully decentralized system.
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5 - PPIR: A Privacy-preserving and Intrusion-
Resilient framework for Gossip-based Com-
munication Algorithm in VANETs

5.1 . Introduction

The previous chapter demonstrated that an artificial neural network ar-
chitecture based on the Transformer model, when properly configured, can
achieve highly accurate trajectory prediction performance, comparable to, or
even exceeding, that of centralized federated learning (FL)-based approaches.
It was also shown that a gossip-based communication algorithm, combined
with an appropriate aggregation strategy and reinforced by amechanism that
prevents premature or excessive dissemination ofweakly informative updates,
particularly during the early stages of training, achieves significantly supe-
rior communication and computational efficiency compared to centralized
FL-based approaches.

This chapter focuses on integrating a security and privacy layers into the
fully decentralized and collaborative trajectory prediction system for Vehicu-
lar Ad-hoc Networks (VANETs) introduced in the Chapter 4. Security breaches
in VANETs pose serious threats, compromising sensitive data and endanger-
ing the physical safety of road users and their property. These systems con-
tinuously exchange critical information, including vehicle states, trajectories,
and increasingly, learned model parameters. Consequently, confidentiality,
integrity, authenticity, and availability become essential requirements, espe-
cially in fully decentralized environments where trust assumptions are mini-
mal.

FL and its decentralized variant (DFL) have been adopted to enable col-
laborative learning while keeping raw data local. However, decentralization
significantly expands the attack surface. In VANETs, adversaries may exploit
eavesdropping, impersonation, Sybil attacks, model poisoning, backdoor in-
sertion, or denial-of-service attacks to disrupt the learning process, manipu-
late shared parameters, or infer sensitive information. Moreover, compro-
mised vehicles may behave in a Byzantine manner by selectively transmitting
corrupted updates or attempting to isolate honest nodes, thereby directly
threatening system integrity and availability.

Existing approaches are limited by their dependence on infrastructure,
high computational overhead, and inadequate protection against insider at-
tacks. To overcome these limitations, this chapter introduces a fully decentral-
ized security framework, termed thePrivacy-Preserving and Intrusion-Resilient
decentralized gossip-based trajectory prediction framework for VANETs (PPIR).
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The proposed framework relies on a data-centric approach that performs
plausibility and consistency checks using innovation errors derived from an
extended Kalman filter [260] to detect and excludemisbehaving vehicles. Fur-
thermore, a unified elliptic curve Diffie–Hellman (ECDH)-based [16] encryp-
tion and signature scheme, combined with quantization, compression, and
fragmentation techniques, is employed to reduce communication overhead
while ensuring security, privacy, and robustness under intermittent connec-
tivity and adversarial conditions. Several cyber-attack scenarios were evalu-
ated on the proposed system to assess its performance. The results demon-
strate the high effectiveness of the proposed approach and its superiority
over baseline methods in terms of intrusion detection and mitigation perfor-
mance, as well as computational efficiency.

The following sections successively present the encryption and digital sig-
nature mechanisms used to preserve privacy within the system, and the ma-
licious behavior detection scheme introduced to counter internal threats.

5.2 . Systemmodel

The framework introduced in this chapter constitutes a data-drivenmisbehavior-
detection andmitigation system (MDS), integratedwith a unified elliptic-curve-
based encryption and digital signature process. It is designed for Vehicular
Ad-hoc Networks (VANETS), where vehicles engage in direct V2V communi-
cation to collaboratively train an artificial neural network, thereby enhancing
the accuracy of their respective local trajectory predictions. This environment
uses the gossip-based communication protocol described in Section 4.4 of
the previous chapter, while the underlying neural network model follows the
architecture presented in Section 4.3 of that chapter.

The following sections present these security techniques and their imple-
mentation within the proposed framework.

5.2.1 . Encryption and digital signature mechanism
To maintain a high level of security while minimizing computational over-

head, a unified signcryption schemebased on the Elliptic CurveDiffie-Hellman
(ECDH) [16] key agreement and the Elliptic Curve Digital Signature Algorithm
(ECDSA) [17] is employed.

Before transmission, the sending vehicle k and the recipient n one estab-
lish a shared secret. The vehicle k hold an elliptic curve key pair (dk,Qk), where
dk denotes the private key and

Qk = dkG (5.1)
the corresponding public key, withG being the generator point of the selected
elliptic curve.
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When the two vehicles k and n communicate, the shared secret is derived
using the ECDH protocol as follows:

Sk,n = dkQk = dkdnG. (5.2)
This shared secret Sk,n is processed through a key derivation function

(KDF) to obtain a symmetric encryption key sk,n:
sk,n = KDF (Sk,n) (5.3)

Model updatesm are then encrypted using a symmetric encryption algo-
rithm:

c = Encsk,n(m) (5.4)
In parallel, a digital signature is generated over the encrypted message to

ensure authenticity and integrity:
σ = Signdk(c) (5.5)

The transmitted message consists of the tuple (c, σ, Qk). Upon reception,vehicle n verifies the signature using the sender’s public key Qk and decryptsthemessage only if the verification succeeds. Any failure in these steps results
in immediate message rejection.

The following section describes in detail the system for detecting andmit-
igating malicious behaviors proposed in this chapter.

5.2.2 . Proposed misbehavior detection system
This subsection presents the components of the proposed misbehavior

detection system (MDS) illustrated in Figure 5.1. The system adopts a data-
centric approach, filteringmalicious or anomalousmodel updates (rather than
raw data such as position or speed) prior to aggregation process. Each node
independently evaluates received updates using complementary plausibility
and dynamic consistency analyses. The consistency analyses rely on innova-
tion errors computed by an Extended Kalman Filter (EKF). The final decision
is derived from a weighted aggregation of the individual detection indicators.
These analyses are performed by algorithms that are described as follows:

• EKFTracker: to identify malicious or anomalous behavior within the ve-
hicular network, a tracking mechanism based on the Extended Kalman
Filter (EKF), illustrated in 5.2.1, is implemented. This algorithm dynam-
ically models the evolution of local model weights among neighboring
vehicles and detects significant statistical deviations.
Each target vehicle k maintains an independent EKF state associated
with each neighboring vehicle n in the network. This state, denoted as
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xn ∈ Rd, where d denotes the total number of model parameters, rep-
resents the current estimate of the expected weights of the vehicle n.
It serves as a reference for calculating both prediction and innovation.
The EKF algorithm relies on two fundamental components: the transi-
tion model and the observation model.

– Transitionmodel (f): The state transition is basedon a local gradient
estimate, computed as the difference between the previous and
current weights, scaled by the learning rate η. The predicted state
is defined as:

xnt|t−1 = xnt−1 − η∇xnt−1, (5.6)
with

∇xnt−1 =
wn
t−1 − wn

t

η
(5.7)

where wn
t denotes the received weights vector from the vehicle n

at the iteration t.

Figure 5.1: Proposed misbehavior detection system
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The covariance prediction follows:
Pt|t−1 = FPt−1F

⊤ +Q (5.8)
where F is the diagonal Jacobian of the transition model and Q

the process noise covariance.
– Observation model (h): The observation function maps the pre-
dicted state back into themeasurement space, accounting for pre-
cision constraints (e.g., float16 quantization effects). It corresponds
to the received weights, possibly quantized:

zt = h(xt) + vt (5.9)
whereh(·) reconstructs theweights from the state and vt ∼ N(0, R)

denotes the measurement noise.
The innovation vector is defined as:

νt = zt − h(xt|t−1) (5.10)
The Kalman gain is computed as:

Algorithm 5.2.1 EKFTracker
1: Input: Received weights wn

t , weight shapes S , learning rate η2: Output: Innovation vector νnt3: d←∑
s∈S

∏
s4: Q← 0.01 Id ▷ Process noise5: R← 0.05 Id ▷Measurement noise

6: function Prediction(n)
7: ∇xn

t−1 ←
wn

t−1−wn
t

η ▷ Estimate gradient8: xn
t|t−1 ← xn

t−1 − η∇xn
t−1 ▷ State prediction

9: F ← Id − η · 10−2 ▷ Jacobian10: Pn
t|t−1 ← FPn

t−1F
⊤ +Q ▷ Covariance prediction

11: end function
12: function Update(n,wn

t )13: znt ← vec(wn
t ) ▷ Observation14: ẑnt ← h(xn

t|t−1) ▷ Predicted observation15: νnt ← znt − ẑnt ▷ Innovation
16: Kn

t ← Pn
t|t−1

(
Pn
t|t−1 +R+ 10−4Id

)−1

▷ Kalman gain
17: State update: xn

t ← xn
t|t−1 +Kn

t ν
n
t18: Pn

t ← (Id −Kn
t )P

n
t|t−1 ▷ Covariance update19: return νnt20: end function
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Kt = Pt|t−1

(
Pt|t−1 +R

)−1 (5.11)
State and covariance are updated as follows:

xt = xt|t−1 +Ktνt (5.12)

Pt = (Id −Kt)Pt|t−1 (5.13)
Given the high dimensionality of neural network parameters, the EKF-
Tracker algorithm uses sparse matrices for covariance calculations and
the determination of the Kalman gain (K). This approach significantly
reduces thememory footprint and computational complexity, ensuring
that real-time tracking remains feasible within resource-constrained ve-
hicular environments.

• ConsistencyChecker: Illustrated in Algorithm 5.2.2, This layer uses an
Extended Kalman Filter (EKF) to assess the dynamic consistency of the
update process. It relies on two metrics:

Algorithm 5.2.2 ConsistencyChecker
1: Input: Neighbor vehicle ID n, EKFTracker2: Output: Consistency resultR = {MC,BC}3: Initialize sliding windowWn ← ∅4: function CheckConsistency(n)5: InitializeR ← {0, 0}6: νn ← last EKF innovation of vehicle n

▷ Step 1: Magnitude check7: if max(|νn|) > τmax then8: R.MC ← 19: returnR10: end if11: Append νn toWn

▷ Step 2: Robust statistical bounds12: median← median(Wn)13: MAD← 1.4826 ·median(|Wn −median|)14: MAD← max(MAD, ϵ)15: L← median− 1.5 ·MAD16: U ← median + 1.5 ·MAD17: if νn < L or νn > U then18: R.BC ← 119: end if20: returnR21: end function
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– Magnitude Check (MC) : For each peer n, this check analyzes the fil-
ter’s innovation (νn), which is the discrepancy between the EKF’s
predicted value and the received update. If the maximum abso-
lute value of this innovation vector exceeds a threshold (τmax), theupdate is deemed inconsistent.

MC =

1, ifmax|νn| > τmax,
0, otherwise. (5.14)

– Bound Check (BC): This robust statistical analysis applies a Hampel
filter to a sliding window of past innovation errors. It computes a
median andMedian AbsoluteDeviation (MAD) to define a dynamic
confidence interval (between a lower bound and a upper bound).
Any innovation error falling outside this interval is considered an
outlier.

BC =

1, if νn /∈ [lower, upper],

0, otherwise. (5.15)
with

lower = median(ν)− 1.5 ·MAD (5.16)

upper = median(ν) + 1.5 ·MAD (5.17)
• PlausibilityChecker: Illustrated in 5.2.3, this layer examines the likeli-
hood of a received update compared to the previously received updates
from the same vehicle. It relies on two main metrics:

– Norm Check (NC): This analysis computs the L2 norm of the re-
ceived weights from vehicle n. If this norm exceeds a predefined
threshold (Nmax), the update is flagged as a potential malicious
update.

NC =

1, if ∥wn∥2 > Nmax,
0, otherwise. (5.18)

– Difference Check (DC): This temporal analysis compares the cur-
rent update with the last update received from the same sender.
The absolute difference is computed; if the 95th percentile of this
difference exceeds a threshold (∆max), the update is consideredanomalous.
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DC =

1, if Percentile95(∆n) > ∆max,

0, otherwise. (5.19)

with
∆n = |wt

n − wt+1
n | (5.20)

Prior to applying the Plausibility and Consistency checks, the system per-
forms a suite of lightweight verification filters:

• Numerical integrity validation to ensure the absence of NaN and Inf
values in the received update

• Tensor shape conformity verification to ensure that the shape of the
received update matches the expected shape of the model

Serving as a first line of defense, these filters immediately isolate clearly
corrupted updates.
Algorithm 5.2.3 PlausibilityChecker
1: Input: Neighbor ID n, received weights wn, previous weights w̄n, local weights wk2: Parameters: Nmax (max norm),∆max (max update variation)3: Output: Plausibility resultR = {NC,DC}4: InitializeR ← {0, 0}5: w̃n ← vec(wn) ▷ Flatten received weights6: if std(w̃n) < 10−3 then7: R.NC ← 18: else9: nn ← ∥w̃n∥210: if nn > Nmax then11: R.NC ← 112: else13: if nn /∈ [0.5nmin

n , 2.0nmax
n ] then14: R.NC ← 1 ▷ Norm Consistency Check15: end if16: end if17: end if18: if w̄n ̸= ∅ then19: ŵn ← vec(w̄n)20: ∆n ← |w̃n − ŵn|21: if percentile95(∆n) > ∆max then22: R.DC ← 1 ▷ Difference Consistency Check23: end if24: end if25: Update historical norm statistics and store wn26: returnR
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Individual binary results are aggregated into a final decision through a
weighted risk score. Each check ismultiplied by apredefined confidenceweight,
summed, and then normalized. To ensure strict anomaly detection, a penalty
is applied if at least one check fails. An update is definitely rejected if its final
score falls below 0.49; otherwise, it is validated for the global model update.

The following section presents the threat model adopted in this study.

5.3 . The threat model

This section presents the threat model used in this thesis to evaluate the
reliability and resilience of the proposed system. Within this framework, we
assume that the privacy-preservingmechanisms implemented, including sign-
cryption, are secure and cannot be compromised. Nevertheless, malicious ve-
hicles (MVs) can impersonate legitimate vehicle credentials, thereby gaining
access to the system and interacting with honest participants. Once admit-
ted, these adversarial vehicles can launch a wide range of attacks. This study
focuses on three major threat classes.

• Model poisoning attacks: This category include the following types of
attacks:

– Random-weights attacks: In this attack, local model parameters
are replaced with values drawn from a uniform distribution and
disseminated to neighboring vehicles;

– Backdoor attacks: In this attach a fixed constant value is injected
into a predefined subset (20%) of the model parameters prior to
sharing;

– Model scaling attacks: This attack amplify local parameters by a
scaling factor before transmission; and

– Sign-flipping attacks, in which the sign of each model parameter
is inverted.

• Denial-of-service (DoS) attacks:, The objective of this category of at-
tack is to disrupt the collaborative learning process by overwhelming
the network or specific vehicles with excessive messages or malformed
updates, thereby degrading availability and increasing communication
latency.

• Sybil attacks: In this category of attack, a single malicious vehicle cre-
ates multiple identities to disproportionally influence the learning pro-
cess, bias aggregation strategy, and undermine the trust assumptions
of the decentralized system.
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The severity of each attack is controlled by an intensity factor, where larger
absolute values correspond tomore disruptive behavior but also increase de-
tectability. These attacks adversely affect global model convergence and de-
grade the accuracy of local models, potentially leading to severe trajectory
prediction errors, large-scale traffic disruptions, and, in extreme cases, catas-
trophic accidents. In addition to adversarial behavior, non-malicious failures
are also considered, such as transmission failures, packet loss, or synchro-
nization errors, which may similarly degrade system reliability.

The following section presents the configuration of the experimental en-
vironment and discusses the results obtained by the proposed malicious be-
havior detection system (MDS).

5.4 . Experimental setup and results

TheMisbehavior Detection System (MDS) and the privacy-preserving sign-
cryption mechanisms proposed in this chapter are implemented as security
and confidentiality layers within the fully decentralized trajectory prediction
framework. This framework, basedonDecentralized Federated Learning (DFL),
was previously detailed in Section 4.5 of the preceding chapter.

The entire system is deployed locally within each target vehicle k. Conse-
quently, each target vehicle encrypts its messages before transmission using
the confidentiality layer and uses the security layer’s MDS to analyze, in real
time and at each communication iteration, the model weights received from
its peers. When these weights satisfy all validity, plausibility, and consistency
checks, they are integrated into the local aggregation process. In contrast, any
update deemed suspicious is rejected, and the sending vehicle is permanently
excluded from further exchanges. The simulation environment used in this
chapter,including the Transformer-based trajectory prediction model config-
uration, the gossip-type communication protocol settings, and the software
and hardware platforms—is identical to that presented in the previous chap-
ter. Likewise, the datasets employed for training and evaluating the trajectory
prediction model and the loss function used remain unchanged.

5.4.1 . Evaluation metrics
The evaluation metric for the trajectory prediction model is identical to

that used in Section 4.5 of the previous chapter. To assess the performance
of the proposed misbehavior detection system (MDS), a confusion matrix is
used, one of themost commonly used tools for evaluating classificationmod-
els [209]. Based on this matrix, the Accuracy, Recall, Precision, and F1-score
metrics are computed to quantify the effectiveness and reliability of the pro-
posed MDS. These metrics are defined as follows:

• Accuracy: Measures the proportion of correctly classified updates, in-
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Figure 5.2: Impact of the unmitigated attacks on RMSE.

cluding both positive and negative instances, among all evaluated up-
dates.

Accuracy =
TP + TN

TP + TN + FP + FN
(5.21)

• Precision: Represents the proportion of correctly identified positive in-
stances among all instances predicted as positive.

Precision =
TP

TP + FP
(5.22)

• Recall: Also known as Sensitivity or the True Positive Rate (TPR), this
metric measures the proportion of actual positive instances that are
correctly identified by the model.

Recall =
TP

TP + FN
(5.23)

• F1-score: This metric provides a balanced evaluation by calculating the
harmonic mean of precision and recall, making it particularly useful
when both false positives and false negatives carry significant impor-
tance.

F1− score = 2 · Precision ·Recall

Precision+Recall
(5.24)

The simulation and evaluation results are discussed in the following sub-
section.
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Figure 5.3: Impact of the attacks mitigation on RMSE.

Figure 5.4: Confusion matrix of a representative vehicle under Sybil attack.

5.4.2 . Simulation results
The proposed DFL-based trajectory prediction framework was evaluated

across three scenarios: baseline (no attack), unmitigated attacks, and attacks
with defenses activated. Under normal conditions (no attack scenario), the
proposed model converges by the 20th communication round, achieving an
RMSE of about 0.06 m. As illustrated in Figure 5.2, the framework is highly
sensitive to unmitigated attacks. Even low-intensity attacks severely degrade
performance and prevent global convergence. DoS attacks proved to be the
most critical and the most difficult to detect. The Figure 5.3 shows that inte-

104



Figure 5.5: ROC curve of a representative vehicle under backdoor attack.

grating the proposedMDSmechanism restores performance to near-baseline
levels. Notably, the confusion matrix for mitigating a Sybil attack (Figure 5.4)
and the ROC curve for mitigating a backdoor attack (Figure 5.5) by a represen-
tative vehicle both demonstrate perfect classification, with zero false positives
and zero false negatives, reflecting an ideal separation between benign and
malicious update classes. Consequently, the MDS achieves 100% accuracy,
precision, recall, and F1-score under specific conditions: namely, backdoor
attacks with an intensity of 0.2 (corresponding to a manipulation of 20% of
the attacked model’s parameters), and Sybil attacks involving three or more
fake vehicle IDs, with a malicious node ratio of 20%. For DoS attacks, the best
observed performance yields an accuracy of 85.71%, a precision of 50%, a
recall of 100%, and an F1-score of 66.67%, as shown in Figure 5.6 and Table
5.1. This table also compares the performance of the proposed MDS against
LA-DETECTS [222] state-of-the-art baseline. The results indicate that the pro-
posed approach significantly outperforms the baseline in detecting Sybil at-
tacks and achieves strong performance in detecting DoS attacks, although
slightly below that of the baseline.

The proposed MDS runs locally within each target vehicle, thus requiring
no additional communication overhead. Moreover, as shown in Figure 5.7,
the proposedMDS achieves an average processing time per round of approx-
imately 144 ms, compared to 207 ms for the state-of-the-art baseline, repre-
senting a reduction of approximately 30%. It is worth noting that these values
may vary depending on the receiving vehicle’s computational capabilities and
the concurrent processing workload.

In termsof complexity, the EKFTracker—uses sparse diagonalmatrices—and
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Figure 5.6: Detection metrics of a representative vehicle under DoS attack.
Table 5.1: Performance comparison between the proposed MDS andState-of-the-art baselines

Attack DoS Sybil
LA-DETECTS[222] PPIR LA-DETECTS[222] PPIR

Accuracy 99.99 85.71 50.73 100.00Precision 99.99 50.00 56.18 100.00Recall 99.99 100.00 63.85 100.00F1-Score 99.99 66.67 60.24 100.00

Figure 5.7: Processing time comparison between the proposed MDS and the LA-DETECTS-based basline.

the ConsistencyChecker operate in linear time O(d). Meanwhile, Plausibility-
Checker achieves quasi-linear complexity O(d · log(d)) due to its statistical

106



checks. Consequently, the overall proposed MDS overhead is dominated by
the PlausibilityChecker, while other modules remain lightweight. Memory us-
age scales asO(V ·d), where V denotes the number ofweight vectors received
per round. This ensures the scalability of the proposed MDS while maintain-
ing efficiency in peer-to-peer vehicular network settings.

5.5 . Conclusion

This chapter proposes an approach to enhance the security and confi-
dentiality of local model update exchanges within the fully decentralized fed-
erated learning-based mobility prediction system introduced in the previous
chapter.

The proposed method, termed PPIR (Privacy-Preserving and Intrusion Re-
silient decentralized gossip-based trajectory prediction framework for VANETs),
integrates a unified encryption and digital signature-based privacy-preserving
mechanism relying on elliptic-curve Diffie–Hellman operations. This secure
framework strengthens a data-centric malicious behavior detection system
(MDS).

The MDS relies on consistency analyses based on innovation errors com-
puted through an Extended Kalman Filter, by comparing the predicted up-
dates for each peer vehicle with the updates actually received from that ve-
hicle. These consistency checks are combined with plausibility analyses that
assess the likelihood of newly received model weights with respect to the his-
torical weight trajectory of the same vehicle.

Experimental results demonstrate that PPIR outperforms state-of-the-art
methods in detecting various types of malicious behaviors, while introducing
no additional communication overhead andmaintaining a low computational
cost.
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6 - General Conclusion and Perspectives

6.1 . General conclusion

The emergence of smart cities integrating Intelligent Transportation Sys-
tems (ITS) imposes stringent technological requirements on autonomous ve-
hicles, which need permanent and ultra-reliable connectivity to operate ef-
fectively. These vehicles continuously exchange information with roadside in-
frastructure, cloud or edge servers, and neighboring vehicles through Vehicle-
to-Infrastructure (V2I), andVehicle-to-Vehicle (V2V) communications. This com-
munication capability enables autonomous vehicles to adopt increasingly in-
telligent behaviors, such as avoiding collisions, adjusting their trajectories in
real time, and coordinating actions between vehicles, thereby allowing better
traffic optimization.

However, this increased connectivity, combined with VANETs’ decentral-
ized coordination and their open wireless channels, expands the attack sur-
face within these vehicular networks. The exposure of communication links,
distributed learning processes, and onboard decision-making systems intro-
duces vulnerabilities to adversarialmanipulation, data poisoning, identity spoof-
ing, denial-of-service attacks, and model corruption. In these safety-critical
systems, security breaches do not merely compromise data confidentiality or
privacy; theymay directly impact vehicle control decisions, potentially leading
to cascading failures, traffic disruption, or physical harm. Security, robust-
ness, and trust management, therefore, become fundamental pillars of reli-
able intelligent transportation systems.

Understanding and developing effective mobility models is essential for
implementing efficient security solutions. Accurate trajectory prediction en-
hances situational awareness, supports anomaly detection, facilitates consis-
tency verification of updates shared among collaborating vehicles, and en-
ables proactive rather than reactive security strategies. In other words, effec-
tive mobility modeling is an enabling component for adaptive and efficient
security solutions in vehicular networks. This led us to devote a significant
part of this thesis to the study of mobility models.

A critical analysis of existingmobility forecasting approaches revealed sev-
eral structural and operational limitations. For instance, traditional central-
izedmobilitymethods rely on transmitting raw vehicular data to remote servers
for processing andmodel training. While effective in controlled settings, such
solutions incur substantial communication overhead, high bandwidth con-
sumption, and significant computational burden at aggregation servers, thereby
limiting scalability and introducing single points of failure. Furthermore, cen-
tralized data collection raises serious privacy concerns, as sensitive mobility
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traces and behavioral patterns are exposed.
Although FL centralized anddecentralized collaborative paradigms address

certain privacy risks by keeping data local, these systems require robust and
efficient mechanisms to strengthen security and privacy. Several approaches
have been proposed in this context. However, they are generally costly in
terms of computational costs and communication overhead. Complex crypto-
graphic algorithms, heavy consensus schemes, or redundant validationmech-
anisms often introduce significant latency and resource consumption, making
them poorly suited to highly dynamic VANET environments where real-time
responsiveness is critical.

Moreover, collaborative AI-basedmobilitymodels frequently prioritizemodel
accuracy and training efficiency while overlooking the integrity and trustwor-
thiness of exchanged model updates. This lack of security robustness is par-
ticularly critical in adversarial settings, where compromised participants may
inject malicious gradients or manipulated weights, degrading convergence
or embedding stealthy backdoors into shared updates. At the same time,
most of existing security defensemechanisms are not fully adapted to VANET-
specific constraints, including high mobility, intermittent connectivity, rapidly
evolving topologies, heterogeneous onboard computational capabilities, and
strict latency requirements.

Based on this observation, this thesis aims to contribute to the improve-
ment of existing methods in the literature by proposing a new framework
capable of jointly addressing the three following coupled challenges:

• A high-precision trajectory prediction model: Suitable for coopera-
tive autonomous driving and enabling each vehicle to predict its future
path with minimal errors.

• Collaborative anddecentralized communication-efficient algorithm:
Capable of enabling vehicles to directly share their local model param-
eters to enhance mutual prediction accuracy without the need for co-
ordinating infrastructure, while incorporating an effective aggregation
strategy. At the same time, remaining compatible with bandwidth and
latency constraints.

• Robust security andprivacy layers: Ensuring the integrity, availability,
and confidentiality of the updates exchanged between vehicles.

To achieve these objectives, this dissertation first addresses the challenge
of mobility prediction by proposing a highly accurate trajectory prediction
model based on a customized and optimized Transformer architecture. To
meet the second objective, a fully decentralized peer-to-peer gossip-based
communication algorithm is proposed. This algorithm is enhanced by an ef-
ficient aggregation strategy and a mechanism that prevents the transmission
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of premature or insufficiently trained updates. Finally, security and privacy
layers have been integrated into this fully decentralized, Transformer-based
collaborative trajectory prediction system.

By integrating highly accurate predictive model, optimized communica-
tion strategies, and security and privacy mechanisms, this thesis contributes
toward the development of scalable, resource-aware, and trustworthy intelli-
gent vehicular systems.

The main contributions of this thesis can be concluded as follows:
• FedVANET-TP: An FL-based framework for vehicular networks enabling
collaborative trajectory prediction using a customized Transformer-based
model. By using a pruned artificial neural network architecture tailored
to trajectory prediction tasks and sharing only localmodel updates among
vehicles through an aggregation server, FedVANET-TP reduces compu-
tational and communication overhead and achieves a lower RMSE com-
pared to state-of-the-art baseline models, while preserving the privacy
of sensitive vehicle data.

• FDG-VTP: A fully decentralized trajectory prediction framework incor-
porating an optimized communication algorithm. This algorithm inte-
grates an aggregation strategy that accounts for local prediction model
dataset sizes and a reliability factor associated with received weights.
It further integrates update scheduling mechanisms as well as quan-
tization and compression techniques to reduce communication over-
head while maintaining high predictive accuracy. Experimental results
demonstrate superior performance compared to both centralized and
decentralizedbaselineswhilemaintaining a reduced computational over-
head.

• PPIR: A security and confidentiality layers integrated into the fully de-
centralized trajectory prediction framework. PPIR combines elliptic-curve
Diffie–Hellman-based signcryption with a malicious behavior detection
system relying on ExtendedKalman Filter-based consistency checks and
plausibility verification of received weights. Experimental evaluations
demonstrate that the proposed approach outperforms state-of-the-art
methods in detecting backdoor and Sybil attacks, while achieving per-
formance comparable to state-of-the-art methods under DoS attacks.

Collectively, these contributions demonstrate that fully decentralized col-
laborative learning in VANET environments can simultaneously achieve high
prediction accuracy, communication efficiency, and strong security guaran-
tees. They represent a significant step toward reliable and resilient intelligent
mobility systems.
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The promising results obtained in this research can be further extended to
tackle additional challenges. To this end, future work and potential improve-
ments are outlined in the next section.

6.2 . Perspectives

Several research directions emerge from this work and open promising
perspectives for further investigation.

A first extension can involve introducing a hierarchical clustering architec-
ture in which vehicles are organized into dynamic clusters, enabling efficient
intra-cluster collaboration, while inter-cluster coordination ensures globalmodel
consistency. Such a multi-tier collaborative structure would improve scalabil-
ity, reduce communication complexity, and enhance robustness in large-scale
vehicular deployments.

A second direction can concern the development of adaptive and context-
aware aggregation mechanisms. Future work could explore reinforcement
learning–based or trust-aware aggregation strategies that dynamically adjust
to varying network density, mobility patterns, and adversarial behaviors. This
would further enhance resilience in highly dynamic VANET environments.

Another important perspective lies in integrating more lightweight and
energy-efficient learningmechanisms. Knowledge distillation, or sparse train-
ing techniques could be investigated to further reduce computational over-
head while preserving predictive accuracy.

Ragarding security and privacy, deeper analysis of advanced, coordinated
attack strategies such as collusion attacks, adaptive poisoning, model inver-
sion, and stealthy Byzantine behavior, will be investigated. Enhancing the pro-
posed MDS to anticipate evolving adversarial strategies would significantly
strengthen the trustworthiness of the system.

Additionally, future research could investigate the incorporation of lightweight
and communication-efficient blockchain mechanisms or distributed ledger
technologies to enhance trust management, traceability of model updates,
and accountability among collaborating vehicles in fully decentralized settings.

Finally, under specific conditions, real-world vehicular network experiments
could be envisioned to evaluate the systemperformance under realistic traffic
and communication conditions, as well as vehicle data heterogeneity.

Collectively, these research directions aim to advance toward scalable, au-
tonomous, and self-securing collaborative vehicular intelligent systems capa-
ble of operating reliably in next-generation smart mobility systems.
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Résumé détaillé de la thèse

Les systèmes de transport intelligents (ITS), éléments clés des villes intelli-
gentes, s’appuient sur l’intégration de technologies avancées afin d’améliorer
l’efficacité, la sécurité, la durabilité et le confort des transports. L’émergence
des véhicules autonomes a profondément transformé le paysage des trans-
ports intelligents en introduisant des capacités avancées de perception, de
prise de décision autonome et de communication en temps réel. Au sein des
réseaux véhiculaires de type VANET (Vehicular Ad-hocNetworks), les véhicules
peuvent communiquer entre eux, interagir avec l’infrastructure routière ainsi
qu’avec les différents objets connectés composant les systèmes ITS. Ils for-
ment ainsi un environnement distribué, dynamique et fortement interopérable.

Cependant, cette connectivité accrue expose les véhicules à un large éven-
tail de vulnérabilités. La sécurité des protocoles de communication devient
alors un enjeumajeur, notamment face à desmenaces telles que l’usurpation
d’identité, les attaques Sybil, les attaques par déni de service ou encore les at-
taques par empoisonnement. Dans ce contexte, cette thèse a pour objectif
d’analyser cesmenaces spécifiques et de proposer desmécanismes de sécuri-
sation adaptés aux contraintes propres aux véhicules connectés, notamment
la forte mobilité, l’exigence de faible latence, les ressources limitées et la na-
ture collaborative des échanges.

Par ailleurs, comprendre, savoir modéliser et anticiper les mouvements
des véhicules est essentiel pour mieux appréhender les défis liés à la sécurité
et à la protection de la vie privée dans les environnements véhiculaires. C’est
pourquoi la première partie de cette thèse est consacrée à l’étude des mod-
èles demobilité. Cette étude nous a permis d’identifier deux grandes familles
de modèles de mobilité : les modèles classiques et les modèles basés sur
l’intelligence artificielle (IA). Lesmodèles classiques s’appuient principalement
sur des formulations mathématiques, des lois physiques ou des approches
statistiques afin de représenter le comportement des véhicules. Leurs hy-
pothèses et paramètres sont généralement faciles à interpréter, ils sont bien
adaptés aux applications de planification urbaine et à la modélisation des
flux réguliers de trafic routier. Toutefois, leurs performances demeurent lim-
itées dans les scénarios complexes ou lorsqu’il s’agit de représenter le com-
portement de véhicules individuels. À l’inverse, lesmodèles demobilité basés
sur l’IA, notamment l’apprentissage automatique et l’apprentissage profond,
apprennent directement à partir des données et offrent de meilleures per-
formances dans les situations complexes ainsi que pour la modélisation des
comportements individuels, notamment dans les tâches de prédiction de tra-
jectoires. Néanmoins, ces approches nécessitent généralement de grandes
quantités de données ainsi qu’une importante capacité de calcul.
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Dans la mesure où cette thèse vise à intégrer des mécanismes de sécu-
rité directement au niveau des véhicules, nos travaux s’intéressent principale-
ment aux comportements individuels. Nous avons donc choisi de nous fo-
caliser sur les modèles de mobilité basés sur l’IA.

Au sein de cette catégorie, nous avons identifié trois grands groupes de
modèles. Le premier regroupe les approches centralisées, dans lesquelles
toutes les données sont collectées au sein d’une infrastructure centrale. Cette
centralisation permet d’entraîner les modèles d’IA sur un volume important
de données et d’obtenir ainsi de très bonnes performances. Toutefois, elle
présente des risques élevés de fuite de données ainsi que des coûts impor-
tants en matière de calcul et de communication.

Le deuxième groupe repose sur le paradigme de l’apprentissage fédéré
(Federated Learning – FL). Dans ce cadre, les données ainsi que les copies
locales des modèles d’IA demeurent au niveau des véhicules, tandis qu’un
serveur d’agrégation coordonne la collaboration entre les différents partic-
ipants. Cette approche permet de réduire les coûts de communication, de
répartir les calculs d’entraînement entre les véhicules et d’améliorer la confi-
dentialité des données. Cependant, les modèles basés sur le FL restent ex-
posés à plusieurs limitations, notamment les risques de fuite des paramètres
des modèles (poids et biais) lors des échanges avec le serveur d’agrégation,
ainsi que le problème du point unique de défaillance lié à la dépendance en-
vers ce serveur.

Le troisième groupe concerne les approches basées sur l’apprentissage
fédéré décentralisé (Decentralized Federated Learning – DFL). Ce paradigme
supprime le serveur central de coordination et privilégie les communications
directes entre véhicules. Il améliore ainsi l’évolutivité du système et renforce
la confidentialité des paramètres échangés. En revanche, l’absencede serveur
central ralentit généralement la convergencedesmodèles locaux. Afind’améliorer
cette convergence, ces approches nécessitent souvent demécanismesde com-
munication complexes impliquant un choix et un paramétrageminutieux des
protocoles de communication.

À l’issue de cette étude des modèles de mobilité, nous avons analysé ces
mécanismes de communication utilisés dans les approches basées sur le DFL
afin d’explorer lesmodèles demobilité collaboratifs fondés sur ce paradigme.
Cette analyse nous a permis d’identifier deux schémas de communication
particulièrement adaptés : le schéma Peer-to-Peer (P2P) classique et une de
ses variantes appeléeGossip. Dans les réseaux P2P classiques, chaque véhicule
communique directement avec l’ensemble des autres nœuds. Dans le cadre
des modèles de mobilité collaboratifs, cette approche permet d’améliorer les
performances de prédiction, la convergence et la robustesse des modèles.
Cependant, elle réduit l’évolutivité du système et augmente la latence ainsi
que les coûts de calcul et de communication. À l’inverse, dans le schéma Gos-
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sip, chaque véhicule communique uniquement avec un sous-ensemble limité
de véhicules. Cette approche réduit les coûts de communication et améliore
l’évolutivité du système, mais souvent au détriment des performances des
modèles entrainés.

Par ailleurs, ces deux schémas de communication P2P sans fil favorisent
la propagation rapide de logiciels malveillants et exposent les systèmes à de
nombreusesmenaces de sécurité ciblant les modèles d’IA, en particulier dans
les environnements d’apprentissage collaboratif fédéré. Cesmenaces perme-
ttent notamment la réalisation d’attaques par empoisonnement visant à dé-
grader les performances desmodèles ou à ralentir, voire empêcher, leur con-
vergence ; d’attaques Sybil cherchant à amplifier les effets de l’empoisonnement
en multipliant artificiellement le nombre d’attaquants ; ainsi que d’attaques
par déni de service (DoS) destinées à saturer les ressources de calcul ou la
bande passante des nœuds ciblés. Afin de contrer ces menaces, plusieurs
mécanismes de sécurité ont été proposés dans la littérature. Parmi eux, le
chiffrement homomorphiquepermet de transmettre et d’agréger les paramètres
des modèles sans avoir à les déchiffrer. La confidentialité différentielle (Dif-
ferential Privacy – DP), quant à elle, consiste à ajouter du bruit aux paramètres
afin d’empêcher la reconstitution des données d’entraînement. D’autres tech-
niques sont également utilisées, telles que la blockchain, l’agrégation robuste,
le calculmultipartite sécurisé, les pseudonymes dynamiques, lesmécanismes
de réputation ainsi que les systèmes de détection et de prévention des com-
portements malveillants.

À l’issue de cette revue de la littérature, nous avons développé un mod-
èle de prédiction de trajectoire basé sur des réseaux de neurones artificiels
de type Transformer, spécifiquement adapté et optimisé pour les tâches de
prédiction de trajectoires. Nous avons ensuite implémenté ce modèle au
sein d’une architecture FL afin de permettre à chaque véhicule de collaborer
avec les autres véhicules du système. Cette collaboration permet à chaque
véhicule cible de tirer parti de la richesse des données de ses voisins pour
améliorer les performances de ses prédictions locales, sans pour autant partager
les données sensibles utilisées pour l’entrainementddesmodèles. Les véhicules
échangent uniquement les paramètres de leurs modèles locaux, préservant
ainsi la confidentialité des données brutes tout en favorisant l’apprentissage
collaboratif. Les résultats ontmontré des performancedeprédiction supérieures
aux méthodes de compraison avec des coûts de calcul et de communication
également réduits.

Comme deuxième contribution, nous avons étendu cette approche basée
sur le FL vers une architecture totalement décentralisée fondée sur le DFL. En
plus du modèle de prédiction basé sur le Transformer, cette approche intè-
gre un algorithme de communication P2P de type Gossip. Afin de réduire les
coûts de communication et d’améliorer la convergence tout en garantissant
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dehautes performances et un niveaude sécurité renforcé, nous avons intégré
à cet algorithme deux mécanismes complémentaires : un mécanisme retar-
dant l’envoi des poids jusqu’à ce qu’ils soient suffisamment entraînés locale-
ment par chaque véhicule ; unmécanisme d’agrégation pondérée prenant en
compte à la fois la fiabilité des poids reçus ainsi que la taille des jeux de don-
nées de l’émetteur et du récepteur. Les résultats ont démontré unemeilleure
efficacité des calculs et des communications.

La dernière contribution de cette thèse consiste à intégrer, au sein de ce
système totalement décentralisé, une solution de sécurité et de préservation
de la vie privée adaptée aux contraintes des environnements véhiculaires.
Cette solution repose sur un système de détection et de réponse aux anoma-
lies fondé sur des vérifications de cohérence et de plausibilité utilisant les er-
reurs d’innovation d’un filtre de Kalman étendu. Cemécanisme permet de dé-
tecter en temps réel les comportementsmalveillants et d’exclure les véhicules
suspects du processus collaboratif. Il est complété par un mécanisme léger
de chiffrement et de signature numérique unifié garantissant l’authenticité, la
confidentialité et l’intégrité des messages échangés. L’approche de sécurité
proposée a été validée expérimentalement à travers la simulationdeplusieurs
types d’attaques, notamment des attaques par empoisonnement, des attaques
Sybil et des attaques par déni de service (DoS). Les résultats obtenus mon-
trent des performances comparables à celles de l’état de l’art en matière de
détection des comportements malveillants et de résilience, tout en réduisant
les coûts de calcul d’environ 30%, ce qui rend cette solution plus adaptée aux
contraintes des systèmes VANET embarqués.
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