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Contexte

Cette dernière déennie a vu se multiplier les appareils életroniques portatifs et les

infrastrutures de réseaux, dispositifs que l'on regroupe dans la atégorie des �systèmes

embarqués�. Leur séurité est devenue partiulièrement importante, au vu de la quantité

et de la diversité des informations personnelles qu'ils traitent. Un éosystème sienti-

�que rihe s'est don réé autour de la séurité des systèmes embarqués : s'y �toient

aadémiques, industriels (aussi bien petites et moyennes entreprises que grands groupes)

et gouvernementaux. En Frane, un panorama de et éosystème a été e�etué dans le

adre des journées séurité du GdR SoC-SiP organisées par le LIRMM et le Lab-STICC.

Aujourd'hui, ette ommunauté nationale est très ative et ollabore ativement. Je suis

d'ailleurs très �er de l'avoir représentée lors du dernier olloque CNRS Nippo-Français

du JFFoE 2012 [167℄.

Ainsi, on onstate de nombreux transferts, qui se onrétisent souvent par des démon-

strateurs. Leur objetif est de valider qu'une idée de séurisation est pertinente, y ompris

après le passage à l'implémentation. E�etivement, de nombreuses vulnérabilités sont

introduites pendant les phases de ra�nement et d'assemblage. Avant le développement

d'un démonstrateur omplet, on passe par di�érents prototypes, tournant sur des ibles

tehnologiques intermédiaires tels que des proesseurs généralistes ou des FPGA. En

matière de prototypage, il y a eu également énormément de progrès. Une grande partie

des travaux onduits dans le laboratoire de TELECOM-ParisTeh peuvent aujourd'hui

être évalués en émulation dans un FPGA en un mois de temps. Cette rapidité permet

de tester inrémentalement de nouvelles idées : la reherhe fondamentale rejoint les

appliations au sein du même laboratoire.

La séurité des systèmes embarqués est par nature pluridisiplinaire. On trouvera

don dans e rapport des parties touhant à la physique (signaux radio-fréquene, iruits

R/L/C), l'életronique (modélisation des ouplages de l'attaquant ave le dispositif), les

statistiques (distingueurs, en présene de bruit), la théorie de l'information (évaluation de

la vulnérabilité d'un système) et les mathématiques (odage et fontions booléennes). J'ai

en fait renontré les disiplines mentionnées i-dessus dans l'ordre hronologique suivant :

partant d'une thèse de dotorat à très forte onnotation � oneption életronique �, j'ai

progressivement évolué vers la modélisation abstraite des failles et des exploits, sujet qui

se rapporte davantage à des � sienes dures �, même si l'objetif reste essentiellement

appliqué. Par ailleurs, la prodution sienti�que en séurité des systèmes embarqués est

elle-même très variée, traitant de générateurs d'aléa, de oneption robuste, d'optimi-

sation de ontremesures, de odes, ou d'algèbre booléenne, pour ne iter que quelques

sujets intéressant la ommunauté. Cei se traduit en une multipliité de ollaborations,

nationales et internationales, et une variété de supports de publiation.

Le orollaire de ette diversité est le risque d'une segmentation sienti�que, qui se-

rait antinomique ave la volonté d'éhanges pluridisiplinaires. C'est pourquoi le � faire-

savoir � est partiulièrement important. Il se met en plae par de nombreuses tenues

d'événements informels, de renontres hors onférenes o�ielles, ou de sessions spé-

iales de onférenes. De plus, la pédagogie est primordiale, ar ave l'aroissement du

nombre de onférenes, un résultat dérit dans un papier non réexpliqué par ailleurs a
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peu de hanes d'être lu. Ainsi, un objetif de e rapport est aussi de faire le point sur une

dizaine d'années de reherhe, et de présenter les résultats obtenus de façon ohérente.
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Les résultats de e rapport n'auraient pas pu être obtenus sans le onours de nom-

breuses personnes. Je suis tout d'abord redevable à Renaud Paalet, mon direteur de

thèse de dotorat, de m'avoir lané en 2002 sur la piste très porteuse de l'életronique

séurisée. Ensuite, je suis énormément reonnaissant à tous mes o-auteurs, ave qui nous

avons ra�né de nombreuses idées, 'est-à-dire fait passer une intuition en une solution

rigoureuse. Également, j'adresse mes sinères remeriements aux herheurs dotorants
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HDR, David Naahe, pour ses enouragements et son aratère toujours volontaire,

positif et exigeant.

Avant-propos

La plupart des résultats présentés dans e manusrit sont issus de publiations éva-

luées par les pairs, et peuvent don être onsidérés omme validés du point de vue sien-

ti�que. Ainsi, e rapport n'apporte pas de résultats nouveaux par rapport à l'état de

l'art, que mon travail a ontribué à former. Néanmoins, on y trouvera une uni�ation du

ontexte, présenté de façon pédagogique, et une artiulation des di�érents travaux publiés

à di�érents endroits ave di�érentes personnes. Il n'y a guère que la setion qui traite de

la résiliene qui soit de nature plus exploratoire. Elle s'appuie sur quelques publiations

préliminaires de l'auteur. Néanmoins, une plus grande formalisation est ertainement né-

essaire pour �abiliser les analyses présentées dans ette setion. De plus, de nombreux

points sont atuellement enore des sujets de reherhe atifs. Les questions ouvertes sont

évoquées dans les sous-parties de onlusions intermédiaires et onsolidées dans la setion

de onlusions et perspetives. En�n, il existe une très grande diversité de notations et

de onventions divergentes dans la littérature sienti�que. Nous proposons en annexe des

notations laires et redémontrons tous les résultats utilisés dans e manusrit.

Ce doument se struture en trois grande parties :

� Chapitre 1 : un exposé sur la �Protetion des aélérateurs matériels de rypto-

graphie symétrique�,

� Chapitre 2 : un résumé du ursus et de la prodution sienti�que de l'auteur, et

� Chapitre 3 : une série d'artiles représentatifs du travail de l'auteur, sous leur

version longue.
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Chapitre 1

Protetion des aélérateurs

matériels de ryptographie

symétrique

1.1 Introdution

La ryptographie est la siene qui a pour objetif la séurisation l'information. Les

di�érents besoins élémentaires de séurisation sont fournis par des algorithmes : par

exemple, la on�dentialité est assurée par le hi�rement. Le hi�rement de blos de

données est la primitive sur laquelle nous nous onentrerons par la suite. Beauoup

d'exemples ont été spéi�és et publiés. La plupart de es algorithmes ont été analysés

ouvertement par la ommunauté de reherhe en ryptologie (selon le prinipe de Kerk-

ho�s [240, 241℄), sans pourtant que des failles fatales ne soient trouvées. Certains sont

don aujourd'hui standardisés, et onsidérés essentiellement omme sûrs. Pour être pré-

is, il faut mentionner que quelques-uns sont sujets à des attaques. Par exemple, dans

le as du DES [336℄, il existe une ryptanalyse dite di�érentielle [44℄ et une autre dite

linéaire [298℄. Ou bien, dans le as de l'AES [337℄, une ryptanalyse a été annonée ré-

emment : il s'agit de l'analyse biylique [48℄. Néanmoins, il faut relativiser la portée

de es ryptanalyses : elles permettent ertes de retrouver la lé plus failement qu'une

reherhe exhaustive, mais à un oût qui reste néanmoins prohibitif (237 < 256 invoa-

tions pour simple-DES, et 2126.1 / 2128 pour l'AES-128). Ainsi, nous onsidérons que es
attaques ne sont pas réalistes. D'ailleurs, l'industrie s'en aommode volontiers. Cei est

partiulièrement vrai pour DES, qui a été remplaé dès le 25 otobre 1999 par sa variante

triple-DES (dans FIPS PUB 46-3). Le manque de réalisme de es ryptanalyses signi�e

que dans leur état de maturité, elles ne ompromettent pas la séurité des algorithmes

onernés ; elles restent toutefois intéressantes dans la mesure où elles soulignent des

vulnérabilités latentes des primitives ryptographiques. Ave davantage de reherhes,

es vulnérabilités pourraient devenir exploitables, omme ela avait été le as des failles

sur la famille SHA [338℄ qui se sont ra�nées jusqu'à devenir réalistes après des années

d'amélioration.
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Cei étant dit, les attaques que nous étudions dans e rapport ont une omplexité

maximale de 232, soit environ quelques milliards (≈ 1.000.000.000) de requêtes à la pri-

mitive ryptographique. Toutefois, pour attaquer en moins d'un milliard d'invoations au

module de hi�rement par blos, ertaines onditions propies à l'attaquant doivent être

réunies. Presque toujours, 'est l'aspet � onret � du dispositif qui est à la soure des

failles. Un premier as peut survenir lorsque la fontionnalité est erronée. Bref, une erreur

fatale est � présente dans l'÷uf �. Cela peut être une faille introduite volontairement : on

parle alors de porte dérobée. Cela signi�e qu'il existe un moyen très di�ilement déte-

table par un utilisateur (i.e. en boîte noire) qui permet à un attaquant de faire sortir le

seret. Cependant, un évaluateur, examinant le système en boîte blanhe, pourra éven-

tuellement failement onstater des branhements onditionnels suspiieux. Ou enore,

la faille peut provenir d'une maladresse d'implémentation, omme un omportement non

dérit ou mal doumenté. Bref, tous es problèmes sont ommunément appelés � bugs �.

Dans ertains as, les vulnérabilités qu'introduisent les bugs peuvent être exploitées. Par

exemple, la possibilité qu'a un attaquant de pouvoir, sur un même dispositif,

� e�aer une lé DES par moreau et

� hoisir la lé

permet de monter une attaque qui trouve la lé en #k/8 = 8 étapes [18, �3.3℄. Mais il

existe des moyens de déteter es problèmes (outils de véri�ation de ode) et aussi des

méthodes préventives (e.g. méthodes formelles) pour les éviter dès la phase de onep-

tion. Ainsi, nous supposerons par la suite que l'implémentation étudiée est orrete (e

qui est une hypothèse de travail néessaire mais réaliste). Une autre attaque sur l'im-

plémentation peut se faire par une analyse d'émanations physiques ou une perturbation

via l'environnement. E�etivement, les algorithmes ryptographiques s'appuient implii-

tement sur des hypothèses, telles que le seret d'une lé ou le aratère unidistribué d'un

générateur d'aléa. Dit autrement, il y a toujours taitement un anrage de la séurité

dans le matériel d'exéution. Or, physiquement parlant, il existe des méthodes pour aé-

der à des données enfouies ou pour in�uener le dispositif de sorte qu'il alule en-dehors

de ses spéi�ations fontionnelles [444℄. Elles peuvent être lassi�ées en trois atégories,

en fontion de leur invasivité

1

.

� Les attaques en observation [250℄ onsistent à enregistrer passivement un anal

ahé sur lequel fuit une version dégradée des données manipulées en interne au

omposant (f. l'artile d'enylopédie sur la � Cryptophthora � dans [330℄) ; elles

sont dérites dans le as des analyses de ourant sur arte à pue dans le livre

�Power Analysis Attaks: Revealing the Serets of Smart Cards� [290℄, des sys-

tèmes à proesseurs 32-bit dans le hapitre 8, intitulé �Side-Channel Attaks on the

Embedded System� (pages 163-222) du livre �Seurity in Embedded Devies� [136℄

et dans le as des FPGA au hapitre 3 intitulé �Side Channel Attaks� du livre �Se-

urity Trends for FPGAS � From Seured to Seure Reon�gurable Systems� [16℄.

� Les attaques en perturbation viennent fauter des données internes [329℄, dans

1. La séurité des systèmes életroniques a aussi un pendant non-invasif, où l'adversaire utilise les

voies des ouhes hautes (logiielles) pour réaliser ses exploits [146℄. Nous n'aborderons pas es aspets

dans e rapport.
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l'objetif d'en déduire des informations sur leur valeur ou bien d'éliminer des hy-

pothèses sur les serets. Suivant les onditions expérimentales, il y a deux types

d'attaques possibles : soit la perturbation est reprodutible, e qui permet de tes-

ter l'état d'une valeur en véri�ant si oui ou non la faute a eu un e�et (analyse

dite �safe error �), soit la perturbation est non maîtrisée, mais le résultat (i.e. le

ryptogramme) est onnu : il est alors possible d'éliminer des serets par étude des

di�érenes en sortie (analyse dite �di�erential fault analysis� ou DFA) ; l'ouvrage

de référene est �Fault Analysis in Cryptography� [233℄.

� Les attaques en manipulation viennent sonder le iruit ou le modi�er (dans

les deux as, souvent en aveugle). Il y a peu d'ouvrage de référene ; on peut iter

des livres qui traitent de la préparation et de la réparation des iruits, omme

�Integrated Ciruit Failure Analysis: A Guide to Preparation Tehniques� [24℄.

L'objetif de la séurité des systèmes embarqués est de mettre à mal es attaques, mais

tout en respetant symétriquement des aspets réalistes d'implémentation. E�etivement,

si le système à protéger n'est pas aessible à l'attaquant, les attaques d'implémentation

listées plus haut ne sont simplement pas appliables (ar l'attaquant n'y a un aès

physique ni en � leture �, ni en � ériture � [203℄). Il est don primordial de prendre en

ligne de ompte les ontraintes liées au aratère � embarqué � de la plateforme. On peut

notamment mentionner : vitesse de alul, taille (quantité de ressoures à mobiliser),

onsommation d'énergie, maintenabilité et prouvabilité du ode. Néanmoins, dans un

soui de lisibilité de l'approhe, nous privilégierons toujours la séurité sur la performane.

Les ompromis séurité / performane seront aussi disutés, mais dans un adre très

rigoureux (f. annexe G).

Comme annoné, l'étude est plut�t orientée vers la ryptographie symétrique (omme

dans la thèse de Johan Borst [51℄), ar 'est la partie qui est utilisée à �ux tendu dans

les protooles pour les aluls intensifs. La ryptographie symétrique s'appuie sur des

primitives de hi�rement par blo [243℄ ; Les plus utilisés au niveau international sont

DES, AES, Two�sh, Serpent, mais il existe aussi des hi�rements nationaux, omme

GOST en Union Soviétique, Camellia au Japon, SEED et ARIA en Corée, et. Nous

illustrerons nos résultats sur DES et AES, qui sont représentatifs des deux grands fa-

milles de hi�rements blo, à savoir les réseaux de Feistel et les réseaux de permutations

et substitution (dits SPN, pour � substitution permutation networks �). De plus, dans

e doument, nous étudions les attaques et les ontremesures (CM) propres au matériel,

'est-à-dire aux implémentations CMOS [472℄ âblées. Les attaques permettent de sim-

pli�er onsidérablement l'extration de seret. Typiquement, une attaque va retrouver

ave une probabilité de 90% la seret ave N interations (mesure de anaux auxiliaires,

injetion de faute, et.), où N est inférieur au milliard. Bien souvent, e nombre est

surévalué, ar des ontingenes expérimentales de mise en ÷uvre imposent une grande

redondane. Mais une fois l'attaque établie de façon �able, il est possible de l'optimiser,

e qui fait baisser N de plusieurs ordres de grandeur [347, 416℄. Par onséquent, on va

s'attendre à e qu'une CM soit très signi�ativement e�ae, et permette notamment de

multiplier N par plusieurs ordres de grandeurs.

Par rapport au logiiel, le matériel a les spéi�ités suivantes :

3



� Il est aisé de réaliser du parallélisme lors du traitement.

� L'arhiteture est plus maîtrisée ; notamment, il est possible de garantir la simulta-

néité de traitement entre plusieurs données

2

ou l'équilibrage de ertaines ressoures

dupliquées.

Aussi bien en ASIC qu'en FPGA, le onepteur dispose de di�érentes ressoures pour

réaliser une fontionnalité � à façon �. Il piohe parmi :

� des portes logiques ombinatoires, pour la � glue � ou pour les fontionnalités ad

ho,

� des portes logiques séquentielles, omme les registres, pour les points de mémori-

sation temporaire,

� des mémoires, pour les grosses masses de données (ahes ou stokage statique),

� éventuellement des blos de propriété intelletuelle, tels que des opérateurs arith-

métiques, omme des DSP (Digital Signal Proessors).

On peut ainsi voir la oneption matérielle omme un assemblage de briques élémentaires

onstituant un proesseur sur-mesure.

Les ontraintes imposées au matériel de ryptographie sont les suivantes :

� Il faut des ontremesures qui soient robustes de façon unitaire. Cei est légèrement

di�érent des ontremesures des artes à pues, où l'empilement de ontremesures

est de règle. Car les artes à pues sont des systèmes embarqués très partiuliers,

notamment très intégrés, où les CM sont dissimulées dans du siliium, Ainsi, des

expédients omme des générateurs de bruit, ou du lissage de ourant [326, 327, 464℄

sont autant de ontremesures globales assez e�aes. E�etivement, dans les artes

à pues, il est di�ile pour un attaquant de sonder spéi�quement une zone plut�t

qu'une autre, et don de s'a�ranhir des générateurs de bruit. Les artographies

életromagnétiques [398, 111℄ ont été réalisées sur des FPGAs, aux dimensions d'au

moins un ordre de grandeur supérieur aux artes à pues. Comme dans les FPGAs

les ontremesures analogiques ne sont pas possibles (l'utilisateur peut programmer

la logique, mais pas la modi�er). De plus, l'attaquant a tout loisir d'envoyer des

entrées / sorties ar le dispositif n'est pas borné à une ou peu d'appliations. Mais

la ontrainte de séurité unitaire aidera notre démarhe : il est plus rigoureux

de spéi�er une ontremesure qui est ensée marher au mieux sans ompter sur

d'autres entraves.

� De plus, il ne faudra que peu dégrader la vitesse. Ainsi, l'aent est mis dans

e rapport sur les ontremesures rapides, i.e. dont le débit n'est que peu modi�é

(ralentissement d'un fateur au plus deux).

Le reste du manusrit est organisé de la façon suivante. La setion 1.2 donne un pano-

rama des méthodes de oneption des systèmes embarqués ; ei est utile pour omprendre

les moyens d'ation d'un onepteur de système séurisé. Ensuite, nous étudions deux

types de ontremesures au niveau de l'implémentation : le masquage et la dissimulation.

L'e�et de es deux stratégies est d'amenuiser le lien entre les observations X (publiques,

ar � fuies � inexorablement) d'un anal ahé et les données internes Y (privées, ar

2. Le déséquilibre temporel pour l'éhantillonnage des basules D est appelé skew, et est typiquement

de seulement quelques pioseondes dans les tehnologiques submironiques profondes.
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ompromettant diretement la lé serète). Comme illustré dans la Fig. 1.1, le masquage

herhe à rendre X indépendant de Y (tout en gardant X entropique), alors que la dis-

simulation herhe à rendre X onstant. Ainsi, l'objetif du masquage (dit du premier

ordre) est d'avoir une moyenne de X par lasses de Y = y égale pour toutes les valeurs

de y, et de la dissimulation est d'avoir une valeur de X qui ne dépend simplement pas de

Y . D'où une variane du bruit plus grande pour le masquage que pour la dissimulation.

E�etivement, dans la CM de masquage, il s'ajoute au bruit ambiant un bruit de alul

(aussi appelé bruit algorithmique), qui n'existe pas dans le as de la dissimulation. Notons

également que l'amplitude des signaux est multipliée par deux dans les as et d'un mas-

quage du premier ordre et d'une dissimulation, ar le taux de d'ativité est doublé (soit

en moyenne, soit de façon déterministe), eu égard à la dupliation de matériel engendrée

par l'une et l'autre de es CMs. Les illustrations de la Fig. 1.1 montrent des aptures

temporelles d'une fuite : ela signi�e que la fuite X est en réalité une fontion X(t) du
temps t. La fuite ne démarre véritablement qu'au début d'un alul, e qui orrespond

dans les systèmes séquentiels synhrones à un front montant de l'horloge. Par la suite,

nous ne onsidérerons qu'une unique date, représentant typiquement elle où la fuite est

la plus importante. Celle-i a lieu quelques nanoseondes après le début du alul, e qui

orrespond au temps néessaire pour que les portes logiques ommutent en fontion de

la valeur sensible. E�etivement, la forme d'onde est elle d'une sinusoïde amortie, ar le

ouplage entre l'ativité du iruit (rapide) et la sonde est imparfait, e qui provoque des

rebonds (plus lents) dans le signal X(t). Ce �ltrage lié à la transdution lors de la mesure

étale l'information fuie dans le temps, e qui n'est en pratique pas gênant, si la fréquene

de oupure du �ltrage n'est pas trop faible par rapport à la fréquene des ommutations

internes au iruit.

L'étude de es deux ontremesures est déoupée en deux parties : leur prinipe (vision

du défenseur) et leur évaluation (vision de l'attaquant). Ces aspets sont abordés de façon

onise dans les artiles [257, 199℄, qui fournissent un aperçu didatique du domaine. Ce

manusrit les développe amplement, en détaillant les onstrutions des ontremesures et

en ra�nant les analyses de séurité. Le prinipe du masquage est expliité dans la Se. 1.3,

et son évaluation dans la Se. 1.4. De même, le prinipe de la dissimulation �gure dans la

Se. 1.5 et son évaluation dans la Se. 1.6. À �té des ontre-mesures d'implémentation, on

trouve des ontremesures d'usage : pour que les attaques fontionnent, un ertain nombre

d'hypothèses doivent être véri�ées. En les invalidant au niveau de l'appel des primitives

ryptographiques, on peut ainsi protéger les serets ave un travail nul ou minime sur

l'implémentation des primitives ryptographiques. Cette stratégie, qui ne sou�re pas

de défauts de séurité, est appelée résiliene. Elle est abordée dans la setion 1.7. Les

onlusions et les perspetives se trouvent dans la Se. 1.8. En�n, les notations et ertains

résultats alulatoires sont relégués en annexe (Se. 1.9).
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Figure 1.1 � Exemples d'observation X et de son lien en fontion des valeurs de

HW(Y ) ∈ J0, 4K (ar nous supposons ii que Y ∈ F4
2), dans les as (a) non-protégé,

(b) protégé par masquage, et () protégé par dissimulation.
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Figure 1.2 � Flot ASIC : du soure aux masques.

1.2 Coneption et modélisation d'un système embarqué sé-

urisé

1.2.1 Flot

La oneption de matériel démarre par un ode érit dans un langage de desription de

matériel. Ce peut être typiquement VHDL [229℄ ou Verilog [228℄. Ces langages permettent

de dérire des proessus parallèles synhronisés. La spéi�ité de es langages est qu'ils

permettent tout à la fois de spéi�er formellement la fontionnalité et d'être ra�nables

pour une projetion tehnologique. Cela signi�e d'une part qu'ils peuvent être simulés,

dans des outils que l'on appelle � simulateurs logiques �. D'autre part, ela signi�e qu'ils

peuvent être synthétisés, 'est-à-dire traduits dans une desription équivalente sur le plan

fontionnel mais faisant appel aux éléments de base o�erts par la tehnologie iblée. Avant

ette étape dite de � synthèse logique �, la desription du matériel est omportementale

(portable), alors qu'après, elle est struturelle (adaptée pour une tehnologie donnée). La

vue struturelle est aussi appelée netlist, i.e. ensemble d'équipotentielles. Une dernière

étape, dite de bakend, est résumée sous le nom de plaement-routage (ou P&R). La

desription struturelle, en terme de d'instanes de portes, est plaée sur la surfae dis-

ponible et est interonnetée (ou routée). On aboutit, sur ASIC, au dessin des masques,

ou layout, et sur FPGA, au �her de on�guration, ou bitstream. Un exemple de �ot de

oneption est donné dans la Fig. 1.2 : les étapes de ra�nement sur le soure (.vhd →
.vm → .vo → .vp) sont réalisées par les outils de la soiété Cadene. Les di�érents

�hiers sont le soure (.vhd), la netlist après synthèse (.vm), la netlist après P&R, sans

(.vo) ou ave (.vp) ports d'alimentation. E�etivement, le P&R onerne aussi bien les

signaux de données que les n÷uds globaux non présents dans le ode soure, omme

typiquement les alimentations.

Les �ots de oneption pour ASIC (iruits ousus main) et FPGA (iruits reon�-

gurables) se ressemblent. La di�érene prinipale est que le onepteur peut tout redé�nir

en ASIC (les portes logiques, le réseau de routage, les alimentations), alors qu'en FPGA,

il n'a omme degrés de liberté que eux laissés par le kit d'utilisation du FPGA. La �-

nesse de réalisation est don plus grande en ASIC qu'en FPGA. Il est possible de guider le

plaement pour la plupart des marques de FPGA. Cependant, le routage est plus ontr�-
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lable pour les FPGA de la marque Xilinx que eux de la marque Altera ; par exemple, les

opier-oller sont possibles ave Xilinx mais pas ave Altera (à ause d'une plus grande

omplexité du layout). Néanmoins, les FPGA présentent tout de même des avantages

non-négligeables. D'une part ils sont moins oûteux pour des petites séries que les ASIC ;

ei est dû au oût d'entrée pour un ASIC que onstitue la fabriation du jeu des masques.

D'autre part, le yle de développement d'un FPGA est bien plus rapide. E�etivement,

il n'y a ni étape de fabriation (signalons qu'en tehnologie submironique, un iruit

passe plus d'un mois en usine) ni étape de véri�ation ('est la haîne de synthèse et de

P&R qui garantit la onformité entre la programmation du FPGA et le ode soure).

Ainsi, on peut d'ores et déjà voir qu'il y a trois niveaux où un onepteur peut insérer

et tester des CM dans son système :

1. Au niveau du ode soure, ave test par simulation logique.

2. Au niveau d'une netlist, ave test par émulation in situ dans un FPGA ; à e

niveau, on aussi tester approximativement des CM qui exigent du plaement, voire

du routage ontraint. On peut ertainement se dire que omme un FPGA est moins

ontr�lable est plus dissipatif qu'un ASIC, le résultat d'une évaluation émulée sera

ertainement moins bon que elui d'une évaluation sur la ible �nale.

3. Au niveau des masques de fabriation, après avoir envoyé le iruit en fonderie. Au

retour, on peut faire des tests grandeur nature sur le omposant réel, grâe à des

mesures.

1.2.2 Contremesures d'implémentation

Les ontremesures peuvent s'immiser à di�érentes étapes du �ot de oneption. Il

est rare ar dangereux d'insérer des ontremesures dès le ode soure. E�etivement,

il est néessaire que la CM n'altère pas la fontionnalité. Or les CM vont typiquement

omplexi�er la desription du système. Comme le ode soure est on�é à un synthétiseur

logique, qui a pour objetif d'implémenter au mieux la desription ave les ressoures

disponibles, il y a de grandes hanes qu'il simpli�e, voire supprime omplètement la

CM. Les CM vont don, en général, travailler au niveau de l'implémentation, dans notre

as au niveau netlist. Conrètement, on va s'attendre à e que la CM modi�e la durée de

l'algorithme ou le nombre de ressoures néessaires à sa réalisation. À niveau de séurité

égal, on va préférer la CM qui minimise le temps d'exéution et la quantité de ressoures

dont elle a besoin. La suite de ette setion détaille di�érentes stratégies de CM ontre

les di�érents types de menae.

Contre les attaques en observation, il existe deux options. Soit les données manipulées

sont rendues aléatoires (e que l'on appelle CM de masquage), soit elles sont rendues

indisernables (e que l'on appelle CM de dissimulation). En terme de hangement de

valeurs, ela donne une CM où l'ativité est non-préditible et une autre où l'ativité est

onstante.

Contre les attaques en perturbation, la détetion des erreurs est l'approhe onserva-

trie. Elle onsiste à ne pas laisser sortir de résultat qui puisse être erroné. Néanmoins,

si l'attaquant a toute latitude dans son injetion, il sera en mesure de provoquer des
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Figure 1.3 � Couverture des CM pour toutes les lasses d'attaques physiques.

fautes qui ne seront pas détetées. La ontremesure se aratérise don par son taux de

ouverture. Il existe également une méthode plus audaieuse, qui onsiste à laisser les

fautes se propager, en ayant pris soin de véri�er au préalable que la CM assure qu'elles

ne transportent pas d'information exploitable. Il se trouve que les CM qui implémentent

la dissimulation véri�ent aussi ette propriété intéressante. En revanhe, les CM qui im-

plémentent le masquage ne sont pas protégées ontre les attaques en perturbation [52℄.

Les attaques en manipulation sont redoutablement puissantes. Certes le blindage du

omposant peut intimider un attaquant, mais sa ouverture n'est pas omplète. D'une

part, il ne onerne que la fae avant du omposant. De plus, ave des outils avanés, il

peut être partiellement défait [443℄. Voilà pourquoi la protetion naturelle est le masquage

des données : si l'attaquant ne onnaît pas la valeur des équipotentielles, il ne lui sera

d'auune utilité de les sonder [216℄. E�etivement, la valeur relevée ne orrespond pas

à une variable sensible. Ii, la dissimulation n'a que peu d'intérêt, ar dans la plupart

de es logiques, il existe un enodage de type vrai / faux. Ainsi, l'attaquant sondera-t-il

des valeurs toujours vraies ou toujours inversées, mais e de façon onsistante. Bref, il

ne perd qu'un seul bit d'entropie, e que l'on ne peut pas objetivement quali�er de

CM. Cei dit, même ave du masquage, l'attaquant pourra injeter hirurgialement des

fautes. Pour une protetion optimale, il est don néessaire de omplémenter détetion

et masquage ou dissimulation et masquage [199℄. Cei est illustré dans la Fig. 1.3.

On onstate que ontre les attaques en observation, il faut soit un générateur d'aléa,

soit une maîtrise de l'équilibrage. Certes l'usage d'un générateur d'aléa peut sembler

simpli�er la oneption de la CM. Néanmoins, de façon tout à fait pragmatique, il s'agit

d'un deus ex mahina, dont il faut également prendre soin. Car ette ressoure peut

également fuir ou être fautée (par exemple forée à une valeur onstante ou faiblement

entropique [296℄). Ainsi, il n'y a pas trivialement de CM plus e�ae qu'une autre : il

faudra les examiner au as par as, selon le ontexte.

Pour terminer, mentionnons les ontremesures de résiliene ontre les attaques en

injetion de fautes [206℄. L'idée est de ne laisser à l'attaquant ni le loisir de hoisir où
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tombe la faute ni de répéter un même alul deux fois [90℄. Sur e seond point, on voit

qu'il ne s'agit pas d'une CM d'implémentation, mais d'une CM d'usage.

1.2.3 Méthodologie d'évaluation

Selon les ontextes, le terme de méthodologie revêt di�érentes signi�ations. Les éva-

luations standardisées, omme FIPS-140 [367℄ et les Critères Communs [1℄ (notés CC),

omportent une phase doumentaire de véri�ation de onformité et une phase expéri-

mentale dite de test de pénétration. Si l'analyse doumentaire est essentiellement réalisée

en boîte blanhe, les tests de pénétration ont plut�t lieu en boîte noire. Les modalités

pour FIPS-140 sont détaillées dans le doument annexe appelé �DTR� (Derived Tests

Requirements), et pour les ritères ommuns (version > 3) dans la lasse AVA_VLAN. Il

peut sembler paradoxal de ne pas utiliser les onnaissanes doumentaires pour guider

l'évaluation pratique. Mais il y a des raisons tout à fait valables à e hoix. D'une part,

une ontremesure bien dérite pourrait dissuader un évaluateur de même entreprendre

quelque attaque que ela ne soit. Or, omme les protetions ÷uvrent souvent au niveau

de l'implémentation, il est tout à fait envisageable que le prinipe de la CM soit bon, mais

que sa réalisation soit mauvaise. Ainsi, il est utile de tester sans trop se préouper de

la onnaissane des ontremesures. D'autre part, il est aussi probable que la CM protège

orretement de la menae ontre laquelle elle a été onçue, mais pas de toutes les autres.

Par exemple, une attaquant qui sait attaquer en manipulation ontourne aisément des

ontremesures telles que la dissimulation. Or, l'objetif d'une évaluation n'est pas de

tester la solidité d'une CM, mais du produit en entier.

Maintenant, es évaluations visent à éprouver la résistane globale d'un système,

via quelques tests hoisis (philosophie FIPS) ou attaques hoisies (philosophie CC). La

onlusion de es évaluations sera que le iruit n'a pas été attaqué ave suès par une

équipe ompétente ave un ertain budget. Mais auune autre extrapolation ne pourra

être faite ; d'ailleurs, on a�rme que la erti�ation d'un produit est valide le jour de

l'évaluation qui n'a pas mis en évidene de failles, mais périme dès le lendemain. Ainsi,

ette façon de proéder ne permet pas de garantir une séurité sur le long terme (ou

forward seurity). Les évaluations, telles que onsidérées par les aadémiques, ont un

autre objetif. Il s'agit de valider une CM, ou plut�t une abstration de la CM, en termes

de vulnérabilité et de séurité. Par exemple, pour quanti�er le risque d'une attaque

sur les anaux auxiliaires [434℄, tout d'abord la quantité d'information fuie est mesurée

(typiquement ave une métrique de théorie de l'information), puis la apaité à essuyer

des attaques est quanti�ée (typiquement ave une métrique dite de séurité, omme un

taux de suès). La première analyse sert à estimer le pire as, i.e. la moindre dépendane

entre les données sensibles et le anal ahé. Maintenant, il se peut qu'il n'existe pas de

distingueur qui sahe transformer ette fuite (présente dans le anal ahé) en avantage

pour l'attaquant. Les raisons peuvent être de di�érentes natures :

� la fuite ne dépend pas de la lé, don ne permet pas de onstruire un distingueur ;

� la fuite dépend de la lé, mais est injetive dans la variable sensible, e qui ne permet

pas de onstruire �tel quel� un distingueur basé sur la théorie de l'information [364℄ ;
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� pour utiliser la fuite dans l'objetif de retrouver un otet, il faut onnaître tous les

autres otets de la lé.

Pour être exhaustif, on peut formaliser également les étapes expérimentales de l'attaque,

à savoir l'aquisition des mesures ou des fautes, leur prétraitement et leur exploitation. De

telles instaniations de méthodologies ont été proposées et aident à rendre omparables

des évaluations [424, 425℄. La version 2 du �DPA ontest� [446℄ poursuit le même objetif,

en se restreignant toutefois à la phase d'exploitation.

Pourtant, pour être vraiment e�aes, les attaques passives néessitent d'inférer une

variable sensible. Il s'agit d'une valeur intermédiaire qui dépende d'un seret onstant et

qui soit alulable. Plus préisément, on s'attend à e qu'elle soit préditible moyennant

des hypothèses en nombre gérable sur le seret. Typiquement, le nombre d'hypothèses

est 26 pour DES, 28 pour AES, dans les as de �gure où l'algorithme est implémentée

de façon déoupée, i.e. en transposant diretement la spéi�ation en implémentation.

Pour es deux algorithmes, une stratégie � diviser-pour-règner � s'applique, e qui permet

de deviner la lé par moreaux de lé de tour. Dans ertaines implémentations, il faut

deviner jusqu'à 232 variables intermédiaires, e qui reste du domaine du faisable [321℄.

Toutefois la réelle di�ulté est d'identi�er les variables sensibles. Un exemple est donné

dans [25℄, sans néanmoins détailler une méthodologie omplète. Ainsi, la dé�nition des

modèles de fuite reste une ativité essentiellement empirique, qui se déline au as par as.

E�etivement, entre la onnaissane exate du modèle et un pro�lage exhaustif [69, 200℄,

il y a un gou�re dans lequel l'évaluateur doit, grâe à son expertise, herher en tâtonnant

un modèle � plausible �. Notamment, les bons modèles de fuite dépendent de l'algorithme.

Par exemple, pour l'AES, on peut deviner �m⊕ k� ou �S(m⊕ k)�, où :

� m est un otet du message lair (ou plaintext),

� k est un otet de la lé de la première ronde (i.e. la lé maîtresse) et

� S est la boîte de substitution (abrégée en sbox) de l'AES, nommée SubBytes.

On peut aussi faire la même hose sur le dernier tour, ave �c⊕ k� ou �S−1(c ⊕ k)�, où
ette fois-i :

� c est un otet du ryptogramme (ou iphertext),

� k est un otet de la lé de la dernière ronde et

� S−1
est la fontion inverse de S (aussi appelée InvSubBytes dans le standard

NIST/FIPS 197 qui dérit l'AES).

Certes, toutes es variables seront obligatoirement alulées, don on peut s'attendre à

une dépendane entre elles et les traes mesurées si l'hypothèse sur la partie de lé k
impliquée dans le alul est orrete. Maintenant, si l'on onnaît l'implémentation, on

peut faire des modèles de fuite moins aveugles. Par exemple, sur le premier tour, il y a de

la di�usion (MixColumns, ShiftRows) qui nous rend fastidieux la remontée d'un otet du

premier tour (ar il faudrait pour ela faire une hypothèse non pas sur un otet de lé k,
mais sur une olonne de lé, soit 4 otets). Or si l'on onnaît un état initial et un état �nal
d'un registre, on peut appliquer une fontion de fuite �anonique�, omme la distane de

Hamming (i.e. le nombre de bits qui a hangé). Cei peut être fait sur le dernier tour de

l'AES, ar ontrairement à la première ronde, il n'y a pas de di�usion qui mélange les

bits dans les otets (en e�et, ShiftRows est présent mais pas MixColumns). On peut don
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prédire l'état préédent d'un otet de l'état. Par exemple, pour l'otet à la position (0, 0),
ela donne : �S−1(c⊕ k)⊕ c�, où �S−1(c⊕ k)� est la valeur initiale de l'otet du registre

et �c� est sa valeur �nale. On véri�e simplement que �S−1(c ⊕ k) ⊕ c� est une variable

sensible : elle dépend d'un peu de lé (un otet, soit seulement 256 hypothèses) et elle est
alulable onnaissant le ryptogramme. Voilà enore deux points pour ompléter ette

brève introdution à � l'art de la dé�nition de modèles de fuites � :

1. Pourquoi utiliser plut�t �S−1(c⊕k)� que �c⊕k� ? C'est que quand on se trompe d'un

bit sur l'hypothèse de lé k (i.e. l'hypothèse est orrete, sauf un bit), alors �c⊕ k�
est aussi presque bon ; don il sera dur de di�érentier la bonne lé des mauvaises

lés, notamment elles qui sont prohes en terme de distane de Hamming. On dit

que la distane du distingueur orret à son plus prohe rival [473℄ est faible. Alors

qu'ave une fontion non-linéaire, omme �S−1
�, qui sert justement à introduire de

la onfusion, si un bit est faux en entrée, alors en moyenne la moitié des bits en

sortie sont a�etés. Cei est illustré dans la �gure 1 de [25℄.

2. Quand on a a�aire à un proesseur matériel (aussi dit hardware), la distane de

Hamming est la meilleure option, bien que les modèles en poids de Hamming

marhent également (voir par exemple les inq modèles étudiés dans [118, 200℄,

et appliqués sur un même jeu de traes). Sur une implémentation logiielle (aussi

dite software), 'est a priori plut�t un modèle en poids de Hamming qui est le plus

pertinent.

Dans un tel as, l'attaque peut poser problème s'il existe des modèles de fuite

identiques pour retrouver des parties di�érentes d'un seret. On peut penser par

exemple à une attaque SCARE (.f. Appendix I) qui herherait une omposante

partiulière d'une sbox. E�etivement toutes les omposantes de la sbox s'expriment

rigoureusement de la même façon, de telle sorte que la solution sera un mélange

(très ertainement faux ) des solutions identi�ées pour haque bit. Cet e�et de dé-

géneresene ne s'appliquerait pas dans le as d'une � distane de Hamming �,

ar la valeur onnue (initiale ou �nale) ferait intervenir expliitement une variable

aléatoire indépendente, omposante par omposante.

1.3 Masquage : prinipe

Dans ette setion sont étudiées les CM de masquage, qui sont des logiques à ativité

onstante statistiquement.

1.3.1 Mélange d'aléa

Une variable aléatoire, appelée masque, s'ajoute au alul. Comme il faut pouvoir

réaliser l'opération inverse, le masquage s'appuiera sur une loi de groupe. Les masquages

les plus usuels sont :

� Le masquage booléen [148℄ ;

� Le masquage multipliatif [6℄ ;

� Le masquage a�ne [131℄ (la omposée des deux préédents).
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On peut voir le masquage omme un partage de seret probabiliste. L'intérêt du masquage

Booléen est multiple. D'une part, le masquage est involutif, 'est-à-dire que l'opération

de ou-exlusif sert et à masquer et à démasquer. D'autre part, l'ajout de la lé dans

l'algorithme est transparent. E�etivement, si l'on note x la variable sensible,m le masque

et k la lé, tous supposés avoir la même taille, alors on a (x⊕m)⊕ k = (x⊕ k)⊕m.

Nous allons don détailler partiulièrement le as booléen.

1.3.2 Implémentations

1.3.2.1 Chemins de données parallèles

1.3.2.1.1 Cas le plus simple Le alul est réalisé sur la donnée sensible masquée

xm
.
= x ⊕ m d'une part et sur le masque m d'autre part. Ces deux grandeurs sont

appelées les deux parties ; elles véri�ent bien que leur ou-exlusif renvoie la variable

sensible démasquée x. Le passage des fontions linéaires L peut se faire sur haque partie

indépendemment, ar après passage par L, L(xm) et L(m) satisfont toujours la ontrainte
que leur ou-exlusif est égal à L(x). La traversée d'une fontion non-linéaire, omme une

boîte de substitution S, est plus ompliquée. Une solution onsiste à introduire une

fontion S′ : a, b 7→ S′(a, b)
.
= S̃(a ⊕ b) ⊕ S(a), où S̃ est une sbox de même dimensions

que S, et à aluler en parallèle :

{
S̃(xm) = S̃(x⊕m) // Chemin de la donnée masquée

S′(xm,m) = S̃(xm ⊕m)⊕ S(xm) = S(x)⊕ S̃(x⊕m) // Chemin du masque

(1.1)

dont le ou-exlusif donnerait bien S(x). Souvent, par ommodité et éventuellement pour

permettre du partage de ressoures (soui d'éonomie), on hoisit S̃ = S. De plus, il y
a apparition d'un nouveau masque, à savoir S̃(x⊕m)⊕ S(x). Étant données les bonnes
propriétés di�érentielles de S, ette transformation de masque garantit e�etivement une

bonne indépendane entre le nouveau masque et l'anien. Par ailleurs, on peut noter

que la variable sensible démasquée apparaît dans l'Eqn. (1.1) ; ependant, le démasquage

n'a pas réellement lieu, ar l'opérateur S′
est typiquement tabulé [413℄ (i.e. implémenté

omme une mémoire). Néanmoins, il est bon de garder en tête qu'une déomposition

(non � white-box � [403℄), omme la logique USM (Universal Sbox Masking [274, Fig. 3℄),

serait fatale à la séurité.

L'inonvénient d'un masquage tel que elui de l'Eqn. (1.1) est que la fontion S′
a

deux fois plus de bits d'adresses que S, et est don très oûteuse. La �gure 1.4 illustre

omment e masquage s'intègre dans un DES. Par rapport à une arhiteture de DES

non protégée, représenté en noir, le matériel de masquage à ajouter est représenté en

gris. Il est lair aussi bien dans les formules logiques du masquage que dans la �gure que

la partie ajoutée n'a�ete pas le résultat, et qu'il faut don bien veiller à e qu'un outil

de synthèse logique ne la supprime pas. Dans la �gure 1.4, l'entrée supplémentaire ki
est la lé d'implémentation, i.e. le matériel de masquage. La lé kc orrespond à la lé

ryptographique, en l'ourrene le résultat de PC2(CDi) pour haque ronde i ∈ J1, 16K.
La table S fait 26 mots de 4 bits (soit 256 bits) alors que la table S′

fait 212 mots

de 4 bits (soit 16384 bits). Il est enore raisonnable d'intégrer S′
dans un FPGA, mais
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Figure 1.4 � Shéma du DES masqué ave deux hemins parallèles.

14



au prix d'une grande utilisation de blos de mémoire (appelés BRAM). Par ontre, ei

serait impossible pour un AES dont la sbox serait tabulée. E�etivement, 216 × 8 bit =
524288 bit, e qui est prohe de la apaité totale de la mémoire d'un FPGA. Ainsi, il

est plut�t préonisé de herher une desription de la sbox d'AES, appelée SubBytes, en

sous-table. C'est e qui est fait dans [381℄ ave une desription de SubBytes non pas dans

F28 mais dans (F24)
2
. Il est enore possible de desendre plus bas dans des extensions de

orps [392℄, mais au prix d'une grande perte de débit, ar haque passage d'une extension

à une autre demande de la logique ombinatoire.

Il est également possible d'ajouter plus de masques, pour aroître la séurité. Néan-

moins, une table non protégée de taille n-bit d'adresse et m bits de sortie demandera

2(d+1)×n ×m bit de mémoire après protetion ave d masques. Ainsi, pour les applia-

tions embarquées, où l'on ne souhaite pas avoir de perte de débit trop importante (plus

les tables sont grosses, plus elles sont lentes), il faut se résoudre à n'utiliser qu'un seul

masque. C'est e que l'on appelle une CM de masquage du premier ordre.

1.3.2.1.2 Optimisation ave transformation du masque Dans le as de �gure

où l'on ne peut pas augmenter le nombre de masques, on peut toutefois essayer d'aroître

le niveau de séurité. Supposons que les variables fuient au travers d'une fontion non-

injetive, omme le poids de Hamming. Alors, nous avons onstaté qu'un attaquant

pouvait fortement atténuer l'e�et du masque m en onsidérant la somme ou la di�érene

des deux fuites HW(x⊕m) et HW(m). Notons X et M les variables aléatoires prenant les

valeurs x et m. Typiquement, la variable HW(X ⊕M,M) = HW(X ⊕M) +HW(M) est
déterministe quand X = 255 = 0xff (i.e. tous les bits de X sont à un). E�etivement,

ei est dû à la propriété HW(¬m) = n− HW(m), valable pour tout veteur m ∈ Fn
2 .

Ainsi, il paraît opportun de mélanger mieux X⊕M et M pour éviter de tomber trop

souvent dans ette identité remarquable qui gâhe l'entropie de M . Nous avons ainsi

proposé d'enoder le masque ave une bijetion F , de telle sorte que les parties soient

désormais X ⊕M et F (M). L'amélioration de la CM est représentée dans la Fig. 1.5 : S
est la fontion ryptographique de ronde (typiquement une sbox) et R est la fontion de

rafraîhissement de masque. Les parties ombinatoires sont onsignées en mémoire (e.g.

RAM ou ROM), de manière à ne pas révéler autre hose que les entrées ou les sorties.

Cela signi�e onrètement que l'on suppose que les registres, ontenant X⊕M et F (M),
sont les seules ressoures à fuir de l'information.

Une représentation intuitive de l'e�et de ette CM dite � leakage squeezing � (pour

� ompression des fuites �) est donnée dans la Fig. 1.6. On y voit que lorsqu'il existe un

lien diret entre les données sensibles et la fuite, l'attaquant peut failement inverser la

fontion de fuite pour remonter aux données sensibles. C'est e qu'il se passe lorsqu'il

n'y a pas de protetion (tiers supérieur de la Fig. 1.6). Le masquage vise à brouiller la

fontion réiproque � fuite vers donnée sensibles �, mais ne parvient pas néessairement

à homogénéiser la relation. Par exemple, dans le as du masquage booléen du premier

ordre (voir le tiers entral de la Fig. 1.6) :

� la fuite x = 0 trahit sans équivoque la donnée sensible y = 0x0, ou bien

� la donnée sensible y = Oxf induira de façon déterministe la fuite x = 4, indépen-
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mémoire)

F (M)
a b

n bits

R

F

a′ b′

F−1

n bits

fuite
simultanée

S

X

X ′

M

M ′

F (M ′)X ′ ⊕M ′

X ⊕M

Figure 1.5 � Prinipe de l'amélioration du masquage du premier ordre par la tehnique

du � leakage squeezing �.

demment du masque M qui lui est appliqué.

La CM de � leakage squeezing � ompresse les fuites en lissant les disparités (exploitables

par l'attaquant) de la relation entre X et Y . La situation idéale est représentée dans le

tiers inférieur de la Fig. 1.6. Néanmoins, ette �gure ne transrit de façon imagée qu'une

intuition. E�etivement, en appliquant la CM de � leakage squeezing �, les distributions

X | Y = y ne sont plus dégénérées pour les y de même poids de Hamming.

Notre étude [276℄ aratérise les meilleures fontions F en terme de résistane aux

attaques par analyse de orrélation (�Correlation Power Analysis �, ou CPA [60℄) d'ordre

élevé. Comme expliqué dans [277℄, il s'agit de prendre F telle que I||F : (x, y) 7→ (x, F (y))
soit un ode de distane (direte) minimale maximale, et ait deux ensembles d'information

omplémentaires [67℄ (ar F doit être bijetive).

1.3.2.1.3 Optimisation ave annulation statistique des fuites Nous avons éga-

lement reherhé un shéma de masquage qui résisterait aux attaques CPA de tous les

ordres. Une idée pour y parvenir est de onstater que plus les deux parties fuient dif-

féremment, moins leur ombinaison est e�ae. Ainsi, un objetif pour le défenseur est

de faire fuire au maximum une partie (don de l'avoir d'entropie maximale), tandis que

l'autre partie a une fuite inhibée (par exemple en la forçant à être déterministe). Il se

trouve que, sous réserve que la fuite soit en distane (pas néessairement de Hamming), il

existe un tel shéma de masquage parfait [282℄

3

. La fontion de fuite est notée, de façon

3. Ce papier est tenu à jour à et emplaement [283℄. Cette version présente notamment quelques

orretions dans la onstrution des fontions F de la Se. 4.1.
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Référene. Sans protetion, on a : X = HW(Y ). Notations : Y ∈ Fn
2 , d'où HW(Y ) ∈

{0, · · · , n}. Il y a un lien trivial entre la fuite observée et la variable sensible.

Fuite X
(public)

0

1

2

3

4

{0x0}

{0x3, 0x5, 0x9, 0x6, 0xa, 0xc}

{0xf}

{0x7, 0xb, 0xd, 0xe}

{0x1, 0x2, 0x4, 0x8}

Donnée sensible Y
(privé)

 

Masquage booléen du premier ordre (tel que présenté dans la Fig. 1.4).

Le modèle de fuite devient : X = HW(Y ⊕M) + HW(M) ∈ {0, · · · , 2n}. Il subsiste
toujours un lien entre les fuites observables et la variable sensible. Typiquement, si

Y = 2n − 1 = 0xf (n = 4), le masque M ne remplit pas sa fontion de amou�age.

Fuite X
(public)

0

2

4

6

8

1

3

5

7

{0x0}

{0x3, 0x5, 0x9, 0x6, 0xa, 0xc}

{0xf}

{0x7, 0xb, 0xd, 0xe}

{0x1, 0x2, 0x4, 0x8}

Donnée sensible Y
(privé)

 

Masquage booléen du premier ordre ave � leakage squeezing � . Le modèle

de fuite est alors plus omplexe. X = HW(Y ⊕ M) + HW(F (M)). Le r�le de la

bijetion F est de distribuer plus équitablement la variable sensible dans les 2n+ 1
lasses de fuites (bien d'une distribution omplètement équilibrée soit impossible).

Fuite X
(public)

0

2

4

6

8

1

3

5

7

{0x0}

{0x3, 0x5, 0x9, 0x6, 0xa, 0xc}

{0xf}

{0x7, 0xb, 0xd, 0xe}

{0x1, 0x2, 0x4, 0x8}

Donnée sensible Y
(privé)

 

Figure 1.6 � Illustration de la CM � leakage squeezing �, dans le as n = 4.
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Figure 1.7 � Shéma de masquage ave annulation statistique des fuites.

abstraite,

A(X,X ′) = A(X ⊕X ′) , (1.2)

où X est la valeur initiale d'une variable et X ′
sa valeur �nale. La CM marhera pour

toute fontion de fuite A : Fn
2 → R. Une instaniation du shéma de masquage onsiste

à se limiter à seulement deux valeurs de masques, à savoir M et M ′ = M ⊕ α, pour
une onstante α 6= 0 prédéterminée et publiquement divulguée. Le registre ontenant le

masque fuit alors :

� soit A(M,M ⊕ α) = A(M ⊕ (M ⊕ α)),
� soit A(M ⊕ α,M) = A((M ⊕ α)⊕M),

i.e. une onstante, à savoir A(α). Ensuite, le masque est injeté dans la donnée sensible

depuis une fontion F , de sorte que le registre ontenant la donnée masquée ait une fuite

égale à A(X ⊕ F (M),X ′ ⊕ F (M ′)) = A(X ⊕ X ′ ⊕ F (M) ⊕ F (M ′)). Le shéma de la

ontremesure est illustré dans la Fig. 1.7.

Si l'on note ∆X = X ⊕X ′
la (distane entre valeurs de la) variable sensible et Y la

variable aléatoire F (M) ⊕ F (M ⊕ α), alors la fuite est en A(∆X ⊕ Y ). Elle n'apporte

auune information sur ∆X si et seulement si Y = F (M) ⊕ F (M ⊕ α) est équilibrée

(quand M suit une loi uniforme, i.e. M ∼ U(Fp
2)). Or, ela est possible, par exemple

si F est hoisie telle que sa dérivée en α soit équilibrée. De telles fontions Booléennes

existent, mais il faut onsidérer que F envoie les éléments de Fn
2 dans F

p
2, ave p > n.

E�etivement, Y prend les mêmes valeurs pour m et m⊕α, ∀m ∈ Fn
2 . Des onstrutions

pour p = n + 1, à base de fontions à moitié nulle et de fontions de type Maiorana-

MFarland, sont expliitées dans [282℄. La fontion (X,M) ∈ Fn
2 × F

p
2 7→ X ⊕ F (M),

représentée hahurée en blan dans la Fig. 1.7, est aussi appelée �alpha� dans [282℄.

Comme annoté en gras au-dessus de la Fig. 1.7, on voit que le registre de masque

est en fait protégé par une CM de dissimulation, tandis que elui aueillant la donnée

masquée est quand à lui protégé par un masquage parfait. Ainsi, ette CM est une

symbiose de deux paradigmes de protetion, qui les assoie tout en palliant leurs défauts :
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� Le masquage d'ordre d est vulnérable aux attaques d'ordre d+1 si les d+1 parties
fuient. Or ette CM veille à ne pas faire fuir une partie, en l'ourrene le registre

de masque.

� Les logiques équilibrées, dérites dans la Se. 1.5, prourent une bonne atténuation

des fuites, à ondition que l'implémentation ne présente pas de déséquilibre �agrant.

Or préisément, la CM présentée dans la Fig. 1.7 dispose d'un hemin de mise à

jour du masque qui est très simple, e qui permet de rendre les di�érents bits bien

indisernables. Si la transformation M ′ ← M était plus ompliquée qu'un simple

XOR, alors la partie droite de la Fig. 1.7 pourrait elle aussi être tabulée pour mieux

équilibrer les bits entre eux (f. notre préonisation de [42℄).

1.3.2.2 Unique hemin de données ave tables en mémoire

Sans hypothèse auune sur le modèle de fuite, il est possible d'avoir une fuite nulle

(au sens de la théorie de l'information) si l'on onsidère que le alul est e�etué en

mode homomorphique, i.e. sur la variable masquée uniquement. Comme expliqué pré-

édemment, ela est possible ave du masque booléen du moment que l'on ne traverse

pas de fontion non-linéaire. Quant aux sboxes, elles sont alors onsidérées omme des

opérations où, tout à la fois :

� on démasque la variable,

� on applique la fontion non-linéaire et

� on remasque ave un masque frais.

Il est évidemment néessaire que es trois opérations ne soient pas réalisées séquentielle-

ment, mais bien onomitamment, i.e. qu'elles soient fusionnées, de sorte que la variable

sensible n'apparaisse pas dans une ressoure matérielle. Pour plus d'e�aité, les sboxes

masquées de part et d'autre sont préalulées, et stokées ainsi en mémoire. Elles viennent

ouper une plae de 28 mots de 8 bits en mémoire (quand les mots étudiés sont des o-

tets).

Une version, illustrée sur AES, où uniquement 16 sboxes sont implantées en mé-

moire est dérite théoriquement dans [332℄ (f. partie G à la page 205) et pratiquement

dans [178, 334℄. Le hoix des sboxes s'e�etue don selon une variable aléatoire de 4 bit,

qui détermine un déalage irulaire seret Γ de J1, 16K. Un shéma simpli�é du hemin

de données d'un AES implémentant ette CM est donné à la Fig. 1.8. Les itérations de

l'AES sont indiquées par l'entier i, qui démarre à zéro au début du alul, et s'inrémente

au �l des tours. Les 16 masques utilisés sont notés M
0

, M
1

, · · · , M
f

, où les indies sont

imprimés en hexadéimal. Dans la �gure, les indies sont à omprendre modulo 16. De

plus, par soui de simpliité, uniquement le alul des tables de substitution (SubBytes)

de l'AES est représenté. On voit qu'un otet de l'état (i.e. l'un de X
0

, X
1

, · · · , X
f

) est

masqué suessivement ave des masques di�érents, d'indies égaux à Γ, Γ + 1, et.

En réalité, même si l'on quali�e ette CM de masquage à hemin unique, il y a bien

entendu en réalité une manipulation du masque à deux dates : une première fois pour

déterminer quelle sbox est reherhée en mémoire, et une seonde fois lors de l'appel

e�etif de la sbox. La séurité repose don sur une bonne disrétion lors du hoix de la

sbox. Cette CM pourrait sou�rir de e type de défaut si elle n'était pas implémentée
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X0

X1

Xf

...
Γ + i

...
SubBytes(XΓ+i+f ⊕Mf)⊕M0

SubBytes(XΓ+i+1 ⊕M1)⊕M2

SubBytes(XΓ+i+0 ⊕M0)⊕M1· ⊕M0

· ⊕M1

· ⊕Mf

...
Γ + i

· ⊕M0

· ⊕M1

· ⊕Mf

...

mask-out

· ⊕M0 ⊕M1

· ⊕M1 ⊕M2

· ⊕Mf ⊕M0

...

mask-in masked substitution boxesbarrel-shifter

rounds (increment i)

barrel-shifter mask reorder

Figure 1.8 � Shéma de prinipe de la CM à hemin unique, ave � tables tournantes �.

sur un FPGA. E�etivement, si les sboxes étaient adressées individuellement, la variable

aléatoire Γ pourrait fuir. Or en matériel, les 16 sboxes sont adressées en parallèle, et

e indépendemment de ette variable aléatoire, e qui ontribue don à la dissimuler.

Bref, on se rend ompte que la séurité s'appuie ii sur une ombinaison de masquage

(pour une part) et de dissimulation (pour l'autre). Ainsi, on retombe sur un prinipe de

protetion qui partage le même esprit que elui de la Se. 1.3.2.1.3.

1.3.3 Conlusions

Le masquage s'implémente e�aement en matériel, et surtout en FPGA où il y a

énormément de ressoures disponibles. De plus, le débit n'est quasiment pas altéré. Les

masques sont des variables aléatoires qui peuvent être produites par des générateurs

d'aléa vrai (ou TRNG, pour � True Random Numbers Generator �) ou plus simplement

par des registres à déalage à reboulage linéaire, initialisés par une graine aléatoire.

Réalisé en matériel, il y a plusieurs façons d'améliorer la CM de masquage. Le ta-

bleau 1.1 résume les trois stratégies que nous inventées. Pour haune d'entre elles, les

hypothèses sur le modèle de fuite sont listées. Pour une e�aité optimale, les CM né-

essiterons, selon le as, un modèle en distane (omme dans l'Eqn. (1.2)), en poids de

Hamming (HW) ou en distane de Hamming (HD). Essentiellement, si le modèle est tel

qu'indiqué, ave un unique masque, la CM permet d'assurer le même niveau de prote-

tion qu'une CM à plus de masques. Le nombre équivalent de masques est évalué omme

l'ordre maximal des attaques qui éhouent ontre les CM. Dans le as d'un modèle qui

dévie de elui qui est requis, l'ordre équivalent diminue.

1.4 Masquage : évaluation

Nous avons étudié à la Se. 1.3 des shémas de protetion où toutes les parties étaient

onsommées (i.e. traitées) simultanément. Ainsi, la fuite a lieu à la même date. Nous

étudions par onséquent des attaques mono-variées. Il est à noter que l'état de l'art du

masquage, surtout dans son implémentation logiielle, s'attaque préférentiellement ave

des analyses multivariées. Ce type d'attaque pourrait également être appliqué à des mon-

tages d'aquisition multi-sonde, omme proposé par L. Sauvage et al. [396℄. Néanmoins,

20



Table 1.1 � Comparaison des aratéristiques des di�érentes améliorations au masquage

du premier ordre en matériel.

❳❳❳❳❳❳❳❳❳❳❳Séurité

CM Bijetion F , aka
� leakage squeezing�

Fontion alpha,

aka �Leak-free�

Masque peu en-

tropique

f. �1.3.2.1.2 f. �1.3.2.1.3 f. �1.3.2.2

Modèle HW ou HD Distane HW ou HD

Ordre (n = 4 bit) 3 4 (i.e. l'ordre de

valeur maximale)

2 (ave 8 valeurs

de masque)

Ordre (n = 8 bit) 5 8 (i.e. l'ordre de

valeur maximale)

2 (ave 12 valeurs

de masque)

nous laissons volontairement e type d'attaque de �té dans notre analyse. Nous mention-

nons simplement que, du point de vue de la séurité, la omparaison d'une implément-

ation à onsommation parallèle et séquentielle des parties dépend du niveau de bruit

N (supposé ii stationnaire pour simpli�er le raisonnement). E�etivement, si l'on note

L0 = HW(Y ⊕M) et L1 = HW(M) les fuites sans bruit des deux parties, alors, l'attaquant
dispose respetivement :

� du salaire L0 + L1 +N ∈ R pour une implémentation parallèle, et

� du ouple (L0 +N,L1 +N) ∈ R2
pour une implémentation séquentielle.

Si dans le seond as l'attaquant peut réaliser des ombinaisons, il est lair que la

� somme � des deux fuites présente un rapport signal à bruit défavorable. Peut-être

qu'une ombinaison plus heureuse, omme le � produit entré � [365℄, peut améliorer le

rapport signal à bruit, mais ela ne sera possible que si le bruit est faible. Une étude plus

détaillée du ompromis parallélisme / séurité devrait don être onduite pour tranher.

Cette setion évalue le shéma de masquage dérit dans la Fig. 1.4. Notons X la fuite

et Y la variable sensible. Lorsque l'hypothèse sur la variable sensible est orrete (i.e.

l'attaquant a deviné la bonne lé), alors il existe un lien entre X et Y . Dans le as où le

iruit n'est pas protégé, nous prenons l'exemple d'une fuite en poids de Hamming. Dans

le as de la protetion par masquage, nous gardons le même modèle, mais ave ette fois-

i une fuite onomitante du registre de la donnée masquée et du masque : X = HW(Y ⊕
M,M) = HW(Y ⊕M)+HW(M). Par rapport à la Fig. 1.4, Y ⊕M est Ri etM estMRi, où

i ∈ J1, 16K est l'indie de ronde. Lorsque l'attaquant se trompe de lé, le partitionnement

fait intervenir une variable Y ′
qui est essentiellement indépendante de Y . La réalité est

plus omplexe, omme montré dans notre étude [194℄ (qui aratérise l'existene de pis

fant�mes, i.e. de orrélations non nulles même quand la lé est onnue), mais e niveau

d'analyse simpli�é est déjà intéressant. Si Y ′
dépend des variables ryptographiques,

elle est uniformément distribuée. Ainsi, Y ′ ∼ U(Fn
2 ) =⇒ X = HW(Y ′) ∼ B(n, 1/2).

E�etivement, haun des n bits est une variable aléatoire équi-répartie (i.e. obéissant à

une loi de Bernoulli de paramètre p = 1/2), et leur somme suit don une loi binomiale.
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Figure 1.9 � PMF sans bruit en l'absene de ontre-mesure.

Ce qui est remarquable, 'est que X = HW(Y ′) ne dépend pas de la vraie variable

aléatoire Y . De même, dans le as du masquage, la situation est quasiment omparable :

X = HW(Y ′ ⊕M,M), ave M ∼ U(Fn
2 ). Ainsi X ∼ B(2n, 1/2).

Les quatre as étudiés sont les suivants :

1. Sans CM, bonne lé : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .X = HW(Y ).

2. Sans CM, mauvaise lé : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . X = HW(Y ′).

3. Ave CM, bonne lé : . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .X = HW(Y ⊕M) + HW(M).

4. Ave CM, mauvaise lé : . . . . . . . . . . . . . . . . . . . . . . . . . .X = HW(Y ′ ⊕M) + HW(M).

Les distributions sans bruit, aussi appelées PMF (Probability Mass Funtions) sont

données dans la Fig. 1.9 sans CM et dans la Fig. 1.10 ave CM. Les illustrations sont

données pour n = 4, ar ela permet de visualiser failement les 5 lasses. Les distribu-

tions onditionnelles de X|Y (bonne lé) et X|Y ′
(mauvaise hypothèse de lé) sont don

disrètes, ar X ne prend que 5 valeurs, à savoir 0, 1, 2, 3, 4 ou 5.

1.4.1 Analyse de variane

Nous rappelons la loi de variane totale, énonée dans la proposition 2 à la page 44 :

V[X]︸ ︷︷ ︸
Variane totale

= E[V[X | Y ]]︸ ︷︷ ︸
Variane intra-lasses

+ V[E[X | Y ]]︸ ︷︷ ︸
Variane inter-lasses

. (1.3)
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Figure 1.10 � PMF sans bruit sur la ontre-mesure de la Fig. 1.4.

1.4.1.1 Sans bruit

On voit dans la Fig. 1.9 que, sans CM, la variane inter-lasses augmente (respe-

tivement : la variane intra-lasses diminue) quand l'attaquant fait la bonne hypothèse

de lé. À l'inverse, on voit dans la Fig. 1.10 qu'ave la CM, la variane inter-lasses est

nulle, que l'attaquant fasse ou non la bonne hypothèse de lé.

Dans [433℄ est introduit un test de variane (aussi présenté dans la Setion III.C.

de [142℄). Il vise à maximiser le quotient V[X]/E[V[X | Y ]]. Cet objetif est en fait

équivalent à minimiser la variane intra-lasses E[V[X | Y ]]. E�etivement, V[X] n'est
pas sensible, étant donné que la variane totale ne dépend pas d'une hypothèse de lé en

partiulier.

1.4.1.2 Ave du bruit additif gaussien N (0, σ2)

La loi de l'Eqn. (1.3) s'étend au as des signaux bruités, omme démontré dans

l'Eqn. (1.17) de la Se. 1.9.3.1. Ainsi, les onlusions restent semblables : la variane

inter-lasses ou intra-lasses n'est un distingueur qu'en l'absene de ontremesure.
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1.4.2 Analyse en information mutuelle

On peut herher une loi semblable au partitionnement donné dans la proposition 2,

mais transposée au adre de théorie de l'information. La déomposition s'érit :

H[X]︸ ︷︷ ︸
Entropie

= I[X;Y ]︸ ︷︷ ︸
Information mutuelle

− H[X | Y ]︸ ︷︷ ︸
Entropie onditionnelle

. (1.4)

Cette déomposition est souvent représentée de façon imagée par le shéma de la Fig. 1.16.

Il existe e�etivement un parallèle entre :

� Variane totale et entropie : le premier mesure la dispersion et le seond l'in-

ertitude ;

� Variane inter-lasses et information mutuelle : le premier mesure la variation

expliquée par la variable onditionnante et le seonde la quantité d'information

apportée par la variable onditionnante ;

� Variane intra-lasses et entropie onditionnelle : le premier mesure la dis-

persion résiduelle et le seond la rédution d'entropie, dans les deux as suite à la

onnaissane de la variable onditionnante.

1.4.2.1 Sans bruit

Sans bruit, il y a une di�érene d'information mutuelle entre les distributions pour

la bonne lé et pour les mauvaises. Cette di�érene est plus faible, mais stritement

non-nulle, quand la CM est appliquée. Cela positionne don la MIA (pour � Mutual

Information Analysis �) parmi les distingueurs e�aes (i.e. dont on peut prouver le

prinipe de fontionnent par la théorie).

1.4.2.2 Ave du bruit additif gaussien N (0, σ2)

Cette fois-i, on onsidère que les mesures X sont bruitées. Elles suivent don la loi

dérite dans les PMF de la Fig. 1.10, à ei près qu'elles sont de plus a�etées d'un

bruit additif N ∼ N (0, σ2). Leur somme devient don une loi qui suit une distribution

ontinue, ou PDF (Probability Density Funtions), onvolée des deux distributions. On

parle de � mixture de gaussiennes �.

Dans les omposants matériels, les aluls sont e�etués en parallèle. Par exemple,

dans un DES itératif, omme elui dérit dans [195℄, les registres d'état LR (64 bits)

et de lé CD (56 bits) ommutent simultanément. Ainsi, l'ativité des 4 bits étudiés

(sortie d'une sbox 6 7→ 4) est à rapporter à l'ativité déorrélée des 64 + 56 − 4 autres

bits. De plus, dans une implémentation pipelinée [435℄, le nombre de es registres est

démultiplié autant de fois que les boules sont déroulées pour aroître le débit. Par

onséquent, nous nous trouvons dans le as où le bruit est notoirement plus important

que le signal de fuite dû aux ommutations de la variable sensible. Cei signi�e que

σ2
tot

, σ2
y ≪ σ2

(nous utilisons ii les raouris d'ériture suivants σ
tot

= V[X] et σy =
V[X | Y = y], qui seront aussi ré-introduits en annexe dans la Se. 1.9.3.2). Ainsi, on

peut développer l'expression de I[X +N ;Y ] (voir l'Eqn. (1.18) en annexe) en l'une des
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variables ǫ = σ2
tot

/σ2
ou σ2

y/σ
2
. Cei revient à peu près au même, ar σ2

tot

est la moyenne

des σ2
y (si la variane inter-lasse est nulle, e qui est bel et bien l'objetif minimal

attendu de tout shéma de masquage) et don es varianes sont du même ordre de

grandeur. L'approximation est lairement visible sur les PDF en présene de grand bruit,

représentées dans la Fig. 1.11. Les partitionnements pour des Y de poids de Hamming

égaux sont identiques. Ainsi, la Fig. 1.11 ne montre-t-elle que n+ 1 = 5 PDF. Pour des

petits bruits, inférieurs à l'unité (i.e. uniquement l'ativité d'un seul bit sensible), on

reonnaît les PMF théoriques, montrées dans la Fig. 1.10. Quand le bruit est supérieur

à l'unité, les distributions ne dévoilent plus, du moins visuellement, la quanti�ation des

lasses. Quand le bruit est beauoup plus grand que l'unité, les mixtures de gaussiennes

tendent vers des gaussiennes

4

, e qui légitime nos approximations.

Il est intéressant de quanti�er l'erreur ommise en substituant dans les aluls les

distributions X | Y = y par N (E[X | Y = y],V[X | Y = y]). Un outil approprié est la

divergene de Kullbak-Leibler (voir la dé�nition en Se. 1.9.1.2 à la page 44). Elle est

traée dans la Fig. 1.12, pour les 5 lasses de poids de Hamming de Y . Nous savons que,
quand y = 0xff, le masquage n'enrihit pas la distribution. Ainsi, X | Y = 0xff est

déjà une gaussienne : sa divergene de Kullbak-Leibler par rapport à son approximation

parfaite est don nulle. Quant aux autres valeurs de HW(y), on observe deux zones :

1. Pour les faibles bruits (σ < 1), la divergene est d'autant plus grande que HW(y)
est grand. E�etivement, omme déjà mentionné, il est onnu qu'une loi binomiale

tend vers une loi gaussienne quand le nombre de valeurs augmente (bien sûr, il

faut, omme nous l'avons fait, exlure le as singulier à une unique valeur).

2. Pour de grands bruits (σ > 1), alors la divergene est d'autant plus grande que

HW(y) est petit. La tendane est don inversée. L'expliation est que plus il y a

de omposantes dans une mixture de gaussiennes, plus il est déliat de l'assimiler

à une gaussienne [389℄.

Cependant, au-delà de es di�érenes relatives de divergenes par lasse HW(y) ∈ {0, · · · , 4},
on onstate que quelque soit la lasse, la divergene diminue environ exponentiellement

quand the bruit roît.

L'expression de l'information mutuelle entre X+N et Y est donnée dans l'Eqn. (1.18)

de la Se. 1.9.3.2. Au premier ordre, on utilise le développement limité ln(1+ǫ) = ǫ+O(ǫ),
valide quand ǫ −→ 0. Il donne l'expression suivante :

I[X +N ;Y ] = − 1

2 ln 2

(∑
y∈Y P[y] · σ2

y − σ2
tot

σ2

)
=

1

2 ln 2

V[E[X | Y ]]

V[N ]
+O

(
V[X]

V[N ]

)
.

(1.5)

Ainsi, si la variane inter-lasses est nulle, l'information mutuelle est nulle au premier

ordre.

De même, on peut aluler une approximation de l'entropie onditionnelle. Comme

d'après l'hypothèse gaussienne, X + N | Y = y ∼ N (0,V[X + N | Y = y]), on a au

4. Cette observation peut aussi se voir omme l'approximation de la PMF par une gaussienne, étant

donné l'importane du bruit N . Or il est bien onnu que la somme de deux gaussiennes suit une loi

gaussienne.
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Figure 1.11 � PDF de la CM pour la fuite X = HW(Y ⊕M) + HW(M) sur n = 4 bit.

L'absisse représente les valeurs prises par X +N , où N ∼ N (0, σ2) est un bruit additif.

À titre de repère, des barres vertiales grises indiquent les valeurs disrètes prises par X.
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Figure 1.12 � Divergene de Kullbak-Leibler entre les vraies PDF X + N | Y = y et

leur approximation gaussienne.
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premier ordre [364℄ :

H[X +N | Y = y] =
1

2
log2 (2πeV[X +N | Y = y]) // Cf. Eqn. (1.11)

=
1

2
log2 (2πe (V[X | Y = y] + V[N ])) // Cf. Eqn. (1.9) & (1.10)

=
1

2
log2 (2πeV[N ]) +

1

2 ln 2

V[X | Y = y]

V[N ]
+O

(
V[X]

V[N ]

)
.

Sur ette formule linéarisée, on peut e�etuer une somme pondérée par les P[y], y ∈ Y.
On obtient :

H[X +N | Y ] =
1

2
log2 (2πeV[N ]) +

1

2 ln 2

E[V[X | Y ]]

V[N ]
+O

(
V[X]

V[N ]

)
. (1.6)

Ces deux expressions Eqn. (1.5) et (1.6) sont ohérentes entre elles : on a bien une

onservation au niveau théorie de l'information (Eqn. (1.4)) grâe à la onservation au

niveau de la variane (Eqn. (1.3)).

Elles montrent que les onlusions tirées en l'absene de bruit (Se. 1.4.2.1) ne sont

plus vraies ave du bruit. E�etivement, au premier ordre en V[X]/V[N ], ave CM,

l'information mutuelle s'annule aussi bien pour la bonne lé que pour les mauvaises.

1.4.3 Évaluation

Le tableau 1.2 résume les résultats obtenus dans ette setion 1.4 sur l'évaluation

du masquage. On voit qu'une variane inter-lasses non nulle permet de distinguer une

bonne hypothèse de lé d'une mauvaise, en l'absene de ontremesure. Cette spéi�ité

a d'ailleurs été mise à pro�t dans notre attaque First Prinipal Component Analysis

(FPCA [430℄). Non seulement la PCA a été utilisée pour trouver les instants de fuite

(omme dérit dans [13℄), mais également pour maximiser la variane inter-lasses due

au lien entreX et Y . On onstate également que la MIA fontionne omme un distingueur

dans e as préis pour les mêmes raisons. Comme évoqué dans le rapport [238℄, la Linear

Disriminent Analysis (LDA) peut également jouer un r�le omparable à la PCA. Alors

que la PCA maximise la variane inter-lasses, la LDA se sert astuieusement du orollaire

qui est que onomitamment, la variane intra-lasses diminue. Ainsi, pour apturer les

deux tendanes, la LDA en réalise le ratio.

En�n, quand la ontremesure est ativée, la variane inter-lasses est annulée, e qui

onduit e�etivement à l'éhe de es deux analyses.

L'idée de montrer la similarité entre les attaques mono-variées est aussi dérite dans

l'artile [291, 292℄ ; il détaille les onditions (notamment en présene de bruit asympto-

tiquement grand) pour lesquelles on peut onsidérer que tous les distingueurs sont équi-

valents, dans le sens que l'éart du nombre de traes néessaires pour retrouver le seret

diminue. Par ailleurs, l'idée de montrer que ertaines attaques sont des approximations

d'autres a été présentée dans l'artile [256℄ ; il montre que la CPA s'obtient naturelle-

ment omme le développement à l'ordre un de la MIA. Il prouve aussi que les attaques
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Table 1.2 � Distingueurs par moments statistiques ou par théorie de l'information, dans

l'approximation gaussienne, et au premier ordre, i.e. O (V[X]/V[N ]).
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peuvent être améliorées si, à l'inverse, on garde plus de termes dans les développements

limités. Dans e as, les attaques en théorie de l'information deviennent pertinentes, ar

les distingueurs ontiennent des termes à tous les ordres.

1.4.4 Conlusion

L'objet de ette évaluation du masquage a été de montrer que l'e�aité du mas-

quage permet de résister à des attaques qui analysent la dispersion (en l'ourrene la

variane) des traes X. Par la même oasion, il est démontré que des distingueurs plus

génériques, omme l'information mutuelle, permettent tout de même de mettre en défaut

la ontremesure. C'est tout à fait notable lorsqu'il n'y a pas de bruit. Mais quand il existe

un bruit additif gaussien, l'information mutuelle devient en première approximation pro-

portionnelle à la variane inter-lasses, qui est justement annulée par la ontremesure.

C'est pour ette raison que de nouveaux distingueurs ont été proposés. À titre d'ex-

emple, plut�t que de omparer le résultat d'un distingueur appliqué d'une part aux

observations non partitionnées et d'autre part aux observations partitionnées, nous pré-

onisons d'étudier la dispersion dans les lasses. En analyse de variane, nous avons

mis en avant la Variane Power Analysis (VPA [274℄, aussi suggérée indépendemment

dans [433℄), qui étudie la variane de la variane intra-lasses. Du point de vue de la

théorie de l'information, nous avons également appliqué la même idée, qui s'appuie sur

une information mutuelle pondérée, e qui permet de mettre en évidene des di�érenes

d'entropie entre les lasses. L'attaque en question s'appelle l'Entropy-based Power Attak

(EPA [281℄). Elle est paramétrique, et permet notamment d'extraire une information dif-

férentielle même quand la variane inter-lasses est nulle. Finalement, nous mentionnons

qu'une soure d'inspiration a été le papier présentant la Di�erential Cluster Analysis

(DCA [22℄). Cette publiation présente le ompromis inter/intra sur lequel l'attaquant

peut jouer pour optimiser son attaque. Dans notre as, l'idée est d'utiliser au mieux les

variations intra-lasses quand les variations inter-lasses ont été annulées par la ontre-

mesure.

1.5 Dissimulation : prinipe

Dans ette setion sont étudiées les logiques à ativité onstante statiquement. Le

prinipe est l'équilibrage de l'ativité globale. Dans la plupart des as, on pourra même

redesendre ette ontrainte au niveau loal (i.e. haque instane a un omportement

équilibré, indépendamment des données).

1.5.1 Niveau logique

Équilibrer l'ativité au niveau logique onsiste à hanger l'enodage des données, qui

doit être tel que le nombre de transitions soit indépendant des données. Ce problème est

très général et bien onnu par la ommunauté des odeurs. Par exemple, le odage de

Gray permet de répondre à la ontrainte de l'ativité onstante.
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Figure 1.13 � Deux types d'enodage à ativité onstante.

Un ode de Gray satisfait la propriété que deux mots de odes voisins ne di�èrent que

d'un seul bit. Formellement, appelons G le ode G : Fn
2 → Fn

2 . Alors ∀x ∈ Fn
2 ,HW(G(x)⊕

G(x ± 1)) = 1. Une telle fontion G est illustrée pour l'enodage d'un bit dans la

Fig. 1.13(a). Un mot de x ∈ F2
2 est l'état, qui permet d'en déduire le odage G(x)

représenté omme un ouple (0/1, 0/1) dans la Fig. 1.13(a) ; le alul d'une valeur 1
(resp. 0) est représenté par l'inrément (resp. le dérément) de l'état x. Ainsi, de façon
exhaustive :

� les transitions parmi {(0, 0) → (0, 1), (0, 1) → (1, 1), (1, 1) → (1, 0), (1, 0) → (0, 0)}
représentent un 1, et

� elles qui ont lieu dans le sens ontraire, i.e. dans l'ensemble {(0, 0)→ (1, 0), (1, 0) →
(1, 1), (1, 1) → (0, 1), (0, 1) → (0, 0)}, représentent un 0.

L'inonvénient de ette représentation est qu'une ativité sur l'un des �ls peut signi�er

un zéro ou un un selon l'état ourant.

Ainsi, un enodage où haque bit représente une valeur serait préférable. Essentiel-

lement, ette représentation pourrait se mettre sous la forme suivante : (xf , xt), où les

hangements de xf (resp. xt) indiquent une prise de valeur 0 (resp. 1). Il existe, et est
illustré dans la Fig. 1.13(b). On le quali�e quelquefois de � deux-phases �. Mais il pré-

sente enore un inonvénient, à savoir d'être à état. D'une part, au démarrage, il n'y

a pas de valeur prédéterminée. D'autre part, dans un état donné, on ne onnaît pas la

valeur représentée si l'on n'a pas suivi tout le parours de la variable.

C'est pour ette raison que l'on préfère �nalement un autre enodage, dit � quatre-

phases �, illustré dans la Fig. 1.14. Il fait intervenir une phase de préharge en sus

de la phase d'évaluation. La valeur prise pendant la préharge est (0, 0) (ou (1, 1), au
hoix [420℄) et est notée NULL ; quand on utilise deux valeurs de préharge, on peut pré-

iser (0, 0) = NULL0 ou (1, 1) = NULL1. Les deux valeurs valides sont (xf , xt) = (1, 0),
ou VALID0, et (xf , xt) = (0, 1), ou VALID1. Cette fois-i, l'enodage umule les deux

propriétés souhaitées :

1. Séparabilité : il y a un �l qui enode la valeur fausse, à savoir xf (l'indie f signi�e

false), et un autre la valeur vraie, à savoir xt (l'indie t signi�e true) ;

2. Sans état : on peut déduire la valeur représentée par la leture de (xf , xt), sans
avoir à se souvenir de sa (ou ses) valeur(s) passée(s).

Les domaines où e type d'enodage se renontre sont variés. En plus de la séurité,

où l'on reherhe l'indépendane de l'ativité et des données (mais l'ativité dépend

du temps), on peut iter également le alul asynhrone [328℄. Il y a onsensus dans es
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Figure 1.14 � Enodage séparable à préharge, engendrant une ativité onstante.

ommunautés pour l'utilisation de l'enodage � quatre-phase � présenté dans la Fig. 1.14.

Maintenant, il s'agit de s'intéresser à la façon de aluler ave et enodage, que l'on

appelle traditionnellement � logique �. De manière générique, on parlera de DPL (Dual-

rail with Preharge Logi).

Beauoup de DPL ont été étudiées. Nous en avons réalisé un aperçu dans [97℄. Plut�t

que de présenter des exemples de logiques publiées, nous nous attahons à en dé�nir les

aratéristiques qui les di�érenient.

� Tout d'abord, on peut noter qu'il est possible de partir de paires di�érentielles

toutes NULL et d'arriver à un état VALID (soit VALID0, soit VALID1), en im-

posant simplement aux portes logiques de respeter la ondition de propager les

NULL (resp. les VALID) lorsque toutes les entrées sont NULL (resp. VALID).

Cette ontrainte re�ète le besoin d'une mise à NULL par vague (toutes les portes

évaluant à NULL), et de la fontionnalité du iruit (il alule une value VALID

au moins quand toutes les entrées sont VALID). Or, e shéma peut provoquer

des transitions temporaires non-fontionnelles, appelées glithes ou hazards. Ces

transitions surviennent à ause de di�érenes de délais dans des portes en logique

non-positive. Les glithes sont une soure non-négligeable de fuite [372℄, ar on

estime qu'ils ontribuent à environ 40 % de l'ativité des iruits CMOS [270℄.

Des attaques se foalisant sur les glithes [295℄ et les inluant dans un modèle de

fuite [268℄ ont déjà été démontrées.

� Les di�érenes de délais peuvent également être la ause d'une propagation antii-

pée, soit en phase de préharge, soit en phase d'évaluation. On quali�e e problème

d'EPE (Early Propagation E�et). Il s'agit d'un e�et qui a des origines � logiques �,

dans le sens que sans préaution partiulière, il est possible d'antiiper la sortie

d'une porte logique sans en onnaître toutes les entrées

5

. Ainsi, il est possible que

la date d'évaluation dépende des valeurs logiques. Cet e�et a été aratérisé dans

notre artile [172℄ par des simulations logiques rétro-annotées (ave SDF [226℄) en

délais de propagation dans les portes et le réseau d'interonnexion.

� L'interonnexion des portes entre elles peut être déséquilibrée, ar les outils de

P&R ne sont pas néessairement au ourant que la netlist traitée est en DPL. Ce

5. Transposé au génie logiiel, 'est e que l'on appelle une évaluation en ourt-iruit. Par exemple,

en langage C, a && b s'évalue à faux si a est faux, sans même aluler b. On a le même as de �gure

pour l'évaluation de a || b lorsque a est vrai. Il y a également des e�ets de bords qu'il faut onsidérer

ave beauoup d'attention.
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biais déséquilibre une paire, et introduit don une di�érene entre les �ls portant

la valeur sensible. Une simple modélisation de la dissipation liée au routage permet

de quanti�er e phénomène. Si, en l'absene de protetion, une ligne x est vue

omme une apaité Cx ommutant de 0 à V , l'attaquant doit distinguer entre une

onsommation de 0 ou de

1
2CxV

2
. Ave la protetion, l'attaquant doit distinguer

entre les fuites

1
2Cxf

V 2
et

1
2CxvV

2
. Ainsi, la di�érene vaut respetivement

1
2CxV

2

(sans protetion) et

1
2

(
Cxf
− Cxv

)
V 2

(ave protetion). La protetion est e�ae

si

∣∣Cxf
− Cxv

∣∣ < Cx. Notons que ette ondition est onsidérée en valeur absolue,

ar, a priori, il y a autant de hanes que le déséquilibre soit du �té f que v.

Les mesures à prendre pour ontrer les problèmes sont listées i-après :

� Contre les glithes, on peut soit se limiter à des instanes positives (qui sont mono-

tones et don dépourvues de glithes si les entrées sont également monotones, f.

notre analyse [204℄), soit supprimer les di�érenes de délais entre les signaux (f.

Isolated WDDL [300℄, par exemple).

� Contre l'EPE, il faut synhroniser les portes [331, 218℄ : la validité de leur sortie

doit toujours être la onséquene d'une unanimité des validités en entrée. Quant au

retour à la phase de préharge, il peut soit être toujours antiipé (ar on onnaît

la valeur alulée, à savoir NULL), soit être toujours retardé.

� L'équilibrage des �ls dans une paire peut être obtenu soit par un �masquage�,

soit par des ontraintes physiques. Un e�ort sur les deux plans simultanément est

béné�que, ar es tehniques peuvent se ombiner onstrutivement. La Se. 1.5.2

suivante détaille e point.

1.5.2 Niveau physique

1.5.2.1 ASIC

Les outils de oneption des ASIC permettent une très grande personnalisation. Le

onepteur peut don poser des ontraintes pour onserver l'équilibrage logique au niveau

physique. Aujourd'hui, auun outil n'intègre la fontionnalité de plaement et de routage

di�érentiel. Mais il est possible tout de même d'utiliser astuieusement les outils pour

arriver à ses �ns. Deux approhes ont été proposées :

1. Duper l'outil : on l'instruit de plaer et router un iruit �simple-rail�, que l'on

dédouble ensuite manuellement [457℄. La tatique repose don sur un hangement

des règles de dessin (les interonnexions sont plus épaisses).

2. Guider l'outil : on lui demande de plaer et router la moitié du iruit, en ayant au

préalable réservé la moitié des ressoures pour une dupliation postérieure [191℄.

Les ontraintes sont de deux natures : (i) bloquages pour le plaement et (ii)

obstrutions pour le routage.

Dans les deux as, les solutions sont utilisables en pratique, et n'altèrent même pas la

rapidité des routeurs pour ASIC.
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1.5.2.2 FPGA

Les ontraintes sont plus déliates à poser, surtout dans les FPGA Altera. Laurent

Sauvage [401℄ a montré omment ontraindre le plaement par l'appariement de deux

portes dans un CLB (instane reon�gurable dite � Compound Logi Blok �) qui dispose

en l'espèe de deux sorties indépendantes. Néanmoins des solutions intéressantes existent

pour les FPGA Xilinx. Par exemple :

� Dans DWDDL (Double WDDL [479℄), le module omplet est opié-ollé à un autre

endroit, et dualisé. Cela revient à remplaer une fontionnalité f( · ) par ¬f(¬· ).
Globalement, ette dupliation permet de aher une évaluation antiipée par une

évaluation non-antiipée (ou vie-versa). Cette solution reste tout de même un

pis-aller.

� Dans [465℄, une stratégie de réservation de ressoures de plaement et de routage

semblable à elle de la bakend dupliation [191℄ est présentée. La netlist DPL

plaée et routée est obtenue par la translation d'une moitié, e qui est possible

grâe à une opération de opier-oller.

En revanhe, en FPGA, si les ontraintes sont moins failes à gérer, on peut jouer sur

d'autres fateurs. Nos études ont montré que les solutions suivantes permettent d'amé-

liorer la séurité :

� Utilisation de logiques sans évaluation préoe [37℄ : la logique présentée dans e

papier, appelée � WDDL w/o EE �, s'appuie sur des portes à deux entrées qui

n'évaluent VALID que si les entrées sont VALID.

� Plaement ontraint dans une ressoure ommune (sans ontrainte de routage) [402℄ :

un appariement au niveau porte est foré grâe à un regroupement deux instanes

vraie et fausse au sein d'un même CLB.

� Rédution des interonnexions (nombre total de n÷uds) en général et de la sortane

(nombre de branhes des fourhes au sortir des portes logiques, aka fanout) en

partiulier [42℄ : les déséquilibres de routage sont en e�et réduits si la quantité de

routage est elle-même réduite.

� Corretion manuelle après aratérisation par analyse stohastique [40℄ : ette teh-

nique se justi�e dès lors que très peu de paires di�érentielles sont déséquilibrées.

Or ei est le as en pratique, ar les algorithmes de routage (omme A*) n'ont pas

de raison de traiter di�éremment les deux équipotentielles d'une paire.

1.5.3 Conlusions

Par rapport au masquage, qui s'appuie sur de l'aléa, la dissimulation d'information

sous-entend un équilibrage. Ainsi, la spéi�ité des CM de type DPL est de néessiter et

une struture logique et une implémentation physique sans biais. C'est pour ette raison

que les logiques DPL s'implémentent plus failement en matériel qu'en logiiel, ar le

onepteur a une plus grande onnaissane et éventuellement une plus grande maîtrise

des aspets physiques. Pour autant, le DPL logiiel n'est pas illusoire, omme le montre

la preuve de onept illustrée dans le travail [220℄.

Il est souvent reprohé aux DPL d'être déliates à implémenter, à ause des ontraintes
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à imposer sur les étapes de P&R. Néanmoins, il est utile de rappeler que es logiques

peuvent être implémentées depuis le ode soure par synthèse logique, pro�tant ainsi

de toutes les optimisations de haut niveau o�ertes par les outils de CAO. Par exemple,

dans l'artile [205℄, nous montrons omment la apaité d'inférene des synthétiseurs lo-

giques permet d'instanier de façon partiulièrement appropriée des primitives pour des

logiques DPL. Le masquage ne permet généralement pas de jouir d'un tel onfort, ar

l'ordre d'utilisation des masques est primordial. Ainsi, les ontremesures de masquage

logiiel sont-elles bien souvent érites manuellement en langage assembleur.

1.6 Dissimulation : évaluation

Les CM de type DPL présentent à la fois une résistane aux attaques atives et

passives. Le premier niveau de test est une véri�ation bit par bit (Se. 1.6.1). Des

attaques passives plus évoluées, d'ordres élevés, sont également envisageables (Se. 1.6.2).

Vis-à-vis des attaques en perturbation, les DPL présentent une propriété intéressante de

résiliene (Se. 1.6.3).

1.6.1 Analyse de la fuite : variane

L'évaluation des CM de dissimulation di�ère de elle des CM de masquage, ar l'on

ne onnaît ette fois-i pas la fuite. Plus préisément, le modèle théorique de la fuite

est une onstante. La stratégie d'analyse de fuite est don néessairement aveugle : il

s'agit de sruter toutes les variables sensibles. Comme en DPL, l'ativité est sensée être

onstante, une simple analyse de la variane (non onditionnelle) de haque n÷ud su�t.

Elle permet de repérer les possibles variables qui fuient, à ause soit de la présene d'un

glith dépendant des données portées par la ressoure, d'une date d'ativité variable ou

d'un déséquilibre du routage. Cette approhe a notamment été mise en ÷uvre dans [210℄,

disponible sous sa forme longue dans la partie E à la page 155.

1.6.1.1 Pertinene de la variane inonditionnelle

Ce paragraphe justi�e que la variane est une métrique de fuite dans les logiques

DPL. Pour modéliser la fuite, nous notons :

� X, le anal ahé (i.e. une mesure physique prise subreptiement pendant un al-

ul), et

� Y , la variable sensible (i.e. un veteur de bits que l'attaquant suppose être utilisé

pendant le même alul),

toutes deux vues omme des variables aléatoires. L'hypothèse d'une exploitabilité en

analyse de anaux auxiliaires est que X dépend de Y . Ainsi, l'attaquant emploie-t-il

un distingueur pour tester la dépendane entre X et Y . Par exemple, il peut reourir

à la � ovariane � entre X et Y , notée Cov[X,Y ]. En pratique, l'attaquant ne onnaît

pas Y mais peut deviner sa valeur moyennant des hypothèses sur la lé serète. Lorsque

ette lé est mal devinée, le distingueur reste alors prohe de zéro. C'est de ette façon

que l'on distinguera la bonne hypothèse de lé des mauvaises. Ainsi, une attaque sera
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d'autant plus faile que le ontraste entre la valeur du distingueur pour la bonne lé

et les mauvaises est important. Don, une métrique de fuite pertinente est simplement

la valeur du distingueur pour la bonne lé. Pour l'analyse, supposons que la fuite X se

déompose en la somme :

� d'une partie dépendant de la variable sensible Y (e.g. un hangement de bit, aka

bit-�ip), et

� d'un bruit indépendant, noté N , qui modélise l'ativité des autres n÷uds du iruit,

'est-à-dire le bruit algorithmique, plus le bruit de mesure (bruit de grenaille, de

quanti�ation, et.).

Par onséquent, Cov[X,Y ] = Cov[Y + N,Y ] = Cov[Y, Y ] +✘✘✘✘✘
Cov[N,Y ] = V[Y ]. De plus,

omme Y et N sont indépendants, V[X] = V[Y ] + V[N ]. Or V[N ] est indépendant de
l'hypothèse sur la lé. D'où la pertinene de l'usage de la variane V[X] omme une

métrique de fuite sur les anaux auxiliaires. Intuitivement, elle re�ète dans quelle mesure

la fuite est présente dans les mesures. Si V[X] = 0, les ourbes sont onstantes ; il n'y
a rien que l'on puisse apprendre d'elles. Si V[X] est non nul, on peut s'attendre à e

qu'une partie des variations soit due à la variable sensible ; plus V[X] est grand, plus l'est
également la dépendane ave Y .

1.6.1.2 La di�érene de moyennes est une ovariane

On peut remarquer que :

Cov[X,Y ] = E[(X − E[X]) × (Y − E[Y ])] = E[X × (Y − E[Y ])] .

Don :

Cov[X,Y ] =
∑

x

∑

y

P[X = x ∧ Y = y]× x× (y − E[Y ])

=
∑

x

∑

y

P[X = x | Y = y]× P[Y = y]× x× (y − E[Y ]) . (1.7)

Quand Y est une variable booléenne, Y ∈ {0, 1}. Nous nous restreignons à e as dans les
lignes i-dessous. En ryptographie, les variables internes des algorithmes sont équilibrées

(i.e. P[Y = 0] = P[Y = 1] = 1/2), d'où Y − E[Y ] ∼ U ({−1/2,+1/2}). Dans e as,

l'Eqn. (1.7) se réérit :

Cov[X,Y ] =
∑

x

P[X = x | Y = 0]× x×
(
−1

2

)
+
∑

x

P[X = x | Y = 1]× x×
(
+
1

2

)

=
1

2

(
E[X | Y = 1]− E[X | Y = 0]

)
.

C'est le même test mono-bit (à un fateur 1/2 près qui est sans onséquene auune) que
la di�érene de moyennes de P. C. Koher et al. [248℄ (voir également le raisonnement

fait au �2.1.1 de [208℄).

De même, on peut onstater que les métriques M1, M2 et M3 de [210℄ (voir partie E à

la page 155) sont des variantes de la variane, qui onsidèrent di�érentes façons de résumer
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l'aspet vetoriel des mesures en un salaire. Par ailleurs, la métrique PAT (Power Attak

Tolerane), introduite dans [267℄, est homogène à l'inverse d'une variane.

1.6.1.3 Lien ave la théorie de l'information

Le papier [434℄ de François-Xavier Standaert et al. enourage l'usage de l'information

mutuelle, I[X;Y ], omme une métrique de fuite. Dans le as DPL, les deux métriques

V[X] et I[X;Y ] sont quasiment équivalentes. Pour le démontrer, nous rappelons que

I[X;Y ] = H[X]−H[X | Y ], et que H[G] = 1
2 log2 (2πeV[G]) bit si G ∼ N (E[G],V[G]) est

une variable aléatoire qui suit une loi normale (f. Eqn. (1.11)). En e�et, en supposant

que N ∼ N (0, σ2) est un bruit gaussien et que V[N ] = σ2 ≫ V[Y ] (les mesures sont très

bruitées, i.e. la SPA, ou Simple Power Analysis [248℄, est impossible), nous avons :

� H[X] = 1
2 log2

(
2πe(σ2 + V[Y ])

)
, si l'on suppose que la mixture de gaussiennes

N + Y est en fait bien approximée par une gaussienne, de variane V[N + Y ] =
V[N ] + V[Y ] par indépendane ;

� H[X | Y ] = 1
2 log2

(
2πeσ2

)
, ar sans bruit, X | Y = y est déterministe (et vaut y),

et ave bruit, X | Y = y ∼ N (y, σ2).

Maintenant, log2
(
2πe(σ2 + V[Y ])

)
= log2

(
2πeσ2 × (1 + V[Y ]/σ2)

)
= log2

(
2πeσ2

)
+

1
ln 2

V[Y ]
σ2 +O

(
V[Y ]
σ2

)
, grâe à l'appliation du développement limité : ln(1+ ǫ) = ǫ+O(ǫ),

valide si ǫ −→ 0. Ainsi, au premier ordre en

V[Y ]
σ2 ≪ 1, I[X;Y ] = 1

2 ln 2
V[Y ]
σ2 . Don I[X;Y ] ∝

V[Y ] = V[X]− σ2
, CQFD. Ce n'est don pas étonnant que l'on ait dans [210℄ un aord

(en terme d'ordre de lassement des di�érents modules) entre les métriques de variane

et d'information mutuelle (voir les ourbes de [210, Fig. 16℄).

1.6.1.4 Avertissement

L'usage de la variane (ou de l'éart-type) des ourbes pour omparer des CM n'est

pas toujours approprié. E�etivement, on peut imaginer des situations où la variane est

grande mais la fuite faible. Par exemple, ela peut être le as d'un iruit DPL (pour

lequel la variane de Y est nulle si l'implémentation est orrete), où l'on aurait arti�iel-

lement ajouté du bruit à dessein pour augmenter le bruit environnemental. Également,

la variane de Y peut être très grande, omme dans les shémas de masquage (qui em-

ploient des masques grandement entropiques), mais l'exploitation peut s'avérer di�ile

en pratique (des attaques d'ordre élevé sont néessaires). Néanmoins, dans un ontexte

où la CM est onnue (tel [210℄), il n'y a ni soures de bruit arti�ielles ni de masques.

La présene de la préharge à NULL permet de simpli�er les modèles de fuite de la

distane de Hamming au poids de Hamming. On pourrait argumenter que ette propriété

est à l'avantage de l'attaquant. C'est e�etivement vrai, sauf si le onepteur s'en empare

également pour tester de façon unitaire le déséquilibre de haque ressoure, et le orriger

le as éhéant.
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1.6.2 Caratérisation de la fuite et attaques passives

L'approhe mono-bit donne une idée de la fuite au premier ordre. Si l'implémentation

physique est soignée, elle ne devrait pas exister. Mais il est possible qu'il subsiste des fuites

aux ordres plus élevés, i.e. qui impliquent plusieurs bits. Il y a au moins deux raisons de

nature physique pour expliquer de telles fuites :

1. Les ouplages apaitifs entre les �ls induisent des phénomènes de diaphonie. Par

exemple, un �l dit agresseur peut in�uener la propagation d'un front sur un �l

voisin dit vitime si les deux ont une transition. Cet événement singulier n'advient

qu'à la ondition d'avoir onjointement deux transitions sur deux �ls de paires

di�érentielles di�érentes. La diaphonie induit don une fuite onditionnelle à un

� et logique � entre deux variables (fuite d'ordre deux).

2. Le phénomène de propagation antiipée est d'autant plus fort qu'il se manifeste

profondément dans la logique, ar les di�érenes de délais ont des soures plus

variées et surtout s'ajoutent le long du hemin. Or, les variables prohes de la sortie

des �nes de logique dépendent de nombreux bits d'entrée, et don ne peuvent être

exploitées qu'ave des modèles d'ordres partiulièrement élevés.

Le modèle de fuite d'ordre élevé peut être mis en évidene par une analyse stohastique.

Nous avons onstaté sur des implémentations de DPL non équilibrées qu'il existe à la fois

des fuites d'ordre un et d'ordre élevé [120, 41℄. Dans l'étude [120℄, nous montrons que les

fuites peuvent orrespondre à des modèles non-intuitifs, mais que tous sont exprimables

omme des polyn�mes dans les variables intermédiaires (aussi bien les ouplages en DPL

que les glithes en CM de masquage). Le travail [41℄ expliite quant à lui que la fuite

est d'autant plus importante que le modèle de fuite est d'ordre élevé, et apporte une

validation pratique à ette observation. Ces résultats sont illustrés dans la Fig. 1.15,

pour une variable Y enodée sur n = 8 bits (i.e. Y ∈ Y = F8
2).

Di�érents autres travaux de reherhes mentionnent également es fuites [390, 440℄.

1.6.3 Résiliene aux fautes

On peut distinguer deux types de fautes transitoires : les fautes asymétriques, où

l'erreur ne peut amener que vers une valeur privilégiée (par exemple `0'), et les fautes

symétriques, où l'on peut avoir des bit-�ips dans les deux sens (0 → 1 et 1 → 0),
éventuellement ave des probabilités di�érentes. Sur les iruits DPL ave espaeur à

`00', toute perturbation qui se traduit par une violation de temps de prépositionnement

(setup time violation) onduit à une faute asymétrique vers zéro. E�etivement, en phase

d'évaluation, quand les valeurs sont divulguées à l'extérieur, la netlist part d'un état

tout à zéro. Don, si des signaux sont ralentis, la valeur qui sera éhantillonnée sera

zéro au lieu de la valeur valide. On peut noter qu'il peut également y avoir une faute

semblable en phase de préharge. La manifestation sera alors opposée : un �l qui était

sensé passer à zéro est trop lent et don reste à sa valeur un. Ii, il s'agit don d'une faute

asymétrique à un. Mais omme elle se produit durant une phase où les données ne sortent

pas, elle n'est pas exploitable. D'ailleurs, elle onerne une donnée non sensible (la valeur
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X(Y ) =

n∑

i=1

βi ·
(
Yi −

1

2

)

︸ ︷︷ ︸
Base du 1er ordre

+
∑

i 6=j

βi,j ·
(
Yi −

1

2

)
·
(
Yj −

1

2

)

︸ ︷︷ ︸
Base du 2nd ordre
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Figure 1.15 � Caratérisation stohastique d'une sbox d'un iruit AES en DPL non-

équilibré. Premier ordre à gauhe (oe�ients βi), seond à droite (oe�ients βi,j).

NULL). De telles fautes asymétriques sont typiquement ausées soit par une déélération

des signaux, dues typiquement à des perturbations globales (glithes sur l'alimentation,

sous-alimentation durable, hau�age du omposant, et.), soit par une aélération de

l'horloge (overloking, et.). Les fautes symétriques néessitent un moyen d'ation loal.

E�etivement, pour avoir l'opportunité de fauter soit vers `0' soit vers `1', il faut pouvoir

rendre passant soit un transistor de type N, soit de type P. Cei s'obtient par exemple

par un tir laser loalisé, à même d'être à l'origine de la réation de harges libres dans

les parties atives du siliium.

Les iruits DPL sont résilients aux fautes symétriques, ar une fois un �l à un e�aé

en un zéro, il est impossible à l'attaquant de savoir si la valeur valide non fautée était `0'

ou `1'. Don le hi�ré erroné n'est pas sensible, ar ne dépendant pas de la vraie valeur

serète. C'est en e sens que les iruits DPL (WDDL [411℄ et autres) sont résilients aux

fautes asymétriques.

Maintenant, en présene de fautes asymétriques, il est possible de fauter les deux �ls

portant une valeur de façon antinomique, réant ainsi une inversion logique ohérente.

Ce type de faute amènera assurément à une attaque en faute réussie. Cependant, si l'on

se plae dans un ontexte où l'endroit d'apparition de la faute est aléatoire, alors la

probabilité de fauter les deux �ls d'une même paire déroît. Si de plus la logique est

résistante à la propagation antiipée, elle propagera une valeur nulle même si la faute n'a

pas eu d'impat. Ainsi, en as d'injetion de fautes multiples, même si une faute valide

apparaît, il est fort probable qu'elle se fasse absorber par une vague de NULL [33℄.

Réemment, une attaque à la frontière entre les anaux ahés et les fautes a été

publiée. Il s'agit de la Fault Sensitivity Analysis (FSA [266℄). Le anal ahé est le ni-
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veau de stress néessaire minimal pour faire apparaître une faute. Il se trouve que ette

valeur dépend potentiellement d'une variable sensible. La FSA appliquée sur les bits

individuels d'une implémentation peut fontionner, notamment s'ils sou�rent de pro-

pagation antiipée. Maintenant, même si les bits évaluent à vrai et à faux à une date

identique, les di�érenes de délais entre bits peuvent être exploitées [264℄. De plus, grâe

à une autre tehnique (non doumentée), une autre équipe a également réussi (ave

suès quoiqu'ave de très nombreuses interations ave le système) une FSA sur une

implémentation DPL [322℄.

1.6.4 Conlusion

En fontion de leur sophistiation (et don de leur oût), les iruits implémentés

en DPL présentent une résistane de bonne à exellente aux attaques passives. Une

ontremesure DPL parfaite est à la fois dépourvue de glithes, de propagation antiipée,

a un routage équilibrée et des paires de �ls apaitivement déouplées entre elles. Toutes

es qualités peuvent être réunies simultanément, omme nous en avons fait le preuve

dans [175, 210℄. Par ailleurs, même ave un niveau de séurité inférieur (pour des raison de

ompromis séurité / oût), il est intéressant de noter que s'il subsiste une fuite, alors elle

ne onernera de toutes façons que quelques otets sensibles, si bien qu'un attaquant ne

sera pas en mesure de onlure une attaque. Le même raisonnement ne s'appliquerait pas

au masquage : si l'on sait monter une attaque d'ordre élevé (qui exploite la distribution

des masques), alors on retrouvera de façon onsistante tous les otets de lé.

Une autre propriété qui rend les DPL attrayantes par rapport au masquage est leur

immunité aux attaques atives. Certes, un attaquant plus puissant, qui maîtrise bien son

injetion, aura davantage de hane de réussir tout de même une attaque en injetion de

faute [471℄.

1.7 Résiliene

Comme illustré dans les setions préédentes, la séurité physique peut trouver ses

raines dans un matériel rendu robuste, indépendemment de son usage. Une alternative

est de relâher les ontraintes sur le matériel, et les reporter sur l'interfae. En interdi-

sant à l'utilisateur ertaines manipulations, des attaques peuvent être neutralisées. Nous

montrons ii omment résister :

� aux attaques en observation grâe à une mise à jour fréquente du seret,

� aux attaques en perturbation en empêhant l'attaquant de hoisir son lair, et

� aux attaques en déroutement grâe à un haînage protoolaire.

1.7.1 Résiliene ontre les attaques en observation

L'usage de serets éphémères permet de ontrer des attaques en observation d'un

seret sensé être onstant. Di�érentes tehniques de diversi�ation fréquente de lés ont

été proposées. Elles se reposent sur deux prinipes :
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� La reherhe dans un annuaire d'une lé préalulée (baptisé �Indexed Key Up-

date� [245℄, aka IKU) ;

� Le alul d'une lé dérivée dynamiquement (baptisé �Fresh-ReKeying� [304℄, aka

FRK).

Un inonvénient d'IKU est que le nombre de lés disponibles est �ni, ar prédéterminé

statiquement. De plus, il s'agit d'un protoole à état, qui néessite don de disposer de

mémoire non-volatile. De son �té, FRK peut idéalement générer toutes les lés admis-

sibles par l'algorithme sous-jaent, et e à la volée (la dérivation de la lé utilise une

none dynamique). Cependant, FRK peut être vitime d'une attaque sur l'algorithme

de dérivation de lé, qui lui utilise la lé serète. Toute la di�ulté est don d'inventer

des primitives légères (moins oûteuses que l'algorithme à protéger et rapides) pour la

dérivation de lé.

1.7.2 Résiliene ontre les attaques en perturbation

Les attaques en perturbation fontionnent généralement par omparaison, en ana-

lysant les di�érenes entre un ouple de ryptogrammes orret et fauté. Cei est vrai

évidemment pour des DFA, mais aussi de ertaines � safe errors � [477℄, en l'ourrene

elles où le résultat est sorti sans être testé. E�etivement, pour pouvoir déider si un

alul est orret ou non, il faut pouvoir disposer d'une référene. La résiliene ontre les

attaques en perturbation fontionne don de la façon suivante : on ne laisse jamais l'o-

asion à l'attaquant de prédire e qui s'est passé. Cette approhe s'appuie sur l'utilisation

d'aléa dès le début des protooles, ave omme règle d'or que la partie le plus faible om-

mene la transation. Il est possible de ombiner les tehniques de résiliene aux attaques

en observation et en perturbation ; 'est notamment le sujet de notre artile [209℄.

1.7.3 Résiliene ontre les attaques sur les protooles

Certains protooles onsistent en di�érentes étapes, qui permettent haune à un

utilisateur légitime de gagner des droits. Un exemple typique est une authenti�ation

mutuelle autorisant une étape d'éhange de seret permettant d'initier une ommunia-

tion on�dentielle. Les deux méthodes présentées dans les Se. 1.7.1 et 1.7.2 s'appliquent

à l'intérieur de haque phase, alors que la CM que nous reherhons dans ette setion

onerne l'intégrité du �ot d'exéution. Une voie d'attaque lassique est alors de sauter

une ou plusieurs étapes grâe à une injetion de faute, par exemple. Dans les implé-

mentations traditionnelles des protooles, les étapes sont indépendantes, e qui permet

e�etivement de gagner des privilèges indûment en ontournant des étapes.

Maintenant, la résiliene au niveau protoolaire onsiste à rendre les étapes à la fois

séquentielles mais en plus dépendantes de façon alulatoire les unes des autres [179℄.

Ainsi, en sauter une ou plusieurs n'apporte auun avantage à l'attaquant, ar une partie

d'un � état ryptographique � inonnu n'est pas disponible à l'attaquant. De e fait, le

déroulement du protoole est erroné si l'attaquant essaye de poursuivre malgré l'altération

de la séquene nominale des étapes.
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1.8 Conlusion et perspetives

Les ontremesures de masquage et de dissimulation permettent de rendre plus om-

pliquées les attaques sur les implémentations de hi�rement symétrique. Elles sont aussi

toutes deux aisément implémentables (et e de façon automatisable) dans des �ots ASIC

ou FPGA, ave, il est vrai, di�érents niveaux d'expertise requis selon la CM onernée.

Les limites du masquage s'étudient grâe à des outils de statistique, en analysant des

distributions de probabilités. L'outil maître pour évaluer les imperfetions des logiques

DPL est l'analyse stohastique, qui tente de modéliser des fuites ombinant plusieurs

bits. L'inonvénient du masquage est que les attaques sont struturelles : si une attaque

réussit sur une partie de la lé (un otet), alors a priori tous les autres otets sont de fa-

çon onsistante vulnérables à la même attaque. La situation est di�érente ave les DPL :

en as de problème d'implémentation, seuls les otets de lés impliqués dans les parties

déséquilibrées sont ompromis, et non toute la lé. Une façon enore moins oûteuse de

protéger les implémentations ryptographiques ontre les attaques physique est la rési-

liene. C'est dans l'usage de primitives a priori non protégées que l'on arrive à protéger

les serets. L'avantage des approhes résilientes est leur simpliité de mise en ÷uvre et

(idéalement), leur prouvabilité. L'inonvénient est que les ontraintes d'usage ne sont

souvent pas ompatibles ave les standards atuels. Ainsi, nous pensons que davantage

de reherhe dans e domaine pourrait globalement être pro�table à l'industrie de la

séurité de systèmes embarqués.

En termes de perspetives, il est important de souligner qu'il reste beauoup de pistes

d'amélioration. Quelques grands dé�s à relever sont listés i-après.

� Formaliser plus préisément les gains de séurité et les diminutions de fuite que l'on

peut obtenir en utilisant au mieux l'entropie de nombres aléatoires dédiés au mas-

quage (tehnique du leakage squeezing [279℄, fontion alpha [94, 282℄ ou masquage

du premier ordre parfait, restrition à un sous-ensemble des masques [332, 334℄),

et quanti�er les risques.

� Développer des méthodes automatisables de oneption guidée par la séurité, et

les outils (logiiels d'analyse de fuite et/ou d'inférene de modèle, et plateformes

expérimentales) de véri�ation assoiés. Dans le monde de la arte à pue, d'auuns

estiment

6

que le marhé est trop petit pour e type de ommodités ; mais en séurité

en général, il y a de la plae pour le développement de es méthodes.

� Mieux omparer les di�érentes options de protetions, dans un adre unique ou

au ontraire en exhibant une assoiation entre ondition d'usage et CM assoiée.

Un travail de omparaison entre masquage et DPL a déjà été initié dans [299℄.

Cependant ette analyse est basée sur des attaques et non des métriques de fuite,

et est heuristique ar réalisée sur des éhantillons de traes expérimentales (non

représentatives).

� Favoriser l'utilisation de méthodes formelles (aussi bien de la véri�ation de pro-

priétés que de la preuve de théorèmes) dans les �ots de oneption de omposants

6. Voir par exemple le post d'Éri Vétillard, daté du 30 septembre 2011, sur son blog en ligne :

http://javaard.vetilles.om/2011/09/30/my-last-day-at-trusted-logi/.
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de séurité [181℄.

� Permettre le relâhement des ontraintes pesant sur l'implémentation par di�é-

rentes voies (ryptographie légère, protooles dits � résilients � [206, 209, 179℄).

Étudier de telles solutions et les promouvoir omme des standards.

1.9 Annexe : notations et résultats fondamentaux

1.9.1 Notations

Les variables aléatoires sont notées en majusules (e.g. X) et leurs réalisations en

minusules (e.g. x), tandis que leur espae de dé�nition est représenté par une lettre

alligraphiée (e.g. X ). Par exemple, l'espae de dé�nition du bruit N est noté N , symbole

qui sert aussi à dé�nir la loi normale de variane µ et de variane σ2
: N ∼ N (µ, σ2).

Nous supposerons les variables aléatoires salaires. La probabilité d'une variable aléatoire

X en x ∈ X est notée P[X = x], ou simplement P[x] quand il est lair que l'on s'intéresse

à X.

1.9.1.1 Moments

Les deux premiers moments de X sont :

� Son espérane, notée E[X], est dé�nie omme

∑
x∈X x · P[X = x]. Si X n'est

pas disrète mais ontinue, alors E[X]
.
=
∫
x∈X x · P[X = x]dx, où ette fois-i

P[X = x] est la densité de probabilité de X. Dans les autres dé�nitions à venir,

nous ne faisons plus la di�érene entre es deux as : le leteur omprendra qu'il

faut interpréter l'expression omme une somme arithmétique si X est disrète ou

omme une intégrale ontinue autrement (typiquement quand un bruit gaussien est

ajouté à X), en fontion du ontexte.

� Sa variane, notée V[X], est un nombre réel positif

7

dé�ni omme :

V[X]
.
= E[(X − E[X])2] .

Proposition 1. V[X] = E[X2]− (E[X])2.
Cette propriété permet d'estimer une variane en ligne à l'aide de deux � au-

mulateurs �, qui somment respetivement le arré de tirages de x de X et les x
simplement.

Étant donnée une autre variable aléatoire Y , nous introduisons la nouvelle variable

aléatoire E[X | Y ]. Il s'agit d'une fontion de Y , qui prend la valeur

∑
x x · P[X = x |

Y = y] ave la probabilité P[Y = y] en y 8

.

Par la loi des espéranes totales, nous avons : E[E[X | Y ]] = E[X]. En e�et, E[E[X |
Y ]] =

∑
y P[Y = y] ·∑x x ·P[X = x | Y = y] =

∑
x x ·

∑
y P[Y = y] ·P[X = x | Y = y] =∑

x x ·
∑

y P[X = x ∧ Y = y] =
∑

x x · P[X = x] = E[X].

7. V[X] est homogène au arré de X ; ela signi�e que si X a omme unité u (e.g. u est un miro-volt,

i.e. u = µV ), alors V[X] s'exprime en unité u2
(e.g. u2 = µV 2

).

8. Cette dé�nition et ette notation sont usuelles, et notamment utilisées dans d'autres papiers,

omme [365, �3.3℄.
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De façon similaire à E[X | Y ], V[X | Y ] est dé�nie omme E[X2 | Y ]− (E[X | Y ])2. Il
s'agit d'une variable aléatoire, qui dépend de Y mais pas de X. On appelle lassiquement

les valeurs de ette variable aléatoire V[X | Y = y] les varianes onditionnelles en Y = y.
La variable aléatoire X peut être lassi�ée en fontion des valeurs prises par Y .
� On dé�nit la variane intra-lasses omme E[V[X | Y ]], alors que
� la variane inter-lasses se dé�nit omme V[E[X | Y ]].
Le théorème de l'analyse de variane énone que la variane totale se déompose

exatement en la somme des varianes intra- et inter-lasses. Formellement, ela signi�e

que :

Proposition 2. Analyse de variane. V[X] = E[V[X | Y ]] + V[E[X | Y ]].

Démonstration.

E[V[X | Y ]] + V[E[X | Y ]]

= E[E[X2 | Y ]− (E[X | Y ])2] + E[(E[X | Y ])2]− (E[E[X | Y ]])2

= E[E[X2 | Y ]]−✭✭✭✭✭✭✭❤❤❤❤❤❤❤E[(E[X | Y ])2] +✭✭✭✭✭✭✭❤❤❤❤❤❤❤E[(E[X | Y ])2]− (E[E[X | Y ]])2

= E[X2]− (E[X])2 = V[X] .

1.9.1.2 Entropies

L'entropie d'une variable aléatoire X est égale à H[X]
.
= −∑x∈X P[X = x]·log P[X =

x]. Par onvention, si pour un x ∈ X , P[X = x] = 0, alors P[X = x] · logP[X = x] = 0.
Cela orrespond à la valeur de limǫ−→0+ ǫ · log ǫ. De la base du logarithme dépend l'unité

de l'entropie. Lorsque la base :

� est e, on notera loge = ln (pour logarithme néperien, ou naturel) et l'on dira que

l'entropie s'exprime en nats ;

� est 2, on notera log2 et l'on dira que l'entropie est en bits (abréviation de binary

units, i.e. unités binaires).

Sauf indiation ontraire, toutes les entropies alulées dans e rapport sont données en

bits. Par la suite, on renontrera des termes

1
ln 2 d'ajustement pour les unités en bits ;

notons que

1
ln 2 = log2(e).

L'entropie onditionnelle de X sahant Y est égale à : H[X | Y ]
.
=
∑

y∈Y P[Y =
y] · H[X | Y = y]. Cette notion permet de dé�nir l'information mutuelle entre X et Y ,
omme : I[X;Y ]

.
= H[X] − H[X | Y ].

Ces notions sont reliées par di�érentes relations de onservation, représentées tradi-

tionnellement par un diagramme de Venn. Il est illustré dans la Fig. 1.16.

L'entropie roisée de deux variables aléatoires X et Y dé�nies sur le même domaine

Z se note H[X,Y ], et est dé�nie par : H[X,Y ]
.
= −∑z∈Z P[X = z] · log2 P[Y = z].

Cette notion est utile pour dé�nir une métrique qui quanti�e la dissemblane des

distributions de deux variables aléatoires X et Y , appelée divergene de Kullbak-Leibler
et notée DKL[X ‖ Y ]

.
=
∑

z∈Z P[X = z] · log2 P[X=z]
P[Y=z] . On a alors aussi : DKL[X ‖ Y ] =

H[X,Y ]− H[X].
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I[X ; Y ]H[X|Y ]

H[X ] H[Y ]H[X ∧ Y ]

H[Y |X ]

Figure 1.16 � Diagramme d'information de Venn.

1.9.2 Théorie de l'information ave des variables normales

Soit X une variable aléatoire normale de moyenne µ, de variane σ2
. On note X ∼

N (µ, σ2). La densité de probabilité de la variable aléatoire X au point x ∈ R est égale à

φµ,σ2(x) = 1√
2πσ2
· exp−1

2

(x−µ
σ

)2
. Ii, la fontion exponentielle est à omprendre en base

e ; 'est-à-dire que ∀ξ ∈ R, exp ξ = eξ.

1.9.2.1 Moments

Le moment d'ordre zéro d'une loi normale est égale à l'aire de sa densité de probabi-

lité :

∀(µ, σ),
∫

R

φµ,σ2(x)dx = 1 . (1.8)

In s'agit d'un résultat lassique, appelé ommunément intégrale de Gauss.

Pour évaluer le moment du premier ordre, il faut aluler :

∫

R

(x− µ)× φµ,σ2(x)dx =

∫

R

−σ2 ∂

∂x

(
−1

2

(
x− µ

σ

)2
)
× φµ,σ2(x)dx =

−σ2

∫

R

∂

∂x
φµ,σ2(x)dx =

−σ2
[
φµ,σ2(x)

]+∞

−∞
= 0 ,

d'où ∫

R

x× φµ,σ2(x)dx = µ . (1.9)

Maintenant, pour le moment du seond ordre, il s'agit d'utiliser une intégration par
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parties pour aluler :

∫

R

(x− µ)2 × φµ,σ2(x)dx =

−σ2

∫

R

(x− µ)︸ ︷︷ ︸
u

× ∂

∂x
φµ,σ2(x)

︸ ︷︷ ︸
v′

dx =

−σ2

✟✟✟✟✟✟[
u× v

]+∞

−∞
−−σ2

∫

R

u′ × v dx =

+σ2

∫

R

φµ,σ2(x)dx = σ2 ,

d'où

∫

R

x2 × φµ,σ2(x)dx = // Commentaire :

{
x2 = ((x− µ) + (µ))2

= (x− µ)2 + µ2 − 2µ × (x− µ)∫

R

(x− µ)2 × φµ,σ2(x)dx +

∫

R

µ2 × φµ,σ2(x)dx −

2µ

∫

R

(x− µ)× φµ,σ2(x)dx =

σ2 + µ2 − 2µ × 0 = σ2 + µ2 . (1.10)

1.9.2.2 Entropies

L'entropie (en bits) d'une gaussienne est :

−
∫

R

φµ,σ2(x) log2 φµ,σ2(x)dx =

− 1

ln 2

∫

R

φµ,σ2(x) ln
1√
2πσ2

exp−1

2

(
x− µ

σ

)2

dx =
// Commentaire :

// log2(x) =
ln(x)
ln(2)

− 1

ln 2
ln

1√
2πσ2

× 1− 1

ln 2

∫

R

φµ,σ2(x) ln exp−1

2

(
x− µ

σ

)2

dx = // On applique l'Eqn. (1.8)

1

2 ln 2
ln(2πσ2)− 1

ln 2

−1
2σ2
× σ2 = // On applique l'Eqn. (1.10)

1

2 ln 2

(
ln(2πσ2) + 1

)
= // Se souvenir que 1 = ln e

1

2 ln 2
ln(2πeσ2) =

1

2
log2(2πeσ

2) . (1.11)
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De manière plus générale, l'entropie roisée de deux gaussiennes vaut :

−
∫

R

φµ1,σ2
1
(x) log2 φµ2,σ2

2
(x)dx =

− 1

ln 2
ln

1√
2πσ2

2

× 1 +
1

ln 2
· 1

2σ2
2

∫

R

φµ1,σ2
1
(x) (x− µ2)

2
dx = // On applique l'Eqn. (1.8)

− 1

ln 2
ln

1√
2πσ2

2

+
1

ln 2
· 1

2σ2
2

∫

R

φµ1−µ2,σ2
1
(x)× x2 dx = // Changement de variable

1

2 ln 2
ln(2πσ2

2) +
1

ln 2

σ2
1 + (µ1 − µ2)

2

2σ2
2

= // On applique l'Eqn. (1.10)

1

2 ln 2

(
ln(2πσ2

2) +
σ2
1 + (µ1 − µ2)

2

σ2
2

)
. (1.12)

Et don, on dérive l'expression de la divergene de Kullbak-Leibler, omme la di�é-

rene entre Eqn. (1.12) et (1.11).

1.9.3 Analyse de variane ave bruit additif gaussien

1.9.3.1 Varianes inter- et intra-lasses ave bruit additif gaussien

Soit X une variable aléatoire disrète et N ∼ N (0, σ2) un bruit blan gaussien en-

tré. La variable aléatoire X + N suit désormais une loi que l'on appelle � mixture de

gaussiennes �.

Notre objetif est d'étudier la propriété 2 d'analyse de variane à la somme X + N
de deux réels, onditionnellement à Y .

Tout d'abord, il faut remarquer que la distribution P[X +N | Y = y] est le produit
de onvolution de la PMF P[X | Y = y] par la gaussienne N ∼ N (0, σ2). E�etivement,

∀z ∈ R,

P[X +N = z | Y = y] =

∫

R

P[X +N = z | Y = y ∧N = n] · P[N = n]dn

=

∫ +∞

−∞
P[X = z − n | Y = y] · φ0,σ2

(n)dn

=

∫ −∞

+∞
P[X = x | Y = y] · φ0,σ2

(z − x)× (−1)dx // x
.
= z − n

=

∫ +∞

−∞
P[X = x | Y = y] · φ0,σ2

(z − x)dx // X est disrète

=
∑

x∈X
P[X = x | Y = y] · φx,σ2

(z) .
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Ensuite, on alule d'une part :

E[X +N | Y = y] =

∫

R

z ×
∑

x∈X
P[X = x | Y = y] · φx,σ2

(z)dz

=
∑

x∈X
P[X = x | Y = y] ·

∫

R

z × φx,σ2
(z)dz // Cf. Eqn. (1.9)

=
∑

x∈X
P[X = x | Y = y] · x = E[X | Y = y] (1.13)

et d'autre part :

E[(X +N)2 | Y = y] =

∫

R

z2 ×
∑

x∈X
P[X = x | Y = y] · φx,σ2

(z)dz

=
∑

x∈X
P[X = x | Y = y] ·

∫

R

z2 × φx,σ2
(z)dz // Cf. Eqn. (1.10)

=
∑

x∈X
P[X = x | Y = y] · (x2 + σ2) = E[X2 | Y = y] + σ2 . (1.14)

Cei permet de montrer que le bruit n'impate pas la variane inter-lasses :

V[E[X +N | Y ]] =
∑

y∈Y
P[y] · (E[X +N | Y = y])2 −


∑

y∈Y
P[y] · E[X +N | Y = y]




2

=
∑

y∈Y
P[y] · (E[X | Y = y])2 −


∑

y∈Y
P[y] · E[X | Y = y]




2

// Cf. Eqn. (1.13)

= V[E[X | Y ]] , (1.15)

mais ajoute sa variane propre à la variane intra-lasses :

E[V[X +N | Y ]] =
∑

y∈Y
P[Y = y] · V[X +N | Y = y]

=
∑

y∈Y
P[Y = y] ·

(
V[X | Y = y] + σ2

)
// Cf. Eqn. (1.14)

= E[V[X | Y ]] +

✚
✚
✚
✚

∑

y∈Y
P[y] · σ2 = E[V[X | Y ]] + σ2 . (1.16)

Ainsi, on obtient la déomposition de la variane suivante :

V[E[X +N | Y ]]︸ ︷︷ ︸
variane inter-lasses

+ E[V[X +N | Y ]]︸ ︷︷ ︸
variane intra-lasses

= V[E[X | Y ]] + E[V[X | Y ]] + σ2 = V[X] + V[N ]︸ ︷︷ ︸
variane totale

. (1.17)
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1.9.3.2 Théorie de l'information ave bruit additif gaussien

Pour les aluls de théorie de l'information, nous ajoutons une ontrainte par rapport

à la Se. 1.9.3.1. En plus de l'� hypothèse gaussienne �, qui stipule que le bruit suit une

loi normale, nous supposons que l'on peut approximer les distributions (qui sont des

mixtures de gaussiennes) par une unique gaussienne. Un ritère usuel pour la hoix de

ette gaussienne est de retenir elle qui minimise la divergene de Kullbak-Leibler ave

la vraie distribution [389℄. Il s'avère qu'il s'agit de la gaussienne de même moyenne et

variane que elles de distribution d'origine. On quali�e don l'approximation de fusion

ave préservation des moments d'ordres un et deux (en anglais : moment-preserving

merge). Nous avons quali�é ette approhe d'� approximation gaussienne � (voir notre

présentation pionnière dans [278℄).

Les distributions X, X | Y = y d'une part et N d'autre part étant indépendantes,

dans la somme X +N , les moyennes et les varianes s'ajoutent simplement. Cei a aussi

été démontré dans les Eqn. (1.15) et (1.16). Voilà ainsi les lois intéressantes :

� X +N ∼ N (µ
tot

, σ2
tot

+ σ2), et
� ∀y ∈ Y,X +N | Y = y ∼ N (µy, σ

2
y + σ2).

Pour rendre les équations ompates, nous avons introduit les notations suivantes :

� µ
tot

.
= E[X], σ2

tot

.
= V[X] et leur pendant onditionnel en y ∈ Y, à savoir

� µy
.
= E[X | Y = y], σ2

y
.
= V[X | Y = y].

Sous ette hypothèse, le alul de l'information mutuelle peut être onduit de façon

analytique [278℄, en utilisant le résultat de l'Eqn. (1.11).

I[X +N ;Y ] = H[X +N ]−
∑

y∈Y
P[y] · H[X +N | Y = y]

=
1

2
log2

✟✟2πe (σ2
tot

+ σ2)
∏

y∈Y✘✘✘✘✘✘
(2πe)P[Y =y] (σ2

y + σ2)P[Y=y]

= −1

2

∑

y∈Y
P[y] · log2

σ2
y + σ2

σ2
tot

+ σ2
. (1.18)

On peut noter que le même résultat aurait pu être obtenu en utilisant la formulation de
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Table 1.3 � Métriques sur des variables aléatoires gaussiennes.

E[X] µ1 Cf. Eqn. (1.9)

V[X] σ2
1

Soustration de Eqn. (1.10)

et du arré de Eqn. (1.9)

H[X] 1
2 log2

(
2πeσ2

1

)
Cf. Eqn. (1.11)

DKL[X ‖ Y ] 1
2 ln 2

(
(µ1−µ2)2+σ2

1

σ2
2

− 1− ln
σ2
1

σ2
2

)
Soustration de Eqn. (1.12)

et de Eqn. (1.11)

l'information mutuelle omme une espérane d'une divergene de Kullbak-Leibler, i.e.

I[X +N ;Y ] = E[DKL[X +N | Y ‖ X +N ]] // Cf. ligne 3 du Tab. 1.3

=
∑

y∈Y

1

2 ln 2
P[y] ·

(
(µy − µ

tot

)2 + (σ2
y + σ2)

(σ2
tot

+ σ2)
− 1− ln

σ2
y + σ2

σ2
tot

+ σ2

)

=
1

2 ln 2

1

σ2
tot

+ σ2




∑

y∈Y
P[y] · (µy − µ

tot

)2

︸ ︷︷ ︸
=V[E[X+N |Y ]]

+
∑

y∈Y
P[y] ·

(
σ2
y + σ2

)

︸ ︷︷ ︸
=E[V[X+N |Y ]]




+
1

2 ln 2


−1−

∑

y∈Y
P[y] · ln

σ2
y + σ2

σ2
tot

+ σ2




=

✘✘✘✘✘✘✘✘✘✘✘✘✘
1

2 ln 2

1

σ2
tot

+ σ2

(
σ2
tot

+ σ2
)
−
�
�
�1

2 ln 2
− 1

2 ln 2

∑

y∈Y
P[y] · ln

σ2
y + σ2

σ2
tot

+ σ2
,

expression qui est bien identique à l'Eqn. (1.18).

1.9.3.3 Conlusion

SoientX et Y deux variables aléatoires gaussiennes,X ∼ N (µ1, σ
2
1) et Y ∼ N (µ2, σ

2
2).

Alors, les deux premiers moments et les grandeurs de la théorie de l'information (en bits)

sont résumés dans Tab. 1.3.
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Chapitre 2

Curriulum vitæ et publiations

2.1 État ivil

Sylvain Guilley, né le 23 novembre 1977 à Strasbourg. Ingénieur en hef des mines.

PACSé à Charlotte Baratin, un enfant (Enguerrand).

2.2 Expériene professionnelle

2008� Maître de onférenes à TELECOM-ParisTeh. Ativités de reherhe, enseigne-

ment et valorisation en életronique de on�ane.

2002�2008 Chargé d'enseignement et de reherhes à l'ENST. Membre élu de la ommission

de la reherhe de l'ENST. Création d'un laboratoire spéialisé dans l'évaluation de

systèmes életroniques. Mise en plae des attaques SPA, DPA, template, MIA, EMA

et DFA. Responsable du projet struturant GET �trusted omputing platform�.

Fabriation de 7 ASICs ryptographiques (4 en tehnologie 130 nm et 3 en 65 nm) :

2001 Conepteur életronique à STMiroeletronis, San Diego, CA, USA (stage : 6

mois). Coneption et réalisation d'un modem UMTS-FDD pour le standard 3GPP.

2000 Cherheur au entre IBM T. J. Watson, Yorktown, NY, USA. Développement d'un

proédé de photo-lithographi à 153 nm (stage : 5 mois).

1999 Aide humanitaire dans l'organisation CISED, Bolivie. Création d'un système d'eau

potable dans une ommunauté Quehua de l'Altiplano (stage : 1 mois).

1997 O�ier en harge des opérations, dans la frégate lane-missile Duquesne D603.

Exeries dans le bassin méditerranéen et l'oéan Atlantique (servie militaire : 1

an).

1996 Stagiaire dans le laboratoire de himie supra-moléulaire du Professeur Jean-Marie

Lehn, Strasbourg. Synthèse d'un héliate (stage : 1 mois).
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2.3 A�liations, prix et distintions

� Membre des soiétés savantes IEEE et IACR, et membre sénior du lub CryptArhi.

� � Best paper award � pour l'artile �Leakage Squeezing Countermeaure Against

High-Order Attaks� présenté au inquième � international Workshop in Informa-

tion Seurity and Pratie (WISTP 2011) �.

� Finaliste du prix ASTI de thèse 2009.

� Médaille de bronze de la défense nationale, agrafe � bâtiments de ombat � (1998).

� Brevet militaire de parahutisme Français, n

◦
633966, délivré le 29/07/1998 par le

Colonel Leroy, ommandant l'ETAP (Éole des Troupes Aéroportées de Pau).

2.4 Formation

2002�2007 Thèse de dotorat, intitulée �Contremesures géométriques aux attaques sur les a-

naux ahés�, dirigée par Renaud Paalet et soutenue le 10 janvier 2007. Mention

très honorable ave les féliitations du jury.

2001�2002 Dipl�me d'Études Approfondies (DEA) en physique quantique (Paris-6 /ENS, La-
boratoire Kastler-Brossel). Mention bien.

2000�2002 Études d'ingénieur à l'ENST (maintenant TELECOM-ParisTeh).

1997�2000 Études d'ingénieur à l'éole polytehnique.

2.5 Enadrement sienti�que

2.5.1 Jury de thèses de dotorat

1. François-Xavier Aranda (27 septembre 2012), examinateur

→ Sujet : �M.A.R.I.S.E. � Méthode Automatisée de Rétro-Ingénierie sur Système

Embarqué �.

→ Poste depuis la thèse : � Thales CEACI (CESTI � matériel � de Toulouse),

Frane �.

2. Maxime Nassar (9 mars 2012), o-direteur

→ Sujet : � Low-ost Countermeasures against Physial Attaks on Symmetrial

and Asymmetrial Cryptography implemented on Altera FPGAs �.

→ Poste depuis la thèse : � BULL Trustway, Frane �.

3. Olivier Meynard (18 janvier 2012), o-direteur

→ Sujet : � Caratérisation et utilisation du rayonnement életromagnétique pour

l'attaque de omposants ryptographiques �.

→ Poste depuis la thèse : � Ministère de la défense, Frane �.

4. Shivam Bhasin (14 déembre 2011), examinateur

→ Sujet : � Contre-mesures au niveau logique pour séuriser les arhitetures de

rypto-proesseurs dans les FPGA �.

→ Poste depuis la thèse : � Post-dotorat, TELECOM-ParisTeh, Frane �.
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5. Aziz Elaabid (7 déembre 2011), o-enadrant

→ Sujet : � Attaques par anaux ahés : expérimentations avanées sur les at-

taques templates �.

→ Poste depuis la thèse : � ATER, Université Paris 8, Frane �.

6. Youssef Souissi (6 déembre 2011), o-direteur

→ Sujet : � Méthodes optimisant l'analyse des rypto-proesseurs sur les anaux

ahés �.

→ Poste depuis la thèse : � Post-dotorat, TELECOM-ParisTeh, Frane �.

7. Nidhal Selmane (13 déembre 2010), o-direteur

→ Sujet : � Global and loal Fault attaks on AES ryptoproessor : Implem-

entation and Countermeasures (online) �.

→ Postes : après la thèse � Nétheos, Frane �, atuel � BULL, Frane �.

8. Laurent Sauvage (3 septembre 2010), direteur

→ Sujet : � Cartographie életromagnétique pour la ryptanalyse physique (on-

line) �.

→ Poste depuis la thèse : � Ingénieur de reherhe, TELECOM-ParisTeh, Frane. �.

9. Vitor Lomné (7 juillet 2010), examinateur

→ Sujet : � Power and Eletro-Magneti Side-Channel Attaks : threats and oun-

termeasures (online) �.

→ Poste depuis la thèse : � ANSSI, Frane �.

10. Sumanta Chaudhuri (15 mai 2009), o-direteur

→ Sujet : � Asynhronous FPGA Arhitetures for Cryptographi Appliations

(online) �.

→ Postes : après la thèse � Post-dotorat, IEF, Frane �, atuel � Imperial College,

London, UK �.

2.5.2 Enadrements de dotorants

J'enadre atuellement :

1. Pablo Rauzy (2012 � )

2. Annelie Heuser (2012 � )

3. Houssem Maghrebi (2009 � )

Les dotorants que j'ai enadrés par le passé sont listés dans la setion préédente

(� 2.5.1).

2.5.3 Enadrements de stages de M2 et aniens DEAs (liste partielle)

� Qi Zhou : �Évaluation du masquage aléatoire omme ontre-mesure aux attaques

de anaux auxiliaires de FPGA implémentant de la ryptographie�, LIP6 (2008).

� Zhiguo Song : �Caratérisation du pro�l de onsommation d'un miro-proesseur�,

LIP6 (2007).
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� Korinna Lenz (Diplomarbeit) : �Di�erential Power Analysis Attak Against a Soft-

ware Implementation of DES�, Deutshe Telekom AG & University of Applied

Sienes Leipzig, Germany (2006).

� Maxene Batiste : �Pilotage d'une expériene de ryptographie quantique par une

arte FPGA�, (2006).

� Viet Hung Pham : �Réalisation d'un logiiel de téléphonie sur IP séurisé quanti-

quement�, (2006).

� Saya de León Seta : �Spéi�ation et oneption d'un FPGA asynhrone�, ENSTA

(2005).

2.6 Enseignement

� Cours à TELECOM-ParisTeh :

� Création de l'unité d'enseignement ELECINF359 (Séurité des Systèmes Embar-

qués) :

� Cinq ours magistraux sur les algorithmes AES & DES, les attaques DPA &

DFA, et la rétrooneption (RE) ; ours donnés annuellement depuis 2005.

� Tron ommun ENI (Életronique Numérique Intégrée) :

� Enadrement d'un groupe d'élèves (une petite lasse) en travaux dirigés et en

travaux dirigés ; une vingtaine de tranhes horaires données en 2004, 2005 et

2006.

� Formation ontinue :

� Séurité des Systèmes Embarqués : une journée de ours, donnée en 2006 (21

mai), 2007 (27 septembre), 2008 (9 juin), 2009 (25 mai), 2010 (17 mai et 16

novembre) et 2011 (10 mai, 15 novembre et 15 déembre).

� Coneption ASIC : une journée de ours, donnée en 2006.

� Coneption Verilog : une journée de ours, donnée en 2006.

� Cours à Supéle Rennes :

� Trois heures et demie de ours sur les ontremesures aux attaques physiques de

omposants dans le adre du module de formation ontinue ER10 (�Con�den-

tialité et séurité des informations dans les systèmes életroniques numériques

intégrés�, juin 2012).

� Cours à l'Éole Nationale Supérieure des Mines de Saint-Étienne :

� Master international SISA (Seurity of Integrated Systems & Appliations),

trois jours de ours et de travaux dirigés (tous deux en langue anglaise), donnés

en 2008.

� Cours à l'Université Paris VI :

� Master LIP6/ASIM. Le langage Verilog : deux demi-journées, en 2005.
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2.7 Impliation sienti�que

2.7.1 Présidenes de omités de programme de onférenes

� SPACE 2013, ave Debdeep Mukhopadhyay et Benedikt Gierlihs,

� FDTC 2011, ave Junko Takahashi,

� JNRDM 2005.

2.7.2 Servie dans des omités de programme de onférenes

1. FPS 2013 (International Symposium On Fundations & Pratie of Seurity) ;

Sponsor : Springer LNCS.

2. HOST 2008�2013 (Hardware-Oriented Seurity and Trust) ;

Sponsors : TTTC, IEEE Computer Soiety, IEEE Seurity and Privay.

3. COSADE 2013 (International workshop on Construtive Side-Channel Analysis

and Seure Design) ;

Sponsor : IACR (International Assoiation for Cryptologi Researh).

4. ICISTM 2012�2013 (International Conferene on Information Systems, Tehno-

logy & Management) ;

Sponsor : Grenoble éole de management, MDI Gurgaon, University of Florida ;

ates Springer CCIS.

5. ReConFig 2008�2012 (International Conferene on ReConFigurable Computing

and FPGAs) ;

Sponsor : the IEEE Computer Soiety.

6. FDTC 2009�2012 (Fault Diagnosis and Tolerane in Cryptography) ;

Sponsor : the IEEE Computer Soiety.

7. CHES 2012 (Workshop on Cryptographi Hardware and Embedded Systems) ;

Sponsor : IACR (International Assoiation for Cryptologi Researh).

8. RAW 2012 (Reon�gurable Arhitetures Workshop) ;

Sponsor : the IEEE Computer Soiety.

9. HASP 2012 (Workshop on Hardware and Arhitetural Support for Seurity and

Privay) ;

Sponsor : IEEE.

10. PHISIC 2013 and PHISIC 2011 (Pratial Hardware Innovations in Seurity

Implementation & Charaterisation) ;

Sponsor : le p�le de ompétitivité SCS (Solutions Communiantes Séurisées, région

PACA).

11. CARDIS 2011 (Smart Card Researh and Advaned Appliation Conferene) ;

Sponsor : Springer LNCS.

12. DATE 2008�2010 (Design Automation and Test in Europe) ;

Sponsors : the European Design and Automation Assoiation, the EDA Consortium,

the IEEE Counil on EDA, ECSI, ACM-SIGDA et RAS.
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2.7.3 Évaluation de soumissions de pairs (i.e. �sub-reviews�)

1. le journal COMPJ (The Computer Journal), Oxford University Press, The British

Computer Soiety,

2. le journal Applied Mathematis & Information Sienes,

3. le journal TCAS1 (IEEE Transations on Ciruits and Systems I),

4. le journal INS (Information Sienes, Elsevier),

5. le journal TC (IEEE Transations on Computers),

6. le journal JSS (Journal of Systems and Software, Elsevier),

7. le journal TIFS (IEEE Transations on Information Forensis & Seurity),

8. le journal TSI (Tehnique et Siene Informatiques, Hermes Siene),

9. le journal IET-CDT (IET Computers & Digital Tehniques),

10. le journal TVLSI (IEEE Transations on Very Large Sale Integration (VLSI)

Systems),

11. le journal TECS (ACM Transations on Embedded Computing Systems),

12. le journal TRETS (ACM Transations on Reon�gurable Tehnology and Sys-

tems),

13. le journal PIEEE (Proeedings of the IEEE),

14. le journal JCEN (Journal of Cryptographi Engineering, Springer),

15. le journal Integration (the VLSI Journal, Elsevier),

16. la onférene COSADE 2012 (Third International Workshop on Construtive

Side-Channel Analysis and Seure Design),

17. la onféreneASIACRYPT 2010 (Annual International Conferene on the Theory

and Appliation of Cryptology and Information Seurity),

18. la onférene ICT 2010 (Information and Coding Theory),

19. la onférene ICECS 2009 (International Conferene on Eletronis, Ciruits, and

Systems),

20. la onférene ACNS 2009 (International Conferene on Applied Cryptography

and Network Seurity),

21. la onférene InsCrypt 2008 (International Conferenes on Information Seurity

and Cryptology),

22. la onférene SAC 2008 (Seleted Areas in Cryptography),

23. la onférene CARDIS 2008 (Smart Card Researh and Advaned Appliation

Conferene),

24. les onférenes CHES (Cryptographi Hardware and Embedded Systems � IACR),

2007, 2008, 2009 et 2010,

25. la onférene FSE 2007 (Fast Software Enryption) et

26. la session �hardware seurity� de la onférene DATE (Design, Automation an

Test in Europe).
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2.7.4 Présidenes de sessions en onférenes

� NIAT 2011 ;

� Cryptarhi 2011 ;

� WISTP 2011 ;

� FDTC 2010, 2012 ;

� COSADE 2010.

2.7.5 Expertises

J'ai été solliité omme expert pour l'agene nationale de la reherhe (ANR) :

� Programme �Ingénierie Numérique et Séurité� (INS), 2012 ;

� Programme �Réseaux du Futur et Servies� (VERSO), 2009 ;

� Programme �Arhitetures du futur� (ARFU), 2007.

En 2012, j'ai notamment expertisé à mi-parours les projets VERSO 2009 suivants :

ARSSO, BEST, ViPEER, KIDPOCKET, METAVEST, ECLIPSES et THID.

2.7.6 Conours international de DPA, le � DPA ontest �

Ce onours a été lané en 2008 ave Laurent Sauvage et Florent Flament. Depuis

le début, je partiipe à son organisation annuelle. Dans la première édition, il s'agissait

d'évaluer les attaques les plus rapides. Le nombre impressionnant de partiipants (plus

d'une vingtaine) a justi�é la tenue d'une session plénière lors de CHES 2009. La seonde

version du onours a béné�ié de l'aide de Guillaume Du, qui hapeaute désormais l'or-

ganisation de toutes les éditions. Cette fois-i, le onours utilisait di�érentes métriques

pour aratériser les attaques soumises. L'engouement a aussi motivé une session spé-

iale, ette fois-i à COSADE 2011. La troisième version a été lanée en 2011 : elle vise à

aratériser les meilleures méthodes d'aquisition de signaux ompromettants. Un point

informel a été donné pendant les rump sessions de CHES 2011 et CHES 2012. L'AIST

japonaise a ontribué à l'organisation. Le lanement d'une quatrième version est prévu

pour début 2012 [114℄.

Les données (traes ou programmes) du DPA ontest ont été utilisées par de nombreux

herheurs, aussi bien dans le monde aadémique que dans elui de la vulgarisation (voir

l'artile �Attaques par anaux auxiliaires� intitulé � If it leaks, we an kill it �, de Rémy

Daudigny, dans le H.S. #5 de la revue MISC).

2.8 Publiations

Un résumé de mes travaux publiés se trouve dans le tableau 2.1. Ceux-i m'attribuent

un H-index de 9 (d'après le servie de base de donnée Sopus de l'éditeur Elsevier).
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Table 2.1 � Résumé des travaux publiés.

Type de publiation Nombre & Référenes

Journaux 13 . . . [38, 119, 397, 410, 402, 210, 101, 399, 175, 187,

195, 203, 150℄

Brevets 10 . . . . . [179, 181, 178, 94, 177, 98, 183, 93, 100, 105℄

Dép�ts de logiiels 5 . . . . . . . . . . . . . . . . . . . . . . . . . . [102, 163, 223, 185, 184℄

Chapitres de livres 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [104, 176, 95℄

Conférenes ave ates 81 [108, 36, 325, 66, 285, 56, 58, 82, 273, 284, 394, 427,

324, 182, 334, 423, 282, 42, 332, 109, 424, 425, 393,

310, 278, 209, 351, 197, 280, 199, 314, 80, 396, 431,

37, 315, 3, 215, 281, 206, 400, 118, 426, 429, 39, 311,

331, 171, 401, 33, 97, 274, 411, 43, 395, 235, 186, 29,

242, 205, 208, 204, 172, 75, 173, 412, 72, 73, 76, 30,

70, 99, 222, 196, 476, 117, 71, 191, 190, 194, 193℄

Conférenes sans ates 33 . [59, 169, 114, 168, 107, 41, 166, 92, 40, 428, 110,

120, 35, 198, 312, 115, 164, 201, 275, 333, 200, 127,

31, 211, 213, 103, 482, 153, 126, 349, 157, 158, 155℄

Séminaires informels 12 . . . [167, 202, 313, 32, 165, 212, 214, 180, 170, 161,

159, 160℄

Rapports 6 . . . . . . . . . . . . . . . . . . . . . . . . . [276, 74, 77, 221, 2, 156℄

Thèses (PhD & MS) 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . [162, 154℄
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2.9 Vulgarisation

J'ai ontribué à faire onnaître la disipline au travers de diverses ations de vulgari-

sation, notamment en érivant des ommuniqués de presse, repris par di�érents médias.

1. Presse loale de Nara, Kansai, Japon, suite aux présentations poster de

CHES 2011. Voir Fig. 2.1.

2. �Piratage de artes à pues : DPA Contest�, Data Seurity Breah, magazine

d'atualité liée au yberrime, pirates, hakers et séurité de nos données sur In-

ternet, 1er février 2012. Voir Fig. 2.2.

3. �L'Institut Téléom lane une o�ensive ontre le piratage des artes à pues�, Le

Magazine de la Séurité Informatique, Otobre 2011. Voir Fig. 2.3.

4. �Un onours international de ryptologie, organisé par l'Institut Téléom, pour

aider à parer aux attaques sur les artes à pue�, Le Magazine de la Séurité

Informatique, Septembre 2009. Voir Fig. 2.4.

5. �SeLib renfore la séurité des iruits ryptographiques�, l'Atelier BNP Pari-

bas, déembre 2008. Voir Fig. 2.5.

6. �L'Institut TELECOM dévoile ses iruits ryptographiques les plus robustes�,

ommuniqué de presse, 11/12/2008. Voir Fig. 2.6.

7. �Création de masters et de masters professionnels�, 01Informatique, août 2006.

Voir Fig. 2.7.

8. �Bouhons anti-fuites pour iruits életroniques�, enart dans le numéro �Spéial

40 ans� de 01Informatique, 16 juin 2006, numéro 1864, page 104. Voir Fig. 2.8.

9. �Point de vue sur la gestion des droits numériques�, TELECOMEDIA numéro

14, mai-août 2003. Voir Fig. 2.9.

2.10 Projets de reherhe ollaboratifs

J'ai ontribué à la rédation des annexes sienti�ques des projets de reherhe olla-

borative suivants :

� PISCO, Plateforme d'Intégration de Servies de Con�ane, projet FUI (AAP

n

◦
14), ave BULL S.A.S., Bertin Tehnologies, CASSIDIAN S.A.S., CS Com-

muniation et Systèmes, S.A.R.L. Serpikom, Cryptolog International, SafeRiver,

Oppida, CEA LIST, TELECOM-ParisTeh et INRIA.

� HOMER, Hardware TrOjans, MEnaes et Robustesses des iruits intEgrés, projet

FUI (AAP n

◦
14), ave CASSIDIAN CyberSeurity, Gemalto, Seure-IC, ANSSI,

ARMINES, CEA-LETI, LIRMM, TELECOM-ParisTeh.

� PEARL, Platform for Embedded Appliation with high Robustness Level, pro-

jet ITEA-2, ave Cassidian, Bull, Morpho, Seure-IC, Cteh, TWT, Bosh, Ifak,

Seure-IC.
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Figure 2.1 � Presse loale de Nara, Japon, suite aux présentations poster de CHES 2011.
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Figure 2.2 � Publiation du 1er février 2012, dans http://dataseuritybreah.fr/.
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Figure 2.3 � Mag. Seurs, otobre 2011.
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Figure 2.4 � Mag. Seurs, septembre 2009.
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SecLib renforce la sécurité des circuits cryptographiques
Par L'Atelier BNP Paribas - Paris - 26/12/2008 - 15h05

Développée par l'Institut Telecom, cette technologie rend les cartes à puce et autres terminaux électroniques
portables aussi immunes que possible aux assauts des cybercriminels.

Retrait d'espèces, passage à un portique de transports en commun ou identification par le biais de sa cart e
Vitale sont autant d'actes quotidiens qui font intervenir des circuits cryptographiques (clés mathématiques)
nécessaires à la sécurisation des données. Problème : ces circuits doivent être protégés contre les attaques
"physiques" qui tirent parti de l’information véhiculée par le courant électrique et le rayonnement
électromagnétique qu’il émet. L'institut Télécom a donc mis au point un système de contre-mesure visant 

Sécurisation des données
Selon l'institut Télécom, l'attaque, en nombre de mesures à effectuer, pour éventuellement mettre à mal 
SecLib est en effet d'au moins trois cent cinquante fois supérieure. Le système dit de "parades à
l'introspection maligne" mis en œuvre par SecLib combine une logique de calcul à activité constante avec une
complète symétrisation des chemins de données. Ses inventeurs expliquent par ailleurs qu'un so in
particulier a été apporté à l'équilibrage de l'apport d'énergie et à l'isolation électrique des signaux contre la 
diaphonie. Ce qui permet de fournir la meilleure résistance possible contre les attaques de l'état de l'art. Pour
mettre au point ce système, l'institut Télécom s'est associé pendant cinq ans avec le fabricant de circu its
intégrés Franco-Italien STMicroelectronics.

Des algorithmes mathématiquement robustes
C'est ainsi que la logique SecLib a pu être validée sous diverses formes dans les circuits durcis de la famille
"SecMat" (Securité du Matériel) ASIC en technologie 130 nanomètres. Pour mémoire, même si  les 
algorithmes utilisés sont mathématiquement robustes, il est possible de compromettre la sécurité d’un circuit
cryptographique en espionnant son fonctionnement interne à l’aide de matériel de laboratoire (sondes de 
courant, antennes, oscilloscopes, etc.). A noter enfin : quatre chercheurs de Télécom ParisTech se sont
rassemblés pour créer Secure-IC. Cette spin-off a pour objectif de fournir des services aux grandes 
entreprises de la Défense afin de protéger, au-delà des cartes à puces, tous les circuits à "haute performance"
contre des menaces similaires.

URL source: http://atelierlabs.fr/fr/articles/seclib-renforce-securite-circuits-cryptographiques

Figure 2.5 � Annone sur la logique �SeLib�, par l'Atelier BNP Paribas.
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Figure 2.6 � Communiqué de presse de l'Institut Téléom au sujet de SeMat V3.
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Figure 2.7 � Magazine 01Informatique, août 2006.

Figure 2.8 � Magazine 01Informatique, juin 2006.
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Point de vue sur…
la gestion des droits numériques

Le terme de "société de l'information" est aujourd'hui entré
dans le vocabulaire courant. On sait que l'informatique per-
met d'améliorer et d'automatiser beaucoup de services tradi-
tionnellement laborieux. Néanmoins, il est délicat de dire
dans quelle mesure nous appartenons à la société de l'infor-
mation. Celle-ci connaîtra réellement son essor quand les
biens numériques seront commercialisés sur un marché
"numérique" à définir. Deux types d'acteurs se penchent sur la
question de la création d'un marché numérique.

D'un côté, les industriels proposent des solutions techniques
pour les droits sur les biens numériques (DRM, Digital Rights
Management). De l'autre côté, la Commission européenne [1]
travaille sur les aspects juridiques visant à assurer une juste
répartition de la valeur ajoutée.

Cet article apporte un point de vue critique sur la stratégie
marketing des industriels qui vendront les technologies DRM
au grand public et sur la perception des enjeux des DRM par
la Commission européenne (lire cette partie sur
www.enst.fr/interne/telecomedia).

Vers des restrictions d'usage…
La société de l'information est un univers virtuel où les fichiers
sont copiables et distribuables à un coût pratiquement nul.
Cette vertu, qui constitue l'extraordinaire potentiel de l'ère
numérique, est néanmoins un obstacle à la commercialisation
des biens numériques, comme les contenus multimédias ou les
logiciels. En effet, tout bien numérique est vendu assorti de
droits limitant son utilisation conformément au contrat de
vente. Tout comme il est interdit de copier un film loué sur
DVD, il est raisonnable de penser qu'un bien numérique
vendu depuis Internet soit lui aussi interdit de copie.

Le but des DRM est d'implémenter ces restrictions d'usage. Ils
nécessitent des moyens techniques garantissant que les biens
numériques sont utilisés conformément à leurs droits. Les
industriels proposent une plate-forme matérielle sécurisée
("trusted computing" [2] ou TCPA) qui est garante de la
bonne utilisation des biens numériques. Celle-ci est capable
d'évaluer son environnement et de sauvegarder ses mesures de
manière sécurisée. Couplé à un système d'exploitation lui

aussi sécurisé (comme Windows associé à Palladium [3]),
TCPA peut empêcher l'exécution de logiciels pressentis
comme ne respectant pas les DRM. Il est alors impossible de
lancer un logiciel pirate ou de sauvegarder un film acheté
pour une seule visualisation.

Les DRM permettent donc d'instaurer un marché des biens
numériques dépourvu de fraude et de proposer de nouvelles
habitudes de consommation répondant à de nouveaux
besoins.

... et une perte de pouvoir de chacun sur
ses données
Cependant, les DRM impliquent une perte de pouvoir des
utilisateurs sur leur ordinateur personnel (PC) et sur "leurs"
données. Anticipant un rejet de principe du grand public, le
consortium TCPA avance donc un autre argument de 
promotion; c'est le gain de sécurité apporté par TCPA qui est
mis en avant.

Mais l'argument est fallacieux : si TCPA sert en effet à sécu-
riser le marché des biens numériques, il n'accroît nullement
la sécurité de l'utilisateur particulier. Les problèmes de sécu-
rité que celui-ci rencontre, virus, bug ou spam, ne peuvent
pas être résolus par TCPA. Affirmer que TCPA sécurise la
société de l'information est donc un artifice marketing pour
faire entrer, peut-être à son insu mais avec son assentiment
(car qui oserait refuser la sécurité ?), le consommateur dans le
marché numérique.
D'un point de vue éthique, cette stratégie marketing a deux
effets pervers. Elle contribue à désinformer davantage le
grand public sur les réels enjeux de la sécurité, ce qui conduit
à la fragilisation de la sécurité de la société de l'information.
Mais surtout elle attribue à tort à la société de l'information
une connotation négative : celle-ci est décrite comme un lieu
de non-droit où le seul moyen d'assurer sa sécurité est de 
s'abriter dans la forteresse de son PC.

Sylvain Guilley

[1] Directive 97/0359 sur le droit d'auteur et les droits voisins dans la société de 
l'information - [2] http://www.trustedcomputing.org - [3] Communiqué de Microsoft
sur Palladium (renommé "Next-Generation Secure Computing Base") :
http://www.microsoft.com/presspass/features/2002/jul02/0724palladiumwp.asp

DRM : droits d'utilisation d'un bien numérique. Il s'agit d'une méta-information qui accompagne ce bien. La confiance dans le futur marché numérique nécessi-
te le respect des DRM. Ceux-ci doivent donc être sécurisés afin de prévenir le piratage. Chez le consommateur, quiconque possédant un PC relié à Internet, la sécu-
rité des DRM dépend de celle des autres couches : matérielle (processeur) et système d'exploitation (OS). TCPA [2] : standard d'architecture matérielle sécurisée s'ap-
puyant sur des techniques cryptographiques. Palladium ou NGSCB [3] est un module de l'OS Windows de Microsoft en charge d'assurer la continuité de la 
sécurité du matériel jusqu'aux applications.

PAGE 6

Figure 2.9 � Revue TELECOMEDIA, enart sur les droits de gestion numérique.
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� TOISE, Trusted Computing for European Embedded Systems, projet ENIAC-2010-

1, ave Thales, Gemalto, EADS, Cassidian, TST, CNM, ST, EAB, Magillem, DEA,

Azom, numonyx, BICOCCA, Proton, ICCS, Politehnio de Milano, CEA, Seure-

IC.

 http://www.toise.eu/

� MARSHAL+,Mehanisms Against Reverse-engineering for Seure Hardware and

Algorithms, projet FUI 12, o-labellisé par les p�les de ompétitivité System�ti

et SCS. Les partenaires sont EADS, Seure-IC, INVIA, Inside-Seure, TRANEF,

CryptoExperts, IRPI, Labri, UNILIM, UVSQ.

 http://tra.marshalprojet.org/

� BMOS, Biometri Math-on-ard System, ANR � Systèmes Embarqués et Grandes

Infrastrutures � édition 2010, ave Morpho et Seure-IC.

 https://bmos.enst.fr/

� SPACES, Seurity evaluation of Physially Attaked Cryptoproessors in Embed-

ded Systems, projet frano-japonais (ANR�JST), ave le LIP6, Morpho, Seure-IC,

UEC, Tohoku U., AIST.

 https://spaes.enst.fr/spaes

� BCDL, Balaned Cell-based Dual-rail Logi, projet RAPID DGA/DGCIS 2010,

ave Seure-IC.

� SeReSo, Seured Reon�gurable System-on-Chip, projet ANR du programme

ARPEGE, projet ANR-09-SEGI-013, ave UHC, UBS, LIRMM, Netheos.

 http://labh-urien.univ-st-etienne.fr/sereso/doku_wiki/doku.php

� SeFPGA, Seure embedded Field Programmable Gates Array, projet ARFU labé-

lisé par le p�le de ompétitivité System�ti

 https://sefpga.enst.fr/

� Seure-Algorithms, projet FUI 5 du p�le System�ti, ave Oberthur Tehnolo-

gies, Nagra, Thales, l'Université Paris 8, l'UVSQ.

 https://sealgo.enst.fr/

� HQ-NET, High bit-rate and versatile Quantum-seured NETwork, projet ANR,

ave SmartQuantum, Photline, UFC FEMPTO, UMI GeorgiaTeh-CNRS.

 http://hqnet.enst.fr/

� EPOMI, Evaluation Plateforme Ouverte Modulaire & Inrémentale, projet FUI,

ave SFR, Orange, Gemalto, Oberthur CS, SAGEM/ORGA, TRUSTED LABS,

CREDIT MUTUEL, RATP, GALITT, SERMA, DCSSI.

 https://epomi.rd.franeteleom.om/publi

� CALISSON, CAratérisation, modéLIsation et Spéi�ations Séuritaires de ir-

uits prOtotypes iNtégrés, projet FUI, ave ENSMSE, CEA/LETI/LCCS, TIMA,

STM, PSI, Gemalto, Atmel.

 https://tokyo.emse.fr/tra/alisson/

� SAFE, Seured Asynhronous FPGA for Embedded systems, ACI SI, ave TIMA.

 http://projets.omele.enst.fr/safe/

� Conventions PACALAB, sous-projet PS15, ave STMiroeletronis Rousset,

département AST.
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� MARS, Matériel Robuste pour systèmes Sûrs, ARA SSIA, ave TIMA.

 http://projets.omele.enst.fr/mars/

� OpenSmartCard, projet initatif GET, ave l'ENST-Bretagne et la soiété Jaya-

Card.

 http://projets.omele.enst.fr/opensmartard/

2.11 Valorisation

J'ai partiipé à la réation de la spin-o� Seure-IC S.A.S., issue de l'essaimage

de l'Institut TELECOM, qui valorise ertains des brevets et des logiiels déposés par

TELECOM-ParisTeh. Cette soiété est implantée à Paris, à Rennes et à Singapour.

L'implantation en Bretagne a permis de développer des liens de partenariats ave la

DGA, notamment le entre de ompétene � Maîtrise de l'Information �, et les équipes

séurité � méthodes formelles de Téléom Bretagne (département Réseaux, séurité et

multimédia). Seure-IC a remporté le prestigieux onours national 2010 d'aide à la réa-

tion d'entreprises de tehnologies innovantes du ministère de l'Enseignement supérieur

et de la Reherhe, atégorie � Création développement �. L'entreprise a également reçu

d'autres distintions, omme le prix Cré'a 2010, le statut � EIP � du p�le de ompéti-

tivité System�ti ou l'életron d'or 2012 du magazine EletroniS. En outre, la ollabo-

ration entre Seure-IC et TELECOM-ParisTeh a été mise en avant par le CNRS (voir

Fig. 2.10). Je sers Seure-IC en temps que onseiller aux onseils onsultatifs sienti�que

et stratégique.
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Design de circuits intégrés sécurisés

Description :

Secure-IC est spécialisée dans la protection 

des données des circuits électroniques, 

contribuant à la sécurité de systèmes 

LQIRUPDWLTXHV� D¿Q� GH� OXWWHU� FRQWUH� OHV�

nouvelles techniques d'extraction des 

LQIRUPDWLRQV� FRQ¿GHQWLHOOHV�� /D� VRFLpWp�

développe  également  une  activité 

d'ingénierie et de conseil pour faciliter 

l'adoption de sa technologie ainsi qu’un 

outil d’analyse de la robustesse de circuits 

pOHFWURQLTXHV�

/D� � WHFKQRORJLH� � XWLOLVpH� � DVVXUH� OD�

FRQ¿GHQWLDOLWp� HW� O
LQWpJULWp� GHV� GRQQpHV�

matérielles et logicielles, notamment 

cryptographiques, incluant également 

la défense contre les attaques passives 

et actives, telles que les attaques par 

observation de canaux cachés et par injection 

GH� IDXWHV�� (OOH� DPpOLRUH� OD� UpVLVWDQFH� DX[�

attaques des circuits électroniques, réduit 

leur consommation d'énergie ainsi que leur 

HPSUHLQWH�VLOLFLXP�

/H� SURGXLW� � SKDUH� GH� 6HFXUH�,&� HVW� XQ�

composant électronique cryptographique 

de type carte à puce de nouvelle génération 

ultra sécurisée, Smart SIC+, destiné 

j� O
LGHQWL¿FDWLRQ� HW� TXL� GHYUDLW� rWUH�

FRPPHUFLDOLVp�¿Q������

/H� SURGXLW� G¶DQDO\VH�� 6PDUW�6,&�$QDO\]HU��

DSSRUWH�� TXDQW� j� OXL�� OD� TXDQWL¿FDWLRQ� GH�

fuite face à une attaque et ce sur n’importe 

quel type de design électronique (virtuel ou 

SK\VLTXH��

/HV�PDUFKpV�YLVpV�SDU�6HFXUH�,&�VRQW�FHX[�

de la défense et de la sécurité civile, pour les 

applications bancaires, documents d'identité 

électronique, cartes à puce, protection des 

FRPPXQLFDWLRQV��HWF�

��6(&85(�,&�
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6HFXUH�,&�HVW�QpH�GH�OD�UHQFRQWUH�GH�0��+DVVDQ�75,48,��DQFLHQ�GLUHFWHXU��FRPPHUFLDO�FKH]�

7KDOHV�� 1H[WDPS� HW� 7KRPVRQ� DYHF� OH� JURXSH� ©� 6\VWqPHV� (OHFWURQLTXHV� 1XPpULTXHV� ª� GX�

/DERUDWRLUH�7UDLWHPHQW�HW�&RPPXQLFDWLRQ�GH�O
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6$89$*(�HW�6\OYDLQ�*8,//(<��SHUVRQQHOV�GH�7pOpFRP�3DULV7HFK�DX�VHLQ�GX�GpSDUWHPHQW�
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Délégation Régionale : DR01 – Paris A

Partenaires académiques : Institut Télécom et CNRS

Quelques références :

Demande de brevet FR N°08 51904 du 25 mars 2008 intitulée «Procédé de protection de ��

circuit de cryptographie programmable, et circuit protégé par un tel procédé» citant comme 

inventeurs : Jean-Luc DANGER, Sylvain GUILLEY et Philippe HOOGVORST

Logiciel fpgasbox déposé à l’Agence de Protection des Programmes (APP) le 9 juillet ��

2008

5HODWLRQV�DYHF�VHV�SDUWHQDLUHV�DFDGpPLTXHV : 

6HFXUH�,&�GHYUDLW�H[SORLWHU�GHV�UpVXOWDWV�LVVXV�GHV�WUDYDX[�GX�JURXSH�©�6\VWqPHV�(OHFWURQLTXHV�

1XPpULTXHV�ª�GDQV�OH�FDGUH�G¶XQH�OLFHQFH�FRQFpGpH�SDU�O¶,QVWLWXW�7pOpFRP�HW�OH�&156��/¶REMHW�

GH�FHWWH�OLFHQFH�LQFOXUD�QRWDPPHQW�OHV�UpIpUHQFHV�VXVPHQWLRQQpHV��

/D� VRFLpWp� � EpQp¿FLHUD� GX� � FRQFRXUV� VFLHQWL¿TXH� GH� 00�� -HDQ�/XF� '$1*(5�� /DXUHQW�

6$89$*(�HW�6\OYDLQ�*8,//(<��SHUVRQQHOV�GH�7pOpFRP�3DULV7HFK�

Figure 2.10 � Communiqué du CNRS intitulé � Design de iruits intégrés séurisés �

(2010).
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Chapitre 3

Annexe : artiles joints

Cette annexe présente des développements plus étayés que eux donnés dans le pre-

mier hapitre.

Nous ommençons tout d'abord dans la setion A par un tutoriel sur les attaques

et les ontremesures, publié réemment dans une onférene de oneption életronique.

Il introduit notamment un anevas permettant de omparer sur une base rigoureuse les

ontremesures de masquage ave elles basées sur une logique à double-rail.

Pour illustrer la rihesse des types de ontremesures, nous illustrons deux méthodes

de protetion originales. Elles sont des ompromis, 'est-à-dire non idéales théoriquement,

mais e�aes en pratique. De plus, elles laissent toutes deux la possibilité au onepteur

de faire jouer le rapport oût / séurité. Dans le marhé des produits séurisés, e degré

de liberté est essentiel, ar la meilleure réponse à un besoin est elle qui délivre exa-

tement (ni plus, ni moins) le niveau de séurité attendu, et e au prix le meilleur. La

première ontremesure onsiste à augmenter les parties ombinatoires de l'implémenta-

tion au détriment des parties séquentielles. Elle est détaillée à la setion F ; il s'agit d'une

illustration lassique d'exploration arhiteturale, appliquée à la séurité. La seonde est

un shéma de masquage pouvant être parfait, mais qui est siemment dégradé pour dimi-

nuer sa taille d'implémentation [334℄. Elle est détaillée dans la setion G ; on onstate que

les propriétés attendues du masquage impliquent un hoix sur les masques qui s'exprime

omme un problème lassique de odes. Ce qui est partiulièrement novateur dans ette

publiation, 'est la onfrontation formelle d'une métrique de fuite et d'une métrique de

oût.

De même, l'imaginativité de l'attaquant est grande. Nous donnons deux exemples

d'attaques originales. La première onsiste en un attaquant qui arrive à ombiner plu-

sieurs attaques pour arriver plus vite à ses �ns. Cette étude, onduite omme le dévelop-

pement de deux études de as, �gure à la setion H. Ce travail est d'ailleurs assez porteur,

ar nous avons réemment eu l'oasion de l'approfondir enore plus [423℄. Dans un se-

ond temps, nous montrons que l'objetif de l'attaquant peut être notoirement di�érent

des raintes du onepteur d'un système que e dernier estime séurisé. Par exemple,

en implémentant des algorithmes serets, le onepteur peut ressentir une impression de

séurité. Or, omme nous le montrons dans la setion I, théorie et pratique à l'appui, les
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tehniques d'attaque sur les anaux auxiliaires peuvent être adaptées pour retrouver des

algorithmes serets.

Nous faisons ensuite part d'une démarhe omplète de oneption et d'évaluation

d'une ontremesure. La logique de alul est dérite dans la setion B, puis son âblage

à la setion C. L'évaluation, omparative à une version sans ontremesure et ave une

ontremesure plus faible (WDDL), est donnée dans la setion D. L'impat préis de tous

les ra�nements possibles des ontremesures � bakend � est analysé dans la setion E.

Les ontremesures visant à rendre l'ativité onstante protègent non seulement ontre

les attaques en observation, mais aussi ontre les attaques en perturbation. Cette déou-

verte heureuse est détaillée à la setion J, dans le as d'une logique à double rail séparable

(WDDL). De plus, nous avons remarqué qu'une amélioration de la ontremesure ontre

les attaques en observation, onsistant à éliminer la propagation antiipée, permet éga-

lement de mieux résister aux attaques en injetions de fautes. Ce ra�nement, lui-même

heureux, est analysé à la setion K.

En�n, nous montrons omment es idées débouhent sur la séurisation des implé-

mentations par la résiliene. Le onept de résiliene fae aux injetions de fautes est

dérit à la setion L. Ensuite, une uni�ation de la résiliene fae aux attaques atives

et passives est proposée dans la setion M. Ces travaux pionniers posent les bases à des

ontremesures moins oûteuses, à ondition toutefois que les protooles ryptographiques

les supportent. Certainement des améliorations sont envisageables (f. idées de [166, 179℄,

sur lesquelles portent des études en ours).
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Appendix A

Vade Meum on Side-Channels

Attaks and Countermeasures for

the Designer and the Evaluator

Extended version of artile [199℄

Authors: Sylvain Guilley, Olivier Meynard, Maxime Nassar, Guillaume Du, Philippe

Hoogvorst, Houssem Maghrebi, Aziz Elaabid, Shivam Bhasin, Youssef Souissi, Niolas

Debande, Laurent Sauvage and Jean-Lu Danger

Abstrat

Implementation-level attaks are nowadays well known and most de-

signers of seurity embedded systems are aware of them. However,

both the number of vulnerabilities and of protetions have seriously

grown sine the �rst publi reporting of these threats in 1996. It is

thus di�ult to assess the orret ountermeasures assoiation to over

all the possible attak paths. The goal of this paper is to give a lear

piture of the possible adequation between atually risks and mitiga-

tion tehniques. A spei� fous is made on two protetion tehniques

addressing primarily side-hannel attaks: masking and hiding. For

the �rst time, we provide with a way to estimate a tradeo� depending

on the environmental onditions (amount of noise) and on the designer

skills (ability to balane the design). This tradeo� is illustrated in a

deision diagram, helpful for the seurity designer to justify hoies and

to aount for the ost overhead.

Key words: Implementation-level attaks, side-hannel attaks, hiding and masking,

leakage metri, omparison of ountermeasures, deision diagram for the designer.
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A.1 Introdution

Systems that proess sensitive information an be the target of malevolent attaks

that aim at reovering serets illegitimately. Cryptography is the siene that attempts

to make it impossible for an attaker to retrieve private information. Enryption algo-

rithms are typially used to oneal serets. As a mathematial disipline, ryptography

however makes some assumptions: the attaker is only expeted to interat with the

system through its regular interfaes. Now, when the ryptography is implemented in an

embedded system, it is seriously hallenged by attaks that make pratial attempts to

aess the serets. This means that all lassial sneak triks to aess forbidden goods

are possible. They inlude for instane spying, torturing, reversing or altering. Those

ations are ommonly referred to as �physial attaks�.

A wealth of suh attaks has been desribed and onduted experimentally with su-

ess on systems that were otherwise believed seure from the sole ryptographi stand-

point. The �rst physial attak to be published was the �timing attak�, presented at

the onferene CRYPTO in 1996 [247℄. In this attak, an adversary is able to reover

a seret key employed in a signature algorithm by spying on the time it takes for the

system to output its result. This exploit is a typial �side-hannel attak�, insofar as it is

ompletely passive: the attaked system does not even realize it is being stolen its seret

key. Other side-hannel attaks have been reported sine then, and their study has mo-

bilized many researhers. Those attaks unfold in two stages: side-hannel olletion and

side-hannel analysis (often abridged SCA). Side-hannel olletion is a straightforward

�metrology� step, whereas SCA requires sophistiated tools to be e�ient. Both aspets

are advaning rapidly, as attested for instane by the �DPA ontest� ompetitions [447℄.

In fat, the versions 3 and 4 are taking plae in parallel in 2011 and address respetively

the progress in aquisition and analysis of side-hannel emanations.

This artile fouses more partiularly on SCA, beause onepts involved in SCA

are rih, and side-hannel attaks an be onduted on virtually any embedded systems.

Indeed, side-hannel attaks enjoy two favorable properties. First of all, side-hannel

measurement is non-invasive: it seldom requires to modify or probe into the design.

Seond, side-hannel attaks are passive, and thus the system is not aware of his being

attaked, thus annot take reative ountermeasures. This makes those attaks extremely

likely to be mounted by non-professionals, with a fair hane of suess unless the system

is strongly leakage-proof. Thus, symmetrially, interesting ountermeasures have been

devised. They should have the spei�ity of being proative, as the design must suppose

it is onstantly under attak.

The rest of the paper is strutured as follows. An overview of side-hannel attaks

and ountermeasures is given in Se. A.2. Then, a more detailed analysis of spei�

ountermeasures is desribed. Se. A.3, A.4 and A.5 address ountermeasures against

respetively timing attaks, simple and di�erential power analysis attaks. Conlusions

are in Se. A.6.
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Figure A.1: Sketh of a side-hannel attak where one orret key shall be extrated out

of 64 key andidates.

A.2 Side-Channel Attaks and Countermeasures

A.2.1 Physial Side-Channels & Statistial Tools to Exploit Them

The side-hannels an basially be sorted in two ategories:

1. those where the duration of the ryptographi proess is the leakage soure, and

2. those where a physial quantity depending on time is leaked.

In the �rst ase, for every invoation of the ryptographi primitive, a salar is mea-

sured, whereas in the seond ase, many samples are olleted. We all those samples

a �trae�, by referene to the name given to measurement �les aptured by digital os-

illosopes. The measured quantity an be for example the instant urrent drawn by

the ryptographi devie (power analysis [248, 290℄) or the magneti �eld it radiates

(eletromagneti analysis [134℄).

However, in both ases, the SCA unfolds aording to a lassial ryptanalyti se-

nario, that is depited in Fig. A.1. The observations, either salar or vetorial, are

onfronted to a model thanks to a distinguisher [89℄. More preisely, as many models

as seret key hypotheses are derived. In Fig. A.1, that applies to the ase of DES key

extration, 64 models are onsidered. Indeed, in the DES algorithm (onfer NIST FIPS

PUB 46-3), eah round key is onsumed per words of 6 bits; guessing 6 bits of the �rst

round key thus allows the attaker to predit 4 bits (beause DES makes use of 6 → 4
substitution boxes) involved internally. The models an be any funtion of those four

bits. Then, after the distinguisher has been applied, the attaker retains the most likely

key.

Typially, the options for hoosing a distinguisher are listed in Tab. A.1. For attaks

that do not attempt to ombine many samples from vetorial measurements, it has been

argued in [291℄ that all these distinguishers are equivalent, i.e. that they eventually
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provide the orret key and di�er only by statistial deviations when the number of

observations is insu�ient.

A.2.2 Typial Attaks

Attaks an be divided into two ategories, depending on the harateristi of the

side-hannel:

� Simple attaks onsist in the diret analysis of the side-hannel, whih requires

only one measurement per analysis.

� Di�erential attaks require many measurements to test one hypothesis on a seret.

Timing attaks are attaks where the side-hannel is the omputation duration. In

pratie, simple timing attaks do not exist. Indeed, a system that would have a re-

sponse time that diretly depends on the seret would be very badly designed (unless

this behaviour is intentional). However, di�erential timing attaks have been desribed.

They exploit the horizontal variations of a ryptographi proess. For instane, in [247℄,

Koher et al. desribe how an attaker an test the seret key bits of a remote server

by omparing the time it takes to answer to a loal simulation (same programme, same

hardware).

The attaks that require traes use vetorial observations. The analyzed quantities are

the traes vertial values. Under favorable experimental onditions, RSA an be analyzed

using a single power trae. Indeed, if the two operations involved in the omputations an

be visually distinguished, the sequene of operations is revealed by only one trae. In this

ase, referred to as single power analysis (SPA), the attaks onsist indeed in the analysis

of simple vertial variations. In [239℄, Kasper et al. show how to break KeeLoq with

SPA. Also, ellipti urve ryptography is espeially vulnerable to both timing attaks

and SPA, beause the �double� and �add� operations in the inner iteration loop notably

exeute di�erently.

Di�erential vertial variations are exploited by the other attaks, when timing attaks

and SPA are unpratial due to ountermeasures. They onsist in statistial extration of

the serets based on the study of dependene between the observations and the models.

The literature has studied many of them: all those listed in Tab. A.1 apply to SCAs

taking advantage of di�erenes in vertial variations (later on referred to as �DPA�).

We provide in the ode of Tab. A.2 an example of DPA using the Pearson linear

orrelation as a distinguisher. The example onsiders a key extration from an aquisition

ampaign omprised of 10, 000 traes made up of 1, 000 samples eah. The ampaign

is integrally saved in RAM in one matrix alled measurements. The 26 models have

been preomputed in variable models. The SCA itself onsists in two steps, as already

mentioned in Fig. A.1. The �rst step (①) is the evaluation of a distinguisher, whose result

is stored in a 1, 000× 64 matrix, ustomarily alled �di�erential traes�. The seond step

(②) is the seletion of the largest distinguisher value, whih yields the orret key if the

attak is suessful.

It is not always trivial to de�ne the most e�ient attak. In this paper [348℄, authors

mentioned that they sueeded in attaking KeeLoq in DPA when the algorithm was

hardoded. Now, when exeuted in software, the traes were misaligned due to a variable
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Table A.1: Various distinguishers suitable for SCA.
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Table A.2: Synopti of a SCA in MATLAB. Other ode examples an be found in the

DPA Contest website [447℄ or in the OpenSCA [345℄ toolbox.

% Ingredients:

measurements = [[...℄;[...℄;[...℄℄; % Side-hannel traes, 10000 x 1000 matrix

models = [[...℄;[...℄;[...℄℄; % Models for all hypotheses, 10000 x 64 matrix

% Analysis:

distinguishers = orr( measurements, models, 'type', 'Pearson' ); % 1000 x 64 matrix

plot( distinguishers ); % Optional "sanity hek" step, to see the 64 differential traes

[ maxorr, maxindex ℄ = max( max( distinguishers )); % Deision funtion assoiated to orr

% The orret key is maxindex-1 (sine in MATLAB, the indies start from 1 and not from 0),

% and orresponds to the greatest orr for all the 1000 dates & all the 64 key andidates.

duration of the enryption. Hene, an SPA happened to be the most e�ient attak. In

onlusion, the authors also note that timing attaks ould be less error-prone than SPA

on this devie.

A.2.3 Provable Countermeasures: Information Masking or Hiding

In this artile, we disuss so-alled provable ountermeasures. By provable, we as-

sume two onditions: First all, the ountermeasure must be sound, meaning that in the

framework of a given model, it an be demonstrated that its priniple do indeed protet

e�iently. Seond, it must adhere to Kerkho�s' priniple: it shall work even if its ra-

tional is ompletely exposed. Two ounter-examples are for instane the dummy yles

insertion, sine it is not sound [86℄, and the ode obfusation, sine it involves a seret

method that is not expeted to hold long against a determined attaker.

The two provable examples we onsider in the sequel are:

1. information masking [290, Chp. 9℄, whih aims at randomizing the side-hannel,

and

2. information hiding [290, Chp. 7℄, whih aims at balaning the side-hannel.

A.3 Protetion against Timing Attaks

A.3.1 Masking

Let us take the example of the omputation of a modular exponentiation Md mod N
of a message M to the power d modulo the RSA modulus N . To eliminate the derivation

of links between d and the omputation time of Md mod N , one ould think to take

advantage of the following identity:

(
Md1 mod N

)
·
(
Md2 mod N

)
≡Md1+d2 mod N . (A.1)
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It makes a �seret splitting� strategy possible. At every RSA omputation that involves

private key d, the system draws a random number d1, and derives d2 suh that d = d1+d2.
The omputation time using Eqn. (A.1) now also depends on d1, unknown to the attaker.
Another masking ountermeasure against timing attaks is alled �seret blinding�. For all

random number r, we have: Md+r·φ(N) ≡Md mod N . Hene a trivial way to randomize

the exeution length of RSA.

A.3.2 Hiding

The hiding ountermeasure onsists in having the omputation unfold in a �xed

amount of time. This solution works perfetly, beause the timing is quanti�ed (as lok

periods). However, in pratie, it is hard to really have a ompiler produe portable and

onstant-time exeutables [247℄. Hene assembly-level ountermeasures, suh as xtime

for AES.

A.4 Protetion against SPA

The protetion of implementations against SPA requires greater skills than against

timing attaks. Indeed, if the attaker has at her disposal a omplete trae of exeution,

she an distinguish internal operations by their di�erent timing if they leak information

this way. We thus suppose as a pre-requisite that all key onditional operations exeute

in onstant time.

A.4.1 Masking

The masking ountermeasures presented against timing attaks do not apply to the

protetion against SPA. Indeed, let us assume internal operations an be distinguished

via the observation of the side-hannel [314℄. Then the attaker retrieves d1 and d2 from
implementations proteted by exponent blinding, whih trivially leads to d = d1 + d2.
In the exponent splitting ountermeasure, the attaker manages to extrat d+ r · φ(N),
that an be used as a legitimate private key.

Masking any internal operation seems very hany. Thus, the protetions against

SPA rather rely on hiding.

A.4.2 Hiding

Basially, two approahes ompete for the protetion by hiding against SPA. The

�rst one onsists in having all the internal operations look similar. This is exempli�ed

by the side-hannel atomiity [81℄. The seond option is higher level. It aims at making

the sequene of operations onstant, using dummy operations (whih proves to be dan-

gerous, beause of safe-errors [477℄) or speial redundant algorithms. For instane, the

exponentiation based on the Montgomery ladder [234℄ also performs the same operations

irrespetive of the seret key.
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A.5 Protetion against DPA

A.5.1 Masking

Masking the operations onsists in hanging the representation of the sensitive data

x, possibly eah time they are used. This requires to �nd identities where the injeted

randomness m an be aneled out. Suh identities are for instane:

1. ∀m, (x⊕m)⊕m = x, whih gives rise to Boolean masking [148℄,

2. ∀m 6= 0, (x ×m) ×m−1 = x, whih gives rise to arithmeti masking [6℄ (value 0
requires speial are).

In these identities, x is the sensitive variable and m the random mask. If x is n-bit
long, so is m. Other possibilities are a�ne masking [131℄, a ombination of Boolean and

arithmeti masking, and homographi masking [366℄.

Those ountermeasures prevent �rst-order attaks, but still leak information. There-

fore advaned attaks are possible. Notably, high-order attaks [307℄ exploit the residual

leakage of masking shemes.

A.5.2 Hiding

The hiding ountermeasure against DPA is predominantly implemented as dual-rail

with preharge logi (aka DPL [96℄). In this representation, every Boolean variable x is

implemented as a ouple of wires (xt, xf ), suh that:

� (xt, xf ) = (0, 0) or (1, 1) in preharge phase, whih prevents memory e�ets and

enables positive (glith-free [204℄) omputation, and

� (xt, xf ) = (x, x) in evaluation phase, whih makes the ativity independent of x.

This protetion is easier to implement in hardware than in software. Indeed, in software,

it is di�ult to ontrol the register transfers, all the more so as most of times, the internal

arhiteture of the CPU is unknown. However, some works tend to show that hiding an

be ahieved in software too [220℄.

A.5.3 Comparison of Masking and Hiding against DPA

It is relatively easy and straightforward to get rid o� design �aws that open the door

to timing attaks and SPA. Now, �ghting DPA is more di�ult, and moreover, masking

and hiding against DPA are ostly ountermeasures. It is thus important to ompare

them, beause the designer has a major hoie to make between them.

At �rst glane, masking seems easier to ode properly, beause it is a �soure-

level� ountermeasure. However, if implemented at soure-level, the masking is ertainly

doomed to fail. Indeed, a lever ompiler will remove all the redundant data, and eventu-

ally end up with the optimized (and thus unproteted) desription of the algorithm. Thus

both masking and hiding shemes require writing the desription of the ountermeasure

manually, at assembly language level for software or at netlist level for hardware.

In terms of area overhead, both masking and hiding require to dupliate the datapath.

Variable x is represented as a masked variable and a mask in masking, and as a true
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Table A.3: Illustration of the unbalane α on the resoures' relative importane in the

leakage.

Countermeasure Resoure Weight Leakage (L)

Masking

n-bit mask 1 + α (1 + α) ·HW(m)

n-bit masked data 1 1 ·HW(x⊕m)

Hiding

n-bit true data 1 + α (1 + α) ·HW(x)

n-bit false data 1 1 ·HW(x)

and a false variable in hiding. In terms of throughput, no hange ours for masking

in hardware, sine the masked data and the mask an be omputed in parallel. By

default, the throughput of DPL is halved with respet to the unproteted implementation,

beause of the preharge / evaluation sequene. However, some logi styles [331℄ manage

to optimize this throughput by squeezing the preharge step. All in one, masking and

hiding have a roughly omparable impat on the overhead.

Thus, to ompare them, we onsider only their level of seurity. The known �aw of

masking is its suseptibility against high-order or information theoreti attaks, whereas

hiding is rather suseptible to inaurate balaning at the layout-level. To grasp both

aspets, we introdue two parameters:

1. the amount of noise (assumed to be normally distributed) in the measurements,

quanti�ed by its variane σ2
, and

2. the bakend unbalane, measured by α, a dimensionless parameter de�ned in

Tab. A.3.

Ideal onditions for the defender orrespond to σ2 = +∞ and α = 0.

Hene the leakage models for n-bit resoure x:

1. L
masking

(x,m) ∼ (1+α) ·HW(m)+HW(x⊕m)+N (0, σ2), where m is independent

from x and follows a uniform distribution in {0, 1}n, and
2. L

hiding

(x) ∼ (1 + α) · HW(x) + HW(x) +N (0, σ2) = α · HW(x) +N (n, σ2). This
leakage model is optimisti: indeed, in pratie, the bits are not likely to leak with

the same unbalane. Rather, in a multi-bit ontext, we expet the unbalanes to

partially ompensate one eah other.

There are two kinds of seurity analyses that an be performed [434℄. They lead to

those metris:

1. the suess rate or the guessing entropy after an attak, and

2. the estimation of the leakage by information theoreti tools, suh as the mutual

information as a metri (MIM).

The �rst option is di�ult, sine masking and hiding ountermeasures are not jeopardized

by the same attaks. For instane, against �rst-order CPA [60℄, we have:
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Figure A.2: Comparison between the leakage of DPL and masking ountermeasures as a

funtion of the experimental noise, for various α and for various n.

� ρx,m (L
masking

(x,m);HW(x)) = 0,∀α, whereas
� ρx (Lhiding(x);HW(x)) = α

√
n√

nα2+4σ2
6= 0 if α 6= 0.

Thus the information theoreti analysis is more suited in our ase to ompare the two

ountermeasures. Results are shown in Fig. A.2. It appears logially that the noise

(quanti�ed by its variane σ2
) redues the mutual information, whereas the unbalane

(quanti�ed by α) inreases it. However, the masking is muh less impated by the

tehnologial unbalane. The urves show that the less leaking ountermeasure depends

on the value of the ouple (σ, α).

The leakage of the best ountermeasure is plotted as a funtion of σ and α in Fig. A.3.

The leakage is expressed in bits, and represented in logarithmi sale. The areas without

olor orrespond to the equality between the two ountermeasures. We see that, depend-

ing on the number of bits n onsidered in the analysis, the outome hanges. For the

sake of illustration, we fous our analysis to the n = 4 ase. It appears that, roughly

speaking, for unbalanes up to 17 %, DPL is the most seure hoie. And for some values

of the noise, namely σ ∈ [24, 28], DPL remains the most seure solution for α up to 30 %.

This graph therefore enables the designer to hoose the most adequate ountermeasure

depending on the estimated environmental noise and on his ability to properly balane

the layout.

A.5.4 General Piture

Before onluding, we wish to replae the problemati of proteting embedded systems

into its general ontext. Side-hannel attaks are only one lass of attaks: what is thus

the suitability of masking and hiding against the other attak strategies? The suitability

of ountermeasures to thwart attaks (as disussed in the previous paragraphs) is given

in Fig. A.4.

This �gure shows that masking is also a ountermeasure against probing attaks,

sine the value of the probed node beomes random. Also, hiding is a ountermeasure
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Figure A.3: Plot of domains where either masking or DPL leaks less (units: bit).
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Figure A.4: Coverage of ountermeasures for all physial attaks lasses.
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against most fault injetion attaks sine the attaker erases the value stored redundantly

in one pair of wires by hanging only one of them. The ase of symmetri faults is overed

in [206℄ and of arbitrary faults in [34℄.

An interesting noting is that by assoiating masking and hiding, the protetion ex-

tends to semi-invasive and invasive attaks. This assoiation must be realized with are,

sine otherwise some attaks beome possible, suh as the �folding attak� [405℄ or the

�subset attak� [323℄. The synopsis of this attak onsists in reovering the masking bit

and then to defeat the hiding ountermeasure. However, by using more than one bit of

mask, these attaks beome impossible.

A.6 Conlusions

Cryptographi implementations an leak information in both time and amplitude. In

this artile, we provide a survey of known side-hannels and we lassify them aording

to their nature (horizontal / vertial) and the bias they dislose (simple / di�erential).

Then, we review suitable ountermeasures, and insist in partiular on the masking and

the hiding protetion tehniques. We spei�ally investigate these ountermeasures in

the ontext of vertial di�erential attaks, generially niknamed DPA. It appears that

they have roughly speaking the same ost, and thus di�er only in the added seurity they

bring to the design. We use a mutual information analysis to quantify their leakage, in

the ontext of noisy measurements and imperfet resoures mathing. It appears that no

ountermeasure is better than the other in the omplete studied domain. Instead, the

hoie depends on the environmental noise and on the skill of the designer to balane the

resoures at the bakend-level. Eventually, we mention that masking and hiding an be

onstrutively ombined to ahieve an immunity against all implementation-level attaks.
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Appendix B

Seurity Evaluation of a Balaned

Quasi-Delay Insensitive Library

Extended version of artile [186℄

Authors: Sylvain Guilley, Florent Flament, Yves Mathieu and Renaud Paalet

Abstrat

This artile presents a library of ells enabling the realization

of onstant-power ryptoproessors, natively proteted against side-

hannel attaks. The proposed methodology uses a full-ustom bal-

aned quasi-delay insensitive (QDI) ell library, alled �SeLib�. It is

suitable for a shielded routing method derived from the �bakend dupli-

ation�, using legay CAD tools for the bakend steps. The disussion is

oriented towards the larifying of topologial onstraints enountered in

highly seure designs. We disuss the impat of intra-die tehnologial

mismath on the seurity of SeLib.

Keywords: Standard ells design, power-onstant logi, side-hannel attaks miti-

gation, transistors mismath, Monte-Carlo simulation.

B.1 Introdution

Side-hannel attaks are a threat to the seurity of any eletroni devie. The seminal

artile of Paul Koher [248℄ introdued several attaks, suh as the SPA and espeially the

DPA, that an defeat ryptoproessors, whatever the length of the keys. The vulnerability

has been identi�ed as an information leakage at the bit-level. Some high-level ounter-

measures against the DPA, suh as dupliating [147℄ or masking [6℄, have been put

forward. However, given the omplexity of the underlying hardware, these solutions an

be defeated by exploiting subtle non-logial phenomena, suh as glithes [293℄.
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Consequently, many ad ho seured logi styles have been put forward. In the em-

bedded seurity ommunity, the so-alled DPL (Dual-rail with Pre-harge Logi) family

is overwhelmingly onsensual. The DPL basially divide into two ategories: �power-

onstant� and �masked-power � styles. In this paper, we investigate the feasibility of

implementing optimally seured unmasked logi.

The rest of the paper is organized as follows. The spei�ations of the balaned QDI

seured library �SeLib� is realled in Se. B.2. Then, the layout hallenges of the seured

logial gates design are dealt with in Se. B.3. Finally, Se. B.4 onludes the paper and

provides some perspetives. The appendies B.5 and B.6 desribe the derivation of SeLib

gates respetively from a template in GDS2 to build the �nal gate layout and from a

template in VHDL to build the �nal simulation model.

B.2 Spei�ations of SeLib

As the �SeLib� ell library is already extensively desribed by Guilley et al. in [188℄,

only the prominent features are realled in this setion. SeLib is intended to be om-

patible, in terms of plaement sites, with standard ells. This interoperability enables

to reuse legay ells for non-funtional instanes, suh as sannable �ip-�ops, bu�ers,

lok-gating logi, PN diodes and �ller ells. SeLib, like other DPL libraries tailored

for highly seured implementations, features seurity ounter-measures at various levels:

protool, arhiteture, bakend.

At the protool level, a four-phase protool enables to divide the omputations into

two steps: the omputation proper and the preharge of the netlist. The �rst step onsists

in the omputation of one iteration, while the seond re-initializes all the nets so that

the iruit is ready to start a new omputation afresh, for instane with all the nets in a

same eletrial state.

Additionally, most seured ells rely on a dual-rail enoding: every logial bit is in

fat arried by two wires. Many representations exist; however, a ommon one onsists

simply in assoiating the value false (0) to a wire and the value true (1) to the other.

The rationale is to make any transition on the two wires indisernible.

In dual-rail, every Boolean variable A is represented by a ouple of two wires (A0, A1);
when A is valid, A = 0 ⇔ (A0, A1) = (1, 0) and A = 1 ⇔ (A0, A1) = (0, 1). When A is

invalid, A0 = A1. SeLib is optimized for A0 = A1 = 0.

The overall arhiteture of a representative SeLib gate (Fig. B.1) is lassial to

the QDI logi [193℄. The inputs synhronization disables antiipated evaluation. The

gate timing is thus unonditional to the data. This feature protets the gate against

the signature di�erenes of unsynhronized DPL aused by variations of input delay

time [439℄. the inputs on�guration deoding (A,B) 7→ (C00, C01, C10, C11) is well suited
for an indisernible proessing. Notie that, for unbalaned funtions, the omputation

part is fored to be symmetri by the use of dummy gates (f. Fig. B.1 shemati on

the right). SeLib is lose to the logi desribed in this patent [116℄; however, as shown

in the sequel, SeLib is muh easier to design and to dimension eletrially due to the

absene of bidiretional signals.
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C

B

A
SNOR

SNOR

SNAND

Y
.
= 3OR(A,B,C)
.
= A+B + C

Figure B.1: Shemati of the QDI seured AND gate (left) and its internal 3OR arhiteture

(right).

B.3 Layout of SeLib

B.3.1 Topologial Issues Enountered in the Layout of SeLib

This setion analyzes topologial issues met when designing a library of dual-rail

seured ells. It details the layout requirements arising from the true ↔ false symmetry

need. The layout issues an be irumvented to the sole SeLib instanes, sine non-

funtional gates (based on standard ells) do not leak any information. All layouts are

realized in a 130 nanometers tehnology.

The struture of a balaned NOR (alled SNOR, for Seured NOR) is shown in Fig. B.2().

The layout hallenge onsists in porting the symmetry from the shemati to the masks.

The basi steps are illustrated in Fig. B.2. First of all, an half-gate is designed (a). Then,

two halves are instantiated, one in regular orientation R0, and the other in the mirrored

orientation MY (b). This transformation allows for respet of an axial symmetry (the

axis is denoted

−→
∆ .) The last step, (b) → (), onsists in the inner routing. It raises a

topologial problem, illustrated in Fig. B.3. It is impossible to onnet the ouples (A, A′
)

and (B, B′
) without a short-iruit, whih results in a funtionally invalid solution. This

onern is not spei� to SeLib ells, but indeed inherent to any geometrial balaning

strategy.

An approximation is provided with in Fig. B.4. Minimum sized polysiliium segments

(130 nm× 180 nm), pointed out by arrows, onnet the opposite nets: they are seleted

in Fig. B.4 (). Those four segments onstitute the sole symmetry violation.

The symmetrization methods presented above share the good property that transis-

tors are paired in the same diretion. This redues the devies mismathes in ase of

mask misalignments during the manufaturing.
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Figure B.2: Transistor-level shemati of a SNOR gate.
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∆
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Figure B.3:

−→
∆-symmetry topologial problem (left); invalid solution (right).
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MYR0R0

Figure B.4: Constrution of a quasi-symmetri SNOR gate layout (f. orresponding

shemati in Fig. B.2).
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Figure B.5: Illustration of the M2 age, on a D-�ip-�op. D and Q pins are made

available respetively on the left and right sides of the ell.

B.3.2 Gate Coooning

A good ells library is geared towards the routability: the minimum number of metal

layers must be used for the internal interonnetions. In SeLib, only metals 1 and 2 are

reserved for inner routing.

At the bakend level, the deoupling between the omputing logi and the routing

resoures is ahieved thanks to an imprisonment of the transistors and the loal inter-

onnet in a gnd/vdd age. The power/ground age, illustrated in Fig. B.5, also provides

two interesting bene�ts. First of all, the ell is a ooon, where the omputation takes

plae on�dentially. The symmetry violation between the ell (axial symmetry, hene

odd) and the routing (translation, hene even [188℄) is thus minimized. Seond, the age

is very onvenient to onnet the ell to the power and ground global nets. In Fig. B.5,

the metal 2 pins (positive lok CP, input D, output Q, ground gnd and power vdd) are

in bright yan ( ), whereas obstrutions for loal interonnet are in low-intensity yan

( ).

B.3.3 SeLib Gates Interfaes

The position and the shape of the pins is an important issue: in order to be visible

from a di�erential pair, the pins must often be larger than expeted. For instane, to

omply with the �bakend dupliation� routing method [192℄, the pins must respet a

vertial symmetry, whih inreases their extension.

This onstraint arises from the onjuntion of the two symmetries:

1. translation T

−→v by a vetor

−→v for the routing (upper onstraint) and

2. glide re�etion S

−→
∆
around an axis

−→
∆ for the ell two halves (lower onstraint),

90



pinF

pinT

−→v
−→
∆

pinF

pinT

−→v
−→
∆ − 1

2
−→v

−→
∆ + 1

2
−→v

⇔

Figure B.6: Translation T

−→v and re�etion S

−→
∆
symmetries to be met by dual pins.

that must be met onomitantly by the pins, beause they onstitute the interfae be-

tween the two symmetries domains. More formally, if pinF (resp. pinT) is the set of

points from the �oorplan (i.e. in R2
) that belong to the false (resp. true) pin, then the

symmetries impose that:

{
pinF = T+−→v (pinT) (routing)

pinF = T+vX
−→eX ◦ S−→∆(pinT) (ell)

and reiproally, that:

{
pinT = T−−→v (pinF) (routing)

pinT = T−vX
−→eX ◦ S−→∆(pinF) (ell)

The seond onstraint an be simpli�ed as the following loal onstraints:




pinF = S

−→
∆+ 1

2
vY

−→eY
(pinF) (pinF symmetry)

pinT = S

−→
∆− 1

2
vY

−→eY
(pinT) (pinT symmetry)

The proof is given below for pinT (the demonstration for pinF is muh similar):

∀(x, y) ∈ pinT, (x′, y′) = (x− vX , y − vY ) ∈ pinF,
thus (x′′, y′′) = (x′ + vX , 2 ·∆Y − y′) =
(x, 2 · (∆Y − 1

2vY )− y) ∈ pinT .

Figure B.6 illustrates this �symmetry transportation� result.

Whenever possible, the pins are plaed on the ell right and/or left sides so that two

neighbor ells an be routed diretly in metal 2. These reommendations are applied on

SeLib gates, as shown on the example of the SeLib AND instane in Fig. B.7.

The layout of other 2-input gates an be transposed straightforwardly from that of

the AND gate. For instane, the family (A,B) 7→ {Ā · B̄, Ā · B, A · B̄, A · B}
an be drawn based on the same template, speialized by the addition of vias at the

relevant plaes [162℄. Some details are provided in appendies B.5 and B.6. SeLib ells
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Figure B.7: SeLib two-input AND gate �oorplan (top), struture (middle) and interfae

(bottom).
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Figure B.8: Di�erential pin plaement ompatible with the fat-wire routing: a) Creation

of individual pins out of a �virtual� di�erential pin. b) Two possibilities of plaing the

ontats. (The �gure 2 of [15℄ is reprodued here)

are asynhronous, hene hazard-free: arbitrary Boolean funtions an be implemented.

Other non-synhronizing logis must restrit themselves to positive funtions in order

not to generate and not to propagate data-dependent glithes. The average density of

SeLib is 545 527 transistors/mm

2
, versus 766 586 for the standard ells.

Inidentally, we note that the question of pin design for dual-rail logi with fat-

wire [457℄ routing is addressed in [15℄. Basially, the dual pins are loaled on two diago-

nally adjaent plaement sites, so as to ontat to wires on two neighbor routing traks.

The �gure B.8 represents the possible onnexion on�gurations.

B.3.4 Mismath Impat on Gates Balanedness

In deep sub-miron tehnologies, the eletrial parameters are subjet to loal mis-

mathes, that potentially wreak havo the symmetry of seured gates. The term mis-

math is de�ned as the eletrial parameter deviation between identially designed om-

ponents. It is ustomarily used in analog devies to predit their unbalanedness. The

mismath results from eletrial �utuations indued by nanosopi variations in physial

quantities.

A study on the mismath in a di�erential interonnet network is arried out in [227℄.

This sub-setion aounts for the threshold voltage mismath simulation on the instant

and average urrent onsumed by seured DPL gates. Both SeLib and WDDL [456℄

logis are studied, based on the example of an AND gate. The omparison is made be-
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Figure B.9: SPICE testbenh for DPL gates instant urrent I(t) extration.

tween those two logi styles beause they both use �full-amplitude� signals (from gnd

to vdd volts � as the standard ells provided in founders design kits), whih would not

be the ase for SABL [452℄ for instane. The testbenh is depited in Fig. B.9. The

environment is omprised of unitary inverters, of various multipliities (M=3 or M=8):

these values are hosen beause they are representative of typial gates neighborhood.

The DPL gate is powered by a separate supply, whose urrent I(t) is extrated. Transis-
tors are provided in 130 nm tehnology with mismath models based on Pelgrom's linear

haraterization [354℄. The Monte-Carlo option of eletrial simulators is used to launh

500 simulations. The waveforms are represented in Fig. B.10 for SeLib and WDDL

logis.

The relative di�erene of the instant urrent I(t) and of the integrated urrent∫
I(t)dt over the transition length are omputed between: (i) the transition A = 0,

B : 0 → 1, and (ii) the transition A = 1, B : 0 → 1. This relative di�erene between

these two events is hosen beause it is representative of the average unbalanedness that

an attaker might exploit. The results are summarized in Tab. B.1 in the form: �mean

± standard deviation�, expressed in perent.

The dispersion is important (about 5 %) on the maximum urrent peak amplitude.

This �gure is trustworthy, sine ommensurate with empirial estimations arried out on

a similar tehnology (90 nm instead of 130 nm) [409℄. The mean relative di�erene is

masked in the standard deviation for both SeLib and WDDL. The standard deviation

is greater for SeLib, beause the gates belonging to this library are omprised of more

transistors than WDDL ones. The statistis on the average urrent relative di�erene
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Figure B.10: Monte-Carlo simulation results for SeLib (top) and WDDL (bottom).
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Table B.1: Relative di�erene of the maximum and the integrated urrent onsumed by

two DPL gates.

SeLib WDDL

max I(t) (−1.01 ± 5.46) % (−0.36 ± 4.87) %∫
I(t)dt (+0.01 ± 0.33) % (+1.63 ± 0.22) %

show that:

� SeLib is more balaned than WDDL

(|+ 0.01| % versus |+ 1.63| %),

� the mismath is the overwhelming soure of unbalanedness for SeLib, beause

the standard deviation is muh greater than the mean (0.33 %≫ |+ 0.01| %),

� the strutural unbalanedness of WDDL is the prinipal ause of its unbalanedness

(0.22 %≪ |+ 1.63| %).

The �integrated urrent� metri is believed to be the most representative of measure-

ments that an attaker might realize onretely: as a matter of fat, every measurement

is low-passed �ltered, beause of the on-hip power grid and of the on-pakage deoupling

apaitanes [261, p. 33℄. In onlusion, simulations tend to show that, from the pure

omputational standpoint, the level of seurity of SeLib logi is limited by the mismath,

while WDDL is still limited by its intrinsi asymmetry.

B.4 Conlusion & Perspetives

This paper revisits the design of statially seured ells suitable for onstant-power

ustom ryptographi ICs. Most previously proposed gates are vulnerable to a power

attak exploiting the inputs skew. Therefore, this artile fouses on a logi style (Se-

Lib) in whih gates inputs are systematially resynhronized. A method to port the

symmetry onstraints from the shemati to the layout is made expliit. We emphasize

the topologial issues raised by the symmetri routing onstraints. The question of the

positions of the pins is extensively disussed. This issue is indeed ruial sine it allows

the gates to support balaned di�erential routing. The paper onludes positively on the

feasibility of industrial-strength seured ells libraries. One strong ontribution of this

paper is to show that seured logis based on standard ells, suh as WDDL, are limited

by the unbalaned design, but that the balanedness of SeLib is limited only by the

intra-die tehnologial mismath.

Future works will fous on the study of sequential gates (suh as memory elements)

and of omplex iruits (omprised of more than one single gate).
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Figure B.11: Layout of an un�nished SeLib gate: vias an be added at positions spotted

by irles.

B.5 Appendix 1: Generation of the Layout of Two-Input

SeLib Gates from one Template

This setion explains how to generate multiple two-input gates from one single GDS2

template. The struture given in Fig. B.1 involves a 3OR gate. For symmetry reasons,

this 3OR gate is atually one 4OR with one input shorted to the ground. We provide in

Fig. B.11 with the layout (only metal-2 is shown) of an unbalaned (XOR and XNOR are

exluded) two-input gate template.

The four inputs A, B, C & D of the 4OR an be onneted either to the ground or to one

C-Element gate output. The onnetion points are indiated by a irle (©) in Fig. B.11.

One via is instantiated to hoose the adequate onnetion; it is represented by a ross

into the irle (

⊗
) in Fig. B.11. Table B.2 summarizes the onnetion possibilities; the

vias are indiated by underlining the seleted input for eah input of the two 4OR gates

driving the di�erential output (Y0, Y1).
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Table B.2: Connetivity within a two-input SeLib template gate to speialize it to a

AND.

Input \ 4OR 4OR driving Y0 4OR driving Y1

A gnd or C01 gnd or C10

B gnd or C10 gnd or C01

C gnd or C00 gnd or C11

D gnd or C11 gnd or C00
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B.6 Appendix 2: Generation of the Behavioral Desription

of Two-Input SeLib Gates from one Template

The VHDL behavioral desription of n-input QDI gates, upon whih SeLib gates

are built, is listed below. It enables fast funtional simulations of SeLib netlists.

1 −− �f i l e qd i . vhd

−− �br ie f The b eha v i o r a l s p e  i f i  a t i o n o f the quas i−de lay i n s e n s i t i v e ( aka QDI)

−− p r im i t i v e s used in SeLib ( Seured Library ) l o g i  .

l ibrary i e e e ;

6 use i e e e . std_logi_1164 . a l l ;

−− Mul t i p l e inpu t / s i n g l e output 1−of−2 four−phase QDI ga te b eha v i o r a l model :

entity qdi i s

generi

11 (

t t : s td_ulog i_vetor −− Truth t a b l e

) ;

port

(

16 −− A( False , True ) , B( False , True ) , C( False , True ) [ i f a ' l e n g t h = 6 ℄ .

a : in s td_ulog i_vetor ;

y : out s td_ulog i_vetor

) ;

begin

21 assert a ' l ength mod 2 = 0 and y ' l ength = 2

report "QDI gate  por t s  are  not dual−r a i l "

severity f a i l u r e ;

assert tt ' l ength = 2**( a ' l ength / 2 )

report "QDI gate  truth  t ab l e  has a bad dimension"

26 severity f a i l u r e ;

end entity qdi ;

arhiteture beh of qdi i s

signal  : s td_ulog i_vetor ( 0 to 2**( a ' l ength / 2 ) − 1 ) ; −− ` ` a ' ' deoded

31 −− Eva lua t e s whether one '1 ' o f t he t r u t h t a b l e i s h i t . Models an OR ga te :

funtion eva l ( signal  : in s td_ulog i_vetor )

return s td_ulog i_vetor i s

variable r e s u l t : s td_ulog i_vetor ( 0 to 1 ) := "00" ;

begin

36 for I in  ' range loop

i f ( not t t ( I ) and  ( I ) ) = '1 ' then r e s u l t ( 0 ) := ' 1 ' ; end i f ;

i f ( t t ( I ) and  ( I ) ) = '1 ' then r e s u l t ( 1 ) := ' 1 ' ; end i f ;

end loop ;

return r e s u l t ;

41 end funtion eva l ;

begin

−− Example on 3 b i t s :

−− +−−−−−−−−−−−−−−+−−−−−−−−−−+

−− | | A B C |

46 −− | 0 1 2 | 01 01 01 | <= "01" means "True , Fa lse "

−− +−−−−−−−−−−−−−−+−−−−−−−−−−+
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−− |  ( "0 0 0" ) | YN YN YN | <= Bi t s to t e s t (Y=Yes , N=No) aga in s t 0 or 1

−− |  ( "0 0 1" ) | NY YN YN |

−− |  ( "0 1 0" ) | YN NY YN |

51 −− |  ( "0 1 1" ) | NY NY YN |

−− |  ( "1 0 0" ) | YN YN NY |

−− |  ( "1 0 1" ) | NY YN NY |

−− |  ( "1 1 0" ) | YN NY NY |

−− |  ( "1 1 1" ) | NY NY NY |

56 −− +−−−−−−−−−−−−−−+−−−−−−−−−−+

G_DECODE: for C_I in  ' range generate

−− Test ing onomitant ` ` a l l 0 ' ' and ` ` a l l 1 ' ' b i t s :

P_SEQUENTIAL_C_I: proess ( a ) −− Models a C−Element wi th a ' l e n g t h /2 inpu t s

−− The type ` ` boolean_vetor ' ' does not e x i s t in VHDL, un f o r t una t e l y :

61 variable rdv : b i t_vetor ( 0 to 1 ) ;

−− Tests whether or not the b i t a t p o s i t i o n ` ` pos ' ' o f t he (32− b i t )

−− i n t e g e r i s s e t .

funtion i s_se t ( a : i n t e g e r ; pos : na tura l ) return boolean i s

begin

66 assert pos < 32 −− Po r t a b i l i t y no t i  e

report " In t e g e r s  are  o f t en  repre s ented  as  32−b i t  s t r i n g s "

severity warning ;

i f ( a/2** pos mod 2 ) = 0

then return f a l s e ;

71 else return t rue ;

end i f ;

end funtion i s_se t ;

funtion i s_se t ( a : i n t e g e r ; pos : na tura l ) return i n t e g e r i s

begin

76 i f i s_se t ( a , pos )

then return 1 ;

else return 0 ;

end i f ;

end funtion i s_se t ;

81 begin

rdv := "11" ; −− By de f au l t , a doub l e RdV . . . now  an  e l l i n g the bad ho i e s

for ABC in 0 to a ' l ength / 2 −1 loop −− n i t e r a t i o n s f o r n−inpu t g a t e s

i f A( 2 * ABC + is_se t ( C_I , ABC ) ) = '1 ' −− The b i t i s s e t

then rdv ( 0 ) := ' 0 ' ; −− No rendez−vous to ` ` 0 ' '

86 else rdv ( 1 ) := ' 0 ' ; −− No rendez−vous to ` ` 1 ' '

end i f ;

end loop ; −− On A, B, C, e t  . dual−r a i l s i g n a l s onatenated in ` ` a ' '

assert not ( ( rdv ( 0 ) and rdv ( 1 ) )= '1 ' )

report "One C−Element repor t ed a rendez−vous  to  both ` ` 0 ' '  and ` ` 1 ' ' "

91 severity f a i l u r e ;

−− Updating ` `  ' ' on ly i f t he re were a  t u a l l y a rendez−vous :

i f rdv ( 0 ) = '1 ' then  ( C_I ) <= ' 0 ' ; end i f ;

i f rdv ( 1 ) = '1 ' then  ( C_I ) <= ' 1 ' ; end i f ;

end proess P_SEQUENTIAL_C_I;

96 end generate G_DECODE;

P_OUTPUT: y <= eva l (  ) ;

end arhiteture beh ;
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l ibrary i e e e ;

use i e e e . std_logi_1164 . a l l ;

use work . a l l ;

106 −− Two−inpu t QDI ga te

entity qdi2 i s

generi

(

t t : s td_ulog i_vetor −− Truth t a b l e

111 ) ;

port

(

−− a ( False , True ) , b ( False , True ) => y ( False , True )

A0, A1 , B0 , B1 : in s td_ulog i ;

116 Z0 , Z1 : out s td_ulog i

) ;

end entity qdi2 ;

arhiteture adaptor of qdi2 i s

121 signal i nput s : s td_ulog i_vetor ( 0 to 3 ) ; −− A_False A_True | | B_False B_True

signal outputs : s td_ulog i_vetor ( 0 to 1 ) ; −− Z_False Z_True

begin

P_INPUTS: input s <= A0 & A1 & B0 & B1 ;

I_QDI : entity qdi ( beh )

126 generi map( t t => t t )

port map( a => inputs , y => outputs ) ;

P_OUTPUTS_Y0: Z0 <= outputs ( 0 ) ;

P_OUTPUTS_Y1: Z1 <= outputs ( 1 ) ;

end arhiteture adaptor ;

Finally, the behavioral desription of the SeLib AND gate is given below:

l ibrary i e e e ;

use i e e e . std_logi_1164 . a l l ;

use work . a l l ; −− For the v i s i b i l i t y o f t he p r e v i o u s l y d e s  r i b e d e n t i t y " qdi2 "

5 entity SAN2_X1 i s

port

(

A0 , A1 , B0 , B1 : in s td_ulog i ;

Z0 , Z1 : out s td_ulog i

10 ) ;

end entity SAN2_X1;

arhiteture template of SAN2_X1 i s

begin

15 I_QDI2 : entity qdi2 ( adaptor )

generi map( t t => "0001 " )

port map( A0 => A0, A1 => A1, B0 => B0 , B1 => B1 , Z0 => Z0 , Z1 => Z1 ) ;

end arhiteture template ;
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Appendix C

Seured CAD Bak-End Flow for

Power-Analysis Resistant

Cryptoproessors

Extended version of artile [187℄

Authors: Sylvain Guilley, Florent Flament, Philippe Hoogvorst, Renaud Paalet and

Yves Mathieu

Abstrat

This artile presents a omprehensive bakend design �ow enabling

the realization of onstant-power ryptoproessors, natively proteted

against side-hannel attaks exploiting the instant power onsumption.

The proposed methodology is based on the use of a full-ustom bal-

aned ell library and on an innovative plae-and-route method. The

aim of this paper is to show that a piee of hardware, robust against all

known power attaks, an indeed be implemented. All the design steps

involved in the presented methodology take plae at the layout level.

The desribed �ow has been applied to the quasi delay-insensitive �Se-

Lib� library with a shielded routing method derived from the �bakend

dupliation�, using legay CAD tools for the bakend steps. The ost of

the seured methodology is evaluated on the example of a multi-mode

DES datapath; it appears that in deep sub-miron tehnologies, the

design is in the wire-domain, i.e. limited by the interonnet resoures.

Keywords:

Robust hardware, bakend design automation, power-onstant arhitetures, side-

hannel attaks mitigation, design for manufaturability and yield (DFM and DFY).
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C.1 Introdution

Side-hannel attaks are a threat to the seurity of any eletroni devie. Conse-

quently, many ad ho seured logi styles have been put forward. In the embedded

seurity ommunity, the so-alled DPL (Dual-rail with Pre-harge Logi) family is over-

whelmingly onsensual. The DPL basially divide into two ategories: �power-onstant �

and �masked-power � styles. The former requires areful bakend stages, whereas the

latter an be used by automati CAD tools without any partiular aution. The �rst

ategory is omprised, amongst others, of SABL [452℄, WDDL [456℄, and anonymous

logis [193, 55, 373℄. For these gates to remain seure, the interonnet must be bal-

aned too. To relieve this onstraint, gate-level power masking has been introdued;

two notable styles are RSL [441℄ and MDPL [359℄. The idea behind these logis is to

introdue a degree of freedom, enabling any of the dual rails to be used interhangeably.

The extra degree of freedom is referred to as a random Boolean mask, and is supposed

to be unknown to an attaker. The main handiap of masked logis is that they in-

due an overhead in terms of power onsumption and design routability, and that they

somehow delegate the seurity to a ostly true random number generator. Additionally,

the bit-level masking an, under some onditions (when the mask itself is leaked), be

irumvented [455℄.

In this paper, we investigate the feasibility of implementing optimally seured un-

masked logi. We argue that thwarting all known power attaks is possible (on netlist

shematis.) The extra e�ort to provide is twofold:

1. most gates must be re-designed, beause genuine standard ells are not seure

enough. Notie that WDDL (based on standard ells) has been shown to open

the door to viious attaks based on aurate delay analyzes [439℄ that exhibit the

early-evaluation weakness of CMOS standard ells;

2. the bakend P&R �ow must be seured, so as not to ompromise the seurity of

the logi gates.

Industrially speaking, these e�orts are not deterrent beause the onsented investment

is quikly amortized by high-volume produtions. In low-volume produts, FPGAs are

generally preferred over ASICs. It is more di�ult to map power-onstant logis in

reon�gurable devies, although some preliminary experienes have shown that using

seured logis in FPGA is not utopian [125℄. Additionally, robust-by-design FPGAs

are showing up [222℄, whih might foster, at medium term, reon�gurable ommodities

enabling onstant-power reprogrammable designs.

The fous of this artile is thus to provide the maximum seurity level, while remaining

ompatible with legay design kits. There are indeed two strong inentives:

1. Provide a seamless integration in well established design �ow, espeially by making

it possible for some standard gates to be reused verbatim.

2. Ease the integration of a seured design into a regular one. This operation is

failitated by the ompatibility between the CAD �ows.

The rest of the paper is organized as follows. The spei�ations of the seured logial

gates design are dealt with in Se. C.2. Then, the interonnet, supply and dummies
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insertion issues are disussed in Se. C.3. In Se. C.4, the design methods presented

in Se. C.2 and C.3 are applied to the seured layout of a DES (NIST FIPS 46-3) o-

proessor. Finally, Se. C.5 onludes the paper and provides some perspetives.

C.2 Seured Logi: SeLib

A design is projeted into a set of logi elements by a synthesis step alled �tehno-

logial mapping�. The logi elements in a ell library are in harge of the omputation

proper. The �SeLib� ell library, desribed in this setion, is intended to be ompatible,

in terms of plaement sites, with standard ells. This interoperability enables to reuse

legay ells for non-funtional instanes:

� sannable �ip-�ops, for synhronous designs pipelining and testability,

� bu�erization, be it for apaitive load adaptation or skew balaning in lok tree

generation,

� lok-gating logi, to freeze idle modules,

� PN diodes, for antenna e�ets orretion,

� �ller ells, for the N-well and power rails ontinuity in plaement rows.

The onstraint of plaement-site ompatibility with standard ells thus helps to redue

NRE (Non-Reurrent Engineering) osts. The DES o-proessor illustrated in Se. C.4

is omprised of mixed SeLib/standard ells.

SeLib, like other DPL libraries taylored for highly seured implementations, features

seurity ounter-measures at various levels: protool, arhiteture, bakend.

At the protool level, a four-phase protool enables to divide the omputations into

two steps:

1. the omputation proper,

2. the preharge of the netlist.

The �rst step onsists in the omputation of one iteration, while the seond re-initializes

all the nets so that the iruit is ready to start a new omputation afresh, for instane

with all the nets in a same eletrial state.

Additionally, most seured ells rely on a dual-rail enoding: every logial bit is in

fat arried by two wires. Many representations exist; however, a ommon one onsists

simply in assoiating the value false (0) to a wire and the value true (1) to the other.

The rationale is to make any transition on the two wires indisernible. This fundamental

hypothesis is trustworthy as long as two onditions are ful�lled:

1. Seleting one wire of the pair for probing or near-�eld antenna analysis [134℄ should

be very di�ult. This ondition is guaranteed by the typial pith. For instane,

in a 130 nm proess, two wires are separated by a pith of 410 nm. At this sale,

while not infeasible, the seletion of one wire may be regarded as very di�ult.

2. The two nets must be perfetly balaned and exhibit the same behavior in power

onsumption or propagation delay. This ondition requires an ad ho and full-

ustom design of the ells. All the possible soures of dissymmetry must be arefully

analyzed and ured.
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2× P0 2× P16=
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(a) Return to NULL=00 logic

00 01 11 10 00

P0 + P1 P1 + P0=

→ →

Power:

Time

(b) Alternating spacers 00/11

Figure C.1: Comparison of the (a) return-to-null and (b) alternating spaer logi,

when the attak maximum voltage probe bandwidth is inferior than half the typial

toggle frequeny of the gates.

In dual-rail, every Boolean variable A is represented by a ouple of two wires (A0, A1);
when A is valid, A = 0 ⇔ (A0, A1) = (1, 0) and A = 1 ⇔ (A0, A1) = (0, 1). When A
is not valid, A0 = A1. There exists two invalid states, namely: A0 = A1 = 0 and

A0 = A1 = 1. Two DPL �avors an thus be used:

1. the return-to-null logi [317℄, where only A0 = A1 = 0 (or �NULL�) is used and

2. the alternating spaer logi [420, 62℄, where both spaers 00 and 11 are used in

an interleaved way: valid→ 00→ valid→ 11→ . . .

This signalization is also known as 1-out-of-2 delay-insensitive protool, beause any

hange in A0 or A1 arries an information (evaluation or preharge state.)

The �alternating spaer� signalization is more omplex than the �return-to-null�. How-

ever, it allows to better hide the data being manipulated if the attaker does not have

aess to an high-speed and/or high-bandwidth aquisition apparatus. Similarly, it an

omplement other ounter-measures, suh as random timing jitter addition to the sig-

nals: in suh degraded experimental onditions, the atual aquisition quality is indeed

lowered, thus impeding even a well-equipped attaker. In the ase where the di�erential

gates are not perfetly balaned (as in WDDL [456℄, where dual gates are dissimilar), the

toggle of the false (0) output wire yields an average power dissipation P0, whereas the

toggle of the true (1) output wire dissipates P1 6= P0. If the limited aquisition means

of the attaker only allows him to aess the power's average over two lok periods (or

more), then:

1. the return-to-null logi, leaks 2× P0 (resp. 2× P1) when the gates evaluates to

`0' (resp. `1'), whereas

2. the alternating spaer logi, leaks P0 + P1 = P1 + P0 for both evaluations,

as shown in Fig. C.1. Consequently, the power side-hannel does not reveal the

Boolean value evaluated by the gate, although it is unbalaned.

The seond type of logi is relevant for di�erential logis where the true and the false

outputs are evaluated by gates that an be distinguished by a power leakage. The SeLib
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Figure C.2: Priniple of the late/early power dissipation exploitable leak [439℄ illustrated

on an unloaded WDDL AND gate.

ells presented below are designed for the two dual outputs to be indisernible. This

enables some optimizations in the gates transistor-level arhiteture.

The overall arhiteture of a representative SeLib gate is lassial to the quasi-delay

insensitive (QDI) logi [193℄:

� the inputs synhronization disables antiipated evaluation. The gate timing is thus

unonditional to the data. This feature protets the gate against the signature

di�erenes of unsynhronized DPL aused by variations of input delay time. The

SPICE (Simulation Program with Integrated Ciruit Emphasis) simulation of this

behavior is illustrated in Fig. C.2.

� the inputs on�guration deoding (A,B) 7→ (C00, C01, C10, C11) is well suited for an
indisernible proessing. Notie that, for unbalaned funtions, the omputation

part is fored to be symmetri by the use of dummy gates (f. Fig. B.1 shemati

on the right.)

The shemati of a QDI seured AND gate is given in Fig. B.1. Notie that QDI

ells are suitable for both synhronous or asynhronous iruits. The transistor-level

arhiteture of the C-Elements [414℄ and of the omputation logi is detailed below. A

so-alled �symmetri� arhiteture is hosen for the C-Elements: in this arhiteture, the

two inputs (Ai, Bj), (i, j) ∈ {0, 1}2 that are rendez-vous'ed are indisernible. Moreover,

some transistors are added to �x the potential nets that would otherwise leak information
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Figure C.3: Regular (left) and seured (right) C-Element transistor-level netlist.

through parasiti apaitive memorization of the previous state. The atual number of

suh transistors is limited to the nets that are not reset automatially by the return-to-

null protool.

The C-Element netlist is represented in Fig. C.3. Driving transistors are depited

normally, whereas keeping transistors are shaded. Notie that at the layout level, driving

transistors must have a larger aspet ratio W/L (gate width/length) than their keeping

ounterparts.

Funtional gates with unbalaned truth tables (suh as the AND), requires speial

attention. We further disuss the implementation proposed in [193℄, where dummy ORs

are added in the omputation part of the gate. The 3OR netlists an be optimized in

terms of NANDs and NORs (see Fig. B.1), as this is ommonly done in CMOS logi (where

gates are natively inversing.)

C.3 Seure Routing: Shielded DRC-lean Bakend-Dupliation

C.3.1 Routing Objetives

This setion presents a seured routing methodology suitable for di�erential netlists.

Some tehniques have already been desribed in the literature, suh as the �fat wires� or

the �bakend dupliation�. However, they lak to enompass some onstraints related to

various domains:

� seurity: ross-talk represents a vulnerability. Di�erential pairs must be pro-

teted against this phenomenon. It beomes inreasingly disquieting as metalliza-

tion pithes shrink.
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� manufaturability: for a iruit to be aepted in foundry, some design rules

must be satis�ed. A design rule heker (DRC) an verify that none of them are

violated. The minimum spaing, width, et. are loal rules that an be heked

during the routing step. The slot and density rules are global onstraints to be

veri�ed on a wide layout area. When minimally sized wires are used, there are no

risk to reate large areas of metal without holes: as a onsequene, slot rules are

not a onern. The density of every metal layers must be bounded, typially within

the range [20%, 80%]; usual designs often have low-density areas, and thus do not

verify this onstraint naturally. For this reason, the design �ow must expliitly

take it into aount.

� power supply: some of the routing resoures, ustomarily alled �stripes�, must

be devoted to onvey urrent �ows from vdd and to gnd.

C.3.2 Routing Strategy

In order to meet all the routing objetifs, we use the following onstraints:

� One trak over two is reserved for the dual net routing.

� Another trak over two is reserved for the shield against potentially aggressive

neighboring nets.

As explained in [191℄, the reservation an be ahieved in a straightforward way by in-

stantiating routing onstraints in the P&R tool. Under Cadene SOC/Enounter

®

, the

onstraints an be expressed in TCL (Tool Command Language) as:

reateRouteBlk 9.945 0 10.145 510.86 4 -name M4_1

reateRouteBlk 10.355 0 10.555 510.86 4 -name M4_2

reateRouteBlk 10.765 0 10.965 510.86 4 -name M4_3

# Trak available to route one `true' signal

reateRouteBlk 11.585 0 11.785 510.86 4 -name M4_5

reateRouteBlk 11.995 0 12.195 510.86 4 -name M4_6

reateRouteBlk 12.405 0 12.605 510.86 4 -name M4_7

# Trak available to route another `true' signal

reateRouteBlk 13.225 0 13.425 510.86 4 -name M4_9

# Et aetera ...

Afterwards, one set, they an be visualized from the �oorplan viewer, using the

on�guration panel of Fig. C.4.

Avoiding ross-talk an be ahieved by two means: either shielding with a global net

or spaing. The shielding solution is the preferred one beause the spaing solution has

a major drawbak: it risks to violate the DRC rule that requires that the metal density

be greater than a lower bound, even if the enforement of this rule is indeed negotiable

with the manufaturer. The risks of a poor density materialize in the unevenness of

metal wires height beause the CMP (Chemial-Mehanial Polishing) manufaturing

proess operates on heterogeneous surfaes. The non-respet of the minimum density

rule might ause both a yield and a seurity issue; the seurity issue arises from the

vertial disrepanies to the otherwise horizontally balaned pairs.
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Encounter display menu:

Figure C.4: Controls to display the routing blokages.

Consequently, shielding with a metal net is mandatory. In a view to avoid wasting

routing resoures, the shielding nets an also hosen to be the supplies gnd/vdd. Thus,

half of the routing resoures are dediated to both shield data nets and route the supplies

down to the ells. The �gure C.5 shows the alloation of the routing traks for two layers

of metal. The free traks, represented by dashed lines, are available to route di�erential

pairs. The power planning is thus obtained by the horizontal and vertial translation of

the elementary (4× PITCH)× (4× PITCH) ell represented shaded in Fig. C.5.

The highly interonneted power network ensures that the voltage levels remain sta-

ble. By itself, the power network su�es to ful�ll the minimum density design rule. In

1 pitch

: ground + shield

: via
: signal (e.g. A1)
: signal (e.g. A0)
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Figure C.5: Routing traks alloation on two onseutive metal layers using the shielded

DRC-lean bakend-dupliation routing method.

110



a 130 nm proess, where the routing width and pith are respetively 200 and 410 nm,

the density is indeed 200/(2 × 410) = 24% > 20%. Notie that in ongested regions,

the maximum density omplies with the DRC: (2 × 200)/(2 × 410) = 49% < 80%. To

improve the CMP quality, the density should ideally be uniform. Metal dummies an

therefore by added everywhere the routing traks are not �lled by data wires. In the

bakend dupliation method, dummies retangles are dupliated at the same time as

the data wires. Tehnially speaking, a translation is performed on all the elements of

the following DEF setions: COMPONENTS, PINS, BLOCKAGES, SPECIALNETS, NETS, FILLS.

Figure C.6 shows one portion of a layout with the onnetions to the ground & power

rings before and after dupliation.

The routing of data signals is thus realized in a regular mesh of interleaved ground and

power nets. The immunity to noise of the data signal is thus optimal. In addition, the

dense power supply mesh redues the loal voltage variations at the gate-level, otherwise

aused by voltage drops along long power lines. This positive side bene�t enhanes both

the yield and the seurity of the design. The dense routing of the shielding mesh also

hides the underlying logial ells, whih makes their visual reognition very hard. Thus,

this shield protetion method also ompliates the reverse-engineering (with tools suh

as automati gates reognition softwares [408℄). In addition, it prevents miro-probing,

sine probing needle an hardly pass through the remaining holes (only 51% of the spae).

Notie that metal dummies are di�ult to insert in the lower metallization levels

of the ells. We found it onvenient to design the ells in suh a way that the density

onstraints are met by design in the metal layers used by the ell (typially M1 and

M2.) The metal �lling is indeed fully ompatible with the �age� strategy presented in

Se. C.2.

C.4 DES Datapath Case-Study

C.4.1 Performanes Evaluation

As a ase-study, a DES o-proessor [195℄ has been designed in order to assess the

performanes of above-mentioned methodology. The performanes in terms of area are

given in Tab. C.1. For the seured DES, the number of instanes (#inst.) and of unique

instanes (#!inst.) are given as the sum of standard ells and of full-ustom SeLib ells.

Both instanes have been validated funtionally by digital simulation, and are lean from

errors regarding STA (Stati Timing Analysis), DRC (inluding antenna rules) and LVS

(Layout Versus Shemati).

The metal use of the proposed methodology is summarized in Tab. C.2.

The insertion of the gnd/vdd mesh does not impede the balaning between the dual-

rail pairs apaitanes. The parasitis are extrated from the plaed-and-routed design,

using a database of apaitanes preharaterized with a 3D �eld solver. The apaitane

of the 2 610 dual-rail nets is omputed. The average statistis are given in Tab. C.3. As

expeted, the extrator �nds more apaitanes in the design with the gnd/vdd stripes

mesh. In both ases, the main ontribution for the apaitanes is the interonnet.
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Figure C.6: Upper right orner of the DES datapath layout, before (top) and after

(bottom) dupliation.
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Table C.1: Area omparison between the regular and the seured DES datapaths.

Regular DES (standard ells)

#inst. #!inst. Area Density

1 497 68 25 368 µm2
95 %

Seured DES (SeLib)

#inst. #!inst. Area Density

862 + 2 295 7 + 9 382 871 µm2
95 %

Table C.2: Metal layers preferred diretion (Horizontal or Vertial) and assigned pur-

pose(s.)

# H/V Purpose

1 H&V Internal SeLib interonnet (in-

side C-elements, 3ORs, et.)

2 H&V SeLib interonnet (C-elements

between them, et.) and pins +

neighbor ells diret onnetion

of fae-to-fae pins

3 H Suited to maximize pin aessi-

bility

4 V To onnet pairs of plaement

rows

5 H Spare horizontal routing

6 N/A Unusable beause of larger pith

Table C.3: Cumulated apaitanes statistis of the dual-rail plaed-and-routed SeLib

DES netlist without and with stripes.

No stripes With stripes

Wire 70 pF 121 pF

Gate 55 pF 55 pF

Total 125 pF 176 pF

Wire/Total 56 % 68 %
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One relevant �stati� parameter to evaluate the seurity of a DRL design is the dis-

persion of the ratios C(true)/C(false) for all the dual-rail pairs. This quantity an be

greater or smaller than one, depending on the unbalanedness diretion. In order not to

favor one of the wires in a pair, the Neperian logarithm of the ratio is onsidered instead.

The histogram for these quantities is given in Fig. C.7. The standard deviation is equal

to:

� 1.53 × 10−3
for the design without stripes and

� 0.48 × 10−3
for the design with stripes.

It must be noted that these values are extremely low. In this ase, the limited series

log(1 + ǫ) = ǫ + O(ǫ2) applies. The disrepany is thus roughly equal to 1.5 h (resp.

0.5 h) without stripes (resp. with stripes.)

Finally, for the results to be perfetly lear, it must be underlined that the extrated

deviations are aused by dual-rail pairs ross-oupling only (despite a systemati shielding

strategy); in partiular, the tehnologial dispersions are not taken into aount in this

study. Nonetheless, this inelutable phenomenon is expeted to take on more and more

importane as the routing pith redues.

C.4.2 Comparison with Related Works

One previous work, by Kris Tiri [460, 225℄, presented a omprehensive design �ow

taylored for the WDDL logi. However, this logi has been shown to feature a weak-

ness [439℄ against whih SeLib resists. Independently of this issue, it is interesting to

ompare the performane of a DES datapath o-proessor implemented in SeLib and in

WDDL from the same VHDL soure ode. A system-on-hip (SoC), alled SeMat V3

� inheriting SeMat V1 arhiteture, has been designed to ompare the seurity of a

DES module implemented in SeLib and in WDDL [456℄. The �oorplan is depited in

Fig. C.8.

The table C.4 reports the minimal area required to plae and route the WDDL DES

datapath. Apart from seven standard ells used as suh, two instanes of reshaped gates

are required. They are the unitary AND and OR gates from the standard library, whose

interfae has been adapted to be symmetri. A total of 6 060 suh gates are needed after

logial synthesis, orresponding to 3 030 logial AND (ouple {true = AND, false = OR})

and logial OR (ouple {true = OR, false = AND}).

It appears that the WDDL module fails to be routed with a 95 % density. As shown

in Tab. C.4, the best density is 35 %. This learly shows that the WDDL design using

the routing methodology presented in Se. C.3 is in the wire-domain, as opposed to the

logi-domain.

In [225℄, a working WDDL iruit is shown to be suessfully designed with only a

fator 3.1 of area inrease over a standard CMOS implementation. However, the routing

shielding is not disussed in [225℄. The area inrease presented in Tab. C.4 an also be

reinterpreted as:

� a 4.4 times area overhead for the logi, plaed at 95 % density, omposed to

� a 2.7 (=95 %/35 %) times area overhead for the di�erential routing shielding.
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Figure C.7: Distribution of the unbalanedness of dual-rail pairs apaitanes in DES
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Figure C.8: Floorplan of the SeMat V3 SoC (left, from the Cadene Virtuoso CAD tool

renderer � right, from a photographi piture).
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Table C.4: Area �gures for the WDDL DES datapath.

Seured DES (WDDL)

#inst. #!inst. Area Density

404 + 6 060 7 + 2 299 824 µm2
35 %

Table C.5: Cumulated apaitane statistis of the dual-rail plaed-and-routed WDDL

DES netlist without and with stripes.

No stripes With stripes

Wire 57 pF 95 pF

Gate 25 pF 25 pF

Total 82 pF 120 pF

Wire/Total 68 % 78 %

The fat that the logi area overhead is greater in our ase than in [225℄ (4.4 versus 3.1)

an be explained by the fat that we have not tried to optimize them, sine the design

is in the wire-domain, not in the logi-domain. For instane:

� no omplex gates (AOI) are used, only plain AND / OR,

� the WDDL register is made up of four regular DFFs, instead of two DFFs and two

NORs.

The statistis about the apaitanes of the 3 684 dual-rail nets are represented in

Tab. C.5 and in Fig. C.9. The standard deviation of the C(true)/C(false) ratio is equal

to:

� 1.96 × 10−3
for the design without stripes and

� 0.58 × 10−3
for the design with stripes.

These values are slightly higher than the ones obtained from SeLib beause the �AND�

and �OR� standard ells input apaitanes (though they do not represent the main part

of the total apaitane) are not perfetly equal:

� AND:A is 1.99 fF and AND:B is 1.75 fF, whereas

� OR:A is 1.84 fF and OR:B is 1.60 fF.

The three DES o-proessors (standard ell, SeLib) have been optimized for area,

not for speed. They have been synthesized with the onstraint to remain funtional with

a lok period of 15 ns. Indeed, the ritial path is another part of the SeMat V3 SoC,

namely between the miro-proessor and the 32 kbytes memory. At 66.7 MHz, eah of

the three DES instanes an proess enryptions and/or deryptions at [195℄:

� 266.7 Mbit/s = 64 bit

16 lok

/
15×10−9

s

lok

in DES-CBC with a 56-bit key, or
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� 88.9 Mbit/s = 64 bit

16×3 lok

/
15×10−9

s

lok

in 3DES-CBC with a 112-bit key.

C.5 Conlusion

This paper revisits the design of statially seured ells suitable for onstant-power

ustom ryptographi ICs. Most previously proposed gates are vulnerable to a power

attak exploiting the inputs skew. Therefore, this artile fouses on a logi style, referred

to as SeLib, in whih gates inputs are systematially resynhronized. We emphasize

the topologial issues raised by the symmetri routing onstraints. The question of the

positions of the pins is extensively disussed. Then a method to ahieve a DRC-lean and

optimally seured (parallel and shielded) routing is presented. The shield between dual-

rail pairs (neessary to properly avoid ross-talk, fatal to the seurity of the interonnet

network) is also used to onvey the ground and power global signals pervasively to every

standard ells, thus guaranteeing a perfet stability in the energy delivery. The paper

onludes positively on the feasibility of industrial-strength seured ells libraries. The

realization of a onstant-power DES ryptoproessor with legay CAD tools in a 130 nm

tehnology proves that non-masked seurity at the gate-level with balaned and shielded

routing an be implemented in pratie.

Our main ontribution is to show that when the maximal e�ort is spent on both

the logi and the routing, then the interonnet is the limiting fator as for the imple-

mentation area. Let apart the ost overhead, the previously proposed seure bakend

methodologies (for instane �SeLib� logi and �bakend dupliation� onstrained P&R)

an thus beome industrial ommodities. Based on this proof-of-onept, taylored opti-

mizations, typially based on seurity versus ost trade-o�s, an be thought of. There

is ertainly a large margin for drasti improvements in terms of adequation between a

given seurity model and a required protetion pro�le.

C.6 Aknowledgements

The work presented in this artile has been partly funded by the Conseil Régional

de Provene-Alpes-C�te d'Azur (PACA) and the Frenh National Ageny for Researh

(ANR) through the MARS (ACI SI 2004) grant.

The authors thank the AST division of STMiroeletronis Rousset (Frane) for its

support in the SeMat (Séurité du Matériel) projet. In addition, the authors are

grateful to Ronan Keryell (GET / ENSTBr, �Trusted Computing Platform� projet) for

his valuable advies and enouragements.

118



Appendix D

Seurity Evaluation of WDDL and

SeLib Countermeasures against

Power Attaks

Extended version of artile [175℄

Authors: Sylvain Guilley, Laurent Sauvage, Philippe Hoogvorst, Renaud Paalet and

Guido Maro Bertoni

Abstrat

Logi styles with onstant power onsumption are promising solutions

to ounterat side-hannel attaks on sensitive ryptographi devies.

Reently, one vulnerability has been identi�ed in a standard-ell based

power-onstant logi alled WDDL. Another logi, niknamed SeLib,

is onsidered and does not present the �aw of WDDL. In this paper,

we evaluate the seurity level of WDDL and SeLib. The methodology

onsists in embedding in a dediated iruit one unproteted DES o-

proessor along with two others, implemented in WDDL and in SeLib.

One essential part of this artile is to desribe the oneption of the

ryptographi ASIC, devised to foster side-hannel ryptanalyses, in a

view to model the strongest possible attaker. The same analyses are

arried out suessively on the three DES modules. We onlude that,

provided that the bakend of the WDDL module is arefully designed,

its vulnerability annot be exploited by the state-of-the-art attaks.

Similarly, the SeLib DES module resists all assaults. However, using a

prinipal omponent analysis, we show that WDDL is more vulnerable

than SeLib. The statistial dispersion of WDDL, that re�ets the

orrelation between the serets and the power dissipation, is proved to

be an order of magnitude higher than that of SeLib.

Keywords: side-hannel attaks, di�erential power analysis, seured logi style,

WDDL, SeLib, bakend-level ountermeasures.
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D.1 Introdution

Muh equipments must oneal seret information, suh as personal data, redentials

or intelletual properties. Now, these devies an be stolen or simply bought by any

attaker who wishes to retrieve the serets. Indeed, attakers an eavesdrop the informa-

tion diretly within the equipment. In this ontext, the digital information an no longer

be proteted by sole ryptographi means. For this reason, many appliations delegate

the low-level seurity to a speialized iruit. It usually takes the form of a smartard, a

trusted platform module (TPM) or an embedded rypto-proessor. For instane, in some

ountries, the aess to operated mobile teleommuniation networks is proteted by a

subsriber identity module (SIM) ard. The authentiation at automated teller mahines

(ATMs) is often realized by a smart ard. Worldwide, personal omputers are equipped

with TPMs. Some FPGA manufaturers now implement on-hip on�guration bitstream

deryption.

To avoid on-board bus probing, the seured system onsists most of the time of a

monolithi ASIC. Seuring those hips is of major importane. Two threats have been

identi�ed in the last deade: side-hannel attaks and fault injetion attaks. The prin-

iple of fault attaks is to fore the iruit to malfuntion so as to gain illegitimate

information [144℄. These attaks are very powerful and some iruits have been suess-

fully broken with this tehnique. However, given that this attak is ative, the iruit

an embed fault detetion logi. If an error is deteted, the iruit an for instane

erase its serets, whih implies that an attak might require to sari�e many iruits.

Side-hannel attaks onsist in observing whatever physial emanation that leaks from

the iruit, in a view to derive some seret information about the serets it handles.

They are more sneaky beause they are passive: if they are arried out arefully, the

iruit is not aware that it is being attaked. Usual side-hannels are the timing, power

onsumption [290℄ or eletromagneti emanations.

Many suessful attaks on unproteted iruits have been reported publily sine

1996. Standard side-hannel attaks (SCAs) are SPA [249℄, DPA [249, 308℄, inferential

power analysis (IPA) [121℄, CPA [60, 258℄, EMA [134, 353℄ and template attaks [69,

376, 13℄. To mitigate side-hannel attaks, several types of ountermeasures have been

proposed and implemented. It is possible to balane or randomize the sensitive design at

the algorithmi, logial or physial levels: the overall strength of the design will be that

of its weakest ountermeasure. The seurity evaluation of the proteted iruits usually

proves that the e�orts to spend to break the iruit is higher than without protetions.

Unfortunately, many proteted implementations were atually partially broken, albeit

with more expansive means. Two reasons are mentioned to explain the attak suess.

Either the attaker exploits a leakage that is not overed by the ountermeasure. Or the

hypothesis about a ountermeasure is made at one level, say logial, but is not ported at

a lower level, say physial.

It is now widely admitted by the side-hannel ommunity that the SCAs have the

potential to extrat information about any net of the design. It is thus very often advised

to protet the iruit down to the logi gate. In the �eld of gate-level ountermeasures,
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two options are generally onsidered: stati or dynami ountermeasures. The goal of the

former is to ensure a power-onstant exeution, whereas the seond onsists in ensuring

a power-onstant exeution in average, with the help of an anillary TRNG.

In this artile, we speify an attaker that is able to perform DPA, CPA and template

attaks. We investigate experimentally her potential to break implementations proteted

against the spei�ed attaks, with both logial and physial ountermeasures. More

spei�ally, the WDDL logi [456℄ with wire shielding is assessed. We observe that a

reported �aw against WDDL [439℄ annot be exploited. Additionally, we investigate

another logi, alled SeLib [193℄, immune from the WDDL �aw. The seond goal of

the paper is to quantify the seurity gain when swithing from WDDL to SeLib. This

information is very valuable to adapt the seurity level to the ost of the assets to protet.

The rest of this artile is strutured as follows. The ASIC designed for the seurity

evaluation is desribed in Se. D.2. The three DES modules implementation is detailed

in Se. D.3. In Se. D.4, the attak methodology and results are given. Finally, setion

D.5 onludes the paper and opens further researh perspetives.

D.2 Prototype ASIC Dediated to Side-Channel Informa-

tion Leakage Evaluation

A dediated ASIC has been designed to evaluate the seurity level reahed by the two

ompeting logi styles. In the following, we refer to this hip as �SeMat v3�. SeMat v3

has been taped-out on 2007 January 3rd (STM 0.13 µm tehnology HCMOS9GP with

6 layers of metallization) through the CMP (Ciruits Multi-Projets) silion broker [88℄.

The ASIC's die area is 4.4 mm

2
and ontains 2.4 million transistors. The iruit is DRC

& LVS lean and has been tested fully funtional. A piture of the �oorplan and of

the aquisition printed iruit board (PCB) is given in Fig. D.1. The knowledge of the

aurate RTL desription of the system is an important feature: it enables us to relate

side-hannel analyses to the iruit's operations.

The arhitetural hoies made during the design of SeMat v3 are detailed in this

setion.

D.2.1 Seurity Evaluation Target: ASIC versus FPGA

It makes sense to attak both targets. However, in our ontext, we endeavor to:

1. implement sound and robust ountermeasures and

2. foster the aess to the side-hannel. Indeed, to inrease our level of on�dene in

an evaluation, the usual methodology onsists in hoosing the experimental setup

that maximizes the attak's strength.

The ASICs are thus ompared to the FPGAs in these two respets.

The implementation of some ountermeasures is either impossible or more di�ult

in FPGAs. Full-ustom logi styles annot be implemented in FPGAs, sine the �nest

reon�guration grain is the look-up table (LuT), and not the transistor as in ASICs. The
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Figure D.1: Floorplan and aquisition board of the SeMat v3 ASIC.

plaement an be onstrained in both targets. Kris Tiri showed how to plae WDDL

in F and G LuTs in Xilinx FPGAs [459, 458℄. Altera proposes the logilok feature to

ahieve a similar result, albeit at the logi array blok (LAB) level. Native FPGA CAD

tools do not implement pair-wise dual-rail routing. Conerning ASICs, some tools start

to feature this funtionality. For instane, Cadene �hip optimizer� provides a spae-

based router. Although this post-proessing funtionality is intended to balane only

�speial wire� ouples, it is oneivable to delare all the nets to be speial. Nevertheless,

other strategies to ahieve this funtionality have emerged: fat-wire routing [457℄ and

bakend dupliation [191℄ operate on top of the CAD tool. In FPGAs, these methods

would require the knowledge of the interonnet resoures and the ability to forge a

bitstream. Additionally, either the routing graph desription must be hangeable (in the

fat-wire method, the hannel width must be halved), or it must be possible for the user to

set onstraints (in the bakend dupliation, every other routing trak must be bloked).

The shielding of signals seams di�ult in FPGAs: there are no publily available papers

dealing with this aspet.

Finally, the aurate power measurement in FPGAs is a hallenge: spying a part of

the FPGA onsumption is possible under some produt families. However, this onstrains

the module under test to be plaed in a partition of the �oorplan lose to the power pads.

Nonetheless, no appliation note guarantees that the power will not be modulated by the

neighbor logi. As too many parameters remain unknown in FPGA designs, we opted

for an evaluation in an ASIC, where every aspet is under ontrol.
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D.2.2 System-Level Arhiteture

The DES modules must be as indisernible as possible. Hene the hoie to plae

them on a same silion die.

Besides, SeMat v3 is a system on hip (SoC), where the modules are slaves of a

CPU, playing the role of the master. The interonnet is based on the VCI (Virtual

Component Interfae [8℄) standard. Seen from the CPU, the DES modules share the

same interfae, and di�er only from their addressing spae. This organization greatly

failitates their ontrol: the same program is typially used for all DES modules. This

program repeatedly installs the ryptographi data (key and message) in eah module's

memory, asserts a line to trigger an osillosope and launhes the enryption.

As the main goal of the ASIC is to realize aurate and fair side-hannel measure-

ments, a ouple of power pads, alled (gnd_des, vdd_des) is devoted spei�ally to the

DES modules energy supply.

Another power requirement is to avoid oupling between the DES modules and other

parts of the ASIC (CPU, pads, et.) The solution to lower the �substrate noise� is

to insulate the ground of the DES modules from the wafer bulk. The HCMOS9GP

tehnology is triple-well: the NISO CAD layer allows to vertially insulate the P-well

of a region. The addition of the NISO mask annot be done by automati plaers and

routers, suh as Cadene SOC/Enounter. Therefore, we wrote a SKILL sript that post-

proesses the layout by adding a surrounding NISO retangle around every DES module.

The same sript also omputes the equivalent diode reated between gnd_des and the

bulk; this information is indeed required by the LVS tool.

Anyway, it remains essential to avoid I/O pad ativity during the enryption, espe-

ially if the pads arry sensitive data (suh as a key). In all the experiments presented

in the remainder of this paper, there are no I/O operations during the ryptographi

operations.

As already stated, the goal of the ASIC is to be able to measure as aurately as

possible the power dissipation of the DES modules, with the additional onstraint that

the power measurement be the same for all the modules. We opted for a shared power

supply for the three bloks, but distint from that of the rest of the ore. The modules an

be disabled by lok gating, so that only the attaked module absorbs energy. The lok

gating suppresses the dynami power onsumption but not the stati leakage urrent.

However, given that the deativated modules are left in a random state, no relevant

information is expeted to be leaked this way. For the sake of ompleteness, we mention

that a onstant leakage of 180 µA is measured on SeMat v3. In Fig. D.11 at page 136, a

9 mV o�set is observed through a 50 Ω �spy� surfae-mounted omponent (SMC) resistor.

A module, alled �power management�, deides whether the lok delivered to the

DES modules is ative or zeroed. The arhiteture of the �SeMat v3� SoC with the

lok gating ontroller is depited in Fig. D.2.
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Figure D.2: SeMat v3 system-level power management.

D.3 Referene, WDDL & SeLib DES Modules

The data enryption standard (DES [336℄) was hosen as the algorithm to evaluate

the seurity of WDDL and SeLib ountermeasures. This algorithm is the preferred one

in ASIC implementations, beause it is very small, and beause of the on�dene people

have on its ryptographi strength (when used as triple-DES with three distint keys).

For example, DES is used in the eletroni passport, in Europay-Masterard-Visa (EMV)

banking appliations and in the bitstream enryption for Virtex 2 Xilinx FPGAs.

The arhiteture of the DES o-proessors of SeMat v3 is detailed in [195℄. It is

an iterative implementation that proesses 64-bits of data and that shedules the round

key in parallel with the data enryption; one round of DES is thus omputed eah lok

period. In our setup, the DES is made to operate on one single message blok, aording

to the following shedule:

� lok period 0�7: byte-wise key loading from RAM,

� lok period 8�15: byte-wise message loading from RAM,

� lok period 16�31: enryption (16 rounds), in dediated registers,

� lok period 32�39: byte-wise iphertext saving into RAM.

For a fair omparison, the modules were designed to be as similar as possible. The

VHDL soure ode is shared. The referene module has been realized using unproteted

gates and straightforward automati CAD tools. More preisely, we have used the Ca-

dene toolhain for the design (bgx_shell for the logi synthesis, SOC/Enounter for the

plae/route step and ifb for the layout �nishing) and Mentor Graphis alibre for

the veri�ations (DRC and LVS). The WDDL and SeLib modules resort to advaned

physial design tehniques, that di�er only regarding their logi style.

A desription of the three DES modules embedded in SeMat v3 is already provided

in [188℄. We summarize the main seurity attributes of these modules in this setion.

D.3.1 Logi Styles

Constant-power omputations often use a dual-rail with preharge logi (DPL). This

logi is also known as dynami di�erential logi. The protool of this logi onsists
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of two phases: preharge and evaluation. The preharge phase allows to start new

omputations from a known eletrial state. It thus prevents unexpeted transitions

between two omputation steps. The dual-rail signalization of the data is onveyed by

two wires for eah Boolean variable: NULL = 00 while in preharge and VALID ∈ {01, 10}
while in evaluation. Therefore, every evaluation onsists in the transition of exatly one

wire (00 → 01 or 00 → 10). If the design is adequately balaned, whih transition

ourred is indisernible by an attaker.

D.3.1.1 State-of-the-art about DPL.

In 2002, Kris Tiri introdues the �Sense Ampli�er Based Logi� (SABL) logi style [452℄,

whih aim is to make power onsumption independent of both the logi values and the

sequene of the data. It is therefore the �rst DPL proposal. Its priniple onsists in

ombining Di�erential and Dynami Logi (DDL) like in the �Dynami Casode Voltage

Swith Logi� (DCVSL) style, while �xing seond order asymmetry in the gate (espe-

ially for omplex logi funtions), due to parasiti apaitanes [371℄. This allows to

deorrelate the power onsumption from the inputs. In 2006, Maro Bui et al. [61℄

show that the balane of DPL gates an be improved by adding a systemati disharge

after the evaluation. The resulting omputations are thus based on a ternary pae: (1)

pre-harge, (2) evaluation and (3) post-disharge. When applied to SABL, simulations

reveal that a gain of two-order of magnitude is obtained in terms of balane.

As these tehniques require the full-ustom design of new standard ells, Tiri proposes

two years later the �Wave Dynami Di�erential Logi� (WDDL) style [456℄. WDDL uses

a standard ell �ow, where an original single-ended gate netlist is dupliated to obtain

a di�erential netlist. In addition, the preharge is not global; instead preharge values

are imposed only at the inputs, and propagate as a �wave� through the ombinatorial

netlist. Finally, the total load apaitane is assumed to be dominated by the interonnet

apaitane, so the onstant load apaitane is obtained by areful routing.

SeLib is introdued in 2004 by Sylvain Guilley et al. [193℄. This logi is based on an

quasi-delay insensitive asynhronous primitives, that are balaned to provide onstant

evaluation and preharge time and dissipation. Speially rafted transistor-level symme-

try grants SeLib a higher resistane level to attaks than WDDL, albeit at a high ost

in terms of silion area [188, 189℄.

In 2005, SABL and �Dynami Current Mode Logi� (DyCML) [7℄ are ompared by

François Maé et al. [272℄. In DyCML, only one of the output nodes is disharged during

the preharge phase. This leads to better performanes, suh as a redution by 80 % of

the power delay produt and by 50 % of the power onsumption. In addition, DyCML

is assessed to be more resistant to DPA than SABL.

Reently, Franeso Regazzoni et al. explore the resistane of �MOS Current Mode

Logi� (MCML) against DPA [378℄ up to simulated attaks. Preliminary results show

that MCML has a strong potential for proteting iruits.
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Figure D.3: WDDL testbenh in whih a data-dependeny in the power usage is observed.
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Figure D.4: Power signature that betrays the value of the Boolean variable C, in the

setup of Fig. D.3.

D.3.1.2 Early Evaluation Flaw

All the DPL styles presented previously feature a problem mentioned in [439℄ linked

to the intrinsi evaluation in CMOS logi. This logi is memoryless, and thus evaluates

as soon as an input hanges. Now, in dual-rail logi, the levels of the wires at both as

signalization (two wires equal to `0' implies a preharge stage), and data (two wires with

opposite values mean evaluation).

For the sake of illustration, we ontinue the �aw analysis with the example of WDDL

with a 00 spaer to preharge the iruit. This hoie makes OR gates evaluate faster

than AND, beause OR gates simply need one input to have a rising transition to hange

output values, whereas AND gates must wait for two rising transitions to update their

output. A senario that illustrates the data-dependeny of the omputation �ow (and of

the power dissipation) is given in Fig. D.3. This testbenh shows an OR3 gate, reeiving
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its three inputs A, B and C from synhronized registers. The iruit is synthesized in

two two-input OR gates in asade. As depited in Fig. D.4, we assume that the attaker

is able to plae the iruit in the state A = B = 0 (i.e. A0 = B0 = 1 and A1 = B1 = 0)
and tries to guess the value of C by power analysis. The iruit is in preharge state for

the negative values of the time t, and the evaluation starts synhronously for all signals

at t = 0. We observe that, depending on the value of C, the struture of the dissipation
di�ers:

� When C = 0, the AND gate alled &1 evaluates to true (independently of input C,
b.t.w.) and, about 50 ps after that, the seond AND gate alled &2 evaluates to one,

resulting in two distint power onsumption peaks.

� When C = 1, the AND gate &1 and the OR gate denoted |2, evaluate simultaneously
(at �rst order), whih results in a single power peak.

The power signature thus depends on the value of the variable C. Notie that the problem
happens beause two paths with di�erent delays onverge on the same gate, namely &2

in the false network half and |2 in the other. Inidentally, following the early evaluation,

WDDL also su�ers from an early preharge symptom in the next lok yle.

However, it must be underlined that for this bias to be exploited, the attaker must

have an aquisition apparatus that is able to detet 50 ps timing variations. In addition,

if the aquisition is somehow low-passed �ltered, then the di�erene vanishes. In the

SPICE simulations shown in Fig. D.4, the energy onsumed by the total transitions

is 10.8 fJ for the late evaluation ase (C = 0) and 11.0 fJ for the early evaluation ase

(C = 1). As these values are very lose one from eah other, the detetion of the di�erene

seams hany. Nonetheless, the skews add up when desending into the ombinatorial

logi netlist. A suessful attak on a masked DLP (MDPL) iruit exploits a skew of

1 nanoseond at the end of a ombinatorial path [358℄.

In this artile, we study SeLib (see Se. D.3.1.4), a DPL style that does not evaluate

early. We ompare it with WDDL, beause, to the authors' knowledge, it is the only

DPL style atually implemented in real ryptographi hips (namely ThumbPod [454℄

and SCARD [404℄). In addition, WDDL does not draw a large urrent peak at preharge,

whih simpli�es the power planning.

D.3.1.3 Wave Dynami Di�erential Logi (WDDL)

WDDL is a DPL implementable with standard ells. Its priniple is that, when a

Boolean funtion f(x) is to be omputed, its dual g
.
= f(x) is omputed in parallel, so as

to mask its ativity. Provided that the gate is preharged to zero before every evaluation,

either f or g has a transition (exlusively), whih ensures a power-onstant omputation.

In SeMat v3, the WDDL synthesis was realized based only on AND and OR instanes.

Standard ells of several �drive fore� from a design kit are armored, so as to:

� ease the pins aessibility and to make pins symmetrial, as required by the bakend

dupliation method, and

� to wrap the standard ells into an eletromagneti age.

The standard ell is made up of transistors, polarization well-taps and interonnet wires

up to the �rst metal layer (M1). The added oating onsists in the superimposition of
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stripes of the seond metal layer (M2). The steps involved in the onstrution of the

armored AND and OR gates are detailed in Fig. D.5: the standard ell (1) is added M2

oating (2) to end up with the armored ell (3) = (1) + (2).

D.3.1.4 Seure Library (SeLib)

SeLib is a balaned quasi-delay insensitive (QDI) ells library that enables power-

onstant and timing-onstant omputations. The design of eah ell involves two stages:

1. a front one in harge of inputs synhronization and

2. a bak one in harge of the output omputations.

Muller C-elements [414℄ realize the synhronization task. At this stage, the input is

deoded. The seond stage onsists in the rediretion of the value to the adequate

output, thanks to OR or XOR gates. Redundant logi is added to balane the paths to

the diret (Y1) and dual (Y0) output ouple, resulting in the shemati given in Fig. B.1.

In SeLib, The omputation is realized for both the diret and its dual output with the

same logi, namely a three-input OR gate, whih provides a protetion against an attaker

that would be apable of distinguishing the two halves side-hannel signature. The use

of C-elements inreases the ost in terms of area, delay and power onsumption of SeLib

ells. However, they do �x the �input skew� issue.

Another advantage of SeLib over WDDL is the large range of logi funtions that

are a�ordable � seurity-wise. For instane, as opposed to WDDL, the SeLib gates

an be �logially� inverting and non-positive. Indeed, the C-elements of SeLib handle

the preharge state; the evaluation is thus unrestrited. The SeLib library inludes the

following ombinatorial ells: (A,B) 7→ {A ·B,A ·B,A ·B,A⊕B,A+B,A·B,A⊕B,A+
B,A+B,A+B}. This variety of gates helps to redue the silion area overhead of SeLib
over WDDL [189℄.

D.3.1.5 Common WDDL and SeLib Cells

The DFFs and the bu�ers are reused diretly from the design kit libraries.

For both WDDL and SeLib, the inverter is implemented as a hard-wired ell, de-

pited in Fig. D.6. As those two logi styles expet the netlist to be reset to zero during

preharge, the inverter annot be implemented by the appliation: (a
true

, a
false

) 7→
(a

true

, a
false

). Instead, the wire rossing (a
true

, a
false

) 7→ (a
false

, a
true

) is adequate.

Consequently, the inverter of Fig. D.6 does not ontain any transistor.

The speial ells added for WDDL and SeLib synthesis are ompatible with standard

ells. The height is equal to 12 pithes, divided into a 5-pith P-well and a 7-pith N-well.

D.3.2 Plaement and Routing

Two standard methods exist to ahieve a balaned dual-rail routing. With the fat

wire [457℄ tehnique, the router tool is triked into seeing one large wire instead of a

ouple. The onversion from the resulting single-ended to the dual-rail design is done
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(1) Genuine AND (2) Coating (3) Seured AND

2 µm 2 µm 2 µm

(1) Genuine OR (2) Coating (3) Seured OR

2 µm 2 µm 2 µm

Figure D.5: Two-input logi AND and OR gates armoring, suitable for WDDL.

129



�true� part �false� part Full inverter ell

2 µm 2 µm 2 µm

Figure D.6: Logial inverter in dual-rail logi, suitable for both �WDDL� and �SeLib�

DPL styles.
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Figure D.7: Fat wire (upper) and bakend dupliation (lower) paths balaning illustra-

tion.

afterwards by a sript. The �bakend dupliation� [191℄ tehnique onsists in a opy-

and-paste of half the design, plaed-and-routed (P&R) with half of the resoures ob-

struted, so as to leave room for a subsequent dupliation. The true part of the design is

�rst plaed every other row. The false part an therefore �t in the free (beause �rstly

obstruted) plaement rows. The same strategy is applied to the interonnet: for every

level of metallization, half of the routing traks is bloked. This preaution makes it

possible to route the dual nets in the traks that have been reserved for them, without

reating any short iruit with the regular nets. Compared to the fat wire tehnique, the

bakend dupliation does not require to tamper with design rules used by the P&R tool,

beause it relies solely on onstraints. Although de�ning routing onstraints are some-

times desribed as �pratially too omplex�, we report here that no more than about

two hundred lines of TCL sripts (generated automatially from the �oorplan desription

�le) an atually su�e to implement the �bakend dupliation� tehnique.

The priniples of the two plaement and routing methods are illustrated in Fig. D.7.

As the aess to the pins of the dual-rail gate instanes is di�ult with the �rst method,

we have opted for the seond one.

Both methods an be enhaned by a systemati shielding of the pairs. This option

improves drastially the balane of the pairs in eah wire ouple, albeit at the expense of

routability. In our quest to design a DES o-proessor as seure as possible, we deided

to apply a systemati shield, whih resulted in the design being onstrained by the wires.
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Figure D.8: Horizontal and vertial routing traks alloation.

Horizontal (M3 + V2�3) Vertial (M4 + V3�4)

Figure D.9: Typial ongested routing zone in the SeMat v3 WDDL DES module.

As disussed in [188℄, in SeMat v3, the plaement density of WDDL (resp. SeLib) is

35 % (resp. 95 %).

The shielding method used for both WDDL and SeLib is based on a periodi routing

trak alloation depited in the left part of Fig. D.8. The orresponding layout is illus-

trated in Fig. D.9 for a typial area of the DES WDDL module. We learly see that the

minimally-sized metal layers are mostly rowded, whih is harateristi of a routing

ongestion problem.

The shielding method used in SeMat v3 an be optimized. The number of shielding

signals an be divided by two, in both diretions, without reduing the insulation between

the pairs. The orresponding power planning layout is desribed in the right part of

Fig. D.8. Instead of 4 traks to route a dual-rail signal, only 3 are now neessary, both

vertially and horizontally; this new shielding sheme enables a 100 ×
(
1−

(
3
4

)2)
%

silion area saving. The density of WDDL an thus be inreased from 35 % to 62 %.

SeLib density is already 95 %: possible siliium savings are not signi�atively impated

by a new shielding method. Therefore, the overhead for WDDL an be redued from

11.8 to 6.6 = 11.8 × (3/4)2. This ratio is still twie larger than in the implementation

reported in [451℄.
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Table D.1: Performane of SeMat v3 DES modules.

Referene WDDL SeLib

Area [µm2
℄ 25 368 299 824 382 871

Energy [nJ/enryption℄ 97.2 2× 106 2× 197

DES-CBC speed [Mbit/s℄ 266.7 266.7 / 2 266.7 / 2

3DES-OBC speed [Mbit/s℄ 88.9 88.9 / 2 88.9 / 2

D.3.3 Performanes

Table D.1 reports the performane of the DES modules. The area of the WDDL

module is larger than the fator 3 of overhead laimed in [451℄ beause in SeMat v3

every pair of wire is shielded individually. As the dual-rail modules are limited by the

routing, it is not surprising that WDDL and SeLib modules have roughly the same area.

The power dissipation has been measured experimentally at 8 MHz under the nominal

voltage (1.2 volt). It is expressed as the energy per ECB enryption of one 64-bit blok.

The DES modules were synthesized to run at 66.7 MHz. At this frequeny, the regular

DES is able to enrypt or derypt:

� at 266.7 Mbit/s in DES-CBC mode with a 56-bit key, or

� at 88.9 Mbit/s in 3DES-CBC mode with a 112-bit key.

The dual-rail modules operate twie slower, beause every omputation step is interleaved

with a preharge step.

The performane table shows that seuring a hip with WDDL or SeLib has de�-

nitely a non-negligible impat both on the ost and on the power budget of the ryp-

toproessors. However, these o-proessors have been designed with the primary goal

to resist power attaks. Atually, as proved in the next setion D.4, this goal has been

reahed. Improving the performanes while remaining SCA-proof is a hallenge we need

to address in future researh. Seond, it must be kept in mind that if the area bloat is

undebatably impressive, it an remain aeptable in absolute value. For instane, in the

same tehnology, the 0.3 or 0.4 mm

2
of the seured DES module an be ontrasted to

an unproteted AES module enrypting an 128-bit blok in 44 yles (0.2 mm

2
[208℄) or

a 32-kbyte RAM (0.8 mm

2
[208℄). Regarding the dissipation, WDDL does not onsume

muh more than twie the power the referene module does (the fator two aounts for

the neessary preharge/evaluation dynami). Roughly speaking, WDDL is built with

twie more gates than a single-end logi, but only half of it is ativated. SeLib on-

sumes more beause eah gate is atually made up of several CMOS gates (C-elements

followed by OR). As ompared to WDDL, one an argue this weakens SeLib. However,

as explained in Se. D.4.3, the power onsumption is higher but the information leakage

it onveys is lower.
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D.4 Attaks

We assume that the attaker is able to ollet power traes from a iruit. We give

the attaker the maximum strength by easing the aess to the side-hannel and to

the synhronization with the enryption. The attaker is fair � it has the same strength

irrespetively of the attaked DES module. The exat strength of the attaker is desribed

in the following setions.

D.4.1 Experimental Traes Colletion

Given the small spatial extension (a few tenths of square millimeters) of the ryptopro-

essors, a loal eletromagneti attak (EMA) is not realisti. With standard antennas,

the signal olleted would be that emitted globally by the DES ryptoproessor. This

brings down the EMA to a powerline analysis. Thus, we deided to fous on power

measurements instead.

One typial power trae for eah module is shown in Fig. D.10. We measure the

di�erential voltage aross a spying resistor, when SeMat v3, running at 33 MHz, per-

forms an ECB enryption of an all-zero message with the key 0x6b65796b65796b65 (i.e.

�keykeyke�). FThe power traes have been averaged 64 times by the osillosope, The

power traes are averaged 64 times by the osillosope, in order to remove the ambient

noise and to inrease the vertial resolution from 8 to 12 bits.

A typial waveform is shown in Fig. D.11. The trae shows that a stati leakage

urrent exists.

The Fourier transform of typial traes for eah module is given in Fig. D.12. The

lok harmonis (33 MHz) are visible on all spetra. A peak at half the lok frequeny

is observable for the WDDL version of DES. This frequeny is harateristi of the

(preharge, evaluation) dynami, illustrated in Fig. D.11. The reason why the SeLib

module does not feature this peak is not intrinsi; it is rather an aquisition artifat,

doumented in Appendix D.7. In this Appendix, it is shown that this peuliarity does

not a�et the fairness of the seurity evaluation of SeLib. In the WDDL spetrum, some

additional peaks are visible for multiples of half the lok period (e.g. 50, 100 MHz).

Beyond 100 MHz, all the three spetra feature the same high-frequeny omponents.

Therefore we do not expet to exhibit any speial side-hannel in the [100 MHz,+∞[
bandwidth. Consequently, the traes are used plain, without any initial signal proessing.

In order to assess the seurity level of eah DES module, we olleted 6,400,000

traes for eah of them. Gilles Piret suggests in [356℄ a method to optimize the number

of measurements to dislose the key. He basially proposes two omplementary ways to

aelerate an attak:

1. If the plaintexts are hosen uniformly in front of the attaked substitution box, the

seletion funtion bias in the early stages of the orrelation attak is minimized.

2. If the plaintexts bits not involved in the sub-key attak are hosen onstant, the

algorithmi noise is minimized.
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Figure D.10: Regular, WDDL and SeLib DES modules typial instantaneous voltage

drops aross the 50 Ω spying resistor.
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Figure D.11: Under-loked DES WDDL module urrent trae.

These two ideas help aelerate an attak, but do not impat its suess or the failure

with an unlimited amount of side-hannel information. As our goal is to test whether

the iruits an be asymptotially broken, we simply hose the plaintext randomly with

UNIX rand(3).

From a pure ryptographial standpoint, the number of measurements is not large:

6, 400, 000 ≈ 222.6, to be ontrasted to the 2168 = 23×56
number of keys in triple-DES

with three independent keys.

However, it an give some insights about how muh seurity is available in hardware:

it lets the seurity strategy be partitioned into a hardware/software mixture. For in-

stane, in the ontext of stream enryption with DES in CFB, OFB or GCM modes of

operation, it an give an indiation on the frequeny of keys renewal: diversi�ed keys

regenerated at the rate of one per 6, 400, 000 enrypted bloks is enough.

D.4.2 O�-line Attak on the Referene DES Module

In this subsetion, e�orts are devoted to identify the strongest attaks against the

referene DES module. The inentive is to de�ne the best analyses suitable for the

proteted instanes, disussed in the forthoming subsetion D.4.3.

D.4.2.1 Desription of the Power Attaks

It is ustomary to divide power attak into two lasses:

i) mono-variate analyses, suh as IPA, DPA or CPA, and

ii) multi-variate analyses, suh as template attaks.

136



-140

-120

-100

-80

-60

-40

-20

 0

 1e+06  1e+07  1e+08  1e+09

Am
plit

ud
e [

dB
]

Frequency [Hz]

Clock @ 33 MHz
Clock 2nd harmonic

FFT trace on regular DES

-140

-120

-100

-80

-60

-40

-20

 0

 1e+06  1e+07  1e+08  1e+09

Am
plit

ud
e [

dB
]

Frequency [Hz]

Clock @ 33 MHz
Clock 2nd harmonic

Half clock frequency

FFT trace on DES WDDL

-140

-120

-100

-80

-60

-40

-20

 0

 1e+06  1e+07  1e+08  1e+09

Am
plit

ud
e [

dB
]

Frequency [Hz]

Clock @ 33 MHz
Clock 2nd harmonic

FFT trace on DES SecLib

Figure D.12: FFT of three power traes from regular, WDDL and SeLib DES modules.
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D.4.2.1.1 Correlation Attaks. We disard IPA beause it is too unfavorable from

the attaker viewpoint and too spei� (it targets software implementations). Instead, we

wish to desribe the most powerful attaker against a hardware parallel implementation.

Other mono-variate attaks an be niely uni�ed by the enhaned CPA [258℄, a heuris-

ti tehnique that bridges the gap between CPA and DPA. For eah side-hannel instant,

it onsists in omputing a biased orrelation oe�ient between the aquired trae (de-

noted W , as in waveform) and the expeted dissipation (denoted H, as in Hamming

weight or distane).

If W and H are onsidered random variables, we note EW the expetation of W and

σW
.
=
√

E (W − EW )2 its standard deviation (idem for H). The ovariane between W

and H is de�ned by: Cov[W,H]
.
= E ((W − EW ) · (H − EH)) = E (W ·H) − EW · EH.

The orrelation fator between W and H is the normalized quantity, onstruted as:

ρW,H
.
= Cov[W,H]

σW ·σH
. The Cauhy-Shwarz theorem implies that the orrelation fator is

normalized:

−100 % ≤ ρW,H ≤ +100 % .

The H random variable is atually parametrized by a sub-key to guess. In DES, the

dissipation an be split into eight ontributions, eah of whih orresponding to the

substitution boxes (sbox) layer. In eah sbox, 6 bits of the key are mixed with the

datapath, both at the �rst and at the last rounds. We thus end up, for every sbox (there

are 8 of them in DES), with 26 H funtions.

The DPA onsists in guessing the key aording to the greatest value of Cov[W,H],
when H explore all the possible key guesses weighting funtions. The resulting wave-

forms are alled di�erential traes, and onsist in the extration of a seleted dissipating

phenomenon from the overall rypto-proessor power onsumption.

The CPA [60℄ simply di�ers from the DPA in that it uses the orrelation fator

ρW,H instead of the plain orrelation Cov[W,H] to hoose whih key andidate is the

best. It is ustomary to designate CPA by the term DPA, and to distinguish them as

�orrelation-based� or �distane of mean� for the lassial one.

The enhaned CPA introdues an empirial parameter ε ∈ [0,+∞[. The orret key
deision is made based on the biased parameter omparison for the 64 key guesses:

Cov[W,H]

(σW + ε) · σH
.

For ε = 0, the enhaned CPA is equal to the regular CPA. When ε→ +∞, and provided

σH is not noisy (for instane using the hosen plaintext methodology desribed in [356℄),

the ontribution of σW is anelled and the enhaned CPA tends towards the DPA.

The empirial ε o�set makes up for a possible statistial artifat: the uninteresting

instants in the power urves also orrespond to the minimal variane σW . However, if

this value is too low, ρW,H ∝ 1/σW beomes arti�ially large; there is thus the risk that

an automati peak detetion software be fooled by suh a spurious peak. As on our

measurements σW > 2.5 mV, the protetion o�ered by ε is useless.
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D.4.2.1.2 Template Attaks. Template attaks [69℄ onsist of a two-phase strategy.

First, a probabilisti model of the dissipation is built based on the training on a lone

devie. Seond, an interepted trae is mathed against the pre-haraterized templates.

The pratial problem raised by template attaks is the high dimensionality of the data

used in the training phase. To alleviate the memory and omputational requirements,

Arhambeau et al. [13℄ proposed to use the prinipal omponents analysis (PCA [231℄).

In many onrete ases, PCA is appropriate. The basi assumption made in PCA is that

all templates share a ommon diagonalization basis; it has been shown to be realisti in

many ases.

Unlike orrelation attaks (DPA or CPA), that target a single sample in the traes,

templates with PCA ollet a distributed leakage. Indeed, PCA onstruts a linear

ombination of samples that maximizes the variane (dependeny in the key). This

analysis is thus able to apture the skews indued by the early evaluation problem of

un-synhronized DPL styles, suh as WDDL.

D.4.2.1.3 Vulnerability Metris. The two attak lasses just presented allow to

qualitatively ompare two implementations. If one implementation is broken by an anal-

ysis and not the other, then the former is weaker than the later.

However, in the ase where two implementations resist an attak

1

, orrelation and

template analyses an produe quantitative metris that re�et the intrinsi degree of

vulnerability of an implementation. For suh a vulnerability estimator to enable seurity

omparisons, it must be homogeneous for the various implementations to ompare.

We propose three homogeneous metris that are proportional to the vulnerability

ritiality.

The �rst metri is the amplitude of the DPA peak. In [196℄, it is shown that the

di�erential traes are the extration of a relevant part from the hip's overall ativity.

The targeted logi gates are identi�ed by the DPA seletion funtion. This quantity is

thus expressed in the units of the side-hannel measurement. As we use a di�erential

voltage probe, the side-hannel unit is the volt. This metri might not be appropriate

for two unrelated experiments, with di�erent aquisitions apparatuses and onditions.

However, the SeMat v3 arhiteture has been devised to enable omparisons: the side-

hannel is measured from the same power pads, with the same probe and the same

osillosope setup.

The seond metri is the best orrelation fator obtained by CPA. This metri does

not have any unit, beause it is a ratio. The orrelation fator also allows to ompare

two di�erent setups, sine it is relative to the aquisition noise (σW ).

Finally, the third metri is the largest eigenvalues obtained by template attaks in

PCA. Its interpretation is the maximal variane (dependeny in the seret) that an

be extrated from the side-hannel. The units of the eigenvalues are the square of the

side-hannel, beause they represent the square of a standard variation. Thus, as already

disussed for the �rst metri, they are appliable only to setups designed spei�ally to

1. This happens to be the ase for WDDL & SeLib modules (see Se. D.4.3).
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Table D.2: Number of traes required to attak the referene DES o-proessor with

DPA and CPA.

Sbox First round Last round

Index DPA CPA DPA CPA

#1 146,368 163,008 92,480 65,024

#2 183,040 206,080 201,920 146,816

#3 263,296 227,456 109,440 96,640

#4 191,360 149,376 84,608 72,192

#5 160,384 136,256 79,680 81,984

#6 92,992 89,856 32,000 18,304

#7 241,152 247,552 47,744 47,808

#8 41,280 37,888 227,840 191,744

Worst 263,296 227,456 227,840 191,744

Best 41,280 37,888 32,000 18,304

enable omparisons. It is thus relevant for the omparison of the three SeMat v3 DES

modules.

D.4.2.2 Attak Results of the Referene DES Module

The referene DES module is easily broken with both DPA and CPA. The number

of measurements to dislose (MTD) the key is given in Tab. D.2. The CPA appears to

be the best attak on average. We provide in Fig. D.13 the orrelation fators obtained

after 80k traes aumulations.

We tried the enhaned CPA. This tehnique is supposed to improve the speed of the

CPA; however, apart from sbox #2, the gain is marginal or null, and sbox-dependent.

As the proteted DES modules have di�erent sboxes (synthesis and P&R di�er), the

improvement is not expeted to be portable. The results are given in Fig. D.14.

The thorough analyses made on the referene DES module led to onlusions stated in

Tab D.3. Based on these results, we an motivate a trustworthy model of an empowered

attaker against the two proteted instanes. To summarize the information gained by

an adversary from the preliminary tests, we an say that:

� urrent traes are preferred over eletromagneti traes,

� traes are used without preproessing,

� regular CPA or templates with PCA are de�nitely the best attaks,

� the orrelation attaks are slightly better on the last round than on the �rst one.

However, for reasons dislosed in Appendix D.6, the attak on the last round is

more subtle. Therefore, in order to present unambiguous results, the attaks are

performed on the �rst round.
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Figure D.13: Correlation fator for the orret key guesses obtained when attaking the

�rst round of the referene DES module's eight sboxes.
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Table D.3: Analysis of the attak strategies relevant for SeMat v3.

Attak Relevane Desription

SPA no The ontrol of DES is

data-independent

IPA no Less powerful than

CPA

DPA no Less powerful than

CPA

CPA yes Appropriate

Enhaned CPA yes But the improve-

ments are not statis-

tially representative

Templates with PCA yes Eigenvalues desribe

the optimal depen-

deny on the key
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Figure D.14: MTD on the referene DES module, attaked with enhaned CPA on the

last round (for the eight sboxes).
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Table D.4: Extremal orrelation fators of CPA on the �rst round of WDDL and SeLib

DES.

Sbox DES WDDL DES SeLib

index Min. Max. Min. Max.

#1 -1.10 % +1.10 % -5.3 % +4.2 %

#2 -0.82 % +0.84 % -5.2 % +6.6 %

#3 -0.87 % +1.00 % -5.2 % +6.5 %

#4 -0.90 % +1.10 % -5.0 % +6.7 %

#5 -0.93 % +1.20 % -6.5 % +3.9 %

#6 -1.00 % +1.00 % -4.7 % +5.4 %

#7 -1.00 % +0.95 % -5.3 % +5.3 %

#8 -1.20 % +1.30 % -7.2 % +7.8 %

D.4.3 O�-line Attak on the Proteted DES Modules

The CPA has been realized on the �rst round of the WDDL and SeLib DES modules.

The only di�erene between this CPA and the one used for the regular DES is the swith

from the Hamming distane to the Hamming weight seletion funtion. Indeed, beause

of the preharge, the referene state is plain zero. The Hamming distane, as a tool to

ount transitions, thus degenerates into a Hamming weight.

The orret key fails to be found by the CPA with 6,400,000 traes. The extremal

(minimal and maximal) orrelation fators over the whole trae (5,000 points) found for

the two proteted instanes are reported in Tab. D.4. It must be emphasized that none

of these extremal values orrespond to the orret key guess. To illustrate this fat, we

show in Fig. D.15 how the orrelation power analysis on WDDL and SeLib is erring.

The whole orrelation traes are shown in Fig. D.16 for the �rst sbox. The highlighted

trae orresponds to the orret key guess; the others, superimposed in the bakground,

are those obtained by an erroneous key hypothesis. The orrelation traes for the other

sboxes are similar: no signi�ant peak appears at the enryption beginning (lok period

16).

The template onstrution results are shown in Tab. D.5. Prinipal omponent anal-

ysis [13℄ is used to quantify the amplitude of the varianes. The WDDL implementation

has two signi�ant eigenvalues, whereas SeLib does not have any overwhelming eigen-

value. The dispersion of WDDL, ompared with that of SeLib, after 6,400,000 traes is

about 15 =
√

181.2 mV

2/0.8 mV

2
. This �gure means that the WDDL traes depend on

the key about one order of magnitude more than the SeLib traes.

Despite the high values taken by WDDL eigenvalues, the mathing of an unseen

trae does not work. This an be understood by the fat that the templates quality is

not su�ient after their estimation with 6,400,000 traes. To give an idea on the speed
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Figure D.15: Key automatially seleted by CPA on SeLib DES (orret key: 0x26 ∈
[0x00, 0x3f]).

Table D.5: Three prinipal eigenvalues, expressed in µV2
, for the template on the sboxes

inputs.

Sbox WDDL SeLib

index λ0 λ1 λ2 λ0 λ1 λ2

#1 178.3 22.5 0.3 1.0 0.5 0.3

#2 171.5 20.8 0.3 0.9 0.5 0.3

#3 153.6 17.5 0.2 0.8 0.4 0.2

#4 201.5 21.0 0.4 0.8 0.4 0.2

#5 196.7 17.0 0.3 0.7 0.3 0.2

#6 194.8 14.3 0.3 0.7 0.4 0.2

#7 171.4 18.9 0.3 0.8 0.5 0.2

#8 182.3 20.0 0.3 0.9 0.5 0.2

Average 181.2 19.0 0.3 0.8 0.4 0.2
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Figure D.16: Trae of the orrelation fator for WDDL (top) and SeLib (bottom).
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of the dispersion onvergene, the evolution of the largest eigenvalue with the number

of traes used to build the templates is given in Fig. D.17. Indeed, the templates are in

pratie empirial estimators, whose variane dereases with the number of samples used

to build them.

D.4.4 Comparison with the State-of-the-Art

The results obtained on SeMat v3 are ompared with the state-of-the-art attaks

on iruits proteted against SCAs in Tab. D.6. The resistane is evaluated with the

number of measurements to dislose (MTD) one bit of the key. It an be misleading

to ompare the MTD the key between di�erent iruits, beause setups, aquisition

onditions, target algorithms, attaks, et may all di�er. We quantify the seurity gain

as the ratio between the MTD of a proteted and unproteted modules. The seleted

results have all been validated in silion. They are listed hronologially.

In 2004, the ADIDES family of asynhronous QDI iruits in 0.18 µm tehnology

(ASIC1) has been suessfully attaked [55℄ beause the bakend was unbalaned. In

2005, the ThumbPod synhronous power-onstant WDDL iruit with parallel routing

(ASIC2), implemented in 0.18 µm tehnology, leaks some key bytes [454℄. Possible rea-

sons ould be the early evaluation problem or an insu�ient wires shield against ross-

talk. In 2005, a SoC, realized in 0.25 µm tehnology, embedding various AES proessors

proteted with algorithmi masking (ASIC3) is broken by orrelation analysis [294℄. The

seletion funtion targets glithes in the sboxes [293℄. The two masking shemes are that

of M.-L. Akkar [6℄ (ASIC3.1) and of E. Oswald [346℄ (ASIC3.2). In 2007, the 0.13 µm
SCARD [404℄ evaluation iruit (ASIC4), ontaining, amongst others, one referene 8051

CPU and seven proteted versions, plus some AES hardwired o-proessors, is evaluated.

The MDPL [359℄ version of the 8051 is broken beause of the early evaluation issue [358℄:

the MOV instrution leaks the transferred data. Also in 2007, an attak on the SCARD

iruit suggests that the MDPL version of AES has a serious breah, due to �aws in the

assumptions made on the the randomness soure [139℄. However, the pratiability of

this attak is still unertain, notably beause no indiation about the number of power

measurements to break the implementation is mentioned. Finally, the WDDL (ASIC5.1)

and SeLib (ASIC5.2) DES o-proessors of the SeMat v3 system-on-hip, the 0.13 µm
iruit desribed in this artile, remain unbroken.

D.5 Conlusion

A prototype ASIC, alled SeMat v3, has been designed and fabriated in 0.13 µm
tehnology. Its purpose is to evaluate the seurity level of DES o-proessors implemented

in two power-onstant logi styles: WDDL and SeLib. WDDL is subjet to a seurity

�aw: under some irumstanes, for instane when a skew exists between two signals,

the omputation duration does depend on some intermediate data. The SeLib logi

features a synhronization stage that prevents early evaluation: in addition to being

power-onstant, SeLib is also timing-onstant. The maximal level of e�orts has been
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Figure D.17: Deay of the largest eigenvalue for WDDL and SeLib modules when har-

aterized by PCA.
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Table D.6: Resistane assessment of proteted ASICs, based on real attaks.

Ciruit Algo- MTD Seurity

id. -rithm Unproteted Proteted gain

ASIC1 DES 10,000 200,000 20.0

ASIC2 AES 320 21,185 66.2

ASIC3.1 AES 25,000 30,000 1.20

ASIC3.2 AES 25,000 130,000 5.20

ASIC4 CPU 279 471 1.69

ASIC5.1 DES 18,304 6,400,000 is not enough > 350

ASIC5.2 DES 18,304 6,400,000 is not enough > 350

spent to obtain an aurate idea of the resistane of the proteted DES instanes. The

iruit's arhiteture, thanks to a power management IP that ontrols modules lok-

gating, allows for fair omparisons of side-hannel measurements. The proteted modules

are arefully designed, espeially at the bakend level: dual-plaement, parallel routing

and systemati wire shielding tehniques have been used for both WDDL and SeLib

modules.

We have found that both seured DES modules feature biases, but that they fail to be

exploited by an attak. This does not mean that the DES proteted modules are invul-

nerable. It merely implies that some yet-to-disover attak might defeat them, but that

with nowadays attaks, they resisted all our assaults. As of today, the �SeMat v3� ASIC

is the most robust power-onstant ryptographi implementation beause its seurity

gain is the largest published so far (> 350).
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D.6 Appendix 1: CPA on the last round of the DES mod-

ules

The arhiteture of the three DES modules of SeMat v3 has a peuliarity, that makes

the orrelation analyses on the last round very singular. We reall that DES is a Feistel

ipher, that iterates sixteen rounds. The datapath is divided into two halves, referred to

as L and R (standing for Left and Right). For all round, indexed by an integer i ∈ [1, 16],
the datapath omputes:

{
Li = Ri−1 ,
Ri = Li−1 ⊕ f(Ri−1,Ki) .

As it an be seen in Fig. D.18, the datapath register LR has no enable, whereas the

keypath register CD has one [195, Fig. 6℄. Therefore, as DES modules are designed

to proess bloks of data without dead yles, at the end of the �rst enryption, the

datapath starts a new one. But, sine the key sheduler is disabled, this enryption is

done with a onstant key for all next rounds. This onstant key orresponds to the key

of the �rst round of the �rst enryption. As a onsequene, the ontents of LR evolves

as shown in Tab. D.7. We reall that, by onvention, the enryption starts at lok yle

16 and ends at lok yle 32.

IP

FP

1 20 1 2 30

FP

8
in
p
u
t

LS

PC1◦FP

0 1 2

64

56

Parity bits

8×1

representation
“Normal”

ou
tp
u
t

8
“IP”

IF

3→1 MUX

LR CD

Key schedule

3→1 MUX 4→1 MUX

Round logic

Figure D.18: SeMat v3's multi-modes pipelined DES datapath.

The CPA on the last round uses, for eah sbox, the following seletion funtion: L15⊕
L16. When the last round key K16 is unknown, the 64 seletion funtions, parametrized

by K, are omputed:

L16 ⊕R16 ⊕ f(L16 ⊕K) , (D.1)

where L16 and R16 are the known iphertext halves and f is the Feistel funtion of DES.
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Table D.7: Datapath ontents in all DES modules of SeMat v3 around the enryption

end.

Clk # Register L Register R Comment

.

.

.

.

.

.

.

.

.

30 L14 R14 Regular round (#14)

31 L15 R15 Regular round (#15)

32 R16 L16 No swap in last round

33 L16 R16 ⊕ f(L16 ⊕K1) �Enryption goes on�

34 R16 ⊕ f(L16 ⊕K1) don't are �Enryption goes on�

.

.

.

.

.

.

.

.

.

This quantity is orrelated to the referene DES power traes. The resulting 64

orrelation fator waves are shown in Fig. D.19.

One an easily see that not only the orret key guess auses a orrelation peak, but

also a key that happens to be the �rst round key (false orrelation peak). This behavior

is not observed in the seond sbox, merely beause it happens that the 6-bit subkey of

K1 is, by hane, equal to that of K16.

The explanation is as follows:

1. At lok period 31, there is the transition R14 → R15 in register R. Therefore,

the trae is orrelated with R14 ⊕R15 = L15 ⊕ L16. This orrelation mathes (D.1)

when the key guess is orret, i.e. when K = K16.

2. At lok period 33, the transition L16 → R16 ⊕ f(L16 ⊕ K1) happens in R. The

dissipation is orrelated with L16 ⊕ R16 ⊕ f(L16 ⊕ K1), that mathes (D.1) when

K = K1.

3. At lok period 34, the same transition takes plae in register L, hene an eho

of the previous strong orrelation with K = K1.

Consequently, the DES module embedded in SeMat v3 leaks two non-overlapping

6-bit sets of the key when analyzed by a orrelation attak on the last round. From

an attaker viewpoint, it is thus pro�table to restrit side-hannel aquisitions to the

lok periods [31-34℄, beause the signal is more intense here than during the enryption

beginning.

D.7 Appendix 2: Details about Synhronization

In our setup, the enryption is announed by a trigger signal. The CPU of SeMat v3

exeutes the snippet of ode given in Fig. D.20.

Due to the system-level VCI [8℄ management, the enryption is starting few yles

(deterministi value) after the rising edge of a PO signal.
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Figure D.19: Correlation fators obtained when attaking the last round of the referene

DES module's eight sboxes.
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for/*ever*/(;;) // Go!

{

// This blok must be exeutable at least one,

// otherwise the trigger is skipped and the

// message is never enrypted:

do

{

mempy( msg_addr, msg_bakup, msgSize );

// The synhronization signal for the 54622D

// osillosope is PO[0℄. The rising edge of

// PO[0℄ announes the next enryption:

PO_write( 0x01 );

launh_ipher();

PO_write( 0x00 );

}

while( !UART_is_har_in() );

// Ciphered message is in memory at the plain

// message's address when exiting.

swith( UART_get_har() )

{

ase EXIT: return 0;

}

}

Figure D.20: Code in C programming language exeuted by the on-hip CPU (VCI

master) to realize side-hannel aquisitions.
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Figure D.21: Deay of the largest eigenvalue for �onsistent� and �arti�ially shaken�

WDDL, ompared to SeLib, while haraterizing proteted DES modules by templates

in PCA.

However, the dual-rail modules have their own dynami. During the preharge stage,

they annot aept data to start a new omputation. If they reeive all the same a

request, it is delayed by one lok period for it to arrive in the evaluation stage.

The behavior of the iruit exeuting the abovementioned ode has been simulated

under Mentor Graphis ModelSim. It happens that:

� The WDDL module always starts after 26 yles,

� The SeLib module starts one enryption over two after 25 yles or after 26 yles.

Thus, when averaging the signals 64 times, the SeLib DES is aumulating 32 traes

starting on time with 32 traes starting one lok earlier. This explains why the FFT

spetrum of SeLib (Fig. D.12) does not show a peak at half the lok frequeny. We

have aptured an unaveraged trae of SeLib, and for this signal, the FFT does show the

peak that vanished beause of the averaging. This �on-hip ommuniation� problem an

be safely ignored for our analyses. To bring an experimental evidene to this assertion,

we simulated the timing o�set on WDDL. The WDDL traes were split into two groups,

the seond being additionally o�set by one lok period. Of ourse, this helps neither

CPA nor DPA. In the template attaks, that are multi-variate, the temporal position of

the leak does not a�et the results. Indeed, the results shown in Fig. D.21 for sbox #1

on�rm this assumption; the other sboxes exhibit the same independene w.r.t. the

probabilisti timing o�set.
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Appendix E

Evaluation of Power-Constant

Dual-Rail Logis Counter-Measures

against DPA with Design-Time

Seurity Metris

Extended version of artile [210℄

Authors: Sylvain Guilley, Laurent Sauvage, Florent Flament, Vinh-Nga Vong,

Philippe Hoogvorst and and Renaud Paalet
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Abstrat

Cryptographi iruits are nowadays subjet to attaks that no longer

fous on the algorithm but rather on its physial implementation. At-

taks exploiting information leaked by the hardware implementation are

alled side-hannel attaks (SCA). Amongst those attaks, the di�er-

ential power analysis (DPA) established by Paul Koher et al. in 1998

represents a serious threat for CMOS VLSI implementations. Di�er-

ent ountermeasures that aim at reduing the information leaked by

the power onsumption have been published. Some of these ounter-

measures use sophistiated bakend-level onstraints to inrease their

strength.

As suggested by some preliminary works (e.g. by Huiyun Li from Cam-

bridge University), the predition of the atual seurity level of suh

ountermeasures remains an open researh area. This artile takles

this issue on the example of the AES SubBytes primitive. Thirteen

implementations of SubBytes, in unproteted, WDDL and SeLib logi

styles with various bakend-level arrangements are studied. Based on

simulation and experimental results, we observe that stati evaluations

on extrated netlists are not relevant to lassify variants of a ounter-

measure. Instead, we onlude that the �ne-grain timing behavior is

the main reason for seurity weaknesses. In this respet, we prove that

SeLib, immune to early-evaluation problems, is muh more resistant

against DPA than WDDL.

E.1 Introdution

Side-hannel attaks are tehniques to extrat keys or seret elements from ryp-

tosystems otherwise unbreakable by ryptanalysis or brute fore. The instant power

dissipation of a devie has been studied �rst beause it orresponds to a pratial se-

nario, espeially for smartards. Indeed, those embedded devies reeive their power

from the outside. A rogue reader an thus supply the ard while reording the instant

urrent drawn, typially with a fast aquisition ard. Based on these measurements,

so-alled di�erential (DPA [248℄) or orrelation power analyses (CPA [60℄), referred to

as in the sequel by the same generi term �DPA�, an be mounted. DPA exploits the

oinidene of two properties that haraterize every ryptographi algorithm. On the

one hand, it is always possible to exhibit an internal variable dependent on a manage-

able subset (i.e. small, usually 6 or 8 bits) of the key and of the input or output data.

On the other hand, in �high threshold voltage� tehnologies, CMOS gates onsume only

when toggling. Therefore the power onsumption is diretly proportional to the iruit's

ativity. The power onsumption due to the internal variable ativity an be extrated

from the iruit power traes by orrelation with a power model. The attaker makes

guesses about the unknown key subset and for eah of them omputes the orrelation

funtion. The larger orrelation will betray the orret key hypothesis. Any unproteted
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ryptographi implementation is thus vulnerable to DPA, beause any use of the key bits

leads to an information leakage in the power dissipation.

One way to protet a devie from the DPA is to make its power onsumption indepen-

dent from the input data and key, by making it onstant. This is the aim of the dual-rail

with preharge logi (DPL [97℄). This logi ensures by design a onstant toggling rate

irrespetive of the data manipulated.

In dual-rail, every Boolean variable a is represented by a ouple of two wires (a0, a1);
when a is valid, a = 0⇔ (a0, a1) = (1, 0) and a = 1⇔ (a0, a1) = (0, 1). The onvention
to signal that A is not valid is a0 = a1. Every omputation onsists in one preharge

(where a is invalid) followed by one evaluation (where a is valid). a0 and a1 are omple-

mentary. Whatever the input and key, exatly one and only one of (a0, a1) will toggle.
The number of toggles is thus onstant, so should be the overall power onsumption.

Wave dynami di�erential logi (WDDL [456℄) and SeLib (Seured Library [189℄)

are two DPL solutions. WDDL is a DPL logi that makes use of the standard ell library.

SeLib is another DPL logi that relies on ustomized balaned ells set that furthermore

synhronize their inputs before evaluating.

In addition to omparing inseure logis with WDDL and SeLib, a seond goal

of this paper is to study further re�nements of DPL logis onsisting in balaning the

layout. WDDL instanes are separable: eah gate is made up of two independent halves.

Therefore, the two dual instanes an be designed to have the same struture. They an

also be onstrained to be plaed side-by-side. All DPL logis an be fored to have a

balaned interonnetion between them, and, on top of that, the wiring an be shielded.

In MDPL [359℄, it has been suggested an alternative method to balane a netlist with

a deus ex mahina mehanism, onsisting in randomly swapping the signi�ation of a0
and a1 aording to one single-bit mask. However, this protetion an be defeated easily

by a so-alled PDF-attak [405℄. This attak beomes all the more di�ult as the netlist

is already well balaned without any masking. This is the main fous for our work.

In order to ompare logis styles and bakend ountermeasures, a hip alled SubBytes

has been realized. It embeds thirteen versions of the �SubBytes� funtion, the substitution

box used in the AES algorithm [337℄. Its purpose is to enable a omparative evaluation

of the several implementations of the same ombinatorial blok.

The rest of the artile is organized as follows. Setion E.2 presents the seurity fea-

tures that are implemented in the SubBytes iruit. The setion E.3 gives onlusions

about the expeted seurity level using a stati evaluation based on the layout study.

Next, setion E.4 is dediated to the dynami evaluation based on atual experiments.

In this setion, the spei�ations of the ASIC �oorplan, programming model and drivers

are desribed and motivated; then, an experimental evaluation of eah SubBytes module

is arried out. The setion E.5 is a disussion about the relevane of design-time seu-

rity metris, the e�ieny of WDDL versus SeLib, and the usefulness of bakend-level

ounter-measures. Finally, setion E.6 draws the onlusions of the paper and opens

further researh perspetives.
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E.2 Presentation of the Seurity Features Embedded into

the SubBytes Chip

E.2.1 Thirteen versions of the AES SubBytes Combinatorial Funtion

For the realization of the SubBytes hip, four libraries of ells were assessed:

1. Standard ell (CORE9GPLL library from STMiroeletronis, version 4.1),

2. Read-Only Memory (�ROM�, generated by the STMiroeletronis Uniad tool �

ugnLib),

3. WDDL [456℄ and enhaned-WDDL, based upon CORE9GPLL,

4. SeLib [193℄, a ustom seure quasi-delay independent (QDI) logi. SeLib is similar

to the quasi-delay insensitive logi presented in [317℄: its struture is however

optimized and it does not support the errors reporting apability.

The two �rst libraries (standard ells and ROM) are unproteted, and an thus onsti-

tute referenes for the seurity evaluation. The SubBytes hip embeds four unproteted

instanes with the following arhitetures:

1. Standard ell, desribed in VHDL as look-up table [337, p. 16℄ (alled stdell_lut),

2. Standard ell, fatored in GF(16)2, as suggested by Vinent Rijmen [382, 388, 475℄

(alled stdell_gf),

3. Standard ell, in a deode/permute/enode arhiteture presented by Guido

Bertoni [27℄, depited in Fig. E.1 (alled stdell_gb)

1

,

4. Layout-level generated low-power ontat-programmable ROM.

The referenes [449℄ and [450℄ are omprehensive studies of the di�erent hardware arhi-

tetures of the AES SBox and will help the reader in having a omplete overview of the

SBox in any dimension: seurity, area and power dissipation.

The seured implementations, WDDL and SeLib, embedded in SubBytes both resort

to DPL. The SeLib ells are part of a full-ustom library [189℄. The WDDL and SeLib

gates we onsider in the sequel ontain only one- and two-input gates.

WDDL, illustrated on the example of an AND gate in Fig. E.2, su�ers from two

identi�ed weaknesses:

1. The two dual standard ells making up the WDDL gate are struturally di�er-

ent. They thus onsume slightly di�erent amounts of power with di�erent urrent

signature.

2. Depending on the arrival order of its inputs, the gate ativity ours at di�erent

instants [439℄.

The �rst issue an be �xed, employing what we all �enhaned-WDDL� (or eWDDL

for short) ells, based on the 3-input majority standard ell from the STMiroeletronis

1. The work of Guido Bertoni et al. has been extended by Matteo Giaonia et al. in [138℄. It yields

an even more balaned design and thus ahieves a still higher DPA resistane. However, at the date of

the tape-out of the SubBytes iruit, we were not aware of this implementation, whih explains it is not

inluded into the ASIC.
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an be speialized as two enhaned-WDDL ells implementing the true �AND� and �OR�

funtionalities.

library: (A, B, C) 7→ A · B + B · C + C · A. The shemati of the majority and of the two

enhaned WDDL derived ells are given in Fig. E.3. Those ells use the same arhiteture

as MDPL [359℄, albeit with a onstant hardwired mask.

The seond issue of WDDL annot be solved at the implementation-level, beause it

is fundamentally logial.

The �gure E.4 shows that both issues are de�nitely �xed in SeLib:

1. All evaluations ativate the same number of indisernible logi gates: one C-element [414℄

and two OR gates. This ontrasts with WDDL with whih either a AND or a OR gate

is ativated.

2. The head C-elements synhronize the signals, thus preventing the gate from evalu-

ating early.

The logi underlined in gray in Fig. E.4 is ativated in the transition from preharge to

evaluation and vie-versa.

The implementation-level variations amongst the seured ells are many-fold. They

are de�ned and desribed in the list below:

B1: identity of the dual gates,

B2: di�erential plaement,

B3: di�erential routing,
B4: di�erential dummies,

B5: shield by global wires of eah dual pair of wires,

B6: omplete module area shield by a top-level metal oating plane.

The �rst bakend feature B1 makes the omputational paths to the true and the false

outputs indistinguishable. The seond item B2 requires the gate to be somehow separable

into two halves (refer to [191, appendix A℄). Di�erential plaement lessens the risks

of unbalanedness due to variations from one loation to another aross the iruit's

die. This helps redue the disparities in power onsumption, but most importantly, the

onstraint plaement tends to make the routing (automati, i.e. not onstrained) similar
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(Computation part) and is guaranteed to be immune from early evaluation thanks to
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for eah gate. This pseudo-di�erential routing has the bene�ial onsequene that the

load of eah gate dual outputs is sensibly the same, so does the power onsumption.

The third item B3 depends on the seond one: di�erential routing an only be ahieved

provided the plaement is also di�erential. It ensures a perfetly parallel hene balaned

routing. It is performed thanks to the �bakend-dupliation� method [191℄. The fourth

item B4 depends in turn on the third one: dummy metal slots an be spread in a

di�erential way only if the routing is di�erential too. We reall that dummy slots are

non-funtional piees of metal sattered �randomly� for the layer to reah a minimal

density. This is indeed spei�ed by the design rules manual in order to guarantee the

planarity after hemial-mehanial polishing during fabriation. A onstant planarity

guarantees that the di�erential wires keep the same thikness along their route. The

�fth item B5 protets every dual pair of wires from ross-talk by plaing a global (vss

or vdd) wire between them. Usually, only the ground vss is used for shielding beause

it ollets and drains all the parasiti urrents without injeting the noise of the supply

vdd into the integrated iruit's ore. However, ombining vss and vdd is an option

worth onsidering when the power is not noisy beause the shield wires an serve as a

pervasive supplying network. They thus keep the voltage drops of the underneath logi

ells as low as possible [188℄. The sixth item B6 is independent from the others and

onsists in oating the SubBytes module with a top-level metal (M6) plane. This shield

against eletromagneti analyses (EMA [134℄) is not studied in this paper, beause we

fous exlusively on power analysis.

Thirteen SubBytes modules are designed, ombining the various logi styles and

implementation-level options. They are detailed in Tab. E.1. In the sequel they are ei-

ther referred to by their number or by their nikname, given in �rst and seond olumns

respetively.

The unproteted implementations (modules (1) to (4)) do not bene�t from any dif-

ferential feature (B1 to B5), hene the �not appliable� (abbreviated �n/a�) indiations

in the table.

Not surprisingly, seured implementations (modules (5) to (13)) su�er from a large

overhead in terms of silion area. Thus, the most ompat arhiteture amongst the

unproteted (namely (1), aka stdell_gf) is seleted as a referene. The performanes of

the thirteen modules are given in Tab. E.2. This table learly shows that the synthesizer

tries hard to use as many ells as possible from the library for the straightforward LuT

arhiteture (53 unique instanes as for (2)), to the detriment of a global optimization

(suh as the smaller implementation (1), that uses only 22 unique instanes).

E.2.2 Projeted Seurity Level of DPL Versions of SubBytes

The seurity level of WDDL and SeLib (with the same seurity features as wddl_4

and selib_4) has already been studied in simulation in [188℄, and from experimental

measurements done in silio in [175℄. In ontrast, this artile explores a trade-o� between

seurity features and ost overhead. Thus, we investigate degraded (i.e. sub-optimal)

bakend-level ountermeasures with respet to WDDL and SeLib.

The expeted seurity partial order is expressed by the �≺� operator in Fig. E.5.
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Table E.1: Seurity features B1 to B6 of the thirteen SubBytes modules.

# Nikname

B1 B2 B3 B4 B5 B6
(Gate) (Plaement) (Routing) (Dummy) (Shield) (EMA)

(1) stdell_gf n/a n/a n/a n/a n/a no

(2) stdell_lut n/a n/a n/a n/a n/a no

(3) stdell_gb n/a n/a n/a n/a n/a no

(4) rom n/a n/a n/a n/a n/a no

(5) wddl_0 no no no no no no

(6) wddl_1 no yes no no no no

(7) wddl_2 no yes yes yes no no

(8) wddl_4 no yes yes yes yes no

(9) ewddl_4 yes yes yes yes yes no

(10) selib_1 yes yes no no no no

(11) selib_2 yes yes yes yes no no

(12) selib_4 yes yes yes yes yes no

(13) selib_4ema yes yes yes yes yes yes

Table E.2: SubBytes bloks physial harateristis.

# Area [µm2
℄ #! instanes # instanes Density

(1) 1 767 22 144 98.6 %

(2) 4 018 53 423 98.1 %

(3) 4 841 53 548 98.6 %

(4) 12 830 n/a n/a n/a

(5) 8 981 2 342 × 2 95.8 %

(6) 10 760 3 449 × 2 93.7 %

(7) 10 844 3 449 × 2 93.0 %

(8) 16 097 3 449 × 2 62.5 %

(9) 16 944 3 451 × 2 75.9 %

(10) 23 468 8 166 88.2 %

(11) 25 586 8 166 80.9 %

(12) 25 417 8 166 81.4 %

(13) 25 417 8 166 81.4 %
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(1) = (2) = (3) = (4) ≺
{

(5) ≺ (6) ≺ (7) ≺ (8) ≺ (9)
(10) ≺ (11) ≺ (12) = (13)

// See note 1.

(6) ≺ (10) // See note 2.

(7) ≺ (11) // See note 2.

(8) ≺ (9) ≺ (12) // See note 2.

Figure E.5: Expeted seurity order of the 13 modules embedded into the ASIC

SubBytes.

Note 1 Unproteted implementations have (a priori) a omparable level of seurity

(no ounter-measure.) Seured libraries, based upon either WDDL or SeLib, are

expeted to be more seure. Di�erential plaement, di�erential routing and dif-

ferential dummies are ounter-measures that are built on top one of eah other to

inrease the seurity provided by the ell library. EMA [134℄ shield is not expeted

to impat the protetion against the DPA [248℄.

Note 2 Everything being otherwise omparable (di�erential plaement, routing and

metal dummies), WDDL is expeted to be weaker than SeLib [188, 175℄. The

reason is that at the �silion�-level, SeLib is more balaned than WDDL. Further

�metal�-level (i.e. interonnet) seurity features will enhane the seurity, but will

most probably not make up for the �silion�-level (i.e. logi) disrepanies.

E.2.3 Evaluation Methodology for the Simulations & the Experimental

Measurements

There are two ways to evaluate the seurity level of the ompeting SubBytes modules.

1. Stati evaluation onsiders the layout and tries to �nd dissymmetries in it. Statis-

tis on the nets an be olleted from the netlist. The dispersion of the hara-

teristis aross nets is onsidered a measurement of stati unbalanedness. This

evaluation strategy is alled �design-time� beause it does not require to have a

silion prototype at disposal. This is the approah arried on in Se. E.3.

2. Dynami evaluation onsiders the global behavior of eah SubBytes module. Statis-

tis are realized by trying all possible input on�gurations. The approah is thus

either a simulation or real-world measurements on a silion hip. The latter re-

quires a devie, and thus osts more beause the whole fabriation proess must

be realized. However, it is also a more aurate than simulation beause it plaes

the evaluator in the same shoes as a potential attaker. Setion E.4 onentrates

on this aspet of the evaluation.

E.2.4 Motivation for Combinatorial Gates Study

Most side-hannel attaks are based on orrelations with an intermediate variable. In

both software and hardware implementations, a variable is stored in a register. From an

attaker's standpoint, this is a great opportunity sine the register ativity is reproduible
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in time. This means that statistis will oherently orrelate with either the register

ontents or its ontents hange.

It thus appears that ombinatorial logi is seldom studied as an exploitable soure of

leakage. The main reason is probably that the relationship between the ativity of this

logi and the data it omputes is far from being obvious: ombinatorial gates evaluate at

data-dependent dates and might even produe non-funtional transitions (alled glithes)

whose impat on the power dissipation is di�ult to model. Moreover, while the number

and exat loation of the registers are quite simple to guess or reverse-engineer, the

struture of ombinatorial logi is muh more di�ult to �gure out. So, paradoxially,

although in some algorithms suh as AES the ombinatorial logi makes up about 80 %

of the implementation area and power dissipation, it happens not to be the most frequent

target for a side-hannel attak.

One example where the analysis of a ombinatorial net has been suessful was the

attak of a masked sbox, by Stefan Mangard et al. at CHES'05 [294℄. Amongst the whole

netlist, they identi�ed the net that was the less dependent in the mask, and foused the

attak on the variable it arried. However, apart from this very speial situation, inner

nets within ombinatorial logi are not the most frequently enountered andidates for a

side-hannel attak.

But in a iruit where the registers are perfetly proteted, the only remaining soures

of data dependeny are the Boolean logi gates. This is the assumption we made in this

artile and the reason why we foused on ombinatorial parts evaluation.

Figure. E.6 illustrates this. It shows the voltage drop over a spy resistor monitoring

the instant urrent onsumed by an unproteted DES module during two lok yles.

The registers onsume urrent at the lok rising and falling edges of the lok, whereas

the ombinatorial logi onsumes urrent only after the registers have evaluated, typially

a ouple of nanoseonds after the rising edge of the lok. It seems easy to balane the

registers, beause there are not so many of them in an implementation. However, the

ombinatorial parts are numerous and omplex. Both DPA and template attaks ould

target the variations in the ombinatorial parts even if the registers are exatly balaned.

The sbox, for instane, o�ers room for onrete attak thanks to its mathematial

properties. If we denote by S the funtionality of the sbox, then a orrelation attak

basially onsists in evaluating an auto-orrelation of S (between the measurements and

the guessed model). When the orret key is guessed, the auto-orrelation is maximal,

equal to (S ⊗ S) (0). Otherwise, the orrelation yields (S ⊗ S) (ǫ) ≤ (S ⊗ S) (0), where ǫ
is the error on the key guess. In ase the exlusive-or operation is used to mix the key with

the datapath, ǫ
.
= k

atual

⊕ k
guessed

. The ontrast of an auto-orrelation is all the higher

as the sbox S is non-linear [194, 362, 64, 196℄. For ryptanalyti reasons, the sboxes

are hosen as highly non-linear. In this respet, the abstrat funtion of S, rather than
its implementation, helps the attaker in her deision for the orret key: mathematial

properties of S allow to disriminate e�iently the di�erent key andidates.
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Figure E.6: Typial voltage trae of an unproteted DES module. This quantity is

proportional to the instant urrent onsumed by the hip. The sequential (positive &

negative lok edges) and ombinatorial urrents are identi�ed by arrows.

E.3 Stati Evaluation of the Seurity of Nine SubBytesDual-

Rail Modules

The seurity of the dual-rail modules is assessed statially based on the study of dif-

ferential routing unbalanedness. In order to reah this goal, the resistane �R� and a-

paitane �C� for every net of the dual-rail modules have been extrated after ompletion

of all bakend steps (i.e. plaement, routing, dummies insertion). The extration tool

is rOut, provided with Cadene software suite SoC/Enounter version 6.1. Without

any surprise, we observe that all the resistanes math pair-wise, beause this quantity

depends only on the geometry of the nets. In ontrast, the apaitanes are di�erent

from one regular net to its dual, sine apaitanes are ross-oupled with the neighbor-

ing nets, and the neighborhood of eah dual net di�ers. For eah net, the relationship

between the parameter �C� extrated from the layout and the instant urrent drawn by

the driver when it swithes is linear: I = VDD × C, where VDD is the nominal power

supply voltage measured relatively to the ground. Therefore, the ratios between true and

false nets apaitanes, denoted C1 and C0, are omputed. Any deviation from 1 is a dis-

symmetry. Indeed, the observable side-hannel amplitude is |I1− I0| = VDD×|C1−C0|,
whih is non-zero if and only if (i�) C1/C0 6= 1. The logarithm of these quantities is

plotted in Fig. E.7 and E.8 to allow for a duality-wise agnostiism:

� if the load of a true net is ε more than its false ounterpart, then log(1+ε
1 ) ≈
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+ε +O(ε), whereas
� if the unbalanedness is the opposite, log( 1

1+ε) ≈ −ε +O(ε), whih is �fair� w.r.t.

the true/false duality: the penalty is exatly the opposite at �rst order, hene the

same in absolute value.

Fig. E.7 shows dispersion in the so-alled �default mode�, where apaitanes are ex-

trated only w.r.t. the ground (vss = 0 volt). In Fig. E.8, ross-apaitanes between

nets are extrated too, in a π-model, also alled �detailed mode�. Thanks to the usage

of the logarithmi sale, the dispersion pro�les are entered around 0. One an notie

that they are more or less sattered. The dispersion is ideal in the �default mode�. The

values for module (12), for instane, present the shape of a Dira peak with the hosen

quanti�ation of 1 %. The �detailed mode� better aptures the unbalanedness due to the

neighborhood dissymmetry: the same module (12) does show an appreiable dispersion

in C1/C0. The module (13) is not represented beause its oupling with the ground is

stritly equal to that of (12).

In order to easily ompare these dispersions, we ompute the standard deviation, also

abbreviated �std_dev� in the sequel. Those �gures are given in Tab. E.3. The module

wddl_0, that is neither plaed nor routed di�erentially, is � by far � the worst. For the

other modules we need to notie that the nets apaitane is made up of two omponents:

1. The wire apaitane C

wire

. The di�erential routing, the dummies and the shield

are supposed to redue the dispersion in the wire apaitane.

2. The gate input apaitane C

gate

. The logi style is expeted to impat this part of

the apaitane dissymmetry: WDDL is not balaned in the gates inputs, beause

the dual gates are di�erent, whereas eWDDL and SeLib logi are.

The average ratio between the wire apaitane and the total apaitane C

total

.
= C

wire

+
C

gate

is about 50 %, whih means that dissymmetries in wires and gate inputs are

to be fought with the same amount of e�orts. Behind wddl_0, the WDDL modules

wddl_{1,2,4} ome next, due to the unbalanedness of the gates input apaitanes.

The dispersion of C

gate

(of inputs A and B) in WDDL an be observed in histograms (6),

(7) & (8) of Fig. E.7. Apart from the inverter ells, their netlists are made up exlusively

of AND and OR standard ells, that happen to have di�erent input apaitanes:

log

(
C

AND:A

C

OR:A

)
= log

(
1.63 pF

1.53 pF

)
= 0.063 ≈

log

(
C

AND:B

C

OR:B

)
= log

(
1.43 pF

1.34 pF

)
= 0.065 .

The other modules (eWDDL and SeLib) have the input gates balaned, and thus fea-

ture a smaller dispersion, beause only the routing dissymmetry remains. For both

WDDL and SeLib, it is lear that the bak-end dupliation does help (wddl_1 vs

wddl_2 and selib_1 vs selib_2). Notie that in Fig. E.7, SubBytes module selib_1

(10) seams at �rst glane to be more dispersive than module selib_2 (11). How-

ever, some rare net ouples, with |log(C(true)/C(false))| ≈ 0.2, are very unbalaned

in module selib_2, whih explains the results obtained in Fig. E.7 default mode:
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Figure E.7: Distribution of the extrated deviation from the perfetly balaned dual-rail

pair (default extration mode.)
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Figure E.8: Distribution of the extrated deviation from the perfetly balaned dual-rail

pair (detailed extration mode.)
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Table E.3: SubBytes dual-rail bloks apaitive dispersion, omputed from the statistis

olleted in Fig. E.7 and E.8.

# Nikname

Std_dev Std_dev

C

wire

C

total

(default mode) (detailed mode)

(5) wddl_0 68.58 ×10−3
77.71 ×10−3

55 %

(6) wddl_1 2.73 ×10−3
7.62 ×10−3

65 %

(7) wddl_2 1.21 ×10−3
2.67 ×10−3

68 %

(8) wddl_4 0.94 ×10−3
3.56 ×10−3

70 %

(9) ewddl_4 0.00 ×10−3
2.44 ×10−3

52 %

(10) selib_1 0.26 ×10−3
4.95 ×10−3

52 %

(11) selib_2 0.30 ×10−3
0.81 ×10−3

57 %

(12) selib_4 0.00 ×10−3
0.62 ×10−3

55 %

std_dev(11) > std_dev(10). Anyway, we reall that only the detailed mode provides a

su�iently aurate estimation of the nets average unbalanedness, hene of the layout

stati seurity.

A similar analysis as the one of Se. E.2.2 is arried out in detailed extration mode,

regarding only stati evaluators for the routing. The expeted level of seurity is de-

pited in Fig. E.9. This �gure shows that the seurity level of ompeting designs an

be predited using methods inspired from the two-dimensional hromatography. Notie

that, ompared to the overall seurity expetation (taking into aount both the logi

gates and their interonnet) disussed in Se. E.2.2, a new relationship is established:

(9) is assumed to be of equal quality as (12), beause:

� eWDDL and SeLib have balaned C

gate

(seurity feature B1), and
� their interonnet is balaned with the same di�erential features B2 to B5.

If we ompare this �gure (Fig. E.9) and the statistial results obtained in Tab. E.3, it

appears that the preditions are all valid, but for the e�et of the pairs shielding. Indeed,

we have predited (7) ≺ (8) and (11) ≺ (12) = (9), but we have neither std_dev(7) >
std_dev(8) nor std_dev(11) > std_dev(9). The reason might be that the SubBytes

modules are too small for the metal lines to have the opportunity to be ross-oupled. The

e�et of the shield is merely to inrease globally the routing length, and thus paradoxially

to inrease unequally the apaitive parasitis. This agrees with this intuitive observation

on the larger modules (11) & (12): they do satisfy (11) ≺ (12). Therefore, the two

violations (7) 6≺ (8) and (11) 6≺ (9) an safely be onsidered artifats that do not sale

up for a omplete algorithm protetion, with many substitution boxes and a omplex

datapath.
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Figure E.9: Expeted level of seurity partial order, based on the sole stati riterion.

The gray boxes indiate seurity relationships that are violated by the extration in

�detailed mode� statistis.

E.4 Experimental Comparison of the Thirteen SubBytesMod-

ules

E.4.1 Implementation into a Single-Chip Prototyping ASIC

The thirteen SubBytes modules studied in the previous setion have been imple-

mented in an ASIC. Their position on the �oorplan is indiated in Fig. E.10. There are

only four funtional I/O pads, ommon to all SubBytes modules: this way, they are all

evaluated under the same experimental onditions. The I/O pads are:

1. lk: a global lok to synhronize the exeutions,

2. data_in: an input serial line,

3. data_out: an output serial line,

4. enable: a seletion signal deiding whether the iruits loads bits serially from the

outside or transfer them in parallel into the substitution boxes.

To redue noise, pads, ore and SubBytes modules are powered from three di�erent

soures, all operating under a nominal 1.2 V voltage. The list of all the pads is given in

Fig. E.11.

The pitures of the ASIC and of its DIL48 (Dual In-Line pakage with 48 pins) avity

are given in Fig. E.12.

E.4.2 SubBytes Programming Model

For the thirteen SubBytes modules to be operated in a uni�ed way, they require a

ommon programming paradigm. The hip arhiteture is based on a shift-register for

serial registers load and �ush. Thanks to a two-stage pipeline at the input and one-stage

pipeline at the output of the SubBytes bloks, the data are presented in front of all

SubBytes modules. To suppress the power onsumption of one spei� module we freeze

its inputs. For example, it an be always loaded the same data, say 0x00. As a result,

the iruit simply omprises 3×n �ip-�ops (DFFs), where n is the total number of inputs
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Figure E.10: The SubBytes iruit's layout.
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Figure E.11: Datasheet on the SubBytes iruit's pads.
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Figure E.12: The SubBytes iruit's monographs, as seen from an optial mirosope.
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of the ombinatorial gates (as shown in Fig. E.13, n = 180 in SubBytes). The registers

are divided into three n-bank registers, detailed below:

1. reg_i1: is a parallelization register for the input data_in,

2. reg_i2: is a register that performs the transition between two states Initial →
Final,

3. reg_o: is a serialization register for the output data_out.

The registers behavior is desribed by the VHDL ode snippet listed in Fig. E.14.

The synthesis result is skethed in Fig. E.15.

The ombinatorial logi is detailed in Fig. E.13. When enable is set to `0', reg_i1

is used as shift-register. When it is set to `1', the n bits of reg_i1 are transferred

simultaneously into reg_i2.

More preisely, the two basi operations are:

1. �shift�: sequentially load reg_i1 with n bits Di∈[0,n[ sampled from data_in, and

sequentially unload the n bits of reg_o on data_out,

2. �transfer�: transfer reg_i1 into reg_i2 and ombi_out into reg_o.

Notie that during shift (resp. transfer), reg_i2 (resp. reg_i1) is left unhanged. In

the transfer operation, the data_in input is disarded ; in order to avoid onfusion, it is

thus safe to keep it unhanged. The ontrol sequene to realize those operations is given

in the waveforms shown in Fig. E.16.

WDDL and Selib bloks have staggered registers, so as to keep the plae-and-route

dualization [191℄ even at the interfaes. This is shown in Fig. E.17.

Synthesis and plae-and-route were performed with Cadene tools. The synthesizer is

bgx_shell v05.15-s095+1, used with option -BGX for improved results on high-level be-

havioral VHDL [229℄ soure ode. The bakend is realized by First Enounter v04.10-

s415_1 and the interonnetion routing by NanoRoute v04.10-s914. The hip was

fabriated through the silion broker CMP, that prepares the �nal layout and delegates

the atual fabriation to STMiroeletronis' foundries.

The vertial routing diretion has been hosen for M3 and M5 and the horizontal for

M4 and M6.

As for the top-level metal M6 used to protet the iruit against EMA, it is atually

not permitted to use it uniformly, due to stringent design rules about thermal stress.

Instead, the so-alled �metal-slot� design rules state that 9% of holes must be spread

over the plane. The plane is thus a mesh obtained by the repliation of the pattern

depited in Fig. E.18.

E.4.3 Experimental Environment

E.4.3.1 Enumeration of Required Power Traes Measurements for a Com-

prehensive Evaluation

The power measurements ome down to testing the ombinatorial funtions exerised

with all the possible transitions. For unproteted instanes, the transitions onsist in
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P_REG: proess( lk ) begin

if rising_edge( lk ) then

if enable = '1' then -- Parallel transfer

reg_i2 <= reg_i1;

reg_o <= ombi_out;

else -- The input/output registers are shifted

reg_i1( n-1 downto 0 ) <= reg_i1( n-2 downto 0 ) & data_in;

reg_o ( n-1 downto 0 ) <= reg_i1( n-1 ) & reg_o( n-1 downto 1 );

end if;

end if;

end proess P_REG;

P_DATA_O: data_out <= reg_o( 0 );

Figure E.14: Behavioral desription of the registers that parallelize and serialize the data

for the ombinatorial funtions under test.
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Table E.4: Number of distint power measurements to realize on the SubBytes instanes

to fully haraterize their signature.

Instane # Transition ount Desription

(1, 2, 3, 4) 22×8
= 65 536 ∀i, f : i→ f

(5, 6, 7, 8, 9) 4× 28 = 1 024 ∀i : 0→ i, i→ 1, 1→ i, i→ 0

(10, 11, 12, 13) 2× 28 = 512 ∀i : 0→ i, i→ 0

DUT : SubBytes

ASIC driver Acquisition PC Oscilloscope

Database server

Trigger wire

G
P
IB

T
C
P
/I
P

LANGPIOs

See photo in Fig. ??

Figure E.19: Aquisition platform for SubBytes power traes.

hanges from an initial value i ∈ [0, 28[ to a �nal value f ∈ [0, 28[. For seured instanes,

the protool onsists in transitions between a spaer and a valid state. The WDDL

instanes an be used both with the {00}8 and the {11}8 spaers, whereas only the null

spaer {00}8 is usable (unless making the gate inseure) for the SeLib-based instanes.

The number of measurements is summarized in Tab. E.4.

E.4.3.2 Aquisition Platform

The aquisition is managed by a entral personal omputer, that dialogues with:

� the devie under test (DUT), namely the SubBytes ASIC, driven by an ACME fox

(http://www.amesystems.it/) development board, and

� a digital osillosope, in harge of aquiring traes and storing them in a postGreSQL

database server.

The aquisition arhiteture is depited in Fig. E.19. Two photographs of the in-house

platform driving SubBytes are shown in Fig. E.20.

E.4.4 Experimental Evaluation Metris

E.4.4.1 De�nition of M1: Maximum Standard Deviation over a Complete

Trae

To ompare the diverse implementations, the following metri M1 is used:
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Figure E.20: Control board for SubBytes (ASIC under test) power traes.
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� let P (x→ y)(t) a power trae, aquired by the platform shown in Fig. E.20, with

x and y in [0x00, 0xff℄ and t the time in one lok period [0, T [,
� let P (t) be the average power trae over all the x (initial value) and y (�nal value),

� let σ(t) be the traes standard deviation: σ(t)
.
=
√

1
28×28

∑
x,y (P (x→ y)(t)− P (t))2

(notie that σ(t) is also a trae: it has as many points t as the any original trae),

� let M1 be the maximum value taken by σ(t) over all dates t.

M1 fouses on the highest bias on a lok period, whih makes sense in ryptographi

appliations where any singularity is exploited. It also onurs with the �mono-variate�

bias one DPA will identify as the most leaking instant that orrelates best with the

leakage model.

Two other metris, alled M2 and M3, are also onsidered, as variations.

E.4.4.2 De�nition of M2: Mean Standard Deviation over a Complete Trae

M2 is the integral of the standard deviation over one lok period T , that is to say

1
T

∫ t=T
t=0 σ(t)dt. The metri M1 is meant to be more stringent than M2. However, M2

grasps variations over a full exeution of SubBytes. It losely relates to �multi-variate�

analyses, suh as templates with a prinipal omponent analysis [13℄ where the prinipal

diretion is a step funtion over the evaluation lok period.

E.4.4.3 De�nition of M3: Standard Deviation of an Averaged Trae

M3 models a low-ost attak, where the attaker is supposed not to be equipped with

a fast osillosope. The simulation of this senario is obtained by �rst averaging the

traes over one entire lok period, resulting in P (x → y)
.
= 1

T

∫
t P (x → y)(t)dt. The

metri M3 is de�ned as the standard deviation of P (x→ y).

E.4.4.4 Comparison and Analysis of Metris

Table E.5 presents the three metris alulated from these measurements. Due to a

design error, the ROM (module number 4) is not fully funtional (some addresses are

unavailable). It is thus exluded from the table.

The single-ended modules (1), (2) & (3) are evaluated based on

1. one omputation per lok yle (65 536 averages) and

2. one omputation every other lok yle, with a preharge to zero in-between (256

averages).

It learly appears that the single-ended modules operated with a throughput of one

omputation per lok yle are muh less seure than any dual-rail logi (5), (6), · · · ,
(13). The gain of the dual-rail logi over lassi CMOS logi is thus undebatable.

However, it is interesting to notie that some lassi logis are a�eted by the sole

use of a preharge. If we onsider an interleaved preharge to 0x00, Tab. E.5 shows that:

� module (1), stdell_gf, is not a�eted by the insertion of the spaer,

� module (2), stdell_lut, beomes slightly more seure, whereas
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Table E.5: Metris for 12 implementations of SubBytes.

# Nikname 103 M1 103 M2 103 M3

On 65 536 traes (∀i, f ∈ [0x00, 0xff]2 : i→ f).

(1) stdell_gf 76.174 21.162 17.651

(2) stdell_lut 122.231 29.742 20.123

(3) stdell_gb 228.515 23.677 6.290

On 256 traes (∀f ∈ [0x00, 0xff] : 0x00→ f).

(1) stdell_gf 83.903 21.828 19.488

(2) stdell_lut 82.038 21.838 17.644

(3) stdell_gb 25.087 8.257 5.661

(5) wddl_0 23.526 5.795 0.907

(6) wddl_1 29.558 6.084 0.846

(7) wddl_2 31.392 6.473 0.750

(8) wddl_4 32.367 6.329 0.800

(9) ewddl_4 40.250 8.050 1.054

(10) selib_1 14.824 4.556 0.766

(11) selib_2 13.978 4.889 0.837

(12) selib_4 11.897 4.404 0.729

(13) selib_4ema 15.593 4.681 0.806
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� module (3), stdell_gb, beomes drastially more seure.

It is remarkable that implementation (3) whih is based on Guido Bertoni's arhite-

ture seems less vulnerable than the two other standard ell based implementations. This

ould be explained by the arhiteture. The arhiteture is in fat divided into three steps

deode/permute/enode among whih only the last enode step is input-dependent. It

is based on a glith-free 1-out-of-256 deomposition, that signs the same irrespetive of

the input, unless two onseutive inputs happen to be idential (in whih rare ase there

is no dissipation at all). It demonstrates that a well-balaned arhiteture an redue

information leakage at a very low-ost in term of silion area. The throughput is divided

by two, whih is anyway an overhead that dual-rail logis also have to pay for.

In the sequel, we study the metris for only the 256 transitions orresponding to

all possible 8-bit inputs preeded by a preharge phase to zero. As for dual-rail logi,

Table E.5 also proves the importane of synhronization as SeLib seems more seure

than WDDL (See Appendix E.7 for detailed power trae �gures). It is however di�ult

to evaluate the gain of the di�erential routing on top of the di�erential plaement. The

only noting that holds for sure is that di�erential routing assoiated to shielding of dual

pairs improves the seurity: (10) is indeed more dispersive than (12). This applies to

SeLib, but not to WDDL, where the dispersion due to logi is the overwhelming soure

of dispersion: for WDDL, the more bakend ounter-measures, the larger the module,

hene the more intense the information leakage.

One other remark is related to the metris for ewddl_4. In fat, it was expeted

that the replaement of AND and OR gates by the Enhaned-AND and Enhaned-OR (Fig-

ure E.3) improves the symmetry of the design. But aording to the measurements,

this has inreased the dispersion. This makes us tend to believe that early evaluation is

predominant against tehnologial asymmetry. Indeed, eWDDL, as WDDL, is prone to

early evaluation; as eWDDL is based on more omplex gates than WDDL (MAJ instead

of AND/OR), the propagation time through the logi is inreased

2

, whih exaerbates the

early evaluation beause it is umulative along the ombinatorial paths.

E.4.4.5 Confrontation With an Information Theoreti Metri

The level of robustness of a ounter-measure an also be evaluated by the quantity

of information it leaks. This approah requires an approximation of the probability dis-

tribution funtion (PDF) for one trae to atually math the orret input used during

the aquisition. In our setup, we have a lose to perfet estimation of the leakage trae

for every possible input. By design, the omputation of the substitution box is not dis-

turbed by other unrelated ativity and the high averaging rate of the osillosope greatly

improves the signal's vertial resolution. However, it an be interesting to extrapolate

the information available from eah SubBytes blok when the measurements are noisy, as

in operational situations. The noise an, for instane, model the ativity of surrounding

logi gates, whih will happen in pratie, sine SubBytes is ustomarily embedded into

2. In STM HCMOS9GPLL library, the average propagation time through the unload unitary AND

(resp. MAJ) gate is 81 ps (resp. 146 ps).
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a omplete datapath with other substitution boxes. We thus introdue an arti�ial noise

parameter σ. It is equal to the width of the PDFs, assumed to be Gaussians of idential

variane σ2
for any substitution box input.

Our evaluation is inspired from the one arried out by simulation on single logial

gates [271℄

3

. We replaed the simulations by the real measurements and the logi gates

by a omplete netlist of ombinatorial gates making up the SubBytes instanes. The

dual-rail with preharge substitution boxes embedded in SubBytes orrespond to the

Pre-Charged / not Masked Logi Styles paragraph in Se. 3.2 of [271℄. Therefore,

we ompute the mutual information as per Eqn. (E.1), using notations of [271℄:

I(Sg,L
q=28

Sg
) = H(Sg)−H(Sg|Lq=28

Sg
) = (E.1)

8−
sg=0xff∑

sg=0x00

Pr(sg)

∫

l

Pr(l|sg) log2
Pr(l|sg)∑
s Pr(l|s)

dl .

We use for the input distribution Pr(sg) a uniform law over [0x00, 0xff] and for Pr(l|sg) a
multi-variate Gaussian distribution of mean the measurements and of ovariane matrix

a multiple of the identity of ]0,+∞[T×T
.

The integration over all the samples is simpli�ed by a prinipal omponent analysis

(PCA) of the urves. Thanks to the pre-proessing desribed in [13℄, we managed to

replae all the initial samples of the urves by one single sample. The number of signi-

�ative omponents in the PCA validates the limitation to one single sample; this makes

it possible to simplify Eqn. (E.1) from a multi- to a single-valued integral.

The result is plotted in Fig. E.21. In this graph, the lowest urves are the most seure.

It an be seen that the onlusions already drawn in Se. E.4.4.4 still hold. The single-

ended logis dislose more input bits than WDDL, that in turn is less seure than SeLib.

We ontinue to note that the single-rail arhiteture of Guido Bertoni et al. performs

almost as good as WDDL. Also, it appears lear the SeLib has a serious seurity im-

provement over WDDL. We also on�rm that the eWDDL style does not improve WDDL,

but instead makes it worse, ertainly due to an exaerbated early evaluation propaga-

tion. Finally, some behavior amongst the SeLib modules are di�ult to interpret, like

for instane selib_2 that is less seure than the other SeLib modules, but for a narrow

window of noise. It is nonetheless ertain that SeLib with all the protetions set (but

without the M6-shield, namely selib_4) is the most seure implementation. One �nal

observation an be made: the I(Sg,LSg ) urves for SeLib have a disontinuity when it

is equal to 8 bits and the noise inreases, whereas the behavior for WDDL, eWDDL and

single-ended logis is ontinuous. This means that WDDL, eWDDL and single-ended

logis have homogeneously distributed biases. At the opposite, SeLib traes have very

few disrepanies when the inputs hange: the disontinuity is probably due to a very

small number of partiularities for some rare inputs. This analysis shows that, should

a designer be able to identify those disrepanies, the seurity level of SeLib ould be

easily improved.

3. This work has been extended reently on a four-bit datapath of PRESENT in [379℄.
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Figure E.21: Mutual information leaked by the implementations of SubBytes using the

0x00 spaer for preharge, in the hypothesis of noise homosedastiity over all the di�er-

ent inputs.
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E.5 Design-Time Seurity Evaluation and Bakend-Level Counter-

Measures Analysis

This setion gathers the lessons learnt from the previous design-time (Se. E.3) and

in silio (Se. E.4) evaluations. The e�ieny of the logi styles and bakend re�nements

is also disussed.

E.5.1 Re�etions About High-Level Seurity Evaluation

High-level evaluations based on stati analyses, suh as [457℄ routing unbalanedness

estimation, happen to be irrelevant. Indeed, experimental results show that for logis

that do not synhronize the signals, the predominant soure of unbalanedness is the

relative arrival times of inputs. Depending on them and on the values of the inputs, the

logi evaluates earlier or later. This early evaluation issue is thus a dynami problem. It is

several orders of magnitude more important than the dispersion of routing harateristis.

A orret high-level seurity evaluation of non-synhronizing logis (suh as AND-OR

based logis) must thus resort to simulations or to tehniques taking the timing behavior

into aount.

Notie that this remark does not apply to SeLib, sine the very struture of this

logi makes it possible to deouple the gates from their interonnetion. Indeed, stati

(netlist-level) and dynami (silion-level) results agree.

The silion-level measurements also revealed that amongst unproteted single-rail

implementations of SubBytes, some an be almost as seure as WDDL or SeLib. The

logi in question is that of Guido Bertoni: as every exeution implies a deoding, all

inputs ativate roughly the same number of gates. Put di�erently, all exeution paths

are almost indisernible: this appears learly on Fig. E.1, where a typial exeution path

is highlighted. Whatever the input byte, the deoder sets only one bit amongst 256 to

`1', that is driven to exatly 8/2 enoders (beause SubBytes is balaned) all having the

same struture. Therefore, even if this logi is larger than other unproteted desriptions,

it remains smaller than WDDL and muh smaller than SeLib iruits, for a omparable

seurity level.

An other interesting point is about the M6-shielded SeLib instane. Eri Peeters

already showed in the hapter 5 of his PhD thesis manusript [352℄ that:

�Metalli shield must be tamper resistant as well, beause when onneting

a di�erential probe on it, we were able to observe a data-dependent voltage.

As a matter of fat, the metalli shield is turned into a very near-�eld eletri

probe.�

We observe that a metalli shield inreases the dissymmetry of an underneath DPL

design. A �self-indution� e�et might be the ause of suh an e�et. But for sure, the

onlusion is that the usefulness of a top-level metalli shield is far from being obvious.
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E.5.2 Summary About Seurity-Cost Trade-O�s

The previous analyses have made lear that some would-be ounter-measures atually

both inrease the implementation ost and degrade the seurity level. This is ase of

eWDDL and the top-level eletromagneti shield. Those two solutions must positively

be prosribed.

We note for the time that a non-proteted single-rail logi an be made more seurity

simply by interleaving every omputation by a preharge to a onstant value, suh as

0x0. The impat in terms of silion area is negligible, but the throughput is divided by

two. The other ounter-measures, labeled B1 to B5, inrease the seurity level. However,

they are atually useful only if the logi is immune to early evaluation. SeLib is in the

silion-domain (as opposed to the wire-domain), whih means that the area of the ells

is limiting the density and not the ongestions in the interonnet resoures. Therefore,

in the ase of SeLib, The gain they onvey by the aumulation of seurity features is

visible in terms of seurity, and in the meantime also free in hardware, sine B3 to B5
omplexify the routing, whih is not a ritial resoure.

E.5.3 Suitability of an Elementary Pattern Ciruits for Seurity Eval-

uations

The bakend-level improvements do not translate into an observable seurity inrease

as for WDDL, beause we identi�ed that the early evaluation is overwhelmingly the

predominant dispersive feature. Nonetheless, we ould have expeted SeLib to dislose

improvements with the bakend design are. Paradoxially enough, it is not straightfor-

ward to appreiate the impat of bakend features on SeLib dispersion. This might be

due to the over-simpli�ation of the design; if the SubBytes instanes were not insulated

(not from the substrate noise but from other noisy instanes by a large on-hip spaing),

they would be more oupled with extrinsi ativity (referred to as �algorithmi noise� in

the ontext of attaks against ryptoproessors [60, 217℄). In this ase, we ould observe

that SubBytes instanes with poor bakend features would be more in�uened by this

oupling than full-featured SeLib SubBytes instanes. Unfortunately, we annot verify

this hypothesis on the ASIC: do poorly routed and unshielded SeLib instanes appear

more seure than they really are beause of an evaluation artifat?

E.6 Conlusions and Perspetives

E.6.1 Conlusions

DPL styles are designed and used to ounter-at DPA attaks by making the power

onsumption onstant. There are several DPL logis suh as WDDL and SeLib, respe-

tively based on standard ells and totally ustomized ells foring signals synhronization.

In this paper we ompare these two logis by analyzing the power dispersion of a om-

binatorial blok, the AES substitution box (SubBytes). Our analysis demonstrates that

dual-rail logi implementations are indisputably more seured than single-rail logis. We
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�nd out that hoosing a balaned arhiteture suh as desribed by Guido Bertoni et

al. ombined with a preharge to zero does redue the power dispersion impressively,

thus inreasing the seurity level against power analysis attaks. We also demonstrate

that SeLib is less dispersive than WDDL, on�rming experimentally that signals syn-

hronization is important to avoid data-dependent early evaluation and preharge. The

seurity bene�ts of seond-order ountermeasures, suh as di�erential plaement, routing,

dummies and shield against ross-talk are observed on SeLib.

E.6.2 Perspetives

As stati high-level seurity evaluations are not aurate enough, netlist temporal

simulation must be used instead for pre-fabriation validation purposes. This approah

has been initiated for instane in [174℄ with logi simulation (ideal transitions). To further

model signals slopes, fast gate-level or transistor-level simulations are mandatory. E�orts

in this diretion have already been deployed, e.g. by Huiyun Li et al. [262℄ or by Giorgio

Di Natale et al. [335℄.

We emit the hypothesis that results on SeLib instanes of SubBytes were evaluated

optimistially beause of the absene of neighbour logi, and that the impat of oupling

annot be assessed. We suggest to onsider FPGAs as prototyping platforms: FPGAs

do not exatly behave SCA-wise as ASICs (even at onstant tehnology); nevertheless

they allow to better iterate and test more on�gurations. For instane, the SASEBO

boards [391℄ with the EveSoC environment [224℄ an be suh a ommodity.

E.7 Appendix: Traes Showing Power Dispersion for Twelve

Implementations of SubBytes

Figures E.22 and E.23 show the power dispersion measured for the 256 possible inputs

(∀f ∈ [0x00, 0xff], 0x00 → f ) respetively for standard ell logi, and dual-rail logi �

WDDL versus SeLib.

The aquisition hain harateristis are listed below:

� The probe's bandwidth is 5 GHz;

� The sampling rate of the aquisition apparatus (In�niium 54 855A sold by Agilent)

is 20 Gsample/s;

� The vertial aliber is 1 mV;

� The urves are averaged 256 times by the osillosope, leading to 12-bit vertial

resolution;

The traes are displayed raw: no post-proessing has been done to orret their shape.

Compared to a rypto-proessor's regular trae (suh as the example given in Fig. E.6),

the average is non-zero after evaluation. This is due to the fat that the SubBytes

modules, the power onsumption of whih is measured, are not eletrially insulated

from the rest of the SubBytes internal logi. Hene a ross-oupling between several

parts of the silion die, that indue a bakground noise. As the same programmation

sequene is employed to test every SubBytes blok, the ross-oupling e�et is a onstant
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phenomenon that merely adds up to the relevant measurements. Beause it is the same

irrespetively of the addressed SubBytes module, this �ontinuous omponent� an safely

be ignored.
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Figure E.22: Power traes for 256 inputs with 0x0 or 0x00 preharge � omparison

between standard ell logis and dual-rail logis.
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Figure E.23: Power traes for 256 inputs with 0x00 preharge � omparison between

WDDL and SeLib.
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Appendix F

Unrolling Cryptographi Ciruits: A

Simple Countermeasure Against

Side-Channel Attaks

Extended version of artile [39℄

Authors: Shivam Bhasin, Sylvain Guilley, Laurent Sauvage and Jean-Lu Danger

Abstrat

Cryptographi ores are used to protet various devies but their phys-

ial implementation an be ompromised by observing dynami iruit

emanations in order to derive information about the serets it oneals.

Protetion against these attaks, also alled side hannel attaks are

major onern of the ryptographi ommunity. Masking and dual-rail

preharge logi are promoted as its ountermeasures but eah has its

own vulnerabilities. In this artile, we propose a simple ountermeasure

whih omprises unrolling rounds of a ryptographi algorithm suh

that multiple rounds are exeuted per lok yle. This will require a

stronger hypothesis on multiple bits due to deeper di�usion of the key.

Results show that it resist against orrelation power analysis on Ham-

ming distane and Hamming weight model if the datapath is leared

after eah operation. We also evaluated mutual information metri on

the design and results show that unrolled DES is less vulnerable.

Keywords: Data enryption standard, side-hannel attak, arhitetural ounter-

measure, mutual information metri.

F.1 Introdution

With the generalization of open networks, information soiety regards seurity as a

ritial fator. Modern ryptographi algorithms whih ensure seurity are robust and
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free from pratial ryptanalysis. However, other methods whih target the physial

implementation of an algorithm an be deployed to break the seurity. These attaks

an be mounted by merely observing or perturbing the targeted system. Observing

the ativity of the system and its orrelation with potential guesses an yield sensible

information. Suh attaks are better known as Side Channel Attaks (SCAs) [249℄.

When a devie is perturbed suh that it yields a non-nominal output, this together with

expeted output an lead to the seret key. Suh attaks are alled as Di�erential Fault

Analyses (DFAs) [45℄. The passive attaks that onsist in observing the hip are di�ult

to protet sine the hip is even not aware of the attak. Therefore these attaks are

onsidered more ritial.

SCAs try to reognize synhronous operations (rounds of ryptographi operations)

in the leakage of a devie. Then for a hosen round, the leakage is orrelated with some

guesses to reveal seret information. It is possible to guess some key bits beause the

value of key remains same for one or a set of synhronous operations. For example if

we onsider DES, ryptanalysis is impratial as we need a huge number of plaintext or

iphertext. Whereas with power attaks only the power onsumption of a few hundreds

of enryption are needed to break a non-proteted implementation. For instane in DPA

ontest [445℄, the partiipants have demonstrated that DES ould be broken in 141 traes

in average. Therefore it is essential to protet implementations against SCA.

State of the art ountermeasures an be widely lassi�ed into two ategories i.e. infor-

mation making and information hiding. Masking [6℄ ountermeasures rely on onfusing

the attaker. A random generated mask is used while running the algorithm suh as

the mask a�ets the intermediate states without a�eting the end result. Owing to this

tehnique, the attaker observes leakage orresponding to mask and not the atual key

bits. Although a niely masked iruit an resist �rst order SCA but higher order SCA

an still ompromise the seurity of the design

Information hiding as the name suggests hides the information from attaker. The

algorithm is implemented in suh a way that leakage remains onstant irrespetive of

the omputations performed. Dual-rail preharge logi (DPL) [456℄ is a ountermeasure

based on information hiding. The priniple of this ountermeasure is to generate a design

equivalent and with opposite behaviour of the target design suh that every part of the

iruit is perfetly balaned. This way the ativity of the doubled design remains on-

stant. There are some ountermeasures whih ombine hiding and masking tehniques

in order to ahieve higher level of seurity. The major problem of these ountermea-

sures is that it is hard to design a perfetly balaned iruit. Even minor imbalane in

spae (unbalaned dual nets) or time (early evaluation) an be exploited by sophistiated

attaking tehniques to reveal sensitive information.

In [435℄, the e�et of pipelining on seurity is studied. In this artile, we investigate

the other trend, namely pipelining less; this way, all registers beome unpreditable

depending on the key (i.e. a hypothesis test involves too many key hypotheses). The

idea is to implement the design in suh a way that the key hanges more than one

during a synhronous operation. In other words, more than one round of a ryptographi

algorithm are exeuted in one synhronous operation. The rest of the paper is organized
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as follows. Setion F.2 explains the theory of the proposed ountermeasure. It also details

the implementation details of a fully unrolled DES. Setion F.3 evaluates fully unrolled

DES against the iterative DES using orrelation power analysis (CPA [60℄). Finally,

setion F.4 onludes the paper.

F.2 Proposed Countermeasure

F.2.1 Rationale of the Countermeasure

In a ryptographi blok produt algorithm, data is iphered by repeating a set of

operations with a di�erent key value eah time generated from the previous key. These

set of operations are alled as rounds. The number of rounds are hosen suh that linear

and di�erential ryptanalysis are more di�ult than an exhaustive key searh. Normally,

ryptographi iruits are designed to perform either some operations of a round or the

whole round in one lok yle. Thus the value of the key remains the same for one or

more lok yles. The attaker an guess some of the key bits and orrelate it with

leakage aquired. A orret guess will give a muh higher orrelation as ompared to

wrong guesses.

Most of the traditional SCA attaks target the registers where the result of eah

round is stored. This is beause the leakage from the register is high due to its load and

the leakage is synhronised to the lok. In ombinatorial logi, the leakage is low and

spread over time. If the result of a round is stored in the register at the end of eah lok

yle, attaker an easily retrieve the subkey by guessing and orrelating. Now, if the

key is hanged more than one during one lok yle i.e. multiple rounds are exeuted

per lok yle the key used for one round is further di�used deeper into the design

and mixed with the seond key and so on. Thus exploiting this property we propose to

design the ryptographi oproessors in suh a way that it exeutes multiple rounds in

one lok yle. We all this as unrolling the rounds of the algorithm. Also we de�ne

unrolling fator as the number of rounds unrolled. An implementation unrolled twie

means that two rounds are performed at every lok yle. A didati presentation of

the loop unrolling tehnique is given by Kris Gaj and Pawel Chodowie in the hapter 10

of [244℄, along with a disussion about its pros and ons from a performane point of

view.

Figure F.1(a) shows the arhiteture of one round of a normal iterative ryptographi

algorithm while �gure F.1(b) shows the arhiteture of an unrolled ryptographi algo-

rithm. An idea of the di�ulty to mount a side hannel attak on the unrolled version

an be estimated from the following disussion. Suppose, we have two implementations

of a ryptographi algorithm: one iterative and the other unrolled with an unrolling fa-

tor of 2 as shown in �g F.1(a) and (b) respetively. Let us see the signal and the noise

when the attak is mounted on 1-bit. In the iterative design, the signal will be the sum

of the power ativity of all the ombinatorial gates and �ip-�op involved in alulating

that bit. The noise shall be sum of power ativity of other gates and �ip-�ops. In the

unrolled design, if we implement an attak on 1-bit in the �rst of the two rounds, the
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Figure F.1: (a) Arhiteture of a iterative ryptographi algorithm. (b) Arhiteture of

a fully unrolled ryptographi algorithm.

signal will be the power ativity of the gates involved only as the result is not memorised.

The noise shall be twie the previous value as omponents are doubled. As explained

before the power ativity of a ombinatorial gates is lesser than the power ativity of a

register. This results in SNR redution of more than twie.

A rough evaluation of the theoretial omplexity of this ountermeasure in terms

of area is given by the unrolling fator. Thus a design unrolled twie will have double

the area of its original design as far as ombinatorial part is onerned. In terms of

performane, the trade-o� is almost the same as original design. Unrolling fator of n will

multiply the ritial path by n times and thus maximum frequeny is redued 1/n times.

Sine n rounds are exeuted per lok yle, N/n lok yles are needed to exeute

the whole algorithm where N is the total number of rounds. Thus the throughput is

approximately the same for original and unrolled design. The pratial results are better

than the one desribed below as some of the unneessary omponents like multiplexers

are removed while unrolling. Thus the area is less than n times and the operating

frequeny is more than 1/n times. We also point out that the unrolling does not impat

the possibility of the enrypting blok to be used in any mode of operation (CBC, CFB,

OFB, et.).

Fully unrolled DES implementation: An iterative arhiteture an be made

ombinatorial, by removing its register transfers ourring during the rounds [171℄. In

the ase of DES, the algorithm ombinatorial depth is thus roughly inreased by a fator

of sixteen, but the registers LR and CD remain frozen during sixteen lok yles, whih

makes up for the delay through the gates. The arhiteture, based on that desribed

in [195℄, and the �oorplan are depited in Fig. F.2(a) and (b). It is a speial ase of

the so alled brutal ountermeasure mentioned in [387℄, where the �glued bloks� atually

make up the entire datapath. The inputs 1 of the LR multiplexer and 2 of the CD

multiplexer play the role of enable for the orresponding registers. The key shedule
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Figure F.2: (a) Unrolled DES Arhiteture. (b) Floorplan of the ASIC implementing

DES iterative (1) and DES unrolled (2).

onsists in a sequene of pre-omputed irular shifts whih an be implemented just by

swithing wires and requires no logi. Suh a tehnique is only valid for ertain algorithms

like DES and the absene of logi in key shedule avoids leakage. Thus attaks like [2℄

annot be mounted anymore.

The synthesizers, in default mode, attempt to �t a timing path into one lok yle.

To synthesize suh a design there is need to relax the timing onstraints. In the ombi-

natorial DES spei� ase, the logi driven by LR and CD has time equivalent to sixteen

lok yles to exeute. This piee of information annot be easily inferred, thus user

onstraints must be set. They basially onsist in speifying spare lok yles for some

timing ars. The timing paths that are onerned thus start at registers LR and CD, plus

the Boolean signal originating from the ontrol that tells whether the urrent operation

is a iphering or a deiphering , where the shifts an be interpreted left or right-wise. The

�multi-yle� onstraints listed in Fig. F.3 express the fat that outputs of LR and CD

are sixteen times slower that the lok and that the signal to deide between iphering

and deiphering is a false timing path. This last path is indeed never ritial beause

the hoie between enryption and deryption is not modi�ed during one omputation.
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set_urrent_module des_datapath_ombi_wrapper; # Internal onstraints

set_urrent_instane [find -hier -inst I_REG_LR℄;

# The following onstraint (1+15 yles allowed for the omputation)

# onerns the whole bus:

set_yle_addition -from [get_info [lindex [find -port q℄ 0℄ bus℄ 15;

set_urrent_instane [find -hier -inst I_REG_CD℄;

set_yle_addition -from [get_info [lindex [find -port q℄ 0℄ bus℄ 15;

set_urrent_module des_datapath_ombi; # External onstraint

set_false_path -from [find -port sel_left_not_right℄; # Enrypt/Derypt

Figure F.3: TCL timing onstraints rafted for the �multi-yle� DES ombinatorial

datapath synthesis by Cadene bgx_shell.

The key shedule an be implemented by mere routing of wires, with no logi usage.

Indeed, every round key in DES is obtained by simply seleting the adequate bits from

the 56 bit master key. However, this peuliar property applies to DES only and annot

be generalized for all the ryptographi algorithms.

F.3 Experimental Results

We implemented an iterative DES and a fully unrolled DES on SeMatV2: an aa-

demi ASIC for seurity evaluation of ryptoproessors implemented in 130 nm tehnol-

ogy from STMiroeletronis. The plaement onstraint used for both modules is that

their plaement density is 95%. Therefore we found that iterative DES onsumes an area

of 24787 µm2
while the unrolled DES onsumes an area of 139816 µm2

. The ratio in

terms of surfae is thus as low as 5.64 lower than expeted i.e. 16, the unrolling fator

whih is due to removal of registers, removal of logi involved in the iteration manage-

ment (multiplexers), round boundaries optimization. Also the key shedule is ompletely

dissolved in mere routing whih is a property spei� to DES algorithm. In terms of

performane for a nominal operating frequeny, the iterative DES needs almost 5 times

more time for single enryption. However, the operating frequeny is not the maximal

operating frequeny in this ase.

The average side-hannel urves for one DES enryption are shown in Fig. F.4(a)

and F.4(b) respetively for the iterative referene DES and the ombinatorial instane.

It learly appears in Fig. F.4 that the variations inrease during the enryption.

Side-hannel attaks an be roughly divided into two ategories. On one hand orrela-

tion attaks make the assumption of a known leakage model; several models orrespond-

ing to di�erent values of the seret are devised. The model that orrelate the better with

the onrete measurements disloses the seret. On the other hand, template attaks

divide into two steps. The �rst step is done o�-line; it onsists in pre-haraterizing the

iruit in an almost blind fashion, for as many representative values of the message and

key inputs. Stohasti attaks are a variant where the pre-haraterization is made more

simple by injeting some partial knowledge about the target's leakage. The seond step

is the on-line attak proper. The attaker attempts to reognize the seret by mathing
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Figure F.4: (a) Sequential iterative DES enryption signature, with the average variation

margin, for statistis olleted on 10k measurements. (b) Average ombinatorial DES

enryption signature, with the average variation margin, for statistis olleted on 100k

measurements.

measurements obtained from a �xed albeit unknown seret key.

We show that orrelation attaks are made very implausible on a fully ombinato-

rial implementation, due to the signal's desynhronization, even in the early rounds

(represented in Fig. F.5). First of all, we apply the same attak that is suessful

on the iterative referene implementation. It onsists in a orrelation of the mea-

surements with the onseutive values of the right datapath register R0, that leaks

L(initial : R0, f inal : L0 ⊕ f(R0,K1)) = |R0 ⊕ L0 ⊕ f(R0,K1)|. The attak results

on DES iterative and unrolled are shown in Tab. F.1 and F.2 respetively . Without

any surprise, this attak ompletely fails on the ombinatorial instane of DES, sine the

targeted transition has disappeared in the unrolled implementation. We would like to

emphasize that eah time a enryption is done, the datapath should be leared. This

an be done like preharge in DPL or by propagating random values without interfer-

ene from the key. This is beause, if two onseutive omputations are done then some

orrelation an be found on the basis of previous omputation.

F.3.1 Attak on the Unrolled DES

Now let us see a ase when the previously desribed onstraints are not respeted i.e.

two enryption are done without learing the datapath. We explore two leakage models,

namely the Hamming weight (HW) and the Hamming distane (HD), on two neuralgi

positions of the algorithm, namely the Feistel funtion output (P1) and the round output

right half (P2). We �nd that the HD on P1 ompletely disloses the key. The results

are given in Tab. F.3. We an see that for all the eight broken substitution boxes, the

signal-to-noise ratio (SNR) is muh smaller than for the ase of the referene iruit.

The results for the sbox 4 are printed in italis, beause atually two keys are guessed

simultaneously in a unrolled implementation, due to a mathematial property of this
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Table F.1: Key reovery attak on the iterative referene DES using a CPA over 10K

traes.

Sbox Key Lok_t

SNR

Max CPA

index Atual Guessed 0 ≤ · ≤ 10 000 [%℄

1 56 56 4 314 4.38603 8.40

2 11 11 7 848 3.94818 5.68

3 59 59 1 247 5.29027 6.81

4 38 38 3 555 5.09747 5.94

5 0 0 2 272 7.25941 8.86

6 13 13 3 868 4.52662 8.10

7 25 25 4 399 4.69634 6.28

8 55 55 273 6.81590 14.68

Table F.2: Key reovery attak on the unrolled DES using a CPA over 100K traes.

Sbox Key Lok_t

SNR

Max CPA

index Atual Guessed 0 ≤ · ≤ 100 000 [%℄

1 56 58 87 976 1.83827 3.25

2 11 21 75 073 3.04394 1.52

3 59 17 97 462 2.07826 2.69

4 38 25 71 369 1.63005 4.85

5 0 53 70 590 3.45533 2.18

6 13 26 99 982 3.01725 1.18

7 25 22 70 433 2.07131 3.37

8 55 47 74 552 2.78395 3.26

sbox detailed in appendix F.5. The fourth sbox S4 of DES has the following property:

∀x, y ∈ {0, 1}6, S4(x)⊕S4(y) and S4(x⊕0x2f)⊕S4(y⊕0x2f) are palindromi. This fat

an be shown by omputing exhaustively the two expressions and omparing them.

Therefore, we have a remarkable Hamming distane onservation property: ∀x, y ∈
{0, 1}6, |S4(x)⊕ S4(y)| = |S4(x⊕ 0x2f)⊕ S4(y ⊕ 0x2f)|. As a onlusion, in a Hamming

distane model, two keys are retrieved in pairs: the orret one and one another (false),

equal to the orret key translated by 0x2f.

To show that the orrelations of the sboxes output (lous P1) are very disrupted due

to their ombinatorial nature, we have omputed the DPA peaks, shown in Fig. F.6.

We favor DPA [248℄ over CPA [60℄, beause, as explained in the tehnial artile [196℄,

the ovariane used by DPA extrats the ativity of some nets in the netlist, whih is

interesting for leakage haraterization. As for the CPA, it is more suitable for attaks,
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Table F.3: Key reovery attak using the a CPA with a Hamming distane model (with

respet to the previous enryption) over 100K traes.

Sbox Key Lok_t

SNR

Max CPA

index Atual Guessed 0 ≤ · ≤ 100 000 [%℄

1 56 56 16 557 2.20267 2.17

2 11 11 44 092 2.15008 2.09

3 59 59 36 090 2.50697 2.22

4 38 9 3 291 3.73242 5.01

5 0 0 27 164 1.96649 2.28

6 13 13 20 138 2.13591 2.65

7 25 25 17 862 2.11245 2.86

8 55 55 37 317 2.77701 2.75

f(R0, K1)

path #2

path #1

R1
.
= L0 ⊕ f(R0, K1)

(slow)

(fast)
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.
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R2
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.
= R1

P1

P2

R0

f( · , K1)

L0

f( · , K2)

Figure F.5: Notations used to desribe the ombinatorial DES leakage funtions.

beause the normalization by the trae standard deviation orrets the fat that the

leakage is not neessarily maximum at the times where the side-hannel is [208℄. The

DPA ovariane |f(R−1
r ,Kr+1) ⊕ f(Rr,Kr+1)| for all r ∈ [0, 6] are plotted in Fig. F.6.

We have also added the transition in R0 between two onseutive messages, beause

it indiates the omputation beginning and its end. The beginning onsists of the R0

register sampling at the rising edge of the lok. The end orresponds to the other

transition (�nal → initial), in the R0 register input lathes, that are transparent, and

that dissipate even in the absene of a lok event. We observe that the DPA ovarianes

do not espeially show peaks ordered in time. This indiates the link between the data

and the side-hannel measurement is destroyed as early as the �rst ouple of rounds.
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Figure F.6: DPA ovariane for the register transfer R0, and round orrelations for the

�rst sbox outputs.

To onlude with the seurity analysis, we disuss brie�y on the unsuitability of other

SCAs. Template attaks are expeted to beome less a onern as tehnology typial

feature sizes shrink and harateristis dispersion inreases [370℄. Preliminary works on

130 nm tehnologies [189℄ suggest that the intra-die tehnologial mismathes are the

preponderant soure of variation, surpassing the imperfetions of the logi style.

F.3.2 Evaluation Based on Mutual Information Metri

Mutual information analysis (MIA) has been introdued in [141℄ and further disussed

in [364℄. This analysis aptures whatsoever dependene between measurements and a

leakage model. It is thus a tool suited for an information leakage evaluation, as pointed

out in [468℄. The default leakage model does not assume any devie-spei� knowledge.

Therefore it onsiders plain dependeny with one sensitive and prediable word within

the devie. The notions of sensitivity and preditability have been de�ned in [437℄.

Basially, a variable is sensitive if it depends on one seret, and preditable if testing

all the hypotheses for this variable is omputationally tratable. The leakage-agnosti

approah is the one employed in template attaks [69℄.

We have omputed the mutual information (MI) between the right half of the dat-

apath for sbox #1 and eah point of our experimental traes. The results are plotted

in Fig. F.7 for the 80k traes of the iterative DES module and the 100k traes of the

unrolled one. In the iterative iruit, the MI is roughly the same for eah round. How-
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ever, it depends on the round index for the ombinatorial iruit; therefore we represent

a ouple of them in Fig. F.7. It appears learly that the sequential iruit is leaking more

information about the �rst round than the ombinatorial. Hene the vulnerability is less

signi�ant for our proposed ountermeasure.

F.4 Conlusion and Perspetives

Information masking and hiding are two protetion tehniques against side-hannel

attaks. We propose a new ountermeasure whih omprises unrolling of rounds of a

ryptographi algorithm to exeute during a single lok. Results show that unrolling

is seure against power attaks with a onstraint of learing the datapath after eah

enryption. We also evaluated mutual information metri on the design and results show

that unrolled DES is less vulnerable. Further work involves testing this ountermeasure

with other algorithms like AES, et. Also it ould be interesting to partially unroll the

algorithm like the rounds whih are soft targets for an attaker.

Finally, we mention the potential advantage of algorithms unrolling against some

fault attaks; for instane, it is impossible to injet faults via a setup time violation [122,

412, 242℄, produed by either under-powering or over-loking the unrolled module. The

resistane of partially or ompletely unrolled arhitetures against other DFAs is thus an

interesting researh diretion.
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F.5 Appendix: Equiprobable Keys For DES Sbox 4 in an

Unrolled Implementation

Let us denote 1i the Boolean vetor of {0, 1}4 that is equal to zero everywhere but at
position i ∈ J0, 3K. The Boolean appliation {0, 1}4 → {0, 1}, v 7→ 1i · v is the seletion

of oordinate i. The fourth sbox S4 of DES enjoys the following remarkable property:

S4XP
.
=
( ∑

x∈{0,1}6(−1)1i·S4(x)⊕1j ·S4(x⊕0x2f)
)
0≤i,j≤3

= 26 ×




0 0 0 +1
0 0 −1 0
0 −1 0 0

+1 0 0 0




0≤i,j≤3

. (F.1)
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This fat an be shown by omputing exhaustively the two expressions and omparing

them. In fat, it is su�ient to ompute S4XP0,3 and S4XP1,2. Indeed, the matrix

is symmetri (S4XPi,j = S4XPj,i), and knowing that 4 oe�ients are equal to ±26,
the others are equal to zero. The reason is that the norm-2 of the matrix ||S4XP||2 .

=∑
i,j S4XP

2
i,j is smaller or equal to 4× 22×6

.

Here is the proof: let f be a balaned (n,m)-funtion, and let Offset ∈ {0, 1}6 be an

input:

∑

0≤i<m
0≤j<m


 ∑

x∈{0,1}n
(−1)1i·f(x)⊕1j ·f(x⊕Offset)




2 [
This is ||S4XP||2

when Offset = 0x2f

]
(F.2)

=
∑

x,y

∑

i,j

(−1)1i·f(x)⊕1j ·f(x⊕Offset)⊕1i·f(y)⊕1j ·f(y⊕Offset)

=
∑

x,y

(∑

i

(−1)1i·f(x)⊕1j ·f(y)
)
·


∑

j

(−1)1j ·f(y⊕Offset)⊕1j ·f(y⊕Offset)




=
∑

z∈{0,1}2n
φ(z) · φ(z ⊕ Offset) where:

φ : {0, 1}2n→Z

z = (x, y) 7→∑i(−1)1i·(f(x)⊕f(y))

≤
√∑

z

φ2(z) ·
∑

z

φ2(z ⊕ Offset) =
∑

z

φ2(z) [Cauhy-Shwarz theorem℄

=
∑

x,y

(∑

i

(−1)1i·f(x)⊕1i·f(y)
)2

=
∑

i,j

∑

x,y

(−1)1i·f(x)⊕1j ·f(x)⊕1i·f(y)⊕1j ·f(y)

=
∑

i,j

(∑

x

(−1)1i·f(x)⊕1j ·f(x)
)2 [

This is ||S4XP||2, i.e. Eqn. (F.2),
when Offset = 0x00

]

= m× 22n
{

m× (2n)2 if i = j,
0 otherwise, beause f is balaned.

This is proves the result by using n = 6, m = 4, and f = S4.

As a orollary, this noteworthy property of S4 allows to demonstrate the noting done

in [63, �5.1 � pp. 6/7℄. It is observed there that:

∑

x∈{0,1}6,
1i·S4(x⊕Offset)=1

HW(S4(x)) −
∑

x∈{0,1}6,
1i·S4(x⊕Offset)=0

HW(S4(x)) (F.3)

=





+32 if Offset = 0x00 ,
+32 if Offset = 0xf2 and i ∈ {0, 3} ,
−32 if Offset = 0xf2 and i ∈ {1, 2} .
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Indeed, the expression (F.3), also alled �32∆D� and noted (11) in [63℄, an be rewritten

as:

−
∑

x∈{0,1}6
(−1)1i·S4(x⊕Offset)× HW(S4(x))

=−
∑

x∈{0,1}6
(−1)1i·S4(x⊕Offset)


 ∑

j∈J0,3K

1

2
− 1

2
(−1)1j ·S4(x)




=− 1

2



4
∑

x∈{0,1}6
(−1)1i·S4(x⊕Offset)

︸ ︷︷ ︸
=0, beause
S4 is balaned

−
∑

x∈{0,1}6

∑

j∈J0,3K

(−1)1i·S4(x⊕Offset)⊕1j ·S4(x)




.

So, when Offset = 0x00, the expression simpli�es in:

1

2

∑

x

(−1)0 + 1

2

∑

j 6=i

∑

x

(−1)(1i⊕1j)·S4(x) = 32 + 0 ,

sine S4 is balaned.

Besides, when Offset = 0x2f, beause of the property of (F.1), the only nonzero

ross-term is that for whih i+ j = 3, and it an be seen immediately that it is equal to

S4XPi,3−i/2 = ±64/2, i.e. the expeted result.

Eventually, the point raised in [63, �5.2 � pp. 7℄ is also easily explained by Eqn. (F.1).

In this ontext, the leakage model is onsidered with respet to a referene state R ∈
{0, 1}4, and the di�erene-of-means test yields:

∑

x∈{0,1}6,
1i·(S4(x⊕0x2f)⊕R)=1

HW(S4(x)⊕R)−
∑

x∈{0,1}6,
1i·(S4(x⊕0x2f)⊕R)=0

HW(S4(x)⊕R) (F.4)

=
1

2

∑

j=3−i

∑

x

(−1)1j ·S4(x)⊕1i·S4(x⊕0x2f)⊕(1j⊕1i)·R

= (−1)(13−i⊕1i)·R × S4XPi,3−i/2 = +32 if R = 0x4 .

Coming bak to the equiprobable keys in our unrolled implementation, we notie the

following orollary derived from the anti-diagonal of Eqn. (F.1):

∀x ∈ {0, 1}6,S4(x)⊕ reverse(S4(x⊕ 0x2f)) = 0x6 ,

where the funtion reverse : {0, 1}4 → {0, 1}4 swaps bit i ∈ J0, 3K with bit 3 − i.
Therefore ∀x, y ∈ {0, 1}6, S4(x)⊕S4(y) and S4(x⊕0x2f)⊕S4(y⊕0x2f) are palindromi.

Thus, we have a remarkable Hamming distane onservation property: ∀x, y ∈ {0, 1}6,
|S4(x)⊕S4(y)| = |S4(x⊕ 0x2f)⊕S4(y⊕ 0x2f)|. As a onlusion, in a Hamming distane

model, two keys are retrieved in pairs: the orret one and one another (false), equal to

the orret key translated by 0x2f.
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Appendix G

Formal Analysis of the Entropy /

Seurity Trade-o� in First-Order

Masking Countermeasures against

Side-Channel Attaks

Extended version of artile [332℄

Authors: Maxime Nassar, Sylvain Guilley and Jean-Lu Danger

Abstrat

Several types of ountermeasures against side-hannel attaks are

known. The one alled masking is of great interest sine it an be

applied to any protool and/or algorithm, without nonetheless requir-

ing speial are at the implementation level. Masking ountermeasures

are usually studied with the maximal possible entropy for the masks.

However, in pratie, this requirement an be viewed as too ostly. It

is thus relevant to study how the seurity evolves when the number of

mask values dereases. In this hapter, we study a �rst-order mask-

ing sheme, that makes use of one n-bit mask taking values in a strit

subset of Fn
2 . For a given entropy budget, we show that the seurity

does depend on the hoie of the mask values. More spei�ally, we

explore the spae of mask sets that resist �rst- and seond-order orre-

lation analysis (CPA and 2O-CPA), using exhaustive searh for word

size n 6 5 bit and a SAT-solver for n up to 8 bit. We notably show

that it is possible to protet algorithms against both CPA and 2O-CPA

suh as AES with only 12 mask values. If the general trend is that more

entropy means less leakage, some partiular mask subsets an leak less

(or on the ontrary leak remarkably more). Additionally, we exhibit

suh mask subsets that allows a minimal leakage.
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Keywords: side-hannel attaks (SCAs), masking ountermeasure, non-injetive leak-

age funtion, orrelation power analysis (CPA), seond-order CPA (2O-CPA), mutual

information analysis (MIA), entropy vs seurity tradeo�, SAT-solvers.

G.1 Introdution

Implementations of ryptographi algorithms are vulnerable to so-alled side-hannel

attaks. They onsist in analysing the leakage of the devie during its operation, in

a view to relate it to the internal data it proesses. The prerequisite of the attak is

a physial aess to the targeted devie. The attaker thus measures some analogue

quantity, suh as the power [290℄ or the radiated �eld [134℄. Several ways to resist side-

hannel have been suggested. They are often referred to as �ountermeasures�. High level

ountermeasures intend to deny the exploitation of the leakage by updating the serets

on a regular basis. It results in leakage-resilient protools. They are nie as they indeed

manage to thwart any kind of side-hannel attaks, but require that the user adopts a

new protool. Therefore, other ountermeasures have been devised that operate at a

lower level, without altering the protool. Typially, hiding strategies aim at leaking a

onstant side-hannel. Although relevant from a theoretial perspetive, this approah

nonetheless requires physial hypotheses about resoures indisernibility that are not

trivial to meet. Masking is another option, that is transparent to the user and does not

demand any speial bakend balane. We therefore fous on this ountermeasure. It

onsists in omputing on data whose representation is randomized. The more entropy is

used, the more seure the ountermeasure an be (if the entropy is used intelligently). In

this paper, we rather investigate the e�et of the redution of the entropy on the seurity.

Moreover, we onentrate on a �rst-order masking sheme, i.e. that uses only one mask,

that takes a restrited number of values.

The rest of the artile is strutured as follows. The studied ountermeasure, alled

the rotating tables, is desribed in Se. G.2. This setion introdues the leakage model

onsidered in the sequel, and de�nes the notion of leakage and seurity metris. The ro-

tating tables ountermeasure is then evaluated in the formal framework presented in [434℄.

Namely, its leakage is haraterized in Se. G.3 and its resistane against CPA and 2O-

CPA is quanti�ed in Se. G.4. It is shown in the setion that it is possible to redue

the leakage at a onstant budget for masks of n = 5 bits. Masks of larger bitwidth,

suh as n = 8, are studied in Se. G.5. The exploration is onduted with the help of a

SAT-solver. Conlusions and perspetives are in Se. G.6. Some illustrations and long

proofs are relegated to appendix.

G.2 Desription of the Rotating Tables Countermeasure

The goal of this setion is to introdue the leakage model that will be studied next, and

to explain why the ost of the ountermeasure an be greatly redued by limiting the mask

values. We �rst give in subsetion G.2.1 a brief overview of a masking ountermeasure
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with randomly seleted preomputed tables. Then, in subsetion G.2.2, the leakage of

this ountermeasure is derived.

G.2.1 Rationale

Unproteted implementations are vulnerable to SCAs beause they manipulate sensi-

tive variables, that leak some physial quantities that depend somehow on them. There-

fore, in a Boolean masking sheme, they are replaed by the exlusive-or (XOR) with

random variables. Let us take the example of a �rst-order masking sheme, where one

mask m goes along with one the sensitive variable z. The bitvetors z and m have

the same size, namely n bits. We all S0 .
= z ⊕ m and S1 .

= m the two shares. The

preonditions on the shares is that the sensitive variable an be reovered by XORing

them: Z = S0 ⊕S1. The linear operations with respet to the XOR are straightforward.

Indeed, to ompute a linear operation S on z using the shares, it su�es to apply S
on eah share. As a matter of fat, it is trivial to hek the following post-ondition:

S(z) = S(S0)⊕S(S1). Nonetheless, if S is a non-linear operation, this equality does not

hold, and it is neessary to use judiiously both shares to be able to ompute S(z). This
operation is ostly in general [438℄ (unless some algebrai properties of the non-linear

funtion S an be taken advantage of [383℄) and error-prone [295℄.

Therefore, it is sometimes relevant to ompute on only one share, namely S0. This

share traverses the linear parts of the algorithm, and is all-in-one:

1. demasked at the entrane of a non-linear funtion S,

2. applied S, and

3. remasked so as to propagate through the next linear part.

For sure, the demasking and remasking operations are very sensitive. Nonetheless, the

omposition of the three operations an be tabulated: a table, suh as a ROM blok,

oneals the intermediate variables (as in whitebox ryptography). Indeed, in ryptog-

raphy, the non-linear funtion S will typially be a substitution box (aka sbox), that is

hard to ompute analytially, thus better saved in memory provided there are enough

resoures to store it. In this ase, the intermediate variables never appear. For more

details on the implementation of this table, we refer the interested reader to [363, Se. 2℄,

and more spei�ally to the paragraphs that onern the �sbox seure alulation�.

In a platform that embarks an operating system, a task an be sheduled to re-

ompute the masked sboxes z 7→ m
out

⊕ S(z ⊕ m
in

) periodially. Nonetheless, some

embedded systems annot a�ord a supervision for the masks update. Also, this pro-

ess of mask refresh is itself sensitive, and should be proteted adequately. In a view

to relieve this onstraint, one an get rid o� the reomputation, and use masked sboxes

that had been entered initially. This option is espeially favorable for the ryptosystem

that reuses several times the same sbox in eah round (suh as AES). The goal is not to

reate a seurity by obsurity solution. Indeed, the masks m
in

and m
out

an be dislosed

(i.e. made publi) without ompromizing the ountermeasure. The randomness that

haraterizes the masking sheme will result from the hoie of the sbox for eah om-

putation. Let us take the example of a hardware implementation of AES that omputes
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one round per lok yle. Sixteen masked S[i] sboxes, i ∈ J0, 15K, must be available in
parallel. We assume that the masks m

in

[i] and m
out

[i] satisfy this haining relationship:

∀i ∈ J0, 15K,m
out

[i] = m
in

[i+1 mod 16]. Then the omputation of an AES-128 an start

by drawing a random number r ∈ J0, 15K; the algorithm then invokes S[j + k mod 16]
to ompute the sbox of byte j ∈ J0, 16K of the state at round k ∈ J0, 9K. Beause of the
haining property, the linear parts of AES in-between the sboxes are onsistently masked

and demasked with the same mask. This ensures the orretness of the AES enryption

implemented with the rotating sboxes ountermeasures.

The overhead of the ountermeasure is diretly linked to the number of masks

1

.

Indeed, more masks mean more memory to store the masked tables. Also, the more

tables, the more multiplexing logi to aess them, whih inreases the ritial path in

a hardware implementation. Thus, in the sequel, we endeavour to redue the number of

masks, while nonetheless keeping an aeptable seurity level.

G.2.2 Modelization

Hardware implementations of AES are preferably attaked on the last round. Indeed,

it is possible to guess one byte, noted y of the round 9 from one byte of the iphertext

x simply by guessing one byte of the last round key, beause there is no MixColumns

operation in the last round. The leakage is a funtion of the distane between x and

y, i.e. x⊕ y [436℄. Now, when the rotating tables ountermeasure is applied, the value

y is atually replaed by y ⊕ m, where m is one of the 16 mask values. The sensitive

variable is the value x⊕ y, noted z. In a view to introdue statistial notions, we denote

by apital letters (Z and M) the random variables and by small letters (z and m) their

realizations. The leakage funtion thus has the form:

L(Z,M) = L (Z ⊕M) . (G.1)

In this expression, Z and M are n-bit vetors, i.e. live in Fn
2 . The leakage funtion

L : Fn
2 → R depends on the hardware. In a onservative perspetive, L is assumed to

be bijetive. This hoie is the most favorable to the attaker, and is thus onsidered in

the leakage estimation. Now, in pratie, the leakage funtions are not bijetive. The

anonial example is that of the Hamming weight leakage, where eah bit of Z ⊕ M
dissipate the same. Let us denote by xi the omponent i ∈ J1, nK of x ∈ Fn

2 . The

Hamming weight of x is expressed as HW(x) =
∑n

i=1 xi.

We underline that this setion was not meant to introdue a new ountermeasure

(the rotating sboxes). Indeed, this pragmati ountermeasure is already well known and

adopted in the industry [178, 334℄. We simply wished to provide the reader with a

pedagogial introdution to the leakage funtion of Eqn. (G.1). This funtion will now

be studied formally, as per the guidelines presented in [434℄. More preisely, we employ:

1. Notie that in the rest of the artile, we have only one masking variable, that takes few values.

We sometimes refer to them as the �number of masks�; we attrat the reader's attention on the fat

this expression shall not be onfused with �multi-masks� ountermeasures, also known as �high-order�

masking shemes.
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� The mutual information between the L(Z,M) and the sensitive variable Z with

L bijetive as a leakage metri. This quantity is noted I[L(Z,M);Z] � basi

de�nitions of information theory applied to SCAs an be found in [434℄ � and

referred to as �mutual information as a metri� (MIM [468℄). We reall that a

leakage metri points out vulnerabilities, that ould in pratie not be exploited by

an attaker.

� Seurity metris to quantify the easiness to atually turn a leakage into a suessful

attak. In this ase, we will fous on L = HW. First of all, the optimal orrelation

between HW(Z ⊕M) and Z is onsidered a metri. It is traditionally alled the

(�rst-order) orrelation power analysis, or CPA [60℄. But CPA an be defeated

easily with only two mask values. Therefore it is important to onsider higher-order

CPA (HO-CPA), and notably the seond-order CPA, also abridged 2O-CPA [470℄.

However, CPA and 2O-CPA exploit only the �rst two moments of the distribution

of L(Z,M). Therefore, we also use a seond seurity metri, namely the mutual

information. It is known in the literature as MIA [23℄. Seurity-wise, our goal is

to minimize the �rst- and seond-order orrelation oe�ients and the MIA.

G.3 Information Theoreti Evaluation of the Countermea-

sure

The spei�ity of this study is to onsider masks M that are not ompletely entropi.

Thus, the probability P[M = m] depends on m. Our target is to restrit to a relevant

subset of the masks uniformly, that is every mask is used with the same probability. We

allM⊆ Fn
2 the set of masks atually used. Thus:

P[M = m] =

{
1/Card[M] if m ∈M, and

0 otherwise.

We also write this probability law M ∼ U(M). From an information theoreti point of

view, we an haraterize the entropy of M . By de�nition,

H[M ] = −
∑

m∈M

1

Card[M]
log2

1

Card[M]
= log2 Card[M] bit .

The minimal number of masks is 1, whih orresponds to the absene of ountermeasure

(take M = 0 in Eqn. (G.1)). At the opposite, when all the 2n masks are used, the

ountermeasure is optimal.

Eventually, we assume that the attaker does not ondut a hosen message attak,

i.e. Z ∼ U(Fn
2 ). We notie that even if the attaker annot atually hoose the messages,

she has nonetheless the possibility to disard some messages so as to arti�ially bias

the side-hannel attak. But a priori, the attaker does not know whih plaintext Z
to favor. A biased side-hannel attak has been detailed in [252, 469℄. However, this

attak is adaptative, and thus requires that a breah be already found. Nonetheless, in

our ontext, we target the protetion of the seret at the early stages of the attak; the
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attaker still does not have any lue about the most likely hypotheses for the seret. This

hypothesis is alled the non-adaptive known plaintext model in [434℄.

Whatever the atual leakage funtion L , I[L (Z ⊕M);Z] = 0 if H[M ] = n bit (or

equivalently, if M ∼ U(Fn
2 )). So with all the masks, the ountermeasure is perfet.

If L is bijetive (e.g. L = Id), then I[L (Z ⊕M);Z] = n − H[M ]. This results

diretly from the observation that:

� H[L (Z ⊕M)] = H[L (Z)] = n bit, sine Z ∼ U(Fn
2 ), and

� H[L (Z ⊕M) | Z] = H[M ] bit beause Z and M are independent.

We notie that this quantity is independent of the exatM, provided Card[M] is �xed.
This means that degrading the ountermeasure (i.e. hoosing Card[M] < 2n) introdues
a vulnerability, while dereasing the ost.

Now, it an heked to whih extent this vulnerability is exploitable, onsidering a

realisti leakage funtion. Spei�ally, it an be shown that if L is not injetive, then the

MIA metri I[L (Z ⊕M);Z] depends on M. Appendix G.7 provides with an example.

More preisely, whenM as two (omplementary) elements, then the MIA is independent

ofM (refer to appendix G.8). But whenM is made up of stritly more than two masks,

the MIA depends onM. For example, on n = 8 bits,

� I[L (Z ⊕M);Z] = 1.42701 bit ifM = {0x00, 0x0f, 0xf0, 0xff}, but
� I[L (Z ⊕M);Z] = 0.73733 bit ifM = {0x00, 0x01, 0xfe, 0xff}.
Thus, it is relevant to searh for mask sets, at a onstant budget (i.e. for a given

Card[M]), that minimize the mutual information I[HW(Z⊕M);Z]. Nonetheless, without
a method, it is not obvious to ondut a reasoned searh. Indeed, the default solution is

to draw at random one mask setM and to ompute I[HW(Z⊕M);Z]. It is immediate to

see that suh method will indeed provide solutions harder to attak using MIA than the

others, but that will maybe fail in front of other less sophistiated attaks. Typially,M
sets only onstrained by their ardinality are likely to yield funtions trivially attakable

by CPA. We therefore propose the following method:

� First mask setsM that resist �rst- and seond order orrelation attaks (i.e. CPA

and 2O-CPA, the easiest attaks against single-masked ountermeasures) are found.

This is the topi of Se. G.4.

� Then, amongst these solutions, those minimizing the risk of MIA are seleted.

Setion G.5 spei�ally analyses this point (already quikly disussed in Se. G.4.5).

Another argument to fous primarily on CPA and 2O-CPA is that they require in pratie

less side-hannel measurements to sueed the attak than MIA. Indeed, MIA, as well

all other information theoreti-based attaks (e.g. template attaks [69℄ and stohasti

attaks [406℄), need to estimate onditional probability funtions, whih needs many

traes [141℄. Also, from the erti�ation standpoint, the ommon riteria [1℄ demand

that the implemented ountermeasures resist �state-of-the-art� attaks [91℄. Now, CPA

and 2O-CPA are muh more studied in the information tehnology seurity evaluation

failities (ITSEFs) than information theoreti attaks.
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G.4 Seurity against CPA and 2O-CPA

The average of the leakage funtion given in Eqn. (G.1) depends on L : Fn
2 → R. As

already mentioned, to ondut exat omputations and to math with realisti leakage

funtions observed in pratie, we opt for the Hamming weight (L = HW). Thus the

average of leakage funtion, noted EL(Z,M), is equal to:

E HW(Z ⊕M) =
1

Card[M]

∑

m∈M

1

2n

∑

z∈Fn
2

HW(z ⊕m) =
1

Card[M]

∑

m∈M

n

2
=

n

2
. (G.2)

Against HO-CPA of order d > 1, the most powerful attaker orrelates her guesses

about the sensitive variable with the optimal funtion [365℄ de�ned as:

f
(d)
opt

(z)
.
= E

(
(L(Z,M) − EL(Z,M))d | Z = z

)

= E

((
HW(Z ⊕M)− n

2

)d
| Z = z

)

=
1

Card[M]

∑

m∈M

(
−1
2

n∑

i=1

(−1)(z⊕m)i

)d

, (G.3)

beause if b ∈ {0, 1}, then b− 1
2 = −1

2(−1)
b
. Reall that the rotating tables ountermea-

sure uses only one mask variable M , and thus leaks at only one date (i.e. for a given

timing sample). In this ontext, HO-CPA onsists in studying the linear dependeny

between the d-th moments of the leakage lasses and the optimal funtion f
(d)
opt

(z) of the
sensitive variable z.

For the designer of the ountermeasure, the objetive is to make Eqn. (G.3) indepen-

dent of z. There is always a solution that onsists in hoosing M = Fn
2 . Nonetheless,

with Card[M] < 2n, the existene of solutions is a priori not trivial. In this ase, if is

impossible to �nd masks that keep f
(d)
opt

(z) (de�ned in Eqn. (G.3)) independent from z,
the seondary goal is to minimize the orrelation oe�ient:

ρ
(d)
opt

.
=

Var

(
f
(d)
opt

(Z)
)

Var

(
(L(Z,M) − EL(Z,M))d

) =
Var

(
E

((
HW(Z ⊕M)− n

2

)d | Z
))

Var

((
HW(Z ⊕M)− n

2

)d) . (G.4)

In this equation, Var represents the variane, de�ned on a random variable X as Var(X)
.
=

E (X − EX)2.

In the two next subsetions G.4.1 and G.4.2, the analytial expression of Eqn. (G.4)

is derived. Then these expressions are uni�ed in subsetion G.4.3 by replaing the notion

of subset M by an indiator funtion f . The sets of masks that ompletely allow to

deny CPA and 2O-CPA are given exhaustively in subsetion G.4.4 for n = 4 and in

subsetion G.4.5 for n = 5.
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G.4.1 Resistane against First-Order Correlation Attaks

As shown in appendix G.9.1, when d = 1, Eqn. (G.4) is equal to:

ρ
(1)
opt

=
1

n

n∑

i=1

(
1

Card[M]

∑

m∈M
(−1)mi

)2

. (G.5)

This orrelation ρ
(1)
opt

an be equal to zero if and only if (i�), for all i ∈ J1, nK,
EMi = 1/2. This means that the masks are balaned. It is possible to �nd suh masks

i� Card[M] is a multiple of two. A onstrution onsists in building a set of masks by

adding a new mask and its omplement. Conversely, in a set ontaining an odd number

of di�erent masks, it is impossible to as many ones as zeros for any omponent. For

instane, we illustrate how to generate balaned sets of masks in the ase n = 4 in

Tab. G.1.

A trivial example onsists in taking two masks, m and ¬m (suh as 0x00 and 0xff

on n = 8 bits). This is su�ient to thwart �rst-order attaks. At the opposite, without

mask (M is equal to the singleton {0x00}) or with a single mask (M = {m}, whatever
m ∈ Fn

2 ), the orrelation oe�ient reahes its maximum (i.e. +1, beause Eqn. (G.4)
onsiders a orrelation in absolute value).

G.4.2 Resistane against Seond-Order Correlation Attaks

As shown in appendix G.9.2, when d = 2, Eqn. (G.4) is equal to:

ρ
(2)
opt

=
1

n(n− 1)


 1

Card[M]2

∑

(m,m′)∈M2

(
n∑

i=1

(−1)(m⊕m′)i

)2

− n


 . (G.6)

As an illustration, we show in Tab. G.2 the optimal orrelation oe�ients of order

1 and 2 for the masks sets of Tab. G.1 (n = 4 bit). We have added a olumn (the last

one), for L = Id; also, in the last row, we have inluded a onstant masking (unproteted

implementation), whih serves as a referene.

G.4.3 Expression of ρ
(1,2)
opt

as a Funtion of an Indiator f

The expressions of ρ
(1)
opt

and ρ
(2)
opt

(altogether referred to as ρ
(1,2)
opt

) de�ned in Eqn. (G.5)

and (G.6) lay a mathematial ground to searh for suitable M. Nonetheless, these

equations remain at the set-theory level. To simplify the problem, we introdue the

Boolean funtion f : Fn
2 → F2, de�ned as: ∀m ∈ Fn

2 , f(m) = 1 ⇐⇒ m ∈ M. Then, we

an simply replae �

∑
m∈M� by �

∑
m∈Fn

2
f(m)� in the equations previously established.

The Fourier transform f̂ : Fn
2 → Z of the Boolean funtion f : Fn

2 → F2 is de�ned

as ∀a ∈ Fn
2 , f̂(a)

.
=
∑

m∈Fn
2
f(m)(−1)a·m. It allows for instane to write Card[M] =

∑
m∈M 1 =

∑
m∈Fn

2
f(m) = f̂(0). Reall Card[M] ∈ J1, 2nK, hene f̂(0) > 0.
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Table G.1: Mask setsM that make the masking ountermeasure immune to �rst order

CPA. The masks go by pair, symmetrially with the middle of the table.

Card[M] = 24 Card[M] = 23 Card[M] = 22 Card[M] = 21

M

0000 0000 0000 0000

0001

0010

0011 0011 0011

0100 0100

0101

0110

0111 0111

1000 1000

1001

1010

1011 1011

1100 1100 1100

1101

1110

1111 1111 1111 1111

Table G.2: Seurity metris for the masks sets of Tab. G.1 and the singleton.

Card[M] H[M ] ρ
(1)
opt

ρ
(2)
opt

I[HW(Z ⊕M);Z] I[Z ⊕M ;Z]

24 4 0 0 0 0

23 3 0 0.166667 0.15564 1

22 2 0 0.333333 1.15564 2

21 1 0 1 1.40564 3

20 0 1 1 2.03064 4
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Then Eqn. (G.5) rewrites:

ρ
(1)
opt

=
1

n

n∑

i=1

(
f̂(ei)

f̂(0)

)2

, (G.7)

where ei are the anonial basis vetors (0, · · · , 0, 1, 0, · · · , 0), the unique 1 laying at

position i.

Also, Eqn. (G.6) rewrites:

ρ
(2)
opt

=
1

n(n− 1)

∑

(i,i′)∈J1,nK2



(
f̂(ei ⊕ ei′)

f̂(0)

)2

− n




=
1

n(n− 1)

∑

(i,i′)∈J1,nK2

i 6=i′

(
f̂(ei ⊕ ei′)

f̂(0)

)2

. (G.8)

Thus, the rotating tables ountermeasure resists:

1. �rst-order attaks i� ∀a, HW(a) = 1 =⇒ f̂(a) = 0;

2. �rst- and seond-order attaks i� ∀a, 1 6 HW(a) 6 2 =⇒ f̂(a) = 0.

As a sanity hek, we an verify that these properties hold when all the 2n masks are

used, i.e. when f is onstant (and furthermore equal to 1). Indeed, in this ase, f̂(a) =∑
m f(m)(−1)a·m =

∑
m(−1)a·m = 2nδ(a), where δ is the Kroneker symbol.

Now, we notie that for Boolean funtions, the notions of Fourier and Walsh trans-

forms are very alike. Indeed,

∀a 6= 0, f̂(a) =
∑

m f(a)(−1)a·m =
∑

m(−1)a·m 1
2

(
1− (−1)f(m)

)
= −1

2 (̂−1)f (a) .

Therefore, the previous onditions are equivalent to saying the following: the ounter-

measure resists d ∈ {1, 2} order CPA i� ∀a, HW(a) 6 d =⇒ (̂−1)f (a) = 0.

We insist that this haraterization is not equivalent to saying that f is d-resilient
(de�ned in [65, page 45℄). Indeed, a resilient funtion is balaned, whih is expliitly not

the ase of f . Therefore, we study in the sequel a new kind of Boolean funtions, that

have everything in ommon with resilient funtions but the balanedness of the plain

funtion. The orollary is that, to the authors' best knowledge, no known onstrution

method exists for this type of funtions. Nonetheless, it is interesting to get an intuition

about what haraterizes a good resilient funtion. In [65, �7.1, page 95℄, it is explained

that the highest degree of resilieny of a f : Fn
2 → F2 is n− 2. This maximum is reahed

by a�ne funtions (funtions of unitary algebrai degree). Nonetheless, in our ase,

a�ne funtions are not the best hoie, beause they are balaned. This means that the

ardinality of their support (i.e. Card[M]) is 2n−1
, whih is large. Therefore, we will

be interested, whenever possible, by non-a�ne funtions f of algebrai degree stritly

greater than one (noted d◦
alg

(f) > 1).
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Table G.3: All the funtions f : F4
2 → F2 that anel ρ

(1,2)
opt

.

f HW(f) H[M ] ρ
(1)
opt

ρ
(2)
opt

I[HW(Z ⊕M);Z] I[Z ⊕M ;Z] d◦
alg

(f)

0x33 8 3 0 0 0.219361 1 1

0x5aa5 8 3 0 0 0.219361 1 1

0x6699 8 3 0 0 0.219361 1 1

0x6969 8 3 0 0 0.219361 1 1

0x6996 8 3 0 0 1 1 1

0x9669 8 3 0 0 1 1 1

0x9696 8 3 0 0 0.219361 1 1

0x9966 8 3 0 0 0.219361 1 1

0xa55a 8 3 0 0 0.219361 1 1

0x33 8 3 0 0 0.219361 1 1

0xffff 16 4 0 0 0 0 0

G.4.4 Funtions f : F4
2 → F2 that Canel ρ

(1,2)
opt

For n = 4, all the sets M an be tested. The table G.3 reports all the funtions f

that anel ρ
(1)
opt

and ρ
(2)
opt

. In this table, the truth-table of f , given in the �rst olumn,

is enoded in hexadeimal. We note HW(f) the number of ones in the truth-table, and

reall that HW(f) = Card[M]. Columns 4, 5 and 6 are seurity metris, whereas olumn

7 is the leakage metri (MIM). There are non-trivial solutions only for Card[M] equal to
half of the omplete mask set ardinal. The MIA (olumn 6) shows two values: 0.219361
and 1 bit. Those values shall be ontrasted with the MIA:

� without ountermeasure (Card[M] = 1): MIA = 2.19819 bit and

� with two omplementary masks (Card[M] = 2, whih thwarts CPA but not 2O-

CPA): MIA = 1.1981 bit (refer to appendix G.8).

Thus the ountermeasure resists better orrelation and information theoreti attaks,

at the expense of more masks. Indeed, apart from f = 1, all the solutions are a�ne

(d◦
alg

(f) = 1), and thus have a Hamming weight of 2n−1 = 8≫ 2.
In this table, some funtions belong to equivalent lasses. Namely, two of them an

be identi�ed:

� the permutations of the bits (beause the summations over i in Eqn. (G.7) or i, i′

in Eqn. (G.8) is invariant in any hange of the bits order), and

� the omplementation. Indeed, ¬̂f(a) =
∑

m∈Fn
2
¬f(m)(−1)a·m =

∑
m∈Fn

2
(1 −

f(m))(−1)a·m = 2nδ(a) − f̂(a). Now, in Eqn. (G.7) and (G.8), a 6= 0 and f̂ is

involved squared. Thus ρ
(1,2)
opt

(¬f) = ρ
(1,2)
opt

(f).
The same an be said for the mutual information. This lemma is useful:

Lemma 1. Let A and B be two random variables and φ a bijetion;
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then I[A;φ(B)] = I[A;B].

This equality is obtained simply by writing the de�nition of the mutual information

as a funtion of the probabilities, and by doing a variable hange. Then:

� Let us all σ a permutation of J1, nK. This funtion is a bijetion, and its inverse

is also a permutation. The Hamming weight is invariant if σ is applied on its

input (i.e. HW = HW ◦ σ). Hene HW(Z ⊕ σ(M)) = HW(σ−1(Z ⊕ σ(M))) =
HW(σ−1(Z) ⊕M) (beause σ is furthermore linear with respet to the addition).

Let us note Z ′ = σ−1(Z), a random variable that is also uniform. Thus, I[HW(Z ⊕
σ(M));Z] = I[HW(Z ′⊕M);σ(Z ′)]. By onsidering φ = σ, we prove that I[HW(Z⊕
σ(M));Z] = I[HW(Z ′ ⊕M);Z ′] = I[HW(Z ⊕M);Z], beause Z and Z ′

have the

same probability density funtion.

� Regarding the omplementation, it is straightforward to note that HW(Z⊕¬M) =
HW(¬(Z ⊕M)) = n − HW(Z ⊕M). By onsidering φ : x 7→ n − x, we also have

the invariane of the mutual information by the omplementation of the mask.

So, there are eventually only three lasses of funtions listed in Tab. G.3, modulo the

two abovementioned equivalene lasses. They are summarized below:

1. f(x1, x2, x3, x4) =
⊕

i∈I⊆J1,4K
Card[I]=3

xi, (aka 0x33, 0x5aa5, 0x6699, 0x6969) or om-

plemented (aka 0x9696, 0x9966, 0xa55a, 0x33); Aording to the riteria stated

at the end of Se. G.3, those funtions are the best solutions for n = 4.

2. f(x1, x2, x3, x4) =
⊕4

i=1 xi (aka 0x6996) or f(x1, x2, x3, x4) = 1 ⊕⊕4
i=1 xi (aka

0x9669), that have no advantage over the previous solutions;

3. the onstant funtion f = 1 (aka 0xffff).

To resist �rst-order attaks, the masks set an be partitioned in two omplementary

sets; this means that there exists M̃, a subset ofM, suh that: M = M̃ ∪ ¬M̃, where

¬M̃ .
= {¬m,m ∈ M}. Inidentally, we notie that this is not a mandatory property.

Typially, this property is not veri�ed any longer at order 2. For instane, in the solution

f = 0x33, 0x0 ∈ M but ¬0x0 = 0xf 6∈ M.

In onlusion, when n = 4 and the designer annot a�ord using all the 16 masks,

then with 8 masks, the rotating tables ountermeasure is able to resist CPA, 2O-CPA

and leak the minimal value of 0.219361 bit (about ten times less than the unproteted

implementation, for whih the MIA is 2.19819 bit).

G.4.5 Funtions f : F5
2 → F2 that Canel ρ

(1,2)
opt

For n = 5, all the subsetsM of F5
2 (2

32
of them, it is the maximum ahievable on a

personal omputer, as preised in [65, page 6℄) have been tested. There are 1057 funtions

that anel ρ
(1,2)
opt

. The lowest value for HW(f) is 8. There are 60 funtions of weight

8, but only three lasses modulo the invariants. The funtions, sorted regarding their

properties, are shown in Tab. G.4. As opposed to the ase n = 4, there are non-a�ne

solutions. In this table, only the number of equivalent lasses is given. For a list of all

funtions, refer to appendix G.10.1.
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Table G.4: Summary of the seurity metris of f : F5
2 → F2 that anel ρ

(1,2)
opt

.

Nb. lasses HW(f) H[M ] ρ
(1)
opt

ρ
(2)
opt

I[HW(Z ⊕M);Z] I[Z ⊕M ;Z] d◦
alg

(f)

3 8 3 0 0 0.32319 2 2

4 12 3.58496 0 0 0.18595 1.41504 3

2 16 4 0 0 0.08973 1 1

2 16 4 0 0 0.08973 1 2

4 16 4 0 0 0.12864 1 2

2 16 4 0 0 0.16755 1 1

4 16 4 0 0 0.26855 1 2

6 16 4 0 0 0.32495 1 2

1 16 4 0 0 1 1 1

4 20 4.32193 0 0 0.07349 0.67807 3

3 24 4.58496 0 0 0.04300 0.41504 2

1 32 5 0 0 0 0 0

The greater H[M ], the smaller the mutual information with L = HW in general, but

for some remarkable solutions (e.g. the one MIA = I[HW(Z ⊕M);Z] = 1 of algebrai

degree 1 for HW(f) = 16). Also, it is worth noting that for a given budget (e.g. 16
masks) and seurity requirement (resistane against CPA and 2O-CPA), some solutions

are better than the others against MIA. Indeed, the leaked information in Hamming

weight model spans from 0.0897338 bit to 1 bit.

G.5 Exploring More Solutions Using SAT-Solvers

In order to explore problems of greater omplexity, SAT-solver are indiated tools.

We model f as a set of 2n Boolean unknowns. The problem onsists in �nding f suh

that ∀a, 1 6 HW(a) 6 2, f̂(a) = 0, for a given Card[M] = f̂(0). A SAT-solver either:

� proves that there is no solution, or

� proves that a solution exists, and provides for (at least) one.

We notie that a SAT-solver may not terminate on ertain instanes of large exploration

spae; this has not been an issue in the work we report here. In this setion, we �rst

explain how our problem an be fed into a SAT-solver. Then, we use a SAT-solver in

the ase n = 8, relevant for AES. We look for low Card[M] solutions, and for a given

Card[M], for the solutions of minimal MIA.
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G.5.1 Mapping of the Problem into a SAT-Solver

Knowing that Card[M] = f̂(0), the problem ρ
(1,2)
opt

(f) = 0 rewrites:

∀a, 1 6 HW(a) 6 2,
∑

x

f(x)(−1)a·x = 0 ⇐⇒

∀a, 1 6 HW(a) 6 2,
∑

x

f(x) ∧ (a · x) = 1

2

∑

x

f(x) =
1

2
Card[M] . (G.9)

A SAT-solver veri�es the validity of lauses, usually expressed in onjuntive normal form

(CNF). It is known that ardinality onstraints an be formulated ompatly thanks to

Boolean lauses. More preisely, any ondition �6 k(x1, · · · , xn)�, for 0 6 k 6 n, an be

expressed in terms of CNF lauses [415℄. We note that:

HW(x) 6 k ⇐⇒ n− HW(¬x) 6 k ⇐⇒ HW(¬x) > n− k .

Hene, satisfying > k(x1, · · · , xn) is equivalent to satisfying 6 n − k(¬x1, · · · ,¬xn).
Thus, testing the equality of a Hamming to

1
2Card[M] an be ahieved by the onjuntion

of two lauses: 6 1
2Card[M](x1, · · · , xn) and 6 n− 1

2Card[M](¬x1, · · · ,¬xn).
The n = 8, the number of useful literals, {f(x), x ∈ Fn

2}, is 28. However, the on-

straints Card[M] = f̂(0) and ρ
(1,2)
opt

(f) = 0 (see Eqn. (G.9)) introdue 1,105,664 auxiliary
variables and translate into 2,219,646 lauses, irrespetive of Card[M] ∈ N∗

.

G.5.2 Existene of Low Hamming Weight Solutions for n = 8

The software ryptominisat [421, 422℄ is used to searh for solutions. The problem

is tested for all the Card[M] from 2 to 2n, by steps of 2, as independent problems.

Eah problem requires a few hours to be solved. Impressively low Hamming weight

solutions are found. The table G.5 represents some of them. There are solutions only for

Card[M] ∈ {4 × κ, κ ∈ J3, 61K ∪ {64}}. Also, the mutual information with a Hamming

weight leakage as a funtion of H[M ] is plotted in Fig. G.1. These values are low when

ompared to:

� MIA = 2.5442 bit without masking (Card[M] = 1) and
� MIA = 1.8176 bit with a mask that takes two omplementary values (Card[M] =

2).
Those MIA �gures are omputed in appendix G.8, and onern ountermeasures that do

not protet against 2O-DPA. The table G.5 basially indiates that the margin gain in

MIA resistane dereases when the ost of the ountermeasures, proportional to HW(f),
inreases.

G.5.3 Exploration of Solutions for n = 8 and a Fixed Card[M]

There are nonequivalent solutions for a same Card[M]. Various seeds of the SAT-

solver are needed to disover these solutions. The appendix G.10.2 gives some nonequiv-

alent solutions for the minimal value Card[M] = 12, and details the truth-table of
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Table G.5: Metris for one f : F8
2 → F2 (per support ardinality) that anels ρ

(1,2)
opt

,

found by a SAT-solver.

HW(f) H[M ] ρ
(1)
opt

ρ
(2)
opt

I[HW(Z ⊕M);Z] I[Z ⊕M ;Z] d◦
alg

(f)

12 3.58496 0 0 0.387582 4.41504 6

16 4 0 0 0.219567 4 5

20 4.32193 0 0 0.228925 3.67807 6

24 4.58496 0 0 0.235559 3.41504 5

28 4.80735 0 0 0.144147 3.19265 6

32 5 0 0 0.135458 3 5

36 5.16993 0 0 0.090575 2.83007 6

40 5.32193 0 0 0.078709 2.67807 5

44 5.45943 0 0 0.067960 2.54057 6

48 5.58496 0 0 0.060515 2.41504 5

52 5.70044 0 0 0.092676 2.29956 6

56 5.80735 0 0 0.054936 2.19265 5

60 5.90689 0 0 0.049069 2.09311 6

64 6 0 0 0.035394 2 2

68 6.08746 0 0 0.042374 1.91254 6

72 6.16993 0 0 0.036133 1.83007 5

76 6.24793 0 0 0.034194 1.75207 6

80 6.32193 0 0 0.031568 1.67807 5

84 6.39232 0 0 0.030072 1.60768 6

88 6.45943 0 0 0.026941 1.54057 5

92 6.52356 0 0 0.027042 1.47644 6

96 6.58496 0 0 0.022992 1.41504 5

100 6.64386 0 0 0.024316 1.35614 6

104 6.70044 0 0 0.022257 1.29956 5

108 6.75489 0 0 0.021458 1.24511 6

112 6.80735 0 0 0.019972 1.19265 4

116 6.85798 0 0 0.020481 1.14202 6

120 6.90689 0 0 0.018051 1.09311 5

124 6.9542 0 0 0.018397 1.0458 6

128 7 0 0 0.015095 1 1

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.
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Figure G.1: Mutual information of the leakage in Hamming weight with the sensitive

variable Z, for one solution that anels ρ
(1,2)
opt

found by the SAT-solver.

one solution. All the solutions found by the SAT-solver for Card[M] = 12 have the

same MIA value: 0.387582 bit. The same setion in the appendix shows that for

Card[M] = 16, various MIA values exist. The SAT-solver has notably ame aross, from

best to worst: 0.181675, 0.213996, 0.215616, 0.216782, 0.219567, 0.220733, 0.246318,
0.249556, 0.251888, 0.253508, 0.254674, 0.257459, 0.388196, 0.434113, 1.074880 and

1.074950. We insist that with the SAT-solver, we �nd some solutions, but we annot

easily lassify them. Thus we are unsure we have indeed found the best one. Nonethe-

less, it is already of great pratial importane to exhibit some solutions.

G.6 Conlusions and Perspetives

Masking is a pro-ative ountermeasure against side-hannel attaks. It implies ad-

equately extra random variables amidst the omputation in order to remove dependen-

ies between the leakage of omputation and guesses of internal sensitive values by a

prospetive attaker. Based on a representative �rst-order leakage model, this artile

explores the onnetions between the mask entropy and the best ahievable seurity. If

the implementation leaks its data values, then the leakage inreases in proportion of

the mask entropy redution. Nonetheless, in pratie, the implementation leaks a non-

bijetive value of its internal variables, suh as the sum of their n bits. In this ase, we

show that the leakage is never null when limiting to a subset of few mask values amongst

the 2n possible. Furthermore, higher-order attaks an defeat this protetion even if the
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mask losses as little as 1 single bit of entropy. Thus, we explore other mask entropy vs

seurity tradeo�s. Our methodology is to demand resistane against CPA and 2O-CPA,

and to minimize the leakage.

The riteria for masks seletion has been formalized as a ondition on the Walsh

transform of an indiator funtion. This riteria has been used heuristially in a SAT-

solver, but we expet that onstrutive methods based on the Boolean theory, for all

n, an be invented. We exhibit the best solutions for n = 4 and n = 5, and prove the

existene of varied values of mutual information for some masks ardinality for n = 8
(thanks to the SAT-solver). We notably show that amongst the masks subsets that allow

for a resistane at orders 1 and 2 against CPA, some are less sensitive to MIA than others,

espeially for Card[M] = 16. Therefore, there is a real opportunity for the designer to

redue the ost of the ountermeasure in a reasoned way. We insist that, at �rst sight, it

an seem very audaious to mask an eight bit sensitive data with only four bits of mask.

But it is indeed possible due to the high non-injetivity of the HW funtion, that maps

256 values into only 9.

Controlling the overhead in terms of resoures is an enabler for masking tehnologies.

Some ountermeasures are expensive and our proposed tradeo� de�nitely shows that it

is possible to quantify the seurity loss when one downgrades a ountermeasure. As a

perspetive, we note that to further save area and speed, instead of storing the sboxes

in RAM and seleting them randomly, we ould take advantage of the dynami partial

reon�guration of modern FPGAs to do so [306℄. The idea is that even if omputed at

full throughput, the attaker does not have enough time to ollet enough traes with a

onsistent set of sboxes to sueed an attak. This assumption is the same as those used

for the resiliene �leakage-proof� ountermeasures.
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G.7 Appendix 1: If L is not injetive, then I[L (Z ⊕M);Z]

depends on M, where Z ∼ U(Fn
2) and M ∼ U(M)

This property is exempli�ed in the following ase-study, where n = 2, Card[M] = 2
and L is de�ned in Tab. G.6. This leakage funtion is not meant to be realisti: it is

simply an example to illustrate how omputations unfold. Let us de�ne Y
.
= Z ⊕M .

Then Y ∼ U(Fn
2 ), and the entropy of L (Y ) is equal to H[L (Z ⊕M)] = −1

2 log2
1
2 −

1
4 log2

1
4 − 1

4 log2
1
4 = 3

2 bit.

In the two next subsetions G.7.1 and G.7.2, we ompute I[L (Z ⊕M);Z]. We reall
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Table G.6: Imaginary truth-table of L : F2
2 → R, used in subsetions G.7.1 and G.7.2.

y L (y)

00 0

01 0

10 1

11 2

Table G.7: Memento for the omputation of onditional probabilities and entropies when

L is de�ned in Tab. G.6 andM = {00, 01}.

z
P[L (z ⊕M) = ℓ]

H[L (z ⊕M)]
ℓ = 0 ℓ = 1 ℓ = 2

00 P[00] + P[01] = 1
2 + 1

2 = 1 P[10] = 0 P[11] = 0 0

01 P[01] + P[00] = 1
2 + 1

2 = 1 P[11] = 0 P[10] = 0 0

10 P[10] + P[11] = 0 + 0 = 0 P[00] = 1
2 P[01] = 1

2 1

11 P[11] + P[10] = 0 + 0 = 0 P[01] = 1
2 P[00] = 1

2 1

that, for all random variable X and all ℓ belonging to the image of Fn
2 by L :

P[L (Y ) = ℓ] =
∑

y∈Fn
2

P[L (Y ) = ℓ | Y = y] · P[Y = y]

=
∑

y∈Fn
2

L (y)=ℓ

P[Y = y] =
∑

y∈L −1(ℓ)

P[Y = y] .

Also, H[L (Y )] = −∑ℓ∈L (Fn
2
) P[L (Y ) = ℓ] log2 P[L (Y ) = ℓ].

G.7.1 M = {00, 01}
Some intermediate omputations are detailed in Tab. G.7. They allow to derive that

the mutual information I[L (Z ⊕M);Z] is equal to 3
2 −

(
1
4 · 0 + 1

4 · 0 + 1
4 · 1 + 1

4 · 1
)
=

1 bit.

G.7.2 M = {01, 10}
Some intermediate omputations are detailed in Tab. G.8. These results yield that the

mutual information I[L (Z ⊕M);Z] is equal to 3
2 −

(
1
4 · 1 + 1

4 · 1 + 1
4 · 1 + 1

4 · 1
)
= 1

2 bit.

Consequently, this hoie ofM is better than the previous one.
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Table G.8: Memento for the omputation of onditional probabilities and entropies when

L is de�ned in Tab. G.6 andM = {01, 10}.

z
P[L (z ⊕M) = ℓ]

H[L (z ⊕M)]
ℓ = 0 ℓ = 1 ℓ = 2

00 P[00] + P[01] = 0 + 1
2 = 1

2 P[10] = 1
2 P[11] = 0 1

01 P[01] + P[00] = 1
2 + 0 = 1

2 P[11] = 0 P[10] = 1
2 1

10 P[10] + P[11] = 1
2 + 0 = 1

2 P[00] = 0 P[01] = 1
2 1

11 P[11] + P[10] = 0 + 1
2 = 1

2 P[01] = 1
2 P[00] = 0 1

Table G.9: Memento for the omputation of onditional probabilities and entropies when

L = HW.

M = {00, 11} M = {01, 10}

z
P[L (z ⊕M) = ℓ]

H[L (z ⊕M)]
ℓ = 0 ℓ = 1 ℓ = 2

00 1
2 0 1

2 1

01 0 1 0 0

10 0 1 0 0

11 1
2 0 1

2 1

z
P[L (z ⊕M) = ℓ]

H[L (z ⊕M)]
ℓ = 0 ℓ = 1 ℓ = 2

00 0 1 0 0

01 1
2 0 1

2 1

10 1
2 0 1

2 1

11 0 1 0 0

G.7.3 Other Case Study

If L = HW, then L (00) = 0, L (01) = L (10) = 1 and L (11) = 2. For twoM, the

onditional probabilities and entropies are given in Tab. G.9.

So, ontrarily to the previous L , we now have with L = HW that, for both ases,

I[L (Z ⊕M);Z] = 3
2 − 1

4(1 + 1) = 1 bit.

G.8 Appendix 2: Exat Calulation of H[HW(Z)] and of

I[HW(Z ⊕ M);Z] when M Takes Two Complementary

Values

In general, it is not obvious to ompute a mutual information generially. However,

for some spei� ase, it is possible to get an analytial expression. In this setion, we

ompute the �MIA� when Card[M] = 2, and more preisely M ∈ {m,¬m}.
First of all, the mutual information without ountermeasure is equal to: I[HW(Z);Z] =

H[HW(Z)] = −∑n
h=0

(nh)
2n log2

(nh)
2n bit, beause Z is uniformly distributed on Fn

2 .
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Figure G.2: Mutual information (exploitable by an MIA) without the masking and with

masking when M takes two random omplementary values with equal probability.

Seond, we are interested in the mutual information with the ountermeasure, i.e.

I[HW(Z⊕M);Z] = H[HW(Z⊕M)]−H[HW(Z⊕M) | Z]. Now, the entropy H[HW(Z⊕M)]
is equal to H[HW(Z)], whatever the distribution of M , beause Z ∼ U(Fn

2 ). When M
takes omplementary values, the random variable (HW(Z ⊕M) | Z = z) takes values
HW(z⊕m) or HW(z⊕¬m) = n−HW(z⊕m). Those two values are di�erent, but when
HW(z ⊕ m) = n/2. When n is odd, this annot happen. Thus, the random variable

(HW(Z ⊕M) | Z = z) takes two equiprobable values, hene has unitary entropy. When

n is even, for

(
n

n/2

)
values of z amongst the 2n possible, the random variable has only

one value n/2, hene is deterministi. This property is independent on the hoie for the

mask m ∈ Fn
2 . Therefore, I[HW(Z⊕M);Z] = I[HW(Z);Z]− 1+ δ(n mod 2)×

( n
n/2

)
/2n.

So, to summarize, when masking with two omplementary masks, the leaked infor-

mation in Hamming weight is redued by:

� exatly one bit if n is odd, but

� less than one bit if n is even. This ase is unfavorable, beause of an indisernibility

property that make the mask useless in some on�gurations.

The values of the MIA without and with ountermeasure are given in Fig. G.2.

G.9 Appendix 3: Derivation of Eqn. (G.5) and (G.6)

The Eqn. (G.4) for d = 1 and 2 is alulated thanks to an alternative form of the

variane: Var(X) = EX2−(EX)2. Also, in the two following subsetions G.9.1 and G.9.2,
we abridge �

∑
x∈Fn

2
�, �

∑
m∈M� and �

∑
i∈J1,nK� simply by �

∑
x�, �

∑
m�, �

∑
i�, respetively.
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G.9.1 Derivation of Eqn. (G.5)

To ompute the denominator of Eqn. (G.4), we need to estimate:

� E

−1
2

∑
i (−1)(Z⊕M)i = 0 (by summation over z ∈ Fn

2 ) and

� E

(
−1
2

∑
i (−1)(Z⊕M)i

)2
.

This latter equation writes:

1

Card[M]

∑

m

1

2n

∑

z

1

22

(
n∑

i=1

(−1)(z⊕m)i

)2

=
1

2nCard[M]

∑

m

1

22

∑

i0,i1

∑

z

(−1)(z⊕m)i0⊕(z⊕m)i1

=
1

2nCard[M]

∑

m

1

22

∑

i0,i1

2nδ(i0 − i1)
// Reall that δ is the

// Kroneker symbol.

=
1

2nCard[M]

∑

m

1

22
n2n =

n

4
. (G.10)

Now, the numerator of Eqn. (G.4) involves on the one hand:

E

(
−1
2

∑

i

(−1)(Z⊕M)i

)1

=
−1

2 · 2n · Card[M]

∑

m

∑

i

(∑

z

(−1)(z⊕m)i

)
= 0 ,

and on the other hand:

E



E



(
−1
2

∑

i

(−1)(Z⊕M)i

)d=1

| Z






2

=
1

222nCard[M]2

∑

m0,m1

∑

i0,i1

∑

z

(−1)(z⊕m0)i0⊕(z⊕m1)i1

=
1

2n+2Card[M]2

∑

m0,m1

∑

i

2n(−1)(m0⊕m1)i

=
1

22

∑

i

(
1

Card[M]

∑

m

(−1)mi

)2

.

Consequently, we obtain the expression announed in Eqn. (G.5):

ρ
(1)
opt

=
1

n

n∑

i=1

(
1

Card[M]

∑

m∈M
(−1)mi

)2

.

225



i0 i1 i2 i3
Case 1:
Case 2:
Case 3:

Figure G.3: Pairwise equality relationships in a set of four indies.

G.9.2 Derivation of Eqn. (G.6)

The denominator of Eqn. (G.4), in the ase d = 2, requires the omputation of

E

(
−1
2

∑
i (−1)(Z⊕M)i

)2
. It has already been omputed in the previous setion G.4.1

in Eqn. (G.10). Its value is n/4. The seond value required for the denominator is:

1
2nCard[M]

∑
m

1
24
∑

z

(∑
i(−1)(z⊕m)i

)4
. This expression is proportional to:

∑

m

∑

z

(
n∑

i=1

(−1)(z⊕m)i

)4

=
∑

m

∑

i0,i1,
i2,i3

∑

z

(−1)(z⊕m)i0⊕(z⊕m)i1⊕(z⊕m)i2⊕(z⊕m)i3 . (G.11)

If (z⊕m)i0 ⊕ (z⊕m)i1 ⊕ (z⊕m)i2 ⊕ (z⊕m)i3 depends on z, then the summation over z
yields zero in Eqn. (G.11). The ases where this expression depends on z are enumerated

below:

a) i0, i1, i2 and i3 are di�erent: it depends on z;

b) Two indies are equal, and the other are di�erent: it depends on z;

) Two indies are equal and the other two are also equal: it does not depend on z;

d) Three indies are equal and the last one is di�erent: it depends on z;

e) The four indies are equal: it does not depend on z;

Thus, we need to enumerate the ases where indies are equal two by two (whih inlude

the last ase of equality between all the masks). The possibilities are shown in Fig. G.3,

where the idential indies are linked together. Eah ase happens n × (n − 1) times:

n times to hoose the �rst ouple, and n − 1 remaining possibilities for the seond

ouple. We must add n ases for on�gurations where i0 = i1 = i2 = i3. Thus, the

total number of possibilities is 3n(n − 1) + n = n(3n − 2). Therefore, we dedue that

1
2nCard[M]

∑
m

1
24

∑
z

(∑n
i=1(−1)(z⊕m)i

)4
= n(3n−2)

4 .

Eventually, the denominator is equal to:

1
42

(
n(3n− 2)− n2

)
= n(n−1)

23 .

To ompute the numerator, it an be �rst noted that:

E



E



(
−1
2

∑

i

(−1)(Z⊕M)i

)d=2

 | Z


 =

n

4
,
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i0 i′0 i′1
Case 1:
Case 2:
Case 3:

i1

Figure G.4: Pairwise equality relationships in a set of four indies, already belonging to

two lasses (nominal and primed).

as already demonstrated in Eqn. (G.10). Then, we ompute:

1

2n

∑

z


 1

Card[M]

∑

m

(
−1
2

∑

i

(−1)(z⊕m)i

)d=2



2

=
1

242nCard[M]2

∑

z


∑

m

∑

i0,i1

(−1)(z⊕m)i0⊕(z⊕m)i1




2

=
1

2n+2Card[M]2

∑

m,m′

∑

i0,i1,
i′0,i

′

1

∑

z

(−1)(z⊕m)i0⊕(z⊕m)i1⊕(z⊕m′)i′
0
⊕(z⊕m′)i′

1 . (G.12)

This summation resembles that depited in Fig. G.3, but now the indies already refer

to some lasses: i0 and i1 relate to mask m, whereas i′0 and i′1 relate to mask m′
. This

setup is shown in Fig. G.4. In this setion, we ount the ase i0 = i1 = i′0 = i′1 in eah

ase, and we eventually subtrat those multiply ounted. Therefore:

� In ase 1: the masks m and m′
anel out one eah other, so the sum is equal to

1
24
n2
.

� In ase 2: the sum is equal to:

1

24Card[M]2

∑

m,m′

∑

i0,i1,
i′
0
,i′
1

(−1)mi0
⊕mi1

⊕m′

i′
0

⊕m′

i′
1 × δ(i0 − i′0)× δ(i1 − i′1)

=
1

24Card[M]2

∑

m,m′

∑

i0,i1

(−1)(m⊕m′)i0⊕(m⊕m′)i1

=
1

24Card[M]2

∑

m,m′

(∑

i

(−1)(m⊕m′)i

)2

.

� In ase 3: it yields the same as ase 2, beause of the invariane of Eqn. (G.12) in

i0 ↔ i1 and in i′0 ↔ i′1.
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Now, the equality between the four indies is ounted three times, and thus shall be

subtrated twie. Therefore, the numerator for Eqn. (G.4) when d = 2 is equal to:

1

24


��❅❅n

2 + 2× 1

24Card[M]2

∑

m,m′

(∑

i

(−1)(m⊕m′)i

)2

− 2n


−✟✟✟✟❍❍❍❍(n/4)2

=
1

23


 1

Card[M]2

∑

m,m′

(∑

i

(−1)(m⊕m′)i

)2

− n


 .

The optimal orrelation oe�ient for a seond-order attak is thus equal to the

expression already dislosed in Eqn. (G.6):

ρ
(2)
opt

=
1

n(n− 1)


 1

Card[M]2

∑

m,m′

(∑

i

(−1)(m⊕m′)i

)2

− n


 . (G.13)

G.10 Appendix 4: More Details About the Solutions for

n = 5 and n = 8

G.10.1 All the Solutions that Canel ρ
(1,2)
opt

for n = 5

The 1057 solutions for n = 5 an be grouped by equivalene lasses, that onsist in

permuting the bits or omplementing them (when Card[M] = 2n−1
). The table G.10

omplements Tab. G.4 by giving in addition the smallest element that generates eah

lass. Also, it an be notied that if a lass of funtions of Hamming weight h 6= 2n

exists, then a lass of funtions of Hamming weight 2n−h also exists. This is due to the

omplementary identity disussed in Se. G.4.4.

G.10.2 Detail of the the First Solutions Given in Tab. G.5 for n = 8

The lowest possible number of mask values to ahieve CPA and 2O-CPA resistane

for n = 8 is Card[M] = 12. Many di�erent lasses are found, but they share the same

metris, i.e. those indiated in Tab. G.5. As an example, with 57 seed values, 14 non-

equivalent solutions are found. They are listed below:

0x0200000000400800000400200000100000004001002000008000000001000008,

0x1000080000000001000800000040200000000040800200000100002000000400,

0x0000002080000001004008000100000002040000000040000000100000200008,

0x0000000440200000010020000000000800028000000001000040000008000010,

0x0000080020000004010000200040000000810000000010000000400008000002,

0x0001800000000100002000000800004000000008204000000400100000000002,

0x2000040000000040000000028001000000100000000802000400008000001000,

0x2000000000080400000180000000001000400100000000200000000842000000,

0x0004002000004000010000000080020000000800100200008000001000000004,
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Table G.10: Complete list of generators of Boolean funtions f : F5
2 → F2 that anel

ρ
(1,2)
opt

.

HW(f) I[HW(Z ⊕M);Z] I[Z ⊕M ;Z] d◦
alg

(f) Generators of lasses

8 0.32319 2 2

{ 0x06609009, 0x06909006,
0x81182442 }

12 0.18595 1.41504 3

{ 0x1698a443, 0x19a4216,
0x83586429, 0x83589426 }

16 0.08973 1 1 { 0x0ff0f00f, 0x96969696 }
16 0.08973 1 2 { 0x1bd8e427, 0x87b4d21e }

16 0.12864 1 2

{ 0x1be4e41b, 0x2dd2e11e,
0x8778b44b, 0x96969966 }

16 0.16755 1 1 { 0x3333, 0x96699669 }

16 0.26855 1 2

{ 0x17e8e817, 0x8778e11e,
0x2bd4d42b, 0x99969666 }

16 0.32495 1 2

{ 0x1ee1e11e, 0x2dd2d22d,
0x69969696, 0x87787887,

0x96699696, 0x96969669 }
16 1 1 1 { 0x69969669 }

20 0.07349 0.67807 3

{ 0x3ddae697, 0x6bd9e53e,
0x97bda67, 0x9bd6e53e }

24 0.04300 0.41504 2

{ 0x6ff6f99f, 0x9ff6f69f,
0xbddbe77e }

32 0 0 0 { 0xffffffff }
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0x0000040000800010100800000000020000018000020000000000002040000004,

0x8000000000200400000000180100000000010200000000404000000000082000,

0x0001200004000000000000080020400000000040008002001800000000000001,

0x0002000010000400800000400000000200042000000000800000010008100000,

0x0000004042000000000801000000002000012000000000088000000000100400.

The algebrai normal form of the �rst solution writes as follows: f(x) = x2x1 ⊕
x3x2x1⊕ x4x2x1⊕ x4x3x2x1⊕ x5x2x1⊕ x5x3x2x1⊕ x5x4⊕ x5x4x1⊕ x5x4x2⊕ x5x4x3⊕
x5x4x3x1 ⊕ x5x4x3x2 ⊕ x6x2x1 ⊕ x6x3x2x1 ⊕ x6x4x2x1 ⊕ x6x4x3x2x1 ⊕ x6x5x2x1 ⊕
x6x5x3x2x1 ⊕ x6x5x4 ⊕ x6x5x4x1 ⊕ x6x5x4x2 ⊕ x6x5x4x3 ⊕ x6x5x4x3x1 ⊕ x6x5x4x3x2 ⊕
x6x5x4x3x2x1⊕x7x2x1⊕x7x3x2x1⊕x7x4x2x1⊕x7x4x3x2x1⊕x7x5x2x1⊕x7x5x3x1⊕
x7x5x4⊕x7x5x4x1⊕x7x5x4x2⊕x7x5x4x3⊕x7x5x4x3x2⊕x7x5x4x3x2x1⊕x7x6⊕x7x6x1⊕
x7x6x2⊕ x7x6x3⊕ x7x6x3x1 ⊕ x7x6x3x2⊕ x7x6x4⊕ x7x6x4x1 ⊕ x7x6x4x2⊕ x7x6x4x3 ⊕
x7x6x4x3x1⊕x7x6x4x3x2x1⊕x7x6x5⊕x7x6x5x1⊕x7x6x5x2⊕x7x6x5x3⊕x7x6x5x3x2⊕
x7x6x5x3x2x1⊕x7x6x5x4x2x1⊕x7x6x5x4x3x1⊕x7x6x5x4x3x2⊕x8x2x1⊕x8x3x2x1⊕
x8x4x2x1⊕x8x4x3⊕x8x4x3x1⊕x8x4x3x2⊕x8x5x2x1⊕x8x5x3x2x1⊕x8x5x4⊕x8x5x4x1⊕
x8x5x4x2⊕x8x5x4x3x2x1⊕x8x6x2x1⊕x8x6x3x1⊕x8x6x4x2x1⊕x8x6x4x3⊕x8x6x4x3x2⊕
x8x6x4x3x2x1 ⊕ x8x6x5x2 ⊕ x8x6x5x3x1 ⊕ x8x6x5x3x2 ⊕ x8x6x5x3x2x1 ⊕ x8x6x5x4 ⊕
x8x6x5x4x1⊕x8x6x5x4x2x1⊕x8x6x5x4x3x1⊕x8x6x5x4x3x2⊕x8x7x2x1⊕x8x7x3x2x1⊕
x8x7x4x3 ⊕ x8x7x4x3x1 ⊕ x8x7x4x3x2 ⊕ x8x7x4x3x2x1 ⊕ x8x7x5x2x1 ⊕ x8x7x5x3x1 ⊕
x8x7x5x3x2⊕x8x7x5x3x2x1⊕x8x7x5x4⊕x8x7x5x4x1⊕x8x7x5x4x2⊕x8x7x5x4x2x1⊕
x8x7x5x4x3x1⊕x8x7x5x4x3x2⊕x8x7x6⊕x8x7x6x1⊕x8x7x6x2⊕x8x7x6x3⊕x8x7x6x3x2⊕
x8x7x6x3x2x1⊕x8x7x6x4⊕x8x7x6x4x1⊕x8x7x6x4x2⊕x8x7x6x4x2x1⊕x8x7x6x4x3x1⊕
x8x7x6x4x3x2⊕x8x7x6x5⊕x8x7x6x5x1⊕x8x7x6x5x2x1⊕x8x7x6x5x3⊕x8x7x6x5x3x1⊕
x8x7x6x5x3x2 ⊕ x8x7x6x5x4x1 ⊕ x8x7x6x5x4x2 ⊕ x8x7x6x5x4x3.

In this expression, the produts of 6 variables are shown in bold font. It is thus lear

that the algebrai degree of f is d◦
alg

(f) = 6. The orresponding twelve masks are:

{ 0x03, 0x18, 0x3f, 0x55, 0x60, 0x6e, 0x8, 0xa5, 0xb2, 0xb, 0xd6, 0xf9 }.

For the next masks subsets (Card[M] = 16), there are also di�erent lasses. But

their MIA do di�er, as represented in Fig. G.5 for elements of 286 di�erent lasses. Most

solutions have algebrai degree 5, but some have 4. The mutual information for algebrai

degree 5 is more spread than for d◦
alg

(f) = 4. The best solution found by the SAT-solver

has an MIA of 0.181675 bit.

Eventually, we mention that for Card[M] > 16, there still exists di�erent solutions

when Card[M] ∈ {12 + 4κ, 0 6 κ 6 61}, but that the MIA are less spread. For in-

stane, for Card[M] = 20, we have found these MIA values: 0.191514, 0.197768, 0.200909,
0.201735, 0.201907, 0.202508, 0.215823, 0.219964, 0.220303, 0.221462, 0.223525, 0.224186,
0.224328, 0.224450, 0.224958 and 0.228925.
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Figure G.5: Mutual information of the leakage in Hamming weight with the n = 8-bit
sensitive variable Z, for many nonequivalent solutions f of weight f̂(0) = 16 that anels

ρ
(1,2)
opt

found by the SAT-solver.
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Appendix H

Combined Side-Channel Attaks

Extended version of artile [3℄

Authors: Abdelaziz M. Elaabid, Olivier Meynard, Sylvain Guilley and Jean-Lu Danger

Abstrat

The literature about side-hannel attaks is very rih. Many side-

hannel distinguishers have been devised and studied; in the mean-

time, many di�erent side-hannels have been identi�ed. Also, it has

been underlined that the various samples garnered during the same a-

quisition an arry omplementary information. In this ontext, there

is an opportunity to study how to best ombine many attaks with

many leakages from di�erent soures or using di�erent samples from

a single soure. This problemati has been evoked as an open issue

in reent artiles. In this paper, we bring two onrete answers to the

attaks ombination problem. First of all, we experimentally show that

two partitionings an be onstrutively ombined. Then, we explore the

rihness of eletromagneti urves to ombine several timing samples in

suh a way a sample-adaptative model attak yields better key reovery

suess rates than a mono-model attak using only a ombination of

samples (via a prinipal omponent analysis). We also extend the list

of open problems in the ontext of attak ombinations.

Key words: Side-hannel analysis; leakage models; attaks ombination; multi-

partitioning attaks; multi-modal leakage.

H.1 Introdution

Trusted omputing platforms resort to seure omponents to oneal and manipulate

sensitive data. Suh omponents are in harge of implementing ryptographi protools;

for instane, the omponent is typially asked to enrypt the data with a ryptographi

key. The seret key is proteted against a diret readout from the iruit thanks to
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tamper-proof tehniques. In general, the omponent is shielded by oatings to protet

it from malevolent manipulations (ative or passive miro-probing [133℄, modi�ation,

et.). However, it has been noted that despite this protetion, some externally measur-

able quantities an be exploited without touhing the omponent. Typially, without

speial are, internal data are somehow modulating the omputation timing, the instant

urrent drawn from the power supply, and the radiated �elds. Thus, those unintentional

physial emanations an be analyzed in a view to derive from them some sensitive in-

formation. Suh analyses are referred to as side-hannel attaks. The way the observed

measurements are a�eted by the internal data is a priori unknown by the attaker, al-

though in some ases an hypothetial, hene imperfet, physial model an be assumed.

The link between the data and the side-hannel is alled the leakage model.

Most side-hannel attaks start by a tentative partitioning of the measurements, in-

dexed by key hypotheses [433℄. Then, the adversary assesses the quality of eah partition-

ing. This information is typially summarized by a �gure of merit. This �gure of merit

an be a di�erene of means (in ase there are only two partitions [248℄), a orrelation

(ase of the CPA [60℄), a likelihood (ase of template attaks [69℄) or a mutual informa-

tion (ase of the MIA [141℄), to ite only the few most widespread. Suh �gures of merit

are often referred to as distinguishers, as they are able to suessfully distinguish between

the key andidates to selet the orret one. The omparison of these distinguishers on

the same aquisitions has been already disussed in some papers [89, 290, 257, 142, 468℄.

It appears that for a given partitioning, some distinguishers are better than the others

to rank the orret key �rst, some other distinguishers are better than the others to

optimize the average rank of the orret key [142℄. Moreover, the onlusions depend on

the target, sine the leakage struture is inherent to eah devie. The de�nition of new

distinguishers is an ative researh area; indeed, every new distinguisher ontributes to

feed a battery of attaks suitable to be launhed in parallel on a devie under test.

Another researh diretion is to attempt to make the most of the existing distin-

guishers. One interesting option is to onstrutively ombine the wealth of ited attaks

on ommon side-leakage traes. Another option onsists in ombining di�erent samples

of traes or even di�erent traes aquired onomitantly. All in one, various types of

ombinations an be envisioned. To our best knowledge, most of those suggestions are

nearly virgin problems:

1. Various distinguishers for a same partitioning an be ombined;

2. One distinguisher an be evaluated on various partitionings;

3. The diversity an also ome from the multipliity of timing samples usually garnered

during an aquisition ampaign;

4. It an also arise from multi-modal aquisitions;

5. There an be situations where the most suitable partitioning an evolve from sample

to sample in a side-hannel apture.

The �rst point is still open; some attempts have made in the �rst edition of the DPA

ontest [445℄ (ontribution of Jung HAE-IL from Korea University); however, it remains

unlear how di�erent distinguishers an reinfore mutually from a ommon set of data.
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Regarding the seond point, it has already been observed that even an unproteted

devie might leak di�erently for di�erent partitionings [118℄. In this artile, it is proved

that there are iruits for whih those leakages are statistially independent; therefore,

it is pro�table to ombine them, sine the result of the attak will ertainly be improved

by using multiple partitionings simultaneously.

The third example has already been disussed one in the literature: the so-alled

MMIA (multi-valued MIA [140℄) exploits two di�erent samples from leakage traes in a

view to defeat a masking ountermeasure. The idea is that the joint distribution of those

two samples depends on the seret, and that the joint likelihood or mutual information

is therefore a distinguisher.

Alternatively, as listed in item four, a similar setup an also onsist of several side-

hannels. The multi-hannel paper [5℄ explain how to best selet hannels to be ombined.

For instane, the hannels an be the result of the demodulation of same EM wave for

several arrier frequenies. The aquisitions an also be onduted in parallel aord-

ing to di�erent sensors (suh as power and eletromagneti �eld, as suggested in [432℄).

Alternatively, the multiple hannels an be two idential sensors but reording the ema-

nations from two di�erent loations over the hip, whih is feasible on large-sale iruits,

suh as FPGAs. The best loalization of the two sensors an be investigated by initially

performing a artography [375℄ of the devie.

A preliminary study of T.-H. Le in Chapter 4 of her PhD thesis [255℄ suggests that

there is little bene�t to gain from multiple aquisitions using the same modality, namely

the magneti �eld, aquired from di�erent loations. The same onlusion is drawn

in [259℄ by the use of independent omponent analysis (ICA), whih leads to poorly

onditioned matries, hene numerially unsolvable equation systems. Nonetheless, this

ase study targeted a smartard, that is quasi-puntual with respet to the wavelengths

of interest

1

. Larger iruits, suh as FPGAs or ASICs on omplex PCBs, ould revive

the interest in suh onstrutive interferene methods.

Eventually, the �fth problem is somehow related the third one: the leakage model

depends on the temporal samples. However, we target in this topi situations where the

di�erene of nature is not arti�ially due to a ountermeasure, but naturally by the dis-

tortion into the ommuniation hannel between the leaking devie and the side-hannel

sensor. This behavior is expeted for instane to exist in magneti waves produed by

a PCB. We illustrate this situation on a real example where the leakage does evolve

during the enryption. As in the ase of the seond issue, we emphasize that an initial

searh of samples of interest using general methods would have led us to neglet the

rihness of this behavior. This makes this problem all the more interesting from the

haraterization point of view. Typially, this opens the door to a tehnique to searh in-

dependent information partitions in time, suh as omputing the traes' internal mutual

information.

To be ompletely exhaustive, we mention that other kinds of ombinations have

already been studied. For instane, those papers [10, 87℄ desribe the ombination of

1. Indeed, the wavelengths of interest are greater than c/f
max

≈ 5 mm for an aquisition hain of

bandwidth [0, f
max

= 3] GHz.
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two attak paths, namely passive (observation) and ative (perturbation) analyses. Suh

attak strategies are out of the sope of this artile.

The rest of the paper is strutured as follows. The setion H.2 takles the question

of the multiple-partitioning attaks. The setion H.3 reports an original multi-sample

eletromagneti (EM) trae, where the leakage model depends on the sample within the

trae. We investigate attaks that ould take advantage of this originally rih leakage

and show that a ombined attak indeed outperforms lassial ones. The onlusions and

the perspetives are in Se. H.4.

H.2 Combined Attaks and Metris based on Multiple Par-

titions

We explore in this setion the ombination of multiple partitionings on template

attaks. Indeed, some �omparison� attaks that require a physial model of the leakage

fail if the leakage funtion does not math enough the leaking modality of the devie.

In [434℄, a framework is presented in order to evaluate the seurity of a ryptographi

devie. This approah relies on two di�erent views: on the one hand the robustness

of a iruit against a leakage funtion, and on the other the strength of an adversary.

The information theory and speially the onditional entropy is hosen to quantify the

information leaked during enryption. This very onept is thus promoted in order to

measure the robustness. Indeed, the more the iruit is leaking the more it is vulnerable.

The strength of the adversary is determined for example by its suess rate to retrieve

the enryption key.

H.2.1 Information Theoreti Metri

We adopt the idea that the quality of a iruit is assessed by the amount of information

given by a leakage funtion. Thus, if SK is the random variable representing the seret

(ideally the key values), and L is the random variable representing the values of the

leakage funtion.

The residual unertainty on SK knowing L is given by H(SK | L). H is the onditional

entropy introdued by Claude E. Shannon [434, 118℄. Note that this value will depend

on sensitive variables hosen, and thus the quality of the leakage funtion. The more the

sensitive variable leaks, the smaller is the entropy and more vulnerable is the iruit.

H.2.2 Template Attaks

Template attaks are among the most powerful forms of side hannel attaks. They

are able to break implementations and ountermeasures whih assumes that the attaker

annot get more than a very small number of samples extrated from the attaked devie.

To this end, the adversary needs a hardware idential to the target, whih allows him

to obtain some information under the form of leakage realizations. The main step is to

perform a modeling proess; its goal is to build lasses for side-hannel traes that will
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help identify the seret values during the on-line phase of the attak. Said di�erently,

the information provided by pro�ling are used to lassify some part of enryption key.

Atually, the full round key has obviously too many bits to be guessed in one go by

exhaustive searh. In general, the key bits at entering substitution boxes (sboxes) are

targeted. In fat, they all ontribute to ativate the same logi, whih explains why it is

bene�ial to guess them together. An adversary an also selet other key bits if they are

more vulnerable. In other words, the attaker itself selets the bits of the key best for his

attak. Guessing the orret key is a problem of deision theory. To solve it, we introdue

a statistial model that is diretly appliable in priniple to the problem of lassi�ation.

This appliation is mainly based on Bayes' rule, whih allows to evaluate an a posteriori

probability (that is after the e�etive observation), knowing the onditional probability

distributions a priori (i.e. independent of any onstraint on observed variables). The

maximum likelihood approah helps provide the most appropriate model.

H.2.2.1 Pro�ling Proess.

For this step, we need a set of traes So, o ∈ [0, N ′[ orresponding to eah N ′
opera-

tion that are also values of the sensitive variable. Traes, denoted by t, are vetors of N
dimensions related to random values of plaintext and keys needed to algorithm enryp-

tion. These observations are then lassi�ed aording to funtions of leakage L. These

leakage funtions must depend on the on�guration of the iruit, and of the implemented

algorithm. This provides a framework for the estimation of the leakage during enryp-

tion. For eah set So, o ∈ [0, N ′[ the attaker omputes the average µo = 1
|So|
∑

t∈So
t

and the ovariane matrix Σo =
1

|So|−1

∑
t∈So

(t−µo)(t−µo)
T
. The ordered pair (µo,Σo)

assoiated with value o of the leakage funtion outputs, is alled template and will be

used in the attak to retrieve subkeys. It allows to build the ideal probability density

funtion (PDF) of a multivariate Gaussian distribution.

H.2.2.2 Prinipal Component(s) Analysis.

One of the main ontributions of the template attak is that an adversary may use

all the information given by any trae. However, he is onfronted with enormous data

he has on hand, espeially the ovariane matries. This poses some di�ulties for

alulations, sine, beause of algorithmi noise, large ovariane matries are poorly

onditioned. For this purpose, the prinipal omponent analysis (PCA) is used to get

round those drawbaks. It allows to analyze the struture of the ovariane matrix

(variability, dispersion of data). The aim of PCA is to redue the data to q ≪ N new

desriptors, that summarize a large part of (if not all) the variability. Also, it allows to

better visualize the data in 2 or 3 dimensions (if q = 2 or 3).

These new desriptors are given by the data projetion on the most signi�ant eigen-

vetors given by PCA. Let EV be the matrix ontaining the eigenvetors lassi�ed a-

ording to the dereasing eigenvalues. The mean traes and ovariane matries are then

expressed in this basis by: pµo = (EV )Tµo and PΣo = (EV )TΣo(EV ).
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H.2.2.3 Online Attak and Suess Rate.

The online attak onsists in �rst apturing one trae t of the target devie during an
enryption using the seret key κ. Knowing that eah trae orresponds to one leakage

value, the seret key will be retrieved from this trae by using maximum likelihood: κ =
argmaxs

Kc
Pr(sKc | t), where sKc is the andidate key. Indeed, for eah key andidate,

we estimate the value of leakage by using the message or the iphertext that are a priori

known. The suess rate is given by the average number of times where the adversary

sueeds to retrieve the key sKc = κ. For eah attempt the adversary an use one trae

orresponding to one query, or a set of traes orresponding to di�erent queries.

H.2.3 Sensitive Variables

In the paper [118℄ a study is made on the hoie of the best suited sensitive variable

for an adversary attaking publily available traes [445℄. From a omparison between

�ve di�erent models, it is shown that the most appropriate model for the targeted iruit

is the Hamming distane between two registers. However, �partitioning attaks� (in the

sense of [433℄) on various sensitive values (suh as the linear and nonlinear funtions

inputs) also allows an adversary to reover the key, but with many more traes. The

knowledge of iruit arhiteture provides de�nitely muh more information about the

main leakage funtion. In this artile we elaborate by ombining these models to retrieve

the key with fewer traes, and wath the behavior of entropy as a funtion of the number

of eigenvetors retained in the attak.

H.2.3.1 Combined Models.

The goal is to ombine two partitionings. The seurity of the resulting ompound

model is evaluated by template attaks; identially, the robustness of the iruit is mea-

sured under this new model. Can an adversary that ombines models be onsidered

as �higher order� [307℄? Is he able to reover the seret key faster? The experiment

desribed in this setion attempts to address these issues. Let

1. Model M1 be the value of the �rst round orresponding to the fanout of the �rst

sbox. It is a 4-bit model, and

2. Model M2 be the �rst bit transition of model M1. It is a mono-bit model, be-

longing to the general lass of �Hamming distane� models.

From those two models, we derive a third one referred to asModel M3. M3 ombines

the 4-bit model M1 and the 1-bit model M2. In other words, M3 is onsidered as a �bit-

�eld struture� where the value of the most signi�ant bit (MSB) is the model M2. The

others 4 bits orrespond to the model M1. M3 is the onatenation of MA and M2, and

we note M3

.
= (M1, M2). Hene M3 is a 4 + 1 = 5 bit model, whih means that M3 is

based on 32 partitions. Said di�erently, the partitioning for M3 is equal to the Cartesian

produt of that of M1 and M2.
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The fair omparison between the models is not a trivial operation. Typially, the

number of templates for models M1, M2 and M3 di�ers. Basially, regarding the training

(i.e. templates building) phase:

1. either the adversary has an equal number of traes by lasses.

2. or the adversary has an equal number of traes for all the set of lasses.

The hoie will in�uene the suess rate as we will see in the forthoming experiment.

The �rst ase is the most realisti: it onsists in saying that the preharaterization time

is almost unbounded; the valuable asset being the traes taken on-line from the attaked

devie. We model this situation by taking the same number of traes for eah partition.

Therefore, in total, muh less training traes are used for mono-partition models; but

this really represents the ase where models are evaluated with as idential onditions

as possible. The seond one re�ets the ase where the preharaterization ost is non-

negligible. Under this assumption, the advantage of ombined attaks is less lear, sine

the number of available traes to estimate eah template gets lower. Thus, in a single-

model attak, the greater auray of the templates will ertainly ompensate the loss of

bene�t onveyed by the ombination.

H.2.3.2 First Choie: Mathing-Limited Evaluation.

We use an equal number of traes per lass. In our experiment we take 1,000 traes

per lass for models M1, M2, and M3. The omparison is made with and without the

use of the thresholding method as presented in [118℄. This method onsists in aelerating

the estimation of the prinipal diretions in a PCA by foring to zero the samples that

are too small in the eigenvetors. The Fig. H.1 illustrates the method. The idea is that

most samples with low amplitude would atually be equal to zero with more traes in

the estimation of the PCA. The thresholding allows to �lter those samples out, so that

they do not bring noise to the protetion. In the same time, the thresholding keeps the

samples with the greatest variane, whih makes it a good tool to separate POIs from

others. There is of ourse a trade-o� in the hoie for the best threshold. A too small

threshold keeps too many irrelevant samples, whereas a too large threshold �lters out

even some weak POIs. For the implementation studied in this setion, we found that a

value of 40 % is a fair ompromise. The �gure H.2 shows the suess rate of the template

attaks with the three models. We reall that the higher the suess rate, the better

the attak. We see in Fig. H.2 that in the ase of non-thresholding, the template attak

based on the ombined model is better than that on other models. It is muh better

than model M1, and slightly better than model M2.

Inidentally, when we resort to thresholding, the model M2 and M3 are equivalent

and obviously always better than M1, that models in a less appropriate way the leakage

funtion. The fat only the �rst PCA eigenvetor is used in the omparison aounts

for the equivalene between M2 and M3. Indeed, the other eigenvetors among the 31

possible in the ase of ombined model M3 also ontain information, while the model M2

has only one signi�ant diretion.
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Figure H.1: Main eigenvetor without thresholding (left), and the same with a 40%

thresholding level (right).
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Figure H.2: Suess rate omparison between mono-partitioning models M1, M2 and

ombined model M3 for two di�erent thresholds and 1,000 traes per lass.
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Figure H.3: Suess rate omparison between mono-partitioning models M1, M2 and

ombined model M3 for two di�erent thresholds and 32,000 traes in total for the training

(to be divided between respetively 16, 2 and 32 lasses).

H.2.3.3 Seond Choie: Training-Limited Evaluation.

If we follow the �rst option, we take 32,000 traes in general. Thus, for a onstant

number of traes per lass, we have 32,000/16 = 2,000 traes by lass for model M1

and 32,000/2 = 16,000 traes by lass for M2. The ombined model M3 orresponds

therefore to an amount of 32,000/32 = 1,000 traes by lass. In this seond ase, we use

systematially 32,000 for the training of all models M1, M2 and M3. As a onsequene,

model M2, that has the fewer number of partitions, will have its template evaluated more

aurately than M1 and M3.

The two plots in Fig. H.3 show that the models ombination does not so muh gain

on the attak. Indeed, the suess rate of model M3 is very lose to the suess rate of

the model M1.

H.2.4 Conditional Entropy

As explained above in Se. H.2.1, the onditional entropy gives an idea about the

robustness of the iruit, irrespetive of any attak. The value of the onditional entropy

tends to a limit value in funtion to the number of traes used for pro�ling [118℄. For

our experiment, we took a large number of traes during the pro�ling phase to have

an approximation of this limit value. This will help us ompare the iruit robustness

against attaks using models M1, M2 or M3. Is our iruit very vulnerable against an

attaker who ombines model? The �gure H.4 attempts to answer this question.

The use of PCA provides new diretions orresponding to di�erent eigenvetors. The

number of these diretions depends on the ardinality of the sensitive variable. For

example, in this study, we have 15 diretions for the model M1, 1 diretion for the model

M2, and 31 diretions for model M3. The �rst diretion summarizes a large perentage

of variane of data. Making a omparison of robustness using only this �rst diretion

may seem satisfatory, but this study shows that the more diretions, the greatest the

estimated leakage (i.e. the smallest the onditional entropy). Combined models are thus
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Figure H.4: Conditional entropy omparison between di�erent models.

an opportunity to disover new leakage modes, as already noted for multi side-hannel

(power+EM) ombination in [432℄. This noting is atually a warning to the seurity

evaluators: the robustness of an implementation an be underestimated if the models

are either inappropriate (sine inomplete, and thus should be ompleted with another

or some other models) or ontain too few partitions.

H.3 Combined Correlation Attaks

One di�ulty for improving the side hannel analysis or the template attak in pres-

ene of large noise is to identify the leaking samples, also alled Points Of Interest (POIs).

They orrespond to the dates when the sensitive data is indeed proessed and leaking

the most. As already mentioned in the previous setion when disussing the thresholding

method, there is an obvious trade-o� in the seletion proess for POIs. The more of them

are seleted, the more information is olleted, but the more noise is kept. The di�ult

task onsists in separating the signal from the noise.

Several tehniques have been proposed to identify the POIs. The Sum Of Squared

pairwise (T-)Di�erenes (or sosd [141℄ and sost in [143℄), the mutual information (MI [271℄)

and the Prinipal Component Analysis (PCA [13℄) are four widespread examples. In this

setion, we study these methods and ompare their e�ieny, by applying them on two

sets of measurements, one at short distane from the hip and another, one more noisy, at

25 m from the hip. For these experiments we used a SASEBO-G board [391℄ embedding

an AES hardware implementation. For these two sets of eletromagneti measurements

O(t) we notie that a CPA an be suessfully performed, by using the Hamming distane

model between the penultimate and the last round state of the AES.

H.3.1 Tehniques for Revealing the POIs

H.3.1.1 The sosd versus sost versus MI.

The omputation of the sosd leakage indiator metri requires to average the traes

in a given partitioning. In the original proposal [141℄, the partitioning onerns all the

256 values of an AES state byte. The SASEBO-G implementation is known to leak
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the Hamming distane between the penultimate and the last round. Indeed, we sueed

CPA for the both sets of measurements in this model. Therefore, we deide to restrit

the values of the leakages to the interval [0, 8], aording to L = HW (state9[sbox] ⊕
iphertext[sbox]), where sbox ∈ [0, 16[ is the substitution box index. If we denote oi(t)
all the samples (t) of the ith realization of observation O(t), then the averages µj(t) in
eah lass j ∈ [0, 8] is given by the mean of set {oi(t) | li = j}. Then their squared

pairwise di�erene is summed up to yield the sosd.

The sost is based on the T-Test, whih is a standard statistial tool to meet the

hallenge of distinguishing noisy signals. This method has the advantage to onsider not

only the di�erene between their means µj ,µj′ but as well their variability (σ2
j , σ

2
j′) in

relation to the number of samples (nj, nj′). The de�nition of the sosd and sost is given

below:

sosd

.
=

8∑

j,j′=0

(
µj − µj′

)2
and sost

.
=

8∑

j,j′=0




µj − µj′√
σ2
j

nj
+

σ2

j′

nj′




2

.

The sosd and the sost for the two EM observation ampaigns are plotted in Fig. H.5.

We notie that the orrelation trae, the sosd and sost urves are mathing for the

measurement at 0 m. But, although we use for the partitioning the same leakage

funtion L and although we �nd the right key with a CPA on the measurement at 25 m,

the sosd urve does not highlight the right time sample, i.e. that where the key an be

retrieved by CPA. This �gure H.5 shows that the sosd metri is not always an e�ient

metri for revealing the points of interest. Indeed, we have tried to exeute CPAs on the

samples highlighted, but they all fail. Regarding the sost on the measurement at 25 m,

several POIs are revealed among samples that are not related to the seret data. Thus

sost is neither a trustworthy tool to identify POIs.

Regarding the MI, also plotted in Fig. H.5, it mathes well the sost at short distanes,

but features peaks with no information (notably the samples 441 and 975). It is thus

not a reliable tool. The prinipal reason is that the PDFs are poorly estimated in the

presene of large amounts of noise.

H.3.1.2 The PCA.

As previously explained in setion H.2.2.2, the PCA aims at providing a new de-

sription of the measurements by projetion on the most signi�ant eigenvetor(s) of the

empirial ovariane matrix of (µj). If we ompare the suess rate of the CPA, applied

after a PCA, we an notie, that in the ase of the ampaign at distane, featuring a

high level of noise, the eigenvetor orresponding to the greatest eigenvalue is not ne-

essarily suitable. The suess rate of the CPA after a projetion onto eah of the nine

eigenvetors is given in Fig. H.6. At 25 m, we notie that the projetion onto the �rst

eigenvetor is not neessarily the most suitable, sine it does not yield the best attak

suess rate. The projetion onto the third eigenvetor turns out, quite surprisingly, to
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Figure H.5: Correlation traes, sosd, sost and MI obtained for the right key hypothesis.
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be more e�ient. At the opposite, when the noise level is low and the eletromagneti

probe set at short distane, the projetion onto the �rst vetor is indeed more e�ient.

CPA at 0 m (low level of noise) CPA at 25 m (high level of noise)
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Figure H.6: Suess rate of the CPA after PCA pre-proessing.

This phenomena an be explained by the fat that the number of urves in the sub-set

orresponding to the Hamming distanes 0 and 8 are in same proportion, nevertheless

the level of noise is higher, sine they ontain the fewest number of traes. Indeed, the

proportion of traes available for the training is equal to

1
28 ·
(8
l

)
, whih is lowest for l = 0

or 8. The estimation of those lasses is thus less aurate.

In order to improve the PCA, we have redued the number of partitions from 9 to

7 sub-sets depending on the Hamming distane HD ∈ [1, 7] = [0, 8]\{0, 8}. We observe

that, under this restrition, the best suess rate is obtained for the projetion on the �rst

eigenvetor. In the meantime, the ondition number of the empirial ovariane matrix

dereases, whih on�rms that the weakly populated lasses l ∈ {0, 8} added more noise

than signal to the PCA. Amazingly enough, this approah is antinomi with the multi-bit

DPA of Messerges [308℄. If we transpose from DES to AES, Messerges suggests at the

opposite to get rid of the lasses l = [1, 7] and to retain only l = {0, 8}. Those extremal

samples have two ambivalent properties. They onvey the most information, as shown

in Tab. H.1, but also are the rarest samples, and thus are the most noisy oe�ient in

the ovariane matrix. As Messerges does not make use of extra-diagonal oe�ients,

his attak is not onerned by this fat.

H.3.2 Combining Time Samples

H.3.2.1 Observations.

The orrelation trae obtained for the right key with measurements at distane is

given in Fig. H.7. We observe that the orrelation traes are extremely noisy. Moreover

for some time samples, identi�ed in as Sample{1,2,3,4} in Fig. H.7, the magnitude of the

orrelation trae obtained for the right key is learly higher than the magnitude of the

orrelation traes for bad key hypotheses. These samples are all loated within the same

lok period that orresponds to the last round of the AES. At the four identi�ed dates,
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Table H.1: Information and probability of the Hamming weight of an 8-bit uniformly

distributed random variable.

Class index l 0 1 2 3 4 5 6 7 8

Information [bit℄ 8.00 5.00 3.19 2.19 1.87 2.19 3.19 5.00 8.00

Probability [%℄ 0.4 3.1 10.9 21.9 27.3 21.9 10.9 3.1 0.4

Figure H.7: Correlation traes obtained for the right key hypotheses and for inorret

key hypotheses at 25 m.

the sample are undoubtedly arrying seret information.

H.3.2.2 Sample Combination Priniple and Results.

We aim at showing that there is a gain in ombining the leaks from the four identi�ed

dates. First of all, we on�rm that the four samples of peak CPA are atually POIs.

To do so, we perform suessful CPAs at these time samples. The result is shown in

Fig. H.8: all four attaks pass over a suess rate of 50 % after 12,000 traes. Seond,

we devise a method to attak that exploits at one all those samples. Similar methods

have already be introdued in the ontext of ombining samples in order defeat masking

ountermeasures [365℄. In [68℄, Chari et al. suggest to use the produt of two leakage

models. In [232℄, Joye et al. reommend to ombine two samples with the absolute value

of the di�erene. As in our ase we intend to ombine more than two samples, we resort

to the produt for the ombination funtion. We apply it to Pearson empirial orrelation

oe�ients ρ̂t, where t are the four identi�ed dates. The new distinguisher we promote

is thus:

ρ̂
ombined

.
=

∏

t∈Sample{1,2,3,4}
ρ̂t . (H.1)
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Figure H.8: (a)�left : Suess rate of the mono-sample attak, and produt of orrelations

attak; (b)�right : Comparison between a CPA using the pre-treatment by PCA and our

produt of orrelation, introdued in Eqn. (H.1).

This tehnique applies well to the Pearson orrelation oe�ients, that are already en-

tered by design. Thus it indeed puts forward the simultaneous oinidenes of high

orrelation, while it demotes inorret hypotheses for whih at least one ρ̂t is lose to

zero. As shown in Fig. H.8(a), the suess rate of this new attak is greater than that

for mono-samples attaks. Additionally, we on�rm in Fig. H.8(b) that our ombination

de�ned in Eqn. (H.1), although simple in its setup, learly outperforms a PCA after

performing PCA.

However, we have only shown that when knowing some POIs in the urve, a pow-

erful ombining multi-sample attak an be devised. Now, for the time being, the only

method to exhibit those POIs has been to apply a suessful attak (a CPA in our ase).

Therefore, an open question is to loate those POIs without knowing the key beforehand

or without onduting another less powerful attak. We suggest two solutions to spot the

POIs: either online or by preharaterization on an open sample assuming the position

of the POIs do not depend on the seret key.

H.4 Conlusion and Perspetives

In this paper, we have studied two examples of side-hannel attaks ombinations.

The �rst ontribution is the demonstration of a onstrutive multi-partitioning attak.

We show that two partitioning an enhane the onvergene of the suess rate to one

hundred perent; suh attaks bene�t from an exhaustive pre-haraterization, sine the

number of templates inreases, and that the training phase length is the produt of

the training phase for eah partitioning. The seond ontribution is to highlight the

existene of the leakage model in far �eld EM signals. We show how the leakage of eah

sample an be ombined better than usual leakage redution methods (e.g. the sosd,

the sost or the PCA). This improvement omes from the fat eah sample features a

leakage of di�erent nature that an be exploited individually, whih is out of the reah of
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global tehniques that onsist in identifying points with large variation. Our improved

ombining distinguisher onsists in multiplying the Pearson orrelation oe�ients for

several POIs. Although this attak leads to better suess rates than other attaks

using di�erent state-of-the-art pre-proessing, we do think it an still be enhaned by

another method to identify the points of interest aurately even when the side-hannel

observations are extremely noisy. As a perspetive, we intend to apply those ideas to an

online only attak, typially the MIA.
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Appendix I

Defeating Any Seret Cryptography

with SCARE Attaks

Extended version of artile [215℄

Authors: Sylvain Guilley, Laurent Sauvage, Julien Miolod, Denis Réal and Frédéri

Valette

Abstrat

This artile aims at showing that side-hannel analyses onstitute pow-

erful tools for reverse-engineering appliations. We present two new

attaks that only require known plaintext or iphertext. The �rst one

targets a stream ipher and points out how an attaker an reover un-

known linear parts of an algorithm whih is in our ase the parameters

of a Linear Feedbak Shift Register. The seond tehnique allows to

retrieve an unknown non-linear funtion suh as a substitution box. It

an be applied on every kind of symmetri algorithm (typially Feistel

or Substitution Permutation Network) and also on stream iphers.

Twelve years after the �rst publiation about side-hannel attaks, we

show that the potential of these analyses has been initially seriously

under-estimated. Every ryptography, either publi or seret, is indeed

at risk when implemented in a devie aessible by an attaker. This

illustrates how vulnerable ryptography is without a trusted tamper-

proof hardware support.

I.1 Introdution

Most ryptanalyses require the knowledge of the attaked algorithm. It is thus tempt-

ing for a ryptographi engineer to protet an algorithm by keeping its spei�ations

seret. In this ase, the adversary faes the di�ulty to attak a blakbox, hardly distin-

guishable from a random number generator. Only ube attaks sueed in these ontexts,

provided the ipher an be expressed as a polynomial of low degree.
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As early as in the 1880s, Auguste Kerkho�s [240℄ pleaded for ryptographi algo-

rithms publiation. The traditional approah to disourage algorithms serey is the lak

of srutiny, whih ould mean that original powerful attaks ould be devised �out of the

box� against the algorithm if it was dislosed. This risk has nowadays almost vanished,

sine many standardized and thoroughly studied algorithms exist. It is thus easy to mark

down a referene algorithm to make it partially ustomized while maintaining its seurity

level in the meantime. Therefore, the bene�t is to dissuade any prospetive opponent

by adding an e�ort of algorithm-reovery prior to starting the key-reovery work. The

reasoned usage of standard algorithm modi�ation is thus safe from a omputational

point of view. However, this approah does not provide any improvement in terms of

forward serey, sine one the algorithm-reovery barrier is overome, the seurity level

is merely that of the underlying standard algorithm.

Another appeal of side-hannel analyses (SCA) is their suitability to reverse-engineer

an algorithm, a tehnique known as SCARE. However, although the side-hannel attaks

database

1

indexes more that 700 bibliographi referenes about SCA, we have found

only 9 (namely [342, 344, 106, 128, 466, 9, 84, 374, 145℄, disussed later) that deal with

SCARE. This low perentage of SCARE publiations is ertainly detrimental to the

sienti� progress on this topi. Most publiations so far about SCA reverse-engineering

(SCARE) onentrate on blok iphers, where in addition the plaintext an be hosen.

In this artile, we show that SCARE an be extended to any ontext where either the

plaintext or the iphertext is only known. We also demonstrate for the �rst time a SCARE

attak on a stream-ipher and on a substitution permutation network (SPN) blok ipher.

It seems that the potential of SCARE goes muh beyond what was previously expeted.

Side-hannel analyses are attaks that are virtually able to probe any node from a

iruit after post-proessing of a database of side-hannel physial measurements. They

make attak strategies suh as that of Itai Dinur and Adi Shamir [113℄ (ryptanalysis

using the sole knowledge of one bit amongst the �rst round state) possible, albeit in a

statistial modus operandi. Therefore, we expliit how the tehniques known so far, for

example that exploit ollisions, an be improved and gain generality.

The rest of the paper is organized as follows. Setion I.2 realls the publi state-

of-the-art about SCARE attaks. Setions I.3 and I.4 desribe two new attaks on two

representative bloks making up ryptographi algorithms. The �rst attak shows how

the linear part of an unknown stream ipher an be easily reovered using only the

knowledge of an initial value. This tehnique is pratially illustrated on a stream ipher

similar to those ustomarily used in RFIDs (alled �RFID-like� in the sequel). The

seond one desribes a known plaintext attak on an unknown non-linear funtion. This

method whih an be applied either to a Feistel or a SPN blok ipher is demonstrated on

a DES implementation whih is publily available. Finally, setion I.5 onludes on the

e�ieny of our attaks and on further possible improvements. Further onsiderations

about SCARE on stream and blok iphers are given in appendix I.6 and I.7 respetively.

1. Servie hosted by the University of Boston: http://www.sidehannelattaks.om.
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I.2 SCARE: State-of-the-Art

Physial attaks based on Side Channel Analysis (SCA) or on Fault Analysis (FA)

target a seret usually manipulated by a algorithm with publi spei�ations. SCA an

also be used for Reverse-Engineering (SCARE) against implementations of a private

algorithm.

I.2.1 State-of-the-Art about Reverse-Engineering of Seret Algorithms

Embedded in a Devie

Algorithms oded in software are exposed to an illegitimate aess of their mahine

ode. Indeed, as the memory is a separate omponent, it must be readable for its pro-

gramme to be exeuted. Therefore, an attak strategy an onsist in soldering the mem-

ories hips out, whih an be done easily without damaging the omponent, in a view

to drive it by a rogue proessor that is going to dump the software instead of exeuting

it. As a onsequene, it is more seure to oneal the ryptographi algorithm into the

ryptographi devie. It has been believed for a long time that this was the de�nitive

solution against its retrieval. The smartards are typial examples of seurity produts

that enfore this idea.

I.2.2 Physial Attaks on Tamper-Proof Hardware

However, attakers beame imaginative to read inside the seure hips. As of today,

the reverse-engineering of an algorithm embedded in an eletroni devie an be done by

various methods. The most straightforward one is simply to reover the layout by tak-

ing pitures of the di�erent tehnologial layers. This is not ommon pratie but some

speialized businesses an do so. It was reently illustrated on the example of the NXP

MyFare 1k seure memory ard, fabriated in an old CMOS tehnology [340℄. In this ex-

ample, the algorithm was hard-oded, hene its struture was easy to retrieve. However,

simple ounter-measures an be imagined. For instane, if the struture of interonneted

logi gates an be retrieved by mirosopy, the ontent of a non-volatile memory point

(suh as EEPROM or Flash) is not that easy to read-bak optially [12℄. Inidentally, it

is a natural ounter-measure if the algorithm is intended to be ustomizable.

FPGAs have beome a viable alternative to ASICs due to their �exibility and their

low ost for small to medium volumes. The funtionality of most FPGA (with the re-

markable exeption of anti-fuse tehnologies) is stored in volatile memory points. Thus

the read-bak by invasive methods is also impossible, or at least very di�ult. How-

ever, the SRAM points value is stored externally in a �ash memory. But the high-end

FPGA manufaturers (e.g. Atel, Altera, Xilinx) enrypt the memory's ontent. Conse-

quently, bitstream enryption makes reverse-engineering as hard as deryption without

the knowledge of the key.

No fault attak against embedded SRAMs (in ASIC or FPGA) aiming at a reverse-

engineering is known: it does not seem trivial to dedue any information on a seret

arhiteture by the result of its mutation, even if it is ontrolled. But another option to
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retrieve a funtionality is to fault the bitstream before it is loaded into the FPGA. Indeed,

bitstreams are not well proteted against DFA, even if they embed some redundany, they

remain malleable: they an be forged with a high suess probability. The idea is not

attak the ustomized parts, but to redue the number of rounds, for instane, so as to

ease the reverse-engineering.

I.2.3 SCARE Tehniques

Physial attaks based on Side Channel Analysis (SCA) or on Fault Analysis (FA)

usually target a seret manipulated by a publi algorithm. SCA an also be used for

Reverse-Engineering (SCARE) against implementations of a private algorithm. We an

identify in the publily available literature three tehniques that have been proposed to

reverse-engineer an algorithm.

The most natural idea is to use pattern mathing tehniques. Template Analysis

for Reverse-Engineering is mainly used for instrutions identi�ation in embedded ap-

pliations. The feasibility for Java ard was shown in [466℄ and for miroontrollers

in [128, 145℄. The template mathing an be optimized by oupling them with instru-

tion sequene statistis.

A seond approah is based on lassial Correlation Analysis. It has been applied

to publi key ryptosystems [9℄ as well as on both hardware or software Feistel sheme

implementations. For a software design, one-round intermediate values leak with a high

enough signal-to-noise ratio for being guessed by SCA. Indeed, they are omputed se-

quentially and stored in a register. The feasibility of a SCARE for a software DES

implementation has been proved in [106℄. For a hardware implementation, due to Feistel

properties, an aurate side hannel analysis permits to guess the output of the Feistel

funtion for any hosen right half plaintext. Then, using interpolation methods, this

unknown funtion an be reovered [374℄.

The last tehnique is based on ollision analysis and was �rst applied on the private

GSM A3/A8 algorithm where only the overall struture of the algorithm was publily

available. R. Novak proposed a strategy for identifying one on�dential substitution

table T2 of this algorithm using ollision [342℄. Novak generalizes his attak using SDPA

(Sign-based DPA) in [344℄, and summarizes his method in [343℄. However, he needs

as a prerequisite the knowledge of the seret key and of the on�dential substitution

sbox (sbox) T1. This attak was improved in [84℄ (also refer to the preliminary version

in [83℄). Combining ollisions and CPA priniples, both key and sbox T1 are found bak.

Then, Novak's attak is applied to disover the remaining on�dential information about

A3/A8.

I.3 SCARE on a Stream Cipher

Due to their small size, stream iphers are often used in smartard or low power

IC. Contrary to blok iphers suh as AES, stream iphers are usually proprietary and

dediated to a spei� appliation. The seurity of these systems is usually provided by
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the serey of the algorithm. The reverse-engineering of the algorithm is often followed

by a ryptanalysis of the system. It has been illustrated by famous examples suh as

the attaks on the GSM algorithm A5/1 [46℄ and more reently the ryptanalysis of the

MyFare [135℄ whih has followed the reovering of the algorithm CRYPTO1 by [339℄.

A similar story happened for the DECT Standard Cipher in early 2010 [341℄. In this

setion, we will see how side hannel tehniques an be e�iently used to reverse-engineer

an RFID-like stream ipher. In order to detail our tehnique, we will simplify our stream

ipher by reduing it to a simple Linear Feedbak Shift Register (LFSR) followed by

some non-linear funtions.

I.3.1 Stream Cipher Presentation

� j : The jth experiment.

� t : The tth lok yle.

� i : The ith bit of the shift register.

� REGj
t [i] : The ith bit of the register at the lok yle t for the jth experiment.

� IV j
t : The bit of the IV being input in the register at the lok yle t for the jth

experiment.

� P [i] : The ith bit of the LFSR polynomial.

� K : The initialisation seed of the register. It is the same for all the experiments.

� L : The length of the register.

� F j
t : The feedbak at the lok yle t for the jth experiment.

� FIV j
t : The feedbak depending on IVs at the lok yle t for the jth experiment.

� FKt : The feedbak depending on the onstant seed at the lok yle t.
� RADHY P [O] : The radiation hypothesis on an objet O.

Figure I.1: Notations.

The stream ipher implementation we study in this paper is an LFSR �ltered by a

non-linear funtion. The LFSR is an L-bit shift register initialized by a onstant seed K
that an be onsidered as the key. Usually, eah iphering j of the stream ipher needs

a random initialisation vetor noted IV j
used to make eah iphering independent from

others iphering produed by the same key. For eah iphering, at eah lok yle t
a bit of IV j

t XORed with a feedbak F j
t enters into the register. The feedbak of the

register an be represented as a polynomial P applied on the register. (When there is an

XOR onneted to a ell i of the register then P [i] = 1 else P [i] = 0.) The notations are

summarized in the �gure I.1.

The feedbak F j
t an be expressed by the following Eq. (I.1):

(F j
t ) = (

k=L−1⊕

k=0

P [k].REGj
t−1[k]) . (I.1)
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As the LFSR is linear, its equation an be written as the XOR of two equations, eah

one represented as an L bit register:

� The �rst register REG1 is initialized by the seed K. The IV value is null for eah

experiment. So we an notie that the LFSR has the same state behaviour for eah

experiment beause the feedbak only depends on the seed K.

� The seond register REG2 is initialized by a seed equal to 0. The value whih

enters in the register is the IV j
t so we an ompute the state at eah time t for

eah experiment j whih depends only on IV.

We an express the feedbaks F j
t as the XOR of the feedbak FKt and FIV j

t . And

from the Eq. (I.1), we express FKt and FIV j
t in Eq. (I.2) and (I.3).

(FKt) = (
k=L−1⊕

k=0

P [k].REG1jt−1[k]) . (I.2)

(FIV j
t ) = (

k=L−1⊕

k=0

P [k].REG2jt−1[k]) . (I.3)

Partiularly for FIV j
t we an notie that for t < L the feedbak only depends on the

t �rst oe�ients of the polynomial. Indeed the initial state of the register is null and is

shifted at eah lok yle. We an therefore simplify FIV j
t by Eq. (I.4):

∀t < L, (FIV j
t ) = (

k=t−1⊕

k=0

P [k].REG2jk [k]) . (I.4)

These equations will help us reover the LFSR harateristis L and P by Correlation

EletroMagneti Analysis (CEMA).

I.3.2 Target Objet for the Side Channel Analysis: Radiation Hypoth-

esis

The �rst step of a CEMA is to �nd a relevant radiation hypothesis. In our ase, we

need to model the behaviour of a register. The urrent rise during the shifts in a register

from `0' to `1' or `1' to `0' is muh higher than the stati dissipation observed for the

holding state. If the low onsumption is noted 0 and the high onsumption is noted 1
then the onsumption of the bit register an be approximate by the XOR between the old

and the new value of the register. Table I.1 presents this radiation hypothesis for a shift

register. A CEMA realized on this objet will show when the two bits are manipulated.

This lassial model is usually known as the Hamming distane model introdued by [60℄.

For an LFSR, at eah lok yle t, REGj
t [i] is replaed by REGj

t [i − 1]. We an

notie that the radiation hypothesis on REGj
t [i] ⊕ REGj

t [i − 1] is equivalent to the

radiation hypothesis on REGj
t−1[i−1] ⊕ REGj

t−1[i−2] and step by step to the radiation

hypothesis REGj
t−i+1[1] ⊕ REGj

t−i+1[0].

In the feedbak register, the �rst state bit orresponding to REGj
t [0] is replaed by

the XOR between IV j
t and the feedbak F j

t .
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Table I.1: Radiation hypothesis.

REG

j
t [i℄ REG

j
t [i-1℄ REG

j
t [i℄ xor REG

j
t [i-1℄ Modelized radiation

0 0 0 0

0 1 1 1

1 0 1 1

1 1 0 0

So the radiation hypothesis onREGj
t [i]⊕REGj

t [i−1] is equivalent to RADHY P [REGj
t [0]]

whih an be written aording to this expression:

RADHY P [REGj
t [0]] = REGj

t [0]⊕ IV j
t ⊕ F j

t . (I.5)

The problem on REGj
t [i] therefore boils down to a problem on the �rst state bit of

the register. As done usually, we assume that the e�et of a onstant an be withdrawn.

So we an simplify F j
t and RADHY P [REGt[0]] by using Eq. (I.4).

RADHY P [REGj
t [0]] = REG2jt [0]⊕ IV j

t ⊕ (
k=t−1⊕

k=0

Pt−1[k].REG2jk[k]) . (I.6)

The radiation hypothesis on REGt[0] only depends on t �rst bits of
the seret P .

Figure I.2: Theorem 1.

From Eq. (I.6) we an announe the Theorem 1, displayed in Fig. I.2.

I.3.3 Reovering LFSR Charateristis

From the radiation hypothesis and j experiments, it is possible to reover the LFSR

harateristis (L and P ) by CEMA. This reovery is divided in two parts:

1. the searh of the register length,

2. the searh of the polynomial value.

Aording to Theorem 1 (�gure I.2), for t = 0 and i = 0, the radiation hypothesis

RADHY P [REGj
0[0]] only depends on IV0. So omputing a CEMA on this value let us

�nd the length of the register. Indeed IV0 is shifted in the register before oming out

of it. The number of lok yles with CEMA peaks indiates the times where IV0 is

shifted and onsequently the length L of the shift register.

To �nd the polynomial P an appliation of the Theorem 1 (�gure I.2) by reurrene

is done. For eah step 0 < t < L, P [0, t − 1] is assumed known. We want to guess P [t].
Two CEMAs with P [t] = 0 or P [t] = 1 permit to hek if an XOR is present on REG[t].
Step by step it is then possible to �nd the polynomial by indution. The proedure is
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illustrated in �gure I.7 (page 263). For an L bit register, we need to perform L CEMAs

to reover the polynomial P . So this attak is linear in the size L of the register.

I.3.4 Pratial Attak

To validate this attak we have implemented a stream ipher in an Altera Stratix

FPGA. FPGAs are usually available on the market in thiner tehnologies than ASICs

beause the former have the greatest need for improved integration apabilities. There-

fore, their elementary logi is onsuming and radiating less than ASICs; however, given

that they are reon�gurable, any funtion implemented with user-logi (look-up-tables

and ommutation/swith matries) in FPGAs require approximately thirty times more

logi than in an hardwired ASIC [254℄. Therefore the FPGAs also have an exaerbated

side-hannel leakage. All in one, the ryptographi designs mapped in FPGAs are often

onsidered more vulnerable to observation attaks than those optimized for ASICs; they

however represent a �worst-ase� with respet to ASIC, whih makes them a good target

for seurity prototyping. The studied stream ipher, represented in Fig. I.6, is built with

a 32-bit register (L = 32) and with 4 non-linear funtions alled F1, F2, F3 and G. When

the stream is on progress, a �ag is set in order to synhronise eletromagneti measures.

We reord 10000 eletromagneti measures (0 < j ≤ 10000) of 40 lok yles t with
known randomized IVs. The �rst and the last signi�ant peaks orrespond to the �ag:

stream on progress. The 40 other peaks in the middle orrespond to the 40 shifts of the

register. The �gure I.3(a) gives an example of these eletromagneti measures.

From the 10000 eletromagneti measures, CEMAs give the following results �g-

ure I.3(b). For the true assumption, CEMA peaks appear and for the wrong one we

observe noise. On this �gure we an observe that the CEMA leaks during 32 lok yles
orresponding to the length L of the register. From these eletromagneti measures we

sueed in reovering the LFSR harateristis.

(a) (b)

Figure I.3: (a) Eletromagneti measure of the stream ipher and (b) CEMA on the

register.
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(a) (b)

Figure I.4: (a) Key in�uene on CEMA results and (b) zoom in CEMA traes.

I.3.5 Further Analysis of the SCA Results

We showed earlier how the main harateristis of the LFSR an be easily reovered

by SCARE tehniques. Looking more preisely at the obtained urves, we an dedue

more information leading to a full reverse-engineering of the algorithm. First of all, we

an observe as shown in Figure I.4(a) that the peaks an be on the top or on the bottom

of the urve seondly we an also observe that the peaks are quite di�erent from one

lok to another as shown in �gure I.4(b).

The �rst di�erene is a horizontal symmetry due to the feedbak onstant value.

In the previous CEMA, we assume that this onstant value has no in�uene, whih

was atually not exat. In fat, this value an exhange the two onsidered sets of

a CEMA. The obtained urve will be di�erent if this value FKt ⊕ FKt+1 is equal to

1 or equal to 0. By observing the urves we an easily dedue whether or not the

onstant value FKt ⊕ FKt+1 is equal to FKr ⊕ FKr+1. In the example shown in

Figure I.4(a), we see that the urves are not idential but symmetrial and we an dedue

that FK0 ⊕ FK1 = 1 ⊕ (FK1 ⊕ FK2) hene FK0 = 1 ⊕ FK2. Doing this observation

at eah step i from 0 to n will yield n linear equations on FKt what diretly gives linear

equations on Kt and allows to retrieve two omplementary possibilities for the seed K.

The seond di�erene remains in the size of the peaks at eah lok yle. As we an

see on Figure I.4(b), the �rst three peaks are smaller than the next six peaks. Then we

observe two small peaks again followed by a larger one and �nally two small peaks. To

sum up, we obtain small peaks at yles {1, 2, 3, 10, 11, 13, 14} and large peaks at yles

{4, 5, 6, 7, 8, 9, 12}. The values identi�ed for the large peaks are very losed to the bits

that are used in the entry of the non-linear funtions. This an be explained by the

fat that when the bit hanges in the register, it also ativates the wires and the logi

gates used to ompute the non-linear funtions. We an note that all the entries of the

non-linear funtions produe a large peak but we an observe that �ghost peaks� [60℄ also

appeared for example at lok yle 6. This fat is lassially aused by non-modelled

biases between the side hannel indiator and the implemented objets. Nevertheless, it
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allows us to redue the number of possible entries of the non-linear funtions.

We now have enough information to perform the full reverse-engineering. Indeed, we

know all the information on the LFSR (its initial value and its feedbak polynomial) and

we also have potential entries for the non-linear funtions. To retrieve this funtion, we

an apply the tehnique presented in the next setion.

I.4 SCARE on Non-Linear Funtions

All previous publiations about SCARE rely on the fat that the message an be

hosen. In some of these publiations, the key must be known. In others, it shall not

be known, however it must remain onstant. We will assume that neither the plaintext

nor the key is hosen. Additionally, in the proposed methodology, the key an hange at

every enryption without making the analysis fail.

The spei�ity of SPN operating at one round per lok period is that the future

state annot be partially known, unlike in Feistel shemes. We illustrate in this setion a

method to reover the non-linear funtions (alled sboxes in short) that applies both to

SPN and Feistel iphers. Also, given that on�dential algorithms are usually not reon-

�gurable, it is unlikely to build a preharaterized database of typial SCA signatures.

Thus, as no training phase is possible, template [69℄, stohasti [407℄ and MIA [141℄

attaks annot apply. Under some onditions, alled EIS (Equal Images under di�erent

Sub-keys), the pro�ling an be done without hanging the seret element. Although this

property an be used to haraterize devies where the seret element is a key that is

injeted in a linear way into the algorithm [407℄, it is of no help to exploit non-linear fun-

tions. Therefore, our analysis must rely solely on orrelation attaks with an assumed

leakage model.

I.4.1 SCARE Attak Path

This setion brie�y indiates that an attak path an be de�ned in SCARE just as in

SCA. We assume that the implementation under analysis is in synhronous logi, whih

means that the hardware resoures split into two ategories: registers, that evolve all

onomitantly at the lok frequeny, and ombinatorial gates, that evaluate indepen-

dently at a data-dependent pae. In this ontext, the easiest resoure to identify are the

registers. In the mainstream CMOS tehnology, their leakage is indeed very well ap-

tured by the Hamming distane model, already evoked in the Setion I.3. It means that

the number of bits that hange in two onseutive values is present in the side-hannel

emanations. This behavior has been initially underlined for ASICs in [60℄ and for FPGAs

in [435℄.

The rationale behind our SCARE attak relies on the identi�ation of transitions

that are preditable and full [435℄. The methodology is skethed as follows. We make an

arhiteture hypothesis; if it leads to a signi�ant side-hannel signature, it means that

the hypothesis is orret. Let us assume for instane that the blok enryptor to reverse-

engineer is a Feistel sheme. The transition L0 → L1 should yield a lear signature in
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DPA. Now, L0 ⊕ L1 = L0 ⊕R0 is independent of the unknown Feistel funtion. If there

is atually one peak, we an validate that:

� The ipher is a Feistel network;

� The Feistel struture is simple (no multiple and/or ross Feistel with quarters of

datapath, et.).

Additionally, we get the following preious information to guide the rest of the analysis:

� What is the side-hannel leakage amplitude of 32-bit transitions?

� Where in time is the �rst round?

The orrelation will be

√
32 ≈ 5.66 times smaller for a mono-bit SCARE attak [437℄,

and the attak an fous on the �rst lok period: in this example, the peak is maximum

at sample 5745. Also, the attaker an take advantage of this signature to tune the

empirial parameter ǫ introdued in [258℄ to make up for the division by abnormally

small values.

At the opposite, if no signature is obtained for the L0 → L1 transition, we would

onlude that the ipher onsumes the whole datapath in one single round. This is

typially the ase of SPN-type strutures.

We do not address in this paper the omplete attak path for arbitrary algorithms

strutures, beause exoti features an lead in pratie to ad ho attak strategies. In-

stead, we fous on one bloking point: the reversal of sboxes when only their input or

their output is known. In previous attaks, this was done on Feistel shemes, where both

inputs and outputs an be ontrolled individually beause the datapath splits into two

halves. We do not make this assumption in our attak.

We illustrate the attak on a DES-like ipher, where the sboxes would have been us-

tomized. In partiular, we use the side-hannel measurements of the DPA ontest [445℄,

in a view to present results reproduible by our peers. As a matter of fat, the sboxes to

retrieve are atually the genuine ones from DES, we pretend not to know. However, we

based our attak on the sole knowledge of the right half of the datapath, so as to apture

an attaks that ould be transposed to SPN iphers as well.

I.4.2 Brute-Foring Sboxes

The attak presented in this setion is a brute fore retrieval of the sboxes. One

vetorial Boolean funtion n→ m an be expressed:

� omponent-wise (i.e. as m di�erent Boolean funtions sharing the same n inputs),

� using a redued fanin, thanks to the reursive appliation of the identity for a

Boolean funtion f : f(a, b) = a · f(0, b) + a · f(1, b). At eah reursion, the fanin

(i.e. the number of free variables) is redued by one.

The attaker has the �exibility to hoose the fanin i and the fanout o. In the sequel,

we illustrate the ase of i = 2 and o = 1. The omplete list for all the {0, 1}2 7→ {0, 1}
funtions to retrieve is given in Tab. I.2. The terminology is straightforward for most

gates; when a gate name ends with A or B, it means that the orresponding input is

inversed prior to entering the funtion. For instane, AND2B(A,B) = AND2(A,B) = A ·B.
With respet to a anonial attak �ow, not all the side-hannel traes are proessed

simultaneously. More preisely, the �rst step onsists in generating a whitelist of traes
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that keep 6 − i bits of the target sbox to a onstant value (whih is possible sine

the plaintext is known). Thereafter, a orrelation program is alled, with 16 weighting

funtions orresponding to the 2→ 1 sub-tables to guess (Tab. I.2) and with the traes

restrited to the previously generated whitelist. As usual, when few traes are available,

it is better to resort to CPA rather than to DPA [60℄.

The overall proess onsists in testing all the possible sub-funtions of the sboxes, with

more or less important restritions on the inputs (here we keep i = 2 free bits) and one

or all outputs omponents (here we illustrate a bit-by-bit omponent retrieval: o = 1).

Therefore, to reover one sbox of DES (6 bits → 4 bits),

(
6

6− i

)
× 26−i × ⌊4o⌋ = 960

CPAs are neessary. The hoie for i and o makes it possible for the attaker to explore

some trade-o�s: the larger i, the more hypotheses to distinguish, but the more traes are

suitable for the analysis (beause the whitelist ontains a ratio of

1
26−i of the available

traes); However, the size of the whitelist does not depend on the value of o. Instead,

the larger o, the more hypotheses in ompetition, hene the smaller the noise margin to

tell whih one is the best.

For the sake of illustration, we take an example depited in Fig. I.5. In this �gure,

the orret funtion assoiated with:

� sbox_num = 0x0u, (the sbox index, in [0x0u,0x7u℄)

� sbox_mask_in = 0x39u, (the sbox inputs bits that are onstant)

� sbox_mask_in_val = 0x11u, (the value of the onstant input bits)

� sbox_mask_out = 0x2u, (the output bits guessed simultaneously)

is 0b1011u = 0xbu, hene the OR2B funtion. By de�nition, i
.
= 6− |sbox_mask_in| and

o
.
= |sbox_mask_out|. In the �gure, x0 and x1 are free variables and y0 is the bit whose a-

tivity is predited in order to retrieve the i-bit→ o-bit funtion DES0(0, 1, 0, x1, x0, 1)[2].

One whitelist (sreening of traes that keep 6− i bits onstant for the targeted sbox)

an serve for all the 4 omponents of the sbox. For instane, the four funtions to be

found in Fig. I.5 are:

1. for sbox_mask_out = 0x1u: 0b1000u = 0x8u, hene AND2,

2. for sbox_mask_out = 0x2u: 0b1011u = 0xbu, hene OR2B,

3. for sbox_mask_out = 0x4u: 0b0110u = 0x6u, hene XOR2,

4. for sbox_mask_out = 0x8u: 0b1101u = 0xdu, hene OR2A.

To be ompletely aurate, we shall reall that DES has an expansion permutation E

before the key mixing. Therefore, the whitelist onstrains the two neighbor sboxes in

addition to the targeted one. However, the CPA seletion funtion onerns only the

o outputs of the sbox. Foring some bits of the neighbor sboxes or having some of

the 6 − i ative ones shared with them will therefore only a�et the struture of the

algorithmi noise generated by the 32− o bits of the R register. The impat of E is thus

quasi-transparent for the SCARE attaks.
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0b010011u = 0x12u,
0b010101u = 0x15u,

0b010001u = 0x11u,

0b1010u = 0xau,
0b0110u = 0x6u,
0b1100u = 0xcu,
0b1011u = 0xbu }

0b010111u = 0x17u }

x1 x0 1

y0

0 1 0

0

1 1 1 100

10001

0x39u

0x11u
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∈ {

∈ {inputs
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sbox mask in val
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sbox num

0x2u000 1sbox mask out f=0b1011u=0xbu=OR2B

5 4 3 2 1 0

3 2 1 0

Figure I.5: Parameters sbox_n, sbox_mask_in, sbox_mask_in_val and sbox_mask_out

that allow for the test of all possible sub-funtions of the sboxes array of DES.

I.5 Conlusion and Perspetives

Side-hannel attaks have been widely studied as a tool to perform key extrations.

However, it an be used for other analyses, suh as iruits on-line testing or arhiteture

reverse-engineering. We illustrate in this paper that side-hannel attaks an be used

e�etively to reverse-engineer seret algorithms. A pratial reverse-engineering of a

�ltered LFSR is illustrated. In addition, a known-plaintext or known-iphertext only

attak is shown on a SPN or on a Feistel sheme. Those two new attaks demonstrate

that SCARE is a tehnique able to e�etively defeat seret ryptography. From the

omplexity point of view, those SCARE attaks, like the lassial side-hannel attaks,

work whatever the size of the seret to reover. The reason is that they deompose the

problem at the bit-level, where an exhaustive searh amongst the hypotheses spae is

possible.

The onrete experiments on�rm the e�ieny and the pratiability of our attaks

as we were able to retrieve the full serets we were looking for. We admit that unexplained

orrelations were observed, but they have a small impat on the suess of our attak.

Moreover, it helps us to reover more seret values than we initially though. Indeed,

the initial state of the LFSR an be reovered too using our tehnique. Nevertheless,

to preisely understand these observations, we need to model further the radiation of

the full algorithm and spei� implementation details. We envision this formal model

to de�ne preisely the required number of measurements needed for the attak to be

suessful. Also, we endeavour to apply those attaks on ustomized version of modern

stream iphers (e.g. Grain, Trivium or Mikey).
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I.6 Appendix 1: Further Considerations about SCARE on

a Stream Cipher

The detail of the algorithm used to reverse-engineer the stream ipher presented in

Se. I.3.3 and depited in Fig. I.6 is given below.

Figure I.6: Stream ipher implementation.

I.7 Appendix 2: Further Considerations about Brute-Fore

SCARE on Sboxes

I.7.1 Comparison of DPA versus SCARE

In this setion, we arry out a theoretial omparison between DPA and SCARE for

n to 1 Boolean funtions. We reall the naming of those funtions for n = 2 is provided

in Tab. I.2. This disussion an extend without hanges to multi-fanout sub-funtions.

The DPA onsists in omputing the ovariane between the urves and a power

model. In the ideal ase, the urves perfetly ontain the power model of the few

gates under attak plus a random noise. The attaker thus obtains a olletion of:

Cov(model0(k0),model0(k)); The attaker's goal is to �nd the orret k0 amongst the k
that are possible. In the usual setup where the key is inorporated into the datapath with

a group operation ⊕, and where the onfusion in implemented by an sbox S, the model0 is:

x 7→ S0(x⊕k0). The DPA problem onsists in �nding: argmaxk
∑2n−1

x=0 (−1)S0(x⊕k0)⊕S0(x⊕k)
.

Of ourse, the solution is k = k0 (see demonstration in [196℄). The di�ulty of the prob-

lem an be summarized by the noise immunity required to distinguish the auto-orrelation
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� Input

� IV j
t with 0 < j ≤ 10000 and the orresponding EM traes

� L the register length

� Output

� The feedbak polynomial P
� Step 0: is there an XOR on REG[0℄?

� P ← 0x00000000
� ompute CEMA1 on REGj

1
[0]⊕REGj

1
[1]⊕ P [0].REGj

0
[0] = IV j

1

� ompute CEMA2 on REGj
1
[0]⊕REGj

1
[1] = IV j

0
⊕ IV j

1

� if CEMA1 leaks and CEMA2 doesn't

� P ← P | 0x00000001
� else if CEMA2 leaks and CEMA1 doesn't

� P ← P
� else

� Return Error

� endif

� Step t < L: is there an XOR on REG[t℄?

� P [0, t− 1] is already known

� ompute CEMA1 on REGj
t [0]⊕ IV j

t

⊕k=t

k=0
P [k].REGj

t−1
[k]⊕ IV0

� ompute CEMA2 on REGj
t [0]⊕ IV j

t

⊕k=t

k=0
P [k].REGj

t−1
[k]

� if CEMA1 leaks and CEMA2 doesn't

� P ← P | (1 << t)
� else if CEMA2 leaks and CEMA1 doesn't

� P ← P
� else

� Return Error

� endif

� Return P

Figure I.7: SCARE algorithm to retrieve P .
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Table I.2: Name of the 2→ 1 funtions.

Index f(B,A) Boolean

Name

of f f(1, 1) f(1, 0) f(0, 1) f(0, 0) equation

0 0 0 0 0 0 Zero

1 0 0 0 1 B+A NOR2

2 0 0 1 0 B · A AND2B

3 0 0 1 1 B NOTB

4 0 1 0 0 B · A AND2A

5 0 1 0 1 A NOTA

6 0 1 1 0 B⊕A XOR2

7 0 1 1 1 B · A NAND2

8 1 0 0 0 B · A AND2

9 1 0 0 1 B⊕A XNOR2

10 1 0 1 0 A A

11 1 0 1 1 B+A OR2B

12 1 1 0 0 B B

13 1 1 0 1 B+A OR2A

14 1 1 1 0 B+A OR2

15 1 1 1 1 1 One

from the non-trivial ross-orrelations:

∑
x (−1)S0(x)⊕S0(x⊕ǫ)

, ǫ 6= 0.

The SCARE method inspired from the DPA will also use a ovariane as an india-

tor (sometimes alled �orale�) to distinguish the orret sboxes guess from the inorret

ones. In this respet, the SCARE attaker will ompute similar quantities as for the DPA:

Cov(model0(k0),model(k0)); In the same setup as desribed for DPA (group addition of

the key and usage of an sbox S0), SCARE onsists in solving: argmaxS
∑

x (−1)S0(x⊕k0)⊕S(x⊕k0)
.

Now, an equivalent problem is: argmaxS
∑

x (−1)S0(x)⊕S(x)
. Under this form, it appears

learly that DPA is a partiular ase of SCARE, where the set of possible Sboxes

to retrieve an be written S = S0 ◦ τk (with τk the translation of vetor k).

The similarity between DPA and SCARE arises from the fat that:

� the key mixing operation just preedes

� the substitution boxes layer.

Therefore, the mode of operation of DPA and SCARE target the same transition: x →
S(x⊕ k), where:

� k is the unknown in the ase of DPA, whereas

� S is the unknown in the ase of SCARE.

Consequently, the attak strategy for SCARE is idential to that of the DPA. For in-

stane, when analyzing a Feistel sheme suh as DES, the sensitive transition targeted by

both DPA and SCARE will be R0 → R1 when attaking the �rst round, but L15 → L16

when attaking the last round.

The spae to explore for �nding a maximum is of size:
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� #k = 2n, in the ase of the DPA, to be ontrasted by the

� #S = 22
n
n-input Boolean funtions.

It is thus more likely that DPA key extration exhibits a larger signal-to-noise ratio than

SCARE sbox extration.

I.7.2 Spei�ity of SCARE w.r.t. DPA

Some issues we enountered during the attak are also spei� to SCARE. We disuss

in this setion two of them.

Although a DPA tool an safely deide whih sub-key hypothesis is the orret one

by seleting the urve with the maximal signal in absolute value, it happens that this

seletion entails inorret results in SCARE. Indeed, the orrelation with f and with f
yields exatly opposite results if f is balaned. This noting does not bother either DPA

or CPA analyses on sboxes: as the sum of all di�erential peaks is equal to zero, whih

means that the seond peak after the orret one has a lower amplitude (in absolute

value), given that there is only one peak of maximal amplitude. Said di�erently, SCARE

orrelation urves for all the hypotheses have a lower ontrast than their DPA oun-

terparts. Conretely speaking, this has not been problemati in SCARE for the power

measurements we used: power signal is always positive in ase of one bit-�ip. However,

in EMA, this is not true: a bit-�ip an be transduted as a negative measurement bias.

Now, we assume that an eletromagneti sensor, even if meant to realize near-�eld side-

hannel aquisitions, does maintain a onstant polarity over the spied sbox. In this ase,

the omplete sbox an be retrieved (up to an unknown bitwise negation), with both a

power and an EM analysis. However, the fat the both f and f ompete as andidate

Boolean funtions has led to an attak failure, when targeting sbox_num: 0x0, mask_in:

0x0f, mask_in_val: 0x00, mask_out: 0x4. In happens that the highest peak in relative

value appears in a seondary boune, as shown in Fig. I.8.

Another peuliarity we ame upon is that the automati sbox reovery on the DPA

ontest aquisition ampaign fails in the two ases:

1. sbox_num = 0x0, mask_in = 0x1e, mask_in_val = 0x02, mask_out = 0x2,

2. sbox_num = 0x0, mask_in = 0x3a, mask_in_val = 0x02, mask_out = 0x2.

Here, we observe 0x0 although the orret funtion is 0x2. For these attaks, we get only

four values of orrelation: ±15 % for 2 × 2 guesses, and ±5 % for the 2 × 6 others. In

both ases, we notie that the orrelation model {−1,−0.5, 0,+0.5,+1} is not satis�ed.
The singular orrelation values are shown in Fig. I.9. To ontrast this attak with a non-

pathologial one, we also give the orrelations obtained for a omplete 2 → 4 funtion

reovery in Fig. I.10.

Finally, in Fig. I.9, we observe that the bounes do not have always the same period

(for all the hypotheses), espeially for mask_out = 0x1 and 0x4. This seems as unphysial

as the ampli�ed boune of mask_out = 0x4. Those artifats represent SCA seond-order

e�ets that make the analyses somehow subtle.
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Figure I.8: The orret funtion is 13, but the omplementary 2 is found instead with

both guesses in absolute or in relative value.
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Figure I.9: Correlation traes obtained when retrieving the four Boolean omponents of

the sbox #1, with input mask 0x1e, and value 0x02.
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Figure I.10: Correlation traes obtained when retrieving the four Boolean omponents

of the sbox #1, with input mask 0x33, and value 0x00.

I.7.3 SCARE on DES Sboxes Results

The �gure I.11(a) presents the orrelation oe�ients obtained for the brute-fore

reverse-engineering of the sbox #7 of DES. We have indiated in green the seond largest

peaks. It an be seen that sometimes, the �rst and seond largest orrelations have about

the same value. This is due to the (yet unexplained) degeneresene already observed in

Fig. I.9 for mask_out = 0x2.

The shape of CPA urve in Fig. I.11(a) is in two parts. The explanation for this

phenomenon is that, for this aquisition ampaign, two bits orrelate better than the two

others. This is indeed put forward in Fig. I.11(b). The reason for the sbox output bits

to orrelate di�erently is a priori unknown, sine they are treated in a similar way by the

permutation layer of DES. The di�erene might be due to the aquisition onditions.

The two problems mentioned in the previous setion are not fatal. By restriting

the temporal window for CPA, the seondary negative boune greater than the atual

�rst one an be trivially �ltered out. Indeed, as (960 − 2)/960 > 99% of the CPAs

sueed in t0 ≈ 5750, it is easy to infer that there is something �shy about the 2 CPAs

with maximum loated in t1 ≈ 5820 6= t0. Regarding the degenerate ases where the

orrelations are about similar for two key hypotheses, they an be deteted by omputing

the ratio between the �rst and seond best orrelations. If it is too lose to 1, then both

hypotheses an be kept. As these situations happen seldom, very few sboxes andidates

will remain after SCARE: a brute fore trial of all the andidates will easily disard the

wrong hypotheses.
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Figure I.11: (a) Correlations obtained for 960 CPAs aiming at retrieving the DES sbox

#7; (b) Correlations obtained for eah of the 960/4 CPAs aiming at retrieving eah

fanout bit of the DES sbox #7.

To summarize this setion about sboxes retrieval thanks to SCARE, one an say that

some adjustments are required for the power analysis to work on one 2→ 1 sub-funtion,
but that subsequent attaks on the 960 − 1 remaining funtions are very reliable. The

SCARE orale is thus a trustworthy tool one tuned.
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Appendix J

WDDL is Proteted Against Setup

Time Violation Attaks

Extended version of artile [411℄

Authors: Nidhal Selmane, Shivam Bhasin, Sylvain Guilley, Tarik Graba and Jean-Lu

Danger

Abstrat

In order to protet rypto-systems against side hannel attaks var-

ious ountermeasures have been implemented suh as dual-rail logi

or masking. Faults attaks are a powerful tool to break some imple-

mentations of robust ryptographi algorithms suh as AES and DES.

Various kind of fault attaks senarios have been published. However,

very few publiations available in the publi literature detail the pra-

tial realization of suh attaks. In this paper we present the result of

a pratial fault attak on AES in WDDL and its omparison with its

non-proteted equivalent. The pratial faults on an FPGA running

an AES enryptor are realized by under-powering it and further ex-

ploited using Piret's attak. The results show that WDDL is proteted

against setup violation attaks by onstrution beause a faulty bit is

replaed by a null bit in the iphertext. Therefore, the fault leaks no

exploitable information. We also give a theoretial model for the above

results. Other referenes have already studied the potential of fault

protetion of the resynhronizing gates (delay-insensitive). In this pa-

per, we show that non-resynhronizing gates (hene ombinatorial DPL

suh as WDDL) are natively immune to setup time violation attaks.

Keywords: AES; FPGA; Setup violation fault attaks; WDDL; Protetion against

faults.
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J.1 Introdution

Side hannel analysis or attaks (SCA) are attaks based on the analysis of the seret

information (generally the enryption key) leaked from the physial implementation of

the ryptographi system. The leakage is passively observed via timing information,

power onsumption, eletromagneti radiations, et. Protetion against side hannel

attaks is important beause the attaks an be implemented quikly and at a low ost.

Di�erential power analysis (DPA) [248℄ and its derivatives suh as orrelation power

analysis (CPA) [60℄ orrelate the leakages with an internal power model, whih depends

on the ryptographi key.

Several ountermeasures have been devised to avoid SCA. Dual-rail with preharge

logi (DPL) is one of the state-of-the-art ountermeasure against SCA. In DPL, the

idea is to make the power onsumption of the devie uniform, thus hiding the ru-

ial information it oneals. Eah signal is replaed by true and false representations.

Precharge & Evaluation phases are alternated to ensure exatly one swithing event

per yle. Wave Dynami Di�erential Logi (WDDL) [456℄ is one of the ommonly used

DPL. Unlike Sense Ampli�er based Logi (SABL) [452℄, WDDL uses standard CMOS

ells. Owing to this property, WDDL an be used with any design as no speial library

is required. Due to the same reason it an be used in FPGAs [458, 459℄. It is interesting

to note that WDDL is prone to the �early evaluation� vulnerability [439℄, orreted from

instane in SeLib [189, 175℄. Despite this seond-order issue, WDDL is relatively seure

for a reasonable overhead. Hereafter we present our work with respet to WDDL designs.

Di�erential fault attaks (DFA) [50, 45, 47℄ also referred to as ative attaks alter

the funtional behavior of the attaked devie by injeting one or several faults. Sev-

eral tehniques are available to injet faults: variations of the supply voltage or lok

frequeny, temperature variation or irradiation by a laser beam whih leads to a wrong

omputation result that an be exploited to perform DFA. Some ountermeasures for

DFA have been introdued. These ountermeasures are generally based on temporal [26℄

or spatial [288, 236℄ redundany, either in a generi manner or taking advantage of some

peuliarity of the algorithm.

Here in this paper we analyze the seurity of WDDL against setup violation fault

attaks. We implemented AES (Singlerail & WDDL). �Singlerail� refers to simple

version of AES, playing the role of the unproteted referene, and �WDDL� is the DPL

version. The sbox of the AES is implemented by alulations in omposite �eld GF(24)
as desribed in [475℄.

The results presented in this artile are obtained with an EP1S25 Altera Stratix

FPGA soldered on a Parallax evaluation board. As desribed in [412, 242℄, faults an

pratially be indued in an FPGA by under-powering the iruit. When we drive the

FPGA at a voltage lower than the nominal voltage, the propagation time of the signal

inreases as illustrated in �gure J.1. Suh attaks are non-invasive in nature as the

attaker does not need aess to the silion die and are therefore easy to implement. We

reall that there is no straightforward mehanism to monitor either the power supply

level or the frequeny in ommodity FPGAs. The permanent under-powering auses a
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phenomenon alled �setup time violation� on one of the timing path of the design ausing

a faulty byte. We refer to this fault as a �byte-�ip� fault, whih is obtained by �ipping

of one or more bits in a byte. The number of bits �ipped during a byte-�ip is alled the

Hamming weight of the fault. Sine ryptography involves highly omplex omputations

it is very likely that the ritial path is in the ryptographi part [123℄. Suh faults an

be exploited using various known attaks [357, 78, 17℄. Here we use Piret's attak to

exploit the faults and retrieve the seret key using the method desribed in [357℄.

Setup violatedSetup met

Q’

QD

Q’

QD

clk clk

V cc ↓ ⇒ Tpropagation ↑

Figure J.1: Setup violation.

The rest of the paper is organized as follows. In setion J.2, we explain the WDDL

rationale and the design �ow to implement it. Setion J.3 desribes the attak setup and

the faults analysis proedure. Setion J.4 presents the omparison of a fault aquisition

ampaign on single-rail and WDDL version of AES, in terms of spatio-temporal loal-

ization of faults. Setion J.5 is devoted to the theoretial demonstration of the intrinsi

immunity of WDDL against setup violation attak on AES. Finally, the setion J.6 on-

ludes the paper and opens perspetives for better proteting sensitive ryptographi

implementations.

J.2 Wave Dynami Di�erential Logi

Power onsumption of a standard CMOS ell is dependent on the transition of its

input. Thus for a DPA-resistant design, a possible solution ould be to introdue a family

of DPA resistant ells. In a WDDL ell [456℄, one transition per yle is observed, whih

is favourable for a DPA resistant logi style.

WDDL uses true and false representations of eah signal (I/O of eah ell). To make

the power onsumption fairly unorrelated to the proessed data, it is neessary that

there should be the same number of transition every yle. This ondition is ful�lled

by alternate yles of preharge and evaluation. In the preharge phase all the signals

are harged to the same level (e.g. 0 in WDDL) and during evaluation exatly one of

the two omplementary outputs is evaluated (=1). Figure J.2 shows the timing diagram

of WDDL AND gate. We an see that during preharge all signals are put to logi 0.
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During evaluation, exatly one of the two omplementary inputs and outputs evaluates

to 1.

Precharge Evaluation

bt

yt

bf

yf

af

at

PRE/EV AL

Figure J.2: Timing diagram for a WDDL AND gate.

In DPL, glithes make the design vulnerable to attaks [294℄. Indeed, without speial

attention, if the inputs arrive at di�erent moments, glithes an be observed. To avoid

glithes it is neessary that all the gates in the design should be positive in nature. To

ensure this in WDDL, the design is synthesized with a library onsisting of only positive

gates (like AND, OR) [204℄. As shown in �gure J.3, a WDDL AND gate onsists of

an AND gate (G) and a omplementary OR gate (G∗
, satisfying G∗(x)

.
= G(x)). For

sequential iruits, eah �ip-�op is replaed by a pair a �ip-�ops. This double �ip-�op

allows the preharge wave to propagate through the whole design as all the gates are

positive. It has to be noted that inverters in WDDL are implemented by rossing the

true and false signals of the same variable.

A point worth noting in �gure J.3 is that one �ip-�op in the single-rail design is

replaed by four �ip-�ops in the WDDL design. This is explained as follows. During the

preharge phase, the ombinatorial part of the iruit will be disharged to 0 and this

0 is stored to the �rst of the two �ip-�ops. The seond �ip-�op will store the result of

the last omputation. In the evaluation phase, the value stored in the seond �ip-�op

serves as input and the output is stored in the �rst �ip-�op. In the mean while, the zero

stored in the �rst �ip-�op is shifted to the seond �ip-�op to allow proper preharge of

the iruit ahead in the next yle. This phenomenon happens in both true and false

rail. Thus the number of �ip-�ops is quadrupled in the WDDL design.

In our implementation, we use a di�erent way to ensure all positive logi. Instead

of using positive gates, we use a library ontaining all look-up tables (LUTs) whih

implement a positive funtion. This tehnique is alled WDDL+ in [205℄.

J.2.1 Design Flow for WDDL Implementation

As every digital system, ryptographi oproessors an be separated into ontrol

and datapath parts. As the seret key is used only in the datapath part, leakage from
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Figure J.3: WDDL building blok.

the ontrol part is not ruial. Thus to assure seurity of the design it is su�ient

to implement only the datapath in WDDL. This will also save area as WDDL takes

more area on the FPGA than a single-rail design. The design �ow to implement a

ryptographi oproessor on an FPGA is shown in �gure J.4. The datapath is �rst

synthesized using an ASIC synthesizer taking advantage of a library with only positive

LUTs (the FPGA synthesis tool does not provide enough options to limit the library

therefore we use an ASIC synthesizer). As the number of positive funtions with four

inputs is fairly large (166), the library size is redued by keeping only one funtion for

any equivalene lass where the inputs or the output are logially inversed and the inputs

are swapped. Indeed, the inversions are dealt with externally from the LUT with wire-

rossings (typial transformation of WDDL), and the FPGA mapper tools are able to

hange the LUT mask to make up for input pins permutations. Then the output netlist

is proessed using a ustom tool (alled vDupliate [185℄ in �gure J.4) whih onverts a

single-rail netlist into a WDDL netlist. The ontroller is then onneted to the WDDL

datapath using a wrapper. The FPGA vendor tool does synthesis, mapping, plaing &

routing for the whole design on the FPGA.

J.2.2 Dualization of single-rail design

As mentioned earlier, the ontroller of the ryptoproessor is not onverted to WDDL

tehnology. To make the same ontroller work with the WDDL version of the datapath,

there is a need to introdue an extra input to the ontroller. As the WDDL datapath

will preharge in one yle and evaluate in the next yle, we require the ontroller to

work every alternate yle (evaluation) and freeze during the preharge phase. A enable

signal driven at half the lok frequeny is introdued to provide this funtionality.

One more modi�ation is required in the design. The I/Os of the WDDL datapath are

dual-rail, while the signals from ontroller to datapath and the global I/Os are single-

rail. Therefore we need to reate a wrapper whih will make the single-rail and the

WDDL parts ompatible. As shown in �gure J.5, all the inputs to the datapath (I & C)
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Figure J.4: WDDL design �ow.

are transformed into dual-rail (true and false) signals using inverters. A signal phase

is introdued to make the datapath inputs ompatible with preharge and evaluation

phases. When phase is preharge, both the true and false inputs are disharged to 0.

During the evaluation phase, exatly one of the omplementary input harges to 1. For

the output (O) as shown in �gure J.5, the true output is ANDed with the inverted false

output. Only taking the true output while leaving false output unonneted is also an

option. The reason for using both the outputs is to make sure that the FPGA vendor

tool doesn't remove the unonneted false output during optimization in plaement and

routing steps, as the optimization will reate an unbalaned design. After the wrapper

has integrated the WDDL datapath and the ontroller, it seems to work as a single-rail

design from the top. Therefore now the design ould be simulated, synthesized or tested

as a single-rail design using the same softwares. In this way, if the results are same for

single-rail and WDDL, we are ensured that the two designs are funtionally equivalent.

When both the designs are synthesized, the single-rail design works at a frequeny

of 54.5 MHz using 10% of the FPGA logi. On the other hand, the WDDL design as

expeted works at a frequeny of 22.01 MHz whih is less than the half of the single-rail

frequeny due to two phase operation in WDDL. The WDDL design uses 51% of the

logi bloks i.e. 5 times more than the single-rail design. The overhead of 5 times is due

to the fat that 20 instantiations of sbox is used and eah sbox is replaed by a true and

false sbox whih makes the design huge.
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J.3 Setup for fault attaks on FPGAs

In order to indue faults during the exeution of the algorithm we drive the ore

of the FPGA at a non-nominal ontinuous voltage V cc. The power supply is remotely

ontrolled using GPIB able.This feature allows us to test various values of input voltage

suessively. For eah value of V cc, the triples {message, key, iphertext} are reorded

for 1,000 enryptions at eah 100 values of V cc. Figure J.6 skethes the experimental

setup. The testing platform is a stratix FPGA soldered on a parallax board. The FPGA

is powered by the programmable power supply. The rest of the board is powered by a

5V onstant supply.

One aquisition is done, we use a software for an o�-line analysis of the olleted

iphertext in order to detet single byte errors that our during the enryption. A

modi�ed register transfer level (RTL) desription of AES where faults an be injeted

at any byte of the ten rounds is used to generate a dynami database. The database

onsists of all possible iphertexts generated only by single faults for eah key, message

pair. Then we test if the faulty iphertext mathes an entry in the database. If so,

the fault is said �overed� otherwise the fault is said �unovered� and the iphertext is

a�eted by multiple byte faults. If a fault is overed, the software provides the loation,

the value of the faulty byte, its orresponding orret byte and the Hamming weight of

the fault. The purpose of this implementation is to identify the typology of single faults

that ours in the FPGA.

If the fault is �overed� then we an identify the round and the sbox a�eted by the

fault. This onludes that the voltage redution generates random single faults that most

di�erential attak models are based on. In this experiment we use a global non-invasive
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fault injetion tehnique. The propagation time inreases with the derease of the power

supply and faults are aused by an early lathing of a ombinatorial funtion as shown

in �gure J.1.

J.4 Experimental Results

In this setion, the fault analysis is used to �nd the ourrene of a single byte fault

that a�ets the state matrix of AES. Both single-rail and WDDL versions are tested
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against setup violation faults. Faults deteted are those ourring only in the datapath,

while the key shedule is assumed here to be fault-free. Indeed, in our design, the key

shedule blok is not ritial in timing.

Figure 7 shows the ourrene of faults in single-rail implementation. We an see

that the graph of single faults has a bell-shaped distribution. As we derease the voltage

beyond a ertain threshold, setup time is violated on multiple paths and faults beome

multiple (unovered). The maximum perentage of single faults is 39% at a voltage of

1.256 V as shown in �gure 7. All single faults are analyzed in terms of spatio-temporal

loality: Figure 8 and �gure 9. 26% of single faults our in round 8 and 12% of them

our in round 9 (refer �gure 8). Suh faults are exploitable using Piret's Attak. Thus

the single-rail implementation of AES with SBOX in LUT is not proteted against �setup

violation� attaks.

For the WDDL version of AES, the results are shown in the �gure 7. Sine we use

only positive LUTs to implement WDDL, there are no glithes in the iruit. When we

run the fault attak ampaign on WDDL design, less than 2% of the deteted faults are

single and all of them fall in the last round of AES as shown in �gure 8. These faults are

not exploitable and thus the key annot be retrieved using Piret attak. The software for

fault analysis allows us to see faulted bytes and its orresponding orret value (value of

byte if not faulted). We �nd that everytime a fault ours, the faulted value C∗
is less

than its orresponding orret value C, in a bitwise sense: C & C∗ = C∗
. This omes

down to using the partial order �, de�ned bit by bit in the following truth table:

C C∗ C∗ � C

0 0 1

0 1 0

1 0 1

1 1 1

This means that all the faults are aused when an expeted `1' takes a value equal to `0'.

Tables J.1, J.2 and J.3 show some examples of pratial faults.

We have heked that the bytes faulted at value 0x00 are not due to any transmission

problem of the iphertext to the PC through the UART. Indeed, in the design presented

in Fig. J.6, the ritial path is by far in the AES and not in the UART.

Table J.1: Single fault in round 10.

key 00000000000000000000000000000000

message 0937b78f4fa44baff2f67f2d259dd0

iphertext 96296994aba80db3ea81b491230985db

iphertext

∗
96296994aba80db3ea81b491230900db

277



Table J.2: Single fault in round 9.

key 00000000000000000000000000000000

message 49686472bbb88ab744253f51be7

iphertext 43720bee23f577a8311bf769f58e97e7

iphertext

∗
00720bee23f57700311b0069f50097e7

Table J.3: Fault stritly before round 9.

key 00000000000000000000000000000000

message be6d1ddeb2406e9a8546ef652844e7

iphertext fa73b0ffb30e9209e8bfe8f77b96f4

iphertext

∗
00000000000000000000000000000000

The reason why all the faults are seen in the last round is as follows. When an

XOR gate is implemented using positive logi, it is a ombination of AND, OR gates

and inverters (for inverted inputs). These inverters yield a mixture of true and false

part of the design as per the de�nition of XOR. Thus a fault ourring in a true part

is further orrupted by mixing with the false part and vie versa. The MixColumns

operation involves a lot of XOR operations. Therefore a MixColumns operation after a

fault will orrupt the fault whih annot be deteted. Sine the last round does not have

MixColumns, the faults are deteted but not exploitable. One interesting observation

was that every time a byte is a�eted by a fault, a null byte in the iphertext was re�eted

at its expeted plae. This means that even after suessfully injeting the fault during

enryption and preisely knowing the loation of the fault, the output does not give

any information whih an be ated upon to retrieve the hidden serets. The results

observed are easily reproduible. This means that for a partiular voltage lower than

the nominal voltage, if the iphertext and input message are onstant, the fault is often

in the same sbox. This feature gives us better �exibility for omplete analysis of these

faults. Therefore, a WDDL design is naturally seure against setup violation faults. This

has been further explained in the setion J.5.1.

J.5 Theoretial Fault Analysis

The purpose of this setion is to show that the fault model orresponding to a setup

violation time has the onsequene that all DFAs on AES in WDDL are impratial.
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J.5.1 Fault Analysis on AES in WDDL with SubBytes in LUTs

J.5.1.1 Fault Model

In an under-powering or over-loking attak, faults arise from a setup time viola-

tion [412, 242℄. Authors of paper [129℄ argue that the e�et of a glith on the power

supply inreases the propagation times of all the signals, whih makes this disturbane

similar in e�et to the global hip under-powering. As the WDDL protool with a (0, 0)

spaer starts in evaluation step with all the nodes voltage equal to zero, the evaluation

onsists in propagating rising transitions along exatly half of the wires. If by any means,

an attaker manages to trigger a setup time violation, the onsequene is an asymmetri

bit �ip: only 1 to 0 errors are onsidered. Therefore, the onsequene of the fault is to

leave (at least) one dual-rail signal in its (0, 0) preharge state, while the others ouples

of wire are in legal (0, 1) or (1, 0) evaluation state.

As already disussed in Se. J.4, the error is likely to happen for a few dual-rail signals

if the stress level is low. This invalid data representation will then propagate through

the next round logi. Four ases are possible:

1. the protool error an turn into funtional errors on the data or not, and

2. the protool errors an vanish while �owing through the ombinatorial logi (self

protool healing), or, at the opposite, be ampli�ed.

The next setion shows that funtional errors our, orresponding to bits erasure. In

addition, the erasure rate inreases: one single error at the entrane of a round will

trigger many invalid preharge bits to be generated, and we show that in a reasonable

ryptographi algorithm (no omputation is done uselessly), the erasure rate inreases.

The onsequene is that, after some perolation in the ombinatorial logi, most of the

values are erased.

J.5.1.2 Propagation of Faults

We start this analysis by the example of two representative gates: the AND and the

XOR funtions eah having two inputs that we note a and b. We assume in this study that

the fault ours on input a. In evaluation, instead of having (at, af ) = (0, 1) when a = 0
and (at, af ) = (1, 0) otherwise, we simply have at = af = 0, whih an also be expressed

as a=NULL. The logi that implements the AND gate is (ct, cf ) = (at · bt, af + bf ).
When a is faulty, the Tab. J.4 funtion degenerates to AND(a∗, b) = 0 if b = 0, and
NULL otherwise.

The same analysis an be arried out for the WDDL XOR gate in �gure 10. The logi

that implements the WDDL XOR gate is (ct, cf ) = (at · bf + af · bt, (af + bt) · (at + bf )).
This equation shows that if we have a faulty input (at = af = 0) then the output will be

NULL (ct = cf = 0) . Thus the XOR gate has a maximum error propagation sine the

error is propagated for any value of b as shown in table J.5.

Now, for any funtion f , we have this property:
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Table J.4: Modi�ed funtionality of an AND gate in the presene of erasure faults.

Corret omputation

a b at af bt bf ct cf c

0 0 0 1 0 1 0 1 0

0 1 0 1 1 0 0 1 0

1 0 1 0 0 1 0 1 0

1 1 1 0 1 0 1 0 1

Faulted omputation

a b at af bt bf ct cf c

NULL 0 0 0 0 1 0 1 0

NULL 1 0 0 1 0 0 0 NULL

Table J.5: Modi�ed funtionality of an XOR gate in the presene of erasure faults.

Faulted omputation

a b at af bt bf ct cf c

NULL 0 0 0 0 1 0 0 NULL

NULL 1 0 0 1 0 0 0 NULL
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De�nition 1. Let f be a positive Boolean funtion with inputs (a, b) then its WDDL

equivalent F an be de�ned as:

{
Ft(at, bt) = f(at, bt) ,

Ff (af , bf ) = f(af , bf ) .

The output of f is orret when f does not depend on the faulty input, and erased other-

wise.

The proof is straightforward. If the output does not depend on the faulty input,

the omputation is orret for both the true and the false outputs, beause the protool

violation does not impat the result. On the ontrary, for the on�guration of non-faulty

inputs b suh as F depends on the faulty input bit, then we have four ases:

1. Ft = Ff = 1: impossible sine F is positive and the inputs are lower than a legal

value, that is either (1, 0) or (0, 1),

2. Ft = 1 and Ff = 0. In this ase, 1 = f(0, b) [equation for Ft℄ and 0 = f(0, b) =

f(1, b) [equation for Ff ℄ , i.e. 1 = f(1, b). Therefore f(0, b) = f(1, b). However, we
assumed that F does depend on the �rst faulty input, hene a ontradition.

3. Ft = 0 and Ff = 1: for the same reason, this ase is inompatible with the input

on�guration suh that F does depend on the faulty input.

4. Consequently, the only possibility is that Ft = Ff = 0, hene a NULL propagation.

Let us now study a random funtion, modeling the byte substitution table (SubBytes)

of the AES. If there is a NULL fault at the input, then:

� for one half of the input data, a spei� output bit will depend on this input, and

� for the other half, the targeted output bit does not depend on the input.
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Table J.6: Equations for the bytes transformations ×01, ×02 and ×03.

a′ a× 01 a× 02 a× 03

a′7 a7 a6 a7 ⊕ a6

a′6 a6 a5 a6 ⊕ a5

a′5 a5 a4 a5 ⊕ a4

a′4 a4 a3 ⊕ a7 a4 ⊕ a3 ⊕ a7

a′3 a3 a2 ⊕ a7 a3 ⊕ a2 ⊕ a7

a′2 a2 a1 a2 ⊕ a1

a′1 a1 a0 ⊕ a7 a1 ⊕ a0 ⊕ a7

a′0 a0 a7 a0 ⊕ a7

Therefore, statistially, one half of the output bits are erased to NULL. Notie that

this result is independent of the exat funtional deomposition in a positive dual gates

netlist. Similarly, if two inputs are erased, then 3/4 of the outputs will also be NULL.

And of ourse, when seven or eight errors are presented at the input, all the output bits

beome NULL.

We have already shown in setion J.5.1.2 that with XOR gates the fault propagation

is maximal. The MixColumns transformation is a multipliation of a polynomial over

GF (28) with the �xed polynomial a(x)[J.1℄, redued modulo x4 + 1.

a(x) = (0x03)x3 + (0x01)x2 + (0x01)x+ (0x02) (J.1)

The equations for the byte multipliations involved in this multipliation are written

down in Tab. J.6. Hene we see that the MixColumns operation is implemented as a tree

of XOR gates. This ensures a maximum propagation of NULL.

In an SPN (substitution permutation network) like AES, the fault number an only

grow at eah step. Indeed, for every blok f , if a fault is stopped, then: f('U', x)
is ertain, for a given input x. Now, this means that f('0', x) = f('1', x), and this

implies that f is not bijetive. Therefore, di�erential attaks beome di�ult as the

attaker observes an erased value, and annot baktrak from the faulty iphertext. The

best ase being when all the output bits are erased and thus no information that an be

useful to generate the key is available.

Unlike byte-�ips indued by a laser, the setup time violation on WDDL auses no

omputation to be wrong. Instead, when an input is partially NULL, the logi evaluates

the bits that an be orret for sure, but answers NULL if it annot deide. Therefore,

the propagation model is that of 'U' in VHDL [229℄. The logi tries to evaluate bits that

would not be wrong if any orret value ('0' or '1') were used instead of 'U'. We reall

in Tab. J.7 the extended truth table of the universal gate AND over {'0', '1', 'U'}2.
As shown in Fig. 11, the onversion of the dual-rail signals to single-rail turns a NULL

into a '0'. This iruit makes use of both true and false signal halves, so as to prevent
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Table J.7: Truth table for the universal gate AND.

AND '0' '1' 'U'

'0' '0' '0' '0'

'1' '0' '1' 'U'

'U' '0' 'U' 'U'

xf

xt x

Figure 11: Dual-to-single rail iruitry usable in the ase of a NULL0 spaer.

the CAD tool from simplifying half of the logi and balane the true and false networks.

Therefore, if a fault ours during the omputation, it an be observed. This di�erene

ould be exploited by an attak, as done in the attak of Gilles Piret. However, the

omputed di�erential will not dislose any information about the last round key, sine

the XOR funtion used to mix it propagates a NULL.

All the onsiderations detailed regarding WDDL rely on the fat the gates are positive.

Indeed, the gates will stik to zero unless valid values are produed. This is not true for

delay insensitive gates whih stay in a zero state and jam the omputation. Notie that in

WDDL the results are independent of the type of spaer used. It an be NULL0
.
= (0, 0),

NULL1
.
= (1, 1), used as onstants or interleaved alternatively or randomly.

J.5.1.3 Generalization to Arbitrary Fault Models

We onsider two ategories of faults:

1. Asymmetri faults, where bits an only be �ipped from 1 to 0. This type of faults

is typial enountered in WDDL iruits stressed by a global perturbation, suh

as under-voltage or over-loking. Glith attaks an lead to the same symptom,

beause it manifests in adding a delay globally to all wires. Flash of white light

have been reported in [85, �12, page 163℄ to zero seletively the output of some

operations. Equally, laser shots on SRAM-based FPGAs tend to favor 1 → 0
bit-�ips over 0 → 1 [286℄. Notie that in DPL with a (1, 1) spaer, the opposite

transition ours when trying non-invasive attaks. We do not detail this situation

as it is the exat opposite of the 1 to 0 ase.

2. Symmetri faults, where bits are suseptible of toggling in both diretions. Laser

shots an trigger both 1 to 0 and 0 to 1 transitions. This fault is thus semi-invasive,

as opposed to the previous ones. Therefore, it models a more powerful attaker, at

least able to hemially prepare the sample to attak.
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In the ontext of asymmetri faults, DPL iruits are natively proteted as suh. In

this respet, it is interesting to ompare the pros and the ons of synhronous and asyn-

hronous iruits. When exposed to under-voltage, asynhronous iruits will ontinue

to work, down to a voltage value where the gates will not be supplied enough to produe

a strong one. Below this threshold, errors of type "stuk at zero" will manifest, exatly

as in the ase of synhronous iruits. Overloking is not an attak that applies to asyn-

hronous iruits that are, by de�nition, lokless. However, we have notied that this

perturbation is ine�etive is exposing serets. Therefore, a synhronous iruit will be

less reliable in the presene of non-invasive faults, but as seure as an asynhronous ir-

uit. A trade-o� between the two approahes an be reahed by onsidering synhronous

iruits with jitter on the lok. The jitter an have a large variane, sine even if it

onduts to a setup time violation, the serets remain safe. Therefore, with DPL, it is

seure when used in addition with aggressive lok jitter.

If the attaker has the means to injet symmetri faults, then three types of prote-

tions must be onsidered:

1. When the fault indution is gentle, single bit �ips is the most likely fault model.

In this ase, even if the fault is a 0 to 1 transition ourring during the evaluation

stage, the only risk is to reate a (1, 1), also alled NULL1. However, in a dual

way of the ase study of the propagation of NULL0 values, we an show that the

propagation of NULL1 onsist in an erasure of the data, so that the syndrome does

not onvey any single bit of information about the faulty iruit internal state.

DPL style thus fores the attaker to be less furtive.

2. With a more intense stress, the attaker will start to indue multiple faults with

low multipliity. In this ase, a DPL gate an output ompletely false values. For

instane, an AND gate for whih the inputs are NULL0 and NULL1 evaluates to

the orret value 0 (with respet to WDDL valid states), even if the two unfaulty

inputs were both equal to 1. To protet the implementation against those attaks,

additional detetion hardware must be added so as to ross-hek the omputation.

A little gain an however be obtained: As the DPL style is proteted against single

faults, a datapath of n bits an be heked with ode words of only n−1 bits without
risking to weaken the seurity level. A protetion method at the tehnologial level

suh as the one presented in [461, 462℄ ould be extended from SRAM points to

DFFs and ombinatorial gates. By using high-VT P transistors (those that ompute

the '1') and low-VT N transistors (those that ompute the '0'), the designer ould

make the faults 1→ 0 muh more likely than the opposite 0→ 1.

3. When the stress is very strong, then we expet the faults to be very frequent. Hene

the reommendation to use physial aptors spread on the hip surfae.

Now, if we onsider only asymmetri faults, we ould think that power analysis ould

be made possible by the fault injetion. Indeed, if DFA does not expose the key, it

at least indiate to the attaker that a fault has happened. More preisely, we ould

imagine to orrelate the amount of deteted faults to a side-hannel, in a view to establish

orrelations. Indeed, in nominal operation onditions, the ativity is onstant: half of
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the gates ommute in eah lok yle. When a fault is injeted, the ativity will beome

lower:

� in a fault position dependent fashion (for sure), as illustrated in Fig. 12,

� but perhaps also in a data dependent fashion.
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Figure 12: Power dependene of a WDDL iruit in the faults.

However, suh an attak annot be mounted, sine if a sensible variable is faulty,

irrespetively of its value, the fault will generate a NULL0. Therefore, after the fault,

the system has forgotten its value, and omputation (in terms of number of toggles) will

ontinue in similar ways. This argument is on�rmed by the pratial observation of

power onsumption of WDDL AES as shown in �gure 13. We an see that the power

onsumption of the devie is abruptly redued as soon as the fault ours approximately

at time 2130 ps. The power onsumption further redues after two yles and remains

onstant till the end of enryption. It takes exatly 2 yles (1 ShiftRows and 2 Mix-

Columns) for NULL0 to di�use through the whole design. This holds even if the DPA

protetion has a seond order �aw, suh as early evaluation. The only way to take ad-

vantage of suh a �aw is to exploit it without faults. Indeed, to rephrase why DFA does

not help the DPA, with faults, the distintions of power urves at seond order simply

disappear. We annot show any experimental urve to illustrate this point sine we have

no mean to dedue the bit onerned with the fault based on the sole knowledge of the

iphertext.
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Figure 13: Pratial power onsumption of a WDDL iruit, without faults (top) and in

the faults (bottom).

Finally, we attrat the reader's attention to the fat that vulnerability analysis of

WDDL against faults exploitation or DPA in the presene of faults has been argued in

the preharge to evaluation step. However, it an be transposed without any hange to

the ase of evaluation to preharge step. Indeed, the iruit's behavior is unhanged,
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Figure 14: Counter-measure based on the insertion of a monitoring logi with a propa-

gation time larger than the ritial path of the rest of the iruit.

exept that vulnerable transitions, previously 0→ 1, are replaed with 1→ 0. However
the attaker has less insight, sine she annot observe the faults ourring in the preharge

stage, that are �ltered out by the WDDL iruit wrapper desribed in Se. J.2.2.

J.5.2 Counter-Measures against Non-Invasive Attaks

Permanent stress, suh as a ontinuously low voltage or high frequeny, generates

faults that are trivially undeteted by ountermeasures based on timing redundany. In-

deed, the same fault is very likely to happen eah time the same omputation is exeuted:

as the results are onsistently false, they are wrongly assumed to be valid. In partiular,

the double-data rate omputation template [288℄ annot be used as a protetion against

the exposure to a steady stress. Thus di�erent ountermeasures must be thought of:

those based on information redundany are suitable. We desribe below a muh heaper

alternative.

A straightforward ountermeasure against non-invasive attaks on various iruits

(not only DPL) onsists in inserting into the iruit some logi in harge of deteting

abnormal situations before the ritial parts of the designs beome faulty. For instane,

the �gure 14 presents a setup onsisting of an even number of inverters, making up a

delay line, inserted between two registers. The soure register inverts its value every

yle and the ombinatorial hain of even number of inverters omputes always the same

value. At the end of the hain, a destination register heks that the value omputed

by the hain. The setup time of the invertor hain is violated if the monitored (output)

value O is di�erent than the previous input (or equal to the urrent input I). Hopefully,
if the hain is designed to be longer than the ritial path, an alarm is raised before the

ryptographi parts of the design beome faulty.

The hain should be implemented in suh a way that it operates at the same lok

as the proteted iruit and driven by the same soure voltage. We implemented this

ountermeasure on an Altera Stratix FPGA [410, Se. 5℄. Instead of using RTL invertor,

we used an �Lell�, the Stratix primitive ell for delay elements, implemented in a LuT

resoure. This is depited in Fig. 15. The advantage of using Lells is that the user is

sure that synthesis tool will not remove or shorten the length of the hain during pre- or

post-P&R optimization.

We analyzed the hain in order to �nd a relationship between the length of the hain

and the voltage at whih the �rst fault ours. On the same designs, we also searh for the
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Figure 15: Mapping of the hain of invertors involved in the ountermeasure presented

in Fig. 14.
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Figure 16: Maximal voltage at nominal frequeny (a) and minimal frequeny at nominal

voltage (b) where the ountermeasure of Fig. 14 detets a fault, for 40 to 80 Lells in the

hain.

minimal frequeny (at nominal voltage) at whih the hain detets a fault. Figure 16(a)

shows the voltage of the setup time violation in funtion of the Lell number used in the

hain. It is lear that the violation voltage inreases more or less a�nely with the number

of bu�ers. Figure 16(b) shows the same haraterization with respet to over-loking.

The two haraterizations done in Fig. 16 allow for a reasoned adjustment of the

ountermeasure and for the estimation of its tolerane margin. It is also interesting

to plot the relationship between the �ritial frequeny� and the �ritial voltage�. This

information, plotted in Fig. 17, provides the equivalene of devie sensitivity [266℄ against

two global means of injeting faults (over-loking and under-feeding) [233, Chap. 17℄.

J.6 Conlusion

Information masking and hiding are two onurrent protetion tehniques against

side-hannel attaks. Last year at FDTC'08, Arnaud BOSCHER and Helena HAND-

SCHUH showed that masking does not protet against fault attaks [52℄. On the on-

trary, we have demonstrated theoretially and shown pratially that information hiding

(suh as DPL) makes it di�ult to mount fault attaks, sine faulty outputs reveal no

information about the keys. Unlike the "di�erential behavioral attak" (DBA [386℄),
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Figure 17: �Critial frequeny� versus �ritial voltage�, for various Lell numbers in the

ountermeasure of Fig. 14.

where a simultaneous observation of the faulty message and of the power urve empow-

ers an attaker into mounting an attak, in the ase of WDDL the attaker annot learn

anything from power urve orresponding to a faulty enryption.

We show, for the �rst time, that asymmetri fault attaks in general being not a threat

for DPL iruits. As a perspetive, we an study whether or not more traditional faults

model (suh as the byte-�ip aused by a laser spot) also leads to unsuessful attaks.

Provided this analysis turns out to be orret, all previously proposed ountermeasures

against DFA for WDDL would be useless: for instane, the alarm (namely the ('1', '1')

state) propagation sheme presented in [319℄ warns of a possible attak against whih

the iruit is already natively immune.
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Appendix K

Combined SCA and DFA

Countermeasures Integrable in a

FPGA Design Flow

Extended version of artile [33℄

Authors: Shivam Bhasin, Jean-Lu Danger, Florent Flament, Tarik Graba, Sylvain

Guilley, Yves Mathieu, Maxime Nassar, Laurent Sauvage and Nidhal Selmane

Abstrat

The main hallenge when implementing ryptographi algorithms in

hardware is to protet them against attaks that target diretly the

devie. Two strategies are ustomarily employed by malevolent ad-

versaries: observation and di�erential perturbation attaks, also alled

SCA and DFA in the abundant sienti� literature on this topi. Nu-

merous researh e�orts have been arried out to defeat respetively

SCA or DFA. However, few publiations deal with onomitant pro-

tetion against both threats. The urrent onsensus is to devise algo-

rithmi ountermeasures to DFA and subsequently to synthesize the

DFA-proteted design thanks to a DPA-resistant CAD �ow. In this ar-

tile, we put to the fore that this approah is the best neither in terms

of performane nor of relevane. Notably, the ontribution of this paper

is to demonstrate that the strongest SCA ountermeasure known so far,

namely the dual-rail with preharge logi styles that do not evaluate

early, happen surprisingly to be almost natively immune to most DFAs.

Therefore, unexpeted two-in-one solutions against SCA and DFA in-

deed exist and deserve a loser attention, beause they ally simpliity

with e�ieny. In partiular, we illustrate a logi style, alled WDDL

without early evaluation (WDDL w/o EE), and a design �ow that real-

izes in pratie one possible ombined DPA and DFA ounter-measure

espeially suited for reon�gurable hardware.
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Keywords: Side-Channel Analysis (SCA), Di�erential Power Analysis (DPA), Dual-

rail with Preharge Logi (DPL), Early Evaluation (EE), Di�erential Fault Analysis

(DFA), Wave Dynami Di�erential Logi (WDDL), Computer-Aided Design (CAD),

Field Programmable Gates Array (FPGA).

K.1 Introdution

Embedded systems that ontain ryptographi modules are beoming ommonplae

with the generalization of privay, authentiation and integrity in digital ommuniations.

The ryptographi hardware is very resoure onsuming beause it relies on omplex

operations needed to prevent illegitimate users from spying, impersonating or altering

the ommuniations. Therefore, many studies fous on the optimization of ryptographi

bloks. In parallel, new threats � not of ryptanalyti nature � have shown up: it has

been suggested and demonstrated that an attaker an break the logial seurity onveyed

by the ryptography by merely observing or perturbing it on the physial layer. The

ommon point between those two exation strategies is their aim to defeat the seurity

by retrieving some seret elements (suh as keys) from whih the seurity features stem.

On the one hand, observation attaks are also known as side-hannel attaks (abridged

�SCAs� [248℄), in that they exploit a physial leakage of the devie to gain information

about its internal serets. On the other hand, perturbation attaks onsist in altering the

state of the devie so as to retrieve faulted outputs, that together with nominal outputs,

an dislose or negate relationships within the seret bits normally onealed into the

hardware; these attaks are referred to as di�erential fault analyses (abridged �DFAs� [45,

357℄). The main strength of SCAs is their furtivity. As they are virtually impossible

to detet, an adequate ountermeasure must be vigilant eah time the ryptographi

engine is in use. On the ontrary, the �rst prerequisite for a DFA to be suessful is to

atually modify the devie's state. A detetion strategy an thus be enfored to hek

for the devie operations' integrity. However, the areful hek of all omponents of an

embedded system is very fastidious and error-prone. In addition, even if any sensitive

data is arefully monitored for integrity, the faults overage remains an issue. Indeed, if

deteting one single error (of unitary bit entropy) is easy using simple parity odes, the

detetion of multiple errors is more di�ult to address. In general, the detetion logi

omplexity is growing exponentially with the faults multipliity, whih quikly beomes

deterrent in terms of overhead in pratial appliations.

One devie an be laimed tamper-resistant only if it is proteted, at least to some

extent, against both SCA and DFA simultaneously. It must be notied that the e�orts to

deploy in protetion depend on the threat. To be suessful, the best attaks known so far

require to garner some thousands

1

of side-hannel traes reording (in SCAs) [248℄ but

only a ouple of faults (in DFAs) [45, 357℄ from an unproteted devie. As a onsequene,

the need for protetion is more stringent against DFA than it is against SCA. This asym-

metry is one reason for whih the ountermeasures against DFA and SCA are nowadays

1. And sometimes only a few hundreds an be enough, as exempli�ed in the DPA ontest [445℄.
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studied separately: this partitioning makes it possible for a designer team to tune the

ountermeasure e�ieny aording of the threat urgeny, while keeping the �exibility

to ombine them at the �nal stage of integration. Another reason why ountermeasures

against DFA and SCA are onsidered independently is linked with our state-of-art in de-

fense. The protetion against DFA is naturally ahieved at an algorithmi level, with the

introdution of redundany in data representation and proessing. However, the e�etive

protetion against SCA is more subtle, sine it requires the removal for any soure of

leakage through physial side-hannels. Therefore, the widespread methodology onsists

in using dediated logi gates along with ad ho bakend steps. As we know how to resist

against DFA before the logi synthesis and to resist against DPA after synthesis, it is

impliitly onsidered obvious that the protetion against DFA and DPA should be built

one on top of eah other.

In this artile, we advoate that this methodology is neither natural nor e�ient. Ba-

sially, we show that a lass of strong ountermeasures against SCA, namely all variants

of dual-rail with preharge logi (DPL) styles whih do not su�er from early evaluation

(EE), are already proteted against the state-of-the-art fault injetion tehniques. Thus,

by subsuming the individual issues of seurization against SCA and DFA into a unique

problem, we arrive to an original solution that is eonomi in resoures beause of its

duality w.r.t. both the SCA and the DFA threats

2

. In addition, we show that the oun-

termeasure is all the more e�ient as the faults multipliity is high, whih is a property

out of reah of traditional protetions based on oding theory.

Some previous works have already attempted to provide joint ountermeasures against

SCA and DFA, but thanks to spei� features of FPGAs. For instane, the twain pa-

pers [71, 306℄ show how to resist SCA and DFA when dynami partial reon�guration is

available. In our artile, we ahieve the same result even on low-ost FPGAs that annot

be reon�gured at run-time. Also, the onferene paper [297℄ employs the DPL strategy,

but with a gate-level integrity hek (that resembles [183℄). We prove in this paper that

this systemati veri�ation is overkill.

The rest of the artile is organized as follows. Setion K.2 presents the DPL prote-

tion against SCA, and motivates for the preferene of DPL without EE. In setion K.3,

the protetion potential of DPL (w/ or w/o EE) against DFA is explained. The se-

tion K.4 presents a methodology for mapping this protetion into FPGAs, and details

its performanes in terms of resoures usage. Finally, onlusions are disussed in se-

tion K.5.

K.2 Dual-rail with Preharge Logi Styles against SCAs

The goal of a protetion against SCAs is to prevent any attaker from retrieving

any information from any internal bit. Various solutions have been proposed to address

this requirement. Side-hannel masking onsists in making the ativity of sensitive bits

random by rewriting the algorithm in suh a way that those variables depend on a

2. This approah ounters in partiular the shrewd threat of �Passive & Ative Power Attaks�, aka

PACA [10℄.
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external entropy soure. Side-hannel hiding adds redundant logi so as to end up with a

onstant ativity when sensitive bits are manipulated. Eah solution has its own pros and

ons; some logi styles, based on �masked DPL gates�, even mix the two for an improved

seurity. Still, the omparison between these seurization options is beyond the sope of

this artile.

In this artile, we fous on the hiding styles. Indeed, as will be made lear in Se. K.3,

those styles ombine harmoniously with DFA protetion, whereas masking styles do not,

as demonstrated in [52℄. Information hiding at the bit level an be ahieved by a large

variety of ad ho enodings and protools. However, the most onvenient ones rely on a

so-alled dual-rail with preharge representation. Every bit a involved in the algorithm is

atually mapped into a ouple of wires, named (a
F

, a
T

), and alled the `false' and `true'

halves of the dual-rail variable a. The ouple (a
T

, a
F

) alternates between two values:

1. (0, 0) or (1, 1), alled NULL0 or NULL1, and designated as a NULL token, playing

the role of spaer, and

2. (1, 0) or (0, 1), alled VALID0 or VALID1, and designated as a VALID token,

arrying the value of a.

One DPL omputation alternates NULL and VALID tokens, with the remarkable prop-

erty that exatly one bit toggle ours in eah transition. A pair of gates (f
F

, f
T

) respets
the DPL onvention if:

� It propagates the NULL values, i.e., if all the inputs are NULL, then (f
F

, f
T

) is
also NULL.

� It propagates the VALID values, i.e., if all the inputs are VALID, then (f
F

, f
T

) is
also VALID.

Wave dynami di�erential logi (WDDL [456℄) has been the �rst logi style to implement

these onditions. WDDL has the nie property to be separable, meaning that f
F

(resp.

f
T

) depends only on the false (resp. the true) inputs half. However, some other prop-

erties have been added afterwards to ensure a seure operation of WDDL. First of all,

it has been notied that on the way from all NULL to all VALID values, glithes ould

our if the funtions (f
F

, f
T

) were not positive [204℄. Afterwards, many authors notie

onomitantly that the evaluation time depends on the inputs values [253, 390℄. An up-

to-date list of known DPLs styles used as side-hannel information hiding ountermeasure

is given in Tab. K.1.

The salient features of these logi styles are brie�y desribed below:

� WDDL is the less omplex DPL style beause it is separable, whih makes it

possible to redue the overhead of eah dual network.

� MDPL adds some logi on top of WDDL to swap randomly the logi interonnet

pairs, in a view to balane the routing mismathes. Indeed, this problem is not

addressed diretly by WDDL but is left to the layouter [457, 191℄.

� iMDPL �xes the leakage onveyed by data-dependant evaluation and preharge

dates in WDDL and MDPL.

� DRSL ombines masking and early evaluation protetion, and is optimized to be

ompat using one standard ASIC ell (OAI222) and all RSL [441, 442℄ gates.
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Table K.1: Seurity features of lassial DPL styles.

DPL style + referene ∃ Random? ∃ EE? Target

WDDL [456℄ No Yes ASIC and FPGA

MDPL [359℄ Yes Yes ASIC and FPGA

iMDPL [358℄ Yes No ASIC and FPGA

DRSL [79℄ Yes No ASIC

STTL [417℄ No No ASIC and FPGA

SeLib [193, 189℄ No No ASIC

WDDL w/o EE [this artile℄ No No FPGA

� STTL is a non-masked improvement of WDDL style free of early evaluation. STTL

is however not balaned in struture, as WDDL, and is limited in speed by the

slow validation path, by design longer than the path of the data signal pairs. This

limitation seriously impedes the throughput of STTL. Eventually, we underline

that STTL requires the routing of three wires per logial signal.

� SeLib is non-masked omputation style that �xes the EE issue and features a bal-

aned struture. To be exhaustive, we should also mention the NCL (Null Conven-

tion Logi) that is a generalization of SeLib albeit deprived from any �strutural�

balane e�ort.

� WDDL w/o EE is a logi style dediated to FPGAs that removes the EE without

omputing a rendezvous. Instead, eah funtional half gate reeives the true and

false inputs, and deides to output the VALID value only when all the inputs are

VALID. This behavior an be ahieved by a purely ombinatorial gate, as depited

in Tab. K.2. The detailed rationale behind the �WDDL w/o EE� style is the

following:

� The gate outputs NULL{0,1} when the inputs are NULL{0,1} or transitional

from this value.

� The gate outputs VALID only when all the inputs are VALID.

� In ase of inonsistent values w.r.t. the DPL onvention, the gate outputs an

arbitrary NULL value.

This logi does not evaluate early by design, and propagates errors: if any input

is stuk to NULL or if the input is out of spei�ations, then the output always

remains to NULL too. In addition, this logi does not generate glithes even if

the funtionality is not positive, and an be inverting. Therefore, the synthesis

is more optimized than for plain WDDL.
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Table K.2: Look-up-Table (LuT) masks enoding for 4-input LuTs implementing the

AND funtion in WDDL w/o early evaluation.

AND_T AND_F Input state in

a
T

a
F

b
T

b
F

FC80 FAE0 the DPL protool

0 0 0 0 0

0

0

0

All NULL0

0 0 0 1 0 0 Transitional from NULL0

0 0 1 0 0 0 Transitional from NULL0

0 0 1 1 0 0 Faulty

0 1 0 0 0

8

0

E

Transitional from NULL0

0 1 0 1 0 1 All VALID: (a, b) = (0, 0)

0 1 1 0 0 1 All VALID: (a, b) = (0, 1)

0 1 1 1 1 1 Transitional from NULL1

1 0 0 0 0

C

0

A

Transitional from NULL0

1 0 0 1 0 1 All VALID: (a, b) = (1, 0)

1 0 1 0 1 0 All VALID: (a, b) = (1, 1)

1 0 1 1 1 1 Transitional from NULL1

1 1 0 0 1

F

1

F

Faulty

1 1 0 1 1 1 Transitional from NULL1

1 1 1 0 1 1 Transitional from NULL1

1 1 1 1 1 1 All NULL1
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K.3 Potential of DPL w/o EE for Protetion against DFAs

K.3.1 Fault Model

We assume in the sequel that multiple faults an be generated loally (by means of

a laser or an eletromagneti injetion [369℄), but deorrelated one from eah other.

K.3.2 Early Evaluation Prevention and Faults Transformations

This artile is based on [411℄, that has already shown that WDDL is immune against

multiple asymmetri faults suh as those aused by setup violations. Basially, the idea

is that asymmetri faults are able to turn any VALID token into a given NULL one. For

instane, the fault an indue a mutation from any VALID to the NULL0 spaer. The

NULL token an propagate until the outputs, being even ampli�ed. However, the NULL

wave propagation ats as an eraser, whih means that the outputs have eventually lost any

information about the faulted values. A parallel is done in [411℄ between asymmetrial

faults and the logial propagation of 'U' value in the 9-valued type std_ulogi of VHDL

(IEEE standard number 1076).

We add in this paper that all dual-rail with preharge logis (DPLs) are atually

proteted against setup violation attaks. Indeed, they never dislose the faulty result in

the presene of a setup violation. Instead, they have two di�erent kinds of behavior:

1. WDDL and MDPL ompute results given the inputs, and propagate NULL spaers

for the outputs whose values are non deidable. This is the logi behavior of 'U' in

VHDL. One ould say that faults in these logis are reessive w.r.t. VALID values.

2. iMDPL, DRSL, STTL, SeLib and WDDL w/o EE propagate the NULL on the

fault fanout, even if a VALID value ould have been dedued. This is the logi be-

havior of 'X' in VHDL. Along with the former phenotypi metaphor, faults in this

seond lass of logis are dominant, or rather ontaminating, as their propagation

is indeed an unexpeted avalanhe e�et.

The impliation is that DPL in itself does not provide a good protetion against

symmetrial faults. As a matter of fat, it an �lter out a NULL (see Fig. 1(a)) and

generate a faulted VALID from NULL tokens (see Fig. 1(b)). In ontrast, the DPL

styles that are EE-free propagate the NULL unonditionally; this feature is even part

and parel of the WDDL w/o EE spei�ation. Additionally, the NULL (behaving like

an 'X') always absorbs other VALID faults, as shown in Tab. 2.

K.3.3 Propagation of NULL Values Through Substitution Boxes

The fault propagation in logis with EE is exploding in substitution boxes (sboxes).

The average number of NULL tokens at the output of various sboxes when one or several

NULL tokens of the same type (either NULL0 or NULL1) are at the input has been

omputed in Tab. K.3 for any logi style subjet to EE, suh as WDDL or MDPL.

In DPL w/o EE, the propagation is also independent on the implementation. It is

also more straightforward as it does not depend on the data: the propagation through
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(a): One NULL stopped

(b): Two NULLs turned into one false VALID

aF : 1
∗→ 0

bF : 1

aT : 0
bT : 0

OR

AND

yF : 1
∗→ 1 [no change]

yT : 0

aF : 0
∗→ 1

bF : 0

aT : 1
bT : 1

∗→ 0

OR

AND

yF : 0
∗→ 1

yT : 1
∗→ 0

Figure 1: Two DPL w/ EE drawbaks to �ght DFAs, illustrated on the example of a

WDDL AND gate. In this �gure and in the subsequent ones, the asterisk harater (*)

symbolizes the faults.

VALID
∗→

VALID∗

VALID
∗→

NULL

The output is completely NULL

bo
un
da
ry

ab
so
rp
tio
n

’X’

F
u
n
ct
io
n
f

output =
f(input)

input

Combinatorial
block
(e.g. one sbox)
implemented
in DPL w/o EE
style

faults

Figure 2: Illustration of the absorption of VALID faults by a salvo of NULL tokens in

two interpenetrating logi ones in a DPL w/o EE netlist.
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Table K.3: Number of NULL tokens propagated on average through the sboxes of AES

(8→ 8) and DES (6→ 4) in DPL with EE.

Fault AES Sbox DES Sboxes

multipliity (SubBytes) #1 #2 #3 #4 #5 #6 #7 #8

0 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

1 4.04 2.48 2.53 2.65 2.46 2.53 2.60 2.63 2.50

2 7.04 3.88 3.90 3.92 3.93 3.91 3.93 3.93 3.91

3 7.94 4.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00

4 8.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00

5 8.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00

6 8.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00 4.00

7 8.00 N.A.N.A.N.A.N.A.N.A.N.A.N.A.N.A.

8 8.00 N.A.N.A.N.A.N.A.N.A.N.A.N.A.N.A.

a gate ours i� the output depends on the given input. This is ase of all non-trivial

gates. Notably, any fault, even single, on the input of an sbox, orrupts the entire sbox

output: the propagation is maximal.

K.3.4 Analysis of the DFA Protetion of the Proposed Logi

Single bit faults are ine�ient against DPL beause they turn a VALID data into

a NULL token, that propagates and leads to an unexploitable error sine it hides the

faulted value. This is the typial senario desribed in paper [411℄. Highly multiple

faults generate randomly a large quantity of NULL values along with some more unlikely

but devastating bit-�ips. However, as NULL values are systematially propagated, they

proliferate very quikly after some ombinatorial logi layers traversal. And as they have

the nie property to ontaminate VALID values, the risky oherent bit-�ips (simultaneous

0
∗→ 1 and 1

∗→ 0 in one dual-rail ouple), they jam their propagation hopefully before

they reah the algorithm output. This absorption property is all the more e�ient as

the number of NULL generated by the multiple faults is high. Therefore, the only way

to injet a poisonous fault is to stress the iruit su�iently enough to have multiple

faults, without nonetheless reating too many faults so as to leave a hane for them

not to be absorbed during their perolation towards the outputs. But, hopefully, in this

opportunity window of low stress (generation of 2, 3, or maximum 4 errors beause of

the high di�usion of ryptographi algorithms), e�ient oding shemes an be used in

supplement to the DPL w/o EE protetion.

To be more aurate, we present a simple model that provides a onvining proof of

our assertion. Let us onsider a dual-rail iruit that is attaked with a perturbation

that is foalized on 2n wires, and that has an intensity su�ient enough to ause m ≤ 2n
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simultaneous faults. We also make the optimisti hypothesis that the m faults are equi-

distributed over the 2n wires, and that the �ips are truly symmetrial, i.e. it is as likely

to �ip to a 0 and to a 1. Those onditions model a worst ase from the defense view point,

beause they foster oherent bit-�ips suseptible to turn a VALID value into a VALID

∗

one, by the mean of two antinomi �ips on two wires pertaining to the same dual-rail

ouple. To further simplify the modelization, we also assume that the attaked blok has

a perfet di�usion: in pratie, this is not exatly true for one round of an algorithm,

but for at least two of them (and exatly two in the ase of AES). Nevertheless, it helps

us grasp more intuitively the idea of the proof without introduing overompliated

onsiderations. Therefore, for a fault to suessfully propagate through the round, no

single NULL shall be generated. Otherwise, the NULL wave athes the fault, beause

of the perfet di�usion, as already depited in Fig. 2. The �rst noting is that for VALID

faults to be generated, m must be even. Indeed, they are generated by pairs. If, on the

ontrary, m is odd, then at least one NULL (bit-�ip of one wire in a pair) is generated,

leading to the VALID fault absorption. Then, a VALID fault is generated i�, given a

unique fault, a seond one ours in the paired wire. For m = 2 faults, this happens with
probability 1/(2n − 1). For more faults, the generation of solely paired faults onsists

in always pairing the remaining faults. Then, the probability to generate at least one

VALID fault that survives until the output is equal to:

p(2n,m)
.
=





(
n

m/2

)/(
2n
m

)
if m is even,

0 otherwise.

This probability beomes very small starting from a multipliity of 4 when m inreases

up to n 3

. This is to be ontrasted with shemes involving a oding with error detetion.

They are basially able to detet:

� all the faults of multipliity smaller than the error detetion apability r 4

, but

� only a ratio of 1− 1/2r faults for m > r.

The �gure 3 ompares the rate of suessful faults injetion depending on the multipliity,

for an n = 8 set of wires, respetively for the proposed sheme based on DPL w/o EE

and for a lassial integrity hek with a linear ode deteting r = 2 bits of error.

The authors would like to insist that this is the �rst time that a ountermeasure

against DFA proves e�ient even in the ontext of a large number of faults. As a

matter of fat, usual shemes, based on spatio-temporal or oding, an be defeated with

high probability if the number of faults is greater than the detetion apaity. Smartly

enough, the implementations using DPL w/o EE take advantage of three properties that

all ontribute to destroy the VALID faults:

1. faults are very likely to alter only one wire in a pair, espeially if the stress is badly

loalized, thus reating muh more NULL tokens than wrong VALID pairs,

3. Whenm is too large, starting from n, the probability inreases, beause of the property: p(2n,m) =
p(2n, 2n−m).

4. Faults of multipliity m ≤ r mutate a ode word into a non-ode word.
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Figure 3: Probability that m faults injeted on n wires be innouous due to the prote-

tion onveyed by two di�erent ountermeasures: either a detetion by an informational

redundany sheme or an annihilation of the faulted data by one or several VALID

∗→
NULL token transformations.

2. beause of the protetion against EE, NULL values win against VALID ones, hereby

hiding in partiular VALID fault propagation,

3. as the algorithms implement ryptography, they have a high di�usion, whih helps

the NULL values meet (and thus eat) the possibly faulted VALID values still alive.

K.4 CAD Flow for the Proposed Counter-Measure

As every digital system, ryptographi oproessors an be separated into ontrol

and datapath. The datapath ontains the seret key related operations. Thus to assure

seurity of the design it is su�ient to seure the datapath only. A design �ow to

implement a ryptographi oproessor on an FPGA is shown in Fig. 4. Sine DPL

designs are redundant by nature, we have to use ustomised tool for proessing. The

goal of this synthesis is to remove the unneessary logi redundany while keeping the

redundany needed for DPL style. This annot be ahieved by a standard design �ow.

An ASIC synthesizer is used to synthesize the design with a library ontaining only those

gates whih respet the DPL style onstraints. Then the output netlist is proessed using

a ustom tool whih onverts a single-rail netlist into a DPL netlist. The ontroller is

then onneted to the datapath using a wrapper. Thereafter, a legay FPGA vendor tool

does synthesis, mapping, plaing & routing for the whole design on the FPGA. Although

the design �ow is shown for Altera FPGAs, it has also been tested apt for Xilinx FPGAs.

As stated earlier, to seure a design against SCA and DFA we an use a DPL style
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Figure 4: Design-�ow for proposed ounter-measure.

whih is free from EE. WDDL is a DPL style most suited for FPGA designs but it is prone

to EE. In [411℄, authors implement a WDDL design in FPGAs using a library ontaining

four-input funtions whih are positive in nature. We use the same methodology in this

paper. To make WDDL proteted against EE, we limit the library to two-input gates,

implemented as per Tab. K.2.

We have applied these syntheses on an AES [337℄ datapath in the Stratix family of

Altera. More preisely, we used an EP1S25B672C7 devie. The table K.4 summarizes

the area of an unproteted datapath, the same datapath proteted with an EE-prone logi

(namely WDDL) and with an EE-free logi (namely WDDL w/o EE). Both proteted

designs are embedded in EveSoC [224℄, and run at similar maximal frequeny (27.24 vs

27.36 MHz).

The implementation size of the �WDDL w/o EE� style is only slightly greater than

that of the original �WDDL�, however it is at the same time more seure against SCAs

and ompletely seure against any type of DFAs. The reason why WDDL w/o EE is

only 13% larger than WDDL w/ EE is that AES is omprised of many XOR gates,

that require the same number of LuTs in WDDL w/o & w/ EE. Finally, we emphasize

that the traditional way of proteting a WDDL iruit against faults would have been

to use some sort of redundany (for instane with detetion odes), that would for sure

represent an overhead in area similar or greater than 13%. This de�nitely demonstrates

that proteting at bakend-level (against SCA) a logial detetion mehanism (against

DFA) is not as e�ient in terms of surfae as the sole usage of a DPL w/o EE style for

both SCA and DFA resistane.
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Table K.4: Area of an AES datapath synthesized for the Stratix FPGA.

Logi style Referene WDDL w/ EE WDDL w/o EE

LuT4 ount 2,396 12,530 14,126

K.5 Conlusion

This paper shows that, in addition to inreasing the resistane against SCAs, the DPL

styles also help resist against DFAs. Indeed, single faults onsist in turning a VALID

token into a NULL one, whih oneals the value of the (sensible) data before orruption.

The DPL styles that protet against the EE side-hannel analysis ensure in addition

that the NULL propagation ontaminates all the data it rosses in the ombinatorial

logi ones. Thus, in the ase of multiple faults, both VALID faults and NULL tokens

are generated, but the NULL tokens destroy the VALID faults prior they arrive at the

algorithm observable outputs. Therefore, we show for the �rst time that a SCA ounter-

measure is, as suh, already an exellent ounter-measure against DFA.

We also introdue WDDL w/o EE, a simple logi style that enhanes the plain WDDL

style by making it EE-free and having it avoid non-VALID tokens propagation. In ad-

dition, the synthesis of WDDL w/o EE is e�ient beause even non-inverting and non-

positive funtions are allowed. We provide a mapping of this new logi into LuT4-based

FPGAs.
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Appendix L

Fault Injetion Resiliene

Extended version of artile [206℄

Authors: Sylvain Guilley, Laurent Sauvage, Jean-Lu Danger and Nidhal Selmane

Abstrat

Fault injetions onstitute a major threat to the seurity of embedded

systems. Errors ourring in the ryptographi algorithms have been

shown to be extremely dangerous, sine powerful attaks an exploit

few of them to reover the full serets. Most of the resistane teh-

niques to perturbation attaks have relied so far on the detetion of

faults. We present in this paper another strategy, based on the re-

siliene against fault attaks. The ore idea is to allow an erroneous

result to be outputted, but with the assurane that this faulty infor-

mation onveys no information about the serets onealed in the hip.

We �rst underline the bene�ts of FIR: false positive are never raised,

serets are not erased uselessly in ase of unompromising faults in-

jetions, whih inreases the ard lifespan if the fault is natural and

not malevolent, and FIR enables a high potential of resistane even in

the ontext of multiple faults. Then we illustrate two families of fault

injetion resiliene (FIR) shemes suitable for symmetri enryption.

The �rst family is a protool-level sheme that an be formally proved

resilient. The seond family mobilizes a speial logi-level arhiteture

of the ryptographi module. We notably detail how a ountermeasure

of this later family, namely dual-rail with preharge logi style, an

both protet both against ative and passive attaks, thereby bringing

a ombined global protetion of the devie. The ost of this logi is

evaluated as lower than detetion shemes. Finally, we also give some

ideas about the modalities of adjuntion of FIR to some erti�ation

shemes.

Keywords: Fault Injetion Attak (FIA), symmetri blok enryption, Denial of
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Servie (DoS), Fault Injetion Resiliene (FIR), Di�erential Fault Analysis (DFA), Side-

Channel Attak (SCA), Dual-rail with Preharge Logi (DPL).

L.1 Introdution

Seure embedded systems suh as smartards must be tamper-resistant so as to defeat

attaks that target diretly their implementation. Three kinds of threats have been

identi�ed on these devies: perturbation, observation and manipulation. Perturbation

attaks onsist in overtly hanging one data so as to either modify the hip's exeution

�ow or fore it to output inorret results. Observation attaks spei�ally target the

parts of the design that manipulate serets; their goal is to exploit unintentional side-

hannel leakages so as to reover sensitive information. Manipulation is an invasive attak

that gives to the attaker the power of modifying the hip's funtionality or of diretly

probing signals [216, 133℄.

Manipulation attaks are the most di�ult to resist against, beause of their intrusive-

ness: the devie, expeted to oneal data, is suddenly redued into a whitebox system.

Fortunately, manipulation attaks involve expensive laboratory equipments, trained per-

sonnel and the sari�e of many samples during their preparation [24℄. They are therefore

not the most ommon ones. In addition, e�ient ountermeasures exist, suh as tamper-

proof modules (e.g. Sishell and ACSIP solutions by former industrial Axalto) or ative

shield on top of the hip.

Observation attaks are less ostly attaks, sine some side-hannels, suh as the

magneti �eld, an be reorded at will without the hip even notiing it, in a non-

invasive or semi-invasive manner. There also exists a wealth of ounter-measures of

di�erent quality to make side-hannel attaks (SCA) di�ult.

Perturbation attaks require a means to alter the devie's behavior, without trigger-

ing the purported ountermeasures that ontinuously monitor the environment. Some

low ost global fault injetion attaks (suh as overloking [12, 130, 4℄, power underfeed-

ing [412, 19, 20℄ or heating [149, 377, 467℄) an be used against weakly proteted devies.

Most expensive attaks rely on a loal perturbation: for instane, laser or partile shots

an avoid ative shields and thus manage to surgially modify data in extremely well

loalized zones / dates. At the opposite, those tools an also be used to ause random

and extremely spread faults in spae / time. With little hane, those highly multiple

faults remain undeteted and thus suessfully alter the hip's state.

Observation attaks on ryptographi bloks usually require a ouple of hundreds

or thousands observations in absene of ountermeasures. At the opposite, fault inje-

tion attaks an reveal the seret with a small number of measurements. For instane,

RSA [385℄ omputed with the Chinese Remainder Theorem (CRT) an be broken with as

few as one faulty omputation [49℄. The last 128 bit of the key shedule of an AES [337℄

blok ipher an be retrieved with one single well-behaved faulty enryption [463℄. These

exploits motivate a speial fous on fault attaks. This is all the more true as theoreti-

ally sound ountermeasures have been proposed for SCAs [68℄ but that the overage of

fault attaks is launar: multiple faults, either spread in spae or in time, are extremely
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di�ult to withstand with the state-of-the-art ountermeasures. We therefore fous on

those attaks in the rest of this artile.

Fault injetions attaks (FIA) an basially attempt to deviate a targeted devie from

its nominal funtionality in two ways. Either the fault an diretly pro�t to the attaker,

suh as allowing her to aess unauthorized piees of information, or the fault indues a

orrupted omputation that the attaker post-proesses to reover serets. The �rst ase

is an attak against seurity mehanisms, whereas the seond one targets typially the

ryptographi modules. We will not over the �rst ase, sine known methods already

exist to ross-hek that a puntual valid bit is indeed orret. The seond ase is at

the heart of this paper. Indeed, heking for the orretness of all the steps of a lengthy

ryptographi omputation is more ostly. And above all, we notie that a ryptographi

system an indeed remain seure even if it outputs inorret results. We promote in

this paper the idea that, in most ryptographi protools, it su�es to make sure the

fault does not depend on any seret to maintain a provable seurity level. We all this

protetion strategy �fault injetion resiliene�, notion abridged as �FIR�.

The rest of the paper is organized as follows. The bene�t of the FIR over other teh-

niques based on detetion is disussed in Se. L.2. In Se. L.3, some suitable tehniques

to implement FIR are desribed. A ase study of a register transfer level (RTL) implem-

entation of FIR is detailed in Se. L.4. The impat of FIR in two seurity erti�ation

shemes is studied in Se. L.5. Finally, onlusions and perspetives are given in Se. L.6.

L.2 Bene�ts of FIR

L.2.1 State-of-the-art of Detetion Mehanisms

As already underlined, the detetion of faults is traditionally the method of hoie to

prevent fault attaks.

In the early years of fault tolerane in seure embedded systems, analogue solutions

were used. They onsist in disseminating voltage, temperature, light sensors or any mis-

ellaneous ombination thereof on the surfae of the hip. The problem of this approah

is that it requires a mixed design, whih is muh more ompliated from a CAD per-

spetive than a purely digital design. Also, the analogue parts are onsuming a lot of

power and area in the design. Those pratial and eonomial reasons explain why the

analogue solution is obsolesent.

Therefore modern designs resort to all-digital detetion mehanisms. The generi

ones exploit some arti�ial redundany. It an be either implemented in time, spae or

information (ode-based). All those strategies have been ompared in [289℄, and shown

to be roughly alike. Depending on the ryptographi sheme to protet, some dediated

ountermeasures an also be implemented. The idea is to exploit some identities of the

algorithm to protet so as to detet possible errors with a high probability. For example,

in a typial enryption: the enrypted message an be derypted and tested against the

original plaintext. The same applies to digital signatures: the signature an be veri�ed

before being outputted. We wish to underline that these very veri�ations an represent
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a weakness per se, notably in front of so-alled safe errors attaks [477℄.

However, the resiliene against faults attaks has seldom been proposed. At the

opposite, resiliene in observation attaks is de�nitely a hot topi. Following the proposal

of Paul C. Koher made at the rump-session of CHES 2006

1

[245℄ to update the keys

on a frequent and regular basis, ideas for side-hannel attaks resilient shemes have

ome up, as illustrated for instane by the �Provable Seurity against Physial Attaks�

workshop [269℄. But, to our best knowledge, no investigation about resiliene against

fault injetion attaks has been published so far. Atually, many tehniques of reliability

have been ported as suh to seurity appliations. Nonetheless the objetives of reliability

and seurity do di�er:

� Reliability requires ideally that either the omputations are orret or that an alarm

is raised;

� Seurity requires that the omputation result, if erroneous, arries no information

about seret involved in the omputation. This is a more �exible requirement than

for reliability. On the one hand, it allows the system to output a false result C∗

instead of the orret one C, as long as it reveals no information about the seretK.

A formalization of seurity models under fault attaks an be done, for instane

taking example on the pratie-oriented framework [434℄ in the sibling ase of

SCAs. Atually this work has already been initiated for instane by this preliminary

paper [263℄. From an information-theoreti perspetive, the requirement an be

stated as �the mutual information between (C,C∗) and K is null�. On the other

hand, rising an alarm an even be a vulnerability in some ontexts. For instane,

the di�erential behavior analysis (DBA [386℄) manages to extrat a key simply by

knowing whether or not the omputation went well, provided the fault model is of

�stuk-at� type and roughly reproduible. FIR has no onept of alarm, hene is

immune against suh attak methods.

Therefore, in this paper, we hallenge the re�ex of transposing methods of reliability to

seurity, beause we prove that they are overly onservative.

L.2.2 Comparison between Detetion and Resiliene

Neither detetion nor resilient shemes are able to withstand all the faults. Indeed,

whatever the protetion mehanism, we an theoretially build an attaker (possibly

adaptative) able to replae an authenti value with another one. The goal of the oun-

termeasure is to make this substitution very hany.

In this subsetion, we investigate the side-e�ets of the ountermeasures. The dete-

tion strategy su�ers two drawbaks

2

illustrated in Tab. L.1. First of all, the devie an

raise an alarm even if the result is orret. This is the ase when the fault happens on a

variable that does not impat the output. This situation is of ourse not true in general,

otherwise the variable ould have been removed from the implementation. However, in

the ourse of a spei� omputation, this is indeed possible. One trivial example is the

1. Available on the CHES 2006 website.

2. In biometris, the two drawbaks disussed in this paragraph would be alled respetively false

rejet and false aept (whose rates are known as respetively �FRR� and �FAR�).
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Table L.1: Classial fault detetion harateristis, where inonvenient features have been

highlighted in red olor.

Ciphertext inorret?

Yes No
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r
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e
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Safe Problem

of

availability

N

o

Problem

of

seurity

Safe

result of an AND gate, that has zero for one input, and that is faulted on its seond

input. The fault will not be propagated and the result will be orret irrespetive of

the fault taking plae or not. However, if a detetion mehanism raises an alarm, then

the whole omputation will be stopped and adequate ations will be undertaken, thus

ausing a denial of servie (DoS) despite the absene of any seurity problem. The DoS

an also be seen as an attak path, where the opponent's goal is simply to prevent the

ryptosystem from funtioning. Also, the detetion proess in itself an be threat. Unless

implemented in a disrete manner, the detetion proess an be spied by the analysis of a

side-hannel [233, Chp. 2℄, thus opening the door to attaks exploiting hypothesis testing

(e.g. safe errors [477℄). Suh attaks require nevertheless a lot of are, sine the attaker

must be able to ut the power of the system before it erases its serets. The seond

drawbak of detetion mehanisms is that they do not over all the possible faults, and

some faults an propagate without being deteted.

On the ontrary, an ideal resilient sheme will feature:

� an optimal availability: false detetions do not exist, sine errors are not aught

but propagated.

� an optimal seurity: the fault generates a wave of erroneous data independent

of the previous pristine (and sensitive) values. Therefore no sensitive information

is propagated.

Also, in terms of oding and deployment guidelines, the advantages of resiliene as

opposed to resistane (fault detetion) are manifold. We an really laim that resiliene is

a new seurity approah to protet ryptography, beause of these typial improvements:

� In traditional designs, misellaneous heks are sattered in the ode. For instane,

rati�ation ounters and baits are usual triks to detet �blind attaks�. No suh

extra operations are required in the ontext of fault resiliene, sine it is not atas-

trophi that the IC fails. To be perfetly lear, suh subterfuges are more palliative

than urative. They notably hinder automati or formal ode expertise, although

some appliations would demand suh a high on�dene evaluation level.

� When using detetion, faults an also our in the detetion logi. But then, the

309



stress:

results:

device’s state:

no stress

functional non-functional

correct incorrect

functional

correct

no stressheavy stress

Resilience scheme: time

stress:

detection:

device’s state:
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functional non-functional (locked state)

nominal alert

no stressheavy stress

Detection scheme: time

nominal

Figure 1: Suiide in ase of fault detetion (top), opposed to survival in ase of fault

resiliene (bottom) protetion shemes.

problem beomes eventually insolvable, sine more and more logi is neessary (by

reursion, we need detetion logi for the detetion logi, itself being proteted by

detetion, et.)

� On top of that, the resiliene relieves the designer from having to deal with the

reations to the threat. These features are all in one very annoying for the hip

manufaturer; if they are ativated unexpetedly they possibly ruin the devie,

ausing large osts to replae the defetive ard. Now, the seure hip manufatur-

ers are often balaning between ativating the maximum level of ountermeasures

and risking ard auto-suttling (false positive)

3

. Suh a dilemma does not exist

with fault resiliene. The ard starts to produe faulty results while under stress

(either beause of an attak or beause of a natural hazard), but returns to its

nominal operating onditions as soon as the stress disappears. Thus the risk of

have a permanent damage due to a false alarm is merely nonexistent. This point

is exempli�ed in Fig. 1.

L.2.3 Further Merits of the FIR

One feature that gives to FIR a remarkable strength is its agnostiism with respet

to attaks. By making any faults independent at its soure and during its propagation

independent of the previous values, it merely prevents any attak at its root. Therefore,

new senario shemes not envisioned yet are thwarted proatively, whih provides a for-

3. Remember that early ountermeasures against faults were intended to make up for the poor quality

ard readers, that inappropriately injeted unwanted eletrial glithes in the smartards! Also, Ross

J. Anderson and Markus G. Kuhn explained in [11℄ that the wild �utuations in lok frequeny that

frequently our when a ard is powered up and the supply iruit is stabilising, aused so many false

alarms that the [detetion℄ feature is no longer used by the ard's operating system.
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ward seurity. Typially, most � if not all � attaks studied so far are di�erential: they

assume the attaker knows ouples of orret & faulted omputations orresponding to

an idential (and presumably unknown) plaintext. Now, higher-order attaks ould as

well be possible: they would imply more than one faulty result. Additionally, faulted

iphertext-only attaks ould also be devised. FIR �ghts all those future new threats

that a pure DFA ounter-measure would maybe fail to over.

L.2.4 Related Works

Earlier publiations have notied the interest of allowing ryptographi devies to

output faulty results, without jeopardizing their seurity. However, all those results

foused on asymmetri ryptography, and more spei�ally on RSA. A fault tolerant RSA

with CRT

4

algorithm is given and formally proved in [478℄. This artile introdues the

onepts of �fault infetive CRT omputation� and �fault infetive CRT reombination�.

the algorithm is designed to have the errors ourring during the �mod p� half propagate
in the �mod q� half, and vie-versa, thus denying the Bellore [49℄ attak. This idea

is de�nitely a FIR, albeit rafted to the ase of RSA and more spei�ally against the

Bellore attak, whereas in our paper, the FIR is algorithm-agnosti.

Other formal ways to seure sensitive algorithms have been proposed. For instane,

the paper [137℄ about �Algorithmi Tamper-Proof� (ATP) explains how to protet an

implementation, by the spei�ation of seurity requirements on the iruit and by re-

striting the power of the attaker. A ryptographi module implementing the FIR is

de�nitely not proteted in the ontext desribed in paper [137℄. We would like to make

lear that the FIR notion introdued in our paper applies to a system that has a trusted

environment: the asset at risk is therefore only the ryptographi ore. In other terms,

the two methods ATP and FIR do not onsider the same seurity boundary.

L.3 Some Pratial Implementations of FIR

The purpose of this setion is to provide with some atual instanes of resilient ryp-

tographi shemes. For the sake of larity, we fous on the protetion of symmetri blok

enryption modules. Indeed, as they are deprived by onstrution from any algebrai

properties, they are also the most di�ult ones to protet. The state-of-the-art in asym-

metrial algorithms protetion is very well advaned and formally proved. An overview,

on the example of RSA, an for instane be found in these papers [53, 54℄.

In the subsetion L.3.1, we present a FIR approah that works at high-level, on top

of an unproteted ryptographi module: it is a protool-level resilient sheme. The

subsetion L.3.2 rather introdues two solutions at the gate-level, where FIR is intriated

with the ryptographi module's implementation. In those two embodiments of FIR, we

assume the ryptographi parameters are loaded seurely, and thus that key alteration

4. The omputations �mod n = p · q� are done separately �mod p� and �mod q�, and then ombined

bak. This proessing � possible only for the owner of the private key � speeds up the overall omputation

by a fator of four.
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attaks (see for instane [137℄ or �III.C of [17℄) are out of the sope. To sum up, our

seurity goal is de�nitely the protetion of symmetri ryptographi operations.

L.3.1 Formal Counter-Measures against Fault Injetion Attaks

A di�erential fault analysis (DFA [45℄) requires the same plaintext to be enrypted

twie with the same key. Common attak senarios onsider the ase where the attaker is

able to injet one fault in only one of the enryptions. Then, she an dedue information

about the key using a DFA. Thus, DFAs are made impossible if an attaker is not able

to request twie the same enryption. It is possible to devise suh a sheme, by making

eah new enryption unique thanks to none r, as typi�ed by algorithm (1). Notie that

the use of a random none in FIR implementations of symmetri enryption is similar to

the use of a salt in user key derivation with password hashing tehnique.

Algorithm 1: Probabilisti Enryption Algorithm built on top of AES, non-

proteted against FIAs.

Input : A plaintext x to be enrypted with the key k, shared between the lient

and the server.

Output: A iphertext along with a random number.

Determine a random number r of the same size as x; /* This number will1

whiten x */.

Return the ouple (y = AESk(x⊕ r), r).2

This algorithm (1) is onsidered as seure against DFA beause the probability that

two enryptions are generated with the same plaintext is roughly speaking 2n/2, where
n is the entropy of x or r. Indeed, this is a lassial instane of the birthday paradox.

We mention additionally that the sheme of algorithm (1) protets against a broader

lass of attaks than only the DFAs. It is a random enryption sheme, that has the

remarkable property that the attaker annot deide if the enryption is atually faulty

or not. Indeed, in an ideal blok ipher, an attaker annot distinguish between the

outputs of that ipher and of a noise generator. Therefore, in the ase of a random FIA,

the attaker gets no additional information, hene no advantage, from her perturbations

of algorithm (1). Thus, safe-error [477℄ attaks on the blok ipher are also impossible:

even if the attaker manages to injet a preise fault (in time, spae and value) in the

early rounds of the algorithm, there is no way for her to know from the enryption result

whether this value is orret or not.

As a seurity notie, it must be understood that the protool (1), used as suh, an

be forged. Indeed, if one authenti transation is spied by an attaker, she gains aess

to a ouple (y = AESk(x⊕ r), r). Now, let us onsider the ase where the attak wishes

to impersonate the lient. It is straightforward, in front of a new request m′
to return

a valid enryption without knowing the seret key k. The imposter an simply hoose

maliiously the random variable r′ as r′ = m⊕m′⊕ r, and return (y, r′), whih is a valid
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enryption. Therefore, the protool should inlude a hallenge. For instane, the random

variable r an be sent from the server instead of being hosen by the lient itself.

Unfortunately, this sheme is not seure in deryption. As a matter of fat, the

deryption algorithm orresponding to (1) is given in algorithm (2). This algorithm an

be alled repeatedly without the AES inputs being modi�ed: it is deterministi.

Algorithm 2: Deterministi Deryption Algorithm mathing algorithm (1).

Input : A iphertext under the form (y = AESk(x⊕ r), r) to be derypted by

the AES key k.
Output: The plaintext x.

Derypt y with key k: z = AES

−1
k (y).1

Return the demasked input: z ⊕ r = x.2

This situation an however be exploited to protet low ost embedded systems, suh as

smartards or RFID tags, that ommuniate with a larger devie, suh as a reader. In this

situation, there is a natural asymmetry between the two protagonists. This fat has been

emphasized in other publiations on lightweight embedded systems seurity, suh as [152,

�1℄. It is fairly easy to protet the reader against fault attaks by �physial tamper-proof

measures�. For instane, the reader eletroni iruits an be imprisoned into a mold,

proteted with a pasted metalli over and sealed into a box equipped with intrusion

detetion sensors. The same level of sophistiation is impossible for smartard or tags

modules, beause their form fator is extremely onstrained in size (due to stringent

requirements about the mehanial strength edited by standard ISO 7816-1). Hene

ways to attak smartards are � unfortunately � very numerous [251℄. Additionally,

smartards are heaper to buy than readers, and, to top it all, the selling of smartards is

neessarily less restrited than that of readers, beause in any deployment ontext, there

are more smartards out than ard readers. Therefore, the attaker will most ertainly

prefer to attak the embedded system to extrat the shared seret key. Thus, if the reader

plays the deryption (2) and the embedded system the enryption (1), the unbalane

between the tamper-resistane of the two devies is made up by the opposite unbalane

of the algorithm, in terms of resistane against DFA. This strategy of reinforing the

seurity by algorithmi means of the weakest element in the seurity hain is illustrated

in Fig. 2.

Notie that if a handy homomorphous enryption algorithm HEA is available, a

ompletely seure enryption/deryption sheme an be devised. Let us denote by

HDA = HEA

−1
the orresponding deryption algorithm and × the omposition law

in the group of homomorphy:

∀y1, y2, HDA(y1 × y2) = HDA(y1)×HDA(y2) .

The enryption proeeds as per algorithm (1) using HEA instead of AES, whereas the

deryption onsists in algorithm (3). This sheme an use for instane Paillier's ryp-

tosystem [350℄ as underlying enryption primitive. However are must be taken with
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Easy to protect:
⇒ Algorithm (2)

Difficult to protect:
⇒ Algorithm (1)

Figure 2: Probabilisti enryption is performed on the most vulnerable devie while the

deterministi deryption is safely arried out within the most seure devie.
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RSA [49℄.

Algorithm 3: Probabilisti Deryption Algorithm mathing (1) with HEA instead

of AES as underlying ipher.

Input : A iphertext under the form (y = HEAk(x⊕ r), r) to be derypted by

the HEA key k.
Output: The plaintext x.

Determine a random number s of the same size as y or r.1

Return HDAk(y × s)/HDAk(s)⊕ r = x.2

The resilient algorithms presented in this subsetion L.3.1 have the drawbak that

the size of the iphertext is doubled. This an be a limitation for instane in ontatless

ards authentiation, where the transmission time must remain short. Also in wireless

sensor network the inrease of the data transmitted means a very high ost in term of

power.

Nonetheless the algorithm (1) an be made more bandwidth and power-e�ient if

the message x to enrypt is ut in several bloks. In this ase, alternative enodings,

suh as the probabilisti all-or-nothing transform (AONT) desribed in [303, 302℄, ould

be taken advantage of. This paper and this patent introdue a probabilisti symmetri

enryption algorithm, in a view to thwart SCAs. With respet to other probabilisti

symmetri enryption sheme (most of the times, the enryption involves a random IV �

whih is short for initialization vetor), this AONT sheme is original in the sense that

the randomness is not dislosed along with the iphertext. This denies the possibility

to ondut a side-hannel attak on the �rst round(s) of the enryption algorithm. A

similar sheme has also been desribed in [304℄. As suh, this all-or-nothing sheme

(in general, but also under the form of its �Probabilisti Signature Sheme�, aka PSS,

avatar [90℄) is an implementation of FIR. In addition, it redues the number of bloks

to be exhanged to the number of plaintext bloks plus one. In summary, algorithm (1)

ombined with [303℄ has the bene�t of bringing a SCA-resistane in addition to the FIA-

resiliene. Certainly, this suggestion of protool-level ountermeasure an be optimized,

but we leave this topi open for future works [31℄.

L.3.2 Multi-Valued and Redundant Representation Logis

Multi-valued logis allow to enode more than one bit with one eletrial state. It is

for instane used in some power-onstant logi styles [14℄. Let us onsider the ase of an

equipotential holding three states, denoted 0, 1/2 and 1, amongst whih only the two 0

and 1 are funtional. Then, if a fault turns a valid value into 1/2, the provenane state

(either 0 or 1) has been forgotten.

The same goes for redundant logis, suh as the m-out-of-n representations (for

0 < m < n). For instane, the 1-out-of-2 representation, also known as dual-rail with

preharge logi (DPL), admits two valid states, denoted by 01 and 10, and two invalid
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*

Redundant logicMulti-valued logic

Figure 3: Two kinds of faults (in red), namely {0, 1} ∗→1/2 for 3-valued logi and

{01, 10} ∗→{00, 11} for DPL, after whih the initial value (in green) has been forgotten.

states, denoted by 00 and 11. In the ase one fault turns a valid token into an invalid

one, the value before the fault is lost. The e�et of faults on these two logi styles is

summed up in Fig. 3. It learly appears that the state after the fault is deorrelated from

the initial state, thereby establishing the resiliene, for the relevant ases where the data

is sensitive.

This protetion mehanism is nonetheless less powerful than that based on input

message randomization. Indeed, by merely looking for invalid tokens in the output, the

attaker an deide if a fault has been having an e�et. Without loss of generality, let us

take the example of DPL where the spaer token used for preharge is 00. One typial

fault senario is the valid tokens not having enough time to evaluate. Hene, some tokens

supposed in theory to get regular value 01 or 10 remain in pratie stuk at idle value

00. If the iphertext has an abnormally low Hamming weight, the attaker an dedue

that, with a high probability, a fault has been injeted suessfully and has propagated.

Thus redundant logi styles are not seure against all kinds of attaks that do not exploit

the faulted result, but merely the behavior (faulty or not). This onerns the safe-errors

attaks [477℄, the DBA [386℄ and the FSA [266℄. Only DFAs are thwarted, beause the

value of the faulted iphertext is unrelated to the netlist internal serets.

Now, the resiliene only works in the ase the attaker fails to injet �valid false�

faults, i.e 0

∗↔1 faults in multi-valued logi or 01

∗↔10 faults in DPL. Let us assume, for

the moment

5

, that this situation is rare. It seems all the more di�ult to ahieve in

DPL beause the attaker must produe two antinomi onerted faults.

As will be exposed into greatest details in Se. L.4, the resiliene will build up eah

time a valid false is produed along with invalid faults. In this ase, the two faults will

propagate, and if the logi favors the generation of invalid instead of valid states, then

the di�usion of the netlist will enourage the invalid states to hide the false valid states.

This ase is optimal if the logi meets this requirement:

�if any input is invalid, so is the output�.

This behavior is �saturating�; the faults will perolate in the netlist and the invalid values

5. A study of �valid false� survival onditions is provided in Se. L.4.5.
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will saturate most of the nets, thereby absorbing all the false valids that are rossed. So

the resiliene is ampli�ed by the di�usion in the netlist and the ollaborative behavior of

gates to favor invalid values propagation. This phenomenon of invalid values (dominant)

suppressing false valid values (reessive) is further detailed in the next setion L.4.

L.4 Dual-Rail with Preharge Logi as a Global Counter-

measure against Implementation-Level Attaks

DPL styles are solutions primarily designed to protet a ryptographi implem-

entation against side-hannel attaks. However, it has been notied that these styles

an also natively withstand some perturbation attaks [318, 319, 411, 33℄. It has already

been underlined in Se. L.2 that, unlike traditional ounter-measures against fault at-

taks, the DPL does not implement a protetion, but is rather resilient. This means that

faults are not aught, but rather left free to asade their e�et, knowing that eventually

their observable onsequenes will not be harmful from a seurity standpoint.

L.4.1 Requirements for Simultaneous SCA and FIA Protetion

In order to better illustrate the lose relationship between observation and perturba-

tion attaks, we need to notie that seurity perimeters depend on the appliation. For

instane, in an ISO/IEC 7816 ompliant smartard, several seurity violation situations

an be enountered.

� The ritial part is the memory in ase of an external authentiation. Indeed, if

the memory an be orrupted, then any rogue reader an be fored to be seen as

authenti. Here, there is no seret to retrieve, but simply an invalid state to be

setup by fore.

� However, during an internal authentiation, the smartard uses its ryptographi

seret. Therefore, the risk for the smartard is to have its key retrieved illegiti-

mately. Di�erential fault attaks and side-hannel attaks are two tools available

to reover the key. In addition, as the protetion against attaks is ostly, the

designer will try to partition the ryptographi blok at risk. Typially, when he

implements symmetrial enryption, this blok an be split into:

� a ontrol part, subjet to fault attaks, suh as round redution attaks [316℄,

but leaking no sensitive information as the algorithm is supposed to be known

by the attaker (ommon assumption with Kerkho�s' law), and

� a data proessing part, subjet to both fault attaks, suh as DFAs [45, 357℄,

and side-hannel attaks, suh as DPA [248℄.

The overall requirement for seurity against implementation-level attaks in a smartard

is depited in Fig. 4. This blok-diagram shows in red the seurity boundary for fault

attaks and in yan that for SCAs. It appears learly that some organs shall be proteted

only against fault attaks, but that all the organs that shall be proteted against SCA

must also be proteted against FIA. This is an advaned question, all the more important

as it is in this part of the design that the largest overheads are expeted.
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Figure 4: Suseptible organs of a smartard in two representative sensitive operations

(EXTERNAL AUTHENTICATE and INTERNAL AUTHENTICATE). Typially, the ryptography

will be triple-DES or AES, i.e. the most widely industrially adopted blok iphers.

The ountermeasures against SCA inlude:

� information hiding, implemented with DPL,

� information masking, implemented with random splitting of data into shares.

More information about these two ategories of protetion against SCAs an be found in

the �DPA book� [290℄, respetively at hapter 7 and 9. Amongst this array of possible

protetions, DPLs [419, 97℄ are of partiular interest beause they have native protetions

against DFAs. We will thus fous in the rest of this artile on the ombined DFA and

SCA protetion of the datapath of ryptographi modules; The type of fault attaks

we onsider are those desribed in [144℄, the two most famous of them being that of

Biham & Shamir [45℄ (DES [336℄) or Piret & Quisquater [357℄ (AES [337℄), enhaned by

Tunstall in [463℄. Another motivation to fous on the rypto-datapath is that it is usually

the most omplex design part; therefore it represents the largest area of the design and

ontains the longest ritial timing paths. This explains that loal faults are more likely

to target the datapath beause of its predominant surfae, and that global faults also

a�et preferentially the datapath that is most tight when it omes to meeting the setup

time onstraint.

L.4.2 Previous Art about DPL in the Presene of Faults

We use the following notations for the DPL representation. Every logial variable a
is represented by a ouple (af , at) of wires, that arry two values. The term af (resp.

at) is short for the proposition �a is false, i.e. a = 0� (resp. �a is true, i.e. a = 1�). The
semanti of the four possible ombinations is detailed below.

� a is VALID if af ⊕ at = 1 . More preisely, VALID

.
= {VALID0,VALID1} or,

more expliitly,

VALID

.
= {(1, 0), (0, 1)}.

� a is NULL if af ⊕ at = 0 . More preisely, NULL

.
= {NULL0,NULL1} or, more

expliitly,
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NULL

.
= {(0, 0), (1, 1)}.

The two NULL states are used alternatively with the VALID ones as preharge stage, so

that the next evaluation starts afresh from a known state. The DPL protool is realled

in Fig. 1.14.

There are two �avors of DPL, depending on whether they feature the early propa-

gation e�et (named EPE in the literature, and inidentally disovered independently

by [439℄ and [253℄ in the same year) or are proteted against it. The de�nition of those

variants an be summarized by the following onditions to be ful�lled by all the instanes

f :

� DPL w/ EPE: ∃a VALID, f(a,NULL) = VALID;

� DPL w/o EPE: ∀a VALID, f(a,NULL) = NULL.

To be properly proteted against SCAs, those logis must be balaned at the layout-

level [457, 191, 174℄, to preserve indisernibility properties (typially true ↔ false sym-

metry). Otherwise, straightforward attaks that exploit the physial unbalane beome

possible [395℄. However, when analyzing those logis regarding FIR, the physial layout

an be forgotten, and only the logial funtions are onsidered.

In DPL, only results on evaluation are observable, beause return to preharge faults

are not outputted. We adopt the following faults typology on DPL:

� Asymmetri faults: {VALID0, VALID1}

↓−→ NULL0, triggered by global per-

turbations (e.g. aused by a setup time violation due to power/lok glith, over-

loking or under-powering);

� Symmetri faults: {VALID0, VALID1}

↓ or ↑−→ {NULL0, NULL1}, triggered by

loal perturbations (e.g. aused by injetion of high energy laser light, eletro-

magneti �eld or partiles beam).

L.4.2.1 DPL w/ EPE is Proteted against Multiple Asymmetrial Faults

WDDL [456℄ is a typial DPL w/ EPE style. In this logi, the AND funtion is de�ned

as: (yf , yt)
.
= (af + bf , at · bt). We use the following olor ode in Boolean truth tables:

� gray: the regular truth table in the absene of faults (i.e. the intended funtional-

ity),

� purple: antiipated values (evaluation even if not all inputs are valid).

Otherwise, the green and red olors still represent respetively orret and inorret

behaviors or properties.

As shown below, WDDL an propagate orret valid results in the presene of asym-

metrial faults.

❍❍❍❍b
a

VALID0 VALID1 NULL0

VALID0 VALID0 VALID0 VALID0 (EPE)

VALID1 VALID0 VALID1 NULL0

NULL0 VALID0 (EPE) NULL0 NULL0

This behavior is positively resilient. It is that of the Unitialized value in VHDL

enumerated type ieee.std_logi_1164.std_ulogi, realled below:
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❍❍❍❍b
a

'0' '1' 'U'

'0' '0' '0' '0'

'1' '0' '1' 'U'

'U' '0' 'U' 'U'

where the tokens {VALID0,VALID1,NULL0} implement respetively the items {'0', '1', 'U'}.
These onlusions an be hallenged in the ase of a oupling of the fault inje-

tion analysis with a side-hannel analysis. For instane, the fault sensibility analysis

(FSA [266℄) an, under some irumstanes, exploit the unbalane within the two wires

making up a dual-rail pair. However, the FSA has only been demonstrated as partially

suessful on a WDDL hip; and WDDL is known to be extremely unbalaned [395℄.

Atually, this FIA-resistane solution has already been skethed in [230℄. This artile

introdues two methods to protet iruits against FIAs.

The �rst one onsists in resisting to an arbitrary number of �stuk-at-0�

6

. Those

�reset faults� orrespond to our �asymmetri faults�. However, this publiation is overly

onservative; invalid tokens are generated even if the data is not tainted. Also, the authors

of [230℄ add a series of asade gates at the output of the iruit. Their role is to turn

all other valid tokens to invalid ones. Additionally, they request that the iruit ommits

suiide at this point (when the iphertext is all NULL, noted �⊥� in [230℄). Our key

remark is that those two requirements are atually overkill. Indeed, the overall seurity

is not jeopardized if some valid and some invalid tokens are outputted; therefore, we

an save the asade stage. In addition, we insist that it is then useless to permanently

destroy the iruit: as we know the attaker only gets faulted rypto results that do

not onvey any information about the sensitive variables, it is safe to ontinue without

erasing the serets, that are merely not ompromized. Therefore, the sheme we present

is more user-friendly, in the sense it keeps the appliation up-and-running unless a fault

is indeed in�uening the result.

The seond ountermeasure against arbitrary faults in [230℄ is more ad ho, sine one

needs to know the maximum number of faults an attaker an injet to dimension the

level of protetion (based on an adaptively sized ountermeasure). In the next paragraph,

we study FIR in the presene of multiple symmetri faults.

L.4.2.2 DPL w/ EPE is not Proteted against Multiple Symmetri Faults

To start with, we assume neither a
∗→a nor b

∗→b happens. However, even in this

favorable ase, WDDL an generate inorret false results. They are presented by skulls

(symbol: A) in the following table.

❍❍❍❍b
a

VALID0 VALID1 NULL0 NULL1

VALID0 VALID0 VALID0 VALID0 (EPE) VALID0 (EPE)

VALID1 VALID0 VALID1 NULL0 NULL1

NULL0 VALID0 (EPE) NULL0 NULL0 VALID0 (A)

NULL1 VALID0 (EPE) NULL1 VALID0 (A) NULL1

6. ...or equivalently �stuk-at-1� for all the faults.
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For instane, the twain simultaneous errors:

1. a = VALID1

∗↑−→ a = NULL1 and

2. b = VALID1

∗↓−→ b = NULL0

trigger a dreadful transformation: VALID1

∗−→ VALID0.

Therefore, beause of EPE, logial inversions f(a, b)
∗→f(a, b) an our, whih makes

FIAs (suh as DFAs) possible.

L.4.2.3 DPL w/o EPE is Proteted in front of Multiple Symmetri Faults

Now, the DPL w/o EPE styles are proteted against multiple symmetri (hene

asymmetri) faults. This is shown in the table below.

❍❍❍❍b
a

VALID0 VALID1 NULL0 NULL1

VALID0 VALID0 VALID0 NULL0 NULL1

VALID1 VALID0 VALID1 NULL0 NULL1

NULL0 NULL0 NULL0 NULL0 NULL1

NULL1 NULL1 NULL1 NULL0 NULL1

Remark that if we all:

� '0': VALID0,

� '1': VALID1,

� 'X': NULL = {NULL0,NULL1},
then we have the same behavior (i.e. �propagate always�) as VHDL. This is illustrated

below:

❍❍❍❍b
a

'0' '1' 'X'

'0' '0' '0' 'X'

'1' '0' '1' 'X'

'X' 'X' 'X' 'X'

Finally, we note that even if a few mutations a
∗→a exist for some variables a, it is

very likely that the 'X' wave aused by a
∗→NULL eats them. As detailed in the next

sub-setion, the reessivity of 'X' over NULL, oupled with the avalanhe of 'X' aused

by the di�usion property of the logi, aounts for that.

L.4.3 Revisiting the Comparison Resiliene vs. Detetion

One an argue that the DPL used as a FIR is in fat a very low-grain fault dete-

tion sheme. Indeed, FIR shares with the detetion strategy the fat that redundany

is required. However, it is oupled to a di�usion that makes the detetion at one stage

take advantage of the rest of the stages. This detetion is propagated in a wave, that

onstitutes a ollaborative strategy that is absent from the pure detetion shemes. This

di�erene is illustrated in Fig. 5. In traditional detetion shemes, the omputation

(noted: C) and the detetion (noted: D) logis are dissoiated. In partiular, the de-

tetion bloks do not ommuniate. In the DPL FIR sheme, the omputation and the
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C+D

C C C

DDD

Figure 5: Di�erene of detetion and resiliene working fators, represented on an exam-

ple netlist.

detetion are merged (noted: C+D) and this information propagates downwards the

netlist.

There are two properties of DPL that help resiliene:

� The redundany of the netlist. At an n-bit output of a ombinational blok, only
2n amongst the 22n possible ones are valid.

� The di�usion within the netlist, whih is harateristi to the ryptographi al-

gorithms. This property is espeially true at the netlist level for logis free from

EPE [33℄. Indeed, the fanout of eah gate is double w.r.t. separable logis suh as

WDDL [456℄.

Current detetions shemes work independently of the omputation and in a non-

ollaborative way. At the opposite, FIR onsists in intriating the detetion agents

with the omputation and to tightly interonnet them. The objetive is to trigger a

proliferation of tamper-evidene logi markers (NULL tokens).

L.4.4 Cost Estimation of FIR versus Traditional Approahes

The traditional approah to ounterat implementation-level attaks is a omposition.

The reommendations formulate like this:
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� �rst use detetion shemes, that an be inserted early at the RTL of the algo-

rithm [260℄;

� then map this FIA-aware RTL desription into a SCA-proof logi style. Indeed, the

detetion logi manipulates sensitive variables, and might itself leak serets [380℄.

Therefore, it deserves a protetion against SCAs. In a similar fashion, the study

reported in paper [287℄ on�rms that gate-level ountermeasures against FIAs do

not redue the information leakage.

This implies that the overhead of the FIA and SCA ountermeasures get multiplied.

A typial overhead for FIA ountermeasures an be found in [289℄. Let us onsider

the ase of a non-linear ode, suh as [237℄, that is suited to detet multiple faults. Its

overhead is 77 % in area and 15 % in throughput.

As suh, those performane losses are more a�ordable than those required to thwart

SCAs. For instane, WDDL inures an inrease of 3.1 in area and 3.9 in throughput [453℄.

The ombination of [237℄ and [453℄ results in an inrease of 5.5 in area and 4.5 in

throughput.

Those results are to be ontrasted with the FIR approah using an EPE-proof DPL

style. This style already merges FIA and SCA ountermeasures. The reported overheads

for two of those logis are given in Tab. L.2. It learly appears that using a symbioti

SCA+FIA ountermeasure is more e�ient than ombining two ountermeasures one on

top of eah other.

We notie that those alternative �DPL without EPE� logis yield similar perfor-

manes: DRSL [79℄

7

, iMDPL [358℄, IWDDL [301℄, STTL [417, 418℄, SeLib [193, 175,

189, 210℄, WDDL w/o EPE [33, 37℄, BCDL [331, 93℄ and LBDL [481℄.

We also attrat the reader's attention on the fat that asynhronous logis, espeially

the quasi-delay insensitive (QDI) style [318, 316℄, an be implemented in DPL [171℄. Now,

asynhronous logi is designed to remain funtional irrespetive of the environmental

variations. Conrete work [480℄ on this topi had been arried out in the framework of the

G3Card projet [132℄. However, the G3Card onsortium only detets NULL1 as an error

marker in a DPL protool where the only allowed spaer is NULL0. This signalization is

restritive and do not onsider propagation of errors; instead, an instantaneous detetion

is suggested, whih seams hard to put in pratie in real-time given that suh heks shall

be done for eah and every gate of the design. Moreover, asynhronous QDI logis have a

drawbak in terms of resiliene: eah gate being sequential in nature (due to the neessary

handshakes with the upstream fanin and downstream fanout gates), a fault an ause

a deadlok, should the fault ause a protool violation (i.e. the transitions depited in

Fig. 1.14 are not respeted). To relieve the iruit from this deadlok, the asynhronous

iruit shall be reset. Thus the resiliene provided by an asynhronous iruit is in-

between the two ases illustrated in Fig. 1. The ard is not destroyed permanently,

sine a reinitialization relaunhes it; however, the system must detet that the logi hung

(perhaps with the help of a wathdog) in order to restart it. Despite of these disrepanies

with the FIR onepts, we note that QDI still inreases the number of situations where

the iruit remains funtional, while remaining �resilient� if the external onditions are

7. DRSL is however shown to have a built-in seurity �aw in [331℄.
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Table L.2: Performane overhead of di�erent SCA+FIA ountermeasures.

Strategy Detetion + DPL Resiliene = DPL

Countermeasure [237℄ + [453℄ DRSL [79℄ IWDDL [301℄

Area 5.49 × 2.56 × 4.34 ×
Throughput 4.49 × 2.00 × 1.53 ×

too harsh.

Eventually, we wish to underline that these overheads are not that dramati when

ontrasted with those enountered in other domains that also require dependability fea-

tures. Typially, the avioni industry makes use of tehniques suh as triple modular

redundany (TMR) to thwart single event upsets (SEUs). An example of a memorization

element in TMR style is given in Fig. 6. The amount of logi involved in this struture

is by far larger than that required in the DPL ounter-part, depited in Fig. 7. This

struture has two stages to aompany the evaluation ↔ dynami of the DPL protool.

We notably insist that suh a onstrution is naturally immune to the attak presented

in [320℄, that exploits an optimization of some DPL style: when the redundant dual-rail

state is stored as one single bit, an exploitable leakage appears at the �ip-�op level. To

onlude this omparison between �gures 6 and 7, we emphasize that the overhead �gures

shall not be onsidered in absolute, but relatively to the protetion goal that is intended

to be ahieved.

L.4.5 Assoiating Three Protetions to Redue the Probability of a

Suessful FIA

Some faults in DPL iruits do not dislose any information about the faulted sensitive

variable. However, in the ase false valid are generated, the problem beomes di�erent.

This an happen in two problemati ases:

1. When the absorbing fault is too deep in the logi one w.r.t. the false valid, as

shown in Fig. 8, where f is a blok with perfet

8

di�usion, suh as a substitution

box implemented in logi. In this ase, if the logi one overed by the 'X' happens

to yield a orret value, then a valid fault is generated; unless the 'X' are heked

for at the output.

2. When a valid false ours on one olumn alone, but that an 'X' is generated on

another olumn (knowing the two olumns are not interfering in AES last round).

In this ase also, the faulty behavior an be observed by heking the validity of

all the output bits.

To �ght these remaining risks, three protetions an be assoiated so as to inrease

the seurity level:

8. Understand: as �lose to perfet� as Boolean funtions of �nite dimensions an o�er.
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Figure 6: Memorization element in triple modular redundany as implemented in Xilinx

�XTMR� solution [448℄.

D Q D Q

D QD Q

at yt

yfaf

CLK

Figure 7: Memorization element in DPL; although four times larger than an unproteted

�ip-�op (DFF, represented as a violet square), this struture is nevertheless muh smaller

than that involved in TMR logi (see Fig. 6).
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Figure 8: Multiple faults, where the false valid is not ompletely hidden by the 'X' wave.

The 'X' avalanhe absorbs most, if not all, the valid faults.

1. DPL, as detailed in the previous setion.

2. Test for the existene of NULLs at the end of eah omputation. This sanity hek

basially onsists in evaluating the Boolean seurity �ag

∏
y∈{outputs} (yt ⊕ yf ) [98℄.

3. Regular detetion shemes, suh as oding.

L.5 Appliability of Resiliene with Certi�ation Proedures

The two main erti�ation shemes of seurity produts are the FIPS 140 and the

ommon riteria. We examine in this setion if the resiliene an be applied with the

urrent version of those standard, or if the standards are too onservative.

L.5.1 NIST FIPS 140-3

The FIPS 140 [367, 368℄ formulates seurity requirements for ryptographi modules.

It de�nes four levels of seurity, the highest of whih is referred to as �seurity level 4�.

The funtional seurity objetives of FIPS 140 are de�ned in �3. It inludes those two

requirements:

1. to detet errors in the operation of the ryptographi module and

2. to prevent the ompromise or the modi�ation of sensitive data and SSPs (Sensitive

Seurity Parameters) resulting from these errors.

The �resiliene� protetion disussed in this artile de�nitely ful�lls the seond require-

ment. However, not all resilient shemes omply with the �rst requirement. For instane,
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using the randomized homomorphi enryption (Algorithm 1), the errors annot be de-

teted. The partial resiliene of dual-rail type ountermeasure an allow a detetion of

the fault. However, the seurity of this sheme is ensured even if there is no detetion.

This means that FIPS-140 standards 2 & 3 are not resiliene-ready, although they express

this idea.

More preisely, the exat statement of the requirements is detailed in �4.5.5 (140-

2 [367℄) or �4.6.5 (140-3 [368℄). For the seurity level 4, the ryptographi module shall

either employ environmental failure protetion (EFP) features or undergo environmental

failure testing (EFT). The EFP onsists in a onstant monitoring of the environment

(temperature and voltage) whereas EFP is an a priori haraterization of the perturbation

onsequenes. In both ases, the protetion iruitry shall either (1) shutdown the module

to prevent further operation or (2) immediately zeroize all plaintext seret and private

ryptographi keys and SSPs.

Suh authoritative and irremediable ations ould have been prevented using a re-

siliene sheme, without ompromizing the devie seurity. Therefore, we �nd that FIPS

140-{2,3} standards are too strit, resulting in potential inonvenienes from the user

perspetive if non maliious faults ause the module shutdown or zeroization.

L.5.2 Common Criteria

The Common Criteria (CC) [1℄ is a framework that permits omparability between

results of independent seurity evaluations. It is an international standard ISO/IEC

15408:2005. The CC in themselves do not speify seurity requirements. Instead, a

�target of evaluation� (TOE) must meet �seurity targets� (ST). Zero, one or more �pro-

tetion pro�les� (PP) must be respeted by the ST. However, for marketing reasons, in

pratie, the ST omplies to at least one PP. The seurity requirements are expressed

in the PPs, whose struture is standardized but whose ontent is up to the designer.

This �exibility allows a designer to tailor the PP to his (or that of his lient) seurity

objetives. Therefore, the CC readily aepts the resiliene as a solution against fault

attaks.

L.6 Conlusions and Perspetives

In embedded devies, fault attaks are usually ombated in software. The dominant

strategy is their detetion, whih is ostly and non-exhaustive. We present in this paper

an approah based on resiliene. The faults are not neessarily aptured, but the infor-

mation they ontain about any seret is nulli�ed. The bene�ts of this approah are the

ergonomy and the ost. First of all, the resiliene impose no destrution of the serets

in ase of a fault attak; thus, in ase of natural (non-malevolent faults) the user expe-

riene is a transient DoS, as opposed to a permanent DoS in traditional detetion-based

ountermeasures. Symmetrially, when a fault is injeted suessfully but has no onse-

quene in the omputation, a ard proteted with a detetion-based sheme may reat,

whereas this inonveniene is nonexistent in the resiliene-based sheme. Several onrete
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methods to implement resilient symmetrial enryption are proposed, amongst whih a

random mode of operation that is suitable for low-ost (without expensive module-level

protetions) smartards. When the designer an propose a hardware ounter-measure,

we suggest the use of multi-valued or DPL styles. Those logis simultaneously protet

against observation and perturbation attaks, and are heaper than detetion based on

odes.

As a perspetive, we intend to quantify the optimal parameters of ode-based dete-

tion shemes that an be added to a DPL logi (evoked in Se. L.4.5) to further redue

the number of faulty results outputted by the devie. Also, we thrive to de�ne a for-

mal framework based on the information theory that ould desribe with ommensurable

metris the resistane of a ryptographi implementations to both SCA and FIA.

Aknowledgments

The authors are very grateful to the �ve anonymous reviewers, that all ontributed

to improve the paper and to better plae it in its sienti� ontext. Novel ideas have also

be suggested, that all open the door to e�ient and formally proved ountermeasures

against ative and passive attaks. We also thank the positive inputs reeived from

the audiene during the presentation at FDTC 2010 in Santa Barbara, espeially from

Jean-Christophe Courrège, Guido Bertoni and Matthieu Rivain.

328



Appendix M

Performane Evaluation of Protools

Resilient to Physial Attaks

Extended version of artile [209℄

Authors: Sylvain Guilley, Laurent Sauvage, Jean-Lu Danger, Nidhal Selmane and

Denis Réal

Abstrat

Cryptographi implementations are vulnerable to physial attaks.

Many ountermeasures to resist them have been proposed in the past.

However, they are all spei� to a given attaker and allow to mitigate

the risk only up to a ertain level: improved attaks on those oun-

termeasures an most of the time be devised. Therefore, a new trend

onsists in making ryptographi implementations resilient to physial

attaks. This strategy makes it possible to prove the ountermeasure

against all possible types of attakers aptured by a seurity model.

Several resilient shemes for the protetion of blok iphers exist. For a

given seurity objetive, they all permit to reah the same seurity level.

Therefore, they di�erentiate only aording to their e�ieny. We �rst

show that the genuine versions of these protools ahieve di�erent I/O

bandwidth and omputational performane. Our seond ontribution

is to improve those protools thanks to a message blinding, assuming

passive attaks require more than two traes to be suessful. Then,

we bring as a third ontribution the fat that the improved versions

of the protools are very muh alike, and that the di�erene between

them depends only from the spei� details of their instantiation.

Keywords: Implementation-level attaks; Symmetri Enryption; Resiliene (against

Passive & Ative Attaks); Performane.
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M.1 Introdution

Implementation-level attaks aim at retrieving serets onealed in embedded devies.

They onsist in passive attaks, where the attaker reords some physial side-hannel

leaked out of the iruit, and ative attaks, where the attaker perturbs the iruit in

a view to have it output inorret results. Unless the iruit features dediated ounter-

measures, an attaker manages to exploit the leakage or the errors to suessfully retrieve

the key.

For a long time, engineers have attempted to make suh a key retrieval harder, by

essentially removing the dependene between the inner seret and the leakage by making

the side-hannel onstant or random, and by deteting any fault injetion. However, it

has appeared that if those tehniques manage to inrease the attaks di�ulty, they do

not totally prevent them. Seond order �aws have appeared and ombined attaks also

have shown up. Thus, assessing the exat seurity gain onveyed by those tehniques has

beome hard.

For this reason, a reent trend has been to promote provable ountermeasures, for

whih a rationale of attak impossibility an be demonstrated. The resiliene strategy to

thwart passive and ative attaks meets this requirement. The advane of this tehnique

is to allow a iruit to leak information and to output inorret results, as long as they

do not ompromise the keys. In asymmetri ryptography, suh shemes are already

known [90℄. Now, proteting symmetri ryptography remains a hallenge, beause blok

iphers are less strutured.

The rest of the artile is strutured as follows. The known resilient shemes are de-

sribed in Se. M.2. As those shemes were initially presented in di�erent adversarial

models, we mention in Se. M.3 the plurality of the existing risks and settle a ommon

seurity objetive. Within this shared seurity framework, the various protools resilient

to physial attaks di�er only by their performanes. To ompare their relative perfor-

manes, we onsider in Se. M.4 two senarios that orrespond to two typial use ases.

Then, in Se. M.5, we introdue a novel resilient protool that takes the most of the

session keys while remaining seure against both passive and ative implementation-level

attaks. It trades some ryptographi-grade primitives for lower ost primitives, thereby

inreasing the performanes beyond the state-of-the-art without jeopardizing the seu-

rity. Eventually, Se. M.6 onludes the paper and opens some perspetives, notably on

the need for implementation-level robust lightweight primitives, that an be instantiated

advantageously in low ost but highly seure embedded devies, while maintaining the

formality of the seurity analysis.

M.2 State-of-the-Art

Several resilient omputation shemes have emerged reently. Most of them are

�leakage-resilient�, i.e. resilient against passive side-hannel attaks, that onsist merely

in observing the physial emanations leaking from a ryptographi devie. Some ad ho

onstruts (i.e. not based on standardized algorithms, suh as AES) for leakage-resilient
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stream iphers [355℄ and signatures [124℄ have for instane been desribed.

However, many industrial appliations require the ryptosystem to have its seu-

rity based on standardized primitives. We therefore onentrate in the rest of this

artile on the protetion of a blok ipher gk, suh as the advaned enryption stan-

dard (AES), against physial attaks aiming at reovering its seret key k. To our best

knowledge, only four publiations takle with protool-level resiliene for blok iphers.

Three of them, namely indexed key update (abridged IKU and detailed in Se. M.2.1),

fresh re-keying (abridged FRK and detailed in Se. M.2.2) and all-or-nothing enryption

(abridged AONE and detailed in Se. M.2.4), deal with leakage resiliene. The seond

protool, FRK, is desribed for single blok enryptions. As will be disussed in Se. M.3,

under this limitation, IKU and FRK an be proved resilient to ative attaks. At the

opposite, the fourth protool, alled fault injetion resiliene (abridged FIR and detailed

in Se. M.2.3), is only resilient against fault injetion attaks, and is also desribed from

single-blok enryptions. The AONE protool is also resilient against fault injetion

attaks, when multiple bloks are enrypted.

M.2.1 Indexed Key Update (IKU)

The leakage-resiliene ensures that an attaker annot retrieve the full seret key k,
assuming two hypotheses. The �rst one is that only omputations that involve the key

indue leakage. The seond is that one enryption leaks muh less information than the

whole key.

These hypotheses indeed re�et some true fats about pratial side-hannel analysis.

The �rst one is a onsequene of the way nowadays eletroni iruits work. They are

implemented in CMOS logi, that is leakage-free in stati mode. Put di�erently, CMOS

is built on purpose not to ondut any urrent if no net hanges. At the opposite, when

there is some ativity, then the nets that toggle produe a urrent. The aggregation of

those urrent make up the side-hannel. The seond hypothesis is a onsequene of this

fat: in a non-invasive setup, the attaker is not able to probe an node of the iruit.

Instead, through the passivation layers, she an reasonably monitor the sum of the leakage

of many nets in the viinity of her sensor. Therefore her side-hannel inevitably ontains

some algorithmi noise, i.e. random ativity aused by the neighbour nets. If we also take

into aount the �nite bandwidth of the sensor and the �nite auray of the digitalizing

apparatus, it appears learly that several measurements will be neessary, simply to get

rid of all this noise.

In this ontext, Paul C. Koher suggests in [246, �4℄ to update the key on a regular

basis. Typially, an evaluator an estimate the number of key manipulations after whih

the full key an be reovered by an attak, beause su�ient information an be garnered

to overome the e�et of the random noise. Now, this number depends on the hara-

teristi of the aquisition ampaign; thus, this paper [434℄ suggests to use a suess rate

metri to estimate the strength of an attak. Using this tool, it is possible to de�ne a

number η of enryption for whih the suess rate is below a given threshold, say 1%.

The initial proposal of Paul C. Koher is to hash the seret key every η enryptions, and

to ontinue the enryptions with the result of the hash k := h(k). Again, after η other
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key usages, the seret is replaed by its hash value. Beause of the ryptographi prop-

erties of hash funtions, the partial knowledge of the key before the key hash annot be

apitalized to break the new session key. The same noting an be done in the other way

round: the partial information about the urrent key is of no help to dedue onstrutive

information about the less iterated hashed keys. It is in this respet that this regular

key update is resilient against passive attaks.

However, this key update is not appropriate to the omputation with multiple parties.

For the sake of illustration, we assume that the party A is a vulnerable devie (say a

smartard), that ommuniates with many orrespondents B (supposed to be seure).

Now, if A has already been hashing the key a large amount of times (say 1, 000, 000
times), then the next B it interats with needs to start omputing 1, 000, 000 hashes

on the primary seret key k before being synhronized with A. This situation seems

unrealisti, and will get worse as the number of used keys inreases.

Therefore, Paul C. Koher introdues in [245℄ a notion of session key tree. We assume

binary trees, but similar onstruts an be obtained for arities greater than two. The

system assumes a �nite number of keys, 2D−1 for some integer D. For instane, in [245℄,

D is hosen equal to 39. In the sequel, we simply note that it is a small onstant, that

satis�es D = O(1) when the number of bloks to enrypt (n) inreases. The tree is

rooted by k, and onstruted reursively. The two sons of a node κ are respetively

El(κ) and Er(κ), the result of the enryption of κ by one of the two reversible funtions

El or Er. Typially, E{l,r} are enryption funtions, using two di�erent keys that are

made publi. Indeed, the knowledge of the transformation of one session key into another

does not onvey any information to a prospetive attaker if the nodes value is seret. In

addition, publishing the enryption keys for E{l,r} redues the amount of shared serets

to be otherwise safely onealed in every A and B. Now, the orrespondents derive their

suessive session keys by a depth-�rst left-to-right tree traversal. Moving downwards

left (resp. downwards right, upwards left, upwards right) is ahieved by the appliation

of El (resp. Er, E
−1
l , E−1

r ). The urrent key is indexed by its order C ∈ J0, 2DJ in

the tree traversal. We denote kC the orresponding key, and note k0 = k, beause,
by onvention, the root of the tree has index C = 0. The �gure 1 illustrates this key

indexation mehanism.

The session key is agreed on between A and B by �rst omparing their ounters C.
They selet the greatest of the two C for the shared index. Then, there exists an algorithm

to reah any node from any other node using between 0 and 2D − 2 alls to either of

E
{+1,−1}
{l,r} . One this �rst session key is fethed, the subsequent keys k{C+1,C+2,··· } are

retrieved eah thanks to only one all to either E
{+1,−1}
{l,r} , beause a single displaement

is required sine onseutive keys are diret neighbours in the tree.

M.2.2 Fresh Re-Keying (FRK)

The previous IKU sheme has several drawbaks, for instane:

� the number of possible keys is limited to 2D − 1 although the key spae is must

larger;
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Figure 1: Illustration of IKU in a binary tree for a depth D = 3.

� the key agreement requires several alls to enryption/deryption funtions, and

this number of alls depends on the key index C;
� the orrespondent A must have some tamper-proof non-volatile memory (NVM) to

store C.

The paper [305℄ introdues an interative session key derivation algorithm that addresses

all the shortomings of IKU. For this purpose, the authors of [305℄ replae the key

searh in a tree by a random key generation, thanks to a randomized bijetion noted

f . In pratie, this funtion takes in input the root key k and a random number r, and
outputs a fresh session key k∗ = f(k, r). A sends to B the random number r so that B

is able to reprodue the ryptographi omputations done by A. It is straightforward to

understand that this fresh re-keying protool an generate all possible keys, in one go,

and in a state-less manner.

Nevertheless, one immediate shortoming of this FRK arises from its interativity. In

the long run, this algorithm is more I/O onsuming, sine A must send a random number

along with eah blok of enrypted data, whereas in IKU, the synhronization with C is

done one at the beginning, and subsequently A and B remain in phase if they impliitly

know when to inrement C.

Despite of this onsideration, it is worth noting that FRK an be instantiated in

an implementation that enjoys a remarkably e�ient session key derivation algorithm.

The authors of [305℄ indeed underline that the seurity features of the protool an be

partitioned in two independent problems. On the one hand, the blok ipher g keyed

with k∗ = f(k, r) is responsible for the sheme's robustness against ryptanalyti attaks.

On the other hand, the resiliene against physial attaks is on�ned in f . There are two
reasons for that. First of all, if the blok ipher is invoked fewer times than the number

of times η where a side-hannel attak have fair hane to sueed, then k∗ will de�nitely
remain out of reah of an attaker. Now, not knowing k∗, the attaker annot inverse

f( · , r) if it has a good di�usion property. Seond, another attak path would be to

examine the leakage of f : indeed, this funtion is fed by an unknown seret k mixed with
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Figure 2: Illustration of a single-blok enryption with FRK.

a known varying input r. This setup is anonial for a side-hannel attak. Nonetheless,

as defended in [305℄, f an be hosen to both ful�ll the di�usion property and to be

easily proteted against side-hannel attaks. In the example disussed in [305℄, the very

nature of f (the multipliation × in a given ring) makes it easily proteted by masking.

Also, f = × an be implemented muh more e�iently than a omplete ryptographi

bijetion (e.g. f = AES).

The enryption of blok of data with FRK, resilient against side-hannel attaks, is

illustrated in Fig. 2.

M.2.3 Fault Injetion Resiliene (FIR)

Avoiding faults in a iruit is a di�ult task, sine whatever detetion sheme, it is

always possible, by hane, to substitute a valid data by an other valid one, that will

obviously not be deteted. On the ontrary, the resiliene approah against fault injetion

attaks onsists in tolerating errors, but also in denying the attaker from exploiting them.

We all fault injetion resilient (FIR) a sheme where the attaker an neither hoose

nor in�uene the input of the enryption algorithm. This way, intuitively, the attaker

has no means even to know if the result is faulted or not, and even less to know how

the iphertext is faulted. In partiular, di�erential fault attaks are impossible sine it is

impossible to ollet twie the iphertext orresponding to the same plaintext, and safe

errors are equally impossible sine the attaker annot distinguish between the orret

and the purportedly faulted iphertext. This FIR model would ertainly deserve a more

formal de�nition. Nonetheless, we ontinue with this FIR notion, de�ned as the input

non-forgeability and non-malleability.

An example of FIR is given in [207, �3-A℄, and realled in Alg. 1.

The proposed way to avoid an attaker from hoosing or in�uening the plaintext is

to blind it with a random number r of the same size. Thus, instead of returning the

enryption gk(x) of plaintext x, the algorithm returns the ouple (gk(x ⊕ r), r). This

way of proeeding doubles the requirement for the I/O bandwidth, but is otherwise

omputationally equivalent to the plain unproteted gk, if we neglet the XOR operation

involved in the blinding ompared to an enryption gk.
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M.2.4 All-Or-Nothing Enryption (AONE)

The AONE [302, 303℄ builds its seurity by denying the attaker from knowing the

plaintext and the iphertext. However, in AONE, the key is not updated: it remains

k throughout the enryptions. The suggested onstrut is an all-or-nothing transform

(AONT [384℄), applied full on the plaintext and partial on the iphertext.

We remark here that the AONT is too strong a preproessing on the plaintext; indeed,

the goal is simply to make it unpreditable to the attaker. Thus, a simple partial AONT,

suh as a lightweight mask generation funtion (MGF) desribed in Fig. 3, do ahieve

a randomization of the plaintext. The MGF onsists in the iterated appliation on a

random number r of a deterministi funtion f that an be abstrated as a random orale

(e.g. a lightweight enryption funtion with a publi key or a lightweight hash funtion).

This MGF adds one extra blok r to be enrypted; this blok is drawn randomly by A,

and disovered upon deryption by B.

For AONE to be e�etive as suh against passive attaks, the iphertext shall also be

blinded. However, this requires an initial seret exhange, whih is a serious drawbak

of the approah. Indeed, sharing a seret requires an operation suh as a Di�e-Hellman

(DH) exhange [112℄. Now, low ost devies that rely on symmetri ryptography are

not equipped with the hardware to ondut DH. In addition, the DH exhange is very

expensive in terms of time and ode size. Therefore, this pass is really deterrent for the

adoption of the AONE.

M.2.5 Synthesis about the State-of-the-Art

In the sequel, we disard FIR as suh, beause it does not protet against passive side-

hannel attaks (i.e. that exploit the leakage). AONE, even in our optimized version, is

also disarded beause of the unrealisti requirement for an initial seret sharing in addi-

tion to the key. Nonetheless, the priniple of input non-forgeability and non-malleability

of FIR and of our optimized version of AONE will be reused latter on in Se. M.5 to

armor IKU and FRK against ative attaks.
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M.3 Seurity Model and Seurity Target

The goal of this setion is twofold. First of all, we de�ne the threats that shall be

taken into aount by the resiliene shemes we intent to ompare, and also quantity

them. Then, we set up the seurity properties we want our resilient shemes to meet.

M.3.1 Formalization of the Risks

Passive and ative attaks are equally likely to be applied on an embedded system.

A reasonable attaker will ertainly hoose the one that is the easiest. This sub-setion

aims at settling the atual risks that exist on inseure primitives regarding these two

threats.

Regarding passive attaks, we adopt the same lassi�ations of attaks as presented

in [305℄. A primitive that leaks the whole seret is said attakable by the simple power

attak (SPA). Now, with suh a primitive, it is very hard if not impossible to ompute

seurely. Thus, we de�ne primitives to be SPA-resistant if they do not dislose all the

seret key by only one observation by attaker. The di�erential power analysis (DPA)

is a statistial attak that exploits the dependene of the measurements in a binary

sensitive variable. We reuse the notation η introdued previously to quantify the amount

of measurements for whih not enough bits of the seret have leaked to ompromise it.

We thus assume that an SPA-resistant primitive an be safely alled η times. As we

wish to build a resilient protool without resorting to expensive ad ho ountermeasures,

we will only onsider o�-the-shelf primitives. Now, any respetable intelletual property

(IP) ipher an be expeted to be SPA-resistant but not DPA-resistant. Thus, in the

sequel, we assume that gκ is not alled more than η times with the same key κ.

Ative faults an be extremely e�etive. When g is the AES-128, then as few as

one fault an be enough to extrat the 128-bit key: this has notably been shown in this

di�erential fault analysis (DFA) [463℄. As this attak is di�erential, it atually requires

the knowledge of one orret and one (speially rafted) faulted. Thus, unless speial

are is taken (suh as explained in the improved AONE in Se. M.2.4), it shall not be

onsidered seure to let the protool enrypt two bloks with the same key. Additionally,

we note that η ≫ 2, i.e. resisting to passive leakage is easier than resisting to fault

injetion attaks, in terms of number of queries.

M.3.2 Common Set of Seurity Objetives

We onsider the ase of equipments sharing a ommon seret k and willing to use it

in a blok ipher, either for the purpose of authentiation or (non-exlusively) for the

purpose of data enryption. As already mentioned, we demand that no other seret be

shared by the devies. The seurity of the blok ipher enryptions must rely only on

the resilient usage manipulation of k.

Our seurity objetive is to ompare resiliene shemes that do not dislose the seret

k, for a number of large transations (muh greater than η but all the same smaller

than 2D − 1, for IKU to be admitted in the ompetition), and in the ontext of passive
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Table M.1: Passive and ative resilient enryption by A of a message sent by B, in IKU

(top) and in FRK (bottom) protools.

Step Single-blok IKU

#1

A sends CA −→ B reeives CA

A reeives CB ←− B sends CB

#2

A omputes kC as B omputes kC as

kC = kmax(CA,CB) kC = kmax(CA,CB)

#3 A reeives m ←− B sends m

#4

A omputes

y = gkC (m)

#5 A sends y −→ B reeives y

Step Single-blok FRK

#1 A sends r −→ B reeives r

#2

A omputes k∗ as B omputes k∗ as
k∗ = f(r, k) k∗ = f(r, k)

#3 A reeives m ←− B sends m

#4

A omputes

y = gk∗(m)

#5 A sends y −→ B reeives y

and ative attaks. This must be ahieved using only an o�-the-shelf ryptographi

primitives for g, attakable as suh (i.e. without resiliene) with η traes passively and

with 2 enryptions in ative attaks.

The funtionality is the enryption, that must be implemented by a funtion g that is
ryptographially strong. Of ourse, the other funtions involved in the implementation

of the resiliene an be ad ho, and an be only resistant against ative and passive

attaks. Suh primitives might be muh less ostly than ryptographi primitive. Their

use an improve the e�ieny (ost in terms of speed and required hardware/software)

of the resilient protool.

So far, two protools ful�ll the seurity requirements: IKU with single blok enryp-

tions (otherwise DFA beomes possible) and genuine FRK (with a single blok also).

They are skethed in Tab. M.1 for one blok enryptions. In the DFA-proof setup, this

protool is merely repeated n times to request for n enryptions.
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M.4 Performane Assessment

M.4.1 Authentiation and Files Enryption

We onsider two senarios: symmetri authentiation of devies and large �les enryp-

tions. The �rst ase is a mere hallenge-response involving the enryption of one blok,

whereas the seond one depits more the ase of an eletroni passport enrypting an

identity faial piture (4 kBytes make up 512 triple-DES bloks or 256 AES-{128,192,256}

bloks).

M.4.2 Performane Figures

The protools an be appreiated aording to various riteria, depending on whih

resoure is the most limiting on the targeted devie. First of all, the presene of NVM an

be onsidered an option in extremely prie-onstrained devies. Or also, when migrating

one appliation on a devie with just enough NVM to aommodate the seret key k
from a low protetion level to a resiliene-protetion type, it is not an alternative to

onsider more NVM sine the upgrade shall be done at onstant resoures (whih is

also why we do not investigate [151℄). Seond, protools an be lassi�ed aording to

their requirement for a true random number generator (TRNG). Then, the number of

exhanged messages an also be limiting, espeially for ontat-less devies. Eventually,

the omplexity in terms of exeution time and proessing power is a third parameter to

take into aount. In this respet, the ryptographi primitives are always onsidered

most ostly than ad ho lightweight primitives that ful�ll only one requirement, suh as

di�usion, while remaining at least SPA-resistant. Indeed, SPA-resistane is assumed to

be a prerequisite for all the bloks involved in the exeution of the protool.

M.4.3 Results for State-of-the-Art Protools

The IKU requires some NVM, a minima in a quantity equal to the key tree depth

(D bits) to store the urrent position C. In [245℄, some tradeo�s are suggested, suh

as inreasing the NVM in exhange for a greatest key loalization speed. For the sake

of simpliity, we deide not to explore tradeo�s between the performane �gures de�ned

in Se. M.4.2. The only variations we will disuss (in Se. M.5) are net optimizations

without ounterparts. On the ontrary, FRK works without NVM. Symmetrially, IKU is

deterministi, whereas FRK demands a TRNG. Regarding the amount of data to be sent

in an authentiation session between A and B, the key establishment proedures (step

#1 in Tab. M.1) require D +D bits in IKU and B bits (where B is the ipher g blok

size) for FRK. Taken into aount the one-blok reeption (step #3) and reemission after

enryption (step #5), one ends up with 2D + 2B for IKU and 3B for FRK. If we note

[X] the performane of operation X, then IKU osts between 1× [E] to (2D−2)× [E] to

ompute the session key on the tree, where E is one of E
{+1,−1}
{l,r} . Let us onsider worst

ases. If we neglet small omparisons and fous on operations on data and keys, then

IKU osts in total (2D − 2)× [E] + [g] and FRK [f ] + [g].
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Table M.2: Summary of the performanes of various resilient protools (for 1 to n bloks).

Protool I/O [bit℄ Performane

1-bl. IKU 2D + 2B (2D − 2)[E] + [g]

1-bl. FRK 3B [f ] + [g]

n-bl. IKU 2D + 2Bn (2D − 3 + n)[E] + n[g]

n-bl. FRK 3Bn n · ([f ] + [g])

n-bl. IKU+ 2D+(1+ η
η−1 )nB (2D−3+ n

η−1 )[E]+n( η
η−1 [g]+[f ])

n-bl. FRK+ ( 2η
η−1 )nB

n
η−1 [f ] + n( η

η−1 [g] + [f ])

n-bl. IKU* 2D + 2Bn (2D − 3 + n)[f ] + n[g]

n-bl. IKU+* 2D+(1+ η
η−1 )nB (2D−3+ n

η−1 )[f ]+n( η
η−1 [g]+[f ])

n-bl. FRK+HB + (1 + η
η−1 )nB

n
η−1 [f ] + n( η

η−1 [g] + [f ])

• IKU & IKU* require . . . . . . . . . NVM but no TRNG;

• IKU+ & IKU+* require . . . . . . both NVM and TRNG;

• FRK, FRK+ & FRK+H require . . . TRNG but no NVM.

Now, if instead of the authentiation ase, we fous on the large �le enryption ase,

then n appliations of g shall be onsidered. In IKU, the exhange of the positions in the

tree is done only for the �rst blok; afterwards, we an assume A and B impliitly know

that the next key an be found at the next position, with one appliation of E
{+1,−1}
{l,r} .

As far as FRK is onerned, enrypting multiple bloks onsists in replaying the same

single blok protool with a new random r eah time. Thus, for long messages (n≫ 1),
IKU beomes more bandwidth-e�ient than FRK, whereas FRK keeps its performane

advantage (sine [f ] < [E] = [g], beause f is lightweight whereas E and g are full-

�edged ryptographi blok iphers). These results are summarized in the four �rst rows

of Tab. M.2.

M.5 Improvement of the State-of-the-Art in the Enryption

of Large Files Senario

M.5.1 Armoring IKU and FRK on n > 1 Bloks against Fault Attaks:
IKU+ and FRK+

We present IKU+ and FRK+, that are multi-blok versions of IKU and FRK. The

two latter protools ould not use multiple bloks beause of fault attaks. Now, if a

MGF is applied on the plaintext, then the plaintext atually beomes non-forgeable and

non-malleable, thus fault injetion resilient. Therefore, one session key an be reused for
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Figure 4: The improved FRK+H sheme requires only one initial interation to derive

the �rst ephemeral key k∗1. Subsequent keys k
∗
i>1 are dedued from k∗i−1 by lightweight

hashing with h.

up to η bloks � beyond, DPA is a onern.

To simplify the omparisons, we assume that n is large (n > η), and multiple of η.
With one session key, we an safely enrypt η bloks. Now, in η bloks, one is reserved

to enrypt the random none r involved in MGF (reall Fig. 3). Thus,

n
η−1 session keys

are required. In IKU+, the �rst key look-up still osts (2D− 2) · [E], and the other keys

ontinue to ost [E] eah, however their number is redued from n− 1 down to

n
η−1 − 1.

The introdution of the MGF adds η− 1 operations �f � per session key, hene n alls to

f . However, the bandwidth is unhanged. FRK+ pro�ts from the MGF both in terms

of bandwidth and performane, as shown in Tab. M.2.

M.5.2 Improving IKU with Lightweight Key-Update: IKU+*

FRKmakes use of a lightweight primitive f instead of a ryptographi-grade primitive

(E) to derive the session keys. The same ould be done for IKU. We all IKU* (resp.

IKU+*) the version of IKU (resp. IKU+) where E is replaed by a lightweight ersatz

(of similar omplexity as the f in [305℄) that does not alter the seurity level sine they

manipulate unknown quantities.

Related keys attaks have been reported reently on AES-192 and AES-256. They

are ryptanalyti attaks that require two or more enryptions with related keys, i.e.

di�ering by only a few bits. To be immune from these attaks, one must make sure that

the update funtion is not two trivial. However, a primitive suh as f = ∗ ertainly has

an high enough dispersion to prevent suh related keys to be produed frequently.

M.5.3 Synhronous Session Keys Update by Iterative Hashing: FRK+H

The �rst session key must be agreed on, deterministially as for IKU and probabilisti-

ally as for FRK. But the next session keys an be obtained from another protool, suh

as iterative hashing of the �rst session key (as suggested in [246, �4℄). For FRK+, this

allows to still improve on the I/O bandwidth, without altering the resiliene property.

This sheme is alled FRK+H, and its performane is given in Tab. M.2. It is illustrated

in Fig. 4.

For IKU+*, suh a transformation would trade a lightweight key update with f on

the tree with a lightweight hash, we assume to have the same ost. Therefore, we do not

onsider it (beause it does not hange the performane of IKU+*).
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At this stage, we have optimized as muh as possible IKU and FRK: the best protools

for large �les enryption are IKU+* and FRK+H. The result is that

� in term of I/O bandwidth, the requirements are the same when n → ∞ (namely

(1 + η
η−1 )nB, up to a negligible onstant);

� Computation-wise, both require exatly n η
η−1 alls to g and about n(1+ 1

η−1 ) alls
to a lightweight f .

Thus, the di�erenes observed for short messages (authentiation ase) tend to fade and

asymptotially, the optimized protools are equivalent when dealing with the enryption

of large messages.

M.5.4 Other Implementation-Dependant Considerations to Tune the

Resiliene Shemes

Eah time the protool redues the number of key updates, as in Se. M.5.1, the key

shedule step of g is saved. Now, this step is both timing onsuming (espeially on AES)

and soure of an extra leakage.

M.6 Conlusions and Perspetives

We have investigated resilient omputation shemes for both hardware and software

implementations. Our study shows that, amongst the known shemes, those based on a

regular key update are e�etive. Two solutions (IKU and FRK) exist, depending whether

the key sequene is deterministi or probabilisti. We show that using state-of-the-art

protools, FRK is always more e�ient for single-blok enryption, whereas IKU is always

less I/O onsuming for large �les enryptions.

However, as suh, IKU and FRK an only use one-blok payload exhange, beause

of fault injetion analyses. By blinding the input, we show that multi-bloks an be used,

whih improve the performane (leading to the new protools we nikname IKU+ and

FRK+).

In addition, we propose another series of improvements, after whih the two shemes

tend to be equivalent (when the number of bloks to proess n beomes larger and

larger). Thus, we on�rm that, for an idential seurity objetive, the use of lightweight

primitives [360℄ in onjuntion with ryptographi primitives an indeed enhane the

e�ieny of the protool. As a perspetive, we expet interesting researhes on this topi

to ontinue make the ost of resiliene-based protetions more aeptable.

We also underline that eventually, the last optimisation level will be done by instan-

tiating the most e�ient primitives given the data & key bitwidths. Therefore, we point

out the requirement for �strethable� lightweight primitives (in terms of data bitwidth

and lateny) operating as di�usion primitives between real ryptographi-grade primi-

tives making up the funtional skeleton of the protool.
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