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So, the constellations. .. I don’t believe there’s a
whale out there, but I believe the stars exist and
that people put the whale up there. Like we're
good at drawing lines through the space between
stars. Like we’re pattern finders, and we’ll find
patterns, and we really put our hearts and minds
into it even if we don’t mean to. So I believe in
a universe that doesn’t care and people who do.

Angus, Night in the Woods
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Introduction

Software protection aims at defending programs against unwanted analysis. Its
goal is to protect both the author of the program—i.e. the intelligence and contents
of the software—but also the users, by assuring for example the confidentiality of
their data. With the increasing creation and distribution of applications, and
especially because of the burst in usage of mobile platforms in the past few years,
the number and scale of the analyses performed on these applications is expanding.

Depending on the type of software and the identity of the analyst, the ex-
amination of applications can be considered as malicious or benevolent; and the
qualification of one’s intentions is not always trivial. For example, one could easily
agree that the analysis by a company of a concurrent solution qualifies as industrial
espionage and is malicious, while the examination of malware in order to design
a defense mechanism is surely of common interest. However, the analysis of a
program in order to assess its security is more difficult to sort into one category or
the other, as it depends on the way the obtained information is used or disclosed.
Therefore in this thesis we tend to use the term analysis instead of attack, and
cast any good or bad intention aside.

There are many reasons why one would want to protect one’s software, whether
it is to impede security analysis, preserve intellectual property, or prevent non-
authorized access to media content. . . For decades, the notion of diversity has been
identified as a key factor to increase the security of systems [Coh93, FSA97]. In-
deed, the analysis of a program is often based on some kind of pattern recognition,
meaning that when a piece of code is associated with its semantics, it can be iden-
tified in other locations in the program, or even in other programs. Increasing the
diversity of a program, i.e. representing semantically equivalent pieces of software
with different sequences of instructions, makes the recognition more difficult and
slows down the process of program analysis.

Furthermore, producing diverse instances of the same software reduces the
replicability of the analysis. Ideally, an analysis successful on one instance of a
system will need to be completely conceived again for another instance of the same
system. Diversity techniques can be, for example, adding or deleting non-relevant



code (e.g. calls, jumps), reordering instructions, replacing equivalent sequences
of instructions. ..

Recent examples of program diversification for security demonstrate the contin-
uous interest in this field of research: for example, the idea of replacing equivalent
sequences of instructions combined with the process of superoptimization has led
to the concept of superdiversification [JJINT08]. Adding bogus instructions and
shuffling code are also still considered useful techniques in the field of diversifi-
cation, which can be used for example to conceal the purpose of patches, or to
increase the resistance to ROP attacks [CKWG16]. Malicious applications (called
malware) also use polymorphism and metamorphism in order to easily generate
diverse instances and render their analysis less reproducible [WS06].

Program diversity has also induced the notion of software obfuscation [CTLI7],
namely the transformation of code in order to make its comprehension more diffi-
cult. While diversity aims at reducing the reproducibility of analysis on different
instances, program obfuscation intends to make the analysis of one particular in-
stance as complex as possible. Obfuscation thus conceals the semantics of a piece
of software in two main ways: by mutating the code and data (e.g. changing their
representation or value), and by adding irrelevant (and sometimes misleading) in-
formation (e.g. junk code). The obfuscation technique we chose to study uses both
those principles in order to obfuscate common mathematical expressions. Oper-
ators are transformed with rewritings using Mixed Boolean-Arithmetic (MBA)
expressions, and useless operators and constants are added during the obfuscation
process. Throughout our research, we took an interest in both MBA obfusca-
tion and MBA deobfuscation, as it is fundamental practice in computer security:
knowledge about one way always helps to learn more about the other.

Contributions and Thesis Organization

Our work was mainly focused on Mixed Boolean-Arithmetic (MBA) expressions,
which are used as a tool for obfuscating both constants and expressions. We use the
traditional definition of a mathematical expression, meaning a finite combination
of symbols (constants, variables, operators. ..) that is well-formed.



Several issues were tackled during this work:

e Structuring the state of the art around MBA obfuscation: indeed, the do-
main is quite young and the directly relevant literature is scarce. It can
also borrow from more mature topics, like cryptography or rewriting. In
the process, we reconstructed an MBA obfuscation technique from public
obfuscated examples.

e Elaborating a definition of simplification of an obfuscated expression: we
analyzed the factors that could explain the difficulty of designing a deobfus-
cation solution, and defined our own simplicity metrics for MBA expressions.

e Producing deobfuscation—or simplification—algorithms: this achievement
filled the need to provide publicly available tools to analyze and automate,
at least partly, the task to reverse the obfuscation technique. There was until
now very little public work on the deobfuscation of MBA expressions.

e Assessing the resilience of the MBA obfuscation technique, both for expres-
sion and constant obfuscation: we define the resilience, in our case, as the
difficulty of deobfuscating the obfuscated expressions in general.

e Providing new ideas to improve this resilience: we used both general deobfus-
cation techniques and our simplification algorithms to propose several ideas
in order to improve the overall resilience of the MBA obfuscation technique.

We published our two solutions for MBA deobfuscation: the one based on bit-
blasting was presented at Grehack 2016 [GEV16], while the one using word-level
symbolic simplification was presented during SPRO 2016 [EGV16], along with
other results on permutation polynomials [BERR16] which are not per se part of
an MBA obfuscation but are nevertheless closely related.

The rest of this thesis is organized in the following way: the first chapter
describes the general context inherent to our work, which is the definition and
uses of obfuscation and its counterpart, reverse engineering.

The second chapter exposes the state of the art regarding MBA obfuscation,
expression simplification, and other related fields such as bit-vector logic, SMT
solvers, term rewriting, as well as some deobfuscation techniques that could apply
in our context.

The third chapter presents our analysis of the notion of MBA complexity,
detailing the issue of characterizing the simplicity (or complexity) of an MBA
expression, and proposes our own metrics in this scope.

The fourth chapter depicts the reconstruction of the MBA obfuscation tech-
nique, and exhibits our two propositions for MBA simplification, one using bit-
blasting and the other one being based on rewriting.



In the final chapter, we assess the resilience of the MBA obfuscation technique.
We first study how known black-box attacks can deobfuscate MBA-obfuscated
expressions, and then show how our own algorithms offer solutions to the problem
of MBA deobfuscation. We conclude that the obfuscation technique does not
provide great resilience in its current state, and suggest several improvements that
would increase said resilience.



Chapter 1

Context

This chapter aims at giving some context about the work presented in this thesis:
what is software obfuscation?” What does it protect from? How can it be used?
How to evaluate the quality of obfuscation techniques?

1.1 Software Obfuscation

In this section, we define what software obfuscation is, and give a few examples of
situations where it is used.

1.1.1 Definition

Obfuscation is a process which consists in transforming a program in order to
make its analysis difficult and costly, while preserving its observable behavior.
Three properties often appear when dealing with obfuscation [BGIT01, CTLI7]:

e [unctionality: the obfuscated program must have the same input/output
behavior (or computational equivalence) as the original program.

e Flfficiency: the increase in size and execution time of the obfuscated program
compared to the original program must be “acceptable” (depending on the
usage context and the hardware constraints).

e Resilience: the obfuscated program must be harder to analyze (in terms of
skills, time, tools...) than the original program. There are several metrics
to assess the “obfuscating” aspect of a transformation, and we detail some
examples in Section 1.5.

The field of software obfuscation is included in the wider scope of software
protection, which can also include software encryption, packing, anti-debugging or

10



anti-tampering measures. Obfuscation often refers to transformations modifying
the code in order to confuse it, while anti-debug and anti-tampering are transfor-
mations and/or processes designed to counter specific analysis; but they are quite
often combined to offer more protection to the program. Some techniques are also
hard to categorize: protections using code virtualization are sometimes called ob-
fuscation, sometimes just software protection. Thus the limit between obfuscation
and software protection is sometimes vague.

1.1.2 Uses

Obfuscation exists in a context where the software is distributed, meaning that the
attacker/analyst has an instance of the program and completely controls the envi-
ronment where it is executed—in the field of white-box design (see Section 1.4.3),
it is called the white-box attack context. The process of analyzing a product based
on its finished and distributed form is called reverse engineering. Its purpose is to
understand one or several features of a program in order to describe a format, an
algorithm, a protocol, and /or find an error in development (vulnerability research).
Here, to describe means to give some high level semantics, e.g. a pseudo-code de-
scription, the name of a standard algorithm with inputs and parameters, a source
code description (decompilation). .. Reverse engineering of programs is commonly
considered the inverse practice of obfuscation, and classical techniques are detailed
in Section 1.3.

The analyst goals can be numerous: non-authorized use of the software (e.g.
in the case of a licensed software), extraction of secrets or proprietary information
(keys, protocols), redistribution (e.g. tampered version), or analysis for security
purposes or interoperability (e.g. alternative client). Obfuscation traditionally
offers protection against reverse engineering actions (sometimes called Man-At-
The-End (MATE) attacks), mainly in those domains:

e Malware: obfuscating transformations provide confusion and polymorphism,
thus allowing malicious software to avoid automatic signature detection by
antivirus engines. Moreover, obfuscation also slows down the work of a
reverse engineer analyzing the malware for further detection or investigation.

e Protection of intellectual property: obfuscation is a good tool to protect an
algorithm or a protocol included in a commercial software. Known examples
include Skype [PF06] or DropBox [KW13].

e Rights management: whether it is to protect the access to software with
a license check, or to a digital content with a Digital Right Management
(DRM) scheme, those technologies often embed critical information (e.g.

11



cryptographic keys and protocols) and protect this information with obfus-
cation. DRM schemes embedded in programs (e.g. VOD services or video
games protection) are currently one of the main sources of obfuscation in
modern settings [MG14].

e Protection of personal or sensitive data: in the case of mobile applications
for example, a lot of sensitive data is held in the device (e.g. bank account
details). Obfuscation can help secure this data, along with the protocols
handling it.

1.2 Theoretical Obfuscation and Practical Ob-
fuscation

In this section, we give a quick overview of the differences between theoretical
obfuscation, or cryptographic obfuscation, and practical obfuscation as used in
common commercial solutions.

1.2.1 Cryptographic Obfuscation

Cryptographic obfuscation aims at giving a formal context to obfuscation, espe-
cially around the idea of quantifying the difficulty of analyzing the obfuscated
program O(P) of a given program P.

The formal study of software obfuscation was initiated by Barak et al. in [BGI*01],
where they introduced the notion of Virtual Black Boxz (VBB) as the best possible
property of an obfuscated program. The VBB property guarantees that anything
that can be learned from O(P), can also be learned from the input/output behav-
ior of P. In the same article, it is also proved that no general obfuscator achieving
this property for any input program P can be built. Therefore, Barak et al. sug-
gested in the same article a weaker definition of indistinguishability obfuscation: if
two programs P; and P, of same size compute the same function, their obfuscation
O(P,) and O(P,) should be indistinguishable from one another.

While this definition does not appear to give an explicit guarantee that the ob-
fuscated program actually hides information, the work of Goldwasser et al. [GRO7]
proves otherwise. They provide a new definition of best-possible obfuscation: any
information extracted from O(P) can be exposed by every other functionally equiv-
alent program of similar size. They also prove that for efficient obfuscators, the
definitions of indistinguishability and best-possible obfuscation are equivalent.

In 2013, the first candidate for general purpose indistinguishable obfuscation
was proposed by Garg et al. [GGHT13], based on three components: branching

12



programs as the computational model, fully homomorphic encryption and multi-
linear maps. The first implementation of such indistinguishable obfuscation was
presented by [DYJAJ14], and shows that its application for practical obfuscation
is still not conceivable. Indeed, one example of function they obfuscate—using an
Amazon EC2 machine with 32 cores—is a 16-bit point function containing 16 OR
gates: the obfuscation process takes around 7 hours, and produces an obfuscated
program of 31 GB with an execution time of about 3 hours. Those overheads are
huge compared to the practical uses of obfuscation, for example DRM technologies
or mobile applications.

Therefore, practical obfuscation often does not rely on such cryptographic con-
cepts for now, but more on successive applications of different program transforma-
tions. The security of practical obfuscation can derive from several concept: loss
of information, theoretical complexity, or composition of different weaker layers of
obfuscation. We discuss this in more detail in Section 1.5.

1.2.2 Practical Obfuscation

As stated in the previous section, a practical obfuscator is based on the composition
of different program transformations. Each of those transformation brings its own
level of complexity, but the interleaving of the different obfuscation techniques
greatly contributes to the global resilience of the obfuscated program. Some of the
most used commercial obfuscators are strong.protect!, Cloakware [LGJ08] (now
included in Irdeto’s? protection solution) and Arxan®.

An obfuscator can apply its technique on different representations of a program,
mainly the source code, the Intermediate Representation (IR) or the assembly
language. The main problematic of an obfuscator designer is to find the correct
trade-off between the protection brought by the obfuscation and the decline in

performances (in terms of memory, time. .. ).

Source Code

An obfuscator operating on the source code is called a source-to-source obfuscator,
and enables the use of obfuscation techniques exploiting specificities of the input
programming language. It is also easier to integrate into an existing compilation
chain, as the obfuscation step is taking place before the compilation. Source-to-
source obfuscation is also used on interpreted languages where the source code can
be retrieved easily with decompilation: we quoted earlier the case of DropBox as
an obfuscated software and it is written in Python. The Java language is also a

Thttps://strong.codes/
2http://irdeto.com/index.html
3https://www.arxan.com/
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very productive field for source-to-source obfuscators, e.g. DashO* or ProGuard®.
The main drawback to this approach is that it restricts oneself to one programming
language.

Intermediate Representation

Intermediate Representation (IR) is used by compilers, virtual machines or reverse
engineering frameworks to represent code. It is designed to be independent of any
source or target language. Obfuscators working on the IR level are thus more
general than source-to-source obfuscators, and present the ability to work on pro-
grams from various source languages and target assembly language. However, the
integration is more difficult as it requires the obfuscator to be added to the existing
compilation toolchain. Commercial obfuscators using intermediate representation,
in this case the LLVM compiler IR [LLA04], are for example strong.protect (based
on the open-source project Obfuscator-LLVM [JRWM15]), or Epona (a commercial
obfuscator developed by Quarkslab).

Assembly Language

The assembly level presents a major loss of information compared to the IR and
source levels, thus it is very difficult to implement a general obfuscator working
only on assembly. However, the technique of protection by virtualization can be
applied directly on binary programs. The protected code then runs on a virtual
CPU different from standard CPUs. One example of a commercial obfuscator
implementing virtualization is VMProtect®.

Apart from virtualization, transformations operating on assembly language
commonly belong to the larger field of software protection, and more specifically
regarding anti-tampering (e.g. integrity checks) or packing (e.g. encryption of the
program).

1.3 Program Analysis

In this section, we present a few classical concepts of program analysis (or reverse
engineering). A program is composed of both code and data, from which result the
notions of control flow and data flow. Their common representations are detailed
in Section 1.3.1. From these representations, two types of reversing approaches are
possible, namely static analysis and dynamic analysis, described in Section 1.3.2.

4https://www.preemptive.com/products/dasho/overview
Shttp://proguard.sourceforge.net/
Shttp://vmpsoft.com/

14



1.3.1 Analysis Levels

From a disassembled program (e.g. with the IDA disassembler?), different pieces of
information can be inferred, which traditionally belong to the control flow and/or
the data flow.

Control Flow

The control flow of the program designates all possible execution paths of the
program, and how those paths are chosen. It is commonly represented with two
graphs: the Control Flow Graph (CFG) and the Call Graph (CG).

The Control Flow Graph is specific to a function, and represents all possible
executions of this function. Each node of the graph is a basic block: a continu-
ous sequence of instructions, without any control transfer instruction (jump, ret,
call...) or without being a target of a control transfer instruction. An edge
between two basic blocks means that there is a possible execution path linking
those blocks. We illustrate a simple example of a function computing the Ham-
ming weight of a value x on 8 bits, and its Control Flow Graph in Figure 1.1—the
nodes are labeled (INIT, By, ..., By) for further explanations in Section 1.4.1. The
CFG of the same function in its compiled form as displayed in IDA is provided in
Figure 1.2.

uint8_t hamming_weight (uint8_t x)

: [if(x&(1<<i))}

[ return res }
B

By

uint8_t
uint8_t
while (i
if (x
res
i =i

¥

return res;

0;

es =
= O;
8) {
(1 << 1))
res + 1;

1;

2

+ Il & AR

(a) Function in C. (b) CFG in pseudo-code.

Figure 1.1: The hamming weight function and its CFG.

"https://www.hex-rays.com /products/ida/
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P

4= byte ptr —14h
te ptr -

var_2= by
var_1- byte ptr —1

nov [ebp+var_2],
jmp short loc_804846E

S

"I

loc_BBUBLEE:
cmp [ebpruar_2], 7
jbe short loc_B804B4S1

G""""""J L""""""i

"I "I

nouzx

loc_ 8048451 : leave

novzx  edx, [ebp+var_1a]| (retn

movzx  eax, [ebp+var_2] || [hamning_weight endp
ecx, eax

CX,

edx, cl
nov eax, edx
and eax, 1

te: eax, eax
iz short loc_804SHGA|

"I

loc_BO4BLGA:
add [ebp+uar 2], 1
L

Figure 1.2: The CFG of hamming weight’s assembly displayed in IDA.

The other graph displaying information about the execution flow of the program
is the Call Graph (CG), where every node represents a function, and an edge from
a node f; to a node fy means that function f; contains at least one call to the
function fs.

Data Flow

Compared to the control flow, the data flow does not possess a unique graph rep-
resentation: different data flow analysis yield different representations. A classical
example of a data flow analysis is the reaching definitions, which consists in deter-
mining where each variable may have been defined. Such information about data is
extracted from the CFG of the functions, firstly by stating for each basic block the
data-flow values entering and leaving the block. Many other data flow analysis can
be performed, for example live-variable analysis or available expressions [ALSU06].

The literature about data flow analysis comes mostly from the fields of program
optimization and program testing [KSK09, ALSU06]. In the reverse engineering
context, an analyst might consider different notions about the data (not necessarily
considering the flow of this data):

e the set of values computed at different points,
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e the constant data of the program,
e the interactions between code and data (writes, reads).

For example, one can recognize a cryptographic algorithm by finding standard
cryptographic constants, or deduce the computations performed in a basic block
with its input and output values. In [BHMT16], the authors use a visual rep-
resentation of the reads and writes of the data to deduce information about the
implementation of a white-box and conceive a side-channel attack from the data
addresses read or written in memory.

While this type of analysis should be referred as more general data analysis, it
is very commonly called data flow analysis. In general, any information deduced
from the data of a program is referred as belonging to the data flow.

1.3.2 Analysis Methods
Static Analysis

The static analysis of a program is done without executing it, by examining the
code of the program itself, very probably in disassembled form. It is sometimes
possible to decompile the binary program to get a source code representation of it,
but the decompilation is a difficult problem and it is not always possible to achieve
it, especially on obfuscated programs.

Static analysis can use general information, such as the type of the program
or its constant data (strings, numbers...). The first step is often to reconstruct
the CFGs of the functions and the CG of the program—this is done automatically
with a tool, for example a disassembling framework. Static data flow analysis can
also be performed from a CFG.

To simulate the execution of the program, it is possible to use symbolic exe-
cution [Kin76], which assumes symbolic values for inputs, and expresses the con-
straints determining the execution paths with regards to those symbols. Examples
of reverse engineering tools providing symbolic execution on binary programs are
Triton [SS15