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CollaborativeContentDistributionoveraVNF-as-a-Serviceplatform

Abstract

TheconstantriseofOver-The-TopvideoconsumptionnowadayschallengesthecurrentInternet

architecture.Asanoverwhelmingmajorityofthebandwidthtodayisdedicatedtothedelivery

ofvideocontents,InternetactorssuchasContentProviders,ContentDeliveryNetwork,Internet

ServiceProvidersareforcedtooptimizetheirnetworkstosupporttheQualityofExperienceexpected

bytheEnd-Users.Suchcostlyspecializednetworksparticipatetotheso-called"ossification"ofthe

Internetwhichmakesthearchitecturehardertoupdate,astheplacementanddimensioningoflinks

andmiddleboxesmaybehardtochangeinthefuturetosupportnewusecases.Fortunately,the

trendofVirtualizatingandSoftwarizingthenetworkspushedbymajorTelcooperators,vendorsand

standardizationbodieshasgivenhopesthatthecomputingandnetworkinginfrastructurecanbe

easilyre-purposed.TheagilitypromotedbytechnologiessuchasNetworkFunctionVirtualization

andSoftwareDefinedNetworkingmakesitpossibleformiddleboxestobedeployedasVirtual

NetworkFunctionsthatcanrunon"commercialoff-the-shelf"hardwarewhilehavingthenetwork

managedbyalogicallycentralizedcontrollerdeployingnetworkconfigurationsonprogrammable

forwardingdevices.

Thegoalofthisthesisistoshowhowcontentdistributioncanbecollaborativelyimprovedthanks

toNetworkSoftwarization.First,weproposeCDN-as-a-Service(CDNaaS),acompletesolutionto

virtualizeaContentDeliveryNetworkontopofaVNF-as-a-Serviceplatform,adoptedandevaluated

atlargescaleintheFP7T-NovaEuropeanproject.Weelaborateontheinterfaces,architectureand

designchoicesmadetoimplementtheplatformtosupportperformance,automaticscalingand

re-usability.Then,weproposetwocollaborationmodelsallowingthecontentdeliveryactorstowork

jointlyonimprovingEnd-UserQualityofexperiencewhilefosteringahealthycompetitionandafair

balanceofrevenue.Finally,westudythechallengesofNFVresourceallocationforthevCDNservice

andproposeseveralheuristicsandalgorithmstooptimizetheproposedsolutioninacost-effective

way.ThisthesispavesthewaytowardsacollaborativecontentdistributionallowingEnd-Usersto

accesstheircontentwiththehigheststandardswhilecontributingtoasounddevelopmentofthe

Internet.

Keywords:NFV,SDN,ContentDelivery,Blockchain
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Distributiondecontenuscollaborativebaséesuruneplateformedefonctionsréseaux

virtualiséesentantqueservice

Résumé

L’augmentationconstantedelaconsommationdevidéospardesservicesparcontournement

(Over-The-Top)metàmall’architectureactuelled’Internet.Alorsqu’uneécrasantemajoritédela

bandepassanteaujourd’huiestallouéeàlalivraisondecontenus,lesacteursdel’Internet,telsque

lesfournisseursdecontenus,lesréseauxdedistributiondecontenusetlesfournisseursd’accèssont

obligésd’optimiserleursréseauxpoursupporterlaqualitéd’expérienceattendueparl’utilisateur

final.Cesréseauxcouteuxetspécialisésparticipentàl’ossificationdel’Internet,rendantl’évolution

desonarchitectureplusdifficileàmoyenterme.Eneffet,unchoixtropspécifiquededimensionne-

mentdesliensetdelalocalisationdesmiddle-boxespeutêtreunfreinàunemiseàjourultérieure

envuedusupportdenouveauxcasd’utilisation.Heureusement,lestechnologiesdevirtualisation

récemmentpromuesparlesgrandsopérateursInternet,lesvendeursdesolutionsetlesorganismes

destandardisation,permettentuneréelleprogrammabilitéduréseauetuneplusgrandeversatilité

danslesusagesdenouveauxéquipements.Eneffet,l’agilitéapportéeparcestechnologiespermetle

déploiementdeFonctionsRéseauxVirtuelles(VNF,VirtualNetworkFunctions)pouvants’exécuter

surdesserveursdesérieàbascoût.QuantauSoftware-DefinedNetworking,ilrendpossibleune

gestionduréseaulogiquementcentraliséepermettantlaprogrammationdescommutateurs.

L’objectifdecettethèseestdemontrercommentladistributiondecontenupeutêtreaméliorée

collaborativementàl’aidedelaprogrammabilitéderéseaux.Toutd’abord,nousproposonsCDNaaS,

unesolutioncomplètederéseaudelivraisondecontenudéployéesuruneplateformede"fonctions

réseauxentantqueservice"adoptéeetévaluéeàlargeéchelledanslecadreduprojetEuropéenFP7

T-NOVA.Nousprécisonslesinterfaces,l’architectureetleschoixdeconceptionfaitpourdévelopper

laplateformeafindefournirperformance,auto-dimensionnementetréutilisabilité.Puis,nouspro-

posonsdeuxmodèlesdecollaborationpermettantauxacteursdelalivraisondecontenudetravailler

ensembleafind’augmenterlaqualitéd’expériencepourl’utilisateurfinal,toutenpromouvantune

compétitionsaineetunerépartitionéquilibréedelavaleurajoutée.Finalement,nousétudionsles

défisliésàl’allocationderessourcesvirtuellesdanslecasd’unservicevCDN,etproposonsplusieurs

heuristiquesetalgorithmespermettantl’optimisationducoûtduservice.

Cettethèseouvrelavoieàunedistributiondecontenucollaborativepermettantauxutilisateurs

d’accéderàleurscontenusavecunhautstandarddequalité,toutencontribuantàundéveloppement

saindel’Internet.

Motsclés:NFV,SDN,Livraisondecontenu,Blockchain
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CHAPTER

1
Introduction

Formanyyearsnow,theconsumptionofOver-The-Top(OTT)video-on-demandstreaming

serviceshasbeenconstantlyincreasing.In2016,suchservicesaccountedformorethan

55percentofpeakInternettraffic,andthatpercentageisstillgrowing[SANDVINE,2016],

expectingtoreachmorethan80percentin2020.Shiftsincontentdistributionhavethus

becomenecessary,leadingtoContentDeliveryNetworks(CDNs)andotherapproaches

thataccommodateOTTcontent.

Thecontentdistributionecosystemthathasemergedduringthepastdecadeisstruc-

turedaroundavarietyofactorsalongavaluechain.Someactorsfulfillatechnicalrole,such

asInternetServiceProvider(ISP)andCDNoperators,whereasothersaremoreoriented

towardbusiness,suchasContentProvider(CP).

Thisvaluechainhasgovernedthedemocratizationofonlinevideos,butthecurrent

surgeofOTTIP-basedstreamingreshufflesthedeck.Specifically,ISPsareleftbehind,

becausetheydonotbenefitfromtheaddedvalueofcontentdelivery(eventhoughthey

arestillsupportingheavyinfrastructurecosts),andCDNoperatorsmustbuildincreasingly

expensivenetworkstotargetaworldwideaudience.Atthesametime,CPsandowners

arebenefitingfromgrowthintheonlinevideosmarket.Inthisecosystem,collaboration

betweenactorsisthekeytotackletheexistingchallenges,withaspecificfocusonfinding

synergies.

ISPsaresolicitedbyCPsorCDNstoinstallstreamingapplianceswithintheirnetworkto

delivercontentdirectlytotheirusers(e.g.,NetflixOpenConnect),reducingthenumberof

hopsaswellasinter-autonomous-systemtraffic[Pathan,2014a].Thesesolutionsreduce

bothCDNandISPcostsandeasetechnicalcooperationbyenablingjointcontrolofthe

delivery[Böttgeretal.,2016].However,thecollaborationisnotfair,becausetheISPdoes

notbenefitfromtherevenuegeneratedbytheCP.Furthermore,manycompaniesarenow

consolidatingthedifferentrolesofthevaluechainintooneentity[Hallingbyetal.,2016].

1



2 CHAPTER1.INTRODUCTION

Althoughthismightfacilitateend-to-endoperations,itcanhinderinnovationandraisethe

barrierfornewcomersonthemarket.

Atthesametime,existingtechnologiesinitiallydevelopedtosupportITservicessuch

ascloudcomputingandnetworkprogrammabilityarestartingtoemergeintheTelecom

worldas“networksoftwarization”:

•SoftwareDefinedNetworking(SDN)isthelatestincarnationofalonghistoryof

effortstomakecomputernetworksmoreprogrammable[Feamsteretal.,2014],and

paradoxicallyrevisitsideasfromearlytelecomnetworksrelatedtotheseparationof

controlanddataplanestosimplifynetworkmanagementandthedeploymentofnew

services.

•NetworkFunctionVirtualization(NFV) wasintroducedin2012bytheEuro-

peanTelecommunicationsStandardsInstitutethroughaseminal whitepa-

per[Virtualisation,2012].TheNFVconceptaimsatcreatingareferencearchitecture

andastandardizedapproachtoachievecarriergradevirtualizationoncommod-

ityserversofexistingnetworkfunctionsthatarecurrentlyhandledbyhardware

middleboxes.

Webelievethattheseemergingparadigmsofferaninterestingtechnologicalplatformto

addressthechallengesfacedonthecontentdeliveryfront.

Basedontheseobservations,thevirtualizationofthecontentdeliveryfunctionseems

tobeapromisingapproachtoaddresstheaforementionedissues.Inthisthesis,westudy

howacollaborationbetweenISPs,CPsandCDNscenteredonaVirtualCDN(vCDN)can

takeplacetoimproveEnd-UsersQualityofExperiencewhilereducingcostsandfairly

allocatingprofitalongthecontentdistributionvaluechain.Bellow,weoutlinethespecific

contributionsmadeinthisthesis.

1.1 ThesisContributions

Inthecontextofpromotingcollaborationforcontentdelivery,oursignificantcontributions

are:

1.First,ascurrentadvancesonnetworksoftwarizationallowdeployingVirtualNetwork

Functionsinanoperatornetwork,weproposethevirtualCDN-as-a-Service(CDNaaS)

concept.ItallowsacustomertodeployitsownimplementationofaCDNasaVirtual

NetworkFunction(VNF)attheedgeoftheISPnetwork.Wepresentitsarchitecture

anddesign,aswellastheintegrationintoanopen-sourceNFVManagementand

Orchestration(NFVMANO)stackdevelopedwithintheT-NOVAEuropeanproject.

Weevaluateeachcomponentaccordingtoasetofrequirementsandthesystemasa

whole,atlargescale.Wealsodiscussanddemonstratehowautomationandscalability

canbeachievedeasilywiththeuseofLinuxcontainers.
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2.Second,asthebenefitsforavirtualCDNdependsonitsadoptionbycontentdelivery

actors,westudyhowamutuallyprofitablecollaborationcanbeestablishedbetween

ISPandCP/CDNoperatorsandpresentthearchitectureandvirtualizationtargets

foraCDNaaS-baseddeployment.Weadvocateforspecifyingtheservicethrougha

high-levelServiceLevelAgreement(SLA)preservingtheconfidentialityoftheISP

Network.Wethenanalyzethecurrentcollaborationschemesandmodelthemusing

gametheoryinordertofindtheconditionsforwhichCDNaaSisoptimal,considering

arealisticpricingmodel.

3.Inordertocomplementtheproposedmodel,asthecontentdeliveryvaluechainis

evolvingwiththeriseofOTTservices,weextendourproposaltotheEnd-User(EU).

Weproposeauser-centricmodelthatconsiderseachvideoviewingasacooperative

effortbetweenseveralactors.Tothisend,abrokeringmechanismisforeseenusing

theBlockchainandSmartContractstomixandmatcheachstakeholderthatcan

providetheadequateQualityofExperience(QoE)totheEUwiththelowestprice.The

proposalisevaluatedwitharealimplementationandadiscussiononthescalability

andgovernanceistriggered.Ourfindingssuggestthatsuchabrokeringmechanismis

feasible,giventhatsignificantprogressesonBlockchainscalabilityaremade.

4.Finally,whiletheCDNaaSconceptseemspromising,deployingitonISPnetworkhas

practicalimplications.AfterrecallingthemainaspectsofthegeneralVNFresource

allocationproblem,weproposeasolutionforeachsub-step.Newalgorithmsare

presentedto(1)generatetheServiceFunctionsChaincorrespondingtoavCDNSLA,

(2)realizetheembeddingofavCDNserviceontheISPphysicalnetworkand(3)

scheduletheservicewhilesupportingDynamicSLAs.Ourresultsindicatethatto

reducethehostingcostofanSLAinitsnetwork,ISPsshouldputinplaceadiscount

pricingmodeltoincentiveitsclientstogeneratelongerlastingSLAs.

1.2 ThesisOrganization

Therestofthethesisisorganizedasfollows.Chapter2overviewsthemainideasofnetwork

softwarizationandsuggeststhatitcouldbethenextevolutionofthetechnologicalmutation

forISPstosolvecontentdistributionissues.Chapter3introducestheproposedconcept

ofCDNaaSandhighlightsitsdeploymentontopofanNFVplatform[Rebahietal.,2016]

whileChapter4presentstwocollaborationschemesleveragingCDNaaStargetingcostre-

ductionandQoEimprovements[Herbautetal.,2016][HerbautandNégru,ress].InChap-

ter5,westudytheresourceallocationproblemforavirtualCDN[Herbautetal.,2017b]

[Herbautetal.,2017a]beforeconcludingandpresentingpointerstodirectionsoffuture

workinChapter6.





CHAPTER

2
PerspectivesinNetwork

SoftwarizationandContent

Distribution

SoftwareDefinedNetworking(SDN)andNetworkFunctionVirtualization(NFV)arediffer-

entexpressionsoftheoveralltransformationtrendtowardnetworksoftwarization,whichis

deeplyimpactingandbridgingtheTelecomandITindustries[FreemanandBoutaba,2016].

Thisnewparadigmpromotessoftware-controlledtreatmentofflowsinthenetworkand

theorchestrationofresourcestomeettheneedsofcustomerapplicationsinaconverged

networkandcloudinfrastructure.

Inthischapter,wepresentanoverviewofnetworksoftwarizationtechnologiesand

explainwhattheexpectedbenefitsare. Wethendetailaconcreteimplementationofa

convergedNFVplatformthataddsanewbusinessperspectivetothetechnologythanksto

aninnovativeconceptofMarketplace.Weconcludethischapterbydescribingtheevolution

ofcontentdistributiontechnologiesanddiscussingwhataretheopportunitiesbroughtby

networksoftwarizationtoaddresstotheoutstandingchallengeslinkedtotheriseofon-line

multimediaentertainment.

2.1 MotivationsforSoftwareDefinedNetworking

Today,distributedcontrolandtransportprotocolsareakeytechnologyallowinginformation

totravelaroundtheworld.ProtocolssuchasOSPFandBGParecentraltotheconfiguration

oftheirnetworkbyInternetServiceProviders(ISPs).

Theysufferhoweverfromseveralproblems.Theyarenotablyhardtomanagesince

ISPsneedtoexpresshigh-levelpoliciesinlow-levelandvendorspecificfashion.Another

difficulttaskistosupporthighlydynamicenvironmentswheretrafficsurgesandfaults

areverycommonandneedtobeaddressedinatimelymanner.Forthat,thegoalof

havingautomaticreconfigurationandresponsemechanismsareverydifficultincurrent

IPnetworks.Moreover,thefactthatnetworksareverticallyintegratedmixingdata-plane

5
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andcontrol-planefunctionalitiesinthesamedevicemakesinnovationsverydifficultto

roll-out.ForexampleregardingIPv6,despitetheexhaustiononIPv4addressesandthefact

thatRFC2460waspublishedin1998,adoptionisstillverylowreachinglessthan20%ofall

querieshandledbyGoogleSearchengine1

Network Application

SDN Controller

Forwarding Devices

Northbound Interface

Southbound Interface

Control Plane

Data Plane

.

Figure2.1:SDNFunctionalarchitecture

Drawingontheseobservations,theneedformoreflexibleindustrialnetworkmanage-

menttechnologiesgainedmomentum.SDNisanemergingparadigmthatgiveshopein

changingtheabove-mentionedlimitationsofthenetwork.Itbreakstheverticalintegration

byseparatingthecontrollogic(thecontrolplane)androutersandswitchthatforward

thetraffic(thedataplane)(Figure2.1).Inthiscontext,Networkswitchesbecomesimple

forwardingdevicesandthelogicisimplementedinalogicallycentralizedcontroller.The

SDNControlleristhecentrallayerthatisresponsibleforreceiving(throughitsnorthbound

interface)thehigh-levelpoliciesexpressedassoftwareintheNetworkApplicationand

translatethemtolow-levelforwardingrulesdeployed(throughitssouthboundinterface)

ontheForwardingdevices.

Evenifthetechnologicalfragmentationthenorthboundinterfaceisstillanopenissue

andissubjecttoafiercecompetitionfromSDNControllerprojects(seeTable2.3),the

southboundinterfaceisstandardizedde-factobytheOpenNetworkFoundation’sOpen-

Flow[McKeownetal.,2008].Supportedbymajordevicesvendorandsoftwareimplementa-

tion(e.g.OpenvSwitch[Pfaffetal.,2015]),itisanundeniablecommercialsuccessdriving

theadoptionofSDN.

EveniftheSDNprinciplecanbesubjecttoarchitecturalinterpretation,iscanbereduced

tofouressentialpillars[Kreutzetal.,2015]:

•controlanddataplanesaredecoupled

1https://www.google.com/intl/en/ipv6/statistics.html

https://www.google.com/intl/en/ipv6/statistics.html
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•Forwardingdecisionsareflow-basedinsteadofdestinationbased,asallpacketsofa

flowreceiveidenticalservicespoliciesattheforwardingdevice

•Controllogicismovedtoanexternalentity,theSDNController(alsocalledthe

NetworkOperatingSystem)

•thenetworkisprogrammablethroughsoftwareapplicationsrunningontheNOS

Theexpectedbenefitsaresimplerandlesserrorpronenetworkpoliciesmodification

thankstohigh-levellanguageandsoftwarecomponentscomparedtolow-leveldevice-

specificconfiguration.Interestingly,acontrolprogramcanreacttospuriouschanges

whethertheycomefromchangeinthenetworkstateorfrombadlow-levelrulesdeployed

onthedevices.Finally,SDNoffersaglobalknowledgeofthenetworkstatewhichsimplifies

thedevelopmentandallowsforcreatingmoresophisticatednetworkingfunctionsand

services.

EvenifSDNscalabilityissometimessubjecttodiscussion,especiallyregardingcon-

trollerscalability,flowinitiationoverhead,resiliencytofailures,thelackofnorthboundstan-

dardizationandnetworkprogrammingandmanagementcomplexity[Yeganehetal.,2013],

thoseproblemsarenotfundamentallyspecifictoSDNandcouldbeovercomewithout

losingitsbenefits.SeveralindustrialsuccessstoriesfollowingtheadoptionofSDNinawide

rangeofnetworkingproblemsaredocumentedinresearchfromsoftwaredefinedWAN

[Jainetal.,2013],todata-centernetworking[Singhetal.,2015]torecentdeploymentatthe

edge[Yapetal.,2017].

TheprogrammabilitymodelofOpenflowalsosuggeststhatSDNisnotyetcapableof

handlingeverynetworkinguse-case. Despiterecentsolutionsproposedtoimproveits

processingcapabilitiessuchasP4[Bosshartetal.,2014]andPMP[Pontarellietal.,2017],it

isnotclearwhichmiddleboxcanbereplacedbySDN-programmablehardware.Ifsimple

state-fullnetworkfunctionssuchasFirewall[Suhetal.,2014]canbeimplemented,more

complexprocessingsuchasVideoTranscodingandstorage-intensivefunctionssuchas

cachingareoutofreachforSDN.Indeed,forwardingdevicesshouldbefunction-agnosticto

keephardwarepricesdown,andspecializedprocessingmaynotbeavailable.Forthisreason,

NFVisperceivedastheotherpromisingparadigmofnetworksoftwarization,allowing

networkfunctionstobevirtualizedtoreplacemiddleboxesbysoftware.

2.2 MotivationsforNetworkFunctionsVirtualization

ThissectionisabriefoverviewofNFV,whichillustratesthemainmotivationsbehindthis

newservicearchitecture[Mijumbietal.,2016]. Moredetailsaboutthestandardcompo-

nentsincludingtheOrchestrationmanagementandtheInfrastructureVirtualizationand

Management(IVM)arecoveredinthepresentationofarealimplementation,theT-NOVA

project,inSection2.3.
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Today,serviceprovisioningintheISPinfrastructurereliesheavilyonthedeploymentof

middleboxes,eachofwhichperformsadifferentNetworkFunction.Theyaredesignedfrom

costlyspecializedhardwaretosupportthecarrier-gradespeedandstabilityrequiredinthe

Telcoworld.Evenifthismodelprovedefficientinsupportingtheirnetworkuntiltoday,the

currentneedtodeploynewservicesquicklyforcedISPstoreconsiderit.

Middleboxesproductcyclesareverylongandimpedeinnovationsfrombeingquickly

rolled-out. Middleboxesplacementisaheavyprocedurethatrequiresfine-tuningand

complexnetworkconfigurationupdates.Forthisreason,itparticipatestotheso-called

ossificationoftheInternetinfrastructure[Counciletal.,2001]. Giventhefactthatthe

numberofmiddleboxesisroughlyequivalenttothenumberofrouters[Sherryetal.,2012],

itrepresentsaveryimportantshareinISPsCapitalExpenditure(CAPEX)andOperational

Expenditure(OPEX).

TheconceptofNFV2wasintroducedin2012[ETSI,2012]fromaconsortiumofISPs

willingtospecifytherequirementsforthedeploymentofNetworkFunctionsassoftwareon

Commercialoff-the-shelfhardware.Ontopoftheobviousgoalofcostreduction,several

interestingfeaturesareexpectedfromthisapproach.

First,asaruleofthumb,sincenomanufacturingorhardwareconceptionisinvolved,

innovationhappensfasterthroughsoftware.Asacorollary,VirtualNetworkFunction(VNF)

providerscollaborateeasilyonsoftwarethroughtheadoptionofopen-sourcesoftware

developmentmodels[HippelandKrogh,2003].VNFproviderscooperateandmutualize

theireffortinsolvingcommongoalsandreachbettersoftwarequality,faster.Forexample

in20163theopenvSwitchproject(anessentialbuildingblockforbothSDNandNFV)was

transferredfromVMWaretotheLinuxFoundationwithlargecorporatecontributors(Cisco,

Ericsson,Huawei,HP,IBM,Intel,RedHatandVMware).Thankstoitsrobustfoundations,

theprojectisusedbyvendorsintheirvNFimplementationwithoutrequiringacomplete

rewriteofthemiddleware4,5.Second,thedeploymentofservicesismoreflexiblewithNFV,

assharedphysicalresourcescanbeusedtosupportdifferentnetworkfunctions.VNFcanbe

instantiatedinanyNFV-capableenvironmentandmigrateddependingontheneed.Third,

capacityprovisioningcanadaptdynamicallydependingondemand.VNFscanincrease

theirperformancebyscaling-outandreducetheirfootprintthroughscaling-in.

ThemainconcernsregardingNFVisitsabilitytoliveuptoitspromiseofinteroperability

andeasyresourcemanagement.Thiscouldbeachievedintwodistinctways:(1)themain

actorscancollaborateonanopen-sourceprojectuntilitbecomesthedefactostandard

(e.g.theOPNFVproject6promotestheintegrationonupstreamprojectsintoacommon)

2http://www.etsi.org/technologies-clusters/technologies/nfv
3https://www.linuxfoundation.org/press-release/open-vswitch-joins-linux-foundation-open-

networking-ecosystem/
4Thesamemodelcanalsobevalidwhenconsideringsoftwaresupportforhardwareenhancementslike

DPDK,whichwasinitiallydevelopedbyIntelbutisnowalsomanagedasaLinuxfoundationproject
5otherexamplesexist,suchaspfSenseforsecurity,opensipsforsessionbordercontrollers
6https://www.opnfv.org/

https://www.opnfv.org/
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and(2)sinceETSIgoalwithNFVisnottoproducestandardsbutrequirements,liaisonwith

StandardsDevelopingOrganizationsaredeveloped7.

AnotherriskunderminingtheNFVadoptionisthefearthatsoftwareperformancewould

notmatchline-raterequirementsofISP.Toovercometheseconcern,severalinitiativeaims

atmakinghardwareaccelerationavailabletoVirtualMachine(VM)throughtheNetwork

FunctionVirtualizationInfrastructure(NFVI)layer.SR-IOV[Dongetal.,2012]allowsby-

passingthevirtualizedNICprovidedbytheHypervisorbyusingdirectmemoryaccess.

Inthiscase,however,VMcannotbemigrated,whichreducestheflexibility.UsingFPGA

SoC-basedComputeNodes[Karrasetal.,2016]orGPU-enhanced[Paglierani,2015]node

canalsoimproveperformances,atthepriceofanhighspecializationoftheserver8.A

pragmaticapproachcombiningphysicalfunctionswhenrequiredandVNFwhenpossibleis

aviableoptionwhileperformanceisstillanissueontoday’sserver.Thistechniquewasused

byonthefirstsuccessfulfieldstudyofvirtualHomeGateways[CantóPalancaretal.,2015],

[Proençaetal.,2017].

ThankstotheincreasednetworkflexibilityinducedbySDNandthepossibilitytodeploy

virtualappliancesthroughNFV,theyareperceivedaskeyenablersallowingISPstoupgrade

theirinfrastructuretosupportnewservices,especiallyrelatedtocontentdistribution.In

thenextsection,wedigdeeperintotheintegrationofNFVandSDNbydescribingthe

architectureofarealNFVplatform,T-NOVA.SinceT-NOVAisMANO-compliant,mostof

theconsiderationspresentinthefollowingsectionapplytootherNFVimplementations,

listedinTable2.3.

2.3 VNF-as-a-Service:theT-NOVAapproach

Inthissection, we briefly describe alltherelevant aspects ofthe T-NOVA

project[Xilourisetal.,2015]thatwereusedtodeployandevaluateourcontributions.

ThecontentofthissectionwasadaptedfromcitedT-NOVAdeliverablesandcitedpartner

papers.

T-NOVA,“NetworkFunctionsas-a-ServiceoverVirtualizedInfrastructures”isaEuropean

FP7Large-scaleIntegratedProject,whoseprimaryaimisthedesignandimplementation

ofamanagement/orchestrationframeworkfortheautomatedprovision,configuration,

monitoringandoptimizationofNetworkFunctions-as-a-Service(NFaaS)overvirtualized

NetworkandITinfrastructures.T-NOVAleveragesandenhancescloudmanagementar-

chitecturesfortheelasticprovisionandre-allocationofITresourceshostingNetwork

Functions.ItalsoexploitsandextendsSDNplatformsforefficientmanagementofthe

networkinfrastructure.

TheT-NOVAframeworkallowsoperatorstodeployvirtualizednetworkfunctions,not

onlyfortheirownneeds,butalsotoofferthemtotheircustomers,asvalue-addedservices.

7https://portal.etsi.org/tbsitemap/nfv/nfvliaisonmatrix.aspx
8thissolutionhasalsoberecentlyadoptedbycloudproviders:https://aws.amazon.com/ec2/elastic-gpus/

https://portal.etsi.org/tbsitemap/nfv/nfvliaisonmatrix.aspx
https://aws.amazon.com/ec2/elastic-gpus/
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Virtualnetworkappliances(gateways,proxies,firewalls,transcoders,analyzersetc.)canbe

providedon-demand“as-a-Service”,eliminatingtheneedtoacquire,installandmaintain

specializedhardwareatcustomerpremises.

LeveragingthisNFaaSconceptandinordertofacilitatetheinvolvementofdiverseactors

intheNetworkFunctionVirtualizationsceneaswellastheattractionofnewmarketen-

trants,T-NOVAintroducesanovelconceptof“NFVMarketplace”,inwhichnetworkservices

andFunctionsofferedbyseveraldeveloperscanbepublishedandbrokered/traded.The

NFVMarketplaceenablescustomerstobrowseandselectservicesandvirtualappliances

thatbestmatchtheirneeds,aswellasnegotiateServiceLevelAgreements(SLAs)andbe

chargedundervariousbillingmodels.AnovelbusinesscaseforNFVisthusintroducedand

promoted.

2.3.1 OverallArchitecture

TheT-NOVAsystemarchitecture[Kourtisetal.,2017]inheritsthemajorityofitsconcepts

fromthegenericETSINFVISGarchitecturalmodel[ETSI,2013a]andexpandsitwithspe-

cificadd-onfeatures.TheT-NOVAarchitectureencompassesfourkeyarchitecturallayers

(asshowninFigure2.2):

•TheNFVIlayerconsistsofbothphysicalandvirtualnodes(high-volumeservers,

VirtualMachines,storagesystems,switches,routersetc.)onwhichthenetworkser-

vicesaredeployed;TheT-NOVAplatformwasdeployedthrough3NetworkFunction

VirtualizationInfrastructurePointofPresences(NFVI-POPs)inGreece,Portugaland

Germany.

•TheNFVIManagementlayerincludestheinfrastructuremanagemententities:Virtual

InfrastructureManager(VIM)andtheWideAreaNetworkInfrastructureConnection

Management(WICM).T-NOVAadoptsanOpenStack9cloudoperatingsystemfor

controlofthecomputeanddata-centerassetsandOpenDaylight10forthecontrolof

thenetworkinfrastructure(mostofwhichisSDN-based);

•TheOrchestrationlayerisbasedontheT-NOVAT-NOVAOrchestrator(TeNOR)Or-

chestrator[Rieraetal.,2016]andalsoincludesa“NetworkFunctionStore”whichisa

repositoryforallpublishedVNFs.TheOrchestrator,alongwiththeNFVIManagement

layerscomprisetheT-NOVANFVManagementandOrchestration(NFVMANO)stack;

•Finally,theMarketplacelayercontainsallthecustomer-facinginterfacesandmodules,

whichfacilitatemulti-roleinvolvementandimplementbusiness-relatedfunctionali-

ties.

9https://www.openstack.org
10https://www.opendaylight.org/
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Figure2.2:HighlevelviewofT-NOVASystemArchitecture

Thethreefollowingsectionspresentthefunctionaloverviewandarchitecturedetailson

eachoftheselayers.

2.3.2 NFVIManagementLayer

T-NOVA’sInfrastructureIVMlayer[T-NOVAConsortium,2016a]providestherequiredhost-

ingandexecutionenvironmentforVNFs.Theoveralldesignofthelayerisdrivenbya

varietyofrequirementssuchasperformance,elasticityetc.
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2.3.2.1 FunctionalOverview

TheIVMincorporatesanumberofkeyconceptsthatinfluencetheassociatedrequirements

andarchitectureforthelayer:

•TheIVMsupportsseparationbetweencontrolanddataplanesandnetworkpro-

grammability.TheT-NOVAarchitectureleveragesSDNfordesigning,dimensioning

andoptimizingcontrol-anddata-planeoperationsseparately,allowingcapabilities

fromtheunderlyinghardwaretobeexposedindependently.

•TheIVMisbasedaroundtheuseofclustersofcommoditycomputingnodesincloud

computingconfigurationstosupportinstantiationofsoftwarecomponentsinthe

formofVMsforNFVsupport,offeringresourceisolation,optimizationandelasticity.

•TheIVMexposesthenecessaryinterfacestosupportappropriateintegration.The

externalinterfacesprovideconnectivitywiththeT-NOVAOrchestrationlayerwhile

theinternalinterfacesprovideconnectivitybetweentheinternaldomainsoftheIVM

toensuretherequestsforthecreation,deployment,managementandterminationof

VNFservicesandtheirhostVMscanbeexecuted

2.3.2.2 Architecture

TheVIMmanagesboththeIT(computeandhypervisordomains)andnetworkresourcesby

controllingtheabstractionsprovidedbytheHypervisorandInfrastructurenetworkdomains.

Italsoimplementsmechanismstoefficientlyutilizetheavailablehardwareresourcesin

ordertomeettheSLAsofNetworkServices(NSs).TheVIMisalsoplaysaroleintheVNF

lifecyclemanagement.Additionally,itcollectsinfrastructureutilization/performancedata

andtomakethisdataavailabletotheOrchestratorinordertogenerateusage/performance

statistics,aswellastriggeringscaling.

Itiscomposedofthefollowingmodules:

•TheWANInfrastructureConnectionManagerprovidesthelinkbetweenWANcon-

nectivityservicesandtheNFVIhostingVNFsincludingconnectivitytoNSsallocated

inmorethanoneNFVI-POP.

•TheVIMComputeControlprovidesanappropriatedperformancelevelforVNFs.

•TheVIMHypervisorControlimplementshardwareresourceabstraction,virtual

resourcelifecyclemanagementmechanisms.

•TheVIMNetworkControlimplementsanSDNapproachtoprovidenetworkvirtual-

izationcapabilitiesinsideaNFVI-POP.Itsupportstransporttunnelingprotocolsof

L2packetsoverL3networks,toassisttheWICMinsettingupthecommunication/

betweendifferentNFVI-POPs.
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Eachmoduleisresponsibleforcollectingmetricsandmakethemavailabletotheor-

chestratorlayerthroughtheappropriateagents.

2.3.3 OrchestrationLayer

AnOrchestratorPlatformisacentraltechnologycomponentinenablementofNetwork

FunctionVirtualizationandSoftwareDefinedNetworksincarriergradenetworks.The

Orchestratorplaysakeyroleinenablingperformance,scalability,availabilityandopenness.

ItistheOrchestrator’sroletomapnewservices’requestsontotheexistinginfrastructure

inanautomatic,secureandefficientway,withouteverbeingabusinessoroperational

bottleneck.T-NOVA’sorchestrator,namedTeNOR11,isalignedwithETSIarchitecture

requirements[ETSI,NetworkFunctionsVirtualisationV.,2014].Otheralternativeorchestra-

torimplementationwereconsidered12,suchasOpenBaton13,OSM14andONAP15.

2.3.3.1 FunctionalOverview

DuetoitspivotalroleintheT-NOVAarchitecture,theOrchestratorimplementsappropriate

interfacestomanagetheinteractionwiththelayersaboveandbelowit.Specifically,the

Orchestratorprovides:

1.ANorthboundinterfacetotheMarketplaceandtheNetworkFunctionStore;

2.ASouthboundinterfacetotheVIM.Thisinterfacesupportstheexchangeofmetrics

datageneratedbothattheinfrastructurelevelandattheVNF/NSlevel.Thesemetrics

havetobecollected(andtransposed)andcommunicatedtotheOrchestratorinorder

fortheOrchestratortoidentifyandinformtheVIMwhatactionsarerequiredtobe

takensothattheNSSLAismaintained.

2.3.3.2 Architecture

TeNOR’smodulesarebrieflydescribedinthefollowing:

•NS/VNFManager:itisafacadeforthenorthboundinterface(theMarketplaceforthe

NSManager,theNSManagerfortheVirtualNetworkFunctionManager(VNFM)),

andmanagestheNS/VNFCatalog.Theproposedarchitectureembracesboththe

conceptofgenericVNFMaswellasVNFspecificVNFMs,assuggestedbyETSI

[ETSI,NetworkFunctionsVirtualisationV.,2014].

11https://github.com/T-NOVA/TeNOR
12AtthetimeT-NOVAprojectwasstarted,theseinitiativeswerenotmatureenoughtobeintegrated.Asof

writing,significantprogresshasbeenmadeandforkinganexistingprojectwouldbeadvisable
13https://openbaton.github.io
14https://osm.etsi.org/
15https://www.onap.org/

https://openbaton.github.io
https://osm.etsi.org/


14

CHAPTER2.PERSPECTIVESINNETWORKSOFTWARIZATIONANDCONTENT

DISTRIBUTION

•ServiceMapping:thismodulecontainsthemappingalgorithmimplementations,

whichmaptherequiredresourcestosupportaNSinstancetothebestavailable

locationintheinfrastructurerespectingtheconstraintsposedby:(i)thecurrent

availabilityofnetworkinfrastructureresources,(ii)thetypeandamountofresources

demandedbytheservicestobemappedand(iii)SLAspecificneeds.SeveralService

mappingalgorithmshavebeenproposedinT-NOVAbasedonIntegerLinearPro-

gramming(ILP)formulationsandReinforcementlearning[Liberatietal.,2017].The

approachadoptedtomaximizetheinfrastructureproviderrevenueistryingembed

asmanyservicemappingrequestsaspossible.

•NS/VNFProvisioning:itacceptsrequestsforNSinstancesfromtheMarketplace

(throughtheNSManager)andforVNFinstancesfromtheVNFM;italsomanages

theNS/VNFInstancesrepositories

•NS/VNFMonitoring:itacceptsVirtualMachinebasedmonitoringdatafromthe

lowerVIMlayerandmapsittothecorrespondingNS/VNFinstances.Thisdataislater

giventotheMarketplace,forbothCustomersandFunctionProviderdashboards;

•SLAEnforcement:responsibleforcomparingmonitoringdatatotheagreedSLAfor

everyNSinstance,andgeneratesalertsforimpendingSLAbreaches.Dataassociated

withapotentialbreachispassedtotheNSManager,whichinitiatesthenecessary

actionstoguaranteetheSLA(iteithermigratesorscalesVNFinstancesorimproves

theirnetworkconnections)

•ResourceRepository:providesinfrastructurerelatedinformationcollectedfromthe

VIMandNFVIcomponentsoftheInfrastructureandVirtualizationManagement

•IVMLayer:TheIVMlayerintheT-NOVAsystemisresponsibleforprovidingthe

executionenvironmentforVNFs.TheIVMiscomprisedofanumberofdomains

includingtheNFVIandtheVIMandWICM.TheIVMprovidesfullabstractionofthe

NFVIresourcestoVNFs.

•WICM:TheWICMisresponsibleforprovidingthelinkbetweenWideAreaNetwork

(WAN)connectivityservicesandtheNFVIhostingVNFsincludingconnectivitytoNSs

allocatedinmorethanoneNFVI-POP.TheWICMhasadedicatedTeNORinterfaceto

receiverequestsforallocatingWANconnectionstoservices.

2.3.4 MarketplaceLayer

T-NOVAintroducestheconceptofaMarketplaceinanNFVframework[Xilourisetal.,2014].

TheaimoftheMarketplaceistopromoteVNFserviceofferingsandfacilitatingcommercial

activityandseamlessinteractionamongthevariousbusinessstake-holdersinteractingwith

theT-NOVAsystem.
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2.3.4.1 FunctionalOverview

TheT-NOVAMarketplaceprovidesanintuitiveinterfacetotheunderlyingNFVMANOstack.

Fourarethemainfunctionalitiesidentified:

•PublicationofresourcesandNFadvertisement.Throughacustomerfront-end,Third-

partyVNFdevelopersdescribetheirfunctionsintheT-NOVAFunctionStore,and

customersplacetheirrequestsforservicesandvirtualappliances.

•VNFdiscovery,resourcetradingandservicematching.Throughabrokeragemodule

customerscanplacetheirrequestsforT-NOVAservicesanddeclaretheirrequirements

forthecorrespondingVNFs,receiveofferingsandmaketheappropriateselections,

takingintoaccounttheofferedSLAs[Markakisetal.,2016].Tradingandbillingpoli-

ciessuchaslong-termlease,scheduledlease,short-termleaseorspotmarketscanbe

basedeitheronafixed-priceoraction-basedstrategies.

•Customer-sidemonitoringandconfigurationoftheofferedservicesandfunctions.Via

aservicedashboarduserscaninteractwiththeT-NOVAOrchestratorplatformfor

monitoringthestatusoftheestablishedservicesandassociatedNFs,aswellasfor

performing—accordingtotheirassociatedpermissions—managementoperations

onthem[Gardikisetal.,2016].

•Billingofservices.Thisincludestheestablishmentofpricingmechanismsfordif-

ferentNFandthestudyofhowthesepricesareaffectedbySLAsevaluation,sothat

customersmayreceivecertaincompensationsdependingontheoverallservicedeliv-

ered[Skovieraetal.,2017].

2.3.4.2 Architecture

TheMarketplaceiscomposedofvariousmicro-services(seeFigure2.2)withthefollowing

roles:

•TheBusinessServiceCatalogstoresalltheavailableserviceofferingsinthemarket-

place.

•TheBrokerageModulecomputesforagivenNetworkServiceSLA,eachtypeofVNF

intheServiceFunctionsChain,whichVNFprovideroffersthemostcost-effective

alternative.

•TheDashboardprovidestheGraphicalUserInterfaceforallcustomer-facingservices.

Itcanbeusedbyfunctionproviders,serviceprovidersandcustomers.

•TheSLAManagementModuleestablishesandstorestheSLAsamongalltheinvolved

partiesandchecksiftheyhavebeenfulfilledornot.Itinformstheaccountingsystem

forthepertinentbillableitems(penaltiesorrewarding).
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•TheAccountingModulestoresalltheinformationneededforlaterbilling:usage

resourcesforthedifferentservicesandSLAsevaluations

•TheBillingModuleproducesthebillsbasedontheinformationstoredintheaccount-

ingmodule.

2.3.5 Summary

ThefunctionalspecificationsoftheOrchestratorandIVMaretightlyadaptedfromETSI

requirements,andarecommontoallNFVMANO-compliantimplementationofNFV.As

aconsequence,havingaVNFdeploysonT-NOVAassuresagoodportabilitytootherplat-

forms.

Byintegratinganinnovativemarketplacelayer,thebusinessaspectsaretakeninto

account.SLAsallowhigh-levelnetworkservicestobedeployedontheplatformwiththe

assurancethatthemostcost-effectiveVNFsareselectedintheservicechainthanksto

brokeragemodule.

Nowthatwehavepresentedthemostsalientfeaturesofnetworksoftwarization,we

discusstheopportunitiesinusingthemtosolveContentDistributionissuesintheoperator

network.

2.4 NetworkSoftwarization,anopportunityforContent

Distributionchallenges?

Inthissection,wepresentthecurrentstateoftheISPsmarket,andthechallengestheyhave

beenconfrontedthroughouttheevolutionofcontentdistributionbusinessmodelsand

InternetAccesssincetheinceptionofcommercialInternetatthebeginningofthe1990s.

WeadvocatethatthenewtrendofNetworkSoftwarizationisthenexttechnological

evolutionforFutureInternetthatwillhelpISPsstayingprofitableinanerawherethe

commoditizationofIPaccessandOver-The-Top(OTT)contentdistributionisprevalent.

Forthis,wefirstgothroughalittlebitofhistoryandcomparetheevolvingrolesof

ContentProvider(CP)andISPinthecontentdistributionvaluechain.Thenwedescribethe

virtualizationtargetthatweanalyzedanddevelopedduringourresearchthatconstitutethe

nextsteptowardavirtualizedcontentdistributionmodel.Wefinallypresentthechallenges

oftheapproachesandthelessonslearnt.

2.4.1 ContentDistributionEvolutionsasaDriversoftechnological

mutationsforInternetAccess

Inthissectionwedetailthe3mainmutationsofcontentdistributionstartingfromthe

beginningofthecommercialInternetageinthemid-1990tothenewdevelopmentsseen
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Figure2.3:Cross-ChronologyoftechnologicalmutationsbetweenContentDistribution

Services,andISPInternetaccessoffers

today.Weadvocatethatthewayusersaccesstheircontenton-lineisadriverforchange

inthedesignandfeaturesforInternetaccesstechnologies. Weconcludebystatingthat

thecurrenttrendofover-the-topcontentaccesscallsoncemoreforinnovationintheISPs

architectures.

ISPs
Content distribution 
near-monopoly

ISPsCPs
Challenging Legacy
Content Distribution 

Models

Content distribution 
near-monopoly

2.4.1.1 1990-2000Closedgatesera:ISPWebportalsanddial-upaccess

WhenInternetaccessstartedspreadinginhouseholdsinthe

mid-1990,End-Users(EUs)werereceivingtheirInternetCon-

nectionusingdial-upmodems(v.34orv.90/92).Itwasnot

uncommonforthemtohaveonlyalimitedaccesstotheopen

Internet,throughServiceProvidersWebportalssuchasAOL

orCompuserve.Thosenowextinctwebportalswherepaidfor

bytheInternetsubscriptionsandwereconsideredasafehavensincetheyonlyprovided

accesstocontentscuratedbytheISPfortheEUsandlicensedtothemfromtraditional

mediasuchasprintednewspapers,radioandtelevision.Whileservingcaptiveusersfrom

theirwebportalsthroughtheirproprietaryclientsoftware(suchasCIMorAmericaOnline

forWindows),ISPshadaverycomfortablemarketpositioning.Thisshort-livedmodel

wassoonmadeobsoleteduetoEUsdemandingfasterconnectionspeedsthroughxDSL

technologiesandtheriseofgratiscontentsaccessiblefromgratiswebbrowserswithfull

HTMLstandardsupportsuchasNetscapeNavigator.
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2.4.1.2 2000-2010OpenContentera:GratisContentsandBroadbandaccess

AttheturnoftheXXthcentury,EUsstartedaskingforservices

thatwerenotprovidedthroughportalsbutinsteadmadedi-

rectlyaccessibleontheopenInternet.InternetStartupssuch

asGoogleandFacebookinventednewbusinessmodelsfor

contentsandservices,relyingonsmartcontentmonetization

throughadvertising,usertargetingoraffiliation[Evans,2009].

Userswereseducedbythepromisesofgratiscontents,anddevelopedahugeappetite

forinteractiveandmultimediacontents,drivingupdemandforbroadbandInternet.The

AdobeFlashPlayerhasbeenakeyenablerthatalloweduserstoaccessmultimediacontent

regardlessoftheirOSorbrowseranddemocratizedvideostreamingsince2002.

Thisnewcontentdiffusionparadigmwasspeciallydisruptivefortraditionalwritten

newsmedia[Saba,2009],whichfacedasharpdeclineduetotheadvertisingrevenuesmov-

ingawayfromphysicalmediumtoitson-linecounterpart.TVandfilmindustryquickly

adaptedtothisnewerabyproposingVideoonDemandserviceswithinitiallyonlylimited

success,fortworeasons.Theseserviceswerecompetingagainstotherformofgratiscon-

tentdistributionsuchasillegalpeer-to-peerfilesharing(suchasNapster,whichallowed

userstosharefilesbetweenthemwithoutrequiringacentralservertohostthefiles),ille-

galon-linehostingservices(suchasMegaupload,whichalloweduserstostreamvideos

withouthavingtodownloaditinthefirstplace).Anotherfactorthattemporarilyhindered

theshifttowardspayingcontentsisqualityofexperience.Thebroadbandpenetration

wasnotsufficienttoreachacriticalcustomermass,andthelimitedavailabilityofdown-

streambandwidthandlackofpropercontentdeliverynetworks,imposedsubparqualityof

experiencewrt.premiumTVsubscriptionsthroughIP/TV(offeredthroughdedicatedSet-

top-boxes),proposedbyISPsintheirnewtriple-playoffersincludingInternet,telephone

andTVaccess[Kellyetal.,2012].

ToproposethesenewbundlesandadapttoEUsrequirements,ServiceProvidershad

toinnovateandreplacetheirbroadbandmodemsbymorecomplexappliancestobecome

properHomeGateways[Holliday,1997].Thesealways-ondevicesaredesignedtobereliable,

remotelymanageableandaffordable.Theyarealsoextensibleinthesensethattheycan

supportnewphysicalperipheralsandnetworks,aswellasnewservicesforsecurityandmul-

timedia[DenHartogetal.,2004].Standardizationbodiesalsostartedissuingspecifications

forthosecomplexdevices[BroadbandForum,2005],[BroadbandForum,2006].

Thiseracametoanendduetotheconjunctionoftwodifferentphenomenon:high-

speedfixedandmobileInternetdemocratizationandthefightagainstpiracy.

Theyears2010witnessedadramaticincreaseinavailablebandwidthworldwide.In

2008Globallyonly20%ofusershada+5MbpsAveragePeakConnectionSpeed(witha

mere26%intheUS)[AkamaiTechnologies,2008].In2017however,thisratiohasrisen

to82%globally(andvirtuallyeverywhereintheUS,wherehalfofthepopulationcan

downloadat+15Mbps)[AkamaiTechnologies,2017]. Mobileaccessalsoimprovedby1
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orderofmagnitude,providingonaverage10MbpsintheUSandoftenmuchmorein

Europe[SANDVINE,2016].Withjust5Mbpsbandwidthavailable,userscanenjoyreal-time

videostreamingwithqualitiesrangingfromstandard480presolutiontoHD720p16,without

theburdenofwaitingthedownloadtocomplete,likeintraditionalpeer-to-peerfilesharing

services.

Thisconveniencewasnottheonlyreasonwhypeer-to-peerhavelostmomentum.

Followingunprecedentedlobbying[Hugenholtzetal.,2000]fromContentOwnerstopro-

tecttheircopyrights,legislatorsrespondedthroughtheadoptionoftheWIPOCopyright

Treaty[Ficsor,2001]becomingeffectivein2002,followedbyitsimplementationsinnational

orsupranationallegislation,suchastheDigitalMillenniumCopyrightAct[LunneyJr,2001]

intheUSandtheCopyrightDirective(Directive2001/29/EC)inEurope[Westkamp,2007].

AsPiratewebsiteswereshutdown,usersturnedtheirbacktopeer-to-peerfilesharing(from

60%ofInternetbandwidthin2006[Ferguson,2006]downto3%today[SANDVINE,2016])

toadoptgratisorpayingOver-the-topprovidersastheirmainsourceofon-lineentertain-

ment.

2.4.1.3 2010+UbiquitousStreamingera:Multichanneldistributionand

Commoditizedubiquitousaccess

Figure 2.4: Peak Period Traffic Composition - North America, Fixed Ac-

cess[SANDVINE,2016]

CPs
Content distribution 
near-monopoly

ISPsCPs

Commoditization

Mature OTT 
Business Models

Today,Over-the-topcontentdistribution,andespecially

videocontent,hasbecomeprevalent.Combinedwithmusic

streaming,itreaches71%ofPeakPeriodDownstreamTrafficin

NorthAmericaasshownonFigure2.4.Totargetamainstream

16Googlerecommendedbitratehttps://support.google.com/youtube/answer/1722171?hl=en
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market,OTTCPsadaptedtoEUsdemandsofseamlessand

ubiquitousaccesstostreamingcontentbyrollingoutplethora

ofdifferentcontentaccesstechnologies:

•dedicatedwebsitesaccessiblethroughwebbrowsers17,18.

•thirdpartyapplicationsdownloadedoncustomerssmartdevicessuchassmart-

phones,tablets19,smartTVs[Leeetal.,2013],orgamingconsole20

•Customer-purchasedconnectedDigitalMediaPlayers(e.g.AppleTV,AmazonFireTV,

GoogleChromecast)

Withthisvastchoiceoftechnology,EUcanenjoytheirOTTcontentwherevertheyhave

anIPconnectivity.AsISPbecomesmoreorlessinterchangeableandcanonlycompete

onprices,Internetconnectivityisacommoditizedmarket[Feamsteretal.,2007].Asa

result,Internetbroadbandaccesspricesaredecreasingovertheyears.Forexample,from

February2012toautumn2015,pricesforbroadbandintheEU28havefallenby7.7%

to25.9%thisdecreaseaffectsalltypesofserviceofferingsandallspeedbasketacross

Europe[EuropeanCommission,2016].

Inthiscontext,ISPsfacethreechallengespresentedinTable2.1,forwhichwepropose

solutionsdetailedinthenextsection.

2.4.2 NetworkSoftwarization,anopportunityforcontentdelivery?

Fullyawareoftheirdifficultposition,ISPsstartedembracingNetworkSoftwarization,if

notbydeployingitintotheirnetwork,thenatleastbyheavilyinvestinginitsunderlying

technologies(NFV,SDN,Orchestration,Cloudplatforms).OntopofthetraditionalStan-

dardizationBodiesandIndustryconsortiawhichareconsideringthedifferentchallenges

inherenttoNetworkSoftwarization(e.g.IETFRFC7665forServiceFunctionchaining),

Telcosarealsocontributingtothegovernanceandworkforceofopen-sourceprojectsused

asNFVandSDNbuildingblocksaswereportedinTable2.3.Whatthistrendisrevealing,is

thatNetworkSoftwarizationisthenexttechnologicalevolutionchosenbytheISPsinorder

toaddressChallenge(1).

Inthisthesis,wedecidedtofocusonspecificissuesrelatedtotheevolutionofcontent

distributiontothedawnofnetworksoftwarization.Forthisreason,wepresentasolution

basedonNetworkSoftwarizationthataddresschallenges(2)and(3)throughthedeployment

17https://www.netflix.com/
18https://www.primevideo.com/
192011 https://media.netflix.com/en/press-releases/netflix-expands-support-for-android-powered-

smartphones-and-tablets-migration-1
20https://media.netflix.com/en/press-releases/coming-soon-netflix-members-can-instantly-watch-

movies-and-tv-episodes-streamed-to-tvs-via-the-playstation-computer-entertainment-system-migration-

1
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ofaVirtualContentDeliveryNetworkasVirtualNetworkFunctionsoldthroughaVNF-as-

a-serviceplatform.

Tofurtherclarifywhataretheprosandconsofproposals(2)and(3),weconducteda

SWOTanalysiswhereweanalyzedtheirstrengths,weaknesses,opportunities,andthreats.

Table2.2summarizethemainideas.

Strengths:ISPshaveinvestedalottobuildtheirrobusthigh-speedphysicalinfrastruc-

turesfromIP-backbonetometronetworktothelastmilesegment.Theseinfrastructures

canbeleveragedtoproposenewservicesatscale.AsEUsexpectationsintermqualityof

experienceareveryhigh,proposingaguaranteedbandwidthanddelayisakeystrength.

ISPsaretodaytheonlyactorcapableofmanagingthenetworkend-to-end,henceproviding

guarantiesfromthecontentserverdowntotheuserpremises.

Weaknesses:NetworkSoftwarizationmayrequiredeployingnewcompatiblehardware

(forwardingdevicessupportingprogrammability,NetworkFunctionVirtualizationInfras-

tructurePointsofPresence).ItmaybehardforISPstoinvestinnewtechnologiesbefore

existingonesreachtheirend-of-lifeinacommoditizedmarketwheretheprofitmarginsare

thin.AnotheraspectthatmayimpedetheadoptionofNetworkSoftwarizationisthatextra

effortisneededtoadapttheinternalorganizationofISPstoacceptandbenefitfromthe

technologies[Viginier,2017][CantóPalancaretal.,2015].

Opportunities:SeveralopportunitiescanbeexpectedbyadoptingNetworkSoftwariza-

tion.First,runningnetworkfunctionsassoftwarecanlowerbothCAPEX(capitalexpendi-

ture)andOPEX(operationalexpenditure)especiallyinDeployment(Roll-out)andUpgrade,

CapacityManagement,TransportNetworkOperations,ServiceAssuranceandEnvironmen-

talCosts[Hernandez-Valenciaetal.,2015].AnotherbenefitfromNetworkSoftwarization

isthereducedtime-to-marketneededinordertoroll-outnewservices[Hanetal.,2015].

Bydesign,deployingVirtualNetworkFunctionsonlyinvolvesimplementingfeaturesas

Table2.1:MainchallengesfacedbyISPandproposedsolutionsdevelopedinthisthesis

ChallengesDescriptions Proposals

Challenge1 Reducetheircoststostaycompeti-

tiveinacommoditizedMarket AdoptNetworkSoftwarizationby

implementingNFV-capablePoint-

of-presences(POPs)anddeploy

VNFs(Chapter3)

Challenge2 BenefitfromtheOTTcontentde-

liverytrend Establish a collaboration with

otheractorsofthecontentdelivery

valuechain(Chapter4)

Challenge3 Increasetheirportfoliotosellnew

added-valueservices Marketaddedvalueservicesbased

ontheirinfrastructure(Chapters5)



22

CHAPTER2.PERSPECTIVESINNETWORKSOFTWARIZATIONANDCONTENT

DISTRIBUTION

Table2.2:SWOTAnalysisofadoptingtheproposals(1),(2)and(3)ofTable2.1

Helpful Harmful

Internal

Strengths

End-to-endnetworkmanagement

Existinginfrastructure

Weaknesses

NewcorporateOrganization

InvestmentsinaCommoditizedMarket

TechnicalDebt(legacyhardware)

External

Opportunities

LowerCAPEXandOPEX

Repurposablevirtualresources

VirtualCDN

Threats

DeploymentchallengeinISPNetworks

MustdesigncollaborationmodelswithCP

software,relegatingthehardwaredesigntocommodityservervendorsandleveraging

open-sourcesolutiontoimplementthevirtualinfrastructure.Thankstothesupportof

multi-tenancybySDNcontrollers[Muñozetal.,2015],sellingconnectivityasaserviceis

feasible[Feamsteretal.,2007],[Manthenaetal.,2015],[Aflatoonianetal.,2015].Conse-

quently,ISPscancreatenewbusinessopportunitiesbyimplementingvirtualoverlayson

topoftheirnetworkoreasilyslicingthemtosellpremiumnetworkconnectivitytothird

parties.Finally,NetworkSoftwarizationcanbeusedtoroll-outnewaccessarchitectures

thatsupportsthefastdeploymentofnewservicesforcontentdelivery(e.g.VirtualContent

DeliveryNetworks,seesection3.2).DeployedcomputingresourcessupportingNetwork

Softwarizationcanbeeasilyre-purposedtosupportnewservices.

Threats: Eveniftheperceivedbenefitsareclearand migratingtoafullypro-

grammablenetworkfabrichasprovenfeasibleandbeneficialforDataCenterOperators

[Singhetal.,2015],itremainsanopenresearchtopicforISPsnetworks.Indeed,deploying

softwarizedISPsnetworkshavesomepracticalimplicationssuchascurrentlegacyhardware

deploymentupgrade[Poularakisetal.,2017],trafficheterogeneity,numberofflows.Itmay

bealsoproblematictomaintainaglobalviewofnetworksofsuchscalegiventhecurrent

architectureofcontrolsoftware[Rodriguez-Nataletal.,2017].Fromabusinessperspective,

ISPsneedtoassurethattheycanofferusefulserviceforCPs.Designingacollaboration

modelbetweenISPandCPleveragingontheexistingStrengthsofISPsmayprovedifficult

(seesection4.2.2).

2.5 Conclusion

InthisChapter,wehaveprovidedanoverviewofnetworksoftwarizationtechnologiesand

thepossibleopportunitiestheypresenttoaddresscontentdistributionchallengeinthe

operatornetwork.WebelievetheseemergingparadigmsareanopportunitytoputtheISPs

backinthegamethroughcostreductionandnewrevenuestreamthroughthedeployment

ofnovelcontentdeliverysolutionsbasedonNFV.Tosupportthisideawedescribeamodel

ofaContentDeliveryNetworkimplementedasaVNFinthenextchapter.



Table2.3:ListofmajorstrategicopensourceSDNandNFVprojectsorinitiativeswhereTelcosassumedirectorpositionsa

aTelcosarealsoinvolvedinenablingtechnologiesprojects,suchasOpenstack,DataPlaneDevelopmentKit(DPDK)

Initiatives Missions Telcoactingasdirectors

OpenDayLight — openday-

light.org SDNController withLegacy

equipmentsupport,Promotes

NFV

AT&T

ONOS—onosproject.org
SDNControllerforISPs AT&T,ChinaUnicom,Comcast,

NTT,SKTelecom,Verizon

CORD—opencord.org
ToBringCloudEconomiesand

AgilitytotheTelcoCentralOf-

fice(throughSDN–ONOS-and

NFV–OpenStack,XOS)

AT&T,ChinaUnicom,Comcast,

NTT,SKTelecom,Verizon

PrimarilySDNprojects

ONF—opennetworking.org
DrivetheOpenFlowStandard,

acceleratingtheadoptionof

SDN&NFV

AT&T,Verizon,ChinaUnicom,

Comcast,NTT

OPNFV—www.opnfv.org
createsareferenceNFVplat-

form

Orange,ChinaMobile,Telecom

Italia,Vodafone
PrimarilyNFVprojects

OpenMano—osm.etsi.org
developanOpenSourceNFV

ManagementandOrchestration

(MANO)softwarestackaligned

withETSINFV.

Telefónica,BT,Telenor

Telco Alliances and

foumsonNFV

ETSI,MetroEthernetForum,AllianceforTelecommunicationsIndustrySolutions

Telco Alliances and

foumsonSDN

ITU-T,BroadbandForum, MetroEthernetForum,OpticalInternetworkingForum,Alliancefor

TelecommunicationsIndustrySolutions





CHAPTER

3
CDNaaS:ContentDeliveryNetwork

asaVNF

Asoutlinedinthepreviouschapter,InternetServiceProviders(ISPs)startseizingthebenefits

ofNetworkSoftwarizationbyinvestinginNetworkFunctionVirtualization(NFV),Software

DefinedNetworking(SDN)andnextgenerationPointsofPresence.However,toreapthe

benefitsofVirtualization,portingexistingcloudservicesisnotenough:

•Cloudservicesareoftencoupledwiththecloudplatformtheyrunon,asvendors

donotusethesameresourcesemantics, middlewaretechnologiesorinterfaces

[Silvaetal.,2013].ThisisunacceptableintheNFVworld,asitpromotesre-usability,

portabilityandmanageabilityasitscorevalues.

•TelecomOperatorsneedveryreliableresourceswithfiveninesavailability,since

serviceavailabilityforISPsisoftenaregulatoryrequirement,astelecommunication

networksareconsideredtobepartofcriticalnationalinfrastructure[ETSI,2015].

Cloudprovidersaresubjecttofrequentoutages,forexampleonFeb.28th2017,the

AmazonStorageS3servicefaceda2hoursoutageonitsNorthernVirginiaRegion

causedbyahumanerror,droppingtheuptimeoftheserviceto99.977%.

•VirtualNetworkFunction(VNF)managementmustalsocomplywithexistingTelecom

Operatorstandards(e.g.UIT-TseriesX.700)andde-factostandardsproposedby

industryfora,whicharenotimplementedbyCloudproviders.

Inthiscontext,implementingContentDeliveryoverNFVhaspracticalimplicationsthat

gofarbeyondsimplyportingexistingContentDeliveryNetwork(CDN)solutions.Inthis

chapter,wepresentCDN-as-a-Service(CDNaaS):ourconceptofavirtualizedsolutionfor

contentdeliveryoveraNFVinfrastructure.Themotivations,architecture,interfaceinte-

grations,designchoices,scalabilityandperformanceevaluationofCDNaaSareexposedin

detail.Thisfirststeptowardthevirtualizationofthecontentdeliveryprocessdemonstrates

25
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thefeasibilityofdeployingsuchserviceoveraNFVinfrastructurewithenoughflexibility

andperformancestosupportadvanceduse-casesforISPs,ContentProviders(CPs)and

CDNproviders.
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3.1 Introduction

Figure3.1:the20biggestAutonomousSystemsperpublicpeeringbandwidthcapabilities

(DataexportedfromthePeeringDBAPI).

TheamountofcontentsdeliveredthroughInternetisincreasingatanexponential

rate[Cisco,2016],especiallywiththeriseofonlineentertainmentservicesforvideoand

musicsuchasNetflixorSpotify.ThearchitectureofInternet,whichalwayssuccessfully

adaptedtonewparadigms(suchascloudcomputinginthe2010s)isstrugglingtocopewith

thisincrease,especiallysincetheEnd-Users(EUs)areaskingforhighqualityofexperience

andubiquitousaccesstocontent.

Traditionally,CPsrelyonthirdpartyCDNstodistributetheirservice. CDNsbuild

massivenetworksofcacheserversdeployedneartheEUstoprovidegoodperformances,

scalabilityandresiliency[Pathanetal.,2014].BigCloudProviderssuchasAmazon(Cloud-

Front)orRackspace(RackSpaceCDN)havealsostartedimplementingtheirownCDNs
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servicestoexpandtheirportfolioandprovidetheirexistingcustomerswithmeanstodeliver

content.LargeCPs(Netflix,Google)alsostartedbuildingtheirowndeliverynetworksto

reducecosts.BycuttingoutthemiddlemanCDNproviders,theyalsogainmuchmore

controlovertheirdeliveryarchitectureandcanroll-outspecificenhancementsthrough

theirnativeapplications.Forexample,Spotifyhasbeenknowntoinitiallyuseahybrid

CDN/P2Psolution[KreitzandNiemela,2010],withP2Paccountingfor78%oftheamount

ofremotedatatransferredtoclient.ISPsalsostartedimplementingso-called“TelcoCDN

”[Tunceretal.,2013]withaviewtoregainmorecontroltowardthedatagoingintheir

networkthroughpeeringpointsandsavingontransitcosts.

Giventhestrongmotivationforallparties(CDN,ISP,CP)toimplementtheirown

competingcontentdeliverysolutions,onecanrightlyaskwhatnetworksoftwarization

canbringtothepicture.Infact,themutationhasalreadyhappened,aswecanseefrom

Figure3.1whereCPsnetworkshavealreadyexceededISP,CPandCloudProvidersinterm

ofbandwidthallocatedinpeeringpoints. WebelievethatvirtualizationoftheContent

Deliveryservice(especiallyintheISPnetwork)canprovideseveraladvantagesthatcannot

beachievedbyothermeanssincetheyhavenotsatisfactorilyaddressedthreecritical

aspectsatthesametime:(a)howtoleverageexistingnetworkstoreducetherequired

upfrontinvestments,(b)Howtoimplementcustomdeliverymechanismstightlycoupled

withbusinessproposalofCPsand(c)howtoassureaglobalpresencetotargetaworldwide

Custom 
Delivery

Low upfront 
investments

Global 
Presence

(1) CP Networks

as CDN
(2) CDN Operators

(3) TelcoCDN

audience.

Figure3.2:TradeoffsforContentDeliveryNetworksTechnologies.

Inordertocopewiththosechallenges,severalsolutionshavebeendeployedinthe

industry,summarizedinFigure3.2.

1.CPsbuildtheirownnetworks:thisallowstheCPtocustomizeitsdistributionmech-

anismstosuiteitsownbusinessuse-cases.Nativeapplications(onmobiledevices)
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orcustombrowserextensionscanbeusedtoimproveEUexperience.TheCPdi-

mensionsitsnetworktosuiteitstargetaudience(forexample,Netflixexpendedits

networkasitopeneditsservicetomoreandmorecountries[Adhikarietal.,2012]).

Thiscomesataveryhighcostofowningthenetworksandmanagingtheirownfleet

ofcacheservers.

2.CPspurchaseCDNServices:CPscanrelyonexternalCDNproviderstoassurethedis-

tributionoftheircontents.CDNProvidershaveextensivelydeployedtheirnetworks

sincethe2000s,andcanprovideconnectivitytoaglobalaudiencebythemselves

orbyoffloadingpartofthetrafficthroughresourcesmutualizationthankstoCDN

Interconnection[Bertrandetal.,2012].UsingthismodelhoweverpreventstheCPto

performveryspecificchangesinthewaythecontentisdistributed,asitreliesonthe

licensedCDNtechnologythatisoutofitscontrol.

3.ISPsbuildTelcoCDN:thismodelallowsthetightintegrationbetweentheISPinfras-

tructureandthecontentdeliverytechnologies[Choetal.,2011].Itmaybepossibleto

deployspecificalgorithms,forexamplerelyingonHomeGatewaysassistedcontent

delivery[Chelloucheetal.,2012].Additionally,buildingaTelcoCDNreliesonalready

existingnetworkinfrastructuresandPointsofPresence,whichmakesthesolution

verycosteffective.Thedrawbackofthismodelisthelocalityofthecontentdelivery:

enhancementsbroughtbyTelcoCDNonlyapplytotheISPcustomersanditishardly

possibletobuildaglobalpresencefromaTelcoCDN.

Astheabove-mentionedchallengesarepoorlyaddressedbyeachoftheexistingsolu-

tions,severalotheralternativeshaveemergeddrivenbyresearch:

•VerticalIntegration:consolidatingtheroleofaCDN,CPandISPwithinasingle

entitycansolveallthepreviously-mentionedproblems.Havingatechnicalcontrol

fromthecacheserversuptotheEUsallowsfine-tuningcontentdeliverywhilere-

usingISPinfrastructure.SellingthecontentdirectlytotheEUsthroughcarrier-billing

alsokeepsEUscaptiveofauniqueproviderforalltheiron-lineentertainments.

Therearenumerousexamplesofsuchcompleteorongoingoperations:Googlewith

GoogleFiber+Webpass,attemptedComcatandTimeWarnermerger,internet.org

byFacebook.Evenifthosesolutionsaresolvingthetechnicalproblems,theyraise

antitrustissues[DavidMcLaughlin,2015].

•P2PCDN:thismodelistakingadvantageofthewell-knownscalabilityadvantages

ofpeer-to-peersystemsappliedtoonlineentertainment.Studieshaveshownthat

themodelisviable[Luoetal.,2009]forlivestreamingandseveralcompanies1li-

censetheirPeer-to-peer(P2P)technologiestocomplementlegacyCDNdeliver-

ies[Yinetal.,2009],[Zhangetal.,2015].Themainadvantageisthatthismodeldoes

1e.g.peer5,streamroot
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notrequirelargeserversandnetworkdeployments.Evenifthistechnologyisvery

interestingforliveevents,itisnotclear,however,ifitcanbeappliedtoVideo-on-

Demanduse-cases,especiallywhenusersconsumemediathatarenotverypopular.

Giventhefactthatmoreandmoreusersconsumecontentonmobiledevices,P2P

CDNcanhaveanegativeimpactonbatterylife.Evenif"MachineTypeCommu-

nication"use-casesarecurrentlystudiedfortheupcoming5Gstandard,themain

perceiveduse-casebeingInternetofThings(IOT)-typeapplicationssuchasmeter-

ingorpayments[Shariatmadarietal.,2015],thusnotnecessarilytargetingcontent

distribution.

Webelievethattheemergingparadigmofnetworksoftwarizationprovidesanewopportu-

nitytoovercometheabove-mentionedchallengesrevolvingaroundcontentdistribution:

1.ISPscanleveragenetworksoftwarizationinthreeways.FirstbydeployingNFV-

compatiblePointsofPresences(suchasNG-Point-of-presences(POPs)proposedin

[Bertinetal.,2017])capableofhostingthird-partyVNFsandsharingtheircustomer

hostingfees(likecloudprovidersdo),hencecreatinganewrevenuesource.Second,

CDNsimplementedasVNFsalsohavetheadvantageofoffloadingISPcorenetwork

fromcontenttraffic,byservingthemfromtheedgeofthenetwork.Third,thiscanbe

donebyreusingISPs’existingpubliclysubsidizedopticalfibernetworkswithoutthe

needtodeployyetanothernetwork.

2.CPsandCDNoperatorscandevelopandintegratetheirContentDeliverytechnologies

asVNFs[Boutenetal.,2015]tobedeployedintheISPPOPs,withaviewto(1)fully

customizetheirEUexperiencebyimplementinginnovativecontentdistribution

technologiesand(2)leveragingtheirproximitytoEUstoproposefirst-in-classquality

ofservice.InvestinginthedevelopmentofsuchVNFsissecuredasNFVpromotes

reusingVNFtransparentlyinanyNFV-enabledinfrastructure.Indeed,byspecifying

standardinterfacesandsemantics,thismodeladdressestheclassicalvendorlock-

inproblemsfacedinCloudComputing[Silvaetal.,2013]andpromotescodere-

usability.

3.Themarketcanbenefitfromlowbarrierstoentry,sincethedevelopmentofVNFis

purelybasedonsoftware.NewfirmscanoperatetraditionalCDNserviceswithout

havingtoinvestincostlynewnetworks.

AfterpresentingthebackgroundonexistingCDNsolutions,thefollowingsectionsof

thechapterhighlightthecharacteristicsofourproposal:CDNaaS(CDN-as-a-Service),a

VirtualNetworkFunctionfordeliveringcontent.Webelieveourworkpresentsafirststep

towardaviableandpragmaticapproachtodelivercontentfromwithintheISPnetwork,in

awaythatisprofitabletoallactorsofthecontentdeliveryecosystemasawhole,including

CPsandISPs.
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3.2 BackgroundonexistingCDNsolutions

ThissectiondetailswhatarethetypicalCDNarchitecturesdeployedandproposedby

Ingestion Provisionning Delivery
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Deploy Content 

to Cache 

Servers
 

Collect Usage 

Statistics

Dispatch Users 

to cache
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to Users
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Figure3.3:High-levelfunctionalbreakdownofaContentDeliveryNetworkService

3.2.1 Standardizationbodies

3.2.1.1 IETF

SeveralIETFRFCsdescribetheroleofCDNsinvariouscontexts.EarlyRFC3040[IETF,2001]

presentsthetaxonomyofwebreplicationandcachinginfrastructuretoreducetheresponse

timeandbandwidthconsumptions.MoreRecently,CDNI[vanBrandenburgetal.,2015]

proposesamodelforinterconnectingseveralCDNstoexpendtheirfootprint(Section4.1)

3.2.1.2 ETSITISPAN

In[ETSITISPAN,2011],ETSITISPANspecifiesastandardCDNfunctionalarchitecturefor

unicastcontentdownloadandon-demandcontent.Itoutlinesthethreemajorstagesof

CDNascontentacquisition,ingestionanddeployment.Thisstandardclearlydefinesthe

featuresforeachmodule:

•Thecontentdeploymentcomponentisinchargeofgeneratingcopiesofcontent

insidetheCDNandcoordinatesthedeliveryandstorageresourcesofreplica.

•Therequestroutingcomponentisresponsiblefordirectingclientrequestsforcontent

toappropriatereplica.

•TheContentDeliverycomponentisresponsiblefordeliveringcontenttotheEnd-

User.
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Figure3.4:ETSITISPANfunctionalarchitecture

•BillingusesinputsfromtheaccountingmodulewhichmonitorstheCDNusage.

•ContentacquisitionhandleshowtheCDNprovidergetsthecontentinthefirstplace

fromthecontentsource.

•ContentingestiontailorsthecontentfordeliverybeforeleavingituptotheContent

Deploymentforprovisioning.

TheCDNaaSproposalhastakenthefunctionalarchitecturefromTISPANasthebasis

foritsrequirements,asdefinedinSection3.2.3.

3.2.2 Industrialimplementations

Inthissection,wepresentthetwomainmodelsforCDNimplementation:pure-playerCDN

providersandintegratedContentProviderCDN.

3.2.2.1 Pure-playerCDNproviders

Thiscategoryregroupsthenetworkprovidersthat marketedgeconnectivitytocon-

tentproviders. Somelargeactorstargeta worldwideaudience,suchasAkamai

[Nygrenetal.,2010]orCloudfarewhileothersfocusonspecificregions,suchasCDNlion

forAsiaordonwebforLatinAmerica.
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DNSCountry ContentCountry End-UserCountry DNS Content

(km)

End-User Con-

tent(km)

ASHostingtheContent

CA US FR 388 5500 AS577BellCanada

DE NL FR 335 931 AS20940AkamaiInternationalB.V.

FR DE FR 578 1039 AS16625AkamaiTechnologies,Inc.

GB US FR 8616 9137 AS54113Fastly

MX US FR 3664 5500 AS20940AkamaiInternationalB.V.

US US FR 801 5500 AS16625AkamaiTechnologies,Inc.

Figure3.5:TracesoftheCDNusageforpopularhomerentalAirbnb,poweredbyDNS-based

redirectionCDN.WecanseethattheuserbeinglocatedinLondonissometimesassociated

withserverslocatedintheUSwhentheDNSserverislocatedinNorthAmerica.Airbnb

usesbothAkamaiandFastly.

TheCDNmarketiscommoditizedwithratherstandardizedfeatures;thecompetitors

fightonprice,globalpresenceandonthenumberofPOPs,whichmaybemoreamarketing

argumentthanascientificproofofsuperiority.

Consideringthelargestone,Akamai,itsnetworkisavirtualnetworkoverlayontopof

theInternet,whichsupportsthedistributionofvarioustypesofcontent(includingalso

dynamiccontents).Itiscomposedof5mainmodules.TheMappingSystemmapsanURL

toaedgeserverpresentinoneoftheedgeplatforms.Contentisretrievedfromorigin
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DNSCountry ContentCountry End-UserCountry DNS Content

(km)

End-User Con-

tent(km)

ASHostingtheContent

CA FR FR 5455 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

DE FR FR 1043 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

FR FR FR 504 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

GB FR FR 742 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

MX FR FR 9134 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

US FR FR 6282 12 AS15557SFR(fromGoogleCache3s-sfr-bod3)

Figure3.6:TracesofYoutubeserverselectionforthemostpopularvideointheworld

(Despacitowithmorethan3billionviews,cachedineveryGoogleCacheServer).Theserver

selectionisindependentoftheDNSserverusedandonlyreliesoncustomerinformation.

throughatransportsystem,whichistheAkamaibackbonenetworkallowingedgecaches

toretrievecontent,notfromoriginbutfromparentcaches,makingsurethattheCDNisnot

overloadingtheoriginserver.Theplatformisalsoequippedwithvariousdatacollectors

andanalyticssystemtosupervisetheoperationonthenetworkandaManagementSystem

allowingthecustomertoderiveKPIsandaudienceinformation.

AkamaiusesDNS-basedrequestroutingtointegratewiththeircustomerscontent.

Customersservetheircontentthroughdedicatedhostnames,whichareresolvedbythe

AkamailoadbalancertoanAkamaiServer.Theserverisselectedbasedonproprietary



34 CHAPTER3.CDNAAS:CONTENTDELIVERYNETWORKASAVNF

criteria,suchastheavailabilityofcontentandtheserverload.Inordertoimproveend-user

qualityofexperience,theclosestserverisselectedtominimizetheround-triptime.This

mechanismtakesintoaccountthelocationoftheDNSserverhitbytheend-usertoinferits

localizationontheInternet[Pathan,2014b].Thismethodhasamajordrawback:intheir

paper[Krishnanetal.,2009a]Googleexplainsthattraditionallatency-basedredirectioncan

berenderedineffectiveinacoupleofscenariossuchasusingdistantDNSnameserverand

thatdecisionsmadeatthegranularityofprefixescanbesub-optimal.Toillustratethisissue,

Figure3.5showsanexperiment2wherecontentsaredownloadedfromthepopularglobal

websiteAirbnb.Thisservicereliesonamulti-CDNsolution,usingamongothersAkamai

andFastly.AdirectcorrelationappearsbetweentheDNSserverusedforthequeryand

thelocationofthecontentserver.Forexample,eveniftheclientislocatedinFrance,the

severselectionalgorithmestablishesthattheoptimalserverislocatedintheUSwhenever

thechosenDNSserverisinNorthAmerica.Forthisreason,todaymajorcontentproviders

deploytheirownCDNandcomputetheuser-serverassignmentdirectlyontheirservers

basedontheIPoftheend-user.

3.2.2.2 ContentProvidersownedCDNs

LargeContentProviders,suchasNetflixorGooglewithYoutube,whichcanaffordbuilding

theirowndistributionnetworkgatherimportantadvantagesoverothersrelyingonlyon

pureplayerCDNs.Firstofall,bycuttingthemiddleman,theyareabletosaveoncosts,

supportingthedeliverynetworkwiththeirownappliancesorcloudinfrastructure.They

arealsocapableofoptimizingtheirdeliveryservicetoimprovetheircustomers’quality

ofexperiencebydevelopingspecializedsoftware.Forexample,Netflixhasinvestedin

Open-sourcesoftwareandowns130repositories(suchasHystrixforresilienceincomplex

distributedsystems,eurekaforAmazonWebServicebasedresiliencyandfailover,and

SimianArmyforCloudresiliency)totalizingmorethat13Kforks3.Googledevelopedroyalty-

freevideoformatforbrowserssuchasWebM,VP8andVP94andsupportsitsvideoservice

throughtheirGoogleGlobalCacheCDN.

Leveragingontheirsoftwareassetsandintegratedinfrastructures,largecloudproviders

areabletosupportmoreadvanceduser-serverassignationmethods,basedontheIPaddress

oftheclient,itsuser-agentandtheURLofthecontentwhichisprocessedfromtheHTTP

request.Figure3.6showshowtheDNSserverlocationisnotusedwhenretrievingavideo

fromYoutube;theURLofthecontentfromaGoogleGlobalCacheisreturnedinsteadby

theHTTPServer.

2Adatasetcontainingthesameresultsforthe15topwebsitesaccordingtoAlexaInternetIncfrom20

locationsaroundtheworldisavailableonlinehttp://data.nextnet.top/cdn/
3https://gist.github.com/nherbaut/878448e781eed85b011db6112306481a
4https://www.webmproject.org/

http://data.nextnet.top/cdn/
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3.2.2.3 VirtualCDNconcept

Researchpaperssuchas[Frangoudisetal.,2016],[Frangoudisetal.,2017],[Yalaetal.,2016]

andtheSONATAEuropeanProject5haveaddressedtheVirtualCDNconcept.Byprototyp-

ingtheconfigurationandprovisioningofdatawithinaTelcoCloudenvironment,these

worksshadesomelightonthefeasibilityofrunningaCDNinthecloud.

Littleworkhasbeencarriedouttodescribetheparticularintegrationchallengeswith

anNFVplatform.ThedeploymentofaCDNasaVNFhasbeeninitiallydescribedinETSI

Use-cases[ETSI,2013]andhasbeendemonstrated[KimandLee,2014]withintheETSI

NFVProofsofConceptFramework6.Theconceptwasalsousedin[Giotisetal.,2015]to

supportaproposedschemaofPolicy-basedOrchestrationofVNFs.Wecomplementthis

previousworkbydirectlyaddressingandevaluatingthedeploymentchallengesonareal

NFVplatformimplementation.Toguideusthroughtheevaluation,westartbyexpressing

therequirementsforCDNaaSinthefollowingsection.

3.2.3 Requirements

Toclarifyourdesigngoals,weestablishedalistofrequirementsderivedfrom[ETSI,2013a]

andthepreviouscitedwork,presentedinTable3.1.Eachrequirementisevaluatedbased

onarchitecturalconsiderationsorwiththevalidationofthefeatureontheT-NOVAtestbed.

ThenextsectionpresentstheCDNaaSapproachandtechnicalarchitecture.

3.3 TheCDNaaSproposal

Aswesawfromprevioussections,theideaofcreatingavirtualCDNisemergingforfour

mainreasons.Indeed,CDNconceptbenefitsfromdynamiccapacitiestoaccommodate

fluctuatingtraffic.Thankstothescalabilityofferedbycloudresources,virtualCDNcan

adapttothedemandintermofnumberofavailablesystem(Storage,CPUandRAM)and

networkresources.Moreover,CDNplacementisalsocrucialtoprovideagoodQualityof

Experience(QoE)toend-users.On-demandedgecloudresourcesallowCDNprovisioning

toadjusttolocaldemand,evenforshort-livedperiod.Furthermore,CDNfeaturescan

beenhancedrapidlybyrollingoutnovelalgorithmsandcustomimplementations,faster

thanwithhardwareappliances.Finally,virtualCDNissupportedbycloudproviders’

infrastructuresthatcanbeleaseondemand,withoutlargeupfrontcosts.

CDNaaSaimsatofferingavirtualCDNasaservicewhilebenefitingfromalltheadvan-

tagesofNFVconcept.First,bybeingNFVManagementandOrchestration(NFVMANO)

compliant,CDNaaShastheassurancethatthefunctionisreusableonanyISPplatform

supportingNFV.Second,thankstoT-NOVAMarketplace,vCDNcustomerscanexpresstheir

5http://www.sonata-nfv.eu
6https://goo.gl/jKGxcz
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Table3.1:RequirementsforCDNaaS

Requirement Justification

Management

1
CDNaaSshallbeintegratedwithina

NFVarchitecture(Section3.5.1)

thegoalistobuildaServicedeployedin

aCloud,whichcanbemanagedthrough

definedNFVinterfaces

2

ThevCDNcustomershallbeableto

manageCDNaaSthroughhighlevel

interfaces(Section3.5.2)

CDNaaSshouldnotonlybebenefiting

Telcos,butalso managedasaservice

byaCDNoperatororaCP.Forthis,the

vCDNcustomercannothavefullvisibility

ontheplatformandnetworksincethese

datacanbeConfidential.

Functional

3

RequestRoutingdecisionsshalluse

informationfromHTTPtransactions

(Section3.3.2)

DNS-basedredirectionhavelimitswhich

encourageshiftingtoHTTP-basedsys-

tems

4

Content Storage shall support

location-aware storage nodes

(Section3.3.3)

Edgecachingisparticularlyefficientat

reducinglatencywhenthecacheserver

islocatedneartheenend-user

5

ContentIngestionshallbeableto

acceptcommonmediaformatsand

producestandardandenhanced

newformats(Section3.3.4).

There’saparticularchallengein man-

agingCPU-intensiveoperationssuchas

contenttrans-coding

Non-Functionals

6

InternalCDNaaSonboarding,de-

ployement, configuration, and

scalingshallbeautomated(Sec-

tion3.4.1)

Automationspeedsupthedevelopment

processandqualityofthesoftware

7
AllthecomponentsofCDNaaSshall

scaleautomatically(Section3.4.3)

Toadapttoanykindofworkload,CD-

NaaSmustbeabletoincreaseitscapaci-

ties

connectivityneedsthroughhighlevelServiceLevelAgreements(SLAs).Third,CDNaaS

opendesignallowsthird-partyVNFstobeusedtoimproveperformances.

FollowingthefunctionalarchitectureshowninFigure3.4,CDNaaSarchitecturecanbe

brokendowninto5modules,asdetailedinFigure3.7:

•TheVNFController(VNFC)isresponsiblefortheexternalcommunicationofCDNaaS

andmanagesboththeT-Ve-VnfminterfacetowardtheVNFManagerandtheT-Nf-Vi
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Figure3.7:HighLevelArchitectureofCDNaaS

onetowardtheVIMusedformonitoring.Italsocentralizestheconfigurationofthe

othermodulesandplaystheroleofinternaltechnicalorchestratoroftheVNFthrough

thevCDN:Vnf-Ctrlinterface.

•TheCachingandRoutingOrchestrator(CRO)isthemoduleresponsibleforenforc-

ingthecachingconfiguration(whattocacheandwhere)andtherequestsrouting

configuration(whichusersshouldbedirectedtotheVNFStorage).Itconfiguresthe

othermodulesthroughthededicatedvCDN:Cro-Vmg,vCDN:Cro-StoandvCDN:Cro-

Inginterfaces.

•TheIngestorClustersareinchargeofdownloadingthecontentfromtheoriginal

server,whichstoresthecontentrequestedbytheend-user,processesitaccordingto

theconfiguration,andsendsittotheStorageClustersnodes.

•TheStorage&StreamingClustersareresponsibleforstoringthecontentandmaking

itaccessibletoCDNend-users,throughHTTPprotocol.
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ETSITISPANArchitecture CDNaaS+T-NOVAArchitecture

ContentDeliveryandReplicaServer StorageClusters@NFVI-POP

RequestRouting VMGClusters@NFVI-POP

Accounting/Billing T-NOVAMarketplacethroughT-Nf-

Vi,T-Vi-Vnfm,T-Ac-Orinterfaces

ContentIngestion/ContentPrepara-

tion

IngestorClusters@NFVI-POP

ContentAcquisition T-NOVAWANConfigurationthrough

WICM

Table3.2:ETSITISPANandCDNaa+T-NOVAFunctionalArchitectureComparison

•TheVirtualMediaGatewayClusters(VMGClusters),whichroleistoperformthe

user-serverassignmentbyanalyzingHTTPrequestsfromtheend-users.Theyalso

cananalyzethetrafficfromtheoriginalserverandpublishcontentusagetotheCRO.

3.3.1 ComparisonwithTISPANarchitecture

Figure3.7showsthattheCDNaaSfunctionalarchitectureiscompatiblewiththeETSI

TISPAN(Figure3.4)onseverallevels.Table3.2showsthatmostoftheTISPANCDNfunc-

tionalrequirementsarecoveredbyinternalCDNaaSVNFC.Somenon-fonctionalrequire-

mentssuchasaccountingandbillingarebroughtbyT-NOVADashboardandtheNetwork

configurationisbroughtbytheT-NOVAWICMmodule.

LetusnowdigdeeperintotheimplementationofeachCDNaaSVNFCtounderstand

howfunctionalrequirements3,4and5arehandled.

3.3.2 TheVirtualMediaGateway

TheVirtualMediaGatewayisaconfigurableHTTPProxythathandlesbothrequestsand

responsesfromend-users.ItcanbeconfiguredthroughaRESTApplicationProgramming

Interface(API)7withfeaturesspecifictothevCDNbusiness.Thedesignphilosophyofthe

VirtualMediaGatewayhasbeeninspiredbysimilar-to-SDNforwardingdevices.Indeed,

theVMcanbeconfiguredwithafilterthattriggersanactionincaseofamatch.The
difference,however,istheapplicabledomainsoftheVMG,inasensethatfilterscanbe

appliedonlyatHTTPlevelandactionstakenareHTTPcallsorresponses.

3.3.2.0.1 Filtersandactions

FilterscanbeappliedtobothHTTPrequestsandresponses.Theycansupportevery

standardHTTPfeatures,suchasProtocolLevel,URLandHeaders.Actionsaretriggered

7http://data.nextnet.top/vmg-api-doc/
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Table3.3:RESTAPIusedtoconfiguretheVMGFiltersandActions

Description HTTPVerb RESTPayload

Notify the

CROwhena

responseisof

typewebm

POST
filter:
response:
headers:
Content-type:video/webm
action:notify

Forward to

theStorage5

foracontent

URL

POST
filter:
request:
url:http://video.com/bbb.mp4
action:
forward:pop5

Forward to

theStorage1

requestsfor

identified

users

POST
filter:
request:
and:
url:http://video.com/*.mp4
user:
identified:true
action:
forward:pop5X

Removethe

action cor-

responding

tothe filter

where users

areidentified

DELETE
filter:
request:
user:
identified:true
action:
forward:*

iffiltersareverified.Actionscanbeoftwotypes:forward,whichforwardsend-user’s
requeststotheprovidedNFVI-POPandnotify,whichnotifiestheCROoftherequest
performedbyanend-user.FiltersandactionscanbeconfiguredthroughaRESTAPI,as

illustratedinTable3.3.



40 CHAPTER3.CDNAAS:CONTENTDELIVERYNETWORKASAVNF

3.3.2.0.2 Implementation

TheVirtualMediaGatewayisimplementedinJAVAandusestheNettyFramework.Netty

isanasynchronousevent-drivennetworkapplicationframeworkforrapiddevelopment

ofmaintainablehighperformanceprotocolserversandclients.Oneofthemoststriking

featuresofNettyisthatitcanaccessresourcesinanon-blockingapproach,meaning

thatsomedataisavailableassoonasitgetsintheprogram.Thisavoidswastingsystem

resourceswhilewaitingforthecontenttobecomeavailable;instead,acallbackistriggered

wheneverdataisavailable.Thisalsosavessystemresourcesbyhavingonlyonethread

forresourcemonitoring.NettyisoneofthebuildingblocksusedtoimplementthevMG

networkcapabilities. Nettyisusedbywell-knownSDNControllerssuchasFloodlight,

ONOSandODL[Shalimovetal.,2013

VMG VMG VMG

HA Proxy ZooKeeper
VMG Cluster

VMG VMG VMG

HA Proxy
VMG Cluster
ZooKeeper

Requests Load BalancingRequests Load Balancing

Replication
Con g.

Caching and Routing

Orchestrator

vCDN:Cro-Vmg vCDN:Cro-Vmg

NFVI-POP A NFVI-POP B

WICM IP-Based End-User VMG Cluster assignment

].

3.3.2.0.3 ScalabilityandAvailability

Figure3.8:InternalArchitectureofVMGclusters

Figure3.8showsthatVMGsaregroupedinclusters,eachclusterbelongingtoadifferent

NFVI-POPs. Whentheend-usersendsarequest,theT-NOVAWICMisresponsiblefor

assigningittotheNFVI-POP.ThiscanbedonebyassigningeachPOPadifferentIPprefix,

dependingontheoutcomeoftheServiceMappingAlgorithm.Oncetherequestreachesthe

appropriateNFVI-POP,itisreceivedbyaLoadbalancer(HAProxytoload-balancequeries

[KaushalandBala,2011]),thatsplitstherequestsinaround-robinfashiontotheVMGs.

TheCachingandRoutingOrchestratordeploysthesameconfigurationtoeach

cluster. ThisconfigurationisdeployedinaDistributedKey-Valuestore(ZooKeeper

[Huntetal.,2010]).ZookeeperisinchargeofprovidingtheconfigurationtoeachVMG

tomakesurethattheinstancesaresynchronized.

Requirement3 Thissectionoutlinedaprogrammablenetworkcomponentableto

supportHTTPpayloadsinspectionandtoapplyredirectionandnotificationsrules.
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Byusingwell-knowntoolsfromtheCloudComputingworld,weareabletobring

scalabilityandperformancetotheVirtualMediaGatewayfortheconfigurationdeployment

aspects.However,thesepropertiesdoimpacttherealthroughputofthenetworkfunction,

asevaluatedinSection3.5.3.Inthefollowing,thearchitecturefortheHTTP-capable

distributedstoragesolution,i.e.,thevStreamer,ispresented.
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Zone A Zone B

Node 10
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Node 12

Node 20

Node 21
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Node 30

Node 31

Node 32

Node 40

Node 41

Node 42
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Compute 1 Compute 2

VNFC 10

VNFC 11
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Compute 1 Compute 2
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VNFC 31

VNFC 32

VNFC 40

VNFC 41
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Swift Stack Abstractions T-NOVA Abstractions

3.3.3 vStreamer

Figure3.9:ComparisonbetweenT-NOVAandSwiftStackabstractions

CDNscanbeusedtostoreTerabytesofdatathatcanbespreadamongseveraldata-

centresandthatmustbetoleranttofailures.Theyalsoneedtoscaleandmustsupport

addingorremovingstoragenodes,asdefinedbythescalingpolicy.Tothisend,wedecided

todeployaninstanceofSwiftstack8,anopensourceproject,whichproposestocreatea

clusterofstoragenodestosupportScalableObjectstoragewithHighavailability,Partition

Tolerance,EventualConsistencyandHTTPAccess(otheralternativeslikeCephwerealso

considered).Swiftstorageiscomposedofadistributedhashtable("Ring")storingthe

locationofcontentsandobjectswhichactuallystorethedatacontent.Whileobjectsare

storedonStorageNodes,aSwiftProxyisusedtomaintainthestateofthenodesandenforce

thestoragepolicies.SwifthasseverallogicalabstractionsthatspreadtheobjectsintoNodes,

theNodesintoZonesandtheZonesinRegions,asshowninFigure3.9.Theseabstractions

canbetransposedinT-NOVA,whereeachRegioncanbeseenasadifferentNFVI-POP,each

ZoneisaComputeNodeandeachNodeisaVNFChostingaStorageNode.

TosupportourvCDNstorageuse-case,eachobjectpresentneedstobestoredinevery

POP,inordertominimizethelatencytowardend-users.Additionally,forresiliencypurposes,

theVNFCsneedtobehostedinadifferentcomputenode,suchthatifacomputenodefails,

thennotalltheVNFCsareimpactedandtheservicecanstilloperate.Todoso,swiftstack

configurationswereimplementedwiththefollowingrules:

8https://www.swiftstack.com/
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•EachobjectmustbestoredatleastineachRegion.

•ForeachobjectpresentinaRegion,itmustbestoredinatleast2differentZones.

•ForeachNFVI-POP,atleasthalftheStorageVNFCmustbelocatedin2different

computenodes9.

Requirement4 ThankstotheadaptationoftheNFVconceptstotheabstractions

providedbyswiftstack,wewereabletobuildanetworkcomponentthatcanstoredataina

distributedfashion,providingCDNaaSwithapowerfuldistributedstorageengine.
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3.3.4 ContentIngestion

Figure3.10:ArchitectureoftheIngestion

Theingestionofcontentwithinthesystemallowsstoringcontentinaformatbetter

suitedforon-linedistribution.Suchformatsorprofilesusespecificcodecs,framerate,

encapsulationandsegmentation(foradaptivestreaming).Duringtheingestionphase,the

followingoperationsareperformed:

1. Downloadfromtheoriginalsourceserver;

2.Temporarystorageforprocessing;

3.Analysisofthecurrentformat,resolution,framerateandbitrate;

4.Foreachsupportedoutputprofile:

a)Transcodethevideousingffmpeg;

b)PreparethevideobycreatingDASHandHLSsegments;

c)PublishthevideointheappropriateStorageNode;

9Thisrulewasdescribedinthespecifications,butneverimplementedinT-NOVA
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5. NotifytheCachingandRoutingOrchestratorthattheingestioncycleiscomplete.

Severaltasksaresynchronous(1,2,3,5)whileotherscanbeparallelized(4.a.b.c.).Forthis

reason,wechosetouseanasynchronousjobmodelasshowninFigure3.10,whereworker

nodesareconnectedtoascalablemessagebrokerthroughAMQP10andhandleingestion

orderssentbytheCRO.Twoqueuesareusedinthemessagebroker.First,theadmission

queuehandlesthedownloadoftheoriginalcontentinatemporaryworkspace,beforedis-

patchingingestionordersintheingestionqueue.Second,theingestionqueueismonitored

bytheingestionworkersthatcarryoutthecomputerintensivetasksofvideotranscoding

andsegmentation.

Requirement5 Inthissection,wedescribedamodulethatusesadistributedjobs

frameworktoimplementacomplextranscodingandadaptationworkflow.

Thenextsectionisdedicatedtothestudyofnon-functionalrequirements,wherewe

makeacaseforusingLinuxContainerstosupportanimproveddevelopmentmodel,easier

orchestrationandscalability.

3.4 LinuxcontainersbenefitsforCDNaaSdeployment

Inthissection,weexplainhowweleveragedDockerLinuxContainersfortheinternal

orchestrationofCDNaaS.ThestatefulnatureofthisVNFandthenecessitytosupport

scaling-outbya10or100factorwithinminutescompelledustouseacontainer-based

clusterablemicroservicearchitecturewhereasimplermonolithicapproachwouldnothave

beenpossible. Weexploresoftwareengineeringproblemsofmicroservicedeployment,

scalingandcontainer-basedresiliency.

3.4.1 AnagileVNFdevelopmentcycle

Asseenintheprevioussection,threeoutoffourfunctionalmodulesofourVNFarebased

onclustersofresources.Managing3clustersbasedon3differentVMbaseimagescanbe

verytimeconsumingfromadevelopmentperspective.Indeed,thetypicaldevelopment

cycleobservedfromT-NOVAindustrialpartnersincludedthetasksshowninFigure3.11.

ThisprocessformsaV-cycle,inthesensethatbeforebeingabletofixorimprovea

featureintheVNF,oneneedstoreplayalltheintermediarystepsthatarepronetoerrors

anddonotbringanyaddedvalue.

Forthisreason,wecreatedanagilemodelrelyingonDockerContainerstoautomatize

theprocess.InsteadofdeployingourcodeinVirtualMachines,weuseasingleVMimage

containingthebaseOSandaconfigurationmanagementtooldeployedintheVNFCon-

troller.TheconfigurationoftheVNFandtheserviceisdoneonceforall,andcodeisinjected

duringabootstrappingphaserightbeforetheVNFisstarted.WhentheVNFisbootstrapped,

10theingestionwasimplementedwithRabbitMQ
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Figure3.11:ComparisonbetweentheTraditionalVNFLifecycleandtheagilelifecycle

theVNFControllerretrievestheinfrastructuredescriptorfromourgithubrepository.This

descriptor11isusedbytheconfigurationmanagementdaemon12todeterminewhatcom-

ponentsneedtobeinstalledoneachVNFC.Thecomponentsaresubsequentlydownloaded

fromacontainerrepository(DockerHub13)andrunasDockerContainers.Thankstothis

model,wewereabletodeployandtestnewsoftwarewithoutanyinterventionontheNFV

infrastructureside.Softwarequalitywasassuredthankstocontainer-basedcontinuousinte-

gration.ThankstotheminusculeruntimeoverheadofLinuxcontainers[Felteretal.,2015],

performancesforourcustommodulesisclosetonative.

Requirement6 UsingContainersandaconfigurationmanagementtool,wefully

automatizedthedevelopmentlife-cycle,fromcodeproductiontoVNFdeployment.

3.4.2 DualOrchestrationusingLinuxContainers

Theinteractionbetweentheorchestrator(throughtheVNFManager)andourVNFsoccur

throughstandardlife-cycleevents,suchasstop,start,scale-out,scale-inandconfigure.

TheformatoftheseeventsarethesameforeachVNFandaretoogeneraltopreciselypilot

theinternalarchitectureofeachVDU.Forthisreason,wecreatedaDual-Orchestration

Mechanism,byseparatingtheconcernsoftheNFVorchestrator(actingattheVMlevel)and

aninternalorchestrator(actingattheContainerLevel,runbytheVNFController).TheGoal

oftheNFVOrchestratorconsistsincreatingtheVNFCfromthebaseimageandconfiguring

itsexternalnetworkaccordingly.Therestoftheconfigurationisassuredattheinternal

orchestrationlevelwhichdealswiththefollowingtasks:

•LaunchtherightnumberofcontainersforeachVDU.

11https://github.com/dngroup/t-nova/tree/master/salt
12https://saltstack.com
13https://hub.docker.com/
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•Incaseofcontainerfailure,relaunchitwithanexponentialbackoff.

•IfanewVNFCisprovisionedduetoascaling-outeventlaunchedbytheTeNOR

Orchestrator,deploythesupplementarycontainersonitandconfiguretheunderlying

clusters.

BydecouplingtheorchestrationoftheserviceandtheVNFfromtheinternalorches-

trationoftheVNFinternalcomponents,weassuredaneasierintegrationtootherNFV

platform(sinceweareonlyrelyingonhigh-levellifecycleevents).Inourimplementation,

suchdual-orchestrationmechanismisdeployedwithintheVNFitself.Anotherpossibility

wouldhavebeentodevelopacustomVNFManager(basedonourexistingVNFController)

tohavemorefine-grained,applicationawarelife-cycleevents,asproposedintheSONATA

EUProject[SONATAConsortium,2015].Whilethissolutionistemptingandmoreinline

withtheETSIManoarchitecture,itaddsthecomplexityofdeployingcustomcodeinsidethe

NFVarchitecture,moredifficulttaskthaninstallingitwithintheVNFitself.Morein-depth

analysisofthissystemcanbefoundinT-NOVAdeliverables[T-NOVAConsortium,2016b]

and[T-NOVAConsortium,2017].

3.4.3 Container-basedscaling

Inthissection,theconcernisplacedonscaling,followingtheanti-fragilepattern

[Abidetal.,2014],allowingeachmicroservicetooperateinautonomysothatthewhole

VNFcanberesilientandeasilyscalable.

First,themonitoringagentreportsthatthestorageisrunninglow,orthattheingestion

procedurecannotcopewiththeingestiondemand,thankstoapplication-specificmetrics.

TheNFVOrchestratorthenstartsanewVM(storagenode,ingestionnodeorVMGnode

dependingonwhichmetricisbreached)andthisnodeisprovidedwiththeIPaddressof

theVNFcontroller.ThenewVMconnectstotheVNFcontrollersothatitcanbepartofthe

infrastructureunderitssupervision.WhentheVNFMsendsthescale-uplifecycleevent,the

controllerre-synchronizestheinfrastructurewithalltheconnectedVMs.

ThesameprocedureisusedwhenscalingtheVMandwhenstartingthem,makingthe

processrepeatable:theVNFControllerdownloadscontainerimages,configurestheVM

(configurationfilesarewrittenandservicesarelaunched)accordingtoits"role"(storage

node,ingestionnodeorVMGnode).Subsequently,dependingontheroleofthenewVNFC,

severalconfigurationstepsaretakenbytheVNFController:

•Onceanewingestionnodejoinsthepool,itisprovidedwiththeIPaddressofthe

messagebrokerandstartsconsumingmessages;

•Onceanewstoragenodesstarts,thestorageproxynodere-computesthedistributed

hashtablesandre-balancestheloadamongstthenodesautomatically;



46 CHAPTER3.CDNAAS:CONTENTDELIVERYNETWORKASAVNF

•FortheVMGnodes,HaproxyisreconfiguredwiththeNodeIPandstartsbalancing

theloadtothenewVMGinstance.

Requirement7 Thankstothedual-orchestrationmechanismandthescalablebyde-

signarchitectureofCDNaaSinternalcomponents,thescalinganddeploymentprocedures

werefullyautomated.

3.5 CDNaaSIntegrationandValidation

Inthissection,wedescribetheintegrationofCDNaaSintheT-NOVAproject.

First,weexplaintheroleofeachstandardNFVMANOinterfacesusedduringtheon-

boardingandVNFoperations,aswellasthespecificT-NOVAinterfacesusedforservice

provisioningandSLAconfiguration.Finally,wepresentexperimentalresultsobtainedon

theT-NOVAdistributedtestbedforeachcomponents:contentdistributionandcontent

ingestion.

3.5.1 IntegrationwithinT-NOVA

Tofulfillthefirstrequirement,weintegratedCDNaaSinaMANO-compliantNFVstack,

T-NOVA.Figure3.12representsasimplifiedversionoftheintegrationofCDNaaSintoa

NFVarchitecture.T-NOVAinterfaceshavebeenpresentedinSection2.3andaredetailed

intheprojectdeliverable[T-NOVAConsortium,2015].TheMarketplace,Orchestration

andNFVInfrastructureManagementcomponentsarevanillasoftwareandareusedby

CDNaaSandbyotherVNFsdevelopedbythepartners.TheyarealignedwiththeETSIMano

[ETSI,NetworkFunctionsVirtualisationV.,2014]Interfacesandextendthemnotablywith

theinclusionoftheMarketplacecomponentthatpilotthecompositionofservicelevel

agreementsandfinancialreporting.CDNaaSandNetworkManagementSystem(NMS)are

componentsdevelopedspecificallyforthecontentdeliveryusecase.

Marketplace-OrchestrationInterfaces

•T-Sl-Or:TheSLAmanagementmodulesendstheSLAagreementtotheOrchestrator.

TheOrchestratorcommunicatesSLA-relatedmetricstothemanagementmoduleso

thatthelattercancheckSLAcompliance.

•T-Ac-Or:TheOrchestratorsendstheAccountingmodulewithalltheservicetrack

information.
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Orchestration-VIMInterfaces

•T-Vi-Vnfmisresponsiblefortheexchangeofinfrastructuremonitoringinformation

allocatedtotheVNFeitherthroughexplicitrequestbytheVNFManagerorthrough

periodicreportinginitiatedbytheVIM.

•T-Or-ViallowstheOrchestratortorequestreservation/allocationofresourcesandNS-

relatedlifecyclesoperationsandfortheVIMtoreportthecharacteristics,availability,

andstatusofinfrastructureresources.

•T-Or-ViallowstheOrchestratortorequestreservation/allocationofresourcesandNS-

relatedlifecyclesoperationsandfortheVIMtoreportthecharacteristics,availability,

andstatusofinfrastructureresources.

•T-Da-OrisusedbythecustomerandtheISPtogetmonitoringinformationfromthe

service.

•T-Or-TmsupportsrequestsfromtheOrchestratortoprovideconnectivityservicestyp-

icallyforinter-datacenterorconnectiontocustomerservices(inourcase,connection

tothevCDNCustomerSourceServer).

VIM-CDNaaSInterfaces

•T-Nf-VidispatchesmanagementdecisionsfromtheVIMtotheComputedomainand

communicatesbacktheComputedomainstatusandmonitoringmetrics.

•T-Tm-TrconfiguresaccesstotheWAN,suchasprovidingconnectivityfromtheedge

oftheNFVI-POPdowntotheVNFs.Inourtestbed,thisinterfaceisinchargeof

deployingOpenflowrulestoourSDN-capableForwardingdevice.

Orchestration-CDNaaSInterfaces

•T-Ve-VnfminterfaceallowstheVNFManagertoconfiguretheVNF,collectmonitor-

ing/performancedata,andbenotifiedaboutfaultswithintheVNF.

ElementManagerInterfaces

•Ve-Vnfm-em:in[ETSI,NetworkFunctionsVirtualisationV.,2014]ETSIdefinesthis

interfaceusedforexchangesbetweentheElementManagerandVNFManager,and

supportsinstantiation,highlevelrun-timeinformationretrieval,configurationup-

date.InT-NOVA,theVf-Vnfm-eminterface,however,islimitedtoconfiguration

update,astheVNFlifecycleisboundtothenetworkserviceLifecyclewhichiscon-

trolledbytheMarketplace,accessibletothevCDNCustomerthroughtheDashboard.
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•vCDN:emAPI:TheCDNaaSelementmanagerisaspecializedsoftwarethatallowsthe

vCDNCustomertomonitorandconfigurethebehaviorofCDNaaS.CDNaaS-specific

configurationitemsaresenttotheVNFManagerwhich"tunnels"thecommands

toCDNaaSthroughT-Ve-Vnfm.ThevCDN:emAPIisnotusedtocontrollow-level

metricssuchasCPU,Networkordiskaccess.Instead,themonitoringinterfaceT-

Nf-Vicollectssuchdata,andtricklesthemuptotheOrchestratorwhichhandles

VNF-scalingtoadapttheVNFcapabilitiestotheadequatelevelaccordingtotheSLA.

Requirement1 Aswesawfromthedetailsoftheinterfacesandthemodulesofthe

system,CDNaaSisintegratedwithanarchitecturethatiscompatibleandextendstheone

envisionedbyETSI.Wenowpresentmoreindetailstheinitializationandconfiguration

workflowofCDNaaS,andexplorehowhighlevelinterfacesareusedtoconfiguretheservice.

VIM (OpenStack) WIM (WICM/ODL)

Nova Neutron OpenDayLight

Marketplace
SLA Management

AccountingDashBoard

WAN Network

Orchestration

VNF Manager Orchestrator (TeNOR)
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T-Tm-Tr

T-Sl-Or

T-Ac-Or

CDNaaS 
Element Manager

Ve-Vnfm-em

NMS

vCDN Customer

Graphical User Interface for
vCDN SLA Con guration
Billing / Accounting

vCDN:emAPI

NFV Infrastructure Management

CDNaaSETSI Mano/ T-NOVA Interfaces

T-NOVA Components

CDNaas Data Interfaces

NFVI-POP

T-Da-Or

External Conguration Interfaces

3.5.2 CDNaaSinstantiationandconfigurationworkflow

Figure3.12:HighLevelarchitectureforaCDNaaSrunninginaNFV-as-a-Serviceplatform

TobetterunderstandtheinteractionsbetweenthedifferentmodulescomposingCD-

NaaS,ETSIMANOandT-NOVAarchitecture[T-NOVAConsortium,2017],Figure3.13shows

asequencediagramcorrespondingtotheconfiguration,instantiationandmanagementof

aCDNaaSinstanceboughtbyavCDNCustomer.

Thefirststepconsistsforthe(1)vCDNcustomertoconfigureitsvCDNservicethrough

theMarkeplaceGraphicalUserInterface(GUI).Inthisinterface,thecustomercanselect

differentSLAlevelsdependingonitsneed(numberofconcurrentusers,storagesizeand
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Figure3.13:SequenceDiagramofCDNaaS,thevCDNCustomerinteractswiththeT-NOVA

Marketplacetocreatetheservice,andwiththeElementManagerforServiceConfiguration

andmonitoring.

ingestioncapacities).Forexample,a"bronze"levelSLAcouldcorrespondto500simulta-

neoususerswithastorageof10TB.TheSLAistranslatedtoaNetworkServiceDescriptor

(NSD)tobeprocessedbytheVirtualInfrastructureManager(VIM).

Next,the(2)vCDNCustomerStartstheservicethroughtheMarketplaceGUI,which

causesthe(3)NSDtobesenttotheorchestrationlayersthroughtheT-Sl-Orinterface.The

NSDrepresentsaservice,whichiscomposedofoneVNFormorechainedtogether.Each

configuredVNFisdescribedinaVNFDfile.AVNFDisthetemplatewhichdescribesaVNF

intermsofdeploymentandoperationalbehaviorrequirements.TheVNFDalsocontains

connectivity,interfaceandKPIsrequirementsthatareusedbyNFV-MANOfunctional

blockstoestablishappropriateVirtualLinkswithintheNetworkFunctionVirtualization

Infrastructure(NFVI)betweenVNFComponentsinstances,orbetweenaVNFinstanceand

theendpointinterfacetootherNetworkFunctions.

WhentheorchestratorhasgeneratedtheVNFDs,theyaresent(steps4aand4b)tothe

VIMcomponentsthroughtheT-Or-VitoconfiguretheVirtualDeploymentUnits(VDU)

andtheirNetworking.AVDUsupportsthedescriptionofthedeploymentandoperational

behaviorofasubsetofaVNF,ortheentireVNFifitwasnotcomponentizedinsubsets

[ETSI,2013b].Inourcase,astheVIMisbuiltontopofOpenstackwithHypervisor-backed

computenodes,soeachVDUisimplementedthroughaVirtualNetworkFunctionCompo-

nentInstance(VNFCInstance)correspondingtoaVirtualMachine(VM).

Steps(6)showsthecreationofCDNaaSVirtualDeploymentUnits(VDUs)andassoci-

atednetworksthroughInterfaceT-Nf-Vf.EachVNFDescriptorisconvertedtothenative

OpenstackorchestrationmoduleHeat14OrchestrationTemplate(HOTfile)whichisused

14https://github.com/openstack/heat
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toeffectivelycreateNova15ServerInstances,Neutron16routerandnetworks,Storagere-

sourcesandsoon.Theexternalconnectivity(7)oftheVNFanditspotentialplacementinto

aservicefunctionchainisconfiguredbytheWANInfrastructureandConnectivityManager

(WICM)thankstoNetfloc,asOpenDaylightpluginthatcarryoutServiceFunctionChaining

(SFC)basedonvirtualMacaddressing[Trajkovskaetal.,2017].TheSFCconfigurationcan

takeplacebetweenseveralPointsofPresence,andalltheVNFsofachaindonotneedtobe

collocated.

Steps(8-9)arededicatedtotheconfigurationofCDNaaS.Indeed,evenifseveralVDUs

areinstantiatedandconnectedinaNetworkFunctionVirtualizationInfrastructurePointof

Presence(NFVI-POP),theyneedtobegiventhenetworkaddressesofeachotherandbetold

tostartacceptingconnections.Next,specificruntimeparametershavebeenconfiguredby

thevCDNCustomerthroughtheMarketplaceGUI,andneedtobepassedtoCDNaaSfor

configuration.OnceCDNaaSisstarted,itconnectstotheMonitoringmoduleoftheVIMto

(10)sendmonitoringdata.RawmonitoringdataiscollectedandstoredbytheVIM,and

periodicallypulledbytheorchestratortomonitorthehealthandperformanceofCDNaaS.

KPIsdefinedattheNSDandVirtualNetworkFunctionDescriptor(VNFD)levelscanbe

accessedthroughthemarketplacedashboardMonitoring.

Finally,steps(11-12-13)showhowthevCDNCustomerisabletoconfigureCDNaaS

throughtheNetworkManagementSystem(NMS).Forexample,letusassumethatthevCDN

CustomerwantstopushanewcontentintoCDNaaS.Then,hewillcalltheappropriateprim-

itivefromtheElementManagementSystem(EMS),whichwilltriggeraconfigurationevent

totheorchestratorthroughtheVf-Vnfm-Eminterface,inturnfollowedbya"configuration"

VNFlifecycleeventthatwillbereachedCDNaaSthroughtheT-Ve-VnfMinterface.

Requirement2 ThroughtheMarketplaceGUIandthededicatedEMSinterface,the

vCDNcustomerisabletoinitiateandconfiguretheservicewithouthavingtomanage

low-levelaspectsoftheVNF.ThenextsectionpresentstheevaluationpartofCDNaaS.

3.5.3 Evaluationofcontentdistribution

AstheVMGinspectseveryHTTPtransactionbetweentheclientandtheserver,itisim-

portanttoassess,dependingonthenumberoffilters,inwhichextenditpenalizesthe

throughput.Todoso,anapache2HTTPServerisdeployedwithbandwidthlimitedto

100Mbps.TheVMGisplacedbetweentheclientandtheserverandApacheHTTPserver

benchmarkingtool17isusedtomeasurethethroughputinKbpswithandwithouttheVMG

activatedwhen50clientsconcurrentlypull1KB,10KB,100KBand1MBpayloads.The

experimenthasbeenreproduced5000timesandtheresultsarereportedinFigure3.14.

ItmustbenotedthattheimpactsoftheVMGforsmallpayloads(1KBand10KB)isvery

important:theoriginalthroughputoftheHTTPserverisreducedto40%evenifwithno

15https://github.com/openstack/nova
16https://github.com/openstack/neutron
17https://httpd.apache.org/docs/2.4/programs/ab.html
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Figure3.14:ImpactoftheVMGHTTPfilter/actionoverheadoncontentdelivery

ruleispresent.Thisratedropsevenmorewhenthousandsofrulesareappliedtoamere

20%.Consequently,usingtheVMGhasahugeimpactformouseflowswhichisexplainedby

thefactthattheHTTPinspectiononheaderandURLsisdoneveryoftenwiththistypeof

traffic.TheproposedVMGsolutionishencenotsuitablefordealingwithverysmallassets,

suchassmallimagesorcodefragments.Inthatcase,relyingonDNSredirectionwould

moreefficient.

Whenthesizeofthepayloadincreases,however,thethroughputreductionisfarless

important.Indeedfor100KBpayloads,theVMGcanachieve70%oflinerate,and90%for

1MBpayloads.Asexpected,theVMGshowsbetterresultsforelephantflows,sincetheHTTP

headerinspectionroutineiscalledlessfrequentlyforlargepayloads.Thetypicalpayload

forfilestransmittedoverHTTPcanrangefromseveralhundredsofMBsforvideosretrieved

withprogressivedownload,downtoseveralhundredsofKBsforthetypicalDASHchunk.In

thiscase,theconceptofVMGimplementedinsoftwareisadapted,evenifthereisstillalot

ofroomforimprovement.

Weconsiderseveraloptimizationopportunitiesforfuturework.First,CPUlibraries

anddriverscanimprovepacketprocessingtime,suchasDPDK[Intel,2015].Thissolution

hasbeenusedsuccessfullyinarelatedVirtualTrafficClassifierVNFimplementedintheT-

NOVAproject[Kourtisetal.,2015].AnotherpossibilitywouldbetoleverageOpenflowexten-

sions1.6tosupportfurtherdata-planeprogramminglikeproposedin[Bonolaetal.,2017],

whetherinhardwareorinsoftwareinthekernelspacethroughOpenvSwitch.

AnotherimportantaspectoffeasibilityfortheVMGisitsabilitytoscalealongwith

thedemand.ThecapacityoftheVMGneedstobeadapteddynamically,makingsurethat

thecomponentisnotunder-dimensionedanddoesnotslowdownthecontentdelivery

flow.Therearetwopossibleoptions:oneistoprovisionlargerVMswithmoreCPUs,

RAMandfasterdisks(scale-up),theotheristocreateadditionalsmallVMsandincrease

theirprocessingcapacitybymakingthemcollaborate(scale-out).Scaling-upiseasierto

implementbutlesspowerfulaseachVMcanonlygrowuptothesizeoftheunderlying
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Figure3.15:ImpactoftheloadbalancingontheVMGdeployment

computenode.Itisalsolessflexible,asthescaling-downofaVMmaynotbepossibleon

thefly.Finally,contrarilytoscaling-up,scaling-outhastheadvantageofprovidinghigh

availability,sinceloadbalancers,suchasHAProxy,providemechanismstocontrolthe

availabilityofeachback-endVM.

Forthisreason,ascaling-outmechanismwasimplementedbasedonseveralVMG

instancesandaHAproxy.Figure3.15showsthethroughputachievedwhileincreasing

thenumberofVMsintheVMG.TheexperimentwascarriedoutwithdifferentVMsizes

(smallwith0.25CPU,mediumwith0.50CPUandlargewith0.75CPU,CPUresources

beingallocatedona4CPUServer).Wecanseefromthegraphthatincreasingthenumber

ofVMsincreasesthethroughputbuttheincreaseisnotlinear,andflattensbetweena

totalof2and3CPUs.Afterthislevel,thebottleneckresidesontheload-balanceritself,

whichwaslimitedonlyto1VMinourexperiment.Onewaytocircumventthisissueina

productionenvironmentwouldbetoscale-outhaproxyitself,andtocreateahierarchyof

load-balancers[Zhengetal.,2010].

Theoverallperformanceofthedeliverypartdepends,atalargeextent,onthenetwork

performancesbetweentheobjectstoragenodes.Indeed,eachcontentischunkedand

spreadoverseveralnodestoprovideredundancyandincreaseperformance.InFigure3.16,

weusedapache2’sabtooltocomputethe95percentilemaximumtimetakentodownload

a10s,6MBvideofileencodedas600KBps.Thenumberofconcurrentconnectionswas

increasedtoestablishthethresholdabovewhichthevideocannotbestreamedatitsnominal

bitratefora5VMbaselineconfiguration.

Twoimportantresultscanbeseenfromthegraph.Firstofall,thereisnosignificant

differencebetweentheperformanceofStoragewithorwithouttheVMG.Itmeansthat

thestorageisthebottleneckinthiscase,andtheVMGdoesnotneedtobescaled-outto
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Figure3.16:End-to-endevaluationofthecontentdeliverycomponents

increaseperformances.Next,thevideocanbestreamedby250simultaneoususers.This

valueisstronglycorrelatedtotheunderlyingstateofthenetworkonourinfrastructure

andalsoonthestoragetechnologyusedintheplatform.Forexample,ourobjectstorage

engineisdesignedtouseSSDdiskstoboostthedeliveryofthemostusedfiles.Thisfeature

wasnotavailableonourinfrastructureandcouldhavedrasticallyincreasedperformances,

especiallyforInternetcontentwhereonlyasmallnumberofitemsispopularwhilsttherest

remainsunknown.

3.5.4 Evaluationofcontentingestion

IngestionofcontentisaveryCPUandmemoryintensivetaskthatcanbeeasilyscaledwith

theadjunctionofa"worker"VM.Figure3.17showsasettingwherethesystemingests200

videosof20MBatanaveragearrivalrateof30videosperminute.Wecomparethenumber

of"pending"videojobsthatarequeuedbythesystemforseveralsettings.VNFisscaled-out,

allowingthenumberofingestionworkerstovary.Theconfigurationwithonly1worker

doesnotcopewiththeloadasitaccumulatesmorethan120pendingvideosanditdepletes

itsvideostockinmorethan900s.Ontheopposite,the3VMsettingmanagestofinishnearly

ontime(420s).Thankstothisdesign,thenumberofworkerscanbeadjustedbasedonthe

characteristicsofthevideosandonthetolerancetodelayofthecustomer.

Increasingthenumberofworkersisnottheonlyoptionwhenconsideringthechallenge

ofincreasingperformancesfortheingestionphase.OtherproposalsaimatusingGPU

virtualizationinNFVenvironments,suchas[Paglierani,2015].Inademosettingswe
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Figure3.17:TranscodingPerformances

showcasedattheMobileWorldCongressin201618,wemodifiedtheadmissionworkersto

useanexternalVNFcalledtheVirtualTranscodingUnit[Comietal.,2016]developedby

ItaltelanduniversityofMilan,andweobserveda10-folddecreaseinprocessingtimewith

regardstoapuresoftwaresolution.

3.6 ConclusionandFuturework

CDNaaSconcepthasbeenvalidatedinalabenvironmentandintherealT-NOVANFV

infrastructure.AlltherequirementsexpressedinTable3.1werefulfilled19.Theresultis

ascalable,yetmodulararchitectureallowingavCDNcustomertobuyCDNaaStomatch

itsgoalsintermofqualityenhancementsinitscontentdeliverynetwork.Thankstothe

deploymentinoperator’sPointsofPresence,andthefactthatthenetworkcanbemanaged

end-to-endthankstotheWanInfrastructureManager(WIM)networkcontroller,ambitious

targetssuchasmaximumlatencyandminimumbandwidthguarantiestowardtheend-user

premiseisatreach.

Thetechnicalanddesignchoicesundertookarenottheonlywaytoaddressthechal-

lengesofbuildingavCDN-as-a-Service.CDNprovidersandlargeCPshavedevelopedover

theyearsnumerousproprietarysolutionssupplementingthestandardCDNfeatures.Forex-

ample,thecontentprovisioningisaddressedinarathernaivepull-basedfashion,despitethe

factthatmostCDNsbenefitfromsmartpush-basedmechanismsbasedoncontentpopular-

itymodels[Kryftisetal.,2016],oruser-centricdatamininganalysis[PallisandVakali,2006].

18https://nextnet.top/node/6
19avideodemonstrationisavailableonline:https://www.youtube.com/watch?v=xEbs5BUN6NA
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AnumberofapproachescanbeconsideredtoincreasetheperformancesoftheVirtual

MediaGateway(vMG)andthecontentingestion.Theyrelyonusingspecificlibraries

dedicatedtofastpacketprocessing(suchasDPDKonsupportednetworkinterfaces)or

cloud-basehardwareacceleration(suchasGPU-enabledcloudinstances).

ThedistributedstoragesolutionsupportingthevStreamersstillreliesoncostlyhigh-

densitystoragearraysindatacenters;alternativetechnologiessuchasfog-scalestorage

couldbeconsideredtoreducecostandhaveanevenwidergeographicdistribution.

EveniftheimplementationofCDNaaSanditsintegrationinanNFVarchitecturearethe

firststepstowardtheconceptofvnf-basedcontentdelivery,itsintegrationinthecurrent

ecosystemraisesseveralchallenges:

1. WillISPsbewillingtoofferthird-partyCDNVNFhosting?

2.WhatisthebenefitforCDNoperatorsandContentProviderstointegrateCDNaaSin

theirexistingdeployments?

Weaddressthosequestionsinthenextchapterbyproposingamodelforamutuallybenefi-

cialpartnership.





CHAPTER

4
AModelforContentDelivery

Collaboration:aVNF-as-a-Service

Perspective

OurstudyinthepreviouschaptershowedthetechnicalfeasibilityofaVirtualContent

DeliveryNetworkimplementedasaVirtualNetworkFunction(VNF)deployedinaVNF-as-

a-Serviceinfrastructure,CDN-as-a-Service(CDNaaS).Evenifthisapproachcanbedirectly

usedbytheInternetServiceProviders(ISPs)tobuildtheirownContentDeliveryNetwork

(CDN)networktoservetheirowncustomers,itsimpactwouldbelimited.Indeed,mostof

thetrafficfromContentProviders(CPs)beingencrypted(e.g.,Youtubeclaimsdelivering97%

ofitsvideocontentwithHTTPS[Schechter,2016]),ISPscannotreliablystoreitintheirown

cachetospeed-uptheircustomeraccessandsaveontransitcosts.Forthisreason,weexpect

thatthemainbenefitfromCDNaaSwouldcomefromacollaborationbetweenISPsandCPs

/CDNoperators.WhensellingVirtualCDN(vCDN)-as-a-VNF,ISPscanprovideavaluable

servicetoCPs/CDNoperatorsbyofferingatop-tierconnectivitytowarditsEnd-Users

(EUs),whilesavingontransitcost.Inthischapter,weproposeamodelabletomakethe

collaborationbetweenISPandCDNoperators/CPpossible.Wedetailanarchitecturethat

canleverageCDNaaSandcompareitsbenefitswithotherexistingcollaborationschemes.

Wethenextendthisapproachbyproposingauser-centriccollaborationthatalsoleverages

ontheCustomerPremiseEquipmentthankstoaninnovativeblockchainapproach. We

believeourproposalcanrepresentawin-winsituationforISPandCDN/CPandhasthe

potentialtoimprovethequalityofexperiencefortheEU,reducethecostfortheISPand

balancefairlytheadded-valueofcontentdelivery.

4.1 Introduction

AswepresentedinChapter2,Real-timeentertainment(videoandaudiostreaming)isthe

numberoneserviceonthecurrentInternet:itaccountsfor68.90%oftheDownstreamPeak

PeriodTrafficinNorthAmerica.Consumers’expectationsforvideoqualityarealsoincreas-

57
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ingandhighdefinitionisnottheonlyfactortoimprove:otheraspectssuchastheinitial

timespentbufferingavideoaswellasstallinginvideohasbeenshowntogreatlyimpact

userexperience,thusengagement[Dobrianetal.,2011].In[Nygrenetal.,2010],authors

identifiedpeeringpointcongestion,inefficientroutingprotocols,networkunreliabilityand

theinefficiencyofexistingcommunicationprotocolsasfactorsadverselyaffectingsuch

operations.

CDNsaimatsolvingthoseissuesbydeployingserversinstrategiclocations.Theyas-

signuserstoaclose-byserver,thusreducinghopcountandavoidingpotentialcongestion

occurrences.However,CDNsandISPsdonotnaturallycollaborate.Theyhavetheirown

specificproblemstosolveresultinginconflictingoutcomes.Authorsin[Jiangetal.,2009]

classifytheseproblemsintwocategories:ServerSelection(SS)onesandTrafficEngi-

neering(TE)ones.Traditionally,SSproblemsareundertheCDNs’responsibility.ACDN

servercanbechosenforarequestif(1)ithoststheprovisionedcontent,(2)theformat

ofthecontentiscompatiblewiththeUserAgentthatperformedtherequestand(3)the

serverisabletoservethecontentwiththeappropriatequality.The(1)and(2)problems

arerelatedtothecorebusinessoftheCDNsanddonotinterferewiththeISPoperations.

Thelastproblem(3),however,istightlycoupledwiththewayISPshandleroutingwithin

theirnetworks.User-serverassignmentchoicesmaydrasticallysufferfromundetected

networkbottlenecksorEUmis-location,despitetheireffortininferringnetworkcharacter-

istics[Krishnanetal.,2009b].TEproblemsarehandledbyISPsthroughthedeploymentof

InternalGatewayProtocolsusingOpenShortestPathFirst(OSPF)orIS-IS.Bymodifying

OSPFweights,ISPscansuccessfullyavoidcongestedroutesandimplementspecificrouting

policies.However,ISPsdonotnecessarilyoptimizetheiroperationstominimizeend-to-end

latencies,asrequiredformultimediadelivery.

InthepureplayerCDNscenario(Akamai,Limelight,Level3),CDNserversarelocated

outsidetheISPAS,withoutanydirectcollaborationwiththeISP.Whenselectingaserver

foraparticularstreamingsession,CDNscannotaccessdirectlyroutinginformation(like

OSPFweights)andmustinfercongestioneitherbymeasuringTCPpacketdropsorby

usingExplicitCongestionNotifications[Ramakrishnanetal.,2001].Thisleadstoinefficient

allocationduetothelimitedviewofthenetwork[Franketal.,2013],anincreasedpeering

trafficforeachconnectedCDNbyISP,andarelativelyhighnumberofhopsnecessaryto

reachtheCDNsurrogateserver.

WhentheISPownstheCDN(alsocalledTelcoCDN),collaborationcanbeachieved

throughCDNInterconnection(CDNi)principles[vanBrandenburgetal.,2015].ISPscan

exchangetheirfootprintandcapabilitywithotherCDNs,usingRequestRoutinginterfaces

[Petersonetal.,2014].Application-LayerTrafficOptimization(ALTO)[Alimietal.,2014]in-

formationanddetailedtopologycanbeexchangedviaCDNiinterfaces[Seedorfetal.,2015].

However,interfacespecificationsarestillon-going,andthereisnoavailableimplementa-

tionyet.Thisstandardmechanismischallengedby"MultiCDN"providers1thatoffera

1http://www.metacdn.com/what-is-a-multi-cdn

http://www.metacdn.com/what-is-a-multi-cdn
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serviceenablingtheCDNcustomertorentandorchestrateseveralCDNprovidersatthe

sametime,lettingtheMultiCDNmanagingthecomplexityofCDNinterconnection,load

balancingandbuildinganaggregatedoperationalreport[Adhikarietal.,2012].Forexam-

ple,Warpcache2havepartneredwiththebiggestplayers(Akamai,EdgeCast,Highwinds,

Hibernia,MaxCDN,Comcast,ChinaCache,G-Core,QuantilandMedianova)toofferthese

providersinamulti-CDNsolution.

Anotheralternative,knownasManagedCDN,(e.g.,AkamaiAuraManagedCDN3,

GoogleEdgeNetwork4orNetflixOpenConnect5)allowsCDNstodeploysurrogateservers

directlyintotheISPnetwork.ThissolutionenablestheISPtoreducepeeringtrafficand

limitsthenumberofhopsbetweentheEUandthecontentservers.Althoughthissolution

bringssomecostsavingstotheISPandbetterperformance,itstillofferslimitedintegration,

astheISPisunlikelytoexposeitscompletenetworkmaptoCDNs.Scalabilityisalsoan

issuesincesurrogateserverscomeasphysicalappliancesandneedtobeupgradedshould

thetrafficbeincreasing.Finally,anagreementmustbesignedbetweentheISPandevery

singleCDNProvider.

AthirdapproachconsistsofLicensedCDNs,(e.g.,AkamaiAuraLicensedCDN6,

StreamZillaCDN7),whereCDNprovidersstilldeploytheirserversinsidetheISPinfrastruc-

turebutoffermoreflexibilitytotheirusers.ISPscanresellCDNservicestotheirbusiness

customerswhileusingCDN-licensedsoftware.ContrarytothemoretraditionalTelcoCDN

solutionwheretheISPassumesthewholeresponsibilityandexpertisecoststodesignand

implementthesystemandtotaketheroleofrealCDNproviders,integratingandmanaging

aLicensedCDNismuchsimpler.

Theultimategoalofacollaborationschemeistoimprovethequalityofexperienceof

theEUwhilefairlybalancingthebenefitfromthecollaboration.Giventhestrongmotiva-

tionsforallthepartiestocollaborate,onecanrightlyaskwhynoneofthecollaboration

schemesdescribedearlierhasbeenwidelyadopted,andthethreatposedontheInternet

bytheincreaseofOver-The-Top(OTT)videoconsumption.Thereareseveralreasonsfor

that.First,thecontentdeliverymarketisevolvingveryfastandthebargainingpowerof

eachactorischangingovertime,whichpreventthemfrompassinglong-termagreements.

Second,theevolvinglegislationovernetneutrality,aprinciplewhichpreventsISPsfrom

prioritizingthecontentofsomeCPs/CDNsagainstpayment,maybeanincentivetoslow-

downcollaboration.Indeed,shouldnetneutralityprinciplebeabandoned,ISPswouldbe

betterofrefusinganycollaborationwithregardtocacheplacement,inordertomonetize

thecreationoffastlanesandtosolvethequalityproblemsofCP/CDN.Finally,evenif

ISPsareinvestingtremendouslyinnetworksoftwarizationtechnologies,suchdeployments

2https://www.warpcache.com/
3https://www.akamai.com/us/en/products/network-operator/managed-cdn-solutions.jsp
4https://peering.google.com/infrastructure
5https://openconnect.netflix.com/en/
6https://www.akamai.com/us/en/products/network-operator/licensed-cdn-solutions.jsp
7http://www.jet-stream.com/licensed-cdn/

https://www.warpcache.com/
https://www.akamai.com/us/en/products/network-operator/managed-cdn-solutions.jsp
https://peering.google.com/infrastructure
https://openconnect.netflix.com/en/
https://www.akamai.com/us/en/products/network-operator/licensed-cdn-solutions.jsp
http://www.jet-stream.com/licensed-cdn/
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arestillongoingandnotreadyforproductionyet.EvenifCloudProvidershaveproven

SoftwareDefinedNetworking(SDN)tobebeneficialwhenmanagingmulti-tenantnetworks

datacenters,thescaleandcomplexityofdeployingSDN,inanoperatornetwork,excesses

thelargestdatacenternetwork.

InordertoovercometheCDN-ISPcollaborationchallenges,weproposeaVirtualized

InfrastructuresolutioncapableofmatchingISP’sconnectivity“supply”withtheCDN’s

connectivity“demand”,towardsawin-winapproach.Unlikethefast-lanecreationapproach,

wherethetrafficisshapeddependingontheCP/CDN[Gharakheilietal.,2016],wepropose

todirectlyhosttheCDNfunctionsinsidetheISPnetworkasaVirtualCDNdeployedinan

operatorPoint-of-presence(POP).

Themainbenefitsfromthisapproachisthatitcreatesanewsourceofrevenuefor

theISP,installinga"two-sidedmarket"whereitcanchargebothEUandCP/CDNforthe

contentdelivery. Withthisincreasedrevenue,theISPcaninvestevenmoreinnetwork

capacitiestostaycompetitive,whichisgoodforthehealthofthenetwork.Italsohas

advantagesfortheCPandtheEUs:providinghigher-definitionvideocontentsimproves

thequalityofexperienceoftheEUsforwhichtheCPcanapplyapremiumprice.Finally,it

alsoallowsISPcustomerstobenefitfromahigherqualityinruralarea,wherethemarket

incentivetobuildafull-fledgedCDNnetworkisnotsufficient.

Weproposeseveralcontributionstoachievethesegoals.First,startingfromtheVirtual

CDNsolutionproposedonthepreviouschapter,CDNaaS,weelaborateonthedeployment

contextofthesolution.Second,weanalyze,usinggametheoretictools,theoptimality

conditionsofCDNaaScomparedtoothercollaborationschemes.Finally,weextendthe

modelforincludingcollaborationtoalltheactorsofthecontentdeliveryvaluechaintoward

auser-centricdelivery.

4.2 CDNaaSinISPnetwork:whichcollaborationmodel?

Fromtheprevioussection,wesawthatthemostimportantaspectsofacollaborationmodel

betweenISPandCP/CDNoperatorsistheabilitytotackleconjointlytheserversectionand

trafficengineeringproblems.Forthat,someofthecontrolofthenetworkmustbeshared,

tosomeextent.Thankstothevirtualizationofresourceprovidedbynetworksoftwarization,

thisgoalcanbereachedby(1)lettingtheCP/CDNOperatormanagingavirtualnetwork

embeddedontopoftheISPphysicalnetworkand(2)hostingaCDNdeploymentasavirtual

networkfunction.

WiththisaiminviewweproposeinstantiatingCDNaaSonaNetworkFunctionVir-

tualizationplatformintotheISPnetworkdistributedamongstseveralNetworkFunction

VirtualizationInfrastructurePointofPresence(NFVI-POP)),attheedgeofthenetwork.The

componentsthatbenefitthemostfrombeinglocatedclosetoEUsarethecache(Virtual

Streamer(vStreamer))andtherequestsrouters(VirtualMediaGateway(vMG)).Theother

CDNmodulesrelatedtocontentingestioncanbeinstantiatedinmoreremotecost-effective
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Figure4.1:DeployementofaCDNOverlayusingCDNaaS

datacentersoropportunisticallyatedgedata-centerwithunusedsparecapacity.Forthis

reason,therestofthissectionwillnotconsidercontentingestioninthecollaboration

scheme.Wenowelaboratethethemechanismsusedtosharedpartthenetworkcontrol

betweenstakeholders.

4.2.1 Collaborationarchitecture

Asmentionedintheprevioussection,ISPsdonotcommunicatedetailsabouttheirinfras-

tructure,evenifCDNsneedsometooptimizeserverselection.Onewaytocircumventthis

issueis,fortheISP,topresentonlyanOverlaynetworktothevCDNcustomer,whichwill

conveyinformationsuchasend-to-enddelayalongtheroute,bandwidthreservationor

congestionstate.TheUnderlaynetworkisnotdisclosedtotheCDNoperators,maintain-
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ingtheconfidentialityoftheISPtopologyandresources,followingaprivacy-preserving

“ConnectivityasaService”(CaaS)approach[Wangetal.,2014].

Figure4.1presentstheoverlayexposedtotheCDNs,theEUdomainsconnectedto

edgerouters,alogicallycentralizedCachingandRoutingOrchestratorVNFandVirtual

Routes.EachvirtualroutehasspecificpropertiesandareconfiguredbythevCDNcustomer

toconnectacertainEUdomainwithanNFVI-POPwhereavStreamerVNFisdeployed.

ThevCDNcustomerisalsoresponsibleforscalingoutStreamerVNFinstancesineach

NFVI-POP,accordingtoitsneeds.

Forexample,ifabottleneckoccursinthea1routeoftheVirtualNetwork,thevCDN

customercandecidetoconfiguretheCachingandRoutingOrchestrator(CRO)tooffload

a1toa2automatically.IftheStreamingVNFinNFVI-POPAisthelimitingfactor,the

vCDNcustomercanscaleouttheVNF,byrequiringmoreVNFstobeallocatedtoitinthe

NFVI-POPA.IfNFVI-POPAandroutesa1anda2aresaturated,thevCDNcustomercan

decidetouseanalternativeNFVI-POPBtoabsorbsometrafficfromtheEUdomainby

scalingoutStreamerVNF,aswellasassigningalternativevirtualroutestoEUs.

EvenifthevCDNcustomercaninteractdirectlyontheinternalbehaviorofitsVNFs,

amoreflexibleapproachistousetheCROtoperformsuchtasks.Inthiscase,thevCDN

Customercandefineahigh-levelpolicyanddeployittotheCRO,whichinturnwouldbe

responsibleforimplementingthelow-leveldetails.

4.2.2 ISPplatformkeycomponentsforcollaboration

Usingasoftwareplatformtoperformnetworkoperationsallowsagreatdealofflexibilityand

innovativenetworkmanagementthatisnotpossibleusingphysicalappliances.Costsare

keptlowbyrunningoutofcommodityhardware.Thatisthereasonwhythedeploymentof

servicesinsidetheISPnetworkoveranNetworkFunctionVirtualization(NFV)architecture

isenvisioned.BesidesthevStreamerVNFandthevMG,twoothernecessarymodulesto

enableafullymutuallybeneficialISP-CDNcollaborationareenvisaged.Thefirstinterfaceis

business-oriented:theMarketplaceallowsdeployingCDNsVNFstotheISPandnegotiating

aServiceLevelAgreement(SLA)betweenthem.SLAelementscanbenetwork-related

(guaranteedbandwidthavailability,maximume2edelay...)orsystem-related(reserved

CentralProcessingUnit(CPU)resources,diskspace...)Theotherinterfaceistechnical:the

ISP’svCDNOverlayNetworkControllerexposesanApplicationProgrammingInterface

(API)torealizevirtualrouteselection.

4.2.2.1 TheMarketplace

TheMarketplace(seesection2.3.4)isabusiness-orientedmoduleallowing(1)touploadthe

VirtualDeploymentUnit(VDU)ofCDNaaStotheISPNFVplatformand(2)tonegotiatea

serviceSLAbetweentheISPandtheCDN,aspresentedinFigure4.2.
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Figure4.2:CDN,ISPandMarketplaceinteractions

Firstofall,vCDNcustomersuploadtheirVNFstotheMarketplacetriggeringanotifi-

cationeventontheISPside.TheISPbuildsaservicecomposedofthoseVNFs.Thisnew

serviceispublishedonthemarketplace’sservicecatalogandismadeavailabletotheCDN

Providersforconfigurationandlaunching.Duringserviceconfiguration,thevCDNcus-

tomerexpressesitsrequirementsinanSLA,asalreadyexemplifiedin[Famaeyetal.,2012a]

formultimediaservice.TheSLAcontainssystemrequirements8andnetworkresources

requiredtoruntheservice.Afterthisstep,thevCDNCustomercanacceptthecontractand

launchtheservice.

LetusnowgiveaquickexampleofSLAthatcanbeestablishedbetweenanISPanda

vCDNcustomer,usingnotationsfromFigure4.2.Inthisexample,thevCDNcustomerhas

verybadperformancesforaparticulardomaind1withintheISPnetworkduetomissing

peeringagreementforthisarea.ThepossibleSLAcouldbe:serving200simultaneous

connectionstod1,averagebitrateof4Mbpsofdownstreamtraffic.ThevCDNcustomer

hasdocumented,intheMarketplace,thatitsStreamerVNFcansupportupto50concurrent

connectionsonam1.large9VMflavor.NFVI-POPAbeingtheclosestfromd1,theISP

dedicatesthereupto4m1.largeVMs.Then,theISPsets-upavirtualroutea1with200∗

4Mbps=800Mbpsallocatedbandwidth,makingsurethatthemaximalRTTfromtheuser

8Twodirectionscanbetakenwhenspecifyingsystemrequirements,dependingonthetypeofintegration

betweenthevCDNCustomerandtheISP.

•Theycanbelow-levelsystemrequirements,suchasthenumberofvirtualCPUs,amountofRAMand

storage.Inthiscase,thevCDNcustomercanmixandmatchanytypeofsystemmetric.Thismakes

senseforitsownimplementation,asthisisdoneforprivateclouds.

•TheycanalsobesimplifiedbysummarizingtheneedofaparticularVNFintermofnumberofVMs

withaparticularflavor,asitisthecaseformostpublicCloudsthatpropose"varyingcombinations

ofCPU,memory,storage,andnetworkingcapacitytochoosetheappropriatemixofresourcesforan

application"[AWS,2017].

9defaultm1.largeprofileforOpenStackis8GBofRAM,80GBofdiskand4VirtualCPUs(vCPUs)
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tothePOPisnotgreaterthan524288b/4,000,000bps=131ms(usingthemaximum524288

bitsTCPwindowsize).

ISP SDN Controller

ISP Network Applications

vCDN Overlay 
Network Controller

App1 App2 App3 App4

Northbound Interface

CDNaaS CRO

Southbound Interface
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4.2.2.2 vCDNOverlayNetworkControllerAPI

Figure4.3:ThevCDNCustomerprogramsCDNaaS’CROtoorchestratebothinternal

resources(VMGandvSTR)andthevCDNOverlayNetworkController

In[Aflatoonianetal.,2015]authorpromote,usingSDN,tobuildaplatformtoaccom-

modatethirdspartycontrolapplications.Theirworksdonotnecessarilytargetaspecific

use-case,however,theydescribehowexternal“GuestControllers”canbeusedtoaccess

monitoringinformationandalterthecontrolplatformthroughanewnetworkabstraction

layer(Figure4.3).TenantsareprovidedAPIswithabstractviewsandpre-definedlevelsof

controlovertheirdedicatedvirtualnetworks,withnoconcerningabouttheunderlyingtype

andnumberofcontrollers,aswellastopologyofphysicalnetworks[Jiangetal.,2016].

Inourcase,vCDNcustomersleveragethisapproachthroughtheCROwhichcanreact

anddeploycontentdeliverypolicyupdateswhenthestatesofthevirtualrouterequireit.

Anexampleofsuchapolicyisprovidedinsection4.2.4.

4.2.3 Comparisonofthecollaborationmodels

Thefollowingsectioncomparesthedifferentcollaborationmodelspresentedbeforewith

aCDNaaSapproach. WestartbyexpressingformallytheISPsandCDNscollaboration

schemes,wethenuseagametheoreticapproachtostudytheconditionsforwhichCDNaaS

offerthelowestcost.
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4.2.3.1 StudyofCDNandISPprofitability

WeestablishedcommonformalnotationstomodelISPandCDNprofitability,reportedin

Table4.1.Wethenusethesenotationsoverallthecollaborationscenariostoestablishthe

associatedcostsandearningsineachcase.Eachmodelisthenusedtofilltheprofitability

matrix4.2sotheycanbeeasilycompared.

Table4.1:Notationsandestimatesforuse-case1

Units Description Estimates Sourceusedforestimates

b $ internalbandwidthcosts - -

t $ transitcosts $21,000$ bandwidthcost10,Internetdaily

trafficatPOP11

P $ profitsmarginofCDN - -

α % shareofthetraffictoward

CDNdeviceplacedinsideISP

’sAutonomousSystem(AS)

80% Akamai12

β % shareofthetraffictowardISP

BusinessCustomers

10% -

s $ costofISPNFVinfrastruc-

ture

80,000$ hardwarerequirementsforswift-

stackstorage,basedoncommodity

priceswitha3yearassetdeprecia-

tion

l $ licensespaidbyISPtoCDN 24,000$ basedonSwiftstackpricing13

r $ CDNbusinessmargin 20,000$ withmedianprice0.025$perGB

d $ costfordesigningandmain-

tainingCDNsoftware

555000$ acquisitionofaCDNStartupofa

20M$valuation

f(.) $ pricingfunctionusedbythe

ISPtobilltheCDN

- -

g(.) $ pricingfunctionusedbythe

CDNtobillitscustomer

- -

g∗(.) $ currentmarketpricingfunc-

tionusedbytheCDNtobill

itscustomerforpremiumser-

vice

100,000$ cdn77pricingwebsite

10http://drpeering.net
11https://www.franceix.net/en/technical/traffic-statistics/
12https://community.akamai.com/community/web-performance/blog/2015/03/16/

what-is-a-good-origin-offload-number
13https://www.swiftstack.com/pricing/

https://community.akamai.com/community/web-performance/blog/2015/03/16/what-is-a-good-origin-offload-number
https://community.akamai.com/community/web-performance/blog/2015/03/16/what-is-a-good-origin-offload-number
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Table4.2:ProfitabilitymatrixcontainingEarningsandCostsforCDNandISPforeach

collaborationscenario

ISPEarnings ISPCosts

1-NoCollaboration 0 b+t

2-ManagedCDN 0 (1−α)(b+t)

3-LicensedCDN βr (1−β)(b+t)+β(s+l)

4-TelcoCDN βr (1−β)(b+t)+β(s+d)

5-CDN-as-a-VNF f(α,β)+βr (1−α−β)(b+t)+(α+β)s

CDNEarnings CDNCosts

1-NoCollaboration P t

2-ManagedCDN P (1−α)t

3-LicensedCDN P+βl (1−β)t

4-TelcoCDN P (1−β)t

5-CDN-as-a-VNF P+g(α,β) (1−α−β)t+f(α,β)

4.2.3.1.1 NoCollaboration

Inthisbaselinescenario,ISPshavetoassumeacostbofinternalbandwidthtoaccommo-

datethemultimediastreamsfromEUstotheserverselectedbytheCDNsforservingthe

content.ISPsandCDNsmustpayatransitcostttoexchangedatabetweentheirrespective

AS.Thiscostcouldbepaidtotransitproviders(typicallyaTier-1ISP)orcancomefrom

paidpeeringorpossiblyfromsettlement-freepeering(inwhichcasesomecollocationcosts

canoccur).WeconsiderthattheCDNsgeneratePnetprofitfromsellingtheirserviceto

CPs(discountingeverycostexceptt).ISPshowevermakenoprofitinthisscenario,asall

theaddedvaluegoestotheOTTProvider.

4.2.3.1.2 ManagedCDN

Inthismodel,theCDNredirectsafractionα∈[0;1]ofitstraffictoanapplianceplaced

withintheISP’snetwork.BothCDNandISPwin,astheyneedtocoveronlyafractionofthe

externaltraffic’scost(1−α)astheflowsstaywithintheISPASanddonotneedtoenterthe

CDNAS.

4.2.3.1.3 LicensedCDN

Inthisscenario,theISPresellsCDNservicestoitsbusinesscustomers.Toruntheservice,

ISPsneedtomaintainaninfrastructure.Here,ISPsdonotownthesoftware,theypaya

licensefeetotheCDNs.ThepricinglcorrespondstothepricethattheISPwouldhave

paidif100%ofthetraffichadbeenservedbythesoftwareunderlicenseandlikewise,sis

thepricethattheISPwouldhavecoveredif100%oftheinfrastructurehadbeenused.For

thesakeofsimplicity,weassumethatthosecostsarelinearwithrespecttotheshareof

trafficservedbythesystem,notedβ.WealsoassumethattheISPspayonlyfortheshareof
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infrastructureused.ThisassumptionholdsiftheISP’s“CDNbusinessunit”performsan

internalre-billingforinfrastructurecostsoriftheISPbuyscomputingpowerfromacloud

provider.So,inthiscase,theISPsonlycoversβllicensingfeesandonlyβsinfrastructure

cost.

Theimportantadvantageofsuchcollaborationisthereductionofcross-AStrafficbya

ratio(1−β)andtheextraearningsrfortheISP,whichisalsoconsideredlinearwrttoβ.

4.2.3.1.4 TelcoCDN

Thiscaseissimilartothepreviousone,exceptthatinsteadoflicensingcosts,ISPsownthe

softwareandassumethecostsofengineeringandmaintenanced.Nopaymentismadeto

theCDNs.

4.2.3.1.5 CDN-as-a-VNF

ThisscenariocombinestheadvantagesofManagedCDNandLicensedCDNwithrespectto

externaltrafficreduction,asbothαandβfactorsarediscounted.ISPsstillhavetosupport

infrastructurecostssbutalsobenefitfromserviceresell.Theirroleissomewhatsimilarto

CloudProvider’srole,excepttheyhavemoreleewaytooptimizethenetworkend-to-end,

fromtheserverstotheEUs.Theirpricingfunctionnotedfisusedtodeterminetheprice

theCDNswillpayforthehosting.TheCDNshavetheirownpricingfunctiongwhichwill

beusedtobilltheirowncustomersforthispremiumservice.

4.2.3.2 OptimalityconditionsfortheCDN-as-a-VNFstrategy

Thissectiondealswiththeformalizationoftheoptimalityproblem,consideringGame

Theoryprinciples.First,somedefinitionsareoutlined.

Definition1.CDN-ISPcollaborationisaGamenotedGcollabforwhicheachCDN’s(resp.

ISP’s)strategysC
i
∈SCwithi∈[0,|SC|]=IC(respsI

j
∈SIwithj∈[0,|SI|]=II)haspayoffs

pC
i
(resp.pI

j
)obtainedbysubtractingthecorrespondingcostsandearningsfromTable4.2.

Definition2.TheCDN-ISPcollaborationmodelχisstrictlyoptimalifthecorresponding

combinedstrategies(sCχ,s
I
χ)∈S

C×SIformapurestrategyequilibriumforGcollab.

Thismeansthattheproblemcanbeaddressedbysolvingasetoninequalitiesarising

fromthefactthatsCχands
I
χarestrictlydominantstrategies.

∀s∈SC/{sCχ},s sCχ ⇔ ∀i∈IC,pCi≥p
C
χ⇔i=χ

∀s∈SI/{sIχ},s sIχ ⇔ ∀j∈II,pIj≥p
I
χ⇔j=χ

Definition2isrestrictiveandmaynotapplyforallthecases.However,itprovidesa

simpletooltostudythemostimportantfactorsthatconditionthesuccessoftheCDN-

as-a-VNFstrategy.Weplantostudy,asfuturework,morepermissiveformsofoptimality,
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wheredifferentstrategiescanbechosenfordifferentusecases.Letusnowdeterminethe

parameterconstraintsenablingstrictoptimalityoftheCDN-as-a-VNFstrategy.First,we

analyzetheexistingstrategiesdominationsfortheISPandfortheCDN.

4.2.3.2.1 FortheISP

TheuncollaborativestrategyisdominatedbytheManagedCDNstrategy,asα>0sowe

havesI1 sI2.Weareleftwiththesystem:s
I
2 sI5,s

I
3 sI5ands

I
4 sI5:

f(α,β)>αs+β(s−r)

f(α,β)>αs+β(s+l)

f(α,β)>αs+β(s+d)

(4.1)

4.2.3.2.2 FortheCDN

LikeintheISPcase,theuncollaborativestrategyfortheCDNisdominatedbyeveryother

strategyasα>0andβ>0sincetherewillalwaysbesometraffictowardtheCDNserver

locatedwithintheISPAS.SowehavesC1 sC
i
,∀i∈{2,3,4}.Aswell,wecanalsoseethatthe

LicensedCDNstrategywillalwaysdominatetheTelcoCDNstrategy,asβl>0:sC4 sC3.

Finally,theonlytwoinequalitiestoconsiderderivefromsC2 sC5ands
C
3 sC5

g(α,β)>f(α,β)+(α−β)t

g(α,β)>f(α,β)+(l−t)β
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Figure4.4:OptimalityzonefortheCDN-as-a-VNFstrategy(5)
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Ontopoftheoptimalityconditionsexposedinequation(4.2),weaddanotherinequality

basedoncurrentmarketpriceforpremium14CDNdelivery.

g(α,β)≤g∗(α,β) (4.3)

IfISPspricingisabovetheexistingmarketpriceforpremiumCDN,thentheproposed

modelisnotfeasibleasitwouldbeoutperformedbythecurrentlydeployedone.Letusnow

evaluatetheprinciplesofthecostsestimationintheproposedCDN-as-a-VNFmodel.

4.2.3.2.3 Costsestimation

weconsideredausecaseUC1where:

•ACDNdeliversonaverage45GBperuserpermonth.Thosenumberscorrespondto

theaveragedataconsumptionofaNetflixUser15.

•AsmallISPinFrancehandles20%oftheoveralltrafficofthisCDN(1,000,000paying

NetflixusersinFrance).

Tocalculatet,thebandwidthneededtosupportthisloadcorrespondstotheaverage

hourlypeakbandwidthroughlyamountingto5.63%.Withabandwidthpricedat0.63$per

Mbps/month,itsumsupto4.1010×200000/(30×0.0563/(60×60)/(0.63∗8.106)×≈21,000$.

ThecostoftheISPinfrastructurehasbeentailoredtosupporttheentireNetflixcatalog

(3PB)over6POPs. WefollowedSwiftStack(anopensourceobjectstoragesoftwarethat

canbeusedinaCDNusecase)hardwarespecifications16andaddedhousingcosts17and

maintenancecosthandledbythirdparty18.Concerningthehardwareinvestment,inorder

todeterminethemonthlycost,wemadetheassumptionthatitwouldbeamortizedlinearly

in36months.ToestimatelicensingfeesloftheCDN,weusedpublicsoftwarelicenseprices

fromSwiftStack.WeestimatedthepriceofbuildingaCDNsoftwaredbyassumingthatthe

ISPwouldacquireasmallCDNcompany19for20M$andamortizeditover36months.All

theseestimationsaresummarizedinTable4.1,alongwiththepointerstodata.

Consideringthoseestimations,theevaluationconductedtowardstheperformance

ofourCDN-as-a-VNFmodelisdepictedinFigure4.4.WemakeISPinfrastructurecosts

(resp.ISPbandwidthcostst)varyfrom4stos/1000(resp.4ttot/1000).Theflatsurface

representsthemarketpriceg∗thattheCDNcurrentlychargesfor“Premium”CDNdelivery.

Theobliquesurfacerepresentsthebreak-evenvaluesfortheCDNpricingfunctiong.This

surfacehasbeencolorizedingreentoemphasizethevalueswherethegfunctionisbelow

14ForpremiumCDN,morePOPareusedforcontentreplication,increasingtheaveragequalityofservice

andprice
15TDG:NetflixStreamingVolume-http://tdgresearch.com/
16SwiftStack:HardwareReferenceArchitectures-https://swiftstack.com
17HousingPricing-https://www.infomaniak.ch/en/housing
18CanonicalBootstack-http://www.ubuntu.com/cloud/openstack
19e.g.TelstraboughtvideoplatformcompanyOoyala-http://reuters.com
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thepremiumCDNfare.Itdenotestheareawhereourproposaloutperformsthecurrent

premiumCDNpricingmodel.Thezonewherethesurfaceiscolorizedinredcorresponds

toazonewheretheoptimalityforCDNasaVNFisnotfeasible.Thisoccursforhigh

infrastructurecosts,wheretheISPcannotcovertheinfrastructurecostwithoutmakingthe

CDNbillingapriceabovecurrentmarketpriceg∗.Letusnowevaluatequantitativelythe

possiblegainoftheCDN-as-a-VNFapproachinthecaseofUC1,followingtheassumptions

madenotedθ,andletusdiscussonthepotentialcasesofrevenuesharing.

4.2.3.2.4 Balancingtherevenue

ConsideringUC1,theestimatedgainoftheproposedCDN-as-a-VNFapproachisg∗(θ)−

g(θ)≈40,000$,correspondingtoa60%increasedprofit.Whenthisapproachisused,three

possiblecasescanoccur:

•ISPstaysatbreak-evenandtheCDNcanincreaseitspricingguptothepremium

CDNmarketpriceg∗

•theCDNstaysatbreak-evenandtheISPcanincreaseitspricingfuntilg(.)=g∗

•benefitsfortheapproach(g∗−g(.))canbesharedbetweenISPandCDN.

Anotherinterestingfeaturewiththisapproachistoletmarketforcesdecidehowtosplit

thebenefitsofcollaboration.Bynegotiatingthebalanceofrevenuesinthefeasiblevalue

space,bothISPandCDNareabletotakeintoaccounttheirrespectivebargainingpower

toreachafairbalance.Forinstance,iftheCDNdoesnothaveagoodpeeringforacertain

zone,itcanreduceitsprofitstomakesurethattheISPacceptsitscollaborationrequest.On

theotherhand,iftheISPhasalotofspareresources,itcanreduceitsmargintoencourage

theCDNtouseitsinfrastructure.

4.2.3.3 Qualitativecomparisonofcollaborationmodels

Ontopofthequantitativeadvantagesshownearlier,theCDNaaSapproachhasotherquali-

tativeaspectsworthnoting.Table4.3sumsupthemainaspectsforCDN-ISPcollaboration

overthedifferentmodelsaccordingtothefollowingsetoffeatures:

4.2.3.4 ISP-CDNCollaboration

ThelackofcollaborationbetweenISPsandCDNprovidersisastechnicalasitisbusiness

related.TheonlytrulynoncooperativecaseisthePurePlayerCDNmodelwherealltrafficis

exchangedbetweenISPsandCDNsASs.Byprovidingatechnicalwaytocollaboratefostered

bybusinessincentives,oursolutionallowsmatchingthedemandandthesupplyonthe

datadeliverymarket,forthebenefitoftheend-user.
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FavorCollaboration AvoidLock-in Scalable

Uncollaborative,PurePlayerCDN -- ++ +

TelcoCDN ++ ++ +

ManagedCDN + + --

LicensedCDN ++ -- -

CDN-as-a-VNF ++ ++ ++

Table4.3:ComparisonofdifferentCDNdeploymentmodels

4.2.3.5 Lock-in

Thepossibilitytoaccommodateandcreatecompetitionbetweenseveralactorsoveragiven

serviceisagoodargumentinfavorofCDN-as-a-VNF.LicensedCDN,onthecontrary,binds

durablytheISPtotheCDN.

4.2.3.6 Scalability

Scalabilityisdirectlyachievedwhentheactorisinfullcontrolofitsplatformlikeinthe

uncollaborativecaseortheTelcoCDNone.Traditionally,bothManagedandLicensedCDN

solutionsrelyingonphysicalappliancesarenotscalableenoughtorespondtothetrend

ofincreasinganddynamictraffic.TheVNFapproachisthebestoptionsinceautomatic

scaling-outisnativelysupportedontheplatform.

4.2.4 CDNaaSManagementEvaluation

ThissectionevaluatesthecapacityforthevCDNcustomertomanageCDNaaSthrough

anexampleofanadvancedcontentdeliverypolicyprogrammedintheCRO.CDNaaScan

beconfiguredtoimplementfine-graineddeliverypolicy,leveragingbothvirtualroutes

betweentheEUsandCDNaaScacheforenhancedcontentdistributionandlegacybest

effortroutesbetweentheEUsandanoriginservermanagedbythevCDNcustomer,located

outsidetheISPNetwork.Inourexperiment,thevCDNcustomeraimsatimplementingthe

followingpolicy:

•IfanEUterminaldoesnotsupportHighDefinition(SDuser),theEUgetsitscontent

fromtheoriginserverthroughbesteffort.

•IfanEUterminalsupportsHD(HDEU),thentwocasescanoccur:

–ifthevirtualrouteisnotsaturated,theneachHDEUwillgetitscontentfrom

CDNaaSwithHDquality.
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Figure4.5:OnlineCDNaaSmanagementresults.

–Otherwise,ifthevirtualroutecannotaccommodateallthetraffic,(1)basicEU

fetchtheircontentfromtheoriginserver(andgetSDQuality)while(2)premium

EUsstilluseCDNaaSandcanenjoyHDquality.

Thisuse-casereflectsthetendencyofprovidingcommercialofferingsthatallowsomeusers

toaccesshigherqualitycontentbypayingapremium20.

Wehavegenerated200VideoonDemand(VOD)HTTPadaptivestreamingsessions

withanaveragearrivalratesof2/s.Usersareseparatedintwoclasses:first,theSDusers

(50%ofthetotal)havingatargetbitrateof100KBpsandthentheHDuserswitha200KBps

targetbitrate.HDusersarefurtherdividedintotwoclasses,i.e.,premiumusers(25%ofthe

total)andthebasicusers.TodifferentiateSDandHDpremiumandHDbasicusers,the

vCDNcustomercanconfiguretheCROtodeploycorrespondingfiltersandactionsonthe

vMG(SeeSection3.3.2.0.1).TheseparationbetweenpremiumandbasicusersusesHTTP

cookieswhiletheSD/HDdistinctionismadebyanalyzingtheHTTPuser-agentheader

field.Implementingsuchpoliciesismadepossiblethankstothefine-grainedmanagement

ofHTTPmessagesbythevMG;inthiscase,DomainNameServer(DNS)-redirection

techniqueswouldhavebeentoocoarse-grained.

20Asanexample,Netflixcharges2$permonthfor4Kcontents
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ThevCDNcustomerhascreatedtwodifferentconfigurations:inthefirstone,every

HDsessionisroutedtotheCDNaaS,sinceitprovidesguaranteedQualityofService(QoS).

SDsessionsarestillroutedtotheoriginserveroutsidetheISPAS,deliveringcontentin

besteffort.Inthesecondconfiguration,onlypremiumusersareservedbyCDNaaS.This

secondconfigurationisactivatedautomaticallywheneverthebandwidthusedonthevirtual

routeisgreaterthan80%oftheavailablebandwidth.Thefirstconfigurationisreactivated

whenthevirtualroutebandwidthgoesbelow50%oftheallocatedbandwidth.Toavoid

oscillationsbetweenconfiguration1and2,weusedarollingaveragewindowof25s.Once

configuredthroughtheElementManager,thepolicyisloadedintheCRO,whichinturn

configuresthevirtualroutes.

TheresultsofthisexperimentareshowninFigure4.5.Itcanbeseenthatthevirtual

routelinkstartstoreachitslimitat50s.TheCROdetectsthissaturationat75s(duetothe

rollingaverage),andinstallsconfiguration2.Atthispoint,thebasicusersHDtrafficis

routedtotheoriginserver,causingadropinthevirtualroutetrafficandanincreaseinthe

originserverlink.ThankstotheresponsivenessoftheCROmechanism,onlyafewbuffer

starvationsarereportedattheverybeginningofthetrafficburst(bufferstarvationcauses

playbackinterruptioninthevideo,whichdegradesQualityofExperience(QoE)).Oncethe

quantityoftrafficontheCDNaaSdecreases,configuration1isreactivated,enablingevery

HDusertobenefitfromHDquality.

4.2.5 DiscussiononNetNeutrality

TelecomregulatorshaveimposedtheprincipleofnetneutralitytoISPsstatingthatall

dataontheInternetmustbetreatedthesamewithoutdiscriminatingorchargingusers

differentially.Itisofparamountimportanceforfreeinnovationandisconsideredbysome

asaHumanRights[Belli,2016].Inthissection,wediscusshowCDNaaSconceptrelatesto

netneutrality.

WhenreviewingtheguidelinespublishedbytheEuropeanRegulationagency

BEREC[BEREC,2016]regardingtheinterpretationofEURegulation2015/2120laying

downmeasuresconcerningopenInternetaccess,theVNFsusedexclusivelybyISPsto

runfromtheirNFVI-POPsareexcludedfromnetneutralityregulationsasperArticle3(5)

iftheirpurposeistosupportspecificapplicationorservicesotherthatinternetaccess:

“shallbefreetoofferservicesotherthaninternetaccessserviceswhichareoptimisedfor

specificcontent,applicationsorservices,oracombinationthereof,wheretheoptimisationis

necessaryinordertomeetrequirementsofthecontent,applicationsorservicesforaspecific

levelofquality.”

Moreover,Article3(3)Recital9statesthat“Therequirementfortrafficmanagement

measures(...)notprecludeprovidersofinternetaccessservicesfromimplementing(...)traffic

managementmeasureswhichdifferentiatebetweenobjectivelydifferentcategoriesoftraffic

(...)inordertooptimiseoverallqualityanduserexperience,(...)permittedonlyonthebasisof

objectivelydifferenttechnicalqualityofservicerequirements(forexample,intermsoflatency,
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jitter,packetloss,andbandwidth)ofthespecificcategoriesoftraffic,andnotonthebasisof

commercialconsiderations.”Basedonthisregulation,weconcludethattrafficshapingfor

VODservicewhichhavespecificrequirementsintermoflatencytoreachveryhighquality

ispossiblegiventhatnodifferentiationismadebetweenCPshostedinPOPs.

ThisobservationmustbeweighedagainstthefactthatevenifnoCPhostingitsVNFsin

theoperatornetworkisprivilegedinregardtoanotherCPhostingitsVNFs,theybenefit

fromanhaveanadvantagecomparedwithCPsthatwouldnot.Infact,thissituationalready

happenstodaywhentheISPrentsaracktotheCP/CDNforinstallingitscacheorwhen

theISPoperatesaTelcoCDN.InthecasewheretheISPsrestricttheaccesstotheirPOPs

throughcommercialadvantagetowardlargeCPs,thiswouldinturnunfairlyadvantage

them.ShouldthevirtualCDNhostingsolutionbedeployed,regulationmustbecreatedto

enforceafairaccesstotheservice.

Weplantoconductfutureworkwithlegalresearcherstostudytheseaspects,whichmay

beofparticularinterestgiventheevolutionoflegalframeworkregardingnetneutralityin

theUS[ofChairmanPai,2017].

4.2.6 Summaryandlimitsoftheproposedapproach

WeproposedthedesignforanISPNFVplatforminwhichCDNscanruntheirdelivery

functionsbycraftedtechnicalandbusinesssolutionsaddressingshortcomingsofcurrent

collaborationmodels.ISP-vCDNcustomercollaborationproblemwasmodeledasaGame

andtheoptimalityconditionswereinvestigatedusingsensibleestimates.Theapproachwas

evaluatedbydeployingoursoftwareonavirtualtestbedtoimplementcontentdistribution

policiesthatwouldnotbefeasiblethroughtheactualCDNdeploymentschemes.

ThestrengthsofCDNaaSarealsoitslimits.Itprovidesaddedvaluebyimprovingthe

QualityofExperienceandbyrationalizingnetworkmanagementthroughcollaboration,

butthiscollaborationisperformedbetweentwoactorsthattendtolock-inEUsfromusing

alternativeservices:

•ISPshaveade-factomonopoleinprovidingvCDNservicestoCPs,sinceEUsmulti-

homingisveryrare.Inotherwords,ifaCPwantstoprovidegoodqualitytoEU

throughvCDN,itneedstoagreewithitsISP.

•LargeCPstendtobetheone-shopstopforeveryOTTservices,meaningthatitis

difficultforsmallandindependentCPstoenterthemarket.EUssufferfromlimited

options,drivingupthepricesandlimitingtheaccesstoalternativeculturalgoods.

Totacklethisissue,thenextsectionpresentsamodelthatpromotescompetitionwithin

thecontentdeliverymarketwhileassuringthatthenetworkandtheEUsarestillgaining

fromthecollaborationbetweenactors.



4.3.AUSER-CENTRICCOLLABORATIONMODEL 75

4.3 AUser-CentricCollaborationModel

Inthissection,weproposeauser-centricapproachthathelpsthenecessaryreshapingof

thecontentdeliveryecosystem.Westudyhowblockchain-poweredsmartcontractsand

networkservicechainingcanbeexploitedtosupportsuchnovelcollaborationschemes.

Finally,ourfindingssuggestthattheproposedsolutioncancomplementexistingtechnolo-

giesbysupportingawiderangeofbusinesscaseswhile,atthesametime,significantly

reducingcosts.
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4.3.1 Thecontentdeliveryecosystem

Figure4.6:CompetitionLociinOTTcontentdelivery.

Confrontedwiththechallengesofdeliveringhigh-qualitycontenttoanevergrowing

numberofusers,anewtypeofarchitecturestartedtoemerge[daSilvaGonçalves,2016].

Thislayereddeliveryarchitecturepromotesaclearseparationbetween:

1. Hardwarevendors;

2.Contentpersonalizationsystems;

3.ContentOwners;

4.CPs;
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5.TechnicalEnablers(TE);

6.ISPs;

7.EUs.

Inthenearfuture,thismodelwillbestronglychallenged,giventhecurrenttrendstoward

verticallyintegratedservices.Forexample,Netflixstoppedusingthirdpartycontentdelivery

networkproviders,relyingexclusivelyonitsownOpenConnectsystem,makingasingle

companyresponsibleforrecommending,selling,producing,owning,anddeliveringcontent

[Böttgeretal.,2016].

In[Chuang,2011],ChuangadvocatesforfutureInternetarchitecturestobe“designed

forcompetition”,asameantoachievegreaterhealthandsustainabilityforthenetwork.

Themainfactortowardensuringsuchadesignistopermitdifferentplayerstoexpresstheir

preferencesforaservicedeliveredbyvariousproviders.Followingthisnomenclature,we

identify,inFigure4.6,thesixlociofcompetitionofthecontentdeliverymarket.Businesses

oftenspanoverseveralcompetitionloci,leaningtowardmoreverticallyintegratedser-

vices.Controllingacertainlocushasrepercussionsonothers.Forexample,anEUcannot

chooseanalternativeTEoncehehaschosenaCP.Ourapproachisfocusedonthemost

End-User

Query content

Content Provider

Technical EnablerContent Session

License Content

Store and Deliver Content

Deliver Content

Consume content

Internet Service

Provider

$ for connectivity

$ for content

$ for connectivity

$ for delivery

competition-challengedones.

Figure4.7:Stakeholdersinteractionsinthecontentsession.

Torepresentthedynamicsbehindcontentdelivery,Figure4.7showsthefunctional

interactionsbetweenstakeholders.First,theEUinitiatesacontentquery;thentheCP,TE,

andISPcollaboratetoruna“contentsession”representingtheactualconsumptionofthe

mediabytheEU.Thisschemahighlightsthecurrentstatusquoincontentdelivery,but

atthesametime,itcanalsoserveasthestartingpointofamorecompetitiveecosystem

design,where:
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•TheEUexpresseshisdesiretowatchaspecificcontent,alongwithQoEspecifications

(e.g.,minimalvideoresolution)inanenrichedcontentquery.

•SeveralCPsreadthequeryandrespondwithacontentoffer.

•SeveralTEsoffertheircollaborationonthecontentdeliverysession,eachrelyingon

differenttechnologiesandnetworkconfigurations.

Thebestcontentsessionshouldbedynamicallynegotiatedbetweenactorsproviding

thedesiredQoEatthelowestcost.Thecostcanbebrokendownintothreeparts:

1.ThelicensingcostchargedbytheCPtoprovideaccesstothecontent;

2.ThedeliverycostchargedbytheTEforhostinganddeliveringthecontent;

3.ThenetworkcostchargedbytheISPtotheTEtotransferthecontenttotheEU.

Implementingatrusted,scalableplatformabletohandlenegotiationmessagesfrom

differentstakeholdersandprocessthemaccordingtospecificbusinessrulescanbehighly

challenging.Inthiscontext,theblockchainisperceivedasanefficientnovelsoftware

architecturebuildingblockthatallowsreachingadistributedconsensusfortransactional

datawithouttheneedforatrustedcentralizedparty[Xuetal.,2016][Xuetal.,2017].It

consistsofareadandappend-onlydistributeddatabasethatmaintainsalistofrecords,

calledblocks,securedfromtamperingandrevisionaseachblockcontainsatimestampand

alinktothepreviousblock.Blockchainofferstheassurancethatdatacannotbemodified

retroactivelyoncerecorded.Adecentralizedconsensuscanbeachievedusingspecific

algorithmssuchasproof-of-work,proof-of-stake,orPracticalByzantineFaultTolerant

(PBFT)[Castroetal.,1999]).Blockchainscanbeusedinawidevarietyofusecases,suchas

monetarytransactionslikeBitcoin[Nakamoto,2008],medicalrecords[Zouarhi,2017],and

evennetworkcontrol[Bozicetal.,2016].

Here,weproposeamodelforcollaborativeblockchain-basedvideodelivery.First,a

decentralizedbrokeringmechanismisintroducedtocreatecontentsessionsthroughthe

collaborationofaCPandaTE.Second,dynamicservicechainsareexploitedinorderto

benefitfromlinkdiversityofdifferentTEs,includingtraditionalCDNoperators,virtualized

CDNsfollowingtheCDNaaSapproachanduser-centricresources.Thisapproachextends

thepreviouslypresentedcollaborationmechanismbyincludingtheroleCPnotonlyas

thecustomeroftheCDNaaSsolution,butalsoasanactorthatlicensesthecontenttobe

distributed.Assuch,itfacesothercompetingCPsthattrytolicensethesamecontentto

EUs.
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4.3.2 AModelforCollaborativeVideoDeliveryBasedonBlockchain

andNetworkFunctionsVirtualizationConcepts

Inthissection,wedescribeamodelusingablockchaintoimplementadecentralizedbroker-

ingmechanismenablingCPsandaTechnicalEnablerss(TEs)tocompeteandcollaborate

fortheinstantiationofthebestcontentdeliverysession.Theblockchainisalsousedto

monitorthestateandqualityofthecontentdelivery.Finally,weelaborateonanmecha-

nismusedbytheCPstorewardTEsforstoringtheircontent,improvingtheirdistribution

throughoutthenetwork.

End-User

Content Brokering Contract

contractID
userID
contentID
userPreferences (target bitrate...)

Content Provider

Content Licensing Contract

contractID
brockeringID
licensingPrice
maxDeliveryPrice

Content Delivering Contract

contractID
licensingID
brokeringID
deliveryPrice

Technical Enablers

create

Arbitrate

re
ad

4.3.2.1 ABlockchain-BasedContentDeliveryManagementMechanism

Figure4.8:Blockchain-basedmodelforcollaborativevideodelivery.

4.3.2.1.1 FromBlockchaintoSmartContracts

Currentpopularimplementationsofblockchains,suchastheonesupportingBitcoin,have

beensuccessfulathandlingsimplemonetarytransactions.However,thelackofnative

supportforadvancedprogrammabilityencouragedthedevelopmentofanewgenerationof

blockchain,extendingthesemanticsoftransactionthrough“smartcontracts”[Szabo,1997].
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WritteninaTuring-completelanguage,smartcontractscanprocessdataon-chaintoim-

plementcomplexbusinessrules.Theycanbeusefulinautomatingbusinessprocessesin

atrustedway,byallowingallstakeholderstoprocessandvalidatecontractualrulesasa

group[Hulletal.,2016].

4.3.2.1.2 ImplementingContentDeliveryProcesseswithSmartContracts

Weenvisionacontentdeliverybrokeringmechanismasaseriesofsmallsmartcontracts.

Eachcontracthasauniqueidentifierandsomedatafields,andcanperformactionssuch

ascreatinganewcontractorupdatingthestateoftheblockchain.Contractsactionsare

triggeredoffbyon-chaindataupdate(i.e.,creationofanewcontract)ortime.Theproposed

model,asshowninFigure4.8,iscomposedofseveralblockchains,eachoneimplementing

aspecificfeatureusedforcontentdistribution,asfollows:

•Thecontentbrokeringblockchainhandlesthenegotiationofthecontentdelivery

session.EUs,CPs,andTEspublishsmartcontractsthatwillbeusedtodeterminethe

bestmixforthesession.

•Thedeliverymonitoringblockchaincollectsandprocessesproofsoffulfillmentof

thedeliverycontract.

•TheprovisioningblockchainisusedbyCPstohandlethediffusionofcontentson

theTE’sstoragedevices.

4.3.2.1.3 ContentDeliverySessionBrokering

Oncethequeryarrivesintheblockchain,aContentBrokeringContract(CBC)iscreated

(Figure4.8,step1)andpublished.Thiscontractspecifieswhichcontentctodeliverand

someuserpreferences,suchastheexpectedtargetquality(e.g.,1080p).ThentheCPsare

notifiedofthenewCBCcontract,anduseittocreateContentLicensingContracts(CLCs)

(step2).TheCLCsspecifythepriceatwhicheachCPisreadytosellcontentctotheEU,a

referencetotheCBC,andthemaximumpricefordelivery.Next,oncetheCLCsarevisible

ontheblockchain,TEsrespondbypublishingContentDistributionContracts(CDCs)(step

3),whichspecifythecosttheyarewillingtochargefordeliveringcontentctotheuser

andthereferencetotheCLC.Finally,theoriginalCBCcollectsalltherelatedCDCsand

arbitratestowardthecheapestone(step4).Allothercontractsareterminated,andthe

winningcontractisusedtoimplementthecontentdelivery.Relevanttechnicalinformation

requiredtoimplementthecontract,suchascontentID,TEID,andEUIP,arecompiledina

ContentDeliveryServiceDescription(CDCS)document.Welaterdetailhowthecontractis

usedtoconfigurenetworkservicechains.

4.3.2.1.4 ContentDeliverySessionMonitoring

Smartcontractscanimplementacurrencysystemtobeusedasacollateralmeansfor

ensuringthecorrectexecutionofthecontentdelivery.Oncethecollaborationbetween
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eachactorisformalizedinaCDC,thepayers(EUandCP)transfertheirduepaymentsto

theCDC,whichbehavesasanescrowaccount.Eachpartnersendsaproofofactivitytothe

deliverymonitoringblockchainaccordingtoitsroleinthecontentdelivery.Forexample,

theCPcouldpublishacryptographicproof(e.g.,asinthecaseofdigitalrightsmanagement)

thatentitlestheTEtodeliverthecontent.TheEUpublishesaproofofreachabilityofthe

content,whereastheTEpublishesaproofoftransmission.Oncealltheproofsarecollected,

thebeneficiariesreceivetheirpayments.Ifthecontractdetectsthatapartyhasnotfulfilled

itsduties,penaltiescanbeapplied,andsomeoftheinitialpaymentisrefundedtopayers.

4.3.2.1.5 Contentprovisioning

Contentdisseminationthroughoutthenetworkisthekeytoreducethepriceofthedelivery.

AseachTEstoringthecontentisabletoproposeaCDCcontract,spreadingacontentwidely

increasesthechancetofindashortroutebetweenaTEandagivenEU,who,inturn,lowers

thedeliverycostfortheCP.Twooptionsareavailabletoincreasetheavailabilityofacontent:

CPscanpushthemtotheTEsorTEcanpullthecontentaccordingtothepopularity.

Pulling:TEscanauditCBCsfromtheContentBrokeringblockchain,toextractmost

popularcontentIdrequestedbyEUs.TEscantherebyinfercontentpopularityanddecide

whichcontentstostoreforincreasingtheirchanceofplacingawinningCDC.

Pushing:CPscanofferanincentivetoTEstostorespecificcontentsthroughthePro-

visioningblockchain.Themainidea,asproposedbyPermacoin[Milleretal.,2014]or,

morerecently,byRetricoin[Senguptaetal.,2016],consistsonusingaproofofretrievabil-

ityintheminingprocess,rewardingTEsthatstoreaparticularcontent.Thistechnique

canbeusedtodisseminatecontentsevenbeforetheybecomepopular,whichspeedsup

theirdisseminationwrttoapassivepulling.Theprocessofdeterminingwhichcontent

shouldbeprovisionedonwhichTE,canbeaddressedthankstoaresourceprediction

engine[Kryftisetal.,2016].

Ourproposalsuggeststofostercompetitionbyallowingseveralactorstoprovidetheir

resourcestothesystem.Bydecouplingthecontentdeliveryfromthecontentlicensing,

wehencesetupamuchmorediverseecosystem,openingthepossibilityofincluding

actualEUs(assumingtheroleofTE)intheparticipationofthecontentdeliveryprocess,by

contributingwiththeirspareresources.Toconcludeonthepresentationoftheblockchain

aspectsofourproposal,wediscussitspossiblegovernancemodelsinthenextsection.

4.3.2.2 DiscussiononBlockchainGovernanceModels

Astheproposalreliesonafullydecentralizedagreementconclusionmechanism,weneed

awaytoestablishtherespectiveliabilitiesofstakeholdersincaseofproblems.Assmart

contractsarenotlegalcontractsinessence,anylitigationshouldbesolvedbyproperprior

legalagreements.Severalmodelscanbeconsidered:

•ChainofresponsibilityEachactorcontractswithasupplier,whichisliableforthe

serviceitprovides.CPsareliabletowardEUs,TEsareliabletowardCPs,andTEsare
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liabletowardISPs.Thissolutionisnotveryscalableasitimplieshavingthousandsof

contracts.

•ConsortiumActorscreateaconsortiumprovidingthelegalfoundationsfortheservice

[Buterin,2015].Theconsortiummanagesanyliabilitiescentrallyandautomatically

thankstotheblockchain.Thismodelopposesthedecentralizationoftransactions,

butoffersamorescalablealternative.

•DecentralizedautonomousorganizationInthismodel[Jentzsch,2016],legalas-

pectsaredirectlymanagedon-chainbyanorganizationthegovernanceofwhichis

definedbythecodeofsmartcontracts,bringingfulldecentralizationandautomation.

However,thelegalstatusofthistypeofbusinessorganizationisstillunclear.

Ourproposalfosterscompetitionbyallowingseveralactorstooffertheirresourcestothe

systemandadjusttheirpricestomatchdemand.Bydecouplingthecontentdeliveryfrom

thecontentlicensing,wesetupamuchmorediverseecosystem,byincludingactualEUs

(assumingtheroleofTEs)inthecontentdeliveryprocess.However,constructingcontent

sessionsbyusingthirdpartyresourcesinducesachallengetocurrentInternetarchitectures.

Inthenextsection,wedescribehowcontentsessionscanbedynamicallymappedto

networkservicechainsthroughnetworksoftwarizationandtheuseofmicro-services.

4.3.3 InstantiatingtheModelthroughAdvancedDynamicNetwork

ServiceChains

Oncethebrokeringofcontentlicensinganddeliveryiscomplete,thecontentsession

betweentheTEandtheEUisimplemented.Contentsessionsareon-demand,user-centric

servicechainsdeployedbasedonthespecificationsoftheCDCS.Thedeploymentofthe

servicechainissharedbetweenISPsandTEs,theISPsbeingresponsibleforsteeringthe

trafficoftheEUto/fromtheTEdomain,whiletheTEsimplementbothnetworkingand

serviceconfigurationofIPendpoints.TEsimplementcontentdeliveryinseveralways.

Wedetailthreecomplementaryapproaches:CDN,vCDN,andmCDN,detailedbelow.

Figure4.9showsthedeploymentofthesethreetypesofTE.User1getsitscontentfroma

CDN,whileUser2usesaCDNaaSdeployedintheISPnetwork.User3retrievesitscontent

directlyfromuser4’smCDN.

WealreadycoveredCDNdeliveryinSection3.2andvCDNthroughCDNaaSinChapter3.

Wepresentanalternativethirdmodel,µCDNdelivery,looselyderivedfromourprevious

workonvirtualhomegateways[Herbautetal.,2015].

µCDNDelivery

CustomerPremisesEquipment(CPE)providesplentyofsparesystemandnetworkre-

sourcesthatcanbeusedforcontentdelivery.Withmodernoperatingsystems(GNU/Linux,
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Figure4.9:CDN,CDNaaSandµCDNservicesdeployedinanISPnetwork

Android),theycansupportthedeploymentofnewservicesandevenVirtualNetwork

Functions[DavidMinodier,andGregoryDalle,Juniper,2016].Theirsmallscalehowever

requiresdownscalingthemainconceptsbehindNFV.

Figure4.9showstheinternalmicroservice[FowlerandLewis,2014]architectureused

toimplementtheµCDN.Thetwokeytechnologiesweusetoaddresstheabove-mentioned

challengesareLinuxContainersandSDN,asfollows:
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•Containersarelightweightvirtualizationmechanismsthatbundleapplicationsand

theirdependencies. WiththeirreducedfootprintandlowCPUoverhead,theyare

oftenconsideredincloudedgearchitectures[PahlandLee,2015].Inaveryrecentpa-

per[CzivaandPezaros,2017],authorspresentedtheirconceptof"GlasgowNetwork

Functions",acontainer-basedNFVplatformexploitinglightweightcontainerVNFs

deployedasclosetotheusersaspossible.Theirevaluationsuggestthattheirsolution

canbeappliedtoavarietyofedgeplatforms,suchasInternetofThings(IOT)devices

orhomegateways.networkedge

•TheSDN-capablesoftwareswitchdeployedontheCPEallowsmanipulatingthe

containersconnectivityinanOS-independentfashionthankstotheuseofstandard

protocolssuchasOpenFlow.

ServicedeploymentistriggeredbythepublicationoftheCDCSontheBlockchain

(Figure4.9-(1)).ItisretrievedbytheµOrchestratormodule,whichspawnsContentDelivery

ContainersrunningHTTPServersabletostreamthecontent(2a)andtoconfiguretheir

network(2b).CPmaychoosetousedifferenttechnologiestolicensetheircontent,from

simplefiletomorecomplexDigitalRightsManagement(DRM)-basedsolutions.Adopting

amicroservicearchitecture,oursolutionkeepstheseimplementationdetailsintheContent

DeliveryContainerandassuresthat,regardlessoftheunderlyingtechnology,theContent

DeliveryServiceDescriptionprovideseveryresourcesneeded(e.g.,cryptographymaterial).

Finally,(3a)theµOrchestratorinformsSDNControllertoupdatethenetworkconfiguration

thatis,inturn,(3b)deployedbytheSoftwareSwitch,sothattheconnectionbetweenthe

EUandtheContentDeliveryContainercanbeestablished.

4.3.4 Evaluationoftheproposedmodel

4.3.4.1 NetworkServicesChainevaluation

WeimplementedadiscreteeventsimulatorwiththeSimPyLibrary[Matloff,2008]toemulate

contentdeliverysessions. Wesimulated15,000contentsessionrequestsspanningover

25minutes.Foreveryrequests,eachTEthat(1)storesthecontentand(2)hasenough

bandwidthtodeliverthecontentasksforadeliverypriceassumedtobeproportionalto

thenumberofhopsbetweenitselfandtheEU.Thebrokeredpricecorrespondstothe

smallestpricedemandedbyaTE.CDNswereassumedtohosttheentirecontentcatalog

whereasµCDNandvCDNpulledthecontentfromCPbyauditingBlockchaindataand

downloadingthemostpopularcontents.WeusedarealISPtopologyof2knodesand60k

edgesextractedfromtheCenterforAppliedInternetDataAnalysis.SixCDNswereplacedin

aweightedrandomfashionatthemostconnectedlinks,whichcorrespondtotheInternet

ExchangePointsontheoperatortopology.Wethenplaced500ServiceAccessPointsnodes

representingtheuserlocationinthenetworkinasimilarway,selectingtheleastconnected

links.Finally,100vCDNsand500µCDNswererandomlydistributedamongthenodes



84

CHAPTER4.AMODELFORCONTENTDELIVERYCOLLABORATION:A

VNF-AS-A-SERVICEPERSPECTIVE

withconnectivitydegreesinthemiddlerange(40-90%)vCDNscapabilitieswerebasedon

commonvirtualcachingappliancesspecifications(1TBofstoragesupporting150Mbps

or30concurrent720pstreamingsessions)whileµCDNcapabilitieswerebasedoncurrent

customerpremisesequipmentspecifications(30GBofStorage,20Mbpsofuploadspeed

or4concurrent720pstreamingsessions).ContentsstoredinµCDNandvCDNarepurged

accordingtoaLeastRecentlyUsedrule.CDNswereassumedtosupportalargeamount

ofconcurrentconnections(2.5Gbpsor500sessions).Weassumedcontentpopularityto

followazipfdistribution.ThehopcountiscomputedfromthetopologyforvCDNsand

µCDNs,however,fortheCDN,weassumethat3additionalhopsareusedwithintheCDN

networkbetweentheedgeoftheISPnetworkandthefinalserver,correspondingtothe

averageISPgraphdistance.

ResultsoftheexperimentsarepresentedonFigure4.10and4.11.Thisfirstshowsthe

respectivesharesofTEs.Atthebeginning,weseethateveryrequestisservedbytheCDNs,

astheyarestilltheonlyoneshostingthecontent.After2mins,oncethepopularcontents

aredownloadedbythevCDNs,theyalsostartdeliveringcontents.ThereasonwhyvCDNs

areprivilegedwrtCDNsisthattheyarespreadmorewidelyinthenetwork,withasmaller

averagedistancetoEUs.After3mins,theµCDNsstartservingcontentaswell,andtheir

shareincreaseupto12mins,wheretheybecomethemostusedTEs.Again,thiscanbe

explainedbyadenserdistributionofµCDNsinthenetworkcausingalowerhopcount.After

the20minutesmark,thesharesstabilize.Despitetheiradvantages,µCDNsonlyabsorb

halfofthecontentrequests.Infact,duetotheirlimitedcapacityandstorage,theyareable

tostoreanddeliveronlyverypopularcontents.vCDNsstorebothverypopularcontentand

lesspopularcontentsandstillaccountforathirdofcontentsession.Finally,CDNsabsorb

thelongtailofcontents,whicharenotpopularenoughtobestoredbyotherTEs.

Anotherimportantbenefitofoursolutionisthehopcountreduction.Figure4.11

comparestheaveragenumberofhopsbetweentheselectedTEandtheEUwhenusing

allthreeTEtypesinconjunction,butalsousingonlysomeofthem. Wecanseefrom

thefigurethatusingonlytheCDNsyieldstoahigherhopcount,stableovertime.When

complementingCDNwithvCDNs,thehopcountsharplydecreases,ascontentgetsstored

neartheedgesofthenetwork,andstabilizesnearthe4hopsmark.WhenusingbothCDN

andµCDN,thecurvedecreasesslowly,ascontentstakemoretimetobeprovisionedin

theedges.Finally,usingall3TEsyieldstothelowesthopcount,withafastdropatthe

beginningandadownwardtrendreachingthelowestvalueofourexperiment.

4.3.4.2 Blockchainevaluation

4.3.4.2.1 Testenvironment

OurgoalistobuildasystemwhereeachcontentsessionisbrokeredontheBlockchain.For

thisreason,itsperformance,measuredintermsofnumberoftransactionsprocessedper

second,isthekeytoprovidethecontentsessionsquickly.Atthesametime,weenvision

thenumberof“clients”(EUs,CPandTEs)usingtheservicetobehigh,sotheBlockchain



4.3.AUSER-CENTRICCOLLABORATIONMODEL

N
u
m
b
er
 
of
 
e
n
d-
u
s
er
 
c
o
nt
e
nt
 
s
e
s
si
o
n
s

t

0

85

Figure4.10:RespectiveTEsshareforCDC

mustensureagoodnodescalability.Today,"permissionless"BlockchainsbasedonProof-

of-workconsensusoffergreatnodescalability,butlacktherequiredthroughput(e.g.,up

to7tx/secondwithBitcoin).Ontheotherhand,BlockchainsbasedonadvancedBysan-

tineFault-Tolerant(BFT)state-machinereplicationprotocolsofferexcellentperformance

intermsofthroughputandlatencybutrequireallnodestoknowtheIDsofallother

nodes[Vukolíc,2015].Inourcase,weuseda“permissionned”Blockchainasthenodes

processingthetransactionsdonotneedtobeanonymous.

TheneedforperformanceandSmartContractssupportcompelledustousetheopen

sourceprojectHyperledger-Fabric21.ThisLinuxfoundationprojectcanbeusedtobuild

Blockchainsolutionswithamodulararchitecturetodeliverflexibilityandscalability.It

providespluggableconsensusalgorithms(bydefaultPBFT)andsimpleSmartContract

implementationinGoorJava.

Thecriticalaspectsofthebrokeringmechanismisthetimeneededtoconvergetoward

theoptimalContentDeliveryContract,involvingtheEU,theCPandtheTE.Thisdelay

affectstheEUQoE,asthecontentdeliverysessioncanstartonlyaftertheoptimalCDCis

computed.AlotofcontractsarepublishedintheBlockchain,forexample,ifweassume

thatthereare10CPand100TEs,thenupto10×100contractswillbepublished.

Consideringthis,theevaluationisfocusedontheContentBrokeringBlockchainasitis

themosttime-sensitiveandsubjecttoscalabilityissues.

WedeployedthesolutionwithHyperledger-FabricconfiguredwiththePBFTconsensus,

asshownonFigure4.12.WethenpairedEUapplications(publishingCBC),CPapplications

21www.hyperledger.org/projects/fabric
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(readingCBCfromtheBlockchainandrespondingbypublishingCLCs)andTEapplications

(readingCLCsandpublishingCDCs),theBlockchainvalidatingpeers,whicharethenodes

responsibleforrunningtheconsensus,validatingtransactions,andmaintainingtheledger.

Eachuserwasconfiguredtosend10requestsperminute.Wethencomputedtheaverage

timeneededtoobtaintheoptimalCDC,orconvergencetime.WevariedthenumberofTEs

agents,thenumberofCPbeingfixedat10.

TheresultspresentedinFigure4.13showthatfor50TEs,theconvergencetimeisbelow
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Figure4.13:Performanceandscalabilityexperiment

2s.ThistimeincreasesforhighervaluesofTE,reaching4secondsintheworst-casescenario

of250TEs,whichremainsacceptable.

4.3.4.2.2 Discussiononscalability

Performancestudiesofblockchainsystemshavesofarbeenrestrictedtopublicblockchains.

Theseapproachconsidertheimpactofblocksizesandnetworkpropagationtimeonthe

overallthroughputs[Cromanetal.,2016]butcannotbeappliedinourcaseasweusea

permissionedblockchain.

TheBlockchainnetworkiscomposedofvalidatingnodesthatruntheSmartContracts

andappendblockstothechainoncetheconsensusisreached.Theyarealsousedtoquery

thestateoftheBlockchainbyclients.Increasingthenumberofvalidatingnodeshastwo

antagonisteffects:(1)eachnodeservelessclients,reducingtheaveragenumberofrequests

pernodeand(2)thequorumneededfortheconsensusisincreased,impactingdirectlythe

numberofmessagessharedinthenetwork.Onourtestbed,thenumberofnodesincreased

slightlytheconvergencetime.Thisisduetotherathergoodnetworkingperformancesof

ourcloudinstances,locatedinthesameavailabilityzone.Inaproductiondeployment,

nodeswouldnotbecollocatedtoimproveresiliency,andtheperformancemaybeeven

moreimpacted.Inanycase,significantperformanceimprovementscanbeachievedby

fine-tuningtheoperationalparametersexposedbytheblockchainprovider(e.g.batchsize,

timeout).Thisrequireusingspecificbenchmarkingtoolsthatcaninjectsmartcontracts

andrepeatableworkloadtothesystemundertest,asproposedin[Dinhetal.,2017].

Thenewreleaseof Hyperledger-Fabric1.0andrecentresearchpaperssuchas

[Lietal.,2017]promotenewarchitecturesthatsupportparallelizingthevalidationoftrans-



88

CHAPTER4.AMODELFORCONTENTDELIVERYCOLLABORATION:A

VNF-AS-A-SERVICEPERSPECTIVE

actionthroughtheirendorsementbyonlyasubsetofnodes.Inthisperspective,transactions

aremanagedonsub-chainssupportingfine-tunedconsensusalgorithms,soimproving

scalability.

4.4 Conclusion

Inthischapter,wehaveproposedtwocollaborationschemesthatcanbeusedtoimprove

thequalityofcontentforusers,reducethecostsandfostercollaborationbetweenISPs,CPs

andCDNproviders.

TheCDNaaSmodelprovidesmeansforthevCDNcustomerstodefineanSLAdescribing

theexpectedqualityofdeliveryoftheircontent.BydeployingtheirownCDNimplementa-

tionwithintheISPnetworkandmanagingitthroughanoverlay,theykeepcontroloftheir

corebusinesswhilelimitingtheupfrontcostsofdeployingtheirowndedicateddelivery

appliance.ThemodelalsobenefitstheISPsbyimprovingthecontentofOTTservicesto

theircustomer,savingonpeeringcostsandcreatinganewsourceorrevenue,thatcanbe

usedtofundfurtherinvestments.Byprovidinghigh-levelAPIsandsharingselectednetwork

controlknobstotheirvCDNcustomers,theykeeptheirphysicalnetworkprivatewhile

allowingacollaborationthatultimatelybenefittheEUs.

TheUser-centricproposedmodelfurtherimprovestheCDNaaSmodelbyproviding

eachcontentsessionwiththebestmixofCPs,contentdeliverytechnicalenablersand

networkproviders.Allowingafine-grainedselectionofcompetingactorstoprovidethe

bestexperienceisonlypossibleifthesystemistransparentandfair.TheBlockchainand

smartcontractsprovidearobustandtrustworthymechanismtoreachthesegoals.

Ourworkisafirststeptowardthenecessarycollaborationofthecontentvaluechain

andshowhowtheagilityandopennessofnetworksoftwarizationcanovercometheissues

oncontentdistributioninaccessnetworks.Needlesstosay,manychallengesarenotsolved

yet,suchasthemassivescalingrequiredtoprocessallthecontentdeliveryandtheconcrete

CDNaaSdeploymentintheISPPointsofPresence.Forthesereasons,thefollowingchapter

investigatestheproblemofmappingtherequiredCDNaaSresourcesexpressedinthevCDN

SLAwiththeresourcesofthephysicalISPnetwork.



CHAPTER

5
DeploymentandOptimizationof

VirtualContentDeliveryNetworks

Intheprevioustwochapters,weexaminedtheimplementationofCDN-as-a-Service(CD-

NaaS),aVirtualContentDeliveryNetworkService,anddiscussedthepossibleschemes

makingpossibleacollaborationbetweenContentProviders/ContentDeliveryNetwork

(CDN)operatorsandInternetServiceProvider(ISP).However,thedeploymentofsuch

servicehaspracticalimplicationsthatwedidnotcover:(1)howdoestheISPandVirtual

CDN(vCDN)customeragreeonservicespecificationsandpricing(2)howcantheISP

minimizeitsdeploymentcostswhileofferingtherequiredqualityofserviceand(3)howthe

vCDNcustomerpredictsitsserviceusageandminimizesitsservicecosts.Inthischapter,

wepresentmoreformallythevCDNServiceLevelAgreement(SLA)andshowhowitcanbe

usedbythevCDNcustomertospecifytheserviceandbytheISPtocomputeitspricebefore

deployingitonitsnetwork.

Ourcontributionsarethree-fold:First,wespecifythevCDNSLAandexplainhowitcan

beseenasaprecursorofaServiceGraphforaServiceChainEmbeddingprobleminaVirtual

NetworkFunction(VNF)-as-a-Serviceapproach;Second,wepresentanadaptivealgorithm

thatsolvesthevCDNEmbeddingProblemderivedfromtheSLA;Third,wegeneralizethis

approachwhenSLAsaredynamic.

Inaddition,severalonlineassetshavebeenproduced(andareavailableinopen-source)

inordertoconductourresearch:

•Aninteractivetoolhighlightingtheembeddingalgorithmwhichrunstheactualcode

produced:http://demo-girafe.nextnet.top/

•Adatasetcollectedtostudythemulti-sitedynamicSLAs:http://data.nextnet.top/

89
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CHAPTER5.DEPLOYMENTANDOPTIMIZATIONOFVIRTUALCONTENTDELIVERY

NETWORKS

5.1 Introduction

TheSLAexpressesasetofrequirementsandbusinessagreementsbetweenthevCDN

customerandtheISP,IsisafirstimportantstepindescribingtheservicethattheISPneeds

toimplement.AsmentionedinSection4.2.2.2,thevCDNcustomersdonothaveacomplete

visionoftheunderlyingphysicalnetworkwheretheirservicewillbedeployed.Forthis

reason,theexactnumberofVNFs(VirtualMediaGateway(vMG)andVStreamerinthe

caseofCDNaaS),theirlocationandthephysicalpathssupportingthedataflowsbetween

eacheachoneisnotspecifiedintheSLA.Infact,itisinthebestinterestoftheISPtoselect

thePoint-of-presences(POPs)androutesthatwillbeusedtosupportthevCDNService,

inordertominimizethecostoftheserviceandincreasethenumberofembeddedSLAs

anditsprofit.Inotherwords,thevCDNcustomerisresponsiblefordescribingtheglobal

behaviororintentofthevCDNthroughtheSLA,whiletheISPisinchargeofdefiningthe

concreteservicelayout.

ThetranslationofahighlevelSLAtoaservicegraphdefinitionisonlytheinitialstepof

thewiderproblemofResourceAllocation(RA)inNetworkFunctionVirtualization(NFV).

In[HerreraandBotero,2016],HerrerafurtherbreaksdowntheRAprobleminseveralsub-

problems,thatweallcoverinthischapter.

•VNFchaincomposition,whichistheresultoftheprocessingofservicedescription

presentedbefore;

•VNFforwardinggraphembedding,whichdealswiththeallocationofvirtualresources

tonodes(mappedtosubstratenodes)andlinks(mappedtosubstratepaths)where

thenodesarecrossedinaspecificorderbytheflow;

•VNFscheduling,whereembeddingrequestsandmappingsareorganizedtoimprove

thedeploymentsoftheservicesandtoreducetheallocatednetworkandsystem

resources.

Inthissection,wepresentthebackgroundonthesethreeimportantproblems.

5.1.1 RelatedworkonVNFChainComposition

ThechallengesofdescribingaservicepotentiallycontainingVNFissurveyedbyGarayet

al.in[Garayetal.,2016].Theauthorsproposeastraw-manmodeltodescribeboththe

physicalandservicenetworksasgraphs,withadefinitionthatallowsthemtobeprocessed

byseveralhierarchicalorchestrators.

Thisformalism,however,doesnotnecessarilycoverthegenerationoftheservicemodel.

In[Cohenetal.,2013],authorsproposetocreatenetworkblueprintsfordeterministicand

verifiablespecificationofnetworkfunctionality.ExpandingthisapproachtoVNFchain,

Callegatietal[Callegatietal.,2017]proposeawaytospecifyservicechainsasavendor-

independentintentsubmittedtoanorthboundApplicationProgrammingInterface(API)
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responsiblefortranslatingtheserviceinamulti-domainSoftwareDefinedNetworking

(SDN)deployment.TheprinciplesofsuchanorthboundAPIhavebeenclarifiedbythe

OpenNetworkFoundation[Foundation,2016].Amoresemanticapproachwasproposedin

[Mehraghdametal.,2014a]whereauthorsproposedacontext-freegrammartoformalize

chainrequests.

Ourworkgoesbeyondthecitedworkbyalsotakingintoaccountthefinancialaspects.

Aswesawin2.3.4,theT-NOVAmarketplaceusesabrokeringmechanismtoselectthemost

cost-effectiveVNFimplementationaccordingtotheSLA.Wealsoconsiderthealgorithmic

impactsoftheservicechainsgeneration,keepinginmindthatthecomputationofthe

optimalchainembeddingcanbeslow,especiallyforhugeoperatornetworkswithseveral

VNFprovidersofferingiso-functionalimplementations.

5.1.2 RelatedworkonVNFforwardinggraphembedding

MostoftheexistingworkmapsNF-graphsontoasinglesubstratenetwork,whichisusually

assumedtobeadata-centernetwork(e.g.,withafat-treetopology).Inthisrespect,authors

in[Sahhafetal.,2015]investigategainsintermsofNF-graphmappingbybreakingdown

NFsintoasetofelementaryNFs,inordertoincreasethesearchspaceforfeasiblesolutions.

Cohenetal.[Cohenetal.,2015]formulateNFplacementasafacilitylocationandgeneral-

izedassignmentproblem(GAP),andproposeapproximationalgorithmsaimingatlatency

andNFsetupcostminimization.Mehraghdametal.[Mehraghdametal.,2014b]present

asolutiontotheNF-graphmappingproblem,whileconsideringdifferentoptimization

goals.TheauthorsfurtherdefineamodelforNF-graphtransformations(i.e.,,NFreordering,

replication,ormerging)tooptimizetheNFplacementfortheprovider.

Authorsin[Lukovszkietal.,2016]tackleavariantoftheNFmappingproblem,i.e.,the

placementofNFsonanetwork,whileensuringthateachpathbetweenapairofendpoints

hasatmostoneNFassigned.Theproposedapproximationalgorithmfurtherfacilitatesthe

incrementaldeploymentofNFs.However,thisworkdoesnotaccountforservicechain-

ing.In[LukovszkiandSchmid,2014],theauthorsstudytheonlinevariantoftheservice

mappingproblem.Inthisrespect,theyproposeanexactmethodthatmaximizesthere-

questacceptancerate,whilefulfillingconstraintsintermsofpathlengthfortheservice

chain.Barietal.[Barietal.,2015]deriveanIntegerLinearProgramming(ILP)formula-

tionandheuristicalgorithmforservicemappingwiththeobjectiveofoperationalcost

andresourcefragmentationminimization.STRATOS[Gemberetal.,2013]andCloudNaaS

[Bensonetal.,2011]alsoproposeheuristicmappingalgorithmsthatseektominimizeinter-

racktrafficwithindatacenternetworks.

Recentworkhasfocusedonservice mappingacross multipleproviders. Nestor

[Dietrichetal.,2015]decomposesmulti-providerservicemappingintoNF-graphparti-

tioningamongprovidersandNF-subgraphmappingontodatacenternetworks.Nestor

furtherusesILPformulationsforthesolutionoftheNF-graphpartitioningandtheNF-

subgraphmappingproblems. WhileNestorprovidesexactsolutionstobothproblems,
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theuseofILPsleadstoincreasedtimecomplexityandpoorscalability.MIDAutonomous

System(AS)[AbujodaandPapadimitriou,2015]alsoaddressesservicemappingacrossmul-

tipleproviders;however,MIDASisprimarilyfocusedonnetworkprocessingsetupalong

thetrafficpath,assumingawide-scaledeploymentofmiddleboxesinthenetwork.Inthis

respect,MIDASproposesasignalingprotocolforthediscoveryofmiddleboxesdeployed

inthedatapath.IntermsofNFplacement,MIDAScouplesSecureMulti-PartyComputa-

tion(MPC)withaheuristicalgorithmfororder-preservingNFassignmentacrossmultiple

providers.

Inthisthesis,wedevelopedanembeddingalgorithmthattakesintoaccountthespecifics

orthevCDN-as-a-Serviceembeddingproblem:

•VNFscannotbereusedacrosstenants,aseachcustomercanimplementthevCDNin

aspecificway;

•ThevCDNservicechainhasseveralingresspointsandseveraloptionalegresspoints.

Indeed,ifthevCDNcustomerownsitsownnetwork,theservicecanspantoallor

partofthepeeringpointswhereitispresent;

•PathandnodesplittingmustbesupportedattheServiceGraphcreationlevel;

•TheschedulingoftheVMsinsideeachPOPisconsideredoutofscope.

5.1.3 RelatedworkonVNFChainScheduling

ConsideringthattheNFVconceptisstillemerging,theVNFschedulingproblemisanemerg-

ingtopic.In[Rieraetal.,2014]authorsdocumentedtheconceptandchallenges,providing

aformalizationandanILPformulationtominimizetheexecutiontimeofNetworkService.

Intheliterature,thisproblemhasbeenaddressedfromdifferentperspectives:fromenergy

efficiency[Bollaetal.,2014]toend-to-endserviceexecutiontime[Mijumbietal.,2015],

revenue[Naudtsetal.,2017]andrequestacceptanceratio[Huangetal.,2017].Thestrate-

giestosupporttheschedulingarealsonumerous,rangingfromthesimplenodemap-

ping[Mijumbietal.,2015],toselectingacloudproviderinamulti-cloudenvironment

[Bhamareetal.,2017],orprovidingthecomputecapabilityforshort-lifenetworkservice

throughapoolofDockercontainers[Zhangetal.,2016].

Inourcase,theobjectivesdiffersincetheimplementationofthevCDNisdifferent

foreachtenant.ThestatefulnatureofCDNaaSalsohaspracticalimplications:sincethe

vStreamerconsistsinlargecachestorages,allocatinganewVNFandprovisioningthe

contentisverytime-consuming,henceacertaininertiainschedulingthatshouldbetaken

intoaccountthroughtheinclusionofVMmigrationcosts.Finally,minimizingtheendto

enddelayisnotnecessaryaslongastheSLAdelayisfulfilled.

Therestofthechapterisorganizedasfollow:Section5.2presentstwoalgorithmsfor

servicechaincomposition.Section5.3formalizestheEmbeddingproblem,anILPand
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proposesanHeuristic.Finally,Section5.4coversthecasewheretheSLAsaredynamicalong

withtheimplicationontheschedulingandpricingoftheservice.

5.2 CDNaaSchaincomposition

AspresentedinSection4.2,vCDNcustomerservicerequirementsareexpressedusinga

ServiceLevelAgreement.TheservicecreatedtofulfillthisSLAneedstobeembeddedinto

theISP’sinfrastructure.Inthissection,weessentiallydetailwhatiscontainedinanSLA,

providealgorithmstoexpressthisSLAasServiceFunctionChaining(SFC)andpresent

alinearprogrammingformulationfortheSFCembeddingproblem.Oncetheserviceis

embedded,weshowhowitcanbemanagedonlinethankstotheElementManagerAPI

throughthevCDN:emAPIintroducedinSection3.5.

5.2.1 FormalizationoftheSLA

NegotiatingSLAwithISPbringssignificantadvantagesovertraditionalCloudProviders’

services,astheISPclientscontrolthenetworkend-to-end.Usually,all-purposeCloud

Providersofferpre-configuredVirtualMachineinstancetypesspecifyingacertainnumber

ofCentralProcessingUnit(CPU),RAMandStorage.Forexample,theAmazonEC2instance

typem4.xlargeproposes4vCPUs,16GBofRAM,"High"Networkingperformancesand

"EBS"Storagevolumesofvariouscapacityandspeed1.

Inourcase,theSLAisdesignedtosupportthespecificrequirementsofcontentdelivery,

andcanbewrittenusinghigh-levelconceptsinstead.Table5.1showstheSLAspecification

usedtodescribethevCDNservicefromthepointofviewofthevCDNcustomer.

First,thevCDNcustomerspecifiesthelocationoftheEnd-Users(EUs)forwhichit

wishestogetconnectivity,theexpectednumberofconcurrentEUsNfortheserviceandthe

targetbitrateforvideocontent(deliveredoverHTTP).Thesethreeinputswillbeusedbythe

ISPtocomputetherequiredTCPthroughputtosupportthetargetbitrateBandthetotal

bandwidththatneedstobeallocatedbetweenthecacheserverandtheusersTb=B∗N.

FromtheTContentProvider(CP)throughput,theISPcanthenderivethemaximalRound-

triptimebetweenauserandthecacheserverusingtheMathisformula[Mathisetal.,1997]

RTT<MSSp withMSS themaximumsegmentsizeandptheprobabilityofpacketloss.The

vCDNcustomercanoptionallyspecifywhereitsownservercanbereachedthroughpeering

points,sothatpartofthetraffictowardthevCDNcanbeoffloadedtotheminbest-effort

mode(performanceforthistrafficisnotcoveredbySLAthough,asnomaximaldelayis

enforceableforinter-AStraffic).

Second,theVNFSystemRequirementsforthevCDNservice,wherethevCDNcustomer

specifieshowmanyVMsofaspecificflavorareneededtoimplementeachcomponents(see

1https://aws.amazon.com/ec2/instance-types/
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Table5.1:CDNaaSSLAdescription

MetricName Description Unit example

TargetBitrate Videobitrateexperienceby

theEU

Mbps 2Mbps

Target Concur-

rentUsers

Howmanyusersshouldbe

supportedatthesametime

# 15000

Target Client

Groups(CG)

WhatgroupsofISPEUsare

targetedbytheSLA

IPprefix,air-

portcode2
109.15.0.0/16,

cdgbod

CDNexitpoints

(optional)

Peeringpointswhereexist-

inglegacyCDNservercanbe

reached

peeringpoints

identifiers

IPaddressorIP

prefix

VNFSystemRe-

quirements

Systemrequirementsused

foreachtypeofVNFusedin

theservice

Number of

Virtual Net-

workFunction

Component

(VNFC) per

VNFs

2 "m1.large"

VMs for each

1,000 usersfor

vStreamer

SLAduration Beginningandenddateofan

SLA

Timeframe 2017-09-

01T05:22:20Z2017-

10-01T08:00:00Z

Section3.3.4foranexampleoftheimpactofincreasingthenumberofVMsonaVNFand

Section4.2.2.1foranexampleofsuchaconfigurationthroughthemarketplace).Inthatcase,

theISPcanplantheprovisioningondedicatedorsharedinstances[Rimaletal.,2009].Ded-

icatedinstancesprovideacompleteisolationofthevCDNCustomerVNFsandpredictable

performancesthatarenotinfluencedbyothertenantsusageoftheunderlyinghardware.

Sharedinstancesareeasiertomanageandtooptimizesinceresourcesaresharedbetween

tenants.However,theISPneedstodesignapolicyaimingathonoringtheperformances

requiredbytheSLA,whichcanbedifficulttoachieve[YfoulisandGounaris,2009].ISP

resourcesplanningisconsideredoutofscopeforthisthesis,andweassumethattheISP

alwaysallocatesdedicatedvirtualresources.

Finally,theSLAisvalidforonlyadefinedperiodoftime,rangingfromminutesto

monthsdependingonthebusinessofthevCDNcustomer.

5.2.2 FromSLAtoServiceFunctionChain

WhiletheSLAprovidesthemeansforCDNoperatorstoformulatetheirbusinessneeds,it

doesnotspecifytechnicallyhowISPsshouldperformthedeploymentintotheirnetwork.

2AmazonWebServicesnamestheirEdgeLocationsaftertheclosestInternationalAirportIATACode.
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ThefollowingparagraphsdiscussthetranslationoftheSLAintoaContentDeliverySFC

Bcdn

vCDN

CDN
peering

CDN

         E
n
h
a
n
ced Distribution

    
      
 Best 

E ort Distribution
breaking newsDaniel N.

breaking newsDaniel N.

breaking newsDaniel N.

breaking newsDaniel N.

CG

ISP AS Customer AS

Bvcdn

Inter-AS 

Link

request.

Figure5.1:CanonicalModel

5.2.2.1 TheCanonicalServiceModel

OncethevCDNCustomerhasexpressedtheSLA,theunderlyingvCDNservicecanbe

representedunderitscanonicalform.StartingfromClientGroups(CG)(representingthe

geographicalareatowardsEUs),besteffortconnectivityBCDNtowardsvCDNcustomerown

CDNnetworkandenhancedconnectivityBvCDNtowardsvStreamerserversaredepictedin

Figure5.1.

Ontheonehand,theCG←→CDNflowrepresentsthetraditionalcontentdistribution

path:packetsflowthroughtheISPASandreachtheseparateASatapeeringpoint.On

theotherhand,theCG←→vCDNflowistargetedataNetworkFunctionVirtualization

InfrastructurePointofPresence(NFVI-POP)withintheISPAS.Itrepresentstheenhanced

distributionpathonwhichtheSLAisapplied.Ithastighternetworkconstraints(lowdelay,

highbandwidth)andisaimedtodeliverhigherqualityvideos.

ThiscanonicalmodeleffectivelyrepresentstheserviceasinstructedintheSLA,butdoes

notnecessarilytakeintoaccounttheimplementationdetailsoftheservice,northeconcrete

deploymentontheISPnetwork.Indeed,assoonastheSLAisagreedbyboththeISPand

thevCDNcustomer,theformerhaseverylatitudetoimplementitinawaythatoptimizes

itsbusinesstargets(e.g.,costminimization,profitmaximization,fairbalancebetween

customers).ThefollowingsectionshowshowaSLAcanbeconcretelyimplementedbythe

ServiceFunctionChain,basedonouranalysispresentedinchapters3and4,andintroduces

theformalizationofthevCDNServiceChain.
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breaking newsDaniel N.

breaking newsDaniel N.

breaking newsDaniel N.

breaking newsDaniel N.

VMG

VMG
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CDN

CG
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5.2.2.2 ConcreteimplementationoftheCanonicalService

Figure5.2:ConcreteImplementationoftheCDNaaSServiceusingSFC

Aswesawinsection4.2.1,thevCDNservicecanbeimplementedusingVStreamer

VNFforcontentdeliveryandtheCachingandRoutingOrchestratortomanagetheservice.

Furtherbreakingdownthecontentdeliverypart,Sections3.3.2and3.3.3showedthatour

solutionusesanothercomponent:theVirtualMediaGateway,tohandleefficientlythe

requestroutingattheHTTPlevelbyperformingDeepPacketInspectionsattheUniversal

ResourceLocator(URL)andHTTPheaderlevels.TheVMGisofparticularinterestconsider-

ingthefactthatonlythetrafficonwhichthevCDNcustomerwishestoapplytheenhanced

distributionshouldbetargetedattheVStreamer.

WiththeadditionoftheVMG,thecanonicalmodelcannowbereformulatedasanSFC.

Figure5.2showsaservicegraphderivedfromaSLAforwhicheachCGcanbeconnectedto

oneorseveralvMGs,whichroutetherequestandresponsefromoneorseveralvStreamers

andCDNs,dependingontheconfigurationdeployedbytheCachingandRoutingOrches-

trator(CRO)VNFpresentedinSection3.3.ItshouldbenotedthatbothvMGandVirtual

Streamer(vStreamer)are"dataplane"VNFswhichprocessthetraffictoandfromtheEU

andaresubjecttotheSLAconstraintsintermsofbandwidthandlatency,whiletheCROisa

"controlplane"VNFwhichreceivesandsendsmanagementinformationtoandfromthe

otherVNFs,withoutnecessarilyhavingsuchconstraints.Forsimplicity,weonlyconsider

dataplaneVNFsontheServiceFunctionChain,theproblemofplacementoftheCROcan

berelatedtotheoneofSDNController[Helleretal.,2012].
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Figure5.3:BuildingatreewithServiceEdges.

CG2

VMG1

CG1

CG3

VMG2

vStre1

vStre2

CDN1

CDN2

Figure5.4:2Service-isomorphicgraphs.

5.2.3 ServiceGraphsGenerationAlgorithms

Intheprevioussection,weletthecostfunctionuseedgebandwidthbi,jandVNFcostcias

decisionvariables,whichmaketheobjectivefunctionnon-linear.Apossiblewaytosolve

thisproblemistopre-computethebandwidthonthepossibleServiceGraphsassociated

withthecanonicalmodel,andchoosetheservicewiththelowestcost.Weconsiderthat

eachClientGroupisconnectedtoexactly1VMG,andthateachVMGisconnectedexactly

to1vStreamerand1CDN.

5.2.3.1 ExhaustiveServiceGraphGeneration

TobuildeachpossibleServiceGraph,wefirstcreatetheservicenodes(vMG,vStreamer,CDN

peeringpoint)andenumerateallthepossibleserviceedgescombinationsbyconstructing

atreewhosenodesareallthepossibleedgesoftheservicegraph(Figure5.3).Eachlayer

ofthetreerepresentsoutgoingedgesforaservicenode.Oncethetreeisgenerated,we

backtracktheservicegraphsfromeachleaf.
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Sincethisprocessgeneratesaveryhighnumberofpossibleservices,weusethefollowing

methodtoreduceitonlytomeaningfulones.

Figure5.5:PhaseI:AssigningvMGtoCG

CDN2

Figure5.6:PhaseII:AssigningvStreamertovMG

Figure5.7:PhaseIII:PartialEmbeddingwithoutCDN,AssigningCDNtoVMG

WhenconsideringaservicegraphGS,twotypesofservicenodesexist:(1)Mappednodes

(ClientGroupsandLegacyCDNpeeringpoints)forwhichthemappingonthephysical

topologygraphisalreadyknownasitisspecifiedintheSLA,and(2)Un-mappedNodes

(vMGandvStreamer)forwhichthemappingonthephysicaltopologyiscomputedduring
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theoptimizationphase.Inthebacktrackingphase,wemustgenerateonlymeaningful

services:forinstance,thetwographspresentedinFigure5.4areequivalentwhenrenaming

un-mappednodes,i.e.,vMG1tovMG2andvStre1tovStre2andvice-versa.Amoreformal

definitionisgiventhereafter.

Definition1TwoservicegraphsaresaidService-Isomorphicifthereexistsanedge-

preservingbijectionbetweenun-mappednodes(i.e.,VNFs)ofthesametype(i.e.,vMGor

vStre).

ItisobviousthatthemappingsonthephysicaltopologyobtainedfromtwoService-

IsomorphicGraphsareequivalent,byapplyingthesamerenamingschemeonthemappings

andontheservicegraphs.

Wenowdefinethefullsetofservicetobeconsideredduringtheoptimizationphase:

Definition2ForagivenSLAS,aFullServiceGraphClassCS(n,m)isthesetofall
theconnectedservicegraphshavinguptonvMGsanduptomvStreamers,whicharenot

pairwiseService-Isomorphic.

OncetheFullServiceGraphClassiscomputed,wecomputebi,jandciforeachservice

graphandusethemasparametersofthecostfunction(5.7),whichbecomeslinearwith

respecttoservicegraphs.Theembeddingproblemiseventuallysolvedbycomputingthe

optimalmappingforeachservicegraph,andbyselectingthecheapestamongthem.

5.2.3.2 HeuristicforServiceGraphGeneration

DuetothenecessaryoptimizationofalargenumberofservicegraphsinCS(n,m),opti-
mizationbecomesquicklyintractablefor5ClientGroupsormore.Tocircumventthis,we

generateamuchsmallerReducedServiceGraphClassĈS(n,m)withaservicetopology
generationheuristicthatusesthecharacteristicsofthephysicaltopologytodecidehowto

generateserviceedgesefficiently.Inthefollowing,wepresentathree-stepservicegraph

generationprocedure.

SomeservicenodesarealreadymappedintheSLA,likeCGandCDNpeeringpoints.We

usethisinformationinPhaseItogeneratevMGClustersthat,foragivennumberofvMGs,

minimizetheintra-clusterdelaybetweenCGs,asdepictedinFigure5.5. Werepeatthe

procedureinPhaseII(Figure5.6),bycreatingvStreamerClustersthat,foragivennumber

ofvStreamer,minimizetheintra-clusterdelaybetweenCGs. Notethatthenumberof

vStreamerclustersandvMGclustersisnotthesameinthegeneralcase.

WenowhaveaPartialServiceGraphG̃SwithCG,vMGandvStreamernodes.InPhase

III,wecomputeG̃Sdelaysandbandwidths,neglectingtheCDNedges.WeusetheILPto

generateapartialmapping ˜M,whichprovidesestimatesforvMGandvStreamernodes
mapping.Withthoseestimates,weareabletodetermine,foreachvMGnode,whichCDN

peeringpointistheclosest,asshowninFigure5.7.Basedonthisinformation,wefinally

createtheserviceedgesbetweenvMGsandCDNsandcomputeĜS.Wesave ˜M,asitwill
beusedbythere-optimizationfeatureofourILPtoolkittocomputethefullmappingM
faster.
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5.3 CDNaaSServiceGraphEmbedding

Figure5.8:MappedVCDNService

OncetheservicegraphiscomputedfromtheSLA,theISPcanembeditintoitsnetwork.

ThisproblemisknownasSFCEmbedding[QuinnandNadeau,2015]andconsistsinmap-

pingaservicegraphGS=(NS,ES)totheISPphysicalnetworkgraphG=(N,E).Figure5.8

showssuchamapping,whereservicenodesaremappedontophysicalnodesandservice

edgesaremappedontophysicaledges.

InadditiontofulfillingtheconstraintsexpressedintheSLA,theISPalsoaimsatachiev-

ingitsbusinessgoals.Inourwork,weconsiderthattheISPaimsatmaximizingitsprofitby

minimizingitsembeddingcosts.Tothisendweintroduceinthenextsection,thecostfunc-

tion,thegenerationofservicegraphsandthelinearmodelassuringthattheSLAconstraints

arefulfilledwithintheembeddingprocess.AseachvCDNcustomerdeploysthevCDN

serviceusingtheirownVNFsimplementation,noVNFissharedbetweentenantsandeach

SLAdeploymentresultsintheembeddingofanewSFC.WeformulateSFCembeddingas

anoptimizationproblem,leveragingonexistingworkfromtheVirtualNetworkEmbedding

(VNE)literature[Chowdhuryetal.,2012],[Fischeretal.,2013].

5.3.1 ILPEmbeddingAlgorithm

ThissectionhighlightsthetwocomponentsoftheILPformulation:theconstraintsin

Section5.3.1.1andthecostfunctioninSection5.3.1.2.
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5.3.1.1 FormulationofSLAConstraints

Table5.2:Notations

Symbol Domain Description

Domainsandsets

P
(i,j)

M
NS×NS→(E)n setoftheserviceedgeslinkingitojforM

D
i,j

M
NS×NS→N delaybetweenservicenodesiandjforM

NSGC NS setofCGnodes.

NSvCDN NS setofvStreamernodes.

Decisionvariables

y
i,j
u,v E×ES→{0,1}

1, if(i,j)ismapped(u,v)

0, otherwise

xiu N×NS→{0,1}
1, ifuhostsservicenodeiforM
0, otherwise

PhysicalTopologyandServiceparameters

du,v E×E→R+ thedelayforedge(u,v)ofnode

di NS→R+ thedelayforedge(u,v)ofnode

bS
i,j

ES×ES→R+ requiredbandwidthbetweeniandj.

bu,v E×E→R+ availablebandwidthbetweenuandv

cS
i

NS→R+ requiredcomputingresourcesfor(i).

cu N→R+ availablecomputingresourcesonNFVI-POP

u.

δ(u) N→N neighborsofuonoutgoinglinks

Weformulatetheoptimizationproblemusingcommonnetwork-flownotations,sum-

marizedinTable5.2. Weusetwomainbinarydecisionvariables,xiutodenotethatthe

servicenodeiisdeployedonNFVI-POPuandy
i,j
u,vtodenotethatphysicallink(u,v)isused

tosupportallorpartoftheserviceedge(i,j).

First,wemustensure(5.1)thateachservicenodeismappedtoanNFVI-POP.

u∈N

xiu=1,∀i∈N
S (5.1)

Contrarytotraditionalhardwaredevices,VNFsareelasticandcanadapttovaryingwork-

loadsbyautomaticallyextendingtheirfootprintthroughautomaticscale-out.ASthedesign

ofourvCDNpermit(seeDiscussioninSection3.4),augmentingthecapacityofaVNFonly

requiresincreasingthenumberofitsVNFCthroughtheorchestrator/VNFManager.Aseach
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VNFCisimplementedasaVirtualMachine(VM),thesystemcapacityneededbyaVNFi

canbeexpressedasanumberofVMsofacertainflavor(seesection4.2.2.1).Weassume

thateachVNFisdimensionedfromthestarttothemaximumcapacityneededtofulfillthe

SLA,thusrequiringcS
i
VMsfromtheNFVI-POPwhereitismapped.Eq.(5.2)makessure

thattheNFVI-POPucanhostthenumberofVMsrequiredbyeachVNFiithosts.

i∈NS
xiu×c

S
i≤cu,∀u∈N (5.2)

Eachserviceedgeispossiblysupportedbyseveralphysicallinks,sobyapplying(5.3),we

makesurethatbandwidthbu,vcansatisfythedemandforeachmappedserviceedgebi,j.

(i,j)∈ES
y
i,j
u,v×b

S
i,j≤bu,v,∀(u,v)∈E (5.3)

Delayconstraints(5.4)assurethat∀s∈NSGC,and∀t∈N
S
vCDN,wedorespectthemaximal

end-to-enddelayDM(s,t)oneachpathP
(s,t)
M
joiningtheCGstothevSreamer.Forthis,we

takebothphysicallinkstransmissiondelaydu,vandservicenodeprocessingdelaydiinto

account.

(i,j)∈P(s,t)
M
(u,v)∈E

y
i,j
u,v.du,v+x

i
u.di≤DM(s,t) (5.4)

Wealsomakesurethattheservicedoesnotlooponthephysicaltopology(5.5)byassuring

thatnomorethanoneoutboundlink(u,v)ispresentforthesameserviceedge(i,j).

v∈δ(u)

y
i,j
u,v≤1,∀(i,j)∈E

S,∀u∈N (5.5)

Finally,weapplytheflowconservationconstraint(5.6).

v∈N

y
i,j
u,v−y

i,j
v,u=x

i
u−x

j
u,∀(i,j)∈E

S,∀u∈N (5.6)

Wetrytotacklenodesandedgesassignmentsatthesametime,sotheproblemisknownto

beNP-hard[Amaldietal.,2016].Inthenextsubsection,wedetailthecostfunctionandthe
generationoftheservicegraphsaccordingtoit.

5.3.1.2 Formulationofthecostfunction

WeaimatminimizingthetotalcostofmappingMS,subjecttoconstraints(5.1)-(5.6)derived
fromtheSLAS.EachISPhasadifferentcoststructure,however,here,weconsiderthe2

maincosts:networkpnet(MS)andhostingcostsfortheVNFpVNF(MS).Wedefinethecost
functionasfollows:

p(MS)=pnet(MS)+pVNF(MS) (5.7)
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Weassumethatthenetworkcostisproportionaltotheconsumedbandwidthonallen-

hancedservicepaths(CG-vStre):

pnet(MS)=
(u,v)∈E

(
(i,j)∈ES,j∉CDN

y
i,j
u,v∗bi,j) (5.8)

Wedonottakeintoaccountbesteffortpaths(vMG-CDN)inourmodelforcostcomputation,

sincetheISPwouldsupportthemevenwithoutthevCDNservice.

CostsforVNFiareassumedtobelinearfunctionsci(.)ofthebandwidthtransiting

throughortargetedatthem.

pVNF(MS)=
j∈NS
ci(
i∈δ+(j)

bi,j) (5.9)

Thenextsectionpresenttwoalternativeembeddingalgorithmsbasedonheuristics.

5.3.2 HeuristicEmbeddingAlgorithms

TheILPformulationhastheadvantageofbeingeasytounderstandandimplement,thanks

totheavailabilityofhighperformanceopensourcesolvers.However,itlacksscalability

asthetimetoconvergenceisexponentialwiththesizeofthenetworkandthesizeofthe

servicegraph,whichcanbeanissueforoperatornetworks.Forthisreason,wedevel-

oped2alternativeembeddingalgorithmsthatcanproducesub-optimalsolutionforwider

networks:theDummyalgorithmandageneticalgorithm.

5.3.2.1 DummyEmbeddingAlgorithm

Westartbydescribingasimplisticalgorithmthatcanproduceconstrainedembedding,

withouttakingintoaccountthecostfunction.

Thisalgorithmsimplytakeseveryservicenodeandmapsittoarandomphysicalnode.It

thencreatestheedgesfromthemappedparentofthenodebycomputingtheshortestpath

usingtheDijkstraalgorithm[Dijkstra,1959]onthephysicalgraph,weightedwithdelays.It

proceedsuntilallthenodesaremappedandfinallyreturns.

EvenifthisalgorithmdoesnottakeintoaccountthecostfunctionoftheISP,itcan

producevalidconstrainedmappingquiterapidlyinO(V2N×V
2
NS
)(whereVNisthenumber

ofphysicalnodesandVNS=thenumberofservicenodes).

AnotheradvantageforthisformulationisthatamappingM canbedescribedonlybyits

Nodemapping(thatisbyknowingonwhichphysicalnodeeachservicenodeisdeployed).

ItmeansthatadummymappingcanbewrittenasMdummy=M(n
s→n,ns∈NS,n∈N),

thedummyalgorithmbeinginchargeofcomputingtheEdgemapping(thephysicallinks

areusedtosupportaservicelink).Usingthisformulation,inthenextsection,wederivea

geneticalgorithmimplementationoftheinitialoptimizationproblem.
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Algorithm1:DummyEmbeddingAlgorithm

Data:ServiceGraphGS=(NS,ES),PhysicalNetworkGraphG=(N,E)

Result:AMappingM
1updateM withpre-mappednodes(GCandCDN);

2for̂nS∈NSdo

3 Navail←− GetAllNodeswithEnoughVMsforn̂
S;

4 P̂nS←−GetAllparentsofnoden̂
S;

5 whilen̂Sisnotmappeddo

6 choosenrandomrandomlyinNavail(withoutreplacement);

7 foreachnsp∈Nn̂Sdo

8 Gnsp,̂nS=(N,Ensp,̂nS)suchthat:Ensp,̂nS={e∈E,bwavail(e)>bwrequ(n
s
p,̂n

S)};

9 ensp,̂nS←−dijkstra_shortest_path(n
s
p,̂n

S,Gnsp,̂nS);

10 if∀nsp∈Nn̂S,∃ensp,̂nSthen

11 set_mappedM (̂n
S);

12 ifNavail= then

13 returnerror;

14returnM;
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Mutation Breeding

5.3.2.2 GeneticEmbeddingAlgorithm

Figure5.9:Illustrationofourmapping"genotypes",mutationandbreedingprocedures.

AGeneticAlgorithm(GA)[SrinivasandPatnaik,1994]isameta-heuristicthatconsiders

apopulationofcandidatesolutions,eachofwhichhavingagenotypeencodingitschar-

acteristics.Throughaniterativeprocesscalledevolution,thepopulationisusedtocreate

(orbreed)anewgenerationofsolutionbycombiningthegenotypesofindividualfromthe

previousgeneration.Duringthebreeding,genotypescanbemutatedsothatnewgenes



5.3.CDNAASSERVICEGRAPHEMBEDDING 105

Algorithm2:Geneticalgorithmusedforoptimization

Data:ServiceGraphGS=(NS,ES),PhysicalNetworkGraphG=(N,E)

Result:AMappingM
1pool←Generate50randomvalidmappingfromGSandG;

2whiletimeoutisnotreached

3 ANDiteration<max_iteration

4 ANDscore_improvement> do

5 pool←sort_by_fitness(pool);

6 whilechildren_poolisnotfulldo

7 parent1,parent2←weighedrandomdrawfrompool;

8 children_pool.add(breed(parent1,parent2));

9 pool← ;

10 foreachindividualiinchildren_pooldo

11 mutate(i);

12 M ←dummy_algorithm(GS,G,i);

13 pool.add(M);

14 iteration←iteration+1;

15 score_improvement←stallion/pick_best(pool);

16 stallion←pick_best(pool);

canenterthegeneticpool.Onecancomputethefitnessmeasure(thevalueoftheobjective

functionforeachsolution)whichwillbeusedtostochasticallyselectthebestindividualsto

breedfromforeachiteration.GAshavealreadybeenusedtosolveCDNallocationproblems

in[Boutenetal.,2015].However,authorsonlyconsideredtheplacementofcacheswith-

outselectingpre-configuredroutes.[Quetal.,2016]alsousedaGAtotackleScheduling

andResourceOptimizationinNFV,withadifferentobjectiveofreducingtheschedule

makespan.

Forourproblem,weconsiderthattheinitialpopulationisasetofvalidmapping

computedbyrunningseveraltimesthedummyalgorithm.Eachsolutionpossessagenotype

consistingofthenodemapping(e.g.,vMG1→NodeN°5),whichcanbesubjecttomutation

andwillbeusedto"breed"newsolutions,asshowinFigure5.9.Thefitnessfunctionisthe

costfunctionassociatedtothemappingofthesolution,takingintoaccountnetworkand

systemcosts.

Listing2showsourimplementationofthegeneticalgorithm.Westartbygenerating50

validsolutionsforourmappingproblem(line1).Then,eachmappingissortedbyfitness

(i.e.,decreasingcostfunction)andassociatedwithaweightcorrespondingtotheinverse

oftheobjectivefunction.Thechildrenpool(line7-8)isbuiltbydrawingtheparentsfrom

theparentpoolfromaweighteduniformdistribution,andapplythebreedingprocess.The
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Table5.3:#ofServicesgraphsandcomputationtime

FullClass ReducedClass

Geant
Geant R2058 R40115unfilteredfiltered

gen.time 20s 206s 10.1s10.2s52.1s

#services 35856 538 10 10 10

embeddingtime(ILP) - 563s 15.0s 14.8s 96.0s

Table5.4:CostParameters

ResourceType vCPU RAM Storage Ratiovm/Mbps Equivalence priceperm

vMG 2 4GB 20GB 1VMfor1,250Mbps m4.large 72$

vSTREAMER 36 244GB 48TB 1VMfor5,000Mbps d2.8xlarge 3,974$

Network 0.63$/Mbps

breedingprocessisauniformrandomselectionofgenesfromeachparent.Then,foreach

children,weperformarandommutation(somemappingcanbechangedtoanothernode

fromthephysicalnetwork)(line10-13).Finally,wecomputethemappingforeachchildren

andmoveontothenextiteration.Thealgorithmstopsafteratimeoutoramaximum

numberofiterationorwhenthescoreisnotimprovinganymoreforalongperiodoftime

(line2-4).

5.3.3 ServiceGraphGenerationandEmbeddingEvaluation

5.3.3.1 ILP-basedembeddingEvaluation

Inthissection,weevaluatetheServiceGenerationHeuristicandcompareitwiththeex-

haustivemethod.Todoso,wedevelopedasimulationenvironmentthatgeneratesservices

accordingtorandomSLAs,optimizesthemwithourILPsolverandfinallyselectsthebest

embedding. Wecarriedoutoursimulationsonarealtopologyretrievedfromanopen

database[Knightetal.,2011].WeparticularlyranourtestsontheGeanttopology(consist-

ingof28nodesand35edges),asitcontainsthemostcompletesetofdata(Bandwidth,GPS

coordinates,etc.)available.ThetopologyisloadedandNFVI-POPareassignedacapacity

of300VirtualMachines.EachvMGandvStreamerisdimensionedaccordingtotheserved

bandwidth,basedonlabmeasurementsonourprototypeimplementationconducted

withintheT-NOVAproject[T-NOVAConsortium,2016b].ForeachSLA,CGandCDNnodes

mappingareselectedrandomly,basedonweighteduniformdrawsonallthenodesin

thegraph. Wecomputedweightsasthetotalamountofedgebandwidthforeachnode,

selectingproportionallythemostweightednodesfortheCDNpeeringpoints(reflecting

thefactthatthosenodesareusuallywellconnected)andthelessweightednodesfortheCG
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(nodeslocatedattheedgeofthenetwork).Inthissection,wefirststartbycomparingthe

timerequiredtogeneratetheservicesoftheFullandReducedServiceGraphClasses,and

subsequentlywecomparethepricesobtainedbyembeddingtheservicesonthephysical

topology.

5.3.3.2 ServiceGraphGeneration

Table5.3showsthecomputationtimeresultsthatwasobtainedonaLaptopequippedwith

anInteli7-4600UCPU@2.10GHz,aftergeneratingtheservicesgraphsforaSLAcomposed

of4CGsand2CDNspeeringpoints. WecomparethegenerationtimeforboththeFull

andtheReducedServiceGraphClasses.FortheReducedClass,wegeneratedErdos-Renyi

randomgraphsRnewithnnodesandeedges.

Mostofthecomputationtimeisspentongeneratingtheservicegraphsandcomputing

theservicemappings.FortheFullClass,servicescanbeobtainedveryquicklydespitethe

factthatthetreealgorithmgenerates30k+services.Filteringtheservice-isomorphgraphs

helpsreducingthisnumberdownto538,albeitwithasignificantincreaseincomputation

time.Thiscanbeexplainedbythefactthatthegraphisomorphismalgorithmweuse,VF2,

hasaveryhighO(V!V)worstcasecomplexity,withVdenotingthenumberofserviceedges.
Incontrast,applyingtheheuristicreducesthenumberofpossibleservicesdrasticallydown

to10.Itshouldbenotedthatthecomputingtimeoftheheuristicincreaseswiththesizeof

thephysicaltopology,contrarytotheexhaustivemethodusedtocomputetheFullClass.

Finally,whencomparingthetotalembeddingtime,wecanseethatusingtheheuristic

reducesthegenerationtimefortheoptimalsolutionbyafactorof37.Wecanalsoseethat

thesizeofthegraphgreatlyimpactsperformances:computingtheembeddingonR40115is

about5timeslongerthanonR2058.WewillseeinSection5.3.3.4thatthegeneticalgorithm

canaddressscalingissuesbyprovidingapproximates.

5.3.3.3 Heuristicvsexhaustivemethodembeddingqualitycomparison

Fortheexperimentation,weusedtheSCIPtoolkittogeneratemappings3.SCIPemploysa

branch-and-boundapproach,whichiscomplementedwithlinearprogrammingrelaxation

andcuttingplaneseparators,usingconstraintspecificdomainpropagationalgorithmsand

conflictanalysis[Achterberg,2009].

UsingtheservicesgeneratedintheFullandReducedclass,weconductedanexperiment

on20randomlygeneratedSLAwithupto4CGandupto2CDN.Table5.4summarizes

thecostparameters.OursimulationresultsareshowninFigure5.10.Forcomparison,we

alsoincludedtrivialservices:(A)with1vMGand1vStreamerand(B)with4vMGsand4

vStreamers.TheresultsobtainedbyoptimizingontheReducedServiceGraphClassare

veryclosetotheresultsobtainedbytestingeverygraphintheFullServiceGraphClass.In

fact,weseeaverysmall0.71%costincrease,duetosuboptimalserviceedgebeingselected

3http://scip.zib.de/
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Figure5.10:CostComparisonofserieofsuccessiveembeddingperformedontheGeant

Topology

Table5.5:GeneticAlgorithmparameters

Parameter values

PoolSize 50

Timeout 5s

MutationRate 30%

Minimum/Maximumiterations 5/20

MinimumScoreImprovement atleast1%for3consecutiveiterations

bytheheuristic.Theheuristichasalsolowercostthantrivialservice(A)by7.4%andservice

(B)by63.8%.Thisshowsthatselectingthebestservice,inthepossibleservicegraphs,is

veryimportanttohavethebestmapping.

Letusnowproceedwiththeevaluationofthegeneticalgorithmthataimsatimproving

thescalabilityofthevCDNembeddingproblem.

5.3.3.4 GeneticAlgorithm

Theprevioussectionshowedthattheimpactofusingtheheuristicforservicegenerationis

verysmall.However,optimizingtheembeddingofthevCDNserviceoverlargenetworkis

impracticable,astheILPconvergencetimeisexponential.Weevaluatedhowthegenetic

algorithmcanbeanalternativetotheILPforlargenetworks.

5.3.3.4.1 ConvergenceTime

InFigure5.11,weevaluatetheconvergencetimeofthedummyandgeneticalgorithms

comparedtotheILP.WeusedrandomlygeneratedSLAswith4CGand3potentialCDN

peeringpoints.WerantheembeddingonasyntheticPowerlawgeneratedphysicalnetwork
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Figure5.11:Comparisonofsolverscomputationtime

rangingfrom10to200nodesandrepeatedtheexperiment50times,showingthemean

value.Table5.5showsthehand-tunedparametersforthegeneticalgorithm.

TheresultsprovethattheILPrunsfasterthatthegeneticalgorithmforsmallnetworks

(from10to50nodes).Indeed,thegeneticalgorithmtakesatleast5iterationstogeneratea

solution,whichespeciallyimpactstheconvergencetimeforsmall-sizednetworks.After

50nodes,theconvergencetimeoftheILPexplodes,whilethegeneticalgorithmhasa

morelineartrend.Forexample,for200nodes,usingthegeneticalgorithmreducesthe

computationtimebyafactorof10.Finally,theDummyalgorithmshowsanevensmaller

convergencetimeincreasewiththenetworksize.Evenifitdoesnotproducehighquality

results,itcanbeusedtoprovideafeasiblesolutionquickly.

5.3.3.4.2 EmbeddingQuality

Keepingthesameexperimentalsettings,wecomputedtheobjectivefunctionforeachphys-

icalnetworksize,andcomparedtheresultsforthethreecandidatealgorithms.Figure5.12

showshowtheILP,dummyandgeneticalgorithmcompetewhenconsideringembedding

qualityintermofcostminimizationfortheISP.

WecanseethattheILPhasalwaysthesmallestscore(i.e.,thebestembedding),butthe

geneticalgorithmstayswithina20%costincrease,whichisacceptablegiventhesavingon

computationtimeforlargephysicalgraph.

5.3.3.5 Towardanadaptiveembeddingalgorithm

Wesawthatbothheuristicandexhaustiveservicegraphgenerationprocedure,ononehand,

andILPandgeneticalgorithms,ontheotherhand,offerinterestingproperties:
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Figure5.12:Comparisonofsolversperformance

Figure5.13:Adaptivestrategyselectionalgorithm

•Theexhaustivegenerationprocedure,whileassuringthateverypossibleservicegraph

isevaluated,offerthebestembedding,butisverysensitivetothesizeoftheservice

graph.

•Theheuristicreducesthenumberofservicegraphtoevaluate,butofferslightly

degradedsolutions.

•TheILPoffersthebestpossiblesolutionsbutdoesnotscalewiththesizeofthe

physicalnetwork.

•TheGeneticalgorithmoffersbetterconvergencetimeforlargephysicalgraphs,but
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producessuboptimalsolutionswrttheILP.Itisalsoslowerforsmallphysicalnet-

works.

Weconsolidatedthefouroptionsintoauniqueadaptivealgorithmthatselectsthe

bestoneaccordingtothecharacteristicsoftheservicegraphandthephysicalnetwork,

asillustratedonFigure5.13.Inourimplementation,thedetectionofthe2thresholds(1

forservicegraphsand1forphysicalnetwork)isdonemanuallybytrialanderrorforeach

physicalgraph.Weplantoimplementarobustthresholddetectionmechanisminfuture

works.

5.4 CDNaaSDynamicSLAssupport

TheprevioussectiondetailedalgorithmsthatderiveServiceGraphsfromvCDNSLAsand

generateamappingbetweentheISPphysicalnetworkandthevCDNserviceimplemented

asaServiceFunctionChain.Thosealgorithms,however,consideredonlystaticSLAswhere

thebandwidthdemandandCGlocationstaythesamethroughouttheSLA.However,this

hypothesisdoesnotholdasmostoftheCPsexperiencetime-varyingconnectivityneeds

whichcanbeduetothetypicaldiurnalpatternofcontentconsumption,plannedreleaseof

highlyanticipatedseriesepisodes4,orflashcrowds.

Inthissection,weleverageonthepreviousoptimizationalgorithmsandfurtherextend

themtosupportdynamicSLAthatcanbenefitthevCDNCustomersandtheISPs.First,

wepresentadatasetusedtosimulatedynamicdistributedtrafficconsumption.Second,

wediscussthestepsrequiredtodeployandoperateavirtualCDNdeployedonanISP’s

network.Furthermore,wepresentevaluationresultsoftheproposedsolution,basedon

simplemodels.Lastly,weelaborateonoperationalparametersthatareusedtofurther

optimizethesolution.

5.4.1 vCDNstepsofdeploymentandoperation

WeshowthefivemajorstepsrequiredtodeployandrunavirtualCDNinFigure5.14,as

follows:

1.ThevCDNcustomercollectshistoricaldata.

2.ThevCDNcustomerusesthedatatopredictfuturebandwidthconsumption.

3.ThevCDNcustomerusesthetrafficpredictionstogenerateSLAsthatformalizethe

contractwiththeISP.

4HBOGO,theonlineVideoonDemand(VOD)serviceairingGameofThronesepisodessufferedoutage

duringthepremiereofSeason7https://goo.gl/JK6RAZ
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4.TheISPpriceseachSLAandembedsthevCDNasaservicefunctionchainintoits

network.

5.Becauseconnectivitydemandisverydynamic,theISPfurtheroptimizesservicesto

Step 1: Data 

Collection
Step 2: Traffic
Prediction

Step 3: SLA 
Generation

Step 4: SLA
Embedding

Step 5: Service

Optimization

copewiththefragmentationofitscomponentstoreducecosts.

Thesefivestepsarediscussed,inmoredetail,inthefollowing.

Content ASOther AS

Figure5.14:VCDNfivestepsofdeploymentandoperation

Figure5.15:Step1–DatacollectionshowingatypicalmixtureofASsatapeeringpoint

5.4.2 CDNtrafficestimates

CollectinghistoricaldataisrequiredforthevCDNcustomertounderstanditstrafficvolume

andtoprovisionserversandconnectivity.Inparallel,theISPmustconsideritsVNFcharac-

teristicstodeterminehowmanyserverswillbeusedtohostthesoftwarecomponents.

Trafficdataisnotpubliclyavailable;however,reasonableestimatescanbeinferredfrom

InternetExchangePoints(IXPs).IXPsconsistofinfrastructureswheretheISPandCDNusu-

allyestablishpeeringbetweentheirautonomoussystems.Weextractedpubliclyavailable
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dailystatisticsofmorethan50peeringpointsfromtheservicemonitoringwebpagesoffour

IXPs5.Thetrafficofeachpeeringpointaggregatesitsspecificmixtureofcontent,enterprise

network,andISPautonomoussystems.Usingthedatafromthepeeringdb.comAPI,wecan

preciselyestimatethebandwidthallocatedtoeachautonomoussystem.Weextractedthe

businesstypeofeachautonomoussystem:“cable/DSL/ISP,”“NetworkServiceProvider

(NSP),”“education/research,”“enterprise,”“nonprofit,”or“content”(CDNsandlargeCPs).

The“content”autonomoussystemsrepresentaverysignificantpartofthetraffic,asshown

inFigure5.15,sowecalculatedthistrafficbydividingthetotaltrafficbytheautonomous

systembandwidthshare.

5.4.3 TrafficPrediction

Fortrafficprediction,wegobeyondrelatedworkthatreliesonthepredictionofresources

[Kryftisetal.,2016]byalsotakingintoaccountchangesintrafficdemands.TrafficinCDNs

—andVoDinparticular—followsaveryspecificdiurnalpattern,asFigure5.16ashows.The

patternsarealsospecifictogeographicalregions,duetotimedifferencesandthebroadcast-

ingoflocalcontent(suchasaregionalsportingevent).Inaddition,exogenousbehavior

mightoccur—forexample,whenthefirstreleaseofapopularTVprogramdramatically

increasesdataconsumption.Sucheventscannotbeincorporatedintothemodelbyrelying

onhistoricaldataonly.Fortrafficprediction,weusedaSeasonalAutoregressiveIntegrated

MovingAverage(SARIMA)model,whichiswellsuitedtothepredictionofaggregatedand

backbonetraffic[SangandLi,2002]andcangenerateforecastseasily.Wealsocomputed

predictionintervalstoadjustthepredictedtrafficlevelaccordingtomodelfitness. We

focusedonmeasuringtheaccuracyofforecastsperformedona48-hourwindow.Tothis

end,weconductedtheevaluationusinga50+peeringpointsdatasetbelongingtofour

differentIXPs(IXP1toIXP4),collectedoverthreeweeks. Weusedtwometricsforthe

evaluation:theMeanAbsolutePercentageError(MAPE),aneasytounderstandpercentage

measureoftheaccuracyofforecasts,andtheMeanAbsoluteScaledError(MASE),amore

advancedmeasurethatcomparestheperformanceoftheforecastwithregardtoanaive

prediction[HyndmanandKoehler,2006](depictedinFigure5.16b).

BasedonMAPE,weobservethatthemodelsperformedratherwellwitha1.80percent

meanerroronthewholedataset.TheMASEmetricshowsmeanscoresaround1.1,withhigh

standarddeviations,meaningthatdependingontheconsideredtimeseries,theproposed

modelmightbewelladaptedinsomecasesbutnotothers. Weakerresultsaredueto

technicalmaintenanceoccurringclosetothepredictionwindowsforIX1,aswellastrend

breaksonthepeering-pointdatacausedbyanautonomoussystembeingaddedorremoved

fromIX2.(Handlingsuchplannedeventsispossiblewithexogenousvariablesbutthisis

outofthescopehere).Afterpredictingthetrafficdemand,thenextstepistohavetheISP

generatetheSLA.

5Thedatasetisavailabeathttps://data.nextnet.top
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(a)Forecastandpredictionintervals (b)Forecastqualitymetrics

(c)RatiosofSLAViolations (d)Priceswrtpredictionintervals

Figure5.16:Step2–Forecast,SLAandDiscretizationevaluations

5.4.4 SLAGeneration

AvCDNSLAprovidestheassurancethatacertainamountofbandwidthwillbeavail-

abletoagivengeographicareaoveragiventimeperiod.SLAsalsocontaintwonec-

essaryspecifications:the maximumacceptabledelayandthelistofexistingpeering

points,wherelegacyCDNtrafficexits”theISPnetwork.JeroenFamaeyandhiscolleagues

havepresentedaframeworkthatexploitsSLAstocreatecontentdeliveryfederationsbe-

tweentheISP(forthenetwork),cloudProviders(forstorage),andCPs(forpurchasingthe

service)[Famaeyetal.,2012b].Wefollowasimilarapproach,albeitconsideringtheISPas

theonlyactorprovidingtheservice.CDNProvidersgenerateSLAsfollowingthreesteps:

•Thepredictionst̂arediscretizedtogenerateastep-likeenvelopeofconstantband-

widthdemandchunks,asshowninFigure5.17(a).Thealgorithmfiltersthemaccord-
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ingtoasmoothingwindowoflengthwandappliesaK-Meanmethod,resultingina

discretestep-functionwithcpossiblevalues.

•TheSLAsaregeneratedbycreatinglayersofdemandchunksthathavethesame

bandwidthvalue,thankstothefunctionD(̂t,w,s)(seeFigure5.18).

•TheISPappliesitsppricingfunctiontocomputetherightSLApricepSLAstobe

proposedtotheCDNprovider,accordingtothefollowingequation:

pSLAs=pD(̂t,w,c)) (5.10)

Bydefinition,forecastsproducetheclosestpredictionspossible,whereastheCDNneeds

abuffertoavoidunderestimatingitstraffic.Thisbuffercanbeobtainedusingprediction

intervalsasabasisforSLAcreation.SelectingahighpredictionintervalreducesSLA

violations.AsshowninFigure5.16c(c),choosingan80percentor95percentprediction

intervaldecreasestheSLAviolationrateto8.2or4.3percent,respectively.Thestrong

advantageofusingpredictionintervalsisthattheyautomaticallyadapttothemodel’s

predictivepower.Ifdataisnotfittedwell,themodelgenerateslargepredictionintervals.

Thedrawbackofoverestimatingtheforecastisthatitleadstoanincreaseintheresulting

SLAprices,asthelevelofbandwidthprovisionedforeachSLAincreases.This,inturn,

affectsthetotalpricingfortheCDNProvider,asshowninFigure5d.Choosingthe80or95

percentpredictionintervalmodelsincreasethepriceby10.5or16.1percent,respectively.

Fromthatpointon,theCDNProviderdecidestheacceptablerisk/priceratiowithrespect

totheexpectedquality.Theratioisintendedtobehigherforsponsoredcontent(wherethe

contentispaidbyads,soaqualitydropcanbetolerated)thanforpremiumcontent(where

thecontentispaidbytheuser,withnocompromiseonquality).

Figure5.17:Differentdiscretizationpa-

rameters

Figure5.18: SLAgeneratedfromdis-

cretizedpredictions

Figure5.19:Step3–DiscretizationandSLAGeneration
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5.4.5 SLAEmbedding

Forthisstep,wedirectlyusetheadaptiveembeddingalgorithmspresentedinSection5.3.

Sincetheevaluationisperformedonasmall-sizednetwork(Geantwithlessthan50nodes),

theILPstrategyisusedfortheembedding.Forservicegraphgeneration,theselection

dependsonthenumberofncgCGsandncdnCDNpresentintheSLA.Inthiscase,the

heuristicservicegraphgenerationstrategyisusedwhenncg+ncdn>3.

SLA3

SLA4

+ =

Service 1

SLA1

SLA2

Service 1 Service 2a

SLA3

SLA4

+

Separate Embedding

Recombination + Migration

5.4.6 ServiceScheduling

Figure5.20:Step5–Dynamiccost-awarescheduling

WeherebypresenttwooptimizationmethodstocutthecostontheISPside.Wefirst

elaborateonthepossibleservicecombinations,beforestudyingtheimpactoftheISP

pricingfunctionontheSLAgeneratedbytheCDN.

5.4.6.1 ServiceMigration

Overtime,newSLAsmightarriveorexistingSLAsmightexpire,resultinginchangestothe

underlyingservicesdeployedbytheISP.IfanSLAexpires,theISPreleasesthebandwidth

reservationsforthevirtuallinksassociatedwiththatservice.Ontheotherhand,when

newSLAsarrive,thebandwidthdemandincreases.Inthiscase,itmightnotbepossibleto

embedtheincomingSLAsusingthesamephysicallinksorthesamePoP,duetocapacity

constraints.Toalleviatethis,weconsidertwostrategiesavailabletotheISPtominimizethe

embeddingcost(seeFigure5.20).
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Figure5.21:Exampleoftheevolutionof
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Figure5.22:Evaluationimpactofservice

optimizationanddiscountpolicy

•Strategy1—Separateembedding.TheISPcreatestwoservicessidebyside,with

eachservicebeinginchargeofimplementingasubsetoftheSLAsrequiredbythe

CDN.

•Strategy2—Recombination+migration.TheISPrecombinesalloftheSLAswithin

thesameservice.Eventhoughitmightappearmoreefficientforresourcespreading,

VNFmigrationsmightbenecessary,increasingthecostofthenewservice.

TheISPselectsthestrategythatminimizestheembeddingcostandsubsequentlyde-

ploysthenewservices,wheneverthereareneworexpiringSLAs.

Figure5.21showstheevolutionoftheembeddingcostovertime.Inparticular,thefigure

highlightsthevariationoftheoptimalcost,bandwidthdemandincreasesanddecreases,

andthecostsavingsinducedbyStrategy2ofrecombiningservices(includingmigration

costs).

5.4.6.2 AdjustingtheISPpricingscheme

ThemigrationofVNFsisanopportunitytofurtheroptimizetheservice,butalsoaneces-

sitytoreduceservicefragmentation.Inthisrespect,westudiedhowtoreduceservice

fragmentationthroughtheimpactoftheISPpricingfunctionontheSLAs.

ISPsandCDNProvidershaveconflictinginterestsregardingSLAs.Ontheonehand,

theCDNProviderwantstogenerateSLAsascloseaspossible”toitstrafficforecasttolimit

theoverheadofthediscretizationalgorithm.ThebeststrategyfortheCDNwouldbeto

generateanewSLAforeachforecastvalue,preciselymatchingtheestimates.However,

thisstrategywouldleadtoalargenumberofSLAsand,inturn,theneedfornewservice
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embeddings,resultinginsubstantialmigrationcostsfortheISP.TheISPthuswantsto

limitthenumberofSLAstoabareminimum.Tothisend,theISPcanpromotefewerand

longer-lastingSLAsthroughitspricingschemes.Byapplyingadiscountratedependingon

thedurationoftheSLAs,theISPcanincentivizetheCDNtoadaptitsdiscretizationstrategy

toreducethenumberofSLAs.

TounderstandhowthediscountratioinfluencesISPrevenue,weconsideredan

exponential-decayingpricingfunctionforSLAsupto24hoursandassumedthattheCDN

wouldgeneratetheSLAsbychoosingthediscretizationparametersthatminimizesitscost

withregardtoitstrafficpredictions.SLAswerethenusedtorunasimulationandcompute

theoverallembeddingcostfortheISP.Finally,wecomputedtheISPprofitfromtheISP

costandtheCDNcostandrepeatedthisexperimentforseveraldiscountratiosandcost

hypotheses.

Figure5.22showstheresultsweobtained.Weconsideredthreehypothesesdepending

onthecoststructureoftheISP(low,average,orhigh),takingintoaccountVMhosting,

networking,andVMmigrationcosts.Themainoutcomeisthatthecoststructureofthe

ISPinfluencestherelevanceofimplementingthediscountmechanism.Inourhypothesis,

forthehighcoststructure,weseethatthediscountmechanismmustbeimplemented.

Infact,theserviceislucrativeonlyfordiscountratiosbetween25and65percent—with

thehighestprofitmarginvaluebeingapproximately40percent.Atthesametime,forthe

averagecoststructure,weseethatthediscountmechanismhaslittleimpactontheISP

revenueforvaluesbelow35percent.TheISPcanthereforeusethediscountmechanismto

adjustitsoffertothemarketpriceforCDNservice,withouthurtingitsprofit.Finally,for

thelowcoststructure,weseethatimplementingthediscountmechanismisnoteffective,

becauseitonlyreducestheprofits.

Toconclude,thediscountmechanismshouldbeadjustedforeachISPcoststructure

andcandecreaseOperationalExpenditure(OPEX)byinfluencingdecisionmechanismsfor

hardwareandsoftwareinvestments[Seamanetal.,2012].

5.5 Conclusion

ThedeploymentandoperationofvCDN,asreportedinthissection,wouldbringstrong

addedvaluetothewiderangeofusecases,asfollows:

•FootprintextensioninlowdensityareaslettingaCDNexpanditsconnectivityinan

areawhereitisnoteconomicallysustainabletosetuppermanentpeering.

•QualityimprovementfornichemarketslettingaCDNdeliverhigh-qualitymedia(4K,

8K...)overHTTPwithonlyasmalldelaytowardthestreamingserver.

•Bandwidthburst—lettingaCDNtemporarilyincreaseitsbandwidthinageographical

areatoservemoreusers.



5.5.CONCLUSION 119

•VirtualCDNoperatorlettingISPsdeliverthecontent,makingitpossibletoexperiment

withnovelcontentdistributionparadigmsthroughvirtualization.

Inparticular,forthecaseoffootprintextension,oneofthemissionsoftheFEDEREuro-

peandevelopmentprogramistofightagainstnumericaldeserts”byinjectingsubstantial

amountsofmoneytostrengthenaccesstoICTinruralareas.TheISPhasaroletoplay,not

onlyinbringingconnectivitytotheseareasbutalsoinproposingefficientcontentavail-

abilityatalllevels,includingthosethatareenvironmentallyfriendlythankstovirtualized

vCDNplatforms.Theeaseofdeployment,operation,andoptimization,providedbyour

proposal’sSLAgeneration,SLAembedding,andserviceoptimization(steps3–5),should

contributetotheappropriationofsuchusecasesbytheISP.

Forthecaseofqualityimprovementfornichemarkets,intermsofultra-high-definition

(UHD)instantstreamingservicesoverHTTP,maximumdelaysneededtoreachthe100or

200Mbpsmarkareoneorderofmagnitudegreaterthanthedelaystypicallyexperienced

today.IntegratingdeliverysolutionswithinISPnetworksthroughavCDNdeployment

willgreatlyhelpCPstotargetthisUHDnichemarket.Indeed,thankstoourproposal’s

trafficprediction,SLAgeneration,andSLAoptimization(steps2,3,and5),predictionand

assuranceofend-to-endlatenciesarepossible.

Forthebandwidthburstcase,becauseCPsstillfaceoutageswhenreleasingtheirhighly

anticipatedcontenttothemarket,vCDNcouldhelpbyoffloadingtheirownnetworks

bypushingtheircontentevendeeperintotheISPnetwork.Suchoperationcouldalso

offerguaranteedresultsthroughtrafficpredictionandSLAgeneration(steps2and3inour

proposal).OntopofofferinglowercostscomparedtotraditionalphysicalCDNdeployments,

thismodelcanprovideservicequalityguarantees.

Finally,forthecaseofthevCDNoperator,virtualizingcontentdeliverycaneaseexper-

imentingwithnovelarchitecturesandalgorithms,suchascontent-centricnetworksand

multisourcedeliveryprotocols.Infuturework,weplantoquantitativelyassessthegainfor

everyactor(CP,CDN,andISP)ofthevCDN.
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6
Conclusionandperspectives

Overtheyears,theInternethasalwaysfoundwaystoreinventitselftoadaptgracefullyto

newservicesandnewuse-casesandcommercialinterestsplayamajorroleinshapingits

ongoingdevelopment.Today,withthedemocratizationofonlinevideos,massivecontent

distributionisthelatestchallengethatneedstobeaddressed.Onlythistime,ontopof

technicaldifficulties,actorsmustovercomeconflictingeconomicinterestsandfluctuating

regulationsatunprecedentedscale.Withoutasoundcollaborationbetweenthem,achieving

thetargetofprovidingtheexpectedqualityofexperiencetoaworldwideaudienceofbinge-

watchingcustomerswouldcontributetotheossificationoftheInternet,bymultiplyingthe

deploymentofparallelnetworksofedgecaches.

ThisthesisdemonstratedthatSoftwareDefinedNetworkingandNetworkFunction

Virtualization,thetwopillarsofNetworkSoftwarization,canbeusedtoimplementa

versatilevirtualizededgenetworkcapableofdeliveringcontentaccordingtohigh-level

SLAs.WithNFV-capablepointsofpresence,athirdpartycanhostitsownimplementation

oftheContentDeliveryfunctionwithintheISPedgetoaccommodateitsspecificneeds.

Indoingso,thesaiditisabletocomplementitsownexistingnetworkwithguaranteed

bandwidthandlatencytoofferunprecedentedQualityofExperiencetoitscustomer.Finally,

SDNwasusedtoimplementnetworkmanagementandServiceFunctionChaininginthe

NFVinfrastructure.

GoingonestepfurtherthantraditionalCloudComputingmodels,thecontentdelivery

networkasavirtualnetworkfunction,CDNaaS,makescollaborationnotonlyfeasible,but

alsomutuallybeneficialbyreducingtheneedforpeeringandbycreatinganewrevenue

streamsforISPs.Thankstohigh-levelServiceLevelAgreements,ISPscanproposetheCDN

functionasaservicewhileoptimizingitsdeploymenttotargetcostreduction.Inthisthesis,

weproposedseveralalgorithmsspecificallydesignedtomakecostreductionanddynamic

schedulingofSLAspossible.

121
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Evenifmakingthecollaborationpossiblebetweencontentdeliveryactorsprovides

betterqualityfortheEnd-Users,itdoesnotnecessarilypromotecompetitionontheContent

Providermarket.Promotingcompetitionisimportanttopreventverticalintegrationof

contentdeliverythathasthesameconsequencesasthelackofcollaborationwrttothe

ossificationoftheInternet.Ontheotherhand,End-userswillingtoaccessaspecificcontent

donotnecessarilycareaboutthecollaborationschemeimplementedbehindthehood

bytheactorsofthevaluechain,aslongastheygetthebestpriceandbestquality.Based

onthisobservation,wedesignedadecentralizedbrokeringmechanismthatselects,for

eachcontentsession,thebestServiceChainfordelivery,bycomputingtheoptimalmix

betweenCPsandCDNproviders(includingCDNaaS)throughtheuseofblockchainand

smartcontracts.

Webelievethatourworkisanimportantsteptowardpracticalvirtualizationofthe

contentdelivery.However,ourproposedarchitectureandmodelsarefirststepsinthisarea

withexcitingprospectsforfutureworkthatfollownaturallyfromthisthesis.

EnhancingContentdistributionthroughfog-scalestorage

InChapter3,wedescribedtheintegrationofadistributedstoragesolutionbasedonan

objectstorageenginerelyingonlargestoragearrays.Evenifthistechnologyhasbeenwidely

adoptedbycloudprovidersforadecade,ittacklesnaivelytheproblemsofunreliablelatency,

lackofmobilitysupportandlocation-awareness.

Theconceptoffogcomputingpromotestheusageofedgeresourcesinacooperative

manner.Forcontentdistribution,resourcepoolingallowsintegratingthecommunication

resourcesofmultipleedgedevicesandexploitingthediversityofusers’channelcondi-

tions[Tangetal.,2017].

Theuser-centriccollaborationmodelproposedinSection4.3wouldbenefitforsuchan

approachbyprovidingadditionalreliabilityguarantees.Thedifficultyofdevelopingappli-

cationsthatarebothcorrectandefficientinusage(forbothaneconomicandperformance

perspective)oflarge-scaledistributedresourcesatFog-computingscaleisaninteresting

researchchallengetobeaddressedinthenearfuture.

NetNeutralityandaccesstoculture

InChapter4,wequicklydiscussedtheNetNeutralityquestionsthatthecollaboration

betweenISPsandCPsraise.Thoroughlyaddressingthistopicgoesfarbeyondthescopeof

thisthesisandrequiresaspecializedjuridicalopinion,especiallyinacontextwhentheNet

Neutralityregulationsarequicklyevolving.

Thismatteralsorelatestothebroadertopicofpublicwelfare.Preservingtheequitable

accesstoabroadcultureisofparamountimportancewhenconsideringthatmostofthe

bigOTTplayerscomeprimarilyfromtheUnitedStatesandparticipateinthediffusionof

amono-culture.IfahandfulofUScontentprovidersownthestudiosthatproducethe
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content,thenetworksthatdistributethecontentsandthesearchenginesorrecommender

systemstodiscoverthecontent,thentherewouldbenoalternativelefttotheEnd-Users.

Somenationalregulations(suchastheFrenchculturalexceptionpoliticalconcept)promote

astateinterventioninthemeansofproductionanddiffusionofculturalgoodstoassurethe

subsistenceofasovereignculture/mediaindustry.Suchregulationsmightnotadaptfast

enoughtocovernewcontentdistributionparadigms.

Forthesereasons,weplantocarryoutamultidisciplinarystudythat:

•evaluatescollaborativecontentdistributiontechnologieswrttheirlegalvalidityfor

NetNeutralityregulations;

•questionstheeconomicmodelsforthewholevaluechaintohighlightuncompetitive

behaviors;

•proposesanextensiontoexistinglegislationtotakeintoaccountnewcontentdistri-

butionparadigms.

ReliabilityandtruthfulnessofBlockchainandSmartContracts

InSection4.3.2.1,wepresentedablockchain-basedmodelthatleveragessmartcontracts

thatcomputethebestcollaborationschemeforacontentsession.Thismodelsuffersfrom

alegaluncertaintyregardingtheexactstatusofsmartcontracts.Somearguethattheyare

basedonathinconceptionofwhatlawdoes,andhowitdoesit[Levy,2017].

Anotheraspectthatmayimpedetheadoptionofsuchsmart-contractbasedschemes

istheimpossibilitytoappealtheresulttheirresults.Indeed,withoutaproperformal

verificationofthecode,theimplementationmaynotbefreeoferrorsandcanbeex-

ploited.Atbest,thisreducesthetrustusershaveintheblockchainsystem(defeatingits

purpose),andatworstitcandestroyvaluebywritingspuriousresultsintheblockchain

forever[Atzeietal.,2017].

Forthesereasons,weplantoproposeamodeltoimprovebothlegalityandtrustin

smartcontractsbyusinganexternal(andpossiblyhuman)legalarbiter.Thisstudywillalso

beconductedinamultidisciplinaryapproachwithlegalexperts.

Wehopetoinvestigatethesetopicsaspartofourongoingeffortstowardshapingthefuture

ofcontentdistributionontheInternet.





APPENDIX

A
RésuméenFrançais

L’objectifdecettethèseestdeprouverqu’ilestpossible,enutilisantlesnouvellestech-

nologiesdeprogrammabilitéderéseauxdecréerunéco-systèmesoùladistributionde

valeurliéeàladiffusiondecontenuparcontournement(OTT)estmieuxrépartieentreles

différentsacteursdelachainedevaleur.

A.1 MotivationpourlavirtualisationduCDN

Nousillustronsdansunpremiertempsquelssontlesproblèmesactuelsde manque

d’équilibredanslachainedevaleur,pourlesfournisseursd’accèsàinternet(ISP,Inter-

netServiceProviders)quidoiventassurerlamajeurpartiedesinvestissementsdansles

infrastructuresréseaux.Cesinfrastructuressontenmajoritéutiliséesparlesfournisseurs

decontenus(CP,Contentproviders)pourlivrerlecontenumultimédiademandéparles

utilisateurs,soitdirectement,soitpardesintermédiairestechniquesspécialisés,telsdeles

CDN(ContentDeliveryNetworks).

Notretravailestmotivéparlefaitque(1)lesISPsnebénéficientquetrèspeudelamanne

financièregénéréeparl’augmentationdelapopularitédesservicesparcontournementet

que(2)lesutilisateursn’ontpaslapossibilitédebénéficierd’unmarchédelalivraisonde

contenutrèsconcurrentiel,carlesacteursmajeursonttendanceàconcentrerlesrôlesen

bloquantles"locus"decompétitiontrèsenamontdelachainedevaleur.

LesISPsnepouvantpasaugmenterlerevenuqu’ilstirentdesopérateursenraisondela

commoditisationdumarchédelaconnectivitéIPetquelesrèglesdeneutralitéderéseaux

empêchentcesderniersdecréerunmarchébifaceoùlesfournisseursdecontenusseraient

facturés.

Nousdéfendonsl’idéeselonlaquellelavirtualisationdelafonctiondelivraisonréseau

permetauxISPdeproposerdesservicessimilairesaucloud-providerstoutenassurantla
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qualitédelivraisonboutenbout.Nousarguonsdemêmequ’enplusdespossibilitésoffertes

parl’approcheNFV,deseffortssupplémentairessontnécessaires,commelaséparationdes

intérêtsentrelesacteursimplémentantlacouchephysiqueetlesacteursresponsablesde

l’utilisationdelacouchevirtualisée.Danscettevision,nousproposonsCDNaaS,précisons

lesaspectsdel’architectureréseaunécessaireàunecollaborationmutuellementbénéfique

entretouslesacteursetdétaillonslesproblématiquesspécifiquesliéesauplongementde

cettefonctionréseauvirtualiséedansleréseauopérateur.

A.2 CDNaaS:l’Implémentationderéférence

Notrepremièrecontributionconsisteàproduirel’architectureetl’uneimplémentationde

référenced’uneFonctionRéseauxVirtualisée(VNFvirtualNetworkFunction)deLivrai-

sondecontenu(vCDN,virtualContentDeliveryNetwork):CDNaaS(CDNasaService).

ReprenantlesprincipalesfonctionnalitésoffertesparlesCDNstraditionels,CDNaaSgère

l’ingestiondecontenu,leplacementdecontenudanslescachessituéesenborduredu

réseau,ainsiquel’assignationdescachespourchaquerequêteutilisateur.

Lesfonctionssontassuréespar3modulesdontnousdétaillonsl’implémentationet

évaluonslesrésultatsentermedetransfertdedonnées,passageàl’échelleetintégration

avecl’architecturestandardMANOproposéeparl’ETSI.Nousavonseffectuécestestssur

unevéritableplateformeNFVdéployéedanslecadreduprojetT-NOVA.

A.3 DéploiementdeCDNaaSdansleréseauopérateur

NotredeuxièmecontributionviseàdémontrerqueCDNaaSpeutêtrevucommeune

solutionbénéfiqueàlafoispourlesopérateursréseauxtélécom,maiségalementpourle

restedel’écosystème.Acetitrenousproposonsunearchitecturequiviseàdéployerdes

instancesdeCDNaaSdéveloppéesparlesCPouCDNdanslesréseauxopérateursgéréspar

lesISP.

Pourcefaire,nousproposonsledécoupagedudéploiementen3plans:(1)leplan

infrastructurequipermetàl’ISPdegarderconfidentielleslesdonnéesissuesdudéploiement

physiquedesrouteurs,liensetserveurs,(2)leplandelivraisondecontenuquipermet

auCP/CDNdedéployersesfonctionsréseauxetdelegérerviadesliensvirtuelset(3)le

plandemanagementoùl’ISPetleCP/CDNnégociententreeuxunSLAduhautniveau

correspondantauxcaractéristiquesdelalivraisondecontenu(e.g.débit,latence,nombre

declientssimultanés).

CDNaasviseàétablirunecollaborationentreISPetCDN.NouscomparonsCDNaas

auxautresmodèlesdecollaborationsdéjàexistantsàl’aided’unemodélisationbaséesurla

théoriedesjeux.Aprèsavoirnotédemanièreformellelescoutsetdépensesdesacteurs

ciblésdansuntableau,nousécrivonslejeuenformenormaleetcherchonsàétablirles
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conditionspermettantderendrelasolutionCDNaaSoptimale(i.e.oùlastratégieCDNaaS

eststrictementdominante.)

A.4 Sessionsdecontenuecentréessurl’utilisateur

Notretroisièmecontributionétendlacontributionprécédenteenmettantl’utilisateurau

coeurdusystèmedecréationdesessiondecontenumultimédia.Nousproposonsune

architectureréseaubaséesurlacompétitionquipermetàplusieursacteursdelachaine

devaleurdeproposerleursservicespoursatisfaireunemêmerequêteutilisateur.Nous

proposonsunsystèmedecourtagebasésurleblockchainetlescontratsintelligents,dans

lequellesutilisateursenvoientleursrequêtesdecontenus.TouslesCPétantencapacitéde

satisfairecetterequête(enlicenciantlecontenuàl’utilisateur)proposentleurservicepour

unprixdonnéenpubliantàleurtouruncontrat.Delamêmemanière,chaquefacilitateur

technique(TE)hébergeantlecontenupeutproposersesservicesenpubliantàleurtourun

contratintelligentcorrespondant.Lecontratintelligentinitialarbitrelecontratlemoins

onéreuxetlalivraisondecontenupeutcommencer.

Nousdécrivonslesdifférentesmodalitésdedéploiementsdesservicesréseauxdelivrai-

sondecontenusrésultants,baséssurlesCDNtraditionnels,desCDNvirtuels(CDNaas)

ainsiquedesmicro-CDNhébergéssurlespasserellesréseaudesutilisateursfinaux.

Nousévaluonslesystèmeainsiproposéparunesimulationàévènementdiscretqui

montrequel’utilisationconjointededifférentsfacilitateurstechniquesetfournisseursde

contenuréduitleprixfinalpourl’utilisateur.Nousavonségalementimplémentéunepreuve

deconceptàl’aideduprojethyperledgerfabricmontrantquelescapacitésdepassageà

l’échellepermettentd’assurerlacréationducontratfinaldanslestemps.

A.5 AllocationderessourcepourlesVNF

Notrequatrièmecontributionconsidèreleproblèmedel’allocationderessourcesdans

lesNFVsappliquéeàCDNaaS.Pourcelanousproposonsunesolutionpourlestroissous-

problèmesliés.

Pourleproblèmedelagénérationdeschainesdeservices,nousproposonsuneheuris-

tiquepermettantderéduirelataillededel’échantillondesservicespossiblessanspour

autantréduirelaqualitéduplongementfinal.

Pourleproblèmedeplongement,nousproposonsdeuximplémentations,basées

l’unesurlaprogrammationlinéaireetpourl’autresnousutilisonsunemétaheuristique

d’algorithmesgénétiquespermettantd’augmenterlepassageàl’échelledelasolution

linéairepourlesgrandsréseauxd’infrastructure.

Finalementpourleproblèmed’ordonnancementdesVNFs,nousfournissonsundataset

dérivédel’observationlongitudinaledutraficdespointsd’échangeinternetcoupléavec



128 APPENDIXA.RÉSUMÉENFRANÇAIS

lesdonnéesdepeering.Graceàcedataset,nousdémontronslapossibilitédegénérerdes

prévisionsendogènesdutrafic.Nousproposonségalementunalgorithmedediscrétisation

dutraficafindegénérerlesAccordsdeniveaudeServicesdynamiques,etmontronsqu’il

estpossiblederéorganiserlesservicesprécédemmentdéployésafindelesconsolider

enprenantencomptelescoûtsdemigrationdesmachinesvirtuelle. Nousconcluons

surl’existenced’unmodèledefacturationoptimalparl’ISPpouradapterleschoixde

discrétisationdutraficauxpossibilitésdeconsolidationduservice.

A.6 Conclusion

danscettethèsenousavonsmontréqueCDNaaspeutêtre(1)unebonneréponseauxprob-

lématiquesactuellesdelivraisondecontenumultimédia(2)mutuellementprofitablepour

lesISP,lesCPetlesutilisateurs(3)complémentairesauxtechnologiesexistantesdelivraison

decontenupourréduireleprixetassurerlaqualitéet(4)gérableàl’aided’algorithmes

adaptésdegénérationdegraphesdeservicesetd’optimisationduplongement.
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