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Abstract

English version

The Internet is nowadays a major component of our lives. Also called the network of
the networks, the Internet is a giant network composed of thousands of interconnected
networks. These networks are composed of routers, themselves having multiple interfaces,
that connect to each other to be able to carry the traffic from one point to another. All
these connections form a structure, called the Internet topology, that has been questioning
the scientific community since its creation. A better knowledge of the Internet topology
helps to answer questions such as: Which countries the traffic is crossing? Is the Internet
robust to outages? These questions implicitly concern billions of users, and motivate this
work to better capture the Internet topology. Network topology being often considered
as an industrial secret, researchers perform measurements from vantage points connected
to the Internet to reveal it.

This thesis presents new measurement techniques that provide a more complete view
of the Internet topology. At IP level, it presents the last evolution of the well known
traceroute tool and the first system capable of mapping all the IPv4 load balanced
paths in 2.5 days, providing the most complete view of the IP level topology from a single
server ever obtained. At router level, it presents the first alias resolution technique based
on ICMP rate limiting.

This thesis will allow more thorough studies of the Internet through the completeness
of the topology discovered, and open the possibility to better study the dynamics of the
Internet topology.
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French version

Internet joue aujourd’hui un roéle crucial dans notre vie quotidienne. Aussi appelé “réseaux
des réseaux”, Internet est un réseau géant composé de milliers de réseaux interconnectés.
Ces réseaux sont composés de routeurs, eux-mémes possédant de multiples interfaces, qui
s’interconnectent pour transporter le traffic d’'un point & un autre. Toutes ces intercon-
nections forment une structure appelée topologie d’Internet, qui intéresse la communauté
scientifique depuis sa création. Une meilleure compréhension de la topologie d’Internet
permet de répondre a des questions comme: Quels pays mon traffic traverse-t-il? Est-ce
qu’Internet est robuste en cas de panne? Ces questions concernent implicitement des mil-
liards d’utilisateurs, et motivent cette thése pour mieux capturer la topologie d’'Internet.
Les informations topologiques relevant souvent du secret industriel, les chercheurs ef-
fectuent des mesures depuis des points connectés a Internet pour les révéler.

Cette thése présente de nouvelles techniques de mesures qui permettent une meilleure
vue de la topologie d’Internet. Au niveau IP, celle-ci présente la derniére évolution de
traceroute, et le premier systéme capable de cartographier les chemins a répartition de
charge sur ’ensemble d'TPv4 en 2,5 jours, fournissant la vue la plus compléte d’un serveur
jamais obtenue. Au niveau routeur, celle-ci présente la premiére technique de résolution
d’alias basée sur le “ICMP rate limiting”.

Cette thése permettra des études plus exhaustives d’Internet, grace a la complétude
des topologies découvertes, ainsi que des perspectives d’études sur les dynamiques de la
topologie d’Internet.



Chapter 1

Introduction

Internet, the “network of networks”, has been questioning researchers since its creation.
In particular, since Internet has expanded to thousands of interconnected networks, and
millions of interconnected machines, revealing its structure, or its topology, is a challenge
that have been of primary interest. Despite all the efforts of the scientific community;
there have beeen hundreds of papers published on Internet topology since 1990 (|50, 69,
134, 34, 65] to only cite those); no one has a clear and exhaustive view of the real Internet
topology [32, 117, 94]. At a high level, the Internet is composed of Autonomous Systems
(AS) communicating together. According to the RFC 1930 [76], “an AS is a connected
group of one or more IP prefixes run by one or more network operators which has a
SINGLE and CLEARLY DEFINED routing policy.” Each AS has a knowledge of its
own networks, and does not share this knowledge with others; networks topology is often
considered as an industrial secret. Moreover, the Internet topology is a dynamic structure.
Outages, attacks, or new peering agreements between autonomous systems are some of
the events that can temporarily, or definitively, modify the Internet topology.

In this introduction, we first motivate the needs for capturing Internet topology
(Sec. 1.1), then present the different levels of the Internet topology (Sec. 1.2), and present
high level metrics to better capture Internet topology (Sec. 1.3). We finally introduce our
different contributions to the field (Sec. 1.4).

1.1 Motivation

Internet topology is crucial to our understanding of the Internet because it supports a
lot of other works that have a direct impact on the end user of the Internet. Supported
topics include resilience to outages or attacks [122, 92|, security [133], troubleshoot of
congestion [90], geolocation [84], or also mapping of Autonomous Systems interconnec-
tions [104].

Outages, attacks, security and congestion are directly related to the quality of expe-
rience perceived by the end user, while geolocation involves political issues, e.g., enables
Internet censorship [63]. A better mapping of Autonomous Systems interconnections in-
volves socio-economic issues, as Internet providers have an important interest to know
with whom their competitors are connected with.

Last but not least, capturing the Internet topology is a challenge in itself for basic
science. It is somewhat disconcerting that one of the major advance of the 20th century
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12 CHAPTER 1. INTRODUCTION

remains obscure.

1.2 Multiple levels of the Internet topology

The Internet topology has been studied at three different levels, from coarse grain to fine
grain: Autonomous Systems (AS), router, and IP. The Internet is composed of thousands
of AS that are connected between each other |71, 97]. The map of these ASes is called the
AS level of the Internet topology. These AS are physically connected via routers. Each
AS is composed of multiple routers that are also interconnected. The map of these routers
is called the router level of the Internet topology. Each router owns multiple interfaces,
that physically or virtually connects with other interfaces of other routers. Each interface
is given an IP address and those interfaces communicate via the IP protocol. The map of
these interfaces is called the IP level of the Internet topology.

A classic approach to build the Internet topology is to first collect the IP level, and
then build the router level based on this IP level [3]; if the traceroute mechanism can
reveal the IP level topology, there is no such “straightforward” technique to reveal the
router level. The process to step from the IP level topology to the router level topology is
called alias resolution. The AS level can be obtained by jointly using BGP (the Internet
protocol that allows communications between AS) [114]| data with IP and router level
topology [95, 103].

All the three levels are independent fields of research, and in this thesis, we focus on im-
proving the techniques for collecting IP level topology and building router level topology;
we provide new techniques for capturing the IP level topology and alias resolution.

1.3 Completeness and accuracy

There are two aspects that can be used to measure the quality of a captured IP or router
level topology: completeness and accuracy.

Completeness consists in trying to reveal the most possible components of the Internet
topology. This translates into the number of elements that are seen, and the different
connections between them. At the IP level, elements are IP interfaces, while at the router
level, elements are routers. The more complete, the better.

Accuracy consists in trying to reveal only “real” components of the Internet topology.
For example, at the IP level, we do not want to reveal false links [38|. At the router level,
we do not want to map two IP addresses belonging to two different routers to the same
router, and vice versa, we do not want to map two IP addresses belonging to a same
router to two different ones.

These concepts of completeness and accuracy are the unifying goal of this thesis, that
is to provide more complete and more accurate maps of the Internet.

1.4 Contributions

We make three major contributions in this thesis that improve the capture of the Internet
topology at the IP and the router level, that compose the chapters of the thesis:
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Multilevel MDA-Lite Paris Traceroute (MMLPT) [129] (Chapter 3), which improves
the accuracy and the completeness of IP and router level topology between a source and
a destination.

Diamond-Miner: Comprehensive Discovery of the Internet’s Topology Diamonds [128§]
(Chapter 4), which improves the completeness of IP level topology at Internet scale.

Alias resolution based on ICMP rate limiting [128] (Chapter 5), which improves the
completeness and the accuracy of the router level topology at a scale of thousands of IP
addresses.

Before delving into the details of each of those contributions, Chapter 2 presents the
background and related work of the different contributions necessary to a full understand-
ing of our different pieces of work.
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Chapter 2

Related work

This chapter introduces the concepts, background and related work that are fundamen-
tally related to Internet cartography. This includes concepts of traceroute, load balancing,
multipath, alias resolution, stateless probing, and Internet mapping systems. Other con-
cepts, background and related work specific to a particular chapter but not necessarily
related to Internet cartography are given in the corresponding chapter. We make this
choice because we believe this related work will be better appreciated with more context
presented in the chapters. This includes network simulators (Chapter 3), Internet path
dynamics (Chapter 4), and ICMP rate limiting (Chapter 5).

This chapter follows the structure of the thesis, each of the sections corresponding to
one chapter. We finish by summarizing the current challenges of the field that we tackle
in the conclusion of this chapter.

2.1 A better multipath traceroute

In chapter 3, we present Multilevel MDA-Lite Paris Traceroute (MMPLT), the last suc-
cessor of the well known traceroute tool, invented by Van Jacobson in 1988 [78|. This
section provides the related work on the historical techniques on which MMLPT is built
(Sec. 2.1.1), and on IP and router level topology discovery techniques (Sec. 2.1.2).

2.1.1 The lineage of traceroute
Traceroute

Invented in 1988 by Van Jacobson, traceroute was firstly designed for network operators
for troubleshooting and debugging purposes. It is a command line tool, taking as input
an IP destination and giving in output a sequential list of IP interfaces belonging to
routers on the path. It leverages the ICMP (Internet Control Message Protocol) [22],
the Internet protocol that allows routers or end-hosts to send error and informational
messages. In particular, it triggers ICMP time-to-live-exceeded errors (Time Exceeded)
from routers on the path to the destination [22]; when a packet enters into a router, the
router decrements the TTL header field value of the packet. If this value is decremented
to 0, an ICMP time-to-live-exceeded message is sent to the sender of the packet. Note that
there exists some cases where the router does not decrement the TTL, in which case the
router is called stealth, this can be noticeably encountered in tunnels [66]. traceroute

15
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Figure 2.1: Path from VP to T, router level topology (above) and traceroute view (below).

sends TTL limited packets, starting at 1, incrementing the TTL progressively as it receives
ICMP Time Exceeded messages from routers. traceroute sends different types of packets
depending on the protocol. The most standard are UDP packets with high port (starting
at 33434 on modern Linux implementations [25|), TCP packets on port 80, and ICMP
echo request. When a probe packet reaches the destination, the destination responds with
a different type of packet depending on the port and the protocol of the packet: an ICMP
destination unreachable error (UDP), a TCP RST, TCP RST/ACK, TCP SYN/ACK
(TCP), or an ICMP echo reply (ICMP). This mechanism has the nice property of revealing
the IP level path to this destination. From that perspective, researchers have started to
use traceroute to build IP level Internet topology [1]. Fig. 2.1 gives an example of a
router level path between a vantage point VP and a destination T, and the IP level path
revealed by traceroute, if we assume that the routers are responding with their ingress
interface, which is the most common case: A, B, C, D and T.

Load balancing

Load balancing is a feature of routers that allows them to dispatch traffic to a particu-
lar destination over multiple paths. This is traditionally done via equal-cost multi-path
(ECMP) routing, though other strategies exist [11]. Load balancing is used to increase ag-
gregate network capacity and provide redundancy and resilience to failures. Two types of
load balancing are configurable on routers |6, 28, 18]: deterministic and non-deterministic.
When a packet arrives on a router configured with deterministic load balancing (i.e., per-
flow load balancing), and ECMP paths are available to the packet’s destination, the router
chooses a path by computing a hash over the packet’s header fields [51|. This set of fields
used to compute the hash is called the flow identifier, and typically includes the proto-
col, and either the source and destination addresses (per-destination) or the source and
destination addresses and ports (per-flow). Other fields can be utilized, depending on
the vendor and the OS [6, 28, 18]. Two packets belonging to the same flow are thus sent
over the same path, and this helps the performance of transport protocols that react to
delayed or out-of-order packets, as well as enabling middleboxes to have visibility into all
the packets of a flow.

Non-deterministic is also known as per-packet load balancing. In this configuration,
when a packet arrives at a router with multiple equal-cost paths to the destination, the
router selects among the paths in a round robin fashion. Augustin et al. [42] and Ver-
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TTLA1 TTL2 TTL3 TTL4 TTL5

Figure 2.2: IP level topology in presence of a per flow load balancer A and a path revealed by
Paris Traceroute in black.

meulen et al. [129, 128] have shown in different surveys that non deterministic load bal-
ancing was rare in comparison with deterministic in the Internet (<2%).

If load balancing was not the standard when traceroute was created in 1988, with
the ongoing increase in capacity, load balancing has become a prevalent practice in con-
figuration of Internet routes. The most recent study from Vermeulen et al. [128] in 2019
revealed that 65% of the Internet routes from a source to a /24 prefix contained load
balanced paths.

Paris Traceroute

At its creation, traceroute had no reason to take load balancing into account, as load
balancing was not a prevalent practice. But as the Internet grew up, load balanced paths
became more and more common. And traceroute, when used to build IP level Internet
topologies, has this flaw of inferring false links in presence of load balancing, as shown by
Augustin et al. [38]. Indeed, one of the fundamental mechanisms of traceroute is how
it matches probes with replies. In UDP and TCP, traceroute uses ports: it varies the
destination port, which can be retrieved in the ICMP Time Exceeded error payload, which
corresponds to the IP header plus 8 bytes of the IP payload of the probe. In ICMP, it
uses the sequence number header field of the ICMP echo request probe. This mechanism
has a side effect of varying the flow identifier between packets, so that two packets with
subsequent TTLs can take two different paths in the presence of per-flow load balancing,
leading to false link inference. To overcome this limitation, Augustin et al. designed
and implemented Paris Traceroute, an evolution of traceroute which maintains the flow
identifier of the probes constant [38]. To be able to still match probes with replies, they
used other fields of the header that were not part of the flow identifier. As a result, Paris
Traceroute reveals only a ‘“real” IP level path between a source and a destination. Note
that this improvement only works with deterministic per-flow load balancing. Fig. 2.2
gives an example of an IP level path in presence of load balancing, with A as an interface
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TTLA1 TTL2 TTL3 TTL4 TTL5

Figure 2.3: IP level topology in presence of a per flow load balancer A and the paths revealed
by MDA Paris Traceroute in black.

on a router that is balancing the traffic per flow over B and E. Paris Traceroute ensures
that by keeping the flow identifier constant, the probes sent at TTL 2 and 3 will follow
the same path, here the upper path. As a result, the IP level path revealed by Paris
Traceroute is A, B, C, D, T.

Multipath Detection Algorithm (MDA)

As introduced in the previous paragraph, in the presence of load balancing, there are
multiple paths between a source and a destination. Paris Traceroute can be used to reveal
one of them, and varying the flow identifier between two instances of Paris Traceroute
can reveal multiple paths. However, this ad hoc technique does not provide any statistical
guarantees about the discovery of these multiple paths. The multipath detection algorithm
(MDA) has been designed to model the minimum number of probes to send to achieve
a desired level of statistical guarantees to have discovered all the load balanced paths
from a particular router. It works at the vertex level; for a given vertex with k& known
outgoing load-balanced edges, the number of probes with randomly selected flow identifiers
needed to verify that it has no more than k edges is denoted ny, and is termed a “stopping
point” [126]. For example, when 1, 10, or 100 outgoing edges have already been identified,
ny = 6, nyg = D7, or nigg = 757 probes are, respectively, required in order to ensure a
no more than 0.05 probability to fail to enumerate all outgoing edges. Fig. 2.3 shows the
same topology as Fig. 2.2 but this time it can discover all the load balanced path between
VP and T.

MMLPT is an evolution of the MDA, in the sense that it provides a lightweight
version of the MDA, MDA-Lite, which reduces the number of packets sent in the network
while preserving the same level of statistical guarantees in presence of a certain type of
topologies, that we found to be prevalent in the network.
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2.1.2 IP level route tracing

As described in the previous paragraphs, MMLPT builds directly on Paris Traceroute |38,
130] and on the Multipath Detection Algorithm (MDA) [40, 126]. It also inscribes itself
in the line of measurement work that has sought to improve our ability to trace the
I[P level paths that packets take through the Internet, such as Reverse Traceroute [85],
which uses the IP Record Route option to learn IP addresses on the return path taken
by probe replies; Vanaubel et al.’s Network Fingerprinting technique [125] for examining
the TTLs of probe replies to determine which type of router might have sent them and,
combined with examination of the MPLS label stack that is received in an ICMP Time
Exceeded message, to trace a path’s MPLS tunnels; or Dublin Traceroute [43], which
uses Steven Bellovin’s technique [44] for examining the IP ID field of probe replies for
NAT box detection in order to identify NAT boxes on a multipath route. Similarly to
the latter two, our multilevel route tracing technique goes beyond the interface level to
uncover information about the devices through which packets pass.

2.1.3 Multilevel route tracing

Our multilevel route tracing makes use of existing alias resolution techniques, notably
MIDAR’s [87] Monotonic Bounds Test (MBT) for comparing overlapping time series of the
IP IDs of probe replies. The MBT itself builds on the pioneering approaches of Ally [120]
and RadarGun [45]. We also use Vanaubel et al.’s Network Fingerprinting [125]. These
techniques are further described in details in Sec. 2.3.1.

Contribution If MMLPT does not make any contribution to alias resolution in itself
(except decreasing the number of probes needed by reusing informations gathered from
the probes sent to discover the IP level), it provides the comfort for a network operator
to debug a multipath route at router level in a single command line. Prior to MMLPT,
one had to first run an IP level discovery technique, and then transform the output into a
correct input for the alias resolution technique, which often required additional metadata
or installation [87, 93, 91]. MMLPT makes the troubleshooting straightforward by only
needing a destination as input.

2.2 Internet Scale multipath tracing

In chapter 4, we present Diamond-Miner, the first system that has the capacity to trace
IP level multipaths at Internet scale while providing statistical guarantees. As a topology
discovery system, it directly competes with other Internet topology mapping systems.
This section provides the background and related work on Internet topology mapping
systems.

2.2.1 Internet mapping systems

There are two systems that perform Internet-wide surveys to capture the topology of the
Internet: Ark, that is a system developed by CAIDA, at University of California San Diego
(UCSD), and Yarrp in AWS, that is a system developed at Naval Postgraduate School
(NPS).
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Figure 2.4: Geographic distribution of the Ark Internet topology mapping infrastructure [1].

This section provides details about the characteristics of these systems with respect to
Diamond-Miner contributions, i.e., the capacities of the systems to perform at Internet
scale and to reveal load-balanced paths..

Ark

Ark [1] is an Internet topology mapping system developed by CAIDA since 2007. It
performs continuous surveys of the Internet topology from more than a hundred vantage
points (/~ 110 in 2020) geographically distributed around the globe by launching Paris
Traceroute measurements to one random address in every globally advertised /24 prefix.
Fig. 2.4 shows the locations of the ark nodes around the globe.

A complete set of measurements towards all of the /24 prefixes is called a cycle. In 2019,
a cycle was taking a day on average. Because the address in the /24 is randomly chosen,
aggregating results from multiple cycles can reveal some multipaths. However, Ark is not
explicitly designed to reveal load balancing, does not send enough probes to find all load
balancing (particularly when chained), and does not provide any confidence bounds on
discovery. Regarding to Diamond-Miner, Ark an Internet scale topology mapping system
which does not completely trace load balanced paths.

In addition to this methodology to build an IP level topology of the Internet, CAIDA
performs alias resolution from the Ark nodes to build a router level topology from the IP
level topology. They provide two datasets of router level topology, obtained with different
alias resolution techniques: the first one is obtained with MIDAR [87], and the other is
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obtained by performing a transitive closure between MIDAR and KAPAR [12], which are
further detailed in Sec. 2.3.1.

Yarrp

Yarrp is a high-speed Internet topology mapping technique that has been developed by
Robert Beverly at NPS [46, 47|. It achieves high speed by decoupling the probing from
the topology reconstruction. In the standard traceroute tool and its successors, as
we mentioned in Sec. 2.1.1, the replies are matched with their corresponding probes
by varying some values of the fields of the transport header. In particular, the sender
maintains a table of which probes have been sent to be able to match the forthcoming
replies. This limits the number of probes that can be sent in parallel. With Yarrp,
the probes are self identifying, meaning that the TTL and the timestamp at which they
were sent are encoded into some IP and transport header fields so that one can retrieve
them in the ICMP Time Exceeded error replies that are coming back. As a result, one
can reconstruct the traceroutes and the topology a posteriori. With high speed probing
techniques comes the potential shortcoming of being rate limited by routers. To avoid
this phenomenon, Yarrp randomizes the probing, to not overload Internet paths. ICMP
rate limiting is further detailed in Chapter 5.

Yarrp has since been deployed on Amazon Web Service cloud in 15 geographically
distributed datacenters. The 15 vantage points are achieving a 1 million packets per
second probing rate all together [116]. Probing 1 address per /24 such as Ark, Yarrp
deployment in AWS is capable of obtaining IP level topology snapshots of the Internet
every 15 minutes. Comparing with Diamond-Miner, Yarrp has the same limitation as
Ark. It does not discover multipath “on purpose”. In the same way, Yarrp can eventually
find load balanced paths by by varying the destination per /24 between two snapshots,
but it does not provide any statistical guarantees.

2.3 Router level topology

Limited Ltd. is the latest in a long line of alias resolution methods stretching back over
twenty-plus years. Alias resolution is the process of grouping IP addresses into routers.
By the time of its submission, Limited Ltd. enables alias resolution on Juniper routers in
IPv6 for the first time, while being a good complement to state-of-the-art techniques for
IPv4. This section situates the contributions of Limited Ltd. with respect to all of the
previous work that has been done in alias resolution.

2.3.1 Alias resolution

Alias resolution has been an active area of research for more than two decades now.
Table 2.1 presents an inventory of all previously known techniques. The table is organized
according to the basis for various groups of alias resolution techniques. This might be a
signature, the topology, or something else. A signature-based method works by sending
probe packets to IP addresses in order to elicit reply packets that display a feature that
is distinctive enough to allow replies coming from a common router to be matched. A
topology-based method works by sending probe packets to sequential hop counts in order
to obtain IP addresses, and then reasoning on the basis of the IP-level topology to infer
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Basi IPv4 IP
Year asts Algorithms Condition of applicability v v6
. and tools
(s) = signature
(t) = topology () = tool
(o) — other (6) = dataset
Pansiot respond with a common os
1998 [107] source and Grad [107] IP address in Y
IP address (s)
ICMP Destination yes
Mercator [72] Unreachable messages (r) (8)
Ally [120] . . yes
send replies with a shared ()
2002 [120] IP ID (s) IP ID counter
that increases monotonically yes
RadarGun [45] with each reply (T)
es
MIDAR [87] (-r})] (8)
2002 [120] Reverse DNS (o) Rozl;eotl\f;:efs[glﬁo] IP address resolves to a name yes yes
A 4
2006 [74] traceroute (t) PAR [74] respond with ICMP Time yes
Exceeded messages s
kapar [86] (_’_)S (8)
P Prespemﬁed Sherry et al. [118] fill in tlme.stamps
2010 [118] Timestamp Pythia [101] as specified yes
option (s) v by the option
IPv6 source . source routing
2010 [112] routing (s) Qian et al. [112, 111] must be enablod yes
IPv6 fragmentation IDs elicited from responses yes
2013 [93] identifier (s) Speedtrap [93] increase monotonically () (8)
IP Record Route . fill in IP addresses
2013 [119] option (t) DisCarte [119] as specified by the option yes
IPv6 unused Padman- 126 prefixes on a point
2015 [106] address (s) abhan et al. [106] to point link yes
IP addresses resolves to a name
Reverse DNS . and a regular expression yes yes
2019 [96] regular expression (o) Hoiho [96] uniquely identifies the reverse (r) (8) () (8)
DNS name of a router
respond with ICMP Time
2020 [102] Return TTL (t) APPLE [102] Exceeded messages yes yes
ICMP rate L ICMP rate limiting shared by yes yes
2020 [127] limiting (s) Limated Ltd. [127] interfaces of the router () (8) () (8)

Table 2.1: Alias resolution methods
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the router-level topology. The other methods (for the moment, there is just one) do not
involve probing the IP addresses in question at all, but rather consult other sources (in
this case, the domain name system) and reason on the results.

Note that, if we deviate from the distinction between “fingerprint” and “analytical”
techniques from previous literature [74, 86|, it is because all methods employ analysis.
The term “analytical” originally applied to APAR [74], as it is capable of working on
pre-collected topology traces without new probing. But nothing about topology-based
methods restricts them to offline retrospective analysis.

The bases for alias resolution are listed chronologically, according to the year in which
each was first proposed, starting in 1998 with Pansiot and Grad [107]| making use of
the tendency of some routers to send probe replies with a common IP source address
regardless of the IP address that was probed.

There may be more than one algorithm that makes use of the same basis for alias
resolution. Mercator [72], for example, refined Pansiot and Grad’s technique.

The condition of applicability designates the prerequisites that must be met for alias
resolution to be carried out on the basis in question. For example, to conduct alias
resolution on the basis of IP IDs, there must be an IP ID counter that is shared across
multiple IP addresses of a node and, except for the most basic technique (Ally [120]), that
counter must increase monotonically with each reply.

The table indicates if the basis in question applies to IPv4 and/or to IPv6. If there is
currently a publicly available tool, this is indicated. If the tool is used to produce publicly
available datasets, this is also indicated.

By the time of the submission of the first paper on Limited Ltd. (October 2019), we
made the observation that of all of the IPv6 techniques, there was a publicly-available
tool for only one: Speedtrap [93]. Speedtrap has a known limitation of only working on
routers that generate monotonically increasing IPv6 fragmentation IDs, whereas there is
an entire class of routers, such as those from Juniper, that do not generate IDs this way.

Relying upon monotonically increasing IP IDs for IPv4, as does state-of-the-art Mi-
DAR [87], presents a different issue: fewer and fewer routers treat IPv4 IP IDs this way
due to a potential vulnerability |68, 20].

Contribution In this thesis, we propose Limited Ltd. [127], a publicly-available tool that
does not rely upon monotonically increasing IDs, thereby enabling IPv6 alias resolution
on Juniper routers for the first time and IPv4 alias resolution on a growing class of routers
for which MIDAR will no longer work.

Notice that since the submission of the first paper on Limited Ltd. , two more works on
alias resolution have been published, APPLE [102] and Hohio [96], both working in IPv6,
of which one has an available tool, Hohio. This changes the picture of alias resolution state-
of-the-art in IPv6, because Hohio uses reverse DNS names, and is therefore independent
of a particular implementation or configuration of a router, i.e., it can work on Juniper
routers in IPv6. However, as stated by their authors and by their available validation of
their results in [10], Hohio is not a high-precision technique such as MIDAR, Speedtrap or
Limited Ltd..
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2.4 Challenges

We conclude this chapter by summarizing the challenges in Internet cartography that our
thesis answers.

At the IP level, we focus our work on IPv4: there has been ten years since the last
study on load balancing characteristics and prevalence [42]. Even at that time, Augustin
et al. found that load balancing was already prevalent. An update of load balancing in
2020 Internet is needed, and this is a contribution of chapter 3.

As we will see in chapter 3, load balanced paths have remarkably grown in complexity,
with up to thousands of edges and hundreds of interfaces between a single source and
a single destination. Internet scale topology mapping systems, as they do not have the
capacity to capture the load balanced paths in their survey, miss an important amount
of the topology. To provide Internet maps while taking into account this new complexity,
a system that captures load balanced paths at Internet scale is needed. This is the main
contribution of chapter 4.

Finally, at the router level, the alias resolution area of research is mature for IPv4 but
a lot less complete in IPv6. New alias resolution techniques for IPv6 are needed. Also,
although the field is mature in IPv4, existing techniques are seeing their applicability
declining [68, 20], so fresh ideas for alias resolution for IPv4 are welcome as well. This is
the contribution of chapter 5.



Chapter 3

A better multipath traceroute

This chapter presents Multilevel MDA-Lite Paris Traceroute, our first major contribution.
This work is motivated by two purposes: (1) to provide a new tool to operators to better
troubleshoot their network, (2) to minimize the number of packets that have to be sent
in multipath tracing.

This work has been published in the proceedings of the ACM SIGCOMM Internet
Measurement Conference (IMC) 2018.

3.1 Introduction

Since its introduction by Van Jacobson in 1988 [78|, Traceroute has become ubiquitous
on both end-systems and routers for tracing forward paths through the Internet between
source and destination at the IP level. Network operators use it for troubleshooting;
the network measurement community uses it in its studies; and vast numbers of route
traces are executed daily by long term Internet survey infrastructure such as Ark [1],
M-Lab [16, 67|, and RIPE Atlas [23, 115]. Two updates were proposed to Traceroute in
2006-2007 to take into account the ever-increasing presence of load balancing routers: the
Paris technique [38, 130, for tracing a single clean path through load balancers, and the
Multipath Detection Algorithm (MDA) [40, 126], for discovering all of the load balanced
paths at the IP level between source and destination. Well over a billion route traces
using the MDA have been executed by M-Lab [52] in the intervening years, and the Paris
technique is used for route tracing on the over 10,000 RIPE Atlas probes, and by Ark,
the Internet mapping system.

We make four contributions that advance the state of the art for multipath route
tracing. First is MDA-Lite (Sec. 3.2), a lower overhead alternative to the MDA that is
tailored to the most common load balanced topologies that we encounter in the Internet.
We identify a characteristic that we call “diamond uniformity” that often holds and that
can permit significant probe savings. Second is Fukeroute (Sec. 3.4), which validates, to
a high degree of confidence, that a software tool’s implementation of its multipath route
detection algorithm performs as intended on a variety of simulated test topologies. Third
is Multilevel MDA-Lite Paris Traceroute (Sec. 7?7), which, for the first time, integrates
router-level view of multipath routes, into a Traceroute tool. Until now this has only been
done by other tools once route tracing is complete. Fourth, we provide new survey results
(Sec. 3.5) for multipath routing in the Internet, both at the IP level, and at the router
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Figure 3.1: MDA discovery of an unmeshed and a meshed diamond

level. We report load balancing practices on a scale (up to 96 interfaces at a single hop)
never before described.

3.2 MDA-Lite

The idea behind the MDA-Lite is that we can take advantage of prior knowledge of what
a route trace is likely to encounter in order to probe more efficiently. Experience tells us,
and our survey in Sec. 3.5.1 confirms, that some multipath route patterns are frequently
encountered in the Internet, whereas others are not. The MDA-Lite algorithm operates
on the assumption that a topological feature that we call “uniformity” will be prevalent
and that another feature that we call “meshing” will be uncommon. It includes tests to
detect deviations from these assumptions. We detail these two topological features in
Sec. 3.2.2.

3.2.1 The MDA and possible probe savings

This section recalls how the MDA works, stepping us through examples of the discovery
of what are called “diamonds”, as shown in Fig. 3.1. We see how a feature of the algorithm
that we dub “node control” requires large numbers of probes to be sent.

The MDA has evolved through 2006 and 2007 poster and workshop versions [39, 41|
to its present form in an Infocom 2009 paper [126]. This latter publication describes an
idealized formal model for multipath route discovery [126, Sec. II.A], based upon a set
of assumptions about the Internet, and explains the adaptations made [126, Sec. III.A],
in crafting the MDA, to accommodate some divergences assumptions and reality. These
assumptions are: “(1) No routing changes during the discovery process. [...] (2) There
is no per-packet load balancing. (As a result, we can manipulate a probe packet’s flow
identifier to cause it to pass through a chosen node.) (3) Load balancing is uniform-at-
random across successor nodes. (4) All probes receive a response. (5) The effect of sending
one probe packet has no bearing on the result of any subsequent probe. In particular,
load balancers act independently.”

The MDA works on the basis of an open set of vertices [126, Sec. II.A], each of which
has been discovered but has not yet had its successor vertices identified. A discovery round
consists in choosing a vertex v from the open set and trying to find all of its successors.
Where there is no load balancing, v has just one successor, but if v is the responding
interface of a load balancing router, there will be two or more possible successors that
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can only be identified by stochastic probing. In the case that concerns us, per-flow load
balancing, successors are found by varying the flow identifier from one probe packet to the
next. An extension [40, Sec. 3.2|, that we do not employ here, would allow us to measure
per-destination load balancing, the effects of which are identical to routing insofar as a
single destination is concerned.

The number of probe packets the MDA sends to discover all successors of a vertex
v is governed by a set of predetermined stopping points, designated n;. If k& successors
to v have been discovered then the MDA keeps sending probes until either the number
of probes equals n; or an additional successor has been discovered. In the latter case,
the new stopping point becomes ng,;. Eventually, one of the stopping points will be
reached. The stopping points are set in such a way as to guarantee that the probability of
failing to discover all of the successors of a given vertex is bounded. Combined with the
assumption of a maximum number of branching points, this implies a bound on the failure
to discover an entire topology. The MDA takes as a tunable parameter this global failure
probability bound and works backwards to calculate the failure bound on discovering all
the successors to a given vertex, which in turn determines the values ny.

Diamond: As defined by Augustin et al. [42], a diamond is “a subgraph delimited
by a divergence point followed, two or more hops later, by a convergence point, with the
requirement that all flows from source to destination flow through both points”. Fig. 3.1
provides examples of the MDA successfully discovering the full topologies of two similar
diamonds: each one has a divergence point at hop 1, followed by four vertices at hop 2,
two vertices at hop 3, and a convergence point at hop 4. Each vertex represents an IP
interface, which is to say that these are IP level graphs, not router-level graphs. The
full diamonds are shown at steps 4 and 4’ in the figure. We call the one at step 4 an
“unmeshed” diamond and the one at step 4" “meshed”, the difference relating to the links
between hops 2 and 3. Sec. 3.2.2 provides a formal definition of meshing. Since discovery
is identical for hops 1 and 2, we show the first two steps for the unmeshed diamond and
do not repeat them for the meshed one. A vertex at hop 2 of the unmeshed diamond is
highlighted and two hypothetical successors are shown in order to illustrate “node control”,
a concept described below.

Hop 1: The MDA sends a probe that discovers the single vertex at hop 1. It continues
by sending additional probes to that hop, each with a different flow ID, until it reaches
the stopping point of n; probes, at which point it rules out the existence of a second
vertex at that hop. The annotation shows a total of n; probes having been sent to hop 1.

Hop 2: The MDA sends a probe that discovers a vertex at hop 2. As with hop 1,
it sends additional probes, each with a different flow ID, but in this example it discovers
a second vertex on or before having sent n; probes. Thus the limit becomes ny. Third
and fourth vertices are discovered before ny and ng, respectively, are met. When ny is
reached, no fifth vertex has been found and so the MDA stops scanning this hop.

Node control: When a hop has more than one vertex, the MDA works on the
hypothesis that each of these vertices is a potential divergence point with successors that
are perhaps reachable only via that vertex. It therefore employs what we dub here node
control, which ensures that each probe packet that goes to the subsequent hop does so
via the chosen vertex.

We have illustrated node control with the highlighted vertex at hop 2, and the hypoth-
esis that it has two successor vertices at hop 3. The MDA needs to identify a minimum
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of ny flow IDs that bring probes having a TTL of 2 to the highlighted vertex in order
to send probes to TTL 3 via that vertex. In order to exercise node control for each of
the four vertices at hop 2, a minimum of 4n; probes must be sent to hop 2. Depending
upon the specific stopping point values, it can be unlikely or even impossible for the ny
probes that had initially discovered the vertices at hop 2 to have resulted in at least n
of them reaching each of the four vertices. To take a numerical example from Veitch et
al.’s Table 1 [126, Sec. III.B|, n; = 9 and ny = 33. In this case, it is impossible for the
33 probes that were used in hop 2 discovery to yield 9 flow IDs for each of hop 2’s four
vertices; at least 4 x 9 = 36 probes would be required for that. 36 probes are unlikely to
be distributed perfectly evenly, so some additional probing is necessary. The annotation
at hop 2 is updated in the illustration for hop 3 to indicate that 4n, + ¢ probes have been
sent to hop 2, where ¢ is a non-negative integer.

The node control problem is an instance of the Multiple Coupon Collector’s problem,
which is described by Newman et al. [105] and more recently by Ferrante et al. [70].

Hop 3: Having generated the flow IDs necessary for node control, the MDA now
sends probes to hop 3: n; probes via each of the four hop 2 vertices. For the unmeshed
topology in this example, only one successor vertex is discovered for each hop 2 vertex.
The annotation shows a total of 4n; probes having been sent to hop 3.

Hop 4: The MDA also exercises node control at hop 3 in order to probe hop 4. In
this example, since n; probes have already reached each hop 3 vertex, no further flow IDs
need to be generated. The annotation shows a total of 2n; probes having been sent to
hop 4, where the diamond’s convergence point is discovered.

A total of 11n; + 0 probes will have been sent overall to discover this topology. Using
the values from Veitch et al., 99 + 0 probes will have been required by the MDA. The
values from Veitch et al. illustrate the cost of node control: 4n; = 36 probes were sent
to hop 3, whereas only ny = 17 probes were strictly necessary at that hop, and twice as
many probes than necessary were sent to hop 4.

Hop 2 node control under meshing: The numbers differ for the meshed diamond
starting at the third hop, which we distinguish in Fig. 3.1 with the label 3’. Each hop 2
vertex has two successors at hop 3', as opposed to just one at hop 3. Presuming the MDA
discovers the second successor in each case, node control requires additional probes to be
sent to hop 2 such that there are at least ny flow IDs that reach each vertex at that hop.
The annotation shows a total of 4ny + ¢’ probes having been sent to hop 2 for the meshed
diamond.

Hop 3’: As the annotation shows, a total of 4ny probes are sent to hop 3’. The meshing
results in more probes than the 4n; probes sent to hop 3 in the unmeshed diamond.

Hop 4': There being only one node at hop 4’, the annotation shows a total of 2n;
robes are sent to that hop, just as for hop 4 in the unmeshed diamond.

A total of 8ny + 3n; + &’ probes will have been sent overall to discover the meshed
topology. Using the values from Veitch et al., 163 + ¢’ probes will have been required
by the MDA. Again, we see the cost of node control, here accentuated by the multiple
successors to each hop 2 vertex.

Per-packet load balancing: Since per-packet load balancing was found to be rare in
Augustin et al.’s 2011 survey [42], we consider that the assumption (2) of no per-packet
load balancing described at the start of this subsection is a reasonably good one, and
we have omitted the additional packets to check for per-packet load balancing from our
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implementation of the MDA, as well as from the MDA-Lite.

3.2.2 Uniformity and meshing

As we see in the Fig. 3.1 examples, the MDA’s use of node control is costly in the number
of probes that it requires. However, node control is only necessary for certain kinds of
diamonds, which we describe here. If diamonds that require node control are sufficiently
rare, an “MDA-Lite” could do away with much of the need for node control. As we shall
see, a small degree of node control is still required in order to determine which sort of
diamond has been encountered. When necessary, the MDA-Lite can switch over to the
MDA with full node control.

We have identified a diamond feature that we call “uniformity” that allows full topology
discovery without node control. We have also identified a characteristic of diamonds
that we call “meshing” that counteracts the potential for probe savings that uniformity
otherwise offers. We define uniformity and meshing here and, as we show in Sec. 3.5.1,
uniform unmeshed diamonds are indeed very common. Therefore, probe savings can be
realized by using the MDA-Lite.

Uniformity: We define a uniform hop as one at which there is an equal probability
for each of its vertices to be reached by a probe with that hop’s TTL and a randomly
chosen flow identifier. For a uniform hop, the failure probability bounds associated with
the MDA’s stopping points, the values ny, apply to discovery of all the vertices at a hop,
and node control is not required. A diamond as a whole is considered a uniform diamond
if all of its hops are uniform.

Meshing: As already implied, meshing has to do with the links between adjacent
hops. Consider hops at TTLs ¢ and ¢ + 1. We define these to be meshed hops if one of
the three following conditions applies:

e The hops have identical numbers of vertices and the out-degree of at least one of the
vertices at hop 7 is two or more. Equivalently, the in-degree of at least one of the
vertices at hop 7 + 1 is two or more.

e Hop ¢ has fewer vertices than hop 7 + 1 and the in-degree of at least one of the
vertices at hop 7 + 1 is two or more.

e Hop ¢ has more vertices than hop 7 + 1 and the out-degree of at least one of the
vertices at hop ¢ is two or more.

We define a meshed diamond as a diamond with at least one pair of meshed hops. The
right-hand side of Fig. 3.6 illustrates a meshed diamond, in which hop pairs (2,3) and
(4,5) are meshed.

3.2.3 The MDA-Lite algorithm

The MDA proceeds vertex by vertex, employing node control to seek the successors to
each vertex individually. The MDA-Lite, however, reserves node control for particular
cases and proceeds hop by hop in the general case. At each hop it seeks to discover all
of the vertices at that hop, and in doing so discovers some portion of the edges between
that hop and the prior hop. It then seeks out the remaining edges. It operates on
the assumption that the diamonds that it encounters will be uniform and unmeshed. If
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this assumption holds, hop-by-hop probing will maintain the MDA’s failure probability
bounds. Because these two topology assumptions might not hold, the MDA-Lite tests for
a lack of uniformity and the presence of meshing using methods that are less costly than
full application of the MDA. When it detects a diamond that does not adhere to one of
the assumptions, it switches to the MDA. These steps are described below.

Uniform, unmeshed diamonds

The MDA-Lite, operating on the assumption that a hop is uniform, sends probes to that
hop without node control. It starts by reusing one flow identifier from each of the vertices
that it has discovered at the previous hop, continuing with additional previously-used
flow identifiers and then new ones. It applies the MDA’s stopping rule to remain within
the MDA’s failure probability bounds for vertex detection.

To take as examples the topologies in Fig. 3.1, the MDA-Lite sends n4 probes to
hop 2, ns probes to hop 3, and n; probes to hop 4. Discovery of all vertices in the
diamond therefore requires n4 +ns + 2n, probes, or 68 probes when applying the values in
Veitch et al.’s Table 1, regardless of whether the diamond is unmeshed or meshed. This
compares to the numbers for the MDA that we determined above: 99 + 6 probes for the
unmeshed diamond and 163 + 6" probes for the meshed diamond.

Discovering all of the vertices at adjacent hops ¢ and i + 1 does not imply that the
MDA-Lite will have discovered all of the edges. Finishing up the edge discovery is straight-
forward, though, for unmeshed hops, in the sense that it is deterministic rather than
stochastic. It consists of tracing backward from each vertex at hop ¢ + 1 that does not
yet have an identified predecessor or forward from each vertex at hop ¢ that does not yet
have an identified successor. There are three cases to consider:

e Hop 7 + 1 has fewer vertices than hop i. For each hop ¢ vertex that does not yet
have an identified successor, the flow identifier of a probe that has discovered that
vertex is used to send a probe to hop i + 1. Assuming no meshing, this completes
the edge discovery.

e Hop 7 + 1 has more vertices than hop i. For each vertex at hop ¢ + 1 that does not
yet have an identified predecessor, the flow identifier of a probe that has discovered
that vertex is used to send a probe to hop 7. Assuming no meshing, this completes
the edge discovery.

e Hop 7+ 1 has the same number of vertices as hop i. We apply both of the methods
just explained above.

Because a diamond could be meshed or non-uniform, the MDA-Lite tries to detect
those cases, as described below.

Detecting meshing

To detect meshing, stochastic probing is required, and this involves a limited application
of node control. For a pair of hops having two or more vertices each, the meshing test
consists of tracing from the hop with the greater number of vertices to the one with the
lesser number of vertices, or tracing in either direction if the hops have equal numbers
of vertices. When tracing forwards, meshing is detected if any predecessor vertex has an
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out-degree of 2 or more. For backwards tracing, it is if any successor vertex has an in-
degree of 2 or more. The test requires node control: We introduce a parameter, ¢ > 2, for
the MDA-Lite, which determines the number of flow identifiers that have to be generated
for each vertex at the hop from which tracing will begin. Probes with these flow IDs are
sent to the other hop.

The probability of failing to detect meshing depends upon ¢. We calculate this proba-
bility as follows. Suppose that the test is through forward tracing, and let V' be the set of
two or more vertices at hop ¢ and let o(v) designate the set of successor nodes of a vertex
v € V. When ¢ flow IDs are generated for each vertex v € V' and probes with those flow
identifiers are sent to hop ¢ + 1, the probability of failing to detect meshing is:

1
U e 3

veV

This probability calculation extends with trivial adjustments to the case of backward
tracing.

A minimum value ¢ = 2 is required in order to detect meshing. Whether to use a
higher value, with a lower failure probability, is up to the MDA-Lite implementation. We
examined how well this minimum value would work on the meshed diamonds identified
by the MDA in the survey that is described in Sec. 3.5.1. Looking at the topology of each
hop pair, we calculated the probability of the MDA-Lite failing to detect the meshing.
We did this both for measured diamonds, which is to say that each diamond is weighted
by the number of times that it is encountered in the survey, and for distinct diamonds, in
which we weight each diamond just once, regardless of how many times it has been seen.
Fig. 3.2 plots CDFs for the probability of the MDA-Lite with ¢ = 2 missing meshing at
a hop pair for which the MDA detected meshing. We see that, for both measured and
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Figure 3.2: The probability of failing to detect meshing

distinct diamonds, the probability of failing to detect meshing is 0.1 or less on 70% of
meshed hop pairs and 0.25 or less on 95% of the cases. If we consider this to be too high
a probability, ¢ is tunable, and we can set it to 3 or 4.

The overhead generated by the meshing test is lower than the overhead of the MDA’s
use of node control. Even with a value of ¢ of 3 or 4, this is lower than n; = 9, the
minimum number of flow identifiers per vertex required by the MDA’s use of node control
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in Veitch et al.. Furthermore, the MDA-Lite’s meshing test is applied only to a minority
of diamonds. As previous surveys have shown, and our survey confirms, nearly half of all
diamonds consist of only a single multi-vertex hop (48% for measured and 45% for distinct
diamonds). The MDA-Lite’s meshing test only applies where there are two adjacent multi-
vertex hops, but the MDA applies node control whenever there is a multi-vertex hop.

Detecting non-uniformity

Once edge discovery is complete, and if the MDA has not been engaged because of mesh-
ing, the MDA-Lite tests for non-uniformity. The test is a purely topological one because
the MDA-Lite makes the same assumption as the MDA about the evenness of load balanc-
ing: that each load balancer dispatches flow IDs in a uniform manner. (Based upon our
experience, this appears to be a realistic assumption, but a survey on this particular point
would be worthwhile.) What we term “width asymmetry” in our survey (see Sec. 3.5) is
therefore the indicator of non-uniformity.

The MDA-Lite detects width asymmetry as follows. For a pair of hops ¢ and 7 + 1,
if the number of successors is not identical for every vertex at hop ¢ or if the number
of predecessors is not identical for every vertex at hop ¢ + 1, the diamond has width
asymmetry and is considered to be non-uniform, and the MDA-Lite switches over to the
MDA.

Finding non-uniformity depends upon the topology in question having been fully re-
vealed. Unlike the MDA, the MDA-Lite does not provide statistical guarantees on full
topology discovery. Rather, the MDA-Lite assumes that any non-uniformity is likely to
be low so that the full topology will most probably be revealed. We empirically justify
this assumption based upon our survey results in Sec. 3.5.1.

3.2.4 MDA-Lite evaluation
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Figure 3.3: MDA-Lite versus MDA simulations

We have tested the MDA-Lite both through simulations and measurements on the
Internet, finding in both cases that it compares favorably to the full MDA.
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Evaluation through simulations

Simulations allow us to compare the MDA-Lite to the MDA on known topologies and in
an environment free of factors, such as variations in router load, that are not related to
the algorithms. We have chosen topologies based on both the categories of diamond that
are relevant to the MDA-Lite (uniform or asymmetric, meshed or not, see Sec. 3.2.3), and
on what we found in our survey (Sec. 3.5.1).

e The max length 2 diamond, found on the trace p12.prakinf.tu-ilmenau.de to 83.167.65.

consists of a divergence point, a 28 vertex hop, and a convergence point. Nearly half
of all diamonds in the survey are of maximum length 2, though this is a particu-
larly wide example. Where the MDA will perform node control on each of the 28
vertices, the MDA-Lite will avoid doing so. Finding no adjacent multi-vertex hops,
the MDA-Lite will not apply its meshing test.

e The symmetric diamond, found on the trace plel.cesnet.cz to 203.195.189.3, has
three multi-vertex hops, with 10 being the most vertices at a hop. There is no
meshing between the hops. On this diamond, the MDA-Lite will be obliged to
perform a light version of node control in order to test for meshing. Finding none,
it will not switch over to the full MDA.

e The asymmetric diamond, found on the trace kulcha.mimuw.edu.pl to 61.6.250.1, has
nine multi-vertex hops, with 19 being the most vertices at a hop. The edges are
laid out in such a way that at least one of the hops is not uniform, which is to say
that there is a greater probability of a probe packet with an arbitrarily chosen flow
identifier reaching some vertices at that hop rather than others. It has a “width
asymmetry” of 17 (this metric is defined in Sec. 3.5). It is unmeshed. If the MDA-
Lite discovers the asymmetry, it will be obliged to switch over to the full MDA.

e The meshed diamond, found on the trace ple2.planetlab.eu to 125.155.82.17, has five
multi-vertex hops, with 48 being the most vertices at a hop. It is meshed, and if the
MDA-Lite discovers the meshing it will be obliged to switch over to the full MDA.

The simulations ran on Fakeroute, the tool that we describe in Sec. 3.4. Fig. 3.3 shows
the results of 30 runs on each of the four topologies, with vertex discovery graphs on
the left and edge discovery graphs on the right. Two curves are plotted on each graph:
one for the MDA-Lite with ¢ = 2 and one for the MDA. The portion of the topologies’
vertices or edges discovered as each algorithm is running is plotted on the vertical axis.
The horizontal axis indicates the number of probe packets sent, normalized to 1.0 being
the number of packets sent by the MDA in a given run. Since the MDA-Lite sends fewer
packets when confronted with max length 2 and symmetric diamonds, its curves stop
before reaching the right hand side of the graph. Error bars with standard deviation are
given. We see that the MDA-Lite tends to discover more of these topologies faster than
the MDA, though not always, and that it discovers the entire topology sooner. In cases
where it does not need to switch over to the full MDA, it also economizes on the number
of probes that it sends, reducing by 40% the full MDA’s overhead on these examples.
For these cases, we see that the MDA-Lite is not sacrificing the ability to discover the
full topology. Because it is more economical in its use of probes, it discovers more faster.
When it does not have to switch over to the full MDA, it uses significantly fewer probes.

184,
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Figure 3.4: Comparative performance: CDFs over 10,000 measurements in the Internet

In the other cases, although it discovers the full topology faster than the MDA, the switch
to the full MDA means no economy in its use of probes.

Evaluation through measurements

We performed our measurement-based evaluation on a sample of 10,000 source-destination
pairs from our survey (Sec. 3.5.1) for which diamonds had been discovered. For each of
these, we ran five variants of Paris Traceroute successively: two with the MDA ; one with
the MDA-Lite and ¢ = 2; one with the MDA-Lite and ¢ = 4; and one with just a single
flow I. As a reminder, the parameter ¢, defined in Sec. 3.2.3, governs how much effort the
MDA-Lite will expend in trying to detect meshing.

For each topology, the first run with the MDA serves as the basis for comparing the
other algorithms. We calculate the ratio of vertices discovered, edges discovered, and
packets sent. The results, plotted as CDFs, are shown in Fig. 3.4. The horizontal axis
plots the ratios in log scale, with 10° indicating that the algorithms performed the same.
For the vertex and edge discovery plots, a value to the left of this value indicates that the
competing algorithm discovered less than the first MDA run, and so performed worse, and
a value to the right indicates that it discovered more, and so performed better. For the
packets plot, at 1, the tools sent the same number of packets, whereas a value to the left
of this indicates that the competing algorithm sent fewer packets than the first MDA run,
and so performed better, whereas a value to the right of this indicates that the competing
algorithm sent more packets than the first MDA run, and so performed worse.

We run the MDA algorithm twice because there are variations from run to run, both
because of changing network conditions and because of the stochastic nature of MDA and
MDA-Lite discovery. The second MDA will sometimes perform better, sometimes worse
than the first, and its curve, shown as a solid black line in the plots, forms the basis against
which to compare the other algorithms. While the second MDA performs close to the
first, it discovers fewer vertices 12% of the time and more vertices 12% of the time; fewer
edges 20% of the time and more edges 20% of the time. We believe that these differences
are largely attributable to the stochastic nature of the MDA, meaning that either the first
or the second run occasionally terminates its discovery process without having discovered
all of the vertices (and hence edges) that are available to discover. Recall from Sec. 3.2
that the MDA’s failure bound for discovering the successors to a vertex is set as a function
of a global failure bound for the entire topology and a maximum number of branching
points that the topology might have. This latter parameter is set to 30 by default, but in
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Vertices Edges Packets
MDA 2 0.998 0.999 1.005
MDA-Lite ¢ = 2 1.002 1.007 0.696
MDA-Lite ¢ = 4 1.004 1.005 0.711
Single flow ID 0.537 0.201 0.040

Table 3.1: Comparative performance on aggregated topology: ratios with respect to a first
MDA round over 10,000 measurements in the Internet

complex topologies of the sort that we have encountered in our survey, there can be far
more branching points.

For the comparison between the MDA and the MDA-Lite, we observe that there is
no discernible difference between ¢ = 2 and ¢ = 4 for the MDA-Lite. Most importantly,
the MDA-Lite performs nearly identically to the second MDA run with respect to the
first MDA run: sometimes better, sometimes worse. Compared to the first MDA run, the
MDA-Lite performed better 14% of the time and worse 14% of the time for the vertices;
better 20% of the time and worse 26% of the time for the edges. We attribute the larger
number of instances of worse performance to the occasional failure of MDA-Lite to detect
meshing or non-uniformity. The impact of this greater number on overall performance is
negligible, as the ratio curves are hard to distinguish.

Paris Traceroute with a single flow ID performs notably worse on the whole than the
MDA in both vertex and edge discovery. In only 12% of the cases, we observed at least
90% of the vertices and in only 10% of the cases, we observed at least 90% of the edges.
We did detect some outliers where Paris Traceroute with a single flow ID discovers a
greater number of vertices and edges than the MDA. These correspond, we believe, to
cases where the route changed between the runs.

The other aspect of performance that concerns us is the number of packets that were
sent. In 89% of the comparisons, the MDA-Lite realized probe savings. We find that we
save 40% of the probes on 30% of the topologies. The ratio curves for both ¢ = 2 and
¢ = 4 are nearly identical and they are clearly superior to the curve for the second MDA
run, meaning that when there is a diamond in the topology, the MDA-Lite will tend to
use significantly fewer packets that the MDA.

Paris Traceroute with a single flow ID sends many fewer packets. The cost of discov-
ering an entire multipath topology via the MDA can be anywhere from less than 2 times
more to 1000 times more than the cost of tracing a single route with a single flow ID.

From a macroscopic point of view, Table 3.1 provides results on the overall topology
formed by the aggregation of the 10,000 measurements of the evaluation dataset. Ratios
of topology discovered and probes sent are computed with respect to the first MDA. We
see that the topologies discovered by the MDA and the MDA-Lite are very close, with
a maximum of 0.7% difference for the edges. We see also that the MDA-Lite cuts the
number of probe packets sent by roughly 30%. Paris Traceroute with a single flow ID
sends only 4% of the packets sent by the first MDA, but only discovers 53.7% of the
vertices and 20.1% of the edges.
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3.3 Multilevel route tracing

The third principal contribution of this paper, after the MDA-Lite and Fakeroute of
the previous sections, is IPv4 multilevel route tracing, embodied in a version of Paris
Traceroute that we refer to here as Multilevel MDA-Lite Paris Traceroute (MMLPT). By
“multilevel”, we mean that the tool provides router-level information in addition to the
standard interface-level information. Some router-level information is already commonly
provided by standard Traceroute command line tools, as they perform DNS look-ups on
the IP addresses that they discover, and the name of an interface is often a variant on
the name that has been assigned to the router as a whole. In addition, some of the prior
work [125, 43| that we describe in Sec. 3.6 can reveal router or middlebox level information
in the context of a Traceroute. Within the network measurement community, there are
survey workflows, such as the one employed by bdrmap [95], that perform route traces and
then alias resolution, and there are survey tools, such as scamper [91], that are capable
of performing both functions independently. To take another recent example, Marchetta
et al. [100], employed a specialized tool, Paris Traceroute with the MDA, to conduct
multipath tracing, and then another specialized tool, MIDAR, to conduct alias resolution
on the IP addresses that the first tool reveals. But there has not previously been a
command-line Traceroute tool, in the line of Van Jacobson’s Traceroute [78], Modern
Traceroute for Linux [25], and the like, with an option to obtain a router level view of
multipath routes. With the advent of multipath route tracing ten years ago, it would seem
to be a natural next step to incorporate alias resolution directly into Traceroute itself.
Such a tool could readily be slotted in to workflows that currently invoke a Traceroute, and
it would bring new capabilities to those, such as network operators, who use Traceroute
for network troubleshooting purposes.

Alias resolution from a Traceroute perspective, coming as it does from a single route
trace from a single vantage point, will never be as complete as alias resolution performed
from multiple vantage points on IP addresses gleaned from traces from multiple vantage
points. Nevertheless, we argue, alias resolution integrated into Traceroute, provides valu-
able information. When one observes multiple parallel paths in a route trace, the question
immediately arises as to whether they are independent or not. Between two adjacent hops,
one could be observing links to different interfaces on a single router or links to separate
routers. MMLPT provides the capacity to distinguish between these cases at the moment
of the route trace, without having to apply an additional tool for post hoc analysis, such
Marchetta et al in [100]. Anyone who conducts route traces outside of the context of a
dedicated survey, such as a network operator performing troubleshooting, can benefit.

The remainder of this section describes the alias resolution techniques that MMLPT
employs (Sec. 3.3.1) and shows how we evaluate them (Sec. 3.3.2). Survey results using
the tool are reported in Sec. 3.5.2.

3.3.1 Alias resolution

MMLPT performs alias resolution using MIDAR’s Monotonic Bounds Test (MBT) [87] and
two techniques described by Vanaubel et al.: Network Fingerprinting [125], and MPLS
Labeling [123]. In its overall approach, it follows the MBT’s set-based schema for alias
identification. An initial set is established of all of the candidate addresses, and then
broken down into smaller and smaller sets as probing evidence indicates that certain pairs
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of addresses are not related. The sets are composed in such a way that each address in
a set has failed alias tests with every address in every other set. At any point, each set
that contains two or more addresses is considered to consist of the aliases of a common
router. Further probing further refines these sets.

MIDAR faces a particular challenge in establishing its initial sets of candidate aliases,
as it is designed to seek aliases from on the order of a million candidate addresses. It
breaks this large number down into manageable sized initial sets by sorting aliases on
the basis of how fast their IP IDs are evolving over time. MMLPT skips this step, as its
task is narrower: to seek aliases among the addresses found in a single multipath route
trace. It assumes that the aliases of a given router are to be found among the addresses
found at a given hop, and so there will be at most on the order of one hundred candidate
aliases. As a result, we only borrow the MBT from MIDAR, and not its full complement
of probing stages and heuristics.

Evidence that two addresses are not related comes in different forms, depending upon
the test:

e The MBT looks at sequences of IP IDs from addresses that have been probed al-
ternately. A monotonic increase in identifiers, taking wraparound into account, is
consistent with the addresses being aliases, whereas a single out-of-sequence identi-
fier is used to place the addresses into separate alias sets. We recall that MMLPT
has used UDP indirect probing and that we have used MIDAR with UDP, TCP, and
ICMP direct probing to collect IP ID time series.

e Network Fingerprinting looks at the T'TLs of reply packets to a ping style probe and
a Traceroute style probe, and infers their likely initial TTLs. Replies to probes of
different addresses having different initial TTLs are almost certainly from different
routers, and so the addresses are placed into separate alias sets.

e MPLS Labeling looks at the MPLS labels that appear in reply packets from different
addresses. Vanaubel et al. [123] have characterized the different cases of MPLS
tunnels with load balancing and developed methods to infer aliases from MPLS
labels. To be usable, labels of interfaces in an MPLS tunnel have to be constant
over time for each interface. Otherwise, MPLS labels are not helpful to infer aliases.
Then, if, for two interfaces in an MPLS tunnel found at the same hop, their labels
differ, it is highly likely that these two interfaces belong to two different routers. So
the addresses are placed into separate alias sets. Conversely, if the labels are the
same for the two interfaces, then it is highly likely that these two interfaces belong
to the same router.

False positives, in which two addresses that are not aliases remain in the same set, can arise
through their routers having identical fingerprints and MPLS signatures (when available),
alongside a lack of sufficient MBT probing. False negatives, in which two addresses that
are in fact aliases get placed in separate sets can arise when, instead of a single router-wide
IP ID counter, a router employs separate IP ID counters for each flow identifier, and so
the addresses fail the MBT [53].

Some of the basic data required by these techniques is collected as part of basic MDA-
Lite Paris Traceroute probing: IP IDs that are used by the MBT; the TTLs of “indirect
probing” reply packets that are used by Network Fingerprinting; and the MPLS labels
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Figure 3.5: Alias resolution over ten rounds

that appear in reply packets. A light version of the MBT, along with MPLS Labeling,
can therefore be performed “for free”, based on these data. The results are then refined by
MMLPT over additional rounds of probing, with the direct probes required for Network
Fingerprinting and indirect probes to solicit more and longer sequences of IP IDs for the
MBT. The signature-based methods are applied just once, whereas successive rounds of
the MBT refine the results. After 10 rounds, MMLPT declares sets that remain as aliases.

Our tool, like MIDAR, produces three possible outcomes for a pair of IP addresses.
Either it accepts that they are aliases of the same router, or they are rejected as being
aliases of the same router, or it is not possible for the tool to determine one way or the
other. Failure to determine is not an unusual case, as there are addresses from which
responses to probes do not have monotonically increasing IP ID values. Such an address
might, for instance, systematically respond with the same value in response to every
probe. Or it might not provide a sufficient number of responses from which to construct
a time series.

3.3.2 Evaluation

We looked at how MMLPT’s alias resolution results evolve round by round. Round 0 is
based on just the data obtained through MDA-Lite Paris Traceroute, with no additional
probing. The MBT and signature-based tests are applied to the extent possible. Round 1
adds one direct probe to each of the IP addresses at a given hop, in order to provide more
complete Network Fingerprinting signatures. It also is the first round of MBT probing,
attempting to elicit 30 replies per address. Each subsequent round through to Round 10
consists of an additional 30 indirect probes per address, in order to further refine the alias
sets using the MBT.

Fig. 3.5 presents overall values for precision, recall, and numbers of probes sent over
the 10,000 measurements conducted for the MDA-Lite evaluation of Sec. 3.2.4. We do not
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Accept Direct | Reject Direct | Unable Direct
Accept Indirect 0.365 0.005 0.283
Reject Indirect 0.144 N/A N/A
Unable Indirect 0.203 N/A N/A

Table 3.2: Findings for 4798 address sets identified as routers either by indirect probing
(MMLPT) or direct probing (MIDAR), expressed as portions adding up to 1.0

have ground truth, so precision and recall are relative to our best available determination
of the alias sets, which is the result of Round 10 in each case. The number of probes is
relative to the number sent in Round 0.

Round 0, with no probing beyond that which is performed for MDA-Lite Paris Tracer-
oute, yielded 68% precision and 81% recall with respect to the Round 10 results. A
significant jump to 92% in both cases came with a first round of probing, and then there
was a slow increase with each successive round. The additional probing for each round
was less than 10% of the basic MDA-Lite Paris Traceroute probing.

These results indicate that we can glean router-level information with a modest amount
of additional probing, typically 20% more is enough to get a precision and a recall greater
than 92% with respect to round 10, and 75% more to complete the ten rounds. Additional
work will be required in order to better establish a firm basis against which to compare,
so as to provide clearer guidance on the tradeoff between probing and the completeness
and accuracy of the results.

We also looked at the potential benefits and costs of adding direct probing, as we
had implemented MMLPT with only indirect probing, for the MBT. For each diamond,
MMLPT identifies zero or more address sets as routers, validating or rejecting address
sets via indirect probing. We compare these results with what direct probing IP ID
techniques would have found, using MIDAR for this. We ran MIDAR on all the addresses
of the diamond, and MIDAR too identifies zero or more address sets as routers in the
diamond. We take the union of the address sets identified by both tools, and compare:
which ones did both accept as being a router, and which ones were accepted by one of the
tools but not by the other? If a tool does not accept an address set, it is either because
it has rejected it (for instance by finding a pair of addresses that has failed the MBT) or
because it is unable to determine if one or more of the addresses belongs in the set (for
instance because of an insufficient time series from an address).

Table 3.2 shows the results for 4798 address sets, of which 3414 were identified as
routers by MIDAR and 3140 by MMLPT. The values are the portion of address sets
that fall within each category. 36.5% were accepted as routers by both MIDAR and
MMLPT. Just 0.5% of sets accepted by MMLPT are rejected by MIDAR, whereas 14.4%
of sets accepted by MIDAR are rejected by MMLPT. The latter can be explained by
routers that implement per-interface counters for the IP ID for the ICMP Time Exceeded
messages associated with indirect probing and router-wide counters for the ICMP Echo
Reply messages associated with direct probing.

Significant portions of sets accepted by one tool encounter a failure to determine
a result by the other tool: 20.3% of sets accepted by MIDAR led to no conclusion by
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MMLPT and 28.3% of sets accepted by MMLPT led to no conclusion by MIDAR. Upon
further investigation, we found that 98.6% of the non conclusive cases for MMLPT are
due to either constant (mostly zero) IP IDs and 1.4% to non monotonic IP ID series.
Looking at MIDAR logs, we found that the 28.3% inconclusive cases had different causes:
for each inconclusive set, at least one IP in the set was either unresponsive to direct
probing (60.5%), or its IP ID series was a copy of the probe IP ID (22.8%), or its IP 1D
series was non monotonic (13.6%), or MIDAR got unexpected responses, meaning that the
reply did not match that which would be expected based upon the probe protocol used
(3.1%).

Our overall conclusion is that direct probing provides a potentially valuable comple-
ment to indirect probing, and that we should include it in future versions of MMLPT,
while also evaluating the tradeoff in what is gained against the additional probing cost
that it will entail.

3.4 Fakeroute

For any given multipath route between source and destination, one can calculate the
precise probability of the MDA failing to detect the entire topology. This calculation is a
simple application of the MDA’s stopping rule with the chosen stopping points, the values
ny described in Sec. 3.2.1, along with the basic assumptions underlying the MDA, such as
that load balancing will be uniform at random across successor vertices [126, Sec. IL.A].
For a vertex in the topology that has K > 1 successors, the first successor will certainly be
found by the first probe packet (among the assumptions is that all probes receive replies),
but there is a probability 1/K™ ™! that a total of n; probes will fail to discover a second
successor, and the probabilities of failing to discover each of the remaining successors
k < K are similarly straightforward to calculate. Veitch et al. provide the details [126,
Sec. IL.B].

In principle, therefore, it should be possible to test that the MDA has been correctly
implemented by a software tool by running it repeatedly on a suite of benchmark topolo-
gies and seeing that the failure probabilities are as predicted. For scientific purposes, we
would want, if at all possible, to verify the conformance of a tool before using it, but we
have not had that capability until now for tools that implement the MDA. Our contribu-
tion is a network multipath topology simulator that takes as input a given topology and
a number of values n; that is at least equal to the highest branching factor encountered
in the topology, that calculates the probability that the MDA will fail to discover the full
topology, and that runs the actual software tool in question repeatedly on the topology
to verify that the tool does indeed fail at the predicted rate, not more, not less, providing
a confidence interval for this result.

Our Fakeroute is a complete rewrite of the Fakeroute tool that has been provided as
part of the libparistraceroute library [14], and which enabled small numbers of runs of a
tool on a simulated topology, for simple debugging purposes, but that was not designed
for large numbers of runs with statistical validation. The new Fakeroute, written in C+-+,
uses libnetfilter-queue [13| to sniff probe packets sent by a tool and suck them into the
simulated environment rather than letting them out of the host into Internet. Once a
probe is in, Fakeroute uses libtins [15] to read the flow identifier and TTL from its header
fields. These are used to simulate the probe’s passage through the topology, with the
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pseudo randomness of load balancing being emulated by the Mersenne Twister [2] that
comes with the standard C++ library. Using libtins, Fakeroute crafts either an ICMP
Time Exceeded or an ICMP Port Unreachable reply depending on whether the probe is
determined to have reached an intermediate router or the destination, and sends that
back to the tool. For example, on a topology with the simplest possible diamond (a
divergence point, two nodes, and a convergence point), we were able to test that the real
failure probability of the topology, which is 0.03125, given the set of nj values used by
the MDA for a failure probability of 0.05, was respected. We ran the MDA 1000 times on
this topology to obtain a sample mean rate of failure, and obtained 50 such samples to
obtain an overall mean and a confidence interval. This took 10 minutes on a contemporary
laptop machine, giving a 0.03206 mean of failure, with a 95% confidence interval of size
0.00156. We were able to run the same test on much larger topologies as well, as indicated
in the previous section. Fakeroute is available as free open-source software at the URL
mentioned at the end of Sec. 4.1.

3.5 Surveys

This section presents the two surveys that we have conducted, one at the IP level, the
other at the router level. The aim in both is to characterize the topologies that are
encountered by multipath route tracing in the IPv4 Internet, along the lines of earlier
surveys 42, 100, 35| mentioned in the Related Work section.

Our focus is on the “diamonds” (see Sec. 3.2.1 for the definition) that are encountered in
aroute trace. We define a a distinct diamond by its divergence point and its convergence
point. This means that if a diamond is encountered multiple times in the course of a
survey, there might be differences in its measured internal topology from one encounter
to the next. If either a divergence point or a convergence point is non-responsive (a “star”
in common parlance), we consider it as different from a diamond that has responsive
divergence and convergence points, even if the two diamonds have other IP addresses
in common. Since a diamond might show up in multiple measurements, we define each
encounter with a distinct diamond to be a measured diamond. Each way of counting
reflects a different view of what is important to consider: the number of such topologies,
or the likelihood of encountering one. We look at both.

The surveys describe how large diamonds are, both in number of hops and in number of
vertices at a given hop. Also, because we have found that “uniformity” and “meshing” are
relevant to the ability to economize on probes when tracing at the IP level (see Sec. 3.2.2),
we describe these features. For the metric definitions that follow, we apply those of
Augustin et al. [42]| for “maximum width” and “maximum length” and add “maximum
width asymmetry” and “ratio of meshed hops”. As illustrated in Fig. 3.6, these are:

The maximum width is the maximum number of vertices that can be found at a
single hop, as in the boxed hop of the left-hand diamond.

The maximum length is the length of the longest path between the divergence and
the convergence point, as shown by the set of bold edges in the left-hand diamond.

The maximum width asymmetry is a topological indicator of a lack of uniformity:.
We define it first for a pair of hops 7 and 7 + 1.

e If hop ¢ has fewer vertices than hop i+ 1, it is the maximum difference in the number
of successors between two vertices at hop i.
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Figure 3.6: Diamond metrics

e If hop ¢ has more vertices than hop i+ 1, it is the maximum difference in the number
of predecessors between two vertices at hop 7 + 1.

e If hops 7 and ¢ + 1 have identical numbers of vertices, it is the maximum of the two
values described above.

For a diamond as a whole, it is the largest value of maximum width asymmetry found
across all hop pairs, as shown by the grey and black vertices of the left-hand diamond.

The ratio of meshed hops of a diamond is the portion of hop pairs of hops that
are meshed, as shown in the right-hand diamond, in which two of the five hop pairs are
meshed, for a ratio of 0.4.

3.5.1 1IP level survey

The IP level survey is based on multipath route traces from 35 sources towards 350,000
destinations during two weeks starting 8 March 2018.

The route tracing tool was the libparistraceroute-based MDA Paris Traceroute [14],
using its default parameters. We employed UDP probes, as Luckie et al. [98] found best
results for discovering load balanced paths with such probes.

The sources were PlanetLab nodes running Fedora 24 or 25, obtained through Plan-
etLab Europe [19]. (We also ran a survey with similar results, which can be found at the
URL mentioned at the end of Sec. 4.1, on the new EdgeNet infrastructure [8| affiliated
with PlanetLab Europe.)

The destinations were chosen at random from the IPv4 addresses rated as “highly
responsive” in the Internet Address Hitlist IMPACT dataset Internet_address_hitlist_-
it78w-20171113, ID DS-822, covering 17 January 2015 to 15 December 2017 [30].

We discarded route traces that we could not collect because of infrastructure troubles,
yielding 294,832 exploitable results, among which 155,030 passed through at least one
per-flow load balancer. There were 60,921 distinct and 220,193 measured diamonds.
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We start by looking at uniformity and meshing.

Uniformity In both measured and distinct diamond asymmetry distributions (Fig. 3.7),
89% of diamonds have zero asymmetry. This means that most diamonds are uniform,
provided that load balancing is uniform across next hop interfaces, and supports the
MDA-Lite’s assumption of uniformity. But if the MDA-Lite cannot detect the asymmetry
in a diamond that is among the 11% that are asymmetric, it will not switch over to the
full MDA and it risks failing to discover the full topology. It is most likely to encounter
difficulty on an unmeshed diamond, as, when meshing is detected, the full MDA is invoked.
Only 2.3% of measured and 3.6% of distinct diamonds are both asymmetric and unmeshed.
We examined these diamonds for differences in discovery probability among vertices at
a common hop, plotting the CDFs of all non-zero probability differences in Fig. 3.8. In
these cases, 90% of measured and 58% of distinct diamonds have a maximum probability
difference of 0.25 and, for both, 99% have a maximum probability difference of 0.5. This
indicates that the MDA-Lite is very unlikely to fail in uncovering a lack of uniformity,
which is borne out by our experimental results in Sec. 3.2.4. This issue could be more
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rigorously studied with further mathematical analysis.
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Figure 3.9: Ratio of meshed hops

Meshing Of the 220,193 measured diamonds in our survey, 32,430 present at least one
meshed hop, and of the 60,921 distinct diamonds, 19,138 are meshed. Fig. 3.9 plots CDFs
of the ratio of meshed hops for the meshed diamonds. The MDA-Lite offers probe savings
over the full MDA when a pair of hops is not meshed. More than 80% of meshed diamonds
have a ratio of of meshed hops under 0.4, which indicates a significant potential for the
MDA-Lite to realize significant probe savings, even on meshed diamonds. We continue
by looking at the length and width metrics, for which the distributions are shown in
Fig. 3.10. Almost half of both measured and distinct diamonds have a maximum length
of 2, meaning that they consist of a divergence point, a single multi-vertex hop, and
a convergence point. The MDA-Lite is more economical than the full MDA on such
diamonds. The largest value of maximum width encountered is 96. Such a high value is
unprecedented, with earlier surveys [42, 100] reporting maximum widths of at most 16. A
notable feature of the maximum width distributions is their peaks at 48 and 56. Further
investigation indicates that the distinct diamond distribution might be overstating what
is in fact being encountered by the route traces. Though the diamonds are distinct by our
definition, meaning that they have a unique pair of divergence and convergence points,
they share a large portion of their IP addresses. This suggests a common structure that
is being frequently encountered via a variety of ingress points.

Looking at the joint distributions of maximum width and maximum length (Fig. 3.11),
we see that short and narrow diamonds continue to be the most common, as found in
previous surveys. For example, we found that 24.2% of measured and 27.4% of distinct
diamonds were of maximum length 2 and maximum width 2, corresponding to the simplest
possible diamond. The maximum width 48 and 56 diamonds also reveal themselves to
have a variety of different maximum lengths.

3.5.2 Router level survey

The router level survey is based upon the 155,030 route traces from the IP level survey
that passed through at least one load balancer. We retraced these with Mutilevel MDA-



3.5. SURVEYS 45
+ +
- + -1 +
510 oy S 10 e,
S +4 5 *y
€ 102 i, + £ 1072 topggy
o + o +4
© -3 + T -3 +
5 10 +++ = 10 +
T+
510 +y S 10 ”
£ * £ +++
o -5 [e] -5 |
a 10 RS a 10
10-¢ T y y y 10-¢ T T y y v
2 5 10 15 20 2 5 10 15 20
Max Length Max Length
+ +
wn - wn -1+
G107ty 5 10774 +
C + + g -ltl-_'_ ++ +
g 10-2] # #7 €102 +4 +
+ + t+F
© + © + + +
— +_*+ +4 + = -i!'
© 103 + + © 103 4+ ++
Y + Y— 4 + +
o + bt o+ + o + T4 + + + +
S 10-4 + T + + C 10-4 + B ++
= Tt * o Haty w4+
bl " ++.,.++ +,+ + b + F ++ ++
O 10-5 + ¥ ++ ++ S 10-5 + H+ +
a +H+ + a
106 10-6

2 10 20 30 40 50 60 70 80 90
Max Width

2 10 20 30 40 50 60 70 80 90
Max Width

(a) Measured (b) Distinct

Figure 3.10: Maximum length and maximum width

Lite Paris Traceroute during two weeks, starting on 3 April 2018. For each trace, we
obtained IP level output and router level output.

We found 646 cases of distinct address sets (0.98% of the total alias set) that were
considered as aliases by one measurement, but discarded or not found by another, although
they had both seen the entire address set at the IP level. A deeper analysis showed that
295 of those cases were due to a constant 0 IP ID series collected by one measurement
for at least one address in the address set, whereas the other measurement could build a
monotonic IP ID time series for each of the addresses in the address set. The remaining
351 cases were false positives, which were then discarded from the router dataset analysed
in this section.

We looked at what we term the “size” of the routers that were found, the size being
the number of IP interfaces identified as belonging to a router. A route trace from a
given vantage point is bound to pick up mostly the ingress interfaces facing that point,
which tend to be the ones from which it receives responses, and so this metric will be an
underestimate of the true number of interfaces. We also aggregated the IP interface sets
from multiple traces through transitive closure based upon two sets having at least one
address in common, which may give less of an underestimate, but is still incomplete, as
we do not perform full alias resolution on the overall IP addresses set found. CDEFs of the
sizes are shown in Fig. 3.12. 68% of the routers had a size of 2 and 97% had a size of 10
or less. We found 1 distinct router with more than 50 interfaces, and 5 such routers when



46 CHAPTER 3. A BETTER MULTIPATH TRACEROUTE

100 100
10*
104
80 80
3
s 10 = 103
2 “lesces 2 6o
= lessee 02 > 107
T 40 s 40
= =
1
20 10 20 10*
0 — , 10° 0 10°
() 5 10 15 20 25 () 5 10 15 20 25
Max Length Max Length
(a) Measured (b) Distinct

Figure 3.11: Maximum length and maximum width joint distributions

1.0 1.0

o L

@ 0.8 o 0.8

+J +—

3 3

< 0.6 < 0.6

Y— Y

o o

G 0.4 So.a

5 5

a 0.2 a 0.2
(] 0.0

10° 10t 102 10° 10t 102
Router size Router size
(a) Distinct routers (b) Aggregated routers

Figure 3.12: Router size

we aggregated the address sets.

We looked at what happens to each IP level diamond when it is resolved into a router
level diamond. There are four possibilities: (1) there is no alias resolution, so the diamond
remains the same; (2) the diamond resolves into a single smaller diamond; (3) the diamond
resolves into a series of smaller diamonds; (4) the diamond disappears completely, being
resolved into a straight path of routers. As Table 3.3 shows, some degree of router
resolution takes place on 41.9% of unique diamonds. In comparison, Marchetta et al. [100]
saw, in 2016, a 33% reduction in diamond max-width, when applying MIDAR a posteriori
to multipath route traces.

We looked at the effect of alias resolution on diamond width. Fig. 3.13 plots the
distributions obtained by the MDA-Lite before and after alias resolution. We observe that
the peak at maximum width 48 has remained, whereas the one at 56 has disappeared.
On closer inspection, we find that the max width 56 diamond at the IP level resolved
into several smaller diamonds at the router level. These router-level diamonds were of
unaggregated sizes between 2 and 49 IPs.

Finally, we looked at width reduction diamond by diamond. Fig. 3.14 plots the joint
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Case Fraction
No change 0.579
Single smaller diamond 0.355
Multiple smaller diamonds | 0.006
One path (no diamond) 0.058

Table 3.3: Effect of alias resolution on unique diamonds
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Figure 3.13: Maximum width of unique diamonds

distribution of maximum width before and after alias resolution of those diamonds that
changed size. Large width reductions are rare, but do take place. The darker grey vertical
series of values just to the left of 60 show the maximum width 56 diamonds being broken
down into smaller diamonds at the router level.

3.6 Related work

Chapter 2 already described related work on Internet cartography, which MDA-Lite and
multilevel route tracing contributions are directly related with.

For the other contributions, Fakeroute is a network simulator purpose-built for one
thing: statistical validation of multipath route detection algorithm implementations on
a variety of topologies. As such, it does not implement any other features that general
network simulators such as ns-3 [77], or emulators, such as GNS3 [9], that can run real
router OSes, might offer.

The surveys follow on previous surveys of load balanced paths in the Internet. Our
survey provides an update on Augustin et al.’s survey [42] from ten years ago. Like in
Marchetta et al.’s survey [100], our survey transforms IP level traces into router-level
topologies, but it does so with a single tool, while tracing, rather than with additional
measurements by other tools a posteriori. Almeida et al. characterized multipath routes in
the IPv6 Internet [35], while we have yet to extend our tool to do the same. Marchetta et
al.’s and Almeida et al.’s surveys are quite recent, from 2016 and 2017 respectively, but
they report only a maximum of 16 interfaces at a given hop, whereas our survey reveals
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3.7 Conclusion and future work

Multilevel MDA-Lite Paris Traceroute, makes four contributions related to multipath
tracing, each of which can be developed further. (1) For MDA-Lite, the alternative
to the Multipath Discovery Algorithm (MDA) that significantly reduces overhead while
maintaining a low failure probability, we hope to deepen the mathematical analysis in
order to determine significance levels for the results, as had been done for the MDA [126].
Also, the assumption of uniform load balancing, which we believe to hold in almost
all cases, could be tested by a rigorous survey, and the algorithm adjusted, which we
believe would be straightforward, to take into account uneven load balancing if necessary.
(2) For Fakeroute, the simulator that enables validation of a multipath tracing software
tool’s adherence to its claimed failure probability bounds, we could extend it to simulate
exceptions to the assumptions made by the MDA and MDA-Lite. Some assumptions,
such as that every probe will receive a reply, often do not hold in practice. Indeed, ICMP
rate limiting is one common cause of a lack of replies, and a simulator that takes rate
limiting into account could help in designing an algorithm to probe in ways less likely
to trigger rate limiting. Another extension might be to allow simulation of multilevel
route tracing. (3) For multilevel multipath route tracing, which has provided, a router-
level view of multipath routes, we continue to investigate the differences between direct
and indirect probing for alias resolution. (4) For the surveys of multipath routing in the
Internet, showing, among other things, that load balancing topologies have increased in
size well beyond what has been previously reported as recently as 2016, we would like to
repeat them, conducting at a larger scale some of the side-by-side comparisons of MDA
and MDA-Lite that we have so far conducted only on a smaller scale. Overall, the work
is currently entirely focused on IPv4 and can benefit from being applied to IPv6.

This chapter presented Multilevel MDA-Lite Paris Traceroute, a new tool which im-
proves network debugging and troubleshooting, by reducing the number of packets sent,
and by embedding in a single command line the router level view of a multipath topology.
In addition, MMLPT provides new insights about Internet multipath topology evolution.
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For the last decade, load balanced paths have become more complex than ever. Our ob-
jective, from this observation, is to build a system that could capture this load balanced
paths at Internet scale. The next chapter presents this system.
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Chapter 4

Internet Scale multipath tracing

Chapter 3 introduced a new tool that revealed a significant increase of complexity of load
balanced topologies in the Internet in the last decade. However, one can argue that it was
not representative of the whole Internet, as we randomly selected 350,000 destinations
that we divided across 35 vantage points (10,000 destinations per vantage point). The
reason for this sampling is that an exhaustive snapshot of the load balanced paths is not
achievable in a reasonable time with the existing mapping techniques. A back-of-the-
envelope estimate for scanning all the /24 prefixes, given that our survey in chapter 3
took 2 weeks, gives a time of 64.3 years.

This motivates the work presented in this chapter: building a system that can exhaus-
tively map all the load balanced paths of the IPv4 Internet while providing statistical
guarantees. This chapter presents D-Miner, a system that reduces the time to complete
a snapshot of the entire Internet with multipath tracing to 2.5 days. This work has been
published in the proceedings of the USENIX Symposium on Networked Systems Design
and Implementation (NSDI) 2020.

4.1 Introduction

As we have seen in chapter 3, the state-of-the-art techniques for multipath tracing can not
perform exhaustive snapshots of the Internet. As a result, today’s IP and router topology
snapshots, e.g., [49, 23|, incompletely represent the true, multipath, complex forwarding
topology. Indeed, our measurements discover >2.7M more edges (64%) in the topology
as compared to current state-of-the-art, and significantly more complex topologies than
previously reported, including >5k edges in a single provider’s topology corresponding to
a single /24 destination prefix that they advertise.

The Internet measurement community has long aimed to capture a complete topology
of the Internet, especially as it has become clear that partial topologies can lead to faulty
conclusions about the network’s properties [131, 33, 58]|. Obtaining not just accurate, but
complete topologies is crucial to understanding the network’s resilience to outages and
attacks [122, 92|, as well as aiding in the conception of applications ranging from content
distribution to network security [133]. Further, these topologies play a vital supporting
role in other measurement inferences, for instance determining AS relationships, mapping
inter-domain congestion [90], and geolocation [84] to name a few.

We developed D-Miner to gather Internet-wide multipath topology maps. D-Miner is

o1
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a system that marries two recent advancements in active topology discovery: i) high-speed
randomized probing techniques [46] and ii) multipath detection algorithms [41]. At its
core, D-Miner rapidly sends probes in a randomly permuted order to avoid overloading any
single path, and iteratively completes its view of the network. Whereas prior multipath
discovery approaches perform a stateful breadth-first search path exploration to attain
confidence in the degree of load balancing along the path, D-Miner decouples probing from
statistical inference thereby enabling probe randomization and high-rate probing, while
amortizing total probing cost. D-Miner maintains a set of “unresolved” nodes — nodes
for which the degree of load balancing is uncertain — and proceeds in rounds until the
topology is, statistically, complete (Sec. 5.3). Having implemented D-Miner, we evaluate
its performance and overhead (Sec. 5.4). Together, these techniques enable, for the first
time, scalable multipath topology discovery and Internet-wide mapping.

Using complete Internet-wide snapshots collected using D-Miner, we scrutinize dy-
namics and topological changes. We find that many “routing changes” are instead due to
“load balancer remapping” events — where the load balancer changes its current mapping
between flow identifiers and paths. We precisely categorize these events and measure their
prevalence, finding that they are a much larger and frequent contributor of path changes
than previously recognized (Sec. 4.5).

Finally, we deployed D-Miner and collected multiple topology snapshots over a one-
week period in August, 2019. From these snapshots, we characterize the prevalence, size,
extent, and location of load-balancing on the modern Internet (Sec. 4.6). This chapter
makes four contributions:

1. Development and evaluation of D-Miner, a novel scalable active multipath topology
discovery system.

2. Deployment of D-Miner to gather the first Internet-wide IP-level topology snapshots
inclusive of load balancing.

3. Detailed characterization of Internet dynamics, including a taxonomy of load bal-
ancer remapping events and their extent and prevalence.

4. Public release of D-Miner’s code and survey results |7].

4.2 Complementary background and related work

Load balancing, MDA, Yarrp, and Internet mapping systems are concepts that underlie
the rest of the technical content of the chapter. These concepts have been explained in
details in Chapter 2.

In this section, we provide additional insights about the MDA to explain why it can
not be run at Internet scale (Sec. 4.2.1). Then, we further explore the related work on
the interesting results found by D-Miner. In particular, we situate them according to
previous work on load balancing survey (Sec. 4.2.2, and reappraise previous results on
Internet path dynamics based on our findings on load balancer “remappping".

4.2.1 MDA limitations

Sec. 2.1.1 and 3.2.1 detailed the functioning of the MDA. As a remainder, for each node,
the MDA computes the minimum number of probes to send to achieve a given failure
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Figure 4.1: D-Miner high-level conceptual overview

probability that it has found all the successors of a node. There are two limitations that
prevents the usage of this algorithm at Internet scale. First, the MDA proceeds TTL
per TTL, node by node, to send the exact minimum amount of probes to achieve the
desired failure probability. This prevents concurrent probing of all the TTLs, therefore
linearly increasing the probing time. Second, it maintains, for each node, in addition to
the information necessary to match the probes with the replies (see Sec. 2.2.1, Yarrp),
its number of successors and the number of replies that it received from this node and
its successors. These information can not be maintained for millions of nodes in memory.
D-Miner addresses these two limitations. First it modifies the MDA to be able to probe
concurrently all the TTLs and all the destinations, for a controlled overhead (Sec. 4.4.2).
Then, it uses Yarrp technique to encode all the matching information in the probes.
Finally, it stores the necessary information to compute the number of probes needed to
achieve statistical guarantees relative to each node in a database, so that the computation
can be done a posteriori of the probing, providing an adaptive system in terms of memory
usage (Sec. 4.3.2).

4.2.2 Load balancing surveys

Our Internet scale survey in Sec. 4.6 confirms two previous results of Augustin et al. [42]
and Vermeulen et al. [129]: (1) load balancing is prevalent in the network, as 64.7% of
our traces from a source to any /24 prefix contained at least one load balancing router
(branching point); and (2) non-deterministic load balancing is rare, with only 1.9% of the
branching points identified as implementing this behavior.

4.2.3 Internet path dynamics

D-Miner enables researchers, for the first time, to obtain snapshots of the entire Internet
inclusive of all load-balanced paths. This new and more complete view of the topology
allows D-Miner to expand the results on load balancing characterization at Internet scale.
Augustin et al. made the first study of load-balanced paths a decade ago, finding topolo-
gies having up to 16 such paths [42]. More recently, Vermeulen et al. have shown that
per-flow load-balanced paths have become more complex, by finding topologies with up
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to 92 interfaces at the same TTL [129]. In both of those studies, the set of destination
prefixes was a subset of the entire Internet, with, respectively, ~120k and ~350k targets.
In contrast our survey contains traces to ~14.4M /24 destination prefixes.

D-Miner allows us to provide new insights into Internet dynamics induced by load
balancing. In Sec. 4.5.2, we show that a “routing change” is more nuanced that previ-
ously understood, and that such changes can be due in part to the remapping behavior
of production load balancers. Paxson’s canonical work on Internet dynamics [108| stud-
ied persistence and prevalence of routes. Given a source/destination pair, persistence
characterizes the number of different routes observed across time between this pair. The
prevalence of a route defines if, within the set of routes that have been observed, one
is more dominant than another. The main result was that Internet routes were globally
stable across time. Note that this work was performed two decades ago and did not take
load balancing into account. Almost a decade ago, Cunha et al. reappraised Paxon’s
work in light of load balancing [61], and found that Paxson’s results still held. They
also stated that load balancing remapping is infrequent. We show that it is a widespread
phenomenon in today’s Internet.

More recently Cunha et al. developed DTrack [62], a system that maintains an inferred
topology and attempts to detect and predict path changes, although such prediction is
difficult. Our work helps provide insight into potential root causes of this prediction
difficulty.

4.3 Algorithm

D-Miner is designed to capture Internet topology snapshots inclusive of all load-balanced
paths. At its heart, D-Miner uses Yarrp’s randomized and stateless probing to achieve
high probing rates. To this, it adds probe set generation logic that keeps track, on a
per-node basis, of whether all outbound load-balanced edges have been discovered with
high probability. The logic guides Yarrp through multiple rounds until the full discovery
criterion has been satisfied for almost all nodes.

See Figure 4.1 for a high-level schematic of D-Miner. Yarrp and the probe set genera-
tion logic are deployed at a single vantage point from which Yarrp probes a set of target
prefixes in the IPv4 Internet. D-Miner proceeds in rounds, maintaining sets of “resolved”
and “unresolved” vertices. Resolved vertices correspond to nodes where all outgoing load
balanced links have been discovered with high probability toward the set of target pre-
fixes. Conversely, unresolved vertices require further probing to ascertain whether any
load balanced edges emergent from a node have not yet been discovered.

D-Miner’s main steps are: (1) Yarrp requests the set of probes for round 7; (2) the
probe set generation logic returns the <flow ID,TTL> pairs that correspond to the current
set of unresolved vertices; (3) these pairs are randomized and probes are sent at high speed
using the Yarrp technique; (4) as replies return, they are processed by Yarrp; and (5) they
are used to update the set of known nodes and each node’s state as either an unresolved
or a resolved vertex. Rounds continue until 99% of the target prefixes have been resolved.

Whereas Yarrp is totally stateless, D-Miner requires state to be retained from round
to round. A key challenge is to manage that state in a manner that does not diminish
Yarrp’s performance. Our solution is discussed in Sec. 4.3.2.



4.3. ALGORITHM 95

4.3.1 Bootstrapping D-Miner

Since D-Miner is guided by the set of unresolved vertices, it requires a boostrapping round
to seed the set. This round is a slightly modified version of a classic Yarrp snapshot of the
[Pv4 Internet. Whereas Yarrp sends one probe packet per TTL to each /24 prefix, with
the exception of the private and reserved IPv4 prefixes defined by RFC 6890 [60], D-Miner
sends n; = 6 probes per /24, each with a different flow identifier. This number comes
from the MDA stopping condition for 0.05 failure probability, described in Sec. 4.2.1, that
there is just a single node at a given TTL when probing towards a given destination. The
six flow identifiers correspond to the six first destinations in the /24. The /24 granularity
corresponds to the commonly accepted longest BGP prefix [121].

In the classic MDA, the n; packets all have a common destination, however D-Miner
varies the flow identifier by varying the destination within the target prefix. This allows it
to find per-destination-prefix load balanced paths in addition to the per-flow load balanced
paths that classic MDA finds.

As stated in Sec. 4.2, Yarrp uses a pseudo random permutation of 32 bits to determine
the parameters for each successive probe: the first 24 bits determine the /24 destination
prefix and the first 5 bits of the remaining byte determine the TTL. This leaves 3 bits,
which is sufficient for D-Miner to select n; = 6 different addresses within the destination
prefix.

4.3.2 Maintaining State

Yarrp encodes the originating TTL, timestamp, and checksum in the probe header fields.
These values are visible in the quotations that arrive in the probe replies, allowing Yarrp to
reconstruct the probe that generated a particular ICMP without maintaining any internal
state. While each individual Yarrp probing round is stateless, D-Miner must maintain
state from round to round in order to keep track of which vertices have been resolved and
which ones remain unresolved. To this end, D-Miner extracts the following data from
each reply: the original probe’s source and destination IP addresses, port numbers, and
original TTL; and the reply’s source IP address and ICMP type and code.

So that D-Miner could obtain rapid results for complex queries on tables of billions
of rows, we sought a database system that is optimized for online analytical processing,
settling on ClickHouse [5]. The data from each reply is inserted and ordered by: source
[P address, /24 destination prefix, destination IP address, TTL, source port number, and
destination port number. ClickHouse is highly parallelized and its groupArray features
make the algorithm calculations described in Sec. 4.3.3 and the analyses of Sec. 5.4,
Sec. 4.5, and Sec. 4.6 tractable.

4.3.3 Subsequent probing round computation

Once the replies have been inserted into the database, we query it to generate the next
round of probes. Our goal, conceptually, is to calculate the set of additional probes with
new flow identifiers required to meet the remaining statistical guarantees for each /24
prefix, given the current knowledge of the topology. Mathematically, the next round
probes is the minimal expected set of probes needed to reach the statistical guarantees
for each branching point, grouped by /24 prefix.
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Figure 4.2: Example topology resolved by three rounds of D-Miner probing. Link annotations
represent number of probes expiring at ingress interface of subsequent node.

Reducing MDA statefulness

This section describes our algorithm to generate a new batch of probes given a topology
and the set of probes already sent.

Let us fix a source and a /24 destination prefix. We present an example in Figure 4.2
to help provide intuition. This topology illustrates a possible result after each of three
hypothetical rounds of probing. Each link is annotated with the number of probes that
expired at the ingress interface of the subsequent node. At round 1, D-Miner sent n; = 6
probe packets per TTL, each with varying destinations in the destination prefix to vary
the flow identifier. The value of n; is determined by the desired failure probability to find
all the successors of a branching point. In this work we set n; = 6, corresponding to a
failure probability of 0.05, which is the default value used by the MDA implementation
in previous work [42, 62].

Recall, after sending 6 probes and only discovering a single successor, we have a
probability of 0.95 that there is indeed only a single successor (n; = 6), while we must send
11 probes to achieve the same probability that there are only two successors (ny = 11).
To understand how we compute the next batch of probes, we introduce the following
notation:

Let us fix the TTL to h.

Let R, be the set of nodes discovered at TTL h that have not been resolved yet.

Let Dy, be the probability distribution of nodes responding for TTL h after the current
probing round. For example, in Figure 4.2 after the first round of six probes per TTL,
D2 = {VQ = %,Vg = %}

Let k, be the number of successors for node v.

Let t;, be the number of probes already sent at T'TL h.

Let n; be the stopping point described in Sec. 4.2.1.

Proposition 1. Given h, R, and Dy, the minimal expected number of probes needed to
reach MDA statistical guarantees for all the elements of Ry, is:

max < Ty _ th> At TTL h

max (% — th+1) At TTL h+1
v
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Proof. Let v € Ry,. The MDA hypothesis, which is that v might have a (k,+1)* successor
tells us that we need to send ny, probe packets with TTL h that first reach v, and then
send ng, with the same flow identifiers to TTL A + 1. Let X, be the random variable
representing the number of probes that reach node v given Dj,. Our objective is to find
the minimum number of probes N such that:

Vo, E[X,] = Dp(v)N >= ny, (4.1)

For this condition to hold, we must set N at minimum to:

N = max Pk
vER) h(U)
We have:
Vo, E[X,] = Dp(v) max —'_ >— Dy(v)—F_ — p, (4.2)
’ v v'E€Ry, Dh(v’) Dh(v) v ’
We just subtract the number ¢ of probes that we have already sent to TTL A, and this
concludes the proof. O

Every TTL h generates a number of additional probes for TTL h and TTL h + 1.
For each TTL h, we therefore have two possible values: the one generated by additional
probes for TTL h — 1 and the one generated by additional probes for TTL h. So that the
condition given in Eq. 4.1 holds for every node of the topology, we choose the maximum
between these two values (rounding fractional values to integers).

Let us perform the numerical application on the topology of Figure 4.2. After round 1,
we have discovered the topology on the left side of the figure. At TTL1, Node v; has two
successors, Di(v;) = 1. 6 probes have been sent to TTL 1 and 6 probes have been sent to
TTL 2. Proposition 1 brings ny — 6 = 5 additional probes for TTL 1 and 2. At TTL 2,
Node v, has one successor, and D(v2) = 2. Node vz has one successor, and D(vs3) = 3.
6 probes have been sent to TTL 2 and 6 probes have been sent to TTL 3. Proposition 1
brings 3n; — 6 = 12 additional probes for TTL 2 and 3. At TTL 3, notice that v4 and
vs are similar to v, and vz, so that Proposition 1 brings 3n; — 6 = 12 additional probes
for TTL 3 and TTL 4. For each TTL, we take the maximum number of probes between
TTL and TTL-1. At the end, we have to send for the second round: 5 probes at TTL 1,
12 at TTL 2, 12 at TTL 3 and 12 at TTL 4.

The figure in the center shows the state of the topology after round 2. At TTL 1,
we see that v; has been resolved because it has two successors and 11 = ny flows pass
through it. At TTL 2, vy has also been resolved because it has one successor and 8 > n,
flows have been sent through it. w3 is not solved, because now it has two successors so
it needs ny = 11 flows that pass through it. We have Ds(v3) = % and 18 probes have
been sent to TTL 2 and 3. Proposition 1 brings %ng — 18 = [1.8] = 2 additional probes
for TTL 2 and 3. At TTL 3, we see that v, and vs have been resolved, but v; has not.
We have Ds(v7) = 1% and 18 probes have been sent to TTL 3 and 4. Proposition 1
brings %nl — 18 = 9 additional probes for TTL 3 and 4. For each TTL, we take take the
maximum number of probes between TTL and TTL-1. At the end, we have to send for
the third round: 0 probe at TTL 1, 2 at TTL 2, 9 at TTL 3 and 9 at TTL 4.

The figure on the right shows the state of the topology after round 3. We see that now
vg and v; have been resolved, so that we consider the entire topology as resolved.
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Varying the flow identifier

For each destination prefix and TTL where additional probes are needed, we select new
flow identifiers by incrementing the last destination in the prefix used in the previous
round. In the example of Figure 4.2, suppose that our prefix is X.Y.Z.0/24. After round
1, the first 6 IPs of the prefix have already been used as probe destinations, so we would
send 5 more probes at TTL 1 from X.Y.Z.7 to X.Y.Z.11, 12 more probes at TTL 2 from
X.Y.Z.7 to X.Y.Z.18, etc. If there are no more destinations available in the prefix, we
change the destination port to vary the flow identifier.

4.3.4 Randomizing the probes

Randomizing the probes is done per-flow. For each prefix which needs additional probes
sent, we group the additional probes by flow. In the example of Figure 4.2, after round
1, we send X.Y.Z.7 at TTL 1, TTL 2, and TTL 3, and TTL 4. All of these are packed
together so that we ensure that probes with the same flow identifier are sent in a very
short time window. This avoids the inference of false links due to potential routing
changes during the probing time. Nevertheless, it is possible that X.Y.Z.8 probes are sent
at a separate time from X.Y.Z.7. In this way we retain one of the benefits of Yarrp’s
randomization, to minimize potential ICMP rate limiting.

4.3.5 Per-Packet load balancing

As described in Sec. 4.3.1, the first round of probes allows us to discover if there is one
or more load-balancers on the path from the vantage point to the destination prefix.
However, sending only one packet per flow identifier does not reveal the nature of the
load balancing, i.e., deterministic (per-destination or per-flow) or non deterministic (per
packet). For per-packet load balancers, the links between interfaces of a traceroute can
not be reliably inferred. Because we want to be able to flag per packet load balancers,
D-Miner sends two back-to-back probes per flow instead of one until it reaches a defined
threshold probability that the branching point is not a per packet load balancer. If we
get two different responses for flows with the same flow identifier, the branching point is
flagged as a per packet load balancer and the edges discovered after it are ignored in the
results. Mathematically, an upper bound of the probability to miss that a load balancer
is actually a per packet load balancer is the probability that all the pairs of probes with
the same flow identifiers passing through it get the same reply IP. Suppose there is a
branching point with k& branches. Then the probability that all these pairs of probes get
the same response is then kip where p is the number of pairs of probes sent going through
this branching point. We set the threshold probability in D-Miner to 0.95, as previously
done in [42].

4.4 Evaluation

Over one third of the edges in the Internet’s topology are not being revealed by current
state-of-the-art methods, as Sec. 4.4.4 describes. D-Miner, run from from six PlanetLab
Europe vantage points, discovered more than 7.1 million edges during a week of August
2019, a time during which Ark, probing from its 112 VPs, found ~4.4 million edges and
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Figure 4.3: CDF of /24 TPv4 prefixes meeting their statistical guarantees, over three 10-round
snapshots (dates in parens)

Yarrp, probing from the same PLE VPs as D-Miner, found ~2.5 million. Although this
additional coverage comes at the cost of 2-4 times as many probes compared to these
existing approaches (Sec. 4.4.4), we show that this volume is required due to forwarding
path dynamics.

In addition to evaluating node and edge discovery, we evaluate D-Miner’s algorithmic
and system properties. D-Miner’s round-iterative design engenders 14% higher overhead
than would be incurred sending traditional source-to-destination style MDA Paris Tracer-
outes from the same vantage point, as Sec. 4.4.2 shows. This is the cost associated with
D-Miner adopting a stateless and randomized (Yarrp-based) design, in exchange for the
advantages conferred by this design in terms of probing speed. Sec. 4.4.3 evaluates D-
Miner’s running time. First, however, Sec. 4.4.1 describes the datasets we collected, and
shows that 10 rounds suffice to reach statistical guarantees for 99% of the /24 destination
prefixes.

4.4.1 Dataset

Our evaluation dataset includes three D-Miner snapshots, each consisting of 10 rounds.
These snapshots were collected over a one-week period, from 6-13 August 2019, using a
single vantage point at our university, which enjoys a 1 GB link to the Internet. Each
snapshot was collected using a probing rate of 100,000 pps; this rate was capped out of
respect for network and service provider policy concerns; D-Miner is capable of probing
much faster (> 800,000 pps observed).

In addition, for the topology discovery section, we have deployed D-Miner on six Plan-
etLab Europe (PLE) [19] nodes located in Europe and run it at a lower rate, 10,000 pps,
during the same week. We used UDP probes as these have been shown to discover more
links than other protocols [98]. A web page hosted at the TP address of our vantage point
described the experiment and provided instructions for opting out; we did not receive any
such requests during our measurements.

Figure 4.3 illustrates how 10 rounds of probing suffices to achieve statistical guarantees
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Overhead Fator | Sttt 1] Sttt 2 | Spamhor s
Loss (I) 481,359,024 448,428,279 569,173,354
Reached destination (II) 166,941,456 165,227,106 163,821,372
Stateless probing (III) 54,023,123 46,324,355 50,012,378
Total Overhead [pkts] | 702,323,603 | 659,979,740 | 783,007,104

D-Miner Sent [pkts]

6,976,307,081

6,569,819,008

6,598,837,985

MDA Sent [pkts|

6,273,983,478

5,909,839,268

5,815,830,881

D-Miner Overhead [%]

12

12

14

Table 4.1: Probing Overhead of D-Miner versus MDA.

toward more than 99% of the IPv4 /24 destination prefixes. The mean portion of resolved
prefixes over the three 10-round snapshots is 99.6%.

4.4.2 Probing overhead

Intuitively, we might expect D-Miner to have lower overhead in order to achieve scale.
However, the stateless high-rate probing required comes at the cost of additional total
probing. The probing overhead generated by D-Miner compared to sequentially running
the traditional MDA to all of the /24 prefixes depends on three factors: (I) potential loss
induced by a high probing rate; (II) the TTL at which the MDA would have stopped
because of reaching the destination; and (III) sending more probes than required to reach
the statistical guarantees due to stateless probing. Table 4.1 quantifies each of these
overhead factors across our three snapshots, where we find a maximum overhead of 14%.

Note that we conservatively compute the loss due to high probing rates. If for a given
(destination prefix, TTL) pair, if at least one of the probes receives one response, we count
all the probes sent with the same (destination prefix, TTL) pair as losses if they do not
produce a response. Conversely, if no responses at all are received for this (destination
prefix, TTL) pair, i.e., this hop is “anonymous”, we do not count these probes as lost.

To compute the TTL at which the MDA would have stopped, we find the minimum
TTL for which all probes’ reply IPs equal their destination IP. If we never receive a reply
from the destination, we assume that MDA would act like a default linux traceroute, i.e
sending probes until it reaches the maximum TTL (30).

And finally, to compute the stateless overhead, we simulate for each of the destination
prefixes a run of the MDA with the same flow identifiers and compute the actual number
of probes at which it stops due to having reached the statistical guarantees.
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Figure 4.4: Time spent in each step of D-Miner for each round, averaged across three snap-
shots.

4.4.3 Run time

The server used for the computation was the same as the one we used for probing, provi-
sioned with 16 cores and 187 GB of RAM. Figure 4.4 shows the stacked error bars with
standard deviation of the time spent across each round in each routine. The sum over the
rounds indicates that a snapshot of 10 rounds takes an average of 3,713 minutes (about
2 days and 14 hours) to complete.

We distinguish two phases in our system: Until round 4, the probing routine consumes
a significant portion of the total round time, however, in rounds 5-10, almost all the time
is spent in the fetch_round routine. Note the relationship between time (Figure 4.4) and
the fraction of resolved prefixes (Figure 4.3). While the amount of probing time required
in rounds 6-10 is relatively inexpensive as compared to the earlier rounds, we see that
the algorithm is primarily optimizing at this point, with >90% of the prefixes resolved by
the fifth round. Conversely, only ~50% of the prefixes are resolved after the third round,
demonstrating that the runtime cost of probing in the early rounds is required.

Notice the evolution of the time spent in the fetch_round routine: The time needed
to compute the next round probes increases with the size of the table of our database in
rounds 1-4. Then, from round 5 on, the reduction in time spent probing indicates that
far fewer probes are sent, and consequently the table does not grow as much as during
the earlier rounds. Still, the time of fetch_round remains constant; one must recompute
the state of each branching point at each round to compute the next one.

4.4.4 Topology discovery

Finally, we consider the topology discovery results themselves. Note we ignore responsive
target addresses (since we are only interested in the routed topology) as well as any edges
connecting the destination nodes.

Figure 4.5 shows the cumulative discovery, with error bars with standard deviation,

'Represented as a * in traditional traceroute output[25]
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Nodes Edges
Snapsh,ot 1 | Snapshot 2 Snapshot‘ 3 Age. Snapsh\ot 1 | Snapshot 2 | Snapshot 3 Ags.
(Aug 6-8) (Aug 8-11) (Aug 11-13) (Aug 6-8) (Aug 8-11) (Aug 11-13)

D-Miner 1,057,832 1,017,389 1,024,178 | 1,373,149 2,906,204 2,997,581 3,059,770 | 4,600,689
Yarrp 545,536 492,694 516,363 632,405 977,201 898,607 916,196 | 1,279,171
Multi-VP Ark 1,432,604 1,635,779 1,343,009 | 1,923,038 3,044,747 3,472,120 2,994,190 | 4,365,515

Multi-VP Yarrp 802,891 2,483,816

Multi-VP D-Miner 1,613,301 7,143,490

Table 4.2: Topology discovery
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Figure 4.5: Per-round node / edge discovery for three snapshots.
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Figure 4.6: CDF of the minimum difference of number of nodes and edges per prefix.

of each round across the three D-Miner snapshots. We find that both nodes and edges
have similar behavior with two discovery phases, with an initial high discovery-per-round
phase until round 3 (nodes) and 4 (edges) followed by a refinement phase from round 4
(nodes) and 5 (edges) to round 10. Note also that the number of nodes and edges varies
little across the three snapshots, however, this does not mean that they discover the same
set of nodes and edges as we will discuss.

It is challenging to make direct comparisons previous topology data sets — not only is
the network dynamic, but the results are also significantly influenced by differing vantage
point(s). Instead, we seek to make a reasonable comparison of D-Miner with existing
Yarrp and Ark systems.

To compare with Yarrp, we extract from our D-Miner snapshots results given by
selecting only one destination per /24 prefix in the first round. To compare against Ark,
we obtain all topology traces from all 112 vantage points corresponding to the date range
of our snapshots (this includes 19 “cycles” that were performed during the week). We
aggregate the topology found from all cycles during the D-Miner snapshot collection to
compare findings from the same time period.

Table 4.2 gives the comparative topology results. The “Agg.” column shows the
aggregated results over the three snapshots. The two last lines of Table 4.2 show the
aggregated topology discovery results across the six PLE nodes for Yarrp and D-Miner
over the same week covered by the three snapshots.

The multiple vantage point results in this table are significant. With 6 vantage points,
D-Miner discovers >7M edges and approximately 1.6M nodes. To verify that this differ-
ence is primarily due to load balancing, we look at how standard Yarrp performs when
used from these 6 vantage points. We see that D-Miner discovers two times more nodes
and almost three times more edges than Yarrp.

Interestingly, we see that D-Miner from a single vantage point still benefits from snap-
shot aggregation. This means that there are non-negligible variations in the discovery of
the three snapshots. Figure 4.6 shows the minimum per-prefix difference of number of
nodes and edges discovered between the three snapshots over the 14,461,947 prefixes that



64 CHAPTER 4. INTERNET SCALE MULTIPATH TRACING

we probed. As an example, for a prefix, if snapshot 1 discovers 20 nodes and 40 edges,
snapshot 2 discovers 20 nodes and 34 edges, and snapshot 3 discovers 20 nodes and 36
edges, the minimum difference for nodes is 0 and 4 for edges. We observe two results:
Less than 20% of the prefixes discover the same number of nodes and edges for the three
snapshots, and 88.3% of the prefixes have a variation of less than 10 edges.

We believe that these variations are related to load balancing remapping (see Sec. 4.5.2).
Indeed, the difference is not attributable to high probing rate induced loss, as Table 4.1
has shown than fewer than 10% of the probes were lost due to rate across the three
snapshots.

Please note that we do not claim a comprehensive comparison with Ark discovery.
The two systems have intrinsic differences that would not allow us to state conclusively
why D-Miner or Ark would discover more than the other system. For example: (1) Ark
uses ICMP probes, which has been demonstrated by Luckie et al. in [98] to discover fewer
links than UDP. (2) The two systems’ vantage points are not located at the same points
in the network. Therefore, Ark could miss load balanced paths that are in a region of the
Internet that is not accessible from its vantage points.

Probes sent

In total, we compute that Ark sent 5,935,460,660 probes. From Table 4.1 we compute that
D-Miner from one vantage point sent 20,144,964,074 probes. And finally, we compute that
the multiple vantage points version of D-Miner has sent 13,192,962,692 probes in total
across the 6 PLE nodes.

These numbers give an idea of the overhead necessary to discover the load balanced
paths. We show in the next section that reducing this number is hard because of the
dynamics.

4.4.5 Validation on ground truth

To complement the formal and experimental analysis of our system, we solicited ground
truth from operators. Of 380 interfaces with multipath edges discovered within Internet
Initiative Japan (I1J), they validated that 51 interfaces belonging to NTT were on PPPoE
routers performing ECMP to I1J. We further learned that the remaining 329 interfaces
are performing ECMP inside I1J’s network.

In addition to direct correspondence with I1J, we developed a website [31] where
operators can validate links discovered by D-Miner. We received responses from three
operators, for a total of 20 links. 18 validated correctly while two were declared as false.
We re-conducted paris traceroute measurements to the destinations corresponding to the
two false positive links. These links were found between the penultimate and the last IP
seen in the traces. The last IP, which was not the destination IP, was repeating on all
the subsequent TTLs until 30. Our interpretation is that this error was due to a routing
loop or misconfiguration.

4.5 Forwarding path dynamics

With D-Miner, we reveal aspects of Internet dynamics that were under estimated [61] by
the research community. 28.6% of D-Miner’s probes saw their reply’s IP address change,
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despite the flow identifier remaining constant over our three August 2019 snapshots. This
would seem at first glance to be a startlingly high figure, implying more extensive routing
changes than one might expect throughout the Internet [108, 61]. But we provide evi-
dence that, rather than routing changes, another phenomenon that we term load balancer
remapping was responsible for at least 52% of these changes. These observations imply
that future work should be cautious in attributing an observed traceroute change to a
routing change.

4.5.1 Taxonomy of probe changes

A probe is uniquely identified by its (flow ID,TTL) pair. We say that there is a probe
change if a probe elicits a reply from a different IP address in snapshot ¢ + 1 than in
snapshot 7. There may be as many probe changes as there are probes. We distinguish
between meaningful and trivial changes.

To begin with, we do not count an absence of response as a meaningful change. That
is, if a probe elicits a response in snapshot ¢ and there is no reply to the probe in snapshot
1+ 1, this difference may be attributable to loss or rate-limiting and is not indicative of
a change. Similarly, we ignore absence in one round followed by a response in the next.

We are particularly interested in examining each probe change from the perspective of
its predecessor node. Consider a probe (X, h) with flow ID X, sent with TTL h, revealing
a vertex vy; and a probe (X, h + 1) revealing a vertex v,. If, in the next snapshot, (X, h)
reveals vy again but (X, h + 1) reveals vs, it is reasonable to infer that a mechanism at
the router with interface v, is responsible for this probe change. Perhaps there has been
a routing change, and the routing table at that router has been updated. Or, and this
is the possibility that we focus on here: perhaps there has been no routing change, but
instead that router is a load balancing router and the probe change results from a new
load balancing decision for packets with flow ID X.

Previous research has identified per-packet load balancing [42] where a router simply
disregards the flow ID X in its load balancing decision, for instance directing some packets
to vy, some to vz, and some, perhaps, to other neighboring vertices, in a round-robin
or (pseudo-)random fashion. As Sec. 4.3.5 describes, D-Miner tests for per-packet load
balancing, and we exclude any reply variation due to that mechanism from our accounting
of meaningful probe changes.

A possibility that previous literature has not explored is that a probe change could
result from a per-flow or a per-destination load balancer making a load balancing change
rather than a routing change. As an example, consider probe packets with flow IDs X
and Y that both have the same destination IP address d. In snapshots ¢ and 7+ 1, probes
(X, h) and (Y, h) both elicit replies from vy, whereas in snapshot i, probe (X, h+1) elicits
a reply from vy and probe (Y, h+1) from vs, and in snapshot i+ 1, the replies are reversed.
From one snapshot to the next, there has been no routing change for d at v;: packets with
that destination address continue to be load balanced across v, and v3. But suppose the
test for per-packet load balancing at v; has failed. We are left to consider that the probe
change results from an update to the hashing decision that assigns flow IDs to next hop
IP addresses. This is what we term load balancer remapping.
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4.5.2 Load balancer remapping

Production systems are more nuanced in their behavior relative to the overview of load
balancing in Sec. 4.2. For deterministic load balancing, in addition to header fields used
to compute the hash function, a seed is generally added to avoid a phenomenon called
load balancing polarization |4, 27, 29|, which occurs when load balancers are chained and
apply the same hashing algorithm, potentially causing load imbalance.

We experimented with Cisco routers running IOS 12 in a lab environment and con-
firmed that this seed is configurable. If the Cisco router reboots and has no saved seed, it
generates a new random seed. For Juniper and Huawei, documentation tells us that they
also use a seed |27, 29].

Thus, at least for Cisco, Juniper, and Huawei routers, a flow that took a certain load
balanced path before a reboot can take a very different path after the reboot. Moreover,
removing or adding an interface on a load-balancing router(s) toward a destination can
cause the path assignment to be recalculated [26, 21|. The particulars of the load balancing
implementations in production can cause the reply IP address of a probe to change, even
when no routing change has occurred, and the flow identifier is constant.

We attempt to identify in our dataset probe changes that correspond specifically to
load balancer remapping. Our conservative rule of thumb is to say that if we observe a
meaningful change for probe (X,h + 1), but at least one of the edges of the predecessor
vertex is the same between snapshots, then remapping is taking place. If no edges are the
same, it could still be the result of load balancer remapping instead of a routing change,
but without evidence to allow us to infer this. Thus, our observations will underestimate
the ubiquity of remapping.

We define E;(p) to be the set of out edges in snapshot i from the predecessor vertex
of a meaningful change for probe p = (X, h) (again, where a probe is a flow ID X and
TTL h tuple). For each candidate meaningful-probe-change, we infer that the change is
due to remapping if E;(p) N Ei1(p) # 0.

Several classes of meaninful changes can be more more precisely characterized into sub-
categories. Either F;(p) and F;y1(p) can be: (1) equals, meaning that the changes might
be due to a router reboot (E; = E;;1); (2) one set is included in the other, corresponding
to potential addition/removal of some load balanced paths (E; C E;; or Eiq C E;);
or (3) the sets have elements in common, but no inclusion relation can be established
(E; € Ei) AN(Eip1 € E))), e.g., when load balanced paths are both added and removed.

Figure 4.7 illustrates these three cases by depicting of remapping from one snapshot, ¢
(left), to the next, i+1 (right). Consider probe 2 in Fig 4.7a which is a meaningful change
since it elicits v3 in the first snapshot and v, in the second. The edges from the predecessor
of these changes are the same between snapshots, i.e., E;(2) = E;11(2) = (v, v2), (v1, v3).
Note that the reciprocal change is observed by the flow 1 probe in i+ 1, for a total of two
inferred remapping events.

In the example of Figure 4.7b, probe 2 is again a meaningful change, but in this
instance elicits a new vertex vs in the second snapshot. In this case, the predecessor
edges in the first snapshot are a subset of the second, i.e., F;(2) = (v, v2) and E;1(2) =
(v1,v9), (v1,v3). Finally, Figure 4.7c shows an example of no inclusion relation where there
is both a new and deleted edge due to remapping.
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Figure 4.7: Examples of three different types of changes for probe 2 across two snapshots @
(left) and 7 + 1 (right). In all cases, E; N E;y1 # 0 = we infer these as remapping events.
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Changes 0 1 2

Count | 2,184,277,681 | 652,241,148 | 223,614,385

Total 3,060,133,214

Table 4.3: Changes per (flow ID, TTL) probe on three snapshots.

EiﬂElH_l:@ EimEi+17é®

Ei = Ei+1 Ei g Ei+1 Ei 2 Ei+1 Other

52,241,971 | 89,118,791 | 79,239,945 | 301,327,548

478,380,414

521,928,255
Total: 1,000,308,669

Table 4.4: Relation between the sets of edges where there have been probe changes.

4.5.3 Remapping observed

We now quantify probe changes and remapping observed across our three snapshots of
Sec. 4.4.1. Because identifying remapping requires observing probing changes between two
consecutive snapshots, we restrict our analysis to the set of probes with replies from two
consecutive snapshots. Of the 6,019,578,262 unique flow IDs that elicited replies in our
database (11,689,101,599 replies in total), we find that 3,060,133,214 of them are present
in two consecutive snapshots, representing a bit more than half of the flow IDs.

To understand why nearly half of the probe replies do not appear in two consecutive
snapshots, we find that for 87% (2,576,532,888) of them the probe ID has in fact been
sent only in one snapshot. This is due to the adaptive nature of the D-Miner algorithm
resulting in variations of discovery between snapshots presented in Sec. 4.4.4. If, for
example, the number of edges discovered for a prefix differs across the three snapshots,
the statistical guarantees tell us the number of probes that must be sent will also differ.
This results in some probe IDs being sent in only one snapshot. The result is that we are
likely underestimating the number of meaningful probe changes. For the remaining 13.0%,
the probe was sent in two consecutive snapshots, but did not elicit two replies. This is
likely due to normal packet losses in the network and possibly ICMP rate limiting [113].

We start by looking at the number of probe changes. Table 4.3 shows the distribution
of the number of probe changes per probe. We see that 28.6% of the probes have at least
one probe change. This number seems unusual if we were to consider it all as routing
changes.Table 4.4 explains the previous 28.6% fraction by providing the distribution of
1,000,308,669 changes according to the remapping classification. The “Other” column
refers to changes with no inclusion relationship but element(s) in common. Notice that
the sum of these classifications is slightly smaller than total number of probe changes.
The missing probe changes correspond to cases where there was no predecessor for the
node corresponding to the IP reply elicited by the probe. This would happen in Figure 4.7
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if v; was anonymous (a ‘“*’) for example.

We see that 52.2% of the probe changes correspond to remapping, which temper the im-
pact of the 28.6% probe changes on routing changes. Finally, for each of the probe changes
corresponding to remapping, we performed IP to AS translation on the corresponding IP
reply, using August 4, 2019 BGP data from route views [17]. We found that remapping
events were spread over 39,455 ASes, showing that this phenomenon is widespread. We
conclude this section by noting that all of the changes between snapshots, either due
to D-Miner varying the set of probes from one snapshot to another; real dynamics such
as routing changes; or remapping due to reboots and/or adding/removing load balanced
paths, make any efficiency optimization based on historical discovery hard. It also further
corroborates Cunha et al.’s finding that it is difficult to predict path changes [62].

4.6 An updated Internet load balancing survey

Its been eight years since the last published survey of load balancing in the Internet [42].
Whereas this previous study was limited to MDA traceroutes to ~120k targets, in this
section we undertake the task of leveraging D-Miner to perform an exhaustive survey of
Internet load balancing on 14,461,947 /24 destination prefixes.

Some things have certainly changed. We now see far larger load balanced topologies,
for instance, with thousands of edges, instead of tens. This section updates our under-
standing of load balancing in the Internet, with some of the more notable results being:
17.9% of load balancing takes place between autonomous systems (i.e., inter-AS load bal-
ancing); just one autonomous system accounts for the topologies that contain more than
2000 edges; 64.7% of our traces towards all of the /24 prefixes contain at least one branch-
ing point (but this might be vantage point dependent); and 1.9% of branching points are
per-packet load balancers.

4.6.1 Dataset

From the first snapshot of Sec. 4.4.1 (Aug 6-8, 2019), we extract all of the unique “dia-
monds” found on the load balanced paths. We adopt the same definition of a diamond as
given by Augustin et al. [42]: a diamond is “a subgraph delimited by a divergence point
followed, two or more hops later, by a convergence point, with the requirement that all
flows from source to destination flow through both points.” We say that two diamonds
are equal if they share the same divergence and convergence points. When the divergence
point or the convergence point is a * (i.e., this TTL is “anonymous”), we say that two
diamonds are equal if they have identical node sets. In sending probes towards all IPv4
/24 destination prefixes, we extracted 4,029,866 unique diamonds.

4.6.2 Intra- and inter-AS load balancing

Augustin et al. found just one instance of inter-AS load balancing in their 2011 survey [42],
whereas we now find it to be a more prevalent practice. We use Oregon Route Views BGP
data [17] from 4 August 2019 to map IP addresses of the router interfaces comprising
diamonds we discover in the Internet to autonomous systems (ASes). We further map AS
numbers to organization names using CAIDA’s AS Rank [97].
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Figure 4.10: Extract of D-Miner trace to an Amazon /24 prefix.

IP address to AS mapping is an outstanding research problem, and correct attribution
is known to be difficult [103]. For instance, the IP address of a customer or peer border
router is frequently allocated from her provider or peer’s address space. We therefore
adopt the same methodology of Augustin et al. [42] of not including the diamond’s diver-
gence or convergence point when determining the diamond’s AS composition. Thus, our
estimates of inter-AS load balancing are intended to be conservative.

The CDFs of Figure 4.8 show that, while most load balancing still takes place within
a single autonomous system (AS) or organization, a significant portion takes place across
two or more of them: 18.7% for ASes and 17.9% for organizations. In one case, we found
a single diamond with addresses from 12 ASes (explaining why the CDF continues to 12).

4.6.3 ASes that host load balancers

We next investigate the relationship between the size of an AS (measured as number
of customers) and the prevalence of load balancing in that AS. We use AS Rank from
CAIDA [97] to perform the AS to customers mapping. When there is more than one
AS in the diamond, each AS in the diamond is counted one time. Figure 4.9 shows no
clear correlation between the number of customers in an AS and the amount of load
balancing we infer, suggesting that load balancing is not limited to large networks, but is
a widespread phenomenon.

However, there are some extreme cases involving large networks. We find 74 diamonds
of more than 500 nodes each in the network of a French mobile network operator (SFR).
Other ASes contain diamonds with >10% diamond edges, as seen in Figure 4.9b. There are
8,407 diamonds with more than 2,000 edges, of which 8,400 belong to Amazon — likely en-
try points to their datacenters. The DNS PTR records for the diamond’s IP addresses are
variations of the address and location, e.g., ec2-54-178-57-0.ap-northeast-1.compute . amazonaws . com.
These names are characteristic of Amazon’s cloud infrastructure. An example of such of
a trace is shown in Figure 4.10. This figure shows the last TTLs of D-Miner tracing from
a single VP to a single /24 prefix belonging to Amazon. The topology itself strongly
resembles current data center design practices that use Clos architectures [132]; we re-
quested validation from Amazon, however, they were unable to provide any corroborating
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information due to their internal privacy polices. This example, one of thousands in our
data, shows just how complex load balanced topologies can be — complexity that would
otherwise be missed without the comprehensive multipath mapping D-Miner provides.

4.7 Conclusion and future work

In this chapter we presented D-Miner, the first Internet-scale system that captures a
multipath view of the topology. By combining and adapting state-of-the-art multipath
detection and high speed randomized topology discovery techniques, D-Miner permits
discovery of the Internet’s multipath topology in 2.5 days when probing at 100kpps.
This high speed allows us to characterize and quantify dynamic behaviors of the Internet
induced by load balancing. Finally, D-Miner enables for the first time an Internet Scale
survey of load balancing that shows its widespread prevalence, both in the core and at
the edge. We release the D-Miner source code and make our datasets publicly available.

Future work includes running D-Miner with other transport protocols to compare
load balancing usage between them at Internet scale, as well as adapting D-Miner to
[Pv6. Our empirical data suggests that there are a set of load balanced architectures
common to different provider types, for instance those deployed in data centers versus
mobile operators versus transit providers. We believe there is significant opportunity to
develop a taxonomy of these common architectures and classify results accordingly, as well
as to identify previously unidentified load balanced architectures that are deployed in the
wild. Comprehensive mapping of some of these topologies may require probing both from
outside and within the provider’s network; we leave an exploration of e.g., internal data
center probing to future work.

Finally, in order to provide regular surveys to the community, we wish to deploy
D-Miner on more vantage points at high probing speed, create periodic snapshots and
perform alias resolution on the resulting discovered topologies.

This chapter ends our contributions to the IP level topology mapping of the Internet.
D-Miner showed that it is, as of today, the most complete system to discover the IP level
topology from a single server, both in terms of links and nodes.

The next chapter presents a contribution to the router level topology of the Internet,
another field of research of the Internet cartography. It proposes an innovative alias
resolution technique based on a feature which has always been seen as an impediment to
researchers, i.e., [CMP rate limiting.



Chapter 5

Router level topology

The two previous chapters presented our contributions to IP level topology mapping of the
Internet. In this chapter, we describe our contributions to another important aspect of the
Internet topology, the router level. We introduce Limited Ltd., an innovative technique
to perform alias resolution, the process of grouping IP addresses into routers. This work
has been published in the proceedings of the International Conference on Passive and
Active Network Measurement 2020.

5.1 Introduction

Route traces obtained using traceroute and similar tools provide the basis for generating
maps that reveal the inner structure of the Internet’s many autonomously administered
networks, but not necessarily at the right level of granularity for certain important tasks.
Designing network protocols [131] and understanding fundamental properties of the Inter-
net’s topology [73] are best done with router-level maps. Rather than revealing routers,
traceroute only provides the IP addresses of individual router interfaces. The process
of grouping IP addresses into sets that each belong to a common router is called alias
resolution, and this paper advances the state of the art in alias resolution.

A common approach to alias resolution is to send probe packets to IP addresses,
eliciting reply packets that display a feature that is distinctive enough to constitute a
signature, allowing replies coming from a common router to be matched. This paper
describes a new type of signature based upon a functionality, I[CMP rate limiting, in
which an Internet-connected node (router or end-host) limits the ICMP traffic that it
sends or receives within a certain window of time. This new signature enjoys much
broader applicability than existing ones for IPv6 alias resolution, thanks to ICMP rate
limiting being a required function for IPv6 nodes. The signature also complements [Pv4
existing signatures.

Our contributions are: (1) The Limited Ltd. algorithm, a new signature-based alias
resolution technique that improves alias resolution coverage by 68.4% on Internet2 for
[Pv6 and by 40.9% on SWITCH for IPv4 (2) a free, open source, and permissively licensed
tool that implements the algorithm.

We evaluate Limited Ltd. by comparing its performance to two state-of-the-art alias
resolution tools: Speedtrap [93| for IPv6, and MIDAR 87| for IPv4, using ground truth
provided by the Internet2 and SWITCH networks.

73
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The remainder of this chapter is organized as follows: Sec. 5.2 provides technical
background and related work for both alias resolution and ICMP rate limiting. Sec. 5.3
describes the Limited Ltd. technique in detail. Sec. 5.4 presents the evaluation. Sec. 5.5
discusses ethical considerations and Sec. 5.6 summarizes our conclusions and points to
future work.

5.2 Background and Related Work

Limited Ltd. is the latest in a long line of alias resolution methods stretching back over
twenty-plus years. We have explained in chapter 2 the limitations of the current alias
resolution techniques, both for IPv4 and IPv6, and motivated the need to create Limited
Ltd. .

Regarding ICMP, the Internet Control Message Protocol: its IPv4 and IPv6 vari-
ants [110, 59| allow routers or end-hosts to send error and informational messages. The
RFC for ICMPv6 [59] cites the “bandwidth and forwarding costs” of originating ICMP
messages to motivate the need to limit the rate at which a node originates ICMP messages.
It also recommends the use of a token bucket mechanism for rate limiting. It explicitly
calls for compatibility with traceroute by stating that “Rate-limiting mechanisms that
cannot cope with bursty traffic (e.g., traceroute) are not recommended”. Furthermore, it
states that, in the case of “ICMP messages [being| used to attempt denial-of-service attacks
by sending back to back erroneous IP packets”, an implementation that correctly deploys
the recommended token bucket mechanism “would be protected by the ICMP error rate
limiting mechanism”. The RFC makes ICMP rate limiting mandatory for all IPv6 nodes.
ICMP rate limiting is a supported feature on all modern routers but its implementation
may vary by vendor |64, 57, 56, 54, 82, 79, 83, 81| based on ICMP message type and IP
version. ICMP rate limiting can be performed on incoming traffic or generated replies.
Limited Ltd. makes no distinction between the two. It works whenever multiple interfaces
of a router are subject to a common ICMP rate limiting mechanism, i.e., when there is
a shared token bucket across multiple interfaces. Vendor documentation [82, 79, 83, 56],
indicates that ping packets are more likely to trigger shared ICMP rate limiting behavior.
We validated this observation in a prior survey and in a lab environment. In particular
on Juniper (model J4350, JunOS 8.0R2.8), we observed a shared ICMP rate limiting
mechanism for Echo Reply, Destination Unreachable and Time Exceeded packets across
all of its interfaces by default. But on Cisco (model 3825, I0S 12.3), we observed that the
rates for Time Exceeded and Destination Unreachable packets are limited on individual
interfaces by default, and only the rate for Echo Reply packets is shared across different
interfaces [55]. Therefore, we adopted the ping Echo Request and Echo Reply mechanism
in our tool to maximize the chances of encountering shared ICMP rate limits across router
interfaces.

A few prior studies have examined ICMP rate limiting behavior in the Internet. Ra-
vaioli et al. [113] identified two types of behavior when triggering ICMP rate limiting
of Time Exceeded messages by an interface: on/off and non on/off. Alvarez et al. [36]
demonstrated that ICMP Time Exceeded rate limiting is more widespread in IPv6 than
in I[Pv4. Guo and Heidemann [75] later proposed an algorithm, FADER, to detect ICMP
Echo Request/Reply rate limiting at very low probing rates, up to 1 packet per second.
They found rate limiting at those rates for very few /24 prefixes. Our work is the first
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one that exploits the shared nature of ICMP rate limiting across different interfaces of a
router as a signature to relate these interfaces for alias resolution.

5.3 Algorithm

The main intuition behind our approach is that two interfaces of a router that implements
shared ICMP rate limiting, should exhibit a similar loss pattern if they are both probed
by ICMP packets at a cumulative rate that triggers rate limiting. The key challenges are
to efficiently trigger rate limiting and reliably associate aliases based on the similarity of
their loss patterns despite the noise due to independent losses of probes and replies.

Pseudo code 1 describes how Limited Ltd. divides a set of input IP addresses into
subsets that should each be an alias set. It proceeds iteratively, taking the following steps
in each iteration: First, a random IP address from the input set is selected as a seed,
with all remaining members of the input set being candidate aliases for the seed. The
seed is probed at incrementally higher rates until the rate r, that induces ICMP rate
limiting is identified (find rate()). Then, the seed is probed at that rate of ry while
all of the candidates interfaces are simultaneously probed at low rates. All probing takes
place from a single vantage point. Loss traces for reply packets from the seed and each of
the candidate interfaces are gathered. It is very challenging to infer that two interfaces
are aliases by directly correlating their loss traces. Instead, the algorithm extracts a
set of features from each loss trace and collectively uses these as the signatures of the
corresponding interfaces(signatures()). Using a classification technique (classify()),
the algorithm examines whether the signatures of candidate and seed are sufficiently
similar to classify them as aliases, in which case the candidate is added to an alias set
(As). Each identified alias set is refined through further testing in order to reduce the
chance of false positives (refine()). Finally, the alias set is removed from the input set,
and iterations continue until the input set is empty. The remainder of this section further
details these steps.

5.3.1 Triggering ICMP rate limiting

The goal of find rate(s) is to efficiently determine r4, the probing rate that triggers
ICMP rate limiting at the router to which seed s belongs. It proceeds by probing the
seed with ICMP Echo Request probes across multiple rounds, increasing the probing
rate with each round until the loss rate of observed ICMP Echo Replies enters a target
range. The target loss range should be sufficiently large to minimize the effect of random
independent losses and also relatively small to minimize the load on the router. To satisfy
these two opposing conditions, we empirically set the range at 5 to 10%. The probing
rate remains constant during each round. The rate is low (64 pps) for the first round, and
exponentially increases in consecutive rounds until the loss rate falls within (or exceeds)
the target range.! If the observed loss rate is within the target range, the probing is
concluded and the last rate is reported as r,. But if the loss rate is higher than the target
range, up to eight additional rounds are launched in a binary search between the last two
rates.

1'We have explicitly verified that the actual probing rate is not limited by the network card or other factors.
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Algorithm 1 Limited Ltd.
Input
S: a set of IP addresses
Output
A: a set of alias sets
K < controls(S) : set of controls
A0
while S # () do
choose at random a seed s € S
Cs < S\ {s} : candidate aliases for s
rs < find rate(s) : rate limiting rate for s
Y5 < signatures(s,rs, Cs, K) : set of signatures
A « {s} : alias set for s
for ¢ € C, do: for each candidate ¢
0s,c € X is the pairwise signature for s and ¢
if classify(o,.) == true then
s and c are aliases
As < As U {c} : add ¢ to the alias set
As < refine(Ay) : try to reduce false positives
A AU{A,} : add the new alias set to A

S« S\ A : remove the aliases of s from S
return A

If the loss rate still does not fall within the target range, the probing rate that generates
the loss rate closest to the range is chosen. If the target loss range is not reached as the
probing reaches a maximum rate (32,768 pps), the probing process ends without any
conclusion. The duration of each round of probing should be sufficiently long to reliably
capture the loss rate while it should also be limited to control the overhead of probing.
We experimentally set the duration of each round of probing to 5 seconds, followed by
a period, of equal length, of no probing. The right plot of Fig. 5.1 presents the CDF of
the number of probing rounds to trigger the target loss rate for thousands of IPv4 and
[Pv6 interfaces (using our dataset from Sec. 5.3.3). We observe that for 90% of IPv4 or
IPv6 interfaces, the ICMP rate limiting is triggered in less than 8 rounds of probing. The
left plot of Fig. 5.1 shows the CDF of the probing rate that triggered the target loss rate
(i.e., the inferred rate for triggering the ICMP rate limiting) across the same IPv4 and
IPv6 interfaces. This figure indicates that for 70% (80%) of IPv6 (IPv4) interfaces, ICMP
rate limiting is triggered at less than 2k pps. This result confirms that our selected min
and max probing rate covers a proper probing range for more than 99% of interfaces. We
note that the binary search process failed to reach the target loss rate for fewer than 1%
of the interfaces. All the parameters of our probing strategy are empirically determined.
Section 5.5 elaborates on the ethical considerations associated with the probing scheme.

5.3.2 Generating interface signatures

A signature based on the loss traces of individual interfaces is obtained by probing the
seed interface at its target rate (ry) while simultaneously probing each candidate interface
at the low rate of R, pps. Probing a large number of candidate interfaces in each round
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Figure 5.1: CDF of the probing rate 7, (left) and the number of probing rounds (right) to trig-
ger ICMP rate limiting for 2,277 IPv4 and 1,099 IPv6 addresses.

may lead to a better efficiency, but the aggregate probing rate should remain low so that
it does not independently trigger ICMP rate limiting even if all those candidates are in
fact aliases. To address these two constraints, we set the number of candidate interfaces
that are considered in each round to 50 and R, to 10 pps. In an unlikely scenario that all
of these 50 candidate interfaces are aliases, this strategy leads to a 500 pps probing rate
for the corresponding router that does not trigger ICMP rate limiting in 90% of routers,
as we showed in the left plot of Fig. 5.1.2

Control Interface.

In order to distinguish the observed losses in the loss traces for the target interfaces (i.e.,
seed s and individual candidate ¢) that are not related to ICMP rate limiting, we also
consider another interface along the route to each target interface and concurrently probe
them at a low rate (10 pps). These interfaces are called the controls, ks and k.. The
control «; for target interface i is identified by conducting a Paris Traceroute [38] towards
i and selecting the last responsive IP address prior to i.> The loss rate for ; also forms
part of ¢’s signature. In practice, the controls are identified at the beginning of the Limited
Ltd. procedure by conducting route traces to all IP addresses in the input set S. This
corresponds to controls() and K is the resulting set of controls.

Inferring Alias Pairs.

The above probing strategy produces a separate loss trace for each interface. We have
found that when losses occur simultaneously at pairs of alias interfaces, they can do
so in multiple ways, as the five examples in Fig. 5.4 illustrate. The black and white
strokes in each trace correspond respectively to received and lost ICMP Echo Replies,
and their varied patterns defy attempts to find simple correlations. We therefore use a
machine learning classifier to identify pairs of aliases. It is based on the following features

2The largest reported alias set by MIDAR and Speedtrap has 43 interfaces. Therefore, the likelihood of ob-
serving 50 candidate interfaces that are all aliases is low.
3Limited Ltd. maintains the flow ID necessary to reach s in subsequent probing of s and k.
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Seed | Candidate | Control | Control

S c Kg Ke
Loss rate X X X X
Change point X X
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burst — burst High probing rate
L - X X 4 2 4 1
transition probability derived loss trace
Pearson correlation

. X Low probing rate loss @
coefficient trace 1 1

Table 5.1: Selected features for a Signature. Figure 5.2: Mapping between loss traces with
different length.

extracted from loss traces that, intuitively, we believe capture the temporal pattern of the
losses in each trace. (See also Table 5.1.)

1. Loss rate: This is simply the number of losses in the trace divided by the total
number of probes in the trace.

2. Change point detection: This is the point in a time series (such as our loss traces)
when the probability distribution of a time series changes [37]. We adopt a method
based on the variation of the mean and the variance [88].

3. Transition probabilities: These are obtained by using each loss trace to train a
Gilbert-Elliot two-state Markov model, in which losses occur in the burst state
and no losses occur in the gap state. The P(gap — gap) and P(burst — burst)
transition probabilities are sufficient to fully describe the model since other two
probabilities can be easily calculated from these. For example, P(gap — burst) =

1 - P(gap — gap).

4. Correlation coefficient: The Pearson correlation coefficient between the two loss
traces is used as a measure of similarity between them. Calculating this coefficient
requires both time series to have the same number of values but our loss traces do
not meet this condition since we use a higher probing rate for the seed. To address
this issue, we condition the seed’s loss trace to align it with the loss trace of other
interfaces as shown in Fig. 5.2. In this example, the length of the loss trace of the
seed is four times longer than the ones from the other interfaces. We consider groups
of four consecutive bits in the seed loss trace and convert it to the sum of the 1’s.
The resulting loss trace has a lower rate and can be directly correlated with other
loss traces.

5.3.3 Classifying the signatures

We use the random forest classifier from the scikit-learn Python machine learning
library [109]. If it identifies two interfaces as aliases based on their signatures, classify()
returns true; otherwise, false. There are several challenges to building such a classifier:
(1) it must learn from training data that represents the diversity of possible loss traces
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Figure 5.3: CDF of the TTL distance from Figure 5.4: Raw times series of loss traces of

the Limited Ltd. vantage point of the IP ad- pairs of aliases.
dresses belonging to an alias set in our train-
ing data.

generated by pairs of aliases; (2) it should be able to distinguish between losses triggered
by ICMP rate limiting and unrelated losses; (3) it should have a high precision, so that
Limited Ltd. minimizes false positives; and (4) if the training data come from other alias
resolution techniques, such as MIDAR and Speedtrap, it must be able to generalize to
pairs that they cannot find. We tackled these challenges as follows.

Training and testing data.

We have access to ground truth router-level topology for two networks, Internet2 and
SWITCH, but these do not suffice to capture the richness of router behaviors in the In-
ternet as a whole. We therefore randomly selected routable IPv4 and IPv6 prefixes from
the RIPE registry [24], and conducted multipath Paris Traceroute [129] from PlanetLab
Europe [19] nodes towards the first address in each prefix. This procedure yielded 25,172
[Pv4 addresses in 1,671 autonomous systems (ASes) and 18,346 IPv6 addresses in 1,759
ASes from 6,246 and 4,185 route traces, respectively. We use MIDAR and Speedtrap to
identify IPv4 and IPv6 alias sets, respectively, since both tools are known to have low
false positive rates. Pairs of interfaces from these sets are used as labeled as true. For
the false labels, we take the conservative approach of selecting pairs of IP addresses
that are more than 6 hops from each other in a given route trace. The 6 hop value is
empirically set, as 99.9% of the alias pairs identified by MIDAR and Speedtrap are fewer
than 6 hops apart. This labeling process identified 70,992 unique IPv4 and 7,000 unique
[Pv6 addresses. 15,747 of IPv4 and 1,616 IPv6 addresses are labeled as aliases forming
2,277 IPv4 and 1,099 IPv6 alias sets, respectively. Fig. 5.3 shows the CDF of hop count
distance between our vantage point and selected IP addresses and indicates that these
targets are 7-17 hops away from the vantage point. For each alias set, one address is cho-
sen at random to play the role of the seed s, and the candidate set is composed of all of
the other aliases in the set that are rounded up with some randomly selected non-aliases
to make a Cj of size between 2 (minimum one alias and one non-alias) and 50 (our cap for
the number of addresses to be simultaneously probed at a low rate). The high rate ry at
which to probe the seed is found through find rate(s), and the signatures are generated
through signatures(s,rs, Cs, K).
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Gini index
Feature IPv4 | IPv6
loss rate for the candidate ¢ 0.169 | 0.192

1Pv4 IPv6

Precision | Recall | F1 score | Precision | Recall | F1 score

burst — burst transition 0113 | 0.125
Rg;istm 0.990 | 0.499 0.652 0.992 | 0.647 0.782 probability for the candidate ¢ | '
burst — burst transition
Multilayer 0.993 | 0.431 0.591 0.978 | 0.641 0.769 probability for the seed s 0-101 10121
perceptron
Pearson correlation coefficient | 0.091 | 0.109
KNN 0.952 | 0.638 0.764 0.970 | 0.622 0.756
loss rate for k.,
SVM 0.986 | 0.478 |  0.642 0.988 | 0.599 |  0.743 the control of the candidate ¢ | 0077 | 0-104
Table 5.2: Classifier performance on our test set aver- Table 5.3: The five most impor-
aged over ten training/testings. tant features of our random forest

classifiers.

Note that while our classifier is trained on alias sets identified by alias resolution
techniques with known limitations, it is nonetheless able to identify new alias sets. We
argue that this is because the training set is sufficiently rich due to its size and random
selection of interfaces, providing considerable diversity and heterogeneity of loss traces
across aliases. Our evaluation in Sec. 5.4 confirms this observation and confirms the
ability of our technique to generalize patterns in the training dataset, i.e., the fourth
aforementioned challenge.

Choice of classifier.

We compared the performance of four classifiers that scikit-learn library offers, namely
random forest, multilayer perceptron, k-nearest neighbors (KNN), and support vector ma-
chines (SVM). To this end, we evenly divided our dataset into a training and a test set,
and compared these classifiers based on their precision, recall, and F1 score for both IPv4
and IPv6 datasets. Since true labels are only provided from aliases identified by MIDAR
and Speedtrap, the recall values correspond to the portion of pairs of aliases in our train-
ing set that are detectable by both MIDAR and Limited Ltd. (IPv4) or by both Speedtrap
and Limited Ltd. (IPv6). Table 5.2 presents the averaged result of this comparison after
performing 10 randomized splits of the training and test sets. All classifiers exhibit rel-
atively good performance. We have decided to use the random forest classifier, which is
composed of 500 trees, as it has the highest precision for both IPv4 and IPv6, and the
best F1 score for the IPv6 dataset.

Finally, Table 5.3 shows the five most important features of our random forest classi-
fiers based on the Gini index [48] that describes the weight of individual features in the
classifier’s decision. This table reveals a few important points. First, no single feature
dominates the classifier’s decision, particularly for IPv6. This confirms the complexity of
the patterns for relating loss traces of aliases, as they cannot be accurately learned by a
small number of features or simple threshold-based rules. Second, this table also illus-
trates that most of our engineered features are indeed very important in distinguishing
loss traces of aliases. Third, the use of k. as one of the main features suggests that the
classifier distinguishes losses related to rate limiting from other losses.
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5.3.4 Refining the alias set

Independent network loss could accidentally result in classifying unrelated interfaces as
aliases, i.e., generating false positives. To reduce the chance of this, Limited Ltd. in-
corporates a refinement step, refine(A,), that involves repeating signature() and
classify () on the previously-identified alias set A,. If a candidate c fails to be (re)classified
as an alias of the seed s, it is removed from the alias set. This step is repeated until the
alias set remains unchanged over two iterations. Sec. 5.4 evaluates the resulting reduction
of false positives.

5.4 Evaluation

We evaluate Limited Ltd. with regards to its ability (i) to identify alias pairs that state-
of-the-art techniques, namely MIDAR and Speedtrap, are unable to identify, and (ii) to
maintain a low rate of false positives.

Dataset.

We evaluate Limited Ltd. on ground truth data from the Internet2 and SWITCH net-
works. For Internet2, router configuration files were obtained on 10 April, with mea-
surements conducted on 11 and 12 April 2019. There were 44 files, each corresponding
to a single router. All are Juniper routers. The files concern 985 IPv4 and 803 IPv6
addresses/interfaces, from which we removed 436 IPv4 addresses and 435 IPv6 addresses
that did not respond to any probes sent by either MIDAR, Speedtrap, or Limited Ltd.
. The resulting dataset consists of 6,577 IPv4 and 2,556 IPv6 alias pairs. For SWITCH,
a single file was obtained on 3 May, with measurements conducted 3-5 May 2019. The
file identified 173 Cisco routers running either I0S or IOS-XR. From the 1,073 IPv4 and
706 IPv6 addresses listed in the file, we removed 121 IPv4 and 29 IPv6 unresponsive
addresses. The resulting dataset consists of 4,912 IPv4 and 2,641 IPv6 alias pairs.

Reducing false positives.

We computed the distribution of number of rounds for refine() to finalize the alias set for
each seed in our dataset: For 79% (98%) of all seeds, refine() takes 2 (3) more rounds.
Note that the minimum of two rounds is required by design (Sec. 5.3.4) This basically
implies that refine() only changed the alias set for 20% of the seeds in a single round.

Results.

Table 5.4 presents the precision and recall of MIDAR, Speedtrap, Limited Ltd. , and the
union of both tools on IPv4 and IPv6 ground truth data from the Internet2 and SWITCH
networks. Note that it is possible for recall from the union of both tools to be greater than
the sum of recall values for individual tools, as we observe in the SWITCH results. This
arises from the transitive closure of alias sets identified from the two tools that leads to
the detection of additional alias pairs. The main findings of Table 5.4 can be summarized
as follows:



82 CHAPTER 5. ROUTER LEVEL TOPOLOGY

1Pv4 1Pv6
MIDAR Speedtrap
MIDAR | Itd ltd U Speedtrap | 1td ltd U
1td 1td Itd 1td
Precision | 1.000 1.000 | 1.000 N/A 1.000 | 1.000
Internet2 ’
Recall 0.673 0.800 | 0.868 N/A 0.684 | 0.684
Precision | 1.000 1.000 1.000 1.000 1.000 1.000
SWITCH
Recall 0.090 0.499 | 0.599 0.384 0.385 | 0.772

Table 5.4: Evaluation on ground truth networks.

1. Limited Ltd. exhibits a high precision in identifying both IPv4 and IPv6 alias pairs
from both networks with zero false positives.

2. Limited Ltd. can effectively discover IPv6 aliases that state-of-the-art Speedtrap is
unable to find. In the Internet2 network that uses Juniper routers, Limited Ltd.
was able to identify 68.4% of the IPv6 alias pairs while Speedtrap was unable to
identify any. In the SWITCH network that deploys Cisco routers, Limited Ltd. and
Speedtrap show comparable performance by identifying 38.5% and 38.4% of the IPv6
alias pairs, respectively. The results were complementary, with the two tools together
identifying 77.2% of the IPv6 alias pairs, a small boost beyond simple addition of
the two results coming from the transitive closure of the alias sets found by each
tool.

3. Limited Ltd. can discover IPv4 aliases that state-of-the-art MIDAR is unable to find.
In the Internet2 network, Limited Ltd. identifies 80.0% while MIDAR detects 67.3%
of aliases. In the SWITCH networks, Limited Ltd. identified 49.9% while MIDAR
detects only 9.0% of all aliases.

A couple of detailed observations follow. We conducted follow up analysis on the
behavior of Speedtrap and MIDAR to ensure proper assessment of these tools. First, we
examined Speedtrap’s logs to diagnose Speedtrap’s inability to detect any IPv6 aliases
for Internet2. We noticed that every fragmentation identifier time series that Speedtrap
seeks to use as a signature, was either labeled as random or unresponsive. This was
not surprising, as prior work on Speedtrap [93| also reported that this technique does
not apply to the Juniper routers that primarily comprise Internet2. Second, we explored
MIDAR’s logs to investigate the cause of its low recall for SWITCH. We learned that only
one third of the IPv4 addresses in this network have monotonically increasing IP IDs.

Limitations and future work.

Because ICMP rate limiting could be triggered at thousands of packets per second, Lim-
ited Ltd. requires the sending of many more packets than other state-of-the-art alias
resolution techniques. The maximum observed probing rate during the experiments for
this paper was 34,000 pps from a single vantage point during a 5-second round. On Inter-
net2 (SWITCH), MIDAR and Speedtrap sent 164.5k (106k) and 4k (12.7k) probe packets
while Limited Ltd. sent about 4,8M (12.7M) packets. In future work, we plan to explore
ways to reduce the overhead of probing and make Limited Ltd. more scalable.
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5.5 Ethical Considerations

Limited Ltd. works by triggering limits in routers that are there for protective reasons.
This raises ethical concerns, which we discuss below. To evaluate the impact of Limited
Ltd. , we have taken two steps: experiments in a lab environment (Sec. 5.5.1), and feedback
from operators (Sec. 5.5.2).

Precautions taken We take two precautions, that we understand to be community best
practice: We sent all probing traffic from IP addresses that were clearly associated via
WHOIS with their host locations, either at our institution or others hosting PlanetLab
Europe nodes. We have also set up a web server on the probing machines with a contact
email, so that any network operators could opt out from our experiment. We received no
notice whatsoever from network operators expressing concern about our measurements.
Though this is a positive sign, it could be that there are impacts that were not noticed,
or that the concerns did not reach us. We therefore pushed our examination further, as
detailed in the following sections.

5.5.1 Lab experiments

We have run experiments in a lab environment on conservatively chosen hardware (over
10 years old) to show that Limited Ltd. has a controlled impact. Our findings are that:
(1) routers being probed with Echo Requests by the tool remain reachable to others via
ping with a high probability; and (2) Router CPUs show a manageable overhead at the
highest probing rate, leading us to believe that our measurements are unlikely to impact
the control and data planes. (3) Both Limited Ltd. and existing measurement techniques
impact troubleshooting efforts (e.g., ping, traceroute). Limited Ltd. does not stand out
in terms of impact compared with other accepted techniques. Next paragraph details the
experiments which support these conclusions.

Impact on other measurements.

Limited Ltd. 's find rate() aims to find an ICMP Echo Request probing rate that
produces an Echo Reply trace with a loss rate in the [0.05,0.10] range. While it is
searching for this rate, it can induce a loss rate above 0.10. If it does so, it proceeds to a
binary search to find a lower probing rate for which traces falls within the desired range.
Fig. 5.5 shows that loss rates can go as high as 0.60.

The impact on reachability for the IP addresses of that node is that there is a worst
case 0.60 probability that a single ping packet to such an address will not receive a
response if it arrives at the node during the five seconds of highest rate probing time.
Most pings occur in series of packets, so the worst case probabilities are 0.36 for two ping
packets being lost, 0.22 for three, 0.13 for four, 0.08 for five, and 0.05 for six. These
are worst case probabilities for the five seconds at highest loss rate. Average reachability
failure probabilities are 0.22 for one ping packet, 0.05 for two, 0.01 for three, and so
on, while a node is being probed at its highest rate. To judge whether such a level of
interference with other measurements is exceptional, we compare it to the impact of the
state-of-the-art MIDAR tool. MIDAR has a phase during which it elicits three series of 30
responses each, using different methods for each series: TCP SYN packets, to elicit TCP
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Figure 5.5: Maximum loss rates
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Figure 5.6: Example erroneous traceroute result

RST or TCP SYN-ACK responses; UDP packets to a high port number, to elicit ICMP
Destination Unreachable responses; and ICMP Echo Request packets, to elicit ICMP Echo
Reply responses [87]. The probing rate is very low compared to Limited Ltd. : a mere
100 packets per second across multiple addresses. This is not a concern for the TCP and
ICMP probing. However, the UDP probing taps into an ICMP rate limiting mechanism
that tends to be much less robust than the typical ICMP Echo Reply mechanism on some
routers. ICMP Destination Unreachable messages are often rate limited at 2 packets per
second, which is 1/500'" the typical rate at which ICMP Echo Reply messages are rate
limited. (For example, the default rate at which Cisco routers limit ICMP Destination
Unreachable messages is 1 every 500 ms.)

We found that, when an IP address is a traceroute destination, MIDAR can com-
pletely block ICMP Destination Unreachable messages coming from that destination.
Fig. 5.6 illustrates the impact. The figure shows two traceroute results, the top one
from before or after MIDAR being run, and the bottom one during MIDAR probing. Dur-
ing the MIDAR run, we see that traceroute receives no responses while it is probing hop
15, where the destination is in fact to be found. The normal functioning of traceroute
is to continue probing at higher and higher hop counts. Only a few seconds later, when
traceroute is sending probes to hop 20, does it start to receive ICMP Destination Un-
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reachable messages from the destination. The result is an erroneous traceroute, indi-
cating that the destination is five hops further away than it actually is. We observed
this erroneous traceroute effect on 2,196 IP addresses out of a dataset of 10,000 IPv4
addresses collected from across the Internet. For both Limited Ltd. and MIDAR, tran-
sient interference with other measurements can be observed for the few seconds during
which an IP address is being probed. Our conclusion is not that the diminution in ping
reachability induced by Limited Ltd. is necessarily anodyne. Care should be taken to
circumscribe this effect. But we observe that it does not stand out in terms of its impact
on other measurements.

CPU usage

We now examine the CPU overhead generated by Limited Ltd. , and its potential impact
on the forwarding plane and other features involving the CPU. We have run an experi-
ment in a local network with our own Cisco (model 3825, I0S 12.3) and Juniper (model
J4350, JunOS 8.0R2.8) routers. The experiment consists in measuring three metrics while
find rate() routine of Limited Ltd. , which has the highest probing rate, is running.
We measured: (1) The CPU usage of the router, (2) the throughput of a TCP connection
between the two end hosts, and (3) the rate of BGP updates. ICMP rate limiting is
configured on both our Juniper and Cisco routers with an access list [80, 55|, limiting the
ICMP input bandwidth destined to the router to 1,000 packets per second, which is the
default configuration on Juniper routers.

TCP throughput was unaffected, at an average of 537 Mbps and BGP updates re-
mained constant at 10 per second. CPU usage was at 5% for Cisco and 15% for Juniper
when Limited Ltd. was not probing. During the probing, the maximum overhead was
triggered for both at a maximum probing rate of 2,048 packets per second, with a peak
at 10% for Cisco and 40% for Juniper during 5 seconds. Our conclusion is that there is
an impact of high probing rates on CPU, but we do not witness a disruptive impact on
either the data plane (TCP throughput) or the control plane (BGP update rate).

5.5.2 Real-world operator feedback

In addition to lab experiments, we conducted joint experiments with SURFNET and
SWITCH to evaluate the potential impact of Limited Ltd. . The experiment consisted in
running Limited Ltd. on their routers while they were monitoring the CPU usage. Each
run lasted about 1 minute. For SURFNET, we ran Limited Ltd. on two Juniper routers:
an MX240 and an MX204. The operator observed a 4% and 2% CPU overhead. The
operator also told us that the CPU overhead was observed on the MPC (line modules)
CPU and not the central routing engine CPU. For SWITCH, we ran Limited Ltd. on three
Cisco routers: an NCS 55A1, an ASR 9001, and an ASR-920-24SZ-M. On the two first
routers, the operator told us that there was no observable change in CPU utilization.
On the third router, which has a lower CPU capacity than the two others, the operator
observed a CPU overhead up to 29%. These results confirm our belief that Limited Ltd.
is unlikely to impact the control and data planes.
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5.6 Conclusion

This chapter presented Limited Ltd., a new high-precision alias resolution technique for
both IPv4 and IPv6 networks that leverages the ICMP rate limiting feature of individual
routers. We have shown that ICMP rate limiting can generate loss traces that can be used
to reliably identify aliases from other interfaces. Limited Ltd. enables IPv6 alias resolution
on networks composed of Juniper routers that the state-of-the-art Speedtrap technique is
not able to identify. However, Limited Ltd. has limitations such as its important overhead
in terms of the number of packets sent.

This concludes our contribution on alias resolution, which showed to be a new promis-
ing technique that enlarges the spectrum of routers that are eligible for alias resolution.
The next chapter concludes this dissertation.



Chapter 6

Conclusion

This thesis presented our three major contributions to the Internet cartography: Mul-
tilevel MDA-Lite Paris Traceroute (MMLPT), Diamond-Miner, and Limited Ltd.. We
conclude this thesis by giving a summary of our contributions (Sec. 6.1), and putting our
thesis into perspective (Sec. 6.2).

6.1 Summary of contributions

Each piece of work provides new insights into the Internet cartography. In Multilevel
MDA-Lite Paris Traceroute, we provided a new tool for researchers and operators, which
provides the most complete IP and router level view compared with other traceroute tools.
MMLPT revealed that load balanced topologies have become a lot more complex than 10
years ago.

Then, based on these results, we designed and implemented Diamond-Miner, a system
that allows for the first time to perform an Internet scale snapshot of load balanced
topologies within 2.5 days, while providing the same level of statistical guarantees as the
classic MDA. It confirmed our first results in MMLPT, revealing outstanding topologies
with thousands of edges previously unknown. We also gave a new characterization of
Internet multipath dynamics. This study showed that the multipath view is essential to
a better understanding of routing changes.

Finally, we made an innovative contribution to alias resolution, by leveraging a new
signature based on ICMP rate limiting. Limited Ltd. allows the community to perform
alias resolution on Juniper routers for IPv6 for the first time, while renewing our decreasing
capacity to perform alias resolution on IPv4 routers with IP ID techniques.

All of these new tools and systems are available to the scientific community; we make
all our code publicly available.

6.2 Perspectives

This section concludes our dissertation on “Improved algorithms for capturing Internet
maps’. It presents where the field stands after this thesis and the future directions that
we consider promising.

87
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6.2.1 IP level topology

Prior to this thesis, the community had a partial knowledge of multipath complexity; no
results had revealed multipath topologies with more than 16 interfaces at a single hop.
Our surveys in chapter 3 and 4 revealed multipath topologies of one order of magnitude
more in nodes (92 interfaces at a single hop), and two orders of magnitude more in
links (> 5k). Furthermore, prior to our work, the community was unable to perform an
exhaustive snapshot of the IP level topology of the Internet inclusive of multipaths in a
reasonable time. This is now possible with the Diamond-Miner system. Regarding the
metrics defined in the introduction, it is a major improvement in the completeness of 1P
level topology.

There is still room for improvement in IP level topology capture though. Indeed, a
lot of vantage points currently performing IP level topology mapping [1] or able to do
so [19, 23] do not have the capacity to run the Diamond-Miner system at its full power.
The next challenge is therefore to coordinate heterogeneous vantage points in terms of
probing and computation capacity to obtain maximum unique discovery from the entire
system.

Another aspect that we have not sought to tackle in this thesis is to reveal MPLS
tunnels. It is an important part of Internet topology, and there is an entire literature on
discovering MPLS tunnels [66, 123, 124, 99]. To the best of our knowledge, there is no
Internet scale system that reveals MPLS tunnels. Diamond-Miner concept of decoupling
probing and computation could be adapted to reveal MPLS tunnels at Internet scale.

Last but not least, with the growing adoption of IPv6, a very straightforward con-
tribution based on our work is to translate Multilevel MDA-Lite Paris Traceroute and
Diamond-Miner to IPv6.

6.2.2 Router level topology

Prior to this thesis, IP ID (IPv4) and fragmentation Identifier (IPv6) techniques (that
rely on the same algorithmic concepts) had the monopoly in alias resolution, with all
the limitations that this implies (see chapter 2). Our work proposes fresh ideas in the
field, such as leveraging other types of signature, such as ICMP rate limiting, and using
machine learning to transform a signal coming from routers into alias labels.

With the decreasing applicability of the IP ID technique in IPv4, we hope that future
research will leverage those different ideas to build new alias resolution techniques.

Another aspect of the router level topology that is of primary interest is to reduce the
time needed to perform alias resolution. The only production system run by CAIDA that
performs alias resolution [3], takes several weeks to perform alias resolution on the whole
Internet. This process takes weeks especially because alias resolution techniques make no
use of metadata that could help to precluster IP addresses into smaller candidate sets that
would not overlap any alias set. MIDAR, the alias resolution technique run by CAIDA,
takes a giant set of 2 million IP addresses in input. With preclustering, alias resolution
could be run in parallel and see its time to completion reduced drastically.

As aresult, the current state is that even if we are now capable of performing exhaustive
snapshots of the IP level topology in a couple of days, we are limited by alias resolution
running time to obtain router level topology.
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6.2.3 Dynamics

The last perspective that our work has opened is the possibility to better capture the
dynamics of the Internet topology at Internet scale. Prior to our work, there had been
no characterization of IP level dynamics at Internet scale. Indeed, the multipath view
was until now not available to the community at Internet scale. And, as we highlighted
in chapter 4, the multipath view is essential to this study. Although our characterization
had the merit to be the first tackling Internet scale dynamics of the IP level topology, it
has been performed on a limited number of snapshots, during a period of a week. A long
term study would be worth investigating.

Then, these IP level dynamics could be translated into router level dynamics to better
infer the root causes of the dynamics, e.g., is it a routing change, multipath dynamic, or
an outage?

With the public access to Diamond-Miner code and collected snapshots, we hope that
researchers will be able to better capture and apprehend the dynamics of the Internet.

Last word

I believe that my thesis has developed “Improved algorithms for capturing Internet maps”.
In the ocean of complexity that the Internet represents, I wish that my work has set some
milestones on the long path of a thorough understanding of the Internet.
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