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Failure is simply the opportunity to begin
again, this time more intelligently.

Henry Ford

A pessimist sees the difficulty in every
opportunity ; an optimist sees the opportunity
in every difficulty.

Winston Churchill

Do not waste water even if you were at a
running stream.

Prophet Mohammad (peace be upon him)

Seek knowledge from the cradle to the grave.

Prophet Mohammad (peace be upon him)

ii



Remerciements

Je voudrais exprimer ma gratitude la plus profonde à mes encadrants Anne
FLADENMULLER et Marcelo DIAS DE AMORIM pour leur soutien, leur

guidance et leur encouragement indéfectibles tout au long de ma thèse. Leurs
compétences et leurs idées ont été inestimables pour orienter la direction de
mes recherches. Les réunions remontant le moral après les refus de publi-
cations en cascade, en raison de la confiance qu’ils avaient en moi et de la
qualité de notre travail, m’ont énormément aidé. Ce sont les meilleurs codirec-
teurs de thèse qu’un doctorant puisse souhaiter, mais ce sont également de
très bonnes personnes. L’aide qu’ils m’ont apportée pour la recherche d’un
appartement au milieu de ma thèse, le temps qu’ils ont pris pendant leurs
vacances pour prendre de mes nouvelles de ma famille au Pakistan lors de la
canicule intense et des terribles inondations de 2022, leur côté humain m’a
touché profondément.

Je voudrais également remercier les membres de mon jury de thèse, Lila
BOUKHATEM, Olivier FOURMAUX, Emmanuel LOCHIN, Luís Henrique
MACIEL KOSMALSKI COSTA et Thi-Mai-Trang NGUYEN pour leurs com-
mentaires réfléchis et leurs critiques constructives. Leurs contributions m’ont
aidé à améliorer mon travail et à le rendre plus impactant.

J’ai de très bons souvenirs de mon séjour au LIP6. Je remercie Maria POTOP-
BUTUCARU pour son accueil au sein de l’équipe NPA. Je suis reconnaissant
envers tous mes collègues et aussi les doctorants, Sadia KHIZAR, Gabriel
Antonio FONTES REBELLO, Ricardo LOPEZ DAWN, Effrosyni PAPANASTA-
SIOU, Nabil MAKAREM, Nouamane ARHACHOUI, Tengfei AN, Alexandre
PHAM et Boris CHAN YIP HON, pour leur camaraderie, leur stimulation in-
tellectuelle et leur soutien. Je dois mentionner le soutien de Sadia et de Gabriel
pour la relecture de mes articles. Je suis redevable à Anne FLADENMULLER
et Prométhée SPATHIS d’avoir réalisé mon rêve en me donnant l’opportunité
d’enseigner et à Maria POTOP-BUTUCARU de me donner l’opportunité de

iii



remerciements

co-organiser la journée des doctorant(e)s/postdoctorant(e)s/stagiaires NPA.
Je suis reconnaissant envers nos ingénieurs réseau du laboratoire, Pierre-
Emmanuel LE ROUX et Konstantin KABASSANOV, qui ont été d’une aide
immense pour configurer mon ordinateur portable, le réparer rapidement,
acheter l’équipement pour les expérimentations et surtout pour l’utilisation du
cluster et la restauration des fichiers d’analyse à partir de la base de données
vers le cluster. Je suis également reconnaissant envers l’équipe administrative
du LIP6 qui a toujours été sympa et de soutien.

Je suis reconnaissant envers mes collègues du projet ANR-MITIK pour leurs
commentaires constants et leur appréciation de notre travail. Je suis particuliè-
rement reconnaissant envers mon ami et collègue de projet Abhishek Kumar
MISHRA ; les conversations que nous avons eues, les idées que nous avons
partagées et les défis que nous avons relevés ensemble ont rendu ce voyage
plus significatif et agréable, sans oublier notre envie de nourriture indienne et
pakistanaise après le travail.

Je dois également remercier beaucoup d’autres amis : Habeeb, Saad, Tahseen,
Abid, Adeel, Ejaz, Hasnain, Zain, Ali Tahir, Farooque, Ghasem, Hasnat, Karine,
Emmanuel, Arsalan, Waleed, Mohsin, Danial, Rohan, Ali Qazi. Un grand merci
à beaucoup de personnes et je suis sûr que j’en oublie quelques-unes.

Enfin, je voudrais remercier ma famille pour leur amour et leur soutien
inconditionnels. Je suis éternellement reconnaissant envers mes parents, M.
Aqeel Hussain SYED et Mme. Andleeb Fatima SYEDA, ainsi que mon frère
Mohammad Asghar SYED, mes sœurs, Asma Batool SYED et Saima Batool
SYED, et également à mon beau-frère Qasim Mehdi SHAH. Leur confiance
en moi et leur encouragement m’ont donné la force de persévérer face aux
obstacles. Le dernier, mais non le moindre, je suis extrêmement reconnaissant
envers ma charmante épouse, Mme. Noor Narjis BATOOL SYED. Que ce
soit pour la nourriture fraîche et le thé les jours fatigants ou pour l’aide à
l’assemblage de l’équipement pour l’expérimentation à la maison, il n’aurait
vraiment pas été possible de traverser ces trois années sans son soutien moral
et émotionnel.

À tous ceux qui m’ont aidé en cours de route, je vous offre mes sincères
remerciements. Cette réalisation n’aurait pas été possible sans vous.

iv



Résumé

La compréhension du trafic sans fil est fondamentale pour améliorer les ré-
seaux et concevoir des algorithmes et des protocoles avancés. Dans ce contexte,
les mesures passives ont l’avantage sur les mesures actives, car elles ne dé-
pendent d’aucune modification des équipements réseau existants. Elles sont
souvent moins coûteuses et plus faciles à déployer que d’autres méthodes.
Cette approche consiste à surveiller le support sans fil et à collecter des don-
nées sur divers paramètres de réseau, tels que la force du signal, l’occupation
des canaux et la perte de paquets. Elle consiste à déployer plusieurs sniffeurs
dans la zone cible (les sniffeurs sont des dispositifs fonctionnant en « monitor
mode » qui collectent les paquets sans fil indépendamment de leur nature).
Cependant, l’un des principaux défis des mesures passives est d’assurer la
complétude de la trace, c’est-à-dire la capacité à collecter un ensemble de
données complet et précis. Nous montrons qu’un seul sniffeur ne peut pas
capturer tout le trafic en raison des caractéristiques inhérentes du support sans
fil, où l’environnement peut être hautement dynamique et imprévisible.

Il existe plusieurs facteurs qui peuvent affecter la complétude de la trace dans
les mesures passives sans fil. Celles-ci incluent des facteurs environnementaux,
tels que les interférences provenant d’autres dispositifs sans fil, les change-
ments dans l’environnement physique (comme les objets en mouvement) et les
variations de propagation du signal sans fil dues aux changements des condi-
tions atmosphériques. De plus, des problèmes avec l’équipement de mesure
lui-même, tels que des erreurs de calibration ou des problèmes de traitement
des données, peuvent également affecter la complétude de la trace.

L’importance de la complétude de la trace dans les mesures passives sans fil ne
peut être surestimée. Des données inexactes ou incomplètes peuvent conduire
à des conclusions incorrectes sur les performances du réseau, ce qui peut avoir
des implications significatives pour la planification, l’optimisation et le dépan-
nage du réseau. Par exemple, des données incomplètes peuvent entraîner des
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résumé

opportunités manquées pour identifier et résoudre des problèmes de réseau,
ainsi qu’une reconstruction de trajectoire incorrecte ou incomplète.

Dans cette thèse, nous étudions la qualité des traces capturées par des sniffeurs
et examinons les améliorations résultantes en introduisant de la redondance
dans le nombre de sniffeurs. Nous étudions l’impact des deux aspects suivants
sur la qualité des traces sans fil : le nombre de sniffeurs et le type de matériel
utilisé. Nous étudions la variation de l’indicateur de force du signal reçu
(RSSI) et son impact sur l’estimation de la distance. L’analyse est facilitée par
le développement d’un outil facilement utilisable et disponible appelé PyPal
pour la synchronisation et la fusion de traces Wi-Fi collectées simultanément.

Mots-clefs

Mesures passives, réseaux sans fil, Wi-Fi, complétude de traces, fusion de
traces, redondance, IEEE 802.11, estimation de la distance, RSSI.
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Abstract

Understanding wireless traffic is fundamental for improving networks and
designing advanced algorithms and protocols. In this context, passive mea-
surements have the edge over active measurements, as there is no requirement
for any modification in existing network devices. Passive measurements are
often less expensive and easier to deploy than other methods. This approach
involves monitoring the wireless medium and collecting data on various
network parameters, such as signal strength, channel occupancy, and packet
loss. It consists of deploying multiple sniffers throughout the target area
(sniffers are devices operating in monitor mode that collect the wireless pack-
ets regardless of their nature). However, one of the main challenges with
passive measurements is ensuring trace completeness, or the ability to collect
a complete and accurate dataset. We know that a single sniffer cannot capture
all the traffic due to the inherent characteristics of the wireless medium where
the environment can be highly dynamic and unpredictable.

Several factors can impact trace completeness in wireless passive measure-
ments. These include environmental factors, such as interference from other
wireless devices, changes in the physical environment (such as moving objects),
and variations in wireless signal propagation due to changes in atmospheric
conditions. Additionally, issues with the measurement equipment itself, such
as calibration errors or data processing issues, can also impact trace complete-
ness.

The importance of trace completeness in wireless passive measurements
cannot be overstated. Inaccurate or incomplete data can lead to incorrect
conclusions about network performance, which can have significant implica-
tions for network planning, optimization, and troubleshooting. For example,
incomplete data can result in missed opportunities to identify and address
network issues, and incorrect or incomplete trajectory reconstruction.
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abstract

In this thesis, we study the quality of traces captured by a sniffer and investi-
gate the resulting improvements by introducing redundancy in the number of
sniffers. We explore the impact of the following two aspects on the quality of
wireless traces: the number of sniffing devices and the type of hardware used.
We study the variation in the Received Signal Strength Indicator (RSSI) and its
impact on distance estimation. The analysis is helped by the development of a
readily-usable and easily-available tool, called PyPal, for the synchronization
and merging of Wi-Fi traces collected simultaneously.

Keywords

Passive measurements, wireless networks, Wi-Fi, trace completeness, trace
merging, redundancy, IEEE 802.11, distance estimation, RSSI.
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1
Introduction

The number of smartphone users is an ever-increasing figure, and it is
expected to reach 7,516 billion by 2026 [1]. Furthermore, as more and

more devices connect to the Internet [2, 3], forecasts suggest that, by the end of
2023, there will be approximately 628 million public Wi-Fi hotspots available
worldwide [4]. These numbers lead to an amplification of the topology
dynamics and more challenging network management issues. Consequently,
our dependence on efficient measurement techniques to precisely characterize
the network and understand the mobility of users also increases.

1.1 context

Air is the preferred and winning medium of choice because of portability,
affordability, and ever-increasing data rates. Wireless networks are everywhere,
and understanding their behavior to improve their performance is of utmost
importance [5, 6, 7, 8, 9]. Nevertheless, measuring wireless traffic (wirelessly)
is challenging because of the intrinsic volatile nature of the wireless links [10].
Although cellular operators produce a lot of location data, it is not publicly
available. As a result, the research community still relies on a limited set of
traces, which restrains the universe of possible observations. There is a need
for wireless measurements to build traces that researchers can use to evaluate
and improve networking approaches.
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1.2 problem statement and approach

Actively collecting traffic is burdensome because it requires deploying tools
(software or application) at different nodes, which are likely under the control
of various administrative entities. For example, one has to either request per-
missions for deployment on access points in the target area or to gather traffic
from smartphones, one can either deploy probes at all access points the user
associates with or create a measurement application and ask users to install it
on their devices [11]. The users that volunteer might be an insufficient sample
of the population, leading to unreliable, biased, or inaccurate results [12].

An efficient alternative is to run passive measurements by deploying several
sniffers (devices collecting wireless packets in monitor mode) throughout the
target area [13, 14, 15] 1. It is a low-cost and scalable measurement strategy
that does not require bothering users with intrusive services. The concept of
the ANR MITIK project, which we are part of, is to infer contact traces through
non-intrusive methods like passive sniffing [16]. Nevertheless, due to wireless
transmission constraints like multi-path, fading effects, or collisions, there is
no guarantee a single sniffer can capture all the packets, therefore, leading to
incomplete traces. In Figure 1.1, we illustrate a typical scenario where four
sniffers (s1, . . . , s4) do not have the same “view” of the wireless traffic because
of capture misses. It leads to discrepancies in the measurements, and further
analyses relying on such incomplete traces are likely to be flawed.

The solution to circumvent the problem relies on the use of super-sniffers. It
consists of introducing redundancy in the system by tying two or more sniffers
together to increase the probability that at least one of the sniffers captures
a packet. In Figure 1.2, we show a three-redundant super-sniffer. The main
question that we address is how the level of redundancy helps improve the quality
of the measure. To answer this question, we propose a definition of a trace’s

1. It is, however, essential to know which data one can sniff depending on the location of the
measurement campaign while preserving the privacy of the users.
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S4

S1 + S2 + S3 + S4

Captured traces

Combined Trace

S4

S4S3

S4S2

S4S1

missing
packet

captured
packet

Figure 1.1. – Trace completeness. Sniffers may miss several packets because
of the nature of the wireless medium. We need to combine
individual traces to get as close as possible to the complete trace.

completeness and evaluate it through real-world experiments. Although we
focus on Wi-Fi traces, our methodology is general and can be applied to other
technologies.

1.3 why did we adopt an experimental methodology?

On the one hand, there are datasets available on platforms like Crawdad [17]
(now part of IEEE DataPort), but there is little knowledge of potentially
what post-processing could have been performed before the dataset is made
available publicly. There can also be gaps among these datasets that can
unknowingly result in incomplete results and analyses [18]. On the other hand,
there are quite a few network simulators [19], OMNET++. The issue with
simulators is that these systems may not accurately capture the complexity
and variability of real-world environments, and their results may not always
be representative of real-world performance. Additionally, simulators are
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S4
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3 individual sniffers 1 super-sniffer of size 3

S4
S3
S2
S1

Figure 1.2. – Three sniffers forming a super-sniffer.

limited by the accuracy of the underlying models and assumptions used
in the simulation, which may not always hold true in practice [20]. Real-
world experiments find a preference among the researchers for the following
reasons:

— Validation of theoretical models: Real-world experimentation helps to
validate the theoretical models developed for wireless networks. Theo-
retical models are often based on assumptions that may not hold true
in the real world. By conducting real-world experiments, researchers
can verify if their assumptions are correct and adjust their models
accordingly.

— Performance evaluation: Real-world experimentation allows re-
searchers to evaluate the performance of wireless networks under
real-world conditions. This helps to identify the strengths and weak-
nesses of different wireless network technologies and protocols and
to determine which ones are best suited for different applications and
scenarios.

— Identification of problems: Real-world experimentation can help to
identify problems that may not be apparent in simulation or modeling
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studies. For example, interference from other wireless devices or
environmental factors such as buildings, trees, or terrain can affect the
performance of wireless networks in ways that cannot be accurately
modeled.

We, therefore, rely on real-world experimentation to bring to attention a wireless
sniffing shortcoming 2. It also allows us to highlight the extent of the impact.
As we will see in the next chapters, we evaluate the quality of capture of
individual sniffers with up to fourteen sniffers. We use sniffers composed of
two models of Raspberry Pi (3B and 4B) to ensure diversity in the capturing
devices. We take into consideration two different scenarios, office and resi-
dential, with varying traffic loads. The individual sniffers achieve relatively
low completeness (between 30% and 54% depending on the scenario), which
confirms the need for redundancy. Secondly, commercial off-the-shelf (COTS)
devices such as Raspberry Pi are powerful enough to play the role of a sniffer
in each scenario. The sniffers uniformly miss packets, indicating that the
environment essentially dictates the quality of the sniffing process.

1.4 contributions

This thesis introduces the need for redundancy in the number of sniffers
in wireless passive measurements based on real-world experiments, and
therefore, has three contributions.

Contribution # :1 Trace completeness and the need for redundancy

Trace completeness is an important aspect of wireless measurements and the
challenge that we face is the low completeness of individual sniffers. There is,

2. Although we capture only public headers, they still contain MAC addresses. We ensure
privacy by using a hashing and truncation technique.
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therefore, a need to have some reference for the evaluation of completeness.
The contribution for trace completeness is as follows:

— Metric for completeness. We propose a formal definition of complete-
ness that incorporates the notion of redundancy. We introduce the term
super-sniffer and formulate the completeness of the super-sniffer.

— Experimental evaluation. We follow an experimental approach to
assess the completeness achieved by individual sniffers, hence proving
a single sniffer is not sufficient and there is a need for redundancy. We
study the behavior of the temporal variation in completeness over time.

— Traffic load. We investigate the effect of varying traffic loads on the
completeness of traces. The amount of traffic varies at different times
of the day as the number of users/devices keeps varying.

— Performance of individual sniffers. We analyze the performance of
individual sniffers to highlight the fact that all sniffers do not perform
in the same manner and to help us identify the sniffers that perform
consistently poorly despite the conditions in the wireless medium
changing over time.

— Pairwise completeness. The sniffers complement each other in im-
proving the quality of passive measurements when considering them
in pairs. We call this pairwise completeness and evaluate it for eleven
sniffers after cleaning the dataset.

Contribution # 2: PyPal, a tool for Wi-Fi trace synchronization and merg-
ing

We introduce the concept of trace completeness along with its mathemat-
ical representation. However, there lies a challenge for the evaluation of
completeness: time-synchronization of the traces.

Since the individual sniffers have a local clock and are not connected to the
Internet at the time of capture, there is a need for the traces to be time-
synchronized before the merging and redundancy evaluation analysis can be
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done. Therefore, the second contribution of this thesis is a Python tool, called
PyPal, for the time-synchronization and merging of the traces [21]. Apart
from that, the tool can concatenate the synchronized traces as well as produce
per-MAC-address traces. We explain it in detail in Section 4.2.

Contribution # 3: Leveraging redundancy in distance estimation

Distance estimation and localization are a huge part of the research, particu-
larly in sensor networks and the Internet of Things (IoT). The Received Signal
Strength Indicator (RSSI) values are of interest to detect the presence of a node
in a target area and evaluate its position relative to the sniffer [22, 23, 24, 25].
Furthermore, these values are available in most operating systems in a straight-
forward fashion. However, the downside of using the RSSI concerns its accu-
racy. Although there are some workarounds like machine learning to reduce
the error in distance estimation [26, 27], the applicability of the RSSI is still
questioned [28, 29, 30]. The challenge that the individual traces pose is the
incoherence of RSSI values, bursts of consecutive packets missing, and errors
in distance estimation.

As a part of the ANR MITIK project [16], we collect Wi-Fi traces through
passive measurements to capture the mobility of wireless nodes in a given
area. In the project, we focus on probe request messages, the only messages
a user’s device sends when it is not associated with any Wi-Fi access point.
The problem is that their sending rate can be as low as 55 packets per hour
or as high as 2,000 packets per hour, depending on the device [31]. Missing
these probe requests may have severe consequences on the quality of the
measurement campaign, as it may lead to nodes not being detected or biased
mobility estimations.

We collect wireless traces using several sniffers and one source node generating
Wi-Fi traffic. The source is the node we want to characterize. We co-locate the
sniffers (i.e., introduce redundancy) to investigate the consistency of the RSSI
values. We do the measurements outdoors and monitor the traffic generated
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by a controlled source for which we know the ground truth of its distance
from the sniffers. In our experiments, we place the source node at multiple
distances from the sniffers and make the following observations:

— All sniffers do not necessarily miss the same packet. It means the
packet is undoubtedly not lost because of the collisions at the sniffers.

— The number of consecutive packets missed by a sniffer can be huge
at times. Moreover, the sniffers miss the capture for several seconds,
which is problematic if one has to analyze mobility.

— At times, there is incoherence in RSSI values of the same packet cap-
tured by different sniffers, which leads to frequent errors in distance
estimation.

The redundancy improves the capture quality by reducing the number of packets
missed and the gaps due to consecutive packet misses. Furthermore, this leads
us to the third contribution of this thesis, we could evaluate the problem of the
incoherence of RSSI values and reduce the error in distance estimation.

1.5 thesis outline

The rest of the thesis is organized as follows. We provide the background
of the topic and the state of the art in Chapter 2. In Chapter 3, we provide
the experimental evidence that a single sniffer is not enough for wireless
passive measurements highlighting the need for redundancy. In Chapter 4, we
provide the definition and mathematical representation of trace completeness
for super-sniffers. Moreover, we differentiate between relative and absolute
completeness and provide the experimental evaluation. This chapter also
includes the detailed working of our tool PyPal. We explain the application
of redundancy in wireless passive measurements in the shape of distance
estimation in Chapter 5. Finally, we conclude the thesis and mention future
work in Chapter 6.
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2
Background and positioning

The increasingly ongoing need for passive measurements in wireless net-
works for purposes such as network management and diagnosis, new

protocols, localization, location-based services, and trajectory reconstruction
has driven the need for improving the quality of measurements and traces
captured. In this chapter, we review the work that has been carried out in this
regard.

2.1 wireless measurements : active vs . passive

Researchers carry out measurement experiments for several reasons such as
troubleshooting or improving the network, realizing new network protocols,
assessment of wireless sniffing, trajectory reconstruction, etc. [5, 6, 7, 8, 9, 32,
33, 34, 35]. However, there is a choice to be made between active and passive
measurements for the mode of experiments.

Active measurements play a major role in the speed testing of the networks,
as well as in experiments involving cellular networks. Smart devices such as
mobile phones and tablets make use of the cellular network and users can be
requested to volunteer and help in measurements using an application [36].
The dependence on users to install and run an application on their mobile
devices in active measurements can result in unwanted bias in the traces
collected.
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On the other hand, for Wi-Fi, there are comparatively more types of devices
such as computers, smart home appliances, sensors, etc. apart from smart-
phones. Obtaining access to these devices or finding volunteers willing to
install measurement applications is an exceedingly challenging task. Hence,
this makes passive measurements more relevant [37]. Passive measurements
give the researchers an opportunity to carry out measurements without de-
pending on any infrastructure or people for crowd-sourcing the data. There
is also no impact on actual traffic in the network as no redundant traffic is
generated that can impact the actual traffic of the users circulating in the
medium.

We summarize the advantages of passive measurements as follows:
— Non-intrusive. Non-intrusive in wireless measurements refers to the

ability to collect information or data without interfering with the wire-
less system one intends to measure. It means doing the measurements
without interrupting or modifying the infrastructure to capture the
packets being transmitted or received by the devices in the coverage
area. Moreover, there is no need for the users to install any application
or software on their devices.

— No disruption. As there is no traffic generated for doing the measure-
ments, there is no disruption of the actual user traffic. Unlike active
measurements, there is no fear of causing congestion either, which
can not only introduce a bias in the results but also impact the users’
Quality of Experience (QoE).

— Low complexity. The complexity level is low since there is no need to
create any specific software or tool to install on certain devices. There
are already tools such as tcpdump [38], tshark [39], Wireshark [40], and
scapy [41] available specifically for passive measurements.

— Scalability. The scalability of passive measurements arises from their
ability to observe wireless network traffic without requiring any inter-
action with the network or its users, thereby avoiding any impact on
the network’s operation. The number of measurement devices can be
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increased to make the measurements more scalable; it comes at a finan-
cial cost but there is a trade-off between the cost and the measurement.
Whereas, scalability is becoming increasingly difficult in active mea-
surements due to the need to either have access to more infrastructure
devices in the wireless network or more users volunteering to install
the application/software on their personal devices.

— Comprehensive. Passive measurements provide a detailed view of the
network [42]. Those yield an unbiased view of the wireless network
performance and are used to analyze various aspects of the network,
including network utilization, traffic patterns, protocol usage, and
application behavior.

2.2 building an efficient sniffer

There are several small and low-cost computers available, including ESP32 [43],
Arduino [44], BeagleBone [45], UDOO [46], and Raspberry Pi [47]. Each of
these computers has different specifications and supports various operating
systems.

Among these devices, ESP32 is the only one that can be used as a Wi-Fi sniffer
without the use of any external Wi-Fi adapter. Its internal Wi-Fi card can
be set to promiscuous mode, allowing it to capture packets using libraries
such as ESP32-Paxcounter and the ESP32-Sniffer. However, ESP32 is unable to
capture control and error frames [48].

Arduino is not typically used as a Wi-Fi sniffer due to the absence of built-
in Wi-Fi connectivity and its unsuitability for high-performance networking
applications. However, an external adapter can be used to provide Wi-Fi
connectivity, and it has found the most usage in wireless sensor networks.
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Similarly, BeagleBone and UDOO boards require an external Wi-Fi adapter to
work as a sniffer since their internal cards can not be put in monitor mode.
However, those are rarely used as sniffers except for some exceptions [49].

Raspberry Pi is widely used in the world of research, especially for wireless
measurements, but it also needs an external Wi-Fi adapter that can be put into
monitor mode for measurements. We discuss the widespread use of RPi in
various fields.

Selection of a sniffer

The Raspberry Pi (RPi hereafter) is a series of low-cost, single-board comput-
ers developed by the Raspberry Pi Foundation in the United Kingdom [47].
These boards are designed to be user-friendly and can be utilized for a
wide range of applications, for example, hobby projects, educational pur-
poses, and commercial applications. Researchers have also found the RPi
to be a versatile tool for conducting experiments across a variety of fields,
including mobility [50, 51], Internet of Things (IoT)[52, 53], wireless sensor
networks[54, 55, 56], privacy [57, 58], network monitoring and security [59, 60],
communication systems [61], biotechnology [62], and biology [63]. The RPi has
also proved to be a valuable resource in the field of education, particularly in
subjects such as Physics [64], Chemistry [65, 66], and image processing [67].

Researchers commonly use RPi as a sniffer for wireless measurements. In their
study, Turk et al. describe a technique that utilizes an RPi and a USB wireless
adapter to capture and analyze wireless network traffic, enabling real-time
wireless packet monitoring at a low cost [68]. Li et al. also employ an RPi3 for
measurements to investigate the impact of channel settings and access point
configurations on wireless sniffing performance [32]. Additionally, RPi has
been utilized in calculating the waiting time of passengers at bus stops [69],
determining public transport occupancy on a bus [70], and estimating the
number of travelers by collecting Wi-Fi signals at a bus stop [71].
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Silva et al. conducted a study on the impact of privacy preservation on
wireless frames during the sniffing process. They developed an on-the-fly
hashing module using the Scapy tool and evaluated the results on an RPi
platform [57]. Jais et al. used an RPi-based access point to sniff RSSI values
for localization purposes [72]. Friess designed a multichannel sniffing system
using RPi3 [73]. Minambres et al. conducted a study to demonstrate the
suitability of RPi devices for wireless sniffing [74].

Discussion

RPi is a widely adopted technology in various domains, including education,
due to its affordability, versatility, and processing capabilities. As previously
mentioned, it is also a popular choice among researchers for conducting
wireless measurement experiments, primarily as a sniffer. Previous studies
have demonstrated that RPi devices are capable of performing wireless sniffing
tasks effectively. Therefore, these features make it a suitable choice for building
a sniffer for our real-world experiments.

2.3 trace quality improvement

The presence of discrepancies in the traces captured by passive sniffing mainly
due to the behavior of the wireless medium is a reality. Therefore, the
researchers take some steps of either pre- or post-processing to improve the
quality of the trace. This allows them to do an analysis more representative of
the actual network (conditions). We take a look at works that are focused on
improving the quality of wireless network traces captured through passive
sniffing.

One such process is to merge the individual traces into a single trace. Xu
et al. merge the individual traces into a single and then run an inference
procedure to reconstruct the missing packets [75]. It needs at least one packet
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of a conversation in a trace to infer the missing packets and its accuracy
also depends on the capture percentage. The evaluation is dependent on a
simulation where the process removes packets from the trace randomly.

Another approach used by Sammarco et al. is to compute inter-flow similarity
for the traces collected from multiple sniffers. They use graph theory to
determine the sequence in which the traces should be merged to achieve
maximum completeness. This method can decrease the number of merge
operations as a subset of traces can achieve the same result [76].

Schulman et al. estimate the number of missed packets using sequence
numbers and re-transmission bit [77] but they do not capture traffic of their
own and rely on datasets available on CRAWDAD [17]. The dependence on
the re-transmission bit would create some bias since it is hard to infer how
many packets are actually re-transmitted since these packets have the same
sequence number.

Mahanti et al. examine the beacon and acknowledgment frames, MAC-
layer sequence numbers, and placement of sniffer to address the incomplete
traces [78]. They use the results from one sniffer to create a layout of four
sniffers on three floors. The amount of packets captured in 24 hours is nearly
the same as that captured by our sniffers in 10 minutes.

Discussion

Overall, these methods are aimed at improving the accuracy of wireless net-
work analysis by addressing the incomplete traces captured through passive
sniffing. However, there is less focus on the use of redundancy in the number
of sniffers to study its impact on the level of trace completeness. Our work
stands distinctive as firstly we prove that a single sniffer is not enough to
capture a quality trace and then we focus on redundancy for trace complete-
ness based on real-world experiments in an uncontrolled environment and
perform an exhaustive analysis for different scenarios. Moreover, our solution
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is more oriented toward contact traces and it can apply to different wireless
technologies.

2.4 analysis of traces

In order to analyze the impact of redundancy, we need a tool or system.
Redundant sniffers operate independently and without Internet connectivity,
resulting in a lack of global time synchronization. To evaluate redundancy,
we require a time-synchronization tool that also provides a unified view of
the traces. This section explores various tools and systems available in the
literature.

Wit is a software tool designed to merge multiple views of monitors into a
single view, and reconstruct missing packets using an engine based on formal
language techniques. This engine can infer whether missing packets were
received by the destination, by analyzing frames such as Association Request
and Response [14].

PMSW is a passive monitoring system that relies on sequence numbers to infer
the missing packets in a wireless sensor network. However, it only captures
data and acknowledgment packets, leading to a complex synchronization
solution [79]. There are no conversation, data, or association frames as we rely
on probe requests for contact traces.

Garcia et al. develop a passive monitoring system called EPMOSt which
focuses on election to choose the nodes of the target area for their packets to
be captured by the sniffers but more in terms of energy consumption. The
system is validated and tested on the MicaZ platform, and the results show
that the energy consumption of the sniffers decreases by up to 69.3% when
the election mechanism is used. The energy consumption decreases by 78.5%
when the election mechanism and aggregation of headers are used. However,
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it reduces the number of packets captured by 0.62% when 11 sniffers are
used [13].

LiveNet provides a platform for monitoring and processing passive traces but
the transfer of packets to the serial port seems to result in packet loss and
the validation is also based on the data measured in a controlled environ-
ment [80]. Jigsaw is a system by Cheng et al. that relies on multiple monitors
to collect a large number of traces to provide a cross-layer unified view of
the network. It can merge traces from a number of monitors and the authors
merge traces captured by each vantage point across four floors of a university
campus. [15].

Serrano et al. make use of merging for single and multiple sniffers to analyze
the fidelity of COTS sniffers by studying differences in traces obtained from
controlled experiments inside an anechoic chamber [81]. Claveirole et al.
merge the independent but incomplete traces from different sniffers into one
complete trace using their tool Wipal [82]. The main focus is, however, on the
performance of the tool. WiPal is for offline post-processing.

Discussion

Time synchronization of the traces is an important aspect in the world of
passive sniffing and it lays the basis for the analysis of the quality of the traces
captured. However, there is a lack of tools available for the purpose of time
synchronization and merging of the traces. Most of the tools mentioned are
no longer available, whereas WiPal is still available to be downloaded [83].
However, WiPal is not usable in its current form with the latest operating
systems and compilers. It can be used with Docker but it is not convenient for
doing extended analysis on servers and clusters. This, therefore, defines our
need to have a readily usable and easily available tool for trace synchronization
and it leads us to a readily usable and easily available Python version of WiPal,
called PyPal.
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2.5 distance measurement

Distance measurement and localization play crucial roles in opportunistic
networks, as those facilitate the provision of personalized and localized ser-
vices, enable the identification of nodes, and, more recently, support contact
tracing efforts for COVID-19. In this context, we consider the use of RPi for
such purposes [84, 85, 86] as an opportunity for the application of redundancy.
By introducing redundancy, it is possible to reduce the potential errors in
distance estimates, thereby enhancing the overall accuracy and reliability of
these measurements.

Distance measurement is important for pedestrian trajectory reconstruction
as it helps to accurately track the movement and position of objects over
time. Trajectory construction involves creating a path or route for a person’s
movement based on the data captured over time. Small errors in distance
estimation can lead to significant errors in trajectory construction, which can
affect the accuracy of subsequent analyses and predictions. Researchers make
use of the Received Signal Strength Indicator (RSSI) values for this purpose.

The RSSI values are of interest to detect the presence of a node in a target area
and evaluate its position relative to the sniffer [22, 23, 24, 25]. Furthermore,
those are available in most operating systems in a straightforward fashion.
However, the downside of using the RSSI concerns its accuracy. Although there
are some workarounds like machine learning to reduce the error in distance
estimation [26, 27], the applicability of the RSSI is still questioned [28, 29, 30].

Adel et al. use ten maximum RSSI values for indoor localization using
Bluetooth Low Energy (BLE). They use median, mean, mode, and single
direction outlier removal to smooth the RSSI and improve the indoor distance
estimate [87]. This method requires testing in a trilateration setup. Venkatesh
et al. use the mean and median filters to stabilize the RSSI values to enhance
the distance estimation accuracy for indoor localization in BLE [88].
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Salomon et al. make a comparison for distance estimation by RSSI and
Channel State Information (CSI) for Wi-Fi by doing experiments on RPi4
devices, one as an Access Point (sender) and one as receiver [89]. Forbes et
al. use a single RPi4 as a capturing device to perform distance estimation in
Wi-Fi using CSI [90]. They capture the traffic generated by an Access Point
in response to the packets it receives from a computer. The use of a single
receiver is in itself risky as it can miss several packets due to the characteristics
and unpredictability of the wireless medium. Chuku et al. remove the RSSI
outliers using clustering to improve the distance estimates [91].

Discussion

We make use of redundancy in the number of devices capturing the traffic,
which means we have multiple co-located sniffers at the same place. The
focus in the literature has always been on removing the RSSI outliers from
the dataset without using redundancy [91, 92, 93]. We prove that even a
single packet can have different RSSI values at different co-located sniffers
at the time of capture. Secondly, we highlight the fact that a single sniffer
can miss a burst of consecutive packets at a time which can result in flawed
or biased analyses. The emphasis on redundancy aids in the elimination of
RSSI outliers and bursts of missing packets, thereby decreasing the error in
distance estimation.

2.6 conclusion

Passive measurements provide an unbiased view of wireless network perfor-
mance, making them a suitable method for analyzing various aspects of the
network. Among the low-cost computers available for building an efficient
sniffer, RPi is a popular choice due to its affordability, versatility, and process-
ing capabilities. One study particularly proves that RPi works well as a sniffer.
Hence, conforming to our choice to use RPi as a sniffer.
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We explore the state-of-the-art techniques used to capture and improve the
quality of wireless network traces through passive sniffing. While various
methods, such as merging individual traces, inferring missing packets, and
computing inter-flow similarity, have been used to improve the accuracy of
wireless network analysis, there is no focus on the use of redundancy in the
number of sniffers to study its impact on the level of trace completeness. Our
work stands out by firstly proving that a single sniffer is not enough to capture
a quality trace, and then focusing on redundancy for trace completeness
based on real-world experiments in an uncontrolled environment, and doing
an exhaustive analysis for different scenarios. Moreover, our solution is
more oriented toward contact traces and can be applied to different wireless
technologies.

To evaluate redundancy, we require a time-synchronization tool but the tools
in the literature are either not available or out-of-date and not easy to use.
We develop our tool for Wi-Fi trace synchronization and merging, which can
additionally provide per-MAC address traces.

Finally, we highlight the distance measurement techniques using the RSSI
values. Even though there is some work for the removal of outliers, it is based
on a single sniffer. We apply the idea of redundancy in the number of sniffers
and prove that it reduces the error in distance estimation. Furthermore, the use
of an outlier removal technique with redundancy reduces the error further.

In the next chapter, we start by explaining our experimental methodology to
do measurements in two different environments and hence prove that a single
sniffer does not capture a trace representative enough of the wireless medium,
irrespective of the environment.
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3

Sniffing a wireless environment
with COTS sniffers

A single sniffer might not be able to have a comprehensive view of the
wireless network due to the inherent characteristics of the medium, such

as:

— Interference: Passive wireless measurements are often performed in
environments with multiple signal sources and types, which can lead
to interference and signal degradation.

— Multi-path propagation: The signals in the wireless medium can fol-
low different paths due to the surrounding environment and factors,
for example reflection, refraction, diffraction, scattering, etc. It is en-
tirely possible that the signal dissipates even before it reaches a (single)
sniffer.

— Power limitations: Passive wireless measurements rely on the recep-
tion of signals from other devices, which means that the performance
of the sniffer is limited by the strength and quality of the received
signals. A single sniffer may not be able to receive all relevant signals,
especially in environments with weak signals.

Therefore, we decided to conduct a thorough assessment of the performance of
a single sniffer in real-world environments. To accomplish this, we construct
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an experimental configuration that involves specific hardware and software
components, which we explain in the next section.

3.1 experimental setup

Individual sniffing nodes. We have several sniffers in our measurement
set-up, composed of Raspberry Pi models 3B (RPi3 hereafter) and 4B (RPi4
hereafter) [94, 95]. We use an external Wi-Fi module, Alfa AWUS 051NH, one
per sniffer [96]. The community of the tool aircrack-ng [97] recommends this
adapter. The advantage of this specific external Wi-Fi module is that it can be
easily set to monitor mode. The monitor mode is a radio mode that allows
the Wi-Fi card to listen to all Wi-Fi traffic in the wireless medium passively.
We select the 2.4 GHz band for doing the measurements and channel 1 for
our measurements. We stick to one channel for our measurements since
channel hopping or multi-channel measurements lead to less number of
packets captured [98]. Figure 3.1 shows the components of our sniffer using
an RPi4.

Trace capture. Sniffers run tcpdump to collect traces [38]. We configure some
filters to gather only the header fields that are essential for the objectives of
this work (for example, to avoid capturing personal data as discussed below).
The outcome of the capture process is one pcap file per individual sniffer.

Privacy preserving. The privacy of the users is a top priority for us. We
anonymize the traces by running several protection techniques on the packets.
Firstly, we do not disclose the geographic locations of our measurements.
Secondly, we configure the sniffers to capture only the headers of the packets.
In our work, we need the header as it brings the necessary information to let
us combine traces from different sniffers. But, since headers contain the MAC
addresses of the devices, which are considered personal information, we need
to provide some extra privacy guarantees. To this end, we hash and truncate
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Figure 3.1. – A single sniffer. It is composed of a Raspberry Pi 4B node,
an Alfa AWUS 051NH antenna, and an external power supply
(20,000 mAH/74/0 Wh and 3.1 A output) to allow us to carry
out the measurements for a longer period of time.

the MAC addresses to make the data secure while making sure there are no
hashing collisions.

3.2 performance of individual sniffers

To evaluate the impact of the environment on wireless passive capture, we
co-locate ten sniffers to collect wireless traffic. The merge of all these traces
provides a full capture of the environment, which is then used as the reference
to compute the percentage of packets captured for each sniffer trace.
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One final merged trace
.txt

<latexit sha1_base64="1I/4oJ8/9wOxW1z9lA+47/+dq1o="></latexit><latexit sha1_base64="pg61PoRL7JpRvSl39TNe3QyAcAM="></latexit><latexit sha1_base64="pg61PoRL7JpRvSl39TNe3QyAcAM="></latexit><latexit sha1_base64="pg61PoRL7JpRvSl39TNe3QyAcAM="></latexit>

Merge traces
Precision = 106 µs

<latexit sha1_base64="dou/tkLPXw9k+LfBmioxISUpWIU="></latexit><latexit sha1_base64="VAVO00EY67q6Cc8AML8YRPRdhfQ="></latexit><latexit sha1_base64="VAVO00EY67q6Cc8AML8YRPRdhfQ="></latexit><latexit sha1_base64="VAVO00EY67q6Cc8AML8YRPRdhfQ="></latexit>

Synchronize traces
<latexit sha1_base64="G3+dXLFT+DZpDMyA8th9j6cDbjU="></latexit><latexit sha1_base64="O/nRzE+mjf3WHGTjl6PRZAb1xgo="></latexit><latexit sha1_base64="O/nRzE+mjf3WHGTjl6PRZAb1xgo="></latexit><latexit sha1_base64="O/nRzE+mjf3WHGTjl6PRZAb1xgo="></latexit>

Synchronize
reference frames

<latexit sha1_base64="ndGVhxzRDtgbSjusS8NvxjSgLSE="></latexit><latexit sha1_base64="QgsjdwCzsERVhRTpCOJ3vCEvkMQ="></latexit><latexit sha1_base64="QgsjdwCzsERVhRTpCOJ3vCEvkMQ="></latexit><latexit sha1_base64="QgsjdwCzsERVhRTpCOJ3vCEvkMQ="></latexit>

Identify
reference frames

<latexit sha1_base64="LiZ+phiog7h4pIdtT/b2kmUx5fU="></latexit><latexit sha1_base64="X6TGgrgrhyEAdBKlNgQGwTEpgiI="></latexit><latexit sha1_base64="X6TGgrgrhyEAdBKlNgQGwTEpgiI="></latexit><latexit sha1_base64="X6TGgrgrhyEAdBKlNgQGwTEpgiI="></latexit>

Anonymize traces
<latexit sha1_base64="6qRRUxe3qytfPBkCBbXO7Lbc2BE="></latexit><latexit sha1_base64="McKTV3EF2UWBOrXsC80UKu4MsOU="></latexit><latexit sha1_base64="McKTV3EF2UWBOrXsC80UKu4MsOU="></latexit><latexit sha1_base64="McKTV3EF2UWBOrXsC80UKu4MsOU="></latexit>

Collect traces
tcpdump

<latexit sha1_base64="4rWc/DPMmgfFBu578+bD0A8Oz7w="></latexit><latexit sha1_base64="5hbM7UiykbeM5DU7zrMexM/Cmp0="></latexit><latexit sha1_base64="5hbM7UiykbeM5DU7zrMexM/Cmp0="></latexit><latexit sha1_base64="5hbM7UiykbeM5DU7zrMexM/Cmp0="></latexit>

Figure 3.2. – Experimental methodology. The steps involved in the complete
process of collection, privacy protection, processing, and analysis
and outcome of the traces.

3.2.1 Experimental Setup

We use the following setup to measure the performance of the individual
sniffers. We deploy the ten individual sniffers in the way depicted in Figure 3.3.
We place the sniffers at a distance of ∼20 cm from each other 3. Note that si

refers to RPi3 nodes if i is odd and to RPi4 if i is even.

3. The minimum separation between 2 antennas is half the wavelength. The wavelength of the
2.4 GHz band is 12.5 cm, so the minimum separation is 6.25 cm. At the same time, the separation
should not be in multiples of the wavelength. We choose the value of ∼20 cm to rule out any
chance of interference among the sniffers. Moreover, we present the results for separations of 0, 5,
10, 15, and 20 cm between the sniffers in [99].
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s1
<latexit sha1_base64="7dZ2ftXbA4yf+9MXHlozfJACohE="></latexit><latexit sha1_base64="7dZ2ftXbA4yf+9MXHlozfJACohE="></latexit><latexit sha1_base64="7dZ2ftXbA4yf+9MXHlozfJACohE="></latexit><latexit sha1_base64="7dZ2ftXbA4yf+9MXHlozfJACohE="></latexit>

s2
<latexit sha1_base64="79M2TXzQsFaUQlvaDIN9oEPKsGc="></latexit><latexit sha1_base64="79M2TXzQsFaUQlvaDIN9oEPKsGc="></latexit><latexit sha1_base64="79M2TXzQsFaUQlvaDIN9oEPKsGc="></latexit><latexit sha1_base64="79M2TXzQsFaUQlvaDIN9oEPKsGc="></latexit>

s3
<latexit sha1_base64="/aFyLXbq/oL0olX17nk7M+xZ0SE="></latexit><latexit sha1_base64="/aFyLXbq/oL0olX17nk7M+xZ0SE="></latexit><latexit sha1_base64="/aFyLXbq/oL0olX17nk7M+xZ0SE="></latexit><latexit sha1_base64="/aFyLXbq/oL0olX17nk7M+xZ0SE="></latexit>

s4
<latexit sha1_base64="uo/1HUr4eKzwYuuFTpKXIHE2nuA="></latexit><latexit sha1_base64="uo/1HUr4eKzwYuuFTpKXIHE2nuA="></latexit><latexit sha1_base64="uo/1HUr4eKzwYuuFTpKXIHE2nuA="></latexit><latexit sha1_base64="uo/1HUr4eKzwYuuFTpKXIHE2nuA="></latexit>

s5
<latexit sha1_base64="gLnaj7YzuoKUrOyXx4gH7spC1DQ="></latexit><latexit sha1_base64="gLnaj7YzuoKUrOyXx4gH7spC1DQ="></latexit><latexit sha1_base64="gLnaj7YzuoKUrOyXx4gH7spC1DQ="></latexit><latexit sha1_base64="gLnaj7YzuoKUrOyXx4gH7spC1DQ="></latexit>

s6
<latexit sha1_base64="pbVJwG63XdmMHZAoGipZj5O5YzI="></latexit><latexit sha1_base64="pbVJwG63XdmMHZAoGipZj5O5YzI="></latexit><latexit sha1_base64="pbVJwG63XdmMHZAoGipZj5O5YzI="></latexit><latexit sha1_base64="pbVJwG63XdmMHZAoGipZj5O5YzI="></latexit>

s7
<latexit sha1_base64="X0Au/tcZCKWTQzdr9TZAT3OKL7Y="></latexit><latexit sha1_base64="X0Au/tcZCKWTQzdr9TZAT3OKL7Y="></latexit><latexit sha1_base64="X0Au/tcZCKWTQzdr9TZAT3OKL7Y="></latexit><latexit sha1_base64="X0Au/tcZCKWTQzdr9TZAT3OKL7Y="></latexit>

s8
<latexit sha1_base64="g9v3aaWtv82yDJtG/SnM+yjGsg8="></latexit><latexit sha1_base64="g9v3aaWtv82yDJtG/SnM+yjGsg8="></latexit><latexit sha1_base64="g9v3aaWtv82yDJtG/SnM+yjGsg8="></latexit><latexit sha1_base64="g9v3aaWtv82yDJtG/SnM+yjGsg8="></latexit>

s9
<latexit sha1_base64="KBvxchrjsxnIzgwbxj7NNch1hps="></latexit><latexit sha1_base64="KBvxchrjsxnIzgwbxj7NNch1hps="></latexit><latexit sha1_base64="KBvxchrjsxnIzgwbxj7NNch1hps="></latexit><latexit sha1_base64="KBvxchrjsxnIzgwbxj7NNch1hps="></latexit>

s10
<latexit sha1_base64="xrL1nsEZ7U0c1Z3YdNj4mGPK6Us="></latexit><latexit sha1_base64="xrL1nsEZ7U0c1Z3YdNj4mGPK6Us="></latexit><latexit sha1_base64="xrL1nsEZ7U0c1Z3YdNj4mGPK6Us="></latexit><latexit sha1_base64="xrL1nsEZ7U0c1Z3YdNj4mGPK6Us="></latexit>

RPi4
<latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit>

RPi3
<latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit>

RPi4
<latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit>

RPi3
<latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit>

RPi4
<latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit>

RPi3
<latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit>

RPi4
<latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit>

RPi3
<latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit>

RPi4
<latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit><latexit sha1_base64="JVKsX2qdGCtfiiwHrjtlAhyyEBU="></latexit>

RPi3
<latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit><latexit sha1_base64="0r0ZHj3Ld85JurwuEoK07MXJOrM="></latexit>

Figure 3.3. – Arrangement of the ten sniffers. We used it to carry out experi-
ments for the evaluation of the performance of individual sniffers.
We use different RPi models to see if the choice of hardware has
any impact on the quality of the capture.

Scenarios. We conduct trace capture experiments in two distinct scenarios to
evaluate the performance of our wireless sniffing system under varying levels
of traffic intensity. The first scenario involves a residential area, while the second
scenario consists of an office environment. Our aim is to assess the performance
of our commercial-off-the-shelf (COTS) sniffing system, particularly in the
presence of higher traffic volumes, as we expect to encounter in the second
scenario.

Execution. We run each test 10 times at three different spots in the target
scenarios to rule out anomalies. The duration of each data collection is 10

minutes, and the sniffers remain stationary for the whole capture period.

To evaluate the proportion of traffic a single sniffer can capture, we average
the percentage of the number of packets captured for each sniffer using the
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(b) Residential area.

Figure 3.4. – Capture of traffic in two different environments. It is the average
of all 10 sniffers.

30 different runs of each scenario. In the following section, we present an
analysis of the percentage of packets captured per individual sniffer.

3.2.2 Characterization of the environment

In Figure 3.4, we show the difference in the traffic load present in the wireless
medium at the time of capture for office and residential scenarios. The office
area of our experimentation is dense, whereas the residential area is scarcely
populated. As we see in Figure 3.4a, the traffic in the office area is dense with
an average of roughly 1,000 packets per second. The measurement location
in the residential area (Figure 3.4b) is isolated and has less Wi-Fi activity in
the surroundings. Therefore, the traffic in the residential area is sparse – an
average of around 100 packets per second.

We also investigate the reception quality of the packets by plotting the RSSI
(received signal strength indicator) values of all the packets that all 10 sniffers
observe. We show the results in Figure 3.5. In the residential environment
(Figure 3.5b), we note that a large proportion of the packets have a low RSSI:
20% of the packets have an RSSI below -80 dBm and about 30% between
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(a) RSSI in the office area.
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(b) RSSI in the residential area.

Figure 3.5. – Reception quality of traffic. The distribution of RSSI values of the
packets captured by the sniffers in office and residential areas.

-70 dBm and -80 dBm. While the RSSI value is not an absolute measure of
the quality of a link [9], degradation of reception is often considered altered
under -70 dBm and poor under -80 dBm. Thus, half of the packets that we
collected had a low-quality reception. In the second environment, we observe
that while the number of packets is much higher than in the previous scenario,
only 25% of the RSSI values are below -70 dBm. So, in the dense environment,
75% of the packets reach the sniffers with a good RSSI.

3.2.3 Representativity of the measures

We show in Figure 3.6 the percentage of the average number of packets that
each sniffer captures for both the residential and office scenarios. To make a
fair comparison between both types of devices, we plot, for each scenario, the
values obtained with RPi3 and RPi4 sniffers.

We observe that with a low traffic load in the residential environment, a single
sniffer captures between 30% and 50% of the total number of packets collected
with RPi3 sniffers, while the same values for RPi4 sniffers are between 33%
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Figure 3.6. – Average percentage of packets captured by individual sniffers.
Each dot represents an individual sniffer. This is the average
capture ratio achieved by each sniffer individually over 30 tests.

and 54%. In the heavy-traffic environment of the office scenario, the capture
ratio appears slightly better, ranging between 50% and 54%.

The most striking element is the low value of the packets captured by each
sniffer for both scenarios. The best individual sniffers only 54% of the packets
in both scenarios. By comparing both scenarios, we deduce that our sniffers
are powerful enough to handle the low and high traffic loads as the percentage
of packets captured remains similar when the traffic load is increased by a
factor of 10 (residential and office scenarios). Thus, it seems that capture
misses are due to the conditions of the wireless medium.

To explain the low values of the percentage of the packets captured, we
focus on the RSSI variations of both environments presented in Section 3.2.1.
While the signal strength is weak or poor for about 50% of the packets in the
residential area, it appears much stronger in the office environment. This leads,
as expected, to relatively low values of packets captured. The comparison of
the variation of the packets captured for the individual sniffers between both
environments confirms the observation. In the residential case, we observe
a difference of 20% between the best and the worst capture values and a
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difference of less than 5% in the office environment. Note that the most recent
devices (RPi4) tend to capture slightly more packets than RPi3 devices in both
scenarios.

To conclude this first analysis, we show that the wireless environment is
challenging to capture, and signal strength plays a substantial role in the
quality of the captured traces. A packet is more likely to be missing from a
trace if the signal strength is lower, but other nearby devices can capture it.
In other words, introducing redundancy in the number of sniffing devices is
beneficial for global capture. Now the question is: “are individual sniffers
complementary to each other?” To address this question, we propose to
measure the similarity between all sniffer traces.

Jaccard similarity. We use the Jaccard index to measure the similarity of
the traces in a pairwise way. The higher the percentage, the more similar
the traces. The goal is to verify whether sniffers capture the same packets
or not. If so, there would be no interest in deploying super-sniffers. If not,
the conclusion is that we can improve the quality of the capture by adding
redundancy.

Results for residential and office scenarios are given respectively in Tables 3.1
and 3.2. In Table 3.1 we observe that the similarity indexes remain relatively
stable, varying from 63% to 73%. So, whichever is the combination of two
sniffers, the two respective traces differ by 27% – 37%. Thus, we conclude
that any of the sniffers can bring useful information to the global trace. This
result is even more evident in the office scenario shown in Table 3.2, as the
similarity indexes are bounded between 62% and 64%. This strong stability
combined with a low similarity index value denotes each collected trace is
complementary to any other one.
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Table 3.1. – Jaccard similarity: residential area.
s1 s2 s3 s4 s5 s6 s7 s8 s9 s10

Rel. compl. 47% 42% 50% 33% 40% 42% 30% 54% 51% 39%
s1 – 0.66 0.66 0.71 0.67 0.66 0.70 0.66 0.68 0.67

s2 0.66 – 0.66 0.68 0.65 0.65 0.69 0.65 0.67 0.67

s3 0.66 0.66 – 0.72 0.67 0.65 0.70 0.63 0.66 0.68

s4 0.71 0.68 0.72 – 0.67 0.69 0.69 0.72 0.70 0.73

s5 0.67 0.65 0.67 0.6738 – 0.65 0.66 0.66 0.66 0.69

s6 0.66 0.65 0.65 0.69 0.65 – 0.67 0.64 0.66 0.67

s7 0.70 0.69 0.70 0.69 0.66 0.67 – 0.70 0.69 0.73

s8 0.66 0.65 0.63 0.72 0.66 0.64 0.69 – 0.64 0.67

s9 0.68 0.67 0.66 0.70 0.66 0.66 0.69 0.64 – 0.70

s10 0.67 0.67 0.68 0.73 0.69 0.67 0.73 0.67 0.70 –

3.3 redundancy is necessary

Redundancy in the number of sniffers is important to ensure reliable and
continuous monitoring of network traffic in case one or more sniffers fail. This
helps to minimize disruptions and ensures that all network activity is captured
and analyzed, providing a more complete picture of network behavior and
potential issues. We show that the wireless environment is challenging to
capture, and signal strength plays a substantial role in the quality of the
captured traces. We can therefore conclude the need to combine sniffers to
capture the traffic in a wireless environment adequately based on the results
we present in the previous section.

3.4 conclusion

We present the analysis for traces captured simultaneously by ten co-located
sniffers of two different types in low and high-activity scenarios. We draw
attention to the differences in the number of packets captured depending on
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Table 3.2. – Jaccard similarity: office area.
s1 s2 s3 s4 s5 s6 s7 s8 s9 s10

Rel. compl. 50% 52% 53% 51% 53% 52% 51% 54% 52% 51%
s1 – 0.62 0.62 0.64 0.62 0.63 0.63 0.63 0.63 0.64

s2 0.62 – 0.62 0.63 0.62 0.63 0.63 0.62 0.63 0.63

s3 0.62 0.62 – 0.63 0.62 0.63 0.63 0.62 0.62 0.63

s4 0.64 0.63 0.63 – 0.63 0.63 0.64 0.63 0.63 0.64

s5 0.62 0.62 0.62 0.63 – 0.62 0.63 0.62 0.62 0.63

s6 0.63 0.62 0.63 0.63 0.62 – 0.63 0.63 0.63 0.63

s7 0.63 0.63 0.63 0.64 0.63 0.63 – 0.63 0.63 0.63

s8 0.63 0.62 0.62 0.63 0.62 0.62 0.63 – 0.62 0.63

s9 0.63 0.62 0.62 0.63 0.62 0.62 0.63 0.62 – 0.63

s10 0.63 0.63 0.63 0.64 0.63 0.63 0.63 0.63 0.63 –

the type of environment, but at the same time, there is a consistency in the
level of the number of packets captured that an individual sniffer can achieve
in real-world experiments. We show that both types of Raspberry Pi devices
achieve similar capture levels, despite having different hardware specifications.
It indicates that the quality of the traces is poor due to the environment and
the characteristics of the wireless medium, independent of the hardware.

We introduce the concept of a super-sniffer which is a solution to circumvent the
problem of the low number of packets captured by single sniffers. It consists of
introducing redundancy in the system by tying two or more sniffers together
in order to increase the probability that at least one of the sniffers captures a
packet. In Chapter 4, we address the question that how the level of redundancy
helps improve the quality of measure. To provide an answer to this question, we
propose the concept of trace completeness. We provide the definition of trace
completeness, explain how to formulate and measure it, and then evaluate
it through real-world experiments. Although we focus on Wi-Fi traces, our
methodology is general and can be applied to other technologies.
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4

Trace completeness through
super-sniffers

Trace completeness is important for a variety of purposes, such as network
troubleshooting, performance optimization, and capacity planning. A

trace that is not complete may result in inaccurate or incomplete analysis and
lead to incorrect conclusions or decisions. High trace completeness ensures
that the data analyzed is accurate and representative of the actual network
performance.

It helps us understand the quality of traces of the individual sniffers as well
as the combination of different sniffers when we introduce redundancy. We
define trace completeness as:

Definition 1 (Trace completeness) Trace completeness in Wi-Fi refers to the per-
centage of Wi-Fi packets that are successfully captured and analyzed in a Wi-Fi
network. It is a measure of the accuracy of Wi-Fi data analysis and is used to evaluate
the quality of Wi-Fi network performance.

We show how to express completeness mathematically and also differentiate
between the relative and absolute completenesses in the following section. We
evaluate it with real-world experiments in different setups that we explain
later in this chapter.
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4.1 mathematical description
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p1 p1

p2

p4

p7

p5p5

p6

p3

p5p5

p2

p5p5

p6

s1 s2 s3 s4
p1

p2

p3

p4

p5p5

p6

p7

Complete
trace

(b) Completeness for a super-sniffer of the maxi-
mum size.

Figure 4.1. – An illustration of the concept of trace completeness for super-
sniffers of all sizes.
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The quality of a passive measurement system improves as the redundancy
level of a super-sniffer increases. In Figure 4.1a, for example, it is not possible
to obtain the complete trace through any combination of the traces of 2 sniffers
(s1 + s2, s1 + s3, . . . , s3 + s4). However, we obtain a relatively 4 complete trace
by the super-sniffer of maximum size in Figure 4.1b. We need to estimate
how much the level of redundancy of the super-sniffer impacts the number of
packets captured, as adding more and more sniffers to a super-sniffer comes
at a financial as well as management cost.

As we introduce redundancy in the number of sniffers, we coin the term
super-sniffer. A super-sniffer is a collection of sniffers that are co-located and
operate side-by-side to increase the completeness of the trace. The number of
co-located sniffers gives the redundancy level of the super-sniffer. A super-
sniffer of redundancy m is composed of m individual sniffers. In Figure 4.2,
we illustrate a super-sniffer of size three, where each individual sniffer is
composed of a Raspberry Pi computing unit and an Alfa antenna. A super-
sniffer merging the traces from each of the 3 sniffers would obtain the complete
trace. But if the super-sniffer is only composed of 2 sniffers, it may or may
not capture all the packets.

Super-sniffer. We formalize the completeness as follows. Let S =

{s1, s2, . . . , sM} be the set of M sniffers that we have at our disposal to com-
pose a super-sniffer, Tsi be the trace (i.e., set of packets) captured by sniffer
si ∈ S, and T = {Ts1 , Ts2 , . . . , TsM}.

We define πm· as a subset of m elements of T and Πm be the set of all instances
of different combinations of πm· :

4. The trace is relatively complete because the completeness in this case is relative to whatever
is captured by the sniffers. We have no guarantee that the sniffers are able to capture every
packet that is present in the medium at the time of measurement because we have no control and
knowledge of the devices present in the vicinity.
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Figure 4.2. – A super-sniffer. 3 individual co-located sniffers grouped together
form a super-sniffer of size 3.

Πm = {πm
1 , πm

2 , . . . , πm
(M

m)
} = {X = {x1, x2, . . . , xm},

x1, x2, . . . , xm ∈ T , x1 6= x2 6= . . . 6= xm} (4.1)

where (M
m) is the number of combinations of super-sniffers of size m that can

be built out of M sniffers.

The outcome trace of a super-sniffer is a single trace resulting from the
combination of the individual traces of the sniffers composing the super-
sniffer. We refer to such a trace as Aπm

i , i.e., as the union of the traces
πm

i ∈ Πm, i = 1, 2, . . . (M
m):

Aπm
i = Ta ∪ Tb ∪ . . . ∪ Tm, Ta, Tb, . . . , Tm ∈ πm

i , (4.2)
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and

Ta 6= Tb 6= . . . 6= Tm. (4.3)

In a real situation, it is likely that we do not possess the complete trace to
estimate the exact completeness of a capture. Thus, in this definition, we
compute the completeness of a trace with respect to the union of all traces
from all the individual sniffers that participated in the capture (which explains
why we use the term “relative”).

Definition 2 (Relative completeness) The relative completeness is the proportion
of packets that an individual sniffer or a super-sniffer captures “relative” to the
number of packets captured by the super-sniffer of maximum size.

As underlined earlier, the maximum reachable quality is obtained when the
super-sniffer is M-fold redundant (i.e., it is composed of all M individual
sniffers):

Amax = AπM
= Ts1 ∪ Ts2 ∪ . . . ∪ TsM . (4.4)

We need to make two observations now. Firstly, note from Equation 4.1 that
ΠM has a single element, which is πM. Therefore, the quality of a capture is
denoted by Aπm

i . The value of this measure quality is obtained by taking its
ratio with the result of maximum value when all M sniffers are considered.
Secondly, Amax is the best result that we can obtain. That is why we consider
it as the reference number to define the “relative” completeness:

C(Aπm
i ) =

|Aπm
i |

|Amax|
· (4.5)
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There are multiple super-sniffers of size m, each one resulting from a different
combination of m out of M sniffers. Each of the (M

m) super-sniffers leads to a
different value of completeness. We can then define two special cases, which
come, respectively, from the super-sniffer that leads to the largest completeness
and the super-sniffer that leads to the smallest completeness:

Cm
max = max

i=1,2,...(M
m)

C(Aπm
i ) (4.6)

and

Cm
min = min

i=1,2,...(M
m)

C(Aπm
i ). (4.7)

Definition 3 (Absolute completeness) The absolute completeness gives the share
of the packets that a sniffer captures for the actual traffic from a specific source.

Unless the capture is performed in an anechoic chamber, it is not possible to
control all the Wi-Fi devices in the target area. It is thus hard to estimate or
measure absolute completeness in wireless networks without the knowledge
of the traffic generated.

The fundamental difference between absolute and relative completeness is the
set of packets that we consider our universe. In our experiments for absolute
completeness, a source node generates controlled traffic. This serves as a
reference to define the largest trace in a given environment and the base to
define absolute completeness.

Let Aabs be the set of packets generated by the source node that circulated in
the network at the time of the capture. Note that Amax ⊆ Aabs. The absolute
completeness is:
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C(Aπm
i ) =

|Aπm
i |

|Aabs|
· (4.8)

Equations 4.6 and 4.7 still hold here.

Number of traces per size of super-sniffer. We need to build traces πm
i for

all combinations of sniffers of different sizes. If we consider m = 4, then Πm

in Equation 4.1 is equivalent to {π4
1 , π4

2 , . . . , π4
(M

4 )
} which means that we need

to build traces for all combinations of m = 4 sniffers out of the total M sniffers.
It represents all combinations of sniffer s1 with combinations of three sniffers
other than s1, similarly combinations of sniffer s2 with three sniffers other
than s2 itself, and so on.

We define and formulate the relative and absolute completenesses, but before
we study completeness experimentally, we need to define a methodology. We
explain the tools and hardware we need to do the experiments in Section 3.2.1
but we are also in need of another tool that allows us to analyze the traces for
super-sniffers. We explain the need and working of a tool that we created in
the next section.

4.2 pypal: a python tool for wi-fi trace synchronization

and merging

The principle behind a super-sniffer is its ability to merge traces collected
by its individual sniffers. The sniffers’ traces are not synchronized among
them since the sniffers have their own local clocks. We need synchronization
to be able to compare the traces that the sniffers collect at the same time.
Whereas, the merging process requires that input traces be synchronized so
that a packet that appears in multiple individual traces is identified in an
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unambiguous manner. We developed a Python tool called PyPal that performs
such a synchronization operation [21].

PyPal is an updated Python version of WiPal [100]. It is a stand-alone and
offline tool independent of the sniffing or monitoring process. One can use
any tool for capturing the data as it does not affect the working of PyPal.
As of now, PyPal expects the input traces in CSV/TEXT format containing
the fields required for the process of time synchronization. We mention the
fields required for synchronization in Appendix B.1. However, functionality
can be added to the tool to accommodate other formats specifically PCAP by
including a command that can extract the required fields from the PCAP trace
itself. A command to extract the required fields from a PCAP file to be used
with the current version of PyPal is given in Appendix B.2.

The main idea of PyPal is to synchronize the traces captured by different
sniffers at the same time and to be able to merge them by removing duplicate
frames. The process is composed of five modes: (i) identifying reference
frames, (ii) extraction of unique frames, (iii) intersection of unique reference
frames, (iv) synchronization, and (v) merging. We explain each of these
modules.

Identifying reference frames. A frame is said to be unique when it appears
“in the air” once and only once for the whole duration of the measurement.
A frame that is unique within each trace but that actually appeared twice
on the wireless medium should not be considered as unique. The process of
extracting unique frames finds candidates to become reference frames [100].

Extraction of unique frames. The beacons and probe response frames are the
closest representatives of real-time clocks. Moreover, the IEEE 802.11 standard
dictates that these frames have a fixed timestamp in the header, added by
the access point, further improving synchronization precision. We use these
frames as a basis for the synchronization process, as illustrated in Figure 4.3.
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Figure 4.3. – PyPal’s methodology for synchronizing traces. It takes two traces
as inputs: one as a reference trace and the second as the one to
be synchronized.

Intersection of unique frames. This step consists of extracting the unique
frames that appear in both traces. Note that the coverage areas of the sniffers
capturing these traces should overlap; otherwise, the traces will be disjoint.
The frames, that we obtain by the intersection of unique frames, serve as
reference frames.

Synchronization. Synchronizing two traces means mapping the first trace’s
timestamps to values compatible with the second trace’s timestamps. We
compute this mapping with an affine function t2 = at1 + b. It estimates a and
b with the help of reference frames as the process runs.
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The synchronization process operates on windows of w+1 reference frames.
For each reference frame Ri, the process performs a linear regression using
reference frames Rbi−w/2c , . . . , Rdi+w/2e. At the beginning and at the end
of the trace, we use R1, . . . , Rw and RN−w , . . . , RN (N is the number
of reference frames). The result gives a and b for all frames between Ri and
Ri+1.

Merging. The role of merging is to copy frames from synchronized traces
to the output trace. Of course, it must organize its output correctly while
avoiding duplicate frames.

We make use of a combination of different header fields such as frame type
and sub-type, sequence number, fragment number, frame check sequence
(FCS), fixed timestamp, channel, and source MAC address to help us identify
the duplicate frames. Although the FCS is for error check and control, it can
make the synchronization more precise. This header field along with a couple
of more fields should ideally be enough for identifying the duplicate frames
but it is not always present in the captured PCAP file. The reason for the
FCS field’s absence is the driver of the antenna. For example, the Alfa AWUS
051NH antenna drops the FCS field before allowing the capture tool to write
the frames to the PCAP/CSV/TEXT file.

Using the tool. We detail the prerequisites and instructions to run the tool in
Appendix B.

At this stage, we have the definition and formulation of trace completeness
as well as the tool for time-synchronization and merging of the traces. We
experimentally evaluate the relative and absolute completenesses in the next
two sections.
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4.3 relative completeness

4.3.1 Experimental Setup

We have fourteen sniffers in our measurement set-up, all RPi4. We deploy the
sniffers in the form of super-sniffer as we depict it in Figure 4.4. As mentioned
in Chapter 3, the distance between the sniffers is ∼20 cm. We capture the
traces indoors in an office scenario where the traffic load is high as mentioned
in Section 3.2.1, which allows us to study the variation in the amount of
traffic over time. We co-locate the sniffers that remain stationary for the whole
duration of the capture. We perform one test for 24 hours. We collected the
traces from 17:30 on 12

th July 2022 to 17:30 on 13
th July 2022.

Trace organization. As we collect all the traffic over an extended period of
time, the size traces that we collect are 84 GB. As a first step, we synchronize
the traces. The number of merge operations we do for measuring redundancy
makes the processing complicated and overloaded. We analyze all possible
combinations of sniffers for a given redundancy, which gives a total of (n

k) =
n!

k!(n−k)! combinations. We have 16,369 possible combinations with 14 sniffers.
As the second step after time synchronization, we select a time granularity of
5 minutes for ease of processing and speeding up the calculation and analysis.
We split each trace into 288 5-minute sub-traces to cover the whole 24-hour
period. We merge the traces for each 5-minute slot independently for all
combinations of super-sniffers of all sizes.

4.3.2 Data characteristics

In this section, we detail the characteristics of the data we collect. We discuss
(i) the traffic load in the medium (ii) what kind of traffic we capture (iii)
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Figure 4.4. – Composition of the super-sniffer. The order in which we place
our co-located sniffers to form a super-sniffer of maximum size
14.

why we capture all kinds of traffic (iv) the number of different source MAC
addresses detected over 24 hours.

Traffic in the medium. Figure 4.5 shows the number of packets per 5 minutes
for the duration of 24 hours. We only capture headers so these curves do
not fully characterize the load in terms of the utilization of the medium i.e.
the data packets are less in number but those may occupy a larger portion
of the medium due to a bigger size. Note also that our capture is based
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on the sniffers that only support the IEEE 802.11n, so we do not capture
IEEE 802.11ac and 802.11ax traffic, and data packets sent with the highest
Modulation and Coding Scheme (MCS) values [101]. Management frames
(probe request/response, beacons, etc. [102]) are often sent at a lower data rate,
which is why those make up a large portion of the load and at a consistent
rate.

The yellow, green, and red curves in the figure depict the data, management,
and control frames respectively. The blue line represents all the traffic. The
x-axis and y-axis represent time and the packets captured per 5 minutes
respectively. We see in the figure that the traffic load is higher in the late
afternoon and morning since more people are present during office hours.
At the same time, there is comparatively less traffic in the evening and at
night. The traffic remains consistent in the non-peak hours; in fact, it is
mostly the management frames that make up the traffic during that time. The
traffic varies more during the peak (or office) hours when we also see control
and data frames. The data frames cause small peaks but the control frames
contribute the most to the load variation over time. There are a few sharp
spikes when the control frames shoot that result in high fluctuation of the
traffic load in the medium. This is the kind of variation that will help us
understand the impact of traffic load on the level of completeness that the
sniffers can achieve.

Reason for capturing all traffic. We see that management frames have neg-
ligible variation over the course of 24 hours and can, hence, not be used to
study the impact of load variation on completeness over time. Likewise, the
data frames exhibit little variation and are notably absent during nighttime
periods when there is no activity in the office space. We see the most variation
in the case of control frames but we cannot solely rely on them as those fall to
a very low level during the night, indicating the lack of traffic for a meaningful
analysis. Therefore, we consider all these frames in our experiments as those
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Figure 4.5. – Traffic load for the whole duration of 24 hours. The traffic is split
into the data, management, and control frames, per 5 minutes
each.

truly help us to understand the impact of the evolution of the traffic load in
the wireless medium on the quality of trace capture.

Number of sources detected over 24 hours. Figure 4.6a presents the number
of unique MAC addresses 5 per 5 minutes on the y-axis as a function of
time on the x-axis. We see that the number of unique MAC addresses per

5. The number of MAC addresses does not equate to the number of devices due to the MAC
address randomization implemented by the devices to change their MAC addresses randomly for
privacy reasons [103], that is why we notice a higher number of unique MAC addresses per 5

minutes during office timings.
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Figure 4.6. – The distribution of the number of unique MAC addresses and
the average number of data, management, control, and all frames
per MAC address. The results are per 5 minutes.

5 minutes corresponds to the traffic load in Figure 4.5. The traffic in the
medium increases when the number of unique addresses increases i.e. there
are more devices present in the office area. The value also decreases during
the night since fewer people are present in the vicinity. We observe a surge in
the number from 13:30 onwards, as there are more devices in the office area
during that period.

Figure 4.6b displays the average number of packets per MAC address per
5 minutes (on the y-axis) over the course of 24 hours. This figure helps us
understand the density of the traffic present in the medium over time. With
more devices during the daytime, the average number of control frames per
MAC address rises. The average number of management frames per source
also drops during this time as a higher number of devices results in higher
activity. Similarly, during nighttime, the average number of data and control
frames per MAC address falls to a negligible level. It is coherent with the fact
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that the number of unique sources drops during the night due to the presence
of no people. As there are no people, the devices that generate traffic are the
access points (APs). That is why we see no data and control frames during
the night. As there are a few APs on the premises that send periodic beacons
(management frames) consistently during the nighttime, that is the reason for
seeing a spike in the average number of packets per MAC during the night
despite having a low number of unique MAC addresses as no users connect
to the Wi-Fi network.

Completeness as a function of load. Figure 4.7 shows the average relative
completeness of all 14 sniffers per 5 minutes. The blue line represents the
average completeness whereas the red bars are representative of the stan-
dard deviations of the completeness values of all 14 sniffers. We have the
completeness values on the y-axis and time on the x-axis.

We observe that the completeness values decrease as the traffic load (Figure 4.5)
in the medium increases. The completeness crosses 60% when the load is low
during the night, but it falls as low as 40% when the load is higher. In either
case, the average completeness appears low. Each single sniffer misses around
40% to 60% of the packets depending on the time of the day.

When we look at the red bars, we notice that the values of the standard
deviation differ, and are comparatively larger at some points. This means that
there is a significant difference in the completeness values of the individual
sniffers. A couple of questions arise: 1) are some of the sniffers faulty? 2)
is it the same sniffer(s) that consistently performs poorly and leads to bad
results?

Not all sniffers are good. Figure 4.8 shows the completeness of all 14 individ-
ual sniffers over 24 hours. We see that there are a few sniffers that perform
consistently poorly. When we look at the zoomed parts of the figure, we
identify that 3 sniffers, namely s5, s11, and s14, achieve low completeness
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Figure 4.7. – Average relative completeness of all single sniffers.
The red lines represent the standard deviation of the complete-
ness of all 14 sniffers individually. The higher standard deviation
values show that all the sniffers do not perform in the same
manner.

values. We recall from Figure 4.6a in Section 4.3.2 that the number of devices
keeps changing over the period of 24 hours. It means that the medium and
the conditions change over time. This implies that the problem comes from
the device itself, not the environment (multi-path, collisions, etc.). 6

RSSI. We explore the RSSI values of packets captured by each sniffer to
further highlight the fact the aforementioned three sniffers are faulty. While
the RSSI value is not an absolute measure of the quality of a link [9], quality
of reception is often considered acceptable above -70 dBm and poor under

6. We show in Chapter 3 and in more detail in our work [104] that the location of the sniffers
does not have an impact on the level of completeness achieved by a sniffer.
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Figure 4.8. – Completeness of each sniffer. The completeness level of each
individual sniffer. The zoomed area highlights that 3 sniffers
perform consistently poorly.

-70 dBm [105]. Figure 4.9 presents the percentage of packets captured with
acceptable and poor RSSI, and packets missed, for each of the 14 sniffers. We
see that the sniffers s5, s11, and s14 capture the least percentage of packets
with poor RSSI, proportionally. Sniffer s11 captures a negligible amount of
packets with poor RSSI in comparison with other sniffers. It reiterates our
finding that these sniffers are faulty 7 and can lead to a biased analysis.

7. The fault they present is that they only capture packets with good values of RSSI. The
percentage of packets that they capture with poor RSSI is very low compared to the other 11

sniffers.
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Figure 4.9. – RSSI. The percentage of packets captured with good (> -70 dBm)
and bad (< -70 dBm) RSSI, as well as the percentage of packets
missed by each individual sniffer.

Cleaning the dataset. From this point on, we use a subset of the dataset for
our analysis. We remove the worst performing sniffers s5, s11, and s14 from
the analysis part, we are, hence, left with 11 sniffers (i.e., a super-sniffer of
maximum size 11).

We understand that the decision of pursuing with 11 sniffers can introduce
some bias in our analysis but we want to continue with consistent sniffers.
So, 21% of the sniffers lead to a poor dataset in our experiments. We need
to investigate more in the future what could be the exact reason for this

49



trace completeness through super-sniffers

malfunction and whether is there a possibility of fixing it. Along with that, we
need to devise a strategy to select how to choose the best-performing sniffers
for the experiments.

4.3.3 Pairwise completeness: Combination of 2 single sniffers

We define the pairwise completeness as a metric to rank the individual contri-
bution of a sniffer towards completeness when paired in all combinations
with other sniffers. In other words, when two traces are merged, how much
information comes exclusively from the first trace, and how much comes from
the second. Figure 4.10 represents the pairwise completeness. We compare the
pairwise completeness of each sniffer with s13 as it has the highest individual
completeness.

The values inside the circles represent the values of completeness of individual
sniffers over 24 hours. The labels outside the circles identify the sniffer. The
value on each edge of this star indicates the improvement in completeness the
2 sniffers bring as a pair.

The node s3 brings an improvement of 11% when it is considered as a pair
with node s13, and s13 brings an improvement of 14% to s3. We see a 13%
improvement when the node s1 is paired with s13, and the improvement
is 17% when we pair s13 with s1. The minimum and maximum values of
improvement are 9% and 18% respectively.

There is a trend that with increasing individual completeness of sniffers, their
average pairwise gain also increases. We believe this metric can enhance the
quality of measurements if only two sniffers are to be used. This graph can
help us in the following ways, alternatively:

— It enables us to carry out an experiment of a small duration with all m
sniffers co-located and then find out the best two sniffers for further
experiments.
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Figure 4.10. – Pairwise completeness. The improvement in completeness that
2 sniffers bring to each other when considered as a pair. The
values inside the circles depict the completeness level of each
sniffer and the edges’ weights highlight the improvement 2

sniffers bring as a pair.

— We do the experimentation as planned and then we create this star as
an initial analysis to select the two best nodes.

In this way, we are sure of getting the best traces for different analyses.

4.3.4 Completeness gain

We define the completeness gain as the improvement a super-sniffer of each
size introduces. The completeness that we consider here is the average of all
combinations of the super-sniffer of a specific size. Hake’s method of finding
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Figure 4.11. – Normalized gain of average completeness over time for super-
sniffers of all sizes.

the normalized gain is widely used for determining the quality a new method
brings in comparison with the existing methods/results [106]. The formula is
as follows:

<g> =
<post>− <pre>

100− <pre>
, (4.9)

where <pre> and <post> refer to the results obtained before and after the
improvements, respectively. The normalized gain is also known as the g-
factor.

Figure 4.11 represents the normalized gain of average completeness for super-
sniffers of all sizes. We see that adding a single sniffer to compose a super-
sniffer of size 2 results in a significant gain in completeness. There is still
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significant gain when we add another sniffer to the super-sniffer, i.e., m = 3.
We get some gain as we keep adding sniffers until we get the super-sniffer of
maximum size m = 11; however, the value of gain keeps reducing.

4.3.5 Evaluation

In this section, we present the results of completeness for super-sniffers of
all sizes as well as our reference super-sniffer. We build our super-sniffer as
follows:

— Single sniffer: m = 1. The reference in this case is the single sniffer that
gives the best completeness.

— Reference super-sniffer of size m = 2; which is the combination giving
the best completeness among all super-sniffers of size 2 containing the
reference single sniffer (i.e., m = 1).

— Reference super-sniffer of size m = 3 is the one giving the best com-
pleteness among all super-sniffers of size 3 containing the reference
super-sniffer of size m = 2.

— We proceed the same way for the remaining super-sniffers up to m = 11.
Figure 4.12 shows the minimum, maximum, and average completeness for
all combinations of m sniffers, and reference completeness of our reference
super-sniffer, represented by blue, yellow, green, and red lines, respectively.
The numbers above the lines represent the improvement that our reference
super-sniffer of each size brings to the table. The x-axis represents the time,
while the y-axis gives the completeness for a combination of up to 11 sniffers.
These are the results over 24 hours.

We observe that the completeness improves by 13% by adding only one sniffer
to make a reference super-sniffer of size m = 2. Adding one more sniffer
brings a further improvement of 6% in the value of completeness. We keep
seeing some improvement as we keep increasing the size of our reference
super-sniffer. The rate of improvement keeps decreasing with every addition
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Figure 4.12. – Super-sniffer completeness. Minimum, maximum, average, and
reference completeness as a function of the size of super-sniffer
for super-sniffers of all sizes.

of a sniffer to the super-sniffer, but each sniffer brings new information to the
super-sniffer. We observe that when we go from the super-sniffer of size m = 9
to m = 10 there is no improvement in reference/maximum completeness in
our case; there is still an improvement of 2% in the case of minimum and
average completeness though.

We also notice that the maximum and reference completeness are identical for
super-sniffers of all sizes. It means that the super-sniffer of a certain size that
achieves maximum completeness is part of the best-performing super-sniffer
of the succeeding size. The minimum and maximum completenesses are also
not too far apart.

Figure 4.13 shows the completenesses of our reference super-sniffer as a func-
tion of time. We see that the completeness improves significantly by adding
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Figure 4.13. – Completeness of reference super-sniffer. The completeness of
our reference super-sniffers of all sizes over the course of 24

hours. This shows the variation in the level of completeness
over time.

just one sniffer to make the super-sniffer of size m = 2. The improvement is
around 10% for the whole duration of 24 hours and it also varies concerning
the traffic load. The rate of improvement keeps decreasing with every addition
of a sniffer to the super-sniffer, but each sniffer brings new information to the
super-sniffer. We note improvement in the quality of the trace capture with
redundancy irrespective of the traffic load and time of the day.

The value of completeness decreases when there is more traffic in the medium
during office hours, most notably around 09:30 in the morning. The use of
a super-sniffer, however, helps improve the quality of capture even during
the high load. It indicates that, comparatively, a higher number of sniffers
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Figure 4.14. – Super-sniffer wise RSSI distribution. The percentage of packets
captured with good (> -70 dBm) and bad (< -70 dBm) RSSI, as
well as the percentage of packets missed by the combination of
each number of sniffers.

are needed when the traffic in the medium is really high. In either case, our
concept of super-sniffer increases the value of completeness.

RSSI. Figure 4.14 depicts the percentage of packets captured by combinations
of each number of sniffers with good or bad RSSI values, as well as the
percentage of the packets missed. We see that around 80% of the packets
are missed if we use single sniffers since 20% of the packets are captured
by only individual sniffers. 10% packets are captured by strictly 2 sniffers.
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Similarly, around 15% and 30% of packets are captured by 10 and all 11 sniffers
respectively. There are redundant packets that are removed in the process of
merging, but there is a percentage of packets missed by a fewer number of
sniffers. This finding further strengthens the use of a super-sniffer to improve
the quality of the capture.

4.4 absolute completeness

4.4.1 Experimental Setup

As discussed in Section 4.3, there is no guarantee that a sniffer is able to
capture all the traffic that was present in the medium at the time of the
capture. Since we have no control over the devices generating Wi-Fi traffic
in the vicinity, we do not know how much traffic is actually present in the
medium. We, therefore, use our own source node to generate Wi-Fi traffic so
that we exactly know what amount of traffic is generated and what proportion
is captured by the sniffers 8.

We have eleven RPi4 nodes in our measurement set-up, ten as sniffers and
one as the source node for generating Wi-Fi traffic. The source node sends
Wi-Fi traffic at a rate of 10 packets per second. We run experiments in the
outdoor scenario to examine the traces collected by the individual sniffers.
We place the source node at distances of 1, 10, 20, 40, and 50 meters from the
sniffers for these experiments. We run the test 5 times at each distance. The
duration of each test is one minute. We present the results for all combinations
of m = {1, 2, . . . , 10} sniffers for each distance. Table 4.1 shows the number of

8. We realize that our experimental setup has a limitation as there is no benchmark set in a
controlled environment. There could still be interference from the other nodes present in the
medium at the time of measurements. However, we plan to perform experiments in an anechoic
chamber in the near future where we will not have any external interference. It will help us
measure and define absolute completeness in the true sense.
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super-sniffers of size m that we can obtain from our 10 sniffers. The sniffers
remain stationary for the whole duration of the experiments.

Table 4.1. – Number of combinations of super-sniffers of size m for our exper-
imental scenario of 10 sniffers.

Combinations of super-sniffers
Size 2 3 4 5 6 7 8 9 10

Number 45 120 210 252 210 120 45 10 1

4.4.2 Evaluation

We know that the farther the source, the fewer the chances of its traffic being
captured by the sniffers. It means there are more chances of a sniffer missing
packets if the source of traffic is far. Figure 4.15 shows the impact of distance
of source from the sniffers on the minimum and maximum completeness of all
super-sniffers of sizes m = {1, 2, . . . , 10}. The dark blue line at the bottom
represents the results for m=1 for each distance of the source and the sky blue
line at the top for m=10.

Figures 4.15a and 4.15b present respectively the minimum and maximum
completeness of super-sniffers up to size ten for each distance. The improve-
ment in completeness stands out for super-sniffers of sizes up to 5. The results
are closely spaced for super-sniffers of size 5 and more. These observations
hold for both cases. The minimum completeness for a 50m distance is 46%
when m = 1 but it reaches 90% for a super-sniffer of size m = 10. We see that
the completeness improves for each distance as the size of the super-sniffer
increases. It is also evident from the bottom two lines that completeness
improves massively just by increasing the number of sniffers from m = 1 to
m = 2. This result holds for all distances.
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Figure 4.15. – Minimum and maximum completeness of super-sniffers of the
same sizes at each distance. The completeness for each m
decreases as the distance increases.

Table 4.2 shows the maximum completeness (Cm
max) gain for the super-sniffers

of each size at distances of 1m and 50m (note the trend is similar for the
remaining distances). We get a noteworthy improvement of 16.5% by adding
just one sniffer (m = 2) for 1m. The rate of improvement keeps falling as
we keep adding a sniffer to the super-sniffer. It eventually becomes zero for
m = 10. We see a similar trend for 50 m where there is an improvement
of 15.5% for m = 2. The value of improvement again keeps decreasing for
increasing m. The improvement in completeness is stagnant for super-sniffers
of size greater than 5 and 7 for 1m and 50m respectively. It implies that more
sniffers are needed if the source is far from the sniffers. The redundancy in
the number of sniffers, therefore, improves the quality of the traces captured
as it increases completeness.
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Table 4.2. – Maximum gain of completeness for combinations of different
numbers of sniffers compared to a single sniffer at 1m, 10m, 20m,
30m, 40m, and 50m.

Number of sniffers 1m 10m 20m 30m 40m 50m
2 16.4 16.5 15.4 16.9 15.7 15.5
3 22.4 22.2 21.7 23.5 22.9 22.7
4 24.9 25.1 24.6 27.0 26.6 26.7
5 26.1 26.6 26.1 29.1 28.9 29.5
6 26.8 27.6 27.1 30.3 30.4 31.3
7 27.2 28.2 27.8 31.1 31.5 32.3
8 27.4 28.6 28.3 31.5 32.2 33.2
9 27.6 28.9 28.7 31.8 32.7 33.8

10 27.6 29.1 28.9 32.1 33.1 34.3

Distribution of Packets Captured

Figure 4.16 shows the average percentage of packets lost by super-sniffers of all
sizes (m = 1, 2, . . . , 10) at each distance i.e., not a single sniffer captured these
packets. The dark blue line at the top and teal line at the bottom represent the
results for the minimum and maximum size of the super-sniffer respectively.
As expected, hardly any packets are lost at 1m for m = 10 but the values are
higher for a lower number of m, especially 1 and 2. For m = 10, around 1.75%
of packets are lost up to the distance of 30m, and then there is a sharp rise
at 40m where the percentage of packets lost reaches 9.5%. The maximum
amount of packets is lost at a 50m distance which is the expected behavior. If
we consider the individual sniffer, around 31% of packets are lost at a distance
of 1m. The percentage increases as the distance of the source increases. Nearly
48% of packets are lost by the single sniffer for a distance of 50m. Whereas,
the percentage falls to 9.5% for the same distance when m = 10. We notice
that the completeness of individual sniffers (m = 1) is not identical for all
tests which means the lowest and the highest packet loss is not always from
the same sniffer. This observation coupled with the fact that the packets are
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Figure 4.16. – Missed packets. Average packets missed by super-sniffers of
all sizes (m = 1, 2, . . . , 10) for different distances between the
source and super-sniffer.

not missed by all sniffers simultaneously indicates that it is likely to be due to
poor reception and not necessarily collisions at the receiver(s).

It is hard to differentiate between the average percentage of packets missed
for super-sniffers of size 5 and more in Figure 4.16. To address the matter in
question, Table 4.3 presents 95% Confidence Interval (CI) in the form of range
for super-sniffers of size up to 9 for distances 1, 30, and 50 meters (the results
are similar for 10, 20, and 40 meters). We see that the difference between the
ranges is quite small for super-sniffers of size greater than 5 for all distances
and that is why those are very closely spaced in the graph. The CI ranges
reduce with increasing m which means we are more confident about our
results with the introduction of the super-sniffer. However, there is no overlap
in the intervals. This means that each new sniffer still brings new information
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Table 4.3. – Confidence interval of the percentage of missed packets.
Size of the Distance

super-sniffer 10m 30m 50m
1 32.46 - 34.97 34.50 - 37.59 45.24 - 49.82

2 16.49 - 17.23 19.10 - 19.92 30.60 - 31.50

3 10.07 - 10.36 12.21 - 12.56 23.04 - 23.41

4 6.85 - 7.01 8.44 - 8.64 18.60 - 18.81

5 4.99 - 5.10 6.13 - 6.26 15.70 - 15.85

6 3.79 - 3.89 4.60 - 4.71 13.68 - 13.81

7 2.96 - 3.07 3.54 - 3.65 12.19 - 12.32

8 2.34 - 2.48 2.75 - 2.88 11.04 - 11.20

9 1.82 - 2.07 2.13 - 2.32 10.10 - 10.35

to the super-sniffer, albeit minimal. Therefore, it is up to the designer which
level of completeness is desirable. It could be interesting to run a preliminary
test of 5 minutes to have an idea of how to visualize the measuring system.

We carried out detailed analyses of the relative and absolute completeness in
the previous and this section respectively. We assess the possibility of using
multiple Wi-Fi antennas with a single RPi node to achieve redundancy at a
lower cost in the following section.

4.5 alternate redundancy

We introduce redundancy in the number of sniffers but it comes at a financial
cost. Since an RPi node boasts multiple USB ports, multiple wireless adapters
can be plugged in at the same time. This can allow us to achieve redundancy
at a lower cost.
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Figure 4.17. – Relative completeness. Evaluation of relative completeness for
alternate redundancy, i.e. a) 3 (multiple) antennas attached to a
single RPi4 node. b) 3 RPi4 nodes with one antenna each.

4.5.1 Experimental setup

We perform experiments with RPi4 nodes. We have 3 RPi4 nodes with 1

antenna each and 1 RPi4 node with 3 antennas simultaneously 9. We do the
testing for both relative and absolute completenesses in the office environment.
We perform 10 tests and each test lasts 5 minutes. The sniffers simultaneously
take a 2-minute gap between tests for relative completeness. On the other
hand, the sniffers keep sniffing for the whole duration of the experiment for
absolute completeness and it is the source node that takes 2-minute gaps
between each 5-minute stream of generating traffic. In this case, we configure
the sniffers to capture data only from our own source node, which is also an
RPi4.

9. An RPi4 node has 4 USB ports but 3 is the maximum number of Wi-Fi antennas that it can
handle at the same time. We tried to do the testing with more than 3 antennas connected to it but
the antennas kept fluctuating.
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Figure 4.18. – Absolute completeness. Evaluation of absolute completeness
for alternate redundancy, i.e. a) 3 (multiple) antennas attached
to a single RPi4 node. b) 3 RPi4 nodes with one antenna each.

4.5.2 Evaluation

We plot the completeness for RPi4 nodes with multiple and single antennas to
make a comparison of performance. Figure 4.17 shows one such completeness
plot for relative completeness. We see the plot completeness achieved with
three antennas attached to a single RPi4 and with 3 RPi4 nodes each having
one antenna in Figures 4.17a and 4.17b respectively.

The orange and blue lines represent the maximum and minimum complete-
nesses respectively. The values are averaged over ten tests. We observe that
the RPi4 with multiple antennas achieves slightly higher maximum complete-
ness for one sniffer/antenna with 52%. The maximum value in the case of
single antennas is 46%. The completeness increases to 84% in the maximum
and 76% in the minimum case with the addition of an antenna. Whereas,
the same values are 76% and 69% respectively when one sniffer is added
to make a super-sniffer of size m = 2 with 2 single antennas. The values
similarly increase for both cases for a super-sniffer of size m = 3. We see that
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the alternate redundancy works well for relative completeness and we can,
therefore, achieve the desired results with redundancy at a lower financial
cost.

Figure 4.18 presents the results of alternate redundancy for absolute com-
pleteness. We observe that there is not much difference between multiple
and single antenna cases. The maximum completeness achieved by one snif-
fer/antenna is 79% and 78% in multiple and single scenarios respectively.
There is a similar kind of increase in completeness for both cases as the size
of the super-sniffer increases. It further strengthens our ascertainment that
a single sniffer is not enough for capturing a major chunk of the traffic and
the use of a super-sniffer improves the quality of the traces. Furthermore,
alternate redundancy works equally well for absolute completeness, thus
reducing the cost of redundancy.

4.6 conclusion

We know that a single sniffer performs poorly irrespective of the conditions of
the wireless medium. We experimentally proved in Chapter 3 that there is a
need to introduce redundancy in the number of sniffers to improve the quality
of the traces. As a pre-requisite to the evaluation of redundancy, we i) define
and formulate trace completeness and relative and absolute completeness,
ii) create a tool called PyPal for time-synchronization of Wi-Fi traces, iii)
do experimental evaluations of redundancy in different scenarios to prove
that it significantly improves the quality of capture that helps to do a better
analysis.

The redundancy in the number of sniffers, however, comes at a financial
as well as management cost. There is a trade-off between the cost of the
sniffers and the level of performance in the quality of trace capture. We advise
choosing a higher number of sniffers when the traffic load in the medium is
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high. At the same time, one needs to be careful about the choice of sniffers. We
notice that all the sniffers do not behave the same way despite the conditions
of the medium changing over the course of 24 hours. We show that the faulty
sniffers can be removed from the detailed analysis after some initial diagnosis
but it is not easy to have a consistent platform from the very beginning.

There is a possibility of using the concept of super-sniffers for various purposes.
One such application of redundancy in passive measurements is distance
measurement using the RSSI values. We evaluate this application in the next
chapter, while highlighting the use of redundancy in the number of sniffers
can improve the error in distance estimation.
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5

Application of redundant passive
measurement: Distance estimation

Distance estimation and localization are important factors in sensor net-
works, as well as for trajectory reconstruction and location-centric ser-

vices. As mentioned in Chapter 1, RSSI is a popular choice for distance
estimation and localization. In this chapter, we highlight the incoherence in
the RSSI value of a single packet as seen by different sniffers and we also
provide experimental proof that the use of a super-sniffer improves the error
in distance estimation.

5.1 experimental setup and dataset

We use six RPi4 nodes in our measurement set-up, five as co-located sniffers
and one as the source of Wi-Fi traffic. We capture traces outdoors while
maintaining a line of sight between the source node and the sniffers. We place
sniffers side by side with a distance of 20 cm between each of them, and those
remain stationary for the duration of the experiments. We place the source
node at distances of 1, 10, 20, 30, 40, and 50 meters from the sniffers. We
perform four tests for each distance, each lasting five minutes.
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Dataset

Each sniffer generates one trace per test for each distance. As discussed earlier,
we run the test 4 times. So we obtain 120 traces in total. As the first step after
time synchronization, we organize all traces within a single test – we perform
this step separately for each distance. Once we have a single trace per test, we
combine the traces from each test to get one single trace for each distance. At
this stage, we have all the traffic captured in the four tests at a given distance
in one final trace. We perform the analysis to identify the packets that are
captured by multiple sniffers and group them by their RSSI values. So, we
have a single concatenated file per distance representing the RSSI values of
each packet as seen by different sniffers. For the sake of illustration, we
provide in Table 5.1 a snapshot of such a trace for the distance of 50 m. Note
that, for example, sniffer s4 misses the first packet, while sniffers s1, s3, and s5

miss the second packet. We use this dataset for all the analyses we present in
this chapter.

5.2 measuring distance with rssi

We use the Log-Distance Path Loss (LDPL) model to estimate the distance and
put values into context. The formula for LDPL is as follows [107, 108]:

RSSI(d) = RSSI(d0)− 10× η × log
(

d
d0

)
, (5.1)

where RSSI(d) is the RSSI value seen by the sniffers when those are at a
distance d from the source, RSSI(d0) is the RSSI value at a close-in reference
distance d0, and η is the path loss index which is dependent on the propagation
environment. We use the following values for our experimental setup:

— d0 = 1 meter,
— average RSSI at d0 = -19.7 dBm, and

68



5 .3. impact of burst size : consecutive packets missing

Table 5.1. – Per-packet per-sniffer RSSI (dBm) at 50 m for a subset of the
collected trace. “–” means that a particular sniffer does not capture
the packet.

RSSI captured per sniffer
Packet s1 s2 s3 s4 s5

1 -48 -54 -48 – -46

2 – -78 – -48 –
3 – -72 – – –
4 – – -64 – –
5 -48 -56 -48 -48 -44

6 -48 -54 -50 -48 -46

7 -46 -54 -50 -48 -44

8 -46 – -48 -48 -44

9 -48 – – – –
10 – – – – -44

11 – – – -50 –
12 -46 -54 -50 -48 -44

— η = 1.75.

In our experiments, the average RSSI value at a reference distance of 1 m is
-19.7 dBm. Although there are a few building walls on the side, we maintain
Line of Sight (LoS) in our experiments, so we choose 1.75 as the value of η.
The specifications of the hardware are as follows:

— transmission power: 27 dBm
— antenna gain: 5 dBi
— receiver sensitivity: -93 dBm

5.3 impact of burst size: consecutive packets missing

We now look into the burst size of consecutive packets missing. It is an
important parameter as it translates into a period during which the sniffers
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fail to detect the presence of devices – depending on their mobility, the
devices/users may traverse the monitored zone without being even detected.
We show in Table 5.2 the maximum burst size (M.B.S.) of consecutive packet
misses for each one of the five sniffers at each distance, along with the ratio
between the number of maximum size bursts and the total number of bursts
(Freq.). The numbers are far from negligible in certain cases. We see a gap
of 259 consecutive packet misses by sniffer s3 for the distance of 20 m. Recall
that our source sends packets at a rate of 10 packets/s. Thus, s3 misses
packets for 25.9 seconds, which is massive! For contextualization, the average
walking speed of an adult is between 1.2 m/s and 1.4 m/s, which means
that a mobile user would have moved between 31.08 m and 36.26 m in 25.9
seconds [109, 110].

The probe request frames are often used for trajectory reconstruction [111, 112].
The phenomenon is even worse if we consider an average transmission rate of
1,028 probe request frames per hour [31]. If a sniffer misses 259 consecutive
packets, then it will end up missing traffic for 15.24 minutes. The user would
have covered a distance between 1,097 and 1,280 meters. It means by the time
this sniffer captures the next packet, the user is most likely to be out of the
coverage area of several following sniffers.

We do the same analysis using the notion of super-sniffers that we introduced
in Section 4.1. We analyze all possible combinations of sniffers for a given size
of a super-sniffer, which gives a total of (n

k) =
n!

k!(n−k)! combinations. We show
in Table 5.3 the results for the average maximum burst size of consecutive
packets missing. We see that even the average value of maximum burst size for
single sniffers is quite high for all distances. However, the burst size decreases
significantly for a super-sniffer of size m = 2 for each distance. The results
improve further for super-sniffers of larger sizes. The results are zero for the
captured traffic when we consider the combination of all sniffers since each
packet is captured by at least one sniffer.
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Table 5.3. – Average burst size of consecutive packets missing for multiple
sniffers.

Number of Average burst size per distance
combined sniffers 1 m 10 m 20 m 30 m 40 m 50 m

1 16 8 58 8 10 11

2 4 5 5 5 5 6

3 3 3 3 4 3 4

4 2 2 2 2 2 3

5 0 0 0 0 0 0

5.4 using super-sniffers to estimate distance

We see in Table 5.1 that -46 dBm and -48 dBm are the most common RSSI
values for all sniffers, but we see some values as -78 dBm, -72 dBm, -56 dBm,
and -54 dBm. We classify these values as outliers by using the Majority
Rule Scheme (MRS) strategy [91]. These values are not coherent with other
measures and result in large errors in distance estimation. We have such RSSI
outliers for all distances in our experiments. We calculate the average RSSI
value for each packet for all combinations of sniffers for redundancy of 1 to
5.

Table 5.4 shows the average per-packet error in distance estimate in meters,
using two sniffers with the least error, for combinations of all numbers of
sniffers at 50 m. We see in row 1 that the average error of estimated distance
for a combination of two sniffers is 6.24 m which is 2.35 m less than the
average of individual sniffers. Similarly, if we consider only the average of
single sniffers in the second row, the average error is huge, around 1050 m.
However, the error goes down to 8.59 m when we take the average of the
combination of two sniffers with the least error. Although the redundancy
helps improve the error, the presence of these outliers still results in massive
errors, as we see for combinations of four and five sniffers in the second
row. We clean the dataset to remove the outliers. The RSSI values below
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Table 5.4. – Raw per-packet average distance error for the distance of 50 m.
Number of sniffers

Packet 1 2 3 4 5
1 8.59 6.24 0.86 0.86 2.76

2 1051.8 8.59 8.59 128.32 248.05

3 924.03 924.03 924.03 924.03 924.03

4 289.96 289.96 289.96 289.96 289.96

5 8.59 6.24 0.86 2.76 3.99

6 6.24 2.76 0.86 0.45 1.5
7 6.24 2.76 0.86 1.6 6.35

8 8.59 8.59 10.41 13.66 16

9 8.59 8.59 8.59 8.59 8.59

10 25.53 25.53 25.53 25.53 25.53

11 3.88 3.88 3.88 3.88 3.88

12 6.24 2.76 0.86 1.6 6.35

-56 dBm appear in only 2.86% of the cases; thus, we remove them from the
50 m dataset. Similarly, values greater than -46 dBm account for only 1.66%
of the values. We recalculate the average values in Table 5.5 and we already
see a huge improvement. We see in row seven that the average error with five
sniffers goes from 6.24 m to only 0.5 m. The rows with no values mean that
the sniffers presented outlier values.

In Figure 5.1, we represent the best and worst-case results of average error
in distance estimation for one, three, and all five sniffers, with and without
outliers. We see that the worst-case error is massive for a single sniffer for
all distances. Three sniffers yield an improvement, but the worst-case error
is still significant. We also note in Figure 5.1b that removing RSSI outliers
significantly improves the average error, including the worst case. Even a
single sniffer gives low error for short distances but increases strikingly for
longer distances, particularly for the worst-case scenario.
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Table 5.5. – Per-packet average distance error after removing the outliers for
the distance of 50 m.

Number of sniffers
Packet 1 2 3 4 5

1 8.59 6.24 0.86 0.86 2.76

2 8.59 8.59 8.59 8.59 8.59

3 – – – – –
4 – – – – –
5 8.59 8.59 8.59 6.24 3.88

6 6.24 2.76 0.86 0.45 1.5
7 6.24 3.32 1.81 0.66 0.45

8 8.59 8.59 8.59 10.41 12.23

9 8.59 8.59 8.59 8.59 8.59

10 – – – – –
11 3.88 3.88 3.88 3.88 3.88

12 6.24 3.32 1.81 0.66 0.45

Kalman filter: smoothing out RSSI outliers

Kalman filter is a very powerful filtering solution for minimizing the mean
of the squared error [113, 114]. It is often used to filter the RSSI values to
be then used for trajectory and positioning [92, 93, 115, 116, 117]. We use
the Kalman filter to smooth out the RSSI outlier values in our dataset before
computing the distance. Figure 5.2a shows the error in distance estimate in
meters for the resulting dataset. When we compare it to the distance error
that we obtain with MRS strategy outlier removal (in Figure 5.1b, we see some
visible difference in the error level, especially for higher distances. We plot
the difference between the MRS strategy and Kalman filter distance errors in
meters in Figure 5.2b. The positive values mean the Kalman filter performs
better, whereas negative values highlight better performance of the MRS
strategy. We notice that the Kalman filter smoothness improves the error in
the distance also for the worst sniffers. The error is smaller for even higher
distances. However, the MRS strategy is very slightly better in the case of
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Figure 5.1. – Error in distance estimate for 1, 3, and 5 sniffers with and without
outliers.

best sniffers. The error with MRS is less than 1 m less than that of Kalman
except for 40 m where the difference is around 3 m. However, when Kalman
performs better, its error can be up to 5 m less than that of MRS. We believe
there is not much to separate the two techniques, however, smoothing the
RSSI values using the Kalman filter is better instead of completely removing
the outlier RSSI values using the MRS strategy.
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Figure 5.2. – Comparison between MRS strategy and Kalman filter.
a) Error in distance estimate for 1, 3, and 5 sniffers using Kalman
filter to remove outliers.
b) Distance error between MRS strategy and Kalman filter. The
positive values mean the Kalman filter performs better, whereas
negative values highlight better performance of the MRS strategy.

5.5 histogram comparison

It is quite challenging to make a correct estimate because of the inherent
characteristics of the wireless medium. We discussed in the previous section
that using redundancy in the number of sniffers improves the accuracy of
distance estimation but the error still exists. In this section, we introduce our
concept of distance estimation depending on the number of packets captured
by the super-sniffers of all sizes.
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Figure 5.3. – Histograms of packets captured and missed at 1 m, 10 m, 20 m,
30 m, 40 m, and 50 m distances.
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5.5.1 Comparison methodology

Figure 5.3 represents histograms of the percentage of packets captured by
super-sniffers of all sizes as well as the packets missed. We observe that there
is a trend in the ratio of packets missed and captured as the distance increases.
We use this information to compare the histograms to be able to estimate
the distance. We compare the histograms using the Chi-squared test [118]
and compare it with the ground truth to determine the coherence among the
sniffers.

As described at the beginning of this chapter, we have 5 sniffers and we
perform the test 4 times. So we have traces of 20 minutes in total per sniffer
for each distance. We divide the 20-minute traces into 10 equal parts based
on the number of packets for all distances so that we have one training and
9 testing tests. Figure 5.4 shows that we have a histogram for each of the 10

parts where τ1 is the training set and π1, π2, . . . π9 are the testing sets. We
follow the k-fold cross-validation mechanism [119] so we take all the tests as
a training set once. We then do the histogram comparison in the following
fashion:

— Compare 1 m histogram of each testing set with histograms of the
training set at all distances.

— Repeat the same step for all other distance histograms of each testing
set. We end up with 90 results for each distance (640 in total as we have
6 distances).

— Calculate the percentage of distance estimates for each distance i.e.
what percentage of 1 m testing sets were correctly classified as 1 m or
incorrectly identified as 10 m, 20 m, 30 m, 40 m, and 50 m. This step
helps us evaluate our method.
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Figure 5.4. – Histogram comparison methodology using k-fold cross-
validation mechanism.

5.5.2 Evaluation

We present the results in Table 5.6. Each row represents the results of the
comparison of the testing set at a certain distance with all other distances
of the training set. The idea behind this comparison is that the histograms
should be similar at the same distance, hence the percentage values in bold
(in diagonal) should be the highest.

We see in Table 5.6 that 63.33% of training sets of 1m are correctly identified
as 1 m whereas 27.78%, 6.67%, and 2.22% are classified as 10 m, 20 m, and
30 m respectively. None of the tests are determined to be of distances 40 m or
50 m.

The results are less satisfactory for 10m and 33.33% and 23.33% testing sets are
determined to belong to 1m and 20m respectively, while 23.33% are correctly
identified as 10m. 5.56% are even estimated to be at a distance of 40m.

A little more than 1/3
rd are identified to be at a distance of 20 m and 40 for

20 m and 40 m tests respectively, whereas a majority (56.37%) of 30 m tests
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Table 5.6. – Percentage of correct distance estimations among all tests.
Distances 1 m 10 m 20 m 30 m 40 m 50 m

1 m 63.33 27.78 6.67 2.22 0.00 0.00

10 m 33.33 23.33 23.33 14.44 5.56 0.00

20 m 5.56 12.22 34.44 24.44 23.33 0.00

30 m 3.33 7.78 25.56 23.33 31.11 8.89

40 m 0.00 0.00 23.33 21.11 36.67 18.89

50 m 0.00 0.00 0.00 6.67 11.11 82.22

are estimated to be either a distance of 20 m or 40 m. For 30 m, we notice that
a certain percentage of tests has been identified for all the distances which
means more error.

We get the best results for 50 m where 82.22% of the testing sets are correctly
identified as 50 m and none of them are estimated to be at distances of 1 m,
10 m, or 20 m.

The results are encouraging and we plan to explore it further and combine it
with RSSI values to improve the level of precision for distance estimation. We
also intend to find and define the minimum number of packets and testing
time required for this analysis.

5.6 conclusion

The information of bursts of consecutive packets missing, and outliers in the
RSSI values lead us to the decision that using a single sniffer is not enough,
as it can have a massive impact if one has to measure mobility. The results
show that combining the sniffers improves all three issues that we highlight.
On the one hand, the results of our experiments in Table 5.5 show that using
five sniffers primarily results in a minimum error in distance estimate. On the
other hand, the results in Table 5.3 show that even three sniffers (row 3) reduce
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the average burst size to 3 or 4, meaning the sniffers miss the traffic for 0.3∼0.4
seconds. The user could move between 0.36 and 0.56 meters in this period.
Therefore, we propose that the redundancy of size 3 is good enough for an
outdoor capture to rule out the anomalies in the trace capture and lead to more
complete results and analysis. The best combination of 3 sniffers in Figure 5.1
slightly outperforms the best case single sniffer which leads us to conclude that
a super-sniffer of size 3 is advisable for improving the quality of results while
maintaining a comparatively low financial cost. Furthermore, we introduce a
new technique of histogram comparison for distance estimation. The initial
results are encouraging and we plan to combine histogram comparison with
RSSI values to improve the accuracy.
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6
Conclusion and future work

6.1 conclusion

Passive sniffing is a widely used method in wireless networks, particularly
for trajectory reconstruction and localization. However, it is not without

its challenges. Due to the inherent characteristics of the wireless medium, a
single sniffer is unable to capture traffic that is representative enough, which
can result in incomplete and inaccurate analyses. Thus, it is crucial to measure
trace completeness, but there is a lack of mathematical representation and em-
pirical analysis of completeness in real-world experiments. Additionally, there
is no readily available and easy-to-use tool for synchronizing and merging
Wi-Fi (IEEE 802.11) traces to investigate the impact of redundancy on trace
completeness. This thesis aims to address these issues.

Firstly, we developed a tool called PyPal, a Python version of WiPal, for
the synchronization and merging of the Wi-Fi traces. This tool requires two
traces as input in the text format, one as a reference and the other that
needs to be synchronized. It utilizes specific header fields to aid in the
synchronization process (refer to Appendix B for a command to extract the
required fields from a pcap file). Once the traces are in the required format,
PyPal provides the functionality of time-synchronizing the traces. It also
provides the option of merging the traces while removing duplicate frames
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in the process. Additionally, it provides the option to simply concatenate the
two synchronized traces and create per-MAC-address traces.

In the second place, we present experimental evidence that a single sniffer is
inadequate for capturing wireless medium traces that are sufficiently repre-
sentative. We conduct an analysis of traces captured simultaneously by ten
co-located sniffers of two different types in low and high-activity scenarios.
Our findings indicate that, even in less active situations, the completeness of
both types of sniffers does not exceed 54%. To further compare the two types
of sniffers, we employ Jaccard similarity and show that the low completeness
levels are not attributable to the sniffers themselves, but to the characteristics
of the medium.

Thirdly, we introduce redundancy through an increased number of sniffers.
However, to analyze the effectiveness of redundancy, we require a metric.
We thus introduce the concepts of trace completeness and super-sniffer and
provide a mathematical representation for both relative and absolute com-
pleteness. Relative completeness refers to the ability to capture all frames in
the medium, while absolute completeness pertains to frames captured from
a controlled source with known traffic volume. A super-sniffer comprises a
collection of redundant co-located sniffers, such as a combination of three
co-located sniffers forming a super-sniffer of size three. We conduct a 24-hour
measurement experiment in an office environment using fourteen sniffers
and apply our definition of trace completeness to redundancy. Our findings
indicate that the addition of a single sniffer (to form a super-sniffer of size two)
improves the capture quality by 13% in the best-case scenario. Furthermore,
the completeness level increases further with an increase in the super-sniffer
size. Our analysis of the RSSI values of the captured packets by each sniffer
highlights the importance of analyzing individual sniffer performance before
evaluating completeness due to the possibility of sniffer malfunction. We
identified three out of fourteen sniffers as faulty and removed them from the
analysis.
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As previously mentioned, we introduce the concept of absolute completeness
to measure the ratio of captured traffic compared to the actual amount of
traffic generated. We generate Wi-Fi traffic using our own source node and
place it at various distances during the experiment. Our findings indicate that,
even in this scenario, a single sniffer fails to capture a substantial number of
packets, and the ratio of missing packets increases with distance. However,
the introduction of redundancy via the super-sniffer concept significantly
improves the completeness of traces at all distances.

We acknowledge that redundancy incurs a financial cost. However, by utilizing
the multiple USB ports available in a Raspberry Pi node, we can implement
redundancy at a lower cost. Specifically, we can connect multiple antennas to a
single RPi node, rather than employing multiple RPi nodes, each with a single
antenna. We refer to this as alternate redundancy and evaluate it for both
relative and absolute completeness. Our experiments demonstrate that an
RPi node can support up to three external Wi-Fi antennas. We, therefore, use
three antennas with a single RPi for the experiments, creating a super-sniffer
of size three. We also construct another super-sniffer of size three using three
RPi nodes, each with one antenna. Our results indicate that the RPi with
three antennas performs equally well as the super-sniffer formed of three
single sniffers. This approach provides a cost-effective solution for researchers
seeking to implement redundancy in their systems.

Finally, we present an application of redundancy in the form of distance
estimation. We utilize our own source node to obtain the ground truth
of the actual distance between the source node and the sniffers. Despite
the widespread use of RSSI in the literature for distance estimation and
localization, concerns have been raised about the reliability of RSSI due to the
characteristics of the wireless medium. Our experiments indicate that there
is an inconsistency in RSSI values, i.e., the RSSI values of the same packet
captured by different co-located sniffers can vary significantly at each sniffer,
leading to flawed analysis. Moreover, a single sniffer may miss a burst of

84



6 .2. perspectives

packets at a given time, which can have a significant impact on trajectory
reconstruction. However, we demonstrate that these issues can be resolved
through redundancy, and the error in distance estimation can be reduced by
using the RSSI values with the Log-Distance Path Loss (LDPL) model along
with redundancy. We also introduce a new technique for distance estimation
based on the number of packets missed and captured by super-sniffers of all
sizes.

6.2 perspectives

We have presented our contributions in this manuscript to improve the quality
of Wi-Fi traces. We plan to extend the work to look at the concept and uses of
redundancy from different angles. We list some open questions that can be
investigated in future work:

— Channel and Spectrum. We did all the experiments on a single channel
i.e. channel 1 of the 2.4 GHz spectrum. We intend to do experiments
on different channels to analyze the traffic trend as well as trace com-
pleteness. We also plan to study the aspect of completeness for the
5 GHz spectrum.
The possible impact of channel hopping on trace completeness is an-
other possible future work. However, it would need some kind of
synchronization among the co-located sniffers to make them hop chan-
nels simultaneously and also in the same order.

— Antenna. We use Alfa Network AWUS 051NH antennas for all our
experiments. Our aim is to extend the experimentation to different
antennas with different specifications that can be easily set to monitor
mode. One such antenna that is easily available in the market is TP-Link
WN722N [120].

— Distance estimation. We plan to investigate the inter-burst size distri-
bution and its impact on long-term mobility analysis. We also intend
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to determine the value of the path-loss index from the RSSI value
that appears the most for each distance and use that to find the error
distribution in the distance estimation.
We did the distance estimation analysis for outdoor experiments. We
intend to extend it to indoor localization with redundancy. We be-
lieve it will similarly help with RSSI incoherence as there are a lot
of phenomena happening more intensely in the wireless medium in-
doors for example reflection, refraction, diffraction, scattering, etc. The
redundancy will also help in minimizing estimation errors.
We place the source node at different distances in our experiments. We
get a histogram of packets captured for all sizes of super-sniffers for
each distance. We plan to use this data as a training set and explore
the possibility of localization with histogram comparison techniques.
Finally, we have the idea to extend our work to accommodate mobility
with the introduction of moving source nodes. We believe it is a
fascinating challenge to experiment with redundancy.

— Histogram comparison. The results of our histogram comparison
technique for distance estimation are encouraging but there are still
errors in the estimation. We plan to work on it further and combine this
technique with RSSI values to improve the level of accuracy in distance
estimation.

— Mobility. The sniffers remain stationary in all our experiments. We
intend to study the impact of the mobility of the sniffers on trace
completeness. We believe it is an interesting aspect of sniffing to
study as there is a study for the impact of mobility on the accuracy of
sensing [121].

— BLE - BLEPal. Similarly to PyPal, we have a tool for Bluetooth trace
synchronization and merging, called BLEPal [122]. It was created by
a group of students in a networking project that we supervised. A
possible future work is the use of BLEPal to study the impact of redun-
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dancy on trace completeness in Bluetooth, as well as to do analyses for
distance estimation and localization.
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A
Résumé détaillé en Français

Le nombre d’utilisateurs de smartphones est un chiffre en constante aug-
mentation et devrait atteindre 7,516 milliards d’ici 2026 [1]. De plus, alors

que de plus en plus d’appareils se connectent à Internet [2, 3], les prévisions
suggèrent qu’à la fin de l’année 2022, il y aura environ 362 millions de hotspots
Wi-Fi publics disponibles dans le monde entier [123]. Ces chiffres conduisent
à une amplification de la dynamique de la topologie et à des problèmes de ges-
tion de réseau de plus en plus complexes. Par conséquent, notre dépendance
vis-à-vis des techniques de mesure efficaces pour caractériser précisément le
réseau et comprendre la mobilité des utilisateurs augmente également.

a.1 contexte

L’air est le médium préféré et gagnant en raison de sa portabilité, de son
faible coût et de l’augmentation constante des débits de données. Les réseaux
sans fil sont partout, et comprendre leur comportement pour améliorer leurs
performances est d’une importance capitale [5, 6, 7, 8, 9]. Néanmoins, mesurer
le trafic sans fil (sans fil) est difficile en raison de la nature intrinsèquement
volatile des liens sans fil [10]. Bien que les opérateurs cellulaires produisent
beaucoup de données de localisation, elles ne sont pas accessibles au public.
Par conséquent, la communauté de recherche continue de s’appuyer sur un
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ensemble limité de traces, ce qui restreint l’univers des observations possibles.
Il est donc nécessaire de réaliser des mesures sans fil pour construire des traces
que les chercheurs peuvent utiliser pour évaluer et améliorer les approches de
mise en réseau.

a.2 motivation et énoncé du problème

La collect active du trafic est fastidieuse car elle nécessite le déploiement de
sondes sur différents nœuds, qui sont susceptibles d’être sous le contrôle
de diverses entités administratives. Par exemple, pour collecter activement
du trafic à partir de smartphones, on peut soit déployer des sondes à tous
les points d’accès auxquels l’utilisateur est associé, soit créer une application
de mesure et demander aux utilisateurs de l’installer sur leurs appareils.
Les utilisateurs qui se portent volontaires peuvent constituer un échantillon
insuffisant de la population, ce qui entraîne des résultats inexactes.

Une alternative efficace est de réaliser des mesures passives en déployant
plusieurs sniffeurs (appareils qui collectent des paquets sans fil en mode
monitor) dans la zone cible [13, 14, 15] 10. C’est une stratégie de mesure
peu coûteuse et « scalable » qui ne nécessite pas de déranger les utilisateurs
avec des services intrusifs. Le concept du projet ANR-MITIK, auquel nous
participons, consiste à déduire des traces de contacts grâce à des méthodes
non intrusives telles que le sniffing passif [16]. Néanmoins, en raison des
contraintes de transmission sans fil telles que les effets multi-trajets, les effets
de fading ou les collisions, il n’y a aucune garantie qu’un seul sniffeur peut
capturer tous les paquets, ce qui conduit à des traces incomplètes. Dans la
Figure A.1, nous illustrons un scénario typique où quatre sniffeurs (s1, . . . , s4)
n’ont pas la même "vue" du trafic sans fil en raison de captures manquées.

10. Il est cependant essentiel de savoir quelles données on peut récupérer en fonction de
l’emplacement de la campagne de mesure tout en préservant la vie privée des utilisateurs.
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Figure A.1. – Complétude de trace. En raison de la nature du support sans fil,
les sniffeurs peuvent manquer plusieurs paquets. Nous devons
combiner les traces individuelles pour obtenir une trace aussi
complète que possible.

Cela entraîne des divergences dans les mesures, et les analyses ultérieures
reposant sur de telles traces incomplètes sont susceptibles d’être faussées.

La solution pour contourner le problème repose sur l’utilisation de super-
sniffeurs. Elle consiste à introduire de la redondance dans le système en reliant
deux ou plusieurs sniffeurs pour augmenter la probabilité qu’au moins l’un
d’entre eux capture un paquet. Dans la Figure A.2, nous montrons un super-
sniffeur triple, où chaque sniffeur individuel est composé d’une unité de calcul
Raspberry Pi et d’une antenne Alfa. La principale question à laquelle nous
répondons dans cet article est comment le niveau de redondance contribue-t-il à
améliorer la qualité de la mesure. Pour répondre à cette question, nous proposons
une définition de la complétude relative d’une trace et l’évaluons à travers des
expériences réelles. Bien que nous nous concentrions sur les traces Wi-Fi,
notre méthodologie est générale et peut s’appliquer à d’autres technologies.
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Figure A.2. – Trois sniffeurs formant un super-sniffeur.

a.3 méthodologie

Bien qu’il existe des ensembles de données disponibles sur des plateformes
telles que Crawdad [17], on ne sait pas quelles pré- ou post-traitements ont été
effectués avant que l’ensemble de données ne soit rendu public, ce qui peut
conduire à des résultats biaisés de manière involontaire.Par ailleurs, il existe
aussi plusieurs simulateurs de réseau [19]. Le problème avec les simulateurs
est qu’ils peuvent ne pas capturer avec précision la complexité et la variabilité
des environnements réels, et leurs résultats ne sont pas toujours représentatifs
des performances réelles. De plus, les simulateurs sont limités par l’exactitude
des modèles et des hypothèses sous-jacents utilisés dans la simulation, qui
peuvent ne pas toujours être vrais dans la pratique. Les expériences réelles
sont préférées par les chercheurs pour les raisons suivantes :

— Validation des modèles théoriques : Les expériences dans le monde réel
aident à valider les modèles théoriques développés pour les réseaux
sans fil. Les modèles théoriques reposent souvent sur des hypothèses
qui peuvent ne pas être vraies dans le monde réel. En menant des
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expériences dans le monde réel, les chercheurs peuvent vérifier si leurs
hypothèses sont correctes et ajuster leurs modèles en conséquence.

— L’évaluation des performances : L’expérimentation dans le monde réel
permet aux chercheurs d’évaluer les performances des réseaux sans fil
dans des conditions réelles. Cela permet d’identifier les forces et les
faiblesses des différentes technologies et protocoles de réseau sans fil et
de déterminer ceux qui conviennent le mieux à différentes applications
et scénarios.

— Identification des problèmes: Les expériences en monde réel peuvent
aider à identifier des problèmes qui ne seraient pas évidents dans des
études de simulation ou de modélisation. Par exemple, l’interférence
d’autres dispositifs sans fil ou des facteurs environnementaux tels que
des bâtiments, des arbres ou un terrain peuvent affecter les perfor-
mances des réseaux sans fil de manière qui ne peut pas être modélisée
avec précision.

a.4 contributions

Cette thèse introduit la nécessité d’introduire une redondance dans le nombre
de sniffeurs pour les mesures passives sans fil basées sur des expériences
réelles. Nous proposons comporte trois contributions.

Contribution # :1 Complétude de trace

La complétude de la trace est un aspect important des mesures sans fil. Il
est nécessaire d’avoir une référence pour l’évaluation de la complétude. La
contribution pour la complétude de la trace est la suivante :

— Métrique pour la complétude. Nous proposons une définition
formelle de la complétude qui intègre la notion de redondance. Nous
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introduisons le terme super-sniffeur et formulons la complétude du
super-sniffeur.

— Évaluation expérimentale. Nous suivons une approche expérimen-
tale pour évaluer la complétude atteinte par les sniffeurs individuels,
prouvant ainsi qu’un seul sniffeur n’est pas suffisant et qu’il est néces-
saire d’avoir de la redondance. Nous étudions le comportement de la
variation temporelle de la complétude au fil du temps.

— Charge de trafic. Nous étudions l’effet de la charge de trafic variable
sur la complétude des traces. La quantité de trafic varie à différents
moments de la journée car le nombre d’utilisateurs / d’appareils varie.

— Rôle des sniffeurs. Nous analysons les performances des sniffeurs
individuels pour mettre en évidence le fait que tous les sniffeurs ne
se comportent pas de la même manière et nous aider à identifier les
sniffeurs qui ont des performances constamment médiocres malgré les
conditions dans le milieu sans fil qui changent au fil du temps.

— « Pairwise completeness ». Les sniffeurs se complètent mutuellement
pour améliorer la qualité des mesures passives lorsqu’on les considère
par paire. Nous appelons cela la complétude par paire et l’évaluons
pour onze sniffeurs après nettoyage du jeu de données.

Contribution # 2: PyPal, un outil de synchronisation et de fusion de traces
Wi-Fi

Nous introduisons le concept de complétude de la trace ainsi que sa représen-
tation mathématique. Cependant, il existe un défi pour l’évaluation de la
complétude :

Comme les sniffeurs individuels ont une horloge locale et ne sont pas connec-
tés à Internet au moment de la capture, il est nécessaire que les traces soient
synchronisées dans le temps avant que l’analyse de fusion et d’évaluation de
la redondance puisse être effectuée. Par conséquent, la deuxième contribution
de cette thèse est un outil Python, appelé PyPal, pour la synchronisation dans
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le temps et la fusion des traces [21]. En plus de cela, l’outil peut concaténer
les traces synchronisées ainsi que produire des traces par adresse MAC.

Contribution # 3: Exploiter la redondance dans l’estimation de distance

Les valeurs d’indicateur de force du signal reçu (RSSI) sont utiles pour détecter
la présence d’un nœud dans une zone cible et évaluer sa position par rapport
au sniffeur [22, 23, 24, 25]. De plus, elles sont disponibles dans la plupart
des systèmes d’exploitation de manière simple. Cependant, l’inconvénient de
l’utilisation du RSSI concerne sa précision. Bien qu’il existe des moyens de
contourner ce problème, tels que l’apprentissage automatique pour réduire
l’erreur dans l’estimation de distance [26, 27], l’applicabilité du RSSI est
toujours remise en question [28, 29, 30].

Dans le cadre du projet ANR MITIK [16], nous collectons des traces Wi-Fi à
travers des mesures passives pour capturer la mobilité des nœuds sans fil dans
une zone donnée. Dans le projet, nous nous concentrons sur les messages
de demande de sonde, les seuls messages qu’un appareil d’utilisateur envoie
lorsqu’il n’est associé à aucun point d’accès Wi-Fi. Le problème est que leur
taux d’envoi peut être aussi bas que 55 paquets par heure ou aussi élevé que
2 000 paquets par heure, selon l’appareil [31]. Manquer ces demandes de
sonde peut avoir de graves conséquences sur la qualité de la campagne de
mesure, car cela peut entraîner la non-détection de nœuds ou des estimations
de mobilité biaisées.

Nous collectons des traces sans fil à l’aide de plusieurs sniffeurs et d’un nœud
source générant du trafic Wi-Fi. La source est le nœud que nous voulons
caractériser. Nous co-localisons les sniffeurs (c’est-à-dire introduisons de la
redondance) pour étudier la cohérence des valeurs RSSI. Nous réalisons les
mesures à l’extérieur et surveillons le trafic généré par une source contrôlée
pour laquelle nous connaissons la vérité terrain de sa distance par rapport
aux sniffeurs. Dans nos expériences, nous plaçons le nœud source à plusieurs
distances des sniffeurs et faisons les observations suivantes :
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— Tous les sniffeurs ne ratent pas nécessairement le même paquet. Cela
signifie que le paquet n’est sans aucun doute pas perdu en raison des
collisions sur les sniffeurs.

— Le nombre de paquets consécutifs manqués par un sniffeur peut être
énorme parfois. De plus, les sniffeurs peuvent manquer la capture
pendant plusieurs secondes, ce qui pose un problème si l’on doit
analyser la mobilité.

— Parfois, il y a une incohérence dans les valeurs RSSI du même paquet
capturé par différents sniffeurs, ce qui entraîne des erreurs fréquentes
dans l’estimation de la distance.

a.5 les sniffeurs individuels pourraient ne pas suffire

Un seul sniffeur pourrait ne pas être en mesure d’avoir une vue complète du
réseau sans fil en raison des caractéristiques inhérentes du milieu sans fil.

Pour évaluer l’impact de l’environnement sur la capture passive sans fil, nous
avons co-localisé dix sniffeurs pour collecter le trafic sans fil. La fusion de
toutes ces traces fournit une capture complète de l’environnement, qui est
ensuite utilisée comme référence pour calculer la complétude individuelle de
chaque trace de sniffeur.

Nous capturons des traces dans deux scénarios différents. Le but est de tester
le comportement du système de capture pour différentes intensités de trafic
sans fil. Le premier scénario correspond à une zone résidentielle, tandis que
le deuxième scénario implique des bureaux. Comme nous le verrons plus
tard dans l’article, le deuxième scénario est beaucoup plus dense et sollicite
davantage les sniffeurs. Nous montrons que le trafic dans la zone de bureau est
dense avec une moyenne d’environ 1,000 paquets par seconde. L’emplacement
de mesure dans la zone résidentielle est isolé et a moins d’activité Wi-Fi dans
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Figure A.3. – Complétude moyenne des sniffeurs individuels. Chaque point
représente un sniffeur individuel. Il s’agit de la complétude
moyenne obtenue par chaque sniffeur individuellement sur 30

tests..

les environs. Par conséquent, le trafic dans la zone résidentielle est plus
clairsemé – une moyenne d’environ 100 paquets par seconde.

Nous montrons dans la Figure A.3 la complétude moyenne de chaque trace
de sniffeur pour les scénarios résidentiels et de bureaux. Pour faire une
comparaison équitable entre les deux types d’appareils, nous traçons, pour
chaque scénario, les valeurs obtenues avec les sniffeurs RPi3 et RPi4.

Nous observons qu’avec une faible charge de trafic dans l’environnement
résidentiel, la complétude moyenne varie de 50% dans le meilleur des cas
à 30% dans le pire des cas avec les sniffeurs RPi3, tandis que les mêmes
valeurs pour les sniffeurs RPi4 sont de 54% et 33% respectivement. Dans
l’environnement de bureau à forte charge de trafic, la complétude semble
légèrement meilleure, variant entre 50% et 54%.

La redondance dans le nombre de sniffeurs est importante pour assurer une
surveillance fiable et continue du trafic réseau au cas où un ou plusieurs
sniffeurs échouent. Cela contribue à minimiser les interruptions et à garantir
que toute l’activité du réseau est capturée et analysée, fournissant ainsi une
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image plus complète du comportement du réseau et des problèmes potentiels.
Nous montrons que l’environnement sans fil est difficile à capturer et que la
force du signal joue un rôle important dans la qualité des traces capturées.
Nous pouvons donc conclure la nécessité de combiner les sniffeurs pour
capturer le trafic dans un environnement sans fil de manière adéquate en se
basant sur les résultats présentés dans la section précédente.

Nous introduisons le concept de super-sniffeur, qui est une solution pour con-
tourner le problème de la faible complétude de trace. Il consiste à introduire
de la redondance dans le système en reliant deux ou plusieurs sniffeurs pour
augmenter la probabilité qu’au moins l’un des sniffeurs capture un paquet.
Nous proposons une définition de la complétude de la trace et l’évaluons grâce
à des expériences réelles. Bien que nous nous concentrions sur les traces Wi-Fi,
notre méthodologie est générale et peut s’appliquer à d’autres technologies.

a.6 pypal

Avant d’étudier expérimentalement la complétude, nous avons besoin de
définir une méthodologie. Nous avons besoin d’un nouvel outil qui nous
permet de analyser les traces pour les super-sniffeurs. Le principe derrière un
super-sniffeur est sa capacité à fusionner les traces collectées par ses sniffeurs
individuels. Les traces des sniffeurs ne sont pas synchronisées entre elles
car les sniffeurs ont leurs propres horloges locales. Nous avons besoin de
synchronisation pour pouvoir comparer les traces que les sniffeurs collectent
en même temps. En revanche, le processus de fusion nécessite que les traces
d’entrée soient synchronisées afin qu’un paquet qui apparaît dans plusieurs
traces individuelles soit identifié de manière non ambiguë. Nous avons
développé un outil Python appelé PyPal qui effectue une telle opération de
synchronisation [21].

97



appendixa: résumé détaillé en français

PyPal est une version mise à jour en Python de WiPal [100]. L’idée principale
est de synchroniser les traces capturées par différents sniffeurs au même
moment et de pouvoir les fusionner en supprimant les trames en double.
Le processus est composé de cinq modes: (i) identification des trames de
référence, (ii) extraction des trames uniques, (iii) intersection des trames de
référence uniques, (iv) synchronisation et (v) fusion. Nous expliquons chacun
de ces modules.

Identification des trames de référence. La première étape de la synchronisa-
tion des traces consiste à identifier les trames de référence, qui sont des trames
qui n’apparaissent qu’une seule fois dans l’air pendant toute la période de
mesure. Les trames qui apparaissent plusieurs fois sur le support sans fil,
même si elles sont uniques dans chaque trace, ne doivent pas être considérées
comme des trames de référence. Le processus d’extraction de trames uniques
trouve des candidats pour devenir des trames de référence [100].

Extraction de trames uniques. Les trames de beacons et de probe response sont
les représentants les plus proches des horloges en temps réel. De plus, la
norme IEEE 802.11 dicte que ces trames ont une horodatage fixe dans l’en-tête,
ajouté par le point d’accès, améliorant ainsi la précision de la synchronisation.
Nous utilisons ces trames comme base pour le processus de synchronisation
tel qu’illustré par la Figure A.4.

Intersection de trames uniques. La troisième étape consiste à identifier les
trames uniques qui apparaissent dans les deux traces. Il est important de
noter que les zones de couverture des sniffers capturant ces traces doivent
se chevaucher ; sinon, les traces seront disjointes. Les trames obtenues par
l’intersection des trames uniques servent de trames de référence pour la
synchronisation.
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Figure A.4. – La méthodologie de PyPal pour synchroniser les traces. Elle
consiste à prendre deux traces en entrée : l’une en tant que trace
de référence et la deuxième en tant que trace à synchroniser.

Synchronisation. Synchroniser deux traces signifie mapper les horodatages
de la première trace à des valeurs compatibles avec les horodatages de la
deuxième trace. Nous calculons cette correspondance avec une fonction affine
t2 = at1 + b. Elle estime a et b à l’aide de cadres de référence pendant que le
processus s’exécute.

Le processus de synchronisation fonctionne sur des fenêtres de w+1 trames
de référence. Pour chaque trame de référence Ri, le processus effectue une
régression linéaire en utilisant les trames de référence Rbi−w/2c , . . . , Rdi+w/2e.
Au début et à la fin de la trace, nous utilisons R1, . . . , Rw et RN−w , . . . , RN
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(où N est le nombre de trames de référence). Le résultat donne les valeurs de
a et b pour toutes les trames entre Ri et Ri+1.

Fusion. Le rôle de la fusion est de copier les trames des traces synchronisées
vers la trace de sortie. Bien sûr, il doit organiser correctement sa sortie en
évitant les trames en double. Nous utilisons l’algorithme de fusion WiPal
dans PyPal.

a.7 complétude de trace à travers les super-sniffeurs

Nous présentons les résultats de complétude pour les super-sniffeurs de toutes
tailles ainsi que notre super-sniffeur de référence. Nous construisons notre
super-sniffeur de la manière suivante :

— Simple sniffeur : m = 1. La référence dans ce cas est le simple sniffeur
qui donne la meilleure complétude.

— Super-sniffeur de référence de taille m = 2; qui est la combinaison
offrant la meilleure complétude parmi tous les super-sniffeurs de taille
2 contenant le sniffeur unique de référence (c’est-à-dire, m = 1).

— La référence du super-sniffeur de taille m = 3 est celui qui donne
la meilleure complétude parmi tous les super-sniffeurs de taille 3

contenant la référence du super-sniffeur de taille m = 2.
— Nous procédons de la même manière pour les super-sniffeurs restants

jusqu’à m = 11.
La Figure A.5 montre la complétude minimale, maximale et moyenne pour
toutes les combinaisons de m sniffuers, ainsi que la complétude de référence
de notre super-sniffuer de référence, représentée par des lignes bleues, jaunes,
vertes et rouges, respectivement. Les nombres au-dessus des lignes représen-
tent l’amélioration que notre super-sniffuer de référence apporte pour chaque
taille. L’axe des abscisses représente le temps, tandis que l’axe des ordonnées
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Figure A.5. – Complétude des super-sniffeurs. Complétude minimale, max-
imale, moyenne et de référence en fonction de la taille des
super-sniffeurs pour des super-sniffeurs de toutes tailles.

donne la complétude pour une combinaison allant jusqu’à 11 sniffuers. Ce
sont les résultats sur 24 heures.

Nous observons que la complétude s’améliore de 13% en ajoutant seulement
un sniffuer pour créer un super-sniffuer de référence de taille m = 2. L’ajout
d’un autre sniffuer apporte une amélioration supplémentaire de 6% de la
valeur de la complétude. Nous continuons à observer une amélioration en aug-
mentant la taille de notre super-sniffuer de référence. Le taux d’amélioration
diminue avec chaque ajout de sniffuer au super-sniffuer, mais chaque sniffuer
apporte de nouvelles informations au super-sniffuer. Nous observons que
lorsque nous passons du super-sniffuer de taille m = 9 à m = 10, il n’y a
pas d’amélioration de la complétude de référence/maximum dans notre cas ;
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Figure A.6. – Complétude du super-sniffeur de référence. La complétude de
nos super-sniffeurs de référence de toutes tailles au cours de 24

heures. Cela montre la variation du niveau de complétude au fil
du temps.

cependant, il y a toujours une amélioration de 2% dans le cas de la complétude
minimum et moyenne.

Nous remarquons également que la complétude maximale et de référence
sont identiques pour les super-sniffeurs de toutes tailles. Cela signifie que le
super-sniffeur d’une certaine taille qui atteint une complétude maximale fait
partie du super-sniffeur de meilleure performance de la taille suivante. La
complétude minimale et maximale ne sont pas non plus trop éloignées.

La figure A.6 montre les complétudes de notre super-sniffeur de référence
en fonction du temps. Nous constatons que la complétude s’améliore consid-
érablement en ajoutant simplement un sniffeur pour faire le super-sniffeur
de taille m = 2. L’amélioration est d’environ 10% pendant toute la durée
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de 24 heures et elle varie également en fonction de la charge du trafic. Le
taux d’amélioration diminue à chaque ajout d’un sniffeur au super-sniffeur,
mais chaque sniffeur apporte de nouvelles informations au super-sniffeur.
Nous constatons une amélioration de la qualité de la capture de la trace avec
la redondance indépendamment de la charge de trafic et de l’heure de la
journée.

a.8 utilisation de super-sniffeurs pour estimer la dis-
tance

Le Tableau A.1 montre l’erreur moyenne par paquet dans l’estimation de la
distance en mètres, en utilisant les deux sniffeurs avec la moindre erreur, pour
des combinaisons de tous les nombres de sniffeurs à 50m. Nous constatons
dans la ligne 1 que l’erreur moyenne d’estimation de la distance pour une
combinaison de deux sniffeurs est de 6,24m, soit 2,35m de moins que la
moyenne des sniffeurs individuels. De même, si nous considérons uniquement
la moyenne des sniffeurs individuels dans la deuxième ligne, l’erreur moyenne
est énorme, environ 1050m. Cependant, l’erreur descend à 8,59m lorsque nous
prenons la moyenne de la combinaison de deux sniffeurs avec la moindre
erreur. Bien que la redondance aide à réduire l’erreur, la présence de ces
valeurs aberrantes entraîne encore des erreurs massives, comme nous le
voyons pour les combinaisons de quatre et cinq sniffeurs dans la deuxième
ligne. Nous nettoyons l’ensemble de données pour supprimer les valeurs
aberrantes [91]. Les valeurs RSSI inférieures à -56dBm n’apparaissent que
dans 2,86% des cas ; nous les supprimons donc de l’ensemble de données à
50m. De même, les valeurs supérieures à -46dBm ne représentent que 1,66%
des valeurs. Nous recalculons les valeurs moyennes dans le Tableau A.2 et
nous constatons déjà une énorme amélioration. Nous voyons dans la ligne
sept que l’erreur moyenne avec cinq sniffeurs passe de 6,24m à seulement
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Table A.1. – Erreur moyenne brute par paquet pour une distance de 50 m.
Nombre de sniffeurs

Pacquet 1 2 3 4 5
1 8.59 6.24 0.86 0.86 2.76

2 1051.8 8.59 8.59 128.32 248.05

3 924.03 924.03 924.03 924.03 924.03

4 289.96 289.96 289.96 289.96 289.96

5 8.59 6.24 0.86 2.76 3.99

6 6.24 2.76 0.86 0.45 1.5
7 6.24 2.76 0.86 1.6 6.35

8 8.59 8.59 10.41 13.66 16

9 8.59 8.59 8.59 8.59 8.59

10 25.53 25.53 25.53 25.53 25.53

11 3.88 3.88 3.88 3.88 3.88

12 6.24 2.76 0.86 1.6 6.35

0,5m. Les lignes sans valeurs signifient que les sniffeurs présentaient des
valeurs aberrantes.

Dans la Figure A.7, nous représentons les résultats des meilleurs et pires cas
d’erreur moyenne dans l’estimation de la distance pour un, trois et tous les
cinq sniffeurs, avec et sans les valeurs aberrantes. Nous constatons que l’erreur
dans le pire des cas est énorme pour un seul sniffeur pour toutes les distances.
Trois sniffeurs donnent une amélioration, mais l’erreur dans le pire des cas
est encore significative. Nous notons également dans la Figure A.7b que la
suppression des valeurs aberrantes de RSSI réduit considérablement l’erreur
moyenne, y compris dans le pire des cas. Même un seul sniffeur donne une
faible erreur pour les courtes distances, mais elle augmente considérablement
pour les longues distances, en particulier dans le pire des cas.
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Table A.2. – Erreur de distance moyenne par paquet après suppression des
valeurs aberrantes pour une distance de 50 m.

Nombre de sniffeurs
Pacquet 1 2 3 4 5

1 8.59 6.24 0.86 0.86 2.76

2 8.59 8.59 8.59 8.59 8.59

3 – – – – –
4 – – – – –
5 8.59 8.59 8.59 6.24 3.88

6 6.24 2.76 0.86 0.45 1.5
7 6.24 3.32 1.81 0.66 0.45

8 8.59 8.59 8.59 10.41 12.23

9 8.59 8.59 8.59 8.59 8.59

10 – – – – –
11 3.88 3.88 3.88 3.88 3.88

12 6.24 3.32 1.81 0.66 0.45

a.9 conclusion

La surveillance passive est une méthode largement utilisée dans les réseaux
sans fil, en particulier pour la reconstruction de trajectoires et la localisation.
Cependant, elle n’est pas sans ses défis. En raison des caractéristiques in-
hérentes du support sans fil, un seul sniffeur est incapable de capturer un trafic
suffisamment représentatif, ce qui peut entraîner des analyses incomplètes
et inexactes. Il est donc crucial de mesurer la complétude de la trace, mais
il existe un manque de représentation mathématique et d’analyse empirique
de la complétude dans les expériences réelles. De plus, il n’existe pas d’outil
facilement disponible et facile à utiliser pour synchroniser et fusionner les
traces Wi-Fi (IEEE 802.11) afin d’étudier l’impact de la redondance sur la
complétude de la trace. Cette thèse vise à résoudre ces problèmes.

Tout d’abord, nous avons développé un outil appelé PyPal, une version Python
de WiPal, pour la synchronisation et la fusion des traces Wi-Fi. Cet outil néces-
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(b) Sans les valeurs aberrantes.

Figure A.7. – Erreur d’estimation de distance pour 1, 3 et 5 sniffeurs avec et
sans valeurs aberrantes.

site deux traces en entrée au format texte, l’une servant de référence et l’autre
devant être synchronisée. Il utilise des champs d’en-tête spécifiques pour
faciliter le processus de synchronisation (voir l’Annexe B pour une commande
permettant d’extraire les champs requis à partir d’un fichier pcap). Une fois
que les traces sont dans le format requis, PyPal permet de synchroniser les
traces dans le temps. Il offre également la possibilité de fusionner les traces
tout en supprimant les trames en double dans le processus. De plus, il offre la
possibilité de simplement concaténer les deux traces synchronisées et de créer
des traces par adresse MAC.

En second lieu, nous présentons des preuves expérimentales montrant qu’un
seul sniffeur est insuffisant pour capturer des traces de support sans fil
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suffisamment représentatives. Nous avons effectué une analyse de traces
capturées simultanément par dix sniffeurs co-localisés de deux types différents
dans des scénarios à faible et forte activité. Nos résultats indiquent que, même
dans des situations moins actives, la complétude des deux types de sniffeurs
ne dépasse pas 54%. Pour comparer davantage les deux types de sniffeurs,
nous utilisons la similarité de Jaccard et montrons que les faibles niveaux
de complétude ne sont pas imputables aux sniffeurs eux-mêmes, mais aux
caractéristiques du support.

Troisièmement, nous introduisons de la redondance en augmentant le nom-
bre de sniffeurs. Cependant, pour analyser l’efficacité de la redondance,
nous avons besoin d’une métrique. Nous introduisons donc les concepts de
complétude de trace et de super-sniffeur, et fournissons une représentation
mathématique de la complétude relative et absolue. La complétude relative se
réfère à la capacité de capturer toutes les trames dans le support, tandis que
la complétude absolue se rapporte aux trames capturées à partir d’une source
contrôlée avec un volume de trafic connu. Un super-sniffeur comprend une
collection de sniffeurs redondants co-localisés, tels qu’une combinaison de
trois sniffeurs co-localisés formant un super-sniffeur de taille trois. Nous avons
mené une expérience de mesure de 24 heures dans un environnement de bu-
reau en utilisant quatorze sniffeurs et appliqué notre définition de complétude
de trace à la redondance. Nos résultats indiquent que l’ajout d’un seul sniffeur
(pour former un super-sniffeur de taille deux) améliore la qualité de capture
de 13% dans le meilleur des cas. De plus, le niveau de complétude augmente
davantage avec une augmentation de la taille du super-sniffeur. Notre analyse
des valeurs de RSSI des paquets capturés par chaque sniffeur met en évidence
l’importance d’analyser les performances individuelles des sniffeurs avant
d’évaluer la complétude en raison de la possibilité de dysfonctionnement des
sniffeurs. Nous avons identifié trois des quatorze sniffeurs comme défectueux
et les avons exclus de l’analyse.
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Comme mentionné précédemment, nous introduisons le concept de complé-
tude absolue pour mesurer le ratio de trafic capturé par rapport à la quantité
réelle de trafic généré. Nous générons du trafic Wi-Fi en utilisant notre propre
nœud source et le plaçons à différentes distances pendant l’expérience. Nos
résultats indiquent que, même dans ce scénario, un seul sniffeur échoue à
capturer un nombre substantiel de paquets, et le ratio de paquets manquants
augmente avec la distance. Cependant, l’introduction de la redondance via le
concept de super-sniffeur améliore considérablement la complétude des traces
à toutes les distances.

Nous reconnaissons que la redondance engendre un coût financier. Cependant,
en utilisant les ports USB multiples disponibles dans un nœud Raspberry Pi,
nous pouvons mettre en place la redondance à moindre coût. Plus précisément,
nous pouvons connecter plusieurs antennes à un seul nœud RPi, plutôt que
d’utiliser plusieurs nœuds RPi, chacun avec une seule antenne. Nous appelons
cela la redondance alternative et l’évaluons pour la complétude relative et
absolue. Nos expériences démontrent qu’un nœud RPi peut prendre en charge
jusqu’à trois antennes Wi-Fi externes. Nous utilisons donc trois antennes avec
un seul RPi pour les expériences, créant ainsi un super-sniffeur de taille trois.
Nous construisons également un autre super-sniffeur de taille trois en utilisant
trois nœuds RPi, chacun avec une antenne. Nos résultats indiquent que le
RPi avec trois antennes fonctionne aussi bien que le super-sniffeur formé de
trois sniffeurs simples. Cette approche offre une solution rentable pour les
chercheurs souhaitant mettre en place la redondance dans leurs systèmes.

Enfin, nous présentons une application de la redondance sous forme
d’estimation de distance. Nous utilisons notre propre nœud source pour
obtenir la vérité terrain de la distance réelle entre le nœud source et les
sniffeurs. Malgré l’utilisation généralisée du RSSI dans la littérature pour
l’estimation de distance et la localisation, des préoccupations ont été soulevées
quant à la fiabilité du RSSI en raison des caractéristiques du milieu sans
fil. Nos expériences indiquent qu’il existe une incohérence dans les valeurs
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de RSSI, c’est-à-dire que les valeurs de RSSI du même paquet capturé par
différents sniffeurs co-localisés peuvent varier considérablement à chaque
sniffeur, ce qui entraîne une analyse erronée. De plus, un seul sniffeur peut
manquer une rafale de paquets à un moment donné, ce qui peut avoir un
impact significatif sur la reconstruction de la trajectoire. Cependant, nous
démontrons que ces problèmes peuvent être résolus grâce à la redondance,
et que l’erreur d’estimation de distance peut être réduite en utilisant les
valeurs de RSSI avec le modèle Log-Distance Path Loss (LDPL) ainsi que la
redondance.

a.10 perspective future

Nous avons présenté nos contributions dans ce manuscrit pour améliorer la
qualité des traces Wi-Fi. Nous prévoyons d’étendre ce travail pour explorer
le concept et les utilisations de la redondance sous différents angles. Nous
listons ci-dessous quelques questions ouvertes qui pourront être étudiées dans
des travaux futurs :

— Canal et spectre. Nous avons effectué toutes les expériences sur un
seul canal, à savoir le canal 1 du spectre de 2,4 GHz. Nous prévoyons de
réaliser des expériences sur différents canaux pour analyser la tendance
du trafic ainsi que la complétude des traces. Nous prévoyons également
d’étudier l’aspect de la complétude pour le spectre de 5 GHz.
L’impact potentiel du balayage de canaux sur la complétude des traces
est une autre possibilité de travaux futurs. Cependant, il faudrait une
sorte de synchronisation entre les sniffeurs co-localisés pour qu’ils
puissent balayer les canaux simultanément et dans le même ordre.

— Antenne. Nous avons utilisé des antennes Alfa Network AWUS
051NH pour toutes nos expériences. Notre objectif est d’étendre
l’expérimentation à différentes antennes avec des spécifications dif-
férentes qui peuvent être facilement configurées en mode monitor. Une
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telle antenne qui est facilement disponible sur le marché est TP-Link
WN722N [120].

— Estimation de distance. Nous prévoyons d’étudier la distribution de
la taille inter-rafale et son impact sur l’analyse de mobilité à long terme.
Nous avons également l’intention de déterminer la valeur de l’indice
de perte de trajet à partir de la valeur RSSI qui apparaît le plus pour
chaque distance et l’utiliser pour trouver la distribution d’erreur dans
l’estimation de distance.
Nous avons effectué l’analyse de l’estimation de distance pour des
expériences en extérieur. Nous avons l’intention de l’étendre à la
localisation en intérieur avec la redondance. Nous pensons que cela
aidera également à résoudre les problèmes d’incohérence RSSI, car
il y a beaucoup de phénomènes qui se produisent plus intensément
dans le milieu sans fil à l’intérieur, comme la réflexion, la réfraction,
la diffraction, la diffusion, etc. La redondance aidera également à
minimiser les erreurs d’estimation.
Nous avons placé le nœud source à différentes distances dans nos
expériences. Nous obtenons un histogramme des paquets capturés pour
toutes les tailles de super-sniffeurs pour chaque distance. Nous avons
l’intention d’utiliser ces données comme ensemble d’entraînement
et d’explorer la possibilité de la localisation avec des techniques de
comparaison d’histogrammes.
Enfin, nous avons l’idée d’étendre notre travail pour prendre en compte
la mobilité avec l’introduction de nœuds source mobiles. Nous pen-
sons que c’est un défi vraiment intéressant à expérimenter avec la
redondance.

— Mobilité. Les détecteurs restent immobiles dans toutes nos expériences.
Nous avons l’intention d’étudier l’impact de la mobilité des détecteurs
sur la complétude de la trace. Nous croyons que c’est un aspect
intéressant de la détection à étudier, car il existe une étude sur l’impact
de la mobilité sur la précision de la détection [121].
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— BLE - BLEPal. De même que PyPal, nous disposons d’un outil pour la
synchronisation et la fusion des traces Bluetooth, appelé BLEPal [122]. Il
a été créé par un groupe d’étudiants dans le cadre d’un projet de réseau
que nous avons supervisé. Un possible travail futur est l’utilisation
de BLEPal pour étudier l’impact de la redondance sur la complétude
des traces en Bluetooth, ainsi que pour effectuer des analyses pour
l’estimation de distance et la localisation.
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PyPal Manual

b.1 fields required in the trace

The tool takes two traces (in csv or txt format) as input and then performs
the option you select. You would need to have the following fields in the
traces 11:

— frame.number: Frame_number
— frame.time_epoch: Frame_time_epoch
— wlan.fixed.timestamp: Fixed_timestamp
— wlan_radio.signal_dbm: RSSI_dBm
— wlan_radio.channel: Channel
— wlan.fc.type: Frame_type
— wlan.fc.type_subtype: Frame_subtype
— wlan.fc.retry: Retransmission
— wlan.fcs: Checksum
— wlan.sa: Source_MAC_address
— wlan.seq: Sequence_number
— wlan.frag: Fragment_number

11. It is, however, essential to clearly define which data one can sniff depending on the location
of the measurement campaign to preserve the privacy of the users. It is also necessary to carry
out hashing of MAC addresses to preserve privacy.
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b.2 tshark command to extract the required fields from a

pcap trace

You can use the following tshark command to extract the above-mentioned
fields from a pcap file.

tshark -r pcap_input_file -Y ’!_ws.malformed and wlan_radio.channel==1’

-T fields -E header=y -E separator=/t -e frame.number -e frame.time_epoch

-e wlan.fixed.timestamp -e wlan_radio.signal_dbm -e wlan_radio.channel

-e wlan.fc.type -e wlan.fc.type_subtype -e wlan.fc.retry -e wlan.fcs -e wlan.sa

-e wlan.seq -e wlan.frag > csv_or_txt_output_file

b.3 how to use the tool

python3 pypal.py -h will also show you the information on how to operate
the tool 12.

b.4 libraries required

You need to have the following libraries installed:
— numpy
— pandas
— scikit-learn

12. It is preferable to use Python3.
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b.5 input arguments of the tool

The tool has to positional arguments and those are the two traces:
— trace1: trace to be synchronized
— trace2: reference trace

There are several optional arguments, but you have to tell the tool which one
you want to use. You can use only one optional argument at a time. The
arguments are given below:

— -U : extract unique frames
— -R : extract unique reference frames
— -SR : synchronize unique reference frames
— -S : synchronize traces
— -C : concatenate traces (and keep the duplicate frames)
— -M : merge the traces and remove the duplicate frames within a time

difference of 106µs.

b.6 time synchronization error

The time synchronization error (the difference between two timestamps of
different sniffers for the same frame) has to be less than half the minimum
gap between two valid IEEE 802.11 frames. In the IEEE 802.11b protocol, the
minimum gap can be calculated as the 192-microsecond preamble delay plus
10-microsecond SIFS (Short Inter-Frame Space) plus 10-microsecond minimum
transmission time for a MAC frame, to be a total of 212 microseconds. So the
precision is 212/2 = 106µs [124].
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Hardware configuration

We encountered a few challenges while configuring the Raspberry Pi (RPi)
nodes. We highlight them to make you aware so that you can adopt a suitable
solution.

— The boot time of the Raspberry Pi 3 (RPi3) and Raspberry Pi 4 (RPi4)
differs due to variations in their hardware. The RPi3 can take several
minutes to boot on some occasions, while the RPi4 typically boots
successfully within a few seconds. However, there may be minor
variations in boot time among different RPi4 nodes, even when powered
up simultaneously.
Removing the memory card from an RPi node, particularly for the
purpose of altering any files on it, can lead to an extended boot time
during the subsequent startup. This is an important consideration to
bear in mind when conducting experiments to study completeness, as
the capture must commence simultaneously on all sniffers.

— When executing python code or a utility such as tcpdump in the terminal,
it is not necessary to enter the complete path for the tool. However,
when configuring a command or script to run on boot using crontab, it
is advisable to include the complete path for the tool, script, or Python
itself. Similarly, when running a tool such as tcpdump within a script,
it is recommended to include the path within the script as well.
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— As previously mentioned, it is essential to utilize full paths. Addition-
ally, it is imperative to verify the path, as it may change following an
update, especially when utilizing the Raspberry Pi operating system
(OS). We encountered an issue when a script was unable to locate
tcpdump after an OS update. We discovered that the path of tcpdump
had changed from /usr/sbin/tcpdump to /usr/bin/tcpdump. The update
from Debian Buster to Debian Bullseye for the RPi OS equally created
difficulties.

— The RPi utilizes a traditional interface naming convention, in which
interfaces are labeled as eth0, eth1, wlan0, wlan1, and so on. The
interface for an RPi’s internal Wi-Fi card is consistently labeled as
wlan0. However, an issue can arise when using an external Wi-Fi
adapter, as it should logically be named wlan1. However, during the
RPi’s boot process, it labels the interfaces in the order in which it detects
them. Due to this reason, the interface names wlan0 and wlan1 may
occasionally be reversed. If a script is configured for traffic capture
using wlan1, it may fail if the interface names are reversed, as the
internal Wi-Fi card of an RPi cannot be set to monitor mode.
One potential solution is to allow the RPi to boot completely before
plugging in the Wi-Fi adapter. Alternatively, one could enable the
predictable naming option on the RPi. In this case, the interface name
will initiate with wlx and end with the adapter’s MAC address [125, 126].
However, predictable naming necessitates the consistent usage of the
same Wi-Fi adapter, and some sort of identification will be required in
the case of multiple co-located RPi sniffers.

— It is essential to verify that the Wi-Fi adapter is functioning correctly
before conducting experiments. Not all Wi-Fi adapters are plug-and-
play, and some may require additional or external drivers to operate.
The Alfa AWUS 051NH adapter is plug-and-play and does not require
any additional drivers to function properly. However, version 3 of the
TP-Link WN722N Wi-Fi dongle is not plug-and-play. Installing separate
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drivers is necessary, and even then, capturing traffic in monitor mode
can cause difficulties.

— Like any other system that runs on an operating system, the RPi must
be shut down correctly. In experiments where the RPi does not have
a screen attached, it is crucial to include the shutdown command at
the end of the script. Directly unplugging the RPi while the operating
system is still running can damage the memory card, which could lead
to it becoming read-only permanently.

— If you intend to use an external battery to power your RPi, it is essential
to ensure that it has sufficient power to make the antenna work. For
instance, a battery with a 12,000 mAh capacity and an output of 5 Volts
and 1 Ampere is adequate to power the RPi node itself, but not enough
to provide power to the USB ports to run the Wi-Fi adapter. However,
a battery with a 20,000 mAh capacity and an output of 5 Volts and 3.1
Amperes can handle the RPi4 sniffer very well.
Additionally, it is important to check if a single battery can simulta-
neously power multiple RPis or not. For example, a battery with a
26,800 mAh capacity and an output of 5 Volts, and a total of 5.5 Am-
peres across three USB ports (or 2.4 Amperes individual) can power up
to three RPi4 sniffers simultaneously.
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